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We present an IP-core called PHCA which stands for programmable hardware cellular automaton. PHCA is a hardware imple-
mentation of a general purpose cellular automaton (CA) entirely programmable. The heart of this structure is a PE array with
reconfigurable side links allowing the implementation of a 2D CA or a 1D CA. As an illustration of a PHCA program, we present
the implementation of a symmetric cryptography algorithm called ISEA for Ising spin encryption algorithm. Indeed ISEA is based
on a 2D Ising spin lattice presenting random series of disordered spin configurations. The main idea of ISEA is to use this disorder
to encrypt data. Efficiency of ISEA and PHCA implementation results are given.
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1. INTRODUCTION

Cellular automata (CA) were originally introduced by von
Neumann for studying self-reproduction in biological sys-
tems [1]. Then they have been used for language recogni-
tion and modelling of physical systems [2]. The mathemati-
cal properties of cellular automata were also studied. Nowa-
days, CA automata are also used for high-quality random
numbers generation [3] and implementations of reconfig-
urable hardware CA are proposed [4].

This paper proposes an intellectual property (IP) core
for a programmable hardware cellular automaton (PHCA).
PHCA is a powerful tool for the design and test of
1D or 2D cellular automata rule applications. An acyclic
one-dimensional cellular automaton and a cyclic two-
dimensional cellular automaton can be implemented on the
PHCA. The architecture of the PHCA is a fine grained fully
parallel structure inspired by a classic single instruction mul-
tiple data (SIMD) structure made of 1-bit processing ele-
ments (PEs) [5].

An example of PHCA program concerns a cryptography
application. The cryptography field is still increasing nowa-
days. Electronic transactions become very important and re-
quire security since most of them are concerned with ei-

ther payments or confidential data. Public key and secret key
cryptographic algorithms provide a solution to this security
problem. These algorithms are able to ensure data authen-
ticity, integrity, and confidentiality [6]. Secret key algorithms
are more suitable for hardware implementation.

In the context of the secret key algorithms, we propose a
symmetric algorithm based on cellular automata rules. This
algorithm is called Ising spin encryption algorithm (ISEA)
because it uses a system of Ising spins. In this paper, we
focus on a 2D Ising spin lattice [7, 8]. The time evolution
of the spin configuration in this lattice is managed by lo-
cal rules leading to disordered configurations in accordance
with certain conditions. The configuration space is explored
by a random walk imposed by a microcanonical Monte Carlo
method [9]. ISEA uses the disordered spin configurations to
encrypt data by combining the spin lattice and an array of
data to be encrypted. This encryption process is rather fast.
Moreover, the permanent exchanges between neighbor sites
introduce a constant noise useful against the attacks based on
power analysis.

The PHCA may be programmed according to 1D or
2D cellular automata (CA) rules. This work focuses on the
PHCA with the 2D configuration and is programmed ac-
cording to ISEA rules. Each site of the spin lattice system is
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updated by a PE. All the PEs apply the same rule concur-
rently. An example of resulting encrypted data array is given
below. A first version of a PHCA provided with a 32× 32 PE
array has been implemented on an Xilinx FPGA xc3s5000.
The throughput of the encrypted data stream is 16 Mbps.

This paper is divided into six sections. Section 2 shows
how the PHCA architecture maps a CA. Section 3 introduces
the microcanonical Monte Carlo methods and describes the
local rules of the algorithm ISEA. Section 4 shows in detail
the encryption process. In Section 5, we present and discuss
the ISEA en-/decryption results and the PHCA implementa-
tion performances. Finally, Section 6 gives our conclusion.

2. PHCA ARCHITECTURE

The aim is to realize a programmable hardware tool suitable
for CA rules implementation. The architecture of this tool is
inspired by a classic SIMD structure [5].

2.1. Mapping a cellular automaton

A cellular automaton consists of several identical cells gov-
erned by simple rules. The cellular automaton is globally syn-
chronized; that is, at each time step each cell updates its state
according to some set of local rules.

More precisely, the next state of each cell depends on the
present state of the neighbor cells [10]. The cell itself may be
included in its own neighborhood. A cellular automaton can
be of any dimension and can be either cyclic or acyclic. More-
over, CAs are suitable for hardware implementation since
they are simple, regular, locally interconnected, and modu-
lar.

This work focuses essentially on 2D CA with a north,
east, west, and south (NEWS) array of cells that are syn-
chronous, governed by local rules, uniform (i.e., all the cells
obey the same rule), and with a von Neumann neighbor-
hood. In this case, the next state xi, j(t + 1) of the cell (i; j)
depends on its own present state and on the present state of
its four nearest neighbors:

xi, j(t + 1) = f
[
xi, j(t), xi−1, j(t), xi+1, j(t), xi, j−1(t), xi, j+1(t)

]
.

(1)

In order to design an IP-core mapping this definition, we
chose to describe a multiprocessor fine-grained structure op-
erating in fully parallel mode. For the instruction stream or-
ganization, we chose an SIMD scheme in order to avoid syn-
chronization as well as connection problems.

The heart of this SIMD structure is an array of process-
ing elements (PEs) controlled by the same instruction. The
memory is distributed. At each clock cycle, all the PEs exe-
cute concurrently the same instruction on the data stored in
their internal memory elements. We wanted to map one cell
of the CA to one PE. We chose a one-bit architecture for each
PE in order to integrate more PEs (more cells) in the array
than in the case of more coarse-grained structures. Of course
the consequence is that the computation performances slow
down when multibit operands must be treated.
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Figure 1: PHCA logic symbol and associated pin functions.

2.2. PHCA symbol and interconnections

The PHCA logic symbol for an M × N PE array is given in
Figure 1. The external data enter through the N-bit south-
data bus CMS and exit through the N-bit north-data bus
CMN. The thirteen control lines bring the same instruction
word to each PE. As we shall see below, each PE has a private
32 × 1 bit RAM controlled by the W/R input and addressed
by the 5-bit Add input bus. All the registers of the PHCA are
synchronized by the same clock Clk.

An example of a 4 × 4 PE array is shown in Figure 2.
This regular processor square grid has fixed communication
links between the nearest neighbors. Moreover, when all the
switches of the west array side are in position 1, the PE array
is wrapped around in a toric mode to implement a cyclic two-
dimensional cellular automaton. Otherwise, when all the
switches are in position 2, the PHCA becomes a chain of PEs
to implement an acyclic one-dimensional cellular automa-
ton. This last configuration is not explored in the present
work.

2.3. PHCA processing element

The PHCA contains M × N single-bit processor elements.
The structure of a PE is detailed in Figure 3. A PE is equipped
with a 32×1-bit RAM, five multiplexers, one single-bit arith-
metic and logic unit (ALU), four 1-bit registers (NS, EW, C,
CM), and input/output ports on all four sides. The ALU is
a full adder/subtractor. The result of an addition is given on
the ALU outputs CY and SM, and the result of a subtrac-
tion on the ALU outputs BW and SM. These ALU outputs
CY, SM, and BW correspond also to logic operations in ac-
cordance with certain conditions. The registers and RAM ac-
cept data from up to eight possible sources through the five
multiplexers. The concatenation of these multiplexer’s con-
trol bits gives the 13-bit instruction word. The instruction
set of PHCA is given in Table 1. Up to five commands can be
executed simultaneously during each instruction cycle.

N/S and E/W links connect a processor cell to its four
neighbors. CMS/CMN links provide the PE array with a sec-
ond vertical link system which is particularly useful because
it does not communicate with the ALU. So these CMS/CMN
links allow a south−north shift of the data stream through
the whole array concurrently with other PE operations.



Samuel Charbouillot et al. 3

1

2

1

2

1

2

1

2

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

PE

Figure 2: Fixed communication links between the nearest neigh-
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The dark-grey outputs are reinjected as multiplexers inputs
into the PE itself.

3. MICROCANONICAL MONTE CARLO METHOD

3.1. Main idea

Many processes in the nature include the randomness in
themselves. This randomness can be used in order to gen-
erate long unpredictable key sequences needed by stream

cipher schemes. Mathematical models which describe such
physical phenomena are probability models.

Since a 2D Ising spin lattice presents a random series of
disordered spin configurations, the main idea in the ISEA al-
gorithm is to use this series of configurations to encrypt data.
The associated probability model is implemented on a CA
with determinist reversible rules.

Numerical simulations are powerful tools to simulate
phase transitions on statistical systems. Monte Carlo and
molecular dynamics represent two complementary schemes
for such simulations. A microcanonical Monte Carlo (MMC)
[9] method represents a simulation algorithm interpolat-
ing between the Monte Carlo and molecular dynamics tech-
niques. The MMC method consists of taking a random walk
on a surface of constant energy. This random walk will gen-
erate successive configurations of the statistical system.

In order to ensure a fast and secure encryption of sensi-
tive data through the PHCA, we propose to use these con-
figurations. The PHCA has to perform the three following
actions:

(1) storing the successive rows of data to be encrypted
coming from the south-input bus CMS and shifting
these data through the PE array up to the north-output
bus CMN;

(2) ensuring a permanent random walk by executing the
microcanonical Monte Carlo local rules;

(3) combining the data flow and the lattice statistical sys-
tem configurations in order to encrypt the data.

3.2. Microcanonical Monte Carlo method

The statistical system to simulate is the 2D Ising model. Let
us consider a square lattice of M × N sites with one spin S
at each site. The spins may be up or down. With the MMC
method, each site i is also provided with a reservoir contain-
ing an energy Eri.

Two kinds of energies are involved in this model. The first
one is a magnetic interaction energy; for a link (i, j), between
two neighbor sites i and j, the magnetic energy is expressed
by

mij = Si xor Sj . (2)

So mij = 0 if the two considered spins point towards the
same direction, otherwise mij = 1. The second kind of en-
ergy is called “reservoir” energy; it is the sum of all the private
site reservoir energies Eri.

At each time step, all the spins try to flip. Nevertheless,
the flip has a cost in terms of magnetic energy. Indeed, if the
spin Si of site i flips, the magnetic energy varies by

ΔMi = −2
[
Σ j
(
Si xor Sj

)− 2
]
, (3)

where j refers to the four neighbors of the site i. An illustra-
tion is given in Figure 4. The local rule is that ifΔMi is smaller
than or equal to Eri, the spin Si flips. Otherwise, Si does not
change. In other words, if the site has enough reservoir en-
ergy to pay the flip, then the spin can flip effectively.
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Table 1: Instruction set.

Description
Code

Description
Code

C12 · · · C0 C12 · · · C0

NOP XXXXXXXXXXX00 EW← NS XXXXX100XXXXX

CM← RAM XXXXXXXXXXX01 EW← C XXXXX101XXXXX

CM← CMS XXXXXXXXXXX10 EW← 0 XXXXX110XXXXX

CM← 0 XXXXXXXXXXX11 NOP XX000XXXXXXXX

NOP XXXXXXXX000XX C← RAM XX001XXXXXXXX

NS← RAM XXXXXXXX001XX C← NS XX010XXXXXXXX

NS← N XXXXXXXX010XX C← EW XX011XXXXXXXX

NS← S XXXXXXXX011XX C← CY XX100XXXXXXXX

NS← EW XXXXXXXX100XX C← BW XX101XXXXXXXX

NS← C XXXXXXXX101XX C← 0 XX110XXXXXXXX

NS← 0 XXXXXXXX110XX C← 1 XX111XXXXXXXX

NOP XXXXX000XXXXX RAM← RAM 00XXXXXXXXXXX

EW← RAM XXXXX001XXXXX RAM← CM 01XXXXXXXXXXX

EW← E XXXXX010XXXXX RAM← C 10XXXXXXXXXXX

EW← W XXXXX011XXXXX RAM← SM 11XXXXXXXXXXX

ΔMi = 4 ΔMi = 2 ΔMi = 0 ΔMi = −2 ΔMi = −4

Figure 4: Magnetic energy costs ΔMi for the central site i spin flip.

4. ENCRYPTION PROCESS WITH ISEA

The three actions enumerated in Section 3.1 are quite suit-
able for cellular automata. Each PE of the PHCA updates one
site. A spin-up is coded 0; a spin-down is coded 1. The reser-
voir energy is 4-bit coded. So two arrays of 1-bit values coex-
ist simultaneously in the PHCA: the array of spins is updated
at each time-step and the array of data shifts to the north. In
order to encrypt the data, each PE xors the bit of data and the
bit of spin.

During the initialization phase, the programmer has to
choose the initial spin configuration and to distribute the
reservoir energy. Then he has to choose the number of iter-
ations of the MMC rules to compute before xoring the spin
bit and the data bit. These choices constitute the key Sk of the
encryption process. This cryptography algorithm is symmet-
ric and the key is secret. Let us detail how to store the initial
values in the PE array and how to manage iterations of the
MMC method on the spin array.

(i) During the loading phase, the spin and the reservoir
energy values are presented to the southern side of the PE
array through the CMS data bus (see Figure 1). Then these
data are shifted to the north. When all the PEs receive the
first bit to store through their CMS input (see Figure 3), they
store it in their CM register and then transfer it from CM to

the RAM. This process is iterated, in bit-serial mode, till all
the initial values are stored in the array.

(ii) During the computation phase, according to the
MMC method, the operations to be performed are rather
simple: xor, shift, addition, subtraction.

5. RESULTS AND DISCUSSION

The efficiency of the ISEA algorithm and the results of our
first FPGA implementation of PHCA are presented there-
after.

5.1. Application to image en-/decryption

An application example of our hardware CA programmed
with the ISEA algorithm is the color image encryption/dec-
ryption system shown in Figure 5. The clear original 640 ×
853 picture is given in Figure 6(a). Each pixel is coded with
3 bytes (red, green, and blue) so each line of this image can
be divided into 120 128-bit words to fit with the PE array
horizontal size.

In order to ensure a secure data exchange, both the sender
and the receiver need a PHCA with, for instance, 128 × 128
PEs. The operations required to encrypt and decrypt are de-
tailed thereafter.

(1) The sender imposes the initial spin values S and dis-
tributes the total reservoir energy R. Then he programs the
PHCA in order to perform U initial spin lattice configura-
tion updates. In the example leading to Figure 6(b) results,
the initial configuration of the Ising lattice was all the spins
pointing towards down. For the distribution of the reser-
voir energy R, an energy of 2 was distributed to each cell
except for 3 cells (called “hot cells”) which received an en-
ergy of 4. Hot cell coordinates constitute the information R′.
Moreover, 2000 initial spin lattice configuration updates were
carried on. The concatenation of S, R′, and U constitutes
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Figure 5: Complete PHCA-based encryption/decryption system.
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Figure 6: (a) Original picture. (b) Encrypted picture.

the secret key Sk which must be transmitted to the receiver
through a secure channel.

(2) The sender introduces the clear image through the
south side of its PHCA, one word at a time. These data shift
to the north and after each shift step, they are xored with the
spin lattice configuration. The resulting encrypted image is
shown in Figure 6(b). One can notice that the initial picture
is completely scrambled at this step.

(3) The receiver gets the secret key Sk through a secure
channel. Then he initializes its PHCA with S and R and pro-
grams it to perform U spin lattice configuration updates.

(4) The receiver introduces the encrypted message into
the south side of its PHCA. These operations allow to exactly
recover the initial data picture at the north side of the receiver
PHCA.

PE

D0(1) = R0 xorK0(0) xorK1(1)

D1(1) = R1 xorK0(1)

R2

R3

Figure 7: Random key sequence generation at time t = 1.

5.2. Test of randomness

The pixels in Figure 6(b) seem to be randomly distributed.
In order to test the quality of the two-dimensional CA ran-
dom number generator (RNG) produced by the ISEA algo-
rithm, the Diehard tests [11] were used. The input file for the
Diehard test program is a binary file resulting from the con-
catenation of the random keys Ci generated by the Ising spin
configuration.

How can we generate the long unpredictable key sequen-
ces Ci necessary for the cipher? LetKi be the concatenation of
all the spin values of a whole lattice row. At time t = 0, at the
beginning of the encryption process illustrated in Figure 7,
the first row R0 of clear data is introduced through the south
of the PE array and xored with K0(0). Then at time t = 1, the
result D0(0) is shifted to the north and xored with K1(1), and
so on.

At time t = tm, the first encrypted data row D0(tm) avail-
able at the north of the PE array is given as follows:

D0
(
tm
) = R0 xor C

(
tm
)
, (4)

where C(tm) = K0(0) xor K1(1) xor, . . . , xor Km(tm) is the
first encryption key of the random sequence.

The battery of the 17 Diehard tests was applied on a se-
quence of 70 M keys, C(tm),C(tm + 1), . . . ,C(tm +a). Figure 8
gives the proportion of passed Diehard tests versus the to-
tal reservoir energy R. On one side, for low R, the spins are
“frozen” because the sites have no sufficient Er to flip their
spin. On the other side, for high R, all the spins flip simulta-
neously. These results show that R must be chosen between
1000 and 3000 to obtain high-quality randomness.

Other energy-band values are found depending on the S
andU parameter values, on the way of distributing the initial
reservoir energy, and on the lattice size. A deeper investiga-
tion on the ISEA algorithm efficiency and a comparison with
other RNGs are actually in progress.

One can notice other advantages of PHCA and ISEA.
First, concerning PHCA, the permanent exchanges between
neighbor sites introduce a constant noise useful against the
attacks based on power analysis. Then, concerning the ISEA
algorithm, the fact that the MMC method conserves the total
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Table 2: Encryption cores resource and performance.

Core Std Helion PHCA ISM

Application AES ISEA 32× 32 sites ISEA 32× 32 sites

Technology Spartan 3–5 Spartan xc3s5000 Spartan xc3s5000

Logic resource 251 slices 3 block rams 32589 slices 14148 slices

Max clock frequency 151 MHz 161 MHz 132 MHz

Max data rate 402 Mbps 16 Mbps 2110 Mbps

Programmable No (dedicated to AES) Yes (with 1D or 2D AC rules) No (dedicated to ISEA)
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Figure 8: Diehard test results.

energy of the spin system can be used as a test to reveal some
hardware anomaly.

5.3. PHCA implementation performances

Since the PHCA is programmable and has configurable in-
terconnect switches, it is suitable for 1D or 2D CA rules. So
it can constitute a powerful tool to elaborate and test cellular
automata rules. It can also be used as a multialgorithm CA.

We implemented an Xilinx FPGA xc3s5000, a first ver-
sion of the PHCA containing a 32 × 32 PE array. PHCA im-
plementation results are reported in Table 2. The clock fre-
quency of the PHCA is 161 MHz. The 309 PE instructions are
necessary to update a spin array configuration. The through-
put of the en-/decrypted data stream is 16.7 Mbps. The 1-
bit architecture of the ALU and of the registers constitutes a
throughput limitation. For instance, 25 clock cycles are nec-
essary to perform an addition of two bytes.

In order to perform a faster en-/decryption process, we
designed a machine called Ising spin machine (ISM). It is
dedicated to the implementation of the ISEA algorithm with
32× 32 sites. ISM performs one update every 2 clock-cycles.
Targeting also a Spartan-3 device, the throughput is 2 Gbps
(see Table 2). ISM goes 125 times faster than PHCA and uses
twice less resources; in return it is not a multialgorithm CA.

Table 2 presents also the implementation result of the
core Helion [12], a commercial implementation of the well-
known secret-key AES algorithm [13]. Helion data rate per-
formance is 5 times slower than ISM and 25 times faster than
PHCA. However, Helion is only dedicated to the AES algo-
rithm.

6. CONCLUSION

The IP-core PHCA proposed in this work has a fine
grained SIMD architecture very suitable to implement cel-
lular automata-based algorithms. The heart of the structure
is a PE array with reconfigurable-side links allowing to get a
cyclic 2D CA or an acyclic 1D CA.

An application of the 2D CA configuration of PHCA to
data flow encryption/decryption using the proposed ISEA al-
gorithm has been presented here and leads to two kinds of
conclusions concerning the hardware and the algorithm, re-
spectively.

Concerning the hardware, the implementation of ISEA
on PHCA leads to a data rate of 16 Mbps which is 125 times
lower than the performance obtained from a core that we de-
signed to be dedicated to ISEA. Nevertheless, PHCA has the
important advantage to be programmable. So it can be used
as an experimentation platform to test the algorithms effi-
ciency and their implementation on a 2D cell array architec-
ture. If the test is successful, in a second step, macros dedi-
cated to the chosen algorithms can be designed to improve
the performances and get smaller area.

Concerning the ISEA algorithm, we saw that ISEA allows
to code a data stream using a random walk on a surface of
constant energy generated by the MMC method. The high
quality of the random number generated by ISEA has been
tested by the battery of the 17 Diehard tests.

The random numbers generated by ISEA are used as the
long and unpredictable keys needed by the data stream en-
cryption/decryption as presented in this work. Moreover, the
elaboration of an experimentation platform for stream ci-
phers comparison is actually in progress. It uses two Virtex-
II FPGA boards (one for encryption and one for decryp-
tion). Postimplementation Xilinx ISE simulation results al-
ready show that the encryption method using ISEA runs
faster than the ciphers using the algorithms presented in
[3, 4, 14].

Otherwise, the security of the whole encryption/decryp-
tion system compared to secret key security standards is also
under investigation.
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