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The paper deals with classification in privacy-preserving data mining. An algorithm, the Random Response Forest, is introduced
constructing many binary decision trees, as an extension of Random Forest for privacy-preserving problems. Random Response
Forest uses the Random Response idea among the anonymization methods, which instead of generalization keeps the original
data, but mixes them. An anonymity metric is defined for undistinguishability of two mixed sets of data. This metric, the binary
anonymity, is investigated and taken into consideration for optimal coding of the binary variables. The accuracy of Random
Response Forest is presented at the end of the paper.

1. Introduction

In the data mining area, the privacy is emphatic issue to
preserve anonymity of persons in the models. The goal of
privacy-preserving datamining (PPDM) [1] is to develop data
mining models without increasing the risk of misuse of the
data used to generate those models. There are two broad
approaches in the literature based on the different points of
view of the privacy [2]. The randomization approach focuses
on individual privacy, and fortunately dataminingmodels do
not necessarily require individual records, but only distribu-
tions. So this approach preserves the privacy by perturbing
the data, and since the perturbing distribution is known, it
can be used to reconstruct aggregate distributions, that is, the
probability distribution of the data set. In another—so-called
Secure Multi-party Computation (SMC)—approach, the aim
is to build a data mining model across multiple databases
without revealing the individual records in each database to
the other databases [3], but this paper does not deal with this
approach.

PPDM methods for data modification can include per-
turbation, blocking, merging, swapping, or sampling. Per-
turbation is accomplished by the alteration of an attribute
value by a new value (i.e., changing a 1-value to a 0-value, or
adding noise). Blockingmeans the replacement of an existing
attribute value with a fix sign or character representing

the missing value. Merging is the combination of several
values into a coarser category [4]. Data swapping refers
to interchanging values of individual records [5]. Sampling
refers to releasing data for only a sample of a population.

A wide approach in PPDM literature is data pertur-
bation—this paper focuses on only this method—where
original data are perturbed and the dataminingmodel is built
on the randomized data. The data perturbation should take
two opposite requirements into consideration: the privacy of
the individual data and the accuracy of the extracted results.
The performance of PPDM techniques can be measured in
terms of the accuracy of data mining results and the privacy
protection of sensitive data [6]. In randomization methods,
the goal is to randomize the values in individual records
and only disclose the randomized values. The model is then
built over the randomized data, after first compensating for
the randomization (at the aggregate level). This approach
is potentially vulnerable to privacy breaches; based on the
distribution of the data, one may be able to learn with
high confidence that some of the randomized records satisfy
a specified property, even though privacy is preserved on
average.

The classification is part of PPDM, where decision trees
can be used well, since this is based on aggregate values of
a data set, rather than individual data items; they are able to
classify unknown data based on the tree model built during
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the training phase.There is an algorithm, Random Forest [7],
which originally contains random feature in creating many
decision trees, and on the other hand its accuracy is better
than only a single decision tree.The combination of Random
Forest and perturbation algorithms as a new idea is the main
contribution of this paper. Randomized Response technique,
as perturbation algorithms, has been used for this work, and
this has been developed further.

Random Forests [7] are a combination of tree predictors
such that each tree depends on the values of a random vector
sampled independently and with the same distribution for
all trees in the forest. The generalization error of forests
converges to a limit as the number of trees in the forest
becomes large. This error depends on the strength of the
individual trees in the forest and the correlation among them.

In the Random forest procedure for the 𝑘th tree, a ran-
dom vector 𝑅𝑘 is generated, independent of the past random
vectors𝑅1, . . . , 𝑅𝑘−1, butwith the samedistribution.Using the
training set 𝑅𝑘 tree is grown resulting in a classifier ℎ(x, 𝑅𝑘)
where x is an input vector. After a large number of trees is
generated, each tree casts a unit vote for the most popular
class at input x, and the vote which possesses the largest
occurrence will be the decision of the Random Forest.

At the learning phase, the Random Forest uses bagging to
produce a randomly sampled set of training data for each of
the trees. After that, Random Forest builds the decision trees
as can be seen on its pseudocode below.

(1) Choose a training set by choosing 𝑁 times with
replacement from all 𝑁 available training cases (i.e.,
take a bootstrap sample).

(2) For each bootstrap sample: Build an unpruned classi-
fication tree for bootstrap sample.

(3) For each node in the classification tree

(a) randomly select a subset from all available pre-
dicting variables,

(b) choose the best split from among those variables
in the training set.

(4) End for (until each tree is fully built, as may be done
in constructing a normal tree classifier).

(5) End for

2. Randomized Response Technique

The idea of Randomized Response (RR) was themodification
of data in the data set in such away that nobody could know—
with larger probability than a predefined threshold—whether
the human’s answer of a question in the data set is true or
false. Randomized Response technique was first introduced
byWarner [8] as a technique to solve an estimation problem,
where the percentage of people possessing attribute 𝐴 should
have been estimated in a population. The humans may have
decided to reply with correct or with incorrect answers. The
RR technique considers only one attribute; however, in data
mining the data sets usually consist of multiple attributes.

Multivariate Randomized Response (MRR) technique [9]
is able to use Randomized Response technique for multiple-
attribute data set. Let E represent any logical expression based
on attributes. Let P∗(E) be the proportion of the records in
the whole disguised data set (where the persons’ privacy is
preserved) that satisfy E = true. Let P(E) be the proportion
of the records in the whole undisguised data set that satisfy
E = true (the undisguised data set contains the true data, but
it does not exist). P∗(E) can be observed directly from the
disguised data, but P(E), the actual proportion that we are
interested in is unknown, and we have to estimate this.

At binary attributes, the values of attributes 𝐴 𝑖 can be
0 or 1. In the following example, (dealing with only AND
operators) we are interested in the probability of (𝐴1 = 1)
AND (𝐴2 = 1) AND (𝐴3 = 0), so we want to know
P(110), where this notation represents the 𝑃(𝐴1 = 1 AND
𝐴2 = 1 AND 𝐴3 = 0). It can be imagined that respondents
give true (and false) answers to the privacy questions with
the probability 𝜃 (and 1 − 𝜃, resp.). In the model, there is a
randomization procedure, which sends the original data into
the disguised data set with the probability 𝜃 and sends the
complementary data (changes all 0 bits to 1 and all 1 bits to
0) with the probability 1 − 𝜃. So the complement is a unary
operation that performs logical negation on each bit. The
probability 𝑃(110) is based on only two types of records in
the disguised data set: 110 and 001 (the other types of records
like 111 etc., cannot be derived by original 110 because they are
not complement of 110 and they are not equal to 110). In the
disguised data set, we do not know whether a record is true
or false.

Let 𝑅(𝐸) be the subset of records which satisfy the E
expression, and let ¬𝑅(𝐸) be the subset of complementary
records which satisfy the E expression. Because the
contributions to 𝑃

∗
(𝑅(𝐸)) and 𝑃

∗
(¬𝑅(𝐸)) partially come

from 𝑃(𝑅(𝐸)) and 𝑃(¬𝑅(𝐸)), correspondingly, it can be
derived that

𝑃
∗
(𝑅 (𝐸)) = 𝑃 (𝑅 (𝐸)) ⋅ 𝜃 + 𝑃 (¬𝑅 (𝐸)) ⋅ (1 − 𝜃) ,

𝑃
∗
(¬𝑅 (𝐸)) = 𝑃 (¬𝑅 (𝐸)) ⋅ 𝜃 + 𝑃 (𝑅 (𝐸)) ⋅ (1 − 𝜃) .

(1)

By solving the above equations, we can get:

𝑃 (𝑅 (𝐸)) =
(𝑃
∗
(𝑅 (𝐸)) ⋅ 𝜃 + 𝑃

∗
(¬𝑅 (𝐸)) ⋅ (𝜃 − 1))

2 ⋅ 𝜃 − 1
,

𝑃 (¬𝑅 (𝐸)) = 𝑃
∗
(𝑅 (𝐸)) + 𝑃

∗
(¬𝑅 (𝐸)) − 𝑃 (𝑅 (𝐸)) .

(2)

These equations can be used for constructing decision
trees as can be seen in later section.

3. Anonymity Metric

Many definitions can be found for anonymity metric in
the literature. ILoss [10] is a metric proposed to capture
the information loss of generalizing a specific value to a
general value. The discernibility metric [11] addresses notion
of loss by charging a penalty to each record for being
indistinguishable from other records. The 𝑘-anonymization
methods [12, 13] solve this indistinguishable problem by sup-
pressing or generalizing attributes until each row is identical
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with at least 𝑘 − 1 other rows. Fung et al. [14] proposed
anothermetric based on the principle of information/privacy
trade-off. Suppose that the anonymous table is searched by
iteratively specializing a general value into child values. Each
specialization operation splits each group containing the
general value into a number of groups, one for each child
value. Each specialization operation gains some information
and loses some privacy.This metric prefers the specialization
that maximizes the information gained per each loss of
privacy. These metrics belong to generalization methods, but
these cannot be used for RR.

3.1. Binary Anonymity. In this paper, a new anonymity
metric is introduced, the binary anonymity (BA) indicator.
In MRR, there are pairs of instance sets, which are mixed
during randomization. The aim of randomization is to
make them undistinguishable from each other. The binary
anonymity, 𝐵𝐴 𝑖 (for the 𝑖th pair), measures this undistin-
guishability based on information entropy. The BA is the
weighted average of these pairs in the whole data set, where
the 𝑖th weight is the ratio of the occurrences of the 𝑖th pair
to the number of all instances. These can be seen in (3),
where 𝑝1 and 𝑝2 are the relative frequencies of instances of
the pair in each set:

𝐵𝐴 𝑖,1 = −𝜃 ⋅ 𝑝1 ⋅ log (𝜃 ⋅ 𝑝1) − (1 − 𝜃) ⋅ 𝑝2 ⋅ log ((1 − 𝜃) ⋅ 𝑝2) ,

𝐵𝐴 𝑖,2 = −𝜃 ⋅ 𝑝2 ⋅ log (𝜃 ⋅ 𝑝2) − (1 − 𝜃) ⋅ 𝑝1 ⋅ log ((1 − 𝜃) ⋅ 𝑝1) ,

𝐵𝐴 𝑖 =
𝐵𝐴 𝑖,1 + 𝐵𝐴 𝑖,2

2
,

𝐵𝐴 = weighted average (𝐵𝐴 𝑖) .

(3)

Thebinary anonymity is investigated from 𝜃point of view.
In Figure 1, the examples for BA functions at two pairs are
presented. The solid line corresponds to a pair where the
original probabilities were equal to each other (0.5 and 0.5).
Thedashed line correspond to another pair where the original
probabilities were different (0.8 and 0.2), and at the lowest
dotted line the difference between the probabilities was the
largest (between 0.95 and 0.05, the difference is 0.9). As can
be seen, the largest binary anonymity in both cases can be
found at 𝜃 = 0.5 and the maximal value, which is 1, can be
reached by 𝑝1 = 𝑝2 = 0.5 probabilities. Furthermore, a short
conclusion can be taken based on Figure 1. Larger binary
anonymity can be reached by more symmetric probability
pairs, that is, the larger difference between probabilities the
lower binary anonymity.

In BA formula, the entropy values can be calculated easily
with positive probabilities, but the zero probability cannot be
substituted into entropy formula. In order for the problem to
be solved, limit theoremof probability theorywas applied and
(4) was derived; therefore 𝐵𝐴 𝑖 = 0. Consider the following:

lim
𝑝→0

𝑝 ⋅ log𝑝 = 0. (4)

So BAmeasures the anonymity for the whole randomized
data set; this is in the range of (0, 1); the larger values represent
larger certainty for preserving privacy.
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Figure 1: Binary anonymity against the 𝜃.

3.2. Transformation of Different Attribute Types Based on
Binary Anonymity. The binary data set can be well used
for Response Technique and thus privacy preserved decision
trees can be built, but these trees contain only binary
attributes, so other types of attributes should be transformed
into binary. A splitting point can be defined for each con-
tinuous attribute as the median point of the range of the
attribute [9]. The values below this splitting point can be
transformed to zero and the values above can be transformed
to 1. At ordinal attributes (where the items can be ordered)
the transformation can be also executed by using the median,
as splitting point.

The transformation of nominal attributes is a problem,
because there is no median point. It would be possible to
transform the mode (the most frequent data) to 1 and the
others to zero, but this solution merges quite different items,
and the information loss may be large. At better solution,
each nominal value is coded bymore binary attributes. So the
number of attributes is increased by new attributes (dummy
attributes) in order to avoid large information loss.

The first idea for the number of dummy attributes is
𝑘 − 1 similar to regression methodology by the following
coding: each symbol (except one) of attributes will get a
dummy binary attribute, where 1 represents that actual value
is equal to this symbol and 0 represents that it is not equal
to the symbol. The last symbol will not get dummy attribute,
because all zeros represent that the actual value is equal to
this last symbol. This solution would be suitable for normal
datamining, but for PPDM this is not adequate from a binary
anonymity point of view. Since the complements of records
would contain many 1 values, and there is no regular record
with more than two 1 values, therefore after randomization
an undistinguishable pair of a regular and a complementary
record will not occur, and this causes empty set. An empty
set means that its probability is zero, and based on (4) we can
conclude that in this case the binary anonymity will be zero.
At zero anonymity, the records are totally revealed; thus, a
new, better solution is required.

The elaborated method for transforming nominal
attributes to binary is based on binary coding. [Log

2
𝑘] gives

the minimal upper rounded integer number that is needed
for representing k different symbols. So the number of
dummy binary attributes will be [Log

2
𝑘], and the different

symbols will be transformed to different binary figures
automatically. If the Log

2
𝑘 is fortunately an integer number
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(so k is the power of 2), then each instance has a pair of
instance sets. But if this is not an integer number, then
probability of some codes will be zero (because of lack of
pair). If the k is even, then coding can be created in such a
way that complementary code of each k value should be also
a code of other k value. In this case, every original instance
will have a pair. If the k is odd, then coding can be created in
such a way that complementary code of each k value except
one should be also a code of other k value. In this case, only
one code will be alone; the others will possess a pair.

What will be the optimal coding from binary anonymity
point of view? Let us take the k values in order based on the
relative frequency (probability) of corresponding instances.
Denote their relative frequencies by 𝑝𝑢

1

, 𝑝𝑢
2

, . . . , 𝑝𝑢
𝑘

. Previ-
ously, it has been shown that larger difference between the
probabilities induces smaller binary anonymity. The optimal
coding gives complementary codes for the neighborhoods of
ordered k values. Formally (5)–(8) present the optimal coding
for k values in binary numeral system,where bdepends on the
number of dummy variables, the k values are in descending
order, and i goes from 1 to k. Consider the following:

𝑏 = 2
[log
2
𝑘]
, (5)

𝑝𝑢
1

≥ 𝑝𝑢
2

≥ ⋅ ⋅ ⋅ ≥ 𝑝𝑢
𝑖

≥ ⋅ ⋅ ⋅ ≥ 𝑝𝑢
𝑘

. (6)

If k is even, then the optimal coding can be seen in

𝑢𝑖 =

{{{

{{{

{

binary(𝑖 − 1
2

) if 𝑖 is odd,

binary(𝑏 − 𝑖

2
) if 𝑖 is even.

(7)

If k is odd, then the first u1 or the last uk will remain to
be alone, so for the optimal coding two alternatives should
be compared. The first alternative (where the last one will
remain alone) is described in (7), and the second alternative
is formulized in (8). The alternative that gives larger BA is
better, so the optimal coding can be solved by comparing
these two alternatives and selecting the larger one. Consider
the following:

𝑢


𝑖
=

{{{

{{{

{

binary( 𝑖
2
) if 𝑖 is odd,

binary(𝑏 − 𝑖 + 1

2
) if 𝑖 is even.

(8)

The whole optimal coding procedure is executed auto-
matically. In this case, there is a positive probability that com-
plementary records may be coincided with regular records,
and there is no possibility to reveal the truth, so the privacy
will be preserved.

Similar to nominal attributes, a better solution for con-
tinuous attributes can be found as well. The splitting at
the median is not sufficient for information preserving,
because lots of information is lost by merging data with
large differences. Instead of using only median (Q2), other
quartiles (Q1 and Q3) can be also used, and the coding of the
continuous attribute is similar to the elaborated method for
nominal attributes.Thus, the problemof all types of attributes

has been solved perfectly, and different types of attributes can
be used in commondata set by transforming them into binary
(sometimes dummy) attributes.

4. Random Response Forest

4.1. Preparation Phase. Random Forests are able to classify in
standard data mining problems, but for PPDM, a randomiza-
tion technique is needed as well. Random Response method
described in Section 3 can be used in decision tree building,
so based on this a new method, Random Response Forest,
is introduced. It concerns three procedures: preparation
procedure, training the decision trees, and classification.

The preparation procedure is as follows:

(i) Continuous attributes are converted into binary
attributes using the quartiles of distribution.

(ii) Nominal attributes are converted into dummy binary
attributes automatically using the coding rules out-
lined in the previous section.

(iii) Some records (the ratio is the predefined 𝜃) are
replaced to complementary records. In undisguised
class label case, the values of class labels will remain
unchanged during the complementation. In disguised
class label case the values of class labels will change
(from 0 to 1 and vice versa) during the complementa-
tion.

(iv) The output of the preparation procedure is the dis-
guised data set.

4.2. Training Phase of Random Response Forest. Training
phase contains the following steps.

(a) Draw K bootstrap samples from the training data.
(b) For each of the bootstrap samples, grow an unpruned

decision tree with the following steps: (i) at each
node, rather than choosing the best split among
all predictors, choose randomly sample m of the
predictors, (ii) calculate and estimate the probabilities
for splitting examination at onlym selected variables,
(iii) calculate Gini index as can be seen at (9), the
least Gini index will be the best for splitting, and (iv)
choose the best split from among those m variables,
where only the second step is the modification of the
original one.

Consider the following:

Gini (𝑆) = 1 −

𝐶
𝑛

∑

𝑗=1

𝑝
2

𝑗

. (9)

In (9), 𝑝𝑗 is the relative frequency (proportion) of
class 𝑗 in 𝑆, and 𝐶𝑛 is the number of different classes. Pseu-
docode of Random Response Forest shows the details of the
algorithm as follows.

𝑁min is defined as minimum number of instances in
a node,
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𝑁 represents a node in the tree,
𝐷 represents training data,
for 𝑖 = 1 to K (i.e., number of trees).
{ Randomly sample the training data𝐷 with replace-
ment to produce 𝐷𝑖: this is a bootstrap sample
Create a root node,𝑁𝑖 containing 𝐷𝑖
Call BuildTree(𝑁𝑖)
}

BuildTree(𝑁):
if (𝑁 contains instances with only same class)

OR (number of instances is less than 𝑁min) then
return
else
{ Randomly select 𝑚 of the possible splitting features
in𝑁
for i = 1 tom do
{ Estimate 𝑃(𝑅(𝐸)) and 𝑃(¬𝑅(𝐸)) probabilities

for 𝑆𝐹𝑖 using (2), where 𝑆𝐹𝑖 is the 𝑖th selected
splitting feature.
Calculate Gini index for 𝑆𝐹𝑖 using estimated prob-

abilities,
}

Select the feature F with the least Gini index to split
on
Create 2 child nodes of N: N1 and N2 according to
possible F values F0 = 0 and F1 = 1.
for i = 1 to 2 do
{ Set the contents of Ni to Di, where Di is all

instances in N that match Fi

Call BuildTree(Ni)
}

return
}.

4.3. Classification by Random Response Forest. The Random
Response Forest classifies 𝑥 by taking themost popular voted
class (i.e., majority vote) from all the tree predictors in the
forest ℎ(𝑥; 𝑅𝑖), where 𝑖 goes from 1 to the number of the trees.

An estimate of the error rate can be obtained, based on the
training data, by the following. At each bootstrap iteration,
predict the data that is not in the bootstrap sample, called
“out-of-bag” data, using the tree which is grown with the
bootstrap sample. At second phase the out-of-bag predictions
should be aggregated. On the average, each data point would
be out-of-bag around 36.8% of the times, so aggregate these
predictions. Calculate the error rate, and call it the “out-
of-bag” estimate of error rate. The out-of-bag estimate of
error rate (briefly OOB error rate) is quite accurate, given
that enough trees have been grown, otherwise the out-of-bag
estimate can bias upward [15].
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Figure 2: Accuracies of Random Response Forest against the 𝜃.

4.4. Investigation with Examples. Random Response Forest
has been implemented in Matlab. In order to investigate
the elaborated methods, two data sets have been used from
the UCI Machine Learning Repository [16], (the original
owner of data sets was US Census Bureau). The first data
set (“Adult Data Set”) contains 48842 instances (records)
with 14 attributes (6 continuous and 8 nominal) and a
label describing the salary level. Prediction task is a binary
classification, where the goal is to determine whether a
person’s income exceeds $50k/year based on data.The second
data set, (Census-Income (KDD)) contains 299285 instances
(records) with 40 attributes including the salary as well. The
instance weight in the second data set indicates the number
of people in the population that each record represents due
to stratified sampling, but this has not been used in the
classification.

All attributes have been transformed into binary
attributes. For example, the possible values of attribute
“relationship” are: “Wife”, “Own-child”, “Husband”, “Not-in-
family”, “Other-relative”, and “Unmarried”. Three dummy
attributes have been used for coding.

Choosing the appropriate 𝜃 is a task in the preparation
phase. For testing, a ROC curve is defined in ROC space
by FPR and TPR and the area under the ROC curve, so
called AUC has been calculated as the most frequent used
accuracy indicator. The AUC value of decision tree without
any randomization and privacy preserving was 0.89 at the
“Adult Data Set” and 0.88 at the data set of Census-Income.

The randomization has been executed several times
for different 𝜃 values. After each randomization, Random
Response Forest has built model (decision trees), and the
models has been tested. The AUC values, as the results of
testing, can be seen in Figure 2 plotted against the 𝜃 values.
The solid line corresponds to “Adult Data Set”, and the dashed
line corresponds to the other data set.The curves (and curves
of binary anonymity in Figure 1) present that the anonymity
and the accuracy are strongly dependant on each other;
increasing one of them can be reached by decreasing the
other; the modeler should find the trade-off between them.

The classical Random Forest has been also used for
learning the salary variable in these two original data sets
in order to compare the classical method with Random
Response Forest. In the original data sets the data contain the
personal information without any anonymization technique,
and the classical method can be executed on only these data
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sets, because Random Forest cannot handle disguised data.
Thus, the comparison has been achieved at only one situation,
where the 𝜃 is zero (at undisguised data). The experiments
have shown that the AUC values of Random Response Forest
and classical one have been the same at “AdultData Set” and at
“Census-Income” data sets as well. Thus, Random Response
Forest can be considered as the extension of Random Forest.

5. Conclusion

Thepaper has focused on classification, particularly decision,
tree algorithm considering the privacy problems as well. The
major difference between a privacy-preserving algorithm and
the original decision tree algorithm is how P(E) is computed.
In the original algorithm the data are not disguised, and P(E)
can be computed by simply counting how many records in
the database satisfy E. In privacy-preserving algorithm, such
counting (on the disguised data) only gives P∗(E), which can
be considered as the “disguised” P(E), because this counts
the records in the disguised database, not in the actual (but
inaccessible) database. Randomized Response technique has
been used for randomization, which allows us to estimate
P(E) fromP∗(E), but this has been appropriate for only binary
attributes. A contribution of this paper is a technique, which
is able to use any type of attributes by optimal transforming of
the continuous and nominal attributes into binary ones. For
the randomization a new metric, so called binary anonymity,
is defined; the attribute transforming (coding) is optimal
from a binary anonymity point of view. Random Response
Forest is the largest contribution consisting of decision trees
and randomization techniques. Random Response Forest
is an extension of the classical Random Forest to handle
privacy-preserving data mining problems. Examples have
demonstrated present experience of theoretical results on
real data. It has shown that the binary anonymity and the
accuracy of classification are strongly dependant on each
other, increasing one of them can be reached by decreasing
the other; the modeler should find the trade-off between
them. Around half value of 𝜃, the classification would be
worse besides the excellent anonymity. If the value of 𝜃 is near
to zero or near to 1, then the classification would be accurate,
but there would not preserve the anonymity at all.
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