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In recent years, the field of systems biology has emerged from a confluence of an increase both in molecular biotechnology and
in computing storage and power. As a discipline, systems biology shares many characteristics with engineering. However, before
the benefits of engineering-based modeling formalisms and analysis tools can be applied to systems biology, the engineering
discipline(s) most related to systems biology must be identified. In this paper, we identify the cell as an embedded computing
system and, as such, demonstrate that systems biology shares many aspects in common with computer systems engineering,
electrical engineering, and chemical engineering. This realization solidifies the grounds for using modeling formalisms from
these engineering subdisciplines to be applied to biological systems. While we document several examples where this is already
happening, our goal is that identifying the cell as an embedded computing system would motivate and facilitate further discovery
through more widespread use of the modeling formalisms described here.

1. Introduction

Science progresses by developing predictive models of reality
to refine and validate hypotheses. Systems biology uses
models to learn how systems behave, develop hypotheses
about that behavior, contrast hypotheses with each other,
or compare experimental results with a model’s predicted
results [1]. A repeated aspiration is for systems biology to
become more like an engineering discipline [1–4]. While
lacking a design element, the science of systems biology does
benefit from taking an engineering approach, as it is often
used to reverse-engineer complex biological systems [5–12].
Regardless, it would be helpful to identify an engineering
discipline that is most like systems biology so that the related
engineering processes and tools can be assessed for usewithin
systems biology. But what is the process to do this?This paper
is a step forward in answering this question.

Just as engineering consists of more than one discipline,
there are also many different definitions for systems biology
comprising cycles of modeling, prediction, and experiment
(see [4, 13–16]). Models associated with systems biology
can be categorized in different ways, such as (i) operational
descriptions versus mathematical equations [1, 17]; (ii) time

descriptions and concurrent behavior [1]; and (iii) macro-
versus micromodeling [18]. Developing and applying the
breadth of model types is challenging because there is no
underlying model paradigm or relationships between model
types. On the other hand, engineering has dealt with this
by developing best practices around modeling paradigms
and frameworks that are mathematical. Therefore, here we
consider that systems biology could reuse some of these engi-
neering best practices if the right engineering (sub)discipline
is determined.

Selecting the (sub)discipline of engineering that is most
like systems biology begins with the definition of the problem
space. Following Brenner [19], a starting level of abstraction
is the cell because it is the fundamental unit of structure,
function, and organization of living systems. However, there
are several information processing taxonomies in the compu-
tational sciences, and thus the one that best characterizes the
cell needs to be selected. Given that the cell’s self-preservation
and replication processes are control systems, we deduce that
an embedded computer systemarchitecture is the appropriate
architectural model. Further examination reveals an isomor-
phismbetween the concurrent, embedded, and reactive prop-
erties of an embedded system in comparison with the cell.
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We surmise that an embedded system serves as the
cell’s exemplar computer system architecture and survey
the available, applicable engineering tools for embedded
system validation and dynamic analysis. In particular, three
different modeling formalisms are considered: (1) analog
control theory models; (2) process models; and (3) actor-
based models. A review of these modeling formalisms shows
that they have the expressive power to capture the essence
of an embedded system: contemporary or biological. The
modeling frameworks are differentiated by their purpose in
the context of embedded systems, such as the ability tomodel
steady state, dynamic, or transient behaviors. In general, a
model is most helpful when dynamics are involved, such as
time-based cellular behavior.

We find that there are instances where such embedded
system modeling formalisms are already being used in sys-
tems biology research and cite these specific examples. This
validates that embedded system engineering best practices
and modeling techniques are applicable to systems biology.
With the identification of the cell as an embedded system,
our ultimate goal with this review paper is to provide the
rigorous framework to encourage further modeling efforts
such as these.

As this paper is bridging the world of computation and
cellular biology, therewill be references to things that are sim-
ilar in both domains so it is necessary to easily identify which
domain is being referred to. Throughout the paper, we use
the term contemporary to refer to those computational things
with which we are familiar, while the term cellular refers to
things that are like contemporary computing elements but the
context is within the cell.

2. Biological Computing

The intuition that the cell has computing infrastructure
has been acknowledged by various investigators. For exam-
ple, both contemporary computers and cells use a one-
dimensional code to operate a multilayered system [20].
DNA satisfies the criteria of Turing’s theoretical computing
engine [21, 22] and has been compared to both a super-
parallel computer and a storage medium, complete with
intelligent heuristics and rewritable addressable data [23–25].
However, the complexity of the cell and its corresponding
analogies to contemporary computing systems run deeper
than simply DNA. The cell as a whole has also been viewed
as a computational machine similar to a multiprocessing
cluster, with a combination of a centralized instruction set
and distributed computing elements [26, 27].

These analogies motivate a deeper examination of the
computing elements that exist in the cell. In particular, we ask
“What contemporary computing system architecture bears the
closest resemblance to the cell’s computing system?” Therefore,
in this section, we will further explore the analogies between
components of the cell and contemporary computers. Next,
we will compare and contrast the types of contemporary
computing machines with what we find in the cell. Finally,
we describe in detail the identity between the cell and an
embedded computer system.

2.1. Computing Elements of the Cell. The central dogma of
molecular biology states that the information flow among
DNA, RNA, and protein can only move along very specific
channels: DNA→DNA (replication), DNA→RNA (tran-
scription), RNA→DNA (reverse transcription, unusual),
and finally RNA→ protein (translation) [28]. Remarkably,
these channels of information transfer and transformation
have direct analogies in communication theory [29] and
computational algorithms [30]. Furthermore, DNA, RNA,
and proteins are computing elements that can be used to
execute computational solutions [31]. Thus, it is clear that
cellular components can act as computational hardware; this
section examines these components.The threemain elements
that are examined are the executing control program, CPU
processing elements that executes the control program, and a
temporary storage medium (i.e., RAM).

DNA acts as the cell’s executable program stored on a
hard drive like memory: most of the instructions needed to
carry out the basic functions of the cell are encoded in the
DNA. The DNA instructions must also be faithfully copied
as the cell produces daughter cells. However, the analogy of
DNA with contemporary computing elements does not end
there: DNA can also be thought of as a control center. DNA
controls the cell’s self-preservation and replication processes.
These processes are algorithms where proteins react with
other proteins to advance the algorithm until its completion.
DNA is the locus of control for the protein manufacturing,
coordination, and destruction. It is not simply an analogy
that DNA is a control program, as there is a proof by
example that DNA is a computational system since there is
an entire research area where DNA software is programmed
and executed to produce a computational result [25].

Just as silicon transistors are the building blocks of
contemporary computers, proteins are building blocks of the
cell’s computer system. Proteins provide the input and output
functions of a conventional computer. From an execution
viewpoint, a protein is the equivalent of a contemporary CPU
instruction even if its construction has multiple steps. The
contemporary CPU analog of this is as follows: a single CPU
instruction (i.e., protein) is composed of several microcode
instructions (i.e., one or more genes and noncoding RNA).
In this fashion, the transcription and translation processes
are the equivalent of contemporary CPU execution decoding
step, where the cis-regulatory code, aswell as the spliceosome,
instructs the manufacture of proteins to advance a cellular
algorithm through protein execution. Therefore, DNA is
the lowest level of software—the CPU microcode—in a
hierarchically layered, biological computing system. Much
prior research characterizes this layering, so a summary is
provided in Table 1 (largely from Wang, Degeng, Gribskov
2005, and others as noted), mapping contemporary com-
puting elements to a biological equivalent. Table 1 illustrates
how structures of proteins build higher level computational
functions such as forming logic gates, flip-flops for memory,
timing mechanisms such as ring oscillators, and other com-
putational elements.

Furthermore, the cell’s memory architecture is also hier-
archical, as described in Table 1. It is organized with primary
memory for the fastest access, secondary memory for slower
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Table 1: Multilayered computing architecture overview.

Level Function Implementation in
computer Implementation in a cell

Digital logic

Processing engine Gate (organized into
circuit) as basic element

Amino acid as basic element
Cytoplasmic protein as a logic or signal processor [21]

Information code Binary with a base-2
system Quaternary (Qbits) representing a base-4 system

Primary (main)
memory

Gate (organized into
register) as basic element

Ribonucleotide as basic element
Engineered gene circuits [32]

Latch Flip-flop
Timer/oscillator Ring oscillator Repressilator for the circadian rhythm [32]
Secondary
(working)
memory

Miscellaneous, depending
on media

Deoxyribonucleotide as basic element
RNA as a temporary register memory [21]

Microarchitecture Basic computing
structure

Data path (the ALU, a
circuit, connected with a
number of registers)

Protein

Information
system
architecture

Instruction
specification Predetermined formatting The transcribed region of a gene; a gene per CPU instruction [20]

Instruction
function Controlling the data path

Enabling a chemical reaction
Similarly, a protein, proposed as basic computational elements in
living cells [33], is often involved in controlling a step of biochemical
reaction through catalysis [20]

Data specification Type and format Substrate specificity
Memory
addressing Numerical Promoter and enhancer binding

Randomly
accessed
persistent storage

Memory bank or disk
drive

Chromosomes [24, 26]
Ribonome (RNA space) [20]

Low level
memory layout RAM chip

High level data
formatting Drive formatting The histone code and its control mechanisms [26]

Cache (secondary
memory)
management

Software algorithm to
implement a replacement
policy

Cellular gene expression regulation: catalysis abundance and how
active the catalysis is Protein degradation [20]
Proteome (protein space) to computer cache memory

Operating system

Memory
management

Swapping information in
and out of primary and
secondary memory

Gene transcription and RNA degradation

Step in a process
Segment of a computer
program (e.g., software
function)

Many genes of a biochemical pathway are organized into one operon
in prokaryote cells [20]; in eukaryotes, functionally related genes
share common indexes (transcription factor binding sites)

Process
management

Shared resource such as
semaphore Shared route by pathways

Interprocess signal Pathway cross-talk
CPU time sharing Pathway bandwidth management

File system Continuous or indexed Discontinuous indexed (transcription factor binding)

access, persistent memory to keep data around for long
time, and hard drive-type bulk storage. RNA acts as an
intermediate, transitorymessage exchange betweenDNAand
proteins and thus is analogous to random access memory
(RAM). And while the proteome may also fill this analogy,
Cavin et al. specifically suggest that RNA is part of a memory
interface and can also function as a memory buffer (as is the
case inDRAMor SRAM) and as the component thatmediates

interactions between logic, memory, and input/output oper-
ations [21].

These are all familiar elements of contemporary computer
systems. However, the cell also possesses rare computational
properties. For example, if a protein is the equivalent of a
CPU instruction, then the cell therefore possesses an untold
amount of parallelism since there can be many copies of
the same protein available. Note also that the parallelism in
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memory-reading is also massive, with multiple copies of the
RNA polymerase protein complex reading and transcribing
DNA loci simultaneously [21]. This has an equivalent in con-
temporary computers where two different CPU architectural
aspects are merged together:

(i) A single instruction (i.e., multiple instances of the
same protein) operates on multiple data entities (par-
allel data computation using either vector processors
or Very Long Instruction Word Processors (VLIW)).

(ii) Asynchronous processors do not use a clock to order
the steps of the execution [34].

Thus, the cell’s computational hardware is incredibly
advanced compared to the contemporary version. With that
in mind, we nonetheless proceed to describe a top-down
approach to better frame the discussion.

2.2. Computer System Architecture Taxonomy. A computer
system architecture (CSA) is a holistic pattern for how hard-
ware and software components are used to solve a specific
class of problem. There are several different CSA types and
the selection of an appropriate CSA is based upon the type of
problem to be solved. A taxonomy is as follows:

(i) General Computing. This is the most familiar CSA
where input data (e.g., expense receipts) is trans-
formed into some fashion (e.g., a spreadsheet tabu-
lates the receipts) and output produced in another
form (e.g., print an expense report). The focus is on
flexibility. Examples of this class of computer system
would be a laptop, a cell phone, or mainframe.

(ii) Scientific (High Performance) Computing. It is tailored
for fast numerical computation to solve equations or
perform simulations (e.g., fluid dynamics).Theremay
be more than one processing element. The focus is
on efficient, parallel execution of an algorithm on a
predefined data set [35].

(iii) Distributed Applications. They extend general com-
puting to include more than one server that dis-
tributes the processing of a flow of work, such
as a client-server (2 layers) or client-application-
database (3 layers) application structure. The focus is
on general computing with parallel execution, high
availability, or high throughput.

(iv) DNA Computing. It solves NP complete problems by
the brute force of massive parallelism. Errors in the
solution set are possible [36] and compensated for.
The focus is on massive concurrency.

(v) Embedded Systems.These are computing systems that
are embedded within specific physical products, such
as the onboard computer in a car, autopilot in a plane,
or the guidance system in a missile. These systems
have real-time constraints, as well as dependability
(robustness) and efficiency constraints [37].The focus
is on real-time interaction with a physical system to
achieve prescribed objectives.

Selecting which CSA best approximates a cell is done by
seeing which architecture best characterizes the two key
cellular processes of self-preservation and replication. These
two processes are achieved through (i) algorithmic control of
distributed chemical processes; (ii) continuous time feedback
where time is an important factor, such as ensuring that
adequate levels of material (proteins) are available or that
processes start (or stop) at the right time; and (iii) the ability
to interface with protein sensors or transducers to interact
with systems internal or external to the cell. While this is an
incomplete list, it is sufficient to identify that the embedded
system is the appropriate CSA for the cell.

2.3. The Cell as an Embedded Computer System. People use
several embedded systems every day without realizing it. An
embedded system is one or more custom computers that
interact with physical systems, including GPS products, the
autopilot in a plane, the computer system in a car, or theman-
ufacturing robots in a factory. As such, contemporary embed-
ded systems must have the following operational properties:

(i) Environmental Interaction.They must measure prop-
erties of their environment via multiple types of
sensors and use this information to interact with
physical processes, via control elements (actuators)
[38].This interaction is software controlled but medi-
ated through actuators, servomotors, machines, or
partially autonomous robots. At the lowest level, this
may involvemechanical, electrical, or chemicalmech-
anisms. This is a defining characteristic of embedded
systems.

(ii) Concurrence.Theymust handlemultiple independent
stimuli simultaneously [38], so parallel operation is a
necessity.

(iii) Reactiveness. They must respond in a timely man-
ner to avoid system failures. As there is continual
interaction with the external (physical) environment,
the execution of instructions must keep pace with
timescales determined by the environment [39].

(iv) Liveness. Their critical processes must not terminate
or stall.

(v) Robustness.Theymust have the capability of adapting
to changing conditions, including internal failures.
Service demands, computing resources, and sensors
may appear and disappear during the life of the
embedded system.

(vi) Heterogeneity.Their processing capabilitiesmust span
various computational styles and implementation
technologies. Indeed, heterogeneity is integral to
computation in embedded systems [38]. The custom
processors are known as ASIC (Application Specific
Integrated Circuits) [40]. These processors are tai-
lored for specific purposes and may have custom
instruction sets, multiple processing units, high per-
formance, very low power needs, and so forth.
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Aside from these operational properties, an embedded sys-
tem has environmental and structural features that differenti-
ate it from other CSAs. Since it is embedded into the environ-
ment that it is interacting with, the embedded system must
manage energy and resource (e.g., computational and mem-
ory) usage very efficiently.This is exemplified in the cell, with
the use of thermal energy to drive the chemical algorithms,
in conjunction with adenosine 5-triphosphate (ATP), to act
as the energy transfer mechanism that powers the protein
complex. In general, the hardware and software operate for
maximal resource efficiency at a required performance level.

Albertos et al. point out that another key differentiator is
that an embedded systemmust function properly if resources
are unavailable for periods of time, when data is delivered
with variable delay or even if data is missing [41]. The system
may operate in a degraded state but it will continue to operate.
Ideally, the embedded system would heal itself, which is not
possible with contemporary computer systems but is normal
for cellular systems. Hardware and data redundancy provide
fault tolerance, which is also built into the cellular system.

A review of the cell’s processes, including self-preserva-
tion and replication, shows that the cell does indeed have the
properties of an embedded system. The cell has a multitude
of sensors/transducers for extracellular stimuli, such as those
for pH, light (UV and visible), and many other applications,
which are necessary for the cell to survive. As a specific
example, in the bacterial chemotaxis system, sensors (in the
form of transmembrane receptors) are clustered at the front
of the cell and measure the local concentrations of various
chemicals [42–44]. Each receptor is specific to a particular
kind of chemical, such as amino acids, sugars, and molecular
oxygen [45]. The concentration is measured by the extent of
binding of the ligand to the receptor.

The example of receptors is not limited to bacterial
chemotaxis. Plants sense visible light, and certain plants use
this information to orient themselves towards light. Recently
discovered rhodopsin molecules within human skin cells
sense UV light and begin the pigmentation (tanning) process
before DNA damage occurs [46]. It is also evident that most
animals can sense light through photoreceptors in their eyes
and aromatic chemicals through olfactory receptors.

Furthermore, cells require protein pathways that act as
actuators to interact with and manipulate the physical world.
Returning to the example of bacterial chemotaxis, flagellar
motors, which are screw-like protein assemblages on the
exterior of the cell, act as propellers to allow the bacterium to
swim through the medium [35, 36]. Some cells use cilia—
whip-like structures analogous to (but smaller than)
flagella—to stir the local medium to improve feeding effi-
ciency or even to create local flows for right/left symmetry
breaking [47, 48].

In the chemical processing industry, final control ele-
ments (actuators) are most frequently valves to control flow
to and from a process [49]. Valves are ubiquitous as final
control elements in biology as well. For example, ion channels
act as specialized valves to regulate internal pH and osmotic
pressure; smallmolecules can enter the cell through still other
specialized valves aided by transport enzymes. Perhaps one of
the most striking examples of a biological actuator is a class

of proton channels such as cytochrome C. This remarkable
ensemble of proteins acts as a valve to control proton flow,
coupled to an electrical motor, to generate useable energy for
the cell. While the examples given here of transducers and
actuators are clearly not exhaustive, they are sufficient to show
that the cell satisfies the embedded property.

Returning to the cell’s replication and self-preservation
processes, there are a range of different proteins involved in
those processes, satisfying the concurrent and heterogeneous
properties. Finally, the reactive, live, and robust properties
evidently must exist as part of the cell’s self-preservation pro-
cesses to maintain viability. Therefore, the cell can be classi-
fied as an embedded system, as it has the defining properties.

If the cell is an embedded system, then can the modeling
tools used to engineer embedded systems also be used to
understand the cell? In the next section we show that the
cellular embedded system paradigm can be used to construct
predictive models capable of comparing dynamical (i.e.,
time-based) experimental results withmodel predictions and
then refining hypotheses/predictions in further research. We
explore three types of time-based embedded models applied
to the cell and cite several examples. While these modeling
approaches have not yet been extensively validated (indeed,
some are speculative), they all use the embedded system
paradigm as the basis for the mathematical models, whether
the researchers originally intended to or not.

3. Modeling Formalisms

We have shown that the cell is a very specific type of
computing system: an embedded system. In this section,
we will explore the different modeling formalisms for an
embedded system that can be applied to the cell.

3.1. Control System Modeling. A contemporary embedded
system controls a physical system based on control theory
and engineering principles. Control theory uses ordinary
differential equation-based models to study and predict
transient and steady state behavior of physical systems.
These ordinary differential equations (ODEs) model how the
variables change in time (but not space). A car’s cruise control
is a canonical example of control theory implemented by an
embedded system. Other more advanced applications are pH
control [50] and paper manufacturing [51].

The generic control theory block flow diagram is shown
in Figure 1 [49, 52], where feedback is introduced to keep the
output within a particular range. The feedback system con-
sists of the comparator, feedback controller, actuator, sensor,
and processing element.The controller makes adjustments to
the process input (through the actuator) in real time to ensure
that the output value is maintained at or near a set point.
These adjustments can be made in proportion to the error
from set point and often take into account the time history
(i.e., integral) of the error as well. In some cases, the controller
also takes into account how fast the error is changing
(i.e., derivative control). Other controller algorithms besides
proportional-integral-derivative (PID) control are common
as well. Transducers or sensors of process variables (such
as temperature, pressure, flow rates, levels, density, and pH)
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Figure 1: Elements of a generic controller.

measure process outputs that are fed back to adjust the
behavior [53].

An embedded system is an embodiment of this generic
control theory model controller. It is a computer that is
embedded within the physical system whose hardware or
algorithm is flexible enough to perform the multiple func-
tions of difference, derivative, and integration operations. If
the embedded system is designed for concurrent and reactive
responses, then it is evenmore economical becausemore than
one controller can be executed.

In the cell, a controller has been shown to be implemented
in an analog fashion where the signal is analog (i.e., not
quantized into a digital format, such as a silicon-based
computing system) and the data input stream is continuous
time (i.e., not broken into steps governed by a global clock,
such as a modern CPU). Contemporary controllers of this
form were referred to as analog computers and have a long
history prior to the digital revolution [54].TheODEs are then
modeled in the form of an analog computer with appropriate
signal conditioning applied to highlight the key signal used in
the processing. Biological examples of this type of controller
can be found in [55–57].

An analog computing controller is well suited for pro-
cesses modeled by ODEs, such as those that are nonconcur-
rent, continuous time, always on, andwhich require relatively
fast responses. However, if part of the feedback involves
turning on and off output or intermediate processes, then a
purely analog solution is not possible because there must be
some aspect of if -then-else logic at work.This type of cellular
promotion or inhibition of analog controllers can be found
in genetic regulatory networks, in which approximate logic
gates control the expression of critical controller components
[58].The contemporary view of this is called a Programmable
Logic Controller (PLC), which is a digital computer that con-
trols some physical process. The cellular embedded system
exhibits the qualities of a PLC.

A control system can also be implemented as a purely
digital controller once the input signal is quantized. While
this digital controller structure requires the input signal to be
quantized, it does not need to be the familiar contemporary
binary digital format; any discrete format will do. For exam-
ple, it may be a nonuniformly distributed form of quantiza-
tion (e.g., logarithmic quantization; [59]) which, by its nature,
would embed a signal conditioning activity through the
quantization. It may be a stretch to think of the cell as having
this sophisticated type of processing capabilities; however,
surprise is nothing new when examining the complexities
of the cell. Although speculative, an instance of where this
type of digital control may occur is in the gene expression

D

C2C1 C3

B

A

Figure 2: Simple biological process.

response to the oscillatory behavior of transcription factor
activity found in some eukaryotic cells. Transcription factors
are proteins that regulate gene expression and thus must be
present in the nucleus to be active. The nuclear localization
of some transcription factors is oscillatory in time, and the
frequency of these oscillations has been shown, in some cases,
to determine the nature of the gene expression response (e.g.,
see [60, 61]). This type of digital computing controller is well
suited for processes modeled by ODEs, nonconcurrent, dis-
crete time, always on, which does not require a fast response.

This control model approach is well known and is
commonly implemented in chemical engineering disciplines.
The next section discusses a computational model that does
not include ODEs.

3.2. Process Modeling of the Cell. Most computer inspired
examinations of the cell’s bioinformatic system focus solely
on the computational hardware (i.e., mechanisms). In this
section, we consider an alternative approach that takes an
end-to-end process view, emphasizing what must be done
and not how it will be done. Within this process modeling
formalism, a sequential algorithm of several steps is consid-
ered to be a simple process. More sophisticated processes can
possess concurrency, communication, information exchange,
and other sophisticated attributes to control behaviors. Here
we describe the attributes of the processmodeling formalism,
cite examples of this formalism in contemporary systems, and
conclude with examples from the biological literature.

In the process modeling formalism, the focus is on
algorithmic processes that proceed in steps. There may be
many steps that occur both in sequence and in parallel,
with communication occurring between and across steps and
with indeterminate choice of the next step. For illustrative
purposes, Figure 2 is a simple process with four states that
can be in {A,B, {C1,C2,C3},D}, where one of the states has
three concurrent, simultaneous internal states to reflect that
three inputs are needed to move it to the next state D. This
process is an algorithm in the sense that it properly describes
what must be done and not what components are involved.
Each arrow represents a computational step in the process,
which, in the biological context, may represent a protein-
catalyzed reaction that moves a chemical process closer to
its final output. If each box is a simple state that does not
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have internal subprocesses (i.e., substates), then the simplest
transition is due to a single CPU step (contemporary) or
protein reaction (cellular). Clearly each box could itself have
internal processes that aremore complex and descriptive than
this. For the purpose of this paper, it is enough to recognize
that moving from step A to B requires some activity, such as
executing a single CPU instruction, a software function, or
a message interaction that moves the process to B. In cellular
terms, stateAmay represent the translation of a protein that is
manufactured to move from state A to B, which would mean
that A has subprocesses internal to it that are hidden.

It should be noted that the process modeling formalism
allows simple models to form larger models by aggregating
or combining them together. In reverse, higher level, coarse
grained models can be recursively decomposed to add more
details as warranted. Although Figure 2 is a simple example,
it illustrates how recursive decomposition can be used to
describe a much more complex process.

A processes modeling formalism can be described inde-
pendent of time elements to characterize behavior. Such
untimed process model languages have formal descriptions
in computer science [62–64]. They include operators such as
process state change, deterministic choice (if-then-else), non-
deterministic choice, concurrency, synchronization between
states, abstraction of parallel operations into a single state,
abstraction of entire processes into a single state, composition
of new processes by combining processes, replication, timed
delay [65], communication path changes [66], interactions
with the environment [67], resource constraints and priori-
ties [68], and restrictions on state changes. These operators,
in conjunction with recursive decomposition, provide a
powerful modeling formalism. These modeling formalisms
are grounded inmathematics so that properties of the process
can be proven (like a theorem is proven) or the model is
executed to produce a quantitative result that can be validated
using an experiment.

The property (formula) proving aspects of this model-
ing formalism is useful when designing embedded systems
because it is used to validate that the modeled system has
required or expected properties, such that there are no
deadlocks in the way processes behave.This has been used to
validate deadlock avoidance, checking for timeout conditions
[65, 69], ensuring that the timely execution of activities is
achieved even in the presences of resource contention and
synchronization [68, 70].

Themodeling formalism can also use simulated execution
to verify the process behavior. For example, Broenink and
Hilderink discuss developing embedded control software
through stepwise refinement of physical system models and
control laws, using simulation to verify each step [71]. Prior
to implementation, ten Berge et al. simulate a complete
distributed control system including system delays and
unreliable message communication of physically distributed
computing elements [72].The process modeling formalism is
also used as the implementation paradigm for process control
software [73, 74]. Surprisingly, even distributed web applica-
tions can make use of the process model formalism [75].

Some process modeling formalisms characterize time
by adding stochastic attributes. One example of a timed,

stochastic processmodel is called Stochastic Process Algebras
(SPAs) [76]. These models include time and probabilistic
factors, where time is a continuous function and the state
transitions are discrete operations. Some process models use
exponential distributions or continuous timeMarkov chains,
which are simplifying assumptions to make the solution ana-
lytically tractable but sacrifice some fidelity to the real world.
For example, SPAs have been used to estimate performance
values for contemporary computer systems [76].

As already seen, this formalism fits nicely into the
modeling of computer procedures and programs, yet it also
can be directly applied to biochemical pathways andnetworks
[20]. For example, in signal transduction, enzyme/substrate
interactions are strung together to form pathways, which
are then joined together to form networks. Indeed, recent
work has applied SPAs to model and analyze biochemical
signaling pathways [77], such as the ERK pathway, which
conveys mitogenic and differentiation signals from the cell
membrane to the nucleus.

Aside from the ability to describe processes in a concrete
way, the process modeling formalisms have other benefits.
As mentioned, they can make predictions by executing the
model. Also the mathematical foundation can identify errors
by enabling complex model validation to make sure that the
state and operator combinations are sensible. For example,
finding a process execution deadlock in a model invalidates
the embedded system’s liveness requirement, pointing to the
need for model revision. Such an error has been found in
the previously mentioned ERK signaling model which led
to revisions of the model [77]. However, the disadvantage of
SPAs is that they make simplifying assumptions to support
validation. Some limitations are (i) assuming Poisson (expo-
nential) distributions; (ii) that the process is memoryless
which is not true since protein consumption changes the state
of the system; and (iii) that the solution state space increases
geometrically with the number of states so that larger models
may take a very long time to execute. It may be possible to
adapt process formalisms to cellular modeling by extending
them, such as working with populations of proteins instead of
single proteins or enhancing SPAs to better model biological
(chemical) realities, such as diffusion.

The processmodel formalism is similar to that of Discrete
Event System (DES) models which are used in control theory
[78]. A DES model has one or more controllers that, at a
high level, model a state machine that responds to inputs by
changing states and producing outputs. So a single process
could be viewed as a single DES controller and, by extension,
multiple processes could be viewed as multiple asynchronous
DES controllers. A DES model is limited by state space
explosion so only very small models can be analyzed. An
example of a DESmodeling a gene regulatory network is [79].
The process model formalism also has a richer set of higher
level operators.

3.3. Actor Modeling in the Cell. A process model is well
suited when there is a dominant chemical algorithm that can
be described in a simple directed graph with well-defined
states and transitions. However, there are distributed chemical
algorithms in the cell that are difficult to characterize by
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Table 2: List of some actor robots in the cell.

Cell component Description
Dynein, myosin, and
kinesin

Protein machines employ lever arms, ratchets, and gear-like mechanisms ferry cellular cargo along tracks inside
the cell

Ribosome The ribosome is a gigantic molecular machine made up of proteins and RNA that manufactures proteins in an
assembly-line process.

Ubiquitin E3 ligase Ubiquitin E3 ligase recognizes malformed or obsolete proteins and tags them for degradation
Lysosomes,
proteasomes

Proteasomes are large protein machines that destroy other defective protein machines. Lysosomes are organelles
that ingest larger debris particles inside the cell and break them down so that their components can be recycled

Endoplasmic
reticulum

The endoplasmic reticulum is a network of membranes that contain an internal channel where proteins are
processed and prepared in an assembly-line fashion for incorporation into the cell membrane and secretion into
the extracellular environment or packed into membrane bound organelles like lysosomes

Peroxisomes These organelles contain proteins that oxidize cellular debris, cleaning up the cell’s interior

Cell nucleus
This large organelle houses chromosomes which contain the information needed to make protein machines. It
also contains the biochemical machinery that regulates the production of the protein machines and regions that
make key components of ribosomes which, in turn, are the machines that make protein machines

Spliceosome and
introns

These regions of the DNA molecule (introns) are variably excised by the spliceosome and spliced together to
form a variety of protein machines from the same region of the DNA molecule

process models since there are a very large number of partic-
ipant elements and no centralized control. Such a distributed
chemical algorithm occurs when populations of proteins of
different types interact to produce a result. The process is
distributed and formed by the concentrations of proteins
along with the gradient of protein diffusion, which is itself
controlled by the rate of protein synthesis and the lifetime of
the individual proteins. Here each protein serves as a fit-for-
function, robot-like, computational processing element that
interacts with other proteins—this is the embedded property.
These proteins are autonomous and act concurrently. Such a
distributed chemical algorithm is an embedded system, but it
uses peer-to-peer, distributed control instead of a centralized
process. A handful of the more well-known proteins that
behave this way are shown in Table 2.

This type of distributed chemical algorithm has a cor-
responding theoretical computational framework called the
actor model [62, 80, 81]. (Note that the actor model is more
theoretical than the agent based model of Jennings [82]
but, for the most part, agents and actors are considered
interchangeable here.)The actormodel is well suited to highly
concurrent, indeterminate behavior with no centralized con-
trol or common time reference. The global behavior emerges
from the behavior of the individual actors.

An actor is an autonomous entity with internal memory
that receives asynchronous stimuli (messages). The behavior
of the actor is described by a set of rules. Each stimulus
causes a given rule to execute within the actor. These rules
can be conditional (if-then-else) decisions, actor replication,
stochastic selection based on a distribution [83], and choos-
ingwhich other actor to interact with andwhen.The behavior
of agents with the same rule set varies because of differences
in local conditions and internal memory. The use of internal
memorymeans that an agent’s behavior can change over time.
There may be more than one class of actors with each class
having its own internal rule set. Actors can contain other
actors as an act of composition or be indivisible.

The actor model formalism is used in the development
of contemporary embedded systems to understand the emer-
gent behavior of an ensemble of independent computing
elements. It has detected deadlock in feedback loops, where
actors cannot execute because they are waiting for input
data from each other [84]. It has been used in the formal
design of distributed embedded control systems [85]. Other
embedded applications are the design for flying autonomous
multivehicle control [86] and high-energy particle physics
data acquisition systems [87]. Lastly, it is used in the design
of industrial intelligent manufacturing systems of distributed
robotic manufacturing [88].

Actor models characterize transient processes by simula-
tion. A simulation step occurs where time progresses when
an actor fires a rule in response to a message, which in turn
may send outmessages to other actors.The ensemble of actors
sending and receiving messages at each step produces the
corporate behavior as a function of time. The firing of a rule
can be logical (i.e., a step with no temporal unit) or have a
time duration. If stochastic assumptions are employed, the
model can be solved by analytic techniques provided the
process can be assumed to be Markovian [89].

There has been recent work using the actor model to
investigate intercellular and extracellular processes. Some
examples are endotoxin signaling at the cellular response
level [83], how stochastic intracellular events affect cellular
motility (i.e., bacterial chemotaxis) [90], and how vesicle
patterns are formed via an agent-based model of intracellular
transport inside a single cell [91]. A thought provoking result
is that this actor model characterized a bistable global result
that emerged from the ensemble of individual actors [83].
Reproducing nonergodic (e.g., bistable) systems is difficult to
do, so this is an important result.

There are several benefits to an actormodel. First, because
actor models are designed to handle spatial inhomogeneity,
they intuitively match many biological phenomena [83]. The
model can be built independent of global knowledge by
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Table 3: Taxonomy of time-based modeling of cellular behavior.

Model type Research
maturity Formalism Time Concurrency Model

structure
Spatial

parameters Ergodic

Analog control
system Well known Ordinary differential

equations (math)
Steady state, with
some transient Ensemble view Time

based No Yes

Digital control
system Speculative Ordinary differential

equations (math)
Steady state, with
some transient Ensemble view Time

based No Yes

Process Initial
results Process language Simulated or

stochastic Medium Top-down
view Yes No

Actor Initial
results

Distributed
autonomous

Simulated or
stochastic High Bottom-up

view Yes No

using only knowledge of the individual participants [92].The
protein actors may be described on an individual basis or as
a population. An actor model can incorporate heterogeneity
of behavior (i.e., actors have different rules for behavior)
and spatial features of an environment (i.e., rule results may
depend upon the position of an actor). Furthermore, the
model is naturally stochastic in that the interactions can be
based upon probabilities and some of the agent dynamics can
be highly random. Molecule distributions, reaction rate con-
stants, and structural parameters can be adjusted separately in
the simulation allowing a comprehensive study of individual
effects in the context of a realistic cell environment [93].

4. Summary

Systems biology takes a systems engineering approach to
characterize biological processes. As such, systems biology
necessarily relies on usingmodeling formalisms to synthesize
data into a consistent mathematical framework. In this paper,
we show that the cell is an embedded computing system and,
as such, several modeling formalisms are appropriate for use
in systems biology contexts. Furthermore, this reveals that
the engineering disciplines of computer systems engineering,
electrical engineering, and chemical engineering are relevant
for development of systems biology models.

The cell is an embedded computer system because it has
the properties of an embedded computer system architecture.
It operates concurrently with various chemical algorithms
and autonomous actors acting in parallel. It is reactive and
live because an overly slow response will abort chemical
algorithms, possibly resulting in the death of the cell. It
is robust because it is capable of adapting to changing
conditions. Lastly, the system is heterogeneous in that each
protein constitutes a unique type of processing element. We
acknowledge that a cell is likely more than an embedded
system, but it certainly is not less than an embedded system.

The study of embedded systems belongs to the engineer-
ing discipline of embedded computer system engineering.
This engineering discipline has proven techniques for design-
ing and, more importantly, understanding the behavior of
embedded systems. The modeling frameworks used to engi-
neer embedded systems have been reviewed and found to
apply to understanding cellular behavior. The application of
these model types to studying cellular behavior has been vali-
dated because examples are provided of applying each model

type to researching cellular behavior. The resulting inference
is that embedded computer system engineering provides
methods and tools for direct use in systems biology and this
cross-discipline interaction is an area of further exploration.
For this reason, we encourage the use of the modeling for-
malisms described here when modeling biological processes.

The three different embedded system models that were
reviewed are summarized in Table 3. Selecting a model type
depends upon the intended investigation. The important
factors in selecting a model are (i) concurrency, which is
the manner in which entities are described and interact;
(ii) the way in which the system is characterized (model
structure); (iii) spatial parameters to indicate if the volume
being analyzed is part of the model; and (iv) ergodicity (a
property about the type of distribution being modeled). Each
of these properties is important to consider when selecting
the model formalism.

Of course a model of a single cellular feature is useful;
however, from the standpoint of systems biology, connecting
several models to provide a more complete behavior descrip-
tion is more useful.This suggests two things. First there is the
need to standardize the specification, storage, and retrieval of
systems biology models. Systems Biology Markup Language
(SBML) is useful here since it is a standard for representing
and exchanging the essential aspects of a model between
tools [94, 95]. Since SBML is XML based, new syntactical
and semantic extensions can be made as needed, such as
incorporating formalism specific concepts. The second need
is the ability to cross the semantic and simulation gaps of
different model types so that larger models can be built
through aggregation. Thankfully this has already been done
by an embedded system modeling tool called Ptolemy [96].
Ptolemy enables larger models to be composed from smaller
models of differentmodel types.These aggregatedmodels are
simulated to generate behavioral descriptions (it solves all of
themodel types of Table 3).This aggregationmay be recursive
in that aggregated models can themselves be aggregated to
form larger and more complete models of cellular behavior.

Abbreviations

CPU: Central processing unit
RAM: Random access memory
DRAM: Dynamic RAM
SRAM: Static RAM



10 Computational Biology Journal

CSA: Computer system architecture
ODE: Ordinary differential equation
SPA: Stochastic Process Algebra.
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