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Selecting the best configuration of hyperparameter values for a Machine Learning model yields directly in the performance
of the model on the dataset. It is a laborious task that usually requires deep knowledge of the hyperparameter optimizations
methods and the Machine Learning algorithms. Although there exist several automatic optimization techniques, these usually
take significant resources, increasing the dynamic complexity in order to obtain a great accuracy. Since one of the most critical
aspects in this computational consume is the available dataset, among others, in this paper we perform a study of the effect of using
different partitions of a dataset in the hyperparameter optimization phase over the efficiency of a Machine Learning algorithm.
Nonparametric inference has been used tomeasure the rate of different behaviors of the accuracy, time, and spatial complexity that
are obtained among the partitions and the whole dataset. Also, a level of gain is assigned to each partition allowing us to study
patterns and allocate whose samples are more profitable. Since Cybersecurity is a discipline in which the efficiency of Artificial
Intelligence techniques is a key aspect in order to extract actionable knowledge, the statistical analyses have been carried out over
five Cybersecurity datasets.

1. Introduction

AMachine Learning (ML) solution for a classification prob-
lem is effective if it works efficiently in terms of accuracy and
the required computational cost.The improvement of the first
factor is faced on by several points of view that could affect to
the second one in different forms.

The simplest way to get aMLmodel with a good accuracy
is by testing and comparing different ML algorithms for the
same problem and choosing, finally, the one that performs
better. However, it is clear that, for instance, a decision tree
model does not require, in general, as much computational
time andmemory to be trained as aMultilayer Perceptron. So,
wewill need to adjust the achieved accuracywith the available
resources.

Another usual effective approach to reach a high accuracy
is working with large training datasets. Nevertheless, this

solution is limited because of the associated computational
cost (obtaining and storing the data, cleaning and transfor-
mation processes, and learning from the data). A possible
alternative to thementioned problem is to reduce the training
without losing too much information [1, 2]. However, these
kinds of solutions used to need an expensive data preprocess-
ing phase.

The research related to this aspect, in addition to usual
filtering the data, is focused on how to optimize the training
set, and not only reduce it. The progressive sampling method
shows that the performance with random samples with
determined sizes is equal or more effective than working
with the entire dataset [3]. Also, this solution used to be
perfected with specifications about the classes’ distribution,
the selection of the samples, or the treatment of unbalanced
datasets [4–6].
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On the other hand, tuning hyperparameters of a ML
algorithm is a critical aspect of the model training process
that is considered the best practice for obtaining a successful
Machine Learning application [7]. The Hyperparameters
Optimization (HPO) problem requires a deep understanding
of the ML model at hand due to the hyperparameters values
settings and their effectivity, depending strongly on the
ML algorithm, and the type of hyperparameter, discrete or
continuous values. Also, it is a very costly process due to
the large number of possible combinations to test and the
needed resources to carry out the computations. Excluding
the human expert of the process and minimizing the hyper-
parameter configurations to test are the underlying ideas in
the automatic HPO.

Given a supervised ML algorithm, the continuous HPO
is usually solved by gradient descent-based methods [8–
10]. In the discrete case, not all optimization methods are
suitable. Themost common approaches to the HPO problem
in the discrete case can be divided into two: Bayesian [11]
and decision-theoretic methods. However, there are other
optimization algorithms that are applied to the problem of
hyperparameter values selection.This is the case, for instance,
of the derivative-free optimization, the genetic algorithms
such as Covariance Matrix Adaptation Evolutionary Strate-
gies (CMA-ES), or the simplex Nelder-Mead (NM) method
[12–14]. In addition, continuous optimization methods, such
as the Particle Swarm (PS) used for the ML algorithms
of least-squares support vector machines [15–17], could be
applied over discrete HPO problems [18].

Bayesian HPO algorithms balance the exploration pro-
cess for finding promising hyperparameter configurations
and the exploitation of the setting configuration in order to
obtain always better results or gain more information with
each test [19]. Consequently, Bayesian HPO are serialized
methods that are difficult to parallelize, but they usually
can find better combinations of hyperparameters in a few
iterations.One of themost important BayesianHPOmethods
is the Model-Based Optimization (SMBO). In the SMBO
techniques, the way to construct the surrogate function to
model the error distribution provides different methods.
There are those that use Gaussian Process (GP) [20] or tree-
based algorithms such as the Sequential Model Automatic
Configuration (SMAC) or the Tree Parzen Estimators (TPE)
method [21, 22]. On the other hand, the decision-theoretic
approaches are based on the idea to search combinations
of hyperparameter in the hyperparameter space, computing
their accuracy, and finally pick the one that performed the
best. If we test over a fixed domain of hyperparameters values,
we have the grid search. More effective than grid search, even
than some Bayesian optimization techniques, is the random
sampling of different choices Random Search (RS) [23]. It is
easy to implement, independent of previous knowledge, and
easily parallelizable.Other optimization approaches also have
reached very good results when applied to the selection of
hyperparameter values. This is the case of research of [24]
where evolutionary computation is used over deep neural
networks.

Although applying HPO algorithms on a ML model
reflects a great improvement in the results’ quality of the

models’ accuracy, we cannot overlook the computational
complexity to implement these techniques. It is a critical issue
because obtaining a good performance by applying HPO
could require generations’ samples, several function evalua-
tions, and expensive computational resources. For example,
the GP methods usually require a high number of itera-
tions. Likewise, some derivative-free optimizations behave
poorly in hyperparameter optimization problems because the
optimization target is smooth [25]. In addition, some ML
algorithms such as the neural networks are especially delicate
because the number of possible values for the hyperparame-
ters grows exponentially with the number of hidden layers.
Other HPO algorithms are designed taking into account
these limitations.

Recently, a Radial Basis Function (RBF) has been pro-
posed as a deterministic surrogate model to approximate
the error function of the hyperparameters through dynamic
coordinate search that requires fewer evaluations in Mul-
tilayer Perceptron (MLP) and convolutional neural net-
works [26]. In [27], the Nelder-Mead and coordinate-search
(derivative-free) methods are tested over deep neural net-
works, presenting more efficient numerical results than other
well-known algorithms. Another option is to try to accelerate
the algorithm. In [28], one way to implement the scheme
Successive Halving (SH) is developed. The main ingredient
behind SH is based on the observation that most of the
HPOalgorithms are iterativewhich suggests that stopping the
algorithm when testing with a set of hyperparameters is not
giving good results can be a good option.

Examples of this application are the accelerated RS
version (2x) [29, 30] orHyperband [31], which is based on the
bandit-based approach. In this problem, a fixed finite set of
resources must be distributed between different choices in a
way that maximizes their expected gain. One recent example
is developed in [19], where an algorithm for optimization
of discrete hyperparameters based on compressed sensing is
introduced, Harmonica.

We can also find studies about the effect of these HPO
methods in the efficiency of the ML algorithms comparing
different methods [32], or the possible options that can be
tuned when a HPO algorithm runs over a dataset such as
the number of iterations, number of hyperparameters, type
of optimization, etc. [24, 33]. As far as we know, in the
above context, analyzing the efficiency of the automatic HPO
methods for specific supervised ML problems in terms of the
size of the used dataset is needed.

The goal in this article is to carry out an empirical
statistical analysis about the effect of the factor size of datasets
used in the stage of the HPO in the performance of several
ML algorithms. The studied response variables are the main
issues in the efficiency of the algorithm: quality and dynamic
complexity [34]. Regarding the quality, we take into account
the most used metric for the goodness of a ML model, that
is, the Accuracy. The others variables are the time complexity
and the spatial complexity (amount of memory it requires
for execution with a given input) due to these issues usually
are influent limited resources. The underlying idea is to
allocate the proportion of the whole dataset that maintains
or improves the quality of the accuracy of the obtained
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ML models and optimizing the dynamic complexity of the
algorithms.

The research questions that will be studied are the follow-
ing:

RQ1: Given a dataset, are there statistically meaningful
differences in the performance (accuracy, time, and special
complexity) of a ML algorithm when the HPO method it is
applied to samples of different size of the dataset?

In the case that we obtain a positive answer, we follow to
the next questions.

RQ2: Which are the effect and the behavior of each HPO
algorithm depending on the dataset’s size? In which cases we
can gain efficiency if the HPO algorithm operates over small
samples?

RQ3: Are the above results reliable? That is, are the
results consistent for different HPO algorithms and different
datasets?

In order to answer the research questions formulated
above, an experiment has been carried out with different pub-
licly available datasets about learning some tasks regarding
cybersecurity events. Cybersecurity is a challenging research
area due to the sophistication and the amount of kind
of Cybersecurity attacks, which, in fact, increase very fast
as time goes by. In this framework, the traditional tools
and infrastructures are not useful because we deal with
big data created with a high velocity, and the solutions
and predictions must be faster than the threats. Artificial
Intelligence and ML analytics have turned out in one of
the most powerful tools against the cyberattackers (see [35–
41]), but obtaining actionable knowledge from a database
of Cybersecurity events by applying ML algorithms usually
is a computationally expensive task for several reasons. A
database of Cybersecurity contains, in general, a huge amount
of dynamical, and unstructured but highly correlated and
connected data, sowe need to deal with some costly aspects of
the quality of the data such as noise, trustworthiness, security,
privacy, heterogeneity, scaling, or timeliness [42–44]. Also,
the information is highly volatile, so the key issue is to get the
profit as faster as possible, with the best possible performance
and the smallest cost of resources and time. Then, the study
of the complexity of applying Data Science over databases
of Cybersecurity is an emergent and necessary field in order
to increase confidence and social profit from automatizing
processes and develop prescriptive policies to prevent and
react to incidents faster and more secure.

Experimental analyses have been carried out in order to
investigate the possible statistical differences over the effi-
ciency of the Machine Learning algorithms Random Forest
(RF), Gradient Boosting (GB), and MLP among using dif-
ferent sizes of samples in several HPO selection algorithms.
We have used nonparametric statistical inference because,
in an experimental design in the field of computational
intelligence, these types of techniques are very useful to
analyze the behavior of a method with respect to a set of
algorithms [45]. In addition and based on the results of the
above tests, we have assigned a profit level for each size of the
whole dataset in terms of the response variables: accuracy,
time, and spatial complexity. Finally, we have discussed the
observed patterns and obtained results.

The paper is structured as follows. In Section 2, we
describe the problem definition. In Section 3 we develop the
Materials and Methods. This section includes the analyzed
selected methods, both HPO and ML algorithms with the
libraries or tools that we have used. Also, the tested datasets
and the sampling of partitions have been explained, as well
as the statistical analyses that have been carried out. In
Section 4, the results and the discussion are included. Finally,
our conclusions and references are given.

2. Problem Definition

LetP be a distribution function. A Machine Learning algo-
rithm, 𝐴, is a functional that maps each data set containing
i.i.d. samples from P, 𝐷𝑡𝑟𝑎𝑖𝑛, to a function 𝑓𝐴,𝐷𝑡𝑟𝑎𝑖𝑛 fl
𝐴(𝐷𝑡𝑟𝑎𝑖𝑛) that belongs to certain space of functions and that
minimizes a fixed expected loss L(𝐷𝑡𝑟𝑎𝑖𝑛, 𝑓𝐴,𝐷𝑡𝑟𝑎𝑖𝑛). Usually
one has two more ingredients in this general framework.
On one hand, the target space of functions of the algorithm
depends on certain parameters, 𝜆 = (𝜆1, . . . , 𝜆𝑛), that might
take discrete or continuous values and that has to be fixed
before applying the algorithm. In order to make explicit the
dependency on 𝜆, we will use the notation 𝐴𝜆 to refer to the
algorithm and 𝑓𝜆 to refer to the target functions of 𝐴𝜆. On
the other hand, another data set obtained from P, 𝐷𝑡𝑒𝑠𝑡, is
given and serves to evaluate the loss,L(𝐷𝑡𝑒𝑠𝑡 , 𝑓𝐴𝜆 ,𝐷𝑡𝑟𝑎𝑖𝑛), of the
function provided by the algorithm over data independent
from𝐷𝑡𝑟𝑎𝑖𝑛.

Let Λ be the hyperparameter space, that is, the space
in which 𝜆 takes values, and fix both the train and the test
data sets. Denote by 𝐷 fl 𝐷𝑡𝑟𝑎𝑖𝑛 ∪ 𝐷𝑡𝑒𝑠𝑡 the union of both
data sets. In this situation the only data that remains free in
L(𝐷𝑡𝑒𝑠𝑡, 𝑓𝐴𝜆,𝐷𝑡𝑟𝑎𝑖𝑛) are the hyperparameters 𝜆 = (𝜆1, . . . , 𝜆𝑛).
Assume further that we are dealing with a classification
Machine Learning problem, so that we can take L to be the
error rate, that is, oneminus the cross-validation value. In this
situation one can define the following function:

Φ𝐴,𝐷 : Λ → [0, 1]

𝜆 → mean𝐷𝑡𝑒𝑠𝑡L (𝐷𝑡𝑒𝑠𝑡, 𝑓𝐴𝜆 ,𝐷𝑡𝑟𝑎𝑖𝑛)
(1)

The HPO problem consists on minimizing Φ𝐴,𝐷 and, there-
fore, a HPO algorithm is a procedure that tries to reach 𝜆∗ fl
min𝜆(mean𝐷𝑡𝑒𝑠𝑡L(𝐷𝑡𝑒𝑠𝑡, 𝑓𝐴𝜆 ,𝐷𝑡𝑟𝑎𝑖𝑛)).

Usually, in practice, one has a dataset 𝐷 that is split into
two parts, 𝐷1, 𝐷2, one for the optimization of the hyperpa-
rameters of theMachine Learning model and another one for
training (and testing) the Machine Learning model with the
given hyperparameters. The goal of the article is focused on
how the size of the dataset in the HPO phase influences the
performance of classifier given at the output of the training
phase.

Suppose we have a ML model 𝐴, a HPO algorithm 𝐻,
and a dataset 𝐷.The dataset 𝐷 is split into different partitions
randomly. We denote by 𝑃𝑗(𝐷) the partition 𝑗 of the dataset
𝐷, andwe assume that the size of𝑃𝑗(𝐷) is smaller than the size
of𝑃𝑙(𝐷) for 𝑗 < 𝑙.Then, applying𝐻 to the problem defined by
Φ𝐴,𝑃𝑗(𝐷), we find optimal hyperparameters𝜆𝑗 that can be used
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Table 1: HPO algorithms. The star symbol ∗ means that the chosen algorithms have needed some minor modifications.

Name Reference Ready? Python minimal version Smart Library
PS [15, 16] √ 2.7 y 3 X [18]
TPE [21] √∗ 2.7 y 3 X [51]
CMA-ES [13] √ 2.7 y 3 X [52]
NM [14] √ 2.7 y 3 √ [52]
RS [23] √ 2.7 y 3 X [52]
SMAC [22] √ 3 X [53]

over𝐷𝑡𝑟𝑎𝑖𝑛 to create a classifier that will be tested on𝐷𝑡𝑒𝑠𝑡. We
denote the cross-validation value obtained in this last process
by𝐴𝑐𝑐𝑗. Also, the train time and the total time of the process
and the spatial complexity spent will be collected (denoted by
𝑇𝐶𝑗 and 𝑆𝐶𝑗 respectively) for the analysis.

The study that will be done is statistical, so we will con-
sider several datasets as well as manyMachine Learning algo-
rithms. Different state-of-the-art HPO algorithms will be
considered and applied to every possible combination of
Machine Learning models and datasets in order to compare
them.

3. Materials and Methods

Experiments were conducted testing eight HPO methods
over five cybersecurity datasets for three ML algorithms.

3.1. HPO Methods and ML Algorithms. As we mentioned
above, we have evaluated the efficiency of the three well-
known classifiers and predictorMachine Learning techniques
algorithms: RF, GB, and MLP, commonly used in classifica-
tion and prediction problems. The library used is [46].

Ensembles methods are commonly used because are
based on the underlying idea that many different joint pre-
dictors will perform in a better way than any single predictor
alone. Ensembling techniques could be divided into bagging
and boosting methods.

First ones build many independent learners that are
combined with average methods in order to give a final
prediction. These handle overfitting and reduce the variance.
Themost known example of bagging ensemblemethods is the
RF. An RF is a classifier consisting of a chain of decision tree
algorithms. Each tree is constructed by applying an algorithm
to the training set and an additional random vector that is
sampled via bootstrap resampling, so the trees will run and
give independent results (see [47]). The scikit-learn imple-
mentation, RandomForestClassifier, combines classifiers by
calculating an average of their probabilistic prediction, in
contrast to the original publication. In the case of RF, we
have twomainhyperparameters: the number of decision trees
that we should use and the maximum depth for each of
them.

Second ones, Boosting, are ensemble techniques in which
the predictors are made sequentially, learning from the
mistakes of the previous predictor in order to optimize the
subsequent learner. It usually takes less time/iterations to
reach close to actual predictions, but we have to choose the

stopping criteria carefully. These reduce bias and variance
and can with the overfitting. One example of the most
common boosting methods is GB. The library that is used
is the GradientBoostingClassifier, and we tune the discrete
hyperparameters that are the number of predictors and the
maximum depth of them.

On the other hand, an artificial neural network is a model
that is organized in layers (input layer, output layer, and
hidden layers). An MLP is a modification of the standard
linear perceptron where multiple layers of connected nodes
are allowed.The standard algorithm for training aMLP is the
backpropagation algorithm (see [48, 49]). Class MLPClas-
sifier in Scikit-learn implements MLP training algorithms
for this ML model. By default, MLPClassifier has only one
hidden layer with 100 neurons, the activation function for the
hidden layer is f (x) = max(0, x), and the solver for weight
optimization is “Adam” [50]. In this study, we will allow two
hidden layers and we will run the number of neurons in each
of these hidden layers.

In Table 1, the selected HPO algorithms to study are
developed. Also, the references related to each one are given,
as well as the minimal version of Python for which these
algorithms work. In addition, we highlight if they are smart:
that it is, if they stop by themselves in contrast to a number of
iterations (trials) must be proposed.

3.2. Datasets. The choice of datasets selected for the experi-
ments was motivated by different reasons: available in public
servers, diversity in the number of instances, classes, and
features, and relating to cybersecurity. The set of datasets
D = {𝐷1, 𝐷2, 𝐷3, 𝐷4, 𝐷5} is described in Table 2.

Regarding the transformation of features data of treatable
datasets, this has been performed manually by Python.

Dataset 𝐷1 is a collection of spam (advertisements for
products/web sites, make money fast schemes, chain letters,
pornography, etc.) and nonspam e-mails whose purpose is to
construct spam filters. Dataset 𝐷2 is a database obtained by a
real-time localization system for an autonomous robot with
examples that are constructed with simulated attacks (Denial
of Service and Spoofing) and nonattacks. Dataset 𝐷3 is about
de detection of Phishing websites. 𝐷4 is a data set suggested
to solve some of the inherent problems of the well-known
KDD99 data set.This has been treated by the approach given
in [59, 60]. Finally, 𝐷5 contains transactions made by credit
cards. This unbalanced collection of data includes examples
labeled as fraudulent or genuine. Also, the features are the
result of a PCA transformation.



Complexity 5

Table 2: Description of the set of datasetsD.

Dataset Name Instances Features Classes Reference
𝐷1 Spambase 4601 57 2 [54]
𝐷2 Robots in RTLS 6422 12 3 [55]
𝐷3 Phishing websites 11055 30 2 [56–58]
𝐷4 Intrusion Detection (NSL-KDD) 148517 39 5 [59, 60]
𝐷5 Credit Card Fraud Detection 284807 30 2 [61]

Table 3: Description of the partitions of the set of datasetsD.

Dataset 𝑃1 𝑃2 𝑃3 𝑃4
𝐷1 383 766 2300 4601
𝐷2 535 1070 3211 6422
𝐷3 921 1842 5527 11055
𝐷4 12376 24752 74258 148517
𝐷5 23733 47467 142403 284807

Also, the datasets have different number of instances as
well as features and number of classes of the target variable.

3.3. Sampling and Collection of Data. For each dataset 𝐷𝑖,
four partitions, {𝑃𝑗(𝐷𝑖)}𝑗=1,...,4, have been created in a random
way. These correspond to the proportions that are obtained
when multiplied by 1/2, 1/6, 1/12 the whole set (P = {𝑃1 =
8, 3%, 𝑃2 = 16, 3%, 𝑃3 = 50%, 𝑃4 = 𝐷𝑖}). We denote by
𝑃𝑗(𝐷𝑖) the partition on the dataset 𝐷𝑖 where 𝑖 = 1, . . . , 5
and 𝑗 = 1, 2, 3, 4. These proportions have been chosen due
to the fact that, in this way, we can deal with an amount
of instances of different order of magnitude, (102, 103, 104,
and 105, having similar orders in the same partition of each
dataset; see Table 3.

On the other hand, we fix once and for all a partition
𝐷𝑡𝑟𝑎𝑖𝑛𝑖 ∪ 𝐷V𝑎𝑙𝑖𝑑

𝑖 = 𝐷𝑖 for each 𝐷𝑖 into train data (80%) and
validation data (20%), as well as a partition with the same
proportion for each partition 𝑃𝑗(𝐷𝑖).

Finally, in order to build response variables to measure
the goal of the study, we apply each 𝐻𝑘 ∈ H over the
all partitions, 𝑃𝑗(𝐷𝑖), obtaining the hyperparameter config-
uration 𝜆𝑘𝑖,𝑗. Then, the learning algorithm with the obtained
hyperparameter configuration is run over 𝐷𝑡𝑟𝑎𝑖𝑛𝑖 to construct
a classifier that is validated over𝐷V𝑎𝑙𝑖𝑑

𝑖 . At this step, we collect
the accuracy obtained. This scenario is repeated 50 iterations.
Also, the total time and spatial complexity of all process are
stored. Then we create three response variables. We denote
by 𝐴𝑐𝑐𝑘𝑖,𝑗 the 50 × 1 array where the 𝑚-th component is
the accuracy of the predictive model tested on 𝐷V𝑎𝑙𝑖𝑑

𝑖 that
was trained over 𝐷𝑡𝑟𝑎𝑖𝑛𝑖 with the hyperparameters (𝜆𝑘𝑖,𝑗)𝑚 at
the 𝑚-th iteration. We can measure the time and the spatial
complexity used along this process and collect these data in
two 50 × 1 arrays, 𝑇𝐶𝑘𝑖,𝑗, and 𝑆𝐶𝑘𝑖,𝑗, respectively.

The time complexity, measured in seconds, is the sum
of the time needed by the HPO algorithm for finding the
optimum hyperparameters and the time needed by the ML
algorithm for the training phase. The spatial complexity,

measured in Kb, is defined as the maximum of use of
memory along theHPOalgorithm run, including the internal
structures of the algorithm as well as train and test datasets
load.

3.4. Technical Specifications. The analyses have been carried
by the authors at high-performance computing facilitated by
SCAYLE (www.scayle.es) over HP ProLiant SL270s Gen8 SE,
with 2 processors Intel Xeon CPU E5-2670 v2 @ 2.50GHz
with 10 cores each one, and 128 GB of RAM memory. They
are equipped with 1 hard disk of 1TB and cards Infiniband
FDR 56Gbps.

The analyses script has been implemented in Python
language. Python uses an automated manager system of
memory called garbage collector that releases the unused
memory space.This phenomenonmight be nondeterministic
and certain fluctuations shown in the results may be due to
not releasing the memory in that case.

It is worth noting that different technical tools (either
software or hardware) could affect to the data about time and
spatial complexity that have been collected. This is a fact that
should be taken into account if we want to measure the effect
of data sizes over the response variables in absolute terms,
that is, over a single HPO algorithm. However, the influence
of the technical specifications in the response variables is
not a relevant factor in this study. This is a comparative
study in which all the measures are collected under the same
conditions, and the possible effect of the technical elements
on the data is the same in each experiment. It is expected that
the same behavior of the comparative encountered patterns
will appear with other technical characteristics.

3.5. Analysis. The aim of the study is to decide if the size
of data is a factor that influences in the efficiency of a ML
algorithm using a HPOmethod among partitions of the data.

We perform the following statistical analysis:

(1) First, for each level of the size, that is, the partitions 𝑃𝑗
where 𝑗 = 1, 2, 3, 4, we study the normality of 𝐴𝑐𝑐𝑘𝑖,𝑗

http://www.scayle.es
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Table 4: Level of gains where ‘ =,<,>’ denotes statistically meaningful equality and differences, 𝑀𝑒 represents the median, and 𝑗 < 𝑙.

Level Condition
9 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) > 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) < 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙)
8 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) > 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) = 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙)
7 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) = 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) < 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙)
6 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) = 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) = 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙)
5 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) > 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) > 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙) & Δ 𝑗,𝑡(𝑆𝐶

𝑘
𝑖 ) < Δ 𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 ) & Δ 𝑗,𝑡(𝑆𝐶

𝑘
𝑖 ) < Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 )

4 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) = 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) > 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙) & Δ 𝑗,𝑡(𝑆𝐶
𝑘
𝑖 ) < Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 )

3 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) < 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) < 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙) & Δ 𝑗,𝑡(𝑆𝐶
𝑘
𝑖 ) > Δ 𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 ) & Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 ) > Δ 𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 )

2 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) < 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙)& 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) = 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙) & Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 ) > Δ 𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 )
1 If 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑗) < 𝑀𝑒(𝐴𝑐𝑐𝑘𝑖,𝑙) & 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑗) > 𝑀𝑒(𝑆𝐶𝑘𝑖,𝑙) & Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 ) > Δ 𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 ) & Δ 𝑗,𝑡(𝑇𝐶𝑘𝑖 ) > Δ 𝑗,𝑡(𝑆𝐶

𝑘
𝑖 )

0 In another case

(resp., 𝑇𝐶𝑘𝑖,𝑗 and 𝑆𝐶𝑘𝑖,𝑗). Once it has been determined
that these data do not follow a normal statistical
distribution, we have performed nonparametric tests.
Wilcoxon’ test for two paired samples was conducted
in order to decide whether there are statistically
meaningful differences or not among 𝐴𝑐𝑐𝑘𝑖,1, 𝐴𝑐𝑐𝑘𝑖,2,
𝐴𝑐𝑐𝑘𝑖,3, and𝐴𝑐𝑐𝑘𝑖,4 (resp., for𝑇𝐶𝑘𝑖,𝑗 and 𝑆𝐶𝑘𝑖,𝑗 ) for all𝐷𝑖 ∈
D, 𝐻𝑘 ∈ H and for the three selected ML algorithms
(RF, GB, and MLP). The choice of this test is due to
the fact that the response variables that we compare
are obtained by the application of the ML algorithms
over the dataset 𝐷𝑖 with the splits 𝐷𝑡𝑟𝑎𝑖𝑛𝑖 and 𝐷V𝑎𝑙𝑖𝑑

𝑖 ,
but with the different setting (𝜆𝑘𝑖,⋅)

∗ and (𝜆𝑘𝑖,4)
∗. The

study has been carried out with a significance level
𝛼 = 0.05.

(2) At this point, we have applied the inference described
over the accuracy, the time, and the spatial com-
plexity. Then, we have obtained the 𝑝-values of each
partition’s comparison for each response variable,
for each HPO method, and for each 𝐷𝑖. That is six
comparisons for 𝑃1𝑉𝑠𝑃4 along five datasets providing
a total of 30 decisions about statistical equality or not
for each ML algorithm (the same process for 𝑃2𝑉𝑠𝑃4,
𝑃3𝑉𝑠𝑃4, respectively). Then, we have computed the
rate of 𝑝-values that provides statistical differences by
comparison of partitions, by response variables, and
in a total way.

(3) From the results obtained in Wilcoxon’s tests we
assign to each 𝑃𝑗(𝐷𝑖) a level of gain with regard to
𝑃4(𝐷𝑖) for 𝑗 = 1, 2, 3. The mapping is carried out
according to Table 4 where △𝑗,𝑡(𝐴𝑐𝑐𝑘𝑖 ) denotes the
rate of absolute difference of the median accuracy
between operating with the model obtained through
HPO on 𝑃𝑗(𝐷𝑖) and 𝑃4(𝐷𝑖) (resp., spatial and time
complexity). Namely,

△
𝑗,𝑡

(𝐴𝑐𝑐𝑘𝑖 ) =
𝑀𝑒 (𝐴𝑐𝑐𝑘𝑖,𝑗) − 𝑀𝑒 (𝐴𝑐𝑐𝑘𝑖,𝑡)


min [𝑀𝑒 (𝐴𝑐𝑐𝑘𝑖,𝑗) ,𝑀𝑒 (𝐴𝑐𝑐𝑘𝑖,𝑡)]

(2)

△
𝑗,𝑡

(𝑆𝐶𝑘𝑖 ) =
𝑀𝑒 (𝑆𝐶𝑘𝑖,𝑗) − 𝑀𝑒 (𝑆𝐶𝑘𝑖,𝑡)


min [𝑀𝑒 (𝑆𝐶𝑘𝑖,𝑗) ,𝑀𝑒 (𝑆𝐶𝑘𝑖,𝑡)]

(3)

△
𝑗,𝑡

(𝑇𝐶𝑘𝑖 ) =
𝑀𝑒 (𝑇𝐶𝑘𝑖,𝑗) − 𝑀𝑒 (𝑇𝐶𝑘𝑖,𝑡)


min [𝑀𝑒 (𝑇𝐶𝑘𝑖,𝑗) ,𝑀𝑒 (𝑇𝐶𝑘𝑖,𝑡)]

(4)

This correspondence is shown for each algorithm 𝐻𝑘
and dataset 𝐷𝑖.
The design of Table 4 was done based on how many
response variables show a positive efficiency rate
when optimizing the hyperparameter values with a
smaller partitions instead of the whole dataset. First,
we have created nine levels of gain (9 is the highest
level), each of them determined by the number of
response variables in which we reach more efficient
results prioritizing the accuracy against T.C. and S.C.
Also, we have sorted the levels of gain from the best
combination to the worst, dropping those combi-
nations in which the loss is larger than the profit.
Due to the Python garbage collector, the response
variable with a more clear increasing trend should
be the time complexity instead of spatial complexity.
Then, we suppose that the inequality T.C.(𝑃𝑗(𝐷𝑖)) <
T.C.(𝑃4(𝐷𝑖)) holds always true.

(4) Finally, we compute the average of gain of the smaller
partitions in a general way, per datasets, and ML
algorithms. These results let us measure the reliability
of the conclusions.

4. Results and Discussion

The first research question deals with whether the size of a
partition used in the HPO phase influences in certain sense
on the efficiency of the algorithm.Once the comparison’s tests
described in the above section have been done, we account,
for each ML model, how many combinations show statis-
tically significant differences across all the HPO methods
and all the datasets. Although we find an influence on the
response variables, we do not know whether this influence is
positive or not. So, the second research question is focused on
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Table 5: Statistically significant differences in each dimension for all HPO across all𝐷𝑖 of RF for each comparison between 𝑃𝑗(𝐷𝑖) and𝑃4(𝐷𝑖)
and the total (%).

Combination Accuracy Time Complexity Spatial Complexity (Acc+T.C.+S.C)
𝑃1 Vs 𝑃4 13/30 = 43.33% 30/30 = 100% 30/30 = 100% 73/90 = 81.11%
𝑃2 Vs 𝑃4 12/30 = 40% 29/30 = 96.66% 30/30 = 100% 71/90 = 78.88%
𝑃3 Vs 𝑃4 3/30 = 10% 29/30 = 96.66% 30/30 = 100% 62/90 = 68.88%
(𝑃1 + 𝑃2 + 𝑃3) Vs 𝑃4 28/90 = 31.11% 88/90 = 97.77% 90/90 = 100%

Table 6: Statistically significant differences in each dimension for all HPO across all𝐷𝑖 of GB for each comparison between𝑃𝑗(𝐷𝑖) and𝑃4(𝐷𝑖)
and the total (%).

Combination Accuracy Time Complexity Spatial Complexity (Acc+T.C.+S.C)
𝑃1 Vs 𝑃4 19/30 = 63.33% 29/30 = 96.66% 30/30 = 100% 78/90 = 86.66%
𝑃2 Vs 𝑃4 20/30 = 66.66% 29/30 = 96.66% 29/30 = 96.66% 78/90 = 86.66%
𝑃3 Vs 𝑃4 14/30 = 46.66% 28/30 = 93.33% 30/30 = 100% 72/90 = 80%
(𝑃1 + 𝑃2 + 𝑃3) Vs 𝑃4 53/90 = 58.88% 86/90 = 95.55% 89/90 = 98.88%

Table 7: Statistically significant differences in each dimension for all HPO across all 𝐷𝑖 of MLP for each comparison between 𝑃𝑗(𝐷𝑖) and
𝑃4(𝐷𝑖) and the total (%)).

Combination Accuracy Time Complexity Spatial Complexity (Acc+T.C.+S.C)
𝑃1 Vs 𝑃4 4/30 = 13.33% 29/30 = 96.66% 30/30 = 100% 63/90 = 70%
𝑃2 Vs 𝑃4 5/30 = 16.66% 28/30 = 93.33% 30/30 = 100% 63/90 = 70%
𝑃3 Vs 𝑃4 1/30 = 3.33% 26/30 = 86.66% 30/30 = 100% 57/90 = 63.33%
(𝑃1 + 𝑃2 + 𝑃3) Vs 𝑃4 10/90 = 11.11% 83/90 = 92.22% 90/90 = 100%

the study of this differences and equalities. Next, we analyze
the reliability of the results. Finally, we include an overview
of the global results that are obtained.

4.1. ResearchQuestion 1. In the case of RF, the results included
in Table 5 show that the obtained accuracy in the 31.11% of
possible combinations between the smaller partitions and
the whole dataset can be considered statistically different.
However, the time and spatial complexity have a very high
amount of statistically significant differences (97.77% and
100%, respectively). Hence spatial and time complexity are
affected by the size of the dataset (as expected). But, on the
other hand, the size of the dataset does not impact on the
accuracy in a critical way.

Also, we can see that the partition 𝑃1(𝐷𝑖) reaches the
highest number of differences in the accuracies, as well as
in time and spatial complexity, while the behavior of the
partition 𝑃3(𝐷𝑖) is the more statistically similar to the whole
dataset. Note that, in the 90 % of the cases, the accuracy
obtained with this partition can be considered equal to
accuracy obtained with 𝑃4 = 𝐷𝑖. Note that the behavior of
the accuracies shows an increasing trend of similarity related
to the increasing size of the partition.

In the case of GB, the results included in Table 6 show that
the obtained accuracy in the 41.12% of possible combinations
among the smaller partitions and the whole dataset can be
considered statistically equivalent. However, the time and
spatial complexity have a very high amount of statistically
significant differences (95.55% and 98.88%, respectively). So,

we can confirm that the dataset’s size has an effect on these
last dimensions in a strong way, and over the accuracy in a
medium level.

Regarding the concrete partitions, we have a greater
homogeneity of the results in the GB than in RF, although
𝑃3(𝐷𝑖) remains as the partition with the most similar accu-
racy with respect to the whole dataset (53.34 %). If we
take into account the three response variables the rate of
differences is quite high, 𝑃3(𝐷𝑖) being the most similar
with an 80% of differences. Note that, in this case, there is no
increasing trend of similarity in the accuracies as the size
grows up.

Finally, in the case of MLP, the results included in
Table 7 show that the obtained accuracies in the 88.89 %
of possible combinations among the smaller partitions and
the whole dataset can be considered statistically equal. Then,
the accuracy is not being quite affected by the size of the
dataset used in the HPO phase. However, the time and
spatial complexities have a very high amount of statisti-
cally significant differences (92.22% and 100%, respective-
ly).

It is worth noting that 𝑃3(𝐷𝑖) has obtained 96.67% of
equivalent accuracies, but the behavior of the similarity in the
accuracies, sorted by the size of the partition, is not found
either in this case.

In general, we have found a high effect of the dataset’s
size used in the HPO over the time and spatial complexity,
for the three ML algorithms. In the case of the accuracy,
the ensemble methods (RF and GB) show a medium effect
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Table 8: Patterns of profit.

ML method Pattern 1 Pattern 2 Pattern 3 Pattern 4
RF NM SMAC, RS PS, TPE, CMA-ES
GB RS NM, TPE, CMA-ES SMAC, PS
MLP RS, SMAC CMA-ES PS, TPE, NM

Table 9: Average rate of statistically significant differences in each dimension for all HPO across all 𝐷𝑖 for all ML algorithms and for each
comparison between 𝑃𝑗(𝐷𝑖) and 𝑃4(𝐷𝑖) (%).

Combination Accuracy Time Complexity Spatial Complexity
𝑃1 Vs 𝑃4 39.99% 97.77% 100%
𝑃2 Vs 𝑃4 41.10% 95.55% 98.88%
𝑃3 Vs 𝑃4 19.99% 92.21% 100%
(𝑃1 + 𝑃2 + 𝑃3) Vs 𝑃4 33.7% 95.18% 99.62%

(around a rate of 40%), while in the MLP, the level of effect is
very low.

4.2. Research Question 2. In order to study in depth whether
the considered effect is positive or negative when we work
with smaller partitions, the evolution of the response vari-
ables as the size of the partition grows up is developed. We
are going to study how are the encountered differences in each
dimension of the efficiency.

In Figures 1, 2, and 3, the charts of the evolution of the
behavior of the studied dimensions are shown for each dataset
𝐷𝑖 and for RF, GB, and MLP, respectively.

Both the time and spatial complexity appear with an
increasing trend, the first one being more highlighted. Also,
the case of spatial complexity is more variable in the case
of MLP than in the ensemble methods. So, in order to gain
efficiency when tuning the hyperparameters with a smaller
proportion of data, different levels are assigned according to
Table 4. As we have mentioned above, the levels of profit are
proposed in terms of the gain in the accuracy and spatial
complexity due to the fact that the time complexity shows a
clear increasing trend.

Note that, in general, is not true that the accuracy
increases as the size of the partition used for the HPO phase
does. This can be seen more clearly when the ML model is
GB or MLP and, certainly, depends on the dataset. See, for
instance, the three charts for𝐷2 and𝐷3 in Figures 1, 2, and 3.

The gain’s averages obtained in RF, GB, and MLP are
included in Figures 4, 5, and 6.

In all the studied ML algorithms, we can obtain a gain
when smaller partitions are used toHPO.Also, we can clearly
find four different patterns (see Table 8).The first and second
one show that the partition 𝑃2 obtains the highest and the
lowest profit. The third one is an increasing trend from 𝑃1 to
𝑃3. In the case of MLP, we also detect another pattern that
stabilizes the gain from 𝑃2.

In the case of RF, the lowest level of gain is 4.5 and the
maximum value is 7. The other ensemble method, GB, has
obtained levels of profit between 2.5 and 8. Finally, the MLP
algorithm shows values between 5 and 7.5. Then, the neural

network is the algorithm in which the HPO phase performs
better with smaller partitions, followed by RF and GB.

In addition, for all ML algorithms there is at least one
HPO algorithm that obtains a profit of level greater than 6 in
the smaller partitions 𝑃1 and 𝑃2, namely, the NM algorithm.
In case of 𝑃3, it is should be noted that the minimum level of
gain is 5.5 for all HPO and ML techniques.

4.3. Research Question 3. If we compute the average of gain
in each dataset, we obtain the results shown in Figure 7.

The averages of the profit level for RF are between 3.2
and 8.5, being the largest dataset 𝐷5 the one in which we
reach more efficiency working with smallest partition and
showing a decreasing trend. On the other hand, the dataset
𝐷3 is the one in which we get less gain of efficiency. The
same behavior is presented in MLP up to a little loss of level,
between 2.5 and 7.5. In the case of GB, the averages of the
profit level are between 3.2 and 7.2, being the largest dataset
𝐷4 the one in which we reach more efficiency working with
smallest partition.

Finally, we can conclude that, in a general way, in all
datasets we obtain efficiency optimizing the hyperparameter
values with smaller partition, although the data were different
in terms of features, number of instances, or classes of the
target variable. So, the results are consistent and reliable.

4.4. Global Results. In Table 9 we include the global average
rate of statistically significant differences in each dimension
(see Tables 5, 6, and 7). As we have mentioned above, time
and spatial complexity show an increasing trend directly
related to the size of the partition. Therefore, the high rate of
differences appearing in these variables in Table 9 is intuitive
and expected. However, the behavior of the accuracy is
different. We can observe that the accuracy that we get with
smaller partitions is statistically equivalent to the obtained
accuracy with the whole dataset in more than the 60% of the
cases. This rate is greater than 80% for P3 (the 50% of the all
dataset). This fact should be taken into account, especially in
case of big data contexts, in order to optimize the available
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Figure 1: Accuracy, time, and spatial complexity of RF.
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Figure 2: Accuracy, time, and spatial complexity of GB.
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Figure 3: Accuracy, time, and spatial complexity of MLP.
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Figure 4: Average of gain for each smaller partition with respect to
the whole dataset in RF.
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Figure 5: Average of gain for each smaller partition with respect to
the whole dataset in GB.

resources and avoid loosing quality in an eventual solution
based on ML.

Once we have statistically and globally analyzed the
efficiency of a ML algorithm when we use smaller partitions
instead of the whole dataset, the next step is going in depth
over those cases in which differences are encountered. It
should be noted that these could provide a gain or a loss of
effectiveness. Also, a statistically difference in the accuracy,
for example, could be due to a variation as low as a few ten
thousandth of the total. In these cases, the relevance of this
difference is meaningfully related to the order of gain or loss
in the time and spatial complexity. The global average of the
level of gain, according to Table 4, is included in Table 10 (see
Figures 4, 5, 6, and 7).
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Figure 6: Average of gain for each smaller partition with respect to
the whole dataset in MLP.

Table 10: Average level of profit for all ML algorithms considered
and for each comparison between 𝑃𝑗(𝐷𝑖) and 𝑃4(𝐷𝑖) across all HPO
and 𝐷𝑖 (%).

Combination HPO 𝐷𝑖
𝑃1 Vs 𝑃4 5.04 5.04
𝑃2 Vs 𝑃4 5.44 5.475
𝑃3 Vs 𝑃4 6.33 6.175

The obtained global results show an average level of profit
between 5.04 and 6.33 over 9 with an increasing trend related
to the size of the partition.

5. Conclusions and Future Work

Cybersecurity is a dynamical and emerging research disci-
pline that faces on problems which are increasingly complex
and that requires innovative solutions.The value of a database
of Cybersecurity is very high due to the actionable knowledge
that we extract from it, but in the most cases, we have to
deal with a big volume of data that entails expensive costs of
resources and time. Artificial Intelligence techniques, such as
Machine Learning, are powerful tools that allow us to extract
and generate knowledge inCybersecurity, among other fields.

One of the main issues, in order to reach quality results by
Machine Learning, is the optimization of the hyperparameter
values of the algorithm. However, the automatic HPO meth-
ods suppose a cost in terms of dynamical complexity.

In thiswork, we have developed a statistical analysis of the
fact of using smaller samples of the dataset for this process,
and its influence on the effectiveness of theMachine Learning
solution. The study was carried out over five different public
datasets of Cybersecurity. The results let us conclude that
working with smaller partitions turns out to bemore efficient
thanperforming the same processwith thewhole dataset.The
obtained gain is different depending on theML algorithmand
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Figure 7: Average of gain for each smaller partition with respect to the whole dataset in each dataset 𝐷𝑖.

the HPO technique providing the highest level of profit with
the 50% of the dataset.

As future work, the following landmark would be to
search what is the optimal partition to obtain the best gain,
as well as studying other HPO methods over more types of
ML algorithms.

Acronyms

CMA-ES: Covariance Matrix Adaptation
EvolutionaryStrategies

GP: Gaussian Process
GB: Gradient Boosting

HPO: Hyperparameters Optimization
ML: Machine Learning
MLP: Multilayer Perceptron
NM: Nelder-Mead
PS: Particle Swarm
RBF: Radial Basis Function
RS: Random Search
RF: Random Forest
SMAC: Sequential Model Automatic

Configuration
SMBO: Sequential Model-Based Optimization
SH: Successive Halving
TPE: Tree Parzen Estimators.
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