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Modeling organizational dynamics of terrorist network is a critical issue in computational analysis of terrorism research. The
first step for effective counterterrorism and strategic intervention is to investigate how the terrorists operate with the relational
network and what affects the performance. In this paper, we investigate the organizational dynamics by employing a computational
experimentation methodology. The hierarchical cellular network model and the organizational dynamics model are developed
for modeling the hybrid relational structure and complex operational processes, respectively. To intuitively elucidate this method,
the agent based modeling is used to simulate the terrorist network and test the performance in diverse scenarios. Based on the
experimental results, we show how the changes of operational environments affect the development of terrorist organization in
terms of its recovery and capacity to perform future tasks. The potential strategies are also discussed, which can be used to restrain
the activities of terrorists.

1. Introduction

A key aspect of studying terrorist network is to investigate
the organizational dynamics and the mechanism by which
its structure grows and changes over time [1]. Due to the
networked connection between terrorists, network analysis
methods provide a powerful way to study the organizational
structure. The interplay between topology and dynamics in
complex networks is a fundamental problem, which has not
been widely studied [2]. Individual behavior and network
ties mutually influence each other [3]. For studying terrorist
organization, it is important to find out how the terrorists
behave in performing tasks and how the activities affect
the organizational dynamics [4, 5]. On the other hand,
terrorist network is usually not a complete picture due to the
inherent difficulties in obtaining data. It shows only those
links that have been publicly disclosed [6, 7]. Hence, using
computational experimentation to obtain insight into the
dilemma of terrorist network dynamics is valuable.

Many reported empirical works have studied the struc-
tural characteristics of terrorist network using Social Network
Analysis (SNA) [8–11]. They provide both qualitative and
quantitative results with empirical data and are helpful in

understanding the relational structure and finding key ele-
ments (individual, subgroup, etc.). However, it is consensus
that terrorist organization is dynamic and far more compli-
cated than structural network [12, 13].Dynamic network anal-
ysis (DNA) and metanetwork are used to model the complex
organizational structure and individual interaction [14]. In
order to analyze the operational and evolutional dynamics of
terrorist network, agent based modeling/simulation (ABM/S)
is introduced to model the autonomous agents and their
interactions [15–17]. This method is effective in understand-
ing the complicated evolution of system derived from agent
interaction with rich results of simulation experiments [18,
19]. Lots of models are proposed to describe the terrorist
behavior [20–22]. Based on the ABMmethod, changes detec-
tion of organizational network characteristics [20], network
coevolution of social and geospatial dimensions [22], and
dynamics between networks [15] are investigated. These
reported works studied the terrorist network from different
perspectives and provided useful results to investigate how
the terrorists act and its influence on the organizational
dynamics.

However, there are two limitations in current reported
studies. Firstly, the terrorist network should be analyzed
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Figure 1: The systematic framework of the research on organizational dynamics of terrorist network.

with the dynamic organizational process. Terrorists take
actions based on not only the relational network, but also
the established operational process. The relational network
evolves under different conditions and makes the analysis of
SNA ineffective [23]. The other limitation is that the mecha-
nism of recovery in studying the dynamics or intervention
strategies has not been fully considered. The resilience of
terrorist network provides the organization with the ability of
survival and growth. In fact, understanding how to suppress
the recovery of terrorist network is more important than
the identification of key nodes for developing strategies of
counterterrorism [24].

In this paper, we study the organizational dynamics of
terrorist network by employing the computational experi-
mentation method. The rest of the paper is organized as
follows. Section 2 describes the overall research framework
of this paper. Section 3 gives the model of hierarchical
cellular network to describe the functional terrorist network.
The actions based on this organizational structure are also
defined. Section 4 proposed the organizational processmodel
to describe the organizational dynamics. The mechanisms of
task workflows, organizational recovery, and organizational
growth are proposed to model the operational processes. In
addition, the resilience of terrorist network is incorporated
into the model by the recovery of organizational elements.
Section 5 gives the evaluations of organizational perfor-
mance. Both costs and benefits are included to analyze the
performance. In Section 6, by employing the ABM method,
the terrorist network is simulated in both open and limited
environments, and the impacts of different factors are tested
under various dynamic scenarios. With the results, we show
how the terrorist network works as an organization and what
elements affect the performance. The potential strategies are

also discussed, which exhibits the potential applications for
public security department. Section 7 concludes the paper.

2. Research Framework

In order to study the organizational dynamics of terrorist
network, the agent based modeling is employed to construct
the computational framework of the terrorist organization.
As shown in Figure 1, the framework consists of four compo-
nents. (1)The agent based simulation framework is used to
model the complex interaction between the terrorists within
the organization. (2)The organizational structural model is
used to describe the relation between the terrorists and the
corresponding command structure. (3) The organizational
process model includes the workflow, the organizational
mechanisms of recovery, and growth. This model provides
the organizational driven and behavioral mechanism. (4)The
organizational dynamics analysis includes the organizational
performance and growth.The performance reflects the func-
tional dynamics during the organizational activities, and the
growth represents the structural dynamics.

The ABS framework provides the tool to model the com-
plex interaction behavior between terrorists and to observe
the organizational dynamics. The organizational models are
added to the framework as the elements of agent based
modeling on terrorist organization. Cellular network and
hierarchical command relation are used to describe the spe-
cific structure and relation in terrorist network. The process
model consists of threemechanisms, the workflow, the recov-
ery, and the growth. The workflow generates organizational
driven and individual behaviors, and it gives the general
rules of organizational activities. The recovery mechanism
and the growth mechanism give two rules of organizational
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Figure 2: Organizational structural model of terrorist network.

activities in specific situations. As the simulation time goes
on, the statistical results are changing, and the organizational
dynamics analysis is carried out based on the results captured
in the system.

3. The Organizational Structural Model of
Terrorist Network

Terrorist network is different from social network in two
aspects, (a) cellular groups as basic activity units and (b)
hierarchical command structure. Terrorists operate accord-
ing to this hybrid structure, which makes the network do not
correspond to a particular kind of networkmodel [25]. Based
on the description of terrorist network in [26], a theoretical
terrorist network is shown in Figure 2.The characteristics can
be understood from three aspects, the cellular network struc-
ture, the hierarchical command structure, and the individual
actions based on the network.

3.1. Cellular Network Structure. It has been reported that
cellular network is the most suitable structure to describe
terrorist organization [27, 28]. It usually consists of many
cell groups (or subgroups), which are the basic active units
to perform tasks [29, 30]. As shown in Figure 2, the cells
are cohesive structure of a set of connected individuals who
cooperate to perform the task. The reason for terrorists to
adopt this network topology is structural compartmentaliza-
tion [26], which is a trade-off between efficiency and security.

Different network structures are adopted by the cells
to fulfil the diverse functional requirements [31]. In this
model, we hypothesize that all the cells’ structures conform to
corresponding network models. Action cells have the struc-
ture of fully connected network for frequent communication
between the members in it, and so is the conduct cell. The
structures of recruit cells and resource cells conform to star
network, which are helpful for the cells to perform task

(resource acquirement and human recruitment) widely and
covertly.We also use star network here to depict the structure
of training cell because of the function of the cell, training
the terrorists singly as a “factory,” where the terrorists are
the products and are transferred to the other cells for human
supplement.

The terrorist network can be regarded as a graph 𝐺 =
(𝑁, 𝐸), where 𝑁 represents the set of agents (terrorists)
and 𝐸 is the set of all the relations in the network. We
hypothesize that the network only includes the member of
the organization, whichmeans the agents in the environment
are not considered. Only the formal relations are included in
this model and the informal relations, such as social relation,
are not considered in this paper. The cells can be regarded as
subgroups of𝐺. In thismodel, five types of cell are considered
according to their function in the organization, and the
notations are listed inTable 1, aswell as the explanations. Each
cell contains a node set (as 𝑁AC in 𝐺AC) and an edge set (as
𝐸AC in 𝐺AC) which is the set of all the relations between the
nodes in the cell. As there is more than one action cell, we use
𝑛ac to represent the number of action cells.

3.2. Hierarchical Command Structure

3.2.1. Role of Terrorist and Type of Relation. Recall that terror-
ist network is different from social network in organizational
activities. As an organization, the roles of terrorists are diverse
and the relational type depends on their roles. Based on the
cellular network structure, we define two types of roles in the
model, the cell leader and the cell member.The role is defined
as a property of agent and the definitions are as follows.

Cell leader (denoted as Role𝑙) is the leader of a cell. It
organizes the activities of the cell members and connects to
the superior cell for organizational command.

Cell member (denoted as Role𝑚) is the member of a cell.
It performs the specific activities in task process.

We also define two types of relations in this model, the
peer-to-peer relation and the superior-subordinate relation.

Peer-to-peer relation (denoted as Relpp) is the type of link
between the agents with the same role.

Superior-subordinate relation (denoted as Relss) is the
type of link between the agents with different roles.

As the terrorist organization has hierarchical structure,
we give the assumptions used in this model:

(1) The type of the relation between the members in the
same cell is Relpp, and the type of the relation between
them and the cell leader is Relss.

(2) The member of the conduct cell is the superior of the
other cells, which means the relations between them
and the leaders of the other cells are Relss.

(3) There is no relation between the cells leaders; that is,
a cell leader cannot interact directly with another cell
leader.

These assumptions are given based on the characteristics
of terrorist organization and empirical research. According to
the definition and described cellular network in Section 3.1,
the hierarchical structure of terrorist network is fixed to some
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Table 1: The notations of the cells in the cellular network.

Notation Explanations
𝐺AC Action cell, and 𝐺AC = (𝑁AC, 𝐸AC) ⊂ 𝐺
𝐺RC Resource cell, and 𝐺RC = (𝑁RC, 𝐸RC) ⊂ 𝐺
𝐺Co Conduct cell, and 𝐺Co = (𝑁Co, 𝐸Co) ⊂ 𝐺
𝐺TC Training cell, and 𝐺TC = (𝑁TC, 𝐸TC) ⊂ 𝐺
𝐺Re Recruit cell, and 𝐺Re = (𝑁Re, 𝐸Re) ⊂ 𝐺
𝐺
𝑖

AC The 𝑖th action cell, and 𝐺𝑖AC = (𝑁
𝑖

AC, 𝐸
𝑖

AC) ⊂ 𝐺

extent. The conduct cell is barely changed and the roles of
the members are specified. The leaders in the other cells are
designated by the superior in the conduct cell, which is to
some extent fixed as well.

3.2.2. Intercell Hierarchical Structure. The command relation
between cells represents inherently hierarchies between func-
tional compartments. As illustrated in Figure 2, the tasks are
operated by the conduct cell with the instructions sent to
the other cells. Firstly, the conduct cell sends missions to
the action cells that then take actions required to perform
the tasks. When the conduct cell receives the feedback of
human and resource requirements, it passes human and
resource supplements to the training cell and resource cell
separately. This hierarchical command structure makes the
core of organization able to coordinate the members for an
overall goal and maintain their own agendas. Note that the
orders are transmitted by the individuals in cells, because the
cell is not a real entity, but an organizational form of group
members.

3.2.3. Intracell Hierarchical Structure. Decentralization at
tactical level is due to the difficulty of real-time command
and control within a large clandestine cellular network [26].
Cell leaders usually have freedom of tactical decision-making
and action based on local condition, which produces intracell
hierarchies and self-organization. As shown in Figure 2,
leaders of functional cells (𝑥5, 𝑥6, . . . , 𝑥10) are receivers of
the assigned missions. They organize the actions of other
members in cells to complete tasks. Take action cell (where 𝑥5
stays) as an example; 𝑥5 receives a mission from the superior
cell (conduct cell); then, it evaluates the requirements based
on the condition of the action cell and sends the feedback to
the superior cell. During the action period, 𝑥11 is in charge of
receiving resource from the resource cell and acts under the
command of 𝑥5 because it is the only one that communicates
with the superior cell. Even in the core cell, the members
(𝑥2, 𝑥3, 𝑥4) are under the command of the cell leader (𝑥1) who
is either the leader of the organization or the only one that
connects to the superior leader.

4. The Organizational Process Model of
Terrorist Network

The organizational process model is proposed to describe the
operational mechanism of terrorist network. First, the agent
model is given, and the actions are defined as a set of available

actions. Then, the response of agent in different mechanism
is given.The organizational processmodel can be understood
as the interactional rule of agent [17].

4.1. The Agent Model. The system considers a population
of agents (terrorists) that continually act as the model pro-
gresses. As a terrorist organization, the individual behaviors
and attributes are complicated. For clarity, we only consider
the following attributes which are related to the organiza-
tional dynamics in this model.

Role. This is the role of agent in the cell. At the beginning,
the leader of a cell is assigned and can be identified by the
individual structure. Once the leader of a cell is lost, a new
leader will be generated in the cell, and this will be discussed
in the recovery mechanism.

Age. This is the length of time that an agent stays in the
network.

Resource. This is the attribute which re-presents if an agent
holds resource.

Cell Type. This is the type of the cell which the agent belongs
to.

The actions are limited by the role and the cell type
of agent, which means that agents have different candidate
action set according to their position in the organization.The
actions used in the model are defined as follows.

Requirement Passing.The requirement for resource or human
is passed from the source agent to the target agent. This
behavior is defined as ReP𝑖,𝑗, which represents that the
requirement is passed from agent 𝑖 to agent 𝑗. The cost of
passing a requirement is CostReP.

Resource Transferring. The required resource is transferred
by terrorists through established channels (solid arrows in
Figure 2). The element transferring behavior is defined as
Tra𝑖,𝑗, where 𝑖 and 𝑗 are the terrorists transferring the element.

Moving. The agent moves from one cell to another cell
for human supplement. This behavior is denoted as Mo𝑖,
and 𝑖 is the agent. There are some differences between the
resource transferring and the moving. Agent remains in the
resource cell and it links to the required cell after resource is
transferred. Once an agent moves to a new cell, it would not
connect to the original cell, whichmeans the other cell cannot
directly send the human requirement to the training cell, but
it can send the resource requirement to the resource cell as
long as the link exists.

Building a Link. This action is taken when a link is needed
between two agents, and it is denoted as BuL𝑖,𝑗, where 𝑖 and
𝑗 are the agents who built the relation. As there are two types
of links, the newly built link depends on the situation and
the roles of the two agents, which will be discussed in the
following organizational mechanism.
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Table 2: The candidate action set of an agent in terrorist network.

Role
𝑙

Role
𝑚

Action cell ReP, BuL ReP, Tra, BuL
Resource cell ReP, BuL, Res ReP, Tra, BuL, Res
Conduct cell ReP ReP, BuL
Training cell ReP, BuL Mo, BuL, Train, ReP
Recruit cell ReP, BuL, Rec Mo, BuL, Rec, ReP

Recruitment. Recruitment (denoted as Rec) is performed by
the members of recruit cell, and it is the only way to generate
new member of terrorist network. We use 𝑃Recruit to denote
the probability of successful recruitment and Costrecruit to
represent the cost of one recruit.

Training. The new members will take certain time in training
before they are assigned to a cell, and this action is denoted
as Train𝑖. The time of training is denoted as 𝜎Training, and the
cost is Costtraining.

Resource Acquirement. The resources are acquired by the
members of resource cell. We assume that the resource
in this model contains kinds of needs for performing a
task. The probability of resource acquirement is denoted as
𝑃Resource, and the cost is denoted as Costresource. This action is
represented as Res.

The candidate action set of an agent is shown in Table 2.

4.2. Task Workflow. The purpose of terrorist organization is
to produce terror events as much as possible, and we simplify
the event to a task in this model. The requirement of a task
is human and resource and they are simplified as agents
and resource. The general workflow of terror organization is
modeled as the following four steps.

Step 1 (generating task). The task is generated by the cell
leader of action cell. If an action cell is not operating any
task, a new task will be created by the cell leader. Each
task, 𝜑, requires amount of resource and agents, which
can be denoted as 𝜑(resource) and 𝜑(agent), respectively,
representing the number of resources and agents required to
fulfill a task.

Step 2 (generating requirement). The requirement is evalu-
ated by the cell leader, and the element requirements will be
sent by the agents in the cell. Assuming the size of action cell
𝐺
𝑖

AC is |𝑁𝑖AC|, then the required number of agents is

𝑁Requirement = 𝜑 (agent) −

𝑁
𝑖

AC

, (1)

where𝑁Requirement is the number of generated human require-
ments. The number of required resources is 𝜑(resource). The
processes of human supplement and resource supplement are
different. The human requirement will be directly sent to the
superior, and for the resource, the leader will interact with all
themembers. If there is a member connecting to the resource

cell, the requirement will be sent to the member; otherwise,
it will be sent to the superior.

Step 3 (agent response). After the requirements are sent, the
agent who receives the message will process the requirement
based on its role and relation. Figure 3 shows the response
mechanism of an agent to a requirement. The agent interacts
with the other agent and it can get the information about the
other agent. In this response process, the type of the link built
between two members in different cells is Relpp.

Step 4 (task execution). Once the requirements are fulfilled,
the action cell will launch an event, and this is done by the
cell leader of action cell. The activity circle of action cell can
be illustrated as Figure 4. We hypothesize that the members
will be lost in performing the task. The probability for each
member to be arrested is denoted as 𝑃arrest, which depends
on the efficiency of counterterror department.

4.3. Organizational Recovery Mechanism. The recovery pro-
cess of terrorist network is the key mechanism for organiza-
tion to survive. Resilience is a dynamic process, associated
with systems that persist and perform their primary tasks
under pressure from exogenous shocks [32]. We do not
consider the case of large-scale attack to the terrorist network
and focus on the normal consumption during the operational
process (a member can also be lost if he changes his mind,
which may happen because of the decay of his faith in
the organization. In order to focus on the organizational
dynamics, we hypothesize that the members will not be lost
because of the belief issue). The loss in the task concerns
two types of cells, the action cell and the resource cell. The
recovery process is triggered after a task is performed. Our
hypothesis is that the recovery mechanism comprises two
behaviors:

(1) Check the leader of the action cell. If the leader of
the action cell is lost, a new leader will be generated
from the remaining members. The selection rule is
based on the attribute Age; that is, the agent who
stays the longest in the cell will be designated as the
new leader. This is because when an individual stays
longer in the organization, it usually has the richest
experience (expertise, knowledge, etc.) which is the
most important characteristic of an action leader.

(2) After that, the new leader tries to build a new link
to the superior cell with the probability 𝑃reconnect. The
type of the newly built link is Relss.Then, the recovery
action is finished.

Figure 5 displays the overall recovery process of an
action cell. It can be found that the recovery mechanism
of the organization is partly finished by the organizational
operational process.

Resource cell also has recovery mechanism as the mem-
ber may be lost in the process of performing a task. In the
model, we only consider the operational consumption and
hypothesize that the member is only lost when the agent in
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action cell who links to it is arrested.The recoverymechanism
of resource cell is triggered by the event that a member is
lost. When a member is lost, then a human requirement is
generated by the cell leader.

As illustrated in Figure 6, if member 𝑥6, who is in the
action cell and communicates with the resource sender 𝑥5, is
arrested, then 𝑥5 is lost too.The leader of resource cell 𝑥1 then

sends human requirement to the conduct cell for supplement
so as tomaintain functional completeness. Even though some
members are lost, the resource cell can also acquire resource,
but the efficiency is lower than the complete cell.

4.4. Organizational GrowthMechanism. The launched events
lead to organizational growth, and the corresponding
increase in size leads to faster production of new events
[33]. The more frequent the terrorist acts, the faster the
network grows. Events and social influence promote the
appeal of organization and recruitment of new militants [12].
For this consideration, we assume that new action cell will
be generated after certain tasks are finished, and a threshold
𝜎Task is used as the trigger of the organizational growth. The
steps of growth can be modeled as follows.

Step 1 (leader requirement). A human requirement is gener-
ated and assigned to the member in the conduct cell who is
in charge of action cell.
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Step 2 (leader designation). After the target agent moving to
the new cell, it is assigned as the leader of the new action
cell. In this process, the role of the agent is changed from a
member of the training cell to the leader of the new cell.

Step 3 (cell formation). Although the newly built action cell
has only one agent, it can be performed as a cell, whichmeans
it can be assigned a task and generate the human and resource
requirements and send it to the other agents. The complete
action cell would form across the organizational task flow.

The mechanism of organizational growth is shown in
Figure 7. When the tasks performed by action cells reach
a threshold 𝜎Task, the network grows and establishes a new
action cell. First, the leader of the new cell (𝑥2) is assigned
by the operational leader (𝑥1) in conduct cell. Secondly,
requirement of human supplement is sent by the new leader.
Thirdly, the members are transferred through the workflow
of human supplement until the new action cell is formed.
Simultaneously, the sizes of resource cell, recruitment cell,
and training cell all grow in order to satisfy the growing
demand of actions.

5. Organizational Performance Evaluations

In order to analyze the organizational dynamics, the indica-
tors for evaluating performance are constructed based on the
structural model described in Section 3.

As mentioned in [34], we evaluate the performance using
cost and benefit. The cost consists of CostReP, CostTraining,
CostRecruit, and CostResource. These costs can be recorded
during the simulation, and the total cost Costtotal can be
calculated as

Costtotal = CostReP + CostTraining + CostRecruit

+ CostResource.
(2)

Organizational Size. The most intuitional evaluation of the
development of terrorist network is the organizational size,
that is, the total number of agents in the terrorist organiza-
tion, and it can be calculated as follows:

Size𝐺 = |𝐺|

=
𝐺RC
 +
𝐺Co
 +
𝐺TC
 +
𝐺Re
 + ∑
𝑖


𝐺
𝑖

AC

.

(3)

Action Cells.The number of action cells measures the growth
of terrorist organization from the operational aspect.This can
be measured through the value of 𝑛ac.

Organizational Benefits. The goal of terrorist organization is
to perform attacks or take similar activities to reach political
purpose. It is intuitional to use the number of completed tasks
as the organizational benefits. The task set Φ contains all the
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tasks that have been performed. The benefit can be obtained
using

Benefit = |Φ| = 𝑘. (4)

Cost-Benefits Ratio. This is to evaluate the cost-benefit of the
activity of performing tasks. As the terrorist organizational
activity is task driven, we here only consider the requirement
passing behavior, which measures the efficiency of how the
terrorist is organized.The cost-benefit is measured by the rate
of cost and benefit, which is denoted as CB, so the cost-benefit
of requirement passing CBReP is calculated as

CBReP =
CostReP
Benefit
. (5)

The other cost-benefits CBTraining, CBRecruit, and
CBResource can also be calculated as (5).

6. Experimental Results and Discussions

In order to quantify the organizational dynamics, we per-
formed the experiments in a simulation environment and
discussed the performance and the influence factors based
on the results. Potential strategies for counterterrorism are
discussed with the results of sensitivity analysis.

6.1. Experimental Setup. The initial organizational structure
of terrorist network was generated as shown in Figure 2, as
well as the roles of the individuals. We tested the organiza-
tional dynamics model in an open environment, where the
number of actions at each simulation step was not limited.
In order to carry out a comparative analysis, we also used
a limited environment with a parameter to represent the
limited cost 𝜎Cost, which was the number of actions that can
be taken at each step in the network:

(1) The initial terrorist network included a conduct cell,
three action cells, a resource cell, a recruit cell, and a
training cell. The simulation step was 1000.

(2) At each step, cell leaders checked the situation of the
cells and took actions based on the action set and
workflows (e.g., action cell performs the task if all
the requirements are finished). After that, themessage
lists of the agents who related to the actions were
updated.

(3) The structure of terrorist network was changed based
on the results of the cell actions (lose members, links,
etc.).

(4) At each step, the agents updated their message lists
according to the interactive mechanism described
above, including message lists of themselves and the
message lists of the interactive objects.The number of
actions which can be taken by an agent at one step is
denoted as 𝜎Behavior.

(5) At each step, the organization checks the number of
completed tasks. If it reached a threshold 𝜎Task, a new
action cell would be generated by the member in the
conduct cell. This means that a new action cell is
generated at the time every 𝜎Task tasks are performed.

(6) In the limited environments, if the amount of actions
at each step reached a threshold 𝜎Cost, the actions of
the rest of agents at current step were stopped until
the next step.

For clarity, the values of parameters that are used in this
experiment and their explanations are listed in Table 3.

6.2. Organizational Dynamics

6.2.1. Organizational Performance. Figure 8 shows the sim-
ulation results of organizational performance. First, the
increase of costs (Figure 8(a)) and tasks (Figure 8(b)) tends
to accelerate over time, and this is because of the growth of
terrorist organization. This is consistent with the results of
empirical studies that the violent events tend to accelerate
with increasing size and experience [33]. There is a similar
linear relationship between the cost and completed tasks.
Although the cost during the processes of recruiting and
resource acquirement depends on the probabilities, which
are influenced by randomness, the results show statistical
linear relationship. It is easy to understand because the
organizational behaviors are driven by task. Second, the
values of CostRecruit and CostResource are much higher than
CostTraining, and this is caused by the probabilistic behav-
iors of recruitment and resource acquirement. The sum of
CostTraining, CostRecruit, and CostResource is much higher than
that of CostReP, and this is consistent with the results of
empirical studies that the preparation of a task is much more
expensive than performing a task because multiple actions
are required to launch an attack. Third, Figure 8(a) shows
the differences caused by the task workflows. CostRecruit and
CostResource are influenced by the probabilities. The action
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Table 3: Parameters setting.

Parameters Values Explanations
𝑛ac 3 The initial number of action cells
𝑁AC
 5 The number of agents in an action cell

𝑁Co
 4 The number of agents in a conduct cell

𝑁RC
 6 The initial number of agents in a resource

cell
𝑁TC
 6 The initial number of agents in a training

cell
𝑁Re
 6 The initial number of agents in a recruit

cell
Step 1000 The number of simulation steps
𝑃Recruit 0.1 The probability of recruitment
𝑃Resource 0.1 The probability of resource acquirement
𝑃arrest 0.1 The probability of arrest
𝑃reconnect 0.1 The probability of reconnection

𝜎Behavior 3 The number of behaviors that can be
taken by each agent in one step

𝜎Training 20 The time of training a member

𝜎Task 50 The threshold of tasks completed for
building new action cell

𝜎Cost 30 The threshold of cost limited at each step
(in limited environment)

𝜑(agent) 5 The number of humans required to
perform a task

𝜑(agent) 1 The number of resources required to
perform a task

may need to be taken many times before its success, and
it causes higher cost. On the other hand, with low arrest
probability, the number of recruit requirements is smaller
than the number of resource requirements; thus, CostRecruit
is lower than CostResource. Fourth, because of the growth
mechanism and human consumption, the number of agents
shows a trend of fluctuating growth (Figure 8(c)). During this
process, the mechanisms of network growth and recovery are
the main factors for terrorist network to grow. Compared
with the agent number, the cell number is more stable
(Figure 8(d)).

Figure 8 has shown the general performance of the terror-
ist organization in a given environment. For further analysis
of the organizational dynamics, the total cost Costtotal at each
step is given in Figure 9. Despite overall growth of perfor-
mance, the number of actions at each step is fluctuating. The
curve shows that the activities of terrorists are very irregular,
even in the case of regular working processes. Besides, the
organizational activity can be very elastic, and this indicates
that the task driven mechanism makes the terrorists do not
need to act all the time, which is an important requirement
of security for terrorist organization.Thefluctuating curves of
activity at each step and its corresponding organizational size
show that the general SNA method may be ineffective when
analyzing the dynamics of terrorist network.

Figure 10 shows the results of organizational cost-benefit
ratio. It is interesting that the four curves are fluctuating

and increasing and finally reach relative stable values. Par-
ticularly, CBReP shows the same trend with the other cost-
benefit ratios. At the beginning of the simulation, because
of the low requirement and initial state of the organization
(resource, human, etc.), all the costs are relatively low. With
the increase of requirement, the costs are increasing and
finally reach a relatively stable state. This trend implies
that, in an environment of persistence activity, the cost of
performing a task is stable although the structure of the
organization changes (building new links).This is the result of
cooperation by the terrorists according to the organizational
process. As a system, the performance of the organization
is limited by the overall input, but the efficiency is deter-
mined by the interaction between the individuals and corre-
sponding behaviors (building new link, efficient requirement
passing).

6.2.2. Organizational Performance in a Limited Environment.
Figures 11(a) and 11(b) show that the cost limitation at each
step can slow down the speed of task growth. The influence
is not obvious at the beginning. With the growth of terrorist
network, the number of actions to be taken at each step is
increasing (Figure 11(b)). The limitation reduces the number
of actions, which slows down the process of workflows to
reduce the number of completed tasks.

This result means that the limitation of the organizational
activities can reduce the terror events by limiting the effi-
ciency of organization, which leads to the drastic fluctuating
of the agent number, as in Figure 11(b), compared with
Figure 8(c). The reason of this result is that the assumption
speed is higher than the recovery speed. As the action cell
cannot recover timely, the period of performing a task is
getting longer, which leads to the overall decrease of the
completed task.

Towards the cost-benefit ratio, Figure 11(d) shows similar
trend as in Figure 10. This means that the limitation of orga-
nization activity can only slow down the organization process
but has no effect on the task assumption. This is because
the limitation operation has an effect on the organizational
structure, which means that the external environment of
the organization determines the organizational production,
and the internal structure and mechanism determine the
organizational efficiency.

6.3. Sensitivity Analysis and Potential Strategies. Different
values of the parameters change the operational environ-
ments of terrorist network. The organizational dynamics can
be tested in various circumstances and the influence factors
can be analyzed for strategy construction. The four probabil-
ities parameters are built to model the interaction between
the organization and the environment. The three threshold
parameters are built to control the internal organizational
processes. We here focus on the number of completed tasks
and the cost-benefit ratio (CBReP), as well as how the changes
of parameters affect the performance. This part presents
the operational validation of the simulation experiments,
including the sensitivity analysis and randomness effects.The
potential strategies are also discussed.
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Figure 8: Simulation results of organizational performance, (a) the cost during the simulation period, (b) the number of completed tasks, (c)
the number of agents in the organization, (d) and the number of action cells in the organization.

6.3.1. Parameters Sensitivity and Potential Strategies.
Figure 12 shows the experimental results of performancewith
different probabilities of parameters. For each configuration,
the experiment is repeated 10 times and the results at
simulation step 1000 are recorded.

The results in Figures 12(a), 12(b), 12(g), and 12(h)
show no apparent difference on the two evaluations, which
means that the two parameters do not significantly affect the
performance. For a growing organization, the efficiencies of
recruitment and reconnection do not significantly affect the
number of completed tasks. This result suggests that, with
a low probability of arrest (0.1), the strategy of intervening
in organizational recruitment would not significantly reduce

the activities of terrorists. For the resource acquirement, as
shown in Figure 12(c), there is no significant influence unless
the probability is set to a very low value (0.1). This means
that unless the strategy of resource controlling can reduce
the probability of resource acquirement to a very low value,
the organizational performance will not be significantly
influenced. The results in Figures 12(e) and 12(f) indicate
that the difference of arrest probability considerably affects
the performance. When the other conditions are invariable,
improving the efficiency of arrest criminals may be the most
effective way to reduce the performance of terrorist network.
Although it does not help to prevent the events that have
happened, it significantly reduces the growth and violent
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Figure 9: The number of costs at each step.

200 400 600 800 1000
Simulation step

0

5

10

15

20

Th
e c

os
t-b

en
efi

t r
at

io

Training
Recruitment

Resource
Requirement passing

Figure 10: Simulation results of organizational cost-benefit ratio.

events in a long time, even more effective than the strategies
of reducing the abilities of terrorists to recruit or to acquire
resource. Another significant result is that the cost-benefit
ratio is increasing, which means the organization would be
much harder to perform a task in a high arrest probability.

Besides probability parameters, the influences of thresh-
olds parameters are also analyzed with results shown in
Figure 13. It is interesting that the values of the three param-
eters all have significant effects on the number of completed
tasks. A terrorist organization grows faster if it performsmore
tasks with high efficiency. Another notable observation is
that the cost-benefit ratio of 𝜎behavior and 𝜎Training scarcely
changed. This result means that even though the completed
tasks are changed, the ability of the terrorist organization
to perform a task is still unchanged (Figures 13(b) and

Table 4: Statistical significance of different probabilities.

Probability 𝑃Recruit 𝑃Resource 𝑃arrest 𝑃reconnect

0.1–0.2 0.916 0.000∗ 0.000∗∗ 0.009∗

0.2–0.3 0.495 0.097∗ 0.000∗∗ 0.148∗

0.3–0.4 0.710 0.016∗ 0.000∗∗ 0.728∗

0.4–0.5 0.644 0.135∗ 0.000∗∗ 0.575∗

0.5–0.6 0.808 0.926∗ 0.000∗∗ 0.100∗

0.6–0.7 0.444 0.341∗ 0.000∗∗ 0.358∗

0.7–0.8 0.138 0.196∗ 0.000∗∗ 0.216∗

0.8–0.9 0.050 0.971∗ 0.000∗∗ 0.650∗

0.9–1.0 0.151 0.485∗ 0.001∗∗ 0.765∗
∗
𝑃 < 0.01; ∗𝑃 < 0.001.

13(d)). In Figures 13(e) and 13(f), not only does the number
of completed tasks decrease, but also the cost-benefit ratio
decreases. This indicates that the task threshold not only
can slow down the growth of the organization, but also can
improve the efficiency of group.

For intervention strategies, it is easy to find that the
strategies targeting at these parameters are all effective.
Strengthening the security environment can reduce the active
frequency of terrorists, which means that the behaviors of
agent in a step (𝜎Behavior) will be reduced. Intervention on
the interaction of terrorist will prolong the time of training
an agent (𝜎Training). Reducing the social influence of terrorist
attacks would raise the threshold of building new action
cell (𝜎Task). From the perspective of organizational dynamics,
these strategies may be more effective than finding potential
terrorists to reduce the recruitment of terrorist organization
(as shown in Figure 12(a)).

For further investigation of the task performance, the
experiments with different arrest probability are performed
and the results are shown in Figure 14. With the increase
of arrest probability, CBTra, CBrec, and CBReP are increasing.
This is because the probability is related to the organiza-
tional structure and task performance. Another result is
that CostReP becomes higher than CostRec; this means that
when the arrest probability reaches a level (in this case, 0.3),
the highest assumption of the organization would be the
requirement passing, which means that the main cost for
performing task is the individual interaction.

6.3.2. Statistical Tests of Randomness Effects. In order to
examine the extent to which the randomness affects the
simulation results, the experiment was tested following a
procedure of factorial analysis. This section presents the
statistical significance of the experiments performed in
Section 6.3.1, and the results are shown in Tables 4 and 5
(𝑃 < 0.05, ∗ for 𝑃 < 0.01, and ∗∗ for 𝑃 < 0.001). In this
analysis, the value used for test is the number of completed
tasks in the simulation process. The consistency between this
section and previous results proved that the difference of the
experiments is caused by themodel, not the randomness, and
the previous analysis is meaningful.

Table 4 shows the results of statistical significance with
different probabilities. The test is carried out between two



12 Discrete Dynamics in Nature and Society

0

200

400

600

800

1000

Th
e n

um
be

r o
f c

om
pl

et
ed

 ta
sk

s

200 400 600 800 10000
Simulation step

(a)

20

40

60

80

100

120

140

160

180

Th
e n

um
be

r o
f a

ge
nt

s i
n 

th
e o

rg
an

iz
at

io
n

200 400 600 800 10000
Simulation step

(b)

0

10

20

30

40

50

60

70

Th
e n

um
be

r o
f c

os
ts 

at
 ea

ch
 st

ep

200 400 600 800 10000
Simulation step

(c)

0

5

10

15

20
Th

e c
os

t-b
en

efi
t r

at
io

200 400 600 800 10000
Simulation step

Training
Recruitment

Resource
Requirement passing

(d)

Figure 11: The organizational performance in a limited environment.

Table 5: Statistical significance of different thresholds.

Number 𝜎Behavior 𝜎Training 𝜎Task

1 0.000∗∗ (1, 2) 0.063∗ (10, 20) 0.000∗∗ (30, 40)
2 0.000∗∗ (2, 3) 0.091∗ (20, 30) 0.000∗∗ (40, 50)
3 0.000∗∗ (3, 4) 0.000∗∗ (30, 40) 0.000∗∗ (50, 60)
4 0.000∗∗ (4, 5) 0.000∗∗ (40, 50) 0.000∗∗ (60, 70)
∗
𝑃 < 0.01; ∗𝑃 < 0.001.

adjacent probabilities. For example, in the probability row
0.1–0.2, the value in 𝑃Recruit column means that it is the

statistical significance result between the group 𝑃Recruit =
0.1 and the group 𝑃Recruit = 0.2. The values in the table
show the same conclusions discussed in Figure 12.The change
of arrest probability significantly affects the organizational
performance. For the probabilities of resource acquirement
and reconnection, only in the case of low probabilities (0.1–
0.2), the changes of probabilities can significantly affect the
results.

Table 5 shows the test results with different values of
thresholds. The results are calculated between every two
adjacent values of the thresholds. Since, in Section 6.3.1, each
parameter is tested with 5 values, the statistical significance
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Figure 12: Continued.
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Figure 12: Simulation results of organizational performance with different (a)-(b) recruit probability, (c)-(d) resource probability, (e)-(f)
arrest probability, and (g)-(h) reconnection probability.

is carried out between two adjacent values. The values in
parentheses are the two values of the threshold parameter.
From the results, it is easy to find that they show consistent
conclusions in Figure 13. Except when 𝜎Training is low (10–
20, 20–30), the results of the other groups are all statistically
significant.

7. Conclusion

This paper studied the organizational dynamics of terrorist
network by incorporating a hierarchical cellular network
model and mechanisms of organizational processes. Mod-
eling and simulating the dynamic adaptive behaviors of
terrorists enable us to quantitatively investigate the emergent
dynamics of organization and to find the influencing factors
for constructing intervention strategies. Our main conclu-
sions are summarized as follows:

(1) For a continuous active terrorist organization, the
organizational performance is influenced by both
the interactional environment and the organizational
mechanism. The efficiency of the organization will
be fluctuating and finally reach a relative stable state,
and the state is determined by both the external input
and internal structure andmechanism.This shows the
characteristics of terrorist organization as a complex
system.

(2) Even in a regular organizational process, the activity
of the terrorist is irregular (as Figure 9 shows). The
size of the organization shows a trend of fluctuating
growth under the organizational mechanisms and
consumption. The recovery mechanism enables the
organization to survive and grow in case of losing
members.

(3) In a limited operational environment, the organiza-
tion shows more uncertainty in the organization size
and growth (as in Figure 11(b)).This environment can
only “slow down” the process of organizational devel-
opment and the assumption for task is unchanged,
and this is because the limited environment cannot
change the organizational structure and process.

(4) For counterterrorism, the most effective strategy
should be those which have effect on both the orga-
nizational structure and the organizational process.
From this perspective, the strategywhich can increase
the arrest rate or reduce the frequency of building
new action cell will be the most useful. The other
strategy which has effect on the active frequency
of the terrorist, the training time, and the resource
acquirement can only reduce the launched events, not
the efficiency of the organization.

In conclusion, this work gives a new insight into organiza-
tional dynamics of terrorist network by using ABM method.
It can be used to test various simulation experiments to
investigate organizational dynamics under different scenar-
ios. Based on the simulation framework, different strategies
can be examined for making counterterrorism policy. A
future development of this research would be to apply this
method to study the evolution of terrorist network under
different intervention strategies.
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Figure 13: Simulation results of organizational performance with different (a)-(b) threshold of activities, (c)-(d) time of training, and (e)-(f)
thresholds of tasks.
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Figure 14: Simulation results of cost-benefit ratio under different arrest probability: (a) 0.3, (b) 0.5, and (c) 0.7.
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