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The Global Positioning System (GPS), with its accurate positioning and timing information, has become a commonly used
navigation instrument for many applications. However, it is susceptible to intentional interference such as jamming and spoofing.
The conventional antijamming GPS receiver fails to work in a combined jamming and spoofing attack scenario. To solve the
problem, a combined antijamming and antispoofing algorithm for a GPS receiver based on an antenna array is proposed. In this
method, the jamming is eliminated by subspace projection, and then a compressed sensing framework is adopted to obtain the
direction of arrival (DOA) of the despreading satellite navigation signal and detect the spoofing signal. According to theDOA of the
authentic and spoofing signals, the receiver uses adaptive multibeamforming to concurrently achieve the undistorted reception of
the authentic satellite signal and the suppression of the spoofing. We analyse three aspects of algorithmic performance: the antenna
array direction diagram, the spoofing detection and the acquisition results. The simulation results and their analysis preliminarily
show that the proposed method can detect and suppress GPS jamming and spoofing effectively.

1. Introduction

The Global Navigation Satellite System (GNSS) is widely
used in modern military and civil navigation and positioning
systems. However, the satellite signal power at the ground is
very low (approximately -130 dBm), which makes it vulner-
able to interference. Research on satellite navigation system
interference suppression technology has important practical
application value. GNSS interference can be divided into
jamming and spoofing. Jamming can block the receiver by
transmitting strong interference so that the useful GNSS
signal cannot be detected and acquired normally. A jammer
with a power of 1 W can disable the civil Global Positioning
System (GPS) within 25 kilometres [1]. On the other hand,
spoofing cheats the receiver by sending fake signals similar to
authentic signal parameters and results in incorrect location
or time information. In 2013, Todd Humpherys from the
University of Texas demonstrated that the use of a civilian
spoofer can control and dominate the movement path of a
UAV [2] and a deluxe yacht [3]. Baziar designed a novel

GPS spoofing generation method based on a combination of
authentic and delayed signals, without expensive hardware
equipment and reduced the cost and complexity of spoofing
implementation [4].

With the development of antijamming technology, a new
generation of satellite navigation receivers has adopted a
series of interference suppressionmeasures, including the use
of the Wavelet packet transform (WPT) [5], neural network
cancellation [6], and the adaptive notch filter [7, 8] to suppress
narrowband interferences, but these methods are not suitable
for wideband interference suppression. Many antijamming
receivers make use of the antenna array power inversion
(PI) [9, 10] algorithm to nullify the wideband interference or
the adaptive beamforming algorithm to improve the output
signal-to-noise ratio (SNR) of the array by nullifying the
interference directions while forming the useful GNSS signal
directional beam [11]. However, the degrees of freedom of
antennas are limited by the number of antenna elements, and
the space-time adaptive processing (STAP) method increases
the degrees of freedomwithout increasing the array elements.
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Figure 1: Severe environment with the spoofing and jamming model.

The method also has better antijamming performance in a
highly dynamic environment [12–14]. Although spoofing is
highly concealable and creates confusion, many scholars have
proposed spoofing detection and suppression algorithms.
The monitoring automatic gain control (AGC) proposed by
[15] is the simplest and most effective spoofing detection
method.However, thismethod cannot suppress the spoofing,
and the jamming will cause AGC value alteration. Todd pro-
posed a power-distortion detection algorithm based on the
received power and the correlated peak distortion moni-
toring, which can distinguish multipath fading, spoofing,
and jamming [16, 17]. A comprehensive spoofing detection
method based on Dempster-Shafer theory was proposed by
Mingquan Lu; this method fuses the power, tracking error,
C/N0, and Doppler frequency shift and reduces the detection
error rate [18]. Psiaki assumed that the spoofing signals
come from the same direction and detected the existence
of spoofing by the carrier phase difference characteristics of
a dual antenna [19, 20]. Similarly, HK Chang detected the
spoofing direction of arrival (DOA) through the extended
Kalman filter [21]. LuWen Zhao proposed a tracking phase
spoofing detection method in which spectrum analysis of the
PLL loop phase output is conducted, and the low-frequency
residual signal in the spectrum can be used to identify
the characteristics of spoofing [22]. Li and Mosavi took
advantage of amultichannel correlator to filter the correlation
results, thereby protecting GPS receivers from spoofing [23,
24]. The hypothesis test theory was applied to the open
spoofing dataset TEXBAT to verify the detection correctness
by Gamba [25]. Some researchers [26–28] proposed a spatial
correlation detection algorithm under the motion of a single-
antenna receiver to reduce the possibility of spoofing by
dynamic receivers and proposed the spoofing cancellation
algorithm. However, while the above methods based on
single-antenna focus on spoofing detection, little work has
been done on spoofing suppression.

With the wide application of adaptive antenna array tech-
nology in antijamming receivers, it is currently very difficult
to interfere with the receiver via only jamming or spoofing.
However, in actual combat, the combination of jamming
and spoofing makes the existing independent antijamming
algorithms and antispoofing algorithms invalid. A combined
GNSS jamming and spoofing suppression algorithm based
on multiple antennas in [29] suffers from high calculation

costs. To solve these problems, this paper presents a com-
putationally nonintensive method for an antijamming and
antispoofing algorithm for a GPS receiver. It first suppresses
jamming by projecting the received signals in the orthogonal
subspace of the jamming. Then, the receiver estimates the
DOAs of satellites based on compressed sensing and detects
spoofing via DOA information. Finally, the receiver uses
multibeamforming to nullify the spoofing. We analyse the
interference suppression performance of the receiver under
combined attacks.

2. System Model

The received signal r(𝑡) (M×1) is composed of 𝑚 authentic
GPS signals, k jamming, n spoofing GPS signals, and noise:

r (𝑡) = 𝑚∑
𝑖=1

a (𝜃𝑖) s𝑎𝑖 (𝑡) + a (𝜑) 𝑛∑
𝑖=1

s𝑠𝑖 (𝑡) +
𝑘∑
𝑞=1

a (𝜅𝑞) 𝐽𝑞 (𝑡)
+ n (𝑡)

(1)

where a(𝜃𝑖) is the𝑀× 1 steering matrix of the i-th authentic
GPS signal, a(𝜑) is the𝑀× 1 steering matrix of the spoofing
GPS signal, a(𝜅𝑞) is the 𝑀 × 1 steering matrix of the
jamming, and s𝑎𝑖 (𝑡) (M×1) is time domain waves of the i-
th authentic signal. 𝐽𝑞(𝑡) (𝑀 × 1) is the time domain waves
of the jamming signal. The i-th authentic GPS signal can
be expressed as 𝑠𝑎𝑖 (𝑡) = 𝐴𝑎𝑖𝐶𝑎𝑖 (𝑡)𝐷𝑎𝑖 (𝑡) sin(𝜔𝐿1(𝑡) + 𝜑𝑎𝑖 )
and the i-th spoofing signal can be expressed as 𝑠𝑠𝑖 (𝑡) =𝐴𝑠𝑖𝐶𝑠𝑖 (𝑡)𝐷𝑠𝑖 (𝑡) sin(𝜔𝐿1(𝑡) + 𝜑𝑠𝑖 ), where 𝐴 𝑖 is i-th C/A code
amplitude, 𝐶𝑖(𝑡) is the i-th pseudorandom noise (PRN) code,𝐷𝑖(𝑡) is the i-th PRN navigation message, 𝜔𝐿1 is the angular
frequency of L1 signal, 𝜑𝑖 is the signal phase [4], and the
subscripts a and s, respectively, represent the authentic and
spoofing signals. n(𝑡) (𝑀 × 1) is the Gaussian noise with
zero mean and the variance 𝜎2. The spoofing in this paper is
the single-antenna repeater spoofing. Specifically, the spoofer
first receives several authentic satellite signals, and it then
increases the power of the signals by approximately 3 dB,
delays the signal, and broadcasts the spoofed signals in one
direction. The power of spoofing is higher than that of an
authentic satellite signal, but it is still far below the noise level.
Figure 1 shows the severe environment with the spoofing and
jamming model.
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Figure 2: GPS receiver antijamming and antispoofing system.

3. Combined Antijamming and
Antispoofing Algorithm (AJ-AS)

Jamming and spoofing are two major threats to satellite
navigation system safety. The current single type interference
suppression methods become invalid when jamming and
spoofing are jointly used to attack the receivers. The strong
jamming reduces the SNR and makes the receiver unable to
work, and the spoofing misleads the receiver to get the wrong
positioning results. An antijamming receiver is easily misled
by spoofing, and an antispoofing receiver will not be able
to obtain the characteristics of the spoofing during the joint
attack unless it removes the jamming first. Here, we propose a
combined antijamming and antispoofing algorithm for a GPS
receiver with antenna arrays. The details are presented in the
following subsections.

3.1. Antijamming Based on Subspace Projection. Figure 2
shows the GPS receiver antijamming and antispoofing sys-
tem, which suppresses the jamming based on subspace pro-
jection and detects the spoofing by the compressed sensing
DOA estimation. If spoofing exists, the receiver uses multi-
beamforming to eliminate the spoofing and get the authentic
position, velocity, and time (PVT).

The self-correlation matrix of the received signal can be
depicted as follows [30]:

Rr = 𝐸 {r (𝑡) r𝐻 (𝑡)} = R𝑎 + R𝑠 + R𝐽 + 𝜎2I (2)

where R𝑎, R𝑠, R𝐽 denote the self-correlation matrix of
authentic signals, spoofing and jamming, respectively, and I
is the identity matrix. The spoofing power is 3 dB higher than
the authentic signal, the power of the authentic signal is 20 dB
below the noise, and the power of jamming is far higher than
the noise. Thus, formula (2) can be approximated as

R𝑟 ≈ R𝐽 + 𝜎2I (3)

In case that the jamming and noise are independent of each
other, we can estimate the jamming and noise subspaces with
the eigen-decomposition of the correlation matrix.

R𝑟 = U𝑗Λ𝑗U
𝐻
𝑗 + U𝑁Λ𝑁U𝐻𝑁 (4)

where 𝜆𝑗 (𝑗 = 1, ∼,𝑀) are the eigenvalues of the array
covariance matrix, 𝜆1 ≥ 𝜆2 ⋅ ⋅ ⋅ ≥ 𝜆𝑘 ≫ 𝜆𝑘+1 ⋅ ⋅ ⋅ > 𝜆𝑀 = 𝜎2,
and u𝑗 is the eigenvector corresponding to the eigenvalue

𝜆𝑗. Determining the 𝑘 jammers based on the eigenvalues
and the jamming subspace U𝑗 is defined by the eigenvectors
corresponding to the 𝑘 largest eigenvalues and the M-k
smallest eigenvectors are defined as the noise subspace U𝑁.

U𝐻𝑁U𝑗 = 0
U𝑁U
𝐻
𝑁 + U𝑗U𝐻𝑗 = I

(5)

Through the projection of the received signal vector of the
arrays to the noise subspace, the jamming component can be
effectively suppressed. The orthogonal complement space of
jamming P⊥ can be defined as follows:

P⊥ = I − U𝑗U𝐻𝑗U𝑗U𝐻𝑗  (6)

r (𝑡) = P𝐻⊥ r (𝑡) = P𝐻⊥ (
𝑚∑
𝑖=1

a (𝜃𝑖) s𝑎𝑖 (𝑡) + a (𝜑)
𝑛∑
𝑖=1

s𝑠𝑖 (𝑡)

+ 𝑘∑
𝑞=1

a (𝜅𝑞) 𝐽𝑞 (𝑡) + n (𝑡)) = P𝐻⊥
𝑚∑
𝑖=1

a (𝜃𝑖) s𝑎𝑖 (𝑡)

+ P𝐻⊥ a (𝜑)
𝑛∑
𝑖=1

s𝑠𝑖 (𝑡) + ñ (𝑡)

(7)

As a result, the output vector r(𝑡) does not contain
jamming, but it may still contain spoofing. The power of an
authentic signal and spoofing are still far below that of the
noise. The receivers never know the DOA of the spoofing.
The conventional DOA algorithm, such as multiple signal
classification (MUSIC) [31], estimates the signal parameters
via the rotation invariant technique (ESPRIT) [31], which
results in incorrect estimates in very low SNRs. In addition,
the spoofing is confusing. The spoofing DOA is easy to be
regarded as the authentic DOA, which will mislead beam-
forming to form a main lobe in the direction of spoofing.

3.2. SpoofingDetection and Suppression. Thecurrent spoofers
mostly use single-antenna transmission spoofing. This use
makes the directions of the multiple spoofed signals arriv-
ing at the receiver antenna exactly the same, while the
authentic signals arrive from totally different directions. The
principle of the detection of spoofing involves using high-
precision DOA estimation based on the compressed sensing
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theory to obtain the incoming information. The antijamming
output is sent to the acquisition module, which applies
correlation integral despreading to improve the SNR. Then,
the compressed sensing theory can be used to solve the
DOA estimation problem for the despreading signal. The
advantages of compressed sensing theory are small snapshots,
low SNR, and high resolution. There are numerous possible
signal DOAs in space, but only a very limited proportion is
in the direction of the actual signal coverage in the whole
airspace. Therefore, it is considered that the signal has spatial
sparsity. The compressed sensing theory can be used to
reconstruct the source signal, and the support sets of the
reconstructed signals correspond to the arrival angles of the
source signals. A spoofing detection method based on the
compressed sensing DOA is feasible.

Since the authentic satellite and spoofing share the same
PRN, there are 𝑃 far-field narrowband signals for the i-th
satellite that arrive at the uniform linear array of𝑀 elements.
Generally speaking, P=2 in one spoofing and authentic
satellite coexistence environment. Using them, we can get the
antijamming and despreading received signal model.

r̃𝑖 (𝑡) = Φs𝑖 (𝑡) + ñ (𝑡) (8)

where ñ(𝑡) is the despreading noise, Φ = [a1 a2 ⋅ ⋅ ⋅ aN]
is the 𝑀 × 𝑁 sparsity manifold matrix, a𝑘 =
[1e−𝑗2𝜋𝑓0((𝑑 sin 𝜃𝑘)/𝑐) ⋅ ⋅ ⋅ e−𝑗2𝜋𝑓0((𝑀−1)𝑑 sin 𝜃𝑘/𝑐)]𝑇 is the steering
vector of uniform linear array, 𝑓0 is the carrier frequency,𝑐 is the speed of light, 𝑑 is the array spacing, and 𝜃𝑝 is the
DOA of the p-th signal. The space is divided into𝑁 parts on
average as {𝜃1, 𝜃2, ⋅ ⋅ ⋅, 𝜃𝑁}. Suppose that each 𝜃𝑛 corresponds
to a potential signal 𝑠𝑛𝑖 . Since 𝑁 ≫ 𝑃, s𝑖 = [𝑠1𝑖 𝑠2𝑖 ⋅ ⋅ ⋅ 𝑠𝑁𝑖 ]𝑇
is the 𝑁 × 1 vector with 𝑃 sparsity. That is to say, there are
only 𝑃 elements of signal locations that are nonzero; the
rest of the N-P elements are zero. Let 𝜃 be the information
vector and 𝜓 be the orthogonal basis sparse dictionary.
The compressed sensing theory points out that when the
signal is compressible or sparse, it can be projected into a
low dimensional space via a measurement matrix, and then
a certain reconstruction algorithm is used to recover the
signal. The compression observation of s𝑖 can be expressed
as [31]

r̃𝑖 = Φs𝑖 + ñ = Φ𝜓𝜃 + ñ = A𝑐𝑠𝜃 + ñ (9)

where Acs = Φ𝜓 is𝑀 × 𝑃 sensing matrix. The information
vector 𝜃 can be reconstructed accurately from using the
despread received data r̃i and the 𝑙1 norm optimization. The
corresponding sparse reconstruction model can be written as
follows:

argmin ‖𝜃‖1 ,
s.t. r̃𝑖 − A𝑐𝑠𝜃2 ≤ 𝜀 (10)

where 𝜀 is a parameter related to the noise level and ‖ ∙ ‖1
denotes the 𝑙1 norm. Since formula (10) is a convex optimiza-
tion problem, it can be solved directly by the CVX toolbox
[32]. The solutions of formula (10) are the DOAs of the 𝑃
target signal sources.

Assuming that the DOAs of spoofing and the authentic
satellite are different, the proposed method can not recognize
the spoofing and the real signal when their DOAs are the
same. However, the case of the same DOA is a small prob-
ability event; even if the two DOAs are exactly the same, the
real satellite is moving at all times; the authentic DOA is also
changing over time; this method can restore normal work
quickly.

Because the spoofer transmits multiple spoofing signals
through a single antenna, multiple satellite signals from the
same direction can be used as evidence of spoofing. If there is
spoofing, the next step is to suppress the spoofing by using
adaptive multibeamforming. The adaptive multibeamform-
ing can form main lobes in multiple satellite directions at
the same time. The linear constrained minimum variance
(LCMV) criterion minimizes the contribution power of noise
and any interference from undesired directions, but it can
keep the signal in the expected directions. The constrained
equation is as follows:

minw w𝐻R𝑟 𝑟w,
s.t. Gw = F

(11)

𝑤 is the beamforming weighted vector, R𝑟 𝑟 is the covariance
matrix after the antijamming, G is the steering vector con-
strained matrix, and F responds to the spatial filter in each
constraint direction. The optimal weighting is

w = R−1𝑟 𝑟G (G𝐻R−1𝑟 𝑟G)−1 F (12)

At this point, since the received signals first have gone
through the antijamming unit and then the spoofing detec-
tion and suppression unit, the GPS receiver can work under
a combined jamming and spoofing attack.

4. Simulation Results

To evaluate the performance of the method proposed in this
paper, some simulation results are provided in this section.
We take a uniform linear array with 9 elements as the
multiantenna model. The array space is half of the GPS
L1 wavelength, the jamming is wideband interference, the
jamming-to-signal ratio (JSR) is 40 dB, and the direction of
the jamming is 20∘. The GPS receiver needs at least four
satellites to calculate a position.Therefore, four authentic and
four spoofing PRNs are simulated. For example, receiver A
receives 4 strong authentic PRNs, which are 18, 22, 24, and
25. The satellite simulator generates the spoofing with the
same PRNs and transmits it through a single antenna. The
power of the spoofing is 3 dB higher than that of the authentic
PRNs. The spoofing PRNs are from the same direction 0∘,
and the receiver does not know the directions of the authentic
and spoofing PRNs. The primary simulation parameters are
shown in Table 1.

4.1. Adaptive Array Direction Diagram. As is shown in
Figure 3, the red line is the adaptive array direction diagram
of the proposedAJ-AS algorithm, the black line is the adaptive



International Journal of Antennas and Propagation 5

Table 1: Parameters of satellite and interference.

Symbol PRN DOA/degree Doppler/Hz JSR/dB
Authentic(A1) 18 50 -3572 /

(A2) 22 80 -2561 /
(A3) 24 -45 -711 /
(A4) 25 -10 -358 /

Spoofing(S1) 18 0 -3429 3
(S2) 22 0 -2656 3
(S3) 24 0 -1102 3
(S4) 25 0 14 3

Jamming(J1) / 20 / 40

−45

−40

−35

−25

−20

−30

−15

−10

−5

0

A
m

pl
itu

de
 in

 d
B

proposed AJ−AS
SP
SJSM

Spoofer
S1.S2.S3.S4 Jammer

J1

PRN22
A2

PRN24
A3

PRN25
A4

PRN18
A1

40200 60 80−40−60 −20−80
 (degree)

Figure 3: Adaptive array direction diagram.

array direction diagram of the spoofing and jamming sup-
pressionmethod (SJSM) [28], and the blue line is the adaptive
array direction diagram of the SP [30] antijamming algo-
rithm.The coloured lines show the directions of the authentic
PRNs, the spoofer, and the jammer. Since the four spoofing
signals come from the same direction, the spoofing degree of
freedom is one, the degree of freedom of jamming is one, and
the four authentic satellites represent four degrees of freedom;
thus, a total of six degrees of freedom are required.Therefore,
it is theoretically feasible to use nine element arrays to process
six degrees of freedom beamforming in the simulation. Both
the AJ-AS and the SJSM can form a deep null steering beam
in the directions of the jammer (approximately -40 dB) and
the spoofer (approximately -36 dB) and multibeamform to
the four authentic PRNs’ directions, but the SJSM has a
small attenuation (approximately -2 dB) in the directions of
PRN18 and PRN25 [28]. This attenuation occurs because
the SJSM approximates the cross-correlation matrix of the
current signal and the delay signal and ignores the effects
of navigation data bit jump. Fortunately, the AJ-AS does not
have these shortcomings. Figure 3 shows that both the AJ-
AS and the SJSM can suppress the combined jamming and
spoofing attack, but the interference performance of the AJ-
AS is better than that of the SJSM. The SP only has deep

null steering in the direction of the jammer (approximately
-41 dB), but its beam is in the spoofing direction. The SP can
mitigate jamming, but it cannot detect the spoofing.

4.2. Spoofing Detection. Figure 4 shows the DOA estimates
for PRN18, PRN22, PRN24, and PRN25 using the compressed
sensing theory.TheX-axis represents thewhole space, and the
Y-axis represents the probability of the existence of signals
in the space. Due to the highly similar navigation message
structure between the spoofing and the authentic satellite
signal, conventional receivers have difficulty detecting the
spoofing. However, the receiver with the proposed AJ-AS
algorithm in this paper detects two PRN18 satellites at 0∘
and 50∘, two PRN22 satellites at 0∘ and −80∘, two PRN24
satellites at 0∘ and −45∘, and two PRN25 satellites at 0∘ and−45∘. Since the spoofings come from the same direction and
the directions of the authentic satellite signals are different,
we can choose the number of signals at a direction as the
spoofing detection threshold; if there are more than two
signals at a direction, the receiver can detect the spoofing
successfully. Moreover, it is deduced that the DOA of the
spoofer is 0∘, the DOA of the authentic PRN18 is 50∘, the
DOAof the authentic PRN22 is 80∘, the DOAof the authentic
PRN24 is −45∘, and the DOA of the authentic PRN25 is −10∘.
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The DOA estimates of the satellites are consistent with the
parameters in Table 1, which validates the effectiveness of the
DOA algorithm based on compressed sensing.

As shown in Figure 5, both the DOA REMS of com-
pressed sensing and MUSIC decrease with increases in the

snapshot and the SNR.TheDOA accuracy of the compressed
sensing is at least 0.5∘ better than that of MUSIC at the
same SNR and snapshot, which directly affects the spoofing
detection and the adaptive array direction diagram.TheDOA
method based on compressed sensing has the advantages of
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Figure 7: Acquisition of PRN25with antispoofing based on tracking
loop.

low computational costs and high accuracy. The complexity
of the proposed AJ-AS algorithm increases more than that of
the SP algorithm at a rate of O(ML)3, where𝑀 denotes the
array number and 𝐿 denotes the snapshot. The snapshot is
generally 100, and the estimated error is less than 0.1 degree
in the experiment.Therefore, the additional computation cost
of spoofing detection in AJ-AS is not high.

However, the SJSM does not mention how to detect the
spoofing. It takes the DOA of spoofing as a priori informa-
tion, which is not suitable for practical application scenario.
In contrast, the proposed AJ-AS uses the compressed sensing
method to estimate the DOAs and detect the spoofing.
This method is simple, and the detection success rate is
high.

4.3. Acquisition Results. Figures 6, 7, 8, and 9 show the
two-dimensional correlation accumulation acquisitions for
PRN25. Figure 6 is the SP antijamming algorithm, Figure 7 is
the antispoofing algorithm based on the tracking loop [24],
Figure 8 is the proposed AJ-AS algorithm, and Figure 9 is
the SJSM. As shown in Table 1, the Doppler of the spoofing
PRN25 is 14Hz, and the Doppler of the authentic PRN25 is
-358Hz. There are two clear correlation peaks in Figure 6,
where the higher peak is spoofed and the other is an authentic
signal according to the Doppler. The SP suppresses the
jamming but cannot mitigate the spoofing. However, there is
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Figure 8: Acquisition of PRN25 with the proposed AJ-AS.
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Figure 9: Acquisition of PRN25 with SJSM.

no obvious peak in Figure 7, which shows that the receiver
only with antispoofing ability cannot capture the satellite
under the combined attack of jamming and spoofing because
the jamming dominates the correlation peaks. There is only
one authentic peak in Figures 8 and 9, but the correlation
peak of the AJ-AS (5.413 × 107) is higher than that of the
SJSM (4.564 × 107), which means that the proposed AJ-AS
algorithm can suppress the jamming and spoofing better than
the SJSM.

Synthesizing the above analysis, we reach the following
conclusions:

(I) The proposed AJ-AS algorithm can nullify the direc-
tions of spoofing and jamming and can beam the main
lobe at the authentic directions at the same time. A class of
algorithms that only suppress jamming (represented by the
SP antijamming algorithm) will be spoofed by the spoofing.
Other algorithms that can only suppress spoofing (repre-
sented by the antispoofing method based on tracking loop)
will be dominated by the jamming;

(II) Comparing the proposed AJ-AS algorithm with the
current spoofing and jamming suppression method (SJSM),
a method of spoofing detection based on compressed sensing
DOA estimation is proposed. The detection is convenient
and accurate and has better interference suppression perfor-
mance.
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5. Conclusion

We propose a combined antijamming and antispoofing algo-
rithm for a GPS receiver that can intelligently suppress jam-
ming and spoofing and receive the authentic signal distortion
free.The proposedmethod has convenient, accurate spoofing
detection and has better interference suppression perfor-
mance. It can be integrated into the software program of an
adaptive array without the need to adjust the antijamming
receiver hardware. Moreover, it does not rely on the attitude
information provided by the attitude measuring elements,
such as the IMU. The software update increases the low
computational costs, but the conventional antijamming GPS
receiver becomes an antijamming and antispoofing receiver.
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