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In this article, we present a new formal approach for specification and automatic verification of
cryptographic protocols. First, we use the first-order theory to formalize cryptographic protocols and
intruders. Assuming that messages transmitted by each principal can be received by the intruder, and
messages received by each principal can be known by the intruder, we test the security of
cryptographic protocols at the standpoint of the intruder. The protocol representation includes
three parts: initial knowledge of the intruder, message exchange of the protocol itself, and
computation abilities of the intruder. After defining the term and its typeset, we give a first-order
frame to formalizing the protocol based on roles, using axioms to depict the communicating actions of
each role. The predicate corresponding to the role’s message receiving can be affiliated to the axiom
by logical connective ^, and the predicate corresponding to the role’s message transmitting can be
the conclusion of the implication relation. The universal quantification " is used to eliminate the
limitation for protocol runs, and existential quantification $ is used to denote generating of the key or
the nonce, and through renaming and consistency check, ensure the refreshness and boundlessness of
the new value. In order to implement the automatic verification, we propose a normal approach to
transform the axioms into Horn clauses. Following the Dolev-Yao Model, the computation abilities of
the intruder are modeled in Horn clauses too. We adopt the deductive reasoning method to verify the
secrecy property of cryptographic protocols. The secrecy property is considered as a goal, and based
on a deductive algorithm we can check whether the goal can be inferred from the known rules. The
known rules form a rule base B containing the Horn clauses of protocol description and the intruder’s
abilities and initial knowledge. If the goal can be inferred from the base, the sequence of rules applied
will lead to the description of an attack scenario. This approach is fully automatic and terminable.
The main contributions of the paper are: a general framework of formalizing cryptographic protocol
and abilities of the intruder, a practical solving algorithm based on automatic reasoning, and a
simple method to find the attack scenarios.
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