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We present a scheme, called SLMB, for secure sensor localization in WSNs in which we propose to use a mobile beacon node with
the goal of reducing the overall energy consumption in sensor nodes during sensor localization. In the SLMB scheme, a mobile
beacon node traverses through the network, collects information from unknown sensor nodes, figures out position relationship
with these nodes, and sends the information to the base station where analysis and location calculation is carried out to relieve
unknown sensor nodes from energy-consuming computation. The proposed SLMB scheme is also designed to resist wormhole
attacks, and localization is developed based on a mathematical model to design a path for the mobile beacon node to traverse
in order to cover the entire sensor network. To evaluate our scheme, we have performed simulations to demonstrate that the
SLMB scheme can improve the success rate and the accuracy of sensor localization compared to other sensor localization schemes
in hostile environments. Our simulation results also show that the SLMB scheme consumes much less energy than traditional
distributed sensor localization schemes, which is an important metric in measuring the effectiveness and usefulness of any schemes
targeted for applications in WSNs.

1. Introduction

Sensor localization in wireless sensor networks (WSNs) is a
fundamental technical issue, for it is critical for monitoring
applications and for most location-based routing protocols
and services. Therefore, in recent years, sensor localization
has generated a great deal of interest in which researchers
have considered various technical issues, such as efficiency
[1], accuracy [2], and security [3] during sensor localization.
Methods for the localization of wireless sensor nodes are gen-
erally classified into two types: range-based localization and
range-free localization. The first type includes schemes in
which positions of the unknown sensor nodes are calculated
using measurement means to derive relevant information
about distances and angles between sensor nodes [4]. The
second type includes schemes in which positions of the
unknown sensor nodes are estimated using connectivity
information as well as multihop routing information to
derive relevant information between sensor nodes [5].

In real applications, however, there may be other types
of localization methods owing to different application

scenarios. Therefore, specific localization methods in
real applications need to be continuously developed and
improved based on orientation methods in order to adapt
basic localization schemes to different network scenarios.
Consequently, in order to develop effective sensor local-
ization methods, we should analyze and understand the
main characteristics of specific networks and develop
proper performance metrics that can be used to measure
the performance of localization schemes. Meanwhile, we
should also consider the main constraints of wireless sensor
networks such as constrained energy supply of the sensor
nodes as well as the complexity of network environments in
the development of effective localization methods.

Most existing localization algorithms, whether range-free
or range-based, are distributed in nature in which unknown
sensor nodes need to get position information about nearby
beacon nodes so that they can calculate their own positions.
The calculated position results are then sent to the base
station or a central server to be used in real applications. One
major drawback of such distributed localization algorithms
is that it makes energy-constrained unknown sensor nodes
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bear all the responsibility of communication and compu-
tation, resulting in high energy consumption in the sensor
nodes. Another problem with such distributed algorithms is
the increased security risks due to frequent communication
between the sensor nodes.

In this paper, we propose a secure centralized sensor
localization scheme by using a mobile beacon node (SLMB)
to address the above-mentioned critical issues for WSNs and
by developing some secure mechanisms to resist wormhole
attacks in sensor localization. The proposed SLMB scheme
has the following general features.

(1) It uses a mobile beacon node to travel along a
calculated path in the network to collect informa-
tion about the position relationship with nearby
unknown sensor nodes. The collected information
is then sent to the base station where the positions
of the unknown sensor nodes are calculated, which
can greatly lower the communication cost for the
unknown sensor nodes.

(2) It takes a centralized approach so as to reduce the
amount of calculation in the unknown sensor nodes
by transferring the calculation work to the base
station, which is a node in the network that is
considered to be free from resource constraint.

(3) It calculates a reasonable mobile path for the beacon
node to traverse so as to cover the entire network
to ensure that every unknown sensor node can get
connected to the mobile beacon node at some point
of time so that necessary information can be collected
for position calculation. The development of the
mobile path follows the design principle of the cel-
lular network and includes a quantitative method for
the determination of efficient and necessary points
for the mobile beacon node to visit for information
collection.

(4) It includes some secure mechanisms to fight against
wormhole attacks, thus improving the security of the
centralized sensor localization algorithm in general.

The rest of this paper is organized as follows. In Section 2,
we review some related work on sensor localization in WSNs.
In Section 3, we present our centralized sensor localization
scheme and describe some implementation and application
issues. In Section 4, we describe the experiment we have
performed to evaluate the proposed SLMB scheme and show
some favorable simulation results in comparison to other
localization methods. Finally, in Section 5, we conclude this
paper in which we also discuss some future work.

2. Related Work

Existing sensor localization schemes can be generally clas-
sified into two types, that is, distributed and centralized
schemes based on where calculation of sensor positions
is performed in the localization process. In distributed
localization, the unknown sensor nodes collect position
information about nearby beacon nodes and calculate their

own coordinates by themselves [6, 7]. That is, unknown
sensor nodes are responsible for position calculation. In
contrast, in centralized localization, beacon nodes collect
the position information about unknown sensor nodes and
send the information to the base station for data integration
and position calculation [8, 9]. That is, the base station is
responsible for position calculation.

Although distributed localization schemes have been
widely popular, since in most WSNs, the number of beacon
nodes is usually too limited, and the status of such nodes is
too static to meet the needs of large WSNs. For these reasons,
if an unknown sensor node wants to use beacon information
more effectively, it may need to get the beacon information
through multihop data transmission. In [10], the authors
proposed a self-positioning algorithm that can run efficiently
and independently at individual sensor nodes based on
locally collected information. However, the requirement on
the distance measurement error is quite strict. In [11],
the authors proposed an algorithm and showed that even
when only the connectivity information was given, the
Euclidean distance between the estimated and the correct
position of every unknown sensor node can be bounded
and would decay at a rate that is inversely proportional
to the radio range. However, this scheme incurs a larger
amount of calculation in the unknown sensor nodes. In
[12], the authors proposed a classic distributed localization
scheme called DV-Hop based on distance vector routing.
In DV-Hop, each unknown node needs to get the hop-
count to the beacon nodes which estimate the average
size for one hop between nodes in the network. Then the
unknown nodes calculate their positions using the obtained
information about the distances between the beacon nodes
and themselves. DV-Hop can provide approximate positions
for the nodes in a network where only a small fraction of
nodes have self-positioning capability, but it requires more
message exchanges between nodes in the network.

Due to energy constraint and thus limited life of sensor
nodes, many researchers have proposed some centralized
localization methods to reduce energy consumption through
lowering computation and communication cost for the sen-
sor nodes. Such localization approaches can bring significant
benefits to applications, for it can extend the life of sensor
nodes since most computations will now be completed at the
central server or base station. In [13], the authors presented
a multihop localization technique for WSNs by exploiting
the strength indications of received signals. The proposed
scheme aims at providing a solution for the localization of
sensor nodes in static WSNs. In [14], the authors made
some major modifications to improve the performance of the
simulated annealing-based localization algorithm to increase
localization accuracy. However, this type of localization
schemes requires a large number of beacon nodes and
involves complicated localization algorithms in order to
complete the localization of all unknown sensor nodes in the
network.

In order to overcome the shortcomings of requiring
a large number of beacon nodes, in [15], some schemes
based on mobile beacon nodes were proposed to transfer
beacon information to help unknown sensor nodes in
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performing self-localization. The problem is that some of
the methods cannot be easily integrated into the centralized
framework and some others lack methods for concise
calculation of effective mobile beacon path. In [16], the
authors demonstrated a range-free localization mechanism
based on the location information from mobile beacons and
on the principles of elementary geometry. But all the position
calculation is still completed in the unknown sensor nodes,
which makes it more like a distributed localization scheme.
In [17], the authors proposed a novel mobile beacon-assisted
localization algorithm based on network density clustering
for WSNs by combining node clustering, incremental local-
ization, and mobile beacon assisting together. Although this
scheme is suitable for clustering large networks, it may not
be suitable for networks that require faster convergence.

Some more research work has also be carried out to
address security issues in sensor localization for WSNs. In
[18], the authors improved the security and accuracy of
sensor localization using location-based key distribution.
In [19], the authors presented a novel defense mechanism
against attacks in the DV-Hop localization algorithm. How-
ever, the security mechanisms proposed in these algorithms
are not applicable to the mobile beacon scenario in WSNs.

In this paper, we introduce a mobile beacon node into
centralized localization while improving the security of the
scheme. In order to keep the computation cost and therefore
the energy cost low for the sensor nodes, we propose a
specific centralized localization scheme in which the mobile
beacon node traverses the entire network following a well-
designed path during which it stops at every collection
point to collect position information from nearby unknown
sensor nodes before moving to the next collection point.
The mobile beacon node sends a position request at each
collection point to nearby unknown sensor nodes, estimates
the position relationship to these unknown sensor nodes
based on received information and sends the information
along with its own current position to the base station. It is
the base station that will eventually complete all the position
calculation.

The proposed SLMB scheme has the following obvious
advantages.

(1) It can balance energy consumption of sensor nodes
in the network, for it would prevent the sensor nodes
that are closer to the base station from consuming
excessive energy to deliver position information to
the base station from far away sensor nodes in a
multihop manner.

(2) It can improve localization accuracy as well as success
rate compared to other similar schemes.

(3) It can improve the security of localization since
securing only the beacon node should be much easier
than securing a large number of unknown sensor
nodes in the network.

(4) It can effectively reduce the communication overhead
for the sensor nodes and overall transmission delay.

3. The Proposed Scheme

3.1. The Network Model. There are three types of nodes in
the network model for our SLMB scheme. The first type
includes the base station, which is capable of managing
and integrating data for the entire network including the
calculation of positions of unknown sensor nodes and the
application of the results in real applications. The second
type includes the mobile beacon nodes, which is capable
of positioning themselves, traversing the network to collect
information from unknown sensor nodes, and transmitting
the collected information to the base station for position
calculation. In addition, beacon nodes are mobile nodes that
are assumed to have unlimited energy supply. The third
type includes the unknown sensor nodes whose positions
or locations in the network need to be determined through
calculation based on collected information.

3.2. The Localization Model. The scheme that we propose is
appropriate for applications and networks in which there is
not enough stationary beacon nodes as position references
for the unknown sensor nodes but localization still needs
to be finished in time. In the proposed SLMB scheme, the
information about the distribution of the unknown sensor
nodes in the network can be obtained by using a mobile
beacon node, and the positions of the unknown sensor nodes
can be calculated quickly by the base station. In addition, in
the SLMB scheme, we use a mathematical model to make
the mobile beacon node follow a designated path to cover
the entire network so as to improve the effectiveness and
efficiency of sensor localization.

Following are the main steps of our centralized sensor
localization algorithm, that is, the SLMB scheme.

(1) The mobile beacon node moves along a calculated
path, sending position requests at every collection
point to nearby unknown sensor nodes, collecting
responses from unknown sensor nodes, and sending
the collected information along with its current
position to the base station.

(2) The mobile beacon node moves to the next collection
point after completing the work at a previous collec-
tion point until it completes the traversal of the whole
path to cover the entire network. The mobile beacon
node can decide to aggregate information collected
at more than one collection point before sending
the collected information to the base station to
further improve the performance of communication
although energy consumption is not an issue under
consideration.

(3) The base station integrates all the information
received from the mobile beacon node and calculates
the positions of all the unknown sensor nodes.

3.3. The Mobile Path Model. Mobility of the beacon node is
required in our SLMB scheme. Consequently, the path that
the mobile beacon node travels is very important for the
performance of the scheme.
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The purpose of using a mobile beacon node is to
collect position information from unknown sensor nodes.
Therefore, the path for the mobile beacon node to travel
needs to meet the following two requirements.

(1) It must cover the entire network. Since sensor nodes
in the network may be deployed randomly, the
beacon node needs to connect to as many unknown
sensor nodes as possible in order to improve the
efficiency of localization.

(2) It must complete localization quickly. The path for
the mobile beacon node to travel along should
support efficient localization and make the number
of collection points as minimal as possible.

The area that the mobile beacon node can effectively
cover at anytime is modeled by a round area or circle
with its present position as the center point and the signal
transmission range as the radius. We can thus build a
mathematical model to optimize the path that the mobile
beacon node should follow as it traverses the entire network,
which can be viewed and solved as the area coverage problem.

We assume that all sensor nodes in the network are
deployed within a rectangular area, and the size of the area
as well as the communication radius of the sensor nodes are
known in advance. Our objective is to have the circles of the
beacon node cover the entire rectangular area as it traverses
through the network while keeping the overlapping regions
of the circles as minimal as possible. This requires that with
a collection of points {(xc1 , yc1 ), (xc2 , yc2 ), . . . , (xcn , ycn)} that
the mobile beacon node stops during its journey, for any
arbitrary point (xo, yo) that represents the position of an
unknown sensor node, the following condition must be met:
if (xo, yo) is located in the rectangular network area, it must
be covered by at least one circle of the mobile beacon node
with a collection point of the mobile beacon node as the
center and the signal transmission range as the radius.

From the above analysis, we can see that the circular areas
that the mobile beacon node generates as it moves along
a path could have some parts overlapping with each other
in order to cover the entire rectangular area. Therefore, we
have to make sure that the circles would cover each and
every unknown sensor node deployed in the network while
making the overlapping parts as small as possible, which is
the basic principle in the design of the mobile path for the
mobile beacon node to traverse and cover the entire network.
When the overlapping areas of different circles are the same,
the polygon that is constructed with the chords of each
circle becomes straight polygons. We can thus transform the
original area coverage problem of using circles to cover a
rectangular area to the problem of using the polygons to
cover a rectangular area.

Lemma 1. The number of edges of a straight polygon for
dividing a rectangle can only be 3, 4, or 6.

Proof. We assume that the rectangle is covered by one or
more straight polygons each of which has p edges (p ≥ 3).
If α is the interior angle of the polygon, then α = (180◦(p −
2))/p.

Let q be the total number of polygons to which a vertex
belong. Then, q = 360◦/α. Since q must be a natural number
and q can be calculated using

q = 360◦ · p

180◦
(
p − 2

) = 2p
p − 2

. (1)

Thus, p can be calculated using

p = 2q
q − 2

= 2
(
q − 2

)
+ 4

q − 2
= 2 +

4
q − 2

. (2)

From formula (2), we can get the following results:
{
q = 3

p = 6,

{
q = 4

p = 4,

{
q = 6

p = 3.
(3)

Therefore, the number of edges p can only be 3, 4, or
6. The three specific coverage situations are demonstrated in
Figure 1. In the figure, Sc shows the overlapping part between
two adjacent circles. Let Ss and St denote the area of the sector
and that of the triangle, respectively. Thus, Sc = 2(Ss − St).
We can then use formula (4) to get Ss, St, and Sc, respectively,
in which χ is the degree of the central angle of the sector, and
x is the percentage of Sc over the circle.

Ss =
(

χ

360◦

)
· πR2,

St = 1
2
R2 sin χ,

Sc = xπR2.

(4)

We can then derive

xπR2 = 2
((

χ

360◦

)
· πR2 − 1

2
R2 sin χ

)
. (5)

Thus, we get

x = 2
(

χ

360◦

)
− sin χ

π
, (6)

when p = 3, 4, 6, χ = 120◦, 90◦, 60◦, and x = 0.39, 0.18,
0.06, respectively.

It is thus clear that using straight hexagons to cover a
rectangular area can achieve the highest efficiency, which
coincides with the core idea of the honeycomb network
principle.

We design the path for the mobile beacon node to travel
as follows.

First, we need to determine the minimum number of
circles to cover the rectangle with hexagons. Let’s deduce the
formulas for solving this problem.

Suppose the size of a rectangular area is M ∗ N and the
communication radius of the wireless nodes is R. Let m be
the number of circles in one odd-numbered horizontal line,
n be the number of circles in one vertical line. Let l and d be
the distances shown in Figure 1. We can thus calculate l and
d by using

l = 2 · R · cos
π

6
= √3R,

d = R · sin
π

6
.

(7)
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Figure 1: Relationship between the coverage areas with the mobile
beacon node at different collection points.

Then, n can be calculated using formulas (8) or (9) when
it is an odd or an even number, respectively.
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And m can be calculated using
√

3r · (m− 1) < M ≤ √3r ·m. (10)

We are now ready to compute the minimum number
of circles that can cover the entire rectangular network area
through using formula (11) in which P is the total number of
collection points.

P =
⎧
⎪⎨

⎪⎩

n ·m +
n− 1

2
, n is an odd number.

n ·m +
n

2
, n is an even number.

(11)

The path thus derived for the mobile beacon node
to traverse and cover the entire network is shown in
Figure 2.

3.4. Position Calculation. The calculation of the position of
each and every unknown sensor node is performed by the
base station in our SLMB scheme, which is different from
the traditional range-based localization methods in order to
reduce the convergence time of localization as well as the cost
of information collection by the mobile beacon node. Most
existing range-based localization methods need multiple

Unknown nodes

Collection points for the beacon nodes

Figure 2: Mobile path for the mobile beacon node.

θ

d

Δθ

Δd

Δd

Figure 3: Position relationship between the mobile beacon node
and a to-be-located unknown sensor node.

measurement points to measure the distances to unknown
sensor nodes, whether they are based on the means of arrival
time, signal strength, or angle. In the SLMB scheme, we
combine the measurements of angle and arrival time to
determine the distances so as to reduce the requirement on
the number for collection points. As shown in Figure 3, the
mobile beacon node can sense the directional angle θ of
received messages from an unknown sensor node using an
antenna array and, at the same time, measure the distance to
the same node using time information in the messages. Then,
the position of the unknown sensor node can be calculated
using both pieces of information.

Since there are only a limited number of collection
points, the measurement in the proposed SLMB scheme may
incur errors. As shown in Figure 3 in which the angle error
is ±Δθ and the range error is ±Δd, we take the centroid of
the area with angle interval {(θ − Δθ), (θ + Δθ)} and length
interval {(d−Δd), (d +Δd)} as the position of the unknown
sensor node.
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Attack 1

Attack 2

U

B1

Figure 4: The wormhole attack model.

3.5. The Security Mechanism. Wormhole attacks are the
primary type of attacks that can be launched without
compromising any cryptographic keys. It can cause serious
consequences to localization, especially when the beacon
node wakes up the neighboring unknown sensor nodes
through a localization request and when an unknown sensor
node responds to the request. A communication channel
between two attackers is shown in Figure 4 from which we
can see that attack1 can transmit a request from B1 to the
unknown sensor nodes that are outside of the coverage area
of B1. The communication channel can also be used to replay
the response of U to B1.

In order to detect information that is replayed from out-
side of the normal communication range, when the beacon
node receives some information from the same unknown
sensor node at different collection points, the beacon node
should check whether one position information has been
received repeatedly from the same exit of a wormhole, then
compare the distances of the repeated positions d with the
threshold T . If d ≤ T , it means that this is a normal error
caused by the overlapping area of the two collection points.
If d > T , it could mean an attack. If the wormhole attack
is launched against just one node, the beacon node is not
able to determine the location of the attacker. However, if
the wormhole attack is launched towards multiple nodes, the
attacker could be detected according to the wormhole attack
filtering principle that is based on the same exit.

In addition, the beacon node may also receive messages
with the same ID of an unknown sensor node since the
replayed information is within the same communication
radius. According to the signal transmission characteristics,
we will only accept the first received information, discard the
latter ones, and include it in the blacklist since the replayed
information couldn’t arrive at the object earlier than the
original signal with the same transmission power.

3.6. Application Issues. The SLMB scheme has been designed
to make sure that the mobile beacon node fully covers the
entire deployment area, thus making it suitable for static
WSNs. In dynamic WSNs in which the location of a sensor
node may change from time to time due to mobility or the
network environment, the SLMB scheme can be enhanced
so that the mobile beacon node will periodically traverse the

network to calculate and update the information on sensor
locations. The interval between repeated SLMB applications
can follow a strategy that can be determined based on
application requirements as well as network environments.
In addition, we can also adapt the basic SLMB scheme for
huge WSNs by dividing the sensor deployment area into
multiple regions and then deploying multiple mobile beacon
nodes in the area with each for a different region to meet
the real-time requirement of sensor localization. The model
allows us to derive satisfactory localization results by making
each beacon node cover minimum number of collection
points with particular time constraints to achieve desired
performance for sensor localization.

As it has been widely known, the application of WSNs has
now spread to a lot of different areas including those in harsh
environments such as battlefields and wildlife monitoring
as well as many emerging applications in our daily life.
Both distributed and centralized sensor localization schemes
have their distinctive strengths and weaknesses to deal with
different application scenarios. In a harsh environment
where it is almost impossible for human beings to get near
the sensors, a remotely controlled wireless mobile device can
be used to traverse the deployment area acting as the beacon
node to accomplish the functionality of sensor localization.
If there are mountains and hills in the deployment area, we
can manage to map the three-dimensional area into our two-
dimensional model and thus still use a wireless flying device
to collect location information from the sensor nodes. If
sensor nodes are deployed in a well-developed area, a vehicle
can be operated to move along a designated route to cover
the entire deployment area to collect location information
from the sensor nodes. In extreme situations where it is not
feasible to use a mobile device as the beacon, distributed
sensor localization algorithms should be considered as a
complementary scheme. As WSNs find more and more
diverse applications ranging from traditional applications to
the Internet of Things scenario, there are certainly many
applications in which our SLMB scheme can be used to
perform sensor localization to achieve a wide variety of
performance objectives.

We also would like to note that the proposed SLMB
scheme is appropriate for WSNs that do not have a too high
requirement on the accuracy of localization. To improve the
accuracy of localization though, we can increase the number
of collection points for the mobile beacon node to collect
more position information about unknown sensor nodes
and calculate the positions of the unknown sensor nodes
through maximum likelihood estimation, which is a future
work in our research in which we will demonstrate how
accuracy improves along with the increase in the number
of collection points. This is a tradeoff between accuracy
and required completion time in addition to some other
considerations such as the cost of communication and
computation.

4. Simulation and Analysis

4.1. Performance on Sensor Localization. We have per-
formed several simulations to evaluate the performance of
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the proposed SLMB scheme on sensor localization. The
network configuration for our first simulation is set up as
follows: there are 50 unknown sensor nodes and a mobile
beacon node deployed randomly in an area of 800 × 800 m2.
The transmission range R of the wireless nodes is set up to
be 100 m. The distance error and angle error between the
mobile beacon node and any unknown sensor node are set
up in the range of 0–0.05 and 0–0.05∗ π, respectively.

We compare localization error between our proposed
SLMB scheme and a localization scheme based on the general
mobile path (LBGM). Localization error is an important
metric to measure the performance of sensor localization
in WSNs, which is the distance between localization coor-
dinates and the actual coordinates calculated using (12) in
which (xU , yU) and (x′U , y′U) denote the measured and the
actual coordinates of unknown sensor node U , respectively.

eU =
√(

xU − x′U
)2 +

(
yU − y′U

)2
. (12)

The simulation results on localization error for 50
unknown sensor nodes are shown in Figure 5 from which
we can see that there are several unknown sensor nodes that
have an localization error of infinite value, which means that
these nodes cannot be located using the LBGM scheme. Our
proposed SLMB scheme is shown to be more effective, for
it can improve the success rate of localization of unknown
sensor nodes for about 20% while reducing localization
errors in general.

Since there are a variety of applications that need
the location information about deployed sensor nodes but
sensors may be different, it is worthwhile to investigate the
performance of the proposed SLMB scheme for different
network sizes in terms of coverage area and for different
transmission ranges of the sensor nodes. We hereby use
the notion of average localization error in evaluating our
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various network sizes.

SLMB scheme using (13) in which N denotes the number
of unknown sensor nodes in a network as follows:

e =
∑N

i=1 ei
N

. (13)

We first investigate the effect of network size on sensor
localization. In the evaluation, 100 unknown sensor nodes
and a mobile beacon node are deployed in the network,
the network is set up to cover an area of 500 ∗ 500 m2,
600∗600 m2, 700∗700 m2, 800∗800 m2, 900∗900 m2, and
1000∗1000 m2, respectively, and R is set up to be 100 m. The
distance error and angle error between the mobile beacon
node and any unknown sensor node are also set up in the
range of 0–0.05 and 0–0.05∗ π, respectively.

The average localization error of the unknown sensor
nodes using the proposed SLMB scheme and that using the
LBGM scheme are shown in Figure 6 and the success rates
of localization of these two schemes are shown in Figure 7.
From these two figures, we can see that our SLMB scheme
is more effective in covering the entire network area and in
improving the accuracy of localization of unknown sensor
nodes.

We then investigate the effect of transmission range of
the nodes on localization. In the evaluation, 100 unknown
sensor nodes and a mobile beacon node are deployed in a
network area of 600 ∗ 600 m2, and the transmission range
of the wireless nodes is set up to be 50 m, 60 m, 70 m,
80 m, 90 m, and 100 m, respectively. The distance error and
angle error between the mobile beacon node and unknown
sensor nodes are also set up in the range of 0–0.05 and 0–
0.05 ∗ π, respectively. The average localization errors for
the 100 unknown sensor nodes using the proposed SLMB
and the LBGM schemes as well as the localization success
rates are shown in Figures 8 and 9, respectively. From these
two figures, we can see that the SLMB scheme can achieve
better performance both on localization accuracy and on
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Figure 7: Success rate of sensor localization for various network
sizes.
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Figure 8: Average localization error of unknown sensor nodes for
various transmission radiuses.

localization success rate with very stable results. The reason
for the small difference shown in Figure 8 in localization
accuracy between SLMB and LBGM is that it only includes
the simulation results of those nodes that can be successfully
located.

Finally, we investigate the performance of the SLMB
scheme in terms of its ability of resisting against wormhole
attacks. We randomly distribute two pairs of wormhole
attackers in the experiment environments that we set up
above for various network sizes and different transmission
radiuses. The average localization errors of the unknown
sensor nodes under these two environments are shown in
Figures 10 and 11, respectively, from which, we can see
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Figure 9: Success rate of localization for various transmission
radiuses.
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Figure 10: Average localization error for various network sizes in a
hostile environment.

that the SLMB scheme is able to fight against wormhole
attacks, thus improving the localization accuracy for WSNs
compared to normal localization by using a mobile beacon
(NLMB).

4.2. Performance on Energy Consumption. Batteries are usu-
ally used to supply power in the sensor nodes in WSNs, and
a sensor node is considered to be no longer functional when
the battery in the node is exhausted. Therefore, the efficiency
of energy usage must be considered in any protocol design
for WSNs. The energy consumption of a sensor node mainly
consists of energy consumption for data transmission and
that for data processing. We now analyze the performance
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of SLMB with respect to energy consumption and compare
it to DV-Hop [12], a classic distributed sensor localization
method.

First, let us develop an energy consumption model for
the proposed SLMB scheme. In our model, the operations
in each sensor node that consumes energy include data
transmission, data reception, and position calculation, and
the energy consumed for each of these operations is denoted
as Es, Er , and Ec in which it is widely recognized that
Es and Er are normally much higher than Ec. The total
amount of energy consumed by each sensor node can then
be calculated using Formula (14) in which Es and Er can
be calculated using formulas (15) and (16), respectively.
In all the formulas, k1 and k2 denote the number of bits
that have been sent and received, respectively, during sensor
localization and E0 denotes energy consumption for sending
or receiving a single bit of data. Energy consumption for
sending a message includes two parts; one is calculated based
on the amount of data sent and the other is on the distance
between the sender and the receiver that we denote as Es1
and Es2, respectively, and d is the distance and x a constant
multiplier.

E = Es + Er + Ec, (14)

Es = Es1 + Es2 = E0 ∗ k1 + x ∗ k1 ∗ d2, (15)

Er = E0 ∗ k2. (16)

In our SLMB scheme, we assume that the amount of
data is fixed and is the same for every message sent and
received and that any data that is sent by a node can be
received by all the neighboring nodes within the radius of
the communication of the sending node. We now compare
the performance on energy consumption of SLMB to that
of DV-Hop. In DV-Hop, an unknown sensor node needs to
transmit localization information through multiple hops and
calculates its position coordinates by itself.

The network configuration for our simulation on energy
consumption is set up as follows: 500 unknown sensor nodes
are deployed randomly in an area of 500 × 500 m2; the
transmission range R of the wireless nodesis assumed to be
50 m. We can then get E0 = 50 nj/bit and x = (0.1 nj/bit)/m2.
The localization results may also need to be updated in some
applications. Thus, we evaluate the performance on energy
consumption for multiple applications of sensor localization,
and the results for the accumulative energy consumption
are shown in Figure 12. We now investigate the energy
consumption for varying numbers of unknown sensor nodes
in the network, and the results are shown in Figure 13.

We can see from the above evaluation that energy
consumption in SLMB is much smaller than that in DV-
Hop. SLMB can keep energy consumption at a very low level
with various numbers of unknown sensor nodes, especially
for some networks in which multiple applications of sensor
localization are needed. Under both circumstances, our
proposed SLMB scheme achieves a much better performance
on energy consumption. Another obvious advantage of
the SLMB scheme is that it not only can lower energy
consumption in each sensor node, but it can also keep
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Figure 11: Average localization error for various transmission
radiuses in a hostile environment.

1 2 3 4 5 6

Number of times for localization

SLMB
DV-Hop

8E+008

7E+008

6E+008

5E+008

4E+008

3E+008

2E+008

1E+008

0E+000A
cc

u
m

u
la

ti
ve

 e
n

er
gy

 lo
ss

 o
f 

th
e 

n
et

w
or

k 
(n

J)

Figure 12: Accumulative network energy consumption for multiple
applications of sensor localization.

energy consumption evenly across all the unknown sensor
nodes in the network, thus preventing some unknown sensor
node from exhausting energy prematurely and becoming
unusable before some others and, as a result, prolonging
the life of the network. The main factors that lead to the
improved performance are that the SLMB scheme has been
designed to achieve the goals of reducing the number of
data transmissions, making the unknown sensor nodes in the
network transmit messages with same amount of data and
same signal strength, all contributing to significant reduction
in the total amount of energy consumed in unknown sensor
nodes for the functionality of sensor localization.
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5. Conclusions

In this paper, we presented a secure centralized localization
scheme by using a mobile beacon node. In the scheme, the
mobile beacon node is responsible for collecting information
about position relationship with unknown sensor nodes and
for sending the information to the base station where the
positions of the unknown sensor nodes are calculated. The
scheme can greatly reduce the computation cost compared
to distributed localization algorithms and lower the commu-
nication overhead for sending position information to the
base station compared to some other centralized localization
algorithms for the unknown sensor nodes. In the scheme,
most work on collecting and sending information is done by
the mobile beacon node, thereby also reducing the security
risks in sensor localization. Specifically, the proposed scheme
is designed to resist wormhole attacks in localization to
improve the security. The scheme also includes a mathemat-
ical computation model to determine the collection points
for the mobile beacon node to completely and efficiently
cover the entire sensor network. The proposed scheme only
requires that the beacon node to have an antenna array.

In the future, we will extend our secure localization
scheme to improve the security of localization in the presence
of other kinds of malicious attacks without incurring too
much computational overhead and communication cost. We
will also investigate the performance of sensor localization
schemes that use different mobile beacon paths, different
types of deployment, and different transmission radius for
the sensor nodes.
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