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PP-1is a scalable block cipher which can be implemented on a platform with limited resource. In this paper, we analyze the security
of PP-1by using truncated differential cryptanalysis. As concrete examples, we consider four versions of PP-1, PP-1/64, PP-1/128, PP-
1/192, and PP-1/256. Our attack is applicable to full-round versions of them, respectively. The proposed attacks can recover a secret
key of PP-1 with the computational complexity which is faster than the exhaustive search. These are the first known cryptanalytic

results on PP-1.

1. Introduction

Recently, the research on lightweight block ciphers has
received considerable attention. Since these can be efficiently
implemented under restricted resources such as low-cost,
low-power, and lightweight platforms, they are applicable
to low-end devices such as RFID tags, sensor nodes, and
smart devices [1-6]. So far, many lightweight block ciphers
(eg, HIGHT [7], CLEFIA [8], KATAN/KTANTAN [9],
PRINTCIPHER [5], and PP-1 [10]) have been proposed.

PP-1 is an involutional SPN block cipher which can
be implemented on a platform with limited resources. It
supports the scalability, which allows using different data
block sizes and secret key sizes. In detail, PP-1 is an n-bit
scalable block cipher and supports n/2n-bit secret keys.
(n = 64,128,192,...). It uses an 8 x 8 S-box which is an
involution and a bit-oriented permutation which is also an
involution. As a result, it is a totally involutional cipher. To
our knowledge, there is no cryptanalytic result on PP-1.

In this paper, we analyze the security of PP-1 on truncated
differential cryptanalysis. As concrete examples, we consider

four versions of PP-1, PP-1/64, PP-1/128, PP-1/192, and PP-
1/256. Here, 64, 128, 192, and 256 indicate the length of
data blocks. Our attack is applicable to full-round versions
of them, respectively. Our attack results are summarized in
Table 1. Here, PP-1/n_k means an n-bit PP-1 which supports a
k-bit secret key. Note that since our attacks do not use the
property of the key schedule of PP-1, the data complexity
and the memory complexity of the attacks on PP-1/n_k
and PP-1/n_2k have the same value. From this table, our
attacks can recover a secret key of PP-1 with the computa-
tional complexity which is faster than the exhaustive search.
These results are the first known cryptanalytic results on
PP-1.

The rest of this paper is organized as follows. In Section 2,
we briefly present PP-1. In Section 3, differentials on PP-1
are derived, and their probabilities are computed. Truncated
differential cryptanalysis on each version of PP-1is proposed
in Sections 4, 5, and 6, respectively. Finally, we give our
conclusion in Section 7.
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FIGURE I: (a) The round function of PP-1 and (b) the nonlinear function NL;.
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TABLE 1: Our attack results on PP-1.

Target Data Memory Computational
algorithm complexity ~ complexity complexity
PP-1/64_64 2529 Cp 2917 fyytes 2% encryptions
PP-1/64_128 22! encryptions
PP1/128128  jisas p s bytes 2'94 encryptions
PP-1/128_256 2'%% encryptions
PP-1/192_192 2157485 CP 235‘44 bytes 215785 enCrthiOnS
PP-1/192_384 2% encryptions
PP-1/256256 2210.84 CP 224.84 bytes 2210'84 enCryptiOnS
PP-1/256_512 2% encryptions

PP-1/n_k: an n-bit PP-1 with a k-bit secret key.
CP: chosen plaintexts.

2. Description of PP-1

PP-1 is an n-bit scalable block cipher and has r-round SPN
structure (n = 64,128,192,...). The length of a secret key
is n or 2n bits. In [10], the designers of PP-1 proposed the
following four versions of PP-1 as concrete examples.

(i) PP-1/64: n = 64, r = 11, that is, a 64-round block
cipher with 64/128 bit secret keys and 11 rounds.

(ii) PP-1/128: n = 128, r = 22, PP-1/192: n = 192, r = 32,
PP-1/256: n = 256, r = 43.

For the simplicity of notations, we denote an n-bit PP-
1 with a k-bit secret key PP-1/n_k. And input/output values
and a round key in round i are denoted by I', O', and RK’,
respectively (i = 1,...,7).

We omit the key schedule of PP-1, as it is not effectively
used in our attack.

2.1. The Round Function. As shown in Figure 1(a), the round
function of PP-1 consists of (1/64) nonlinear NL functions
(NLg, ..., NL(,/s4-1y) and an n-bit involutional permutation
P. For example, when n = 64, the round function uses
only NL,. Note that P is not conducted in the last round.

(NLg, ..., NL(,/64-1)) have the same structure but different
round keys are used.

In round i, two n-bit round keys RK = (RKi , RK"I) are
used as follows:

RK{, = RK [+ | RK{y,y /6415 o
RKll = RKllo [ RKll(n/6471)'

Here, NL; takes 128 bit sub-round key (RKf)j,RK"U) (G =
0,...,(n/64 -1)).

2.2. The Nonlinear Function NL. In round i, NL; outputs a
64 bit value from a 64 bit input value and a 128 bit subround
key (RK:)j, RK’lj)(j =0,...,(n/64—-1)). It consists of one 8 x 8
S-box S, XOR(®), addition(m), and substraction(8) modulo
2% (see Figure 1(b)).
A 128 bit sub-round key (RK, It RK ;) is divided into eight
8 bit elementary keys as follows, respectively:
RKj; = RK} o |-+ | RKj
, , : )
RK}; = RK} |+ | RK} ;.
Thus, each elementary key is XORed or added or subtracted
with an 8 bit intermediate value. For example, RKi1 jois XORed

with the 8 bit output value of the first S-box.

2.3. The Permutation Function P. P is an n-bit involutional
bit-oriented permutation. It is constructed by using two
algorithms, the auxiliary algorithm (Algorithm1) to com-
pute auxiliary permutation Prm and the main algorithm
(Algorithm 2) to compute permutation P.

For example, the 128 bit permutation P is obtained as a
result of 64 calls of Algorithm 2 for a pair numbered as pro
from 1 to 64, the number of block bits nBb = 128 and the
number of S-box bits nSb = 8. When pro = 2, the value y of
Prm is equal to 9 and the resultant pair (px, py) = (3,18). It
means that the third bit of the input value is mapping to the
eighteenth bit of the output value.
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(1) nS <« nBb div nSbh.

(2) Sno < (x modnS) + 1.
(3) Sb — ((x—1) divnS) + 1.
(4) y « (Sno—1) - nSb + Sb.
(5) Return y.

ALGORITHM 1: Prm(x, nBb, nSb).

(1) y « Prm(pno, nBb div 2, nSb div 2).
(2) px —2- pno—1.

G)pye=2-y.

(4) Return (px, py).

ALGORITHM 2: P(pno, nBb, nSb).

3. Construction of Differentials on PP-1

In this section, we introduce the methodology of constructing
differentials on PP-1used in our attacks. For the simplicity of
notations, we define the following notations.

(i) (@ — p),: at-round differential characteristic where
input/output differences are « and f3, respectively.

(ii) [« — pl;: a t-round differential where input/output
differences are o and 3, respectively.

(iii) (a, x): a byte string where the ath byte value is x and
the other bytes are zero (the index of the left most byte
is 0).

3.1. Differential Characteristic on PP-1. In general, a differ-
ential characteristic with the higher probability passes less
nonlinear operations, such as S-box, than it with the lower
probability. Recall that a NF-function consists of S-box,
addition, substraction, and XOR. Among these operations,
nonlinear operations are S-box, addition, and subtraction.
Thus, in order to construct a differential characteristic with
a high probability, we should avoid them.

We examined such differential characteristics on PP-1. As
a result, we found several t-round differential characteristics
with a probability of 277*. For example, in the case of PP-
1/64, we can construct ((7,0x01) — (7,0x01)), with a
probability of 277*, This characteristic passes only one S-
box in each round and the probability that S-box outputs an
output difference 0x01 from an input difference 0x01 is 277.

We expect that this type of difference characteristics
have the highest probability. That is, they pass least S-boxes,
addition operations, and subtraction operations. We extend
it to differentials in the next subsection.

3.2. Finding of Differentials with a High Probability. The prob-
ability of a differential is computed by adding the probabilities
of all differential characteristics which are included in it.
The more differential characteristics with a high probability
a differential includes, the higher its probability is. Thus, in

order to find a differential on PP-1 with a high probability, we
consider the following criteria.

(i) In each round, a differential characteristic has only
one active S-box.

(ii) In each round, a differential characteristic does not
pass addition/subtraction operations.

The probabilities that all t-round differential character-
istics satisfying the above criteria are at least 277", since
the minimum probability from the difference distribution
table on S-box is 277, Thus, we measure the probability of a
differential by counting only the number of differential char-
acteristics which satisfy the above criteria and are included
in it. That is, if there are w such differential characteristics,
the probability of a differential including them is at least
w - 277", On the other hand, in the case of differential
characteristics which do not satisfy the above criteria, they
pass the additional nonlinear operations in each round. In
this case, the probabilities of them are much smaller than
277 Thus, we expect that differential characteristics which
do not satisfy the above criteria depend on the probability of
a differential less.

In order to count efficiently differential characteristics
satisfying the above criteria, we consider differences &’
satisfying the following conditions.

(i) & = (a,x) where (a mod 8) € {0,2,5,7} and x is a
nonzero byte value.

(ii) P(8) = (b, y) where (b mod 8) € {0,2,5,7} and y is
a nonzero byte value.

Let 9 be a set containing such &’s. We can easily prove that
all ¢t-round differential characteristics satisfying the above
criteria include (§; — 8]-)1 in each round (51-,6]» € D). It
means that we only need to consider & in order to find all
differential characteristics holding the above criteria.

Let N((?i,&j,t) be the number of (§;, — 8j)t. For each
d; and §; included in &, we compute w using the following
recurrence relation:

N(8,8,t+1)= Y N(8,001) N (8:0;t). 3)
8,€D

Since N(§;, 64, 1) is compute by using the difference distri-

bution table for an S-box of PP-1, we can easily compute

N(6;,0, 1) for given ¢.

For example, we found twenty one &’s for PP-1/64 (see
Table 2). As a simulation result, N((7,0x01), (7,0x09),8)
is 8429. It means that the probability of [(7,0x01) —
(7,0%09)], is 27 *>%(= 8429 - 277%),

4. Truncated Differential Analysis on PP-1/64

In this section, we propose truncated differential analysis on
full-round PP-1/64_64 and full-round PP-1/64_128. Since PP-
1/64_64 and PP-1/64_128 have the same structure except the
key schedule, the attack procedures on them are similar. Thus,
we mainly introduce the attack procedure on PP-1/64_64.
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TaBLE 2: A difference set @ for PP-1/64.

(0, 0x20) (0, 0x04) (0, 0x01) (2, 0x40) (2, 0x10) (2, 0x20) (2, 0x30)

(5, 0x02) (5, 0x04) (5, 0x80) (5, 0x84) (5,0x01) (5, 0x08) (5, 0x09)

(7, 0x02) (7, 0%04) (7, 0x80) (7, 0x84) (7, 0x01) (7, 0x08) (7, 0%09)

By using the method in the previous section, we construct
forty nine 8-round differentials [P((7,«a)) — (7,B)]g (o, B €
{0x01,0x02,0x04,0x08,0x09,0x80,0x84}). And we
extend these 8-round differentials to total 1785(= 7 - 255)
9-round differentials [P((7,)) — P((7, x;))]9 (x; e X").

Here, X"’s are defined as follows (i = 1, ..., 6):
X° = {00000000,},

X" = {00002007, |? € {0, 1} - X°,

1

X* = {02002007, |? € {0,1}} - | JX,
i=0

2 .

X* = {2200%207, |7 € {0, 1}} - | JX,
i=0

3
X* = {z2002222, 2 € {0, 1}} - | JX,
i=0
\ (4)
X° = {22202222, |2 € {0,1}} - | X,

i=0

Xi

=
I
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N
N
N
N
N
N
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=
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4.1. Construction of Structures. We consider a structure S;
consisting of 256 plaintext; that is, S; = {(i || j) | j =
0,1,2,...,255} where i is a 56 bit fixed value. Then we can
compose 2" plaintext pairs for each structure. Among these
plaintext pairs, there are 27 plaintext pairs where an input
difference of round 2 is one of P((7,«)) for each «. Table 3
presents the expected number of right plaintext pairs where
an output difference of round 10 is included in P((7, x).
These values are computed as follows:

Z Z 27-Pr[[¢x—>x;]g]. ()

o xSEX"

4.2. Truncated Differential Analysis on PP-1/64. The main
idea of our attack is to exploit the fact that the expected
number of plaintext pairs where an output difference of round
10 is included in P(X) is 2% ~ 2732 for each structure
(see Table 3).

In our attack on PP-1/64_64, we first obtain a 72 bit partial
information on RK'!' = (RKél, RKil) and an 8 bit RKéor The
attack procedure is as follows (see Figure 2).

(1) Choose 2°7% structures which are composed of 256
plaintexts and obtain the corresponding ciphertexts.
From these ciphertexts, compute 2°*?°(= 21> . 2%7%%)

TaBLE 3: The expected number of right pairs for PP-1/64.

Set of output differences of The expected number of right

round 10 pairs
P((7a Xl)) 2—35.29
P((7> XZ)) 2735.27
P((7, X)) 3319
P((Z X4)) 2—32.65
P((Z XS)) 2—31.53
P((7, X6)) 2730.66

ciphertext pairs (C',C™*) (note that we can compute
total 2'° ciphertext pairs for each structure).

(2) Check that the difference AC' between ciphertext
pair (C',C"™) is 0x?2220022002222?2%; that is, ACy, =
ACf)4 = 0x00 for each i(? € {0,1}*). We keep all
ciphertext pairs passing Step (2) and the correspond-
ing plaintext pairs in a table and call a set containing
them /.

(3) Filter out the ciphertext pairs where ACSO, ACfn,
ACqy;, ACys and ACy, are not zero in /. Do the

following for the remaining ciphertext pairs:

(a) Guess an 8bit RK}(I)7 (note that this substep
indicates “Guess 1” in Figure 2).
(b) Partially encrypt all remaining ciphertext pairs
with the guessed round key RKj, to get Al
Check that AI&; is included in P(X}) from (4).
If it is included in P(X'), add the counter,
corresponding to the guessed key, to one.
(c) Output a guessed key which has the maximal
counter as a right RK}{ .
(4) From o, filter out the ciphertext pairs where
ACy,, AC;, AC, and AC, are not zero and the
ciphertext pairs considered in Step (3). Do the follow-
ing for the remaining ciphertext pairs:

(a) Check that ACy, is a nonzero value for each
remaining ciphertext pair. Partially encrypt the
ciphertext pairs passing this test with the recov-
ered round key RKj,, to obtain AI)). If this
value is not included in P(X"), filter out the
corresponding ciphertext pairs.

(b) Guess 16 bit round keys (RK(l)(ln, RK}(IH). (“Guess
2” in Figure 2).

(c) Similarly to Step (3)(b), partially encrypt the
remaining ciphertext pairs with the guessed
round keys to get Al . Check that AL} is
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" [ Fixed | Fixed | Fixed | Fixed Fixed | Fixed | Fixed | 0-255 | Plaintext
D B D B =] =] H Guess 7
S S S S S S S S
D B D =] =] D H <)
Structure <
Round 1
—
3] B ) =] =] =) H <)
S S S S S S S S
) 2] ) B =] &) H ®
I |
9-round
truncated < Round 2~Round 10
differential
L e [ B8 [ o | 8 B | e [ B | o |
L o | B [ o [ B B [ o | 88 | e |
L P |
(2] Guess 2 D Guess 6 B (&3] Guess 5 2]
S S S S S S S S Round 11
Guess 4 Guess 2 &3] Guess 6 H Guess 3 Guess 5 Guess 1
| [ [ACy, = 0x00] [AC,, = 0x00] | | | Ciphertext

FIGURE 2: The attack procedure on full-round PP-1/64_64.

included in P(X?) from (4). If it is included in
P(X?), add the counter, corresponding to the
guessed key, to one.

(d) Output a guessed key which has the maximal
counter as right RK}}, and RK};, .

(5) From &/, discard the ciphertext pairs where
ACy,, AC,, and AC are not zero and the ciphertext
pairs considered in Step (3) and (4). Do the following
for the remaining ciphertext pairs:

(a) Similarly to Step (4)(a), filter out the ciphertext
pairs where A} and AI)] are not included in
P(X') and P(X?), respectively.

(b) Guess an 8 bit round keys RKi(I)S. (“Guess 3” in
Figure 2).

(c) Similarly to Step (4)(c), check that AI&; is
included in P(X?). Output a guessed key which
has the maximal counter as a right RK] .

(6) From o/, discard the ciphertext pairs where AC}, and

ACZ)6 are not zero and the ciphertext pairs considered
in Step (3), (4) and (5). Do the following for the
remaining ciphertext pairs:

(a) Similarly to Step (5)(a), filter out the ciphertext
pairs where AI 571 R AI&I1 and A 351 are not included
in P(X"), P(X?) and P(X?), respectively.

(b) Guess an 8 bit round keys RK],. (“Guess 4” in
Figure 2).

(c) Similarly to Step (5)(c), check that AIéS is
included in P(X*). Output a guessed key which

has the maximal counter as a right RK} .

(7) From o, filter out the ciphertext pairs where AC),
is not zero and the ciphertext pairs considered in
Step (3), (4), (5) and (6). Do the following for the
remaining ciphertext pairs:

(a) Similarly to Step (6)(a), filter out the ciphertext
pairs where AI&;, AI(}II, AI&S1 and AI&& are not
included in P(X'), P(X?), P(X®) and P(X*),
respectively.

(b) Guess 16 bit round keys (RK(I)(I)G, RK}(I)ﬁ). (“Guess
5” in Figure 2).

(c) Similarly to Step (6)(c), check that AI&; is
included in P(X°). Output a guessed key which
has the maximal counter as right RK{;, and
RK!}..

106

(8) From «, filter out the ciphertext pairs considered in
Step (3), (4), (5), (6) and (7). Do the following for the
remaining ciphertext pairs:

(a) Similarly to Step (7)(a), filter out the ciphertext
pairs where AI&;, AISII, AISSI, AI&& and AI&; are
notincluded in P(X1), P(X?), P(X?), P(X*) and

P(X°), respectively.

(b) Guess 16 bit round keys (RK};

465 RK1D,). (“Guess
6” in Figure 2).



(c) Similarly to Step (7)(c), check that AI&; is
included in P(X®). Output a guessed key which
has the maximal counter as right RK;;, and
RK ;.

(9) Getthe the corresponding plaintext pairs to all cipher-
text pairs considered in Step (3)(b), (4)(c), (5)(c),

(6)(c), (7)(c) and (8)(c), respectively. With them, do
the following:

(a) Guess an 8 bit RK(l)07 (“Guess 7” in Figure 2).

(b) Partially encrypt the plaintext pairs in Step (9)
with the guessed round key to obtain the output
difference of the 8th S-box in round 1, that is,
(P7HI?))gy

(c) If the computed difference is included in
{0x01, 0x02, 0x04, 0x08, 0x09, 0x80, 0x84},
add the counter, corresponding to the guessed
key, to one.

(d) Output a guessed key which has the maximal
counter as a right RK;,.

(10) With an 80 bit suggested round key, compute a secret
key by operating the key schedule of PP-1_64. Output
the computed secret key as a right secret key of PP-
1.64.

In our attack on PP-1/64_64, we construct 2°”*° struc-
tures which are composed of 256 plaintexts. Thus, the data
complexity of our attack is about 2*>?°(= 2°7* . 2%) chosen
plaintexts. We store all ciphertext pairs passing Step (2) and
the corresponding plaintext pairs in a table. The probability
that a ciphertext pair passes Step (2) is 27'¢. Thus, 2°¢*(=
2°229.2718) ciphertext pairs pass this step. Hence, the memory
complexity of this attack is about 2**(= 2°%%° . 2716 . 4. 8)
memory bytes.

The computational complexity of our attack is dominated
by Step (1). The computational complexity of Step (1) is
about 2% (= 27%° . 2%) encryptions. The probability that
a wrong ciphertext pair passes Step (3) is 27*°. Since the
expected number of the remaining wrong ciphertext pairs is
2737 (= 27%% . 271%) we expect that only right ciphertext
pairs are survived. From (4), we can check easily that all
ciphertext pairs where the corresponding AO'®s are included
in P(X") pass Step (3). Thus, the expected number of right
ciphertext pairs is 4(= 2°7* . 27%%%) from Table 3. The
computational complexity of Step (3)(b) is about 2354 (= 28
4 - 1/11 - 1/8) encryptions. Similarly to Step (3)(b), the
computational complexities of other steps are also small.
Hence, the computational complexity of our attack on PP-
1/64_64 is about 2** encryptions.

In the case of the attack on PP-1/64.128, the data and
memory complexities are the same as them of the attack
on PP-1/64_64. However, the computational complexity of
this attack is dominated by Step (1) and (10), since we
should do an exhaustive search for the remaining 48 bit key
information. The computational complexity of Step (1) is
about 2¥¥ (= 2%2° . 2% encryptions. In Step (10), the
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probability that a wrong key passes this step is 27°*. Thus,
it is sufficient to use just one plaintext/ciphertext pair. The
computational complexity of Step (10) is about 2**. Hence,
the computational complexity of PP-1/64_128 is about 2*2' (
2% 1 2% encryptions.

5. Truncated Differential Analysis on
Full-Round PP-1/128

Our attacks on full-round PP-1/128_128 and full-round PP-
1/128_256 use 20-round differentials which are constructed
by using the method introduced in Section 3. In detail,
in order to construct them, we consider twenty five 19-
round differentials [P((15,«)) —  (15,8)]9 (0,3 €
{0x01,0x08,0x09,0x10,0x80}). Then we extend these 19-
round differentials to total 1275(= 5 - 255) 20-round differ-
entials [P((15,«)) — P((15, y;.))]20 (y; € Y'). Here, Y's are
defined as follows (i = 1,...,7):

Y° = {00000000,},
Y! = {00002002, |2 € {0,1}} - Y°,

1

¥? = {07002002, |7 € {0,1}} - | J¥",
i=0
2 .

Y? = {22002002, |2 € {0,1}} - UY”
i=0

Y* = {22002207, |7 € {0, 1}} - | JY",
i=0

Yi

=

Y® = {22002222, |2 € {0,1}} -

1

Il
o

(6)
20

Yi

N
Il
—
~
~
~
~
~
~
~
~
8]
-~
m
—~
=
—
—
——
|
C-

I
(=}

1

In the similar manner to the previous section, we choose

a structure S; which consist of 256 plaintext; that is, S; = {(i ||

7)1j=0,1,2,...,255}, where i is a 120 bit fixed value. Then,

as shown in Table 4, we can calculate the expected number of

right plaintext pairs where AO* is included in P(15, (Yi)) for
each structure.

5.1. Truncated Differential Analysis on PP-1/128. Our attack
on full-round PP-1/128_128 is similar to that on full-round
PP-1/128_256. Thus, we mainly present the attack procedure
on PP-1/128_128. Since it is similar to the attack procedure
on full-round PP-1/64_64, we briefly introduce it. The attack
procedure on full-round PP-1/128_128 is as follows (see
Figure 3).

(1) Select 2°>% structures which are composed of 256
plaintexts and get the corresponding ciphertexts.
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[ Fixed | Fixed | Fixed | Fixed | Fixed | Fixed | Fixed | Fixed | [ Fixed | Fixed | Fixed | Fixed | Fixed | Fixed | Fixed | 0-255 |
r ® ] ® E] E] ® ] ® ® ] ® [E] E] [ ] Guess 8
S S S g S S S S S S g S S S S S
® ] ® E] E] ® ] ® ® ] ® E] E] ® ] ®

Round 1

[] B ] 8 8 [] [:1] [] [] [:1] ] 8 8 ] [:1] ]
S S S S S S S S S S S S S S S S
= [] 1] ] 8 8 [] [:1] [] [] [:1] ® 8 8 ] [:1] ]
=1
g | P |
5]
&
!
(o]
=1
g ] ] ] =] =] (] B (] ] B ® =] =] ] B ]
2 S g g S S g g g g g g S S S S S
® ::] ] 8 8 ) B ] ] B ) 8 8 ) B ]
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F1GURE 3: The attack procedure on full-round PP-1/128_128.

TaBLE 4: The expected number of right pairs for PP-1/128.

Set of output differences of The expected number of right

round 21 pairs
P15, YY) 99333
P((15,Y?)) 2758
P((15, Y?)) 9264
P((15, Y%)) 59201
P15, Y*)) 9686
P((15, Y®)) 28978
P((15,Y7)) 28892

From these ciphertexts, compute 2''%** ciphertext
pairs (C', C™).

(2) Check that ACy, = ACy, = ACy, = ACy; = ACq, =
AC}, = AC}, = AC}, = AC}, = 0 for each ciphertext
pair. We keep all ciphertext pairs passing Step (2) and
the corresponding plaintext pairs in a table and call a
set containing them .

(3) From &, filter out the ciphertext pairs where AC),,

ACZB, ACfW, ACiS, ACQS, and AC"16 are not zero. Do

the following for the remaining ciphertext pairs:

(a) Guess an 8bit round key RKﬁ7 (“Guess 1”7 in
Figure 3).

(b) Check that A11272 is included in P(Y!). Output a
guessed key which has the maximal counter as

right RKﬁT

(4) Similarly to Step (3), determine sequentially the
following right round keys.

(a) (RK%S,
(b) RK?,
(c) (RK(,,

RKT&) (“Guess 27),
“Guess 37).
RKﬁS) (“Guess 47).

(d) RK%1 (“Guess 57).
(e) (RKéfﬁ, RK%%G (“Guess 6”).
(f) RKﬁ7 (“Guess 7).

(5) Getthe the corresponding plaintext pairs to all cipher-
text pairs considered in Steps (3) and (4). With them,
do the following:

(a) Guess an 8 bit RK(I)17 (“Guess 87).

(b) Partially encrypt the plaintext pairs in Step
(5) with the guessed round key to obtain the
output difference of the 8th S-box in second NF-
function of round 1, that is, (Pil(Iz))U.

(c) If the computed difference is included in {0x01,
0x08, 0x09, 0x10, 0x80}, add the counter, cor-
responding to the guessed key, to one.

(d) Output a guessed key which has the maximal
counter as a right RK; .

(6) With an 88 bit suggested round key, do an exhaustive
search for the remaining 40 bit key information by
using one trial encryption. During this procedure,
if a 128Dbit secret key satisfies one known plain-
text/ciphertext pair, output this 128 bit secret key as
a right 128 bit secret key of full-round PP-1/128_128.

In this attack, we construct 2°>*° structures. Thus, the

data complexity of our attack on full-round PP-1/128_128 is
about 21945 (= 2945 28) chosen plaintexts. In Step (2), since
the probability that a ciphertext pair passes Step (2) is 2772,
we store 2°%4 (= 2194 . 2772) ciphertext pairs pass this step
and the corresponding plaintext pairs in a table. Thus, the
memory complexity of this attack is about 2*+** (= 27%%°.4.16)
memory bytes. The computational complexity of this attack
is dominated by Step (1), that is, about 210345 29545 . 8y
encryptions.

In the case of the attack on full-round PP-1/128_256, the
data and memory complexities are the same as them of the



attack on full-round PP-1/128_128. However, the computa-
tional complexity of this attack is dominated by Step (6), since
we should do an exhaustive search for the remaining 168 bit
key information. In Step (6), the probability that a wrong
key that passes this step is 272, Thus, this step needs two
plaintext/ciphertext pairs. The computational complexity of
Step (6) is about 2168(x 168 p168.7128) encryptions. Hence,
the computational complexity of our attack on full-round PP-
1/128_256 is about 2'°® encryptions.

6. Truncated Differential Analysis on
Full-Round PP-1/192 and PP-1/256

This section introduces our attack results on full-round PP-
1/192 and full-round PP-1/256. Overall, the attack procedures
on them are similar to the attack procedures on PP-1/64.
Our attacks on full-round PP-1/192 uses 2%
structures S; = {(i | j) | j = 0,1,2,...,255}, where
i is a 184Dbit fixed value. First, we construct thirty six
29-round differentials [P((23,a)) — (23,B)] (&, €
{0x01, 0x02, 0x08, 0x09, 0x40, 0x80}). Then we extend
these 29-round differentials to total 1530(= 6-255) 30-round
truncated differentials [P((23,a)) — P((23, y}))]30 (y;. €

Y"). Note that Y”s used in this attack are the same as them
in the attack on full-round PP-1/128. Table 5 presents the
expected number of right plaintext pairs where AO®' is
included in P(23, (Y")) in each structure. The complexities of
our attacks are as follows.

PP-1/192_192(PP-1/192_384)

(a) The data complexity: about 2'°7%° chosen plaintexts.

44
235

(b) The memory complexity: about memory bytes.

(c) The computational complexity: about 215785229
encryptions.

In the case of PP-1/256, we consider 2298 structure

S =14G I /) | j = 0,1,2,...,255}, where i is a 248 bit
fixed value. And we construct 204041-round differentials
[P((31,)) — }3‘((31,)/;))]41 (e € {0x01, 0x02, 0x04, 0x08,
0x09, 0x10, 0x40, 0x80}) (¥; € Y’). Note that Y"s used in
this attack are also the same as them in the attack on full-
round PP-1/128. Table 6 presents the expected number of
right plaintext pairs where AO* is included in P(31, (Y")) in
each structure. The complexities of our attacks are as follows.

PP-1/256_256(PP-1/256_512)

210.84

(a) The data complexity: about 2 chosen plaintexts.

224‘84

(b) The memory complexity: about memory bytes.

(c) The computational complexity: about 2210845432y

encryptions.
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TABLE 5: The expected number of right pairs for PP-1/192.

Set of output differences of The expected number of right

round 31 pairs
P((23, YY) 514785
P((23,Y?)) H-147.01
P((23,Y%)) 14593
P((23, YY) 14548
P((23,Y")) 14438
P((23,Y)) 514326
P((23, Y7)) 2—142.38

TABLE 6: The expected number of right pairs for PP-1/256.

Set of output differences of The expected number of right

round 42 pairs
P((31, YY) 20073
P((31, Y?)) 220084
P((31, Y?)) 19989
P((31, YY) 19923
P((31, Y?)) 519810
P((31, Y®)) 19709
P((31, Y7)) 519618

7. Conclusion

In this paper, we have presented the first known cryptanalytic
results of four concrete versions of a scalable block cipher
PP-1, full-round PP-1/64, full-round PP-1/128, full-round PP-
1/192, and full-round PP-1/256, by using truncated differential
cryptanalysis. As summarized in Table 1, our attacks on these
algorithms require computational complexities smaller than
the exhaustive search. These results indicate that PP-1 is
vulnerable to truncated differential cryptanalysis and that it
is insecure.
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