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With large-scale and rapid development in wireless sensor networks (WSNs), there is great demand to adopt security mechanisms
for secure wireless communication. WSNs have many fields of applications that are playing an essential role in increasing
productivity and reducing cost. The restricted and constrained nature of sensors along with potentially dynamic behavior of
WSNs demands the proper implementation of framework for secure communication in order to prevent attacker from illegally
accessing or altering the transmission. We proposed a framework for secure wireless communication in WSNs which consists of
four modules, that is, redundancy checker, message prioritization mechanism, malicious node verification, and malicious data
verification. Detailed results of security and performance analysis have been realized for comparison and evaluation with complete
implementation using NS2 network simulator. The proposed framework presents numerous interesting features which proofs
acceptable performance for malicious node and data detection in WSNs.

1. Introduction

Recent advances in wireless senor networks (WSNs), which
are typically composed of low power, small microprocessors,
powerful base stations, and a large number ofmultifunctional
resource-constrained sensor nodes [1, 2], have attracted
significant attention from industries and academics and are
an interesting topic of continuous research. These resource-
constrained devices provide sensing functionality when
they are networked together over a wireless medium. The
dynamic, self-directed and distributed network environment
of sensor devices in WSNs leads them to depend on sensors
functionality. In WSNs, all sensor nodes communicate and
collaborate for a special purpose and common goal.They can
be used to collect and process certain physical information
and data from the environment such asmechanical, tempera-
ture, light, radiation, and optical readings, to transmit on base
stations. These features and characteristics of WSNs enables
wide range of applicability in various applications of environ-
ment monitoring, logistic and health care applications, mili-
tary operations, and so forth [3–7]. WSNs can be configured

as heterogeneous, homogeneous, hierarchical, or distributed.
It depends upon requirements with available hardware and
network settings options. For example, the design of hier-
archical wireless sensor network depends on the capabilities
and functionalities of base station, head, and sensor devices as
shown in Figure 1. Sensor devices are mostly used for special
purposes and they require less power and processing time.
They collect data from deployed environment and transmit
to nearest head device.The head device is responsible for col-
lecting and processing data gathered from near sensors and
forwarding it to base station. Base station further processes
the data gathered fromhead devices tomake itmeaningful for
other networks. The base stations are more powerful and can
process large data. In distributed or any other wireless sensor
network, the capabilities and functionality of all sensors and
devices are similar as shown in Figure 2.

In many WSNs applications, these systems are deployed
in unattended, self-directed, dynamic and hostile environ-
ments. In such systems, message broadcast technique is an
efficient and common communication practice to multiple
users. Similarly, user can join the host network by queries or
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Figure 1: Hierarchical WSNs.

Figure 2: Distributed WSNs.

commands messages for obtaining desired information and
data [8, 9]. The use of wireless technology for messages and
data transmission requires proper implementation of secure
wireless communication framework. Due to the deployment
nature andwireless communication, attacker can easily access
the transmission, can threaten other users, capture data, and
alter or misuse communication illegally. Therefore security
becomes serious issue and concern to prevent illegal use
or access and protect broadcast messages from various
malicious attacks.

In this paper we propose a framework for secure wireless
communication to ensure that sensor node communicates
secure information to its neighbor through WSN. We eval-
uate two study scenarios for the broadcast message on WSN
to demonstrate the security and performance. The detailed
quantitative analysis and experiment show that the proposed
framework is greatly superior to the traditional methods and
techniques for WSNs in terms of energy consumption and
transmission delay of the whole network. It reduces network
load using redundancy checkermodule by removingmessage
redundancy. It is suitable and practical for malicious nodes
and detection as compared to existing approaches. Proposed
framework supports message prioritization mechanism to
ensure more access for network and user traffic as required.

2. Related Work

Many techniques and approaches regarding detection and
management of malicious nodes, malicious data, errors, or
faults have been published during the last years for secure
communication in wireless sensor networks. However,WSNs
are susceptible to several security threats and vulnerable to
many attacks due to the broadcast nature of data communica-
tion. In addition, sensor nodes are more susceptible to attack
or danger as they are placed in unattended, self-directed,
dynamic, and hostile environments [10]. In [11] Raya and
Hubaux presented a security architecture for security and pri-
vacy. In [12] Golle et al. proposed a malicious data detection
and correction technique based on sensor data and neighbor
information. It allows malicious node to perform malicious
activities that provides redundant and position information
of neighbors in order to detect and correct malicious data. In
order to remove malicious nodes, Xiao et al. [13] proposed a
scheme based on signal strength that can verify the position
to localize and detect.The proposed scheme does not provide
acceptable security and comes up with weakness especially
against spoof attacks. Again they proposed two static algo-
rithms based on traffic patterns and base stations to overcome
the weakness and reduce the effect of malicious nodes.

It is important that system must be able to detect mali-
cious nodes fromWSNs with acceptable performance. How-
ever, it is difficult to detect malicious nodes due to dynamic
nature and lack of proper implementation of WSNs. Many
applications suffer because of various security attacks and
vulnerabilities, for example, denial of service, malicious node
attack, impersonation, copyright and privacy violation, and
so forth, due to lack of proper implementation and dynamic
nature [14]. Authentication, confidentiality, integrity, and
nonrepudiation are also very important and essential security
requirements of wireless communication [15]. In denial of
service (DoS) attack, attacker attempts to disrupt, subvert, or
destroy a network [16]. A DoS attack decrease the network
capacity in terms of size, extent, and range in order to reduce
network performance from expected functions. Due to the
broadcast nature of communication, any attacker can access
or use communicated messages and data illegally. Using
intrusion or any transmission access techniques, attacker can
get important information like location, IDs, timestamps or
any specific information, and so forth. WSNs basically adopt
neighbor trust model in which sensor nodes rely on neighbor
sensor node for message forwarding. In such trust model
attacker can exploit communication by selective forwarding
attack [17]. Attacker can create malicious node by simply
dropping received messages in order to confuse the network
transmission that some or all messages are not delivered or
dropped. Thus, neighbor should find alternative route for
communication, and in the same manners messages can be
tampered before forwarding by malicious nodes.

3. Proposed Framework

Generally a secure wireless communication framework
requires especial and careful design and implementation
that deals with resources constrains while ensuring better
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performance and efficiency along with flexibility and ease
to use application access and processes. In order to provide
such a secure framework for WSNs we have made a few
reasonable assumptions. We assumed that the base stations
and head nodes are secure and attackers cannot access or
use them illegally. The proposed framework does not aim
any sort of trust assumptions on the wireless communication
with the apparent fact of nonzero probability of messages
deliveries. Secure communication framework design should
build robust and trustworthy system with untrustworthy
modules and should have ability to perform well when
need arises. Security framework should also work with the
same features if change occurs in the system of addition or
updating in the network nodes, thus providing scalability
with minimum errors.

Our proposed securewireless communication framework
for WSNs is composed of four core modules, called

redundancy, message prioritization mechanism, malicious
node, and data verification. The block diagram of the
proposed framework is given in Figure 3. The system
performs the following operation steps in sequential manner
in order to ensure secure communication.

Step 1. Sensor 1 wants to share some information with Sensor
2 as message.

Step 2. System sends message to redundancy checker for
verification and checking of message redundancy.

Step 3. If the message is redundant than system discard else
return for forward. At this stage all redundant messages are
discarded and only newly issued messages can be forwarded.

Step 4. System forwards new message for assigning priority
value. Priority checker returns back priority value to the
system.

Step 5. After performing redundancy checking and priorities
for the message, it performs malicious node verification for
ensuring security. The malicious node verification module
replies to forward the message for further verification or
discard.

Step 6. If the node is malicious, then data is discarded;
otherwise it returns to system.

Step 7. At the end, the system verifies the message for the
presence of malicious data and finally decides to forward the
message for further communication or discard.

Step 8. If it is found that message contains malicious data
then it is discarded; else it is delivered to neighbor node safely.
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Table 1: Simulation parameters.

Parameters Values
Channel Wireless
Sensor nodes 𝑁

Protocol MAC 802.11
Radio propagation model Two-ray ground
Time 50 seconds
Data Multimedia

The description of basic functions and assumptions of
each module is listed below.

(i) Redundancy checker: in this system, each sensor
node is responsible for maintaining unique message
ID table of received messages. During communica-
tion redundancy checker utilizes the unique message
ID to detect or discard the redundant messages.

(ii) Message prioritization mechanism: prioritization
mechanism computes and compares the message
priority values with other messages. By default, it
assigns higher priority to all safety messages.

(iii) Malicious node verification: the malicious node veri-
fication process is done using signal strength.

(iv) Malicious data verification: the malicious data veri-
fication process is done using existing messages and
node position.

4. Implementation and Results

This section will briefly provide an overview on the imple-
mentation and results of the proposed framework. Simu-
lations have been performed and observed for multimedia
streaming in a wireless sensor network scenario. We assume
that the sensor nodes are uniformly distributed and deployed
in the field with support of an underlying MAC protocol
802.11 and a two-ray ground model for the wireless chan-
nel access. A two-ray ground radio propagation model is

used that is an empirical mathematical formulation for the
characterization of radio wave propagation [18]. It considers
direct and ground paths between two wireless sensor nodes
using radio waves propagation. Sensor node can access,
channel via MAC protocol after exchanging messages with
neighbors. The mobility model is implemented using Man-
hattan Mobility Model [19]. Multimedia traffic is generated
using EvalVid [20]. We perform data availability test by
measuring time that elapses to send and receive data traffic
to ensure data availability for all network nodes. Detailed
simulation results of security and performance analysis have
been realized for comparison and evaluation with complete
implementation using NS-2 [21] on Cygwin [22]. Experiment
control parameters with values used in simulation are given
in Table 1.

The performance of the proposed framework highly
depends on proper implementation and deployment of
WSNs. To analyze the performance of the proposed frame-
work, we conduct two studies to verify the secure wireless
communication in WSNs and simulate the data traffic and
compute throughput, delay, and PSNR for comparison and
evaluation.

(i) Throughput: in a random network that consists of
𝑁 nodes where each node 𝑆 has a randomly chosen
destination node 𝐷 and can transmit at 𝑡 bits-per-
second, throughput is scaled as

Θ(
1

√𝑛 log 𝑛
)

1

per 𝑆-𝐷 pair. (1)

A throughput 𝑡 > 0 is feasible if every node in a
network can send 𝑡 bits-per-second.

(ii) Delay: the delay is the time of a packet to reach the
destination after leaving source in a network.

(iii) Peak signal noise ratio (PSNR): PSNR is used to
measure the error between transmitted multimedia
data and the original data.The equation below defines
the PSNR between component 𝑌 of source 𝑆 and
destination𝐷:

PSNR (𝑛) = 20log
10

{{
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{
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2

}}

}}

}

, (2)

where𝑀peak = 2
𝑚
−1 and𝑚: number of bits per pixel.

In the first scenario, we measure the delay, PSNR, and
throughput without using the proposed framework. In the
second scenario, we perform the same analysis by implement-
ing the proposed framework for detection of malicious node
and data. In these simulations, we assume that each sensor
can only directly communicate with its neighbor sensors.
Sensor node 1 wants to send its secure message to Sensor

node 2. The secure message will be communicated through
the proposed framework and verified for malicious node and
data identification. To give a detailed experiment analysis,
we further analyze and compare the throughput, delay, and
PSNR in the WSNs.

4.1. Study Scenario I: Performance Analysis in Ideal State. In
this study, we analyze the performance in ideal state (i.e.,
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Figure 5: Analysis results in ideal state.

no proposed framework to detect malicious data and node),
which gives us results for comparative performance analysis
when we apply our proposed framework to determine the
redundant messages, malicious data, and nodes in WSNs.
Here, we have highlighted three sensor nodes: S1, S2, and S3.
Sensor nodes S2 and S3 want to share secure data with sensor
node S1, where S2 is malicious, that is, sending malicious
data to S1 in order to degrade the performance of WSNs
as shown in Figure 4. As mentioned, system is not able to
validate the malicious activities and data due to lack of secure
wireless communication framework. The system assumes
that all network nodes are fair. Analysis results are given in
Figure 5; the computed delay in this communication is higher
as shown in Figure 5(b) and the throughput is lower as shown
in Figure 5(c) because S2 is malicious and sends malicious
data to S1. Figure 5(a) shows reconstruction peak signal-to-
noise ratio (PSNR) for all frames in the network.

4.2. Study Scenario II: Performance Analysis with Proposed
Framework. In this study, we simulate the same scenario
as we did in study I with the proposed secure wireless
communication framework. As mentioned earlier, Sensor

S1

S2

S3

Figure 6: Sensors nodes network with secure wireless communica-
tion framework.

nodes S2 and S3 want to share secure data with Sensor node
S1, where S2 is a malicious and sends malicious data to S1
in order to degrade the performance of WSNs as shown
in Figure 6 but here the message is communicated through
secure framework to check message redundancy, determine
message priority, and detect and verify malicious node and
data.
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The delay, PSNR, and throughput have been computed
using the proposed secure wireless communication frame-
work as shown in Figure 7. Experiment results show that
sensor network performance is consistent and acceptable.
It is stable and suitable to prevent the network degradation
with proper implementation. It detects malicious data during
message transmission from neighbours. Experiment shows
that PSNR analysis results are the same in both simulations
as shown in Figures 5(a) and 7(a). Figures 5(b) and 5(c)
show that computed throughput is higher and delay is lower,
respectively, because framework detects the malicious data
without degrading network performance.

4.3. Comparison. In the following, we present and discuss the
simulation comparison results. We performed the simulation
for both scenariosL: in the first scenario the framework was
in ideal state and in the second scenario the framework was
present for malicious node and data detection. Simulation
parameter values are given in Table 1. In both runs of

the simulation, we set Sensor node S2 as amalicious node that
is sendingmalicious data in order to degrade the performance
of WSNs. Right before the beginning of malicious activities,
all statistics are readjusted to zero. In each scenario, we
measure the delay, throughput, and PSNR to determine the
level of security and performance of the proposed framework.
Comparison graphs of delay and throughput measurements
are given in Figure 8. It is clear that the use of the pro-
posed secure wireless communication framework increases
the throughput and decreases the delay for the detection
of malicious nodes and data. However, it was reversed
when we tested the same without the proposed framework.
Experiment results indicate that the performance is accept-
able for secure wireless communication. Thus, the proposed
framework is suitable and practical for real-time use.

5. Conclusions

With large-scale and rapid development in wireless sensor
networks (WSNs), there is great demand to adopt security
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Figure 8: Comparison results.

mechanisms for secure wireless communication. WSNs have
many fields of applications that are playing an essential
role in increasing productivity and reducing cost. However
malicious attackers can access the transmission, threaten
users, and alter or misuse communication illegally due to
restricted and constrained nature of sensors with potentially
dynamic behavior of WSNs. Therefore security becomes
serious issue and concern to prevent illegal use or access and
protect communication from various attacks. We proposed
a framework for secure wireless communication in WSNs
which consists of four modules, that is, redundancy checker,
message prioritization mechanism, malicious node verifica-
tion and malicious data verification. We present and discuss
the simulation results of security and performance analysis
for comparison and evaluate the proposed framework. Exper-
iment results indicate that the performance of the framework
is acceptable for malicious node and data detection in WSNs
and suitable for real-time use.
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