
Research Article
Practical Electromagnetic Disturbance Analysis on
Commercial Contactless Smartcards

Jaedeok Ji,1 Dong-Guk Han,2 Seokwon Jung,3 Sangjin Lee,4 and Jongsub Moon4

1 Information Technology Team, Korea Testing Certification, 22 Heungan-daero 27 beon-gil, Gunpo-si,
Gyeonggi-do 435-823, Republic of Korea

2Department of Mathematics, Kookmin University, Jeongneung-Ro 77, SeongBuk-Gu, Seoul 136-702, Republic of Korea
3 Department of Information Security, Mokpo National University, 1666 Youngsan-ro, Chenggye-myeon,
Muan-gun, Jeollanam-do 534-729, Republic of Korea

4Graduate School of Information Security, Korea University, Anam-dong 5, Seongbuk-Gu, Seoul 136-701, Republic of Korea

Correspondence should be addressed to Dong-Guk Han; christa@kookmin.ac.kr

Received 25 November 2013; Accepted 26 February 2014; Published 27 March 2014

Academic Editor: Jongsung Kim

Copyright © 2014 JaeDeok Ji et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Contactless smart cards are being widely employed in electronic passports, monetary payments, access control systems, and so
forth, because of their advantages such as convenience and ease of maintenance. In this paper, we present a new side-channel attack
method for contactless smart cards. This method exploits the information leakage stemming from electromagnetic disturbances
(EMD).We also made a convenient and low-cost EMD reader board that performs side-channel attacks on contactless smart cards.
In order to demonstrate that EMDs canbecome another information-leakage side channel, we have carried out side-channel analysis
on a commercial contactless smart card that performs 128-bit ARIA encryptions, and we have been able to successfully find all 16
bytes of the ARIA key from the target device. From our experimental results, we conclude that the proposed EMD analysis yields
better results than the conventional power analysis.

1. Introduction

Side-channel attacks exploit information leakage stemming
from variations in physical quantities such as timing, power
consumption, and electromagnetic (EM) radiation [1–3]. By
measuring the variations in processing time, power con-
sumption, and EM radiation during the execution of the
target algorithm and correlating these variations with the
data being manipulated, the secret key can be obtained
from the target device. From among all of the information
leakage channels, the information leakage from the electro-
magnetic radiation is the best for use in side-channel attacks
on contactless smart cards because the other information
leakage channels are very limited. An EM side-channel
analysis exploiting the information leakage stemming from
EM radiation has several advantages such as higher signal-
to-noise ratio and the ability to bypass the power analysis
countermeasures. However, considerable effort is required to
measure and analyze the electromagnetic radiation, such as

separating the smart card chip radiation from the antenna
radiation and filtering the carrier signal [2, 4].

In this paper, we present a new side-channel attack
method that exploits the information leakage due to elec-
tromagnetic disturbances (EMD) in contactless smart cards.
EMDs are an unwanted form of load modulation caused
by dynamic load changes. These dynamic load changes
are caused by the switching operations of the contactless
smart card’s internal digital circuits, especially during crypto-
graphic operations [5]. Under ISO 14443, a contactless smart
card is also referred to as a Proximity Integrated Coupling
Circuit (PICC), whereas the card reader is called a Proximity
Coupling Device (PCD). The PICC consumes the energy
generated by the PCD in order to gather the energy needed to
operate; this energy consumption has the same reactive effect
on the PCD as a voltage amplitude modulation. This effect is
used to transfer data from the PICC to the PCD by changing
the resistive load in the PICC according to the transmitted
data bit (0 or 1). This resistive load change in the PICC is also
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generated by the energy consumption required for processing
cryptographic operations or EEPROM programming. This
load change (variations in the internal power consumption
of the PICC) causes an unwanted form of load modulation,
and the EMD becomes another information leakage channel
vulnerable to side-channel attacks on contactless smart cards.

Compared to conventional EM radiation, (1) EMDs can
be measured more easily and observed in real time through
a PCD demodulation process and (2) EMD information
leakage can be used to successfully attack a contactless smart
card. In order to demonstrate that EMDs are a viable side
channel, we performed side-channel analysis on a commer-
cial contactless smart card, which utilizes 128-bit ARIA, a
block cipher designed in 2003 by South Korean researchers.
In 2004, the Korean Agency for Technology and Standards
selected it as the standard cryptographic technique [6]. We
could successfully obtain the entire 16-byte key used in
the first round of the ARIA encryption by using the EMD
side-channel analysis with 50,000 traces. These results show
that the EMD side-channel analysis outperformed the more
conventional power analysis technique.

2. Previous Studies on Contactless
Smart Cards

There are three basic types of contactless smart cards: close-
coupling cards defined in ISO 10536, proximity-coupling
cards defined in ISO 14443, and vicinity-coupling cards
defined in ISO 15693. Most commercial contactless smart
cards are ISO 14443 compliant. In this study, we focused
mainly on a PICC proximity coupling card working at a
carrier frequency of 13.56MHz. Because of several advantages
such as convenience and easy maintenance, an increasing
number of contactless smart cards are being deployed for
various applications such as in electronic passports, for
monetary payments, and in access control systems. With
this increased use of contactless smart cards, side-channel
attacks on contactless smart cards have increased and so
these attacks have become an area of intense study; several
important studies related to this topic have been published.
Carluccio et al. [2] performed an EM attack on a contactless
smart card. In order to minimize the adverse influence
of the field of RFID readers on the measurements, they
separated the chip and antenna radiations and measured the
EM radiation by using a near-field magnetic probe, which
was placed perpendicular to the chip surface; however, the
attack was not successful. Hutter et al. [3] published the first
reported results of successful EM attacks on hardware and
software AES implementation in RFID tag prototypes. In
Hutter’s experiment, the target device was not a commercial
product but a self-made RFID prototype in which the analog
front end, that is, the antenna and the rectifier circuit, was
separated from the digital circuit. In commercial products,
the analog and digital components are fixed together. The
configuration of the target device inHutter’s experiment leads
to more EM emissions than in the commercial products and
the effect of the field of RFID readers on the measurements
could be easily eliminated. The main approach used to per-
form side-channel attacks in these experiments was indirectly

measuring the power consumption via the EM field of the
device by using a magnetic near-field probe. However, this
was not easy because the carrier signal of the readerwasmuch
stronger than the field of the contactless device. In order to
minimize the adverse influence of the carrier frequency on
the measurements, it is necessary to use complex active and
passive analog filters. Therefore, in order to ameliorate these
EMmeasurement setup difficulties, it is necessary to develop
more convenient and efficient side-channel analysismethods.

Kasper et al. [4, 7] proposed an analog demodulator
specifically designed for filtering the signal measured by an
EM probe. In Carluccio andHutter’s works, the EM radiation
from the chip surfaces was directly measured using an EM
probe. However, the EM radiation from the chip surfaces was
much weaker than that of the field signal of the reader. Thus,
the attack was not successful. Hutter’s approach was success-
ful, but the target device was not a commercial contactless
product. To successfully attack contactless cards, Kasper et al.
exploited the information leakage that stemmed from ampli-
tude modulation (load modulation) of the 13.56MHz field
of the reader. In [4, 6], the authors assumed that the power
consumption of the inductive-coupled smart card leads to
very weak amplitude modulation of the field generated by
the reader. To extract the weak information leakage from the
amplitude modulation signal, the authors used an incoherent
demodulation approach. In Kasper’s experiment, the EM
radiation was measured by an EM probe, while the target
was executing an operation. The measured raw signals were
processed using an analog demodulator and filter. For this
purpose, the authors designed a custom analog circuit for
amplification, rectification, and filtering of the raw analog
signal. The authors demonstrated the side-channel vulner-
ability of the Mifare DESFire MF3ICD40 contactless smart
card using this approach.

3. EMD Analysis on Contactless Smart Cards

When the proximity cards inductive coupled with readers
execute their operations, the variations in the internal power
consumption of the proximity cards cause physical changes
such as EM radiation from the chip surface and amplitude
modulation of a carrier field of the reader inductive coupled
with the proximity card. These changes are exploitable in the
side-channel analysis.

As described above, in Carluccio and Hutter’s experi-
ments, the information leakage from the EM radiations was
measured using an EM probe. However, the isolation of very
weak EM radiation from a strong carrier field is difficult.
Hence, performing the side-channel analysis on proximity
smart cards with EM radiation emitted from the chip is
challenging. On the other hand, in Kasper’s experiment,
the authors have studied information leakage caused by
amplitude modulation of the carrier field. Their incoherent
demodulation approach apparently improved the efficiency
of SCA on proximity card but there is nomajor enhancement
in themeasurement setup; it is still necessary to use additional
complex hardware analogue filter.
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Similar toKasper’s study, we have also adopted a demodu-
lation approach but have focusedmore on the reader demod-
ulation process. The extent of information leakage caused
by amplitude modulation could be measured and processed
more easily through an ISO 14443 compliant reader demodu-
lation process without any EM probe or additional hardware
filter. Proximity cards communicate through intentional load
modulation, but variations in the power consumption of
the card also create unintentional load modulation [8]. This
kind of unintentional load modulation is defined as EMD
according to ISO standards [5]. The variations in some cards
are so large that some readers detect false card responses.
The allowable EMD levels and handling method for the
ISO 14443 compliant reader are standardized by ISO [5, 9].
This means that the amplitude modulation that contains the
information leakage of proximity cards can also be measured
and processed in the reader.

Because the levels of load modulation can be measured
through the demodulated signal after IQdemodulation inside
the reader [10], the unwanted load modulation EMD can be
measured from the demodulated analog signal after the IQ
demodulation.This demodulated signal can be alsomeasured
easily using the debugging functionality of the commercial
contactless smart card reader IC chip. In our experiment,
the amplitude load modulation was measured and processed
during the demodulation process of the reader. For this
purpose, we have designed an EMD measurement board,
which is a slightly modified version of the common ISO/IEC
14443 reader. In Kasper’s study, the analog demodulated
signals were measured to maximize the vertical resolution
of the measurements and capture all the relevant infor-
mation [4, 7]. In our study, we have also measured the
amplified demodulated analog signals by configuring the
internal register setting of the chip in order to minimize
the loss of information. This approach makes it possible to
ameliorate the EM measurement setup difficulties as well
as to improve the efficiency of SCA on proximity card. In
this study, we have used a commercially available smart
card, which provides dual communication interfaces (ISO
7816 contact and ISO 14443 contactless) and performs 128-
bit ARIA encryption implemented in software without side-
channel countermeasures.

4. EMD Measurement Setup

In a side-channel attack on a contactless smart card, the data-
and operation-dependent power consumption is generally
measured indirectly via the EM field of the target device by
using an EMprobe [3, 4]. In our approach, instead ofmeasur-
ing the EM field of the target device, the data- and operation-
dependent power consumption is measured indirectly via the
EMD level of the target device by using an EMD board.

Figure 1 shows the schematic of the EMD measurement
setup. The PICC consumes energy generated by the PCD
in order to gather the energy required for its operation. In
general, the power consumption of the PICC (𝑃) depends on
theHammingweight (the number of 1



s in a binary sequence)
of the data being processed; it has been confirmed that this

model is suitable for smart cards. The power consumption
and the Hamming weight of the data being manipulated at
a given instance show a linear relationship in the Hamming
weight model. 𝑃 can be expressed as 𝑃 = 𝜀 ⋅ Hw(𝑥) + 𝐿 + 𝑁,
where Hw(𝑥) is the Hamming weight of the intermediate
data 𝑥; 𝜀 is the incremental amount of power for each extra 1
in the Hamming weight; 𝐿 is the additive constant portion
of the total power; and 𝑁 is the noise [11]. Note that 𝑁 is
assumed to be independent and have a zero mean.Therefore,
𝑃 is proportional to the Hamming weight of the intermediate
processed data 𝑥:

𝑃 ∝ Hw (𝑥) . (1)

As described in [12], the load resistance 𝑅
𝐿
is an expression

for 𝑃 in the PICC and the transformed impedance 𝑍
𝑡
in the

antenna coil of the PCD is proportional to 𝑅
𝐿
. The voltage𝑈

𝐿

at the antenna is also proportional to 𝑍
𝑡
. Therefore,

𝑈
𝐿
∝ Hw (𝑥) . (2)

The change in𝑈
𝐿
caused by the dynamic change in𝑅

𝐿
induces

an arbitrary amplitude modulation at the PCD antenna. The
dynamic change in 𝑅

𝐿
is caused by the variations in 𝑃 during

the PICCoperation.This arbitrary loadmodulation is defined
as the EMD [5, 13]. Therefore, using (2) and the fact that
the change in 𝑈

𝐿
induces the EMD, we can conclude that

the EMD is proportional to the Hamming weight of the
intermediate processed data 𝑥:

EMD ∝ Hw (𝑥) . (3)

From (1)–(3), we conclude that the data- and operation-
dependent power consumption can be measured indirectly
via the EMD level of the target card.

The methods for measuring the EMD level of a PICC can
be implemented using a spectrum analyzer or a vector signal
[10]. In order to demodulate the received RF signal from
the card, most commercial readers first perform quadrature
demodulation of the 13.56MHz carrier signal using an IQ
demodulator [10]. The IQ demodulator converts an RF input
into two intermediate outputs with a 90∘ phase difference
[14].The demodulated signal is amplified by an amplifier and
digitized by the digitizer circuit.

Because the EMD is a kind of loadmodulationwhose lev-
els can be measured through the demodulated signal after IQ
demodulation inside a reader, the EMD can also bemeasured
from the demodulated analog signal after IQ demodulation.
This demodulated signal can be also measured by using
the debugging functionality of commercial contactless smart
card reader IC chips. In our experiment, instead of using the
complex measurement setups, we designed an EMD reader
board, which is a slightly modified version of the common
ISO/IEC 14443 reader. The EMD reader board consists of a
commercial ISO/IEC 14443 reader IC chip, an RF antenna,
and a CPU.

The board is controlled by an ST STM32F103 micro-
controller and provides an ISO 14443 compliant RF front
end with an NXP MFRC531 reader IC chip and an RF
antenna. The board is equipped with a USB interface for
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Figure 1: Schematic of the EMDmeasurement setup.

communication with a host PC. A USB connector and an
external 5.0 V DC power supply provide power for operation
of the board. The power supply is physically separated to
reduce the power supply noise. Two BNC connectors are
placed on the reader board for measuring the EMD signal:
an EMD port for the “EMD signal” and a TRG port for
the “TRIG signal,” as shown in Figure 1. The microcontroller
in the reader board communicates with a host PC and
controls the reader IC chip to perform ISO 14443 compliant
communication with the card. A trigger-timing signal, which
signals the measurement equipment about when to begin
acquiring EMD traces, is generated by the microcontroller
through the TRG port (Figure 1).

The reader IC chip used in the EMD board basically per-
forms modulation and demodulation for passive contactless
communication. The signal received through the antenna of
the reader board is forwarded to the reader IC chip through
the RF circuit. Quadrature demodulation of the 13.56MHz
carrier signal is performed using the IQ demodulator. The
demodulated signal is filtered and amplifiedwithin the reader
IC chip and digitized in the digitizer circuit.

The reader IC chip is also responsible for measuring the
EMD signal of the card. As described above, the EMD can
be measured from the demodulated analog signal after IQ
demodulation in the reader. Because the reader IC chip used
in the EMD reader board has a built-in monitoring function-
ality, that is, an internal reference voltage and an amplified
demodulated analog signal, the EMD signal can be easily
measured using the amplified demodulated signal monitor-
ing functionality of the reader IC chip.The amplified demod-
ulated analog signal after the IQ demodulation in the reader
is routed to the auxiliary output pin of the reader IC chip
using the internal register configuration settings of the chip.
The measured EMD signal is output from the reader board
through the EMD port placed on the auxiliary output lines
of the reader IC chip. The EMD signal, shown in Figure 1,
is the demodulated analog signal, which is stored on the host
PC after passing through the oscilloscope.

In order to increase the quality of the EMmeasurements,
we have adjusted and optimized the external factor that influ-
ences the measurement of the load modulation. From our

experiments, it was observed that the load modulation level
is inversely proportional to the field strength of the reader.

To change the field strength of the reader, the conduc-
tance of the reader antenna was adjusted. In general, the
field strength of the reader depends on the conductance of
the antenna that can be adjusted using the internal register
configuration setting of the chip. By configuring the internal
register of the chip, the field strength of the reader was
adjusted to a value that was as low as possible yet sufficient to
operate the proximity card. This approach was also the most
effective and inexpensive for avoiding the adverse influence
of the reader field.

Using those approaches, we canmeasure the EMDduring
the cryptographic operation of the PICC without additional
specific signal processing. Figure 2 shows a picture of the
actual experiment configuration. A host PC controls the
EMD reader board and the oscilloscope. From the host PC,
a smart card application protocol data unit (APDU) and
board control commands are transferred into the EMDboard
through a USB port. The board control commands are used
to initialize the connection between the host PC and the
EMD board, to set or adjust the timing of trigger signal, and
configure the parameters such as the alternative magnetic
field strength generated by the reader.

The EMD reader board is responsible for measuring the
EMD signal of the card during its operation. The received
signal, including the unwanted load modulation generated
by the PICC at its antenna, is forwarded to the reader IC
chip of the board through the RF circuit. The received signal
is demodulated and amplified within the reader IC chip of
the PCD.This amplified demodulated analog signal is routed
to the auxiliary output pin of the ISO/IEC 14443 reader IC
chip by using the internal register configuration settings of
the chip. Then, the measured EMD signal is passed through
the oscilloscope and stored on the host PC.

5. Attacks on Dual-Type Smart Cards with the
S/W ARIA Implementation

We performed power and EMD side-channel analyses on
a commercial dual-type smart card by using the Correla-
tion Power Analysis (CPA) method [15]. CPA exploits the
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correlation between the power consumption of the target
device and its power consumption model. To perform CPA,
the attacker measures the power consumption of the target
device and then calculates the power estimates of the target
from different ciphertexts using a predicted partial key and
a power model. Assuming that the power model is valid,
the power estimates and the measured power traces are
correlated if the partial key prediction is correct. From the key
hypothesis, the attackers can find the correction key with the
highest correlation coefficient [16]. The target card supports
both contact and contactless communication interfaces and
performs 128-bit ARIA encryptions in its software.

A power analysis attack was performed as the reference
for the EMD analysis attack. The goal of the first EMD
analysis attack was to verify that the EMD of the target
device indeed leaked side-channel information. The attacks
that we discuss in this section used the output of the entire
S-box operation in the first ARIA round to reveal all 16
bytes of the secret key. For each attack, 50,000 traces were
recorded and the Hamming weight model was employed.
Approximately, one day was needed to reveal the keys for
performing the EMD analysis using CPA; a half day was
required for measuring the EMD traces and the remaining
half was required for the analysis.

5.1. The Power Analysis Attack Results. The power consump-
tion of the target card was measured during the power
analysis attacks using a power acquisition board designed
for a contact smart card. Figure 3 shows the plot of the
power trace (amplitude versus time in 𝜇s) captured by an
oscilloscope from the target device as it performed the first
round of the ARIA encryption. From Figure 3, we cannot
clearly identify the times of ARIA’s S-box and diffusion
operations.

When performing the CPA attack, we could find all the 16
bytes of the first round key from the target card using 50,000
power traces.

5.2. The EMD Attack Analysis Results. The next experiment
focused on the EMD analysis. The EMD signal of the target
card was measured using the proposed EMD reader board,
described in Section 3. Figure 4 shows the plot of an EMD
trace from the target device as it performed the first ARIA
encryption round. Compared to the power trace shown
in Figure 3, many details of the ARIA operation are more
clearly visible in Figure 4. The ARIA S-box operations are
repeated 16 times (16 dotted lines in Figure 4), and then the
diffusion operations are carried out. Because of the distinct
EMD signal, the S-box operations in the first round of the
ARIAwere identifiable without needing any additional signal
filtering process.

Figure 5 shows the result of the EMD analysis attack on
the contactless target card. Figure 5(a) shows the maximum
correlation coefficient of each candidate key for the first byte
round key. In this result, the correlation coefficients for the
incorrect key candidates are significantly smaller than those
found for the correct key (0 × D4). The right-hand side of
Figure 5 shows the plots for all of the key candidates. 0 × D4
is plotted in black, whereas all the other keys are plotted in
gray. There are no significant peaks in gray; only the plot for
0 × D4 contains high peaks.

When performing a standard CPA on the EMD signals,
we also found all of the 16 bytes round keys from the target
contactless card using 50,000 power traces. In Table 1 and
Figure 6, we compare the efficiency of the CPA on the EMD
signals to that of the CPA on the power signals. To illustrate
the comparison results clearly, we define SNR to be the ratio
between the correlation of the CPA peak corresponding to
the correct key and the highest correlation of the CPA peak
resulting from the other wrong keys. In other words, SNR
is the maximum correlation of the right key/the maximum
correlation of the wrong keys. In this manner, we find that
SNR is greater than 1; that is, we can guess the correct key.
The greater the SNR is, the higher the accuracy of the round
key hypothesis is. As can be seen in Table 1 and Figure 6, all
of the 16 round keys could be correctly found with high SNR
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Figure 5: Result of EMD analysis for the first S-box.

ratios from both the EMD and the power analyses. With the
exception of the 6th and 9th round keys, the experiments
show that the EMD analysis gave better results than did the
power analysis.

6. Conclusions

In this paper, we presented a new side-channel attack that
exploited the information leakage from the EMD of a
contactless smart card and showed that the EMD can be

used as another information leakage channel exploitable in
side-channel analysis on contactless smart cards. This novel
EMD side-channel analysis allowed for a simple and efficient
measurement setup in order to perform side-channel analysis
on contactless smart cards.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.



International Journal of Distributed Sensor Networks 7

0.5

1

1.5

2

2.5

3

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

The SNR ratio comparison 

EMD
Power

Figure 6: SNR comparison.

Table 1: SNR Comparison.

Round key SNR ratio
EMD analysis Power analysis

1st 2.542 1.326
2nd 2.335 1.874
3rd 1.264 1.115
4th 1.624 1.320
5th 1.706 1.291
6th 1.694 1.787
7th 1.383 1.207
8th 1.594 1.258
9th 1.244 1.391
10th 1.818 1.589
11th 1.328 1.246
12th 2.120 1.676
13th 1.421 1.292
14th 2.047 1.618
15th 1.189 1.156
16th 1.836 1.332
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