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Mobile roaming authentication scheme achieves the mutual authentication and session key establishment between the mobile user
and the foreign agent. In 2013, Xie et al. pointed out that Chen et al’s scheme is vulnerable to offline password attack, and does not
achieve fair session key generation, user untraceability, user friendliness, and perfect forward secrecy, and then they proposed an
improved scheme. In this paper, we propose an improvement of Xie et al’s scheme, since the foreign agent may confuse the mobile
users when multiple mobile users simultaneously access the foreign agent in Xie et al’s scheme. Further, we prove the formal security
of the proposed scheme, and present the performance comparison between our scheme and some related schemes. The proposed
scheme is more efficient and secure than other related schemes and is suitable for using in the global mobility network.

1. Introduction

With the rapid development of mobile technology such
as 3G and 4G wireless networks, more and more mobile
users can access services in global mobility networks. A
typical mobile roaming authentication scheme includes three
parties: a mobile user, a foreign agent, and a home agent; both
the mobile user and the foreign agent should authenticate
each other before establishing the session key. Privacy-
preserving is usually referred to as user anonymity and user
untraceability. It is important to protect the user’s privacy,
such as what the users did or where the users accessed,
from the attacker even if he accesses to user’s records. Strong
anonymous mobile roaming authentication means that only
the home agent can know the mobile user’s identity, but
adversary or foreign agent cannot. Since wireless network
is more vulnerable to several attacks and mobile terminals’
computational power is limited, therefore, how to design
the secure and eflicient authentication scheme for roaming
service with strong anonymity in global mobility networks is
brought into much attention.

In 2004, Zhu and Ma [1] proposed a first anonymous
authentication scheme for wireless communications. Lee
etal. [2] showed that their scheme is vulnerable to forgery
attacks and does not provide perfect backward secrecy and
mutual authentication and proposed an improved scheme.
Later, Chang et al. [3], Wu et al. [4], and Xu et al. [5]
pointed out that Lee et al’s scheme cannot achieve privacy-
preserving and proposed an improved scheme, respectively.
However, Youn et al. [6] showed that Chang et al’s improved
scheme does not achieve user anonymity and provide secure
key establishing service, and Mun et al. [7] showed that
Wau et al’s scheme does not achieve anonymity and perfect
forward secrecy. In 2011, He et al. [8] proposed a two-factor
user authentication scheme for wireless communications. But
Li and Lee [9] demonstrated that He et al’s scheme has
several weaknesses such as lacks of user friendliness, user
anonymity, and fairness of key agreement, and then they
proposed an improvement of He et al’s scheme. However,
Hu et al. [10] showed that Li et al’s improved scheme cannot
resist the foreign agent’s impersonation attacks and proposed
an improved scheme. In 2011, Chen et al. [11] proposed



a lightweight anonymous user authentication for roaming in
the global mobility network, but Xie et al. [12] showed that
their scheme is vulnerable to offline password attack and does
not achieve fair session key generation, user untraceability,
user friendliness, and perfect forward secrecy; then they
proposed an improved scheme to overcome the weaknesses
of Chen et al’s scheme. Very recently, Chen et al. [13] and Xie
et al. [14] proposed some other anonymous authentication
schemes for roaming service in global mobility networks.

In this paper, we first propose a strong anonymous
mobile roaming authentication scheme in the global mobility
network, which is a modified version of [12], the preliminary
version of our work. In [12], there is no formal model and
no formal proof of the proposed scheme and no performance
comparison between the proposed scheme and some related
schemes. On the other hand, the scheme in [12] may be
impractical; the reason is that the foreign agent does not
confirm who is authenticated by the home agent; when mul-
tiple mobile users simultaneously access the foreign agent,
the foreign agent may confuse the mobile users. Moreover, an
adversary can know the MU’s temporary certificate generated
by FA if the adversary can know the session key; thus, the
mobile user’s information may be divulged. After that, we
prove the formal security of the proposed scheme. Finally,
we present the performance comparison between our scheme
and some related schemes.

The rest of this paper is organized as follows. Section 2
introduces the security model. The proposed scheme and
security proof are given in Sections 3 and 4, respectively. After
that, we present the performance comparison between the
related schemes and ours in Section 5. Finally, we conclude
the paper in Section 6.

2. Security Model

In this section, we recall the security model based on [15, 16].

2.1. Participants. In an authenticated key exchange (AKE)
protocol, there are three different participants: a mobile user
MU, home agent HA, and foreign agent FA; each of them
may have certain number I of instances and may execute in
the protocol at the same time. Each MU has a low-entropy
password PW, ; chosen from a small dictionary D, and HA
and FA hold some high-entropy private keys, respectively.
When MU registers to HA, HA will compute and store
{TK > h(-), IDpy;} to a smart card, which combined with
PW,;» MU’s identity ID,,;, HA’s identity ID,;,, and hash
function h(-), and issue the smart card to MU. The instance
I of MU (resp., FA and HA) is denoted by MU' (resp., FA’

and HAF); pidij is the partner identifier for an instance i.

2.2. Queries. The adversary’s capabilities are captured by the
following oracle queries.

Execute(MU', FA’, HAF). The passive attack is captured by
this oracle query. The adversary can get access to the honest
execution process of the protocol between the instances.
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Send(I,m). This query models an active attack; the adver-
sary sends a message to instance I and gets the response
message from instance I according to the protocol. A query
Send(MU', start) initializes the key agreement algorithm.

Reveal(I). This query allows the adversary to get some
information about the session key of instance I.

Corrupt(I,a). The corruption capability of the adversary is
modeled by this query. The adversary can obtain the secret
value of MU and messages stored in the smart card.

(a) If a = 1, it outputs the MU’s password PW, ;.

(b) If a = 2, it outputs messages stored in the smart card.

Test(I). This oracle query is used to define semantic security
of the session key of instance I. If session key is not defined
or the instance is not fresh, then the invalid symbol L is
returned. Otherwise, one flips a coin b, if b = 1, and one
returns the session key for instance I; otherwise, a random
key with the same length is returned.

2.3. Freshness. The freshness of a session key is that the
adversary does not trivially know the key. We say an instance
I is fresh if (1) instance I has accepted; (2) no Reveal(U') and
no Reveal(pidiU) are queried by the adversary; (3) less than 2
Corrupt(U, a) are queried by the adversary.

2.4. Semantic Security. Finally, the adversary outputs a bit b'.
Let Succ be the event that the adversary A wins the game if
b’ = b. The AKE advantage of the adversary is defined as

Advp, p (A) = 2Pr [Succ] - 1. 1)

3. The Proposed Scheme

In this section, we demonstrate a practical scheme which is
a modified version of our preliminary scheme in [12]. Some
notations which will be used in this paper are defined as
follows:

E:an elliptic curve defined over a finite field with large
order n,

G: a generator on E with large order #,

h(): a one-way hash function,

E [1/D[]: the symmetric encryption/decryption
functions with key k,

T: a time stamp generated by an entity x,
N: a secret value of HA,

SK gy along-term common secretkey shared between
FA and HA,

xo € Zy» yo € Z,: random numbers chosen by MU
and FA, respectively,

Sta = Xpa»> Pya = xpaG: HA's secret key and public
key.
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MU FA HA
X =x,G
my={IDga,Taru-Er X}
SID,; = TKygy & h (IDy, ® PW, ) —
DHypy = XgPya = XgXpa G,
E = Eh(DHMH) [SIDMU I IDyy I TMU]
Y = y,G
my={my,IDpa,Tra,V:Y }
V = h(SKpg | my | IDpy | Tpa Il IDggy |Y) —————
Check Tp,, V
DH, iy = XpaX = X0x534G
my={Tya,X.E, }
A Dh(DHMH) [EI]
DN [SIDMU]
ID,? = Dy
E2
Dy, (E2)
my={E3Y.X} ,
— T =Ty, X7 = X
sk = yoX = x,¥,G
E3
sk = x,Y = x,9,G
Dsk [E3] ,
h((SIDy | DHyggy | Ty 1Y))'2 = B ((SIDpgy | DH gy | Ty 1Y)
The session key: SK = h (sk || X || Y)
ALcoriTHM 1: The proposed scheme: login and authentication phase.
3.1. Registration. When a mobile user MU wants to join the  Step I. It chooses a random number x; and computes X =
HA, he needs to perform the following steps. %G,
Step 1. The mobile user MU freely chot?ses his identity ID,; SID i = TKyy @ h (IDyg; ® PWypy)
and password PW, ;. Then MU submits ID,, to HA over a
secure channel. = Ex [(IDyw | IDg4)] s o

Step 2. Upon receiving the message from MU, the HA com-
putes SID,;; = En[(IDyg || IDga)l, stores {SID . h(-)}
into the smart card, and then returns it to the MU.

Step 3. The MU computes
TKyu = SIDy @ h (IDyy ® PWy) (2)

stores ID,; into the smart card, and replaces SID,; with
TK ,- Finally, the smart card contains {TK;, h(-), IDp ).

The login and authentication phase of the proposed
scheme is shown in Algorithm L.

3.2. Login. When MU roams into the foreign network, he
inserts his smart card into a device and inputs his password
PW,,;. Then the smart card performs the following steps.

DHypy = XgPa = Xo%paG,s
E; = Eypn,,,,) [SIDayw I DDy | Taw ]
where T, is current timestamp.

Step 2. It sends the login request m; = {IDg4, Ty E1> X} to
the foreign agent FA.

3.3. Authentication

Step 1. The FA checks the validity of the timestamp T, by
checking TI'WU - Tyu < At, where TI’VIU is the current time
and At is a valid time interval. If it is valid, the FA chooses a
random number y, and computes Y = y,G and

V= h(SKFH [ 7y | IDga | Tra | IDpg4 | Y) > (4)



where a long-term common secret key SKpy is shared
between HA and FA, and Ty, is current timestamp. FA sends
my = {my, IDgy, Tpy, V, Y} to the HA.

Step 2. The HA checks the validity of the timestamp Tp,. If it
is valid, the HA computes

V' = h(SKgg || my || IDps || T | IDga 1Y) (5)

and compares it with the received V. If it does not match, the
HA terminates this connection. Otherwise, it goes to the next
step since only FA knows the SKp;; and only FA can generate
the valid V.

Step 3. The HA computes DHy; = xpgaX = xoxg4G,
computes Dy pyy )[E;] to obtain {SIDy, ID g, Ty}, and
computes Dy[SIDyq;] to get {IDyg;, IDg,}. In order to
verify if MU is a legal user or not, HA compares ID,; with
the decrypted ID, . If they are equal, HA believes that MU
is a legal user. Otherwise, MU is illegal. Then HA computes

E, = ESKFH [h (SIDMU I DHppr | Tagu |l Y) I Tra X]
(6)

and submits the message m1; = {Tys, X, E,} to the FA.

Step 4. The FA checks the validity of the timestamp Ty,.
If it is valid, the FA decrypts Dgx  (E,) to get {h(SIDp |l
DHypr | Ty |l Y)’TI,{A’ X'}. Then, the FA verifies HA
by comparing the decrypted timestamp Tj;, and X' to the
received Ty, and X. If so, FA can confirm that MU has been
authenticated by HA, and FA computes

sk = yoX = x,G,
SK=h(sk| X|Y), (7)

E; =Eg [h (SIDMU I DH I Ty I Y) [ X] .
Then the FA submits the message m, = {E;, Y, X} to MU.

Step 5. On receiving the message m, from the FA, the
MU computes sk = x)Y = x,y,G and Dy [E;] to
get {(h(SIDy; || DHyll Towo | V), X3 Then, the MU
computes A(SID; | DHpy | Ty || Y) and checks if it is
equal to (W(SIDy;; | DHpger | Tog |l Y))'. If they are equal,
then MU believes that both himself and FA are authenticated
by HA and computes the session key SK = h(sk | X || Y),
which is shared with FA.

3.4. Password Change. When mobile user MU wants to
change his password, he first passes through the authentica-
tion process with the HA and FA and then inputs his new
password PW,;,""; the smart card computes

TKMUHEW
=TK iy ® h (IDyy ® PWyy) ® h (IDyy ® PWy, ™)

(8)

and replaces TK; with TK;,"".
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4. Security Analysis

Theorem 1. Let G and D be an elliptic curve group and a
uniformly distributed password dictionary, respectively. Let P
be our scheme, and let A be an adversary. Then, one has

Advpp (A)

2
< Zdsend 9 AGYESPYP (¢ 4 (Guong + Gove + 1) - T6,)

~|D 9)

2
+ zqsend + 2‘]? + qﬁ + (qsend + qexe)
p p

where qgni> Gexe> A | D> q,» and T denote the number of Send-
queries, the number of Execute-queries, the number of Hash-
queries, the size of D, the number of encryption/decryption
queries, and the time of scale multiplication in G, respectively.

>

Proof. We define a sequence of experiments starting at the
real attack experiment Exp, and ending up the experiment
Exps. Let Succ; be the event that the adversary guesses the bit
b correctly involved in the Test-query in the experiment Exp;,
wherei=0,1,...,5. Let A; be the distance between Exp; and
Exp;,,. Then, we have

Advpp, (A)
= 2Pr [Sucgy] - 1
< 2Pr [Sucq; ] + 2 (Pr [Sucgy | — Pr [Suce,]) — 1

< 2Pr [Succ, | + 2 (Pr [Succ; | — Pr [Succ,]) (10)

+ 2 (Pr [Succy] = Pr [Sucq,]) - 1

n-1
< 2Pr [Succ,] +2) A, - L.
i=0

Experiment Exp,. In the random oracle model, this experi-
ment is the real attack. By definition, we have

Advpp, (A) = 2Pr [Sucgy| - 1. (11)

Experiment Exp,. In this experiment, we simulate hash oracles
and the encryption/decryption oracles (see Algorithm 2).
Execution, Reveal, Send, Corrupt, and Test oracles are also
simulated (see Algorithms 3 and 4). We can see that Exp, and
Exp, are indistinguishable unless the permutation property
of E or D does not hold; we have

2
Ao = Pr[Succy]| — Pr [Succ| < ;1—; (12)

Experiment Exp,. In this experiment, we simulate all ora-
cles as in the experiment Exp, except that we cancel all
executions in which some collisions occur in the transcript
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(i) On a hash query h(m), for which there exists a record (m, r) appears in A, return r.
Otherwise, choose an element r € Z;, add the record (m, ) to the list A, and return r.
(ii) On a query E(M), for which there exists a record (M, , *, C) appears in A g, return C.
Otherwise, choose an element C, add the record (M, L, E, C) to the list A ; and return C.
(iii) On a query D(C), for which there exists a record (M, *, *, C) appears in A g, return M.
Otherwise, choose an element M, add the record (M, L, D, C) to the list A ; and return M.

AvrGoriTHM 2: Simulation of random oracle /i, encryption oracle E, and decryption oracle D.

(i) On a query Send (M U, start), assuming M U' is in the correct state, we proposed
as login algorithm. Then the query is answered with {IDy,, Ty E1» X}

(ii) On a query Send (FAi (IDgu> Tam» En X )), assuming FA' is in the correct state, we
proposed as login algorithm and authentication Step 1 algorithm. Finally, the query
is answered with {IDy;4, Ty Ev» Xo Y, IDgs, Tras V)

(iii) On a query Send (HAi (IDya> Tas Ev» X, IDgy, Tegs Vs Y)), assuming HA' is in the
correct state, we proposed as authentication Step 2 and Step 3 algorithm. At last,
the query is answered with {T};,, X, E, }.

(iv) On a query Send (FAi (Tyar X, Ez)), assuming FA' is in the correct state, we proposed
as authentication Step 4 algorithm. The query is answered with {E;, Y, X}.

ArcoriTHM 3: Simulation of Send-query.

{IDpa> Tygws Evs X IDpg> T, Vo Y

{Toa> X, B}

{THA’X’ Ez}» {E3, Y, X}~

(i) On a query Reveal(M U'/FA"), we proposed as follows:
If the instance MU' has accepted, the query is answered with the session key.

(ii) On a query Execute (M U', FAJ, HAF ), we proposed as follows:
{IDy4 Ty By X} Send (MU', Start )

« Send (FA' (IDyy, Typo Ey» X))

 Send (HA' (IDyy5, Ty By X, ID gy, Trgs V2 Y))
{E;,Y, X} « Send (FA' (T, X, E,))

The query is answered with the transcript
{IDy14 Tags Ev» X} AID a0 Tags Evs X, IDpa, Tpas VoY)

(iii) On a query Test(M U'/FAY), we proposed as follows:
Get the session key SK from the Reveal(MU'/FA') and flip a coin b, if b = 1, we
return the session key, otherwise we return a random value with the same length.

ALGORITHM 4: Simulation of Execute-, Reveal-, and Test-query.

{m,,m,, m,, m,} in the output of the hash queries. According
to the birthday paradox, we have

2
< qi + qtze + (qsend + qexe) ) (13)

A
1 2p

Experiment Exp;. In this experiment, we cancel the exe-
cutions wherein the adversary may be lucky in guessing

the authentication values E,, V, E,, and E;. Since exper-
iments Exp; and Exp, are indistinguishable unless home
agent/foreign agent (or the mobile user) rejects a correct
authentication value, we could get A, = g,.a/P-

Experiment Exp,. In this experiment, we use random value
(A = aG, B = bG, Z = abQG) instead of (X = x,G,Y = y,G,
sk = x,¥,G) to compute SK so that SK is independent of X
and Y. The experiments Exp, and Exp, are indistinguishable



unless the event AskH, occurs, where AskH, denotes the
event that the adversary uses (A, B) to compute SK. Therefore,
we could get that A ; < Pr[AskH,], Pr[Succ,] = 1/2.

Experiment Exps. In this experiment, we introduce a random
self-reducibility of the ECDL problem into the executions,
given one ECDLP instance (x,G, y,G). The event that the
adversary uses the (A,B) to compute the session key is
denoted by k,; we may have Pr[AskH,] = Pr[AskH;] and
Z = ECDLP(aG, bG).

If the Corrupt(U,2) query has been made, it shows
that the password-corrupt query Corrupt(U, 1) has not been
made. Then, in every transcript, the adversary only tests one
password. Therefore, we can conclude that

Pr [AskH;|
(14)
< T ABEE (4 (@ + e + 1) 7).
Therefore, Theorem 1 is concluded. O

5. Performance Comparison

Since Chen et al’s [11] scheme is more efficient than other
schemes without perfect forward secrecy, to the best of our
knowledge, only Mun et al. [7], Li and Lee [9], Hu et al. [10],
Xie et al. [12], Chen et al. [13], and Xie et al. [14] schemes
can provide perfect forward secrecy. Therefore, we will
present performance comparison between our scheme and
these related schemes. Table1 is performance comparison
of login and key agreement phase, as we know that login
and key agreement is the main body of an authentication
scheme, and registration phase only performs one time before
authentication.

LetT,, T}, T,, and T,, be the time for performing a mod-
ular exponentiation, a one-way hash function, a symmetric
encryption/decryption, and a scalar multiplication on elliptic
curve, which need 0.522 seconds, 0.0005 seconds, 0.0087
seconds, and 0.063075 seconds [17-19], respectively. We
ignore modular addition, exclusive OR operation, and string
concatenation operation which are negligible compared to
others.

According to Table 1, we can conclude that Chen et al’s
[11] and Mun et al’s [7] schemes are more efficient than others
since Chen et al’s scheme is completely based on hash and
symmetric encryption/decryption operations but does not
provide perfect forward secrecy and Mun et al’s scheme is
vulnerable to several attacks such as impersonation attack,
replay attack, man-in-the-middle attack, and verification
table stolen attack. And our scheme only needs 0.44 seconds
in login and key agreement which keeps low performance
cost.

6. Conclusions

In this paper, we proposed a modified scheme of our
preliminary work, which was presented in ISBAST 2013.
Compared with the preliminary work, the modified scheme
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TABLE 1: Performance comparison.

Performance cost Estimated time (s)

Mun et al. [7] 11T, + 4T, 0.2578
Liand Lee [9] 15T, + 7T}, + 14T, 7.9553
Hu et al. [10] 11T, + 6T}, + 8T, 0.77
Chen et al. [11] 6T, + 16T, 0.0602
Xie et al. [12] 6T, + 9T}, + 7T, 0.44385
Chen et al. [13] 6T, + 11T, + 4T, 31723
Xie et al. [14] 8T, + 8T, + 9T, 4.2501
Our scheme 6T, + 7T, + 7T, 0.44285

can eliminate the weaknesses of the previous version. Fur-
ther, we proved the security of the modified scheme and
showed that the proposed scheme is efficient according to
the performance comparison between our scheme and some
related schemes. Therefore, the proposed scheme is secure
and efficient and is suitable for using in the global mobility
network.
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