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In this paper, we propose STCM, a context-aware secure traffic control model to manage competing traffic flows at a given
intersection by using secure messages with real-time traffic information. The vehicle is modeled as a virtual sensor which reports
the traffic state, such as its speed and location, to a traffic light controller through a secure and computationally lightweight protocol.
During the reporting process, a vehicle’s identity and location are kept anonymous to any other vehicle in the system. At an
intersection, the traffic light controller receives the messages with traffic information, verifies the identities of the vehicles, and
dynamically implements and optimizes the traffic light phases in real-time. Moreover, the system is able to detect the presence
of emergency vehicles (such as ambulances and fire fighting trucks) in the communication range and prioritize the intersection
crossing of such vehicles to in order tominimize their waiting times.The simulation results demonstrate that the system significantly
reduces thewaiting time of the vehicles in both light andheavy trafficflows compared to the pretimed signal control and the adaptive
Webster’s method. Simulation results also yield effective robustness against impersonating attacks from malicious vehicles.

1. Introduction

With the increase in the number of vehicles on roads, traffic
congestion is becoming a serious problem in urban areas
as it increases travel times and fuel consumption [1]. Traffic
light control systems manage incompatible traffic flows by
restricting the free flow of the traffic using distinct time
intervals or phases at road intersections and at pedestrian
crossings. Besides ensuring the safe crossing of traffic, traffic
signal control systems try to reduce the waiting times of
vehicles at an intersection by appropriately adjusting the
timing of the light sequences.

Traditional traffic light control systems use fixed-cycles
that are computed as an approximation of the traffic flow
based on the historical traffic flow data at an intersection.
Such a pattern is followed regardless of the real-time traffic
state throughout the day. On the other hand, an adaptive
light control system uses the real-time traffic data coming
from fixed roadside sensors, such as loop detectors or video
cameras, and adopts traffic light timings continuously based
on real-time traffic information.

Recently, vehicular mobile wireless ad hoc networks
(VANETs) have been a primary focus of study to develop
applications that would increase the road safety and the
efficiency of traffic flows. In this context, significant research
of VANETs has been carried out where vehicles are used as
sensor nodes to create intelligent traffic light systems (ITL).

An ITL dynamically changes the traffic light timings
based on the traffic information gathered from the vehicles in
the VANETs.The traffic along routes with higher vehicle den-
sity are prioritized with longer green light timing compared
to other routes.

In this collaborative system, the correctness of claimed
identity (i.e., the characteristics of the vehicle) and location
information is an important issue since it affects the function-
ality of the scheduling algorithm.

In the literature, existing ITL control systems ignore
security control mechanisms assuming that data coming
from the vehicles (such as identity, location, and other
reported information) are authentic and reliable. However,
a vehicle can try to cheat or deceive the control system by
broadcasting false traffic information or pretending to be
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multiple vehicles in order to increase the apparent number of
vehicles observed by the ITL. In this way, the vehicle receives
an increased portion of the green light timing. A further
weakness in ITL control systems is that private data may be
exposed by each vehicle’s identity andmade publicly available
during information dissemination.

Our goal is to design an ITL control system which re-
duces the time required to cross an intersection and is
able to prioritize the movement of emergency vehicles at
given intersections without compromising the privacy of the
participants.

To achieve this goal, we are aiming to achieve the follow-
ing properties.

(1) Security: the system must be robust against attacks
frommalicious participants; i.e., a vehicle should not
be able to manipulate the decisions of the traffic
controller on the light timings and sequences or to
claim multiple identities.

(2) Privacy: the anonymity of a vehicle should be pre-
served at all times.The identity of the vehicle V and its
related information such as location and speed should
be known only to a trusted authority.

(3) Veracity: the authenticity and integrity of the mes-
sages sent by a vehicle should easily be verified by a
trusted authority with a computationally efficient and
lightweight protocol.

(4) Efficiency: the system adapts promptly to real-time
changes in the state of the traffic and minimizes the
waiting time that vehicles spend at an intersection.

(5) Scalability: the system should scale regardless of the
increase in the number of vehicles at an intersection.

2. Related Work

In a fixed-timing traffic light control system, a precalculated
pattern is periodically repeated based on the historical traffic
data. These systems do not operate in real-time and are
only efficient when the traffic flow is stable and regular at
the intersection during the day. However, there are several
circumstances that may alter the traffic state such as accidents
or maintenance work on specific roads. As a result, a prefixed
control system is not able to respond to the traffic demand in
real-time.

Traffic light control systems have been widely studied in
the literature and adopted in practice. One approach is to
use physical sensors and devices (e.g., loop detectors, video
cameras with content-analysis capabilities, and wireless sen-
sors) to detect the presence of and to classify the vehicles [2]
in order to forecast vehicle density at an intersection. Using
this approach [3, 4], the traffic light controller optimizes the
phase timings based on the real-time inputs coming from the
loop detectors installed in the proximity of or immediately
before the stop line for the intersection. Loop detectors detect
the presence of and count the number of vehicles that pass
over them. Data collected in real-time are sent to the light
controller which adjusts the traffic cycles based on the vehicle
density at an intersection.

Even though an adaptive system reduces the waiting
time of vehicles compared to a fixed time control, the infra-
structure used in the systems entails high installation,
maintenance, and operational costs and needs frequent
human intervention. Moreover, loop detectors are not reli-
able under adverse weather conditions (e.g., the perfor-
mance of the video cameras is reduced in rainy or foggy
conditions or at night since visual contact with vehicles
is restricted), they are ineffective in oversaturated traffic
conditions (e.g., whenever the vehicle queue grows beyond
the installed infrastructure), and they are not able to
detect the passage of emergency vehicles approaching an
intersection.

Due to the drawbacks in using road sensors, recently,
vehicle actuated systems have been introduced to develop
intelligent traffic lights using wireless communications. In
such systems, vehicles play a crucial role in the decision-
making process as they become the source of information.
Through vehicular ad hoc networks (VANET), vehicles share
traffic information with each other or with roadside units
(RSUs) within their transmission range using Dedicated
Short-Range Communications (DSRC). A vehicle, acting as
a virtual sensor, is equipped with an on-board unit and peri-
odically sends messages including the vehicle’s ID, current
speed, and location. Such information can be sent exclusively
to the roadside unit through a vehicle-to-infrastructure
(V2I) communication as in [5] or such messages may be
sharedwith other vehicles through a vehicle-to-vehicle (V2V)
communication, as proposed in [6], before they reach the
roadside unit.

The roadside unit continuously collects the data and
by using dynamic programming, an optimal light phase
sequence is determined to reduce the total queue length at the
intersection. To optimize the computation several approaches
have been proposed. In [7], the authors proposed a model
in which speed and position data are gathered from the
vehicles’ broadcast messages and used to divide the traffic
into vehicle platoons; each platoon is then treated separately
to optimize the traffic flow. Recently, in [8], a virtual wait
area in front of the road intersection is defined for each
traffic flow and the vehicles inside this area are considered
ready to cross the intersection. Each vehicle uses multihop
communications and advertises itself within the transmission
range by broadcasting amessage.The size of the vehicle queue
in each wait area is computed using the broadcast data of the
vehicles.

Roadside units might not be available at every intersec-
tion, especially in rural areas, raising the need for a self-
coordination process among vehicles. The issue has been
discussed for the first time in [9], proposing an adaptive traffic
signal system based on car-to-car communication and the
creation a virtual traffic light (VTL) controller. The advantage
of the VTLs on the other intelligent systems is that they
do not require the installation and maintenance costs of
permanent infrastructure. The vehicles autonomously elect
a leader vehicle which coordinates the traffic lights at the
intersection. The coordinator election in a VTL has been
discussed in [10] and an optimized distributed algorithm has
been proposed in [11].
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Figure 1: The system architecture with communication protocol.

The use of VTL becomes problematic once the number
of vehicles increases over a certain threshold. The system
approaches a lack of scalability by facing two issues: (a) the
election process for the coordinator could be problematic
in VTLs showing poor performances (as discussed in [12])
and (b) the coordinator should afford all the computation
required to collect the data, take a decision, and forward it
to the other vehicles in the network.

The involvement of vehicles in the decision process,
beside computation, has raised another issue: that of the
reliability of the data they share. Adversary vehicles can
collude to get a higher priority and time to cross through
an intersection. Although the proposed intelligent controls in
[7, 9–11] are more efficient in terms of reducing vehicle delay
times and increasing traffic flow than the prefixed controls
and actuated systems, the security issues of the models are
not addressed at all. The aforementioned intelligent traffic
systems operate under the assumption that data from par-
ticipating vehicles is fully accurate; i.e., that all identity and
location reports from the vehicles are veracious. However, a
malicious vehicle can try to cheat a traffic light control by
simply broadcasting a bogus identity, e.g., impersonating an
emergency vehicle or pretending to be multiple vehicles by
replaying the messages of other vehicles to increase the green
time allotted to the cheating vehicle’s road section. Therefore,
an accurate and reliable method of real-time information
verification is a key aspect in implementing an efficient and
intelligent traffic light controller.

Recently, several secure message delivery protocols for
VANETs have been proposed. In [13], the authors pro-
pose a privacy-preserving framework for continuous track-
ing and verification of the vehicles using a computation-
ally lightweight cryptography. In the model, each vehicle

announces its location periodically through anonymous
beacons to the nearby vehicles, which collect and report
the received beacons to a location authority. The location
authority processes the reported beacons to verify and infer
the positions of the vehicles. In our system, information about
location is not saved by the transportation authority. In the
VANETs, anonymous authentication schemes to verify the
authenticity of vehicles as presented in [14, 15] are a well-
adapted method that avoids revealing real identities by using
multiple certificates and pseudo identities.

To address these problems, we propose a traffic light
control system using secure messages of vehicles in VANET.
A vehicle only sends anonymous messages to announce its
presence to a traffic controller in a way that the movements
of a vehicle are not tractable and the real identity is hidden
from the vehicles. The reliable messages obtained from the
vehicles provide the basis of efficient light timing for a traffic
controller.

3. System Layout

In this section we outline the system and the notation that
will be employed during the analysis and implementation.

The system architecture and the communication protocol
are represented as seen in Figure 1. The system consists
of a trusted authority (TA) which maintains a database of
registered vehicles and communicates with the vehicles via a
3G/4G network and Traffic Light Controllers (TLC) installed
at road intersections. Once a vehicle starts, it needs to go
through a sign-up process with the TA. Once this phase is
completed, the vehicles mostly communicate with the TLCs.

TLCs do not communicate with each other; hence
they do not share information (except with the TA). This
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Figure 2: The grid system. 𝑉1 shows a standard vehicle located in a single site 𝑃 and 𝑉2 shows a longer vehicle, an ambulance, modeled by
using two adjacent sites.

communication strategy preserves the private information of
each participant, both their true identity and location at each
instant of time.

We will use a two-dimensional triangular grid with a
fixed coordinate system as shown in Figure 2. This model is
introduced in [16]. Each point →𝑝 = (𝑥, 𝑦) of this system is
called a site and may contain at most one object. A vehicle is
an object of specific kind; it is an automaton which is self-
propelled. As an automaton, its state information includes
data such as the unique ID given by the trusted authority,
current location, speed obtained by the on-board units,
time, its vehicle category, etc. Each vehicle is equipped with
a wireless communication unit (such as Dedicated Short-
Range Communications (DSRC) and a temper proof Global
Positioning System receiver (GPS)) and has 3G/4G capability.
The vehicles can move to one of the six neighboring sites and
can change and update their state by applying a rule from the
rule set. The movable set 𝑀V of a vehicle V contains the set
of neighboring empty sites in the direction of the traffic flow
where a vehicle can go in the next update. An empty movable
set 𝑀V of a vehicle V means that V cannot apply movement
rules.

A list of consecutive sites between grid boundaries with
the same movement direction is called a lane, and a set of
neighboring lanes (facing independent directions) is called a
road.

A road intersection 𝐼 is a set of sites which connects the
lanes with different traffic directions.The set of inbound lanes
in an intersection 𝐼 define the incoming traffic flow, and the
set of outbound lanes define the outgoing traffic flow.

The traffic controller manages the traffic flow into and
through the intersection by updating the rules to each traffic
flow using time intervals. The sets of these rules are called
phases. These rules define the movable sets which were
mentioned above. In a red phase, a vehicle has an empty𝑀V,
whereas a green phase results in a nonempty𝑀V.

Phases allow at most two flows to proceed simultaneously
into and through the intersection without conflicting with
each other. The resulting decisions made by TLC are dis-
played by the classical traffic lights.

Let 𝑃�푖�푗 be a pair of unconflicting flows 𝑖 and 𝑗, where𝑖, 𝑗 ∈ {1, 2, . . . , 8}, as seen in Figure 3(a). During an active

phase, flows are allowed to cross the intersection transition to
the next phase in the sequence. From this time the controller
restarts the phase sequence, which is called a traffic light cycle
configuration 𝐶�푡 = {𝑃15, 𝑃26 , 𝑃37 , 𝑃48}, at time 𝑡, as follows:

P15 → P26 → P37 → P48. (1)
Note that a light cycle is flexible in the sense that there

are no constraints on the phase sequences and timings or the
time intervals between the phases. The controller can reorder
the current phase 𝐶�푡 at an emergency event or use a different
phase sequence on the next cycle 𝐶�푡+1.
3.1. Encoded Data. Initially, a vehicle is registered to the
trusted authority (TA), which manages the sign-in process,
distributes digital certificates and a set of pseudo IDs to the
vehicles, keeps the identity information of the vehicles in its
database, and is totally trusted by all the vehicles.

When a vehicle starts, it initiates communication using
traffic controllers or through the cellular network and estab-
lishes a symmetric key with the TA. First, a vehicle V sends
a registration request at time 𝑡0 to the TA which verifies
the identity, 𝑖𝑑 of V, and returns the triplet (𝐾V; 𝑟V; 𝑜V) to the
vehicle, where 𝐾V is a short-term symmetric key, and 𝑟V and𝑜V are two random integers. Both parties initialize a counter𝑛 to the value 𝑟V and increment it by 𝑜V at every message sent
by V. A time dependent secret 𝑠V(𝑡) serves for the TA to verify
the identity of the vehicle V and the integrity of the messages
it sends. The secret is computed and encrypted as follows.

First,
𝑠V (𝑡) = 𝐸�퐾V {𝑟V + 𝑛𝑜V} . (2)

Then at every 𝜏�푏 seconds, the vehicle periodically broad-
casts a beacon inwhich it sends location and speed to TLCs in
the communication range through the wireless IEEE 802.11p
standard. The beacon message is calculated as follows:

B = ⟨𝐸�퐾V {(𝑙 ‖ 𝑠) ⊕ 𝑠V (𝑡)} , 𝑡�푠�푡�푎�푚�푝, 𝜎}⟩ (3)

where 𝑙 is the location of the vehicle on the grid system, 𝑠 is the
vehicle speed which is appended to the location information,
and both 𝑙 and 𝑠 are XOR’edwith the encoded data 𝑠V(𝑡), 𝑡�푠�푡�푎�푚�푝
is used to prevent a message replay attack, and the 𝜎 is the
beacon digest obtained by using a hash function, e.g., SHA-1.
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Figure 3: (a) Traffic flows at the intersection. (b) The sites with dots show the movable set for the phase sequence 𝑃26.

4. Traffic Light Controller

In the system, the vehicles act like virtual sensors and perform
the task of reporting the traffic information to a traffic
controller in the communication range.

The traffic controller is physically centered at the inter-
section and has access to the TA database. It receives beacons
from the vehicles to detect their presence, determine their
location and speed, and monitor the traffic state in real-time.
Whenever a beacon is received, itmust be verified for veracity.
For each message 𝑏 received, the traffic controller determines
the vehicle V which the message belongs to as follows:

(1) Define 𝑡�푏�푒�푎�푐�표�푛 the time the beacon 𝑏 is received.
(2) For each 𝑤 ∈ S, where S is the set of vehicles to be

verified, compute

𝑖 = ⌊𝑡�푏�푒�푎�푐�표�푛 − 𝑡0�푤𝜏�푏 ⌋ , (4)

where 𝑖 represents the index of the precomputed
encoded data value and 𝑡0�푤 represents the time when
TA has received the sign-up request from the vehicle𝑤.

(3) It retrieves the secret value 𝑥�푖�푤 that matches 𝑥�푖V.
If there is a match, the traffic controller identifies V to be

the vehicle that has sent the beacon and includes the vehicle
in the set of authenticated vehiclesVwhich are in the vehicle
queue to cross the intersection.

4.1. Phase Scheduling. The traffic controller dynamically exe-
cutes the phase sequence according to assigned priority to
each direction or skips a green phase as necessary, e.g., in the
case of prioritizing the passage of emergency vehicles. Valid
beacons allow the traffic controller to define the traffic state at
a time 𝑡, such that the traffic controller has the exact number
of waiting vehicles, the length of vehicle queues, the types of
vehicles, and the vehicular density in a traffic flow on each
road section.

When all phases of a current cycle are executed, the traffic
controller computes the new phase timings to each flow as
follows:

𝑇�푝ℎ�푎s�푒 = 𝑛�푙 + 𝑐 ⋅ 𝑡�푐𝑠 (5)

where 𝑛�푙 is a time constant used to compensate vehicle stop-
and-go movements caused by the phase changes, 𝑐 is the
number of sites occupied with vehicles, 𝑡�푐 is the time per
vehicle to enter the intersection, and 𝑠 is the mean speed on
the road.

The phase timings are granted to each traffic flow based
on of the number of vehicles at the road intersection,
therefore assigning more phase timing to traffic flow with a
higher density. To prevent vehicles waiting very long in traffic
flow with low density an upper time limit 𝑡�푚�푎�푥 is set for each
phase timing.

A phase to traffic flow can be skipped in the next cycle
if there is no vehicle within the communication distance.
Priority of the traffic flows is also defined at this stage.
Whenever an emergency vehicle is detected, the respective
traffic flow is given highest priority to cross independent of
the present traffic state at the intersection.

Then, the traffic controller periodically broadcasts the
phase timing information (every 1 second), which also
includes information about the time remaining for the cur-
rent phase, the phase sequence, and times through beacons
at the intersection.

4.2. Emergency and Public Transport. Emergency vehicles
need to reach their destination as quickly as possible. There-
fore, they need to be given higher priority at an intersection.
Such vehicles warn and announce their presence to the others
with visual and sound alarms in the neighborhood, so that
a nonemergency vehicle is to yield and allow the emergency
vehicle to pass through the intersection.

Even though vehicles should always respond in a timely
way to the alarms and give the right of way to emergency
vehicles, sometimes careless drivers may miss or ignore the
alarm, hence causing delays to response times of emergency
vehicles. In ourmodel, an emergency vehicle approaching the
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intersection is identified by the beacons it broadcasts, after
which the active phase is interrupted if necessary or the phase
time is extended to provide the safe passage of the emergency
vehicle without any significant delay.

First, a priority index 𝑘 = (0-highest, 1-high, 2-normal, 3-
low, 4-lowest) is set in the traffic rule set to detect the emer-
gency vehicles approaching the intersection. The emergency
vehicles have the highest priority, while a nonemergency
vehicle such as a truck has the lowest priority. A further
classification of the vehicles can be defined into several
different categories; e.g.,medical, police and security, fire, and
rescue, as in the work [17], depending on their importance.
If an emergency vehicle is detected in the traffic flow served
by the current green phase, the controller simply extends the
phase time until the vehicle passes through the intersection
in a way that creates a green wave effect for the quick passage
of the vehicle to its destination. For the cases in which the
vehicle is present in a flow other than the served green
phase, the current phase is interrupted and the green phase is
granted to the flow where the vehicle is approaching. Finally,
the phase sequence is restored to its initial configuration
before the emergency event.

The traffic controller virtually extends the phase time for
vehicles such as buses or taxis used in the public transporta-
tion structure. Here, depending on the size of the vehicle and
the time of the day, the traffic controller doubles or triples the
time assigned per vehicle.

5. Security and Privacy Analysis

In this section, we analyze the security aspect of the traffic
light control system. We pay particular attention to message
alteration, replay attacks, and identity impersonation of a
vehicle.

5.1. Message Alteration. In the system, a vehicle cannot claim
to be another vehicle, since at the initial sign-up the TA
requires a valid digital certificate. Therefore, a vehicle cannot
deny having sent a beacon because a verifiable signature
guarantees the beacon’s integrity. Furthermore, the identity of
a vehicle and its report is verified with the encoded, 𝑠V, data
upon receiving the reports.

In amessage alteration attack, an adversary tries to change
or modify the information in a beacon of its neighbors.
However, a beacon at time 𝑡 always includes the encoded data
toTA, and the identity of a vehicle is verifiedwith the encoded
data 𝑠V upon receiving the beacon by the traffic controller.
Since only the vehicle V can create the valid encoded data 𝑠V
at the time 𝑡, a trusted authority can verify the validity and
integrity of the information in the beacon.

5.2. Replay Attacks. In this attack, an adversary vehicle uses
and replays the beacons which are sent by its neighbors at an
earlier time. It then tries to increase the number of vehicles in
the traffic flow or impersonates an emergency vehicle to have
priority crossing.

However, the traffic controller first determines the time
the encoded data is generated and compares with the 𝑡�푠�푡�푎�푚�푝
of the received beacon.

If the time is outside the allowable time interval of 𝜏�푏,
an adversary replays a beacon it recorded at an earlier time,
validation of the 𝑡�푠�푡�푎�푚�푝 will fail, and the beacon will be treated
as old and and then simply discarded.

In a case for which a beacon is successfully replayed in
the window of 𝜏�푏, only the first valid beacon is processed
and the others are dropped without processing. Moreover,
each beacon has a different time dependent secret of 𝑠V
for two consecutive time instants 𝑡 and 𝑡 + 1. If the same
encoded data were detected, the time registered would not
match. Therefore, the code contained in the beacon along
with the 𝑡�푠�푡�푎�푚�푝 guarantees the freshness of the beacon. Thus,
the system is secure against any replay attack.

5.3. Sybil Attacks. In Sybil [18] attacks, an adversary vehicle
claims multiple identities and impersonates another. Recall
that the decision of the traffic light controller is based on the
numbers and the types of vehicles gained, from the broadcast
beacons of the vehicles. Therefore, a dishonest vehicle may
present multiple identities with the intent of increasing the
number of vehicles at an intersection. At the sign-in, each
vehicle receives a set of pseudo IDs and a symmetric key by
trusted authority using a valid digital certificate. For this type
of attack to succeed, a vehicle must obtain a number of valid
certificates of other vehicles or fabricate a valid certificate
which is virtually impossible with the use of digital signature
certificates. This attack only is effective when the security of
the TA is compromised.

A vehicle must obtain a number valid of certificates of
other vehicles as fabricating a valid certificate or a pseudonym
is not possible with public-key-based digital signatures. An
adversary vehicle is not able to usemultiple identities at once.

5.4. Privacy. Pseudonym changing techniques are the main
solution adopted to provide privacy and anonymity in
VANETs. In the system, each vehicle is assigned multiple
certificates with pseudo identities by the TA. At the initial
sign-in phase a vehicle’s certificate is verified, and then a
symmetric key is established with the TA and the vehicle.
Then, instead of using one fixed certificate, each message is
signed using pseudonym certificates by the vehicle.

6. Simulation

In this section, the performance of our proposed system is
evaluated against the prefixed time and actuated Webster’s
traffic control in terms of average vehicle waiting times.Then,
the system security is tested under the influence of adversary
vehicles which broadcast bogus beacons or impersonate
truthful vehicles by simply replaying their beacons.

6.1. Simulation Settings. Our proposal is evaluated through
OMNET++wireless simulator, a discrete-event network sim-
ulator based on C++ [19], and Simulation of Urban Mobility
(SUMO) [20], a realistic open source traffic simulator for
vehicular traffic. SUMO generates the vehicular traffic and
is used to obtain the traffic information, including speed
and location, from the vehicles. OMNET++ implements a
framework for simulating wireless communications and uses
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Table 1: The simulation parameters for waiting times.

Parameter Value
Number of vehicles per two-lane road 500 - 1800 per hour
Beacon transmission rate 1 x per second
Transmission range ≅ 200𝑚.
Road length 100 sites at each approach
Simulation duration 70 min.

the IEEE 802.11p protocol stack at both the physical and
Media Access Control (MAC) protocol layers. VEINS [21]
is a framework for vehicular network simulations, which
through TraCI [22] serves as an interface between SUMOand
OMNET++ and maps the vehicles as a mobile network node
in OMNET++.

The prefixed time control is set to have 45 seconds of
green time and 3 seconds offset for the phase changes.
Webster’s equation is used to compute the optimal cycle time𝐶�표 which minimizes vehicle delays at an intersection for the
adaptive traffic lights control and is defined as follows:

𝐶�표 = 1.5𝐿 + 51 − ∑𝑌�푖 (6)

where𝑌�푖 is the ratio of an upstream flow rate to the saturation
flow at the same approach for the phase 𝑖 and 𝐿 is unusable
offset times per cycle including all-red periods. Here, the
green phase is given time in proportion to the degree of the
saturation on its approach.

The main simulation parameters are summarized in
Table 1.

The simulation map is based on a four-leg road inter-
section. At the intersection, a roadside unit is positioned,
receives the traffic information from the vehicles, and broad-
casts the cycle information to the vehicles. All the roads have
two lanes in the same traffic direction and have a total length
of 1 km upstream and downstream of the intersection.

At each road, the maximum speed limit is set to 40 km/h.
A random distribution of the speed is specified for the
vehicles between the range 25 km/h to 40 km/h. The typical
passenger car length is equal to 5 m., and intervehicle distance
at full stop is set to 2.5m.The vehicles periodically broadcast
beacons at intervals of 1 second whereas a RSU is set to
broadcast at an interval of 1 second for dissemination of phase
timings at the intersection.

6.2. System Performance. In the simulation, several vehicle
densities are used to evaluate the effects of density over the
vehicle waiting times at the intersection. First, the traffic
flow is set to a constant 600 vehicles/hour for the north-
south flow, defined as the P48, while east-west traffic flow
density is varied from light to high density levels several
times during the simulation. The east-west flow has four
different vehicle density rates, 500, 800, 1000, and 1400 v/h
(vehicles/hour), defined as the P26, which is considered to
be light and medium vehicle density levels. The simulation
starts with the 500 v/h east-west vehicle density and then is
switched to the next level at 10min. intervals, and then from
the peak density level it reverts to the initial light density
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Figure 4: The comparison of the light control systems under light
and medium traffic flows.

level. Second, the model is tested under heavy vehicle density
levels where the east-west traffic flow density is set to 1400,
1800, and then back 1400 v/h. The simulation is run in a
period of 70 minutes where the initial 5 minutes is defined
as the warm up period after which the measurements are
recorded. The average vehicle waiting time is expressed in
seconds and represent the time a vehicle takes to cross the last
250 meters of an intersection (this is the average distance of
wireless communication), and the results are plotted at 5min.
intervals in all the traffic light control systems.

Figure 4 shows the performance evaluation of the model
in light and medium traffic flows compared to the prefixed
time method and adaptive Webster’s method, in terms of
average vehicle waiting times.

From the results, it can be observed that as the vehicle
density increases the average vehicle waiting times also
increase in all methods. However, our model exhibits a linear
increase compared to the fixed time and Webster’s control
systems.This is due to the vehicles need towaitmore than one
green phase at the intersection, resulting in an exponential
increase of the vehicle delay times. Moreover, as seen in
Figure 5, the model recovers faster in heavy vehicle densities
than in the other two systems since the density drops toward
a medium level over time.

The magnitude of the waiting times reduction obtained
using our model varies in the range of 35% in the light vehicle
densities and 25% in heavy densities with the other methods
considered here.

6.3. System Security. In this section, the effect of adversary
vehicles on the average waiting times is tested in the system.
Recall that a green phase timing depends proportionally on
the number of vehicles (vehicles that truthfully participate
in the system by periodically broadcasting the encoded data,
penetration level) in the respective road section.

Figure 6 shows the results of the vehicle waiting times
under several rates of adversary vehicles in the traffic flows.
Here, the north-south bound vehicles always broadcast cor-
rect information; whereas in the east-west flow the number
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Figure 5: The comparison of the light control systems under heavy
traffic flow.
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Figure 6: The system performance under adversary vehicles.

of the truthful vehicles is decreased over time during the
simulation.Thewaiting times for all vehicles between the 70%
and 90% penetration levels are similar to those for the 100%
levels. There is, however, an increase in average waiting times
under the penetration levels of 50% and lower.

Specifically, the waiting times of east-west flow dramat-
ically increase as the levels of truthful vehicles goes below
50%. Therefore, the result indicates that the system is not
affected by the bogus messages since the adversary vehicles
are not considered in determining the signal timing, which
causes an increase of the waiting times. Note that the north-
south waiting times improve over time since the number of
the vehicles increases proportionally relative to the east-west
flow.

6.4. Emergency and Public Transport. Figure 7 shows the
average waiting times of the emergency vehicle which cross
the intersection. The emergency vehicles make up 1.5% of
all vehicles and are entered into the simulation with Poisson
arrival rate. A vehicle usually experiences some peak waiting
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Figure 7: Emergency vehicles waiting times.

times whenever it is caught up at a red phase in the
prefixed and Websters’ control methods, whereas our system
consistently exhibits minimum waiting times throughout
the simulation. However, the average waiting times per
vehicle increase, up to 30% in some cases as compared with
the results in which no emergency vehicle exists due to
extended and interrupted phases to the flows to prioritize
the emergency vehicles. This can be considered an acceptable
trade-off given the benefits of near elimination of the waiting
times of the emergency vehicles.

Note that the simulation scenario assumes the vehicle
queue at the road section on which an emergency vehicle
is present is within the boundaries of the communication
distance.

In the next simulation, the size of the public vehicles,
buses, is virtually increased at every 12 minutes from 1 site
to 9 sites in a simulation of one hour. The east-west flow
has a density of 800 v./h and contains additional traffic of 60
buses per hour, whereas north-south flow is set to 600 v./h
with no public vehicles present. Figure 8 shows the effect of
virtual resizing on wait times of vehicles. The results show
the decrease in wait times in east-west flow as the size of the
buses increases. Naturally, north-south flow wait times are
affected inversely with a trade-off that favors public transport
vehicles.

7. Conclusions

In this paper, we presented a traffic light control system
which operates on the exchange of messages between the
vehicles and a traffic light controller. The system maintains
the anonymity of the vehicles at all times and uses a compu-
tationally lightweight encryption protocol. At the same time
the system allows a trusted authority to identify the vehicles
including those that are used in cases emergency and public
transportation.

The simulation results show that the system is efficient in
optimizing the waiting times of the vehicles and significantly
reduces thewaiting time of emergency vehicles. Furthermore,
the system is robust against network attacks from adversary
vehicles, and the vehicles that try to cheat the system with
bogus messages to gain some advantage over the intersection
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Figure 8: Public transport vehicle; bus; wait times with different site
values.

crossing end up with a disadvantage in terms of longer
waiting times.

Clearly, in real life application, not all the vehicles are
registered within the TA.The system needs a certain number
of vehicles to actively participate in order for the system
to be beneficial and efficient. As the results depicted in
Figure 6 imply, if the participation rate is less than 60% the
performance of the system degrades.

Even though not explicitly shown in the paper, the system
can easily be deployed at urban intersections where the
commuter pedestrian traffic is high. Here, the participants
with a mobile unit with wireless capabilities, such as a smart-
phone or a tablet, can participate by simply using a mobile
application or some specific carry on device.

Moreover, the traffic controller is able to dynamically pri-
oritize the traffic flows based on the vehicle types present in
traffic in real-time by simply changing the index values set in
the system. During rush hours, public transport vehicles like
buses and other similar vehicles can be given higher passage
priorities to encourage the usage of public transportation and
consequently reduce the number of private vehicles in traffic.

For the ease of presentation, we have assumed that
vehicles do send the GPS coordinates to the TLC. However,
it is easy to see that sending the type of vehicle and its size
and proving its location by replaying the messages of the
neighboring vehicles is sufficient. Unfortunately, this would
impose some cumulative delays and overall loss of efficiency
in the system.
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