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Security in mobile ad hoc networks (MANETs) is challenging due to the ability of adversaries to gather necessary intelligence to
launch insider jamming attacks. The solutions to prevent external attacks onMANET are not applicable for defense against insider
jamming attacks. There is a need for a formal framework to characterize the information required by adversaries to launch insider
jamming attacks. In this paper, we propose a novel reputation-based coalition game in MANETs to detect and mitigate insider
jamming attacks. Since there is no centralized controller inMANETs, the nodes rely heavily on availability of transmission rates and
a reputation for each individual node in the coalition to detect the presence of internal jamming node.The nodes will form a stable
grand coalition in order to make a strategic security defense decision, maintain the grand coalition based on node reputation, and
exclude anymalicious node based on reputation value. Simulation results show that our approach provides a framework to quantify
information needed by adversaries to launch insider attacks.The proposed approach will improveMANET’s defense against insider
attacks, while also reducing incorrect classification of legitimate nodes as jammers.

1. Introduction

Mobile ad hoc networks (MANETs) are self-organized net-
works which require distributed, reliable, and flexible net-
works which provide interdependency and rational decision-
making. MANETs are vulnerable to jamming attacks due to
the shared nature of the wirelessmedium.There are twomain
categories of jamming attacks: external jamming and internal/
insider jamming. Several research efforts [1–4] have focused
on external jamming attacks. This type of attack is launched
by foreign adversary that is not privy to network secrets such
as the network’s cryptographic credentials and the transmis-
sion capabilities of individual nodes of the network. These
types of attacks could be relatively easier to counter through
some cryptography based techniques, some spread spectrum
methodology such as Frequency-Hopping Spread Spectrum
(FHSS) [5] and Direct Sequence Spread Spectrum (DSSS)
[5, 6], Ultrawide Band Technology (UWB) [7], Antenna
Polarization, and directional transmission methods [8].

Smart insider attacks on the other hand are much more
sophisticated in nature because they are launched from

a compromised node that belongs to the network. The
attacker exploits the knowledge of network secrets it has
gathered to adaptively target critical network functions. This
makes it very hard for legitimate nodes to restore a new com-
munication channel securely.

Owing to the manner of interaction between nodes in
a network, game theory has been extensively used to solve
interesting research problems facing MANETs. This game
is broadly categorized as cooperative and noncooperative
games.A cooperative game is played betweennodeswhohave
mutual relationshipwith each otherwhile the noncooperative
game is played between nodes that do not seem to coexist
mutually. There have been several efforts on using nonco-
operative games to model security in wireless networks [9–
12]. To the best of our knowledge, little work has been done
in using cooperative or coalitional games to ensure security
in MANETs. Coalition game is a form of cooperative game
that is formed when more than two nodes agree to form an
alliance in order to achieve a better probability of success.
The cooperation of nodes in the network is dependent on
individual node’s experience and previous history records it
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has gathered. Individual nodes in themselves tend to be weak
against attacks but could achieve higher level of securitywhen
they form a coalition.

In this paper, we present a reputation-based coalition
game-theoretic approach to detect and mitigate insider
attacks on MANETs. In our approach, nodes implement rep-
utation mechanism based on transmission rates. Reputation
of a node is the collection of ratings maintained by other
nodes about the given node [13]. The reputation mechanism
can be first hand or second hand depending on whether the
reputation values are collected directly or relayed.The choice
of first hand versus second hand will impact the reliability of
the reputation values.We adopt first-hand reputation because
nodes within the transmission range are best equipped to
provide reliable information [13, 14].

Different from existing works [15, 16] which made use of
an alibi-based protocol and a self-healing protocol, respec-
tively, to either detect or recover from a jamming attack,
we make use of a reputation-based coalition game to ensure
security in the network.These approaches are too generalized
andmight not be implementable for a mobile ad hoc network
for which our system is modeled. Ourmodel, instead, follows
a game-theoretic approach by (1) implementing a coalition
formation algorithm, (2)maintaining the coalition via a repu-
tationmechanism, (3) identifying the insider attackers by set-
ting up a reputation threshold, and (4) excluding the attackers
from the coalition by rerouting their paths and randomly
changing their channel of transmission. This method is fully
distributed and does not rely on any trusted central entity to
operate at optimal performance.

The rest of this paper is organized as follows: in Section 2,
we presented relevant works that are closely related to our
approach; in Section 3, we presented the network and jammer
model; Section 4 describes the proposed defense model; in
Section 5, we provide the simulation and result of the model;
and, finally in Section 6,we conclude andpresent futurework.

2. Related Work

Previous researches have devoted great efforts to security in
mobile ad hoc networks.There is a plethora ofworks that have
used other techniques besides game theory to prevent secu-
rity attacks in MANETs. Li et al. [16] designed a protocol to
protect self-healing wireless networks from insider jamming
attacks.The protocol is not applicable toMANET as the pair-
wise key design in the protocolworks best in a centralized sys-
tem. Some other works have only focused on node selfishness
and not on intentional malicious acts or jamming attacks.

Marti et al. [17] categorized nodes according to a dynam-
ically measured behavior; a watchdog mechanism identifies
the misbehaving nodes and a path-rater mechanism helps
the routing protocols avoid these nodes.The research showed
that the two mechanisms make it possible to maintain the
total throughput of the network at an acceptable level, even
in the presence of a high amount of misbehaving nodes.
However, the operation of the watchdog is based on an
assumption which is not always true, the promiscuous node
of the wireless interface. Also, the selfishness of the node does

not seem to be castigated by both the watchdog and path-
ratermechanisms; in otherwords, themisbehaving nodes still
enjoy the possibility of generating and receiving traffic.

Also, Michiardi and Molva [18] have used a reputation
mechanism they termed CORE which is an acronym for col-
laborative reputation mechanism. They suggested a generic
mechanism based on reputation to enforce cooperation
among the nodes of a MANET to prevent selfish behavior.
The only challenge with this mechanism is that it would only
work for node selfishness whereas there is a greater risk of ser-
vice denial in malicious nodes attacks. Furthermore, reputa-
tionmechanismwas also used byCheng andFriedman inP2P
networks where the notion of Sybil proofness was formalized
using static graph formulation of reputation [19]. According
to the authors, this model cannot be generalized because
reputation functions did not depend on the state of the
network at previous time steps as well as the current state of
the network. Buchegger and Le Boudec [20] described the use
of a self-policing mechanism based on reputation to enable
mobile ad hoc networks to keep functioning despite the
presence of misbehaving nodes.They explained how second-
hand information is used while mitigating contamination by
spurious ratings. Their survey pointed out that a reputation
system is effective as long as the number of misbehaving
nodes is not too large.

Other works have used noncooperative games to model
security scenarios as well as the corresponding defense
strategies to such attacks [13, 21–25]. Most of these works
focused on two-player games where all legitimate nodes are
modeled as a single node and attacker nodes are alsomodeled
as a single node too; this is only valid for centralized networks,
whereas MANETs are self-organized networks. Thamilarasu
and Sridhar formulated jamming as a two-player, noncoop-
erative game to analyze the interaction between attackers
and monitoring nodes in the network. The mixed strategy
NashEquilibriumwas computedwhile the optimal attack and
detection strategies were derived [22].

Researchers have also used cooperative game theory in
the form of coalition game to ensure security in MANETs.
Majority of their works have only focused on node selfishness
and not on intentional malicious acts or jamming attacks. Yu
and Liu presented a joint analysis of cooperation stimulation
and security in autonomous mobile ad hoc networks under a
game-theoretic framework [26]. Their results however show
that the proposed strategies would only stimulate cooper-
ation among selfish nodes in autonomous mobile ad hoc
networks under noise and attacks which does not properly
address intentionalmalicious attacks.Han andPoor [27] used
coalition game in which boundary nodes used cooperative
transmission to help backbone nodes in the middle of the
network and in return the backbone nodes would be willing
to forward the boundary nodes’ packets.

Saghezchi et al. [28] proposed a credit scheme based on
coalitional game model; the authors provided credit to the
cooperative nodes proportional to the core solution of the
game, and this distributes the common utility among the
players in a way that all players are satisfied. Mathur et al.
[29] studied the stability of the grand coalition when users in
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awireless network are allowed to cooperatewhilemaximizing
their own rates which serve as their utility function.

Our approach is unique in that (1) each node in the
MANET is defined by a security characteristic function for
the coalition formation, (2) each node uses a reputation
mechanism to accurately detect insider jamming attack, (3)
each nodemaintains a history of transmission rates for nodes
in the coalition, and (4) the combination of transmission rates
and reputation values for nodes in the coalition is used to
detect insider attacker and exclude it from the coalition.

3. Network and Jammer Model

3.1. Network Model. We consider a model for the system as
a reputation-based coalition game with imperfect informa-
tion. The game will be repeated at each iteration until the
nodes arrive at their destination. The model will consist of
𝑁(1, 2, . . . , 𝑁) numbers of nodes and 𝐴(0, 1, . . . , (𝑁/2) − 1)

numbers of attackers, where the number of attackers would
not exceed the number of legitimate nodes. The attacker
would be able to join the coalition because it acts like a regular
node at the beginning, which permits it to become a member
of the coalition. On joining the coalition, a new node has
a reputation value of zero and would start cooperating by
sharing its transmission rate to all the nodes in its range of
transmission. Each node builds andmaintains two tables.The
tables contain an accumulative history of the entire transmis-
sion rate and reputation of all neighboring nodes based on
their willingness to share their transmission rate with their
neighbors. The transmission rate is broadcast periodically
during time interval, 𝑡. This transmission rate is then stored
according to our AFAT algorithm [30]. Nodes that share
their transmission rates with neighboring nodes will receive
a positive reputation from those neighbors and hence update
their reputation table about the node. Nodes that refuse to
share their transmission rate will receive a negative reputa-
tion. A nodewhose negative reputation value exceeds a preset
threshold will be tagged as an attacker and excluded from the
coalition.

3.1.1. Coalition Formation Model. A coalition game is an
ordered pair ⟨𝑁, V⟩, where 𝑁 = (1, 2, . . . , 𝑛) is the set of
players and V is the characteristic function. Any subset of 𝑁
is called a coalition, and the set involving all players is called
the grand coalition. The characteristic function V : 2

𝑁
→ 𝑅

assigns any coalition 𝐶 ⊂ 𝑁 a real number V(𝐶), which is
called the worth of coalition 𝑆. By convention, V(𝜙) = 0,
where 𝜙 denotes the empty set [31].

Let 𝑛 ≥ 2 denote the number of players in the game,
numbered from 1 to 𝑛, and let 𝑁 denote the set of players,
𝑁 = (1, 2, . . . , 𝑛). A coalition,𝐶, is defined to be a subset of𝑁,
𝐶 ⊂ 𝑁, and the set of all coalitions is denoted by 2𝑁.The set𝑁
is also a coalition, called the grand coalition. For example, if
there are just two players, 𝑛 = 2, then there are four coalitions,
(𝜙, 1, 2,𝑁). If there are 3 players, there are 8 coalitions,
(𝜙, (1), (2), (3), (1, 2), (1, 3), (2, 3),𝑁). For 𝑛 players, the set of
coalitions, 2𝑁, has 2

𝑛 elements. A game with transferrable
utility (TU) is a gamewhich involves a universal currency that
can be freely exchanged among the players. A game which

lacks this kind of currency is called a game with nontrans-
ferrable utility (NTU) [31]. In addition, 𝐺 = (𝑁, V) is called a
superadditive game if, ∀𝐶, 𝑇 ⊂ 𝑁 and 𝐶 ∩ 𝑇 ̸= 𝜙; then,

V (𝐶 ∪ 𝑇) ≥ V (𝐶) + V (𝑇) ,

V (𝐶 ∪ 𝑇) ≥ V (𝐶) + V (𝑇) − V (𝐶 ∩ 𝑇) .

(1)

A payoff vector 𝑥 is called feasible if it distributes the
worth of grand coalition among the players completely [31];
that is,

∑

𝑖∈𝑁

𝑥
𝑖
= V (𝑁) . (2)

A payoff vector 𝑥 is called individually rational if it offers
players more payoff than what they can obtain individually
[31]; that is,

𝑥
𝑖
≥ V (𝑖) ∀𝑖 ∈ 𝑁. (3)

The coalition formation process starts with nodes form-
ing small disjoint coalition with neighboring nodes in their
range of transmission and then gradually grows until the
grand coalition is formed with the testimony of intersecting
nodes. The final outcome of the coalition formation process
is to form a stable grand coalition which comprises all nodes
in the network. Forming a grand coalition implies that all the
smaller coalitions formed would be merged by the presence
of these intersecting nodes which would belong to more
than one coalition at a time. Our coalition formation process
depends on the transmission rate table that has been stored
according to the previous work done by [30].

In [30], an accumulative feedback adaptation trans-
mission (AFAT) rate was proposed; this design follows a
decentralized approach which ensures the communication of
transmission rates between neighboring nodes in a network.
This crucial knowledge helps a node to adjust its own rate
accordingly [30]. In other words, AFAT ensures maximum
transmission rates for the nodes in order to meet the spe-
cific application bandwidth requirements [30]. According to
AFAT, the transmission rates of the nodes are adjusted based
on the history of neighbors’ transmission rates. A list of the
transmission rates has been built into the transmission rate
table and is updated periodically [30].

The final outcome of the coalition formation process is to
form a stable grand coalition which comprises all nodes in
the network.The intersecting nodes would be very key to the
formation of the grand coalition because they belong to the
smaller coalitions that would be merged into a single coali-
tion.

Our network model involves a characteristic function
and a coalition formation model described in [31, 32]. Our
security characteristic function consists of three parameters
capturing the node mobility in the MANET. The support
rate is the neighbors in the node’s transmission range. The
maximum transmission rate in the coalition is provided by
AFAT. The maximal admitting probability or cooperation
probability is unchanged.

Nodes can testify for each other so that the coalition has
integrity compared to individuals. Any node that does not
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(1) Start for all nodes,𝑁
(2) Begin the 1st round of formation
(3) Pick a node with the highest V

𝑡
(𝐶)

(4) Broadcast forming option to the neighboring nodes in the network
(5) if V

𝑡
(𝐶) is beyond threshold and ≥2 nodes match then

(6) Form a small coalition
(7) else
(8) Do not pick any node
(9) end if
(10) Update transmission rate table in AFAT [30] with the rate of newest members
(11) Begin the 2nd round
(12) Pick a node with the highest security value, V

𝑡
(𝐶)

(13) if the first option has been matched successfully then
(14) Pick the next best option available
(15) else
(16) Broadcast the forming option to the neighbors again
(17) end if
(18) if there is an intersecting node- nodes that belongs to more than one small coalition then
(19) Merge the small coalitions
(20) else
(21) Re-broadcast forming option again to the network
(22) end if
(23) if V(𝑁) ≥ payoff from any disjoint set of smaller coalition then
(24) Form a grand coalition
(25) else
(26) Repeat step (11)
(27) end if

Algorithm 1: Algorithm for coalition formation.

belong to the coalition would not be seen to be trustworthy.
There are𝑁 nodes in the network; for any coalition, 𝐶 ∈ 2

𝑁.
The number of nodes in it is |𝐶|; any node in the coalition
would have |𝐶| − 1 nodes that can testify for it. Let |𝐺

𝑖
| be the

set of nodes in a transmission range. Therefore, at time slot 𝑡,
the support rate for a node, 𝑖, is

𝑆
𝑡 (𝐶) =

𝐺𝑖
 − 1. (4)

The transmission rate, 𝑇
𝑡
(𝐶), of coalition 𝐶 at time 𝑡

would also be a part of the security function.The nodes’ shar-
ing of their transmission rate is very key to their admittance
into the small coalition. In other words, to form a coalition
with any node, there is a need to know themaximumavailable
transmission rate. The maximum transmission rate ensures
that the nodes match the best nodes in terms of transmission
rate before settling for the next best option as seen in the
coalition formation algorithm. The maximum transmission
rate is given by

𝐷
𝑡 (𝐶) = max {𝑇

𝑡 (𝐶)} . (5)

The larger the transmission rate of a node is, the more
probable it is for such a node to quickly find a match. These
transmission rates are stored according to AFAT [30].

The third parameter for the characteristic function is
the maximal admitting probability, because nodes in the
network have different admitting probabilities and it would
be necessary to pick the highest probability which would be

used as a reference for the whole coalition. Every node in
the coalition formed was admitted with a certain probability.
The nodes having different admitting probability engender
the need to assign a maximal admitting probability as the
cooperation probability of the whole coalition. Hence, a
larger coalition size ensures a higher cooperation probability.

The maximal admitting probability is given by

𝐴
𝑡 (𝐶)

= max
𝑗∈𝐶

{

∑
𝑖∈𝐶

𝑃
𝑖𝑗

|𝐶|
| 𝐶 = {𝑖 | 𝑖 ∈ 𝐶, 𝑖 ̸= 𝑗, 𝑃

𝑖𝑗
̸= 0}} .

(6)

Algorithm 1 shows the coalition formation steps.
The coalition formation is a dynamic process; it is per-

formed in an iterative manner until all nodes belong to the
coalition. No matter the location of a node in the network, it
still has neighbors that can testify about it. From the coalition
formation algorithm, we can see that, at each round of
formation, every coalitionmember tries to find a partner.The
convergence time of formation is short, thereby increasing
the speed of coalition formation. The grand coalition is
eventually formed when two conditions are met: presence of
an intersecting node to aid the merging and whether V(𝑁)

is at least greater than the individual payoff of any disjoint
smaller coalition.

A coalition approach is needed to detect insider attacks.
As stated earlier, we are interested in a singular coalition,
called the grand coalition as shown in Figure 1. In the grand
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Transmission range of nodes
A grand coalition

Node at the beginning of the coalition 

Figure 1: A coalition of ten (10) nodes with no malicious node.

coalition, all nodes in the network should belong to this single
coalition.

From the coalition formation algorithm, we can see that,
at each round of formation, every coalition member tries to
find a partner. Therefore, the speed of coalition formation
is fast, which means the convergence time of formation is
short. And the size will keep growing until a grand coalition
is reached or all misbehaving nodes are identified. It is
important to explain how large the size of the coalition
would be. The grand coalition is eventually formed from
merging the smaller coalitions that have the same members.
These intersecting nodes will be a condition to form a
grand coalition between the smaller coalitions. The maximal
admitting probability is the cooperation probability of the
whole coalition, because the larger the coalition size is, the
more tolerant and robust the coalition is, and the coalition
can therefore have a higher cooperation probability. Each
node has no limit on the number of neighbors in its range
because they are all moving (as the name implies mobile ad
hoc networks). In other words, there are no fixed numbers of
neighbors to a particular node. From our proposed model,
the size of the grand coalition could be any size of three
nodes and above as would be seen in the simulation section
which have three cases, where each case consists of different
numbers of legitimate and malicious nodes. For any node
𝑖 ∈ 𝐶, |𝐶| > 1, its security payoff share is defined as

𝑥
𝑡 (𝑖) =

1

|𝐶|
(𝛼𝑆
𝑡 (𝐶) + 𝛽𝐴

𝑡 (𝐶) + 𝛾𝐷
𝑡 (𝐶)) . (7)

The coalition game definitely has a core; a core exists
only if the sum of payoff shares of all the members for each
coalition is larger than the value of that coalition. From (3)
and (4), we can deduce that

∑

𝑖∈𝐶

𝑥
𝑡 (𝑖) ≥ V

𝑡 (𝐶) . (8)

The game has a core because it satisfies the concept of core of
the coalition game [31].

3.1.2. Admitting a Node into the Grand Coalition. A new
node would be accepted into the grand coalition based on its
ranking in the smaller coalition. To be admitted to a grand
coalition, the node should build up good reputation while it
is a part of the small coalition. It is possible for a new node
to be denied access to the grand coalition even when it was
a part of the smaller coalition. This is possible when the new
node is temporarily out of range from the intersecting node as
at the time its smaller coalition is forming a grand coalition.
So, in essence, the new node is not totally new to some nodes
in the coalition. This process could continue while there are
intersecting nodes to testify about the new node. This would
make the grand coalition get biggerwhichwould help provide
more robust security in the network as we stated earlier.

Incorporating these three parameters, we can write the
characteristic function by weighing each parameter. The
characteristic function proposed is then

V
𝑡 (𝐶) =

{

{

{

0, if |𝐶| = 1

𝛼𝑆
𝑡 (𝐶) + 𝛽𝐴

𝑡 (𝐶) + 𝛾𝐷
𝑡 (𝐶) , if |𝐶| ≥ 1.

(9)

𝛼, 𝛽, and 𝛾 are weight parameters and

𝛼 + 𝛽 + 𝛾 = 1. (10)

These weight parameters can be used to help provide
variability for the characteristic function of the nodes. Due
to the mobility factor in our model, it is important to keep
track of the neighbors of any node at a given time; 𝛼 helps to
weigh the support rate parameter which is responsible for the
number of neighbors of a node. Our assumption is that the
nodes are slow-moving and there cannot be a rapid change
of neighbors. 𝛽 provides a weight value for the maximal
admitting probability.The value assigned to 𝛽 depends on the
size of the coalition; if the coalition size is very big (say about
100 nodes), then it could be important to make it bigger than
the other parameters.

The transmission rate is affected by two major factors:
propagation environment and the degree of congestion.
Depending on these two factors, we could assign a weight
value for the maximum transmission rate using 𝛾. Therefore,
the three main parameters that affect the payoff are the
support rate, cooperative probability, and transmission rates
of the nodes.That is according to the dynamism of those vari-
ables. If the coalition refuses to admit some nodes, thatmeans
that these nodes did notmeet the requirements for joining the
coalition regardless of whether it is a malicious node or not.

3.1.3. NetworkAssumptions. Weassume𝑁mobile nodeswith
𝐴 attackers, where 𝐴 is less than 𝑁/2 (i.e., the number of
attackers would not exceed the number of legitimate nodes).
The following are the assumptions under which we present
our work:

(i) Nodes cannot easily generate identities which can be
exploited to launch a Sybil attack; hence, we do not
consider the possibility of Sybil attacks in this paper.
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(ii) All players (or nodes) are rational (i.e., they would
always choose the strategy that benefits them the
most).

(iii) Individual nodes have weak security and would
jointly have higher security by joining a coalition.

(iv) There is no hierarchy, leader-follower, or centralized
mechanism in this system.

(v) The goal of the game is to form a stable grand coalition
where any node that is unable to join this grand
coalition would be designated as a malicious node.

(vi) The nodes are moving slowly because fast movement
brings about a frequent change in the node’s neigh-
bors which may affect the reputation of the nodes
adversely.

(vii) A node’s continuous membership of the grand coali-
tion is dependent on its reputation value.

3.2. Jammer Model. Liao et al. have classified attacks on
wireless ad hoc networks; they classified attacks as palpable
and subtle, with palpable attacks being attacks resulting
in conspicuous impact on network functions which results
in intolerable impacts on the users. On the other hand,
they defined subtle attacks as attacks that lead to invisible
damage in a vaguer way. According to them, palpable attacks
include jamming, traffic manipulating, blackhole, and flood-
ing attacks, while subtle attacks include eavesdropping, traffic
monitoring, grayhole, wormhole, and Sybil attacks [33].

The jammer starts out by being a member of a smaller
coalition and as such has earned a good reputation from
its neighboring nodes. We would recollect that the grand
coalition is formed only when there is an intersecting node
from the other smaller coalitions (i.e., the intersecting node
or nodes belong to more than one coalition according to
the coalition formation algorithm explained in the coalition
formation process). The intersecting node would serve as a
referee for the other nodes. The attacker who has met all the
criteria to be a part of the coalition would be seen to start out
as an eavesdropper by passively monitoring the network and
even participating in sharing its transmission rate with all the
neighbors in its range of transmission in the coalition. At this
stage, the attacker would still partake of the crucial network
assignments like routing and packet forwarding and in turn
gain a good reputation for itself. After gathering information
about what channel its neighbors are transmitting on, the
attacker stops sharing its own transmission rate and at this
point its reputation starts reducing at every time slot.

The jammer would then launch its palpable attack by
intentionally sending a high-powered interference signal to
the channel that has a lot of traffic on it, thereby attempting
to disrupt communication. As can be seen from the jammer
model above, the jammer is an intelligent jammer who has
acted as an “undercover agent” in the coalition. The jammer
would start to initiate its attack right after it has enough
information in its history table. The most important require-
ment is that the jammer must gather information about

Smaller coalition
Legitimate nodes
Attacker nodes

Transmission range of nodes
A grand coalition

Figure 2: A coalition of ten (10) nodes with two (2) jammers.

the transmission rates that have been shared by the other
nodes in its range of transmission. It is also monitoring
the communication in the coalition as well as initially
participating in the network functions before launching its
attack. The aim of jamming a selected channel is to disable
the functionality of the channel in question thereby causing a
jamming attack to all the nodes in the coalition.The complex-
ity of the jamming can be seen in the fact that the movement
of the jammers may hinder the detection capability of the
coalition. The jammers distinctive attack would be different
from a normal interference or noise in that it would send a
high-powered signal to disrupt communication in a selected
channel it has enough information on.

Figure 2 shows the presence of two jammers in a coalition
of ten nodes. The jammers first became a part of two smaller
coalitions which in turnmerged to become a grand coalition.
The node marked by the yellow color will be the intersecting
node for both coalitions. It can be seen that the first jammer
has three other legitimate nodes in its range of transmission;
it has the capability of jamming the channels at which they are
broadcasting their transmission rate. The second jammer on
the other hand has two legitimate nodes in its transmission
range. The scenario painted below shows that there could
be a case of more than one jammer and subsequently our
simulation results would show how thesemalicious nodes are
excluded from the coalition.

4. The Proposed Defense Model

4.1. Maintaining the Coalition through Reputation. Here,
we present a maintenance method that employs the node
reputation to track all the history of each node’s cooperation
as they broadcast their transmission rate. Reputation, in the
context of cooperation, is defined as the goodness of a node as
perceived by other nodes in a network. A higher value of rep-
utation indicates that the node is cooperative while a smaller
value indicatesmisbehavior.The reputation of a node ismain-
tained by its neighbors who monitor the nodes behavior and
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(1) Assign values for 𝜎 and 𝜆

(2) Start for all nodes
(3) Node 𝑖 checks its transmission rate table to assign reputation value for neighbor 𝑗.
(4) if 𝑗 shares its transmission rate then
(5) compute reputation value according to:
(6) V

𝑖,𝑗
(𝑦) =

𝑦

𝑅
𝑖,𝑗

(7) else
(8) Set V

𝑖,𝑗
(𝑦) = 0 if 𝑦/𝑅

𝑖,𝑗
≤ 𝑏
𝑓
[34]

(9) end if
(10) if 𝑗 refuses to share its transmission rate then
(11) compute reputation value according to
(12) 𝑘

𝑖,𝑗
(𝑚) =

𝑚

𝑅
𝑖,𝑗

(13) else
(14) Set 𝑘

𝑖,𝑗
(𝑚) = 0 if𝑚/𝑅

𝑖,𝑗
≤ 𝑇
𝑓

(15) end if
(16) Node 𝑖 updates node 𝑗’s reputation value according to:
(17) 𝑅

𝑖,𝑗
= 𝑅
∗

𝑖,𝑗
+ 𝜎 ∗ (V

𝑖,𝑗
(𝑦)) − 𝜆 ∗ (𝑘

𝑖,𝑗
(𝑚))

(18) Store this reputation value in its reputation table
(19) Share reputation table with neighbors at every time-slot.
(20) return 𝑅

𝑖,𝑗

(21) All nodes continue to update their reputation table.

Algorithm 2: Coalition maintenance through reputation.

update its reputation accordingly. We define a good behavior
as the timely broadcast of transmission rate and misbehavior
as refusal to broadcast transmission rate at any time slot.
Every node monitors and is in turn monitored by its neigh-
bors. A new node that joins the network is neither trusted
nor mistrusted but is assigned a neutral reputation 𝑞

𝑁
. All

reputations are valid for a time period, 𝑇V. There is an upper
threshold, 𝑞

𝑈
, and a lower threshold, 𝑞

𝐿
, where 𝑞

𝐿
< 𝑞
𝑁

< 𝑞
𝑈
.

Reputation is increased at the rate of 𝜎 and decreased at
the rate of 𝜆, where 𝜎, 𝜆 < 1 and are both real numbers.
Both 𝜎 and 𝜆 need to be chosen carefully; this is because if
𝜎 is very large when compared to 𝜆, a node may cooperate
and build high reputation in a short time span and then
consequently refuse to share its transmission rate for a long
time; also, it may lack themotivation to continue cooperating
after reaching the upper threshold, 𝑞

𝑈
, due to the high rate

of increment. On the other hand, if 𝜆 is reduced at a low
rate, a node can stay in the coalition long enough to exploit
the network infrastructure; decreasing at a very high rate
also causes an unjust punishment for a node that misbehaves
because of network congestion. It is possible to set 𝜎 equal to
𝜆, as this would make the reputation increase and decrease
at the same rate to ensure fairness. Algorithm 2 shows
the monitoring process and how the reputation is either
increased or decreased depending on the node’s behavior.

𝑚 is the number of observations made by node 𝑗 about
node 𝑖’s refusal to share its transmission rate. 𝑇

𝑓
is the

tolerance of the network, that is, 𝑚 per reputation value
before reducing reputation of a node.

𝑦 is the number of observations made by node 𝑗 when
node 𝑖 shares its transmission range in the time period 𝑏

𝑓
. 𝑏
𝑓

is the broadcast factor of the network.

4.2. Jammer’s Exclusion from the Coalition. The exclusion of
jammer from the coalition should factor in false positive
which results when a legitimate node is classified as a
jammer when it is unable to share transmission rates due
to impairing wireless environment. False positive could also
happen when a node fails to broadcast its transmission
range at a particular time slot due to being in an out-of-
range location. This situation often arises in a mobile system
where nodes are constantly in motion. We adopt reputation
management to encourage trustworthy behavior from nodes
in the coalition. In addition, reputation profiles are predictive
of node’s actions. The implementation of reputation systems
is of particular importance in games where repeated inter-
actions between multiple players are probable. Furthermore,
because of the nature of the attack which includes carefully
monitoring the network and then turning against the network
when enough information has been gathered, it is necessary
to drum up support from all nodes in the coalition to be able
to properly exclude any malicious node.

As it has been explained in Section 4.1, each node starts
out with the same reputation value and these values will
increase as the nodes continue to cooperate and reduce as
well when they refuse to cooperate. When a node joins a
small coalition, it would start with a reputation value of
zero. The reputation is updated according to (10). Nodes that
belong to the coalition have a monitor for observations and
reputation records for first-hand information about routing
and forwarding behavior of other nodes, nodes publishing
of their transmission rates, and a path manager to adapt
their behavior according to reputation and to take action
against any misbehavior. The coalition excludes the jammer
by following Algorithm 3.
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(1) Node 𝑖 checks node 𝑗’ reputation value after update.
(2) Node 𝑗 is tolerated until its reputation falls below 𝑞

𝐿

(3) Classify misbehaving nodes according to:
jammer, if 𝑅

𝑖,𝑗
< 𝑞
𝐿

regular, if 𝑅
𝑖,𝑗

≥ 𝑞
𝐿

(4) if 𝑅
𝑖,𝑗
is below 𝑞

𝐿
then

(5) Node 𝑖 sends an alarm message
(6) All nodes change their channel of transmission
(7) Accused node’s payoff reduces due to bad testimony
(8) Node 𝑗 attempts to jam the communication channel that has the best transmission rate.
(9) Jammer records little or no success because of the proactive step taken by the coalition.
(10) Neighbors of node 𝑗, blacklist him and exclude him from their small coalition.
(11) Nodes with reputation greater than 𝑞

𝐿
regroup again.

(12) else
(13) No alarm is sent and nodes continue their transmission
(14) end if
(15) Nodes with 𝑅

𝑖,𝑗
greater than 𝑞

𝐿
are retained

(16) Continue transmission

Algorithm 3: Jammer exclusion from the coalition.

The jammer prevention algorithm aims to reduce the
number of false positives. False positive occurs when a
legitimate node is classified as a jammer when a node fails to
broadcast its transmission rate at a particular time slot due to
being out of range, which is typical of mobile networks. The
implementation of reputation systems is of particular impor-
tance in games where repeated interactions between multiple
players are probable. Nodes that belong to the coalition have
a monitor for observations and reputation records for first-
hand information about the degree of cooperation of their
neighbors as regards sharing their transmission rates. The
coalition excludes the jammer by Algorithm 3.

A malicious node that has been excluded from the
coalition cannot be redeemed. Algorithm 3 provides the
needed self-dependency and self-organization that are usu-
ally required in mobile ad hoc networks.

5. Simulation and Results

5.1. Simulation Scenarios and Parameters. We implemented
our approach using NS2 simulator. The results will show
three different scenarios. The first scenario focuses on net-
work throughput and delay; in this scenario, we show how
the coalition size affects these two parameters. The second
scenario shows how varying the reputation parameters can
affect the performance of the jammer. The third scenario
focuses on the varying of the weights (𝛼, 𝛽, 𝛾) of the security
characteristic function.The parameters for the simulation are
shown in Table 1.

5.2. Results

5.2.1. Scenario One: Network Throughput and Delay. For this
scenario, we show the network throughput and the delay
with respect to time for three cases of different coalition sizes
(5, 10, 20). This is done in order to show that delay would

Table 1: Parameters for simulation.

Parameter Level
Area 2300 × 1300
Speed 15m/s
Radio range 250m
MAC 802.11
Simulation time 130 s
Number of mobile nodes 5, 10, 20, 40, and 80
Network interface type Wireless
Channel type Wireless channel
Transmission rate 1–11Mbps
Percentage of jammer 20%
Threshold, 𝑞

𝑈
0.975

Threshold, 𝑞
𝐿

0.70

reduce significantly as the coalition size increases in a very
short period of time.

The network throughput and delay for the first case
are discussed here. The first case consists of five nodes
(𝑁1,𝑁2,𝑁3,𝑁4,𝑁5): four of them are legitimate nodes and
one is the jammer. Figure 3 shows the throughput for this
case; from the results as shown in Figure 3, we see that,
owing to the small ratio of jammer to legitimate node, the
throughput of the jammer is still considerably high until
after about 3ms when it decreases sharply. After 3ms, the
jammer has been excluded from the coalition and hence its
throughput takes a nosedive.

Figure 4 shows the network delay for the first case when
the coalition is under attack.There is a spike at the beginning
of the attack which indicates the sharp increase in the delay
due to the jamming attack launched by the jammer. The
delay is seen to improve as the coalition regroups again after
excluding the jammer.
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Figure 3: Throughput for 4 legitimate nodes versus 1 jammer.
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Figure 4: System delay for 4 legitimate nodes and 1 jammer.

For the second case, we also discuss the network through-
put and delay with respect to time. In this case, there are ten
nodes (𝑁1,𝑁2,𝑁3, . . . , 𝑁10): eight of them are legitimate
nodes and two are jammers. Figure 5 displays the throughput
of the jammer and the network during the attack. The
throughput of the jammers reduced sharply right after 1ms.
This is because we have a larger number of neighboring nodes
that could observe the activities of the jammer. After 1.5ms,
the jammer having been excluded from the coalition still
seeks to continue jamming the network but its throughput is
soon reduced to the barest minimum.

Figure 6 shows the network delay for the second case
when the coalition is under attack. Even thoughwe still notice
a spike at the beginning of the attack, the network delay has
been greatly reduced. The reason for this is that the coalition
has more nodes than the previous scenario which help to
provide amore robust defense to attacks. After some time, we
see that the delay is reduced to zero, which is the ideal delay
that is expected in any network.

In the third case, the network throughput and delay with
respect to time are also shown. In this case, there are twenty
nodes (𝑁1,𝑁2,𝑁3, . . . , 𝑁20): sixteen of them are legitimate
nodes and four are attackers. From the results as shown in
Figure 7, we see that the throughput of the attacker reduces
after 0.5ms. It can be seen that if we keep increasing the
number of nodes in the coalition, the value of the network
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Figure 5: Throughput for 8 legitimate nodes versus 2 jammers.
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Figure 7: Throughput for 16 legitimate nodes versus 4 jammers.

throughput improves tremendously. This occurs because
our system relies on reputation value assigned by a node’s
neighbor and the more neighbors a node has, the better an
alert would be raised when it crosses the threshold value for
its reputation.

Figure 8 shows the network delay for the third case when
the coalition, again, is under attack. As can be observed, the
spike has been reduced by more than 200 percent of the
second case. This proves that the more nodes we have in the
coalition, the better results we get.
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Figure 9: Reputation of both regular and jammer node over time.

5.2.2. Scenario Two: Reputation. For this scenario, we show
how reputation can affect different aspects for both legitimate
nodes and jammers and show how reputation can be a major
issue for classifying nodes and detecting jammers.

In Figure 9, we show the comparison between the rep-
utations of both regular and jammer nodes. A regular node
retains its reputation value by sharing its transmission rate at
every time slot while the reputation value for the insider jam-
mer reduces when it stops cooperating.The nearest neighbor
of the jammer node computes the reputation at every time
slot. The computation follows (9) and (10) in Algorithm 2.

Figure 10 shows the number of observations made by the
nodes for cooperative, suspicious, and malicious nodes. A
node is observed as suspicious if its reputation value is close
to the lower threshold for the reputation. As seen in the figure,
the number of observations made increases with increase in
coalition size. This figure particularly shows the importance
of the support rate parameter, as only the neighbors of a node
can make a genuine observation about its activities in the
coalition.

Figure 11 shows the average payoff of the insider jammer
after detection with different decreasing reputation values 𝜆.
From the figure, it can be seen that if we keep increasing𝜆, the
punishment for a jammer is increased by a large decrease in
its reputation score; this, in turn, reduces the average payoff
of the jammer. A value of 𝜆 = 0.7 shows a great reduction in
the payoff of the jammer.
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Figure 10: Number of observations made for all nodes.
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Figure 11: Average payoff of the insider jammer after detection.

5.2.3. Scenario Three: Security Characteristic Function. This
scenario shows outputs for different value assigned for
security characteristic function weight and shows how these
weights affect their respective parameters.

Figure 12 illustrates network overhead when support rate
parameter 𝛼 is varied for different coalition size. Overhead
is any combination of excess or indirect computation time,
memory, bandwidth, or other resources that are required to
attain a particular goal.The goal for us here is to have asmany
neighbors as possible to testify for a node.Due to this goal, the
network overhead needs to be reduced as much as possible.
This is reduced by specifying a suitable value for 𝛼. Here, the
network overhead slightly changes with an increase in the
number of neighbors.

Figure 13 illustrates admitting probability for different
coalition size and 𝛽 values. When 𝛽 is increased, the prob-
ability of admitting a node into a coalition is also increased
which has a tendency of allowing more malicious nodes to
gain access to the coalition. It is important to state that this
parameter needs to be carefully chosen as well. For optimum
results, it is better to set this value to 0.3. The value can
however be chosen based on the peculiarity of the network.

Figure 14 illustrates the degree of congestion when
transmission rate is varied for different coalition size and
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𝛾 values where 𝛾 is the value maximum transmission rate
factor. When there are more nodes in the network, there
is a tendency that the network would get congested when
they start communicating. With an increase in 𝛾, the degree
of congestion for the network slowly increases as seen in
Figure 14. The highest degree of congestion is seen when 𝛾

is set to 0.8 for a coalition size of 80 nodes.

6. Conclusion and Future Work

We have been able to show through simulation that a
reputation-based coalitional game can help prevent insider
attacks in a mobile ad hoc network. We discussed a coalition
formation algorithm and showed how nodes can be admitted
into a coalition using a modified security characteristic
function. We came up with a unique mechanism that keeps
track of the transmission rates and reputation of individual
nodes in the network. Also, we showed how the jammers
action can be prevented and how it is excluded from the
coalition. In the future, we would like to show through
simulations and experiments that this model can be scaled
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Figure 14: Degree of congestion when transmission rate is varied.

up to include thousands of nodes and this would further
show that the algorithm would work best when there are so
many nodes in the coalition.Wewould also like to investigate
a case of cooperative attacks that could occur when the
excluded nodes form a coalition with the aim of jamming
communication in their previous coalition.

Notations

𝑁: Number of nodes in the network
𝐶: Coalition of nodes
𝐺
𝑖
: Nodes in the transmission range of node 𝑖

V
𝑡
(𝐶): Security characteristic function for

coalition 𝐶

V(𝑁): Payoff of the grand coalition
𝑆
𝑡
(𝐶): Support rate for coalition 𝐶

𝑇
𝑡
(𝐶): Transmission rate of coalition 𝐶

𝑃
𝑖,𝑗
: Probability of cooperation of node 𝑖 with

node 𝑗
𝐴
𝑡
(𝐶): Maximal admitting probability for

coalition 𝐶

𝑥
𝑡
(𝑖): Payoff share of node 𝑖

𝑅
𝑖,𝑗
: Reputation value of node 𝑖 by node 𝑗

𝑅
∗

𝑖,𝑗
: Previous reputation value of node 𝑖 by

node 𝑗
𝑅
𝑖,𝑘
: Reputation value of node 𝑖 by node 𝑘

V
𝑖,𝑗
(𝑦): Factor responsible for increasing

reputation value
𝑘
𝑖,𝑗
(𝑚): Factor responsible for reducing reputation

value
𝑞
𝐿
, 𝑞
𝑁
, 𝑞
𝑈
: Lower, neutral, and upper threshold value,
respectively

𝑇
𝑓
, 𝑏
𝑓
: Tolerance factor of the network and

broadcast factor
𝜎, 𝜆: Rate of increase and decrease of reputation

value.
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