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(is paper presents a new national cyber security strategy (NCSS) covering the deterrence perspective from creation to
implementation. With the aim of responding to and ensuring cyber security effectively, studies on which pathways should be
followed and what methods should be used to develop, create, and implement a NCSS are being conducted in Turkey, as in all
countries. In this context, by explaining the importance of cyber power, the need for cyber power to be considered as one of the
elements of national power and the importance of providing security against cyber attacks with deterrence by cyber power are
discussed, while a new and integrated approach for the creation and implementation of a NCSS and an authoritarian orga-
nizational structure responsible for this strategy is proposed. It can be concluded that the proposed effective and deterrent NCSS
model and approaches might help to efficiently and effectively handle these issues for better management, control, and auditing for
cyber security issues; provide new concepts for cyber security issues supported by cyber power and deterrence on this issue in the
world; introduce integrated approach to cyber security strategies and policies on the stages of developing and implementing a
NCSS; bring a number of issues to support cyber security and defence in different perspectives; and achieve a high degree of
success, especially in terms of effectiveness and existing deterrence strategies and action plans of basic structure, with the proposed
approach. Finally, it is expected that the proposed strategy, steps, and suggestions might help to improve cyber security issues and
national strategies in near future to secure national assessment more than ever with a powerful concept of deterrence. In addition,
this approach, which has been put forward for effective implementation of cyber security by ensuring better management, control,
and supervision, can be easily used by all other countries.

1. Introduction

(e developments in ICT and the improvements of state’s
power particularly in the economic, political, and military
fields have made cyber space (cyber domain) critical in
combination with physically and virtually valuable assets as
given in Figure 1. (e cyber space is being referred to as the
5th operational domain after the operation (warfighting)
domains of land, sea, air, and space.

As the importance of cyber space increases, malicious
movements and attacks that have come with the develop-
ment of information and informatics systems continue to
increase rapidly today. (e following statement of Alvin
Toffler, a US writer and futurist known for his works dis-
cussing technology and for his predictions for the future,

depicts a clear picture of the current situation, in addition to
drawing attention to the issue at hand and emphasizing its
importance: “our technological power is increasing, but the
side effects and possible dangers are growing much faster
than this” [1].

While the facilities and conveniences provided by the
cyber space with the developments in information and
communication technologies make life more dependent on
such facilities and conveniences every day, significant
damages that individuals, societies, and countries have
suffered as a result of using cyber space for threats, attacks,
harm to life and property, and similar malicious purposes
have caused great changes in the understanding of the
notion of security. In cyber space, the intentions and needs
to harm or negatively affect the counterparty’s information
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and informatics systems have created the concept of “cyber
attack–cyber assault,” and the need to protect information
and informatics systems against malicious acts and attacks
has created the concept of “cyber security–cyber defence.”
Countries have started to develop and implement strategies
and policies on cyber defence and cyber attack, and the
concept of “cyber war” has been discussed more and more
every day. In this context, it becomes a common thought that
cyber security is a national security issue and it is an integral
part thereof.

Strategies, policies, and measures are being developed to
prevent cyber attacks due to dominant effect or deterrence of
“cyber power” on attackers, crackers, or hackers, i.e., in-
formatics systems and infrastructures that are required for
the initiation and maintenance of cyber war and are attained
in cyber space, the ability to use them effectively, and wars
caused by cyber attacks, and to dissuade those who think
about cyber attacks or war from pursuing such thoughts and
actions. Renowned Chinese philosopher and war strategist
Sun Tzu, who lived in the 500s BC, stated that “forcing
someone to submit without war is the best” [2]; the famous
quote emphasizes that deterring the attackers from their
wishes, attacks, or wars, in particular cyber wars and “cyber
deterrence,” may be the best. In addition, the possibilities
and capabilities of cyber power attained in cyber space can
be used to ensure “deterrence” in many areas, especially in
diplomacy and military fields.

Governments are trying to carry out enormous work in
the fields of cyber security, cyber warfare, and cyber de-
terrence, to evaluate the situation within the framework of
technological developments, take measures by identifying
risks and threats, make targets in line with their needs by
making predictions for the future, develop strategies and
policies, and implement them effectively. With the increase
in the use of computers and the widespread of the Internet,
which is a constantly growing communication and infor-
mation communication network around the world, signif-
icant progress has been attained compared to past with the
work initiated to prevent and eliminate the risks, threats,
dangers, etc. that occur in parallel with the developments in
the world. In this context, besides increasing the efficiency by
eliminating the deficiencies and inadequacies related to
cyber security strategies and policies against cyber attacks
and incidents, it is thought that it would be appropriate to
address the issue of cyber deterrence, which is recently a hot
topic of conversation and study, with a holistic approach
along with cyber security strategies and policies.

Based on the thoughts put forward, in this study, we
aimed to answer the question as to what ways should be
followed to create a needed strategy and how this strategy
should be developed in order to ensure effectiveness of the
cyber security of assets, information and communication
systems, and infrastructures owned by a country in a cyber
space to become an effective power for cyber war and de-
terrence and to create a summary resource for the studies to
be carried out.

(is paper consists of 5 main sections. In Section 2, the
methodology followed is explained and supported by ex-
planations and examples from the literature. In Section 3, the

terms for cyber security, cyber power and deterrence, ap-
proaches, and studies are expressed. An integrated approach
has been introduced to cyber security strategies and policies
on the stages of developing and implementing a national
cyber security strategy (NCSS). In the approach as a pro-
posal, creating a NCSS, implementation and development
method for Turkey with the organizational model that will
accomplish this strategy has been proposed. (e proposed
models can be easily adapted and used by all countries. In
Section 4, the significance of findings is briefly interpreted
and described. Opinions, suggestions, and the outcomes
achieved in this study are given in Section 5.

2. Methodology

(e methodology of this study was based on the corre-
sponding author’s ongoing Ph.D. thesis entitled “Turkey’s
National Cyber Security Strategy and Policy Framework
Creation of Deterrence.” In this context, publications of
relevant institutions and organizations, especially academic
publications, documents, books, magazines, library, and
Internet environments were reviewed on the concepts of
cyber space, cyber attack, cyber assault, cyber crime, cyber
terrorism, cyber security, cyber defence, cyber warfare, cyber
intelligence, cyber power, cyber security strategies/policies,
and cyber deterrence, in addition to the activities (seminars,
symposiums, and conferences); all are summarised in
Table 1.

Based on literature, malicious actions and attacks in
cyber space continue to increase day by day along with the
technological developments in ICTs in the fields of pro-
cessing, producing, storing, transmitting, and using data in
all areas in parallel with the increase in efficiency and ef-
fectivity. In this context, it is inevitable to create and im-
plement national cyber security strategies (NCSSs) and
policies to ensure cyber security issues for countries due to
the drastic increase in attacks and vulnerabilities. (e lit-
erature survey is explained in two groups. (e first group
studies are as follows:

International Telecommunications Union (ITU) NCSS
Guide prepared by Wamala [3] recommends govern-
ments to use all national power tools to reduce cyber
risks, to prevent attacks, to handle the risks, and to
remind national leaders of their responsibilities for
preparing NCSS and policies for collaborating and
managing cyber security issues properly.
NCSSs Good Practice Guide published by the European
Network and Information Security Agency (ENISA) [4]
states that European Union Member States should
prepare NCSSs and recommendations about how to
develop, apply, and maintain NCSS and keep im-
proving the strategies and action plans for cyber se-
curity threats and attacks.
NATO Joint Cyber Defence Centre of Excellence
(CCDCOE) established in Tallinn on May 14, 2008,
pays attention to increasing NATO’s cyber defence
capacity. Its main task is to strengthen the ability,
cooperation, and information sharing among NATO

2 Journal of Engineering



countries and their partners in the field of cyber de-
fence, through education, research and development,
lessons learned, and consultations. In the official
website of the centre [5, 6], preparation and imple-
mentation of national cyber security strategies and
policies, suggestions, training, exercises, expertise and
consultancy aids, and studies on international legal
regulations for cyber environment are located, besides
the cyber security strategy documents of the member
countries.

(e first group studies from past to present cover many
studies conducted by several state agencies and institutions
in Turkey; the official documents prepared for the work were
put into practice after their approval and publication. (e
relevant findings with some academic studies and docu-
ments related to the subject are as follows:

(e most important dimension of cyber security at
the national level is strategic management including
strategic planning, and the first thing to do against
cyber threats is a national cyber strategy document
that should be prepared covering the strategic goals
and the measures to be reached, as reported by
Senturk [7].
Akyazi [8] has stated that cyber space, unlike other
conflict areas, provides effectiveness for each of the
national power elements; NATO’s cyber security pol-
icy, US doctrines, and strategies of some countries are
briefly summarised, in addition to putting forward
measures to be taken in this context.

Küçüksille [9] has introduced the concept of infor-
mation security with the widespread use of the Internet
in the world; legal arrangements are made by the states
in this context and cyber security strategies have started
to be created, emphasizing principles that should be
taken into consideration while developing a cyber se-
curity strategy.
Gungor [10] has reported that realization of the
strategies produced to protect the critical infrastructure
and information systems both in the public and private
sectors is going through a corporate structure where
they will work in coordination, but some kind of de-
sired result could not be achieved because of the lack of
legal infrastructure in this area, and the concept of
information security is not fully understood due to a
wrong conceptual framework in Turkey.

Within the scope of national cyber security strategies and
policies, some of the important work and activities that
started in Turkey in 2003, with the Prime Ministry Circular
No. 2003/10 [11], are presented in Table 2. Documents
related to these studies were examined separately during the
thesis, deficiencies were detected in their preparation and
implementation, and inadequacies have been revealed. We
have also benefited from the current and past studies on how
ideal NCSS and policies needed for Turkey should be pre-
pared and implemented effectively. It can be clearly stated in
the strategy that cyber security (defence) is discussed in
detail related to cyber security strategies and policies; the
documents are prepared and put into practice so far in

Table 1: Inventory of books, documents, publications, and studies reviewed.

R.
no. Subject Type Quantity

1 Strategy and security Books, documents, and studies 23
2 Cyber security and strategy Books, documents, and studies 32

3 Countries’ cyber security
strategies

Documents and plans (US, China, Russia, France, Britain, Israel, India, North Korea,
Germany, Canada, Netherlands, Finland, Japan, Australia, Iran, etc.) 18

4 Turkey’s cyber security
strategy Documents and plans 17

5 Deterrence and cyber
deterrence Books, documents, and studies 30

6 Events on developments on
the subject Seminars, symposiums, and conferences 35

+

Cyber space

Valuable assets

Operating systems,

Database management
systems, 
All kinds of data and information
produced, stored, transmitted,
and used by software and
codes for various purposes.
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Figure 1: Components of cyber space.
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Turkey. In the strategy, the other main dimension of cyber
warfare was not addressed in the size of cyber attack, and the
subject of “cyber deterrence” clearly did not find place,
except for the issue of providing deterrence by legally
fighting cyber crime [6]. Besides, the “cyber power” issue,
which should be included among other national power
factors and is necessary for cyber warfare, was not addressed;
the issues of creating, developing, and using cyber power
were not explained.

In the work entitled Cyber Power in [12], Nye states
that countries also have the capacity to use hard and
soft power in cyber space. Although a number of
countries are very strong in land, sea, and air opera-
tions, Nye emphasizes that they may not show the same
power and impact in the cyber space, and nonstate
actors may also be effective in cyber space due to their
asymmetric usage effects.
In Cyberpower andNational Security by Kramer [13], it
is stated that the cyber space has undergone extraor-
dinary changes that offer both outstanding opportu-
nities and major challenges for cyber space users;
difficulties arise from malicious actors using cyber
space and many vulnerabilities affecting this space;
balanced knowledge is required in the cyber space in
order to take advantage of opportunities and overcome
difficulties. For the purpose of developing international
partnerships to address cyber challenges in “cyber
power and national security,” attention is drawn to the
issues of building and using human capacity.
Haley, in A(eory of Cyber Deterrence [14], states that
cyber deterrence differs from nuclear deterrence in
many basic ways, and it is not possible for the appli-
cation to eliminate the possibility of all attacks, no
matter how effective it is, but it can play a critical role in
reducing it to a manageable level at low cost.

US cyber security expert Libicki emphasizes the
importance of military cyber power in [15]; the
network-centred execution of the operation in the
operational areas as the use of cyber power is re-
ferred to. Libicki claims that if the military cyber
power is used in conjunction with other classical
military power elements, it further increases the
effectiveness of those forces. Libicki, in his book
Cyberdeterrence and Cyberwar [16], states that
providing deterrence in cyber space is different and
much more difficult than classical or nuclear op-
eration; it is possible and it can work, but it is bound
by some terms and rules.
In the work of Solution Architecture for Cyber De-
terrence by Mowbray [17], it is stated that the tools
for distributed decommissioning, parallel scanning,
exploration, surveillance, and other capabilities in
addition to the network penetration tools of that
country for a country’s cyber deterrence strategy are
effective. Mowbray emphasizes that the most im-
portant issue in cyber deterrence is that the country
or the target of the cyber attack can be evaluated
quickly and precisely.
Lupovici in his study, Cyber Warfare and Deterrence
[18], questions whether deterrence can be achieved by
states in cyber space. According to Lupovici, in order
for deterrence to be successful through punishment, the
abilities (capacity) of the deterrent, the reliability of the
retaliation threat, and the retaliation threat must be
announced to the attacker successfully.
In [20], Jensen states that deterrence in cyber space, in
addition to traditional retaliation, does more legal
action than traditional deterrence methods in the
nuclear age of the cold war, and offers options such as
making networks invisible, flexible, and

Table 2: Turkey’s important cyber security strategy documents and plans.

R.
no. Subject Responsible authority Date

1 Information Society Strategy and Action Plan Ministry of Development 2006–10

2 National Virtual Environment Security Policy Ministry of Industry and
Technology 2009

3 Turkey Cyber Security Organization and Roadmap Ministry of Industry and
Technology 2012

4 Cyber Security Board Formation Ministry of Transport and
Infrastructure 2012

5 National Cyber Security Strategy and Action Plan Ministry of Transport and
Infrastructure 2013-14

6 Information Society Strategy and Action Plan Ministry of Development 2015–18
7 Personal Data Protection Law Ministry of Justice 2016

8 National e-Government Strategy and Action Plan Ministry of Transport and
Infrastructure 2016–19

9 National Cyber Security Strategy and Action Plan Ministry of Transport and
Infrastructure 2016–19

10 Giving the task or taking all kinds of measures to provide cyber deterrence to the
Information and Communication Technologies Authority

Ministry of Transport and
Infrastructure 2016

11 Turkey Software Sector Strategy and Action Plan Ministry of Development 2017–19

12 Presidential Circular on Information and Communication Security Measures Presidency Digital
Transformation Office 2019
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interconnected, while struggling to defend the net-
works and infrastructures of nations.
(omasen’s book, Cyber Deterrence–A 21st Century
Maginot Line [21], emphasizes that ensuring cyber
security is among the top threats faced by modern
states. (omasen states that the issue of securing cyber
systems is considered to be the heart of national se-
curity; developing attack capabilities in cyber space
should be sought while maintaining international co-
operation in cyber space; cyber deterrence is one of
these approaches.
Bendiek and Metzger, in their study Cyberdeterrence
(eory in the Cyber-Century [22], state that the de-
terrence theory to protect against cyber attacks has
long been considered as a valuable concept and that it
is applicable in cyber space. (ey explained how the
principles of classical deterrence can be applied in
cyber deterrence, whether cyber abilities can be ef-
fective in deterring aggressive enemies, the idea that
classical retaliation should be considered for deter-
rence, and implementation challenges of cyber
deterrence.
Davis in [23] emphasizes that cyber attacks and cyber
warfare are national security threats, deterrent efforts
have failed in the past but can sometimes play a useful
role, and academics and policy makers should avoid
early conclusions about what actions in the interna-
tional and legal fields can be beneficial.
Lindsay in [24] states that cyber attackers use their
vulnerabilities to hide and deceive their identity, which
leads to pessimism for success in cyber deterrence.
Lindsay reports that the retaliation penalty is ineffective
and that trusting the deception gives the attacker some
advantages.
According to Singer and Friedman [25], deterrence is
the ability to change an enemy’s actions by changing
cost and benefit analyses. (e most important differ-
ence of cyber deterrence from deterrence in other
environments is the problem of “against whom to deter
or retaliate.”
“NATO’s Cyber Deterrence” [26] reports that NATO’s
mission in cyber space is solely for defence purposes,
which includes protecting their networks and helping
their allies in the context of cyber attacks; there is no
chance to use cyber attack abilities with no ability to
maintain reliable deterrence. In addition, it recom-
mends that plans and preparations are made because it
is possible to provide better protection of NATO
missions and operations by treating the cyber space as
operational field.

It is very difficult and sometimes impossible to test cyber
security and deterrence strategies before implementing
them. If they have not been tested in practice or are not
experimental, the striking common feature of the theoretical
studies on issues of cyber security, cyber warfare, cyber
deterrence, etc. addressing strategies and policies is that they

lead to indecision and controversy over whether they can be
effective in cyber space. (e field of testing, trial, or
implementation of the countries’ cyber security strategies
and policies is the cyber space that the countries have located
and their people live in today. (e most important ways and
methods and the conclusions drawn from them with events
and practices in the past and present will be put into practice
with determinations and predictions regarding the future
and needs.

3. National Cyber Security Strategy and Policy

National strategies are developed based on concepts, ob-
jectives, and resources and built up to manage those im-
balanced issues and risks. (e concept of strategy, whose
meaning has expanded from the past to the present, has been
used in many fields, including politics, economy, and cul-
ture, as a martial art term and is defined in dictionaries as
“the main way to reach a goal.” Today, it is accepted as a
branch of science beyond the definition of martial art;
various classes have started to be taught to all elements that
make up business and social life, especially organizations
and societies, at universities on different subjects, including
strategic awareness and approach skills, determining the
structure and activities of state administrations.

(e definition of strategy is described in Turkey as “the
science and art of a nation or a community of nations to use
political, economic, psychological and military forces to-
gether to support policies adopted in peace and war” in [27].
Based on this, the definition of national strategy can be as
follows: “it is the science and art of using the elements that
make up the national power together in order to support
national policies.” Politics is also defined as “a whole set of
decisions and actions to reach the determined goals or
objectives” [28]. (e nations identify national security
politics and policies sometimes in secret and sometimes
explicitly in order to implement them to ensure their
countries’ security.

(is term is also clearly defined in the NATO Cyber
Security Framework Guide as follows: “based on the com-
mon meanings of different terms and concepts related to the
subject, cyber security is the fundamental basis for the
protection of state secrets and the provision of national
defence” [29]. International Telecommunication Union
(ITU) defines cyber security as “the sum of tools, policies,
security concepts, security measures, rules, risk management
approaches, actions, training, best practices, and technolo-
gies used to protect the assets of institutions, organizations,
and users in cyber space” [30].

(e definitions clearly demonstrate that countries are
aware of dangers of cyber space, pay more attention to cyber
security issues due to cyber threats as one of the most
important threats to national security, and consider it im-
perative to produce solutions to protect and secure the assets
of individuals, institutions, and organizations against cyber
risks, vulnerabilities, threats, and attacks. Understanding
security, they have also changed the form, techniques, and
methods of wars as a result of using cyber space for threats,
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assaults, damage to life and property, etc. In this context,
cyber warfare has emerged as a result of cyber assaults and
attacks, leading to recognition of cyber security as an integral
part of national security and as national security issue. Cyber
war is stated as “including activities aimed at attaining in-
formation supremacy to harm political, military or eco-
nomic information and information systems or to protect
their own information and information systems” [31]. Cyber
warfare by another definition is to attack the other party’s
informatics systems or to slow down, disrupt, stop, disrupt,
or seize information technology services to protect valuable
assets in cyber space [32].

As in the classical definition of war in the military sense,
one of the purposes of cyber war is to win the war by forcing
another nation or a community of states to accept the re-
quest/s and to give up the action that they will carry out, as
stated in the following quotes:

Sun Tzu, who lived in the 500s BC, states that “forcing
someone to submit without war is the best” [2]
Belisarius, Eastern Roman Commander, said in the
500s AD that “forcing the enemy to give up its purpose
without harming yourself” [33] may be better than
winning a combat

Similarly, in cyber warfare, deterring the attacker from
willingness, attack, or war, i.e., cyber deterrence, may be the
best thing to do and the most excellent target to achieve. (e
term “deterrence” is described in dictionaries as “taking
precautions to prevent and deter an aggression” [34], that is,

Avoiding committing a crime for fear of punishment or
imprisonment in law terms [35]
Behaving to direct the other state to certain political
behavior or dissuade its political desires in terms of
international relations [36]
Persuading the enemy that the negative consequences
of the oppression or armed conflict will be more severe
than the earnings for him in the military field [37]

(e common use of deterrence when an attack or war is
concerned is that an enemy is guided over its estimate of the
cost/benefit calculation to perform a specific action [38].
Libicki explains the deterrence in general terms as “intim-
idating the opponent not to take hostile actions” and defines
cyber deterrence as “discouraging the attack by frustrating or
punishing the action of the attacker in cyber space (threat of
retaliation)” [16].

Based on various thoughts, approaches, and practices on
cyber deterrence [1, 14–22], it is seen that the strategy on this
issue generally consists of two basic classifications as indi-
cated in Figure 2. Prevention/frustration aims to prevent
attacks and actions and frustrate the attackers’ cyber security
and defence capacity, further increased with its intelligence,
detection and attribution, prevention, assurance, etc. In
punishment, engagement, threats, and competencies are
announced to the attackers, with the capability, ability, and
policy support to show and retaliate to cyber attacks/assaults
and give punishment by various sanctions.

Before going further, it needs to be emphasized that
attacks are made or achieved in cyber space using cyber
attacks and incidents carried out by small attack groups such
as institution, organization, society, group/s, or person/s,
located in open sources, printed and visual media, etc. from
past to present, and targeted at loss of reputation, violating
privacy, public or national interest, national and interna-
tional security breaches, or other targets not explained here.

Besides deterring cyber criminals, terrorists, spies,
hackers, or attackers preparing for cyber attack/war with
cyber security/defence or counter-cyber attacks/war, stop-
ping or directing noncyber environment activities of gov-
ernment, like civil or military formations along with other
national power elements and sanctions, or only using cyber
power, can be evaluated within the scope of cyber deterrence
(Figure 3).

In the light of the above explanations, there have been a
number of issues to be considered, defined, and achieved to
support cyber deterrence:

Discouraging and pursuing attackers or hackers not to
attack or hack the systems
Stopping any attack before it is done in cyber space
Finding a method of ensuring cyber security
Giving trust to users and fear to enemies
Executing cyber attacks or cyber defence at the right
time, target, technique, and method
Developing and applying cyber security strategies and
policies in order to minimize uncertainties
Determining exact time and target of cyber attacks/war
Performing right techniques andmethods to defend the
assets
Having advanced protection and using them
Being ready for any attack to defend the systems

As can be clearly seen from the explanation, deterrence
requires advanced thinking, planning, preparation, protec-
tion, capability, and capacity.

(e entire goal to protect national assets depends on the
effective use of national power:

To achieve national objectives, interests, and targets
To ensure the survival and welfare of the country
To win wars in all areas or provide deterrence

National power might be a strategic approach and is
defined as “total potential power of a nation with its material
and spiritual values.” It consists of 7 different power ele-
ments [39], namely, man power, geographical power, eco-
nomical power, political and administrative power,
psychosocial power, scientific and technological power, and
military power, to achieve its national interests and goals.
“Cyber power,” whose importance has increased day by day
after the development of technology and the fact that cyber
space has become an indispensable part of life and become
the 5th area of movement, is defined in [16] as “informatics
systems and infrastructures that one has in cyber space and
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ability to use them effectively.” It may be more appropriate
to describe cyber power, which means “domination of the
cyber space,” as the 8th power element, instead of consid-
ering it under the scientific and technological power ele-
ment, which is one of the national power elements as
indicated in Figure 4.

When one examines the detail of cyber power, it can be
seen that cyber power affects all other national power ele-
ments, can further increase their effects, and can be used
effectively on its own. In terms of the size andmethods of use
of power, cyber power is also included in the soft power,
which is manifested by the widespread use of technology and
informatics systems, as well as hard power, which is based on
military and economic power. It is evident that the cyber
power of countries can be both an instrument of attack and a
target of attack and that the parties can use their mutual
cyber powers in order to harm each other, weaken their
cyber powers, or disable some of their elements or
capabilities.

In order to support the deterrence, national cyber se-
curity strategies should be created, developed, and imple-
mented on the premise that cyber security is one of the most
important components of national security in order to
subdue one’s opponent first without combating in any war

or, if war is inevitable, to effectively use cyber power to win
the war with a view to achieving national goals, protecting
national interests, and ensuring the security of the country.

3.1. Developing and Implementing National Cyber Security
Strategies and Policies. In general terms, national security
strategies and policies of the countries are defined as
“processes and elements which will enable the determination
of the policy and the implementation of the most appro-
priate policies by monitoring the regional and global en-
vironment and identifying threats and opportunities to take
measures against threats to the national presence, survival,
and security of the state” [40].

Countries create and implement cyber security strategies
and policies, as well as forming national security strategies
and policies. (e main and common goal of developing
strategies and policies is to ensure security and defence of
countries’ valuable assets, informatics systems, and infra-
structures against cyber threats and attacks. As meant and
defined in the cyber security strategy documents, it is
necessary to determine the responsibilities including the
deficiencies, negatives, and inadequacies against the harms
and attacks in cyber space, to arrange the principles of

Government

Institution/
organization 

Person/persons

Society/group,
formations 

Cyber crimes
Cyber terrorism
Cyber spying
Cyber attacks
Cyber wars

Preventive/security
“always ready”

Objective

Other power items/
sanctions 

“Advanced thinking, planning, preparation, protection, capability and capacity.”

Targets

Government

(i)

(i)

(i)
(ii)

(iii)
(iv)
(v)

Figure 3: Deterrence targets and objective.
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Cyber deterrence strategy

Cyber intelligence
Detection and insertion
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Assurance
Cyber security/defense
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Cyber attack/assault
Non-cyber environment 
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(i)

(ii)
(iii)
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Figure 2: Cyber deterrence strategy methods and techniques.
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coordination and cooperation, and to manage compre-
hensive safety and defence issues.

It would be appropriate to establish comprehensive
strategies and policies in the definition of national strategies
based on the development, protection, and effective use of
the cyber power of a country within a holistic approach
similar to acting on the use of all power elements together for
national policies. In this context, a new approach will be
introduced to consider national cyber security and policies,
and the guidelines and principles determined by examining
the cyber security strategies and policies of some countries
that are prominent in cyber space.

3.2. Overview of National Cyber Security Strategies and
Policies in theWorld. Countries around the world continue
to develop and strengthen their national strategies and
policies incorporating cyber power, which comprises ac-
cumulation of their cyber defence and attack forces, into
their national power that they can use to achieve their
national interests and achieve their national goals. It is
obvious that cyber power can be used to create an asym-
metrical effect on national cyber security that affects this
power negatively at various levels of dependence of infor-
matics systems. Although there are no clear and concrete
ways and methods to measure the cyber power of countries,
it is seen that various studies have been carried out to de-
termine the level of cyber power. In a study covering the
USA, Russia, China, Iran, and North Korea in this respect, it
was considered that North Korea is the country with the
highest cyber power and ability due to its defence and de-
pendency values, even though its cyber attack power is low as
indicated in Table 3 [19].

As reported by Dennesen in iDefense 2011 Trends Re-
port in [41], countries were classified into 4 groups
according to their cyber power, cyber power capabilities,
specific characteristics interpreted, and cyber security
strategy and policy as indicated in Figure 5.

3.2.1. Countries in Group 1 (USA, China, and Russia).
(ese countries have the following characteristics:

(i) Have the ability to develop an international policy in
addition to their cyber security and defence de-
velopment efforts

(ii) Provide the most resources and human support to
cyber security policies and cyber defence activities

(iii) Have many well-defined and specialized military
and intelligence agencies

(iv) Are capable of carrying out comprehensive, con-
tinuous, and complex offensive and defensive ac-
tions against other countries

3.2.2. Countries in Group 2 (France, UK, and Israel).
(ese countries have the following characteristics:

(i) Closely follow the countries in Group 1 and have
fewer personnel and more limited infrastructure

(ii) Have numerous, well-defined, and specialized
military and intelligence agencies but fewer
resources

(iii) Have the ability to carry out continuous and
complex attacks and defence actions in a limited
scope against a limited number of countries

3.2.3. Countries in Group 3 (India, South Korea, North Korea,
Germany, Turkey, Taiwan, and Estonia). (ese countries
have the following characteristics:

(i) Allocate substantial resources to develop cyber se-
curity policies and defence capabilities

(ii) Imitate the countries in Group 1 and Group 2 for
many cases

(iii) Have several well-defined institutions but have
limited institutionalization

(iv) Have comprehensive and continuous cyber defence
capabilities but weak cyber attack capabilities

1. Man power

2. Geographical power

3. Economic power

4. Political-administrative power 

5. Psychosocial power

6. Scientific-technological power 

7. Military power

8. Cyber power

National targetNational power

Figure 4: National power elements.

Table 3: Evaluation of countries’ cyber power and capabilities [19].

Countries Cyber
attack

Cyber
defence

Cyber
addiction Total

USA 8 1 2 11
Russia 7 4 5 16
China 5 6 4 15
Iran 4 3 5 12
North
Korea 2 7 9 18
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3.2.4. Countries in Group 4 (Brazil, Canada, Italy, Sweden,
Netherlands, Finland, Japan, Australia, Pakistan, Iran, and
South Africa). (ese countries have the following
characteristics:

(i) Allocate limited resources to develop cyber security
policies and defence capabilities

(ii) Have fewer institutions that need improvement
(iii) Have a cyber defence, which is strong but inade-

quate, and limited cyber attack activities
(iv) Focus on protecting their own internal resources

3.3. International Cyber Security Cooperation Principles.
In addition to domestic coordination and cooperation in
ensuring the cyber security of a country, international co-
operation, i.e., cooperation and coordination of countries, is
of great importance. In this context, ITU, aiming to establish
a synergy between current and future initiatives for coun-
tries within the framework of international multistakeholder
cooperation in the preparation and implementation of na-
tional cyber security strategies and policies, attaches im-
portance to the following main principles [3]:

(1) Legal: measures based on the existence of legal in-
stitutions and frameworks related to cyber security
and cyber crime

(2) Technique: framework-based measures based on the
existence of technical institutions and cyber security

(3) Structural: measures based on the presence of co-
ordination agencies and national cyber security
development strategies and policies

(4) Capacity Building: measures based on the existence
of research and development, education and training
programs, certified experts, and public sector orga-
nizations supporting capacity building

(5) Cooperation: measured based on partnerships, col-
laborative entities, and the presence of information
sharing networks

As a result of research carried out by ITU, countries have
been evaluated and ranked according to these principles as
reported in [42]. (e top ten countries including England,

USA, France, Lithuania, Estonia, Singapore, Spain, Malaysia,
Canada, Norway, and Australia are given in Table 4. Al-
though the time period between the two studies is close to 10
years, the evaluation scales of countries and the evaluation
results of some countries are similar.

3.4. Steps for Creating and Implementing National Cyber
Security Strategy. Comprehensive national cyber security
strategies have become important to avoid or manage
dangers, vulnerabilities, targets, hackings, attackers, etc. that
adversely affect individuals, institutions, and hence coun-
tries. Institutions work in this context and they prepare and
publish guidelines, which include targets, actions, and
suggestions in the preparation of a NCSS, while states de-
velop national cyber security strategies in different ways and
methods to make cyber space safer and more secure in
achieving their national goals.

In the published guidelines, it is seen that the
common approach of PDCA (plan, do, check, and act)
cycle model [43], developed by Deming, has been fol-
lowed for continuous improvement activities as given in
Figure 6:

P (plan): plan development and improvement
D (do): plan implementation
C (check): check implementation and result
A (act): correct plan according to the deficiencies and
improvements in the implementation

Security studies in all kinds of institutions and organi-
zations are modelled with a lifecycle similar to the PDCA
approach. After their creation, the strategies and policies
applied are considered as specific laws, i.e., specifically
monitored and developed for the organization, and the
process continues as a lifecycle.

PDCA approach is also used to create, control, and
continuously improve cyber security strategies and policies,
and processes. Security work in all kinds of institutions and
organizations is modelled with a lifecycle similar to PDCA
approach. While the strategies and policies that are formed
are considered to be laws specific to the organization,
generally, similar processes are followed for each
organization.
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Figure 5: Situations of countries according to cyber power and capability [41].
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In the guidelines reported by the European Network and
Information Security Agency (ENISA) [45], it is stated that
there are two main steps of managing a NCSS based on this
approach:

(1) Developing and implementing the strategy
(2) Evaluation and maintenance of the strategy

In addition, three approaches can be adopted to create a
NCSS:

(1) Linear Approach: the strategy will be developed,
implemented, evaluated, and eventually terminated
(or replaced)

(2) Lifecycle Approach: the output of the evaluation
phase will be used to maintain and adjust the strategy
itself

(3) Hybrid Approach: several continuous improvement
cycles on different levels may exist

It is seen that the most widely accepted approach in the
preparation of national cyber security strategies is lifecycle
approach. In this context, Figure 7 shows the lifecycle ap-
proach [4] proposed by ENISA with the aim of controlling
and continuously improving the strategy and related policies
as well as implementation through measures, actions, and
processes. As shown in Figure 7, NCSS lifecycle consists of 4

Check Do

Act Plan

PDCA
cycle 

Create Apply Monitor Develop

Business needs
Business objectives
Risk analysis
Cost analysis

Placing security
solutions

Testing and testing
security solutions

Emerging issues
New business targets
Change in technology
Risk change
Financial changes

(i)
(i)

(i)(ii)
(iii)
(iv)

(i)
(ii)

(iii)
(iv)
(v)

Figure 6: PDCA cycle model and corporate cyber security lifecycle [43, 44].

Table 4: ITU global ranking of countries in the field of cyber security [42].

Global Rank Countries Score
1 United Kingdom 0.931
2 USA 0.926
3 France 0.918
4 Lithuania 0.908
5 Estonia 0.905
6 Singapore 0.898
7 Spain 0.896
8 Malaysia 0.893
9 Canada, Norway 0.892
10 Australia 0.890
11 Luxembourg 0.886
12 Netherlands 0.885
13 Saudi Arabia 0.881
14 Japan, Mauritius 0.880
15 South Korea 0.873
16 Oman 0.868
17 Qatar 0.860
18 Georgia 0.857
19 Finland 0.856
20 Turkey 0.853
21 Denmark 0.852
22 Germany 0.849
23 Egypt 0.842
24 Croatia 0.840
25 Italy 0.837
26 Russia 0.836
27 China 0.828
28 Austria 0.826
29 Hungary 0.815
30 Sweden 0.814
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phases: the strategy is developed and implemented in Phases
1 and 2, and it is ensured that it is evaluated and maintained
in Phases 3 and 4. (e activities include both one-time and
ongoing/periodic evaluations.

In recent years, there has been a guide including the
approaches and suggestions by ITU in publications and
studies on the implementation of cyber security strategies.
Strategy lifecycle approach [46] in the NCSS Development
Guide of ITU describing the steps to be taken by a country
for the NCSS, possible structures and inclusive principles for
its implementation according to its specific needs, and the
essentials for its good implementation, is shown in Figure 8.
As can be seen in the figure, the strategy lifecycle, which is
aimed at guiding and focusing on strategic thinking about
cyber security at the national level, consists of the following 5
stages: initiation, collection and analysis, production,
implementation, and monitoring and evaluation. In the 5th
stage, unless a decision is made to prepare a new strategy
after the monitoring and evaluation process, the existing
strategy is continued with adjustments.

Based on the information obtained from the national
cyber security strategy (NCSS) documents of those
countries that have prominence in the field of national cyber
security and the information obtained from the work of
some international institutions, it is clear that the NCSS
should be structured in a harmonious and logical order
according to the national policy/strategy principles and
rolled out by working with scientific methods. Considering
the existing strategies and action plans, the NCSS, whose
basic structure can be seen in Figure 9, which is to be
created as a lifecycle in 8 stages, is expected and proposed to
achieve a high degree of success, especially in terms of ef-
fectiveness and deterrence.

3.4.1. Assessment of the Situation. (is stage, the starting
part of the cyber security strategy, involves a study that is
similar to the estimation of situation, which is conducted to
determine the most appropriate way of action by examining
all factors related to the past, present, and future in order to
best fulfill the task in military strategy. (is study examines
what has happened in cyber space from past to present and
makes future predictions.

During the situation assessment, the current situation of
the country in cyber security should be analysed by com-
paring it with the legislation of different countries and re-
gional and international studies, and to this end examples of

countries that have developed successful national plans,
programs, and legislation on cyber security should be used.
In this context, some of the important studies that need to be
examined and conducted are listed below in order of
priority:

(i) Issues affecting the NCSS, in particular issues re-
lated to the cyber security dimension of national
politics and strategy

(ii) Structuring the national cyber power
(iii) Links of national power elements with cyber power

and cyber security
(iv) Important past and current cyber security events

occurring in cyber space and their consequences
(v) Future prospects for cyber security including

technological developments in cyber space
(vi) Strengths, weaknesses, and vulnerable sides of

national cyber power
(vii) Evaluation of cyber security opportunities, threats,

and risks
(viii) Current national and international laws and pol-

icies related to cyber security
(ix) Analysis of the duties (duties and motivations for

tasks) given to and/or removed from the use of
cyber power

(e success of the evaluation depends on the determi-
nation of all relevant factors and the fact that these factors
are examined in a logical order in a realistic and detailed
manner. Constitutions, issues of laws and international
agreements, human rights and freedoms, etc. should be
considered. As the factors affecting the studies change and
new facts appear, the situation should be reviewed and new
assessments and corrections should be made.

3.4.2. Setting the Target. (e target, which means a place to
be reached or a goal to be attained [47], must be achieved in
order to release the task or the specified purpose in the sense
of strategy. In the national strategy, a state’s survival and the
well-being of a nation [48] can be defined as tasks and goals;
there are many goals for many areas and there may be many
different ways and methods to achieve each goal.

Similarly, as a result of the assessment of the situation in
the NCSS, many tasks and objectives can be put forward
after the task is set in relation to the goal in stage 6, before

Updating the
strategy 

PHASE 1 PHASE 2 PHASE 3

Developing
the strategy 

Evaluating the
strategy 

Updating the
action plans 

Periodically reviewing
the strategy 

Implementing
the strategy

Continuous
improvement 

PHASE 4

Maintaining
the strategy 

Figure 7: ENISA NCSS lifecycle [4].
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proceeding to stage 2, and there may be different goals for
each of themwhich need to be realized. Instead of being used
in a disintegrated manner to achieve different objectives for
effective use, it should be directed to the goal that will
perform the task or ensure the maximum gain in order for
the task to take place.(emain basis for this is the analysis of
the duty, which is the expression of the purpose deduced
from the task or duties resulting from the assessment of the
situation. (e target to be determined should directly or
indirectly ensure or support the realization of all or majority
of open or closed tasks and goals thereof after the analysis of
the duty.

Based on these thoughts, the target in a NCSS can be
determined as “maintaining and improving cyber power,
being effective and successful with other power elements, or
providing deterrence in all aspects of the cyber environment
alone when necessary.” Even if it appears that such a target
may not be achievable, attainable, or immeasurable, whether
or not it has been attained, it should be noted that the
important thing is the gains to be achieved by the agency to

be created and the elements included in the mandate thereof,
in stages and at various times. However, the point to be
considered here is that such a goal will change shape and
position continuously over time, so the strategy will need to
be improved continuously. Such hurdles as uncertainties,
limitations, etc. related to the subject can be eliminated at the
planning stage.

3.4.3. Organization, Duties, Powers, and Responsibilities.
WhenNCSS entities are analysed, it is seen that countries are
working for coordination systems and implementing the
structures they have determined to ensure cyber security. As
with the management systems and structures of the coun-
tries, there are differences in cyber security strategies and
policies, especially in coordination of ensuring cyber secu-
rity, due to the differences in informatics systems and in-
frastructures and their needs and expectations. (e biggest
similarity among them is that the paths and methods fol-
lowed aim to ensure a strong coordination.

PHASE 1: initiation

Planning the development of the
strategy

Strategy
development plan 

National cyber
strategy 

Decision to issue
new strategy 

PHASE 2: stocktaking and
analysis
Assessing the national
cybersecurity landscape

PHASE 3: production of the
national strategy 
Seeking formal approval and
publishing the strategy

PHASE 5: monitoring/
evaluation
Establishing and evaluating the
outcome of the strategy

PHASE 4: implementation
Developing the action plan,
allocating resources and setting
timeframes

Report and
consolidated repository 

Adjustments to
action plan Action plan

Figure 8: ITU NCSS lifecycle [46].
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(e protection of information, informatics systems, and
infrastructures, which are the most valuable assets of the
country, is a vital issue; in addition, its cost is high. Within
the scope of cyber security, difficulties and costs will increase
even more considering the dimensions of using cyber power
more actively and effectively by ensuring the cyber space to
be more reliable. In addition, coordination and cooperation
are required not only in the country but also in the inter-
national arena.

However, it should be considered not only to coordinate
national cyber security studies, but also to establish an in-
stitutional organization to manage this work and to ensure
that cyber power is used and managed effectively from a
single source. In the report prepared by the International
Telecommunication Union (ITU) in 2008, it is stated that
this task can be fulfilled by a high level government au-
thority, which will be established under the name of “Na-
tional Cybersecurity Council” in Figure 10, which can
provide coordination and guidance for relevant institutions
[49].

Although the responsibilities of cyber security strat-
egies and policies are widely distributed in the USA, the
highest level of coordination responsibility is fulfilled by
the Information and Communications Infrastructure
Interagency Policy Committee (ICI-IPC), affiliated to the
Presidency National Security Council, National Security
Council, and Cyber Security Coordinator. It is managed
by CSC [50]. In the Russian Federation (RF) the structure,
power, duties in relation to the creation and imple-
mentation of the cyber security strategy, which is con-
sidered an important part of the national security system
in the Russian Federation, are handled within the
framework of the power and responsibilities of the State
Duma, government, security council, executive bodies,
Central Bank, and Military-Industrial Commission [51].
In China, coordination and implementation of cyber
security are fulfilled by the Ministries of Public Security,
State Security, and National Defence [52].

In this context, Cyber Security Council was established
in 2012 under the direction of the Ministry of Transport,
Maritime Affairs and Communications (UDHB) with the
participation of 11 member senior executives listed below
representing ministries and other relevant public institu-
tions and organizations in order to determine the measures
to be taken in relation to cyber security in Turkey, to approve
the prepared plans, programs, reports, procedures, princi-
ples, and standards, and to ensure the implementation and
coordination of them [53].

Turkey’s National Cyber Security Council:
Chairman: (e Minister of Transport, Maritime Affairs

and Communications:

(1) Undersecretary of the Ministry of Foreign Affairs
(2) Undersecretary of the Ministry of Interior
(3) Undersecretary of the Ministry of National Defence
(4) UDHB Undersecretary
(5) Chief of General Staff Communications, Electronics

and Information Systems

(6) Undersecretary of the National Intelligence Agency
(MIT)

(7) Undersecretary of Public Order and Security
(8) President of the Scientific and Technical Research

Council of Turkey
(9) President of Information and Communication

Technologies Authority
(10) President of the Financial Crimes Investigation

Board
(11) President of Telecommunications Communication

(was closed on 15 August 2016)

(e fourth meeting of the said committee, whose ef-
fectiveness is being discussed, was held in 2016 and the need
to “establish a strong central public authority to ensure
coordination in the field of cyber security” [6] was em-
phasized in the 2016–19 NCSS and Action Plan published
after the meeting.

In order to comply with the amendments made in the
constitution, the duties of the Cyber Security Council have
been transferred to the presidency with the Decree Law No.
703 of 09 July 2018 [54]. Although some cyber security-
related duties and responsibilities are carried out by the
Office of Digital Transformation of the Presidency, there is
still a multiheaded organization in terms of the competent,
responsible, and coordinating unit.

Although the primary duties, power, and responsibilities
of institutions and organizations at all levels are determined
by laws and regulations, there are areas that are left in-
complete and ineffective in terms of national security; also,
there are repetitions and confusions in terms of cyber se-
curity. “Integration of cyber security into national security”
[6], which is one of five important actions in the 2016–2019
NCSS and Action Plan and is vital to national security, is also
one of them.

For managing national cyber security and in order to
meet the need for a strong public authority to ensure co-
ordination in cyber security and to eliminate uncertainties
related to the issue, an effective organization, which will be
responsible for all aspects of the country’s cyber security and
serve as the “Cyber Army Command Headquarters” in the
country’s 5th Operational Domain, cyber space, should be
established. As a suitable way of solution for this, National
Cyber Security Presidency (NCSP) can be established by
taking the example of an organization similar to the National
Intelligence Agency Presidency (NIAP) affiliated with the
presidency. (e main organizational structure of the NCS
Presidency as an exemplary state style is presented in Fig-
ure 11, not only for Turkey but also for the other countries
and other governments.

(e organization structure given in Figure 11 is sug-
gested for other countries and governments having the NCS
Presidency: 7 departments, an operation centre, and an office
of the undersecretary. With this organization structure, the
presidency shall be responsible for the development of
national policies and strategies related to cyber security,
carrying out planning and coordination studies (Depart-
ment of Planning and Coordination), defence, assault and
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deterrence, and the execution of all such operations, in-
cluding cyber intelligence (Department of Intelligence and
Operations), responding to cyber incidents including cyber
security crisis management (Operations Centre), cyber se-
curity of critical infrastructures (Department of Critical
Infrastructure Security), ensuring international cooperation
and coordination (Department of International Coopera-
tion), meeting training and exercise needs and coordinating
and directing the training of cyber security experts (De-
partment of Training and Exercise), guiding cyber security
technology research and development studies (Department
of Technology), carrying out any kind of support, control,
and audit activities related to cyber security and similar
activities (Department of Control and Supervision), and the
performance of duties of the president and judicial duties
(Legal Counsellor) related to cyber security.

(e President of NCS (under the presidency) will also
preside over the proceedings of the Cyber Security

Coordination Council (C3), which will be created with the
participation of authorized representatives of relevant public
institutions and organizations as in the case of Cyber Se-
curity Council, which was established in 2012 and later its
duties were transferred to the Office of President in 2018.
NCSP will act as an approval and coordination committee
rather than a decision-making body, but will also work to set
strategic goals and policies in the field of cyber security when
required and requested by the NCSP.

It will be ensured that the cyber security strategies and
policies to be prepared under the responsibility and coor-
dination of the NCS are examined and discussed by C3 and
put into practice after its approval, and that they will be
developed according to current conditions in case of need.
(e Cyber Security Operations Centre will also serve as the
National Cyber Incidents Response Centre. In full coordi-
nation with the Department of Cyber Intelligence and
Operations and the Turkish Armed Forces (Cyber Defence
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Figure 11: Proposal for structuring of national cyber security presidency.
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Command), NIAP, Gendarmerie General Command, and
General Directorate of Police, Presidency of NCS shall to-
gether with other institutions or alone prepare and imple-
ment cyber security and all kinds of cyber attacks and
deterrence operations when necessary, in addition to cyber
security and defence related task.

3.4.4. Scope, Duties, and Responsibilities. Starting from a
single individual in a country to all private (real) and legal
entities and public or private institutions and organizations,
the NCSS covers all entities and components that use cyber
media. In the cyber space, absolute security is not possible,
nor is it possible to ensure the same level of cyber security of
all assets and components. In order to use the cyber security
force and capacity effectively, the importance and priorities
should be determined.

In this part of the cyber security strategy, all state levels,
including all persons and public/private institutions and
organizations that fall within the scope, should be identified
by specifying their duties and responsibilities in general. For
an individual using cyber space, personal cyber security is
primarily their own responsibility. However, the state also
has a duty and responsibility to provide training and
awareness on this issue. When it comes to the country’s
cyber defence, even a single individual may have actions and
things to contribute.

Protection of the informatics systems of the country’s
critical infrastructures should be at the top of the state’s
cyber security priorities. However, the public/private sectors
that own these infrastructures will also have duties and
responsibilities to fulfill. In this regard, duties and re-
sponsibilities should be determined, control and audit
principles and sanctions should be identified, and plans and
regulations should be made for this purpose.

In the cyber space, it is known very well that absolute
security ensuring the same level of cyber security of all assets
and components is not possible. In order to use the cyber
security force and capacity effectively, the importance and
priorities should be determined.

In this part of the cyber security strategy, all state levels,
including all persons and public/private institutions and
organizations that fall within the scope, should be identified
by specifying their duties and responsibilities in general. For
an individual using cyber space, personal cyber security is
primarily their own responsibility. However, the state also
has a duty and responsibility to provide training and
awareness on this issue. When it comes to the country’s
cyber defence, even a single individual may have actions and
things to contribute.

First of all, to dissuade the attack, i.e., to provide a strong
cyber security and defence based on the idea of cyber de-
terrence and especially the protection of informatics systems
of the country’s critical infrastructures, should be ranked at
the top of cyber security priorities. However, the public/
private sectors that own these infrastructures will also have
duties and responsibilities to fulfill. Planning must be made
including measures and manners of actions, where the at-
tackers will fail in the event of any attack, the cost will be

high, and also punishment is necessary for retaliation. For
achieving this, the following are considered:

Infrastructures should be established in relation to this
matter
Capacity and capability should be built up and capa-
bilities available should also be improved
Duties and responsibilities should be determined
Control principles, auditing procedures, and sanctions
should be specified
Plans and legal arrangements should be made for this
purpose

3.4.5. Planning. In this part of the created NCSS, the modes
of action towards the goals are considered to be achieved
during assessment of the situations and goals supposed to be
acquired during determination of the targets, and the ob-
jectives of tasks are examined. In order to implement the
decisions made after the examinations, necessary plans are
made and accomplished with the cyber security agency or
the relevant state departments and public/private institu-
tions and organizations under its responsibility and
coordination.

In the implementation step, it is better to answer the
simplest questions (5W1H) for better management:

Who?
Why? For what purpose?
When? How long?
Where?
How?
What will be done?

(ese should be answered during the transformation of
realistic decisions into plans based on real data.

(e motto of “Safety First, Movement Next!” which is
frequently used in military activities and especially in haz-
ardous work areas might also be an important principle in
cyber security. Based on this principle, planning is a priority
in defence. Planning to establish and operate national cyber
incident response systems (cyber incidents response centre/
teams, etc.) to counter cyber attacks and incidents is made
primarily. In this context, detailed plans must be made first
to ensure their cyber security by extracting inventory of the
informatics systems of critical infrastructures that make up
the largest and most important part of the country’s cyber
power.

Plans for all kinds of cyber operations should be pre-
pared for protection against cyber attacks, crisis manage-
ment, retaliation when necessary, cyber intelligence and
counterintelligence, cyber defence, assault, deterrence, etc.
In addition to the stand-alone use of cyber power, the plans
should have the option to coordinate or to support the plans
of government agencies and public or private institutions/
organizations responsible for managing other power ele-
ments. (e control and audit activities to be carried out in
the process must be done effectively, and the goals set out in
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the strategic plans must be associated with objective and
measurable indicators before proceeding to the imple-
mentation phase. It should be noted that the plans are not
contrary to the constitution and laws, international treaties,
and obligations.

3.4.6. Implementation. As with all strategies, one of the most
important parts and stages of cyber security strategy is the
implementation phase. Because, even though the plans are
the most perfect work that includes the perfect and best
action style, their success depends on their implementation.
In history, since most plans that promised success and
victory on paper or thought were either not implemented or
implemented correctly, the expected objectives could not
have been attained and the goals could not have been
achieved.

(e plans may be centrally made and implemented by
several entities, ranked based on the duties and responsi-
bilities in the matter and implemented by the same entities.
Among the other important issues in the implementation of
the plans are complying with the confidentiality rules and
timing, making necessary adjustments and changes in time
to eliminate the problems arising from the application, not
delaying the updates of the plans to be implemented, etc.

Success in cyber security is a holistic approach and
decisive practice. At the level where the plan is implemented,
all elements of the institution or organization, especially the
management level, should own the plan, and each employee
of the agency should completely fulfill their duties and re-
sponsibilities. As in all informatics systems, since all cyber
security plans are run by staff, the principle that the weakest
link in the security chain is the human element should not be
forgotten.

If necessary, detailed follow-up and control activities
should be carried out on the basis of person, system, and
even device in order to fulfill the duties and responsibilities
in the implementation of the plans. Whether activities are
carried out by designated person/persons in methods and
times should be closely monitored, the results must be
followed, necessary measures should be taken according to
instant and periodic assessments, deficiencies should be
corrected without delay, all training needs, if any, should be
met, successes should be recognized through awards, and
failures, incompetence, and negligence, etc. should be
subject to sanctions based on penalties.

3.4.7. Control and Supervision. Whether the plans are
implemented as scheduled or the targets to be reached in the
sixth stages have been achieved, how much has been
achieved, how much gains have been made, or how much
efficiency is received is determined by control and check
activities. (is section is briefly the stage involving sys-
tematic monitoring, control, auditing, and reporting of the
strategic plan implementation.

Scientific control and inspection activities should be
carried out based on advanced statistical data and criteria
(standards), the implementation results of the plan should
be measured by comparing them against the goals and

objectives, and the consistency and appropriateness of the
said goals and objectives should be analysed.(e importance
of this issue is emphasized by the Austrian management
science expert Peter Drucker in his following statement: “It
is not possible to manage what you cannot control and you
cannot control what you cannot measure!” [55].

Control and audit activities are carried out in the forms
of internal and external action plans. Internal audit and
control activities should be carried out by the senior
management with the levels of implementing plans, and
external audit activities should be carried out in accordance
with the action plans to be prepared by the relevant boards of
the NCSS management or the authorized units determined
by them.

Control and audit action plans must include the
following:

Control forms and standards
Tasks to be performed
Objectives and targets to be achieved by responsible
persons, groups, or units, and so on

Audit activities should be carried out impartially, and
their results should be compared with the results of previous
audit and control activities and presented in objective re-
ports. Areas that have been progressed and cannot be
achieved, goals that are reached, and goals that are un-
reachable must be specified, and necessary assessments
should be made to be used in subsequent improvement and
development activities.

3.4.8. Development. (is phase is the most important one
and the last part of creating a cyber security strategy. From
the holistic point of view, it is generally a cyclical process,
and plans are made in this context. In the process, plans and
strategies are reviewed using the information in the reports
prepared as a result of control and inspection activities,
comparing the targeted and achieved results.

(e reasons for the differences and deviations between
the planned activities and the application are investigated.
Errors, mistakes, deficiencies, and inadequacies identified in
practice and all the issues considered positive are examined
together with the evaluations of the audit experts. Investi-
gations are initiated to eliminate problems, and work is
initiated to incorporate positive aspects into the planning.

(ese efforts consist of the activities of reviewing,
reorganizing, and updating the studies in the situation,
organization, scope, and planning departments, which take
place in the first four stages of forming the strategy. (e
NCSS is improved by maintaining the cycle in this way.
Conducting the development work by all relevant man-
agement levels and boards without interruption with due
care and diligence would also contribute greatly to the
training and the formation of a corporate culture.

4. Discussion

It is observed that in parallel with developments in computer
and communication technologies nowadays, the variety,
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severity, numbers, and technical complexity of cyber attacks
that can be made by persons, groups, and states capable of
conducting attacks within or outside the organization or the
country, criminal organizations, terrorists, hackers, spies,
and so on increase, while the expertise and skill of the attack,
i.e., the attackers’ knowledge levels and expertise [49], have
been gradually lessened. Parallel to this threats, risks and
damages which may be caused as a result of attacks increase,
while attacks have become difficult to detect and prevent.

Also in this study when cyber attacks and incidents in
many countries were analysed, it was observed that the
common fundamental reasons for the higher impacts and
damages are the following:

(1) Laws and policies related to cyber security being not
sufficient or not implemented effectively

(2) Technology and infrastructure inadequacies and lack
of knowledge and preparedness against attacks

(3) Lack of training and awareness of users and lack of
coordination and cooperation between institutions
and organizations, etc. [56]

Cyber security is a national security issue now and
should be integrated into national security. For all the
reasons stated above, it is evident first of all that the
elimination of the issues and problems faced can be achieved
through the creation and implementation of the NCSS
without any delay. Drafting a NCSS first requires a solid
understanding of basic concepts on cyber space and a
consensus on related terminology. (e NCSS should be
established on the basis of national policy/strategy and
developed through efforts based on scientific methods.

As an approach style (proposal), “8 stages of organi-
zation,” scope, planning, and implementation must be
monitored, from assessing the situation to achieving the
goal, control and inspection activities, and development
activities in the process, scientific tactics and techniques can
be carried out as a lifecycle (proposal for creating a NCSS
and implementation steps).

(e situation should be evaluated in detail; tasks should
be analysed according to national laws, policies, and strategy;
and strategic goal(s) should be determined objectively. As
the importance of cyber security is understood, the im-
portance of cyber power should also be understood, and it
should be ensured that it is properly configured and de-
veloped. Because in cyber security strategy, the target can be
achieved with cyber power, cyber power should be included
in the national power elements, the necessary attention
should be given, and its development should be ensured. In
this context, the link between, and harmonization of, the
national security strategy and cyber security strategy must be
ensured.

Cyber security is not the task and responsibility of a
single person, government/civilian institution, or organi-
zation. Everyone and all institutions and organizations at all
levels have cyber security duties and responsibilities.
However, a strong central public (government) authority is
essential to ensure management and coordination in the
cybersecurity field. A strong and authoritarian organization

that can provide effective coordination and one-stop
management among the relevant institutions in the country
should be established as one of the most important issues
that will ensure the cyclical success of the strategy to be
developed (proposal for structuring of National Cyber
Security Presidency, NCSP). (is agency should have the
authority and power to execute and handle all types of cyber
operations to be carried out in cyber space, including those
related to defence, assault, and deterrence, as well as all kinds
of cooperation, support, control, and inspection activities
related to cyber security and to ensure national security in
coordination with other national power elements.

(e NCSS should cover all private and legal entities and
public or private institutions, organizations, and compo-
nents, starting from a single individual in a country. Duties
and responsibilities should be determined in this regard;
planning and administrative and legal arrangements should
be made for this purpose.

Plans may be made centrally and applied individually, or
they may be made by staff and organization levels, which
have duties and responsibilities in this regard, and be
implemented by the same entities. Although plans are the
most perfect work that includes the perfect and best action
style, it should not be forgotten that its success depends on
correct implementation thereof.

During the process, the work should be checked and
inspected frequently, necessary evaluations should be made
by comparing the targeted and achieved results, plans should
be renewed, and the strategy implemented should be im-
proved. For success, NCSP, which is supported by law and is
strong in terms of staff, organization, and materials, should
be established and should work in harmony and intensively
with C3.

As previously emphasized, it is very difficult and
sometimes impossible to test cyber security and deterrence
strategies before implementing them. In this study, we have
benefited from the past and present events and applications
as well as the lessons and methods learned from them.
Successful results of the study will be seen with the appli-
cation of NCSS; NCSS will be developed, and the study can
be updated according to the results of the application. In
addition, according to these results and developments, users
or related researchers/academics will be able to benefit from
the study.

In today’s world we see comments like the following: the
attackers have so far not used their most advanced cyber
weapons not to reveal their true capabilities, the conse-
quences of a full-scale cyber war cannot be predicted, and
what could happen could destroy a modern country [19]. It
is of vital importance to have a secure cyber space and a
cyber power that will also provide deterrence. It should not
be forgotten that what is fundamental and important in
cyber deterrence is the execution of cyber attacks/war at the
right time, on the right target, and with the right techniques
and methods [56]. If victory is desired in the event of cyber
warfare, a holistic approach, addressing cyber security in all
its dimensions, should be adopted and a more effective and
deterrent NCSS should be developed, created, and imple-
mented with determination.
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5. Conclusions

In this paper, a new national cyber security strategy covering
the deterrence perspective from creation to implementation
was introduced for the first time. (e outcomes can be
concluded as follows:

A flowchart covering 8 steps to create and implement a
NCSS, which may be used by all countries, has been
introduced
(e proposed steps introduced in this article might
bring a number of issues to support cyber security and
defence in a different perspective
(e proposed organization (National Cyber Security
Presidency) might help to efficiently and effectively
handle the issues for better management, control, and
auditing for cyber security issues
(e information obtained from NCSS documents of
those countries has prominence in the field of national
cyber security
(e existing strategies and action plans of basic
structure (given in Figure 9) are expected to achieve a
high degree of success, especially in terms of effec-
tiveness and deterrence
We explained the importance of cyber power, which
needs to be considered as one of the national power
elements, and the importance of providing security
against cyber attacks with deterrence by cyber power
An integrated approach for creating and implementing
a NCSS and an authoritarian organizational structure
responsible for the strategy might help to reveal the
contribution of the proposed strategy

It can be finally concluded that the proposed strategy,
steps, and suggestions might help to improve cyber security
issues and national strategies in near future to secure na-
tional assets more than ever with a powerful concept of
deterrence. Also, it is expected that this approach, which has
been put forward for the effective implementation of cyber
security by ensuring better management, control, and su-
pervision, can be used as a NCSS or be integrated into
available strategies and policies of countries.
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