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The nature of wireless sensor networks (WSNs) makes them very vulnerable to adversary’s malicious attacks. Therefore, network
security is an important issue toWSNs. Due to the constraints of WSN, intrusion detection inWSNs is a challengeable task. In this
paper, we present a novel intrusion detection mechanism forWSNs, which is composed of a secure data communication algorithm
and an intrusion detection algorithm. The major contribution of this paper is that we propose an original secure mechanism to
defend WSNs against malicious attacks by using the information generated during data communication. The approach is able to
protect the data communication in a WSN even if some sensor nodes are compromised by adversary. The proposed approach is
easy to be implemented and performed in resource-constrained WSN. We also evaluate the proposed approach by a simulation
experiment and analyze the simulation results in detail.

1. Introduction

Wireless sensor networks (WSNs) are systems that com-
prise large numbers of wirelessly connected and spatially
distributed sensor nodes across a large field of interest [1].
There is a wide range of applications where the WSNs are
extensively used, and their development in other applications
is still growing. However, the intrinsic nature of WSNs
makes them vulnerable to malicious attacks. An adversary
can physically compromise a subset of sensor nodes in a
WSN to eavesdrop or destroy information. The malicious
nodes (or compromised nodes) become black holes in aWSN
[2]. Therefore, network security is a very important issue
to WSNs. Generally speaking, network security techniques
can be divided into two categories: prevention-based tech-
niques and detection-based techniques. When an intrusion
takes place, prevention-based techniques are the first line
of defense against attacks, while detection-based techniques
aim at identifying and excluding the attacker after the fail
of prevention-based techniques. Detection-based techniques
can be grouped into two categories: misuse detection and
anomaly detection. Misuse detection techniques match pat-
terns of well-known attack profiles with the current changes,
whereas anomaly detection uses established normal profiles

and detects unusual deviations from the normal behavior as
anomalies [3].

An intrusion detection system (IDS) monitors a host
or network for suspicious activity patterns outside normal
and expected behavior [4]. Currently, there are a number of
research efforts on intrusion detection for WSN. Although
intrusion detection is an important issue to WSN, the
research on intrusion detection for WSNs is still prelim-
inary [5]. Due to some intrinsic features of WSN, it is
difficult to perform efficient intrusion detection in such a
resource-restricted environment. Many intelligent or statis-
tical approaches are too complex for WSNs. Therefore, due
to the constraints of WSN, IDS inWSNs is challengeable and
need more effort to be done in this direction.

In this paper, we present a novel intrusion detection
mechanism for WSNs, which is composed of a secure
data communication algorithm and an intrusion detection
algorithm. The major contribution of this paper is that we
propose an original secure mechanism to defend WSNs
against malicious attacks by using the information generated
during data communication. The approach is able to protect
the data communication in aWSN even if some sensor nodes
are compromised by adversary.We provide a relatively simple
but reliable approach to support secure data communication
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in WSN. The remaining of the paper is organized as follows.
In Section 2, we first introduce the network model for this
study. Then we illustrate how to construct secure path for
data communication in WSN and how to perform data
communication via secure paths in Section 3. In Section 4, we
propose a CUSUM-based intrusion detection algorithm for
WSN by using the path information generated during data
communication. In Section 5, we evaluate the performance
of the proposed approach by simulation. Section 5 gives an
overview of the related works. Section 6 concludes the paper
with an outlook to future research directions.

2. Network Model

Generally, a WSN [6, 7] is a network composed of a large
number of sensor nodes that are equipped with environ-
mental sensors for temperature, pH value, humidity, and
so forth and can communicate with each other through a
wireless radio device. A typical WSN consists of two types of
nodes: sink nodes and sensor nodes. The sink, also known as
base station, is a powerful node that behaves as an interface
between the sensor nodes and the clients of the network.The
sensor nodes, also known as motes or simply nodes are small
and resource-constrained devices that have the ability of
sensing the surrounding environment. Sensor nodes inWSN
are always densely deployed either inside the phenomenon or
very close to it. Although WSNs belong to the general family
of wireless ad hoc networks, they have several distinctive
features of their own [8]. For example, a sensor node inWSN
is small and inexpensive device with constrained transmit
power and energy supplies.

In this paper, we consider a very simple WSN model
for illustrating the approach. Assume that there are 𝑘 nodes
in the network. Each sensor node in this WSN is battery-
powered and has limited sensing, computation and wireless
communication, capabilities. In this network, the sink is a
data communication center equipped with sufficient compu-
tation and storage capabilities. Sensor nodes generate sensor
data and aggregate data packets. The sink allocates the data
from sensor nodes periodically. There are a small number of
malicious nodes in the WSN. Assume that the number of the
malicious nodes is ℎ (0 < ℎ ≪ 𝑘).

We assume that malicious nodes, in order to allay suspi-
cions, selectively drop only a small proportion of all packets
passing by rather than every packet. The routing layer of
WSNs is threatened by various attacks. However, due to the
focus of our paper, it will not be further discussed and here
we consider only selective forwarding attacks throughout this
paper.

3. Normal-Path-Based Data Communication

Data communication in WSN is a process of data packet
relay from the source to the sink. If the packet arrives at the
sink successfully at the end, it means that there are no (or
few) malicious nodes on the path. Therefore, we can make
use of such feature to improve the quality of the subsequent
data communication and perform intrusion detection. In
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Figure 1: The architecture of the NPC algorithm for secure data
communication in WSN.

this section, we present a normal-path construction (NPC)
algorithm for this purpose. In this algorithm, we assume that
if a data packet from the source successfully arrives at the
sink, the path from the source to the sink is more likely to
be secure for subsequent data communication. The details of
the algorithm are illustrated as follows (see Figure 1).

(1) A source node (𝐴) sends a data packet to the sink (𝑆).
To each data packet,𝐴 appends an empty list (𝐿) to it.

(2) When a sensor node (𝑅𝑘) receives a packet, if it is a
normal node, it adds its identity (𝑑𝑘) to𝐿. It is possible
thatmalicious nodes will also take this action in order
to disguise themselves.

(3) On the arrival of the packet, 𝑆 extracts 𝐿 =
{𝑑1, 𝑑2, . . . , 𝑑𝑛} (here 𝑑𝑖 refers to the identity of a relay
sensor node 𝑅𝑖) from the packet and stores it in its
local cache. Here 𝐿 is called a normal path in this case.

(4) 𝑆 adds 𝐿 to a notification packet and sends the packet
to𝐴.The sensor nodes in𝐿 are used as the relay nodes.

(5) When a relay sensor node (𝑅𝑗) receives the notifica-
tion packet, if its identity𝑑𝑗 is involved in 𝐿, it extracts
a subpath 𝐿𝑗 = {𝑑𝑗+1, 𝑑𝑗+2, . . . , 𝑑𝑛} from 𝐿 and stores
it into its local cache. 𝑅𝑗 extracts its next-hop node
(𝑅𝑗−1) with identity 𝑑𝑗−1 from 𝐿 and forwards the
packet to it.

(6) On the arrival of the notification packet, 𝐴 extracts 𝐿
from the packet and stores it into its local cache.

In this algorithm, each normal sensor node adds its
identity to the data packet during the process of data
communication. When the packet reaches the sink finally, it
involves a routing path that consists of a list of the identities
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of normal sensor nodes (here normal does notmean the node
is a normal node but a node that behaves normally). It means
that the path is potentially secure for data communication
and can be used by the source node (also the other nodes
on the path) again in the future. A complete normal path is
always terminated and allocated by the sink. Here we use a
notification mechanism to tell the source node that requires
the path for future data communication.The sink sends back
a notification packet that contains a normal path to the source
node. The task of notification may be performed at intervals
rather than immediately in order to reduce the overall cost of
the network.We can formally denote a normal path as a triple
⟨𝐴, 𝐿, Δ𝑇⟩, where 𝐴 is the source node for the path, 𝐿 is the
identity list, and Δ𝑇 denotes the trust value for a normal path
with an initial value 𝜆 (𝜆 > 0). The larger the Δ𝑇 is, the more
secure the path is.

As long as a source node receives enough normal paths
from the sink, it is able to send data via these paths. When a
source node (𝐴) intends to send a data packet to the sink, it
first checks its local cache. If there are normal paths, it selects
a normal path ⟨𝐴, 𝐿, Δ𝑇⟩ with the largest trust value from its
local cache. The data packet from 𝐴 will be sent to the sink
along the path. If the packet is dropped or does not reach the
sink within the required time slot, it means that there may
exist malicious nodes on the path. 𝐴 just decreases the trust
value of the path by 1. If the trust value of a normal path
is cleared up, 𝐴 will remove it from its local cache. We can
see that a normal path is not secure for data communication
all the time. Normal paths are evaluated according to their
quality of service (QoS) for data communication periodically.
We deal with the problem of selective forwarding by using
an accumulated trust mechanism. We can exclude malicious
nodes fromdata communication asmany as possible by using
this mechanism.

4. Intrusion Detection Based on
Path Information

4.1. Malicious Path Construction. As we have mentioned
before, the normal-path algorithms are based on the assump-
tion that if a data packet from a source node successfully
arrives at the sink, the path from the source to the sink ismore
likely to be secure for subsequent data communication. On
contrary, if a data packet from the source fails to reach the
sink, it means that there is at least a malicious node on the
path from the source to the sink. According to the definition
of normal path, we just attach each normal path with a trust
value. When the trust value for a normal path decreases to
zero or negative value, the path will be removed from the
local cache of sensor nodes. We define such a removed path
asmalicious path, compared to normal path.

The malicious path construction (MPC) algorithm is
illustrated as follows.

(1) For a given normal path ⟨𝐴, 𝐿, Δ𝑇⟩, check its trust
value Δ𝑇 at time slot 𝑡.

(2) If Δ𝑇 > 0, use the path for data communication and
then go to step 1.

(3) If Δ𝑇 ≤ 0, remove the path from the local cache and
mark the path as malicious path.

(4) Add the malicious path to a collection.

Malicious paths are also the by-product of data commu-
nication in WSN, similarly to normal path. Unlike normal
path, malicious path reflects a more definite status for WSN,
because a malicious path is generated due to data commu-
nication failures. Therefore, we can make use of malicious
paths to perform intrusion detection for WSN. An intuitive
assumption is that the nodes which appear inmoremalicious
paths aremore likely to bemalicious nodes.Therefore, we can
recordmalicious paths in data communication and count the
appearance frequency for each node. We can treat the nodes
with high frequency as malicious nodes.

4.2. CUSUM-Based Intrusion Detection. In this section, we
illustrated a novel intrusion detection mechanism based on
malicious paths. We propose to use change-point detection
to detect the change point of sensor node behavior in WSN.
A sequential and nonparametric CUSUM algorithm [9] with
light computation load is used to support intrusion detection
for WSN. CUSUM can detect sharp but continuous increase.
The major procedure of detection is as follows.

(1) Let𝑋𝑛 be the number ofmalicious paths that the node
appear in within a sampling time Δ𝑛 and𝑋 the mean
value of random sequence𝑋 = {𝑋1, 𝑋2, . . . , 𝑋𝑛}.

(2) Let 𝑍 = {𝑍1, 𝑍2, . . . , 𝑍𝑛} with 𝛽, where 𝑍𝑛 = 𝑍𝑛 −
𝛿 and 𝛿 is the peak value of normal behaviors for
a specific WSN status so that all elements of 𝑍 are
negative and so is 𝑍.

(3) Then, we have the following equations:

𝑆𝑛 =

𝑛

∑

𝑖=0

𝑍𝑖, 𝑆0 = 0,

𝑌𝑛 = 𝑆𝑛 − min
0≤𝑖≤𝑛
𝑆𝑖,

𝑌𝑛 = (𝑌𝑛−1 + 𝑍𝑛)
+
, 𝑌0 = 0,

𝑥
+
= {
𝑥, 𝑥 > 0,

0, 𝑥 ≤ 0.

(1)

(4) When a change happens, such as when insider attack
occurs, 𝑍𝑛 will suddenly increase to positive. 𝑌𝑡 > ℎ,
for some 𝑡, indicates that an attack possibly starts
where 𝑘 is the smallest 𝑛 and ℎ is the threshold
of abnormal WSN statics. Δ𝑡 is then considered as
the change point of node behaviors. The decision
function at Δ𝑡, say, 𝑑(𝑌𝑡), is given as follows:

𝑑 (𝑌𝑡) = {
1, if 𝑌𝑡 > ℎ,
0, else.

(2)

Here ℎ is the threshold value for an attack. The value of
one indicates that an attack occurs, while the value of zero
shows that the WSN runs normally.
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Table 1: The basic network setting for the simulation.

Parameters Value
Node number 100
Drop ratio 0.2
Number of malicious nodes 10
Initial trust value (𝜆) 3
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Figure 2: The PIP value for the method under different number of
tasks.

In this way, we can perform intrusion detection by
analyzing malicious paths. This operation can be done in the
sink with the most volume of malicious paths. However, we
can also distribute the task of intrusion detection to sensor
nodes with enough malicious paths.

5. Simulation and Evaluation

In this section, we construct simulation to evaluate the
performance of the proposed approach.Themajor metric for
performance evaluation is the packet interception probability
(PIP) for a source node, defined as the ratio of the number of
intercepted data packets to the total number of packets sent
from the source node. The basic setting for the simulation is
given in Table 1. Assume that there are 100 sensor nodes in
the WSN and there are a small number of malicious nodes
in the network. Here the parameter drop ratio refers to the
probability that a malicious node will drop a data packet.

Wefirst fix the number of themalicious nodes in theWSN
to 10 and investigate the PIP for a given source node. Figure 2
depicts a plot of the PIP for the source node under different
collection of data communication tasks. We can see that the
PIP value of the WSN decreases when the number of data
communication tasks increases. When the number of tasks
is small, there are not enough normal paths and malicious
paths. Therefore, the PIP value is very high at the beginning.
It makes sense that we can get more normal paths for
secure data communication andmalicious paths for intrusion
detection when we perform more data communication tasks
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Figure 3: The PIP value for the method under different number of
malicious nodes.

in theWSN.Therefore, the PIP value goes down quicklywhen
we perform enough tasks.

Then we change the number of the malicious nodes to
see the performance of PIP. For each number of malicious
nodes, we perform a certain number (about 1000) of data
communication tasks for the source node and evaluate the
average PIP for the source node. Figure 3 shows a plot of the
PIP for the source node under different numbers ofmalicious
nodes. It can be seen that themethod can support secure data
communication when the number of the malicious nodes is
not very large, from 10 to 35. The number of the malicious
node increases, but the PIP value does not go up obviously.
It makes sense that the method can detect and exclude
malicious nodes fromdata communicationwhen the number
is not very large. However, when the number increases from
40 to 50, the PIP value goes up heavily. As there are so many
malicious nodes in the WSN, it is impossible to preserve
secure data communication in this case.

6. Related Works

Although intrusion detection has been studied a lot in
traditional networks and computer systems [10, 11], Intrusion
detection for WSNs is an emerging research field. There have
been some ongoing efforts in this field. WSNs are threatened
by various attacks. Here we mainly talk about the intrusion
detection methods for the attacks with tampering or packet
dropping. Most of the existing approaches against tampering
attacks are based on encryption. However, encryption cannot
solve the problem of packet dropping.

Da Silva et al. in [12] proposed a methodology to con-
struct a decentralized IDS for WSNs. The network behavior
is generated from the analysis of the events detected at
the specific monitor node, which is responsible for moni-
toring its one-hop neighbors looking for malicious nodes.
However, this kind of distributed IDS will cause a high
overhead to resource-constrained WSNs. Su et al. in [13]
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have presented an energy-efficient hybrid intrusion prohi-
bition system for cluster-based WSNs. The system is com-
prised of authentication-based intrusion prevention subsys-
tem and collaboration-based intrusion detection subsystem.
The member node monitoring mechanism is performed at
the cluster head and limited to the detection of compromised
nodes through the used pairwise key only. Yu and Xiao
in [14] have proposed an approach for detecting selective
forwarding attacks in WSN. Their scheme makes use of a
multihop acknowledgement method to launch alarms by
obtaining responses from intermediate nodes. However, their
approach mainly relies on acknowledgement between nodes.
They do not consider the situation that the malicious nodes
may drop the alert packets of both sensor nodes and the
sink during intrusion detection. Lee et al. in [15] proposed
a specification based intrusion detection mechanism for the
LEACH protocol. However, their method can only be used
in a specific protocol for WSNs. Loo et al. in [16] have
presented an anomaly-based intrusion detection scheme that
was used to detect network level intrusions. They use a
clustering algorithm to build the model of normal network
behavior, and then use this model to detect anomalies in
traffic patterns for the network. Shaikh et al. in [17] addressed
that the problem of malicious nodes in WSN could send
faulty anomaly and intrusion claims about the legitimate
nodes to the other nodes to destroy the secure mechanism
of the whole network. Therefore, they have proposed a
validation algorithm that utilized the concept of intrusion-
aware reliability to provide adequate reliability at a modest
communication cost. However, their approach does not deal
with the attacks with tampering or packet dropping in WSN.

Compared with existing works in this field, our approach
uses a novel notification mechanism, which makes full use
of the data communication process of WSN, to perform
lightweight intrusion detection.The algorithms are easy to be
implemented and performed in resource-constrained WSN.
The advantage of our approach is that the normal paths
and malicious paths are constructed as a by-product of
data communication and can be reused in subsequent data
communication.

7. Conclusion

In this paper, we propose a novel intrusion detection method
for secure data communication in WSN.The key component
of the approach is a novel notification mechanism, which
makes full use of the data communication process of WSN,
to support lightweight intrusion detection. The advantage of
our approach is that the normal paths andmalicious paths are
constructed as a by-product of data communication and can
be used to support secure data communication. The process
of constructing normal path or malicious path places limited
consumption on sensor nodes and WSN. Compared with
existing works in this field, the algorithms of our approach
are not very complex for the computing and storage ability
of sensor nodes. According to the result of simulation, the
performance of the proposed approach is reasonable and
acceptable. In all, ourwork tries to take step forward intrusion
detection for WSN.

Future works may include (1) improving the efficiency of
the algorithms to reduce the overhead of path notification;
(2) considering the case that the number of malicious nodes
dynamically changes; (3) considering a more complex WSN
model to evaluate the approach.
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