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Human care services, as one of the classical Internet of things applications, enable various kinds of things to connect with each other
through wireless sensor networks (WSNs). Owing to the lack of physical defense devices, data exchanged through WSNs such as
personal information is exposed to malicious attacks. Therefore, intrusion detection is urgently needed to actively defend against
such attacks. Intrusion detection as a data mining procedure cannot control the size of rule sets and distinguish the similarity
between normal and intrusion network behaviors. Therefore, in this paper, an evolving mechanism is introduced to extract the
rules for intrusion detection. To extract diversified rules as well as control the quantity of rulesets, the extracted rules are
examined according to the distance between the rules in the rule set of the same class and the rules in the rule set of different
classes. Thereby, it alleviates the problem that the quantity of rules expands unexpectedly with the evolving genetic network
programming. The simulations are conducted on a benchmark intrusion dataset, and the results show that the proposed method
provides an effective solution to evolve the class association rules and improves the intrusion detection performance.

1. Introduction

The Internet of things (IoT) enables a large number of
physical things or objects to connect, communicate, and
exchange data with each other. IoT techniques span from
health care to tactical military, in which human care is a
type of classical application. The objects of human care
services could include various kinds of medical equip-
ment, even body parts. Wireless sensor networks (WSNs)
are crucial for connecting, communicating, and exchang-
ing data among such a large number of things. Although
WSNs have the advantages of low installation cost, unat-
tended network operation, and flexible deployment, their
deficiency in physical defense devices renders both net-
work and information vulnerable for malicious attacks
[1]. To protect human care services from the internal
or external attacks, prevention and detection are two
main components involved in WSN security. However,
as a passive network security mechanism, prevention is
aimed at preventing any attack before it occurs and is

therefore not sufficient. Thus, an active technique is
urgently required to perceive malicious intrusions. Natu-
rally, the focus shifts on the intrusion detection that can
detect the actions attempting to compromise the confiden-
tiality, integrity, or availability of one resource.

In general, the intrusion detection has two main tech-
niques: misuse detection and anomaly detection. Misuse
detection essentially identifies the previously known attacks
from the normal network behaviors, while anomaly detection
establishes the normal profiles to detect the new attacks. The
combination of these two intrusion detection techniques is
the hybrid intrusion detection. All the three techniques have
been widely used in IoT. For example, Faisal et al. imple-
mented anomaly detection to detect the external and internal
attacks on smart meters [2]. Wang et al. and Pan et al. utilized
the hybrid intrusion detection framework to protect the het-
erogeneous WSN, which was applied to power systems [3,
4]. Whereas, the specific methods of intrusion detection must
be reviewed from the classical applications in the wired net-
works. Early studies on intrusion detection were conducted
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by Denning and Anderson [5, 6]. They aimed to build the
monitoring systems for computer security, so that utilized
statistics and rules to recognize attacks or viruses from the
audited data. Since then, machine learning, data mining, sta-
tistic modeling, and pattern matching have been used to con-
struct intrusion detection systems [7]. SVM was used to
classify and select the audited data for the intrusion detection
[8, 9]. The k-nearest neighbors (KNN) method has also been
used to identify the intrusions through measuring distance
[10]. Neural networks were also used to realize the intrusion
detection systems, such as multilayer perceptron (MLP)
[11]. Moreover, MLP was considered the basic unit to
form the ensemble classifiers [12] such as AdaBoost. In
[13], decision stumps were utilized as the weak classifiers
to form a strong classifier.

Data mining is a successful solution to actively detect
intrusive attacks based on the rules hidden in the network
behavior data. Association rule mining is used to discover
the correlations among the attribute sets in the data set for
intrusion detection. The rules usually form as “X→ Y ,”
which means that the -tuples in the dataset satisfy X is likely
to satisfy Y . A RIPPER approach is proposed to generate fre-
quent episodes firstly and then form the rules by associating
the frequent episodes [14]. To extract the diversified rules,
the fuzzy set theory was widely used to extract compact asso-
ciation rules. Tajbakhsh et al. [15] proposed a fuzzy associa-
tion rule induction algorithm with two steps. The first step
involved finding the significant itemsets with a higher signif-
icance factor than the user-specified threshold, and the sec-
ond step involved generating rules by using the large
itemsets induced in the first step. From the other perspec-
tive, intrusion detection generally distinguishes normal
behavior, known intrusions and unknown intrusions,
respectively, which can be taken as a classification proce-
dure. Thus, the classes are considered with association rules

to form the class association rules. Different from the associ-
ation rule, class association rule has the specified class label
as its consequent part. Ozyer et al. [16] proposed to use
GA boosting to find fuzzy class association rules. They
encoded the rules as strings and used GA to evolve them.
To extract as many rules as possible for identifying various
kinds of intrusions, many algorithms were designed and
implemented. Tsang et al. [17] employed a hierarchical GA
structure. Each chromosome comprises control and param-
eter genes, and the parameters of fuzzy member functions
were encoded as the parameter genes; the activations of
which are managed by the control genes. Thus, the method
was also used as a genetic feature selection wrapper to search
for an optimal feature subset for dimensionality reduction.
Feature selection can be used not only to alleviate the disad-
vantage of dimensionality and minimize the classification
errors but also to improve the interpretability of the rule-
based classifiers. Genetic programming (GP) has also been
applied to intrusion detection. Some researches utilized GP
to extract rules for intrusion detection based on its linear
genomes and homologous crossover operators [18, 19]. In
conclusion, most of current researches generally pursue the
extraction of a large number of rules and overlook the dis-
crimination of the rules [20]. Therefore, it is difficult to iden-
tify various types of intrusions with a high detection rate and
a low false alarm rate. This could be due to the following two
reasons. First, the network behavior data generated rapidly
prompts the increase of the rules. Second, the similarity
between the normal behavior and the new intrusion behav-
ior limits the discrimination of the rules. Furthermore, this
also brings about a considerable amount of redundant, irrel-
evant, and obvious information into the rule sets. In this
case, the important rules are overwhelmed with the useless
information. Therefore, the balance between the quality
and quantity of rules is crucial for improving the intrusion
detection performance.

To improve the quality of the rule sets as well as
reserve the diversity of the rules, a new class association
rule selection method is proposed based on genetic net-
work programming (GNP) to solve the intrusion detection
problem in smart human care services. Specifically, the
similarities between rules and between rule sets are
checked based on the distances during GNP evolution.
The distance between the rules in the rule set of the same
class is minimized, and the distance between the rules in
the rule sets of the different classes is maximized by add-
ing the newly extracted rules into the rule sets. If the
above minimization and maximization criteria are
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satisfied, the extracted rules are added to the rule sets; oth-
erwise, they are discarded. In this way, redundant infor-
mation can be avoided during the rule evolution, and the
discrimination of the rule sets would be enhanced. In
addition, this method also reserves the diversity of the rule
sets according to the evolving mechanism. Thus, the GNP
evolving method has the ability to discover discriminative
class association rules for intrusion detection, which can
further improve the intrusion detection performance.

The remainder of this paper is organized as follows. Sec-
tion 2 describes the GNP structure and GNP-based class
association rule mining in detail, and Section 3 introduces
how to evolve class association rules based on distance. The
simulation results are shown in Section 4, and Section 5 con-
cludes this paper.

2. Genetic Network Programming

2.1. Basic Structure of GNP.GAhas a string structure, and GP
has a tree structure.With the complexity of problems increas-
ing, it is difficult to express the problem using GA, and the GP
structure starts bloating. As an extension of GA and GP, GNP
has a quite different structure from GA and GP, which is the
directed graph structure [21]. Figure 1 shows the phenotype
of GNP, and there are three kinds of nodes in each individual.
The start node is used to determine the first node to be exe-
cuted. Judgment nodes work as the decision-making func-
tions and are represented as J1, J2,… , Jm. Processing nodes
represent the functions of actions or processes and are
expressed as P1, P2,… , Pn. Node transition starts from the
start node, and then, the next node to be executed is deter-
mined by the node transition. In addition, the number of
nodes and their functions depend on the specific problem,
which are determined by designers. In addition, judgment
nodes have conditional branches, whereas processing nodes
do not.

Figure 2 illustrates the genotype of the GNP structure.N
Ti indicates the node type, the values of which are 0, 1, or
2. 0 is the start node, 1 is the processing node, and 2 is the
judgment node. IDi serves as an identification number. And
Cij denotes the node connection between node i and j.

2.2. Class Association Rule Mining Based on GNP. When
GNP is used to extract class association rules, the function
of the judgment node corresponds to the attribute of each
tuple in the dataset, and the processing nodes are used to
calculate the measurements of the class association rules.
The specific procedure of class association rule mining using
GNP is shown in Figure 3. GNP examines the attribute
values of tuples in the dataset using judgment nodes and

calculates the measurements using processing nodes. The
judgment node determines the next node by the judgment
result of yes or no, corresponding to the yes side or no side.

The yes side of the judgment node is connected to
another judgment node. Judgment nodes can be reused and
shared with other class association rules because of GNP’s
reusability. The no side of the judgment node is connected
to another processing node, which represents the end of the
current rule and the start of another new rule. The start node
is connected to the first processing node. The connections of
judgment nodes in Figure 3 are extracted as the candidate
class association rules, which are shown below. There are four
class association rules that correspond to four connections.

A1 = 1 ⇒ C = k ,

A1 = 1 ∧ A2 = 1 ⇒ C = k ,

A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ⇒ C = k ,

A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ∧ A9 = 1 ⇒ C = k

1

To evaluate the above candidates of class association
rules, we can calculate the corresponding support and con-
fidence, which are shown in Table 1.

Let Ai be the item in the data set, and let its value be 1 or
0. Let C be the class label. So, the class association rule can be
represented as the following unified form.

Ap = 1 ∧⋯∧ Aq = 1 ⇒ C = k , k = 0, 1, 2,… , K , 2

whereAm = 1means that attributeAm equals to 1 and C is the
set of suffixes of classes.

3. Evolving Class Association Rules

GNP can extract a great number of class association rules
for intrusion detection. However, with an increase in the
amount of rules, the detection performance is not always
enhanced by the extracted rules. Lots of rules bring redun-
dant and irrelevant information into rule sets. This section
describes how to implement the new evolving mechanism
on the class association rule mining by GNP.

3.1. Jaccard Distance. Evolving class association rules are
aimed at pruning the redundant and irrelevant rules for
intrusion detection and at reserving the discriminative
rules. In fact, a class association rule is composed of a
set of attributes. Thus, the difference between two rules
can be regarded as the distance between two sets of attri-
butes, which is computed by the definition of Jaccard dis-
tance [22] shown as Definition 1.

Table 1: Measurements of class association rules.

Class association rules Support Confidence

A1 = 1 ⇒ C = k a k /N a k /a
A1 = 1 ∧ A2 = 1 ⇒ C = k b k /N b k /b
A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ⇒ C = k c k /N c k /c
A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ∧ A9 = 1 ⇒ C = k d k /N d k /d
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Definition 1. Given two sets A and B, the Jaccard distance is
defined as

DJ A, B =
A ∪ B − A ∩ B

A ∪ B
, 3

where A ∪ B states the union of set A and set B, and
A ∩ B indicates the intersection between set A and set B.
The Jaccard distance can measure the degree of overlap
between the two sets.

3.2. Rule Selection Based on Distance. Pruning the redundant
and irrelevant rules is achieved by minimizing the distance
of rules in the same class rule set as well as maximizing
the distance between the different class rule sets. There-
fore, the generated rules are checked according to the sim-
ilarity of the rules and that of the rule sets. Specifically,
when a newly extracted rule is added into the rule set,
the distance between the rules in the rule set of the same
class is minimized and the distance between the rules in
the rule sets of different classes are simultaneously maxi-
mized. In this case, the rule is regarded as a distinguish-
able class association rule.

As the description of a class association rule, it com-
prises a group of attributes, which can be regarded as
the mathematic theory “set.” Thus, the distance either
between the rules or between the rule sets can be

described by the difference of two sets. Based on this prin-
ciple, the distance between rule r and r′ is defined as (4).
And the distance between the rule sets can be calculated
based on (4). The detailed definition is shown as (5).

d r, r′ =
Ar ∪ Ar′ − Ar ∩ Ar′ +〠a∈Ar∩Ar′

d v r, a , v r′, a
Ar ∪ Ar′

,

4

d R, R′ =
〠r∈R〠r′∈R′d r, r′

R R′
, 5

where R and R′ denote the rule set with different classes. r
and r′ represent the two rules. Ar and Ar′ are the correspond-
ing attribute sets of rule r and rule r′, respectively. a denotes
the attribute in the rule. v r, a is the value of attribute a of
rule r. d R, R′ stands for the distance between rule set R
and rule set R′. d r, r′ represents the distance between rule
r and rule r′, whose range is [0,1]. d v r, a , v r′, a is
defined as

d v r, a , v r′, a =
1, v r, a ≠ v r′, a ,

0, v r, a = v r′, a
6

Input: Target generation of GNP, N;
Training data base, TrainDB;

Output: Accumulated ruleset, R;
1: for i = 0; i <N ; i + + do
2: while ith GNP generation do
3: Extract next rule r based on TrainDB
4: DistanceN ← CalculateDistance r, RN
5: // Calculate distance using the latest normal ruleset
6: if DistanceN > CalculateDistance r, RN then
7: if the class of rule r equals normal then
8: AddOneRule r, RN
9: else
10: AddOneRule r, RI
11: end if
12: break
13: end if
14: DistanceI ← CalculateDistance r, RI
15: // Calculate distance using the latest intrusion ruleset.
16: if DistanceI > CalculateDistance r, RI then
17: if the class of rule r equals normal then
18: AddOneRule r, RN
19: else
20: AddOneRule r, RI
21: end if
22: end if
23: end while
24: GNP population comets to (i + 1)th generation
25: end for
26: R←MergeRulePool RN , RI
27: return R

Algorithm 1: (GNP with rule evolving).
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From (4) and (5), the modified distance considers the
actual value of each attribute by adding d v r, a , v r′, a to
the traditional Jaccard distance. d v r, a , v r′, a = 0 indi-
cates that the attributes of rule r are completely the same with
those of rule r′, whereas d v r, a , v r′, a = 1means that the
attributes of rule r are completely different from those of rule
r′. Therefore, the larger is the number of the same pairs (attri-
bute, value), the shorter is the distance between r and r′. In
this paper, the thresholds of intradistance between the rules
in the same rule sets and interdistance between the rules in
the different rule sets are all set as 0.98.

3.3. Evolving Class Association Rules. Except for support and
confidence, χ2 is also used to measure the significance of a
rule. The class association rule is abbreviated as the form X
→ Y , where X, Y ⊆ I and X ∩ Y =∅, with I being the set of
attributes. X and Y are the antecedent and consequent-of
the association rule, respectively. Unlike the association rule,
the class association rule has a class label as the consequent
part. In this way, the support is defined as support X = x.
x is the fraction of tuples containing X in the database. Con-
fidence is defined by support X ∪ Y /support X . Therefore,
χ2 of the rule is given by

χ2 =
N z − xy 2

xy 1 − x 1 − y
, 7

where N is the total number of tuples in the database, z is
the value of support X ∪ Y , and x and y are supports of
X and Y, respectively.

Then, the minimum support, minimum confidence, and
minimum χ2 are used to select the candidate rules. After cal-
culating the support, confidence, and χ2 values of the above
candidate class association rules, and if they satisfy the
following conditions, support ≥ supportmin, conf idence ≥

conf idencemin, and χ2 ≥ χ2
min, the rule is regarded as the

important rule and then stored into the ruleset.
Each individual is evaluated by the fitness function

defined by

Fitness =〠
r∈R

χ2 r + 10 nante r − 1 + αnew r , 8

where R in r ∈ R is the set of suffixes of the extracted impor-
tant rules from the individuals, nante r is the number of attri-
butes in the antecedent part of rule r, and αnew r is the
additional constant shown as (9)

αnew r =
αnew,  when rule r is newly extracted,

0,  otherwise
9

Therefore, the fitness function of GNP is concerned with
importance, complexity, and novelty of rule r.

The pseudocode of evolving class association rules by
GNP is summarized in Algorithm 1.

4. Simulations

4.1. Data Set. Owing to the lack of realistic data sets of
smart human care services, the benchmark data set NSL-
KDD is used to verify the validity of the proposed method
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Figure 4: The comparison of rule quantity between the traditional GNP and GNP with rule evolving.

Table 2: Confusion matrix of classification results.

Normal (C) Misuse (C) Anomaly (C) Total

Normal (A) 8202 31 1478 9711

Misuse (A) 0 4776 546 5322

Anomaly (A) 1292 17 6202 7511

Total 9494 4824 8226 22,544
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[23, 24]. NSL-KDD is a new version of KDD CUP 1999
data set [25]. Both NSL-KDD and KDD CUP 1999 include
a wide variety of intrusions simulated in a military net-
work environment, which is difficult for a self-build simu-
lation environment to acquire such diversified categories
of intrusions. However, the NSL-KDD data set is different
from KDD CUP 1999, which is composed of the most dif-
ficult detected data evaluated by the classical classification
methods. Thus, NSL-KDD is a challenge data set for eval-
uating the intrusion detection methods. Moreover, com-
pared to the KDD CUP 1999 data set, the intrusion
detection performance on the NSL-KDD data set will not
be biased towards the intrusions easily detected.

Each audit data in NSL-KDD consists of 41 attributes
including continuous and discrete ones and one class label.
Except for normal audit data, there are four types of attacks

in this dataset, which are denial of service (DOS), probe, user
to root (U2R), and root to local (R2L).

4.2. Parameter Settings. We use supportmin N = 0 1,
supportmin I = 0 075, conf idencemin = 0 8, and χ2

min =
6 64, where N and I indicate normal and intrusion,
respectively. Class association rules are extracted for each
class using GNP. The population size of GNP is 120.
The number of processing nodes and judgment nodes
are 10 and 100, respectively. In addition, the crossover rate
is 1/5. The mutation rate for Pm1 is 1/3 and for Pm2 is 1/3,
in which Pm1 and Pm2 mutate the connections of the
branches and the contents of the nodes, respectively. The
condition of termination is 1000 generations.

4.3. Result Analysis. First, we randomly select 2000 normal
data and 2000 intrusion data as the training set. The testing
set consists of 9711 normal data and 12,833 intrusion data.
Both the training set and the testing set are from NSL-
KDD, which avoids redundant records and improves the dif-
ficulty level of KDD Cup 1999. GNP-based class association
rule mining is conducted on the prepared training set. The
proposed method is compared with the traditional GNP-
based class association rule mining shown in Figure 4. Differ-
ent from GNP with rule evolving, the traditional GNP has no
action of automatic selection of useful rules, which always
extracts a great number of class association rules. After
1000 generations, the traditional GNP increasingly generates
rules, while the proposed method has been converged
already. We can conclude that GNP with rule evolving has
the strong ability to reduce the rule quantity in rule mining.
It can be also regarded as an online rule pruning scheme.

Furthermore, the detection performance of the pro-
posed method on the NSL-KDD data set is investigated.
Here, we use the classifier of cluster Gaussian referred to
the literature [26]. The cluster Gaussian classifier utilizes
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Table 3: The accuracy comparisons of the traditional GNP and
GNP with rule evolving (%).

Classifier
Traditional GNP

(%)
GNP with rule evolving

(%)

SVM 72.89 75.98

BP 71.87 74.82

MLP 73.53 74.91

KNN 75.69 77.30

Logic regression 73.56 74.83

Decision tree 79.63 80.22

AdaBoost 75.23 73.50

Naive Bayes 76.31 74.72

Cluster
Gaussian

85.07 86.78

Average 75.97 77.00
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the information of known normal and intrusion data to find
the extract boundary of normal and known intrusions. In
terms of the data distribution, it clusters the similar data
which are supposed to have the similar network behaviors.
And the classifier further uses Gaussian functions to find
the cluster boundaries and data distribution to determine
the cluster number. Table 2 shows the confusion matrix of
the detection results. “A” is the actual class of the data and
“C” is labeled by the classifier. From the confusion matrix,
detection rate (DR), accuracy, positive false rate (PFR), and
negative false rate (NFR) are calculated. DR indicates the rate
of the data that are correctly classified into normal or intru-
sion. ACC (accuracy) is the rate of the data that are accu-
rately classified as normal, misuse intrusion, or anomaly
intrusion. PFR represents that the classifier identifies the
normal data as misuse intrusion or anomaly intrusion.
NFR represents that misuse and anomaly intrusions are
identified as normal.

Therefore, according to Table 2, DR, accuracy, PFR, and
NFR are calculated as follows.

DR = 8202 + 4776 + 6202 + 17 + 546
22544

= 87 58%,

Accuracy =
8202 + 4776 + 6202

22544
= 85 08%,

PFR =
31 + 1478
9711

= 15 54%,

NFR =
0 + 1292

5322 + 7511
= 10 07%

10

From the results, misuse intrusion and normal are easy to
distinguish by the evolved rules. Though most of anomaly
intrusions have been identified, a lot of anomaly intrusions
are still difficult to detect. Furthermore, we compare the tra-
ditional GNP with the proposed method on DR, accuracy,
NFR, and PFR. As shown in Figure 5, GNP with rule evolving
obtains higher DR and ACC and lower PFR, but NFR is a lit-
tle bit higher in GNP with rule evolving than in the tradi-
tional GNP. Therefore, anomaly intrusions are still difficult
to distinguish. The similarities between anomaly intrusions
and normal patterns account for this phenomenon.

In order to further demonstrate the proposed method,
classical machine learning algorithms are taken as compara-
tive classifiers, including support vector machine (SVM),
back propagation (BP) neural network, multilayer perception
(MLP), k-nearest neighbor (KNN), logic regression, decision
tree, AdaBoost, naive Bayes, and cluster Gaussian.

Table 3 shows the detection accuracy of the traditional
GNP and GNP with rule evolving based on different

classifiers. By evolving 1000 generations, GNP extracts
33,723 rules and the proposed GNP extracts 436 rules. Then,
9 classifiers are used to evaluate the intrusion detection per-
formance based on the two GNP. Among them, 7 classifiers
on GNP with rule evolving acquire higher accuracy than
those on the traditional GNP. In addition, the average accu-
racy of GNP with rule evolving is also better than that of
the traditional GNP. The results demonstrate that the pro-
posed method can evolve better rules for intrusion detection.
Besides, we evaluate the proposed method by comparing it
with the classical classification rule mining methods such as
classification based on associations (CBA) [27] and classifica-
tion based on multiple association rules (CMAR) [28]. Both
CBA and CMAR contain the rule pruning procedure. With
the default classifiers, CBA and CMAR obtain accuracies of
74.63% and 72.17%, respectively, which are lower than the
average accuracy of 77% obtained using GNP with a rule
selection mechanism. In addition, we select some of the clas-
sical classification methods to evaluate the effectiveness of the
proposed method, which are the decision tree, SVM, KNN,
AdaBoost, and cluster Gaussian. Table 4 illustrates the accu-
racy comparisons of CBA, CMAR, and GNP with rule evolv-
ing. As shown in Table 4, GNP with rule evolving has higher
classification accuracies than the other rule-based methods.
Thus, it is necessary to consider the rule evolving technique
in the rule mining. And the rule evolving is capable of select-
ing useful rules and reducing the redundant and irrelevant
rules.

5. Conclusions

In this paper, an intrusion detection system based on evolv-
ing class association rules is proposed as a security solution
for smart human care services. In general, it utilizes a class
association rule evolving strategy to construct the intrusion
detection system. As a data mining solution, GNP with rule
evolving can generate diversified class association rules and
control the quantity of the rules simultaneously. For intru-
sion detection, the significance test is performed to ensure
the importance of generated rules. In order to generate the
more discriminative class association rules, the Jaccard dis-
tance is modified to measure the similarity between rules
and different rule sets. In this way, the distance of the rules
in the rule set with the same class is minimized and the dis-
tance between rules in the rule sets with different classes is
maximized. The simulations conducted on the NSL-KDD
dataset theoretically verify that GNP with rule evolving effi-
ciently controls the quantity of generated rules and improves
the detection performance by reducing the redundancy of the
rules. In the future, we plan to verify the effectiveness of the

Table 4: The accuracy comparisons of CBA, CMAR, and GNP with rule evolving (%).

Classifier Decision tree SVM KNN AdaBoost Cluster Gaussian

CBA 70.64 74.47 71.75 72.83 86.09

CMAR 72.39 72.28 72.99 72.19 85.48

GNP with rule evolving 80.22 75.98 77.30 73.50 86.78
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intrusion detection system on the self-build simulation
environment.
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