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As internet traffic rapidly increases, fast and accurate network classification is becoming essential for high quality of service control
and early detection of network traffic abnormalities. Machine learning techniques based on statistical features of packet flows have
recently become popular for network classification partly because of the limitations of traditional port- and payload-basedmethods.
In this paper, we propose a Markov model-based network classification with a Kullback-Leibler divergence criterion. Our study is
mainly focused onhard-to-classify (or overlapping) trafficpatterns of network applications, which current techniques have difficulty
dealing with. The results of simulations conducted using our proposed method indicate that the overall accuracy reaches around
90% with a reasonable group size of 𝑛 = 100.

1. Introduction

Traditional methods of network classification are either port-
based or payload-based. However, both types of approaches
are currently facing numerous challenges from the advanced
techniques used to circumvent the firewalls of organizations
and the increasing number of packet encryption techniques.
Machine learning-based network classification techniques
that use statistical information from network traffic data are
currently emerging.

Machine learning techniques presented to analyze net-
work traffic data so far can be categorized into the follow-
ing three techniques. Supervised learning, a classification
method, uses training traffic data with known application
labels. Using this method, on the basis of training sample
data, we can extract (or learn) patterns of applications and
apply our knowledge to unlabeled test data. Unsupervised
learning, also called clustering, on the other hand, is purely
based on a predefined similarity measure of network traffic
data. Clustering is one way of overcoming lack of enough
traffic data for training. And finally so-called semisupervised
learning [1] which combines both techniques exists.

Most learning approaches use packet duration, number of
packets, average packet size, or interarrival time as statistical

features. While several Markov models and hidden Markov
models are used to extract information from packet sequence
and directions, we utilize the Markov model proposed by
Munz et al. [2], which uses a discrete timeMarkovmodel with
a finite state space and gives relatively successful accuracy
and complexity. In order to handle correlated data, which is a
characteristic feature of network traffic data, Zhang et al. [3]
proposed a “bag of flows” concept. Since the first few packets
follow similar patterns per network applications or protocols,
it would be better to form a certain-sized group and assign
group membership in order to prevent wrong individual
assignment due to a fluctuation.

In this paper, we generally follow a supervised learning
techniques with a Markov model with states defined by the
direction and size of the first four packets (in TCP connec-
tions, it is well known that the first four packets are most of
time enough to capture the characteristics of the application
[4]). Previous Markov modeling techniques, however, fail to
differentiate among applications with overlapping, or hard-
to-classify, trafficpattern as in IMAPand SMTP.Table 1 shows
that both IMAP and SMTP include same state sequences: 0-
4-1-4 and 1-4-1-4 (state 0 to state 3 are for client-to-server
packets, and state 4 to state 7 are for server-to-client packets.
Smaller state number at each case means smaller packet size.
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Table 1: Overlapping state sequences of IMAP and SMTP.

IMAP SMTP
State sequence Proportion State sequence Proportion
0-4-1-4 0.5564 0-4-1-4 0.4611
1-4-1-4 0.1134 1-4-1-4 0.0687
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

More details about this table and state numbering are in
Sections 4 and 5.2), and these two sequences comprise
more than 50% of packets in both applications (66.98% in
IMAP and 52.98% in SMTP). Now consider a network flow
with traffic pattern 0-4-1-4. With traditional Markov model
classifiers, this flow will be classified as IMAP application
because IMAP has the higher probability for this pattern.
However, this flow also has a probability of more than 0.46
to belong to SMTP. The same argument can be applied to 1-
4-1-4 pattern, and in fact we can say more than 52% of SMTP
packets will be classified as IMAP packets under traditional
Markov model classifiers.

Our solution to this issue is to build another Markov
model for the testing flows and measure the similarity bet-
ween the trained Markov model and the testing Markov
model. In the training stage, we build and train a Markov
model for each application. In the testing stage, we first collect
a group of network flows, called a “bag of flows,” that are
believed to belong to the same application using only the port
number, and then build aMarkovmodel for each such group.
After that, we use Kullback-Leibler divergence tomeasure the
divergence between the Markov models of the training set
and those of the test set. Finally, we classify a test group to an
application whoseMarkovmodel has the smallest divergence
from that of the test group. We verify the performance of
our proposed method by means of theoretical and real data
simulations.

The remainder of this paper is organized as follows. In
Section 2,we review relevant relatedwork onnetwork classifi-
cation.The theoretical backgroundof ourMarkovmodelwith
Kullback-Leibler divergence and some evaluation measures
for the classification used in our work are briefly explained
in Section 3. Section 4 shows our proposed classification
method with Kullback-Leibler divergence, while Section 5
presents the results of a theoretical simulation and real data-
based analysis. Section 6 concludes and discusses further
prospective developments.

2. Related Works

Traditional packet classification techniques are either port-
based or payload-based approaches. Port-based approaches
classify packets based on the ports used by the packets.
However, nowadays, many applications, especially P2P appli-
cations, use unpredictable or dynamic ports, which limit the
efficacy of this approach [5]. Payload-based, or Deep Packet
Inspection (DPI), approaches look deep inside the packet
to capture its application-specific pattern. However, this
technique also suffers from challenges such as frequently

changing packet formats, encryption of the packet payload,
and load increments [6].

Machine learning approaches are being developed by
researchers as an alternative to traditional approaches. A
machine learning approach is either unsupervised or super-
vised. The unsupervised, or clustering, techniques start with
unlabeled packets and classify them into different clusters.
The simple 𝐾-means algorithm [4], in which each flow is
represented by a point in a 𝑝-dimensional space, is one such
technique. The first 𝑝 packets of each flow are observed and
the packet size of the 𝑖th packet becomes the coordinate at
dimension 𝑖 for this flow. The flows clustered close enough
together are considered to belong to the same application.
This technique has a problem such as the fact that it requires
an application to dominate in at least one of the clusters,
which is not always true, especially in close overlapping traf-
fics such as SMTP and IMAP.

Supervised learning starts with known packet classes.
Features such as packet size, packet direction, and packet
inter-arrival time are extracted for each class. These feature
vectors are used to build and train models that represent the
classes. Various modeling techniques have been proposed.
Roughan et al. [7] collected statistics on the feature vectors
and classified unknown traffic via Nearest Neighbors (NN),
Linear Discriminate Analysis (LDA), or Quadratic Discrim-
inant Analysis (QDA) classification techniques. Moore and
Zuev [8] applied naive Bayes techniques to map unknown
traffic to preclassified traffic classes. These techniques are
simple and effective but they generally consume considerable
computing time or require large memory space to construct
and maintain complex data structures. Also they tend to
show very poor performance when the feature vectors are not
clustered tightly enough. Crotti et al. [9] built protocol finger-
prints, a PDF vector on packet size and packet interarrival
time, for each traffic class, which can express the statistical
characteristics of traffic classes in a compact and efficient way.
Unknown traffic is then classified via normalized threshold
techniques. However, they suggest to use a simple histogram
of feature vectors for the protocol fingerprints, which is obvi-
ously too simplistic to capture the subtle difference between
characteristically overlapping traffic classes.

Several means of improving supervised learning tech-
niques have been attempted. Nguyen and Armitage [10] pro-
posed taking packet samples from various locations during
packet transmission to build multiple subflows. Most classi-
fication techniques capture either the entire flow or the first
few packets of the flow as samples, but they claim that captur-
ing the entire flow is time-consuming and detecting the
beginning of packet transmission is not always possible.
Instead, they capture packets in an intermittent way during
packet transmission and use these multiple subflows to train
their modeling system. An interesting idea of considering
entire packet flow as a linear combination of a set of multiple
component flows was introduced in [11–13]. They apply
wavelet analysis to extract these components [11, 12] or apply
ICA (Independent Component Analysis) [13] to identify the
fundamental independent components and use them to clas-
sify target flow.Their target flowwas abnormal flow generated
by network attacking programs, but their techniques are
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general enough to be applied to any network flow. Refer-
ence [14] shows another approach of classifying abnormal
packet flow.Their technique initially trains the classifier with
normal traffic data only and then the classifier evolves in a
dynamic way learning about anomalous behaviors using the
Discriminative Restricted BoltzmannMachine. To overcome
the limitation of a single technique, hybrid approach has
been suggested in [15, 16]. Chen et al. [15] combine hardware
classifier based on network processors with software classifier
based on Flexible Neural Tree technique, while Ye and Cho
[16] combine signature-based classifier with statistics-based
classifier. By combining different classifying techniques we
could expect faster ormore accurate classifying performance.

Some other efforts have taken into consideration the time
series characteristics of the transmitted packets in addition
to their statistical properties. Palmieri and Fiore [17] plot
recurring pattern of the training packets on RP (Recurrence
Plot) and overlap the embedding vectors of the testing packets
on top of RP measuring the distance of each pair of plotted
points. The packets will be classified to the application from
which the distance is the smallest. Dainotti et al. [18] and Mu
andWu [19] constructedHiddenMarkovModels (HMMs) to
represent the traffic classes whileMunz et al. [2] built Markov
Models (MMs) with eight states and four stages, which
is much simpler than building HMMs but still effectively
expresses the time series and statistical characteristics of the
transmitted packets. Zhang et al. [3] proposed constructing a
bag of flows and classifying it as a whole instead of classifying
individual flow. Classifying a bag of flows as a whole has the
advantage that the portion of the misclassified flows can be
ignored if it occupies a smaller percentage of the bag, because
the larger portion of the correctly classified flows determines
the membership of the entire bag.

Above techniques improve the performance of supervised
learning methods in various aspects. However they achieve
that at the expense of other performance criteria. Capturing
multiple subflows [10] andHMM[18, 19] both increase overall
classification time considerably due to the extensive packet
collection in the former case or due to the construction of the
complex model in the latter. Each of the Markov Model by
Munz et al. [2] and the Bag-of-Flow technique by [3] shows
degenerated performance when the target traffic classes are
overlapping in their traffic patterns. Hybrid approaches [15,
16] improve the performance but at the cost of increased
classification time.

Our technique combines the Bag-of-Flow (BOF) tech-
nique in [3] with the Markov model approach in [2]. We
believe that theMarkovmodel is simple and powerful enough
to grasp the characteristics of the traffic and that the BOF
concept is essential for improving the classification accuracy.
However, applying BOF technique directly to packet classi-
fication does not always produce the best results, especially
when the target traffic classes show similar and overlapping
characteristics, as in SMTP and IMAP. In such a case, direct
application of BOF actually results in inferior performance to
individual assignment (the details are given in Section 5.2).
We propose the construction of another Markov model for
the flows contained in the bag and to measure its similarity
with the target Markov models. The flows in this bag are all

assigned to the traffic class whose Markov model is most
similar to the test Markov model.

3. Theoretical Background

3.1. Markov Models. A discrete-time Markov model {𝑀(𝑡),
𝑡 = 1, . . . , 𝑚} with finite state space 𝑆 = {1, . . . , 𝑛} is deter-
mined by the transition probability matrix 𝑃 = {𝑝

𝑖𝑗
} and

initial probability distribution 𝜋 = {𝜋
1
, . . . , 𝜋

𝑛
} of state space

𝑆, where

𝑝
𝑖𝑗
= 𝑃 (𝑀 (𝑡 + 1) = 𝑗 | 𝑀 (𝑡) = 𝑖) , 𝑖, 𝑗 ∈ 𝑆,

𝜋
𝑘
= 𝑃 (𝑀 (1) = 𝑘) , 𝑘 ∈ 𝑆,

𝑛

∑

𝑘=1

𝜋
𝑘
= 1.

(1)

We build separate Markov models for each known net-
work traffic application in the training phase. Let 𝑀TR

𝑘
(𝑡)

denote aMarkovmodel constructed from the training data of
application 𝑘. Empirical estimation of transition probability
and initial probability distribution can be done in a way
similar to that of Munz et al. [2]. In the testing phase, we can
proceed either by individual connection or by grouping cor-
related connections. For each group of connections, we build
Markovmodels as was done in the training phase. Let𝑀TE

𝑔
(𝑡)

denote a Markov model constructed from the testing data of
group 𝑔. In the following section, we provide a dissimilarity
measure between two Markov models.

3.2. Kullback-Leibler Information. Kullback-Leibler informa-
tion is a well-known dissimilarity measure used between
two probability distributions [20]. Let {𝑥

1
, . . . , 𝑥

𝑛
} be a set

of 𝑛 observations drawn randomly from an unknown true
probability distribution function 𝐺(𝑥), and let 𝐹(𝑥) be an
arbitrary probability distribution function. We assume that
the goodness of the model defined by 𝐹(𝑥) is assessed in
terms of the closeness as a probability distribution to the true
distribution 𝐺(𝑥). Akaike [21] proposed the use of the
following Kullback-Leibler information (or divergence):

𝐼 (𝐺; 𝐹) = 𝐸𝐺
[log{𝐺 (𝑋)
𝐹 (𝑋)

}] , (2)

where 𝐸
𝐺

represents the expectation with respect to the
probability distribution 𝐺. Kullback-Leibler information or
relative entropy 𝐺 with respect to 𝐹 can be represented in
discrete models as

𝐼 (𝑔; 𝑓) = ∑

𝑥

𝑔 (𝑥) log{
𝑔 (𝑥)

𝑓 (𝑥)

} , (3)

where 𝑔 and 𝑓 are probability mass functions of 𝐺 and 𝐹,
respectively.
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3.3. Evaluation of Classification Methods. Classification per-
formance can be calculated bymeasuring “error rates” ormis-
classification probabilities. In binary classification, it is well
known that the total probability of misclassification (TPM) is
given by

TPM = Pr (classified as 2 | 𝜋
1
)Pr (𝜋

1
)

+ Pr (classified as 1 | 𝜋
2
)Pr (𝜋

2
) ,

(4)

where Pr(𝜋
𝑘
) represents the prior probability of class 𝑘.

In our work, we use recall and precision, which are used
in [2], and 𝐹-measure to evaluate per-class performance, as
in [3]. One has

(i) recall
𝑘
= Pr(classified as 𝑘 | true class 𝑘);

(ii) precision
𝑘
= Pr(true class 𝑘 | classified as 𝑘);

(iii) 𝐹-measure = 2×precision×recall/(precision+recall).

Let 𝑁 be the total number of observations that belong to
either one of two classes. Then, we can represent our evalua-
tion measures in a simple 2 × 2 frequency table (see Table 2):

recall
1
=

𝑛
11

𝑛
1⋅

,

recall
2
=

𝑛
22

𝑛
2⋅

precision
1
=

𝑛
11

𝑛
⋅1

,

precision
2
=

𝑛
22

𝑛
⋅2

.

(5)

Hence, for example, recall
1
is the proportion correctly

classified as application 1 out of all the true application 1 con-
nections, and precision

2
is the proportion correctly classified

as application 2 out of all those classified as application 2
connections. 𝐹-measure is the harmonic mean of recall and
precision, which hopefully represents the overall accuracy.

On the basis of the empirical measures, we can also
estimate the TPM as follows:

̂TPM = (1 − recall
1
)

𝑛
1⋅

𝑁

+ (1 − recall
2
)

𝑛
2⋅

𝑁

=

𝑛
12
+ 𝑛
21

𝑁

.

(6)

4. Classification Using
Kullback-Leibler Information

In this paper, we focus first on two applications, SMTP (port
25) and IMAP (port 143), whose traffic patterns are difficult to
distinguish using existing classification algorithms, and later
extend our technique to other applications in Sections 5.3 and
5.4. Bernaille et al. [4] showed that the first four packets of a
TCP connection are sufficient to classify known applications

Table 2

Classified as class 1 Classified as class 2 Total
True class 1 𝑛

11
𝑛
12

𝑛
1

True class 2 𝑛
21

𝑛
22

𝑛
2

Total 𝑛
⋅1

𝑛
⋅2

𝑁

with high accuracy; therefore, we build our Markov model
using only the first four packets exchanged. State space is
defined by a combination of direction of packets and four
payload intervals: [0, 99], [100, 299], [300,MSS-1], and [MSS]
(we follow the samepayload intervals as in [2].These intervals
have been chosen because they emphasize well the difference
in traffic feature vectors among the various applications [2]).
The value of the Maximum Sequence Size (MSS) is often
exchanged in a TCP connection. Since the direction is either
from client-to-server or server-to-client, each stage can have
4 × 2 = 8 different states. Thus, our model becomes a
four-stage left-right Markov model with state space 𝑆 =
{0, 1, . . . , 7}. States 0–3 represent payload length intervals
from client-to-server while states 4–7 represent those of
server-to-client. For example, state sequence 0-4-1-4 means
the following: client sends a 0–99 byte packet first (after the
handshake), the server responds with a 0–99 byte packet, the
client then sends a little larger 100–299 byte packet, andfinally
the server responds with a 0–99 byte packet.

By investigating the state sequences of SMTP and IMAP
in training data, we find that 0-4-1-4 is the dominant pattern
in both applications. Other common patterns, such as 1-4-1-4
and 0-4-0-4, also exist in both applications. In this section, we
explain our classificationmodel, which has only two common
patterns: 0-4-1-4 and 1-4-1-4.We then extend ourmodel in the
simulation section to incorporate an extra unique pattern per
application.

4.1. A Time-Variant Markov Model with Two Patterns. Sup-
pose that we have two common patterns, 0-4-1-4 and 1-4-
1-4, in both applications. Let 𝑀

𝑘
be the Markov model for

application 𝑘 (App 𝑘) and two patterns as observations, say
𝑂
1
(0-4-1-4) and 𝑂

2
(1-4-1-4), in our Markov models.

Assume that 𝑝
1
and 𝑝

2
are the proportions of 𝑂

1
in App

1 and App 2, respectively. Thus, the initial state probabilities
are 𝜋𝑘
0
= 𝑝
𝑘
, 𝜋
𝑘

1
= 1 − 𝑝

𝑘
, 𝜋
𝑘

𝑙
= 0, ∀𝑙 = 2, . . . , 7 for each

model 𝑘 = 1, 2. That is,

𝜋
𝑘
= (𝜋
𝑘

0
, . . . , 𝜋

𝑘

7
)



= (𝑝
𝑘
, 1 − 𝑝

𝑘
, 0, . . . , 0)


. (7)

Sincewe have four stages, we need three transition probability
matrices in addition to the initial probability vector to com-
pute a pattern probability. Let 𝑃𝑘

𝑖𝑗
denote a one-step transition

matrix from stage 𝑖 to 𝑗 in𝑀
𝑘
; that is, 𝑃𝑘

𝑖𝑗
(𝑠1, 𝑠2) = 𝑃(𝑀

𝑘
(𝑗) =

𝑠2 | 𝑀
𝑘
(𝑖) = 𝑠1). On the basis of the frequency of observa-

tions 𝑂
1
and 𝑂

2
in each model, we can build three transition

probability matrices, 𝑃𝑘
12
, 𝑃
𝑘

23
, and 𝑃𝑘

34
. The first and second
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transition probability matrices are shown below. 𝑃𝑘
34

can be
constructed in a similar fashion:

𝑃
𝑘

12
=

(

(

(

(

(

(

(

(

(

(

(

(

0 0 0 0 1 0 0 0

0 0 0 0 1 0 0 0

0 0 1 0 0 0 0 0

0 0 0 1 0 0 0 0

0 0 0 0 1 0 0 0

0 0 0 0 0 1 0 0

0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 1

)

)

)

)

)

)

)

)

)

)

)

)

,

𝑃
𝑘

23
=

(

(

(

(

(

(

(

(

(

(

(

(

1 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 0 0 1 0 0 0 0

0 1 0 0 0 0 0 0

0 0 0 0 0 1 0 0

0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 1

)

)

)

)

)

)

)

)

)

)

)

)

.

(8)

4.2. Theoretical Evaluation of Assignment. Let 𝑂
1
(0-4-1-4)

and 𝑂
2
(1-4-1-4) be the only two observations of Markov

models. Thus, for each connection, we can define 𝑙
𝑘
(𝑂
1
) =

𝑃(𝑀
𝑘
(1) = 0,𝑀

𝑘
(2) = 4,𝑀

𝑘
(3) = 1,𝑀

𝑘
(4) = 4) and

𝑙
𝑘
(𝑂
2
) = 𝑃(𝑀

𝑘
(1) = 1,𝑀

𝑘
(2) = 4,𝑀

𝑘
(3) = 1,𝑀

𝑘
(4) = 4).

We can say 𝑙
𝑘
(𝑂
𝑗
) is the likelihood of 𝑂

𝑗
(𝑗 = 1, 2) under

model𝑀
𝑘
. Each likelihood is computed as follows:

𝑙
𝑘
(𝑂
1
) = 𝜋
𝑘

0
𝑃
𝑘

12
(0, 4) 𝑃

𝑘

23
(4, 1) 𝑃

𝑘

34
(1, 4) = 𝑝𝑘

,

𝑙
𝑘
(𝑂
2
) = 𝜋
𝑘

1
𝑃
𝑘

12
(1, 4) 𝑃

𝑘

23
(4, 1) 𝑃

𝑘

34
(1, 4) = 1 − 𝑝𝑘

.

(9)

4.2.1. Individual Assignment. Individual assignment is based
on the likelihood of observations. Hence, the decision rule is

Classify 𝑂
𝑗
as

{
{
{
{
{

{
{
{
{
{

{

App 1 if 𝑙
1
(𝑂
𝑗
) > 𝑙
2
(𝑂
𝑗
) ,

App 2 if 𝑙
1
(𝑂
𝑗
) < 𝑙
2
(𝑂
𝑗
) ,

undecided if 𝑙
1
(𝑂
𝑗
) = 𝑙
2
(𝑂
𝑗
) .

(10)

For simplicity, we assume 𝑝
1
> 𝑝
2
in the following per-

formance calculations. Since 𝑙
1
(𝑂
1
) = 𝑝
1
> 𝑙
2
(𝑂
1
) = 𝑝
2
and

𝑙
1
(𝑂
2
) = 1 − 𝑝

1
< 𝑙
2
(𝑂
2
) = 1 − 𝑝

2
, we assign observation

𝑂
1
to App 1 and 𝑂

2
to App 2. If 𝑝

1
= 𝑝
2
, which is highly

unlikely, we cannot determine its membership, so we leave it
as undecided.

Table 3

𝑀
1

𝑀
2

Recall 𝑝
1

1 − 𝑝
2

Precision
𝑝
1

𝑝
1
+ 𝑟𝑝
2

𝑟 (1 − 𝑝
2
)

(1 − 𝑝
1
) + 𝑟 (1 − 𝑝

2
)

Since the decision rule is given, we can determine the
evaluation measure recall as follows:

recall
1
= ∑

𝑂𝑗∈𝑀1

𝑃
1
(𝑂
𝑗
) 𝐼
{𝑙1(𝑂𝑗)>𝑙2(𝑂𝑗)}

= 𝑃
1
(𝑂
1
) = 𝑝
1
, (11)

recall
2
= ∑

𝑂𝑗∈𝑀2

𝑃
2
(𝑂
𝑗
) 𝐼
{𝑙2(𝑂𝑗)>𝑙1(𝑂𝑗)}

= 𝑃
2
(𝑂
2
)

= 1 − 𝑝
2
,

(12)

where 𝑃
𝑘
(𝑂
𝑗
) is the proportion of 𝑂

𝑗
in model𝑀

𝑘
and 𝐼
𝐴
is

the set 𝐴 indicator function. The above formula for comput-
ing recall can be used for more than two patterns. In order to
determine precision, we need to estimate the ratio 𝑟 of App 1
toApp 2 and apply Bayes rule.Wemay assume 𝑟 = 1 under no
information regarding the abundance of both applications. A
summary of evaluation measures is given in Table 3.

4.2.2. Group Assignment. We can form a correlated group of
connections in several ways. Zhang et al. [3] used the concept
of “flow,” which consists of successive IP packets having the
same five-tuple: [src ip, src port, dst ip, dst port, protocol].
They formed a BOF and assigned the BOF instead of indi-
vidual connections.

In this paper, we use a simple concept of bag based on port
number only. Constructing a group based on the same five-
tuple is very time-consuming andmay not be a good strategy
in real-time classification problems.Therefore, our port-only
based group assignment is fast and convenient even though
it is slightly less correlated than five-tuple-based BOFs.

Let𝑋
𝑘
denote the number of 𝑂

1
in a group with size 𝑛 of

model𝑀
𝑘
. Then,𝑋

𝑘
is a random variable whose distribution

follows a binomial with parameter (𝑛, 𝑝
𝑘
), that is, 𝑋

𝑘
∼

Bin(𝑛, 𝑝
𝑘
), and 𝑃(𝑋

1
> 𝑛/2) represents the probability of

assigning a group to 𝑀
1
. Thus, recall and precision can be

computed similar to the individual assignment case, except
that 𝑃(𝑋

1
= 𝑛/2) and 𝑃(𝑋

2
= 𝑛/2). We call 𝑃(𝑋

𝑘
=

𝑛/2) undecided
𝑘
, which means that we cannot assign such a

group under model𝑀
𝑘
(see Table 4).

We propose three group assignment methods: Majority,
Kullback-Leibler, and 4096d. Majority assignment is based
on the voting of each individual assignment, Kullback-
Leibler assignment is our main proposedmethod, and 4096d
assignment can be another reasonable candidate method
based on Euclidean distance in 4096 dimensions. We explain
the Kullback-Leibler and 4096d methods further in the next
subsection.
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Table 4

𝑀
1

𝑀
2

Recall 𝑃(𝑋
1
>

𝑛

2

) 𝑃(𝑋
2
<

𝑛

2

)

Precision
𝑃 (𝑋
1
> 𝑛/2)

𝑃 (𝑋
1
> 𝑛/2) + 𝑟 {𝑃 (𝑋

2
> 𝑛/2)}

𝑟𝑃 (𝑋
2
< 𝑛/2)

𝑃(𝑋
1
< 𝑛/2) + 𝑟𝑃(𝑋

2
< 𝑛/2)

Undecided 𝑃(𝑋
1
=

𝑛

2

) 𝑃(𝑋
2
=

𝑛

2

)

4.2.3. Kullback-Leibler and 4096d Methods

Kullback-Leibler. For each bag of connections, we build a
Markov model 𝑀TE and measure divergence by computing
Kullback-Leibler information 𝐼(𝑀TE

;𝑀
1
) and 𝐼(𝑀TE

;𝑀
2
).

For 𝑘 = 1, 2,

𝐼 (𝑀
TE
;𝑀
𝑘
) =

4096

∑

𝑗=1

𝑙
TE
(𝑂
𝑗
) log
𝑙
TE
(𝑂
𝑗
)

𝑙
TR
𝑗
(𝑂
𝑗
)

, (13)

where 𝑙TE(𝑂
𝑗
) and 𝑙TR

𝑗
(𝑂
𝑗
) are the likelihoods of 𝑂

𝑗
under

the model in test and training data, respectively. Since our
Markovmodel consists of four stages and eight states, we have
8
4
= 4096 possible observations in test data (𝑂

𝑗
= 1, . . . ,

4096). To avoid division by zero, we use 𝑙TR
𝑘
(𝑂
𝑗
) = 10

−5 for
such 𝑗 with 𝑙TR

𝑘
(𝑂
𝑗
) = 0 and 𝑙TE(𝑂

𝑗
) ̸= 0.

If 𝐼(𝑀TE
,𝑀
1
) < 𝐼(𝑀

TE
,𝑀
2
), then we assign a group of

testing connections to 𝑀
1
. The evaluation measures recall

and precision can be calculated in a similar fashion to the
Majority case.

4096d. We can map each BOF of size 𝑛 to a point in 4096-
dimensional space, because we have 84 = 4096 possible
observations. For example, if a size-10 test BOF consists of
4𝑂
1
, 2𝑂
2
, 1𝑂
4
, and 3𝑂

5
, it can be represented as a point

in 4096-dimensional space like (4, 2, 0, 1, 3, 0, . . . , 0). After
suitable standardization, we use the Euclidean distance to
determine the membership of a test BOF.

Theoretical considerations for handling more than two
patterns can be easily made. Trinomial or multinomial dis-
tributions are needed instead of binomial distributions to
compute evaluationmeasures.We include some of those sim-
ulation results in the next section.

5. Simulation Experiments

In this section, we evaluate the performance of our proposed
method under various scenarios. First, several hypothetical
model-based simulations are presented, followed by real
network traffic-based results.

5.1. Model-Based Simulation. Suppose the proportions of
observations for each application are given in Table 5.

In the following 4 hypothetical model-based simulations
we choose values of 𝑝

1
, 𝑝
2
, 𝑞
1
, and 𝑞

2
representing the real

traffic sequences of ours and the more challenging scenarios,
that is, 𝑝

2
≈ 𝑞
2
. These parameters stand for the proportion

of packet patterns for each application; that is, 𝑝
1
denotes the

Table 5

Application Pattern
𝑂
1
(0-4-1-4) 𝑂

2
(1-4-1-4) 𝑂

3
(0-4-1-0) 𝑂

4
(0-4-0-4)

App 1 𝑝
1

𝑞
1
1 − 𝑝
1
− 𝑞
1

0
App 2 𝑝

2
𝑞
2

0 1 − 𝑝
2
− 𝑞
2

proportion of pattern 0-4-1-4 and 𝑞
1
denotes that of pattern

1-4-1-4 in application 1, while 𝑝
2
and 𝑞

2
stand for the pro-

portions of the same patterns in application 2. For simplicity
of notations, we use capital letter abbreviations to represent
evaluation measures and subscript numbers to denote the
application as usual:

(i) 𝑅
𝑘
= recall

𝑘
, 𝑃
𝑘
= precision

𝑘
, 𝐹
𝑘
= 𝐹-measure

𝑘
, and

𝑈
𝑘
= undecided

𝑘
;

(ii) Maj = Majority, K-L = Kullback-Leibler.

Case 1 (𝑝
1
= 0.6, 𝑞

1
= 0.4, 𝑝

2
= 0.5, and 𝑞

2
= 0.5 (see

Table 6)). Case 1 represents a situation inwhich there are only
two patterns. As expected, group assignment gives a better
performance than individual assignment and both K-L and
4096d are better than Maj. An interesting observation in this
case is the fact that the low values for 𝑅

2
in individual (50%)

andMaj (46%) improve up to 86% in K-L as bag size becomes
𝑛 = 100. Under 𝑀

2
, which have 50% 𝑂

1
and 50% 𝑂

2
, we

wrongly assign up to half of true App 2 to App 1 in individual
andMaj in group assignment. Nevertheless, even in that case,
K-L performs well as group size increases.

The next three case studies deal with more than two
patterns. Case 2 deals with a situation that is similar to Case 1
but with an extra unique pattern in application 2.

Case 2 (𝑝
1
= 0.6, 𝑞

1
= 0.4, 𝑝

2
= 0.5, and 𝑞

2
= 0.4

(see Table 7)). The result shown in Table 7 shows that the
individual assignment is even better than the group Maj
method, but bothmethods give abysmal performances for 𝑅

2

and 𝐹
2
. The K-L method gives the best performance among

the competitors (99%).

Case 3 (𝑝
1
= 0.6, 𝑞

1
= 0.3, 𝑝

2
= 0.5, and 𝑞

2
= 0.4

(see Table 8)). In Case 3, each application had its own
unique pattern. K-L performs well in this case also but the
performance gap between it and 4096d is smaller than that
in Case 2.This tells us that K-L excels when a rare application
specific pattern exists.

Case 4 (𝑝
1
= 0.56, 𝑞

1
= 0.11, 𝑝

2
= 0.46, and 𝑞

2
= 0.07 (see

Table 9)). Case 4 represents a situation that is close to real
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Table 6

Group 𝑛

Evaluation
𝑅
1

𝑃
1

𝐹
1

𝑈
1

𝑅
2

𝑃
2

𝐹
2

𝑈
2

Maj 10 0.6331 0.6268 0.6299 0.2007 0.3770 0.6940 0.4885 0.2461
100 0.9729 0.6789 0.7997 0.0103 0.4602 0.9649 0.6232 0.0796

K-L 10 0.6331 0.6268 0.6299 0.0 0.6230 0.6294 0.6262 0.0
100 0.8211 0.8582 0.8393 0.0 0.8644 0.8285 0.8461 0.0

4096d 10 0.6331 0.6268 0.6299 0.0 0.6230 0.6294 0.6262 0.0
100 0.8689 0.8252 0.8465 0.0 0.8159 0.8616 0.8381 0.0

Individual 0.6 0.5454 0.5714 0.0 0.5 0.5555 0.5263 0.0

Table 7

Group 𝑛

Evaluation
𝑅
1

𝑃
1

𝐹
1

𝑈
1

𝑅
2

𝑃
2

𝐹
2

𝑈
2

Maj 10 1 0.5004 0.6670 0.0 10.4𝑒 − 04 1 20.9𝑒 − 04 1.4𝑒 − 03

100 1 0.5 0.6667 0.0 60.3𝑒 − 25 1 10.2𝑒 − 24 5.1𝑒 − 24

K-L 10 1 0.7415 0.8515 0.0 0.6513 1 0.7888 0.0

100 1 0.9999 0.9999 0.0 0.9999 1 0.9999 0.0

4096d 10 0.6331 0.6513 0.6421 0.0 0.6611 0.6431 0.6519 0.0

100 0.9729 0.9196 0.9455 0.0 0.9150 0.9712 0.8423 0.0

Individual 1 0.5263 0.6897 0.0 0.1 1 0.1818 0.0

Table 8

Group 𝑛

Evaluation
𝑅
1

𝑃
1

𝐹
1

𝑈
1

𝑅
2

𝑃
2

𝐹
2

𝑈
2

Maj 10 0.8497 0.6927 0.7632 10.0𝑒 − 01 0.3770 0.8884 0.5293 0.2461

100 0.9999 0.6848 0.8129 10.3𝑒 − 05 0.4602 0.9999 0.6303 0.0796

K-L 10 0.8463 0.8973 0.8710 0.0 0.9031 0.8546 0.8782 0.0

100 0.9999 0.9999 0.9999 0.0 0.9999 0.9999 0.9999 0.0

4096d 10 0.7704 0.7866 0.7784 0.0 0.7910 0.7750 0.7830 0.0

100 0.9857 0.9808 0.9832 0.0 0.9807 0.9856 0.9831 0.0

Individual 0.7 0.5833 0.6363 0.0 0.5 0.6250 0.5560 0.0

Table 9

Group 𝑛

Evaluation
𝑅
1

𝑃
1

𝐹
1

𝑈
1

𝑅
2

𝑃
2

𝐹
2

𝑈
2

Maj 10 1 0.6884 0.8155 0.0 0.3057 1 0.4682 0.2417
100 1 0.5909 0.7429 0.0 0.2413 1 0.3888 0.0665

K-L 10 1 0.9982 0.9991 0.0 0.9983 1 0.9991 0.0
100 1 1 1 0.0 1 1 1 0.0

4096d 10 1 0.9830 0.9914 0.0 0.9827 1 0.9913 0.0
100 1 1 1 0.0 1 1 1 0.0

Individual 1 0.6536 0.7905 0.0 0.47 1 0.6395 0.0

network traffic. The group assignment Maj performs worse
than the individual in most of the measures, while K-L and
4096d perform as before. 𝑅

2
and 𝑃
1
of individual assignment

are bad andworse inMaj but K-L and 4096d do exceptionally
well in this case as well.

5.2. Real Data-Based Simulation. We retrieved traffic data
from the packet traces in [22]. Our simulation system used
the pcap library functions to extract valid TCP connections
from the traces.We defined a valid TCP connection as being a
packet exchange between a client and a server that starts with
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Table 10: Composition of state sequence.

IMAP SMTP
State sequence Proportion State sequence Proportion
0-4-1-4 0.5564 0-4-1-4 0.4611
0-4-1-0 0.2189 0-4-0-4 0.2870
1-4-1-4 0.1134 0-4-0-0 0.0906
0-4-0-0 0.0790 1-4-1-4 0.0687
0-4-1-1 0.0108 1-4-2-4 0.0150
0-4-0-4 0.0108 1-4-0-4 0.0141
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

proper three-way TCP handshakes and has at least four pack-
ets after them (currently our system eliminates flows with
less than four packets. However, it is not difficult to extend
our system to handle flows with less than four packets. We
can simply add zero-length packets at the end of the flow
when it does not contain all the four packets. Applications
that produce less than four packets then can be characterized
as flows ending with a number of zero-length packets).
Among the packet traces, we singled out SMTP (port 25)
and IMAP (port 143) connections. The trace files were huge
and produced over 160,000 connections for SMTP and over
30,000 connections for IMAP. We have used tenfold cross-
validation so that nine-tenths of the connections from each
application selected via random selection is used to train the
target Markov model and the remaining one-tenth is used to
for testing purpose. For each connection, we have removed
the three-way TCP handshake packets (SYN, SYN/ACK, and
final ACK) and collected only the first four packets after the
handshake. All acknowledgement packets are ignored.

Table 10 shows the state sequences (patterns) for each
application in sorted order with the most frequent one at
the top. Both applications had the 0-4-1-4 sequence as the
most frequent sequence, with the other common sequences
being 0-4-0-4, 0-4-0-0, and 1-4-1-4. Note that states 0 to
3 are for the client-to-server packets and states 4 to 7 are
for the server-to-client packets with each state representing
one of the four payload length intervals: [0, 99], [100, 299],
[300,MSS-1], and [MSS] (Section 4). For example, 0-4-1-4
means the first packet was a client-to-server packet with size
in [0, 99], the second packet was a server-to-client packet
with size in [0, 99], the third packet was a client-to-server
one with size in [100, 299], and finally the fourth packet was
a server-to-client one with size in [0, 99]. Let us summarize
𝑁
1
IMAP and𝑁

2
SMTP application data collected in a given

time interval as in Table 11.
Given a real network traffic observation 𝑂

𝑗
, we calculate

the empirical likelihood under each model𝑀
𝑘
,

̂
𝑙
𝑘
(𝑂
𝑗
) = �̂�
𝑘
(𝑠1) �̂�

𝑘

12
(𝑠1, 𝑠2) �̂�

𝑘

23
(𝑠2, 𝑠3) �̂�

𝑘

34
(𝑠3, 𝑠4) , (14)

where �̂�𝑘(𝑠1) is the proportion of state 𝑠1 in the first stage
and �̂�𝑘

𝑖𝑗
(𝑠𝑖, 𝑠𝑗) is an empirical transition matrix constructed

from the total 𝑁
𝑘
connections. Evaluation measure, recall

1
,

can be computed as in (11) using empirical likelihood ̂𝑙
𝑘
and

Table 11

𝑂
1

⋅ ⋅ ⋅ 𝑂
𝑗

⋅ ⋅ ⋅ Total
IMAP 𝑛

11
/𝑁
1
⋅ ⋅ ⋅ 𝑛

1𝑗
/𝑁
1
⋅ ⋅ ⋅ 𝑁

1

SMTP 𝑛
21
/𝑁
2
⋅ ⋅ ⋅ 𝑛

2𝑗
/𝑁
2
⋅ ⋅ ⋅ 𝑁

2

�̂�
1
(𝑂
𝑗
) = 𝑛
1𝑗
/𝑁
1
instead. The other evaluation measures can

be computed in a similar fashion.
Table 10 shows why SMTP and IMAP applications are

difficult to classify using conventional network classification
methods, such as the BOF technique in [3] and a plain
Markov model approach in [2]. By eyeball computation,
𝑙SMTP(0414) < 𝑙IMAP(0414) and 𝑙SMTP(1414) < 𝑙IMAP(1414),
so state sequences 0-4-1-4 and 1-4-1-4 of SMTP are misclas-
sified as IMAP. Therefore, the recall rate of SMTP is at most
1–0.5298.

Group assignment using Maj does worse than the indi-
vidual assignment in the recall rate of SMTP. Because more
than half the percentage of SMTP state sequences are mis-
classified, majority counting will aggravate the situation.
Table 12 shows the performance of individual and group
assignment.

The Kullback-Leibler approach gives the best perfor-
mance as in the model-based simulation. The recall rates of
SMTP (𝑅

2
) with the Kullback-Leibler approach are well over

90% and close to 100% for a bag size of 100. The recall rates
of IMAP (𝑅

1
) are also remarkably high. The values of 𝑅

1
for

K-L (Kullback-Leibler) are somewhat lower than those for the
Maj approach, but it should be understood that the high recall
rate of IMAP in majority counting comes at a severe sacrifice
of SMTP recall rate. The 4096d approach also shows strong
recall rates, around 90%, for SMTP traffic. Its performance
degrades, however, with IMAP traffic, showing around a 65%
recall rate. It appears that simple Euclidean distance in 4096-
dimensional space is not accurate enough to capture the
characteristics of a traffic class whose traffic pattern heavily
overlaps with another. Further, 4096d treats all dimensions
equally in a sense, so it may not be sensitive enough to detect
some unique rare patterns in certain applications.

Even though the Kullback-Leibler method performed
well in the real data simulation, the computing time is still
a concern in online network classification and decision-
making. Table 13 presents a comparison of execution times for
various algorithms. The execution times are normalized for
10,000 connections.The individual assignment andMaj show
similar time requirements.TheK-L approach is slightly faster
than the 4096dmethod but is about roughly ten times slower
than the individual assignment or Maj in the case of bag size
of 100 connections, which seems to be a reasonable bag size
(100 connections are a size that is large enough to present a
representative state sequence distribution and small enough
to declare the identity of some unknown traffic in due time).
Most of the time is consumed in building the Markov model
for the test data; computing the distance between twoMarkov
models does not take significant execution time, contrary
to our initial prediction. It turns out that the probability
distribution of our total state-sequence space is very sparse,
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Table 12: Evaluation results for real data.

Group 𝑛

Evaluation
𝑅
1

𝑃
1

𝐹
1

𝑈
1

𝑅
2

𝑃
2

𝐹
2

𝑈
2

Maj 10 0.9148 0.6481 0.7587 0.0393 0.3598 0.8869 0.5119 0.1436
100 1 0.6249 0.7692 0.0 0.3574 1 0.5266 0.0424

K-L 10 0.8853 0.9450 0.9142 0.0 0.9485 0.8921 0.9194 0.0
100 0.9017 0.9933 0.9453 0.0 0.9939 0.9100 0.9501 0.0

4096d 10 0.7182 0.8688 0.7864 0.0 0.8916 0.7598 0.8204 0.0
100 0.6553 0.8642 0.0 0.8970 0.7224 0.0

Individual 0.9001 0.6262 0.7386 0.0 0.4625 0.8223 0.5920 0.0003

Table 13

Bag size Individual Maj K-L 4096d
time
1

time
2

time
1

time
2

time
1

time
2

time
1

time
2

10 0.0170 0.0131 0.0109 0.0098 0.4277 0.4194 0.8899 0.8913
50 0.0170 0.0131 0.0103 0.0098 0.1551 0.1311 0.2290 0.2326
100 0.0170 0.0131 0.0103 0.0098 0.1169 0.1016 0.1466 0.1475

Table 14: Recall rates for various protocols.

Group 𝑛

Recall rates
𝑅
21

𝑅
22

𝑅
25

𝑅
80

𝑅
110

𝑅
119

𝑅
143

𝑅
443

𝑅
995

𝑅
6881

Maj 10 0.6083 0.9941 0.1375 0.9934 10.000 0.1260 0.9410 0.9088 10.000 0.9849
100 0.7254 10.000 0.1453 0.9977 10.000 0.2100 10.000 0.9680 10.000 1.000

K-L 10 0.8259 0.9941 0.9370 0.9942 0.9845 0.4957 0.8689 0.9725 10.000 0.9953
100 0.8883 10.000 0.9878 0.9984 10.000 0.7899 0.9344 0.9872 10.000 1.000

4096d 10 0.2678 0.9045 0.8492 0.9207 0.9988 0.0000 0.7247 0.9514 0.0000 0.9907
100 0.3348 0.9074 0.9394 0.9508 10.000 0.0000 0.6395 0.9808 00.0000 1.000

Individual 0.5067 0.9912 0.1328 0.9857 0.9574 0.1617 0.9036 0.7964 0.9758 0.9258

meaning that most of them are zeroes. Therefore, we can
significantly reduce the K-L computing time.

5.3. Extending to Multiple Applications. We have extended
our proposed approach to handle network classification pro-
blems in the presence of more than two applications. From
the network traffic data repository we have collected most of
the application protocols having enough traffics to analyze.
As a result we ended up with 10 network protocols, which are
FTP, SSH, SMTP, HTTP, POP, NNTP, IMAP, HTTPS, SPOP,
and BitTorrent.

We have conducted an experiment to check whether
our proposed method works well in the presence of other
protocols. Tables 14 and 15 show the recall and precision rates
of various models, respectively, for the chosen protocols. 𝑅

𝑥

in Table 14 is the recall rate for a protocol with port number 𝑥,
while 𝑃

𝑥
in Table 15 represents the precision rate for the same

protocol. BitTorrent protocol uses random port numbers,
but we have collected and tested packets destined to port
6881 since our pcap files contain BitTorrent traffic of older
version in which 6881 is known to be one of themost frequent
port numbers (we discuss the problem of detecting BitTor-
rent packets in the presence of random port numbers in Sec-
tion 5.4). Thus, 𝑅

6881
and 𝑃
6881

stand for the recall and preci-
sion rate of these representative BitTorrent packets.The recall

rates of SMTP and IMAP are slightly different from those in
Table 12 since each packet now is matched against 10 different
models, instead of two models. It is clear that our tech-
niques, KL-10 (Kullback-Leibler with bag size 10) and KL-100
(Kullback-Leibler with bag size 100), consistently showmuch
better performance than other techniques. Other techniques
show very poor recall rate for ports 21, 25, and 119. However,
KL-10 and especially KL-100 produce close to 90% recall rate
for all ports except for NNTP (port 119), which must be very
tough to classify correctly as can be seen in the table. Still,
KL-100matches the packets of NNTPmuch better than other
techniques, almost reaching 80% recall rate with bag size 100
while others produce less than or around 20% recall rate.

Precision rates in Table 15 show the accuracy of the pre-
diction of eachmodel. Again the proposedKLmodel displays
considerably high precision rates compared to others. To
compute recall and precision rates, we need the distribution
of predicted ports for each classification technique. For exam-
ple, Table 16 shows the distribution of predicted ports for
each protocol with KL-10 classification technique. The table
shows the total number of connections belonging to each
protocol in the first column. For example, 1792 connections
were found to belong to port 21. The rest of the columns
show the predicted port number for each protocol. For port
21, the KL-10 has predicted that 1480 connections belong to
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Table 15: Precision rates for various protocols.

Group 𝑛

Precision rates
𝑃
21

𝑃
22

𝑃
25

𝑃
80

𝑃
110

𝑃
119

𝑃
143

𝑃
443

𝑃
995

𝑃
6881

Maj 10 0.9536 0.9942 0.7287 0.9857 0.4095 10.000 0.5979 0.9873 0.9548 0.9328
100 10.000 10.000 10.000 10.000 0.4876 10.000 0.5518 0.9984 0.9968 0.9213

K-L 10 0.9674 0.8753 0.8753 0.9990 0.6189 0.9404 0.9391 0.9928 0.9918 0.9432
100 10.000 10.000 0.9378 10.000 0.7566 10.000 0.9872 0.9984 10.000 0.9874

4096d 10 0.7424 10.000 0.6578 0.9843 0.4635 0.0000 0.8667 0.4875 0.0000 0.6329
100 0.8738 10.000 0.5793 10.000 0.4978 0.0000 0.9135 0.4952 0.0000 0.6909

Individual 0.7996 0.9644 0.5635 0.9467 0.3913 0.9985 0.6205 0.8952 0.9051 0.9024

Table 16: Predicted port distribution by KL-10.

Port 21 22 25 80 110 119 143 443 995 6881
21 1480 212 40 60
1792 (0.5580) 825.89 118.29 22.32 33.48
22 3396 20
3416 (0.2927) 994.01 5.85
25 30 15468 80 930
16508 (0.0606) 1.82 937.36 4.85 56.36
80 10 127416 430 300
128156 (0.0078) 0.08 993.84 3.35 2.34
110 100 60 24820 230
25210 (0.0397) 3.97 2.38 985.35 9.13
119 10 230 236
476 (2.1008) 21.01 483.18 495.79
143 400 2652
3052 (0.3277) 131.06 869.06
443 30 30396 260 570
31256 (0.0320) 0.96 972.67 8.32 18.24
995 290
290 (3.4483) 1000
6881 10 40 10732
10782 (0.0927) 0.93 3.71 995.36

port 21, 212 connections belong to port 110, 40 connections
belong to port 119, and 60 connections belong to port 6881.
Therefore, the recall rate is 1480/1792 = 0.8259 as shown in
Table 14. The precision rate for port 21 can be computed by
collecting all numbers in column 2 which shows the number
of connections predicted to belong to port 21 from all the 10
protocols. 1480 connections out of 1792 connections destined
to port 21 have been matched to port 21, 30 connections out
of 16508 connections destined to port 25 have been matched
to port 21, and so forth. However, since each protocol has
different number of connections, we have to normalize the
predicted connection number before adding them. We have
normalized the connection number of each protocol to 1000
connections, and the table shows the normalized connection
number below each connection number.The numbers within
parentheses in the first column of Table 16 are normalization
factors. Now the sum of normalized numbers in column 2
(which shows all the number of connections predicted to
belong to port 21) is 861.698; therefore the precision rate of

KL-10 technique for port 21 is 825.89/853.698 = 0.9674 as
shown in Table 14.

5.4. Detecting BitTorrent Packets in the Presence of Random
Port Numbers. Detecting P2P packets such as BitTorrent
is a hard problem and has been investigated by numerous
researchers. In this section, we describe how our technique
can be applied to detect BitTorrent packets and provide some
preliminary experimental results. Since our technique needs
a set of flows believed to belong to the same protocol, in this
case BitTorrent, we have collected packets coming out from
the same host to build a bag of flow and applied our technique
to it. We have identified hosts that exchange packets with
more than 10 different peers within relatively short time
period, in our case 1000 seconds. There were 1049 such hosts
in the pcap files used in the experimentation. Since the pcap
files do not contain payload portion, we cannot tell exactly
which traffic is due to true BitTorrent application (another
approach of collecting traffic for BitTorrent detection would
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Table 17: Port distribution of the ows from the 1049 hosts.

Port 21 22 25 80 110 119 143 443 995 BT Other
True 273 38 8278 0 136 51 14 755 1 943 26634
Pred. 744 145 8036 4626 294 191 189 11115 84 11699 0

be generating BitTorrent packets by ourselves and combine
them with existing pcap files. But it is very hard to generate
realistic BitTorrent traffic in this way, and the BitTorrent
traffic generated this way would consist of very simple
traffic patterns whose classification would become a trivial
task). Instead we have assumed port 6881 through 6899 are
BitTorrent ports and collected packets with these ports as
BitTorrent traffic. Packets with these ports have very high
chance of being BitTorrent packets (in older version of
BitTorrent, whose traffic our pcap files contain, 6881–6899 are
known to be the port range that BitTorrent hosts are using.),
and the purpose of our experimentation is to see how much
of them are classified as BitTorrent packets by our KL model.

The 1049 hosts were producing 37123 flows, or connec-
tions, and the port distribution of them are shown in Table 17.
About 30% of them were destined to one of the well-known
ports that our classification system can recognize, while the
rest (70% of the whole traffic), categorized as “Other” in the
table, were using random port numbers.The table also shows
the prediction result by the proposed KL-10 method. Since
each flow will always be matched to one of the 10 models,
there is zero flow in “Other” category. Instead each category
has been predicted to contain more than the actual number
of flows belonged to it. We believe the prediction system will
become more precise when it is equipped with more Markov
Models for other missing protocols.

We are especially interested in the recall and precision
performance for the case of BitTorrent traffic. Out of 1049
hosts, we have further identified 39 hosts that are producing
traffic with ports in 6881–6899 range. The total number of
BitTorrent flows in this category was 943. We were interested
in how much of them are classified as BitTorrent by our
prediction system and how precise our prediction is. The
result is shown in Table 18 and summarized at the bottom of
the table. “num of BT” in the table stands for “the number of
BitTorrent flows,” and “num of Non-BT” stands for “the
number of non-BitTorrent flows.” The table shows for each
host the true number of BitTorrent flows and non-BitTorrent
flows, respectively, and at the same time the predicted number
of BitTorrent and non-BitTorrent flows. From the table we
can see all of the BitTorrent flows are classified as BitTorrent
in our detection system. Therefore the recall rate is 100%.
However, the precision rate is 54.70%, a much lower figure
than those in Table 15.Themain reason is that our system has
only 10 models, ports 21, 22, 25, 80, 110, 119, 143, 443, and 995
and BitTorrent, to classify the traffic. All other traffics that do
not belong to one of these, those in the “Other” category in
Table 17, still have to be classified into one of these models,
lowering the precision rate. Particularly, a significant portion
of themare classified as BitTorrent traffic as shown inTable 18.
It might be that these flows are actually BitTorrent traffic, or

Table 18: Prediction result for BitTorrent hosts.

True port Predicted port
num of BT num of Non-BT num of BT num of Non-BT

Host 1 25 110 125 10
Host 2 30 5 35 0
Host 3 75 8 83 0
Host 4 48 1 49 0
Host 5 14 2 16 0
Host 6 27 24 41 0
Host 7 62 5 67 0
Host 8 8 4 10 2
Host 9 13 1 1 4 0
Host 10 22 3 25 0
Host 11 3 33 10 23
Host 12 56 1 50 7
Host 13 6 19 10 15
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

Total 943 880 1724 99
Recall 1.0000
Precision 0.5470

they are another P2P traffic that has similar packet pattern as
BitTorrent.

The low precision rate could be a problem in real situation
when we deploy our system in the gateway server. However,
by increasing the number of models, we believe that the
precision rate will improve. Also, since it captures unknown
traffic as BitTorrent only by looking at the packet header, we
can combine it with Deep Packet Inspection (DPI) technique
to classify the traffic further. That is, instead of applying DPI
to all the traffic, we can extract suspected BitTorrent traffic
with our technique first and then applyDPI to these extracted
ones.

There are other concerns when the current system is
deployed in real situation. One is building and maintaining
LRU (Least Recently Used) list to keep track of hosts for
which to collect packets. Since we cannot keep track of all
possible hosts, we use LRU to remove relatively inactive hosts
from the monitoring list. How many hosts to keep in the
LRU list, how many packets per host to collect, and so forth
are questions to resolve in real world deployment. Too short
LRU list will remove BitTorrent hosts prematurely from the
list when a large number of non-BitTorrent hosts exchange
packets before the BitTorrent host has the chance to send or
receive the second packet. Too long LRU list obviously put
too much overhead on the system. Another concern is the
relatively slow classification time ofKullback-Lieblermethod.
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Table 19

𝑂
1
⋅ ⋅ ⋅ 𝑂

𝑗
⋅ ⋅ ⋅ 𝑂

𝑐
Total

App 1 𝑝
11
⋅ ⋅ ⋅ 𝑝

1𝑗
⋅ ⋅ ⋅ 𝑝

1𝑐
1

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

App𝑟 𝑝
𝑟1
⋅ ⋅ ⋅ 𝑝

𝑟𝑗
⋅ ⋅ ⋅ 𝑝

𝑟𝑐
1

However, in a moderate speed network as in our test pcap
file, the timestamps of captured packets show that there is
enough time to analyze traffic pattern and classify them with
Kullback-Liebler technique. Even in high speed network,
classification task is a highly parallel process and with proper
equipment such as parallel network processors our technique
would still be a viable option.

6. Discussion and Conclusion

In this paper, we developed a novel classification method
based on a Markov model with Kullback-Leibler divergence.
Our primary goal was to develop amethod that performswell
on hard-to-classify network applications. Even though most
of the previous methods of network classification perform
well in most cases by using either correlated information of
connections or a combination of a machine learning tech-
nique and Markov or hidden Markov models, they fail to
produce convincing results when the patterns of connections
of applications are similar.

We proposed a novel method that combines a flexible
Markov model with Kullback-Leibler information and cor-
related traffic connection by grouping or bagging with the
port number of applications. As our theoretical simulation
and real data simulation show, our method outperformed the
other methods in hard-to-classify situations, even though we
did not cover all possible cases.

We recognize the slowness of the Kullback-Liebler appr-
oach (compared to Individual orMajority approach as shown
inTable 13) as being one drawback of our technique.However,
its high prediction success rate even among the overlapping
traffic classes in terms of traffic patterns, as in SMTP and
IMAP, is promising. Further, our technique is scalable in that
its execution time increases linearly as the number of target
classes increases, because once it builds theMarkovmodel for
the test data, measurement of its distance from each of the
Markovmodels of the target classes can be done very quickly.

Our approach can be extended tomore general multiclass
problems. A 𝑟 × 𝑐 table can be set up to classify observations
with 𝑐 (> 2) patterns to one of the 𝑟 (> 2) classes (see Table 19).

The basic idea of individual assignment is to compute
𝑙
𝑘
(𝑂
𝑗
), 𝑘 = 1, . . . , 𝑟, 𝑗 = 1, . . . , 𝑐, and assign 𝑂

𝑗
to

argmax
1≤𝑘≤𝑟
𝑙
𝑘
(𝑂
𝑗
) class for all 𝑗 = 1, . . . , 𝑐 when all likeli-

hoods have distinct values.
The recall rate for each application can be computed as

follows:

recall
𝑖
= ∑

𝑗∈{𝑗:arg max
𝑘

𝑙𝑘(𝑂𝑗)=𝑖}

𝑝
𝑖𝑗
.

(15)

Precision rates can also be computed by considering the
abundance proportions of each application.
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