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It is expected that Internet of Things (IoT) revolution will enable new solutions and business for consumers and entrepreneurs
by connecting billions of physical world devices with varying capabilities. However, for successful realization of IoT, challenges
such as heterogeneous connectivity, ubiquitous coverage, reduced network and device complexity, enhanced power savings, and
enhanced resourcemanagement have to be solved. All these challenges are heavily impacted by the IoT network topology supported
by massive number of connected devices. Small-world networks and scale-free networks are important complex network models
with massive number of nodes and have been actively used to study the network topology of brain networks, social networks, and
wireless networks. These models, also, have been applied to IoT networks to enhance synchronization, error tolerance, and more.
However, due to interdisciplinary nature of the network science, with heavy emphasis on graph theory, it is not easy to study the
various tools provided by complex networkmodels.Therefore, in this paper, we attempt to introduce basic concepts of graph theory,
including small-world networks and scale-free networks, and provide system models that can be easily implemented to be used as
a powerful tool in solving various research problems related to IoT.

1. Introduction

We are experiencing explosive growth in digital data and
connected devices today.The estimated number of connected
devices connected to the Internet is predicted to reach
approximately 6.4 billion in 2016 and 20.8 billion by the year
2020 according to Gartner. Since the inception of the term
Internet of Things (IoT), which was intended originally for
radio frequency identification (RFID) network, in 1999 by
the Auto-ID Center of MIT [1], the concept has evolved into
a network that is exponentially larger and more complex,
supporting a large number of devices with services such as
automotive, utilities, logistics, healthcare, and public safety
using various technologies such as wireless sensor network,
Wi-Fi, ZigBee, and cellular network to connect to the Internet
backbone.

To realize the IoT revolution that will enable new solu-
tions and business for consumers and entrepreneurs by
connecting billions of physical world devices with varying
capabilities, many major standards development organiza-
tions (SDOs) such as ITU-T, IETF, IEEE, and 3GPP have been
very active on IoT standardization. In 2012, Recommendation
ITU-T Y.2060, “Overview of the Internet of Things” was

approved by ITU-T Study Group 13 (SG 13) that provides an
IoT referencemodel and defines IoT as a global infrastructure
for the information society, enabling advanced services by
interconnecting things based on existing and evolving inter-
operable information and communications technologies [2].
IETF is actively working on a set of IoT standards focusing
on IP transmission over NFC, Bluetooth, and WPAN [1].
IEEE P2413 WG is working on IoT architectural framework
standardization that includes IoT domains, abstractions, and
commonalities [1]. Finally, 3GPP is working on a narrowband
evolution of LTE for IoT (NB-IoT) to be included in Rel. 13
that will further reduce cost and power but provide extended
coverage compared to the LTE-M introduced in Rel. 12.
Despite the different views on the IoT standardization by
different SDOs, there is a general consensus on the technical
challenges the IoT needs to solve. These challenges are
to provide heterogeneous connectivity, ubiquitous coverage,
reduced network and device complexity, enhanced power
savings, and enhanced resource management. All these chal-
lenges are heavily impacted by the IoT network topology
supported by massive number of connected devices.

Network science is a branch of science of interdisciplinary
nature based on graph theory, statistical mechanics, data
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mining, and more [3]. Network science utilizes various mod-
els and tools to study complex networks’ topology such as
brain networks, social networks, and wireless networks. For
decades, random network or Erdös-Rényi network has been
the main network model for studying real world complex
networks. A random network of 𝑁 nodes is constructed by
connecting 𝑁(𝑁 − 1)/2 node pairs if a randomly generated
number is greater than a probability 𝑝. Recently, the “small-
world effect” or “six degrees of separation” principle, which
was first discovered by the social psychologist Milgram in
[4], was first studied by Watts and Strogatz in [5]. In small-
world networks, by randomly reconnecting a small number
of links in a regular lattice network, the average path length is
reduced significantly [6–12]. Both the random network and
small-world network have homogeneous network topology
where the nodes have approximately the same number of
links. In recent years, scientists have discovered that many
real world networks such as world wide web (WWW),
social networks, and metabolic networks are not random
with node connection or edge distribution approximated by
Poisson distribution but have power-law distribution [13–
21]. In contrast to the Poisson distribution, the power-law
distribution has higher peaks and “fat” tails describing the
existence of few nodes with massive links observed in real
networks. In 1999, Barabási and Albert proposed the scale-
free network that has edge distribution equal to power-law
nature. The two main features of the scale-free network are
that it is an evolving network with incoming nodes and that
these nodes are attached preferentially to the existing nodes
with a large number of links.

Due to interdisciplinary nature of the network science,
with heavy emphasis on graph theory, it is not easy to study
the various tools provided by complex networkmodels.There
are numerous small-world and scale-free network intro-
ductory research papers from statistical mechanics branch,
but there are very few introductory research papers from
information and communications technology branch that
can be used for wireless network optimization. Therefore,
in this paper, we attempt to introduce basic concepts of
graph theory, including small-world networks and scale-free
networks, and provide system models with wireless channel
characteristics that can be easily implemented to be used as a
powerful tool in solving various research problems related to
IoT. Furthermore, we evaluate the proposed system models
of small-world networks and scale-free networks based on
various complex networkmetrics, such as average path length
and clustering coefficient.

The remainder of the paper is organized as follows.
Section 2 presents recent research activities related to applica-
tions of small-world and scale-free concepts to IoT networks.
Section 3 provides an overview on basic concepts related to
complex networks. In Section 4, we describe the proposed
system model for small-world networks and system model
for scale-free network in Section 5. In Section 6, we present
various network characteristics that are needed to be added to
the conventional complex network models for IoT modeling.
The numerical results are presented in Section 7. Finally, we
conclude in Section 8.

2. Related Works

Small-world network and scale-free network models have
been applied to variouswireless networks, serving as different
basis to the IoT platform, to solve various problems. We
briefly describe recent research activities devoted to improv-
ing the wireless networks’ performance based on the small-
world and scale-free concepts. One of the first known works
that has applied the small-world concept to wireless networks
research is the work done in [22] by Helmy. It was shown
that the path length of wireless networks can be drastically
reduced by rewiring a small number of links between the
wireless nodes. Furthermore, a novel resource discovery
methodwas proposed for small-world concept basedwireless
networks. Authors in [23] proposed to improve synchroniza-
tion in wireless sensor networks by applying small-world
concepts.Theproposedmodel utilizes a small number of high
end sensors (H-sensors) with long communication range in
addition to the large number of low end sensors (L-sensors) in
the network. Using amodified flooding time synchronization
protocol in the proposed heterogeneous sensor network, a
small-world topology is realized. Experimental results have
shown that the synchronization error can be reduced by
more than 50% compared to the conventional methods.
Another important application of the small-world concept is
in improving the energy efficiency in wireless networks. In
designing an adhocnetworkwith improved energy efficiency,
the authors in [24] used a new energy efficiency metric of
the wireless nodes for the proposed small-world network.
The small-world properties were verified through simulation
analysis and the proposed model was shown to be more
energy efficient than the conventional random network. One
of the advantages of scale-free network is the robustness
against node failures. In [25], the authors proposed two pro-
tocols for constructing scale-free networks.The twoprotocols
are called preferential attachment with time varying feedback
and opportunistic two-stage random attachment. Based on
degree distribution analysis, it was shown that the proposed
network model is scale-free. Authors in [26] proposed a new
scale-free network that includes node removal process with
compensation mechanism compared to the conventional
Barabási and Albert (BA) network that only considers node
addition step for node evolution process. The new model is
called neighborhood log-on and log-off (NLL) model due to
the similar mechanism as in the action of logging on and
logging off a system. It was shown that the proposed NLL
model achieves decreased average path length and enhanced
network connectivity compared to the BA model. In [27], a
new scale-free network called flow-aware scale-free (FASF)
model is proposed. In this work, the wireless sensor network
is modeled as a weighted network and the traffic of the
nodes is modeled as the weight. The performance of the
proposed model was compared to the BA and NLL models
and was shown to achieve increased network lifetime and
reduced average path length. Authors in [28] proposed a new
shortcut strategy based on local importance of nodes. The
proposed method was evaluated in a sensor network with
regular sensor nodes and super sensor nodes and was shown
to have small-world features. In [29], small-world network
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Figure 1: A graph example.

models were applied to mobile ad hoc network (MANET)
andwere implemented based on routing protocols inOPNET.
The distance vector based routing protocols and link-state
based routing protocols were compared and it was shown
that link-state based protocols converge faster. Authors in
[30] proposed an energy aware BA model for wireless sensor
networks (WSN). The key idea of the proposed method is to
consider both node degree and residual energy in preferential
attachment. In [31], the authors proposed two protocols to
construct energy-efficient and robust large-scale WSN with
scale-free properties.The first schememodifies the BAmodel
by integrating clustering and degree constraint. The second
scheme improves energy efficiency through avoiding links
to hub-nodes with large potential degrees. The performance
of the proposed protocols was verified based on scale-free
property, average path length, energy efficiency, and network
robustness.

3. Basic Concepts

Complex networks such as computer networks, sensor net-
works, brain networks, and social networks can be repre-
sented as a graph. A graph consists of vertices, nodes, or
points connected by edges, links, or lines. Mathematically,
a graph can be represented by ordered paired sets 𝐺 ={𝑉, 𝐸}, where 𝑉 is a set of 𝑁 vertices and 𝐸 is a set of edges
connecting elements of 𝑉. Furthermore, the degree 𝐾 of a
vertex is defined as the total number of edges connected to
that vertex. Figure 1 shows a graph consisting of 7 vertices
and 7 edges. The degree of node 4 is equal to 𝐾 = 3, since
there are 3 edges connected to nodes 2, 3, and 5. The graph
in Figure 1 can be described as a network with a set of
vertices 𝑉 = {1, 2, 3, 4, 5, 6, 7} and a set of edges 𝐸 ={(1, 2), (1, 3), (2, 4), (3, 4), (4, 5), (5, 6), (6, 7)}.

An important model of complex network is the random
network or Erdös-Rényi network model. Random network
model is commonly used as a network reference model
to compare a newly proposed network model. A random
network can be characterized by the total number of nodes𝑁 and the probability 𝑝 that two nodes are connected.
A random network can be constructed by the following
procedure with𝑁 nodes and connection probability 𝑝.
Step 1. Start with a ring of𝑁 nodes.

Step 2. Choose a node pair (𝑖, 𝑗).

Step 3. If a randomly generated number between 0 and 1 is
less than 𝑝, then connect the two nodes 𝑖 and 𝑗.
Step 4. Repeat Steps 2 and 3 for all possible node pairs𝑁(𝑁−1)/2.

To evaluate the size of a network, the average path length
is used and is defined as the average distance between two
vertices, averaged over all possible pair of vertices. The
distance between a pair of vertices is defined to be the number
of minimum edges or hops connecting the two vertices. For
example, the distance between vertices 1 and 5 in the network
in Figure 1 is equal to 3.The average path length is determined
as follows:

𝐿 = (𝑁2)
−1

∑
𝑖 ̸=𝑗

𝑙𝑖𝑗, (1)

where 𝑁 is the total number of vertices in the network,𝑙𝑖𝑗 is the minimum distance between vertices 𝑖 and 𝑗, and
(𝑁2 ) represents all possible numbers of pairs of vertices.
Figure 2 shows a ring of vertices with 𝑁 = 4 and 𝐾 = 3.
All possible pairs of vertices for 𝑁 = 4 network are 𝐸 ={(1, 2), (1, 3), (1, 4), (2, 3), (2, 4), (3, 4)}with 6 pairs of possible
edges. As shown in the figure, all the possible connections
have been implemented in the network. Using (1), the average
distance is calculated as 𝐿 = (6)−1 × (1+ 1+ 1+ 1+ 1+ 1) = 1.
The clustering coefficient is defined as the average fraction
of pairs of neighbor vertices that are also neighbors of each
other. The clustering coefficient measures the cliquishness of
a typical friendship circle. The average clustering coefficient
averaged over all vertices 𝑖 = 1 ⋅ ⋅ ⋅ 𝑁 is given by

𝐶 = 1𝑁
𝑁∑
𝑖=1

𝐶𝑖, (2)

where 𝐶𝑖 is the clustering coefficient for vertex 𝑖 defined as

𝐶𝑖 = 2𝐸𝑖𝐾𝑖 (𝐾𝑖 − 1) , (3)

where 𝐸𝑖 is the actual number of edges connecting the
neighbors of vertex 𝑖, 𝐾𝑖 is the total number of neighbor
vertices connected to vertex 𝑖, and 𝐾𝑖(𝐾𝑖 − 1)/2 is the maxi-
mum number of possible connections between the neighbor
vertices. Therefore, 𝐶𝑖 represents a ratio of actual neighbor
node connections to the maximum possible connections. For
the network shown in Figure 2, for vertex 1, 𝐾1 = 3 and𝐸1 = 3, and the maximum number of connections between
the neighbor vertices is equal to 3(3 − 1)/2 = 3. Thus, 𝐶𝑖 =3/3 = 1.

The degree distribution is another important metric used
for network topology analysis. It is defined as the probability
that a randomly chosen node 𝑖 has a degree 𝑘. A network’s
degree distribution depends on the total number of vertices𝑁 in the network and the node connection probability 𝑝. A
random graph with large 𝑁 and 𝑝 has a degree distribution
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Figure 3: Degree distribution for a random network with𝑁 = 1000,𝑝 = 0.01, and ⟨𝑘⟩ = 10.

that can be approximated as Poisson distribution represented
as follows:

𝑝 (𝑘) = 𝑒−⟨𝑘⟩ ⟨𝑘⟩𝑘𝑘! , (4)

where 𝑘 is the degree and ⟨𝑘⟩ is the average degree. Figure 3
shows the degree distribution for a randomnetworkwith𝑁=
1000, 𝑝 = 0.01, and ⟨𝑘⟩ = 10. It is seen from the figure
that the shape of the distribution has a peak around ⟨𝑘⟩ =
10 and falls off exponentially to the sides. In contrast to
degree distribution of random networks and small-world
networks following Poisson distribution, scale-free networks
have degree distribution that follows power-law distribution
defined as

𝑝 (𝑘) = 𝑘−𝛾, (5)

where 𝑘 is the degree and 𝛾 is the scale-free exponent.
Many real networks have scale-free property with power-law
distribution. For example, Internet, actor casting, and paper
citation have power-law distribution with 𝛾 = 2.1, 𝛾 = 2.3, and𝛾 = 3, respectively.

4. Small-World Network

In this section, we discuss the design and implementation
issues related to modeling small-world networks through
algorithm description, system model presentation, and met-
ric calculation module overview.

4.1. Algorithm. The small-world model has been actively
applied to the communications networks research due to
resulting network topology with features such as smaller
average transmission delay andmore robust network connec-
tivity. The small-world network is constructed by randomly
rewiring the edges of a ring lattice with 𝑁 nodes. The fol-
lowing procedure describes the basic steps of the small-world
network construction. By varying the rewiring probability 𝑝,
one can analyze the transition of the network from a lattice
structure to a random structure with 0 ≤ 𝑝 ≤ 1.
Step 1. Start with a ring of𝑁 nodes.

Step 2. Connect𝐾 nearest nodes for all the nodes 𝑖 = 1 ⋅ ⋅ ⋅ 𝑁.
Step 3. Reconnect the edges to a randomly chosen node with
probability 𝑝.
Step 4. Repeat Step 3 for all𝑁𝐾/2 edges in the ring network.

4.2. System Model. Figure 4 shows the system model for
implementing a small-world network. The system contains
five major blocks: node initialization block, node connection
block, rewiring block, average path length calculation block,
and clustering coefficient calculation block. Parameters𝑁,𝐾,
and 𝑃 correspond to total number of nodes, initial degree
of all the nodes, and rewiring probability, respectively. Fur-
thermore, the node connection matrix or adjacency matrix
gives information about all the node connections after the
completion of the rewiring process. The node connection
matrix shown in equation (6) describes the node connections
for the graph example in Figure 1.

1 2 3 4 5 6 7
1 0 1 1 0 0 0 0
2 1 0 0 1 0 0 0
3 1 0 0 1 0 0 0
4 0 1 1 0 1 0 0
5 0 0 0 1 0 1 0
6 0 0 0 0 1 0 1
7 0 0 0 0 0 1 0

(6)

Note that the small-world network is modeled by a relational
graph where the distance is based on edges or hops rather
than the absolute distance used in spatial graphs.

4.3. Metric Calculation Modules. In average path length
calculation block, based on the node connectional matrix,
which contains all the connections between the nodes, the
number of hops needed to reach a node 𝑗 from node 𝑖
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Figure 4: Small-world network system model.

needs to be calculated. The first step in this module is to
find all possible node pair index (𝑖, 𝑗). For all the node pairs
indices, we start by checking if there is a direct connection
between nodes 𝑖 and 𝑗. If there is no direct connection,
we check for 2-hop connection where node 𝑗 is connected
through an intermediate node. We continue this process
with increasing number of hops until all the numbers of
connections for all the node pair indices have been found.
Finally, all the numbers of hops found for all the node pairs
are added and divided by the total number of node pairs.
For a network with very large number of nodes, breadth-first
search (BFS) algorithm [32] is recommended for average path
length calculation.The basic idea of BFS algorithm is to label
a reference node as “0” and then “ripple” the labeling process
until all the nodes have been labeled. The labels provide the
distance with reference to node 0.

In clustering coefficient calculation block, based on the
node connectional matrix, the total number of neighbor
nodes connected to node 𝑖 is found. Using the number of
neighbor nodes found, the maximum number of possible
connections is calculated by 𝐾𝑖(𝐾𝑖 − 1)/2. The next step is to
find the actual number of edges connecting the neighbors of
node 𝑖. We continue this process for all𝑁 nodes. Finally, we
use (3) to calculate the clustering coefficient for node 𝑖 using
the information found in the previous steps and get the final
clustering coefficient using (2).

5. Scale-Free Network

In this section, we discuss the design and implementation
issues related to modeling scale-free networks through algo-
rithm description, system model presentation, and metric
calculation module overview.

5.1. Algorithm. Major features of scale-free networks that are
different compared to random networks and small-world
networks are dynamic addition of new nodes and preferential
attachment to existing nodes with rich connections. Due to
these features, in contrast to random networks and small-
world networks with Poisson distribution, scale-free net-
works have degree distribution following power-law nature,
resulting in higher probability of finding nodes with a large
number of links. The following algorithm shows the steps
towards construction of a scale-free network.

Connect
initial nodes

Initialize
edge vector

Generate

Degree distribution
calculation

Average path length
calculation

Node connection matrix

K Node connection matrix

Select
m target nodes

Connect nodes update
(1) Connection matrix
(2) Edge vector

Edge vectorm0

node t

Figure 5: Scale-free network system model.

Step 1. Start with a small number𝑚0 nodes with degree𝐾.
Step 2. Introduce a new node into the network.

Step 3. Connect the new node to 𝑚 existing nodes based on
maximum degree probability shown as follows:

Π(𝑘𝑖) = 𝑘𝑖∑𝑗 𝑘𝑗 , (7)

where Π(𝑘𝑖) is the probability of selecting node 𝑖, 𝑘𝑖 is the
degree of node 𝑖, and ∑𝑗 𝑘𝑗 is the total number of edges in
the current network.

Step 4. Repeat Steps 2 and 3, until a network with𝑁 = 𝑡+𝑚0
nodes and𝑚𝑡 edges has been constructed.

5.2. System Model. The system model for constructing a
scale-free network is shown in Figure 5. The main modules
are initialization modules, node connection modules, and
metric calculation modules. The system model starts by
initially connecting 𝑚0 nodes with 𝐾 edges. The node
connection matrix is generated based on the initial net-
work topology. Based on the node connection matrix,
an edge vector is created. We implement the preferential
attachment step or Step 3 of the scale-free network algo-
rithm by using the edge vector. The edge vector contains
multiple node indices, where the number of index repe-
titions indicates the number of edges of that node. The
edge vector based method is further described based on
Figure 6 and equations (8), (9), (10), and (11).

(i) Initial Node Connection

Connection Matrix
0 1 1
1 0 1
1 1 0

(8)

Edge Vector
1 1 2 2 3 3 (9)
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(ii) Network with New Node 4

Connection Matrix

0 1 1 0
1 0 1 1
1 1 0 1
0 1 1 0

(10)

Edge Vector

1 1 2 2 2 3 3 3 4 4 (11)

In Figure 6, an initial graph is shown with 3 vertices and
2 edges for each vertex. Equations (8), (9), (10), and (11) show
the connection matrix with connection information of the
initial graph topology. Furthermore, an edge vector includes
node indices of all the nodes in the graph in multiples of
twos, since all the nodes have 2 links connected to the
neighbor nodes. To implement the maximum degree based
node selection with 𝑚 = 2 target nodes, two random
numbers between 1 and the total number of elements in
the edge vector, which is 6, are generated. Let us assume
that the numbers generated are 3 and 6. Since the 3rd and
6th elements of the edge vector are node indices 2 and 3,
the new node 4 will connect to the existing nodes 2 and 3
as shown in Figure 6. The updated connection matrix and
edge vector due to the new node connection are shown
in equations (8), (9), (10), and (11). From the updated edge
vector, we can see that the number of node indices 2 and 3
has increased from 2 to 3. Thus, nodes 2 and 3 have higher
probability of being selected by the new node 5 compared
to nodes 1 and 4. The dynamic addition of a new node and
preferential attachment processes are implemented based on
three blocks: new node 𝑡 generation block, 𝑚 target node
selection block, and connection matrix/edge vector update
block, as shown in Figure 5. When a network construction
with𝑁 = 𝑡+𝑚0 nodes and𝑚𝑡 edges has been completed, the
final node connectionmatrix is used in themetric calculation
blocks: average path length block and degree distribution
block.

5.3. Metric Calculation Modules. In average path length
calculation block, after completion of a scale-free network
construction, the node connection matrix that contains the
link information between all the nodes is used for average
path length calculation. The steps used in the average path
length calculation block for small-world network are also
used in the scale-free network system model. Furthermore,
the BFS algorithm is recommended for average path length
calculation of scale-free networks with a large number of
nodes and edges.

Degree distribution calculation is an important factor in
studying the power-law nature of the constructed scale-free
network. In degree distribution calculation block, the first
step is to gather degree 𝐾 for all the nodes in the network
using node connection matrix. The range of the degree is
defined based on the minimum and maximum degree values

3

21

3

21

4

Initial node connection Network with new node 4

Figure 6: A graph example for scale-free network model.

found in the first step. The next step is to bin the degree data
covering all the degree range. In the last step, the power-law
nature of the network is verified by plotting the binned degree
data in log-log scale.

6. IoT Model

In contrast to the relational graphs used in general complex
network models, spatial graphs are more appropriate models
for wireless sensor networks (WSNs). This is because in
WSN, due to practical constraints, such as energy capacity
and radio transmission range, the links are restricted by
the distance between nodes, rather than relational factors
as in small-world networks and scale-free networks. Thus, a
new incoming node will have a limited number of candidate
target nodes to be connected subject to required power
consumption to communicate between nodes 𝑖 and 𝑗 that
can be simply defined as 𝑝𝑖𝑗 = 𝑝min𝑑𝛾𝑖𝑗, where 𝛾 is the
path loss exponent and 𝑝min is the minimum power for
acceptable reception quality. Furthermore, in heterogeneous
WSN, the nodes will have different communication and
energy capabilities. Possible WSN nodes are a sink node,
a small number of cluster head nodes with high hardware
capabilities and energy capacity, and a large number of low
cost sensor nodes that are continuously added to the network
over time.

Important optimization criteria of WSN are energy effi-
ciency, average path length based on geographical distance,
and network tolerance. Based on these WSN optimization
criteria, the rewiring scheme in the conventional small-world
network algorithm ismodified to include performancemetric
such as energy efficiency as shown below.

Step 1. Start with a ring of𝑁 nodes.

Step 2. Connect𝐾 nearest nodes for all the nodes 𝑖 = 1 ⋅ ⋅ ⋅ 𝑁.
Step 3. Reconnect or add new edges based on probability
function that is dependent on performance optimization
parameters.

Step 4. Repeat Step 3 for all𝑁𝐾/2 edges in the ring network.

As for the WSN based on scale-free properties, the pref-
erential attachment in the conventional scale-free network
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Figure 7: Average path length for small-world network.

algorithm is modified to include performance metric such as
energy efficiency as shown below.

Step 1. Start with a small number𝑚0 nodes with degree𝐾.
Step 2. Introduce a new node into the network.

Step 3. Connect the new node to 𝑚 existing nodes based
on probability that will maximize performance optimization
criteria.

Step 4. Repeat Steps 2 and 3, until a network with𝑁 = 𝑡+𝑚0
nodes and𝑚𝑡 edges has been constructed.

7. Simulation Results

7.1. Small-World Network. In this section, we study the
behavior of the small-world network implemented based
on the system architecture with metric calculation modules
described in Section 4. We initially assumed a regular ring
lattice model with𝑁 = 24 nodes and initial degree 𝐾 = 4 for
all the nodes.The small-world networkwas created according
to the system architecture described previously with various
rewiring probability 𝑝 ranging from 0 to 1. Figure 7 shows
the average path length of the implemented small-world
network. One could observe that the average path length is
around 4.2 for 𝑝 = 0 (without rewiring) and decreases to
2.6 for high rewiring probability 𝑝 (random network). Even
with small number of random rewiring, there is a drastic
decrease in average path length. Note that the theoretical
average path length value for random network (𝑝 = 1) can be
calculated as 𝐿 ∼ ln(𝑁)/ ln(𝐾). Figure 8 shows the clustering
coefficient of the implemented small-world network. One
could observe that the clustering coefficient remains relatively
constant with value around 0.5. However, there is rapid drop
in the clustering coefficient for rewiring probability 𝑝 greater
than 0.1. Thus, we can observe that the small-world network
remains highly clustered like regular lattice for 𝑝 less than 0.1.
From Figures 7 and 8, we can conclude that the behavior of
the small-world network was fully confirmed, having highly
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clustered behavior as the regular lattice and small average
path length as the random graphs, based on the proposed
system architecture.

7.2. Scale-Free Network. In this section, we study the behavior
of the scale-free network implemented based on the system
architecture described in Section 5. Figure 9 compares the
average path length for random networks, denoted as RN
in the plot, and scale-free networks, denoted as SFN in the
plot, for different number of nodes 𝑁 in the network with⟨𝐾⟩ = 4. The random network was constructed based on
the algorithm described in Section 3. As for the scale-free
network, the initial number of nodes was set to 𝑚0 = 2 and
the number of target nodes for preferential attachment by the
incoming node was set to 𝑚 = 𝑚0 = 2. To calculate the
average path length, the BFS algorithmwas utilized.As shown
in Figure 9, with increase in network size 𝑁, substantial
decrease in average path length in scale-free network is
observed compared to a random network. Figure 10 shows
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the degree distribution of a scale-free network with total
number of nodes in the network equal to𝑁= 500 for different
number of initial nodes and target nodes set as 𝑚0 = 𝑚 = 3,
5, and 7. The degree distribution was calculated using the
degree distribution calculation block described in Section 5.
As seen in Figure 10, the degree distribution generated by the
proposed system model follows the power-law distribution
for all different values of𝑚0 and𝑚 proving that the generated
network evolves into a scale-free network. Note that the
noise in the tail occurs due to limited number of data to
average out the noise. One of the advantages of the scale-free
network is the error and attack tolerance. Figure 11 shows the
error tolerance performance as a function number of nodes
removed from the network. To study the error tolerance
performance of the generated scale-free network, out of𝑁 =
1000 nodes, randomly selected nodes were removed with
removal of all the connected edges to that node. Average

path length metric was used to study the disruption effect to
the scale-free network and random network due to removal
of nodes. We can see that when 20% of the nodes in the
network are removed, the average path length of the network
increases around 16% and 12% in random network and scale-
free network, respectively. Note that a peak point can be
observed from the figure. This point is called a critical point
where the network breaks into numerous isolated clusters,
resulting in rapid drop in average path length. From the small
average path length, power-law degree distribution, and error
tolerance performance shown in Figures 9, 10, and 11, we can
conclude that the generated network fully satisfies the scale-
free characteristics.

8. Conclusions

In this paper, we introduced basic concepts of complex
networks, including small-world networks and scale-free
networks. Then, separate system models for small-world
networks and scale-free networks were proposed that can
be easily implemented and applied to IoT network opti-
mizations. The small-world networks model contains five
major blocks: node initialization block, node connection
block, rewiring block, average path length calculation block,
and clustering coefficient calculation block. As for the scale-
free networks model, major blocks are node initialization
block, new node generation block, target node selection
block, average path length calculation block, and degree
distribution calculation block. The proposed system models
were evaluated based on various complex network metrics.
The simulation results show that one can confirm the small-
world characteristics showing highly clustered behavior and
small average path length based on the proposed system
architecture. Furthermore, the degree distribution generated
by the proposed system model followed the power-law
distribution for all different values of 𝑚0 and 𝑚 proving that
the generated network evolves into a scale-free network.
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“Classes of small-world networks,” Proceedings of the National
Academy of Sciences of the United States of America, vol. 97, no.
21, pp. 11149–11152, 2000.

[8] J. M. Kleinberg, “Navigation in a small world,”Nature, vol. 406,
no. 6798, p. 845, 2000.

[9] J. M. Kleinberg, “The small-world phenomenon: an algorithmic
perspective,” in Proceedings of the ACMSymposium onTheory of
Computing, pp. 163–170, 2000.

[10] M. E. J. Newman, “Models of the small world,” Journal of
Statistical Physics, vol. 101, no. 3-4, pp. 819–841, 2000.

[11] A. Barrat and M. Weigt, “On the properties of small-world
network models,”The European Physical Journal B—Condensed
Matter and Complex Systems, vol. 13, no. 3, pp. 547–560, 2000.

[12] I. Sohn, “Modeling and implementing small world network,” in
Proceedings of the International Conference on Information and
Communication Technology Convergence (ICTC ’16), pp. 414–
416, IEEE, Jeju Island, South Korea, October 2016.

[13] A.-L. Barabási and R. Albert, “Emergence of scaling in random
networks,” Science, vol. 286, no. 5439, pp. 509–512, 1999.

[14] A.-L. Barabási, R. Albert, and H. Jeong, “Mean-field theory for
scale-free random networks,” Physica A: Statistical Mechanics
and its Applications, vol. 272, no. 1-2, pp. 173–187, 1999.

[15] R. Albert and A.-L. Barabási, “Statistical mechanics of complex
networks,” Reviews of Modern Physics, vol. 74, no. 1, pp. 47–97,
2002.

[16] A.-L. Barabási, E. Ravasz, and T. Vicsek, “Deterministic scale-
free networks,” Physica A, vol. 299, no. 3-4, pp. 559–564, 2001.

[17] R. Cohen and S. Havlin, “Scale-free networks are ultrasmall,”
Physical Review Letters, vol. 90, no. 5, Article ID 058701, 2003.

[18] R. Albert and A.-L. Barabási, “Statistical mechanics of complex
networks,” Reviews of Modern Physics, vol. 74, no. 1, pp. 47–97,
2002.

[19] B. Bollobás and O. M. Riordan, “Mathematical results on scale-
free random graphs,” in Handbook of Graphs and Networks:
From the Genome to the Internet, pp. 1–34, 2003.

[20] L. Zhao, K. Park, and Y.-C. Lai, “Attack vulnerability of scale-
free networks due to cascading breakdown,” Physical Review
E—Statistical, Nonlinear, and SoftMatter Physics, vol. 70, Article
ID 035101, 2004.

[21] A.-L. Barabási, “Scale-free networks: a decade and beyond,”
Science, vol. 325, no. 5939, pp. 412–413, 2009.

[22] A. Helmy, “Small worlds in wireless networks,” IEEE Communi-
cations Letters, vol. 7, no. 10, pp. 490–492, 2003.

[23] D. L. Guidoni, A. Boukerche, H. A. B. F. Oliveira, R. A. F.
Mini, and A. A. F. Loureiro, “A small world model to improve
synchronization algorithms for wireless sensor networks,” in
Proceedings of the 15th IEEE Symposium on Computers and
Communications (ISCC ’10), pp. 229–234, IEEE, Riccione, Italy,
June 2010.

[24] T. Zhang, J. Cao, Y. Chen, L. Cuthbert, and M. Elkashlan,
“A small world network model for energy efficient wireless
networks,” IEEE Communications Letters, vol. 17, no. 10, pp.
1928–1931, 2013.

[25] Y.-B. Kim, B. Hong, andW. Choi, “Scale-free wireless networks
with limited degree information,” IEEE Wireless Communica-
tions Letters, vol. 1, no. 5, pp. 428–431, 2012.

[26] Y. Wang, E. Liu, Y. Jian et al., “NLL: a complex network model
with compensation for enhanced connectivity,” IEEE Commu-
nications Letters, vol. 17, no. 9, pp. 1856–1859, 2013.

[27] D. Wang, E. Liu, Z. Zhang et al., “A flow-weighted scale-free
topology for wireless sensor networks,” IEEE Communications
Letters, vol. 19, no. 2, pp. 235–238, 2015.

[28] D. Luo, T. Qiu, N. Deonauth, and A. Zhao, “A small world
model for improving robustness of heterogeneous networks,”
in Proceedings of the IEEE Global Conference on Signal and
Information Processing (GlobalSIP ’15), pp. 849–852, IEEE,
Orlando, Fla, USA, December 2015.

[29] Z. Dong, Z.Wang,W. Xie, O. Emelumadu, C. Lin, and R. Rojas-
Cessa, “An experimental study of small world network model
for wireless networks,” in Proceedings of the 36th IEEE Sarnoff
Symposium (Sarnoff ’15), pp. 70–75, IEEE, Newark, NJ, USA,
September 2015.

[30] Y. Jian, E. Liu, Y.Wang, Z. Zhang, and C. Lin, “Scale-free model
forwireless sensor networks,” inProceedings of the IEEEWireless
Communications and Networking Conference (WCNC ’13), pp.
2329–2332, IEEE, Shanghai, China, April 2013.

[31] H. Peng, S. Si, M. K. Awad, N. Zhang, H. Zhao, and X. S.
Shen, “Toward energy-efficient and robust large-scale WSNs: a
scale-free network approach,” IEEE Journal on Selected Areas in
Communications, vol. 34, no. 12, pp. 4035–4047, 2016.

[32] D. G. Corneil, “Lexicographic breadth first search—a survey,” in
Graph-theoretic concepts in computer science, vol. 3353 of Lecture
Notes in Comput. Sci., pp. 1–19, Springer, Berlin, Germany, 2004.



Submit your manuscripts at
https://www.hindawi.com

Computer Games 
 Technology

International Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Distributed 
 Sensor Networks

International Journal of

Advances in

Fuzzy
Systems

Hindawi Publishing Corporation
http://www.hindawi.com

Volume 2014

International Journal of

Reconfigurable
Computing

Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

 Applied 
Computational 
Intelligence and Soft 
Computing

 Advances in 

Artificial 
Intelligence

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Advances in
Software Engineering
Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Electrical and Computer 
Engineering

Journal of

Journal of

Computer Networks 
and Communications

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation

http://www.hindawi.com Volume 2014

 Advances in 

Multimedia

 International Journal of 

Biomedical Imaging

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Artificial
Neural Systems

Advances in

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Robotics
Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Computational 
Intelligence and 
Neuroscience

Industrial Engineering
Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Modelling & 
Simulation 
in Engineering
Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

The Scientific 
World Journal
Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Human-Computer
Interaction

Advances in

Computer Engineering
Advances in

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014


