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The testing phase of mobile device products includes two important test projects that must be completed before shipment: the
field trial and the beta user trial. During the field trial, the product is certified based on its integration and stability with the local
operator’s system, and, during the beta user trial, the product is certified by multiple users regarding its daily use, where the goal
is to detect and solve early problems. In the traditional approach used to issue returns, testers must log into a web site, fill out
a problem form, and then go through a browser or FTP to upload logs; however, this is inconvenient, and problems are reported
slowly.Therefore, we propose an “automatic logging analysis system” (ALAS) to construct a convenient test environment and, using
a record analysis (log parser) program, automate the parsing of log files and have questions automatically sent to the database by
the system. Finally, the mean time between failures (MTBF) is used to establish measurement indicators for the beta user trial.

1. Introduction

Communication technology is advancing. Mobile phones
from the first generation (1G) only used voice communica-
tions; the second generation (2G) had thewireless application
protocol (WAP) function. The first 2.5 generation (2.5G)
contained general packet radio services (GPRS), the third
generation (3G) contained data communications, and the
fourth generation (4G) had long-term evolution (LTE), high-
speed Internet access, andWi-FiAP (access point) popularity.
Because the technology and external environment conve-
nience has allowed the right conditions to improve work pro-
cesses and methods early, systems are more convenient and
automated, which results in greater output and accelerates
processes.

During the development phase of handheld devices,
developers must often observe a large number of logs to
understand the behavior of the device, that is, to determine
occurring exceptions and to take steps to track an issue
[1, 2]. When the problem is repeated, logs are created to
understand the root cause of the problem. There are two
important testing jobs, the field trial and the beta user trial,
which are performed by a quality control unit during a

later product development stage as shown in Figure 1. These
stages are called the Engineering/Running (E/R) and Pro-
duction/Running (P/R) phases, where the former selects the
test items, and, during the latter stage, many users are asked
questions and encouraged to make comments regarding the
daily use of the product. The E/R phase will be shared
by professional testers, whereas, for the P/R phase, the
users consist of company’s colleagues who are interested
and undergo training. An automatic logging analysis system
(ALAS) would automatically upload logs, have a simple user
interface, and create automatic analysis logs [3–5] and sum-
mary reports, which would effectively enhance the efficiency
of developers and testers.

Regarding the traditional field trial and beta user trial,
issuing a return requires connecting to the system and filling
out a questionnaire. Then, a computer or notebook must be
used in a browser or file transfer protocol (FTP) software to
upload the logs, which requires manually downloading and
updating the software version [6]. All personnel involved in
the testingmust complete training that includes how to return
an issue, dump logs, upload logs, download new versions,
and update mobile versions. The corresponding systems and
services must build and open the account service, which
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MRS: Marketing Request System S/R: Sample/Running
E/R: Engineering/Running P/R: Production/Running
M/P: Mass/Production EOL: End of Life

MRS Design S/R E/R P/R M/P EOL

Figure 1: Product life cycle.

includesmiscellaneous process. Developers typically view the
logs of problem devices, where most developers use a text
editor andmanual interpretation operations for issues related
to logs. Keyword tracking and the number of logs that can
be addressed are extremely limited, and the time required is
considerable; often, potential problems are not found.

Unlike traditional approaches, in response to the matura-
tion of new technology, the goal of this paper is to use ALAS
(a combination of log uploads and problem returns using
an Android application, wireless firmware update (FOTA)
service, issue tracking systems, statistical analysis reports, and
automated log analysis system (mashup system)) to improve
the workflow of the development and testing personnel,
where MTBF concept is used to establish quality indicators.
The contribution of this study can be divided into the
following three parts.

(i) Improving the Problem Return Mechanism. In the tradi-
tional field trial and beta user trial, the following are the
steps of a return issue: (1) problems found by a tester; (2)
logging in to the problem-reporting system; (3) dumping
device logs; and (4) uploading device logs to provide a more
convenient way to report issues and upload logs for testers.
The ALAS system integrates the original Steps (2)–(4) in an
application process after a problem is determined, and only
a key combination is required to begin an application that
can simultaneously report a problem and dump and upload
logs.

(ii) Building an Automated Analysis Logs Mechanism. Unlike
in the past, developers use a text editor to search log files in the
ALAS system thatwere uploaded to the server.The automated
analysis log mechanism can immediately process large user-
uploaded logs and can achieve cross-platform and cross-
unit processing bottleneck. Using an automated analysis log
mechanism can effectively reduce the number of human
errors.

(iii) Importing a Statistical Analysis Report Mechanism. Logs
sent to the developer or tester in the past were often stored
in his PC or placed on the file server, which is extremely
inconvenient in terms of managing and searching logs.
The ALAS system provides comprehensive log management,
error statistics, and device and quality management with
MTBF as indicators.

The rest of this paper is organized as follows. Section 2
discusses the relevant studies. The user scenario, system
analysis and the design, algorithms, and data analysis are
described in Section 3. Section 4 presents the implementa-
tion results, and the statistical data analysis is described in
Section 5. The conclusion and future work are presented in
Section 6.

2. Background

2.1. Android Log System. Android is a Linux-based, open-
source operating system, which is primarily used in mobile
devices, and has the highest market share in terms of the
mobile device platform according to 2016 statistics [8]. The
Open Handset Alliance (OHA, open handhelds Union),
which Google established, continues its leadership and devel-
opment. The latest version that has been released is Android
7.1 [9]. The Android system contains the log function to
record messages by application; the system is shown in
Figure 2. The logging system consists of

(i) a kernel driver and kernel buffers for storing log mes-
sages,

(ii) C, C++ and Java classes for creating log entries and
accessing log messages,

(iii) a standalone program to view log messages (logcat),
(iv) ability to view and filter log messages from the host

machine (via eclipse or ddms).

There are four different log buffers in the Linux kernel,
which provide logs for different parts of the system. Access
to the different buffers is provided by device nodes in the file
system (/dev/log). The four log buffers are

(i) main: main application log,
(ii) events: for system event information,
(iii) radio: for radio and phone-related information,
(iv) system: a log for low-level system messages and de-

bugging.

The log system described above, which originated from
[10], and information on how to use the Android debugging
tool, Dalvik Debug Monitor Server (DDMS), and how to
use logcat command to read/write logs refer to the Android
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Figure 2: Overview of the Android logging system [7].

Developer website (http://developer.android.com/develop/
index.html), where you can obtain rich, detailed information
that will not be presented in this paper.

2.2. Mobile Log. The purpose of mobile logs is to record
important information at the time of an event and the actions,
status, and device settings, which are used in the development
stage to reproduce problems and trace abnormalities. This
is the major basis to fix bugs. When a problem occurs, in
addition to what can be observed from the tester or camera,
obtaining the background and the status of the device at the
time relies on logs to understand the problem. Therefore,
many studies on handheld device logs will overwrite the self-
defined mechanism [3, 4] to obtain meaningful information
to implement a system. In addition to Android itself and
chip vendors logs, we also have additional files with the label
(tag).

2.2.1. Traditional Way of Collecting Logs. Early in the col-
lection of mobile logs, where a USB (universal serial bus)
connection to the computer was typically used, after the logs
files were uploaded to the FTP server or file server, because
different machines were used, the installed software would be
different; thus, log settings would differ. For example, testers
will determine the general terms and CTS (compatibility
test suite), which depend on the user version; monkey and
other automated test items will be performed, which will also
depend on the user-debug version. Occasionally, developers
will be working on validation modem-related issues and will
also use user-debug version. One of the differences that arise
fromusing different versions is the different device logs; in the
user-debug version of recording logs, the types and content
will bemore detailed. In addition to connecting a computer to

dump mobile logs, which is conducted in academic research,
the program can also use Bluetooth to collect test machine’s
logs data [3].

2.2.2. Modern Way of Collecting Logs. Presently, because
mobile network transmission rates have improved dramati-
cally, we do not have to dump logs to a computer because now
mobile logs can be uploaded directly to where they need to be
saved on the computer, which removes the aforementioned
lengthy procedure, where, depending on the user version and
user-debug version of the logs, content will differ. However,
the greatest difference is the number of logs and file size; for
recording modem logs, under normal use, during a single
day, the log size will exceed 1GB even if the current speed
is 3G or WiFi is used to upload a large number of logs. This
is an already difficult transmission problem without wireless
networks being relatively unstable and prone to disrup-
tions.

Therefore, this paper uses three methods to ensure the
success rate and efficiency of uploading logs. First, we devel-
oped a software program to upload logs, which can be
installed on mobile devices, where users can upload logs
directly through the wireless network. Then, the user can
use scripts to set or obtain the log file location. The user
must know the location and dump log location to obtain and
upload logs. The second method is that we readjusted the log
mechanism; only necessary information is recorded to reduce
the log size. In the third method, uploaded logs are com-
pressed, and the log file is divided; for initial upload log files,
only a simple packaged compression is conducted. However,
occasionally, the size of compressed files is larger than 50MB,
which means the upload will sometimes fail. The program
will subsequently and repeatedly attempt to upload logs,

http://developer.android.com/develop/index.html
http://developer.android.com/develop/index.html
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Table 1: Error types.

Error type Description
Freeze Touch panel or unresponsive buttons
Self-shutdown Device automatically shuts down or reboots
Unstable behavior Device instability, for example, device lag

Output failure Device’s responses do not meet the external expectations, such as abnormal picture
and abnormal sounds

Input failure The user presses the button, and operating screen appears to not respond or there is
abnormal operation or unexpected response

which uses up the user’s network bandwidth.The success rate
of a large file upload is lower than that of small file uploads;
thus, we created the split-and-upload file mechanism, such
that problems regarding uploading logs loss and failure rarely
appeared; the users also observed less problems regarding this
issue.

2.3. Error Type Analysis. In addition to using log records
and collecting data, we must also track the type of error that
occurred to classify the problem, facilitate statistical analysis,
and improve the reliability and stability of the system [4, 11–
14]. As described in [4], we used their defined error types,
shown in Table 1.

2.4. MTBF Indicator. MTBF (mean time between failures)
is the average number of working hours of a trouble-free
product and is a measure of the product’s reliability; its unit
is hours. For example, if the MTBF value of a product is fifty
thousand hours, then the MTBF test assessed that, after fifty
thousand hours of normal operation, failure will not occur.
Each product exhibits different behavior in different envi-
ronments. Additionally, different handling and conditions
will mean that product failure might not occur in a similar
situation. Furthermore, between commercial and military
products, product quality requirements will be different, and
therefore, the MTBF standards will be different. In fact, the
MTBF value is a result from software, which uses parameters
to calculate the MTBF. The MTBF value is an important
parameter, though it should be considered that, during
product design, reliability engineers and designers often use
a variety of methods and standards to estimate the MTBF
value of a product. Related standards include MIL-HDBK-
217F, Telcordia SR332, Siemens Norm, Fides, and UTE C 80-
810 (RDF2000). However, with these methods, there is still a
considerable gap between the estimated value and the actual
MTBF value [15].

Because this system uses logs as a data source to develop
and build logs, in research papers, the MTBF [12, 16–21]
as a quality index is commonly used because the MTBF
reliability value can effectively reflect the product under
testing. Additionally, an adjustment is often calculated to
create a custom MTBF [4, 12] because of the importance
cited in paper [4] regarding freeze errors and the device auto-
matically rebooting (self-shutdowns) and also to establish its
corresponding index MTBFr and MTBS.

Pending logging

Get logs

Compress logs

Upload logs

Auto feedback when (a) user
plugin the charger & (b) connect
to Internet with WiFi (3G).

act [ALAS] Log Upload_Auto

Figure 3: Log upload activity diagram (automatic upload).

3. System Analysis and Design

3.1. Scenarios. After the user installs the log uploader appli-
cation, in accordance with the operating condition of the
system, the program can perform two tasks: the device can
automatically upload logs or the user can manually return to
the problem, which will be described below.

3.1.1. Automatic Upload. Joyce is a housewife, who does not
often use information products and only knows the basic
operation of her phone. She obtains a beta user trial phone,
and, as long as she charges the phone every night, the phone
automatically uploads the system logs of the day for analysis,
as shown in Figure 3.

3.1.2. Manual Upload. Tony is a computer engineer, who gets
off work and takes his MRT. Tony uses the phone to watch
YouTube, and, then, YouTube suddenly crashes when playing.
The program is forced to close. Then, the log uploader can be
used immediately, and the phone returns to the problem and
uploads the logs, as shown in Figure 4.
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3.2. Architecture Analysis. The ALAS system, in accordance
with the overall process architecture point of view, can be
seen as a client-server system (Figure 5). The client-side
task is installed on the phone through the log uploader
application to finish uploading the reported issue logs, and,
in the server side, the work contains the log processing,
log downloads, sent questions, and statistical reports. In
Figure 6, we can clearly understand the user of each unit’s
role and tasks given. In Figure 6, there are four roles in ALAS
system, namely, Quality Tester (QT), Project Manager (PM),
Software Research and Development Engineer (SWRD), and
Hardware Research and Development Engineer (HWRD).
QT is primarily responsible for testing and execution ofALSA
programs, as well as managing feedback from external users.

PM is the manager of the ALSA project and is responsible for
the ROM release management and the firmware over-the-air.
SWED and HWRD are actually responsible for solving the
problems from user’s testing feedback in logs.The interaction
between the user and the work modules is organized into the
use case diagram (Figure 7).

3.2.1. Client Side. If the handheld device uses an Android
system, the log uploader application on the client side can be
installed. Logs are uploaded using HTTP protocol using our
application, which requires the user to dump, package, and
upload logs. These actions and changes can be accomplished
by the press of a button, and to ensure the success rate of
uploaded logs, the logs are compressed, and the logs will
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be uploaded at different times to avoid network congestion
with a simple user interface, which allows issues to easily be
reported. Later, in Section 4, the operation will be described.

3.2.2. Server Side. The primary work of the server side can
be divided into the following: receive logs, log analysis, log
storage, log downloads, database access, statistical reports,
and transmission to the client-side log archive. We use
an MS Windows Server 2008 R2 for storage and manage
through the group permissions and shared directory to help
users download logs. We used IIS 7.0 to build our web
site, where the database uses MS SQL Server 2008 R2. The
functional modules, which analyze the statistical reports, will
be introduced in the next two sections.

3.3. Log ParsingModule Design. Because of the different units
and products from chip manufacturers, their log format and
content are not the same. Furthermore, for cross-platform
use, that is, not limited to only the Android system, the iOS
system and Windows system must also be able to integrate
with the same system. Besides the fact that log uploaders
should be rewritten according to different operating systems,
the greatest difficulty is in the analysis module. The analysis
module must handle the different types of logs for analysis,
use the same error definition, and write to the database to
facilitate the log parser development. To not be limited by the
programming language during development, our server-side
work has adopted the call executable manner to facilitate the
different programming languages used by developers to join
the parser development.

Logs analysis of the entire process definition is as follows:
(1) Merge the uploaded compressed split file; (2) unzip the
logs to a specified directory; (3) archive the compressed log
file; (4) execute each unit’s parsermain; (5) execute each unit’s
error analysis (error type) module; (6) allot 30 minutes to
reexecute Steps (1)–(5) to achieve these demands using the

following fourmodules, where the overall log analysis process
is shown in Figure 10.

(i) Parser DaemonModule. It is responsible for handling Steps
(1), (2), (3), and (6). When performing Step (1), it will first be
confirmed whether the previous round of logs was processed.
If a unit is still running the parser, this unit will be skipped.
The function of the daemon is to start and stop the parsing
service and address several common processes. Information
that can change and affect the configuration of each unit can
be used in this module, and this module can initialize the
operation and control the parser main module.

(ii) Parser Main Module. It is responsible for Step (4) and
primarily controls the error type module for each unit
because logs are different in each unit. Certain programs that
require separate processing can be performed here.

(iii) Error Type Module. It is responsible for processing Step
(5). The parser dismantles four modules. One advantage is
that you can rapidly develop a new error type to be online
running as long as it is new or modified. We can separate the
development of an error type such that it will not be linked to
other programs to achieve rapid development.

(iv) Common Function Module. The program uses various
functions to integrate into theDLL (dynamic link library) and
help when the process, architecture, or database is modified,
which can be unified together, including database insert/
update/delete/query, invoking a web service, recording error
messages, and file compression and decompression.

(v) Evolution of the Log Parsing Module. The functional archi-
tecture of the log parsingmodule had already been described.
The initial design of the system architecture is shown in
Figure 8, and Figure 9 shows the system architecture after
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Figure 9: Log parsing (two-tier) activity diagram.

evolving. Finally, Figure 10 shows the final architecture cho-
sen.

As shown in Figure 8, the server-side program is first
used by the parser, which is responsible for processing all the
work in the same program.The primary reason is that, in the
early development of the system, in order to facilitate rapid
development and reduce systemdevelopment difficult, we put
all the work of the server-side unified into a single program
to deal with it. Every 60 minutes, the parser program checks
for new uploaded logs to the server. If the system obtains a
new log, the programwill begin to unzip the file and perform
log parsing. After completing all the work, it will return to
standby and wait for 60 minutes for the next round.

However, for this architecture, there are two drawbacks.
The first drawback is that the performance time will be
relatively long because all the work is processed by the
same program, which means the order must be followed
in a step-by-step execution. The second point is that the
maintenance program is inconvenient. Each error type is
parsed in the same program, which means the management
and maintenance will be inconvenient; whenever there is a
small modification, the parser version will change. To ensure
that the other error type code is not modified, we changed
the parser from a one-tiered architecture to a two-tiered
architecture, as shown in Figure 9.

In the two-tiered architecture, we will divide common
jobs in the parser daemon, such as unzipping log files,
moving files to their specified director, and deleting files. By
having the parser daemon control the start of each error type
program, the end of each error type program will notify the
parser daemon. The parser daemon will wait until after the

end of all the error type programs and will then perform
the last action (delete decompressed archives). The parser
daemon will then return to standby and wait 60 minutes for
the next round.

There are three drawbacks with the two-tiered archi-
tecture. The first drawback is only applicable in the use of
units. Each unit’s log name, log location, and error type
rule are different. If there are two units in the parsing rule
development in a two-tiered architecture, the code for the
two units would have to be the same. Care must be taken
to ensure that the other code is not modified, which means
code maintenance is a difficult task. The second drawback
is that its confidentiality is poor because each unit parsing
pule is confidential, and so the other units cannot know
and, therefore, cannot be in the same program. The third
disadvantage is that it is difficult to import a new unit,
which increases the programming difficulty in the two-tiered
architecture.The code of each unitwill bemixed together, and
therefore, when a new unit is imported, more time is required
to explain the program logic and process workflow.

To solve the aforementioned drawbacks, a three-tiered
architecture is used, as shown in Figure 10. The parser dae-
mon is responsible for all the common jobs of the units. The
parser daemon does not control the error type program. The
control of the units’ parser main was changed such that each
unit’s parsermain controls their error type program.Thus, the
three-tiered architecture promotes the imports of new units
as long as these units are responsible for maintaining their
own programs (parser main and error type). These units can
modify their code and version, where their own common jobs
are processed by their parser main. The error type program
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Figure 10: Log parsing (three-tiered architecture) activity diagram.

only parses the errors, and thus, the program is simplified
and easy to program and maintain. Because more units will
inevitably join, the number of projects will also increase. To
immediately process logs, we adjusted the waiting time to 30
minutes.

3.4. Analysis of the Activity Diagram. In this system, there
are two primary flows and a secondary flow. The main
flow is divided into uploading mobile logs (Figures 3 and
4) and parsing logs (Figures 8–10). The secondary flow
sends questions to the bug-tracking system (Figure 11). The
management and reporting system manages and provides
information, which has nothing to do with the flows; this is
not explained by the activity diagram.

A tester will check for new issues every day. The system
automatically filters duplicates that have occurred, which are
then submitted from the tester to the bug-tracking system.
The system will perform daily timings to synchronize the
status from the bug-tracking system, as shown in Figure 11.

3.5. Web Report Module. We use the web as the interface for
data management, and in accordance with the system design,
the following are the modules used.

Query issues

act [ALAS] bug submit

Submit bugs

Feedback bug info.

Every 4 hours sync bug status

Figure 11: Bug-submission activity diagram.
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Figure 12: MTBF mathematical definition and time schematic diagram.

(i) Log Receive Module. HTTP is used to upload the log
archive in accordance with each product to be placed in the
corresponding path.

(ii) Authentication Module. Lightweight directory access pro-
tocol (LDAP) is used to integrate the account, the user
can log into the system using a domain account. Users
do not have to remember a set account and password to
use the system. Additionally, login is simple; administrators
can save information regarding the account creation and
management.

(iii) DeviceManagementModule. It manages the release of the
test device and user. To record this information for control
convenience and to reproduce a bug, a user can also find the
bug report.

(iv) Error SummaryModule. It contains the statistical analysis
charts of each error type.

(v) MTBF Report Module. It contains error information
regarding the MTBF and establishes statistical information
that can be queried by project/device/error type.

(vi) Log Search Module. It allows the user to view the status of
uploaded logs and download paths.

(vii) Error Query Module. It provides the user with the query
error type page.

(viii) Application Using the Record Module. It contains statis-
tics regarding the user device application, that is, number,
time, and other information.

(ix) Power Consumption Report Module. It provides users
with long-term battery use status and uses the information to
determine if there are abnormal consumption phenomena.

(x) Privilege Management Module. It manages user account
permissions settings, edits basic information, and manages
roles.

3.6. Algorithms and Data Analysis. This section describes the
use of theMTBF in the system’s application and describes the
error type definitions.

3.6.1. MTBF. MTBF is widely used in reliability analysis
indicators inmanufacturing.TheMTBF indicates the average
product use during continuous operation or the test time to
failure. Note that the MTBF is not a measured value; during
the product design phase, engineers estimate theMTBFbased
on the theory of reference values [15, 22]; refer to Wikipedia
for additional details (Figure 12).

A classic MTBF value does not mean that the system will
appear physically damaged; this will depend on how failure
is defined for a system. For example, in complex systems that
require high reliability, failure may mean that an unexpected
situation occurs and that the system must be stopped and
repaired. Good maintenance helps to avoid failure, where
failure can also be a direct result of equipment being decom-
missioned; however, the need to stop the device for planned
maintenance work is not considered within the scope of this
definition of [15, 22].

Using the definition in the previous paragraph, when we
calculate the MTBF, the actual demand and the system must
define failure. In addition to using software and parameters to
calculate the MTBF, in industry, the MTBF stability test for
handheld devices shifts to the long-term implementation of
the selected test items in the laboratory to calculate theMTBF.
For example, at the Chinese telecommunications company,
China Mobile, and the American telecommunications com-
pany, AT&T, the MTBF testing that will be performed by
testingmachines from the company’s laboratorywill continue
for a long time. Test items include the telephone, SMS, e-
mail, file upload/download, use of the browser, and network
connection. The overall use of an automated testing process
used by the company’s network ensures a consistent user
environment. According to the tested machine, the time
divided by the number of machine errors is the MTBF test
result.MTBF testing at each company is different, and the test
item content, test methods, calculation methods, and passing
criteria are confidential at each company.

MTBF =
∑ (start of downtime − start of uptime)

∑ number of failures
. (1)

In Section 2, we have referred to logs as data sources in
research papers. The MTBF is calculated based on an actual
test time in the numerator and the number of errors in the
denominator. The implementation of MTBF testing is the
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Table 2: Error types.

Error type Description
Unknown Uncategorized question or one that cannot be discriminated
Freeze Touch panel or buttons unresponsive
Self-shutdown Device automatically shuts down or reboots
Unstable behavior Device instability, for example, device lag
Modem crash Modem-related problems
ANR and App force close Application is not responding or forced to close
Battery loss Abnormal battery power consumption
Sensor Device sensing element anomalies or failures
Device overheats Device overheating problem

Output failure Device’s responses do not meet the external expectations, such as abnormal picture
and abnormal sound

Input failure User presses a button, and operating screen appears to not respond or there is
abnormal operation or unexpected response

same in a laboratory as in industry. In this paper, the actual
test execution time is also used to calculate the MTBF. A
good or bad MTBF depends on the results and is the sum
of the length of time and number of failures. Generally, the
system designer self-adjusts the definition. In this system,
because the phone downtime is typically extremely short,
there is essentially no change in the device usage time (use
+ standby), shown in (2) below. When we collect logs, the
unit of the recorded machine time is an hour, which is
the same as the general industry standard; however, at the
time that this report was created, the unit was changed to
a day. In a report presented in such a way, this is more
intuitive, which allows the user to gain a better understand-
ing.

MTBF =
∑Device Usage Time
∑Device Report Errors

. (2)

3.6.2. Definition of Error Type. In this section, we clearly
define several types of handheld device errors that often
occur, which are described in Table 2.

Due to the parsing rule of the error type being con-
fidential information, we will not list its instructions. The
following are descriptions of two types of errors that may not
be included in the MTBF.

(i) Unknown. An unknown error occurs when the error only
appears when the user manually returns to the problem,
where the issue type is selected as “Other.” The user cannot
confirm how the issue should be classified to which error
type because mobile phone users likely do not understand
the behavior or certain users use the experience feedback.
Suggestions should therefore not be included in the MTBF
calculations.

(ii) Force Close of Application and ANR. Applications are
forcibly closed or there is no response. This error typically
has the highest proportion in terms of reported bugs. How-
ever, there are many applications that the user installs that

are not in the original shipment when the preapplication
set is installed. Errors that occur due to these nondefault
application installations should not be included in the MTBF
calculations because we are not the nonoriginal application
developers; therefore, we cannot fix these problems. Thus, a
system that includes only the factory-default applications and
GMS (Google Mobile Service, such as Gmail and YouTube)
error correction should be included in the MTBF calcula-
tions.

4. Implementation

According to Section 3 on the development and needs,
the functions we created are introduced individually. The
system architecture can be divided into the mobile program
development, parser program development, web develop-
ment, database development, and data connection interface
development.

(i) Mobile Program Development. The Android system uses
JAVA as the programming language in the script to obtain the
required logs.The compressed files are then cut and packaged
into compressed files, which are then used for data upload by
HTTP.

(ii) Parser Program Development. Because the log storage and
upload server uses MS Windows Server 2008 R2, thus, for
the parser program, we use Visual C# and use XML file as
an external profile.

(iii) Web Development. Web development uses ASP.NET C#,
and the website service uses management, and reporting
interface and the receiving logs from the device uploads use
MS IIS7.0.

(iv) Database Development. To record logs, errors, devices,
reports, and other related information, the database uses MS
SQL Server 2008 R2 and uses the trigger and view to assist
in the development, parser, and website; thus, you can use
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the traditional SQL-connection or web service to access the
database.

(v) Data Connection Interface Development. There are two
methods to connect with external systems. One method calls
the LADP query to achieve a single integrated account, and
the other method uses the web service to access the ALAS
and the data connection and synchronization with the issue
tracking system.

In accordance with the above requirements and archi-
tecture planning, we have completed and implemented the
following system functions and modules.

4.1. Mobile Operating Instructions. User scenarios described
in Section 3 mentioned the automatic upload and manual
upload processes; now, further explanations will be given.

4.1.1. Automatic Upload

Step 1. Meet the following two conditions so the system will
automatically upload daily logs.The first condition is that the
mobile must be charged. The second condition is that the
mobile must be connected to the Internet.

Step 2. In addition to these two conditions, the system will
automatically package daily logs every day.

Step 3. The mobile’s default setting is to use the WiFi con-
nection to upload logs, where the 3G upload is set separately
to limit the data use of users; otherwise, an additional
accounting burden would be generated.

Step 4. If the device has not uploaded logs, meet the two
conditions of Step 1, which will attempt to reupload.

Step 5. For each time packing, compressed files that are larger
than 5MBwill be cut to ensure the success rate of the uploads.

4.1.2. Manual Upload

Step 1. When problems occur and the user wants tomanually
report the problem, a key combination can be used to begin
the application.

Step 2. There are three fields to fill, “Issue Type,” “Comment,”
and “Reporter.” The “Issue Type” field is drop-down menu
to select the mapping error type, the “Comment” column
contains the operation at the time of the error and an issue
description is given, and the “Reporter” column asks for the
reporter name.

Step 3. Finally, pressing the submit button completes the
return process, and the upload history can be viewed at the
HISTORY page.

4.2. Implementation of the System Page. The login screen is
shown in Figure 13. Through the LADP, a single integrated
account is created, whichmakes it easier to perform the initial
and account maintenance of the system. Figure 14 shows a

Figure 13: Web report login screen.

schematic diagram of a user’s computer, the ALAS system,
LDAP server, and database server.

We will now introduce how to implement the functions
of the ALAS system (Figures 18–36), including the devices,
logs, errors, MTBF statistics report, system settings, and
permissions management page.

(i) Device List. This page (see Figure 15) allows managers to
add/modify/delete/query device information (query fields:
IMEI, USER_CATEGORY, PROJECT).

(ii) Device Usage Detail List. This page (see Figure 16) allows
managers to query the device in various versions, device total
hours, usage hours, and other relevant information to under-
stand the state of the device (query field: PROJECT, SKU,
USER_CATEGORY, FW_VER, IMEI, and user name).

(iii) User Manager. This page (see Figure 17) allows managers
to add/modify/delete/query user relevant information and set
the corresponding roles to the user (query fields: DIVISION,
ROLE, and KEYWORD (USERNAME)).

(iv) Role Manager. This page (see Figure 18) allows managers
to add/modify/delete/query role relevant information and set
the corresponding role permissions (query fields: DESCRIP-
TION).

(v) Permission Manager. This page (see Figure 19) allows
managers to add/modify/delete/query permission relevant
information and set the corresponding web page name to
permission (query fields: CATEGORY, KEYWORD).

(vi) LogMain List. This page (see Figure 20) allows users to
query uploaded logs with relevant records, including the
device suspended and usage time of the log (query fields:
PROJECT, KEYWORD (FILENAME or IMEI)).

(vii) Error Detail List. This page (see Figure 21) allows users
to query error detail relevant information, including the
log download path, error description, bug id, and bug link
(query fields: PROJECT, SKU, FW_VER, ERROR TYPE,
SUB ERROR TYPE, USER CATEGORY, IS MTBF ERROR,
ERROR DATE BEGIN ∼ END, LOG DETAIL ID, and
KEYWORD (IMEI, ERROR DETAIL, BUG ID)).

(viii) Power List. This page (see Figure 22) allows users to
query long-standing power consumption records, including
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ALAS web server
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LDAP query

SQL connection

User PC
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Figure 14: LDAP schematic diagram.

Figure 15: Device management page.

the standing start and end time, and power consump-
tion and proportion (query fields: PROJECT, SKU, VER-
SION, CONCLUSION, START TIME, and KEYWORD
(IMEI)).

(ix) MTBF by Project. This page (see Figures 23 and 24)
allows users to query MTBF statistical data and charts (by
version), including version information, device total hours,
error counts, and MTBF results (query fields: PROJECT,



14 Mobile Information Systems

Figure 16: Device usage query page.

Figure 17: User management page.

SKU,VERSION,USERCATEGORY,TOTALEXEC, andLast
Update Date).

(x) Package Usage Summary. This page (see Figure 25) allows
the user to query the application usage data and charts,
including the Package Name, Usage Count, and Usage Time
(query field: Using Count, Using Time, andDisplay Top).The

application usage charts by count and hours are shown in
Figures 26 and 27, respectively.

(xi) Package Usage by Project. This page (see Figure 28)
allows users to query the project application usage data and
charts, including the Package Name, Usage Count, and Usage
Time (query fields: PROJECT, SKU, USER CATEGORY,
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Figure 18: Role management page.

Figure 19: Permission management page.

VERSION, and Display Top). The project application usage
charts by count and hours are shown in Figures 29 and 30,
respectively.

(xii) Activity Usage Summary.This page (see Figure 31) allows
users to query activity usage data and charts of the package,
including the Package Name, Activity Name, Usage Count,
and Usage Time (query field: Package Name, Usage Count,
Usage Time, Display Top, and Keyword). The activity usage
charts by count and hours are shown in Figures 32 and 33,
respectively.

4.3. Implementation of the Parser Program. The log pars-
ing module was described in detail in Section 3. Here we
introduce the practical implementation of parser programs.

The parser daemon is the primary control program and is
responsible for calling and controlling various units of the
log parsing program. After the program is complete, it will
wait for 30 minutes; then, for the next round of log parsing,
the execution screen shown in Figure 34 displays the current
wait time in the implementation process. The screen also
displays the current status of the program address logs, such
as the errors and exceptions that have occurred. Because the
current status is immediately known on the screen, a user can
fix a problem immediately and also record the execution to
log files to help the manager track the status of the parser
program and help in debugging.

Figure 35 shows the execution screen of the parser main
after obtaining certain common information. The program
will wait for the error type execution of its department to be



16 Mobile Information Systems

Figure 20: Log upload record query page.

Figure 21: Error query page.

complete by checking every three minutes until it is finished.
Theparsermainwill execute the end job andnotify themaster
program.

Figure 36 shows the execution screen for error type 1.
Figure 37 shows the error type 1 log file. Because the error type
program’s implementation modalities and log file formats are
the same, we used error type 1 as an explanation example.
From the image, we can see that, when parsing logs, the
executing subprogram and the log path will be marked. If
there are errors or exceptions, they will be printed on the

screen; the same content will be immediately written to a log
file for tracking or querying records.

5. Statistical Analysis

In this chapter, we will list the project statistical data and
charts after a test version run to illustrate the effectiveness
of the system. Officially, the system has been online now
for more than one year and six months, has performed
more than twenty projects, and has tested more than three
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Figure 22: Device power consumption record query page.

Figure 23: MTBF report query page (by version).

thousand handheld devices, and there have been more than
five hundred users participating.

5.1. Statistical Data. According to statistical data, the sys-
tem has established effective MTBF indicators. The project

generally gave poor results early in the test; afterwards, the
projected slowly stabilized in terms of growth, such that
developers could use the data to learn about the before-
and-after versions to explain the achievement gap, to track
abnormal version factors, and also to compare the differences
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Figure 24: MTBF chart (by version).

Figure 25: Query application usage page.
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Figure 26: Application usage chart (by count).

in the various versions of the data. Before the product is
shipped by the project manager, you can use the system to
choose a good version.

For the test results, our goal is as follows: every beta user
trial that is performed includes at least 30 devices in the test
and contains each version and the duration of the tests is at
least seven days to reach 30 (units) ∗ 7 days ∗ 24 = 5040

hours.The execution time of each version hasmore than 5040
hours of high credibility according to shipping standards.
Our current goal is to set MTBF > 10 days to ensure that this
version has a higher degree of stability.

Figure 38 contains information of each version to present
the recent achievements. The figure clearly shows that the
performance of version 11.4.5.32 significantly dropped. A
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Figure 28: Query application usage by project.

10407
11956
12086
12416
15382

26909
28667

39779
146450

234472

0 50000 100000 150000 200000 250000
com.android.email

com.android.settings
com.android.chrome
com.android.browser

com.fju.contacts
mong.moptt

com.android.phone
com.facebook.katana

com.fju.launcher
jp.naver.line.android

USINGCOUNT_RESULT

Figure 29: Project application usage chart (by count).



20 Mobile Information Systems

37.15
51.37

95.22
210.19

315.74
406.73
409.1

591.37
1018.45

1303.12

com.android.email
com.fju.contacts

mong.moptt
com.android.phone

com.android.chrome
com.android.browser
com.android.settings
com.facebook.katana

com.fju.launcher
jp.naver.line.android

USINGTIME_RESULT

200 400 600 800 1000 1200 14000

Figure 30: Project application usage chart (by hours).

Figure 31: Query activity usage page.
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Figure 34: Parser daemon execution screen.

Table 3: Error summary list.

Error type Error count
Self-shutdown 10
ANR and App force close 15
Modem crash 2

survey found that the number of modem crashes increased
significantly; thus, the modem of this version is likely a
problem.

Table 3 shows the results of the statistical data of a total
of 27 errors, which shows that the ANR and App force
close error occurred most often. Figure 39 lists the detailed
statistics of the application errors.

Figure 40 shows the battery usage statistics information
of a recent version.The reported statistics are when the device
had to be standing for a long time. If there is an abnormal
situation regarding battery power, because the user usually
does have a long record of observing battery power situation,
you want to obtain only relevant information on the logs
analysis. Developers can monitor the device’s power status
every day and track the root cause.

Table 4 contains the test version usage of the devices
with the following fields: user number is the number of test
devices, daily use calculation = (total number of uploaded
logs of this version/(version using days ∗ user number)) ∗
100%, use time > average use time (%) = number of usage
hours > average number of usage hours, as a percentage of
total logs of this number, average use time (hour) = daily
use (active) average number of hours, total duration (hour)
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Figure 35: Parser main execution screen.

Figure 36: Error type 1 execution screen.

= all active hours of this version, and update rate (%) =
proportion that has been updated to the latest version →
48/52 = 88.888%.

6. Conclusions

The ALAS system simplifies testing processes such that
the issues of return and log uploads are more immedi-
ate and more efficient, which is combined with a FOTA
server that can update the version for a specific group.
Thus, users do not need to download and manually update

the version. The entire testing process runs more smooth-
ly.

TheALAS system establishes amechanism for automated
analysis of logs on the server side, which significantly reduces
the workload of manually analyzing logs by a developer. The
system can also rapidly collect and analyze log data, which
helps if the user cannot find the background service error or
if the problems are found by prolonged observation, which
are difficult to find by a manual test.

In a traditional beta user trial, through only daily use
and waiting for users to report a problem, a reference basis
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Figure 37: Error type 1 log file content.
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Table 4: Test device usages list.

Project Version User number Daily use (%) Use time > average use
time (%) Average use time (hr) Total duration (hr) Update rate (%)

TEST_P1 11.4.5.37 54 82% 39% 4.85 2,357.41 89%
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Figure 40: Battery usage chart.

cannot be quantified. In addition to providing statistical error
information, theALAS system also provides anMTBF report,
which serves as a reliability index. Clearly labeled versions
of the test results can be used as a reference standard for
shipping.

This is the time of big data, from using big data to
deriving useful information. Using a method with a higher
reliability and using an extensive collection of a large number
of logs, data analysis will be more complete; however, there
are still a few deficiencies, such as the modem log, because
the modem-related message is too complex and limited in
terms of Internet restrictions regarding uploads. For example,
the parser program cannot be imported into the system,
and, perhaps with the future updates in communication
transmission technology, this requirement can be satisfied.
Using MTBF indicators, we incorporate the concept of
weights that depend on the severity of the error, and the
classification index increases the sensitivity to also import
the MTTF (mean time to failure) and MTTR (mean time to
recover) [23, 24], which enriches the quality of the indicators
in our system. More log analysis modules are used, which
also enhances the direction of the degree of completion in
the system. In addition to doing the wrong returns, in the
future, we hope to add new features to allow users to use
applications and have direct feedback, which would include
recommendations regarding the design, mobile performance
software functionality, application interface, and behavior of
the mobile device. These recommendations would include a
new application plan, an extensive collection of user feedback
combined with a forum for discussion. Thus, users and
developers can interact more closely.
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