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Communicating mobile security threats and best practices has become a central objective due to the ongoing discovery of new
vulnerabilities of mobile devices. To cope with this overarching issue, the goal of this paper is to identify and analyze existing
threats and best practices in the domain of mobile security. To this extent, we conducted a literature review based on a set of
keywords. -e obtained results concern recognizable threats and established best practices in the domain of mobile security.
Afterwards, this outcome was put forward for consideration by mobile application users (n� 167) via a survey instrument. To this
end, the results show high awareness of the threats and their countermeasures in the domain of mobile applications. While
recognizing the risks associated with physical and social factors, the majority of respondents declared the use of built-in methods
to mitigate the negative impact of malicious software and social-engineering scams. -e study results contribute to the theory on
mobile security through the identification and exploration of a variety of issues, regarding both threats and best practices. Besides
this, this bulk of up-to-date knowledge has practical value which reflects in its applicability at both the individual and enterprise
level. Moreover, at this point, we argue that understanding the factors affecting users’ intentions andmotivations to accept and use
particular technologies is crucial to leverage the security of mobile applications. -erefore, future work will cover identifying and
modeling users’ perceptions of the security and usability of mobile applications.

1. Introduction

Recent years have shown a significant increase in the
popularity and ubiquity of mobile devices among users all
around the globe [1]. -ese devices, based on a specific
operating system, enable users to install a vast variety of
applications, commonly referred to as “apps,” from online
sources called markets: Apple App Store, and Google Play
[2]. -e aforementioned apps are the essence of smart-
phones, enriching their functionality and enhancing the
everyday lives of their users. -e app markets allow users to
perform a quick search and installation of new apps, but at
the same time, they are also a source of different kinds of
malware disguised as normal apps. Nowadays, mobile de-
vices are subject to a wide range of security challenges and
malicious threats [3].

-e mobile revolution has empowered and influenced
users to move almost all of their everyday operations into the

mobile environment and so-called mobile applications.
Hence, we can observe rapid growth in the domains of both
mobile developers and users. Mobile devices are treated by
their users as very personal tools, mainly used to facilitate
everyday operations, but they also serve to store very sen-
sitive personal information [4].

Contemporary mobile applications are ubiquitous and
very easy to install on almost every mobile operating system:
iOS, Android, Windows phone, etc. As a result of aggressive
competition among application providers, we can observe
more and more advanced and customized applications
appearing on themarket, resolving complex problems.-ese
applications profoundly change a user’s behavior by facili-
tating their day-to-day transactions [5–8].

In recent years, mobile applications have had to face a
wide variety of external and internal security threats [9–12].
To address this growing issue, both research studies and
business organizations have developed and promoted best
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practices to this extent. However, to the best of our
knowledge, there are few (if any) comprehensive studies
which diagnose the status of knowledge within this domain
from these two antagonistic objectives.-erefore, the goal of
this study is to identify and analyze security threats to mobile
applications on the one hand and contemporary best
practices on the other hand. -erefore, we put forward the
three following research questions:

RQ1. What are the security threats to mobile
applications?
RQ2. What are the best practices to protect mobile
applications?
RQ3.Which best practices are in use and to what extent
by mobile application users?

To answer RQ1 and RQ2, we performed a literature
review based on a combination of the keywords “mobile
application,” “threat,” and “best practice” in an electronic
search with Google web search engine and Google Scholar.
-ese two platforms promptly rose to become dominant
providers of information and scholarly literature. While the
former, in 2019, was a search engine leader worldwide,
accounting for 88.5 percent of global market share [13], the
latter is claimed to be the most comprehensive academic
search engine, with 389 million records indexed [14]. A
critical analysis of the existing empirical evidence and state-
of-the-art studies obtained results which contribute to a new
understanding of mobile security threats and best practices.

To answer RQ3, we conducted an anonymous survey and
asked mobile application users to fill in a questionnaire
which was divided into two parts, where the first directly
referred to the subject of the research and the second col-
lected demographic data. In total, we examined the re-
sponses from 167 users regarding their adoption of ten
mobile security best practices by users in Poland. -e
findings revealed a relatively high adoption level of security
practices applied against a wide range of cyberattack vectors.
Taking this into account, our contribution details the current
state of the existing and applied security techniques,
reflecting users’ attitudes toward mitigating (ignoring) risks
and eliminating (neglecting) hazards regarding mobile ap-
plication threats and vulnerabilities.

-e rest of the paper is structured as follows. Section 2
presents the research background and motivation. Section 3
provides a summary of the identified mobile security threats,
whereas Section 4, in the same manner, reviews the best
practices. Section 5 shows a comprehensive report from the
conducted survey. Section 6 presents general discussion,
along with the theoretical and practical implications, as well
as the study limitations and future work agenda. Finally,
Section 7 concludes the paper.

2. Research Background and Motivation

Mobile technology is a phenomenon which is strongly
rooted in our everyday activity. More often than not, we are
dependent on different kinds of applications, both for leisure
(instant messaging, booking, maps, etc.) and for business

(online banking, e-mail management, business functions,
etc.). Users install mobile apps and provide their personal
information while rarely thinking about security issues.

According to many researchers, the most influential
factors which help the spread of mobile technology among
customers are as follows [15, 16]:

(i) Gaining access to information which is up to date:
there is no more information asymmetry; instead,
we can observe information democratization

(ii) Lower production costs, granted by the technology
revolution: thus, products/services offered on the
market are easier to deliver to the end consumer
and, at the same time, more customized to meet
individual requirements

(iii) Fast access to less biased market research: the
personal character of mobile technology allows real-
time information to be gathered about consumers
based on their actual behavior

(iv) A shift from accessing only local markets to a global
economy and digital channels, yet at the same time,
thanks to the personal character of mobile tech-
nology, consumers may be accessed in a person-
alized way

(v) A shift from mass markets to personal, one-2-one
relations

(vi) A shift from “on time” to “right now” mobile
technology which allows communication, no matter
what localization and time and, at the same time,
with customization of information observed never
before

-e other aspect which has created what we can observe
nowadays as a new phenomenon, i.e., mobile communi-
cation, is the immanent characteristic of mobile/handheld
devices, which will be discussed further. Consumers have
gained access to a wide array of tools at their fingertips. In
Figures 1 and 2, we can observe the market trend in the
proliferation of mobile phone subscriptions. According to
the Ericsson Mobility Report [17], we can observe a growth
in mobile subscriptions starting in 2015 and predicted to
reach nearly 9 billion mobile subscriptions in 2025.

-e aforementioned report also shows the rapid increase
in our consumption of information and points to constant
growth in the number of mobile subscriptions and even
quicker growth in the number of mobile broadband sub-
scriptions (mobile broadband includes radio access tech-
nologies: 3G, 4G, 5G, CDMA20000 EV-DO, TD-SCDMA,
and Mobile WiMAX).

According to researchers and agencies, mobile com-
puting is the phenomenon worth observing since our habits
as consumers, a few of which are listed in the following and
are radically changing [17–19]:

(i) Over 73%, depending on the age group, of all
emails are opened on mobile devices

(ii) Already in 2017, around 95% of Facebook users
accessed the social network via mobile devices
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(iii) 80% of users used a mobile device to search the
internet in 2019

(iv) 40% of online transactions are done using mobile
devices

(v) More than 50% of websites now use responsive
web design technologies that work for all devices

(vi) More than 75% of shoppers use mobile devices
along with physical shopping

(vii) Global mobile data traffic is more than 30 exabytes
per month

(viii) Mobile devices now account for half of the web
traffic globally, and this grew 68% betweenQ3 2018
and Q3 2019

Our consumption of information is growing exponen-
tially. We have, as users, changed our search and infor-
mation consumption habits—we are able to search for

information whenever and wherever we want, depending
only on signal availability.

All these data suggest that users are gladly installing
mobile apps on their mobile devices, and their mobile data
consumption is growing. -is trend is visible not only to
developers, who are constantly trying to offer a smooth and
convenient app experience, but also to all sorts of hackers,
who are interested in obtaining personal information to use
in a malicious way against the unaware user.

2.1. Usability and User Experience vs. Security. -e main
reference definition of usability in both desktop [20] and
mobile settings [21] is given by the ISO 9241-11 norm, which
states that usability is “the extent to which a product can be
used by specified users to achieve specified goals with ef-
fectiveness, efficiency, and satisfaction in a specified context
of use.” [22] More recently, user experience (UX) has
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Figure 1: Global mobile subscriptions and subscribers (in billions) (source: [17]).

Figure 2: Subscription penetration Q3 2019 (percentage of the population) (source: [17]).
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become a vital reference for studying human-computer
interaction. By definition, UX is a “person’s perceptions and
responses resulting from the use and/or anticipated use of a
product, system, or service,” including “all the user’s
emotions, beliefs, preferences, perceptions, physical and
psychological responses, behaviors, and accomplishments
that occur before, during, and after use.” [23]

Firstly, it can be noticed that none of the usability and
user experience definitions include or point to security.
Indeed, in the light of the results from our latest study [20],
security is barely discussed in the area of product quality. On
the contrary, security requirements typically impose barriers
to users (such as passwords or other authentication
mechanisms), while designers and developers attempt to
minimize their impact on both application performance and
user experience.

Secondly, security is a subject of study from two per-
spectives: technical and human factors [24]. -e former
focuses on the development of the systems, methods, and
techniques which aim at mitigating risks associated with
application code, user data, network traffic, and others, as
well as, on the contrary, testing and evaluating existing
mechanisms and solutions. -e latter examines the rela-
tionships between security and factors such as design [25],
ease of use [26], and human disabilities [27]. -erefore, we
distinguish between security, which is generally a technical
concern, and privacy, which is mostly a social concern.
Naturally, these two notions are often related and
interdependent.

Last but not least, it is frequently suggested [28] that
“users are hopelessly lazy and unmotivated on security
questions,” while, on the contrary, they “perform an implicit
cost/benefit calculation when deciding whether to follow
security advice or not.” -ere is no tradeoff established,
which means that, in order to design and develop both
usable and secure mobile applications, we must first un-
derstand user attitudes toward security and privacy. We
address this issue in further reflection and discussion,
hoping to engage researchers and practitioners in a broader
dialogue to this extent.

3. Mobile Security Threats

Users of mobile devices or so-called mobile users are in-
creasingly subject to malicious activity, mainly concerning
pushing malware apps to smartphones, tablets, or other
devices using a mobile OS. -ese handheld devices, carried
in our pockets, are used to store and protect sensitive in-
formation. Even though Google and Apple offer distribution
environments that are closed and controlled, users are still
exposed to different kinds of attacks. A few of them are given
in the following [29]:

(i) Phishing in an app: we observed that one way
criminals can bypass the app market source code
checks was not by including anything malicious in
the app itself, but rather by making an app that, in
essence, is a browser window to a phishing site. Such
apps, in this case, are designed in tandem with the

phishing site so that the user has a seamless
experience.

(ii) Supply chain compromise: it was observed that a
trojanized version of a legitimate app had been
included in the factory firmware from a small
mobile phone manufacturer and shipped to cus-
tomers on brand new phones. -e original app,
called Sound Recorder, was found to have been
modified to include code that was not part of its
stated purpose: it could intercept and send SMS
messages secretly. -e malicious version of the app
could have been inserted into the supply chain in a
number of different places. It was never made
available through any app store, but only in a
specific firmware image on a specific model of an
inexpensive Android phone.

(iii) Cryptominer code in games or utilities: we en-
countered a significant jump in the number of apps
that, without notification to the user, included
cryptominer code in the app. -e code would run
whether or not the app itself was running and
functioned as a constant drain on the phone’s (or
other device’s) battery.

(iv) Click-fraud advertising embedded in apps: adver-
tisement fraud is, surprisingly, one of the most
profitable criminal enterprises nowadays, and mo-
bile apps appear to be a key part of this subtle crime.
-e advertising industry estimates that, today, the
cost to advertisers of fraudulently “clicked” ads,
according to data published by the World Federa-
tion of Advertisers, tops US $19 billion each year.

According to Landmann [30], the unprecedented growth
in the number of smartphones and mobile workers has a
direct impact on the number of attacks deployed on mobile
devices. Smartphones today store hefty amounts of data and
operate over international cellular networks, WLANs, and
Bluetooth PANs.-ey run a diverse set of complex operating
systems such as Symbian, iOS, BlackBerry OS, Android, and
Windows Mobile. Most smartphones also support the Java
platform for mobile devices, J2ME, with a variety of ex-
tensions. All this network connectivity and diverse rich code
makes these devices more vulnerable than traditional PCs,
which typically run standard operating systems for which
many security products are readily available [31].

It is also crucial to mention top 10 web application
security risks according to the most prominent security
community worldwide named OWASP Foundation. Miti-
gation of these threats would be the first step in the pro-
duction of secure code of mobile apps [32]:

(i) Injection
(ii) Broken Authentication
(iii) Sensitive Data Exposure
(iv) XML External Entities (XXE)
(v) Broken Access Control
(vi) Security Misconfiguration

4 Mobile Information Systems



(vii) Cross-Site Scripting XSS
(viii) Insecure Deserialization
(ix) Using Components with Known Vulnerabilities
(x) Insufficient Logging & Monitoring

Conventional viruses have not been the major threat to
smartphones that they have to PCs. More often, the threat is
simply rogue code or malfunctioning applications that are
not addressed by antivirus vendors focused on the more
virulent and easily detectable PC viruses [30]. A threat also
exists from lost/stolen devices or accidental/malicious
misuse by end users. Administrators often cannot remotely
audit the content of smartphones as mandated in the In-
ternational Organization for Standardization (ISO) 27001
security requirements. -ey frequently do not know what
information has been stored on a phone and may not be able
to remotely delete data or “kill” the device [33].

-e worldwide information security market is forecast to
reach $170.4 billion in 2022 [34]; the most frequent mobile
threats include the following [30, 35–38]:

(i) Data leakage: 71% of breaches were motivated by
financial aspect and 25% by espionage

(ii) Malware or malicious software: among most
malicious e-mail attachments are .doc and .dot
which make 37%, and the second highest is .exe

(iii) Phishing and social engineering: 62% of business
experienced this type of attack in 2018

(iv) Direct hacker attack: data breaches exposed 4.1
billion records in the first half of 2019

(v) Intercepting communication: hackers globally at-
tack every 39 seconds which makes, on average,
2244 times per day

(vi) Stolen and lost phones: by 2020, the estimated
number of passwords used by users will grow to
3000 billion

(vii) User behavior: 64% of Americans have never
checked to see if they were affected by data breach

3.1. Malware. Smartphones are quickly approaching PC
capabilities, and the same incentives exist for hackers: fraud,
stealing personal and business information, and extor-
tion—hackers are poised for the attack, with many different
avenues available to spreadmalware [35].-e following brief
review of smartphone malware shows that the malicious
capabilities of hackers have been clearly demonstrated; these
are just some of the malware threats listed in the report by
MobileIron [39, 40]:

(i) Android GMBot—spyware, usually from third-
party app stores, which tries to trick users into
giving up their bank credentials

(ii) AceDeceiver iOS malware—malware that works to
steal a user’s Apple ID

(iii) Marcher Android malware—malware that pretends
to be a bank website in the hope that users will give
up their login credentials

(iv) Backdoor families—distributed via Google Play
Store as trojanized apps hidden within different
types of applications

(v) Mobile miners—distributed via spam e-mail or
SMS, an application which uses processing powers
of mobile devices

(vi) Fake applications—a malware category of apps that
mimics popular and useful applications, once in-
stalled asks the user for mobile verification or re-
directs to a link with instructions

Last but not least, applications and the given OS should
be kept up to date to maximize their protection, and running
an antimalware app is also recommended.

3.2. Phishing and Social Engineering. -e main platform for
phishing attacks is spam emails, which are sent out in mass
quantities by cybercriminals. Recently, we have witnessed a
new form of phishing, which is using SMS text messaging
(so-called “smishing”) to send a fraudulent link to a mobile
device. Social media are also used by hackers to take ad-
vantage of mobile phone users.

-is type of attack is aimed at users directly, most fre-
quently exploiting human psychology rather than using
technical hacking techniques. -is aims to [41]

(i) make money from a small percentage of recipients
who actually respond to the message

(ii) run phishing scams—in order to obtain passwords,
credit card numbers, bank account details, and
more

(iii) spread malicious code onto recipients’ devices

Protection against this type of attack is common sense
based and concerns mainly not responding to dubious
messages, keeping applications up to date, etc. [42].

3.3. Direct Hacker Attack and Intercepting Communication.
Contemporary users have access to sophisticated mobile
devices which are part of their everyday lives, and this di-
rectly leads to an increase in the number of users. -is rapid
growth in users entices hackers to either intercept com-
munication or directly attack mobile devices.

According to Bishop, there are three prime targets for
hackers [43]:

(i) Data—mobile devices store data and may contain
sensitive data of all types

(ii) Identity—mobile devices are customizable, so it is
easy to associate a device with a specific person, so
stolen identity may be used to commit other
offenses

(iii) Availability—limiting access to a device or even
depriving the owner of its use

Mobile Information Systems 5



Intercepting communication concerns a situation in
which 2 mobile devices are communicating, usually via a
public LAN—the users believe they are in direct commu-
nication. -is interception of communication is called a
man-in-the-middle attack (MITM); the perpetrator redirects
the data route, either eavesdropping or impersonating one of
the parties, to steal personal data. To prevent this type of
attack, users should

(i) avoid public Wi-Fi or nonpassword-protected
connections

(ii) pay attention to notifications in their browser
(iii) conduct sensitive transactions via secure

connections

Taking into consideration the above rules, the user of a
mobile device significantly reduces the likelihood of the
interception of communication and the loss of sensitive data.

3.4. StolenandLostPhones. Mobile phones are considered to
be personal devices on which users store lots of different
types of data, either personal or business. Table 1 presents
device loss case types. According to the research [42], mobile
device users, most frequently, simply lose their devices.

Mobile device owners are themselves the greatest threat
when it comes to losing sensitive data, yet, at the same time,
their proper behavior can help protect such data. Imple-
menting 2FA (two-factor authentication), avoiding auto-
matic logins, and using password-lock applications can
minimize the probability of losing sensitive data.

When the general public and the media picture the
greatest threats to the loss of mobile devices, they usually
depict muggers and pickpockets as the main suspects, while
according to the research [41], users are twice as likely to lose
their device (69%) than have it stolen (31%).

3.5. User Behavior. Mobile device users often create vul-
nerabilities due to the blurred line dividing personal and
business use. Some of the blameworthy behaviors include
turning off all types of security apps, downloading apps from
third-party application stores, and sharing confidential in-
formation with unauthorized recipients. With smartphones,
it becomes even easier to obtain sought-after information.
Controlling user behavior is considered to be one of the
greatest challenges in mobile device security [30].

Among the practices which are helpful to organize
procedures regarding user behavior security issues, we can
point to security awareness training [44], providing detailed
information about the latest online fraud techniques [45],
and reviewing existing security procedures [46]. One may
also consider the adoption of collaborative games which, by
design, stimulate creative thinking [47, 48] and therefore
serve as effective learning tools [49].

4. Mobile Security Best Practices

Mobile security best practices are recommended guidelines
and safeguards for protecting mobile devices and users’ data
[50]. In general, hardware and software vendors outline and
promote procedures and instructions which, properly ap-
plied, should maintain or increase the security level. Al-
though there is no way to 100 percent guarantee security, as
unforeseen vulnerabilities can be discovered and exploited
by attackers, let us take a look at some recently developed
best practices for mobile devices and applications [51–55].

(1) Make user authentication the highest priority: most
mobile devices can be locked with a screen lock and
unlocked with a password, biometric (e.g., finger-
print and face recognition) or personal identifica-
tion number (PIN) [56]. Nowadays, multifactor
authentication is considered as the best practice to
protect user’s data [57]. On the contrary, security is
entirely based on password complexity and the
user’s attention to its confidentiality.

(2) Update mobile operating systems and on-board
applications with security patches: keeping the
operating system (Android and iOS) and the in-
stalled applications up to date is a must. Both
Google and Apple provide regular updates to users,
which resolve recent vulnerabilities or other threats,
as well as sharing additional performance and se-
curity features [58]. However, updating an app is a
two-edged sword since a new release can decrease
its overall performance and the user’s productivity.
From a security perspective, updates can trigger the
revetting process to confirm security clearance. In
order to ensure that a mobile application conforms
to an organization’s security requirements and is
free from vulnerabilities, a series of rigorous and
comprehensive analyses take place. One has to keep
in mind that app vetting might also include updated
external components (e.g., third-party libraries) and
new mandatory versions of the operating systems.

(3) Back up user data on a regular basis: backing up is a
basic method of preventing data loss or deletion. A
backup schedule should be adapted to an increase in
data over time. Examples of user data include in-
dividual user files (documents and spreadsheets),
media files (e.g., pictures and videos), contacts, and
other sensitive data [59]. In case of mobile devices,
the obvious choice is a remote backup, whichmeans
copying and storing files in a private or public
cloud. However, the main concern in this case is the
transfer speed. Even if a high-speed connection is
used to send the data, the upload limitations, an-
tivirus scanners, and firewalls can slow down the
speed considerably. Another limitation concerns
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the cost of data uploading set by mobile internet
providers. On the contrary, there is no guarantee
that data stored in the cloud will be kept private.
However, this can be easily overcome and most
recommends that data files be encrypted which in
turn might extend the overall backup task duration,
if performed on the fly.

(4) Utilize encryption: data encryption translates data
into another form, or code, so that only authorized
parties can decrypt and read these data. -e en-
cryption feature is used for data stored on the
mobile device as well as for data transmission over
the network. Nevertheless, by default, encryption
requires a password to encrypt and decrypt data
files. If one forgets the password, the data recovery is
usually problematic and not always successful. On
the contrary, relying on the publicly available so-
lutions could simply lull a user into a false sense of
irrefutable security. Moreover, it is also strongly
advised not to connect to and use a public and
insecure Wi-Fi spot without using a secure trans-
mission option such as a virtual private network
(VPN) [60]. In this case, compared to regular in-
ternet connections, VPNs are still almost invariably
slower, depending on the distance between the
server and the client, the current server load, and
the encryption level applied.

(5) Enable remote data wipe: in case a user has their
device with sensitive data stolen and there is little
chance of retrieving them in a relatively short pe-
riod of time, one should consider turning on the
device capability which allows a factory reset
message to be remotely executed [59, 61]. Fur-
thermore, remote data wipe is imperative in case of
termination of employment or contracting a mal-
ware infection which cannot be uninstalled or de-
leted. While the existing solutions have clear
advantages, they are not cure-all for mobile security.
For instance, while some tools erase only part of the
data, others erase the entire content, including
applications and personal data. -erefore, one
should consider deploying a secure container
which, by design, separates the applications from
personal data, enabling selective erasure in case of a
security incident. Moreover, a proactive approach
that tracks the use of sensitive data will improve
security by early detection and prevention of its
misuse or theft.

(6) Disable Bluetooth and Wi-Fi when not needed:
minimizing both Bluetooth and Wi-Fi usage reduces
exposure to having vulnerabilities exploited, although
the flaws are not in these standards, but in their
implementations [62]. Here, it should be noticed that
the disabling action requires an intentional interaction
from a user. However, there are tools (e.g., Auto-
Bluetooth) that turn Bluetooth on or off without any
user interaction, based on the rules defined by a user.

(7) Be aware of social engineering techniques: social
engineering is a term that encompasses a broad
spectrum of malicious activity such as phishing,
pretexting, baiting, quid pro quo, and tailgating
(“piggybacking”). With this human-centric focus in
mind, it is up to a user to be aware of malicious
“actors” who engage in social engineering attacks
hunting for human greed and ignorance [59, 63].
Organizations, in particular security analysts, might
also consider conducting social engineering pene-
tration tests (also known as social pen testing)
among employees. By design, social pen testing is
the practice of applying social engineering scams on
an organization’s employees to evaluate their ca-
pability to provide sensitive information. Such an
assessment is beneficial by providing a real attes-
tation on the level of adherence to the company’s
security policies by particular individuals.

(8) Be sure not to jailbreak your device: jailbreaking is a
privilege escalation with the aim of removing
software restrictions imposed by the device man-
ufacturer. In other words, deploying a series of
kernel patches permits a root access which allows
software, not available and distributed via the app
store, to be installed. Jailbreaking can seriously
expose an operating system to additional vulnera-
bilities, effectively exploited by attackers [59, 64].
One should also keep in mind that, in case of re-
moving manufacturer restrictions, the device’s
warranty will most likely be voided. Moreover, a
decrease of overall system stability might occur
since buggy apps tend to utilize substantial amounts
of hardware resources.

(9) Be sure not to grant unnecessary permissions to
applications: app permissions are the privileges an
app has—like being able to access peripherals such
as the camera, contact list, or location. Current
versions of operating systems come in a variety of
flavors depending on the manufacturer. -e major
tenet is to grant only those permissions that are
necessary for the application to work properly. In
other words, a user should always employ the
principle of least privilege (PoLP) [65]. On the
contrary, granted permissions can be described as
the keys that unlock the app’s functionality.
-erefore, a good design pins runtime permissions
with specific actions and tasks, which justify the
permission requests.

Table 1: Types of theft and loss by frequency (source: [42]).

Type of theft or loss Frequency (%)
Misplaced 69.12
Pickpocketed 10.98
Home invasion 7.60
Robbery 6.76
Car break-in 2.77
Business break-in 2.77
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(10) Install mobile security and antivirus applications:
since there is no additional protection by default,
mobile security and antivirus real-time scanners
safeguard against malicious applications and vi-
ruses, as well as identify theft, ransomware, and
cryptominers. Moreover, some tools can also scan
URLs and block dangerous sites, monitor links in
text messages, and provide parental control [59, 66].
-ere is no doubt that experts highly recommend
using such tools, but nothing comes for free. In their
case, the side effects refer to additional hardware
resource allocation and increased battery drain due
to the processes executed in the background.

Naturally, following these ten best practices will not 100
percent guarantee mobile device security; however, it will
leverage the security level by reducing the attack vector and
lowering the risk of system outages and malformed requests.

5. The Survey Report

-e data for this study were collected by using the survey
instrument since our intention was to formulate a relevant
answer for the third research question. We selected this type
of research method for three reasons: first, due to the de-
scriptive nature of the question, which simply aims to de-
scribe the variables intended to be measured. Second, the
survey is claimed to be a good instrument for obtaining
empirical descriptions about people’s attitudes and opinions
[67]. -ird, our target respondents were geographically
dispersed and working at home because of the restrictions in
force due to the COVID-19 epidemic.

5.1. Design and Settings. -e survey consisted of two parts.
-e first part included ten questions that addressed the best
practice usage by the mobile application users. -e second
part, including five questions, aimed at collecting demo-
graphic data (gender and age), as well as the level of edu-
cation, professional experience (in years), and the sector of
professional activity (also in years). We used Google Forms
to collect the data since they have the benefits of being user-
friendly and free of charge.

-e self-administered, anonymous form was dissemi-
nated by e-mail among mobile application users and pub-
lished on forum groups available for students of the Gdańsk
University of Technology (GUT) and the Wroclaw Uni-
versity of Economics (UE). -erefore, we applied conve-
nience sampling, a nonprobability sampling, where
members are willing to voluntarily participate in a study.

Before the final launch, the draft questionnaire was
independently reviewed by three experts to ensure content
reliability and validity. In particular, the evaluation aimed to
assess the accuracy of the measurement scales (reliability)
and to appraise the degree to which the scale measures what
it is intended to measure (validity).

-e survey was launched on 1st May and closed on 19th
May 2020. Afterwards, the primary dataset was further
processed in a spreadsheet editor that let us perform the

necessary calculations and operations such as data aggre-
gation, comparison, and visualization.

5.2. Respondents. In total, during the period of twenty days,
we collected data from 167 respondents, of whom 63.5%
(106) were male and 36.5% (61) were female. -e age dis-
tribution shows that the majority (77%) were aged 20–29
years, 17.8% were aged 30 or more, and only 5.3% were 19 or
under. -erefore, 59.9% of the respondents declared sec-
ondary education, whereas the rest (40.1%) had graduate
degrees. -e distribution of professional experience was
relatively low, which is reasonable given the respondents’
ages: 65.3% declared having two years or less, while the
remainder (34.7%) could be said to have moderate pro-
fessional experience. A summary of the demographic data is
given in Table 2.

Finally, we would like to highlight the survey’s diversity,
as it broadly involved a wide range of respondents who not
only represent the ITsector but also others. It is worth noting
here that a more diverse sample brings the promise of less
bias [68].

5.3. Findings and Discussion. As the data are quantitative in
nature, each individual best practice, along with the findings
and discussion, has been combined to complement and
enrich argumentation driven by numerical data. Hence, the
review and analysis of the existing knowledge in the field
resulted in the qualitative information. We argue that the
applied mixed-methods approach brings added value by
highlighting other related issues which were not directly
included in the survey question pool.

Q1. Which authentication method do you use to secure
your smartphone?

(i) Fingerprint scanner: 53.3% (89)
(ii) PIN: 12.6% (21)
(iii) Pattern lock: 12% (20)
(iv) Facial recognition: 10.2% (17)
(v) Password: 4.8% (8)
(vi) Iris scanner: 1.2% (2)
(vii) None: 6% (10)

Over half of the respondents (53.3%) have declared using
the fingerprint scanner method to recognizing their identity.
-e second most frequent (12.6%) authentication method
was based on a PIN, which is relatively strong, as a typical
four-digit option provides 104 possible combinations.
Twelve percent of the users used a pattern lock method that
relies on a preselected pattern on a grid of dots to unlock the
mobile device. -e second biometric method, namely, facial
recognition, also based on “who the user is,” was claimed to
be used by over ten percent (10.2%) of the users. -e “old
standby” password was rarely used, as only 4.8% of users
pointed to this method. Last but not least, iris scanning, with
the angle and distance guided by on-screen feedback, was
very rarely used (1.2%) by the users.

It is worth noting here that particular biometric methods
are mandatory to use mobile applications that require a
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higher level of security such as mobile banking (m-banking),
online payments, and online financial transactions [69]. In
addition, biometric methods are easy to use since users do
not have to remember a PIN, pattern, or password.
Moreover, since the PIN-, pattern-, and password-based
security methods fail to address the requirements of the
restricted and highly sensitive data in mobile applications,
voice recognition systems are currently more often being
implemented in a wide range of mobile services [70]. Ob-
viously, an attack on voice is feasible since such systems can
be deceived if an attacker records the user’s voice and plays it
back during the authentication time window [71].

Q2. Do you update the mobile applications installed on
your mobile device?

(i) Yes, but at a convenient time for me (e.g., Wi-Fi
availability): 50.9% (85).

(ii) Yes, immediately after being informed by the
relevant notification: 21% (35).

(iii) Updates are automatically installed: 21% (35).
(iv) No. I intentionally block all updates: 5.4% (9).
(v) I do not know: 1.8% (3).

-e vast majority of users (92.9%) declared to have their
mobile applications updated, whereas 71.9% consciously
granted the permission to the app update process. Notably,
over five percent of users pointed to invoking the update
process. A very small percentage (1.8%) was not able to give
an answer.

-e reasons for keeping the apps up to date might in-
clude expecting new features, as well as benefiting from
performance improvements, and fixing to errors and se-
curity vulnerabilities [72]. Moreover, a developer can set up
the priority for each update, considering three different
types: low, medium, or high.

Q3. Do you perform backups of the app data collected
on your smartphone?

(i) Yes, data backups are automatically performed:
47.3% (79)

(ii) Yes, I manually perform data backups: 19.2% (32)
(iii) No: 31.1% (52)
(iv) I do not know: 2.4% (4)

Almost two-thirds (66.5%) of respondents declared
having data backups performed, either automatically
(47.3%) or manually (19.2%). On the contrary, almost one-
third (31.1%) neglected data backup as part of mobile device
maintenance. -e vast minority is not aware of the status of
their data backups.

Here, another question arises, which (unfortunately) was
not included in the survey: what do you back up? An un-
deniable approach is to copy everything, in particular user-
generated content, such as documents, images, videos, and
other content. On the contrary, a user may also consider
backing up setting data to preserve their personalized
preferences if their data are restored on a new device [73].

Q4. Do you use data encryption on your smartphone?

(i) Yes: 24% (40)

(ii) No: 50.3% (84)
(iii) I do not know: 25.7% (43)

Less than a quarter of the respondents admitted to using
data encryption on their smartphones. On the contrary, over
a half acknowledged not enabling any available feature or
third-party app to encrypt data. Interestingly, over a quarter
of users are not aware of the status of the data collected on
their smartphones.

A Contractor Magazine forecast [74] that, in 2019,
mobile platforms would be the largest cybersecurity threat
turn out to be correct [75]. Moreover, infections from both
Mac App Store and Google Play continue to increase.
According to Hodge [76], for years, iOS has kept “an iron
grip on its reputation as the most secure mobile operating
system.” However, the upcoming Android 11 shows Goo-
gle’s efforts focused around privacy features. Nevertheless,
on iOS, drive encryption is a standard, while Android users
must enable this feature [77].

Q5. Are you aware of the remote data wipe feature in
your smartphone?

(i) Yes: 81.4% (136)
(ii) No: 18.6% (31)

More than three quarters of respondents (81.4%) are
aware of the remote data wipe feature, available to use in the
case of device loss (theft). On the contrary, the rest (18.6%)
declared to be unaware.

By design, remote data wipe allows users to remotely
delete data by sending a wipe command to the device
through SMS or the internet. Other studies show differences
in the extent of this awareness. In 2015, over forty percent of
surveyed users (42.27%) based in the United Kingdom, when
asked about the adoption of physical security controls in
smartphones, declared using remote data wipe [78]. How-
ever, four years earlier, the results from another survey show
that, in Greece, the adoption of preinstalled security controls

Table 2: Demographic profiles of the respondents.

Demographic variables Frequency Percentage (%)
Gender

Male 106 63.5
Female 61 36.5

Age (x)
x< 20 11 5.3
20≤ x< 30 136 77.0
x≥ 30 20 17.8

Education
Primary 0 0.0
Secondary 100 59.9
High 67 40.1

Experience in years (y)
y< 3 109 65.3
3≤ y< 6 30 18.0
y≥ 6 28 16.7

Sector
IT 59 36.0
Non-IT 46 28.0
N/A 59 36.0
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was poor. For example, remote data wipe was used by only
15.1 percent of the users [79].

Q6. Do you intentionally disable/enable Bluetooth or
Wi-Fi on your smartphone?

(i) Yes: 85% (142)

(ii) No: 4.8% (8)
(iii) Occasionally, but I do not consider it as a habit:

10.2% (17)

-emajority of the respondents (85%) intentionally used
the Bluetooth andWi-Fi settings, disabling or enabling these
features according to the situation. Only 10.2% of the re-
spondents switch on or off Bluetooth or Wi-Fi occasionally
while not considering it as a habit. According to the survey,
4.8% declared they do not disable/enable the Bluetooth or
Wi-Fi features.

According to the FCC (Federal Communication Com-
mission) [80], both Wi-Fi networks and Bluetooth con-
nections can be vulnerable points of access for data or
identity theft. When transmitting sensitive information via
Wi-Fi, it is recommended to use the cell phone’s data plan
instead of public networks. Turning Bluetooth off when not
in use protects the device from being “visible” and therefore
hacked. Additionally, turning off both these features guar-
antees longer battery life.

Q7. What is your knowledge regarding social engi-
neering techniques?

(i) I have basic knowledge: 46.7% (78)

(ii) I have intermediate knowledge: 29.9% (50)

(iii) I have advanced knowledge: 9.6% (16)

(iv) I do not know: 13.8% (23)

Among the respondents, almost half (46.7%) declared
they have basic knowledge regarding social engineering,
29.9% declared they have an intermediate level of knowl-
edge, and 9.6% considered themselves advanced in the field.

-e number of social engineering attacks is growing
rapidly to weaken the cybersecurity chain, and they mainly
aim at manipulating individuals and enterprises to divulge
valuable and sensitive data [81]. Humans are more likely to
trust other humans compared to computers or technology;
therefore, they are the weakest link in the security chain [82].
-e aforementioned is the reason why it is so important to
educate users about what precautions they can take in order
to protect their sensitive data. Finally, according to a study
done by US telco Verizon [83], among 41,868 security in-
cidents recorded, 33% concerned social attacks.

Q8. Have you ever used the root account on your
smartphone?

(i) Yes: 32.3% (54)

(ii) No: 67.7 (113)

Over two-thirds (67.7%) claimed to use the root account,
while the rest (32.3%) have never taken advantage of the root
account on their smartphones.

As we can observe, mobile users are becoming more and
more aware of technical gimmicks concerning their devices
that can enhance their device speed, look and feel, and
functionality. On the contrary, manufacturers do not want
users to make modifications that could result in accidents
beyond repair. It is noteworthy that rooted devices are more
susceptible to attacks, especially iOS devices. In 2015, a piece
of malware, known as KeyRaider, infected 225,000 iPhones,
stealing personal data [84]. In case of Google, its app market
does not allow users with rooted devices to download
particular mobile applications [85].

Q9. Do you verify the permissions (e.g., GPS, camera,
and microphone) requested by apps?

(i) Yes, I verify them all: 49.1% (82)
(ii) It depends on my familiarity with application:

44.3% (74)
(iii) Hard to say: 5.4% (9)
(iv) No: 1.2% (2)

Almost half of the respondents (49.1%) declared veri-
fying all the permissions which apps notify to require. Over
forty percent (44.3%) stated that they verify the requests
based on the level of the application familiarity. Only 1.2%
were not interested in checking the permissions granted to
an application. Finally, over five percent (5.4%) were also not
fully aware or willing to acknowledge their actions in this
extent.

-is type of permission usually pops up during the first
use of the given application accordingly to gain access to the
built-in hardware devices or data folders. -ese permissions
exist to protect the smartphone resources against unau-
thorized access. Overprivileged applications introduce se-
curity threats to the mobile device ecosystem and pose
various reputational risks to online markets such as the
Android marketplace [86]. A study from 2016 demonstrated
that users, in general, make the consistent choice to willingly
grant access by default [87].

Q10. Which of the following safeguard apps have you
installed on your smartphone?

(i) Antivirus: 27.5% (46)
(ii) Firewall: 10.2% (17)
(iii) None of the above: 47.9% (80)
(iv) I do not know: 12.0% (20)
(v) Others: 2.4% (4)

Over a quarter (27.5%) of respondents claimed to have
antivirus software installed on their smartphones. A further
ten percent (10.2%) added an extra layer of protection by
using a firewall. However, almost a half (47.9%) stated that
neither antivirus nor firewall software was currently in use,
but 2.4% stated using other, undisclosed software. Inter-
estingly, twelve percent did not actually recognize any
safeguard apps being operational on a daily basis.

-e experts argue that having antivirus software installed
on smartphones is essential [88–90]. Indeed, mobile security
apps offer protection with a raft of features including an-
titheft, antimalware capabilities, as well as real-time pro-
tection for web browsers, remote localization detection, and
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lockdown features. An interesting one is the so-called au-
topilot, which is capable of making intelligent recommen-
dations for security actions depending on the type of the
operating system and frequent usage patterns.

-inking in terms of security, mobile operating systems
work differently than their desktop equivalents. In practice,
it means that a user does not need to install a firewall on their
mobile device to the same extent as on their PC. Due to its
built-in power management functions, a mobile device is not
constantly “open for traffic,” and the risk of being attacked
and hacked is greatly mitigated. However, over time, one can
notice that more andmore apps are demanding a permanent
connection [91, 92].

Using a VPN client is a gateway to quickly add an extra
layer of security to any network device, essentially including
mobile computing. A VPN is also an answer to users’ re-
quests to maintain their online confidentiality and protect
their online activities. In other words, at a basic level, VPN
technology provides two major benefits [93]: privacy and
security. -e former concerns “hiding” the IP address, lo-
cation, and browsing history, while the latter is associated
with using an encrypted layered tunneling protocol. VPNs
can also grant access to blocked websites. According to a
Global Market Insights report from 2018, the cloud VPN
market was worth $18 billion at that time and is projected to
hit the $54 billion mark by 2024 [94].

6. Discussion

-is is a follow-up study of an earlier and similar research
regarding mobile security [3, 95–98]. We agree with
Gkioulos et al. [95] in the area of security on contemporary
mobile devices since both studies reveal that users, in
general, tend to have increased confidence in their abilities to
protect their mobile devices. However, we argue increased
alertness when possible threats are common knowledge, or
they become apparent for users. Yet, users remain unaware
of specific risks and also of the available countermeasures
which could significantly improve their security. Similar
observations also concern the behavior of users who tend to
prioritize access to particular applications over the security
issues.

Amin et al. [96] proposed an automated procedure of
vulnerability detection in mobile (Android-based) applica-
tions. -e results achieved in the aforementioned research
have a complementary nature to those presented in their
study since the authors focus on the development of an
automated model of finding flaws in mobile apps. What
those investigations have in common are the aspects they
focus on, which is detecting security threats, in general.
Nevertheless, what separates them is that, in Amin et al.’s
study [96], the main emphasis is put on the technological
aspect of security issues, and it is based on the run-time
behavior of an application. At the same time, the focus of our
study is on the analysis of actual users’ behavior and habits
declared and collected via a questionnaire.

Mavoungou et al. [3], in their analysis, focused on
vulnerabilities and attacks on mobile networks, which
represent a significant concern for their security and per-
formance. -e study focuses on drawing an inventory of
attacks while categorizing and classifying them with a strong
focus on attacks based on IP, signaling, and jamming. Be-
sides the proposed classification of threats, the authors
suggested adequate countermeasures and mitigation solu-
tions. Among the many discussed vulnerabilities, they also
indicated a compromised mobile device, application secu-
rity, and imperiled user identity confidentiality as those of
high importance. -eir study is a technically focused cate-
gorization of the possible dangers to the mobile network
operator. However, it has corresponding value to that
presented in this paper since the explosion of the number of
mobile users/subscribers and their security habits influence
the overall mobile security level.

Valcke [97] put forward a general examination of the
banking sector and its flaws in the context of mobile security.
Cybercriminals are targeting financial institutions via their
mobile apps, which are gateways for different types of se-
curity abuse. -e author advocates putting more emphasis
on enhancing client-side protection (a variety of login
methods), strengthening the security of the client-server
communication, and being proactive with fraud prevention.
Besides the stated security challenges, Valcke underlines the
role of app developers who should pay close attention to the
security aspect of mobile apps, while, at the same time,
respecting user experience guidelines [95].-e similarities in
these two studies concern user behavior as one of the es-
sential factors of mobile security. A perfect summary of the
article is the authors’ statement: “You still have to balance
security with ease of use, and you still have to ensure that
your core business logic is not subject to any exploits too.”
[3]

Hatamian [98], in his paper, focused mainly on app
developers as the first line of defense against frauds, threats,
and attacks aimed at mobile users. -e author proposes “a
privacy and security design guide catalogue for app devel-
opers to assist them in understanding and adopting the most
relevant privacy and security principles in the context of
smartphone apps.” [98] At the same time, the author points
to the developers as those responsible for fulfilling privacy
and security principles, making them an important factor in
preserving mobile security guidelines.

By design, mobile devices tend to be relatively small
which makes them easily misplaced or lost. -erefore, one
should also take into account the physical security that
currently is a major concern for mobile devices [99]. -e
most obvious issue is not only the loss of the device itself but
also the data what it stores in its memory, as well as any
additional credentials used to gain access to internal and
external sources of information (e.g., e-mail or bank ac-
count, corporate intranet, and social media). In this case, the
risk is much higher and relates to blackmail and ransom
demands, directed against individuals and organizations
alike. -e countermeasures discussed in this paper are
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intended to mitigate the risks related to the loss of the
physical device. However, with the ongoing progress of
cyber attacker tools, there are no universal methods to
preserve mobile security against such threats.

-e recent efforts of the combined research and business
communities in the extent of mobile security have succeeded
in developing innovative solutions by adopting and adapting
artificial intelligence (AI) methods. For instance, RGS
Nordic has deployed IBM MaaS360 with the Watson client
(a cognitive system with complex natural language pro-
cessing capability [100]) on all its mobile devices in Denmark
to gain tighter control over the users’ data, as well as to detect
and remediate potential security threats [101]. Indeed, when
considering certain facets of cybersecurity that benefit from
embedded AI, one can definitely refer to the protection of
endpoints. AI-driven endpoint protection establishes a
baseline of behavior for the endpoint through a recurrent
training process [102]. If an unusual event occurs, then AI
will flag it and take relevant action. Moreover, in order to
detect and protect against potentially harmful activities,
including zero-day threats (also referred to as zero-hour
[103]), machine learning models are able to determine the
most relevant features, eventually classifying malign and
benign actions.

Moreover, in the face of legal regulations, organizations
might find themselves maladjusted in terms of applied se-
curity measures for mobile devices, and, in particular,
sensitive data (e.g., personal data). While some decision
makers might neglect to implement relevant solutions and
corresponding procedures, it does not mean that security
violations will pay off. For instance, the University of
Rochester Medical Center (URMC) identified a lack of
encryption as a high risk to electronic protected health
information (ePHI), and the accountable individuals per-
mitted the continued use of unencrypted mobile devices for
over three years. -en, the Office for Civil Rights (OCR)
conducted an investigation of the URMC and revealed that
the organization failed to employ a mechanism to encrypt
and decrypt electronic protected health information (ePHI),
when it was reasonable and appropriate to do so. Eventually,
URMC agreed to pay $3 million to the U.S. Department of
Health and Human Services and take substantial corrective
action to settle potential violations of the Health Insurance
Portability and Accountability Act (HIPAA) Privacy and
Security Rules [104]. Obviously, there are many more ex-
amples showing that human ignorance has led to substantial
financial losses.

It is worth noting that mobile security threats and best
practices are quite similar worldwide, whereas security
policy management is very much local, and, for this reason,
specific to different business scenarios and application
settings [105]. -erefore, at the beginning of our study, we
assumed to identify and analyze only generic knowledge
which contributes to the topic of the research. Having said
that, as a consequence, explicit know-how represents an
understanding of the generative processes that constitute the
domain of mobile security.

-e theoretical implications concern the identification
and analysis of a plethora of issues, with regard to the threats

and the best practices in the mobile application domain.
Furthermore, our findings give rise to other research topics
worth undertaking both for academia and practitioner
communities. -e practical implications include the non-
limited application of the specified set of ten best practices at
the individual or enterprise level since their specifications
are both hardware and software agnostic.

Nevertheless, this study has its limitations and areas for
potential improvement as well as future work. First, the
results would be more conclusive if more factual data and
experimental results were included. Second, cognitive biases,
including the individual perception of the research problem,
should be minimized through an open discussion with
experts from the mobile security area. -ird, the granularity
of our analysis was based on the retrieval of general artifacts,
neglecting sparse issues and specific case studies.

Nonetheless, the nature of this study was exploratory;
thus, the results reveal empirical evidence showing both
threats and best practices which currently exist in the extent
of mobile security. -e greater reliability and validity of the
findings require the involvement of security practitioners in
a greater number to confirm the results of the present study
on the one hand and exploring the problem in-depth with
different groups of users in a quantitative manner on the
other hand.

-e current advanced security technologies, available
from either the level of the operating system or application,
reveal a low level of vulnerabilities and weakness. -erefore,
the overall security depends on the demonstrated user be-
havior and arbitrary undertaken efforts. Having said that, we
argue that understanding factors affecting users’ intentions
and motivations to accept and use particular technologies is
crucial to raising security and privacy concerns at the in-
dividual level. Hence, future work will cover identifying and
modeling users’ perceptions of security and usability of
mobile applications.

7. Conclusions

Security is always an arms race between attackers and de-
fenders. Since the mobile application market is growing, at
the same time, mobile security will continue to deliver a
plethora of issues to face. In other words, security is often a
matter of balancing risk and reward, defense versus con-
venience. In this line of thinking, the potential risks and
benefits, and their tradeoffs, undoubtedly deserve further
and deeper investigation. -e outcome of this paper is a
holistic picture of this phenomenon, which examines the
negative events, conditions and circumstances that have the
potential to cause the loss of assets, and the countermeasures
that aim to eliminate them and provide adequate and ef-
fective protection for a user.

During the World Economic Forum of 2019 [106], the
participants came to the conclusion that the past ten years
mark only the start of the global cybersecurity journey. New
architectures and cooperation are still required as we stand
at the brink of a new era of cybercrime, which will be
empowered by new and emergent technology. -ese three
technologies, namely, 5G networks and infrastructure
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convergence, artificial intelligence, and biometrics, are going
to define the next ten years of global cybersecurity.
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