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Smart homes (SHs) are crucial parts for demand response management (DRM) of smart grid (SG). The aim of SHs based demand
response (DR) is to provide a flexible two-way energy feedback whilst (or shortly after) the consumption occurs. It can potentially
persuade end-users to achieve energy saving and cooperate with the electricity producer or supplier to maintain balance between
the electricity supply and demand through themethod of peak shaving and valley filling. However, existing solutions are challenged
by the lack of consideration between the wide application of fiber power cable to the home (FPCTTH) and related users’ behaviors.
Based on the new network infrastructure, the design and development of smart DR systems based on SHs are related with not only
functionalities as security, convenience, and comfort, but also energy savings. A new multirouting protocol based on Kruskal’s
algorithm is designed for the reliability and safety of the SHs distribution network. The benefits of FPCTTH-based SHs are
summarized at the end of the paper.

1. Introduction

The whole world including American, European, Chinese,
Indian, and other major economics starts to pay more
attention to DRM and implement strict policies in order to
achieve energy saving and CO

2
reductions [1–4]. The pursuit

of low-carbon economic and energy efficiency has strongly
motivated the development of SG and energy management
technologies [5, 6]. DR-based energy management which is
able to improve energy efficiency and manageability of cur-
rent power network is a crucial research topic of SGs. On the
terminal user side, DR-based energy management systems,
which are usually integratedwith SHs systems, play an impor-
tant role in the control and optimization of domestic energy
consumption and enable increasing consumer participation
[7–9]. Meanwhile, the energy network on SHs has received
extensive attentions due to its flexible integration into people’s
daily lives, which could trigger significant commercial value
to develop smart applications and corresponding services
for ubiquitous homes [10]. These systems offer the end-
users detailed information about their energy consumption
patterns, which could potentially persuade them to adopt
more energy efficient behaviors.

Formany years, StateGridCorporation ofChina has been
prompting the “strong smart grid” development strategy,
whose main content is to build a modern power grid with
ultrahigh voltage power transmission as the backbone, and
the coordinated development of power grid at all levels,
such as the features of information technology, automation,
and interactions. In China, FPCTTH technologies are being
widely used in the constructions of SG. The adoption of
optical fibers provides strong communications capacities for
the power cables. Apart from transmitting the control signals
for the SG control, Power cables can also provide services for
internet, telephones, and television to realize the “quadruple
play.”This paper concentrates on the issues with respect to the
design and implementation of SHs based on FPCTTH, which
are the key element for the DR of SG.

The ubiquitous SHs networks have gradually evolved into
complex systems to deal with various tasks, such as security,
environment control, health, and also energy management.
To achieve the energy saving targets, the establishment of
efficient two-way information exchanges between end-users
and power utility is utterly important. In the near future,
SHs will be expanded into large networks, called smart
communities or smart cities, which provide potentially larger
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scale energy savings and other relevant power management
services. However, without reliable information exchange
channels, the smart appliances are not able to implement
effective energy saving strategies regarding the official energy
policies on SG, which could negatively affect the implemen-
tation of DR policies.

As a part of SG, SHs systems with the characters and
functions of DRM have gained great attention from the State
GridCorporation ofChina. It has fundedmultiple projects on
large-scale domestic FPCTTH energy monitoring, response
and management. With adequate information provided for
the users, rational analysis and feedback based on their
energy costs can be made to persuade them to change
behaviors towardsmore environmentally friendly and energy
efficient patterns.

All the discussions in this paper are based on the
FPCTTH with tree topology which have more than enough
bandwidth capacities to offer various services, such as
domestic energy monitoring, response, and management. In
Section 2, some related works, such as the role of SHs in the
DR programs and the optimization of energy networks, are
introduced. The system architecture and relative technical
issues on its implementation are discussed in Section 3. In
Section 4, the details about how SHs based on FPCTTH play
a more active role to offer relevant benefits to end-users are
explained before the conclusions are made in Section 5.

2. Role of SHs in DRM

DRM employs the flexible control in reducing the electricity
consumption and peak loads to seek a balance between
supply and demand of electrical energy [11]. It can achieve
better utilization of the available energy and more stable
and effective operation of power industry. DR involves all
conscious modifications of electricity usage patterns by end-
users that are intended to change electricity time, instanta-
neous demand level, or total electricity consumption [12].
End-users are able to actively take part in the power market
management via adjusting their power consumption patterns
rather than passively receiving fixed electricity prices, which
gives benefits to both the power utilities and end-users.

At present, the researches mainly focus on how to put
forward the concrete programs on DR from the point of
view of power generation business or management [13].
They mainly address the incentive-based programs such as
direct control and market based demand bidding. However,
how to actually implement these programs is not their
primary consideration. With the fast development of SHs
and FPCTTH, end-users are able to exchange information
with their power producers through the information service
platform. Through the reliable communication channels
provided by the fiber power cables, DR policies can be easily
implemented. As shown in Figure 1, the fiber power cables,
which transmit both electricity and information, are able
to form a closed loop between end-users and power grid
enterprise.

The conventional methods to achieve DRM are price-
based measures and incentive-based measures [10]. Price-
based measures are based on dynamic pricing rates which
fluctuate following the real-time costs of electricity. The final
purpose is to keep the demand curve smooth by imposing
high prices during peak periods and low prices during valley
periods. The basic type of price-based programs is the time
of use rates, which are the rates of electricity price per unit
consumption that varies in different blocks of time. The
rate design attempts to reflect the average cost of electricity
during different periods [14]. During contingencies, critical
peak pricing rates with a prespecified even higher price are
imposed to the users [15, 16].

Incentive-based measures are composed of direct load
control measures, interruptible/curtailable load measures,
emergency DR measures, and so forth. End-users who agree
to cooperate with DRM are rewarded with credits according
to the amount of load reduction during critical conditions.
However, as the price, power utilities may seek some kinds of
direct control on the users electrical consumption. For exam-
ple, in case of contingencies, they may require the authorities
to shut down participants’ non-time-critical equipment such
as air conditioners or water heaters remotely [5].

In order to implement these measures, SHs systems are
becoming the bridge between DRM and SG, since SHs sys-
tems are able to simultaneously and effectively communicate
between the energy services and households. To achieve
domestic energy saving, energymonitoring technologies that
provide real-time feedback on energy consumption (e.g., time
of use or real-time pricing) are being deployed worldwide.
It can potentially reduce the energy usage by up to 15% [3].
Some well-known companies, including ABB, Honeywell,
and Siemens, begin to focus on the energy management
for smart electricity consumption. The analysis of electric
energy data [17] gives the end-users the detailed information
about the consumption. However, these studies are lacking
the participation from the power industries. Although the
domestic Haier’s U-Home solutions have been put into
application in several residential real estates [18], they are
trying to derive information interpretability in the device
layer of customers home. However, it requires dedicated
communication link and home appliances and is subject to
the operators’ support of communications network [5, 19].

Although [20, 21] realize the intelligent management
for the refrigerator and water heater, their DR systems are
isolated from the latest SG development, without building
AMI mesh networks [22] and popularizing the technology
to the SHs. Power line communication has been used to
transmit related data for SHs [23]; however, these wired
systems have limitations on scalability and resiliency and are
also lacking comprehensive security notion that satisfies the
needs for security-critical SHs services. On the contrary, the
implementation of ZigBee-based communication provides
significant advantages comparingwith conventional commu-
nication technologies [24], such as rapid deployment, low
cost, flexibility, and aggregated intelligence through parallel
processing. In [25, 26], the implementation of ZigBee-based
communication in the demand side of SG is introduced.
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Figure 1: System architecture of the FPCTTH-based SG.

In [22, 27], SG network security issues in a wide forecasting
volume and advanced measurement systems are discussed.

3. SHs System Architecture

SHs are able to potentially achieve energy savings and
other energy-related services as long as effective two-way
information exchange bridges between the world of energy
service and the household world can be implemented. Due
to the high communication capacity, FPCTTH can easily
provide synchronous transmission of energy and massive
information.

3.1. Overall Structure. The SHs network architecture pro-
posed in the paper is as shown in Figure 2. This system
is designed to coordinate and control the smart household
appliances via “quadruple mode” based on FPCTTH with
tree topology.The combination of distributed and centralized
monitoring is carried out in the whole network architecture.
In order to get the energymonitoring, demand side response,
and management for SHs, the distributed monitoring mode
is used not only to collect and analyze data with the help from
higher layers or other distributed systems, but also to take

the necessary decisions according to the calculation of local
control, without any interventions from the control center.
This system has a hierarchical network architecture as shown
in Figure 2.

3.2. In-Home Control. The main element of in-home archi-
tectures is a ARM based smart terminal which is connected
with all the indoor appliances, sensors, and actuators. A
human-machine interface is provided for the users tomanage
all the home devices.

Figure 2 gives an overview of the proposed SHs system
in the environment of smart community. The system is able
to control various in-home appliances such as lamps, air
conditioners, curtains, electric water heaters, and TVs. It can
also be accessed using various internet terminals such as PC,
tablets, and smart phones. Lots of sensors are deployed to
measure the electricity consumption, indoor environment,
security alarm, and so forth.

Further information about the detailed design and imple-
mentation of the FPCTTH-based SHs can be found in
the early work [28]. The implementation in the laboratory
environment is shown in Figure 3, where various compo-
nents such as sensors and smart appliances are deployed.
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Figure 2: System architecture of the SHs.

They communicate with the indoor smart terminal via
2.5 GHz ZigBee transmitter in real time. The electricity
consumption data such as power consumption, transient
power, electricity consumption fare during on-peak periods
and off-peak periods, andmaximum current/power value are
collected every ten seconds. These data can be exchanged
between the power utilities and end-users through the
FPCTTH-based communication channels.

3.3. System Network. The solution presented in this paper
selects optical fiber composite low-voltage cable and ZigBee
as primary communication technologies, also proposes an
IP-based communication protocol between the indoor home
smart terminals and the control center.

As the fiber power cable has big communication capacity,
apart from transmitting power, it can also provide services
for internet, telephone, and television to form the so-called
“quadruple play technology” as shown in Figure 4. Using the
“quadruple play technology”, the internet, telephone, and
television signals are transmitted through the fiber power
cable. As it provides full solutions covering both power and
communication services for end-users, theoretically other
cabling towards the household is no longer necessary.

The proposed system supports the access from various
smart terminals, such as PC, smart phones, and tablets. In
the system network, there are in-home smart sensors, actua-
tors, and controllers which support multiple communication
technologies such as Ethernet, WiFi, and ZigBee. Ethernet
acts as a bridge between Internet and smart terminals,so that
the system can provide HTML web page browsing services.
End-users can check their current home environment using
the web browser anywhere, anytime. Since the wireless AP
is also connected to the system, end-users can access the
home HTTP server through laptops and PADs in the house.
Itinerant users can access those home services via mobile
devices.

In the homeLAN layer, the quadruple signals are decoded
into television signals, telephone signals, and Internet signals
by an optical network unit. Inside the house, smart terminals
are used to manage all of the household equipment, such
as security sensors, smart meters, and smart sockets. Smart
terminals communicate with the smart household devices via
ZigBee-based wireless communication.

The pervasive ZigBee technology is adopted for in-home
transmission of sensors/actuators due to very low battery
consumption and also offering specific profiles for both the
home automation and energy measurement. However, it can
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be a problem with tall buildings and with thick walls for
ZigBee information transmission. It can be overcome owing
to the inherent structure (mesh) of the wireless standard,
where intermediate sensors/actuators operate as repeaters.
Thus, it is necessary to create within each building an
infrastructure with a number of distributed sensors/actuators
in order to ensure proper connections and full coverage.

3.4. Multipath Routing Connection Protocol. In order to
ensure a proper connection and full coverage, proper rout-
ing protocols are designed to manage the distributed sen-
sors/actuators. Each sensor/actuator has multihop routing
protocol to automatically establish the wireless network
between smart nodes. Then, end-users or service-providers,
at the house location, can utilize the messages directly as long
as the same protocol is deployed for meter data transmission
and home automation services. Nevertheless, conventional
routing protocols are difficult to adapt with the characters of
dynamic topology variations like the proposed SHs system
like the proposed SHs system. Therefore, a new routing

protocol is designed based on Kruskal’s algorithm named
multipath routing connection protocol (MPRCP) for the
wireless networks on SHs. The formation of the network is
based on the MPRCP value by means of measuring from the
RF radio.

The specific operation mechanism is as follows. The
communication network of a SH can be modeled by a
digraph. The sensors/actuators are considered as the nodes
of the communication digraph. The complex weighted graph
is G(V,E,A) with node set V = {1, 2, . . . , 𝑛}, edge set E,
and symmetric edge weights A

𝑖𝑗
= A
𝑗𝑖
involving link costs

of time-delay, bandwidth, and traffic load for every branch
(𝑖, 𝑗) ∈ 𝜀. The state of a nodeV

𝑖𝑗
is defined as follows:

V
𝑖𝑗

= {
1, if there is the link from node 𝑖 to 𝑗 in solution,
0, otherwise.

(1)
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A matrix E = [E
𝑖𝑗
] is defined for the link connection

(or edge) as follows:

E
𝑖𝑗
= {
1, if there is the link from node 𝑖 to 𝑗
0, otherwise.

(2)

If there is no link from node 𝑖 to 𝑗, A
𝑖𝑗
is set to a very large

value so as to reject it from the routing path. 𝑃 is the source
node set, and 𝑄 is the destination node set. For multiple
destinations problem, define 𝑞 ∈ 𝑄 as the set of destinations
where 𝑞

𝑡
∈ V, 𝑡 = {1, . . . , 𝑛} ∈ T. When 𝑃 is nonempty

and 𝑛 is not yet spanning, we remove a node with minimum
energy from 𝑃. If that node connects two different networks,
then add it to the network, combining two networks into one
network; otherwise, reject that node.

If an undirected routing regarding multiple destinations
𝑞 is defined as follows [29]:

Path𝑝𝑞𝑡 = (𝑝, 𝛼, 𝛽, . . . , 𝑞
1
, . . . , 𝑞

2
, . . . , 𝑖, 𝑞

𝑡
) , (3)

that is to say, the routing is (𝑝 → 𝛼 → 𝛽 → ⋅ ⋅ ⋅ → 𝑞
1
→

⋅ ⋅ ⋅ → 𝑞
2
→ ⋅ ⋅ ⋅ → 𝑖 → 𝑞

𝑡
), then the total cost

[TotalCost]
𝑝𝑞
𝑡

of this issue is turned into [TotalCost]
𝑝𝑞
𝑡

=

A
𝑝𝛼
E
𝑝𝛼
+A
𝛼𝛽
E
𝛼𝛽
+ ⋅ ⋅ ⋅ +A

𝑖𝑝
𝑡

E
𝑖𝑝
𝑡

.
According to the above definitions, the problem of mul-

tiple destinations can describe the constrained combinatorial
optimization issue; the expressions are as follows:

Minimize
𝑛−1

∑
𝑖=0

𝑛−1

∑
𝑗=0

A
𝑖𝑗
E
𝑖𝑗
, (4)

for all (𝑝 → 𝑞
𝑡
)

Subject to (
𝑛−1

∑
𝑗=0

𝑗 ̸=𝑖

A
𝑖𝑗
−

𝑛−1

∑
𝑘=0

𝑘 ̸=𝑖

A
𝑘𝑖
) =

{{

{{

{

1, if 𝑖 = 𝑝,
−1, if 𝑖 = 𝑞

𝑡
,

0, otherwise.
(5)

At the termination of the algorithm, the network has only
one component and forms a minimum spanning network
of the graph. It is shown that Kruskal’s algorithm is run
0(𝑛 log 𝑛) times or equivalently 0(𝑛 log 𝑛) time, all with simple
data structures. These running times are equivalent [25].

With the proposed tree topologyMPRCP, each node only
needs to communicate with its neighboring nodes intermit-
tently to select the special node having the bestMPRCP value
even if their communication networks are local, while the
data packet is put forward to the sink node. Meanwhile, the
topology of routing path is dynamically adjusted because
every node continuously monitors the neighbor information
on the lists of MPRCP whenever exchanging information.
TheMACprotocol for sharedmedia access is introduced, and
the MPRCP value is provided by a special RF device with
narrow band.

3.5. Home Security. In this section, the security issues of
ZigBee-based wireless communication scheme for SHs are
studied. All the data collected from the smart homes are
related to the users daily lives. They could be of great privacy
and should not be tapped during the communication. The
completeness and precision of sensitive information must be
protected against possible malicious attacks.

In the proposed SHs system, encryption security gateways
are set up in the community layer to keep the sensitive
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Figure 5: Snapshots of the dashboard pages on incentive-based
demand response. Features are highlighted by red rectangles,
graduate price on current energy consumption of each appliance
using web technologies; (B) time of use (TOU) on current energy
consumption of each appliance using web technologies.

information secure. The whole data encryption process for
in-home security is divided into two stages: firstly, each
sensor/actuatormust be configured at the time of installation.
Using this initial knowledge, each sensor/actuator is able
to prove its identity and may dynamically join one or
more secure communication relationships at the time of
first running. Secondly, within such a secure relationship,
the sensor/actuator is able to exchange data through a
secured channel. Symmetric cryptographic algorithms are
used to realize the objectives of a secured channel. A typical
example could be the use of encryption algorithms like DES
to guarantee data confidentiality and a MAC algorithm to
guarantee data integrity.

4. Benefits of Smart Home

The SHs implement brings significant benefits to the elec-
tricity suppliers within a medium or short time. It supplies
a more prompt and accurate billing information for the
end-users and helps them to reduce the energy costs by
adopting more energy efficient and environmentally friendly
life styles. Nonetheless, a complete exploitation of DR in SG
advantages can only be achieved when efficient FPCTTH-
based communication channels between the energy services
department and the household are established. The end-
users also can enjoy lots of benefits as they have detailed
information and more control about their electricity usage.
Consider the following.

(1) From the aspect of consumption information and
energy saving awareness for end-users, the proposed
system lets end-users know their detailed consump-
tion. Therefore, they are encouraged to change their
behaviors to reduce the energy costs. Through the
web-based interface as shown in Figures 5 and 6, end-
users are able to intuitively see all kinds of home
appliances, power consumption information, and the
corresponding costs clearly.

(2) From the aspect of interactive services for DRM,
the purpose of incentive DR policies is to make full
use of mechanisms of the energy market and the
differentiation on energy rate during the day to save

Figure 6: Snapshots of electricity guidance using the third-party
web or app technologies. Features are highlighted by red rectangles,
including (A) navigation panel, (B) user info and network status,
(C) news, (D) appliance control, (E) energy savings compared to
historical usage and live energy usage, (F) monitoring alarms, (G)
indoor environment, (H) video surveillance, and (I) three-meter
information and history curve of current energy usage using web
technologies.

the consumption costs for end-users. End-users are
able to take these actions, such as the reduction of
the power supply based on the information from the
management platform (as shown in Figure 5) and
the choice of usage hours at low price, to achieve
energy saving. When end-users can easily see their
consumption information, they would voluntarily
perform relevant policies. Figure 6 shows incentive-
based DR options including remote control of cus-
tomer’s electrical equipment for a short notice or the
end-users reducing load during system contingencies
in return for rate discounts.

5. Conclusion

In this paper, a novel DRM based on SHs and FPCTTH
system has been introduced. The use of FPCTTH pro-
vides reliable communication channels for the interaction
between electricity suppliers and end-users.The advantage of
FPCTTH is that there is a considerable reduction of cabling
and it can be achieved through a simple extension for the
low-voltage lines of the previously installed network.The SHs
system proposed in this paper has been implemented in the
laboratories of State Grid Technology College in China. It
is able to create an interactive environment for end-users
to actually understand how the electricity is consumed and
what is the real-time costs. With all the information which
can be accessed through a web-based interface, the users
can be encouraged to adjust their behaviors and consume
less energy. ZigBee technologies are also used for the com-
munications between the indoor smart terminal and various
household smart appliances. In order to keep the radiabilities
of the ZigBee communication for the SHs system, a new
MPRCP based on Kruskal’s algorithm is introduced in the
paper.
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