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With the rapid development of power Internet of +ings, its scale is becoming larger and larger. Many advanced applications
depend on the accuracy of network model and state estimation, and the accuracy of network model and state estimation largely
depends on network parameter error. +erefore, a parameter identification and estimation method based on mixed-integer
quadratic programming (MIQP) and edge computing is proposed. Firstly, a “cloud-tube-edge-end” architecture of power Internet
of +ings is proposed, and the edge computing layer collects terminal data and conducts data analysis, which greatly reduces the
computing pressure of cloud center. In this architecture, the local state estimation is used to limit the branch with error data in a
specific range to prevent the measurement errors in other ranges from affecting the local estimation process. +en, the parameter
identification model is transformed into MIQP model, and a penalty factor is introduced into the optimization model to identify
the parameter error and measurement error in the process of minimizing the objective function. Finally, data encryption, identity
authentication, and other methods are used in edge computing to achieve network security protection, so as to avoid network
attacks and information leakage in the process of data transmission. +e proposed method is tested and analyzed in IEEE 14-bus
test system. +e results show that the proposed method can accurately determine and identify the error data in a certain
probability in the actual operation of the power grid, which is convenient for the controller to find out the wrong data in time and
determine the source of the error data, so as to set a reasonable data value.

1. Introduction

Amajor strategy for the construction of the power Internet
of +ings is proposed by the State Grid. Considering the
characteristics of “large scale, high reliability, and strong
security” in the current power grid, the accuracy and
security of power Internet of +ings advanced application
system are bound to be higher and higher, and considering
the current situation of power Internet of+ings basic data
application, it is necessary to study the practical parameter
error detection, identification, and estimation methods
and to develop a practical power Internet of +ings power
network parameter identification and data analysis system
[1].

In the traditional identification method based on re-
sidual sensitivity analysis, it is difficult to distinguish the
detected residual from the bad data in the measurement or
the parameter error in the network [2, 3]. Reference [4]
points out that the network parameter error and the mea-
sured bad data on the corresponding branch have similar
effects on the final identification results from the point of
view of parameter identification. Analysis methods based on
residual sensitivity are generally based on the assumption
that bad data in measurements have been identified and
eliminated. On the basis of this hypothesis, [5] proposes a
parameter estimation method based on specific measure-
ment residuals, which corresponds the regularized mea-
surement residuals to the related branch parameters.+e too
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large regularization measurement residuals indicate that the
corresponding branch parameter information is suspicious
[6]. Reference [7] proposes that a parameter identification
method for global error drop index is proposed, the
mathematical model of this method is derived theoretically,
and the identification mode of several wrong parameters or
bad data can be identified simultaneously by this method. In
[8], a new parameter identification index, the regularized
residual vector, and the identification index vector are
proposed to identify the wrong measurements and pa-
rameters. Compared with the traditional residual sensitivity
identification method, the parameter identification method
based on augmented security estimation has obvious ad-
vantages. In [9], it is pointed out that the augmented security
estimation identification method requires a high degree of
measurement redundancy, and it is necessary to determine
the suspicious parameter set in advance. In order to increase
the redundancy of measurement and ensure the observ-
ability of parameters, [10] has adopted multisection mea-
surement instead of single-section measurement in
traditional augmented security estimation, the method of
parameter identification based on multisection measure-
ment has improved the redundancy of measurement, and
the method of parameter identification based on multi-
section measurement has improved the redundancy of
measurement in the traditional extended parameter iden-
tification. Reference [11] proposes a multicloud to multifog
architecture and designs two kinds of service models by
employing containers to improve the resource utilization of
fog nodes and reduce the service delay. Experimental results
show that our proposed method could reduce the service
delay efficiently. However, the proposed method has not
taken the data security into account in the data transfor-
mation. Aiming at the secure information sharing in the
smart environment, [12] uses the identity-based signature to
present an anonymous key agreement protocol for the Smart
Grid infrastructure. +is protocol enables the smart meters
to get connected with utility control anonymously to avail of
the services provided by them. Moreover, performance
analysis is also observed to consolidate the reliability and
efficiency of the proposed protocol. However, the algorithm
cannot guarantee the security of user data in the edge
computing environment while taking into account the ac-
curacy of parameter identification. On the other hand, for
most parameter identification methods, the wrong pa-
rameters usually need a complex operation to identify one
by one. A regularized Lagrangian multiplier method for
parameter identification is proposed in [13]. In this
method, all parameters are assumed to have no errors and
are treated as a series of equality constraints, so that the
original parameter identification problem is equivalent to
an optimization problem. +erefore, it is possible to
identify bad data and parameter errors by regularized
residuals and regularized Lagrangian multipliers. Based
on the MIQP model and edge computing, a new method
for optimal identification of power network parameters is
designed in this paper. +e main innovations are as
follows:

(1) In order to realize the efficient management of
massive line data, a “cloud-tube-edge-end” archi-
tecture of power Internet of +ings is proposed. +e
edge computing layer collects terminal data and
conducts data analysis, which greatly reduces the
computing pressure of cloud center.

(2) Due to the overidentification problem in the existing
parameter identification methods based on the
overall error reduction standard, a parameter
identification method based on MIQP model is
designed, and a penalty factor is added to the op-
timization model to better distinguish the wrong
parameters from the bad data, simplify the param-
eter identification process, and improve the identi-
fication accuracy.

(3) Because of the low-security configuration of the edge
computing layer and the large number of terminal
lines, it is easy to be attacked by network. +erefore,
the proposed method provides security protection
from four aspects: identity authentication and access
control, network monitoring and intrusion detec-
tion, data encryption, and privacy protection, so as to
ensure the data security in the system.

+e rest of the paper is organized as follows: Section 2
mainly introduces the architecture of power Internet of
+ings. Section 3 analyzes the mathematical description of
parameter identification and puts forward parameter
identification model and local state estimation. On the basis
of the previous chapters, Section 4 mainly introduces pa-
rameter identification using MIQP algorithm and security
assessment based on edge computing. Finally, some ex-
amples of the algorithm are analyzed and the experimental
results are given in Section 5.

2. The Architecture of Power Internet of Things

+e power Internet of +ings adopts the “cloud-tube-edge-
end” architecture, as shown in Figure 1. Among them,
“cloud,” as the cloud master station platform of the power
Internet of +ings, realizes advanced applications such as
asset management, dispatching automation, and energy
analysis through big data analysis technology and artificial
intelligence technology. As the data transmission channel
between “end” and “edge” and “edge” and “cloud,” “tube”
provides differentiated communication requirements for
various IP services of the power Internet of +ings.

As the terminal equipment of the power Internet of
+ings, the “terminal” generally includes intelligent meters,
branch box distribution network monitoring terminal, low-
voltage fault indicator, and various types of sensor units. It
undertakes the functions of monitoring, sensing, and col-
lecting power Internet of +ings and responds to the exe-
cution and protection functions of the “edge” layer of the
power Internet of +ings. Due to the large number of types
of terminal equipment and the complexity of traditional
manual access mode, the power Internet of +ings should
have plug and play and topology automatic maintenance
functions.
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As the edge computing node of the power Internet of
+ings, “edge” connects the massive devices in the power
system to realize real-time data perception, storage, and
calculation. It can also be used as a bridge for data trans-
mission to carry out data analysis and processing, alleviate
the pressure of massive data upload to the cloud center, and
ensure the real-time response processing of tasks. Under the
control of cloud master station, edge computing nodes make
decisions on the received tasks, choose to process locally or
unload to other edge servers or cloud master stations, and
change the networking and routing structure according to
the amount of data, so as to realize the optimization of task
processing. In addition, because the edge computing nodes
are deployed near the power equipment, the battery power
consumption of the terminal device connecting to the re-
mote gateway is reduced, and the life cycle of the terminal
device is prolonged.

In addition, with the gradual expansion of the appli-
cation of the power Internet of+ings, the real-time analysis
of network parameters is very important to master the
operation status of the power grid. And the related network
security issues also need to be paid attention to. +ere are a
large number of intelligent devices in power system, which is
vulnerable to physical attacks when they are in an open
physical environment. And in the edge computingmode, the
security configuration of the edge node is relatively low, and
the power data security is difficult to guarantee.+erefore, in
the process of power grid parameter identification, it is
necessary to carry out a certain security assessment to ensure
the stable and reliable operation of the power system.

3. Mathematical Description of
Parameter Identification

In the mathematical description of power system parameter
identification, according to the actual parameter

identification program, it is generally necessary to input the
measured data and the data information of the system
parameters, which is calculated by the static estimator
model. Output system state estimates and identifies pa-
rameters and structure estimate [12]. +e entire parameter
identification process is shown in Figure 2.

For the measurement system, the measurement vector
z is the m-dimensional vector, including the active power
of the branch, the measurement of the reactive tidal flow,
the active power of the node injection, the measurement
of the reactive power, and the measurement of the voltage
amplitude of the node. In the present power system, the
measured data are mainly derived from the real-time data
of supervisory control and data acquisition (SCADA) or
wide area measurement system (WAMS), as well as the
nontelemetry dataset by hand [14, 15]. +ere may be
errors for each measurement, which can be described as
follows:

Z � Z0 + vz, (1)

where Z0 is assumed to be the measurement real vector and
vz is the measurement error vector, assuming that vz is a
random vector withm-dimension obeying the mean value of
0 and variance of δ2 normal distribution. For measurements
that contain bad data, they are described as

Z � Z0 + vz + b, (2)

where b is an exception error attached as bad data. For the
power system, the mathematical description of parameter
identification mainly includes network parameters and
network wiring. For network parameter p, transformer
parameters and line parameters are mainly considered in
parameter identification: the former includes transformer
ratio and reactance, and the latter includes line reactance
and resistance.
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Figure 1: Architecture of power Internet of +ings.
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3.1. Local State Estimation. +e parameter identification is
the node complex voltage, that is, voltage amplitude and
voltage phase angle. +e nodal complex voltage polar co-
ordinates are expressed as shown in formula (3), where U is
the amplitude of the voltage and the port is the voltage phase
angle, and the rectangular coordinate form is shown in
formula (4), in which ei and jfi are the real and imaginary
parts of the complex voltage of the node, respectively:

U
∧

� Ue
jθ

, (3)

U � ei + jfi. (4)

+e measurement of the power system is usually the
voltage amplitude of the node and the active power and
reactive power injected into the node. In general power flow
calculation, voltage measurement and node injection power
measurement are known, and the measurement number is
exactly equal to the number of states to be calculated [16, 17].
+e types of measurement in parameter identification in-
clude the following three types [18]: node voltage amplitude,
node injection power measurement, and branch first and
end power values.

4. Parameter Identification and
Security Estimation

+e optimization method based on edge computing for
power network branch error parameter identification is that
the MIQP algorithm continuously iterates to optimize
branch parameters and makes local estimation. Finally, the
weighted sum of squares of local estimation residuals in-
cluding suspicious branches is minimized.

4.1. Optimization Objectives. For the optimization problem
described in this paper, the method of determining the
objective function is as follows.

When some parameters of a branch are changed and the
local partition of the branch is used for security estimation,
the parameter error will make the objective function value of
the security estimation larger to a certain extent. According
to this characteristic, the objective function of the security
estimation can be considered as the objective function of the
optimization problem, and the branch parameters of the
power network can be regarded as the variables to be

optimized. +e optimization model of the algorithm is as
follows:

minF � 
N

i�1
r
2
w(x), (5)

where N is the effective number of security estimations; x is
the state quantity to be estimated, which is the node voltage
amplitude and phase angle; rw is the measurement residual
value. Because the state variables need to be calculated by the
security estimation and the security estimation is based on
the actual parameters and measured data of the power
network, the state variable x can be expressed as a hidden
function with the actual parameters of the power network, so
the expression is as follows:

x � f g, b, yc( , (6)

where g, b, yc represents the wrong parameters of the power
grid to be optimized, respectively.

In the actual optimization process, it will change with the
number of iterations; while the power network parameters
change, the state variables of local estimation will change and
then affect the weighted measured residual value, namely,
the objective function value. So when the objective function
value in formula (5) is the smallest, the corresponding power
network parameter value is the final optimization value of
the parameter [19].

4.2. Parameter Identification Using MIQP Algorithm.
Consider the power system measurement models as follows
[20, 21]:

z � h x, pe(  + ε, (7)

where z is the measurement vector; x is the system state
vector, including voltage amplitude and phase angle, so the
network parameter error vector h(x, pe) is the nonlinear
measurement equation of the relationship between the ei-
genvalue measurement and the system state and network
parameter error; ε is the measurement error vector.

+e measurement error can be divided into two parts
[22, 23]:

ε � ve + r, (8)

where ve is the error vector of suspicious measurement and
the corresponding components of nonsuspicious measure-
ment are all 0. r is the residual vector of measurement after
eliminating the influence of dubious measurement.
Substituting formula (8) into (7),

r � z − h x, pe(  − ve. (9)

+e following optimization model can be obtained by
adding network parameter error and measurement error to
weighted least squares security estimation problem and
adding penalty factor to network parameter error and
measurement error:

Security
estimator

Measured value z

Network parameter p

Systemstate estimation value

Network connection statue s Parameter and structure
estimation of identification

Figure 2: Security estimation input-output model.
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Minimize, J x, pe, ve, ei, bi(  � r
T
Wr + P 

i∈Sp

ei + 
i∈Sm

bi
⎛⎜⎝ ⎞⎟⎠,

s.t., r � z − h x, pe(  − ve,

− Mei ≤pe,i ≤Mei,∀i ∈ Sp,

− Mbi ≤ ve,i ≤Mbi,∀i ∈ Sm,

ei ∈ Binary, bi ∈ Binary,

(10)
where W is the inverse matrix of the measurement error
covariance matrix cov(r); P is an inverse matrix of the
measurement error covariance matrix, which can be used as
the weight matrix of measurement; P is a penalty factor of
bad data and error parameters; M is a large enough positive
value, which is generally chosen as 100; denotes the error of
parameter i, is the i element of vector Pe; ve, I denotes the
error of measurement i, is the i element of vector ve, and the
error of parameter I is the first element of vector ve, and the
error of parameter i is the first element of vector ve; Sp is a
suspicious parameter set; and s is a suspicious measure set.

By solving the above optimization model, the parameter
identification of the power Internet of+ings can be realized.
+e flowchart of parameter identification based on MIQP
model is shown in Figure 3.

(1) To read the network model and measurement of the
power system, firstly, the algorithm will read the
network topology, network parameters, and mea-
surement data for the actual power network.

(2) +e edge computing is based on a single measure-
ment section.+e measurement error and parameter
error are assumed to be 0, and the weighted least
square method is used to calculate the security es-
timation. +e initial vector r of the measurement
residual and the Jacobian matrix Hx of the mea-
surement can be obtained.

(3) Dubious measurements and parameter sets are se-
lected, and dubious measurements and parameter
sets are selected according to regularized Lagrangian
multipliers or the total error drop index.

(4) +e bad data and wrong parameters are identified by
MIQP model, and the MIQP model is established
based on the selected dubious measurement and
parameter set. +e MIQP model is solved by a
branch cutting plane method or commercial opti-
mization software, so as to determine the bad data
and wrong parameters.

(5) +e error measurement and error parameters are
obtained by calculating the MIQP model, and the
linear correction solution is given for the error
measurement and error parameters:

p � p
0

+ pe. (11)

(6) Finally, the algorithm needs to augment the security
estimation of the identified error parameters.

4.3. Security Assessment Based on Edge Computing. In the
edge computing layer of the power Internet of +ings, a
large number of line parameter data of terminal equip-
ment are gathered, and the security configuration of the
node itself is low, so it is vulnerable to network attacks,
threatening the reliable operation of the power grid. In
view of the security problem of edge computing in the
power Internet of +ings, corresponding defense mea-
sures need to be taken to ensure the security of the entire
power system [24]. +e security protection based on edge
computing mainly includes identity authentication and
access control, network monitoring and intrusion de-
tection, data encryption, and privacy protection, as shown
in Figure 4.

(1) Identity authentication and access control: during
the data transmission of the power Internet of
+ings, each power terminal device and edge
server should be given unique identity informa-
tion. +e terminal device sends a request to the
cloud center by virtue of its identity information.
+e cloud center generates a public key and
anonymous identity information for it according
to the information of the terminal device and sends
it to the edge device [25, 26]. +e edge device
decrypts and stores it locally with the private key.
When the end device accesses the edge device, it
sends a request to it, and the edge device au-
thenticates it. Only after passing the authentica-
tion of identity information, it can access resources
and perform other tasks [27].

(2) Network monitoring and intrusion detection: edge
computing needs real-time detection of node risk,
intelligent monitoring, and analysis of data trans-
mission, so as to avoid security risks. +e abnormal
point detection algorithm based on statistics can be
used to analyze the running state of the equipment in
real time, identify the abnormal behavior in the
network, and give early warning to the area that may
be threatened by security.

(3) Data encryption: in the edge computing, the trans-
mission content is encrypted based on attribute
encryption. For power terminal equipment, if its
attributes meet the access requirements of edge
equipment, it is judged that the access can be allowed
and the data information is decrypted.

(4) Privacy protection: in the power edge, the com-
puting node can connect with the power edge de-
vices through SSL sockets and select the target
independently. Once the risk of information leak-
age is found, the computing node will send out an
alarm message immediately. +e edge device can
adopt an encryption mechanism to establish the file
management system of privacy data. When the
user’s privacy information needs to be called, the
edge device sends a request to the user to obtain the
call authority, and the user can update and improve
or clear the sensitive data regularly.
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5. Numerical Simulation and Result Analysis

5.1. Parameter Setting of Numerical Simulation. +e pa-
rameter identification method of MIQP model is simulated
and tested based on IEEE 14-node test system. +e IEEE 14-
node test system is shown in Figure 3. In the simulation test,
the network parameter error is assumed to be reflected in the
network branch reactance; the system adopts full mea-
surement configuration; that is, all nodes are configured with
voltage measurement, and both ends of the branch are
equipped with active and reactive power measurements. In
each example, no other deviation is introduced in the re-
actance of other branches or in the measurement of system
analog quantity except for the assumed error.

5.2. Comparison and Analysis of Numerical Simulation
Results. In the IEEE 14-node test system, the following three
examples are tested based on the MIQP model parameter
identification method, as shown in Figure 5.

5.2.1. Identification of Single Measurement Error or Pa-
rameter Error. +is test example shows the simulation

results of the identification of single measurement error or
parameter error based on the MIQP model parameter
identification method and the comparison with the
simulation results of the total error drop index method.
Table 1 shows a series of error identification results based
on the MIQP model parameter identification method and
the total error descent index method for a single bad data
or error parameter. +e parameters or measurement er-
rors introduced in the example are 30% error of line
reactance or ±5% error of single analog measurement,
where x is branch reactance, P is branch active power
measurement, and Q is branch reactive power measure-
ment. +e two methods have the same identification re-
sults on the identification of single bad data or wrong
parameters.

When the error bias of a given assumption for a single
measurement error or parameter error is assumed to be
within ±50% of the error deviation of an error measurement
or parameter, based on the MIQP model parameter iden-
tification method and the total error drop index method, the
successful identification rate of all single measurement error
and parameter error simulation examples is shown in
Figure 6.

Start

Reading power system network model

Local state estimation

Select suspect measurement and 
parameter set

Identification of both side errors and parameter 
errors through the MIQP model

Linear correction of 
parameter error

Parameter estimation 

End

Figure 3: Flowchart of parameter identification based on MIQP model.
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Intrusion detection
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access control

Privacy protectionData encryption
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Figure 4: Security protection of edge computing layer.
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In Figure 6, it is noted that as an increasing percentage
error bias is introduced to the assumed error variables, based
on the MIQP model parameter identification method and
the total error drop index method, the successful identifi-
cation rate of the single measurement error and the pa-
rameter error has been improved obviously. Under the

condition of introducing the measurement error and pa-
rameter error of ±50%, the successful identification rate of
both methods can reach 80%.

Table 2 shows a series of error identification results based
on the MIQP model parameter identification method and
the total error descent index method for two wrong

Table 1: Single error identification results with two methods.

Assumed bad data and wrong parameter branch
Total error drop indicator method Parameter identification based on

MIQP model

Identification result Maximum total
error decline index Identification result

X1-5 X1-5 580.790 X1-5
X2-3 X2-3 413.616 X2-3
P2-5 P2-5 35.738 P2-5
P2-4 P2-4 33.565 P2-4
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Figure 5: Diagram of IEEE 14-bus test system.
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Figure 6: +e framework of wireless vision sensor network.
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parameters of adjacent branches. +e percentage error bias
introduced by this example is 30% error introduced by line
reactance.

When the error bias of the parameter is given and the
error deviation of the wrong parameter is assumed to be in
the range of ±50%, based on the MIQP model parameter
identification method and the total error drop index
method, the successful identification rate of two parameter
error simulation examples for all adjacent branches is shown
in Figure 7.

As shown in Table 3, both methods can accurately
identify the parameter error and measurement error of the
assumed same path. Moreover, the identification results
based on the MIQP model parameter identification method
and the total error descent index method are consistent, and
both methods can simultaneously identify the parameter
errors and the measurement errors of the same branch.

5.3. Comparison ofCovertData IntegrityAssaults. +e power
monitoring system data integrity attack detection accuracy is

Table 2: Two parameter errors at neighbor branches identification results with two methods.

Assumed bad data and wrong parameter branch
Total error drop indicator method Parameter identification

based on MIQP model

Iteration Identification result Maximum total error
decline index Identification result

X1-2 1 X1-5 132.434 X1-2
X1-5 2 X2-3 18.854 X1-5
X2-3 1 X4-5 336.403 X2-3
X2-4 2 X2-3 68.658 X2-4

3 X2-4 84.561
X4-7 1 X5-6 35.602 X4-7
X4-9 2 X4-7 6.163 X4-9
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Parameter identification method based on MIQP model
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Figure 7: Successful identification rates for a single error with two methods.

Table 3: Results of one parameter and one related measurement error at the same branch.

Assumed bad data and wrong parameter branch
Total error drop indicator method Parameter identification

based on MIQP model

Iteration Identification result Maximum total error
decline index Iteration

X1-2 3 X1-1 162.347 X1-1
P1-5 4 P1-2 18.263 P1-2
X2-4 4 X2-3 191.731 X2-3
P2-4 3 P2-4 20.594 P2-4
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an important indicator to measure whether the grid data is
abnormal or not [28]. +e accuracy calculation formula is

Accuracy �
TP + TN

Total Population
. (12)

Among them, a true positive (TP) is a point detected as a
positive sample, and a true negative (TN) is a point detected
as a negative sample.

In order to verify the performance of the proposed
method, compared with the methods proposed in [7, 9, 11],
the performance test results are shown in Figure 8.

It can be seen from Figure 8 that the proposed method is
superior to other methods in ensuring data security and can
achieve higher data anomaly detection accuracy with fewer
training samples.

6. Conclusion

Considering the large scale of the power Internet of +ings
and the large number of measured data and basic parameters
of power grid, a parameter identification method based on
MIQP and edge computing is proposed. +e local state
estimation is carried out on the traditional state estimation
method, and the estimated value is taken as the parameter
input of MIQP model. In the optimization model, the
penalty factor is introduced into the parameter error and
measurement error, and the optimization objective of
minimizing the error is solved to achieve the purpose of
parameter identification. At the same time, in the edge
computing, a variety of methods are used for security
protection to ensure the reliable transmission of data. +e
algorithm model can not only effectively identify multiple
parameter errors and measurement errors in the process of
parameter identification but also effectively avoid over-
identification in the overall error reduction indexmethod, so
that the algorithm has more ideal identification accuracy and
network security protection.

However, although the proposed method can improve
the efficiency of parameter identification to a great extent,
the calculation of the model is more complicated when the
power network is large, which leads to the decrease of
identification efficiency. +erefore, improving the identifi-
cation efficiency of the parameter identification method of
MIQP model also needs to be studied and analyzed in the
future.
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