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Aiming at the security problems caused by the access of a large number of new advanced metering system (AMI) equipment and
the rapid growth of new business data interaction volume and interaction frequency, a lightweight data security protection
method for power Internet of things (IoT) is proposed. Firstly, based on the “cloud-edge-end” AMI system architecture, a
multilevel anonymous authentication method is proposed to reduce the complexity of low-end equipment access without
reauthentication when smart meters and other devices access the system. .en, when fully homomorphic encryption is used for
data encryption transmission, the lightweight packet recombination protocol is introduced, the lightweight hash function is used
to reduce the calculation cost, and the sliding address windowmechanism is used to reduce the packet loss rate. Finally, improved
secure multiparty computing (SMPC) is used to achieve frequency hopping data aggregation, using shared key to calculate local
shared value for key update, reducing data interaction between massive devices and AMI cloud security server, and improving
broadband utilization in data aggregation process. .e experiment results indicate that the proposed method obtained better
utilization in bandwidth and shorter average data collection completion time. Besides, the proposed method can ensure the
information security in the interaction process.

1. Introduction

Advanced measurement infrastructure (AMI) system col-
lects power data from smart meters on the user side, carries
out data analysis and diagnosis, and realizes the state
monitoring of electricity meters in the power grid and the
metering of users’ electricity consumption [1]. In recent
years, the power Internet of things has been developed, in
order to meet more business needs, such as public utilities
data acquisition, distributed generation access and moni-
toring, charging pile data acquisition, demand side data
acquisition, enterprise energy efficiency monitoring, and
smart home applications. AMI system architecture is also
developing towards the direction of “cloud-edge-end.” .e
new AMI system introduces more IoT agent terminals and
various types of sensor equipment. With the access of
various types of equipment and the expansion of new ser-
vices, the frequency and volume of data interaction between

smart meters and master station systems will grow rapidly
[2]. In this process, it brings a lot of challenges to the security
protection. For example, the attacker can use these node
devices in the system to carry out man in the middle attack,
DoS attack, and data eavesdropping, steal the user’s relevant
privacy, tamper with the user’s electricity data, and even
launch a switch on attack on the user. .erefore, in the case
of so many new devices and more new business data in-
teraction, how to carry out efficient data security protection
is particularly important [3, 4].

At present, homomorphic encryption and security data
obfuscation are widely used to prevent attackers from
monitoring users [5]. .e Paillier cryptosystem is used to
aggregate the data in the network to improve the ability
against the internal/external attacks and protect the privacy
of users [6]. However, this method has the problem of
forward security of data, and the session key used is fixed.
Once leaked, the security will be difficult to guarantee. .e
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study in [7] proposed a distributed security framework,
which uses homomorphic encryption to encrypt user side
data and access control in smart grid, but each data packet
needs to be verified and signed. .e encryption scheme has
high cost and low efficiency. .e study in [8] proposed a
security protocol which realizes the anonymous transmis-
sion of metering data by using the way that themetering data
is stored and associated with multiple watt hour meters, but
this mode requires multiple encryption and decryption
operations, and the utilization rate of system resources is
low. In [9], a secure multiparty-based algorithm was pro-
posed. .is system can hide user data and maintain its
integrity without the need of trusted third party and diag-
nose forged and wrong signatures. However, due to the large
number of operations, the computing cost and network
overhead are relatively large, so it cannot meet the appli-
cation requirements of AMI.

.erefore, in order to solve the problems of low en-
cryption efficiency and high network overhead existing in
the existing methods, a lightweight data security protection
method of AMI for the power Internet of things is proposed.
.e main innovations are as follows:

(1) .e traditional main station of AMI system is under
great pressure, and the data processing response
efficiency is low, which cannot meet a large number
of new business requirements. .e proposed “cloud-
edge-end” AMI system architecture introduces the
edge layer, which has edge computing capability, and
can give priority to the localization of end layer data
in the edge layer. Under this framework, a multilevel
anonymous access authentication scheme for smart
meters and other devices is proposed. In the same
security computing environment, the plug and play
information model is used to dynamically access the
edge nodes (IoTproxy terminals) to achieve smooth,
low-latency, and secure service delivery from cloud
to end layer.

(2) In this new architecture, full homomorphic en-
cryption and SMPC are used to protect privacy data.
Aiming at the problem of excessive fragmentation of
data packets in the transmission of fully homo-
morphic encrypted data, lightweight packet reor-
ganization protocol is adopted to collect data of
corresponding length according to the size of packet
header, which simplifies the process of packet
grouping and reorganization. In order to reduce the
packet loss rate, lightweight hash function is used to
solve the problem of large ciphertext grouping and
heavy encryption. Moreover, the sliding address
window mechanism is introduced to reduce the
packet loss rate.

(3) Improve the data aggregation processing of SMPC,
use the shared key as the input of pseudorandom
number generator in all terminal devices under the
jurisdiction of each IoT agent terminal to calculate
the local shared value, reduce data interaction, and
improve the utilization rate of network bandwidth.

2. System Architecture and Problem Modelling

.e traditional AMI architecture only has two levels: master
station and smart meter. Some scenarios have concentrator
in the middle layer, but it is only data forwarding. All meter
data can only be uploaded to the master station for pro-
cessing. .e pressure of the master station is high, and the
response efficiency of data processing is low, which cannot
meet a large number of new business needs. .e proposed
“cloud-edge-end” AMI system architecture, as shown in
Figure 1, introduces edge layer, has edge computing capa-
bility, and can give priority to local processing of end layer
data in the edge layer.

“Cloud” refers to the cloud security server of the
measurement centre, which is responsible for gathering
data from edge nodes and performing advanced analysis
related to big data [10]. “Edge” is the edge node, that is, the
IoT agent terminal, which has a certain edge computing
ability, gathers the data of devices such as smart meters,
gives priority to localized processing, and sends the pro-
cessing results to the cloud. “End” refers to smart meters
and other types of devices (such as low-voltage fault sensor,
photovoltaic inverter, charging pile acquisition device,
etc.), responsible for data acquisition. In this framework, a
multilevel anonymous access authentication scheme for
smart meters and other devices is proposed. In the same
security computing environment, the plug and play in-
formation model is used to dynamically access the IoT
agent terminal to realize the dynamic management of smart
meters. Combined with the network threats existing in the
network data, the security goal of the system is designed,
and the data security transmission in AMI system is re-
alized through the proposed lightweight data aggregation
security protection method, and the smooth, low-delay,
and safe service delivery from cloud layer to end layer is
realized.

2.1. System Network Model. For each side of the AMI
system registration centre, there is a group of IoT proxy
terminals. On the upper side, it communicates with the
cloud security server of the measurement centre and
generally adopts wireless public network or wireless 4G
private network. On the other hand, it directly com-
municates with smart meters and other devices, using
micro power wireless, broadband carrier, Lora, and other
communication means, through single-hop plug and play
connection. Each IoT agent terminal is in charge of a part
of smart meters. With the help of the plug and play in-
formation model precached by IoT agent terminals, the
adaptive access of smart meters can be realized. More-
over, these IoT agent terminals have edge computing
capability. .rough preinstalled app applications, they
can independently provide services for the smart meters
in charge without the help of cloud. Similarly, through
the precached plug and play information model, IoT
agent terminals in different places can automatically
register to the cloud.
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It should be pointed out that the proposedmethod is based
on the AMI system network model and adopts multilevel
anonymous access authentication method for security pro-
tection. .e IoT proxy terminal and smart meter and other
devices are equipped with encryption chips. When the meter is
connected to the IoT proxy terminal, mutual identity au-
thentication must be conducted. When the IoTproxy terminal
is connected to the cloud security server, it must also conduct
two-way identity authentication. In general, smart meters and
other devices only need tomutually authenticate with IoTagent
terminal and establish session key, then conduct data inter-
action and localization processing, and send the processing
results to the cloud. .is mode can reduce the frequent au-
thentication and information interaction between the terminal
devices and the master station, improve the data processing
efficiency, and save the network bandwidth. Under the above
AMI system architecture of the power Internet of things, the
safety modelling and security protection methods are further
considered. In order to facilitate the expression, the devices
such as smartmeters are collectively referred to as devices in the
subsequent safety elaboration.

2.2. Security Modelling. In the new AMI network, the po-
tential security risks are as follows: (1) the eavesdropper steals
the data of other devices in the same network by capturing the
data of a certain end device; (2) the attacker simulates the
Internet of things agent terminal and sends false data collection
requests to the smart meter frequently, forming a network
storm and wasting network bandwidth; and (3) the eaves-
dropper captures and replays data packets, illegally steals
electricity, and even switches on and off. .erefore, the main
considerations of security modelling are as follows:

.e information of the end device is protected by data
encryption. Fully homomorphic encryption is used to transmit
hidden data packets. Even if the eavesdropper captures the data
packet, it is difficult to infer the actual reading. .e actual
reading can only be obtained when the private key owned by
the AMI cloud security server is obtained; for the SMPC-based
security protocol, the eavesdropper cannot obtaine private key.
It is also necessary to know the random number generated by
the target end device as the shared value of other devices before
reading other device data.

Before sending the collected end device data to the AMI
cloud security server, aggregate it in the network to prevent
the AMI cloud security server or any third party from
misusing the data. Let qi∀i ∈ 1, 2, . . . , n{ } be the reading of
the end device i, encrypt it with the public key of the AMI
cloud security server before transmission, that is, EncPK(qi),
and aggregate the data of the device in the network, and the
generated value yEG is transmitted to the AMI cloud security
server by the IoT agent terminal:



n

i�1
EncPK qi(  � yEG. (1)

.e same method is also applicable to SMPC-based se-
curity protocol. .e hidden data can be operated by using data
aggregation technology. Since the hidden data can be

aggregated by SMPC-based protocol, it is unnecessary to send
the actual values to the devices performing data aggregation.

Verify the identity of the sender and verify the integrity
of the transmitted data. .e security protocol based on
SMPC uses the elliptic curve digital signature algorithm to
authenticate the sender’s data packet [11, 12]. .e digital
signature is verified by packet sender to confirm the identity
of the data, and if there is no private key to create the
signature, the signature cannot be forged. When the sig-
nature is invalid, the content of the data packet cannot be
modified to ensure data integrity.

EncPK qi( , SigSKi
EncPK qi( (  . (2)

Identify and discard duplicate messages. Since all data
packets have a time stamp, if the data packet is adopted for
the current data collection, then the time stamp (TS) of the
data packet can be checked:

〈EncPK qi( ,TS〉, SigSKi
〈EncPK qi( ,TS〉(  . (3)

3. Lightweight Data Aggregation Security
Protection Method

.e proposed method uses full homomorphic encryption to
generate the public key of each IoT agent terminal. .e data
of the device is encrypted by the public key distributed
before sending. After the data is sent to the IoT agent ter-
minal in the region, the IoT agent terminal calculates the
shared value according to the SMPC protocol and decrypts
the received encrypted data if the conditions are met. After
collecting the data, each IoT agent terminal encrypts and
uploads the data through the key distributed by the cloud
security server. .e cloud security server determines
whether to receive the data according to the calculated
shared value and decrypts it for analysis and processing. In
the above process, the lightweight packet recombination
protocol is used to solve the packet recombination problem
at the receiving end of the data, and the packet loss rate is
reduced. When SMPC processes the key update of each
terminal device, the shared key is used as the input of
pseudorandom number generator to calculate the local
shared value, reduce data interaction, and improve the
utilization of network bandwidth [13].

3.1. Fully Homomorphic Encryption. .ere are two types of
homomorphic encryption system: partial homomorphic
encryption and fully homomorphic encryption. Partial
homomorphic encryption system [14] can only perform
homomorphic addition operation on ciphertext, while fully
homomorphic encryption can perform homomorphic ad-
dition and multiplication for encrypted data. In this paper,
fully homomorphic encryption is adopted.

In fully homomorphic encryption, Decrypt is supposed
as the decryption algorithm of encryption scheme, SK is the
private key, PK is the public key, f(x1, x2, . . . , xt) is the t −

ary function, and then the decryption result of

Mathematical Problems in Engineering 3



Decrypt(f(x1, x2, . . . , xt), SK) � f(m1, m2, . . . , mt) is con-
sistent with the corresponding operation result of plaintext.
Generally speaking, the fully homomorphic encryption
consists of a four tuple (KeyGen,Enc,Dec,Evaluate), in
which KeyGen (λ) is the key generation algorithm, which
generates the required private key and public key according
to the input security parameter λ; Enc(PK, m) is the en-
cryption algorithm, which uses public key PK to encrypt
plaintext m to get ciphertext c; Dec (SK, c) is a decryption
algorithm, which uses private key SK to decrypt ciphertext to
get plaintext; and Evaluate is a homomorphic evaluation
algorithm.

.e proposed method optimizes the Smart–Vercauteren
(SV) scheme based on fully homomorphic encryption
[15, 16]. .e SV method is composed of five algorithms:
KeyGen,Enc,Dec,Add,Multiply[17]. .e SV method re-
quires users to specify security parameters. .e public key is
composed of a prime number p and an integer αmodp. Since
only binary numbers are encrypted in this model, the private
key is only composed of integers z.

Since the readings of the device are encrypted with
public keys before being sent to the IoT agent terminal, the
SV homomorphic scheme can encrypt binary numbers only.
.e reading R of the device every 20 minutes is converted
into a fixed-point binary number Q, whose format is
Q[Q1].[QF], where Q1 and QF are integer and decimal
places, respectively [18]. After the encoding is completed, the
reading of each device is represented by a set of binary digits,
and on this basis, it performs bitwise fully homomorphic
encryption. .at is, an n-bit binary number
X � (xn, xn−1, . . . , x1), xi ∈ 0, 1{ }, which can be encrypted
with the following formula:

c � cn, cn−1, . . . , c1(  � EncPK(X)

� EncPK xn( ,EncPK xn−1( , . . . ,EncPK x1(  .
(4)

When the IoTagent terminal receives the ciphertext ci, it
uses the decryption function Dec and the private key SK to
decrypt the ciphertext ci in the binary number xi to obtain
the binary number Q. .e formula is

X � xn, xn−1, . . . , x1(  � DecSK(c)

� DecSK cn( ,DecSK cn−1( , . . . ,DecSK c1(  .
(5)

In addition, the data encryption transmission method
between the IoTproxy terminal and the cloud security server
is the same as the above method, which will not be repeated.

3.2. Lightweight Packet Reorganization inFullyHomomorphic
Encryption. When the SV method transmits data packets,
there is a problem of excessive fragmentation of data packets.
Specifically, the size of the datagram in the communications
connection is controlled by the window size (WS) field in the
message header. If the size of the data sent exceeds WS field,
the data stream will be sent in packets, especially the large
data packet ciphertext is divided into many segments to send
and then recombined at the receiving end, especially in
many devices after the data packet is segmented and then
sent to the IoT agent. Reorganization of the terminal will

consume a lot of computing overhead and increase the
packet loss rate.

A lightweight packet reorganization protocol is pro-
posed to overcome this problem, that the receiver does not
know the total size of the packets it will receive. .e
lightweight packet reorganization protocol can make the
device add a minimum header containing the size of the
packet in the sender of the segment reorganization pro-
tocol. By reading the packet size and collecting the data of
the corresponding size, the process of packet grouping
reorganization is simplified. .e lightweight hash func-
tion is used in the lightweight packet recombination
protocol to reduce the computing pressure of devices in
the power Internet of things, and the synchronization
error between devices can be processed by sliding address
window, which greatly reduces the packet loss rate of
packet packets [19]. When the protocol is initialized, the
initial value and key of the device IIDare transmitted to
the IoTagent terminal, and the sending window value is 1,
so it is not necessary to set the acceptance window;
however, the IoTagent terminal will reserve the space with
the window value of w for each device, and there is no
need to set the sending window. When the device counter
Nnow changes and meets the address jump condition, the
lightweight packet reorganization protocol is used to
obtain the address of the next hop of the data packet, and
the address chain list is updated; when the IoT agent
terminal counter Nnow changes, the lightweight packet
reorganization protocol is used to obtain the address of
the next hop of the device, and the address chain list is
updated. .e efficiency of communication is guaranteed
by sliding address [20]. .e main steps are as follows:

(1) .e address is generated. In order to ensure that the
rule of address hopping cannot be cracked to the
greatest extent, the lightweight packet recombination
protocol uses the full hash number hi of the current
address. In order to prevent the sender and receiver
from being out of sync in the transmission process,
the timestamp parameter ti is not included in the
hash calculation. .ere are

hi � H hi−1 KS

���� ,

IIDX(i) � hi( 0⟶ 63, i � 1, 2, . . .{ },
(6)

where hi is the hash value at time ti; the initial value
h0 of hi is the initial IID of the device X; IIDX(i) is the
IID of the device X after the transition at time ti;
(hi)0−63 is the operation of fetching the first 64 bits of
the data hi; and H[·] is the hash calculation. When
the protocol is initialized, the initial value and key of
the device at the end of the interaction are trans-
mitted to ensure data security in this link.

(2) .e address link list is updated. .e update of the
address link list of the lightweight packet reassembly
protocol is triggered by the change of the time
counter Nnow. Counter Nnow is the number of ad-
dress changes:
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Nnow � ⌊
Tnow − T0

Δt
⌋, (7)

where Tnow is the time provided by the clock; T0 is
the time stamp of the initial connection of the device;
Δt is the time step, that is, the time interval of address
jumps; ⌊ · ⌋ is the data rounding down; and Nnow is
the number of address changes between the start
time T0 and the current time Tnow of the system.
When Nnow >Nstored, make Nstored � Nnow and
update the address list at the same time; when
Nnow � Nstored, keep the original address list state.

(3) Slide the address window. In order to solve the
problems of low communication efficiency and high
packet loss rate caused by unsynchronized clocks, the
lightweight packet reassembly protocol uses a sliding
address window mechanism. .e sending address
window value is 1, and the receiving address window
value is w, but w will be set according to the security
requirements of the session, and the address window
will also slide forward with time.

3.3. Improve the Data Aggregation Processing of SMPC.
In the process of data encryption and decryption in the AMI
system, SMPC is used to update the keys of each device to
prevent attackers from stealing or attacking other devices
through one device, so as to further ensure the privacy and
security of data. Among them, SMPC means that in a
distributed network environment, n participants cooperate
to complete a certain calculation process; that is, a key is
divided into several parts and distributed to participants in a
certain area, and the participants cooperate to complete the
key reconstruction [21]..e process of SMPC is described as
follows:

Assuming that there are n devices involved, all calcu-
lations are performed in a finite field Zp, where p is a prime
number. For the privacy secret ri of device i, the unique
point xi ∈ Zp except zero is selected, and the random secret
sharing polynomial fi(x) with fi(0) � ri is selected. Its
unique point xi is sent to all other devices, and the shared
valuefj(xi) calculated by the other (n − 1) terminal device is
received, and then F(xi) � 

n
K�1 fK(xi) is calculated. .e

above steps are completed by all devices, and the calculated
F(xi) value is sent to the IoT agent terminal. .e IoT agent
terminal constructs a polynomial h(x) of degree (n − 1) by
using F(xm) value and Lagrange interpolation, where
m ∈ 1, . . . n{ }. .e constant term of h(x) is the collection of
secrets of all terminal devices under the jurisdiction of the
agent terminal of IoT.

Since SMPC requires communication between all de-
vices, this will increase the complexity of communication,
and the topology of the AMI network makes it infeasible
[22]. For this reason, it is proposed to use a shared key in all
devices under the jurisdiction of each IoT agent terminal.
And the key is used as the initial input of the random
number generator to preload it into the device.

Each round of data collection is initiated by the IoTagent
terminal. .e IoT agent terminal selects a round number cK

greater than the previous rounds, which will be sent to all
devices in the network under the jurisdiction of the IoTagent
terminal. Each terminal device i uses the random number
generation function PRNGi(·) to calculate the
fj(xi) � PRNGcK

i (Kj) value with the initial seed Kj at cK

time, where j ∈ 1, . . . , n{ }/i. If there are n terminal devices:
(0, ri), (x1, f1(xi)), . . . , (xn, fn(xi)) /(xi, fi(xi)), and a
new tuple (Xi, Fi(Xi)) is used to represent the above points,
then based on these points, the polynomial Fi(Xi) of degree
(n − 1) can be constructed. However, the coefficient of the
polynomial is not a random number. And the Lagrange
polynomial li(x) must be calculated for each terminal device
i to calculate the coefficient:

li(x) � 
n

j�1
j≠ i

x − xj

xi − xj

. (8)

.en the polynomial Fi(X) is

Fi(X) � 
n

j�1
Fi Xj  · li(X). (9)

Based on the above, the device i can use the formula in xi

instead of X to calculate its own share. After calculating all
shared values, the IoT agent terminal summarizes them and
uses the above method to construct a polynomial constant
term on the received Fi value, which is the sum of all ri values
to complete the update of the key.

Furthermore, the AMI network under the new archi-
tecture is a multihop network, which uses the advantages of
processing within the network to reduce bandwidth by
using a multihop method. Specifically, the Lagrange
polynomial calculated by each IoT agent terminal can be
calculated by multiplying the total share calculated by all
devices under its jurisdiction by the relevant Lagrange
polynomial to verify the shared value under its jurisdiction.
And the values are aggregated so that most of the calcu-
lation and data transmission are distributed between the
IoT agent terminal and each device. Finally, the IoT agent
terminal only needs to sign the result and send it to the
AMI cloud security server, which will further reduce the
data interaction between the mass terminal equipment and
the AMI cloud security server, improve the broadband
utilization rate in the data aggregation process, and reduce
calculations overhead.

4. Simulation Results and Analysis

Network simulator ns-3 [23] is applied to evaluate the
performance of the proposed method, and a “cloud-edge-
end” multihop network topology is established, which is
composed of 50 random multihop edge end local networks
with the size of N. For each local network, a grid node is used
as the agent terminal of IoT, and the (N − 1) grid node is
used as the device. Set the device data to 32 bits, global clock
synchronization, with time stamp.

.e method in [7] and [9] is compared with the pro-
posed method in simulation system, and the performance of
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each encryptionmethod is analyzed. Set the random number
generator for data aggregation to generate 128-bit random
numbers for identity verification. .e data packet transfer
rate, throughput, and the average data collection completion
time are adopted as the comparison index. .e data packet
transfer rate is the ratio of the number of data packets re-
ceived by the IoT agent terminal to the number of data
packets sent by the device. .e throughput is the total
amount of data received by the IoT agent terminal per
second. And the average data collection completion time is
the average time it takes for the IoTagent terminal to collect
a round of device data.

4.1. Packet Transfer Rate. Figure 2 shows the data packet
transfer rate of each method for different devices.

It can be seen from Figure 2 that for all methods, the packet
transfer rate is almost 100%, until after the 145-device topology,
the packet transfer rate of the methods of [7] and [9] begins to
decline. Compared with the proposed method, other methods
generate larger data packets, and the larger the data volume, the
higher the probability of congestion. In general, the increase in
the number of devices will not significantly reduce the packet
transfer rate performance of the proposed method.

4.2. 4roughput. .e throughput of each method is shown
in Figure 3.

It can be seen from Figure 3 that as the number of devices
in the network increases, the throughput values of different

methods also increase. .e throughput value is generated
according to the size of the generated data packet, and the
proposed method produces the smallest throughput. It can
be seen that compared with other methods, it generates the
smallest data packet. .rough throughput analysis, it can be
seen that the proposed method uses the least network
bandwidth.

4.3. Average Data Collection Completion Time. .e average
data collection completion time is an important indicator of
some AMI applications. .e average data collection com-
pletion time value of each method is shown in Figure 4.

It can be seen from Figure 4, with the growth of the
network, the average data collection completion time value of
each method will increase. Compared with [7] (60s/120s), it
takes less time for [9] and the proposed method to complete a
round of data collection. .at is why the size of data packets
generated by Paillier cryptosystem and random number
generator is much smaller than that generated by SV method.
With the increase of data, the data is divided into smaller
packets according to the size of the window SVmethod, which
increases the possibility of collision when accessing the channel
to transmit data. Each conflict will increase the waiting time of
avoiding collision and increase the reorganization cost, thus
increasing the collection completion time. In addition, the
average data collection completion time of the proposed
method is slightly larger than that of the Paillier cryptosystem,
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Figure 1: AMI system architecture based on “cloud-edge-end.”
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which is due to the addition of an improved SMPC key update
mechanism to ensure the security defense between devices.
Although it increases a small part of the computational
overhead, the overall performance of the proposed method is
still better than the other two methods.

4.4. Security Analysis. In order to demonstrate the data
security of the proposed method, it is compared with the
methods in [7] and [9], and the results are shown in Figure 5.
.e security index uses the ratio of the number of malicious
attacks and the total number of malicious attacks.

It can be seen from Figure 5 that with the increase of
network attacks, the security index of [7] begins to decline
slowly. After the number of attacks increases in the later period,
the index decreases faster, and the ability to resist network
threats is weak..e security index of [9] drops rapidly, and the
security performance drops sharply when there are a large
number of network attacks..ese twomethods do not have the
ability to resist many network attacks. With the increase of
network attack, the proposed model decreases smoothly and
tends to be stable, so it is suitable for the current network data
security requirements under the environment of power In-
ternet of things.
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5. Conclusions

In order to ensure the reliability and privacy of the new AMI
system data in the power Internet of things, the proposedmethod
is based on the “cloud-edge-end” AMI system architecture and
proposes a lightweight data aggregation protection method using
fully homomorphic encryption and SMPC. In order to solve the
problem that the aggregate data size of SV method changes, a
packet reorganization protocol is proposed to reduce the cost of

data packet reorganization process. In SMPC, the secret sharing
technology of pseudorandom number generator is used to hide
data information through data aggregation, which improves the
security of data information. In addition, the performance of the
proposedmethod is demonstrated..e experimental results show
that the proposedmethod performs better than the traditional SV
method in terms of bandwidth utilization and data collection..e
proposed method is feasible for AMI system security protection
based on “cloud-edge-end” architecture.
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