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Piracy is a major threat to maritime safety. Assessing piracy risk is crucial to ship safety, travel security, and emergency plan
preparation. In the absence of a thorough understanding of the factors and mechanisms that influence piracy, no perfect
mathematical equation can be set up for such risk assessment. Therefore, the major factors that influence piracy were identified to
construct an indicator system for assessment. These factors were analyzed, keeping in view the overall hazard, vulnerability, and
antirisk properties, and then the Bayesian network was introduced into the risk assessment model to fuse multiresource in-
formation. For some indicators, which have only qualitative information or fragmentary statistical data, the cloud model theory
was adopted to realize prior probability settings of the Bayesian network and thus made up for the deficiency in parameter settings.
Finally, the inherent hazard of the South China Sea was assessed, as an example for the model, and two real piracy cases were
studied to validate the proposed model. The assessment model constructed here can be applied to all cases, similar to the ones

studied here.

1. Introduction

Maritime piracy is a problem of international concern,
which poses human, economic, and environmental threats.
The core international channel continues to be the most
vulnerable high-risk region for long. According to the sta-
tistics of the International Maritime Organization (IMO),
many counterpiracy missions have been launched since
2008, but piracy continues unabated. Moreover, with con-
tinual international strikes on Somalia, piracy activities have
been tending to shift to the Arabian Sea and the Guinea Sea.

Piracy, a major threat to maritime safety, has become a
hotspot in international academia. Many qualitative re-
searches have been carried out since the early days to study
piracy, such as exploring antipiracy means with a focus on
laws and policies [1-4]. Later, the concept of mathematical
modeling has also been brought in to study piracy. For
instance, game theory [5, 6] and intuitionist fuzzy set [7]
have been utilized to suggest transport routes that can avoid
maritime pirates or to optimize counterpiracy patrolling

strategies. Besides, maritime piracy situation has been
modeled by several methods, such as dynamic Bayesian
network [8]. Bouejla et al [9, 10] and Chaze [11] have applied
Bayesian network and SARGOS system for modeling re-
sponse decision and risk management systems for coun-
tering piracy attacks. Furthermore, risk assessments of
maritime piracy have been carried out to assist ship owners
and captains in managing risk during pirate attacks [12, 13].

To summarize, the Bayesian network, by virtue of the
advantage it offers in directly extracting information from
complicated networks, has been widely used in the research
of piracy. However, it has not been applied so far to piracy
risk assessment. What is more, the focus of current research
on piracy risk assessment has so far been only on hazards of
piracy, without paying due attention to vulnerability and
antirisk properties. Furthermore, most of the existing re-
searches are based merely on the qualitative analysis or
simple probability statistics.

As travel security and emergency plan are fundamental
requirements to maritime safety, antipiracy studies will have
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to focus on quantitative risk assessment [14, 15]. So, the
focus of this study has been on constructing a quantitative
risk assessment framework for piracy, using Bayesian net-
work and taking into account the overall hazard, vulnera-
bility, and antirisk property. In fact, piracy risk assessment
necessarily requires fusion of information from multiple
sources, such as data statistics, expert knowledge, and
qualitative textual messages. Bayesian network is considered
the best mathematical tool for such fusion [16-18]. But,
when setting the prior probability of some nodes using
textual messages, expert knowledge, and fragmentary sta-
tistical data, no proper means is available to overcome
aporia. The existing methods, such as Expectation Maxi-
mization algorithm and Gibbs algorithm, concentrate on
conditional probability setting, ignoring the improvement in
accuracy of prior probability setting. The expanded Bayesian
model (Qualitative Bayesian Network) can very well be
applied to knowledge-expression and data-mining prob-
lems, but it gives only a quantitative result.

Thus, for the leaf-nodes with expert knowledge, quali-
tative message, and fragmentary statistical data, the right
choice to obtain their probability distribution is to explore
the means for expressing the linguistic concept and
extracting the distribution. However, this issue has not been
mentioned by any of the previous researchers. Therefore,
this study will introduce the cloud model theory to deal with
context-based information expression and to optimize prior
probability settings of the Bayesian network, based on which
the quantitative assessment framework for piracy risk can be
established. The outcome of this exercise would help the
decision-makers in arriving at more intuitive and objective
decisions. The optimized Bayesian network can also help in
quantitative risk assessment of similar problems.

The remainder of the paper is organized as follows:
Section 2 analyzes the major factors that influence the risk of
piracy; Section 3 presents the risk assessment model, to-
gether with its major theory; Section 4 deals with the ex-
periment on piracy risk assessment, based on historical data
and scenario simulation; and Section 5 presents the con-
clusions of this study, followed by proposals for future work.

2. Theory of Piracy Risk

The definition of risk has not reached into a unified defi-
nition, so as the components of risk. Some researchers
represent risk as the combination of three components:
hazard (the possibility that the triggering event takes place),
vulnerability (a particular condition or state of a system
before the triggering event takes place), and consequence
(potential losses) [19, 20], whereas some researchers rep-
resent risk as the combination of hazard, vulnerability, and
antirisk property (the ability of the system or the exterior to
resist the risk, it is also called coping capacities) [21, 22].
This paper accepts the latter components referred to in
the last paragraph; that is, the risk consisted of hazard,
vulnerability, and antirisk property. Therefore, the risk
system of piracy can be deemed as a combination of the
hazards of pirate, vulnerability of the attacked ship, and
antirisk property of both the ships and the escort force on the
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sea. That is, when the attacked object confronts risk factors,
its exposure and sensitivity to these factors will inflict loss on
it, the magnitude of which depends on the intensity of risk
factors, duration of exposure, and degree of sensitivity.
Generally, the greater the magnitude (size and degree) of the
risk factors is, the more the risk would be. However, the
antirisk property of the boat and the resistance of the escort
force will, to some extent, decrease the risk.

2.1. Analysis of Piracy Hazard. IMO reports provide the
details of every pirate attack. According to these reports,
pirates generally get away by taking some goods and ma-
terials from ships, just as thieves and robbers do. Sometimes,
they also injure the workers on ships, or, less frequently, even
kidnap them. The hazard of piracy comes from both the
probability of being attacked by pirates and the severity of
their attacks. Generally, the greater the probability (severity)
of the attack is, the higher the hazard would be.

The probability of a ship attack can be assessed from
several factors.

2.1.1. Historical Records of Piracy Attacks. The record of
piracy attacks on the research area in recent years would be
of significant help in assessing the probability of a ship being
attacked. The more the recorded instances of attack are, the
greater the probability of piracy would be.

2.1.2. Economic Situation of Circumjacent Countries.
Generally speaking, when the economic conditions of a
country deteriorate to the extent of impoverishing the
people, then the people of that country tend to migrate to
any of the surrounding countries, where the conditions are
favorable. An excellent example in this regard is the
emergence of Somali pirates. So, the worse the economic
situation of a country is, the greater the risk of piracy in the
circumjacent countries would be.

2.1.3. Political Situation of Circumjacent Countries. If the
political situation of a country becomes turbulent, then the
national mood will be instability, which leads to an increase
in the number of domestic conflicts. As a consequence, the
countrymen, who are badly affected by such conflicts, would
tend to join some criminal organization or the other. Be-
sides, political instability in a country can lead to deterio-
ration of economic conditions, which, in turn, will lead to an
increase in the number of refugees in the circumjacent
countries and thus to the increase in the number of pirates.

2.1.4. Weather Conditions. Pirates are known to avoid
hostile weather conditions, such as monsoon seasons, high
winds, high waves, and strong ocean currents [23]. For
example, more than 50% of pirates’ attacks occurred during
springtime, when the weather is favorable with mild winds,
gentle waves, and good visibility. Therefore, the more fa-
vorable the weather conditions are, the greater the proba-
bility of piracy would be.
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2.1.5. Geographical Conditions. The natural geographic
setting of an area forms an important factor in defining the
vulnerability of that area for piracy. Intricate geographical
conditions provide an ideal hideout for pirates. For instance,
the Indonesian Sea, which is popularly referred to as
“thousand island country,” is considered one of the most
vulnerable sites for piracy in the South Sea. Generally, the
more intricate the geographical setting is, the greater the
probability of piracy would be.

Furthermore, the hazard of piracy in any area can be
assessed by the historical account of the severity of the at-
tacks in that area. Generally, the pirate gangs hang out in the
same chosen area. If the historical accounts of piracy are
events of mere thefts with no involvement of weapons, then
it implies that the pirates in that area pose no serious threat
and can, therefore, be easily dealt with. According to IMO
reports, the severity of piracy in any area can be judged from
two factors.

2.1.6. Number of Pirates. The statistical study of IMO re-
ports shows that the more the number of pirates is, the
higher their success rate would be. The annual IMO reports
generally record the number of pirates involved in an attack
into three categories, 1-4, 5-10, and more than 10, with risk
level increasing in that order.

2.1.7. Weaponry of Pirates. IMO reports record the weapons
used by pirates in the attack into four categories: none, knife,
long knife, and gun. According to the reports, when the
pirates attack without weapons, they tend to just steal a few
goods and materials, and thus their success rate tends to be
low; on the contrary, when they are armed with good
weapons, they pose a serious threat to the safety of ship’s
crew, and thus their success rates tend to be high. Therefore,
the more sophisticated the pirates’ weapons are, the greater
the threat to the ships would be and consequently the higher
the hazard would be.

2.2. Analysis of Vulnerability of Attacked Objects. The vul-
nerability of attacked object is the inner property of that
object, which renders it amenable to hazards. The propensity
of being affected by a stimulus depends on both exposure
and sensitivity of a system, where exposure is the condition
of being subjected to detrimental effect; it thus reflects the
biophysical nature of the stimulus, characteristic of the
location, and nature of the system. Sensitivity refers to the
degree to which a system responds to, or is affected by, a
stimulus and is related to the characteristics of the system
and to broader nonclimatic factors (e.g., land use, livelihood,
infrastructure, and government policy) [24].

The pirates cause loss of goods and materials to the ships
by dishonest means and, sometimes, even by endangering
the safety of the ship’s crew. Thus, the main targets of pirates’
attacks are the goods and the crew, especially the goods. In
piracy, the intensity of exposure depends on the value of the
goods and the number of crew. The higher the goods’ value is
or the greater the crew number is, the greater the exposure

would be and, consequently, the higher the risk would be.
And, the main sensitivity of the ship, subjected to piracy, is
the degree of domestic need for the goods on the ship, that is,
the degree of dependency of that country on external
supplies for those goods. If the dependency is very high, then
domestic demand for the goods will be very high. So when
the goods are lost, what matters is not their cost, but their
nonavailability when needed, and hence the risk consequent
to the loss will be high.

2.3. Analysis of Antirisk Property of the System. The antirisk
property of the attacked object is the strength of that object
to resist risk and to combat the pirates, and such strength
comes from within the attacked object and the external
system.

2.3.1. Escort Force. The strength of the escort force has a
significant influence on piracy, especially because it can serve
to frighten the small pirate groups. At present, the pre-
vention of piracy has become a matter of international
concern. The actions so far taken by the escort force and
regional defense forces and those taken with international
cooperation have given remarkable results, as reflected by
the sharp decrease in the number of piracies.

2.3.2. Communication Facilities and Self-Defense Equipment
of Ships. Once piracy occurs or about to occur, the attacked
or about-to-be attacked ship sends a wireless message to the
nearest information center. On receiving the message, the
concerned authorities will undertake rescue operations.
Therefore, communication facilities are crucial to timely
rescue of ships. Furthermore, each ship should be equipped
with self-defense weaponry and some security staff to
contain the threat from pirates.

2.3.3. Quality of Emergency Plan and Ability of Action.
Nowadays, many ship companies keep emergency plans
ready to deal with piracy, because piracy is the singular, most
critical issue that threatens the safety of ocean-going ships.
Once a ship is attacked by pirates, the concerned ship
company immediately activates its emergency plan to reduce
possible loss, to the possible extent. A typical example in this
regard is the ship of Shanghai Zhen Hua company, which
was once attacked by pirates in Somalia area in February
2011. However, because of its strong emergency plan, the
ship could successfully repel the pirates.

3. The Model for Evaluation

Li [25] proposed the cloud model to quantitatively represent
the linguistic terms and to effectively integrate their fuzzi-
ness and randomness in a unified way, based on probability
theory and fuzzy set. For this study, the authors’ approach
was to apply the cloud model theory to the Bayesian network
for prior probability setting in order to obtain the probability
distribution of nodes with fragmentary statistical data or



qualitative information. Next, they introduce the process of
their assessment model and illustrate its major theory.

3.1. Data Extracting and Processing. The data for piracy risk
evaluation should cover the indicators referred to in Section
2. Data in respect of vulnerability and part of prevention
capability are available with the attacked ship, while the
hazard data were taken from IMO report, IFs index,
ICAODS, and STEM30.

If the data were in quantitative terms, they were just
recorded and their grading standard was set. If the data were
in qualitative terms, experts” advice was sought for making
linguistic comments on the condition of the indicators,
based on the information available, and then the linguistic
comments were recorded.

3.2. The Construction of Bayesian Network. Bayesian network
(BN), also known as Bayesian reliability network, is not only
a graphical expression of causal relationship among vari-
ables [26] but also a probabilistic reasoning technique. It can
be represented by a binary: B = <G, 0>.

(i) G = (V, E) represents a directed acyclic graph. Vis a
set of nodes where each node represents a variable in
the problem domain. E is a set of arcs, and a directed
arc represents the causal dependency between
variables.

(ii) 0 is the network parameter, that is, the probability
distribution of nodes. 6 expresses the degree of
mutual influence between nodes and presents
quantitative characteristics in the knowledge domain.

Assume a set of variables V = (v,,...,v,). The mathe-
matical basis of BN is Bayes Theorem showed by equation
(1), which is also the core of Bayesian inference.

P(v,v;) P(v)-P(v;1v)
P(vj) P(Vj) ,

where P(v;) is the prior probability, P(v;lv) is the con-
ditional probability, and P(v;|v;) is the posterior proba-
bility. Based on P (v;), P(vilvj) could be derived by Bayes
Theorem under the relevant conditions P(vjlvi).

Bayesian network is generally used for causal repre-
sentation of the phenomena involved in a complex system or
process [27]. This approach allows for a better analysis of a
knowledge-based system. It uses the Bayesian network as a
modeling tool to quantify the risk of a complex system and
obtain a better estimate of the probability distribution of the
risk of a piracy event. Indeed, the scope of the Bayesian
network is wide enough to permit analysis of the propa-
gation of influences among the functions of different actors
within the system (expressed as conditional probabilities).

P(vilvj) = (1)

3.3. Prior Probability Setting for Bayesian Network. To realize
the Bayesian network, the probability of each node was set
up. The widely used statistical methods for probability es-
timation mean that the node needs to possess a large amount
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of statistical quantitative data or a distinct concept. There are
two kinds of data whose probability distribution is difficult
to obtain: (a) fragmentary statistical quantitative data and
(b) qualitative information. To obtain their probability
distribution, the data of piracy events were used as follows.

3.3.1. Nodes with Qualitative Information. Some nodes offer
only qualitative information. To obtain a quantitative and
global result for intuitionistic acquaintance, a mathematical
model is required to transform qualitative information into
quantitative data. During such transformation, the nature of
qualitative language should be retained to the maximum
extent possible. Therefore, digital characteristics of cloud
were used to transform the data, virtual cloud algorithm was
used to synthesize multiexperts’ views, and finally, the cloud
generator was applied for generating cloud droplets with
three characteristics (Ex, En, He), based on which the cloud
chart can be obtained. Then, the probability distribution of
one node is obtained by calculating the frequency of cloud
droplets at each risk level in the cloud chart.

The major theories that were applied for processing are
as follows.

The quantitative features (cloud) of the qualitative lin-
guistic concept are always represented by three digital
characteristics (Ex, En, He), which represent, respectively,
expectation, entropy, and hyperentropy. The hyperentropy
is a relatively new concept; it is a metric of uncertainty of
entropy, which shows the degree of deviation from the
normal distribution. It can also be considered a measure of
the maturity of the cloud model and is always provided by
the constructor of the model.

Virtual cloud algorithm is the most commonly used
algorithm for cloud computing. It can be used to work out
new digital characteristics, using the given digital char-
acteristics. Cloud algorithm is of different kinds, like
floating-cloud, integrating-cloud, decomposing-cloud,
and geometrical-cloud algorithms. Among them, the
floating-cloud and integrating-cloud algorithms are fre-
quently used for cloud integration; the decomposing-cloud
algorithm is inverted to the integrating-cloud algorithm by
decomposing one cloud into several clouds to depict the
concept in a more detailed and refined manner; the
geometrical-cloud algorithm is used for fitting a complete
cloud, based on some partial features [28].

Cloud generators can be divided into two kinds: forward
and converse. The forward cloud generator can generate
cloud droplets with three characteristics (Ex, En, He), which
enable mapping to quantitative data from qualitative con-
cept. Figure 1 shows the key features of the normal forward
cloud generator, whose algorithm is as follows (here, the
normal cloud is introduced because of its universality; the
significant mathematical properties of the normal cloud are
presented in detail in [29]):

(i) Generate a normal random value En’ with En as the
expectation and He? as the variance.

(ii) Generate a normal rzandom value x with En as the
expectation and En'" as the variance.
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Ex —»|
En —»| CG —> Drop (xi, p4)

He —»|

FIGURE 1: The normal forward cloud generator.

(iii) Calculate y(x;) = e ((xE0"/2(Ed)),

(iv) Generate x;, with membership degree y(x;), as the
cloud droplets in the number field.

(v) Repeat the above steps until the required amount of
cloud droplets are generated.

3.3.2. Nodes with Fragmentary Statistical Quantitative Data.
Every piracy event is reported by the attacked ship to
IMO. However, some details of the event are generally
lost in reporting, and this leads to missing data. To obtain
the probability distribution of such nodes, the data
distribution characteristics were extracted from the
fragmentary data, using the cloud transform theory. Once
the frequency distributions of the nodes were obtained,
the distributions were divided into several Gaussian
cloud distributions, some of which were overlapping each
other. By setting a constraint condition for the rela-
tionship between these distributions, the Gaussian dis-
tributions were synthesized into several distributions that
meet the constraint condition. Then, the membership to
each risk level was obtained by the probability distri-
bution of cloud droplets in the cloud chart.

The main aspects of the cloud transform theory are as
follows.

Any data distribution can be transformed into overlays
of several Gaussian distributions, and the process involved
in such transformation is known as Gaussian transform
[30]. The cloud transform used in converting the data
distribution into Gaussian cloud distributions is based on
the Gaussian transform. Then, by computing the amount of
overlap between two clouds, which represents the maturity
of partition, the partition of the data distribution was so
readjusted that the overlap between the clouds was very
little. For instance, Figure 2 shows the distribution curve
(solid blue line) of 776 academicians in Chinese Engi-
neering Academy, whose age ranges from 43 to 99 years. By
Gaussian cloud transform, the age distribution data were
divided into three and two kinds, as shown in Figures 2(a)
and 2(b), respectively. When the data were divided into
three kinds of clouds (see Figure 2(a)), the amount of
overlap between the clouds is huge (especially the two
clouds on the right), which means that the partition is
ambiguous. When the data were transformed into two
clouds (see Figure 2(b)), the overlap is within the ac-
ceptable limits, and hence the partition is considered much
better.

Thus, the cloud transform helped in reducing data
distribution and in depicting the areas of data concentration.
By the transform, a numerical interval in which the data
occupying larger probability can be obtained.

3.4. Conditional Probability Table Setting. The conditional
probability is the probability of occurrence of an event, when
it is known that another event has already occurred. When
the mathematical relationship is not clear, it is always ob-
tained by taking into account the experience of experts and
statistical analysis of historical data [31].

For piracy risk, the influence of secondary nodes on the
whole risk was not clear; so, it was difficult to construct
mathematical models that reflect the influencing mechanism
of each indicator. Therefore, fuzzy logic inference was ap-
plied to set up logical relationships of all kinds of scenarios
and to sort out those belonging to the probability of risk
levels. Using the scenarios so sorted out, the conditional
probability table was generated randomly.

3.5. The Inference of Bayesian Network and Its Software
Implementation. Based on the structure of Bayesian net-
work and its parameters settings, posterior probability
distribution of nodes can be inferred by probabilistic rea-
soning, whose mathematical basis is Bayes Theorem.
Bayesian reasoning algorithm includes exact algorithm and
approximate algorithm. Approximate algorithm is usually
applied to large-scale network structure to deal with ex-
cessive computation [32]. Considering the scale of the
network in our research, we apply the exact algorithm, joint
tree inference algorithm, to obtain a posteriori distribution.
The Bayesian reasoning algorithm used in the Netica soft-
ware is the joint tree inference algorithm. When the users
input prior information (the prior probabilities and con-
ditional probability tables) into the Netica platform to obtain
inferences, the results calculated will show up on the visual
interface. The Netica is a practical Bayesian network sim-
ulation software that can realize most Bayesian classifica-
tions and reasoning. Besides, it has an intuitive and friendly
user interface that allows users to draw the network and
some algorithms that help in achieving structure and pa-
rameter learning. Lastly, Netica software can change node
variable values arbitrarily and then automatically calculate
the probability distribution of each node, based on the
modified results.

To summarize, the flowchart of the model is illustrated in
Figure 3.

4. Experiment of Piracy Risk Assessment

4.1. Data Sources and Processing. IMO has been recording
the piracy events from 1982 till date. These reports contain,
besides the historical accounts of the events, the details of
each event, such as the number of pirates involved in each
event and the weaponry they used [33]. These data were
extracted from the report and their frequency statistics were
computed.

International Monetary Fund (IMF), World Risk Index
(WRI), and so on record every year several kinds of statistics
relating to economy, such as GDP per capita, poverty
population ratio, Gini coefficient, and CPI. The data are
recorded in different units and metrics for different coun-
tries. Because of these differences, standardization of the
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F1GURE 2: Gaussian cloud transform of academicians’ ages.
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Ficure 3: The flowchart of the risk assessment model.

data is rather difficult. Therefore, the entire global data were
divided into five levels, and the countries evaluated under
these levels were given linguistic comments, according to
their rankings.

The Transparency International (TI), World Govern
Index (WGI), WRI, and so on record several kinds of sta-
tistics relating to politics, such as state failure instability
event, state failure internal war event, governance corrup-
tion, and governance effectiveness. But, they do not contain
the data of certain countries; besides, the data are recorded in
different metrics for different countries. So, experts were
invited to give their linguistic comments according to the
rankings of the concerned countries.

The international comprehensive ocean atmosphere data
set (ICOADS) provides surface marine data. The data set is
merged from the disposed international data, including the
ships (commercial, naval, and research) measurement or
observation data, mooring and floating buoys data, coastal

site data, and other ocean station data. The variables in this
data set are wind velocity, wave height, visibility, and so on.
However, these data cannot provide complete information
on the weather condition that is relevant to piracy event. To
make up for this lacuna, the variables relating to the event
day were extracted and their frequency distribution analysis
was carried out.

NASA and NIMA provide SRTM-3 (Shuttle Radar
Topography Mission) data set, whose horizontal resolution
is 90 m and the time scale is from 2000. The data set provides
information on the geographic conditions of more than 80%
of the global land surface.

4.2. Construction of Bayesian Network for Piracy Risk. The
structure of the Bayesian network for piracy risk assessment
(see Figure 4) can be obtained based on expert knowledge, as
explained in Section 2.
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FIGURE 4: The structure of Bayesian network for piracy risk.

4.3. Prior Probability Setting for Bayesian Network. As al-
ready mentioned, there are two kinds of piracy data, whose
probability distribution is hard to get: (i) fragmentary sta-
tistical quantitative data and (ii) qualitative information. It
may please be recalled that, in Section 3, the risk assessment
model is introduced, along with the major theories involved
in processing these data to obtain the probability distribu-
tion of each node. In this section, two examples are given to
illustrate the application of these theories, one for qualitative
information and the other for fragmentary statistical
quantitative data.

4.3.1. The Nodes with Qualitative Information. There are two
nodes in the data of such format, one relating to the eco-
nomic situation of circumjacent countries and the other to
political situation. To illustrate the application of cloud
model theory, prior probability setting is introduced here for
the economic situation of circumjacent countries node.

The economic situation of circumjacent countries is
judged by certain indexes. Although there are many indexes,
the following four were chosen for this study: per capita
GDP, poverty percent less than $1.25, domestic Gini, and
human poverty index. The evaluated countries are around
the South Sea area and include China, Indonesia, Vietnam,
Philippines, Thailand, Malaysia, Singapore, Cambodia, and
Brunei. Because of the big differences between their mag-
nitude orders, standardizing their evaluations is very diffi-
cult. Based on the available data, the experts made their
comments on each indicator, which are shown in Table 1. In
this table, COM denotes comments, EL extremely low risk,
RL relatively low risk, ME medium risk, RH relatively high
risk, and EH extremely high risk.

The linguistic comments were then transferred to cloud
digital characteristics. It was assumed that (0, 20), (20, 40),
(40, 60), (60, 80), and (80, 100) represent, respectively, the
linguistic comments “extremely low,” “relatively low,” “me-
dium,” “relatively high,” and “extremely high.” According to
the normal cloud model, linguistic terms like “lower,” “me-
dium,” and “higher” are restricted by bilateral boundaries,

whose shape is a full bell. Its lower boundary was set as a and
the upper boundary as b. Thus, such linguistic terms were
quantified by equation (2). k is a constant value (0.1 for this
study), which represents the maturity of this model, as de-
cided by the experts [33]. However, such linguistic terms, such
as “extreme low” and “extreme high,” reached the left of the
right boundary of the universe of discourse, and thus the bell
shape of the cloud became a half-down or half-up bell cloud as
shown in Figure 5. To represent these linguistic terms, if the
boundary value a or b is set as Ex, then it will be quantified by
equation (3).

Ex — (a+b),
2
1 g b-a) @
6
He =k,
Ex=aorb,
(b-a)
< E = , 3
n 3 (3)
He =k

The digital characteristics of each comment are shown in
Table 2. Because of the independence between indicators, the
intersection within each indicator represents the economic
situation best. Therefore, floating cloud was introduced to
synthesize indicators' values. Then, the digital characteris-
tics of the cloud model that represent the general economic
situation of each country were computed and the results are
shown in Table 2.

Finally, the general economic situation of the sea area
under research, relative to that of the circumjacent countries,
was calculated by integrating the results of the cloud al-
gorithm, because the economic situation of every country
should be taken into account. Then, the comprehensive risk
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TaBLE 1: Linguistic economic situation comments for the nine circumjacent countries.

China COM Indonesia COM Vietnam COM Philippines COM Thailand COM
GDP per capita (x10?) $9.488 ME $8.274 RH $4.482 EH $5.737 EH $12.827 ME
Poverty percent less than $1.25 (x10%)  7.174 ME 14.938 EH 14.34 EH 16.724 EH 0.079 EL
Domestic Gini 0.422 RH 0.356 ME 0.359 ME 0.438 RH 0.397 ME
Human poverty index 4.845 ME 11.666 EH 9.283 RH 9.88 RH 5.309 ME
Malaysia COM Singapore COM Cambodia COM  Brunei COM
GDP per capita (x10?) $20.73 EL $71.477 EL $2.639 EH $70.54 EL
Poverty percent less than $1.25 (x10%)  0.014 EL 0 EL 17.008 EH 0 EL
Domestic Gini 0.467 RH 0.431 RH 0.366 ME 0.19 EL
Human poverty index 5.625 ME 2.661 RL 24.534 EH 2.276 RL
1

09 r

0.8 + § <Half-down bell cloud Half-up bell cloud>

0.7 1

0.6 r 1

o |

04 r 2 1

03 2 { 1

02f % B 1

< 4
01F > 4 1
:’S R
0 2. L L «t™
0 20 40 60 80 100

FiGure 5: The half-down and half-up bell cloud.

TasLE 2: The digital characteristics of cloud model for the comments about economic situations of the nine circumjacent countries.

China Indonesia Vietnam Philippines Thailand
GDP per capita (50, 3.33, 0.1) (70, 3.33, 0.1) (100, 6.67, 0.1) (100, 6.67, 0.1) (50, 3.33, 0.1)
Poverty percent less than $1.25 (x10?) (50, 3.33, 0.1) (100, 6.67, 0.1) (100, 6.67, 0.1) (100, 6.67, 0.1) (0, 6.67, 0.1)
Domestic Gini (70, 3.33, 0.1) (50, 3.33, 0.1) (50, 3.33, 0.1) (70, 3.33, 0.1) (50, 3.33, 0.1)
Human poverty index (50, 3.33, 0.1) (100, 6.67, 0.1) (70, 3.33, 0.1) (70, 3.33, 0.1) (50, 3.33, 0.1)
Economic situation (55, 3.33,0.1) (80, 5, 0.1) (80, 5, 0.1) (85, 5, 0.1) (37.5, 4.16, 0.1)
Malaysia Singapore Cambodia Brunei

GDP per capita (0, 6.67, 0.1) (0, 6.67, 0.1) (100, 6.67, 0.1) (0, 6.67, 0.1)

Poverty percent less than $1.25 (x10?) (0, 6.67, 0.1) (0, 6.67, 0.1) (100, 6.67, 0.1) (0, 6.67, 0.1)

Domestic Gini (70, 3.33, 0.1) (70, 3.33, 0.1) (50, 3.33, 0.1) (0, 6.67, 0.1)

Human poverty index (50, 3.33, 0.1) (30, 3.33, 0.1) (100, 6.67, 0.1) (30, 3.33, 0.1)

Economic situation (30, 5, 0.1) (25, 5, 0.1) (87.5, 5.835,0.1) (7.5, 5.84, 0.1)

for economic situation of that area can be worked out in the
form of digital characteristics (51.83, 18.94, 0.1). Finally, the
positive cloud generator was brought in to obtain the risk
cloud chart as shown in Figure 6. Because of the huge
differences between the economic situations of the countries,
there is great uncertainty in the cloud model. In addition, the
cloud droplets out of range are reckoned as stretch of
boundary value, so they are also considered as the notion
with “extremely high” or “extremely low” concept.

The risk cloud chart comprises two thousand randomly
generated cloud droplets. By counting the number of
droplets in each comment interval, the proportion of the

concepts occupying that interval was worked out. It can be
seen that the proportion of cloud droplets in the extremely
high-risk interval is 0.065, in the relatively high-risk interval
0.27, in the medium-risk interval 0.388, in the relatively low-
risk interval 0.232, and in the extremely low-risk interval
0.045. By this way, the probability distribution of the nodes
was obtained.

4.3.2. The Nodes with Fragmentary Statistical Quantitative
Data. There are also two nodes with such data format as the
weather condition and the number of pirates. Now, the prior
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FiGUre 6: Risk cloud chart of economic situation of researched
area.

probability setting for wind velocity node is presented to
illustrate the application of cloud transform theory.

Using the data from ICAODS database, the frequency
distribution of wind velocity was obtained as shown in
Figure 7 (see the blue curve). Following the existing
classification standards (the Beaufort Scale and the Visi-
bility Classification of Chinese National Standard (QX/T
114-2010)), the hazard degrees of wind velocity, wave
heights, and visibilities for this study were classified into
five grades as shown in Table 3: extremely low risk, rel-
atively low risk, medium risk, relatively high risk, and
extremely high risk.

Applying the Gaussian transform p(x) — Y., (a;-G
(4;>0;)), the frequency distributions of the domain were
converted into overlays of several Gaussian distributions.
From these distributions, the corresponding Gaussian cloud
distribution was obtained. Thus, by setting the constraint
condition “the Gaussian clouds do not overlap each other,”
set a circulating algorithm:

(i) If the Gaussian clouds overlap each other,

(ii) then the number of Gaussian clouds is from M to
M-1, and the two adjacent clouds are synthesized
into one cloud

(iii) The synthesized cloud is compared with its adjacent
cloud, and if they overlap, start (ii)

(iv) Finally, the clouds that do not overlap each other
represent the distribution of the concept

Fitting the data distribution of wind velocity, via cloud
transform, the cloud distribution of wind velocity is shown
in Figure 7.

In this figure, the red line is the fitting curve of the
Gaussian cloud, the green scatter is Gaussian cloud distri-
bution, and the blue curve is the distribution of initial data.
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FIGURE 7: Gaussian cloud distribution chart of wind velocity.

From this figure, it can be seen that the proportion of the
cloud droplets in the extremely high-risk interval is 0.656, in
the relatively high-risk interval 0.193, in the medium-risk
interval 0.103, in the relatively low-risk interval 0.025, and in
the extremely low-risk interval 0.023. Thus, the probability
of this node was obtained.

4.4. Conditional Probability Setting for Bayesian Network.
Based on the logical relationships and the corresponding
probabilities of risk level, the conditional probability table
was generated randomly. For example, Table 4 shows the
conditional probability table of “Hazard” node, generated on
the basis of “Probability” and “Consequence” nodes.

From the first row of Table 4, it can be seen that when the
risk levels of both “Probability” and “Consequence” are
extremely high, the membership of “Hazard” to extremely
high level is 96%, whereas the memberships to relatively
high, medium, and relatively low levels are 2%, 1%, and 1%,
respectively.

4.5. The Inference from Bayesian Network

4.5.1. Simulation Experiment of Hazard. The hazard of a
system is inherent and does not vary with the risk-bearing
objects. The risk confronted by the risk-bearing objects is the
superimposition of system hazard, objective vulnerability,
and antirisk property. The inherent hazard of the researched
area can be calculated, based on historical data. To achieve
this, the prior probability and conditional probability table
were input into Netica, and then the inference was made on
the network. After that, the membership degree to each risk
level of the hazard of the research area was worked out as
shown in Figure 8.
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TaBLE 3: Risk classification of wind velocity.

Risk level Extremely low Relatively low Medium Relatively high

Extremely high

Wind velocity (m/s) 17.1- 13.9-17.1 10.8-13.8 8-10.7

0-7.9

TaBLE 4: The conditional probability table of “Hazard” node.

Hazard (%)

Probability Consequence Extremely high Relatively high Medium Relatively low Extremely low
Extremely high Extremely high 96 2 1 1 0
Extremely high Relatively high 45 45 4 3 3
Extremely high Medium 46 3 47 3 1
Extremely high Relatively low 44 3 4 48 1
Extremely high Extremely low 44 5 0 6 45
Relatively high Extremely high 49 45 5 1 0
Relatively high Relatively high 7 93 0 0 0
Relatively high Medium 3 40 47 5 5
Relatively high Relatively low 3 43 3 43 8
Relatively high Extremely low 2 46 3 3 46
Medium Extremely high 50 2 47 1 0
Medium Relatively high 1 45 47 5 2
Medium Medium 0 1 98 1 0
Medium Relatively low 1 3 42 42 12
Medium Extremely low 96 2 96 2 1
Relatively low Extremely high 96 2 45 45 4
Relatively low Relatively high 45 45 46 3 47
Relatively low Medium 46 3 44 3 4
Relatively low Relatively low 44 3 44 5 0
Relatively low Extremely low 44 5 49 45 5
Extremely low Extremely high 49 45 7 93 0
Extremely low Relatively high 7 93 3 40 47
Extremely low Medium 3 40 3 43 3
Extremely low Relatively low 3 43 96 2 1
Extremely low Extremely low 2 46 45 45 4

Figure 8 shows that the membership of “probability”
node to extremely high-risk level is up to 42.9%, thus in-
dicating that the probability of ships being attacked by pi-
rates is extremely high. The membership of "consequence”
node to extremely high-risk level is the largest at 26.7%. The
risk of inherent hazard of the researched area is thus inferred
to be extremely high with the largest membership of 33.3%.

4.5.2. Validation of Model. In this section, two case histories,
relating to the South China Sea, are presented to validate the
proposed model.

(1) Piracy Accident, Bearing IMO No. 9522984. The whole
event was recorded as follows. The tug departed from
Singapore, en route to Cambodia, towing the Singapore-
registered barge CALISTA with 12 crewmembers on board.
It was hijacked by eight pirates dressed in black clothes and
armed with rifles and parangs. Initially, the pirates locked all
the crew members in their cabins and later, on the 10
February, set them adrift on a life raft. They were rescued on
11 February by the Malaysian Navy. The geographic coor-
dinates of the area of incident are 13°04.00’N, 47°04.00'E.
Using the climatic conditions of that day and the geo-
graphic conditions of that area, together with other relevant

data of the event, prior probabilities of the Bayesian network
were obtained. For this, first, the parameters were input, and
then the posterior probability of the target node was cal-
culated. The result is shown in Figure 9.

As shown in Figure 9, the piracy risk is extremely high
(with a membership degree of 30.7%), which is in good
agreement with the result of the real event, wherein the
pirates took hostage of the entire crew and hijacked the ship.

(2) Piracy Accident, Bearing IMO No. 9379662. The whole
event was recorded as follows. Four pirates armed with long
knives boarded the ship at the forecastle, where it was an-
chored. They attempted to disarm the two duty watchmen
and enter the cabins, but some alert crew members locked all
the entrances and the duty OOW raised alarm. So, the pi-
rates could just steal some stores of the ship and escape. The
geographic coordinates of the area of incident are
22°15.00'N, 91°44.00'E.

The result obtained by following the same procedure as
that of case 1 is shown in Figure 10.

As shown in Figure 10, the piracy risk is rather low (with
a membership degree of 42.6%), which is in conformity with
the result of the real event, wherein the pirates could only
steal some stores and escape.
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FiGURE 9: The Bayesian network inference of case 1.
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FIGURE 10: The Bayesian network inference of case 2.

5. Conclusion

In the present study, a quantitative risk assessment model for
piracy was constructed, using the Bayesian network. Cloud
model theory was used to achieve prior probability settings
of Bayesian network for the nodes with qualitative infor-
mation and fragmentary statistical quantitative data. Finally,
the hazards of piracy risk on the South China Sea were used
as an example for the application of the risk assessment
model. Furthermore, two case histories of real piracy events
were analyzed to validate the proposed model. The assess-
ment result shows that the piracy hazard of the South China
Sea is extremely high. Besides, the risk assessment results of
the two cases are in conformity with those of the real events.
Therefore, any ship or transport company can apply this
model for piracy risk assessment and adjust their emergency
plans according to the results of key nodes.

The piracy risk assessment is a fundamental requirement
for allocating equipment and preparing emergency plans for
ship travel. Similarly, prior probability settings of the
Bayesian network are fundamental to risk assessment, of
which requirement can be better solved by the proposed
model than by the existing ones. The potential of the pro-
posed model is summarized as follows:

(1) Prior probability of nodes can be obtained from
qualitative information, using the cloud model
theory. The cloud model reflects the uncertainty of
linguistic comments better than the traditional fuzzy
set does with random implementation and mem-
bership principle. And, exactly because of the ran-
domness of the cloud model, the probability can be

)

3)

counted in terms of cloud drops. For cloud model,
unlike the traditional method, the experts need to
make only linguistic comments on the evaluated
objectives and not to give their mathematical
probability distribution. This is better suited to the
human thinking model, because the cognition event
of humans is always a fuzzy concept and is difficult to
describe mathematically.

Prior probability of nodes can be obtained from
fragmentary statistical data, using the cloud trans-
form theory. This theory can extract the distribution
of quantitative data and classify it into appointed
kinds of Gaussian clouds. If the Gaussian clouds do
not overlap each other, then the main distributions
of the quantitative data show up clearly. Because the
cloud drops are random, the probability can be
assessed by counting them. The proposed method
works out the prior probability of the fragment
statistic data which provides a solution under the
condition with incomplete parameter, whereas the
existing researches and expanding models mostly
focus on the conditional probability settings with the
incomplete parameter.

Unlike the existing research methods on piracy risk,
the risk assessment model proposed here takes into
account the hazard of pirate, the vulnerability of
attacked ships, and the antirisk properties of both the
ships and their escort force. For this study, the major
factors involved in the formation of piracy risk
mechanism were analyzed and the indicator system
for piracy risk assessment was constructed. The
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results show that ships with different levels of vul-
nerability and different antirisk properties confront
different types of risks.

(4) The risk assessment model can be applied even to
cases with incomplete data set or qualitative
information.

Admittedly, the piracy risk assessment model proposed
here is not free from defects. Although the Bayesian net-
work, especially the one based on software platform, can
make real-time assessment of emergency events by changing
the probability distribution of nodes, it can only obtain the
risk, based on the known information and with delay. As
there are no definitive laws to project piracy risk, the
probability relationships between time slices remain un-
known. So, dynamic risk assessment of piracy is difficult. To
solve this problem, a lot more research has to be done.
Particularly, the laws of piracy risk will have to be found out
so that the probability relationships between the time slices
can be set up to make dynamic risk assessment of piracy risk
a distinct possibility. This, in turn, can help the decision-
makers in taking appropriate timely decisions for pre-
empting or containing piracy risk.

Data Availability

IMO has been recording the piracy events from 1982 till
date. These reports contain, besides the historical accounts of
the events, the details of each event, such as the number of
pirates involved in each event and the weaponry they used.
These data were extracted from the report and their fre-
quency statistics were computed. International Monetary
Fund (IMF), World Risk Index (WRI), and so on record
every year several kinds of statistics relating to economy,
such as GDP per capita, poverty population ratio, Gini
coeficient, and CPI. The data are recorded in different units
and metrics for different countries. Because of these dif-
ferences, standardization of the data is rather difficult.
Therefore, the entire global data were divided into five levels,
and the countries evaluated under these levels were given
linguistic comments, according to their rankings. The
Transparency International (TI), World Govern Index
(WGI), WRI, and so on record several kinds of statistics
relating to politics, such as state failure instability event, state
failure internal war event, governance corruption, and
governance effectiveness. But, they do not contain the data of
certain countries; besides, the data are recorded in different
metrics for different countries. So, experts were invited to
give their linguistic comments according to the rankings of
the concerned countries. The ICOADS provides surface
marine data. The data set is merged from the disposed in-
ternational data, including the ships (commercial, naval, and
research) measurement or observation data, mooring and
floating buoys data, coastal site data, and other ocean station
data. The variables in this data set are wind velocity, wave
height, visibility, and so on. However, these data cannot
provide complete information on the weather condition that
is relevant to piracy event. To make up for this lacuna, the
variables relating to the event day were extracted and their
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frequency distribution analysis was carried out. NASA and
NIMA provide SRTM-3 (Shuttle Radar Topography Mis-
sion) data set, whose horizontal resolution is 90 m and the
time scale is from 2000. The data set provides information on
the geographic conditions of more than 80% of the global
land surface.
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