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Fog computing is an emerging network paradigm. Due to its characteristics (e.g., geo-location and constrained resource), fog
computing is subject to a broad range of security threats. Intrusion detection system (IDS) is an essential security technology to
deal with the security threats in fog computing. We have introduced a fog computing IDS (FC-IDS) framework in our previous
work. In this paper, we study the optimal intrusion response strategy in fog computing based on the FC-IDS scheme proposed in our
previous work.We postulate the intrusion process in fog computing and describe it with amathematicalmodel based on differential
game theory. According to this model, the optimal response strategy is obtained corresponding to the optimal intrusion strategy.
Theoretical analysis and simulation results demonstrate that our security model can effectively stabilize the intrusion frequency of
the invaders in fog computing.

1. Introduction

Fog computing is an emerging network model [1]. As shown
in Figure 1, fog computing is a three-layer architecture: user
device layer, fog node layer, and cloud computing layer. Fog
nodes are service nodes located between cloud and users [2].
Fog nodes [3] are geo-distributed, which can provide low
latency services for users. The research in this paper is based
on this network architecture.

Fog nodes are located at the edge of the network, which is
closer to users. The needs of heterogeneous network access
and diverse services make fog nodes face more complex
and insecure network environment. The traditional network
security technology such as physical security technology
[4] is difficult to resist the multisource and cross-domain
intrusion [5]. It is necessary to research the network security
technology suitable for fog computing to deal with new
challenges. Intrusion detection system [6] (IDS) is a measure
that can provide effective security for fog network [7]. Our
previous work [8, 9] has proposed a general IDS framework
to protect cloud servers and fog nodes from security threats.
One of the functions of IDS is to make corresponding
response strategy based on attackers’ behaviors. In this
framework, intrusion response is the strategy and action for

intrusion when the fog node detects the intrusion. Response
strategy selection is the most critical problem in intrusion
response [10].

In the fog network, the intruder will attack the fog cluster
and carry out an invasion process from fog to cloud. Cloud
as a management system for fog cluster needs to respond to
such intrusion processes. The intruder implements different
frequency attacks on fog nodes.The purpose is to successfully
bypass the IDS deployed by the fog node, in order to intrude
into the system for further intrusion activities. In other
words, the intruder’s needs maximized his invasion success
expectations. For the system, the cloud server’s strategy is to
set the access forbidding rate to the fog cluster. In addition
to dealing with illegal users, fog cluster also needs to serve
legal users. The system needs to serve legal users as much as
possible. In order to find the optimal strategy of the intruder
and the system, we can regard the problem as a game [10], and
the intruder and the system are the players of the game.

In view of intrusion response, some researchers use static
game method to model and solve. A universal game model is
proposed in [11]. An approachnamedResponse andRecovery
Engine (RRE) [12] was proposed. RRE was based on Markov
game theory. Reference [13] proposed a dynamic intrusion
responsemodel based on game theory to assure the incentives
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Figure 1: Fog computing network structure.

of system. Noncooperative games model was applied to solve
the problem of intrusion response [14]. Using the modeled
stochastic game, the authors in [15] proposed a decision
working framework to take optimal actions in case of network
intrusion.

In fog computing, the interaction between fog nodes
and cloud is real time. In continuous time, the cloud needs
to make decisions in real time. Accordingly, intruders need
to change their strategy in real time to maximize their
gains. Differential game [16], as a game model in continuous
time, is more suitable for the network environment of fog
computing. At present, there is little reference about the
application of differential games in the field of fog computing
security. The relevant research is only found in [17]. The
author defines the strategy of fog nodes from the perspective
of energy consumption. The two players of the game are
vulnerable node and the malicious nodes in the fog cluster.
In this paper, the two players of the game are defined,
and strategic analysis from the perspective of the system
composed of fog cluster and the perspective of intruders is
made, respectively. The main work of this paper is to analyze
the characteristics of intrusion in the environment of fog
network, apply differential game to model the invaders and
system, respectively, and emphasize the theoretical analysis
of defense model of the system. In our model, the cloud
server can take the best security strategy to filter the access
requests of the illegal users based on the attack of invaders.
To our knowledge, this is the first differential game theory
approach to model the interactions between the intruder and
the system in fog computing.

The main contributions of this paper are as follows:
(1) The path and characteristics of invasion are analyzed

in the environment of fog computing. The invader model and
defense model of the system are built, respectively, according
to the invasion.

(2) We derive the optimal strategy of the system and the
rational intruder, i.e., the Nash equilibrium of the game.

(3)The simulation shows the outstanding performance of
the proposed strategy.

The rest of the paper is organized as follows. In Section 2,
we analyzed the intrusion process in fog computing. In Sec-
tion 3, the differential game models of intruders and system
are established and analyzed, respectively. In Section 4, the
feedback Nash equilibrium solution is given. The model
simulations are provided in Section 5. Finally, the main
conclusions are summarized in Section 6.

2. Intrusion in Fog Network

This study focuses on what strategy the system should take
when an intrusion occurs.The process that an invasion starts
from the fog nodes to the cloud is given. The ultimate goal
of invaders is to gain higher permissions on cloud servers,
thus causing greater damage to the entire fog network.
From the perspective of network attack, invasions from user
device layer to fog node layer and then to cloud servers are
implemented through different invasion methods. Figure 2
shows the invasion process mentioned above.

Fog nodes are faced with the heterogeneous network
environment and communication protocols, and operating
system and programbugs are easy to be exploited by invaders.
By detecting fog bugs, invaders can find bug in fog nodes.
In this process, an invader needs to send a number of access
requests to each fog node to detect the bug.When the number
of requests sent is too large, it will also cause a denial of service
attack (DoS) to the fog node. When an invader finds an
available bug, he will exploit bugs to achieve illegal invasions.
Once an invader fatally invades a fog node, it will first cause
serious harm to the users in the service range of the fog node,
such as Privacy leakage and Malware propagation. Secondly,
invaders will directly have a negative impact on the network
service of fog nodes, such as U2R on fog nodes. The ultimate
goal of the intruder is to gain access to the cloud server
and carry out further invasion. When an invader achieves
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Figure 2: Intrusion process in fog computing.
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Figure 3: The general framework for fog computing intrusion detection system.

a user-to-root attack (U2R) on a fog node, the bugs of the
cloud server will be continuously scanned and utilized by the
invader to seek access to the cloud. Reducing the invasion
frequency of invaders and improving the traffic of legal users
in the system are against the invasion in fog computing. The

focus of this study is on the intrusion response. Intrusion
response is an important function of IDS framework [8] as
shown in Figure 3.

The framework is a 6-layer IDS framework. It contains a
series of functional modules, such as detection and response,
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Table 1: The list of symbols' meanings.

Symbol Notation
𝑟𝑖(𝑡) Attacker’s strategy: intrusion frequency for each fog node at time 𝑡, and it is the control variable of the attackers𝑢(𝑡) Defender’s strategy: forbidding rate for system access at time 𝑡, and it is the control variable of the IDS𝑥(𝑡) System memory resource occupancy𝑊𝐴 The incomes of the attacker: expectation of invasion success𝑊𝐷 The incomes of the defender: access amount of legal users𝐽𝐴 The gains of the attacker𝐽𝐷 The gains of the defender𝜒 Total access amount of system at 𝑡𝛼 Forbidding factor𝜃 System capacity: 𝑢(𝑡) is enabled when the total access amount exceeds 𝜃𝛽 Proportion of legal users in 𝜒

which can ensure the security of fog computing. It shows
that intrusion response is deployed in the cloud. The defense
strategy of the cloud server is based on the whole system
in order to defend against invasion from illegal users and
minimize the loss of fog nodes after invasion. The invasion
from illegal users and the response of the cloud server
are regarded as the two players of attack-defense, and the
problem is modeled and described in Section 3.

3. Differential Game Models

In this section, we model the two players of attack-defense
in fog computing. In the process of invasion and response,
intruders and system can be viewed as two players of the
game, and their purpose is to maximize their benefits. The
invader invades every fog node. The invasion frequency of
each fog node is the attacker’s strategy, aiming to access the
fog node as much as possible so as to make illegal access.
For defenders, restricting the invasion of illegal users and

letting more legal users get access to fog network are the
purpose of the system.The cloud server is mainly responsible
for the implementation of the system response strategy. The
forbidding rate of accessing users, u(t), is the control strategy
of the cloud server. The process of intrusion and the process
of response are shown in Figure 4.

The invaders and defenders in fog computing are ana-
lyzed and modeled, respectively, showing the relationship
between the strategy of both invaders and defenders and their
benefits. The list of symbols' meanings, which can be used
during modeling, is shown in Table 1.

As shown in Figure 4, intruders start attack at fog nodes.
The frequency of invasion against fog nodes is 𝑟𝑖(𝑡). The
expectation of successful invasion is defined as the incomes
of invaders, which is 𝑊𝐴 = 𝑟𝑖(𝑡) ⋅ 𝜑𝑖(𝑡), and 𝜑𝑖(𝑡) is the
probability of a single successful invasion. The probability of
a round of successful invasion detected on the fog node 𝑖
will increase when 𝑟𝑖(𝑡) is increased.When 𝑟𝑖(𝑡) increases, the
probability of detecting attacks on the fog node will increase.

http://dict.cnki.net/dict_result.aspx?searchword=%e9%99%90%e5%88%b6%e5%9b%a0%e5%ad%90&tjType=sentence&style=&t=limiting+factor
http://dict.cnki.net/dict_result.aspx?searchword=%e7%b3%bb%e7%bb%9f%e5%ae%b9%e9%87%8f&tjType=sentence&style=&t=system+capacity
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We define 𝜑(𝑡) = 1 − 𝑟𝑖(𝑡)/𝑟𝑖−max, and 𝑟𝑖−max is the upper limit
of the invasion frequency on the ith fog node.The incomes of
invaders are

𝑊𝐴 = 𝑛∑
𝑖=1

𝑟𝑖 (𝑡) ⋅ [1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
] (1)

Cloud servers are as a defender of the system and the
defense strategy is deployed from the perspective of fog
cluster. The fog cluster is viewed as a system. When the
number of system’s access is too large, the system needs
to take corresponding response strategy. The functional
relationship between the system income and the access traffic
of system is given and the functional relationship between the
response strategy of system and the access traffic of system is
also given:

𝑊𝐷 = {{{
𝛽𝜒, (𝜒 ≤ 𝜃)
[1 − 𝑢 (𝑡)] ⋅ 𝜒, (𝜒 > 𝜃) (2)

𝜃 is the capacity of the system. When 𝜒 ≤ 𝜃, it represents
the traffic of the legal access in the system. 𝛽 represents the
proportion of legal users in 𝜒 and it is obvious that 𝛽 ≤ 1.𝑊𝐷 = 𝛽𝜒. When 𝜒 > 𝜃, it represents the traffic of the
abnormal access in the system. Obviously, the proportion of
illegal users is larger than legal access traffic. The original
forbidding rate will no longer apply to the response of the
system and the defense strategy 𝑢(𝑡) should be started at this
time.

The larger 𝜒 is, the greater proportion of illegal users is.
The forbidding peer rate of system needs to be larger. So𝑢(𝑡) = 𝛼 ⋅ 𝜒, and 𝛼 represents the forbidding factor.

When 𝜒 > 𝜃
𝑊𝐷 = (1 − 𝛼𝜒) ⋅ 𝜒 = −𝛼𝜒2 + 𝜒 (3)

According to formula (3),𝑊𝐷 exhibits an impact of quad-
ric relationship on 𝜒. Based on the properties of quadratic
function, we give Theorem 1.

Theorem 1. When the system starts the defense policy, the
maximum capacity of the system cannot exceed 1/𝛼.
Proof. When 𝜒 becomes large to 𝜒 = 1/𝛼, 𝑊𝐷 = 0. When𝜒 continues to become larger, 𝑊𝐷 < 0, the incomes of the
system are negative and legal users cannot make access and
the system is down. There is no meaning to start the strategy.

Corollary 2. Condition 1 for the system to take the response
strategy is that the value of𝜒 is between 𝜃 and 1/𝛼.𝜒 ∈ (𝜃, 1/𝛼).

The range of forbidding factor 𝛼 is as follows:
Based on the properties of quadratic function, max(𝑊𝐷)= 1/4𝛼. 𝜃 ≥ 1/4𝛼 because 𝑊𝐷 represents access amount of

legal users. When 𝜒 = 𝜃, the system reaches its critical point.
If 𝜃 < (1−𝛽)/𝛼, then 𝛽⋅𝜃 < −𝛼⋅𝜃2+𝜃.𝛽⋅𝜃 is max{𝑊𝐷}𝜒≤𝜃,

which is the maximal incomes of system before taking the
strategy.

From (2𝛼⋅𝜃−1)2 ≥ 0, it can be concluded that −𝛼⋅𝜃2+𝜃 ≤1/4𝛼.
Because of the properties of quadratic function, 1/4𝛼 is

the maximal incomes of the system after taking the strategy.𝛽 ⋅ 𝜃 < 1/4𝛼, which is max{𝑊𝐷}𝜒>𝜃 ≥ max{𝑊𝐷}𝜒≤𝜃.
The relationship between 𝜃 and 𝛼 is as follows:

14𝛼 ≤ 𝜃 < 1 − 𝛽𝛼 (4)

The inequality needs to satisfy 1/4𝛼 < (1 − 𝛽)/𝛼, and the
range of 𝛽 is further determined: 𝛽 ∈ (0, 0.75)

According to inequality (4), the range of forbidding factor𝛼 is as follows: 𝛼 ∈ [1/4𝜃, (1 − 𝛽)/𝜃).
Corollary 3. Condition 2 for the system to take the response
strategy 𝑢(𝑡) is as follows: 𝛼 ∈ [1/4𝜃, (1 − 𝛽)/𝜃), 𝛽 ∈ (0, 0.75).
Corollary 4. The maximal incomes of the system can be
improved when the response strategy is used.

Following the above, a precise function of income can be
obtained:

𝑊𝐷 = {{{{{
𝛽𝜒, 𝜒 ∈ [0, 𝜃]
[1 − 𝑢 (𝑡)] ⋅ 𝜒, 𝜒 ∈ (𝜃, 1𝛼]

𝛼 ∈ [ 14𝜃 , 1 − 𝛽𝜃 ) , 𝛽 ∈ (0, 0.75)
(5)

In the further discussion, when 𝜒 > 𝜃, the relationship
between incomes of the system and the strategy of the system
is important. From 𝑢(𝑡) = 𝛼 ⋅ 𝜒, the income after the strategy
being used is

𝑊𝐷 = −𝑢2 (𝑡)𝛼 + 𝑢 (𝑡)𝛼 (6)

The process of game is dynamic and continuous. Both
the invasion against fog nodes started by invaders and the
corresponding strategy executed by the system have a direct
impact on memory occupancy. Memory occupancy can be
dynamically represented as 𝑥(𝑡):

𝑑𝑥 (𝑡)𝑑𝑡 = [ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡) (7)

Because of 𝑥(𝑡), when the gains of both system and
invaders are calculated, the impact on the gains caused by𝑥(𝑡) needs to be considered. If the memory occupancy of
system increases, this may be due to the resource occupation
caused by the successful invasion. This is what invaders want,
as the starter of the invasion from outside. The impact of𝑥(𝑡) on the gains needs to be considered when the gains
are calculated. On the contrary, for the system, the start of
the response strategy requires system memory. 𝑥(𝑡) is as the
cost of response when calculating gains, it should deduct the
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impact of 𝑥(𝑡) on its gains from𝑊𝐷.The object functions [16]
of system gains and invader gains are

𝐽𝐷 = max
𝑢(𝑡)

∫𝑇
𝑡0

𝑒−𝑟(𝑡−𝑡0) [(1 − 𝑢 (𝑡)) 𝑢 (𝑡)𝛼 − 𝑐 ⋅ 𝑥 (𝑡)] 𝑑𝑡
+ 𝑞1 (𝑥 (𝑇)) 𝑒−𝑟(𝑇−𝑡0)

(8)

𝐽𝐴 = max
𝑟𝑖(𝑡)

∫𝑇
𝑡0

𝑒−𝑟(𝑡−𝑡0) [(1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
) 𝑟𝑖 (𝑡) + 𝑑

⋅ 𝑥 (𝑡)] 𝑑𝑡 + 𝑞2 (𝑥 (𝑇)) 𝑒−𝑟(𝑇−𝑡0)
(9)

c and d are influence factors of 𝑥(𝑡) on the gains of
invaders and gains of the system.

4. Solution of Optimal Strategy

In Section 3, intruders attack and system defense in fog
network are regarded as dynamic game processes, and a
differential game model is established. In this section, the
optimal strategy of differential game model established in
Section 3 will be solved [16, 18].

From Bellman equation, formula (8) can be changed to

− 𝑉𝑡 (𝑡, 𝑥)
= max
𝑢(𝑡)

{[(1 − 𝑢 (𝑡)) 𝑢 (𝑡)𝛼 − 𝑐 ⋅ 𝑥 (𝑡)] 𝑒−𝑟(𝑡−𝑡0)

+ 𝑉𝑥 (𝑡, 𝑥) [[ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡)]}
(10)

𝑉 (𝑇, 𝑥) = 𝑞1 (𝑥 (𝑇)) exp (−𝑟 (𝑇 − 𝑡0)) (11)

From the derivation of formula (10) with respect to 𝑢(𝑡),
we can obtain the optimal response strategy as

𝑢∗ (𝑡) = 12 (1 + 𝑉𝑥 (𝑡, 𝑥) 𝛼𝑏𝑒𝑟(𝑡−𝑡0)) (12)

We assume that

𝑉 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (𝐴 (𝑡) 𝑥 + 𝐵 (𝑡)) (13)

Substituting formula (12) into (10) and (11), we can get

𝑉𝑡 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐴 (𝑡) + 𝐴 (𝑡)) 𝑥
+ 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐵 (𝑡) + 𝐵 (𝑡)) (14)

𝑉𝑥 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0)𝐴 (𝑡) (15)

Then the optimal intrusion response strategy can be rep-
resented in terms of 𝐴(𝑡) as

𝑢∗ (𝑡) = 12 (1 + 𝐴 (𝑡) 𝛼𝑏) (16)

where we need to solve the expression of 𝐴(𝑡) firstly.

𝑉𝑥(𝑡, 𝑥) can be changed into

𝑉𝑥 (𝑡, 𝑥)
= e−𝑟(𝑡−𝑡0) (𝑟𝐴 (𝑡) 𝑥 + 𝑟𝐵 (𝑡) − 𝐴 (𝑡) 𝑥 − 𝐵 (𝑡))
= 1 + 𝐴 (𝑡) 𝛼𝑏2𝛼 − 14𝛼 (1 + 𝐴 (𝑡) 𝛼𝑏)2 + 𝐴 (𝑡)

⋅ [ 𝑛∑
𝑖=1

𝑎 [𝑟𝑖∗ (𝑡)]22 + 𝑏2 (1 + 𝐴 (𝑡) 𝛼𝑏) + 𝑥 (𝑡)]

(17)

from which we can deduce that

𝑟𝐴 (𝑡) − 𝐴 (𝑡) = 𝐴 (𝑡) − 𝑐
𝑟𝐵 (𝑡) − 𝐵 (𝑡) = 14𝛼 (1 − 𝐴2 (𝑡) 𝑎2𝑏2)

+ 𝑏2 (1 + 𝐴 (𝑡) 𝑎𝑏)2

+ 𝐴 (𝑡) n∑
i=1
𝑎 (r∗i (t))2

(18)

Formula (18) gives rise to the expression of 𝐴(𝑡)
𝐴 (𝑡) = 𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1 (19)

The optimal response strategy of system response is
finally presented

𝑢∗ (𝑡) = 12 (1 + 𝛼𝑏𝐴 (𝑡))
= 12 + 𝛼𝑏2 [𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1 ]]

(20)

Then we solve the optimal intrusion strategy. From
Bellman equation, formula (9) can be changed into

−𝑊𝑡 (𝑡, 𝑥)
= max
𝑟𝑖(𝑡)

{[𝑟𝑖 (𝑡) (1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
) + 𝑑 ⋅ 𝑥 (𝑡)] 𝑒−𝑟(𝑡−𝑡0)

+𝑊𝑥 (𝑡, 𝑥) [[ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡)]}
(21)

𝑊(𝑇, 𝑥) = 𝑞2 (𝑥 (𝑇)) exp (−𝑟 (𝑇 − 𝑡0)) (22)

In formula (21), the derivation with respect to 𝑟𝑖(𝑡) leads
to the optimal intrusion strategy

𝑟𝑖∗ (𝑡) = 𝑟𝑖−max2 − 2𝑟𝑖−max𝐶 (𝑡) 𝑎 (23)

In the same way, to solve the expression of 𝐶(𝑡), we
assume

𝑊(𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (𝐶 (𝑡) 𝑥 + 𝐷 (𝑡)) (24)
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Table 2: Range of parameters in the model.

Parameters 𝜃 𝛽 𝛼 a b c d r 𝑞1 𝑞2 𝑟𝑖−max

Range of value Upper limit 250 0.5 0.001 0.5 20 0.1 0.01 0.1 0.2 0.8 50
Lower limit 0.002 5 100 0.5 0.1 0.9 100

Substituting formula (23) into (21) and (22), we can get

𝑊𝑡 (𝑡, 𝑥)
= 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐶 (𝑡) 𝑥 + 𝐶 (𝑡) 𝑥 − 𝑟𝐷 (𝑡) + 𝐷 (𝑡)) (25)

𝑊𝑥 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0)𝐶 (𝑡) (26)

From formula (24),𝑊(𝑡, 𝑥) can be written as

𝑊(𝑡, 𝑥) = 𝑟𝑖−max2 − 2𝑟𝑖−max𝐶 (𝑡) 𝑎
− [ 𝑟𝑖−max4 (1 − 𝑟𝑖−max𝐶 (𝑡) 𝑎)2] + 𝐶 (𝑡)

⋅ [ 𝑛∑
𝑖=1

𝑎𝑟2𝑖−max4 (1 − 𝑟𝑖−max𝐶 (𝑡) 𝑎)2 + 𝑏𝑢∗ (𝑡) ) + 𝑥 (𝑡)]
− 𝑑 ⋅ 𝑥 (𝑡)

(27)

From formula (27), we can deduce that

𝑟𝐶 (𝑡) − 𝐶 (𝑡) = 𝑑 + 𝐶 (𝑡)
𝑟𝐷 (𝑡) − 𝐷 (𝑡) = 𝑄 (28)

where 𝑄 = 𝑟𝑖−max/(2 − 2𝑟𝑖−max𝐶(𝑡)𝑎) − 𝑟𝑖−max/4(1 −𝑟𝑖−max𝐶(𝑡)𝑎)2 + ∑𝑛𝑖=1(𝐶(𝑡)𝑎𝑟2𝑖−max/4(1 − 𝑟𝑖−max𝐶(𝑡)𝑎)2) +(𝑏𝐶(𝑡)/2)(1 + 𝐴(𝑡)𝛼𝑏).
We can get the expression of 𝐶(𝑡) as

𝐶 (𝑡) = 𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑑𝑟 − 1 (29)

Therefore, the optimal invasion strategy of each fog node
is

𝑟𝑖∗ (𝑡)
= 𝑟𝑖−max2 − 2𝑟𝑖−max [𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)/ (𝑟 − 1) − 𝑑/ (𝑟 − 1)] 𝑎

(30)

From formula (7), we can update the equation of state

𝑑𝑥∗ (𝑡)𝑑𝑡 = [ 𝑛∑
𝑖=1

𝑎( 𝑟𝑖−max2 − 2𝑟𝑖−max [𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)/ (𝑟 − 1) − 𝑑/ (𝑟 − 1)] 𝑎)
2]

+ 𝑏 [12 + 𝛼𝑏2 [𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1]] + 𝑥∗ (𝑡)
(31)

In summary, we get the optimal response strategy and the
optimal intrusion strategy. They are described with formula
(20) and (30), respectively.

5. Numerical Simulation

In this section, Matlab 2014a software is used for simulation.
According to themodel, the tendency of the optimal response
strategy changing with time and the tendency of the optimal
invasion strategy changing with time are analyzed, respec-
tively. In the limited time domain, 5 fog nodes are analyzed
in 20 minutes to obtain the dynamic rules of system strategy
and intruder strategy. The parameters used in the simulation
are shown in Table 2.

The access capacity of the system is 𝜃 = 250 and the
proportion of legal users in the system is 𝛽 = 0.5. From (5),
the range of 𝛼 is fixed. 𝑟𝑖−max is the invasion limit on each fog
node, its domain is between 50 and 100. For a and b, they
represent the influence factors of intrusion strategy and the
influence factors of response strategy on 𝑥(𝑡), respectively.

Since the influence of intruders on 𝑥(𝑡) is indirect and the
response strategy adopted by the system is direct to 𝑥(𝑡),
assuming a is less than b, d and c are the influence factor of𝑥(𝑡) on gains of invaders and the influence factor of 𝑥(𝑡) on
gains of system so c needs to be between 0.1 and 0.5 and d
needs to be between 0.01 and 0.1. r is a discount factor, which
needs to be between 0 and 1.

First, the response strategy of the system 𝑢(𝑡) is stimu-
lated. Figure 5 shows the changing rule of 𝑢(𝑡) in different
limiting factors 𝛼. It can be seen that the value of 𝛼 has an
impact on the initial value of the game. However, when the
game begins, no matter what 𝛼 is, 𝑢(𝑡) will converge and
be stable at around 10 minutes. This shows that when the
system capacity of 𝜃 and 𝛽 is fixed, the value of 𝛼 has a little
influence on the option of response strategy, which means
when choosing strategy, the attempts to choose limiting
factor 𝛼 do not have to be frequent, for the cloud server
choosing the strategy.

Figure 6 shows the convergence of the optimal defense
strategy of the system when the discount factor r takes
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Figure 5:The variation of optimal response strategy over time with
different 𝛼.
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Figure 6:The variation of optimal response strategy over time with
different 𝑟.

different values. The smaller r is, the faster optimal strategy
converges. When 𝑟 is 0.9, the terminal time of the game is
still not convergent. The reason for it is that 𝑟, as the main
parameter of the ultimate gains, will directly affect choosing
system response strategy in the process of dynamic game.

The optimal intrusion strategy of the invaders is stim-
ulated, assuming that an invader invades 5 fog nodes and
Figure 7 shows five intrusion strategies against 5 fog nodes
of different 𝑟𝑖−max. At the initial time, the frequency of
invasion is 0. As time goes on, the invaders will increase the
frequency of invasion to gain higher gains. However, as the
game continues, the invasion strategy 𝑟𝑖(𝑡) will also reach a
steady state. Similar to the system response strategy, it also
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Figure 7: The optimal intrusion strategy when 5 fog nodes are
invaded.
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Figure 8:The variation of optimal intrusion strategy over time with
different 𝑟.

converges at a certain time. Similarly, in order to observe the
convergence of 𝑟𝑖(𝑡), discount factor r takes different values.
Figure 8 shows the tendency of optimal intrusion strategy
changing with time when r takes different value. Obviously,
the smaller r is, the faster the optimal strategy converges.

A comprehensive analysis shows that the systembroadens
the restrictions on access traffic in the process of reducing the
forbidding rate 𝑢(𝑡) of the system. At the same time, in order
to maximize the incomes, the intruders will also enhance the
intrusion level on the fog nodes. As the game continues, the
system and intruders will adjust their strategy to maximize
their incomes. The system state 𝑥(𝑡) will also change when
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the strategy is changed. 𝑟𝑖(𝑡) and 𝑢(𝑡) will also affect the
incomes of players. Therefore, this process is a game between
two players adjusting the optimal strategy and making the
optimal strategy converge.

6. Conclusions

Fog computing is a new computing paradigm, and its security
problem can not be ignored. As the manager of fog cluster,
cloud server needs to respond in time when intrusion occurs.
Firstly, the characteristics of intrusion in fog computing are
analyzed, and the invaders and system in fog computing are
modeled, respectively. Then the differential game model is
solved, and the optimal strategy of intruders and system is
obtained. Finally, we simulated the optimal intrusion strategy
and the optimal response strategy, and we analyzed the
experimental results. The results show that our game model
and the optimal strategy can guarantee the security of fog
cluster.
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