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The Intelligent Transportation System (ITS) is an important application area of the Cyber-Physical System (CPS). To further
promote effective communication between vehicles, vehicular ad hoc networks (VANETs) have been widely used in the ITS.
However, the communication efficiency in VANETs is not only affected by the external environment but also more vulnerable to
malicious attacks. In order to address the above-mentioned issues, we propose a novel trust-basedmulticast routing protocol (TMR)
to defend against multiple attacks and improve the routing efficiency. In the proposed trust model, direct trust is calculated based
on Bayesian theory and indirect trust is computed according to evaluation credibility and activity.The fuzzy logic theory is used to
fuzzify the direct and indirect trust values, and then the total trust value of the node is obtained by defuzzification. With the help
of the obtained trust values, malicious vehicle nodes are eliminated in the processes of route establishment and route maintenance,
and finally, the network establishes trusted and efficient routes for data delivery. Comprehensive simulation experiments show that
our new protocol can effectively improve the transmission rate of data packets at the expense of a slight increase in end-to-end
delay and control overhead.

1. Introduction

As a combination of computation processes and physical
processes, cyber-physical systems (CPS) organically integrate
cyber systems and physical systems from environmental
perception [1]. To monitor road conditions, reduce traffic
accidents and improve transportation safety, researchers have
applied CPS to the smart transportation system to form
the Transportation Cyber-Physical System (T-CPS) [2]. With
the popularity of wireless communication technology and
mobile computing, the vehicular ad hoc network (VANET)
is assumed to be a significant component for both safety
and infotainment applications in T-CPS. VANET mainly
adopts a vehicle-to-vehicle (V2V) communication mode,
where participating vehicles and other neighboring vehicles
are allowed to exchange data by the wireless transceiver, and
if necessary, packets can be routed via adjacent vehicles to
destinations outside the communication range. Drivers can
make correct decisions by exchanging information about
each other’s driving intentions while driving. Emergency
vehicles can warn cars to take prompt evasive actions, thereby

providing an emergency passage. Vehicles can adjust routes
in time according to congestion alerts issued by the traffic
monitoring system. In the research on VANET, data distribu-
tion is regarded as one of the most critical processes, which
mainly depends on efficient routing protocols [3]. In order to
meet the different requirements of traffic users, the routing
protocols for VANET should have specific constraints, such
as a lowering of the end-to-end delay and packets loss
when forwarding packets. So far, researchers have proposed
routing protocols to ensure reliable data transmission and
information exchange between vehicles, which are roughly
divided into two categories (geography-based and topology-
based) according to different networking methods [4].

Compared with the static or low-speed moving nodes
in the traditional wireless network, the VANET node moves
faster and unpredictably, which leads to frequent changes
of network topology. Besides, owing to the unique features
of VANET itself, such as its dynamism, complexity, and
uncertainty, the difficulty of routing protocol design in
VANET is increased still further. On the other hand, the
VANET routing protocol is more vulnerable to threats due
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to the lack of infrastructure and the self-organization of the
network. Malicious vehicles may incorrectly forward and
even drop packets, or divert packets towards the wrong
relay nodes, preventing data from reaching their destination
nodes. Furthermore, vehicles colluding in the network may
also falsely improve their reputation, or maliciously slander
trusted vehicles, thereby interfering with the assessment of
node trustworthiness. If the reliability of the data cannot be
adequately assessed, the driver may make wrong judgments
based on malicious information received from misbehaving
vehicles, resulting in severe traffic jams. To solve the rout-
ing security problem, cryptography-based and trust-based
security mechanisms have been proposed [5–8]. The former
focuses on the integrity of the data but does not identify
malicious entitieswithin the network [7].On the contrary, the
trust-based security mechanisms are widely used in dealing
with internal attacks from malicious entities [8, 9]. However,
how to design a secure and efficient routing protocol on the
basis of the trust model is still a tremendous challenge in
VANET.

Therefore, in this paper, we first design a novel trust
model based on fuzzy logic theory to compute the trust
value of vehicles by direct trust and indirect trust. Then, a
secure multicast routing protocol based on the trust model
is presented to deal with multiple attacks (e.g., black attack,
grey attack, slander attack) from malicious vehicular nodes.
The main contributions of this paper are as follows:

(1) In the calculation of trust values of nodes, various
influencing factors affecting the trust are fully considered.
Also, the time decay function is used to ensure that the
node’s recent performance is given higher weight in the trust
calculation.

(2)The fuzzy logic theory is used to fuzzify the value of the
real decision factor, fuzzy inference is performed according to
fuzzy inference rules, and the final trust value of the node is
obtained after defuzzification.

(3) We integrate trust models into routing protocols and
design a secure multicast routing protocol to achieve reliable
and secure communication frommultiple sources tomultiple
destinations. Furthermore, we give detailed descriptions of
the data structure and packet format, route discovery process
and route maintenance process.

The remainder of this paper is organized as follows.
Section 2 discusses recent works in the literature.We describe
in detail a trust model in Section 3. In Section 4, we propose
a trust-based multicast routing protocol. The experimental
results are shown in Section 5. Finally, Section 6 presents
concluding remarks and directions for future research.

2. Related Works

A routing protocol is the premise of effective operation for
VANET. Slavik et al. [10] presented the Distribution-Adaptive
Distance with Channel Quality (DADCQ) protocol which
could select forwarding nodes based on the distance method.
The decision threshold function is created to determine the
decision threshold value and avoid the influence of node den-
sity, spatial distribution pattern, and wireless channel quality.
Li et al. [11] proposed a novel intersection-based routing with

QoS support for VANET, which composed of terminal inter-
section selection process, network exploration process and
optimal routing path selection process. To minimize the end-
to-end delay, Togou et al. [12] developed a distributed routing
protocol called Stable CDS-Based Routing Protocol (SCRP).
Before sending data messages, the protocol computes end-
to-end delay of entire routing path based on the weight
of each road segment. A cooperative volunteer protocol
was proposed for VANET in [13] to broadcasting warning
messages to emergency vehicles inNon-Line of Sight (NLOS)
conditions.Moreover, the context-aware system is established
to collect data and detect NLOS situations. To respond
quickly to emergencies and prevent further accidents,Mezher
et al. [14] designed a multimedia multi-metric map-aware
routing protocol. The real maps with SUMO are utilized to
create a realistic scenario, and the REVsim tool is exploited
to choose a right forwarding node. In [15], the authors
improve the existing ant colony optimization protocol using
the concept of fuzzy logic, in which the validity of link is
calculated by bandwidth, received signal strength metric and
congestion metric.

With the increasingly prominent problem of route secu-
rity, several schemes based on trust management have been
proposed to deal withmalicious attacks inVANET.Marmol et
al. designed a proposal based on trust and reputation infras-
tructure for VANET in [16], which can precisely identify
malicious or selfish nodes to prevent the spread of false or
bogus messages. In [17], an event-based reputation system
(EBRS) was proposed for defending against the conspired
Sybil attacks. EBRS can detect and suppress the propagation
of false messages employing reputation and trusted value of
events. The probabilistic and deterministic approaches are
used together to assess trust in [18]. The former computes
the trust level of vehicles by using collected information,
while the latter measures the trust level based on distances
calculated. Sun et al. [19] presented a trust evaluation model
based on membership cloud model for VANET. The goal of
cloud model precisely describes the uncertainty of the trust
relationships. Besides, they compute the cloud droplets and
the aggregated trust values using trustworthiness and algo-
rithm. Dahmane et al. [20] introduced a weighted probabilis-
tic and trust-aware strategy to ensure that the most reliability
relay nodes are selected in multi-hop communications. The
authors in [21] proposed a security framework that consists
of a hybrid trust model and amisbehaviour detection system,
to detect malicious vehicles.

In recent years, some researchers have integrated the trust
model into routing protocols and proposedmany trust-based
secure routing protocols. Based on the intersection-based
routing protocol GyTAR, Bouali et al. developed a novel
secure routing protocol S-GyTAR in [22].The protocol mon-
itors vehicles by cluster-based mechanism and evaluates trust
value by a reputation-based scheme. A trusted routing pro-
tocol based on GeoDTN+Nav is proposed in [23], primarily,
Bayesian trust management model and opportunistic routing
forwarding models are used to establish security paths. Ker-
rache et al. [24] demonstrated a trust-based routing protocol,
named TROUVE, to find the shortest and safest routing to a
destination by the distribution of dishonest nodes in VANET.
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Gazdar et al. [25] established distributed trust computing
framework for VANETs, which employed the direct experi-
ence to calculate neighbors’ trust value and utilized a tier-
based approach to alleviate malicious behaviours. Given the
authority levels of nodes, Yao et al. [26] developed a weight-
based dynamic entity centre trust model. Furthermore, they
also integrate the model into the routing protocol GPSR to
enhance the security and improve the data delivery rate.

However, these above-mentioned researchers have not
comprehensively investigated how to manage trust in vehicle
ad hoc networks in a holistic manner. Besides, those mecha-
nisms can introduce excessive routing overhead. Moreover,
so far as we know, there are fewer security protocols for
multicast which consider the concept of trust.

3. Trust Model

In this section, we describe our trust model in detail. The
trustmodel in this paper contains twoparts: the calculation of
node trust and the calculation of path trust. The node’s trust
is determined by two trust factors: direct trust and indirect
trust. And the path’s trust is determined by the trust values
of all the nodes on the path. Moreover, in this paper, we
introduce a novel method to synthesize a relevant node’s trust
value.

3.1. Calculation of Node Trust. We introduce the sliding
window mechanism to make sure that the latest interaction
period can take a greater weight in the calculation of node
trust.

3.1.1. Direct Trust. This latest period T can be divided into t
time periods, that is, 𝑇 = {𝑇1, 𝑇2, 𝑇3, . . . , 𝑇𝑡}. It is assumed
that in each period 𝑇𝑖, node A can monitor 𝑛𝑖 times the for-
warding behaviors of node B.The packet-forwarding ratios of
node B in time period 𝑇𝑖 are V𝑛𝑖 = {V𝑛1 , V𝑛2 , V𝑛3 , . . . , V𝑛𝑖}. We
set a threshold (L) for the packet-forwarding ratio, if there are
m𝑖 times higher than the threshold L, and then the number
below L is n𝑖-m𝑖. Wemake use of the Bayes theorem to reduce
the error in computing the reputation of a specific node,
which is calculated by combining the previous reputation
level and likelihood function (i.e., the posterior probability
in Bayes theorem is equal to the prior probability multiplied
by the adjustment factor). Beta distribution conforming to
the binomial distribution has the property of the conjugate
prior. Applying the beta distribution to the Bayes theorem,
if the prior probability satisfies the Beta distribution and
the binomial distribution function denotes the likelihood
function, then the final posterior probability is also satisfied
the Beta distribution. In this way, we can keep the form
of prior probability and posterior probability constant, and
give both the prior probability and the posterior probability
clearly physical meanings, separately.

In this paper, the last reputation vector denotes the
prior probability and the current reputation vector represents
the posterior probability. At this moment, the binomial
distribution function can be used as the adjustment factor.
The general form of the Beta distribution function is𝛽(𝑎, 𝑏) =
𝑥𝑎−1(1 − 𝑥)𝑏−1/𝐵(𝑎, 𝑏), where 𝐵(𝑎, 𝑏) is a normalization

constant which is used to ensure that the total probability
is 1. We set 𝐵(𝑎, 𝑏) = ∫1

0
𝑥𝑎−1(1 − 𝑥)𝑏−1𝑑𝑥, where x satisfies

[0, 1]. We assume that 𝑅𝑖-1 represents the value of the (𝑖-1)th
reputation evaluation vector according to the Beta distribu-
tion, and then the calculation of the posterior probability is
𝑅𝑖 = (𝑓𝑖(𝑥)/ ∫

1

0
𝑓𝑖(𝑥)𝑅𝑖−1𝑑𝑥)𝑅𝑖−1. In this paper, two mutually

independent events that conform to binomial distribution
are taken as whether the forwarding rate is higher than the
threshold value L, then it can obtained 𝑓𝑖(𝑥) = 𝐶𝑚𝑖𝑛𝑖 𝑥

𝑚𝑖(1 −
𝑥)𝑛𝑖−𝑚𝑖 . The reputation evaluation vector sequence of node
A to B is 𝑅𝑛 = {𝑅1, 𝑅2, 𝑅3, . . . , 𝑅𝑡}. As mentioned above, if
𝑅𝑖-1 ∼ 𝑏𝑒𝑡𝑎(𝑎𝑖-1, 𝑏𝑖-1), then 𝑅𝑖 ∼ 𝑏𝑒𝑡𝑎(𝑎𝑖-1 + 𝑚𝑖, 𝑏𝑖-1 + 𝑛𝑖-𝑚𝑖).
Then the values 𝑎1 = 𝑚1, 𝑏1 = 𝑛1-𝑚1, . . . , 𝑎𝑖 = 𝑎𝑖-1 + 𝑚𝑖,
𝑏𝑖 = 𝑏𝑖-1 + 𝑛𝑖-𝑚𝑖. Therefore, at the beginning 𝑡0, we can set
𝑎0 = 𝑏0 = 1, 𝑅0 ∼ 𝑏𝑒𝑡𝑎(1, 1). One of the trust metrics 𝑡𝑑 in
the𝑇𝑖 time period can be computed and updated by using the
expectation of beta distribution. The calculation equation is
shown as follows:

𝑡𝑑 =
𝑎𝑖
𝑎𝑖 + 𝑏𝑖

(𝑖 ≥ 1) (1)

The direct trust of node B from the point of view of node
A should also be affected by their interaction time and the
total amount of packets forwarded. Therefore, we can use
two metrics to describe the above-mentioned conditions, i.e.,
the time attenuation factor and the total amount of packets
forwarded factor.The equation for calculating the direct trust
is shown as follows:

𝑑𝑡𝐴𝐵 =
∑𝑡𝑖=1 𝜌𝑡−𝑖𝑀𝑖𝐴𝐵

𝑀 ∗ 𝑡𝑑 (2)

where 𝑀 = ∑𝑡𝑖=1 𝜌𝑡−𝑖, 𝜌𝑡−𝑖 (0 < 𝜌 < 1) denotes the time
attenuation function, and𝑀𝑖𝐴𝐵 denotes the amount of packets
forwarded by node B for node A during the 𝑇𝑖 period. The
greater the amount of packets forwarded is, the higher the
confidence of the obtained trust value will be. When there
is no direct interaction between nodes A and B, the value of
𝑑𝑡𝐴𝐵 is set to 0.5.

3.1.2. Indirect Trust. The indirect trust factor is crucial in
the calculation of node trust. If node A and node B have
no historical interactions, node A can still calculate the
trust value of node B based on gathering other nodes’ trust
recommendations of node B. In this paper, two kinds of trust
recommendation metrics (i.e., recommendation credibility
and activity factor) are used to calculate the indirect trust of
a specific node.

(1) Recommendation Credibility. Some malicious nodes do
not discard or modify packets, while maliciously defaming
other trustworthy nodes. This type of attack is also called a
bad-mouth attack or slander attack. In order to resist these
attacks, we can calculate the recommendation credibility of
the recommended nodes. It is assumed that {𝑗1, 𝑗2, 𝑗3, . . . , 𝑗𝑟}
are the neighbors of node 𝑗whichhave interactionswith node
i [27]. We can also divide the interaction period into 𝑁 ∗ 𝑇𝑡
(𝑁 >= 1) time periods during which node i interacts with
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any recommender.The direct trust of node 𝑗𝑙 within the time
period 𝑇𝑘 is 𝑑𝑡𝑘𝑖𝑗𝑙 (1 <= 𝑘 <= 𝑁) evaluated by node 𝑖, and
the direct trust of 𝑗𝑙 is 𝑑𝑡𝑘𝑗𝑗𝑙 evaluated by node j. Then, after
the N-th interaction, the degree of deviation of node j for the
trust evaluation of node 𝑗𝑙 is calculated using the following
equation:

𝑡𝑟𝑖𝑗𝑗𝑙 =
𝑁

∑
𝑘=1

𝜌𝑁−𝑘 (1 − 𝑑𝑡
𝑘
𝑗𝑗𝑙
− 𝑑𝑡𝑘𝑖𝑗𝑙

) (3)

Supposing the number of commonnodes is 𝑟, these nodes
interact with both node 𝑖 and node 𝑗. Then compared with
node 𝑖, the total degree of deviation of node 𝑗 for trust
evaluation is as follows:

𝑡𝑟𝑖𝑗 =
∑𝑟𝑙=1 𝑡𝑟𝑖𝑗𝑗𝑙
𝑟

(4)

We can suppose that there are 𝑅 nodes that interact with
𝑗’s neighbors. The greater the value of 𝑅 is, the more accurate
the obtained trust value will be. Then the recommendation
credibility of node 𝑗 is as follows:

𝑡𝑟𝑗 =
𝑒−1/𝑅∑𝑅𝑖=1 𝑡𝑟𝑖𝑗

𝑅
(5)

where 0 < 𝑒−1/𝑅 < 1, and this metric is used to adjust the
number of nodes on the evaluation of trust. The greater the
value of 𝑅 is, the closer it is to 1. We can also obtain a higher
recommendation credibility value for node 𝑗. Moreover, we
set an acceptable threshold for the recommendation cred-
ibility REC THRESHOLD. If the node’s recommendation
credibility is lower than this threshold, the recommended
information supplied can be ignored.

(2) Activity Factor.Themetric𝐻 can be defined as the activity
factor. If the number of neighbors of a specific node is 𝐺, and
the number of neighbors that have recently interacted with
this node is𝐹, thenwe can calculate roughly the activity factor
of this node using the following equation, 𝐻 = 𝐹/𝐺.

Finally, we can obtain the indirect trust of a specific node
𝐵 as follows:

𝑟𝑒𝐵 =
∑𝐹𝑗=1 𝑡𝑟𝑗𝑑𝑡𝑗𝐵𝑀𝑗𝐵
∑𝐹𝑗=1 𝑡𝑟𝑗𝑀𝑗𝐵

∗ 𝐻𝐵 (6)

Sections 3.1.1 and 3.1.2, respectively, calculate the node’s
direct trust and indirect trust. It is difficult to find an accurate
mathematical model to integrate these two factors. Yet the
ability to close the gap between imprecise human reasoning
and the computational logic of fuzzy logic makes it especially
attractive for the trust evaluation of the nodes.

3.1.3. Synthesis of Node Trust. The fuzzy logic model used
in this paper is similar to the traditional fuzzy logic system
which contains the following four steps: (1) transform the
true value variable into a fuzzy set by a fuzzifier; (2) design
fuzzy IF-THEN rules; (3) ue the fuzzy inference engine

combined with fuzzy IF-THEN rules to derive the node’s
degree of trustworthiness; (4) use a defuzzifier to convert the
fuzzy trustworthiness output into the real trust value.

First of all, we divided the two fuzzy trust factors into two
levels, that is, great and small.

Definition 1 (input or output range). 0 ≤ 𝑑𝑡 ≤ 1, 0 ≤
𝑟𝑒 ≤ 1. The closer the value is to 1, the greater the input is.
The output degree of node’s trust is divided into four levels:
fully trustworthy (𝑓𝑡), overall trustworthy (𝑜𝑡), generally
trustworthy (𝑔𝑡), untrustworthy (𝑢𝑡).

Definition 2 (node trust value). The trust value of a node
0 ≤ trust ≤ 1. The closer the value is to 1, the higher
the trustworthiness of the node is. Then these member
functions are defined using triangular membership functions
as follows:

𝑠𝑚𝑎𝑙𝑙 (𝑥) =
{
{
{

0.6 − 𝑥
0.6 𝑥 ∈ (0, 0.6)

0 𝑥 ∈ (0.6, 1)
(7)

𝑔𝑟𝑒𝑎𝑡 (𝑥) =
{{
{{
{

0 𝑥 ∈ (0, 0.4)
𝑥 − 0.4
0.6 𝑥 ∈ (0.4, 1)

(8)

𝑓𝑡 (𝑡) =
{
{
{

𝑡 − 0.6
0.4 𝑡 ∈ (0.6, 1)
0 𝑡 ∈ (0, 0.6)

(9)

𝑜𝑡 (𝑡) =
{{{{{
{{{{{
{

𝑡 − 0.4
0.2 𝑡 ∈ (0.4, 0.6)
0.8 − 𝑡
0.2 𝑡 ∈ (0.6, 0.8)
0 others

(10)

𝑙𝑡 (𝑡) =
{{{{{
{{{{{
{

𝑡 − 0.2
0.2 𝑡 ∈ (0.2, 0.4)
0.6 − 𝑡
0.2 𝑡 ∈ (0.4, 0.6)
0 others

(11)

𝑢𝑡 (𝑡) =
{
{
{

0.4 − 𝑡
0.4 𝑡 ∈ (0, 0.4)
0 𝑡 ∈ (0.4, 1)

(12)

The 𝑥 in (7) or (8) represents the dt or re value of a specific
node. The t in (9)∼(12) denotes the trust value of this node.
Input fuzzy set membership functions and output fuzzy set
membership functions can be shown in Figure 1.

Because of the subjective characteristic of trust, the node
ismore inclined to believe in the empirical value based on the
direct interactions between it and other nodes. Therefore the
fuzzy IF-THEN rules we designed should ensure that the dt
value takes a higher weight in the calculation of node’s trust
values. According to this, we set the four fuzzy IF-THEN rules
as follows:

(1) IF dt is great AND re is great, THEN the node is fully
trustworthy.
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Figure 1: Membership functions: (a) input fuzzy set membership functions; (b) output fuzzy set membership functions.

(2) IF dt is great AND re is small, THEN the node is
overall trustworthy.

(3) IF dt is small AND re is great, THEN the node is
generally trustworthy.

(4) IF dt is small AND re is small, THEN the node is
untrustworthy.

Themembership functions and rules given above are just
a set of instances. They can be revised as needed. If the input
and output sets can be more reasonable, the evaluation result
could be more objective.

The output fuzzy set is calculated by the fuzzy infer-
ence engine, and we define some required operators before
building the engine. Then we apply the centroid calculation
method to defuzzify the output fuzzy node trust value and
finally get the true trust value of a node. The centroid
calculation equation is shown as follows:

𝑡𝑟𝑢𝑠𝑡𝐵 =
∫1
0
𝑡𝑓 (𝑡) 𝑑𝑡

∫1
0
𝑓 (𝑡) 𝑑𝑡

(13)

where 𝑓(𝑡) is the final expression of the trust value through
fuzzy reasoning. We test several sets of trust values and get
the results in Table 1.

We put four kinds of combination, i.e., 𝑑𝑡 = 0.5, 𝑟𝑒 =
0.4; 𝑑𝑡 = 0.4, 𝑟𝑒 = 0.5; 𝑑𝑡 = 0.6, 𝑟𝑒 = 0.4; 𝑑𝑡 = 0.5, 𝑟𝑒 =
0.8, into the fuzzy logic system to get the trust values of the
node in Figure 2. We can figure out that the value of dt has a
greater influence on the calculation of node’s trust value than
re through analysing a large number of results.

Figure 3 shows the distribution of trust values of a specific
node for different input combination of dt and re. From the
trend in the curvature of this graph, apparently we can see
that when the dt value of the node is more than 0.4, as the dt
value increases, the trust value of the node increases rapidly.

3.2. Calculation of Path Trust. The credibility of a routing
path should also be assessed. In this paper, we use the metric
‘path trust’ (𝑃𝑇) to evaluate the above content. The path trust
value is closely related to the trust value of each intermediate
node on the path [28]. We refer to the barrel theory and take
the node trust value which has the lowest credibility as the
path trust value. For example, suppose that there are 𝑛 nodes
on the path, the source node is 𝑆, and the destination node
is 𝐷. Then the path trust value PT𝑆𝐷 is calculated as follows:
𝑃𝑇𝑆𝐷 = min{𝑡𝑟𝑢𝑠𝑡𝑆, . . . , 𝑡𝑟𝑢𝑠𝑡𝐷}.

4. Applying Trust Enhancement to
Multicast Routing

In this section, we apply trust enhancement to the standard
multicast ad hoc on-demand distance vector routing protocol
(i.e., MAODV [29]). We call this new trust-based routing
protocol as multicast trust-based ad hoc on-demand distance
vector routing protocol (i.e., MTAODV). Any node in the
network can calculate its neighbor’s trust value, and it can
select a trustworthy routing path for data delivery.

4.1. Trust-Based Route Discovery. Three new fields are added
to the original RREQmessages (i.e., Table 2) of MAODV that
are reverse path trust, required path trust, andmalicious node
address. The initial value of reverse path trust is 1. If a node
wants to join themulticast group but has no valid route, it will
broadcast a J flag RREQ message. The reverse path is built
when the RREQ message comes to the reply node. A node
that is close to the required node denotes the upstream node.
In contrast, it is a downstream node if it is close to the reply
node. The node that receives the message can calculate the
trust value of the sending or forwarding message node [30,
31]. This relevant node trust value will be used to compare
with the path trust value, and the reverse path value will be
updated to the smaller one. However, if the node trust value is
smaller than the required path trust, the J flag RREQmessage
will not be forwarded further.

One new field (i.e., average trust value, ATV) is added
to the original RREP messages (i.e., Table 3) of MAODV.
Assume that a selected routing path contains n nodes, and
then the average trust value can be calculated using the
following equation:

𝐴𝑇𝑉 = ∑
𝑛
𝑖=1 𝑡𝑟𝑢𝑠𝑡𝑖
𝑛 , (14)

where 𝑡𝑟𝑢𝑠𝑡𝑖 is the trust value of any node on the path. The
multicast group member who has received the J flag RREQ
message will reply with the RREP to the source node. The
forwarding route is built when the source node receives the
message. When there is more than one path from the source
node to the destination node, the source node should activate
one of them.The traditional MAODVprotocol stipulates that
the shortest one is selected as a priority [32]. InMTAODV, the
trust factor is the most important. So the destination node
will choose a path that has the greatest average trust value
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Table 1: The inference results of node’s trust values.

dt re Trust
0.9 0.3 0.6
0.3 0.9 0.4
0.6 0.4 0.464
0.5 0.8 0.562

dt=0.9 re=0.3 trust=0.6
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4

0 1 0 1

0 1
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4

0 1 0 1

0 1

Figure 2: Node trust evaluation process.

Table 2: Enhanced RREQ message.

Dest Addr
Dest Seq
J flag
R flag
Originator IP Address
Originator Sequence Number
Lifetime
Reverse Path Trust
Required Path Trust
Malicious Node Address

to send a MACT message. The path that has received the
message is activated, and any node that has not received the
message will delete the path of its cache.

4.2. Trust-Based Route Maintenance. Each multicast group
member maintains a multicast routing table. In this paper,
we put all the malicious node addresses in an array and place

Table 3: Enhanced RREP message.

Originator IP address
Dest Addr
Dest Seq#
R flag
Mgroup hop
Lifetime
Hop Cnt
Average Trust Value

the array in a multicast routing table, as shown in the Table 4
‘enhanced multicast routing table’.

After the multicast group is set up and the data is being
transmitted, the upstream node can monitor the forward
behaviors of the downstream node. If the downstream node
is detected as a malicious node, the upstream node will
unicast an RREQ message with this malicious node address
(as shown in theTable 5) to the group leader.Thegroup leader
receives the message and replies with an RREP message to
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Figure 3: The surface of the node trust value.

Table 4: Enhanced multicast routing table.

Multicast Group IP Address
Multicast Group Leader IP Address
Multicast Group Sequence Number
Hop Count to Multicast Group Leader
Hop Count to next Multicast Group Member
Next Hops: Next Hop IP Address;
Next Hop Interface;
Link Direction;
Activated Flag
{𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠Node1 Address;
Malicious Node2 Address;
Malicious Node3 Address;

}

that node. Then the group leader broadcasts a group hello
message with the malicious node address to the entire net-
work. A node that receives the message will record the
malicious address in its multicast routing table. All multicast
group members will disconnect from this malicious node
and rediscover another route to the multicast group. The
malicious node cannot be a group member until it recovers
from the multicast routing table. It will recover from the
multicast routing table after V Threshold time, and its trust
value will be set to 0.5.

4.3. Restoration of Broken Branches. As shown in Figure 4,
node S is the group leader. Supposing node B detects its
downstream node C is a malicious node, it unicasts an RREQ
message with this malicious node address (i.e., node C) to the
group leader (i.e., node S).This group leaderwill replywith an
RREPmessage to node B after it receives the RREQmessage.
Then the group leader broadcasts a group hello message with
the malicious node address to the entire network. Each node
in this network that receives the message will record the
malicious address in its multicast routing table. All multicast
group members in this multicast tree (i.e., node B and node

Table 5: Enhanced group hello message.

Group Leader IP address
Multicast Group IP address
Multicast Group Sequence Number
U flag
O flag
Hop Count
Malicious Node Address

F as shown in Figure 4) disconnect from this malicious node.
For instance, node F automatically sends a MACT message
with P flag to the upstream node to disconnect itself from
node C.Then, node F rediscovers another route to the multi-
cast group via performing the restoration of broken branches.
Besides, since the malicious node information (i.e., node C)
has been stored in the malicious node table of the network
node, the RREQmessage with J flag (initiated by node F) re-
forwarded by node C will be ignored by the next hop. This
mechanism can ensure that the malicious node can no longer
join the tree or become the intermediate forwarding node.

We set {hello interval ∗ (1 + allowed hello loss)} as the
threshold time to detect branch disconnection, and use the
hello message to detect the break. If a node does not receive
a hello message from a neighbor within the time specified
above, it can determine that the branch is broken. Once
the branch disconnection is detected, the downstream node
repairs the broken link. The downstream node broadcasts
a RREQ message with J flag until the message reaches any
group member, in which the destination address in this mes-
sage is set as the address of the group leader, the destination
sequence number is set as the last acquired multicast group
sequence number, and Mgroup Hop is set as the number
of hops to the group leader. Then the downstream node
establishes a path to this specific group member to complete
the link repair.

5. Experimental Results

5.1. Experimental Setup. Weuse the NS-2.35 simulator [33] to
estimate the performance ofMAODV [29],MTAODV, LWT-
MAODV [20] and RBTM-MAODV [26] under different
scenarios. The experimental parameters are set as shown in
the Table 6 [34]. In a 1000∗1000 square metre area, 40 nodes
perform the random way model.There are two source nodes
and eight destination nodes. The delivery ratio threshold L
is set to 0.7 and the base of the time attenuation function
is set to 0.9. We change the node maximum speed and the
number of malicious nodes in the network, respectively. In
the following scenarios, two simple types of routing attacks
(i.e., grey-hole attacks and black-hole attacks) are launched
by malicious nodes. In grey-hole attacks, data packets were
selectively forwarded by malicious nodes at a rate of 45%,
while in black-hole attacks, all data packets were dropped.

5.2. Performance Evaluation. The performance of the entire
network is shown by the following three vectors: packet
delivery ratio, end-to-end delay, and control overhead. The



8 Security and Communication Networks

C

R5 R4
M H

D L S

F
B A

R2 J E

K

G
R1

R3

RREQ message

Malicious node

Group Leader: S
Group Member: R1, R2, R3, R4, R5
Forwarding Nodes: A, B,C, D, F, G, H, K, G 

Physical Link

RREP message
RREQ with J_flag

C

I

Figure 4: A simple example for restoration of broken branches.

Table 6: Network configuration parameters.

Parameter Value
Simulation time 3000 s
Topology area 1000 m∗1000 m
MAC protocol IEEE 802.11
Packet size 256 bytes
Node movement speed 5∼30 m/s
Channel bandwidth 2 Mbits/s
Number of nodes 40
Source node 2
Destination node 8
Number of malicious nodes 0∼10

packet delivery ratio represents the routing efficiency, and
it is the fraction of the data packets that are received by
the destination nodes compared to those sent by the source
nodes. The end-to-end delay is the time used to receive all
packets from the source node to the destination node. The
control overhead is the ratio of the control bytes to the packet
bytes in a network. Each experiment was repeated 30 times.
The simulation results are shown in Figures 5 and 6.

Test 1: Varying Node Maximum Speed. As shown in Figure
5(a), when there are three malicious nodes in the network,
the packet delivery ratio is reduced by changing the net-
work node maximum speed. The reason is that, with the
nodes moving faster, the network topology changes more
frequently, resulting in the probability of the packet transmis-
sion path being disconnected increases. The delivery ratio of
MAODV declines sharply, while MTAODV, LWT-MAODV,

andRBTM-MAODVperformmore stable and theMTAODV
performs better than the other two trust-based protocols.
This figure shows that applying a trust model to a protocol
can effectively exclude malicious nodes in the network.
Compared with the other two trust models, using more
trust metrics to calculate the trust value of nodes makes the
MTAODVmore effective.

Figure 5(b) shows that the end-to-end delay increases
since the route linkage are susceptible to collapse. Along with
the increase in node maximum speed, the end-to-end delay
in MTAODV, LWT-MAODV and RBTM-MAODV is higher
than MAODV. There can be several reasons: (1)These trust-
based protocols choose a trusted path instead of the shortest
one; (2) Once a malicious node is found on the path, the
routing path will be broken. The network will subsequently
perform the route maintenance operation, leading to an
increase in the end-to-end delay.

Figure 5(c) shows that the control overhead inMTAODV,
LWT-MAODV and RBTM-MAODV is relatively high com-
pared with MAODV along with the increase in node
maximum speed. The reason is that the enhanced trust-
based protocol increases the computational complexity and
requires more control packets. All the operations involving
trust increase the control overhead.

Test 2: Varying the Number of Malicious Nodes. In the second
experiment, we set the node maximum speed to 10 m/s.

Figure 6(a) illustrates that when the number of malicious
nodes increases, the packet delivery ratios reduce in the
four protocols. The larger the number of malicious nodes,
the greater the hop count of the trusted route will be.
This results in a notable decrease in the packet delivery
ratio. The MAODV decreased significantly while the other
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Figure 5: Performance with varying node maximum speeds.

three reduced slowly. The MTAODV performs the best.
The fundamental reason is that the routing path which is
built based on trusted routing algorithms is trustworthy. The
source node can transmit the data packet to destinations
without passing a malicious node.

We can see from Figure 6(b), the impact of the number
of malicious nodes on end-to-end delay. The end-to-end
delay is slowly growing in MTAODV, LWT-MAODV and
RBTM-MAODVas the number ofmalicious nodes increases,
while the packet delivery time in MAODV is not affected
by the number of malicious nodes. The reasons for that are
as follows: (1) the greater the number of malicious nodes in
the network, the more times the number of available paths
can be disconnected; (2) each node in the three trust-based

protocols periodically broadcasts control packets for sharing
the trust information; (3) the available channels are congested
by the packets, delay occurs.

Figure 6(c) shows the changing trend of the control
overhead with the increasing number of malicious nodes.
The greater the number of malicious nodes in the network,
the more control packets need to be broadcast, increas-
ing the control overhead. The calculation method of mali-
cious nodes in MTAODV is more complicated than the
other two protocols, and more control packets need to be
sent in the network, which leads to the maximum over-
head.

According to Test 1 and 2, we can conclude that our new
protocol can effectively improve the transmission rate of data
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Figure 6: Performance with varying the number of malicious nodes.

packets at the expense of a slight increase in end-to-end delay
and control overhead.

6. Conclusions and Future Work

Vehicle ad hoc networks are vulnerable to various attacks
due to their inherent features. It is relatively easy for multiple
malicious entities to bring down the whole network in several
network services. In recent years, the problem of routing
security has become a significant concern for researchers.
The trust-based countermeasure is considered to be more
acceptable as a promising approach. The trust computing
plays an important role to initialize a trusted network
system. In this paper, we carry out a detailed study of the

various trust-based countermeasures. More specifically, we
first abstract a novel trust model. In the proposed trust
model, direct trust is calculated based onBayesian theory and
indirect trust is computed according to evaluation credibility
and activity. We subsequently proposed an efficient trust-
based multicast routing protocol (MTAODV) on the basis of
standard MAODV protocol, which is used to defend against
multiple attacks and improve the routing efficiency.

In future work, we plan to conduct an in-depth study of
trusted routing strategies, taking into account the require-
ments for deployment area issues, network applications, and
security levels [35]. Moreover, trust computations and man-
agement can be an attractive target for attackers, since major
decisions can be taken based on these trust computations.
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Hence, defence mechanisms are also needed to be designed
at the same time [36].
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