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'e Internet of'ings (IoT) is an open network. And, there are a large number of malicious nodes in the network.'ese malicious
nodes may tamper with the correct data and pass them to other nodes. 'e normal nodes will use the wrong data for information
dissemination due to a lack of ability to verify the correctness of the messages received, resulting in the dissemination of false
information on medical, social, and other networks. Auditing user attributes and behavior information to identify malicious user
nodes is an important way to secure networks. In response to the user nodes audit problem, a user audit model based on attribute
measurement and similarity measurement (AM-SM-UAM) is proposed. Firstly, the user attribute measurement algorithm is
constructed, using a hierarchical decision model to construct a judgment matrix to analyze user attribute data. Secondly, the blog
similarity measurement algorithm is constructed, evaluating the similarity of blog posts published by different users based on the
improved Levenshtein distance. Finally, a user audit model based on a security degree is built, and malicious users are defined by
security thresholds. Experimental results show that this model can comprehensively analyze the attribute and behavior data of
users and have more accurate and stable performance in the practical application of the network platforms.

1. Introduction

'e Internet of 'ings (IoT) is the latest evolution of the
Internet, including a great deal of connected physical devices
and applications [1]. IoT allows object collection and data
exchange, etc. [2], which can perform medical data man-
agement, medical information monitoring, and user
information analysis. At present, problems such as vi-
olating the privacy of medical data and publishing false
medical advertisements often appear in the network, and
malicious users become more and more complicated and
hidden, which brings great security threats to networks.
Accurate and rapid identification of malicious users not
only benefits the security of the user’s data and infor-
mation but also facilitates timely response to threats in
networks.

When objects connected to the Internet of 'ings
continue to generate information and report to Internet

users, a noteworthy development is that they will also join
traditional social networks and interact with “people” in
social networks. Social networks are not just person-to-
person social, but person-to-person, person-to-thing, and
thing-to-thing.'erefore, malicious users in social networks
will inevitably pose a threat to the security of the Internet of
'ings.

To identify malicious users in social networks and ensure
the security of the Internet of'ings, a user audit model based
on attribute and similarity measures is proposed. 'e model
measures the similarity between complex user attributes and
users, analyzes the user’s attribute information and behavior
information, determines the user’s security index, and finds
the similarity of self-issued behavior among users, which
improves the accuracy of the model to identify malicious
users. At the same time, the concept of user security is pro-
posed tomeasure user security in the Internet of'ings, which
is an important indicator to identify malicious user nodes.
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'e contributions of this paper are listed as follows:

(1) Construct user attribute measurement algorithm,
obtain user attribute data, calculate attribute weight
vector by hierarchical weight decision model, and
analyze attribute information.

(2) Construct similarity measurement algorithm, con-
sider user blog text information, use word seg-
mentation technology, extract original blog content
keywords, and improve Levenshtein distance. By
studying the contents of blog posts, it reflects the
preferences and characteristics of users’ spontaneous
behaviors.

(3) Propose the concept of user security degree as an
important distinguishing indicator between normal
users and malicious users. At the same time, the
security threshold is defined, security threshold
judgment based on user security degree to identify
malicious users.

(4) Analyze the performance of the model in the real
microblog dataset and compare it with other algo-
rithm models. AM-SM-UAM has better perfor-
mance in improving the accuracy, stability, and
model parameter tuning of malicious user nodes.

'e rest of this paper is organized as follows. In Section
2, we provide a brief introduction to existing related work.
'e model is described in section 3. In Section 4, we in-
troduce the draft model AM-SM-UAM in detail. In Section
5, we introduce the experimental results. Finally, we con-
clude our work in Section 6.

2. Related Work

In recent years, malicious user identification methods based
on abnormal behavior detection have attracted considerable
attention. Hajmohammadi et al. [3]used active learning to
automatically obtain malicious users, which has the prob-
lems of large computational overhead, information redun-
dancy, and information overload. Gupta et al. used feature
extraction methods, such as text features [4, 5] and network
structure features [6–8], to extract distinguishing features
from a large number of marked normal users and malicious
users to train the user classification model. Due to different
evaluation criteria of the extracted distinguishing user fea-
tures in diverse application backgrounds, the detection
accuracy is low and the stability is poor. Lee et al. [9]
attracted malicious users to actively attract attention by
adding trapping nodes to the network and obtained the
behavior characteristics of malicious users separate from
normal users. 'e detection framework based on the
trapping system was used to determine malicious users of
MySpace and Twitter. Zhang et al. [10] and Tahir et al. [11]
analyzed the effect of collaborative learning on clustering,
and the accuracy of the identification of malicious users was
minimal. Meng and Kwok [12] corrected the false alarm rate
of abnormal intrusion detection based on SVM. Although
partially labeled training samples were used to reduce the
system overhead, most training samples were assumed to be

uniform and average, and the actual situation is sometimes
difficult to meet the condition, often overfitting phenome-
non. Zhu et al. [13] proposed a social group identification
method based on local attribute community detection.
Owing to a large number of adjacent nodes, the computa-
tional overhead is relatively large. Abnormal behavior de-
tection methods based on user relationship, such as Ju et al.
[14], based on the calculation model of compactness cen-
trality and credit, judged the influence of users by user
relationship adjacency matrix; Li et al. [15] proposed the
PageRank based on account anomaly detection algorithm,
which builds a social relationship matrix based on the user
relationship and ranks the account to detect malicious users
through the iterative calculation of PageRank value. 'is
method does not consider the user’s attribute characteristics,
and the ranking result of the user is affected by the time
delay, so the accuracy rate is minimal in the IoT with an
uneven scale.

In summary, existing malicious user identification
methods have three important shortcomings. First, user data
samples are required to be high, the test results are unstable,
and the evaluation indexes such as computational efficiency
and accuracy cannot be the best of both worlds. Second,
feature extraction, clustering, and other methods only
consider the user attribute characteristics or only consider
the user relationship information, without considering the
user spontaneous behavior, the detection of social user at-
tribute information, and spontaneous behavior information.
'ird, only numerical characteristics are considered, and
text data such as user blog information are not considered.

In the era of mobile Internet, the Internet of 'ings
needs to store, calculate, and analyze data through the
service management layer when it implements information
processing functions. It uses existing or perceived infor-
mation to create new information. During development, it is
necessary not only to configure the device network but also
to perform user system development, data processing, etc. At
this time, the Internet of 'ings to hardware also has social
attributes. 'erefore, to maintain the security of the Internet
of things and identify malicious users in the network, in
response to the above problems, a user audit model based on
attribute measurement and similarity measurement (AM-
SM-UAM) is proposed by taking the social platform of
microblog with a large user volume as an example. AM-SM-
UAM defines the concept of user security degree and builds
an attribute measurement algorithm and a similarity mea-
surement algorithm to audit user attribute information and
behavior information and to identify malicious user nodes in
the microblog.

3. Model Description

'e key to the construction of the AM-SM-UAM is to ra-
tionally quantify the user’s attribute information and be-
havior information, to realize the identification of malicious
users and to ensure the smooth operation of the microblog.
A series of operations, such as analyzing users’ information
and measuring user attributes and the similarity of blog
content, is meant by user audit.
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Microblog user set, U� {ui} (i� 1, . . .. . . ,n), represents
the collection of microblog users including malicious users
and normal users, and malicious user um, um ∈U, repre-
sents the malicious user identified by the user audit. 'en,
the problem of auditing microblog users to identify mali-
cious users is defined as follows: how to perform user
auditing on the user set U in the microblog and determine
the malicious user um by constructing the attribute mea-
surement algorithm and similarity measurement algorithm.
AM-SM-UAM consists of three layers as shown in Figure 1.

(1) Data layer: read the original data and preprocess the
data. 'e user vector is constructed, and the valid
user attribute information and user blog text in-
formation in the original data are selected.

(2) Feature layer: user attribute information and blog
text information are constructed based on user
features. Attribute vectors are established based on
user attribute features, and user attributes are rep-
resented by numerical values. 'e text information
of user blog is analyzed by using the word seg-
mentation technology, the keywords are extracted to
represent user blog, and the user text data are
processed to achieve the purpose of simultaneously
processing and analyzing both numerical data and
text data.

(3) Audit layer: two targeted algorithm strategies are
proposed to implement user auditing. First, an at-
tribute measurement algorithm is constructed to
quantify user attribute information. Establish a hi-
erarchical decision model, construct a judgment
matrix, and calculate the user’s own attribute values.
Use the hierarchical decision model to calculate the
user attribute weight vector, so that the relative
importance of the user’s various attribute informa-
tion can be clearly expressed. Second, the similarity
measurement algorithm is constructed to process
users’ blog information and evaluate the similarity of
users with different attribute values in blog key-
words, so as to achieve the purpose of computing the
similarity of textual data. 'e user’s attribute in-
formation and blog text information are considered
comprehensively from the two aspects of user at-
tribute and spontaneous behavior to obtain user
security degree.

4. Model Construction

When AM-SM-UAM audits the attribute information and
behavior information of microblog users, it comprehen-
sively considers the user attribute features and blog content
information and measures the user’s security degree by
measuring the user’s attributes and calculating the similarity
between user blogs with different attribute values.

Attribute measurement (AM) represents the user’s at-
tribute information numerically; similarity measurement
(SM) represents the similarity of keywords of the original
blog posts among users and reflects the characteristics of
users’ spontaneous behaviors. User security degree (Sec),

which reflects the security degree of users, is calculated
according to the user attribute measurement AM (u) and
published content similarity measurement SM (u). 'e
formula is shown as follows:

Sec(u) � AM(u) · SM(u). (1)

4.1. Attribute Measurement. User attribute measurement is
the basis for user security degree evaluation.'e attributes of
the measurement are shown in Table 1. In addition to the
users’ information integrity, other attribute information can
be read in the experimental dataset, so the personal infor-
mation integrity of users is defined and calculated.

Personal information integrity (Ap) refers to the pro-
portion of the personally valid information that the user has
publicly filled out, which accounts for all the information to
be filled out. All the information to be filled in includes 7
items such as microblog ID, real name authentication,
gender, birthday, age, region, and company.

Personal information integrity was calculated, and the
construction vector E was used to represent the user’s data,
as shown in the following equation:

E � d1, d2, d3, d4, d5, d6, d7( , (2)

where dk (k� 1, 2, . . ., 7) indicates whether item k is filled in
completely, and dk � 0 indicates that no valid information is
filled in item k; dk � 1 indicates that valid information has
been filled in item k.

'e user vector model was constructed. By obtaining the
user’s data, unmarked valid user tags were selected to judge
the 7 data information, and the information was marked as
valid or invalid according to the actual filling situation until
all the user tags were marked. 'e user’s information in-
tegrity is determined by calculating the scarcity of vector E,
as shown in the following equation:

Ap(u) �
1
7



7

k�1
dk, (3)

where Ap (u) represents the integrity of user u′s personal
information; 7 is the total dimension of E.

According to the relative importance of the five
user attribute information of microblog level Al, big-V

Read data Preprocess data

Original data

Textual featuresAttribute features

User feature

Attribute
measurement algorithm

Similarity
measurement algorithm

Algorithm strategy
Audit layer

Feature layer

Data layer

Figure 1: AM-SM-UAM framework.
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certification AV, personal information integrity Ap, number
of followers Af, and number of fans As, the hierarchical
decisionmodel was used to calculate the weight vector β, and
the specific value is determined by experiments.

'e structure of the hierarchical decision model includes
the target layer, the criterion layer, and the scheme layer, as
shown in Figure 2. 'e first layer represents the target layer
of the metric user; the second layer represents the criterion
layer that the five user attribute features affect the target
determination, and the third layer represents the scheme
layer of the user activity.

According to the attribute vectors corresponding to the
five user features of microblog level Al, big-V certification AV,
personal information integrityAp, number of followersAf , and
number of fans As, and combined with the weight vector β, the
user attributes are numerically represented to reflect the user’s
own security degree, as in the following equation:

AM(u) � Al, Av, Ap, Af, As  · (β)
T
. (4)

4.2. Similarity Measurement. Users’ original blogs reflect
their behavior features. Keywords in user blog content are
extracted, and similarity of blog content among users with
different attribute values is estimated to discover user be-
havior characteristics and complete user similarity mea-
surement. 'e similarity of the blog can be converted into
the problem of similarity between two strings, and the
operation steps between strings are utilized for calculation.

Levenshtein distance refers to the minimum number of
editing operations required to convert the source string into
the target string between the source string and the target
string [16], and the allowed to edit operation includes
replacing, inserting, and deleting.

Since the user blog post appears in the form of long and
short sentences, and the sequence of long and short sen-
tences in a blog post does not influence the similarity of
users, there are two disadvantages indirectly using the edit
distance calculation. First, the experimental error of taking a
whole blog post as a comparison string is large. Second, the
number of substitutions of the sequence of long and short
sentences in a blog post will be counted into the number of
operations, increase the editing distance, and reduce the
similarity, and has errors compared with the actual situation.

In this regard, two improvement methods of editing
distance are proposed when constructing the similarity
measurement algorithm. (a) Jieba [17] was used to process
the user’s blog content, dividing the whole post into several
keywords. (b) 'e sequence of keywords in actual blog posts
does not affect the judgment of similarity. To avoid the
phenomenon of low similarity caused by inconsistent word
order, the overlapping keywords in the two strings are
deleted, and then the similarity measurement is carried out.

'e similarity measurement algorithm steps are as
follows:

Step 1: set up two sets of original keywords composed of
keywords of blog contents, and name them, respec-
tively, keySetS and keySetT, where the number of
keywords is defined as the size of the set, named
keyNumS and keyNumT.
Step 2: traverse the keywords in original keywords sets,
get the coincidence keywords keySame, and delete them
in sets, respectively. At the same time, record the
number of coincident keywords named SameNum.
Step 3: record the current keyword sets keySetX and
keySetY after deleting the coincident keywords, and
convert the two sets into a source string strX and a
target string strY. Set x1. . .xm and y1. . .yn representing
them, respectively, wherem is the length of strX and n is
the length of strY.
Step 4: define (m+ 1)·(n+ 1) order D[m][n], and save
the minimum number of edit operations needed to
convert strX to strY, as shown in equation (5).
Step 5: calculate the similarity SM of blog posts. 'e
formulas are shown in equations (6) and (7).

D[m][n] �

0,

n,

m,

min D[m − 1][n] + 1, D[m][n − 1] + 1, D[m − 1][n − 1] + flag 

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

m � 0, n � 0,

m � 0, n � 0,

m> 0, n � 0,

m> 0, n> 0,

(5)

where flag is used to mark the number of valid substitutions
during the comparison of the strX and strY characters,

flag �
0, X[m] � Y[n]

1, X[m]≠Y[n]
 .

In equation (5), when m> 0 and n> 0, it corresponds to
three operation modes of strings, respectively: (a) delete
operation: D[m − 1][n] + 1 means to delete the last character
of strX and add 1 to the number of editing; (b) insert

Table 1: User attribute features.

Feature symbol Feature category Feature name
Al User attribute Microblog level
AV User attribute Big-V certification
Ap User attribute Personal information integrity
Af User attribute Number of followers
As User attribute Number of fans
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operation: D[m][n − 1] + 1 means that the last character of
strY is inserted into strX, and the number of editing is in-
creased by one; (c) replace operation: D[m − 1][n − 1] + flag
indicates that the last character of the string Y is substituted
to strX. 'e number of editing is determined by the flag,
which is used to mark the number of valid substitutions:

sim � 1 −
D[m][n]

max(m, n)
  +

SameNum

max(keyNumS, keyNumT)
,

(6)

SM �
sim

simmax
, (7)

where D[m][n] represents the Levenshtein distance between
the source string strX and the target string strY.

5. Experiments

5.1. Experimental Environment and Data. 'e environment
used in the experiment was Intel(R) Core(TM) i5-7300HQ
CPU @2.50GHz, 8GB of memory, the operating system
is Windows 10, and Model code is based on C++
implementation.

'e dataset published in [18] was used to verify the
feasibility of the model. 'e dataset contains 1,787,443
microblog user data, and each user data includes basic in-
formation of the user (such as user ID, gender, number of
followers, and number of fans) and 1000 microblogs newly
released by each user. Among them, there are nearly 4 billion
relationships of mutual concern among users. Due to a large
amount of data in the dataset, 10 groups are randomly
selected from the dataset, each group has 10,000 pieces of
user data, and each piece of user data includes the basic
information of the user and the newly published blog
content, which is recorded as “Data1,” “Data2,” “Data3,”
“Data4,” “Data5,” “Data6,” “Data7,” “Data8,” “Data9,” and
“Data10.”

5.2. Evaluation Index. To solve the data imbalance problem,
confusion matrix analysis experiment results were estab-
lished [19]. In the matrix, TP stands for the number of users
that are originally malicious users and are judged to be
malicious users during detection; FN stands for the number

of users that are originally malicious users but are judged to
be normal users during detection; FP stands for the number
of users that are originally normal users but are judged to be
malicious users during detection; and TN stands for the
number of users that are originally normal users and are
judged to be normal users during detection, as shown in
Table 2.

To evaluate the performance of UAM, three evaluation
indexes, namely, precision rate (Pre), recall rate (Rec), and
harmonic mean value F1_score were selected. Among them,
the precision rate and recall rate were used to evaluate the
accuracy of the experiment, and the harmonic mean value
was used to evaluate the comprehensive performance of the
experiment, and the definitions are shown in the following
equations:

Pre �
TP

TP + FP
, (8)

Rec �
TP

TP + FN
, (9)

F1_score � 2 ·
Pre · Rec
Pre + Rec

. (10)

5.3. Parameter Settings. Parameters involved in the exper-
iment include security threshold φ and weight vector β. 'e
safety threshold φ was optimized through experiments, and
its value was determined by referring to the performance of
the model evaluated by means of harmonic mean F1_score,
as shown in the following analysis; the weight vector β is
determined by a hierarchical decision model, and the cal-
culation process is as follows.

According to the hierarchical model, user attributes are
measured, in which W1, W2, W3,W4, and W5 represents Al,

Table 2: Symbol description.

Detection result
Actual situation

Malicious users Normal users
Malicious users TP FP
Normal users FN TN

Attribute measure

Microblog
level

Personal
information

integrity

Big-V
certification

Number of
followers

Number
of fans

User identity information, user profile information, user follow information

Target layer

Criterion layer

Scheme layer

Figure 2: Hierarchical decision model.
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AV,As,Af, andAh five attribute features of users.'e weights
of the five features are set as W1= 3, W2= 5, W3= 7, W4= 1,
and W5= 1. 'e proportional nine scale method [20] pro-
posed by T.L. Saaty is used as a comparison scale to compare
the relative importance of each index in the criterion layer.
'e structural judgment matrix is shown in Table 3.

By calculating the weight vector β of each attribute
through the judgment matrix, Sum the matrix by row and
normalize the vector Sum, as shown in Table 4.

'e relative importance of the five attributes was ob-
tained, and the weight vector β was obtained as follows: β�

(0.163, 0.242, 0.463, 0.066, 0.066).

5.4. Experimental Analysis. To compare the performance
difference between AM-SM-UAM and the existing advanced
model, a comparative experiment was set up. AM-SM-UAM
was compared with the DBSCAN-based clustering algo-
rithm and PageRank-based anomaly detection algorithm.
'rough the three algorithms corresponding to the various
indicators of the experiment, the accuracy of the three al-
gorithms to identify malicious users of a microblog is
analyzed.

'e clustering algorithm based on DBSCAN is an
anomaly detection method based on density clustering,
which can find abnormal points while clustering. 'e
PageRank-based microblog account anomaly detection al-
gorithm constructs a social relationship matrix according to
the user relationship and ranks the account by iteratively
calculating the PageRank value to detect malicious users.
Both algorithms have good results in malicious user iden-
tification, so the above two algorithms are used to compare
experiments with AM-SM-UAM. Using these three algo-
rithms, 10 groups of experiments were conducted on the
dataset of “Data1-Data10” in turn, which were recorded as
“G1-G10”. Pre, Rec, and F1_score were used as the evalu-
ation criteria of the experiment, and the experimental results
are shown in Figure 3–5.

'e results show that when AM-SM-UAM identifies
malicious users, the precision rate difference between the 10

groups is no more than 2%, the recall rate is no more than
3%, and the F1_score is no more than 1%. Meanwhile,
the precision rate, recall rate, and F1_score are all high.
DBSCAN clustering algorithm and PageRank ranking al-
gorithm have a lower precision rate when detecting mali-
cious users of microblog, and the recall rate fluctuates

Table 4: Treated matrix.

W1 W2 W3 W4 W5 Sum β
W1 1 3/5 3/7 3 3 8.029 0.163
W2 5/3 1 5/7 5 5 13.381 0.242
W3 7/3 7/5 1 7 7 18.733 0.463
W4 1/3 1/5 1/7 1 1 2.676 0.066
W5 1/3 1/5 1/7 1 1 2.676 0.066
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Figure 3: Precision rate.

Table 3: Judgment matrix.

W1 W2 W3 W4 W5

W1 1 3/5 3/7 3 3
W2 5/3 1 5/7 5 5
W3 7/3 7/5 1 7 7
W4 1/3 1/5 1/7 1 1
W5 1/3 1/5 1/7 1 1

G1 G2 G3 G4 G5 G6 G7 G8 G9 G10
Experimental group

1

0.9

0.8

0.7
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0.5
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AM-SM-UAM
DBSCAN
PageRank

Figure 4: Recall rate.
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Figure 5: F1_score.
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greatly, which makes the F1_score lower and unstable.
According to the experimental results, the audit of users in
microblog by AM-SM-UAM is completed based on the user’s
attribute information and the user’s blog keywords. It not only
considers the numerical information such as the user’s at-
tributes and reduces the influence of time delay caused by
considering only the user’s behavior, but also considers text
information such as blog content, and the incompleteness
caused by the calculation of only numeric attributes is avoided,
thus improving the accuracy of identifying malicious users.

To test the stability of AM-SM-UAM audit microblog
users, the average and variance of 10 groups of experimental
results corresponding to the three algorithms were com-
pared.'e experimental results are shown in Figures 6 and 7.

It can be observed in Figure 6 that the 10 sets of experi-
ments corresponding to the three algorithms are compared in
terms of precision rate, recall rate, and F1_score value. Among
them, the average value of the three indexes of the DBSCAN
clustering algorithm is medium; the PageRank ranking algo-
rithm although the average value is 92%, its recall rate is low,
and the overall performance of the algorithm is poor. Among
the 10 experiments using AM-SM-UAM, the precision rate,
recall rate, and F1_score were the highest compared with the
other two algorithms; the average accuracy can reach 96%.

As can be seen from Figure 7, the variance of the
DBSCAN clustering algorithm and PageRank ranking al-
gorithm on the three experimental evaluation indexes is
large, indicating that the experimental results of the above
two algorithms fluctuate greatly in the 10 groups of ex-
periments, respectively, and the stability of the algorithm is
poor. 'e variance of the 10 groups of experiments corre-
sponding to AM-SM-UAM is small, indicating that the
results of each group of experiments are less fluctuating and
the stability of the algorithm is better.

According to the mean value and variance of the 10
groups of experimental results corresponding to the three
algorithms, in the process of auditing microblog users’
experiment, compared with the other two algorithms, AM-
SM-UAM algorithm also has better stability and adaptability
under the premise of ensuring a higher accuracy of iden-
tifying malicious users.

5.5. Parameter Tuning. DBSCAN clustering algorithm,
PageRank ranking algorithm, and AM-SM-UAM algorithm
all require parameter adjustment to achieve malicious user
identification. 'e DBSCAN clustering algorithm needs to
set two parameters, namely, neighborhood threshold (Eps)
and point threshold (Minpts). According to the parameters,
the region with a certain density is divided into clusters, and
the clustering results are sensitive to the parameter values.
'e PageRank ranking algorithm calculates the user PR
value by matrix iteratively to rank the user to complete the
detection of the malicious user and the setting of the
damping factor and the iteration termination threshold has a
decisive influence on the user PR value calculation, and the
ranking result is sensitive to the parameter value. 'e above
two algorithms are greatly affected by the parameters, and
the performance of the algorithm fluctuates greatly.

'e security threshold φ in AM-SM-UAM is related to
the accuracy of identifying malicious users. By equation (1),
the formula of the safety of users for the Sec(ui)�AM(ui)·
SM(ui), in which AM(ui)� (Al, AV, Ap, Af, As)·(β)T the weight
vector of beta calculated by hierarchical decision model.
'erefore, on the premise that the weight vector β has been
determined, the safety threshold φ should be determined by
the size of F1_score and the relationship between the security
threshold φ and F1_score is shown in Figure 8.

As can be observed in Figure 8, when the security
threshold φ is 0.4, the F1_score value is the largest.
'erefore, when the security threshold φ� 0.4, that is, the
user security degree less than 0.4 users defined as malicious
users, AM-SM-UAM has the best performance.

To verify the rationality of the security threshold of 0.4,
10 groups of experiments of AM-SM-UAM auditing
microblog users were analyzed. Take the user security
degree of normal users and malicious users in microblog
calculated from the “G1-G10” 10 groups of experiments, and
respectively. calculate the average of the security degree of
normal users and malicious users in each group of exper-
iments, as shown in Figure 9.
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Figure 6: 'e average.
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'e results show that the average security degree of
normal users is distributed in [0.6, 0.8], while that of
malicious users is distributed in [0.2, 0.4]. According to the
experimental results, the average security degree between
normal users and malicious users in microblog has a large
gap, so the degree range of the security threshold can be [0.4,
0.6]. According to the experimental results, compared with
the other two algorithms, in the process of parameter tuning,
UAM is easy to find the optimal parameters, which is more
conducive to identifying malicious users in the microblog.

6. Conclusion

'is paper proposes a microblog user audit model based on
attribute measurement and similarity measurement (AM-
SM-UAM), which is used to detect a large number of
malicious nodes in the IoTand identify false information on
medical and social networks. Firstly, the concept of user
security degree was proposed to reflect the security level of
microblog users, as the standard of differentiation between
malicious users and normal users. Secondly, the user at-
tribute measurement algorithm was constructed, using a
hierarchical decision model to construct a judgment matrix
to analyze user attribute data. Finally, the similarity mea-
surement algorithm was constructed, keywords of user
original blog with word segmentation technology were

extracted, Levenshtein distance was improved, user blog
content similarity was calculated, and user behavior infor-
mation data were analyzed.'rough the measurement of the
user attribute information and the calculation of the simi-
larity of the blog keywords, the user security degree
was obtained, and the malicious user um was determined.
Experiments showed that AM-SM-UAM achieved more
accurate and stable performance.

In the future, the behavior of malicious user nodes in the
IoTwill be specifically analyzed to determine the correlation
behavior between malicious users. At the same time, the
probability of associative behaviors betweenmalicious nodes
in medical IoT is considered by increasing inference cal-
culation, and the identification of malicious nodes and false
behaviors in medical IoT is further discussed.

Data Availability

'edata came from an article [18] by Zhang Jing of Tsinghua
University, in which crawlers were used to construct a
dataset of microblog users. 'e microblogging network they
used in this study was crawled from SinaWeibo.com, which,
similar to Twitter, allows users to follow each other. Par-
ticularly, when user A follows B, B’s activities such as (tweet
and retweet) will be visible to A. A can then choose to
retweet a microblog that was tweeted (or retweeted) by B.
User A is also called the follower of B and B is called the
followee of A. After crawling the network structure, for each
one in the 1,787,443 core users, the crawler collected her
1,000 most recent microblogs. At the end of the crawling,
they produced in total 4 billion following relationships
among them, with an average of 200 followers per user.
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