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(e existing approaches to predict trust values in social commerce are based on personal social relationships without considering
historical transaction information about products in social commerce, which results in false recommendations, and deceptions
cannot be differentiated. Trust values extracted from social links can improve the performance of trust and reputationmechanism,
but the rates from these links in social commerce can be false because of the stakeholders’ manipulation for personal interest. And
the rates are also dynamic and inconsistent. (erefore, this paper proposes a comprehensive trust model by fully exploiting the
effects of the transaction attributes and social relationships on users’ trust. (e proposed model refines the granularity of trust
evaluation and improves the discrimination of recommended information. Experiments demonstrate that the proposed model
performs better and predicts more accurately than the three models compared under the same circumstance.

1. Introduction

Social commerce provides the environment in which
members could participate in social media-driven com-
mercial activities such as reviewing, rating, and sharing
products, recommending, and conversation [1]. For ex-
ample, in order to reduce uncertainty, buyers often want to
get their friends’ opinions before making a purchasing
decision [2]. However, uncertainty in social commerce is
comparatively higher due to a large amount of user-gen-
erated content (UGC) and a lack of face-to-face interactions
[3]. Although the secure and verifiable access control scheme
is proposed to address the problems that existed in social
networks such as data protection, privacy issues [4], which is
similar to the certificate validation system proposed in [5, 6],
the lack of fraud prevention, and punishment mechanism,
malicious members can easily manipulate ratings or reviews
to confuse consumers or attack other honest sellers to
achieve the goal of reputation slander or reputation con-
spiracy. (ere are lots of trust crises and privacy leaks in the

process of information exchange [7], which results in more
obvious reputation fluctuation behaviour. Consumers have
to reexamine product reviews and opinions posted by other
social network members [8]. Trust mechanisms are applied
to recommender systems to help users to make better
purchase decisions from a number of alternatives. Trust
mechanism can provide a solution for transaction reliability
in response to the characteristics of trust ambiguity and
uncertainty, thus improving users’ purchase intentions and
enhance word-of-mouth intentions [9].

Both explicit trust [10] and implicit trust [11] are
addressed by solving the information reliability problem in
social commerce. In the explicit trust mechanism, a user
needs to designate a trusted user and demonstrate the degree
of trust, which is difficult for the user to guarantee privacy.
(is mechanism is also time-consuming and energy-in-
tensive. In the implicit trust mechanism, the user-item in-
teraction is presented as ratings and the similarity
relationships of user ratings are used to mine the trust re-
lationships. However, both of the trust mechanisms cannot
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distinguish cheating behaviours such as fake reviews, credit
hypes, and collusions. Buyers are driven to evaluate the
purchasing opinions from social relationships. What’s more,
the new buyers usually have limited or no direct relationship
with other buyers in social commerce. (ese problems are
essential in the process of gaining actual feedback and es-
timating trust accurately.

Because both user’s social relationships and commodity
transaction records play important roles in the behaviour of
users regarding ratings andmaking purchase decisions [12, 13],
thus, this paper proposes a new comprehensive trust model for
social commerce based on the social networks theory and
consumer behaviour theory to improve the accuracy and re-
liability of trust calculation and prevent trust fraud. (e main
significant features of themodel proposed in this paper are that
both the users’ purchasing behaviour and social relationships in
social commerce are considered to explore the opinions in the
social commerce and reduce the scarcity of data. Besides, the
time sensitivity of trust and fraud penalty factors have also been
used to reduce the dynamics of opinions and behaviours.

(e remainder of this paper is organized as follows.
Section 2 represents the existing literature related to trust
and recommendation systems. Section 3 proposes the social
commerce trust model which combines the social rela-
tionships and transaction attributes. Section 4 describes the
experimental settings and the process. And Section 5 con-
cludes our research contributions and future research
directions.

2. Related Works

(ere is a sharp increase in consumers’ participation in
social commerce activities such as reviewing, recommending
and discussing, and using these as a source of product-re-
lated information, which can be attributed to the rapid
growth of Web2.0 [14, 15]. As a result, the interactions
between users are the main information resources, which set
social commerce apart from traditional e-commerce. (e
promotion of relationships between buyers and sellers is a
common value in e-commerce [16]. As studied in the net-
work theory, the representation of relations among discrete
users is described, and transactions or services based on the
social network are defined. More specifically, with the aid of
correlation analysis of vertex and edge in graph theory, a
node-oriented network can be transformed into a relation-
oriented network, and the influence or importance of actors
and how the actors are allowed to share resources and ac-
quire opinions can be identified [17, 18]. In addition, the
emotions or opinions of texts such as UGC can be predicted
for target participation [19, 20]. (e study [21] recommends
similar users, as well as high-quality resources to other
reliable users. Furthermore, relationship quality which is one
of the social factors plays an important role in enhancing the
intention to share and receive commercial information in
social commerce. Besides, users’ relationships are also vital
for user retention and higher customer loyalty, which is
consistent with existing literature [5, 22]. (e study [23]
points out that the relationships between users can be
converted into similar relations. A two-stage partition

algorithm is proposed to calculate the weights of subnet-
works and their individual members by considering social
behaviour factors [24].

(e social commerce community allows users to review;
users can easily express personal opinions on products or
other users, which is similar to the reliance on information
provided by others listed in [25]. (ere are still problems
such as the fact that information shared between the parties
involved in transactions is insufficient, which results in
transaction risks [3]. Malicious users could make a dishonest
evaluation of good providers [26]. One method to resolve
that problem is to disguise and encrypt the real information
[27, 28]. (e risk can also be alleviated through trust [29].
(e study [28] proposes a double-blind anonymous eval-
uation-based trust model to prevent malicious attacks in
cloud computing. Trust and reputation systems can provide
an evaluation of specific users and get a score based on
comprehensive analysis, which gives users a reference on
whether to conduct transactions or not. Various implicit and
explicit pieces of information have been applied to trust and
reputation mechanisms [3, 30], so that trust values from
social links or users’ preferences can be extracted. (e
implicit information method collects users’ behaviour to
demonstrate user preference and extract trust values from
user-item ratings. When explicit information is unavailable,
implicit ratings can be derived from transaction records to
identify users’ preferences [31]. (e article [32] investigates
users’ reading behaviour by measuring the value of implicit
parameters defined and comparing the grade of correlation
between explicit feedback and implicit feedback. (e paper
[33] infers user preferences using implicit information,
which indirectly reflects opinions by observing user be-
haviour such as searching patterns and purchase history,
while explicit information denotes the trust values directly
indicated by users. By analysing users’ navigational history,
the users’ interest and preference models are generated, and
feedback from users about reading preferences is collected so
that personalized recommendation systems can be modelled
[34].

(e comprehensive consideration of a number of factors
that reflect the trust metric can improve the accuracy of
trustworthiness calculation [35]. Trust in social commerce
has several dimensions, including impersonal and inter-
personal [36]. In [37], multifactor and single-factor weight-
based evaluation mechanism is proposed to evaluate the
reliability of the information. (e impersonal dimension is
usually utilized to give prediction in user links that are
positive or negative through the graphical structure of social
networks [38]. (e study [39] proposes local reputation
which is a particular form of reputation instead of a global
reputation to form effective groups in virtual communities.
As social networks become increasingly popular, anteced-
ents and consequences of users’ trust have been studied; the
results show that users’ trust can positively affect purchase
intentions [40]. Given the strong and positive relationship
between trust and preference, the value of preference has
been explored by trust and reputation systems. Factors like
similarity and social influence are also investigated in trust
systems [12]. Users who have common interests are
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connected by social network links; they usually purchase the
same products even though they do not know each other
[41]. (e study [42] performs an in-depth analysis on the
correlations between social friend relationships and user
interest similarity, the similarity on friends of a specific user
is related to the average similarity on other randomly se-
lected users, and the users’ preference similarity could be
found through the products they have bought or the ratings
they have made. (e similarity measures such as Vector
Space Similarity (VSS) and Pearson Correlation Coefficient
(PCC) have been applied in trust-aware recommendation
mechanisms [43].

(e existing research on trust and reputationmechanism
is based on users’ personal observation to evaluate and
calculate the trust values of users or ratings of products,
which would deviate from the essential attributes of social
commerce and make the trust mechanism unreliable. And
for new users, the sparseness of data reflected by little or no
social interaction will make the calculation and prediction of
trust more difficult, while it will be easier to judge whether a
user is trustworthy in social commerce with the help of
recent transaction histories such as transaction price,
transaction quality, and transaction time.

Our current study is inspired by the abovementioned
studies. (us, a new comprehensive trust model for social
commerce based on the social networks theory and con-
sumer behaviour theory is proposed to improve the accuracy
and reliability of trust calculation and prevent trust fraud.
(is paper differs from previous studies in the following
ways. Firstly, the trust model proposed an emphasis on both
the social relationship data and transaction behaviour data.
Secondly, comprehensive trust is based on transaction at-
tributes trust and social relationship trust to reduce the
influences of the scarcity of data. Finally, the accuracy of the
trust prediction is enhanced when facing cheating behav-
iours in social commerce.

3. Trust Model Based on the Combination of
Transaction Attributes and
Social Relationships

Users in this social commerce network will screen out
product providers in two ways although the products
provided in social commerce look the same, with the same
price, quality, or sales volume. (e process of purchase
decision making is like this. For example, Bob is a potential
consumer, he has a transaction demand. If he has a few or
even no direct transaction experiences with the product
providers, then he would ask his friends or other users for
advice, so the relationships between Bob and his friends are
highly important for Bob to make a purchase decision.
However, if Bob has some transaction experiences with the
product providers, he may make the purchase decision
according to his own judgement.

(erefore, the trust model proposed in this paper would
reflect the transaction trust and social relationship trust
between users in social commerce. (e former denotes the
trustworthiness after the transactions are completed, while

the latter refers to trust in familiarity or similar preferences
formed by social relationships such as user ratings or fol-
lowership. A specific registered user ui can perform several
activities in the network, such as buying products or services,
recommending products or services to other users, rating the
users or products, and following other users, i.e., adding the
user to the list of trusted friends, which can be seen in
Figure 1. In Figure 1, users are represented by nodes, and the
corresponding activities and social relationships are
expressed by directed edges, which are valued by the weights
of the directed edges. User ui can gather available infor-
mation about the transaction with the provider uj (including
transaction time, price, and amount), as well as extra in-
formation about the relationships between users and related
activities (including the followership and rating records)
before making a careful purchase decision. (en, consumers
could increase trust in product providers through these
behaviours and reduce trust when facing malicious trans-
actions. (e symbols used in this paper are listed in Table 1.

3.1. Measurement of Transaction Attributes Trust. (e
transaction attributes include price, quantity, time, amount,
and logistic service, and different people value transaction
attributes differently. Considering the social practice expe-
rience, the latest transaction records can reflect the trust
relations more accurately; the larger the transaction price
and quantity are, the more careful the buyers and the sellers
are, and the evaluation after the successful transaction can
reflect more real trust relationship. Obviously, transaction
time, price, and quantity have a greater impact on the trust
value. (erefore, the cumulative transaction coefficient,
price, quantity, and time are considered in the trust model.

3.1.1. Cumulative Transaction Coefficient. Honest historical
transaction behaviours are important in encouraging users
to behave well and keeping users to continue future
transactions on this social commerce platform. If we simply
add the feedback score to calculate the trust value, then a
malicious user may cover up the fact that he/she is cheating
at a certain rate by increasing the number of transactions.
(e cumulative transaction coefficient is expected to give the
number of transactions on the platform for a specific user to
estimate the trust of the transaction attribute based on the
most recent transaction or this transaction. If the user just
entered the platform performed as a new user or has almost
no transaction history, then the latest behavioural history
accounts for a lot in the process of this trust evaluation.
Otherwise, if the user has made many transactions before,
then the weight of this transaction to be completed is larger.
Let Actn

(uj) denote the cumulative transaction coefficient;
then,

Actn
uj  � e

− 1/An
tn uj( )

 
,

(1)

where Antn
(uj) is the number of transactions that have been

performed by user uj until time tn.
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3.1.2. Analysis of Transaction Price and Quantity.
Transaction value is an important factor affecting transac-
tion trust which is determined by transaction price Aptn

(uj)

and transaction quantity Aqtn
(uj). Greater transaction value

means that both consumers and providers may have to face
more risk that will make both of the parties default to honest
behaviours such as paying on time and shipping with quality
and quantity. (erefore, the greater transaction value can
bring more trust value to both parties. On the other hand,
the stable and reliable trust relationship established at a
previous time will decay with time. What’s more, it may
vanish at the current time. (e time difference between the
current transaction and initial transaction will be considered
in Aptn

(uj). While the price is more vital than time in the
transaction history, we use square to increase the importance
of price in evaluation factors:

Aptn
uj  �

P
2
k ui, uj  tk − t0( 


Antn

uj( 
k�1 P

2
k ui, uj  tn − t0( 

,

Aqtn
(j) �

Amtn
(i, j)

AmMax

.

(2)

Here, Pk(ui, uj) is the price of the transaction
k, k ∈ [1,Antn

(uj)] between user ui and uj, and [t0, tn] is the
time interval for effective trading. Amtn

(ui, uj) is the
quantity of products or services successfully traded at time
tn. AmMax is the maximum quantity of products successfully
traded during the time period [t0, tn].

3.1.3. Analysis of Fraud Penalty Factor and Damping
Function. (e trust between people is slowly increasing and
rapidly decreasing in real-life situations; the same is in the
social commerce. People need to behave well to gain favour
from others so that trust relationships will be built, but once
malicious or fraud behaviour happens, although there is only
one, it will be a great blow to the trust relationships
established. More than that, the trust between two parties is
always asymmetric, and it increases or decreases at different
rates for different people.(e fraud penalty factor is added to
the model to reflect this feature. In the process of trans-
action, if the transaction is successful and there is no fraud
on both consumers and providers, the fraud penalty factor
will not work. Conversely, if there is a fraud, the trust value
will be reduced by the fraud penalty factor Fr(uj), and the

Table 1: Symbols used in the study.

Symbol Notions Illustration
Actn

(uj) Cumulative trading coefficient Symbol for determining uj is a new user or has made many transactions before
Antn

(uj) Number of transactions (e number of transactions performed by user uj until time tn

Aptn
(uj) Impact factor of transaction price (e impact of transaction price at time tn on the transaction attribute trust

Pk(ui, uj) Transaction price (e price of transaction performed by user uj until time tn

Aqtn
(uj) Impact factor of transaction quantity (e impact of transaction quantity at time tn on the transaction attribute trust

Amtn
(ui, uj) Transaction quantity (e quantity of products or services purchased by user uj until time tn

AmMax Maximum quantity (e maximum quantity of products or services purchased by user uj during. [t0, tn]

Fr(uj) Fraud penalty factor Factor to prevent fraud behaviour
θ(DTtn−1

) Damping function Make changes in trust values smooth
DTtn

(uj) Transaction attribute trust Transaction trust of five factors of user uj until time tn

Pre(uj) Prestige degree (e reputation or popularity that user uj has
Fam(ui, uj) Familiarity between users Closeness between users
Sim(ui, uj) Rating similarity Similarity of ratings of the same item or user by different users
RT(uj) Social relationship trust Social relationship trust of three factors of user uj

CT(uj) Comprehensive trust Comprehensive trust of transaction attribute and social relationship attribute user uj

B

C

D

F

Following

E

Rating

A

Rating

Following G

Transaction

Transaction

Re
co

m
m

en
da

tio
n

Recommendation

Following each other
Following each other

Figure 1: Simple network transaction diagram.
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punishment will become stronger as the number of frauds
increases:

Fr uj  � f uj DTtn−1

uj 

1 + e
−n

( 
,

θ DTtn−1
  � 1 −

1

1 + e
DTtn−1 uj( − DTMax

,

(3)

where f(uj) represents a sign of fraud in transactions
performed by uj, and f(uj) � −1 denotes that uj is
fraudulent; otherwise f(uj) � 0. When there is a fraud
during a transaction, the value of the fraud penalty factor will
become negative to achieve the goal of decreasing trust value
for a malicious user. θ(DTtn−1

) is the damping
function.DTMax is the maximum transaction attribute trust
set in this model and is constrained to [0, 10].

In summary, transaction attributes trust can be divided
into several factors: cumulative transaction coefficient,
transaction price, transaction quantity, fraud penalty factor,
and damping function. When n� 1, this means that a new
user uj joins the social commerce currently, and its trans-
action attribute trust value is 0; that is, DT0(uj) � 0, because
there are no transaction history records for her or him.(en,

DTtn
uj  � 1 − Actn

uj   × DTtn−1
uj 

+ Actn
uj  × θ DTtn−1

  × Aptn
uj  × Aqtn

uj  + Fr uj .

(4)

3.2.Measurement of Social Relationship Trust. (e difference
s social commerce and e-commerce is that the former in-
volves communities and conversation between members,
while the latter focuses on individual and one-way inter-
action, which means that the integration of relationship
quality, users’ experience, and intimacy of community
members provides the basis for trust inference of users in
social commerce, especially given the limited first-hand
interactive information. (erefore, in addition to contextual
features of commodity trading mentioned above, users’
relationships that are shown by familiarity and reputation
should also be considered.

3.2.1. Analysis of Prestige Degree of a User. Users with
similar interests and tastes form a clique through lists of
friends. And the user who has a higher reputation or more
popular in social commerce is that we called Key Opinion
Leader or person in authority; prestige degree could be a
representative of it. In a social network, the more users point
to a particular user, the more voice this user has.(e prestige
degree Pre(uj) of user uj denotes his/her social position and
popularity in the specific scenario:

Pre uj  �
(|N(follower)| +|N(rating)|)

2N
, (5)

where N(follower) and N(rating) represent the number of
the followers of user uj and the users who have rated user uj,
respectively. (e relationship existing in the trust model is

composed of both followership and rating people. And N is
the average number of active community users.

3.2.2. Analysis of Familiarity between Users. (e lack of face-
to-face interaction may cause users to doubt the authenticity
of online transactions, and transactions with familiar people
will increase users’ willingness to buy. Trading experience
can reduce uncertainty. User’s relationship with connections
and interactions play an important role in user behaviours.
On the other hand, users are often influenced by trusted
friends. Comments or purchase suggestions from trusted
friends are easier for users to accept than anonymous
friends.(e familiarity between user ui and user uj is defined
as

Fam ui, uj  �
F ui( ∩F uj 





F ui( ∪F uj 



, (6)

where F(uj) denotes the set of friends of user uj, which is
composed of two relationships, i.e., the number of the
followers of user uj and the users who have rated user uj.

3.2.3. Analysis of Rating Similarity. (e similarity algorithm
is applied to this model. (e trust values extracted from
similarity can be modelled by the weighted average rating of
the users’ similarity scores. Consequently, a connection with
high similarity will have more impact on the user’s rating.
Users that have similar preferences tend to show interest in
the same items or comments, and trust relationships
probably exist between themselves. (at is to say, users
mostly trust others having similar attributes. (e PCC al-
gorithm utilizes the common items or comments that have
been rated by both user ui and uj to compute similarity
which is given by

Sim ui, uj  �


u∈F ui( )∩F uj( 
Rui,u

· Ruj,u

���������������


u∈F ui( )∩F uj( 

R
2
ui,u

 ���������������


u∈F ui( )∩F uj( 

R
2
ui,u

 ,

(7)

where u ∈ F(ui)∩F(uj) is the set of users that both ui and uj

have rated; that is to say,u is the subset of F(ui) and F(uj).
Rui,u

is the rating value of ui to user u, and Ruj,u is the rating
value of uj to user u. (e value of Rui,u

and Ruj,u will be
randomly assigned in the experimental simulation.

(e social relationship trust is the weighted average of
prestige degree, the familiarity between users, and rating
similarity shown in equation (8); the weightω1,ω2,ω3 ∈ [0, 1]:

RT uj  � ω1Pre uj  + 

ui∈F uj( 

ω2Fam ui, uj  + ω3Sim ui, uj  .

(8)

3.3. Measurement of Comprehensive Trust. (e compre-
hensive trust value CT(uj) is composed of both trans-
action attributes trust and social relationship trust that
can be seen in equation (9). (e value of the weight
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α ∈ [0, 1] is determined by the user’s personality, when the
user is self-confident, she or he prefers to believe the
transaction experiences, and the value of α is higher.
When the user prefers to receive the recommendation
from the social link, then the value of αis lower:

CT uj  � α∗DTtn
uj  +(1 − α)∗RT uj . (9)

4. Experimental Results and Discussion

(e validity of the proposed trust model in malicious set-
tings has been simulated in the context of social commerce
given the comprehensive consideration of transaction at-
tribute and social relationship. (ree trust and reputation
models have been compared with the trust model proposed
above under the condition given by several influencing
factors. (e simulation platform is developed by MATLAB,
and 500 users are generated in the experiment. Assume that
the initial trust value of each user obeys uniform distribution
on [0, 10]. In the beginning, those generated users have no
prior experience with other users. (erefore, users are
randomly selected to launch a transaction session with
others. Each user completes 100 transactions in the simu-
lation process, then users rate the transaction based on the
service quality or his/her personal preference, and post-
transaction rating feedback score follows a normal distri-
bution with a mean value of users’ rating and a standard
deviation of 0.3. Every user can participate in four activities
(recommendation, rating, following others, and transac-
tion), and each user is identified with a unique and constant
ID. Users could be divided into honest users and malicious
users. In such simulation environment, honest users are
presumed to behave always well in transactions, while
malicious users could be fraudulent with a certain proba-
bility. We also adopt some factors such as price, quantity,
rating, and deception that reflect the situation of transac-
tions in real life. (e detailed characteristic configuration is
shown in Table 2. (e experiments compare the proposed
model with three other trust and reputation algorithms,
namely, ST Model [12], STR Model [3], and Extended TIR
Model [44].

(e quality of a trust and reputation system is measured
by the difference between its predicted reputation value and
its true reputation value in future transactions. However,
there could be two types of attack in the process of users’
rating after the transaction is concluded: reputation defa-
mation and reputation complicity which are under two
conditions: users make decisions based on their respective
experience without others’ recommendation and make
purchase decisions based on both pieces of information
derived from their own experiences and others. We adopt a
precision error index to reveal the difference between real
and predicted trust values when the transaction succeeds or
fails as follows:

PEI �

������������������������������


ui∈N

arctanCT ui( ∗ (1/π) − p ui(  
2

N




,

p ui(  �

1, ui is an honest user,

1 − pf, ui is amalicious user,

⎧⎪⎨

⎪⎩

(10)

where CT(ui) represents the comprehensive trust value,
p(ui) is the probability of ui conducting an honest and real
transaction, and pf denotes the probability of fraud by a
liar.

4.1. Comparison of Proposed Model and Other Reputation
Models under Reputation Defamation. In this experiment,
fraudulent members would maliciously rate the transaction
target after the transaction is completed which results in
reputation defamation. (erefore, it is necessary to measure
how the prediction error will be affected when there are
different proportions of fraudulent users. In the transaction
behaviour conducted based on information such as the
price, quantity, and accumulated number of transactions
that existed in the historical records, malicious members will
exaggerate their products or gross merchandise volume.
Figure 2(a) presents the experimental comparison results of
the proposed model, ST Model, STRModel, and TIRModel.
(e experimental results show that when the proportion of
fraud users increases, the calculated prediction errors will
present a downward trend to varying degrees. When the
percentage of liars is smaller than 0.3, the prediction error of
the proposed model in this paper is slightly weaker than the
ST Model and TIR Model compared, the proposed model’s
defence against defamation is mediocre at this stage, and the
changing trend reflected in Figure 2(a) is also relatively flat.
But when the proportion of liars increases to approximately
50%, the performance of all four models compared shows a
clear downward trend. However, the performance of the
proposed model has been better than the three other models
since the proportion increases to 50%.(e outcome could be
attributed to the factor that multi-influence factors such as
price and quantity are taken into consideration, which
improves the model’s performance.

In Figure 2(b), we assume that users make purchase
decisions based on both users’ self-judgement of commodity
transaction history and recommendations and reviews from
other users in the social network. Based on this assumption,
the proposed model is compared with several alternative
reputation models in the situation of reputation defamation.
(e results show that the performance of these models has
improved to varying degrees compared to that shown in
Figure 2(a) when the percentage of liars is smaller than 0.5.
(e precision error of the proposed model, ST Model, and
TIR Model has increased to some extent, while that of the
STR Model remains basically unchanged when the

6 Security and Communication Networks



percentage of liars is larger than 0.5. It is worth noting that
due to the consideration of factors such as social relation-
ships and user similarity, the performance of the proposed
model and the TIRModel has improved a lot compared with
the results seen in Figure 2(a). Overall, the proposed model
above is more robust than the ST Model, STR Model, and
TIR Model when facing the attack of reputation defamation.

4.2. Comparison of the Proposed Model and Other Reputation
Models under Reputation Collusion. Reputation collusion re-
fers to malicious members making high-scoring evaluations
between each other after the transaction is completed while
making group attacks and giving bad reviews to other honest
users. As mentioned in Section 4.1, experiments are per-
formed under two circumstances: users making decisions
solely with their own judgements about products and with
their own judgements and the recommendation information
by other users. When considering only relying on historical
transaction information, the changing trend reflected by the
proposed model is relatively gentle, but the precision error is
less than 0.7, which can be observed in Figure 3(a), which
can be attributed to the user behaviour using a cumulative
trading coefficient. (e performance of the TIR Model is
more effective than both the ST Model and STR Model.

Although the data performance level of the ST Model is
general, the experimental results show that its process is
relatively stable. In addition, the performance of several
algorithms compared has declined significantly when the
percentage of fraudmembers is greater than 0.5.(e cause of
this phenomenon is that when the proportion of liars is
greater, the resistance of these models will decrease. (e
experiment shown in Figure 3(b) takes a combination of
transaction attributes and social relationships into account,
which can explain the increase in the effectiveness of the
proposed model when the percentage of liars is less than 0.5.
When talking about the STR Model alone, we can find that
the performance is even worse than the result shown in
Figure 3(a). However, when the proportion of fraud
members is greater than 0.5, the performance of the pro-
posed model is even worse than that shown in Figure 3(a)
which does not consider social relationships. One possible
explanation is the higher tolerance for reputation complicity
due to social relationships.

4.3. Precision of the ProposedModel under Different Numbers
of Simulation Rounds. (e precision level of the proposed
model varies a lot when the ratio of fraudulent members is
different. In Figure 4(a), the transaction attribute is added to
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Figure 2: Comparison of trust precision errors of fraudulent users under reputation defamation.

Table 2: Major variables in the experiment.

Variable Symbol Value
Total number of users N 500
Average product price Pk(ui, uj) {10, 20, 30}
Number of simulation rounds 300
Maximum transaction amount AmMax 200
Number of followers of a user N(follower) [0, 20]
Number of raters of a user N(rating) [0, 20]
Ratio of fraudulent members {0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9}
Rating value Rui,u

{0,1,2,3,4,5}
Maximum of the trust value CT(uj) 10
Probability of fraud pf [0, 1]
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calculate the accumulated precision, while in Figure 4(b),
both transaction attribute and social relationship are taken
into consideration. As the number of simulations increases,
the performance of the model tends to be more stable. (e
proposed model can behave well to resist the attacks when
the ratio of liars is less than 0.4, we can conclude that the
precision would stabilize above 0.8 as the number of rounds
is more than 500 as shown in Figure 4(a). However, when the
fraudulent members account for a lot in the community, the
performance of the proposedmodel would decrease a lot and
the precision value would be smaller than 0.5. When talking
about Figure 4(b), the improvement of the model is con-
siderable compared with Figure 4(a) as there are fewer
malicious users. However, the performance of the model is
getting worse as the liars become more, which can be owing
to the fact that the interactions between honest users and

fraudulent users are growing toomuch to disrupt the normal
operation of the trust and reputation model.

5. Conclusions

When shopping online, people tend to view the historical
information of the products, such as sales volume and
historical price. After adding UGC to traditional commerce,
people have an alternative method to seek suggestions and
help from similar people, opinion leaders, and close friends.
From this perspective, the consumers’ trust in social com-
merce includes two parts: transaction attribute trust and
social relationship trust. (is paper proposes a compre-
hensive trust evaluation model, which can combat the in-
fluences of the stakeholders’ cheating behaviours and the
scarcity of data of the new user. (e experiment
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Figure 3: Comparison of trust precision errors of fraudulent users under reputation collusion.
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Figure 4: (e precision of the proposed model in a deceptive environment.
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demonstrates that the proposed model can obtain better and
more accurate trust predictions compared to the three trust
algorithms. It also shows higher calculation efficiency during
the trust evaluation. In addition, the limitation of this paper
is as follows: the values of the weights of ω1, ω2, and ω3 are
set equal to 1/3, and α equals 1/2. In the future study, we will
discuss the sensitivity of the trust model proposed to the
value ofω1, ω2,ω3, and α. Several goodmethods to assign the
values of parameters can be used for reference in future
research, which include Taguchi’s experimental design
method [45], big bang-big crunch optimization, and particle
swarm optimization [46].
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