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In public-key encryption (PKE), ciphertexts received by a receiver may be possibly correlated and the security of a PKE relies on
honestly generated system parameters. Security against selective opening attacks (SOA) for PKE guarantees that even when an
attacker has broken into a subset of honestly generated ciphertexts and opened them (i.e., seeing plaintexts and random bits), the
unopened ciphertexts remain secure. While security against parameter subversion attacks (PSA) for PKE requires that even when
the public system parameters are maliciously generated, a PKE scheme should be secure. In this paper, we initiate the study of PKE
secure against both SOA and PSA. To capture SOA and PSA simultaneously, we formulate a new security notion called in-
distinguishability under selective opening attacks and parameter subversion attacks (IND-SO-PSA). Further, we define the lossy
trapdoor function and all-but-many lossy trapdoor function in the presence of PSA (LTF-PSA and ABM-LTF-PSA corre-
spondingly) and propose an instantiation with the efficiently-embeddable group (EG). Applying these new primitives, we
construct a PKE scheme that is proven to be IND-SO-PSA secure.

1. Introduction

Public-key encryption (PKE) is a fundamental cryptographic
primitive to achieve confidential communication from a
sender to a receiver [1]. Traditional security requirement of
PKE is indistinguishability under chosen plaintext/cipher-
text attack (IND-CPA/CCA) security and only considers the
single sender case, i.e,, the communication is between a
single sender and a single receiver. Whereas, many appli-
cation scenarios, e.g., secure multiparty computation, secret
sharing, cloud computing, are often multisender case [1-6].
These scenarios usually require a set of senders to generate
their own messages (possibly correlated) encrypted with the
same receiver’s public key and may suffer from some special
attacks. One of the mostly studied attacks is selective
opening attacks (SOA) [7-18], in which an attacker may
corrupt a subset of the senders to open their ciphertexts as

well as the corresponding random bits used in the en-
cryption algorithm. Under such an attack, the requirement
to guarantee the security of the unopened ciphertexts is
beyond the capability of traditional IND-CPA/CCA security
[14, 15, 19]. SOA security [7] is a commonly secure property
to capture the above attack.

Commonly, the security of PKE schemes depends on
some honestly generated public system parameters, e.g.,
security parameter, primes, elliptic curves, and common
reference string [20-24]. In fact, public system parameters
are often specified in some standards [20, 23], e.g., NIST
FIPS 186-4 (2013) [25, 26]. It is timesaving for the imple-
mentations of PKE systems to use the public system pa-
rameters. However, recent research results show that PKE
schemes may suffer from parameter subversion attacks
(PSA) which allow adversaries to fully control the public
system parameters [20, 23, 27-31] and hence compromise
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the security of the corresponding PKE schemes. For in-
stance, the elliptic curve cryptosystem specified in NIST
FIPS 186-4 standard has been analyzed to be insecure due to
the malicious manipulation of the elliptic curves [23]. Thus,
PKE schemes resistant to PSA should be developed. That is, a
PKE scheme should provide usual security with trusted
system parameters, but retain as much security as possible
when the parameters are maliciously generated.

1.1. Related Work. SOA security was originally discussed by
Dwork et al. [17] and first formalized by Bellare et al. [7]. In
[7], SOA security was further classified into simulation-
based SOA security (SIM-SO security) and the indistin-
guishability-based SOA security (IND-SO security) [7]. The
formal requires that there exists a simulator which can
compute the same output as the adversary without ever
seeing any ciphertext at all. For IND-SO security, it requires
that any adversary who is given a vector of ciphertexts and
an opened subset of these ciphertexts cannot distinguish the
unopened messages from fresh messages which are re-
sampled from a message distribution [7]. According to
whether a condition of the message distribution for the fresh
messages is needed, there are weak IND-SO security where
the message distribution is efficiently conditionally re-
samplable and full IND-SO security where the message
distribution is an arbitrary one [14]. At present, few full
IND-SO secure schemes are proposed. In the following,
when we mention IND-SO security, it refers to the weak one.
In [7], Bellare et al. showed that SIM-SO security is stronger
than the weak IND-SO security. Whereas, it is showed that
SIM-SO security is significantly harder to achieve [11, 18].
Thus, in this paper, we focus on the IND-SO security.

The existing PKE schemes which satisfy IND-SO security
are realized based on lossy trapdoor function (LTF) which is
firstly studied in [32] and originally motivated to construct
PKE schemes secure against CCA attacks. The primal LTFs
in [32] are all-but-one LTFs (ABO-LFT) and only suite for
the settings in which there is no more than one challenge
ciphertext. PKE schemes secure against SOA usually involve
multiple challenge ciphertexts. All-but-N LTF (ABN-LTF)
[16] allows N challenge ciphertexts. However, N has to be
fixed at the construction time. In SOA security, an adversary
may observe many ciphertexts (arbitrary number of chal-
lenge ciphertexts) and may open arbitrary number of them.
All-but-many LTF (ABM-LTF) introduced by Hotheinz [33]
could be viewed as a generalization of both ABO-LFT and
ABN-LTF and may meet the above requirement.

Beside the SOA, PKE schemes also suffer from PSA. Such
an attack is initially studied in [20, 21]. In [20], the security
notion called indistinguishable encryptions under parameter
subversion attacks (IND-PSA) is introduced to capture PSA,
which guarantees that even though the public system pa-
rameter of a PKE scheme is chosen maliciously, the resulting
ciphertext should be indistinguishable [20]. Based on a
security tool referred to as an efficient embedding group
(EG), a PKE scheme satistying IND-PSA is proposed as well.
Whereas, their scheme was only considered in the single
sender case. In other words, the construction of the PKE
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scheme secure against the PSA in SOA setting is out of their
consideration.

1.2. Our Contributions. Although there are already some
research results for the SOA and PSA, so far, they are only
considered separately. Our aim is to construct a PKE scheme
secure against both of these attacks simultaneously.

To achieve this goal, we formalize a new security notion
called indistinguishability under selective opening attacks
and parameter subversion attacks (IND-SO-PSA). IND-SO-
PSA security captures indistinguishability under parameter
subversion attacks, selective opening attacks, and chosen
ciphertext attacks. It guarantees that even though the system
parameter of the PKE scheme is chosen maliciously and the
adversary is allowed to open a subset of the challenge ci-
phertexts (ie., seeing the corresponding plaintexts and
randomness used during the encryption), the remainder of
the plaintexts should be indistinguishable from freshly re-
sampled ones.

PKE achieving IND-SO security and PKE satistying
IND-PSA are now independently realized based on ABM-
LTFs and EGs, respectively. However, the existing ABM-
LTFs are only designed for PKE secure against SOA and not
applicable for the construction of a PKE scheme secure
against PSA. On the contrary, it seems that it is not a trivial
task to extend existing EGs to prevent SOA. Therefore, it
would be interesting if we can merge these two tools so that
the SOA and PSA can be prevented simultaneously. In order
to achieve this intention, we define the lossy trapdoor
function and all-but-many lossy trapdoor function in the
presence of PSA (LTF-PSA and ABM-LTF-PSA corre-
spondingly) and propose an instantiation with the effi-
ciently-embeddable group (EG). With these new primitives
and instantiation, we construct a novel PKE scheme that is
proven to satisfy the IND-SO-PSA security.

1.3. Paper Organization. The rest of this paper is organized
as follows. Some preliminaries are given in Section 2. The
definitions of LTF-PSA and ABM-LTEF-PSA primitives and
security model of IND-SO-PSA are stated in Section 3. In
Section 4, we propose the instantiation of ABM-LTF-PSA
from an efficiently-embeddable group family. LTF-PSA can
be similarly instantiated. Based on the newly constructed
LTF-PSA and ABM-LTEF-PSA, we construct a new PKE
scheme and prove its security in Section 5 and Section 6,
respectively. Section 7 is the conclusion.

2. Preliminary

2.1. Notions and Definitions. Throughout this paper, we use
k to denote the security parameter. Let X be a finite setand A
be an algorithm. We denote by x«—¢X the random se-
lection of an element x from X and by ye—gA(x,,...;r)
the running of algorithm A with inputs (x,...;r) and
output y. If a probabilistic algorithm’s running time is
polynomial in k, we call it probabilistic polynomial-time
(PPT). For a string o, we denote by |a| the bit length of «. For
a nonnegative integer n, we denote by [#n] the set {1,...,n}.
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Assume x = (xM ... x™) is an n-array vector, we denote
by x@ its ith component and by |x| its length. Define X" to
be an 1 X n matrix, Rank (X) to be the rank of X, X” to be the
transpose of X, and X;; is the element of ith row and jth
column, 1<iand j<n. For two n x n matrixes A and B, let
(A|B) (i.e., an n x 2n matrix) be the concatenation of A and B.
Let G be an embedding cyclic group generated by generator g
with order g. leen an n x n matrix X for X; ; € Z,, the op-
eration Y = g* is defined by computing Y, gX*J and setting
the matrix Y to be (Y; )”X” For two random variables X
and Y over finite set S, their statistical distance is
A(X,Y) = (1/2)Y s|Pr[X = s] = Pr[Y = s]|.

Definition 1 (universal hash function). Let [, =1, (k), I, =
I, (k) and I;= lﬁ(k) A family of functlons UHEF,:
{0 1} — {0,1}2 is called universal hash functions w1th
index key s € {0, 115, if for all X, X' € {0, 1}", with X # X/,
we have Pr[UHF,(X) = UHF (X")]<1/|l;| over the ran-

dom choice of function UHF,.

Lemma 1 (adapted from [34]). Let X and Y are random
variables such that X € {0,1}" and the average min-entropy
of X given Y is at last k. Let UHF,: {0, 1 —{0,1}2 be a
family of universal hash functions, where I, <k — 2 log(1/e).
Let R ¢{0,1}", and it holds that A((UHF,, UHF,(X),
Y), (UHF,R,Y))<e.

Definition 2 (pseudorandom function). Let [, =1, (k). A
function family PRF: {0, 12 — {0, 1} with a key space
{0,1}" is called the pseudorandom function if for any PPT
adversary «, &’s advantage AdvFRF (k) = [Pr[GERF (k) =
1] - 1/2| of winning the security game GE;* (k) defined in
Figure 1 is negligible.

Definition 3 (efliciently re- samphng) Let n=n(k) and 9
be a joint distribution over ({0, 115", We say that 9 is
efficiently re-sampling if there is an algorithm Resampy,
such that, for any < [n] and any partial vector

(' Dies € (10,1197, Resampy, (7))

from the distribution 9, conditioned on (m' l))
allie 7.

samples
(mD) for

2.2. Efficiently-Embeddable Group Family. An efficiently-
embeddable group family EG = (EG.P,EG.G, EG.S, EG.E,
EG.1) consists of following algorithms [20].

Parameter generation algorithm EG.P(1¥) inputs the
security parameter k and returns a public system parameter
7. Group generation algorithm EG.G (1%, ) inputs k and 7
and returns a tuple G = (G, g, g), where G is a cyclic group of
prime order g and g is a generator of G. Sampling algorithm
EG.S(1%,7,G) is used to sample exponents for the group
generator. It returns an exponent y € Z,. Embedding al-
gorithm EG.E (1%, 71, G, g”) is used to embed group elements
into EG.ES (k, ), where EG.ES (k, 7) is a finite set called the
embedding space [20]. That is, the output 0 < EG.E (1%, 7,
G,g”) (i.e.,, an embedding) is in EG.ES (k,7). For such a
construction, refer to [20] for the details. Inversion

Game GH* (k)

sk «g {0,1}*

b g {0, 1}

b g AFN(1F)

Return 1 if b = ¥’, and 0 otherwise

FN(z)

If b = 1 then S[x] < PRFg(z)

Else if S[z] = L then S[z] +—g {0, 1}
Return S|x]

FIGURE 1: Game-defining PRF security of a function family.

algorithm EG.I (1%, 7,G,0) is a deterministic algorithm
which is used to invert the embedding. It returns
ye—EG.I(1%,7,G,0) in G. This algorithm should satisfy
correctness, i.e., Pr[EG.1 (15, 7,G,0) = g’1=1-EG.ie(k), for
all 7«—EG.P (1¥) and G—EG.G (1%, 7), where the prob-
ability is over y—gEG.S (1%, 7,G) and
0—4EG.E(15,7,G, g”). The function EG.ie(k): N — R is
defined to be the inversion error of EG.

As noted in [20], EG = (EG.P, EG.G, EG.S, EG.E, EG.])
should satisfy the embedding pseudorandomness under
parameter subversion attack (EPR-PSA). We review the
definition of it below:

Definition 4 (embedding pseudorandomness [20]). EG
holds embedding pseudorandomness under parameter
subversion attack, if for any PPT adversary & against EG,
f’s advantage

1
Adv EER;SA (k) = ‘ [G}EERMPSA (k) = 1] _E" (1)

of winning the security game Ggg.," " (k) defined in Fig-
ure 2 is negligible.

We note that, in Gigy, " (k), o may query the INIT
oracle for only once w1th a parameter 7% chosen by himself.
For a randomly-chosen coin b«—4{0, 1} chosen by &, &/
wins the game, if he can distinguish ¢* is generated by
running algorithms EG.S and EG.E, or sampled uniformly
from the embedding space EG.ES (k, 7*). In other words, </
wins the game, if its guess b’ is equal to b.

2.3. Public-Key Encryption. Let M be a message space, C be a
ciphertext space, PK be a public key space, SK be a secret
key space, and R be a randomness space. A public-key
encryption (PKE) scheme PKE = (PKE.P,PKE.Kg,
PKE.Enc, PKE.Dec) consists of following algorithms.

The parameter generation algorithm PKE.P takes as
input 1¥ and returns a public system parameter 7. The key
generation algorithm PKE.Kg takes as input 1%,7 and
returns a pair of public key and a secret key
(pk, sk) € PK x SIK. The encryption algorithm PKE.Enc
takes as input (1%, 7, pk,m; r) to encrypt a message m € M
under pk, m and randomness € R, and outputs a ciphertext
¢ € C. The decryption algorithm PKE.Dec is a deterministic



Game Gggi_PSA(k)

b g {O, 1}
y —g AINIT(lk)
Return 1 if b = V/, and 0 otherwise

INIT(7*)
G «+s EG.G(1%, 1)
If (G =) then return L
(G,q,9) < G
If b =1 then

y g EG.S(1*, 7", G)

o* +4 EG.E(1F,7*,G, g¥)
Else 0* <—g EG.ES(k,7*)
Return (G, o)

FIGURE 2: Games-defining EPR-PSA security with respect to EG.

algorithm. It takes as input (1%, 7, sk,¢) and outputs a
message m or an error symbol L which means the ciphertext
is invalid. We require that, for all meM and
(pk,sk) € PK x SK, it holds that PKE.Dec (1%, 7, sk,
(PKE.Enc (1%, 7, pk,m;r)) = m.

The above definition of PKE is suitable for single user
(single message) encryption. In this paper, we consider the
public-key encryption scheme in selective opening scenar-
ios, ie., the encryption in multiuser settings (multiple
messages). We have to use the notion of vector-valued
encryption [1, 35, 36]. That is, for vectors m = (m?),
r=(r?), and c=(c?) with i€ [n], we denote by
c<—$PKE.Enc(1k,ﬂ,pk, m;r) the tuple (PKE.Enc (1%, 7,
pk,mW; rW) PKE.Enc (1%, 71, pk, m®;r?), ... ,PKE. Enc
(1%, 7, pk,m("); r™)), where # is the number of messages.
The decryption algorithm is analogous.

To capture parameter subversion attacks, Auerbach et al.
[20] formulated a new security notion called indistin-
guishability under parameter subversion attack (IND-PSA).
IND-PSA is a different security notion from traditional
IND-CCA security and guarantees that the ciphertexts are
indistinguishable even when the system parameter is gen-
erated maliciously. We introduce the IND-PSA security
below.

Definition 5 (IND-PSA security [20]). PKE holds indis-
tinguishability under parameter subversion attack, if for any
PPT adversary & against PKE, &/’s advantage
_ _ 1
AP ) = [pr[GRR I R = 1] -5 @
of winning the security game Gpyg 5°* (k) defined in Fig-
ure 3 is negligible.
In game Gpyp 7°* (k), the challenger & will toss a coin to
determine a challenge bit b € {0, 1}. Then, &/ may query INIT
oracle with a system parameter 7* chosen by himself to
initialize a public-private key pair, and the public key pk is
returned to &/. The ENC oracle may be queried with two
challenge plaintexts w1y, m; (|myl = |m,|) and return the
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challenge ciphertext ¢* to . If b = 0, ¢* is an encryption for
my; otherwise, it is the encryption for m,. The DEC oracle is
not allowed for the challenge ciphertext c*. We note that the
INIT and ENC oracle can be queried for only once. Given
the public key and challenge ciphertext, & outputs a guess
bit b'. If b' = b, we say &/ wins the game, and the game will
output 1 in this case.

The standard IND-CCA security of the public-key en-
cryption scheme also does not generalize the security under
selective opening attacks. To capture the security of the
public-key encryption scheme under the selective opening
attacks, new security notion called indistinguishability
against selective opening attacks and chosen ciphertext at-
tack (IND-SO-CCA) is proposed [16]. IND-SO-CCA se-
curity guarantees that any adversary cannot distinguish the
messages corresponding to the unopened ciphertexts from a
freshly re-sampled one according to a re-samplable distri-
bution & conditioned on the opened messages. We intro-
duce the IND-SO-CCA security below.

Definition 6 (IND-SO-CCA security [20]). PKE holds in-
distinguishability against selective opening attacks and
chosen ciphertext attacks (IND-SO-CCA), if for any PPT
adversary o/ against PKE, &/’s advantage

e e 1
ARS8 ) =[G (o =1] -2, @)

of winning the security game Gpyg 50 ““* (k) defined in
Figure 4 is negligible.

At the beginning of the game Gp Y 50 ““*(k), the
challenger € firstly tosses a coin to determine a challenge bit
b € {0, 1}. Then, ¢ firstly queries the INIT oracle. € will run
the algorithms PKE.P and PKE.Kg to generate the public
system parameter 7 and public-secret key pair (pk, sk)
correspondingly and returns the public key pk to &/. o will
output a message distribution & as well as a re-sampling
algorithm ReSampyg, to & after adaptively querying the DEC
oracle. Subsequently, € uniformly samples a message vector
m, from & and a randomness vector r = (r?),.;,; from a
randomness space (R)". & returns the challenge ciphertext
c= (c(i))ie[n] to . After receiving ¢, & adaptively queries
the DEC oracle and chooses an arbitrary subset ¥ C [n] to
indicate which ciphertexts he wants to open. .7 is given to 6.
Notice that any element of the challenge ciphertext ¢ is not
allowed for DEC oracle. After receiving .7, € will re-sample
a message m,«—gResampg (m ;) conditioned on the
(mD),c; of my. € will send (my, (m?,r®), ;) to .
Finally, & outputs a guess bit b, if b’ = b, we say & wins the
game, and the game will output 1 in this case.

2.4. Chameleon Hash Function. A chameleon hash function
CHF = (CHF.Kg, CHF.Eval, CHF.Equ) with domain
CHF.Dom consists of the following algorithms. The key
generation algorithm CHF.Kg takes as input 1¥ and outputs
a public key pk..¢ and a trapdoor td ;. The evaluation al-
gorithm CHF.Eval (pkgy, x; R) takes as input a public key
pkoy» a preimage x € CHF.Dom, and a randomness



Security and Communication Networks

Game GéNKE;P SA(k)

<+ L
b g {O, 1}
y g AINIT,ENC,DEC(lk)

ENC(mg, mq)

If (pk =1) then return L
If |mo| # |m1| then return L
c* < PKE.Enc(1%, 7*, pk, my; )

Return (V' = b) Return ¢*
INIT(7*) DEC(c)
(pk, sk) +¢ PKE.Kg(1*, 7*) If (¢ = ¢*) then return |
Return pk Else return PKE.Dec(1%, 7*, sk, c)
FIGURE 3: Game-defining IND-PSA security of PKE.
Game G 0~ (k) L EL)

b+« {0,1}
(D, ReSampy) g AMNTDEC(1F)

T +g AP (pk, c)

m; < ReSampy(mz)

b g AP (my, {m(i),r(i)}(iez))
Return 1 if b’ = b, otherwise return 0

mo = (m(i))ie[n] +—s D Return pk
r= (T(Z‘))ie[n] —s (R)™ ‘ A /
Cc= (C(Z))(ie[n]) = (PKEEHC(lk, W,pk7 m(l), r(z)))(LE[n]) DEC(C )

™ <5 PKE.P(1%)
(pk, sk) < PKE.Kg(1*, )

If (i € [n], st. ¢/ =c)
return L
Return PKE.Dec(1*, 7, sk, ')

FIGURE 4: Game-defining IND-SO-CCA security of PKE.

R € R s where R is the randomness space of CHF and
returns an image y = CHF.Eval(pk.y x;R) € CHF.Ran,
where CHF.Ran is the range of CHF. The equivocation al-
gorithm CHF.Equ (td ., x, x'; R) takes a trapdoor td ., R,
x,and x' as input and outputs a randomness R' € %, such
that CHF.Eval (pk., x; R) = CHF.Eval (pk.y x';R'). We
require that, for any x,x’ € CHF.Dom, if R is uniformly
distributed, then so is R' € R .

A secure chameleon hash function
CHF = (CHF.Kg, CHF.Eval, CHF.Equ) should satisty the
collision resistance property, which is introduced below.

Collision Resistance. Given a public key pk s, it is difficult for
any PPT adversary to find (x,R,x',R") such that CHF.
Eval (pkgys x; R) = CHF.Eval (pk.y, x'; R') for x#x' with-
out td . Formally, for any PPT adversary &, for random
(pke> td he)—g CHF.Kg ( 1%), the advantage Advggggy (k)=
Pr[x#x'ACHF.Eval (pkyys x;R)=  CHF.  Eval  (pkgy
x";RDI((%,R), (x',R")e—f (1, k)] is negligible.

2.5. Lossy Trapdoor Function. A lossy trapdoor function
LTF = (LTF.IKg, LTF.LKg, LTF.Eval,LTF.Inv) with do-
main LTF.Dom consists of the following algorithms
(16, 32, 33, 37, 38].

(i) LTF.IKg(1%): this is the injective key generation
algorithm. On input 1%, it outputs an injective
evaluation key ek and a inversion key ik for an
injective function.

(ii) LTF.LKg(1%): this is the lossy key generation al-
gorithm. On input 1%, it outputs a lossy evaluation
key Ik for a lossy function. In this case, there is no
inversion key.

(iii) LTF.Eval(ek, x): this is the evaluation algorithm. It
takes the evaluation key ek and a preimage
x € LTF.Dom as input and returns an image
y = LTF.Eval(ek, x) € LTF.Ran, where LTF.Dom
and LTF.Ran denote the domain and the range of
LTF, respectively.

(iv) LTF.Inv (ik, y): this is the inversion algorithm. It
takes as input the inversion key ik and an image
y € LTF.Ran and outputs x € LTF.Dom.

Moreover, for any LTF, the following property re-
quirements should be satisfied.

Correctness. The above LTF algorithm should satisfy
correctness, i.e., LTF.Inv(ik, LTF.Eval(ek, x)) = x for all
(ek, ik)<—$LTF.IKg(1k), x € LTF.Dom.

Lossiness. A lossy trapdoor function is I-lossy if for all
possible Ike—gLTF.LKg(1¥), the image set LTF.Eval (k,
LTF.Dom) is of size at most |[LTF.Dom|/2".

Indistinguishability. Let &/ be any PPT adversary
against LTF. LTF holds indistinguishability if &/ cannot
distinguish the injective evaluation key ek from the lossy
evaluation key Ik, i.e., &/’s advantage

Adv(Yp,, (k) = |Pr[a/(1¥,ek) = 1] - Pr[f(1%, 1K) = 1]|,
(4)



is negligible, where

(ek, ik)<—$LTF.IKg(1k) and
lk<—$LTF.LKg(1k).

2.6. All-but-Many Lossy Trapdoor Function. We now recall
the definition of all-but-many lossy trapdoor function
(ABM-LTF) which is originally introduced by Hotheinz
[33]. In the following definition, we keep the same mech-
anism of tags as in [33]. In other words, each tag of ABM-
LTF consists of two parts: the core part which is also called
the primary part, and the auxiliary part which is commonly a
random string. In addition, we note that we maintain the
same definition of tag space introduced in [34]. That is, the
tag space of ABM-LTF is divided into three disjoint subsets:
a lossy tag set, an injective tag set, and an invalid tag set. We
will give the concrete definition of ABM-LTF in the
following.

An all-but-many lossy trapdoor function ABM.LTF =
(ABM.Kg, ABM.Eval, ABM.Inv, ABM.LTg) with domain
ABM.Dom consists of the following algorithms.

(i) ABM.Kg (1%): this is a key generation algorithm. On
input 1%, it outputs an injective evaluation key
ek,,m»> an inversion key ik, ., and a tag key tk, .
With the evaluation key ek, ,, we define a set 7 =
T, x T , which is a tag space. We note that the tag
space I consists of three disjoint sets: the lossy tags
T \0s> the injective tags 7, and the invalid tags
T iny- It is easy to find that each of them is a subset of
T,1.e,T 0T, T, €T and T;,, € T . Each tag is
defined in the term of t = (tp, t,), wheret, € 7 is
the core part and t, € 7, is the auxiliary part.
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(ii) ABM.Eval (ek,y,t, x): this is the evaluation algo-
rithm. It takes the evaluation key ek,,, the tag t,
and a preimage x € ABM.Dom as input and returns
y = ABM.Eval (ek,;,,,,t, x) € ABM.Ran, where
ABM.Dom and ABM.Ran denote the domain and
the range of ABM.LTF, respectively.

(iii) ABM.Inv (ik,,m,t, ¥): this is the inversion algo-
rithm. It takes an inversion key ik,,,, a tag t, and an
image y as input and outputs x € ABM.Dom.

(iv) ABM.LTg(tk,p,,): this is the lossy tag generation
algorithm. It takes the tag key tk,,,, as input and
outputs a lossy tag t = (¢, 1,).

Moreover, for any ABM-LTF, the following property
requirements should be satisfied.

Correctness. ABM.LTF should satisty correctness, i.e.,
ABM.Inv(ABM.Eval (ek,pm» t, X), ikopm»t) = x for  all
(€K aom» tkabms thabm) —sABM.Kg (15), tag t € T and
x € ABM.Dom. This property is also referred to as
invertibility.

Lossiness. ABM.LTF is I-lossy if the size of the image set
ABM.Eval (ek,,,,t, ABM.Dom) is at most |[ABM.Dom|/2,
for all possible (ek,p, ikapm» thapm)—sABM.Kg (1¥) and
lossy tag t € 7. [ is called the lossiness of ABM.LTF.

Indistinguishability. Let o/ be any PPT adversary
against ABM.LTF. ABM.LTF holds the indistinguishability
between multiple lossy tags and random tags if &/’s
advantage

AdV}AI\I]B]i/ILTF,M(k) :‘Pr[ﬂABMLTg(tkabm;)(lk’ ekabm) - I]Pr[ﬂ@j(.)(lk’ ekabm) - 1]" (%)

is negligible, where (ek,y» thopm)—sABM.Kg(1¥). The
call to oracle ABM.LTg(tk,,,, ) returns a lossy tag, and
O4 () is a random oracle which returns a uniform and
independent tag from 7.

Evasiveness. This property requires that it is hard to
compute noninjective tags for any adversary, even though it
has been given multiple lossy tags. Let &/ be any PPT ad-
versary against ABM.LTF. ABM.LTF holds the evasiveness
if o/’s advantage

Advi\éll?/l.LTF,&{ (k) =Pr 'Q{ABM‘LTg(tkabm’.)’@(.)(lk)ekabm) € glos u 9inv:|’ (6)

is negligible, where (ek,p,, thopm)—sABM.Kg (1¥), and the
oracle O (-) is queried by & with input ¢t which returns the
answers “lossy/invalid” and “injective” which indicate the
type of t.

3. Definitions of New Primitives and IND-SO-
PSA Security

In this section, for both LTF and ABM-LTF, we extend their
definitions to the PSA setting. We introduce the primitive of

lossy trapdoor function in the presence of PSA (LTF-PSA)
and the primitive of all-but-many lossy trapdoor function in
the presence of PSA (ABM-LTF-PSA). Further, we intro-
duce the definition of newly-proposed IND-SO-PSA
security.

3.1. LTF-PSA Primitive. A lossy trapdoor function in the
presence of PSA LTF' with domain LTF.Dom' consists of
the algorithms (LTF.P',LTF.IKg', LTF.LKg',LTF.
EVAL',LTF.Inv") specified as follows.
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(i) LTF.P’ (1%): this is the system parameter generation
algorithm. On input 1%, it outputs a system pa-
rameter 7.

(ii) LTF.IKg' (1%, 7): this is the injective key generation
algorithm. On input 1* and 7, it outputs an injective
evaluation key ek’ and a inversion key ik’ for an
injective function.

(iii) LTF.LKg' (1%, 7): this is the lossy key generation
algorithm. On input 1¥ and 7, it outputs a lossy
evaluation key Ik’ for a lossy function. In this case,
there is no inversion key.

(iv) LTF.Eval’ (ek’, x): this is the evaluation algorithm.
It takes the evaluation key ek’ and a preimage
x € LTF.Dom’ as input and returns an image
y = LTF.Eval’ (ek', x) € LTF.Ran’, where
LTF.Dom’ and LTF.Ran" denote the domain and
range of LTF', respectively.

(v) LTF.InV' (ik', y): this is the inversion algorithm. Tt
takes as input the inversion key ik’ and an image
y € LTF.Ran’ and outputs x € LTF.Dom’".

In the following, we will give the formal definitions of
security requirements for LTF'. The correctness and lossi-
ness are almost the same as that of LTF. In particular, we
introduce the notions of indistinguishability under PSA
(IND-PSA2) for LTF'.

Correctness. The above LTF' should satisfy correctness,
ie., LTF.Inv' (ik',LTF.Eval’ (ek',x)) =x  for  all
me—gLTF.P' (1¥),  (ek',ik')——4LTF.IKg' (1*,7), and
x € LTF.Dom'.

Indistinguishabilit y under PSA. Let &/ be any PPT ad-
versary against LTF'. LTF' holds indistinguishability under
PSA if o/ cannot distinguish of the injective evaluation key
ek’ from the lossy evaluation key Ik', i.e., &/’s advantage

Adv(YP N (k) = [Pr]ar(1 k') = 1] - Pr[ /(15 1K") = 1]

>

(7)

is negligible, where (ek',ik’)<—$LTF.LKg’ (1%, 7*) and
Ik'—¢LTF.IKg' (1%, *), where 7* is chosen by & rather
than from the LTF.P’ algorithm.

Lossiness. A lossy trapdoor function is [-lossy if for all
possible 7r<—$LTF.P' (1%) and lk'<—$LTF.LKg' (1%, 7), the
image set LTF.Eval’ (Ik',LTF.Dom') is of size at most
ILTF.Dom’|/2..

3.2. ABM-LTF-PSA Primitive. An all-but-many lossy trap-
door function in the presence of PSA ABM.LTF' = (ABM.

IND-PSA3 _
AdV gy TF (k) =

P',ABM.Kg',ABM. Eval’,ABM.Inv',ABM.LTg') with
domain ABM.Dom’ consists of the following algorithms:

(i) ABM.P' (1%): this is the system parameter genera-
tion algorithm. On input 1%, it outputs a system
parameter 7.

(ii) ABM.Kg' (1%, 7): on input 1% and 7, it outputs an
injective evaluation key ek, an inversion key
ik.,.» and a tag key tk., .. We note that it has the tag
space T =T (i X T jos X T iy~ Similar to that of
ABM.LTF, the term of each tag for ABM.LTF' is
also as t' = (t,,t,), where t, € T , is the core part
and t, € 7, is the auxiliary part.

(iii) ABM.Eval’ (ek.,,,.t', x"): it takes the evaluation key
ekl the tagt', and a preimage x' € ABM.Dom' as
input and returns y' € ABM.Ran’, where
ABM.Dom’ and ABM.Ran’ be the domain and
range of the ABM.LTF'.

(iv) ABM.InV' (ikL,t', ¥'): it takes an inversion key
ika,m atagt', and an image y' as input and outputs
x' € ABM.Dom'.

(v) ABM.LTg' (tk.,,,): it takes the tag key tk.,,, as input
and outputs a lossy tag t' = (tp,t,).

We give the formal definitions of security requirements
for the all-but-many lossy trapdoor function in the presence
of PSA in the following. The correctness and lossiness are
almost the same as that of ABM.LTF. In particular, we
introduce the notions of indistinguishability under PSA
(IND-PSA3) and evasiveness under PSA (EVA-PSA) for
ABM.LTF'.

Correctness. ABM.LTF' should satisfy the correctness.
That is, the equation should hold, ABM.Inv' (ABM.Eval’
(ekppmr ' x' ) ikop o t') = x', for all me—gABM.P' (1%),
(ek s ik oo thapm) ——sABM.Kg' (1%, 7), tag t' € 77, and
x' € ABM.Dom'. This property is also referred to as
invertibility.

Lossiness. ABM.LTF' is I-lossy if the size of the image set
ABM.Eval’ (ek!, ,t',ABM.Dom’) is at most

abm>

|IABM.Dom'|/2!, for all me—gABM.P' (1¥), (eklym» ikipms
tklpm)—sABM.Kg' (1%, 7), and lossy tag t' € T ... I is
called the lossiness of ABM.LTF'.

Indistinguishabilit y under PSA. Let &/ be any PPT ad-
versary against ABM.LTF'. We say ABM.LTF' holds the
indistinguishability under PSA between multiple lossy tags

and random tags if &/’s the advantage

PI’I:.QYABM'LTE, (tka,bm")(lk’ ek;bm) _ I]Pr[ﬂ@g' (')(lk,ek;bm) = 1”, (8)



abm>

chosen by o/ rather than from the ABM.P’ algorithm. The call
to oracle ABM.LTg' (tk,,,,-) returns a lossy tag, and O (-) is
a random oracle returns a uniform and independent tag from
T

is negligible, where (ek. tk;bm)<—$ABM.Kg' (1%, 72%), n* is
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Evasiveness under PSA. This property requires that it is
hard to compute noninjective tags for any adversary, even
though it has been given multiple lossy tags. Let &/ be any
PPT adversary against ABM.LTF'. ABM.LTF' holds the
evasiveness under PSA if &/’s advantage

abm

Advi\éﬁ_f-?—?r’d (k) = Pr MABMLTg (tkabm,.),@(.)(lk) ek! ) c *G/vllos U 9(nvj|’ 9)

toms thapm)—sABM.Kg' (15, 7%), 7*
is chosen by & itself. The oracle O(-) is queried by o/ with
input t' which returns the answers “lossy/invalid” and
“injective” which indicate the type of t'.

is negligible, where (ek.y,, tk,

3.3. IND-SO-PSA Security. To capture the security of the
public-key encryption scheme under SOA and PSA, we
formulate a new security notion called indistinguish-
ability under selective opening attacks and parameter
subversion attacks (IND-SO-PSA). IND-SO-PSA secu-
rity captures indistinguishability under parameter sub-
version attacks, selective opening attacks, and chosen
ciphertext attacks. In other words, it guarantees that even
though the system parameter of the PKE scheme is
chosen maliciously and the adversary is allowed to open a
subset of the challenge ciphertexts (i.e., seeing the cor-
responding plaintexts and randomness used during the
encryption), the remainder of the plaintexts should be
indistinguishable from freshly re-sampled ones. In the
following, we give the formal definition of IND-SO-PSA
security.

Definition 7 (IND-SO-PSA security). Let & be an adversary
attacking PKE. We say that PKE holds the indistinguish-
ability under selective opening attacks, parameter subver-
sion attacks, and chosen ciphertext attacks (IND-SO-PSA
security), if o/’s advantage

IND-SO-PSA
Advpye o (k),=

_S0— 1
Pr[GIFz\l](DE,gst PSA(k) = 1] _E" (10)

of winning the security game Gpyp 50 ">* (k) defined in
Figure 5 is negligible.

At the beginning of the game Gp 50 " (k), the
challenger € firstly tosses a coin to determine a challenge
bit b € {0, 1}. Then, ¢ firstly queries the INIT oracle with
the public system parameter 7* chosen by himself. € runs
the algorithm PKE.Kg to generate public-secret key pair
(pk, sk). pk is given to the adversary &/. o/ will output a
message distribution & as well as a re-sampling algorithm
ReSampg, after adaptively querying the DEC oracle.
Subsequently, & samples uniformly a message vector m,,
from 2 and a randomness vector r = (r),(,, from a
randomness space (R)". € returns the challenge ci-
phertextc = (c),.(, to <. After receiving ¢, o adaptively
queries the DEC oracle and chooses an arbitrary subset
% € [n] to indicate which ciphertexts he wants to open. .5

is given to €. Notice that any element of the challenge
ciphertext cis not allowed for DEC oracle. After receiving
, € will re-sample a message m,<—¢Resampg, (m ;)
conditioned on the (m?), , of m, & will send
(my, (m@, D), 7)) to <. Finally, & outputs a guess bit
b', and if b' = b, we say o wins the game, and the game
will output 1 in this case.

4. Construction of ABM-LTF-PSA

In this section, based on the embeddable group that was
introduced by Auerbach et al. in [20], we construct an ABM-
LTF-PSA and prove that it satisfies the IND-PSA3 as well as
the EVA-PSA without the random oracle. The formal
guarantees that a lossy tag is computationally indistin-
guishable from a random one, even when the adversary is
given access to the lossy tag generation oracle and could
choose the system parameter by himself. The latter prevents
the adversary who could choose the system parameter by
himself from generating lossy tags. We note that ABM-LTF-
PSA can be seen as a generic LTF-PSA, which means that it
could be used as LTF-PSA. On the contrary, LTF-PSA could
be constructed with the same way as the construction of
ABM-LTF-PSA. Thus, we will not reconsider the instanti-
ation of LTF-PSA here.

4.1. ABM-LTF-PSA from Embeddable Group Family. Let
CHF = (CHF.Kg, CHF.Eval, CHF.Equ) be a chameleon
hash function, #,: G — {0, 1}" be a hash function, and
EG = (EG.P,EG.G,EG.S,EG.E,EG.]) be an embeddable
group family (we have recalled in the Section 2.2) [20].
We assume that the multiplication and addition opera-
tions hold on EG.ES. In addition, we note that the al-
gorithm EG.E of EG is deterministic as the instantiations
of EG in [20]. An ABM-LTF-PSA based on the embed-
dable group family is a tuple of algorithms ABM.LTF' =
(ABM.P',ABM.Kg', ABM.Eval’, ABM.Inv',ABM.LTg")
that specified as following.

(i) ABM.P' (1%): taking as input the security parameter
k, it runs the EG.P (1¥) algorithm of EG to generate
a system parameter 7.

(ii) ABM.Kg' (1, 7): the key generation algorithm does
the following steps:

(1) Generate a public key pk,s and the corre-
sponding trapdoor tdg; of the CHF using
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Game G,I,NKE7T4807PSA(I<:) INIT(7*)

b+ {0,1} (pk, sk) +g PKE.Kg(1*, 7*)
(D,ReSampy,) <5 A™NTPEC(1F) Return pk

mg = (m");cpy) s D

r= (’/‘(1)) €n] <8 (R)n . ‘ ‘ DEC(C/)

e = () ien = (PKEEnC(1", 7", pk, m: 7)) e If (3i € [n], s.t. ¢ = D)

7 +g A (pk,c) return |

m; g ReSampp(mz) Return PKE.Dec(1%, 7*, sk, ¢/)
b g AP (my, {m(l)’ r}er))

Return 1 if ¥’ = b, otherwise return 0

FIGURE 5: Game-defining IND-SO-PSA security of PKE.

CHF.Kg. This CHF will be used in the following
to compute tags of ABM.LTF.

(2) Generate an embedding cyclic group
G = (G,q, 9) by running EG.G (1%, 7).

(3) Let n = n(k). Sample ;€ Z”X” /3,] € Z”X”, and
8 €Z7" by runnlng EG S5, G) for
1< iand j<n, and set three matrixes

= (o))", 82 (B;))"", and S5 = (§;))"".

(4) Set matrixes A = (g*i)™", B = (gﬁv)”x” and

= (g™ for g generated in Step 2.

(5) Compute 0;; by runn1ng EG.E(1%, 7, G, A, ) 0
by runn1ng EG.E(1%,7,G, B;;), and 7 by
running EG.E (1%, 7,G,C; ;) for 1<iandj<n.

We have 0;;,0;;, and1;; € EGES(k, 7). Set

matrixes E, = (o; )”X” E, = (6; )" and
E3 — (Tij)nxn.

(6) Select a pseudorandom function PREF: {0, 1}*x
{0,1}> — {0,1}". Run EG.S(1%,7,G) to get
Vectore = (eM,e@, ... eM) ez Setvector

= (kM x®, .., K(”)) € {0, 1} as the key of
the PRF, \?r)here kD=9, (g ) Run 7;; to
compute k€ EG. ES(k n) and get vector k' =
(K'( ), K'( - ( ) as the hiding vector of k.
We note that k should be kept secret and k'
could be public.

(7) Select an universal hash function
UHE,: {0, 1}" x {0,1}5 — {0,1}"> with key
s€ {0 1}, Sample a matrix H™" from the
embedding space EG.ES (k, ), and we use h; to
denote the ith row of H.

(8) Set the public evaluation key ekh, =
(G, EpEza pkchf,k',s, H,G), private inversion
key ikl = (C,S;,S,,k,s,H,G), and lossy tag
generation key tk., = (E; k. s, H, td ., G).

(iii) Tags: a tag in ABM.LTF' is defined in the form of

t = (t;,ta'), where t, € {0,1}* is an auxiliary part,
t, = (D,Rey) € (EGES (k, m)™" X Rye) is a pri-
mary part, and R € %¢ is a randomness for
CHF. Set the tag space as J' = (EG.ES
(k, )" X R) x {0,1}*. With a tag t' = (D,
Ray¢)> t,), we compute ¢ = CHF.Eval(pky,

(D,t)); Ry¢) € {0,1}". Let matrix U=DE;-F
where F= (f,f,,...,f)" and f;,=PRF(x",
UHEF, (¢)) - h; is the ith row of F for 1<i<n. We

define
9'i'nj, Rank (U) = n;
t'e{ The U=0; (11)
I, Rank(U)#nandRank(U)#0.

We say that ¢’ is an injective tag if the rank of matrix U is
n,i.e., Rank (U) = n; else, if U = 0, we say that ¢’ is a lossy tag;
particularly, if the rank of matrix U is out of the above two
cases, i.e., Rank (U) #n and Rank (U) # 0, we say that t' is an
invalid tag.

(iv) ABM Eval’ (ekabm, ", x): with a tag
t' = ((D,Ryy)-t,) and the public evaluation key
ek, = (CE,, Ez,pkchf,k', s, H, G), for a vector of
preimage input x = (x'V,x®, ..., x") € Z)", the
algorithm does the following:

(1) For tag t, compute ¢ = CHF.
Eval (pkg (Dst)); Rypye) € {0, 1}, With K/, re-
cover the key vector k = (xV,x®@, ..., k™) of
PRF as k) = %, (g° "), where ge(” is computed

by running EG.I(1%, 7, G, ¥’ l)).

(2) For matrixes E, = (0;;))"" and E, = (6;;)"",
compute g and g by running
EG.I(157,G,E;;) and EG.I(1%7G,Ey))
correspondlngly Obtain the matrixes A =
(g%)™" and B = (gP1)™", where 1<iand j<n.
Randomly select y and v from Z, by
runnlng EG.S(1%,7,G), and compute s, = g*,
s,=g" and E=AY+BY Iie, E A»j/‘+
B’ = g it 4 gﬁw Compute @, by running
EG E(15,71,G,s;) and @, by running
EG.E(157,G,s,), where ®,and®, € EG.ES
(k, m).

(3) Compute Tjj by running EG. E(1 7, G, C; ) to
obtain matrix E; = (7;))"" for 1<zand]<n
Concatenating matrlxes E and U to obtain the
matrix M™?", That is, M = (E|U) ¢ EG.ES
(k, 1)™*", where U = DE, —F, F = (f,f,,...,
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f,)", and f, = PRF(x"), UHF,(¢))-h; for
I<i<n _

(4) Compute X by running EG.E (1%, 7, G, gxm) to
set a vector x= (x,x® ..., x™), where
x" € EG.ES (k,n),1<i<n.

(5) Compute the following equation to get the
image vector y € EG.ES (k, )"

y= Z PRE(x", UHF, (¢)) - X - M. (12)

i=1
(6) Output (y, @, d,).

(v) ABM.InV' (ik}; ., t',y,®,,®@,): given an inversion
key iklp, = (C,S,,S,,k s, H,G), a tag t' = ((D,
Repe) to), @, and @,, and image vector y, the algo-

rithm ABM.Inv' computes x as follows:

(1) Compute s, and s, by running EG.1 (15, 7, G, @,)
and EG.I(1%,7,G,®,). Compute E; =s' and
E, = s>, which means that E/ ij=g" and
E, ij = g%, Obtain the matrix E by computing
E = E| + Ej, thatis, E;; = g* % + g*Fi. Compute
M = (E|U) € EG.ES (k, 7)™ as the algorithm
ABM.Eval'.

(2) For tag t' = ((D,Ryy).t,), it first computes
@ = CHF.Eval (pkyy, (D,t)); Ryy) € {0,131,

(3) With ik, it computes the following equation
to get X:
.Mt
X = y (13)

>, PRE(x"”, UHF, (9))

where (M™1)*" is the inverse matrix of M.
(4) Finally, it computes and outputs the vector of
preimage x by running EG.I (1%, 7,%).

(vi) ABM.LTg' (tk.;,): the lossy tag generation algo-
rithm is given the lossy tag generation key tk, ... It
does the following steps to compute a lossy tag
! ! !

t = (tp, t,): )

(1) Randomly choose a tag t' = ((D, Ryy),%,) € T,
and then, compute the value ¢=
CHF.Eval (pkgys, (D,%.), Ropg)-

(2) Solve for an appropriate nxn matrix
D € EG.ES(k, m)”" such that the equation
DE, = Fisvalid, where F = (f,f,,....f,),f, =
PRF (x), UHF,(¢)) - h;, for 1<i<n.

(3) Compute the value Ry from the equation
Repe = CHF.Equ (tdgy, (D,7,), (D, 15); Reye),
and output a tag t' = ((D, Ryy), £.). It is easy to
check that the tag t' output by this algorithm is
indeed a lossy one.

Correctness. We note that the correctness of the above
ABM-LTF-PSA instantiation holds due to the following
equation:

E=A*+B'=s) +s7 =E/+E, = E. (14)
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Lossiness. For any lossy tag t' € 7. in the above ABM-
LTF-PSA instantiation, we note that its lossiness
I = log, (q"/ (n*|EG.ES (k, 7)|)). When t' € 7., the matrix
Uis equal to 0, i.e., U = 0, we have at most #? possible values
of M= (E|U) € EG.ES (k,7)™*". Thus, the image set
ABM.Eval’ (ek.,,,.t', ABM.Dom') has size n*|EG.ES (k, 7)|.
Meanwhile, the size of domain ABM.Dom’ of the
ABM.Eval' is q" because the preimage of ABM.LTF' is
x € ZX". According to the definition of lossiness for
ABMiTF', we could obtain the lossiness of the above

construction is I = log, (¢"/ (n*|EG.ES (k, m)|)).

4.2. Proofs of Security

Lemma 2. Let n is polynomial in k and q is exponential in the
security parameter k. A matrix X randomly sampled from 71"
will have Rank (X) = n with all but negligible probability in k.

Proof. The probability of Rank(X)=mn is equal to the
probability that n columns of X are linearly independent.
This means that there are q" — 1 possibilities (i.e., the zero
vector is removed) for the sample of the first column vector.
For the sample of the second column vector, there are g" — g
possibilities (i.e., the g vectors linearly dependent on the first
vector should be removed). The rest may be deduced by
analogy. Thus, the probability of Rank(X) = is

(q"-1)- (q"—q)-(q”—qz)-“(q”—q"1):ﬁ<1_i>

q-q--q AN

—1-Lunc(r),
q
(15)

where func(k) is a function satisfying that 0<func
(k)<n(l1+1/g+---+1/q"). Because q is exponential in k,
(1/g)func (k) is negligible in k. So, we could finally obtain
that this probability is overwhelming. O

Theorem 1 (indistinguishability). Let EG be an efficiently-
embeddable group and CHF be a chameleon hash function.
Let ABM.LTF' be the all-but-many lossy trapdoor function
that we built above. For any PPT adversary o with advantage

AdvID PSS there exists adversaries o/, and of, such that

Advip TE 0 (<(2n” + n)Advidy, " (k) + nAdve, (k).

(16)

Proof. We proceed with the proof by describing a sequence of
games, i.e., Game 1 to Game 3. Let S, be the event that the
output of adversary & is 1 in Game i. In Game 1, all algorithms
work exactly the same as the real scheme. & interacts with
ABM.LTg' (k> ), and the algorithm outputs lossy tags for
adversary &/. We emphasis that the system parameter 7* in-
volved in this game is chosen by </. So, we obtain

Pr[S,] = Pr| a/ABWTE (ham) (1K ekl ) = 1]. (17)
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In Game 2, we modify the way of generating the public
evaluation key ekl = (CE;,E,, pkyys k',s,H,G). Spe-
cially, we choose the matrixes E, and E, and the vector k'
uniformly at random from EG.ES (k, 7*). Since E,, E,, and
k' do not influence the output distribution of ABM.LTg', by
the EPR-PSA assumption of EG, this modification will not
be noticed by . So, for an EPR-PSA adversary &/,, we
obtain

|Pr[S,] - Pr[S,]| < (2° + n)Advicy, " (k). (18)

In Game 3, the proceeding of algorithm ABM.LTg' is
changed. Particularly, in the 2nd step of algorithm
ABM.LTg', we randomly select a  matrix
F——EG.ES (k,n*)™" instead of computing a matrix
F = (f,,f,,...,f,)7, in which f, = PRF(x, UHF, (¢)) - h,
with uniformly random ¢ for 1<i<n, as in Game 2.
According to the PRF security (defined in Figure 1) of the

el T o) (1, k) = 1] pelar ™ O (1 k) =1

Theorem 2 (evasiveness). Let EG be the efficiently-embed-
dable group and CHF be a chameleon hash function. Let
ABM.LTF' be the all-but-many lossy trapdoor function that

EVA-PSA 2 EPR-PSA
Advagte g ()<(2n + n)AdvEG,ﬁ,l

Proof. We proceed with the proof by describing a sequence
of games, Game 1 to Game 4. Let S; be the event that the
output of adversary & is a lossy or invalid tag in Game i. We
consider the following two types of tags output by .
Specifically, for a tag t' = (D*, R (),t.),

(i) Type 1: if ¢* = CHF.Eval (pky, (D*,£,*); RY,() is
also the chameleon hash output of some previously
generated tag, then we refer to t' = (D*, R} (),t,*)
as a Type 1 tag.

(i) Type 2: if ¢* = CHF.Eval(pkgy (D*,£,%); RY,) is
not the chameleon hash output of any previously
generated tag, then we refer to t' = (D", R ¢)s t;*)
as a Type 2 tag.

We make an assumption, without loss of generality, that
o obtains n=mn(k) lossy tags by querying the
ABMLTg, (tké,lbm) Oracle. Let (t;)IE[Vl] = ((Di’ Rchf i)’ ta;)iﬁ[n]
denote these lossy tags. Then, & adaptively comes up with
n' = n' (k) tags (t;" )icjy) = (D], Riy), £ )iep) by querying
the oracle O and gets answers “invalid” or “injective.”

In Game 1, all algorithms work exactly the same as the
real scheme. In particular, we note that the system parameter
7" involved in this game is chosen by /. So, we have

AT 0 = pr[s,) 23
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pseudorandom function, for a PPT adversary &, against
PRF, we could obtain

|Pr[S;] - Pr[S,]| <nAdvy," (k). (19)

On the contrary, in Game 3, the matrix D of ¢, is the
solution of equation DE; = F mod g with random F. If the
rank of matrix E, is #, then D will be random. According to
Lemma 2 (same result holds for EG.ES (k, 7)"™"), we indeed
have Rank (E;) = n. This means that D is random. Thus, we
could obtain result that the primary partt, = (D, R ) of tag
t' is random. Therefore, all tags generated in Game 3 are
random tags. So, we obtain

Pr(S;] = Pr[of% O(1% ekl ) = 1] (20)

Summing up, we find that the advantage
Adv%?ﬁiﬁ ., (k) of adversary .of is

< (21 + n)Advic, >t (k) + nAdvy,. (k). (21)

O

we built above. For any PPT adversary o with advantage

Advi‘é‘,‘\‘/l’f%, > there exist adversaries oy, of,, and 95 such

that

(k) + nAdvf;ljF (k) + Adv%ﬁé@} (k) + neg (k). (22)

In Game 2, we modify the way of generating the public
evaluation key ekl = (CE;,E,, pkysk',s,H,G). Spe-
cially, we choose the matrixes E, and E, and the vector k'
uniformly at random from EG.ES (k, 7*). Since E,, E,, and
k' do not influence the output distribution of ABM.LTg', by
the EPR-PSA assumption of EG, this modification will not
be noticed by &. So, for an EPR-PSA adversary /,, we

obtain
|Pr[S,] - Pr[8, ]| < (2n° + n)Advigy - (k). (24)

In Game 3, we change the algorithm ABM.LTg'. In
particular, in the 2nd step of ABM.LTg', we randomly select
a matrix F——¢EG.ES(k, n*)™" for any 750, instead of
computing a matrix F= (f,f,,...,f,), in which
f, = PRF (x), UHF (9)) - h;. For all queries (t;"),c(,; to the
04 oracle, we return the answer “injective.” In the following
context, we will use the mathematical methods of induction
to prove that the distinguishability of Game 2 and Game 3
implies that there is an adversary &, against the pseudo-
random function PRF.

(i) For the base step, suppose ' = 1 (the case n' = 0 is
vacuous). In Game 2, Og honestly computes
U=DE,-F, where F= (f,f,,....,f)" and
f; = PRF (¢, UHF, (¢})) - h;, for 1 <i<n. Then, it
returns the answer “injective.” The distributions of
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U in Game 2 and Game 3 are correspondingly
{PRF (7, UHF, (¢} )} je(,y U {PRF (x?, UHF
(p})}  and  {Fe——EGES  (k,7*)""};c[,yU
{F——¢EG.ES (kn*)"™"}. Hence, these two distri-
butions are computationally distinguishable,
according to the security of PRF, with the proba-
bility at most n1- Adv;" (k) for a PRF adversary o,.

In addition, since for ¢} from t;- * in Game 3, the
matrix F is random, so is the matrix U, and the
adversary is always given answers “injective” except
with the negligible probability e. Thus, it holds that
[Pr[S;] - Pr[S,]I<n- Advg}zF (k)+n' - when
n =1

(ii) Suppose that the above result |Pr[S;] — Pr[S,]|<n-
Advg}tF (k)+n' - holds for =n"-121. Ac-
cordingly, in Game 3, we simply answer “injective”
without even looking at the query ¢;.

(iil) Now, we consider the case of #’. In Game 3, for tags
{t', * }ie[ml]’ we only focus on the n'th query tag

1

«

{t:;;l}. In Game 2, we honestly derived the “in-
jective” answers for the previous # queries, and the
n'th answer is computed as U = DE, — F. Since PRF
in Game 3 is only evaluated on
{UHFS (97 );c [n]} U {UHFS (¢;+1)} and since in

EVA-PSA 2 EPR-PSA
AdV gL TE o (k)S(Zn + n)AdvEG,Ml

5. Construction of IND-SO-PSA Secure
PKE Scheme

Taking the constructions in [32-34, 39] as guidances, we
propose an IND-SO-PSA secure PKE scheme with the
newly-built ABM-LTF-PSA and LTF-PSA based on an ef-
ficiently-embeddable group family. Let
ABM.LTF' = (ABM.P’, ABM.Kg', ABM.Eval', ABM.InV/,
ABM.LTg') be an all-but-many lossy trapdoor function in
the presence of PSA we constructed in Section 4, LTF' =
(LTF.P',LTF.IKg',LTF.LKg',LTF.Eval’,LTF.Inv') be a
lossy trapdoor function in the presence of PSA, and EG =
(EG.P,EG.G,EG.S,EG.EE,EG.l) be the underlying
embeddable group family of ABM.LTF' and LTF'. Let
7. EG.ES (k, 1) — {0, 1}" be a hash function and CHF =
(CHF.Kg, CHF.Eval, CHF.Equ) be a chameleon hash
function.

The scheme PKE = (PKE.P,PKE.Kg, PKE.Enc, PKE.
DEC) will be built as follows.

(i) PKE.P (1%): taking as input the security parameter
k, it runs the EG.P (1¥) algorithm of EG to generate
a system parameter 7. We note that here 7 is also
used as the system parameter of ABM.LTF' and
LTF in this construction.

Security and Communication Networks

Game 2 by inductive hypothesis the answers were
all “injective,” the inductive hypothesis still holds,
ie, |Pr[S;]—Pr[S,]l<n- AdvE}ZF K+ (m+1)-e
Asaresult, foralln' = n' (k), we set neg, (k) =n' - ¢,
and it holds that

|Pr[S;] - Pr[S,]| <nAdvy, (k) +neg, (k).  (25)

We note that tags (¢, * )ic[n') in Game 3 are distributed as
random tags.

In Game 4, the trapdoor td.; of chameleon hash
function CHF is not available. Each primary part of tag t' is
sampled uniformly at random, ie, (D,Rg)e—g
(EG.ES(k, m*)™" x RB).  Thus, it  holds  that
Pr[S,] = Pr[S;]. In addition, for any fresh ¢, we randomly
select a matrix F——¢EG.ES (k, 7)™, that is, there is not an
adversary that will output Type 2 tags with at most a
negligible probability neg,(k), so we could get
Pr[S,,2] <neg, (k). The Type 1 outputs will break the col-
lision resistance of the chameleon hash function CHF, so we
have Pr[S,,1]< Adv@?LL (k) for some adversary ;.

Therefore, we could obtain Pr[S,] <neg, (k)+ Advgﬂ,%’];y (k).
Summing up, let neg(k) = neg, (k) + neg, (k), and we
find that the advantage of adversary & is

(k) + nAdv," (k) + Adveir s, (k) + neg (k). (26)

O
(i) PKE.Kg (1%, 7): the key generation algorithm does
the following steps:

(1) Run algorithm ABM.Kg' (1%,7) to get
(eknp ikopms thipm). Have the same embed-
dable group G with generator g and order g and
the same public key pk.,¢ of CHF as generated in
the step 1 and step 2 of algorithm ABM.Kg'.

(2) Run algorithm LTF.IKg' (1%, 7) to get (ek',ik").
Set the public key as pk = (ekLy.,, ek’, pkoye) and
the secret key as sk = (iky,,,ik'). It finally
outputs a pair of public and secret keys (pk, sk).

(iii) PKE.Enc(pk,m): with the public key pk=
(eklpms €k’ pkoy) and the message m € {0, 1}, the
encryption algorithm PKE.Enc(pk,m) does the
following:

(1) Randomly select avectorr = (r(V, 7@ .. r®)
from Z;X" by running EG.S kK 7,6G).

(2) Compute 7 by running EG.E (1%, 7, G, g’m) for
1<i<n, and set vector ¥ = (FV,7®, ... 7).
That is, we have 7@ € EG.ES (k, n).

(3) Randomly select an universal hash function
UHE,: {0,1}"" x {0,1}> — {0,1}" with index
key we{0,1}5. Compute © =%, (F),
p = UHF, (®)@m, and y, = LTF.Eval' (ek', r).
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We note that UHF, is not the same one used in
the construction of ABM.LTF'.

4) Set t = (tp t)) for randomly-sampled
t = (D,Rys) and t,= (UHFw,p, r); then,
compute ¢ = CHF. Eval(pkchf, (D, tL,y1); Rep)-
We note that CHF is the same one used in the
construction of ABM.LTF'.

(5) Use ¢ as the input of the step 3 of the ABM.Eval’
algorithm and compute vy, =ABM.Eval'
(ek.y»t'»1). Notice that y, is a tuple (¥, @, @,)
as described in the step 6 of ABM.Eval’. Output
the ciphertext C = (y,, v, t};, UHE,, ¢, p). Note
that the randomness of this encryption algo-
rithm contains w and t', and all components in
t' are public except r.

(iv) PKE.Dec(C, sk): after receiving the ciphertext
C= (yl,yz,t;,UHFw, ¢,p), the decryption algo-
rithm does the following:

(1) Run algorithm LTF.Inv' (ik',yl) to obtain the
vector r= (r, 7@ ),

(2) Run algonthm ABM EvaI (ekabm, ,r) to
compute y, with the tag t' = (tp t.), where t}; =
(D,Ryy¢) and t,= (UHF,,p,r). Check that
whether the equation y, = y, holds. If not, then
return L; otherwise, go to the next step.

IND-SO-PSA COLL IND-PSA3
Advpgey  (K)SAdvepr gy, (K) + AdVagy (TF o,

Proof. We firstly revisit the definition of the IND-SO-PSA
security (shown in Figure 5). Suppose that we have n
challenge c1phertexts and the ith challenge c1phertext is
denoted as CO = (y¥,y{, ty & UHF,,», ¢, p?) in which

= (DY, R ’f) We proceed with the proof by describing
a sequence of games, Game 1 to Game 6. Let S; be the event
that the output of adversary / is 1 in Game i. In Game 1, all
work

algorithms exactly the same as the game
Gpyr X P4 (k). We note that the system parameter 7*

involved in this game is chosen by &/, as shown in Figure 5.
By the definition of IND-SO-PSA security, we have

Advie " () = |Pr[S,] -2 (28)

)

In Game 2, we note that the decryption queries
whose element ¢® has already existed in one of the
challenge ciphertexts were rejected. That is, if adversary
g queries decryption oracle with a ciphertext
C= (yl,yz,t};, UHF,, 9™, p) in which ¢® is appeared in
some C) = (yfi),yéi),t;(i),UHFw<i>,go(i),p(i)), then it will be
rejected, or the collision resistant property of CHF will be
broken. We note that the only element that is not a part of
the inputs of CHF in ciphertext Cisy,. Letf, = (UHF, p,r)
and t;(i) = (UHFWU),p(i)
three cases:

,t). In the following, we consider
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(3) Compute @' = CHF.Eval (pkyy, (D, t,,y,);
Ray)- If @ = ¢, reject this ciphertext; otherwise,
go to the next step.

(4) Compute 7" by running EG. E(lk 7,6, g" )for
1 <i<nto obtain vector ¥ = (FV,7@, .. 7).
Compute ® = #, (¥), and recover the message
from m = UHFW(G)GBp.

6. Security Analysis

In this section, we analyse the IND-SO-PSA security of our
PKE scheme constructed in Section 5. In particular, we prove
that our scheme can satisfy the IND-SO-PSA security which
is defined in Section 3.3. We will give more detailed proofs of
security in the following. We note that the proof is processed
without random oracle.

Theorem 3 (IND-SO-PSA). Let ABM.LTF' be the newly
proposed all-but-many lossy trapdoor function from the
embeddable group family scheme we built in Section 4, LTF'
be a lossy trapdoor function in the presence of PSA, and CHF
be a chameleon hash function. For any PPT adversary of with
advantage AdviNDSO~PSA (k), there exist adversaries of |, o5,
5, and o, such that

(k) + AdVagi it or, (K) + Adv e, (k) + neg (k). (27)

(i) y, =y and (yl,t ,UHF,,p) = (y\", t @, UHF,,0,

pD): this is the case that the query c1phertext is

prec1sely the ith challenge ciphertext. Thus, this
decryption query should be rejected.

(i) y, = y3” and (y1-t, UHE, p) # (y?, t @, UHF,,0,
pD): to recover the encrypted message, the de—
cryption algorithm has to verify the correctness of
the tag of ABM.LTF' by executing the equivocation
algorithm of CHF. This would happen only if the
following equation  holds:  CHF.Eval (pk_y,
(D t), ¥y ); Repy) = CHF.Eval (Pkeps, (DD, 1,0,
y1 ) Rchf) which means that there exist a collision
of chameleon hash function CHF.

(iii) vy, #yz recall that ¢ = ¢ is computed by an in-
jective tag We will consider the following cases. (1)
vy, =y? and (t UHF,.p) = (¢, 'O UHE, ¢, p®):
the output of thls query in step 1 1s r. It is obv1ous
that r = r®. Thus, we can get t, = t,(. In this case,
there is 1ndeed a collision ((D ta,yl) R¢) and
((D @ t(’ ,y1 ) R(Lf) happenmg to CHF )y =

D and’ (t,, UHF,,p) # (t, O UHE, 0, p®): s1m11ar
to the above case, we must haver = r® and t) =t
Then, the query will be rejected unless a coll1s1on
happens to CHF. (3 y,#y"” and
(tp, UHEF,,p) = (t (@) UHFW(,),p(’)) the output of
this decryption query in the step 1 is r, and we must
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have r # r?, and thus, t, # t;(i). Then, the query will
be rejected unless an  exact collision
((D,£,,7,); Rey) and (D, 1,0, y("); RG)) hap-
pens to CHF. (4) Vi # yl(i) and
(t,, UHF,, p) # (¢ ), UHF 0, p®): similar to the

above case, we must have r# 1 and ¢, #¢,(. Then,
the query will be rejected unless a collision happens.

Therefore, Game 1 to Game 2 behaves the same unless
the collision resistancy of the chameleon hashing is broken.
Thus, for some adversary &, it holds that

|Pr[S,] - Pr[S,]| < Advgprs,, (k). (29)

In Game 3, we generate the lossy tags by running the
ABM.LTg' for all challenge ciphertexts C® for i € [n].
Note that we allow the decryption query made with lossy
tags in which ¢#¢®?. According to the indistinguish-
ability under PSA of the ABM.LTF', for some adversary
o ,, we have

|Pr[S;] = Pr[S,]| < Advaga Tr o, (). (30)

Recall that, in Game 3, we firstly run the algorithm
LTF.Inv' (ik',y,) to obtain the vector r. Then, we check that
ABM.Eval' (ek.;.,t', 1) = y,. If it is not, then reject. Now, in
Game 4, with ik,,,, we run the algorithm ABM.Inv' to
recover r. Particularly, in the step 3 of ABM.InV', the value ¢
is the one contained in the ciphertext for the decryption
query. According to the correctness of ABM.LTF' and LTF’,
Game 4 and Game 3 could have the same result unless the
component ¢ of decryption query belonging to one of the
challenge ciphertexts or the queries are made with lossy or
invalid tags. We have to consider the previous sitution in
Game 3. The latter would happen unless the evasiveness
under the PSA property of ABM.LTF' is broken. Thus, for
some adversary /5, we get

[Pr[S,] - Pr[s,]| < Ad"i\élr\x/liﬁ?’,% (k). (31)

In Game 5, a lossy evaluation key is generated for LTF'.
So, for some adversary &/,, we have

|Pr[S] - Pr[S,]| < Adv 7, (k). (32)

In Game 6, the element p of each challenge ciphertext is
set as p = y@m where y is selected randomly from {0, 1}, As
in Game 5, the y, elements are computed by ABM.LTF’
with lossy tags for all challenge ciphertexts. Thus, according
to Lemma 1, we have

|Pr[Sg] — Pr([Ss]| < neg (k). (33)

In Game 6, since all challenge messages have been
padded, the adversary & could get no information about
them. The original message vector m,, and conditionally re-
sampled message vector m; come from the same distribu-
tion, so Pr[S¢] = 1/2. Summing up, we could get that

AdVE SO () < AdVERL,, (k) + Advgl e () +
AQVEVASPSA () 1 AdvINDPSA2 (k) 4 peg (k). =

ABM.LTF o/, LTF o,

Security and Communication Networks

7. Conclusion

In this paper, to capture SOA and PSA simultaneously, we
introduce a new security notion called IND-SO-PSA,
which captures indistinguishability under parameter
subversion attacks, selective opening attacks, and chosen
ciphertext attacks. IND-SO-PSA security guarantees that
even though the system parameter of the PKE scheme is
chosen maliciously and the adversary is allowed to open a
subset of the challenge ciphertexts (i.e., seeing the cor-
responding plaintexts and randomness used during the
encryption), the remainder of the plaintexts should be
indistinguishable from freshly re-sampled ones. In order
to construct IND-SO-PSA secure PKE, we introduce two
new primitives (i.e., LTF-PSA and ABM-LTF-PSA) and
propose their instantiations with an efliciently-embed-
dable group family. Then, based on these new primitives,
we construct a PKE scheme satisfying the newly-proposed
IND-SO-PSA security.
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