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Supply chain vulnerability identification and evaluation are extremely important to mitigate the supply chain risk. We present an
integrated method to assess the supply chain vulnerability. The potential failure mode of the supply chain vulnerability is analyzed
through the SCOR model. Combining the fuzzy theory and the gray theory, the correlation degree of each vulnerability indicator
can be calculated and the target improvements can be carried out. In order to verify the effectiveness of the proposed method, we
use Kendall’s tau coefficient to measure the effect of different methods. The result shows that the presented method has the highest
consistency in the assessment compared with the other two methods.

1. Introduction

With the rapid development of economy and technology,
the competition among enterprises has become competition
between supply chain. Because of the frequency and intensity
of terrorist attacks, SARS, hurricane, and series of other dis-
asters and crises [1–3], supply chainmanagement has aroused
widespread concern. In 2011, Thailand suffered the worst
flooding in the past fifty years which led to a fatal damage for
some giant industrial park around Bangkok, and the flooding
resulted in the supply chain disruption of motor industries,
electronic components, and hard disk [4]. As the supply chain
structure becomes more and more complicated, the supply
chain capacity that respond to the disruption is weaker than
before [5, 6], and thus the supply chain vulnerability is more
serious [7]. Researches on the vulnerability originated in
the 1970s when White (1974) first proposed the “vulnerable”
concept and it is a new emerging research field in supply chain
management. Christopher and Peck [8] defined supply chain
vulnerability as “a kind of exposure to serious disturbance.”
In the researches of natural disasters and crisis management,
Blaikie et al. [9] defined vulnerability as the ability of an indi-
vidual or organization to predict, process, resist, and recover.

In the researches of ship supply chain, Barnes andOloruntoba
[10] described the vulnerability as “a vulnerable constitution
that leads to loss which caused by existing organizations or
functional activity or external condition.” Based on various
definitions, we consider that the vulnerability is an instability
and destructiveness that caused by supply chain external and
internal risks. Supply chain vulnerability is an inherent trait
of the supply chain, which is determined by the structure and
characteristics of the supply chain itself.

Currently, researches on supply chain vulnerability
mainly concentrated on its definition, connotation, influence
factors, and other aspects, while little concern is paid to
supply chain vulnerability assessment [11]. Based on interfer-
ence, performance losses, the relationship between them, and
other factors, Albino and Garavelli analyzed the sensitivity of
supply chain systems under the condition that time is known
and interference occurs randomly; then the supply chain
vulnerability was evaluated [12]. Prater et al. [13] used five
cases in the paper to achieve optimal coordination between
agility and complexity through controlling supply chain risk
factors and changing supply chain complexity. Zhong andXie
[14] proposed “3P” management principles and supply chain
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vulnerability management principles to prevent and respond
to damage at the tactical level. In the view of specialization
of supply chain, Barnes and Oloruntoba [10] analyzed the
characteristics of the entire supply chain using the special
case, and they concluded that it is the complexity of the
interaction between marine operations and supply chain that
caused the vulnerability. In 2000, Svensson, representative
scholar in the supply chain vulnerability, built a supply chain
vulnerability theoretical framework and made a qualitative
description and assessment of the vulnerability through the
disturbance source, category, and logistics mode [15]. After
two years, he calculated the vulnerability again based on
time and relationship [16]. In order to enrich the study,
he assessed the supply chain vulnerability from time, func-
tion, and relationship’s three dimensions in 2004 [17]. Peck
introduced the network theory and complex systems into
the interactive production system supply chain conceptual
model and analyzed the four levels from multiangles [18].
D. Bogataj and M. Bogataj [19] evaluated the vulnerability
from the perspective of vulnerable point and analyzed the
input-output tables and the relationship between storage and
delivery, using the dynamic NPV method which can find the
relationship of before and after items; then he concluded the
weak link of the supply chain and predicted the vulnerability
point. Based on the vulnerability index, Stephan andWagner
[20] proposed a method to confirm the validity of the policy
by comparing different industry or enterprise vulnerability
index. With the development of extensive, Fang et al. [21]
proposed vulnerability assessment and early warning model
for small andmedium-sized enterprises intellectual property.

To sum up, the existing researches have established
theoretical framework to evaluate the supply chain vulnera-
bility. However, these basically are limited to the qualitative
framework. Therefore, we utilize the FMEA (failure mode
and effect analysis) method, which is a way for prospective
reliability analysis and safety assessment. It analyzes every
failure mode that existed in the system, and it calculated
risk priority number (RPN) for the consequences of all
failure modes [22]. According to the value of RPN, we make
a quantitative assessment of the failure modes and take
corresponding measures to prevent and avoid the potential
failure mode if necessary. However, the traditional FMEA
methoddoes not recognize the importance of the relationship
between all the failure modes and every decisive factor in
the vulnerability, and the traditional FMEA method makes
its evaluation effect limited when the experts’ evaluation
language is qualitative and subjective. Considering the above
conditions, we present an integrated method using the fuzzy
theory and the gray relational theory to solve the above
problems. The present method can help business managers
implement the improvements of supply chain vulnerability.

2. Methodology and Assessment Process

2.1. Methodology. FMEA, namely, failure mode and effect
analysis, in fact, originated in the 1950s. Because of the
significant value in safety and reliability assessment, FMEA
has developed rapidly and has been widely used in many
areas such as the nuclear industry, automotive, machinery,

aerospace, electronics, and ships. It use three aspects for
assessment. They are severity (S), occurrence (O), and detec-
tion (D) [23]. It is a powerful tool for defining, identifying,
and eliminating potential failures from the system, design,
process, or service before they reach the customer [24].
Severity is the degree of the effect of the potential failure
mode on customers; occurrence refers to the possibility of the
occurrence of the specific failure mode; detection describes
the possibility that the current system cannot recognize the
failure modes or reasons. The traditional FMEA method has
two following disadvantages in practical application.

First, the traditional FMEAmethod to assess products or
system risks merely depends on RPN which can lead to large
problems in the actual situation. In the traditional FMEA,
we get RPN simply through the product of the three factors:
severity (S), occurrence (O), and detection (D). In tradi-
tional FMEA, the relative importance of each factor is not
considered and the three factors are given the same weight.
Meanwhile, the different factors may be multiplied to get the
same RPN, but corresponding degree of risk is inconsistent,
which makes the RPN inefficient in practical application in
various failure modes of the level of risk assessment.

Second, the application effect of FMEA was limited
because of the limited experience and knowledge that the
experts have. To apply FMEA method, you should set up
a committee of experts first, and experts grade every factor
by their experience and knowledge. In this process, experts
need to have a profound understanding, investigation, and
research, but it is difficult to describe their experience and
knowledge because the subjective of the language, so the
traditional FMEA can not make accurate judgments; thus
there is a limit to the effect of traditional FMEA.

From the preceding analysis, we can find that there are
a lot of factors that influenced the supply chain vulnerability
in the assessment index system, and many factors mutually
affect each other, so we need a comprehensive approach to
integrating the FMEA method to assess the vulnerability.
Meanwhile, the comment that the FMEA expert team mem-
bers assess often expressed ambiguous. In order to modify
the defects of the traditional FMEA method and consider
the characteristics of supply chain vulnerability influence
factors, FMEA method is combined with fuzzy theory and
gray Correlative Method to evaluate and rank the RPN.

2.2. Assessment Process. When using the FMEA method, we
should first give the operational model a clear definition,
then analyze the potential failure modes that existed in every
process, and confirm the cause of potential failure modes.
Next, we use the models to assess all failure modes, rank
the vulnerability, take preventive measures according to the
vulnerability value, and estimate the effect of the measures.
In this paper, we give a special study on supply chain
vulnerability which is based on traditional FMEA operation
steps, so the supply chain based on FMEA vulnerability
assessment process is shown as Figure 1.

3. Supply Chain Vulnerability Analysis
3.1. Supply Chain Vulnerability Analysis. We adopted the
supply chain operations reference model (SCOR) that is
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developed and authorized by the Supply Chain Council, so
thatwe can better identify failuremodes existing in the supply
chain process and assess the supply chain vulnerability. Based
on the SCOR model, the supply chain vulnerability analysis
process is given in Figure 2.

Ten experts from academia and industry fully aware of
the supply chain operation in the manufacture industry are
divided into two groups. Group 1 adapt the SCOR model
to conceptualize the supply chain vulnerability analysis, and
group 2 validate the results of group 1. They define the
supply chain operation management processes as follows:
Plan, Source, Make, Deliver, and Return, denoted as P, S,
M, D, and R. And they establish competitive performance
goals. The second configuration layer is composed of 26
kinds of core processes through a full discussion. In the
third decomposition layer, the second layer is detailed and
specific, which makes the process more specific and gives
the company’s competence ability in selected markets. At the
third layer, the experts group analyze the process, identify
failure modes, and conclude consequences.

3.2. Supply Chain Vulnerability Assessment Index System and
FMEA Analysis. In reviewing the relevant research results,
the experts group built a supply chain vulnerability assess-
ment index system. We define the second layer as 𝑃𝑖, 𝑆𝑖,𝑀𝑖,𝐷𝑖, 𝑅𝑖, and its corresponding potential failure modes as 𝑃𝑖𝐹𝑗,𝑆𝑖𝐹𝑗,𝑀𝑖𝐹𝑗,𝐷𝑖𝐹𝑗, 𝑅𝑖𝐹𝑗, where 𝑖 = 1, 2, . . . , 𝑗 = 1, 2, . . ..
(1) Planning Process Failure Analysis. In the SCOR model,
“Plan” is the processes that balance aggregate demand and
supply to develop a course of action which best meets sourc-
ing, production, and delivery requirements. The planning
processes include confirming, ranking, and consolidating
needs; confirming, evaluating, and integrating resources and
capabilities; balancing resources, capabilities, and needs; and
making plans.

(2) Sourcing Process Failure Analysis. “Source” is the pro-
cesses that procure goods and services to meet planned or

actual demand. Sourcing processes include confirming sup-
ply source; selecting vendors and negotiating procurement of
raw materials; product distribution arrangement; accepting
products; checking products; transferring products; authoriz-
ing payments; and other steps.

(3) Making Process Failure Analysis. “Make” is the processes
that transform product to a finished state to meet planned or
actual demand.Themaking processes include arranging pro-
duction activities; distribution of rawmaterials and products;
production and testing; packaging; storage.

(4) Delivering Process Failure Analysis. “Deliver” is the pro-
cesses that provide finished goods and services to meet
planned or actual demand, typically including order man-
agement, transportationmanagement, and distributionman-
agement.Thedelivering processes include processing queries,
offering, and receiving; registration and verification of orders;
reserving inventory and determining distribution date; com-
bining orders; distribution packaging; loading and generating
and distributing records; transporting products; customer
reception and checking products.

(5) Returning Process Failure Analysis. “Return” is the pro-
cesses associated with returning or receiving returned prod-
ucts for any reason. These processes extend into postdelivery
customer support. The return processes include acknowl-
edging of customer returning products; disposal of returned
products; requesting a return privilege; arranging distribu-
tion; recycling returned products; and other processes.

4. Model

The proposed integrated FMEA model can be described as
the following steps in detail based on the basic FMEAmodel.

4.1. Establishment of Assessment Index System. According
to the previous introduction to supply chain vulnerability
identification, we could put forward the factors set as follows:𝑈 = {𝑃, 𝑆,𝑀,𝐷, 𝑅} and further divide them, and the next
layer factor is set as 𝑃 = {𝑃1, 𝑃2, 𝑃3}, 𝑆 = {𝑆1, 𝑆2}, 𝑀 ={𝑀1,𝑀2,𝑀3}, 𝐷 = {𝐷1, 𝐷2, 𝐷3}, 𝑅 = {𝑅1, 𝑅2, 𝑅3, 𝑅4}. If
there is a next layer, we continue to define it.

4.2. Establishment of Assessment Set. We establish the
assessment set by selecting, “very high,” “high,” “higher,”
“medium,” “lower,” “low,” and “very low,” seven semantic
items [25].𝑉 = {very high (VH) , high (H) , little high (VH) ,

medium (M) , little low (LL) , low (L) ,
very low (VL)} . (1)

The corresponding meaning of all semantic items is
shown in Table 6. By using the seven semantic items, experts
assess the potential failuremodes in the supply chain and give
fuzzy scores to the severity S, occurrence O, and detection
D. According to the seven semantic items, we obtain the
corresponding clear number by using fuzzy mathematical
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theory andmethod and establish the assessment set as shown
in Table 6.

We used experts scoring method to determine the weight
of each failure mode. Assuming that there are 𝑛 experts and𝑖 failure modes, the weight of failure mode 𝑖 given by expert𝑘 is recorded as 𝜐. The corresponding fuzzy semantic value
of triangular fuzzy number is through the use of the Delphi
method; experts make decisions depending on their own
experience and knowledge. The ability of expert 𝑘 is defined
as 𝜕𝑘 and the fuzzy assessment of a certain critical factor in
the failure mode is defined as 𝑥𝑘, which can be expressed by
the triangular fuzzy number as 𝑥𝑘 = (𝑎𝑘, 𝑏𝑘, 𝑐𝑘). According to
the experts’ experience, we can get the value of the key factor
fuzzy triangles corresponding to the digital fuzzy semantic
items by the following equation (note that ∑𝑛𝑘=1 𝜕𝑘 = 1, 𝜕𝑘 ∈(0, 1)): 𝑎 = 𝑛∑

𝑘=1

𝜕𝑘𝑎𝑘
𝑏 = 𝑛∑
𝑘=1

𝜕𝑘𝑏𝑘,
𝑐 = 𝑛∑
𝑘=1

𝜕𝑘𝑐𝑘.
(2)

We use fuzzy theory to calculate the formula, which is
proposed by Xiao and Li [26]. Formula is shown as follows:𝐶 (𝑥) = 12 (1 + 𝑁) ∗ 𝑎 + 𝑁 + 2𝑁𝑀 +𝑀2 (1 + 𝑁) ∗ 𝑏+ 12 (1 +𝑀) ∗ 𝑐. (3)

For the basic factor set having three layers, we added
variable ℎ. Then, the weight of the failure mode 𝑖 was
calculated by𝜋𝑖 = 1𝑛 𝑛∑

𝑘=1

𝜋𝑘𝑖ℎ(𝑘 = 1, 2, . . . , 𝑛; 𝑖 = 1, 2, . . . , 𝑚; ℎ = 1, 2, 3) . (4)

4.3. Establishment of FMEA Table. In the previous section,
we applied fuzzy number and fuzzy theory and obtained the
corresponding number of fuzzy semantic items assessed by
an expert team. Next, FMEA assessment team will assess
the various failure modes by using the fuzzy semantic items.
In this process, we need to establish an expert survey and
statistics table in order to obtain the data.

After experts scored the failure mode, we can get every
layer factor’s weight which ups to the average scores. In the
traditional FMEA, experts score in the condition that every
layer factors unrelated. In fact, the factors of every layer exist
hierarchical relationships. By using probability tree theory,
we calculate the value of weight considering hierarchical
relationships of factors. If we used 𝜃 to represent the RPN
coefficient of every failure mode, then 𝜃 = 𝜋𝑖ℎ𝜋𝑖ℎ−1𝜋𝑖ℎ−2

(𝜋𝑖ℎ indicates the weight of the failure mode regardless of
the hierarchical relationships, 𝜋𝑖ℎ−1 indicates the weight of
the failure mode corresponding to the upper layer, and 𝜋𝑖ℎ−2
indicates weight of the failure mode corresponding to the
next higher layer of the upper layer).

4.4. Determination of Vulnerability Level. According to the
formula of improved risk priority number RPN = 𝜃 ∗ 𝑆 ∗𝑂 ∗ 𝐷, we can get RPN which indicates the level of risk of
various failure modes. But the crux of the matter is that RPN
can help managers make decisions. Then, the degree of gray
correlation between the evaluation vectors of each scheme is
calculated by the gray relational grade, and the decision and
evaluation vector in the best scheme are obtained.

Step 1 (establishing comparison matrix). We assume that
there are 𝑝 types of failure modes. Each failure mode is
expressed by 𝑖, and 𝑥𝑖 illustrates failure mode 𝑖. When
computing, there are 𝑆, 𝑂, 𝐷, three variables of each failure
mode, so the data shows failure mode 𝑖 represented as 𝑥𝑖 ={𝑥𝑖(𝑡), 𝑡 = 1, 2, 3}, whose values can be got by (3). On the
basis of the method mentioned above, to reflect various of
failure mode, we establish the comparison matrix as follows:

𝑋𝑖 (𝑡) = {𝑥𝑖 (𝑡)} =((
𝑥1𝑥2...𝑥𝑝
)
)

=(
(

𝑥1 (1) 𝑥1 (2) 𝑥1 (3)𝑥2 (1) 𝑥2 (2) 𝑥2 (3)... ... ...𝑥𝑝 (1) 𝑥𝑝 (2) 𝑥𝑝 (3)
)
)

.
(5)

Step 2 (establishing reference matrix). Failure mode risk
ranking should be based on certain reference standards. In
general, we choose the best or worst value as a reference. The
worst value of each variable is chosen to build a reference
matrix as follows:

{𝑥0 (𝑡)} =(VH VH VH
VH VH VH... ... ...
VH VH VH

). (6)

Step 3 (calculating gray correlation coefficients). When it
comes to the gray correlation theory, the following formula
can be obtained:𝜆 (𝑥0 (𝑡) , 𝑋𝑖 (𝑡))= min𝑖min𝑡

𝑥0 (𝑡) − 𝑥𝑖 (𝑡) + 𝜐max𝑖max𝑡
𝑥0 (𝑡) − 𝑥𝑖 (𝑡)𝑥0 (𝑡) − 𝑥𝑖 (𝑡) + 𝜐max𝑖max𝑡

𝑥0 (𝑡) − 𝑥𝑖 (𝑡) , (7)

where 𝜐 is distinguishing coefficient, with the value in interval
(0,1), normally 𝜐 = 0.5.
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Table 1: Planning process assessment index and failure mode analysis.

First-layer factors Second-layer factors Potential failure modes

Plan P

Strategy P1

P1F1: unclear strategic positioning
P1F2: high positioning
P1F3: low positioning
P1F4: inaccurate plan data
P1F5: supply chain strategy adjustment
P1F6: inconsistent strategic objectives among supply chain members
P1F7: failed strategic investment

Culture P2

P2F1: insufficient understanding and emphasis of supply chain managers on the multicultural
conflict risk
P2F2: low quality of the staff cultural skills
P2F3: weak risk awareness and corporate risk culture
P2F4: inconsistent corporate cultural values

Demand P3

P3F1: customer loss
P3F2: low satisfaction of customers’ needs
P3F3: demand fluctuations
P3F4: poor sales reputation
P3F5: many competitive alternatives

Step 4 (calculating gray correlations). Because of the different
influence on risk, the variable of failure mode has different
weights. Assuming the weight of variables is 𝜉𝑡, so the
correlation degree is computed by the following equation
[27]: 𝜇 (𝑥0, 𝑥𝑖) = 3∑

𝑡=1

𝜉𝑡 {𝜆 (𝑥0 (𝑡) , 𝑋𝑖 (𝑡))} . (8)

Note that∑3𝑡=1 𝜉𝑡 = 1, 𝜉𝑡 is computed from the front expert
questionnaire statistics.

Step 5 (ranking). Finally, according to formula 𝜃 ∗ 𝜇(𝑥0, 𝑥𝑖),
we could calculate the correlation degree in the case of
considering single weight of failure mode and three critical
factors of weight of each failure mode. Then, we sort the
correlation degree in descending order. Determine the RPN
and make target improvements.

5. Case Study

5.1. Case Introduction. Shipbuilding Yard RS was founded in
2005, which is mainly engaged in shipbuilding, marine engi-
neering, marine engine manufacturing, and construction
machinery, and it concentrates on the relevant customers and
markets of oil and gas industry. According to the 2010 annual
report, it had the largest proportion of business in Brazil,
China, Germany, and Turkey, and it is the fastest growing
private shipbuilding company in China. According to the
Britishmaritime agencyClarkson report, RS is also the largest
shipbuilding enterprises at present in China by calculating
hand-held orders. In October 2012, a RS’s subsidiary, named
RSMaritime, which aims to achieve the development strategy
of its upgrading and transformation and develop the ocean
engineering operations which are high value-added and
rapidly increasing, was set up in Singapore.

The company attaches great significance to the vulnera-
bility of the supply chain. As a result, the FMEA assessment
team is set up to assess the enterprises’ vulnerability. Because
of the difficulty in obtaining the accurate risk factors, the
semantic variables are used in Table 8 to score the potential
failure modes. The FMEA assessment team includes 5 cross-
department assessment members, and it is mainly used as the
scoring expert group which is named Expert Group 1. Owing
to the different expertise and background of the experts, the
importance and ability of them are also different. On these
grounds, different relative weights are given as follows: 0.3,
0.2, 0.2, 0.2, and 0.1. In order to verify the effectiveness of
Expert Group 1 construction index and scoring results, we ask
the company to set up another expert group, named Expert
Group 2, which is mainly used as validation expert group.

5.2. Model Application
5.2.1. Establishment of Assessment Index System. We have a
thorough initial assessment with a total of 68 third-layer
factors and 15 second-layer factors (Tables 1–5). In this part,
Expert Group 1 is providedwith questionnaires to identify the
most important variables in their opinion, from Tables 1–5.
After a discussion of the Expert Group 1, they summarized a
set of vulnerability assessment index system for the RS.Then,
the index system is presented to an additional independent
group (Expert Group 2) for the purpose of model and result
validation, so the index system is corrected and improved,
and eventually we obtained themost suitable index system for
RS (see Appendix in SupplementaryMaterial available online
at http://dx.doi.org/10.1155/2016/2819238).

5.2.2. Establishment of Fuzzy Assessment Set. In order to
get clear numbers of corresponding fuzzy semantic items,
Expert Group 1 scores the fuzzy semantic items. According
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Table 2: Sourcing process assessment index and failure mode analysis.

First-layer factors Second-layer factors Potential failure modes

Source S

Purchasing S1

S1F1: high purchasing price
S1F2: frequent fluctuations in exchange rates
S1F3: inappropriate supplier selection
S1F4: unable to deliver goods on time
S1F5: low quality of procurement product
S1F6: irresponsible purchase person
S1F7: purchasing accident
S1F8: acceptance lax of procurement materials

Supply S2

S2F1: key suppliers failing to bankruptcy or loss
S2F2: supplier business outsourcing
S2F3: suppliers’ insufficient production capacity
S2F4: unable to deliver goods on time
S2F5: insufficient supplier technical innovation capability
S2F6: shortages of raw materials market
S2F7: inadequate supply elasticity of supplier

Table 3: Making process assessment index and failure mode analysis.

First-layer factors Second-layer factors Potential failure modes

MakeM

EnvironmentM1

M1F1: macroeconomic fluctuation
M1F2: political instability and government intervention
M1F3: industrial policy constraints
M1F4: natural disasters and so forth.
M1F5: insufficient in public utilities supply

ProductionM2

M2F1: improper control of the production process
M2F2: inelastic production capacity
M2F3: low level of information sharing
M2F4: technical level restrictions
M2F5: labor cost Rising
M2F6: talent loss and labor dispute
M2F7: less rigorous of production inventory control

ControlM3

M3F1: imperfect financial system
M3F2: imperfect job security system
M3F3: failed risk response mechanism
M3F4: inappropriate product cost control
M3F5: substandard product
M3F6: intellectual property rights and other legal issues

Table 4: Delivering process assessment index and failure mode analysis.

First-layer factors Second-layer factors Potential failure modes

Deliver D

Relation D1

D1F1: self-interested behavior of partners
D1F2: distrust between partners
D1F3: inequitable benefits distribution among partners
D1F4: unfair competition between partners

Transportation D2

D2F1: inappropriate choice of transportation routes and means
D2F2: immature delivery technology or distribution equipment failure
D2F3: product damage or loss
D2F4: unscientific delivery personnel management
D2F5: inappropriate distribution model
D2F6: errors or delays in delivery

Origination D3
D3F1: irrational supply chain structure
D3F2: improper delegation of supply chain authority
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Table 5: Returning process assessment index and failure analysis.

First-layer factors Second-layer factors Potential failure modes

Return R

Return way R1
R1F1: no consensus with customer
R1F2: no consensus with supplier

Return route R2 R2F1: improper return route
Return procedure R3 R3F1: imperfect return process and rules

Return management R4

R4F1: imperfect return asset management
R4F2: imperfect return distribution management
R4F3: improper return inventory management
R4F4: incomplete return collection data

Table 6: Corresponding meaning of semantic items.

Semantic
items Severity Occurrence Detection

Very low Products are not affected Failure hardly occurs Almost all detected

Low Products are slightly affected Failure rarely occurs The probability that failure is not
detected is low

Little low Some characteristics are slightly affected but product
function properly Failure occurs less The probability that failure is not

detected is relatively low

Medium
Product can be used, but some important

characteristics are affected, while there is no
dissatisfied customer

Failure occurs occasionally Failure is not occasionally detected

Little high
Product can be used, but some important

characteristics are affected strongly, some customers
are not satisfied

Failure occurs frequently Failure cannot be detected occurs
frequently

High Product has problems and has lost basic function Failure occurs repeatedly Failure most cannot be detected

Very high Products are complete lost basic function, and
threaten personal safety or violate laws Failure is almost inevitable Failure is almost undetectable

Table 7: Rating levels for decision-making factor 𝑖 of failure mode FM𝑖.

Expert 𝜕𝑘 Very low (VL) Low (L) Little low (LL) Medium (M) Little high (LH) High (H) Very high (VH)
1 0.3 (0,1.3,2.8) (0.8,2.3,3.8) (2.7,4.5,6.3) (3.8,5.8,7.8) (5.3,7.1,8.8) (7.8,9.1,9.9) (8.8,10,10)
2 0.2 (0,1.3,2.6) (0.6,2.1,3.6) (2.2,4.1,6.6) (3.3,5.3,7.6) (4.5,6.5,8.7) (7.1,8.9,9.9) (8.3,10,10)
3 0.2 (0,1.3,2.3) (0.7,2.4,3.7) (2.4,4.5,6.7) (3.5,5.5,8.2) (5.1,7.1,9) (7.5,9.3,9.9) (8.5,10,10)
4 0.2 (0,1.3,3) (0.7,2.3,4) (2.6,4.5,6.5) (3.6,5.1,8) (5.3,6.5,8.9) (8.1,9.2,9.9) (9.2,10,10)
5 0.1 (0,1.3,2.7) (0.6,2.1,3.7) (2.4,4.5,6.4) (3.4,5.6,8) (5,6.8,8.9) (7.6,8.9,9.9) (8.6,10,10)
Total 1 (0,1.3,2.7) (0.7,2.7,3.8) (2.5,2.4,6.4) (3.6,5.6,7.9) (5.1,6.8,8.9) (7.6,9.1,9.9) (8.7,10,10)

to the seven items proposed in the previous section, Expert
Group 1 assesses fuzzy decision-making factor of each failure
mode.The following table shows the expert scores, which are
triangular fuzzy numbers. 𝜕 is the relative weight mentioned
above.

Based on (3) and the scores in Table 7, clear numerical
values of fuzzy semantics can be calculated. The results of
these calculations are summarized in Table 8.

5.2.3. Establishment of FEMA Table andWeight Scoring Table.
Owing to space limitations, detailed FMEA tables are not
displayed in the body part but in Appendix A. In addition,
FEMA scoring is shown in Table A1 and the weights at all
layers scoring are shown in Table A2. When establishing

Table 8: Corresponding clear number of fuzzy semantic items.

Items VL L LL M LH H VH
Clear number 1.3 2.3 4.5 5.7 6.9 9 9.8

FMEA table, we omit corresponding causes and results of
failure modes on the basis of the practical needs, but we have
improved the traditional FMEA table to be applicable for the
macro supply chain system.

5.2.4. Processing of Data. By summarizing statistics of expert
scoring sheets, we got Tables B1 andB2 inAppendix B.On the
basis of the clear number in Table 8, we get decision-making
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Table 9: Risk ranking of third-layer factors based on FEMA and
gray correlation.

Third-layer factors Weight Correlation Ranking
P1F1 0.04 0.0260 11
P1F2 0.03 0.0198 14
P2F1 0.02 0.0128 20
P2F2 0.02 0.0116 22
P3F1 0.02 0.0163 16
P3F2 0.02 0.0136 19
P4F1 0.02 0.0119 21
P4F2 0.01 0.0062 25
P4F3 0.01 0.0069 24
P4F5 0.01 0.0064 26
S1F1 0.07 0.0433 5
S1F2 0.05 0.0315 9
S2F1 0.08 0.0501 3
S2F2 0.04 0.0255 12
M1F1 0.06 0.0432 8
M1F2 0.06 0.0385 6
M1F3 0.06 0.0482 4
M2F1 0.05 0.0373 7
M2F2 0.04 0.0267 10
M2F3 0.03 0.0197 15
D1F1 0.02 0.0145 17
D1F2 0.03 0.0208 13
D2F1 0.02 0.0137 18
D2F2 0.01 0.0055 27
D2F3 0.02 0.0106 23
R1F1 0.08 0.0506 2
R1F2 0.08 0.0630 1
Sum 1.0 — —

factors set named B2. Owing to space limitations, we do not
list the source data but show the average index weight set B3.

5.2.5. Determination the Level of Vulnerability
(1) Establishing Related Matrix. According to decision-
making factor set obtained in the previous step, we establish
a comparison matrix and choose the worst value including𝑥𝑖(𝑡) and 𝑥0(𝑡) to establish reference matrix.

(2) Calculating Gray Correlation Coefficient. Taking 𝜐 =0.5, we compute the gray correlation coefficient between
decision-making factor variables and reference values by (7)
and get 𝜆(𝑥0(𝑡), 𝑋𝑖(𝑡)).
(3) Calculating Gray Correlation Degree. On the basis of (8)
(𝜉𝑡, available in Appendix), we can get the following data:
(0.64964,0.65921,0.63872,0.58098,0.81740,0.68236,0.59689,
0.61506,0.69091,0.57574,0.61907,0.63095,0.62653,0.63831,
0.71990,0.64093,0.80330,0.74667,0.66641,0.65730,0.72529,
0.69363,0.68583,0.54514, 0.53203,0.56261,0.73313).

(4) Ranking Vulnerability Level. Again, according to 𝜃 ∗𝜇(𝑥0, 𝑥𝑖), we obtain the risk ranking summarized in Tables
9, 10, and 11.

Table 10: Risk ranking of second-layer factors based on FEMA and
gray correlation.

Second-layer factors Weight Correlation Ranking
P1 0.068 0.0458 6
P2 0.04 0.0244 11
P3 0.044 0.0299 9
P4 0.048 0.0314 8
S1 0.1248 0.0748 5
S2 0.1152 0.0756 4
M1 0.168 0.0867 2
M2 0.112 0.0837 3
D1 0.048 0.0353 7
D2 0.052 0.0298 10
R1 0.18 0.1136 1
Sum 1 — —

Table 11: Risk ranking of first-layer factors based on FEMAand gray
correlation.

First-layer factors Weight Correlation Ranking𝑃 0.2 0.1315 3𝑆 0.24 0.1504 2𝑀 0.28 0.2136 1𝐷 0.1 0.0651 5𝑅 0.18 0.1136 4
Sum 1 — —

5.3. Result Analysis. From Table 11, we conclude that five
first-grade indicators ranking is make > source > plan >
return > deliver. The vulnerability of RS is chiefly reflected
in three aspects: make, source, and plan. The make risk is
the largest so its weight is the heaviest. Meanwhile, factor
of source is the second place in the secondary indicators
of manufacturing, which indicates that the manufacturing
process attaches great importance to the shipbuilding supply
chain and it is the most vulnerable part and the most
error-prone part, which have relations with the characters
of the shipbuilding enterprises industry. Source is nearly as
significant as make. Especially, the overcapacity of RS should
be taken seriously. Furthermore, source is also important in
the second part of the shipbuilding supply chain. Owing to
the expanding scope of business and cost savings resulting
from zero inventory, RS has higher and higher requirements
for the raw materials. RS becomes increasingly dependent
upon suppliers, but suppliers which lead to risk are among
all failure modes that are ranking in the top place, which
should concern more about the supply chain flexibility when
pursuing efficiency and low cost at the same time. Large-scale
shipbuilding overseas orders make the process of planning
more crucial and higher request for the accurate strategic
plan and the effective building.What requires more attention
is that the weightof the last link of supply chain in return
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Table 12: Comparison of 𝜏 value of various methods.

Improved FMEA Average Only fuzzy theory FEMA𝜏1 0.69 0.16 0.45𝜏2 0.71 0.17 0.50𝜏3 0.70 0.36 0.46𝜏4 0.68 0.32 0.45𝜏5 0.65 0.33 0.37𝜏6 0.65 0.11 0.32𝜏7 0.71 −0.01 0.24𝜏8 0.69 0.00 0.43𝜏9 0.73 0.28 0.53𝜏10 0.75 0.13 0.64𝜏 0.70 0.18 0.44

process is not big. It is calculated ranking top in the layer 3 risk
factors, and they are company cancel the order and contract
renegotiation, which is the first and second, respectively.
The mismanagement between the firm and the demand side
management causes that there is a large-scale overseas of
invalid orders.

5.4. Comparison with Other Methods. In order to verify the
validity of improved FMEA in evaluating the supply chain,
Expert Group 2 is also requested to score the FMEA table and
weight table. In this paper, we useKendall’s tau coefficient [28,
29] to verify the quality of order-preserving.

Given two rating score vectors {𝑎𝑖}𝑛𝑖−1 and {𝑏𝑖}𝑛𝑖−1, 𝐶𝑖𝑗
defined as

𝐶𝑖𝑗 = {{{{{{{
1 If (𝑎𝑖 < 𝑎𝑗 and 𝑏𝑖 < 𝑏𝑗) or (𝑎𝑖 > 𝑎𝑗 and 𝑏𝑖 > 𝑏𝑗) or (𝑎𝑖 = 𝑎𝑗 and 𝑏𝑖 = 𝑏𝑗)0.5 If (𝑎𝑖 = 𝑎𝑗 and 𝑏𝑖 ̸= 𝑏𝑗) or (𝑎𝑖 ̸= 𝑎𝑗 and 𝑏𝑖 = 𝑏𝑗)0 Other.

(9)

Then, the number of concordant pairs is 𝐶 =∑𝑛𝑖−1∑𝑛𝑗=𝑖+1 𝐶𝑖𝑗. Based on the above definition, Kendall’s
tau rank-correlation coefficient can be calculated, namely, 𝜏.
Besides, 𝜏 value has three properties: (1) if the two ratings
imply the same ranking, 𝜏 = 1. Otherwise, 𝜏 = −1. (2)
For all the cases, 𝜏 value lies between −1 and 1. (3) One
property of 𝜏 index is as follows: the larger value 𝜏 that shows
order-preserving is better and the method applied during
sorting is more in line with the actual situation. Table 12
shows that the improved FMEA result is more in line with
the actual situation compared with the other two methods.

6. Conclusions
In this study, an improved FMEA is provided to assess the
supply chain vulnerability. The main results are as follows:

(1) With lots of expert interviews and investigations
of related literature, we establish the supply chain
vulnerability assessment index system, including 5
first-layer factors, 10 second-layer factors, and 27
potential failure modes.The assessment index system
almost contains thewhole process of supply chain and
provides the corresponding potential failure modes,
and it can enhance the operability of the assessment
work.

(2) To solve the two shortcomings of traditional FMEA,
we provide an improved FMEA that combined with
gray correlation and fuzzy theory. In the improved
FMEA, the weights consider every layer factor’s cor-
relation. Also we introduce the gray relational degree
to rank which makes the scoring more scientific and
reliable.

(3) In order to test applicability of the improved FMEA
model, we choose a shipbuilding Yard that is called
RS to study. The results showed that vulnerability is

mainly concentrated on the manufacturing, procure-
ment, excess capacity, and other links.Wemake some
proposals to make vulnerability identification and
assessment, which might be helpful for the similar
shipbuilding enterprise.

(4) In order to verify the effect of the improved FMEA,
the paper used Kendall’s tau coefficient to assess the
ten scoring methods, only fuzzy theory FMEA, and
improved FMEA. The study found that the improved
FMEAmethod is the best in isotonicity, which means
that the improved FMEAmethod is more in line with
reality.
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