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The recent developments and deployments of connected and
autonomous vehicular network or the so-called vehicular
ad hoc networks (VANETs) offer the promise of significant
benefits to the society and environment including robust
road safety and intelligent traffic management. When a
swarm of vehicles with sophisticated sensing and connectiv-
ity capabilities travel together, aggregating the resources such
as sensors, sensor results, and onboard computing infras-
tructure in vehicles creates a platform equivalent to cloud
computing. As a special cloud computing platform, Vehic-
ular Cloud Computing (VCC), which seamlessly combines
cloud computing and VANETs, has been recently proposed
to accelerate the adoption of VANETs. VCC is a mobile
computing paradigm, which consists of in-motion vehicles
cooperating with each other to achieve a bunch of practical
applications, such as collaborative package delivery and
information dissemination. Essentially, VCC coordinates the
computing, communication, sensing, and storage resources
of the vehicles on the road to balance the service requirements
and the hardware limitation. Nevertheless, different from the
traditional cloud infrastructure, VCC requires sophisticated
security and privacy protectionmechanisms as the legitimate
users and attackers have the same privileges in mobile VCC.
Therefore, in order to enhance the security and scalability
of VCC, a number of crucial issues must be addressed such
as trust model, data security, connection fault, and query
tracking attacks. In this special issue on security and privacy
challenges in VCC, we have invited a few papers that address
such issues.

The paper “On Preventing Location Attacks for Urban
Vehicular Networks” focuses on preventing potential attacks
from a perspective of location prediction, which proposes
a sophisticated prediction model to predict driver’s next
location, analyzes the restriction of the proposed advanced
predication model, and presents a schema to decrease the
risks of location prediction attacks. Experimental results
obtained from the real-world vehicular network data have
demonstrated the effectiveness of preventing location attacks
in urban vehicular networks.

The paper “Conditional Ciphertext-Policy Attribute-
Based Encryption Scheme in Vehicular Cloud Comput-
ing” presents an expressive and fine-grained conditional
ciphertext-policy attribute based encryption (C-CP-ABE)
scheme in vehicle cloud computing, which can maintain
both data security and system efficiency. Compared with
traditional CP-ABE, the scheme brings a trivial amount of
storage overhead and a lower amount of computations but
can associate one ciphertext with different access trees under
different conditions.

The paper “A Safety Resource Allocation Mechanism
against Connection Fault for Vehicular Cloud Computing”
discusses the vehicle connection fault issue and proposes
a safety resource allocation mechanism against connection
fault in VCC by using a modified workflow with prediction
capability. In themechanism, the connection fault probability
model of the moving vehicles is proposed firstly. And then
a safety resource allocation algorithm is proposed to realize
the safety resource allocation for VCC. Extensive evaluations
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demonstrate that the proposal can improve both reliability
and real-time performance of VCC.

The paper “LSOT: A Lightweight Self-Organized Trust
Model in VANETs” addresses the trust management in
VANETs and proposes a novel lightweight self-organized
trust model in VANETs. The model combines both trust cer-
tificate-based and recommendation-based trust evaluations,
and the evaluation in it can be made quickly and reaches an
excellent performance in a lightweight manner.

The paper “A Trust-Based Model for Security Coop-
erating in Vehicular Cloud Computing” describes a trust-
based model for security cooperating to promote the secure
cooperation in VCC, in which a double board based trust
estimation and correction scheme is proposed to predict the
reliability of vehicles and guide the selection of trustworthy
cooperative vehicles in a more effective manner.

The paper “A Privacy-Preserving Location-Based System
for Continuous Spatial Queries” proposes a novel location
cloaking method to resist query tracking attacks. Compared
with previous location cloaking methods, this proposed
method can generate minimized cloaked regions while pro-
tecting the location and trajectory privacy of the query issuer
in VCC.

Rongxing Lu
Yogachandran Rahulamathavan

Hui Zhu
Chang Xu

Miao Wang
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With the advances in automobile industry and wireless communication technology, Vehicular Ad hoc Networks (VANETs) have
attracted the attention of a large number of researchers. Trust management plays an important role in VANETs. However, it is still at
the preliminary stage and the existing trust models cannot entirely conform to the characteristics of VANETs. This work proposes
a novel Lightweight Self-Organized Trust (LSOT) model which contains trust certificate-based and recommendation-based trust
evaluations. Both the supernodes and trusted third parties are not needed in our model. In addition, we comprehensively consider
three factor weights to ease the collusion attack in trust certificate-based trust evaluation, and we utilize the testing interaction
method to build and maintain the trust network and propose a maximum local trust (MLT) algorithm to identify trustworthy
recommenders in recommendation-based trust evaluation. Furthermore, a fully distributed VANET scenario is deployed based on
the famous Advogato dataset and a series of simulations and analysis are conducted. The results illustrate that our LSOT model
significantly outperforms the excellent experience-based trust (EBT) and Lightweight Cross-domain Trust (LCT) models in terms
of evaluation performance and robustness against the collusion attack.

1. Introduction

Nowadays, an increasing number of vehicles are being
equipped with position and wireless communication devices,
which forms an independent research area known asVANETs
[1, 2]. Furthermore, VANETs have become one of the most
prominent branches of Mobile Ad hoc Networks (MANETs)
as they contribute to the increased road safety and passenger
comfort [3–5].

In VANETs, the participating nodes (i.e., vehicles) can
interact and cooperate with each other by exchanging mes-
sages through nearby roadside units (i.e., vehicle to infras-
tructure) and intermediate vehicles (i.e., vehicle to vehicle)
[6]. However, due to the characteristics of VANETs, namely,
being large, open, distributed, highly dynamic, and sparse,
they are vulnerable to some malicious behaviors and attacks
[7].

Traditional cryptography and digital signature technolo-
gies mainly focus on ensuring the verifiability, integrity, and

nonrepudiation of messages among nodes and little concerns
have been placed on evaluating the quality of messages
and nodes to deal with unreal information from malicious
nodes which may compromise VANETs [13, 14]. In fact,
authenticated nodes may also send out unreal information or
collude with others to cheat honest nodes for their own sake
[15, 16].

Trustmanagement plays a significant role inVANETs as it
enables each node to evaluate the trust values of other nodes
before acting on a message from other nodes for the purpose
of avoiding the dire consequences caused by the unreal
messages frommalicious nodes [17]. However, recently only a
few trust models in VANETs have been proposed [8, 9, 11, 18–
22] and they can be roughly divided into two categories,
namely, infrastructure-based and self-organized models [7,
23].

Infrastructure-based trust models (as shown in Fig-
ure 1(a)) [8, 9, 18, 19] usually include the hierarchical Cer-
tificate Authorities (CAs) which are supposed to be totally
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Figure 1: Classic trust models in VANETs (where A∼C denote CAs and a∼f represent vehicles).

trusted and able to satisfy a variety of security needs, such
as authentication, integrity, nonrepudiation, and privacy.
However, this kind of trust models requires too strong
assumption. For example, in these models, the CAs must be
totally trusted and online at all the time, and every vehicle
must be able to access to the CAs at any time, while, in reality,
theCAsmay break downor even colludewith somemalicious
vehicles to cheat other honest ones, and the vehicles may not
be able to connect to the CAswhere the roadside units are not
available (e.g., outside the city).

Since the self-organized models are more applicable to
the distributed and highly dynamic environment of VANETs,
most of the recent trust models are built in this manner (as
shown in Figure 1(b)) [11, 20–22]. In these models, the CAs
are not guaranteed at all the time and each node evaluates
the trust value of target node based on the local knowledge
obtained from its past experiences and the recommendations
of neighbor nodes during a short period of time. Though a
few self-organized trust models have been proposed, there
still exist the following drawbacks in them.

(a) Due to the high dynamic characteristic, VANETs
are indeed temporary networks and the connections
among nodes are short-lived. In most cases, a node
will not interact with the other same nodes more than
once [24]. As a result, the self ’s past experiences are
usually not available for trust evaluation.

(b) Most of the messages in VANETs are time-critical
(e.g., the reports about traffic jams or accidents) and
the nodes need to evaluate their trust quickly and
decide whether to act on them or not, while collecting
the trust recommendations requires large amounts of
time and bandwidth resources [12], which does not
conform well to the natures of VANETs.

(c) Though trust management can effectively detect the
malicious nodes and false messages and promote the
node collaboration, the trust model self may become
the target of attacks, such as the notorious collusion
attack which is an open problem in the area of trust
and reputation system [14], while the existing self-
organized trust schemes rarely consider the robustness
against the collusion attack.

To the best of our knowledge, there is no existing
distinguished trust model for VANETs that has overcome all
the above limitations.This is just the motivation of our work.
In this paper, we introduce the trust certificate [10, 12] and
testing interaction [25, 26] and propose a novel LSOT model
for VANETs. The major characteristics and contributions of
our proposed model are summarized as follows.

(a) Our LSOT Model Is Built in a Lightweight and Fully
Distributed Manner. In our proposed model, the nodes are
self-organized and both the supernodes (e.g., the nodes with
special roles) and trusted third parties (e.g., CAs) are not
needed. Moreover, as our LSOT model aggregates both trust
certificate-based and recommendation-based trust evalua-
tions, the evaluations in our model can be made quickly and
reach an excellent performance in a lightweight manner.

(b) Our LSOT Model Has High Evaluation Performance. To
demonstrate the performance of our proposed model, we
deploy a VANET scenario based on the noted Advogato
dataset (http://konect.uni-koblenz.de/networks/advogato)
and conduct a series of simulations and analysis. The
results demonstrate that our proposed model significantly
outperforms the excellent EBT model [25] and LCT model
[12] in terms of the evaluation performance.

(c) Our LSOT Model Has Strong Robustness against the
Collusion Attack. In our LSOT model, we adopt the testing
interaction method to build and maintain the trust recom-
mendation network and combine trust certificate-based and
recommendation-based trust evaluations.Thus our proposed
model has stronger robustness against the collusion attack
than LCT model, which has been verified by the simulations
and analysis.

The rest of this paper is organized as follows. Section 2
includes some related work and its limitations. Section 3
demonstrates the motivation and general evaluation pro-
cedure of our LSOT model, and the trust certificate-based
and recommendation-based trust evaluations are detailed in
Sections 4 and 5, respectively. Afterwards, Section 6 intro-
duces the aggregation evaluation method. Comprehensive
simulations and analysis are presented in Section 7 and
Section 8 concludes this paper.

http://konect.uni-koblenz.de/networks/advogato
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2. Related Work

In recent years, a great deal of research work for VANETs
has been done by utilizing digital signature and cryptog-
raphy technologies. Security and privacy have been widely
concerned, and the architectures, challenges, requirements,
attacks, and solutions in VANETs have been analyzed by
several researchers [13, 27–30]. However, these schemes
mainly pay attention to ensuring the verifiability, integrity,
and nonrepudiation of messages among nodes and little
concerns have been placed on evaluating the quality of
messages and nodes. In actual fact, an authenticated node
may also send out unrealmessages for its own sake and others
cannot perceive them in advance.

Trust management has been proved to be a very useful
solution for themobile distributed environments as it enables
each node to evaluate the trust values of others in advance
so as to avoid interacting with malicious or selfish nodes.
A large number of trust models have been proposed for
MANETs [31], Wireless Sensor Networks (WSNs) [32–34],
and Mobile Peer to Peer networks (MP2Ps) [35]. However,
these trust models are not suitable to VANETs due to the
unique characteristics and requirements in this field.

Currently, trust management in VANETs is still at a
preliminary stage and only a few trust models have been pro-
posed. These trust models can mainly be classified into two
categories, namely, infrastructure-based and self-organized
models.

In the infrastructure-based schemes, CAs are tasked
with maintaining the trust scores of vehicles. Wu et al.
[18] proposed a Roadside-unit Aided Trust Establishment
(RATE) model for VANETs.This model contains three prop-
erties, namely, infrastructure-based architecture, data-centric
pattern, and integration of observation and feedback. Park
et al. [8] introduced a simple Long-Term Reputation (LTR)
scheme based on the fact that plenty of vehicles have prede-
fined constant daily trajectories. In this model, roadside units
monitor the daily behaviors of vehicles and update their rep-
utation values. To ensure the freshness of reputation scores,
the users have to query the roadside units frequently. Gómez
Mármol and Mart́ınez Pérez [19] surveyed the deficiency
of existing trust models in VANETs and suggested a set of
design requirements for trust schemes which are specifically
suitable to VANETs. Furthermore, they also presented an
original Trust and Reputation Infrastructure-based Proposal
(TRIP) from a behavioral perspective, instead of an identity-
based one. Li et al. [9] introduced a Reputation-based
Global Trust Establishment (RGTE) scheme in which the
reputation management center is responsible for collecting
the trust information from all legal nodes and calculating the
reputation scores of nodes.

As we mentioned earlier, the infrastructure-based
schemes require too strong assumptions and may lead to
some issues, such as single point of failure and high mainte-
nance cost. Thus most of the recent trust models for
VANETs are built in a self-organized manner. Yang [20]
proposed a novel Trust and Reputation Management Frame-
work based on the Similarity (TRMFS) between messages
and between vehicles. They also presented a similarity

mining technique to identify similarity and an updating
algorithm to calculate the reputation values. Bamberger et
al. [21] introduced an Inter-vehicular Communication trust
model based on Belief Theory (ICBT). This model mainly
focuses on the direct experiences among vehicles and utilizes
binary error and erasure channel to make a decision based
on the collected data. Hong et al. [22] noticed that VANETs
face lots of situations and quickly change among different
situations; then they described a novel Situation-Aware Trust
(SAT) model which includes three important components.
Huang et al. [11] absorbed the Information Cascading and
Oversampling (ICO) into VANETs and proposed a novel
voting scheme, in which each vote has different weight based
on the distance between sender and event.

Though the above schemes provide many brilliant ideas,
there exist several limitations as we analyzed earlier. In
our previous work [12], we improved the classic Certified
Reputation (CR) model [10] and proposed a LCT model for
the mobile distributed environment. In this model, the trust
certificates are adopted as they can be carried by trustees and
contribute to establishing the trust relationships in highly
dynamic environment in a fast and lightweight manner.
However, this model is intuitively vulnerable to the collusion
attack. In addition, to tackle the sparse issue of VANETs,
Minhas et al. [25] introduced a novel EBT scheme, in which
the vehicles send the testing requests to each other and
interactively compute the trust values of others based on
the quality of responses. By this way, a trust network can
be built and updated dynamically. However, the supernodes
with special roles are needed in this model; thus in essence
this model is not built in a fully self-organized way.

Aiming at building a lightweight trust model for VANETs
in a fully self-organized way as well as overcoming the
limitations of aforementioned schemes, we propose a novel
LSOTmodel in this paper and the intuitive comparisons with
some other trust models are illustrated in Table 1.

3. The Framework of Our LSOT Model

In this section, we first show the motivation of our work
with a fully self-organized VANET scenario. Afterwards, we
introduce the general evaluation procedure in our proposed
model through a simple example.

3.1. The Motivation of Our Work. Before introducing our
LSOT model, we first illustrate our motivation with the
following VANET scenario (as demonstrated in Figure 2). In
the past interactions (as shown in Figure 2(a)), the vehicle
A interacted with several nearby vehicles (e.g., B∼F) and
accumulated certain trust level. In a potential interaction (as
shown in Figure 2(b)), A and its new neighbors (e.g., G) are
strange to each other. Due to the highly dynamic feature of
VANETs, the majority of previous interaction partners of A
(e.g., B, D, and F) are far from G and there exists no reliable
trust path between them. So G can merely collect the trust
information aboutA from a few previous interaction partners
of A (e.g., C and E; in fact they may not exist) and most of
previous trust information of A (e.g., with B, D, and F) has to
be ignoredwhen building the new trust relationships between
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Table 1: Intuitive comparisons between our LSOT model and some other trust models in VANETs.

Trust models Architecture Trust certificate Recommendation Cost Robustness
LTR [8] Infrastructure-based × × High —
RGTE [9] Infrastructure-based × × High —
EBT [10] Self-organized with supernodes × √ Midterm —
ICO [11] Fully self-organized × × Low Weak
LCT [12] Fully self-organized √ × Low Weak
LSOT Fully self-organized √ √ Low Strong
“√”: support; “×”: nonsupport; “—”: without consideration.

A

B C

D

EF

(a) Past interactions

A

C

G

E

(b) Potential interaction

Figure 2: Fully self-organized VANET scenario (where A∼G denote vehicles).

Trust certificate-based Recommendation-based

B

F

A G

C

E

.

.

.

TC(B, A)

TC(F, A)

MS(A)

TR(C, A, G)

TR(E, A, G)

Figure 3: An example of our LSOT scheme (where A∼G denote vehicles).

A and G. As a result, with the high-speed movement of A, its
trust information is mostly discarded and rebuilt again and
again. It is distinctly unreasonable and is just the motivation
of this work. How to utilize the previous trust information to
quickly build the new trust relationships is the key focus of
this paper.

3.2. The Evaluation Procedure in Our LSOT Model. To deal
with the above problem, we propose a novel LSOTmodel and
a simple example is illustrated in Figure 3. It is assumed that
previous interactions occur between A and B∼F. At the end of
past interactions, B∼F provide A with their trust certificates
(i.e., TC(B,A) ∼ TC(F,A)) which are generated with digital
signatures by B∼F. Then A stores and updates the trust
certificates in its local storage. In a potential interaction,A can
release a message (i.e., MS(A)) which includes six parts, that
is, the identification of A (ID), message type (MT), message

content (MC), trust certificates (TCs), timestamp (TS), and
digital signature (DS), to neighboring vehicles (e.g., G).When
G receives the message, it can check the authentication and
integrity of MS(A) through digital signature technology and
compute the trust certificate-based trust value of A according
to the trust certificates. Moreover, G can also collect the
trust recommendations (e.g., TR(C,A,G) and TR(E,A,G))
about A from its trustworthy neighbors (e.g., C and E) and
then derive the recommendation-based trust value of A.
Afterwards, G can calculate the final trust value of A and
decide whether to trust the message content or not. In the
above process, A and G are defined as trustee and trustor,
respectively. B∼F are referred to as certifiers, and C and E are
called recommenders.

Being consistent with the above example, the general
evaluation procedure in our LSOT model is illustrated in
Figure 4. Generally speaking, it involves four kinds of roles,
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Time
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Recommenders
(c) Request for TRs

Time

Figure 4: General evaluation procedure in our LSOT model.

namely, trustor (i.e., the receiver of message), trustee (i.e., the
sender of message), certifier (i.e., the vehicle which provides
the trust certificate), and recommender (i.e., the vehicle
which has past interactions with the trustee and provides the
trust recommendation to the trustor). Moreover, it mainly
includes four steps: (a) At the end of past interactions, the
certifiers provide their TCs to the trustee. (b) In the beginning
of a potential interaction, the trustee can send out a message
with TCs when needed. (c) When the trustor receives this
message, it can derive the trust certificate-based trust value of
the trustee based onTCs. Besides, it can also send the requests
to its trustworthy neighbors for TRs. (d) The trustworthy
recommenders provide TRs to the trustor, and then the
trustor can obtain the recommendation-based trust value of
the trustee. Afterwards, the trustor can calculate the final
trust value of the trustee and decide whether to trust the
message content from the trustee or not. It should be noted
thatwe donot distinguish between the trust value of node and
that of message in this paper, aiming at building a lightweight
trust model for VANETs. That is to say, we utilize the trust
value of a node to directly derive the trust value of message
sent by the node.

In our proposed model, the trust certificates for a node
are stored by itself; thus this part of trust information can be
carried with the movement of node. Furthermore, the trust
certificates include the digital signatures and any change to
them can be easily detected [10, 12]; thus the node cannot
modify the trust certificates for self-praise. Besides, the
message is also attached with the digital signature; thus it
cannot be tampered even relayed by other nodes. Benefiting
from trust certificates, the previous trust information can be
carried and utilized to conduct the trust evaluation quickly in
a fully self-organized way.

4. Trust Certificate-Based Trust Evaluation

In this section, we first introduce the formal representations
of trust certificate and message. Moreover, we comprehen-
sively consider three factor weights, that is, number weight,
time decay weight, and context weight, for trust certificate.
Finally, we present the trust certificate-based trust calculation
method in detail.

4.1. The Formal Expressions of Trust Certificate and Message.
In our LSOT scheme, the trust certificate generated by
certifier 𝑖 for trustee 𝑗 is denoted as

TC (𝑖, 𝑗) = (ID (𝑖) , ID (𝑗) ,TY (𝑖, 𝑗) ,RV (𝑖, 𝑗) , LC (𝑖) ,
TS (𝑖, 𝑗) ,DS (𝑖, 𝑗)) , (1)

where ID(𝑖) and ID(𝑗) mean the identifications of certifier𝑖 and trustee 𝑗, respectively. TY(𝑖, 𝑗) denotes the type of
corresponding message and RV(𝑖, 𝑗) represents the rating
value which is a real number within the range of [0, 1].
Larger RV(𝑖, 𝑗) means higher satisfaction degree and vice
versa. LC(𝑖) represents the location coordinate of certifier 𝑖
and TS(𝑖, 𝑗) denotes the timestamp when the trust certificate
is generated. DS(𝑖, 𝑗) represents the digital signature. The
message released by trustee 𝑗 is denoted as

MS (𝑗)
= (ID (𝑗) ,MY (𝑗) ,MC (𝑗) ,TCs (𝑗) ,TS (𝑗) ,DS (𝑗)) , (2)

where ID(𝑗) denotes the identification of trustee 𝑗.MY(𝑗) and
MC(𝑗) stand for the type and content ofmessage, respectively.
TCs(𝑗) denotes the set of trust certificates for trustee 𝑗. TS(𝑗)
and DS(𝑗) represent the timestamp and digital signature,
respectively.

4.2. Three Factor Weights for Trust Certificate. Due to the
unique feature of our LSOT scheme, the trustee may merely
provide profitable trust certificates to the potential trustor
or even collude with others to improve its trust value and
slander its competitors (i.e., collusion attack). Besides, the
trustee may first accumulate high trust value through releas-
ing authentic but unimportant (e.g., entertainment-related)
message and cheat others by issuing important (e.g., security-
related) but unreal message (i.e., value imbalance attack). In
order to ease these two kinds of attacks, we comprehensively
consider three factor weights, that is, number weight, time
decay weight, and context weight.

4.2.1. Number Weight. To balance the robustness against
collusion attack and bandwidth consumption, TCs(𝑗)merely
consists of 𝑁(𝑗) (𝑁(𝑗) ≤ 𝜂) most favorable trust certificates
which come from diverse certifiers, where 𝜂 is a system
parameter which relies on current network status in terms of
the collusion attack. The number weight WN(𝑗) correspond-
ing to𝑁(𝑗) is denoted as a piecewise function [12]:

WN (𝑗) = {{{
0, if 𝑁(𝑗) < 𝜂,
1, otherwise. (3)

If 𝑁(𝑗) is less than 𝜂, the trust certificates are considered
incredible; thus WN(𝑗) is set as 0. Otherwise, the trust
certificates are viewed as reliable, so WN(𝑗) is set as 1.
4.2.2. Time Decay Weight. As we well know, the relatively
recent trust certificate is more convincing than the less recent
one and the outdated trust certificate may be unreliable at
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all as the behavior of trustee may change from honest to
malicious in VANETs; thus the time decay weight WT(𝑖, 𝑗)
for TC(𝑖, 𝑗) is denoted as [36]

WT (𝑖, 𝑗) = {0, if TN − TS (𝑖, 𝑗) > 𝜔,
𝑒−(TN−TS(𝑖,𝑗))/𝛼, otherwise, (4)

where TN is the current timestamp and 𝜔 is a time window.𝛼 is a time unit which controls the speed of time decay.
If the time difference between TN and TS(𝑖, 𝑗) exceeds 𝜔,
TC(𝑖, 𝑗) is considered unreliable; therefore WT(𝑖, 𝑗) is set as
0. Otherwise, WT(𝑖, 𝑗) is represented as an exponential decay
function of time difference.

4.2.3. Context Weight. Last but not least, we also take the
context weight into account for TC(𝑖, 𝑗). Specifically, we
consider two kinds of most important contextual properties,
namely, message type and location.

(a) Message Type. As we mentioned earlier, the node may
first accumulate high trust value through releasing authentic
but unimportant message and then cheat the other nodes by
issuing important but unreal message (i.e., value imbalance
attack); thus we consider the message type similarity weight
WY(𝑖, 𝑗) for TC(𝑖, 𝑗) as

WY (𝑖, 𝑗) = {1, if 𝜌 (TY (𝑖, 𝑗)) ≥ 𝜌 (MY (𝑗)) ,
𝛽, otherwise, (5)

where 𝜌(∗) is the importance function of message type and𝛽 is a constant within the range of [0, 1). If the importance of
TY(𝑖, 𝑗) is no less than that of MY(𝑗), TC(𝑖, 𝑗) is considered
reliable andWY(𝑖, 𝑗) is set as 1. Otherwise, TC(𝑖, 𝑗) is regarded
as not entirely credible and WY(𝑖, 𝑗) is set as 𝛽.

(b) Location. As discussed in some related work [1, 7, 14], the
location is also an important contextual property. In the view
of trustor, a trust certificate from a nearby certifier is more
reliable than that from a remote certifier as the latter has a
higher likelihood of colluding with trustee than the former.
Thus the location similarity weight WL(𝑖, 𝑘) between trustor𝑘 and certifier 𝑖 is denoted as

WL (𝑖, 𝑘)
= {{{

0, if ‖LC (𝑖) − LC (𝑘)‖ > 𝛿,
𝑒−‖LC(𝑖)−LC(𝑘)‖/𝜆, otherwise,

(6)

where 𝛿 is a distance threshold and 𝜆 is a constant which
controls the speed of distance decay. If the distance between
certifier 𝑖 and trustor 𝑘 exceeds 𝛿, TC(𝑖, 𝑗) is viewed as
unreliable; thus WL(𝑖, 𝑘) is set as 0. Otherwise, WL(𝑖, 𝑘) is
denoted as an exponential decay function of distance.

4.3. Trust Calculation Method. Next, we detail the trust
certificate-based trust calculation method. At the end of
each past interaction, the certifier (e.g., 𝑖) generated a trust
certificate (e.g., TC(𝑖, 𝑗)) and sent it to trustee 𝑗.When trustee𝑗 needs to release a message MS(𝑗), it first chooses𝑁(𝑗)most
advantageous trust certificates from its local storage based on
theweighted rating valueRW(𝑖, 𝑗), which can be derived from

RW (𝑖, 𝑗) = RV (𝑖, 𝑗) ∗WT (𝑖, 𝑗) ∗WY (𝑖, 𝑗) . (7)

It should be noted that in VANETs the messages are usually
broadcasted in a one-to-many manner; thus RW(𝑖, 𝑗) is
independent of WL(𝑖, 𝑘) in our scheme.

When trustor 𝑘 receives MS(𝑗), it can extract 𝑁(𝑗) trust
certificates and then calculate the trust certificate-based trust
value CT(𝑗, 𝑘) of MS(𝑗) as

CT (𝑗, 𝑘) = {{{{{
∑𝜂𝑖=1 RV (𝑖, 𝑗) ∗WT (𝑖, 𝑗) ∗ (WY (𝑖, 𝑗) +WL (𝑖, 𝑘))

2 ∗ 𝜂 , if 𝑁(𝑗) = 𝜂,
𝜇, otherwise. (8)

If 𝑁(𝑗) equals 𝜂, the trust certificates are viewed as reliable
and CT(𝑗, 𝑘) is calculated as the weighted average value of𝜂 ratings which come from diverse certifiers. Otherwise, the
trust certificates are considered unreliable and CT(𝑗, 𝑘) is
set as a default low value 𝜇 (0 < 𝜇 < 1). From (8), we
can easily find that CT(𝑗, 𝑘) falls in the range of 0∼1. In
actual fact, newcomer trustees may have no sufficient trust
certificates, andmalicious trusteesmay also act as newcomers
and refuse to provide unfavorable trust certificates, so their
trust certificate-based trust values equal 𝜇.
5. Recommendation-Based Trust Evaluation

In this section, we first present the formal representation
of trust recommendation. Next we introduce the formation

of trust network based on testing interactions. Moreover,
we propose an effective MLT algorithm to identify all the
trustworthy recommenders and introduce the details of
recommendation-based trust calculation method.

5.1. The Formal Representation of Trust Recommendation. In
our LSOT scheme, the trust recommendation on trustee 𝑗
generated by recommender 𝑙 for trustor 𝑘 is denoted as

TR (𝑙, 𝑗, 𝑘)
= (ID (𝑙) , ID (𝑗) , ID (𝑘) ,RV (𝑙, 𝑗, 𝑘) ,DS (𝑙, 𝑗, 𝑘)) , (9)

where ID(𝑙), ID(𝑗), and ID(𝑘) stand for the identifications
of recommender 𝑙, trustee 𝑗, and trustor 𝑘, respectively.
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Figure 5: Trust network formation based on testing interactions.

RV(𝑙, 𝑗, 𝑘) denotes the rating value and DS(𝑙, 𝑗, 𝑘) represents
the digital signature.

5.2. The Formation of Trust Network. Due to the sparse and
highly dynamic characteristic, there are no sufficient or long-
term trust relationships among nodes in VANETs. In order
to tackle this problem, we introduce the idea of allowing
nodes to send several testing requires (to which the senders
have known the corresponding solutions in advance) to each
other and calculate the trust values of receivers according
to the accuracy and timeliness of responses. Inspired by the
previous work [25, 26], we adopt and improve the classic
experience-based trust evaluation scheme [37].

Let TV(𝑠, 𝑟) ∈ [0, 1] be the trust value demonstrating the
satisfaction degree of sender 𝑠 to the responses of receiver𝑟. If sender 𝑠 does not receive any response from receiver 𝑟,
TV(𝑠, 𝑟) is set as 0. Whenever sender 𝑠 receives a response
from receiver 𝑟, it updates TV(𝑠, 𝑟) based on the following
rules:

(a) If sender 𝑠 is satisfied with the new response of
receiver 𝑟, TV(𝑠, 𝑟) increases as
TV (𝑠, 𝑟) ← TV (𝑠, 𝑟) + 𝜙 ∗ (1 − TV (𝑠, 𝑟)) . (10)

(b) Otherwise, TV(𝑠, 𝑟) decreases as
TV (𝑠, 𝑟) ← TV (𝑠, 𝑟) − 𝜓 ∗ TV (𝑠, 𝑟) , (11)

where 𝜙 and 𝜓 are the increment and decrement factors,
respectively, and their ranges are (0, 1). Moreover, we set 𝜙 <𝜓 due to the fact that trust is difficult to build up but easy to
drop off.

We can easily find that the experience-based trust is
accumulated and the trust values of nodes can be updated
recursively as (10) and (11). Moreover, the difficulty of the
above calculations is very small and each node can evaluate
the trust values of other nearby nodes easily through testing
interactions; thus the trust network can be generated and
dynamically updated in a lightweight manner. A simple
example is shown in Figure 5.

5.3. Trust Calculation Method. In recommendation-based
trust evaluation, only the ratings from trustworthy recom-
menders are considered. For identifying trustworthy recom-
menders, we propose a novel MLT algorithm (i.e., Algo-
rithm 1) to calculate the maximum local trust values of all the
recommenders in the view of trustor.

As we know, the trust network in VANETs has the highly
dynamic characteristic and the reliability of trust evaluation
will be very low when the trust path is too long [38].
Therefore, we consider the trust decay in ourMLT algorithm.
Specifically, suppose 𝑝0 → 𝑝1 → ⋅ ⋅ ⋅ → 𝑝ℎ (where 𝑝0 =𝑘, 𝑝ℎ = 𝑙, and recommender 𝑙 has previous interactions
with trustee 𝑗) is one of the optimal trust paths from trustor𝑘 to recommender 𝑙; then the maximum local trust value
MT(𝑘, 𝑙) (i.e., M𝑇[𝑙] in Algorithm 1) of recommender 𝑙 from
the perspective of trustor 𝑘 can be obtained from [39]:

MT (𝑘, 𝑙) = {{{{{
∏ℎ−1𝑚=0TV (𝑝𝑚, 𝑝𝑚+1)ℎ𝜃 , if ℎ ≤ MH,
0, otherwise, (12)

where ℎ is the hop from trustor 𝑘 to recommender 𝑙 and 𝜃 is a
parameter which controls the speed of trust decay. If MT(𝑘, 𝑙)
reaches the trust threshold TH(𝑘) of trustor 𝑘, recommender𝑙 is viewed as trustworthy and vice versa. Similarly, we can
obtain all the elements of trustworthy recommender set
RS(𝑗, 𝑘) and calculate the recommendation-based trust value
RT(𝑗, 𝑘) of trustee 𝑗 in the view of trustor 𝑘 as [40]
RT (𝑗, 𝑘)

= {{{{{
∑𝑙∈RS(𝑗,𝑘) RV (𝑙, 𝑗, 𝑘) ∗MT (𝑘, 𝑙)

∑𝑙∈RS(𝑗,𝑘)MT (𝑘, 𝑙) , if RS (𝑗, 𝑘) ̸= 0,
], otherwise.

(13)

If RS(𝑗, 𝑘) is not empty, RT(𝑗, 𝑘) is calculated as the
weighted average value of ratings from all the trustworthy
recommenders. Otherwise, RT(𝑗, 𝑘) is set as a default low
value ] (0 < ] < 1). From (10)∼(13), we can find that the
range of RT(𝑗, 𝑘) is also 0∼1.
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Input: TN = (ND,TV), MH, 𝑘, 𝜃; /∗TN: Trust network based on testing interactions; ND:
Node set; TV: Set of experience-based trust values among nodes; MH: Maximum allowable hop;𝑘: Trustor; 𝜃: Trust decay factor. ∗/
Output: MT; /∗MT: Maximum local trust array of nodes in ND from the perspective of 𝑘. ∗/
(1) VN ⇐ 0; /∗VN: Visited node set which is initialized to an empty set. ∗/
(2) MT, HP; /∗HP: Hop array of nodes in ND from the perspective of 𝑘. ∗/
(3) MT[𝑘] ⇐ 1, HP[𝑘] ⇐ 0;
(4) for each 𝑝 ∈ ND − {𝑘} do
(5) if TV(𝑘, 𝑝) > 0 then
(6) MT[𝑝] ⇐ TV(𝑘, 𝑝), HP[𝑝] ⇐ 1;
(7) else
(8) MT[𝑝] ⇐ 0, HP[𝑝] ⇐ ∞;
(9) end if
(10) end for
(11) Add 𝑘 into VN;
(12) while ND − VN ̸= 0 do
(13) Choose the node (named 𝑝) with the maximum local trust value from ND − VN;
(14) if HP[𝑝] < MH then
(15) for each 𝑞 ∈ ND − VN − {𝑝} do
(16) if TV(𝑝, 𝑞) > 0 and MT[𝑝] ∗ TV(𝑝, 𝑞) ∗ (HP[𝑝]/(HP[𝑝] + 1))𝜃 > MT[𝑞] then
(17) MT[𝑞] ⇐ MT[𝑝] ∗ TV(𝑝, 𝑞) ∗ (HP[𝑝]/(HP[𝑝] + 1))𝜃, HP[𝑞] ⇐ HP[𝑝] + 1;
(18) end if
(19) end for
(20) end if
(21) Add 𝑝 into VN;
(22) end while
(23) return MT;

Algorithm 1: Our MLT algorithm.

6. Aggregation Trust Evaluation

As we mentioned earlier, trust certificate-based and recom-
mendation-based trust evaluations have diverse advantages
and weaknesses as follows:

(a) Comparing to recommendation-based trust evalu-
ation, trust certificate-based one can be conducted
in a more fast and lightweight manner (the detailed
analysis is provided in our previous work [12]) while
it is intuitively more vulnerable to the collusion attack
as the certifiers are strange to the trustor inmost cases.

(b) Recommendation-based trust evaluation seems to
be more credible than trust certificate-based one,
as in the former only the ratings of trustworthy
recommenders are considered. But collecting the
opinions from trustworthy recommenders consumes
large amounts of time and bandwidth resources,
especially when MH is set as a relatively high value
(e.g., 6).

Thus it is beneficial to aggregate these two kinds of trust
evaluations to achieve the more accurate evaluation result. In
our scheme, the final trust value FT(𝑗, 𝑘) of trustee 𝑗 in the
sight of trustor 𝑘 is calculated as

FT (𝑗, 𝑘) = 𝜏 ∗ CT (𝑗, 𝑘) + (1 − 𝜏) ∗ RT (𝑗, 𝑘) , (14)

where 𝜏 is a weight parameter within the range of [0, 1]
which controls theweights of two kinds of trust evaluations in

aggregation trust evaluation. So the range of FT(𝑗, 𝑘) is also
0∼1. Specifically, when 𝜏 equals 1 or 0, the aggregation trust
evaluation reduces tomere trust certificate-based one ormere
recommendation-based one, respectively. In other cases (i.e.,0 < 𝜏 < 1), the aggregation trust evaluation falls in between
trust certificate-based one and recommendation-based one.

7. Simulations and Analysis

To demonstrate the performance of our LSOT model, we
present a series of simulations and analysis in this section.
Specifically, we first deploy a fully distributed VANET sce-
nario based on the famous Advogato dataset. Then we vali-
date the variations of both average trust values and average
acceptance rates of three kinds of messages. Moreover, we
compare the evaluation performance of our proposed model
with that of EBT and LCT models. Finally, we analyze and
verify the robustness of our LSOTmodel against the collusion
attack comparing to that of LCT model.

7.1. Simulation Settings. In this work, the comprehensive
simulations are implemented by Java language on an Ubuntu
server with 2.83GHz CPU and 4G RAM. In concrete terms,
we first deploy a fully distributed VANET scenario: The
trust recommendation network is built based on the famous
Advogato dataset which includes 6541 nodes and 51127
directed edges (denoting three kinds of trust relationships
among nodes, namely, apprentice, journeyer, and master, of
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Table 2: Parameter settings in our simulations.

Parameters Descriptions Values
𝜂 Number threshold in (3) 20𝜔 Time window in (4) 100𝛼 Time decay factor in (4) 40𝛽 Constant in (5) 0.5𝛿1 Distance threshold in (6) ∞𝜆1 Distance decay factor in (6) ∞𝜇 Default trust value in (8) 0.1𝜙 Increment factor in (10) 0.2𝜓 Decrement factor in (11) 0.3𝑀𝐻2 Maximum allowable hop in Algorithm 1 3𝜃 Trust decay factor in (12) 0.5
] Default trust value in (13) 0.1𝜏 Weight parameter in (14) 0.5
1As the nodes in Advogato dataset do not contain location information, we set 𝛿 = ∞ and 𝜆 = ∞ in our simulations so as to ensureWL(𝑖, 𝑘) ≡ 1.
2MH is set as a relatively low value (i.e., 3) due to the highly dynamic and time-critical features of VANETs.

which corresponding trust values are 0.6, 0.8, and 1.0, resp.).
The nodes’ trust thresholds are randomly generated. Three
kinds of different messages, namely, honest (i.e., authentic
and helpful), general (i.e., authentic but valueless), and
malicious (i.e., unreal and harmful) messages, are sent from
different senders. In each test, a random node receives a
message from certain sender and evaluates its trust value by
utilizing our LSOT scheme. If the message’s derived trust
value reaches the node’s trust threshold, the node accepts this
message and provides a new trust certificate to the sender
according to its satisfaction degree to thismessage. After each
test, the timestamp adds 1.The parameters in our simulations
are set as illustrated in Table 2.

7.2. Validating the Evaluation Performance. In this part, we
mainly validate the average trust value variations of three
kinds of messages in honest environment, and we also reveal
the variations of average acceptation rates of three kinds of
messages. In concrete terms, we divide the 500 times’ tests
into 5 equal intervals (i.e., I1∼I5) and then calculate the
average acceptation rate in each interval, respectively. The
simulation is repeated 1000 times for each kind of messages
and average results are shown in Figures 6 and 7.

We first analyze the variations of average trust values as
shown in Figure 6. In the initial stage, three kinds ofmessages
have the same trust value (i.e., 0.10). With the increase of
test times (0∼300 times), the average trust value of honest
messages rises rapidly from 0.10 to 0.64 due to their excellent
quality while that of general messages grows slowly from 0.10
to 0.36. Besides, the average trust value ofmaliciousmessages
remains about the same at 0.10 on account of their terrible
performance. In the latter tests (300∼500 times), all the three
kinds of messages dynamically keep constant average trust
values (i.e., 0.64, 0.36, and 0.10, resp.).

Next, we analyze the variations of average acceptation
rates as shown in Figure 7. In the first three intervals (i.e.,
I1∼I3), the average acceptation rate of honest messages grows
from27.46% to 63.01% and that of generalmessages rises from
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Figure 6: Average trust value variations of three kinds of messages
in our LSOT model.

18.60% to 36.49%, while that of malicious messages basically
stays unchanged at 11.43%. In the latter intervals (i.e., I4 and
I5), all the three kinds of messages almost maintain constant
average acceptation rates (i.e., 64.65%, 37.40%, and 11.43%,
resp.).

As we know, honest messages bring benefits and mali-
cious messages mean risks; thus the higher the average trust
value and average acceptance rate of honest messages, the
better, and the lower the average trust value and average
acceptance rate of malicious messages, the better. Therefore,
the above results show that our LSOT model significantly
improves the average trust value and average acceptance rate
of honest messages without increasing the risks caused by
malicious messages.
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Figure 7: Average acceptation rate variations of three kinds of
messages in our LSOT model.

7.3. Comparing the Evaluation Performance. In this simula-
tion, we mainly compare the evaluation performance of our
LSOT model with that of EBT and LCT models as they are
similar to our model. Moreover, we deploy and necessarily
modify these two models in our VANET scenario. As we
know, the trust ranges in EBT and LCT models are [−1, 1]
and [0, 100], respectively, different from that in our proposed
model (i.e., [0, 1]); thus they are all converted to [0, 1] for
comparison. Besides, the role-based trust is removed from
EBTmodel as it is not consistent with the fully self-organized
way.This simulation is also repeated 1000 times for each kind
of messages in EBT and LCT models, and the average results
are shown in Figure 8.Moreover, we also compare the average
acceptation rates of honest and general messages in every
interval (i.e., I1∼I5) in three kinds of models as illustrated in
Figure 9.

We first analyze the average acceptation rate varia-
tions of honest messages in three kinds of trust models
as demonstrated in Figure 9(a). In the first interval (i.e.,
I1), LCT model has distinctly lower average acceptation
rate (i.e., 10.99%) than EBT model (i.e., 30.74%) and our
LSOT model (i.e., 27.46%). It is because that LCT model
merely includes trust certificate-based evaluation and the
senders of honest messages are not able to provide suffi-
cient trust certificates to improve their own trust values,
while EBT model has no restriction about the number of
recommenders in recommendation-based trust evaluation
and the average trust value of honest messages rises with the
increasing test times. Our LSOT model absorbs the merits
of recommendation-based evaluation; thus in I1 the average
acceptation rate in our LSOTmodel is greatly higher than that
in LCT model and slightly lower than that in EBT model.

In the latter intervals (i.e., I2∼I5), the average acceptation
rate in EBTmodel rises slowly and then dynamically remains
at a distinctly lower rate (i.e., 37.62%) than that in LCT
model (i.e., 63.51%) and that in LSOT model (i.e., 64.10%).

It is because EBT model only contains recommendation-
based evaluation and a portion of recommenders cannot be
reached within the maximum allowable hop (i.e., 3), while in
LCT model the trust certificates are attached to the messages
and they contribute to improving the trust values of honest
messages. Our LSOT model includes the trust certificate-
based and recommendation-based trust evaluations; thus in
I2∼I5 the average acceptation rate in our LSOT model is
greatly higher than that in EBT model and generally higher
than that in LCT model.

Next we analyze the average acceptation rate variations
of general messages in three kinds of trust models as shown
in Figure 9(b). In the first interval (i.e., I1), the average
acceptation rate in our LSOT model (i.e., 18.60%) is greatly
higher than that in LCT model (i.e., 10.98%) and slightly
lower than that in EBT model (i.e., 22.41%). In the latter
intervals (i.e., I2∼I5), the average acceptation rate in our
LSOT model rises rapidly and stays basically unchanged at
a relatively higher rate (i.e., 37.09%) than that in EBT model
(i.e., 29.84%) and LCT model (i.e., 35.30%). The detailed
analysis is omitted as it is similar to that of honest messages.

Besides, we analyze the average acceptation rate varia-
tions of malicious messages in three kinds of trust models (as
the average acceptation rate of malicious messages in every
model remains about the same as 11.46%, the comparison
chart is omitted for space limitation). In LCT model, the
senders of malicious messages act as newcomers and refuse
to provide any unfavorable trust certificates; thus both the
average trust value and average acceptation rate keep largely
constant. In EBT model, due to the malicious behaviors
and “reentry” strategy [41], the average trust value and
average acceptation rate of malicious messages also remain
basically unchanged. Our LSOT model aggregates EBT and
LCT models; thus the average acceptation rate of malicious
messages also remains largely untouched.

Through the above analysis, we can easily discover that
our LSOTmodel not only limits the risks caused bymalicious
messages as well as EBT and LCT models do but also greatly
raises the average acceptation rate of honest messages and
improves that of general messages to some extent when
comparing to the other trust models. Thus our LSOT model
has better evaluation performance than EBT and LCTmodels
in general.

7.4. Comparing the Robustness Characteristics. In the pre-
vious parts, we mainly consider the performance of our
model in honest environment, while in this part we focus
on verifying and analyzing the robustness of our model
against the collusion attack through comparing to that of LCT
model. The comparison with EBT model is omitted as there
is no consideration of collusion attack in this model. Due
to the distributed feature of VANETs, malicious nodes may
collude with other nodes to raise their own trust values (i.e.,
ballot stuffing) or slander their honest competitors (i.e., bad
mouthing) [42], which will bring risks to message receivers.
So a good trust model for VANETs should be able to detect
and filter them out.

As we well know, in the trust certificate-based trust
evaluation the certifiers are strange to the active trustor, while
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Figure 8: Average acceptation rate variations of three kinds of messages in EBT and LCT models.
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Figure 9: Average acceptation rate comparisons of honest and general messages in three kinds of trust models.
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Figure 10: Average acceptation rate comparisons of malicious messages with different PCC values.

in the recommendation-based trust evaluation the recom-
menders are trustworthy in the perspective of active trustor.
Thus the certifiers have a higher likelihood of colluding
with malicious senders than the recommenders. LCT model
merely consists of the trust certificate-based trust evaluation;
thus it is intuitively vulnerable to the collusion attack. While
our LSOT model aggregates the trust certificate-based and
recommendation-based trust evaluations, it has relatively
strong robustness against the collusion attack.

Next, we validate the above analysis through two sim-
ulations in which the recommenders are assumed to be
trustworthy and the certifiers may be collusive at a certain
percentage (e.g., 0%, 25%, 50%, 75%, or 100%).

7.4.1. Ballot Stuffing. In this part, we compare the robustness
against the ballot stuffing of our LSOT model with that of
LCT model. In the ballot stuffing, the collusive certifiers
provide favorable trust certificates with high rating values to
maliciousmessages in spite of their bad performance. In each
simulation, we vary the Percentage of Collusive Certifiers
(PCC) and then calculate the average trust value of malicious

messages in each case, respectively.The simulation is repeated
1000 times and the average results are illustrated in Figure 10.

In the ideal case (i.e., PCC= 0%) as shown in Figure 10(a),
the variation curves of average trust values of malicious
messages in two kinds of trust models are very close to each
other.With the increase of PCC, the curve in LCTmodel gets
steeper and steeperwhile that in our LSOTmodel rises slowly,
so the gap of two curves gradually grows. In the extreme case
(i.e., PCC = 100%) as shown in Figure 10(e), the gap of two
curves reaches the maximum amount and the average trust
value ofmaliciousmessage in our LSOTmodel is significantly
lower than that in LCT model.

As wementioned earlier, the lower the average trust value
of malicious messages, the better; thus the above simulation
and analysis results demonstrate that our LSOT model has
stronger robustness against the ballot stuffing than LCT
model.

7.4.2. Bad Mouthing. In this part, we validate the robustness
of our LSOT model against the bad mouthing through
comparing to LCTmodel. In the bad mouthing, the collusive
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Figure 11: Average acceptation rate comparisons of honest messages with different PCC values.

certifiers provide adverse trust certificates with low rating
values to honest messages in spite of their good quality.
In each simulation, we vary PCC and compute the average
trust value of honest messages in each case, respectively. The
simulation is also repeated 1000 times and average outputs are
demonstrated in Figure 11.

In the ideal case (i.e., PCC = 0%) as shown in Figure 11(a),
the variation curve of average trust value of honest messages
in our LSOT model is approximately consistent with that in
LCT model. With the increase of PCC, the curve growth in
LCT model becomes slower and slower while that in our
LSOT model is relatively fast; thus the gap of two variation
curves progressively grows. In the extreme case (i.e., PCC =
100%) as shown in Figure 11(e), the gap of two curves is up
to the maximum value and the average trust value of honest
messages in our LSOT model is greatly higher than that in
LCT model.

As mentioned earlier, the higher the average trust value
of honest messages, the better; thus the above simulation and
analysis results illustrate that our LSOT model significantly

outperforms LCT model in terms of the robustness against
the bad mouthing.

8. Conclusion

In this work, we have proposed a novel LSOT model, in
which both the supernodes and trusted third parties are not
needed, for VANETs in a self-organized way. It combines
both trust certificate-based and recommendation-based trust
evaluations; thus the evaluation in it can bemade quickly and
reaches an excellent performance in a lightweight manner.
In trust certificate-based trust evaluation, we have compre-
hensively considered three factor weights, namely, number
weight, time decayweight, and context weight, to ease the col-
lusion attack and make the evaluation result more accurate.
In recommendation-based trust evaluation, we have utilized
the testing interactionmethod to build andmaintain the trust
network and proposed an effectiveMLT algorithm to identify
trustworthy recommenders. Moreover, we have deployed a
fully distributed VANET scenario based on the celebrated
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Advogato dataset and conducted comprehensive simulations
and analysis. The results illustrate that our LSOT model
greatly overmatches the outstanding EBT and LCTmodels in
terms of both evaluation performance and robustness against
the collusion attack.
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The prevalence of global positioning system (GPS) equipped in vehicular networks exposes users’ location information to the
location-based services. We argue that such data contains rich informative cues on drivers’ private behaviors and preferences,
which will lead to the location privacy attacks. In this paper, we proposed a sophisticated prediction model to predict driver’s
next location by using a k-order Markov chain-based third-rank tensor representing the partially observed transfer information of
vehicles. Then Bayesian Personalized Ranking (BPR) is used to learn the unobserved transitions within the tensor for transition
predication. Experimental results manifest the efficacy of the proposed model in terms of location predication accuracy, compared
with several state-of-the-art predication methods. We also point out that the precision achieved by such advanced predication
model is restricted to the order of the Markov chain 𝑘. Accordingly, we propose a schema to decrease the risks of such attacks
by preventing the conformation of higher order Markov chain. Experimental results obtained based on the real-world vehicular
network data demonstrated the effectiveness of our proposed schema.

1. Introduction

With the prevalence of global positioning system (GPS)
and vehicular networks, the usage of smart phones and
in-car navigation systems plays an increasingly important
role in our daily lives. While enjoying the convenience
brought by various location-based services (LBSs), such as
mapping, route finding, and automotive traffic monitoring,
people inevitably release their physical location information
for public access. Unfortunately, such disclosure of location
information consequently induces serious privacy issues [1–
3]. For example, some social networks users need to report
their sequential locations to a service provider in a periodic
or on-demand manner to obtain its desired location-based
services, for example, advertising and restaurant recom-
mendation, while the disclosed personal location data may
be used for location privacy attacks by adversaries. Thus,
location privacy protection in LBSs has attracted a lot of
research attention from both industry and academia. The
location privacy concern does appear not only in mobile
social networks, but also in vehicular networks. Essentially,

vehicular networks are similar to mobile social networks
in terms of mobility, connectivity, and ubiquity. Vehicles
are equipped with wireless sensor devices and modeled as
moving nodes, forming networks for vehicle to vehicle (V2V)
and vehicle to infrastructure (V2I) [4]. Signals captured
from these moving nodes can then be used to detect road
conditions such as traffic flow and traffic signals [5]. The
vehicular networks are expected to play critical roles in our
daily life such as road infrastructure monitoring, driving risk
detection, and passenger communication.

However, adversaries can also use the location informa-
tion to estimate users’ private information such as social
ties [6] or personal activities [7]. It is more dangerous if
adversaries use such inference to carry out physical loca-
tion attacks. Privacy preservation is an important compo-
nent of customer-centric pervasive services. Without the
guarantee of privacy protection, users would be hesitant
to use LBSs which continuously monitor their locations
[3]. Several research studies have been proposed to protect
location privacy from being disclosed through inference-
based approaches, such as K-anonymity [8], pseudonyms and
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mix-zones [9], and path confusion [10]. These approaches
anonymize accurate information of users and make them
indistinguishable among the neighboring users. While
strengthening users’ privacy, these methods in turn weaken
the functionality of the service by updating the inaccurate
spatial information or information with the high latency on
purpose [11].

Another potential privacy threat is that the current loca-
tion information of users can be inferred from the historical
data even though they are not directly disclosed. Wu et al.
have demonstrated that there is a strong spatiotemporal reg-
ularity with vehicle mobility through a conditional entropy
analysis [12], which indicates that the ability of prediction of
future locations must be considered when we cope with the
location privacy attacks. We can imagine that the adversary
could ambush a vehicle by using the location prediction
method to infer the possible future locations. In this paper,
we will focus on preventing those potential attacks from a
perspective of location prediction. A common scenario is that
the adversary can predict user’s next location at time t using
location prediction models for privacy attacks. Our objective
is then to propose a schema to prevent the vehicles from such
privacy attacks.

In the literature, there exist a lot of works related to
location predication. In [13], the authors proposed to use GPS
traces to infer themode of a personal transportation and then
to predict their routes based on people’s historical trajectory
data. Other works include determining which road a driver
is on in spite of the noisy GPS data [14] and predicting the
destination of a trip [15]. In [16], the author also pointed
out a lot of personal information can be inferred from their
long-term location history, for example, age, work role, work
group, work frequency, coffee drinker, smoker, work room,
and which train station they favored. However there are few
works addressing the location predication problem from a
perspective of privacy protection. In fact, the report from
US Department of Justice had revealed that approximately
26,000 persons are victims of GPS stalking annually [17].
All the aforementioned could provide the opportunities for
adversaries to launch a location-based attack, as shown in
Figure 1. Assuming that adversaries can predict the target
vehicle’s future location based on the effective prediction
approach, the adversaries then can be well prepared near the
predicted location to ambush the coming target.

Under the aforementioned scenarios, we argue that the
location privacy problem in vehicular networks is a pre-
diction related problem. Some research on location privacy
attacks is proposed on top of a Markov chain (MC) model
[18, 19], which has demonstrated their effectiveness on
the prediction results. In this paper, we proposed a more
sophisticated predication model, that is, a k-order Markov
chain-based tensor model, to predict the future locations
of vehicles. The successive locations can be obtained by
using a Bayesian Personalized Ranking (BPR) approach.
Our experimental results show that the predication accuracy
achieved by our proposed approach is much higher than that
of the conventional approach. This indicates that a carefully
designed learning approach can successfully discover the
partially observed transitions between a number of successive

Adversary

Predicted location

=+

Figure 1: An example of location attack.

next locations and the missing transitions. Then, we analyze
how the order of 𝑘 can affect the prediction accuracy of MC-
based model. At last, we propose a schema by setting up a
reasonable time slot to prevent vehicles from conforming the
higher orderMarkov chain to lower the predication accuracy;
thus the vehicle is protected from the risk of location attacks.

The key contributions of this work can be summarized as
follows:

(i) We proposed a sophisticated location prediction
model which will be referred to as k-order FPMC in
this paper.

(ii) We analyzed the key factors of the proposed predic-
tion model to the prediction accuracy and pointed
out that the location privacy problem in vehicular
networks is restricted to the order k of Markov chain
and proposed a strategy to protect the privacy leaking
from such predication model.

(iii) We evaluated the proposed approach using the real-
world traffic trace data. Experimental results obtained
manifest the efficacy of our proposed approach.

The rest of the paper is organized as follows. Section 2
reviews the related works on location privacy and location
prediction. The system model and the adversarial model
adopted in this paper are introduced in Section 3.We propose
a novel approach for mining vehicles’ trajectory as well as
the strategies against privacy attack in Sections 4 and 5,
respectively. Section 6 presents the experimental results and
we conclude the paper in Section 7.

2. Related Works

In this section, we briefly review the existing literatures with
a focus on recent developments in location prediction and
location privacy protection, respectively.

For location prediction, Krumm [20] proposed to predict
drivers’ turn proportions at road intersections at a fine-
grained level. The idea is to choose the higher likelihood
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on a turn that links more destinations. Veloso et al. [21]
proposed to utilize aNaive Bayesmodel to predict the relation
between pick-up and drop-off locations, and their work also
explored the possibility to predict area type of the next
pick-up location, given the features of drop-off location, for
example, time and day, weather condition, and area type
of current drop-off location. Ziebart et al. [22] proposed to
model observed behaviors by learning context-aware action
utilities for turn prediction, route prediction, and destination
prediction.Wu et al. [12] proposed to develop an efficient data
delivery by predicting vehicle trajectories via multiple order
Markov chain. Qin et al. [23] studied the mobile advertising
problem in vehicular network and proposed to adoptMarkov
chain to capture the patterned vehicular centrality and to
infer the future traffic flow. Chen et al. [24] analyzed the
predictability of taxi mobility via a Markov predictor.

All the aforementioned work built up their predication
model on top of Markov chain to facilitate the trajectory
prediction,which failed to solve prediction problemwith cold
start issue, as the conventional Markov chain model cannot
work on things never happened before. In ourmodel, we take
the preference between locations into consideration; thus we
can acquire an average preference from other users between
two locations that the user never leaves a footprint.

For the issue of location privacy, the related attacks have
been studied in the literature. Location prediction attacks
proposed by Minami and Borisov [18] studied an issue of
inference attacks on the GPS traces. The analysis revealed
that if there is an adversary who could access to a mobile
user’s previous location data, a Markovmodel-based location
predictor could be adopted to assist the next location attack.

Shokri et al. [19] formalized a sporadic location-based
application and found that an adversary who knows person-
alized transitionmatrices of the users could deanonymize and
deobfuscate traces with higher accuracy than an adversary
who only knows each user’s prior probabilities on locations.
De Mulder et al. [25] demonstrated that it is possible to
build up the profiles of users’ movements based on the GSM
location data, which lead to identify the users in a subsequent
period with great accuracy (about 80% of the time). The
location profile model used is a simple first-order Markov
chain. Gambs et al. [26] designed the novel distances to
quantify the similarity between two MMCs and described
how these metrics can be combined to build deanonymizers.
These three methods also usedMarkov chain to carry out the
prediction, also met the problem we mentioned before, and
will be compared with our proposed approach at the section
of experiments.

The deanonymization attack is very accurate with a
success rate of up to 45% on the Geolife dataset [27]. It
reminds us that the anonymizers can be deanonymized by a
specific method; therefore it is necessary to lower the attack
success rate after the adversary knowswho you are.While our
proposed method allows the adversary to know who you are,
it is hard for the adversary to determine where you are going.

There are also some works that focused on the defenses
by providing only partial data about the users’ locations and
identities [11]. K-anonymity [8] provides a form of plausible
deniability by ensuring that the user cannot be individually

Base station

D
at

a

Figure 2: System model.

identified from a group of k users. This can be achieved in
vehicular networks by setting a large k-anonymous region
which included k users, instead of just reporting a single GPS
location.

Pseudonyms and mix-zones [9] provide a certain degree
of anonymity to the individual user. When the users enter a
mix-zone, they change a new, unused pseudonym. In addi-
tion, they do not send their location information to any loca-
tion-based application when they are in the mix-zone. Mix-
zones also impose the limits on the frequent updating, that is,
the exposure of the pattern of closely spaced queries, allowing
one to easily follow the user. Path confusion [10] avoids
linking consecutive location samples to individual vehicles
through target tracking algorithms with high certainty. The
main impediment to the use of path confusion is the process-
ing delay; one must wait until users’ paths have intersected
before revealing those locations to a location-based service.

In this paper, we propose a sophisticated model to reveal
that the location privacy could be obtained by the prediction
model with high success rate. The experimental results and
the analysis over the real vehicle GPS traces data collected
in a mega city, Shanghai, China, suggest that we need to use
an obfuscation approach instead of anonymization method,
by hiding previous location to avoid releasing consecutive
information to protect the user’s location privacy from such
advanced prediction model.

3. Models and Goals

We define the system model, the adversarial model, and the
security goal in this section.Our systemmodel consists of two
components, that is, vehicles and base station, which is shown
in Figure 2. Basically, the vehicles distribute their trajectory
information to the base station constantly.

3.1. Adversarial Model. We also consider two kinds of
adversarial models in the proposed system. One is outside
adversary model, and another one is inside adversary. From
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the point of outside attacker, he can listen, insert, delete,
and modify the communication message between the base
station and vehicles in the system.This threat can be avoided
by adopting conventional entity identity authentication and
key exchange protocols [28], such as SSL [29] and TLS [30].
More serious threats are posed from inside attackers. For
instance, a database administrator in the base station might
sell customers’ historical location information to certain data
analytics companies, in order to have financial income. Since
this attacker could access customers’ sensitive information
directly, the conventional privacy preservation approaches
are therefore challenged a lot.

3.2. Goals. There are two goals in this system, that is, the
security goal and the prediction goal.

In this paper, the prediction goal is simply measured by
the prediction accuracy. And the security goal is defined as
follows.

Definition 1. The vehicular location achieves (𝑝, 𝑡) location
privacy, if the successful prediction rate is less than 𝑝 in time𝑡.

In Section 4, we present the details of our proposed
predication model.

4. Tensor-Based Location
Prediction Framework

In this section, we present our location prediction framework
in great detail. We first describe the temporal characteristics
of the trajectory and the motivation of adopting tensor to
represent the trace data characterizing the temporal relations
of data in Section 4.1. We then propose to adopt a tensor
factorization approach towards recovering the missing data
in Section 4.2. Finally, we describe the learning process of the
prediction model by using BPR criteria in Section 4.3.

Here we introduce notations used throughout this paper.
Let 𝑉 = {V1, V2, . . . , V|𝑉|} denote a set of vehicles. As taxies
are randomly distributed in the city running along the roads
and are constrained by road conditions, we thus denote
trajectories of taxies by using the successive crossroads they
have passed. Let 𝐿𝑉 = {1, 2, . . . , 𝑛} denote a set of crossroads,
where each cross is geocoded by {longitude, latitude}, and 𝑛 is
the total number of crossroads. For each taxi V, the historical
trajectory is denoted as 𝐿V fl {𝐿V1, 𝐿V2, . . . , 𝐿V𝑡−1} with 𝐿V𝑡 ⊆ 𝐿V,
and 𝑡 is the time slots, and 𝐿 fl {𝐿V1 , 𝐿V2 , . . . , 𝐿V|𝑉|} denotes
the trajectories over the entire set of vehicles. And each road
segment is labeled by its adjacent crosses.

4.1. High Order MC Representation via Tensor. In this sec-
tion, we describe the details of the construction of third-
rank tensor, each item of which represents the approximate
probability of transferring from a specified combination of
intersections (locations) to another intersection (location) for
a particular vehicle.

An𝑚 order Markov chain is defined as
Pr (𝑋𝑡 = 𝑥 | 𝑋𝑡−1 = 𝑥𝑡−1, 𝑋𝑡−2 = 𝑥𝑡−2, . . . , 𝑋𝑡−𝑛
= 𝑥𝑡−𝑛) , (1)

where 𝑋𝑡−1, . . . , 𝑋𝑡−𝑛 is a sequence of random variables and𝑥𝑡−𝑛 is their realizations. Markov chain models sequential
behaviors by learning a transition graph over items, and
thus Markov chain can be directly adapted to predict the
future locations based on one’s recent trajectory data. Our
proposed model is to predict the next personalized location
via the ranking of probabilities that a vehicle V will move
from its current location to the next location. In vehicular
networks, network topology changed rapidly and our target
is to investigate the main factors affecting the prediction
accuracy. Unfortunately, the first-order Markov chain is
unable to capture the rapid changing features in this scenario.
Consequently, we extend the low order Markov chain to a
high order version. Assuming that the order of Markov chain
is set to 3, we will predict the next location of taxi V according
to its three previous locations.The transition probability from
current location to next location can be written as

𝑝 (𝐿 𝑡+1 = 𝑙𝑡+1 | 𝐿 𝑡 = 𝑙𝑡, 𝐿 𝑡−1 = 𝑙𝑡−1, 𝐿 𝑡−2 = 𝑙𝑡−2) , (2)

where 𝑙𝑡+1 is the next location of taxi V, 𝑙𝑡 is the current
location of V at time 𝑡, and 𝑙𝑡−1, 𝑙𝑡−2 are the previous location
of V at time 𝑡−1 and 𝑡−2, respectively. Let𝐶 denote the set of
current locations 𝑐 and 𝑐 = {𝐿 𝑡−1 = 𝑙𝑡−1, 𝐿 𝑡−2 = 𝑙𝑡−2, 𝐿 𝑡−3 =𝑙𝑡−3}. The probability of next location can be deduced from
the current location as 𝑝(𝐿V|𝐶V). And we define each item of
the 3-order tensor is the transition probability between two
adjacent crosses denoted as 𝑥V,𝑐,𝑙 and 𝑥V,𝑐,𝑙 = 𝑝(𝑙V|𝑐V). Then,
each vehicle is associated with a specific transition matrix 𝜒V,
and a transition tensor is yielded from all the vehicles. More
specifically, 𝑆 ⊆ 𝑉 × 𝐶 × 𝐿 in our paper is used to represent
the transitions for each taxi V, where 𝐶 and 𝐿 denote the set
of the previous locations and next locations, respectively.𝜒V,𝑐,𝑙
represents the observed transitions of V from 𝑐 to location 𝑙.

Given the location set𝐿V,𝑥V,𝑐,𝑙 can be estimated as follows:

𝑥V,𝑐,𝑙 = 𝑝 (𝑙 ∈ 𝐿V | 𝑐 ∈ 𝐶V) = 𝑝 (𝑙 ∈ 𝐿V ∧ 𝑐 ∈ 𝐶V)𝑝 (𝑐 ∈ 𝐶V)
= 𝑝 (𝑙𝑡+1 ∈ 𝐿V𝑡+1 ∧ 𝑙𝑡 ∈ 𝐿V𝑡 ∧ 𝑙𝑡−1 ∈ 𝐿V𝑡−1 ∧ 𝑙𝑡−2 ∈ 𝐿V𝑡−2)𝑝 (𝑙𝑡 ∈ 𝐿V𝑡 ∧ 𝑙𝑡−1 ∈ 𝐿V𝑡−1 ∧ 𝑙𝑡−2 ∈ 𝐿V𝑡−2)
= {(𝐿V) : 𝑙𝑡+1 ∧ 𝑙𝑡 ∧ 𝑙𝑡−1 ∧ 𝑙𝑡−2}{(𝐿V) : 𝑙𝑡 ∧ 𝑙𝑡−1 ∧ 𝑙𝑡−2} .

(3)

Figure 3(b) illustrates the location transitions for a partic-
ular vehicle. Figure 3(a) plots a snapshot of the road network
which contains seven intersections and there is a taxi V
passing by the location 𝐶 at time 𝑡. Assuming the order of
Markov chain is set to 3, we need to consider 3 previous
locations in our model and construct the transition matrix
between the combinations of three locations and the next
location. Considering the entire set of the locations, there will
be way too many such combinations. In fact, the number of
the combinations of road intersections is constrained by the
layout of the road network. Thus, in this paper we only take
the practical combinations into consideration. The values of
matrix items shown in Figure 3(b) are obtained according to
the number of occurrence of the transitions from a particular
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Figure 3: AThird-rank transition tensor construction.

combination of intersections to a location in the observed
historical data of a vehicle. “?” denotes the missing value or
the unobserved data. It is natural to extend the transition
probability matrix to be a third-rank tensor by incorporating
the personalization dimension as shown in Figure 3(c).Then,
our objective is to infer the proper tensor model from the
observed transitions to estimate the transition preference for
those unobserved transition pairs.

4.2. A Pairwise Interaction-Based Tensor Factorization. In
this section, we demonstrate the details of our adapted pair-
wise interaction-based tensor factorization towards inferring
the unobserved data within the previously constructed ten-
sor.

As aforementioned, the transition tensor is only partially
observed. Similar to the conventional matrix factorization
approach which infers the missing data via factorized latent
features, here we adopt the low-rank factorization model
to fill in missing values. The matrix factorization methods,
for example, nonnegative matrix factorization (NMF) and
singular value decomposition (SVD), have been successfully
applied to many applications such as image processing, link

prediction, and rating prediction. For the tensor factoriza-
tion, tucker decomposition (TD) and canonical decomposi-
tion (CD) are the two popular techniques which have been
successfully used for tag recommendation. In this paper, we
adopt a special case of canonical decomposition proposed in
[31] which is called the pairwise interaction tensor factoriza-
tion model (PITF).

With the PITF model, we can easily model the pairwise
interactions among all three components of the third-rank
tensor (i.e., vehicle 𝑉, Markov chain 𝐶, and next location 𝐿),
written as

�̂�V,𝑐,𝑙 = ∑
𝑓

V̂𝐿V,𝑓 ⋅ �̂�𝑉𝑙,𝑓 +∑
𝑓

�̂�𝐿𝑐,𝑓 ⋅ �̂�𝐶𝑙,𝑓 +∑
𝑓

V̂𝐶V,𝑓 ⋅ �̂�𝑉𝑐,𝑓, (4)

where V̂𝐿V,𝑓 and �̂�𝑉𝑙,𝑓 represent the𝑓th latent feature for vehicle V
and next location 𝑙, respectively. In (4), a tensor𝜒 is factorized
into three pairwise interaction matrix models. Note that the
pairwise interaction between vehicle and its 3-order history
trajectory is not related to the prediction of next location, and
thus we remove the term of V̂𝐶V,𝑓 ⋅ �̂�𝑉𝑐,𝑓 as it is independent of 𝑙
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as shown in [32]. Accordingly, (4) can be rewritten in a more
compact form as follows:

�̂�V,𝑐,𝑙 = ∑
𝑓

V̂𝐿V,𝑓 ⋅ �̂�𝑉𝑙,𝑓 +∑
𝑓

�̂�𝐿𝑐,𝑓 ⋅ �̂�𝐶𝑙,𝑓. (5)

The parameter set is given as

�̂� ⊆ R
|𝑉|×𝐹,

�̂� ⊆ R
|𝐶|×𝐹,

�̂�𝑉 ⊆ R
|𝐿|×𝐹,

�̂�𝐶 ⊆ R
|𝐿|×𝐹,

(6)

where 𝐹 is the dimension of the latent feature space. And
hereafter we use Θ to represent the parameter set {𝑉, 𝐶, 𝐿𝑉,𝐿𝐶}.
4.3. BPR Learning Criterion. In this section, we detail the
learning process of the unobserved data of tensor by using
BPR criteria and the stochastic gradient descent algorithm
collaboratively.

The objective of location prediction is in fact to select
the most likely arrived location among all the locations. An
alternative way is to derive a proper ranking >V,𝑡 of the pos-
sibility over the candidate locations. We adopt the sequential
Bayesian Personalized Ranking (S-BPR) optimization crite-
rion [33] here. S-BPR regards the rating prediction problem
as a ranking problem and assumes every two locations have a
sequential relation 𝑙𝑖>V,𝑡𝑙𝑗, written as

𝑙𝑖>V,𝑡𝑙𝑗 : ⇐̂⇒�̂�V,𝑡,𝑙𝑖 > �̂�V,𝑡,𝑙𝑗 . (7)

Equation (7) indicates that given the current Markov chain𝑐, if V has visited location 𝑙𝑖 more frequently than location𝑙𝑗, the probability that V visits 𝑙𝑖 via 𝑐 is bigger than that
of visiting 𝑙𝑗. However, the conventional implicit feedback-
based learning approach BPR can only infer that vehicle V
prefers 𝑙𝑖 compared to 𝑙𝑗 without knowing the scale of the
preference. For example, although we know that V prefers 𝑙𝑖
to 𝑙𝑧, we cannot tell how much is the difference between 𝑙𝑗
and 𝑙𝑧. We can only drive the preference pair 𝑙𝑖>V,𝑡𝑙𝑗, 𝑙𝑖>V,𝑡𝑙𝑧.
To address such issue, we incorporate BPRwith confidence as
proposed in [34, 35] to model the difference and return each
feedbackwith a confidenceweight.The frequency of traveling
between locations was adopted to build the preference pairs.
For instance, given 𝑐, the vehicle V has been to the location 𝑙𝑖
twice and turns to 𝑙𝑗 once.We could conclude that the vehicle
prefers to go to 𝑙𝑖 rather than to 𝑙𝑗. Consequently, if we know
this vehicle has never turned to location 𝑙𝑧, we are intuitively
more confident to generate the pair of 𝑙𝑖>V,𝑡𝑙𝑧.

We propose a confidence score 𝐶⟨V,𝑖,𝑗⟩ to measure to what
extent V prefers location 𝑙𝑖 to location 𝑙𝑗 which is given as

𝐶⟨V,𝑖,𝑗⟩ = 1 − 𝑇𝑖 − 𝑇𝑗𝑇𝑖 + 𝑇𝑗 , (8)

where 𝑇𝑖 and 𝑇𝑗 are the frequency of the vehicle traveling
along the given 𝑐 to locations 𝑙𝑖 and 𝑙𝑗, respectively.

Then, the optimal ranking 𝑙𝑖>V,𝑡𝑙𝑗 can be addressed by
maximizing the following posterior probability:

argmax
Θ

𝑝 (Θ | �̂�V,𝑐,𝑙𝑖 > �̂�V,𝑐,𝑙𝑗)
∝ argmax

Θ

(̂𝑙V,𝑐,𝑙𝑖Θ > �̂�V,𝑐,𝑙𝑗) 𝑝 (Θ) .
(9)

By assuming all the vehicles are independent of each other,𝑝(Θ) is a normal distribution with zero mean and a variance-
covariance matrix 𝜆Θ𝐼, that is, 𝑝(Θ) ∼ 𝑁(0, 𝜆Θ𝐼). Mean-
while, we adopt the logistic sigmoid 𝜎(𝑥) fl 1/(1 + 𝑒−𝑥) to
approximate the likelihood of vehicle’s preference over 𝑙𝑖 and𝑙𝑗 and utilize 𝐶⟨V,𝑖,𝑗⟩ to measure the confidence

𝑝 (̂𝑙V,𝑐,𝑙𝑖Θ > �̂�V,𝑐,𝑙𝑗)
= 𝜎 (̂𝑙V,𝑐,𝑙𝑖 − �̂�V,𝑐,𝑙𝑗) = 1

1 + 𝑒−𝐶⟨V,𝑖,𝑗⟩ (̂𝑙V,𝑐,𝑙𝑖 −̂𝑙V,𝑐,𝑙𝑗 ) .
(10)

Furthermore, the alternating maximum a posteriori estima-
tion in logarithmic scale is calculated as follows:

argmax
Θ

∏
(V,𝑐,𝑙)⊂𝑉×𝐶×𝐿

𝜎 (̂𝑙V,𝑐,𝑙𝑖 − �̂�V,c,𝑙𝑗) 𝑝 (Θ)

= argmax
Θ

ln( ∏
(V,𝑐,𝑙)⊂𝑉×𝐶×𝐿

𝜎 (̂𝑙V,𝑐,𝑙𝑖 − �̂�V,𝑐,𝑙𝑗) 𝑝 (Θ))
= argmax
Θ

∑
(V,𝑐,𝑙)⊂𝑉×𝐶×𝐿

ln𝜎 (̂𝑙V,𝑐,𝑙𝑖 − �̂�V,𝑐,𝑙𝑗)
− 𝜆Θ ‖Θ‖2𝐹 .

(11)

Then, the stochastic gradient descent algorithm is used to
optimize the above objective function. Once the parameter
set Θ = {𝑉, 𝐶, 𝐿𝑉, 𝐿𝐶} is acquired, the third-rank tensor of
transition preference over locations can be recovered. The
probability of different next location for each vehicle can then
be obtained.The complete process of our proposed prediction
model is detailed in Algorithm 1.

5. Security Analysis

In this section, we present the prediction accuracy, the
security analysis, and their relation.

5.1. A Discussion of Predication Accuracy. Here, we discuss
the way of lowering the prediction accuracy andmake itmore
difficult for the adversary to grasp vehicle’s movement and
launch an attack.

Given the obtained next location prediction list 𝑁 for a
target taxi V∗, we first analyze the factors of affecting predict
accuracy. As shown in Figure 4, there is a vehicle at location𝐴. If we only know its current location, there will be four
choices to predict. The next location is to be predicted based
on the vehicle’s current location, which can be formalized
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(1) Input:Data D(2) for V ⊂ 𝑉, 𝑙 ⊂ 𝐿 do(3) 𝐶 ← 𝑘-order Markov chain (𝐿)(4) end for

(5) draw ̂⃗𝑉, ̂⃗𝐶, ̂⃗𝐿𝑉, ̂⃗𝐿𝐶 fromN(0, 𝜆Θ𝐼)(6) repeat(7) draw (V, 𝑐, 𝑖, 𝑗) form𝐷(8) 𝑇𝑖 ← frequency from c to location i(9) 𝑇𝑗 ← frequency from c to location j(10) if 𝑇𝑖 < 𝑇𝑗 then(11) swap 𝑙𝑖 with 𝑙𝑗(12) end if(13) 𝐶⟨V,𝑖,𝑗⟩ = 1 − (𝑇𝑖 − 𝑇𝑗)/(𝑇𝑖 + 𝑇𝑗)
(14) �̂�V,𝑐,𝑙𝑖 ,𝑙𝑗 ← �̂�V,𝑐,𝑙𝑖 − �̂�V,𝑐,𝑙𝑗
(15) 𝛿 ← (1 − 𝜎(𝐶⟨V,𝑖,𝑗⟩̂𝑙V,𝑐,𝑙𝑖 ,𝑙𝑗 ))
(16) for 𝑓 = 1 to 𝑘 do
(17) V̂𝐿V,𝑓 ← V̂𝐿V,𝑓 + 𝛼(𝐶⟨V,𝑖,𝑗⟩𝛿(̂𝑙𝑉𝑙𝑖 ,𝑓 − �̂�𝑉𝑙𝑗 ,𝑓) − 𝜆𝜃V̂𝐿V,𝑓)
(18) �̂�𝐿𝑐,𝑓 ← �̂�𝐿𝑐,𝑓 + 𝛼(𝐶⟨V,𝑖,𝑗⟩𝛿(̂𝑙𝐶𝑙𝑖 ,𝑓 − �̂�𝐶𝑙𝑗 ,𝑓) − 𝜆𝜃�̂�𝐿𝑐,𝑓)
(19) �̂�𝑉𝑙𝑖 ,𝑓 ← �̂�𝑉𝑙𝑖 ,𝑓 + 𝛼(𝐶⟨V,𝑖,𝑗⟩𝛿V̂𝐿V,𝑓 − 𝜆𝜃 �̂�𝑉𝑙𝑖 ,𝑓)
(20) �̂�𝑉𝑙𝑗 ,𝑓 ← �̂�𝑉𝑙𝑗 ,𝑓 + 𝛼(−𝐶⟨V,𝑖,𝑗⟩𝛿V̂𝐿V,𝑓 − 𝜆𝜃 �̂�𝑉𝑙𝑗 ,𝑓)
(21) �̂�𝐶𝑙𝑖 ,𝑓 ← �̂�𝐶𝑙𝑖 ,𝑓 + 𝛼(𝐶⟨V,𝑖,𝑗⟩𝛿�̂�𝐿𝑐,𝑓 − 𝜆𝜃 �̂�𝐶𝑙𝑖 ,𝑓)
(22) �̂�𝐶𝑙𝑗 ,𝑓 ← �̂�𝐶𝑙𝑗 ,𝑓 + 𝛼(−𝐶⟨V,𝑖,𝑗⟩𝛿�̂�𝐿𝑐,𝑓 − 𝜆𝜃 �̂�𝐶𝑙𝑗 ,𝑓)
(23) end for

(24) until convergenceOutput: ̂⃗𝑉, ̂⃗𝐶, ̂⃗𝐿𝑉, ̂⃗𝐿𝐶

Algorithm 1: Our proposed tensor-based prediction model.
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Figure 4: A snapshot to illustrate how road structure affects the
prediction accuracy.

using the 1-order Markov chain. However, if we know that
this vehicle came from location 𝐵, then it infers that we are
less likely to come back to 𝐵. With the sequence (𝐵, 𝐴), we
can find out the next location is most likely to appear in
the next three locations, which can be formalized using the
2-order Markov chain. Furthermore, if we extend the case
to the 3-order chain, knowing this vehicle previous driving
sequence is (𝐷, 𝐵, 𝐴), then the probability that it comes back
to location 𝐵 based on the 2-order Markov chain will be

further lowered. And the vehicle has less chance to go to
location 𝐶 as going to C will make a detour. In general, we
argue that the prediction accuracy is affected by the order
of Markov chain. Protecting location privacy means to lower
the prediction accuracy for the adversary. So we propose
a strategy to prevent the adversary from acquiring the
consecutive location information to form high order Markov
chain. As the vehicle’s average speed and average length
between two consecutive intersections can be speculated in
the city, thus a time slot inwhich one cannot query the vehicle
about the location information can be deducted.

5.2. Security Analysis for Goals. The security of k-order
FPMC strategy is analyzed inTheorem 2.

Theorem 2. The (𝑝, 𝑡) customers’ location privacy is preserved
in the k-order FPMC strategy, when the successful prediction
rate of the k-order FPMC strategy in time 𝑓(1) is less than 𝑝,
where 𝑓(𝑘) is a function which indicates the average time for
vehicles passing k consecutive location points.

Proof. Intuitively, in the k-order FPMC strategy, since the
vehicular location is reported to the center in time 𝑓(𝑘),
the trajectory during the time 𝑓(𝑘 − 1) to 𝑓(𝑘) cannot be
predicted to the inside attacker, according to the ability of
inside attacker defined in the adversarial model. Therefore,
the customers’ location privacy is preserved. Furthermore, if
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the inside attacker uses the discontinuous customer’s location
information, the successful prediction rate is 𝑝, due to the
assumption in the theorem.

We further use the mathematical induction to formally
demonstrate the concrete probability that the adversary A
obtains the user’s trajectory in time 𝑓(𝑘).

(1) Pr[A1] is less than 𝑝, due to the assumption.
(2) Assume that Pr[A𝑡] represents the successful predic-

tion rate of A in time 𝑓(𝑡). Therefore, Pr[A𝑘−1] = 𝑝
means that the adversary computes the user’s route
in time 𝑓(𝑘 − 1) as 𝑝 due to 𝑓(𝑘 − 2). Since all
the successful prediction rate is the same from the
viewpoint of the adversary, the successful prediction
rate Pr[A𝑘] ofA in time 𝑓(𝑘) is

Pr [A𝑘] = Pr [A𝑘−1] = Pr [A𝑘−2] = ⋅ ⋅ ⋅ = Pr [A1]
≤ 𝑝. (12)

Compared with Definition 1, the (𝑝, 𝑡) customers’ location
privacy is preserved in the k-order FPMC strategy. In sum-
mary, the k-order FPMC strategy achieves the security goal,
as long as Pr[A1] is less than 𝑝.

Note that Pr[A1] is negligible, because the user’s histori-
cal data cannot be obtained by the inside attack from the very
beginning.Thus, the user’s route is privacy-preserving for the
inside attack in the k-order FPMC strategy.

The rest is to quantitatively measure the successful pre-
diction rate 𝑝 and the time interval 𝑡 of the k-order FPMC
strategy. More technical details for the parameters 𝑝 and 𝑡 are
demonstrated in Section 6.

6. Experimental Analysis

In this section, we first present the details of the dataset
used in the experiments. Then, we evaluate our proposed
method and compare the model performance with several
competitive prediction algorithms. The experimental results
show that our approach significantly outperforms the-state-
of-art approaches. It is possible for the adversary to utilize
such sophisticated approach to launch the location attack
successfully. We also provide the strategy and analyze the
possibilities of reducing such risks.

6.1. Dataset Description. In this paper, we adopt the real
traces and traffic statistics in Shanghai SUVnet [36]. We
study the V2V network formed by more than 4,000 taxies in
Shanghai, which aremonitored by SUVnet.TheGPS locations
of all taxies are periodically collected. The updating time
interval is around 30 seconds.

A 12.6 km × 12.9 km region in Shanghai is used as our
test-bed. As shown in Figure 5, the highlighted streets on the
MapInfo-empowered map form a road network graph. The
statistics of the datasets being used in our experiments are
tabulated in Table 1. In all our experiments, we use four-day
data (𝑆train) for training and the next one-day data (𝑆test) for
testing. The algorithm was trained with 𝑆train and then the
performance is measured on 𝑆test.

Figure 5: A snapshot of selected areas road network in Shanghai.

Table 1: The statistics of the Shanghai SUVnet datasets.

Taxi number Node Road Days
645 124 211 5

6.2. Evaluation Metric. Recall that the prediction task is to
provide a list of predicted locations amongwhich only atmost
one will be picked by the researcher or the adversary.This will
make the prediction precision evaluated by the conventional
precision metric to be lower than 1/|list|. Instead, we adopt
a precision metric for our particular prediction task, and we
divide the test data into 24 parts according to the hours of
the day and perform the proposed method for each hour and
then take the average as the final results; the proposed metric
is given as

𝑃@𝑁 = 1|𝑉| 1|𝑇| ∑𝑃𝑢@𝑁 = ∑ 1|𝑉 ∗ 𝑇| ∑ 𝑆V𝑁V
, (13)

where |𝑉| denotes the number of the vehicles and 𝑆V and𝑁V represent the counts of correct predictions and the
total number of recommendation rounds for each vehicle,
respectively.

6.3. Performance Comparison. In this section, we compare
our method with the following state-of-the-art alternatives:

(1) MC. ConventionalMarkov chain is widely adopted in
many prediction tasks including location prediction
[12, 19, 23–26]. In this paper, we apply the conven-
tional Markov chain to predict the next location for
comparison.

(2) ANN. Artificial Neural Networks (ANN) consider the
next place prediction as a classification task, given the
current place, and the other features, that is, time, to
output the predicted next location [37, 38]. We apply
ANN in this paper as a none Markov model baseline.

(3) Random. This method is a random guess on the set of
adjacent intersections of vehicle’s current location.

6.4. Experimental Results. To evaluate the prediction model,
we first compare our proposedmethod with the conventional
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(a) 3-order Markov chain comparison
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(b) 2-order Markov chain comparison
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(c) 1-order Markov chain comparison

Figure 6: Prediction comparison under different orders of Markov chain.

Markov chain approach and random guess.The experimental
results are shown in Figure 6. Each subfigure of Figure 6
represents the obtained results set with different settings of
the order of Markov chain. It is obvious that our proposed
k-order FPMC approach outperforms the conventional
Markov chain-based model and the random approach. The

main reason behind is that the tensor-based approach is
capable of capturing the spatiotemporal regularities of the
vehicles’ traces better and capturing their resemblance simul-
taneously.

From Figure 6, we can also observe that when 𝑁 (the
size of the candidate location set) goes to 5, the precision
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almost reached 100%. Actually, one intersection usually has 4
adjacent intersections on average, and the result is in line with
the actual situation. However, when we talk about location
privacy problem, what we are concerned about is mainly the
result of 𝑃@ 1. The adversary takes the most likely location
from the prediction list as the target location. From the results
of𝑃@ 1, we can conclude that the localization attack using our
proposed sophisticated method is a serious threat.

In order to reflect how the order of Markov chain 𝑘
influences the prediction accuracy in our framework, we
conduct a comparison for different setting 𝑘 (varying from 1
to 3). As shown in Figure 9(a), we can see that the 2-order and
3-order one almost have the same prediction accuracy, but
when the order deceases to 1, the location prediction accuracy
drops sharply. There is nearly 20% disparity between the 2-
order and 1-order chains, which demonstrates our conjecture
as illustrated in Section 5.1. And we could decrease the risk of
the location attacks by carefully concealing the consecutive
location information and making the information unable to
form a high order Markov chain.

We also conduct the experiments by using ANN a chic
prediction model for prediction comparison. From Figure 7,
we can observe that the 2-order Markov chain FPMC have
the best performance in terms of the prediction accuracy𝑃@ 1, which further manifest the advantage of our proposed
prediction method. The 1-order Markov chain FPMC have
the worst performance which demonstrates that our t-limit
model can achieve the security goal.

In order to distinguish the experimental results obtained
by FPMC and MC with different order settings, we represent
the results in Figures 9(a) and 9(b), respectively. We can
observe that 2-order MC performs better than 3-order MC,
while 2-order FPMC performs nearly the same as 3-order
FPMC. Figure 8 illustrates a fine-grained comparison along
with the time. We argue that 3-order FPMC and 3-order MC
can catch the road structure constraints better than 2-order
approaches; however the historical data of 3-order FPMC
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Figure 8: Attack success rate versus time.

is sparse which leads to the less pleasant results for MC.
Nevertheless, for tensor-based approach FPMC, we can infer
a good performance while the historical data is sparse.

To suggest a proper setting of the protection time interval
t, we investigate the average passing time on the road sections.
We calculate the passing time between every road segment at
different time period on each day and calculate the variance
during each day. Table 2 tabulates the detailed time variance
for 24 time periods. From the table we can see that the average
passing time tends to be stable, and the difference is no
more than 90 s. Therefore, it is reasonable for us to say that
the average road passing time indicates a good time interval
setting to protect location privacy. During the time interval,
we suggest vehicle not to release its location; thus the 2-order
Markov chain can not be formed easily which will restrict the
performance of most of existing location prediction models
and thus reduce the risk of the localization attacks.

7. Conclusion

In this paper, we proposed a novel approach to predict
vehicle’s next location and a strategy to protect vehicle
location privacy from such model. First, BPR-based k-order
Markov chain tensor model is proposed to predict the
location preference by exploring the Markov property of the
taxis’ travel trajectory found in datasets. Then, based on the
road structure we argue that the order of Markov chain k
plays an important role to affect the prediction accuracy.
Therefore, we analyzed the average road segment passing
time and suggest breaking the continuity of the passing loca-
tions during the time period to prevent the adversary from
forming a high order Markov chain. The proposed approach
carefully combines the factors of spatial and temporal infor-
mation. Performance evaluations are conducted based on
the Shanghai SUVnet dataset which shows that the proposed
approach can improve the prediction accuracy significantly
compared to several existing state-of-the-art methods, and
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(a) FPMC comparison
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(b) The conventional MC comparison

Figure 9: Prediction comparison.

Table 2: The statistics of the road segment passing time.

Time Time variance (s2)
0 4440.0
1 5692.0
2 5901.0
3 7964.0
4 9288.0
5 7926.0
6 5950.0
7 4208.0
8 3003.0
9 3928.0
10 4330.0
11 4051.0
12 4146.0
13 5421.0
14 3784.0
15 3594.0
16 3629.0
17 2826.0
18 2867.0
19 3018.0
20 3742.0
21 3722.0
22 3085.0
23 2489.0

our proposed privacy protection schema is feasible to prevent
leaking location privacy from such sophisticated predication
model.
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The Intelligent Transportation System (ITS) becomes an important component of the smart city toward safer roads, better traffic
control, and on-demand service by utilizing and processing the information collected from sensors of vehicles and road side
infrastructure. In ITS, Vehicular CloudComputing (VCC) is a novel technology balancing the requirement of complex services and
the limited capability of on-board computers. However, the behaviors of the vehicles in VCC are dynamic, random, and complex.
Thus, one of the key safety issues is the frequent disconnections between the vehicle and the VehicularCloud (VC)when this vehicle
is computing for a service. More important, the connection fault will disturb seriously the normal services of VCC and impact the
safetyworks of the transportation. In this paper, a safety resource allocationmechanism is proposed against connection fault inVCC
by using a modified workflow with prediction capability. We firstly propose the probability model for the vehicle movement which
satisfies the high dynamics and real-time requirements of VCC. And then we propose a Prediction-based Reliability Maximization
Algorithm (PRMA) to realize the safety resource allocation for VCC. The evaluation shows that our mechanism can improve the
reliability and guarantee the real-time performance of the VCC.

1. Introduction

Smart city has become a critical way for sustainable urban
development [1], which is composed of the smart sensor
networks, Internet of Things, social network, and so forth
[2–5]. The Intelligent Transportation System (ITS) is instru-
mental for making the road traffic in smart city safer, more
efficient, and more convenient [6]. As the core component of
ITS, Vehicular Ad Hoc Network (VANET) can improve the
efficiency of the information exchange in road traffic. VANET
is a network that vehicles can share the on-road informa-
tion such as the car crush or the traffic jam on the road
ahead.There are two types of communicating mechanism for
vehicles to exchange their information in VANET: vehicle-
to-vehicle (V2V) where vehicles communicate via on-board
radio device directly and vehicle-to-infrastructure (V2I)
where vehicles communicate with each other by existing
infrastructure on road side.The equipment beside the road is
calledRSUs (Road SideUnits) [7].The ITSplays an important

role in the area of road safety with utilizing the transportation
data collected byVANET. Based on these transportation data,
more andmore complex applications have been implemented
into the vehicles to complement the ITS. In this process,
the “brain” of vehicle becomes more and more “smart” as
the result of the force of applications’ requirements. Some
vehicles have sufficient computation and storage resources
and these resources are in idle in many conditions. On the
contrary, the on-board computers of some vehicles have too
limited computing or storage resources to execute the service.
In order to solve the imbalance of computational capability
in time and space, Vehicular Cloud Computing (VCC) is
proposed on the basis of VANET in last several years [8,
9]. As we all know, cloud computing is a technology that
provides flexibility to the provision of computing resources
by virtualizing all the distributed computing devices as a
resource pool in a data center [10]. As further exploitation,
VCC coordinates the computing, communication, sensing,
and storage resources of the vehicles on the road to balance
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the requirement of services and the limitation of hardware.
In other words, aforementioned resources of the vehicles
constitute the cloud resources pool.

According to the difference between the functions of
the resources, services of VCC can be divided into four
types, that is, “Computation-as-a-Service,” “Network-as-a-
Service,” “Storage-as-a-Service,” and “Sensing-as-a-Service”
[11]. The most important difference between VCC and tra-
ditional cloud computing is that the dynamic of resource
pool in VCC depends on the mobility of the vehicles. The
mobility of vehicles decreases the reliability and availability
of the VCC. As a matter of fact, the movement behaviors of
vehicles are uncertain. In other words, a vehicle may connect
or disconnect the vehicular cloud dynamically based on the
complex transportation environments. A service provided
to the vehicle can be discomposed into a series of tasks.
Some of them required the execution results of other tasks
to begin their own tasks. Therefore, there is an execution
order in these tasks which is called as task sequence. If a
task has been allocated to a vehicle in the Vehicular Cloud
(VC), the task will be failure because of the connection fault
between this vehicle and the VC. Moreover, the further task
sequence which depends on failure task will be interrupted,
and related services in ITS will be stopped. It is opposite with
the initial goal of using VCC in ITS, which is making the
road traffic safer. In traditional cloud computing systems, a
lot of fault-tolerance approaches have been proposed to deal
with the common node with random failures, such as the
work in [12]. The authors established a real-time workflow
fault-tolerant model for cloud computing and proposed
a fault-tolerant scheduling algorithm which uses primary-
backup model. However, these schemes cannot be applied
in the vehicles of the traffic system, which have portable
predictability behaviors and require high real-time services.
Most of them use the backup scheme and recompute the tasks
if they cause fault. The computation will introduce additional
time overhead and lead to the time delay of the service
execution. Thus, these existing works cannot be used directly
for the VCC services with real-time requirements. One of the
key safety issues in the VCC is the frequent connection faults
between the vehicle and the VCwhen this vehicle is executing
the cloud services of ITS.

To address above challenges, this paper proposes a safety
resource allocation mechanism against connection fault in
VCCbyusing amodifiedworkflowwith prediction capability.
The proposed mechanism includes two phases. First, the
connection fault probability model of the moving vehicles
in VC is proposed. Second, a safety resource allocation
algorithm, PRMA, is proposed according to the connection
fault probability of the vehicle. Based on the outputs of
the connection fault probability model, the safety resource
allocation algorithm is to maximize the reliability of the VCC
under the constraint of the service execution deadline.

The rest of this paper is organized as follows. Section 2
presents the background knowledge and related literature
survey about the topic. Section 3 provides the models of the
VCC and the probability models of vehicle connection fault.
The formulations of connection fault in VCC are described
in Section 4. Section 5 presents the safety resources allocation

workflow schedule for VCC. In Section 6, the simulations are
implemented to demonstrate the efficiency of the proposed
mechanisms. The conclusion and future work are shown in
Section 7 at last.

2. Related Works

The concept of VCC has been proposed for several years.
Eltoweissy et al. and Olariu et al. introduced the concept of
the VC that leveraged the spare resource of the vehicles [8, 9].
In their papers, the scenario is that the vehicles can access
a wireless network for long times; that is, the vehicles are
parked or stuck in a traffic jam and move slowly. The work
in [13] solved the problem that the low density of vehicles
in some roads cannot be sufficient for the physical resources
requirement of ITS by utilizing parked cars as relay nodes.
In addition, the work in [14] proposed the Parked Vehicle
Assistance (PVA) to make parked vehicles join the VANET.
After that, Hussain et al. [15] first proposed the VENAT
cloud architecture which was classified into three different
architectural frameworks, VC, vehicles using cloud (VuC),
and hybrid vehicular clouds (HVC).

With the steady basis of the theory system, many appli-
cations and optimization of the VCC are proposed. The first
direction of the research is that focusing on the security and
privacy of the VCC. Yan et al. [16] analyzed the security
and privacy challenges of VCC. It is the first paper that pays
attention to dealing with secure problems in VCC. After that,
some security threats were concluded by several papers [17–
19]. Thus this direction is a popular research point.

The second one is the efficiency of resources allocation in
the VCC. The resource allocation is a traditional issue in the
cloud [20]. It can improve the capability and efficiency of the
VCC by optimizing the allocation strategy. All of them can
be divided into several phases. The basic one is toward the
VCC combining with the traditional cloud. The computing
resources are in the traditional data center to be provided to
the vehicles. A game-theoretical resource allocation approach
was presented for central cloud resources [21]. The further
one is the cloud composed of on-board computers of the
vehicles. Zheng et al. proposed an SMDP-based resource allo-
cation in VCC to maximize the total long-term reward [22].

The last one is researches on the dependability and
reliability of computing resources in VCC systems. The
unpredictable availability of the computational resource of
the distributed vehicles has been studied in [23–26].However,
the emphasis of these researches is the variation of the vehi-
cles in the parking lot and ignored the application scenario
that the mobility of the vehicles leads to more connection
faults and safety risks in VCC.

3. Basic Models

3.1. The Architecture of VCC. Generally, there are two dif-
ference architectures to construct the VCC. Although some
new content delivery mechanisms were proposed [27, 28],
the typical V2V and V2I communication mechanisms which
are the most popular in the realistic traffic environment are
considered in our paper. As shown in Figure 1, the underlayer
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Figure 1: The architecture of VCC.

components are vehicles on the road. The vehicles share
their resources such as computing capability, communicating
bandwidth, and storage space with each other by the direct
V2V communication. In our paper, this orientation model of
cloud is called the V2V cloud.The advantage of this architec-
ture is the low delay time of communication. However, due to
the limited communication range of the vehicular radio, the
scale of the cloud is often too small to complete some complex
services such as managing evacuation when the density of
vehicles is not sufficient in the range of the vehicular radio.

In order to address the limitation of this basic architec-
ture, the RSUs are used to provide long-distance transmission
for vehicles in different places. It integrates more resources
in a larger area despite leading to a little bit more time
delay. The most obvious disadvantage of this architecture
is that it needs a huge amount of investment to build the
infrastructure of this system. This kind of cloud organization
model is called the V2I cloud. On the basis of these two main
architectures, the VC combined with the traditional cloud
becomes a Hybrid Vehicular Cloud. The traditional cloud
can provide extensive storage and computing capability. This
architecture can be implemented over a large geographical
area where there is a data center.

Therefore, the VC should be organized by V2V if there
is no communication infrastructure for the vehicles on the
road and the services in demand need low latency. The VC
should be organized byV2Iwhen the following conditions are
satisfied. Firstly, the communication infrastructure should be
existing in this area. And then, if the large computational
resources are required for the services which are provided to
the vehicles, it needs to unite all the resources of the vehicles
in one area.

3.2. Integrated Architecture of Workflow and VCC. Thework-
flow technology has beenused in traditional cloud to improve
the efficiency of resources allocation [29]. A job or a service
can be discomposed into a series of tasks according to the
workflow theory. The dependence between them is usually
described by Directed Acyclic Graph (DAG). The workflow
provides some scheduling algorithms to optimize the task
execution sequence or processor allocation mechanism to
reduce the execution time or execution cost of the job.
Naturally, the workflow can be used in VCC to improve its
performance. The operation process of workflow in the VCC
is shown as illustrated in Figure 2 by us. The architecture
of workflow integrated with the VC can be separated into

four layers: users, virtualized resources, workflow, and phys-
ical resources. The physical resources are composed of the
computation, communication, storage, and sensor resources
which existed as the CPU devices, bandwidth resources, and
disks. All these devices are distributed on the vehicles and
RSUs. Above the physical resources layer, the workflow layer
works for assigning the tasks to the most suitable physical
resources to achieve an optimized execution cost. In our
paper, it gets the information of physical layer by monitor
module. And then, it has a specific module which is used to
calculate the connection fault probability of each vehicle at a
given moment. The calculation is based on the monitoring
data collected from the vehicles and the environment at
that specific moment. The calculation result is delivered to
the workflow engine which is used to decide the resources
allocation schedule. All tasks composing the job are assigned
to the physical resources layer. This process integrates the
distributed physical resources to be the virtualized resources.
Toward users, they can use the applications in ITS to obtain
the services. All the resources in demand can be provided by
the virtualized resources layer through the APIs.

3.3. Connection Fault Models in VCC. In the last section, the
literature has shown that the variation and nonreliability of
vehicle nodes in the parking lot have been researched. But
those papers ignored the more complex scenario where the
vehicles are driving on the road. The mobility of the vehicles
will lead to the connection fault between the vehicle and the
VC. In order to deal with this issue, we propose a prediction
model of the connection fault for the vehicles driving on the
road. It contains three concrete scenarios which present the
missing connection of vehicle resources. Particularly, if there
is a backbone data center, all the resources can be provided by
it and avoid the risk of missing connection with the vehicle
resource. However, it also loses the advantage of utilizing the
spare resources of the on-board computers. So, in our paper,
there is no data center as the cloud resources provider in the
VCC and all the scenarios are based on this assumption.

In addition, we assume that the velocity of the vehicles
is a constant only if the vehicle stops itself to simplify the
movement model of vehicles on the road.

3.3.1. Scenario 1: Vehicle LeavesV2VCloud. Thefirst situation
of resources nodemissing is shown in Figure 3.The resources
node aforementioned can be regarded as the vehicles which
provide the resources like computing, communication, stor-
age, and sensing resources to the VC. Three vehicles com-
posed a mini Vehicular Cloud while they are moving on the
road. When the red vehicle reaches its destination such as
home, the driver of this vehicle would stop and sputter the
engine very quickly for saving gasoline or electric power. Due
to the shutdown of the on-board computer, this vehicle as
a resource node will leave the original cloud resource pool
suddenly and unpredictably. The connection fault with this
vehicle leads to the task fault on this vehicle because this
vehicle has no time to transport the execution result to the
VC. There is no mechanism or constraint to make the on-
board computer guarantee the execution result to be returned
to the VC before it closed.
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Figure 2: The architecture of workflow integrated with the VC.

Figure 3: The situation of vehicle stop.

The second situation is a comprehensive set of many
situations which can be called the vehicle leaving the com-
munication range of the vehicle cluster. One of the situations
can be commonly seen at the crisscross which is shown
in Figure 4. There are many crisscrosses in traffic road net,
especially in the city. Each vehicle would have different
destination and travel path. There is a high probability that
one of the vehicles constructing the VC leaves the cluster at
the crisscross of the road. Even though there are some new
vehicles that will join the cluster after passing the crisscross,
the task processed on the leaving vehicle is failed.

The third situation is due to the difference between the
velocities of the vehicles. In the realistic environment, the
velocity of the vehicle is different. The vehicle chases up a
vehicle cluster and joins it. However, it leaves the cluster after
few minutes because of its higher speed which is shown in
Figure 5. Otherwise, this vehicle is slower than the vehicle

cluster and is chased up by the cluster. Both of them can lead
to the missing connection with the resource.

3.3.2. Scenario 2: Vehicle Leaves V2I Cloud. Scenario 2 is little
different from the first one in the architecture of VC. The
architecture of the first one used the V2V communication
and small amount of vehicles composed the local VC. The
last scenario uses the RSUs to transmit the information of all
the vehicles in a large geographical area, which is shown in
Figure 6, and we call it the V2I cloud. All of the authenticated
vehicles share the cloud computing resource in this area. The
disadvantage is that the infrastructure which can provide the
communication functions must be built in advance. But the
RSUs cannot spread all over the area where the vehicles want
to move under the cost restriction. Hence, in the border of
the VC with the RSUs, the vehicle has a high probability to
migrate out to the area where there is no signal of RSUs. The
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Figure 4: The situation of vehicle leaving the cloud at the crisscross.

Signal radius

Figure 5:The situation of the vehicle leaving the cluster by speeding
up.

resource of the vehicle will be lost if the vehicle drives out of
the RSU enabled by VC in this area.This scenario is a little bit
like Scenario 1, because in both of them the vehicle moves out
of the signal range. But in Scenario 1, the source of the signal,
the vehicle cloud cluster, is mobile. In contrary, the locations
of the RSUs are stable.

The above two scenarios are very common, which leads
to the missing connection of vehicle resources with the VC
when the vehicle is driving on the road. In this paper, we first
pay attention to predicting the probability of the occurrences
of above scenarios by mathematical model. The resources
with low connection fault probability are regarded as reliable.
And then, we propose a workflow resource allocation algo-
rithm to allocate the reliable resources to execute the tasks. It
can improve the safety of the whole VCC system.

4. Formulations of Connection Fault of VCC

4.1. Formulation Definitions of VCC. In this section, the clear
definitions for all key concepts in the VCC will be provided
and all these concepts compose the three models of the
vehicle resource missing connection in the road.

Definition 1. The final aim of the VCC is providing services
to the users driving on the road. The service for the vehicles
can be substituted with job or workflow in the statement.
One job can be divided into amount of tasks and the task
set has a processing sequence to complete the whole services.
The dependent tasks can be described by a Directed Acyclic
Graph (DAG).

A DAG is defined as a 2-tuple 𝐺 = {TASK, 𝐸}, where
TASK = {task1 , task2, . . . , task𝑛} is the set of the tasks which
composed the job and 𝐸 = {𝑒(task𝑖 , task𝑗) | task𝑖, task𝑗 ∈ 𝑇}

is the set of directed edges that represented the dependencies
between the tasks: task𝑖 and task𝑗. 𝑒(task𝑖 , task𝑗) can be
simplified as 𝑒𝑖𝑗 to indicate that the input data of the task
task𝑗 contains the output data of the task task𝑖 . Hence, the task
task𝑗 cannot be executed until the output of the task task𝑖 has
been produced and transferred to the resource node running
the task task𝑗.

Definition 2. The elementary unit which was allocated by
service workflow schedule can be defined as task. As a
minimum independent unit which can be processed in the
on-board computer, it needs an input to begin the task
execution and produces an output after the execution of this
task. The execution time is an important factor as the basis
of the service execution time. So the task can be modeled as
a triple task = (𝐷,𝑤𝑙), where 𝐷 is a square matrix which
contains the data length of each task, the element𝑑𝑖,𝑗 indicates
the data length needed to transfer from task task𝑖 to task task𝑗 ,
and 𝑤𝑙 is the execution workload of this task which can be
measured by Million Instructions (MI).

Definition 3. The vehicle is the main body of the computing
resource which composes the VC, which is like the servers
in the traditional cloud system. However, the vehicle has
some new features likemobility, limitation of communication
range, and privatization. The vehicle can bemodeled asVeh =(𝐶veh, 𝑇𝑉, 𝑉, 𝑑,Di𝑈), where𝐶veh is the computation capability
of the computing resource of the on-board computer in this
vehicle. The computation capability can be measured by Mil-
lion Instructions Per Second (MIPS). 𝑇𝑉 is the transmission
rate (in Kbps) in the V2V mode, 𝑉 is the velocity of this
vehicle which is a constant assumed in advance, 𝑑 is the
traveling distance of this vehicle in this time which can be
measured by kilometers, and Di𝑈 is the distance away from
the signal boundary of the Roadside Unit 𝑈.

Definition 4. The Roadside Units (RSUs) are the infras-
tructure of the VCC to transmit the messages in a long
distance. The key factor of the RSUs is the communication
range and the communication rate. It is modeled as 𝑈 =(𝑅𝑈, 𝑇𝑈up, 𝑇𝑈down), where 𝑅𝑈 indicates the communication
radius of the radio (in KMs) and 𝑇𝑈up and 𝑇𝑈down are the rate
when the unit forwards the data to the vehicles.
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Figure 6: The scenario of the vehicle migrating out to the RSUs.

The scenarios of the vehicle leaving the VC have been
represented in the last section. In order to avoid that the
vehicle misses connection with the VC during execution of
the task, a prediction-based workflow schedule mechanism
is proposed. Before the workflow engine assigns the tasks to
the vehicles, the probability of the vehicle missing connection
with the VC will be calculated. The workflow will optimize
the task allocation according to the computing result. Hence,
the definition of the probability in three difference situations
should be formulated. All of them are in what follows.

Definition 5. The total probability is composed of the proba-
bilities of two situations which belong to Scenario 1. So total
probability of the missing connection with the resource can
be calculated in two different situations. The first one is in the
V2V scenario:

𝑃 = 1 − (1 − 𝑃𝑠) (1 − 𝑃𝑙) = 𝑃𝑠 + 𝑃𝑙 − 𝑃𝑠𝑃𝑙, (1)

where 𝑃𝑠 is the probability of the vehicle arriving at its
destination during the execution time of a task and 𝑃𝑙 is the
probability of the vehicle leaving the vehicle cluster on the
road.

The second one is in the V2I scenario:

𝑃 = 𝑃𝑚. (2)

𝑃𝑚 is the probability of the vehicle migration out of the area
which has the radio signal of the RSUs. In the V2I scenario,
vehicles communicate with each other via RSUs. All the
vehicles in the region covered by the infrastructures are the
components of the Vehicular Cloud. There are no Scenarios
1 and 2 existing, so the total connection fault probability is
equal to 𝑃𝑚.
4.2. Formulations for Connection Fault Models. In this sec-
tion, we will establish the functions of the probabilities in the
previous proposed scenarios.

In Scenario 1, it is common sense that the destination of
a vehicle can be represented as the traveling distance of the
vehicle from the starting. In other words, the settlement of
the stopping probability is to build the model of the traveling

distance of a vehicle. We can deduce the distribution of
the traveling distance by the probability theory. According
to the Stochastic Theory, the distance from the starting
to the destination is a random value. We assume that the
probability of the vehicle stopping in the following distanceΔ𝑟 is proportional to the distance 𝑟 the vehicle has traveled.
The formula is as follows:

𝑃 {𝑟 < 𝑋 ≤ 𝑟 + Δ𝑟 | 𝑋 > 𝑟} = 𝜆1 × 𝑟 × Δ𝑟 + 𝑂 (Δ𝑟) , (3)

where 𝜆1 is a constant which has no relationship with the 𝑟
and Δ𝑟 and𝑂(Δ𝑟) is the high degree polynomial of the factorΔ𝑟.

The left side of (3) is a conditional probability which can
be transformed as follows:

𝑃 {𝑟 < 𝑋 ≤ 𝑟 + Δ𝑟 | 𝑋 > 𝑟} = 𝐹 (𝑟 + Δ𝑟) − 𝐹 (𝑟)1 − 𝐹 (𝑟)
𝐹 (𝑟) = lim

Δ𝑟→0

𝐹 (𝑟 + Δ𝑟) − 𝐹 (𝑟)Δ𝑟 = 𝜆1 × 𝑟 × [1 − 𝐹 (𝑟)] .
(4)

By solving the linear differential equation with the initial
condition, 𝐹(0) = 0, we can figure out that the function of the
traveling distance distribution obeys the following equations
which is Rayleigh distribution. Its traveling distance cumula-
tive probability function and probability density function are
as follows:

𝐹 (𝑟) = 1 − exp (−0.5𝜆1𝑟2) (5)

𝑓 (𝑟) = 𝜆1𝑟 exp (−0.5𝜆1𝑟2) . (6)

The basic forms of the Rayleigh cumulative probability
function and the Rayleigh density function are shown in
Figure 7 and this assumption is also used in [27] which can
prove that our assumption is reasonable.

In (5) and (6), the parameter 𝑟 has been defined in
Definition 3 as symbol 𝑑 and the parameter Δ𝑟 can be figured
out by the value of the vehicle velocity and the total execution
time of a task. We can calculate the total execution time of
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Figure 7: The function of Rayleigh distribution cumulative proba-
bility function and the probability density function.

the task task𝑖 that was allocated to a vehicle defined in Veh =(𝐶veh, 𝑇𝑉, 𝑉, 𝑑,Di𝑈) by the following equations:
𝑤𝑡 = 𝑤𝑙𝐶veh

(7)

𝑐 = 𝐿 + 𝑑𝑜𝑇𝑉 (8)

Et𝑖 = 𝑐 + 𝑤𝑡 = 𝐿 + 𝑑𝑜𝑇𝑉 + 𝑤𝑙𝐶 , (9)

where𝑤𝑡 is the execution time cost and 𝑤𝑙 is the workload of
a task and 𝐶veh is the computation capability of the vehicle,
which is defined in Definition 3. 𝑐 is the time cost of the
task transmission, and𝐿 indicates the communication startup
cost. Et𝑖 is the total execution time of the task task𝑖 and the
connection fault could happen in this duration.

Therefore, the parameter Δ𝑟 can be represented as fol-
lows:

Δ𝑟 = 𝑉 × Et𝑖. (10)

Based on the calculated aforementioned component, the
probability function (5) can be represented as follows:

𝑃𝑠 = 1 − exp (−0.5𝜆1 ((𝑑 + 𝑉 × Et𝑖)2 − 𝑑2)) . (11)

In the second and third situations of Scenario 1, the
probability distribution model can imitate from the probabil-
ity model of other vehicle transportation models. A vehicle
distance distribution probability model is found in [30].
It is used to analyze the vehicle collision probability. The
vehicle collision event is regarded as the random event. The
exponential distribution is used to describe the intervehicle
space. Thus, we use random event to describe the events of
the second and third situations in Scenario 1. In probability
theory, the exponential distribution is used to describe the
happening of the event which has no memorability. This
character can be represented as

𝑃 (𝑇 > 𝑡 + 𝑠 | 𝑇 > 𝑡) = 𝑃 (𝑇 > 𝑠) , 𝑠 > 0, 𝑡 > 0, (12)

which means the probability of the event happening during
the time 𝑡 to the time 𝑡 + 𝑠 is equal to the probability of
the event happening during the time 0 to the time 𝑠. The
equations of the exponential distribution are as follows:

𝑓 (𝑥) = 𝜆2𝑒−𝜆2𝑥, 𝑥 > 0
𝐹 (𝑥) = 1 − 𝑒−𝜆2𝑥, 𝑥 > 0. (13)

So in this formulas group, the probability of the vehicle
leaving the cluster is just related with the total execution time
of the task. Hence 𝑃𝑙 can be represented as the following
equation:

𝑃𝑙 = 𝑃 (𝑡 < 𝑇 < 𝑡 + Δ𝑡 | 𝑇 > 𝑡) = 𝑃 (𝑇 < Δ𝑡)
= 1 − 𝑒−𝜆2Δ𝑡, (14)

where Δ𝑡 is equal to Et𝑖, which is the whole time cost of the
task task𝑖 and 𝜆2 is a constant which has no relationship withΔ𝑡.

In Scenario 2, due to theRSUs being stable, the probability
of vehiclemigration out of theRSUs region is easily described.
The probability is in direct proportion to the velocity of the
vehicle and the total execution time of the allocated task,
in inverse proportion to the distance away from the signal
boundary of the RSUs. So, 𝑃𝑚 is as follows:

𝑃𝑚 = 𝜆3 × 𝑉 × Et𝑖

Di𝑈
, (15)

where 𝜆3 is a constant which relates with the realistic traffic
environment. The transmission rate Di𝑈 in this equation is
determined by RSU𝑈.

Statistically, the vehicle resource missing connection with
the VC is one of main causes of the service fail. In out paper,
we just discuss the service fail probability which is led by the
vehicle disconnection. So the total service fail probability is
just related with the probability of each vehicle allocated the
tasks to executemissing connection with the VC.The event of
vehicle connection fault happens independently and arbitrary
one task of all fail will lead to the service fail. Hence the total
service fail probability is the product of each vehicle reliability
which is 1 minus the vehicle connection fault probability. It
can be formulated as follows:

𝑃total = 1 − 𝑁∏
𝑗=1

(1 − 𝑃𝑗) , (16)

where 𝑃𝑗 should be defined, respectively, in different scenar-
ios. It is defined by (1) in V2V scenario. It is defined by (2)
in V2I scenario. It is a conditional probability. The symbol 𝑗
indicates the vehicle’s serial number and 𝑁 is the amount of
total vehicles that are allocated the tasks in this VC at that
moment.

The model of vehicle connection fault has been shown in
the last section. By analyzing the function of the parameters𝑃𝑠, 𝑃𝑙, and 𝑃𝑚, it is obvious that the main independent
variation in these functions is Et𝑖 which decides the function
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result. The probability of the vehicle missing connection will
become higher if the execution time of the task running on
this vehicle becomes longer. However, the connection fault
probability minimum problem cannot be transformed as a
problem to minimize the total execution time cost. Because
each vehicle has an individual connection fault probability
function, the assigning destination of the tasks also has effect
on 𝑃total . Therefore, a safety resources allocation schedule
should be studied to minimize 𝑃total .
5. Safety Resources Allocation Workflow

Schedule for VCC

5.1. The Fundamental Workflow Schedule. We can firstly
assume that there are 𝑀 tasks that need to be allocated and𝑁 vehicles prepare to accept task at that moment. To indicate
the allocation schedule, let the matrix 𝑋 be an 𝑀 × 𝑁 binary
matrix corresponding to the schedule of 𝑀 tasks into the𝑁 vehicle on-board computers. In this matrix, the element𝑋𝑖𝑗 = 1, if the task task𝑖 is assigned to the vehicle Veh𝑗 and𝑋𝑖𝑗 = 0 otherwise.

Et𝑝total represents the actual execution time for multitasks
on the particular vehicle Veh𝑝. Et

𝑝

total is different from the
summation of Ettotal due to the fact that tasks which have
dependence with each other could be allocated to the same
vehicle. Therefore, the execution result of the parent task is
unnecessary to be transferred to other vehicles. It reduces the
total execution time Et𝑝total of the whole service.

Et𝑝total ≤ ∑Et𝑖. (17)

We can define Et𝑝total as follows: Firstly, the relationship
of the tasks assigned to the vehicle Veh𝑝 can be shown in
the matrix 𝑋. The 𝑝th row in 𝑋 shows that the task task𝑖 is
assigned to this vehicle when 𝑥𝑖𝑝 = 1. we define a newmatrix𝑌𝑝 to represent the possible dependence between the tasks
allocated to vehicle Veh𝑝:

𝑦𝑖1𝑖2 = 𝑥𝑖1𝑝𝑥𝑖2𝑝 𝑖1 ̸= 𝑖2
𝑦𝑖1𝑖2 = 0 𝑖1 = 𝑖2, (18)

where 1 ≤ 𝑖1, 𝑖2 ≤ 𝑀, and𝑦𝑖1 𝑖2 is the element in thematrix 𝑌𝑝.
The actual dependence between the tasks is shown in the

set 𝐸 = {𝑒(task𝑖, task𝑗) | task𝑖 , task𝑗 ∈ TASK}, and it can
be transferred to a matrix 𝐸, and the element 𝑒𝑖𝑗 = 1 when𝑒(task𝑖, task𝑗) existed in the set 𝐸.

So, the actual existing dependence between the tasks
assigned to the vehicle Veh𝑝 which is named as 𝐸𝑝act and the
element in it can be indicated as 𝑒act𝑖𝑗 :

𝐸𝑝act = 𝑌𝑝 ⋅ 𝐸. (19)

So, Et𝑝total can be calculated by the following equation:

Et𝑝total =
𝑀∑
𝑖=1

𝑥𝑖𝑝Et𝑖 − ∑
𝑖

∑
𝑗

𝑒act𝑖𝑗 ( 𝑑𝑖𝑜𝑇𝑝up + 𝑑𝑗𝑖𝑇𝑝down) . (20)

5.2. Priority Classification of Tasks. After the derivation of
Et𝑝total , to design a workflow schedule, we need to determine
the priority compartment for each task to confirm the
execution order of these tasks. In this paper, we determine
these parameters according to the dependence of each task
in the workflow. Then, due to the deadline of the service,
we have to separate it into each task to find out the Earliest
Starting Time (EST), Earliest Finishing Time (EFT), Latest
Finishing Time (LFT), Actual Starting Time (AST), and
Actual Finishing Time (AFT) of each task. At last, we can find
out the allocation strategy under the task priority and time
constraint.

At the beginning, we have to consider some definition
used in the following priority computation. In (7), 𝑤𝑡 refers
to the computing time cost of a task which is executed on
a vehicle. Therefore, this result can be extended to all the
combinations of the tasks and vehicles. A matrix 𝑊𝑀×𝑁 is set
to store the computing time cost, where 𝑀 is the number of
tasks and𝑁 is the number of the vehicles. The element𝑤𝑖,𝑗𝑡 in
the matrix refers to computing time cost of task𝑖 assigning to
Veh𝑗. So, we can get the average execution time for each task:

𝑤𝑖𝑡 = ∑𝑁𝑗=1𝑤𝑖,𝑗𝑡𝑁 . (21)

The average communication cost for the edge 𝑒 ={(task𝑖, task𝑗) | task𝑖 , task𝑗 ∈ TASK} can be inferred from (8):

𝑐𝑖,𝑗 = 𝐿 + 𝑑𝑖,𝑗
𝑇𝑉 , (22)

where𝑇𝑉 is the average transfer rate among the vehicles in the
VC and 𝐿 is the average communication startup time cost.

According to [31], the task can be classified into simple
task and synchronization task. The task has more than one
parent task or its child task is the synchronization task. Oth-
erwise, this task is the simple task. The simple tasks executed
between two synchronization tasks are called branches. We
can set the same deadline for the several branches between
two synchronization tasks.

According to [32], the upward rank of a task task𝑖 is
recursively defined as

rank (task𝑖) = 𝑤𝑖𝑡
+ max

task𝑗∈succ(task𝑖)
(𝑐𝑖,𝑗 + rank (task𝑗)) , (23)

where succ(task𝑖) is the set of immediate successors of task
task𝑖 , 𝑐𝑖,𝑗 is the average communication time cost of edge
𝑒(task𝑖 , task𝑗), and 𝑤𝑖𝑡 is the average computing time cost of
task task𝑖. And the upward rank starts from the exit task
taskexit . The rank value of the exit task is determined by the
following equation:

rank (taskexit) = 𝑤exit
𝑡 . (24)

So, we can transfer the DAGwhich is used to describe the
task execution time sequence into the rank value for each task
to represent its execution time sequence.
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5.3. Task Execution Deadline Schedule. The EST, EFT, and
LFT attributes need to be defined. The EST for entry task
taskentry can be indicated as follows:

EST (taskentry ,Veh𝑝) = 0. (25)

Based on the EST for entry task, the EST, EFT, and LFT
values for other tasks are shown in the following equations:

EST (task𝑖 ,Veh𝑝)
= max

{{{
avail [𝑝] ,

max
task𝑚∈ pred(task𝑖)

(AFT (task𝑚) + 𝑐𝑚,𝑖)
}}}

EFT (task𝑖 ,Veh𝑝) = 𝑤𝑖,𝑝𝑡 + EST (task𝑖 ,Veh𝑝) ,
(26)

where avail[𝑝] is the ready time of the vehicle Veh𝑝 to execute
task𝑖 for the situation that there has been a task assigned
to the vehicle before task task𝑖 and pred(task𝑖) is the set of
immediate predecessor tasks of the task task𝑖 . In order to
start the execution of the task task 𝑖, all immediate predecessor
tasks must have been finished. After the task task𝑚 is assigned
to the vehicle Veh𝑗, the EST and the EFT of the next task are
set to be equal to the AST and the AFT, respectively.

5.4. The Fitness Function. In order to suffice the real-time
requirement of a service, it must set a deadline for the total
service execution time. If the computing resources of the local
on-board computer are insufficient to finish the execution
before the deadline, the users have to offload the tasks to
the VC. It can optimize the total service execution time
by using better allocation schedule. However, the first aim
of our paper is to guarantee the safety of the service. So,
our resource allocation is to minimize the total service fail
probability under the constraint of the total execution time. It
can improve the safety of the VCCby increasing the reliability
of the resource during the service generation process.

LFT (taskexit) = Deadline

LFT (task𝑖)
= min

task𝑗∈succ(task𝑗)
((LFT (task𝑗) − 𝑤𝑖,𝑠𝑡 − 𝑐𝑖,𝑗,𝑠,𝑟)) .

(27)

Deadline is the deadline for the exit task taskexit as well as
the whole workflow. According to the deadline for the whole
service, the LFT can be seen as the deadline for each task.The
LFT can be calculated in (27).

The aim of our schedule is to minimize the probability of
service fail due to the connection fault of vehicle resources
in VC and promise that all the tasks can be finished before
deadline. The fitness function can be formulated as follows:

AFT (task𝑖 ,Veh𝑝) ≤ LFT (task𝑖) , at ∀𝑖
min (𝑃total) . (28)

5.5. Prediction-Based Reliability Maximization Algorithm
(PRMA). In fact, the heuristic algorithm has been used
widely to solve the optimization problems of the workflow
[33, 34]. The heuristic algorithm is always used to find
the locally optimal solution or suboptimal solution. The
proposed safety resource allocation mechanism is also based
on the workflow theory, so the heuristic algorithm can be
used to solve the optimization problem in the proposed
mechanism.

In this paper, we use the principle of greedy algorithm,
which is one kind of heuristic algorithms. The proposed
algorithm follows making the choice which has the locally
minimized probability at each task assignment with the
hope of finding a global minimized 𝑃total . The service fail
probability of each vehicle depends on the states of the vehicle
and the environment at some moment. It is difficult to make
a global decision because it lacks the future information of
the vehicle and environment. Therefore, all the decisions
should be made locally in the time domain. Thus, the pro-
posed algorithm uses the principle of making locally optimal
choice to reduce the value of 𝑃total at most. In addition, to
decrease the probability of the optimized result becoming
the locally minimized probability, the randomized greedy
approach is widely used [35, 36]. The proposed algorithm
selects randomly some other vehicles besides the vehicle with
minimized probability.The vehicle with the minimized prob-
ability and aforementioned random vehicles are all selected
as the candidate destinations of task assigning. Then, in the
vehicular communication fault probability computation, the
probabilities of each vehicle under different parent vehicles
will be computed, respectively. All the computed probabilities
will be compared together. After that, the vehicle which
leads to the temporary minimized service fail probability
and some random vehicles will be selected as the candidate
task assigning destinations. The above process will go on
until the last task in the task sequence is assigned. The
whole process can decrease the possibility of the optimized
result being trapped in the local optimization by randomized
algorithm. Before that, the AFT of this task has to be less
than the LFT to ensure the whole service can be finished
before the deadline. So, the algorithm we proposed, PRMA,
is shown in Algorithm 1. In this algorithm, the number of the
aforementioned random vehicles is set to two, for example.
The number n of the symbols An, Bn, and Cn refers to the
order number of the task in the task sequence and n+1 refers
to the next task that will be assigned.

6. Evaluations

We simulate the process of the tasks assigned to the vehicles.
In the simulation, the service executed in the VCC is
invariable. It means that the relationship among the tasks is
confirmed before the simulation beginning. Therefore, the
degrees of tasks, which are used to indicate the number
of their children tasks, are constants in the simulation.
However, there are also some random parameters in the
simulation. Vehicles have different velocities, travel distances,
communication capabilities, and computational capabilities.
In addition, each task composing the service has different
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(1) Input the computation cost of tasks, communication cost of edges with average value and the Deadline of this service.(2) Calculate LFT of each task, starting from the exit task.(3) Compute rank𝑢 for each task by DAG, starting from the exit task.(4) Sort the tasks in a sequence by non-increasing order of rank𝑢 value.(5) For each task in the sequence order sorted at step (3) do(6) For in the condition of each vehicle (the optimized vehicleAn and two other random vehicles Bn and Cn) chosen
at the last loop do(7) Calculate the AFT of this task allocated to every available vehicle in the VC.(8) If AFT of task on one vehicle smaller than the LFT.(9) Calculate 𝑃total for the vehicle in the condition that the last loop chosen vehicle is An, Bn or Cn.(10) End If(11) End For(12) Choose the vehicleAn+1 which has the minimum probability to occur connection fault at that moment from all the
vehicles as the branches of three vehicles chosen from last loop and other two random vehicles Bn+1 and Cn+1 as the
allocation destination of this task.(13) End For

Algorithm 1: The PRMA.

Table 1: The range of the parameters values in simulation.

Parameter Value Unit
Vehicle number 5∼30 /
Task number 30 /
Degrees for each task 0∼3 /
Workload 20∼70 MI
Computing capability 5∼10 MIPS
Communication capability 7∼13 Mbps
Average communication startup time cost 3 s𝜆1 0.9 × 10−5∼1.1 × 10−5 /𝜆2 0∼10−4 /𝜆3 0.05 /
Velocity 10∼20 m/s
Communication data 1∼40 Mb
Travel distance 0∼100 Km
Distance to radio boundary 4000∼6000 m
Service fail probability 0∼1 /

random parameters, such as the amount of the communi-
cation data and workload. Due to the complexity of the real
vehicular and traffic environment, we present the range of the
parameters in our simulation for the algorithms as amatter of
experience as in Table 1.

First, to get a better value of the deadline for work-
flow allocation schedule, we simulate the execution using
the Heterogeneous-Earliest-Finish-Time (HEFT) Algorithm,
which is the well-known makespan minimization algorithm.
It is an application scheduling algorithm for a bounded num-
ber of heterogeneous processors to schedule each selected
task on its “best” processor, which minimizes the task’s
execution time [32]. The execution time of the service using
the HEFT schedule is used as the parameter of the deadline
calculation in our workflow schedule.

Deadline = 𝛼 ⋅ EtHEFT, (29)

where 𝛼 is a factor and it is always set in the range from 1.5 to
5 [37]. We assume 𝛼 = 1.5 in our simulation.

The average execution time of algorithm HEFT and
PRMA is shown in Figure 8. It is the average value of 20 times
simulations and each time uses the new random parameters.
As can be seen, the execution time of PRMA is smaller
than 1.5 times of the value of HEFT which is set as the
deadline for the service accomplishment using PRMA. In
other words, the PRMA can suffice the requirement with the
constraint of deadline. On the other hand, with the increase
of the number of vehicles, which means the sufficiency of
computing resources, the average execution time of the whole
service is decreased from 135.7 s to 118.2 s (HEFT) and from
181.5 s to 150.6 s.

The service fail probability can be calculated by (12). We
also use the vehicle connection fault probability model to
calculate the service fail probability of HEFT as a contrast.



Mobile Information Systems 11

1.5 times of HEFT
PRMA

HEFT

110
120
130
140
150
160
170
180
190
200
210
220

Se
rv

ic
e e

xe
cu

tio
n 

tim
e (

s)

10 15 20 25 305
Number of vehicles

Figure 8: Average execution time for whole service depends on
vehicle numbers.

The comparison between two algorithm service fail proba-
bilities of V2V is shown in Figure 9. We can see that the
service fail probability of PRMA is much smaller than HEFT.
The probability of HEFT is about 4.9% and the probability of
PRMA is about 2%.With the increase of the number of vehi-
cles, which means the task allocation destination has more
choices, the probability of PRMA shows the decreasing trend
from 2.04% to 0.80%. However, the probability of HEFT
does not show this trend because its resources allocation is
based on makespan minimization which is a random value
on the vehicle connection fault probability. In addition, the
scenario of V2I is also simulated. The number of vehicles in
V2I scenario is much larger than V2V. The changes of the
service fail probability are less than 0.1% when the number
of vehicles increases from 100 to 200.This is because the task
allocation destination has enough choices and the increase of
vehicle numbers has no obvious influence on the result.

Figures 10 and 11 show that the average service fail
probability depends on vehicle velocity in V2I and V2V,
respectively. In V2I scenario, the service fail probability of
PRMA increases from about 0.45% to 21.4% when the mean
value of the vehicle velocity increases from 5m/s (18 km/h)
to 30m/s (108 km/h). And the probability of HEFT increases
from about 3.7% to 35.2% in the same condition. The increase
rate of HEFT is larger than the increasing rate of our scheme
because the vehicles, which have a higher velocity, have a
higher possibility to leave the RSUs signal area than the low-
velocity vehicles during the same time.

Figure 12 shows that the average service fail probability
depends on communication capability in V2I and V2V,
respectively. We can see that the probabilities decrease with
the increase of the communication capability mean value
in these two scenarios. In V2I scenario, the service fail
probability of PRMA decreases from about 13.4% to 7%
when the mean value of communication capability increases
from 5Mbps to 30Mbps. In V2V scenario, this parameter
decreases from about 1.57% to 0.96%. All of them are smaller
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Figure 9: Average service fail probability depends on vehicle
numbers.

HEFT in V2I
Our scheme in V2I

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4
Pr

ob
ab

ili
ty

10 15 20 25 305
Mean value of vehicle velocities (m/s)

Figure 10: Average service fail probability depends on vehicle
velocity in V2I.

than the values of HEFT. The communication time cost is
one of the main components of the service total execution
time. The increase of the communication capability is one of
the main causes which lead to the reduction of the service
execution time. Thus, according to (9), (14), and (15), the
service fail probability will decrease.

In summary, we can conclude that the PRMAcan increase
the reliability of the VCC during the service execution
duration and suffice the requirement of deadline constraint.

7. Conclusions

The vehicle connection fault issue will lead to the service
failure of VCC in ITS, which makes the transportation
unsafe. To address this challenge, a safety resource allocation
mechanism against the connection fault for VCC was pro-
posed in this paper. In this mechanism, the connection fault
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Figure 12: Average service fail probability depends on communica-
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probability models of the vehicles traveling on the road were
built and they were used to predict the vehicle connection
fault probability according to the real-time monitoring data
from the VC. After that, the prediction results can be used by
the workflow schedule to improve the reliability of the task
assignment. An heuristic algorithm PRMAwhich is based on
the greedy algorithm and task priority calculation method
were proposed to minimize the probability of connection
fault. Thus VCC can complete the service before the deadline
to suffice the real-time requirement of the services in ITS.
Evaluations show that our mechanism can improve the reli-
ability and real-time performance of VCC. The future work
is to optimize the prediction model of vehicle connection
fault probability. In the real traffic environment, many other
factors also will lead to the communication fault, such as the
radio shielding by the building and the fluctuation of the

terrain. All these factors could be considered in the future
to make the prediction model more precise. The heuristic
algorithm also can be optimized in the aspect of improving
the balance between the computational complexity and the
optimized results.
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VCC (Vehicular Cloud Computing) is an emerging and promising paradigm, due to its significance in traffic management and
road safety. However, it is difficult to maintain both data security and system efficiency in Vehicular Cloud, because the traffic and
vehicular related data is large and complicated. In this paper, we propose a conditional ciphertext-policy attribute-based encryption
(C-CP-ABE) scheme to solve this problem. Comparing with CP-ABE, this scheme enables data owner to add extra access trees and
the corresponding conditions. Experimental analysis shows that our system brings a trivial amount of storage overhead and a lower
amount of computation compared with CP-ABE.

1. Introduction

VANETs (vehicular ad hoc networks) gained great attention
in recent years, which can not only improve road safety
but also enhance traffic management [1, 2]. In VANET,
the vehicles, V2V (Vehicle to Vehicle) and V2I (Vehicle
to Infrastructure), generate an enormous amount of data.
In order to enhance the scalability of the VANETs, some
studies focus on VCC (Vehicular Cloud Computing), which
combines cloud computing [3, 4] andVANETs together [5, 6].
The illustration of VCC is shown in Figure 1. In VCC, mass
data from different VANET nodes are collected and stored in
cloud servers efficiently.

Meanwhile, VCC is faced with serious security and
privacy challenges. For instance, the intruders can intrude
the onboard infrastructure or the cloud server to get the
sensitive data, which may leak the privacy of the data owner
(DO), or even endanger the lives of passengers. To solve
this problem, we introduce the CP-ABE [7], which also
realizes the fine-grained access control on the encrypted data.
However, the vehicular situation and surroundings are quite
complicated; a one-off encryption under one access tree may
be no longer adequate for the needs. In addition, the attributes
consisted in access structure may denote more abundant
information, not just descriptive information about users’

identities. According to these attributes’ features, we extract
them from the access structure and take them as “conditions.”
When inserting other access trees, the conditions extracted
from them can be used for identifying the corresponding tree.

Main contributions of this paper can be summarized as
follows:

(1) In this paper, we propose a conditional ciphertext-
policy attribute-based encryption (C-CP-ABE) scheme
to allow users to add extra access trees based on the
original ciphertext to their own ciphertexts.

(2) All the trees multiply by a parameter except only
one tree multiplies by the message, which extends
the expression compared with original CP-ABE in [7]
without bringing a heavy computation and storage
overhead.

(3) We further give the security analysis and performance
evaluation, which prove that security and perfor-
mance of our scheme are no weaker than those of
traditional scheme.

The rest of this paper is organized as follows. Section 2
introduces the related work. In Section 3, some preliminaries
are given. In Section 4, the definition of the condition is given.
In Section 5, the proposed scheme is stated. In Section 6,
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Figure 1: The illustration of VCC (Vehicular Cloud Computing).

security analysis is given. In Section 7, the performance of
our scheme is evaluated. In Section 8, the paper is concluded.

2. Related Work
Cloud security has been a hot topic recently [8, 9]. It
had developed a new field in the application and research
of public key encryption since Shamir’s proposed Identity
Based Encryption in [10]. Based on IBE, Sahai and Waters
proposed a new encryption scheme called Fuzzy IBE; they
thought that the users’ attributes did not have to be precisely
matched to the attributes that are specified by data owners.
The ciphertext could be decrypted provided the threshold
value of attributes was achieved [11]. Chase constructed a
multiauthority attribute-based encryption to compensate for
the weaknesses of single authority in [12], allowing each
authority to be in charge of a domain of attributes. Soon, they
improved the privacy and security of their previous system by
removing the central trusted authority, which had usability
in practice [13]. In [14], Kapadia et al. proposed a scheme to
hide the policies and plaintexts from the servers. Along with
the increasing number of attributes, the ciphertext size grew
as well. To solve this problem, Herranz et al. gave a method
to keep the size constant. In the situation of the attribute
universe was certain [15].

The access structure adopted in the schemes before
was monotonic, so Ostrovsky et al. tried to construct an
attribute-based encryption scheme which is nonmonotonic,
which was proven to be secure based on Decisional Bilinear
Diffie-Hellman (DBDH) assumption [16]. Compared with
the previouswork, Lewko et al. constructed a scheme that had
been proven to be fully secure rather than selectively secure
in [17].

In [7, 18], KP-ABE and CP-ABE are proposed, respec-
tively. In KP-ABE, the ciphertext’s encryption policy is also
associated with a set of attributes, but the attributes are
organized into a tree structure (named access tree). In CP-
ABE, the data owner constructs the access tree using visitors’
identity information. The user can decrypt the ciphertext
only if attributes in his private key match the access tree.
Both became the important branches of attribute-based
encryption. In [19, 20] Attrapadung et al. adopted the non-
monotonic access structure to realize key-policy attribute-
based encryption; what is more, the size of ciphertext was
designed to be constant. In [21–24], the ciphertext-policy
attribute-based encryption (CP-ABE) scheme with constant
size ciphertexts for threshold predicates is proposed.

CP-ABE is a promising research area that attracts more
and more attention from lots of researchers. Ibraimi et al.
constructed a mediated CP-ABE that provided attributes
revocation in [25]. Similar to KP-ABE, the researches on
multiauthority in CP-ABE are quite a lot. Li et al. proposed a
multiauthority CP-ABE that allowed tracing themisbehaving
users; although only the AND gates were supported, it
extended the application of CP-ABE to some extent [26].
Further improvements were made in this respect [27, 28].

In [29], with the case of the personal health record,
Li et al. realized the security and scalable and fine-grained
access control, supporting the modification of access policies
and revocation of attributes. Liu et al. assumed that each
attribute had different importance and constructed schemes
that supported the access structure with different weights in
CP-ABE [30] and KP-ABE [31]. Liu et al. added traceability to
an existing expressive, efficient, and secure CP-ABE scheme
without weakening its security, and change in the length of
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the ciphertext and decryption key does not cause too much
overhead [32]. Then they realized the White-Box Traceable
CP-ABE in a large universe and the storage for traitor tracing
is constant [33]. In [34], Goyal et al. allowed the access
structure to be represented by an access tree with a bounded
size access tree with threshold gates as its nodes. All of these
existing schemes enhance the function of the original CP-
ABE [7] to adapt to different scenarios. In this paper, we will
introduce a new scheme to raise the adaptability of original
CP-ABE in VCC.

3. Preliminaries
3.1. Bilinear Maps. Let𝐺0 and𝐺1 be two cyclic multiplicative
groups of prime order 𝑝 and 𝑔 be the generator of 𝐺0.

The bilinear map 𝑒, 𝑒 : 𝐺0 × 𝐺0 → 𝐺1, for all 𝑎, 𝑏 ∈ Z𝑝 is
as follows:

(1) Bilinearity: ∀𝑢, V ∈ 𝐺1, 𝑒(𝑢𝑎, V𝑏) = 𝑒(𝑢, V)𝑎𝑏
(2) Nondegeneracy: 𝑒(𝑔, 𝑔) ̸= 1
(3) Symmetry: 𝑒(𝑔𝑎, 𝑔𝑏) = 𝑒(𝑔, 𝑔)𝑎𝑏 = 𝑒(𝑔𝑏, 𝑔𝑎)

3.2. Complexity Assumption. The Discrete Logarithm (DL)
problem is defined as follows.

Let 𝐺 be a multiplicative cyclic group of prime order 𝑝
and 𝑔 be its generator. DL problem is to compute 𝑥 ∈ Z𝑝

such that 𝑦 = 𝑔𝑥, given 𝑦 ∈𝑅𝐺 as input.
The DL hardness assumption holds, if no probabilistic

polynomial time algorithm can solve the DL problem.

3.3. Access Structure. Let 𝑃 = {𝑃1, 𝑃2, . . . , 𝑃𝑛} be a set of
participants; let 𝑈 = 2{𝑃1,𝑃2,...,𝑃𝑛} be the universal set. If ∃AS ⊆
𝑈 \ {⌀}, then AS can be viewed as an access structure.

If 𝐴 ∈ AS, ∀𝐵 ∈ 𝑈, 𝐴 ⊆ 𝐵, and 𝐵 ∈ AS, then AS is
monotonic. Then sets in AS are defined as authorized sets,
while the other sets are regarded as unauthorized sets.

In this paper, we construct an access tree T to represent
the access structure. All the leaves represent the attributes,
while the interior nodes represent the threshold gates. Before
encrypting the data, we randomly choose a secret 𝑠 and
generate a polynomial for each interior node from top to
bottom to share this secret.

To retrieve the secret, we define the Lagrange coefficient
Δ 𝑖,𝑆.

For 𝑖 ∈ Z𝑝 and for ∀𝑥 ∈ 𝑆,

Δ 𝑖,𝑆(𝑥) = ∏
𝑗∈𝑆,𝑗=𝑖

𝑥 − 𝑗
𝑖 − 𝑗 . (1)

Only the authorized sets can succeed in decryption with
polynomial interpolation.

4. The Condition

Definition 1 (condition primitives 𝑐). The condition primi-
tives refer to the attributes in the access tree that are not
closely related to the users’ identities.

Definition 2 (condition𝐶). The condition is a set of condition
primitives, by which a specific access tree can be identified.

CID, CT CID, CTCS

TCADO DR

PK

Weather Road 
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Public status 
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Condition evaluation 

SK, PK, Ci

Figure 2: System model.

In VCC, condition primitives can be the external objec-
tive factors, such as the weather, the traffic, and the status
information released by traffic control department. Com-
paring with the attributes related to the user’s identities, we
do not have to be concerned that the condition primitives
may lead to user privacy disclosure. In our proposed scheme,
the condition primitives will be extracted from each access
tree to form the corresponding condition. In other words, a
condition corresponds to a specific access tree.

Trust Center Authority (TCA) is in charge of evaluating
the current conditions and sends them to data users. Condi-
tion 𝐶𝑖 may consist of several components: 𝐶𝑖 : {𝑐𝑎, 𝑐𝑏, 𝑐𝑐, . . .}.
Each element is a condition primitive, which corresponds to
a specific value that is randomly generated when the system
is set up. Once generated, all the values are fixed and different
from each other. In our scheme, we consider the relation of
these conditions that belong to the same access structure to
be AND. We multiply these corresponding values to denote
the current condition.

With the support of the condition, when a data owner
encrypts the data, more than one access tree can be added
to the original ciphertext. When a data user requests data
decryption, the current condition should be checked firstly to
get the corresponding access tree, and then data decryption
can be continued.

5. The Proposed System

5.1. System Model. In our system, four entities are included,
namely, cloud servers (CS), data owners (DOs), data receivers
(DRs), and Trust Center Authority (TCA), as shown in
Figure 2.

Generally, cloud servers are assumed to be semitrusted.
We employ them to be in charge of storing our encrypted
data. Data owners and data receivers are either vehicle or
nonmobile users. The former ones decide the access policies
and the corresponding conditions, outsourcing their storage
to CS after encrypting. The latter one submits the requests
to CS and obtains their secret keys that are related to the
attributes from TCA. Only when their attributes satisfy
the access policies of data can they correctly decrypt the
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ciphertext. TCA takes responsibility for evaluating DRs and
assigns a set of attributes to DRs. In addition, conditions will
be managed, determined, and finally transmitted to DRs by
TCA.

In this paper, we allow DOs to add extra access trees and
conditions to their own ciphertexts. Each access tree is related
to one or several conditions. Only when its corresponding
condition is satisfied can it be valid.

5.2. SecurityModel. The following is a security game between
adversaryA and challengerC.

Init. A first chooses a challenge access structure AS∗ and
sends it toC.

Setup.C runs this algorithm and gives the public parameters
PK to the adversaryA.

Phase 1. A issues queries for repeated private keys corre-
sponding to sets of attributes 𝑆1, . . . , 𝑆𝑞1 (𝑞 and 𝑞1 are integers
that are randomly chosen byA and 1 < 𝑞1 < 𝑞).

(i) If any of the sets 𝑆1, . . . , 𝑆𝑞1 satisfies the access struc-
ture AS∗, then it is aborted.

(ii) Else,C generates the corresponding secret keys to the
sets forA.

Challenge.A submits two equal length messages𝑀0 and𝑀1

to C. C randomly flips a coin 𝑏 and encrypts 𝑀𝑏 under the
challenge access structure AS∗.Then the generated ciphertext
CT∗ will be given toA.

Phase 2. Repeat Phase 1, and the sets are turned from
𝑆1, . . . , 𝑆𝑞1 to 𝑆𝑞1+1, . . . , 𝑆𝑞.

Guess. The adversaryA outputs a guess 𝑏 of 𝑏.
The advantage of an adversaryA in this game is defined

as Adv(A) = |Pr[𝑏 = 𝑏] − 1/2|.
5.3. Our Construction. Our construction is based on the
ciphertext-policy attribute-based encryption in [7]. In this
section, we will describe the details of each algorithm.

5.3.1. Setup. This setup algorithm will choose a bilinear
group 𝐺0 of prime order 𝑝 with generator 𝑔. Then, it will

choose several random exponents: 𝛼, 𝛽, 𝑘, 𝑞 ∈ Z𝑝. Let 𝑈
denote the total number of attributes. Let 𝑉 denote the total
number of conditions. The algorithm randomly generates
𝑢1, 𝑢2, . . . , 𝑢𝑉 ∈ Z𝑝 for each condition. We introduce hash
functions 𝐻att, 𝐻�̆�, and enough 𝐻𝑖 for the access trees in ci-
phertext. The public key and the master key are published as

PK = {𝐺0, 𝑔, ℎ = 𝑔𝛽, 𝑒 (𝑔, 𝑔)𝛼 , 𝑔𝑘𝛼, 𝑔𝑢1 , 𝑔𝑢2 , . . . , 𝑔𝑢𝑉} ,
MK = {𝛽, 𝑔𝛼, 𝑘, 𝑞} .

(2)

5.3.2. Encryption. As shown in Figure 3, the original access
tree is rooted at node 𝑅𝑖 (𝑖 denotes the id of the access tree),
and the new root node is 𝑅

𝑖 .
At first, DO calls the data encryption subroutine to

encrypt the plaintext into ciphertexts under access policies
expressed in access tree structure. Compared with [7], we
add a new root node and insert an extra node that denotes
condition and its signature.

(i) 𝐸𝑛𝑐(𝑃𝐾,𝑀, �̃�𝑖, 𝐶𝑖) → 𝐶𝐼𝐷, 𝐶𝑇. The encryption sub-
routine takes as inputs public key PK, message 𝑀, access
structure �̃�𝑖, symmetric encryption keys 𝐾1 and 𝐾2, and
condition 𝐶𝑖 and then outputs ciphertext CT and its CID.
In this algorithm, it requires several steps to get CT being
generated properly.

A Encrypt Data. DO receives message 𝑀, condition 𝐶𝑖,
and one access policy. The encryption algorithm encrypts
𝑀 under the access structure �̃�𝑖. From root node 𝑅

𝑖 to the
subtree rooted at 𝑅𝑖, this encryption algorithm is similar to
that Bethencourt et al. described in [7].

First, the algorithm chooses a random number 𝑠𝑖 ∈
Z𝑝 for root node 𝑅

𝑖 , which means 𝑞𝑅𝑖 (0) = 𝑠𝑖. Then it
generates polynomial for each interior node and computes
(let 𝑌 be the set of leaf nodes in �̃�𝑖)

�̃�𝑖 = 𝑀𝑒 (𝑔, 𝑔)𝛼𝑠𝑖 ,
𝐶𝑖 = ℎ𝑠𝑖 ,

�̂�𝑖,𝑦 = 𝑔𝑞𝑖,𝑦(0),
�̂�

𝑖,𝑦 = 𝐻att (att (𝑦))𝑞𝑖,𝑦(0) ,
∀𝑦 ∈ 𝑌𝑖.

(3)
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B Generate CID. Simultaneously,

Set 𝑃1 = 𝑔𝑠𝑖/𝑘,
𝑃2 = Enc𝐾1 (𝑃1) ,

Enc𝐾2 (𝑃2) = CID.
(4)

When DO would like to add an extra access structure
�̃�𝑖+1 to his ciphertext, he first searches for the ciphertext
from CS according to the CID and reencrypts it rather than
reencrypting its original plaintext. What is different from
before is that the part of the ciphertext associatedwith𝑀 is no
longer involved in encryption.Thus, the computation burden
is reduced.

Equally, the algorithm selects a randomnumber 𝑠𝑖+1 ∈ Z𝑝

for the new access tree �̃�𝑖+1 and computes according to CID:

�̃�𝑖+1 = Dec𝐾2 (CID) 𝑒 (𝑔, 𝑔)
𝛼𝑠𝑖+1 = 𝑃2𝑒 (𝑔, 𝑔)𝛼𝑠𝑖+1 . (5)

M is encrypted under only one of the access trees; we
generally set �̃�1 = 𝑀𝑒(𝑔, 𝑔)𝛼𝑠1 .
CGenerate a Signature and Share It.Obviously, the threshold
relation of 𝑅

𝑖 is AND. Suppose that the polynomial of 𝑅
𝑖 is𝑞𝑖,𝑅 = 𝑎𝑥 + 𝑠𝑖 (𝑎 is randomly chosen by the algorithm). ESP

randomly chooses a number 𝑡𝑖 ∈ Z𝑝 andmakes the following
calculation:

Set 𝑤𝑖 =
𝑡𝑖
𝑞 ,

Sig𝑖 =
𝑔(2𝑎+𝑠𝑖)/𝑡𝑖

𝑔(𝑢𝑎+𝑢𝑏+𝑢𝑐 ⋅⋅⋅ )/𝑡𝑖
= 𝑔(2𝑎+𝑠𝑖−(𝑢𝑎+𝑢𝑏+𝑢𝑐 ⋅⋅⋅ ))/𝑡𝑖 .

(6)

Sig𝑖 can be viewed as a signature from DO. Assume the
threshold relation of the node 𝑅𝑖 is 𝑘 of 𝑛; we first share Sig𝑖
with (𝑘, 𝑛) secret sharing scheme in [35] and then generate 𝑛
pairs of (𝑥𝑖,𝑗, 𝑦𝑖,𝑗)1≤𝑗≤𝑛.

As we know, the node 𝑅𝑖 holds 𝑛 branches, and each
branch holds several attributes.Thus, all the attributes can be
divided into 𝑛 disjoint sets that are shown in Figure 4.

We distribute (𝑥𝑖,𝑗, 𝑦𝑖,𝑗)1≤𝑗≤𝑛 to the sets that are shown as
follows.

Distribution of the shares:

(𝑥𝑖,1, 𝑦𝑖,1) ← Set𝑖,1 : {⋅ ⋅ ⋅ }
(𝑥𝑖,2, 𝑦𝑖,2) ← Set𝑖,2 : {⋅ ⋅ ⋅ }
(𝑥𝑖,3, 𝑦𝑖,3) ← Set𝑖,3 : {⋅ ⋅ ⋅ }

... ← ...
(𝑥𝑖,𝑛, 𝑦𝑖,𝑛) ← Set𝑖,𝑛 : {⋅ ⋅ ⋅ } .

(7)

We introduce a one-dimensional array 𝐴 𝑖[𝑢]1≤𝑢≤𝑈 for
each access tree �̃�𝑖 and assign each attribute a unique number
from 1 to 𝑈. According to the shares and sets, we set

𝐴 𝑖 [1] = 𝐻𝑖 (att1) ⊕ (𝑥𝑖,1 ‖ 𝑦𝑖,1) (att1 ∈ Set𝑖,1) ,
𝐴 𝑖 [2] = 𝐻𝑖 (att2) ⊕ (𝑥𝑖,1 ‖ 𝑦𝑖,1) (att2 ∈ Set𝑖,1) ,

...
𝐴 𝑖 [𝑚] = 𝐻𝑖 (att𝑚) ⊕ (𝑥𝑖,2 ‖ 𝑦𝑖,2) (att𝑚 ∈ Set𝑖,2) ,

𝐴 𝑖 [𝑚 + 1] = 𝐻𝑖 (att𝑚+1) ⊕ (𝑥𝑖,2 ‖ 𝑦𝑖,2)
(att𝑚+1 ∈ Set𝑖,2) ,

...
𝐴 𝑖 [𝑈] = 𝐻𝑖 (att𝑈) ⊕ (𝑥𝑖,𝑛 ‖ 𝑦𝑖,𝑛) (att𝑈 ∈ Set𝑖,𝑛) .

(8)

D Record the Corresponding Condition. Condition 𝐶𝑖 associ-
ated with this tree is {𝑐𝑎, 𝑐𝑏, 𝑐𝑐, . . .}. In our system, we consider
that one condition term only relates to one access tree. For
each 𝑐 ∈ 𝐶𝑖, the algorithm computes

�̂�𝑖,𝑐 = 𝑔𝑢𝑐/𝑡𝑖 ,
�̆� = 𝑐𝑎 ‖ 𝑐𝑏 ‖ 𝑐𝑐 ⋅ ⋅ ⋅ ,

�̆� ⊕ (𝑖 ‖ 𝑤𝑖) ← 𝐻 ̆𝑐 (�̆� ⊕ CID) .

(9)

Let 𝑌𝑖 be the set of leaf nodes in T and 𝐶 be the set of
conditions. Finally, the complete ciphertext is as follows:

CT = (�̃�1, �̃�1 = 𝑀𝑒 (𝑔, 𝑔)𝛼𝑠1 , 𝐶1 = ℎ𝑠1 , 𝐴1, �̂�1,𝑦

= 𝑔𝑞1,𝑦(0), �̂�

1,𝑦 = 𝐻 (att (𝑦))𝑞1,𝑦(0) , ∀𝑦 ∈ 𝑌1, 𝐶1,𝑐

= 𝑔𝑢𝑐/𝑡1 , ∀𝑐 ∈ 𝐶, �̃�2, �̃�2 = 𝑃2𝑒 (𝑔, 𝑔)𝛼𝑠2 , 𝐶2

= ℎ𝑠2 , 𝐴2, �̂�2,𝑦 = 𝑔𝑞2,𝑦(0), �̂�

2,𝑦

= 𝐻 (att (𝑦))𝑞2,𝑦(0) , ∀𝑦 ∈ 𝑌2, 𝐶2,𝑐 = 𝑔𝑢𝑐/𝑡2 , ∀𝑐

∈ 𝐶, . . .) .

(10)
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5.3.3. Key Generation. DR should legally register to the
attribute authorities, which will assign some attributes to
this DR. Before decryption, the authorities will generate
a corresponding SK for DR based on his attributes. The
algorithm is as follows.

(i) KeyGen(𝑃𝐾,𝑀𝑆𝐾, 𝑆) → 𝑆𝐾.This algorithmwill take a set
of attributes 𝑆 as input and output a key that identifies with
that set. First, a random 𝑟 ∈ Z𝑝 was chosen for the key and
random 𝑟𝑗 ∈ Z𝑝 for each attribute 𝑗 ∈ 𝑆. Then it computes
the key as

SK = (𝐷 = 𝑔(𝛼+𝑟)/𝛽, �̂� = 𝑔𝑟𝑞, 𝐷𝑗 = 𝑔𝑟𝐻(𝑗)𝑟𝑗 , 𝐷
𝑗

= 𝑔𝑟𝑗, ∀𝑗 ∈ 𝑆) .
(11)

5.3.4. Decryption. When there is a DR requirement to
decrypt a ciphertext, TCA will first evaluate the current con-
dition and send the current condition term𝐶0 = {𝑐𝑎, 𝑐𝑏, 𝑐𝑐, . . .}
to DR.

(a) Query Tree id(𝐶0, 𝐶𝐼𝐷) → 𝑖, 𝑤𝑖. DR gets condition term
from TCA, according to the current conditions and CID that
is requested by DR, computing as follows:

�̆� = 𝑐𝑎 ‖ 𝑐𝑏 ‖ 𝑐𝑐 ⋅ ⋅ ⋅

𝐻 ̆𝑐 (�̆� ⊕ CID) → �̆� ⊕ (𝑖 ‖ 𝑤𝑖)

�̆� ⊕ 𝐻 ̆𝑐 (�̆� ⊕ CID) → (𝑖 ‖ 𝑤𝑖) .

(12)

This algorithm gets the corresponding access tree id 𝑖 and
a parameter 𝑤𝑖.

(b) Compute Condition(𝑖, 𝐶0, 𝑆𝐾, 𝐶𝑇) → 𝐶𝑜𝑛𝑖. For each 𝑐𝑗 ∈
𝐶0,

Set 𝑒 (𝐶𝑖,𝑗, �̂�) = 𝑒 (𝑔𝑢𝑗/𝑡𝑖 , 𝑔𝑟𝑞) = 𝑒 (𝑔, 𝑔)𝑟𝑞𝑢𝑗/𝑡𝑖 ,

Con𝑖 = (𝑒 (𝑔, 𝑔)𝑟𝑞𝑢𝑎/𝑡𝑖 𝑒 (𝑔, 𝑔)𝑟𝑞𝑢𝑏/𝑡𝑖 𝑒 (𝑔, 𝑔)𝑟𝑞𝑢𝑐/𝑡𝑖 ⋅ ⋅ ⋅)

= 𝑒 (𝑔, 𝑔)𝑟𝑞∑𝑢𝑗/𝑡𝑖 .

(13)

(c) Retrieve Sig(𝑆, 𝐶𝑇, 𝑃𝐾) → 𝑆𝑖𝑔𝑖 or ⊥. For each att𝑢 ∈ 𝑆, it
computes

𝐴 𝑖 [𝑢] ⊕ 𝐻𝑖 (att𝑢) = 𝑥𝑖 ‖ 𝑦𝑖. (14)

For each computation, the algorithm gets a pair of (𝑥, 𝑦)
that is shown as follows.

Retrieve the shares:

𝑆

{{{{{{{{{{{{{{{{{{{{{{
{{{{{{{{{{{{{{{{{{{{{{
{

att1
att2
att3

}}
}}
}

{⋅ ⋅ ⋅ } : Set𝑖,1 → (𝑥𝑖,1, 𝑦𝑖,1)

{⋅ ⋅ ⋅ } : Set𝑖,2
att4 {⋅ ⋅ ⋅ } : Set𝑖,3 → (𝑥𝑖,3, 𝑦𝑖,3)

att5
... → ...

...

...
att𝑢

}}}}}
}}}}}
}

{⋅ ⋅ ⋅ } : Set𝑖,𝑛 → (𝑥𝑖,𝑛, 𝑦𝑖,𝑛) .

(15)

Aswe first share Sig𝑖 with (𝑘, 𝑛) secret sharing scheme,DR
performs the polynomial interpolation and retrieves Sig𝑖 only
based on no less than 𝑘 different pairs of (𝑥, 𝑦). Otherwise, it
outputs ⊥.
(d)𝐷𝑒𝑐(𝑆, 𝐶𝑇, 𝑖, 𝑤𝑖, 𝐶𝑜𝑛𝑖, 𝑆𝑖𝑔𝑖) → 𝑀 or ⊥. Once 𝑤𝑖, Sig𝑖, and
Con𝑖 are retrieved, DR computes

𝑒 (Sig𝑖, �̂�)
𝑤𝑖 Con𝑖

𝑤𝑖 = 𝑒 (𝑔(2𝑎+𝑠𝑖−(𝑢𝑎+𝑢𝑏+𝑢𝑐 ⋅⋅⋅ ))/𝑡𝑖 , 𝑔𝑟𝑞)𝑡𝑖/𝑞

⋅ 𝑒 (𝑔, 𝑔)(𝑟𝑞∑𝑢𝑗/𝑡𝑖)(𝑡𝑖/𝑞) = 𝑒 (𝑔, 𝑔)𝑟(2𝑎+𝑠𝑖) .
(16)

For the access tree rooted at node 𝑅
𝑖 , the algorithm can

leverage the Lagrange interpolation and get 𝐴 = 𝑒(𝑔, 𝑔)𝑟𝑠𝑖 .
Then it computes

𝐵 = �̃�𝑖𝐴
𝑒 (𝐶𝑖, 𝐷)

. (17)

If 𝑖 = 1,

𝐵 = �̃�1𝐴
𝑒 (𝐶1, 𝐷)

= 𝑀𝑒 (𝑔, 𝑔)𝛼𝑠1 𝑒 (𝑔, 𝑔)𝑟𝑠1
𝑒 (ℎ𝑠1 , 𝑔(𝛼+𝑟)/𝛽)

= 𝑀𝑒 (𝑔, 𝑔)𝛼𝑠1 𝑒 (𝑔, 𝑔)𝑟𝑠1
𝑒 (𝑔, 𝑔)𝑠1(𝑎+𝑟)

= 𝑀.
(18)

Else,

𝐵 = �̃�𝑖𝐴
𝑒 (𝐶𝑖, 𝐷)

= 𝑃2𝑒 (𝑔, 𝑔)𝛼𝑠𝑖 𝑒 (𝑔, 𝑔)𝑟𝑠𝑖
𝑒 (ℎ𝑠𝑖 , 𝑔(𝛼+𝑟)/𝛽)

= 𝑃2𝑒 (𝑔, 𝑔)𝛼𝑠𝑖 𝑒 (𝑔, 𝑔)𝑟𝑠𝑖
𝑒 (𝑔, 𝑔)𝑠𝑖(𝑎+𝑟)

= 𝑃2.
(19)

The algorithm decrypts 𝑃2 with 𝐾1

𝑃1 = Dec𝐾1 (𝑃2) = 𝑔𝑠1/𝑘 (20)

and recovers𝑀 by computing

𝑀 = �̃�1

𝑒 (𝑔𝑘𝛼, 𝑔𝑠1/𝑘) =
𝑀𝑒 (𝑔, 𝑔)𝛼𝑠1
𝑒 (𝑔, 𝑔)𝛼𝑠1 . (21)

Otherwise, it outputs ⊥.



Mobile Information Systems 7

6. Security Analysis
Wemake the traditional CP-ABEmore expressive by allowing
DOs to add extra access trees and conditions as they like. To
reduce the computation cost and storage overhead, we replace
𝑀with CIDwithin the reencryption. And before decryption,
condition values are to be computed first.

The modification of the ciphertexts and the way of
decryption may affect the security of the system.

Theorem3. If hash function𝐻 is collision resistant, our system
is secure against chosen plaintext attack in random oracle
model.

Proof. Since ciphertexts are CID : CT, data that is exposed to
the adversary is

�̃�𝑖, �̃�𝑖 = 𝑃𝑚𝑒 (𝑔, 𝑔)𝛼𝑠1 ,
𝐶𝑖 = ℎ𝑠𝑖 , 𝐴 𝑖,
�̂�1,𝑖 = 𝑔𝑞𝑖,𝑦(0),
�̂�

𝑖,𝑦 = 𝐻 (att (𝑦))𝑞𝑖,𝑦(0) ,
∀𝑦 ∈ 𝑌𝑖,

(22)

where 𝑃0 = 𝑀.
We then use a random function 𝑓 to replace the hash

function𝐻. Therefore, the adversaryA can obtain

�̃�𝑖, �̃�𝑖 = 𝑃𝑚𝑒 (𝑔, 𝑔)𝛼𝑠1 ,
𝐶𝑖 = ℎ𝑠𝑖 , 𝐴 𝑖,
�̂�1,𝑖 = 𝑔𝑞𝑖,𝑦𝑗 (0),
�̂�

𝑖,𝑦 = 𝑓 (att (𝑦𝑗))
𝑞𝑖,𝑦𝑗 (0) ,

∀𝑦𝑗 ∈ 𝑌𝑖,

(23)

where 𝑃0 = 𝑀. This scheme is named as the alternative
scheme.

Finally, we construct an experiment to simulate the
chosen plaintext attack here.

(1) A calls the encryption oracle to query a cipher for
plaintext 𝑦𝑗 in the probabilistic polynomial time; we run the
alternative scheme and return 𝑓(att(𝑦𝑗))𝑞𝑖,𝑦𝑗 (0), as the cipher,
to the adversary.

(2) A chooses two messages 𝑦1
𝑗 and 𝑦2

𝑗 , and we return

𝑓(att(𝑦1
𝑗 ))

𝑞𝑖,𝑦1
𝑗
(0), 𝑓(att(𝑦2

𝑗 ))
𝑞𝑖𝑦2
𝑗
(0)

to the adversary.
(3)A asks a challenge plaintext; we flip a coin to generate

a random number 𝑦𝑏
𝑗 , 𝑏 ∈ {0, 1}, and send 𝑓(att(𝑦𝑏

𝑗 ))
𝑞
𝑦𝑏
𝑗
(0)

to
the adversary.

(4) A continues to query some plaintexts which is the
same as the first step.

(5) Finally, adversary A outputs 𝑏; it wins if 𝑏 = 𝑏.
Otherwise, it fails.

There are two ways to win the experiment for the
adversary.

(1) 𝑠𝑗 can be recovered. This contradicts DL problem.

(2) There must exist two 𝑦 and 𝑦, such that
𝑓(att(𝑦))𝑞𝑦(0) = 𝑓(att(𝑦))𝑞𝑦 (0). The probability is negligible
as 𝑓 is a random function.

Above all, the adversary is negligible to win in the
simulation experiment.

Furthermore, since the hash function cannot be distin-
guished with a random function in the random oracle model,
the proposed system is secure to resist chosen plaintext attack.

The advantage of an adversaryA is defined as

Adv (A) = Pr [𝐻 Collision] + Pr [Recover 𝑠𝑗]
+ Pr [𝐷 wins] .

(24)

We define negl(𝑘) as a function that is negligible with a
security parameter 𝑘. Assume that the probability that𝐻 col-
lision occurs is Pr[𝐻 Collision]. Since𝐻 is collision resistant,
Pr[𝐻 Collision] is negl1(𝑘). 𝐷 is used to distinguish 𝑓 with
a random function. Since 𝑓 is a pseudorandom function,
therefore Pr[𝐷 wins] is negl2(𝑘). Since it is computationally
infeasible to solve DL problem, Pr[Recover 𝑠𝑗] is negl3(𝑘). In
sum, Adv(A) ≤ negl1[𝑘] + negl2[𝑘] + negl3[𝑘].

We complete the proof.

7. Performance Evaluation

In this section, we analyze our proposed scheme numerically,
mainly discussing the computation and storage overhead.

7.1. Computation Overhead
7.1.1. Setup. This algorithm is used to define a cyclic mul-
tiplicative group and to generate a PK and MK that will
be used in encryption and key generation especially. The
number of random numbers is fixed, which means that there
is no relationship between computing time and number of
attributes. Time complexity of the algorithm is 𝑂(1).
7.1.2. Encrypt. DO first encrypts 𝑀 under an access tree,
and the computation cost is proportional to the number of
attributes in this tree. If the universal attributes set in T is 𝐼
(|𝐼| denotes the total number of attributes in set 𝐼), for each
element in 𝐼, we need 2 exponentiation operations. Hence,
total computation complexity is 𝑂(|𝐼|). Additionally, in C-
CP-ABE, one ciphertext is allowed to be associated withmore
than one access tree; if there are𝑚 access trees, for each tree,
computation cost is proportional to the number of attributes,
and the total computation complexity is𝑚𝑂(|𝐼|).
7.1.3. KeyGen. This algorithm is used to generate SK for DR.
Computing cost is proportional to the number of attributes
in SK. For each attribute, the algorithm requires 2 pairing
operations and 1 multiplication operation. If the universal
attributes set is 𝑆 (|𝑆| is the total number of attributes in set,
|𝑆| ≤ |𝐼|), then the time complexity of SK computation is
𝑂(|𝑆|).
7.1.4. Decrypt. Computing and checking the conditions are
the first step within decryption. TCA evaluates the current
conditions and sends them to DR. The computation cost is
fixed, and the computation complexity is𝑂(1). Once the valid
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Figure 5: (a) Comparison of the average encryption times between CPABE and our system, when the number of access trees is different. (b)
Comparison of decryption times between CPABE and our system, when the number of access trees is different. (c) Changes in the ciphertext
size of our system, when the number of access trees is different.

tree is found, the following steps are similar to CP-ABE; the
overhead mainly occurs during computing each attribute of
the tree. Total cost is proportional to the number of attributes
in the tree. Thus, the complexity is 𝑂(|𝐼|).
7.2. Storage Overhead. To realize more expressive access
control, more storage cost has been inevitably introduced.
One ciphertext is associated with more than one access tree.
Only one tree’s secret multiplies by𝑀, while others multiply
by a parameter. Along with the increasing number of access
trees, the size of ciphertext grows.However, it is of low storage
overhead compared with the component �̃� = 𝑀𝑒(𝑔, 𝑔)𝛼𝑠 in
CT.

In addition, we create a one-dimensional array for each
access tree in CT, whose length is equal to the number of
the tree’s leaf nodes. The total storage cost would not be a
significant burden for CS.

7.3. Experimental Results. With the help of the CPABE-
toolkit [36], we evaluate the performance of our system and
compare it with CP-ABE [7].

In order to strengthen the expression of access structure,
we make the ciphertext to be associated with more than
one access tree. Compared with only one access tree in the
traditional CPABE, introducing more trees may affect the
time of encryption and decryption. However, we encrypt the
message only once when it has more than one access tree;
the other trees are multiplied with a parameter that includes
decryption information. We set the size of the message as 1 G
and the number of attributes in each tree as 100.

For the purposes of comparison, all the access trees have
the same number of leaves nodes. Figure 5(a) shows the
average time cost of [7] and our system within encryption.
Figure 5(b) shows the average time cost of [7] and our
system within decryption. From Figures 5(a) and 5(b), we
can conclude that the average computation overheads in our
system are lower than that in [7].

When considering that there is only one ciphertext,
introducing extra access trees is bound to cause the storage
overhead. In traditional CP-ABE scheme, more trees mean
more ciphertexts, while in our system one ciphertext is
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associated with a few access trees. In this case, it is obvious
that our system reduces the storage overhead since the other
trees are multiplied by a parameter rather than a message.
Figure 5(c) shows that along with the increasing number of
access trees the ciphertext size of our system grows.

Obviously, there exists a rough linear rise for the cipher-
text size with the number of access trees, but even then it does
not bring a high storage overhead when compared with the
original ciphertext.

8. Conclusion

In this paper, we propose an expressive and fine-grained
access control scheme C-CP-ABE in Vehicle Cloud Comput-
ing, making it possible that one ciphertext can be able to be
associated with more than one access tree, different access
tree under different conditions. DOs are allowed to add new
access trees and new conditions to their ciphertexts flexibly.
And a parameter that is calculated by ESP using 𝑠 replaces
𝑀, which can reduce the computation and storage overhead
when adding other access trees. The detailed security and
performance analysis have been stated. There are some
failings in our system, such as conditions not being flexible
enough. All of them will be our future work.
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𝐾-anonymization generated a cloaked region (CR) that was 𝐾-anonymous; that is, the query issuer was indistinguishable from
𝐾 − 1 other users (nearest neighbors) within the CR. This reduced the probability of the query issuer’s location being exposed to
untrusted parties (1/𝐾). However, location cloaking is vulnerable to query tracking attacks, wherein the adversary can infer the
query issuer by comparing the two regions in continuous LBS queries. This paper proposes a novel location cloaking method to
resist this attack. The target systems of the proposed method are road networks where the mobile clients’ trajectories are fixed (the
road network is preknown and fixed, instead of the trajectories), such as subways, railways, and highways. The proposed method,
called adaptive-fixed𝐾-anonymization (A-𝐾F), takes this issue into account and generates smaller CRs without compromising the
privacy of the query issuer’s location. Our results show that the proposed A-𝐾F method outperforms previous location cloaking
methods.

1. Introduction

With the growth of location-based services (LBS) in mobile
computing, many businesses are interested in analyzing user
location data to better understand patterns and relationships.
For example, social marketing relying on social network
services takes the form of coupons or advertising directed
at customers based on their current locations. In general,
mobile clients must expose their exact location information
to an LBS provider before receiving their desired services.
The location of a mobile client can be obtained via a variety
of outdoor and indoor positioning technologies (e.g., Global
Positioning System and Wi-Fi). LBS include services to
identify the location of a person or object, such as the nearest
point of interest (POI) or the whereabouts of a friend or
employee. Typical LBS applications include road navigation
and vehicle tracking services [1–4]. As LBS have becomemore
numerous and diverse, user privacy violations have become
more commonplace. Unfortunately, laws and regulations
regarding LBS and location privacy have tended to become
less rigorous. This paper proposes a technical approach for
location data protection in LBS. For example, when a user
sends a continuous K-anonymity query, the number of𝐾− 1

clients may change the expected user.Thus, a user’s ID will be
exposed by the service provider. In other words, the service
provider can store the information fromuser’s query contents
and cloaked regions (CRs) from client.Therefore, we propose
a novel algorithm to protect users’ query contents and CRs
(trajectory). In this scheme, if random 𝐾F were to travel in
opposite directions from the user, the CRs would increase, at
which point a service provider may search many POIs.

Much research has been done on protecting a user’s
location. Yi et al. [5] introduced a method for protecting var-
ious categories of data. The first categories were information
access control, mix-zone, and K-anonymity. To function, this
method required an anonymization server; a trusted server,
such as middleware, that functioned as an intermediary
between the client and the LBS server; and every client to be
stored in the anonymization server.

The secondary categories were dummy location, geo-
graphic data transformation, and private information retriev-
al (PIR). Within these categories, the anonymization server
could be exposed to an adversary. Therefore, a user had
to make a dummy to protect his or her position using the
dummy technique. Alternatively, the PIR technique required
more than one server (𝐾 ≥ 2).
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Figure 1: An example of K-anonymization (𝐾 = 4).

We propose protecting users’ locations using a K-
anonymity technique.TheK-anonymity functions as follows.

Location cloaking blurs a user’s location into a CR that
satisfies the privacy parameter (the K-anonymity metric)
specified by the user at query time. Location cloaking has
attracted a tremendous amount of research as a solution
to protect user privacy in LBS. Previous location cloaking
methods perform K-anonymization (i.e., identification of K-
anonymous users) at the moment that a user issues a query
with K-anonymity [6–11].

Figure 1 illustrates an example of 4-anonymization. The
anonymization server, a trusted third party that functions
as an intermediary between the client and the LBS server,
identifies a CR that satisfies the 4-anonymity requirement.
This enables the query issuer to have the query result without
disclosing his or her exact location to the LBS server. 𝐾-
anonymization generates a CR that is K-anonymous; that is,
the query issuer is indistinguishable from 𝐾 − 1 other users
(nearest neighbors) within the CR.This reduces the probabil-
ity of the query issuer’s location being exposed to untrusted
parties to 1/𝐾. However, location cloaking is vulnerable to
query tracking attacks, and a query issuer is not safe when
launching continuous LBS queries. For example, if a client
issues two queries at times 𝑡 − 1 and 𝑡 with corresponding
CRs, it is easy for an adversary to compare these two regions
to find the query issuer [12–15].

This paper proposes a novel location cloaking method
called A-𝐾F that resists query tracking attacks.This proposed
method can generate minimized CRs while protecting the
location and trajectory privacy of the query issuer.

The contributions of this paper are as follows.

(i) A systematic model prevents both the query contents
and CRs (trajectory) from being exposed to con-
tinuous spatial queries, because the query issuer is
indistinguishable from𝐾F.

(ii) The proposal of an effective anonymization method,
A-𝐾F, can reduce CRs within 𝐾F and resist query
tracking attacks (refer to Section 4). Previous location

cloaking methods [15, 16] perform K-anonymization
at each moment, whereas the proposed method pre-
vents a query’s trajectory from𝐾F.

(iii) The demonstration of the performance of the pro-
posed method is presented in a variety of settings.

The rest of the paper is organized as follows. Section 2 reviews
existing works on location anonymity. Section 3 introduces
the problem statement, and Section 4 presents the system
model and algorithms for the proposedmethod. In Section 5,
the results of the experiment are presented. Finally, Section 6
concludes the paper.

The terms frequently used in this paper are defined in
Definition of Terms Section.

2. Related Work

2.1. Issues Related to Location Privacy Protection. Today’s
mobile devices, typically smartphones, enable users to gain
access to various LBS that provide dynamic content based
on the user’s location. In LBS, the transmission and sharing
of user location data are necessary, and such data can be
analyzed by third parties for various purposes. For example,
one can infer sensitive private information about a per-
son’s health conditions or lifestyle by analyzing his or her
whereabouts, length of stay, and movement patterns. Ana-
lyzing user locations along with other personal information
such as credit card details allows for the creation of more
sophisticated and precise user information, which also gives
rise to privacy and safety concerns. Hence, businesses and
government organizations have made numerous efforts to
protect location privacy. However, mandatory controls and
regulatory standards that determine the priority between
protection of location privacy and development of LBS and
other location-based technologies are still lacking; therefore,
there are currently no clear and objective criteria regarding
this issue [17–20].

2.2. Research Trends. Among various techniques that aim to
protect the privacy of LBS users, a dummy is created when
themobile user queries the LBS, duringwhich he or she sends
many random locations to the LBS provider to obfuscate his
or her location. However, the dummy is not derived from
real clients. Thus, we cannot compare our method with the
dummy method [21].

Private information retrieval (PIR) allows a user to
retrieve a record from servers. To do so, PIR needs more
than one server (𝐾 ≥ 2). Therefore, this technique cannot
be compared with our technique [22–24].

Location cloaking based on 𝐾-anonymity predominates
and a great deal of research has been conducted on this
technique [6–15, 25–30].

Figure 1 presents an example of 4-anonymization. In this
example, the minimum CR that satisfies the 4-anonymity
requirement is outlined by a red rectangle (the CR contains
4-anonymous clients 𝐶𝑞, 𝐶1, 𝐶2, and 𝐶4). One problem this
presents is that the size of the CR can increase when all 𝐾
clients are kept in the CR after they are selected. To address
this problem, a method that forms a CR with 𝐾 − 1 clients
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Figure 2: A 𝐾-anonymization problem related to continuous spatial queries.

Input: 𝑞 (query issuer’s point location),𝐾 (number of requested clients for anonymity)
Output: A CR satisfying the user-specified 𝐾-anonymity requirement
(1) Check 𝑞;
(2) Calculate the minimum distance (𝑅 = ∞, 𝐾 = null);
(3) Obtain the CRs satisfying the 𝐾-anonymity requirement from the anonymizer;
(4) Choose the CR requested by the query issuer;
(5) Send a query with the chosen CR to the anonymizer;

Algorithm 1: Query issuer’s query request.

that are nearest to the query issuer at a given time has
been suggested. However, this method is vulnerable to query
tracking attacks. It is very likely that the initial CR members
other than the query issuer are updated in continuous
queries. The adversary can easily guess the authentic query
issuer by monitoring the CRs at different time points, and
the one that constantly remains in the CRs is the query issuer
(e.g., 𝐶𝑞, 𝐶1, 𝐶2, 𝐶4 → 𝐶𝑞, 𝐶8, 𝐶10, 𝐶12).

Solutions have been proposed to resolve this problem. In
[7], 𝐾 − 1 clients are found in proximity to the query issuer
and a temporary CR is set that is twice as large as the initially
calculated CR. In this method, the anonymization server
must calculate the movement paths of all the clients, which
increases the computational cost. Additionally, the accuracy
of query results might be low due to the use of a movement
probability matrix.

3. Problem Statement

This section presents the definitions for the proposed A-𝐾F
method. Previous location anonymization methods have
experienced location privacy threats related to continuous
queries, as depicted in Figure 2. A-𝐾F method proposed
in this paper is designed to solve this problem. The terms
and variables frequently used in the proposed method are
summarized in Definition of Terms Section.

Definition 1. A given set of clients, 𝐶, includes 𝐶𝑁 (𝐶𝑁 ≥ 𝐾).
That is, 𝐶 ∋ 𝐶𝑁 ∋ A-𝐾F (𝐶𝑁: candidate set of 𝐾 close to a
querier).

Definition 2. A-𝐾F = 𝐾 and A-𝐾F = 𝐾F + 𝐾NF (refer to
Definition of Terms Section).

The criteria for selecting A-𝐾F are as follows: (1) 𝐶𝑁
denotes the number of clients that are searched by 𝐶𝑞 (𝐶𝑁 =
𝐶𝑁+𝐶𝑞) and, (2) among𝐶𝑁members, thosewith the smallest
distance between the origin and the destination are chosen as
𝐾F members (𝐾F ∋ 𝐶𝑞).

Definition 3. Under fixed-𝐾, 𝐾F = 𝐾. 𝐾F is greater than or
equal to 1 and less than or equal to 𝐾 (𝐾 ≥ 𝐾F ≥ 1) (refer to
Definition of Terms Section).

Definition 4. A set of clients, 𝐶, includes 𝐶𝑞 and 𝐶𝑁 = {𝐶1,
𝐶2, . . . , 𝐶𝑛−1, 𝐶𝑛, 𝐶𝑞} (𝐶𝑁 must be greater than 𝐾 and can
include all the clients except 𝐶𝑞).

In Figure 1, 𝐶𝑁 = {𝐶1, 𝐶2, . . . , 𝐶11, 𝐶12, 𝐶𝑞}. In Figure 2,
when 𝐶𝑁 = 4 and 𝐾F = 2, Algorithm 1 computes that 𝐾F
member other than 𝐶𝑞 is 𝐶2; that is,𝐾F = {𝐶𝑞, 𝐶2}.

Figure 2 depicts the problem in which the location of
the querying client can be exposed in continuous queries
with K-anonymity. Figure 1 shows 4-anonymization at time
𝑡 = 0, and Figures 2(a) and 2(b) present 4-anonymization
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Input: query issuer’s current location and destination, CR chosen by the query issuer,𝐾 and 𝐾F (number of clients for location
anonymity), content of the query
Output: K-anonymous clients in a minimum CR, 𝐾F member clients
(1) Check the CR chosen by the query issuer using the anonymizer;
(2) Calculate the minimum distance (𝐾, 𝐾F, 𝐾NF, 𝐾[𝑖] = null);
(3) if |𝐾| < 𝐾F + 𝐾NF − 1 then return 0
(4) 𝑒 ← 0
(5) while 𝑒 ̸= |𝐾|
(6) 𝑒 ← |𝐾|
(7) 𝐾[𝑖] = 𝑒;
(8) 𝑖 + +;
(9) if (𝑖 < 𝐾 − 2);
(10) continuous;
(11) else end if ;
(12) end while;
(13) if (periodically measure the CRs of dist(𝑞, 𝐾[𝑖]) and sort the CRs in ascending order (i.e., from the smallest to the largest))
(14) return 𝐾[𝑖]; (𝑖th is from 1 to 𝐾)

Algorithm 2: Anonymizer’s query processing.

at 𝑡 = 1 and 𝑡 = 2, respectively (CRs are represented by
a rectangle). This example indicates that the location of 𝐶𝑞
as well as its trajectory can be disclosed over time. When
the CR is increased to reduce the probability of revealing a
query issuer’s location, it may be necessary for the LBS server
to send more objects corresponding to the increased CR to
the query issuer, which increases the communication and
computational costs.

Alternatively, lowering 𝐾 of the 𝐾-anonymity require-
ment decreases the size of theCRbut increases the probability
of exposing a query issuer’s location to third parties.The pro-
posed method assumes a road network environment where
the client movement trajectories are fixed (e.g., subway,
railway, and highway networks). Suppose that the clients
nearest to the query issuer are selected as fixed CR members
in such an environment. If clients that move in directions
opposite to a query issuer are bounded in a CR along with
the query issuer, the size of theCR increases dramatically over
time.

4. Protection of User Location and
Trajectory Privacy

4.1. System Model. In Figure 1, 𝐶𝑞 issues a query with 4-
anonymity (i.e., 𝐾 = 4). The anonymizer (Algorithm 2), a
location anonymization server in a LBS system that knows the
locations of clients and generates blurred locations for them,
checks the locations of all clients𝐶𝑖 and generates aminimum
CR that contains 4 clients including𝐶𝑞 (see the solid rectangle
in Figure 1).

The anonymization server then sends queries with CRs
to the LBS server that stores information about the queried
objects.

In the proposedmethod, the query issuer first determines
the destination, 𝐾 (nonfixed 𝐾 (𝐾NF) + fixed 𝐾 (𝐾F)), and
𝐶𝑁 (the number of clients for selecting 𝐾F members). The

query issuer then issues a nearest-neighbor query (𝐶𝑁 ⊃
𝐾 ⊃ 𝐾F ⊃ 𝐶𝑞). The anonymizer checks the current loca-
tions and the destinations of the clients. As 𝐶𝑁 increases,
the computational cost increases, but the size of the CRs
decreases.

When 𝐶𝑞 moves from the origin to the destination, the
clients are sorted so that those nearest to 𝐶𝑞 are listed first
(∑𝑡=𝑞𝑡=0 dist(𝐶0, 𝐶𝑖)). Subsequently, the top 𝐾F clients in the
sorted list are selected as 𝐾F members (𝐾F is given by the
query issuer). This procedure is represented in Algorithm 1.

4.2. Adaptive-Fixed K-Anonymization (A-K𝐹). In Figure 3(a),
𝐶𝑞’s nearest neighbors are 𝐶1, 𝐶2, and 𝐶4 when 𝐶𝑁 = 4.
At 𝑡 = 0, the client nearest to 𝐶𝑞 is 𝐶4, the second nearest
is 𝐶1, and the third nearest is 𝐶2. Thus, the sorted order of
𝐶𝑁 member clients is {𝐶𝑞, 𝐶4, 𝐶1, 𝐶2}. Figures 3(b) and 3(c)
show that the movement of clients will cause changes in the
distance between𝐶𝑁members and𝐶𝑞. Suppose that the time
period between the moment that a client issues a query and
the moment that the client arrives at the destination is 𝑇. 𝑇
is divided by 𝑛 (𝑇/𝑛 = 𝑡), and the distances of 𝐶𝑖 (𝐶𝑁 ⊃ 𝐶𝑖)
to 𝐶𝑞 are calculated at every 𝑡 second. In Figures 3(a)–3(c),
the movement of 𝐶𝑞 is depicted, and the sorted order of 𝐶𝑁
members is changed to {𝐶2, 𝐶4, 𝐶1} according to the updated
distance, ∑𝑡=𝑛𝑡=0 dist(𝐶𝑞, 𝐶𝑖). 𝐾F members are 𝐶𝑞 and 𝐶2 when
𝐾F = 2. And Figure 4 shows that𝐾F members are 𝐶𝑞, 𝐶2, 𝐶4,
and, 𝐶1 when 𝐾F = 4.

In Figures 4(a)–4(c), the movement of 𝐶𝑞 is depicted,
and the sorted order of 𝐶𝑁 members is changed to
{𝐶2, 𝐶4, 𝐶1} according to the updated area,∑𝑡=𝑛𝑡=0 area(𝐶𝑞, 𝐶𝑖).
The proposed method selects 𝐶𝑁 and 𝐾F based on the
query issuer’s request. To decrease the amount of informa-
tion to be transmitted while preserving location privacy,
the anonymizer generates a minimum bounding rectangle
(MBR) that includes the CRs.
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Figure 3: An example of adaptive-fixed 2-anonymization (𝐶𝑁 = 4).
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Figure 4: An example of adaptive-fixed 4-anonymization (𝐶𝑁 = 4).

5. Performance Evaluation

Figure 5 shows the possible directions of movement of a
client. Initially, a query issuer 𝐶𝑞 can move in one of eight
different directions (𝑤 = 0 through 𝑤 = 7). After 𝑡 + 1,
𝐶𝑞 moves to 𝑤 = 2. It is assumed that 𝐶𝑞 can move in
the directions at a ±45∘ angle from the current direction of
movement. Here, the client moved in a set direction. This
assumption was made to obscure a client’s movement pattern
because, if a client was moving back and forth repeatedly,
there might be a discernible location.

5.1. Experimental Settings. This section evaluates the perfor-
mance of the proposed method in comparison with that of
the existing AMVmethod.The experiments were carried out
using a computer with a 2.9GHz processor, 4GB memory,
andMicrosoft visual C++ 6.0. It was assumed that LBS clients
are moving and that they are evenly distributed throughout
the grid cells.The dataset comprised simulated uniform data.
The length of a single grid cell was assumed to be 1 meter
(m), and time (𝑡) was in seconds. Our proposed method was
compared with all fixed𝐾 [16] and nonfixed𝐾 [15] methods.
We assumed the service provider and anonymization server
in our experimental environment [15]. Table 1 describes the
parameter settings for the experiments.

Table 1: Experimental environment.

Parameter Setting values
Number of gird cells 200 × 200
Number of clients 4,000
Client’s movement radius (number of grids) 1∼3
𝐾-anonymity (𝐾) 10
Update time (sec; t) 0, 2, 4, 6
The average number of experiments 10,000

5.2. Experiment Results. Figure 6 shows how the sizes of the
CRs associated with fixed anonymous clients (𝐾F) change
over time. When 𝐾 = 5, 𝐾F is 2. The fixed-𝐾 method deter-
mines which five clients are nearest to the query issuer (𝐾F =
5). A-𝐾F method generates a CR for the query issuer when
𝐶𝑁 = 10 and 𝐾F = 2 (in which case a reconfiguration is
needed). Compared to the AMV method, the sizes of the
CRs created by A-𝐾F method are 12% lower.The proposed A-
𝐾F method can generate smaller CRs than the AMVmethod
because A-𝐾F selects optimal 𝐾F clients by monitoring 𝐶𝑁
members’ movements and updating the distances of moving
clients to the query issuer 𝐶𝑞.
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Figure 5: Directions of movement of a mobile client.

A-KF

Fixed-K

10

15

20

25

30

35

Cl
oa

ke
d 

re
gi

on
 (×

10
m

2
)

1 2 3 4 5 6 70
t

Figure 6: The sizes of the CRs over time.

Figure 7 shows the sizes of the CRs, which change in
connection with changes in 𝐶𝑁. Here, 𝐾 is 5. At 𝑡 = 0,
the sizes of the CRs created by the proposed A-𝐾F method
increase as 𝐶𝑁 increases. This is because 𝐶𝑁 member clients
that have the same destination as the query issuer must be
searched, increasing the initial computational cost. However,
the expansion ratios of the CRs gradually decrease over time.

Figure 8 shows the sizes of the CRswith regard to changes
in𝐾F (the number of fixed anonymous clients). When𝐾 = 5,
𝐾F can be 2, 3, or 4.The fixed-𝐾method selects the five clients
nearest to the query issuer as 𝐾F members. A-𝐾F method
generates the CRs for the query issuer with 𝐶𝑁 = 10 and
𝐾F = 2.

Figure 9 shows the sizes of the CRs, which vary according
to the velocity (𝑉) of the clients’ movement. It is assumed
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Figure 7: The sizes of the CRs with regard to changes in 𝐶𝑁.

that the clients’ speeds are 1m, 3m, and 5m per second. The
CRs created by the proposed A-𝐾F method when 𝑉 = 1 are
smaller than those created when 𝑉 = 3 by 29.9%, and they
are smaller than those created when 𝑉 = 5 by 42.7%. That is,
the size of the CR increases as 𝑉 increases.

Figure 10 presents the number of queried objects, which
changes according to changes in 𝐾F. As shown in Figure 8,
the sizes of the CRs increase as 𝐾F increases. This implies
that the search area for the query issuer increases as 𝐾F
increases, which, in turn, increases the number of objects to
be searched.

Figure 11 presents the sizes of the CRs in connection with
changes in the number of LBS clients. The sizes of the CRs
decrease as the number of clients increases. This is because
LBS clients become more densely populated in a grid map.
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Figure 8: The sizes of the CRs with regard to changes in 𝐾F.
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Figure 9: The sizes of the CRs with regard to changes in velocity
(𝑉).

Figure 12 shows how 𝐾 (the anonymity degree) changes
under the three different anonymization methods over time.
At 𝑡 = 0, both the AMV and A-𝐾F methods have the same
𝐾 (𝐾 = 10). 𝐶𝑁 is fixed at 20, and 𝐾F is fixed at 5. As time
passes, the anonymity level𝐾 gradually decreases, except for
under the fixed-𝐾 method. 𝐾 drops to nearly 1 under the
AMVmethod, and𝐾 decreases to 4 as 𝑡 increases underA-𝐾F
method.

Figure 13 presents the probability of protecting a query
issuer’s location at different time points 𝑡. As described in
Figure 12,𝐾 decreases over time in the AMVandA-𝐾F meth-
ods and is unable to meet the requested anonymity metric of
10. This increases the probability of revealing a query issuer’s
location to third parties.
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Figure 10: The numbers of queried objects with regard to changes
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6. Conclusion

This paper stated a drawback of existing𝐾-anonymous loca-
tion cloaking methods that can occur in continuous LBS
queries and proposed A-𝐾F method, which is effective in
preventing this problem. The proposed A-𝐾F method deter-
mines 𝐾 based on the query issuer’s request, increasing the
query issuer’s satisfaction and decreasing the workload in
the anonymization server. The proposed method can achieve
smaller CRs than existing location anonymization methods
while preserving 𝐾-anonymity.

In the future, the movement information of mobile LBS
clients will be analyzed, and the proposed A-𝐾F method will
be further refined to query requests for time and conditions.
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Additionally, algorithms to reduce errors that occur in the
process of a movement information analysis will be studied.

Definition of Terms

CR: A cloaked region
𝐶𝑖: 𝑖th client
𝐶𝑞: The query issuer (the querying client)
𝐾: The anonymity metric specified by the

client; number of anonymous clients
satisfying the𝐾-anonymity metric
(𝐾 = 𝐾NF + 𝐾F)

𝐾F: The number of anonymous clients that are
fixed in the initial𝐾-anonymization
process

𝐾NF: Thenumber of nonfixed anonymous clients
(𝐾NF = 𝐾 − 𝐾F)

𝑇: Total query processing time (𝑡0 + 𝑡1 + ⋅ ⋅ ⋅ +
𝑡𝑛−1 + 𝑡𝑛)

Fixed-𝐾: Themethod in which all the𝐾-anonymous
clients are fixed since the initial 𝐾-
anonymization process

A-𝐾F: The method in which only 𝐾F clients are
fixed since the initial 𝐾-anonymization
process

AMV: Themethod inwhich𝐾-anonymous clients
are not fixed in𝐾-anonymization.

Competing Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgments

This paper was supported by Wonkwang University in 2016.

References

[1] K. Park and P. Valduriez, “A hierarchical grid index (HGI),
spatial queries in wireless data broadcasting,” Distributed and
Parallel Databases, vol. 31, no. 3, pp. 413–446, 2013.

[2] Y. Li, R. Chen, J. Xu, Q. Huang, H. Hu, and B. Choi, “Geo-social
K-cover group queries for collaborative spatial computing,”
IEEE Transactions on Knowledge and Data Engineering, vol. 27,
no. 10, pp. 2729–2742, 2015.

[3] K. Park, “An efficient scalable spatial data search for location-
aware mobile services,” Information Science and Engineering,
vol. 31, no. 1, pp. 165–178, 2015.

[4] D. Song and K. Park, “A partial index for distributed broadcast-
ing in wireless mobile networks,” Information Sciences, vol. 348,
no. 20, pp. 142–152, 2016.

[5] X. Yi, R. Paulet, E. Bertino, and V. Varadharajan, “Practical k
nearest neighbor queries with location privacy,” in Proceedings
of the 30th IEEE International Conference on Data Engineering
(ICDE ’14), pp. 640–651, IEEE, Chicago, Ill, USA, April 2014.

[6] B. Bamba, L. Liu, P. Pesti, and T.Wang, “Supporting anonymous
location queries in mobile environments with PrivacyGrid,” in
Proceedings of the International Conference on World Wide Web
(WWW ’08), pp. 237–246, Beijing, China, April 2008.

[7] B. Gedik and L. Liu, “A customizable k-anonymity model for
protecting location privacy,” in Proceedings of the International
Conference on Distributed Computing Systems (ICDCS ’05), pp.
620–629, June 2005.

[8] B. Gedik and L. Liu, “Protecting location privacy with per-
sonalized k-anonymity: architecture and algorithms,” IEEE
Transactions on Mobile Computing, vol. 7, no. 1, pp. 1–18, 2008.

[9] P. Kalnis, G. Ghinita, K. Mouratidis, and D. Papadias, “Pre-
venting location-based identity inference in anonymous spatial
queries,” IEEE Transactions on Knowledge and Data Engineer-
ing, vol. 19, no. 12, pp. 1719–1733, 2007.

[10] M. F. Mokbel, C.-Y. Chow, and W. G. Aref, “The new casper:
query processing for location services without compromising
privacy,” in Proceedings of the International Conference on Very
Large Data Bases, pp. 763–774, August 2006.



Mobile Information Systems 9

[11] T. Xu and Y. Cai, “Exploring historical location data for ano-
nymity preservation in location-based services,” in Proceedings
of the IEEE International Conference on INFOCOM, pp. 547–
555, April 2008.

[12] L. Yao, C. Lin, G. Liu, F. Deng, and G.Wu, “Location anonymity
based on fake queries in continuous location-based services,” in
Proceedings of the 7th International Conference on Availability,
Reliability and Security (ARES ’12), pp. 375–382, Prague, Czech
Republic, August 2012.

[13] T. Xu and Y. Cai, “Location anonymity in continuous location-
based services,” in Proceedings of the 15th ACM International
Symposium on Advances in Geographic Information Systems
(GIS ’07), pp. 300–307, November 2007.

[14] C.-Y. Chow and M. F. Mokbel, “Enabling private continuous
queries for revealed user locations,” in Proceedings of the
International Conference on Spatial Temporal Databases, pp.
258–273, July 2007.

[15] D. Song, J. Sim, K. Park, and M. Song, “A privacy-preserving
continuous location monitoring system for location-based ser-
vices,” International Journal of Distributed Sensor Networks, vol.
2015, Article ID 815613, 10 pages, 2015.

[16] H. Kim, Y. Kim, and J. Chang, “A grid-based cloaking area
creation scheme for continuous LBS queries in distributed
systems,” Journal of Convergence, vol. 4, no. 1, pp. 23–30, 2013.

[17] S. Gambs, M.-O. Killijian, and M. N. del Prado Cortez, “De-
anonymization attack on geolocated data,” Journal of Computer
and System Sciences, vol. 80, no. 8, pp. 1597–1614, 2014.

[18] H. Liu, H. Darabi, P. Banerjee, and J. Liu, “Survey of wireless
indoor positioning techniques and systems,” IEEE Transactions
on Systems, Man and Cybernetics, Part C: Applications and
Reviews, vol. 37, no. 6, pp. 1067–1080, 2007.

[19] L. Petrou, G. Larkou, C. Laoudias, D. Zeinalipour-Yazti, and C.
G. Panayiotou, “Demonstration abstract: crowdsourced indoor
localization and navigation with anyplace,” in Proceedings of
the 13th International Symposium on Information Processing in
Sensor Networks (IPSN ’14), pp. 331–332, IEEE, Berlin, Germany,
April 2014.

[20] R. Agrawal, J. Kiernan, R. Srikant, and Y. Xu, “Hippocratic
databases,” in Proceedings of the International Conference on
Very Large Data Bases, pp. 143–154, August 2002.

[21] H. Kido, Y. Yanagisawa, and T. Satoh, “An anonymous commu-
nication technique using dummies for location-based services,”
in Proceedings of the 2nd International Conference on Pervasive
Services (ICPS ’05), pp. 88–97, July 2005.

[22] B. Chor, O. Goldreich, E. Kushilevitz, and M. Sudan, “Private
information retrieval,” in Proceedings of the 1995 IEEE 36th
Annual Symposium on Foundations of Computer Science, pp. 41–
50, Milwaukee, Wis, USA, October 1995.

[23] R. Paulet, M. G. Kaosar, X. Yi, and E. Bertino, “Privacy-pre-
serving and content-protecting location based queries,” IEEE
Transactions on Knowledge and Data Engineering, vol. 26, no.
5, pp. 1200–1210, 2014.

[24] G. Ghinita, P. Kalnis, A. Khoshgozaran, C. Shahabi, and K.-L.
Tan, “Private queries in location based services: anonymizers
are not necessary,” in Proceedings of the ACM SIGMOD Interna-
tional Conference on Management of Data (SIGMOD ’08), pp.
121–132, June 2008.

[25] B. Palanisamy and L. Liu, “MobiMix: Protecting location pri-
vacy with mix-zones over road networks,” in Proceedings of the
2011 IEEE 27th International Conference on Data Engineering
(ICDE ’11), pp. 494–505, Hannover, Germany, April 2011.

[26] R. Schlegel, C.-Y. Chow, Q. Huang, and D. S. Wong, “User-
defined privacy grid system for continuous location-based
services,” IEEE Transactions on Mobile Computing, vol. 14, no.
10, pp. 2158–2172, 2015.

[27] Y. Elmehdwi, B. K. Samanthula, and W. Jiang, “Secure k-
nearest neighbor query over encrypted data in outsourced
environments,” in Proceedings of the 30th IEEE International
Conference on Data Engineering (ICDE ’14), pp. 664–675, April
2014.

[28] S. Wang, X. Ding, R. H. Deng, and F. Bao, “Private information
retrieval using trusted hardware,” in Proceedings of the Interna-
tional Conference on Computer Security, pp. 49–64, September
2006.

[29] B. Yao, F. Li, and X. Xiao, “Secure nearest neighbor revisited,”
in Proceedings of the 29th International Conference on Data
Engineering (ICDE ’13), pp. 733–744, Brisbane, Australia, April
2013.

[30] M. L. Yiu, C. Jensen, X. Huang, andH. Lu, “SpaceTwist: manag-
ing the trade-offs among location privacy, query performance,
and query accuracy in mobile services,” in Proceedings of the
IEEE 24th International Conference on Data Engineering (ICDE
’08), pp. 366–375, Cancun, Mexico, April 2008.



Research Article
A Trust-Based Model for Security Cooperating in
Vehicular Cloud Computing

Zhipeng Tang,1 Anfeng Liu,1 Zhetao Li,2 Young-june Choi,3 Hiroo Sekiya,4 and Jie Li5

1School of Information Science and Engineering, Central South University, Changsha 410083, China
2College of Information Engineering, Xiangtan University, Xiangtan 411105, China
3Department of Software, Ajou University, Suwon 443749, Republic of Korea
4Graduate School of Advanced Integration Science, Chiba University, Chiba 263-8522, Japan
5Department of Computer Science, University of Tsukuba, Tsukuba 305-8573, Japan

Correspondence should be addressed to Zhetao Li; liztchina@gmail.com

Received 22 June 2016; Accepted 7 September 2016

Academic Editor: Miao Wang

Copyright © 2016 Zhipeng Tang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

VCC is a computing paradigm which consists of vehicles cooperating with each other to realize a lot of practical applications,
such as delivering packages. Security cooperation is a fundamental research topic in Vehicular Cloud Computing (VCC). Because
of the existence of malicious vehicles, the security cooperation has become a challenging issue in VCC. In this paper, a trust-
based model for security cooperating, named DBTEC, is proposed to promote vehicles’ security cooperation in VCC. DBTEC
combines the indirect trust estimation in Public board and the direct trust estimation in Private board to compute the trust value of
vehicles when choosing cooperative partners; a trustworthy cooperation path generating scheme is proposed to ensure the safety
of cooperation and increase the cooperation completion rates in VCC. Extensive experiments show that our scheme improves the
overall cooperation completion rates by 6∼7%.

1. Introduction

Many new applications have been raised on the vehicular
technology by V2V (Vehicle-to-Vehicle) and V2I (Vehicle-
to-Infrastructure) communications [1–5]. Recently, several
researches related to the combination of cloud computing
and vehicular networks [4, 5] are proposed. A Platform as
a Service (PaaS) model provides cloud services for mobile
vehicles [6–8]. Hussain et al. describe architectures of Vehic-
ular Clouds (VC), namely, Vehicles using Clouds (VuC) and
HybridClouds (HC), inwhich vehicles play roles of cloud ser-
vice providers and clients, respectively [9]. Vehicular Cloud
Computing (VCC) is one of the most promising paradigms
[1, 4, 9–11]. VCC, which consists of vehicles cooperating the
resources of computing, has a significant impact on applica-
tions [9, 11]. However, VCC is different from the traditional
cloud infrastructure and requires a sophisticated security and
privacy protection approach because the legitimate users and
attackers have the same privileges [1, 4, 12–19].

One of the promising applications in VCC is performing
tasks by vehicles’ cooperation. This application, which is
more difficult than the existing ones in depth and breadth,
has important significance: in the traditional Delay Tolerant
Network (DTN) and Peer-to-Peer Network, it can only
disseminate information. But, in VCC, not only can this
application disseminate information, but also it can do more
practical work, such as delivering packages, luggage, and
credentials [1, 4, 10, 11].

Taxi network is a typical scenario ofVCC. Each taxi in this
scenario is regarded as a vehicle which can share information
by communicating in a point-to-point manner and accessing
internal broadcast by communication devices. From the per-
spective of traditional view, taxis can be modeled as mobile
nodes in DTN. However, more applications can be achieved
when modeled in VCC. In particular, when performing a
task, vehicle can apply for cooperating with several vehicles,
which will improve service quality and reduce resource
consumption. Listed below are several concrete examples.
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(a) Vehicle 𝐴 has received a user request and promised to
pick up a passenger in street 𝑆 at timestamp 𝑇, but traffic
jam has made it impossible for vehicle 𝐴 to finish this task.
In this situation, vehicle 𝐴 can request vehicle 𝐵 to perform
this task. There are two preconditions when selecting vehicle
𝐵. First, vehicle 𝐵 has ability to fulfil this task; second, vehicle
𝐵 should be trustworthy. (b) Vehicle 𝐴 has received a user
request and promised to perform a task which cannot be
finished by itself individually, such as picking up a tourist
group. In this situation, vehicle 𝐴 should select 𝑛 reliable
vehicles and send cooperation request to them for performing
this task together. (c) Vehicle 𝐴 has received a user request
and promised to deliver an important package to person 𝑃
in street 𝑆. In real scenario, this task has to be performed by
cooperation of several vehicles. For instance, first, vehicle 𝐴
delivers this package to vehicle 𝐵; then vehicle 𝐵 delivers it
to vehicle 𝐶; finally, vehicle 𝐶 delivers it to person 𝑃. This
process forms a cooperation path. In order to guarantee the
safety of the package, how to select trustworthy vehicles in
cooperation path is a challenging problem.

The examples listed above can be summarized as the
following application scenario: vehicle 𝐴 has received a user
request for performing certain tasks. These tasks not only
include the traditional applications in DTN [20–22], such as
relaying information, but also can be extended to physical
request, such as delivering objects. However, for some reason,
vehicle 𝐴 cannot fulfil the task by itself. In order to finish
this task, it sends request for cooperation to 𝑛 vehicles which
are willing to offer help. In the cases when vehicles which
received the cooperation request still cannot fulfil the tasks
by themselves, they will further send this cooperation request
to other vehicles recursively to request from them to offer
help to finish the remaining tasks, which forms a nontrivial
cooperation path.

Figure 1 illustrates a concrete example of the summarized
application scenario: when vehicle 𝐴 receives a user request
of delivering a package to person 𝑃 in street 𝑆 as soon as
possible. If vehicle 𝐴 can finish this whole task by itself, it
will provide services to user directly, which forms a trivial
cooperation path whose length is 1 hop, namely, a hop from
user to vehicle 𝐴. If vehicle 𝐴 cannot deliver the package to
person𝑃 directly, vehicle𝐴will finish what it can do and then
send messages to other vehicles to ask if they are willing to
cooperate to perform the rest of the task. Vehicles that give
positive response form a set Υ. Vehicle 𝐴 will select several
trustworthy vehicles in set Υ and send cooperation request
to them. Assume vehicle 𝐵 has received cooperation request
from vehicle 𝐴. If vehicle 𝐵 can finish the whole task by
itself, it will provide services to requestor vehicle 𝐴 directly. If
vehicle 𝐵 still cannot finish the task by itself, it will do what it
can do and further recursively send the cooperation request
to other vehicles just like vehicle 𝐴. This recursive process
forms a nontrivial cooperation path. Every cooperation path
corresponds to a solution to user request.

There are several challenges in this application scenario.
(a) The first challenge is lack of trust information. How
to choose trustworthy vehicles is a vital problem in this
application scenario. However, there are thousands of vehi-
cles in a metropolis. It is unrealistic for a vehicle to have

Task

User
requests

(a) Trivial cooperation path

TaskUser
requests

(b) Nontrivial cooperation path

Figure 1: Cooperation path.

trust information of all vehicles in the metropolis. In fact,
for a certain vehicle, the reliability of most of vehicles is
unknown. When a vehicle needs cooperation to perform a
task, such as delivering a package, the phenomenon of lack
of trust informationmakes choosing trustworthy cooperative
vehicles difficult. (b) The second challenge is ensuring the
safety and success of tasks. In traditional communication
network, such as DTN, we can encrypt information to ensure
the safety and privacy. Even if the encrypted information
is destroyed by attackers, we still can retransmit this infor-
mation to ensure the task’s reliability [20–26]. Things are
different in VCC; physical objects can also be delivered in this
paradigm. Irreversible loss will bemade if the physical objects
are ruined by malicious vehicles.

In this paper, a trust-basedmodel is proposed to promote
the secure cooperation in VCC. Listed below are the contri-
butions of this paper.

(1) A double board based trust estimation and correction
(DBTEC) scheme is proposed to predict the reliability of
vehicles and guide the selection of trustworthy cooperative
vehicles in a more effective manner. In traditional scheme,
vehicles use information acquired in direct interactions with
other vehicles to update the trust information of other
vehicles. But inDBTEC scheme, Public board is introduced to
enrich themethod of acquiring trust information. Every vehi-
cle stores the service quality and trust information of other
vehicles, which are acquired in the direct interactions with
other vehicles, in their own storage, called Private board. In
addition, they use Public board,which stores public estimated
service quality for other vehicles reported by all vehicles in
cloud to update and correct the trust information stored in
Private board. The method of updating and correcting trust
information from Public board, called trust value estimation
model, is based on the following inference: the information
acquired from direct interaction is trustworthy; vehicles can
use this information as touchstone to confirm if a certain
vehicle is trustworthy. Then, based on the public estimated
service quality related to the trustworthy vehicle in Public
board, vehicles can update and correct the trust information



Mobile Information Systems 3

of other vehicles in Private board and use the revised trust
information to guide their future selection of cooperative
partners.

(2) A new method of constructing cooperation path is
proposed in this paper. In traditional scheme, the cooperation
path is fixed once it is constructed. This static method is not
suitable for VCC. In this paper, we propose a dynamic coop-
eration path construction scheme. In the proposed scheme,
every vehicle dynamically searches and selects cooperative
vehicles and constructs new node in cooperation path by
analyzing the feedback of detections. The new vehicles will
recursively repeat this process until finishing the task.

(3) Extensive theoretical analysis and simulation have
been made to prove the effectiveness of this paper from
aspects of security and reliability.

The rest of this paper is organized as follows. In Section 2,
related works are reviewed. In Section 3, the system model,
threat model, and problem statement are described. In
Section 4, the DBTEC schemes are proposed. Section 5 gives
the analysis of experimental results. We conclude this paper
in Section 6.

2. Related Work

Extensive researches have been done on the topic of trust
computing and inference [27–30] and they have been applied
to various networks, such as Peer-to-Peer (P2P) file-sharing
networks [31, 32], service network [1, 9, 18], wireless sensor
networks (WSNs) [30], crowd sensing network [3], and social
networks [28].The aim of trust computing and inference is to
select cooperative partner using computed trust value infor-
mation [29]. Kamvar et al. [31] proposed trust computing and
inference scheme in the Peer-to-Peer (P2P) file-sharing net-
works based on historical uploads, which is called EigenTrust.
Inferring trust information through historical behaviors is a
commonmethod used in networks. In EigenTrust scheme, to
encourage legitimate and trustworthy behaviors and improve
the network’s overall performance, some privilege is given to
trustworthy objects. The main difficulties of EigenTrust are
that, when applying it to distributed network, it is difficult
to share trust information with others. This proposal mainly
concentrates on P2P file-sharing networks. However, in a
dynamic environment, such as vehicular ad hoc networks
(VANETs), this proposal is not feasible.

Haddadou et al. give a dynamic solution based on
reputation model for vehicles in [27], which differs from the
solution in [31]. The basic idea of [27] is to add a category
criterion to drivers.

However, the amount of trust information acquired in
direct interactions is limited. In a large network, the number
of nodes can be up to thousands. So the trust information
acquired from direct interactions is sparse in that network.
Judging the reliability of vehicles only using direct inter-
actions will lead to cold start problem. There are several
definitions of cold start. The main idea of cold start is
that when a new object enters the network, because of the
deficiency of trust information acquired from interactions, it
is hard to judge if a vehicle is malicious, which makes choos-
ing a right cooperative partners difficult [28]. To overcome

the cold start problem, researchers introduce the concepts
of direct trust information and indirect trust information.
Direct trust information is acquired in the direct interactions
between two objects. Indirect trust information is the trust
information inferred from other objects’ recommendation
trust information. For example, object 𝐴 has no direct
interactionswith object𝐶, but object𝐴has directly interacted
with object 𝐵. Assuming that object 𝐴’s trust value to object 𝐵
is 𝑃𝐴→𝐵 and object 𝐵 recommends object 𝐶 to object 𝐴 with
trust value 𝑅𝐴→𝐵, object 𝐴 can infer that the trust value to
object 𝐶 is 𝑅𝐴→𝐶 = 𝑃𝐴→𝐵 × 𝑅𝐴→𝐵 from the recommendation
trust information. Combining direct trust information and
indirect trust information enhances the computation of trust
value [28], but how to effectively compute the trust value is a
complicated issue, which needs an extensive research.

The traditional application in VCC is disseminating
information. For example, Rostamzadeh et al. propose a
safe and reliable trust-based framework for disseminating
information in vehicular networks [29]. With the advance
of crowd sensing network, Internet of Vehicles, and Internet
of Everything, delivering physical objects is becoming an
emergent application in society. The safety and reliability of
delivering physical objects are important requirement in this
application,which becomes a key issue in research.This paper
discusses this issue in detail.

3. The System Model and Problem Statement

3.1. System Model. Suppose that there are 𝑛 registered vehi-
cles. 𝜙 = {𝑉1, 𝑉2, . . . , 𝑉𝑛} is the set of vehicles. All vehicles will
move randomly in a limited area.

There are two kinds of service requests in VCC: user
requests and cooperation requests. The major difference
between them is that user requests are generated by users, but
cooperation requests are generated by vehicles.The following
paragraphs describe these two kinds of requests.

Typical instances of user requests include delivering pack-
ages, picking up passengers, or tourist group with minimized
costs. Vehicles can accept user requests and provide services
to requestors for some payment. Once vehicles’ accepted user
requests cannot be finished by themselves, they will select
several trustworthy vehicles which are willing to provide
services and send cooperation request to them.

Once those vehicles receive cooperation requests, they
will cooperate to provide services together.These vehicles still
may not be able to fulfil the tasks by themselves and further
send cooperation requests to other trustworthy vehicles
recursively. This recursive process will form a nontrivial
cooperation path (see Figure 1(b)).

All cooperation path forms set C = {c1, c2, . . . , c𝑠} in
which c𝑖 is a trivial/nontrivial cooperation path. |C| = 𝑠
is the number of cooperation paths in VCC. The length of
cooperation path c𝑖 is |c𝑖|, which is equal to the number of
cooperation requests generated to finish a task. A cooperation
path can be subdivided tomany subcooperation paths, whose
starting nodes are one of the nodes in the paths and ending
nodes are the original paths’ ending nodes; this concept will
be used in Section 4.4.
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The quality of service (QoS) can be modeled as a value
between 0 and 1 called service quality. Different vehicles can
provide different quality of service. For vehicle 𝑉𝑖, its service
quality is 𝑄𝑖. The set of service quality of all vehicles is 𝑄 =
{𝑄1, 𝑄2, . . . , 𝑄𝑛}.

Vehicles in Φ can be categorized into two types: normal
vehicles and malicious vehicles. Malicious vehicles will use
various means to strive for the opportunities of providing
services, such as reporting mendacious trust value or service
quality and colluding with other malicious vehicles. Once
malicious vehicles get the opportunities, they will screw the
service requests up in various manners, such as colluding
with other malicious vehicles to provide low-quality services
or destroy packages, to disrupt the network, and to ben-
efit themselves. Assume that the first ℎ vehicles in Φ are
malicious, which consist of set 𝑀 = {𝑉1, 𝑉2, . . . , 𝑉ℎ}. The
remaining vehicles are normal, which consist of set 𝑁 =
{𝑉ℎ+1, 𝑉ℎ+2, . . . , 𝑉𝑛}. Obviously, 𝑀 ∪ 𝑁 = 𝜙.

In order to preventmalicious vehicles fromdisrupting the
network, normal vehicles should avoid sending cooperation
requests to them. They store the estimated trust value and
estimated service quality for other vehicles in storage, called
Private board, and use this information to guide the selection
of trustworthy vehicles when sending cooperation requests.
As will be illustrated in Section 4.3, the Private board of
vehicle 𝑉𝑖 can be modeled by two sets:

𝐸𝑖 = {𝐸𝑖1, 𝐸𝑖2, . . . , 𝐸𝑖𝑛} ,

𝑅𝑖 = {𝑅𝑖1, 𝑅𝑖2, . . . , 𝑅𝑖𝑛} ,
(1)

where 𝐸𝑖𝑗 is the estimated service quality of 𝑉𝑗 recorded by
𝑉𝑖 and 𝑅𝑖𝑗 is the estimated trust value of 𝑉𝑗 recorded by 𝑉𝑖.
Several timestamps (𝑇𝑖, 𝑇col

𝑖 , and 𝑇row
𝑖 ) are also recorded to

trace the recording time.
Besides Private board, In DBTEC schemes, all vehicles

can access a public cloud storage space, called Public board,
anywhere and selectively report their estimated service qual-
ity for other vehicles to it. Vehicles can use the information
in Public board to update the estimated trust value stored in
Private board. As will be illustrated in Section 4.3, the Public
board can bemodeled by two 𝑛×𝑛 matrices, 𝐸 and 𝑇, where
𝐸 records the public estimated service quality reported by
vehicles and 𝑇 records the reporting timestamps.

Note that estimated service quality is selectively reported
to Public board, which means some service quality informa-
tion may not be updated to Public board. Several reasons
may result in this phenomenon: privacy protection, avoiding
revenge, and network interruption.

3.2. Threat Model. There are ℎ malicious vehicles in VCC,
which consist of set 𝑀 = {𝑉1, 𝑉2, . . . , 𝑉ℎ}; four possible mali-
cious behaviors are listed below. These malicious behaviors
can be combined to form sophisticated malicious models,
such as providing unstable services. In Section 5.3, five
malicious models are introduced to analyze the performance
of DBTEC schemes.

(1) Report False Self-Estimated Service Quality to Public Board
When Registering. High-quality service is wanted by users.
Normal vehicles and users tend to choose vehicles providing
high-quality services as cooperative partners. Normal vehicle
𝑉𝑖 reports true service quality 𝑄𝑖 it can provide, which is
called self-estimated service quality, to Public board when
registering.Malicious vehicles can deceive normal vehicles by
reportingmendacious self-estimated service quality to Public
board; this deception method is effective especially in the
stage of cold start, in which trust information is deficient.

(2) Slander Normal Vehicles. As described above, normal
vehicles and users tend to choose vehicles providing high-
quality services as cooperative partners. Slander normal
vehicles by reporting estimated service quality lower than
normal level to Public board will reduce the probability
that normal vehicles get opportunities of providing services,
which increase themalicious vehicles’ opportunity indirectly.

Generally speaking, this can be regarded as a kind of
collusion attack since all malicious vehicles can benefit from
cooperatively slandering normal vehicles and acquire much
more opportunities to provide services.

(3) Collude with Malicious Vehicles by Praising Malicious
Partners.This is a stronger collusion attack than the previous
one since it has direct impacts on confusing normal vehicles.
It praises malicious vehicles by reporting estimated service
quality above their normal level to Public board, which
can directly increase malicious vehicles’ opportunities of
providing services.

(4) Malicious Vehicles Camouflage Themselves as Normal
Vehicles by Acting Like Them in Most of Time. Malicious
vehicles can pretend to be normal vehicles by behaving just
like them and provide unstable services. In this malicious
scenario, the malicious vehicles behave normally generally.
However, sometimes they will act some malicious behavior
to benefit themselves. Because of the camouflage, this attack
is hard to find.

3.3. Problem Statements. Theapplication scenario considered
in this paper is as follows: in Vehicular Cloud Computing
(VCC), vehicles will receive user’s service requests and
provide services to them. In the process of providing services
to users, if vehicles can finish the task, they will provide
services directly to users, which forms a trivial cooperation
path whose length is 1 hop (see Figure 1(a)). But vehicles may
not be able to finish the task by themselves for some reason.
In this case, vehicles will choose several trustworthy vehicles
which are willing to offer help and send cooperation request
to them. Vehicles which receive cooperation request still may
not be able to completely finish the task by themselves. They
will recursively send cooperation requests to other vehicles
until the task is finished.The recursive process of completing
tasks forms a nontrivial cooperation path (see Figure 1(b)).
A cooperation path corresponds to a solution to user request
in this application scenario. Specifically, the cooperation path
is trivial in the case when vehicle which receives the user
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request can finish the user request directly and no further
cooperation happened. The key challenge of this application
scenario is how to select vehicles, which can guarantee the
success of the service and maximize the quality of service for
cooperation.

In the process of cooperation, vehicles may wrongly
choose malicious vehicles for cooperation, which will lead to
the failure of the cooperation. We refer to selecting a vehicle
to cooperate as a choice. A wrong choice means selecting
a malicious vehicle for cooperation. A right choice means
selecting a normal vehicle for cooperation. If there exists a
wrong choice in a cooperation path, we say this cooperation
path is failed.There are three aims in the application scenario
to overcome the challenge described above.

(1) Minimize Failure Rate of Cooperation. Assume that all
cooperation paths in VCC form set C = C𝑌 ∪ C𝑁, where
C𝑌 is the set of successful cooperation paths and C𝑁 is the
set of failed cooperation paths. So the number of cooperation
paths is |C| and the number of failed cooperation paths is
|C𝑁|. The failure rate of cooperation is defined as 𝜃C and we
should minimize it:

𝜃C =
C𝑁
|C| . (2)

(2) Minimize the Failure Rate of Choices. Similarly, assume
that all choices in VCC form set = c𝑌 ∪ c𝑁, where c𝑌 is the
set of right choices and c𝑁 is the set of wrong choices. So the
number of choices is |c| and the number of wrong choices is
|c𝑁|. The failure rate of choices is defined as 𝜃c and we should
also minimize it:

𝜃c =
c𝑁
|c| . (3)

(3) Maximize Quality of Service of All Cooperation Paths.
We define the quality of service of a cooperation path as
the minimum service quality provided by vehicles in the
cooperation path. This definition is reasonable because of
the Cannikin law. Assume that the quality of service of
cooperation path 𝑖 is Q𝑖, where 𝑖 ∈ {1, 2, . . . , |C|}. Therefore
the total quality of services is ∑|C|𝑖=1Q𝑖. We should maximize
the average service quality of cooperation path:

∑|C|𝑖=1Q𝑖
|C| . (4)

In general, we can combine the above three optimization
requirements and try to find a scheme which satisfies the
following three formulas together in this application scenario
of VCC:

minimize 𝜃c =
c𝑁
|c| ,

minimize 𝜃c =
c𝑁
|c| ,

maximize
∑|C|𝑖=1Q𝑖

|C| .

(5)

Notations describes some important notations used
throughout this paper.

4. DBTEC Schemes

4.1. Overview. The main contribution of DBTEC schemes
is to combine Public board with Private board to guide the
selection of cooperative vehicles. In traditional scheme, vehi-
cles can only acquire trust information from direct interac-
tions with other vehicles [28]. Unlike the traditional scheme,
in DBTEC schemes, vehicle 𝐴 not only uses the information
acquired in direct interaction but also uses trustworthy
vehicles’ public estimated service quality stored in Public
board. When vehicle 𝐴 needs to cooperate, it will choose
a cooperative partner. DBTEC schemes use the information
stored in Public board, which is a public information storage
stored in cloud, to update the estimated trust value stored
in vehicle 𝐴’s Private board and then uses updated Private
board to further guide the selection of proper cooperative
partners. In DBTEC schemes, vehicles with high estimated
trust value in vehicle 𝐴’s Private board are called trustworthy.
The trustworthy vehicles’ public estimated service quality
stored in Public board is just like the touchstone used to test
whether an unfamiliar vehicle is malicious. When vehicle 𝐴
trusts vehicle 𝐵, DBTEC will check public estimated service
quality for all vehicles reported by vehicle 𝐵 in Public board
and all estimated service quality for vehicle 𝐵 reported by all
vehicles to find the inconsistency and use the inconsistency
to find malicious vehicles.

Compared with traditional scheme, DBTEC scheme has
major advantages. One of them is overcoming the problem
that trust information is deficient in the stage of cold start.
In the stage of cold start, vehicles do not have enough trust
information to guide the selection of cooperative partners,
which will significantly increase the probability that mali-
cious vehicles get the opportunity of providing services.
DBTEC scheme uses the trust information we already have
as a touchstone to check the consistency and inconsistency
in Public board and further updates the Private board’s
trust information. This process is just like diffusion of trust
information; vehicles will get a lot of indirect information
from the process, which will overcome the problem that trust
information is deficient and increase the accuracy rate of
selecting right vehicles.

Described below are theDBTEC schemes fromhigh level.
As described in system model, there are 𝑛 vehicles in

VCC. Different vehicles can provide different quality of
service. For vehicle 𝑉𝑖, its service quality is 𝑄𝑖. Vehicles can
be categorized into two types: malicious vehicles and normal
vehicles.There are ℎ malicious vehicles in VCC. Public board
is a public cloud storage which can be accessed by vehicles
anywhere. All vehicles can report their estimated service
quality for other vehicles to Public board. All vehicles store
a Private board in which they keep their own estimated trust
value and estimated service quality information for other
vehicles.

For a normal vehicle 𝑉𝑖, when vehicle 𝑉𝑖 receives a user
request, it will check if it can be done by itself; if not, it will
search for vehicles which are willing to perform this task,
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Figure 2: The process of cooperation in DBTEC.

use trust value estimation model to update the information
stored in Private board using the information stored in
Public board, choose several cooperative vehicles using the
synthesized scorewhich is computed from the estimated trust
information and service quality information stored in Private
board, and send cooperation requests to them. After the
cooperative vehicles provide services to vehicle 𝑉𝑖, vehicle 𝑉𝑖
will rate the service quality of cooperative vehicles, update the
estimated service quality information and trust information
in Private board, and selectively report the estimated service
quality to Public board.

For a malicious vehicle 𝑉𝑗, it will use various methods
to strive for the opportunities of providing services. Once
malicious vehicles get these opportunities, they will screw
the service requests up in various manners to disrupt the
network and benefit themselves. Common malicious behav-
iors include reporting false self-estimated service quality,
slandering normal vehicles, praising malicious partners, and
providing unstable services (see Section 3.2).

Figure 2 illustrates a concrete example of the process of
cooperation in DBTEC. A passenger in train station wants
to hire a taxi; he sends user request by mobile phone to
vehicle 𝐴 with blue shadow. Unfortunately, when vehicle 𝐴
is driving to train station, it encounters a traffic jam in a
street. Obviously, it cannot finish the task by itself in time.
It seeks neighboring vehicles which are willing to offer help
and combines trust information stored in Private board with
information stored in Public board to predict the reliability
of these neighboring vehicles. Then it sends cooperation

request to a trustworthy vehicle, namely, the vehicle with
green shadow. The trustworthy vehicle drives to train station
to pick up the passenger and send him to destination.

In the following subsections, we describe the Public
board model, Private board model, behavior of normal
vehicles, trust value estimation model, and cooperation path
generating model, respectively.

4.2. Public BoardModel. All vehicles can access Public board,
which is stored in cloud storage, anywhere. Public board
stores the public estimated service quality for vehicle 𝑉𝑗
reported by vehicle 𝑉𝑖, called 𝐸𝑖𝑗 , and the timestamp at which
it was reported, called 𝑇𝑖𝑗 . Public board can be expressed by
two matrices, 𝐸 and 𝑇:

𝐸 =
[[[[[[
[

𝐸11 𝐸12 ⋅ ⋅ ⋅ 𝐸1𝑛
𝐸21 𝐸22 ⋅ ⋅ ⋅ 𝐸2𝑛
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
𝐸𝑛1 𝐸𝑛2 ⋅ ⋅ ⋅ 𝐸𝑛𝑛

]]]]]]
]

,

𝑇 =
[[[[[[
[

𝑇11 𝑇12 ⋅ ⋅ ⋅ 𝑇1𝑛
𝑇21 𝑇22 ⋅ ⋅ ⋅ 𝑇2𝑛
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
𝑇𝑛1 𝑇𝑛2 ⋅ ⋅ ⋅ 𝑇𝑛𝑛

]]]]]]
]

.

(6)
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Initialize:
Initialize all scalars in 𝐸 with 0.5;
Initialize all scalars in 𝑇 with 0.
(1)While true
(2) If 𝑉𝑖 reports its estimated service quality value  for 𝑉𝑗
(3) 𝐸𝑖𝑗 fl 
(4) Set 𝑇𝑖𝑗 to current timestamp
(5) End If
(6) If 𝑉𝑖 inquires public estimated service quality value of 𝐸𝑖𝑗
(7) Send (𝐸𝑖𝑗 , 𝑇𝑖𝑗 ) to 𝑉𝑖
(8) End If
(9) EndWhile

Algorithm 1: The algorithm running in Public board.

The scale of 𝐸𝑖𝑗 is between 0 and 1. 𝐸𝑖𝑗 = 0.5 is a neutral
service quality estimation.When𝐸𝑖𝑗 < 0.5, the service quality
is worse than normal level. Conversely, when 𝐸𝑖𝑗 > 0.5, the
service quality is better than normal level. 𝑇𝑖𝑗 is a value larger
than or equal to 0. 𝑇𝑖𝑗 = 0 means no updating of estimated
service quality has been committed and 𝐸𝑖𝑗 is still the initial
value.

Vehicle can register to join VCC. For vehicle 𝑉𝑖, it sends
a registering request to Public board and report its own
service quality 𝑄𝑖, called self-estimated service quality, to it
(service quality can be fake if the vehicle is malicious) when
registering; Public board will store this service quality in 𝐸𝑖𝑖
and update the corresponding𝑇𝑖𝑖 to 0. After reporting its own
service quality to 𝐸𝑖𝑖 , Public board will pack all vehicles’ self-
estimated service quality together and send it to vehicle 𝑉𝑖;
vehicle 𝑉𝑖 will use this information as initial service quality to
update Private board.

After initialization, Public boardwill handle the following
two events:

(1) If receiving estimated service quality for vehicle 𝑉𝑗
reported by vehicle 𝑉𝑖, Public board will update the
service quality stored in 𝐸𝑖𝑗 and timestamp 𝑇𝑖𝑗 .

(2) If a certain vehicle inquires about the estimated
service quality for vehicle 𝑉𝑗 reported by vehicle 𝑉𝑖,
Public board will pack the service quality 𝐸𝑖𝑗 and the
corresponding timestamp 𝑇𝑖𝑗 as a tuple (𝐸𝑖𝑗 , 𝑇𝑖𝑗 ) and
send it to the vehicle.

The pseudocode of Public board is presented in Algo-
rithm 1.

4.3. Private Board Model. All vehicles store Private board
in their own storage to guide the selection of trustworthy
cooperative vehicles.

For vehicle 𝑉𝑖, assume that its estimated service quality
for vehicle 𝑉𝑗 is 𝐸𝑖𝑗 and its estimated trust value for vehicle 𝑉𝑗

is 𝑅𝑖𝑗. Both of themwill be stored in its Private board. In other
words, vehicle 𝑉𝑖’s Private board records

𝐸𝑖 = {𝐸𝑖1, 𝐸𝑖2, . . . , 𝐸𝑖𝑛} ,
𝑅𝑖 = {𝑅𝑖1, 𝑅𝑖2, . . . , 𝑅𝑖𝑛} .

(7)

The meaning of 𝐸𝑖𝑗 is similar to 𝐸𝑖𝑗 as described in
Section 4.2. The scale of trust value 𝑅𝑖𝑗 is between 0 and 1.
𝑅𝑖𝑗 = 0.5 is a neutral trust value estimation. When 𝑅𝑖𝑗 < 0.5,
vehicle 𝑉𝑖 thinks vehicle 𝑉𝑗 is malicious. Conversely, when
𝑅𝑖𝑗 > 0.5, vehicle 𝑉𝑖 thinks vehicle 𝑉𝑗 is normal.

Besides𝐸𝑖 and𝑅𝑖, several timestamps are stored in vehicle
𝑉𝑖’s Private board: the timestamp 𝑇𝑖𝑗 at which vehicle 𝑉𝑖
updates 𝐸𝑖𝑗 and the timestamp at which vehicle 𝑉𝑖 updates
𝑅𝑖𝑘 because of trusting in vehicle 𝑉𝑡 (this timestamp can be
divided into two subtimestamps: the subtimestamp 𝑇col

𝑖,𝑡→𝑘

at which vehicle 𝑉𝑖 updates 𝑅𝑖𝑘 from column perspective
because of trusting in vehicle 𝑉𝑡 and the subtimestamp 𝑇row

𝑖,𝑡→𝑘

at which vehicle 𝑉𝑖 updates 𝑅𝑖𝑘 from row perspective because
of trusting in vehicle 𝑉𝑡). In other words, besides 𝐸𝑖 and 𝑅𝑖,
vehicle 𝑉𝑖 records

𝑇𝑖 = {𝑇𝑖1, 𝑇𝑖2, . . . , 𝑇𝑖𝑛} ,

𝑇col
𝑖 =

[[[[[[
[

𝑇col
𝑖,1→1 𝑇col

𝑖,1→2 ⋅ ⋅ ⋅ 𝑇col
𝑖,1→𝑛

𝑇col
𝑖,2→1 𝑇col

𝑖,2→2 ⋅ ⋅ ⋅ 𝑇col
𝑖,2→𝑛

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
𝑇col
𝑖,𝑛→1 𝑇col

𝑖,𝑛→2 ⋅ ⋅ ⋅ 𝑇col
𝑖,𝑛→𝑛

]]]]]]
]

,

𝑇row
𝑖 =

[[[[[
[

𝑇row
𝑖,1→1 𝑇row

𝑖,1→2 ⋅ ⋅ ⋅ 𝑇row
𝑖,1→𝑛

𝑇row
𝑖,2→1 𝑇row

𝑖,2→2 ⋅ ⋅ ⋅ 𝑇row
𝑖,2→𝑛

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
𝑇row
𝑖,𝑛→1 𝑇row

𝑖,𝑛→2 ⋅ ⋅ ⋅ 𝑇row
𝑖,𝑛→𝑛

]]]]]
]

.

(8)

These timestamps are stored to prevent updating Private
board using the same information repeatedly.
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4.4. Normal Vehicles. Every normal vehicle stores its own
Private board and can access Public board anywhere.

When entering VCC, all normal vehicles will send a
registering request to Public board, report their own self-
estimated service quality to Public board, and then wait for
the package sent by Public board which stores all vehicles’
self-estimated service quality to initialize its Private board.

After registering, for normal vehicle 𝑉𝑖, it will receive
a user request at some times. If vehicle 𝑉𝑖 can finish the
user’s task, it will provide services to users directly, which
forms a trivial cooperation path whose length is 1 hop (see
Figure 1(a)). If vehicle 𝑉𝑖 cannot finish the task by itself for
some reason, it will send messages to other vehicles to ask if
they can cooperate to perform this task. Vehicles which give
positive responses form set Υ. Vehicle 𝑉𝑖 then uses trust value
estimation models to update its own Private board using the
information from Public board and uses the updated Private
board to compute synthesized score. Vehicle𝑉𝑖 will then send
cooperation request to vehicles in Υ with large synthesized
score. Vehicles receiving cooperation request will provide
service to vehicle 𝑉𝑖. In the process of providing service, they
may send cooperation request recursively to more vehicles.
The recursive process will form a nontrivial cooperation path
(See Figure 1(b)).

Note every cooperation path corresponds to a solution to
a service request. The service quality of a cooperation path is
defined as the minimum service quality provided by vehicles
in cooperation path. Every cooperation path consists ofmany
subcooperation paths whose starting node is an intermediate
node in original path and ending node is the ending node of
the original task.

After vehicles which received cooperation request finish
the cooperation request from vehicle 𝑉𝑖, vehicle 𝑉𝑖 will esti-
mate the quality of this service, update its own Private board,
and report the updated item to Public board selectively (they
may not report it for self-protection or privacy-protection).

Concretely speaking, vehicle 𝑉𝑖 sends cooperation
request to vehicle 𝑉𝑗, vehicle 𝑉𝑗 may finish this task by itself
or by further cooperation with other vehicles, and the service
quality provided by vehicle 𝑉𝑗 for this cooperation request is
𝑄, which is the minimum service quality in subcooperation
path starting from vehicle 𝑉𝑗 (i.e., the original cooperation
paths’ starting node is vehicle 𝑉𝑖). Vehicle 𝑉𝑖 will update 𝑅𝑖𝑗
to 𝑅 according to Formula (11), set 𝐸𝑖𝑗 to 𝑄, and update 𝑇𝑖𝑗 to
current timestamp simultaneously.

diff = 𝐸𝑖𝑗 − 𝑄 , (9)

𝑓 (𝑥) =
{{{{
{{{{
{

0, 𝑥 ≤ 0,
𝑥, 0 < 𝑥 < 1,
1, 𝑥 ≥ 1,

(10)

𝑅 = {
{
{

𝑓 (𝑅𝑖𝑗 + 𝜎1 ∗ diff) , diff ≤ 𝜇,
𝑓 (𝑅𝑖𝑗 − 𝜎2 ∗ diff) , diff > 𝜇. (11)

In Formula (11), 𝜇 is the threshold to check if the service
quality 𝐸𝑖𝑗 and 𝑄 are close enough; 𝜎1 and 𝜎2 are parameters
used to control the extent of change in 𝑅𝑖𝑗. diff > 𝜇;
namely, the difference between 𝐸𝑖𝑗 and 𝑄 is large, which
means the difference between estimated service quality of
this cooperation and service quality of last cooperation (or
the initial service quality of vehicle 𝑉𝑗) is large and therefore
the service quality of vehicle 𝑉𝑗, namely, 𝑄𝑗, is not stable (or
vehicle 𝑉𝑗’s initial service quality is false); we should decrease
𝑅𝑖𝑗 according to parameter 𝜎2. Conversely, diff ≤ 𝜇 means
the service quality of vehicle 𝑉𝑗, namely, 𝑄𝑗, is stable (or
vehicle 𝑉𝑗’s initial service quality is true); we should increase
𝑅𝑖𝑗 according to parameter 𝜎1.

The pseudocode of normal vehicles is presented in
Algorithm 2.

4.5. Trust Value Estimation Model. Trust value estimation
model can update the information of Private board based
on Public board to increase the precision of trust value
estimation and guide the selection of cooperative vehicles.
In particular, this model will take great effects when trust
information is deficient, such as cold start stage.

Trust value estimationmodel is based on this observation:
when vehicle 𝑉𝑖 trusts vehicle 𝑉𝑡, the following statements are
true:

(1) The estimated service quality for vehicle 𝑉𝑡 stored in
vehicle 𝑉𝑖’s Private board, namely, 𝐸𝑖𝑡, is true.

(2) Public board’s all estimated service quality reported
by vehicle 𝑉𝑡 is true.

Vehicle 𝑉𝑖 uses this observation to update other vehicles’
trust value and estimated service quality in Private board and
prevent malicious vehicles from taking part in cooperation.
The following two rules describe the method.

Rule 1. For a certain vehicle 𝑉𝑡 with high trust value 𝑅𝑖𝑡 in
vehicle 𝑉𝑖’s Private board, if the difference between 𝐸𝑘𝑡 and
𝐸𝑖𝑡 is large, where 𝑘 ∈ {𝑘 | 1 ≤ 𝑘 ≤ 𝑛 and 𝑘 ̸= 𝑖 and 𝑘 ̸= 𝑡},
decrease 𝑅𝑖𝑘.

According to observation 1, the estimated service quality
for vehicle 𝑉𝑡 stored in vehicle 𝑉𝑖’s Private board, namely, 𝐸𝑖𝑡,
is true. If the difference between 𝐸𝑘𝑡 and 𝐸𝑖𝑡 is large, it is likely
that vehicle 𝑉𝑘 reports a false service quality to Public board,
which is a malicious behavior; vehicle 𝑉𝑖 should decrease its
trust value.

Rule 2. For a certain vehicle 𝑉𝑡 with high trust value 𝑅𝑖𝑡 in
vehicle 𝑉𝑖’s Private board, if 𝑇𝑡𝑟 ̸= 0, in other words, 𝐸𝑡𝑟 has
been updated, where 𝑟 ∈ {𝑟 | 1 ≤ 𝑟 ≤ 𝑛 and 𝑟 ̸= 𝑖 and 𝑟 ̸= 𝑡},
vehicle 𝑉𝑖 updates the Private board according to two cases.

Case 1. In the case where 𝑇𝑖𝑟 ̸= 0, in other words, 𝐸𝑖𝑟 has been
updated, if the difference between𝐸𝑡𝑟 and𝐸𝑖𝑟 is large, decrease𝑅𝑖𝑟. If the difference between 𝐸𝑡𝑟 and 𝐸𝑖𝑟 is small, then check
𝑅𝑖𝑟: if 𝑅𝑖𝑟 is small, then further decrease 𝑅𝑖𝑟; if 𝑅𝑖𝑟 is large, then
further increase 𝑅𝑖𝑟.
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Initialize:
Initialize all scalars in 𝐸𝑖 and 𝑅𝑖 with 0.5
Initialize all scalars in 𝑇𝑖, 𝑇col

𝑖 and 𝑇row
𝑖 with 0

Register itself by reporting 𝑄𝑖 to Public board
Waiting for self-estimated service quality of other vehicles sent by Public board
(1)While true
(2) Move randomly in the area
(3) If 𝑉𝑖 receives a service request
(4) If 𝑉𝑖 can finish the request
(5) Provide service to requestor directly
(6) Else
(7) Search vehicles willing to offer help
(8) Update Private board using trust value estimation model
(9) Compute synthesized score of vehicles in Υ
(10) Assume 𝑐 vehicles are needed to complete the task
(11) Set 𝛾 = {𝑉𝑘1 , 𝑉𝑘2 , . . . , 𝑉𝑘𝑐 } as vehicles in Υ with first 𝑐 largest synthesized score
(12) Send cooperation request to vehicles in 𝛾
(13) For vehicle 𝑉𝑘 in 𝛾
(14) Receive service from vehicle 𝑉𝑘 with quality 
(15) 𝐸𝑖𝑘 fl 
(16) Set 𝑇𝑖𝑘 to current time stamp
(17) Report service quality  to Public board
(18) diff fl |𝐸𝑖𝑘 − 𝑄|
(19) If diff ≤ 𝜇
(20) 𝑅𝑖𝑘 fl 𝑓(𝑅𝑖𝑘 + 𝜎1 ∗ diff)
(21) Else
(22) 𝑅𝑖𝑘 fl 𝑓(𝑅𝑖𝑘 − 𝜎2 ∗ diff)
(23) End If
(24) End For
(25) End If
(26) End If
(27) EndWhile

Algorithm 2: The algorithm running in normal car 𝑉𝑖.

When the difference between 𝐸𝑡𝑟 and 𝐸𝑖𝑟 is large, accord-
ing to observation 2, 𝐸𝑡𝑟 is close to real value, and therefore
𝐸𝑖𝑟 may deviate from the real value, which means vehicle
𝑉𝑟 provides different service quality to different vehicles
maliciously. Vehicle 𝑉𝑖 should decrease 𝑅𝑖𝑟.

When the difference between 𝐸𝑡𝑟 and 𝐸𝑖𝑟 is small, there
are two cases to analyze: both vehicle 𝑉𝑖 and vehicle 𝑉𝑡 believe
vehicle𝑉𝑟 ismalicious or both vehicle𝑉𝑖 and vehicle𝑉𝑡 believe
vehicle 𝑉𝑟 is normal. We can use the estimated trust value for
vehicle 𝑉𝑟 stored in vehicle 𝑉𝑖’s Private board, namely, 𝑅𝑖𝑟, to
distinguish the two cases. When 𝑅𝑖𝑟 is small, vehicle 𝑉𝑖 can
infer that both vehicle 𝑉𝑖 and vehicle 𝑉𝑡 think vehicle 𝑉𝑟 is
malicious; vehicle 𝑉𝑖 further decreases 𝑅𝑖𝑟. Conversely, when𝑅𝑖𝑟 is large, vehicle 𝑉𝑖 can infer that both vehicle𝑉𝑖 and vehicle𝑉𝑡 think object 𝑉𝑟 is normal; vehicle 𝑉𝑖 further increases
𝑅𝑖𝑟.
Case 2. In the case where 𝑇𝑖𝑟 = 0, in other words, 𝐸𝑖𝑟 has not
been updated, if 𝑅𝑖𝑡 is large enough, make vehicle 𝑉𝑖 accept
a virtual cooperation from vehicle 𝑉𝑟 whose service quality

is 𝐸𝑡𝑟 : set 𝐸𝑖𝑟 as 𝐸𝑡𝑟 and update the trust value of vehicle 𝑉𝑟
according to this virtual cooperation using Formula (11).

According to observation 2, vehicle 𝑉𝑖 can update the
estimated service quality for vehicle 𝑉𝑟 in Private board
using 𝐸𝑡𝑟 , which is a trustworthy value when vehicle 𝑉𝑡 is
trustworthy.

We will detail this model in the next two subsections.
Section 4.5.1 will give a concrete scheme; DBTEC scheme
with this section’s trust value estimation model is called
DBTEC-1. Section 4.5.2 will improve the scheme to solve cold
start problem; DBTEC scheme with this section’s improved
trust value estimation model is called DBTEC-2.

4.5.1. DBTEC-1. We detail the trust value estimation model
and propose a temporary detailed scheme called DBTEC-1
in this section, which will be further improved in the next
subsection.

Below we detail the two rules listed above.

Rule 1. For vehicle 𝑉𝑡 with trust value 𝑅𝑖𝑡 ≥ 𝛾 in vehicle 𝑉𝑖’s
Private board, if 𝑇𝑘𝑡 > 𝑇col

𝑖,𝑡→𝑘 ≥ 0 and diff = |𝐸𝑖𝑡 − 𝐸𝑘𝑡 | > 𝜇,
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where 𝑘 ∈ {𝑘 | 1 ≤ 𝑘 ≤ 𝑛 and 𝑘 ̸= 𝑖 and 𝑘 ̸= 𝑡}, vehicle
𝑉𝑖 decreases 𝑅𝑖𝑘 to 𝑅 according to Formula (12) and updates
𝑇col
𝑖,𝑡→𝑘 to current timestamp.

𝑅 = 𝑓 (𝑅𝑖𝑘 − 𝜔2 ∗ diff) . (12)

Condition 𝑇𝑘𝑡 > 𝑇col
𝑖,𝑡→𝑘 ≥ 0 guarantees that 𝐸𝑘𝑡 has been

updated since initialization and vehicle 𝑉𝑖 will not update
trust value using the same information repeatedly. 𝑇col

𝑖,𝑡→𝑘

is the subtimestamp at which vehicle 𝑉𝑖 updates 𝑅𝑖𝑘 from
column perspective because of trusting in vehicle 𝑉𝑡. In other
words, this subtimestamp records the timestamp. Rule 1 is
used to update trust value’s last time. 𝑇𝑘𝑡 ≤ 𝑇col

𝑖,𝑡→𝑘 means
no updating has been committed to 𝐸𝑘𝑡 since using Rule 1
last time. Repeat updating using the same information will
lead to error. Formula (12) means vehicle 𝑉𝑖 will decrease 𝑅𝑖𝑘
according to parameter 𝜔2 if diff > 𝜇.
Rule 2. For a certain vehicle 𝑉𝑡 with trust value 𝑅𝑖𝑡 ≥ 𝛾 in
vehicle 𝑉𝑖’s Private board, if 𝑇𝑡𝑟 > 𝑇row

𝑖,𝑡→𝑟 ≥ 0, where 𝑟 ∈ {𝑟 |
1 ≤ 𝑟 ≤ 𝑛 and 𝑟 ̸= 𝑖 and 𝑟 ̸= 𝑡}, vehicle 𝑉𝑖 updates the Private
board according to two cases.

Case 1. In the case where 𝑇𝑖𝑟 ̸= 0, in other words, 𝐸𝑖𝑟 has been
updated, suppose that the difference between 𝐸𝑡𝑟 and 𝐸𝑖𝑟 is
diff = |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |. If diff > 𝜇, vehicle 𝑉𝑖 decreases 𝑅𝑖𝑟 to
𝑅 according to Formula (13) and updates 𝑇row

𝑖,𝑡→𝑟 to current
timestamp:

𝑅 = 𝑓 (𝑅𝑖𝑟 − 𝜔2 ∗ diff) ; (13)

if diff ≤ 𝜇, vehicle 𝑉𝑖 updates 𝑅𝑖𝑟 to 𝑅 using Formula (15)
and updates 𝑇row

𝑖,𝑡→𝑟 to current timestamp:

dev = 𝑅𝑖𝑟 − 0.5, (14)

𝑅 = {
{
{

𝑓 (𝑅𝑖𝑟 + 𝜔1 |dev|) , dev > 0,
𝑓 (𝑅𝑖𝑟 − 𝜔2 |dev|) , dev ≤ 0. (15)

𝑅means vehicle 𝑉𝑖 will decrease 𝑅𝑖𝑟 according to param-
eter𝜔2 if the difference between𝐸𝑡𝑟 and𝐸𝑖𝑟 is large (diff > 𝜇).
𝑅 means that if vehicle 𝑉𝑟 is likely to be a normal vehicle,
we further increase 𝑅𝑖𝑟 according to parameter 𝜔1. The more
trustworthy vehicle 𝑉𝑟 is, the larger amount of increment 𝑅𝑖𝑟
has. Conversely, if vehicle𝑉𝑟 is likely to be amalicious vehicle,
we further decrease 𝑅𝑖𝑟 according to parameter 𝜔2. The less
trustworthy vehicle 𝑉𝑟 is, the larger amount of decrement 𝑅𝑖𝑟
has.

Case 2. In the case where 𝑇𝑖𝑟 = 0, in other words, 𝐸𝑖𝑟 has not
been updated, make vehicle 𝑉𝑖 accept a virtual cooperation
from vehicle 𝑉𝑟 whose service quality is 𝐸𝑡𝑟 : set 𝐸𝑖𝑟 as 𝐸𝑡𝑟 ,
update the trust value of vehicle 𝑉𝑟 according to this virtual
cooperation using Formula (11), and update 𝑇row

𝑖,𝑡→𝑟 to current
timestamp.

(1) For 𝑉𝑡 in Φ/{𝑉𝑖}
(2) If 𝐸𝑖𝑡 ≥ 𝛾
(3) For 𝑉𝑘 in {𝑉𝑘 | 1 ≤ 𝑘 ≤ 𝑛 and 𝑘 ̸= 𝑖 and 𝑘 ̸= 𝑡}
(4) If 𝑇𝑘𝑡 > 𝑇col

𝑖,𝑡→𝑘 ≥ 0
(5) diff  fl |𝐸𝑖𝑡 − 𝐸𝑘𝑡 |
(6) If diff  > 𝜇
(7) 𝑅𝑖𝑘 fl 𝑓(𝑅𝑖𝑘 − 𝜔2 ∗ diff )
(8) Set 𝑇col

𝑖,𝑡→𝑘 to current time stamp
(9) End If
(10) End If
(11) End For
(12) For 𝑉𝑟 in {𝑉𝑟 | 1 ≤ 𝑟 ≤ 𝑛 and 𝑟 ̸= 𝑖 and 𝑟 ̸= 𝑡}
(13) If 𝑇𝑡𝑟 > 𝑇row

𝑖,𝑡→𝑟 ≥ 0
(14) If 𝑇𝑖𝑟 ̸= 0
(15) diff  fl |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |
(16) If diff  > 𝜇
(17) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 − 𝜔2 ∗ diff )
(18) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(19) Else
(20) dev fl 𝑅𝑖𝑟 − 0.5
(21) If dev > 0
(22) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖

𝑟
+ 𝜔1 ∗ |dev|)

(23) Else
(24) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖

𝑟
− 𝜔2 ∗ |dev|)

(25) End If
(26) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(27) End If
(28) Else
(29) diff fl |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |
(30) If diff ≤ 𝜇
(31) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 + 𝜎1 ∗ diff)
(32) Else
(33) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 − 𝜎2 ∗ diff)
(34) End If
(35) 𝐸𝑖𝑟 fl 𝐸𝑡𝑟
(36) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(37) End If
(38) End If
(39) End For
(40) End If
(41) End For

Algorithm 3: DBTEC-1’s trust value estimation model in 𝑉𝑖.

The pseudocode of this scheme is presented in Algorithm
3.

4.5.2. DBTEC-2. We further improve the performance of
DBTEC-1 in this subsection.

In the beginning stage of VCC, deficiency of information
will make many trust value estimation schemes invalid. This
phenomenon is called cold start.

DBTEC-1 scheme cannot guide the selection of cooper-
ative partner well when in stage of cold start because it can
only take effect when vehicles’ trust value becomes larger than
threshold 𝛾. We can improve the original scheme based on
this observation.
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Unlike DBTEC-1, we no longer use an absolute threshold
as a starting condition of trust value estimation scheme. We
can adjust the influence of trust value estimation scheme
according to the trust value of vehicles.Themore trustworthy
the vehicle is, the more influence it will have in trust value
estimation scheme.

This improvement can significantly enhance the perfor-
mance of DBTEC-1, especially in the stage of cold start, since
it can address the trust information deficiency problem in
cold start stage, in which most of the failed cooperation
happened. DBTEC scheme with this improved trust value
estimation model is called DBTEC-2, which is an improved
version of DBTEC-1.

Below we introduce the improvement in detail.
According to the description above, two new parameters,

𝛼1 and 𝛼2, are introduced into the scheme to control the
influence of trust value estimation model. 𝛼1 and 𝛼2 can be
computed according to the following two formulas:

𝛼1 =
{{{
{{{
{

𝜔1, 𝐸𝑖𝑡 ≥ 𝛾,
(𝑅𝑖𝑡 − 0.5) 𝜔1

𝛾 − 0.5 , 𝐸𝑖𝑡 < 𝛾,
(16)

𝛼2 =
{{{
{{{
{

𝜔2, 𝐸𝑖𝑡 ≥ 𝛾,
(𝑅𝑖𝑡 − 0.5) 𝜔2

𝛾 − 0.5 , 𝐸𝑖𝑡 < 𝛾.
(17)

When 𝑅𝑖𝑡 ≥ 𝛾, vehicle 𝑉𝑡 is completely trustworthy and
therefore the influence degree 𝛼1 is corresponding to 𝜔1,
which is the biggest influence degree. When 𝑅𝑖𝑡 < 𝛾, Formula
(16) maps trust value 0.5∼𝑅𝑖𝑡 to 0∼𝜔1. The larger 𝑅𝑖𝑡 is, the
larger influence degree 𝛼1 is. 𝛼2 has similar conclusion.When
𝑅𝑖𝑡 ≥ 𝛾, vehicle 𝑉𝑡 is completely trustworthy and therefore
the influence degree 𝛼2 is corresponding to 𝜔2, which is the
biggest influence degree. When 𝑅𝑖𝑡 < 𝛾, Formula (17) maps
trust value 0.5∼𝑅𝑖𝑡 to 0∼𝜔2.

Below are the rules of the improved scheme.

Rule 1. For a certain vehicle 𝑉𝑡 with trust value 𝑅𝑖𝑡 ≥ 0.5
in vehicle 𝑉𝑖’s Private board, compute 𝛼1 and 𝛼2. If 𝑇𝑘𝑡 >
𝑇col
𝑖,𝑡→𝑘 ≥ 0 and diff = |𝐸𝑖𝑡 − 𝐸𝑘𝑡 | > 𝜇, where 𝑘 ∈ {𝑘 |

1 ≤ 𝑘 ≤ 𝑛 and 𝑘 ̸= 𝑖 and 𝑘 ̸= 𝑡}, vehicle 𝑉𝑖 decreases 𝑅𝑖𝑘
to 𝑅 according to Formula (18) and updates 𝑇col

𝑖,𝑡→𝑘 to current
timestamp.

𝑅 = 𝑓 (𝑅𝑖𝑘 − 𝛼2 ∗ diff) . (18)

Rule 2. For a certain vehicle 𝑉𝑡 with trust value 𝑅𝑖𝑡 ≥ 𝛾 in
vehicle𝑉𝑖’s Private board, compute 𝛼1 and 𝛼2. If𝑇𝑡𝑟 > 𝑇row

𝑖,𝑡→𝑟 ≥
0, where 𝑟 ∈ {𝑟 | 1 ≤ 𝑟 ≤ 𝑛 and 𝑟 ̸= 𝑖 and 𝑟 ̸= 𝑡}, vehicle 𝑉𝑖
updates the Private board according to two cases.

Case 1. In the case where 𝑇𝑖𝑟 ̸= 0, in other words, 𝐸𝑖𝑟 has been
updated, suppose that the difference between 𝐸𝑡𝑟 and 𝐸𝑖𝑟 is
diff  = |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |. If diff  > 𝜇, vehicle 𝑉𝑖 decreases 𝑅𝑖𝑟 to

𝑅 according to Formula (19) and updates 𝑇row
𝑖,𝑡→𝑟 to current

timestamp:

𝑅 = 𝑓 (𝑅𝑖𝑟 − 𝛼2 ∗ diff ) ; (19)

if diff  ≤ 𝜇, vehicle 𝑉𝑖 updates 𝑅𝑖𝑟 to 𝑅 using Formula (21)
and updates 𝑇row

𝑖,𝑡→𝑟 to current timestamp:

dev = 𝑅𝑖𝑟 − 0.5, (20)

𝑅 = {
{
{

𝑓 (𝑅𝑖𝑟 + 𝛼1 |dev|) , dev > 0,
𝑓 (𝑅𝑖𝑟 − 𝛼2 |dev|) , dev ≤ 0. (21)

Case 2. In the case where 𝑇𝑖𝑟 = 0, in other words, 𝐸𝑖𝑟 has not
been updated, make vehicle 𝑉𝑖 accept a virtual cooperation
from vehicle 𝑉𝑟 whose service quality is 𝐸𝑡𝑟 : set 𝐸𝑖𝑟 as 𝐸𝑡𝑟 ,
update the trust value of vehicle 𝑉𝑟 according to this virtual
cooperation using Formula (11), and update 𝑇row

𝑖,𝑡→𝑟 to current
timestamp.

The pseudocode of this scheme is presented in Algorithm
4.

4.6. Cooperation Path Generating Model. When vehicle 𝑉𝑖
receives a user request, such as delivering a package to person
𝑃 in a certain place as soon as possible, if vehicle 𝑉𝑖 can finish
this task by itself individually, it will provide services to user
directly, which forms a trivial cooperation path whose length
is 1 hop, that is, a hop from user to vehicle 𝑉𝑖. If vehicle 𝑉𝑖
cannot finish this task by itself, for example, vehicle 𝑉𝑖 cannot
deliver the package to person 𝑃 directly, vehicle 𝑉𝑖 will finish
what it can do and then send messages to other vehicles to
ask if they are willing to cooperate to perform the rest of the
task. Vehicles give positive response form set Υ. Vehicle 𝑉𝑖
will select several vehicles in set Υ according to computed
synthesized scores and send cooperation request to them.
Assume that vehicle𝑉𝑗 has received cooperation request from
vehicle 𝑉𝑖. If vehicle 𝑉𝑗 can finish the task, it will provide
services to vehicle 𝑉𝑖. If vehicle 𝑉𝑗 still cannot perform the
task by itself, it will do what it can do and further recursively
send the cooperation request to other vehicles just like vehicle
𝑉𝑖.This recursive process forms a nontrivial cooperation path
(see Figure 1). The cooperation path starting from vehicle 𝑉𝑗
can be viewed as a subcooperation path of the cooperation
path starting from 𝑉𝑖 as described in Section 4.4. Note that
a cooperation path is corresponding to a solution to a user
request.

The key problem in constructing cooperation path is how
to guarantee the quality and the safety of service provided
by the cooperation path. Users always want to receive service
with high quality under the condition that the safety of this
service can be guaranteed. For example, users who want to
deliver a package to person 𝑃 expect the package to be sent to
person 𝑃 as soon as possible without any damage.

To overcome the key problem, three factors have to be
considered: the trust value, the service quality, and the near
completion degree of cooperative vehicles.
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(1) For 𝑉𝑡 in Φ/{𝑉𝑖}
(2) If 𝐸𝑖𝑡 ≥ 0.5
(3) Compute 𝛼1 and 𝛼2
(4) For 𝑉𝑘 in {𝑉𝑘 | 1 ≤ 𝑘 ≤ 𝑛 and 𝑘 ̸= 𝑖 and 𝑘 ̸= 𝑡}
(5) If 𝑇𝑘𝑡 > 𝑇col

𝑖,𝑡→𝑘 ≥ 0
(6) diff  fl |𝐸𝑖𝑡 − 𝐸𝑘𝑡 |
(7) If diff  > 𝜇
(8) 𝑅𝑖𝑘 fl 𝑓(𝑅𝑖𝑘 − 𝛼2 ∗ diff )
(9) Set 𝑇col

𝑖,𝑡→𝑘 to current time stamp
(10) End If
(11) End If
(12) End For
(13) For 𝑉𝑟 in {𝑉𝑟 | 1 ≤ 𝑟 ≤ 𝑛 and 𝑟 ̸= 𝑖 and 𝑟 ̸= 𝑡}
(14) If 𝑇𝑡𝑟 > 𝑇row

𝑖,𝑡→𝑟 ≥ 0
(15) If 𝑇𝑖𝑟 ̸= 0
(16) diff  fl |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |
(17) If diff  > 𝜇
(18) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 − 𝛼2 ∗ diff )
(19) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(20) Else
(21) dev fl 𝑅𝑖𝑟 − 0.5
(22) If dev > 0
(23) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖

𝑟
+ 𝛼1 ∗ |dev|)

(24) Else
(25) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖

𝑟
− 𝛼2 ∗ |dev|)

(26) End If
(27) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(28) End If
(29) Else
(30) If 𝐸𝑖𝑡 ≥ 𝛾
(31) diff fl |𝐸𝑖𝑟 − 𝐸𝑡𝑟 |
(32) If diff ≤ 𝜇
(33) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 + 𝜎1 ∗ diff)
(34) Else
(35) 𝑅𝑖𝑟 fl 𝑓(𝑅𝑖𝑟 − 𝜎2 ∗ diff)
(36) End If
(37) 𝐸𝑖𝑟 fl 𝐸𝑡𝑟
(38) Set 𝑇row

𝑖,𝑡→𝑟 to current time stamp
(39) End If
(40) End If
(41) End If
(42) End For
(43) End If
(44) End For

Algorithm 4: DBTEC-2’s trust value estimation model in 𝑉𝑖.

The estimated trust value and the service quality are
known to vehicles. The near completion degree of a vehicle
means to what extent can this vehicle perform the task.
When vehicle 𝑉𝑖 sends messages to vehicle 𝑉𝑗 and asks if
it is willing to cooperate, vehicle 𝑉𝑗 will report the near
completion degree of itself on this task to vehicle 𝑉𝑖 if it is
willing to cooperate. The near completion degree is different
from the service quality, which means the quality of service
provided by vehicles in the process of providing service.
For example, when the task is delivering a package, the
near completion degree of vehicle 𝑉𝑗 is how far vehicle 𝑉𝑗

can deliver this package (it may pass the package on to
another cooperative partner after delivering the packages to
the farthest place it can reach). Obviously, in order to reduce
the length of cooperation path as much as possible, vehicles
should greedily choose the vehicle which can do more parts
of the task as their cooperative partner. Because the greedy
strategy will indirectly minimize the failure rate of cooper-
ation, there is a certain probability of choosing malicious
vehicles when sending cooperation request. Therefore the
longer the cooperation path is, the more choices to be made
are and the larger the probability that malicious vehicles get
opportunities to provide services is.

Assume that the estimated service quality for vehicle 𝑉𝑗
stored in vehicle 𝑉𝑖’s Private board is 𝐸𝑖𝑗, the estimated trust
value for vehicle 𝑉𝑗 stored in vehicle 𝑉𝑖’s Private board is
𝑅𝑖𝑗, and vehicle 𝑉𝑗’s normalized near completion degree on
task 𝜉 is 𝐶𝜉𝑗 . We can synthesize the three factors and use
them to compute the synthesized score which can guide
the selection of cooperative vehicles. Vehicle 𝑉𝑖’s synthesized
score to vehicle 𝑉𝑗 is

𝑃𝑖𝑗 = 𝜆1𝐸𝑖𝑗 + 𝜆2𝑅𝑖𝑗 + 𝜆3𝐶𝜉𝑗 , (22)

where 𝜆1 > 0, 𝜆2 > 0, 𝜆3 > 0, and 𝜆1 + 𝜆2 + 𝜆3 = 1.
When selecting cooperative vehicles, vehicle 𝐴 will com-

pute synthesized score of vehicles in setΥ and choose vehicles
with large synthesized score to cooperate with.

The algorithm of generating cooperation path is pre-
sented in Algorithm 5.

5. Performance Analysis and
Experimental Results

5.1. Overview. In this section, we will prove the effectiveness
of DBTEC schemes by theoretical analysis and extensive
experiments. In Section 5.2, the time complexity of DBTEC
schemes is given to illustrate the theoretical performance of
DBTEC schemes. In Section 5.3, the performance of DBTEC
schemes is analyzed by experiments and simulations.

All simulation programs are implemented by C++ with
Visual Studio 2013. The proportion of malicious vehicles to
all vehicles is 40%∼70%; the time interval between two con-
secutive timestamp is defined as 15 minutes. In a timestamp,
the probability of receiving user requests for every vehicle is
20% in experiments of the average estimated trust value and
the success ratio of each stage and 70% in experiments of the
total success ratio of cooperation requests.

Five threat models are analyzed in Section 5.3. They
are reporting false self-estimated service quality, pretending
to be normal vehicles, slandering normal vehicles, praising
malicious partners, and providing unstable services. They all
have been described in Section 3.2.

Three major indexes are computed in each threat model.
They are the average estimated trust value of malicious
and normal vehicles, the total success ratio of cooperation
requests, and the success ratio of each stage.
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Initialize:
vehicle 𝐴 receives a service request 𝜉
(1) If 𝑉𝑖 can finish task 𝜉
(2) 𝑉𝑖 can finish task 𝜉
(3) Return 𝑉𝑖’s service quality
(4) Else
(5) Subdivide task 𝜉 into 𝜉0, 𝜉1, 𝜉2, . . . , 𝜉𝑘
(6) 𝑉𝑖 finishes the subtask 𝜉0
(7) Search vehicles willing to perform the rest of tasks which form set 𝛾 and receive their 𝐶𝜉𝑗 (𝑗 = 1, 2, . . . , 𝛾)
(8) Compute synthesized score of vehicles in 𝛾
(9) Select vehicles with the first 𝑘 largest synthesized score which forms set 𝛾𝑘
(10) For 𝑉𝑡 in 𝛾𝑘
(11) Call Algorithm 5 with 𝜉𝑘
(12) End For
(13) End If

Algorithm 5: Cooperation path generating model.

The performances of three schemes are analyzed in each
index. They are traditional scheme, DBTEC-1, and DBTEC-
2. In traditional scheme, Public board is deprecated and
vehicles can only acquire trust information by direct inter-
action [28]. More concretely speaking, traditional scheme
can be regarded as a reduction version of DBTEC scheme
without Public board model and trust value estimation
model. DBTEC-1 and DBTEC-2 are proposed in Section 4.5.
DBTEC-2 is an improved version of DBTEC-1, which can
address the trust information problem in cold start stage as
illustrated in Section 4.5.2.

5.2. Complexity Analysis. Assume that we use the number of
vehicles involved in VCC, that is, ℎ, as the measure to model
the input size of the scheme, which is a natural choice in this
scenario. It is easy to analyze the time complexity of DBTEC
schemes.

In DBTEC-1 scheme, the whole structure of the pseu-
docode is formed by two-tier nested loops. The maximum
running number of outer loops is 𝑂(ℎ). In worst cases,
the maximum running number of inner loops is also 𝑂(ℎ).
Therefore, the worst-case time complexity of DBTEC-1 is
𝑂(ℎ2), which can be immediately computed by vehicular
chips.

DBTEC-2 scheme is very similar to DBTEC-1 except that
a little extra computation is introduced to compute 𝛼1 and𝛼2, which is 𝑂(1). Therefore, the worst-case time complexity
of DBTEC-2 is also (ℎ2), which can be immediately computed
by vehicular chips.

5.3. Performance in Various Threat Models

5.3.1. Reporting False Self-Estimated Service Quality. This is
a comparatively simple treat model. In this model, malicious
vehicles will report a mendacious self-estimated service qual-
ity to Public board when registering. When seeking cooper-
ative partners, vehicles tend to send cooperation requests to
vehicles with high service quality. Malicious vehicles expect

to deceive them using the mendacious self-estimated service
quality. After registering, malicious vehicles will move in the
limited area and wait for cooperation requests, but they will
not accept any user requests in these threat models.

We first analyze the influence of DBTEC-1 and DBTEC-2
on average estimated trust value in this threat model.

Figure 3 illustrates the increment of average estimated
trust value of normal vehicles as time goes on using tradi-
tional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis of this figure is timestamp and the vertical
axis is the estimated trust value of normal vehicles. As
illustrated by Figure 3, in traditional scheme, the increment
of average estimated trust value of normal vehicles is slow, but
when using DBTEC scheme the speed of increment increases
significantly. When comparing DBTEC-1 and DBTEC-2, it is
obvious thatDBTEC-2 increases the speed of incrementmore
significantly compared to DBTEC-1, especially when in the
stage of cold start, which proves the improvement of DBTEC-
2 as illustrated in Section 4.5.2.

Figure 4 illustrates the decrement of average estimated
trust value of malicious vehicles as time goes on using
traditional scheme, DBTEC-1, and DBTEC-2, respectively.
The horizontal axis of this figure is timestamp and the
vertical axis is the estimated trust value of malicious vehi-
cles. As illustrated by Figure 4, in traditional scheme, the
decrement of average estimated trust value of malicious
vehicles is slow, but when using DBTEC schemes the speed of
decrement increases significantly.When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of decrement more significantly compared to DBTEC-
1, especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

In general, Figures 3 and 4 illustrate that DBTEC has
significantly positive influence on estimating trust value of
vehicles. DBTEC-2 performs much better than DBTEC-1,
especially in the stage of cold start.

Then, we analyze the influence of DBTEC-1 and DBTEC-
2 on total success ratio of cooperation requests in this threat
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Figure 3: Time-average trust value of normal vehicles.
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Figure 4: Time-average trust value of malicious vehicles.

model. The success ratio is defined as the proportion of
cooperation requests sent to normal vehicles to total coop-
eration requests in a certain timespan. The total success ratio
is defined as the success ratio from initialization to current
timestamp. Figure 5 illustrates the increment of total success
ratio as time goes on using traditional scheme, DBTEC-1,
and DBTEC-2, respectively. The horizontal axis of this figure
is timestamp and the vertical axis is the total success ratio
from initialization to current timestamp. As illustrated by
Figure 5, the positive influence of DBTEC-1 on total success
ratio is comparatively small when compared with the positive
influence of DBTEC-2. Particularly in the stage of cold start,
the total success ratio of DBTEC-1 is nearly equal to the total
success ratio of traditional scheme. DBTEC-2 outperforms
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Figure 5: Time-total success ratio.

DBTEC-1 and traditional scheme significantly in the total
success ratio.

This phenomenon can be explained by the following
observation: total success ratio is dominated by the cooper-
ation requests sent in the stage of cold start. In the stage of
cold start, the deficiency of trust information leads to a lot of
mistaken selections of cooperative partners, which dominate
the change of total success ratio. The more mistakes made
in this stage are, the less total success ratio is. As time goes
on, vehicles’ direct interaction accumulated a lot of trust
information which can guide the selection of cooperative
partners effectively. The changes of total success ratio in
traditional scheme and in DBTEC scheme tend to be similar
in this stage. The reason why DBTEC-1’s positive influence is
small, especially in the stage of cold start, is thatDBTEC-1will
take effects when some vehicles’ trust information is larger
than 𝛾. In other words, DBTEC-1 may not take effects in the
stage of cold start and the behavior ofDBTEC-1 in that stage is
very similar to the behavior of traditional scheme. When this
condition is satisfied, traditional scheme has accumulated
a lot of trust information to guide its cooperative partners’
selection and DBTEC-1 can only take effects in limited cases.
However,DBTEC-2 can provide trust information even in the
stage of cold start, which sharply reducesmistaken selections.
That is why it is far better than DBTEC-1 and traditional
scheme.

In general, DBTEC is better than traditional scheme in
the total success ratio, DBTEC-2 increases much more total
success ratio compared to DBTEC-1 and traditional scheme,
and DBTEC-1 increases the total success ratio in a small
amount.

Finally, we analyze the influence of DBTEC-1 and
DBTEC-2 on the success ratio of each stage in this threat
model. We set every 50 timestamps as a stage in the exper-
iment. The success ratio of each stage is the success ratio in
timespan of 50 timestamps. Figure 6 illustrates the increment
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Figure 6: Time-success ratio of stages.

of the success ratio of each stage, namely, each 50 timestamps.
The horizontal axis of this figure is timestamp and the vertical
axis is the success ratio of the stage the timestamp belongs
to. As illustrated by Figure 6, the success ratio of stages
of both traditional scheme and DBTEC schemes increases
as time goes on. Both DBTEC-1 and DBTEC-2’s increasing
speed outperforms traditional scheme.DBTEC-2’s increasing
speed outperforms DBTEC-1 in every stage significantly; this
phenomenon is significant especially in the stage of cold start.
In general, DBTEC’ success ratio of each stage is larger than
traditional scheme in each stage. DBTEC-2 increases larger
success ratio of each stage compared to DBTEC-1, especially
in the stage of cold start.

5.3.2. Pretending to Be Normal Vehicles. This threat model
is more complicated than the previous one. In this model,
malicious vehicles not only will report mendacious self-
estimated service quality to Public boardwhen registering but
also will pretend to be normal vehicles and perform the same
as them. Experimental results proof, in this threatmodel, that
DBTEC will distinguish malicious vehicles and normal ones
better than the former threat model; DBTEC-2 has better
effects than DBTEC-1.

We first analyze the influence of DBTEC-1 and DBTEC-2
on average estimated trust value in this threat model.

Figure 7 illustrates the increment of average estimated
trust value of normal vehicles as time goes on using tradi-
tional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis and the vertical axis of this figure are the
same as Figure 3. As illustrated by Figure 7, similar results
will be obtained as in Figure 3. In traditional scheme, the
increment of average estimated trust value of normal vehicles
is slow, but when using DBTEC schemes the speed of
increment increases significantly. When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of incrementmore significantly compared toDBTEC-1,
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Figure 7: Time-average trust value of normal vehicles.
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Figure 8: Time-average trust value of malicious vehicles.

especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

Figure 8 illustrates the decrement of average estimated
trust value of malicious vehicles as time goes on using tra-
ditional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis and the vertical axis of this figure are the same
as Figure 4. As illustrated by Figure 8, similar results will be
obtained as in Figure 4; in traditional scheme, the decrement
of average estimated trust value of malicious vehicles is
slow, but when using DBTEC schemes the speed of decre-
ment increases significantly. When comparing DBTEC-1 and
DBTEC-2, it is obvious that DBTEC-2 increases the speed
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Figure 9: Time-total success ratio.

of decrement more significantly compared to DBTEC-1,
especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

In general, Figures 7 and 8 illustrate that DBTEC has
significantly positive influence on estimating trust value of
vehicles. DBTEC-2 performs much better than DBTEC-1,
especially in the stage of cold start. DBTEC schemes can take
effects even in more complicated situations.

Then, we analyze the influence of DBTEC-1 and DBTEC-
2 on total success ratio of cooperation requests in this threat
model. Figure 9 illustrates the increment of total success
ratio as time goes on using traditional scheme, DBTEC-
1, and DBTEC-2, respectively. The horizontal axis and the
vertical axis are the same as Figure 5. As illustrated by
Figure 9, similar results will be obtained as in Figure 5;
the positive influence of DBTEC-1 on total success ratio
is comparatively small when compared with the positive
influence of DBTEC-2. Particularly in the stage of cold start,
the total success ratio of DBTEC-1 is nearly equal to the total
success ratio of traditional scheme. DBTEC-2 outperforms
DBTEC-1 and traditional scheme significantly in the total
success ratio. In general, Figure 9 illustrates that DBTEC
is better than traditional scheme in the total success ratio,
DBTEC-2 increases much more total success ratio compared
to DBTEC-1 and traditional scheme, and DBTEC-1 increases
the total success ratio in a small amount.

Finally, we analyze the influence of DBTEC-1 and
DBTEC-2 on the success ratio of each stage in this threat
model. The experimental method is the same as Figure 6.
Figure 10 illustrates the increment of the success ratio of each
stage, namely, each 50 timestamps. The horizontal axis and
the vertical axis are the same as Figure 6. As illustrated by
Figure 10, similar results will be obtained as in Figure 6.
The success ratio of stages of both traditional scheme and
DBTEC schemes increases as time goes on. Both DBTEC-
1 and DBTEC-2’s increasing speed outperforms traditional
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Figure 10: Time-success ratio of stages.

scheme. DBTEC-2’s increasing speed outperforms DBTEC-
1 in every stage significantly; this phenomenon is significant
especially in the stage of cold start. In general, Figure 10
illustrates that DBTEC’ success ratio of each stage is larger
than traditional scheme in each stage. DBTEC-2 increases
larger success ratio of each stage compared to DBTEC-1,
especially in the stage of cold start.

5.3.3. Slandering Normal Vehicles. In this model, malicious
vehicles not only will report mendacious self-estimated ser-
vice quality to Public board when registering but also will
report low estimated service quality of normal vehicles to
slander them even if these normal vehicles never provide
services to them. By slandering normal vehicles, malicious
vehicles’ opportunities of providing services increase indi-
rectly.This can be regarded as a collusion attack as illustrated
in Section 3.2. Experimental results proof that DBTEC will
also distinguish malicious vehicles and normal ones in this
threat model; DBTEC-2 has better effects than DBTEC-1.

We first analyze the influence of DBTEC-1 and DBTEC-2
on average estimated trust value in this threat model.

Figure 11 illustrates the increment of average estimated
trust value of normal vehicles as time goes on using tradi-
tional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis and the vertical axis of this figure are the
same as Figure 3. As illustrated by Figure 11, similar results
will be obtained as in Figure 3. In traditional scheme, the
increment of average estimated trust value of normal vehicles
is slow, but when using DBTEC schemes the speed of
increment increases significantly. When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of increment more significantly compared to DBTEC-
1, especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

Figure 12 illustrates the decrement of average estimated
trust value of malicious vehicles as time goes on using
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Figure 11: Time-average trust value of normal vehicles.

0 50 100 150 200
0

5

10

15

20

25

30

35

40

45

50

Th
e a

ve
ra

ge
 tr

us
t v

al
ue

 o
f m

al
ic

io
us

 v
eh

ic
le

s

Time

Traditional scheme
DBTEC-1
DBTEC-2

Figure 12: Time-average trust value of malicious vehicles.

traditional scheme, DBTEC-1, and DBTEC-2, respectively.
The horizontal axis and the vertical axis of this figure are
the same as Figure 4. As illustrated by Figure 12, similar
results will be obtained as in Figure 4; in traditional scheme,
the decrement of average estimated trust value of malicious
vehicles is slow, but when using DBTEC schemes the speed of
decrement increases significantly.When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases
the speed of decrement more significantly than DBTEC-1,
especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

In general, Figures 11 and 12 illustrate that DBTEC has
significantly positive influence on estimating trust value of
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Figure 13: Time-total success ratio.

vehicles. DBTEC-2 performs much better than DBTEC-1,
especially in the stage of cold start. DBTEC schemes can take
effects even in complicated situations.

Then, we analyze the influence of DBTEC-1 and DBTEC-
2 on total success ratio of cooperation requests in this threat
model. Figure 13 illustrates the increment of total success
ratio as time goes on using traditional scheme, DBTEC-
1, and DBTEC-2, respectively. The horizontal axis and the
vertical axis are the same as Figure 5. As illustrated by
Figure 13, similar results will be obtained as in Figure 5;
the positive influence of DBTEC-1 on total success ratio
is comparatively small when compared with the positive
influence of DBTEC-2. Particularly in the stage of cold start,
the total success ratio of DBTEC-1 is nearly equal to the total
success ratio of traditional scheme. DBTEC-2 outperforms
DBTEC-1 and traditional scheme significantly in the total
success ratio. In general, Figure 13 illustrates that DBTEC
is better than traditional scheme in the total success ratio,
DBTEC-2 increases much more total success ratio compared
to DBTEC-1 and traditional scheme, and DBTEC-1 increases
the total success ratio in a small amount.

Finally, we analyze the influence of DBTEC-1 and
DBTEC-2 on the success ratio of each stage in this threat
model. The experimental method is the same as Figure 6.
Figure 14 illustrates the increment of the success ratio of each
stage, namely, each 50 timestamps. The horizontal axis and
the vertical axis are the same as Figure 6. As illustrated by
Figure 14, similar results will be obtained as in Figure 6. The
success ratio of stages of both traditional scheme andDBTEC
schemes increases as time goes on. Both DBTEC-1 and
DBTEC-2’s increasing speed outperforms traditional scheme.
DBTEC-2’s increasing speed outperforms DBTEC-1 in every
stage significantly; this phenomenon is significant especially
in the stage of cold start. In general, Figure 14 illustrates that
DBTEC’ success ratio of each stage is larger compared to
traditional scheme in each stage. DBTEC-2 increases larger
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Figure 14: Time-success ratio of stages.

success ratio of each stage compared to DBTEC-1, especially
in the stage of cold start.

5.3.4. Praising Partners and Slandering Normal Vehicles. In
this model, which can be regarded as a stronger collusion
attack than the previousmodel, malicious vehicles will report
mendacious self-estimated service quality to Public board
when registering, report low estimated service quality of
normal vehicles to slander them even if these normal vehicles
never provide services to them, and praise other malicious
partners by reporting high estimated service quality of
them. By slandering normal vehicles, malicious vehicles’
opportunities of providing services increase indirectly. By
collusively praising malicious partners, the overall number
of opportunities of malicious vehicles increases significantly.
Experimental results proof that DBTEC will also distinguish
malicious vehicles and normal ones in this threat model;
DBTEC-2 has better effects than DBTEC-1.

We first analyze the influence of DBTEC-1 and DBTEC-2
on average estimated trust value in this threat model.

Figure 15 illustrates the increment of average estimated
trust value of normal vehicles as time goes on using tradi-
tional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis and the vertical axis of this figure are the
same as Figure 3. As illustrated by Figure 15, similar results
will be obtained as in Figure 3. In traditional scheme, the
increment of average estimated trust value of normal vehicles
is slow, but when using DBTEC schemes the speed of
increment increases significantly. When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of increment more significantly compared to DBTEC-
1, especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

Figure 16 illustrates the decrement of average estimated
trust value of malicious vehicles as time goes on using
traditional scheme, DBTEC-1, and DBTEC-2, respectively.

0 50 100 150 200

50
51
52
53
54
55
56
57
58
59
60
61
62

Th
e a

ve
ra

ge
 tr

us
t v

al
ue

 o
f n

or
m

al
 v

eh
ic

le
s

Time

Traditional scheme
DBTEC-1
DBTEC-2

Figure 15: Time-average trust value of normal vehicles.
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Figure 16: Time-average trust value of malicious vehicles.

The horizontal axis and the vertical axis of this figure are
the same as Figure 4. As illustrated by Figure 16, similar
results will be obtained as in Figure 4; in traditional scheme,
the decrement of average estimated trust value of malicious
vehicles is slow, but when using DBTEC schemes the speed of
decrement increases significantly.When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of decrement more significantly compared to DBTEC-
1, especially when in the stage of cold start, which proves the
improvement of DBTEC-2 as illustrated in Section 4.5.2.

In general, Figures 15 and 16 illustrate that DBTEC has
significantly positive influence on estimating trust value of
vehicles. DBTEC-2 performs much better than DBTEC-1,
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Figure 17: Time-total success ratio.

especially in the stage of cold start. DBTEC schemes can take
effects even in complicated situations.

Then, we analyze the influence of DBTEC-1 and DBTEC-
2 on total success ratio of cooperation requests in this threat
model. Figure 17 illustrates the increment of total success
ratio as time goes on using traditional scheme, DBTEC-
1, and DBTEC-2, respectively. The horizontal axis and the
vertical axis are the same as Figure 5. As illustrated by
Figure 17, similar results will be obtained as in Figure 5;
the positive influence of DBTEC-1 on total success ratio
is comparatively small when compared with the positive
influence of DBTEC-2. Particularly in the stage of cold start,
the total success ratio of DBTEC-1 is nearly equal to the total
success ratio of traditional scheme. DBTEC-2 outperforms
DBTEC-1 and traditional scheme significantly in the total
success ratio. In general, Figure 17 illustrates that DBTEC
is better than traditional scheme in the total success ratio,
DBTEC-2 increases much more total success ratio than
DBTEC-1 and traditional scheme, andDBTEC-1 increases the
total success ratio in a small amount.

Finally, we analyze the influence of DBTEC-1 and
DBTEC-2 on the success ratio of each stage in this threat
model. The experimental method is the same as Figure 6.
Figure 18 illustrates the increment of the success ratio of each
stage, namely, each 50 timestamps. The horizontal axis and
the vertical axis are the same as Figure 6. As illustrated by
Figure 18, similar results will be obtained as in Figure 6.
The success ratio of stages of both traditional scheme and
DBTEC schemes increases as time goes on. Both DBTEC-
1 and DBTEC-2’s increasing speed outperforms traditional
scheme. DBTEC-2’s increasing speed outperforms DBTEC-
1 in every stage significantly; this phenomenon is significant
especially in the stage of cold start. In general, Figure 18
illustrates that DBTEC’ success ratio of each stage is larger
than traditional scheme in each stage. DBTEC-2 increases
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Figure 18: Time-success ratio of stages.

larger success ratio of each stage compared to DBTEC-1,
especially in the stage of cold start.

5.3.5. Providing Unstable Services. This threat model is the
most complicated because of the disguise of malicious vehi-
cles. When registering, malicious vehicles will report a men-
dacious self-estimated service quality to Public board; as time
goes on, malicious vehicles have an unstable performance.
Sometimes, they will act just the same as normal vehicles,
but, sometimes, they will provide abnormal services, such
as extremely poor service quality. Experimental results proof
that DBTEC will also distinguish malicious vehicles and
normal ones in this threat model. DBTEC-2 has better effects
than DBTEC-1.

We first analyze the influence of DBTEC-1 and DBTEC-2
on average estimated trust value in this threat model.

Figure 19 illustrates the increment of average estimated
trust value of normal vehicles as time goes on using tradi-
tional scheme, DBTEC-1, and DBTEC-2, respectively. The
horizontal axis and the vertical axis of this figure are the
same as Figure 3. As illustrated by Figure 19, similar results
will be obtained as in Figure 3. In traditional scheme, the
increment of average estimated trust value of normal vehicles
is slow, but when using DBTEC schemes the speed of
increment increases significantly. When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of incrementmore significantly compared toDBTEC-1,
especially when in the stage of cold start, and the final average
estimated trust value is larger than DBTEC-1, which proves
the improvement of DBTEC-2 as illustrated in Section 4.5.2.

Figure 20 illustrates the decrement of average estimated
trust value of malicious vehicles as time goes on using
traditional scheme, DBTEC-1, and DBTEC-2, respectively.
The horizontal axis and the vertical axis of this figure are
the same as Figure 4. As illustrated by Figure 20, similar
results will be obtained as in Figure 4; in traditional scheme,
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Figure 19: Time-average trust value of normal vehicles.
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Figure 20: Time-average trust value of malicious vehicles.

the decrement of average estimated trust value of malicious
vehicles is slow, but when using DBTEC schemes the speed of
decrement increases significantly.When comparing DBTEC-
1 and DBTEC-2, it is obvious that DBTEC-2 increases the
speed of decrement more significantly compared to DBTEC-
1, especially when in the stage of cold start, and the final aver-
age estimated trust value is less than DBTEC-1, which proves
the improvement of DBTEC-2 as illustrated in Section 4.5.2.

In general, Figures 19 and 20 illustrate that DBTEC has
significantly positive influence on estimating trust value of
vehicles. DBTEC-2 performs much better than DBTEC-1,
especially in the stage of cold start. DBTEC schemes can take
effects even in these complicated situations.
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Figure 21: Time-total success ratio.

Then, we analyze the influence of DBTEC-1 and DBTEC-
2 on total success ratio of cooperation requests in this threat
model. Figure 21 illustrates the increment of total success
ratio as time goes on using traditional scheme, DBTEC-
1, and DBTEC-2, respectively. The horizontal axis and the
vertical axis are the same as Figure 5. As illustrated by
Figure 21, similar results will be obtained as in Figure 5;
the positive influence of DBTEC-1 on total success ratio
is comparatively small when compared with the positive
influence of DBTEC-2. Particularly in the stage of cold start,
the total success ratio of DBTEC-1 is nearly equal to the total
success ratio of traditional scheme. DBTEC-2 outperforms
DBTEC-1 and traditional scheme significantly in the total
success ratio. In general, Figure 21 illustrates that DBTEC
is better than traditional scheme in the total success ratio,
DBTEC-2 increases much more total success ratio than
DBTEC-1 and traditional scheme, andDBTEC-1 increases the
total success ratio in a small amount.

Finally, we analyze the influence of DBTEC-1 and
DBTEC-2 on the success ratio of each stage in this threat
model. The experimental method is the same as Figure 6.
Figure 22 illustrates the increment of the success ratio of each
stage, namely, each 50 timestamps. The horizontal axis and
the vertical axis are the same as Figure 6. As illustrated by
Figure 22, similar results will be obtained as in Figure 6.
The success ratio of stages of both traditional scheme and
DBTEC schemes increases as time goes on. Both DBTEC-
1 and DBTEC-2’s increasing speed outperforms traditional
scheme. DBTEC-2’s increasing speed outperforms DBTEC-
1 in every stage significantly; this phenomenon is significant
especially in the stage of cold start. In general, Figure 22
illustrates that DBTEC’ success ratio of each stage is larger
than traditional scheme in each stage. DBTEC-2 increases
larger success ratio of each stage compared to DBTEC-1,
especially in the stage of cold start.
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Figure 22: Time-success ratio of stages.

6. Conclusion

In this paper, we propose a trust-based security cooperation
model, called DBTEC, which combines direct trust informa-
tion stored in Private board with indirect trust information
stored in Public board to guide the selection of cooperative
partners in VCC. The experiments prove the effectiveness of
DBTEC schemes.

With the advance of Internet ofThings, the form of many
practical applications, such as delivering physical objects, has
changed. Vehicle networks have made extensive cooperation
between vehicles possible. Security is a key requirement for
cooperation. The DBTEC schemes give a better solution to
security cooperation.

Notations

Φ: The set of all vehicles in VCC
𝑛: The number of vehicles in VCC
𝑉𝑖: The 𝑖th vehicle in VCC
𝑄: The set of service qualities of all vehicles
𝑄𝑖: The 𝑖th vehicle’s self-estimated service quality
𝑀: The set of malicious vehicles in VCC
𝑁: The set of normal vehicles in VCC
ℎ: The number of malicious vehicles in VCC
𝐸𝑖𝑗 : The public estimated service quality for

vehicle 𝑉𝑗 reported by vehicle 𝑉𝑖
𝑇𝑖𝑗 : The timestamp at which vehicle 𝑉𝑖’s

estimated service quality for vehicle 𝑉𝑗 is
reported

𝐸𝑖𝑗: Estimated service quality for vehicle 𝑉𝑗 in
vehicle 𝑉𝑖’s Private board𝑅𝑖𝑗: Estimated trust value for vehicle 𝑉𝑗 in vehicle
𝑉𝑖’s Private board𝑇𝑖𝑗: The timestamp at which vehicle 𝑉𝑖 updates 𝐸𝑖𝑗

𝑇col
𝑖 : The timestamp at which vehicle 𝑉𝑖 updates𝑅𝑖𝑘 from column perspective because of

trusting in vehicle 𝑉𝑡𝑇row
𝑖,𝑡→𝑘: The timestamp at which vehicle 𝑉𝑖 updates𝑅𝑖𝑘 from row perspective because of trusting

in vehicle 𝑉𝑡.
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