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José Molina, Spain
V. Muthukkumarasamy, Australia
Eduardo Freire Nakamura, Brazil
Kamesh Namuduri, USA
George Nikolakopoulos, Sweden
Marimuthu Palaniswami, Australia
Ai-Chun Pang, Taiwan
Seung-Jong J. Park, USA
Soo-Hyun Park, Korea
Miguel A. Patricio, Spain
Wen-Chih Peng, Taiwan
Janez Per, Slovenia
Dirk Pesch, Ireland
Shashi Phoha, USA
Antonio Puliafito, Italy
Hairong Qi, USA
Nageswara S.V. Rao, USA
Md. Abdur Razzaque, Bangladesh
Pedro Pereira Rodrigues, Portugal
Joel J. P. C. Rodrigues, Portugal
Jorge Sa Silva, Portugal
Mohamed Saad, UAE
Sanat Sarangi, India
Stefano Savazzi, Italy
Marco Scarpa, Italy
Arunabha Sen, USA
Xiao-Jing Shen, China
Weihua Sheng, USA
Louis Shue, Singapore
Antonino Staiano, Italy
Tan-Hsu Tan, Taiwan
Guozhen Tan, China



Shaojie Tang, USA
Bulent Tavli, Turkey
Anthony Tzes, Greece
Agustinus B. Waluyo, Australia
Yu Wang, USA
Ran Wolff, Israel
Jianshe Wu, China
Wen-Jong Wu, Taiwan
Chase Qishi Wu, USA

Bin Xiao, Hong Kong
Qin Xin, Faroe Islands
Jianliang Xu, Hong Kong
Yuan Xue, USA
Ting Yang, China
Hong-Hsu Yen, Taiwan
Li-Hsing Yen, Taiwan
Seong-eun Yoo, Korea
Ning Yu, China

Changyuan Yu, Singapore
Tianle Zhang, China
Yanmin Zhu, China
T. L. Zhu, USA
Yi-hua Zhu, China
Qingxin Zhu, China
Li Zhuo, China
Shihong Zou, China



Contents

From Conventional Wireless Sensor Networks to Smart Grids, Jin Jiang, Ataul Bari, Walid Saad, Shuai Li,
Shiming Tian, and Arunita Jaekel
Volume 2014, Article ID 726434, 2 pages

Challenges in the Smart Grid Applications: An Overview, Ataul Bari, Jin Jiang, Walid Saad, and Arunita
Jaekel
Volume 2014, Article ID 974682, 11 pages

A Genetic QoS-Aware Routing Protocol for the Smart Electricity Networks, Agustin Zaballos, David
Vernet, and Josep M. Selga
Volume 2013, Article ID 135056, 12 pages

Energy, Traffic Load, and Link Quality Aware Ad Hoc Routing Protocol for Wireless Sensor Network
Based Smart Metering Infrastructure, Hasan Farooq and Low Tang Jung
Volume 2013, Article ID 597582, 13 pages

An Online Multidomain Validation Method for Wireless Sensor Nodes, Changjian Deng, Dongyi Chen,
Heng Zhang, Hongyang Hu, and Jianzhong Lin
Volume 2013, Article ID 519527, 9 pages

Ant-Based Swarm Algorithm for Charging Coordination of Electric Vehicles, Shaolun Xu, Donghan
Feng, Zheng Yan, Liang Zhang, Naihu Li, Lei Jing, and Jianhui Wang
Volume 2013, Article ID 268942, 13 pages



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2014, Article ID 726434, 2 pages
http://dx.doi.org/10.1155/2014/726434

Editorial
From Conventional Wireless Sensor
Networks to Smart Grids

Jin Jiang,1 Ataul Bari,1 Walid Saad,2 Shuai Li,3 Shiming Tian,4 and Arunita Jaekel5

1 Department of Electrical and Computer Engineering, University of Western Ontario, London, ONT, Canada N6A 5B9
2 Electrical and Computer Engineering Department, University of Miami, Coral Gables, FL 33146, USA
3 Electrical and Computer Engineering Department, Stevens Institute of Technology, Hoboken, NJ 07307, USA
4China Electric Power Research Institute, No. 15, Xiaoying Road, Qinghe, Haidian, Beijing 100192, China
5 School of Computer Science, University of Windsor, Windsor, ONT, Canada N9B 3P4

Correspondence should be addressed to Arunita Jaekel; arunita@uwindsor.ca

Received 12 December 2013; Accepted 12 December 2013; Published 9 February 2014

Copyright © 2014 Jin Jiang et al.This is an open access article distributed under the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Wireless sensor networks (WSNs) have attracted significant
attention in the past decade and have found a variety of
applications in environmental monitoring, precision agri-
culture, and human health condition monitoring, among
others. Furthermore, WSNs are expected to lie at the heart
of the next-generation electric power grid, known as the
smart grid. A smart grid can be characterized by its cyber-
physical nature, which integrates communication, compu-
tation, and control capabilities to intelligently operate the
power grid. A smart grid can be viewed in two ways:
from the perspective of energy transmission and from the
perspective of information transmission. In the latter, the
smart grid can be viewed as a distributed sensor network,
gathering information from suppliers and consumers. From
an information transmission point of view, the smart grid
integrates important sensing capabilities that can be enabled
through WSNs. These include distributed data collection
within a large scale networking environment as well as
accurate and robust sensing infrastructures (e.g., advanced
metering infrastructures). WSNs can also allow end users
of power to participate in grid regulation through real-time
power pricing.

New application-oriented challenges have emerged
within the context of the smart grid. The strong inter-
connection between the smart grid and WSNs has drawn
significant attention from research communities. This
special issue aims to gather contributions that combine

concepts from WSNs and the smart grid in both theory and
engineering applications. In response to the call for papers, 15
papers were submitted from various academic and research
institutions. After careful review by experts in the relevant
areas, 5 papers were accepted. The papers cover a range of
relevant topics including routing protocols, electric vehicle
(EV) charging algorithms, and sensor validation methods.
The paper “A genetic QoS-aware routing protocol for the
smart electricity networks” presents a genetic algorithm
(GA) based on demand routing protocol for smart grid
networks that effectively reduces network latency. The paper
“Ant-based swarm algorithm for charging coordination of
electric vehicles” develops a charging load model for EVs
and proposes a charging management structure, based
on swarm intelligence. The paper “An online multidomain
validation method for wireless sensor nodes” proposes an
online validation method for ensuring the accuracy and
reliability of WSN data. The paper “Energy, traffic load and
link quality aware ad-hoc routing protocol for wireless sensor
network based smart metering infrastructure” presents a novel
WSN ad-hoc routing protocol for reliable and energy efficient
communication for smart metering nodes. Finally, the paper
“Communication challenges in the smart grid applications: an
overview” outlines a number of key issues associated with
communication and information management that must be
addressed before the full benefit of the smart grid can be
achieved.
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The smart grid is expected to revolutionize existing electrical grid by allowing two-way communications to improve efficiency,
reliability, economics, and sustainability of the generation, transmission, and distribution of electrical power. However, issues
associated with communication and management must be addressed before full benefits of the smart grid can be achieved.
Furthermore, how to maximize the use of network resources and available power, how to ensure reliability and security, and how
to provide self-healing capability need to be considered in the design of smart grids. In this paper, some features of the smart grid
have been discussed such as communications, demand response, and security. Microgrids and issues with integration of distributed
energy sources are also considered.

1. Introduction

The traditional electrical power grid is unidirectional in
nature, where the electricity flows from power generation
facilities to end users. This system has served well for the
last hundred years. Recently, however, it has been subjected
to government deregulation and has suffered from several
technical, economic, and environmental issues. Modern
society demands this system to be more reliable, scalable,
and manageable while also being cost effective, secure, and
interoperable [1]. The next-generation electric power system,
known as the “smart grid” [2], is a promising solution to
the long-term industry evolution. The smart grid is expected
to revolutionize electricity generation, transmission, and
distribution by allowing two-way flows for both electrical
power and information [3]. Moreover, it can complement the
current electric grid system by including renewable energy
resources, such as wind, solar, and biomass, which is environ-
mentally cleaner as compared to the fossil fuels used in many
bulk electric power generation facilities. Furthermore, each of
these new power generating systems can be relatively small
and can be distributed around the load centers to increase
the reliability and reduce the transmission loss, which adds

another degree of flexibility while also increas the complexity
to the current power system.

The definition and description of the smart grid are not
necessarily unique, as its vision to the stakeholders and the
technological complexities can be different [4]. For example,
the Ontario Smart Grid Forum has defined the smart grid as
follows.

“A smart grid is a modern electric system. It uses com-
munications, sensors, automation and computers to improve
the flexibility, security, reliability, efficiency, and safety of the
electricity system. It offers consumers increased choice by
facilitating opportunities to control their electricity use and
respond to electricity price changes by adjusting their con-
sumption.A smart grid includes diverse anddispersed energy
resources and accommodates electric vehicle charging. It
facilitates connection and integrated operation. In short,
it brings all elements of the electricity system production,
delivery and consumption closer together to improve overall
system operation for the benefit of consumers and the
environment” [5].

The U.S. Department of Energy (DOE) has suggested the
definition of smart grid as follows.
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Figure 1: An example of communication architecture in smart grid.

“An automated, widely distributed energy delivery net-
work, the Smart Grid will be characterized by a two-way
flow of electricity and information and will be capable
of monitoring everything from power plants to customer
preferences to individual appliances. It incorporates into the
grid the benefits of distributed computing and communica-
tions to deliver real-time information and enable the near-
instantaneous balance of supply and demand at the device
level” [6].

Based on the common themes (which are “communica-
tion, integration, and automation that is sustainable, econom-
ic, and secure” [4]) of the definitions and descriptions of the
smart grid from different organizations, Canadian Electricity
Association has defined smart grid as follows.

“The smart grid is a suite of information based applica-
tionsmade possible by increased automation of the electricity
grid, as well as the underlying automation itself; this suite
of technologies integrates the behaviour and actions of all
connected supplies and loads through dispersed communica-
tion capabilities to deliver sustainable, economic and secure
power supplies” [4].

In general, a smart grid is the combination of a traditional
distribution network and a two-way communication net-
work for sensing, monitoring, and dispersion of information
on energy consumptions. An example of communication
architecture in a smart grid is shown in Figure 1. A typical
smart grid consists of numerous power generating entities
and power consuming entities, all connected through a
network. The generators feed the energy into the grid and
consumers draw energy from the grid. The ad hoc, dynamic
and decentralized energy distribution are hallmarks of the
smart grid.

It is expected that employing two-way communications
in the smart grid will not only allow dynamic monitoring
of the use of electricity but also open up possibilities of
automated scheduling of electricity use [3]. The benefits of
the smart grid, as summarized by the US DOE, include
“(1) improved reliability; (2) increased physical, operational,

and cyber security and resilience against attack or natural
disasters; (3) ease of repair, particularly remote repair; (4)
increased information available to consumers regarding their
energy use; (5) increased energy efficiency along with the
environmental benefits gained by such efficiency; (6) the
integration of a greater percentage of renewable energy
sources, which can be inherently unpredictable in nature;
(7) the integration of plug-in electric vehicles; and, (8) a
reduction in peak demand” [3].

An essential feature of a smart grid is the use of infor-
mation and communications technology to gather and act
on information in an automated fashion to improve the
efficiency, reliability, economics, and sustainability of the
production, transmission, and distribution of electricity [7].
In Section 2, some aspects of communications in smart grids
will be reviewed.

One main component of the smart grid is the possi-
bility of customer participation in the overall grid energy
management. This participation is done via the notion of
demand response or demand side management, in which
(a) the power company provides incentives for customers to
shift their load over time, and (b) customers are provided
with partial autonomy to participate in buying/selling energy
from/to the grid. Thus, in any smart grid mechanism, it is
imperative to factor in demand response models and their
associated challenge. In Section 3, a discussion of demand
response and the state-of-the-art contributions are provided.

Recent technological advancement on distributed energy
resources management helped creating a new grid paradigm,
the smart microgrid distribution network [8]. A microgrid
is an electrical energy distribution network that includes a
cluster of loads, distributed generators (e.g., renewable energy
sources such as solar panels andwind turbines), transmission,
and energy storage systems. A microgrid can dynamically
respond to the changes in energy supply by self-adjusting
the demand and generation [9]. Controlled and reliable
integrations of distributed energy resources and microgrids
are extremely important to ensure an uninterrupted power



International Journal of Distributed Sensor Networks 3

supply in the most efficient and economic configuration. In
Section 4, several aspects of the microgrid and integration of
distributed energy sources will be reviewed.

In addition to the most effective use of network resources
and available power, the requirements of reliability and
security are also important considerations in the design of
smart girds [2]. In Section 5, security aspects of the smart grid
will be reviewed.

2. Communications in Smart Grid

The automated and distributed energy system delivered by
the smart grid largely relies on two-way flow of electricity
and two-way flow of information [10]. Almost instantaneous
balance of supply and demand at the device level in a
smart grid is possible due to the incorporation of distributed
computing and communications which enables exchange of
information in real time [10]. In a report by the Electric
Power Research Institute (EPRI) to the National Institute of
Standards and Technology (NIST), communications in the
smart grid are emphasized as follows.

“Communications between each component in the smart
grid is extremely important to maximize the use of available
electrical power in a reliable and cost effective way.Therefore,
how to efficiently manage the new, intelligent power system
and integrate it into the existing system has become one of
the main challenges for the smart grid infrastructure” [10].

The smart grid, being a vast system, may utilize various
communications and networking technologies with its appli-
cations, which include both wired (e.g, copper cable, fiber
optic cable, and power line carrier) and wireless communica-
tions (e.g., cellular, satellite, microwave, and WiMAX). Short
range wireless communication technologies such asWiFi and
ZigBee can also be used in some smart grid applications, such
as in home area networks [10]. The US DOE has classified
smart grid applications into six functional categories: (i)
advanced metering infrastructure; (ii) demand response;
(iii) wide-area situational awareness; (iv) distributed energy
resources and storage; (v) electric transportation; and (vi)
distribution grid management [3]. Some of the communica-
tions and networking technologies can be used with multiple
applications [3].

One of the applications area in smart grid communication
is the so-called Advanced Metering Infrastructure (AMI).
Unlike the traditional way, where technicians are sent to each
consumer site monthly to record the data manually for the
billing purpose, the smart meters in AMI provide real-time
monitoring capability of electric loads remotely.The informa-
tion on power usage can be collected periodically (e.g., every
15 minutes) by a data concentrator at the intermediate layer
using wired or wireless communications and be forwarded
to a central location. The real-time data is efficient and
precise. This allows utility companies to analyze consumer
energy consumption data and to provide outage notification
and billing information using two-way communications [3].
Furthermore, through AMI, consumers can be provided
with historical data for energy consumption and dynamic
pricing, as well as suggestion to reduce peak load. This will
encourage participation and response of the end users in

energy management. For example, a customer can adjust
the power usage based on the detailed energy consumption
information and the dynamic peak price, which can be
displayed on some in-home display (IHD) units. Analysis of
data also helps utility companies to better understand the
pattern of consumer power consumption and to plan for
reducing some of their financial burdens [11].

In the context of home and office applications of AMI,
the utility network would have four tiers: (i) the backbone
which is the path to utility data center (ii) the backhaul,
which is the aggregation point for neighborhood data (iii)
the access point, which is most likely the smart meter,
and (iv) the home area network (HAN) [3]. The HAN is
envisioned to connect the smart meters, smart appliances,
electric vehicles, and electricity generators and storage units.
The idea here is to incorporate data communication for IHDs
and load controls for automated energy management during
peak hours. Normally, each device in the HAN will transfer
data indicating its instantaneous electricity use; therefore,
communications needs can be considered as modest [3].
However, any communication technology selected for this
application should be scalable to meet the requirement of
large home and office buildings. It is noted in [3] that,
other than demand response and distributed generation,
the reliability requirements for in-home applications are not
extremely critical (e.g., ranged from 99 percent to 99.99%),
and so is the latency requirement (e.g., ideally between 2 and
15 seconds). Reasonable timeliness is still required though for
consumers awareness and for any upstreamapplications, such
as demand response that depends on this information [3].

For communications, low-powered, short-distance tech-
nologies have been investigated for on-premises applications
that include wireless communications, such as WiFi (based
on IEEE 802.11 standard) and ZigBee (based on IEEE 802.15.4
standard), as well as powerline networking such asHomePlug
that uses existing electrical wiring in the home to carry data
[3]. Although there is no general consensus yet on a standard,
ZigBee, followed by HomePlug, appears to be promising
technology for these applications. ZigBee, being wireless,
offers several advantages [3] and expected to effectively
communicate and control various smart appliances in home.
HAN may also open up the possibilities of remote home
monitoring and control, such as a thermostat or an appliance,
through smart phones [3].

Once the HAN devices communicate data to the smart
meter, this information should be carried to an aggregation
point, often is a substation, a pole-mounted device, or a
communication tower [3]. The bandwidth, reliability, and
latency requirements for this application can be similar to
that of in-home networking. Traditionally, power line carrier
(PLC) technology has been used, which is usually low cost;
however, it offers a very low bandwidth and also requires
hopping around transformers [3]. To address this issue, many
current AMI deployments have used wireless mesh networks
for this application. Furthermore, it has been commented
in [3] that “traditional PLC and wireless mesh may well be
replaced by broadband communications such as the IEEE
802.16e mobile WiMAX standard, broadband PLC or next-
generation cellular technologies” [3].



4 International Journal of Distributed Sensor Networks

Information from aggregation points to the utility is
transferred over the backhaul, which is typically a private
network. Several technologies that have been employed
include optical fiber, T1, and microwave. To transfer data
from the hub to the utility, commercial wireless connectivity
can also be used. As compared to HAN and aggregation
points, a backhaul network likely requires lower latency and
relatively higher bandwidth [3]. A detailed discussion on
AMI and communication requirements for other smart grid
applications (i.e., demand response, wide-area situational
awareness, distributed energy resources and storage, electric
transportation, and distribution grid management) can be
found in [3].

In general, communication infrastructure for smart grid
should meet requirements for time synchronization, reliabil-
ity, latency, criticality of data delivery, and support for multi-
cast [2]. Furthermore, a major issue in networking commu-
nications in smart grid is interoperability. Standardization of
smart grid communication has received significant attention.
A number of organizations that are working on this include
IEEE, International Electrotechnical Commission (IEC), and
the National Institute of Standards and Technology (NIST).
Several relevant standards from these organization are listed
in [2], which can be summarized as follows.

(i) IEEE. IEEE defined standards include IEEE C37.1
(describes requirements of SCADA and automa-
tion systems); IEEE 1379 (on communications and
interoperations of intelligent electronic devices and
remote terminal units in substations); IEEE 1547
(specifies the electric interconnection of distributed
resources); and IEEE 1646 (on communication deliv-
ery time for substations) [2].

(ii) IEC. IEC defined standards include IEC 60870
(defines communication systems for power system
control and specifies requirements for power sys-
tem inter-operability and performance); IEC 61850
(defines automated control related to substationman-
agement); IEC 61968 and IEC 61970 (on model for
data exchange between devices and networks); and
IEC 62351 (on cyber security of the IECprotocols) [2].

(iii) NIST. NIST published standards include NIST 1108
(describes, among others, smart grid inter-operability
and requirement of communication networks); and
NIST 7628 (describes smart grid information security
issues) [2].

Researchers are also diligent in investigating the impacts
and issues in smart grids. For example, in [11], the authors
have surveyed on the use of the smart metering system and
in-home displays in residential environments of two different
sized cities inKorea.The survey results have indicated that, by
knowing the real-time feedback of power consumption, the
reduction in energy consumption can be up to 10% during
the winter season [11].

Optimal power flow (OPF) formulation is a popular
tool for minimizing the generation and operation costs in
power system. Bruno et al. [12] have adopted this approach
to address load control problem in distribution grids, with

an objective of reducing the overall costs of an energy
distribution company. Lewis et al. [13] have summarized
communication methods for smart metering, based on both
wired and wireless communications. In their opinion, the
powerline communication (PLC) is an ideal option for data
transmission between smart meters and the data concen-
trator due to the requirement of low cost, low bit-rate
communications. A new code scheme is presented in [13] for
orthogonal frequency-division multiplexing (OFDM) based
PLC system against time varying noise.

Singh and Vara [14] have applied smart metering tech-
nology in grid computing for optimizing the energy usage
of data centers. They have introduced a new architecture
to incorporate the smart grid with the conventional grid
computing system, where various meters, deployed in data
centers, can provide real-time information about the energy
usage and costs. The proposed hierarchical architecture
includes data centers, communication layer, management
systems, and energy suppliers, which can cooperate with each
other through a set of interfaces to avoid power outage and
reduce energy consumption during peak usage periods.

In summary, the smart grid can provide flexibility and
intelligence in electric power utility services. Reliable com-
munication is a key to achieve these objectives. Both wired
and wireless communications have been investigated and
used in this context. However, issues related to reliable and
effective communications need to be further addressed.

3. Demand Response Applications

Demand-side management can be a major beneficiary of the
smart grid systems. The key goal of demand-side manage-
ment is to allow the utility company to manage the user-
side electrical loads. A very popular component of demand-
side management is developing incentives for the smart
grid customer, such as residential home users, to modify
their temporal use of electricity, for reducing the peak-
to-average load on the grid. Incentives can come in the
form of lower pricing or coupons, among others. Note that
demand-side management is strongly connected to demand-
response models, as the two concepts can generally be
grouped under programs that seek to shape the demand and
supply for a more efficient energy consumption in the smart
grid.

Demand-side management techniques are expected to be
a major step in the realization of the smart grid systems.
Indeed, enabling the interconnection of consumers, electric
cars, microgrids, and utility companies can only be made
possible with efficient demand-side management. Due to
the complex interactions between customers and the power
company, as well as the need for pricing schemes, demand-
side management has often been studied using tools from
game theory [15], optimization, and microeconomics [16].
There have been several contributions on demand-side man-
agement in the literature and these can be grouped into those
focused restrictively on the economic aspects [17–25] and
those that factor in grid-related issues such as frequency or
voltage regulation [26–29].
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In [19], a noncooperative game for load shifting is
proposed. In this setting, each customer attempts to find
the best way to schedule its appliances depending on the
pricing information provided by the power company. It is
shown that, under such a setting, whenever customers have
enough “shiftable” appliances, significant energy savings can
be reaped. Using particle swarm optimization, the work in
[20] addresses the energy scheduling problem from a new
angle, by incorporating the presence of distributed energy
resources. Insights on the complexity of the optimization
problem are provided, to allow the customers to better
determine the trade-off between complexity, cost, and the
need to schedule their energy resources. In [28], the focus has
been on the potential of demand responsewithin aDCmicro-
grid network. The proposed approach allows controlling the
parameters of the power electronic loads, so as to ensure
efficient grid operation. Using both optimization and pricing
mechanisms, the merits of having demand response within a
microgrid network have been shown. The idea of combining
demand response with grid constraints is also studied in [27]
for AC networks. Here, the load management problem while
factoring in power flow constraints has been studied.

The use of storage units as a key element in demand-side
management is studied in [23]. Here, it has been shown that
the use of storage can reduce peak demand, if the customers
act strategically. The results are then corroborated via an
empirical study on the UK market. The pricing problem as it
relates to demand-side management is studied in [24] using
a combination of game theory and auctions. There, the focus
has been on studying the possibility of selling energy stored
at the customer premises to the grid and/or other customers.
Using the developed two-level game, it is shown in [30]
that (a) a Nash equilibrium exists, even if pricing introduces
a discontinuity and (b) the overall allocation of energy at
the equilibrium outperforms conventional greedy solutions.
The study of user behavior in demand-side management is
discussed in [18]. In this work, approaches are proposed,
using any of which, a power company can predict outages
or costs on the customers and, subsequently, offer demand-
side management contract. Several insights on the feasibility
of demand response are provided. Shaping the demand is
discussed in [17], using oligopolistic markets. The derived
models provide a blueprint for integrating demand-side
management and appliance-level scheduling. Other notable-
related works include a study on the economics of load
management in electric vehicle networks [22], incorporating
reserve shortage prices [25], and quantifying the effect of user
participation [21], among others.

In a nutshell, demand-response schemes that enable
efficient management of the power supply and demand are
expected to be an integral part of the smart grid. One of
the key challenges of designing demand-side management
models includes the need for modeling customer behavior.
Other challenges that must be overcome before deploying
demand-response model include modeling customer partici-
pation, developing decision-theoretic tools, optimizing pric-
ing, incorporating time-varying dynamics (e.g., fluctuating
demand), and accounting for power grid constraints. All of
these issues motivate the need for decision-theoretic tools

such as game theory, optimization, or stochastic control to
properly model and analyze the various arising demand-
response situations. It can be expected that demand response
will be an important stepping stone towards practical deploy-
ments of the smart grid.

4. Microgrid and Integration of
Energy Sources

Recently, distributed generation (DG) has become extremely
important due to the growing global interest in reliable
and sustainable electric power supply, to incorporate more
renewable and alternative energy sources and to reduce the
stress and loss in existing transmission system [31]. In DG,
different energy resources can be incorporated to form an
energy system that can meet the demand of local users.
The emphasis in distributed generation is increasing as it
can also conveniently support electrical energy needs in
remote and rural areas [32], where no main utility power
grid exists or is unreliable. Amicrogrid, in this context, refers
to a controlled system of a cluster of loads and distributed
microenergy sources that can provide electrical power to
its neighboring areas [9, 32]. It can effectively coordinate
different types of distributed energy resources through local
power managements.

The U.S. Department of Energy has defined a microgrid
as “a group of interconnected loads and distributed energy
resources within clearly defined electrical boundaries that
acts as a single controllable entity with respect to the grid
(and can) connect and disconnect from the grid to enable
it to operate in both grid-connected or island-mode.” A
microgrid is considered to be the building blocks of future
smart grids [33] with participation of multiple small-scale
renewable energy sources. A conceptual illustration of a
microgrid within the context of a smart grid is shown in
Figure 2.

Electric power can be generated at a distribution level
in a microgrid. It usually includes a variety of small power
generating sources, as well as energy storage systems such as
batteries, flywheels, and supercapacitors [31, 34]. The power
generating sources may include renewable sources such as
solar panels and wind turbines, which are typically located
close to the consumer sites [31]. A microgrid can be coupled
with the utility power grid through a single connection,
known as point of common coupling (PCC). The electrical
energy can flow in either direction through this coupling,
based on the available energy generated within the microgrid
and the demands of the consumers within the microgrid.
A microgrid, when disconnected from the main grid, is
known as an “islanded microgrid.” In an islanded microgrid
operation, DGs continue to power the users of the microgrid
without requiring to obtain electric power from the utility
grid [33, 35]. The connect and disconnect processes in a
microgrid are specified by the PCC.

The capability of islanding a microgrid offers several
advantages and conveniences. For example, a microgrid can
provide self-healing in the event of an outage or a power
quality problem in the utility grid by switching to islanded
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Figure 2: An conceptual illustration of a microgrid.

mode and then can switch back once the disturbance is
over [31, 33]. Furthermore, a microgrid user can take power
from the utility grid at a time when not enough power is
generated within the microgrid, or when the price of the
utility grid power is cheaper. On the other hand, any excess
power generated by energy sources in the microgrid can also
be fed into the utility grid.

Traditional power system is not designed to incorporate
power generation and storage at the distribution level. It is
also not designed to allow the distributed energy sources to
supply the power to the customers directly [34]. Intercon-
necting and integrating distributed energy sources to power
grid, therefore, is a challenging task. Due to the involvement
of significant and critical technical issues associated with
such integration, it has attracted significant research attention
[34]. For example, the operating characteristics of different
distributed energy sources can be different [36], which needs
to be addressed appropriately. In this regard, researchers have
investigated [34] the stability of a power system with the
integration of fuel cells andmicroturbines [37–39], large scale
wind turbines [40, 41] and solar panels [42, 43]. The weather
condition and time of the day can add further complexity
for wind and solar power generators [34]. Therefore, it is
extremely important to have a clearly defined standard and
procedure for integrating different distributed energy sources
into microgrids [36].

Power electronic can play an important role in microgrid
integration. Distributed energy sources can interface with a
microgrid through rotating machines or through electroni-
cally coupled units that utilize power electronic converters
to provide the coupling media with the host system [44].
The interfaces between the microgrids and primemovers can
be based on power electronic converters acting as voltage
sources (or voltage-source inverters in AC microgrids) [45].

These power electronic converters are connected parallel
through a microgrid. In order to avoid circulating currents
among the converters without the use of any critical com-
munication between them, droop controlmethod is generally
used; however, it suffers from load-dependent frequency and
amplitude deviations, which can be resolved by installing a
secondary controller, implemented in the microgrid central
control [45].

The output voltage of distributed energy resources can
be DC or AC with a variable frequency. Unregulated output
voltage and intermittent nature of renewable energy sources
require the use of power converters for integration of the
energy sources to the utility grid [46]. Voltage sourced
converters (VSC), coupled with isolating transformers, are
commonly used for this [46]. Designing grid connected VSC
systems may face issues, leading to a distorted line voltage. In
[46], modeling and control system design for a three-phase
VSC system is investigated. After presenting a model for con-
trol systemdesign, simulation, and stability analysis, a control
strategy that regulates active/reactive power generation and
mitigates the effect of grid voltage distortion on line currents
is proposed in [46].

A microgrid is desirable to have a simplified operation
capability so that an entity, for example, energy storage
system, or a controllable load can be added without requiring
a system level reconfiguration. Proper control, or an energy
management system, is imperative to ensure system stability,
reliability, and efficiency while integrating multiple energy
sources, storages, and controllable loads. The measurements
taken from different components of microgrids need to be
communicated to the control system that can then decide on
optimal operation for each component, based on the available
information of the current states and the operating conditions
[36].
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The control paradigm can be centralized, distributed, or
hybrid [36, 44]. In a centralized approach, microgrid central
controller receives all measurements from a microgrid. It
then makes decisions based on some prespecified constraints
and objectives, often by prioritizing energy utilization among
the distributed energy sources in the microgrid, depending
on the market prices and security constraints [36, 44]. The
various objectives can be conflicting and the multiobjective
problems may not have a unique solution but instead may
lead to some compromises and trade-offs among the objec-
tives [36]. Microgrid central controller can issue control set
points to distributed energy sources and controllable loads,
which can be communicated over wired or wireless channels
[44].

In the distributed control paradigm, the measurement
signals from energy sources are communicated to the respec-
tive local controller. The local controllers, which commu-
nicate among themselves to form a larger intelligent entity,
and make decisions on the best possible set of operations
to improve the overall performance of the microgrid [36,
44].This approach provides autonomy for distributed energy
sources and loads within amicrogrid. A distributed approach
facilitates integration of the energy sources. The load on
each controller is reduced. It also eliminates the problem of
single-point failure [36]. However, it also greatly increases the
communication complexity of the system [36]. This problem
can be handled by intelligent algorithms, for example, fuzzy
logic, neural networks, and genetic algorithms, as discussed
in [36]. For power management, system integration and
restoration, multiagent approaches have also been used to
achieve the objective effectively [36]. Finally, the hybrid
control paradigm combines the above two schemes, where
distributed energy sources are organized in groups, and
centralized control is applied in each group. On the other
hand, distributed control approach is used among the groups
[36].

In summary, microgrids can increase the reliability of
power supply locally through active control of internal loads
and generations. It can incorporate renewable energy sources,
which helps to reduce environmental pollution [33]. Fur-
thermore, it can limit feeder losses, improve voltage quality,
and provide uninterrupted power supply [32]. However,
integration rules must be made consistent [8] and technical
issues must be resolved before these benefits can be fully
reaped.

5. Security in Smart Grid

A smart grid is a large-scale system that extends from a
power generation facility to each and every power consuming
device such as home appliance, computer, and phone. This
large-scale nature has increased the possibilities of remote
operation of power management and distribution system.
With energy being a premium resource, ensuring security
against theft, abuse, and malicious activities in a smart grid
is of prime concern.

The challenges of ensuring cybersecurity in a smart grid
are diverse in nature due to the diversity of the components

and the contexts where smart grids are deployed. Deploying a
smart grid without strong and diligent security measures can
allow advanced cyberattacks to remain undetected, which
can eventually compromise the entire system [47]. Inade-
quate security measures can also compromise the stability of
the grid by exposing it to, for example, utility fraud, loss of
confidential user information and energy-consumption data
[48].

The cyber security objectives can be classified into the
following three categories [47, 49].

(i) Integrity. Protecting against the unauthorized modi-
fication or destruction of information. Unauthorized
information access opens the door for mishandling of
information, leading to mismanagement or misuse of
power.

(ii) Confidentiality. Protecting privacy and proprietary
information by authorized restrictions on informa-
tion access and disclosure.

(iii) Availability. Ensuring timely and reliable access to
information and services. Availability can be compro-
mised by disruption of access to information which
undermines the power delivery.

Availability and integrity are the most important secu-
rity objectives in the smart grid from the perspective of
system reliability. However, due to the systems interactions
with customers, the importance of confidentiality is also
growing in this two-way data communication system that
interconnects the whole system including meters, collectors,
communications network, and utility data centers [47].

As mentioned earlier, smart grid has introduced new
concepts in energy sector such as real-time pricing, load
shedding, demand management, and integration of dis-
tributed, renewable power sources. It is based on numerous
control systems, which can be targeted by the attacker.
Furthermore, smart grid has createdmanymore access points
and with commands emanating from interfaces in homes
and businesses in HAN [47]; any of these access points can
be manipulated by the attackers to penetrate a network,
gain access to control software, and alter load conditions to
destabilize the grid in unpredictable ways [47]. It is important
to note that attack at any point can affect the entire smart grid
as it is mostly based on mesh network, and any malignant
attack can propagate to the entire grid, as all components in a
smart grid can communicate with each other. One particular
point of concern in this regard is from a customer meter to
the data collector, which can use wireless communication.
This can provide an opportunity to the attacker, if security
mechanism is not adequate [47].

Smart grid security mechanism should be enforced at
several layers including physical and logical layers [47]. Phys-
ically, smart grid systems and component must be secured
fromharm, tempering, theft, vandalism, and sabotage. Exam-
ples of physical layer security include installation of fence,
video surveillance, and alert system [47]. Security in the
logical layer deals with protecting the digital data. In [47], a
detailed discussion on logical layer security mechanisms has
been presented; a few of these are highlighted below.
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(a) Encryption. Data encryption in smart grid, from
meter to utility center, is a useful tool to prevent
snooping, hence preserving the confidentiality of
data. Strong but efficient algorithms can be used;
however, all smart grid devices, for example, meters,
collectors, processors, and routers, must be enabled
with encryption processing capabilities [47].

(b) Authentication. It is the process of determining that a
user or entity is, indeed, the same as been claimed.
Smart grid applications must have strong authenti-
cation capabilities, to detect and reject unauthorized
connections between its components, for example,
meter and the utility interfaces [47].

(c) Application Security Controls. Smart meter applica-
tions should be designed and coded appropriately so
that cybercriminals cannot access a meter to mount
buffer overflow attacks or to embed a malware. Data
validation is an example of techniques that can be
used [47].

(d) Security Patches. It can protect an application from
known threats; therefore, codes should be kept up to
date with latest security patches [47].

(e) Malware Removal. Use of antivirus and antispyware
software throughout the smart grid applications can
help to detect and to remove malwares from the
system [47].

Ensuring cyber security in smart grid needs continuous
monitoring so that any possible attack can be detected in time
and appropriate actions can be taken quickly. Also, monitor-
ing various smart grid parameters can help identifying any
suspicious or abnormal activity. Furthermore, having a rapid
restoration plan is also important [47].

Recently, some research has been done to address security
issues in smart grid. In the following, a few approaches
proposed to handle security issues in the smart grid are
outlined.

(i) Public Key Infrastructure. A public key infrastructure (PKI)
based solution is proposed in [50]. PKI is a mechanism that
binds public keys with unique user identities by a certificate
authority (CA). Users have to obtain certificate public keys of
their counterparts from the CA before initiating secure and
trustworthy communication with each other. The scope of
a PKI also encompasses policies and procedures, specific to
the security requirements of a domain, on a combination of
hardware and software platform. Under the scheme proposed
in [50], various participants in a smart grid require communi-
cating through a PKI system.The security standards for such
a smart grid are also presented in [50].

(ii) Anonymization. The usage (of energy) data needs to be
sampled at a high frequency for real-time load balancing
in a smart gird. This kind of data also exposes the most
amount of sensitive information. An approach to protect this
confidential information by anonymization is presented in
[51].The idea is that attributing the usage data is not required
unless it is for billing purpose. Sampling for billing can be

performed at a lower frequency without negatively affecting
the performance of automatic load balancing mechanism.
Sampling for demand sensing and load balancing can be
carried out in an anonymous manner at a higher frequency.

(iii) Privacy Preserving Smart Metering. The information
network in a smart grid frequently transports confidential
information relating to customers, for example, identity,
location, possession of electronic appliances and devices,
and power usage profile. Due to the increasingly important
role of privacy and proprietary information in a modern
socioeconomic landscape, protecting the privacy of a user is
of significant importance. Several solution approaches have
been proposed in this regard, one of them is a privacy
preserving smart metering scheme [52]. The steps of this
scheme are as follows.

(i) The meter transmits certified readings of measure-
ments to the user through a secured channel.

(ii) The user calculates the final bill by combining meter
readings with a certified tariff policy.

(iii) The bill is transmitted to the provider alongside a
zero-knowledge proof that validates the calculation.

No other data is transmitted from user to the service
provider. By limiting the data exchange to only the billing
information the user’s privacy is preserved. The proposed
approach in [52] has the flexibility to incorporate different
tariff schemes as well as certification techniques.

(iv) Distributed Data Aggregation for Billing. A distributed
incremental data aggregation approach for billing is pre-
sented in [53]. A special entity, called the aggregator, acts as
the root of the aggregation tree that covers all the meters
in a given neighborhood. All smart meters in the given
neighborhood follow the path dictated by the aggregation
tree to forward their data towards the aggregator.The data en
route is encrypted using homomorphic encryption. Homo-
morphic encryption represents a groupof semantically secure
encryption functions that allow certain algebraic operations
on the plaintext to be performed directly on the ciphertext.
Data is aggregated at each node of the tree before being
forwarded to the upper level. The aggregator is responsible
for maintaining communication with the service provider.
Since the smart meters taking part in data aggregation and
forwarding can see only a fragment of the final result, the
user’s privacy is protected. It has been claimed in [53] that this
approach is suitable for smart grids with repetitive routine
data aggregation tasks.

(v) Collaborative Usage of Resources. The dynamic demand
against somewhat constant energy supply in a smart grid
can be met by collaborative usage of resources. This allows
a decentralized, somewhat autonomous, local distribution.
However, since several entities in a grid share the pool of
energy, it is also possible for one or more malicious entities
on the grid to selfishly demand more energy while depriving
other users sharing the same pool. To counter this kind of
malicious or selfish behavior, the concept of collaborative



International Journal of Distributed Sensor Networks 9

customer and a collaborative resource usage scheme called
the “voucher scheme” is introduced in [54]. By grouping
two or more entities together to share energy, a level of
decentralization can be achieved. In the scheme proposed
in [54], the central authority supplies energy to the group,
and the group distributes the energy among the members
depending on their demands. This reduces the need to send
sensitive information to the central point of control. Within
the group, a power user in need of extra power issues a
voucher, a certificate which is immune to various security
attacks, to another power user who is willing to transfer the
right to use power to the former user. Thus both parties gain
monetary benefit.

To summarize, the smart grid has opened up many
opportunities, alsomany security risks. Protecting the energy
generators must be given highest priority, in addition to
protecting the privacy of the consumers. Power houses can be
attractive terrorist targets, as much as defense installations.
Therefore, in order to achieve the benefits of a smart grid,
it is imperative to develop a network solution that is highly
reliable and secure.

6. Summary

In this paper, several features of the smart grid have been
discussed that include communications, demand response,
security, microgrid, and integration of new grid elements
such as renewable energy sources. The available literature
indicates that reaping the full benefits of the smart grid is
contingent upon meeting a number of challenges at different
grid levels, from communication infrastructure to energy
management and security. The smart grid is a vast, intercon-
nected system, with many new and emerging components
and applications, which requires a thorough investigation
on the interoperability issues as well. Clearly, numerous
technical challenges and issues associated with effective and
secure communication and information processing must be
resolved before realizing the vision of a smarter power grid.
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This paper presents a QoS-aware routing protocol suitable for distribution of smart electricity grids based on heterogeneous
machine to machine communications. The distribution Smart Grid needs high performance communication networks capable
of handling QoS, an issue that is addressed by the present paper. The proposed algorithm is a merger between a genetic algorithm
(GA) and Ticket-Based Routing (TBR), which is an on-demand routing protocol for ad hoc networks that provide quality of service.
A suitable parameterization of the GA parameters is needed in order to use this protocol in the coming Smart Grid networks.
The resulting routing protocol, named genetic algorithm with TBR algorithm for Smart Grids (GATAS), is an adapted intelligent
evolution of the TBR.The performance of TBR has been improved by reducing the overhead of routing packets in the network and
by minimizing the communication latency due to its on-demand behavior. Experimental evidence indicates that the likelihood of
finding the optimum route using multiobjective dynamic metrics increases when the genetic algorithm is applied. In this paper, the
main simulation results on the parameterization carried out are discussed, and the proposed attributes of the GA are described.

1. Introduction

The future of electrical utilities walks hand in hand with
Smart Grids and their advantages. Smart Grids will save
energy and will cope better with the unpredictable renewable
energy supplies [1]. At present, utilities have to be prepared to
face the increasing needs of their telecommunication infras-
tructures. In fact, one of the main challenges of the Smart
Grid is to redesign the architecture of its communication
network [2, 3]. The current utility grid scheme is relatively
easy to operate, but the Smart Grid ismuchmore complex. Its
architecture is based on a decentralized schemewith elements
logically identified but not geographically located. Future
Smart Grids will manage great amounts of real-time informa-
tion through a data network andwill collect information from
Intelligent Electronic Devices (IEDs) established for control
purposes. This kind of data network is not exempt from the
growing needs of quality of service (QoS) [4, 5]. Smart Grids
are expected to face a drastic increase in information demand,
communication, and various data such as voice, data, image,
video, and multimedia communications, which will all have

to be accessed anywhere and at any time inside an M2M
architecture [6, 7].

This work deals with the issues of utmost importance to
achieve QoS-aware routing in wireless and wired sensor net-
works based on a genetic algorithm for the sensor networks
of Smart Grids. A sensor network consists of distributed
sensors that cooperativelymonitor physical or environmental
conditions. Those sensor nodes can be located anywhere in
the network and form an ad hoc network, which does not
require a communication infrastructure. In this environment,
sensor networksmust dynamically provide the necessaryQoS
depending on the type of information transmitted by sensor
nodes in a multihop topology.

This paper presents a new algorithm that copes with these
necessities. The genetic algorithm with TBR algorithm for
Smart Grids (GATAS) evolves from an ad hoc QoS-aware
routing protocol but uses a genetic algorithm (GA) [8, 9]
to reduce the amount of routing traffic. The object of this
paper is to propose a suitable parameterized GA integrated
into a QoS-aware routing protocol for the Smart Grid ad hoc
network. A QoS routing selects paths based on several QoS
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metrics to satisfy specific requirements. This new routing
protocol has been simulated using OPNET Modeler [10]
in Smart Grid related scenarios [11] under the umbrella of
the European project INTEGRIS [11]. The interdisciplinary
project INTEGRIS addresses the development of an ICT
infrastructure to handle the Smart Grid requirements. Thor-
oughly, INTEGRIS takes benefit from the profiles variety of
its members and tackles the Smart Grid domain by proposing
a global solution that considers (1) the QoS-aware commu-
nication network, (2) the ICT security issues, (3) the storage
and distributed computation, and (4) a cognitive system as a
self-containing block.

This paper is organized as follows. Section 2 briefly
describes routing mechanisms for ad hoc networks and
provides a general description of the network model used.
Section 3 describes the fundamental topics involved in the
work carried out and it also covers all the important design
issues of our genetic QoS-aware ad hoc routing protocol for
Smart Grid access networks. Section 4 introduces the charac-
teristics of modeled routing nodes and simulation scenarios
for the analysis and outlines the results obtained. Finally,
Section 5 presents the conclusions of the paper.

2. Routing for Smart Grid’s Data Network

Smart Grids will manage lots of real-time information
through a data network, and they will collect information for
control purposes from established IEDs. Smart Grid network
control and monitoring are very important features in order
to provide continuity [5, 12], QoS [4, 13], and security [14–16].
The future Smart Grid must be distinguished by self-healing
and automation. Actually, international organizations, gov-
ernments, utilities, and standardization organizations are
becoming aware that the grid needs a modernization [3, 5].

Due to these circumstances, Smart Gridwill be supported
by highly heterogeneous data network with strict QoS con-
straints depending on the Smart Grid service to provide [3].
Therefore, one of the most important specifications required
for Smart Grids is that regarding their communications.
A framework for management of end-to-end QoS for all
communications in the grid will be a must in the future [4, 7]
and this specificity is something that is directly addressed by
the proposal made in the paper. In fact, a suitable commu-
nication infrastructure increases the efficiency of the electric
system to a much greater extent than automation without
communication capacities could ever increase it.

There are several aspects that must be defined to obtain
an algorithm that could be implemented in a real Smart
Grid such as the detection of neighbors, the hierarchy of the
network, the definition of which synchronizationmechanism
is used, the addressable elements in the network, or the
address scheme used by the protocol to identify the nodes in
the network [17, 18]. Furthermore, if the protocol is oriented
to provide QoS, additional aspects have to be established,
such as the QoS metric, the specification of the protocol to
minimize the amount of bandwidth needed, and the load
balancing scheme [4, 12].

Ad hoc network among objects is built and every sensor
nodemay need to transmit information to other sensor nodes

and not only to the center node. If the network topology
changes dynamically due to mobility and if the state infor-
mation is inherently imprecise, the routing protocol must be
optimized for ad hoc networking. Even if the network is wired
or stationary, the network topology may change because of
power network changes or degradation of channel character-
istics, especially in the case of Power Line Communications
(PLC) and also in the case of radio systems using common
frequency bands. The main goals of a routing protocol for
Smart Grids are simplicity, scalability, and energy efficiency.
At present, topology changes due to node mobility are
infrequent as sensor nodes are stationary inmost applications
[12, 17, 19].

2.1. Related Work. A routing protocol consists of two basic
tasks: it has to collect the state information of the network
and to keep it up to date.This paper is focused on the analysis
of this first task inside the ad hoc network of Smart Grids
and leaves the path repair functions for further study. Many
alternative solutions have been proposed and analyzed to
solve the need for a routing algorithm in ad hoc networks.
The main features of well-known ad hoc protocols have been
studied in depth [20].

In recent years, routing optimization in data networks
has received considerable attention. There are several GAs in
the literature that address different routing problems, such
as multicasting routing problem [21], traffic engineering
based on link weight optimization [22], or shortest path
routing problem without providing QoS [23, 24]. Some of
them are applied in a non-real-time background mode [23].
Far from the supposed full cooperation of the participating
communication nodes, game theory has attracted the interest
of researchers in the field of routing as well in order to
monitor possible conflicting interests between communica-
tion domains [25]. Although the findings of these studies are
relevant, those approaches are beyond the scope of this paper.

Recently, routing in Wireless Sensor Networks (WSNs)
has been recognized as an important research area and much
work has been carried out. As a result, a great number of
studies have discussed the application issues of evolution-
ary computation techniques [26], clustering [27], and data
mining [28] in this kind of networks. Some of them will be
referenced along this paper. A survey of the main approaches
to the application of evolutionary techniques inWSNs can be
found in [29]. Related fields of knowledge worth to mention
are those of Particle Swarm Optimization (PSO) and ant
routing algorithms [30] that are similar to our proposal in
that they use probes that explore the space but that differ in
essential aspects such as the randomness of PSO versus the
flooding-like nature of our proposal (GATAS).

To the best of our knowledge, our approach is the first
real-time integration of a genetic algorithm with both rout-
ing parts: the routing algebra and the routing distribution
mechanism for QoS-aware networks that focus on the Smart
Grids necessities on QoS. An exhaustive study using multiple
simulations to determine the routing multipath algorithm
with the most adequate QoS behavior for High Voltage (HV)
segments has been carried out in [18]. In this highly meshed
network environment, where the communication devices are
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very powerful, the main difficulty comes from improving
the QoS behavior of the existing widely spread commercial
routing protocols [13, 19]. However, the idea of designing a
routing protocol appropriate for another segment of Smart
Grids (medium and low voltage) is presented in this paper,
in which routing protocols must operate under a set of con-
straints that traditional protocols do not typically consider.
In this sense and given the similarities between Smart Grid
networks and sensor networks, it is interesting to consider
carefully the work done in the field of sensor networks.

Although there are many academic papers and well-
known routing protocol implementations available based on
ad hoc networks, studies and demonstrations carried out in
[11, 31] formally discard all these protocols since they do
not meet the minimum criteria needed for Low Power and
Lossy Networks (LLNs) that are a class of networks in which
both the routers and their interconnections are constrained
[31]. If a protocol cannot meet these minimum criteria, then
it cannot be used in several major Smart Grid application
domains, and it is therefore unlikely to be a good candidate
for use within a broader scope.

2.2. Network Model. In this section, the network model and
the notation used for the routing algebra and policies are
described.This notation is used to formally define the routing
protocol behavior of GATAS, and it is based on Sobrinho’s
routing algebra [32]. An algebraic approach is very useful to
both understand existing protocols and to explore the design
space of future Internet routing protocols.The routing policy
defines the elements used by the routing protocol to carry out
the routing process (1). The routing policy (RP) is formed by

RP = ⟨Σ, ⊕, 𝐿, ≼⟩. (1)

Each element of this array (1) is defined in Table 1. Based
on this representation, we propose the following model of a
network, where vertex 𝑗 is the destination and vertex 𝑖 the
origin of routing information (Table 2). The proposed nota-
tion is crucial for the protocol specification in order to define
the information used and stored by the routing protocol. The
objective is to avoid any confusion when different routing
schemes and metrics are defined at a point in the future.

3. Description of the Proposal

3.1. Underlying QoS Routing Protocol Description. GATAS
algorithm is based on a network layer on-demand routing
algorithm known as Ticket-Based Routing (TBR) [33]. A
ticket-based probing algorithm is an imprecise information
model used to find a QoS-aware routing path in ad hoc
networks. TBR is very interesting for our purposes as main-
taining a consistent route table in Smart Grids has become
increasingly challenging due to the number of nodes whose
information has to be consistent and also because of the
unpredictable changes in the actual topology mentioned in
Section 2. It is often impossible to know a priori what kind of
environment the protocol will find itself in. A QoS routing
algorithm is, after all, a complex optimization problem.
Therefore and in order to solve this complex problem, the

Table 1: Elements of the routing policy (RP).

Element Description

Σ

It is the cost associated with a path, and it is known
as the signature of the path.

⨁

It defines the way to add a link cost to a path and to
calculate the total cost. It is known as the metric
operator.

𝐿

It represents the cost associated with a link, and it is
known as the label of the link.

≼

It is the precedence relationship, and it is used to
decide which path is the best choice.

use of one of the best known techniques that has proved suc-
cessful in these matters is proposed: a genetic algorithm. We
evolve a QoS routing protocol using an artificial intelligent
technique, and, for this purpose, reactive protocols are the
most suitable kind of algorithms [20].

In the TBR routing protocol, the source node issues a
certain number of tickets and sends these tickets in several
probe packets to find a QoS feasible path. Each probe packet
carries one or more tickets. This distributed QoS routing
protocol probes multiple paths in parallel. The number of
multiple paths searched is limited by the number of tickets
issued by the source node in all the sent probe packets.
State information maintained at intermediate nodes is used
for more accurate route probing. If the available state infor-
mation is not precise or if the QoS requirements are very
stringent, more tickets are issued in order to improve the
chances of finding a feasible path. In each probe, the probe
state (signature’s path and label’s links) is recorded, including
the path, the accumulated delay, and the accumulated cost of
the path.

Figures 1 and 2 show a dialog example of the TBR mech-
anism as used by GATAS routing protocol. When source
Node 1 wants to find a path with some QoS requirements
to the destination Node 5, it generates n tickets. Then, it
has to distribute them among different probes delivered to
every neighbor. In this example, Node 1 only has one direct
neighbor. The followed path by the probe 𝑆

𝑛,𝑝
is depicted in

Figure 1 where the subindex n is the number of remaining
probe’s tickets and the sub-index 𝑝 is the type of probe (probe
request 𝑝 or probe response 𝑟). When a probing message
arrives at a neighbor, it may be split into multiple probes
and forwarded again. The neighbor Node 2 generates, in this
example, two probes and distributes 𝑛 tickets between its two
neighbors (𝑥 tickets to Node 4 and 𝑦 tickets to Node 3). Each
child probe will contain a subset of tickets from its parent.
A probing message has to contain at least one ticket. In this
way, when using a one-ticket probe, the node is not able to
continue the splitting process any further, and the node can
only forward it to one neighbor. When one probe arrives at
the destination, the recorded path’s signature is sent to the
origin within a response probe (response probes 𝑆

𝑦,𝑟
and 𝑆
𝑥,𝑟

in Figure 2).
The study presented in this paper is focused on network

level analysis (level 3). So, it is assumed that a link-level pro-
tocol assures that every node knows its neighbors, which
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Table 2: Routing algebra notation.

Element Description
𝑖 It represents the origin node.
𝑘 It represents a neighbor of node i, which has sent a routing advertisement to node i.
𝑗 It represents the advertised destination of the routing information received.
𝜆
𝑖𝑘 It is the cost of the link from node i to node k.

𝜎
𝑘𝑗 It is the cost of the path from node k to node j advertised by node k.

�̂�

𝑖

𝑘𝑗
It stands for the estimated cost of the path from node k to node j stored on the routing table of node i.

�̂�

𝑖

𝑖𝑘𝑗

It stands for the estimated cost of the path from node i to node j through the neighbor k stored in the routing table
of node i.

�̂�

𝑘

𝑖𝑗
It is the cost estimated of the path from node i to node j that node i guesses that is known by node k.

𝑆
𝑖𝑗 It is a set of all the neighbor nodes of node i that are feasible successors to node j.

𝑁
𝑖 It is a set of all the neighbor nodes of node i.

Estimated values are the information received from the neighbors that can be potentially outdated due to network changes that have not yet been notified, as
the routing protocol has not converged.
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Figure 1: New search of a path (probes sending).

implies that a node detects within a finite time the existence
of a new node or the loss of connectivity with a neighbor and
all packets transmitted over an operational link are received
correctly and in proper sequence within a finite time.

The study made in [31] discards all the analyzed ad hoc
routing protocols, but it does not analyze TBR-based pro-
posals, and, in fact, TBR and GATAS do not easily fit into
any of the analyzed routing protocols. Baseline TBR table
size is a function of the number of communicating pairs in
the network, scaling with O (Destinations). As explained in
[31], this is acceptable, and so TBR would pass the routing
state criterion defined in [14]. As an on-demand protocol,
TBR does not generate any traffic until data is sent; therefore,
control and loss traffic is correlated with the data and so it
receives a pass for the control traffic criterion. Furthermore,

TBR does not fail the link/node cost criterion because any
QoS-aware metric can be used, and the router can indicate its
willingness to route a packet to a destination.

Nevertheless, the criteria defined in [31] do not take into
account the special behavior of the TBR algorithm. As the
number of destination nodes and paths increases, the great
number of probes needed to find different paths, especially
if they require strict specifications of QoS, becomes a risk
for the scalability of the protocol. This is because of the large
number of routing packets that has to be transmitted in the
whole network. Obviously, routing protocols must be able
to send at least a very small amount of control traffic, in
order to discover a topology. Nevertheless, this bootstrapping
discovery traffic should be small, since most of the energy is
consumed by both transmissions and receptions. This is why



International Journal of Distributed Sensor Networks 5

{1, 2, 3, 6, 5}

· · ·

· · ·

· · ·

· · ·

S

x,r

S

x,r

S

x,r

S

y,r

S

y,r

Destination

Route   cache

Route   cache

Route    cache

Route   cache

Route    cache

Source

4

3

6

5

1

2

(5, 1) → {5, 4, 2, 1}

(5, 2) → {5, 4, 2}

(5, 4) → {5, 4}

(1, 5) → {1, 2, 4, 5},

(2, 1) → {2, 1}

(2, 4) → {2, 4}

· · ·

(3, 1) → {3, 2, 1}

(3, 2) → {3, 2}

(3, 5) → {3, 6, 5}

Figure 2: New search of a path (probes receiving).

evolutionary computation techniques are applied in GATAS
to improve this TBR protocol aspect, although within the
established limits in [31], it turns into the weakest point.

3.2. Underlying Genetic Algorithm Description. GATAS is a
randomized forwarding TBR scheme that has been improved
using a GA. The resulting QoS-aware routing protocol is
decentralized and on-demand based. By using the GA,
GATAS reduces latency and routing overhead due to the high
number of tickets sent by baseline TBR for finding a valid
route to the destination. It uses the parallelized multifocus
population-based search provided by GA to search new
solutions without any extra consumption of bandwidth. Each
source node uses the GA, in an online manner, during the
TBR’s search phase for new routes, which meets the con-
straints of the communication to the destination. The main
goal of this paper is that it bridges the gap between GA and
QoS-aware routing protocol for a Smart Grid. The following
section discusses the proposed solution.

3.2.1. Chromosome Codification. The first key element is to
choose a proper codification of the chromosome, since it will
determine the search space and the mobility through this
search space. Several chromosome codification strategies
have been successfully used in data network routing algo-
rithms and topology control in ad hoc mesh networks.
The network representation could be used in order to code
the chromosome of the GA.

Two main strategies have been used to code a chromo-
some in ad hoc networks. For example, [26] proposed to

codify the complete tree of the network in the chromosomes
because the sensor network is expressed by a tree network
and the genes are expressed by the tree junctions. The
main problem of this proposal is that a topology extraction
mechanism is needed for that method, which minimizes the
value of GA unless it is used in an offline manner inside
large networks. In [34], a chromosome of the GA consists
of sequences of positive integers that represent the IDs of
nodes through which a route path passes. This second flavor
has been chosen for on-demand GATAS routing protocol as
this fits perfectly with the underlying QoS routing protocol.
Internet protocol (IPv6) addresses could be used as the node
ID.

Therefore, as shown in Figure 3, each GATAS chromo-
some is an existing path between the source node and the
destination node. There are as many genes as intermediate
nodes in the complete path.Thus, the size of the chromosome
depends on the number of intermediate nodes. Chromosome
genes are coded by the host-addressing part of the IPv6
address. A chromosome provides a possible routing solution,
and the population is formed by individuals representing all
the evaluated paths.

3.2.2. Fitness Formulation. GAs guide the search toward fitter
solutions; therefore, the definition of a fitness function that
identifies which are the goal solutions is the second key for
success. The fitness function of GAs is generally the objective
function that requires to be optimized. QoS-aware routing
algorithms attempt to find an optimized path based on one
or more QoS metrics. GATAS protocol can work whichever
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metric strategy is used as GATAS copes with the drawback of
multiobjective NP-complete problem [35]. The reason is that
the cost of the path is computed in real time during the probe’s
trip from source node to destination due to its on-demand
nature. GATAS routing capabilities are not limited by using
a relax path criteria or by using concave metrics [22, 35].
While a feasible path can be selected using any shortest
path algorithm [24], additional optimality constraint needs
to be imposed to achieve a feasible QoS-aware path [12]. QoS
metrics choice is a critical decision as the challenge for sensor
ad hoc networks is to design a routing protocol that can adapt
to the wide variety of conditions that may appear in Smart
Grid networks over time. Metrics should be orthogonal to
each other so that there is no redundant information among
the metrics.

The results presented in this paper are based on a multi-
path dynamic delaymetric (Table 3), themost importantmet-
ric for several Smart Grid functions [5, 12, 13, 19], although
any QoS metric strategy could be applied by using the
proposed routing algebra (Table 4).

3.2.3. End Condition. The end condition is responsible for
deciding when to stop the search for a better solution.
Typically, in the real world, the application of the GA is run
either for a fixed number of iterations or till the search has not
been able to find better solutions for a number of iterations.
In the parameterization of GATAS algorithm, several end
conditions have been used. Actually, QoS-aware routing
problem, given a source node 𝑠, a destination node 𝑑, a set
of constraints 𝐶 and an optimization goal, pursues finding
the best feasible successor (2) or several conforming paths
from 𝑠 to 𝑑, which satisfies 𝐶 (3), if multipath routing is
desired. Since a QoS-aware routing protocol must search for
routes with sufficient resources in order to satisfy the QoS

Table 3: Routing policy based on delay metric.

Element Description
Σ 𝜎 ∈ 𝑅

+ (real positive numbers)
⨁ 𝜆

𝑖𝑘
⨁𝜎
𝑘𝑗

= 𝜆
𝑖𝑘
+ 𝜎
𝑘𝑗

| 𝑘 ∈ 𝑁
𝑖

𝐿 𝜆 ∈ 𝑅

+, 𝜆 = delay
≼ ≤

requirements of a flow, this is fairly a suitable end condition
for real operation. This end condition must not increase
unnecessarily the latency of the network. Although in order
to carry out the parameterization of the GA attributes, other
end conditions have been used such as certain number of GA
iterations, however, they can hardly be used in a real scenario.
In our simulation scenarios, the end condition could be
configured during simulation time.

Consider the following:

𝑆
𝑖𝑗
= {𝑘 | �̂�

𝑖

𝑖𝑘𝑗
= min𝜎

𝑖𝑗
, ∀𝑘 ∈ 𝑁

𝑖
} , (2)

𝑆
𝑖𝑗
= {𝑘 | �̂�

𝑖

𝑖𝑘𝑗
⟨(min𝜎

𝑖𝑗
⋅ 𝛾) , ∀𝑘 ∈ 𝑁

𝑖
} | 𝛾⟩ 1. (3)

3.2.4. Initial Population. The initial population should be
supplied with sufficient variety of genetic material so that
the genetic pressure could lead the population toward better
individuals. Therefore, the existence of partial solutions is
necessary for the success of the genetic search. The correct-
ness of the path coded by the chromosome inside the actual
network topology is critical, so it must be carefully verified
by our methodology in order to avoid potential gibberish.
However, if the initial population is randomly created as
usually done inGA application, it is always necessary to check
whether individuals are valid, and they can exist when a new
generation is created or when a genetic operation is applied.

To avoid this problem, instead of a random generation,
GATAS relies on the underlying QoS routing protocol to
obtain suitable paths for the initial population and to avoid
a mismatch between actual topology and new individuals.
Thus, the existence of each individual of the initial population
does not need to be verified by a topology extraction mecha-
nism. The maximum number of initial individuals is limited
by the number of available tickets issued by the origin of
the path request process. In this way, the genetic algorithm
cycle is activated by a source node, only when the search
phase of the underlying QoS routing protocol is needed. It is
important that GATAS uses the GA in an online manner like
in real-time systems [12, 28].The reason is that the path repair
function could be activated by the neighbor discovery process
and it is crucial that the repair function is not activated during
the search phase as the routing protocol will converge slowly.

3.2.5. New Mutation Operator. The mutation operator is
responsible for locally searching new solutions in the parent’s
neighborhood. In our case, mutation is applied gene by
gene. Legacy mutation operator allows modifying any of the
genes of a chromosome from the mutation probability. The
mutation, as it has been defined in GATAS, requires the node
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Table 4: Routing policy based on several additive metrics.
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to send a new one-ticket probe to obtain a mutated path.
The generation of infeasible chromosomes, which violate the
current network topology, is avoided by using the underlying
QoS routing protocol.

In the process of Figure 4, the gene 𝑁2 of an individual,
like path no. 10, has been selected formutation.Therefore, the
source node sends an𝑚 type one-ticket probe (mutation type
probe 𝑆

1,𝑚
) to the mutation point, in this example the node

𝑁2. Then, node 𝑁2 uses the underlying QoS-aware routing
protocol to search for another path by issuing a 𝑝 type one-
ticket probe (request type probe 𝑆

1,𝑝
) to the destination node

𝑁5. When the packet 𝑆
1,𝑝

arrives at the required destination
node, an 𝑟 type one-ticket probe (response type probe 𝑆

1,𝑟
) is

transmitted to the origin in order to advertise a new potential
route to the destination𝑁5. In that example, you can observe
how a hypothetical individual such as {𝑁1,𝑁2,𝑁4,𝑁5}

mutates into the individual {𝑁1,𝑁2,𝑁3,𝑁6,𝑁5}. GATAS
generates one and only one new individual obtained from a
successful mutation phase of each individual. This fact limits
the number of extra routing packets overhead to one packet
per chromosome mutation.

3.2.6. Crossover Operator. Thecrossover operator is responsi-
ble for the identification and reassembly of subsolutions with
the aim of creating better solutions. In our specific problem,
the crossover operator is used to expand the search space
by finding paths unknown to origin during the search phase
of the on-demand routing protocol. The flexibility provided
by GATAS enables the application of different crossover
schemes. In the experiments conducted herein, we applied
1-point crossover since we tried to avoid an overdisrup-
tive approach in the reproduction phase. Nevertheless, we
acknowledge that a more detailed study on which crossover
operator would be the best is an interesting future line of
research.

The crossover operator works as follows: to start with, the
individuals for the crossover must be chosen, selected from
the current population from the crossover probability. In
addition to this, the crossover point between both individuals
must also be chosen. The crossover process does not need
any extra routing packet because it is locally executed in the
source node during the search path phase of GATAS.

4. Genetic Algorithm Parameterization

In this section, we analyze in detail several results obtained
throughout the OPNET simulations of GATAS in order to
carry out the required parameterization of the underlyingGA
and the TBR for its use in the Smart Grid sensor networks.

4.1. Models for the Parameterization of the GA. In order
to study the behavior of GATAS protocol in a Smart Grid
scenario, we used the OPNET Modeler, which is a network
simulation tool oriented to events. All the nodes of the net-
work obey the state machine of Figure 5.Themost important
states of the finite state machine (FSM) are shown in Table 5.

The studies carried out in this paper are focused on the
parameterization of the underlying QoS routing protocol
and the underlying GA of GATAS. Furthermore, our study
focuses on the analysis of the improvement using a GA
compared with the underlying QoS routing protocol.TheGA
parameterization and the analysis carried out are specifically
for ticketing issues, QoS metric, initial population, crossover
probability, mutation probability, end condition, selection
method, bandwidth requirements, routing overhead, and
response time.

Simulated scenarios are based on networks that have
more than 100 sensor nodes with reduced mobility. This
behavior is likely to occur in the future Smart Grids based
on heterogeneous Power Line Communications (PLC) plus
wireless networks [7, 17]. For example, AMR systems can
intelligently integrate the actions of all users connected to it
in order to efficiently deliver sustainable electricity supplies
using narrowband PLC and Zigbee communications [5, 12,
19]. The Smart Grid network topology may change due to
channel characteristics. Disconnections and lowest bit rates
may arise when there is significant interference from outside
sources or other transmitting nodes. During these periods of
time, network topology may change rapidly [17].

4.2. GATAS GA Parameterization. In this point, the decision
of the most important parameters of the GA will be justified.
Through Figure 6, the initial population of the GA and how
many generations will be necessary for its correct operation
(a possible end condition) could be determined. These
simulations have been carried out by means of the Roulette
Wheel Selection method with a crossover probability of 95%
and a mutation probability of a 1%. These probabilities will
be justified later and the evaluation of the selection method
choice is out of the scope of this paper. Elitism is applied by
copying the best individual to the next generation in every
GA iteration.

In Figure 6, it is observed that up to an initial generation
of 100 tickets, the system continues improving. From that
value on, almost the same final result is obtained every time,
and no additional improvement is obtained by issuing more
initial tickets. The only exception that improves over 100
tickets is the TBR with 0 iterations because, since the number
of tickets increases, there are more available routes. Thus, an
initial population of 100 individuals could be a suitable one
with acceptable bandwidth consumption. Figure 6 could also
help us to choose the number of generations that our system
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Table 5: Finite state machine of the GA.

State Description

INIT The FSM of a GATAS node begins in this state, where all the variables needed for the rest of the process are
initialized. In this first state, the routing algorithm and the neighbor discovery algorithm are activated.

Wait The process remains in the wait state waiting for any interruption to jump to one or another state depending on
the interruption arrived at.

Hello
This state manages the neighbor discovery process. It operates in the link layer, and it is responsible for the
discovery of other nodes directly connected to the origin, thereby determining the node address and its
associated link metric (L). This process implements a basic keep-alive mechanism controlled by the routing
protocol.

Routing This is the state that manages the underlying QoS routing protocol as it has been succinctly described in
Section 3.

GA, mutation, and solve These states are all related with the underlying genetic algorithm as described in Section 3.
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Figure 4: Mutation example (where𝑁2 is the mutation point).

has to produce at most, and, therefore, it will set a candidate
for an end condition based on the maximum number of
iterations. Note that in most of the cases, it is nonsense to
evolve the system more than 10 generations, because it does
not practically improve the best obtained path. We must take
into account that the optimal end condition for a routing
algorithm is to obtain the desirable number of feasible paths
that satisfy all the QoS constraints by allowing a premature
convergence.

Figures 7 and 8 illustrate the crossover and mutation
probabilities, and they clearly show that the best performance
of the system is at a crossover probability of 95%. At a
crossover probability of 10%, the systemdoes not evolve as the
final solution (the shortest path) is almost the same as the
basic TBR gets. From the outset, there are three possible
candidates as the bestmutation probability: 1%, 10% and 20%.
The mutation probability has a drastic effect on the usage of
the network bandwidth. As stated before, a mutation requires

to send a new probe packet; this means that, if we increase
the mutation probability by too much, the network could be
collapsed by routing overhead. Note that with a probability of
20%, 20 new probes are sent for each GA iteration, for each
destination by every origin node. This explains our decision
to choose a mutation probability of a 1%.

The recapitulation of the achieved GA parameterization
after the carried out simulations and experiments can be seen
in Table 6.

4.3. Simulation Conclusions. Overall, the effectiveness of our
GATAS routing algorithm scheme has been tested through
a series of 50 simulation experiments. The bandwidth usage
of our algorithm was determined by reckoning the number
of packets that each node has generated in simulations. As
expected, the network usage increases as the number of initial
tickets is increased. The most outstanding peaks are in those
nodes with many ad hoc interconnections, a fact that makes



International Journal of Distributed Sensor Networks 9

Hello

INIT

Print

Packet

Send

Routing

Solve GA

Mutation

Wait

Default

Default

Arrival

Path
needed

Hello
interval

Search
phase

!end

End

Statistics

Solution

MutationWait M

!mutation &
!solution

Figure 5: Finite statemachine of the GATAS router OPNET proces-
sor.

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

10

50

75

100

120

150

300

500

50 iterations
20 iterations
10 iterations

5 iterations
1 iteration
0 iterations

Signature of the best obtained path (delay)

N
um

be
r o

f i
ni

tia
l t

ic
ke

ts

Figure 6: Genetic algorithm study for parameterization.

them have to deal with more tickets. At this point, three
different case studies have been analyzed in order to assess
the improvements introduced by the GA-based approach in
the underlying QoS ad hoc routing protocol: TBR with 100
tickets, TBRwith 1000 tickets, andGATAS algorithmwith the
final parameterization. The given convergence time results
are standardized at 1 time unit.

In the TBR scenario with 100 tickets, the shortest path
that the TBR has achieved in the best simulated case study is
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Table 6: GATAS genetic algorithm parameterization for smart
grids.

Parameter Value
TBR method Random TBR
Initial population 100 individuals
Selection method Roulette Wheel Selection
Elitism Yes
End condition 1 Feasible QoS path found
End condition 2 10 GA iterations
Crossover probability 0.95
Mutation probability 0.01

obtained in a response time of 75 time units with a path cost
of 0.248 seconds. On average, TBR with 100 tickets takes 94
time units to give us the best route it can get during the whole
simulation time, and it has a path cost of 0.459 seconds. It is
important to keep in mind that TBR with 100 tickets takes an
average of 280 time units to send us all probeswith valid paths
with a maximum convergence time of 299 time units. Table 7
shows the results of the three case study scenarios. In it, the
best path (metric delay in seconds) and the simulation real
time needed to obtain the resulting feasible paths by using an
orthogonal unit to the deployed network (OPNET simulation
units [u]) can be noticed.

In the TBR scenario with 1000 tickets, we will find more
and better routes than TBR with 100 tickets since there
are more tickets. In contrast, the convergence time of the
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Table 7: Results comparison.

Best shortest path—simulation time Average best feasible path—simulation time Convergence time
TBR (100 tickets) 0.248 seconds—75 [u] 0.459 seconds—94 [u] 280 [u]
TBR (1000 tickets) 0.177 seconds—162 [u] 0.381 seconds—486 [u] 1762 [u]
GATAS 0.169 seconds—283 [u] 0.344 seconds—394 [u] 626 [u]

Figure 9: Example of an automatic generated scenario.

routing protocol is more than 6 times higher, and the routing
overhead is more than 9 times higher.

GATAS response time is directly affected by the response
time of TBR, since the GA is not activated until the TBR has
completely generated the initial population of 100 individuals
and these are either received or their timeout has expired.
The mutation operation is the only one that adds delay to
the convergence time since it is the only one that generates
an extra probe routing packet which must be waited for in
order to be processed. However, GATAS provides the best
balanced ratio of best found feasible path to response time
in the simulations carried out. Regardless of the convergence
time of the TBR with 100 tickets, the GATAS results are the
best by far in all the automatic generated scenarios byOPNET
(e.g., Figure 9).

4.4. Future Comparisons. In future work, other ad hoc rout-
ing protocols must be compared with GATAS over a standard
Medium Access Control (MAC) wireless level in order to
evaluate its commercial utilization. To this respect, our main
goal for further work is to develop the GATAS protocol in
a general purpose development platform module for IEEE
802.15.4/6lowpan compatible Wireless Sensor Networks. The
future objective is to assess the protocol designed to empir-
ically monitor the consumption parameters and their con-
vergence times. The comparison has to be made between
the parameterized GATAS protocol and real mature protocol
implementations which provide a feasible contrast in the
created working environment.

The only algorithm that, so far, could be compared with
the GATAS algorithm is the IPv6 Routing Protocol for Low
Power and Lossy Networks (RPL) [36] as the IETF ROLL

Working Group focuses specifically on the IPv6 routing
architectural, which has been recently specified by the IETF.
For this reason, the comparison will be done when the first
devices are launched in 2013-2014 and when we conclude
our development. RPL intends to support a variety of low-
cost network applications including industrial monitoring,
building automation, connected homes, health care, environ-
mentalmonitoring, urban sensor networks (e.g., SmartGrid),
and asset tracking.

5. Conclusions and Further Work

GATAS routing protocol based on QoS-aware ad hoc routing
has been presented as the evolution of its predecessor, the
TBR algorithm. The study has concluded that this enhanced
protocol based on evolutionary computation techniques
improves many aspects in an M2M communication network
such as optimal found path and convergence time. The main
advantage is the increment of the network efficiency by min-
imizing routing overhead and by increasing the practicable
bandwidth with the same resources.

Given that on-demand routing protocols for multihop
ad hoc networks can result in increased packet latency, the
paper has successfully appliedGA to the existing TBR routing
protocol to create the GATAS routing protocol that improves
thementioned latency aspect over that in TBR to better fit the
Smart Grid requirements.

The design of an ad hoc QoS-aware routing protocol is
more demanding than a shortest path routing protocol. The
reason is the increase in the number and exigency of usable
paths. On the other hand, the amount of routing information
to transmit is greater. As our experiments demonstrate,
GATAS is a better protocol to use for Smart Grids than TBR
scheme.Overall, this paper presents the results of an incipient
research work. In terms of CPU runtime and complexity,
GATAS is comparable with TBR and other similar routing
protocols with the difference that GATAS could be aware of
multiple QoS metrics, the thing that is fit to the Smart Grid
nature and requirements. In terms of energy saving, con-
vergence time, overhead, and effectiveness, GATAS greatly
improves its predecessor. Several trends were clearly visible
in this study but the most important is that evolutionary
techniques have been successfully applied to a QoS-aware ad
hoc routing protocol for Smart Grids networks.
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Electricity industry is in the midst of revolutionary transition from outdated ageing power infrastructure to an intelligent
sophisticated smart grid network utilizing modern communication technologies to enhance power generation, transmission,
distribution, and consumption. Smart metering infrastructure is an integral part of the smart power grid revolution. Smart meters,
in addition to their primary billing functions, serve as distributed Wireless Sensor Network (WSN) nodes for enhancing grid
reliability. Existing ad hoc routing protocols are based on single routing criterion such as hop count. This single routing metric
approach can overload and deplete resource constrained smart meters along preferred paths. A protocol is needed which is aware
of energy level and traffic congestion of smart metering nodes. In addition, protocol should select route based on link quality
for optimal routing. In this paper, a novel WSN ad hoc routing protocol ETL-AODV is proposed for reliable and energy efficient
communication of smart metering nodes. Three simulation based case studies are conducted to analyze the performance of the
proposed protocol, and relative comparison is provided based on four metrics: (i) packet delivery ratio (PDR), (ii) normalized
routing load (NRL) (iii) average energy consumption and (iv) average end-to-end delay.

1. Introduction

This century has witnessed exponential increase in electricity
consumption, and its unchecked use has brought us to the
verge of a power crisis. Developed nations of the world are
working on solutions for energy conservation. Smart grid is
a revolutionary concept aimed at reducing energy wastages
and making ageing electric infrastructure more efficient,
reliable, and intelligent. The core component of smart grid
is smart metering infrastructure which upgrades electric
meters into smart communicating nodes relaying power
consumption statistics and event reports to the power grid
control centre in real time manner [1]. This has opened new
horizons of research areas emphasizing on communication
and networking of smart meters.

Smart metering infrastructure, also known as “neigh-
bourhood area network,” enables two-way communications

between consumers and electricity supplying companies.
Smart meters communicate with home appliances and trans-
mit their power usage statistics to grid control centre in
regular intervals. This information is very critical for elec-
tricity suppliers as it is used for efficient power generation
and distribution. Electricity supplying companies can have
real time view of load/demand and can preemptively bolster
the grid against interruptions leading to improved reliability
in all stages of its operation. Both wired and wireless com-
munication mediums are being utilized for smart metering
deployment. Wired medium uses existing power lines as
means of communication. However, it suffers from low data
rate issues, frequent harmonics disturbances, and unavail-
ability during powering failures. Wireless communication is
being considered a key enabler technology for smartmetering
communications. One of themost attractive characteristics of
wireless medium is absence of physical connection between
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nodes thus requiring minimal deployment cost and manage-
ment. This ensures continued connectivity even in case of
power failures.

Recently, wireless sensor network (WSN) is being rapidly
utilized for interconnectivity of smart meters [2]. WSN
is a class of ad hoc network which organizes the smart
meters in an infrastructure less distributed reconfigurable
topology. Smartmeters with their wireless capability transmit
their own and relay other meter readings to the power
grid control centre. Many WSN ad hoc routing protocols
have been proposed which consider the limited battery
life and computational capability of sensor nodes. Data
centric protocols reduce redundancy in data transmissions
for prolonging nodes lifetime. They utilize Query method
which is not suitable for time drivenmonitoring applications.
Hierarchical routing protocols improve energy consumption
by locally grouping the nodes into clusters. However, they
require frequent exchange of control messages for cluster
formation. Location aided protocols, although energy effi-
cient, require the use of expensive localization hardware for
their working. Most of the WSN routing protocols work
on flooding mechanism for event reporting to the sink.
However, smart metering infrastructure represents a specific
kind of network deployment due to large number of static
metering nodes communicating in outdoor environment
in time driven periodic fashion. Most of the time smart
meter reading collection exhibits a many-to-one scenario
with all metering nodes communicating with the sink and
overloading the nodes close to it. Furthermore, smart meters
running on power lines use rechargeable batteries for wireless
communication module and back up requirements in case of
power failure scenarios so energy consumption of protocols
should also be considered.

Ad hoc on demand distance vector (AODV) [3] routing
protocol is utilized by the Zigbee standard for deployment
of WSN of home sensors and appliances. In AODV, nodes
broadcast route requests for new route discoveries which
are replied back by the destination or intermediate nodes
if they have recently used a route to the destination. Nodes
keep minimal routing table size with next hop entry for
each destination. Sequence number ensures loop free routing.
It is a good choice especially for event driven or periodic
data driven WSN applications like smart metering. In this
paper, a new ad hoc routing protocol (ETL-AODV) is pro-
posed to achieve reliability, energy efficiency, and self-healing
requirements of WSN based smart metering deployment.
We have proposed modified routing criterion of AODV
by utilizing multiple routing metrics approach and have
presented simulation studies for performance analysis of our
protocol.

The organization of the paper is as follows. In Section 2,
we present background study on ad hoc routing protocols for
smart metering application. Issues associated with deploying
ad hoc routing protocol for WSN based smart metering
infrastructure are highlighted, and current work on improv-
ing routing criterion of AODV is discussed. The proposed
ad hoc routing protocol is presented in Section 3, and its
performance, under different case studies, is presented in
Section 4.

2. Background

Smart meters are provided with wireless interfaces to form
mesh network. Due to inherent features such as the dis-
tributed nature of the network hosts along with redundancy
and lack of single point of failure, the ad hoc networks exhibit
robustness which is highly desirable for low cost commercial
application. ad hoc networking represents a peer-to-peer
multihop communication architecture. For each sink, there
is a mesh network of metering nodes communicating with it
in self-organized autonomous fashion.

Ad hoc routing algorithms dynamically determine the
best path towards the destination based on the network
status and in case of node failure, routing tables of nodes are
updated to route the packet along alternative routes. Ad hoc
routing protocols are classified into three types depending
upon their route formation techniques as explained below.

(i) Proactive (table driven): every node maintains a
table of routes to every other node in the network
and requires frequent exchange of topology mes-
sages. Examples: destination sequence distance vector
(DSDV) [4], optimized link state routing (OLSR)
protocol [5].

(ii) Reactive (on demand): routes are formed only when
required. Examples: ad hoc on-demand distance vector
(AODV), dynamic source routing (DSR) [6].

(iii) Hybrid: it combines characteristics of reactive and
proactive protocols. Example: zone routing protocol
(ZRP) [7].

Ad hoc network deployment of smart meters is greatly
influenced by the nature of ad hoc routing protocol used.
Proactive protocols optimize routing delays at the expense of
bandwidth and power consumption while reactive protocols
are bandwidth and energy efficient at the expense of route
discovery delays. Smartmetering devices are small in size and
are cost effective due to the enormous deployment volume.
Since smart metering deployment could consist of large
number of nodes, the routing table that each nodewould have
to keep could be huge, and therefore proactive protocols are
not suitable for these kinds of networks.

2.1. Current Research on Wireless Mesh Routing Protocols for
Smart Metering Infrastructure. Geelen et al. [8] proposed
wireless mesh communication protocol for smart metering
based on time synchronization. Metering nodes initiate
communication with the concentrator nodes in predefined
allotted slots. Nodes try to directly communicate with the tar-
get nodes, and, in case of communication failure, controlled
flooding search is utilized in AODV style.

Distributed autonomous depth first routing (DADR)
[9] is proactive distance vector routing protocol concerned
with minimizing control overhead due to changing link
conditions and provides at the most K possible paths for each
destination. This protocol comes with increase in CPU and
memory overheads of intermediate nodes due to additional
state in data forwarding phase.

A hybrid routing protocol (Hydro) [10] is a link state
routing protocol for low-power and lossy networks. It utilizes
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directed acyclic graph to build multiple routes to border
routers. Nodes periodically piggyback topology reports on
frequent data traffic to border router which in turn have
global view of the network.This source routing can be a large
overhead for networks with large number of nodes such as
in case of smart metering network which may require many
hops to reach the destination.

RPL [11] is distance vector routing protocol, currently
under development, aimed for low-power and lossy networks
such as home automation and industrial applications. It
establishes directed acyclic graph based topology for sup-
porting multiple sinks. A modified RPL based on ETX link
metric was proposed for meeting reliability and latency
requirements in AMI networks.

Gharavi and Hu [12] modified Hybrid Wireless mesh
routing protocol (HWMP) for IEEE 802.11s based wireless
mesh network (WMN) which establishes multiple paths to
multiple gateways using proactive routing while on demand
routing is initiated on path failures. Backup buffer stores their
packets which are forwarded through backup routes in case
of link failures. Jung et al. [13] proposed link error metric for
IEEE 802.11s basedWMN for accommodating varying packet
size in smart grid scenario and route fluctuation prevention
algorithm to improve overall reliability of the mesh network.

Li and Zhang [14] presented multiconstrained QoS rout-
ing for smart grid. It is based on simple greedy algorithm
based on two QoS requirements of delay and outage proba-
bility. Lichtensteiger et al. [15] proposed geographic routing
based mesh system for smart metering infrastructure and
concluded that improved performance is achieved given that
coverage gaps are filled. Ullo et al. [16] evaluated Zigbee based
wireless sensor network for smart metering infrastructure
and observed that congestion and delay increasewith number
of nodes.

2.2. Motivation. The routing protocols previously mentioned
are aimed at increasing reliability of the network [17]. These
protocols are focused on utilizing single routing criteria and
are not designed with multiple routing metrics. In addition,
they do not consider energy consumption of the nodes. This
behaviour may become harmful for battery powered smart
meters specifically those that are close to the sink as they will
be involved in most of the multihop transmissions leading
to fast energy depletion and congestion. In addition to this,
link quality should be considered as well since frequent route
breaks occur in wireless sensor networks due to fading effects
and signal interference. Routing protocol should be aware
of residual energy, traffic load, and link quality between the
nodes to overcome the aforementioned issues. Taking this
into mind, a new ad hoc routing protocol is proposed with
route formation improved in such a way that nodes embed
their residual energy, traffic load, and link quality information
in the route request packets, and destination is able to select
the best available path to the source.

2.3. AODV Based Routing Algorithm. Our protocol is based
on the AODV routing protocol since its features are very
much suitable for the smart metering infrastructure. Due to
its reactive nature, no topologymessages exchange is required

for communication along the links which reduces bandwidth
utilization particularly for large number of metering node
network. AODV is favourable for resource constrained nodes
such as battery powered smart meters due to its small
routing table size wherein only next hop neighbour entry
is maintained for each destination. The most important
advantage of AODV is its ability to heal itself in case of
nodes or routes failures. These are some of the advantages
that make AODV a suitable candidate for smart metering
infrastructure. AODV creates considerable routing overhead
with relatively higher delay in route discovery phase as
compared to other routing techniques. As our network is
composed of static nodes with relaxed latency requirements
so this issue may be overlooked for the advantages we
gain. As suggested by research work in [18], AODV needs
modification for use in smartmetering infrastructure. AODV
is based on minimum hop counting algorithm. However,
minimum hop count routing does not always yield the best
path. These shortest path routing protocols degrade network
performance due to traffic congestion, unstable links, and
power depletion on nodes along minimum hop path.

2.4. Prior Work on Routing Criterion Optimization of AODV.
Originally proposed AODV algorithm selects routes based
on minimum hop count. Many variants of AODV have been
studied and proposed by the researchers utilizing various
routing metrics for enhancing AODV performance. Most
of the authors improved AODV performance using a single
routing criterion. For instance, research works in [19–22]
consider the energy level parameter of the nodes (residual
or drain rate) as routing criterion for prolonging network
lifetime. Similarly, the works in [23–26] consider the traffic
load (buffer occupancy levels) of the nodes during route
formation phase for reducing congestion. The works in [27–
31] utilize the strongest link paths (based on received signal
strength or SNR) for establishing stable routes.

The limitation of single routing metric for path selection
has a side effect of overloading and depleting the resources
along the selected path. Our work is concerned with utilizing
multiple metrics for enhanced performance. Few variants
of AODV consider multiple routing criterions. ETR-AODV
[32] considers nodes residual energy and traffic load during
route selection. R-AODV[33] proposed the idea of higher and
lower level thresholds of battery level and signal strength.The
thresholds decide when backup route should be searched and
utilized. EM-AODV [34] is composed of composite metric of
signal strength, battery power, and bandwidth.MMRP and its
two variants (MMRP-I, MMRP-A) [35] are based on AODV
and consider weighted contribution of hop count, traffic load,
and residual energy of nodes for route selection.

3. Protocol Description

Our proposed protocol (ETL-AODV) is described as follows.

3.1. Routing Metrics. AODV was basically designed for
mobile ad hoc networks (MANETs) and as such it only
considers hop count during route discovery for finding
shortest paths to the destination. This criterion needs to be
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modified for smartmetering infrastructure since smartmeter
nodes are resource deficient and we need to consider energy
consumptions of the nodes, traffic loads, and link quality
during route selection for improving the performance.

3.1.1. Energy Level. Energy is a valuable resource for battery
powered smart meters since their life directly depends upon
howmuch energy is available to them.The energy level of the
nodes involved in most of multihop transmission (like the
ones closer to the sink) will be depleted quickly, and so the
protocol should consider energy states of the nodes during
route formation for forming the routes with highest energy
nodes. Our protocol keeps track of the energy state of the
nodes on the basis of residual energy of the node. Energy of
the node is scaled on (0-1) scale using

𝐸 =

𝐸
𝑟

𝐸max
, (1)

where 𝐸
𝑟
is the remaining energy and 𝐸max is the maximum

energy available to the node.The energy value will vary from
1 to 0 with 1 corresponding to full energy level and 0 for all
energy depleted (dead node).

3.1.2. Traffic Load. Traffic congestion is experienced by the
nodes when incoming traffic is much higher than outgoing
traffic. Smart metering nodes buffer the incoming packets
in finite size queue and start dropping any new incoming
packets when queue is full. Nodes which serve maximum
number of nodes in multihop transmission (like the ones
close to sink) are likely to experience maximum traffic load
leading to traffic congestion. Traffic load of the nodes should
be counted in during route selection for minimizing the
congestion.

Our protocol measures traffic load of the node by
measuring the interval between two received data packets
and is normalized on (0-1) scale with 1 denoting minimum
traffic load. Interval is updated using exponential smoothing
function to avoid abrupt traffic jitters as shown in the
following equation:

𝑇
𝐹
= (1 − 𝛽) × intvlold + 𝛽 × intvlnew, (2)

where intvlold and intvlnew are old and new intervals, respec-
tively and 𝛽 is adjustable parameter between 0 and 1. The
larger the 𝛽 value, the more sensitive to the new value. We
have chosen 𝛽 as 0.2 in our simulations.

3.1.3. Link Quality. Smart metering nodes communicate
in outdoor environment, and active route breaks occur
even on stationary nodes due to the effect of shadowing
and consequently cause the network degradation. Shortest
available path is not always the best path available since
routing over short path with weak RF link quality leads
to increased packet loss and retransmissions. Consequently,
our protocol measures signal strength of the nodes while
choosing candidates for route formation. Link quality (𝐿

𝑄
)

is scaled on (0-1) scale using the following equation:

𝐿
𝑄
=

𝑆
𝑃

𝑆max
, (3)

Type Flags Reserved Hop count

RREQ (broadcast) ID

Destination IP address

Destination sequence number

Original IP address

Original sequence number

ETL

Figure 1: RREQ packet format of ETL-AODV with ETL field
appended.

where 𝑆
𝑃
is the signal strength of the packets received and

𝑆max is the maximum signal strength available. In this way,
LinkQuality parameter varies from 1 to 0with 1 denoting best
link available.

3.1.4. Multimetric Combination. Routing based on multiple
criteria is a classification problem, and it complies to the
additive combination rule [36], and we can combinemultiple
criteria (energy level, traffic load, link quality, and hop count)
into a single criterion to get improved performance. Most
of the multimetric routing protocols use the weighted sum
approach to combine multiple metrics over an available path.
In our protocol, ETL value is assigned to each node using the
following general linear equation:

ETLnode =
𝑛

∑

𝑖=1

𝛼
𝑖
𝑚
𝑖
, (4)

where ETL is the value assigned to the node. “𝑖” runs for all
“𝑛” number of metrics, and 𝛼 is the weight assigned to metric
“𝑚”. Here in our protocol, we combine three metrics (energy
level, traffic load, and link quality) with equal weights to get
ETL value of a node as

ETLnode = 𝑊𝐸 ∗ 𝐸 +𝑊𝑇 ∗ 𝑇𝐹 +𝑊𝐿 ∗ 𝐿𝑄. (5)

Here, we can assign priorities to different metrics depending
upon application. Note that cumulative sum of the weights
(𝑊
𝐸
,𝑊
𝑇
,𝑊
𝐿
) should always be equal to 1 so that ETL value

obtained will be in range of (0-1). In this way, by selecting
nodes withmaximumETL values for route formation, we can
maximize the network performance.

3.2. Route Request Procedure. In AODV, whenever the source
needs to find a route to newdestination, it broadcasts a special
route discovery packet (route Request packet—RREQ). Each
node on receiving RREQ packet further propagates it until
it reaches the destination. Nodes only reply back to RREQ
packet if they know a route to destination or they are the
destination. We have appended a new ETL field in RREQ
packet to carry ETL information as shown in Figure 1.

Source node broadcasts RREQ packet with ETL value
initialized to 1. Each intermediate node on receiving the
RREQ packet appends their ETL value inside RREQ’s ETL
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Receive route request (RREQ) packet
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field of RREQ packet by multiplying with it
and broadcast it

Discard the RREQ packet Calculate ETLnode

Append its ETLnode value in ETLpath

ETLpath = ETL path ∗ ETLnode

Figure 2: RREQ reception at intermediate node.

field by multiplying with the value contained in the packet.
As a result, ETLnode value of all the nodes along the path is
multiplied to obtain the ETLpath value for the path as follows:

ETLpath =
𝑘

∏

𝑖=1

ETLnode; (6)

here “𝑖” runs for all “𝑘” number of nodes in a specific path,
and by taking the product we get values in range (0, 1). This
is shown in Figure 2.

3.3. Route Selection by the Destination Node. In AODV, des-
tination node on receiving the first route request replies back
and discards any further route requests because of its shortest
path formation behaviour. In our protocol, destination node
on receiving first route request (RREQ) waits for a small
amount of time Δ𝑡 and then replies back for a path with
maximum ETLfinal value as shown in Figures 3 and 4. ETLfinal
is evaluated to cater for the hop count in route selection and
is evaluated using the following relation:

ETLfinal = 𝑘1 ∗ ETLpath + 𝑘2 ∗HF, (7)

where 𝑘
1
and 𝑘
2
are weights with condition (𝑘

1
+ 𝑘
2
= 1) and

HF is the hop factor calculated as

HF =
𝐻max − 𝐻count
𝐻max

, (8)

where 𝐻count is the present hop count and 𝐻max is the
maximum hop count permissible by the protocol. Hop factor
will have the value in range (0, 1) with direct links having
HF as 1 and will keep on decreasing with the increase in the
number of intermediate nodes. These weights can be varied
to change importance of ETLpath and the hop count during
route selection. Here, we have initialized values of each one of
them to 0.5. It is important to note that any other alternative
function can also be used without impacting generality of the
proposed solution.

3.4. Low Energy Alert. Energy is the most important com-
modity for battery operated wireless networks, and therefore
protocol design should be energy efficient. AODV has a
drawback that a route once formed is continued to be used
until transmission is completed or route breaks. Neglecting
energy level of nodes in active routes may result in usage of
all of their available energy. Our protocol tackles this problem
by incorporating alert behaviour in the nodes. Our protocol
keeps an eye on energy level of the node and sends an alert
to the source node in case the battery level drops below a
threshold value (Figure 5). Source node will discover some
other route (if available) and saving the low battery node
from becoming dead. Once the energy level of the node is
improved, it can be included in future route formations.

3.5. MAC Level Acknowledgement. AODV utilizes periodic
exchange ofHELLOpackets between neighbouring nodes for
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Figure 3: RREQ selection by destination node.
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Figure 4: Route reply generation by the destination node.

reliability purposes at the cost of increased routing overhead.
Our protocol, instead of using HELLO packets, utilizes MAC
level acknowledgement which leads to improved reliability as
well as reduced routing overhead.

3.6. Route Reply by Destination Node Only. In our protocol,
intermediate nodes are not allowed to reply back to RREQs
even if they have route to destination, and they continue
to propagate RREQ packet along the path until it reaches
the destination node. This is to ensure that the highest
performance route is selected by the destination node since
it has the global view of all the nodes to make a wise decision.

Table 1: Network simulation parameters.

Simulation parameters
Routing protocol ETL-AODV, AODV
MAC layer/PHY layer 802.11
Channel type Wireless channel
Propagation model Two ray ground, shadowing
Traffic type Constant bit rate (CBR)
CBR packet size 100 Bytes
CBR packet interval 1 sec, 60 sec
Route reply timer 0.1 sec
Low battery threshold 0.5
Antenna model Omni Antenna

4. Simulation Results

We have implemented our protocol in network simulator
(NS-2).The smartmeter nodeswere configuredwith parame-
ters derived from the specifications of a real smart meter [37].
Network simulation parameters are given in Table 1.

The performance metrics used are as follows.

(i) Packet Delivery Ratio (PDR). It is calculated as the
ratio of number of received data packets to the num-
ber of sent data packets. It measures howmuch of the
sent data made up to the receiver thus representing
reliability of the protocol. It is desirable to have
maximum packet delivery ratio.

(ii) Normalized Routing Load (NRL). It represents num-
ber of routing control packets exchanged in the
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Figure 5: Route change request at low energy.

network. It is calculated as ratio of number of received
routing packets to the number of received data pack-
ets. It is desirable to have minimum routing overhead
for the efficient operation of the network.

(iii) Average Energy Consumption. This metric indicates
energy consumed in the nodes of the network. Battery
powered smart meters require energy efficient proto-
col operation for prolonging network lifetime.

(iv) Average End-to-End Delay. This metric indicates
latency in the communication network. It is cal-
culated as the ratio of total time taken by all the
packets to reach the destination to the total number
of packets. Protocol should have minimum average
delay for prompt data transfer. Although metering
application is less sensitive to delays, however, outages
notifications require to be transmitted without any
delay.

We conducted three simulation based case studies for ana-
lyzing the performance of our proposed protocol. First simu-
lation experiment was designed to mark performance based
on individual metrics by setting desired metric’s coefficient
to 1 and others to 0. The second and third considered equal
contribution of all metrics.

4.1. Case Study I. Three scenarios were simulated to analyze
the effect of individual metrics (energy, traffic load, and link
quality).

1

4

3 2

0

Low energy node

Source

Sink

High energy node High energy node

AODV
ETL-AODV

Figure 6: Scenario I.

4.1.1. Scenario I. In Scenario I (Figure 6), we measured
performance of the protocol based on energy criterion by
setting ETL coefficients in (5) as (1, 0, 0). Initial energy of all
the nodes is set to 10 joules except node 1 with 6 joules. When
Node 4 wants to communicate with node 0, two routes can be
formed (4-1-0) and (4-3-2-0). The AODV chose the shortest
path thus draining energy deficient node 1 and consequently
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limiting network lifetime to 4500 sec and dropping PDR
below 100%. In ETL-AODV, node 0 received two RREQs one
via node 1 with ETLFinal = 0.73 and the other via node 2
with ETLFinal = 0.95. Consequently, ETL-AODV chose high
residual energy path (4-3-2-0) thus keeping PDR 100% and
extending network lifetime (time interval from beginning till
the death of first node) to 5500 sec. At time 2546.0028, energy
of node 3 fell below threshold (0.50), and so it sent route
Error to upstream node without breaking the connection and
consequently on second route discovery, path (4-1-0) was
formed. Results for PDR and energy consumption of nodes
1 and 2 are given in Figures 7, 8, and 9.

4.1.2. Scenario II. In Scenario II (Figure 10), we set the ETL
coefficients in (5) as (0, 1, 0) for considering the effect of
only the traffic load in routing decisions. Node 1 and node
4 are source meters with node 0 as sink node. Node 1 starts
sending Data to sink at the start of simulation with 0.1 sec
packet intervals depicting heavy load. We switch on node 4
a bit later at time 80 sec to study which route will be chosen
by the protocols. Node 4 has two disjoint paths towards node
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Figure 9: ETL-AODV energy consumption in Scenario I.
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Figure 10: Scenario II.

0 (4-1-0 and 4-3-2-0). The former path although the shortest
path will increase loading on node 1 as it is also forwarding
data to the sink leading to traffic congestion, fast energy
depletions, and packet drops. AODV chose this path and
consequently PDR dropped to 98.87%. In case of ETL-AODV,
node 0 received two RREQs of node 4, one via node 1 with
ETLFinal = 0.47 and the other via node 2 with ETLFinal = 0.95.
Consequently, ETL-AODV chose low traffic path (4-3-2-0)
thus retaining PDR to 100%. The result of PDR is depicted
in Figure 11. Similarly, ETL-AODV exhibited lower NRL and
average end-to-end delay as compared to AODV (Figures 12
and 13).

4.1.3. Scenario III. In Scenario III (Figure 14), we studied
effect of choosing link quality in routing decision by set-
ting ETL coefficients in (5) as (0, 0, 1). Furthermore, we
chose shadowing propagation model to simulate an out-
door “shadowed urban area” with the parameters set as
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path loss exponent = 2.7 and standard deviation = 4. Node
4 is the source meter communicating with the sink node 0.
There are two disjoint paths from node 2 to node 0 (4-1-0
and 4-3-2-0). The former one is the shortest but node 1 is
deliberately placed further away to degrade Link Quality. As
expected, AODV chose the weak link quality path. In case
of ETL-ADOV, node 0 received two RREQs of node 4, one
via node 1 with ETLFinal = 0.47 and the other via node
2 with ETLFinal = 0.50. Consequently, ETL-AODV chose
high link quality path (4-3-2-0) thus retaining PDR to 100%.
Average end-to-end delay and normalized routing load were
very small as compared to that of AODV.The results for PDR,
NRL and average end-to-end delay are shown in Figures 15,
16 and 17.

4.2. Case Study II. In Case Study II, we considered all the
three parameters of ETL metric with equal contribution by
setting ETL coefficients in (5) as (1/3, 1/3, 1/3). We simulated
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Figure 16: NRL in Scenario III.
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Figure 17: Average end-to-end delay in Scenario III.

topologies based on real geographic suburban region with
location of houses as wireless metering nodes as shown in
Figure 18 and star denoting location of sink node.

We increased the number of houses from 25 to 125 in
regular grid structure and evaluated the performance of our
proposed protocol. The sending interval was set as 60 sec-
onds, and all of the metering nodes were configured to start
sending data to sink at time chosen from uniform random
distribution (0–60) sec. We chose shadowing propagation
model to simulate an outdoor “shadowed urban area” with
the parameters set as path loss exponent = 2.7 and standard
deviation = 4. All the simulations were run for 1 hour. We
simulated each topology 10 times with different seed value
and averaged the result. The results for PDR, NRL, average
energy consumption and average end-to-end delay are given
below.

4.2.1. Packet Delivery Ratio (PDR). Theresults of PDR for two
protocols simulated are shown in Figure 19.

Figure 18: Geographical area with houses as nodes position.
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Figure 19: PDR versus number of smart meters.

A general decreasing trend is observed for both protocols
with increase in number of metering nodes. However, for
each set of nodes, ETL-AODV outperforms AODV protocol.
This is due to the fact that ETL-AODV considers energy,
traffic load, and link quality during route formation so more
stable routes are formed thus enhancing PDR. On the other
hand, AODV forms only the shortest route which can have
negative impact on PDR. ETL-AODV maintained 80% PDR
for 125 number of homes in shadowed region as compared to
AODV whose PDR declined to 69.8%.

4.2.2. Normalized Routing Load (NRL). The results for NRL
are shown in Figure 20. As predicted, ETL-AODV has much
lower routing overhead as compared to AODV.This is due to
formation of stable routes by considering all three submetrics
leading to reduced exchange of control packets.

4.2.3. Average Energy Consumption. The results for average
energy consumption of nodes are shown in Figure 21. ETL-
AODV has much better energy consumption as compared to
AODVdue to inclusion of energymetric in routing decisions.
This metric is much useful for battery powered smart meters
such as waters and gas meters for prolonging network and
node lifetime.
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meters.

4.2.4. Average End-to-EndDelay. The results for average end-
to-end delay are shown in Figure 22. Both protocols show
increasing trend with increase in number of houses. ETL-
AODV exhibits a bit higher delay due to additional route
selection phase in destination node. However, as time con-
straint is not an issue in smart metering applications so this
can be compromised for improved PDR, NRL, and energy
consumption of nodes.

4.3. Case Study III. In Case Study III, we analyzed the effect
of intermeter distances on performance metrics for both
protocols. We chose 50 homes topology and simulated the
network for one hour with same simulation parameters as
of case study II. The results for PDR, NRL, average energy
consumption and average end-to-end delay are given below.

4.3.1. Packet Delivery Ratio (PDR). The results for PDR are
shown in Figure 23. Both protocols follow declining trend
with the increase in intermeter distances. This is due to the
fact that when nodes are close to one another in ad hoc
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Figure 22: Average end-to-end delay versus number of smart
meters.

99.9 97.03 92.12

95.51
85.29 81.34

0

20

40

60

80

100

120

30 50 70

PD
R 

(%
)

Intermeter distance (m)

PDR versus intermeter distance

ETL-AODV
AODV

Figure 23: PDR versus intermeter distance.

network, variety of routes are available thus enhancing PDR.
As interdistance between nodes starts to increase, PDR is
severely affected due to shadowing effects. ETL-AODV out-
performs AODV for all three intermeter distances due to
formation of stable paths.

4.3.2. Normalized Routing Load (NRL). The results for NRL
for ETL-AODV and AODV are plotted in Figure 24. NRL
gradually increases with the increase in intermeter distances.
However, significant improvement is observed in case of
ETL-AODV due to improved route discovery leading to less
control overhead. Formation of stable optimum paths leads
to less route breakages and ultimately low NRL.

4.3.3. Average Energy Consumption. The results for aver-
age energy consumption for both protocols are plotted in
Figure 25. As observed, ETL-AODV has much lower average
energy consumption as compared to AODV which increases
with increasing intermeter distances. Unstable routes are
prone to frequent breakages due to shadowing effects leading
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Figure 25: Average energy consumption versus intermeter distance.

to high overhead route discoveries which increase energy
consumption of nodes. This is harmful for battery operated
smart meters such as gas and water smart meters.

4.3.4. Average End-to-EndDelay. The results for average end-
to-end delay are plotted in Figure 26. ETL-AODV has higher
average end-to-end delay as compared to AODV for 30m
intermeter spacing due to additional route selection waiting
time at sink node. However, latency in AODV is higher
as compared to ETL-AODV at 50m and 70m intermeter
spacing. This is due to the fact that at large distance, links
are prone to more breakages due to link fluctuations results
from shadowing effects which severely degrades AODV
performance.

5. Conclusion and Future Work

In this paper, we have proposed a reliableWSNadhoc routing
protocol (ETL-AODV) for smart metering infrastructure.
The proposed protocol is based on AODV designed for
low cost and resource constrained smart metering sensor
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Figure 26: Average end-to-end delay versus intermeter distance.

nodes. Enhanced reliability is achieved by considering energy
level, traffic load, and link quality of the nodes to establish
appropriate route from smart meter to the sink. Our simu-
lations studies indicate that the use of the aforementioned
parameters for route selection results in improved packet
delivery ratio and reduced energy consumption of metering
sensor nodes.

For future work, wewish to implement our proposed pro-
tocol on hardware testbed to consolidate simulation results.
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If wireless sensor network was deployed in electric power plants to provide equipment health data, it is essential that the data
should be accurate and reliable. Nodes of wireless sensor network are different than wired test units, for they need to be distributed
and have some constrains. Then online validation method is important to ensure data of networks to be reliable in important and
safety related fields. It has been proved that calculation (such as FFT) can be validated by two orders functional (e.g., energy) in
time and frequency domain, and with doing different number of times time-frequency signal analysis, the principle of test signal
measurement validation method has been introduced. And with steady state signal, metastable signal, and the nonstationary signal
the different online validation method is presented. And this method has been proved to be highly reliable and less uncertain in
theory and experiment.

1. Introduction

1.1. The Challenge of Online Validation Method for Wireless
Sensor Nodes. Wireless sensor networks can be applied in
electric power plants (EPPs) to provide equipment health
data, for their advantages of being easy to install, cost
effective, self-healing, built-in redundancy, noninvasion, and
so on [1–7]. The difference between nodes used in WSN and
test units used in wired systems is shown in Table 1.

In WSN, the reliability and accuracy of test data are
mainly concerned issues [8]. And validation is an effective
way to improve these performances.

The validation is defined as the process of checking
whether a node of a WSN satisfies its specifications. And
online validation is typically focused on software functional
and nonfunctional executed properties that need to be
ensured under different environmental and other dynamic
conditions [9, 10]. In the meantime, physical models such
as dynamic stochastic process signal, complicated random
process signal, and complicated noise come.

Now existing online validation or self-test method typ-
ically focuses on following fields: the first are embedded

processors and non-core components online software test
SBST (software-based self test technology), using functional
and structural test methods to cover with static faults,
slightly dynamic faults and so on [11–16]; the second is
automated sensor self-validation algorithm, using approxi-
mate reasoning techniques such as fuzzy logic to process
the sensor measurement in industry harsh environment
(normally slowly change signal, such as temperature) and
make it have high confidence before using these test data
[17–19].The third is redundancy online covalidationmethod,
which is one of the principal ways against the negative effects
of random failures; however, as systems age, the likelihood
of simultaneous failures of redundant safety systems becomes
more compelling [20–26].

On other related researches, traditional hypothesis testing
can be used by establishing confidence bounds and critical
values for PIT [27, 28]. The distribute control algorithms
with all-to-all and limited communications based on source
seeking can be applied in order to use communication
resource effectively [29].

So the challenges of online validation methods include
distributed dynamic data validation, no-redundancy node or
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Table 1: Difference between nodes in WSN and wired test unit.

Functions Constrains

Nodes in WSN Distributed
(normally)

Low power embedded device
Resources using effectively
Highly Autonomous

Wired test unit Centralized
(normally) —

simultaneous failures of redundant safety systems validation,
and resource limited algorithm design.

1.2. Main Contributions of This Paper. This paper presents
online multidomain validation method, which uses fre-
quency domain and time domain processing arithmetic
(multi domain online validation method) with the same data
source, having the following characteristics.

(i) The distributed node (vibration sensor node) test
results have effective meaning to reflect the equip-
ment health or faults status.

(ii) The test data can have high confidence even if the
test signal is dynamic and the environmental stressor
noise is complicated.

(iii) The reliability and accuracy of test data in boundaries
of the acceptance can be obtained.

Currently, the Multidomain (MD) method is often
used in online learning, adaptation, and sampling, such as
confidence-weighted parameter combination, classifiers, and
domain-based representations with the MD sampler [30–
34]. The main methods of MD are FEDA (frustratingly
easy domain adaptation), MDR (multidomain regulariza-
tion), MTRL (the multitask relationship learning), and so
on. Unfortunately these methods are not suitable for the
distributed sensor test data validation processing.

The main contributions of this paper are as follows.

(i) An MD method validates correctness and trend
prediction of test data, so that the datameets specified
test requirements, and also meets the constraints
of distributed sensor nodes. The proposed approach
can handle the dynamic data acquired of distributed
wireless sensor nodes.

(ii) Compare it with concurrent domain, frequency, time-
frequency filter in harsh noisy environment. And
a prototype of different number of times time and
frequency domain signal analysis is discussed

(iii) Simulation results demonstrate thatmethod canmeet
accuracy and reliability demands, while the tradi-
tional filter and validation used in wireless sensor
nodes is typically unable to achieve this.

The remainder of this paper is organized as follows.
In Section 2, the related background information and some
assumptions of wireless nodes are given. Section 3 discusses
the principle, formula, and analysis of MDmethod.The sim-
ulation results are presented in Section 4, and the conclusion
is given in Section 5.

A B C

A B C

Units relation of system 1

Units relation of system 2

Figure 1: The construction in different wireless sensor network
systems.

2. Distributed Sensor Assumptions and
Background Review

2.1. Construction Characteristics of Wireless Sensor Network
Nodes. Here the construction characteristics of wireless sen-
sor nodes are analyzed and three assumptions are given. As
Figure 1 there are two different construction forms of wireless
sensor network system.

Construction I. Like System 2, there are three different units;
every unit has no or very less impact on other parts and it can
do its task completely and independently.

Construction II. Like System 1, every unit has some impact
on other parts or every unit that accomplished its task needs
other units running rightly.

Definition 1. “Dependence of system” means if parts A, B, C
have task A, task B, task C, the degree that each one fulfills its
task should depend on other tasks running or undertaking.

𝐷ep
𝑖

([0, 1]) stands for dependence of system

𝐷ep
𝑖

=

𝑛

∑

ep=1
(𝐹
𝑖
)R (𝐹

𝑗
) , 𝑖 ̸= 𝑗. (1)

In a serial system,𝐷ep
𝑖

is almost 1; the reliability (MTBF
𝑆
)

is the minimum part’s MTBF
𝑛
of system:

MTBF
𝑆
= min {MTBFA,MTBFB,MTBFC} . (2)

And as component of system increases, the failure rate and
𝐷ep
𝑖

increase. 𝜆 is failure rate, a positive value, so here the
simplest model be considered as

𝜆
𝑆
=

𝑛

∑

𝑖=1

𝜆
𝑖
; (𝑖 = 1, 2, 3, . . .) . (3)

In this assumption, if dependence of system increases,
the reliability of system will decrease. So distributed function
completeness is needed.

Assumption 2. Every node in system should have distributed
function completeness (like system 2).
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Figure 2: The transmitting power and data compress of nodes in
wireless sensor network.

As energy issue, data compressed is an important
means to decrease energy consume and meanwhile improve
throughput of networks (as Figure 2).

For example, if the RF power and throughput of received
data were not considered, then

𝑃data =
𝑃Rowdata
𝑀

,

THnetwork = 𝑀 ⋅ THRowdata.

(4)

𝑀 is compressed rate, 𝑃 is power, and TH is throughput.
The other two assumptions are as follows.
The second assumption of wireless vibration network

node is that it should have high data compression rate.
The third assumption of wireless vibration network node

is expounded from to the other part, which is to arrange task
to every node, as every node should have meaningful output,
real time mark, and precision.

For instance, here is given a vibration sensor example.
With those assumptions, the wireless vibration sensor nodes
should acquire data, process data, and output data which have
meaningful format. The simplest way to do it is following
the ISO 10816 and ISO 7919 where every node calculated the
vibration density (for constrains of sensor nodes as Table 1).
Consider
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2.2. Online Industrial Automated Sensor Self-Validation.
Deployed wireless sensor networks in EPP can continuously
monitor and assess the health of EPP structures, systems, and
components (SSC).

It is well known that noises of sensor measurements
contain

(a) harmonic noise;
(b) sudden large deviations (often caused by electromag-

netic interference or external disturbances);
(c) component noise under environment stressors;
(d) measurement noise of improper installation and

methods;
(e) unpredicted noise.

For active component wired online monitor system in
EEP (for our example, vibration sensor nodes should be
used), data analysis is based on pattern recognition for
anomaly detection and so on.

(1) Sensor Self-Validation Algorithm. In an automated sensor
self-validation system for cupola furnaces, the digital outputs
are removed of noise and invalid data by themedian filter, and
then every sensor obtains a set of parameters that represent
the temperature reading, its rate of change, and its variance.
Secondly all these data are sent to the fuzzy logic system to
do self-validation, and then an output that represents the self-
confidence in the parameter set of this sensor is produced.

In this method, the temperature, the rate of change in
temperature, and the variance of change in temperature are
three inputs of fuzzy system. But they are not suitable for
vibration test, for vibration signal is dynamic, and its noise
is more complicated [35]; the wireless vibration sensor nodes
have constrains as Table 1.

(2) Online Multidomain Learning, Adaptation, and Sampling.
Multi-domain learning combines characteristics of both
multi-task learning anddomain adaptation anddrawing from
both areas.

And the multi-domain sampler can construct domain-
based representations for an arbitrary multimodal distribu-
tion. And it can be applied to a wide range of Bayesian
inference problems and it is particularly powerful in tackling
problems with complicated posterior distributions.

For its learning and sampler ability, it may be predicted
that this method may be effective in online validation.

3. Online Multidomain Validation Method

3.1. Calculation Validation and Measurement Validation. The
feature of validation is often regarded as using different
methods to compute the same data in order to get high
confidence.

From this, we here define calculation validation and
measurement validation in online test.

Definition 3 (calculation validations). For a calculation pro-
cess 𝑃, it stands for using function 𝐹 to calculate input data
𝐼data and obtain output data 𝐷data by using a kind of method.
That is,

(F(Idata )
P

Ddata ) .Stand for (6)
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And another calculation process 𝑉 stands for using
function𝐹 to calculate input data 𝐼data and obtain output data
𝐷data, or using𝐷data obtain input data 𝐼data. Consider

(F(Idata ) Ddata )
V

.Stand for (7)

If processing 𝑉 can be done only if the calculation of 𝑃
is correct in every step, then the process of 𝑉 is calculation
validations process.

Definition 4 (measurement validations). Because of test
error, application demands, and so on, there are acceptance
limits of calculation validations in measurement application.

When the input data is converted to a signal, there is
an error between output data 𝐷data of process 𝑃 and output
data 𝐷data of process 𝑉. When the error meets the system’s
demands (or less thanmeasurement acceptances limits), then
process 𝑉 is validation process.

Extension of measurement validations is using different
independent way to process data in order to obtain the high
precision and reliability.

The difference between the validation and data fusion
is that data fusion has multiple different data sources and
validation has only single data source.

3.2. Online Multidomain Validation Method. Here we refer
to calculation validation and measurement validation during
software executing.

In this section, the theory or formula of online multi-
domain validation is presented.

(1) Functional Analysis. In signal space, the input signal will
be denoted by 𝐼(𝑛), 𝑛 ∈ 𝑁. The independent variable 𝑛
is typically interpreted as sample sequence. The output data
will be denoted by 𝑂(𝑚), 𝑚 ∈ 𝑁. The independent variable
𝑚 is typically interpreted as output sequence. As discussed
in Section 2, the output signal or data 𝑂(𝑚) has significant
physical meanings.

Then seeking the function 𝐹 of validation process 𝑉 is
a functional problem. In signal space (reality physical 𝐿

2

waveforms, viewed as vectors in the inner product space
known as signal space), all input signals 𝐼(𝑛) obtain a signal
set 𝑆in{𝐼1(𝑛), 𝐼2(𝑛), . . .}; all output data obtain an output data
set 𝑆out{𝑂1(𝑚), 𝑂2(𝑚), . . .}. All the maps from 𝑆in to 𝑆out form
Functional set FS (e.g., sample process is linear functional in
𝐿
2
space).
The different map from 𝑆in to 𝑆out may come from

different discrete representation of signals. If orthogonal
subspace𝑀

𝑛
spans from {𝜑

1
, 𝜑
2
, 𝜑
3
, . . . , 𝜑

𝑛
}, signal 𝑥 ∈ 𝑀

𝑛
,

then

𝑥 =

𝑛

∑

𝑖=1

𝑎
𝑖
𝜑

𝑖
. (8)

Then inner production and orthogonal properties get

𝑥 =

𝑛

∑

𝑖=1

⟨𝑥, 𝜑
𝑖
⟩ 𝜑
𝑖
. (9)

In frequency domain, Fourier series form orthogonal
basis.

As Fourier Transform is unitary transformation, its time
domain two orders Functional can convert to its frequency
domain two orders Functional. And it is same for the invert
convert. And so does the invert convert.

For energy function being two orders functional, the cal-
culation validation can be done from two different domains
using this relationship.

The important relationships between these are the follow-
ing.

(i) Parseval’s theorem usually refers to the result that
the Fourier transform is unitary; loosely, the sum (or
integral) of the square of a function is equal to the sum
(or integral) of the square of its transformation

𝑁−1

∑

𝑛=0

|𝑥 [𝑛]|

2

=

1

𝑁

𝑁−1

∑

𝐾=0

|𝑋[𝑘]|

2

. (10)

(ii) Uncertainty principle limits the simultaneous time-
frequency resolution one can achieve without inter-
ference, for real signal. Consider

𝑊
𝐵
𝑇
𝐷
≥ 1. (11)

𝑊
𝐵
is a (suitably chosen) measurement of bandwidth

(in hertz) and 𝑇
𝐷
is a (suitably chosen) measurement

of time duration (in seconds).

Although formula (5) is two orders functional, unlike
formulas (10) and (11), the definition of vibration density
(measurement validation) is not intrinsic propensities con-
cept (i.e., energy and uncertainty have no difference in
different domains). Here come stochastic process signal and
different number of times time and frequency domain signal
analysis.

(2) Different Number of Times Time and Frequency Domain
Signal Analysis. In ergodicity random process, some statistic
value of signal calculated from space domain is the same as
calculated from time domain.

To do measurement validation, we should first under-
stand test signal properties. Signal can be divided into steady
state signal, metastable signal, and the nonstationary signal,
and so on.

For example a simple random simulated vibration signal
(plus random noise) is

𝑥 = sin (2𝜋 ⋅ 50 ⋅ 𝑡 + 𝜃
1
) + 0.3 ⋅ sin (2𝜋 ⋅ 120 ⋅ 𝑡) ,

𝑦 = 𝑥 + 0.15 ⋅ rand𝑛 (size (𝑡)) .
(12)

To compare the simulated signal with real test signal, two
different test figures were put together (as Figure 3); the left
is simulation figure and the right is real test signal. They are
very similar.



International Journal of Distributed Sensor Networks 5

0 10 20 30 40 50 60 70
−1.5

−1

−0.5

0

0.5

1

1.5
Vibration simulation signal 

Time

Vi
br

at
io

n 
ac

ce
le

ra
tio

n

(a)

Vibration test signal in rotation experimental plat

(b)

Figure 3: Waveform comparison of simulated and test signals.

Then a simulated vibration random process signal can be
obtained by random phase or random noise amplitude, and
so on. That is,

𝑥 = sin (2𝜋𝑓
0
𝑡 + 𝜃
1
) + 𝑏 ⋅ sin (2𝜋𝑓

1
𝑡 + 𝜃
2
) + ⋅ ⋅ ⋅ ,

𝑦 = 𝑥 + 𝐴 ⋅ rand𝑛 (size (𝑡)) 𝑏 < 1, max (𝐴) < 1.
(13)

And this signal may be more precise than first simulated
signal.

Even simulated signal as (12), calculation process 𝑃,
and validations process 𝑉 are changed at different time
(for random noise is changed); or in other mean, different
measure times the two process are all different.

When doing validation (or obtain high precise), the
steady value of output data set (may be eigenvalue vectors
of input signal set) should be found. Then the space, time,
frequency domain properties of signal should be considered.
So does the signal (13). Consider space properties of signal
and give an assumption that the output data from time
domain and frequency data have same distribution (for
unitary transformation and antithesis basis property).

Raw data

Time domain test

Processed data

Frequency
domain test

Figure 4: Calculation diagram in time domain and frequency
domain.

(1) In Single Time or Frequency Domain

(i) If it were steady state signal, owing to its random error
properties, the simplest way to obtain stead value is
averaging output data.

(ii) If it were metastable signal, owing to its stochastic
process properties, the powerful way to get stead
value is usingwindows (continuous sliding) averaging
output data.

(iii) And this arithmetic is not fit for non-stationary signal.

(2) In Time-Frequency Domain. For non-stationary signal, the
hidden Markov chain or KL distance should be considered.

(3) An Online Multidomain Validation Method for Vibration
Sensor Nodes

(i) Whendoing FFT, use (10) to do calculation validation.

(ii) As steady state signal, when doing measurement
validation (is not suitable for shock or violent vibra-
tion test), first calculate moving average of vibration
density and maximum peak-peak value, if validation
is true, output mean value and validated flag 1; else
output maximum value and validated flag 0.

(iii) Asmetastable signal, observe new data in every single
domain, and obtain the trend of data from its versus
domain, if its change trends were same as prediction
then use new data as output, or use the mean data as
output like steady state signal. And in the meantime
the data relationship of each domain will be similar.
Then recursion can be done.

(iv) As nonstationary signal, as discussed in Section 2.2, if
domain-based representations for an arbitrary mul-
timodal distribution are obtained, hidden Markov
chain can be used to charge march or not like
metastable signal.

Like Figure 4, that in harsh environment or other sit-
uation, the uncertain noise, uncertain condition of device
working and calculation, and other unpredicted elements, the
multi domains parallel testing can improve its reliability and
uncertainty.
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(a) Vibration intensity uncertainty error with run number, 𝑤 = 0.15

0 5 10 15 20 25 30
2

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

3

Vi
br

at
io

n 
in

te
ns

ity

Test number—frequency domain

(b) Vibration intensity uncertainty error with run number, 𝑤 = 0.35
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(c) Vibration intensity uncertainty error with run number, 𝑤 = 0.55

Figure 5: Different noises influencing the vibration intensity calculation.

As it is obvious, if the different domains test data can be
validated independently, the reliability of systemwill increase
to be double.

And as analysis in error theory, for the test free degree
increasing two times, the uncertainty of system will decrease
1/
√
2.
Generally, if 𝑛 domains to test increase, the reliability

will increase 𝑛 times, and uncertainty of system will decrease
1/√𝑛.

4. Simulation and Test Results

4.1. Noise Influence Vibration Intensity Calculation. To esti-
mate noise influence the vibration intensity calculation,

simulate signal 𝑦(𝑤), 0 < 𝑤 < 1 (Figure 5, may have
coefficients difference with real value):

𝑥 = sin (2𝜋 ⋅ 50 ⋅ 𝑡 + 𝜃
1
) + 0.3 ⋅ sin (2𝜋 ⋅ 120 ⋅ 𝑡) ,

𝑦 = 𝑥 + 𝑤 ⋅ rand𝑛 (size (𝑡)) ,
(14)

𝑤 = 0.15, 𝑤 = 0.35, 𝑤 = 0.55, had been tested.

Conclusion 1. There may be a relationship between noise
intensity and vibration intensity. Consider

ERR
𝑉rms
∝

𝑁noise
𝑆signal

. (15)
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Figure 6: Shift average in time domain and frequency domain.
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Figure 7: Two-signal change trend with time-frequency analysis.

ERR
𝑉rms

stands for vibration intensity uncertainty error.𝑁noise
is noise intensity, and 𝑆signal is signal intensity.

Conclusion 2. Vibration intensity is increased when noise
intensity increased

This result is same when noise is impulse noise, not Guess
white noise and so on.

4.2. Shift Average of Noise Influence Vibration Intensity Cal-
culation. As an example to decrease noise, a method of shift
average (accumulate) is simulated, both in time domain and
frequency domain.

Conclusion 3. As shown in Figure 6. When using average the
uncertainty decreases in two different domains. Its applica-
tion fields are steady state signal test.

4.3. Time-Frequency Domain Signal Simulation. Figure 7
shows two-signal change trend with time-frequency analysis.
One is mechanic fault signal and the other is normal signal.
Consider

𝑡 = 0.01 : 0.01 : 1,

𝑥
1
= sin (2𝜋 ⋅ 30 ⋅ 𝑡) + rand𝑛(size (𝑡))

3

,

𝑥
2
= 𝑥
1
, 𝑥

2
(40 : 65) = rand𝑛 (1, 26) .

(16)

Figure 7 is different from Figure 8. Figure 8 shows only
same signal test in different time. (do tfrstft transform).

4.4. Experiment on Rotation Lab. The uncertainty of test
results only using formula (5) and plus windows technology
is 15% or more.
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Figure 8: Time-frequency domain analysis of same signal.

When using shift average the uncertainty of test results is
less than 5%. And if method of median average pre-filter had
been used, the absolute error is also less than 5%.

The vibration module used for test is shown in Figure 9
(includes ADUC7060 andADUC345). And themultidomain
validation method has been tested in the device. Steady state
signal and sudden change signal validation had been tested.
Uncertainty of test results is less than 5% also, and sudden
change can be predicted and validated by different domain.

5. Conclusions

In the paper, characteristics of wireless sensor network nodes
are discussed firstly, and three assumptions are obtained; that
is, every node in system should have distributed function

Figure 9: Nodes used for vibration test.

completeness, and every node should have high data com-
pression rate, and every node should havemeaningful output,
real time mark, and precision.

Calculation validation can be done by their two orders
functional, for example, using Parseval’s theorem.

Moving average, windows and sliding average are proved
to be useful to validate steady state signal and to judge
the variation trend of metastable signal by simulations and
experiments. According to thesemethods,whennew test data
of metastable signal were obtained, recursion calculation and
the validation in multi domain can be done.
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Uncontrolled charging of large-scale electric vehicles (EVs) can affect the safe and economic operation of power systems, especially
at the distribution level. The centralized EVs charging optimization methods require complete information of physical appliances
and using habits, which will cause problems of high dimensionality and communication block. Given this, an ant-based swarm
algorithm (ASA) is proposed to realize the EVs charging coordination at the transformer level, which can overcome the drawbacks
of centralized control method. First, the EV charging load model is developed, and the charging management structure based on
swarm intelligence is presented. Second, basic data of the EV using habit is sampled by the Monte Carlo method, and the ASA
is applied to realize the load valley filling. The load fluctuation and the transformer capacity are also considered in the algorithm.
Finally, the charging coordination of 500 EVs under a 12.47KV transformer is simulated to demonstrate the validity of the proposed
method.

1. Introduction

As a new effective means of alleviating the energy crisis,
reducing environmental pollution and global warming, EVs
have more incomparable advantages than conventional cars
and become the focus of governments, automakers, and
energy companies now [1, 2]. The EV development strategy
research report, accomplished by the Ministry of Industry
and Information Technology of China, predicted that there
will be 60 million EVs in 2030 in China.

If widely used, EVswill aggregately contribute a new large
load to the power grid. Large-scale integration of EVs will
pose new challenges to the safe and economic operation of
the power system [3–6]. Charging load may further increase
the peak load. Grid congestion, network losses, and power
quality may be worsening. In overall, the randomness of EVs’
charging activities in time and space brings uncertainty and
risk to the power system operation. If appropriate charging
strategies are adopted, EVs can be used for the load valley

filling, congestion management, and other ancillary services
for power systems.

Most distributed energy resources, such as small wind
turbines and roof-top photovoltaic panels, have the charac-
teristics of random and intermittent. It is very difficult to
dispatch the traditional generators to balance their power.
If appropriate charging strategies are adopted, EVs can also
be used to improve the performance of distributed energy
resources. So it is very important to do some deep research on
the EV charging model and the charging control algorithm.

Smart grid revolutionizes the current electric power
infrastructure by integrating with advanced communication
and information technologies which can provide efficient,
reliable and safe energy automation service with two-way
communication and power flows [7]. Recently, wireless
sensor networks (WSNs), which are suitable for the com-
munication among EVs, have gained great attention from
the research community in various smart grid applications,
including advanced metering infrastructure (AMI), power
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outage detection, distribution automation, towers and poles
monitoring, line fault diagnostics, power fraud detection,
and underground cable system monitoring [8]. EVs can be
charged smartly at home, work place, and public charging
stations based on the smart grid technologies with ubiquitous
communication described previously.

Most current research and applications on charging
management are based on direct centralized and hierarchical
centralized methods. Swarm intelligence realizes the overall
intelligence by the simple interaction between the agents and
is very suitable for the distributed complex adaptive system
(CAS). The power distribution system integrated with large
scale of EVs is a CAS in fact. So the decentralized swarm
intelligence technique is an ideal management/coordination
solution for EV charging which is more flexible and adaptive
than the top-down centralized or hierarchical control. The
proposed charging coordination method in this paper is a
decentralized swarm algorithm.

The remainder of this paper is organized as follows.
Section 2 reviews some literatures about EV charging man-
agement. Section 3 analyzes the influence factors of the EV
charging management. Section 4 formulates the details of
EV charging model and develops a decentralized swarm
algorithm for charging coordination. Section 5 tests the
proposed algorithm by a case study of coordinative charging
500 EVs under a 12.47 KV transformer. Section 6 concludes
this paper.

2. Related Works

Recently, many research efforts and studies about the EV
charging dispatch have been reported in some literatures
[9–16]. In general, the content of the related literatures
mainly includes three parts, the charging model, charging
management structure, and charging strategy.

In [9], the battery charging and dischargingmodel is built
in MATLAB, and the influence to the distribution power
system of the EV at the different charging strategy according
to the load curve of spring andwinter is evaluated.Then some
demand response management methods, such as stagger
charge and custom load control, are proposed to solve the
peak load problem caused by the EV tomake the distribution
power system more safe and efficient.

In [10], a comparative study is made by simulating
four EV charging scenarios, that is, uncontrolled domestic
charging, uncontrolled off-peak domestic charging, smart
domestic charging, and uncontrolled public charging; all of
them take into account the expected future changes to the
electricity tariffs in the electricity market and appropriate
regulation of EVs battery charging loads.

In [11], the impacts of large-scale EVs deployment on
the particular networks are simulated, and the results show
that it will lead to a variety of undesired effects such as asset
overloading and excessively low voltages. Then a distributed,
hierarchical demand management scheme is integrated into
each distribution network and proves to mitigate the unde-
sired effects.

In [12], an intelligent method is presented to minimize
the charging cost considering the acceptable charging power
of EV battery and the state of charge (SOC) in response to
time-of-use (TOU) price in a regulated market. The opti-
mized charging model proposed explores the local optimal
EV charging strategy successfully but fails to consider the
network impacts.

In [13], a decentralized multiagent system (MAS) is
proposed, and a hybrid algorithm combined with an evolu-
tionary algorithm and a linear programming was developed
to manage a power distribution system with EVs.

In [14], an intelligent, decentralized multi-agent EV
charging control method based on TOU price scheme con-
sidering network losses further is proposed. The simulation
results show that the proposed approach can realize the
effective valley filling and provides results of similar quality
compared to the centralized approach with limited computer
resources and communication resources.

In the related literature, there are also several studies on
swarm intelligence of ants, which simulate insect behavior
of ants. It is suitable for the distributed circumstances and
has been widely applied to the solution of TSP, production
scheduling, WSN routing, and other complex optimization
problems [15, 16]. But seldom literatures have been found
that using the swarm intelligence of ants to manage the EVs
charging, which is what we will do in this paper.

3. EV Charging Influence Factor and
Management Structure

3.1. EV Charging Influence Factor. The basis of the research
of EV charging algorithm is to build appropriate EV load
model. First we need to analyze the key influence factor of
the EV charging to get better forecast and control of the EV
load, which mainly include the physical characteristics of EV
charging and EV using habit.
3.1.1. Physical Characteristics. The physical characteristics
mainly include the EV type, battery capacity, and charging
power.

(1) EV Type. In this paper EV type means the purpose of the
car, mainly including private car and public service car such
as bus and taxi. Different types of EV have different battery
capacity and charging power.

The public service cars’ daily travel miles are longer than
private cars, and charging one time per day cannot satisfy
their actual need. So they need the method of fast charging
or battery replacement.

The private cars are flexible to use, and they are in stop
status in 90 percent time of one day, which is very convenient
for the charging. In the future, the private cars will be the
main part of the EVs. And there are some official survey
data about the national household travel of the United States,
which is about the private cars and can be used as the basis
of the simulation. So in this paper, we mainly consider the
charging of private cars.
(2) Battery Capacity. Generally the main battery capacity
of the private cars is more than 16Kwh. For example, the
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Chevrolet VOLT is 16 Kwh, the Japan LEAF is 24Kwh, the
Honda Fit is 20Kwh, and the Ford Focus is 23 Kwh. The
battery capacity decides the limited mileage of the EV.
(3) Charging Power. In the ordinary charge mode, the charg-
ing power per hour is 0.2 C, and the charging time is 5 hours.
In the fast charge mode, the charging power per hour is 1 C
or 2 C, and the charging time is 1 hour or half an hour.

Table 1 listed the main parameters of the slow charge and
fast charge.

3.1.2. UsingHabits. Theusing habitsmainly include the travel
time, travel miles, charging place, and charging time. The
user’s drive and travel habits are also important to the EV
charging. Most of the researches neglect the statistic of daily
travel miles and only assume the basic information of SOC,
start charging time, and so forth, which is differ from the
reality.

The Federal Highway Administration of the Department
of Transportation of the United States made a survey about
the national household travel survey in 2009 and released the
result [17]. According to the maximum likelihood estimation
method the end time and the start time of the trip can be
expressed as the normal distribution approximately (Figure 1)
[18]. And the daily travel miles can be expressed as the
lognormal distribution approximately (Figure 2) [10].

(1) Start and End Charge Time Probability Model. Their
probability density function is listed as follows:
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= 8.92; 𝜎

𝑒
= 3.24.

Table 1: Comparison of different charging modes of EVs.

Charging mode Slow charge Fast charge
Time/h 5∼10 1/2∼1
Current/A 15 150∼400
Voltage/V 220 220
Applicable location Home Charging station

0

20

40

60

80

100

120

140

EV
 n

um
be

r

8 10 12 14 16 18 20 22 24

0

0.02

0.04

0.06

0.08

0.1

0.12

(h)

D
en

sit
y

Frequency histogram and normal
distribution density function

Figure 1: Frequency histogram and normal distribution density
function of the start charge time of EVs.

(2) Daily Travel Miles Probability Model. One has
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where 𝜇
𝑚

= 2.98; 𝜎
𝑚

= 1.14.

3.2. EV Charging Management Structure. There are several
management structures of efficient EV charging in recent
literatures, and the representative structures include the
centralized control, hierarchical control, and decentralized
control.

3.2.1. Centralized Control. A lot of literatures use the vertical
dispatch scheme, which is very common in the power system
control, to realize the management of the EVs charging.

Although the centralized dispatch scheme is conducive to
get the global optimal solution in theory, it is very hard to
implement in the power systemwith large-scale EVs using the
technologies of today. For example, EVs will add too many
variables to the central optimization problem which will
lead to the high dimensionality, and centralized management
needs high computation and communication resources to
deal with large amount of information.

3.2.2. Hierarchical Control. Some literatures use the hierar-
chical scheme to resolve the problem of the pure centralized
control. The core idea is to divide the power system into
two layers or three layers according to the voltage level and
divide the distribution system into many zones. The EVs
dispatching problem is divided into the transmission system
and several distribution system dispatching problems in this
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Figure 2: Frequency histogram and lognormal distribution density
function of the daily travel miles of EVs.

scheme.This scheme can alleviate the pressure of the dispatch
center of the transmission to a certain extent.

3.2.3. Decentralized Control. In this scheme, EVs are char-
acterized as agents with a certain level of autonomy taking
decisions based on their local and global environment. Local
environment includes EV owner’s preferences and charging
infrastructure parameters, while the global environment
includes the transmission/distribution network conditions
and energy market conditions.

4. Swarm Intelligence and Ant-Based
Charging Coordination Algorithm

4.1. Swarm Intelligence. Swarm intelligence stemmed from
the mimic of the living colony such as ant, bird, and fish
in nature, which shows unparalleled excellence in swarm
than in single in food seeking or nest building. Drawing
inspiration from this, researches design many algorithms
simulating colony living, such as ant colony algorithm,
particle swarm optimization algorithm, artificial bee colony
algorithm, and artificial fish colony algorithm, which shows
excellent performance in dealing with complex optimization
problems [19].

Swarm intelligence has the ability tomanage complex sys-
tems of interacting individuals through minimal communi-
cationwith only local neighbors to produce a global behavior,
which typically do not follow commands from a centralized
leader [20]. These special features make swarm intelligence
play important roles in many engineering applications such
as multirobot system control, massive distributed sensing
using wireless sensor networks, vehicles dispatch, and power
system optimization.

4.2. Ant-Based Charging Coordination Algorithm. Because
of the high dimensionality and communication demand of
the centralized control, new methods such as the artificial
swarm intelligence are worthy of exploring for the solution
of charging coordination of large-scale EVs. Next we will use
the ASA to realize the valley filling at the transformer level.

Control center

HV/MV Substation

TransformerMV/LV TransformerMV/LV

Electric vehicle swarm under LV transformer

Subsidiary
swarm 1

Subsidiary
swarm 1

Subsidiary
swarm 𝑛

Subsidiary
swarm 𝑛

Figure 3: EVs swarm coordinated charging structure.

Table 2: Notation description.

Notation Description
𝐸
𝑖,BC Battery capacity of the EV 𝑖.

𝑃
𝑖,RC Rated charging power of the EV 𝑖.

𝐸
𝑖,SOC𝑠 Start state of charge (SOC) of the EV 𝑖.

𝐸
𝑖,SOC𝑒 End state of charge (SOC) of the EV 𝑖.

𝐸
𝑖,SOC𝑟 Real state of charge (SOC) of the EV 𝑖.

𝜂
𝑖,CH Charging efficiency of the charging device for the EV 𝑖.

𝑇
𝑖,PI Plug-in grid time of the EV 𝑖 when going back to home.

𝑇
𝑖,PO Plug-off grid time of the EV 𝑖 when leaving home.

𝑀
𝑖,PD Daily travel miles of the EV 𝑖.

𝐸
𝑖,𝑃100

Energy need when the EV 𝑖 travels 100 kilometers.
𝑇
𝑖,CH Real charge time of the EV 𝑖.

𝑃
𝑖,MTF Maximum load power of the transformer EV 𝑖 plug in.

𝐸
𝑖ℎ,CH Charging energy of the EV 𝑖 at the time ℎ.

𝐿
ℎ,𝐹

Forecast load of the transformer at the time ℎ.

𝐿
ℎ,𝑅

Real load of the transformer at the time ℎ.
(not including the EV load)

𝐿
ℎ,𝑇𝐸

Total load of the transformer at the time ℎ with the EV
load.

𝜏
𝑖ℎ,CH

Pheromone used to guide the charging of the EV 𝑖 at
the time ℎ.

𝑃MV Maximum EV charging valley power of the day before.

4.2.1. Single EV Charging Model

(1) Variables and Parameters. Table 2 listed the main EV
charging variables and parameters considered in this paper.
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Figure 4: Ant-based charging planning algorithm flow.

For the 𝑖th EV, the charging time can be calculated as
follows:

𝑇
𝑖,CH =

(𝐸
𝑖,SOC𝑒 − 𝐸

𝑖,SOC𝑠) 𝐸𝑖,BC

𝑃
𝑖,RC𝜂𝑖,CH

, (4)

𝐸
𝑖,SOC𝑠 = 𝐸

𝑖,SOC𝑟 −
𝑀
𝑖,PD𝐸
𝑖,𝑃100

100𝐸
𝑖,BC

. (5)

(2) Charging Constraints.The charging constraints of a single
EV mainly include the SOC constraint, the charging time
constraint, and the transformer capacity constraint.

The SOC constraint is defined by

𝐸
𝑖,SOC𝑟 ≥ 𝐸

𝑖,SOC𝑒. (6)

The charging time constraint is defined by

𝑇
𝑖,CH ≤ 𝑇

𝑖,PO − 𝑇
𝑖,PI. (7)

Considering the upper limit of the transformer capacity,
the total load with the 𝑖th EV at the time ℎ should not exceed
the maximum load power of the transformer. The capacity
constraint is defined by

𝐿
ℎ,𝑅

+ ∑

𝑡=ℎ

𝐸
𝑖ℎ,CH < 𝑃

𝑖,MTF. (8)

4.2.2. Ant-Based EV Charging Swarm Structure. After careful
investigation and analysis, the idea ofmultirobot cooperation
based on ant colony algorithm can be applied into the EV
swarm intelligent charging control [21, 22]. Each EV is an
ant of the whole charging system, and it can communicate
with others to exchange the key information to realize the
cooperated control of the charging.

The cooperation methods of multirobot system include
the centralized control, distributed control, and the hybrid
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control, which integrate the first two methods effectively and
are used extensively now. Based on this and integrating the
centralized control, hierarchical control, and decentralized
control methods of EV charging illustrated in many liter-
atures, a hybrid control structure is proposed as shown in
Figure 3.

It includes four layers typically (maybe more according
to the system scale), which is the control center, substation,
transformer, and EVs in turn. The first three layers are
using the traditional centralized control structure from top
to down which is widely used in the power grid now. The
third layer only controls the fourth layer partly, and the
fourth layer uses the distributed control structure. The EVs
can exchange information with others to make a decision
independently which can get not only the flexibility but also
the adaptability. Generally, the EVs in one line can form a
dynamic union, which can be called a subsidiary swarm, to
realize the coordinated charging with others.

The communication is the basis of the information
share and task cooperate between EVs and mainly includes
the point-to-point communication, broadcast, and group
communication. Wireless communication such as WSNs is
suitable for the communication of ant-based swarm charging
system because of its distributed characteristic.

4.2.3. Ant-Based EV Charging Algorithm

(1) Ant Colony Algorithm Used in Multirobot Collaboration.
Ant colony algorithm (ACA) is a simulation of ant’s swarm
intelligent behavior in food seeking, where ants transmit
messages to each other by releasing pheromone and can
always find a shortest routing path form their nest to food
source by swarm cooperation. ACA was first presented
combining with TSP problem by Dorigo et al. in 1996 [23].
Then it was successfully applied in TSP, assignment prob-
lem, job shop scheduling, network route design, multirobot
collaboration, and so forth, which shows its advantages in
complex optimization problem especially the discrete ones.

The multirobot system is a distributed system, and the
advantage of it is that a robot can either work alone or
cooperate with others. The relationships among the robots
are equality.The robot can exchange information with others
through communication and can make a decision inde-
pendently. Different tasks were given different quantity of
pheromone in the ACA used in multirobot system, which
was used to attract the robots to choose which task should
be accomplished with priority. The more difficult tasks will
possess higher pheromone amount than the easier ones, so
that the robots will choose to participate in the difficult tasks
with priority.

(2)The Suggested Charging Planning Algorithm. In this paper
an improved algorithm based on the ACA used inmultirobot
collaboration is implemented to solve the EVs charging
schedule problem according to the day-ahead load forecast
data of the transformer. In this algorithm the load valley
filling of different valley time segments is the tasks of the ants.

The ant-based charging plan algorithm (Figure 4) mainly
includes these steps as follows.

Step 1. Setting up the EVs’ parameters. Including the EV
number (ant population), the use habit of EV such as the
plug-in and plug-off grid time (can help to get the usable
charging time, assume that the car plug-in the grid when
comes home and plug-off the grid when leaves home), the
daily travel miles and the energy need when traveling 100 KM
(can help to compute the SOC of the battery), the charging
efficiency, the rated charging power, and so forth.

Step 2. Initializing the pheromone. Compute the pheromone
according to the day-ahead load forecast data of the trans-
former and other parameters using (9).

Step 3. Setting up the maximum iterations 𝑁
𝑐max and the

ant numbers 𝑀 of each iteration. The fluctuation of the load
curve is related to the 𝑀 tightly.

Step 4. Loop for iterating in turn of the plug-in time of the
EVs. Each ant decides the suitable charging time segment
according to its parameters, and the pheromone of other ants
is released.

Step 5. Compare the total load 𝐿
ℎ,TE when the current EV

load added and the transformermaximum load power𝑃
𝑖,MTF,

if 𝐿
ℎ,TE surpass the 𝑃

𝑖,MTF, exit the loop.

Step 6. Update the pheromone at the charging time segment
for other EVs to use.

Step 7. Generate the charging scheduling of all EVs.

The charging planning pheromone of the 𝑖th EV at time
segment ℎ can be calculated as follows:

𝜏
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(9)

where 𝑡1 and 𝑡2 are the intersection of load forecast curve
and maximum valley power line of EV charging. And they
can be calculated from 𝑃MV and 𝐿

ℎ,𝐹
. 𝐾
𝑙
and 𝐾

ℎ
are the

main influence factors of the pheromone and can be adjusted
according to the coordination object.

(3)The Feasibility Analysis of Proposed Algorithm. Each EV is
a relative independent individual in this algorithm, which is
an ant in fact. The global optimization objects are the sum
of all individuals’ optimization value. So the proof of the
algorithm feasibility is to prove that each EV can reach the
optimal value when it plug in the grid.

Assume that 𝐸(𝑁) is the sets of all EVs as follows:

𝐸 (𝑁) = {𝑒 = (𝑒
1
, 𝑒
2
, . . . , 𝑒

𝑁
) , 𝑒
𝑖
∈ 𝐸 (𝑖 ≤ 𝑁)} . (10)
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For all 𝑖th EV 𝑒
𝑖
∈ 𝐸(𝑁), set 𝑆 as the set of usable charging

time segments as follows:

𝑆 = {𝑇
𝑖1
, 𝑇
𝑖2
, . . . , 𝑇

𝑖𝑛
(𝑛 = 𝑇

𝑖,PO − 𝑇
𝑖,PI)} . (11)

For each EV as an individual agent, its charging instant
will be arranged in the moment at which the pheromone is
low. Suppose that 𝜏(𝑇

𝑗
) is the pheromone value of the 𝑗th time

segment. In other way the algorithm can be represented as
finding a set of time segments.

Using the quick sort algorithm to list 𝑆 from large to small
according to the 𝜏(𝑇

𝑗
) of each time segment.Then we can get

a new usable time segments set 𝑆𝜏.
Choose the first𝑚 time segments to charge and satisfy the

following condition:

∑

Index(𝑆𝜏)<𝑚
𝐸
𝑖𝑆𝜏,CH > 𝐸

𝑖,RN, (12)

where 𝑚 = 𝑇
𝑖,CH and 𝐸

𝑖,RN is the real need charging
energy of 𝑖th EV. If𝑚 > 𝑛, there is no feasible solution, and it
tell the user to change the charging need. If 𝑚 < 𝑛, there is a
solution.

There are 𝐽 time segments in all. The time complexity of
this can be calculated as follows

𝑂 (𝑗 log
2
(𝑗)) . (13)

Because 𝑗 < 24, the time complexity is in a range.
And there are 𝑁 EVs in all. The time complexity of

the sum is 𝑂(𝑁). Because 𝑁 is a finite number, the time
complexity is also in a range. In other words, within finite
time, the solution, that is, the changing arrangement for the
electric vehicles, can be gotten, which validates the feasibility
of the algorithm.
(4)The Suggested Charging Adjustment Algorithm (Figure 5).
One character of the power system load is randomness,
which is difficult to control. Another character is the periodic
change of different stages which can be expressed in month,
day, hour, and so forth. So the load can be forecasted
according to the history data but still has some differencewith
the real load. The EVs can be a good method to dissolve the
load fluctuation in a certain extent so as to reduce the power
backup. Next the charging adjustment algorithm to response
the load fluctuation is proposed.Themain steps are as follows.

Step 1. Get the corresponding parameters of the EVs plug in
power grid that mainly include the EV number, the charging
status of each EV, and other parameters of EV itself.

Step 2. Get the real load of the current time segment. The
algorithm can get the latest load in process of the simulation
time.

Step 3. Compute the pheromone needs to compensate
according to the real load, the forecast load, and the load
fluctuation sum using (14).

Step 4. Choose the different charging controlmethod accord-
ing to the load fluctuation. If the real load is larger than the

forecast load, let the EVs charging at the current time segment
stop charge, and choose another suitable time segment to
charge considering the constraints of its own. If the real load
is less than the forecast load, let the EVs charging at the later
time segment move to the current time segment to charge.

Step 5. Loop for iterating in turn of the plug-in time of the
EVs.

Step 6. Compare the total load 𝐿
ℎ,TE when the current EV

load added and the transformermaximum load power𝑃
𝑖,MTF,

if 𝐿
ℎ,TE surpass the 𝑃

𝑖,MTF, exit the loop.

Step 7. Update the pheromone of the load fluctuation for
other plug-in EVs.

Step 8. Quit the iteration when the fluctuation compensation
object is finished.

Step 9. Update the charging scheduling of all EVs as the time
process.

The charging adjustment pheromone of the 𝑖th EV at time
segment ℎ can be calculated as follows:

𝜏
𝑖ℎ

(𝐿
ℎ,𝐹

, 𝐿
ℎ,𝑅

, 𝐿
ℎ,TE, 𝑃MV, 𝑇𝑖,PI, 𝑇𝑖,PO)

=

{
{
{
{
{
{

{
{
{
{
{
{

{

0, (0 ≤ ℎ < 1) ,

𝐾lf

∑

ℎ

1
(𝐿
ℎ,𝑅

− 𝐿
ℎ,𝐹

)

, (1 ≤ ℎ ≤ 24, 𝐿
ℎ,TE ≤ 𝑃MV) ,

0, (ℎ<𝑇
𝑖,PI, ℎ>𝑇

𝑖,PO, 𝐿
ℎ,TE >𝑃MV) ,

(14)

where 𝐾lf denotes the adjust parameters of the load fluctua-
tion, which is inverse to the load fluctuation sum.

5. Simulation Results

Based on the charging loadmodel described in Section 3, next
we begin to simulate the ant-based coordination charging
algorithm proposed in Section 4 and make a comparative
analysis of the performance between free charge mode and
coordination charge mode with different influence parame-
ters. Furthermore the performance of ASA and PSO is also
compared.

5.1. Simulation Environment. Our simulation environment is
set to a 12.47 KV distribution transformer in a residential
area, and the initial data of the original forecast load are
simulated according to the actual loads of weather zones
report published by the Electric Reliability Council of Texas
(ERCOT). The rated capacity of the transformer 𝑃RC is
2000KVA. Assume that the power factor cos𝜙 is 0.85 and the
efficiency of the transformer 𝜂

𝑇
is 0.95, the maximum load

power 𝑃MTF can be calculated as follows:

𝑃MTF = 𝑃RC × cos𝜙 × 𝜂
𝑇
. (15)
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Figure 5: Ant-based charging adjustment algorithm flow for the load fluctuation.

So the maximum load power of the transformer in this
paper is 1615 KW. The 24 hours load data of one day is the
basis of the simulation.

(1) Load Fluctuation. There are many uncertainty factors
influence the load and will cause fluctuation in operation,
which can be simply described by the standard normal
distribution [24].The load of time 𝑡 can be defined as follows:

𝐿 (𝑡) = 𝐿



(𝑡) + 𝑁 (0, 𝜎

2

) , (16)

where 𝜎 = 5.
Considering the private cars that are mainly charged in

the night, the dispatching period is set from today’s 12 o’clock
to next day’s 12 o’clock and the dispatch time segment is

one hour. The curves of the original load and real load with
fluctuation are shown in Figure 6.

(2) Simulation Parameters. Table 3 shows the simulation
parameters of the EV charging. Some rated parameters such
as the capacity, efficiency, end SOC, and EV number are
defined as a fixed value. Some parameters about the using
habits are sampled in Monte Carlo method according to
the distribution function. Some parameters are adjustable to
verify the different performance.

Our simulation includes four parts: (1) getting the load
curve with EVs of the free charge mode using the previous
parameters; (2) getting the load curve with EVs of the
cooperated charge mode using an ant-based algorithm to
realize the self-organized charging in load valley; (3) getting
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Table 3: Simulation parameters.

Parameter Value
Battery capacity 20Kwh
Rated charging Power 3Kw/h
Charging efficiency 90%
Daily travel miles of EV Monte Carlo sampling
Energy need per 100KM 15Kwh
Start state of charge (SOC) Computed by (5)
End state of charge (SOC) ≥90%
Plug-in grid time Monte Carlo sampling
Plug-off gird time Monte Carlo sampling
Total EV number Adjustable
EV number of each iteration Adjustable
Load fluctuation compensate proportion
by EV Adjustable
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Figure 6: Original forecast load and real load curve of 12.47 KV
transformer.

the load curves with EVs using ASA and PSO to make
a comparison; (4) getting the load curve with EVs using
charging adjustment algorithm to realize the load fluctuation
compensate.

5.2. Free Charge. In the free charge mode, the EVs charge in
rated power immediately when plug in the power grid and left
when the battery is full. The whole charging process is out of
control and regulation. The simulation results based on the
parameters in Table 3 are shown in Figure 7.

As displayed in Figure 7, the charging load peak time
segment of the EVs are similar to the power load peak, so
it will burden the power load and enlarge the peak valley
difference.As the proportion of EV load increases, the EV free
charging will greatly influence the security of power grid.

5.3. Ant-Based Charging Planning Algorithm for Load Valley
Filling. In the coordination charge mode, the simulation of
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Original load + free EV load (1000)

1000EVs free charge

500EVs free charge

Figure 7: Load curve of 500 and 1000 EVs free charge.

Table 4: Comparisons between the free charge and coordinated
charge.

Item EV
number

Original
load

Free
charge
mode

Coordinated
charge mode

Peak (KW) 500 1373.44 1486.22 1373.44

Valley (KW) 500 971.4 981.68 1245.95

Peak valley
difference (KW) 500 402.04 504.54 127.49

EVs to realize the planned charging at the valley time segment
is just as follows.

From Figure 8 it can be seen that the EVs can find the
lowest load time segment in its useable time segment when it
plug in the grid.The curve is get on the condition of iterating
one car each time, which can get more smooth curves.
So the ant-based charging algorithm can realize the load
valley filling effectively through the pheromone information
exchange.

In fact, there are more than one car plug-in grid at the
same time. So it is necessary to deal with a group of cars at
each communication in order to get better compute speed
and lower communication cost. From Figure 9 it can be seen
that the iterated cars number of each time will influence the
load curve, which should be selected according to the total
number of EVs.When the iterated car number is 10 or 20, the
load curve fluctuation is small, which is better than 50.

From Table 4 it can be seen that the ant-based coordina-
tion algorithm can reduce the peak valley difference of the
power system, which can reduce the start and stop times of
the generators and improve the safety and economy of the
system operation.

5.4. Performance Comparisons with Particle Swarm Algo-
rithm (PSO). Particle swarm optimization (PSO) algorithm
was developed by Kennedy and Eberhart in 1995 [25],
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Figure 8: Load curve of 500 EVs coordinated charge by iterating one
car each time at different hours.
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Figure 9: Load curve of 500 EVs coordinated charging by iterating
different numbers of cars each time.

Table 5: Performance comparisons between the ASA and PSO
algorithms with 500 EVs charging.

Item ASA PSO (iterate
500 times)

PSO (iterate
1500 times)

Program execution
time (S) 0.17 0.46 1.15

Load fluctuation in
valley (KW) 32.33 52.59 32.37

which is a kind of heuristic global optimization technology
and belongs to the category of swarm intelligence methods.

Original load
Original load + EV load with PSO (iterate 500 times)
Original load + EV load with PSO (iterate 1500 times)
Original load + EV load with ASA
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Figure 10: Load curve of 500 EVs coordinated charge in ASA and
PSO.

PSO works by “flying” a population of potential solutions
called particles through a problem’s D-dimensional solution
space. The particles in PSO consist of a D-dimensional
position vector and velocity vector and also have a fitness
function which is required to evaluate its performance. The
particles keep track of the individual extreme values and the
global extreme value in the solution space until it reaches the
iteration number or meet the specified error standard.

PSO has the characters of high efficiency and simplicity
and has been successfully applied in many areas. But it also
maybe falls into the local minimum in dealing with the
discretization problems.

Next we used two methods of PSO to optimize the EVs’
charging schedule problem. The basic parameters of EVs are
same to the parameters used in theASA, and the optimization
objects are the load valley and theminimumfluctuation in the
valley time segment.

(1) First Method. In this method we take the usable charging
time segments of each EV as the solution space. If there are
500 EVs the dimension of the particle is 500. And each EVhas
different usable charging time segments, maybe 5–11 hours in
the valley time segments.

(2) Second Method. Each EV has different parameters such as
the plug-in grid time, plug-off grid time, and the real charge
time. We can make a subtotal of these data to reduce the
dimension of the optimal solution.

According to the real charge time, which is calculated by
the charging energy and rated charging power, the EVs can be
divided into 7 types. According to the EVnumbers can get the
object valley filling time segments, which are the 22 o’clock of
first day to 10 o’clock of the second day if there are 500 EVs.
Then we take the one type of EV start charging in one valley
filling time segment as one dimension of the solution, which
can reduce the solution dimensions to 84.
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Figure 11: Different types of load curve of 500 EVs charging adjust-
ment for response fluctuation at 18 o’clock.
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Figure 12: Different types of load curve of 500 EVs charging adjust-
ment for response fluctuation at 24 o’clock.

The optimal solution search space of the second method
is smaller than the first one and has better convergence rate.
Next we will use the second method to make a comparison
with the ASA.

From Figure 10 it can be seen that the ASA can get
similar optimization load curve with the PSO. And the curve
with PSO iterated 1500 times is better than 500 times, which
says that the PSO need more iterated times to get better
performance.

From Table 5 it can be seen that the ASA has less
simulation time than the PSO if they all reach the similar load
fluctuation difference in valley.

Forecast load
Real load
Real load + (planned) EV charging load
Real load + (adjusted) EV charging load
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Figure 13: Different types of load curve of 500 EVs charging adjust-
ment for response fluctuation at 6 o’clock of the next day.

Forecast load
Real load
Real load + (planned) EV charging load
Real load + (adjusted) EV charging load

12 18 24 6 12
950

1000

1050

1100

1150

1200

1250

1300

1350

1400

(h)

(k
W

)

Figure 14: Different types of load curve of 500 EVs charging adjust-
ment for response fluctuation at 12 o’clock of the next day.

Based on the simulation results, we can see that the ASA
is suitable for the EVs charging optimization.

5.5. Ant-Based EV Charging Adjustment Algorithm for the
Load Fluctuation Response. In this section we evaluated the
performance of the ant-based EV charging adjustment algo-
rithm for the load fluctuation response we proposed in this
paper. The real load with fluctuation can be computed from
(16) and the load fluctuation compensation proportion by
EV can be computed from (14). Other simulation parameters
are same to above mentioned. The different types of load
curve of 500 EVs charging adjustment for load fluctuation
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response at different time are shown in Figures 11, 12, 13, and
14, respectively.

From Figure 11 it can be seen that at 14 o’clock the real
load is lower than the forecast load, but the real load with the
adjusted EV charging load is close to the planning load. That
is to say that the EVs, whose planned charging time is later,
participate in the regulation for the load fluctuation.

From Figure 12 it can be seen that at 22 o’clock the real
load rises significantly above the forecast load, but the real
loadwith EV charging is smooth relatively. It shows that some
EVs charging at this time segment change to later segments
so as to reduce the load increase of this time segment.

From Figures 13 and 14 it can be seen that the real EV
load charging curve changes with the load’s fluctuation. The
curve of the final real load with EV load response fluctuation
is smooth relatively, which shows that our swarm algorithm
can effectively deal with the load fluctuation.

6. Conclusions and Future Work

In this paper, a swarm algorithm for charging coordination of
EVs at the transformer level is presented. The advantages of
the proposed algorithm can be summarized as follows. (i) It
does not need the centralized decision of the upper level. (ii)
It can respond effectively to the transformer constraint and
the load fluctuation. (iii) Its computation burden is relatively
low, thus suitable for large-scale application.This paper is our
first step in the swarm coordination algorithm in the EVs
charging. In the future, we will extend the swarm algorithm
to realize some more complicated applications such as the
coordinated dispatch of EVs charging and wind power.
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