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The ubiquity of sensor devices in Internet of Things opens
up a large source for sensory data, which has shown great
potential in benefiting the industry as well as improving
people’s quality of life. Sensory data has become an indispens-
able component in wide variety of applications, including
manufacturing, marketing, healthcare, transportation, enter-
tainment, environmental monitoring, indoor localization,
and traffic monitoring, and will continue to play an even
more pivotal role in the near future. Smart sensors are
being employed in more and more manufacturers. Thanks
to sensory data, their efficiency has been substantially
increased, product defects have been dramatically reduced,
and customers’ quality of experience has been improved to
a maximum extent. It is worth mentioning that more than
40 percent of data generated from Internet of Things come
from sensors. On the other hand, the size of sensory data
has already overwhelmed the current ability to collect, store,
and analyze them, which is one of the major bottlenecks
to the further development of IoT applications. More prob-
lematically, consumers’ privacy is being seriously threatened
by the huge amount of sensory data revealing personal
information. Unfortunately, conventional privacy protection
methodologies aremainly for small-scale or isomorphic data,
and they are not effective or efficient for big sensory data.
Therefore, corresponding privacy protection technologies
and tools are eagerly expected so that people can enjoy the
benefits of sensory data with privacy being preserved anytime
and anywhere.

This special issue solicits high-quality contributions that
focus on designing new technologies and tools to address the
privacy issues towards sensory data.

Due to the great effort made in publicity, we received 16
submissions from both academia and industry in the relevant
fields. Following a strict reviewprocess, we accepted 10 papers
for this special issue. Each of the papers was peer-reviewed by
at least two experts in the field. In the following, we provide
a brief introduction to each paper.

In the paper titled “An Advanced Private Social Activ-
ity Invitation Framework with Friendship Protection,” the
authors proposed a social activity invitation framework with
privacy guarantee. In the proposed framework, it is assumed
that a server can help with organizing group activities
intelligently and efficiently even though it is untrustworthy.
The authors also introduce a new definition for friendship so
that a social network can be modeled as a directed graph.

The work in the paper titled “A Location Prediction-
Based Helper Selection Scheme for Suspicious Eavesdrop-
pers” aims to improve security performance of data trans-
mission by a mobile eavesdropper in a wireless network. A
location-based prediction scheme is proposed to predict the
eavesdropper’s location and to decidewhether a friendly jam-
ming measure should be selected against the eavesdropper.
The proposed scheme can help with saving system power.

The authors of the paper titled “WhyYouGoRevealsWho
You Know: Disclosing Social Relationship by Cooccurrence”
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study two issues, which are “how to distinguish cooccur-
rences between acquaintances and strangers” and “what kind
of cooccurrence contributes to strong social strength.” To
address these two issues, a social relationship attack model
is introduced and the mobility intention-based relationship
inference model is proposed. The experimental results show
that the proposed model can properly differentiate between
cooccurrences.

To defend against password inference attacks, the work
in the paper titled “Privacy Enhancing Keyboard: Design,
Implementation, and Usability Testing” introduces a context-
aware privacy-enhancing keyboard (PEK) for Android
touch-based devices. When a user enters a password, a
keyboard is shown with the positions of the characters
randomly shuffled. PEK has been released in Google Play
since 2014.

The paper titled “PBF: A New Privacy-Aware Billing
Framework for Online Electric Vehicles with Bidirectional
Auditability” focuses on online electric vehicle (OLEV),
where vehicles are propelled by wirelessly transmitted elec-
trical power while moving. The authors present a secure
and privacy-aware fair billing framework for OLEV. Two
extreme lightweight mutual authentication mechanisms are
proposed. Furthermore, a secure and privacy-aware wireless
power transfer method is introduced. This work guarantees
secure, privacy-aware, and fair billing for OLEVs.

In the paper titled “A Secure and Scalable Data Com-
munication Scheme in Smart Grids,” the authors present
communication architecture for smart grids and propose a
scheme to guarantee security and privacy of data commu-
nications among smart meters, utility companies, and data
repositories. The proposed architecture employs an access
control Linear Secret Sharing Scheme matrix to achieve role-
based access control.

The work in the paper titled “Scalable and Sound-
ness Verifiable Outsourcing Computation in Marine Mobile
Computing” proposes a scalable and verifiable outsourcing
computation protocol (SV-OC) in marine cloud computing.
A single-mode version (SM-SV-OC) is then introduced.
Both protocols allow anyone who holds verification tokens
to efficiently verify the computed result returned from
cloud.

The authors of the paper titled “Trust on the Ratee:
A Trust Management System for Social Internet of Vehi-
cles” study trust management in Social Internet of Vehicles
(SIoV), which enables vehicles to establish social relation-
ships autonomously to improve traffic conditions. A Ratee-
based Trust Management (RTM) system is proposed. RTM is
built based on SIoV so that node relationships can increase
the accuracy of trustworthiness.

In the paper titled “Security Enhancement for Multicast
over Internet of Things by Dynamically Constructed Foun-
tain Codes,” the authors investigate the security challenge of
multicast applications in IoT. Considering the existence of
eavesdropper, an adaptive fountain code design is proposed
to enhance security for multicast in IoT. The proposed
scheme is a dynamic encoding scheme that can effectively
decrease intercept probability at the eavesdropper and can
increase transmission.

We would like to thank all the authors for their great
contributions to this special issue. We would also like to
thank all anonymous reviewers for their valuable comments
which help the authors to further improve the papers. It is
an honor for all of us to serve as Guest Editors at Wireless
Communications and Mobile Computing.

Zhipeng Cai
Rong N. Chang

Stefan Forsström
Anton Kos

Chaokun Wang
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The concept of smart grid gained tremendous attention among researchers and utility providers in recent years. How to establish
a secure communication among smart meters, utility companies, and the service providers is a challenging issue. In this paper,
we present a communication architecture for smart grids and propose a scheme to guarantee the security and privacy of
data communications among smart meters, utility companies, and data repositories by employing decentralized attribute based
encryption. The architecture is highly scalable, which employs an access control Linear Secret Sharing Scheme (LSSS) matrix
to achieve a role-based access control. The security analysis demonstrated that the scheme ensures security and privacy. The
performance analysis shows that the scheme is efficient in terms of computational cost.

1. Introduction

The concept of smart grid gained tremendous attention
among researchers and utility providers in recent years. With
such a technology, advanced developments such as sensing,
control, digital communications, and networking are inte-
grated into the power systems to effectively and intelligently
control and monitor the power grid. Generally speaking,
the power grid consists of three major components: power
generation, power transmission, and power distribution [1].
Typically, wired communications such as optical networking
are adopted to support the power backbone consisting of the
power generation and transmission systems [2]; but for the
power distribution network, which provides power directly
to customers, both wired and wireless communications are
adopted.

Smart grid brings new features into the power grid:
renewable-based generation, demand-response, wide area
protection, and smartmetering, just to name a few [3].Within
a smart grid, utility companies can send alerts to notify
customers and may further ask them to reduce their power
consumption by temporarily turning off some devices during
the periods of peak energy consumption [4]. The certain
critical control actions can be sent from the control center
to smart meters, in which the actions are expected to be
taken immediately for safe operations, and the wide area
protection schemes can be deployed to prevent cascaded fail-
ures and provide better interconnections. However, despite
the attractive features provided by smart grid technologies,
challenges, especially those in cyber security and privacy [5],
are still present. For example, it has been reported that the
pervasively adopted integrated Supervisory Control andData
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Acquisition (SCADA)/Energy Management systems [6] are
vulnerable to significant security threats [7–10].

As paper [11] pointed out, we need new technologies
to protect the confidentiality of the customer’s data. Also,
customer’s privacy should be preserved when data are col-
lected for marketing purpose. It has been demonstrated by
[12] that, even without a priori knowledge of household
activities, it is still possible to extract customers’ usage pat-
terns from the data uploaded by smart meters once every 15
minutes.

Utility companies need customer’s energy consumption
data for billing purpose. Third-party service providers may
need to collect electricity usage records of certain smart
devices to monitor device’s status and detect potential prob-
lems. Some other data analysis companies may need user’s
energy consumption data to do market research. From
customer’s perspective, customer should have control over
their own data. It means that customer knows and controls
the access to his own energy consumption data. If the
data is needed for marketing purpose, customer should be
informed and guaranteed that his own data are anonymized.
Traditionally, smart meter needs to learn receiver’s identity
(e.g., smart meters should know the certificate of the utility
company) and decides whether to send its data or not. For
such a large communication network, it may not desirable
for smart meters to learn all the identities. And the wide
used public-key infrastructure based on X.509 protocol on
Internet does not provide enough security guarantees since
a fake or stolen certificate may cause tremendous damage
and loss in smart grid communication network. On the other
hand, all the data can be uploaded into a data repositories
[13–15], which store customers’ data and distribute them
to the third-party service providers under the supervision
of a fine-grained access control. It is the data reposito-
ries’ responsibility to enforce the access control policies
and distribute customers’ data based on customer’s choice
and the related regulations and laws, which certainly put
tremendous burden on the data repository servers since the
compromise of a data repository server reveals all the data it
maintains.

To tackle the challenges, we take a fundamentally differ-
ent approach by employing attribute based crypto system:
attribute based encryption (ABE) enables the smart meters
to encrypt its data on a set of descriptive attributes, which
determine the access privilege of the data. All the legitimate
users that may have different identities but possess appropri-
ate sets of attributes can decrypt the data independently. This
successfully implements a secure multicast of the customer’s
data to multiple users, and the smart meters even do not
need to know the receiver’s detailed identity. Attribute based
signature (ABS), in which a signature attests not to the
identity of the individual who endorsed a message, but
instead to a (possibly complex) claim regarding the attributes
she possesses [16], provides a strong unforgeability guarantee
for the verifier that the signature was produced by a single
party whose attributes satisfy the claim being made. Also,
the signature reveals nothing about the identity and even the
attributes of the signer beyond what is explicitly revealed by
the claim being made.This successfully solves the problem of

data anonymity, so that the marketing companies only know
that the data comes from the desired group of customer and
customer’s identity is fully preserved.

Attribute based encryption,more specifically, Ciphertext-
Policy Attribute Based Encryption (CP ABE) [17], provides
a secure multicasting and role-based access control. Data
stored on data repositories are encrypted and the compro-
mise of data repositories only leaks the encrypted data.
It does not need to use a software approach that checks
an entities’ privilege and decide whether access is granted
or not. Attribute based signature is more preferable than
other privacy preserving signature schemes such as group
signatures [18, 19], ring signatures [20], and mesh signatures
[21]; that is, ABS is more practical and provides a stronger
guarantee on privacy. Group signature needs a predefined
group of people and a group manager. Ring signature needs
a predefined group of people too. And the group should be
large enough to achieve anonymity. As for mesh signature, it
explicitly allows collusion [16], which is not desirable in our
case.

ABE and ABS need attribute authority to issue secret keys
for attributes so the entity with proper set of secret keys can
decrypt and sign a message. In a large scale communica-
tion network like smart grid, the attribute authority might
become the bottleneck of the entire system. It is desirable
to have attribute authority distributed. The decentralized
attribute based encryption proposed by Lewko and Waters
[22] makes multiauthority possible, and attribute authority
does not need to trust each other in the system. Multi-
authority ABS has been proposed by Maji et al. [16] that
enables multiauthority settings too. In our paper, we mainly
focus on implementing and analyzing the decentralized
ABE and multiauthority ABS in smart grid communication
network.

The contributions of this paper are summarized as fol-
lows:

(1) We propose a secure and scalable communication
architecture involving multiple authorities, smart
meters, data consumers, and data repositories for
smart grid systems. Our architecture emphasizes
customers’ control on their data and privacy.

(2) We implemented decentralized attribute based en-
cryption scheme [22] and multiauthority attribute
based signature [16] scheme. We described the com-
munication protocols to achieve customer controlled
access control and data anonymity.

(3) We measured the performance of the implemented
schemes on different types of curves and groups. We
analyzed the efficiency of the implemented schemes
and provide future research directions.

The remainder of this paper is structured as follows. In
Section 2, we discuss the related work. In Section 3, we
introduce the required preliminaries and the system model.
Section 4 proposes the secure communication mechanism
and presents a scheme to ensure access control for the
sensitive data. Section 5 gives performance analysis, followed
by the conclusions in Section 6.
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2. Related Work

In smart grid communication network, security problems
mainly lie in the subjects of sensor networks, wireless net-
works, and Internet. A significant amount of research has
been carried out to protect the smart grid systems. Multicast
authentication schemes such as TELSA, Biba, HORS, and
OTS [3, 23] were proposed for authenticating entities such
as utility companies and control centers when messages or
control commands are sent to smart meters. To authenticate
smart meters or other smart devices to the control cen-
ter, batch verification schemes [24–27] were developed to
improve the efficiency. Data aggregation based on homo-
morphic encryption, secret sharing, and other technologies
[13, 25, 26] was designed to aggregate customers’ data and to
protect their privacy.

Recently, ABE has received significant amount of atten-
tion in securing smart grids because it does not require
certificates and it can be used to construct a fine-grained
access control mechanism. Actually, the original motivation
for ABE scheme is to design an error-tolerant (or fuzzy)
identity-based encryption scheme [28] that could be applied
to biometric identities. However, the original threshold ABE
scheme in [28] is not very impressive as it is limited from
designing more general systems. A more general idea called
key-policy attribute based encryption (KP ABE) was pro-
posed by Goyal et al. [29] to embed a general secret sharing
scheme for a monotonic access tree instead of the Shamir
secret sharing scheme used in [28]. Later, Bethencourt et al.
proposed the Ciphertext-Policy Attribute Based Encryption
(CP ABE or BSW CP ABE) scheme [17] that reverses the
KP ABE construction: the encrypted data (the ciphertext)
carries an access structure over attributes; meanwhile, a user’s
private key is associated with a set of descriptive attributes.
The owner or the encryptor now has more control over the
data by constructing an access structure for every data to be
encrypted.

Later, ABE has been utilized to fit practical problems.
Pirretti et al. implemented the threshold ABE system [30]
while Chase [31] provided a construction for a multiau-
thority attribute based encryption system. A decentralized
Ciphertext-Policy Attribute Based Encryption scheme was
proposed in [22], which deals with the fact that, in practice,
there may be more than one attribute authority. And we
implemented the decentralized ABE in prime order group
in this paper and further analyze the computational cost in
different curves and groups.

ABS was introduced by Maji et al. in [16] to achieve a
strong unforgeability guarantee for the verifier, which means
that the signature was produced by a single party whose
attributes satisfy the claim beingmade. And the privacy of the
singer is fully preserved since the signature reveals nothing
about the identity or attributes of the signer beyond what
is explicitly revealed by the claim being made. However, the
security proof in [16] is in generic model group. Later Li et al.
proposed an ABS scheme that is selective secure in standard
model. But the scheme deals with only (𝑡, 𝑙)-threshold, which
means that it may not be as expressive as Maji et al.’s ABS
scheme, which uses anmonotone access structure. Moreover,

since we prefer large universe construction in smart grid
communication network, it is hard and unpractical to imple-
ment schemes that are secure in standard model (usually
we need to have a polynomial 𝑃(𝑥) with degree 𝑑 and the
size of public parameters grows with 𝑑). We implemented
and analyzed Maji et al.’s multiauthority ABS [16] scheme in
this paper. One has to notice that, in multiauthority attribute
based crypto system, attribute authorities are completely
independent from each other, which is a desirable feature for
large scale, distributed smart grid communication network.

As a promising technique, identity/attribute based crypto
system has been proposed to solve problems in smart grid
communication network. A scheme that employs IBE to
provide a zero-configuration encryption and authentication
solution for end-to-end secure communications was pro-
posed in [32]. The concept of IBE was utilized by [25] to
construct a signature and later verify the signature. KP ABE
was adopted by [33] to broadcast a single encrypted message
to a specific group of users. Reference [13] utilizes the Linear
Secret Sharing to construct the access policy [22, 34] and
then enforce access control. However, most of the works done
before have no implementation and real life performance
analysis.This paper serves as a step that brings the discussion
to a more practical stage: implementation and performance
analysis. Essentially, the decentralized ABE scheme and
multiauthority ABS scheme have their own set of parameters.
There are works which have been done to combine ABE with
ABS [35], which can be a potential future research direction.

3. Preliminaries

In this section, we mainly introduce the preliminaries related
to our actual implementation. Theoretical preliminaries can
be found in [16, 22, 36, 37].

3.1. Bilinear Maps. Let G,G𝑇 be cyclic groups of prime order𝑟. Let 𝑔 be a generator of G. A symmetric bilinear map [38] 𝑒
is an efficiently computable function:𝑒 : G × G → G𝑇, (1)

such that

Float 1: (Nondegeneracy) 𝑒(𝑔, 𝑔) ̸= 1;
Float 2: (Bilinearity) 𝑒(𝑔𝑎, 𝑔𝑏) = 𝑒(𝑔, 𝑔)𝑎𝑏 for all 𝑎, 𝑏 ∈ Z.

A asymmetric bilinear map is that 𝑒 is an efficiently com-
putable function: 𝑒 : G1 × G2 → G𝑇, (2)

and the property of Nondegeneracy and Bilinearity still
hold. We run our implementation on both symmetric and
asymmetric pairings and analysis the efficiency.

3.2. Access Structure. We mainly discuss monotone access
structure (MAS) [39] here.

Let {𝑃1, . . . , 𝑃𝑛} be a set of parties. A collection A ⊆2{𝑃1 ,...,𝑃𝑛} ismonotone if∀𝐵, 𝐶, 𝐵 ∈ A and𝐵 ⊆ 𝐶 imply𝐶 ∈ A.
An monotone access structure is a monotone collection A
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of nonempty subsets of {𝑃1, . . . , 𝑃𝑛}. The sets in A are called
authorized sets, and the sets not inA are called unauthorized
sets. For example, let 𝑃 = {𝐴, 𝐵, 𝐶,𝐷}, {{𝐴, 𝐵}, {𝐵, 𝐶}, {𝐶,𝐷},{𝐴, 𝐵, 𝐶}, {𝐴, 𝐵,𝐷}, {𝐴, 𝐶,𝐷}, {𝐴, 𝐵, 𝐶,𝐷}} be a MAS. More
importantly, we use a Boolean formula (with only AND and
OR gates) to describe a MAS. For example, we are using (𝐴
AND𝐵)OR (𝐵AND𝐶)OR (𝐶AND𝐷) to represent theMAS
mentioned before.

We are more familiar with (𝑡, 𝑙)-threshold gate and a
threshold gate in [17] can be represented as Boolean formula.
For example, an (2, 3)-threshold gate of {𝐴, 𝐵, 𝐶} can be
expressed as (𝐴 AND 𝐵) OR (𝐵 AND 𝐶) OR (𝐴 AND 𝐶). In
this paper, we are using Boolean formula to express an access
structure.

Further, we are using the linear secret sharing schemes
(LSSS) proposed in [39, 40], which means we will parse a
Boolean formula into a access matrix 𝐴 and a mapping 𝜌(),
where 𝐴 is called the share-generating matrix and 𝜌() maps
rows of the matrix to the elements in the Boolean formula.
Formally, 𝐴 has ℓ rows and 𝑛 columns, and the 𝑥th row of𝐴 will be mapped to an elements in Boolean formula by the
function 𝜌(𝑥). When we consider the column vector V =(𝑠, 𝑟2, . . . , 𝑟𝑛), where 𝑠 ∈ Z𝑝 is the secret to be shared and𝑟2, . . . , 𝑟𝑛 ∈ Z𝑝 are randomly chosen, 𝐴 ⋅ V is the vector of ℓ
shares of the secret 𝑠.The share (𝐴⋅V)𝑥 belongs to the element𝜌(𝑥).

We use the converting method in [22] and the detailed
algorithm is described in Section 5.6. Here is an example:
consider an access structure (𝐴 AND (𝐷 OR (𝐵 AND 𝐶)));
the corresponding access matrix and 𝜌() will be

(1 1 00 −1 00 −1 10 0 −1)
𝜌( )→ [[[[[[

𝐴𝐷𝐵𝐶
]]]]]] . (3)

For an authorized set {𝐴, 𝐵, 𝐶}, the corresponding matrix𝐴matched

(1 1 00 −1 10 0 −1) (4)

has a vector (1, 0, . . . , 0) in their span. In other words, there is
a vector 𝑐𝑥, which in this case is (1, 1, 1), and 𝑐𝑥 × 𝐴matched =(1, 0, . . . , 0). In this case,

[1 1 1] × (1 1 00 −1 10 0 −1) = [1 0 0] ; (5)

(𝑐𝑥 ×𝐴matched)× V𝑇 = 𝑠means that once we have𝐴matched and𝑐𝑥, we can recover 𝑠. The processing described above is called
linear reconstruction.

Note that we do not lose any efficiency by using the LSSS
matrix as opposed to the previously used tree access structure
descriptions in [17].The reason is that the computational cost

is directly related to the number of attributes involved in
the encryption or sign, and the computational cost of linear
reconstruction or polynomial interpolation is negligible.
Section 5 will go through a detailed analysis of computational
cost.

3.3. Security Notions and Models. There are two security
notions in identity-based encryption: selective-ID secure and
fully secure. Selective secure, introduced by Canetti et al.
[41, 42], is weaker than fully secure, which was introduced
by Boneh and Franklin in [43]. Generally speaking, fully
secure means that the scheme is secure even if the adversary
adaptively selects identity to attack based on previous secret
keys. For selective secure, the adversary must commit ahead
of time to the identity that he will attack. In other words,
adversary in fully secure is more powerful since he can query
even after he receives the identity to attack.

There are several security models for public-key crypto
system. The random oracle model was first introduced by
Bellare and Rogaway [44]. It assumes that the adversary has
the access right to a public, truly random hash function𝐻,
which is based on SHA-1. Random oracle model is very
useful in practice, but from a theoretical perspective, the
standard model is more preferred. In the standard mode,
security is proven using only standard complexity assump-
tions. For example, [45] is built on Decisional Bilinear Diffie-
Hellman Assumption and Computational Diffie-Hellman
Assumption.

Even if standard model is desirable from the perspective
of theory, random oracle model is more practical especially
when it comes to large universe construction. Paper [46] is
fully secure under standard model. But we need to random a
set of group elements for attributes in the system. It means
that attributes are defined at the setup and published in
the public parameters. We call this kind of construction as
“small universe construction.” In practice, especially in a
communication network like smart grid, it is desirable to
dynamically use any attribute as we want. The easy way to do
this is to use a hash function that wemodel as a randomoracle
to map an attribute to a group element. However, we end up
with a scheme that secure in random oracle model.

If we still adopt the standard model, we can use a poly-
nomial 𝑃(𝑥) with degree 𝑑 [46] and map attributes in Z𝑞 to
elements inG by setting𝐻(attribute) := 𝑔𝑃(attribute), where𝑔 is
the generator of group G. The public parameters would then
include {𝑔𝑃(𝑥)} for 𝑑 + 1 points 𝑥 so that 𝐻(attribute) could
be computed for any attribute by polynomial interpolation.
One has to notice that, in practice, we not only need to map
an attribute into a group element, but also need to map an
identity (which we call it uid in this paper) into a group
element. Since 𝑃(𝑥) is a (𝑑 + 1)-wise independent function
modulo primes, the system is vulnerable to collusion attacks
when a user has 𝑑 + 1 secret keys or more than 𝑑 + 1 users
get together to collude. To prevent this from happening, we
need to set 𝑑 large enough so that no users will have more
than 𝑑+ 1 secret keys and it is impossible for more than 𝑑+ 1
users to get together and collude. This will boost the size of
public parameters and the assumption that nomore than𝑑+1
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Utility companies Third-party SPs
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Figure 1: A communication architecture in smart grid systems (Hu et al. (2017) [14]).

users will collude sounds less convincing than random oracle
model and a SHA-1 hash function.

3.4. Generic Group Model, Composite, and Prime Order
Groups. Besides random oracle model and standard model,
there is a model called generic group model, proposed by
Shoup [47].Themodel relies on hardness of problems related
to finding the discrete logarithm in a group with bilinear
pairings. In the model, algorithms can only manipulate
group elements via canonical group operations (including the
bilinear pairing).We are using prime order groups here in our
paper since prime order subgroups of general elliptic curve
groups are good examples of groups where all known attacks
against the discrete log problem are not significantly better
than attacks in the generic group.ThemultiauthorityABS [16]
is secure in the generic group model. The decentralized ABE
[22] in prime order groups is secure in generic group model
too.

Bilinear groups of composite order were introduced by
Boneh et al. [48]. Since the elliptic curve group order 𝑛must
be infeasible to factor in composite order group, it must be
at least 1024 bits. On the other hand, the size of a prime
order elliptic curve group that provides an equivalent level
of security is 160 bits. It is not practical to implement the
decentralized ABE scheme on composite order group since
group operations and especially pairing computations are
prohibitively slow on composite order curves [49]. A Tate
pairing on a 1024-bit composite order elliptic curve is roughly

50 times slower than the same pairing on a comparable
prime order curve [49]. The small universe construction
of decentralized ABE is fully secure in standard model
in composite order groups. However, we implemented the
decentralized ABE scheme in prime order group and the
security reduced to the generic group model.

In summary, we implemented the decentralized ABE and
multiauthority ABS that are secure in generic group model.
We test and analyze the performance of implementation
under both symmetric groups and asymmetric groups. And
we are using LSSS matrix and linear reconstruction in our
implementation.

4. Architecture and Protocol

In this section, we introduce our architecture and commu-
nication protocol. Generally speaking, we use decentralized
ABE to achieve a fine-grained access control on data collected
by smart meters. Also, multiauthority ABS has been used to
achieve data anonymity when data consumers or marketing
companies need data from certain area or subset of smart
meters while user’s privacy needs to be preserved.

4.1. System Model. We consider the architecture in Figure 1
as the basis of our following discussion. Figure 1 reproduced
from Hu et al. (2017) [14]. There are different entities in
the communication structure: attribute authorities (AAs),
smart meters, data repositories, and data consumers. Data
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consumers mainly refer to the utility companies (UCs)
and third-party service providers (TPDCs). The following
sections are a brief introduction to all the entities.

(1) Attribute Authorities (AAs). AAs are responsible for gen-
erate and distribute secret keys for smart meters and data
consumers. There are multiple AAs in the system and they
may not know each other or trust each other. An AA is
only responsible for generating secret keys for attributes. We
assume that every entity in the system has a unique identifier
(GID or uid), and any entity should prove its identity to AA if
it needs secret key for its attributes. In this, we do not discuss
how to obtain the GID or uid for an entity and how to prove
its identity for AAs. Generally speaking, in a communication
network like smart grid, every entity (e.g., smart meter) has a
unique ID and registered in certain government authorities.
The distribution of secret keys can be done by preestablished
channel.

Note that a signature trustee should be deployed besides
AAs in a multiauthority ABS system. The signature trustee is
responsible for issuing an “ID” to the entity. We model the
signature trustee as an attribute authority in our architecture.

(2) Smart Meters. Smart meters are the key entities in a
smart grid communication network. Smart meters collect
user’s energy consumption information and other pieces of
information. In a home area network, smart meters are the
center controller. Smartmetersmonitor the activities of every
smart device in the home area. In our architecture, smart
meters mainly collect user smart devices’ energy consump-
tion information. The total energy consumption can be used
byUCs to charge the bill. Energy consumption by some smart
devices (e.g., e-cars, TV, and PCs) can be used by third-
party SPs to analysis device’s working status and diagnose
potential problems. Also, TPSPs can use those data to do
market analysis and further guide the marketing. However,
in this case, anonymity should be enforced to preserve user’s
privacy and we are proposing multiauthority ABS to achieve
data’s anonymity.

Each smart meter has a unique officially certified ID,
which registers in the system. The communication between
smart meters (and any other entities that need secret keys
fromAAs) and AAs is preestablished secured channel, which
is out of our paper. Identity-based encryption/signature
systems are an intriguing candidate to establish a secure
channel between smart meters and AAs since every single
entity is uniquely identified. We leave the integration of
identity-base encryption/signature schemes as one of the
future works. In the same time, smart meters use attribute
based encryption to encrypt its data to achieve a user
defined fine-grained access control. For example, the user
can construct an access structure (“ARLINGTON.22202”
and “ARLINGTON.UC”) and encrypt data with it. Only the
entity that has corresponding valid set of key can decrypt
the data. The data consumers may need data for market
purpose and want to protect users’ privacy too. Smart meters
can sign a data with the secret key for attributes and claim
that the secret keys it process satisfy the predicate, which
is the access structure or access matrix. One has to notice

that we trust smart meters to honestly encrypt and sign a
message. The compromise of a smart meter may cause some
misbehavers. For example, the attacker controls some smart
meters to encrypt and sign any data at any frequency. Further
mechanisms should be adopted to secure smart meter and
detect the attacks, which is also beyond our discussion here.

(3) Data Repositories. Data repositories are storage facility
that stores the encrypted or signed data. In attribute based
crypto system, the data needs to be encrypted or signed
once and later any entities with appropriate set of secret
keys can decrypt. Instead of store all the data themselves,
smart meters can upload the data to the data repositories
and data consumers can retrieve the data from the repository.
Data repositories should have higher network throughout
capacity. It is certainly more reasonable to have some data
repositories with high network bandwidth than having all
communication between smart meters and data consumers
directly, which may require every smart meter to have higher
network processing capacity.

The deployment of data repositories does not affect
the confidentiality of the data encrypted under an access
structure. The data uploaded by smart meters are encrypted
with ABE and only the entities with appropriate set of secret
keys can be decrypted. ABE reduces the trust we traditionally
put on a data repositories, which has software to enforce the
access policy based on the records to describe every entity’s
privilege. ABE’s key feature is the fine-grained access control
provided by underlying cryptography algorithms. The data
repositories handle the request and deliver the data. Even if
a data repository is compromised, the data are safe since they
are encrypted.

Note that the data is already protected by ABE and we do
not need to have a secured channel between data repositories
and other entities. However, the assumption is that every
entity in the system has a unique identifier and every entity
has the ability to verify the sender’s identity.This can be done
with identity-based encryption/signature, of which we leave
the integration as one of the feature works.

(4) Data Consumers. Data consumers refer to utility com-
panies (UCs) and third-party service providers (TPSPs).
Generally speaking, UCs need the data collected by smart
meters to do the billing. TPSPsmay need the data collected by
smart meters regarding a specific device to understand their
working status and detect potential problems. Also, TPSPs
may need data to do market research while they protect
user’s privacy. Briefly, if data consumers need data, they can
retrieve data from data repositories and decrypt it if they
have required secret keys to satisfy the access structure. Data
consumers verify the signature on data during anonymity
data collection, too.

4.2. Protect Smart Meter’s Data with ABE. We implemented
appendix D of paper [22]. Decentralized ABE scheme will
enable user defined access control to the data. We will talk
about how we use decentralized ABE scheme to protect the
data collected by smart meters in this subsection.The scheme
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ABE_SK５＃_０？ＨＮ；ＡＩＨ)

= ABE_KeyGen(ABE_GP,ABE_SK５＃_０？ＨＮ；ＡＩＨ

ABE_ASK！ＬＦＣＨＡＮＩＨ , “UC_Pentagon”, {attribute});

GID = “UC_Pentagon”, attrs = {“Arlington.22202”,
“Arlington.22201”, “Arlingto.TV”}

Figure 2: DABE: secret key generation.

Smart meter

m = “some energy consumption data”,

CT = ABE_Enc(ABE_GP, ABE_APK, AS, m); abe_ct_upload(uid, AS, CT, timetag,

MAC)

abe_ct_ack(record_id)

Data repository

On verifying the MAC, if success, do:
record_id = store(uid, AS, CT, timetag);

AS = (Arlington.22202 and Arlington.TV) or 
(DC.20052 or DC.TV),

, DC},ABE_APKABE_APK = {ABE_APK Arlington

Figure 3: DABE: encryption.

we implemented can be found at Appendix of this paper and
the following subsections briefly describe the algorithm and
the communication protocol.

(1) Global Setup. Global setup in DABE will output ABE GP,
which contains the generators, an hash function we model as
a random oracle. Also, 𝑒(𝑔1, 𝑔2) is precalculated.
(2) Authority Setup. We describe the AAs as the issuer of
secret keys for attributes. One has to notice that AAs are
independent with each other and even if two AAs issue secret
keys for the same attribute called “TV,” they are essentially
different and one should specify which AA the attribute
belongs to during the encryption and decryption. We are
using the format “Arlington.TV” to represent an attribute.
The first part of the attribute name is the name of the AA
and the second part is the description of the attribute. In
this way, attribute “WashingtonDC.TV” is different from
“Arlington.TV” and it becomes much more clear during
the encryption and decryption regarding which AA an
attribute belongs to. In the attribute authority setup, the AA
will generate two random exponents for each attribute and
publishes PK, which contains all the public keys for attributes
and AA will save exponents as the secret key. For example,
given an input,{ABE GP, attributes = {“22201”, “22202”, “𝐶𝐴𝑅”, “𝑇𝑉”},𝐴𝐴name = “Arlington”}

Algorithm ABE AuthoritySetup() will output:
ABE APKArlington :={“Arlington.22201”: {G𝑇×G1}, “Arlington.22202”: {G𝑇×G1},

“Arlington.CAR”: {G𝑇 × G1}, “Arlington.TV”: {G𝑇 × G1}}
ABE ASKArlington :={“Arlington.22201”: {Z𝑞 ×Z𝑞}, “Arlington.22202”: {Z𝑞 ×Z𝑞},

“Arlington.CAR”: {Z𝑞 × Z𝑞}, “Arlington.TV”: {Z𝑞 × Z𝑞}}

as the APK and ASK for AA “Arlington,” which are python
dictionaries indexed by the name of the attribute (the con-
catenation of AA’s name and attribute’s name) and {G𝑇 ×G1},
mean the that they contain an element in G𝑇 group and an
element in G1 group.

(3) Attribute Generation. In order to decrypt a data block
encrypted by smart meters with an access structure, data
consumers need to process a proper set of secret keys.
Data consumers obtain secret keys from AAs first. We
assume that data consumers and AAs can establish a secured
communication by other ways via identity-based encryp-
tion/signature or traditional PKI. Figure 2 illustrates the
protocol between data consumer and AAs. Data consumer
“UC Pentagon” needs secret keys for attribute “Arling-
ton.22202,” “Arlington.22201,” and “Arlington.TV.” The AA
“Arlington” will first check if the attributes belong to it or
not and it will only generate secret keys for attributes it
has.

(4) Encryption. Smart meters can upload encrypted data to
data repository. Data will be encrypted by ABE with an
access structure (AS). The 𝐴𝑆 will be converted into a access
matrix 𝐴 in the encryption algorithm. Figure 3 illustrates the
protocol between smart meter and data repository. There is
no need to establish a secured channel forehead since the
data transmitted are already encrypted. The MAC in the
protocol serves as a proof of sender’s identity and protects
the integrity of the payload and so do all the MAC described
in the following section. If we have identity-based signature
in our system, we can use the identity-based signature to
sign a digest of the payload. We leave the integration of
identity-based encryption/signature as one of the future
works.
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Data consumer

UC_Pentagon can retrieve data by record_id or (uid and
(startTime, endTime))

On verifying the MAC, if success, do:
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AS)

abe_ct_retrieve(uid, (starttime,

endtime), MAC)
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timetag, MAC})

On verifying the MAC, if success, do:

endtime));
{uid, AS, CT, timetag} = findRecord(uid, (starttime, 

Data repository

Figure 4: DABE: decryption.

(5) Decryption. Data consumer can retrieve the data from
data repositories by using the record id or (uid and (start-
Time, endTime)). The data repository will return the cipher-
text. On receiving the ciphertext, data consumer will decrypt
the data with the secret keys it has. Figure 4 illustrated the
communication between data consumer and data repository.
One has to notice that data consumer will have secret keys
from different AAs. And the decryption should distinguish
keys from different AAs.

4.3. Protect Data Anonymity by ABS. We use the ABS to
provide data anonymity and achieve sender’s verification. On
verifying the signature, the receiver knows that the secret
keys the sender have satisfy the access structure and nothing
more. ABS provides a strong privacy guarantee.The following
subsection describes the communication between entities.
The code can be found in Appendix of the paper and we will
only highlight the communication protocols in the following
subsections. There are researchers working on ABE and ABS
that share the same set of parameters [35], but for now, we
treat ABE and ABS as separate systems, whichmeans that the
global parameters, keys, and other parameters are different.

(1) Global Setup. The difference between decentralized ABE
and multiauthority ABS is that ABS has one more entities,
which is called “signature trustee.” Signature trustee will issue
a token to a user based on its “uid” and the token must be
provided when a user requests secret keys from AAs. In our
implementation, we model the signature trustee as one of the
AAs (AA “signature trustee”) too. AndAA “signature trustee”
will run the ABS GlobalSetup(𝑡max) → ABS GP,ABS TSK.
AA “signature trustee” will save ABS TSK and publish
ABS GP. 𝑡max is the max number of columns in an access
structure, which is related to the numbers of AND gate in the
access structure. In our implementation, we first give 𝑡max a
value and the value can be changed to a larger value in the
future if needed.

(2) Authority Setup. The authority setup of multiauthority
ABS is similar to the authority setup of decentralized ABE
except that there is no need to explicitly specify the set of
attributes at the setup. One has to notice that the decentral-
ized ABE and multiauthority ABS scheme we implemented
are both in large universe construction, which means that we
can have as much attributes as we want. AA inmultiauthority

can issue keys for any attributes. However, inABS Sign() and
ABS Verify(), one must explicitly specify the source of the
attributes, which means that, for every attribute, one needs to
specify which AA it belongs to.

(3) Token Register and Attribute Generation. Before entities
request secret keys for attributes, the entity needs to register
itself at AA “signature trustee.” The signature trustee will
produce a token for an entity. With the token, an entity
can request secret keys from any AAs in the system. One
has to notice that secret key for attribute “Arlington.22201”
in multiauthority ABS is different from the secret key for
“Arlington.22201” in decentralized ABE system even for the
same entity. They belong to different scheme and we donate
them separately as ABS SKuid and ABE SKuid. Also, the
communication happens in a secured channel. Figure 5
illustrates that the smartmeter “SM RiverhouseApt” requests
its token and secret keys from AAs.

(4) Sign. To sign a message 𝑚, the smart meter must have
proper set of secret keys. If it does not have, ABS Sign() will
abort at the first stage. Also, 𝐴𝑆 will be parsed into an access
matrix 𝐴 with a mapping function 𝜌(). As what we did in
decentralized ABE, the 𝐴𝑆 here also explicitly tells the AA
of an attribute by using an attribute like “Arlington.22201.”
Signed data will be uploaded to the data repository too.
Figure 6 illustrates the communication between smartmeters
and data repository.

(5) Verify. In verify, if the ABS Verify() returns reject, the
verification failed. The verification is successful if it passes
all the “checkpoint.” Figure 7 illustrates the communication
between data consumer and data repository.

4.4. Combine ABE and ABS. If a customer wants his smart
meter to anonymously sign a data and, in the meanwhile,
control the access by an access structure, the smart meter
can combine ABE and ABS. It can either sign first and then
encrypt or encrypt first and then sign. Since every entity in
the system can verify a signature but only the entities with
proper set of secret keys can decrypt, our recommendation
is to sign and then encrypt. The reason is simple: for those
entities that cannot decrypt, we do not want them to know
that the signature ever existed. From the perspective of data
analysis companies, it can only collect data that intended to
been sent to them.
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Figure 5: Multiauthority ABS: token and secret key generation.

Smart meter Data repository

AS = (Arlington.22202 and Arlington.Apt) or 
(DC.20052 or DC.Apt),
m = “some data digest”,

 = ABS_Enc(ABS_APK, ABS_GP, AS, m); abs_signature_upload(uid, AS, , m,
timetag)

record_id = store(uid, AS, σ, m, timetag);

abs_signature_ack(record_id)

ABS_APK = {ABS_APK！ＬＦＣＨＡＮＩＨ , ABS_APK＄＃},

Figure 6: Multiauthority ABS: sign.

Data repository
UC_Pentagon can retrieve data by record_id or (uid and
(startTime, endTime)) abs_signature_retrieve(uid, (starttime,

endtime), MAC) On verifying the MAC, if success, do:
{uid, AS, , m, timetag} = findRecord(uid, (starttime,
endtime));abs_signature_response({uid, AS, ,

m, timetag, MAC})
test if: ABS_Verify(ABS_GP, {

Data consumer

On verifying the MAC, if success, do:

ABS_APK }, m, AS, ) == acceptDC

ABS_APKArlington,

Figure 7: Multiauthority ABS: verify.

4.5. Eliminate the MAC in the Protocol. We use a MAC in
the communication protocol. Actually, if we have identity-
based signature (IBS) in our system, we can use IBS to
sign the digest of the payload. To integrate an IBS into our
current architecture, wemayneed a trustee that certifies every
identity. We leave it as a future research direction.

In our current architecture, one can remove the MAC by
using our ABS and set the access structure to be the sender’s
identity. The sender (in this case, a smart meter) can obtain
a secret key for its identity and sign the message with an
access structure that involved only its identity. However, the
computational cost of doing this is larger than using IBS and
we discourage this particular method.

4.6. Security Analysis. Both schemes we implemented are
secure in generic group model. In actual large university
construction of attribute based crypto system, security in
standard is hard to achieve since we need to introduce
a polynomial and assumptions that no more than certain
amount of user will get together and collude. Generic group
model and random oracle model are practical in real-left
applications.

5. Performance Analysis

We implemented the decentralized attribute based encryp-
tion scheme in prime order group, the scheme in appendix
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D in [22]. Also, we implemented the multiauthority ABS
in Section 4.2 of paper [16]. This section discusses the
implementation details and performance analysis.

5.1. Implementation Details. The implementation is based on
a python library, Charm crypto [50], which is framework
that is prototyping advanced cryptosystems such as IBE and
IBS.The coremathematical functions behindCharmare from
the Stanford Pairing-Based Cryptography (PBC) library [38],
which is a free C library that performs the mathematical
operations underlying pairing-based cryptosystems. At the
same time, there is a project called TinyPBC [51] that has
a better performance in terms of elements multiplication in
groups. The efficiency of multiplication was improved by a
factor of 4-5 and so does the Exponential operation. How-
ever, the current release of Charm does not have TinyPBC
integrated. We are still using the PBC library for underlying
mathematical operations.

The implementation of the decentralized ABE scheme is
a little bit different from the original scheme due to the fact
that the original paper describes the scheme in symmetric
groups. We implemented the decentralized ABE scheme in
asymmetric groups and add some precalculated values into
the public parameters to reduce the computational cost in
Enc() and Dec(). The detailed implementation can be found
atAppendix. Sincewe are using the primeorder group instead
of the composite order group, the scheme implemented is
secure in generic group model. As mentioned before, using
composite order groups will largely increase the element size
in groups. The computation cost will be boosted especially
when we want higher security level; for example, A Tate
pairing on a 1024-bit composite order elliptic curve is roughly
50 times slower than the same pairing on a comparable prime
order curve [49]. As argued above, generic group model and
random oracle model are practical in real life applications.
The implementation of multiauthority ABS can also be found
at Appendix. Some notations have been changed to avoid
confusion.

We are running the code on 32-bit Ubuntu 12.04, which is
a virtualmachine running inVMWare fusion on aMACbook
Air with 1.8 GHz Intel i5 and 4GB memory. The virtual
machine has access to one core of CPU and maximum 1GB
of memory. The PBC library provides a preprocessing mode
for Exponential and Pairing. However, we did not use any
preprocessing here since Charm did not integrate it. One has
to notice that the preprocessing improves the performance by
precalculating some value, which means that the preparation
itself takes a long time. Preprocessing is recommend when
there are a lot of Exponential and Pairing operations to
compensate the cost of preparation itself.

5.2. Groups and Curves. We implement based on both sym-
metric groups and asymmetric groups.We will use “SS512” to
denote the symmetric group that has a 160-bit order and 512-
bit long of base field. A group with order of 160 bits equals 80
bits of NIST symmetric encryption security. For asymmetric
groups, we use MNT curve [52] with degree 6 and BN curve
[53] with degree 12. To have 80 bits of symmetric security, we
use “MNT159,” which has a 159-bit base field size in G1. The

Table 1: Benchmark on curves and groups, time unit isms. Run 1000
trials and the average is recorded.

G1 Exp. G2 Exp. G𝑇 Exp. Pairing
SS512 3.7289ms 3.6653ms 0.4652ms 3.9136ms
MNT159 1.1093ms 9.8533ms 2.6308ms 8.5181ms
BN 1.1875ms 2.3718ms 10.5363ms 46.1763ms

field size of G2 should be 6 times longer than the field size of
G1. However, the PBC library actually implemented G2 to be
3 times longer. One has to know that the shorter an element
in a group is, the faster the multiplication will be and so does
the Exponential. As we will see in the following subsections,
choosing groups and curves has a great influence to efficiency.
The BN curve has a field size of 160 bits in G1 and the NIST
symmetric security is 80 bits too. The degree of BN curve
is 12, which means that the operation in G𝑇 group is more
expensive than operations in G𝑇 in MNT curve, which has a
degree of 6. Table 1 is the real world benchmark in Charm of
different operations in different groups and curves.

People care about the number of Pairing in an iden-
tity/attribute based scheme. Table 1 shows that the Exponen-
tial operation consumes equal computational cost. Usually
the Pairing operation takes longer than Exponential, but
the underlying mathematical function of Charm, which is
the PBC library, has no optimizations to the multiplication
operation, and the Exponential takes longer than we expect.
More discussions of optimization can be found at Section 5.5.
For now, the python based Charm crypto is our choice to do
the implementation.

From Table 1, the G1 Exponential is expensive in SS512
since the field size of SS512 is 512 bits while MNT159 and
BN have 160 bits of field size. Also, the G2 Exponential in
MNT159 is expensive compared to SS512 even if the element
in G2 is only 3 times longer than G1, which is about 480
bits. In terms of G2 Exponential, BN curve is better. BN
curve is better in both G1 Exponential and G2 Exponential.
That is why BN curve is a good candidate when the top
priority is to minimize bandwidth (e.g., shorter signature)
and faster the schemes that have most of the operation in
G1 and G2. Another advantage of BN curve is that if finite
field discrete log algorithms improve further, MNT curves
need to use larger fields, but BN can still remain short [38].
However,G𝑇 Exponential and Pairing in BN curve takemuch
more longer time than in SS512 and MNT159. If a scheme
has heavier operations in G𝑇 and a large amount of Pairing,
we should avoid using BN curve. Different identity/attribute
based crypto schemes have different amount of Exponential
and Pairing operations in key generation (sometimes called
key extraction), encryption, decryption, signature, and ver-
ification. We are going to analyze the performance of the
decentralized ABE scheme and multiauthority ABS scheme
in the following subsection.

5.3. Performance of Decentralized ABE. Different curves have
different computational costs for Exponential operation in
groups. The chosen curves will affect the performance of
decentralized ABE scheme. Since Table 1 lists the Exponential
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Table 2: Number of operations of decentralized ABE scheme.

KeyGen() Enc() Dec()2G2/attribute 1G𝑇 + (3G1 + 2G𝑇) ⋅ ℓ (1G𝑇 + 2Pairing) ⋅ ℓ𝑟

Table 3: Key generation per attribute of decentralized ABE scheme.

SS512 MNT159 MNT159.S
15.61ms 53.08ms 2.31ms

operations in G1, G2, and G𝑇, we start with the number
of Exponential operations in KeyGen(), Enc(), and Dec()
of decentralized ABE scheme. Table 2 lists the number of
operations for KeyGen(), Enc(), and Dec() of the scheme we
implemented, which can be found at Appendix.ℓ is the number of attributes involved in the access
structure, and it is also the number of rows in an access
matrix. ℓ𝑟 is the number of required attributes to decrypt a
message. The receiver may not need all the attributes in the
access structure to decrypt the message since the minimal set
that satisfies the access structure will work.

The key generation needs 2G2 per attribute. The Expo-
nential in G2 in asymmetric groups is slower than Exponen-
tial in G1. To make the key generation faster, one can play a
trick and swap G1 with G2. After we swapped G1 with G2,
the key generation is operations in G1. However, Enc() will
have 3G2 per attribute instead of 3G1. Table 3 is the running
time of key generation under SS512,MNT159, andMNT159.S.
MNT159.S means that we swappedG1 withG2 in the scheme.
The swap will not affect the security of the scheme. It will
affect only the efficiency and the length of parameters. Note
that there are some inconsistency between Tables 1 and 3.
The reason that the key generation inMNT159 is about 25ms
longer than we expect is that we need to map an identity to
an element in G2 using a random oracle. And the time of
mapping depends on the target group (G1,G2,G𝑇, orZ𝑞) and
the curve (SS512, MNT, or BN) been used. And the mapping
is the reason to the variance in Figure 9 too.

In Figures 8 and 9, the error bar means the standard
deviation of the Enc() andDec(). Aswe expected, the running
time of Enc() and Dec() grows with the number of attributes
involved and the number of attributes required, respectively.
One can see that MNT159 has the best performance in Enc(),
but the worst in KeyGen(). As for Dec(), SS512 is better.
MNT159 and MNT159.S should have the same performance
in Dec() according to Table 3 since Dec() involves no
Exponential in both G1 and G2. However, in Dec(), we do
need to map an identity to an element in the target group
(its G2 in MNT159 and G1 in MNT159.S), and as mentioned
before, the mapping takes 25ms when mapping the identity
to an element in G2 in MNT159. This explains why the red
line is about 25ms above the brown line in Figure 9.

In the architecture we proposed, the KeyGen() is per-
formed by the attribute authorities (AAs), and the Enc() and
Dec() are performed by smart meters or data consumers.The
intuition is that Enc() andDec() are performed distributively,
and the AAs might have bottleneck issues with the fact that
there are a large amount of users need secret keys from the
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Figure 8: Decentralized ABE: Enc().

SS512
MNT159
MNT159.S

64 82
# of attributes required to decrypt

0

50

100

150

200

Ru
nn

in
g 

tim
e (

m
s)

Figure 9: Decentralized ABE: Dec().

AAs. Situation becomes worse if we take key and user revoca-
tion into consideration. For example, if the secret keys issued
by the AA have a time tag attached (e.g., Arlington.TV.Jan
2013), which means that this attribute will expire in certain
amount of time and users should obtain the secret key for
the next time period of this attribute by contacting the AA or
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we integrate some real-time user (or key) revocation scheme
just as paper [54] did, the KeyGen() will certainly cause a
lot of pains to the AAs. Our recommendation here is to use
MNT159 curve and swap G1 with G2 to achieve the best
efficiency in KeyGen(). Even the performance of MNT159.S
in Enc() is the worst, it will be acceptable due to the fact that
the encryption will only need to be performed once and the
computation is totally distributed.

5.4. Performance of Multiauthority ABS. We also imple-
mented themultiauthority ABS [16] and ran the performance
test on our implementation. The difference between the
decentralized ABE scheme and multiauthority ABS scheme
is that the multiauthority ABS scheme has a signature
trustee, which handles the user registration part. Given the
token from signature trustee, AAs can generate secret keys
for attributes the user requested. Since the TSetup() and
ASetup() only happen once, we mainly focus on the TReg-
ister(), AttrGen(), Sign(), and Verify(). One has to notice
that the verification we implemented is the probabilistic
verification mentioned in Section 3.3.1 of paper [16], which
has at most 1/𝑝 probability to make a false positive. The
computational cost of verification reduced by one degree:
from ℓ ⋅ 𝑡 + 2 to ℓ + 4, where ℓ is the number of rows in the
access matrix and 𝑡 is the number of columns.

Table 4 summarizes the number of operations for TReg-
ister(), AttrGen(), Sign(), and Verification() of the scheme we
implemented, which can also be found at the Appendix.ℓ is the number of attributes involved in the access
structure, and it is also the number of rows in an access
matrix. 𝑡 is the number of columns of the access matrix. 𝑡
increases by one when the algorithm meets an “AND” gate
in an access structure. ℓ𝑟 is the number of required attributes
to sign a message.

Also, we start with the AttrGen(), which may be the
bottleneck of our system. The TRegister() has the same
amount of computational cost to the AttrGen() according to
Table 4. However, we need to use a random oracle to map the
identity into an element in groups and the discussion in the
previous subsection. However, this mapping may take a long
time.Meanwhile, a user needs to contact the signature trustee
to get this token, then the user needs more than secret key for
the attributes. The computational cost of TRegister() should
be less than the computational cost of AttrGen(). We focus
on AttrGen() now and we can generalize the performance of
TRegister() from Table 5.

As what has been discussed in the previous subsection,
MNT159.S swapsG1 withG2, and BN curves are brought into
discussion as it has its advantages in G1 and G2 Exponential
operations.

From Figures 10 and 11, error bar means standard devi-
ation. Computational cost in Sign() and Verify() is higher
than the Dec() and Enc() in the decentralized ABE scheme
just as we expected. The multiauthority ABS signature has a
lot more Exponential operations in G1 and G2. Particularly
in Sign(), it grows with ℓ ⋅ 𝑡. It also grows with the number
of attributes required to sign. In the access structure we
using, the number of required attributes to sign is ℓ𝑟 = ℓ/2.
The verification is the probabilistic verification which has
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Figure 10: Multiauthority ABS: Sign().

Table 4: Number of operations of multiauthority ABS scheme.

TRegister() 1G1/user
AttrGen() 1G1/attribute
Sign() 2G1 + 3(ℓ𝑟)G1 + 2(ℓ − ℓ𝑟)G1 + 2(ℓ ⋅ 𝑡)G2

Verify() 1G1 + 2(ℓ ⋅ 𝑡 + 𝑡)G2 + (ℓ + 4)Pairing
Table 5: Key generation per attribute ofmultiauthorityABS scheme.

SS512 MNT159 MNT159.S BN.S
3.67ms 9.72ms 1.13ms 2.30ms

a reasonable and negligent probability to produce a false
positive. BothMNT159.S and BN.S have a better performance
in AttrGen(). As for Sign(), BN.S has the lowest cost since
the Exponential operations in G1 and G2 are less expensive
than other schemes. MNT159.S has better performance in the
verification. If considering the performance of Sign() as the
priority, BN curve should be used andG1 should be swapped
with G2. However, the sender needs only to generate one
signature for a message and verification might happen more
than one time. One can also consider the verification as the
priority; MNT159.S would be a better choice.

In the smart grid communication network, the AttrGen()
is centralized and may be the bottleneck. Both MNT159.S
and BN.S can fit the task. If the efficiency of Sign() matters,
one should use BN curve and swap G1 with G2. Also, the
signature size can be reduced to compare with MNT curve:
in G1, elements have the same length. However, the elements
in G2 are 2 times longer than elements in G1 in BN curve
instead of 3 times longer in MNT curve. If the resource on
smart meters is very limited, BN curve will be a good choice.
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Figure 11: Multiauthority ABS: Verify().

Table 6: Preprocessing in PBC library.

Average, ms MNT159 SS512
G1 Exponential 1.18 4.25
After preprocessing 0.16 0.59
Preprocessing itself 5.47 20.37
G2 Exponential 10.07 4.08
After preprocessing 1.45 0.55
Preprocessing itself 46.74 19.01
Pairing 8.48 4.33
After preprocessing 6.92 1.83
Preprocessing itself 1.68 3.86

However, if the efficiency of verify() is the priority, MNT159.S
should be used. In the scenario that data consumers need to
collect anonymity data from a group of users that satisfy an
access structure, the verification is performed per user and
MNT159.S will save a lot of computational cost.

5.5. More about Efficiency. Efficiency can be further
improved by using the preprocessing provided by PBC
library or using the Lopez-Dahab algorithm [55], which is
TinyPBC’s optimization on multiplication. Both of them
are not in Charm’s current release. In PBC library, we can
prepare an element for Exponential operation or Pairing
operation. For example, if we preprocess the generator 𝑔1,
the exponential operation based on 𝑔1 will be roughly 6-8
time faster, which is shown in Table 6. See Table 6 for details.

According to TinyPBC’s implementation on multiplica-
tion, the speed of multiplication will be 4–6 times faster. If we
combine the preprocessing and Lopez-Dahab algorithm, we

expect the implemented scheme to be 20 times faster. Further
work needs to be done to optimize the underlyingmathemat-
ical functions to make the multiplication and pairing faster.

5.6. Converting an 𝐴𝑆 to an Matrix More Efficiently. Algo-
rithm 1 is converting an access structure to an access matrix.

FromdecentralizedABEandmultiauthorityABS scheme,
the size of matrix influences the efficiency. The project [56]
reduces the size of access matrix and the computational cost
of our implemented schemes will reduce too. We leave the
implementation of a more efficient transformation of access
matrix as one of the potential future research directions too.

In summary, we run the implementation on different
curves and groups and analyze the performance in this
section. Note that the decentralized ABE and multiauthority
ABS do not share the common parameters such as group
generator and so on. Reference [35] has some initial work in
combining ABE with ABS, and ABE shares public parame-
ters, even the secret keys with ABS. Combined ABE and ABS
can be a potential next step in our futurework.However, once
we combine the ABE and ABS, even the storage for secret
keys reduced, computational cost would be higher than using
ABE and ABS schemes, separately. Different schemes have
different performance under different curves and groups.

6. Conclusion

In this paper, we describe a smart grid communication
architecture and then present a secure and scalable data
communication scheme in smart grids, which is employed
decentralized attribute based encryption. The security anal-
ysis demonstrated that the scheme ensures security and
privacy. The performance analysis shows that the scheme is
efficient in terms of computational cost.

Our future research lies in the following directions:
design a decentralized CP ABE scheme with constant size of
ciphertext length to reduce the storage and communication
cost. Examine more attacks on the architecture we proposed
and defend those attacks. Cooperate our current scheme
with other broadcast authentication schemes and signature
schemes to make a more comprehensive and applicable
architecture.The communication architecture for smart grids
proposed in this paper serves at the basis of our future
research and we shall further propose new approaches to
enhance and extend this architecture.

Appendix

Here are some detailed implementation.

A. Duplicated Attributes in an AS

For the duplicated attributes in an AS, we will extend the
attribute and make them different. For example, if we have
two “Arlington.22202” in 𝐴𝑆, we will encode them into
“Arlington.22202 1” and “Arlington.22202 2.” However, in
the encryption, we will treat “Arlington.22202 1” as “Arlign-
ton.22202” and later in the decryption or sign, if the entities
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(1) Let V = (1), which represents the root of 𝑇.
(2) Let 𝑐 = 1, which is a counter for the converting process.
(3) 𝐴 is the LSSS matrix, initialized to null; 𝜌() is the function that maps the rows of 𝐴 to attributes.
(4) BooleanFormula2LSSS(root(𝑇),V, 𝑐, 𝐴, 𝜌());
(5) function (BooleanFormula2LSSS (𝑛𝑜𝑑𝑒, V, 𝑐, 𝐴, 𝜌()))
(6) if 𝑛𝑜𝑑𝑒 is an AND gate then
(7) pad V with 0’s (if necessary) to make its length = 𝑐;
(8) label the left child with the vector V ‖ 1, where ‖means concatenation;
(9) label the right child with the vector (0, . . . , 0) ‖ −1, where (0, . . . , 0) denotes the zero vector of length 𝑐;
(10) 𝑐 = 𝑐 + 1;
(11) else if 𝑛𝑜𝑑𝑒 is an OR gate then
(12) label the left child and the right child with the vector V;
(13) end if
(14) for 𝑛𝑜𝑑𝑒’s child node as 𝑛𝑐 do
(15) if 𝑛𝑐 is an attribute then
(16) 𝐴.push(V); // add V to the end of matrix 𝐴
(17) add the mapping 𝜌(V) = 𝑛𝑐;
(18) else
(19) BooleanFormula2LSSS(𝑛𝑐,V, 𝑐, 𝐴, 𝜌())
(20) end if
(21) end for
(22) end function

Algorithm 1: Boolean formula 2LSSS (𝑛𝑜𝑑𝑒, V, 𝑐, 𝐴, 𝜌()).
have the secret key for “Arlington.22202,” it can decrypt or
sign both “Arlington.22202 1” and “Arlington.22202 2.”

B. The Decentralized ABE
Scheme Implemented

The differences between the scheme we implemented and the
original paper are as follows:

(i) The original paper was described under symmetric
group settings. We implemented it under asymmetric
group settings.

ii. Hash function𝐻maps an identity into an element in
G2.

iii. Secret keys for attributes are elements in G2.
iv. 𝑒(𝑔1, 𝑔2) is precalculated in our implementation.

Here is the scheme we implemented:

(1) ABE GlobalSetup(𝜆):𝑔1←RG1, 𝑔2←RG2, 𝐻 : {0, 1}∗ → G2;
return: ABE GP := {𝑔1, 𝑔2, 𝐻, 𝑒(𝑔1, 𝑔2)};

(2) ABE AuthoritySetup(ABE GP, {attribute},𝐴𝐴name):
ABE APK𝐴𝐴name = {}; # init a python dictio-
nary

2. ABE ASK𝐴𝐴name = {}; # init a python dictionary
for 𝑖 in{attribute}:𝛼𝑖, 𝑦𝑖←RZ𝑞;

ABE APK[𝐴𝐴name.𝑖] = {𝑒(𝑔1, 𝑔2)𝛼𝑖 , 𝑔𝑦𝑖
1 };

ABE ASK[𝐴𝐴name.𝑖] = {𝛼𝑖, 𝑦𝑖};
return: ABE APK𝐴𝐴name, ABE ASK𝐴𝐴name;

(3) ABE KeyGen(ABE GP,ABE ASK, uid, attribute):
ABE SKuid = {}; # init a python dictionary
for 𝑖 in{attribute}:

ABE SKuid[𝑖] = 𝑔𝛼𝑖
1 𝐻(uid)𝑦𝑖 ;

return: ABE SKuid;

(4) ABE Enc(ABE GP, {ABE APK},AS, 𝑚):
parse(AS) → (𝐴, 𝜌()); # we implemented the
converting in Appendix C of the paper.→V←RZ

ℓ
𝑞; # 𝐴 is a 𝑛 × ℓmatrix.→𝑤←RZ
ℓ
𝑞, 𝑤[0] = 0;→𝑟←RZ
ℓ
𝑞;

for 𝐴𝑥 as row of 𝐴:𝜆𝑥 = 𝐴𝑥 ⋅ →V ;𝑤𝑥 = 𝐴𝑥 ⋅ →𝑤;𝐶1, 𝐶2, 𝐶3 = {}, {}, {};𝐶0 = Me(𝑔1, 𝑔2)V[0];
for 𝑥 as row of 𝐴:𝐶1[𝜌(𝑥)] = 𝑒(𝑔1, 𝑔2)𝜆𝑥𝑒(𝑔1, 𝑔2)𝛼𝜌(𝑥)𝑟𝑥 ;𝐶2[𝜌(𝑥)] = 𝑔𝑟𝑥

1 ;𝐶3[𝜌(𝑥)] = 𝑔𝑦𝜌(𝑥)𝑟𝑥
1 𝑔𝑤𝑥

1 ;
return: (CT = {𝐶0, 𝐶1, 𝐶2, 𝐶3}, 𝐴𝑆);
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(5) ABE Dec(ABE GP,ABE SKuid,CT, 𝐴𝑆):
parse(𝐴𝑆)→ (𝐴, 𝜌());
find subset 𝐴 of 𝐴 has (1, 0, . . . , 0) as the span.→𝑐 ⋅ 𝐴 = (1, 0, . . . , 0);
for 𝑥 as row of 𝐴:

numerator ∗ =((𝐶1,𝑥 ⋅𝑒(𝐶3,𝑥, 𝐻(𝐺𝐼𝐷))/𝑒(𝐶2,𝑥, 𝐾𝜌(𝑥),𝐺𝐼𝐷))𝑐𝑥
return: (𝑚 = 𝐶0/numerator).

C. The Implement of Multiauthority
ABS Scheme

The differences between the scheme we implemented and the
original paper are as follows:

1. 𝐺 in original paper is G1 in our implementation.𝐻 is
G2.

2. We have two hash functions. 𝐻1: {0, 1}∗ → Z𝑞

will be used to map attributes into elements in Z1;𝐻2: {0, 1}∗ → G1 will be used to map identity into
elements in G1.

3. Secret keys for attributes are elements in G2.
4. In Sign(), the computing of 𝑆𝑖 will not compute(𝐾𝑢[𝐻1(𝜌(𝑖))])V[𝑖])𝑟[0] if V[𝑖] is 0, whichmeans that the

signer does not have the corresponding secret key for
the attribute. We save 1 G1 Exponential by doing so.

Here is the scheme we implemented:

(1) ABS GlobalSetup(𝑡max):𝑔1, 𝐶←RG1, ℎ0, . . . , ℎ𝑡max
←RG2;𝐻1: {0, 1}∗ → Z𝑞,𝐻2: {0, 1}∗ → G1;𝛼0←RZ𝑞, 𝐴0 = ℎ𝛼0

0 ;
ABS GP := ((G1,G2),𝐻1, 𝐻2, 𝑔1, 𝐴0, ℎ0, . . .,ℎ𝑡max

, 𝐶);
ABS TSK := (𝛼0);
return: ABS GP, ABS TSK;

(2) ABS AuthoritySetup(ABS GP, 𝐴𝐴name):𝑎, 𝑏←RZ𝑞;𝐴, 𝐵 = list(), list(); # 𝐴, 𝐵 are two list.
for 𝑗 in [1, 𝑡max]:𝐴𝑗 = ℎ𝑎

𝑗 , 𝐵𝑗 = ℎ𝑏
𝑗 ;

ABS ASK𝐴𝐴name := (𝑎, 𝑏);
ABS APK𝐴𝐴name := {𝐴, 𝐵};
return: ABS ASK𝐴𝐴name,ABS APK𝐴𝐴name;

(3) ABS TRegister(ABS TSK, uid):𝐾base = 𝐻2(uid), 𝐾0 = 𝐾1/𝛼0
base ;

return: 𝜏uid = (𝐾base, 𝐾0)

(4) ABS KeyGen(ABS APK,ABS ASK, 𝜏uid, {attr}):𝐾𝑢 = {}; # init a python dictionary
for 𝑖 in {attr}:𝐾𝑢[𝑖] == 𝐾1/(𝑎+𝑏𝐻1(𝑖))

base ;
return: ABS SKuid := {𝐾base, 𝐾0, 𝐾𝑢};

(5) ABS Sign(ABS GP, {ABS APK},ABS SKuid,𝐴𝑆,𝑚):
if ABS SKuid does not satisfies 𝐴𝑆:

Abort;
parse(𝐴𝑆)→ (𝐴, 𝜌()); # 𝐴 is an ℓ × 𝑡matrix𝜇 = 𝐻1(𝑚 ‖ 𝐴𝑆)→V ⋅ 𝑀 = (1, 0, . . . , 0);→𝑟←RZ

ℓ+1
𝑞 ;𝑌 := 𝐾𝑟[0]
base, 𝑊 := 𝐾𝑟[0]

0 ;𝑆, 𝑃 = list(), list(); # init two list.
for 𝑖 in[1, ℓ]:𝑆𝑖 := ((𝐾𝑢[𝐻1(𝜌(𝑖))])V[𝑖])𝑟[0] ⋅ (𝐶𝑔𝜇

1 )𝑟[𝑖];
for 𝑖 in[1, 𝑡]:𝑃𝑗 = ∏𝑙

𝑖=1(𝐴𝑗𝐵𝐻1(𝜌(𝑖))
𝑗 )𝑀𝑖𝑗 ⋅𝑟[𝑖];

return: 𝜎 = (𝑌,𝑊, 𝑆, 𝑃);
(6) ABS Verify(ABS GP, {ABS APK}, 𝐴𝑆,𝑚, 𝜎):

parse(𝐴𝑆)→ (𝐴, 𝜌()); # 𝐴 is an ℓ × 𝑡matrix𝜇 = 𝐻1(𝑚 ‖ 𝐴𝑆)
if 𝑌 == 1:

return: reject;𝑟1, 𝑟2, . . . , 𝑟𝑙←RZ𝑞;
if 𝑒(𝑊,𝐴0)! = 𝑒(𝑌, ℎ0):

return: reject;
if ∏ℓ

𝑖=1𝑒(𝑆𝑖,∏𝑡
𝑗=1(𝐴𝑗𝐵𝐻1(𝑢(𝑖))

𝑗 )𝑀𝑖𝑗 ⋅𝑟𝑗)! =𝑒(𝑌, ℎ𝑟1
1 )𝑒(𝐶𝑔𝜇

1 ,∏𝑡
𝑗=1𝑃𝑟𝑖

𝑗 ) :
return: reject;

return: accept.
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The Internet of Things (IoT) is expected to accommodate every object which exists in this world or likely to exist in the near
future.The enormous scale of the objects is challenged by big security concerns, especially for common information dissemination
via multicast services, where the reliability assurance for multiple multicast users at the cost of increasing redundancy and/or
retransmissions also benefits eavesdroppers in successfully decoding the overheard signals. The objective of this work is to address
the security challenge present in IoTmulticast applications. Specifically, with the presence of the eavesdropper, an adaptive fountain
code design is proposed in this paper to enhance the security for multicast in IoT.The main novel features of the proposed scheme
include two folds: (i) dynamical encoding scheme which can effectively decrease intercept probability at the eavesdropper; (ii)
increasing the transmission efficiency compared with the conventional nondynamical design. The analysis and simulation results
show that the proposed scheme can effectively enhance information security while achieving higher transmission efficiency with a
little accredited complexity, thus facilitating the secured wireless multicast transmissions over IoT.

1. Introduction

Thedevelopment of the Internet ofThings (IoT) [1] paradigm
is regarded as one of the most important revolutions in
the information area. IoT is a global infrastructure of inter-
connected networks consisting of all kinds of information
sensing device like radio frequency identification devices
(RFID), sensors, and other distributed smart objects.The aim
is to interconnect all kinds of smart objects with Internet
via different wireless access network, so that the system
can automatically identify, locate, trace, and monitor the
objects [2]. The basic features of IoT are smart-sensing,
smart-storing, smart-exchanging, and smart-analyzing for
the information [3], the core of which is the information
exchange. Hence, the pivotal technologies of IoT cover a wide
range including LAA [4], D2D [5–7], and multicast [8–10].

Multicast [11] is one of themost important services which
is required to be supported in IoT [12, 13]. In IoT [14]
applications where the message must get through multiple

devices/nodes or a major equipment shutdown is required
(e.g., for urgent reasons), the sending node must be able
to confirm that its message was received by all the mem-
bers of the multicast group while assuring security from
eavesdroppers. In the IoT, the major challenge compared
with traditional multicast system is that it not only supports
end-user devices, but also involves large-scale machine-
type communications (MTC) and other low-power devices
[12]. Thus, multicast in the IoT needs to have the capacity
of accommodating different kinds of devices and dealing
with high speed rate or erupted traffic. Moreover, the little
overhead of the devices results in more complex situation in
the aspect of security.

The objective of this paper is to address the security
challenge present in the IoT applications which are required
to support confirmed, network-wide (spanning all links
within the system) multicast. Inspired by these reasons,
there has been a significant increase in the demands of
wireless multicast networks. Wireless multicast [15] is one
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of the most important services which gives a highly effi-
cient mean of transmitting message from a single source
to multiple location separated receivers [16]. Accordingly,
wireless multicast, as a critical part of wireless communi-
cations network, provides higher bandwidth utilization in
many applications, including remote teleconferencing and
highway wireless traffic updating [17]. However, there are
many new challenges in multicast systems mainly including
two aspects. On the one hand, wireless multicast services
often lead to feedback implosion problem [18]. On the other
hand, according to the retransmission-based error control,
retransmission overhead and unnecessary retransmissions
grow up quickly as the number of multicast objects increases
[19]. Accordingly, the main challenge in wireless multicast
networks is guarantying secure and reliable transmission for
various multicast services.

Fountain code [20] is regarded as an emerging and
reliable technology which is appropriate for reliable wireless
multicast networks due to its rate-less feature [21]. In other
words, introducing fountain code into multicast system has
strong scalability evidenced by two folds. On the one hand,
compared with the fixed-rate forward error correction (FEC)
code, the number of encoding symbols that can be generated
from the data is potentially limitless for all multicast objects.
On the other hand, the transmitter (BS) has no need to
change the encoding mode while the number of objects, the
objects locations, or objects channel conditions change. In
some way, the fountain-encoding mode in multicast systems
can be seen as a kind of “adaptive rate” encoding mode
with no requirement of the real-time channel state feedback
(CSI). Moreover, it is worth mentioning that fountain-code-
based multicast schemes are more adaptable to massive data
distribution services rather than real-time ones with strict
requirements of bite rates, which are essentially useful for IoT
for common information dissemination.

When integrating multicast services in IoT, a critically
important indicator is information security in the pres-
ence of eavesdropper. Given the open wireless transmission
environments and independent packet loss status across
multicast objects, security assurance becomes essentially
challenging. Recent research showed that fountain code [20]
can be applied to effectively enhance the security. Specifically,
by introducing a fountain encoder in wireless multicast
networks, BS keeps multicasting encoding packets until
all multicast objects give feedback indicating recovery of
the entire coded block [20]. Then, via designs maximally
benefiting the physical layer signals for legitimate objects,
which in fact statistically degrade the signal quality overheard
by the eavesdropper, the legitimate object can accumulate
sufficient number of coded packets for complete decoding
before the eavesdropper does with a high probability [20].
While enhancing security by applying fountain code opens
a promising research area, the specific design for secure
fountain code applied in the multicast services in IoT has not
been sufficiently studied. First, compared with unicast trans-
missions, extra transmissions and complex wireless channel
condition make it more difficult for secure transmissions in
multicast services. Second, current research mainly studied
the resource allocation rather than online fountain code

construction. Hence, it has the urgent necessity to develop
the specific and secure fountain codes scheme which can be
practically applied to the IoT services.

According to the aforementioned problems, a novel
fountain-encoding scheme for wireless multicast services has
been developed in this paper, which dynamically selects
the encoding rules for every multicast objects according
to the feedback messages from them. During each slot,
these feedback messages refer to the acknowledge (ACK)
signals fed back from the multicast objects which succeed in
receiving the fountain packets. Based on these ACK signals,
BS can regenerate the decoding processes towards these
corresponding multicast objects and, respectively, updates
their index set of decoded data packet. Therefore, the key
to the proposed scheme is that, on the basis of its existing
information, BS conducts the dynamical fountain-encoding
schemewhichmakes for increasing the decoding rates for the
multicast objects. In this manner, the multicast objects can
complete decoding first so as to ensure the secure multicast
services in the presence of eavesdropper. On the contrary, if
the eavesdropper also wiretaps as many fountain packets as
the multicast objects do, the confidential data transmitted by
BS are intercepted.The analytical and simulation results both
show that the intercept probability of the proposed scheme is
much lower than traditional nonadaptive encoding schemes.
It is worth mentioning that this study does not address
the perfect secrecy of data streams in physical layer [20].
Moreover, the proposed scheme achieves higher transmission
efficiency of BS for wirelessmulticast services while imposing
a little accredited complexity for multicast networks.

The remainder of this paper is organized as follows.
Section 2 presents the system model of the wireless multicast
services. Section 3 introduces the proposed encoding scheme
as well as the decoding process in detail. The performance
analysis of the proposed scheme is demonstrated in Section 4.
Then Section 5 presents the simulation setup and simulation
results among the proposed scheme and the traditional ones.
Finally, this paper is concluded in Section 6.

2. System Model

In this section, the systemmodel ofwirelessmulticast services
is proposed first. Then the transmission model based on
the fountain code for wireless multicast system is illustrated.
Finally, this section generally reviews the encoding principles
and decoding process for fountain codes.

As depicted in Figure 1, the system model of wireless
multicast network considers a cellular cell with radius R. BS is
situated in the center of the cellular cell and multicast objects
denoted as M are randomly located in different positions in
the cell. Meantime, the unauthorized eavesdropper locates
at the edge of the cell. The position of each objects is
independent and identically distributed. The position for the𝑖th object is jointly determined by the distance from BS
denoted as 𝑑𝑖 and the angle between object-BS and horizontal
axis denoted as 𝜃𝑖. The distance between the 𝑖th and 𝑗th
objects denoted as 𝑑𝑖,𝑗 is expressed as

(𝑑𝑖,𝑗)2 = 𝑑2𝑖 + 𝑑2𝑗 − 2𝑑𝑖𝑑𝑗 cos (𝜃𝑖 − 𝜃𝑗) . (1)
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Base station

Smart object

Eavesdropper

Figure 1: System model for wireless multicast network in Internet
of Things.

During each slot, BS broadcasts fountain packet to all
multicast objects that is located in different positions. The
wireless link between any twonodes comprises the large-scale
fading, small-scale fading, and additive Gauss white noise
(AWGN) in the receiver. The large-scale fading caused by
path loss is modeled as

PL (𝑑𝑖,𝑗) = 𝑑−𝜂𝑖,𝑗 (2)

where 𝜂 represents the path loss exponent. Besides, the small-
scale fading induced by multipath fading is modeled as
the block flat Rayleigh fading. That is to say, the channel
coefficients remain constant during one slot and change
independently during different slots. The channel coefficientℎ𝑖𝑗 is assumed as a circularly symmetric complex Gaussian
random variable, namely, ℎ𝑖,𝑗 ∼ CN(0, 1). Additive Gaussian
white noise denoted as𝜔 is assumedwith the variance𝑁0. For
the 𝑖th object, the symbol it receives during𝑇𝑠 slot is expressed
as

𝑦𝑇𝑠𝑖 = √𝑃𝑠𝑑−𝜂𝑠,𝑖 ℎ𝑠,𝑖𝑥𝑓𝑇𝑠 + 𝑛𝑖. (3)

where 𝑃𝑠 denotes the transmit power of BS; 𝑑𝑠,𝑖 represents
the distance between the BS and the 𝑖th object; ℎ𝑠,𝑖 denotes
the Rayleigh fading channel coefficients for the transmission
link between BS and the 𝑖th object; 𝑛𝑖 denotes the received
noise for the 𝑖th object; 𝑥𝑓𝑇𝑠 represents the fountain packet

transmitted by BS during 𝑇𝑠 slot. We assume that the power
of the fountain packet is 1. Consequently, the received SNR
for the 𝑖th object can be defined as

𝛾𝑇𝑠𝑖 = 𝑃𝑠 ℎ𝑠,𝑖2 𝑑−𝜂𝑠,𝑖𝑁0 . (4)

Once 𝑑𝑠,𝑖 is fixed, 𝛾𝑇𝑠𝑖 obeys the exponential distribution with
the parameter of 𝜆𝑖 = (𝑁0𝑑𝜂𝑠,𝑖)/𝑃𝑠.

Figure 2 illustrates the detailed fountain-encoded trans-
mission scheme for multicast network. Firstly BS conducts
the fountain-encoding procedure and delivers the packet to
all objects.Meanwhile, the eavesdropper attempts to intercept
the transmitted packet. BS continues to broadcast the foun-
tain packets at each time slot so that all objects (including the
eavesdropper) intend to receive enough fountain packets to
decode the original files. If all the multicast objects obtain
enough fountain packets and successfully recover the files,
the feedback information is sent to BS from all objects to
terminate the encoding procedure and transmission. At this
time, the security of multicast transmission can be ensured
as long as the eavesdropper does not intercept sufficient
fountain packets to recover the original file.

3. Dynamically Constructed Fountain Code

In this section, the Dynamically Constructed Fountain Code
(DC Fountain Code) is introduced in detail. The implemen-
tation mechanism of the DC Fountain Code is illustrated as
depicted in Figure 3. Specifically, the innovative points of the
DC Fountain Code are shown in two sides: the transmission
scheme inmulticast networks described in Section 3.1 and the
dynamical fountain-encoding mechanism in the transmitter.
The detailed principles and process of the DC Fountain Code
are introduced by the following subsections.

3.1. Transmission Scheme of BS. The transmission process of
BS is depicted in Figure 3 during each time slot. Remark-
ably, the large data file is divided into 𝐾 equal-length data
packets before introducing the fountain encoder. According
to the dynamical fountain-encoding scheme illustrated in
Section 3.2, BS conducts the dynamical fountain-encoding
procedure.Then after the CRC encoding at the data link layer
and the channel encoding at the physical layer, BS delivers the
fountain packet to each multicast object through the wireless
channels. Meantime, in the wireless channel, the delivered
fountain packet are easy to be intercepted by the eavesdropper
(Eve). Because of the different channel conditions of the
multicast objects, the fountain packets can hardly be received
by all objects at one time. Those objects which successfully
receive the fountain packet are required to send ACK signals
back to BS. After receiving the ACK signals, BS “simulates”
the decoding procedure and records the index set of decoded
data packets denoted as 𝐷𝑖 from the objects whose ACK
signal is received by BS. Finally, if the element number of
set 𝐷𝑖 of all objects equals 𝐾 (𝐾 denotes the number of all
data packets), BS stops encoding process. Contrarily, if the
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Figure 2: Fountain-encoded transmission model for multicast system.
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Figure 3: The transmission flow chart for BS during one transmitting slot.

element number of set 𝐷𝑖 for at least one object is less than𝐾, BS continues the fountain-encoding process at next time
slot and repeats these process introduced above.

It is worthmentioning that only ACK signals are required
to be sent back to BS from objects during each time slot
and BS automatically “simulates” the decoding process and

records the set 𝐷𝑖 for them. This transmission scheme leads
to less feedback intercept in the multicast channels.

3.2. Dynamically Constructed Fountain-Encoding Scheme.
This part proposes the dynamically constructed fountain-
encoding process and it is the key innovation of this paper
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(1) BS records the rowers for full-0-lines and full-1-lines of
matrix 𝑃 and respectively stores them in matrix ln 0 and ln 1.(2) Determine whether the matrix ln 1 is empty.
If ln 1 is not empty∗ Encoding rules are as follows:
(a) Randomly choose one element from ln 1 denoted as 𝑆𝑐.
(b) Take out all elements from ln 0 denoted as 𝑆0,1, 𝑆0,2, . . . , 𝑆0,𝑡
(c) The encoded fountain packet is the exclusive-or of:𝑥𝑓𝑇𝑠 = 𝑆𝑐 ⊕ 𝑆0,1 ⊕ 𝑆0,2 ⊕ ⋅ ⋅ ⋅ ⊕ 𝑆0,𝑡,

where 𝑥𝑓𝑇𝑠 denotes the encoded fountain packet
during 𝑇𝑠-th slot.

else∗ Switch to Step (3).(3) Determine whether the length of ln 0 is smaller than 𝐾/4.
If length (ln 0) ⩽ 𝐾/4∗ Encoding rules follow Algorithm 2.
else∗ Encoding rules follow Algorithm 3.

Algorithm 1: DC fountain-encoding procedures (1).

(1) Compute the sum of each row as 𝑃 line. Find the maximum value in 𝑃 line and records one of
the corresponding rowers as 𝑆 max.(2) Traverse K lines to search for several lines whose rowers are denoted as 𝑆𝑟,1, 𝑆𝑟,2, . . . , 𝑆𝑟,𝑛 to meet the
following conditions:
(i) Assume the matrix made by 𝑆𝑟,1, 𝑆𝑟,2, . . . , 𝑆𝑟,𝑛 and 𝑆 max is defined as 𝑃 temp. The sum of each column for𝑃 temp must be less than 2.(3)The encoded fountain packet is the exclusive-or of:𝑥𝑓𝑇𝑠 = 𝑆 max ⊕ 𝑆𝑟,1 ⊕ 𝑆𝑟,2 ⊕ ⋅ ⋅ ⋅ ⊕ 𝑆𝑟,𝑛,
where 𝑥𝑓𝑇𝑠 denotes the encoded fountain packet during 𝑇𝑠-th slot.

Algorithm 2: DC fountain-encoding procedures (2).

after introducing the transmission procedure of BS. Without
loss of generality, here a certain transmitting slot is taken as
an example.

First, BS records the indexes of the decoded data pack-
ets for each multicast object. According to the number
of decoded data packets, the “encoding structure matrix”
denoted as𝑃𝐾×𝑀 is generated, where𝐾denotes the number of
data packets and𝑀 denotes the number of multicast objects.
The initial value of the elements in𝑃 is set to 1.The element of𝑃𝐾×𝑀, denoted as 𝑝𝑖𝑗, is the decoding indicator and its value
equals 1 (0) if the 𝑗th multicast object has (not) decoded the𝑖th data packet.Moreover, the index set of total data packets is
denoted as {𝑆1, 𝑆2, . . . , 𝑆𝐾}.The rowers of thematrix 𝑃 exactly
represent the index set of data packet and hence can also be
described as {𝑆1, 𝑆2, . . . , 𝑆𝐾}.

According to the value and the state of 𝑃, the dynamical
fountain-encoding scheme is presented in Algorithms 1–3. At
the beginning of each time slot, the rowers of full-0-lines and
full-1-lines are recorded and, respectively, stored in thematrix
ln 0 and ln 1. Then according to judging whether ln 1 is
empty, BS chooses different encoding rules. When ln 0 is not
empty, the main encoding rule is to choose all the recovered
data packets with one unrecovered data packet to encode and

the encoded packet is the bit-wise XOR sum over all chosen
data packets, which suggests a core insight into security
transmission: as long as one unrecovered data packet which
is connected to the transmitted fountain packet was not
intercepted by Eve, the subsequent encoded packet cannot
be decoded correctly. Thus the overhear process cannot be
achieved successfully. When ln 1 is empty, next step is to
judge whether the length of ln 0 is smaller than 𝐾/4. The
threshold value 𝐾/4 is obtained from the simulation that
results in a better performance.

If the length of ln 0 is less than 𝐾/4 as depicted in
Algorithm 2, BS computes the sum of each row as 𝑃 line
and then records the maximum value and the corresponding
rowers in 𝑃 line. BS traverses 𝐾 lines to search for several
lines to form a new matrix whose sum of each column must
be less than 2. In this way, it is ensured that through traversing
the matrix 𝑃, the data packet which is corresponding to the
most serious channel can be selected and retransmitted in
order to increase the transmission efficiency. As introduced
in Algorithm 3, if the length of ln 0 is larger than𝐾/4, the key
of the encoding process aims at choosing enough data packets
which can be simultaneously decoded for most multicast
objects in an acceptable complexity.
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(1) Remove the full-0-lines from 𝑃.(2) Compute the sum of each row as 𝑃 line. Find the minimum value in 𝑃 line and records the corresponding
rowers stored in 𝑆 min.(3) Assume the matrix made by 𝑆 min is defined as 𝑃 temp. If the sum of each column in 𝑃 temp is larger than 1,
repeat the next step.(4) Find the maximum value of the sum of each column in 𝑃 temp and records one of the corresponding columns
as 𝐶max. Choose the rowers from that column whose elements is non-zero and stored as 𝑅max. Then find the
maximum value of the sum of each row in the matrix made by 𝑅max and delete the corresponding row from 𝑆 min.(5) Assume the rowers of 𝑆 min is denoted as 𝑆𝑟,1, 𝑆𝑟,2, . . . , 𝑆𝑟,𝑚. The encoded fountain packet is the exclusive-or of:𝑥𝑓𝑇𝑠 = 𝑆𝑟,1 ⊕ 𝑆𝑟,2 ⊕ ⋅ ⋅ ⋅ ⊕ 𝑆𝑟,𝑚,
where 𝑥𝑓𝑇𝑠 denotes the encoded fountain packet during 𝑇𝑠-th slot.

Algorithm 3: DC fountain-encoding procedures (3).

3.3. Decoding Process. The decoding process of Dynamically
Constructed Fountain Code is similar to the general fountain
code. The decoding process in the receiver is as follows [22]:

(a) If there exists fountain packet that only includes one
data packet, then this data packet can be decoded
because the fountain packet is exactly the copy of it.

(b) Subtract the recovered data packet from the fountain
packets which comprise the data packet.

(c) Delete the recovered data packet from fountain
packets and subtract the degree from corresponding
fountain packets.

4. Performances Analysis

In this part, the implementation complexity is analyzed first.
Additionally, this section analyzes the theoretical perfor-
mances roughly from two aspects consisting of the intercept
probability for Eve as well as the transmission efficiency for
BS towards the proposed scheme.

4.1. Analysis of Implementation Complexity. According to
Figure 3, BS conducts the analogs of decoding operations for
multicast objects which send the feedback of ACK signals
within the same transmitting slot and, respectively, upgrades
their corresponding index set of decoded data packets. These
operations are increasing in multiples with multicast group
size, which are additional to BS to complete thus imposing
extra complexity for BS. In addition, since multicast objects
just need to send back ACK signals to BS, the feedback
overhead for channels is lower without causing channel
congestions compared with retransmission-based schemes.
Moreover, the proposed scheme effectively avoids the retrans-
mission overhead due to unnecessary retransmission in
contrast with retransmission-based error control schemes.

4.2. Analysis of Intercept Probability for Eve. For multicast
transmission system as discussed in Figure 2, one extreme
case is that𝑀 multicast objects receive the fountain packets
in a synchronized pace. That is to say, all objects succeed in
receiving or fail to receive the fountain packets during each
transmitting slot whichmeans the fountain-encoding scheme

in BS simply consists of Step (1) and Step (2) described in
Algorithm 1. In this way, all multicast objects are regarded as
one “group objects” (GO) which is similar to unicast system
where BS sends fountain packets to group objects while Eve
attempts to wiretaps them. As to this extreme case, it is
easy to infer that BS broadcasts the minimum number of
fountain packets resulting in highest transmission efficiency
for BS and Eve is least likely to overhear as many fountain
packets leading to minimum intercept probability. In a sum,
the extreme case discussed above is equivalent to the best
case referring to the lower bound of successfully intercept
probability.

According to the encoding scheme discussed in Step(1) and Step (2) of Algorithm 1, the confidential data are
intercepted when Eve obtains sufficient fountain packets
once BS stops broadcasting fountain packets.This underlying
essence provides enlightenment that Eve must successfully
receive the fountain packet as long as group objects succeed
in receiving it during the same slot. Conversely, there may be
two cases for Eve when group objects fail to receive. Inspired
by this idea, here the mapping relations between received
SNR and packet error rate (PER) to give the analytical
derivations below are used.

Firstly, the received SNR in group objects and Eve can be
described as 𝛾BO = 𝜌|ℎBO|2 and 𝛾BE = 𝜌|ℎBE|2 in which 𝜌 =𝑃𝑠/𝑁0 is system SNR and |ℎBO|2 and |ℎBE|2, respectively, obey
the exponential distribution with mean 𝑑−𝜂BO and 𝑑−𝜂BE.

By referring to (14), group objects would lose packet in
case of 𝛾 ∈ (0, 𝛾pn) for link BS → GO and the probability of
loss packet can be depicted as

𝑃𝛾BO∈(0,𝛾pn) = 1 − exp( −�̃�
𝑑−𝜂BO) , (5)

where 𝛾pn is a mode-dependent parameter from [23].
When 𝛾 ⩾ 𝛾pn GO loses packet with the probability of

𝑃𝛾BO⩾𝛾pn = 𝑎𝑛 exp (−𝑔𝑛𝛾BO) ⋅ exp( −�̃�
𝑑−𝜂BO) (6)
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and correspondingly the probability of not losing packet can
be inferred as

𝑃𝛾BO⩾𝛾pn = exp( −�̃�
𝑑−𝜂BO) ⋅ [1 − 𝑎𝑛 exp (−𝑔𝑛𝛾BO)] (7)

where �̃� = 𝛾pn/𝜌.
Concluding from (5), (6), and (7), the upper and lower

bounds of not losing packet for link BS → GO can be,
respectively, described as

𝑃BO,Up = exp( −�̃�
𝑑−𝜂BO) ;

𝑃BO,Low = exp( −�̃�
𝑑−𝜂BO) [1 − 𝑎𝑛 exp (−𝑔𝑛𝛾pn)] ,

(8)

where (8) is derived from (7) in case of 𝛾BO →∞ and 𝛾BO →𝛾pn.
Accordingly, the upper and lower bounds of packet loss

for link BS→ GO are described as

𝑃BO,Low = 1 − 𝑃BO,Up = 1 − exp( −�̃�
𝑑−𝜂BO) ;

𝑃BO,Up = 1 − 𝑃BO,Low

= 1 − exp( −�̃�
𝑑−𝜂BO) [1 − 𝑎𝑛 exp (−𝑔𝑛𝛾pn)] .

(9)

Similar to the link BS→ GO, the derivation for link BS→
Eve can be obtained by substituting 𝑑BO, 𝛾BO for 𝑑BE, 𝛾BE in
the equations above. Due to page limits, here they are directly
presented as

𝑃BE,Up = exp( −�̃�
𝑑−𝜂BE) ;

𝑃BE,Low = 1 − exp( −�̃�
𝑑−𝜂BE) ;

𝑃BE,Low = exp( −�̃�
𝑑−𝜂BE) [1 − 𝑎𝑛 exp (−𝑔𝑛𝛾pn)] ;

𝑃BE,Up = 1 − exp( −�̃�
𝑑−𝜂BE) [1 − 𝑎𝑛 exp (−𝑔𝑛𝛾pn)] ,

(10)

where the first two equations in (10) are obtained under the
case of 𝛾BE →∞ and the last two equations in (10) are derived
for the case 𝛾BE → 𝛾pn.

Therefore, the lower bound for intercept probability is
formulated as (11). Substituting (8), (9), and (10) into (11),

the closed-form expression of the upper bound for intercept
probability in Eve can be obtained.

𝑃Intercept =
𝐾∑
𝑠=0

[𝐶𝐾−1𝐾+𝑠−1 (𝑃BO,UP ⋅ 𝑃BE,UP)𝐾−1

⋅ (𝑃BO,Low𝑃BE,Low)𝑠 + 𝐶𝐾−1𝐾+𝑠−1 (𝑃BO,UP ⋅ 𝑃PE,UP)𝐾−1

⋅ (𝑃BO,Low𝑃BE,UP)𝑠] .

(11)

4.3. Analysis of Transmission Efficiency for BS. Based on
the clarifications of performance indexes in Section 5.1,
the transmission efficiency of BS is generally defined as
the average of 𝐾/𝑁min after a sufficient number of trans-
mission attempts, in which 𝑁min denotes the number of
fountain packets transmitted by BS. Combining with (9), the
minimum number of transmitted fountain packets can be
described as

𝑁min = 𝐾 ⋅ (1 + 𝑃BO,Low) . (12)

The upper bound of transmission efficiency for BS
denoted as TEUp is described as

TEUp = 𝐾
𝑁min

= 1
1 + 𝑃BO,Low . (13)

By substituting (9) into (13), the closed-form expression
of the upper bound for transmission efficiency of BS can be
obtained.

5. Simulation Evaluation

This section, respectively, presents the simulation setup
and simulation results for evaluating the Dynamically Con-
structed Fountain Code.

5.1. Simulation Setup. The simulation is built in a circle with
radius 𝑅 = 1. The location of BS is in the center of the
cell while the positions of 𝑀 multicast objects are random.
Besides, we assume that in the area of the circle with radius
of 0.01 locates no objects. As we introduced in Section 2, the
path loss exponent 𝜂 of multicast channel is 2.6 and Rayleigh
fading yields the complex Gaussian distribution with zero
mean and variance 1. As one variable factor, transmit SNR
which is denoted as 𝜌 = 𝑃𝑠/𝑁0 varies from 10 dB to 35 dB.
The number of multicast objects is another variable factor
which range from 2 to 100. As to the location of Eve, we
assume that it is on the circumference of a radius of 1 without
loss of generality. Thus, the distance from Eve to BS is set
to 1. Moreover, the total number of data packets denoted
as 𝐾 is 128. For simplicity, the packet error rate (PER) is
approximated as [24]

PER𝑛 (𝛾) ≈ {{{
1, if 0 < 𝛾 < 𝛾pn
𝑎𝑛 exp (−𝑔𝑛𝛾) , if 𝛾 ⩾ 𝛾pn, (14)
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where 𝛾 is received SNRand 𝑛denotesmode index.Thefitting
parameters of different transmission modes can be found in
[23]. In the simulation, it adopts 16-QAMmodulation and the
coding rate is set to 9/16. By referring to [23, Tables II], the
fitting parameters are listed as follows:

𝑎𝑛 = 50.1222,
𝑔𝑛 = 0.6644,
𝛾pn = 7.7021.

(15)

From (14) and (15), the mapping equation from the received
SNR to channel PER is easy to obtain under Rayleigh fading
channels.

In addition, three performance indexes are noted to eval-
uate and analyze the performance of the proposed scheme as
well as the counterparts:

(a) Intercept probability for Eve: the number of data
packets which are successfully recovered by Eve when
BS stops sending packets is recorded and denoted as𝑁eve. If 𝑁eve equals to 𝐾, the total confidential file is
successfully intercepted by Eve; otherwise, the inter-
ception is failed. Hence, after sufficient transmission
attempts, the intercept probability can be defined as
the ratio between the number of successful eaves-
dropping times and the total number of transmission.

(b) Recovering proportion for Eve: is defined as the aver-
age of𝑁eve/𝐾 after sufficient attempts of transmission
when BS stops encoding and transmitting.

(c) Transmission efficiency of BS: the number of fountain
packets which has been transmitted until BS stops
sending is recorded and denoted as 𝑁min. The trans-
mission efficiency of BS is defined as the average of𝐾/𝑁min after sufficient attempts of transmission.

Moreover, the following two schemes are introduced as
baseline schemes for comparison:

(i) Due to the rate-less feature, LT codes [24] have been
introduced into multicast system. The distribution of the
degree of LT codes is

𝜌 (𝑑) = {{{{{

1
𝐾, if 𝑑 = 1

1
𝑑 (𝑑 − 1) , if 𝑑 = 2, 3, . . . , 𝐾, (16)

where 𝐾 denotes the number of total data packets in BS. The
distribution of degree is random and the choice of random 𝑑
data packets is uniform.

(ii) The optimal fountain code based on maximizing the
average number of recovered data packets is discussed in [25].
We call it Max-Error-Driven Fountain Code (MED Fountain
Code). The degree of MED Fountain Code is defined by

𝑑∗ (𝐾, 𝜃) = ⌈𝐾 + 1 − 𝜃
𝜃 ⌉ , (17)

where𝐾 represents the number of total data packets and 𝜃 is
the data packets that have not been recovered. Note that ⌈𝛿⌉
denotes the minimum integer that is larger than or equal to𝛿.
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Figure 4: Intercept probability comparison between the proposed
scheme and baseline schemes, where the number of multicast
objects is set to 100 and system SNR varies from 15 to 35 dB.

5.2. Simulation Results. This section makes comparisons of
the performances of the Dynamically Constructed Fountain
Code and two baseline schemes. The performance compared
is in terms of the intercept probability for Eve, transmission
efficiency, and the recovering proportion for Eve.

First, the number of multicast objects is set to 100 and the
number of transmissions is conducted by 104. Figures 4 and 5
show the performance among the DC Fountain Code, MED
Fountain Code, and LT Code with system SNR ranging from
10 dB to 35 dB.

In Figure 4, the intercept probability for DC Fountain
Code is far lower than those of the other two schemes.
The reason is that the dynamical fountain-encoding aims
at selecting different encoding rules according to different
conditionswhile the other two schemes utilize fixed encoding
rules. From Figure 5, it is demonstrated that the transmission
efficiency of BS increases with the increasing of the system
SNR in the proposed scheme, which is slightly superior to
two baseline schemes. Notably, the improvement of transmis-
sion efficiency indicates another advantage to the proposed
scheme.

In Figures 6–8, the system SNR is set to 20 dB and
transmission attempts are conducted by 104. These figures
demonstrate the performance compared among the dynami-
cal fountain code and two baseline schemes with the number
of multicast objects varying from 2 to 100. In Figure 6, the
intercept probability of the proposed scheme is equal to 0
as the number of multicast objects is less than 10. When
the number of multicast objects rises above 10, all curves
increase while the proposed scheme is still lower than other
two baselines. Hence, it indicates that the proposed scheme
keeps higher security than the other two. From Figure 7,
the recovering proportion of the proposed scheme is lower
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Figure 5: Transmission efficiency comparison between the pro-
posed scheme and baseline schemes, where the number of multicast
objects is set to 100 and system SNR varies from 10 to 35 dB.

102 40 70 100
Number of multicast objects

In
te

rc
ep

t p
ro

ba
bi

lit
y 

fo
r e

av
es

dr
op

pe
r

DC fountain code
MED fountain code
LT Code

10
0

10
−1

10
−2

10
−3

10
−4

10
−5

Figure 6: Comparison of Eve’s recovering proportion between the
proposed scheme and baseline schemes, where the system SNR is set
to 20 dB and the number of multicast objects varies from 2 to 100.

than two baselines schemes. When the number of multicast
objects exceeds 40, the recovering proportion of the proposed
scheme keeps pace withMEDFountain Code. Figure 8 shows
that all curves drop while the proposed curve is still higher
than others with the number of objects varying from 2 to 10.
Besides, the transmission efficiency for the proposed scheme
still remains higher than 0.1 for other two baseline schemes
as the number of multicast objects increases above 10.
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Figure 7: Intercept probability comparison between the proposed
scheme and baseline schemes, where the system SNR is set to 20 dB
and the number of multicast objects varies from 2 to 100.
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Figure 8: Transmission efficiency comparison between the pro-
posed scheme and baseline schemes, where the system SNR is set
to 20 dB and the number of multicast objects varies from 2 to 100.

5.3. Comparison of Simulation and Analysis. In Section 4.2,
we made some assumption that M multicast objects receive
the fountain packets in a synchronized pace. Thus, to make
an effective comparison between simulation results and the
theoretical analysis, all multicast objects are set to the same
received SNR.The total number of data packets denoted as𝐾
is 16 and system SNR varies from 15 dB to 35 dB.

Figure 9 demonstrates the intercept probability com-
parison between the theoretical analysis and simulation
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Figure 9: Intercept probability comparison between the theoretical
analysis and simulation, where the system SNR varies from 15 dB to
35 dB.

results. The simulation results are about 40% lower than the
theoretical value of the upper bound. With the system SNR
varying, the two curves increase in the same degree.

6. Conclusions

This paper presented a novel fountain-encoding scheme
aimed at achieving data security in the multicast system of
the Internet of Things, which can dynamically change the
encoding rules in order to reduce the intercept probability.
By requiring multicast objects to provide feedback on ACK
signals, the transmitter simulates the decoding procedures
and records the index of recovered data packets. Based on
these recorded information, the transmitter completes the
dynamical fountain-encoding design which targets increas-
ing the decoding rates of the multicast objects. In this
manner, multicast objects can complete decoding quickly
while the eavesdropper hardly overhears enough fountain
packets to decode the original data, which effectively reduces
the intercept probability for Eve. In addition, the perfor-
mance analysis and simulation results are also performed
to demonstrate that the proposed scheme outperforms the
traditional nondynamical fountain-encoding schemes with
the lower intercept probability and higher transmission
efficiency while imposing a little accredited complexity for
multicast networks.

Parameters in Analysis

M: The number of multicast objects
K: The number of total data packets𝜌: System SNR𝜂: Path loss exponent𝑎𝑛, 𝑔𝑛, 𝛾pn: Fitting parameters of (14)𝛾BO/𝛾BE: The received SNR from BS to group objects

(all multicast objects)/Eve

ℎBO/ℎBE: The Rayleigh fading channel coefficient
between BS and group objects/Eve𝑑BO/𝑑BE: The distance between BS and group
objects/Eve𝑃BO,Up/𝑃BE,Up: The upper bound of the probability of loss
packet from BS to group objects/Eve𝑃BO,Up/𝑃BE,Up: The upper bound of the probability of not
loss packet from BS to group objects/Eve𝑃Intercept: The lower bound of intercept probability
in Eve.
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In a wearable sensor-based deployment, sensors are placed over the patient to monitor their body health parameters. Continuous
physiological information monitored by wearable sensors helps doctors have a better diagnostic and a suitable treatment. When
doctors want to access the patient’s sensor data remotely via network, the patient will authenticate the identity of the doctor first,
and then they will negotiate a key for further communication. Many lightweight schemes have been proposed to enable a mutual
authentication and key establishment between the two parties with the help of a gateway node, but most of these schemes cannot
enable identity confidentiality. Besides, the shared key is also known by the gateway, which means the patient’s sensor data could be
leaked to the gateway. In PriAuth, identities are encrypted to guarantee confidentiality. Additionally, Elliptic Curve Diffie–Hellman
(ECDH) key exchange protocol has been adopted to ensure the secrecy of the key, avoiding the gateway access to it. Besides, only
hash and XOR computations are adopted because of the computability and power constraints of the wearable sensors.The proposed
scheme has been validated by BAN logic and AVISPA, and the results show the scheme has been proven as secure.

1. Introduction

As sensors become widespread in their usage regarding
healthmonitoring scenarios, a significant amount of personal
sensitive data like blood pressure, pulse, or electrocardio-
gram readings will be monitored. These sensors could be
interconnected to compose a Wireless Body Area Network
(WBAN). With different sensors gathering patient’s data and
continually sending these data to doctors or to a remote
monitoring station for further analysis, it is necessary tomake
sure that these data are transferred confidentially. The usual
way is to encrypt them first before they are sent.The proposal
presented in this paper, named PriAuth, aims to help the
patient and the doctor build a shared key for encrypting
health parameters.

Because only appointed doctors are allowed to access the
patient’s data, the patient and the doctor have to authenticate
each other first. A workable way is to introduce a gateway to
help the patient authenticating the legitimacy of the doctor

and vice versa. After authentication, the two parties will build
a shared key for further communication.

When a doctor wants to read patient’s data, he sends
a request to the patient. The patient forwards this request
together with his own identification information to the
gateway. The gateway checks whether the patient and the
doctor are legitimate, and if any of them is not regarded as
such then the scheme is aborted. Only when they are all
legitimate, the gateway sends the authentication result to the
patient. Once the patient has become aware of the legitimacy
of the doctor, he sends the authentication result to the doctor
as well. Based on the authentication result, the patient and the
doctor can build a shared key, which is used for encrypting
confidential information sent between them.

There are many research results focusing on the authen-
tication and key agreement problems; while most of them
could ensure the safety of the data, this is not enough, as there
is also a need to protect privacy.
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In the authentication process, the patient and the doctor
have to send their identities and some other related infor-
mation to the gateway. It has to be ensured that the patient’s
identity should not be leaked. Of course, a patient is usually
unwilling to leak his identity information, because if the
patient’s identity is leaked, the health history and status of
the patient will be freely available for anyone in the system,
regardless of the patient wishes.

On the other hand, when a doctor sends his identity to
the gateway for authentication, we have to make sure that
the doctor’s identity is kept confidential, too (e.g., when an
adversary eavesdrops the identity of the doctor and finds out
the doctor’s major is dermatology according to the identity of
the doctor, there is a great chance that the patient has a skin
related problem). Therefore, it is also necessary to keep the
doctor’s identity confidential in order to protect the privacy of
the patient. In PriAuth, Elliptic Curve Cryptography (ECC)
is adopted as the method used to protect the identities of the
data transmission participants, which is similar to [15–21].

After the gateway finishes the authentication process, the
gateway will send the authentication result to the patient and
the doctor. Based on the authentication result, the patient
and the doctor could build a shared key. In some traditional
schemes, the gateway could learn the key shared from the
authentication information it gets from the patient and the
doctor.Thismeans the patient’s personal health data could be
leaked to the gateway. It is necessary to prevent the gateway
learning this key. In PriAuth, Elliptic Curve Diffie–Hellman
(ECDH) key exchange protocol is adopted to ensure the
shared key secrecy between the patient and doctor. Besides,
only hash and XOR operations are adopted, which is suitable
for the wearable sensors.

PriAuth has been validated by BAN logic and AVISPA.
BAN logic is one of the most prevalent methods that help
determine whether the exchanged information is trustwor-
thy, secure against eavesdropping. BAN logic is also adopted
to prove the security of the schemes by [22–24]. AVISPA
(Automated Validation of Internet Security Protocols and
Applications) is a tool for the automated validation of Internet
security-sensitive protocols and applications, which has been
widely adopted by [24–26], and so forth.

This paper is organized as follows: Section 2 is related
works; Section 3 is the preliminary knowledge. In Section 4,
we introduce PriAuth; Section 5 provides the BAN logic
validation. Section 6 includes AVISPA verification. Section 7
is the security analysis part. Section 8 provides a comparison
with other schemes. Section 9 is the validation part. Section 10
concludes with a summary of the contributions.

2. Related Works

In several papers of the researched literature, the authors use
different acronyms; user and sensor are the most commonly
used, which equals to doctor and sensor in our scheme.Thus,
from now on, we will use user and sensor instead of doctor
and patient. D.Wang and P.Wang provide overviews of some
of the schemes described in [27, 28]. Farash et al. use a single
shared key between all the users or sensors to encrypt the

identities [13]. All the sensors use the same key ℎ(𝑋GWN ‖ 1)
to encrypt the sensor identity, using XORmethodwhere SID𝑗

is the sensor identity and 𝑇2 is a timestamp.

ESID𝑗 = SID𝑗 ⊕ ℎ (ℎ (𝑋GWN ‖ 1) ‖ 𝑇2) , (1)

where ℎ(𝑋GWN ‖ 1) is a key that is shared by all the
sensors, so malicious or curious sensors could learn the
identity of sensor SID𝑗. As ESID𝑗, 𝑇2 are sent via a public
channel. Amalicious or curious sensor with identity SID𝑘 can
eavesdrop sensor SID𝑗 to get ESID𝑗, 𝑇2. In order to get the
sensor id SID𝑗, SID𝑘 could decrypt ESID𝑗 using the same key
ℎ(𝑋GWN ‖ 1):

ESID𝑗 ⊕ ℎ (ℎ (𝑋GWN ‖ 1) ‖ 𝑇2)
= {SID𝑗 ⊕ ℎ (ℎ (𝑋GWN ‖ 1) ‖ 𝑇2)}

⊕ ℎ (ℎ (𝑋GWN ‖ 1) ‖ 𝑇2) = SID𝑗.
(2)

Lu et al. use a random identity TID𝑖 to protect identity
privacy [10]. But as the identity is a fixed value, a user could
be tracked by an adversary. Schemes [29–32] use a similar
method, but all these procedures are prone to suffer from
tractability attack.

In scheme proposed by Wu et al., every time the gateway
gives a newPIDnewMU for the user [4]. But in this case, there is
a potential loss of synchronization problem: if the adversary
blocks the PIDnewMU from being sent to the user, then the
two parties may lose their synchronization. Das et al. protect
the identity of the user by generating a new masked identity
every time in a similar way, but this scheme suffers from loss
of synchronization problem, too [33].

Jung et al. use the similar method with the scheme [13]
of Farash et al. [6]. The key to encrypt the identity of a single
user is the same for all the users. This scheme has the same
problem that has been discussed. What a user sends to the
gateway node is as follows: DID𝑖 = ℎ(ID𝑖 ‖ 𝑅1), 𝑘 = ℎ(DID𝑖 ‖
V∗ ‖ 𝑇1), 𝐴 𝑖 = 𝐸𝑘(DID𝑖 ‖ 𝑅1 ‖ 𝑇1), so other users could learn
DID𝑖 by decrypting 𝐴 𝑖 with the same key V∗. Besides, this
scheme has the same inner side attacker problem, a detailed
analysis is shown in Section 7.4.

Rabin cryptosystem with quadratic residue problem is
used to encrypt a message [11, 34]. Assume 𝑛 = 𝑝𝑞, where
𝑝 and 𝑞 are two large primes. If 𝑦 = 𝑥2 mod 𝑛 has a solution,
that is, there exists a square root for 𝑦, then 𝑦 is called
a quadratic residue mod𝑛. The set of all quadratic residue
numbers in [1, 𝑛−1] is denoted byQR𝑛.The quadratic residue
problem states that, for 𝑦 ∈ QR𝑛, it is hard to find 𝑥 without
the knowledge of 𝑝 and 𝑞 due to the difficulty of factoring 𝑛
[35]; this is a kind of public-key encryption method.

Chatterjee and Das provide a similar methodology of
protecting the identity of the user. They use the ECC based
public key methods [15]. Besides, they try to combine the
authentication scheme with an attributed based access con-
trol scheme. He et al. use a similar method, while they use
exponentiation operations instead [36].

We summarize some of them in Table 1. From the table, it
can be inferred that privacy is a problem that has not drawn
enough attention from the researchers. In some schemes,
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Table 1: Comparison of protection of privacy.

Schemes Sensor anonymity User anonymity Shared key privacy
Choi et al. [1] × × √
Shi and Gong [2] × × √
Chang and Le [3, Scheme 1] × × ×
Chang and Le [3, Scheme 2] × × √
Wu et al. [4] √ × √
Das et al. [5] √ × √
Jung et al. [6] √ × ×
Fan et al. [7] × × ×
Amin and Biswas [8] × × ×
Nam et al. [9] × × √
Lu et al. [10] √ √ ×
Zhao et al. [11] √ × ×
Hou et al. [12] × × ×
Farash et al. [13] × × ×
Turkanović et al. [14] × × ×
PriAuth √ √ √

all the users share the same key to encrypt their identities,
this means the encrypted identity could be decrypted by a
malicious or curious user using the same key [5, 6, 10, 13].
Some of the schemes fail to enable the anonymity of the
user or sensor, such as [37–39]. We adopt the ECC based
method to enable the anonymity, which is similar to [15–
21] because “ECC requires smaller keys compared to non-
ECC cryptography (based on plain Galois fields) to provide
equivalent security” [40]. The gateway has a public key that
is known by every user; all the identities are encrypted by
an XOR method with a new key which is generated from
gateway’s public key before the identities are sent to the
gateway. Thus, only the gateway could learn the identities.

As for the shared key between user and sensor, in some
schemes, the gateway knows the shared key in schemes
[6–8, 11–14], while, in some others, the gateway does not
know the key, they use Diffie–Hellman (DH) anonymous key
agreement protocol to build the shared key [1, 2, 4, 5, 9, 30].
As we have discussed, the gateway is not allowed to know
the shared key in order to prevent a curious gateway from
eavesdropping the sensor data.

3. Preliminary

Elliptic Curve Cryptography (ECC) is a public-key cryptog-
raphy approach based on the algebraic structure of elliptic
curves over finite fields. For current cryptographic purposes,
an elliptic curve is a plane curve over a finite field (rather than
the real numbers) which consists of the points satisfying the
following:

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏. (3)

In order to use ECC, all parties must agree on all the
domain parameters of the elliptic curve {𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ}:

𝐹(𝑝): the finite field over 𝑝, where 𝑝 is a prime and
represents the size of the finite field

(𝑎, 𝑏): the parameters of elliptic curves𝑦2 = 𝑥3+𝑎𝑥+𝑏
over 𝐹(𝑝)
𝐺(𝑥𝑝, 𝑦𝑝): generator point, but 𝐺 ̸= 0
𝑛: the order of the base point 𝐺
ℎ: cofactor, an integer, ℎ = 𝐹(𝑝)/𝑛

Elliptic Curve Diffie–Hellman (ECDH) is an anonymous
key agreement protocol that allows two parties; each has
an elliptic curve based public, private key pair, to establish
a shared secret over an insecure channel. Suppose Alice
wants to establish a shared key with Bob, but the channel
available for them is not safe. Initially, the domain parameters
(𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ) must be agreed upon. Also, each party must
have a key pair suitable for elliptic curve cryptography,
consisting of a private key 𝑑 (a randomly selected integer in
the interval [1, 𝑛−1]) and a public key𝑄 (where𝑄 = 𝑑𝐺, that
is, the result of adding 𝐺 together 𝑑 times).

Alice’s private key and public key are (𝑑𝐴, 𝑄𝐴); Bob’s key
pair is (𝑑𝐵, 𝑄𝐵). Alice computes 𝑑𝐴𝑄𝐵 while Bob computes
𝑑𝐵𝑄𝐴. So the shared key between them is 𝑑𝐴𝑄𝐵 = 𝑑𝐵𝑄𝐴,
because

𝑑𝐴𝑄𝐵 = 𝑑𝐴𝑑𝐵𝐺 = 𝑑𝐵𝑑𝐴𝐺 = 𝑑𝐵𝑄𝐴. (4)

4. Privacy Enhanced Scheme: PriAuth

The structure model of our scheme is depicted in Figure 1.
A gateway is introduced to help user and sensor authenticate
each other. We suppose this gateway is trustworthy.

4.1. Symbols Used in the PriAuth. Before the scheme begins,
GWN (gateway node) generates the parameters for ECC
encryption (𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ). After that, GWN generates its
public-key pair (𝑑𝑔, 𝑄𝑔); besides, GWNgenerates a secret key
𝑋GWN. The symbols are summarized in Table 2.
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User GatewaySensor

Figure 1: The structure of the model.

Table 2: Symbols used in the PriAuth.

Symbols Meaning
GWN Gateway node
𝑈𝑖 The 𝑖th user
𝑆𝑗 The 𝑗th sensor node
ID𝑖 The 𝑖th user’s identity
SID𝑗 The 𝑗th sensor’s identity
‖ String connector, connect two strings together
⊕ XOR operation
𝑋GWN GWN’s secret value, master key
𝑋GWN-𝑆𝑗 Shared key between 𝑆𝑗 and GWN
(𝑑𝑔, 𝑄𝑔) The private key and public key of GWN
𝐺 The generator of ECC
SK, SK Shared key between user 𝑈𝑖 and 𝑆𝑗
𝑇1, 𝑇2 Timestamp
ℎ Hash function

4.2. Registration Phase of the Sensor. The registration mes-
sages of the sensor in registration phase are sent via the
public channel. Sensor 𝑆𝑗 conducts the following steps for
registration:

(1) It creates a random number 𝑟𝑗 and gets the timestamp
𝑇1.

(2) It covers its password with 𝑟𝑗, 𝑀𝑁𝑗 = 𝑟𝑗 ⊕ 𝑋GWN-𝑆𝑗
and generates a hash value 𝑀𝑃𝑗 = ℎ(𝑋GWN-𝑆𝑗 ‖ 𝑟𝑗 ‖
SID𝑗 ‖ 𝑇1).

(3) It sends {SID𝑗,𝑀𝑃𝑗,𝑀𝑁𝑗, 𝑇1} to GWN via a public
channel.

After GWN receives 𝑆𝑗’s registration message
{SID𝑗,𝑀𝑃𝑗,𝑀𝑁𝑗, 𝑇1}. GWN has to check the freshness of
themessage by𝑇1, if themessage is not fresh, GWNabandons
the message. Then GWN computes 𝑟𝑗 = 𝑀𝑁𝑗 ⊕ 𝑋GWN-𝑆𝑗 .
GWN checks if 𝑀𝑃𝑗 equals ℎ(𝑋GWN-𝑆𝑗 ‖ 𝑟𝑗 ‖ SID𝑗 ‖ 𝑇1).
If they are not equal, GWN abandons the message. GWN
continues the sensor registration phase in the following
steps. The registration phase is described in Table 3.

(1) GWN computes 𝑥𝑗 = ℎ(SID𝑗 ‖ 𝑋GWN), 𝑒𝑗 = 𝑥𝑗 ⊕
ℎ(SID𝑗 ‖ 𝑋GWN-𝑆𝑗).

(2) GWN gets the timestamp 𝑇2 and gets the hash value
𝑓𝑗 = ℎ(𝑥𝑗 ‖ 𝑋GWN-𝑆𝑗 ‖ 𝑇2).

(3) GWN sends {𝑒𝑗, 𝑓𝑗, 𝑇2, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔} to sensor
𝑆𝑗.

After receiving the message, 𝑆𝑗 first checks the freshness
of𝑇2, then computes 𝑥𝑗 = 𝑒𝑗⊕ℎ(SID𝑗 ‖ 𝑋GWN-𝑆𝑗), and checks

if 𝑓𝑗 = ℎ(𝑥𝑗 ‖ 𝑋GWN-𝑆𝑗 ‖ 𝑇2); if they are equal, 𝑆𝑗 stores{𝑥𝑗, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔} in its memory.

4.3. Registration Phase of the User. User𝑈𝑖 chooses a random
number 𝑟𝑖 and computes 𝑀𝑃𝑖 = ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW𝑖). 𝑈𝑖 then
sends {ID𝑖,𝑀𝑃𝑖} to GWN via a secure channel.

After receiving the user registration message {ID𝑖,𝑀𝑃𝑖},
GWN computes 𝑑𝑖 = ℎ(ID𝑖 ‖ 𝑋GWN), 𝑓𝑖 = 𝑑𝑖 ⊕𝑀𝑃𝑖. Finally,
GWN sends {𝑓𝑖, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔} to 𝑈𝑖.

After receiving {𝑓𝑖, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔}, 𝑈𝑖 inserts the pre-
viously selected random nonce 𝑟𝑖 into it, now what in the
smart card is {𝑀𝑃𝑖, 𝑓𝑖, 𝑟𝑖, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔}. The registration
phase is described in Table 4.

4.4. Login and Authentication Phase. If user 𝑈𝑖 wants to
access a sensor’s data,𝑈𝑖 has to login first.This login process is
completed by the smart card SC. A user inserts his smart card
SC into a card reader and inputs his identity ID

𝑖 and password
PW

𝑖 . SC computes a temporary version 𝑀𝑃
𝑖 = ℎ(𝑟𝑖 ‖ ID

𝑖 ‖
PW

𝑖 ) using the inserted PW
𝑖 , ID


𝑖 and the stored value 𝑟𝑖.

Then SC compares 𝑀𝑃
𝑖 with 𝑀𝑃𝑖 in the smart card. If they

are equal, SC acknowledges the legitimacy of 𝑈𝑖.
After user 𝑈𝑖 passes through the verification, then SC

prepares for the authentication process. SC computes 𝑑𝑖 =
𝑓𝑖 ⊕ 𝑀𝑃

𝑖 using 𝑀𝑃
𝑖 in login phase. SC chooses a random

number 𝑘1 ∈ [1, 𝑛 − 1] and gets the timestamp 𝑇1. SC then
computes the following data:

𝐴 = 𝑘1 ⋅ 𝐺
𝐾𝑢𝑔 = ℎ(𝑇1 ‖ 𝑘1 ⋅ 𝑄𝑔)
𝑀1 = (ID𝑖, SID𝑗) ⊕ 𝐾𝑢𝑔

𝑀2 = ℎ(𝐴 ‖ 𝑀1 ‖ 𝑑𝑖 ‖ 𝑇1)
Then SC sends Message 1 = {𝐴,𝑀1,𝑀2, 𝑇1} to sensor 𝑆𝑗

via a public channel.
After receiving {𝐴,𝑀1,𝑀2, 𝑇1} from 𝑈𝑖, sensor 𝑆𝑗 first

checks the freshness of 𝑇1 and 𝑆𝑗 abandons the message if 𝑇1

is not fresh and otherwise goes to the next step. 𝑆𝑗 chooses a
random number 𝑘2 ∈ [1, 𝑛 − 1] and gets the timestamp 𝑇2. 𝑆𝑗
then computes the following data:

𝐵 = 𝑘2 ⋅ 𝐺
𝑀3 = ℎ(𝐵 ‖ 𝑀2 ‖ 𝑥𝑗 ‖ 𝑇2)

𝑆𝑗 sends Message 2 = {𝐴,𝑀1,𝑀2, 𝑇1, 𝐵,𝑀3, 𝑇2} to GWN
via a public channel.

After receiving the message {𝐴,𝑀1,𝑀2, 𝑇1, 𝐵,𝑀3, 𝑇2},
GWN first checks the freshness of 𝑇1 and 𝑇2, if 𝑇1 or 𝑇2

is not fresh, GWN abandons the message; otherwise GWN
completes the following steps:

(1) GWN computes𝐾
𝑢𝑔 = ℎ(𝑇1 ‖ 𝑑𝑔 ⋅ 𝐴).

(2) GWN gets ID
𝑖 and SID

𝑗 by (ID
𝑖 , SID

𝑗) = 𝑀1 ⊕ 𝐾
𝑢𝑔.

(3) GWN computes 𝑑
𝑖 by 𝑑

𝑖 = ℎ(ID
𝑖 ‖ 𝑋GWN).

(4) GWN computes 𝑥
𝑗 by 𝑥

𝑗 = ℎ(SID
𝑗 ‖ 𝑋GWN).



Wireless Communications and Mobile Computing 5

Table 3: Registration phase of the sensor.

Sensor Gateway

SID𝑗, 𝑋GWN-𝑆𝑗
master key 𝑋GWN

for each sensor stores SID𝑗, 𝑋GWN-𝑆𝑗

random number 𝑟𝑗
gets timestamp 𝑇1

𝑀𝑁𝑗 = 𝑟𝑗 ⊕ 𝑋GWN-𝑆𝑗

𝑀𝑃𝑗 = ℎ(𝑋GWN-𝑆𝑗 ‖ 𝑟𝑗 ‖ SID𝑗 ‖ 𝑇1)
{SID𝑗 ,𝑀𝑃𝑗 ,𝑀𝑁𝑗 ,𝑇1}→ checks if 𝑇1 is fresh𝑟𝑗 = 𝑀𝑁𝑗 ⊕ 𝑋GWN-𝑆𝑗

𝑀𝑃𝑗 =? ℎ (𝑋GWN-𝑆𝑗 ‖ 𝑟𝑗 ‖ SID𝑗 ‖ 𝑇1)
gets timestamp 𝑇2

𝑥𝑗 = ℎ (SID𝑗 ‖ 𝑋GWN)
𝑒𝑗 = 𝑥𝑗 ⊕ ℎ (SID𝑗 ‖ 𝑋GWN-𝑆𝑗)
𝑓𝑗 = ℎ (𝑥𝑗 ‖ 𝑋GWN-𝑆𝑗 ‖ 𝑇2)

checks if: 𝑇2 is fresh𝑥𝑗 = 𝑒𝑗 ⊕ ℎ(SID𝑗 ‖ 𝑋GWN-𝑆𝑗 )
{𝑒𝑗 ,𝑓𝑗 ,𝑇2 ,𝑝,𝑎,𝑏,𝐺,𝑛,ℎ,𝑄𝑔}←

𝑓𝑗 =? ℎ(𝑥𝑗 ‖ 𝑋GWN-𝑆𝑗 ‖ 𝑇2)
stores {𝑥𝑗, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔}

Table 4: Registration phase of the user.

User Gateway
ID𝑖,PW𝑖 master key 𝑋GWN

random number 𝑟𝑖
𝑀𝑃𝑖 = ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW𝑖)
{ID𝑖 ,𝑀𝑃𝑖}→ 𝑑𝑖 = ℎ(ID𝑖 ‖ 𝑋GWN)𝑓𝑖 = 𝑑𝑖 ⊕ 𝑀𝑃𝑖

inserts into the smart card
{𝑀𝑃𝑖, 𝑓𝑖, 𝑟𝑖, 𝑝, 𝑎, 𝑏, 𝐺, 𝑛, ℎ, 𝑄𝑔}

{𝑓𝑖 ,𝑝,𝑎,𝑏,𝐺,𝑛,ℎ,𝑄𝑔}←

(5) GWN uses 𝑑
𝑖 , 𝐴,𝑀1 and 𝑇1 to check if 𝑀2 = ℎ(𝐴 ‖

𝑀1 ‖ 𝑑
𝑖 ‖ 𝑇1). If they are equal, the procedure goes to

next step; otherwise it terminates here.
(6) GWN uses 𝑥

𝑗, 𝐵,𝑀2 and 𝑇2 to check if 𝑀3 = ℎ(𝐵 ‖
𝑀2 ‖ 𝑥

𝑗 ‖ 𝑇2). If they are equal, the procedure goes
to next step; otherwise it terminates here.

(7) GWN calculates the following messages:
𝑀4 = ℎ(𝐴 ‖ 𝑥𝑗 ‖ 𝑀3 ‖ 𝐵 ‖ 𝑇2)
𝑀5 = ℎ(𝐵 ‖ 𝑑𝑖 ‖ 𝑀2 ‖ 𝐴 ‖ 𝑇1)

(8) GWN sends Message 3 = {𝑀4,𝑀5} to sensor 𝑆𝑗.
After receiving the message {𝑀4,𝑀5}, sensor 𝑆𝑗 does the

following calculations:

(1) 𝑆𝑗 uses 𝐴 getting from user to checks if 𝑀4 = ℎ(𝐴 ‖
𝑥𝑗 ‖ 𝑀3 ‖ 𝐵 ‖ 𝑇2). If they are equal, the procedure
goes to next step; otherwise it terminates here.

(2) 𝑆𝑗 calculates the shared key SK between 𝑈𝑖 and 𝑆𝑗:
SK = ℎ(𝑘2 ⋅ 𝐴) = ℎ(𝑘1 ⋅ 𝑘2 ⋅ 𝐺).

(3) 𝑆𝑗 sends Message 4 = {𝐵,𝑀5} to user 𝑈𝑖

After 𝑈𝑖 receives the message {𝐵,𝑀5}, 𝑈𝑖 goes to the
following steps. The whole process is in Table 5.

(1) 𝑈𝑖 uses 𝐵 getting from 𝑆𝑗 to check if 𝑀5 = ℎ(𝐵 ‖ 𝑑𝑖 ‖𝑀2 ‖ 𝐴 ‖ 𝑇1); if they are equal, the procedure goes to
next step; otherwise it terminates here.

(2) 𝑈𝑖 calculates the shared key SK between 𝑈𝑖 and 𝑆𝑗:
SK = ℎ(𝑘1 ⋅ 𝐵) = ℎ(𝑘1 ⋅ 𝑘2 ⋅ 𝐺).

4.5. Password Change Phase. If a user wants to change his
password, he has to be authenticated by the smart card first.
We state the password change process in Table 6, which is a
summary of the steps:

(1) A user 𝑈𝑖 inserts his smart card SC into a card reader
and inputs their identity and password: ID𝑖,PW𝑖.

(2) SC computes ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW𝑖) using password ID𝑖,
PW𝑖, and the stored 𝑟𝑖.

(3) SC compares ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW𝑖) with the stored
version of 𝑀𝑃𝑖 in the smart card; if they are equal,
SC acknowledges the legitimacy of user 𝑈𝑖.



6 Wireless Communications and Mobile Computing

Table 5: Login and authentication phase.

User Sensor Gateway
ID𝑖,PW𝑖, 𝑑𝑖 SID𝑗, 𝑥𝑗 𝑑𝑔, 𝑄𝑔

User: inserts SC into terminal
User: input ID

𝑖 and PW
𝑖

SC:𝑀𝑃
𝑖 = ℎ(𝑟𝑖 ‖ ID

𝑖 ‖ PW
𝑖 )

SC: 𝑑𝑖 = 𝑓𝑖 ⊕ 𝑀𝑃
𝑖

SC: random 𝑘1, 𝐴 = 𝑘1 ⋅ 𝐺
SC: gets timestamp 𝑇1

SC: 𝐾𝑢𝑔 = ℎ(𝑇1 ‖ 𝑘1 ⋅ 𝑄𝑔)
SC:𝑀1 = (ID𝑖, SID𝑗) ⊕ 𝐾𝑢𝑔

SC:𝑀2 = ℎ(𝐴 ‖ 𝑀1 ‖ 𝑑𝑖 ‖ 𝑇1) checks the freshness of 𝑇1

{𝐴,𝑀1 ,𝑀2 ,𝑇1}→ random 𝑘2, 𝐵 = 𝑘2 ⋅ 𝐺
gets timestamp 𝑇2

𝑀3 = ℎ (𝐵 ‖ 𝑀2 ‖ 𝑥𝑗 ‖ 𝑇2) checks the freshness of 𝑇1, 𝑇2

{𝐴,𝑀1 ,𝑀2 ,𝑇1 ,𝐵,𝑀3 ,𝑇2}→ 𝐾
𝑢𝑔 = ℎ(𝑇1 ‖ 𝑑𝑔 ⋅ 𝐴)

(ID
𝑖 , SID

𝑗) = 𝑀1 ⊕ 𝐾
𝑢𝑔

𝑑
𝑖 = ℎ (ID

𝑖 ‖ 𝑋GWN)
𝑥
𝑗 = ℎ (SID

𝑗 ‖ 𝑋GWN)
checks if:𝑀2 = ℎ(𝐴 ‖ 𝑀1 ‖ 𝑑

𝑖 ‖ 𝑇1)
checks if:𝑀3 = ℎ(𝐵 ‖ 𝑀2 ‖ 𝑥

𝑗 ‖ 𝑇2)
𝑀4 = ℎ (𝐴 ‖ 𝑥𝑗 ‖ 𝑀3 ‖ 𝐵 ‖ 𝑇2)
𝑀5 = ℎ (𝐵 ‖ 𝑑𝑖 ‖ 𝑀2 ‖ 𝐴 ‖ 𝑇1)

checks if: 𝑀4 = ℎ(𝐴 ‖ 𝑥𝑗 ‖ 𝑀3 ‖ 𝐵 ‖ 𝑇2)
SK = ℎ (𝑘2 ⋅ 𝐴) = ℎ(𝑘1 ⋅ 𝑘2 ⋅ 𝐺)

{𝑀4 ,𝑀5}←
Checks if:𝑀5 = ℎ(𝐵 ‖ 𝑑𝑖 ‖ 𝑀2 ‖ 𝐴 ‖ 𝑇1)
SK = ℎ (𝑘1 ⋅ 𝐵) = ℎ (𝑘1 ⋅ 𝑘2 ⋅ 𝐺)

{𝐵,𝑀5}←

Table 6: Password change phase of the user.

User
User: inserts SC into terminal
User: inserts ID𝑖 and PW𝑖

SC: check if 𝑀𝑃𝑖 =? ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW𝑖)
SC: 𝑑𝑖 = 𝑓𝑖 ⊕ 𝑀𝑃𝑖

User: inputs a new password PW
𝑖

SC:𝑀𝑃
𝑖 = ℎ(𝑟𝑖 ‖ ID𝑖 ‖ PW

𝑖 )
SC: 𝑓

𝑖 = 𝑑𝑖 ⊕ 𝑀𝑃
𝑖

SC: changes 𝑓𝑖 with 𝑓
𝑖

(4) SC computes 𝑑𝑖 = 𝑓𝑖 ⊕𝑀𝑃𝑖 using the stored values 𝑓𝑖
and the user password𝑀𝑃𝑖.

(5) User 𝑈𝑖 inputs the new password PW
𝑖 .

(6) SC uses this new PW
𝑖 to update the stored version of

𝑓𝑖 with 𝑓
𝑖 = 𝑑𝑖 ⊕ 𝑀𝑃

𝑖 .

5. Security Analysis Using BAN Logic

5.1. Some Basic Knowledge of BAN Logic. A security analysis
of PriAuth using Burrows-Abadi-Needham logic (BAN logic)
[41] is conducted in this part. With the help of BAN logic,

Table 7: Symbols of BAN logic.

Symbol Meaning
𝑃 |≡ 𝑋 𝑃 believes𝑋
𝑃 ⊲ 𝑋 𝑃 sees/receives 𝑋
𝑃 |∼ 𝑋 𝑃 once said𝑋 (or 𝑃 sent𝑋)
𝑃 |⇒ 𝑋 𝑃 controls𝑋
#(𝑋) 𝑋 is fresh
𝑃 𝑘←→ 𝑄 𝑃 and 𝑄 communicate using shared key𝐾
𝑘→Q 𝐾 is the public key of 𝑄
{𝑋}𝑘 Message𝑋 is encrypted by 𝐾
{𝑋}𝑘−1 Message𝑋 is encrypted by private key 𝐾

we can determine whether the exchanged information is
trustworthy and secure against eavesdropping. First, some
symbols and primary postulates used in BAN logic are
described in Tables 7 and 8.

5.2.ThePremise and Proof Goals of PriAuth. 𝑈𝑖, 𝑆𝑗, andGWN
are used as the user, sensor, and the gateway. SupposeGWN is
trustworthy, if GWN believes that𝑈𝑖 has said message𝑋 and
GWN believes that𝑋 is fresh, GWNwould send𝑋 to 𝑆𝑗. If 𝑆𝑗
believes𝑋 is fresh and 𝑆𝑗 believes GWN once said𝑋, then 𝑆𝑗
believes 𝑈𝑖 said 𝑋. This could be translated into BAN logic
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Table 8: Some primary BAN logic postulates.

Rule BAN Logic form

⊲ rule
𝑃 |≡ 𝑘→ 𝑃, 𝑃 ⊲ {𝑋}𝑘

𝑃 ⊲ 𝑋 ,
𝑃 |≡ 𝑃 𝑘←→ 𝑄,𝑃 ⊲ {𝑋}𝑘

𝑃 ⊲ 𝑋 ,
𝑃 |≡ 𝑘→ 𝑄,𝑃 ⊲ {𝑋}𝑘−1

𝑃 ⊲ 𝑋
|∼ introduction rule

𝑃 |≡ 𝑘→ 𝑄, 𝑃 ⊲ {𝑋}𝑘−1
𝑃 |≡ 𝑄 |∼ 𝑋 ,

𝑃 |≡ 𝑃 𝑘←→ 𝑄,𝑃 ⊲ {𝑋}𝑘
𝑃 |≡ 𝑄 |∼ 𝑋

|∼ elimination rule 𝑃 |≡ #(𝑋), 𝑃 |≡ 𝑄 |∼ 𝑋
𝑃 |≡ 𝑄 |≡ 𝑋

#()-introduction 𝑃 creates 𝑋
𝑃 |≡ # 𝑋

Jurisdiction or control rule 𝑃 |≡ 𝑄 ⇒ 𝑋, 𝑃 |≡ 𝑄 |≡ 𝑋
𝑃 |≡ 𝑋

𝑘←→ introduction rule 𝑃 |≡ # (𝑘), 𝑃 |≡ 𝑄 |≡ 𝑋
𝑃 |≡ 𝑃 𝑘←→ 𝑄

Freshness rule 𝑃 |≡ #(𝑋)
𝑃 |≡ #(𝑋, 𝑌)

Elimination of multipart messages rule 𝑃 |≡ 𝑄 |∼ (𝑋, 𝑌)
𝑃 |≡ 𝑄 |∼ 𝑋 , 𝑃 |≡ 𝑄 |≡ (𝑋, 𝑌)

𝑃 |≡ 𝑄 |≡ 𝑋 , 𝑃 |≡ (𝑋, 𝑌)
𝑃 |≡ 𝑋 , 𝑃 ⊲ (𝑋, 𝑌)

𝑃 ⊲ 𝑋 , 𝑃 |≡ #(𝑋, 𝑌)
𝑃 |≡ # (𝑋)

like (postulate A). According to the “|∼ elimination rule,”
(postulate A) could be simplified as (postulate B). It is the
same as the message that sensor 𝑆𝑗 sends to GWN. If GWN
believes 𝑆𝑗 once said another message 𝑋 (the same notion is

used for simplification), and GWN believes𝑋 is fresh, GWN
would send 𝑋 to 𝑈𝑖. If 𝑈𝑖 believes 𝑋 is fresh and 𝑈𝑖 believes
GWN once said 𝑋, then 𝑈𝑖 believes 𝑆𝑗 said 𝑋. In the same
way, we can get (postulate C).

GWN |≡ # (𝑋) ,GWN |≡ 𝑈𝑖 |∼ 𝑋, 𝑆𝑗 |≡ # (𝑋) , 𝑆𝑗 |≡ GWN |∼ 𝑋
𝑆𝑗 |≡ 𝑈𝑖 |∼ 𝑋 (postulate A)

GWN |≡ 𝑈𝑖 |≡ 𝑋, 𝑆𝑗 |≡ GWN |≡ 𝑋
𝑆𝑗 |≡ 𝑈𝑖 |∼ 𝑋 (postulate B)

GWN |≡ 𝑆𝑗 |≡ 𝑋,𝑈𝑖 |≡ GWN |≡ 𝑋
𝑈𝑖 |≡ 𝑆𝑗 |∼ 𝑋 (postulate C)

The proof goals of PriAuth in BAN logic form are in the
way described below. These goals could ensure 𝑈𝑖 and 𝑆𝑗 to
agree on a shared key SK.

(1) 𝑈𝑖 |≡ 𝑈𝑖

SK←→ 𝑆𝑗
(2) 𝑆𝑗 |≡ 𝑈𝑖

SK←→ 𝑆𝑗.
(5)

5.3. Preparation for Proof. Before the proof begins, messages
have to be transformed into an idealized form, the messages
of PriAuth in idealized form in BAN logic are given in Table 9
(𝐾𝑢𝑔 = ℎ(𝑇1 ‖ 𝑘1 ⋅ 𝑄𝑔)). At the same time, some assumptions
have to be made, so (postulate B) and (postulate C) are
included as assumptions A11 and A12. The assumptions are
listed in Table 10.

5.4. The Proof of PriAuth. The whole proof of the proposal
is in Appendix A. It has been divided into 3 parts related to
Message 2,Message 3, andMessage 4 separately.The two goals

of the scheme are proved at theMessage 3 andMessage 4.The
proof results show that PriAuth is secured under BAN logic.

6. AVISPA Verification

AVISPA (Automated Validation of Internet Security Proto-
cols andApplications) is “a push-button tool for the automated
validation of Internet security-sensitive protocols and applica-
tions” [42]. Recently, many papers have used this method as
a way to authenticate their protocols, like [24–26]. HLPSL
(High Level Protocols Specification Language) is a role-based
language that is used to describe security protocols and
specifying their intended security properties, as well as a set
of tools to formally validate them. We write the protocol in
HLPSL and test the protocol. The code is in Appendix B. The
goal of PriAuth is to create a key that is shared by a user and
a sensor. The validation result of the protocol is in Table 11.
Considering all these testing activities, it could be concluded
that our protocol is safe. PriAuth can protect the privacy of
the user identity, sensor identity, and the key between the user
and sensor.
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Table 9: The idealization form of the message.

Message Flow Idealized form

1 𝑈𝑖 → 𝑆𝑗 {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , 𝑇1}
𝑑𝑖

, 𝑇1}
2 𝑆𝑗 → GWN {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , 𝑇1}

𝑑𝑖

, 𝑇1, 𝐵, {𝐵,𝑀2, 𝑇2}𝑥𝑗 , 𝑇2}
3 GWN → 𝑆𝑗 {{𝐴,𝑀3, 𝐵, 𝑇2}𝑥𝑗 , {𝐵,𝑀2, 𝐴, 𝑇1}𝑑𝑖}
4 𝑆𝑗 → 𝑈𝑖 {𝐵, {𝐵,𝑀2, 𝐴, 𝑇1}𝑑𝑖}

Table 10: Some assumptions.

Number Assumptions
A1 GWN |≡ # (𝐴)
A2 GWN |≡ # (𝐵)
A3 𝑆𝑗 |≡ # (𝐴)
A4 𝑈𝑖 |≡ # (𝐵)
A5 𝑈𝑖 |≡ GWN

𝑑𝑖←→ 𝑈𝑖

A6 GWN |≡ GWN
𝑑𝑖←→ 𝑈𝑖

A7 𝑈𝑖 |≡ GWN
𝐾𝑢𝑔←→ 𝑈𝑖

A8 GWN |≡ GWN
𝐾𝑢𝑔←→ 𝑈𝑖

A9 𝑆𝑗 |≡ GWN
𝑥𝑗←→ 𝑆𝑗

A10 GWN |≡ GWN
𝑥𝑗←→ 𝑆𝑗

A11
GWN |≡ 𝑈𝑖 |≡ 𝑋, 𝑆𝑗 |≡ GWN |≡ 𝑋

𝑆𝑗 |≡ 𝑈𝑖 |∼ 𝑋
A12

GWN |≡ 𝑆𝑗 |≡ 𝑋,𝑈𝑖 |≡ GWN |≡ 𝑋
𝑈𝑖 |≡ 𝑆𝑗 |∼ 𝑋

A13 𝑆𝑗 |≡ 𝑈𝑖 ⇒ 𝐴
A14 𝑈𝑖 |≡ 𝑆𝑗 ⇒ 𝐵

7. Security and Privacy Analysis

In this section, we conduct a security comparison of the
schemes that has been depicted as Table 12. For the scheme
in [3], we only consider the second situation.

7.1. Traceability Protection. Traceability means the adversary
can track a user or a sensor according to their identities or
masked identities like in the scheme [5, 10, 29–32].Once some
fixed information about the identities is used in a scheme,
then this scheme could probably be tracked by an adversary.
One possible solution is to update theirmasked identity every
time like in the schemes shown in [4, 7]. But these kinds of
solutions are vulnerable to loss of synchronization attack.

7.2. Synchronization Loss Attack. In order to protect the
identity of the user, the gateway will generate a new identity
for themwhen it is requested [4]. But if an adversary prevents
this new identity from being received by the user, the user
could not update his old identity while the gateway has
updated its stored version of the user’s identity.When the user
logs in for the next time, this legitimate userwill not be treated
as a legal one anymore. A similar problemexists in the scheme
[7].

7.3. Malicious Sensor Attack. Like in scheme [13], the gateway
only checks the legitimacy of a sensor. If the sensor is a
legitimate one, the gateway will reply some key information
to the sensor, but the gateway does not check if the sensor
is the one that the user wants to talk to. So a legitimate but
malicious sensor could launch an attack.

When a user sends a request message {𝑀1,𝑀2,𝑀3, 𝑇1}
to a sensor, an inner side legitimate sensor can intercept this
message to generate its own {𝑀

4,𝑀
5,ESID

𝑗, 𝑇
2} and send

this message to the gateway, as the gateway only checks the
legitimacy of the sensor.Therefore, this inner side sensor will
definitely be treated as a legal sensor. The gateway will send
{𝑀

6,𝑀
7,𝑀

8,𝑀
9, 𝑇

3} to the sensor. Afterwards, the sensor
will be able to send {𝑀

6,𝑀
8,𝑀

10, 𝑇
3, 𝑇

4} to the user, and it
will be treated as a legal sensor by the user, but the user will
not check if this is the sensor he wants to talk to. In this way,
the sensor could send false data to the user.

7.4. Inside User Attack. In scheme [6], all the users share a key
V∗, so there is a potential risk.Themessage a gateway sends to
the user is 𝐷𝑖 = 𝐸𝑘(DID𝑖 ‖ SID𝑛 ‖ SK ‖ 𝑅1 ‖ 𝑇4), where 𝑘 =
ℎ(DID𝑖 ‖ V∗ ‖ 𝑇4), in which DID𝑖 and 𝑇4 are public message,
and V∗ is shared by all the legitimate users. This means any
legitimate user could decrypt𝐷𝑖 to get the shared key SK.

7.5. User Impersonation Attack. In scheme [1], when a user
asks to access a sensor’s data, he could send his request𝑀1 =
{ID𝑢, ID𝑆𝑛

, 𝑋, 𝑇𝑢, 𝛼, 𝜔} to the sensor.
𝑋 = 𝑟𝑢 × 𝑃,
𝑋 = 𝑟𝑢 × 𝐾𝑢,
𝜔 = ℎ (ID𝑢 ‖ ℎ (ID𝑆𝑛

‖ ℎ (𝑋 ⊕ 𝑌)) ‖ 𝑇𝑢) ,
𝛼 = ℎ (ID𝑢 ‖ ID𝑆𝑛

‖ 𝑋 ‖ 𝑋 ‖ 𝑇𝑢 ‖ 𝜔) .

(6)

ID𝑢, 𝐾𝑢, 𝑃, and ID𝑆𝑛
are sent publicly; 𝑟𝑢 is a random

number generated by the user, whereas 𝑇𝑢 is a timestamp.
Only ℎ(𝑋 ⊕ 𝑌) is regarded as secret information between the
user and the gateway. ℎ(𝑋 ⊕ 𝑌) is shared by all the users;
other legitimate users, say a legitimate user with ID

𝑢, could
easily generate a request the same as 𝑀1, and then ID

𝑢 will
be treated as ID𝑢 by the gateway.

8. Comparison

8.1. Computational Performance. Thenormalway to compute
the execution time of the protocol is to calculate protocol’s
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Table 11: Simulation results.

CL-AtSe back-end OFMC
SUMMARY % OFMC
SAFE % Version of 2006/02/13

SUMMARY
DETAILS SAFE
BOUNDED NUMBER OF SESSIONS DETAILS

TYPED MODEL BOUNDED NUMBER OF SESSIONS
PROTOCOL

PROTOCOL
/home/iotdev/avispa/avispa-1.1/testsuite/results/usg.if

/home/iotdev/avispa/avispa-1.1/testsuite/results/usg.if GOAL
GOAL as specified

As Specified BACKEND
OFMC

BACKEND COMMENTS
CL-AtSe STATISTICS

parseTime: 0.00 s
STATISTICS searchTime: 0.05 s

Analysed: 14 states visitedNodes: 24 nodes
Reachable: 4 states depth: 4 plies
Translation: 0.00 seconds
Computation: 0.00 seconds

Table 12: Security feature comparison.

Security feature [1] [3, Scheme 2] [7] [9] PriAuth
User anonymity × × √ √ √
Sensor anonymity × × × × √
Shared key privacy √ √ √ √ √
Traceability of user × × √ √ √
Traceability of sensor × × × × √
Loss of synchronization √ √ × √ √
Malicious sensor attack √ √ √ √ √
User impersonation attack × √ √ √ √
Sensor impersonation attack √ √ √ √ √
Replay attack √ √ × √ √
Inside user attack √ √ √ √ √

computational costs of different operations, and the opera-
tions’ execution time is measured by simulation [3–14]. The
execution time of XOR operation is very small compared to
an elliptic curve point multiplication or hash operation; we
neglect it when computing the time approximately [3]. We
use the famous MIRACL++ Library [43] (example code can
be found at [44]). The experiment is conducted in Visual
C++ 2017 on a 64-bit Windows 7 operating system, 3.5 GHz
processor, 8 GB memory. The hash function is the SHA-1;
the symmetric encryption/decryption function is AES with
a 128-bit long key of the MR PCFB1 form (using one string
to encrypt another string, the same hash function is called
to get the hashed form of the key string). The elliptic curve
encryption scheme is ECC-160. The results are shown in

Table 13. 𝑇mac is the time for HMAC with SHA-1 operation,
according to [9] 𝑇mac ≈ 𝑇𝐻. The final result is in Table 14.

8.2. Communication Performance. The sum of each variable
length in bytes which a sensor node and a gateway node
need while performing authentication process is calculated
for comparison of the communication cost. The identity or
password is 8-byte long [13]. The sizes of the general hash
function’s output and timestamp are 20 bytes and 4 bytes,
respectively [45]. The random point of ECC-160 is 20 bytes.
The result is shown in Table 15. The byte length of the AES
encryption result is treated as byte length of the original data
for approximation.
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Table 13: Computation time of different operations.

Operations Time Experiment times
𝑇𝐻: one way hash function 0.0394ms 1000000
TE/D: symmetric encryption/decryption 0.5728ms 100000
𝑇MUL: scalar multiplication in ECC-160 3.66ms 2733

9. Validation

LifeWear project intends to improve the quality of human life
by using wearable equipment and applications for everyday
use [46]. The main objective of LifeWear is the development
of modern physiological monitoring to inspect human health
parameters, like blood pressure, pulse, or the electrocar-
diogram of a patient in different environments. With real-
time data of these health parameters, medical staffs can take
actions instantly, which can greatly improve the quality of a
treatment.

Since medical parameters are sent from patients to med-
ical staffs, data security and patient’s privacy are a must. In
order to ensure the data confidentiality, all the data must be
encrypted before they are sent. The proposed scheme helps
the patients and medical staff building a shared key. This key
will be used to encrypt the health parameters of the patient. In
order to protect the privacy of the patient, all the identities are
encrypted before they are sent as well. Since wearable sensors
have only limited computability, we introduce a gateway to
provide the patients and medical staff the shared key to be
used in the system.

LifeWear project alsomakes use of a middleware solution
able to hide heterogeneity and interoperability problem.This
middleware is composed of four abstraction layers related to
the functionalities covered in each of them, namely, hardware
abstraction layer, low and high services, cross-layer services,
and service composition platform.

The hardware abstraction layer includes the IoT hardware
platform, the operating system, and the networking stack.
It offers an easy way to port the solution to other hard-
ware platforms. The low and high service layers define the
software components needed to abstract the underlying net-
work heterogeneity, thus providing an integrated, distributed
environment to simplify programming tasks by means of a
set of generic services, along with an access point to the
management functions of the sensor network services. The
upper layer is the service composition platform, designed to
build applications using services offered by the lower layers.
The cross-layer services are offered to both high and low level
services in order to provide inner service composition. The
proposal presented in this paper (PriAuth) has been deployed
as a service inside this layer. The security service can be used
by the upper layer (service composition) to compose newly
secured services, based on the services presented in the lower
layers.

The architecture has been deployed over a commercial
IoT node solution called SunSPOT platform, manufactured
by Oracle. Main characteristics of SunSPOT hardware plat-
form are as follows:

(a) Processor: ARM 920T CPU (400MHz, 32 bits)

(b) Memory: 1Mb RAM, 8Mb Flash memory

(c) Network: Chipcon 2420 radio with integrated
antenna (IEEE 802.15.4 at 2.4GHz)

(d) Data: USB interface, mini-USB connector

(e) Power supply: 3.6 V rechargeable 750mAh Li-Ion
battery

10. Conclusions

Privacy will be a big concern as more and more IoT
equipment is applied into the medical scenarios. In this
paper, we propose an authentication and key agreement
scheme tailored for Wireless Sensor Networks. We focus
on the privacy problems during the authentication process.
Our scheme not only ensures the security of the data but
also protects the identity privacy of the users and sensors.
The shared key between the user and sensor is built by
means of the Elliptic Curve Diffie–Hellman method, which
could ensure forward privacy. The proposed scheme has
been verified with BAN logic and AVISPA, which are the
two most commonly used tools to validate the security of
the communication scheme. Simulation results show that
our scheme is feasible and secure. Furthermore, experiment
results show that our scheme is comparable with the related
works in terms of computation cost and more efficient in
communication cost.

As part of our work in the LifeWear project, we focus
on privacy problems during the authentication and key
establishment processes. In future, we will paymore attention
to authentication scheme without the help of the gateway.

Appendix

A. The Proof of PriAuth Using BAN Logic

The proof starts at Message 2. From Message 2 onwards, we
can prove that GWN believes 𝑈𝑖 once said 𝐴 and GWN
believes 𝑆𝑗 once said 𝐵.

(1) According to Message 2, we get

GWN ⊲ {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 ,

{𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , 𝑇1}
𝑑𝑖

, 𝑇1, 𝐵, {𝐵,𝑀2, 𝑇2}𝑥𝑗 , 𝑇2} .
(A.1)
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Table 15: Communication comparison.

Schemes M1 M2 M3 M4 Total bytes Compared∗

Choi et al. [1] 80 124 44 68 316 +64
Chang and Le [3, Scheme 2] 64 84 64 44 256 +4
Fan et al. [7] 128 68 60 100 356 +104
Nam et al. [9] 52 104 40 56 252 0
PriAuth 64 108 40 40 252 0
𝐶𝑜𝑚𝑝𝑎𝑟𝑒𝑑∗ means compared with our scheme; M1, M2, M3, and M4 mean Messages 1, 2, 3, and 4.

(2) According to (A.1) and “‘,’-elimination rule”

GWN ⊲ {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , SID𝑗, 𝑇1}
𝑑𝑖

, (A.2)

GWN ⊲ {𝐵,𝑀2, 𝑇2}𝑥𝑗 . (A.3)

(3) According to (A.2), A6, and “|∼ introduction rule”

GWN |≡ 𝑈𝑖 |∼ {𝐴, {ID𝑖, SID𝑗}𝐾𝑢𝑔 , SID𝑗, 𝑇1} . (A.4)

(4) According to (A.3), A10, and “|∼ introduction rule”

GWN |≡ 𝑆𝑗 |∼ {𝐵,𝑀2, 𝑇2} . (A.5)

(5) According to (A.4) and “‘,’-elimination rule”

GWN |≡ 𝑈𝑖 |∼ 𝐴. (A.6)

(6) According to (A.5) and “‘,’-elimination rule”

GWN |≡ 𝑆𝑗 |∼ 𝐵. (A.7)

(7) According to A1, (A.6), and “|∼ elimination rule”

GWN |≡ 𝑈𝑖 |≡ 𝐴. (A.8)

(8) According to A2, (A.7), and “|∼ elimination rule”

GWN |≡ 𝑆𝑗 |≡ 𝐵. (A.9)

The following content is the analysis of Message 3. From
it, we can prove that 𝑆𝑗 believes GWN believes 𝐴. Based on
assumption A11, we can get that 𝑆𝑗 believes𝑈𝑖 believes𝐴; this
process is shown at (A.10)∼(A.17). Equations (A.18)∼(A.20)
prove the first goal of the scheme.

(9) Based on Message 3,

𝑆𝑗 ⊲ {{𝐴,𝑀3, 𝐵, 𝑇2}𝑥𝑗 , {𝐵,𝑀2, 𝐴, 𝑇1}𝑑𝑖} . (A.10)

(10) According to (A.10) and “‘,’-elimination rule”

𝑆𝑗 ⊲ {{𝐴,𝑀3, 𝐵, 𝑇2}𝑥𝑗} . (A.11)

(11) According to (A.11), A9, and “|∼ introduction rule”

𝑆𝑗 |≡ GWN |∼ {𝐴,𝑀3, 𝐵, 𝑇2} . (A.12)

(12) According to (A.12) and “‘,’-elimination rule”

𝑆𝑗 |≡ GWN |∼ 𝐴. (A.13)

(13) According to A3, (A.13), and “|∼ elimination rule”

𝑆𝑗 |≡ GWN |≡ 𝐴. (A.14)

(14) According to A11, (A.8), (A.14), we get

𝑆𝑗 |≡ 𝑈𝑖 |∼ 𝐴. (A.15)

(15) According to A3, (A.15), and “|∼ elimination rule”

𝑆𝑗 |≡ 𝑈𝑖 |≡ 𝐴. (A.16)

(16) According to A13, (A.16), and “jurisdiction or control
rule”

𝑆𝑗 |≡ 𝐴. (A.17)

(17) As 𝑘2 is randomly created by 𝑆𝑗, according to “#()-
introduction”

𝑆𝑗 |≡ # (𝑘2) . (A.18)

(18) According to (A.18), A3, A5, and “#()-promotion
rule”

𝑆𝑗 |≡ # (SK) SK = ℎ (𝑘2 ⋅ 𝐴) . (A.19)

(19) According to (A.19), (A.17), and “ 𝑘←→ introduction
rule”

𝑆𝑗 |≡ 𝑆𝑗 SK←→ 𝑈𝑖. (A.20)

The following is the analysis of Message 4, where it is
proven that 𝑈𝑖 believes GWN and believes 𝐵, based on
assumption A12, so we can infer that𝑈𝑖 believes 𝑆𝑗 believes 𝐵;
this procedure is shown at (A.21)∼(A.28). Equations (A.29)∼
(A.31) prove the first goal of the scheme. Until now, the two
goals of the scheme have been proved at (A.20) and (A.31), so
it can be claimed that this protocol is feasible and safe.

(20) Based on Message 4,

𝑈𝑖 ⊲ {𝐵, {𝐵,𝑀2, 𝐴, 𝑇1}𝑑𝑖} . (A.21)
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role user (Ui, Sj, GW : agent,
Kdi: symmetric key,
Kug: symmetric key,
H: hash func,
P: text,
SND US,RCV US: channel (dy))

played by Ui
def=

local State : nat,
T1,K1,Na,Nb,SIDj,IDi,SK : text
const user sensor sk,sc user id:protocol id
init Statefl 0
transition
(1) State = 0 RCV US(start)=|>
State' fl 2 /\ T1' fl new()

/\ K1' fl new()
/\ Na' fl exp(P,K1')
/\ SND US(Na'

.xor((IDi.SIDj),Kug)

.H(Na'.xor((IDi.SIDj),Kug).Kdi.T1')

.T1')
/\ secret(IDi,sc user id,{Ui,GW})
/\ secret(IDi,sc sensor id,{Ui,GW})

(2) State = 2 /\ RCV US(Nb'
.H(Nb'.Kdi.H(Na.xor((IDi.SIDj),Kug).Kdi.T1).Na.T1))=|>

State' fl 4 /\ SK' flH(exp(Nb',K1))
/\ witness(Ui,Sj,user sensor sk,SK')
/\ request(Ui,Sj,user sensor sk,SK')

end role

Box 1

(21) According to (A.21) and “‘,’-elimination rule”

𝑈𝑖 ⊲ {{𝐵,𝑀2, 𝐴, 𝑇1}𝑑𝑖} . (A.22)

(22) According to (A.22), A7, and “|∼ introduction rule”

𝑈𝑖 |≡ GWN |∼ {𝐵,𝑀2, 𝐴, 𝑇1} . (A.23)

(23) According to (A.23) and “‘,’-elimination rule”

𝑈𝑖 |≡ 𝑆𝑗 |∼ 𝐵. (A.24)

(24) According to A4, (A.23), and “|∼ elimination rule”

𝑈𝑖 |≡ GWN |≡ 𝐵. (A.25)

(25) According to A12, (A.9), and (A.25), we get

𝑈𝑖 |≡ 𝑆𝑗 |∼ 𝐵. (A.26)

(26) According to A4, (A.26), and “|∼ elimination rule”

𝑈𝑖 |≡ 𝑆𝑗 |≡ 𝐵. (A.27)

(27) According to A14, (A.27), and “jurisdiction or control
rule”

𝑈𝑖 |≡ 𝐵. (A.28)

(28) As 𝑘2 is randomly created by 𝑈𝑖, according to “#()-
introduction”

𝑈𝑖 |≡ # (𝑘1) . (A.29)

(29) According to (A.29), A4, A6, and “#()-promotion
rule”

𝑈𝑖 |≡ # (SK) SK = ℎ (𝑘1 ⋅ 𝐵) . (A.30)

(30) According to (A.30), (A.27), and “ 𝑘←→ introduction
rule”

𝑈𝑖 |≡ 𝑆𝑗 SK←→ 𝑈𝑖. (A.31)

B. The HLPSL Code for PriAuth

The ECC public-key pair of the gateway is (𝑑𝑔, 𝑄𝑔). At the
beginning of this protocol usage, every user generates a
random number 𝑘1 ∈ [1, 𝑛 − 1] and calculates 𝐴 = 𝑘1 ⋅ 𝐺,
so we could treat (𝑘1, 𝐴), as the ECC key pair of this user, and
we send𝐴 to the gateway. Now the two parties could calculate
a shared key 𝑘1 ⋅ 𝑄𝑔 = 𝑑𝑔 ⋅ 𝐴. Thus, at the beginning of the
scheme, we declare 𝐾𝑢𝑔 = ℎ(𝑇1 ‖ 𝑘1 ⋅ 𝑄𝑔) to be a symmetric
key between the two.

For the role of the user, see Box 1. For the role of the
sensor, see Box 2. For the role of the gateway, see Box 3.
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role sensor (Ui, Sj, GW : agent,
Kxj: symmetric key,
H: hash func,
P: text,
SND US,RCV US,SND SG,RCV SG: channel(dy))

played by Sj
def=

local State : nat,
T1,T2,K2, Na,Nb,SK : text,
Y,X,Z : message
const user sensor sk:protocol id
init Statefl 1
transition
(1) State = 1 /\ RCV US(Na'.Y'.Z'.T1') =|>

State' fl 3 /\ T2' fl new()
/\ K2' fl new()
/\ Nb' fl exp(P,K2')
/\ SND SG( Na'

.Y'

.Z'

.T1'

.Nb'

.H(Nb'.Z'.Kxj.T2')

.T2' )
(2) State = 2 /\ RCV SG( H(Na.Kxj.H(Nb.Z.Kxj.T2).T2)

.X' ) =|>
State' fl 4 /\ SK' flH(exp(Na,K2))

/\ witness(Sj,Ui,user sensor sk,SK')
/\ request(Sj,Ui,user sensor sk,SK')
/\ SND US(Nb

.X')
end role

Box 2

role gateway (Ui, Sj, GW : agent,
Kdi, Kxj: symmetric key,
Kug : symmetric key,
H: hash func,
SND SG, RCV SG: channel(dy))

played by GW
def=
local State : nat,
T1,T2,Na,Nb,IDi,SIDj : text
const sk User gwn,sk sensor gwn,sc sensor id,sc user id:protocol id
init Statefl 5
transition
(1) State = 5 /\ RCV SG( Na'

.xor((IDi'.SIDj'),Kug)

.H(Na'.xor((IDi'.SIDj'),Kug).Kdi.T1')

.T1'

.Nb'

.H(Nb'.H(Na'.xor((IDi'.SIDj'),Kug).Kdi.T1').Kxj.T2')

.T2') =|>
State' fl 7 /\ SND SG(

H(Na'.Kxj.H(Nb'.H(Na'.xor((IDi'.SIDj'),Kug).Kdi.T1').Kxj.T2').T2')
.H(Nb'.Kdi.H(Na'.xor((IDi'.SIDj'),Kug).Kdi.T1').Na'.T1)

)
/\ secret(IDi',sc user id,{Ui,GW})
/\ secret(SIDj',sc sensor id,{Ui,GW})

end role

Box 3



Wireless Communications and Mobile Computing 15

role session(Ui, Sj, GW : agent,
Kdi, Kxj, Kug: symmetric key,
H: hash func,
P: text
)

def=
local SSU,RSU,

SSG,RSG,
SUS,RUS,
SGS,RGS:channel(dy)

composition
user(Ui,Sj,GW,Kdi,Kug,H,P,SUS,RUS)

/\ sensor(Ui,Sj,GW,Kxj,H,P,SSG,RSG,SSU,RSU)
/\ gateway(Ui,Sj,GW,Kdi,Kxj,Kug,H,SGS,RGS)

end role

Box 4

role environment()
def=
const ui, sj, gw : agent,

kdi, kxj, kug, kig, kiig: symmetric key,
user sensor sk: protocol id,
h: hash func,
p: text

intruder knowledge={ui, sj, gw, kig, kiig, h, p}
composition

session(ui,sj,gw, kdi,kxj,kug,h,p)
/\ session(ui, i,gw, kdi,kig,kug,h,p)
/\ session( i,sj,gw, kig,kxj,kiig,h,p)

end role

Box 5

goal
% Confidentiality (G12)
secrecy of sc sensor id,sc user id

% Message authentication (G2)
authentication on user sensor sk
end goal

Box 6

For the role of the session, see Box 4. For the role of the
environment, see Box 5.

The role of the goal is divided into two parts. The
first part is the “secrecy of sc sensor id,sc user id”; this
means we want to keep the identity of the user and sensor
confidential between them and the gateway. The second part
“authentication on user sensor sk” means the authentica-
tion of the shared key between a user and a sensor (see
Box 6).
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Outsourcing computation with verifiability is a merging notion in cloud computing, which enables lightweight clients to outsource
costly computation tasks to the cloud and efficiently check the correctness of the result in the end. This advanced notion is more
important in marine mobile computing since the oceangoing vessels are usually constrained with less storage and computation
resources. In such a scenario, vessels always firstly outsource data set and perform a function computing over them or at first
outsource computing functions and input data set into them. However, vessels may choose which delegation computation type to
outsource, which generally depends on the actual circumstances. Hence, we propose a scalable verifiable outsourcing computation
protocol (SV-OC) inmarine cloud computing at first and extract a single-mode version of it (SM-SV-OC), where both protocols
allow anyone who holds verification tokens to efficiently verify the computed result returned from cloud. In this way, the introduced
“scalable” property lets vessels adjust the protocol to cope with different delegation situations in practice. We additionally prove
bothSV-OC andSM-SV-OC achieving selective soundness in the random oracle model and evaluate their performance in the
end.

1. Introduction

Cloud computing [1], a shared pool of massive configurable
computing resources, provides resource-constrained clients
with various capabilities to access computation resources in
an on-demand way. The merging development of hardware
(e.g., sensor, wearable-device unit) makes it possible for
mobile devices [2, 3] feeling free to use and enjoy the cloud
service in mobile computing category [4, 5].

This is especially important for the marine mobile com-
puting filed since marine ecosystems should be exploited
and treated seriously from both environmental side and
economic side. In order to monitor the changes of marine
ecosystems, scientific vessels need to perform a series of
mathematical or statical analysis over collected data [6]. This
includes calculating the average temperature of ocean in an
instantaneousmoment or during a time period and reporting
the variance of the dissolved oxygen during 24 hours, 72
hours, 6 months, or more [7, 8].

However, the vessels are usually not supported by pow-
erful data collection devices and large-scale computation
processers. As a result, marine sensor units should collect
marine data at first and send the collected data to vessels
or base stations. Also, they may outsource some expensive
computations to the cloud server and expect to use the
result enjoyably after an efficient verification phase (since
the cloud may return an incorrect answer for some profits).
Moreover, a public verification method is preferable; namely,
anyone holding the verification token can run the verification
procedure in public.

Moreover, we notice that the vessel’s usual outsourcing
computation in marine mobile computing comes from the
following two types (as in Table 1).

Type I. A client outsources a combined input tuple contain-
ing data set and function together as inputs at first and then
types into an importing function over the outsourced data
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Table 1: Outsourcing computation types in mobile computing.

Delegation type Type I Type II
Importing parts (Function, data set)

or
(Data set)

⇓ ⇓ ⇓
Outsourced parts (Data set, function) (Function)
Remarks Combining inputs Single input

and an importing data set towards the outsourced function
in a combined way.

Type II. A client outsources a function as an input at first and
then types into an importing data set towards the outsourced
function. (Here, we do not consider a delegation type where
a client outsources a data set at first and takes inputs on it. A
detailed analysis on this can be found in Section 5.)

Maybe, clients should flexibly switch Type I and Type
II due to their actual demands in reality. If we design and
deploy two respective outsourcing computation protocol
systems for respective delegation type, there is no doubt that
this will cause a big waste of resources, which is even not
feasible in marine WSNs. Hence, a “scalable” property for
an outsourcing computation protocol should be highlighted.
Apart from this, some desirable features for verifiable out-
sourcing computation protocols in marineWSNs should also
be considered seriously.

Therefore, we may have the following doubt: whether an
efficient scalable outsourcing computation protocol with public
verifiability towards Type I or/and Type II delegation inmarine
mobile computing field exists or not?

Our Results. To give an affirmative answer to this expecta-
tion, we manage to design a public verifiable outsourcing
computation protocol for Type I outsourcing and moreover
extend it to support Type II outsourcing as well, which are
inspired by [9–11]. Specifically, our contributions in this work
can be summarized as the following four parts:

(i) Aiming for securely performing Type I computation
outsourcing, we put forward a scalable public ver-
ifiable outsourcing computation protocol in marine
mobile computing, namely, SV-OC. This protocol
allows anyone to use a granted verification token to
verify the result originated from any vessel’s Type I
computation request.

(ii) By treating the outsourced data set as an “on-the-fly”
input of SV-OC, we extract a single-mode version
(i.e., for Type II computation) with adding a slight
additional cost. As a result, vessels can just use a
SV-OC protocol enough for both Type I and Type
II computation as they like, which shows the “scalable
property’s” flexibility at a maximum extent.

(iii) Both our SV-OC and SM-SV-OC protocols are
proven to achieve perfect correctness and selective
soundness in the random oracle model. Furthermore,
the efficiency analysis and concrete performance eval-
uations on both two protocols are provided.

(iv) We motivate an intuition that the SV-OC protocol
can be viewed as a hierarchical public VC protocol
towards only outsourced function (Type II), where
the subjective function accepts the outsourced data
which can be viewed as a hierarchical access control
procedure.

1.1. Problem Statement. In this subsection, we present design
goals and system overview for our introduced protocols.

Design Goals. To achieve both functionalities and privacy-
preserving requirements for an outsourcing computation
protocol in marine mobile computing, the design goals can
be thought from the following five parts.

(1) Scalability. The protocol should be able to flexibly vary its
shapes depending on the type of outsourcing computation.

(2) Public Verifiability. Anyone with verification tokens can
check the correctness of the result.

(3) Public Delegation. Any client can outsource a computa-
tion assignment to the cloud once the system is set up.

(4) Correctness. Adishonest cloud cannot return an incorrect
output that passes verification.

(5) Soundness. A public (verifiable) outsourcing computa-
tion protocol should be secure and sound (cf. Section 2.3).

System Description. OurSV-OC orSM-SV-OC protocol
consists of the following three entities.

(i) Cloud Server. It receives the outsourcing computation
request from any vessel and returns a result.
(ii) Vessels (consisting of a pilot one and a number of nonpilot
ones). They delegate outsourcing computation tasks to the
cloud and expect to receive the correct computational out-
come.

(iii) Satellite. It provides a wireless communication channel
between cloud server and vessels.

High-Level Roadmap. Figure 1 gives a high-level system
overview on a group verifiable outsourcing computation
protocol, namely, both SV-OC protocol and SM-SV-OC
protocol. To be specific, the cloud server provides a verifiable
outsourcing computation service for group vessels through
the wireless channel supplied by the satellite. Note that a pilot
vessel in a group of vessels initializes the public verifiable out-
sourcing computation service by outsourcing the delegation
computing function (and accompanied outsourced data set),
as well as sending the generated public system information to
the whole system and the generated evaluation key informa-
tion about computing function (and accompanied data set)
to the cloud. In this way, any vessel in this group can delegate
computations by directly typing inputs into the computing
function (and accompanied data set). Then the cloud server
performs a computation for the outsourcing request from
a vessel. Finally, anyone who possesses a legal verification
token (granted from the delegating vessel) is able to verify the
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Figure 1: Scalable and soundness verifiable outsourcing computation in marine mobile computing.

result.We note that the above procedure path is highly similar
to Type II (and Type I) outsourcing computation, that is,
SV-OC or SM-SV-OC protocol, respectively, where the
only difference is the clients’ outsourcing type and importing
type.

1.2. Related Work. The studied problem is usually solved
through a verification computation (VC) [12, 13] method,
which starts with outsourcing a computing function to
the cloud at first and then takes inputs on it. However,
current VC protocols do not satisfy the listed design goals
simultaneously in specific marine cloud computing. The
other way to consider the verifiable outsourcing computation
field is designed for running some verifiable delegations on
outsourced data sets [14, 15], which is a little different from the
formal VC concept where it differs in outsourcing whether it
is a computing function or a data set at first. Also some works
focused on performing computations towards outsourced
functions (outsourcing at first) have been proposed [9, 13,
16–18]. For the public delegation and the public verifiable
property,Applebaumet al.’s works did not satisfy them, aswell
as the work presented in [13, 14, 19]. Reference [11] presented
SV-OC protocol supportedType I computation outsourcing
but neglected Type II one, so was the hybrid [20, 21] notion
for verifiable computation failing the scalable property.

We note that all approaches to construct VC protocols
except for functional encryption-based method failed to
provide public delegation property for a verifiable outsourcing
protocol towards a group of clients. From this point of
view, our proposed solution is more enjoyable for such a
scenario. More importantly, current works fail to achieve all
the mentioned design goals simultaneously.

Organization. In Section 2, we introduce the system model
and security definition for our protocol. Section 3 gives
the SV-OC protocol and its security analysis is provided

in Section 4. An extracted version for single-mode public
verifiable outsourcing computation protocol towards just
outsourced function is shown in Section 5. Section 6 evaluates
the performance and Section 7 gives a conclusion.

2. Background Knowledge

Notations 1. We denote by 𝑠 $← 𝑆 the fact that 𝑠 is picked
uniformly at random from a finite set 𝑆. We denote PPT as a
probabilistic polynomial-time algorithm. We use ⋅ to denote
multiplication (or group operation) as well as component-
wise multiplication.

2.1. Outsourcing Functions’ Description Using
Access Structures

Definition 2. A (monotone) access structure A = (M ∈
𝑍ℓ×ℓ𝑝 , 𝜌 : [ℓ] → U) for set universe U. One may hold the
fact for an attribute set𝜓 ⊆ U:A accepts𝜓 ⇔ 1 ∈ span⟨M𝜓⟩.
Here, 1 = (1, 0, . . . , 0) ∈ Zℓ



𝑝 is a row vector; asM𝑗 represents
the 𝑗th row vector of matrix M, a linear span span⟨M𝜓⟩ is a
collection of vectorsM𝜓 = {M𝑗 : 𝜌(𝑗) ∈ 𝜓} over Z𝑝.
Remark 3. In this paper, we mainly focus on giving a
verifiable outsourcing computation protocol for Boolean
formula delegating functions. When we manage to enable
our protocol to be usable for multibits F rather than one
bit (Boolean formula), we usually take the following steps to
realize:

(1) Split the computing function F in to some subfunc-
tions 𝑓1, . . . , 𝑓𝑛, where 𝑓𝑖 is the 𝑖th output bit of the
computing function F.

(2) Now we can run the SV-OC and SM-SV-OC
(for Boolean formula function) with conducting each
subfunction 𝑓𝑖.
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Therefore, we can obtain a scalable outsourcing compu-
tation protocol for (polynomial many) multibits output for
F ∈ F, where F can be implemented by a polynomial-
size Boolean formula’s circuit. In this case, any outsourcing
function 𝐹 ∈ F can be computed by a polynomial-size
Boolean formula and can thus be described by a (monotone)
access structure [22]. We therefore use the access structures
to symbolize the aiming outsourced (Boolean) functions F
throughout this paper.

2.2. Underlying Security Guarantee. The security of our pro-
tocol relies on the decisional 𝑞-BDHE assumption. Let G,
G𝑇 be two cyclic groups of prime order 𝑝 and a generator
𝑔 of group G along with an efficient computable map 𝑒 :
G × G → G𝑇. Randomly choose generators 𝑔, ℎ $← G and
𝛼 $← Z𝑝 and a tupleD = (ℎ𝛼, 𝑔𝛼2 , . . . , 𝑔𝛼𝑞 , 𝑔𝛼𝑞+2 , . . . , 𝑔2𝑞, 𝑍),
and an adversary A should distinguish a computed value
𝑒(𝑔, ℎ)𝛼𝑞+1 from a random element 𝑍 in G𝑇. Finally, A
outputs 𝑏 ∈ {0, 1} having an advantage 𝜖 in solving the
decisional 𝑞-BDHE problem if |Pr[A(𝑔, ℎ,D, 𝑒(𝑔𝛼𝑞+1 , ℎ)) =
0] − Pr[A(𝑔, ℎ,D, 𝑍) = 0]| ≥ 𝜖.
Definition 4. One says that the decisional 𝑞-BDHE assump-
tion holds in (G,G𝑇) if, for any PPT adversary A, its ad-
vantage in above game is negligible in security parameter 𝜆.
2.3. Definition for Scalable Verifiable Outsourcing Compu-
tation. In this subsection, we present the system defini-
tion, correctness definition, security definition, and privacy
definition for a scalable verifiable outsourcing computation
protocol.

System Definition. A scalable verifiable outsourcing compu-
tation SV-OC protocol is composed of the following four
PPT algorithms:

(i) KeyGen(F, 𝜓, 1𝜆): given a security parameter 1𝜆, on
input a function F and an accompanied outsourced
data set 𝜓, the pilot vessel outputs a public key pkF
and an evaluation key ekF.

(ii) ProbGen(pkF, 𝜔,G): on input pkF, any (pilot or non-
pilot) vessel can use it to encode an input 𝜔 into
a problem description 𝜎𝜔,G, as well as outputting a
verification key vk𝜔,G.

(iii) Compute(ekF,𝜓, 𝜎𝜔,G): on input ekF,𝜓 and a problem
description 𝜎𝜔,G, the data center (cloud) computes an
outcome 𝜎ot.

(iv) Verify(vk𝜔,G, 𝜎ot): with input of the cloud’s output 𝜎ot,
anyone returns an output ot ∈ {0, 1}∗ or⊥ (rejects the
cloud’s answer 𝜎ot using vk𝜔,G).

Correctness Definition. Given a security parameter 𝜆, for any
outsourced data set 𝜓 ∈ U and outsourced function F ∈ F
and any subjective function G ∈ F and for any objective
data set 𝜔 ∈ U, (𝜎𝜔,G,vk𝜔,G) $← ProbGen(pkF, 𝜔,G), 𝜎ot $←
Compute(ekF,𝜓, 𝜎𝜔,G), then

Pr [Verify (vk𝜔,G, 𝜎ot) = F (𝜔,G)] = 1. (1)

Security Definition. We define a security experiment against
adaptive (adaptively chosen outsourced function and data
sets) adversaries, which is played by a challenger and a stateful
adversaryA = (A1,A2).

A SV-OC protocol achieves selective soundness if for all
PPT adversaries A and for any F ∈ F and 𝜓 ∈ U, A’s
winning advantage

Pr [ExpSel-SoundnessA,SV-OC (F, 𝜓, 𝜆, 𝑞)]
= Pr [ExpSel-SoundnessA,SV-OC (F, 𝜓, 𝜆) = 1]

(2)

under the following condition,

Experiment ExpSel-SoundnessA,SV-OC (F, 𝜓, 𝜆)

(𝜔∗,G∗) $← A

(pkF, ekF) ← Setup(1𝜆, F, 𝜓);
(𝜔∗,G∗, st) ← A

O(⋅)
1 (pkF);

(𝜎𝜔∗ ,G∗ ,vk𝜔∗ ,G∗) ← ProbGen(pkF, 𝜔∗,G∗)
(𝜎∗ot) ← A

O(⋅)
2 (st, 𝜎𝜔∗ ,G∗ ,vkF,𝜓, ekF);

ot∗ ← Verify(vk𝜔∗ ,G∗ , 𝜎∗ot);
If ot∗ ∉ {⊥, F(𝜔∗)} outputs “1”,

is negligible in security parameter 𝜆, where O(⋅) means that
the adversary A1/A2 can submit 𝑞 pairs {(F𝑖, 𝜓𝑖)}𝑖=[𝑞] that
make the experiment always output “1.”

Privacy Definition. The clients’ outsourced/input computing
function and data set are altogether kept hidden from the
adversary’s view.Moreover, the cloud’s output for the problem
solution does also not leak any information on the problem
description. In this paper, we consider these as outsourcing
privacy, input privacy, and output privacy.

3. Our Scalable Verifiable Outsourcing
Computation Protocol: SV-OC

Inspired by the dual-policy attribute-based encryption (ABE)
scheme [10, 23], we present the first publicly verifiable
outsourcing computation protocol towards both (Boolean
formula) outsourced functions and outsourced data sets
altogether, which also relies on our introduced variant trans-
formation [11] of the general relationship between ABE and
public VC [9].

Specifically specifying the example in Section 1, the pilot
vessel first initializes the SV-OC service by inputting an
outsourced function and an accompanied data set to generate
a public key pkF and an evaluation key ekF and sends them to
the cloud and other vessels. Thus, any vessel in this fleet can
directly input the objective input𝜔 for F and an accompanied
computation functionG over data setG along with randomly
chosen messages 𝑚, 𝑚 altogether, to generate a problem
description 𝜎𝜔,G and a verification key vk𝜔,G. Once receiving
pkF and ekF, the cloud computes the problem result𝜎ot on the
problem 𝜎𝜔,G. Finally the vessel (or a legal granted anyone)
can use the verification key vk𝜔,G to efficiently check the
result 𝜎𝜔,G’s correctness.
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3.1. System Initialization Phase. Given an outsourced func-
tion F ∈ F with input size 𝑛 as inputs, define two hash
functions H : Z𝑝 → G, H : Z𝑝 → G. The pilot vessel

randomly chooses 𝑔, 𝑔 $← G and 𝑠, 𝑠, 𝛼, 𝛼 $← Z𝑝. Then it
generates and outputs two master public/secret key pairs of
information pieces:

mpk fl (𝑔, 𝑒 (𝑔, 𝑔)𝑠 , 𝑔𝛼,H,H) ,
msk fl (𝛾, 𝛼) ;
mpk fl (𝑔, 𝑒 (𝑔, 𝑔)𝑠 , 𝑔𝛼,H,H) ,
msk fl (𝛾, 𝛼) .

(3)

3.2. Evaluation Key Generation Phase. For an encoded objec-
tive outsourced function F ∈ F’s access structureA fl (𝑁 ∈
Zℓ
×𝑘

𝑝 , 𝜋 : [ℓ] → [𝑛]), as well as a subjective outsourced
data set 𝜓 ⊂ U, pick a random vector k $← Z𝑘



𝑝 such that
→1 k = 𝛾 + 𝛼𝑟 for 𝑟 $← Z𝑝 and set 𝜂𝑖 = 𝑁𝑖 ⋅ k, 𝑖 ∈ [ℓ]. Output

skF,𝜓 fl (𝐾, {𝐾𝑥}𝑥∈𝜓 , {𝐾𝑖 , 𝐾𝑖 }𝑖∈[ℓ])
= (𝑔𝑟, {H (𝑥)𝑟}𝑥∈𝜓 , {𝑔𝜂𝑖H (𝜋 (𝑖))−𝑟𝑖 , 𝑔𝑟𝑖}𝑖∈[ℓ]) .

(4)

Similarly, we obtain the corresponding secret key skF,𝜓
using uniformly and randomly chosen independent “xx”-
type variables. (Here, we omit the descriptions on the sam-
pling process on “xx”, since it is almost same as that for skF,𝜓)
Then,

skF,𝜓 fl (𝐾, {𝐾𝑥}𝑥∈𝜓 , {𝐾𝑖, 𝐾𝑖 }𝑖∈[ℓ])
= (𝑔𝑟, {H (𝑥)𝑟}

𝑥∈𝜓
, {𝑔𝜂𝑖H (𝜋 (𝑖))−𝑟𝑖 , 𝑔𝑟𝑖}

𝑖∈[ℓ

]
) ,

(5)

where F denotes the complement function of the outsourced
function F. Hence, output the public key and the evaluation
key information as

pkF fl (mpk,mpk)
ekF fl (skF,𝜓, skF,𝜓) .

(6)

3.3. Problem Generation Phase. Given an objective data set
𝜔 ⊂ U and the access structure A fl (𝑀 ∈ Zℓ×𝑘𝑝 , 𝜌 : [ℓ] →
[𝑛]) of an encoded subjective function G ∈ G altogether as
inputs, randomly choose a random vector u $← Z𝑘𝑝 such that

1u = 𝑠 for 𝑠 $← Z𝑝 and set 𝜆𝑖 = 𝑀𝑖 ⋅ u, 𝑖 ∈ [ℓ]. Pick two
messages𝑚,𝑚 and output

ct𝜔,G fl (𝐶, 𝐶, {𝐶𝑖}𝑖∈[ℓ] , {𝐶𝑥 }𝑥∈𝜔)
= (M ⋅ 𝑒 (𝑔, 𝑔)𝑠 , 𝑔𝑠, {𝑔𝛼𝜆𝑖H (𝜌 (𝑖))−𝑠}

𝑖∈[ℓ]
, {H (𝑥)𝑠}

𝑥∈𝜔
)

(7)

and similarly we generate ct𝜔,G (by introducing new “xx”-
type parameters to generate ct𝜔,G by using mbk):

ct𝜔,G fl (𝐶, 𝐶, {𝐶𝑖}𝑖∈[ℓ] , {𝐶


𝑥}𝑥∈𝜔)
= (𝑚 ⋅ 𝑒 (𝑔, 𝑔)𝑠 , 𝑔𝑠, {𝑔𝛼𝜆𝑖H (𝜌 (𝑖))−𝑠}

𝑖∈[ℓ]
, {H (𝑥)𝑠}

𝑥∈𝜔
) .

(8)

Hence, output the problem description and the verification
key information as

𝜎𝜔,G fl (ct𝜔,G, ct𝜔,G) ,
vk𝜔,G fl (𝐻 (𝑚) ,𝐻 (𝑚)) , (9)

where𝐻 is a one-way function.

3.4. Compute Phase. Upon the problem description 𝜎𝜔,G and
the evaluation key ekF,𝜓, compute

𝑚 ← 𝐶 ⋅ ∏𝑖∈{𝑖|𝜌(𝑖)∈𝜓} (𝑒 (𝐶𝑖, 𝐾) ⋅ 𝑒 (𝐶, 𝐾𝜌(𝑗)))𝑢𝑖

∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝐾𝑗, 𝐶) ⋅ 𝑒 (𝐾𝑗 , 𝐶𝜋(𝑗)))
V𝑗 ,

𝑚 ← 𝐶

⋅
∏𝑖∈{𝑖|𝜌(𝑖)∈𝜓} (𝑒 (𝐶𝑖, 𝐾) ⋅ 𝑒 (𝐶, 𝐾𝜌(𝑗)))

𝑢𝑖

∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝐾𝑗, 𝐶) ⋅ 𝑒 (𝐾𝑗 , 𝐶𝜋(𝑗)))
V𝑗 .

(10)

Output the problem solution 𝜎ot := (𝑚, 𝑚).
Here, we note that this compute process can be realized

efficiently (reducing the number of pairing operations) but
just add a few exponentiation operations as a tradeoff.

3.5. Verification Phase. Input vk𝜔,G = (𝐻(𝑚),𝐻(𝑚)) and
𝜎ot = (𝑚, 𝑚). Output

𝛿 fl
{{
{{
{

0, if 𝐻(𝑚) = 𝐻 (𝑚) ;
1, if 𝐻(𝑚) = 𝐻 (𝑚) , 𝐻 (𝑚) ̸= 𝐻 (𝑚) ;
⊥, if 𝐻(𝑚) ̸= 𝐻 (𝑚) , 𝐻 (𝑚) ̸= 𝐻 (𝑚) .

(11)

Remark 5. The verifiability of SV-OC is mainly against the
outsourced function since the concept of the complement
data sets of 𝜓 does not make sense in practice compared to
F. Hence, ourSV-OC can be served as a hierarchical public
VC protocol towards just outsourced function, which regards
the subjective function accepting outsourced data set as a
hierarchical (fine-grained) access control condition.

4. Security Analysis

In this section, we give correctness and efficiency analysis on
our SV-OC protocol at first and sketch a security analysis
and privacy analysis on it as well.

4.1. Correctness Analysis. Based on the correctness of [10]
dual-policy attribute-based encryption along with our mod-
ified transformation [11] between ABE and public VC in
terms of [9], the correctness follows straightforwardly when
both the following two conditions hold: (1) the outsourced
function F accepts the data set 𝜔; (2) the outsourced data set
𝜓 satisfies the function G.

In the compute phase, the recovery process of 𝑚 is
parallel to that of 𝑚. Here, we just show the correctness of
the𝑚 case:
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Table 2: Size analysis of our SV-OC protocol. In the table, “|G|,
|G𝑇|” denote the size of a group element in groups G and G𝑇,
respectively; “𝑛, ℓ,” respectively, represent the maximum input size
and the row’s number in the sharing matrixM.

Description Sizes
pkF Public key 4 |G| + 2 G𝑇
ekF Evaluation key (4ℓ + 2𝑛 + 2) |G|
𝜎𝜔,G Problem description (2ℓ + 2n + 2) |G| + 2 G𝑇
vk𝜔,G Verification key 2 |G|

𝐶 ⋅ ∏𝑖∈{𝑖|𝜌(𝑖)∈𝜓} (𝑒 (𝐶𝑖, 𝐾) ⋅ 𝑒 (𝐶, 𝐾𝜌(𝑗)))𝑢𝑖

∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝐾𝑗, 𝐶) ⋅ 𝑒 (𝐾𝑗 , 𝐶𝜋(𝑗)))
V𝑗 = 𝐶

⋅ ∏𝑖∈{𝑖|𝜌(𝑖)∈𝜓} (𝑒 (𝑔𝛼𝜆𝑖H (𝜌 (𝑖))−𝑠 , 𝑔𝑟) ⋅ 𝑒 (𝑔𝑠,H (𝜌 (𝑖))𝑟))𝑢𝑖
∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝑔𝜂𝑖H (𝜋 (𝑗))−𝑟𝑗 , 𝑔𝑠) ⋅ 𝑒 (𝑔𝑟𝑗 ,H (𝜋 (𝑗))𝑠))V𝑗

= 𝐶 ⋅ ∏𝑖∈{𝑖|𝜌(𝑖)∈𝜓}𝑒 (𝑔
𝛼𝜆𝑖 , 𝑔𝑟)𝑢𝑖

∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔}𝑒 (𝑔𝜂𝑗 , 𝑔𝑠)V𝑗
= 𝐶 ⋅ 𝑒 (𝑔𝛼𝑠, 𝑔𝑟)

𝑒 (𝑔𝛾+𝛼𝑟) , 𝑔𝑠 = 𝐶

⋅ 1
𝑒 (𝑔, 𝑔)𝛾𝑠 = 𝑚,

(12)

where the fourth equation follows the linear reconstruction
property of Definition 2, and we have

∑
𝑖∈{𝑖|𝜌(𝑖)∈𝜓}

𝑢𝑖𝜆𝑖 = 𝑠,

∑
𝑗∈{𝑖|𝜋(𝑖)∈𝜔}

V𝑖𝜂𝑖 = 𝛾 + 𝛼𝑟.
(13)

Remark 6. The correctness of the above compute phase is
similar to that of the decryption process in [10].

4.2. Efficiency Analysis. In this part, we give a time and a size
efficiency analysis for SV-OC. Concretely, Table 3 lists the
dominant time operations (i.e., pairing, exponentiation, and
multiplication) in group that belongs to each step ofSV-OC,
and moreover Table 2 gives the size calculations.

Remark 7. The compute phase’s overhead can be optimized
up to (2𝑛 + 4)Pairing + 8𝑛ExpG𝑇 .

In the SV-OC protocol, Step (1) and Step (2) are
altogether done by the pilot vessel, any vessel can perform
Step (3), and the data center (e.g., cloud) completes Step (4)
along with the fact that anyone can carry out Step (5).

As the bandwidth between each entity across this marine
WSNs is low [5, 24], the low parameter size is highly
demanded. From Table 3, we find that most operations that
need high cost reside in the data center side. Consequently,
the pilot vessel can certainly afford the VC service initializa-
tion computation overhead. In this way, the overhead of the
problem description paid by any vessel is short, and anyone’s
verification cost on the result is very little as well. Therefore,
the efficiency of the obtainedSV-OC is enjoyably applicable
to the marine wireless sensor networks.

4.3. Security Analysis
Theorem8 (main theorem). LetF be a class of Boolean func-
tions (implemented by a family of circuitsC), and letF = {F |

F ∈ F} be a class of the complement function F of each function
F and the class of the outsourced data set U = {𝜓 | 𝜓 ∈ U}
and 𝐻 be any one-way function. Suppose Definition 4 holds;
then theSV-OC protocol in Section 3 achieves selective sound-
ness property according to the security definition in Section 2.3.

We can easily reduce the security of SV-OC with
adaptive soundness to the adaptive security of the dual-policy
ABE [10] and the general transformation between them, since
one can obtain the SV-OC protocol by running the ABE
scheme twice along with other techniques. More technical
details can be found in Section 4.2 of [10] and Appendix A
of [9].

4.4. Privacy Analysis. During theSV-OC protocol’s process
carried out, the specific contents of the outsourced part and
the input part are encoded as another form. Specifically, the
clients’ outsourced computing function and accompanied
data set are encoded as an evaluation key ekF and any client’s
input 𝜔, and G is encoded as a problem generation ct𝜔,G, in
such a way that the cloud cannot obtain any knowledge about
the outsourcing privacy and input privacy. For the output
privacy, the random message 𝑚 is also hidden by a owe-way
function 𝐻; thus the cloud can just get 𝐻(𝑚) and is unable
to recover𝑚 from it (except a negligible advantage) which is
considered to achieve output privacy as well.

5. Extracted Single-Mode Version of
SV-OC Protocol

In some cases, the clients (e.g., vessels) may just outsource
either data sets or computing function to the cloud; therefore
we have to ask the following question:

Canwe transform the dual-mode verifiable outsourcing
computation into a single-mode one?

Intuitively, setting one of the outsourced data sets and
outsourced function as “on-the-fly” input of SV-OC pro-
tocol, we hence assume obtaining two single-mode public
VC protocols towards respective outsourced function and
outsourced data sets. However, this assumption fails due to
the nonexistence of a single-mode SV-OC for outsourcing
data sets. The reasons are as follows:

(1) Firstly, we should observe that the complement class
of the outsourced data sets 𝜓 does not make any
sense in practice, which is not similar to the relation
between F and F. It is also not easy to obtain the
complement class of 𝜓.

(2) Secondly, one can run the key-policy ABE (KP-ABE)
mode of dual-policy ABE (DP-ABE) in [10] twice
for respective F and F, but the relation between
ciphertext-policy ABE and public VC is not known
so far. In this way, the checkability of the single-mode
SV-OC over outsourcing data sets cannot achieve
“1.”

Hence, we can just obtain the single-mode variant of
SM-SV-OC for outsourced computing function at first,
namely, Type II delegation type.
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Table 3: Group operations analysis in each phase of ourSV-OC protocol. In the table, “Pairing” represents a paring operation in the protocol;
ExpG and ExpG𝑇 denote an exponentiation operation in groups G and G𝑇, respectively; similarly, MulG and MulG𝑇 denote a multiplication
operation in groupG andG𝑇, respectively; “𝑛, ℓ,” respectively, represent the maximum input size and the row’s number in the sharing matrix
M.

Step Description Performer Operations
(1) System initialization Pilot vessel 2Pairing + 2ExpG𝑇 + 2ExpG
(2) Evaluation key generation Pilot vessel (6ℓ + 2𝑛)ExpG + (2𝑛 + 2ℓ)H + 2ℓMulG
(3) Problem generation Any vessel (4ℓ + 2)ExpG + (2ℓ + 2𝑛 + 2)H + 2ℓMulG
(4) Compute Cloud 8𝑛Pairing + 2𝑛ExpG𝑇
(5) Verification Anyone 2H

5.1. Construction for Single-Mode SV-OC for Just Outsourc-
ing Functions:SM-SV-OC. Inspired by the KP-ABE mode
of dual-policy ABE [10] and our SV-OC protocol, we give
the single-mode publicly verifiable outsourcing computation
towards outsourcing computing functions’ construction.

(1) System Initialization Phase. This step is same as that of
SV-OC except for adding special data 𝑇0 as a new input.

(2) Evaluation Key Generation Phase. This stage is same as
that of SV-OC except by randomly choosing 𝑟0, 𝑟0 $← Z𝑝
and setting

𝐾0 = 𝑔𝛾+𝛼𝑟H (𝑇0)−𝑟0 ,
𝐾0 = 𝑔𝑟0 ,
𝐾0 = 𝑔𝛾+𝛼𝑟H (𝑇0)−𝑟0 ,
𝐾0 = 𝑔𝑟0 .

(14)

Hence the evaluation key behaves as

ekF fl (skF,𝜓, skF,𝜓) = (𝐾, {𝐾𝑥}𝑥∈𝜓 , {𝐾𝑖 , 𝐾𝑖 }𝑖∈[ℓ] ,
𝐾0, 𝐾0 , 𝐾, {𝐾𝑥}𝑥∈𝜓 , {𝐾𝑖, 𝐾



𝑖}𝑖∈[ℓ] , 𝐾


0, 𝐾0 ) .
(15)

(3) Problem Generation Phase. This is almost same as that of
SV-OC except for sampling 𝑠 $← Z𝑝 and setting

𝐶 = 𝑚 ⋅ 𝑒 (𝑔, 𝑔)𝑠 ,
𝐶 = 𝑔𝛼𝑠,
𝐶0 = 𝑔𝑠,

{𝐶𝑥 }𝑥∈𝜔 = {H (𝑥)𝑠}𝑥∈𝜔 ,
𝐶 = 𝑚 ⋅ 𝑒 (𝑔, 𝑔)𝑠 ,
𝐶 = 𝑔𝛼𝑠,
𝐶0 = 𝑔𝑠,

{𝐶𝑥}𝑥∈𝜔 = {H (𝑥)
𝑠}𝑥∈𝜔 .

(16)

Hence, the problem description behaves as

𝜎𝜔,G fl (ct𝜔,G, ct𝜔,G)
= (𝐶, 𝐶, 𝐶0, {𝐶𝑥 }𝑥∈𝜔 , 𝐶, 𝐶

, 𝐶0, {𝐶𝑥}𝑥∈𝜔) .
(17)

Table 4: Size analysis of our single-mode SV-OC protocol. In the
table, “|G|, |G𝑇|” denote the size of a group element in groupsG and
G𝑇, respectively; “𝑛, ℓ,” respectively, represent the maximum input
size and the row’s number in the sharing matrixM.

Description Sizes
pkF Public key 4|G| + 2|G𝑇|
ekF Evaluation key (4ℓ + 2𝑛 + 6)|G|
𝜎𝜔,G Problem description (2𝑛 + 4)|G| + 2|G𝑇|
vk𝜔,G Verification key 2|G|

(4) Compute Phase. In this case, this process computes as
follows:

𝑚 ← 𝐶 ⋅ 𝑒 (𝐶0, 𝐾)
∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝐾𝑗, 𝐶) ⋅ 𝑒 (𝐾𝑗 , 𝐶𝜋(𝑗)))

V𝑗 ,

𝑚 ← 𝐶 ⋅ 𝑒 (𝐶0, 𝐾)
∏𝑗∈{𝑖|𝜋(𝑖)∈𝜔} (𝑒 (𝐾𝑗, 𝐶) ⋅ 𝑒 (𝐾𝑗 , 𝐶𝜋(𝑗)))

V𝑗 .
(18)

Finally, output the problem solution 𝜎ot := (𝑚, 𝑚).
(5) Verification Phase. This step is exactly same as that of
SV-OC.

This concludes the construction description.

5.2. Analysis on the Single-Mode SV-OC for Just Out-
sourcing Computing Functions. In this subsection, we still
give a correctness, efficiency, and security analysis on the
SM-SV-OC protocol.

5.2.1. Correctness Analysis. The correctness holds when F

accepts the data sets 𝜔, where the secret shares’ reconstruc-
tion follows

∑
𝑗∈{𝑖|𝜋(𝑖)∈𝜔}

V𝑖𝜂𝑖 = 𝛾 + 𝛼𝑟. (Definition 2) . (19)

5.2.2. Efficiency Analysis. In general, the size and time
efficiency of the single-mode SV-OC protocol for only
outsourcing computing functions are comparable to those of
SV-OC one. Next, we present the time and size efficiency
analysis for SV-OC in concrete way; Table 4 gives the size
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Table 5: Group operations analysis in each phase of our single-modeSV-OC protocol. In the table, “Pairing” represents a paring operation
in the protocol; ExpG and ExpG𝑇 denote an exponentiation operation in group G or G𝑇, respectively; similarly, MulG and MulG𝑇 denote a
multiplication operation in groups G and G𝑇, respectively; “𝑛, ℓ,” respectively, represent the maximum input size and the row’s number in
the sharing matrixM.

Step Description Performer Operations
(1) System initialization Pilot vessel 2Pairing + 2ExpG𝑇 + 2ExpG
(2) Evaluation key generation Pilot vessel (6ℓ + 2𝑛 + 6)ExpG + (2𝑛 + 2ℓ + 2)H + (2ℓ + 2)MulG

(3) Problem generation Any vessel (2𝑛 + 4)ExpG + (2𝑛)H + 2MulG

(4) Compute Cloud 4𝑛Pairing + (2𝑛 + 2)ExpG𝑇 + 4MulG𝑇

(5) Verification Anyone 2H

calculations and moreover Table 5 lists the dominant time
operations (i.e., pairing, exponentiation, and multiplication)
in group which performed in each step of single-mode
SV-OC.

In concrete way, the problem generation and verification
overheads enjoy better efficiency than that in SV-OC, but
its overhead on generating evaluation key is a little expensive
(including the size of ekF) compared to SV-OC, since “on-
the-fly” data set is involved to handle the construction. A
tradeoff between Steps (1), (2), and (3) and Steps (4) and (5)
over the above three steps does inevitably exist. Apart from
this, the overall time and time overhead are almost same as
that of SV-OC.

As a result, the (non)pilot vessel or anyone can efficiently
run the single-mode SV-OC service, and moreover the
cloud’s running cost on computing the problem also turns
out to be short. In this way, we can directly extract a highly
efficient SM-SV-OC protocol from SV-OC.

5.2.3. Security Analysis

Theorem 9 (main theorem). Let F be a class of Boolean
functions (implemented by a family of circuits C), and let
F = {F | F ∈ F} be a class of the complement function F

of each function F and 𝐻 be any one-way function. Suppose
Definition 4 holds; then the single-mode SV-OC protocol
for only outsourcing computing functions achieves selective
soundness according to the security definition in Section 2.3.

The proposed single-mode verifiable outsourcing com-
putation protocol SV-OC can be seen as a special variant
of SV-OC in fact, whereas their functionalities are merely
not the same. Based on the security analysis on Theorem 8,
Theorem 9 can be proved easily as well.

5.2.4. Privacy Analysis. The privacy analysis on the
SM-SV-OC protocol is same as that of the SV-OC
protocol in Section 4.4.

6. Performance Evaluation

In this section, we give a performance evaluation on
our SV-OC and its extracted single-mode outsourcing

Table 6: Element lengths of “SS512” elliptic curve.

G1 G2 G𝑇

Element length 512 bits 512 bits 1024 bits

computation protocol SM-SV-OC. Applying a certain
implementation technique on realizing bilinear maps, we
choose using an asymmetric bilinear group 𝑒 : G1×G2 → G𝑇
to implement the symmetric bilinear group 𝑒 : G × G → G𝑇
for SV-OC and SM-SV-OC in the actual experiment as
in [25].

Standing by the standardNIST recommendation [26] and
general remarks [25, 27] based on the Python language’s real-
izations along with its provided Charm-crypto Benchmark,
we note that the charm tool [25] is an extensible Python-
based framework under Pairing-Based Cryptography (PBC)
library for rapidly prototyping cryptographic schemes and
protocols, which is widely used in conducting functional
encryption-based primitives. We remark that this is instan-
tiated in an Ubuntu 12.04 operating system with 1 GB RAM
(established in a MACBOOK Air Intel i5@1.8GHz and 4GB
RAM equipped with a VMWare software). Next, we decide
to employ the “SS512” elliptic curve for our performance
evaluation. Finally, Table 7 shows the “SS512” curve’s element
length; andmoreover Table 6 gives a list of the “SS512” curve’s
average running-times for each protocol step.

Suppose that the size of the data set 𝜓, 𝜔 is 𝑛 and
the value of ℓ, ℓ is 10. Based on the employed “SS512”
elliptic curve [28], the actual size evaluation in Figure 2
and the time efficiency simulation in Figure 3 are both
given. In addition, we use “+” to denote the dual-mode
SV-OC protocol and “⬦” to denote the extracted single-
modelSV-OC:SM-SV-OC protocol in both Figures 2 and
3.

From Figures 2 and 3, we can deduce the fact that both
SV-OC and SM-SV-OC achieve high space and time
efficiency. Our SV-OC protocol’s efficiency is comparable
to the extracted SM-SV-OC one’s efficiency. Particularly,
the overload that belongs to the weak clients’ sides is actual
satisfactory.
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Table 7: Average running-time of “SS512” elliptic curve. In the table, the symbol “ms” denotes running-time in millisecond.

MulG1 ExpG1 MulG2 ExpG2 MulG𝑇 ExpG𝑇 Pairing

Running-time 0.024 ms 3.7503 ms 0.0201 ms 3.7833 ms 0.0055 ms 0.4844 ms 3.9723 ms
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Figure 2: Size efficiency of the SV-OC protocol.

7. Concluding Remarks
This paper presented a scalable and soundness verifiable
outsourcing computation protocol in marine mobile cloud
computing. Our SV-OC protocol enabled any client to
delegate a computation task to the server and was also
able to designate anyone to verify the result. In addition,
an extracted single-mode outsourcing computation protocol

SM-SV-OC from SV-OC was presented, which led to a
fact that the client can adapt SV-OC based on the inputs’
option in terms of its interest or its own needs. However,
we found that our SM-SV-OC protocol could just handle
the outsourcing function as the single mode; hence a design
of a verifiable outsourcing computation protocol towards
outsourced function may be an open problem.
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Figure 3: Time efficiency of the SV-OC protocol.
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The integration of social networking concepts with Internet of Vehicles (IoV) has led to the novel paradigm “Social Internet of
Vehicles (SIoV),” which enables vehicles to establish social relationships autonomously to improve traffic conditions and service
discovery.There is a growing requirement for effective trustmanagement in the SIoV, considering the critical consequences of acting
on misleading information spread by malicious nodes. However, most existing trust models are rater-based, where the reputation
information of each node is stored in other nodes it has interacted with. This is not suitable for vehicular environment due to the
ephemeral nature of the network. To fill this gap, we propose a Ratee-based Trust Management (RTM) system, where each node
stores its own reputation information rated by others during past transactions, and a credible CA server is introduced to ensure
the integrality and the undeniability of the trust information. RTM is built based on the concept of SIoV, so that the relationships
established between nodes can be used to increase the accuracy of the trustworthiness. Experimental results demonstrate that our
scheme achieves faster information propagation and higher transaction success rate than the rater-basedmethod, and the time cost
when calculating trustworthiness can meet the demand of vehicular networks.

1. Introduction

This is an extension of the paper titled “Ratee-Based Trust
Management System for Internet of Vehicles” [1]. Internet of
Vehicles (IoV) is a new paradigm brought by the integration
of Vehicular Ad hoc NETworks (VANETs) and Internet of
Things (IoT) in the last few years [2]. VANETs enabling
vehicles to connect with each other result in networks with
wide range [3]. However, VANETs cannot provide global and
sustainable services for users. Over the last few decades, there
has not been any successful implementation of VANETs. In
contrast to VANETs, IoV has twomain technology directions
[4]: (1) vehicles’ networking, which consists of VANETs,
Vehicle Telematics, and Mobile Internet; (2) Vehicles’ intel-
ligence, which is the integration of drivers and intelligent
vehicles by applying technologies such as deep learning,
cognitive computing, and artificial intelligence. IoV consists
of two types of communications: Vehicle-to-Vehicle (V2V)

communication and Vehicle-to-Infrastructure (V2I) com-
munication, which enable tremendous applications ranging
from safety to entertainment and commercial services [5].
With the help of IoV, vehicles can not only be aware of the
conditions on the road but also request services from other
vehicles, such as live video from other vehicles’ recorders.
In addition, vehicles in the network can communicate with
each other by switching real-time information about road and
traffic conditions, so that they can avoid car accidents and
effectively route traffic through dense urban areas. In the near
future, therewill be fewer direct interactions between vehicles
and humans, and vehicles can build their own relationship
with each other to get better service and enhance the safety
of the whole network.

As it is in Mobile Ad hoc NETworks (MANETs), trust
problem is a major concern in VANETs and IoV. The
trustworthiness in VANETs is defined as the assessment of
whether or not and towhat extent the node inVANETs can be
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trusted. The motivation of constructing a trust management
system for IoV is evident: (1) Malicious nodes may spread
misleading information to break the core functionality of the
IoV system; (2) there are also many socially uncooperative
nodes refusing to provide services to others for selfishness
reasons. Considering the dire consequences of false infor-
mation being sent out by malicious nodes in this scenario,
building an effective trust management system for IoV is of
paramount importance.

In the last few years, there is a trend to integrate social net-
working conceptswith Internet ofThings (IoT) solutions, and
a new paradigm named “Social Internet of Things (SIoT)” is
gainingmomentum. In [6], the researchers believe that apply-
ing social networking principles to IoT can improve network
navigability and boost the process of discovery of objects
and services. In [7], two trust models (the subjective model
and the objective model) are defined for trustworthiness
management based on solutions proposed for P2P and social
networks. In [2], the authors analyzed the combination of
VANETswith SIoT and proposed a Social Internet of Vehicles
(SIoV) middleware which extends the functionalities of the
Intelligent Transportation Systems Station Architecture (ITS
SA). Alam et al. [8] presented a vehicular social network plat-
form following cyber-physical architecture. In their cyber-
physical SIoV system, social relationships among physical
components are applied to encourage different types of com-
munications, and the information is stored as a social graph.

It is challenging to evaluate trust in vehicular networks
because it needs past transaction information to compute
trust values of the target node. Due to the ephemeral nature
of vehicular networks, it is not guaranteed for one node to
interact with the same vehicle more than once. Furthermore,
gathering trust information from past transactions is compu-
tationally expensive, which introduces another big challenge.
To tackle these problems, we propose a Ratee-based Trust
Management system. Current trust models are mostly rater-
based, where each node stores trust information about the
nodes it has interacted with [7]. In these models, once a
node has contacted with an unknown node, it has to ask
other nodes for trust opinions. This procedure can last for
a long time, which is not efficient, and the situation can get
even worse if no nodes nearby have ever interacted with
that unknown node. Therefore, rater-based methods are not
suitable for the ephemeral nature of vehicular networks.

However, in our proposed ratee-based model, each node
stores its own reputation information recorded during the
past transactions. When interaction happens, the requester
can read trust information from the provider and compute
trust value afterward. Some relationships such as Parental
Object Relationship (POR), Social Object Relationship (SOR),
and Co-Work Object Relationship (CWOR) defined by SIoV
[2] will be used in our system for trust evaluation.

The rest of the paper is organized as follows. Section 2
introduces the related work about Social Internet of Vehicles
and reputation mechanisms in VANETs. Section 4 describes
the details of our system. In Section 5, we demonstrate the
evaluation results of our system experimentally. We conclude
in Section 6 and point out the directions for future work.

2. Related Work

Our model is based on SIoV [2]. In this section, we will
describe state of the art in Social Internet of Vehicles and
reputation mechanisms in VANETs.

2.1. The Social Internet of Vehicles. With the development of
IoT technology, more and more smart objects are emerging
in our daily life. In the last few years, the idea of integrating
social networking theories into IoT to allow objects to estab-
lish social relationships autonomously has drawn researchers’
attention. The novel concept of “Social Internet of Things” is
firstly defined in [9], which is based on the notion of social
relationships among objects.

The establishment of relationships among objects in
vehicular networks is simpler because of fewer types of
objects. In [2], the concept of SIoT is extended to the IoV,
which results in a novel paradigm called Social Internet of
Vehicles (SIoV). This concept introduces a social network of
intelligent vehicles, where vehicles can establish social rela-
tionships and exchange information to improve the driving
experience and provide various services to the users.

In SIoV, the mobile nodes are vehicles equipped with
an On-Board Unit (OBU), and the static nodes are road-
side units (RSUs). The communication between vehicles is
called Vehicle-to-Vehicle (V2V) communication. The com-
munication between vehicles and RSUs is called Vehicle-
to-Infrastructure (V2I) communication [10]. Besides, the
vehicles and the RSUs are assumed to be able to connect
to the Internet by using mobile cellular systems. In [8], the
architecture of SIoV is described as three layers (Figure 1):
physical layer, cyber layer, and social layer. Physical layer con-
sists of physical entities (vehicleswithOBUs andRSUs). Every
physical entity has its corresponding twin cyber entity which
is described in the cyber layer.The social layer can be consid-
ered as an overlayer of VANETs, and, based on [6], three typi-
cal types of social relationships in SIoV are defined as follows.

(1) Parental Object Relationship (POR): POR describes
relationships that vehicles belong to the same man-
ufacturer. These relationships can help users find
available information about the status of a vehicle or
solve problems which had happened to others before.

(2) Social Object Relationship (SOR): SOR describes
relationships that vehicles come into contact with
each other through V2V communication. SORs are
themost common relationships in SIoV. For example,
after the first interaction, two nodes will establish an
SOR relationship, and the trust will accumulate as the
number of interactions between the two nodes grows.

(3) Co-Work Object Relationship (CWOR): CWOR des-
cribes relationships between vehicles and RSUs. RSUs
can contact with vehicles when they are within the
scope. So CWORs can help provide traffic informa-
tion or guide the drivers to their destinations in less
congested routes.

The benefits of establishing these relationships are impor-
tant in SIoV, which is the core idea in our trust model.
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Figure 1: Abstract architecture of Social Internet of Vehicles (SIoV).

Nitti et al. [7] propose two trustworthiness management
models (the subjective model and the objective model),
which is the first trust model for SIoT.The objective model is
derived from P2P communication networks. The trust value
of each node is stored and retrieved in a distributed hash table
to realize global sharing.The subjectivemodel is derived from
social networks, with each node computing the trust values
of its friends based on its own experience and the opinion of
its friends. Both of the two models are not beneficial to be
applied in SIoV directly, because of the ephemeral nature of
vehicular networks. To apply trust management in SIoV, we
propose a novel ratee-basedmethod which will be detailed in
Section 4.

2.2. Trust Management in VANETs. The study of trust man-
agement in MANETs has reached maturity in the last decade
[11–13], and the main purpose of applying trust management
in MANETs is to encourage node cooperation and punish
selfishness. The estimation of trust values usually relies on
two sorts of observations of node behaviors which are first-
hand observation and second-hand observation [14]. First-
hand observation is the observation about the node’s direct
experience. It can be collected either passively or actively.
While second-hand observation is the observation about
other nodes’ indirect opinions. It is generally obtained by
exchanging first-hand observations with other nodes in the
network. First-hand and second-hand observation will be
assigned different weights according to different scenarios
when evaluating trust values.

However, as one of the specific applications in MANETs,
VANETs bring new challenges to trust evaluation. Compared
toMANETs, VANETs are ephemeral, short-duration wireless
networks. The size of VANETs is larger, which may contain
millions of vehicles. So the network traffic could be high in
the dense area. The topology of VANET is dynamic since
nodes contact with each other at high speed. In [15], the
authors propose a list of desired properties that effective trust

management should incorporate for VANETs, some of which
are important but not carefully concerned:

(1) Decentralized trust establishment: trust establish-
ment should be fully decentralized due to the highly
dynamic and distributed environment of VANETs.

(2) Coping with sparsity: in VANETs, there is no guar-
antee that one node will possibly interact with other
nodes more than once. Even though the direct inter-
action between two nodes might happen just once, it
is important that the trustmodels should still take any
data available into consideration as much as possible.

(3) Being scalable: scalability is an important property in
trust management in VANET environments, because
in urban areas the network can be expanded very
large, which results in high network traffic. So nodes
have to interact with only a few number of other
nodes. An efficient trust management system should
ensure that number is set to a small value to account
for scalability.

(4) Being sensitive to privacy concerns: privacy is a
significant concern in VANETs. It is a potential threat
that private information is exposed in the public.
Furthermore, people may feel uncomfortable seeing
others rate them with low trust values. Hence, some
pseudonym mechanism is necessary for VANETs.

(5) Robustness: detecting malicious nodes is one of the
main tasks of trust management. However, trust
management itself may be targeted by some com-
mon attacks such as Sybil attack, newcomer attack,
and bad-mouthing attack. Therefore, there should be
defense strategy to maintain the robustness of the
system.

Only a few trust models have been proposed for trust
information sharing in vehicular networks. The state-of-the-
art researches on trust models in vehicular networks have
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mainly focused on three categories: entity-oriented, data-
oriented, and combined trust. Entity-oriented trust models
focus on the modeling of the trustworthiness of nodes,
and the messages must be authenticated to prevent external
attackers. Data-oriented trust models aim to assess the cred-
ibility of the reported data. Combined trust models make
efficient use of both entity and data trust for authentication
of nodes and evaluation of trust [16].

Huang et al. [17] presented a novel trust architecture
named Situation-Aware Trust (SAT) to address the trustman-
agement issues. SAT focuses on some specific application sit-
uations: an event that affects a particular region with immed-
iate processing needs, or a service that has a clear organiza-
tional boundary for its users. They also considered the social
network as an overlay layer on top of the vehicular commu-
nication networks to help reduce the latency of establishing
trust and keys. But SAT lacks incentive mechanisms to make
selfish nodes cooperate.

In [18], an attack-resistant trust management scheme
(named ART) was proposed for VANETs. The authors
claimed that their ART can detect and resist malicious attacks
such as simple attack, bad-mouth attack, and zigzag attack.
They also evaluated the trustworthiness of both data and
mobile nodes in VANETs. In the ART scheme, the traffic data
from VANETs is collected and used to evaluate the trustwor-
thiness of data and nodes. In addition, the trustworthiness of
nodes consists of function trust and recommendation trust,
which indicate how likely a node can fulfill its functionality
and how trustworthy the recommendations from a node for
others will be, respectively. The disadvantage of ART is that
data collection and analysis process are time-consuming, and
the centralized evaluation is not suitable for the distributed
architecture of vehicular networks.

Minhas et al. [19] introduced a multifaceted framework
to facilitate the effective interaction in VANETs. Their trust
models considered various dimensions and combined these
elements effectively to assist agents in making transportation
decisions. To increase the accuracy of the trust model, the
authors also introduced two elements to the proposedmodel:
distinguishing direct and indirect reports and employing a
penalty for malicious reports. A possible drawback of this
model is that, inVANET environment, the time is not enough
for two agents to establish a trust relationship between them.

Most of the existing trustmanagementmethods for vehic-
ular networks are rater-based methods, where each node
stores trust information about the nodes it has interacted
with. In vehicular networks, it should not be expected that a
node would possibly interact with the same node more than
once, so it is difficult for a node to ask for recommendation
information. Moreover, some of them introduced social
network concept into their models, but the effect was not
reflected. In this paper, we aim to propose a ratee-based trust
model based on SIoV to cope with these problems.

3. Problem and Threat Model

3.1. Problem Definition. The purpose of this study is to
provide a new scheme of trustmanagement for IoV by storing
the trust evidence in the ratee locally. In RTM, the rater can

get recommendations directly from the ratee rather than a
group of recommenders, which is cost-efficient.

We formalize the problem of designing a Ratee-based
Trust Management system for IoV as follows. Let there be a
set of nodes which is represented as 𝑂 = {𝑜1, . . . , 𝑜𝑖, . . . , 𝑜𝑚}
with cardinality 𝑚, which includes both OBUs and RSUs,
because RSUs can be considered as static nodes with high
credibility. The vehicular network is described by an undi-
rected graph 𝐺 = {𝑂, 𝐸}, where 𝐸 ⊆ {𝑂 × 𝑂} is the set of
edges, each of which represents a social relationship between
the set of nodes. Let 𝑆𝑖 = {𝑜𝑗 ∈ 𝑂 : 𝑜𝑖, 𝑜𝑗 ∈ 𝐸} be the set
of nodes that has a relationship with 𝑜𝑖 and 𝑄𝑖𝑗 = {𝑜𝑘 ∈ 𝑂 :
𝑜𝑘 ∈ 𝑆𝑖 ∩ 𝑆𝑗} be the set of common friends between 𝑜𝑖 and 𝑜𝑗.
Let 𝑃𝑖 = {𝑝𝑖1, . . . , 𝑝

𝑖
𝑗, . . . , 𝑝

𝑖
𝑛} ⊆ 𝑂 represent the set of objects

from whom 𝑜𝑖 received trust evidence, and the cardinality is
𝑛.

In our system, OBUs and RSUs are both connected to
the Internet. We assume a secure channel between vehicular
nodes and servers, so that the trust evidence and identity
information would not be intercepted or tampered with. The
duration of peer-to-peer communication is short; it is difficult
for attackers to intercept or modify messages. Hence, the
MITM (Man-in-the-Middle) attack is out of concern. Our
trust management system also requires a registry. Vehicular
nodes must go through an enrollment process before joining
the network. Each node generates a pair of keys using
asymmetric cryptography. The public key is submitted to the
registry for authentication, while the private key is stored
locally for digital signature.

3.2. Threat Model. Trust management system itself is easily
targeted by attackers, even if we have assumed that the
communication channel is secure. Here we discuss some
classic attacks toward trust management systems and our
protection.

(i) Slandering attack or bad-mouthing attack, first
described by Hoffman et al. [20], is perhaps the
most straightforward attack to reputation systems.
Attackers deframe good nodes by giving dishonest
rating. In our system, each node only keeps the latest
trust evidence given by the same node, which can
reduce the impact of slandering attack.

(ii) Sybil attack is an attack that can be harmful to all peer-
to-peer networks [21]. By performing Sybil attack,
attackers “legally” create more than a single identity
and therefore they can switch between different IDs
to hide their malicious behaviors. To prevent this
attack, our systemhas strict registrationmanagement.
According to the unique feature of each vehicle,
they can only have one identity to join the net-
work.

(iii) On-off attack is to act erratically. Attackers switch
between normal mode and attack mode continuously
in order to not be detected. In our system, all the trust
evidence is recorded in the ratee and cryptographical
mechanisms can keep the integrity and reliability.
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Figure 2: Overall scheme of Ratee-based Trust Management sys-
tem.

4. System Model

Different from traditional vehicular trust models, RTM is
ratee-based, where each node stores a limited amount of
information about howmuch other users trust them, which is
to adapt the ephemeral nature of VANETs. RTM is based on
SIoV [2], where nodes are capable of establishing social rela-
tionships in an autonomous way with respect to their owners.
We assume that Service discovery in SIoV architecture can
give the requester a list of nodes that can provide the demand-
ing service, sowe only focus on the trustmanagement part. In
this section, we will provide the overall architecture of RTM
and describe how the trust management works.

4.1. Architecture. TheRatee-basedTrustManagement (RMT)
system is composed of four components: CA server, Cookies,
Relationship Management, and Local Trust Management. The
schematic diagram of the RTM architecture is depicted in
Figure 2. The major procedure of one transaction can be
described as follows.

For example, vehicle B is asking for congestion informa-
tion, and vehicle A is willing to provide the information. To
show its trustiness, A sends its Cookies which accumulate
during past interactions along with the congestion informa-
tion to B. Note that Cookie here is different from the cookie
in HTTP that is to identify users. It is a feedback about a
transaction generated by the requester and is used to evaluate
trust value to the service provider. After receiving theCookies
and congestion information, B first checks if the Cookies are
signed by CA. If so, it computes trust value with theseCookies
to decide whether to trust A or not. If A can be trusted, then
the congestion information will be sent to the application,
and after that, a Cookie which contains a feedback about this
transaction will be generated and sent to the CA Server with
a sign from B through the Internet. Then after being verified
and signed by CA, the Cookie will be sent to A when A
connects to the Internet. The details of each component are
described as follows:

(1) CA server: the main problem of storing a node’s own
reputation information locally is that the reputation

information can be easily modified or deleted by the
owner. So the basic idea of applying CA is to prevent
nodes from tampering with their reputation infor-
mation, that is, Cookies. Only a Cookie with a sign
from CA is valid. Before joining the network, users
should register their vehicles to theCA server through
the Internet. Users should also provide their public
keys (generated on their vehicles’ unique identities)
to the CA for identification, and in turn, users will
receive a public key of CA. We assume that CA is
attack-resistant by applying IDS and access control
technology.

(2) Cookies: the Cookie is defined as trust information
in our model. It contains the feedback value of the
transaction and other information. Details are shown
in Table 1. The feedback value can be expressed either
in a binary way (i.e., the node is rated 1 if it is
satisfied with the service and 0 otherwise) or in a
continuous range [0, 1] to evaluate different levels
of quality. Relationship is also an important attribute
when evaluating trust. According to the relationship
between the rater and the ratee (SOR, POR, or
CWOR), the feedback value will be assigned differ-
ent weights. Nodes extract useful information from
Cookies to evaluate trust values toward others.Cookies
are generated toward service provider and sent to the
service provider as their credibility information.They
are also stored locally in case that they may contact
with the same node in the future so that they can be
used as direct evidence.

(3) Relationship Management (RM): RM is module first
proposed in [6]. A node’s relationships with other
nodes are recorded in Relationship Management.
RM aims to automatically establish relationships with
another node it contacts with. For example, if the
vehicle B is produced by the same manufacturer as
vehicle A, the Relationship Management of A will
establish a POR with B and record this relationship
in local storage. When new Cookies come, RM will
establish the relationship shared between the ratee
and the rater by looking up local relationship list.

(4) Local Trust Management (LTM): in RTM, the trust
information is stored in the ratee’s local storage. How-
ever, to show its credibility, the ratee has to deliver its
Cookies to the rater to calculate the trustworthiness in
the rater’s LTM. If the rater has never interacted with
the ratee, the trustworthiness only relies on the ratee’s
Cookies. If the rater has stored the Cookies generated
during past interactions with the ratee, the LTM of
the rater has to first calculate the trustworthiness
using the rater’s Cookies as direct experience and then
calculate the trustworthiness using the ratee’s Cookies
as indirect opinion. In the end, the weighted sum of
the direct experience and the indirect opinion will be
the final trust value of the ratee.

4.2. Trust Validation. In a Ratee-based Trust Management
system, the primary issue is that when the ratee manages its
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Table 1: Attributes of Cookies.

Rater ID Unique identity of the rater
Ratee ID Unique identity of the ratee

Relationship The relationship between the rater and the
ratee

Time
When the Cookie is generated and when the
Cookie will become invalid over a certain
period of time

Transaction
number

The number of transactions between two
nodes

Feedback value The quality of the transaction

own reputation, it is very easy for the ratee to lie ormanipulate
the evidence. In this case, if cookies are signed by the CA and
stored by the ratee, any time vehicle B wants to evaluate the
trustworthiness of vehicle A, B can request A’s signed cookies,
andA can share only those with positive feedback. To address
this issue, we introduce asymmetric cryptography to prevent
the trust information from being modified or deleted.

The trust information of a ratee (take vehicle A as an
example) can be considered as a set of Cookies accumulated
during past interactions. Whenever a single Cookie of the
interaction between A and the rater (take vehicle B as an
example) is generated, it will be uploaded to the CA server
and included into the Cookie set of vehicle A according to
vehicle A’s ID. At the same time, any Cookie that exceeds the
time limit will be excluded.

If vehicle A connects the Internet, the Cookie set will be
updated by replacing the whole set with that from the CA
server. To ensure the integrality of theCookie set, the digest of
the set is calculated and signed by the CA server. Therefore,
vehicle B can validate the whole set of Cookies of vehicle A
by using the CA’s public key and checking the digest. If any
deceit behavior comes to light, vehicle A will be added to
the blacklist of vehicle B and reported to the CA; then the
message will be spread to the whole network.

4.3. Trust Model. There are some sociologic and anthropo-
logical studies proving that a large number of individuals
tied to social relationships can provide far more accurate
answers to complex problems than a single individual [22].
In IoV scenario, a significant number of objects move with
high mobility, which produces a large amount of data so that
every node in the network can benefit from the discovery
of services. SIoV allows vehicles and RSUs create their own
relationships with respect to their owners and use these
relationships to look for demanding services. In SIoV, three
typical relationships are defined: Parental Object Relationship
(POR), Social Object Relationship (SOR), andCo-Work Object
Relationship (CWOR), which has been described in [2]. Our
trust model is similar to the subjective model proposed
by Nitti et al. [7] for SIoT. But their subjective model is
not suitable to be applied in SIoV directly. In our trust
model, we change the storage from rater-based to ratee-based
and modify some factors to adjust the ephemeral nature
of vehicular networks. We identify four major factors to
estimate trust value described as follows:

Table 2: Parameters for different relationships.

Social Object Relationship (SOR) 0.5
Parental Object Relationship (POR) 0.6
Co-Work Object Relationship (CWOR) 0.8

(1) Cookies number: the number of Cookies received by
node 𝑜𝑖, indicated by 𝑁𝑖. In addition, a node 𝑜𝑖 is not
allowed to receive more than one Cookie from node
𝑜𝑗, so it will keep the latestCookie delivered by 𝑜𝑗.This
can prevent𝑁𝑖 from unlimited growth, and higher𝑁𝑖
means more credible node 𝑜𝑖.

(2) Relationship factor 𝑅𝑖𝑗: 𝑅𝑖𝑗 indicates a measure of
the relationship between node 𝑜𝑖 and node 𝑜𝑗, which
is a unique characteristic of the SIoT. This factor is
related to the relationship value and the number of
interactions between two nodes. We sign different
values to each relationship, respectively, as shown in
Table 2.The basic idea of Relationship Factor is that as
interaction number grows, the closer friends aremore
reliable. So we define that 𝑅𝑖𝑗 is calculated as follows:

𝑅𝑖𝑗 = − 1
𝑒𝜀×𝑁interaction

+ 1, (1)

where 𝜀 is the relationship value according to Table 2
and 𝑁interaction is interaction number between 𝑜𝑖 and
𝑜𝑗. As interaction number grows, the value of 𝑅𝑖𝑗 will
infinitely approach 1 and the growth rate will become
slower.

(3) Object type: in ourmodel, we only consider two types
of objects, OBUs and RSUs. Compared with OBUs,
RSUs are static and the quantity is smaller. Further-
more, it is assumed that RSUs are more credible than
OBUs, because of the general idea that RSUs are under
strict control. So we assign different weights to OBUs
and RSUs as 0.5 and 0.8, respectively, when counting
trust.

(4) Centrality: the Centrality (Central𝑖𝑗) of node 𝑜𝑖 rep-
resents how much node 𝑜𝑗 is central to node 𝑜𝑖.
This factor helps prevent malicious nodes that build
up many relationships to raise their trust value. The
definition of Central𝑖𝑗 is as follows:

Central𝑖𝑗 =
𝑄𝑖𝑗


(𝑆𝑖 − 1)

. (2)

The general idea is that if two nodes have few friends
in common, the impact of 𝑜𝑗 to 𝑜𝑖 is little, even though
𝑜𝑗 has a lot of friends.

4.4. Ratee-Based Trust Management. Different from most
existing trust models, our model is ratee-based, where trust
information about the quality of a transaction (Cookies) from
the rater is stored in both the local storage of the ratee and
the rater. This happens to cope with sparsity because Cookies
from others are easy to accumulate. If the rater has never
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interacted with the ratee, the trustworthiness only relies on
the ratee’s Cookies (direct experience). If the rater has stored
the Cookies generated during past interactions with the ratee,
the rater has to first compute the trustworthiness using the
rater’s Cookies as direct experience and then compute the
trustworthiness using the ratee’s Cookies as indirect opinion.
In the end, the weighted sum of the direct experience and the
indirect opinionwill be the final trust value of the ratee.When
an interaction between nodes 𝑜𝑖 and 𝑜𝑗 happens, for example,
𝑜𝑖 is the requester and 𝑜𝑗 is the provider, 𝑜𝑗 delivers the set of
Cookies to 𝑜𝑖 to show its credibility. The trustworthiness of 𝑜𝑖
toward 𝑜𝑗 (𝑇𝑖𝑗) is computed as follows:

𝑇𝑖𝑗 = (1 − 𝛼 − 𝛽)Central𝑖𝑗 + 𝛼𝜑dir
𝑖𝑗 + 𝛽𝜙ind

𝑖𝑗 , (3)

where 𝜑dir
𝑖𝑗 and 𝜙ind

𝑖𝑗 are direct experience toward the provider
and indirect opinion from others, respectively, and 𝛼 and 𝛽
are the weights assigned to 𝜑dir

𝑖𝑗 and 𝛽𝜙ind
𝑖𝑗 , respectively. The

computation of 𝜑dir
𝑖𝑗 is based on the Cookies that are sent to

𝑜𝑗 as feedback and are stored in 𝑜𝑖 locally. We assume that the
set ofCookies are valid (whichmeans they are within a certain
period of time), and 𝜑dir

𝑖𝑗 is computed as follows:

𝜑dir
𝑖𝑗 = log (𝑛 + 1)

1 + log (𝑛 + 1)
×
𝑛

∑
𝑘=1

𝑓𝑘𝑖𝑗 +
𝑅𝑖𝑗

1 + log (𝑛 + 1)
, (4)

where 𝑓𝑘𝑖𝑗 represents the 𝑘th feedback value from 𝑜𝑖 to 𝑜𝑗. The
algorithm for direct trust is shown in Algorithm 1.

Indirect trust 𝜙ind
𝑖𝑗 is computed based on the Cookies

received from 𝑜𝑗. The raters of each Cookie can be regarded
as recommenders to 𝑜𝑖. So the direct trust value from 𝑜𝑖
toward each recommender should be firstly calculated as
Algorithm 1. Secondly, the direct trust value from recom-
menders toward 𝑜𝑗 is computed, but the algorithm is not
the same as Algorithm 1, because the relationship between
recommenders and 𝑜𝑗 should not be considered in case of the
bias of close friends. 𝜙ind

𝑖𝑗 is computed as follows:

𝜙ind
𝑖𝑗 =

∑𝑛𝑘=1 (𝜑
dir
𝑘𝑗 )

∑𝑛𝑘=1 (𝜑dir
𝑖𝑘

)
. (5)

The algorithm for indirect trust is shown in Algorithm 2.
Parameters 𝛼 and 𝛽 aim to tune the tradeoff between

direct experience and indirect opinion when counting 𝑇𝑖𝑗.
In our model, we allow the weight ratios 𝛼 and 𝛽 to be
adjusted dynamically by users in response to changing net-
work conditions.

4.5. Cost Analysis. Trust management comes at the expenses
of an increase in the network traffic and computational
burden caused by the exchange of feedback information and
the evaluation of trustworthiness, respectively. In RTM, a
node evaluates its trust toward other nodes upon interacting
with another node. Each node always keeps its Cookies
updated by storing the latest Cookie delivered by another
node and invalidating other Cookies sent by the same node.

Therefore, the storage cost per node is𝑂(𝑁V) where𝑁V is the
number of vehicles in an urban area.

The evaluation of trust consists of the evaluation of
direct experience and indirect opinion. The evaluation of
direct experience only uses the Cookies stored locally, so the
computation time of each transaction costs𝑂(𝑁cl)where𝑁cl
is the number of the local Cookies. As for the evaluation of
indirect opinion, the trust toward the recommender and the
recommender toward the ratee should be calculated at each
iteration, so the computation time of each transaction costs
𝑂(𝑁2cr) where cr is the number of the received Cookies. In
practice𝑁cl and𝑁cr are smaller than𝑁V because a node leaves
no more than one Cookie in another node.

4.6. Privacy. Privacy is an important concern in vehicular
networks. In this scenario, the transactions of service infor-
mationmay reveal a vehicle owner’s identity, whichmay allow
a possibly malicious party to cause damage to the owner.

The need for privacy in RTM is that the Cookies should
not allow for their sender to be identified, and two or more
Cookies generated by the same node should be difficult to link
to each other. During the last decade,many pseudonym-based
mechanisms have been proposed to enhance the privacy and
security of the VANETs. Calandriello et al. [23] propose an
efficient and robust pseudonymous mechanism for VANETs,
which can be applied in our trust system to protect users’
privacy. In the proposed mechanism, it is assumed that each
node has a long-term, unique identity and cryptographic keys
associated with their long-term identities, managed by the
CAwhich is the same as the CAdescribed in Section 4.1. Each
node generates its own pseudonyms, and at each transaction,
it switches to a new signing key and the corresponding public
key, every 𝜋 seconds. Only messages signed with the same
public key can be linked to each other. This is the core
idea behind pseudonym schemes, and the authors propose
a number of optimizations to reduce the higher transmission
andprocessing cost caused by self-generation of pseudonyms.

5. Experimental Evaluation

In this section, the performance of the proposedRTMscheme
is evaluated and the experimental results are presented with
a detailed analysis.

5.1. Simulation Setup. Due to the dearth of platforms avail-
able for simulating trust management in vehicular networks,
we built a V2V/V2I trust simulator as an extension to
the open source VANET simulator called VANETsim [24].
VANETsim aims to investigate application-level privacy and
security implications in vehicular communications. It has an
interface to import maps from the OpenStreetMap project
[25], so the simulation of traffic on real road networks
is supported. The map we choose in our experiment is
Berlin city, and the screenshot of the scenario is shown in
Figure 3, where 1000 vehicles and 100 RSUs are simulated
and shown as black dots and green dots, respectively. The
vehicles are generated randomly with the properties listed
in Table 3, and RSUs are distributed evenly beside the lanes.
Parameters 𝛼 and 𝛽 are set to 0.8 and 0.2, respectively, against
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Input: the set of Cookies 𝐶𝑖, the number of Cookies 𝑛,
relationship value 𝜀𝑖𝑗

Output: direct trust value 𝜑dir
𝑖𝑗

(1) 𝜑dir
𝑖𝑗 = 0;

(2) sumFeedback = 0;
(3) 𝑅𝑖𝑗 = −1/𝑒𝜀𝑖𝑗×𝑛 + 1;
(4) for 𝑗 ← 1 to 𝑛 do
(5) sumFeedback+ = 𝐶𝑖𝑗 ⋅ feedbackValue;
(6) 𝜑dir
𝑖𝑗 = log(𝑛 + 1)/(1 + log(𝑛 + 1)) × sumFeedback + 𝑅𝑖𝑗/(1 + log(𝑛 + 1));

Algorithm 1: Direct trust algorithm.

Input: the set of Cookies 𝐶𝑗, the number of Cookies 𝑛,
relationship value 𝜀, relation list 𝐿 𝑖 of 𝑜𝑖

Output: indirect trust value 𝜙indir
𝑖𝑗

(1) 𝜙indir
𝑖𝑗 = 0;

(2) sumTrust𝑖𝑘 = 0;
(3) sumTrust𝑘𝑗 = 0;
(4) sumFeedback𝑘𝑗 = 0;
(5) for 𝑖 ← 1 to 𝑛 do
(6) define 𝑘 is the rater of 𝐶𝑗𝑖 ;
(7) if 𝐶𝑗𝑖 ⋅ raterID in 𝐿 𝑖 then
(8) compute 𝜑dir

𝑖𝑘 as Algorithm 1;
(9) else
(10) assign a certain value to 𝜑dir

𝑖𝑘

(11) sumTrust𝑖𝑘+ = 𝜑dir
𝑖𝑘 ;

(12) sumFeedback𝑘𝑗+ = 𝐶𝑗𝑖 ⋅ feedbackValue;
(13) sumTrust𝑘𝑗 = (log(𝑛 + 1) × sumFeedback𝑘𝑗)/(1 + log(𝑛 + 1));
(14) 𝜙indir

𝑖𝑗 = sumTrust𝑘𝑗/sumTrust𝑖𝑘;

Algorithm 2: Indirect trust algorithm.

Table 3: Properties of vehicles.

Min. speed, km/h 100
Max. speed, km/h 200
Acceleration rate, cm/s2 300
Braking rate, cm/s2 800
Communication range, m 100
Vehicle length, cm 600
Communication interval, ms 1000

bad-mouthing attack. At the start of the simulation, 100 of the
vehicles are randomly selected to have a certain relationship
with each other. Because of the limit of the platform, CA
server is not considered in our simulation, so the experiment
is based on the belief that the Cookies will not be tampered.

5.2. Performance Matrices. The main advantage of RTM
is the capability with sparsity. Because of the distributed
storage of Cookies, every piece of interaction information
can be used as trust element to estimate trustworthiness.
New comers can instantly get services from the network and

30m

Figure 3: The simulation of the scenario of Berlin city with 1000
vehicles and 100 RSUs.

establish trust with the provider based on their Cookies. We
run several simulations to evaluate our system compared
with the rater-based trust management, and detailed results
and analysis regarding interaction growth, success rate, and
system computation time will be presented.

5.2.1. Transaction Number Growth. In the simulation, we
record the number of interactions between vehicles for 10
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hours, and the interaction growth in each hour of both
methods is calculated. The results are depicted in Figure 4.
In the first hour, the increase of transaction number of both
methods is slow and rater-based method is slower. This
is because, in the initial state of the network, few nodes
are related and the interaction information needs time to
accumulate to estimate trust. During the rest of the time, the
transaction number of ratee-based method grows fast and
peaks at more than 2000 transactions in the 4th hour, while
merely less than 400 transactions’ growth is observed in the
rater-based method. It is after the 7th hour that the growth of
the rater-based method began to accelerate, but the number
is still about 500 less than that of the ratee-based method.

Experimental results illustrate that, in ratee-based
method, every Cookie can be used to estimate trust instantly
after generation. With more interactions, the accumulation
of Cookies will accelerate. In contrast, rater-based method
cannot guarantee that every piece of information produced in
interactions will be used in the next time, so the interaction
number grows slower than the ratee-based method. After a
period of time, the growth of transaction number will fluc-
tuate in a balanced state.

5.2.2. Transaction Success Rate. We define the malicious
nodes as nodes that provide misleading information when
providing services and inaccurate feedbackCookieswhen rat-
ing services. In this experiment, the percentage of malicious
nodes (denoted by mp) is set to 10%, 20%, 30%, and 40%,
respectively. The purpose of this experiment is to analyze
how transaction success rate of ourmethod grows at different
malicious scenarios. Figure 5 shows the results.

Experimental results demonstrate that the ratee-based
method has a faster convergence and a higher success rate
after convergence. In Figure 5(a), whenmp = 10% the time of
convergence of the ratee-based method is only half an hour,
while in the rater-based method, the time is more than 6
hours. We note that as mp grows, the success rate of both

ratee-based and rater-based methods decreases since the
estimation of trust value is profoundly influenced by mali-
cious feedback. Furthermore, the ratee-basedmethod ismore
sensitive to malicious nodes, because when a good node gets
enough feedback from malicious nodes, it is difficult for the
node to getmoreCookies fromothers to recover its reputation
until bad Cookies expire.

5.2.3. System Computation Time. The system computation
time includes cookie validation time and trustworthiness
calculation time. The CA server is not needed in real time,
so the vehicle-CA interaction time is not considered. In
this experiment, CanaKit Raspberry PI 3 is used to simulate
the vehicle. This Raspberry PI 3 contains an ARMv8 quad-
core Cortex-A53 CPU with 1.2 GHz processing speed and
1GB RAM. It also has built-in Bluetooth and Wi-Fi ports
for wireless communication. The validation program and
trustworthiness computation algorithms are implemented by
python 2.7. Each Cookie is about 10 bytes, and we test the
number of Cookies from 10 to 100.

Figure 6 demonstrates the computation time under differ-
ent number of Cookies. The main focus is to understand how
long it will take to validate Cookies and compute trustwor-
thiness. We found a linear relationship for computation time
by instrumenting the number of Cookies and the time cost.
Notably, the total computation time is still less than 0.1 s when
the Cookie number reaches 100, which meets the demand of
vehicular networks.

6. Conclusions

In this paper, we focus on the trust issue in the social IoV by
proposing a Ratee-based Trust Management (RTM) system,
where each node stores its own reputation information rated
by others during past transactions. In RTM, each node
estimates the service provider’s trust value based on the social
relationship with the provider and the provider’s Cookies,
which are generated during past interactions. By establishing
the social relationship shared between the requester and the
provider, the trustworthiness of the provider ismore accurate.
To prevent the trust information from being modified or
deleted by the ratee, we introduce the CA server and public-
key cryptography. Every trust evidence (Cookie) of each
vehicle will be packed up and signed by the CA, and the new
Cookie set will replace all the Cookies in the vehicle when it
connects to the CA. Additionally, we evaluated the perfor-
mance of our system by implementing a trust simulator as an
extension to an open source VANET simulator. Experimental
results demonstrate that, compared with the rater-based
method, the proposed ratee-based method has a faster con-
vergence and higher transaction success rate. We also used
Raspberry PIs tomeasure computation timewhen calculating
trustworthiness, and the result showed a linear relationship
between the time cost and the number of Cookies.

As for futurework, our proposed scheme can be enhanced
by introducing intrusion detect technologies to prevent the
network from external attacks. Also, the privacy issue in a
Ratee-based Trust Management system remains to be well
investigated in the future.
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This paper aims to improve security performance of data transmission with a mobile eavesdropper in a wireless network.
The instantaneous channel state information (CSI) of the mobile eavesdropper is unknown to legitimate users during the
communication process. Different from existing work, we intend to reduce power consumption of friendly jamming signals.
Motivated by the goal, this work presents a location-based prediction scheme to predict where the eavesdropper will be later and
to decide whether a friendly jamming measure should be selected against the eavesdropper. The legitimate users only take the
measure when the prediction result shows that there will be a risk during data transmission. According to the proposed method,
system power can be saved to a large degree. Particularly, we first derive the expression of the secrecy outage probability and set a
secrecy performance target. After providing a Markov mobile model of an eavesdropper, we design a prediction scheme to predict
its location, so as to decide whether to employ cooperative jamming or not, and then design a power allocation scheme and a fast
suboptimal helper selection method to achieve targeted and efficient cooperative jamming. Finally, numerical simulation results
demonstrate the effectiveness of the proposed schemes.

1. Introduction

As a promising technology, an Internet of Things (IoT)
network offers opportunities to directly transform physical
things into information world without human interventions
[1–3]. It may be composed of billions of low-end devices that
connect everyday objects and surrounding environments.
These devices equipped with various sensors and actuators
can be connected to the Internet via heterogeneous wireless
networks. We can exploit the devices to collect meaningful
and suitable data conveniently to achieve information shar-
ing, computing, and controlling remotely. Obviously, these
data contain sensitive and private information such as social
relationships and financial transactions [4]. As a result, the
security of IoT networks is of critical importance for the wide
deployment and acceptance of big data services in the future.

Due to properties of broadcast communication and signal
superposition in wireless networking scenarios, it is difficult

to shield transmitted signals from unauthorized receivers
as well as protect legitimate receivers from unintended
overlapping of multiple signals. These facts make security
become a vital issue, especially in the openness of the wireless
medium. As a result, many works have been done to meet
security requirements. These works mainly exploit crypto-
graphic techniques at the upper layers of wireless networks
[5–7]. As a complement to the measures at the upper layers,
the idea of physical layer security (PLS) is proposed and
has been widely discussed in recent years. To be specific,
PLS is to exploit channel characteristics to enhance secure
performance of data transmission, which means the inherent
randomness of the noise and communication channels are
used to limit the amount of information to be extracted
by unauthorized receivers [8]. A number of studies in this
field propose to address the problem of either active or
passive attacks inwireless networks [9]. As for passive attacks,
eavesdropping is a well-known security risk in the whole
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communication process.The strategies of antieavesdropping,
asWyner described in his classic wiretap channel model [10],
have recently regained substantial research attention [11–15].

To the best of our knowledge, many studies aiming at
eavesdropping usually design different schemes to ensure
secure transmission according to whether the channel state
information (CSI) of the eavesdropper is known to legitimate
users. For one thing, it is possible to design a targeted and
efficient security scheme when the CSI of the eavesdropper is
known to legitimate users, which means the exact location
of the eavesdropper is known. Because of knowing the
eavesdropper’s CSI, the equation of the secrecy performance
metric can be deduced into a convex optimization problem
that can be solved. For another, however, the design of a
secure scheme becomes challenging if the CSI of the eaves-
dropper is partially or even totally unknown to legitimate
users. The general solution is to guarantee the robust secrecy
performance in the worst case and to design a suboptimal
algorithm. Also, there exist other tactical methods, such as
the artificial noise alignment schemes [16] that do not use
the knowledge of the eavesdroppers channel gains. Among
these schemes, few of them consider a network model with
a mobile eavesdropper, whose CSI is unknown to legitimate
users because of the unexpected movement.

A mobile eavesdropper is like an unexpected risk to
the communication process of legitimate users. Due to the
continuous randommovement in the network all the time, it
is difficult to decide when the eavesdropper will move close
to the legitimate transmitter and start to wiretap information.
This kind of wiretapping exists widely in our real life,
especially mobile social networks. Data transmission among
legitimate users should be kept from information stealing
by an unauthorized passerby. Regarding this issue, many
PLS-based security schemes are designed by transmitting
jamming signals during the whole communication process.
With enough and accurate CSI of an eavesdropper, these
schemes are achievable and effective at the expense of a
large amount of power consumption. Different from these
schemes, we want to deal with this secure issue in a more
practical situation.The legitimate users do not have to act in a
defensive way during the whole communication period.They
only have to take a security measure against the eavesdropper
when they find out the risk of privacy disclosure. Such
behavior can save system power to a great degree.

To address these challenges, we have proposed a novel
risk prediction scheme in our conference paper [17]. This
scheme is aimed at the network model with a mobile
eavesdropper, whose CSI is unknown to the legitimate users.
After studying the mobile eavesdropping model, we analyze
the network model and derive an expression of the secrecy
outage probability as the security metric and set a target
secrecy outage probability for the risk decision in this paper.
Considering the mobile path prediction of the eavesdropper,
next, a Markov chain is exploited to set up a Markov
mobile model of the eavesdropper. According to the mobile
model, we perform the prediction by exploiting the history
movement information of the eavesdropper. After predicting
the location where the eavesdropper will be, we exploit the
prediction results to decide whether the eavesdropper might

be harmful to data transmission later or not. If it will be, the
corresponding security measures will be taken against it, and
the power allocation scheme is designed to achievemaximum
secrecy capacity. At last, this paper also demonstrates the
effectiveness of our scheme via a series of simulations. The
main contributions of this paper can be summarized as
follows:

(i) We propose a Markov chain-based location predic-
tion scheme for a mobile eavesdropper by its history
movement information.

(ii) Based on prediction results, we formulate an opti-
mization problem to allocate power for transmitter
and helper so as to obtain the maximum achievable
secrecy rate after selecting a suitable helper.

(iii) In order to enhance the friendly jamming efficiency of
a helper, we design a fast suboptimal helper selection
algorithm that takes into account both algorithm
complexity and secrecy performance.

The rest of the paper is organized as follows. The related
works are described in Section 2. We present the system
model and derive the expression of the secrecy outage
probability in Section 3, followed by the detailed illustration
of our location prediction-based helper selection scheme in
Section 4. Moreover, the numerical simulation is shown and
analyzed in Section 5. Finally, we conclude this article in
Section 6.

2. Related Work

Jamming is generally treated as an unfavorable factor in
wireless communications [18]. It may overlap with informa-
tion signals, which finally impacts decoding performance.
In spite of the negative side, some studies suggested that
friendly jamming can be used as an effective tool to protect
information signals from malicious adversaries. From the
perspective of the wiretap channel model, perfect secrecy
can be achieved when channel condition of legitimate users
is better than that of eavesdroppers. Accordingly, the basic
idea of friendly jamming strategies is to degrade the wiretap
channel quality of eavesdroppers.

This idea was first introduced in [19]. Negi and Goel
attempted to exploit artificially generated noise to degrade
the eavesdroppers channel but not to affect the information
signals. They discussed the secrecy capacity over the mul-
tiple transmit antennas scenario and the multiple helpers
scenario. Following this work, a number of studies have
been performed. Wang et al. proposed a targeted jamming
scheme against the eavesdropper in [20]. In the work, they
designed an asymptotic power allocation method to solve
an achievable secrecy rate maximization problem. Besides,
they provided a jammer selection method to make a decision
for reducing the abuse rate of jammers. Similarly, Zhang et
al. also investigated secure communications for cooperative
cognitive radio networks in [21]. They studied a joint time
and power allocation scheme to achieve the maximum
secrecy rate for relay-jammer scenario and then presented a
weight and time allocation strategy for cluster-beamforming
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scenario. All these proposed schemes are designed under
the assumption that the eavesdropper channel condition is
known. In that case, the jammer among legitimate users can
make target jamming and optimizing power allocation is
possible to achieve.

Yet, a more practical assumption is the unknown CSI
of eavesdroppers. Obviously, it is more difficult to achieve
target jamming and performance. Some researchers exploited
the secrecy outage probability and 𝜖-outage secrecy capacity
to describe the system secrecy performance. According to
the above two indicators, a series of suboptimal algorithms
were studied. In [22], Li and Ma considered a worst-case
robust secrecy rate maximization problem with incomplete
Eve’s CSI. They presented a suboptimal but safe solution
to an outage-constrained robust secrecy rate maximization
problem. In [23], Jiang et al. derived closed-form expressions
of secrecy indicators for unknown CSI of eavesdroppers.
Also, they developed a joint zero-forcing and successive
interference cancellation method to analyze the individual
secrecy performance for a multiple access wiretap channel. A
friendly cooperative jamming strategy for IoT networks with
imperfect eavesdropper’s CSI was also investigated in [24].
The authors in [24] transformed this challenge into the worst-
case eavesdropper’s CSI and formulated a two-stage robust
optimization problem to find the optimal solution.

Although there still exist numerous studies on the
unknown or imperfect CSI of eavesdroppers [25–27], all of
these only focused on the wiretap by static eavesdroppers.
The more general case is that eavesdroppers may have other
behaviors. For instance, they can still wiretap information
signals when they are in mobile state. In that case, the CSI of
mobile eavesdroppers may be changeable with the changing
location. In this paper, we intend to analyze and predict
the mobility of eavesdroppers. With the mobility prediction,
we can decide whether it may steal the information via
the legitimate channel. In terms of the prediction of the
mobile path, the Markov chain is a good way to realize
it. In [28], Fazio and Marano employed a distributed set
of hidden Markov chains to predict the probable cells that
a mobile node may visit in the future. Besides, [29] also
formulated a Markov-history model for realistic mobility of
nodes in a network. All these studies inspire us to predict the
location (i.e., CSI) of a mobile eavesdropper. According to
this, a power allocation and jammer selection scheme is put
forward. To the best of our knowledge, this work is the first
one to investigate the PHY layer security issue in the mobile
eavesdroppers scenario.

3. System Model

Considering a typical wireless wiretapping network, there
exists a legitimate transceiver pair (called Alice and Bob), an
eavesdropper (Eve), and several helpers, shown in Figure 1.
Each of them in the network is equipped with a single
omnidirectional antenna. Alice sends its message to Bob via
a legitimate channel ℎ𝑎𝑏. At that time, Eve, a random mobile
passive adversary, is likely to come within the area around
Alice to wiretap Alice’s message through a wiretapping
channel ℎ𝑎𝑒. To prevent this wiretapping attack, a helper

Alice

BobEve

“Secrecy outage region”
“Mobile path”

Helper 1 Helper 2

Helper 3

Alice

BobEve

“Secrecy outage regio
Mobile path”

Helplper 3

ℎae ℎab

Figure 1: Description of the network layout.

may be selected to broadcast jamming signals (e.g., artificial
noises) to degrade the reception quality of Eve, which is also
called a friendly jamming strategy.

In this scenario, we define 𝑑𝑎𝑏 as the distance between
Alice and Bob and 𝑑𝑎𝑒 as the distance between Alice and Eve.
The legitimate channel (from Alice to Bob) is denoted by ℎ𝑎𝑏,
and the wiretap channel (between Alice and Eve) is denoted
by ℎ𝑎𝑒. We assume both channels are modeled as Rayleigh
fading channels. Signal to interference plus noise ratio (SINR)
of both legitimate and unauthorized users is decided by path-
loss and fading effects [30]. Then, we can first characterize
channel vectors as follows:

ℎ = 𝐿 ⋅ 𝑓 (𝐺) , (1)

where 𝐿 is the path-loss coefficient and 𝑓(𝐺) is the channel
power fading coefficient. Here, 𝐿 can be characterized by
the path-loss exponent 𝛼 and the distance 𝑑 between two
communicating parties; that is,

𝐿 = 𝑐𝑑𝛼 , (2)

where 𝑐 is the path-loss constant. In addition, 𝑓(𝐺) follows
exponential distribution; that is,

𝑓 (𝐺) = 𝜆𝑒−𝜆𝐺. (3)

Without loss of generality, the coefficient 𝐺 is modeled as a
random variable with unit mean, and hence 𝜆 = 1.

When Alice selects a helper to be the friendly helper to
preserve its privacy transmission to Bob, the received signals
of Bob and Eve are

𝑦𝑎𝑏 = √𝑃𝑠ℎ𝑎𝑏𝑠 + √𝑃𝐽𝜔𝐻𝐽 ℎ𝑗𝑏𝑠 + 𝑛𝑎𝑏,
𝑦𝑎𝑒 = √𝑃𝑠ℎ𝑎𝑒𝑠 + √𝑃𝐽𝜔𝐻𝐽 ℎ𝑗𝑒𝑠 + 𝑛𝑎𝑒, (4)

respectively, where 𝑃𝑠 and 𝑃𝐽 are information signal power
and jamming signal power, respectively.𝜔𝐻𝐽 is the beamform-
ing vector at Alice to transmit the jamming signal, which
is used to eliminate the interference of the jamming signal
at Bob. 𝑛𝑎𝑏 and 𝑛𝑎𝑒 are the additive white Gaussian noise
(AWGN) with zero mean and variance 𝜎2𝑛 at Bob and Eve,
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respectively. The SINR at Bob and at Eve can be, respectively,
presented as

SINR𝑎𝑏 = 𝑃𝑠 ℎ𝑎𝑏2𝜎2𝑛 + 𝑃𝐽𝜔𝐻𝐽 ℎ𝑗𝑏ℎ𝐻𝑗𝑏𝜔𝐽 ,
SINR𝑎𝑒 = 𝑃𝑠 ℎ𝑎𝑒2𝜎2𝑛 + 𝑃𝐽𝜔𝐻𝐽 ℎ𝑒𝑏ℎ𝐻𝑒𝑏𝜔𝐽 .

(5)

Accordingly, the secrecy capacity at Bob can be deduced
as follows, which is defined as the difference between the
mutual information of the legitimate channel and that of the
wiretap channel.

𝐶𝑠 = [𝐼 (𝑠; 𝑦𝑎𝑏) − 𝐼 (𝑠; 𝑦𝑎𝑒)]+= [log2 (1 + SINR𝑎𝑏) − log2 (1 + SINR𝑎𝑒)]+ , (6)

where {𝑧}+ = max[𝑧, 0]. 𝐼(𝑠; 𝑦𝑎𝑏) and 𝐼(𝑠; 𝑦𝑎𝑒) denote the
mutual information of the channels between Alice and Bob
and between Alice and Eve, respectively. Secrecy capacity
is the maximum achievable rate between the legitimate
transmitter and receiver that can guarantee perfect secrecy.
It gives the upper bound of the transmission rate subject to
constraints of unauthorized users. Obviously, the communi-
cation link is secure when 𝐶𝑠 > 0. On the contrary, it has the
risk of information leakage because Eve experiences a better
channel condition than Bob.

However, it is hard for Alice to be aware of the channel
information of Eve, ℎ𝑎𝑒, in a passive eavesdropping mode. As
a result, we can characterize the secrecy outage probability.
It is the probability that the instantaneous secrecy capacity is
less than a target secrecy rate 𝑅𝑠:𝑃out (𝑅𝑠) = 𝑃 (𝐶𝑠 < 𝑅𝑠) . (7)

According to [31], we get the following expression:

𝑃out (𝑅𝑠) = 1 − SINR𝑎𝑏
SINR𝑎𝑏 + 2𝑅𝑠SINR𝑎𝑒 𝑒−(2𝑅𝑠−1)/SINR𝑎𝑏 . (8)

Here, 𝑃out is a function of SINR𝑎𝑏 and SINR𝑎𝑒. Since
SINR is a function of 𝑑 as shown in (1) to (3), we can
deduce that 𝑃out(𝑅𝑠) is a function of 𝑑𝑎𝑏 and 𝑑𝑎𝑒. Taking the
locations of Alice, Bob, and Eve into account, the secrecy
outage regions corresponding to different secrecy outage
probabilities should be calculated.

Since Alice and Bob are communicating with their loca-
tions settled, secrecy outage probabilities of other locations in
the network can be calculated. If we can predict the location
where the randomly moving eavesdropper will be later, we
can calculate the secrecy outage probability of the predicted
location and decide whether it may steal the information
fromAlice or not.With the decision, we can takemeasures to
guarantee security beforehand. The criterion of the decision
is based on specific secure requirements. Here, we set a target
secrecy outage probability 𝛾th to define whether Eve will be
harmful to the communication later. The value of 𝛾th is set
based on actual requirements of users or administrators in

the network. For various network scenarios, this value can
be set variously. When 𝑃out(𝑅𝑠) < 𝛾th, we consider that the
communication is secure. Conversely, when 𝑃out(𝑅𝑠) > 𝛾th,
we consider that the communication is suffering from the
risk of being eavesdropped andwe need to take some security
measures.

4. A Location Prediction-Based Helper
Selection Scheme

In this section, we propose a prediction scheme to predict
where Eve will be in its later movement, so as to decide
whether security measures should be taken against Eve to
guarantee security. As we discussed in Section 2, the Markov
chain shows effectiveness for mobility prediction in such
network scenarios. Hence, we decide to exploit it to achieve
our prediction. We first present a detailed illustration of our
scheme. Then, we introduce the metrics of our scheme.

4.1. The Prediction Scheme. To give a clear illustration of our
scheme, we first introduce some definitions. As we assume
that Eve keeps moving in an area all the time, its mobile
path is continuous. We predict Eve’s location at intervals of
one moment, where one moment is set to be one length of
time. That is to say, the mobile path that we predict is a
discrete one. We consider that the area is composed of an
infinite number of points (locations), and Eve moves from
one location to another from the current moment to the next
moment. This is called one-step movement. For example, we
can define 𝑡−1 as the current moment, 𝑡 as the next moment,
and so on. Because Eve may keep moving randomly in the
area all the time, the history information of its movement
can be of great usefulness to the prediction. We assume that
the historymovement information of Eve is known. Note that
when there is a newly coming eavesdropper that provides no
pattern for mobile path, the prediction scheme is unsuitable.
We just treat it as a threat and make the jammer selection as
the method shown in Sections 4.2 and 4.3.

In the prediction scheme, we first use the Markov chain
to set up a mobile model of Eve, and then try to extract some
characteristics from the statistics of history movement infor-
mation. This is called the transition matrix in the Markov
model. Finally, we calculate and compare the probabilities of
locations at the next moment to decide which location Eve
will move to.

As for setting up aMarkovmobilemodel, it is obvious that
every location in the area can be seen as a state. However, it
is invalid to carry out the prediction scheme in the case of
infinite number of locations as the state space. It inevitably
results in high computation complexity, whichmay cost huge
resources. Thus, to improve the efficiency of our prediction
scheme, we divide the whole area into an𝑀 × 𝑀 gridding,
as shown in Figure 2. We define each grid as a state. When
Eve is moving in the same grid, we consider that it stays at
the same state. The length of every grid is set to be 1, and the
distance between each pair of adjacent grids is set to be 1. And
we assume that the grid is the minimum unit of the area.

To better elaborate the process of modeling, we use a3 × 3 gridding as an example.The example gridding is shown
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Figure 2: The grid division of the network.
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Figure 3: A 3 × 3 example gridding model.

in Figure 3. Here, we number the grids as 𝑐1, 𝑐2, . . . , 𝑐9. The
state space of this Markov model is SPe.g. = {𝑐1, 𝑐2, . . . , 𝑐9}.
And the corresponding transition matrix is a 9 × 9 matrix𝑃e.g., written as

𝑃e.g. =

[[[[[[[[[[[[[[[[[[[[

𝑝11 𝑝12 0 𝑝14 𝑝15 0 0 0 0𝑝21 𝑝22 𝑝23 𝑝24 𝑝25 𝑝26 0 0 00 𝑝32 𝑝33 0 𝑝35 𝑝36 0 0 0𝑝41 𝑝42 0 𝑝44 𝑝45 0 𝑝47 𝑝48 0𝑝51 𝑝52 𝑝53 𝑝54 𝑝55 𝑝56 𝑝57 𝑝58 𝑝590 𝑝62 𝑝63 0 𝑝65 𝑝66 0 𝑝68 𝑝690 0 0 𝑝74 𝑝75 0 𝑝77 𝑝78 00 0 0 𝑝84 𝑝85 𝑝86 𝑝87 𝑝88 𝑝890 0 0 0 𝑝95 𝑝96 0 𝑝98 𝑝99

]]]]]]]]]]]]]]]]]]]]

, (9)

where 𝑝𝑢V (1 ≤ 𝑢 ≤ 9, 1 ≤ V ≤ 9) denotes the transition
probability in the 𝑖th row and the 𝑗th column of the transition
matrix 𝑃e.g., which is the probability that Eve is in grid 𝑐𝑖 the
former moment and chooses to move to grid 𝑐𝑗 the latter
moment. For the one-step movement, Eve can only move
from its current grid to the adjacent grids or stay still (which
means it is moving in the same grid). Thus, some of the

probabilities in the transition matrix are meant to be 0. For
example, if Eve stays in 𝑐1 at the current moment, it can only
be in 𝑐1, 𝑐2, 𝑐4, or 𝑐5 at the next moment and cannot be in𝑐3, 𝑐6, 𝑐7, 𝑐8, or 𝑐9. So, the probabilities 𝑝13, 𝑝16, 𝑝17, 𝑝18, and𝑝19 in the transition matrix 𝑃e.g. are 0.

Now back to the𝑀×𝑀 gridding Markov mobile model,
we are going to discuss how to get the transition matrix of
it. We use 𝑁total to denote the total number of grids, where𝑁total = 𝑀 × 𝑀. Like the example above, the state space of
this𝑀×𝑀 gridding model is SP = {𝑐1, 𝑐2, . . . , 𝑐𝑁total}. And the
corresponding transition matrix is an 𝑁total × 𝑁total matrix.
We use 𝑝𝑖𝑗 (1 ≤ 𝑖 ≤ 𝑁total, 1 ≤ 𝑗 ≤ 𝑁total) to denote the
transition probability in the 𝑖th row and the 𝑗th column of the
transition matrix 𝑃. Every 𝑝𝑖𝑗 can be calculated based on the
statistics of history movement information. We use 𝑁𝑖𝑗 (1 ≤𝑖 ≤ 𝑁total, 1 ≤ 𝑗 ≤ 𝑁total) to denote the total number of times
that Evemoves from grid 𝑐𝑖 to grid 𝑐𝑗 in its movement history;
thus, 𝑝𝑖𝑗 can be expressed as

𝑝𝑖𝑗 = 𝑁𝑖𝑗∑𝑁total𝑗=1 𝑁𝑖𝑗 (1 ≤ 𝑖, 𝑗 ≤ 𝑁total) . (10)

After we get the transition matrix 𝑃, which is also called
the one-step transition matrix, we can further derive the 𝑛-
step transition matrix 𝑃(𝑛). By exploiting 𝐶−𝐾 equation, we
can see that 𝑃 (𝑛) = 𝑃 ⋅ 𝑃 (𝑛 − 1) = 𝑃 (𝑛 − 1) ⋅ 𝑃. (11)

Thus, 𝑃 (𝑛) = 𝑃𝑛. (12)
We consider that the location of Eve at the nextmoment is

related to the historymovement information, that is, the tran-
sition matrix and its states of former 𝑘 steps of movements. It
is obvious that if the moment of the state is nearer to the next
moment, this state may have more influence on Eve’s next
moment movement. And the states of the far past moments
can be negligible. There exists an optimal value of 𝑘 which
can lead to the best prediction performance. We can obtain
the value by simulation experiences. Based on the foregoing
analysis, we decide to use a weighted way to calculate the
probabilities of every location at the next moment; that is,𝑋 (𝑡) = 𝑎1𝑆 (𝑡 − 1) 𝑃 + 𝑎2𝑆 (𝑡 − 2) 𝑃2 + ⋅ ⋅ ⋅+ 𝑎𝑘𝑆 (𝑡 − 𝑘) 𝑃𝑘, (13)

where𝑋(𝑡) is a 1 × 𝑁total matrix, containing the probabilities
of all states. 𝑆(𝑚) (𝑡 − 𝑘 ≤ 𝑚 ≤ 𝑡−1) is a set containing states’
information. It represents the state Eve was at the former𝑚th
moment before the next moment. It is also a 1×𝑁total matrix.
Its value at the first row with the 𝑚th column is 1, while
other values are 0. 𝑎1, 𝑎2, . . . , 𝑎𝑘 are weighted coefficients,
representing different influence degrees that movements at
the former 1st, 2nd, . . ., 𝑘th moment before the next moment
have on the next moment’s movement, respectively. Note that
we consider that the influence degree is a relative value.Thus,
the summation of 𝑎1, 𝑎2, . . . , 𝑎𝑘 is not 1.
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Initialization:𝑆𝑃 = {𝑐1, 𝑐2, . . . , 𝑐𝑁total };𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑡};𝑁𝑖𝑗 (1 ≤ 𝑖 ≤ 𝑁total, 1 ≤ 𝑗 ≤ 𝑁total).(1) Calculate transition probabilities 𝑃𝑖𝑗 by𝑁𝑖𝑗;(2) Calculate 𝑛 step transition matrix (1 ≤ 𝑛 ≤ 𝑘), 𝑃, 𝑃2, . . . , 𝑃𝑘;(3) Calculate the predicted probabilities𝑋(𝑡);(4) Set𝑋V ← 0
(V are sequence numbers of unreachable states);(5) Find (𝑋𝑚𝑎𝑥 = max(𝑋(𝑡)))(6) Calculate 𝑃out(𝑅𝑠) with max;(7) if 𝑃out(𝑅𝑠) > 𝛾th then(8) Take security measures against Eve;(9) else(10) Break;(11) end if(12)Modify𝑁𝑖𝑗 for the next time prediction.

Algorithm 1: The risk prediction rule.

When obtaining𝑋(𝑡), we can compare these probabilities
to decide which state Eve will be at the next moment. As the
previous assumption of Eve’s movement state (move to the
adjacent grids or stay still), we can set the probabilities of
those unreachable states to be 0 and only have to compare
the probabilities of potential states. The state which the
maximumprobability is corresponding to is where Evewill be
at the next moment. Noting that the result is the location we
predict, it may not be the location which Eve actually moves
to at the nextmoment. Every time Eve performs amovement,
we need to count 𝑁𝑖𝑗 again to get the new statistics of the
history movement information and to modify the transition
matrix, so as to get a more accurate prediction result next
time.

Since the location of Eve at the next moment is predicted,
we can use this result to decide whether we should take
measures against Eve. The way is basically mentioned in
Section 3. In particular, we first substitute the predicted
location of Eve to the calculation process of the secrecy
outage probability𝑃out(𝑅𝑠) and then checkwhether𝑃out(𝑅𝑠) is
smaller than the threshold probability 𝛾th. If the answer is yes,
we consider that the communication is secure; else, we take
securitymeasures.Thewhole decision process is summarized
as Algorithm 1.

4.2. Power Allocation for Cooperative Friendly Jamming.
According to the above discussion, Alice may be aware of
the predicted CSI of Eve. Assuming that the helper has been
selected, we would like to design a prediction-based power
allocation algorithm to optimize the proportion of 𝑃𝑠 and 𝑃𝐽
in the total power 𝑃𝑇. The goal of the allocation algorithm is
to achieve maximum secrecy rate at Bob; that is,

max
𝑃𝑠,𝑃𝐽

𝐶𝑠
s.t. 𝑃𝑠 + 𝑃𝐽 ⩽ 𝑃𝑇𝑃𝑠 + 𝑃𝐽 > 𝑃𝑇.

(14)

In general, jamming signals are deliberately designed
in nullspace of the legitimate channel. In this manner, the
selected helper may adjust its transmit covariance matrix to
jam Eve and simultaneously null out interference at Bob. As a
result, the reception SINR at Bob can be described as follows:

SINR𝑎𝑏 = 𝑃𝑠 ℎ𝑎𝑏2𝜎2𝑛 . (15)

Accordingly, if we assume that 𝑃𝑠 and 𝑃𝐽 are much greater
than the noise power 𝜎2𝑛 , we would like to deduce the above
optimization as

max
𝑃𝑠 ,𝑃𝐽

𝑃𝑠 ℎ𝑎𝑏2𝜎2𝑛 × 𝑃𝐽𝜔𝐻𝐽 ℎ𝑒𝑏ℎ𝐻𝑒𝑏𝜔𝐽𝑃𝐽𝜔𝐻𝐽 ℎ𝑒𝑏ℎ𝐻𝑒𝑏𝜔𝐽 + 𝑃𝑠 ℎ𝑎𝑒2
s.t. 𝑃𝑠 + 𝑃𝐽 ⩽ 𝑃𝑇

𝑃𝑠 + 𝑃𝐽 > 𝑃𝑇.
(16)

Obviously, (16) is a convex analysis optimization. Here,
we employ the method of Lagrange multipliers and the
Karush-Kuhn-Tucker (KKT) conditions to provide a closed-
form solution of this mathematical optimization. We first
introduce an auxiliary function of the optimization objective
in (16),

𝐿 (𝑃𝑠, 𝑃𝐽, 𝜆) = 𝑃𝑠 ℎ𝑎𝑏2𝜎2𝑛 × 𝑃𝐽𝜔𝐻𝐽 ℎ𝑒𝑏ℎ𝐻𝑒𝑏𝜔𝐽𝑃𝐽𝜔𝐻𝐽 ℎ𝑒𝑏ℎ𝐻𝑒𝑏𝜔𝐽 + 𝑃𝑠 ℎ𝑎𝑒2
+ 𝜆 (𝑃𝑇 − 𝑃𝑠 − 𝑃𝐽) ,

(17)

where 𝜆 is a Lagrange multiplier, and then solve the corre-
sponding gradient expressions

∇𝑃𝑠 ,𝑃𝐽,𝜆𝐿 (𝑃𝑠, 𝑃𝐽, 𝜆) = 0. (18)
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Initialization:
The predicted Eve’s CSI;𝑆helper = {𝐽1, 𝐽2, . . . , 𝐽𝑁}; 𝐶𝑠𝑖 (1 ≤ 𝑖 ≤ 𝑁).(1) Determine whether there exist a risk of secure communication between Alice and Bob based on Algorithm 1;(2) Calculate secrecy rates {𝐶𝑠𝑖 } for all helpers based on the predicted Eve’s CSI;(3) Find a helper 𝐽∗ as a jammer by comparing every 𝐶𝑠𝑖 ;(4) Calculate information signal power 𝑃𝑠 and jamming signal power 𝑃𝐽 by (19) and (20) for the 𝐽∗ helper,(5)The 𝐽∗ helper broadcasts artificial noises to jam Eve.

Algorithm 2: The fast helper selection scheme.

Note that (18) amounts to solving three equations in three
unknowns. As a result, we can find the following optimal
solutions:

𝑃𝑠 = 𝑃𝑇√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 + ℎ𝑎𝑒 , (19)

𝑃𝐽 = 𝑃𝑇 ℎ𝑎𝑒√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 + ℎ𝑎𝑒 , (20)

𝜆 = √𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 ℎ𝑎𝑒2𝜎2𝑛 (√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 + ℎ𝑎𝑒) . (21)

Finally, we can calculate themaximum achievable secrecy
rate, 𝐶𝑠, by the following equation:

𝐶𝑠 = [[[log2(
𝑃𝑇𝜎2𝑛

√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 ℎ𝑎𝑒2(√𝜔𝐻𝐽 ℎ𝑗𝑒ℎ𝐻𝑗𝑒𝜔𝐽 + ℎ𝑎𝑒))]]]
+

. (22)

4.3. A Fast Suboptimal Helper Selection Scheme. In order to
ensure secure communication from Alice to Bob, a suitable
helper may be selected to broadcast jamming signals. We
assume there are several helpers in the network, and one
of them can satisfy the security requirements if it broad-
casts jamming signals. Obviously, this helper should not be
selected randomly due to the requirement of secrecy rate.
On the contrary, the selected helper should have enough
jamming power to prevent Eve from getting information
illegally. Here, we would like to design a fast suboptimal
helper selection scheme for the mobile Eve.

In the above subsection, themaximumachievable secrecy
rate has been calculated via (22). For every helper, we are able
to obtain different 𝐶𝑠 according to different Eve locations.
Intuitively, Alice may select the helper as a jammer that can
help Alice obtain the maximum achievable secrecy rate when
Eve is in a certain location.Thus, the helper selection scheme
can be described as a mathematical expression; that is,𝐽∗ = arg

𝐽∗∈𝑆helper

max𝐶𝑠, (23)

where 𝐽∗ represents the selected helper and 𝑆helper is the set of
all candidate helpers in the network. Accordingly, the secrecy
rate at Bob can be computed as follows:

𝐶∗𝑠 = log2(𝜎2𝑛 + 𝑃∗𝑠 ℎ𝑎𝑏2𝜎2𝑛
× 𝜎2𝑛 + 𝑃∗𝐽 𝜔𝐻𝐽∗ℎ𝑗∗𝑒ℎ𝐻𝑗∗𝑒𝜔𝐽∗𝜎2𝑛 + 𝑃∗𝐽 𝜔𝐻𝐽∗ℎ𝑗∗𝑒ℎ𝐻𝑗∗𝑒𝜔𝐽∗ + 𝑃∗𝑠 ℎ𝑎𝑒2) ,

(24)

where ℎ𝑗∗𝑒 and 𝜔𝐽∗ denote the channel state vector and the
beamforming vector between the selected helper 𝐽∗ and Eve,
respectively. 𝑃∗𝑠 and 𝑃∗𝐽 are the information signal power and
the jamming signal power that are calculated by the optimal
power allocation algorithm.

Obviously, we can exploit the exhaustive search method
to find the optimal helper 𝐽∗. This method is suitable for
the scenario of static eavesdropping. Nevertheless, Eve is
a mobile passive eavesdropper in our system model. The
process of searching for and selecting the optimal jammer
needs to be repeated, which may undoubtedly result in high
computational complexity. To deal with the challenge, we
intend to design a suboptimal helper selection scheme.

According to (24), we are aware that 𝐶𝑠 is mainly
affected by ℎ𝑗𝑒. Also, the channel state vector ℎ𝑗𝑒 is inversely
proportional to the distance from the jammer to Eve. As a
result, we can select the nearest helper fromEve as the jammer
without hesitation; that is,𝐽∗ = arg

𝐽∗∈𝑆helper

max 𝑑𝑗𝑒. (25)

The whole process of helper selection can be summarized
as Algorithm 2.

Remark 1. There is still an extreme case where there are
a huge number of helpers in the network. To reduce the
computational complexity, Alice may stop searching once it
finds a helper that satisfies the security requirement. In other
words, 𝑃out(𝑅𝑠) that a helper provides is lower than 𝛾th. The
feasible solution is as follows:𝐽∗ = arg

𝐽∗∈𝑆helper

𝐶𝑠 (𝑃out (𝑅𝑠) ≤ 𝛾th) . (26)



8 Wireless Communications and Mobile Computing

5. Numerical Simulation

5.1. Production Evaluation Metrics. As for a prediction
scheme, obviously, an important issue is the accuracy. When
it comes to our systemmodel, what we care about most is the
accuracy of the risk prediction, not simply the accuracy of the
position prediction.Wewant to know how possible it is when
the prediction tells us there are or there are not any risks in
the communication process. Actually, we can employ a sum
of two different errors to describe the accuracy of prediction.
The first error is caused by misdetection. In that case, Eve is
actually in the secrecy outage region although the prediction
result says the communication is secure, which will lead to
information leakage. Second, a false alarm also introduces
prediction errors. This may let the system take unnecessary
security measures and waste system power. According to the
above description, we define an index𝑃𝑒 to represent the error
level of our prediction scheme; that is,

𝑃𝑒 = ∑𝑆 (𝐷0 | 𝐻1) + ∑ 𝑆 (𝐷1 | 𝐻0)𝑁count
, (27)

where 1 means true (there exist risks in the communication
process) and 0means false.𝐷1 denotes that the decision result
is true, and 𝐷0 denotes that the decision result is false. 𝐻1
denotes that the actual result is true, and𝐻0 denotes that the
actual result is false. 𝑆(𝑎 | 𝑏) denotes the amount of the states
with the actual state 𝑎 and the predicted state 𝑏.𝑁count denotes
the total time of the prediction. And the simulation results in
Section 5 show the error level of our scheme.

5.2. Prediction Performance Analysis. In this subsection,
simulation results are shown to verify the effectiveness of
our prediction scheme (here, we first employ the transition
probability of Eve’s location to simulate its movement in
a predefined secrecy outage region; this probability can be
computed by the historical data collected by Alice, which
will be presented in our future work; also, in the future
work, we will provide real-life datasets based on typical social
applications, e.g., WeChat or Facebook, to conduct further
experiments and analyses). We observe the error probability𝑃𝑒 in scenarios with different settings of parameter values,
which are the number of grids of the area𝑁total, the number
of the considered former steps of movements before the next
moment 𝑘, and the number of history movements 𝑁. Those
parameters may cause varying degrees of influences on the
error probability of the prediction scheme. Therefore, we
intend to divide the area into a 10 × 10, 20 × 20, and 30 × 30
gridding, respectively. In other words, the area, respectively,
consists of 100, 400, 900 grids. Besides, we set 𝑘 to be 3, 5, 10
and𝑁 to be 2000, 4000, 8000 and set the target secrecy outage
probability 𝛾th to be 0.8, whose value can be adjusted based on
actual requirements.

Figure 4 provides a description of 𝑃𝑒 with different values
of 𝑁total and different values of 𝑘. As for the relationship
between 𝑃𝑒 and 𝑁total, it is shown that 𝑃𝑒 is monotonously
decreasing with 𝑁total, indicating that as the division unit of
the area goes smaller, the accuracy degree of the prediction
scheme goes higher. There exist two reasons to illustrate
the result. One is that when the division unit of the area is
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Figure 4: 𝑃𝑒 versus 𝑁total and 𝑘. Parameters setting: 𝑁 = 2000,𝑁total = 10 × 10, 20 × 20, 30 × 30, and 𝑘 = 3, 5, 10.
large, this grid division will lead to a take-security-measure
decision if Eve moves around the edge of the target secrecy
outage region. Both the neighboring area in the target secrecy
outage region and the neighboring area out of the target
secrecy outage region can be in the same grid, which impacts
the decision. Another reason is that when the division unit of
the area is smaller, the number of paths in the same grid goes
smaller. As a result, the history movements can provide more
information for setting up the correspondingMarkov mobile
model, so as to perform a more accurate prediction.

Besides, as for the relationship between 𝑃𝑒 and 𝑘, the
result in Figure 4 also demonstrates that as the value of 𝑘
increases, the value of 𝑃𝑒 goes down at first and then goes up.
Obviously, the value of 𝑃𝑒 is at the minimum if 𝑘 = 5. The
result indicates that in the prediction process it may give rise
to a better accuracy performance without employing more
previous steps of movements. When too much former steps
of movements are considered, which are not that related to
the movement of Eve at the next moment, this consideration
will impact the prediction result reversely.

In Figure 5, we present a description of 𝑃𝑒 with different
values of 𝑁total and different values of 𝑁. It is shown that𝑃𝑒 is monotonously decreasing with 𝑁, indicating that the
error probability of the prediction scheme decreases along
with the increase in the number of historymovements.This is
reasonable because the history movements are crucial to the
generation of the transitionmatrix of theMarkov chain.More
history movements can provide more information about the
mobile characteristics of Eve. Thus, more historical move-
ment information data should make the transition matrix
more specific to represent those mobile characteristics. In
one word, the prediction result with more history movement
information can be more accurate.
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Figure 5: 𝑃𝑒 versus𝑁total and𝑁. Parameters setting: 𝑘 = 3,𝑁total =10 × 10, 20 × 20, 30 × 30, and𝑁 = 2000, 4000, 8000.

From these simulation results, we can see that the value
of the error probability in our proposed risk prediction
scheme is in a relatively acceptable range; that is to say,
the secrecy performance of this risk prediction scheme
can be guaranteed. If we want to achieve a better secrecy
performance, we need to divide the area into more grids and
to gather and utilize more history movement information,
thus to lower the value of the error probability.

5.3. Secrecy Performance Analyses. In this section, we con-
duct several simulations to verify the secrecy performance
of the proposed power allocation scheme as well as the
corresponding helper selection method. Without loss of
generality, we assume that channels among all nodes in the
network aremodeled as Rayleigh fading channels. Also, there
exists the additive white Gaussian noise (AWGN) with mean
0 and variance 𝜎2𝑛 . The CSI of legitimate nodes is known
to each other, while that of Eve has been estimated by the
location prediction scheme.

We first study the secrecy performance of the optimal
helper selection scheme and the suboptimal scheme. Sup-
posing Eve is at a position in the secrecy outage region, we
conduct 30 simulations to compare the difference between
two schemes in the case of various distributions of helpers.

It can be seen from Figure 6 that the difference of secrecy
rate between two selection schemes is not significant. And
they even have the same secrecy rate sometimes (i.e., the two
schemes choose the same helper as a jammer). Yet, compared
with the optimal helper selection scheme, the suboptimal one
can drastically reduce the computational complexity of the
selection procedure in the case of similar security rate.

Next, we investigate the effect of total system power on
the secrecy rate when the number of helpers is 10. Here, we
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Figure 6: The instantaneous secrecy rate between two selection
schemes, with𝑁helper = 10 and 𝑃𝑇 = 30 dB.
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Figure 7: Secrecy rate versus 𝑃𝑇, with𝑁helper = 10.
assume the total power 𝑃𝑇 = 10, 20, 30, 40, 50 dB. In Figure 7,
we are aware that the secrecy rate increases as the total power
grows for two schemes.This is because the stronger jamming
power may further deteriorate the receiving signal quality of
Eve. Besides, it is obvious that the proposed optimal power
allocation scheme has better secrecy performance than the
average method.

As a benchmark, we also derive the effect of the number
of helpers on the secrecy rate by running the experiment with𝑁helper = 5, 10, 20, 30, 40, 50 to compare the performance
of our power allocation scheme and the average scheme. In
Figure 8, along with the increase in the number of nodes in
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Figure 8: Secrecy rate versus𝑁helper, with 𝑃𝑇 = 30 dB.

the network, we can see that the secrecy rates of both schemes
are growing fast at first and then flatten. The reason is that
there may be some adjacent helpers as the number of helpers
in the network increases. These adjacent helpers may have a
similar impact on Eve.

According to these simulation results, we can find that
the proposed schemes are effective in achieving the require-
ment of secrecy rate at the legitimate receiver. Also, the
proposed suboptimal helper selection scheme can save the
system resources while ensuring the secure communication
of legitimate channel.

6. Conclusion

This paper proposes a location prediction-based helper
selection scheme to address physical layer security in the
communication scenewith a suspiciousmobile eavesdropper,
the case where the eavesdropper’s CSI is unknown to the
legitimate users. In this scheme, we exploit the secrecy outage
probability as the security metric, set a target secrecy outage
probability for the risk decision, and perform the prediction
by using the Markov chain. With a Markov mobile model of
the eavesdropper set up, the history movement information
of the eavesdropper is employed to form the transition
matrix. Besides, the position of the eavesdropper at the next
moment we want to predict is related to both the history
movement information and its own former states. Based
on this, a weighted method is used to do the prediction.
Next, a power allocation scheme and a fast suboptimal helper
selection method are developed to interfere with a mobile
eavesdropper. In order to demonstrate the effectiveness and
the secrecy performance of our scheme, a set of simulations
are conducted. These simulation results illustrate that the
prediction scheme is with low error probability. Also, secrecy
performance analyses demonstrate that the optimal power

allocation with suboptimal helper selection scheme can
achieve the requirement of secrecy rate.

Note that, in this paper, we only discuss the mobile
eavesdropper in a basic single-antenna networkmodel. As for
future work, we are going to reinvestigate such problem in
a MIMO (multiple-input-multiple-output) system and come
up with a specific physical layer security strategy.
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Due to the popularity of social networks and human-carried/human-affiliated devices with sensing abilities, like smartphones and
smart wearable devices, a novel applicationwas necessitated recently to organize group activities by learning historical data gathered
from smart devices and choosing invitees carefully based on their personal interests. We proposed a private and efficient social
activity invitation framework. Our main contributions are (1) defining a novel friendship to reduce the communication/update
cost within the social network and enhance the privacy guarantee at the same time; (2) designing a strong privacy-preserving
algorithm for graph publication, which addresses an open concern proposed recently; (3) presenting an efficient invitee-selection
algorithm, which outperforms the existing ones. Our simulation results show that the proposed framework has good performance.
In our framework, the server is assumed to be untrustworthy but can nonetheless help users organize group activities intelligently
and efficiently. Moreover, the new definition of the friendship allows the social network to be described by a directed graph. To
the best of our knowledge, it is the first work to publish a directed graph in a differentially private manner with an untrustworthy
server.

1. Introduction

Nowadays, social networks are pervading our lives in nearly
every possible form and corner [1–7], as people use them
to connect, interact, and share with their peers. In par-
ticular, the ubiquity of smart phones and various social
network applications have made the global social network
flourish over recent years. One common and critical service
provided by social networks is organizing group activities.
Unfortunately, most social networks offer only rudimentary
invitation mechanisms, which send invitations either one-
by-one manually or to everyone automatically. Besides, most
group activities are filled strictly with a first-come, first-
served manner. These services are ill-suited for frequent,
small ad hoc events such as outdoor activities: inviting every
possible candidate increases the likelihood of a group where
few people know anybody else except for the host; however,
it is tedious to manually search for a well-acquainted social
group that performs the same kinds of exercise, at the same

time and place [8]. From the invitees’ perspective, they might
be overwhelmed by a plethora of different activity invitations
that they are not willing to attend since invitations are
typically sent out without considering the real interest, ability,
and social habit of each invitee.

The popularity of human-carried/human-affiliated
devices with sensing abilities, like smartphones and
smart wearable devices, has opened up a large resource
for sensory data, which has necessitated many novel
sophisticated applications. For example, smart watches are
usually equipped with an array of different sensors such as
compasses, proximity sensors, accelerometers, gyroscopes,
altimeters, barometers, and GPS [9]. These can be used
to collect various data such as location, route, distance,
pace/speed, duration, and elevation changes for different
activities attended by the owner. By analyzing these personal
data with state-of-the-art mining or learning algorithms,
the habits of the device owners, including their preferred
activities, schedule, and location, can be easily derived. This
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habit information can, in turn, be used to help the owners
find group activities appropriate for them.

Based on this observation, Ai et al. [10] first proposed an
efficient and personalized group activity organizing frame-
work by learning historical data gathered from smart devices
and choosing invitees carefully for an activity. However, they
did not consider the risk of the privacy leakage of participants’
sensitive information, such as habits, age, and gender. Later,
Tong et al. [8] designed a private group activity organizing
framework and proposed the adoption of differential privacy
to secure participants’ personal information. Tong et al. [8]
considered a practical scenario,where three parties, including
an untrustworthy activity organizer app, current app users,
and potential users, are involved. After registering on this app,
users can either organize activities by submitting a request to
the server or receive invitations from the app server. Users
have the capability of adding each other as friends. In order to
receivemore interesting invitations, app users need to divulge
personal information such as age, gender, locational pref-
erences, and historical data from their wearable devices. In
particular, Tong et al. [8] assumed that the activity organizer
app is untrustworthy, mainly due to the reason that the app
developers are motivated by advertising revenue therefore
attempting to attract more users by releasing some useful
information about current users. The main contribution of
Tong et al.’s work [8] is to protect existing users’ privacy while
satisfying all three parties involved. The primary drawback,
however, is that it allows the entire social network to be
released to the public after naive sanitization approaches like
removing user IDs.Thismay leave users open to privacy risks,
especially reidentification attacks [11, 12].

In our work, based on the same three-party scenario
assumption by Tong et al. [8], we designed a new group activ-
ity organizing framework with a stronger privacy guarantee
and a more efficient invitee-selection algorithm. More pre-
cisely, our contributions in this research can be summarized
as follows.

(1) A novel definition of friendship: we introduced a more
flexible definition of the friendship between a pair
of users, which asks user “Who do you like doing
activities with?” instead of “Who is your friend?”
In previous works [8, 10], the friendship is defined
mutual. However, a person could enjoy doing activ-
ities with another person without having the other
person reciprocate the same feeling.This makes sense
for the event invitation framework since its purpose
is not to keep track of actual mutual friendships, but
which users enjoy doing activitieswithwhom.Amore
accurate term for this relationshipwould be “preferred
friend” or “directed friend.”
Such “directed” friendship notion brings several ben-
efits. First of all, such friendships can be described
easily by a directed graph 𝐺 = (𝑉, 𝐴), where the
vertex set 𝑉 represents the user set and the arc set 𝐴
shows the corresponding directed friendships. That
is, if V likes doing activities with 𝑢, then (V, 𝑢) ∈ 𝐴.
Second, there is no need for other users to accept a
friendship request, meaning two users do not have to

directly communicate or have mutual agreement on
friendship.This relieves the workload of updating the
social network. Last but not least, since friendships
are not bidirectional, having one user’s report does
not compromise information about the remaining
users. In other words, such friendships enhance the
privacy protection for the users.

(2) Stronger privacy guarantee: we added an efficient
algorithm to make the graph satisfy a strong privacy
guarantee, differential privacy, and thus allow the
app server to release the underlying graph of the
entire social network without jeopardizing users’
privacy. Differential privacy requires no compu-
tational/informational assumptions about attackers,
data type-agnosticity, composability, and so on [13].
Since the app server is untrustworthy, we need to
hide structure information before it is uploaded to
the server. We applied the Randomized Response
Technique (RRT) [14] to all vertices (or users). That
is, each user’s friendships will be perturbed before
being reported to the server. For example, a user
will report the true (fake, resp.) relationship with a
probability 1 − 𝑝 (𝑝, resp.), where the parameter 𝑝 ∈
(0, 1] is usually a small number. Such a randomized
response strategy ensures the existence of connection
from one user to the other to be hidden in the output
graph while keeping the low distortion of the graph
and preserving the most useful information about
the graph. To the best of our knowledge, this is
the pioneer work that this technique is applied in a
directed graph under the existence of an untrusted
server.

(3) A more efficient invitation sending mechanism: in
order to select appropriate candidates as invitees,
Ai et al. [10] proposed a greedy algorithm, k-core,
based on the k-core (undirected) graph theory. Our
work designed a novel greedy algorithm, named as
advanced k-core (Adv-k-core), to improve the k-
core algorithm.Thek-core algorithm starts with the
original graph, sets 𝑘 = 1, and then iteratively deletes
all vertices with a degree less than 𝑘 in the current
graph. 𝑘 gradually increases and the algorithm termi-
nates when the size of the remaining graph reaches a
lower bound. Our Adv-k-core deletes vertices more
carefully by assigning higher priority to the vertex
with the least impact on other vertices.

(4) Experimental validation: in order to evaluate the
performance of our activity invitation framework,
we simulated an outdoor activity invitation system,
where at most 1,000 users are created with different
profiles, including age, gender, free time schedules,
activity types, activity levels, and locational ranges.
Then, at most 5,000 different activity events are
generated, each of which requires a specific age range,
time range, activity type, activity level, and location.
Our experiments show that the privacy-preserving
algorithm protects the structure of the social network
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effectively and the Adv-k-core algorithm improves
the original k-core algorithm extensively.

The rest of the paper is organized as follows. Section 2
reviews related works; the proposed framework is introduced
in Section 3; Section 4 shows the simulation results; and
Section 5 concludes our paper.

2. Related Work

Organizing group activities via social media, such as Face-
book, Twitter, Plancast, Meetup, Yahoo! Upcoming, and
Eventbrite, are quite popular in the era of “Internet of
Everything.” However, most of these social media offer only
rudimentary functions for organizing group activities [8].
Take Facebook as an example; it allows users to create public
or private events, but the organizer can only choose to send
invitations one-by-one or to everyone.

There is plenty of research in the literature on social
networks; the following two are the ones most related to our
work. Ai et al. [10] first made the proposal to design the
social event invitation framework based on historical data
of smart devices. They also presented two greedy invitation-
disseminating algorithms. Their framework, however, is
impractical as it assumes the existence of a trusted and
altruistic server. Besides, few privacy protection approaches
were applied to guarantee the security or confidentiality
of users’ personal information. Recently, Tong et al. [8]
considered a more realistic scenario in which the server is
selfish and possibly untrustworthy. They concentrated more
on the privacy issue such that existing userswill be sufficiently
protected while satisfying all involved parties simultaneously.
Nevertheless, Tong et al. [8] only protected personal data such
as age, gender, free time schedules, activity types, activity
levels, and locational ranges, while leaving the underlying
graph structure of the entire social network open to privacy
risks, especially reidentification attacks [11, 12].

Differential privacy [14–18] is a strictly provable and
security-controlled privacy model to provide a very strong
privacy guarantee. It can quantify the extent to which indi-
viduals’ privacy in a data set is preserved, while maintaining
the usefulness of the data set. Differential privacy has proven
to be extremely successful since its inception. The most
popular differential privacy mechanisms include the Laplace
mechanism [14], exponential mechanism [19], geometric
mechanism [20], and Gaussian mechanism [17, 21].

The problem of graph publication under differential
privacy has been well investigated. Generally speaking, there
are two main techniques: direct publication and model-
based publication. By direct publication, the output graph is
constructed by directly adding noise to each edge or vertex,
followed by a postprocessing step (probably a rounding
step). For example, given an undirected graph and assuming
edges are independent, adding Laplace noise to each cell of
the adjacency matrix and then rounding each cell to 1’s or
0’s is a trivial Laplace mechanism to preserve the privacy.
However, such an approach may severely deteriorate the
graph structure. Recently, there are two differential privacy
algorithms, TmF [22] and EdgeFlip [23], in this category

for undirected graph publication. The algorithms for model-
based publication inject noise to some intermediary quanti-
ties or structures, such as graph spectral, instead of directly to
the original graph.The output graph will be regenerated from
these noisy intermediary structures. Popular algorithms in
this category include 1K-series, 2K-series [24, 25], Kronecker
graph model [13], graph spectral analysis [26], DER [27],
HRG-MCMC [28], and ERGM [29]. Most existing privacy-
preserving algorithms for graph publication assume the
graph is undirected and published by a trusted and altruistic
server.

3. Privacy-Enhanced Activity
Invitation Framework

In this section, we introduce our novel privacy-enhanced
activity invitation framework (refer to Figure 1). Following
Tong et al.’s [8] design, our framework also involves three
parties: a central server controlled by the app developers, the
existing app users, and potential new members. Compared
with Tong et al.’s [8] framework, our framework enhances
the users’ privacy by defining a “directed” friendship and
protecting the underlying graph structure of the social net-
work under the differential privacy model. Furthermore, our
framework employs a novel and significantly more effective
invitation-disseminating algorithm.

As introduced, we make a realistic assumption that the
server is untrustworthy, given that it is motivated by advertis-
ing to its existing users and gaining profits. In order to bolster
its income, the server will strive to provide quality services to
maintain currentmembers and also try to entice new users by
releasing some statistical information about current users and
providing online querying services. As a result, existing users
or new registers may have trouble deciding whether to report
their personal information honestly, including age, gender,
and “Who I like doing activities with.” On the one hand,
the server will definitely learn users’ habits more accurately if
users could provide candid information, which in turn leads
to better services. On the other hand, users should be worried
by the possibility of having their personal information leaked.

The following shows how our design works in detail.
Once a person registers on the app, the server will create
and maintain a profile for him/her until he/she wants to
destroy the account. If the user is a smart wearable device
owner, the front-end app will seek authorization to access
his/her historical data which contains records pertaining to
activities. Otherwise, users need to fill their own profiles
manually based on their understanding and estimation of
their abilities. Whenever a user needs to update or report
his/her personal information to the server, the front-end,
user-side app will automatically obfuscate the given personal
information before being transferred to the server so that
the information is protected by differential privacy. If a user
wants to organize an activity, a request will be first sent to
the server. Then the server will analyze users’ historical data
and estimate the users’ abilities or levels for each type of
activity; the routine times they are free; and a locational range,
indicating the rough area in which he/she is willing or able
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Existing users Untrustworthy app server Potential new users
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friendship information
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Activity invitation via A 
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Figure 1: Our privacy-enhanced activity invitation framework.

to travel in order to participate in the activity. Based on the
above estimated habits about existing users, the server will
disseminate the invitations to appropriate candidates via the
Adv-k-core algorithm such that all of the invitees meet the
group activity requirements and have a high chance to attend
the activities. Since any privacy-preserving algorithm that
satisfies differential privacy will protect the individual’s infor-
mation regardless of the adversary’s background information
[13], the server can release the statistical information about
the current users safely to the public.

Our framework does not need to keep track of actual
mutual friendships, but which users enjoy doing activities
with whom. To depict such relationship among the users, we
first define the concept of directed friendship and then use a
directed graph to simulate the entire social network.

Definition 1 (directed friendship). For any two users A and B,
if A likes attending activities together with B, one says B is A’s
directed friend.

While the traditional friendship is a symmetric relation,
our definition implies an asymmetric relation between users.
Let 𝐺 = (𝑉,𝐴) represent the underlying directed graph,
where a vertex V ∈ 𝑉 denotes a user. An arc from V to 𝑢
means that user V likes attending activities together with 𝑢.
Such a definition allows each user to update his/her neighbors
independently, which not only reduces workload but also
enhances the privacy guarantee for the users.

3.1. Graph Publication via Differential Privacy

3.1.1. Preliminary. Differential privacy [14, 16, 17] is a pri-
vacy model that offers strong privacy guarantees under the
assumption of a powerful adversary. In particular, the adver-
sary could have nearly unlimited background knowledge.The
model works by injecting artificial noise to the disclosed data
set such that no one can tell whether an entry in the data
set has been changed or not. On the other hand, differential
privacy guarantees the released information is still useful.
Formally, given two datasets where only one entry is altered,
the probability distribution of the outputs for a statistical
analysis of one data set should be nearly identical to the
distribution of the other’s.

Let x ∈ X𝑛 and x ∈ X𝑛 be two data sets. The distance
between the two datasets, denoted as 𝑑(x, x), is the minimum
number of sample changes that are required to change x into
x. If 𝑑(x, x) = 1, that is, if x and x differ by atmost one entry,
then we say that x and x are neighbors.

Definition 2 (edge-neighboring graphs). One says two
directed graphs 𝐺1 = (𝑉1, 𝐴1) and 𝐺2 = (𝑉2, 𝐴2) are
edge-neighboring graphs if 𝑉1 = 𝑉2, 𝐴1 ⊂ 𝐴2, |𝐴2| = |𝐴1| + 1.

Definition 3 (vertex-neighboring graphs). One says two
directed graphs 𝐺1 = (𝑉1, 𝐴1) and 𝐺2 = (𝑉2, 𝐴2) are vertex-
neighboring graphs if 𝑉1 = 𝑉2 − {V}, 𝐴1 ⊂ 𝐴2, 𝐴2\𝐴1 ⊂ 𝑁(V).
Here𝑁(V) denotes the set of incident incoming and outgoing
arcs on V.

A query 𝑓 is a function whose domain is the collection
of data sets. The output of the query 𝑓 is usually denoted as
𝑓(x). The global sensitivity Δ𝑓 of the given query 𝑓 is defined
as

Δ𝑓 = max
𝑑(x,x)=1

𝑓 (x) − 𝑓 (x) , (1)

where ‖ ⋅ ‖ is a norm function. Our proposed framework is
trying to hide the true friendship information for each user
against queries like “how many neighbors does a user have?”
It is not difficult to check that the sensitivity is 1 under the
edge-neighboring notion and at most 𝑛 − 1 in the worst case
under the vertex-neighboring notion. We adopt the edge-
neighboring notion in our work for the sake of low sensitivity.

Definition 4 (𝜖-differential privacy [14, 30]). Amechanism or
randomized function M : X𝑛 → R provides 𝜖-differential
privacy if and only if for all pairs of neighboring data sets x
and x, and all subset 𝑆 ⊂ Range(M), it holds that

Pr [M (x) ∈ 𝑆] ≤ 𝑒𝜖 Pr [M (x) ∈ 𝑆] . (2)

The parameter 𝜖, deemed privacy budget, controls the
level of privacy. Usually, the value of 𝜖 is small; say 𝜖 ∈ (0, 1].
Intuitively speaking, the parameter 𝜖 gives the upper bound
on the output difference when the mechanism is applied to
a data set and any one of its neighbors. From inequality
(2), Pr[M(x) ∈ 𝑆] and Pr[M(x) ∈ 𝑆] become closer
when 𝜖 decreases, implying more effort to distinguish the
neighboring data sets and therefore indicating a stronger
privacy guarantee.
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The Laplacian mechanism [17] and exponential mecha-
nism [19] are two of the most popular 𝜖-differentially private
mechanisms. Generally speaking, the Laplace mechanism is
typically used when the output is numerical, whereas the
exponential mechanism is applied to nonnumerical outputs.
In particular, the exponential mechanism is more suited for
situations where we need to select the “optimal” response but
adding noise directly to𝑓(x) can completely destroy its value.

Definition 5 (Laplacian mechanism [17]). Given a query 𝑓 :
X𝑛 → R𝑘, the Laplacian mechanism is defined as

M𝐿 (x) = 𝑓 (x) + (𝑌1, . . . , 𝑌𝑘) , (3)

where 𝑌𝑖 are i.i.d. (independent and identically distributed)
random variables drawn from Lap(Δ𝑓/𝜖). Here, Lap(𝑏)
denotes a Laplace distribution (centered at 0) with scale
𝑏 and its probability density function is Lap(𝑥 | 𝑏) =
(1/2𝑏) exp (−|𝑥|/𝑏).

Definition 6 (exponential mechanism [19]). The exponential
mechanismM𝐸 selects and outputs an element 𝑟 ∈ Range(𝑓)
with probability proportional to exp (𝜖𝑢(x, 𝑟)/2Δ𝑢), where

𝑢 : X𝑛 × Range (𝑓) → R (4)

is a utility function that maps data set/output pairs to utility
scores, and the sensitivity of 𝑢 is defined as

Δ𝑢 = max
𝑟∈Range(𝑓)

max
𝑑(x,x)=1

𝑢 (x, 𝑟) − 𝑢 (x, 𝑟) . (5)

3.1.2. Our Differential Privacy Mechanism. There are two
main types of noise injection strategies: output perturbation
and input perturbation. Namely, the 𝜖-differentially private
mechanisms are usually designed by either perturbing the
output of the query or adding noise to the input data set.
Obviously, the output perturbation requires a trusted server
to hold the authentic data sets while the input perturbation
is more flexible as the data can be perturbed before being
transferred to the server. Our framework assumes an untrust-
worthy server, and therefore an input perturbation strategy
will be adopted.

Both the Laplacian and exponential mechanisms men-
tioned in Section 3.1.1 can be modified to perturb the input
rather than output. These two mechanisms can be applied
to obfuscate different types of users’ raw data, such as
age, activity types, or activity ranges [8]. Since our work
concentrates on the protection of users’ friendships, we
add a novel privacy-preserving mechanism, named as Pert,
in the random response manner (refer to Algorithm 1).
More precisely, each user reports his/her real friendship
information with a probability 1 − 𝑝, where 𝑝 ∈ (0, 1]. The
larger 𝑝 is, the more arcs in the graph are randomized.

Theorem 7. Our graph perturbation algorithm Pert guaran-
tees 𝜖-differential privacy.

Proof. Suppose 𝐺1 = (𝑉, 𝐴1) and 𝐺2 = (𝑉, 𝐴2) are two
edge-neighboring graphs. Assume 𝐴2 = 𝐴1 ∪ {(V, 𝑢)}. Let

𝐺1 and 𝐺2 represent the perturbed version of 𝐺1 and 𝐺2,
respectively. Note that 𝑉 represents the same set of users
in both graphs. The probability that two edge-neighboring
graphs are perturbed to the same graph is determined by
the value assigned to the differing arc (V, 𝑢). According to
the algorithm Pert, an arc in the input graph maintains its
original value with a probability 1 − 𝑝 and flips its value with
a probability𝑝. For any𝐺, depending onwhether (V, 𝑢) ∈ 𝐺,
we have

Pr {𝐺1 = 𝐺}
Pr {𝐺2 = 𝐺}

=

{{{{{{{{
{{{{{{{{
{

Pr {𝐺1 = 𝐺 | (V, 𝑢) ∈ 𝐺}
Pr {𝐺2 = 𝐺 | (V, 𝑢) ∈ 𝐺} , (V, 𝑢) ∈ 𝐺

Pr {𝐺1 = 𝐺 | (V, 𝑢) ∉ 𝐺}
Pr {𝐺2 = 𝐺 | (V, 𝑢) ∉ 𝐺} , (V, 𝑢) ∉ 𝐺

=

{{{{{{
{{{{{{
{

𝑝
1 − 𝑝, (V, 𝑢) ∈ 𝐺

1 − 𝑝
𝑝 , (V, 𝑢) ∉ 𝐺

≤ 𝑒𝜖,

(6)

where the last inequality is due to the value of 𝑝 = 𝑒𝜖/(1 +
𝑒𝜖). This proves the theorem according to the definition of 𝜖-
differential privacy.

Theorem 8 (composition theorem [30]). Let M𝑖, 𝑖 ∈
{1, 2, . . . , 𝑛}, be 𝜖𝑖-differentially private algorithms. Suppose

M[𝑛] (x) = (M1 (x) ,M2 (x) , . . . ,M𝑛 (x)) (7)

is the combination of these 𝑛 algorithms.

(i) If allM𝑖 are defined on the same data set, thenM[𝑛] is
(∑𝑛𝑖=1 𝜖𝑖)-differentially private.

(ii) If allM𝑖 are defined on different data sets, thenM[𝑛] is
(max{𝜖𝑖})-differentially private.

According to the Composition Theorem, combining
several differentially private algorithms results in a new
differentially private algorithm at a cost of linearly increasing
privacy budget in the worst case. For each user, his/her profile
can be described by a tuple, where each dimension represents
one type of data. Injecting noises to different data field with
different 𝜖𝑖-differentially private algorithms M1, . . . ,M𝑛,
(max{𝜖𝑖})-differential privacy will be guaranteed if data fields
are independent; otherwise, (∑𝑛𝑖=1 𝜖𝑖)-differential privacy will
be guaranteed.

3.2. Improved 𝑘-Core Algorithm. The server’s main job is to
select invitees to meet the request of organizing a group
activity from some user. Following Ai et al. [10] and Tong
et al. [8], we assume that having friends attend an activity
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Input: A directed graph 𝐺 = (𝑉,𝐴) and 𝑝 = 𝑒𝜀/(1 + 𝑒𝜀)
Output: A perturbed graph 𝐺 = (𝑉,𝐴)

(1) Let 𝐴 = 0
(2) for each V ∈ 𝑉 do
(3) if (V, 𝑢) ∈ 𝐴 then
(4) Add (V, 𝑢) to 𝐴 with probability 1 − 𝑝
(5) else
(6) Add (V, 𝑢) to 𝐴 with probability 𝑝
(7) return the resultant graph 𝐺 = (𝑉,𝐴)

Algorithm 1: Graph perturbation algorithm Pert.

Input: A directed 𝑘-core graph𝐻 and a group size𝑚
Output: A list 𝐿 of invitees

(1) Let 𝐿 = 𝑉(𝐻)
(2) Let 𝑘 = 1
(3) while |𝐿| > 𝑚 do
(4) if V ∈ 𝑉(𝐻) such that |𝑁+(V)| ≤ 𝑘 then
(5) Pick the V such that after its deletion
(6) resulting in miminum number of vertices
(7) with degree ≤ 𝑘
(8) Delete V
(9) else
(10) 𝑘 = 𝑘 + 1
(11) return the remaining list 𝐿

Algorithm 2: Improved 𝑘-core algorithm Adv-k-core.

will improve participants’ overall experience. Therefore, the
server needs to ensure that a number of friends will also be
invited for each invitee.

We adopt the concept of 𝑘-core graph to simulate a
qualified social networkwhere each user has at least 𝑘 friends.
Suppose 𝐻 is a subgraph of 𝐺 such that users in 𝐻 satisfy all
the requirements for an activity. Let 𝑉(𝐻) and 𝐴(𝐻) denote
the vertex and arc set of𝐻, respectively. We say𝐻 is a 𝑘-core
graph if each vertex V ∈ 𝑉(𝐻) has at least 𝑘 directed friends.
Let 𝑁+𝐻(V) = {𝑢 | ∃(V, 𝑢) ∈ 𝐴(𝐻)} be the set of neighbors
of V in graph 𝐻, and let |𝑁+𝐻(V)| denote its cardinality, or
the degree of V in 𝐻. Suppose a group activity has a limited
capacity𝑚, and 𝑟 is the statistical response rate for similar past
activities. The task then becomes choosing 𝑚 + 𝑚/𝑟 invitees
such that each person also has 𝑘 friends invited.

Ai et al. [10] presented a greedy invitee-selection algo-
rithm, k-core.The k-core algorithm starts with the original
graph and sets 𝑘 = 1; and then it iteratively deletes all vertices
with a degree less than 𝑘 in the current graph. When deleting
the vertices, the highest priority will be assigned to the vertex
with the minimum degree. As 𝑘 gradually increases, the
algorithm terminates when the size of the remaining graph
is (𝑚 + 𝑚/𝑟). We propose an improved k-core algorithm,
denoted as Adv-k-core (refer to Algorithm 2). Adv-k-core
works very similar to k-core with the exception of the vertex
deletion step. We scan through the whole graph and find the
vertex with the least impact on other vertices, in respect to

the number of vertices with degree less than current 𝑘 by the
deletion.

4. Experiments

Two experiments were designed to evaluate the performance
of our activity invitation framework. In these experiments,
an outdoor activity invitation system is simulated, where at
most 1000 users are created with different profiles, including
friendships, age, gender, free time schedules, activity types,
activity levels, and locational ranges. Then, at most 5,000
different activity events are generated, each of which requires
a specific age range, time range, activity type, activity level,
and location. As previouslymentioned, each participantmust
satisfy all of the event’s requirements. A random response
rate 𝑟 ∈ [0.6, 1) is generated uniformly for each user in
advance.When a user receives an invitation, another random
number re ∈ [0, 1) is generated. If re < 𝑟, he/she accepts
the invitation; otherwise, there will be no response. All
experiments were implemented with Java and conducted
under OS X EL Capitan with processor, 3.5 GHz Intel Core
i5, and memory, 16GB 1600MHz DDR3.

4.1. Experiment 1. As shown in Section 3.1, users’ sensitive
information has been theoretically secured by our differential
privacy algorithms. In particular, the graph structure of the
social network can be protected by the algorithm Pert. Since
the algorithm Pert hides users’ friendship by perturbing
the arcs, the graph structure can be changed, which might
affect users’ usage experience. For example, suppose a user
originally has 5 friends in the social network and the number
may decrease to 0 after the Pert algorithm is applied, which
excludes this user from the invitee pool.

Our first experiment is to investigate whether existing
users will receive worse services if they report noisy friend-
ships to the server. We define the utility for each existing user
as the ratio of accepted invitations in the original graph to
the number of accepted invitations in the perturbed graph.
Denote this ratio by 𝛾. That is,

𝛾 = ♯ of accepted invitations in 𝐺
♯ of accepted invitations in 𝐺 . (8)

The quantity 𝛾0 = |𝛾 − 1| tending to 0 indicates that our
framework could still provide qualified servers to existing
users despite users reporting noisy information to the server.
For simplicity, we still name 𝛾0 as the utility.

In this experiment, we set privacy budget 𝜖 ∈ {0.05 :
0.05 : 1}, where the notation {ℓ : Δ : 𝑢} denotes an arithmetic
sequence of numbers with lower bound ℓ, upper bound 𝑢,
and constant difference Δ between the consecutive terms.
For example, {1 : 2 : 10} = {1, 3, 5, 7, 9}. To figure out
how the utility 𝛾0 behaves as the privacy budget varies, the
average utility 𝛾0 was calculated for each privacy budget 𝜖.
Additionally, we tested 4 scenarios aiming at investigating the
scalability of the algorithm Pert. More precisely, we revoked
the Pert algorithm to inject noises to the outdoor activity
invitation systems with the following settings:

(i) 200 users and 1000 invitations;
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Figure 2: Average utility 𝛾0 for existing users under Pert and Adv-k-core. Here, the outdoor activity invitation system involves 200 users.
(a, b) show the average utility 𝛾0 after 1000 and 5000 activities created, respectively.
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Figure 3: Average utility 𝛾0 for existing users under Pert and Adv-k-core. Here, the outdoor activity invitation system involves 500 users.
(a, b) show the average utility 𝛾0 after 1000 and 5000 activities created, respectively.

(ii) 200 users and 5000 invitations;
(iii) 500 users and 1000 invitations;
(iv) 500 users and 5000 invitations.
To calculate the average utility 𝛾0, our Adv-k-core

algorithm was used to select invitees. The results for the
size-200 and size-500 outdoor activity invitation systems are
shown in Figures 2 and 3, respectively.

Figures 2 and 3 show the average utility 𝛾0 is relatively
small, that is, 𝛾0 ≤ 0.02, in most cases. This demonstrates the
service quality for existing users is not jeopardized severely
even if they report noisy friendships to the server. Besides,
the experiment results show the excellent scalability of our
Pert algorithm.As the privacy budget 𝜖 increases, the privacy
guarantee becomes weaker according to the definition of
differential privacy, resulting in better services received by the
existing users. Consequently, 𝛾0 should decrease towards 0
along the 𝜖 axis, which is verified by Figures 2 and 3. Actually,
when 𝜖 = 0.35, our Pert algorithm has already achieved a
satisfying utility.

4.2. Experiment 2. Our second experiment is to study the
efficiency of our invitation-selection algorithmAdv-k-core.
Suppose 𝑘1 and 𝑎1 are the value of 𝑘 and the number
of remaining arcs after the algorithm k-core terminates.

Similarly, let 𝑘2 and 𝑎2 be the value of 𝑘 and the number of
remaining arcs after the algorithm Adv-k-core stops. Then
define two measures

𝛼 = 𝑘1
𝑘2

,

𝛽 = 𝑎1
𝑎2

.
(9)

The smaller values of 𝛼 and 𝛽 mean more average neighbors
in the resulting graph after the application of Adv-k-core,
compared with the one obtained by the employment of k-
core. Therefore, they further indicate a closer related invitee
pool, which implies invitees have higher chance to accept the
invitation.

To study how the values of 𝛼 and 𝛽 change as the graph
size changes, we applied both algorithmsAdv-k-core and k-
core in graphs withmultiple sizes. For each size, a number of
graphs of the same size were generated and then the average
values of 𝛼 and 𝛽 were obtained over these graphs, which
was designed to show how stable our algorithm Adv-k-core
could improve the algorithm k-core. In our experiment
setting, let the set of graph sizes be {100 : 100 : 1000} and we
calculated the average values of 𝛼 and 𝛽 over𝑁 graphs, where
𝑁 ∈ {50, 100, 200, 500}. The results are shown in Figure 4.
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Figure 4: A description of how values of𝛼 and𝛽 change as the graph size changes. (a, b, c, d) were obtained by 50, 100, 200, and 500 repetitions,
respectively.

From Figure 4, we can observe that 𝑘2 ≥ 𝑘1 and
𝑎2 ≥ 𝑎1 almost hold for all graph sizes in the experiment,
which implies our algorithm Adv-k-core indeed produces
a closer related invitee pool. Moreover, we find 𝛽 is always
smaller than 𝛼. This indicates the original k-core algorithm
generates a less “consistent” adjacency in the sense that both
high degree users and low degree users can be selected,
which in turn results in a smaller 𝑘 value. In other words,
in the resultant graph after the application of our Adv-k-
core algorithm, the variance of the numbers of neighbors
is relatively smaller. Besides, we can claim that our Adv-k-
core algorithm improves the k-core algorithm steadily as
the values of 𝛼 and 𝛽 are quite stable when the graph size
increases.

5. Conclusion

This paper follows the recent works by Ai et al. [10] and
Tong et al. [8]. We presented a private and efficient social
activity invitation framework where the server is assumed
to be untrustworthy but can nonetheless help users organize
group activities intelligently and efficiently. Our main con-
tributions are (1) a novel definition of friendship to reduce
the communication/update cost among the network while

simultaneously enhancing data security and user confidence;
(2) a strong privacy-preserving algorithm for graph pub-
lication, which addresses the concern proposed by Tong
et al. [8]; (3) an efficient invitee-selection algorithm. Our
simulation results show that our proposed framework has
good performance. In our current research, we assumed each
data field is independentwith each other and queries from the
adversary are also independent. In the future, wewill consider
more complicated queries and the correlation among data
fields.
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To protect users from numerous password inference attacks, we invent a novel context aware privacy enhancing keyboard (PEK)
for Android touch-based devices. Usually PEK would show a QWERTY keyboard when users input text like an email or a message.
Nevertheless, whenever users enter a password in the input box on his or her touch-enabled device, a keyboard will be shown to
them with the positions of the characters shuffled at random. PEK has been released on the Google Play since 2014. However, the
number of installations has not lived up to our expectation. For the purpose of usable security and privacy, we designed a two-stage
usability test and performed two rounds of iterative usability testing in 2016 and 2017 summer with continuous improvements of
PEK. The observations from the usability testing are educational: (1) convenience plays a critical role when users select an input
method; (2) people think those attacks that PEK prevents are remote from them.

1. Introduction

The touch-screen enabled devices have been a popular target
of network attacks. Sensitive information like the passwords
entered on mobile devices can be stolen by attackers by
exploiting the soft keyboard. For example, in residue-based
attacks [1–5], the tapped keys can be inferred from the
oily or heat residues left on the touch screen, the order
of which can also be determined by measuring the heat
residue left on the touched positions. In computer vision-
based attacks [6–12], the interaction between the hand and
the keyboard is exploited.The handmovement and the finger
position indicate which keys are being touched [10, 11, 13,
14]. In sensor-based attacks [15–21], with the help of the
accelerometer (acceleration) and gyroscope (orientation), a

malware senses the slight motion of a device when the user
types different keys.

To defeat the attacks introduced above, we invent a novel
context aware privacy enhancing keyboard (PEK) for touch-
enabled devices. It can be observed that these attacks are
possible in that the keys of the keyboard are at the fixed
position.With PEK, we shuffle the positions of the characters
on the keyboard. Whenever a user of a touch-enabled
device is to type the password, a randomized keyboard is
shown to her. In other words, the user is presented with a
randomly shuffled keyboard each time she taps a password.
We maintain the usability of PEK through a context aware
feature: a randomized keyboard shows up only when a user
taps a password or pin. PEK shows a normal QWERTY
keyboard or a system default one when a user inputs text like
an email or a message.
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Figure 1: Workflow of PEK constructing a keyboard.

We are the first to design a generic randomized keyboard
for the Android system though the idea of randomizing
the key layout is not new [22]. One version of PEK is
implemented as a third party keyboard for Android and can
replace the system keyboard once it is installed. Therefore,
once PEK is chosen as the default keyboard, it can be used
by any app.

After our presentation at Black Hat USA [10], we released
PEK as a free Android app to Google Play in August 2014.
Until the time of writing, it has been downloaded 2352
times. We have released 7 versions with corrected bugs and
improved interface. Of them, PEK 1.0 is based on an Android
code example. PEK 2.x.x and later versions are based on
OpenWnn [23] with fixed bugs. The current version of PEK
is 3.2.3.3.

For the purpose of usable security and privacy, we
designed an iterative usability test to evaluate the user experi-
ence of PEK and to explore the reason for the lukewarmness
of using PEK. Each iteration of usability test is a two-stage
study: a pilot study and a main study. We randomly select
participants to reflect different behaviors of Android users.
The pilot study uses surveys and interviews and involves
a small number of people for us to understand potential
usability issues of PEK. We then add features to PEK based
on the results of the pilot study and use the main study
through a web survey hosted at Amazon Mechanical Turk to
understand the usability of the improved PEK. For surveys
performed throughAmazonMechanical Turk, we contact the
users to make sure that they install PEK and complete our
survey questions. We performed two rounds of usability test
in 2016 summer and 2017 summer, respectively. After the two
rounds of usability testing and app improvements, most users
report the app is easy to install, configure, and use. The other
observations from the usability testing are also educational:
(1) convenience plays a critical role when users select an input
method; (2) peoplemay think those attacks that PEKprevents
are remote from them and the risk from those attacks is small.
The usability test demonstrates the worrisome phenomena
that many users blindly trust their phones for security or
are not much concerned with the possible breaches. These
phenomena demonstrate the human factor that contributes
to the vulnerabilities of the cyber space.

An early version of the usability testing of PEK is
presented in [24]. In the conference version, we design a two-
stage usability test and perform the first usability testing to
evaluate the user experience of PEK. In this journal version,
we present the detailed algorithms and techniques used to
implement our privacy enhancing keyboard and the second
usability testing to further evaluate the user experience of

updated PEK. Related work and new experimental evaluation
are presented in this extended version.

The rest of this paper is organized as follows. The design
and the implementation of the third party keyboard of PEK
will be introduced in Section 2. In Section 3, we present the
methodology applied in the usability test and the results from
the first usability testing. The second usability testing and
results are presented in Section 4.We review the most related
work in Section 5 and conclude this paper in Section 6.

2. Privacy Enhancing Keyboard

We introduce the basic idea of the privacy enhancing key-
board in this section. Then we present the technique details
of PEK implementation and elaborate how to install and
configure the PEK for Android.

2.1. Basic Idea. To thwart diverse attacks such as residue-
based attacks, computer vision-based attacks, and sensor-
based attacks, we shuffle the positions of the keys of a
software on a touch screen to ensure that a randomized
keyboard is shown to a user every time she enters a password.
Therefore, the particular keys will not be easily inferred even
though there is finger, oily, or thermal residue left on the
screen. Moreover, vision-based attacks do not work since a
touched position by a finger no longer matches a fixed key.
The vibration and orientation information provided by an
accelerometer does not help establish profiles for particular
keys.

Figure 1 shows the basic idea and the workflow of PEK
constructing a keyboard when a user touches an input box.
The first step is to inspect the property of this input box to
see whether it is a nonpassword or password input box. A
QWERTY keyboard is shown if a nonpassword input box is
identified. If a password input box is identified, we parse the
property of the keys from a XML file, which stores the layout
of the keyboard, and then change the label and value of the
keys so that the positions of the keys are shuffled.

There are two versions of PEK that we implemented. (1)
One version is a third party keyboard that can be imple-
mented as an Android App for Google Play and installed to
an Android device. Once enabled, PEK runs as an Android
service in the background. A user can use the Android input
setting menu to enable PEK while the location of the input
setting menu could vary from device to device. Before PEK
3.0, it is the user’s responsibility to find the input setting
menu according to the generic introductions we provided at
Google Play. (2) We are also able to revise the source code of
the Android system default keyboard and the unlock screen
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keypad, recompile the entire Android project, and flash the
system into the device. Apparently, the usability of such an
implementation is an issue since most users do not have
the capability to recompile the Android system and flash it
into their devices. For completeness, we also introduce such
an implementation of the unlock screen keyboard while the
focus of our usability testing will be the third-party keyboard
version of PEK.

Wehave two challenges for implementing a useful privacy
enhancing keyboard.

(i) First, how can we generate a randomized keyboard?
That is, what is our privacy enhancing technology?

(ii) Second, how do we identify the type of input box in
order to show an appropriate keyboard? That is, how
do we implement the context aware technology?

We answer these two questions in the following subsections.

2.2. Privacy Enhancing Technology. A general software key-
board contains three components, denoted as subkeyboards.
The primary subkeyboard is the QWERTY keyboard, which
is the most common keyboard layout. The second sub-
keyboard is the numerical keyboard that may also contain
some symbols. The last subkeyboard is a symbol keyboard
that contains special symbols. The layout of these three
subkeyboards is stored in a XML file, which records the
positions, labels (the text to display), and values (such as
ASCII codes) of the keys. This keyboard is often used as the
system default keyboard. The system generates the default
keyboard in this way: the keys will be read from the XML file
one by one and put at a right position.

To randomly shuffle the keyboard, we just need to change
the label and value at a particular position on a keyboard that
is defined in a XML file. Recall that an XML file defines a
sequence of position, label, and value, corresponding to all the
keys. We do not change the overall size of the keyboard and
just change label and value at position. Figure 2 illustrates the
randomly shuffled keyboard.

2.3. Context Aware Functionality. To correctly identify
the type of the input box, we can take advantage of
the input box properties. The Android class “Editor-
Info” can be used to detect the type of input box.
In our case, “TYPE NUMBER VARIATION PASSWORD,”
“TYPE TEXT VARIATION PASSWORD,” “TYPE TEXT
VARIATION VISIBLE PASSWORD,” and “TYPE TEXT
VARIATION WEB PASSWORD” are used to identify the
password input box. The first type is the variation of
“TYPE CLASS NUMBER,” while these late three types are
the variations of “TYPE CLASS TEXT.” Once the password
input box is triggered by the user, a new randomized
keyboard will be constructed. As a result, the user presented
a different randomized keyboard every time she presses the
password input box.

2.4. Randomization of the PIN Keypad. Although a third
party keyboard can be chosen as the keyboard for the unlock
screen, we also design and implement a randomized pin

Figure 2: PEK.

Figure 3: Randomized keypad.

keypad for the unlock screen. The implementation of such a
keypad involves the revision of the Android system files. For
completeness, we will present its design and implementation.
However, we will skip it for the usability testing since it is
impossible for general users to change the Android source
code.

2.4.1. Algorithm. Once the PIN mode is selected as a screen
lock scheme, the system will provide a soft minikeyboard,
that is, keypad, for the user to input a 4-digit pin. There are
10 digits on the keypad. The key icon is used to show the
digits on the buttons instead of a key label. As a result, we
need to not only randomize the key code but also change the
corresponding icons for keys at different positions. Figure 3
illustrates the randomized keypad on a Google Galaxy Nexus
phone.
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Table 1: Input time and success rate.

Normal
keyboard

Shuffled
keys

Median input time (seconds) 2.235 5.859
Success rate 98.50% 98.83%

2.4.2. Implementation. As shown in Figure 3, an 11-button
keypad would be used if the PIN mode is set up as a
screen unlock scheme. This keypad is a specially designed
keyboard for the PIN mode instead of a keyboard for the
system default input method. We revised the overridden
method “createKeyFromXml()” in the code file “Passwor-
dEntryKeyboard.java” to modify the key properties after
the key constructor is called. However, the digit shown
on the button in Figure 3 is a key icon. Consequently,
we need to modify the key codes and corresponding
key icons rather than key labels. We store the values
of the key icons, that is, R.drawable.sym keyboard num1,
R.drawable.sym keyboard num2, and so forth, into an array.
We also use the method Resources.getDrawable to derive the
specific key icon and replace the original key icon. Finally, we
recompile the source code of the entire Android project to
implement this functionality.

2.5. Installation and Configuration. We implement the PEK
and release it on the Google Play Store. PEK can be found by
searching for either “PEK” or “privacy enhanced keyboard”
on the Google Play Store. The downloading process should
be fast and relatively quick. At Google Store, we give a general
introduction to how to configure the settings of an Android
device and use PEK.

2.6. Evaluation of Input Time of PEK. To measure the input
time of the PEK, we recruit 20 students, 5 female students,
and 15 male students, whose average age is 25 years old. We
implemented a test password input box and generated 30
random four-letter passwords. The students were required
to input these 30 passwords using a QWERTY keyboard
and a shuffled keyboard, and the test app recorded the user
input time. Table 1 shows the results of our evaluation and
Figure 4 gives a box plot of the input time of the two different
keyboards. The median input time is around 2.2 seconds
on the QWERTY keyboard and 5.9 seconds on the shuffled
keyboard. The success rates of users inputting four-letter
passwords on both keyboards are high, except for the PEK
with a lowest rate. The participants in our experiments think
PEK is acceptable if it pops up the randomized keyboard only
for sensitive information input.

3. First Usability Testing

In this section, we introduce our two-stage usability study
of PEK: the pilot study and the main study. The first such
usability testing was performed in 2016 summer. Though
similar to the former, the latter differs from it in the greater
number of participants, questions, and other measurements.
Generally speaking, it is not necessary to involve many
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Figure 4: Input time of two distinct keyboards.

participants in either the interview or the focus group study.
During the process of study, we keep a good balance of the
qualitative and the quantitative results. Besides the traditional
qualitative research such as interview and focus group,
we apply various methods to get quantitative information
about users from different aspects. For example, the face-to-
face interaction with participants enables us to get detailed
information about their views on the interview questions
while a web survey covers a larger number of target users and
provides quantitative and statistic results.

3.1. Pilot Usability Test

3.1.1. Methodology. There are two sessions in the pilot usabil-
ity test, serving as the base and precondition to the later
main usability test. The first session consists of a presurvey
with 10 questions, an interview with 5 open ended questions,
and a postsurvey with 4 questions. Multiple-choice questions
are common in the two surveys with easily interpreted and
classified answers. The second session follows two or three
days after the first one, which is composed of 10 open ended
questions. The interview is designed for the record of the
answers and partly for the timing of participants installing
and configuring PEK. The pilot study tries to address three
major issues as follows.

(i) PQ1: after the release of PEK, some users complain on
Google Play about the difficulty of the configuration
process. Thus, we would like to investigate into the
following two questions. How easily can users install
and configure PEK onto their smart devices? Does the
complicated installation and configuration process
discourage them from using PEK?

(ii) PQ2: due to the lack of interest and awareness of
protecting privacy, people may have little demand for
PEK. Such inference reminds us of another question:
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Table 2: Installation and configuration time of PEK.

Participants Installation time Configuration time
(seconds) (seconds)

Participant 1 29.01 45.79
Participant 2 15.00 125.00

do all the users care about the security on their smart
devices?

(iii) PQ3: once a user makes PEK work, she will meet
with a randomized keyboard every time she chooses
a password input box, which takes more time than
typing in a regular QWERTY keyboard. Here comes
the question: do all the users agree with the point of
view that it is worth taking extra time to protect their
passwords and/or pins?

3.1.2. Results for Pilot Usability Test. Twomales with Android
mobile smart phones participate in the pilot usability test.
They are required to install and configure PEK on their
devices and we time them. We measure how long they spend
on finishing the installation and configuration and how long
it takes for the randomized keyboard to successfully show up
when participants try to input a password and/or pin.

Answers to Question PQ1. Users have no difficulty in finding
PEK on Google Play and installation. Nevertheless, they
do have problems in configuring it. Table 2 shows the
time of installation and configuration during the pilot test.
Apparently both spend more time on configuration. It is the
researchers who give them additional instructions and help
them successfully configure PEK.The participants fail to find
a PEK application icon and get confused when the random-
ized keyboard does not show up when they log in to one of
their accounts like an email. The complicated configuration
process frustrates the participants and discourage them from
configuring PEK.

Answers to Question PQ2. Neither of the participants have
any security enhancements on their smart phones.Thus, they
think it is unnecessary to use PEK since there is no sensitive
information on their phones. According to Participant 1,
using applications and services which request important or
sensitive information on laptop or desktop instead of smart
devices can be regarded as his only way of the security
precaution. However, both the participants admit they are
among target audience of PEK for they are educated about
mobile security and precautionary measures.

Answers to Question PQ3. After two to three days in the
second session of the test, Participant 1 and Participant 2
hold different views on whether the extra time they spend is
worth protecting privacy. Participant 1 predicts that nobody
would prefer a randomized keyboard with no keys in the
fixed position than a regular QWERTY keyboard with keys
in the same position, which is familiar to users. Using PEK
is a challenge to multitask. For instance, if a user is on the
walk, typing in a randomized keyboard is rather difficult.

Using PEK wastes time, especially when the mobile phone
goes sleep again and again when users attempt to enter
their password. The repeated action of entering password
and the wasted time frustrates Participant 1. Different from
Participant 1, Participant 2 holds positive views on the use of
PEK for its practicability and dependability. He regards PEK
as a hand that covers the password, sparing users’ trouble of
covering with their own hands.

Two observations can be made from the pilot usability
test.

(1) The configuration of PEK is a great challenge for both
participants, which demands more instructions on
the Google Play Store for users to follow and an icon
for them to click when opening PEK. As can be seen
from the test, neither of the participants succeeds in
using PEK without the help of researchers because
they waste time looking for a nonexistent icon.

(2) Since Participant 1 mentions the difficulty of using
PEK when unlocking mobile phones with multiple
tasks, we decide to create a separate button on the
privacy enhanced keyboard disabling PEK quickly. In
thisway, if a userwould rather use a regularQWERTY
keyboard than a randomized one when unlocking the
mobile phone, the button should help him.

3.2. Main Usability Test

3.2.1. Methodology. The main usability test, composed of a
web survey and a focus group usability test, is based upon the
findings in the pilot test. The web survey is conducted based
on the Qualtrics platform on Amazon Mechanical Turk.
Participants are required to follow directions and answer
questions honestly and correctly with a bonus of one dollar.
The focus group usability test involves an interview targeting
participants who install and configure PEK on their devices
and are required to answer several questions. In this test, the
following four major issues are addressed.

(i) MQ1: what are the most frequent activities of the
smart phone users? If one of the most frequent
activities they do have anything to do with privacy,
the users should be included as our target audience.

(ii) MQ2: have the smart device users already had an
awareness of utilizing default security precautions?
Similar questions are covered in the pilot test such
as whether or not typical smart device users are con-
cerned with the security measures on their personal
devices.

(iii) MQ3: do users consider that their smart devices are
properly protected from outsider attacks?

(iv) MQ4: do any smart device users think about taking
more measures to ensure security of their devices?

3.2.2. Results for Main Usability Test: Web Survey. The main
usability test involves 2 participants in the focus group
usability test and 266 participants, including 132 females and
134males, in theweb survey.Their ages range from 18 to above
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50 years old. 136 participants useAndroid devices, which PEK
is compatible with. 123 participants use Apple devices, with
the rest 7 participants using other devices. The web survey
consists of 21 questions and 266 responses as well as multiple
choice questions with open ended questions.

Answers to Question MQ1. The aim of this question is to
find out whether the most frequent activities performed by
mobile smart device users involve their personal sensitive
information. Mobile banking, online shopping, and social
network increase the possibility of sensitive personal infor-
mation being stolen. Figure 6 depicts the statistics from the
web survey. Internet use is at the top with 8%. 5.4% of
the web survey participants shop online. 5.7% of them use
mobile banking and 7.1% use social networking sites. All the
three activities may contribute to personal information being
leaked and an account being hacked. If participants intend
to protect their information involved in the activities, they
should be a part of PEK’s target audience.

Answers to Question MQ2. A user who has no other security
precautions on her device is not likely to utilize PEK. What
matters most is not the amount of security precautions, but
the users’ awareness of protecting their personal information
from the potential attacks. Figure 5 illustrates the distribution
of security precautions web survey participants implement
on their devices. At 20.55%, automatic screen lock after a
certain amount of time is the top answer. More questions
therefore arise after the results of these particular questions.
Are smart device users unconcerned with security? Or, are
they uninformed of the security problems on the devices and
the potential attacks?
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Answers to Question MQ3. This question is designed to
figure out whether or not the web survey takers are aware
of the potential attacks to their own smart devices. Based
on the results, we can have judgment between two reasons
for users’ low awareness of security-lack of education about
attacks and unconcern with security. The answers to the
question vary by the degree to which the web survey takers
are concerned with security. The top answer at 36.59% is
“probably yes,” followed by “maybe” at 29.27% and “probably
not” at 20.05%. It is noteworthy that the rate of the degree
of protection on the mobile devices might not match how
well they are really protected. What worries us is exactly the
high level of certainty they show about protecting their smart
devices. Figure 7 demonstrates the distribution of answers
to the question of how well protected their smart devices
are.

Answers to QuestionMQ4. It surprises us a lot that users show
great interest and willingness in taking more measures to
protect their devices from attacks. Despite that few of them
really implement more security precautions, such a result
could be a good beginning. Figure 8 shows the distribution of
the answers to this question. 37.67% of the web survey takers
answered “probably yes,” with 30.62% of “maybe” and 19.24%
of “definitely yes.” These groups of people can be potential
PEK users under the premise of ensured user experience and
security.
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Figure 8: Distribution of answers to question MQ4.

3.2.3. Results for Main Usability Test: Focus Group Usability
Test. Besides the web survey mentioned above, the focus
group usability test targets 2 participants. They are inter-
viewed at the same timewith 19 open ended questions, similar
to those asked in the web survey. Both use mobile Android
smart phones.

(a) What three activities do you primarily do on your
mobile phone? Participant A’s list of most frequent
activities contains using the alarm, reading the news,
and listening to music. The top three activities Par-
ticipant B performs on the mobile smart device are
sending/receiving texts, taking photos, and using
social network applications. Participant B is more
likely to be a candidate for PEK than Participant A.
None of the activities they listed are frequently chosen
by the web survey takers.

(b) What kind of security have you implemented on your
mobile phone? Both the participants answered “nope”
to this question. Neither has installed any default
security precautions to their smart devices.

(c) Are you satisfied with the level of security on your
mobile phone? Both of them give an affirmative
answer.

(d) Would you ever consider adding more security features
to your mobile phone? Surprisingly the two partici-
pants are somewhat open to this question. We could
infer that they do not install any security out of
laziness. Or, they are confident in protecting their
private data from leaking when using mobile phones.

(e) At this point during the interview we have both
participants install and configure PEK.

(f) Would you recommend this application to a friend?
Participant A is glad to recommend it to friends who
are concerned with security since they often show
up in public. Participant B thinks this application is
a good recommendation to those who need more
security.

(g) Do either of you have any suggestions about improving
the application? Participant B shows little interest in
PEK. He says that “it can be used, but I will not use
it.” One suggestion from Participant A is to get rid of
the large popup of a key when hitting a key. He finds
it really annoying that the large version of the letter
covers the whole screen, leaving little space for other
letters.

3.3. Improvements in PEK 3.x. We have noticed in the pilot
usability test that it is the configuration process that takes
participants long time, during which they fail to find the PEK
application icon on the smart phones.We add an icon of PEK
to the Android home screen as shown in Figure 9 so that a
user can tap it and finish configuration as shown in Figure 10.
To set PEK as a keyboard, a user can click the “Open Android
Input Settings.”

Moreover, many participants think it is inconvenient to
use PEK in specific circumstances since PEK cannot be
learned. So, we take their suggestion to create a new button
enabling them to turn on/off the randomization of PEK. As is
shown in Figure 11, we implement a random toggle button on
the keyboard in order that users can choose between a regular
keyboard and a randomized keyboard according to their own
wishes.

4. Second Usability Testing

In 2017 summer, a second two-stage usability test was
conducted by another researcher, who performed interviews
and surveys. The format is similar to the format of the first
usability test.Thefirst test is an interview-based pilot usability
test that is done to pinpoint issues. Data collected from the
pilot test is used to help form a web survey. The second test,
that is, the survey-based main usability testing, is conducted
after PEK is improved based upon the pilot study.

4.1. Participants

Pilot Usability Test. There are 12 participants, 6 males and 4
females, for the phone based interview. Ages range from 17 to
54. 50% of the participants are iOS users, 30% are Android
users, and 20% are both iOS and Android users. For this
test a Samsung S8 is provided by the interviewer for them to
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Figure 9: Home screen app.

Figure 10: PEK setting.

complete the task. For the clipboard based interview of this
test, both participants are female and above the age of 50. One
of them is an Android/Apple user, and the other is a basic
cellphone user. The clipboard provides written instructions
on the installation and configuration of PEK.

Main Usability Test. The main usability test had 281 par-
ticipants. There are 163 male and 118 female participants.
Participants range from 18 to 65 years old and are from
various backgrounds. Figure 13 shows the age distribution.
All of them are Android users because it is a requirement
for the web survey, also because the PEK is only currently
available for the Android platform.

4.2. Pilot Usability Test. The pilot test had all of the par-
ticipants interviewed in person. The interview task was to
install and configure PEK on the Samsung S8, with minimal

Figure 11: Toggle button.

help from the interviewer. Participants were encouraged to
think aloud and ask any questions if needed. The goal of the
interview was to find any common problems that arose when
participants were using the PEK. Halfway through the study,
there was a realization that some of the participants were not
familiar with the Android operating system or smart phone
operating system in general. To compensate for this lack of
familiarity, there was a step-by-step print-out of the whole
installation and configuration process of the PEK (screen by
screen).The print-out is called clipboard for participants that
did notwant to or did not knowhow to use the Samsung S8. In
this interview, via the clipboard, participants were asked what
steps they would take to download and configure the PEK
successfully. There were only two participants for this type
of interview. If the participant answered correctly, they were
allowed to proceed to the following page. The participants
were also encouraged to think aloud and ask questions like
the ones in the S8 interview. However, if they could not get
to a certain point without asking too many questions, the
clipboard was taken away, and the test was followed by the
interviewer asking for feedback on their experience of the
PEK itself.

Four major issues in the pilot test are addressed and the
installation as well as configuration time for the updated PEK
is evaluated.

(i) PQ1: have you heard of the PEK application? As
shown in Figure 14, most of the participants never
heard of the PEK so an explanation is needed.

(ii) PQ2: did you view the visuals on the Google Play
Store? As shown in Figure 15, the belief of “not
being able to configure the app” was drawn from the
participants not paying attention to the visuals.

(iii) PQ3: on a scale of 1 to 5, how comfortable are you
with operating your device? Figure 16 illustrates the
distribution of the answers of the comfortability with
users’ own device. If participants are not comfortable



Wireless Communications and Mobile Computing 9

Figure 12: PEK configuration app interface.

or familiar with operating their own device, this could
also be a reason why they could not set up the PEK.

(iv) PQ4: do you have security on your phone, such
as a pin or password? As depicted in Figure 17, if
participants are password or pin users, they can be key
candidates to utilize the improved PEK.

(v) Installation and configuration times: as seen in Fig-
ure 18, on average it takes everyone interviewed
22 seconds to install the app and 118 seconds to
configure the keyboard. Overall, it takes participants
approximately 5 times longer to set up the keyboard
compared to their installation time.

4.3.MainUsability Test. This test is formulated after common
issues are discovered by the participants in the pilot test. The
issues are fixed, and then a survey for only Android users is
published. Improvements to the PEK are as follows.

(i) Fixing program bugs. Apparently nobody wants to
use an app that crashes all the time.

(ii) Enhancing and adding to settings (on-screen instruc-
tions for configuring the PEK). As shown in Figure 12,
we add the on-screen instructions in the configura-
tion app and instruct the users how to configure and
use PEK.

The web survey is hosted by Amazon Mechanical Turk.
This survey allows the participants to install and configure
the PEK alone, while leaving feedback. Each participant is
allotted 40 minutes to complete the survey. Each participant
is also compensated for their genuine and honest feedback.
Newly formulated questions for the web survey are as follows.

(i) Do you know how to use your smartphone? If par-
ticipants do not feel comfortable with operating their
smartphone, that can be part of the issue as to why
they could not configure the app.

23%

7%
3%

14%

53%

Age range

18–24
25–34
35–45

45–55
55–65

Figure 13: Distribution of participant ages.
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Figure 14: Distribution of answers to PQ1.

20%

80%
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Figure 15: Distribution of answers to PQ2.
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Figure 16: Distribution of answers to PQ3.
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Security
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None
Both (pin & fingerprint)

Figure 17: Distribution of answers to PQ4.

(ii) How often do you enter a password or pin on your
phone a day? If the participants enter their passwords
daily at a high frequency, the PEK will be a perfect fit
for them.

(iii) Did you follow the on-screen instructions after you
installed the app to help configure the PEK? With
the new update, the user would be forced to view the
instructions on how to set up the keyboard. This is
better than the visuals on the app store because users
are now obligated to look at it. This is different from
the app store previews because users are not forced to
view the visuals to install the app.

The web survey is broken down into two parts. The first
quarter of the survey was strictly demographic questions and
the rest of the survey is about the users’ experience with the
PEK. In this test, the following tenmajor issues are addressed.

(i) MQ1: do you understand how to use your smart-
phone? As shown in Figure 19, 58% thoroughly

Installation time versus configuration time
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Figure 18: Installation and configuration time.

understood, 34% mostly understood, 8% somewhat
understood, and less than 1% either somewhat or
mostly did not understand. Because of these findings
being very similar to the comfortability question in
the pilot test, it is clear that issues with the PEK had
nothing to do with the users’ understanding of their
own device.

(ii) MQ2: on a scale of 1 to 10, howwould you rate the ease
of installing the PEK app? (1 being extremely hard, 10
being extremely easy.) As can be seen in Figure 20,
49% of the participants rate the ease of installing the
PEK 8 or higher. Just like the results of the pilot test,
the installation is relatively easy.

(iii) MQ3: on a scale of 1 to 10, howwould you rate the ease
of setting up the PEK (before actually using it)? (again
1 being extremely hard, and 10 being extremely easy).
As depicted in Figure 21, 56% of the participants feel
that the configuration process is relatively good. The
comments for the ratings being an 8 or higher include
“no problems at all” or “nothing.” Some of the lower
rated comments about the configuration complain
that there is “too much/too little information” or
would like that it could “show more pictures.”

(iv) MQ4: did you use the on-screen instructions to
set up the keyboard? Suggestions to have on-screen
instructions from the pilot test took on a liking in the
main usability test. As seen in Figure 22, close to 90%
utilized the on-screen help for configuring the app.

(v) MQ5: were the instructions helpful? This question
is displayed if “yes” is selected to MQ4. As shown
in Figure 23, 99% of the participants who use the
instructions think they are either helpful or somewhat
helpful. Only 3 participants, who belong to the 1%,
do not think they are. One of them says “I am still
unable to understand how to use this. There should
be a tutorial or user guide for the same or help tool,”
and the others left no feedback.

(vi) MQ6: were you able to configure the keyboard
without any problems? This question is displayed if
“no” is selected for MQ4. As shown in Figure 24,
only 65% are able to successfully accomplish the setup
without the instructions.
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Figure 20: Distribution of answers to MQ2.

(vii) MQ7: did you go back to follow the instructions for
help or attempt to solve them yourself? This question
is displayed if “yes” is not selected for MQ6. As
depicted in Figure 25, 62% are able to set up the PEK
on their own successfully, while the remaining 38%
have to turn back to the instructions. The main issue
for the ones who have to return to the instructions
is locating the keyboard icon to switch keyboards
outside of the settings.

(viii) MQ8: the PEK is useful. As depicted in Figure 26,
88% of the participants fall within the agree range.
Some of their comments also include “[liked] the
idea of PEK [and] will definitely use it,” “nothing
was confusing,” and “effective keyboard.” For the
participants that fall into the 12%, their responses
include “could not get PEK enable[ed]” and “[the
PEK] barely gives any predictions correctly.”

(ix) MQ9: would you recommend the PEK to anyone?
As seen in Figure 27, 67% of the participants are
either willing or definitely would recommend the
PEK to others. However, the remaining 33% are not
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Figure 21: Distribution of answers to MQ3.

guaranteed or will not at all. This is a motivation to
improve the app even more.

(x) MQ10: would you continue using the PEK after this
survey? As seen in Figure 28, almost half of the
participants would continue using the app after the
survey. Reasons why others would either maybe or
not use it include “difficulty using the keyboard with
other languages,” “Google Play instructions were not
[effective],” and “does not like the idea of the app
collecting your passwords” while we explicitly note
PEK does not collect any passwords.

4.4. Summary. In summation, the pilot and main usability
test results are extremely valuable. The pilot test allows the
main issue of configuring the keyboard to be found. All the
iPhone, Android, and basic cellphone users are allowed to
participate in the pilot test because we want to see if there
is a common thought process that is reoccurring across our
participants. Surely, all participants share the same thought
that the PEK will automatically be enabled after they turn
it on in the language and input settings. This makes them a
bit frustrated and lowers their motivation to continue using
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Figure 23: Distribution of answers to MQ5.

the app. The main usability test narrows down our audience
strictly to Android users. Since the app is only currently
available on the Google Play Store, we want to test the
updated app only on the users that are familiar with the
phone’s system. The main improvement of the updated app
that would directly affect consumers is the added on-screen
configuration instructions. While there are other bug fixes
and code improvements, this fix would directly be associated
with our pilot test participants’ configuration problem. Only
40% of our pilot phone based interviewees say that they
would/might use the app in the future. That number drasti-
cally increases with the added instruction component to 88%
in theweb survey.Themajority of personal responses on their
interaction with the PEK claim to have no issues configuring
the app and think it is easy. However, because all responses
do not claim this, there is still room for improvement. Some
of the critiques from the web survey suggested we have a
more interactive instruction for configuring the keyboard.
Ideas of having a showcase view for the PEK setup have been
mentioned to attend to this request. Some other thoughts
within the design team are to make the keyboard available
in multiple languages to diversify the audience and increase
future downloads.
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5. Related Work

Various side channel attacks against mobile devices aim to
infer a victim’s sensitive information, for example, passwords,
entered on the soft keyboard of the touch-enabled screen.
They can be classified into two categories: internal and
external side channel attacks. In internal side channel attacks,
it is assumed that an attacker is able to install a malware
in a victim’s device and exploit diverse sensor data inside
a device, for example, front camera and microphone [20],
accelerometer [15–21], and ambient light sensor [25]. In exter-
nal side channel attacks, an attacker can exploit side channels
outside a device. Three example external side channel attacks
are residue-based attacks [1–5],Wi-Fi-based attacks [26], and
vision-based attacks [6–12, 27, 28].

Intensive research efforts have been made to mitigate
these side channel attacks in the past decades. For example,
Hirsch [29, 30] invented a secure keypad input terminal
to randomly display the ten numerical digits 0 through
9. McIntyre et al. [31] proposed a random PIN pad to
display a random numerical keypad layout; however, for

usage purpose, it still preserved the numerical order in the
horizontal or vertical direction. Moreover, they adopted a
regular hexagon background pattern for each key which
significantly increases the number of possible key locations.
Hoanca and Mock [32] investigated the arrangements for
sixteen characters on a 4 × 4 screen to randomize the
distribution in the vertical, horizontal, spiraling, diagonally,
and other directionswhile preserving the lexicographic order.
Shin [22] first generated a 10-button random keypad by
randomly arranging the numbers and letters together. The
user should remember the mapping relationship between
the letters and numbers. Then a randomized letter keypad
is displayed so that the user can recall the letters corre-
sponding to the numbers of her password and input the
password. Lee [33] proposed a method to randomly display
ten numerical digits in arrays, matrix, a wheel format or
with different key background colors, background patterns,
shapes, and fonts. Kim [34] presented a scheme to first select
5 random numbers out of 10 and displayed them in a 12-
button keypad layout. Then by pressing a “next” button,
the remaining 5 numbers can be randomly displayed in
the keypad. In comparison, our randomized keyboard can
randomly arrange the 26-letter keyboard and automatically
identify the type of the input box. Therefore, our privacy
enhancing keyboard can provide both privacy protection and
usability.

Randomized keyboards are often applied in online bank-
ing apps. However, they are application-level randomized
keyboards that can only be used in a particular application.
The PEK is a system-level Android keyboard that can be
used for any application including screen lock, email, and
banking. Moreover, it can sense the property of the input
box to pop up an appropriate keyboard so as to improve the
user experience. More importantly, we are the first to design
a generic randomized keyboard for Android.

6. Conclusion

This paper presents a full-scale usability testing of a generic
Android privacy enhancing keyboard (PEK), which can
prevent various attacks against touch-enabled devices from
inferring user pins or passwords. We perform an iterative
two-round two-stage usability test including pilot usability
tests and main usability tests for improving PEK for broad
adoption. Based on the findings of the two usability tests
in the first usability test, we implement new features in
the current PEK. After the iterative improvement efforts,
most users find our app easy to use and install. However,
the usability test demonstrates the worrisome phenomena
that many users blindly trust their phones for security or
are not much concerned with the possible breaches. These
phenomena demonstrate the human factor that contributes
to the vulnerabilities of the cyber space.
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The popularity of location-based services (LBS) and the ubiquity of sensor device have resulted in rich spatiotemporal data. A large
number of human behaviors had been recorded including cooccurrence which refers to the phenomenon that two people have been
to the same places at the same time.These data enable attackers to infer people’s social relationship based on their cooccurrences and
many attack models were proposed. However, current attack models still cannot effectively address the following two challenges:
How to distinguish cooccurrences between acquaintances and strangers?What kind of cooccurrence contributes to strong social strength?
In this paper, we present a novel social relationship attack model—the Mobility Intention-based Relationship Inference (MIRI)
model—which can solve the above two issues. Firstly, we extract mobility intentions and adopt them to characterize cooccurrences.
A classification model is trained for attacking social relationship. The experimental results on two real-world datasets demonstrate
that the proposed MIRI model can properly differentiate cooccurrences by simultaneously considering spatial and temporal
features. The comparison results also indicate that MIRI model significantly outperforms state-of-the-art social relationship attack
models.

1. Introduction

Nowadays, along with the rapid advances in Internet of
Things (IOT) devices [1], especially with the popularity of
social network services (SNSs) [2], the volume of human
spatiotemporal data increases tremendously. A large num-
ber of spatiotemporal datasets are developed for various
researches and many applications. In the last decade, lots of
attack models [3–6] and privacy protection strategies [7] are
proposed to protect users’ privacy before releasing datasets
to the public. However, most existing studies focus on how
to protect individual privacy. There are few researches about
protecting the social relationship of two users.

On the one hand, it is quite clear that two people are often
seen together who have intimate social relationship, such as
friends, colleagues, or family members. This phenomenon is
known as cooccurrence where two people have been to the
same places at the same time [8]. The cooccurrence is very
common in people’s daily life. On the other hand, the abun-
dant spatiotemporal datasets enable adversaries to analyze

social relationship based on cooccurrence, and it leads to the
problem of social relationship protection.

If the social relationship of two people which should not
be known is inferred by criminals, it leads to crimes or even
two people might get hurt in real world. In 2014, a criminal
knew a madam is an accountant employed by the owner
of private companies in China. The criminal pretended to
be the owner and cheated $30,000. Along with the increas-
ing amount of human spatiotemporal data, attacking social
relationship based on cooccurrence has become a focal point
in social relationship research.

In the past few years, many attack models based on cooc-
currence are proposed.These attack models employed spatial
features of cooccurrence like location entropy [9] to infer
social relationship. The basic idea is that cooccurrences at
nonpublic places imply strong social strength and cooccur-
rences at public locations contribute less to social strength.
These attackmodels have two problems. First of all, as we will
see later, these attack models can be prevented by inserting
fake records. Second, the precision of these attack models
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Figure 1: Distribution of location entropy in BBSC and Gowalla.

is not satisfied. Two people with an intimate relationship
like friends may have cooccurred at public locations, such as
shoppingmall and cinema. It leads to anunreliable estimation
of social strength.

What is more, existing models are based on self-reported
data which involves explicit users’ operations like Gowalla [8]
and cell phone data [10]. In general, there are many cooc-
currences belonging to acquaintances due to reporting moti-
vation [11]. Hence, it is easy to distinguish cooccurrences of
acquaintances from strangers in existing attackmodels. How-
ever, with the development of Internet of Things (IOT), rich
passively collected spatiotemporal data are being produced by
IOT’s devices, such as the Smart Card Data (SCD) of public
transport [12], the traffic surveillance [13], and bank notes
[14]. The collection devices are deployed in public places and
people have little awareness of them. Therefore, most cooc-
currences are coincidence which means two strangers cooc-
curred.

What is more, all cooccurrences in passively collected
spatiotemporal datasets took place at public locations. Fig-
ure 1 shows the distribution of location entropy in Beijing Bus
Smart Card (BBSC) and Gowalla which are two real datasets
used in our experiment. Locations with entropy less than 4 in
Gowalla are over 90%, and 30% of the locations are checked
by one user. In contrast, in BBSC dataset, more than 70% of
the locations have entropy over 4. It means that colocations in
BBSC aremainly public places. Hence, existing attackmodels
can not be directly applied in the passively collected data. In
summary, there are still two significant challenges in existing
social relationship attack models: first, how to distinguish
cooccurrences of acquaintances from strangers and, second,
what kind of cooccurrence contributes to strong social strength.

To address the above two challenges, we propose a novel
inference attack model called the Mobility Intention-based
Relationship Inference (MIRI) model. We adopt mobility
intention to analyze cooccurrence behaviors and exploit their
contributions to social relationship. In general, humanmobil-
ity is fundamentally driven by diverse mobility intentions,
such as family party, shopping, and dining. If two people
always cooccur for the same mobility intentions, they should

be acquaintances with high probability. If two people cooccur
for differentmobility intentions, they are likely to be strangers
and the cooccurrences should be coincidences. Moreover, it
is obvious that social relationship of two people who often
cooccur for shopping or entertainment is much closer com-
pared to two people who only cooccur for commuting.

In the MIRI model, firstly, we obtain mobility intentions.
Then, an Adaboost model is trained to map every cooccur-
rence to a mobility intention dyad. Finally, we train an SVM
classifier based on mobility intention dyads to infer social
relationship.

The major contributions of this paper are as follows:

(i) We analyze existing inference attack models and pro-
pose a method to protect social relationship.

(ii) We propose a novel social relationship attack model
MIRI which can be applied in both self-reported and
passively collected spatiotemporal data.

(iii) We conduct extensive experiments on two real
spatiotemporal datasets: BBSC and Gowalla. With
comparison of three state-of-the-art attack models—
namely, Entropy-Based Model (EBM), Personal
Global and Temporal (PGT) model, and Theme
Aware social strength Inference approach (TAI)—the
experiment results show that our proposed MIRI
model is over 15% more precise than the baseline
models.

The remaining of this paper is organized as follows.
In Section 2 the problem is formally defined and current
inference attack models are analyzed. Our proposed model is
detailed in Section 3. In Section 4 extensive experiments are
conducted. Finally, we conclude the paper with future direc-
tions in Section 5.

2. Problem Definition and Current
Attack Models

2.1. Problem Definition. Given a spatiotemporal dataset of𝑁
users, a footprint of a user 𝑖 is denoted by 𝑜𝑖𝑘 = (loc𝑖𝑘, 𝑡

𝑖
𝑘)

which states user 𝑖 visited loc𝑖𝑘 at time 𝑡𝑖𝑘. The subscript 𝑘
denotes that 𝑜𝑖𝑘 is the 𝑘th footprint of user 𝑖. The location loc𝑖𝑘
is a geographic coordinate. The footprint history of user 𝑖 is
represented as a sequence of footprints: 𝑂𝑖 = (𝑜𝑖1, 𝑜

𝑖
2, . . . , 𝑜

𝑖
𝑛).

We say two users have a cooccurrence if they both visited
a location at almost the same time, and the location of
cooccurrence is called colocation.

Definition 1 (cooccurrence). The footprints (loc𝑖𝑟, 𝑡
𝑖
𝑟) ∈ 𝑂𝑖

and (loc𝑗𝑠 , 𝑡
𝑗
𝑠) ∈ 𝑂𝑗 of users 𝑖 and 𝑗 can form a cooccur-

rence 𝑐 = (𝑜𝑖𝑟, 𝑜
𝑗
𝑠) if they satisfy both spatial condition

dist(loc𝑖𝑟, loc
𝑗
𝑠) < 𝛿 and temporal condition |𝑡𝑖𝑟 − 𝑡𝑗𝑠 | < 𝜏. 𝛿

and 𝜏 are distance and time thresholds, respectively, which is
empirically decided by various application systems.

Let𝐶𝑖𝑗 = {𝑐1, 𝑐2, . . . , 𝑐𝑤} denote the set of𝑤 cooccurrences
of users 𝑖 and 𝑗. The formal definition of social relationship
attack problem from spatiotemporal data is as follows.
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Definition 2 (social relationship attack). Given a cooccur-
rence set𝐶𝑖𝑗 of users 𝑖 and 𝑗, the problemof social relationship
attack is to infer whether they are acquaintances or strangers
and how close their relationship is.

In this work, we use mobility intention to attack social
relationship from spatiotemporal data. Formally, mobility
intention can be defined by the following claim.

Definition 3 (mobility intention). The mobility intention
refers to a common cause which can explain why a user
appeared in location loc at time 𝑡.

2.2. Current Attack Models. In last decade, there are many
research works which focus on attacking social relationship
by cooccurrences. Most attack models are based on spatial
features including location entropy and number of cooccur-
rences and so forth. The relation between social relationship
and cooccurrence was first studied by Crandall et al. [15].
They found that the probability of a social tie increases
sharply as the number of cooccurrences increases among
Flickr users. The works [10, 16] obtained similar conclusions
from cell phone data. Nonetheless, cooccurrences at different
locations do not contribute equally to social relationship.
Some other spatial features of cooccurrence were adopted to
decide the contribution to social relationship.

Location entropy is a widespread used spatial feature. It
takes into account both the number of userswho are observed
at the location and the relative proportions of their footprints.
Let loc𝑘 be a location and 𝑈𝑘 be the set of all users who have
footprints at loc𝑘. Let 𝑂𝑘 be the set of footprints at loc𝑘 and
𝑂𝑖,𝑘 be the set of 𝑢𝑖’s footprints at loc𝑘. The probability that
a randomly picked footprint from 𝑂𝑘 belongs to user 𝑢𝑖 is
𝑃𝑘(𝑢𝑖) = |𝑂𝑖,𝑘|/|𝑂𝑘|which is the total fraction of all footprints
at location loc𝑘 that are of user 𝑢𝑖. If we define this event as a
random variable, then its uncertainty is given by the location
entropy

𝐻(loc𝑘) = − ∑
𝑢𝑖∈𝑈𝑘

𝑃𝑘 (𝑢𝑖) log𝑃𝑘 (𝑢𝑖) . (1)

Location entropy with high value indicates many users
have footprints at the location with equal proportion. Many
public places, such as plazas, famous scenic spots, train
stations, and stadiums, are popular to many visitors and have
high value of location entropy. Conversely it will have low
entropy if the distribution of footprints at a location is heavily
concentrated on a few users. The private places, such as
houses which are specific to a few people, have low value of
location entropy. From definition of location entropy (1), it
is clear that locations with high entropy usually have more
cooccurrences than locations with low entropy.

Cranshaw et al. [9] firstly used location entropy to assign
different contributions to cooccurrences. Their experiment
results show that the precision of social relationship attack is
greatly improved. Since then, many state-of-the-art inference
models are based on location entropy. In [8], Pham et al.
considered both location entropy and diversity of locations in

cooccurrences. They proposed EBM model which is a linear
regression model to attack social relationship of two users:

𝑠𝑖𝑗 = 𝛼𝐷𝑖𝑗 + 𝛽𝐹𝑖𝑗 + 𝛾. (2)

𝑠𝑖𝑗 is social strength of 𝑢𝑖 and 𝑢𝑗 and 𝛼, 𝛽, and 𝛾 are optimal
parameters.𝐷𝑖𝑗 is a measurement for diversity of colocations
and 𝐹𝑖𝑗 is closely related to entropy of colocations. Wang et
al. [17] considered not only location entropy but also another
two additional factors: individual mobility pattern and time
gaps between two continuous cooccurrences. The result of
the proposed model PGT is the product of the above three
weights:

𝑠𝑖𝑗 = max {𝑤𝑝𝑖𝑗} ×∑(𝑤𝑔𝑖𝑗 × 𝑤
𝑡
𝑖𝑗) . (3)

𝑤𝑔𝑖𝑗 is decided by location entropy and it plays a key role in the
proposed attackmodel. Zhou et al. [18] proposed aTAImodel
which considers cooccurrence distribution on locations.

The problem of social relationship attack can not be
solved by current location privacy protection techniques.
Shahabi et al. [19] proposed a framework which can attack
social relationship from privacy preserving spatiotemporal
datasets.However, existing attackmodels aremainly based on
location entropy. Furthermore, colocations with low entropy
provide more information for social relationship attack.
Hence,we canprotect the social relationship by increasing the
location entropy value of locationswith low entropy. From (1),
we know locations have high entropy if there are many users
that visited the location with equal proportion.The locations
with low entropy will have high value of entropy by inserting
fake footprints on the colocations. For example, suppose there
are five footprints for one user at a private location loc𝑘, and
the entropy of loc𝑘 is

𝐻(loc𝑘) = −1 × log 1 = 0. (4)

If we add fifteen fake footprints with an equal allocation of
three users, then the entropy of loc𝑘 is

𝐻⋆ (loc𝑘) = −4 ×
1
4
log 1

4
= log 4 = 2. (5)

The entropy value of loc𝑘 is much greater than the original
value. Based on (2) and (3), the precision of EBM and PGT
will decrease dramatically after modifying location entropy
values.Therefore, we can protect social relationship by insert-
ing fake footprints before releasing spatiotemporal data-
sets.

What is more, though the above inference models have
shown how social relationship correlates to cooccurrence,
the weights of these models have limited discernibility for
considering only partial features of cooccurrence. The prob-
lem of distinguishing cooccurrences of acquaintances from
strangers has not been studied in existing attack models. In
contrast, as we will discuss later, our proposed MIRI model
determines cooccurrence’s contribution by corresponding
mobility intentions which take into account various spatial
and temporal features and overcomes the drawbacks in
previous works.
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3. Social Relationship Inference

3.1. Overview. As shown in Figure 2, MIRI model consists
of three steps: (1) obtaining mobility intentions; (2) mapping
every cooccurrence to a mobility intention dyad; (3) training
an SVM classifier for attacking social relationship. After SVM
classifier is trained, given cooccurrences of two people, then
we can infer whether they are acquaintances or strangers.

We will explain how to obtain mobility intentions in
Section 3.2. In Section 3.3, we train an Adaboost model with
comprehensive feature engineering for mapping a footprint
to a mobility intention. Then, the cooccurrence can be
characterized by a mobility intention dyad. The problem of
extracting cooccurrences from a spatiotemporal dataset is
out of the scope of this paper, and we assume cooccurrences
have been obtained before characterizing. In Section 3.4, a
feature vector which is based on mobility intention dyads is
constructed for attacking social relationship. If social strength
between users in training dataset can be measured by contin-
uous value like Katz score [8], we can train a linear regression
model and can tell how close two users’ relationship is. How-
ever, the training dataset of passively collected spatiotemporal
data only tells if two users are acquaintances or not. Hence, in
this paper, a binary SVM classifier is trained to infer whether
two users are acquaintances or strangers. It is very easy to
extend our binary classifier to linear regression model after
obtaining continuous measurement in training dataset.

3.2. Mobility Intention Extraction. As mentioned before,
mobility intentions can be used to infer social relationship.
They are latent variables which can not directly be observed.
First of all, we need to know how many and what kinds of
mobility intentions hide in a spatiotemporal dataset. There
are two ways to obtain mobility intentions: summarizing
from auxiliary material and extracting from dataset.

First, we can obtain mobility intention from auxiliary
materials, such as statisticmaterials or social network services
(SNSs) provider. For instance, the 2009 National House-
hold Travel Survey (NHTS) provides information of nation’s
inventory of daily travel including mobility intention (work,
shopping, etc.) [20]. The Beijing Transport Institute release
Beijing Transport Annual Report for public transport of Bei-
jing to the public every year [21]. The annual reports provide
the proportion of mobility intention in Beijing public trans-
port.The proportion of seven mobility intentions in 2015 and
2016 are shown in Figure 3.

Many SNSs provide the information of location category.
There were nine location categories in Gowalla dataset and
five location categories in another popular check-in service
Foursquare which include food, coffee, nightlife, fun, and
shopping. Many researchers [22–24] consider location cate-
gories as activity categories, such as entertainment, food, and
shopping. In general, the activity categories also can be con-
sidered as mobility intentions.

However, many spatiotemporal datasets have no auxiliary
information. Furthermore, mobility intentions are not the
same in different datasets. The second way to obtain mobility
intention is extraction from spatiotemporal dataset. Many
studies show that humans mobility follows simple repro-
ducible patterns.Themobility patterns show a high degree of

temporal and spatial regularity and can be considered as
mobility intentions [14, 25]. For example, commuting which
is a basicmobility pattern inmany spatiotemporal dataset can
be used to explain why a worker arrived at the work place
around 9 a.m. on work days. Hence, we can use mobility
patterns as mobility intentions.

In our former work [26], we use Nonnegative Tensor
Factorization (NTF) to extract mobility patterns from a spa-
tiotemporal dataset and consider them asmobility intentions.
NTF is an effective tool for analyzing the interrelationship
between spatial and temporal attributes for spatiotemporal
dataset [27].TheCANDECOMP/PARAFAC (CP)decomposition
algorithm [28] is a kind of widely used NTF and factorizes a
tensor Y into a sum of component rank-one tensors in the
following manner:

Y ≈
𝑅

∑
𝑟=1

𝜆𝑟Y𝑟. (6)

Every rank-one tensorY𝑟 is the outer product of three vectors

Y𝑟 = a𝑟 ∘ b𝑟 ∘ c𝑟. (7)

Y𝑟 is a mobility pattern and is considered as a mobility
intention in our former work.

In order to extract mobility intentions, firstly, a three-
dimensional tensor which is composed of location-hour-
day X ∈ R𝑀×𝐻×𝐷 is constructed. We partition one day
into ℎ time bins with approximately equal time intervals. The
element 𝑦𝑟𝑖 ,𝑡𝑗,𝑑𝑘 of the three-way tensorX ∈ R𝑀×𝐻×𝐷 can be
computed as

𝑦𝑟𝑖 ,𝑡𝑗,𝑑𝑘 =
Count (𝑟𝑖, 𝑡𝑗, 𝑑𝑘)

∑𝐿𝑞=1 Count (𝑟𝑞, 𝑡𝑗, 𝑑𝑘)
, (8)

where 𝑟𝑖, 𝑡𝑗, and 𝑑𝑘 are the index of the location, the time
bin, and the day of month, respectively; 𝐿 is the total number
of locations; and Count(𝑟𝑖, 𝑡𝑗, 𝑑𝑘) is the number of users who
appeared at location 𝑟𝑖 at time 𝑡𝑗 on 𝑑𝑘th days.

Then the tensorX is factorized into a linear combination
of rank-one tensorsY𝑟 through CP decomposition algorithm.
After decomposition, we manually named the labels to
summarize the mobility intention described by every rank-
one tensor Y𝑟. Here, every rank-one tensor Y𝑟 is the outer
product of three vectors h𝑟, l𝑟, and d𝑟:

Y𝑟 = h𝑟 ∘ l𝑟 ∘ d𝑟, (9)

whereh𝑟, l𝑟, andd𝑟 can be considered inherent characteristics
of mobility intention for hour, location, and day, respectively.
What is more, these rank-one tensors can also be used to
analyze spatiotemporal features which are applied to form
mapping function in the following subsection.

We use 𝑚𝑖 to denote the 𝑖th mobility intention andM =
{𝑚𝑖 | 1 ⩽ 𝑖 ⩽ 𝑀} to represent the set of𝑀mobility intentions.
After obtaining the mobility intentions, we can map every
footprint to a mobility intention.
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Figure 2: The framework of the proposed MIRI model.
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3.3. Inferring Mobility Intentions Dyads. In this subsection,
we will detail how to map a cooccurrence 𝑐 = (𝑜𝑖𝑟, 𝑜

𝑗
𝑠) to a

mobility intention dyad. We consider every mobility inten-
tion 𝑚𝑖 ∈ M, ⩽ 𝑖 ⩽ 𝑀, as one class. Each footprint 𝑜𝑖𝑘 =
(loc𝑖𝑘, 𝑡

𝑖
𝑘) corresponds to one mobility intention, in other

words, belongs to a class. Then the mobility intention map-
ping can be considered as a multiclass classification problem.

In order to acquire good performance of multiclass clas-
sification, we perform a comprehensive feature engineering
and model training. After analyzing vectors of rank-one ten-
sor in the last subsection and considering experiment results
in feature engineering, we propose three kinds of exploited
and distinguishable features: spatial features, hour features,
and day features. Let 𝑜𝑖𝑘 = (loc𝑖𝑘, 𝑡

𝑖
𝑘) and 𝑜

𝑖
𝑘−1 = (loc𝑖𝑘−1, 𝑡

𝑖
𝑘−1)

be 𝑘th and (𝑘 − 1)th footprint of user 𝑖, respectively, and

𝑜𝑖𝑘 = (loc𝑖𝑘, 𝑡
𝑖
𝑘) be the last footprint of user 𝑖 which also

occurred at location loc𝑖𝑘. Then, the features can be defined
as follows:

(i) Spatial features

(a) Location entropy is used to measure the popu-
larity of a location and its definition is

𝐻(loc𝑖𝑘) = −∑
𝑖

𝑝𝑖 ln𝑝𝑖, (10)

where 𝑝𝑖 is the probability that a randomly
picked check-in from all check-ins at location
loc𝑖𝑘 belongs to user 𝑢𝑖.
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(b) Location type indicates the category of location
loc𝑖𝑘 such as bar and mall. Location type can
be obtained from LBS’s application program
interface (API), such as Google Places API
(https://developers.google.com/places/?hl=zh-cn)
or sina weibo API (http://open.weibo.com/).

(c) Distance refers to the distance between location
loc𝑘 and last location loc𝑘−1.

(ii) Hour features

(a) Hours is the hour of time 𝑡𝑖𝑘 in a day denoted by
{0, . . . , 23}.

(b) Stay time is time interval between two continu-
ous footprints of a user: 𝑡𝑖𝑘 − 𝑡

𝑖
𝑘−1.

(c) Time span is time interval between two foot-
prints which occurred at the same location loc𝑖𝑘:
𝑡𝑖𝑘 − 𝑡
𝑖
𝑘 .

(iii) Day features

(a) Day of week is weekday of 𝑡𝑖𝑘. It is denoted by
{0, . . . , 6} which means Sunday to Saturday.

(b) Day of month is day in month of 𝑡𝑖𝑘. It is denoted
by {1, . . . , 31}.

(c) Day type refers to the category of 𝑡𝑖𝑘. There
are three categories: workday, short breaking
holidays, and long holidays.

Finally, with the above features, we train an Adaboost
model [29] to map 𝑜𝑖𝑘 to a mobility intention 𝑚𝑖𝑘. Then, we
can characterize a cooccurrence 𝑐 = (𝑜𝑖𝑟, 𝑜

𝑗
𝑠) with a mobility

intention dyad (𝑚𝑖𝑟, 𝑚
𝑗
𝑠) through the trainedAdaboostmodel.

In the last section, we discuss how to protect social
relationship by changing entropy of location. However, this
method does not work here. The entropy of location is a
parameter in our Adaboost model. The Adaboost model can
achieve similar classification results with much less tweaking
of parameters. Hence, the changing of location entropy will
not seriously affect multiclassification results and it can not
protect the social relationship.

3.4. Social Relationship Inference. So far, we can build the
inference model which is based on the mobility dyads. By
adopting the Adaboostmodel, the cooccurrence sequence𝐶𝑖𝑗
of user 𝑖 and user 𝑗 can be characterized as the following
sequence of mobility intention dyads:

⟨(𝑚𝑖1, 𝑚
𝑗
1) , (𝑚

𝑖
2, 𝑚
𝑗
2) , . . . , (𝑚

𝑖
𝑤, 𝑚
𝑗
𝑤)⟩ ,

𝑚𝑖𝑘, 𝑚
𝑗

𝑘
∈ M, 1 ⩽ 𝑘 ⩽ 𝑤.

(11)

In order to identify the weight of each of the mobility
intention dyads, we construct a mobility intention vector m
with the following 𝑞(𝑞 + 1)/2 elements:

(Count (𝑚1, 𝑚1) , . . . ,Count (𝑚𝑀, 𝑚𝑀) ,

Count (𝑚1, 𝑚2) , . . . ,Count (𝑚𝑀−1, 𝑚𝑀))
𝑇 ,

(12)

where Count(𝑚𝑟, 𝑚𝑠) is the number of mobility intention
dyads (𝑚𝑖𝑟, 𝑚

𝑗
𝑠).

For example, if there are threemobility intentions𝑚1, 𝑚2,
and 𝑚3 extracted from a spatiotemporal dataset. Given the
mobility intention pairs of 𝑢𝑖 and 𝑢𝑗 as follows:

⟨(𝑚1, 𝑚1) , (𝑚1, 𝑚1) , (𝑚1, 𝑚1) , (𝑚1, 𝑚2) , (𝑚2, 𝑚1) ,

(𝑚1, 𝑚3) , (𝑚2, 𝑚3)⟩
(13)

the mobility intention vectorm𝑖𝑗 is

m𝑖𝑗 = (3, 0, 0, 2, 1, 1)
𝑇 . (14)

From the feature vector m𝑖𝑗, we see that the two users
cooccurred three times for the same mobility intention 𝑚1,
cooccurred twice with one for 𝑚1 and the other for 𝑚2, and
cooccurred once with left different mobility intention dyads.

Then, we can adopt virtually any existing binary classifier
algorithm to distinguish acquaintances from strangers. In this
paper, we use SVM as our binary classifier. After training is
finished, given a pair of users and their cooccurrences, we first
map them tomobility intentions dyads through the Adaboost
model. Then we construct the mobility intention vector.
Finally, we can infer whether the two users are acquaintances
or not by the trained classifier.

4. Experiment and Analysis

In this section, we first describe experimental settings
including the dataset and experimental environment. Next,
baselines and evaluation metric which are used to evaluate
the performance are discussed. Finally, we compare MIRI
model with several state-of-the-art models to demonstrate its
effectiveness.

4.1. Settings. We use two real-world datasets in our exper-
iment: Gowalla [2] and BBSC. The Gowalla dataset is a
publicly available check-in dataset which was collected from
February 2009 to October 2010. It is a self-reported dataset
and consists of two different sets. The first one is spatiotem-
poral data with 6,442,890 check-ins from 107,092 users, and
the format of every check-in is as follows: <user ID, latitude,
longitude, timestamp, location ID>. The other one is a social
graph of friendships among users and has 950,327 friend pairs
which serve as the ground truth. We mine cooccurrences
from the first set and form the first experimental data col-
lection with corresponding relationship information of user
pairs in the second set. The BBSC collects prepaid smart card
records for public transportation in Beijing, China, and is a
passively collected dataset. The format of each card record
is as follows: <card ID, line ID, bus station, swap card
time>. The geographic coordinate of each bus station can be
obtained fromGoogle Places API.We obtained a dataset with
275,951,094 bus transaction records with about 16,161,460
cards fromOctober 1, 2014, to October 31, 2014.We identified
412 card users and 2,796 friend pairs among these card users,
and the cooccurrences of these 412 card users and corre-
sponding relationship are formed to the second experimental
data collection.

https://developers.google.com/places/?hl=zh-cn
http://open.weibo.com/


Wireless Communications and Mobile Computing 7

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Recall

Pr
ec

isi
on

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Pr
ec

isi
on

EBM

Original
Modification

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Recall
PGT

Original
Modification

Figure 4: Comparison of original Gowalla dataset and its modification.

Every experimental data collection is divided into two
subsets: training set and test set. We construct mobility
intention-based relationship attack model and other baseline
models on the training set and test the performance of all
attack models on the test set. In order to verify the effective-
ness of tensor decomposition, we extract mobility intentions
from BBSC and Gowalla.

4.2. Methodology. The precision-recall curve is used to mea-
sure the precision of our model and make comparison with
other baseline models. Let TR denote the set of ground truth
friend pairs in the test set and MR be the set of friend
pairs reported by a social relationship inference model. The
precision and recall are defined as

Precision = |TR ∩MR|
|MR|

,

Recall = |TR ∩MR|
|TR|

.
(15)

Three baseline models are chosen for performance compar-
ison: EBM [8], PGT [17], and TAI [18]. EBM is a state-of-
the-art social relationship inference model. It is an Entropy-
Based Model and two major factors are considered: location
diversity which is measured by Renyi entropy and weighted
frequency which is based on location entropy. PGT is an
extension of EBM by considering two additional factors:
personal factor which indicates an individual user’s proba-
bility to visit a certain location and temporal factor which
considers the time gaps between consecutive cooccurrences.
TAI is a probability model which is based on LDA and its

performance is close with numbers of “topic themes” and
spatiotemporal windows. The topic themes are similar to the
mobility intention of our proposed MIRI.

4.3. Results

4.3.1. Protecting Social Relationship by Increasing Location
Entropy. In Section 2.2, we analyze current social relation-
ship attack models and conclude that social relationship can
be protected by increasing location entropy value. We will
use some experiments to illustrate the proposed protection
method in this subsection.

The location entropy values of locations with location
entropy less than 3 aremodified to 3 in Gowalla dataset.Then
EBM model and PGT model are trained and tested. Figure 4
shows the performance comparison of two inference models
on original dataset and modified dataset. After location
entropymodification, the performance of both attackmodels
decreases dramatically.The prediction precisions when recall
is greater than 0.2 and less than 0.8 reduce by 35% to 89% and
120% to 296% for EBM model and PGT model, respectively.
These results show that increasing location entropy is an
efficient method to protect social relationship.

4.3.2. Performance Comparison with Baseline Models. In
Figure 5, the precision-recall curves of baseline models and
MIRI on two datasets illustrate that MIRI performs the best
among all comparison models on two datasets. In detail, for
the Gowalla dataset in Figure 5(a), MIRI outperforms PGT
by 5% to 20% in precision for considering comprehensive
spatiotemporal features. For BBSC dataset in Figure 5(b), the
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Figure 5: Comparison with the state-of-the-art models.

performance of EBM and MIRI on BBSC is not as good as
that on Gowalla. There are two reasons for this. The first
is that all cooccurrences of BBSC occurred at public places.
The second is that there are more coincidences in BBSC
than in Gowalla. Although the coincidence weights of EBM
and PGT are very small, the amount of coincidence is large
and it leads to unreliable estimation of social relationship.
However, MIRI have stable performance on both datasets.
The possible reason is that mobility intention is introduced
and plays a key role in differentiating cooccurrences between
acquaintances and strangers. Our experiments demonstrates
that the use of mobility intention improves the precision of
social relationship attack.

4.3.3. Contribution of Mobility Intention Dyads. After tensor
decomposition, we extract ten and seven mobility intentions
from Gowalla dataset and BBSC dataset, respectively. The
seven mobility intentions from BBSC dataset are commut-
ing, shopping, visiting relatives/friends, dinning, recreation,
entertainment, and routing business. With comparison with
the mobility intentions in Figure 3, the mobility intentions
extracted from dataset are consistent with the mobility
intentions in Beijing Transport Annual Report [21]. This
result verifies the effectiveness of extracting mobility inten-
tions form spatiotemporal dataset by tensor decomposition
method.

The top 5 positive and negative weights of mobility inten-
tion dyads are illustrated in Figure 6. The weights presented
in the figure are normalized by the total sum of the absolute
value of all the weights to reflect a pair of mobility intentions’
relative importance. From the figure, it is clear that negative

weights are generally more important than positive weights
and they are not quite different. This provides evidence that
two people are most likely strangers when they cooccurred
for differentmobility intentions.The positive weights are very
different. For Gowalla dataset in Figure 6(a), the mobility
intention pair party-party which means two people cooc-
curred for family party is a dominant indicator for acquain-
tances. On the contrary, there are no single dominant positive
weights in BBSC, probably due to the fact that there are no
private locations in BBSC. In general, the positive weights
are very different which mean different contribution to social
relationship both in Figure 6(a) and in Figure 6(b). This
result shows that some cooccurrences with high positive
value weights imply strong social strength.

5. Conclusions

In this paper, we discuss existing works about attacking
social relationship by cooccurrences and propose a method
by inserting fake footprints to prevent this kind of attack.
We have proposed a novel social relationship attack model
called MIRI, which considers the mobility intention dyads as
features and adopts a classifier to infer whether two persons
are acquaintances or not. Extensive experiments indicate that
the proposed model significantly outperforms existing social
relationship attack models and can be applied in both self-
reported datasets and passively collected datasets.

This work leads to an important future research. How can
we protect our social relationship under MIRI attack? What
kind of operations do we need before releasing spatiotempo-
ral datasets? We believe that this work provides a necessary
step towards addressing such questions.
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Figure 6: Top 5 negative and positive mobility intention dyads for attacking social relationship.
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Recently an online electric vehicle (OLEV) concept has been introduced, where vehicles are propelled by the wirelessly transmitted
electrical power from the infrastructure installed under the road while moving. The absence of secure-and-fair billing is one of
the main hurdles to widely adopt this promising technology. This paper introduces a new secure and privacy-aware fair billing
framework for OLEV on the move through the charging plates installed under the road. We first propose two extreme lightweight
mutual authentication mechanisms, a direct authentication and a hash chain-based authentication between vehicles and the
charging plates that can be used for different vehicular speeds on the road. Second, we propose a secure and privacy-aware wireless
power transfer on move for the vehicles with bidirectional auditability guarantee by leveraging game theoretic approach. Each
charging plate transfers a fixed amount of energy to the vehicle and bills the vehicle in a privacy-awareway accordingly. Our protocol
guarantees secure, privacy-aware, and fair billing mechanism for the OLEVs while receiving electric power from the infrastructure
installed under the road. Moreover, our proposed framework can play a vital role in eliminating the security and privacy challenges
in the deployment of power transfer technology to the OLEVs.

1. Introduction

As the fuel price is going up, alternative fuel vehicles,
in particular, electric vehicles, are getting more attention.
Previously, electric vehicleswere suffering fromvarious issues
such as low reliability, high consumer satisfaction, and low
return on investment [1]. However, thanks to the recent
advancements in automotive, electronics, and communica-
tion technologies, electric vehicles have overcome the issues
and have become pervasive on the present highways. Still,
there are a number of challenges to address in order to
make electric vehicles more practical. One of themost crucial
problems is that the capacity of the state-of-the-art battery
for electric vehicles is not sufficient to drive the cars over

a long distance without recharging. It is well known that the
battery technology has been slowly improved [2], and thus we
can hardly expect to have a much higher capacity battery for
electric vehicles in the near future. Meanwhile, as of today,
there is a relatively small number of places to recharge the
battery of an electric vehicle along a highway [3]. Most of all,
compared to the time to refuel a traditional vehicle with a
combustion engine, it takes significantly longer to charge the
battery through plug-in technology in a charging station [4]
or by staying on a wireless charging plate (CP) [5].

Recently, the concept of online electric vehicle (http://olev
.kaist.ac.kr/en/index.php) is introduced to alleviate the afore-
mentioned issues of electric vehicles. Electric vehicles with
a special onboard unit can obtain the electricity on the
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move in a wireless manner while passing over a road surface
under which power line is installed. It is envisioned that
this new technology will make a significant contribution
to expanding the adoption of electric vehicles. Despite the
apparent benefits, there are still a number of issues that need
to be resolved to aid the wide deployment of online electric
vehicles. In particular, consider the problem of designing a
proper billing mechanism for this wireless-charging-on-the-
move strategy. One straightforward solution would be taking
a picture of every vehicle that is entering a road designed
for online electric vehicles and sending the flat amount of
bill to each one of them. This strategy works well for many
vehicles with combustion engine on modern toll plaza at
highways where they pay their toll tax in a wireless and
efficient manner. However, it is clearly not fair for online
electric vehicles with almost fully charged battery to pay the
same amount ofmoney paid by those vehicles with the almost
empty battery since the driver of a vehicle with the fully
charged battery may not want to use online power service to
save the cost. In addition, collecting pictures of the vehicles
entering every part of the road is almost not possible and
also can cause a privacy abuse. Therefore, it is not desirable
even though this strategy is widely used for toll tax collection
at a toll plaza on the highways. Moreover, recently radio
frequency identification (RFID) gained a lot of attention from
the service providers and has been widely deployed due to
its simple operation and low cost [6–9]. However, our case
is completely different from RFID scenario because in our
case the requirements for traceability and deniability are
critical when compared to RFID authentication and billing.
Hence the comparison between RFID-based solutions and
our scenario would not be fair.

Motivated by our observations, in this paper, we propose
a new secure-and-fair billing framework for online electric
vehicles. In detail, we propose to adopt a road which con-
sists of a series of short-and-equal-sized electricity supply
segments, each of which serves as a unit for billing. Before an
online electric vehicle enters a new segment, it can decide to
use the electricity, while moving over the segment, or deny
it depending on its current battery level. Once the vehicle
decided to use the electricity, it needs to authenticate itself to
the segment and obtain a secret to consuming it (see Figure 1).
To improve the degree of fairness and service granularity,
that is, to be billed for actual use only, it is important to
make the segment short. At the same time, to improve the
efficiency of the segment, which is the actual rate of the
segment used for charging against the portion of the segment
used for other use such as authentication, it is crucial to
design the authentication protocol to be as lightweight as
possible. To guarantee the privacy of each driver and reduce
the operation cost, it is highly desirable not to use a camera
for billing. Rather than using the camera to take the picture
of each vehicle to enter every segment, we propose a wireless
communication based conditional privacy mechanism so
that the real identity of the driver can be exposed by the
revocation authority only if there is a legal need such as

1st segment 2nd segment

Authentication Charging

Figure 1: Online electric vehicle can charge its battery whilemoving
after the authentication with the highway segment.

refusing to pay after actual electricity consumption. Finally
andmost importantly, we provide a mutual audit mechanism
through which a driver cannot deny the usage of legitimate
electricity, as well as the electricity service provider cannot
overcharge.

Summary of Contributions. This paper is the extension of
our previous work [10]. The preliminary version of this work
contains basicmutual authenticationmechanismbetweenCP
andOBUwhereas in the current extended version we address
the issues of conditional privacy preservation, two mutual
authentication mechanisms, bidirectional auditability, and
billing mechanism in the charging-on-the-move environ-
ment. Moreover, the extended version also includes a game
theoretic approach to guarantee bidirectional auditability in
the charging process. To this end, in this paper, we propose
a security framework for electric vehicles which supports the
following relevant features, and thus the contributions of this
paper are as follows.

(a) Bidirectional Audit. We design a mechanism that guaran-
tees privacy-aware bidirectional auditability for both electric
power providing authority and the vehicles. To deal with
the billing and auditing, we propose a semisimultaneous
billing where each vehicle, when it charges its battery, is billed
on plate-by-plate basis where each plate delivers a constant
amount of energy. In other words, the vehicles are billed with
a fixed amount.

(b) Conditional Privacy. We use multiple pseudonymous
mechanism to preserve the conditional privacy of the vehicles
at every stage of the protocol.

(c) Mutual Authentication. We devise a fast and lightweight
authentication mechanism for vehicles and the charging
plates keeping in mind the portion of the charging plate
designated for authentication.

(d) Game Theoretic Approach. We employ a game theoretic
approach to model the proposed bidirectional auditability
mechanism in order to establish Nash Equilibrium between
the charging plate and the vehicle.

This paper proceeds as follows. Section 2 outlines the
literature review regarding wireless power transfer followed
by the system model and problem definition in Section 3. In
Section 4, we outline our proposed scheme and quantitatively
analyze our system in Section 5. In Section 6, we give our
concluding remarks.
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2. Literature Review

Today, some of world most renowned automobile companies
are producing battery propelled vehicles and it is envisioned
that soon electric vehicles will outclass the conventional auto-
mobiles due to economic and environmental reasons. The
technological breakthrough in both electrification technol-
ogy and the energy storage technology has made it possible
for the automobile companies to achieve thismilestone. From
the studies conducted so far, it can be inferred that, in the
near future, most of the fossil fuel propelled vehicles will
possibly be replaced by the electric vehicles (see [11]). In
[11], Weissinger et al. outlined the speed range, storage range,
and the battery types of vehicles till the year 2008. To date,
many efficient charging schemes have been proposed in the
literature to save the commute time for the drivers [12].
However, the frequency of recharging is still a problem that
needs to be addressed.

To motivate the use of electric vehicles, a new concept
of wireless power transfer (WPT) was introduced [5]. In
[5], authors carried out a detailed survey regarding wireless
power transfer and covered many dimensions such as the
distance between the transmitting and receiving entity, and
cost of the technology. The concept of green car was intro-
duced in 2009 by KAIST, South Korea, by the name of online
electric vehicle (OLEV) [13]. The motivation for OLEV was
the weight and the cost of the battery in electric vehicles,
low frequency of charging, fast installation, low maintenance
cost, and so forth. To date, remarkable results have been
achieved by this project and currently they operate and run
prototype buses in the KAIST campus, South Korea [14,
15]. Nonetheless, such online vehicle would require massive
power line infrastructure installed under the road. Moreover
coverage would be another issue due to the cost factor. For
secure WPT, vehicles need to preformmutual authentication
with the CPs before the power transfer begins. However, the
interconnection time between the CP and OBU is very short.
Therefore, it is essential to devise an extreme lightweight and
yet efficient authentication mechanism for this purpose. It
is to be noted that although there exist sophisticated and
efficient authentication mechanisms in VANET [16], these
schemes cannot be directly used in our scenario due to
the unique features, characteristics, and challenges of the
charging on the move.

Frommutual authentication standpoint, Chuang and Lee
[17] proposed a hash-based authenticationmechanism called
trust-extended authentication mechanism (TEAM). TEAM
adopts the concept of transitive trust relationships where a
normal vehicle becomes the trusted entity after successful
authentication and can delegate the authentication process
in the absence of the authorities. Moreover TEAM does
not protect the privacy since original ID is shared during
authentication. On the other hand, even if a normal vehicle
successfully authenticates itself, it does not guarantee that the
vehicle will not be malicious while delegating authentication
function. Therefore, we believe that the transitive trust may
lead to even worst situation from security standpoint in
VANET.

Billing is an important requirement in commercial net-
works and it can be abstractly divided into two classes,
time-based billing and content-based billing. In the former,
nodes (subscribers or consumers) pay the service fee based
on time, for instance, the Internet access charges, and in
the latter case, nodes pay based on the content they receive
where the specific content costs a constant amount of
money, for example, downloading a song from iTunes and
so forth [18]. A number of billing mechanisms have been
proposed for wirelessmesh networks [19, 20] and commercial
VANET applications [18, 21]. In [18], the authors propose
a portable authentication/authorization/accounting (AAA)
framework for purchasing services from the RSUs. They use
signature-based and key policy attribute-based encryption
(KP-ABE) in their billing mechanism to attain localized fine-
grained access control and also employ E-coin. In another
work, Yeh and Lin [21] proposed a local and proxy-based
authentication and billing scheme to lessen the long-distance
communication overhead. They also proposed an incentive-
aware multihop forwarding for vehicles in the VANET. They
use batch verification mechanism in their scheme to fulfill
the security requirements and signature-based communica-
tions. However, our service scenario is different because we
deal with the charging plates installed underneath the road
and such sophisticated cryptographic primitives will cause
enormous delay. Therefore, aforementioned schemes are not
directly applicable in our scenario.

Recently, some considerable results were appeared for the
OLEVs. Zhao et al. proposed a new billing scheme which
could detect free-riders, who charge their vehicle without
payment, by checking their battery level before and after a
charging plate [22]. The free-riders could charge by getting
closer to authenticated and billed vehicles. However, this is
an unrealistic solution as vehicles should not be on the same
charging segment, which is 50m long or longer than onemile
according to their description, to avoid to be treated as a free-
rider. All vehicles in traffic jam must pay for charging even
if they do not want to charge. Saxena and Choi proposed
a bilinear pairing based authentication scheme for flexible
charging in vehicle-to-grid networks [23]. However, their
proposed scheme is not compatible with our environment
as they considered a wired charging which vehicles need to
be connected to for a relatively longer time period. Li et
al. proposed a fast authentication scheme with segmented
charging plates for wireless charging [24]. Their simulation
results show that the proposed scheme is highly efficient as
it takes only 0.11ms to verify vehicles. However, their system
model needs to have a gap between charging pads to prevent
the free-riders.The two neighboring charging pads should be
separated by 0.8m while the length of charging pads is 0.4m,
and thus this setting makes the system have low utilization of
charging. Heavy vehicles, which need more energy to move,
would be discharged slowly on the road.

In this paper, we, to the best of our knowledge, for the
first time propose a secure and privacy-aware mechanism
to transfer the electric power to propel the vehicles moving
on the road where the power transfer technology is installed
underneath the road in the form of charging plates.Moreover
our proposed scheme also guarantees bidirectional audit.
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Figure 2: Taxonomy of system participants.

First we propose two lightweight and fast privacy-aware
mutual authentication mechanisms between the vehicles
and the charging plates installed under the road. The two
authentication mechanisms can be adapted with different
vehicular speeds and the length of the charging plates. Then
we propose a secure charging mechanism for vehicles with
bidirectional auditability guarantee where vehicle is billed
in a semisimultaneous manner on the per-plate basis. We
also employ a game theoretic approach for modeling and
guaranteeing auditability by establishing Nash Equilibrium
between the charging plates and the vehicles.

3. System Model and Problem Statement

3.1. System Participants and Network Model. Our proposed
system model consists of electric vehicles and an electric
power delivery infrastructure. Electric power delivery service
is exercised by the charging service providing authority
(CSPA) that is responsible for providing the vehicles with
the electric charge through charging plates and billing them
accordingly.The charging infrastructure is installed under the
surface of the road and each road segment of a certain length
is covered by the charging plates. The charging plates also
have hardware for communication and computation purpose
and these plates are responsible for authentication prior to
battery charging, billing, and logging the audit information.
These charging plates communicate with both vehicles and
CSPA back and forth during the charging and the billing
process. We also introduce some components from vehicular
ad hoc network (VANET) that are frequently assumed in
VANET. These components are used by electric vehicles
(throughout the paper, the terms “vehicle,” “vehicular node,”
and “OBU” are used interchangeably and we mean electric
vehicle collectively by these terms) for initialization and
registration.These components include vehicle management,
registration, and revocation authorities. The department of

motor vehicles (DMV) is at the top of the hierarchy where
every vehicle should be registered beforehand. Revocation
authorities are leveraged to revoke the identity of the vehicle
when needed with the consent from law enforcement author-
ities (police or judiciary) in the form of a warrant. There
may be heterogeneous types of vehicles on the road, but for
ease of understanding, we focus only on the electric vehicles
in this paper. Therefore, our proposed scheme can be easily
implemented in the VANET framework, which is one of the
most popular and promising future vehicular infrastructures.

The taxonomy of the system participants is shown in
Figure 2 and the network model is shown in Figure 3. We
consider a fleet of electric vehicles on the road where these
vehicles receive electric power from the power line installed
beneath the road, depending upon the usage of the vehicle.
It can be seen in Figure 1 that road segment consists of the
power line distribution technology installed beneath the road
in the form of charging plates. A portion of the charging plate
is leveraged for authentication purpose and the rest of the
charging plate is used for transferring the electrical energy to
the vehicle (see Figure 1). Vehicles mutually authenticate with
the charging plates before receiving electric power from the
plates. After successful authentication, the fixed designated
amount of electrical energy is transferred to the battery
and the vehicle is billed accordingly. The communication
channel between vehicles, registration, and revocation
authorities, and the charging plates is based on Dedicated
Short Range Communication (DSRC) (https://www.fcc.gov/
wireless/bureau-divisions/mobility-division/dedicated-short-
range-communications-dsrc-service) standardwhereas charg-
ing plates are connected to the charging service providers
through high-speed wired links.

In our network model, bidirectional auditability is of
paramount importance because the vehicle wants to get the
energy if it has paid for it and similarly the service provider
must receive the amount of due amount if the electrical
charge is transferred to the vehicle. Therefore, in the next

https://www.fcc.gov/wireless/bureau-divisions/mobility-division/dedicated-short-range-communications-dsrc-service
https://www.fcc.gov/wireless/bureau-divisions/mobility-division/dedicated-short-range-communications-dsrc-service
https://www.fcc.gov/wireless/bureau-divisions/mobility-division/dedicated-short-range-communications-dsrc-service
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Figure 3: The network model.

subsection, we outline the bidirectional auditability problem
by leveraging game theoretic approach.

3.2. ProblemDefinition. Based on the aforementioned system
and network model, we outline our problem statement.
The problem statement is multidimensional and covers a
number of aspects for the unique environment of wireless
charging. The wireless-charging-on-the-move phenomenon
has a unique set of requirements and thus introduces new
problems. Firstly, due to the billing and audit, both charging
plates and vehicles must mutually authenticate each other.
However, due to the high speed of vehicles and the small size
of the charging plate, the authentication mechanism should
be extremely lightweight and fast. Secondly, in order to make
the wireless charging service on the move, user satisfaction is
going to be a major challenge from the privacy standpoint.
In other words, the users will prefer to make the charging
and billing mechanism anonymous. Therefore, a conditional
privacy-aware and yet secure mechanism should be in place
to cover the whole charging and billing process. Thirdly, the
vehicles and the service providers should be able to carry out
bidirectional auditability where both parties should be able to
verify the amount of charge and the respective bill.

In order to argue on the bidirectional auditability, we
employ a game between the user and CP as an instance
of the Guest-Host problem (GHP). In the GHP, guest and
host at a hotel make sure that both of them are audited
in a fair way. In game theoretic approach, an important
stage called Nash Equilibrium (NE) is achieved where each
player is assumed to be aware of the equilibrium strategies
of the opponent(s). In NE, no player can gain anything by
changing only his/her own strategy. In other words, during

the game, a stage is reached where no player can benefit from
changing its strategy while other players keep their existing
strategy. Therefore, the current set of strategies and their
payoff collectively constitute NE. In our proposed scheme, an
uncooperative game theoretic approach will be explained in
the later section.

3.3. Assumptions. Our proposed scheme is based on the
following assumptions.

(a) Electric vehicles are equipped with onboard unit
(OBU) andTamper-ResistantModule (TRM) to carry
out the secure computation. It is to be noted that
messages are constructed inside TRM and the secu-
rity parameters (keys) are saved into TRM. TRM
takes care of the message construction according to
its configuration. The modules that give the data as
input to the TRM can still provide TRM with wrong
information.

(b) DMV is a trustworthy entity and only DMV is
authorized to initialize the TRM and store necessary
security parameters and keys in it, whereas CSPA,
charging plates, and OBUs are not trustworthy.

(c) For a single charging plate, a fixed amount of charge
is transferred to vehicles and a fixed amount of bill
is charged to the customer, and thus this constitutes
a semistatic and fixed billing system. This can be
extended to detect the exact amount of energy trans-
ferred to vehicles.
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(d) We use the energy encryption scheme [25] to prevent
free-riders who charge their vehicles without pay-
ment by being located on the same charging plates
with a legal paid vehicle.

3.4.ThreatModel. In our threat model, we consider that both
participating parties (charging plates and vehicles) may be
malicious. Their behavior can be malicious in terms of either
bypassing the billing process or overcharging the energy
receiving entity. Besides, the CSPA can also abuse the privacy
of the electric power consumer vehicle by either exposing
their location information or selling out their location-based
profile to other third parties such as ads agencies. Moreover,
both passive and active adversaries are considered who can
sniff the communication between charging plate and OBU,
modify it, or forge it. We argue that the adversaries will have
more resources than the participating entities. However, the
timeliness of possible attack is a challenging front for the
adversaries where the possible attacks must be performed
within the stipulated time that is equal to the duration of the
charging and billing.

3.5. System Requirements and Security Models. Based on the
system and threatmodels, we argue that the proposed scheme
is secure if it satisfies the following security models.
(S-1) Mutual authentication: whenever a vehicle is moving

on the authentication section and the vehicle needs to
charge battery, both the vehicle and the charging plate
can authenticate each other to prevent illegal charging
and illegal payment. Also, an illegal vehicle and an
illegal charging plate cannot pass the authentication
protocol.

(S-2) Bidirectional auditability: while transferring electric
power to the vehicle, bidirectional auditability must
be guaranteed. In other words, a billing and provided
electric power message can be verified by both a
vehicle and a CSPA. Also, the billing procedure must
be verifiable by all the entities, that is,OBU,CSPA, and
DMV to prevent the vehicle overbilled and the CSPA
underpaid.

(S-3) Conditional privacy: the conditional privacy of the
vehicle’s location and the user must be preserved.The
identity of a vehicle owner should be revoked to the
power supplier only if it is legally necessary, for exam-
ple, in case the user refuses to pay.Therefore, with this
requirement fulfilled, attackers cannot obtain the user
identity.

Additionally, the proposed authentication and billing frame-
work must fulfill the following requirements.
(R-1) Due to the resource constraints of the charging plate

and the speed of the vehicle, the communication
between charging plate and OBU and between charg-
ing plate and CSPA must be sufficiently efficient.
Moreover, the authentication mechanism must be
very fast and lightweight.

(R-2) At the time of charging, both the players should be in
the Nash Equilibrium state.

4. Proposed Bidirectional Auditability in
Online Electric Vehicle

In this section, we outline the proposed power transfer and
billing mechanism and the bidirectional audit between the
charging plate and the OBU by a game theoretic approach.

4.1. Baseline. Before using the wireless electric energy trans-
fer service on the move, vehicles must have registered with
the DMV to initialize their TRM and to store the security
parameters and pseudonyms in it. Additionally, the vehicles
must also register with the CSPA to get the necessary security
parameters, required to the charging plates at authentication
stage. Charging plates are installed under the designated
road segments by CSPA and are equipped with hardware
that is capable of carrying out secure computation and
communication operations for authentication and billing
purpose. Whenever a vehicle (the term “vehicle” throughout
the rest of the paper should be read as electric vehicle; for
the sake of simplicity, we use the term vehicle instead of
charging vehicles) enters the road section with power line
underneath it, it opts for either obtaining the electric power
or not. If the vehicle selects the power reception, then it
has to mutually authenticate with the charging plate. We
propose two very fast and lightweight mutual authentication
mechanisms; one is based on only hash and XOR functions
and inspired by the Chuang and Lee’s scheme [17], while the
second one is based on the hash chain. The former is a direct
authentication between charging plate and OBU whereas
the latter is authentication through CSPA. In the former
scheme, charging plate incurs minimum communication
delay, whereas, in the latter, charging plate incurs minimum
computation delay. Both of the proposed schemes are suited
for specific purposes that are explained later in the paper.
After successful authentication, the power transfer process
starts and charging plate sends the billing information to
both OBU and CSPA. The billing is fixed on per charging
plate basis. To preserve users’ privacy, we use pseudonymous
approach and vehicles change their pseudonyms at every
charging plate at the time of charging. We also model the
billing and audit as a game between OBU and charging plate
where both of themmust achieve the Nash Equilibrium state.

4.2. Preliminaries and Initializations

4.2.1. System Initialization. Notations in the Notations sec-
tion are employed throughout the paper. We achieve user
privacy through pseudonymous. In addition, in order to
store the individual secret keys of the vehicles, that is, 𝐾sym
and 𝐾𝑉 in the database of revocation authorities (RAs),
we use ElGamal encryption algorithm over elliptic curve
cryptography (ECC) due to its proven security. Let G be a
cyclic group of prime order 𝑞, where G is generated by a
generator 𝑃. First of all, DMV chooses a random number
𝑥 ∈ Z∗ as its private key and computes PK+ = 𝑥𝑃 as
its public key. DMV then uses threshold based secret share
scheme [26] and divides 𝑥 into 𝑗 parts, where 𝑗 is the number
of revocation authorities, each RA𝑖 holds a share 𝑥𝑖, and 𝑥𝑖 ∈
(𝑥1, 𝑥2, 𝑥3, . . . , 𝑥𝑗). In order to construct 𝑥 from individual 𝑥𝑖,
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RAs must elect one of them to be group leader and construct
𝑥 from combination of 𝑥𝑖. For the selection of group leader,
any available efficient group leader electionmechanism in the
networks can be used.

4.2.2. TRM Installation. Only DMV is authorized to install
the TRM in the vehicle for the first time after purchase or
repurchase. The owner of the vehicle has to personally visit
theDMV for the installation and/or initialization of the TRM.
After confirming the credentials of the vehicle and its owner,
DMV initializes TRM and saves the system parameters in the
TRM including (G, 𝑞, 𝑃,PK+, 𝑐𝑉, inc𝑉). Additionally DMV
also preloads TRMwith vehicle’s individual secret key𝐾𝑉 and
pseudonym generation key𝐾sym.

4.2.3. Pseudonyms Assignment. DMV generates 𝑛 number of
pseudonyms for each vehicle by taking vehicle’s secret counter
𝑐𝑉 and increments it by vehicle 𝑉’s incrementing factor
inc𝑉. The pseudonym is a complex value that also contains
trapdoor for revocation.The format of generic pseudonym is
given by PS𝑖OBU = {(𝛼)𝐾sym ‖ (𝛼 ⊕ ID)𝐾𝑉 ‖ 𝑛𝑖}𝐾−DMV

, where 𝛼 =
𝑐𝑉 + 𝑛𝑖 ⋅ inc𝑉, 𝑛𝑖 is the current count of generated pseudonym
(note that it may not be linear), and ID is the vehicle’s
identity. Then DMV stores these pseudonyms in its database
and indexes it with the value of 𝑛. After all pseudonyms are
generated for the vehicles, DMV saves these pseudonyms in
vehicle’s TRM along with another value 𝑋OBU = ℎ(PS1OBU ‖
PS2OBU ‖ ⋅ ⋅ ⋅ ‖ PS𝑛OBU) and sends the anonymous pseudonyms
to RAs as well. In order to help in revocation, TRM also
encrypts both 𝐾sym and 𝐾𝑉 and sends it to RAs which serve
as a trapdoor in revocation. The aforementioned keys are
encrypted with public master key using ElGamal encryption
as follows:

𝛿1 = 𝑟𝑃,

𝛿2 = (𝐾sym ‖ 𝐾𝑉) ⊕ 𝐻 (𝑟PK+) .
(1)

𝑟 is a random nonce selected by the TRM for this encryption,
then it sends {𝛿1, 𝛿2} to RAs. However, RAs can only decrypt
the keys 𝐾sym and 𝐾𝑉 when they have a warrant to do so
after colluding to construct 𝑥 from individual 𝑥𝑖. The reason
for saving encrypted keys in RAs database is twofold: RAs
use these keys to revoke a vehicle in case of any dispute and
for privacy reasons; we do not want RAs to link pseudonyms
and/or extract 𝑐𝑉 and inc𝑉 from the beacons until necessary,
otherwise.

It is also to be noted that when a vehicle consumes all the
pseudonyms it has in the pseudonym pool, it needs to obtain
a batch of fresh pseudonyms from the DMV.The vehicle does
not need to be physically present at DMV, rather it can obtain
the pseudonyms fromDVM by connecting through Internet.
We assume that the existing pseudonym refilling strategies
can be used [27–30]. Now we outline the two mechanisms
for mutual authentication and billing.

4.3. Direct Mutual Authentication (DMA). In the direct
approach, OBU and CP mutually authenticate each other
without the intervention of CSPA. First of all, CSPA creates

𝑙 number of master secret keys MSK based on hash chain by
selecting a secret 𝑠, where MSK𝑖 = ℎ𝑖(𝑠) and sends the key to
DMV as follows:

CSPA → DMV : MSK𝑖 (𝑖 = 1, 2, 3, . . . , 𝑙) . (2)

MSK𝑖 is a hash chain-based master secret key which is
based on a secret 𝑠 and MSK𝑙 = ℎ𝑙(𝑠). In other words,
each MSK𝑖 is used for a designated amount of time, and
CSPA updates MSK𝑖 after regular intervals. Since MSK𝑖 is
distributed by CSPA, it can be updated in timely manner by
CSPA and vehicles will receive the updatedMSK𝑖 in their next
registration phase with CSPA. After that, DMV also sends
𝑋OBU of the registered vehicles to CSPA for records

DMV → CSPA : 𝑋OBU. (3)

Each vehicle has a pool of legitimate traceable pseudonyms
fromDMV and at the time of authentication, any pseudonym
from the pool can be used to start charging. The vehicle will
be billed based on the used pseudonym.

4.3.1. Vehicle Registration with CSPA. The vehicle, most
precisely its OBU, must register with CSPA before charging.
We assume a secure channel between CSPA and the vehicle.
The registration of the vehicle proceeds as follows.The vehicle
starts with the already shared password and upon successful
access, the CSPA calculates some security parameters for the
vehicle and sends it back to the OBU. The different steps and
their descriptions are given below:

(a) OBU → CSPA : PWDOBU, 𝑋OBU. OBU sends these
values to CSPA on a secure channel. If PWDOBU is
valid, then the protocol will proceed.

(b) CSPA calculates the following 3 values, that is,𝐻1, 𝐻2,
and 𝐻3. 𝐻1 is used as a secure parameter kept by
CSPA. 𝐻2 and 𝐻3 are the authentication parameters
that are sent back to the OBU

𝐻1 = ℎ (𝑠 ‖ 𝑋OBU) ,

𝐻2 = ℎ2 (𝑠 ‖ 𝑋OBU) ,

𝐻3 = MSK𝑖 ⊕ 𝐻1.

(4)

(c) CSPA registers the OBU by sending the hash function
ℎ(), 𝐻2, and 𝐻3 to the OBU and recording these
parameters by storing them in its database against the
value of𝑋OBU.

CSPA → OBU : 𝑋OBU, ℎ(),𝐻2, 𝐻3.

4.3.2. Authentication betweenOBUandCP. After completing
the registration phase with CSPA, when the vehicle passes
through the section of the power line-enabled road, it starts
authentication process with the charging plate. The vehicle
starts the authentication process by selecting a pseudonym
from its pool of pseudonyms. Then it starts the power
receiving process with the selected pseudonym in an anony-
mous way. The partial per charging bill is prepared based
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on the presented pseudonym in the authentication/charging
process. It is to be noted that a fixed amount of electric power
is delivered to the vehicle’s power reception module and it
costs the user a fixed amount. The comprehensive mutual
authentication steps are given below:

(a) OBU selects a pseudonym PS𝑖OBU, 𝑖 = 1, 2, 3, . . . , 𝑛,
from its pool and calculates the following parameters:

𝑐1 = ℎ (𝐻2) ⊕ PS𝑖OBU,

𝑐2 = ℎ (PS𝑖OBU) ⊕ 𝑋OBU,

𝑐3 = ℎ (ℎ (PS𝑖OBU) ‖ 𝑐2 ‖ 𝐻3)

𝛿4 = 𝑟OBU ⊕ PS𝑖OBU.

(5)

(b) ThenOBU sends CP, the values calculated in previous
step along with𝐻3

OBU → CP : 𝑐1, 𝑐2, 𝑐3, 𝐻3, 𝛿4. (6)

(c) CP executes the following steps:

(i) Start with𝐻3 and extract the secret𝐻1 asMSK𝑖⊕
𝐻1 ⊕MSK𝑖.

(ii) It calculates 𝐻2 from 𝐻1 and extracts PS𝑖OBU
from 𝑐1.

(iii) CP also extracts 𝑟OBU from 𝛿4 which is used in
the construction of session key.

(iv) Then it checks for the value 𝑐2 if it is equal to
ℎ(PS𝑖OBU) ⊕ 𝑋OBU.

(v) And it checks if 𝑐3 is equal to the retrieved
values ℎ(ℎ(PS𝑖OBU) ‖ 𝑐2 ‖ 𝐻3), then the OBU
is authenticated; otherwise the authentication
fails. It is to be noted that there will be a fixed
number of tries, of which failing will halt the
authentication process.

After successful authentication, OBU and CP initiate
the protocol to construct a session key SKOBU-CP which is
used for the later communication and billing parameters.
The initialization of session key from CP serves as an
acknowledgment to authentication as well. The OBU would
not have been authenticated, otherwise. At this point CP
already extracted 𝑋OBU, PS

𝑖
OBU, and 𝑟OBU from 𝑐2, 𝑐1, and 𝛿4,

respectively. Now CP selects a nonce as 𝑟cp and calculates
session key as SKOBU-CP = ℎ(PS𝑖OBU ‖ 𝑟OBU ‖ 𝑟cp). CP also
calculates the following parameters:

ID𝐽 = ℎ (𝑟OBU ‖ IDcp) ,

𝑐4 = ID𝐽 ⊕ 𝑟cp,

𝑐5 = 𝑟cp ⊕ ℎ (ℎ (PS𝑖OBU)) ,

𝑐6 = ℎ (𝑟cp ‖ 𝑐4 ‖ 𝑐5) ,

𝑐7 = 𝐻1 ⊕ ℎ2 (PS𝑖OBU) .

(7)

IDcp is the ID of the charging plate. After calculating the
above values, CP constructs an authentication reply message
and sends it back to OBU. This authentication reply means
that OBU has been authenticated and other parameters
will be sent for the session key calculation. The following
authentication reply message is sent to OBU:

CP → OBU : 𝑐4, 𝑐5, 𝑐6, 𝑐7. (8)

From the above reply message, OBU extracts 𝑟cp from 𝑐4
and ID𝐽 and checks if 𝑐6 is equal to ℎ(𝑟cp ‖ 𝑐4 ‖ 𝑐5). If the
information is correct, then theOBU authenticates CP as well
and computes the session key SKOBU-CP = ℎ(PS𝑖OBU ‖ 𝑟OBU ‖
𝑟cp), extracts𝐻1 from 𝑐7, and stores it as a security parameter.

At this point in time, the mutual authentication is com-
pleted and the electric power reception process will start
based on the established session key SKOBU-CP.

When these two entities (OBU and CP) authenticate each
other, then the vehicle will receive the designated amount of
power from the road (CP). At the end of each phase of the
charging plate at CP𝑖, a unit cost 𝐶𝑖 will be accumulated to
the account of the OBU against its presented PS𝑖OBU. At the
end of the whole power transfer from a number of charging
plates, both OBU and CSPA will have the log of the amount
of transferred power and the OBU will be billed accordingly
which will be verifiable by both CSPA and the OBU. The
whole authentication process in case of DMA is shown in
Figure 4.

4.4. Pure Hash Chain-Based Authentication (PHA). For a fast
moving vehicle, the DMA approach can be applied where
computation is done locally by the charging plate; however,
DMAmay incur reasonable computation delay.Therefore, we
propose another indirect authenticationmechanismbased on
hash chain carried out by CSPA where computation delay
is minimum whereas a small communication delay is intro-
duced. Moreover this mechanism is most favorable for low
speed vehicles. DMV provides the OBU with 𝑛 pseudonyms
PS𝑖OBU, 𝑖 = 1, 2, 3, . . . , 𝑛, and hash chain corresponding
to each pseudonym ℎ(PS𝑖OBU), ℎ

2(PS𝑖OBU), . . . , ℎ
𝑛(PS𝑖OBU). We

assume that, for the sake of charging its battery, the vehicle
registers with the CSPA based on some designated policy.
In other words, the car uses a new hash chain based on
the designated interval in the policy. Authentication process
takes place as follows:

(a) The vehicle registers with CSPA and sends one of the
hash chain heads ℎ𝑛(PS𝑖OBU) to CSPA

OBU → CSPA : ℎ𝑛 (PS𝑖OBU) , 𝑋OBU,CertOBU. (9)

(b) At the time of authentication and request for charg-
ing, the vehicle must provide CP with a member hash
from the registered hash chain ℎ𝑛−1(PS𝑖OBU)

OBU → CP : ℎ𝑛−1 (PS𝑖OBU) , 𝑋OBU. (10)

(c) CP forwards this value to the CSPA

CP → CSPA : 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝, ℎ𝑛−1 (PS𝑖OBU) , 𝑋OBU. (11)
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Figure 4: Authentication process in DMA scenario.

(d) CSPA validates the hash, checks if ℎ(ℎ𝑛−1(PS𝑖OBU)) =
ℎ𝑛(PS𝑖OBU), and replies accordingly. CSPA also
replaces ℎ𝑛(PS𝑖OBU) with ℎ(ℎ𝑛−1(PS𝑖OBU)). In addition
to authentication, CSPA also provides the CP with a
session key SKOBU-CP and saves it in its database with
time and the 𝑋OBU. It is to be noted that CSPA issues
a single session key for all the plates for a particular
vehicle and a particular hash chain

CSPA

→ CP : 𝐴𝑢𝑡ℎ.𝑆𝑡𝑎𝑡𝑢𝑠, SKOBU-CP, {SKOBU-CP}𝐾+OBU ,

CP → OBU : {SKOBU-CP}𝐾+OBU .

(12)

(e) If the authentication is successful, then charging
plate will transfer the electric power to the vehicle;
otherwise the process halts. It is to be noted that one
hash chain is long enough to use it for the whole day.
For the next day, the vehicles can register another hash
chain. This process will still preserve the conditional
privacy of the OBU.

The protocol for pure hash chain-based authenticationmech-
anism is given in Figure 5.

4.5. Power Transfer, Billing, and Auditability. Once the
mutual authentication is completed between the charging
plate andOBU, the vehicle starts to receive the power from the
road (CP) semisimultaneously with billing. More precisely,
the vehicle is billed at the charging plate level. At the end
of the charging process, the total bill is accumulated both at
OBU and the CSPA. The process is explained in case of both
direct and indirect authentication as shown in Figures 6 and
7, respectively.

4.5.1. Online Electric Power Transfer and Billing in DMA.
In case of DMA, CSPA has access to the pseudonym used
in the authentication process through CP. Therefore, after
a successful authentication and establishment of a session
key, vehicle requests for the electric power and presents the
charging plate and CSPA with the pseudonym and other
parameters for the billing purpose. The series of steps are
given below:

OBU → CP : {𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ 𝐶ℎ𝑎𝑟𝑔𝑖𝑛𝑔𝑅𝑒𝑞. ‖ PS𝑖OBU ‖

ℎ𝐾𝑉 (𝛼)}SKOBU-CP
,

𝛼 = (𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ 𝐶ℎ𝑎𝑟𝑔𝑖𝑛𝑔𝑅𝑒𝑞. ‖ PS𝑖OBU) ,

CP → OBU : {𝐴𝑐𝑘, 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ PS𝑖OBU ‖ ℎ𝐾𝑉 (𝛼)} .

(13)

At this point, CP starts billing and sends the bill log to OBU
and to CSPA.The bill is logged against two values,𝑋OBU and
the consumed pseudonym PS𝑖OBU,

CP → CSPA :

(𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ PS𝑖OBU ‖ 𝑋OBU ‖ CostCP𝑖) ,

CSPA : Cost𝑋OBU =
𝑛

∑
𝑖=1

CostCP𝑖 .

(14)

In case of DMA, the CSPA accumulates all partial billing
information from individual CPs and bill the OBU accord-
ingly. It is worth noting that we use a constant cost per
charging plate. For our current proposed scheme,we consider
fixed energy transfer and fixed price per certain amount
of transferred energy. These parameters can be set by the
service provider(s). On part of service provider(s), fixed
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Figure 6: Power transfer and billing process in DMA scenario.

amount of energy transfer and thus fixed price would be easy
to implement and faster, whereas, for customers, dynamic
billing makes more sense. However, some tradeoff solution
will suffice. In the current setup, if the price is fixed per
unit, and the value/volume of unit is kept small, then we can
compare this scheme with the dynamic billing. For instance,
depending on the demand of the customers, 𝑥 units of
charge could be transferred to the customer and the customer
will be billed accordingly. It is also worth noting that fixed
billing mechanism will alleviate the problem of free-riders

that would otherwise be possible in dynamic environment if
the security keys are compromised.

4.5.2. Online Electric Power Transfer and Billing in PHA. In
case of PHA, the CSPA does not have access to individual
pseudonyms; rather it maintains the billing information
based on the 𝑋OBU value. After successful authentication,
OBU requests for online power transfer and the power
transfer begins. Meanwhile, CSPA bills the cost for the
current CP and accumulates it to the account against 𝑋OBU
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Figure 7: Power transfer and billing process in PHA scenario.

with timestamp information. The series of steps are given
below:

OBU → CP : {𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ 𝐶ℎ𝑎𝑟𝑔𝑖𝑛𝑔𝑅𝑒𝑞. ‖ 𝑋OBU ‖

ℎ𝐾𝑉 (𝛽)}SKOBU-CP
,

𝛽 = (𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ 𝐶ℎ𝑎𝑟𝑔𝑖𝑛𝑔𝑅𝑒𝑞. ‖ 𝑋OBU) .

(15)

TheCP forwards the request to CSPAwhere CSPA constructs
a reply message for the OBU. Meanwhile when CP receives
the reply message from CSPA, the vehicle will start receiving
power and CSPA will record the cost for the current charging
plate

CSPA → CP : (𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ‖ 𝑋OBU ‖ ℎ𝐾𝑉 (𝛽)) . (16)

CP forwards the message to OBU accordingly whereas CSPA
calculates the bill for current CP and accumulates with the
partial bills from previous CPs

CSPA : Cost𝑋OBU =
𝑛−1

∑
𝑖=1

CostCP𝑖−1 + CostCP𝑖 . (17)

This way, CSPA calculates the bill partially simultaneously
with charging process which is the motive of our GHP game.
We will discuss our OBU-CP game in the next subsection.

4.6. Revocation. In this subsection, we outline our efficient
revocation mechanism.

The proposed protocol preserves the users’ privacy;
however in case of any misbehavior and/or bypassing the
protocol, the users are subject to revocation. We incorporate
an efficient revocation mechanism through which RAs can
efficiently revoke the identity of the participating node. As
we know the revocation functionality is distributed among
a number of RAs rather than a single RA. These RAs share

a part of the secret part of the share. When there is a need
for revocation, the RAs collude, get a judicial warrant, and
construct the secret from the shares. It is to be noted that
RAs may select a session leader among them to carry out
the decryption process. The encrypted keys 𝐾sym and 𝐾𝑉 are
stored in RAs. When RAs obtain the secret 𝑥, they decrypt
the aforementioned keys from ciphertext (𝛿1, 𝛿2). In order to
decrypt the encrypted keys, RA proceeds with the following
steps.

Take the secret value 𝑥 and calculate the following value:

dec ((𝛿1, 𝛿2) , 𝑥) = 𝛿2 ⊕ 𝐻 (𝑥𝛿1) . (18)

By replacing 𝛿2 and 𝛿1 with the original values, we get

dec ((𝛿1, 𝛿2) , 𝑥) = (𝐾sym ‖ 𝐾𝑉) ⊕ 𝐻 (𝑟PK+)

⊕ 𝐻 (𝑥𝛿1) ,

dec ((𝛿1, 𝛿2) , 𝑥) = (𝐾sym ‖ 𝐾𝑉) ⊕ 𝐻 (𝑟𝑥𝑃)

⊕ 𝐻 (𝑥𝛿1) ,

dec ((𝛿1, 𝛿2) , 𝑥) = (𝐾sym ‖ 𝐾𝑉) ⊕ 𝐻 (𝑟𝑥𝑃)

⊕ 𝐻 (𝑟𝑥𝑃) ,

dec ((𝛿1, 𝛿2) , 𝑥) = (𝐾sym ‖ 𝐾𝑉) .

(19)

After decrypting the keys, RA takes the pseudonym in
question and extract the trapdoor in it in order to revoke the
node. As aforementioned, every pseudonymhas the trapdoor
value. RA decrypts (𝛼)𝐾sym and then decrypts (𝛼⊕ID)𝐾𝑉 .Then
RA extracts the ID from the value 𝛼 ⊕ ID that corresponds
to the pseudonym in question. This way the pseudonym in
question and hence the node are revoked by the RAs.
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5. Security and Privacy Analysis

In this section, we prove that the proposed scheme satisfies
the three security models.

5.1. Bidirectional Auditability. Secure bidirectional auditabil-
ity is provided through semisimultaneous billing procedure
incorporated into our proposed scheme. Each charging plate
is capable of transferring a fixed amount of electrical energy
to the battery and billing the vehicle with a fixed amount.
Since vehicles use either individual pseudonyms PS𝑖OBU or the
combined hash value 𝑋OBU, the final bill is the combination
of the costs of individual charging plates. Each OBU knows
the cost per charging plate, and it records the cost in its log
as well. Both CSPA and OBU can verify the individual and
final bill of the power transfer in a liable and a nonrepudiate
manner. It is also worth noting that it is the duty of CSPA to
make sure of the freshness of the session key and use different
session keys for different charging plates for security reasons.
For session key update frequency and mechanism, existing
techniques can be used. The behavior of both charging plate
andOBU from security perspective is depicted by the gameG
where they establish NE during charging transaction. For the
detailed description of bidirectional auditability game, please
refer to the Appendix.

5.2. Conditional Privacy. Our proposed scheme also pre-
serves conditional privacy of the users during electric power
transferring and billing process. We do not use any real
identity that could lead to the actual user; instead we use a
series of legitimate pseudonyms.

Moreover in order to measure the privacy and the
anonymity of the vehicles, we calculate the entropy of the
user denoted by H. The anonymity set needed for entropy
calculation is, the set of active vehicles at the certain time 𝑡
that are in the process of charging their batteries. Let 𝑈 be
the anonymity set and let 𝑝𝑈𝑖 be the probability that the node
𝑈𝑖 is the target vehicle whose anonymity is being calculated
or 𝑈𝑖 is under surveillance by adversary A, where ∀𝑈𝑖 ∈ 𝑈,
∑|𝑈|𝑖=1 𝑝𝑈𝑖 = 1. The entropy H of the target user 𝑈𝑖 in the
anonymity set 𝑈 is given byH = −∑|𝑈|𝑖=1 𝑝𝑈𝑖 × log2𝑝𝑈𝑖 . Since
our anonymity set is 𝑈, the possible outcomes can be |𝑈|
assuming the fair distribution and the probability of each
outcome will be 1/|𝑈|. If the distribution is normal and the
occurrence of the nodes to be related to the pseudonyms in
question is equally likely, then the maximum entropy is also
given by the following formula:Hmax = −∑|𝑈|𝑖=1 𝑝𝑈𝑖×log2𝑝𝑈𝑖 =
log2𝑝𝑈𝑖 .

Theorem 1. Conditional privacy is always guaranteed by the
proposed scheme and in case of any dispute, the node in
question is revoked and the pseudonym in question is linkable
to the actual user.

Proof. In order to proceed with revocation, RAs get the
warrant from the authorities and then look into the 𝑛 values
of the message in question that are provided to RAs in order
to figure out which pseudonym was used. After that, RAs
collude and construct 𝑥 from individual 𝑥𝑖 related to the

pseudonym in question and the session leader decrypts the
keys from ciphertext 𝑐 = {𝛿1, 𝛿2} as follows: PS𝑖OBU = 𝛿2 ⊕
𝐻(𝑥𝛿1) = (𝐾sym ‖ 𝐾𝑉) ⊕ 𝐻(𝑟PK+) ⊕ 𝐻(𝑟𝑥𝑃). When RAs
decrypt the keys 𝐾sym and 𝐾𝑉, then revocation is almost
done, and what all RAs have to do is to decrypt the (𝛼)𝐾sym
and then extract ID of the vehicle from the pseudonym.

Lemma 2. It is hard to impersonate other OBUs in the process
of online power transfer. In other words, it is hard to get away
with billing procedures manipulation.

Proof. Before starting the power transfer procedure, the
vehicles have to register with CSPA in both direct and hash
chain-based authentication and provide CSPA with 𝑋OBU.
And at the authentication stage, OBU has to provide the CP
with 𝑐1 and 𝑐3 that contain 𝐻2 and 𝐻3, respectively. At the
registration phase, 𝐻2 is associated with the 𝑋OBU of the
current authenticating vehicle. Therefore, for any adversary
A with 𝐻2 without knowing the secret 𝑠, it will be hard to
calculate valid 𝑐1, 𝑐2, and 𝑐3 at the authentication phase. Thus
the values sent to the CP for authentication will be 𝑐1, 𝑐


2, 𝑐

3,

and 𝐻3 all of which must have association with the 𝑋OBU of
the pseudonym PS𝑖OBU. Arguing on the collision resistance of
the hash function used, it can be inferred that the probability
of calculating the right values with not knowing the 𝑋OBU
is small (Section 5.3); therefore, it is hard for anybody to
impersonate other OBUs with a pseudonym.

The following corollary naturally follows.

Corollary 3. Replaying the power transfer request message
and/or pseudonym will not benefit the malicious intent of the
user.

The argument is divided into two parts. Replaying a
message will result in the existence of previous power trans-
fer records with this information. Upon successful power
transfer, the CSPA maintains a log with timestamp and
billing information against the used pseudonym. Let an OBU
charge its battery at CP𝑥 at particular time 𝑡𝑖 after successful
authentication, and the log is recorded at CSPA with the used
pseudonym and other credentials. At 𝑡𝑖+𝑗, theOBU again uses
the message, then there are two possibilities. First, the OBU
must have already been authenticated before sending this
message; in that case, it will receive the power accordingly;
secondly if it is not authenticated, then CSPA must have
figured out that the record already existed and that the OBU
was malicious. In either case, the OBU cannot benefit from
such behavior.The same argument stands for the pseudonym
as well.

5.3. Mutual Authentication. Themost basic security require-
ment of our proposed scheme is mutual authentication
between charging plate and OBU. With our proposed
lightweight authentication protocol which is an extended
version of Chuang and Lee’s [17] protocol, mutual authen-
tication is guaranteed before starting the charging process.
Our proposed scheme at its essence is based on hashing and
XOR functions. We assumed that the hash function has the
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Table 1: Computation cost incurred by different operations.

Operation Cost
𝑇auth-OBU 𝑇auth-CP CSPA

Direct authentication 3𝐻 + 2𝐸𝑂 6𝐻 + 5𝐸𝑂 —
2.28 𝜇sec 4.56 𝜇sec

Hash chain-based authentication 1𝐷 — 1𝐻 + 1𝐸
Revocation 𝑇rev = 1.56 + 2(𝑇𝛾 + 𝑇𝐻 + 𝑇dec)

collision resistance and the one-wayness properties. Hence,
the hash function satisfies following definition [31].

Definition 4 (collision resistance one-way hash function). On
input(𝑚, 1∗), for a deterministic polynomial-time algorithm
𝐴, every positive polynomial 𝑝(⋅), and all sufficiently large
𝑛’s, a function 𝑓 : {0, 1}∗ → {0, 1}𝑛 satisfies the following
probability:

Pr [𝐴 (𝑓 (𝑚) , 1𝑛) ∈ 𝑓−1 (𝑓 (𝑚))]

= Pr [𝑓 (𝑚) = 𝑓 (𝑚)] < 1
𝑝 (𝑛)

,
(20)

where𝑚 is another input of 𝑓.

In the proposed scheme, each authentication interval
contains 9 hash values. An attacker may try to pass the
authentication session without any information. In this case,
the attacker has to generate exactly same 9 values. The
probability of success for this kind of attack is given by

9

∏
𝑖=1

Pr [𝐴 (𝑓 (𝑚𝑖) , 1
𝑛) = 𝑈𝑖] < 1

9 ⋅ 𝑝 (𝑛)
, (21)

where 𝑈𝑖 is input of the algorithm 𝐴, and it is chosen by
the attacker. Since the probability is a negligible if 𝑛 is large
enough, hence our proposed authentication can be consid-
ered secure. However, the effect of keys compromise can be
critical for our proposed scheme. From the OBU perspective,
compromising 𝐾𝑉 does not have dire consequences because
the adversary A can get only a part of pseudonym, not the
whole pseudonym. In case of compromising both 𝐾sym and
𝐾𝑉, A can not only manipulate pseudonyms, but can also
reuse them. Moreover our system can prevent the secret
sharing attack because a vehicle must authenticate itself prior
to charging its battery. Since the charging plate authenticates
the user, therefore, two users cannot use the same secret
and/or reuse it because timestamp and the local log of the
usage of charging plate or CSPA will stop the vehicles from
doing so. In other words, the protocolmust follow these steps:
(i) registration, (ii) authentication, and (iii) power transfer.

6. Evaluation

6.1. Computation and Communication Overhead. In this sub-
section, we consider the computation and communication
overhead incurred by the OBU and CP in the process of
mutual authentication and power transfer. Table 1 shows the

Table 2: Communication cost incurred by the proposed scheme.

Operation Cost
DMA 71 + 𝑢
PHA 135 bytes

computation overhead incurred by our proposed scheme
and Table 2 outlines the communication overhead incurred
by our proposed scheme. In the computation overhead, we
consider the authentication cost incurred by OBU and CP
denoted by 𝑇auth-OBU and 𝑇auth-CP, respectively, and the cost
of revocation denoted by 𝑇rev in the direct authentication
method. When OBU mutually authenticates with CP, it
performs 3𝐻 + 2𝐸𝑂 operations, where 𝐻 denotes the hash
operation and 𝐸𝑂 denotes the exclusive OR operation. CP
performs 6𝐻 + 5𝐸𝑂 operations. The cost of revocation 𝑇rev
in our proposed scheme is given by

𝑇rev = 2𝑇𝛾 + 2𝑇mul + 2𝑇𝐻 + 2𝑇dec. (22)

𝑇𝛾 is the time incurred by the pseudonym search table,
𝑇mul is the time required for point multiplication, 𝑇𝐻 is
the time required to calculate hash, and 𝑇dec is the time
required for symmetric decryption. In [26], 𝑇mul is found for
a supersingular curve with embedding 𝑘 = 6 over F397 to be
equal to 0.78ms. Hence the above equations can be written as

𝑇rev = 1.56 + 2 (𝑇𝛾 + 𝑇𝐻 + 𝑇dec) . (23)

We also discuss the authentication processing time by
both OBU and CP. According to [17], 𝑆𝐻𝐴2 hash operation
takes 0.76 𝜇sec.Therefore, OBU takes about 2.28 𝜇sec and CP
takes about 4.56 𝜇sec. It is worth noting that since the XOR
operation time is usually a single clock on CPUs which is
infinitesimally small, therefore, we ignore it. In case of the
hash chain-based authentication, OBU cost is only 1𝐷, where
𝐷 denotes the decryption operation. CSPA incurs 1𝐻 + 1𝐸,
and 𝐸 is the encryption operation.

We also calculate the authentication overhead. In case of
DMA, the communication overhead is equal to 71+𝑢, where
𝑢 is the size of the pseudonym.We assume 𝑆𝐻𝐴−512 as a hash
function and consider the [32] implementation of timestamp
which is 6 bytes. Similarly, in case of PHA the communication
overhead is fixed and incurs 135 bytes where timestamp is 6
bytes,𝐶ℎ𝑎𝑟𝑔𝑖𝑛𝑔𝑅𝑒𝑞. is 1 byte,𝑋OBU is 64 bytes, and ℎ𝐾𝑉(𝛽) is
also 64 bytes.

6.2. Comparison with Existing Mechanisms. To the best of
our knowledge, the most relevant work to our proposed
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scheme is [24]. We compare our proposed scheme with
[24] from performance, modeling, efficiency, and number of
messages. Li et al. used cryptographic techniques to provide
authentication between moving vehicles and charging pads.
Furthermore, the length of the charging pad is 0.4m in [24].
It is worth noting that keeping the length of the charging plate
too short will not only increase the authentication overhead,
but also make it difficult to manage the billing. Our proposed
scheme on the other hand does not use cryptographic prim-
itives for authentication and therefore with only XOR and
hash operations, our proposed scheme clearly outperforms
[24]. Additionally, in order to perform authentication, OBU
and CP have to exchange 5 messages whereas 9 messages are
exchanged in [24] during authentication. The speed is also a
crucial factor to consider in [24]. With such a short charging
pad, the vehicles will have no choice but to move slow on the
charging pad to complete authentication.

6.3. Length of Charging Plate. The efficiency of the power
transfer and the auditability depends upon the length of
the charging plate. Therefore, the length of the charging
plate must be a tradeoff between the authentication and
billing delay and the time required to acquire the specified
amount of electrical power from the charging plate.The plate
should not be too short where a vehicle cannot receive the
promised amount of power after spending most of the time
on the authentication and billing. Similarly the plate should
not be too long, where mutual auditability is at stake and
semisimultaneous audit is not possible. To date, the size of
the segment is not fixed; however, OLEV project considers
the length of the segment to be 5mwhich is still controversial
because of the authentication and billing overhead incurred
by the number of segments. Another important point is
that the length of the segment is a design feature where
the amount of electrical power, authentication and billing
delay, and the time to acquire the guaranteed charge should
be taken into account. In our scenario, we argue that the
authentication delay incurred by both OBU and charging
plate is less than a microsecond (optimistically) due to the
design of authentication scheme.Therefore, the uniformity of
the pickup devices installed in the vehicles and the capacity of
delivering electrical power by the charging plates will play a
vital role in deciding the length of the plate.

6.4.Discussion. In this subsection,we analyze the effect of the
two authentication strategies on the efficiency and the design
parameters. In DMA, OBU and CP have to perform relatively
more operations as compared to PHA; nevertheless the time
consumed by these operations (hash and XOR) is less than
encryption operation. That is why we argue that, in perfor-
mance, DMAwill outperform PHA. Secondly, in DMA, both
parties are involved in setting up the session key with mutual
agreement. The communication cost is minimum since OBU
and charging plate are communicating directly.Therefore, the
only parameter that could affect the performance of DMA
and PHA is the length of the charging plate. If we consider the
normal speed of the vehicle, then PHAwill favor the lengthier
charging plate than DMA, because of the communication
delay incurred by the PHA. On the other hand, PHA does

not cost any computation delay because the processing is
carried out at resource rich CSPA and charging plate is only
used as intermediary bridge between vehicles and CSPA.
However, in case of PHA, the session key is constructed by
one entity, CSPA. Moreover OBUs must save the hash chain
of the currently used pseudonyms in the onboard storage
thereby incurring storage cost. Therefore, we can argue that
these two methods can be used in different circumstances
that fit the necessary conditions for direct and hash-based
authentication. For normal scenarios, DMA will be the fair
choice because of its security, auditability guarantee, and
robustness.

7. Conclusion and Future Directions

In this paper, we proposed a secure, privacy-aware, and bidi-
rectional auditable mechanism for wireless power transfer
in online electric vehicles. The power transfer technology is
installed under the road in the form of charging plates where
a segment of the road constitutes a charging plate containing
a hardware module for communication and lightweight
computation. In our proposed scheme, the vehicles use
multiple pseudonymous strategy to mutually authenticate
with the charging plate and then expedite the power transfer.
Meanwhile electric power service provider bills the vehicles
on per charging palate basis. Our proposed scheme provides
secure and privacy-aware bidirectional auditability where
the billing process is verifiable by both parties. Moreover
we also present the game theoretic approach to validate the
bidirectional auditability.

In the future, we aim to implement the system to have
a deeper insight into the performance issues. Moreover we
also aim to relax the assumption of fixed per-plate charging
cost. We will focus on a more robust mechanism where the
vehicles will have choice to buy the charge according to their
convenience.Wewill address the complexity involved in such
robust charging and its billing mechanism.

Appendix

A. Bidirectional Auditability Game

We formalize the bidirectional auditability as an instance
of the Guest-Host problem (GHP) with game theoretic
approach. In the GHP, a guest wants to use the hotel for a
few days and does not want to get a bill (no) greater than the
actual use, whereas the host wants to charge the bill to the
guest for the actual (or more) use but wants to make sure that
the guest does not deny the actual use. In our scenario, OBU
can be assumed as guest and the charging plate as the host.

We explain the bidirectional auditability between OBU
and charging plate with the help of an uncooperative game
G which is defined as a triplet (P,S,PO). P is the set of
players of the game, S is the set of strategies followed by the
players, andPO is the set of payoff functions as a result of the
players’ strategies.

A.1. Players. The set of playersP = {OBU,CP} corresponds
to the set of OBUs and the CP. There can be multiple OBUs
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serviced by the CP, but we assume that, at certain instant of
time, only single OBU will be entertained at the start of the
CP. Without loss of generality, multiple OBUs can recharge
their batteries after successful authentication.

A.2. Strategy/Move. In our game, each of the two players
follows two strategies, either 𝐶𝑜𝑜𝑝𝑒𝑟𝑎𝑡𝑒 (𝐶) or 𝐷𝑒V𝑖𝑎𝑡𝑒 (𝐷),
and thus 𝑆𝑖 = {𝐶,𝐷}. Moreover in cooperation state, each
player makes a move that produces a better payoff. By
cooperating, a vehicle changes its pseudonym every time it
charges the battery and the CP bills it accordingly, whereas,
in case of deviation, OBUmisbehaves and does not follow the
protocol or CP overcharges the bill against OBU.

A.3. Payoff Function. We formulate a payoff function for both
players of the game. The payoff functionPO(𝑡) is given by

PO𝑖 (𝑡) = 𝑎𝑖 (𝑡) − cost𝑖 (𝑡) . (A.1)

𝑎𝑖(𝑡) is the advantage of player 𝑖 at time 𝑡 and cost𝑖(𝑡) is the cost
of achieving 𝑎𝑖(𝑡). It is to be noted that 𝑎𝑖(𝑡) depends upon
the successful battery charging and the normal billing and
cost𝑖(𝑡) depends upon the pseudonym change for charging
and the authentication overhead for both CP and OBU.

In gameG, the players do not know the strategic behavior
of the opponent unless the complete billing has been done.
Since we have only two strategic behaviors from the set 𝑆𝑖 =
{𝐶,𝐷}, there is 50% probability for the players to guess the
behavior of the opponent keeping in mind its payoff.

Definition A.1. The best response br𝑖(𝑆𝑗∈[𝐶,𝐷]) on the part of
a player 𝑖 is a move such that

br𝑖 (𝑆𝑗∈[𝐶,𝐷]) = max (PO𝑖 (𝑠𝑖)) . (A.2)

In other words, the best response of a player 𝑖 will be
such that it results in a maximum payoff. If the two players
unknowingly strategically give best responses to each other
in the game, then the opponent will not have any chance to
deviate from the game and the result of the game is called
Nash Equilibrium (NE). When the game reaches an NE, then
the players cannot increase their payoff by changing their
strategy or deviating from the best response strategy.

A.4. Nash Equilibrium inG. In NE, every player plays its best
response and correctly anticipates that its opponent will do
the same. In Table 3, we outline the possible moves made by
each player.

In our game, there is only one NE which is achieved
through (𝐶, 𝐶). It is worth noting that a gamemay have more
than oneNash Equilibrium depending upon the nature of the
game. In our game, the best strategy for OBU is to choose “𝐶”
no matter what charging plate chooses between “𝐶” and “𝐷”.
This is because the only way for OBU to maximize its payoff
in the form of battery charge and fair billing is to choose “𝐶”
at the expense of the cost incurred by changing pseudonym
and shared authentication overhead. OBUmay not know the
strategy of the charging plate. The “𝐷” strategy will cause the

Table 3: Strategic moves of the players in the gameG.

OBU CP
C D

C 1, 1 1, 0
D 0, 1 −1, −1

loss which is unfair auditability leading to revocation for both
CSPA and the OBU. Therefore, from the strategic Table 3,
(1, 1) is the best response from both sides, where they cannot
increase their payoff by changing their strategy.

Notations

G: Cyclic group of order 𝑞
𝑃: The generator of G
𝑟𝑥: Random nonce from entity 𝑥
𝑥, 𝑥𝑖: Private master key and 𝑖th share of 𝑥
PK+: Public key corresponding to 𝑥
𝐾+DMV, 𝐾

−
DMV: Public private key pair of DMV for signing

pseudonyms
𝑐𝑉: Vehicle 𝑉’s secret initial counter used in

pseudonym generation
inc𝑉: Incrementing factor for pseudonyms
𝐾sym: Vehicle 𝑉’s AES symmetric key used in

pseudonym generation
𝐾𝑉: 𝑉’s individual secret key
PS𝑖OBU: Vehicle 𝑉’s 𝑖th pseudonym
MSK: Hash chain-based master secret key
𝑋OBU: Hash of the overall pseudonym pool
CertOBU: OBU’s anonymous certificate issued by a

certification authority
PWDOBU: OBU’s initial password to log in to the

system in order to start registration
𝐻(⋅): A MapToPoint hash function as

𝐻 : {0, 1}∗ → G

ℎ(⋅): Collision-resistant hash function
⊕: Exclusive OR operation
‖: Concatenation function.

Disclosure

The preliminary version of this paper was published in
Proceedings of the IEEE 11th International Conference on
Mobile Ad-Hoc and Sensor Networks (MSN 2015) [10]. The
funding sponsors had no role in the design of the study; in
the simulations, analyses, or interpretation of results; in the
writing of the manuscript; and in the decision to publish the
results.

Conflicts of Interest

The authors declare no conflicts of interest regarding the
publication of this manuscript.



16 Wireless Communications and Mobile Computing

Acknowledgments

This work was supported by the National Research Foun-
dation of Korea (NRF) grant funded by the Korean govern-
ment (MSIP: Ministry of Science, ICT & Future Planning)
(no. 2016M2A8A4952280). This work was supported by the
Soonchunhyang University Research Fund.

References

[1] J. Romm, “The car and fuel of the future,” Energy Policy, vol. 34,
no. 17, pp. 2609–2614, 2006.

[2] S. Li and C. C. Mi, “Wireless power transfer for electric vehicle
applications,” IEEE Journal of Emerging and Selected Topics in
Power Electronics, no. 99, 2014.

[3] J. Timpner and L. Wolf, “Design and evaluation of charging
station scheduling strategies for electric vehicles,” IEEE Trans-
actions on Intelligent Transportation Systems, vol. 15, no. 2, pp.
579–588, 2014.

[4] G. Li and X. Zhang, “Modeling of plug-in hybrid electric vehicle
charging demand in probabilistic power flow calculations,”
IEEETransactions on Smart Grid, vol. 3, no. 1, pp. 492–499, 2012.

[5] F. Musavi, M. Edington, and W. Eberle, “Wireless power
transfer: A survey of EV battery charging technologies,” in
Proceedings of the 4th Annual IEEE Energy Conversion Congress
and Exposition, ECCE 2012, pp. 1804–1810, September 2012.

[6] H. Zhu, Y. Zhao, S. Ding, and B. Jin, “An improved forward-
secure anonymous RFID authentication protocol,” in Proceed-
ings of the 7th International Conference onWireless Communica-
tions, Networking and Mobile Computing (WiCOM ’11), pp. 1–5,
September 2011.

[7] K. Dietrich, “Anonymous rfid authentication using trusted
computing technologies,” in Radio Frequency Identification:
Security and Privacy Issues, ser. Lecture Notes in Computer
Science, S. Ors Yalcin, Ed., vol. 6370, pp. 91–102, Springer, Berlin
Heidelberg, 2010.

[8] W. Xie, L. Xie, C. Zhang, Q. Zhang, and C. Tang, “Cloud-based
RFID authentication,” in Proceedings of the IEEE International
Conference on RFID, pp. 168–175, May 2013.

[9] P. D’Arco and A. de Santis, “On ultralightweight RFID authenti-
cation protocols,” IEEE Transactions on Dependable and Secure
Computing, vol. 8, no. 4, pp. 548–563, 2011.

[10] R. Hussain, D. Kim, M. Nogueira, J. Son, A. Tokuta, and H.
Oh, “A new privacy-aware mutual authentication mechanism
for charging-on-the-move in online electric vehicles,” in Pro-
ceedings of the 11th International Conference on Mobile Ad-Hoc
and Sensor Networks (MSN ’15), pp. 108–115, Shenzhen, China,
December 2015.

[11] C. Weissinger, D. Buecherl, and H.-G. Herzog, “Conceptual
design of a pure electric vehicle,” in Proceedings of the 2010
IEEE Vehicle Power and Propulsion Conference, VPPC 2010,
September 2010.

[12] A. Hoke, A. Brissette, D. Maksimović, A. Pratt, and K.
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