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1. Introduction

Mobile Information Systems and applications have received
growing attention in recent years from various perspectives.
The thriving numbers behind mobile systems adoption and
contribution have captured the attention of computer engi-
neering and business researchers that, in the past years, have
been trying to decipher the phenomenon of mobile infor-
mation systems, its relation to already-conducted research,
and its implications for new research opportunities that effect
innovation, entrepreneurship, and world economy dynamics.

The current mobile information systems and applications
show cases in the Gulf Cooperation Council countries land-
scape and worldwide presenting a very interesting picture.
Several big scale information systems provide a variety of
services to local citizens and foreigners promoting top quality
research towards the enhancement of the local economies
and their transformation to knowledge based high effective
sustainable economies. These widely accepted mobile infor-
mation systems endeavors demonstrate that a wide range
of mobile applications are available and present a viable
and robust alternative to traditional desktop stand-alone
solutions.

The objective of the special issue is to communicate
and disseminate recent computer engineering and business
research and success stories that demonstrate the power of
mobile computing to improve traditional information tech-
nologies and their exploitation approaches. The purpose of
the special issue is to demonstrate state-of-the-art approaches

of mobile information systems that have had successful
application and to show how new and advanced business
models and adoption strategies can expand the sustainability
frontiers in advanced applied computer engineering and
update the global agenda of innovations in mobile informa-
tion systems and applications.

2. The Enabling Technologies for
Innovative Mobile Information
Systems through the Meta-Analysis of
Contributions in the Special Issue

The mobile information systems will continue globally to
serve as enablers of innovation and will continue to promote
entrepreneurship in sustainable ways. In this section, we are
elaborating on the main contributions of the special issue as
well as on future research directions and hot areas of research
related to this domain. We are providing our basic con-
clusions and recommendations for future innovative mobile
information systems agenda in relevance to five enabling
technologies and four areas of innovation (see Figure 1). We
also link the main contributions in this special issue related
to these important areas:

(i) Internet of Things
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Figure 1:The enabling technologies for innovative mobile informa-
tion systems.

Mobile Based User-Centered Learning Environment
for Adult Absolute Illiterates, I. ur-Rehman et al.

(ii) 5G Networks

Innovative Mobile E-Healthcare Systems: A New
Rule-Based Cache Replacement Strategy Using Least
Profit Values, R. A. Haraty
Towards Mobile Information Systems for Indoor
Space, X. Zhang et al.

(iii) Wearable Technologies/Virtual Reality

Development of a Lunar-Phase Observation System
Based on Augmented Reality and Mobile Learning
Technologies, W. Tarng et al.
From Mobile to Wearable System: A Wearable RFID
System to Enhance Teaching and Learning Condi-
tions, S. L. Marie-Sainte et al.

(iv) Big Data and Analytics

Toward a Nationwide Mobile-Based Public Health-
care Service System with Wireless Sensor Networks,
C. Shen et al.
Modeling Learners’ Readiness to Adopt Mobile
Learning: A Perspective from a GCC Higher Educa-
tion Institution, M. Shorfuzzaman and M. Alhussein
Trace Attack against Biometric Mobile Applications,
S. Ghouzali et al.

(v) Smart/Cognitive Computing

Quality Evaluation of Mobile Game: Miftah Alfasaha,
G. Alhuhud and W. Altamimi
Classification of Arabic Twitter Users: A Study Based
on User Behaviour and Interests, A. Alabdullatif et al.
A Mobile Information System Based on Crowd-
Sensed and Official Crime Data for Finding Safe
Routes: A Case Study of Mexico City, F. Mata et al.

With the integration of Internet of Things research, the
perceived areas of application of mobile computing will
be expanded further. 5G networks and new innovative

approaches in networking protocols and standards will set
up amazing capabilities for the provision of ubiquitous and
pervasive services. Wearable and haptic technologies revolu-
tionize also the borders of mobile information systems and
permit new amazing behavioral and cognitive based percep-
tions for the exploitation of information and the integration
of providers and consumers of Smart Data. The advanced
capabilities of data analytics of our times and big data set
new challenges for intelligent smart components accessible
through mobile information systems. Moreover, advanced
considerations on Machine Learning, Open Artificial Intel-
ligence, and Cloud Computing infrastructures provide more
complicated context for exploitation in academia, business,
and industry.

3. The Open Research Issues for Innovative
Mobile Information Systems

As a conclusion to this special issue, we want to communicate
a reference model for next generation innovative mobile
information systems and services linked to three critical
design variables namely Content, Context, and Cognition.

Content refers to the dynamic collaborative constructed
information with meaningful enhancements from mobile
intelligent agents, which have the capacity to manage big
data in micro and global contexts. A revolution to the
content perception is that most of the applications will act
as facilitators of content generated by users and the valuable
contribution of MISY would be to provide value reference
models to information.

Context refers to the mode of exploitation and the
metalevel of reference that explores the capacity of MISY to
personalize content and to initiate dialogic explorations of
value through services.

Cognition is the new impressive dimension of next
generation MISY. To our understanding, the integration of
Deep Learning andOpen Artificial Intelligence accompanied
with Semantic Web ontological engineering methods and
practices will strengthen the capacity of MISY to respond
as problem solvers to real world cases. This convergence to
our opinion serves as the new significant milestone for the
evolution of mobile information systems research. There are
several case studies to consider almost in every aspect of
human life.

In Figure 2, we provide a classification model of inno-
vative mobile information systems though the integration
of Context and Cognition aspects. This can be useful for
students interested in pursuing a Ph.D. degree or industry
experts interested in realizing the potential of real world
services.

The overall idea is that scalable solutions at micro, wide,
and global level will generate an unforeseen, ubiquitous, and
pervasive innovative mobile services infrastructure. For any
of these twenty-two indicative types of innovative mobile
services and nine clusters of potential challenging business
models, there is a lot of research to be done and a number of
interdisciplinary contributions are required. Few interesting
case studies are discussed below with reference to human
activity areas.
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Figure 2: Context and Cognition as reference models for MISY.

Facilitators of Cognition/Microcontext. A very interesting
category of next generation innovativemobile services would
be related to microbehavior tracking. There are several
examples associated with this: Consider applications capable
of analyzing through sentiment analysis the feelings or mood
of people in social networks. For example, psychotherapeutic
services for people feeling lonely or isolated would be a good
case. Another example from the Health Domain is the use
of wearable technologies and tracking or sensor systems in
order to collect critical information related to key indicators
of biological life. Ph.D. studies on these specific areas can be
diversified and focused on various disciplines:

(i) Semantic annotation schemas for microbehavior
(ii) Standardization of services for microbehavior
(iii) Cognitive systems for mental assistance
(iv) Psychotherapeutic assistants

Smart Applications/Microcontext. The integration of Deep
Learning or advanced considerations of Artificial Intelligence
combined with wearable and haptic technologies can eas-
ily justify applications and business innovations related to
Human Life Assistants. These intelligent MISY can provide
assistance related to medical treatment, cognitive monitor-
ing, and training. Several Ph.D. studies could focus on these
areas as well:

(i) Deep Learning algorithms for Human Activity Assis-
tance

(ii) Open AI architectures for elderly assistance

The previous discussion can be seen in more complicated
visioning scenarios. Consider the integration of Content,
Context, and Cognition in a 3D dimensional space where the

intersection of the three areas provides imaginary scenarios
for next generation innovative mobile services. If we add
more complexity in this space like problem solving or deci-
sion type or innovation type then the resulting framework
is impressive. We are planning to publish a book for this
discussion in 2017.

Another important dimension of the analysis for the
future innovative mobile information systems is their linkage
to well defined business models and sustainable innovation.
There is a global discussion about new startups, cloud
businesses, virtual enterprises, or businesses as ubiquitous
services. In Table 1, we provide a conceptual reference model
for the convergence of the emerging technologies towards
sustainable innovation and emerging business models. We
are encouraging researchers to deal with open issues related
to this reference model and to investigate the value diffusion
of technologies, to services, businesses, and economy. Tech-
nology sometimes should be considered as the black box of
innovation. Creative thinking and creative entrepreneurship
should construct new ideas for services that go further
the perceptions about state-of-the-art businesses. Only by
doing so, technology integrations can result in sustainable
businesses. There is a worldwide concern for the capac-
ity of new technologies to support economic efficacy and
development. The abstraction of Table 1 is an interesting
theoretical construct that permits different interpretation
from technology or business.

4. Discussion and Conclusions for
the Contribution of the Special Issue to
Innovative Mobile Information Systems

We aremoving fast towards a global ubiquitous and pervasive
infrastructure of value adding services. At the same moment,
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Table 1: Innovation Clusters and Business Models for next generation mobile information systems.

Technologies Next generation mobile information systems research
Innovation cluster Business models

Mobile networks/networking
technologies/sensor networks

(i) Tracking systems
(ii) Smart content sharing
(iii) Antipoverty networks
(iv) Personalized services in health, education
(v) Medical mobile systems innovations
(vi) Urban computing applications at micro and
wide levels
(vii) Protocols and standardization
(viii) Traffic control
(ix) Security performance and control

(i) Community building
(ii) Micronetworking
(iii) MISY as services
(iv) MISY as infrastructure

Cognitive computing

(i) Prediction systems
(ii) Services selection
(iii) Management of behavior and cognition
(iv) Large scale mobile content integration

(i) Mobile profiling in microapplications
(ii) Collective wisdom projects
(iii) Human networking analysis
(iv) Behavior control

Big data and business analytics

(i) Patterns recognition for linked data in MISY
(ii) Smart cities services
(iii) Deep Learning and neural networks for
services allocation and prediction
(iv) Semantic queries and reasoning
(v) Financial advisors

(i) Social innovation
(ii) Smart communities
(iii) Dynamic composition of MISY platforms
(iv) Distributed networks integration
(v) Human activities as services
(vi) MISY driven business analytics

Internet of Things

(i) Marketplaces of everything
(ii) Urban Growth, value adding urban services
(iii) Annotation of services and applications
(iv) Rating systems
(v) Wearable innovation

(i) Systematic exploration of profiles and groups
(ii) Marketplaces of everything
(iii) Economic development networks
(iv) Cross-cultural skills transfer
(v) Wisdom management

Human computer interaction,
haptic technologies, and virtual
reality

(i) Haptic technologies for disabled
(ii) Therapeutic MISY for health domain
(iii) Voice recognition in MISY
(iv) Navigation and tracking
(v) Smart visualization systems

(i) Advanced visualization networks for people,
community, and services
(ii) Personal identities management and the
virtual self
(iii) Immersive reality

we are realizing a revolution on micro-local-aware services
with the exploitation of sensor networks and tracking sys-
tems.The following are a few conclusions derived frommeta-
analysis of the research papers of this special issue and our
personal dispositions and thoughts:

(i) The convergence of a variety of technologies will
define the new value proposition for innovative
mobile information systems and will set up a new
perspective on the basic nature of mobile information
systems.We consider Internet ofThings technologies,
Cognitive computing, Smart Data, and Immersive
Virtual Reality as the catalysts of change.

(ii) Cross-domain considerations will define brand new
markets for services and real world innovative mobile
information systems. Diverse scientific areas and
domains of human activity provide challenging busi-
ness cases. For example, innovative mobile informa-
tion systems applications for Health Domain and
Analytics based onCognition, Psychotherapeutic sys-
tems and Immersive innovative mobile information
systems, IoT, and Smart Data services.

(iii) Innovative mobile information systems research
related to business and innovation issues will have the

same significance as research on the technical aspects.
To our perception, there is a current critical gap in
business considerations.

(iv) The Innovation linked to mobile information systems
should investigate new value propositionmodels.The
evolution of last decade has set innovative mobile
information systems research area as a mature scien-
tific domain. It is time to enrich the perceptions with
more sophisticated models of value diffusion.

(v) There is still plenty of space for robust mobile services
related to very simple ideas and concepts. It is a
challenge for scientists and entrepreneurs to promote
cross-cultural collaboration. We do believe that most
of these sustainable economic services will exactly
focus on the exploitation of cross-cultural under-
standing and joint effort.

(vi) The convergence of innovative mobile information
systems with IoT will set all the prerequisites for the
development of a related science like Web Science or
Data Science.

Our objective in order to exploit the synergies of this special
issue is to publish in 2017 a new special issue on Innovation
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Clusters and Sustainable Business Models for innovative
mobile information systems.

Miltiadis D. Lytras
Hassan Mathkour
Miguel Torres-Ruiz
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Today, in the digital age, the mobile devices are more and more used to aid people in the struggle to improve or maintain their
health. In this paper, the mobile eHealth solution for remote patient monitoring during clinical trials is presented, together with
the outcomes of quantitative and qualitative performance evaluation. The evaluation is a third step to improve the quality of the
application after earlier Good Clinical Practice certification and validation with the participation of 10 patients and 3 general
practitioners. This time the focus was on the usability which was evaluated by the seventeen participants divided into three age
groups (18–28, 29–50, and 50+). The results, from recorded sessions and the eye tracking, show that there is no difference in
performance between the first group and the second group, while for the third group the performance was worse; however, it
was still good enough to complete task within reasonable time.

1. Introduction

The standardmethod of collecting PROMs (Patient Reported
Outcome Measurement) relies on paper forms that are
presented to the patient. A more recent approach uses web or
mobile software to assess patient health status and quality of
life [1–3]. Electronic monitoring of PROMs allows the health
of patients with chronic disease such as diabetes mellitus
and gastroesophageal reflux disease (GORD) to bemonitored
closely, without the need to visit a health institution for
each report. In addition, those data can be preprocessed
automatically by algorithms which are looking for alarm
symptoms and signs and if necessary notify the GP (general
practitioner) that the patient needs attention. These features
can thus improve the quality of care and the quality of life
for patients requiring close monitoring, like elderly people or
people suffering from chronic diseases.

Despite the potential benefit of this approach, there are
currently no widely accepted standards for developing or
implementing PROMs. From time to time, targeted solutions
are developed to run a study focused on a specific trial [4].

The presented research shows the evaluation of the new
solution in the area of remote patient monitoring during
clinical trials via mobile devices, based on the CDISC ODM
standard (http://www.cdisc.org/odm). Importance of such
solutions grows together with new regulations addressed
to medical storage data and new forms of communication
with patients. Additionally, such solutions should decrease
the cost of randomized controlled trials (RCT) and, what is
more important, with fewer visits in the health institution,
increase the comfort of the patient. Finally, to the best of our
knowledge, TRANSFoRmClinical TrialManagement System
is the first working system which enables running any RCT
designed with the use of ODM/SDM standard.

Mobile applications designed and implemented within
TRANSFoRm project were GCP (Good Clinical Practice)
certified and validated with the participation of 10 patients
and 3 general practitioners [5]; however, neither of those
procedures revealed any substantial evidence on how to
improve the mobile applications.That is the main motivation
for the additional, quantitative, and qualitative performance
evaluation of mobile applications. In this paper, the entire
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evaluation and its outcomes are presented. The paper is
organized as follows: in the next section the related work
is presented; Section 3 gives as a brief introduction to
TRANSFoRm Clinical Trial Management System for which
mobile applications are one of the key components; Section 4
contains general description of TRANSFoRmmobile applica-
tions and their functionality; Section 5 includes the complete
evaluation of TRANSFoRmmobile applicationswith the brief
description of previous actions (GCP certification and real
world validation); finally, the whole paper is concluded in
Section 6.

2. Related Work

The increasing role of the mobile technologies in various
areas related to the healthcare including communicationwith
healthcare institutions [6], access to the health-related infor-
mation, education and promotion of the healthy lifestyle [7],
chronic disease prevention [8], monitoring [9], or medical
decision-making [10] is observed. The mobile technologies
are transforming healthcare towards the more open systems
with better availability [11].

The market of mobile applications targeted to eHealth
grows in several directions with solutions provided by inde-
pendent vendors and institutions. Even though attempts
towards the standardized platforms are taken, the standards
market is very fragmented. The number of the health-
related apps reached in the past years more than 100,000
applications with the main purpose to record, track, and
analyse the behaviours or the health data over time [8].
Massively available online applications are targeted to the
healthy life styles [12], fitness and physical activitymonitoring
[13], weight loss programs [14], healthy foods [15], and various
other areas.

The application of mHealth for chronic or long-term
illnesses care is one of the most significant directions in the
health system development over the past years [16, 17]. The
recent research includes applications for self-management
for diabetes [18] with effectiveness evaluation [19] and the
focus on the mobile phones [20]. Dedicated applications are
targeted to the asthma patients [21], cancer supportive care
[22], or HIV/AIDS care [23].

Apart from massively available applications, the special-
ized applications are being developed for access to radiol-
ogy systems [24], supporting the orthopedic decisions [25],
anesthetic decisions and processes [26], or monitoring and
tracking infectious diseases [27].

Earlier studies mention the need for the better usability
and patients confidence during interactions with mHealth
systems [28]. Developers of eHealth tools apply the user
centred design and usability studies to detect the differences
between the end-user needs and the developers’ percep-
tions of the clinical applications [29]. The advantages of
involving the users into the process of designing medical
applications and technologies is emphasized; however, the
barriers are identified related to increased costs and addi-
tional time required for the development [30]. A special
care and rigorous approach to the development of patient

targeted applications should be implemented into the design
process [31]. Another issue is the transparency of the medical
applications supporting decision-making [10]. Yet another
issue is improving the usability for users of different ages.The
mobile applications related to the healthcare might need to
deliver special functions for the patients of age 50 or more,
what was shown in the application for patients with diabetes
[32]. The special functions include the screen readers, the
ability to adapt the size of control elements, or adjusting
the contrast. The study shows moderate to good results for
the applications with a small range of functions while the
usability of multifunctional apps was evaluated as worse.

While most of the systems offer dedicated solutions for
specific area of applications, the problem is the standardiza-
tion, usability, security, and transparency of data processing
algorithms. Individual development of applications for var-
ious areas requires additional costs for implementation and
applications do not always offer required functionality and
convenient access for patients from different target groups
and of different ages. The TRANSFoRm project delivers
standardized mobile eHealth solutions for remote patient
monitoring, mainly during RCTs, but with the possibility of
constant patient monitoring. The main goal of the presented
study is the evaluation of the proposed solutions in terms
of standards and performance with the focus on quantitative
approach and eye tracking based analysis. It is the next stage
of research presented earlier [5, 33].

3. TRANSFoRm Clinical Trial
Management System

TRANSFoRm is an EU funded large scale project within
the 7th Framework Programme, with three main objectives,
which are (1) to facilitate multiple site genotype-phenotype
studies, (2) to prototype a diagnostic decision support system
linked to Electronic Health Record (EHR) systems, and (3)
to enable multisite, multilanguage, practice-based randomized
controlled trials (RCTs) by integration with existing EHR
systems. A core output of the project is the specification
and demonstration of a “functional” eCRF (electronic Case
Report Form), designed to enable the collection of semanti-
cally controlled and standardized data within existing EHR
system.

The third objective is based on the clinical research
question “does continuous PPI (Proton Pump Inhibitor)
differ from on-demand PPI use regarding symptom severity
and quality of life [34]”? To answer that question, a mul-
ticentre international RCT including 600 GORD patients
randomized to continuous or on-demand PPI treatment has
been designed [5], EudraCT-number 2014-001314-25.

The functionalities of the TRANSFoRm applications
include (1) identifying prevalent and incident cases of GORD,
(2) randomizing patients to on-demand or continuous con-
sumption of PPIs, and (3) following these patients using
patient mobile or web applications and eCRFs completed
by medically qualified personnel at practice visits. The data
submitted by the patients using the mobile or web appli-
cations are PROMs while the data entered by the clinician
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Figure 1: The architecture of the TRANSFoRm Study System.

using eCRFs are CROMs (Clinician Reported Outcomes
Measurement). The task was to build the system which
can easily integrate with existing systems, that is, different
EHRs, and allow fully conductingmulticentre,multilanguage
international randomized controlled trial and at the same
time make it as easy as possible for the patients and GPs.

The TRANSFoRm Study System (TSS) is an electronic
platform to collect PROMs and transfer data to the EHR
systems. The TSS consists of five major parts (Figure 1):

(i) Study Server (SS), which manages the connection
betweenmobile andweb applications and the external
parts outside of the TSS.

(ii) Study Database (SDB), which stores all of the infor-
mation about studies, patients, randomization, and so
forth and is used also by themiddleware and the Data
Node Connector (DNC).

(iii) Web application, which is an application placed on
the web server that enables filling out PROMs by the
patients and CROMs by the GPs.

(iv) Mobile applications, which are native applications
for Android and iOS systems that enable filling out
PROMs by the patients.

(v) Middleware, an Enterprise Service Bus, which serves
as a connection, authorization, and security layer
between TRANSFoRm Study System and the rest of
the TRANSFoRm infrastructure.

This paper focuses on the mobile applications and their
validation but if the reader is interested in the retest of the
systemplease see [33] andTRANSFoRmprojectDeliverables.

4. Mobile Applications

TRANSFoRm Study System mobile and web applications
are designed to enable the study participants to fill out the
PROM questionnaires. The mobile applications are available
on Android and iOS platforms. The applications are capable
of generating human readable version of any questionnaire
provided in the ODM (Operational Data Model) standard.
The interface was designed with respect to the Android
and iOS platforms’ guidelines and best practices. Moreover,
the applications were built upon the standard system user
interface elements; therefore, using the application should be
comfortable and intuitive to the patients.

4.1. Requirements and Availability. The Android application
is compatible with the system version 4.0 and higher while
the iOS application requires system version 7.0 or higher.
The mobile devices running other platforms are not able to
operate the TRANSFoRm Study System mobile applications
but can still use the web application through their systemweb
browser. The mobile applications are available on platform
specific app markets, the Android application at [35] and the
iOS application at [36]. The web application is available at
[37].

A user account in the TSS is created for patients enrolled
in the clinical research study. A unique user name and
password for the mobile and web applications are provided
to the patient by an email.

Every patient authorized by the TRANSFoRm Study
System can perform the following actions within the appli-
cations:

(i) Log in and log out.
(ii) See the list of pending and completed questionnaires.
(iii) Fill out pending questionnaires and send them to the

TRANSFoRm Study System.
(iv) Close a questionnaire during the process of filling it

out (the current progress will be lost).
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(a) (b)

Figure 2: The questionnaires list screen in the Android (a) and iOS
(b) applications.

In case of any warnings or errors, the mobile application
notifies the patient through the system alert boxes.

4.2. Questionnaires List Screen. The “Questionnaires” screen
(Figure 2) contains the full list of questionnaires assigned
to the patient. The list is divided into pending (area 1) and
completed questionnaires (2). The pending questionnaires
can be filled out while the completed questionnaires are
nonselectable and thus cannot be changed. In order to fill
out the questionnaire, the patient has to click on the desired
questionnaire (3). The questionnaire assigned to the patient
is defined by the clinical researchers and is allocated to the
patient in the TRANSFoRm Study System.

The “Questionnaire” screen allows the patient to fill out
the pending questionnaire. The example of filling out the
Reflux Disease Questionnaire is presented in Figure 3. The
patient should perform the following actions there:

(1) Answer all questions on the first screen by selecting
the appropriate answer from the list.

(2) Click the NEXT button.
(3) Answer all questions on the second screen.
(4) Click the Send button.

If some answers are missing, the alert box pops out and
the questions without answers are marked red as in Figure 4.

The questionnaire can be closed at any time by the Close
button. In such case, the current progress will be lost and
the empty questionnaire still will be available as a pending
questionnaire.

4.3. Data Safety. A communication between the components
is held over a secure SSL connection and the requests
are structured in XML format. Communication with the
TRANSFoRm Study System requires a valid session key

which is generated every time the patient logs in into the
system. For safety reasons, the key is valid for 30 minutes.
After that time, the first attempt to communicate with the
TRANSFoRm Study Systemwill automatically log the patient
out from the mobile or web applications and if the patient
wishes to continue working in the TSS system it is required
that they log in again.

To ensure the highest possible security and data privacy
no data are stored on the patients device, which is the reason
why answers cannot be saved and the questionnaire has to be
completed at one time point. The completed questionnaires
are immediately sent to the TRANSFoRm Study System and
stored in the TRANSFoRm Study Database.

4.4. Generalisability. The mobile applications were designed
to be as flexible as possible in terms of supporting different
types of questionnaires and multiple language versions at the
same time. The applications are able to generate a human
readable version of any questionnaire as long as it is com-
patible with the ODM standard (http://www.cdisc.org/odm).
The applications are equipped with built in logic to parse and
display ODM-structured files. Therefore, providing the new
type of questionnaire to the patients requires only creating
the proper XML document.

Furthermore, the mobile and web applications are able to
properly switch the language of the questionnaire depending
on the language selected on the patient’s device or in the
patient’s browser.Theonly requirement is that the appropriate
translation is available in the ODM file describing the
questionnaire. Currently, the TRANSFoRm study includes
four languages: English, Polish, Dutch, and Greek. Adding
another language is a simple process; it requires translating
the questionnaire into a new language and embedding the
translation into the ODM file. An example of translating
the “Self-Rated Health” question into Dutch and Polish is
presented in Figure 5.

4.5. ODM User Interface Extension. The study designer can
design the eCRF appearance on different ways, according to
his needs. On the other hand, the user interface elements
available in the Android and iOS platforms are very specific
when it comes to how they look and react. In order to
satisfy the study designer needs and ensure the intuitive usage
of the applications, the novel ODM UI extension has been
proposed.

When an eCRF is created, the additional attribute Ques-
tionType can be added to ItemDef object (which represents a
single question within the questionnaire). The QuestionType
attribute will indicate how the answers to this particular
question will be displayed to the users; for example, adding
QuestionType=“DropDown”will cause displaying the answers
to that question as a drop down list on bothmobile platforms.
The study designer can choose one of the six predefined types
for the QuestionType attribute (see Table 1). It is the study
designers’ responsibility to use the QuestionType attribute
properly. In the case of inappropriate use, the eCRF might be
rendered incorrectly. If the attributeQuestionTypewill not be
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Figure 3: The example of filling out the Reflux Disease Questionnaire in the Android application.

Figure 4: The example of missing answers.

provided, the default question type will be chosen using the
following rules:

(i) If ItemDef contains attribute DataType=“date”, then
QuestionType=“DatePicker”.

(ii) Else if ItemDef contains a CodeListRef tag, then
QuestionType=“DropDown”.

(iii) Else QuestionType=“InputField”.

When deciding which user interface elements will be
used, the idea was to keep standards persistent on both
platforms, this way the userswill be familiarwith the interface
and will know how to interact with it. Therefore, the same
question may look different on each platform. What is more,
the same question may even look different on two Android
devices (depending on the system version). The goal is to
utilize user experience with his own mobile device.

5. Evaluation

Entire TRANSFoRm Study System including mobile appli-
cations has been validated in three steps. First (GCP cer-
tification), the applications have been GCP (Good Clinical
Practice) certified [5]. Second (Validation), the application
has been tested and validated by test patients and GPs [5].
Third (Evaluation), the applications are being evaluated in a
randomized controlled trial comparing the full TRANSFoRm
system with manual patient recruitment, a web based and
paper based PROM collection. 600 patients from four differ-
ent countries are participating in the study. The full outcome
of RCT evaluation will be known in June 2016.

Unfortunately, neither GCP certification nor validation
revealed any substantial evidence on how to improve the
mobile applications. That is why one more midstep, that
is, quantitative and qualitative performance evaluation, was
added for mobile applications between the second (valida-
tion) and the third steps (evaluation).

5.1. GCP Certification and Validation. Government rules,
regulations, and guidance documents contain specific re-
quirements for computerized systems. One of the most
important certifications for medical software is the GCP. It
was vital for the TSS to be GCP certified. To satisfy this
and validate the TSS, two studies were conducted to satisfy
the GCP requirements. First, the TRANSFoRm software was
installed in three selected practices in Poland and 10 patients
at these practices were recruited to test the application to fill
out the PROMs. Second, data for 10 simulated test patients
were inserted into the mobile and web application to test the
system.

Overall, the patient’s experiences using the applications
were positive, with 6 out of 10 patients preferring the
application over completing the questionnaire on paper.
The only concern from the patients was the length of the
questionnaires and that it took them up to 14 minutes to
complete it. However, since the number of questions and their
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Figure 5: The example of translating a single question in the ODM format.

Table 1: The predefined types of the QuestionType attribute.

QuestionType UI control name Android component iOS component
InputField Input field EditText UITextField
DatePicker Date picker DatePicker UIDatePicker
RadioButton Radio button RadioButton UITableView
YesNo Switch control Switch UISegmentedControl
DropDown Drop down list Spinner UITableView (new screen)

division into sections depends on the ODM files, no changes
tomobile andweb application interfaces have beenmade. For
more detailed results, please see [5].

5.2. Research Methodology. The main goal of this analysis
was to verify the performance of the designed application
with the focus on quantitative metrics related to the usage of
questionnaires. The first system usage was the TRANSFoRm
RCT for GORD gastroesophageal reflux disease; however, the
entire system is designed in such a way that it can run any
randomized control trial designed using CDISC ODM/SDM
standards.

For the purpose of this research, one exemplary question-
naire from the original GORD study was used. It contains 15
questions divided into five sections with a varying number
of questions: 3, 2, 1, 6, and 3, respectively, so inter- and
intrasection performance can be verified. The structure of
the questionnaire and questions is presented in Table 2. For
questionsQ1 andQ5, a virtual keyboardwas used for numeric
answer entry. For all the other questions, lists with selectable
answers were displayed.

A total number of 17 users (13 males and 4 females)
from three different age ranges were invited to participate
in the study: five users in group A with age in the range of
18 to 28 (mean = 24.8, min = 21, max = 28, and median =
25), nine users from group B with age in the range of 29
to 50 (mean = 36.38, min = 31, max = 44, and median =
35.5), and three users (group C) with age above 50 (mean =
63.67, min = 57, max = 69, and median = 65). The sample
size is fitting for usability and it is consistent with earlier
research showing that even a small sample of 5 participants
can detect 80%–85% of the usability problems [38, 39]. The
study uses both qualitative and quantitative approaches and
incorporates factors directly contributing to ease of learning
and effectiveness. The application was used with the typical
scenarios based on answering questions within electronic
questionnaire following the general approach proposed by

Barnum [40]. Research follows ISO-9241 product efficiency
defined as “resources spent by user in order to ensure accurate
and complete achievement of the goals”. For software products
and information systems, time spent by the user, in order to
achieve the goals, is the key measure. Overall, efficiency can
be calculated as the user effectiveness divided by the time
spent by the user within sections of application [41].

The application was displayed on the specially mounted
15.6 inch touch screenwith theworking size of the application
scaled to 7.2 inch (4 × 6 inch). It was equivalent to the biggest
smartphones (Samsung Galaxy Mega 2 7.0, ASUS PhonePad
7, and Huawei P8 Max) and was only 2 inches bigger than
the most popular smartphones, like iPhone 6S (5.5) and
Samsung Galaxy S6 edge+ (5.7) and S7 edge (5.5). The user
sessions were fully recorded in the form of video stream
and further analysed with focus on the navigation between
parts of the application, mouse movements, and the selection
of the questions and the answers within the application.
The observations and notations about the individual task
performance were applied during the analysis of the video
material.

The eye tracking allowed for the monitoring of visual
activity and for checking on how the content of the ques-
tionnaire is processed. The eye tracking measurement was
conducted with a 60Hz sampling rate using Gazepoint GP3
eye tracker. The functioning of the device was explained to
every participant before the experiment. Every participant’s
position was set to minimize individual differences in head
placement. After setting a proper angle and distance, the
calibration process took place. During the calibration pro-
cedure, which was 15 seconds long, the participants’ task
was to observe 9 points arranged on the screen. After the
proper calibration, the participants were acquainted with
the procedures during the experiment. The analysis of the
recorded sessions from the eye tracker was based on the
analysis of fixations and saccades. The fixation denotes a
phenomenon of aiming the inner part of retinas of both
eyes at the object being watched. This action lasts from 0.15
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Table 2: The content of questions used in the study.

Section ID Question content

S1

Header PROM Demographics
Q1 How many persons (excluding yourself) currently live in your household? Number of persons:
Q2 How would you describe your current occupation or employment status?
Q3 What is the highest level of education that you achieved?

S2
Header Smoking
Q4 Do you currently smoke?
Q5 If yes, number of cigarettes/day?

S3 Header Self-Rated Health
Q6 How would you rate your general health status

S4

Header Thinking about your symptoms over the past 7 days, how often did you have the following?
Q7 A burning feeling behind your breastbone
Q8 Pain behind your breastbone
Q9 A burning feeling in the centre of the upper stomach
Q10 A pain in the centre of the upper stomach
Q11 An acid taste in your mouth
Q12 Unpleasant movement of material upwards from the stomach

S5

Header Are you suffering from?
Q13 Unintentional weight loss
Q14 Difficulties swallowing
Q15 Anemia

to 1.5 seconds. The measurement of the fixation may refer
to the area of interest (AOI) [42], timespan [43], fixation
repeatability [44], the percentage share of fixation in AOI
[45], or spatial density [46]. The movement of the eye
between two fixations is represented by saccades and they
occur 4–6 times per second and last approximately from
0.03 to 0.06 seconds. Similar to fixation, a saccade can be
interpreted differently depending on the context [47]. During
the research, several factors were measured including the
user’s time that was spent on each part of the questionnaire,
the number of views to the defined area of interest (AOI),
focus time on the analysed sections, time to the first view of
the AOI after the section of questionnaire was fully loaded,
and the number of repeated visits to the specific AOI.

The analysis of the results is divided into two parts. First,
the video stream was analysed. The annotations were added
to each subtask and the time of finishing each stage of the
questionnaire was retrieved. The main goal was to evaluate
the performance of using the application and identify indi-
vidual drawbacks. The detailed analysis of behaviours within
each part of questionnaire for each group of participants
was performed. Secondly, eye movement patterns were anal-
ysed from the data recorded with the eye tracker and the
behaviours were analysed in each age group.

5.3. Quantitative Analysis of Task Performance. For users in
each group, the total time to complete the task was obtained
from the recorded session. For group A, the mean time to
finish the task was 149.81 seconds. The users in group B

finished the task with an average time of 145.43 seconds, and
in group C the mean time was 227.07 seconds. The result for
group C was 1.52 times higher than for the users in group
A and 1.56 times higher than for the users in group B. For
the statistical verification of the results, a Mann-Whitney 𝑈
Test with continuity correction was used for comparing times
achieved for the users in each group. No statistical difference
was observed between the users from groups A and B, while
the differences between the users from groups C andA as well
as C and B were significant at 𝑝 < 0.05 (see Table 3).

The process of the application usage was divided into 22
stages: starting with the Log in to the system at Stage 1 and
finishing with the Log out from the system at Stage 22. For
each stage, the time was retrieved from the recorded video
session with the annotations and mark-ups added. The Log
in time was measured from the time when the login screen,
with the required login name and password, was presented
to the user after the explanation of the experiment. After the
Log in stage, the user had to select the proper questionnaire.
The time when the first part of the application with three
questions was loaded is represented by the time in Stage 2.
The time for answering the first question on each screen (Q1,
Q4, Q7, Q8, and Q14) was measured from the time when
section was fully loaded until the answer was selected for
the question. Times for all the other questions were based
on the intervals between finalizing the answer on a previous
question to answering the current question. For example, the
time for Q2 was based on the difference between the time
when the answer for Q2 was selected and the time when Q1
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Table 3: Intragroup comparison with Mann-Whitney 𝑈 Test.

G1 versus G2 Rank G1 Rank G2 𝑈 𝑍 𝑝 value
B versus A 61 44 16 −0.80 0.42
C versus A 21 15 0 2.09 0.04
C versus B 31 47 2 2.03 0.04
G1 versus G2 𝑍 adjusted 𝑝 value Valid N G1 Valid N G2 Rank G2
B versus A −0.80 0.42 9 5 0.44
C versus A 2.09 0.037 3 5 0.04
C versus B 2.04 0.042 3 9 0.04

Table 4: Average times in seconds for participants from groups A, B, and C for each question.

Stage ID Average time Mean Intragroup relation
Group A Group B Group C For all groups B versus A C versus A C versus B

1 Log in 21.01 24.37 25.47 23.58 1.16 1.21 1.04
2 S1 11.60 10.41 16.04 11.76 0.90 1.38 1.54
3 Q1 8.84 11.74 17.41 11.89 1.33 1.97 1.48
4 Q2 11.26 7.26 16.75 10.11 0.64 1.49 2.31
5 Q3 10.95 13.51 20.91 14.06 1.23 1.91 1.55
6 S2 11.98 5.59 8.71 8.02 0.47 0.73 1.56
7 Q4 5.17 4.11 6.46 4.84 0.79 1.25 1.57
8 Q5 3.20 2.84 4.36 3.21 0.89 1.36 1.54
9 S3 1.20 1.99 1.82 1.73 1.67 1.52 0.91
10 Q6 6.20 4.81 8.85 5.93 0.78 1.43 1.84
11 S4 1.66 1.45 3.09 1.80 0.88 1.87 2.13
12 Q7 8.09 7.35 14.60 8.85 0.91 1.80 1.99
13 Q8 4.86 4.67 6.24 5.00 0.96 1.28 1.34
14 Q9 7.26 4.25 5.59 5.37 0.59 0.77 1.32
15 Q10 7.73 10.38 7.29 9.05 1.34 0.94 0.70
16 Q11 4.03 4.57 21.71 7.44 1.13 5.39 4.75
17 Q12 3.55 6.63 13.50 6.93 1.87 3.80 2.04
18 S5 2.14 1.71 2.69 2.01 0.80 1.26 1.57
19 Q13 6.10 5.53 7.04 5.97 0.91 1.15 1.27
20 Q14 3.49 3.23 7.67 4.09 0.92 2.19 2.37
21 Q15 3.02 3.16 3.96 3.26 1.05 1.31 1.25
22 Log out 6.48 5.86 6.90 6.22 0.90 1.07 1.18

Mean 149.81 145.43 227.07 161.12 0.97 1.52 1.56

was answered. The average times for finishing each question
for all user groups A, B, and C are presented in Table 4.

The results of group B compared with the results of group
A based on the divided average time show that for 38.1%
of cases (8/21) time for B was longer with a value greater
than 1; however, the mean value of this relation, 0.97, shows
that the results for groups A and B were similar as was
earlier confirmed by Mann-Whitney U test (see Table 3).
Differences between groups C and A and C and B are more
clear with longer mean times of 1.52 and 1.56, respectively. A
comparison of C versus A shows that, in 19/22 cases (90.48%),
time was longer for participants in group C. Comparison of C
versus B shows that, in 20/22 cases (90.91%), time was longer
for participants in group C.

Performance for sections S1, S2, S3, S4, and S5 as expected
was related to the number of questions and the individual

complexity. An average time to answer all questions within
section S1 for all users was 36.06 seconds. The time for
groups A and B was similar with values of 31.05 and 32.50
seconds, respectively, while the time for group C was the
highest with a value of 55.07 seconds. The average time to
answer questions within S1 was 12.02 seconds per question,
with 10.35 seconds for group A, 10.83 seconds for group B,
and 18.36 seconds for group C. Time per question for the
participants in group C was 1.77 times higher than the results
from group A and 1.69 times higher than the users from
group B. The first section of the questionnaire was the first
contact with the application and users were familiarizing
with the interface of the application, the way the virtual
keyboard opens and closes, and they were accustomed to
answering questions through the selection of answers from
the list. The long average time was the result of a new, not
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used before interface and the structure of the application.
The users became accustomed to the interface, and after
the first section, the next sections were finished with better
performance.

Answering two questions within section S2 took on
average 8.05 seconds. An average value of 8.37 seconds was
registered for group A, while the lowest value of 6.95 seconds
was observed for the users in group B. The highest value of
10.83 seconds was observed for group C. Results for group
C were 1.56 times longer than the results of group B and
1.29 longer than the average time of group A. Answering
each question took an average of 4.03 seconds, and the time
was shortest for the participants from group B (3.48 sec.)
and longest for the users from group C with a value of 5.42
seconds. The participants from group B had an average of
4.19 seconds per question. Section S3 with one question was
completed with an average time of 5.93 seconds. The shortest
time was observed for the users from group B (4.81 seconds),
while the users from group C required an average time of
8.85 seconds.This was 1.84 times longer than the participants
fromgroupB and 1.43 times longer than the participants from
groupA.The average time for the participants in groupAwas
6.20 seconds. Section S4 had the largest number of questions
(6), and groups A and B achieved very similar results with the
average times needed for answering all the questions being
equal to 35.52 and 37.85 seconds, respectively. The average
time for the participants from group C was equal to 68.93
seconds. The average time for all groups to answer a single
question was 7.11 seconds. The highest value was equal to
11.49 seconds (group C) and that was 1.94 times longer than
in group A (5.92 sec.) and 1.82 times longer than in group
B (6.31 sec.). Similarly, the longest time to finish all three
questions in section S5 was observed for the users from group
C with 18.67 seconds required, while the time was equal to
12.61 sec. and 11.92 seconds for groups A and B, respectively.
The average time per question for group C was 6.22 seconds
and that was 1.48 times higher than for groupA and 1.57 times
higher than for group B.

Results did not show differences between groups A and
B. For group A, the time was slightly shorter for sections
S1 and S4 than for group B, while the reverse relationship
was observed for other sections of the questionnaire. A stable
pattern was observed for the users from group C with lower
performance than the users from groups A and B in all cases.
The differences between the participants from group C and
from group A were higher for sections with higher numbers
of questions. For sections S1 (3 questions), S4 (6 questions),
and S5 (3 questions), the differences were 1.77, 1.94, and 1.48
times longer, respectively, while for sections S3 (one question)
and S2 (two questions) the differences were longer at 1.43 and
1.29 times. Similar relationships were observed between the
users from group C and group B. The average performance
per question answered was longer for sections with high
numbers of questions for all sections apart from S1 because
of the longer time for processing because of initial learning.
The average time per question was 7.11 seconds for section
S4. Average time was shorter for sections S2, S3, and S5 and
the values of 4.03, 5.93, and 4.44 were obtained for questions
2, 1, and 3, respectively. However, a scalable relationship was

not observed for time growing proportionally to the number
of questions. Results are related to earlier findings that
performance of tasks execution declines for the older adults
[48]. Decreased information processing speed is observed
within assumptions of Processing Speed Theory and the fact
that cognitive acts for the older adults take longer and are
more difficult to perform at all stages of the task [49].

5.4. Eye Tracking Based Analysis of Behaviours

5.4.1. Patterns in Group A. The main goal of eye tracking
based study was to identify differences in the behaviour of
the users in the three groups affecting the performance and
the potential drawbacks or factors negatively affecting the
user experience. Detailed results are based on the individ-
ual behaviours. Heatmaps A1–A6 in Figure 6 illustrate the
behaviours observed in group A for the users of the ages
ranging from 18 to 29. This group represents the users who
are familiar with the mobile technologies, and the usage
of the interface did not result in major problems with an
average time of 149.8 seconds for answering all the questions.
Most of the tasks within the questionnaire were done with
the high performance. Eye tracking revealed elements of the
interface interfering with the scanning paths and showed
minor problems that needed to be fixed in the next stage of the
development of the application. For example, the position of
the lists with selectable answers in some cases was covering
the question, and it was not clear how it was affecting the
usage. Recorded eye movements and heat maps representing
them illustrate the confusion caused by this problem (A1).
The users were focusing attention on the question above
the list while it was related to the earlier field, not to the
currently selected list. Reading the unrelated question took
2.62 seconds, and after that attention was focused on the
correct list. The whole time spent on the list related to the
education level was 6.37 seconds. Another pattern shows
how moving to another screen could be improved (A2).
Localization of the NEXT button in the lower part of the
screen resulted in a longer scanning path through the empty
space in section S1. After switching to section S2, the attention
was still concentrated on the empty space in the lower part of
the screen, while questions were located at the top part of the
display. The position of the NEXT button moved to the top
part of the screen would help to avoid longer scanning path
on both parts of interface.

Apart from the minor drawbacks, some typical
behaviours were observed related to the quick scanning
of the content and the absorption of the content with the
peripheral vision (A3–A6). The users in group A did not
experience major troubles with the usage of the virtual
keyboard appearing from the first field in the form related
to the number of persons in the household. For example, it
took 4.84 seconds to get the number entered after loading
section S1 of the questionnaire (A3). Finding the keys with
the numerical values was done without high focus on the
keyboard using peripheral vision, and the user switched
off the keyboard properly. Even though section S4 with six
questions contrasted with earlier parts of application with
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(A1)

(A4) (A5) (A6)

(A2) (A3)

Figure 6: Patterns from group A. (A1) Unnecessary and misleading reading of the not related question above the list; (A2) attention kept
on the empty space after switching to another section of the questionnaire; (A3) the correct usage of the keyboard and fast moving focus
to the keyboard without fixations between starting and ending points; (A4) the attention concentrated on a single question and task on a
multiquestion form; (A5) the adoption of the fact that the questions above the list are not necessarily related to the currently opened list; (A6)
the peripheral vision used for reading the questions when the list with the answers is open.

not fully used space, it showed that the user was not confused
after switching to this section and was task oriented with
attention focused on a single question (A4). For the textual
content, the peripheral vision without focusing on the whole
sentences was the main pattern (A5). Quick scanning of
content took place with fast eye movement to choose the
correct answer for the question, and it was supported by the
peripheral vision (A6).

5.4.2. Patterns in Group B. For the users in the second group
of the ages ranging from 29 to 50, the average time to fill the
questionnaire was 145.43 seconds. Some drawbacks related
to the usage of the keyboard were observed as is illustrated
in Figure 7 (B1–B3). The user was confused with the use of

the virtual keyboard on the first questionnaire field. It took
11.02 seconds from loading the form to select the number of
persons in the household (B1-B2). When all three questions
were answered, the keyboard was not closed, and it was
difficult to locate the NEXT button. The user was scanning
the whole screen to localize it, while it was hidden by the
keyboard (B3). Finally, the user took the necessary action and
closed the keyboard (B4) after 14.17 seconds. Other patterns
confirm the experience of the user with no further problems
identified. After the keyboard was closed, the user analysed
the new situation on the screen very quickly and focused
on the area with the NEXT button (B4). When the user was
moving the attention away from the keyboard to focus on
another question, parts of the sectionwere not observed (B2).



Mobile Information Systems 11

(B1) (B2) (B3)

(B4) (B5) (B6)

Figure 7: Patterns from group B. (B1) The use of the peripheral vision without detailed scanning of the whole screen; (B2) the task oriented
user without unnecessary fixations when moving eyes to a keyboard; (B3) the confusion observed while the NEXT button is not visible; the
user is looking without success at characteristic parts of the screen to find the desired option; (B4) after the keyboard disappears the user
focuses the attention on the hidden keyboard screen and very quickly is analysing a new situation with quick focus on the area with the
NEXT button; (B5) the attention is precisely focused only on the list and not at the parts above the list; (B6) Section 4/5 with a high number
of the questions is not affecting the attention, and it is focused on the first question only.

The attention was focused only on the list (B5) not on the
parts above. The usage of the peripheral vision with fixations
observed only at the first part of the questions was visible
in most cases (B1, B2, B5, and B6). The peripheral vision
was used for both single and two-line texts, with the focus
observed at the first part of the text. Section S4 with a high
number of questions did not affect the attention, and the
attention was focused on the first question as a current task
to do (B6).

5.4.3. Patterns in Group C. While the behaviours and time
to fill the questionnaire were similar for the users in groups
A and B, the average time for the participants from group C

was higher by 56% and equal to 227.07 seconds. The usage
patterns and behaviours for the users of ages ranging from 51
to 69 are illustrated in Figure 8 (C1–C12).

Within section S1, the keyboard was automatically
showed and the users had difficulty with the correct selection
of the numerical values from the keyboard (C1). It took 18.97
seconds from loading the section until the numerical values
appeared in the first field. After answering the third question,
the users were locked and did not know how to switch to
the next section of the questionnaire. While for the users
in group B, in a similar situation, a quick scanning of the
screen was observed, the users from group C concentrated
attention on themiddle part of the screenwithout an intuitive
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(C4)

(C7) (C8) (C9)

(C5) (C6)
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Figure 8: Continued.
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(C10) (C11) (C12)

Figure 8: Patterns from group C. (C1) The virtual keyboard created confusion and was opened and closed twice before entering the correct
number was introduced; (C2) the attention focused in the middle of the starting and target point; (C3) the higher attention is put on the
questions on the list with complete reading; (C4) reading the questions with the higher attention; (C5) a long-lasting confusion observed
when the keyboard covers the NEXT button; (C6) after closing the keyboard, a new situation on the screen is analysed and the attention is
put back on the questions in the search for the NEXT button after a long time; (C7) a careful reading of the questions before launching the
list with the answers; (C8) a more intuitive and quick keyboard usage on section S2; (C9) double scanning the questions within return path;
(C10) the peripheral vision is less used and the questions are followed carefully; (C11) after switching to section S4 with a higher number of
the questions, the attention is spread among several parts of the screen before the primary task is continued; (C12) a careful reading of the
questions without the use of the peripheral vision continues.

search for the desired option (C5). Finally, as soon as the
keyboard disappeared (C6), the users spent 16.30 seconds
analysing the situation on the screen and searching for the
way to go to the next section (C6). Differences in behaviours
for the users in group C were observed when compared to
groups A and B. The eye paths lasted longer and the users
focused vision in themiddle of the paths before the initial and
starting target points. For example, when moving attention
to the other sections, the keyboard fixation is observed in the
middle (C2).The users were reading the whole answers more
slowlywith the lower usage of peripheral vision than the users
from groups A and B. The higher attention was placed on
reading in detail the questions on the list (C3, C4, C6, C10,
and C12). However, after the initial failure with the usage of
the keyboard, the user had no problems with the usage of the
keyboard in section S2, and it took 4.48 seconds to select the
values on the numerical keyboard from the time the question
was displayed (C8). Careful reading of the questions resulted
in returning paths and full text scanning with the central
vision even twice (C9). A different behaviour was observed
for section S4 with the higher number of the questions than
for the users in groups A and B earlier (C11). The users
were looking at all the questions slowly before starting to
answer question number one. Overall, the differences in the
behaviours between group C and the other groups showing
slower reading and the worse control of eye movements of
older participants. This is consistent with earlier studies [50,
51].

5.5. Google Analytics. The Google Analytics framework is
a useful tool for monitoring the user behaviour within the
application or on the webpage. In the TRANSFoRm project,
the tool was implemented in the Android application and
gathers the following information:

(i) The amount of the time spent on the particular screen.
(ii) Thenumber of the successful and the unsuccessful log

in and log out attempts.
(iii) The number of the opened and the abandoned ques-

tionnaires.
(iv) The number of incomplete answers (when the users

have missed a question).
(v) The number of times when the session has expired.
(vi) The number of the button clicks of all buttons present

in the application.

The idea behind gathering such statistics is to detect the
potential problems when using the application and to fix
them before the users reports the problem.

For example, the large number of clicks on the “Forgot
Password” button may suggest that the generated passwords
are too complicated for the users. The large number of
missing answers maymean that there are toomany questions
on the screen or some of them are not properly separated
from the others and the users do not see them. The great
number of expired sessions may suggest that the users need
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more time for the interaction with the application and the
session time should be extended.

It is also possible to improve the layout based on the
Google Analytics statistics. For example, very small number
of clicks on the “Previous” button might be a suggestion to
remove this button completely.

Currently, the number of gathered statistics is too small
to present it and to provide more concrete conclusions.

6. Conclusions

The TRANSFoRm Study System was designed as a generic
solution to support embedding of clinical trial functionality
into Electronic Health Record systems and providing elec-
tronic data collection capabilities. The only requirement is
that the study is designed in accordance with the CDISC
(Clinical Data Interchange Standards Consortium) SDM
(Study Design Model) standard [52]. If this condition is
fulfilled and the SDM standard is used then all of the ODM
questionnaires can be used to display questionnaires on the
mobile and web devices to the patient.

The entire TSS was GCP (Good Clinical Practice) certi-
fied and validated with the participation of 10 patients [5];
however, neither of those procedures revealed any substantial
information on how to improve the mobile applications.
That is why additional evaluation of mobile applications was
performed.

Quantitative and qualitative research delivered useful
feedback for further mobile applications development. The
application uses standard techniques used in mobile appli-
cations based on Android and iOS devices. The more expe-
rienced users familiar with mobile technologies from groups
A and B had no major problems. The users were performing
the tasks very quickly with the use of very fast scanning of
the content visible on the screen. They were task oriented
with focusing on the task to do instead of scanning the whole
area of the screen and the application. However, some minor
drawbacks were observed in regard to the position of the
list with the answers to be selected. The virtual keyboard
created some problems while it opened unexpectedly and
automatically. For this type of application in which only
limited values are possible, it would be possible to standardize
the interface and use only selectors. The keyboard could be
replaced with the list of values to select while there was no
open question. When switching the screen, the positions of
elements in the interface should be localized closer to the
content and adjusted to the location of the content on the
next screen to avoid searching for that option to go ahead to
next section and searching for the main content in the newly
opened section. The experienced users filter unnecessary
information, and they avoid reading unnecessary content
during different stages of the task. This was observed when
new parts of applications were shown.

The participants from all groups showed high learning
abilities and after filling out the first section with low perfor-
mance the next sectionswere filledwithout the problems.The
lower performance was observed among participants with
the age above 50, but the users from this group, after filling

the first section, had no problems with the other parts of
the questionnaire. The training session and presentation of
mechanics could be done to improve older users’ experiences
and limit the frustrations related to the new type of the
interface. Also other options can be implemented, such as
tutorial or an interactive user guide.
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Mobile apps are everywhere. The release of apps on a worldwide scale requires them to be made available in many languages,
including bidirectional languages. Developers and translators are usually different persons. While automatic testing by itself
is important in general in order to be able to develop high quality software, such automatic tests become absolutely essential
when developers that do not possess enough knowledge about right-to-left languages need to maintain code that is written for
bidirectional languages. A few bidirectional localization tests of mobile applications exist. However, their functionality is limited
since they only cover translations and adoption of locales. In this paper we present our approach for automating the bidirectional
localization testing for Android applications with a complete consideration for BiDi-languages issues. The objective is to check for
any localization defects in the product.The proposedmethods are used to test issues of bidirectional apps in general and specifically
for the Arabic language. The results show that the methods are able to effectively reveal deficiencies in the app’s design, ensure that
the localized appmatches all expectations of local users, and guarantee that the product is culturally congruent to local conventions.

1. Introduction

The rapid proliferation of smartphones and the fast growth of
the internet make it easy for “apps” (applications for mobile
devices) to be accessed and downloaded from all over the
world. According to the latest preliminary results from Inter-
national Data Corporation (IDC), in the fourth quarter of
2015, smartphones sales topped in the worldwide with 399.5
million units and at the same time Android was the most
popular operating system with market share reach of 82.8%
[1, 2]. The greatest challenge is not only to develop apps but
also to test them to guarantee their usability and robustness.
Usually apps are distributed to many countries and language
regions [1, 3]. Many apps on Google Play are available in
more than 30 and up to 50 different languages from all over
the world, including languages with exotic fonts such as for
traditional andmodernChinese,Greek,Thai [4]. Every coun-
try or region has its own culture and customs; accordingly
Google strongly encourages developers to localize their apps
to meet demands of local users and thereby increase sales.

However, usually developers have little knowledge about
localization, and even if they would have the knowledge for
all the languages they would like to support, high-frequency
manual testing of all localized versions is practically infea-
sible, especially in a highly iterative development process
where tests would have to be executed many times a day in
order to avoid the accumulation and proliferation of bugs and
other problems among members of the development team.
Consequently, automatic app localization testing is getting
more and more attention [5].

In general, software globalization (G11n) is a process
which has two phases: internationalization (I18n), and local-
ization (L10n) [6]. Internationalization refers to the process
of designing and developing a system that support different
languages and regions. Localization refers to the process of
modifying internationalized software for use in a specific
country, region, or culture, by adding local-specific features
and translating text [6, 7].

The quality of international software is completely depen-
dent on the software’s localization level; therefore, localization
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testing is an essential part of quality assurance of international
software and thus has turned into a major type of interna-
tional software testing [7, 8].

At present, most of the localization of software is only
expressed in language translation and adaptation of time,
date, number, and currency formats. Additionally, the local-
ized language accuracy, integrity, interface layout, and doc-
ument contents must satisfy the demands of local users and
regional culture [9]. However, localization testing usually is
either not done at all or infrequently done manually and
only partially, usually neglecting languages not spoken by the
testers; for example, localized versions of apps are only spot-
tested manually for a few selected languages before a release.

Popular software often is produced inmany language ver-
sions in order to bemore understandable and usable for users.
To an overwhelming percentage these applications are built
for left-to-right (LTR) languages such as English or German.
By contrast, Arabic language is written and read from right-
to-left (RTL) [9]. The Arabic language additionally is cursive
which means that the letters are connected together like
English handwriting.The same character set has been utilized
to express more than 25 languages in addition to Arabic [10].

In the area of software localization, the Arabic language
is considered as one of the most challenging languages. The
Arabic language “differs tremendously in terms of its char-
acters, morphology, and diacritization from other languages,
and to claimotherwisewould be amistake” [11]. It is ranked as
the 5th language in the world in number of native speakers,
and it is also one of the six official languages of the United
Nations [10]. As a result of these, different issues in software
localization to Arabic language should be considered.

Bidirectional (BiDi) languages such as Arabic, Farsi,
Urdu, and Hebrew, where text is read and written from RTL
while numbers are read and written from LTR, require layout
customizations not only for text but also for all user interface
(UI) widgets, including buttons, text views, edit texts, seek
bars, check boxes, menus, and dialog boxes. There are many
UI elements that need to be adjusted in both features and
content localization.These include strings, layout, images and
multimedia, character sets, and locale data [9].

Software localization testing is a critical method that is
carried out to control the quality of a product’s localization
for a specific geographical region or culture. This test is like a
passport for your app to transfer from country to country.The
main goal of automatic software L10n testing in a test driven
development process is to document the peculiarities of
different localization requirements for those developers that
do not know about them from their own cultural background
and to make sure that bugs and deficiencies that are intro-
duced at a later stage do not break the localization aspects of
the product.

Indeed, the tests must have the ability to confirm the
functionality and performance of localized software and
components according to the original product and to detect
linguistic and functional problems [12, 13].

It is essential that the correctness of translations is ver-
ified and that consideration of culture issues is guaranteed.

However, the localization process often introduces severe
issues such as the following [14, 15]:

(i) Clipped strings, or strings that overlap the edge of UI
elements on the screen.

(ii) Date and time formats.

(iii) Untranslated strings (strings are displayed in the
source language instead of their target language, pos-
sibly missing translation; this can happen quite fre-
quently when the app is developed in a continuous
way and not all translations can be added at the same
time).

(iv) Inappropriate layout or text direction.

(v) Incorrect alphabetical sorting.

Additionally, the L10n tests are in some cases able to reveal
deficiencies in the software’s design [9, 12].

Many localization issues need to be reviewed as discussed
by Kopsch [6]. Developers should consider the particular
characteristics of each destination. As a result of the trans-
lation, there are also some cosmetic checks that need to be
implemented. For example, one needs to check that the labels
still fit on the screen, whether they were clipped, that they
are not overlapped with other UI elements, and so forth as
discussed by Cavalleri [7].

During the localization process, many good practices and
tips should be considered, and the tester should follow the
localization checklist andmake it a priority to reveal I18n and
L10n defects by concentrating first on five languages includ-
ing English. Experience has shown that we are most likely
to find specific issues in the following languages: German,
Japanese, Arabic, and Hindi, as discussed by Kotze [12].

However, localization of mobile apps for BiDi-languages
has still not reached its full potential due to a shortage of
research. Most of the proposed approaches are designed to
test localization issues for desktop and traditional web appli-
cations as discussed in [9, 13]. In addition, a few of the
published papers identify the various unique challenges asso-
ciated with localization testing of mobile applications as dis-
cussed in [5, 16] and identify the components to be included
in an effective test strategy to build localization testing as
discussed in [5].

In this paper, an automated BiDi L10n testing approach
for smartphone applications is introduced; we have applied
the proposed methods to test critical issues in an image
manipulation app. The main contribution of this paper is
reengineering our Pocket Paint app to localize it with a full
and complete considerations for BiDi-languages issues, in
particular the Arabic language, and to check the app for any
localization defects in the user interface.

2. Bidirectional Localization Testing in
the Mobile World

A tendency toward mobile applications development has
increased in the past few years. Mobile phones and apps
play an integral part of our life, and applications must work



Mobile Information Systems 3

correctly anytime and anywhere.On the developer side, offer-
ing localized versions of one’s software simply increases the
number of potential customers, and there thus is a strong
economicmotivation to offer one’s software in as manymajor
languages of potential markets as possible. However, some
kind of internationalization and localization testing, be it
manually or automatically, is necessary before distribution to
the market makes sense.

The localization testing of apps faces many issues because
of the complexity of testing these apps and the limited
resources of mobile devices. Localization testing for mobile
applications is more complex and challenging as compared
to localization testing of traditional web-based and desktop
applications [17].

Mobile applications work in multiple operating systems
such as Android and iOS. Especially in the case of Android,
the many different Android versions supporting totally dif-
ferent GUI elements, the additional GUI modifications by
hardware manufacturers such as Samsung or HTC, the huge
number of different keyboard apps that users can freely
choose from, and the hugely varying display resolutions and
aspect ratios of devices, make the development of the GUI of
apps for all these combinations a difficult challenge.

Figure 1 illustrates the process of designing an effective
localization testing approach for BiDi-languages. The key
elements that should be considered while following this
approach are as follows:

(i) The localization testing needs to be done on different
types of devices on different platforms.

(ii) In addition to the original language, typically US
English, the mobile application needs to support
BiDi-languages.

(iii) The automation of localization testing can play an
important factor in reducing the time and cost of test-
ing the application in BiDi-languages.

3. Localization Test Automation

Manual testing for multilingual mobile apps is time and
resource consuming, while automatic testing can save time
and effort as well as increase accuracy and repeatability for
localization testing. In general, automated testing can be
considered the most desirable type of testing. The automated
test can also be written to control the progress of system
development and to find defects early and efficiently [5, 18].

It has been claimed that app features that are not tested are
in fact not existing, the rationale being that refactoring, which
by definition is the improvement of internal software quality
without adding new features and a practice that tremendously
helps to develop robust software, can only be done under
the presence of tests, as otherwise the maxim “never change
a running system” would prevail, and refactoring without
tests can lead to the unintended elimination of untested
functionality or could result in even worse consequences.

On the other hand, when automatic tests can be run by
pushing a button and the tests are all “green,” that is, there
is no unexpected behavior of the software, developers can be
sure that the current version of the app conforms to or, in

Create an effective 
localization test 
method specific to 
each issue

Identify the 
issues specific 
to the 
requirements

Identify BiDi
localization
testing
requirements,
such as languages,
OS, and
hardware

Figure 1: BiDi localization testing process.

other words, is correct with respect to these test cases. Psy-
chologically, there is the added benefit that the feeling of the
developers and, in case they are somehow in the development
loop, also the customers is good when they see that the tests
were all successful. If all features are tested, the development
productivity is increased, among other benefits, as a result of
the reduction of time spent for debugging, a time that conse-
quently can then be spent on more productive tasks [19].

Moreover, the automation for localization testing is very
effective when test steps are consistently repeated in the same
but also in a larger number of testing environments.With the
different types of platform and operating systems available for
smartphones, it would be impractical to manually test on all
permutations [5, 19].

4. Why Test First?

In test driven development, the developer first writes an
automated test which initially must fail before writing the
corresponding production code. This test describes a desired
improvement or new feature and thereby is both a formal
specification that can be automatically checked for confor-
mance and a human readable description of a test case. In a
second step only does the developer write production code to
pass the test, and then the test should run successfully [19].

In the development of our Pocket Paint app, we wrote
an automated test that defines the text direction in BiDi-
language. Since there was no code yet to make the test pass,
this test should initially have failed. However, unexpectedly,
the test case passed! Howwas this possible?The reason in this
case was that the test case itself was incorrect as it checked
the directionality of text incorrectly with the help of a locale
configuration, as shown below.
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Hence, an immediate feedback was given to the programmer
to use a different configuration for BiDi text direction, as
shown below. Had the test been written after the production
code already existed, the test would also have succeeded, but
for the wrong reason!

The automated tests are written to document software effec-
tively for the developers, whereas the test cases describe the
specifications that are defined by the customers, and also to
avoid any ambiguity or miscommunication between users
and developers. However, if the developer wants to write a
test about any subject, he should first understand the subject
under test.

One of the best ways for developers to understand
the requirements is by translating them into tests. Several
advantages for writing the test in advance of the code are as
follows:

(i) If the tests are written in the last phase (when all
coding has been done) it is highly probable that they
will not be written.

(ii) Developers take more responsibility to produce high
quality products.

(iii) If the tests are written early, they will be extremely
helpful because more of the customer team’s needs
and expectations are clearly communicated to the
developers, and thus there is less possibility for mis-
communications.

5. Pocket Paint: A Brief Introduction

Pocket Paint is a paint editor and image manipulation
Android app which allows setting parts of pictures to trans-
parent and zooming up to pixel level. It is integrated into
Pocket Code, but it can also be used on its own [20].

The Pocket Paint app has functions such as a stamp to
copy-paste and resize parts of images, a pipette to pick an
RGBa (red green blue alpha = transparency) colors, regular
shapes (rectangle, circle/ellipse), or filling.

Pocket Paint is used for simple image editing such as
rotating, flipping, zooming in/out, and cropping. The user
can draw lines with different end shapes (circle or rectangle),
and it also possible to thicken or thin the line by using the line
width and style settings.

In the Pocket Paint color chooser, you can choose colors
either from a palette of predefined colors or through an RGBa
dialog.

Images are saved as PNG (with alpha channel) in the
“Pocket Paint” folder and can be found via the Gallery and
Photo apps. Pocket Paint is developed by the free and open
source nonprofit Catrobat project [20].

6. Considerations for Localizing
Bidirectional Apps

App sales should not be limited to just onemarket;mobile app
stores are global, and so the app should be too. The app store

Figure 2: Example of a localized BiDi version.

is available in over 150 several countries, and the first step to
reach this global market is to internationalize the app. A user
who tries to download the app could be located anywhere.
Today, customizing the app to be localized is a must.

In practice, localization requires complex and technical
jobs accomplished by a variety of specialists, including engi-
neers, translators, graphics designers, testers, programmers,
and project managers. The following are some best practices
to consider for app BiDi localization.

Resources. A critical issue is that none of the UI element’s text,
colors, images, or styles should be hard-coded in the source
code of software (i.e., separating them fromcode). All of them
should be stored in resource files; the content of resource files
can be retrieved by the software at run time to supply these
elements to the users in their local language.

Externalize Resources. All noncode assets related to an appli-
cation are considered as resources, such as content, images,
and videos. The localization process requires developers to
add appropriate resources to a mobile app to ensure that a
given country, locale, language, or culture is supported.
Therefore, all resources are placed into external files. After
that, localization can become a simpler process when creating
new versions of the resources files for each supported lan-
guage.

User Interface Mirroring. The UI of a BiDi-language is
generally mirrored and right aligned. Naturally, the common
reading order for the speakers of BiDi-languages is from
RTL. That is because those languages are written on a form
known as RTL and strings flows in that direction as shown in
Figure 2.

In general all UI elements should be mirrored, which
includes lists, scroll bars, progress bars, pop-up boxes, grids,
and galleries. The UI will be automatically mirrored when
the user changes the system language to a RTL language. The
direction of text is also changed to RTL with the exception of
phone numbers, country codes, and similar numbers which
are by default LTR also in RTL languages. Note that the
direction of some views and widgets in the UI layout may not
change automatically.

In addition, content like images, video, and maps are
not mirrored. Nevertheless, some directional images such as
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(a) (b)

Figure 3: Snapshot of a direction-sensitive arrow that changes meaning when mirrored. (a) UI in English. (b) RTL UI.

(a) (b)

Figure 4: Snapshots of (a) next and (b) back for BiDi-languages.

(a) (b)

Figure 5: Snapshots of (a) undo and (b) redo for RTL languages.

Figure 6: The ldrtl qualifier for drawable resources.

arrows need to be mirrored.The types of controls that should
not be mirrored in BiDi-language are as follows:

(i) Video controls and timeline icons since they represent
the direction of the tape.

(ii) Images (except if they indicate direction or order).
(iii) Clocks.
(iv) Graphs (𝑥- and𝑦-axes in RTL are the same as in LTR).
(v) Music notes.

Icons. Even though about 90% of the UI needs to bemirrored,
not many of the icons in fact are affected. It is difficult to

say which icons require mirroring and which do not because
that depends on the icon’s semantics. Therefore, coopera-
tion between designers, developers, and language specialists
(e.g., translators) should be considered. Graphics which are
direction-sensitive introduce another challenge with regard
to mirroring. These graphics can get an incorrect meaning
when mirrored.

Within a LTR layout in a navigator, an arrow head that
points to the left means that the navigation goes back to the
previous page; an arrow head that points to the right means
that it goes forward to the next page. When the layout is
mirrored for a BiDi, the meaning will be just the opposite
because a mirroring just reorders the UI elements of a layout
without mirroring the actual icons as shown in Figure 3.

Therefore, special attention should be given to direction-
sensitive graphics such as icons that have a specific directional
orientation (back, next, undo, and redo), help balloons, or
toast messages. Figures 4 and 5 show the back, next, undo,
and redo icons for an RTL language.

The solution for handling direction-sensitive graphics is
to have different directories of graphics in your resources to
be used when the drawing destination is a RTL direction, in
other words, never hard-code images or layouts. Moreover, a
complete optimization for RTL layouts is provided by adding
entirely separate layout files using the ldrtl resource qualifier
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(a) (b)

Figure 7: Snapshot of a partial mirroring. (a) English version. (b) Arabic version.

(a) (b)

Figure 8: Snapshot of a complete mirroring. (a) English version. (b) Arabic version.

(ldrtl stands for layout-direction-right-to-left), as shown in
Figure 6.

Further, for RTL languages the UI icons layout should
naturally follow the RTL direction. A mirroring effect just
replaces icons of a dialog box without mirroring the icons’
images.This partial solution did not solve the layout problem
in Pocket Paint’s case for some icons such as the line and flip
icons. It only gave them new positions within the mirrored
dialog as shown in Figure 7.

In this case the feature itself is mirrored to address the
problem of UI layout as shown in Figure 8.
Check Boxes. Check boxes and UI elements with check
boxes are mirrored and right aligned, but the actual “check”
symbols shall not be mirrored.
Localizing Strings. The user-facing text needs to be localized.
Thus, text needs to be translated to a specific language before
it is displayed to the user. More specifically, all the strings
should be stored in values resource files; the text can be
retrieved by the software at run time to supply these ele-
ments to the users in Arabic language. Hence, an alternative
strings.xml must be created as shown in Figure 9.

In Pocket Paint’s case the translation to Arabic is per-
formed by volunteers using a community-based translation
tool (Crowdin). The string file that must be translated is
uploaded to a web environment in order to be accessible to
our translators. Practically, in Android the UI elements are
defined and stored in an XML file, and for every need-to-
translate element a string item is added in the string.xml
file in the values directory [21]. The Arabic translation folder

Figure 9: String file for Arabic language.

is created and named values-ar (“ar” represents the Arabic
language according to ISO 639-1) [22].

Many tools for translating strings have been introduced;
some are integratedwith the development environmentwhile
others are platform-independent. Actually, translating strings
automatically is not as succinct, complete, and correct as
when a native speaker translates it. However, some words in
the original languagemay have several meanings in the target
language. For example, in some applications, there was a
single-word text “kill,” used tomean “stop the application.” In
Arabic, the literal translation of “kill”means “kill a person/kill
an animal”; therefore skilled linguistic experts that also are
domain experts for the app are needed for being able to
correctly translate all strings. A translator must be qualified
and have a base knowledge related to the project domain in
order to translate this term as “stop” instead of “kill.”

In real life, the miscommunication between developers
and translators may produce many defects. In practice, the
strings might be manipulated in the application without a
translator’s knowledge, and the translated string could then
remain in an old state.Therefore, the developers must inform
the translators about any changes in the string file and keep
them up-to date.



Mobile Information Systems 7

Figure 10: An example for regional variants: English (UK) versus
English (USA).

If developers need to distinguish between different
regions that use, for example, the English language, they can
add English regional variants for theUnited States, theUnited
Kingdom, Australia, New Zealand, Canada, Hong Kong, and
so forth to the app, and only the strings that are written
in a different way would need to be included in the string
file in order to be translated later; for example, “Colour” is
favored in the UK, and “Color” is favored in USA as shown
in Figure 10.

Default Resources. The default resources of app are those
that are not marked with any language or locale qualifiers.
If there is no default to fall back on, then the app will stop
becauseAndroid looks for a resource and cannot find one that
matches the configuration of the device.

Screen Size Variations and Limitations. One of the most
important challenges presented by mobile phones is the
limited screen size. However, if the app is designed to be used
in different countries, both I18n and L10n test cases are espe-
cially essential under the constraint imposed by the different
screen sizes. While developers may have designed their app
to look fine in English, it may not look as well in German
language or other languages where the character count will
consume more space. On the other hand, some languages
like Chinese contain a lot of information in each character
and thus often need much less space, but this may not be
true for other similar languages such as Japanese, since there
characters include both Kanji that are of Chinese origin and
purely phonetic Hiragana and Katakana characters, the latter
two taking up comparativelymore space. An additional prob-
lem with some of these Asian languages is that automatic line
breaking can be very difficult as there are no space characters
between words, and line breaks are not possible at all places,
with additional complex rules to correctly break up lines.

Flexible Layout. Flexible layout is used to allow views relative
to each other without fixed origins, widths, and heights.
Any UI elements that contain text must be designed to be
flexible. More space is allocated than necessary for English
to accommodate most other languages (up to 30% more is
normal). Practically, if fixed width constraints are used, local-
ized text may appear truncated in some languages.Therefore,
the constraints are removed and a “wrap content” attribute is
used to allow limiting the width of each UI element.

Obviously, widgets and dialogs must be set to be expand-
able, both horizontally and vertically, in order to accommo-
date variations in texts width and height. The fonts in Arabic
language can expand horizontally and vertically more than in
English language. The result may be a truncated text because
the space provided by the UI widget is not enough.

Figure 11: An example of a layout problem English > Arabic.

Arabic characters aremore differentiated in structure and
display than Latin characters. Sometimes translators may
need two words or more in Arabic to describe one word in
English. For example, in Pocket Paint there is a single-word
string “Zoom.” In Arabic, the literal translation of “Zoom”
consists of two words and clearly does not fit on the text view
that was reserved for the English “Zoom,” but there is no
shorter word with the same meaning in Arabic. The same is
true for “Ellipse” icon as shown, as also shown in Figure 11.

Font Style for Mobile Applications. Font styles for text are dis-
couraged in layout design such as special fonts, italic, or bold,
because they may affect the readability of complex characters
in some languages.

System-Provided Formatting Methods for Dates, Times, Num-
ber, and Currencies. The system formats are used to specify
dates, times, numbers, currencies, and other values that can
be changed by the so-called “locale,” thus ensuring the correct
formatting of data according to the locale. If there is a specific
format that is based on assumptions about the locale of users,
the problem will arise when the user changes to another
locale. Typical problems are “../../....” date formats between
the US and European date formats, where it is unclear
whether 10/2/2016 is the 2nd of October (US) or the 10th of
February (most European countries) 2016.

Importance of Textual Contents. Because of the small screen
size of mobile phones, a lot of short phrases and words are
suggested which lack content as well as words with multiple
meaning, for example, “set.” This can cause ambiguity and
errors during the localization process. Therefore, to localize
an app, the whole localization team should be very familiar
with the application domain.

7. Continuous Integration

Continuous integration is one of the most vital practices in
modern software development. The key idea behind contin-
uous integration is to execute a predefined group of steps
which are based on a specific trigger; the trigger could be
a new pull request in the version control system, or trigger
of time, for example, for automatically creating a nightly
build and running all test cases on it, then creating a report
that can be inspected via a web interface by all interested
parties, and possibly reporting the main points of the test
run to a developers’ irc channel of the project. In short,
continuous integration refers to the process of integrating all
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development work at predefined times or events in order to
be tested and built automatically. The idea is that this allows
identifying the development errors early in the process [23].

We use Jenkins for continuous integration; it is an open
source tool that allows controlling the execution of arbitrary
automation steps. Jenkins has the ability to inform users
about the success or failure of builds. It can be executed via
the command line or can be run in a web application server.
Jenkins is easy to install and has an intuitive and robust user
interface [23].

Automated testing is an important part of any continuous
integration environment; it allows team members to receive
feedback about the state of the development in a dashboard
view (not only one’s own) and ensures through documen-
tation of results that the tests succeed and are regularly
executed, together with all kinds of other mechanisms and
collections of statistics, for example, for automatic code
quality evaluations or test coverage metrics.

8. Why Is Localization Testing for
BiDi-Languages So Important?

Localization testing is a type of quality assurance testing; it
mainly focuses on the evaluation of the product’s functional-
ity, cosmetics, and quality of the localization. The main goals
of automatic app localization testing for BiDi-languages are
as follows:

(i) To document the attributes of different localization
issues for those developers who do not know about
them from their own cultural background.

(ii) Tomake sure that bugs and deficiencies that are intro-
duced at a later stage do not break the localization
aspects of the product.

(iii) To detect and report app’s localization defects.

9. Localization Testing Approach

After the product localization, localization testing is per-
formed.Theobjective is to ensure that the localized product is
fully functional, cosmetically correct, linguistically accurate,
and culturally appropriate and that no issues have been
produced during the localization process.

Figure 12 illustrates the architecture of the proposed auto-
mated localization testing approach. The proposed approach
combines best-practice GUI testing tools for Android
(Robotium and Espresso) and invokes them via a continuous
integration server in order to execute all automatic GUI
tests from a central place. This section provides substantial,
complete development and user satisfaction testing methods
for the localization aspects of the app.

9.1. Localized Resources Testing. This test verifies that all the
required localized resources (files and folders) are present in
the BiDi language version.
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Figure 12: Localization testing architecture.

9.1.1. Fallback Language. After the app is tested in all BiDi-
languages and locales, additionally the fallback language of
the app is checked. To test this, the device language is changed
to one that is not supported and it is checked that the app uses
the implemented fallback language.This test suite makes sure
that the app runs properly and reverts to default resources.
In the snippet of code below, the language configuration is
changed to modern Chinese, which is not supported in the
mobile app, and in that case the fallback language is checked
to ensure that the app reverts to US English. In addition, the
method setLocale() is implemented to ensure the complete-
ness of testing.

9.1.2. Localized Media and Default Resources. It is tested
whether alternative graphics of locale-specific resources,
which are provided for the RTL mode, are retrieved correctly
by the app at run timewhen the locale of the device is changed
to the RTL language. Also, the test case is written tomake sure
that a full set of default resources regardless of language or
locale is included in the app’s structure as shown below.
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(a) (b)

Figure 13: Snapshots of (a) original UI and (b) Arabic UI.

9.1.3. Overtranslation. If the default texts are displayed
instead of the translated texts in any part of the interface, then
these texts may be overlooked or checked by reviewers. Such
texts should not be translated and remain unmodified. In
practice, the overtranslation testing is difficult to implement.
However, the test should check that the textwhich is displayed
in the text view is the same as the expected text defined in the
strings.xml file. Hence, it might be impractical to check all
elements’ text in the app.

Actually, in some situations an untranslated string is
not to be considered as a software defect. For example, the
untranslated text might belong to a new feature added to the
app that has not yet been translated, or to a UI element that
should remain in the source language and is the same for
all languages, such as a hyperlink or trademarked product
names. Overtranslation issues are the responsibility of
reviewers.

9.2. Linguistic Testing. Linguistic verification, or verifying the
translation of all text on the localized product, is another very
important task. In the proposed method, skilled linguistic
experts can verify the linguistic content using screenshots of
all the product screens to check the semantic correctness of
the translations.

9.3. Cosmetic Testing. Translation has an enormous effect on
the cosmetic quality of an app. The target of cosmetic testing
is to verify that the localization phase did not introduce any
visual defect and ensures that the UI has a consistent appear-
ance throughout all supported BiDi-language versions, and
a product contains no defects such as truncated strings,
overlapping widgets, misaligned widgets, introduced during
the localization process.

An important issue that needs to be addressed is the
UI which contains layout, pop-up boxes, lists, and widgets.

Figure 14: Snapshot of horizontal layout direction for RTL.

All UI elements need to support RTL direction as shown in
Figure 13.

9.3.1. Views Swiping Direction. Most widgets such as seek
bars, progress bars, spinner, and outline views appear flipped.
Each seek bar view is tested. The testing method could
be performed by sliding the cursor of the seek bar to a
new position. The horizontal layout direction of these views
should be fromRTL; otherwise, the viewneeds to be adjusted.
The assert method is used to compare the expected layout
direction results from the test to the actual layout direction
as shown in Figure 14.

The following code snippet illustrates the details of the
test case and how the horizontal layout direction of a seek
bar is tested. The test case detects in which direction the user
moved his or her finger when touching seek bar, whether
the direction is to the left or right. Obviously, the test case
simulates user behaviors and interactions. The two variables
downXValue and upXValue are defined to store the 𝑥 values
when the user’s finger presses down and up, respectively.
When the direction of the layout drawing is RTL, the test
passes successfully.
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9.3.2. Direction-Sensitive Graphics. Naturally, in the RTL
interface the time moves from right to left, and thus any
“back” type arrow has to point to the right and the forward
arrow to the left. However, the localization process changes
the directions of the undo and redo icons to be easily
understood by Arabic speakers. Equally important, the undo
and redo icons should correctly express the direction of time
in all languages. A new test case is proposed to check themir-
roring awareness in localized product for direction-sensitive
graphics using some image processing techniques. However,
the LTR image features aftermirroring shouldmatch the BiDi
features; otherwise, the test fails (see Figure 15).

A corresponding test case is implemented to check the
mirroring awareness in the localized version. However, the
undo feature in RTL language is the same as a mirrored one
in the original version. So, the following code shows how the
mirroring awareness is tested.

The two methods imageAreEquals() and doMirroring()
are implemented to ensure the completeness of testing.

9.3.3. Auto Layout in Views. The proposed method needs to
check that all fixed origins, widths, and heights are eliminated
in the app’s views so that the localized text can reflow auto-
matically when the language or locale is changed as shown in
Figure 16 (compared to Figure 11).The test code below asserts
that the “wrap content” property is used, which means that

LTR-digital data

Preprocessing

Feature extraction

Mirroring RTL-digital data

Matched 
digital data? 

Yes No

Test passes Test fails

Test case

Figure 15: Flow chart for mirroring test case.

the view can grow to become big enough to fit its own internal
content.

9.3.4. Overlapping. After the translation is done, the localized
tool can check the overlapping of widgets with other UI wid-
gets. Mainly, the noOverlaps() method is used to ensure that
the app you publish is devoid of overlapping in its UI. A bug
report is generated if widgets are overlapping. For instance,
in Figure 14, the RedView on the right side, the RedSeekBar
in the center, and the RedValue on the left can be tested in
this way. The code snippet below shows how the overlapping
is tested.

9.3.5. Elements’ Positions. The localization process changes
the UI layout due to the translation, and the translated text
may affect the size of the UI elements.Therefore, some views’
width and height usually increase from their original size.
This size stretching may cause missing views. For this reason,
the localized process should ensure that all the layout views
are located on the screen as the UI design dictates. For this
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(a) (b)

Figure 16: Snapshot of auto layout in Arabic version views.

issue, the testOnScreen method is used, and an origin view is
specified to start looking for the requested views.

In addition, the isLeftOf and isRightOf methods are used
to check the positions of UI elements according to the locale
direction and expose defects in the interface after mirroring.
In practices, to localize the Brush tool button Figure 17(a)
to Arabic, the icon should be on the right side of text as
shown in Figure 17(c), not to the left as incorrectly shown in
Figure 17(b).

The code snippet below illustrates the using of the
isRightOf method to verify whether the icon is placed in the
right of the text or not.

9.3.6. Misalignment. This test compares the alignment of
views in the RTL dialog to the original one. It checks to ensure
that if a set of views are aligned on a specific axis in the orig-
inal dialog, they are all aligned on the same axis. To examine
the misalignment, the following test methods are proposed.

The test case asserts that views are right aligned, that is,
that their right edges are on the same 𝑥 location. In order to
verify that the views are aligned in the layout as we expect,
the L10n tool should implement an assertRightAligned()
method. For left alignment testing, the L10n tool needs to
implement a test case to assert that views are left aligned.

It is also necessary for the localized tool to examine
the correct positions for views before and after mirroring.
Accordingly, the assertBottomAligned() method is intro-
duced to assert that two views are bottom aligned, and their
bottom edges are on the same 𝑦 location before and aftermir-
roring. In addition, a test case is introduced to verify that all
views that are top aligned before mirroring are not adjusted
after mirroring. Figure 18 illustrates the misalignment for the
tools dialog.

If anything is found unsatisfactory, that UI element
should be adjusted.Then these test cases should examine each
activity, dialog, and other user interface layouts.

9.3.7. Text Direction. The direction of text becomes a critical
issue when the app has Arabic texts, which are written and

(a) (b)

(c)

Figure 17: Snapshots for elements’ positions in the tools dialog: (a)
original version; (b) incorrect position; (c) correct position.

(a)

(b)

Figure 18: Snapshots for misalignment in the tools dialog: (a)
English. (b) Arabic.

read from RTL. Hence, all user interface elements should
support Arabic language; the text alignment and text reading
order go from RTL.

The text direction of each view such as text view, edit text,
button, and pop-upmenu is tested.The testing method could
be performed by supplying each user view with a text string
from Arabic language. The assert method is used to compare
the expected text direction results from the test to the actual
text direction after running with it throwing an exception if
the condition is not met as shown in the code snippet below.
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9.3.8. String Truncation Validation. To test whether the UI is
flexible enough to accommodate several language fonts and
strings lengths, the following method is used to verify that a
view is displayed correctly as it is defined in its XML layout
file and that it fits into theUIwithout truncation.The test case
checks the ellipsis count per line in a text view, not just for
last line. If the ellipsis count is greater than zero, the method
returns true. Figure 19 shows a tools dialog with truncated
text because the space provided by the UI widget is not large
enough.

9.3.9. Keyboard Layout. A keyboard enables users to enter
text. It is not a GUI aspect; rather, it is an operating system
aspect. Some operating systems offer a keyboard framework
that lets users create on-screen input methods such as virtual
keyboards.However, the symbol input grid for RTL languages
again must be mirrored and right aligned. And in an RTL UI,
the cursor always has to be placed to the very right as a default.
The testing is done by using keyboard keys to enter data into
UI views, such as an edit text or text view. The input values
are stored into data stores, and then they are displayed into
the UI widgets or compared with actual text as shown below.

Figure 19: Snapshots for tools dialog with truncated text.

The following requirements must be considered for the
testing methods:

(i) Arabic language package.
(ii) Font files supported by Arabic language.
(iii) Friendly encoding of strings (UTF-8).

9.4. Functional Testing. Localization functional testing
focuses on whether the localization phase introduced any
problems and verifies that all features work as expected
after the localization. Hence, all the functional test cases are
executed after the localization process and the snippet of code
below is one of the functional test cases. This test case is used
to check the color picker dialog and check the functionality
of changing the colors.

10. Conclusion

In this paper, an automation approach for L10n testing is
introduced to localize an Android app with a rich GUI for the
Arabic language and culture. The Arabic version of the origi-
nal product looks as if it had been developed in the Arabic
user’s home country. Traditional testing approaches can be
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applied to localize any software from English to other Latin-
based languages. On the other hand, localization of mobile
apps for BiDi-languages are particularly challenging to test.
BiDi-language software requires savvier testing methods and
efforts to ensure efficient testing. Arabic language requires
mirroring awareness to suit the RTL reading order and to pro-
vide a perfect right-to-left look and feel to the app. Localiza-
tion to BiDi-languages affects not only the layout of text and
UI elements but also iconography. The proposed methods
make sure theUI elements and icons that communicate direc-
tion are mirrored correctly in RTL locales. Furthermore, the
proposed approach fully and completely considers all BiDi-
languages issues in order to effectively reveal all common
localization issues in the app’s design. The methods ensure
that the localized softwaremeets a local user’s expectations in
terms of language, features, and user experience in the tradi-
tional sense. In essence, the automation approach saves time
and effort and increases accuracy and repeatability for local-
ization testing and maintains the usability and portability of
the app. Moreover, it leads to a significant decrease in effort
and time spent for regression testing. Finally, the approach’s
principles can easily be applied to any smartphone platform.

Competing Interests

The authors declare that they have no competing interests.

References

[1] I. K. Villanes, E. A. B. Costa, and A. C. Dias-Neto, “Automated
mobile testing as a service (AM-TaaS),” in Proceedings of the
IEEE World Congress on Services (SERVICES ’15), pp. 79–86,
New York, NY, USA, June-July 2015.

[2] IDC, Smartphones, IDC, 2015, http://www.idc.com/getdoc.jsp
?containerId=prUS25988815.

[3] X. Xia, D. Lo, F. Zhu, X. Wang, and B. Zhou, “Software
internationalization and localization: an industrial experience,”
in Proceedings of the 18th International Conference on Engineer-
ing of Complex Computer Systems (ICECCS ’13), pp. 222–231,
Singapore, July 2013.

[4] App Annie Support, Languages supported in Google Play
reviews, 2015, https://support.appannie.com/hc/en-us/articles/
204207814-Languages-supported-in-Google-Play-reviews.

[5] H. Dhingra and T. Roy, “Localization testing in mobile world,”
in Proceedings of the Software Testing Conference, 2013.

[6] C. Kopsch, “Localization testing one-year status report for a
localization project,” Testing Experience, no. 27, 2014.

[7] N. S. Cavalleri, “Localization testing is more than testing the
translation,” Testing Experience, no. 27, 2014.

[8] J. Gao, X. Bai, W.-T. Tsai, and T. Uehara, “Mobile application
testing: a tutorial,” IEEE Journals &Magazines, vol. 47, no. 2, pp.
46–55, 2014.

[9] S. Abufardeh and K. Magel, “Software internationalization:
testingmethods for bidirectional software,” in Proceedings of the
5th International Joint Conference on INC, IMS and IDC (NCM
’09), pp. 226–231, Seoul, Republic of Korea, August 2009.

[10] S. Abufardeh andK.Magel, “Software localization: the challeng-
ing aspects of Arabic to the localization process (arabization),”
in Proceedings of the IASTED International Conference on

Software Engineering (SE ’08), pp. 275–279, Innsbruck, Austria,
February 2008.

[11] C. A. Sakhr, “Web-based Arabic-English MT engine,” in Pro-
ceedings of the Arabic NLP Workshop at ACL/EACL, Toulouse,
France, July 2001.

[12] N. Kotze, “Internationalization and localization testing,” Testing
Experience, no. 27, 2014.

[13] C. Zhao, Z. He, and W. Zeng, “Study on international software
localization testing,” in Proceedings of the 2ndWorld Congress on
Software Engineering (WCSE ’10), pp. 257–260, Wuhan, China,
December 2010.

[14] Microsoft, Globalization Step-by-Step, 2015, https://msdn.mic-
rosoft.com/en us/goglobal/bb688110.aspx.

[15] Net-Translators, Localization for Mobile Apps, 2015, https://
www.net-translators.com/blog/localization-for-mobile-apps.

[16] Android ByCode, Pseudo-localization testing inAndroid, 2015,
https://androidbycode.wordpress.com/tag/rtl/.

[17] R. Selvam and V. Karthikeyani, “Mobile software testing—
automated test case design strategies,” International Journal on
Computer Science and Engineering, vol. 3, no. 4, pp. 1450–1461,
2011.

[18] M. Geogy and A. Dharani, “Customising android automated
testing framework to enable native hardware and software
support,” International Journal of Engineering Research & Tech-
nology, vol. 2, no. 2, pp. 1–4, 2013.

[19] K. Beck, Extreme Programming Explained, Addison-Wesley,
Boston, Mass, USA, 2nd edition, 2004.

[20] Wolfgang Slany. 2010–2016. Catrobat, http://www.catrobat.org.
[21] R. Meier, Professional Android, John Wiley & Sons, New York,

NY, USA, 4th edition, 2015.
[22] Android Developers, Locale, 2016, http://developer.android

.com/reference/java/util/Locale.html.
[23] M. Soni, Jenkins Essentials, Packt Publishing, 2015.



Research Article
Development of a Lunar-Phase Observation System Based on
Augmented Reality and Mobile Learning Technologies

Wernhuar Tarng,1 Yu-Sheng Lin,2 Chiu-Pin Lin,1 and Kuo-Liang Ou1

1Graduate Institute of HumanResource and e-Learning Technology, NationalHsinchuUniversity of Education,Hsinchu 30014, Taiwan
2Graduate Institute of Computer Science, National Hsinchu University of Education, Hsinchu 30014, Taiwan

Correspondence should be addressed to Wernhuar Tarng; wtarng@nhcue.edu.tw

Received 18 March 2016; Accepted 8 May 2016

Academic Editor: Miguel Torres-Ruiz

Copyright © 2016 Wernhuar Tarng et al. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Observing the lunar phase requires long-term involvement, and it is often obstructed by bad weather or tall buildings. In this study,
a lunar-phase observation system is developed using the augmented reality (AR) technology and the sensor functions of GPS,
electronic compass, and 3-axis accelerometer onmobile devices to help students observe and record lunar phases easily. By holding
the mobile device towards the moon in the sky, the screen will show the virtual moon at the position of the real moon. The system
allows the user to record the lunar phase, including its azimuth/elevation angles and the observation date and time. In addition, the
system can shorten the learning process by setting different dates and times for observation, so it can solve the problem of being
unable to observe and record lunar phases due to a bad weather or the moon appearing late in the night.Therefore, it is an effective
tool for astronomy education in elementary and high schools. A teaching experiment has been conducted to analyze the learning
effectiveness of the system and the results show that it is effective in learning the lunar concepts. The questionnaire results reveal
that students considered the system easy to operate and it is useful in locating the moon and recording the lunar data.

1. Introduction

Astronomy is an important area of natural science because
its scope ranges over the stars and materials in the universe,
including all celestial bodies and their interaction as well as
our living environments.The changes of celestial phenomena
have a great influence on our daily lives. Thus, observing the
motion of celestial bodies such as the sun, the moon, and
stars has been an essential part in astronomy education. In
addition, astronomical observation can motivate students to
develop creativity and independent thinking by using scien-
tific methods and inference skills to solve the problems and
derive correct answers.

Observing celestial bodies is an important topic in K12
science and technology curriculums. Students may think of
celestial motions by observing the sun, the moon, and stars
and then use scientific methods to induce the rules and
causes of their interaction. Therefore, the observation and
investigation processes can enhance the critical thinking and
problem solving abilities of students.Themoon is the nearest

celestial body to the earth, so it is a suitable target for
observation. By doing so, students can realize that the lunar
phase is periodic after observing the moon in a regular and
long-term manner. They may discover the relative motion of
the sun, earth, andmoonby observing the rising and falling of
the sun and themoon. Alternatively, students can also under-
stand the cause of lunar phases, solar and lunar eclipses, day
and night, and the four seasons by operating the 3D model
of these celestial bodies.

Observing the lunar phase requires long-term involve-
ment, and it is difficult when encountering the following situ-
ations: (1) a badweather often upsets the observation plan; (2)
tall buildings in metropolitan areas may obstruct observa-
tion; (3) impatient students sometimes fail to keep complete
records of the lunar phase; (4) students often fall asleep when
the moon appears late at night. Besides, it is difficult for stu-
dents to infer that the lunar phase is regular and periodic from
the recorded data, especially when the data are not complete.
All these factors prevent them from developing correct
concepts.

Hindawi Publishing Corporation
Mobile Information Systems
Volume 2016, Article ID 8352791, 12 pages
http://dx.doi.org/10.1155/2016/8352791

http://dx.doi.org/10.1155/2016/8352791


2 Mobile Information Systems

In addition to the difficulty in lunar observation, students
often presume the motion of the sun, earth, and moon in
a subjective manner, and even their science teachers may
have misconceptions [1]. Besides, a lot of elementary school
students lack spatial concepts, and their cognition has not
reached the formal operation stage [2]. If the learning activity
is only for a short term without completing the whole obser-
vation process, students are unlikely to obtain correct lunar
concepts.

To enhance the understanding of scientific concepts, 3D
models are often designed to simulate the natural phenomena
which are difficult or impossible to observe in the real world
[3]. Because computer simulation presents a simplified and
visible model for the situations mentioned above, it can
attract learners’ attention and provide them with concrete
concepts about the simulated phenomena [4]. Researchers
have reported the success of computer simulation in support-
ing inquiry and reasoning skills [5, 6].Winn et al. [7] asserted
that computer simulation has the potential to promote cog-
nitive development and conceptual change more effectively
than direct experiences. Thus, how to develop effective
simulation software to assist students in learning science is a
research topic worth investigation.

Recently, many studies are focused on learning astro-
nomical concepts using simulation software developed with
friendly user interface for simulating celestial phenomena.
The software enables its users to observe the virtual sky and
search for celestial objects, for example, Starry Night [8]
and Google Sky Map [9]. Tarng and Liou [10] developed a
web-based astronomy museum using the virtual reality (VR)
technology for applications in elementary science education.
Hobson et al. [11] discovered that it is effective to teach lunar
concepts using simulation software for 2nd and 3rd grade stu-
dents. Trundle and Bell [12] studied the effectiveness of inte-
grating simulation softwarewith inquiry-based instruction to
enhance the lunar concepts of preservice teachers. Sun et al.
[13] proposed a 3D virtual reality model of the sun and the
moon for e-learning at elementary schools.The experimental
results show that students’ learning achievement is higher
than that of using the traditional class instruction.

Although the available lunar simulation software is effec-
tive, a gap still exists between its operation and actual obser-
vation. Consequently, students may have difficulty applying
their operational experiences on computers to real observa-
tion. For instance, they do not need to know the azimuth and
elevation angles when operating the simulation software on
desktop computers.Moreover, themotion in real observation
such as raising hands for measuring the elevation angle and
lifting head for finding the moon is replaced by operating
the mouse and keyboard. Without physical operation and
sensory integration, students may have a hard time adjusting
to outdoor observation. Besides, there are no familiar objects
on the ground to serve as reference points when using
simulation software and students cannot develop the ability of
measuring the direction and elevation angles in real observa-
tion.

The lunar phase changes as the moon revolves around
the earth, and the latter also revolves around the sun while
rotating by itself, all counterclockwise. Therefore, spatial

concepts play an important part to affect students in learning
lunar concepts. Traditional teachingmaterials cannot provide
students with an effective method for obtaining correct lunar
concepts, so students lacking spatial concepts may have
difficulty learning the cause of lunar phases by observing the
relative motion of the sun, earth, andmoon. If the simulation
software allows students to observe the moon in the sky and
record the lunar phase and the related data easily, it can also
be used to show the lunar phase according to the relative
positions of the sun, earth, and moon and help students
understand the cause of lunar phases.

As the advance of information technology,mobile devices
such as the personal digital assistant (PDA), smart phone, and
tablet PC are integrated into educational applications. As a
result, learning activities are no longer confined to classroom
teaching, and they can be done anytime and anywhere using
any devices to achieve the goal of ubiquitous learning [14].
Mobile learning refers to any forms of learning which takes
place when a learner is on the move or can move to a new
place and still remain connected to online learning resources
through wireless networks. Recently, a large number of
mobile devices are equipped with powerful sensors such as
theGPS, electronic compass, and 3-axis accelerometer to pro-
vide the information of position, time, direction, acceleration,
and so on to support the design of simulation software for
applications in different areas of education.

Augmented reality (AR) is a view of the real world where
elements are augmented by computer-generated situations or
objects to enhance one’s perception of reality. In this way, the
information in real environments becomes interactive and
can thus be manipulated digitally and physically. Besides,
artificial information about the environments and virtual
objects can also be overlaid in the real world. According to
Azuma [15], AR is an evolution of virtual reality (VR)with the
following features: (1) interacting with real and virtual envi-
ronments, (2) providing real-time feedback, and (3) having
to be in 3D space. Compared with the operation of VR, AR
integrates a real environment with virtual objects to enhance
one’s comprehension and the sense of reality in a more
interactive way. Recent research has shown that applications
of AR in learning activities can improve students’ knowledge
construction and engage learners in high flow experience
levels [16–18]. Therefore, it can be used as an effective tool to
promote science learning [19–22].

In general, the implementation of AR can be categorized
as (1) the traditional AR, which requires a marker for posi-
tioning, for example, theMagic Book [23], (2) the ARwithout
amarker, inwhich positioning is done byGPS or image detec-
tion, and (3) the AR combining amarker and image detection
for positioning. AR can increase interaction with the real
world and provide useful information not directly available.
This study is aimed at applying AR and mobile learning
technologies to develop a lunar-phase observation system.
The main objective is for the user to see the virtual moon by
holding the mobile device towards the real moon even if it is
obstructed by a bad weather or tall buildings. Also, the lunar
phases can be recorded for displaying the moon’s track and
the relative positions of the sun, earth, andmoon to study the
cause of lunar phases.



Mobile Information Systems 3

In 1970, the concept of context awareness was proposed
by United States Department of Defense using GPS to obtain
the user’s location for providing various services [24]. Its
main idea is to satisfy the user’s sensational requirement by
updating necessary information according to environmental
changes such as the time and position [25]. The theory of
situated learning [26] emphasizes that learning is uninten-
tional and knowledge has to be presented in real situations.
Its main idea is to provide a realistic environment for learners
and the acquired knowledge can be applied in a similar
context. Therefore, if learners wish to construct knowledge
about lunar concepts, they should deal with the situations
that occurred in the real world. By doing this, the obtained
knowledge is more meaningful and thus can be applied in
practical situations.

Based on the modes of representation proposed by
Bruner [27], the initial phase of the cognitive process is
enactive representation, where learners integrate actions into
cognition in order to learn by doing.Moreover, theymay turn
the outside world into images, signs, and symbols to interpret
the obtained knowledge in an abstract or a logical way. In this
way, learners can understand and acquire knowledge easily
and store it in long-termmemory, which may enable them to
learn better in the future and develop the transfer of learning.
According to relevant studies [28, 29], it was discovered
that actions can attract learners’ attention and enhance their
learning. Thus, it is believed in this study that the integration
of AR and physical operation in observing lunar phases can
help students develop lunar concepts and store in long-term
memory to make learning more effective.

Currently,mobile applications for learning lunar concepts
are mainly focused on the display of lunar phases. For
example, Lunafaqt [30] allows its users to see the instant lunar
phase and also for the entire month based on current (or
input) date, time, and location. Among the applications in
astronomy education, Google Sky Map allows the user to set
a different date, time, or location for displaying the moon
in addition to the celestial bodies such as constellations and
planets as well as some astronomical phenomena. However,
these two applications are not designed for learning lunar
concepts and neither can they record the data of lunar phases
such as the lunar calendar, azimuth, and elevation angles.
Moreover, they cannot display the moon track in the sky and
the lunar phases according to the relative positions of the sun,
earth, and moon using the recorded data to help the user
understand the cause of lunar phases.

In this study, a lunar-phase observation system is devel-
oped using the AR technology and sensor functions of
GPS, electronic compass, and 3-axis accelerometer onmobile
devices to help students observe and record lunar phases.
When the user holds the mobile device towards the moon’s
position, the screen will show the virtual moon overlapping
the image of real moon (Figure 1). The compass will show
the azimuth of the moon and its elevation is obtained from
the 3-axis accelerometer and listed on top of the screen. The
system allows the user to record the lunar phase and its
azimuth/elevation angles as well as the observation date and
time. The system can shorten the learning process by setting
different dates and times for observation, and it can solve

Figure 1: The lunar-phase observation system.

the problem of being unable to observe and record lunar
phases due to bad weather or obstruction by surrounding
tall buildings. In addition, the physical operation in obser-
vation can leave a deeper impression on learners to store
the obtained knowledge in long-term memory. A teaching
experiment has been conducted to investigate the learning
effectiveness of elementary students by using the lunar-phase
observation system as a tool for learning lunar concepts.
A questionnaire survey has been conducted to analyze the
attitudes of students after using the system, and the results
can also be used as a reference for improving the system.

2. System Design

The lunar-phase observation system is developed using
Shiva3D and 3ds Max based on the data obtained from
Taipei Astronomical Museum. In addition, the tools of JDK,
Android 1.5 SDK, Eclipse, and Android Development Tool
Plug-in are also required for programming the sensor func-
tions of GPS, electronic compass, and 3-axis accelerometer
on mobile devices. After the system is completed, Shiva3D’s
Authoring Tool is used to convert it into the installation
(APK) file for uploading to Google Play. The testing envi-
ronment is Android 4.0 installed on an ASUS tablet PC. The
system modules include the 3D model of the sun, earth, and
moon (for calculating the moon’s position), camera control
and time control, interactive user interface, GPS, electronic
compass, 3-axis accelerometer, and API programs (Figure 2).
The camera is used to observe the moon in the sky to verify
the correctness of the virtual moon’s position. However, the
system can still be used if the realmoon cannot be seen due to
a bad weather condition. To record the lunar phase, the user
simply holds the mobile device towards the moon’s direction
until its image overlaps the virtual moon on the screen. A red
circle will appear to surround the virtual moon and then the
user can press the button to record the lunar phase and its
data.

2.1. 3D Model of the Sun, Earth, and Moon. The 3D model
of the sun, earth, and moon is developed according to their
rotation periods and revolution periods and controlled by the
equation about planetary motion (i.e., Kepler’s second law)
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Figure 2: The architecture of the lunar-phase observation system.

which governs the earth’s revolution around the sun and
the moon’s revolution around the earth. To simplify the
design process, we set the sun’s position at the center of this
model. In fact, the sun situates at a focal point of the earth’s
elliptic orbit and revolves around the center of the Milky
Way galaxy by a period of approximately 200 million years.
As we only consider the relative motion between the earth
and the sun, using a simplified model can reduce the com-
putation time in coordinate transformation between these
complicated coordinate systems.

To calculate the rotation angle of the earth model per
unit time, we must know the time required for the earth to
rotate once (360 degrees). Traditionally, a day (or solar day) is
defined as the time between two successive transits of the sun
across themeridian, which is divided into 24 hours. However,
the angle that the earth rotates for a solar day is slightly greater
than 360 degrees because the earth is also revolving during
its rotation. The time for the earth to rotate 360 degrees (also
defined as a sidereal day) can be calculated as follows. Since
the earth makes a revolution around the sun in a year (365.24
days), each solar day the earth must turn about an additional
degree to see the sun on meridian. Therefore, it takes about
24 × 60/361 = 4 minutes for the earth to rotate one degree, so
a sidereal day is only about 23 hours and 56 minutes.

The moon is the nearest planet to the earth, and its
average distance to the earth is 384,400 kilometers, about
60.3 times the earth’s radius. The moon is the satellite of the
earth, and its mass is about 1.2% that of the earth. The moon
revolves around the earth and thus they also revolve around
the sun together. By observing the change in lunar phases,
the interval between two full moons is approximately 29.5
days. Using the same method to calculate a sidereal day, we
derive that the moon takes 27.3 days to revolve 360 degrees.

Sun Moon
Earth5
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Earth’s orbit

23
∘
27



Figure 3: The coordinate systems of the sun, earth, and moon.

As a result, the time for themoon to rotate one degree is about
24 × 27.3/360 = 1.8 hours. Because the moon’s rotation and
revolution periods are the same, we can only see the same face
of the moon from the earth.

The moon revolves counterclockwise around the earth
along its orbit, which does not overlap the ecliptic plane but
is tipped by an angle of 5∘9. Also, the axis of the earth model
is rotated by an inclined angle of 23∘27 between the orbital
plane and the equatorial plane. As the moon spins on its axis,
the axis itself wobbles like a gyroscope and its rotation period
is about 18.6 years. Therefore, the moon’s position in the
sky is between 28∘36 south and 28∘36 north of the equator
(Figure 3). We can derive the moon’s position in the earth-
based and the sun-based coordinate systems after the earth’s
position has been determined.

The 3Dmodel of the sun, earth, and themoon for display-
ing their relative motion and lunar phases can be developed
by the computer simulation (Figure 4). We have designed the
control program using Shiva3D, which obtains the current
time from system API programs to determine the positions
and rotation angles of the earth and the moon in the sun-
based coordinate system.Then, we rotate the earthmodel and
the moon’s revolution orbit by their inclined angles. Finally,
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Figure 4: The 3D model of the sun, earth, and moon.

the center of the moon’s revolution orbit is transformed to
the earth center such that both their positions are calculated
in the sun-based coordinate system. After the new positions
of the moon and earth have been obtained, their rotational
angles must also be computed before the rendering process
takes place. We set up two cameras, one from the outer space
and the other at the user’s GPS coordinates on the earth
model, to display the motion of earth and themoon as well as
the change of lunar phases.

The completed lunar-phase observation system can be
executed on Android mobile devices. Science teachers can
download it from Google Play and install on their smart
phones or tablet PCs for teaching applications. The system
is designed based on the learning units of “Lunar phase
observation” and “The sun, earth, and moon” in K12 Science
and Life Technology Curriculum [31] for 4th and 9th graders,
respectively.The objective of the former is to understand that
the lunar phase is periodic by observing the moon in a long-
term and regular manner; the objective of the latter is to
discover the rising and falling of the moon and the change
of lunar phases by the relative motion of the sun, earth, and
moon.

After starting the system, the user can see themainmenu,
including the buttons of Observe Lunar Phase, Record Lunar
Phase, and Exit (Figure 5). The system is designed with
five major functions: (1) locating the moon and displaying
its lunar phase, (2) setting the system date and time, (3)
recording the lunar phase, (4) displaying themoon track, and
(5) showing the lunar phase according to the relative position
of the sun, earth, and moon. At the beginning, the system
obtains the data of current position (from GPS) and date and
time (fromAPI). By clicking the buttonObserve Lunar Phase,
the system will activate the electronic compass and 3-axis
accelerometer tomeasure the azimuth and elevation angles of
the mobile device.

2.2. Locating the Moon. The system uses a blue arrow to
indicate the moon’s direction in the sky (Figure 6). As soon
as the moon is located, a red circle will appear to surround
the moon (Figure 7). After that, the user can click the Record
Lunar Phase button to record the lunar phase and its relevant
data. The user can also click the Record Data button to check

Figure 5: The main menu of the lunar-phase observation system.

Figure 6: The arrow showing the moon’s direction.

the recorded data. To prevent from pressing the button acci-
dentally, the system can only record the lunar phase when the
moon is inside the red circle. Also, it will show the message
“Success” or “Failure” to notify the user if the lunar phase is
recorded successfully or not.

2.3. System Date and Time. The user can change the system
date and time by clicking the Set Date and Set Time buttons,
and the current time can also be restored by clicking the
current time button (Figure 8).

2.4. Recording the Lunar Phase. By clicking the Record Data
button on themainmenu, the user can record the lunar phase
hourly or daily and the systemwill record the lunar phase and
its relative information, including azimuth angle, elevation
angle, date, time, and position, accordingly (Figure 9). After
recording the data, the user may convert them into organized
and meaningful information with the functions of displaying
the moon track in the sky and showing lunar phases accord-
ing to relative positions of the sun, earth, and moon to help
the user understand the lunar concepts.

2.5. Displaying the Moon Track. By clicking the button of
Display Moon Track, the system will show the lunar phases
by the order of recorded times in one day (Figure 10). When
clicking the data displayed on top of the screen, the user will
see the corresponding lunar phase shown in Figure 10. This
function allows the user to see the different positions of the
moon in the sky and the variation of its azimuth and elevation
angles as time changes.
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Figure 7: Locating the moon inside the red circle.

Figure 8: Change the system date and time.

2.6. Cause of the Lunar Phase. The system has a built-in 3D
model to simulate the relative motion of the sun, earth, and
moon, which can be used to illustrate the cause of lunar phase
(Figure 11). By clicking the Start button, the system will apply
the recorded data to the 3Dmodel to demonstrate the cause of
lunar phases with the perspective view from the outer space.
The user can see the relative positions of the three planets and
the corresponding lunar phase and its related data.

3. Teaching Experiment

In this study, a teaching experiment has been conducted at
an elementary school in Taichung, Taiwan, for more than a
month to analyze the learning effectiveness of students by
using the lunar-phase observation system for learning lunar
concepts. Two classes of 4th graders were randomly selected
as experimental samples, one as the experimental group (27
students) and the other as the control group (29 students).
This study adopted the “nonequivalent groups pretest and
posttest” design to analyze whether the system could enhance
the students’ learning effectiveness about lunar concepts.
In this experiment, the independent variable is teaching
method; the covariant is students’ knowledge about lunar
concepts before learning; the dependent variable is their
knowledge about lunar concepts after learning; the control
variables are the teacher, instruction time, and learning con-
tents. A questionnaire survey and interviews with students
have been conducted to understand the attitudes of experi-
mental group students after using the system, and the results
could also be used as a reference for improving the system.

The flowchart of the teaching experiment is shown in Fig-
ure 12.

3.1. Research Tools. The research tools used in this study
include the lunar-phase observation system, the achievement
test of lunar concepts, a questionnaire survey, and interviews
on the issue of system acceptance. The questionnaire was
designed according to Likert’s [32] five-point scale (strongly
agree: 5 points; agree: 4 points; no opinion: 3 points; disagree:
2 points; strongly disagree: 1 point). There are 20 questions
divided into 5 parts: basic information, ease of use, usefulness,
user’s attitudes, and willingness of using the system. Before
the survey, the questions were reviewed and modified by
two experts to enhance the correctness.The overall reliability
Cronbach’s 𝛼 = 0.89 > 0.7, indicating the questionnaire,
is highly reliable. The interviews were conducted after the
experimental group had completed the lunar-phase observa-
tion. Six students were purposively selected from this group
as interviewees: two with the most progress, two with the
least progress, and two with the most observation records.
The interviews weremainly about the feedback from students
after using the system, and the results were recorded with
their approval.

3.2. Learning Objectives. The teaching materials were devel-
oped according to the learning unit “Lunar phase observa-
tion” and the achievement test of lunar concepts was designed
based on the textbook, workbook, and teacher’s guide from
three textbook publishers in Taiwan. The researchers talked
with some science teachers to decide the learning contents as
themisconceptions in lunar phases commonly seen from ele-
mentary students and the practical issues duringmoon obser-
vation as well as the learning topics covered by the ability
indicators as listed below:

(i) understanding the concepts that the moon appears
later day by day and it is closer to the east when
observed at the same time for the day after,

(ii) understanding the relation between the lunar phase
and the lunar calendar,

(iii) knowing the names of lunar phases and their relation
with the lunar calendar,

(iv) knowing the sequence of lunar phases and discover-
ing that they occur periodically,

(v) knowing how to observe the lunar phase and record
its related data.

3.3. Teaching Activity. Before the teaching experiment, the
students in both groups took the pretest. Then, they began
to observe the moon for one month. The experimental
group used the lunar-phase observation system developed
in this study (Figure 13) and the control group followed the
traditional observation method and recorded lunar phases
on a worksheet. After the experiment, both groups took the
posttest. Their scores were analyzed to see if the lunar-phase
observation system could achieve better learning effective-
ness than that using the traditional method. A questionnaire
survey and interviews were further conducted to investigate
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Figure 9: Recording the lunar phase and its relative information.
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Figure 10: Displaying the moon track in the sky.

Figure 11: The 3D model to demonstrate the cause of lunar phases.

the attitudes of students after using the system. The data
collected in this experiment includes (1) pretest scores, (2)
posttest scores, (3) questionnaire results, and (4) interview
results from the experimental group. Finally, the achievement

30min.

40min.

30min.

10min.

40min.

1 month

Interview

Questionnaire survey

Lunar phase achievement test (posttest)

Lunar phase observation and recording

Teaching how Teaching traditional
way of outdoor

observation

Lunar phase achievement test (pretest)

Experimental group Control group

for observation
to use the AR system

Figure 12: Flowchart of the teaching experiment.

test scores were analyzed by the independent samples 𝑡-
test, paired samples 𝑡-test, and ANCOVA. The questionnaire
results were processed by accumulative statistics.

3.4. Learning Effectiveness. To assess students’ prior knowl-
edge about lunar concepts before the teaching experiment,
an independent samples 𝑡-test is conducted according to their
pretest scores. Before that, the assumption of homogeneity of
variance has to be met, so the data are analyzed by Levene’s
test and the results show that 𝑓 = 1.85 and the significance
𝑝 = 0.18 > 0.05, indicating no significant difference and
thus satisfying the homogeneity of variance. After applying
the independent samples 𝑡-test to analyze the pretest scores
of the two groups, the 𝑡 value is computed as 0.41 and the sig-
nificance 𝑝 = 0.69 > 0.05, which is higher than the standard
of significance difference. In other words, the pretest scores
for both groups have no significant difference and their abili-
ties in lunar concepts are about the same. This study adopted
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Table 1: Paired samples 𝑡-test results of the experimental group.

Average S. D. Progress 𝑡 value Significance
Pretest 40.89 13.83 7.55 −2.72 0.01
Posttest 48.44 14.09

Figure 13: Using the lunar-phase observation system to conduct
learning.

the paired samples 𝑡-test to examine if the experimental
group made significant progress in learning lunar concepts.
According to the results in Table 1, the average pretest score
of experimental group is 40.89 and the average posttest score
is 48.44.The 𝑡 value is computed as −2.72 and the significance
𝑝 = 0.01 < 0.05, indicating that the experimental group
has made significant progress after using the lunar-phase
observation system for learning lunar concepts.

This study also used the paired samples 𝑡-test to examine
if the control group made significant progress in learning
lunar concepts. According to the results inTable 2, the average
pretest score of control group is 38.62 and the average posttest
is 39.17. The 𝑡 value is computed as −0.24 and the significance
as 𝑝 = 0.81 > 0.05, indicating that the control group did not
make significant progress by using the traditional method for
learning the lunar concepts.

This study applied a one-way ANCOVA to analyze if the
learning effectiveness of these two groups has a significant
difference after the experiment. In this analysis, the teaching
method is the independent variable, the pretest score is the
covariance, and the posttest score is the dependent variable.
Before conducting the ANCOVA, it is required to meet the
assumption of the homogeneity of variance andwithin-group
regression coefficient.This study used Levene’s test to analyze
the homogeneity of variance and the results show that the
significance 𝑝 = 0.98 > 0.05, satisfying the assumption of the
homogeneity of variance. As for the homogeneity of within-
group regression coefficient, the significance 𝑝 = 0.16 is
higher than the significance standard. In other words, there is
no significant difference and the ANCOVA can be conducted
to see if a significant difference exists in learning effectiveness
between these two groups.

The ANCOVA results in Table 3 show that 𝑓 = 5.32 and
𝑝 = 0.025 < 0.05. A significant difference exists between
the two groups after the experiment. Since the experimental

Table 2: Paired samples 𝑡-test results of the control group.

Score Mean S. D. Progress 𝑡 value Significance
Pretest 38.62 16.81 0.55 −0.24 0.81
Posttest 39.17 17.90

Table 3: ANCOVA results of learning effectiveness for the two
groups.

Source S. S. D. F. M. S. 𝐹 Significance
Group 834.57 1 834.57 5.32 0.025
Error 8313.44 53 156.86

group’s progress is 7.55 and that of the control group is only
0.55, it can be inferred that the experimental groupperformed
better than the control group in learning lunar concepts.

3.5. Questionnaire Results. A questionnaire survey was con-
ducted to analyze the attitudes of students after using the
lunar-phase observation system, and the results are summa-
rized in the following (the average score of the 5-point scale
is noted by 𝑆).

3.5.1. Basic Information. Regarding the frequency of using
the system, 60%of the students observed the lunar phase once
or twice a day; 25% of the students conducted observation at
least five times a day. As for the time spent on observation,
most students spent less than 10 minutes per day and 50%
of the students spent less than 5 minutes, indicating that the
students used the system frequently but without spending too
much time in observation.

3.5.2. Ease of Use. Most students agreed that “The user
interface is easy to understand” (𝑆 = 4.6) and “Learning to
operate the system is easy” (𝑆 = 4.6). Only a few students did
not know how to use the arrow head as guidance to locate the
moon at the beginning. Some other students suggested that it
would bemore convenient if the system allowed them to con-
nect to the Internet for obtaining information about the lunar
phase and submitting their feedback for discussion.

3.5.3. Usefulness. Most students agreed that “The system
helps me record lunar phases” (𝑆 = 4.55) and “The system
is useful in finding the information about lunar phases” (𝑆 =
4.55). Besides, they thought the system is more helpful in
distinguishing the first quarter moon from the last quarter
moon.

3.5.4. User’s Attitudes. Most students agreed that “I like to use
the system to observe the moon” (𝑆 = 4.6) and “I consider it
worthwhile to observe themoon using the system” (𝑆 = 4.55).
Students were impressed by the instant display of the lunar
phase, and they considered it useful to observe the moon
using the system. Since the system can be used indoors, they
thought the observation is not affected byweather conditions.

3.5.5. Willingness of Using the System. Most students agreed
that “I will use the system if I have to observe and record
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Figure 14: The lunar data recorded by Student A and Student B.

lunar phases” (𝑆 = 4.65) and “I will consider using the system
first when needed” (𝑆 = 4.45). Compared with the traditional
observationmethod, students would like to use the system for
learning lunar concepts because in the past they could only
obtain knowledge from textbooks and now the observation
could be done anytime and anywhere. In addition, they
thought the azimuth and elevation angles could be recorded
easily without using a compass or an elevation indicator.

3.5.6. Usability Metrics (Observation Days and Completion
Rate of the Observation Assignment). The system can be used
to observe and record lunar phases anytime and anywhere
and it is not affected by the weather condition or the time
when the moon appears. According to the experimental
results, the average number of observation days within a
month (31 days) for the experimental group is 17.8 days and
that of the control group is only 4.6 days. Also, the completion
rate of observation assignment for the experimental group
(57.4%) ismuchhigher than the completion rate of the control
group (14.9%).

3.6. Findings in the Experiment. The teaching activities for
both groups were conducted in classroom. The teacher
demonstrated the skills for observing themoon to the control
group first and gave each student a worksheet to record the
lunar phases within a month. The experimental group stu-
dents downloaded and installed the lunar-phase observation
system on their tablet PCs before the teaching activity. After
that, the teacher demonstrated the major functions of the
system and its operating procedure to them. Since the control
group used the worksheet for recording the lunar phases,
some students were bored when the teacher was explaining
the details about how to record the lunar phase on the
worksheet. Some students were not familiar with the way of
recording the lunar phase and thus made a lot of mistakes.
The experimental group students were interested in operating
the system and they could not wait to raise tablet PCs to locate

the moon before the teacher finished the instruction. More-
over, they were very active in asking questions about the
system during the class.

To verify the accuracy of students’ observation records,
this study consulted Taipei Astronomical Museum for the
azimuth and elevation angles of the moon at 8 pm on June
1st, which were 158.5 degrees and 47.5 degrees, respectively.
Figure 14 shows the lunar phases and their data recorded by
Student A in the control group (a) and Student B in the exper-
imental group (b). It can be seen that the azimuth and eleva-
tion angles recorded by Student A were both wrong. More-
over, the student could not draw the correct track of themoon
in the sky. It is possible that Student A did not use a compass
and an elevation indicator to measure the azimuth and eleva-
tion angles correctly. Before the bedtime, he could only draw
three lunar phases on the worksheet, not enough to show
the complete moon track in the sky.

The lunar data of Student B were recorded on the system,
which show the detailed information about the lunar phase
in each hour, including the date and time in the general and
lunar calendars as well as the azimuth and elevation angles. In
addition, themoon track in the sky is shown clearly, similar to
the one recorded byTaipei AstronomicalMuseum.Therefore,
it can explain why students in the experimental group could
learn lunar concepts better and easier than the control group.
Themain reason is keeping correct and complete lunar data to
show the moon track in the sky and the cause of lunar phases
according to the relativemotions of the sun, earth, andmoon.

To realize how the system could help students collect
data about lunar phases, the statistics of observation days by
both groups are shown in Table 4 and Figure 15, where the
average observation days for the experimental group are 17.8
days, with the minimum of 5 days and the maximum of 27
days. Sixteen students in the experimental group observed the
lunar phase for at least 16 days, and some of them even con-
ducted observation every day. On the contrary, the average
number of observation days for the control group is 4.6 days,
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Table 4: Statistics of observation days for both groups.

Group Students Minimum Maximum Average
Experimental 27 5.0 27.0 17.8
Control 29 0.0 8.0 4.6
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Figure 15: Statistics of observation days for both groups.

with the minimum of 0 days and the maximum of 8 days.
Besides, 17 students in the control group observed the lunar
phase for less than 6 days, and none of themmade the obser-
vation for more than 10 days. On average, the control group
observed the lunar phase about once a week, and there were
2 students who did not conduct observation at all.

A comparison of observation records by the two groups
can be found in Table 5 and Figure 16.The average number of
records for the experimental group is 48.9, with theminimum
of 6 records and the maximum of 285 records. There were
12 students in the experimental group with more than 36
records, indicating that the observation records were taken
at least once a day. On the other hand, the average number of
records for the control group is 5.5, about once per week, with
the minimum of 0 records and the maximum of 14 records.
Besides, half of the control group students had nomore than 5
records, and, what is worse, there were three students without
keeping any records at all.

To understand how the weather and time affected the
two groups in observing the moon, this study checked the
timetable of moon rise and daily rainfall data (Table 6)
provided by the Central Weather Bureau (CWB), Taiwan.
Apparently, there was no chance to see the moon from May
19th to 23rd because these dayswere close to the end of a lunar
month. Moreover, it was raining from June 7th to 18th such
that the control group could not observe the moon due to
early moonrise or bad weather during these days. However,
the experimental group could continue observation using the
system without being affected by bad weather or the late time
of moonrise.

4. Conclusions

In this study, a lunar-phase observation system is developed
using the AR technology and sensor functions on mobile

Table 5: Statistics of observation days for both groups.

Group Students Minimum Maximum Average
Experimental 27 6.0 285.0 48.9
Control 29 0.0 14.0 5.5
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Figure 16: Statistics of observation records for both groups.

devices to help elementary and high school students observe
and record lunar phases. The system allows them to observe
lunar phases in real situations by holding the mobile device
towards the moon’s direction, and the screen will show the
virtual moon overlapping the real moon. The system has a
built-in 3D model to simulate the relative motion of the sun,
earth, and moon, and it can convert the recorded data into
themoon track in the sky to establish connection between the
lunar phase and the relative positions of the sun, earth, and
moon. Therefore, it can help students develop correct lunar
concepts, especially for those lacking spatial concepts. Also,
the physical operation during observation makes a deeper
impression on students so as to store the obtained knowledge
in the long-termmemory. In addition, the system can shorten
the learning process by setting different dates and times for
observation, and it can solve the problem of being unable to
observe lunar phases due to bad weather or obstruction by
tall buildings. Therefore, it is an effective tool for astronomy
education in elementary and high schools.

A teaching experiment was conducted to analyze the
learning effectiveness of students using the lunar-phase
observation system for learning lunar concepts. A question-
naire survey was also conducted to understand the attitudes
of students after the teaching experiment. The results of
achievement test show that the learning effectiveness of the
experimental group is significantly higher than that of the
control group.The questionnaire survey and interview results
reveal that most students preferred to use the system for
observing the lunar phase.They considered the system useful
in terms of locating themoon and recording the lunar data. In
addition,most students agreed that the system is easy to oper-
ate, and they would like to use it again if they have a similar
requirement in the future. Finally, the future works for this
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Table 6: Statistics of daily moonrise, rainfall, and students conduct-
ing observation (2012/05/19 to 2012/06/18).

Date Moonrise Rainfall
(mm)

Experimental
group

Control
group

May 19 03:48 4.9 19 0
May 20 04:27 20.7 16 0
May 21 05:10 — 10 0
May 22 05:56 — 21 0
May 23 06:46 — 19 0
May 24 07:37 — 25 17
May 25 08:30 — 13 4
May 26 09:25 — 10 0
May 27 10:20 1.3 15 0
May 28 11:16 13.6 17 3
May 29 12:13 68.4 25 4
May 30 13:11 — 4 7
May 31 14:12 — 13 10
June 1 15:16 — 18 23
June 2 16:23 — 10 21
June 3 17:30 — 22 5
June 4 18:36 — 20 18
June 5 19:39 — 18 17
June 6 20:35 — 20 5
June 7 21:25 0.1 10 0
June 8 22:09 8.2 12 0
June 9 22:49 20.7 16 0
June 10 23:26 23.2 15 0
June 11 — 38.7 20 0
June 12 00:01 70.1 20 0
June 13 00:36 0.9 9 0
June 14 01:11 33.3 14 0
June 15 01:47 6.2 11 0
June 16 02:26 2.9 14 0
June 17 03:08 4.7 16 0
June 18 03:53 1.1 9 0

study are listed in the following based on the experimental
results and research findings.

(i) The system was developed with Shiva3D, which does
not support Chinese input. Thus, it is expected that
the version with the library of Chinese language or
plug-in for Android to support Chinese input will
be released soon such that the researchers can develop
the functions for students to write down their feed-
back about lunar-phase observation in Chinese with
their classmates.

(ii) The functions to support online search and upload
recorded data via wireless networks will be added to
the system such that the teachers are able to know the
learning progress of students and know if they have
encountered any problems in learning lunar concepts.

(iii) In addition to the lunar-phase observation, stars
are also important celestial bodies for astronomical
observation in the K12 science and technology cur-
riculums. Therefore, this study intends to include the
functions of star observation in the future tomake the
system a more useful tool for astronomy education.
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This paper describes the development of a nationwide public healthcare service system with the integration of cloud technology,
wireless sensor networks, and mobile technology to provide citizens with convenient and professional healthcare services. The
basic framework of the system includes the architectures for the user end of wireless physiological examinations, for the regional
healthcare cloud, and for national public healthcare service system. Citizenswith chronic conditions or elderly people who are living
alone can use the wireless physiological sensing devices to keep track of their health conditions and get warning if the system detects
abnormal signals. Through mobile devices, citizens are able to get real-time health advice, prompt warning, health information,
feedback, personalized support, and intervention ubiquitously. With the long-term tracking data for physiological sensing, reliable
prediction models for epidemic diseases and chronic diseases can be developed for the government to respond to and control
diseases immediately. Besides, such a nationwide approach enables government to have a holistic understanding of the public
health information in real time, which is helpful to establish effective policies or strategies to prevent epidemic diseases or chronic
diseases.

1. Introduction

With the rapid development of mobile technology, many
healthcare applications have been widely explored to realize
the pervasive healthcare systems, which have the potential
to reduce long-term costs and improve patient care and
safety [1]. The concept of mobile health was defined by
the World Health Organization (WHO) as the practice of
medicine and public health assisted by mobile technologies,
such as mobile phones, patient monitoring monitors, per-
sonal digital assistants, and other wireless technologies [2].
Typical mobile health system utilizes the Internet and web
services to provide an interaction platform among doctors
and patients. A doctor or a patient can easily access the same
medical record anytime and anywhere through personal
computer, tablet, or smartphone [3]. Healthcare costs could
be also cut dramatically through the emerging technologies
of mobile health such as wearable wireless sensor nodes that

interface with handheld devices with cloud-based services
[4]. The innovations of mobile health have a huge impact
on traditional healthcare monitoring and alerting systems,
healthcare delivery programs, clinical data collection, record
maintenance, medical information awareness, and detection
and prevention systems [5]. The related mobile technological
applications can be found in fetal heart rate monitor [6],
health record system for pediatric HIV [7], image trans-
mission for diagnosis [8], or monitoring, prevention, and
detection of some medical specialties such as diabetes [9, 10],
overweight [11, 12], asthmatic [13], and maternal care [14].

Despite the great potential of mobile applications and
wireless sensor networks, there is still existing a research
gap as to how to effectively integrate these technologies and
apply them to healthcare service [15]. Most mobile health-
care applications are either funded by the public sector for
only short-term pilot programs, which are usually limited
to a small number of regions [16], or merely focused on
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a certain medical specialty without an integrated platform.
With the increasing of healthcare provided by different
organizations, cross-organizational healthcare data sharing is
another challenge in interoperable healthcare organizations
[17]. In order to fill the gap and extend previous work, the
aim of the present study is to describe the development of
a nationwide mobile-based public healthcare service system
in Taiwan that integrates cloud technology, wireless sensor
networks, and mobile technology to provide citizens with
convenient and professional healthcare services. Regarding
the cloud framework of the system, it supports the storage
and management of sensor data streams as well as the
processing of the stored data using software services hosted
in the cloud. Because the use of cloud computing offers
a low cost access to support extensive data storage and
computing-intensive analysis of healthcare big data [18], the
planned framework enables different databases sharing and
collaborations among users and applications in the cloud
and delivers cloud services via mobile devices. The servers of
the system are implemented in the Ministry of Health and
Welfare and regional health authorities in order to provide
different mobile-related services for government officials,
hospital physicians, and citizens. Medical records, lab results,
medical images, and drug information can be retrieved by
mobile devices through this integrated platform. The related
administrators could take further actions according to the
decision support services from the executive information
system in the cloud platform. In addition, the framework of
wireless physiological sensing devices is designed for home or
community care. Patients with chronic conditions or elderly
people who are living alone can benefit from these devices,
because they can keep track of their health conditions and
get warning if the system detects abnormal signals. Because
all of this information is kept in central or local clouds,
the government can build prediction models based on long-
term tracking data for physiological sensing in order to
make assessments on the incidence ofmajor chronic diseases.
Meanwhile, through mobile devices, citizens are able to
get real-time health advice, prompt warning, health infor-
mation, feedback, personalized support, and intervention
ubiquitously. Their family members or hospital physicians
can also get warnings from their mobile apps and respond to
emergencies immediately. Besides, government officials can
retrieve summarized or visual analytics information about
public health at the national or regional level on their web
browsers or mobile apps. Such a nationwide approach with
the integration of cloud, wireless, and mobile technologies
enables government to have a holistic understanding of the
public health information in real time, which is helpful to
establish effective policies or strategies to prevent epidemic
diseases or chronic diseases.

The remainder of this paper is organized as follows.
The next section reviews the literature related to the devel-
opment of healthcare systems and their integration with
mobile technologies.The overview of the nationwidemobile-
based public healthcare service system with wireless sensor
networks is presented in Section 3. In Section 4, we describe
the web apps and mobile apps for the user end, hospital and
institution end, and government end. The paper ends with

a conclusion, implications for public health administration,
and an outlook for further research.

2. Literature Review

In this section, we briefly review recent development of
healthcare system and the related mobile technological
integrations. The mobile health system can be classified
into three categories: (1) communication from individuals
to health services (call centers, helpline, or hotline), (2)
communication from health services to individuals (appoint-
ment or treatment reminders, awareness, and mobilization
campaigns onhealth issues), and (3) communication between
health professionals (mobile telemedicine, management of
intersectoral emergencies, patient monitoring, patient data
collection and creation of patient records, aid to diagno-
sis, and decision-making) [2]. Many mobile health systems
have been developed to enhance public health services.
For example, a wireless handheld clinical care management
system was implemented and evaluated at an Aged Care
Facility in Australia. The trial system included the use of
handheld computers connected to a wireless network which
links to an ADSL broadband connection and Oracle server
[19]. A wireless in-home physiological monitoring system,
which can constantlymonitor the patient’s electrocardiogram
(ECG) at any time or any place at home, was proposed for
the elderly and chronic patients with cardiovascular disease
who live alone.The systemmainly consisted of three parts. A
mobile-care device was in charge of capturing and wirelessly
sending the patient’s ECG data. A wireless multihop relay
network was responsible for relaying the data sent by the
former. A residential gateway (RG) was used for gathering
and uploading the received ECG data to the remote care
server through the Internet to carry out the patient’s health
condition monitoring and the management of pathological
data. An emergency alert service using short message service
(SMS), based on the detection of abnormal variation of heart
rate, is also employed in the RG [20]. A u-healthcare service
using Zigbee and mobile phone was developed in Korea to
transfer the data of glucometer and ECG sensors to web
server for elderly patients with diabetes mellitus or heart
diseases. If patients felt palpitations or chest pain, they can
push a button on the top of the sensor. Then the ECG was
measured and sent to the web server immediately [21]. A
mobile automated medical alert system was developed in
Taiwan to provide follow-up healthcare for students and
faculty found to be overweight, chronically ill, or at high risk.
While the daily healthcare management service of the system
required the users to input personal data, the system can
provide intelligent dietitian service and abnormal message
service without human intervention [22]. To improve the
quality of medical care in hospital or at home, a healthcare
system based on wearable healthcare node, wireless mul-
timedia sensor node, gateway, diversified networks, back-
end server, and pervasive devices was proposed for patients
and healthcare recipients. Because the wearable healthcare
node can be bounded to patients’ body and acquire vital
signs information, doctors or family members could acquire
abundant information about the patients anywhere and
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any time through mobile phone [23]. A personal self-care
system integrated with self-adaptive embedded intelligence,
mobile health record management, embedded web server,
and wireless communication was developed for early detec-
tion and interpretation of cardiac syndromes.The systemwas
designed for the support of ambient, intelligent, andpervasive
computing services. Citizens can have a ubiquitous, reliable,
and efficient management of their own cardiac status with
their mobile devices [24].

Meanwhile, Kim et al. [25] designed a real-time remote
patient monitoring system based on sensors and sensor
gatewaywith embeddedGPS andWi-Fimodule for collecting
temperature information out of biological information of a
patient such as weight, blood sugar, quantity of motion, ECG,
breathe, temperature, cholesterol, and oxygen saturation. Ben
Elhadj et al. [26] proposed a Priority-Based Cross Layer
Routing Protocol along with a Priority Cross Layer Medium
Access Channel Protocol for healthcare applications. The
protocols were claimed to be effective for saving energy and
ensuring high reliability in a wireless body area network.
Bourouis et al. [27] developed a low cost smartphone based
intelligent system to help patients in remote and isolated
areas for regular eye examinations and disease diagnosis.The
mobile diagnosis system was integrated with microscopic
lens and adopted an artificial neural network algorithm to
analyze the retinal images captured by the microscopic lens
to identify retinal disease. Fortino et al. [28] described a
SaaS based architecture named BodyCloud that can monitor
an assisted living through wearable sensors and store the
collected data in the cloud through mobile devices. It enables
large-scale data collaborations and sharing and delivers
cloud services via sensor-rich mobile devices. While the
cloud-side of the architecture is implemented atop Google
App Engine, the viewer-side is to provide visualization
of data analysis through advanced graphical reporting on
web browser. Parekh and Saleena [29] presented a cloud-
based healthcare application which integrated data mining
techniques for disease inference.They integrated datamining
techniques into eclipse IDE by Java language and Weka API.
Wang et al. [15] proposed a personalized health informa-
tion service system that is based on the cloud computing
environment, integratingmobile communication technology,
context-aware technology, and wireless sensor networks.The
system also provided a collaborative recommender and a
physiological indicator-based recommender recommenda-
tion, which includes the components of a cloud computing
based database, the hybrid predictive model of PEGASIS, a
web based user interface, a health information querymodule,
a collaborative recommender, and a physiological indicator-
based recommender. From the above literature review, there
is still lack ofmobile health applications based on the national
level.

3. System Overview

Section 3 focuses on the nationwide mobile-based public
healthcare service system that is under development in Tai-
wan and explains its basic framework, including the architec-
ture for the user end of wireless physiological examinations,

the architecture for the regional healthcare cloud, and the
architecture for national public healthcare service system.
Detailed explanations are given in the following sections.

3.1. Architecture for the User End of Wireless Physiological
Examinations. Wireless physiological sensing devices are
mainly used in patients who have been diagnosed with
diabetes mellitus or hypertension, patients with mild to
moderate impairments, patients with mild dementia, elderly
people who are living alone, or subjects who are eligible for
priority access according to assessments made by case man-
agers. These devices allow patients to perform examinations
at home or provide examination services in the community.
Members who participate in the regional healthcare cloud
can be provided with an examination care box for home
measurements, as shown in Figure 1. The examination care
box contains (1) blood pressuremonitor, (2)multimonitoring
system (for total cholesterol, blood glucose, and uric acid),
(3) ear/forehead thermometer, (4) pulse oximeter, (5) cloud
transmission box, (6) pressure cuff, (7) RFID reader, (8) test
sample, and (9) heart rate variability analyzer, and these
are to be used in member patients with chronic illnesses.
These devices are medical equipment that are verified and
registered by the Food and Drug Administration of the
Department of Health in Taiwan, in order to verify the
accuracy and safety of the test results. Relevant physiological
examination equipment such as blood pressure monitors are
integrated with an RFID module and a wireless module. A
smart membership card with RFID technology is used for the
identification of physiological examination data, and wireless
frequency identification (with a frequency of 13.56MHz)
is used to complete the verification. The RFID module
includes aCPU, power supplymodules, read (write)modules,
memory modules, control modules, display modules, and
timer modules. The complimentary Public Card also has a
unique identification code, a communication interface (with
an antenna and a modulator and demodulator), and an
application-specific integrated circuit (ASIC), which includes
a communication logic circuit, an encryption control logic
circuit, and a data storage area. When the Public Card is
placed near the card reader and enters the sensing range of
the communication antenna (around 2.5 cm to 10 cm), the
card reader will provide a trace amount of electricity (up to
approximately 2V) to drive the circuit on the card. The card
reading process only requires 0.1 seconds to be completed.

Taking the blood pressure monitor or blood glucose
monitor as an example, patients first need to wear the
pressure cuff or insert the blood glucose test sample into
the blood glucose monitor and then place the Public Card
containing the RFID near the blood pressure monitor or
blood glucose monitor to trigger card reading. The RFID
module can sense and read the identification verification
on the Public Card and can immediately begin automatic
blood pressure examination or blood glucose examination.
After the measured physiological results are obtained, they
are automatically uploaded using the wireless module in the
blood pressure monitor or blood glucose monitor. Through
GSM gateways, the data are automatically uploaded to a
regional healthcare cloud using network and Internet via
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Figure 1: Overview of the user end.

a 3G/4G network, Wi-Fi, or Ethernet. The GSM gateway
has an ultra-low power wireless transmission module. The
transmission technology has the flowing features. Firstly, it
uses a standard ISM (Industrial, Scientific, and Medical)
Channel with 2.4GHz. The wireless transmission power
is 1mW. The transmission distance is less than 5 meters.
Secondly, it has high-performance embedded firmware. It
can automatically find the base station and can perform
automatic transmission. Thirdly, it includes 64-bit ID and
can be used as an active RFID. The rage of application is
wide. Additionally, it can be applied in measuring devices
for physiological signals, including blood pressure monitors,
blood glucose meters, and ear thermometer. Lastly, it has
standardUART interface with easy data interface integration.

In addition to examination equipment to be used at home,
the public healthcare service system also provides physio-
logical examination stations for communities, as shown in
Figure 2. This examination station includes (1) a 10 tablet
PC, (2) a cloud-based smart blood pressure monitor with
cylindrical cuff, (3) a cloud-based smart Automatic Height
and Weight Meter, (4) a cloud-based smart ear/forehead
thermometer, (5) a cloud-based smart oxygen concentration
meter, (6) a heart rate variability analyzer, (7) a cloud-
based transmission box, and (8) an RFID card reader. After
community volunteers have completed training on using
the equipment and devices, they will assist the general
public to operate them and perform measurements. Apart
from measuring basic physiological data, this examination
station also has an accurate heart rate variability analyzer.
This analyzer uses the sequence of time intervals between
heartbeats as measured by the ECG or by pulse measurement
and measures and analyzes changes in continuous heart rate.
The heartbeat is activated by the discharge of electricity from
the heart’s own rhythm and is regulated by the autonomic
nervous system. Regulation by the autonomic nervous system
is closely related to mortalities related to cardiovascular
diseases, including psychogenic sudden death, hypertension,
hemorrhagic shock, and septic shock. As a result, heart rate

variability analysis has also been found to be an index for
predicting themortality rate for postmyocardial infarction, as
well as predicting the prognosis conditions for advanced liver
cancer patients. These measurement data are automatically
uploaded to the regional healthcare cloud through wireless
transmission. The relevant medical staff can then perform
medical analysis and provide patient counseling services.

3.2. Architecture of the Regional Healthcare Cloud. The
regional architecture is developed by the regional health
authority. Each regional health authority develops the
regional healthcare cloud based on the design specifications
for a nationwide mobile-based public healthcare service
system, as specified by the Ministry of Health and Welfare
in Taiwan. The healthcare cloud stores the data transmitted
by the architecture for the user end of wireless physiological
examinations and is responsible for storing membership
details and physiological data for each region. It acts as a
bridge for regional hospitals and institutions, care institu-
tions, government agencies, and other relevant authorities
to exchange data. The transfer and exchange of data uses
web service technology, and, if needed, the transmission of
data can be encrypted to ensure data security. Data can be
exchanged using XML or JSON (JavaScript Object Notation)
formats. The integration of heterogeneous systems in various
authorities can also use web service or SOAP, in order to
perform data exchange. TLS is used to encrypt the data
being transmitted. The exchange technology used is a cross-
platform portal. The information equipment required by
medical institutions or care facilities should include firewall,
server host, backup host, and Agent PC. Externally, only
ports 60, 80, and 53 are open, and these ports are used
for the uploading of physiological examination information,
the website, and DNS inquiries. Cyber-attacks on commonly
used ports are avoided, in order to ensure the security of the
host operation. For all maintenance activities, one must pass
through a VPN connection, SSL channel encryption security,
and passport verification before connecting to the internal
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Figure 2: Physiological examination stations for communities.

host to perform maintenance. The client PC uses DHCP to
connect to the Internet. After using private IP NAT, one can
connect to the network or Internet. In addition, this machine
is equipped with antivirus software, and the Microsoft built-
in firewall is activated to provide basic protection.

Figure 3 shows a chart of the relationships between
the regional healthcare cloud, home examination station,
community examination station, regional hospitals and insti-
tutions, and care institutions. Members of the healthcare
cloud can use the data measured from the wireless physio-
logical examination at home, or data from the general public
collected at community physiological examination stations.
The data are returned to the healthcare cloud database of
the regional health authorities via wireless transmissions, and
the data are synchronized to the physiological examination
database of the national public healthcare service system.
The public or family members and medical staff who have
obtained consent can access the data anytime anywhere
using mobile apps or web app. They can enter an account
passport and search for physiological measurement data
from the regional healthcare cloud, including blood pressure
and blood glucose, so that personal health conditions can
be understood. In addition, the regional healthcare cloud
also incorporates relevant algorithms and smart automatic
interpretations for the returned physiological data. When
abnormal conditions occur, alerts can be sent to the public,
emergency contact, and family doctor through SMS, email,
or app alert, so that they can provide immediate emergency
treatment. For the partnering of regional hospital institutions
and care institutions, they can inquire into the long-term
tracking data for the visiting patients, so they can diagnose
the illness more accurately. In addition, the member service
center can provide services to members, including health
advice and health education.

3.3. Architecture of the National Public Healthcare Service
System. The architecture is developed by the Ministry of
Health andWelfare and is currently still in the planning stage.

Under this architecture, the public or a family member or
medical staff who have obtained consent can use the data
interface at the Ministry of Health and Welfare’s “e-counter”
to connect to the physiological measurement database to
conduct queries on personal health information. Authorized
service institutions or medical institutions can also connect
to the physiologicalmeasurement database to inquire into the
personal health information of the patients. In the future, the
public will be able to selectmore services related to healthcare
and perform more comprehensive healthcare.

As shown in Figure 4, the architecture of the national
public healthcare service system mainly consists of the phys-
iological measurement database, the information platform
database, and the executive information system database.
Under the provisions of the Personal Information Protection
Act, the healthcare data of the users of the service are inte-
grated.Themain functions of the physiological measurement
database include the collection of physiologicalmeasurement
data. The physiological measurement data measured by the
public at home or measured at the community examination
stations are not only uploaded to the regional healthcare
cloud but are also synchronized in the physiologicalmeasure-
ment database. The synchronization of the data is performed
through the web service. The HTTP Client Mode is used for
the device terminal. The HTTP Server Mode is used for the
physiological measurement platform. For all transmissions,
communication requests are sent by the device terminal. The
information platform database verifies the account password
and connection security before the actual transmission of
data. The JSON format is used during transmission, as it
is easy to read and understand and can avoid excessive
load during data interface and handover. It also significantly
improves ease of use when interfacing between regional
healthcare clouds. In addition, the main functions of the
information platform database consist of managing user
accounts, defining data format and data exchange protocol,
transmission encryption, auditing records, and providing
statistical analysis reports. In order to allow data in the
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regional healthcare cloud to synchronize with the registered
user data and the physiological measurement data in the
information platform of the Ministry of Health and Welfare,
the system also provides a web service so that the regional
healthcare cloud can access and attribute registered user
information and physiological measurement data from the

Ministry of Health and Welfare. The main functions of the
executive information system platform include performance
management and outputting reports. It is used to manage
the execution and performance indexes of various local
health bureaus and to output relevant statistical analysis
reports, as well as perform OLAP analysis. The indexes
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Figure 5: Screenshots of the mobile app.

used in the analysis include regions (counties), the number
of people, age, physiological measurement type, number of
physiological measurements, measurements of physiological
abnormalities, physical inactivity, and other dimensions of
measurement.

At this stage, the overall system still mainly focuses
on member registration, user content in the membership
information, physiologicalmeasurement values, uploading of
measurement data, archiving of measurement data, and syn-
chronizing data with the service content. Table 1 summarizes
the fields relating to physiological measurement data in the
physiological measurement database, including physiological
data, ID number, simplified user identification code, service
station code, physiological data type,measurement time, data
type annotation, input method, measured value, information
annotation, model of the measuring instrument, and serial
number of the measurement instrument. In the future, the
database will further integrate long-term healthcare system
data and a large amount of data analysis and will expand the
content and services, so that it can serve as a reference for
when the government implements policies for public health.

4. Applications

4.1. User End. The nationwide mobile-based public health-
care service system provides users with services including
member management, inquiries into physiological measure-
ment data, and error alarms through a mobile app and a
computer-based web app. Figure 5 shows an app developed
for the Android system. The main functions include auto-
matic upload of data, manual upload of data, performing
local machine queries, locating service stations, configuring
authorization settings, updating messages, updating health
knowledge, performing cloud inquiries, and providing feed-
back. Users can use their phones or tablets to perform real-
time inquiries in regards to their physiological information
and understand the trends in recorded data for the relevant

measurements, in order to understand their health condi-
tions. For example, the right-hand side of Figure 5 shows
blood pressure trends measured on March 3, 2015. From the
figure, it can be observed that the systolic blood pressure
for the user is between 105 and 102mmHg, the diastolic
blood pressure is between 95 and 108mmHg, and the pulse
is between 73 and 77 beats per minute.

Figure 6 shows the web app. This program platform
contains Health Notebook, Healthy Living, New Health
Knowledge Network, Health Q&A, and other related func-
tions. In the Health Notebook, there are six physiological
measurement records, including the author’s blood pressure,
blood glucose, cholesterol, weight, body temperature, and
uric acid test records. For example, in the left side of Figure 6,
on April 18, 2014, the blood pressure record shows that the
systolic blood pressure was 152mmHg, the diastolic blood
pressure was 88mmHg, and the pulse rate was 51 beats per
minute. The right side of Figure 6 shows inquiries into all
the measurement data for the 30 days from March 18 to
April 18, 2014. There are only two days on which the blood
pressure was recorded (March 27 and April 18). However,
there are five recorded measurements, and there are three
alarms for abnormalities.This tracking record can allow users
to understand their health conditions with regard to blood
pressure.

4.2. Hospital and Institution End. The partnering hospital or
institute can also develop relevant applications using the data
from the regional healthcare cloud, and provide members
with services including physiologicalmeasurements, tracking
of abnormalities, emergency notifications, advisory services,
care referrals, health reports, and other services. For example,
the left side of Figure 7 shows that the system in the hospital
institute has detected a patient with an abnormal systolic
pressure of 145mmHg and a diastolic blood pressure of
96mmHg on November 27, 2015, at 18:21:44. At that time, the
application would pop up a warning window and alert the
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Table 1: Fields in the table of physiological measurements.

Field Name Details

VitalRecordList Physiological data (i) Essential
(ii) Can be one set or multiple sets of physiological data

IDNo ID number string
(i) Optional, but at least one of IDNo or IDENTIFIER
must have value
(ii) Must comply with the ID number format

IDENTIFIER Simplified user identification
code

(i) Optional items such as RFID card code, fingerprint
identification code, or other types of personally
identifiable information

LocationID Service station code

(i) Essential
(ii) The value of this field is uniformly set by the health
service department. The vendor system enters the
number corresponding number to the service station.

Type Physiological data type

(i) Essential
(ii) Reference “Unicode table for physiological
measurement values”
(iii) For example, blood pressure is “BP”

MTime Measurement time (i) Essential
(ii) Format is yyyy/mm/dd hh:MM:ss

Mark Data type annotation

(i) Optional
(ii) When the type is blood glucose, the values of this
field and the definitions are as follows:
(1) AC: blood glucose before meals
(2) PC: blood glucose after meals
(3) NM: random blood glucose (not sure whether
before or after the meal. Unclassified)

InputType Input method

(i) Optional
(ii) Indicating data is automatically recorded and
uploaded by the instrument or manually entered by the
user
(iii) Possible values:
(1) device: entered by the instrument, defined as follows:
after the user makes a measurement, the instrument
automatically records and uploads information;
(2) manual: manual input, defined as follows: when the
user manually records the value in the platform or
information transfer box supplied by the manufacturer
(iv) If left blank, then it is automatically regarded as
“Device” (i.e., entered by the instrument)

Values Measured value

(i) Essential
(ii) Reference “unicode table for physiological
measurement values”
(iii) For example, blood pressure is “[110, 70, 72]”

Remark Information annotation (i) Optional
(ii) Descriptions noted by the vendor

DeviceModel Model of the measuring
instrument

(i) Optional
(ii) Model number for the physiological measurement
equipment is supplied by the vendor

DeviceSN Serial number of the
measurement instrument

(i) Optional
(ii) Factory serial number for the physiological
measurement equipment is supplied by the vendor

medical team at the service center. The healthcare manager
of the medical team can then examine the measured blood
pressure information for this patient, receiving a total of 1392
sets of data. The right side of Figure 7 shows the trend in
blood pressure for this patient. From this figure, it can be

observed that, on November 26, 2015, this patient’s systolic
blood pressure reached the upper limit of the standard value,
which is 140mmHg.This trend continues and, on November
27, 2015, the systolic blood pressure showed abnormities and
the valuewas 145mmHg.At this time, the healthcaremanager
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Figure 6: Screenshots of the web app.

Figure 7: Application screenshots of the hospital end.

can determine if active telephone care should be provided
based on the information, and the healthcare manager can
track the abnormal events until the end of the case, in order
to ensure the health and safety of the patient.

When patients experience emergency conditions, health-
care manager can actively contact the medical institutions,
emergency contacts, or emergency numbers. In addition,
the healthcare manager can provide the patient with initial
health education counseling, care and guidance, personal
health guidance, and telephone consultation, and, depending
on the situation, secondary physician-assisted responses can
be provided. If the patients are required to be transferred
to another medical institute or healthcare center, the system
can also comprehensively summarize the electronic care
records of the member for the receiving institute to view
and actively and regularly send graphs containing historical
physiological measurements and health summary report for
the proposed health checks. Additional services that meet
the requirements of the public can be provided, including
home delivery of medicines, drug intake counseling, chronic
disease management, room service, and other value-added
services for health checks.

4.3. Government End. Theweb app on the government end is
still under construction. Currently, it only provides websites
of pro consulting services for the public andmanufacturer. In
the future, a store of relevant data will be established in order
to perform data analysis of physiological data (the number
of people undergoing measurements, gender, ethnic compar-
isons, age, physiological equipment, the platform used, and
physiological categories by region), data analysis on patients

(regional distributions of population, ethnicities, gender, age
groups, and the population diagnosed with hypertension, of
people who are using the app), analysis of the uploading sta-
tions (distributions of stations and the number of people who
uploaded physiological data at each; categories to compare
home stations and community stations; classification and dis-
tribution of stations within a county; distribution of inactive
stations), and so forth. These integrated analyses can provide
many additional relationships between the information and
the data. The government can also develop relevant systems
so that patient data from various regions across Taiwan and
from the national healthcare database can be compared with
the ideal values recommended by the WHO. Visual and
dynamic graphs can represent the public health conditions
of Taiwan. Long-term tracking data for physiological sensing
can be used to build predictive models, in order to make
assessments on the incidence of major chronic diseases, such
as heart disease, stroke, high blood pressure, high cholesterol,
high blood fat, and diabetes, as well as future trends. This is
beneficial for the Ministry of Health and Welfare and local
health authorities to respond to and control diseases as soon
as possible.

5. Conclusion

We present a national public healthcare project with the
integration of cloud technology, wireless sensor network, and
mobile technology that aims to provide citizens with conve-
nient and quality health services. The major contributions of
this study can be summarized as follows. Firstly, the proposed
system is going to be implemented nationwide in the next
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few years in Taiwan. To the best of our knowledge, there is
still lack of mobile-based public healthcare service systems at
the national level. By enabling different databases sharing and
collaborations among users and applications in the cloud, the
proposed nationwide healthcare system enables government
to have a holistic and real-time understanding of the public
health information. Secondly, for the patients with chronic
diseases or elderly people, this system can offer convenient
services for home or community care. The system infras-
tructure is capable of delivering health-related information
and interventions and improving access to health services
via mobile devices. It can serve patients both in everyday
life and during hospitalization or rehabilitation, as well as
healthcare providers during emergency or routine visits.
Patients could be aware of their diagnostic, disease control,
and monitoring via text message, email, and mobile apps
at any place and time. Thirdly, with the help of the system,
hospitals can provide better personalized healthcare, disease
management and services to patients and their relatives. The
mobile-based approach also provides a better and flexible
way of communicatingwith physicians, patients, andmedical
suppliers. Finally, when the project is complete, government
officials can understand the public health conditions of
Taiwan by visual and dynamic graphs. With the long-term
tracking data for physiological sensing, reliable prediction
models for epidemic diseases and chronic diseases can be
developed for the government to respond to and control
diseases immediately.

However, the most challenging tasks of this national
project are the cost of the infrastructure and the coordination
with local hospital institutions. It will take years to have
enough examination care boxes and community smart health
care stations in every town and village in Taiwan. Besides,
local public health bureau needs to provide enough supports
and guidelines for local hospitals, because the staffs of the
local hospitals are responsible for providing health cares and
medical services in emergency situations. The system may
also need to consider the inclusion of more wireless sensor
devices such as biosensors comprise body-worn sensors
(necklaces, watches, or rings) and environment sensors (beds,
toilets, or bathtubs) that measure biosignals and monitor the
amount of physical activity. Because semantic sensor web
technologies enable sharing and reusing data by means of
standardizing sensor data description [30], future system can
evaluate the necessity of adopting such technologies for the
interoperability of various applications across the country.
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Due to evolution of digital games towardsmobile platforms, a large exposure tomobile games is nowadays recorded.This is because
of the availability of the cell phone with individuals anytime anywhere. Hence, a vital role of game quality assessment is raised.This
is for the purpose of serving as a guide for developing healthy games. Accordingly, the mobile games would help in boosting the
educational entertainment, healthy diets control, and behavioral sciences studies and research.This paper presents quality assurance
and quality models for ISO based educational game. In this paper, an ISO quality model is presented and quality application
behavioral impact measures are justified to evaluate the development quality of Miftah Alfasaha game. The quality model and
proposed quality assessment plan are tested through a CodePro Analytix tool and six sigma evaluations.

1. Introduction

Quality assurance and fixed quality models such as ISO
software models play an important role in reducing the
cost of software development by providing guidelines for
quality assurance engineers; moreover software models are
helpful to consider an overall understanding of software
quality [1]. The ISO quality models consist of characteristics
and subcharacteristics that are applicable to both computer
systems in use and software products in use [2] that are used
to ensure that productsmeet customer’s requirements and the
software quality is accepted [3].

Inspired by the revolution towards esocieties and elife,
digital games play a significant role in individuals’ lives.
Recently, wide range of research in the digital games field
described diverse aspects regarding development platforms,
hardware usability, and usability of digital games after they
are put into use [4]. However, the research regarding digital
mobile games assessment lacks the clear and identified
quality assessment justifiable measures [4]. A lot of software
product measures/metrics have been proposed for quality
evaluators. However, many of these metrics are produced
based on what is important to measure in software and
are based on the software type [5]. An ISO/IEC 25010:2011

quality model, presented in [2], is currently widely used
to assess the mobile applications; hence, the measures in
this model can be used for both assessing mobile games
development and usability of mobile games after they are
put in use. This paper is organized as follows: background
describes the importance of quality assessment of mobile
games and the description of our educational game: Miftah
Alfasaha that helps Arabic speakers to gain more Arabic
vocabularies. Next, the proposed quality model and plan for
assessing the described game including a list of policies and
procedures (reliability, efficiency, and game maintainability)
are presented. Then the quality model was built to wrap up
all policies, procedures, and measures. Afterwards, a quality
plan with policies, producers, and their measures were tested
and analyzed through a CodePro Analytix tool and six sigma
evaluations, and experimental results are presented. Finally,
a section is devoted to conclusions and recommendations in
order to develop a healthy game.

2. Background

In this section, the related research in terms of impact of
digital games on individual’s behaviors, importance of serious
quality assessment for digital mobile games, and assessment
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of mobile games developments basics will be presented. In
addition, the appropriate quality evaluation tools, six sigma
evaluations, will be tackled.

2.1. Impact of Mobile Games on Individual’s Behavior. Recall
the evolution of digital games industry; games development
for mobile platforms is highly demanded. Hence, this would
reflect the high presence of digital games in individual’s
daily activities which would also raise the importance of
paying attention to the influence of playing time duration
on individual’s behavior and health. Accordingly, games on
mobile devices have potential to affect the user’s health
status in terms of excessive use or neural responses; however,
it would be a great mean to shape attitudes and beliefs
of individuals. Alarming statistics were provided by one
of the largest statistics portals: Statista. Statista provides
access to relevant data from over 18,000 sources. Figure 1 is
obtained from Statista and presents statistical distribution of
individual’s exposure to digital mobile games in USA during
the first quarter of 2014 [6].

2.2. Importance of Serious Quality Assessment for Digital
Mobile Games. Due to the large exposure to mobile games
because of the availability of the cell phone with individ-
uals, a vital role of game assessment is raised in order to
help in developing healthy games. In addition, the mobile
games would help in boosting the educational entertainment
[7], healthy diets control [8], and behavioral sciences [9].
Hence, a great attention should be paid to the important
issue which would raise the importance of serious games
assessment in these fields. However, evaluating the quality
of educational games is not recognized. Existing research
focused on evaluating the usability aspects only. In [10],
research authors focused on evaluating the effectiveness of
the game from an educational aspect. Thus, they performed
the study on 90 students and they found that the students’
educational performance was improved after playing this
game. Moreover, researchers in [11] focused on evaluating
usability aspects of the game by developing multiple games
and gathering players results for each game. Then they will
apply statistical analysis to discover the most preferable game
design to the players. After reviewing recent research of
games’ quality evaluation, we found that there is no study
to evaluate the quality of educational games development
(codes) instead of evaluating the usability. Thus, this study
seems to be the first study that focused on evaluating the
development of educational games.

2.3. Quality Assessment Tools for Mobile Games. Usability
assessment was one of the most currently published works
regarding quality assessment of mobile games. This implies
the assessment after the game is put into use. Examples of
assessment are presented in [4]. Authors in [4] demonstrated
the quality of service provided by the usability studies for e-
games and focus in these assessments was on the resources
available for users regarding network and service providers.
However, the work and review provided in [4] express the
idea that providing enough resources to specific user does not
automatically increase their Quality of Experience (QoE).
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Figure 1: Distribution of time spent on Android mobile games in
the United States, 2014.

CodePro Analytix is a Java software testing tool for
Eclipse developers. It helps them to improve the software
quality and reduce developments costs and schedules. The
CodePro tool has software auditing features that help the
developer to keep track of the quality measures and speed up
the product delivery [12].

Six sigma evaluations include process flow charts, run
charts, control charts, and capability index. Process flow
charts declare the process of quality evaluation for each
policy. While histogram and run and control charts are
related to the measures and policies results, run charts
provide an overview about the measures that were used for
more policies and present measures results compared to the
standard weights among different policies. Control charts
provide an overview about the measures conformance rate
for each policy and for all policies. Pareto histogram chart
compares all policies and their conformance rate to help
in identifying the weakness of the software quality. Using
those charts helps quality assurance engineers to find out the
quality decencies quickly without reading the detailed report.
The last six sigma measure is the capability index (Cpk). Cpk
is an index (a simple number) which measures how close a
process is running to its specification limits, relative to the
natural variability of the process. “The larger the index is, the
less likely it is that any item will be outside the specs.” Neil
Polhemus [7].

3. Proposed Quality Assessment Framework

The mobile application under assessment in this paper is an
educational entertainment game: Miftah Alfasaha game.This
is an educational game that helps Arabic speakers to learn
vocabularies in form of engagement game. The game itself
was produced by a group of students in the IWAN research
group in the College of Computer and Information Sciences.

3.1. Justification for Miftah Alfasaha Game Assessment. Many
studies showed that the use of classical Arabic vocabulary and
proper sentence structuring has been decreasing significantly
for native young Arabs over the last decade. The reason
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for this is perhaps that they find it difficult to describe
different conditions and general affairs in a linguistically
suitable way. Lexical competence is a term used to refer to the
breadth and depth of vocabulary a language speaker knows.
For the new, younger generations of Arabic language native
speakers, studies show that, with the increasing use of other
languages especially in the sciences education domain, the
lexical competence of Arabic speakers is decreasing. It is vital
for the young generation of Arabs to fully understand and
comprehend their native language at a young age to be able
to grasp the hidden meanings behind using specific terms in
different situations. Although there are a number of Arabic
vocabulary teaching mobile applications, the majority focus
on low level learning stages, and none of them focus on
higher level language. This paper aims to fill this gap by
providing a game that enables learning Arabic vocabulary
using a new innovativemodel.This game was developed with
Iwan research group at King Saud University; you can find it
in Google Play as shown in Figure 1.

3.2. Description of the Game. When the player opens the
application, the start page is displayed. It showcases two
choices: either to view the help page to read about the game
or to play the game. The game consists of a simple multiple
choice question form. The player is challenged to find three
correct synonyms of the displayed word out of six choices
within a time limit. The game is played in levels; there are ten
levels, each consisting of five questions and is timed to two
minutes and thirty seconds. The level is terminated when the
time is up or all the questions are answered. Afterwards, the
result page is displayed showing whether the player passed
or failed the level. The player can pass a level by answering
at least half of the questions correctly. Here are some screen
shots of the game; see Figures 2 and 3.

3.3. Quality Model and Plan. In order to ensure the quality
of Miftah Alfasaha game development, there are a number
of policies to ensure the system quality and to guarantee
continual improvements. These policies are the following:

(a) Reliability: Miftah Alfasaha game operations should
be failure-free whenever player progressed in levels to
ensure that player’s points and answers are kept. So,
this policy can be achieved by ensuring game recov-
erability and can be tested by the following measures:
Coupling Between Objects (CBO) and Weighted
Methods Per Class (WMPC). These measures are so
important in evaluating the quality of mobile game
development.This is because of the importance of not
stimulating the anger and negative reflexes regarding
the recoverability of the game.

(b) Efficiency: the level of performance of the Miftah
Alfasaha game should be high to respond in very
short time and give the players the sense of hurry; this
policy can be achieved by ensuring a time behavior
and can be monitored through Coupling Between
Objects (CBO) measure. This measure is considered
crucial in terms of identifying the user’s speed of the

Figure 2: Miftah Alfasaha interface.

neural responses and hence the attitude related to
hard and rush actions.

(c) Maintainability: the Miftah Alfasaha game should be
editable so it can be improved and includemore levels
or changed easily. So, this policy can be achieved by
monitoring game testability. To ensure the testabil-
ity, three measures were chosen: Weighted Methods
Per Class (WMPC), Comments Rate (ComR), and
Abstraction Rate (AR). After establishing required
policies, the quality model is built as you can see in
Figure 3.

To evaluate those policies and procedures, quality plan was
created. The quality plan defines policies and procedures
weights and prioritized them based onMiftah Alfasaha game
requirements. The priority of policies compliance is ordered
as the following:

(1) Reliability (0.40).

(2) Efficiency (0.30).

(3) Maintainability (0.30).

Due to the criticality of the Miftah Alfasaha game context
(learning context), the players during the game need highly
reliable game to ensure that no points will be lost and
no correct answers will be discarded. The second policy is
efficiency to ensure fast responses to players’ actions.The last
policy is maintainability of the game which is less important
than reliability and efficiency. The quality plan is shown in
Table 1.

4. Experimental Results

The evaluation of Miftah Alfasaha game was done from two
aspects. The first aspect is testing the code measures by
CodePro tool. The second aspect is performing six sigma
evaluations.The following subsections present the evaluation
results based on the quality plan.
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4.1. Game Quality Assessment Results Using CodePro. The
quality plan was followed and the conformance rate was
calculated for each measure; then it is calculated for the
policies as well. Table 2 shows the results of all measures and
the conformance rate of all policies.

4.2. Six Sigma Evaluation. Six sigma quality assessment is
performed through calculating the measures and presenting
them in run charts, control charts, histogram charts, and the
capability index (Cpk). Here, we will provide a summary for
each measure:

(i) Run charts were created for CBO and WMPC since
they were used for many polices. And all those
measures arewithin the standards; then they are given
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Figure 5: Control chart for all measures.

the full weights. Figure 4 represents the run chart for
CBO measure as sample.

(ii) Control chart was created for each policy to compare
its measures compliance and also it was created for all
used measures (Figure 6). As you can see in Figure 5,
two measures got the full weight while the recent are
not given the full weight.

(iii) Pareto histogram: after evaluating the policies, a
histogram chart was created to summarize policies
compliance as shown in in Figure 7; we found that
Miftah Alfasaha game does not have problems in its
efficiency and reliability. However, it has a problem in
its maintainability.

(iv) Capability index (Cpk): the capability index for each
measure was calculated and Table 3 summarizes the
results of six and three sigma for each measure. Then
we get the full weights. Moreover, Figure 7 shows
the measures complaints for maintainability policy as
sample.
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Table 3: 3 Sigma capability index results.

Measure Six sigma Standard compliance Sigma compliance

CBO Cpk = min{1.6 or 0.83} CBO is within standard value Cpk < 1
Not compatible with 3 sigma

WMPC Cpk = min{1 or 0.53} WMPC is within standard value Cpk < 1
Not compatible with 3 sigma

Table 4: 6 sigma capability index results.

Measure Six sigma Standard compliance Sigma compliance

ComR Cpk = min{0.23, 0.83} ComR is not within standard value Cpk
Not compatible with 6 sigma level

AR Cpk = min{0.098, 0.34} AR is not within standard value Cpk
Not compatible with 6 sigma level

CBO Cpk = min{0.83, 0.41} CBO is within standard value Cpk
Is compatible with 6 sigma level.

WMPC Cpk = min{0.5, 0.26} WMPC is within standard value Cpk
Is compatible with 6 sigma level.

Standard weights for maintainability measures
Obtained weights for maintainability measures

ARWMPC
0

0.02
0.04
0.06
0.08

0.1
0.12

ComR

Figure 6: Control chart for maintainability policy.

As one can see from Table 3, ComR and AR measures are
not compliant with six sigma level, and that is consistent with
their standards compliance since ComR and AR values are
not within standard values. However, even though the values
of CBO and WMPC are within standard values, they are not
compatible with the six sigma level. Therefore we calculate
the three sigma for them as seen in Table 4. From Table 4, it
is clear that the results are very close to 1, but because of the
restrict capability index equation, the CBO and WMPC also
were considered to be not capable with 3 sigma level. And that
gives us an indication about the importance of collaborating
quality evaluation based on defined quality model and six
sigma evaluation.

5. Conclusion and Recommendations

In this paper, the quality ofMiftahAlfasaha game is evaluated
by developing a quality model that includes suitable policies,
procedures, and measures. Hence, the paper identifies the
conformance rate for these measures according to the ISO
standards. Six Sigma evaluations also were applied. The
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Figure 7: Pareto histogram for policies compliance.

results indicate that the overall quality percentage for the
game is 85% which is a good percentage in terms of speed
of game responses as well as the recoverability of the game.
It has an excellent level of efficiency and reliability. Finally,
Miftah Alfasaha game is as many powerful educational
or healthy games and requires guided and careful quality
assessment concerning the behavioral influence of the long
time exposure of user to the game.This research recommends
that a great attention should be paid to the mobile games
development in terms of (1) careful calculations and assess-
ment of the time behavior of the system; (2) recoverability
of the game after failure occurrence; (3) compatibility across
different platform development environment so as to serve
IOS/Android integration that would support the maintain-
ability in the future.
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Social networks are among the most popular interactive media today due to their simplicity and their ability to break down the
barriers of community rules and their speed and because of the increasing pressures of work environments that make it more
difficult for people to visit or call friends. There are many social networking products available and they are widely used for social
interaction. As the amount of threading data is growing, producing analysis from this large volume of communications is becoming
increasingly difficult for public and private organisations. One of the important applications of this work is to determine the trends
in social networks that depend on identifying relationships between members of a community. This is not a trivial task as it has
numerous challenges. Information shared between social members does not have a formal data structure but is transmitted in
the form of texts, emoticons, and multimedia. The inspiration for addressing this area is that if a company is advertising a sports
product, for example, it has a difficulty in identifying targeted samples of Arab people on social networks who are interested in
sports. In order to accomplish this, an experiment oriented approach is adopted in this study. A goal for this company is to discover
users who have been interacting with other users who have the same interests, so they can receive the same type of message or
advertisement.This information will help a company to determine how to develop advertisements based on Arab people’s interests.
Examples of such work include the timely advertisement of the utilities that can be effectively marketed to increase the audience; for
example, on the weekend days, the effective market approaches can yield considerable results in terms of increasing the sales and
profits. In addition, finding an efficient way to recommend friends to a user based on interest similarity, celebrity degree, and online
behaviour is of interest to social networks themselves. This problem is explored to establish and apply an efficient and easy way to
classify a social network of Arab users based on their interests using available types of information, whether textual or nontextual,
and to try to increase the accuracy of interest classification. Sincemost of the social networking is done from themobiles nowadays,
the efficient and reliable algorithm can help in developing a robust app that can perform the tweet classification on mobile phones.

1. Introduction

The impetus for this project stems from the need for an
effective method of classifying users on social networks,
identifying each user’s interests based on the similarity of
these interests and finding relationships between users. The
users of a social network like Twitter find it difficult to be sure
about suggested friends without seeing if they have the same
interests. The same applies at the organisational level: social
networks need to be able to identify user groups to interact
with them effectively, such as for targeted advertising of
products.Themain data that can be analysed for classification

are users’ texts and posts, but performing content analysis on
short texts is more difficult compared to long texts.

Twitter is one of the largest social networks globally,
and it has excellent resources for sharing information and
marketing, and it is also increasingly used for real-time
interactions like discussions, news, and suggestions [1–4].
In addition to the other usages, the Arabic language is very
well represented in Twitter; there were about 4 million active
Arabic users on Twitter as of the end of 2012 [5]. There
are about 22 Arab countries and millions of people who
understand Arabic, since it is the language of the holy Quran.
Despite extensive research, we could not find considerable
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Figure 1: Classification of data-mining activities.

work published for classifying Arabic users based on their
interests. Within a social network environment, especially
Twitter, we encountered some challenges when we tried to
classify users [6]. Profiles are generally ignored since most
users are not concerned about their profiles or people insert
inaccurate information [7–9]. Thelwall et al. [10, 11] have
stated that people’s vocabularies change on social networks,
since they may write different words in different ways.
Different languages are used in tweets, and for each language,
there are different ways of writing [10]. The text length
limitation is one of the main challenges, because only 140
characters are allowed for a tweet [12, 13]. Attached links
are a challenge because most tweets today include HTML
links; the same applies to hashtags and symbols.The informal
language is also a challenge, as it may include abbreviations
and emoticons [14–16]. Finally, because we did not find
related work on the classification of Arabic users on social
networks, there is a knowledge challenge at the outset of this
research.

The problem being addressed in this study considers that
the amount of threading data is growing and producing anal-
ysis from this large volume of communications is becoming
increasingly difficult for public and private organisations.
One of the important applications of this work is to determine
the trends in social networks that depend on identifying
relationships between members of a community. This is not
a trivial task as it has numerous challenges. Information
shared between social members does not have a formal data
structure but is transmitted in the form of texts, emoticons,
and multimedia. The inspiration for addressing this area is
that if a company is advertising a sports product, for example,
it has a difficulty in identifying targeted samples of Arab
people on social networks who are interested in sports. In
order to accomplish this, an experiment oriented approach
is adopted in this study. A goal for this company is to
discover users who have been interacting with other users
who have the same interests, so they can receive the same

type of message or advertisement. This information will help
a company to determine how to develop advertisements
based on Arab people’s interests. In addition, finding an
efficient way to recommend friends to a user based on interest
similarity, celebrity degree, and online behaviour is of interest
to social networks themselves. This problem is explored to
establish and apply an efficient and easyway to classify a social
network of Arab users based on their interests using available
types of information, whether textual or nontextual, and to
try to increase the accuracy of interest classification.

This research provides potential benefits to advertising
companies by giving a good guideline for targeting samples of
people as well as for studying people’s preferences and trends.
Companies can use this guideline to review their strategic
plans, as well as encouraging potential users to follow them
based on interests. Finally, the main contribution here is the
novelty of this work for the Arabic language, which has not
been considered before. Furthermore,we attempt in thiswork
to establish a primary reference for work in other languages.
Section 2 of the paper discusses the social mining process and
Section 3 addresses the Arabic language process methods.
The existing literature is presented in Section 4 of the
paper that provides the logical grounds for carrying out this
research. The discussion on the classification algorithms is
carried out in Section 5 while the experiments and evaluation
are carried out in Section 6. Section 7 discusses the results and
findings of this study.

2. Classification of Twitter Users

Social mining is a subset of data-mining, which is studied
under computer science disciplines (database, data analysis,
statistics, data structure, and artificial intelligence ormachine
learning). The goal of data-mining is processing knowledge
from data as mentioned in Figure 1.

From Figure 1, we can classify data-mining activities as
follows:
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(i) Text-mining: here, the data is text (structured or un-
structured).

(ii) Web mining: the raw data include web content, links,
and log files.

(iii) Media mining: the raw data are images, video, and
speech.

(iv) Social mining: this is the focus of this research. It
includes extracting trend patterns from streams of
tweets or posts on a social network such as Twitter or
Facebook. Social media data are vast, noisy, unstruc-
tured, and dynamic in nature.

(v) Time series or “bioinformatics”: this includes identi-
fying DNA sequences.

Structured and unstructured forms of data and multimedia
need suitable algorithms to analyse and extract useful infor-
mation from them through data-mining or knowledge dis-
covery [17, 18]. Text-mining is a simple process of extracting
knowledge from text. In this research, we need text-mining
algorithms as part of our suggested solution at the level of
user interest classification [19, 20]. This classification is based
on the text in the tweets of users. The content of tweets
is important in defining user’s interests. The classification
process includes the following sentiment analysis activities:

(1) Search for information access.
(2) Monitor social media.
(3) Group documents and web pages.
(4) Classify news, stories, and web pages based on con-

tent.
(5) Categorise emails and news.
(6) Arrange databases of document-related metainfor-

mation for queries.
(7) Get information about behavioural interactions

between people, locations, and/or companies.
(8) Check associations between the database entities.

When there are multiple documents to classify into four
classes, for example, economics, sports, science, and lifestyle,
there are two text-mining approaches to do that. In general,
we can say classification algorithms can be divided into two
main types as follows.

2.1. Rule-BasedApproach. This is based on some rules applied
to data entities inside data, like association rules, and it is
suitable for structured data in databases or data warehouse-
based classification. A very well-known example of this
is the problem of an “item set” at a supermarket when
some products are bought with others frequently; there is
discovered knowledge from this relation, so it is important
to arrange the placement of these two products.

2.2. Machine Learning-Based Approach. The machine learn-
ing-based approach uses the history from a set of example
records that are categorised into sessions (training data), to
keep an algorithm learning from previous knowledge, for

example, if there is an old database for customers. From this
database, we can teach our classifier to detect the usual sample
of ages for customers to predict whether a given person is a
likely customer. However, the process of text-mining is not
easy, as it has many challenges such as the following:

(i) Information usually is not in a structured text form.
(ii) Database engines needmore processing power to deal

with large amounts of textual data.
(iii) A method must be chosen to determine all possible

types of word senses in the language.
(iv) In text, there are complex relationships between con-

cepts.
(v) Word ambiguity and context sensitivity create chal-

lenges.
(vi) There are multiple words for the samemeaning: auto-

mobile = car = vehicle = Toyota.
(vii) It is difficult to determine a brand name from nouns

like orange (the company) or orange (the fruit).

(i) Noisy data, for example, spellingmistakes,make
data more difficult to interpret.

Text files in general are semistructured; they require a lot of
effort to remove stop words and less meaningful text. There
are mainly three main types of text-mining classification:
document classification, document clustering, and keyword
based association rules. There are many techniques of text
classification, but the best known include the following:

(i) Support vector machines algorithm.
(ii) 𝐾-nearest neighbors algorithm.
(iii) Neural networks algorithm.
(iv) Decision trees algorithm.
(v) Association rule-based algorithm.
(vi) Boosting algorithm.
(vii) Naı̈ve Bayes classifier algorithm.

As an example, in the Bayesian classifiers algorithm, building
a text classifier is based on a probabilistic model and under-
lying word features in different classes. This concept includes
making text classifications on probabilities for documents
related to different classes by word presence classes and
similarity in the texts [1].

3. Arabic Language Processing

The Arabic language is characterised by not being duplicable
based on roots like English is, and this is something that
increases the challenges. It is necessary to return to the
root word to complete the automated process in Arabic. In
addition, there is a multiplicity of dialects and multiples
per word. There are a large number of letters in the Arabic
language, and all 36 characters affect the meaning. The most
prominent characteristics of the Arabic language in contrast
with English are as follows:
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(i) Arabic letter forms depend on the letters before, after,
or both or can be isolated.

(ii) Saving and coding the data are complex.
(iii) Dealing with the line when writing is different from

western languages.
(iv) The writing direction is from right to left.
(v) The relationship between the operative and written

language is different.
(vi) Arabic characters are detailed in templates.
(vii) Words may consist of more than one syllable.
(viii) Letters in Arabic words touch each other.
(ix) Arabic writingmust be on the line to be one reference.
(x) Derivations in Arabic are from the root (the origin of

the word), and the root consists of a series of three
letters or a quad.

(xi) The presence of vowels in Arabic is key.
(xii) The existence of private substitutes in Arabic is

unique.

The Arabic language is different from English in many
respects, so in the processing, we need to take into consid-
eration that the stemmer results differ from rooter results
regarding the same word in Arabic, and sometime this may
change themeaning. For example, theword “wrote” inArabic
“ ����� ���	
” gives different results in the Arabic rooter but not
in the stemmer.

4. Related Work

This research aims to discover a way to classify Arabic
users in social networks by studying Twitter users’ properties
and how they interact with each other and by determining
accurate factors for classification. Kumar et al. [21, 22]
have discussed some of the recent research in the Twitter
domain and give a Twitter data analysis technique while
Bollen et al. [21] have presented a contemporary analysis
technique. Boyd et al. [23] show how to differentiate users
by focusing just on their activity and ignoring the content
of exchanged messages to give a user profile. A case study
[24] focused on the UK 2010 General Election to determine
“who you supported” from the content of tweets. Wu et al.
[25] have looked at classifying trending topics on Twitter
into 18 general categories. The earthquake in Japan was also
one of the good applications of Twitter data analysis [26];
this study considered each Twitter user as a sensor and
applied Kalman filtering and particle filtering, which are
widely used for location estimation in ubiquitous/pervasive
computing. An empirical study performed by Benhardus
and Kalita [27] determined participants in a conversation by
analysis of retweeting activity, mapping out retweeting as a
conversational practice.

In addition, gender can be classified by identifying the
text patters, which can be observed by the work of Thelwall
et al. [28–30]. This paper investigates statistical models for
determining the gender of uncharacterised Twitter users.The

work of [31], “Who Says What to Whom on Twitter,” found
that 50% of URLs consumed are generated by just 20,000 elite
users and also found significant homophily within categories:
celebrities listen to celebrities, while bloggers [32, 33] listen
to bloggers, and so forth. This study noted the attention
paid by different user categories to different news topics. The
work found five distinct categories of retweeting activity in
Twitter: automatic/robotic activity, newsworthy information
dissemination, advertising and promotion, campaigns, and
parasitic advertisement. Conover et al. have argued that a
trend can be detected from streaming tweets from Twitter by
accessing the Twitter API [34]. Tinati et al. have identified
that, by using texts and tweeting behaviour, the locational
source of tweets and the home locations of Twitter users can
be found [35].

Lim and Datta [36] are arguers of the fact that automatic
classifiers for Twitter users were built based on three dif-
ferent types of user, organisation, journalists/bloggers, and
individuals, while Collier et al. [10, 37, 38] described a
robust machine-learning framework for large-scale classifi-
cation of users according to dimensions of interest, including
Democrats, Republicans, and Starbucks aficionados. Rao et
al. [39] investigate the political polarisation on Twitter in
the USA in 2010. Althubaity et al. [40] analyse conversations
around specific topics and identify key players in a conversa-
tion to get communicator roles in Twitter. The work of [41]
classifies the celebrity of Twitter users by using Wikipedia in
real time.

A comparison was made of a support vector machine
(SVM) and Naive Bayes (NB) classification in making a
syndromic classification of Twitter messages [42]; this study
found that SVM is better thanNB in four out of six syndromic
classifications. The classification schemes where NB is found
better are those that are significant to this study. In this
context, the detection of Twitter user attributes is addressed
in the work of Zubi [43], which was an exploration study
of the attributes of user detection in Twitter using simple
features such as 𝑛-gram models. Simple sociolinguistic fea-
tures like the presence of emoticons, statistics about a user’s
immediate network like the number of followers and friends,
and communication behaviour like retweeting frequency are
also presented in the model.

In Arabic text classification, there are some works on
document classification. A Saudi Arabian example called
KACST introduces an overview and preliminary results for
Arabic text classification [44]. There is also the automatic
categorisation of Arabic documents based on the NB algo-
rithm [45] which introduces a Naive Bayesian method, based
on Chi-squares to categorise Arabic data. The work of [32,
33] uses web content mining techniques for Arabic text
classification. Some of this work is similar to the current
study, but not in Arabic and not concentrating on interest
classification, such as the work of [32, 33], “Classification of
Twitter Users Based on Following Relations.” The work of
[45] is most relevant to our work but is not about Arabic.

The work of [32, 33] introduces a natural language
processing- (NLP-) based approach to the classification of
Twitter users to address how to discover newTwitter accounts
to follow. Various approaches have been used to tackle this
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Figure 2: Preliminary algorithm flowchart.

issue, including NB, language models, decision trees, and the
MaxEnt model. The work of [45] provides Twitter relevance
filtering via a joint Bayes classifier from user clustering. The
overall accuracy of the collated classifier was around 75–85%
based on the average results of all 25 users. A simple NB
classifier from theNLTKnatural language processing package
reached around 70% accuracy. The advantage of this work
over the toolkit implementation lies in the collated nature of
the classifier, which strengthens the classification by bringing
in extra information for each user’s base Bayesian classifier.
The work of [32, 33] uses a machine-learning approach to
Twitter user classification by leveraging observable infor-
mation such as user behaviour, network structure, and the
linguistic content of the user’s Twitter feed. This shows that
rich linguistic features prove to be consistently valuable
across three tasks and shows great promise for further user
classification.

5. Classification Algorithm

The flowchart in Figure 2 shows the proposed algorithm.The
algorithm first asks about which users are to be classified.
Then, the algorithm requests a one-time access to the Twitter
API and downloads the timeline for all the requested users.

It downloads a tweet for each user and checks whether the
tweet is the last one, and if not, it will ask for another tweet.

The algorithm cleans each tweet by removing symbols,
hashtags, stop words, and streaming. Because of the difficulty
of classifying short texts, it collects all the cleaned tweets for
each user in one document to make it easy to classify the
latest and most efficient text classification algorithm, like a
NB classifier algorithm or SVM. The algorithm is trained by
a ready data set in the language, and the results for each user
are stored by the algorithm in a suitable table in a database.
Since tweets are unstructured data, it is necessary to convert
the important results into a normalised database, which can
be used as a data warehouse.

Since 22% of tweets include a URL [11], the efficiency of
the classifier is increased by adding more data other than
the tweets. The algorithm checks the type of each tweet—
pure text tweet or including HTML links. Most tweets use
external links but the problem is that these tweets use services
like tiny URL because of the limitations on the length of
a tweet. If a tweet includes HTML links, then the links
processing will get the long URL, take its metadata, and
add it to the document grouping all tweets. The algorithm
uses these interests: politics, economy, sport, lifestyle, and
religion. From any newspaper on the Internet, you can
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see that the main categories of news match our five main
interests.

The algorithm also has a profile classifier and a behaviour
classifier. These are used for information about users to
give a nontextual classification. From these two classifiers,
we can get important classes of users and increase the
efficiency of our classifier.The bio, if activated for a user, gives
good knowledge of the user’s character. Another factor for
classification is profile fields, like the number of followers,
which indicate if the user is a celebrity. This can be derived
from the following equation [3]:

Celebrity degree for a user

=
number of followers

number of people following
.

(1)

The algorithm checks if the user has a page inWikipedia.This
feature is explained elsewhere in detail [21]. The algorithm
groups similar users together by calculating the similarity for
each user from the results. From the above, we can categorise
the classification based on three types of criteria:

(i) Textual Classification. Collect all the tweets of each
user and clean them from extra tags and links, so they
can be considered as pure textual tweets.

(ii) Profile Classification. Classify them based on profile
attributes like age, location, and biography.

(iii) Behaviour Classification. Classify them based on the
hits behaviour of the user. For example, tweeting at
midnight may indicate a younger user. If the user has
not been active since they created the account, this
may not be a personal account.

Empirical evidence is needed to find the percentage for each
approach and determine themost important approach. A NB

algorithm is used with the Arabic language as the main
classifier in this research work as mentioned in works [24–
27]. We will explain the utilisation and application of this
algorithm in our work. This classifier is based on statistical
models, and the equation used is
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is the class, for example, sport ( �� �� 	
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collected text tweet. 𝑃(𝐶
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To see in detail how this classifier works for the Arabic
language, here is an example.
𝐷 = “ �� �
 � ����� �� ���� ��� � ����
 �� �� �����
 ��� �� ,” which

means “the Saudi football league today”:
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The calculation proceeds in this way:
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It continues in this way until we get the probabilities of
classifying the tweet to each class, from which we get
the maximum. Thus, the main steps in training the Naive
Bayesian model include the following:

(i) Collecting a set of texts for each class.
(ii) Preprocessing the text by cleaning it, deleting stop

words, and stemming.
(iii) Calculating the basic probabilities of the frequency of

keywords by using the above equations.
(iv) Saving the results in the database as training sets.

By adopting this approach, we are able to classify any text
and get the class probabilities immediately. After those steps,

we need the nearest class using the similarity calculation
methods with each class to determine the main class by using
this equation:

Similarity = cos (𝜃) = 𝐴 ⋅ 𝐵
‖𝐴‖ ⋅ ‖𝐵‖

=
∑
𝑛

𝑖=1
𝐴𝑖 × 𝐵𝑖

√∑
𝑛

𝑖=1
(𝐴)
2
× √∑

𝑛

𝑖=1
(𝐵)
2

.

(5)

This is the similarity between user 𝐴 and user 𝐵. We applied
the above classification method to classify all tweets. Then,
the calculation of the percentage of each tweet in each class is
done. For example,
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(i) 27% for sport “ �� ��	
�”

(ii) 25% for politics “ ����
�”
(iii) 0% for others.

Thus, each user is represented by a vector of interests; each
item in the vector represents the percentage of interest of the
user in a certain class; for example,

(i) 𝐴 = (75%, 25%, 0%, 0%, 0%),

(ii) 𝐵 = (10%, 10%, 10%, 60%, 10%),

where 𝐴 is the interests of the first user and 𝐵 is the interests
of the second user. The item in each vector is the interest in a
certain class, so we calculate the similarity using

sim (𝐴, 𝐵)

=
[0.75 × 0.10 + 0.25 × 0.10 + 0 × 0.1 + 0 × 0.6 + 0 × 0.1]

[√0.75
2
+ 0.25

2
] + [√0.1

2
+ 0.1
2
+ 0.1
2
+ 0.6
2
+ 0.1
2
]

.
(6)

The final result is a number between 0 and 1, where 0 means
there is no similarity at all and 1 means exactly the same
interest. The results have been presented as a percentage for
clarity.

6. Evaluation and Experiments

We collected many texts related to each topic from news
websites like http://www.kooora.com/ for sport, http://skyn-
ewsarabia.com/ for politics, https://www.aliqtisadi.com/ for
economy, http://www.ahadith.net/ for religion, and so forth.
We used 1500 articles for testing, and the results are given in
Table 1.

The results for the text classification of documents for
tweets in the classifier must be different: the method of
experimentation is to collect a corpus of testing data based
on very well-known Twitter users in Arab countries with

Table 1: Sample results for document classifier.

Number of
items Correct Wrong Accuracy

(%)
Sport 300 296 4 98.7%
Technology 300 274 26 91.3%
Religion 300 277 23 92.3%
Economy 300 273 27 91.0%
Politics 300 296 4 98.7%
All 1500 1416 84 94.4%

different interests, pass those users into the classifier, and
compare the results with what can be known about those
influencer users. To evaluate the system, we collected some
data from a real-world influencer in the Twitter social
network, and after that we used the classifier to check the
accuracy. For each interest, we had ten users, and the corpus
of data is shown in Table 2.

For each class, we collected 20 active Twitter users with
an average number of tweets of 4000 per user and accessed
the Twitter API using our own application to get the stream
of tweets and profile information for each user. These were
stored in our system as a text file. By running the following
classifier equation, the results are obtained:

Average (class 𝑥) =
average of class results
number of samples

. (7)

Usually, when we talk of individuals, 100% interest match,
and as we have five interests, class I is used to normalise the
results. So the main class values will be multiplied by 2. This
is because if class 𝑥 has more than 50% then the other class
will not have the highest percentage, so we need to multiply
the result by two, and for each result that is more than 50%
we will set it to 50%:

Accuracy (class 𝑥) = average of users results × 2. (8)

The calculation is as follows:

Average (Religion) × 2

= (
(50 + 50 + 50 + 50 + 37 + 49 + 50 + 50 + 37 + 50 + 50 + 34 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 48)

20
) × 2

= 95.5%,

Average (Politics) × 2

= (
(50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50)

20
) × 2

= 100%,

Average (Sport) × 2

= (
(50 + 50 + 22 + 25 + 30 + 36 + 50 + 50 + 50 + 35 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 23 + 50)

20
) × 2

= 84.6%,
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Table 2: Sample of Twitter user collections.

Number Politics user Religion users Economy users Sport users Technology user
1 kasimf Abdulaziztarefe Alwaleed Talal faisalbinturki1 MeetTechnology
2 anwarmalek NabilAlawadhy AbAmri alnassr news Applewd
3 Yzaatreh al rasekhoon cnnarabic Altemyat Technya
4 RecepT Erdogan SalehAlmaghamsi Reuters Busines mustafa agha SafaTeqnia
5 ElBaradei mishari alafasy Hamzaalsalem SamiAlJaber Arabapps
6 Adeeb Emad mohamadalarefe Alhayat Bus nawafbinfaisal NokiaKSA
7 IsmailHaniyyeh afaaa73 essamz battalalgoos Android arab
8 AzmiBishara Saudalshureem aleqt fb Alhilal FC alwagait
9 SafaNews Shugairi dubaiFinancials k alshenaif COEIA KSU
10 almilanyq84ever Abuabdelelah SkyNewsArabiaBs waleedalfarraj 3bdullla
11 Politic affairs Shaikh alQattan aleqtisadiah AlArabiya spt techwd
12 amremoussa Asowayan qunaibet ActionYaDawry saudigamer
13 alhayatdaily BenJebreen Agary4u Almoj alazra8 RayzCo
14 LebPolitician MaherAlMueaqly CNBCArabia realmadridarab GoogleArabia
15 AJArabic Hwsh1434 RashidALFowzan BarcelonaAR estidafaty
16 Elssisy Khalid aljulyel tfrabiah ryadda mSaudiCommunity
17 SkyNewsArabia B ala7adeth SaudiMCI ESN EgySports IntelGet
18 iranianaffairs NfaeesAlelm Riy Econ sadaalmalaeb Tiqaniat
19 JKhashoggi BINTIMIAH MubasherSA ReutersSport iPhoneIslam
20 Ahmadmuaffaq islamdor BorsahNews CityArabia akhbar tech

Average (Technology) × 2

= (
(50 + 50 + 50 + 50 + 50 + 50 + 50 + 48 + 39 + 50 + 50 + 47 + 50 + 50 + 50 + 50 + 50 + 50 + 50 + 50)

20
) × 2

= 98.4%,

Average (Economy) × 2

= (
(37 + 50 + 7 + 2 + 26 + 50 + 17 + 50 + 50 + 50 + 44 + 19 + 50 + 50 + 39 + 50 + 40 + 50 + 50 + 50)

20
) × 2

= 78.1%.
(9)

So the accuracy of the classifier will be the average of the
accuracy of the five classes:

Accuracy = 95.5 + 100 + 79.6 + 84.6 + 98.4 + 78.1
5

= 90.32%.
(10)

7. Findings and Results

Themain problem addressed in this work is classifying Arab
users in social networks.This research proposes a newmodel
of an automatic suggestion mechanism for social network
users based on three criteria: posts (tweets), celebrity degree,
and tweeting behaviour (number of tweets). This model
depends on these three aspects and may help social network

companies or users themselves to determine suitable friends
from millions of users in social networks.

Figure 3 was compiled using the data in Table 3. In
Figure 3, note that the trend line function that separates the
favourite users to follow is based on the three factors.The size
of a ball is the interest degree (percentage) for a class, religion,
for example, and the other axes show the celebrity degree
and tweeting behaviour. Finally, it can be determined that
there are two main factors we need to consider to improve
the classification of text in social networks: performance and
accuracy. These are discussed as follows.

7.1. Performance. The speed-up due to parallelisation is very
important becausemost works in this field use sequential ver-
sions of algorithms, but some sequential algorithms cannot be
adapted as a parallel version. Some algorithms work better in
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Figure 3: Suggestion for users to follow.

the parallel version but other algorithms perform better in a
sequential version. So, this fact is required to be considered
as well. To get a virus signature (structure and stream of text
files), the task is to access the contents of text files, get all the
words, stem them, and use an NLP process, which can take a
long time. It has been discovered that it is sufficient for finding
the signature of a file to use a simple and available function,
like a hash, that gives only a numerical value. We just need
to run a similarity check between these values to detect the
class.

7.2. Accuracy. The contents of documents may be related to
other classes not determined in our classifier class, which
reduces the accuracy. For example, say we determine that
𝐴 is related to sports by 90% and 10% for politics. This
identification is only for the words that are known by our
classifier.The solution is to use a fuzzy logic algorithm on the
unknown tokens and calculate whether the tweet should be
moved to others. Alternatively, a cluster algorithm with the
following equation can be applied:

Class = percentage of others

− percentage of discovered classes.
(11)

In addition, there is the problem of negative prefixes, as in
“not sport,” so there is need for semantic and sentiment
analysis since suffix and prefix tokens may change the
meaning of any token.

8. Conclusion and Future Work

This research work benefits from the integration of statistical
science, artificial intelligence, and data-mining and tries
to provide accurate algorithms. The focus of this work is
designing and building a highly accurate classification of
Arabic Twitter users. The proposed user classifier can help
social scientists, teachers, companies, and governments to
classify users of social networks or in learning by experiment.
A supervised approach for texts using profile properties to
classify users is presented. It is applicable for the social
network Twitter but also may be useful for other social
networks.

Table 3: Sample of religious users.

𝑧 (interest) 𝑥 (celebrity degree) 𝑦 (behaviour)
24 500,000 62
22 600,000 81
10 150,000 22
20 680,000 25
20 95,000 30
24 250,000 36
5 550,000 52
24 122,000 78
22 200,000 62
20 250,000 35
20 500,000 90
6 600,000 70
5 550,000 80
10 90,000 86
4 400,000 97
3 165,000 76
20 90,000 73
24 880,000 62
2 900,000 23
9 100,000 83
24 500,000 62
22 600,000 81
10 150,000 22

Through this application, we accessed the streaming posts
of Arabic Twitter users. After normalisation and stemming
of the text of a tweet, it was ready for further processing.
We extracted the features of the users and added them to
a database and text files. The classifier was then applied
on the stored data of user contents. The NB classifier is
used as multinomial classifier to detect five classes (sport,
religion, economy, politics, and technology) in Arabic with
90% accuracy. There are many applications for this classifier,
like recommending users to follow on Twitter based on
textual content, tweeting behaviour, and celebrity degree and
studying trends on social networks. Furthermore, measuring
retweeting activity is important for influencing weights. The
application of the algorithm has significantly improved the
accuracy and the performance of the classification. The
speed-up due to parallelisation is very important because
most works in this field use sequential versions of algorithms,
but some sequential algorithms cannot be adapted as a
parallel version. Some algorithms work better in the parallel
version but other algorithms perform better in a sequential
version. By applying the proposed algorithm, the accuracy of
the systemhas also increased.The efficientmobile app for this
algorithm can help the effective tweet classification on the go
sincemost of social networking is done onmobiles nowadays.
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Over the last decade, wearable technology has seen significant developments, making it possible to enhance our lives. One of the
areas in which wearable technology can cause large changes is education, where it can be used to make educational experiences
intrinsicallymotivating andmore relevant to youth culture. In this paper, we focus on the use of wearable technology to improve the
educational environment.The quantity of electronic assets used in the learning environment is rising, which presents a managerial
problem when these devices are nonfunctioning. Therefore, we present a mobile application to solve this problem. The suggested
approach consists of creating a mobile application named classroom clinic (CRC) to help faculty members and students locate the
closest maintenance technician via wearable radio frequency identification (RFID) technology and to provide fast responses to the
problems alerted to in the classroom, thereby avoiding any disturbances or delays during the lecture. Moreover, this application
allows the maintenance service to efficiently manage any malfunctions of classroom electronic devices. To evaluate the CRC
application, a pilot study was conducted at the College of Computer and Information Sciences, female campus of King Saud
University, with 15 faculty members and students and 5 clinic members. The results showed high usability rates and generally
positive attitudes towards using the app.

1. Introduction

The world is becoming more educated and technology is
driving the change to make our lives easier, safer, healthier,
and more convenient. One of the areas in which technology
is having an incredible impact is wearable technology. Wear-
able technology refers to mobile and lightweight advanced
electronic devices that are incorporated into clothing and
accessories. These wearable devices are designed to provide
means for gathering quantitative information regarding the
wearer’s everyday activities and surroundings. Over the last
decade, technologies such as augmented reality and ubiqui-
tous computing have enabled large advances in the field of
wearable technology.

A growing collection of wearable devices is appearing
in the marketplace. For example, the Sony SmartWatch has
become commonplace, allowing users to organize notifica-
tions, check their email, and perform other productive tasks
using a basic interface. Jawbone UP is a wristband device that
allows users to monitor their physical activity, including the
number of steps taken and the number of calories burned.
Google Glass is one of the latest technologies; it enables users
to see information regarding their surroundings. An example
of successful testing of wearable technology in the GCC is
the use of Google Glass to track traffic violations in Dubai
[1]. Moreover, the Dubai Police Department is planning to
use Google Glass to detect criminals using facial recognition
software installed on Google Glass [2]. However wearable
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technology is still in its infancy and several challenges, such
as battery life, display size, cost, design, and lack of privacy,
are reducingwidespread adoption and availability ofwearable
devices [3]. Seeing the endless exciting uses we can make of
these wearable devices, we believe technology will improve
and the constraints that developers need to address and
overcome now may not be a problem in the near future.

The existing wearable devices can be deployed to develop
a wide variety of applications and systems. In the healthcare
sector, wearable devices are particularly useful tomonitor the
wellbeing and fitness levels of patients and, thereby, lower
overall healthcare costs [4, 5]. In education, wearable technol-
ogy can help students and faculty to more efficiently interact
with each other and with their surroundings; however, cur-
rently, there are few concrete educational applications [6]. For
example, using mobile devices, students can visit and explore
any part of the world using a virtual reality application
named Expedition, which was developed by Google [7].
Google Glass can be used as a tool for enhancing student
studying and providing access to pertinent information. In
the field of medical education, wearable technology has
been successfully applied [3]; specifically, Google Glass has
been tested in medical and surgical education, where it
showed great value for improving students’ practice and
skills [8]. Other wearable devices can also be used in the
educational environment; for example [9], smart jewelry or
other accessories could alert students working in chemical
laboratories to hazardous conditions. Wearable cameras can
allow the learner to engage simultaneously as observer and
reporter while instantly capturing hundreds of photographs
or data regarding an offsite trip, which can be later accessed
via email or other online applications. Smart watches enable
users to view and organize notifications.

In modern educational institutions, the use of electronic
devices is becoming a necessity. However, these devices can
become defective and require prompt maintenance to avoid
disturbances during the lecture.Theprinciple explored in this
study is enhancing learning by supporting and maintaining
the learning environment. Our aim is to develop a mobile
application to manage the malfunctioning of classroom
electronicmaterials via radio frequency identification (RFID)
tag technology. The application allows the support service
to automatically determine which classroom contains the
defective electronic materials and to immediately receive and
manage all calls for maintenance.The system combines RFID
tag technology with mobile computing to track the support
service members and the relevant classroom (the classroom
in which a malfunction occurred).

The remainder of this paper is organized as follows.
Section 2 describes studies related to the application of RFID
tags to education. The proposed case study is presented in
Section 3. The system design and evaluation are reported
and discussed in Sections 4 and 5, respectively. Section 6
concludes the paper and presents a number of directions for
future work.

2. Related Works

2.1. RFID Technology: An Overview. Most wearable tech-
nology applications rely on some form of wireless com-
munication to send sensor data to an information gateway
such as a mobile phone or personal computer, which then
transmits the data to a remote site over the Internet. Wireless
communicationmay be roughly divided into three categories
based on range and data volume.Wi-Fi represents the longest
range and the highest data rates. Bluetooth is amid-range and
medium-data-rate system. Short-range and low-data-rate
solutions are represented by radio frequency identification
(RFID) and near field communications (NFC). In this study,
we focus on the use of RFID in an educational environment.

The term RFID includes all of the technologies that
use radio waves to automatically identify and track objects,
animals, or people [10]. RFID technology operates using a
reader and a transmitter, that is, the RFID reader (also called
transceiver) and the RFID tag. The reader and tag communi-
cate with each other using an antenna integrated with each of
the two components. The reader transmits energy to the tag
via radio waves; then, it sends a request for information to
the tags located within the range of its magnetic field. Once
the data is transmitted to the RFID reader, it converts the
data into radio waves and forwards them to the appropriate
RFID software. The tags are composed of a chip (which may
contain memory) and a radio frequency antenna. There exist
twomain types of tags: active (which require a power source)
and passive (batteryless) tags. Passive tags have a long lifetime
and are quite small (varying in size from a grain of rice to
a blue card badge format). The RFID chip can be read at a
distance that can vary depending on the reader and the tag
used, typically from 1 cm to 200m.The tags can be embedded
within several items: packaging, clothing labels, plastic cards,
and books [11].

RFID systems are becoming increasingly prominent in
our daily life. The worldwide turnover from the sale of
components and the provision of services related to RFID
technology has increased by 40% per year since 2005 [12]. In
fact, there are few economic sectors that remain untouched
by the RFID revolution. Consequently, many sectors envisage
combining RFID with barcodes; in the near future, barcodes
will likely be replaced by RFID.

RFID systems have many advantages over barcode sys-
tems. First, the stored information can be updated at any
time using a single RFID reader-encoder. Second, these
systems can identify many items (up to several thousand)
simultaneously, thereby saving time. Third, by employing
radio frequencies to communicate, RFID systems are able
to identify objects without requiring line of sight. Moreover,
novel RFID technologies have brought costs down and
several standards are being developed.

2.2. RFID Applications in Education. In the education sector,
RFID technology can enhance the teaching and learning
conditions, simplify processes and procedures, and save
time. However, despite a large body of existing RFID based
systems in different areas such as identification, transporta-
tion, healthcare, and welfare [13], there is far less literature
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addressing RFID application in education. Thus even after
many years in the market, the use of RFID in education is
still in the experimental stage. This is due, on one hand,
to a lack of trust in this technology in terms of privacy
and security [14] and, on the other hand, to the high
cost of tag production. Nevertheless, in using new RFID
technology, we are witnessing the emergence of mature
RFID applications that can reduce costs, increase revenue,
and drive competitive advantages [15]. Therefore, recently,
research into and development of educational-platform-
based RFID technology have increased; the potential applica-
tions for RFID systems will result in large-scale deployment
(indeed, the investigation of RFID technology in educational
environments is needed). We can classify the applications
based on RFID technology into two categories: applications
that facilitate the learning environment and applications to
teaching and learning platforms. We will present some of
these applications below.

Musex [16] is a system for supporting children’s col-
laborative learning in a museum. Using handheld devices
(PDAs), children explore the museum and answer questions
related to exhibitions. Using RFID technology, the system
locates a child’s position in the museum. An RFID tag
reader/writer and a wireless LAN card are installed in each
device. An RFID tag is also installed at each exhibition. In
an experiment in a museum, thirty-five children (aged five
to twelve) participated and 13 questions were provided to
encourage exploration of the exhibitions. The system allows
users to test their knowledge of the exhibitions. The system
was used by a pair of pupils: each child was given a PDA
and a transceiver, which allowed the pupils to communicate
with each other and collaboratively solve questions. In their
paper, the authors reported several positive interactions of
pupils using the system: they found that the users paid more
attention to less attractive and less interactive exhibitions
and that the children were more engaged with the learning
activities.

In [17], the authors present a wireless pedestrian navi-
gation system that includes a wearable computing solution.
The system assists blind students to make their way around
a campus. The system uses an RFID grid based on passive,
low-cost, high-frequency RFID tags. The grid is installed
under the flooring and used to convey the precise location
and detailed attributes regarding the surrounding areas on
the campus. On the campus, RFID tags are placed along
outdoor pathways, in building halls, and in rooms; they store
information about their surrounding space.The RFID reader
is integrated into the user’s shoe and walking cane, with a
Bluetooth connection to the student’s cell phone. The system
was tested for visually impaired or blind users. The RFID
system caused no fatal errors in navigation and good results
were obtained. The authors will provide a new version in the
future.

In [18], the authors developed an outdoor education
support system using two technologies: RFID and QR (quick
response), a two-dimensional kind of barcode to provide
location awareness. In their paper, the authors found that
traditional computing has low levels of mobility and embed-
dedness. They proposed a system that combines mobile

computing (high mobility but low embeddedness) and per-
vasive computing (lowmobility but high embeddedness). An
experiment has been performed involving 21 students divided
into four groups during a university course in the field of
natural vegetation. Each group had a PCwith an RFID reader
and a mobile phone with a QR code reader. A total of 42 tag
pairs were placed at various locations across a horticultural
farm and forest of a nonflat area of roughly 5 ha. After this
investigation, the studentswere asked to fill in a questionnaire
to rate the features provided by the system using a five-
point Likert scale from 1 (lowest) to 5 (highest). The results
reported by the authors showed that the students were not
very comfortable with the mobile screen’s display of images;
however, overall, the students enhanced their understanding
and motivation to learn.

TangiSense [19, 20] is a table that provides tangible inter-
actions with objects using RFID technology to capture the
context (user and object, etc.). The objects can be virtual or
physical and are placed on the surface of the table.The table is
fitted with RFID sensors to detect tangible objects (equipped
with RFID tags). The virtual objects can be manipulated
by the user via a glove with RFID tags, allowing objects to
follow the user’s movements. In this project, the researchers
applied the context awareness principle to an interactive table
with RFID technology. An experiment involving 24 subjects
was conducted and studies compared information captured
using RFID technology and that without it. The findings
showed that RFID can be used as an input to applications.
The prototype allows exploring new areas of research and
providing a platform for educational games.

In [21], RFID technology is used to solve exam timetabl-
ing problem in universities. The authors developed a web
based application to schedule different exams in the same
halls simultaneously. Student’s identity card is embeddedwith
RFID tag reader connected to computers located in common
areas of the university. By doing so, the system allows the
student to get information about exam details (exam day,
hour, and hall). The system was evaluated using 10 students
and 8 exams, showing good results.

RFID panic buttons system is a real time location sys-
tem [22] designed to support school-safety and emergency-
response procedures and practices within several schools in
the USA. It is a Wi-Fi based RFID tag. A teacher wears a
badge with the RFID tag embedded in it and, in the situation
of any type of emergency, draws down on the badge’s switch
in order to alert colleagues. When an alert is issued, the
software captures and interprets the emergency’s location.
The software diffuses a message directly to the appropriate
badges inside the district, thereby informing other personnel
where the emergency is occurring.

Many middle and high schools in the United States and
UK are adopting RFID systems to track their students. Some
of them provided their students with RFID tag tied to a
lanyard, while others are requiring them to wear a sweatshirt
with an RFID embedded tag [23, 24].

Moreover, to curb gun violence in schools, authorities
in the USA required an RFID chip to be implemented in
all public schools by 2015 using the student’s smartphone
devices [25]. The program was approved by educators after
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the successive rash of shootings that left several people dead
and many others injured each time.

Additionally, in [26], the authors proposed anRFIDbased
system to supervise access to different campus areas (library,
laundry, restaurant, laboratory, etc.). The system uses two
types of reader: fixed reader and mobile reader and both of
them are connected to a PC server. The fixed readers are
present in each point of access and communicate with the
server and with every other terminal in the network. The
mobile reader consists of a PDA in which a reader has been
embedded. The authors specified several capabilities of this
system, especially its speed in processing data coming from
thousands of transponders at thousands of access points.

3. Case Study

Most educational institutions and universities use high tech-
nology to accomplish different tasks, especially in learning
contexts. Learning has always been of primary importance.
Educational institutions and universities are integrating tech-
nology in classrooms viamobile computing, projectors, inter-
active whiteboards, television broadcasts, and so forth.These
resources require maintenance as soon as a problem occurs,
because delays in the maintenance process may disrupt both
the students and the faculty members, interrupt their work,
and waste their time.

Usually, institutions and universities provide mainte-
nance services. However, most faculty members face chal-
lenges when a problem occurs, because they do not know (or
have forgotten) which maintenance service is responsible for
addressing a givenmalfunction. In addition, facultymembers
and/or students might not know the location of maintenance
services, particularly if there is more than one maintenance
service office. Moreover, it is difficult for the maintenance
service members to recall all classrooms problems and their
locations, especially when they receive several calls at the
same time. Consequently, many teachers experience wasted
time when a tool in their classroom is nonfunctional. Calling
and waiting for technician intervention can take more time
than expected. Knowing that, for a lecture of only fifty
minutes, any wasted time can have significant negative effects
on student learning achievement.

The goal of our classroom clinic (CRC) mobile applica-
tion is to provide an efficient solution that can serve faculty
members, students, and maintenance service staff members.
This solution combines RFID tag technology with mobile
computing; it consists of creating a mobile application that
provides facultymembers or studentswith a fastmaintenance
response to the problem alerted to. This application allows
the maintenance service member (called the classroom clinic
member) to accurately manage all malfunctions of classroom
electronic materials. There is a great deal of evidence that
using wearable technology, such as our RFID system, can
solve this problem. As we will see in the testing phase of our
system, faculties reported positive effects more frequently.
The systemhelped to reduce stress and disruption to the class.

The CRC application is an interactive map implemented
on the Android platform; it uses the Internet or Wi-Fi in
addition to RFID tag technology. Figure 1 displays the main

components of an RFID system.This system consists of RFID
tags, locaters, readers, a switch, a server, and mobile phones
to display the result of the detected tags. The tags contain
electronically stored information. In this study, active RFID
tags were used. Each user (faculty or student), classroom,
classroom clinic, and classroom clinic member should have
one tag.As shown, themobile application communicateswith
the server to request information regarding the RFID tags.
The server sends requests to the switch, which communicates
with the RFID reader via the antenna. The RFID reader
provides the connections between the tag data and the
enterprise system software (in this case, the mobile app) that
needs the information. As a result, the RFID reader collects
data requested from tags. The RFID reader can detect the
RFID tag at a given distance (approximately 100 meters).
Then, the locator specifies the detected tag from among
the (multiple) tags that one reader can access. The mobile
application CRC is illustrated in detail below.

Figure 2 shows the main interface of the CRC mobile
app. When the user starts the application she can change the
language (Arabic/English) and select the page that is related
to her status (user or member). The main features of this
application derive from RFID tag technology. This technol-
ogy enables the achievement of several users and system
requirements. For instance, it allows users to track classroom
clinic members, find the shortest path to the classroom clinic
and/or to the concerned classroom (where the malfunction
has occurred) from the current position, and indicate all of
the concerned classrooms on the map with red dots.

Because time is very important for fixing problems in the
classroom, the CRC system obtains the shortest path on the
map. We used the Dijkstra algorithm [27] to determine the
shortest path on themap.This algorithm is known to solve the
single-source shortest path problem. For a given source node
in the graph, the algorithm determines the optimal route. It
finds the path with the lowest cost between that node and
every other node in the graph.The algorithm can also find the
shortest path from a given node to a given destination node.
The Dijkstra algorithm that we implemented in our system is
illustrated as follows.

Dijkstra Algorithm Used in the CRC App
Dist[𝑠] ← 0 (distance to source node is zero)
Do Dist [𝑛] ← ∞ (set all other nodes to infinity)
𝑆 ← {} (𝑆, the set of visited nodes is initially empty)
𝑄 ← 𝑁 (𝑄, the queue initially contains all nodes)
While (𝑄 ̸= {}) (while the queue is not empty)
Do 𝑢 ← Min dis(𝑄, dist) (select the element of 𝑄
with the min distance)
𝑆 ← 𝑆 ∪ {𝑢} (add 𝑢 to list of visited nodes)
For all 𝑛 = neighbors[𝑢]
Do if dist[𝑛] > dist[𝑢] + 𝑤(𝑢, 𝑛) (if new shortest path
found, 𝑤 is the weight of the edge (𝑢, 𝑛))
Then 𝑑[𝑛] ← 𝑑[𝑢] + 𝑤(𝑢, 𝑛) (set new value of the
shortest path)
Return dist.
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Figure 2: Main interface of the CRC mobile app.

The most important part is finding the shortest path in the
map between the requested node and the CRC clinic node so
as to improve the response time of our CRC system.

4. System Design

To implement our system, we evaluated the requirements
mentioned in the previous section and designed the system
prototype. Next, the system was implemented as a mobile
web application using RFID technology. Figure 3 presents the
CRC conceptual diagram. This figure presents the important

classes of CRC systems and their relationships. The CRC
app consists of the following classes: CRC, CRC map, CRC
member, user, classroom, location, repertory problem, class-
room clinic, and RFID class. For example, the CRC class
communicates with the following classes: the CRC map class
of the given building, the members (clinic personnel), and
classroom clinic information (such as name, office number,
services, and office phone number) that is used when the
user requests service. The RFID class detects the location of
the classrooms, classroom clinic, classroom clinic members,
and users using their ID tags for easy tracking and indicating
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the technician location to the faculty member via the
interactive map. Additionally, the classroom clinic members
can easily discover the concerned classroom in which the
problem has been reported.

The CRC system stores all of the information related
to classroom clinic and classroom clinic members in a
centralized database. In addition, it stores the identifiers of
the RFID tags related to users, classroom clinics, classroom
clinic members, and classrooms so that they can easily
be determined. We adopted the client-server [28] system
architecture, which corresponds to a straightforward solution
to the problem considered. The solution minimizes the cost
ofmodifications andminimizes redundancy of both code and
data.

Figure 4 shows the main pages of the CRC app for the
admin homepage, the classroom clinic homepage, and the
user homepage and their important functions. The design
of the interfaces is simple and follows W3C guidelines. The
user (a student, a faculty member, or any staff member) can
navigate using the CRC to determine her current position
and determine the shortest path to a specific classroom clinic.
Moreover, she can detect the location of the classroom clinic
members and search for classroom clinics and/or classroom
clinicmembers.Themain feature is to indicate classrooms on
themap (using red dots) in which a problem has occurred, by
just reporting this problem to the classroom clinic member.
The administrator (admin) user (after logon) has the ability to
manage the CRC system for any updates related to the map,
manage the CRC clinic members by updating their contact
information and their ID tag, and provide any updates
related to the CRC app. The classroom clinic member (after
logon) can update personal information on her account. The
classroom clinic member can find the shortest path on the
map to the classroom in which a problem has occurred after
receiving the alert (problem report) from the CRC user.

Once the problem is fixed, the classroom clinic member
can update the classroom status by changing the red dot to

a green dot as shown in Figure 5. Note that the green dot will
be removed after 30 minutes.

5. System Evaluation

In this section, details regarding the testing process are
presented. Our objective is to ensure that the application
meets all of the system and user requirements. To do this,
we tested CRC at the CCIS (College of Computer and
Information Sciences) at the female campus of King Saud
University, Riyadh, Saudi Arabia. The new female campus
of KSU contains a huge CCIS building that consists of three
floors, containingmore than 150 classrooms/offices. All of the
classrooms, offices, and meeting rooms are furnished with
different electronic devices: computers, printers, projectors,
smart boards, and televisions. The college has two classroom
clinics, e-learning anddistance learning, and a computer unit.

E-learning and distance learning are under the control of
three classroom clinic members, all of whom are responsible
for responding to calls of failures of televisions, smart boards,
terraces, and meeting rooms. They repair all of the faults of
electronic devices. The computer unit is under the control of
eight members who are responsible for responding to calls of
failures in labs.Their tasks are cleaning computers of old files,
repairing the printer, checking the Internet connectivity, pro-
viding computers for employees, and downloading required
programs.

To perform testing of the CRC app, we applied perfor-
mance testing and user acceptance testing.

5.1. User Acceptance Testing. The purpose of user acceptance
testing is to evaluate the CRC system in terms of provided
functionality and design convenience. This test also obtains
more accurate prediction of the usability and effectiveness of
the application. In addition, user acceptance testing ensures
that the system satisfies the user and the system requirements.
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Figure 4: The admin homepage (a), the classroom clinic member homepage (b), and the user homepage (c).

Find classroom clinic member

(a)

Find classroom clinic member

(b)

Figure 5: CRC interactive map, indicating the classroomwith a red dot when a problem occurs (a) and green dot when the problem is solved
(b).

We have developed a holistic test case scenario to evaluate
the functionalities available to all categories of CRC users.
Table 1 illustrates the classroom clinic member, faculty
member, and administrator test case functions. Note that all
the associated functions have passed successfully (indicated

by tick). The scenario is described as follows: the faculty
member is in a classroom, opens the CRC app, and displays
the map. The map indicates the location of the classroom
clinic, as well as the classroom clinic members who are
connected to the CRC app.When the facultymember reports
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Table 1: Acceptance test.

Task User CRC member Admin
(1) Login ✓ ✓

(2) Logout ✓ ✓

(3) Find classroom ✓ ✓ ✓

(4) Find classroom clinic or classroom clinic member ✓ ✓ ✓

(5) Display shortest path ✓ ✓ ✓

(6) Detect the current location ✓ ✓ ✓

(7) Send report ✓ ✓

(8) Search on map ✓ ✓ ✓

(9) Report list ✓

(10) Delete report ✓

(11) View state ✓ ✓ ✓

(12) Download reports ✓

(13) Switch language ✓ ✓

(14) Forgot password ✓ ✓

(15) Ask for help ✓

(16) Add classroom clinic or classroom clinic member ✓

(17) Edit classroom clinic or edit classroom clinic member ✓

(18) Delete classroom clinic or delete classroom clinic member ✓

a device failure, the indicator of the classroom on the map
turns to a red dot. At the same time, one of the classroom
clinic members intercepts the alert and finds the concerned
classroom (indicated in red) on the map.

After selecting the shortest path option, the path from the
classroom clinic member’s current location to the concerned
classroom appears on the map. Once the problem is fixed,
the classroom clinic member updates the classroom state
and the indicator color resets to green. Another scenario
concerns the search function: the faculty member is in her
office, and she faces a problem with her computer or printer.
She can search for either a specific classroom clinic member
name or the classroom clinic office that can fix the problem.
When the search is performed the related information about
the classroom clinic and/or the classroom clinic member is
displayed.

We also evaluated the functionality of the CRC sys-
tem for the administrator. As shown in the third column
in Table 1, the admin logs into the system, views the
report on the system, and then manages the database by
adding/deleting/updating a new classroom clinic and/or a
new classroom clinic member. The admin also can perform
any function available to a CRC user.

To assess the performance of our proposed system, we
evaluated the system for 10 faculty members and students, 5
classroom clinicmembers, and 2 admins at CCIS.We focused
on calculating the average time (AVT) the users took to
perform a task and the average number of errors (AVE) the
users made when achieving a task. In this test, we measured
the usability of our system in terms of effectiveness, efficiency,
and satisfaction. The effectiveness is measured based on the
number of errors that the user made when performing the
different tasks.The results from the classroom clinic member
and the faculty member/students indicated high usability

rates (AVE does not exceed 2 for each task). Furthermore, we
measured the efficiency in terms of the time the user took
when performing a specified task. Most of the tasks were
done in insignificant time, except searching using the maps,
which took approximately 30 s. Therefore, the CRC system
is efficient. Satisfaction is measured in terms of user and
system requirement satisfaction. According to CCIS users,
CRCmeets all of their needs; they expressed a desire to use it
in the future.

5.2. Performance Testing. Performance testing concerns per-
forming a series of tests until the application performance
reaches an unacceptable value.We used an Android Assistant
tool [29] to determine theCRC’s performance. Figure 6 shows
the CPU and the RAM use before and during running the
CRC system. The CRC requires only 20% of the CPU and 37
MB of RAM, which is acceptable.

6. Conclusion

RFID tag technology is a well-known wearable technology
that can be efficiently involved in education, where its func-
tioning can be simplified and changed. RFID ismainly used in
enhancing learning by helping to improve learning methods
and/or cultivating competency. In this paper, we used RFID
to enhance learning by supporting and maintaining the
student’s environment. This environment is assumed to be
all the electronic technology devices that the students use
for learning. We have presented the design and development
of classroom clinic (CRC), a mobile application to track
support service staffmembers and defective classrooms using
the RFID tag technology. To the best of our knowledge,
the proposed application is the first wearable RFID system
to enhance teaching and learning conditions. The use of
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Figure 6: Before and during running CRC system.

RFID in our application highly improves the maintenance
services. In fact, all the information about classrooms and
offices is stored in the RFID which mainly facilitates the
access to the classrooms where the problem has occurred
and/or classroom clinic members. In addition, using RFID
for communication is greatly recommended as it can easily
identify objects and thus save time. This proposed applica-
tion was successfully implemented and provided satisfactory
results. In fact, faculty reported several positive effects of
the system, namely, reducing stress and disruption to the
classroom. The application has a straightforward and user-
friendly interface that does not require high computing
skill. The application fulfills the general requirements of
various educational institutions, especially those of CCIS.
Different tests have proven thatCRC is an efficient system that
promptly responds to maintenance requests, meets faculty’s

needs, and achieves its intended purpose. This system can be
used by different educational institutions.

One object of future work is to implement this system in
different OS environments. Moreover, the application can be
improved by implementing it for all of the floors of a building
at the same time, rather than viewing only one selected floor.
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Mobile learning (M-learning) has gained significant popularity in recent past due to the explosion of portable devices and the
availability of the Internet. The use of this specific technology in learning and training has enriched the success stories of next
generation mobile information systems. While M-learning is being widely used in developed countries such as the USA, South
Korea, Japan, UK, Singapore, Taiwan, and European Union, most of the Gulf Cooperation Council (GCC) countries are lagging
behind and facing diversified challenges in adopting M-learning. Thus, investigating learners’ readiness to adopt M-learning in
higher education institution in the context of GCC is the focus of this paper. To this end, we introduce a hypothesized model to
investigate learners’ readiness to adopt M-learning.The empirical study is conducted by analyzing data collected from participants
from a GCC university using a survey questionnaire with the help of statistical tools. The results of the study will be valuable for
policy-makers in designing comprehensive M-learning systems in the context of GCC. The implication of the study results on the
next generation mobile information system is also discussed with future research directions.

1. Introduction

Teaching and learning methods got new shape with the
fast growth of Information and Communication Technology
(ICT) and have become more efficient and productive. It is
interesting to know that the initial advancement of education
took place in the 20th century with prerecorded educational
program being broadcasted through radio and television [1].
Learning through digital tools and electronic media, also
called e-learning, turned out to be popular in the mid 90s
with the advent of WWW [2]. Lately, the proliferation of
portable devices ranging from mobiles phones to laptop
computers and the emergence of new mobile technologies
motivated educators and researchers to consider using them
as a new medium of learning. For example, according to a
Statista report, mobile phone user penetration rate all over
the world was about 56.5% in 2013 and is expected to cross
65.34% by 2017 [3]. In KSA, according to a report for the
Telecom and Information Technology sector released by the
Communication and Information Technology Commission

[4], the overall count of cellular phone users reached around
53.1 million by the second quarter of 2015, with a penetration
rate of 170.5%. Furthermore, the number of Internet users in
the Kingdom is rising rapidly with a population penetration
of 66% by the same time of the year. Figure 1 shows the ICT
indicators in KSA by the second quarter of 2015.

Thus, learning is no more restricted to classroom settings
and conducted by the instructors only. Rather, it has reached
a horizon which involves the application of portable devices
as well as wireless technologies and allows the learners
to learn anywhere and anytime [5]. In recent past, M-
learning has gained significant attention in designing mobile
information systems and providing industry training in addi-
tion to general learning. The M-learning clients range from
laptop computers to mobile devices that have heterogenuos
capabilities [6] with regard to resources such as computation
power, display, and memory capacities for ubiquitous media
learning content access [7]. Thus, learning contents need to
be transcoded [8–11] to be properly viewed by the target
learners and instructors or replicated [12] to be accessed from
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Figure 1: ICT indicators in KSA by the second quarter of 2015.

anywhere at any time from any devices to avoid learning
content mismatch.

The rising interest in the field has motivated researchers
all over the world to studyM-learning phenomenon from the
perspective of a unified learning strategy [13]. Educationally
developed countries are coming up with policies to meet
the ever growing demand of learning. They are discover-
ing learning strategies by making the best utilization of
portable devices and technologies. Mobile Learning Network
(MoLeNET) in UK has funded 104 projects with a budget
of m12m which involve approximately 40,000 learners and
over 7,000 staff members. MoLeNET aims to provide a
collaborative approach to introducing and supporting M-
learning in education and training [14]. According to the
latest UNESCO report, a significant number of US states
and Canadian provinces have conducted mobile learning
projects. Apart from that, someUS andCanadian universities
are also taking initiatives to conduct mobile learning projects
[15]. In contrast, even though M-learning concept is gaining
popularity in Gulf Cooperative Countries (GCC), initiatives
to conduct large scale M-learning projects are rare [15].
Among the few, Qatar University initiated an M-learning
project funded by Qatar National Research Fund (QNRF) for
professional training in oil and gas sector in collaboration
with Canada’s Athabasca University [16]. Also, a few years
back, UAE (United Arab Emirates) launched a country-
wide blended learning project called “smart learning.” This
project aims at developing an innovative educational setting
in schools by furnishing smart classes in all schools providing
each student with a notebook and high speed 4G networks
[17, 18].

From the above discussion, it is apparent that various
studies were conducted in educationally developed countries
to adopt M-leaning in practice. It is imperative to study the
motivating factors and learners’ readiness to accept this new
learning technology in higher education institutions from the
context of developing countries such as GCC. Hence, the
current study aims at overcoming this lagging in the context
of higher education institutions in the GCC especially in
the Kingdom of Saudi Arabia. The proliferation of mobile
devices and wireless technologies does not necessarily mean
that M-learning will be adopted in education without any
impediment. A number of leaning aspects need to be con-
sidered before M-learning can be adopted. Figure 2 depicts
different aspects of M-learning such as learners’ readiness

M-learning
adoption

Learners’
readiness

Learners’
mobility

Driving
factors

Device
ubiquity

Educators’ 
willingness

Software
diversity

Figure 2: M-learning aspects.

to adopt M-learning, driving factors that direct towards
learners’ acceptance, educators’ readiness to use M-learning,
learners’ mobility, diversity of tools used, and ubiquity of
devices. Investigation of learners’ perception of M-learning
and their readiness to adopt M-learning technology is of
utmost importance for successful implementation of this
new technology in higher education. Moreover, learners’
experience with mobile devices may affect their readiness to
adopt M-learning [19].

Therefore, our goal is to investigate learners’ readiness to
adopt mobile learning in a GCC higher education institution
and to identify the impact of learners’ previous experience of
using mobile devices on adopting this learning technology. A
handful of models in the literature propose to examine user’s
willingness to accept an innovative technology in the globe of
information systems. The widely used models among them
are the Technology Acceptance Model (TAM) [20], Unified
Theory of Acceptance and Use of Technology (UTAUT), and
Theory of Planned Behavior (TPB) [21] which work based on
behavioral theories. In this study, we plan on using a locally
adapted version of UTAUT model to build a research model
to investigate learners’ readiness of M-learning adoption.
To this end, an empirical research is conducted with the
participation of undergraduate students of a GCC university.
The collected data is then analyzed to examine the used
model to make conclusions on learners’ readiness to adopt
M-learning. The research findings are likely to be helpful
for the policy makers in GCC to adopt M-learning, in
other words, educational mobile information systems, in
higher education institutions. The paper also presents some
practical implications of the study results for the acceptance
and implementation of this emerging technology in higher
education.

The rest of the paper is ordered as follows. Section 2 pro-
vides background knowledge and related literature. Research
model and hypotheses development are provided in Sec-
tion 3. Research methodology is presented in Section 4 and
discussion of the empirical results and research implications
are presented in Sections 5 and 6, respectively. Finally,
conclusions are given in Section 7 with some potential future
work.
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2. Theoretical Background
and Literature Review

This section reviews the related studies in the literature that
examine the key issues influencing the readiness to adopt
M-learning application. As mentioned earlier, a handful of
theoretical models propose to investigate the technology
adoption. The earliest among them is TAM which works on
the adoption of new technology and emphasizes two major
variables, namely, usefulness and ease of use perceived by the
users [20]. This model also considers few other constructs
such as attitude toward use and behavioral intention. In
a subsequent study, TAM is modified later on by adding
social influence and cognitive instrumental process with the
original model [22]. Yet, another model presented in the
literature which utilizes TAM as a foundation is called the
UTAUT [21]. As given in Figure 3, UTAUT attempts to put
together components from various technology acceptance
models to come up with a more unified approach. It contains
two important constructs, namely, performance expectancy
(PE) and effort expectancy (EE), which are referred to as
usefulness and ease of use experienced by users in TAM.
Additionally, UTAUT contains two other constructs, namely,
social influence (SI) and facilitating conditions (FC), which
determine user’s intent. Furthermore, four other mediating
elements, gender, age, experience, and voluntariness of use,
are also essential to understand the influence of the major
constructs on the user intention of technology adoption. In
this paper, we adopted a locally modified version of UTAUT
to investigate learners’ readiness to adopt M-learning.

A quite a bit of work was done in the literature studying
the factors affecting user willingness to accept M-learning
technology using UTAUT model. An early effort was done
by Ju et al. [23] who conducted a study which involved 245
university students to find out the influence of ease of use
on self-efficacy experienced by users. It turned out that the
earlier one affects the later one notably which optimistically
impacts usefulness and user intention to adopt M-learning.
The authors in [24] presented a conceptual framework to
analyze the user readiness to use mobile learning technology.

To accomplish that, they extended the UTAUT model and
added constructs such as mobility, enjoyment, attainment
value, and learning management by user himself. Jairak et al.
[25] performed an empirical research to examine the learners’
willingness to accept learning methods based on mobile
devices in some educational institutions in Thailand. The
study found out that all the major constructs have optimistic
relationship with learners’ intention and significantly affects
learners’ attitude towards the use of learning technology
based on portable devices in higher education. In a con-
temporary study, Wang et al. [5] managed to find out the
major determinants behind the adoption of mobile learning
and whether the other two constructs, age and gender, have
any notable impact in the adoption of mobile device based
learning. The authors modified the original UTAUT model
bymerging playfulness with learningmanagement.The study
results showed that the adapted research model includes
all constructs which are major determinants to shape the
user readiness to use M-learning in addition to gender and
age differences. In a subsequent study, the author in [26]
conducted a survey which involved 113 university students
and performed data analysis with the samemodel.The results
demonstrated that both types of expectancy played important
role in deciding behavioral intention. However, it turned
out that self-management in learning does not play notable
role in determining the learners’ intention. Moreover, gender
and age have no intervening influence on user’s intention
to adopt M-learning. In a relatively novel effort [27], the
authors conducted an empirical study in 10 universities in two
cities of Pakistan and found out that usefulness, ease of use,
and facilitating conditions have notable effect on students’
readiness to use M-learning. However, perceived playfulness
moderately affects the intention, while social influence has
pessimistic relationship to boost students’ intention in M-
learning adoption.The authors claim that their study findings
will be useful for the country’s policy-makers, especially
educators, in devising mobile learning framework in the
perspective of educationally less developed countries.

In the context of GCC, some studies were done in few
universities in Oman, UAE, and Bahrain to investigate the
driving factors and current status of M-learning adoption
in higher education. Sarrab et al. [28] studied the major
challenges that are faced by the educators in adopting mobile
learning application in higher education institutions. They
also considered economic effects where the policy-makers in
different organizations plan on adoptingM-learning from the
scratch. They have carried out three case studies in Oman
to discover the impending challenges and benefits of mobile
learning adoption in educational institutions. The authors
in [29] conducted an empirical study which involved 107
students from the college of IT at University of Bahrain
to examine learners’ view on using M-learning technology.
The research results indicated that there are significant
relationships among three major constructs, perceived ease
of use, usefulness, and facilitating conditions, which have
notable influence on learners’ willingness to use this learning
method. Al-Emran and Shaalan [30] investigated the attitude
of learners and instructors regarding the adoption of learning
using portable devices in higher education in United Arab
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Emirates (UAE) and Oman. Total of 383 university students
and 84 instructors participated in the study. The research
results demonstrated that learners in UAE are more willing
to adopt M-learning than those in Oman.

3. Research Model and
Hypotheses Development

Taking into consideration the specific higher education
institution setting in Saudi Arabia, we have modified the
original UTAUT model to investigate learners’ readiness of
M-learning adoption. We have introduced two moderating
factors, namely, learners’ creativity andmobility in the model
(as shown in Figure 4), which might be affecting the major
constructs in the model such as performance expectancy
(PE), effort expectancy (EE), and social influence (SI). As
per social influence, we have taken into consideration peer
influence as claimed by Kubilay et al. [31] to be playing
a vital role in determining the behavioral intention of the
learners. Currently, many of the universities in the KSA
do not have any M-learning infrastructure. The universities
manage online version of the offered courses through a
learning management system called Blackboard. To this end,
the current research has undertaken this endeavor to identify
the effect of this construct (peer influence) on the readiness of
learners in adopting mobile learning. Since the participants
of the study are all university students, thus representing
the same age range, we eliminated the moderating factor
age from the original UTAUT model. Furthermore, we are
conducting this study in the perspective of a voluntary
practice and hence the effect of voluntariness of use has not
been tested.The authors of the model [21] also found out that
facilitating conditions do not exhibit considerable influence
on learners’ intention and hence it was related to use behavior.
Consequently, we did not consider facilitating conditions in
our adapted model.

As shown in the proposed research model, behavioral
intention to use M-learning (IUM) is dependent on three
major constructs, PE, EE, and SI, which in turn are dependent
on three other moderating factors, namely, learners’ creativ-
ity, mobility, and gender. Venkatesh et al. [21] describe PE as
to what extent learners would find the new technology useful
and improving learners’ performance. The authors claimed
that PE is the strongest construct that affects BI the most. A
handful of other research outcomes [32–35] also suggested
that PE strongly influences BI of the user. Thus, PE can be
applied to M-learning research model to determine the effi-
cacy of this new technology to the learners which will affect

their readiness to adopt the same as a learning method. PE
will also indicate learners’ performance increase in terms of
productivity [5]. In this study, PE entails both usefulness and
learners’ performance improvement and thus we anticipate
that PE of mobile learning would have optimistic influence
on learners’ willingness to use M-learning. To this end, we
propose to test the following hypothesis.

(H1) Performance expectancy positively influences learn-
ers’ intention to adopt mobile learning.

Venkatesh et al. [21] describe effort expectancy as to what
extent users will find the new technology easy to use. Thus,
ease of use becomes a key factor to determine whether a
novel technology should be accepted by the users or not [36].
The degree of easiness demonstrated by today’s information
technology renders a low level of effort expectancy, in other
words, high level of ease of use. Research results in the
literature advocate that EE can influence BI both positively
[21, 33] and negatively [37]. The authors in [38] found out
that country factor has a moderating effect on the EE
which in turn influences BI, while yet another study [39]
concluded that users’ age can be an important factor that
influences EE. Some other studies indicated that the idea of
EE will be a stronger factor influencing user intention for
female, especially the elderly ones [21, 40], and users having
modest experience with the new technology [40]. Thus, we
expect that learners’ readiness to accept M-learning will be
determined by whether the system is easy to use or not.
Hence, the following hypothesis is proposed.

(H2) Effort expectancy significantly influences learners’
intention to adopt mobile learning.

As part of the social influence, we considered peer
influence which is defined as follows. If a peer learner
recommends that a specific system might be useful, a learner
thinks that it might be useful for him in reality and hence
the learner intends to use it [41]. In particular, peer influence
has a superior impact in case of a new system. This fact is
also advocated by Agarwal and Prasad [42] who identified
that social influence can be described as having two aspects:
superior influence and peer influence. Hence, our study takes
into account peer influence and investigates its impact on
learners’ readiness to accept mobile learning.

(H3) Peer influence significantly influences learners’
intention to adopt mobile learning.

In the literature, learners’ creativity refers to personal
innovativeness which is described as to what degree an
individual is eager to adopt a new information technology
[42]. Individuals with increased level of creativity are more
likely to build constructive attitude towards any new infor-
mation system innovations compared to those with lower
level of creativity [43]. A handful of information systems
research outcomes demonstrate that individuals’ creativity or
innovativeness is a vital moderating factor in accepting new
technology and has positive influence on users’ behavioral
intention. Based on this, we anticipated that learners that
are creative would be the pioneer in adopting M-learning in
their study and thus learners’ creativitywill have an optimistic
relation with PE and EE in our modified UTAUT model.
Hence, two hypotheses are proposed as follows.
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Table 1: Survey questionnaire.

Constructs Items used

Performance expectancy
PE 1: M-learning would help me comprehend the course content better.
PE 2: M-learning will enhance my teamwork with my classmates on group work.
PE 3: I think M-learning will facilitate my career development.

Effort expectancy
EE 1: I would say using M-learning is simple.
EE 2: I am eager to make use of an M-learning application if I get some help on how to use it.
EE 3: Revising my course materials will be easier with M-learning.

Social influence SI 1: My friends will motivate me to use mobile learning.
SI 2: Individuals whom I regard as important would support me to use M-learning.

Intention to use
M-learning

IUM 1: I plan to make use of M-learning technologies for my studies.
IUM 2: I believe I possess adequate skills to use M-learning applications.
IUM 3: I prefer to use mobile learning over other learning scheme.

Learners’ creativity

LC 1: I am enthusiastic to complete my tests and assignments using mobile learning applications.
LC 2: I am eager to use new mobile applications.
LC 3: I would take pleasure in using my portable devices for mobile learning application.
LC 4: I am willing to use mobile applications to obtain course materials and work together with my classmates.

Learners’ mobility LM 1: I can continue studying my courses anywhere and anytime.
LM 2: M-learning will make me use my time economically for learning.

(H4) Learners’ creativity has a major impact on the rela-
tionship of the model and positively influences performance
expectancy.

(H5) Learners’ creativity has a major impact on the
relationship of the model and positively influences effort
expectancy.

Mobility means the concept of learning from anywhere
and anytime and individuals have the opportunity to utilize
their time efficiently to improve performance. Furthermore,
mobility becomes an important driving factor in adopting
mobile technology for the individuals who want to use their
leisure time for learning especially during travel. In the litera-
ture [9, 44], mobility is explained and deemed vital to acquire
real-time information on the move and to be in contact with
peer learners and families. Based on this, we expect that
mobility would have a positive relation with performance
expectancy which in turn will persuade learners’ willingness
to use mobile learning. Hence, the following two hypotheses
are proposed.

(H6)Mobility shows amajor impact on the relationship of
the model and positively influences performance expectancy.

(H7) Mobility positively influences learners’ intention to
adopt mobile learning.

4. Research Methodology

4.1. Research Design. Our study makes use of structural
equation modeling (SEM) to evaluate the proposed model
by assessing the relationships among four major constructs
of the model, PE, EE, SI, and learners’ intention to use
M-learning (IUM), and the effect of moderating variables
or constructs such as learners’ creativity (LC) and learners’
mobility (LM) (as outlined in Figure 4) on the major con-
structs. The study was initiated through a survey question-
naire consisting of 21 items evaluating all six constructs based
on a five-point Likert scale. It ranges from strongly disagree
(1) to strongly agree (5). PE is assessed using three items

which primarily describe the improvement in performance
and productivity. EE is assessed using three items and focuses
on the degree of easiness in using M-learning technology.
SI is measured using two items focusing on peer influences.
LC is assessed using four items which deal with learners’
creativity and eagerness to try out novel technologies. LM
consists of two items and leverages the concept of being on the
move and keeping learning. IUM is assessed using three items
and primarily concentrates on learners’ intention or readiness
to use mobile learning in higher education level. Table 1
outlines the questionnaire that was delivered for conducting
the survey.

Since the focus of our study is to evaluate the inclination
of learners to adopt mobile learning in higher education
institutions in the GCC, we made university students as
our target group for the survey. The participants are the
undergraduate students of a GCC university. The students
are from different years of the program in the College of
Computers and Information Technology and are asked to
participate in the survey in their classes. A concise introduc-
tion to the study goals and a brief explanation of M-learning
were presented by the instructor ahead of the survey. A
grand total of 85 questionnaires are distributed for responses.
One questionnaire is removed due to being incomplete and
thus we consider sample data from 84 participants. The
participants are having an age range of 18 to 25 years.

4.2. Data Analysis and Results. We have performed data
analysis in two phases. The first phase includes the appraisal
of the measurement model to scrutinize whether the model
is a good fit with the collected data or not. The second
phase deals with hypothesis testing to verify the supported
hypotheses among the proposed ones. The statistical analysis
of survey data is completed with WarpPLS 5.0 tool.

We have assessed themeasurementmodel with respect to
item loading, measurement reliability, discriminant validity,
and convergent validity.The following principles as proposed
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Table 2: Descriptive statistics for the measurement model.

Constructs and items Mean Standard
deviation

Item
loading

PE
PE 1 3.678 1.214 0.790
PE 2 3.833 1.160 0.810
PE 3 4.226 0.986 0.843

EE
EE 1 4.345 1.227 0.860
EE 2 4.178 1.224 0.855
EE 3 3.976 1.053 0.740

SI
SI 1 3.869 1.130 0.841
SI 2 3.690 1.170 0.841

IUM
IUM 1 4.071 1.230 0.831
IUM 2 3.964 1.197 0.626
IUM 3 3.916 1.078 0.835

Learners’ creativity
LC 1 4.0 1.232 0.845
LC 2 4.142 1.132 0.796
LC 3 4.0 1.242 0.790
LC 4 4.059 1.186 0.828

Learners’ mobility
LM 1 4.261 1.142 0.881
LM 2 4.071 1.170 0.881

by the authors in [45] are used to assess themodel: (a) an item
is regarded to be reliable if item loading is greater than 0.70;
an even more relaxed version sets this threshold at 0.6 [46];
(b) the reliability of measure is inspected by using Cronbach’s
alpha and composite reliability and both of them should be
greater than 0.7; (c) convergent validity is evaluated bymeans
of average variance extracted (AVE) which is expected to
be greater than 0.5; (d) the discriminant validity among the
proposed variables is assessed by means of the square root
of each AVE. This needs to be more than the correlation
between any pair of constructs [45]. Tables 2, 3, and 4 show
the evaluation results of themodel which demonstrate that all
the values are from acceptable ranges. Overall, the assessment
results show that the measurement model reveals sufficient
level of reliability and discriminant and convergent validity.

4.3. Hypothesis Testing and Model Validation. For hypothe-
ses testing, a structural model is used to calculate path
coefficients and the variances among the constructs of the
model. In particular, variances in the dependent variables or
constructs are expounded to evaluate the ability of themodel.
On the other hand, we evaluate the statistical significance
of the proposed hypotheses by using the path coefficients.
Figure 5 demonstrates the results of the measurement model
including path coefficients and the variances. The values on

Table 3: Measuring model reliability and convergent validity.

Construct AVE Composite
reliability

Cronbach’s
alpha

PE 0.663 0.855 0.746
EE 0.673 0.860 0.755
SI 0.708 0.829 0.587
IUM 0.593 0.811 0.649
LC 0.664 0.888 0.831
LM 0.777 0.875 0.713

Table 4: Discriminant validity and correlation measures of the
model.

Construct PE EE SI IUM LC LM
PE 0.815
EE 0.660 0.820
SI 0.543 0.511 0.841
IUM 0.605 0.739 0.614 0.770
LC 0.635 0.782 0.611 0.742 0.815
LM 0.631 0.786 0.453 0.647 0.720 0.881

the edges of the graph represent the path coefficients and
variances are shown in terms of percentages.

As expected, learners’ creativity shows significant influ-
ence on performance expectancy which is confirmed by
the path coefficient between these two constructs (0.40,
𝑝 < 0.05). Hence, the study indicates that hypothesis 4 is
supported. In addition, learners’ creativity shows a significant
influence on effort expectancy as reported by the path coeffi-
cient (0.79,𝑝 < 0.05).The results thus suggest that an effective
policy could be to encourage learners with high creativity
in the beginning of M-learning adoption since it exhibits a
positive influence on effort expectancy. As agreement with
hypotheses (H6) and (H7), learners’ mobility is proven to
be strongly effective on both performance expectancy and
learners’ intention to use mobile learning. This is supported
by the study results where the path coefficients on the link
between learners’ mobility and other two constructs are
shown to be 0.38, 𝑝 < 0.05, and 0.11, 𝑝 < 0.05, respectively.

Furthermore, the study results show that all the major
constructs such as performance and effort expectancies and
social influence have strong effect on learners’ behavioral
intent to adopt M-learning. This fact is verified by the
obtained path coefficients between these major constructs
and learners’ willingness to make use of M-learning which
are 0.08, 0.45, and 0.30, respectively, with 𝑝 < 0.05 in
call cases. To further investigate the construct that affects
the learners’ intention of M-learning usage the most, we
figured out that the total effect of effort expectancy (0.45)
is much higher than that of any other construct. Also,
learners’ mobility shows a significant effect on the learners’
intention to use M-learning and it indicates the fact that
learners’ mobility could be a significant predictor of learners’
readiness of M-learning usage as a medium of study. This
result indicates learners’ preference of learning anywhere and
anytime. Table 5 summarizes the effect of each construct on
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Figure 5: Results of the hypotheses test. All the path coefficients are
significant at 𝑝 < 0.05.

Table 5: Coefficient values of the hypotheses.

Hypothesis Path Coefficient p value Supported
(H1) (PE, IUM) 0.08 <0.001 Yes
(H2) (EE, IUM) 0.45 <0.001 Yes
(H3) (SI, IUM) 0.30 <0.001 Yes
(H4) (LC, PE) 0.40 <0.001 Yes
(H5) (LC, EE) 0.79 <0.001 Yes
(H6) (LM, PE) 0.38 <0.001 Yes
(H7) (LM, IUM) 0.11 <0.001 Yes

the corresponding dependent constructs which lead to the
conclusion whether a proposed hypothesis is supported or
not. It is important to note that learners’mobility accounts for
51% of the variance of performance expectancy. In addition,
learners’ creativity accounts for 62% of the variance of effort
expectancy. Overall, our M-learning research model explains
64% of the variance in learners’ willingness of M-learning
usage.

5. Discussion of Research Results

The study results help us to empirically investigate the univer-
sity students’ perception and readiness towards the utilization
of mobile learning in higher education studies. This is also
apparent from the results where a number of motivating
factors are proven to be the key to the successful adoption
of mobile learning in the current context. The significant
influence of performance and effort expectancies confirm the
validity of using an adapted UTAUT model to investigate
the learners’ readiness to use M-learning which is indicated
by their behavioral intention to use the same. Learners with
an increased level of performance expectancy think that the
application of a learning system with mobile devices will be
advantageous for them to improve the productivity of their
studies by utilizing time that is spent in an unproductive
way during travel and commuting. This leads to the fact
that learners with relatively high performance expectancy
will tend to accept M-learning more readily as compared
to the group with lower performance expectancy. To this
end, it is imperative for M-learning designers to ensure
that M-learning contents should carry a prolonged benefit

in learners’ career development in the future. Furthermore,
high impact of effort expectancy indicates learners’ view
on mobile learning to be user-friendly and they do not
require rigorous instructions to become comfortable with the
new system. Again, this directs to the fact that M-learning
designers need to furnish higher education programs with
user-friendlyM-learning tools and applications. In our study,
we have considered social influence from the perspective of
peer influence. Results of the study demonstrate that peers’
acceptance and their thoughts about M-learning will influ-
ence learners’ perception about this innovative technology
and will encourage them to use it. However, a relatively
lower path coefficient (as shown in Table 5) reveals the fact
that social influence in the current context is shown to be a
less significant determinant of learners’ M-learning adoption
among the other constructs.

As expected, based on the prior studies, learners’ cre-
ativity, also named as personal innovativeness, in our model
has significant impact on effort expectancy due to the fact
that creative learners will find the new system easy to use
which in turn will influence them to use M-learning. This
implies that learners with high creativity will find themselves
confident in using M-learning applications and will more
likely be willing to adopt them as learning methods. In
contrast to the previous studies, the current study results
show that learners’ creativity does not have significant impact
on performance expectancy. This can be attributed to the
fact that innovative learners in the chosen higher education
institution having an easy to use perception aboutM-learning
deem this expertise an insignificant predictor of performance
expectancy.Theothermoderating variable, learners’mobility,
shows a noteworthy effect on PE and willingness to use
mobile learning. In fact, the total effect of learners’ mobility
on intention ofmobile learning usage is the highest among all
other constructs. This is due to the fact that the participants
of the study consider that the flexibility of learning by using
mobile devices and being anywhere anytime will boost their
interest in pursuing higher studies. This salient feature of
mobile learning technology and our research finding will
strengthen learners’ intention of adopting this technology in
the higher education institutions.

6. Research Implications

A number of practical and theoretical implications can be
made from our research findings which will add to the
success story of next generation innovative mobile informa-
tion systems. This study methodically demonstrates learners’
attitude and readiness of using of mobile learning in higher
education by integrating our research findings and mobile
information systems from the perspective of education lit-
erature. As such, we conclude that the usage of locally
modified UTAUT model to validate the application of M-
learning is justified. AsUTAUTwas originally formulated as a
technology acceptance model to establish user intent to use it
in an information system, additional consideration is needed
when the model is applied to an educational environment
in a mobile information system context. For example, the
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proposed research model has included learners’ mobility and
creativity to mediate the influence of three key constructs
on the learners’ intention of mobile learning usage which in
turn gives birth to a solid acceptance model in investigating
learners’ readiness to accept educational mobile information
systems. The empirical results advocate the hypotheses that
both learners’ mobility and creativity have positive impact
on performance and effort expectancies, respectively, which
are stronger determinants of learners’ readiness to use M-
learning as an educational mobile information system. Even
though the social atmosphere is vital for young learners,
research findings demonstrate that it has less significance
in determining learners’ behavioral intention towards using
mobile information systems.

The future innovative mobile systems are mostly going
to focus on attracting user attention to use the mobile
devices in academics and in businesses as well. The diverse
capabilities of portable devices will dramatically enhance
next generation mobile information systems. As such, the
dynamic phase of mobile technology will take M-learning to
a new height where both academics and industries will reap
benefits in terms of providing diverse learning experiences to
the innovative learners. Hence, we state that our M-learning
research findings will offer helpful insights for policy-makers
and researchers to better understand learners’ perception and
attitude towards M-learning and to assess the prospect of
applying such mobile technologies in the context of higher
education institutions in GCC countries and particularly
Saudi Arabia. Additionally, our current research will open
the door of future research to fully analyze the successful
M-learning requirements and to design a comprehensive
M-learning system to add to the success stories of next
generation innovative mobile information systems.

7. Conclusions and Future Research

The goal of our study is to investigate learners’ readiness
to adopt mobile learning in higher education institution in
the context of GCC countries and especially Saudi Arabia.
To this end, the study reviews the prospects and challenges
of adopting this learning technology in higher education
level from the GCC as well as global perspective. A locally
modified UTAUT model is used to assess learners’ readiness
to use M-learning technology in higher education. As such,
two additional constructs, namely, learners’ creativity and
mobility, are added to the researchmodel. An empirical study
is conducted among undergraduate students to validate the
proposed research model and to examine the impacts of
various variables on learners’ readiness to adopt M-learning.
The empirical results show that learners’ attitude towards
using this new technology is encouraging. The learners in
higher education level are ready to adopt mobile learning in
their studies and prefer the flexibility of this approach over
traditional class room based learning. The results also show
that performance expectancy, in other words, usefulness of
M-learning, is the most significant determining construct of
learners’ readiness to use this new technology followed by
effort expectancy and peer influence. Overall, the research

findings will help researchers and policy-makers come up
with design decisions on how to implement such technologies
in learning context in higher education institutions in Gulf
region and especially in Saudi Arabia.

The current study shows the results from empirical
research and hence some limitations need to be discussed
which can be addressed in future research.The participants of
the study are from only one university and from the same dis-
cipline. Hence, the sample data does not necessarily represent
all the students in the university from different disciplines. In
future, we plan to collect data from participants with different
educational background and fromdifferent institutions in the
GCC to investigate if their demographic data have substantial
influence on the perspective of the learners on M-learning
technology. Moreover, instructors have a significant role to
motivate students for the adoption of this new technology
in higher education. Further investigation should be done to
identify the instructors’ perception ofmobile learning and the
challenges that they anticipate in adopting this novel learning
method in higher education institutions in Gulf region.
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With the exponential increase in the dependence onmobile devices in everyday life, there is a growing concern related to privacy and
security issues in theGulf countries; therefore, it is imperative that security threats should be analyzed in detail.Mobile devices store
enormous amounts of personal and financial information, unfortunately without any security. In order to secure mobile devices
against different threats, biometrics has been applied and shown to be effective. However, biometric mobile applications are also
vulnerable to several types of attacks that can decrease their security. Biometric information itself is considered sensitive data; for
example, fingerprints can leave traces in touched objects and facial images can be captured everywhere or accessed by the attacker if
the facial image is stored in themobile device (lost or stolen). Hence, an attacker can easily forge the identity of a legitimate user and
access data on a device. In this paper, the effects of a trace attack on the sensitivity of biometric mobile applications are investigated
in terms of security and user privacy. Experimental results carried out on facial and fingerprint mobile authentication applications
using different databases have shown that these mobile applications are vulnerable to the proposed attack, which poses a serious
threat to the overall system security and user privacy.

1. Introduction

It is inevitable that the use of the PIN (personal identification
number) as the sole secret to control authenticated access will
become obsolete due the exponential growth and accessibility
of handheld devices. As an alternative solution, biometric-
based authentication techniques on mobile devices can effi-
ciently verify the identity of a person, not just for unlocking
the device but also for approving payments and as part
of multifactor authentication services. Biometrics refers to
physiological/behavioral traits, such as fingerprint, iris, face,
and keystroke dynamics. Unlike a password, biometrics can-
not be forgotten or stolen. This makes biometric modalities
more suitable for authentication applications, especially from

the perspective of the users. Biometric-based authentication
applications consist of two stages.The first stage is enrollment
where the system extracts biometric features of the user and
stores these features as a template. In the authentication stage,
the user presents his or her biometric trait as requested. The
user is authenticated if the extracted feature set from the given
request is sufficiently close to the stored template set.

Although biometrics can increase the security of mobile
applications over existing classical authentication techniques,
these technologies have some drawbacks and are vulnerable
to several attacks that undermine the authentication process
by either bypassing the security of the system or prevent-
ing the functioning of the system [1, 2]. However, several
attacks are mostly concerned with obtaining touch-input
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Figure 1: Attack types and levels in a biometric authentication
system.

information from the touch screen of a mobile device [3, 4].
The impostor can use, for example, fingerprint traces of a
legitimate user collected on a touched object. Facial images
can also be stolen frommobile devices or recovered from the
user’s online identity shared via social media [5]. Moreover,
many smartphone users are not aware of security issues of
mobiles and give privileges to malicious software that they
willingly install on their devices, allowing the attacker to gain
access to sensitive resources such as the device’s camera.

In this paper, we present a new attack on biometric
mobile applications based on the alteration of user images.
We suppose that the impostor has modified versions of the
user’s images and uses them to gain unauthorized access.This
type of alteration has not yet been presented in literature and
has not been applied to biometric mobile applications. We
evaluated the effect of this attack on the security of fingerprint
and facial biometric mobile applications and user privacy
using different types of image alterations.

The rest of the paper is organized as follows. Section 2
provides related works to the proposed attack on biometric
mobile applications. The proposed attack is presented and
explained in Section 3. The experimental results are reported
and discussed in Section 4. Section 5 concludes the paper and
presents a number of future works.

2. Related Works

Biometric-based applications are vulnerable to several types
of attacks, which can be classified into direct and indirect
attacks as shown in Figure 1. Ratha et al. [1] identified eight
points or levels of attacks against biometric applications
(Figure 1). The first type of attack is named sensor attack
or direct attack, consisting of presenting synthetic or fake
biometric traits to the sensor. This attack can be carried
out in several ways, such as spoofing and alteration attacks.
In spoofing attacks, the impostor presents a fake biometric
trait (i.e., silicon finger, face mask, etc.) to the biometric
mobile application in order to gain unauthorized access. In
the case of alteration, the impostor presents his own bio-
metric trait with modifications using obliteration, distortion,
imitation, or falsification [6–10]. In order to tackle this attack,
approaches for altered biometric data detection have been
proposed in [11, 12].

Indirect attacks can be launched on the interface between
modules or on the software modules. In the case of the inter-
face between modules, the attacker can resubmit previously

intercepted biometric data before extraction or after extrac-
tion of biometric features (replay attack). The transmission
channel between the comparator and database can be altered,
and the result of the comparator can also be compromised
[13, 14]. In the case of attacks on software modules, the
feature extractor module and comparator module can be
modified through injection of malware (Trojan horse) to
return the desired results. Moreover, the database can be
attacked, and the biometric templates stored in the database
can be disclosed or modified [15, 16].

For the mobile biometric application, spoofing is by far
the most used direct attack. The impostor can use infor-
mation from mobile data (left unwatched or stolen) to gain
illegitimate access to the mobile applications. In [17], the
authors discussed a spoofing attack on mobile phones using
facial biometric authentication and proposed a spoofing
attack detection method based on image distortion analysis.
In [18], different cases of spoofing attacks in automatic
speaker mobile verification systems are perfectly summa-
rized. Spoofing attacks on iris-based mobile applications
are also discussed in [19]. In mobile applications based on
signatures, authors have tested the falsification attempt to
evaluate the security of their proposed algorithm [20]. These
works highlighted the vulnerabilities of mobile biometric
applications against sensor attacks.

In the case of indirect attacks, several studies have con-
cluded that the majority of mobile application users do not
understand permission warnings when a malicious software
(e.g., backdoor) is installed, allowing the attacker to gain
system privileges and remotely access the device’s camera
[21, 22]. Phishing attacks are also considered dangerous on
biometric mobile applications where the attacker tricks the
user into downloading a malicious mobile application that
looks harmless, while giving unauthorized access to the
impostor [23]. Further, biometric mobile applications can be
attacked using the biometric traces of fingerprints or facial
photographs, which can increase the security and privacy
concerns of these applications.

3. Description of the Proposed Attack

Despite active research in recent years in the evaluation of
biometric-based mobile applications, very few studies have
focused on the effect of alteration on the security and robust-
ness of these systems. Alteration of fingerprints has been used
to hide the identity of the impostor and gain unauthorized
access to the biometric system [12, 22]. This alteration is
classified into three categories: obliteration, distortion, and
imitation. In the case of facial authentication, the alteration is
applied on the face via plastic surgery or prosthetic make-up
[10].With advances in technology, a hackerwas able to clone a
politician’s fingerprint using pictures taken at different angles
with a standard photo camera [24].

In this paper, we present other types of alterations that
can be applied on different biometric authentication systems,
especially biometric mobile applications. This attack can be
applied using different modalities, making it dangerous not
only in the case ofmobile applications based on fingerprint or
facial authentication but also in iris- and voice-based mobile
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Figure 3: Samples of altered images from the FVC2002 and Yale database.

applications. Unlike the alterations in [12, 22], the goal of
the impostor in the proposed model is to gain unauthorized
access to the system using an altered version of the real user’s
images (Figure 2).

The modified version of the user image can be recovered
from biometric traces using, for example, the user’s picture
or traces of the fingerprint left on a touched surface. The
impostor can use this image as a request to gain unauthorized
access or to acquire some information about the user, which
affects the user’s privacy. We have focused on six categories

of alteration based on the changes made on the reference
images, as shown in Figure 3; they are as follows:

(i) Alteration based on luminosity: the impostor has
modified versions of the user’s image with different
levels of luminosity. In order to change the luminosity,
arbitrarily selected values are added to or subtracted
from the user’s image.

(ii) Alteration based on noise: Gaussian noise varying
between 0 and 100 (the normalization percentage) is
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added to the user’s image in order to generate several
noisy images.

(iii) Alteration based on blur: the blurred images are
obtained using a 2D Wiener filter, and the variation
of the blur is varied between 1 and 7.

(iv) A part of the user’s image: the impostor has only a part
of the user’s reference image.

(v) A mosaic image: the impostor combines several parts
of the user’s images to create a new complete image
that is presented as a request.

(vi) A negative image: the impostor has a negative image
of the user (e.g., a negative image of the user’s photo
or a medical image of the fingerprint, which can
give high contrast of the fingerprint due to the black
background).

3.1. Security Evaluation. In order to evaluate the security of
biometricmobile applications against the proposed attack, we
defined the criterion tomeasure the percentage of acceptance
of the impostor who used altered images in order to gain
illegitimate access. We named this criterion correct matching
using alteration (CMA), which is measured using (1) for
fingerprint authentication and (2) for facial authentication for
different types of alterations where 𝑅 and 𝐴 are the reference
and the altered images, respectively:

CMAFingerprint = Matching Score (𝑅, 𝐴) (1)

CMAFace

= Number of Corresponding Associations (𝑅, 𝐴) .
(2)

3.2. Privacy Evaluation. Since biometric information is very
sensitive data, the potential to misuse or abuse it poses a
serious menace to the user’s privacy. Therefore, we analyze
the effect of the alteration attack on the privacy of the
user. We suppose that the impostor does not know the
system parameters. Our goal is to quantify the amount of
information on reference images that can be gained from
altered images. To this end, we consider an information
theory analysis under various kinds of alteration attacks, and
we examine the information content in biometric data. We
use mutual information [25] (see (3)) to measure the amount
of information leaked concerning the user’s reference image
when one or several biometric images of the same user are
fully or partially altered. The mutual information 𝐼(𝑅, 𝐴) is
measured in bits, where 𝑅 and 𝐴 are the reference and the
altered images, 𝐻(𝑅) and 𝐻(𝐴) are the marginal entropies,
and𝐻(𝑅,𝐴) is the joint entropy of 𝑅 and 𝐴:

𝐼 (𝑅, 𝐴) = 𝐻 (𝐴) + 𝐻 (𝑅) − 𝐻 (𝑅, 𝐴) . (3)

4. Experimental Results

We test the different categories of the proposed attack against
fingerprint and facial mobile applications using different
databases. Both applications are evaluated at two levels:
security and privacy. To evaluate the security, we calculate the

matching score and the number of matched associations of
the altered images used by the impostor to gain unauthorized
access. At the privacy level, we evaluate the amount of
information leaked by the impostor concerning the reference
image.

4.1. Alteration Attack against Fingerprint Authentication Sys-
tem. The fingerprint authentication application is imple-
mented based on four stages (Figure 4) [26]; the first one
is image preprocessing using image enhancement to make
the image clearer. Two methods are then used for image
enhancement: histogram equalization and fast Fourier trans-
form. Histogram equalization attempts to distribute the gray
levels in the fingerprint image, whereas the Fourier transform
connects some false bleeding points on ridges and removes
the false connection between ridges. Next, the binarization
and the segmentation are applied in order to extract the
region of interest in the fingerprint image. The second stage
is the minutiae extraction, which is based on ridge thinning
to eliminate the redundant pixels and minutiae marking to
extract the minutiae set. Since these approaches introduce
some errors, which create false minutiae, the postprocessing
stage is then needed to eliminate additional minutiae; this
phase is based on removal of H-breaks, isolated points, and
false minutiae. Finally, matching is carried out to measure
the similarity between minutiae sets of different fingerprints.
This stage is based on two steps, the alignment to arrange
one fingerprint’s minutiae according to another followed by
the matching to find the percentage of matched minutiae
between two fingerprint images. Given reference fingerprint
𝐼
1
with minutia set 𝑚

𝑖
and request for fingerprint image 𝐼

2

with minutia set 𝑚
𝑗
, we consider both minutiae matched if

the spatial difference 𝐷 between them is smaller than the
selected threshold 𝜖 and their direction difference Dir is
smaller than 𝜃

0
where

𝐷(𝑚
𝑖
, 𝑚
𝑗
) = √(𝑥

𝑖
− 𝑥
𝑗
)
2

+ (𝑦
𝑖
− 𝑦
𝑗
)
2

Dir (𝑚
𝑖
, 𝑚
𝑗
) = min (𝜃𝑖 − 𝜃𝑗


, 360 −


𝜃
𝑖
− 𝜃
𝑗


) .

(4)

Let us consider the function 𝑆(𝑚
𝑖
, 𝑚
𝑗
), which returns 1 if both

minutiae are matched as follows:

𝑆 (𝑚
𝑖
, 𝑚
𝑗
)
{

{

{

1, 𝐷 (𝑚
𝑖
, 𝑚
𝑗
) ≤ 𝜖, Dir (𝑚

𝑖
, 𝑚
𝑗
) ≤ 𝜃
0

0, otherwise.
(5)

We calculate the total number of matched minutiae based on

correct matched (𝑚
𝑖
, 𝑚
𝑗
) = ∑𝑆 (𝑚

𝑖
, 𝑚
𝑗
) . (6)

The final matching score is calculated as follows:

Matching Score =
∑𝑆 (𝑚

𝑖
, 𝑚
𝑗
)

number of minutiae
∗ 100. (7)

To analyze the effect of the proposed attack on the fingerprint
matching score, FVC2002 and FVC2004 [27] fingerprint
databases are used for experimentations. We consider the
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Figure 4: Continued.
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Figure 4: Different steps of minutia point extraction.
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Figure 5: Alteration based on luminosity for fingerprint authenti-
cation applications.

reference database with 10 users. Then, for each user, 10
images with different alteration levels are created based on
different types of alterations mentioned in Section 3. Next,
based on the verification process (i.e., a 1 : 1 relation), the
altered images are tested as requests against the reference
images and then the matching score is calculated according
to the system threshold.

4.1.1. Security Evaluation. At first, in order to show the
effect of the level of alteration on the security of the bio-
metric mobile application, we evaluate the security of the
fingerprint-based mobile application against an alteration
attack for all the users according to the alteration levels.
Figure 5 presents the matching score for FVC2002 and
FVC2004 databases with respect to the luminosity levels. We
notice that the percentage distribution of the matching score
increases when the luminosity level is decreased to −100.This
vulnerability can be explained by the ridge detection in the
case of minimal luminosity where the ridge is highlighted
in black. On the other hand, even if the level of luminosity
is altered when the images are much degraded (i.e., less
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Figure 6: Alteration based on blurring for fingerprint authentica-
tion applications.

than −80 or greater than 60), the matching score is always
high, which explains why the fingerprint mobile application
is always vulnerable to luminosity variations.

To evaluate the effect of blurring on the fingerprint
authentication system based on FVC2004 and FVC2002
databases, blurred images are used. As shown in Figure 6,
the distribution of the matching score is decreased when
the blur level is increased. The percentage of matching can
reach 55% for both databases if the impostor uses images with
high blurring levels. For example, if the level of blurring is
minimal, the matching score can reach 75%.

In order to study the effect of noise alteration, we first
calculate the peak signal to noise ratio (PSNR) [28] to mea-
sure the similarity between the reference and noisy images.
Instead of comparing the extracted features, we compare the
images without taking into account the biometric system.
When the level of noise is increased (i.e., interval [45, 100]),
the PSNR value decreases toward zero, and when the level
of noise is decreased (inferior to 48), the PSNR value is
increased. Hence, the images with less noise are considered
similar to the reference image of the user (Figure 7).
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Figure 7: PSNRwith respect to noise level using fingerprint images.
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Figure 8: Alteration based on noise for fingerprint authentication
applications.

Moreover, we also consider the case of biometric mobile
applications where images are preprocessed and then post-
processed. Hence, we compare the extracted features from
noisy images and the reference image of the user.

We present the variation of thematching score depending
on the noise levels. We notice that the matching score is
increased, even if the percentage of noise is higher in altered
images (Figure 8). This can be explained by the minutiae
extraction process where the biometric system can consider
many fake minutiae (extracted due to the noise) as veritable.
Consequently, a very noisy imagemay bematched against the
reference image with high probability compared to the less
noisy image.Thus, the impostor can be accepted if presenting
an altered image with high levels of noise.

When the impostor possesses a partial reference image
of the real user, he/she can use a partial attack to gain
unauthorized access to the biometric authentication system.
To illustrate this attack scenario, we use different parts of
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Figure 9: Alteration based on part of user’s image for fingerprint
authentication applications.
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Figure 10: Alteration based on negative image for fingerprint
authentication applications.

the user image and calculate the matching score between
the extracted features from the partial altered image and
the complete reference image (Figure 9). We notice that the
impostor can get a high matching score when the level of
alteration is minimal, whereas, in FVC2002, the matching
score reaches 52% and, for FVC2004, the matching score can
reach 58%.

In the case of alteration using a negative image, as shown
in Figure 10, the chance of the impostor being accepted can
reach 90% to 95% for both databases. This is due to the
detection of the ridges in the fingerprint images, where the
ridges are highlighted with black and the furrows with white.
The negative image can highlight the image appearance in the
sensor because of the black background, which results in an
increased number of extracted features.The vulnerability due
to this alteration can be increased using the threshold.
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Figure 11: Alteration based onmosaic image for fingerprint images.

For alterations based on a mosaic image, we combine
four different parts of the user’s biometric trait images to
create a mosaic image. As shown in Figure 11, the matching
score increases according to the threshold to reach almost
85% for both databases. We notice that the impostor can
get an even higher score due to the apparition of additional
features. However, the percentage of acceptance is related to
the combined parts because the biometric features can be
formed or distorted based on the number of used parts and
the quality of the generated image (i.e., mosaic image).

4.1.2. Privacy Leakage. A second point that we evaluate in
this paper is the privacy concern under different types of
alterations. To test the effect of information leakage on the
user’s privacy, we first measure the amount of information
leaked for each user. Then, for each type of alteration, we
calculate the average mutual information using all altered
images at different levels for FVC2002 (Figure 12) and
FVC2004 (Figure 13) databases.

For each user, the impostor can leak more information
about the reference image using altered images, especially
in the case of noisy images and increased luminosity. This
vulnerability varies from one user to another. Hence, the
attack effect is not the same for all users.This can be explained
by the difference of image quality between different users and
interclass variability.

4.2. Alteration Attack against Facial Authentication System.
To create the face-based authentication application, we cal-
culate the number of associations between the reference
and request images. At first, local features are detected and
extracted using scale-invariant feature transform (SIFT) [29].
Each image 𝐼 is described by a set of invariant features 𝑋(𝐼).
The matching process is based on the comparison of the two
images 𝐼

1
and 𝐼
2
using the measure of similarity between the

reference feature set 𝑋(𝐼
1
) and the request set 𝑋(𝐼

2
). Given

two key points 𝑥 ∈ 𝑋(𝐼
1
) and 𝑦 ∈ 𝑋(𝐼

2
), we note that 𝑥 is

associated with 𝑦 if

𝑑 (𝑥, 𝑦) = min
{𝑧∈𝑋(𝐼

2
)}

𝑑 (𝑥, 𝑧) ,

𝑑 (𝑥, 𝑦) ≤ 𝐶𝑑 (𝑥, 𝑦

) ,

(8)

where 𝑑 represents the Euclidean distance between the SIFT
descriptors, 𝐶 is the threshold selected arbitrarily, 𝑦 is the
point of 𝑋(𝐼

2
) with distance greater than 𝑑(𝑥, 𝑦), and the

minimum distance to 𝑥 is defined by the following equation:

𝑑 (𝑥, 𝑦

) = min
{𝑧∈𝑋(𝐼

2
),𝑑(𝑥,𝑧)>𝑑(𝑥,𝑦)}

𝑑 (𝑥, 𝑧) . (9)

In other words, 𝑥 is associated with 𝑦 if 𝑦 is the closest point
from 𝑥 in𝑋(𝐼

2
) according to the Euclidean distance between

SIFT descriptors and if the second smallest value of this
distance 𝑑(𝑥, 𝑦) is significantly greater than 𝑑(𝑥, 𝑦). Since
the necessary gap between 𝑑(𝑥, 𝑦) and 𝑑(𝑥, 𝑦) is encoded by
the constant 𝐶, we consider the key point 𝑦 of the request
matched with the reference key point 𝑦 if 𝑥 is associated with
𝑦 and 𝑦 is associated with 𝑥.

Figure 14 shows an example of the facial authentication
system based on the SIFT descriptor. We analyze the security
of a facial authentication system against our proposed attack
using the Yale [30] and AR [31] databases.

4.2.1. Security Evaluation. Figure 15 shows the effect of
luminosity alteration on the facial mobile applications. We
notice that the number of matched associations between the
altered and reference images is higher when the altered image
is not very degraded. If the level of luminosity is increased,
the number of corresponding associations between reference
images and the altered image decreases. Hence, when the
luminosity level is significantly increased or decreased, image
quality is degraded and then the probability to accept the
impostor is also decreased.

Figure 16 shows the effect of blurring on the facial
authentication system based on the AR and Yale databases.
We notice that the distribution of the number of associations
is decreased when the blur level is increased. The number
of correspondences can reach 150 for the AR database, if
the impostor uses images with high blurring levels. In the
case of minimal blurring levels, the number of corresponding
associations can reach 225 for the AR database and 100 for the
Yale database.

In the case of noise alteration, we first calculate the
difference between the reference and altered images without
considering the biometric authentication application (Fig-
ure 17). Our results show that the PSNR is increased when
the noise is minimal and can be decreased successively when
the noise level is increased. This means that the image with
less noise level is the image with the best quality.

On the other hand, considering the facial authentication
application, we notice in Figure 18 that the number of
matched associations is increased to reach 300/313 for the AR
database and 150/163 for the Yale database when the noise
level is almost 50%. If the level of alteration is greater than
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Figure 12: Average of mutual information for FVC2002 database.
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Figure 13: Average of mutual information for FVC2004 database.
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Figure 14: SIFT-based facial authentication system.
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Figure 15: Number of associations using luminosity alteration for
facial authentication applications.
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Figure 16: Number of associations using blurring alteration for
facial authentication applications.
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Figure 17: PSNR with respect to the noise levels.
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Figure 18: Number of associations using noise alteration for facial
authentication applications.

50%, the number of associations decreases progressively.This
can be explained by the processing due to feature extraction
where the face-based mobile application can consider false
points as veritable features. Thus, the biometric system gives
additive associations between noisy and reference images.
Hence, we conclude that, unlike PSNR, biometric authenti-
cation systems can consider the noisy image similar to the
reference image due to false extracted features.

In order to illustrate the effect of partial images on the
face-based mobile application, we measure the number of
matched associations between different partial images and
the reference image of the user (Figure 19). We notice that
the number of matched associations between the partial
images and the reference image of the user is decreased
when the level of alteration is minimal. Hence, if the level
of alteration is minimal, the impostor can have 229/303
matched associations for the AR database and 71/98 for the
Yale database, which ensures access to the system.
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Figure 19: Number of associations using partial alteration for facial
authentication applications.
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Figure 20: Number of associations usingmosaic alteration for facial
authentication application.

In the case of alteration using mosaic images, we notice
in Figure 20 that the number of matched associations is
arbitrarily distributed; this can be due to the quality of the
mosaic image that is constructed using a combination of four
different user image parts. If the mosaic image has a high
quality, the number of matched associations can increase for
some users, as shown for the AR and Yale databases.

For negative images, using the facial authentication appli-
cation based on the SIFTdescriptor, the devices cannot accept
the negative image attack. This is due to the SIFT process,
where the associations are randomly matched. The failure to
match using the negative image cannot be generalized to all
face-based authentication devices. This type of attack can be
successful for facial authentication devices based on other
biometric feature extraction processes. Figure 21 describes
the dissimilarity between the key points of the original image
and the negative image of the user, which result in a low
number of associations between both images.
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Figure 21: Matching of the original and the negative image.

4.2.2. Privacy Leakage. In order to test the privacy con-
sequence for face-based mobile applications, we calculate
the mutual information between the reference and altered
images. The average of mutual information for each user is
measured using all altered images of each user for every type
of alteration.

It can be clearly noted that, as shown in Figure 22, for
the AR database, for the face-based authentication system,
the impostor can leak important information about the user,
especially in the case of noise, blurring, and luminosity alter-
ations. In the case of the Yale database (Figure 23), we notice
that the privacy concern is increased where the impostor can
have more information (average mutual information exceeds
2) about the real user, which affects user privacy.We also note
that the negative image has a serious effect on the privacy of
the user, especially in the Yale database.

This can be explained by the nature of the Yale facial
database, which contains grayscale images, unlike the AR
facial database, which has RGB color images. Moreover,
we notice that even if the impostor who used negative
images cannot be accepted by the system, he/she can gain
important information about the user, which represents a
privacy concern.

4.3. Result Summary. Tables 1 and 2 summarize the success
probability of an impostor who has used an alteration
attack based on user image traces for different alteration
levels for fingerprint and facial authentication systems. It is
clearly shown that the levels of alteration have an important
effect on the matching score in fingerprint authentication
systems and on the number of matched associations in facial
authentication systems. On the other hand, we notice that
alteration affects the number of extracted features, which
can be increased or decreased compared to the number of
extracted features from the reference image. Hence, poor
quality fingerprints and facial images can lead to incorrect
or spurious biometric features and also can remove real
biometric features, which can deceive the effectiveness of the
biometric system. The minutiae can be added or removed
depending on the type of alteration. We also notice that
when using alterations, such as part of a user image and
blurred images, the level of alteration can affect the number of
extracted features from altered images. Hence, if the quality
of an altered image is significantly degraded (very high or
low alteration levels), the number of extracted features is
decreased.
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Figure 22: Average of mutual information using different types of alterations for the AR database.
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Figure 23: Average of mutual information using different types of alterations for the Yale database.
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Table 1: Results of fingerprint authentication application.

Fingerprint authentication application

Alteration Levels Matching score Number of features in
Reference image Altered image

FVC2002 database

Blur
1 71.42

403
273

2 55.1 345
6 31 352

Noise
1.45 77.7

162
807

49.9 88.9 490
82.29 55.66 210

Luminosity
−84.8 78

360
598

−12.25 75 681
50 50 418

Part of user image
31.16 52

600
672

93.5 28 321
115.83 16 196

Mosaic
— 66.66 287 1,167
— 37.5 700 1,071
— 30.43 505 658

Negative
— 84.78 505 1,728
— 66.66 700 1,216
— 44.44 527 1,147

FVC2004 database

Blur
1 70.58

476
703

2 55.88 623
6 50 405

Noise
1.45 14.84

518
801

49.9 58.06 370
90.36 70 598

Luminosity
−84.8 100

356
34

−12.25 100 518
50 22.22 51

Part of user image
80 65

339
612

120 55 490
160 25 108

Mosaic
— 60 339 875
— 54.54 176 629
— 42.85 237 531

Negative
— 82.5 518 528
— 75 339 503
— 57.14 231 233

5. Conclusion

In this paper we have presented, to the best of our knowledge,
the first alteration attack on biometric mobile applications.
This attack is based on image trace using altered versions
of reference images of the user in order to gain illegit-
imate access to biometric mobile applications. We have
distinguished between six types of alteration attacks and
their effects on face- and fingerprint-based authentication
mobile applications. We have altered the user’s image using
the modification of luminosity, noise, blurring, and neg-
ative images. We have also considered the case when an

impostor has a part or several parts of the user’s image(s).
Experiments are conducted on fingerprints using FVC2002
and FVC2004 databases and on face-based authentication
applications using the Yale and AR databases. We have
evaluated the matching score of both systems using the
alteration attack and then studied the effects on user privacy.
The experimental results show that biometric-based mobile
applications based on fingerprint and facial images are
vulnerable to the proposed attack. Furthermore, using this
attack, the impostor can gain more information about the
user’s reference image, which compromises the user’s privacy.
In future work, we intend to extend this work and study the
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Table 2: Results of face authentication application.

Face authentication application

Alteration Levels Number of associations Number of associations in
Reference image Altered image

Yale database

Blur
1 103

163
134

2 65 106
6 12 43

Noise
1.45 65

79
169

49.9 75 170
90.36 119 123

Luminosity
−44.61 86

79
118

−15.64 114 126
31 104 118

Part of user image
48 68

79
118

96 61 99
240 36 60

Mosaic
— 65 98 110
— 35 79 113
— 8 141 150

AR database

Blur
1 158

195
169

3 133 152
6 81 121

Noise
1.4 137

195
314

49.62 189 248
90.36 140 198

Luminosity
−44.61 181

195
194

−15.64 190 195
31 151 192

Part of user image
48 147

195
204

144 130 179
240 105 164

Mosaic
— 151 264 305
— 146 251 451
— 131 195 245

effect of trace attacks on protected biometric mobile devices
using template protection algorithms, such as fuzzy vault and
fuzzy commitment.
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Mobile information systems agendas are increasingly becoming an essential part of human life and they play an important role in
several daily activities. These have been developed for different contexts such as public facilities in smart cities, health care, traffic
congestions, e-commerce, financial security, user-generated content, and crowdsourcing. In GIScience, problems related to routing
systems have been deeply explored by using several techniques, but they are not focused on security or crime rates. In this paper,
an approach to provide estimations defined by crime rates for generating safe routes in mobile devices is proposed. It consists of
integrating crowd-sensed and official crime data with a mobile application. Thus, data are semantically processed by an ontology
and classified by the Bayes algorithm. A geospatial repository was used to store tweets related to crime events of Mexico City and
official reports that were geocoded for obtaining safe routes. A forecast related to crime events that can occur in a certain place
with the collected information was performed. The novelty is a hybrid approach based on semantic processing to retrieve relevant
data from unstructured data sources and a classifier algorithm to collect relevant crime data from official government reports with
a mobile application.

1. Introduction

Nowadays, millions of citizens go through the streets of
Mexico City, taking some specific routes that are planned by
using either public or private transportation or even walking.
Although there are well-known routes that citizens most
often take for their traveling, new routes (probably unsafe)
might be experimented especially for newcomers. This gen-
eration is not an easy task; generally it is made by routing
systems that search the shortest or fastest paths [1]. Never-
theless, a feature like security is not taken into account when
the route is generated by these systems. In particular, safety
is a critical characteristic that should be considered for these
mobile applications, especially in overcrowded large cities.
Many routing systems are based on processing linguistic tech-
niques and treating with name of places to define the origin
and destination. Thus, these works have faced well-known
linguistic problems (e.g., polysemy). In [2], a word sense

disambiguation method used to name places was applied.
Our work is oriented towards crime prevention by using
information retrieval techniques and a clustering classifica-
tion method. Other works are only focused on generating
a better performance [3] and computing the shortest path
[1]. Other approaches deal with crime information by using
location recognition, network information, geographic infor-
mation, and technologies such as augmented reality, short
message service (SMS), and near field communication (NFC)
[4]. However, clustering approaches are used to obtain the
risk level in a specific area. So, the novelty of our proposal is
the use of two heterogeneous data sources: 𝑐𝑜𝑟𝑝𝑢𝑠 of 𝑡𝑤𝑒𝑒𝑡𝑠
and government official reports, which were integrated and
processed by the Bayes algorithm for obtaining a risk level
applied to routes in a mobile system.

There are different approaches for computing the safe
path and analyzing crime events, which are based on math-
ematical models, machine learning, geospatial analysis, and
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crowdsourcing methods in mobile information systems [5].
In [6], a risk model for urban road network is proposed; it
uses amathematicalmodel based on civic datasets of criminal
activity for mobility traces in the city. But it ignores the tem-
poral dimension for filtering data crime. In [7, 8] historical
crime data are processed for identifying patterns that help in
crime prediction. In our work, we identify the risk level with-
out considering patterns directly. Commercial spatial analysis
tools are presented in [9, 10].They are very useful to study and
analyze crime patterns for strategies against crime. Crowd-
sourcing is an interesting approach for analyzing crime data,
including social information [11]. According to [12], there are
important relationships between crime and people’s activities
in the spatiotemporal context.

This paper introduces a framework based on an approach
for integrating official crime reports given by public author-
ities with crowdsourcing data, which were obtained from
the Twitter streaming. The goal is to provide safe routes
with a mobile information system in order to increase the
confidence level of the citizens that use the urban infras-
tructure of the city. Summing up, the approach combines
statistical data obtained from official information, with the
perception of people derived on a daily basis and reflected by
crowdsourcing data.Thus, this framework takes into account
events for a particular time, and continuous updates are per-
formed in order to provide recent events that occur at specific
places, which are reported by a social network community.
The crowdsourcing-based method considers a large database
of tweets, which were collected by the mobile application,
while official data were given by local authorities. Thus, the
approach applies a socialmining technique in order to extract
features from theTwitter dataset and enriches the characteris-
tics that emerged from a statistical database that qualifies the
safety in Mexico City.

The remainder of the paper is organized as follows.
Section 2 presents a discussion of the related work. Section 3
describes the general framework of the mobile information
system. Section 4 depicts the experimental results of the
mobile application, as well as the comparison with other
systems. Section 5 highlights the conclusion and future work.

2. Discussion about the Related Work

The study of crime prevention in several community environ-
ments has been explored. The Department of Police Services
of the California State University offers a list of safety mobile
applications [5]. Another example is the Sentinel Campus,
which is a free mobile application that provides crime statis-
tics for more than 4,400 universities [13]. In the social web
context, Wikicrimes is a Brazilian site that presents a crime
status based on ℎ𝑜𝑡 𝑠𝑝𝑜𝑡 maps, in which users can report
regional crime data [14]. The proposal retrieves information
in a structured way by specialized system. However, our
approach retrieves information in unstructured way by a
nonspecialized system. In [15], a study of crime prevention
systems with an analysis of the main web and mobile crime
information systems is described. Here, the information
retrieval task is collaborative; however, the authors do not use
a hybrid approachwhich integrates social and official sources.

Other applications have used spatial statistics for identifying
factors that affect directly the crime occurrence, in order to
generate a public map of crime prevention [10]. Nevertheless,
it does not consider the case when a person needs to cross an
area or point walking or in a car.

On the other hand, mobile applications for routing and
planning in city environments are increasingly becoming
essential for improving urban spaces. Thus, this indicates
the appearance of the next generation of mobile information
systems, in which recommendations are focused on decision
making in order to adequately support the growth of big
cities. Applications like CrowdPlanner [16] and DroidOpp-
PathFinder [17] are addressed to generate crowd-sensed
route recommendation systems, which request from users to
evaluate candidate routes recommended by different sources
and methods, for determining the best route based on the
feedback of those users. The routes generated by these appli-
cations are evaluated by people; in our case the assessment is
made by a clustering algorithm and by the crime occurrence.

Recently, a large range of experimental applications,
which take into account the social network and crowd-sensed
data, were developed. In [18], a spatio- and crowd-based
routing system is proposed in order to improve the recom-
mendation quality; however, it is only based on volunteered
information and the enrichment of the crime data sources
is not considered. A similar work is presented in [11], in
which the sentiments are considered as a perception of users
with respect to the security in certain geographic places [19].
Moreover, a system for routing of police patrols based on
genetic algorithms is presented in [3]. It generates particular
routes that minimize the number of crime occurrences in a
given area. The route is generated by using the shortest path
with data from a fixed time window.

In [20], a crime mapping and prediction based on histor-
ical data is proposed.This workmakes centered analyses with
spatiotemporal techniques. The analysis of crime prevention
considers the network traffic and nodes. Other proposal has
included the position of CCTV cameras to detect crime
events [21]. Thus, [22] developed a police patrolling strategy
based on the Bayesian method and ant colony algorithm in
order to reduce the average time between two consecutive
visits to ℎ𝑜𝑡 𝑠𝑝𝑜𝑡𝑠. In [23], a crime ontology is described
by using two scenarios of analysis: (1) the circumstances
of a crime, its mechanism, information of criminals, and
knowledge about the methods of crime investigation and (2)
the penal procedure and other methodological and tactical
recommendations of criminality, crime features, and events.
Another ontology-based system in crime analysis is explained
in [24], in which an ontology to represent digital incidents,
associated with digital investigation and legal requirements,
is described.

The cited approaches have been using spatial data of
crimes, but they are not able to analyze unstructured data.
In this work, we propose a hybrid approach embedded in a
mobile application, which automatically combines social and
official crime data, by using an ontology exploration method
and the Bayes algorithm to classify crime activities, according
to the Mexican penal code.
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(1) Retrieval of crime data sources

Tweets database Official reports

(2) Crime data repository

Integrated crime database

(3) Semantic processing

Crime ontology

(4) Clustering approach

(5) Generation of safe routes

Integrated crime
database

Integrated crime
database

Crime ontology

Safe routing
algorithm

Bayes algorithm

Figure 1: The general framework with its stages.

3. The General Framework

The framework is composed of five stages: (1) retrieval of
crime data sources, (2) the crime data repository, (3) the
semantic processing, (4) the clustering approach, and (5)
generation of safe routes (see Figure 1).

Summing up, the approach consists of retrieving tweets
that are related to crime events, taking into account attributes
that define the time and location when an event occurs.These
tweets are analyzed and integrated with crime data from
official sources (government institutions). The integration
process is automatically performed by using descriptions and
spatiotemporal attributes of data. An application ontology is
proposed to define candidates for the integration task. Later,
the Bayes algorithm is used to classify data that cannot be
automatically integrated. For the cases of synonymy names,
the GeoNames web service is used to solve this conflict.

The categorization is carried out analyzing the spatiotem-
poral attributes and the description of words that appear
in the tweets and/or official database record. For example,
crime events could have occurred walking or by car, with
or without violence. The description of these events is used
to categorize each record or tweet. The crime data cannot
be directly classified, because this information could be

Tweets database Official reports

Semantic analysis

Integrated database

Spatiotemporal 
analysis

Data analysis 

Figure 2: Hybrid approach: integrated crime database from the
official and social sources.

imprecise or incomplete. For instance, if a tweet does not
contain the address or any reference like points of interest,
time definition, and crime or theft, then the tweet is not taken
into consideration. Thus, information that is incomplete or
with imprecise data will be classified by using the Bayesian
algorithm. Moreover, the categorization allows us to know
what type of crime/theft occurred in certain place or point
(with or without violence). While the classification defines
the confidence (security) level for an area or street, this is
defined by the sum of all crime/theft points of an area or
street. Thus, all the categorized and classified data are used
as input parameters for the safe routing algorithm. The final
result is a safe route that does not cross or contain points with
high crime rates.

As a conclusion, the first stage presents the crime data
sources to be processed: particularly relevant tweets and
official reports. The second stage consists of building a crime
data repository. It stores data that were integrated from
Twitter and official sources. The third stage is in charge of
classifying crime records by their description. The process is
driven by an application ontology. The fourth stage gathers
the events by crime/theft type, time, and location where they
happened. Lately, classified areas are generated, according to
their confidence level (how often a crime occurs in a place,
date, and time) in order to be categorized like secure or
insecurity clusters. The fifth stage performs an estimation
based on the crime rates, which is processed by applying
a Bayesian algorithm in order to obtain crime values with
respect to points in safe routes. It visualizes the safe route
on the mobile application, according to the following crimes:
robbery with violence to passengers, theft without violence
to passengers, car theft with violence, and car theft without
violence.

3.1. Stage 1: Retrieval of Crime Data Sources. In this stage
the data are retrieved and recollected from two sources: (1)
crime information from the tweets dataset and (2) crime
information from the official reports (see Figure 2). The
following considerations for describing both processes are
outlined as follows.
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Table 1: Crime-related events from Twitter accounts covering Mexico City.

Twitter account Location Creation date Followers Number of tweets Belongs to government Website
SSPDFVIAL Mexico City 07.14.2010 369,115 154.65 Yes http://ssp.df.gob.mx/
PolloVial Mexico City 01.31.2013 667 71.91 No No website
Trafico889 Mexico City 05.14.2009 137,099 90.54 No http://siempre889.com/trafico/
Alertux Mexico City 10.16.2012 179,574 35.59 No http://www.alertux.com/
072AvialCDMX Mexico City 10.20.2010 83,535 134.71 Yes http://www.agu.df.gob.mx/
RedVial Mexico City 03.09.2010 63,702 44.81 No http://rvial.mx/

Table 2: Record structure for the official database.

Event type Year: 2012 Year: 2013
Q
1

Q
2

Q
3

Q
4

Q
1

Q
2

Q
3

Q
4

Robbery of
passenger in
public transport

159 175 154 111 102 134 115 86

Robbery of
passer without
violence

47 80 54 79 73 46 49 57

From the tweets dataset, it is important to know infor-
mation represented by tweets that talk about crime-related
events. The features were considered as follows: specialized
and generic accounts, mention of crimes in popular streets,
common abbreviations of crimes, popular places where some
crimes were committed such as malls, entertainment sites,
private and public locations, and historical monuments. This
process determined the popular words and relevant concepts
by using the ontology. Thus, the most common 𝑛-grams for
each tweet were obtained, by sorting them according to the
occurrence frequency. The repetitive 𝑛-grams were selected
with a threshold of more than 100 mentions. Thus, from
the most frequent unigram, bigram, and trigram lists, we
have identified by hand 456 common crimes on popular
streets, 150 common crime-related events, 135 common crime
hashtags, 69 common nicknames, 65 common buildings,
places, and monuments, 34 common abbreviations, and 26
common combinations of prepositions.

The dataset contains 450,250 tweets collected over a
period of six months, from January 7, 2015, until June 24,
2015, without considering retweets and posts with blank
spaces. Tweets are collected from reliable Twitter profiles that
correspond to known services and institutions (see Table 1).
The APIs that were used to retrieve crime tweets were the
Search API and Twitter4j.

With respect to official reports, they were retrieved by the
InfoDF system.Theprocess consisted of requesting to the SSP
and PGJ government agencies and the records with respect
to crime information such as robbery of passerby and vehicle
theft.

On the other hand, information retrieved from the SSP
agency contains more details than information from the PGJ
such as the type of offense, the colony or area where the event
occurred, and the time. A processed record from the official
police database (PGJ-DF) is shown in Table 2. It represents

a crime/theft associated with a location or neighborhood, as
well as the time by trimester.

3.2. Stage 2: A Crime Data Repository. In this stage the
most relevant tweets are identified in order to carry out
a semantic matching, which is driven by an ontology that
was adopted from [23]. A fragment of this ontology for
integrating semantically crime tweets with official reports is
depicted in Figure 3.

The ontology is explored by Algorithm 1, and it uses
the hyperonymy and synonymy as semantic relationships
in order to find a matching between each tweet and crime
report. It means that if a tweet is expressed by domains of
time and location, their hyperons and synonyms are searched
within the ontology for contextualizing them. So, synonyms
and hyperons are stored into a vector.The process is repeated
by each record of the official institutions; the obtained vector
is compared and in case of a match, then, a term or concept
is the same or has the same parent; thus, it is considered a
candidate to be unified. In other words, if a match is found,
then the data are mixed (tweets and databases from the PGJ
and SSP).

3.3. Stage 3: The Semantic Processing. The applied process
to tweets establishes the following tasks. (1) 𝑇𝑜𝑘𝑒𝑛𝑖𝑧𝑒𝑟. It
consists of separating and identifying the tweets, as well as
filtering the tweets to remove the stop words from the token
stream. This task was performed by Lucene system [25]. (2)
𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝐷𝑎𝑡𝑎. This task involves analysis of tweets; they
are identified by spatial, temporal, and description attributes
in order to identify where, when, and how a crime event
occurred. (3) 𝐶𝑎𝑡𝑒𝑔𝑜𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛. It uses the semantic matching
by means of grouping the tweets, according to the crimes
defined in the ontology. The semantic distance for each
processed tweet is computed by using the weighted crime
rate.The output of this stage is a set of tweets categorized by a
crime type. Figure 4 shows a general diagram that describes
the integration of these tasks. Thus, in order to illustrate the
above, two different records from Twitter dataset at different
levels of spatial granularity are presented as follows:

(1) @SSPDFVIAL: crime report in public transport, with
a fire arm, Iztapalapa,

(2) @Alertux: theft of students in Ecatepec, streets 105
and 106 @RedVial.
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Input: Tweets
Result: Unified and categorized tweet

(1) Let 𝑞[𝑖] = 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝑜𝑓 𝑡𝑤𝑒𝑒𝑡
(2) 𝑛 = 0
(3) while 𝑛! = 𝑖 do
(4) Parsing and identification (𝑞[𝑖])
(5) node.start()
(6) while node != null do
(7) 𝑗 = 0, 𝑖 = 0;
(8) if Hyperonomy or Similarity(concept name) then
(9) 𝑐𝑜𝑛𝑉𝑒𝑐[𝑗] = 𝑔𝑒𝑡 𝑝𝑎𝑟𝑒𝑛𝑡 𝑎𝑛𝑑 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛(𝑛𝑜𝑑𝑒)

(10) node.next()
(11) 𝐶𝑟𝑜𝑤𝑑𝑉𝑒𝑐𝑡𝑜𝑟[𝑗] = 𝑒V𝑒𝑛𝑡𝑇𝑦𝑝𝑒 𝑠𝑒𝑎𝑟𝑐ℎ(𝑐𝑜𝑛𝑉𝑒𝑐[𝑗])
(12) temporal search(conVec[𝑗])
(13) 𝑗++, 𝑘++, 𝑛++

Algorithm 1: The OntoExplore algorithm.

Thing

Crime

Crime against Crime against

Theft

Violent theft Nonviolent theft

Carjacking Robbery
Car stolen from 

Armed robbery Highway robbery

parking

property person

Figure 3: A fragment of the crime ontology to semantically match tweets and official information.

Tweets analysis 
Spatial analysis

(GeoNames and gazetteer)

Linguistic analysis
(dictionary)

Temporal analysis 

Filtering and cleaning
data

(Lucene system)

The OntoExplore
algorithm
execution

Categorized crime
records

Integrated crime
database

Figure 4: Tasks involved in the semantic processing.

The cleaning process includes the adaptation of
Algorithm 2 for removing stop words, according to the
definition presented in [26].

On the other hand, a tweet is associated with a record
of the official database according to its relevance, by using

the ontology and the hyperonymy relation. The relevance is
measured by contextualizing the record and the tweet. This
means that each semantic item of the tweet and record is
identified, and then it is searched in the crime ontology in
order to find matching terms, synonyms, or related concepts.
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Input: An arbitrary stop word dictionary 𝑇, the set of schema trees 𝑄𝐼
Result: A maximal set of stop words 𝑇

(1) 𝑇 ← 0
(2)𝑊 = the set of all words in the domain
(3)𝐷 = 𝑇 ∩𝑊
(4) while exist word 𝑤 ∈ 𝐷
(5) for each interface 𝑞 ∈ 𝑄𝐼
(6) remove the stop word constraints for the lables of sibling nodes
(7) if no stop word constraint is violated then then
(8) 𝑇


← 𝑇 ∪ 𝑤

(9) else
(10) remove antonymus of 𝑤 appearing in𝐷 from 𝑇
(11) return 𝑇

Algorithm 2: Removing stop words.

For example, in the first tweet above, the location is not
precise; only the name of neighborhood is given, but the
streets are not defined. However, these features enrich the
description of the event.

Therefore, the tweet is contextualized and related to the
concept “violence.” Moreover, the second tweet has a precise
location, but it is imprecise regarding the event description.
This process generates a semantic classification matched to
the official database categorization, in which each tweet
is described according to few categories either Boolean or
descriptors (e.g., theft, crime, and violence). The location is
derived by the neighborhood, street name, or spatial relation
(e.g., near and far). The time is computed by explicit data
(at 11:00 am) or temporal adverbs (e.g., now and afternoon).
Thus, a parsing that contains the attributes identified by the
semantic classification (event type: crime and theft in car or
walking) for evaluating the domains is generated.The parsing
structure that was obtained by analyzing the tweet application
is presented as follows.

@semantic classification
Theft,Crime,Theftwith violence,Theftwalking,Theft
in car, Theft without violence
@attribute day Mon, Tue, Wed, Thu, Fri, Sat, Sun
@attribute id location 30339461, 30339462, 30339493,
30339495, 30339496, 30339671, . . .
@attribute time 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20, 21, 22, 23, 24
@data
Mon, 30339461, 10, Theft
. . .

Fri, 30339671, 20, Crime
. . .

The label@semantic classification represents the result of the
semantic matching,@attribute represents the valid attributes
and their domains, and@data denotes the classified data after
syntactic and semantic-syntactical analysis.

3.4. Stage 4: The Clustering Approach. In this stage an
approach based on Bayes algorithm is proposed for clustering
the crime data that are stored in the repository. A bag ofwords
is used in order to classify the crimes; it means that there is
a set of words that describes each type of theft or crime. If a
tweet or record contains these words, it is classified according
to the type of theft or crime that these words represent in
the database. So, the Bayes algorithm classifies tweets or
records that do not contain these words or only one of these
words. The goal is to classify tweets that are relevant and that
the semantic processing cannot classify. Thus, a tweet that
describes a theft or crime which does not have an exact loca-
tion, time, or description will be classified by using the Bayes
algorithm.

The Bayes algorithm takes into account certain features
(words that compose a tweet or record from official database)
that are identified and assigned to a particular cluster. In this
task, many clusters can appear, and they will be filtered later.
The Bayes theorem is useful not only to cluster data related to
crimeor theftbut also to cluster datawhen they containwords
that do not belong to a type of crime; so these clusters will be
omitted. The use of Bayes algorithm had two specific goals:
the first one is to classify data that cannot be semantically
classified and the second is oriented towards performing an
estimation. For example, a user requests a safe route in certain
area, but there are not data of theft/crime reports, neither
Twitter nor official database for this area. So, this approach
finds the cluster which belongs to the area (e.g., a safe or
unsafe cluster) andmakes an estimation to this zone for deter-
mining what points are probably safer than others. Finally,
weights are assigned for all points and these weights are sent
as parameters to the safe route algorithm.

Equation (1) was applied to data and they were clustered.
The next estimation is also computed for establishing a
probability for each point that belongs to a route and a crime
event. In other words, such equation defines the likelihood
that an event occurs on a given day and time and at a specific
location:

𝑃 (𝑐 | 𝑥) = 𝑃 (𝑥) ×

𝑃 (𝑋 | 𝐶)

𝑃 (𝑥)

. (1)
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Input:𝑁 = 𝑛
1
, 𝑛
2
, . . . , 𝑛

𝑘
Set of nodes

𝑛
𝑠
start node

𝑛
𝑓
finish node

Result:𝐷 = 𝑑
1
, 𝑑
2
, . . . , 𝑑

𝑘
Set of distance values (weighted crime rate)

(1) Assign distance values 𝑑(𝑛
𝑠
) = 0, 𝑑(𝑛

𝑖
) = ∞∀𝑛

𝑖
̸= 𝑛
𝑠

(2) Let 𝑈 = 𝑁 − 𝑛
𝑠

(3) Let current node 𝑛
𝑐
= 𝑛
𝑠

(4) while exists(𝑛
𝑐
) do

(5) foreach neighbor(𝑛
𝑐
) do

(6) Let be 𝑛
𝑗
= 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟(𝑛

𝑐
)

(7) if 𝑑(𝑛
𝑗
) > 𝑙𝑒𝑛𝑔𝑡ℎ(𝑛

𝑗
, 𝑛
𝑐
) + 𝑑(𝑛

𝑐
) then

(8) 𝑑(𝑛
𝑗
) = 𝑙𝑒𝑛𝑔𝑡ℎ(𝑛

𝑗
, 𝑛
𝑐
) + 𝑑(𝑛

𝑐
)

(9) 𝑈 = 𝑈 − 𝑛
𝑗

(10) if 𝑛
𝑓
∉ 𝑈 or min(𝑙𝑒𝑛𝑔𝑡ℎ(𝑛

𝑖
, 𝑛
𝑗
)) = ∞∀𝑛

𝑖
, 𝑛
𝑗
∈ 𝑈 then

(11) return 𝑑(𝑛
𝑘
) ∀ 𝑛
𝑘
∈ 𝑁

(12) else
(13) 𝑛

𝑐
= 𝑑(𝑛

𝑖
) = min(𝑑(𝑛

𝑗
)) ∀ 𝑛
𝑗
∈ 𝑈

Algorithm 3: The safe routing algorithm.

The clustering approach obtains some probabilities that
represent the estimation for specific crimes that were previ-
ously classified semantically.These probabilities define possi-
ble hot spots that represent events, which are directly associ-
ated with streets. In addition, the method classifies incoming
data generated by the categorization task, searching patterns
that were defined as words associated with a crime. It gen-
erates some predictive spatiotemporal patterns according to
the indicated parameters.Thus, the goal is to search the crime
probability for specific locations in a given route for having
some criminal events when a user travels on that route. The
probabilities are based on the following combinations:

let 𝑃(coordinate = [𝑥, 𝑦] | event) be the probability
of an event directly related to its location and let
𝑃(𝑑𝑎𝑦 𝑟 𝑡𝑖𝑚𝑒 | event) be the probability of an event,
taking into account its temporariness. So, the compu-
tation of such probabilities is presented as follows;
𝑃(𝑐 | 𝑥) represents a subsequent probability and it is
defined by the probability that an event occurs con-
sidering past events, inwhich𝑃(𝑥) represents the total
probability, which denotes the number of times that
some given attributes appear in the events (e.g., theft);
𝑃(𝑥 | 𝑐) represents the conditional probability, which
is denoted by the number of times when a target
appears in each attribute (e.g., car), taking into
account the total number that the target appears in
all attributes;
𝑃(𝑐) is defined as an a priori probability, which repre-
sents the number of times that a target appears in all
events.

Events, attributes, and locations are identified and clas-
sified by the Bayes algorithm. The clusters are generated
according to the defined patterns that were used in the
training process. Particularly, the places are described as
trusted or untrusted. The probability is used as a weighted

value and it is normalized in a range of [0, 1], where 0
represents the lowest and 1 the highest likelihood. Thus,
these values are used in the route generation. An example of
the clustering computation with the obtained likelihood is
presented as follows.

Classified Event (“12/05/2014”, “3”, Monday,
1,2255928567); {“Event”: “Theft”, “ID Coordinate”:
“30339694”, “latitude”: 19.4038744, “longitude”:
99.150226, “Probability”: “0.0009295401”}, {“diag-
nosed weight: 0.89”}

3.5. Stage 5: Generation of Safe Routes. The safe routes are
visualized in the mobile mapping application, which was
developed as a client, by using REST (Representational State
Transfer). It is a web service technology that generates
requests and the data parsing is received by the server. The
spatial feature is supported byOpen StreetMaps [12].The safe
route is obtained by the adaptation of the Dijkstra algorithm,
in which the nodes in the network are assigned as an average
weight that was obtained from the number of crimes for a
specific point or geographic area. The values generated from
the Bayes algorithm reflect the probability of having or not an
event such as “theft/crime.”

Let 𝑛
𝑠
be the starting node called initial node and let

𝑑 be the distance of node 𝑛
𝑘
from the initial node to 𝑛

1
.

Safe route algorithm assigns some initial distance values
based on the weighted crime rate for these points. So, the
weighted crime rate is computed by the number of com-
plaint crime/theft occurrences in a specific point and time.
Algorithm 3 describes the process for obtaining the safe
routes.

Thus, this algorithm uses data that were sent by the
mobile application (origin and destination points) in order to
return a route that avoids locations where crime events have
occurred. The confidence level is a metric that is computed
by considering the number of crime incidents that have
occurred in a specific point and time. This is used as a
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weighted value for the safe routing algorithm. The displayed
route is marked with coordinates that were returned by the
algorithm, in order to visualize the route on the mobile
mapping application.

The weights can be also relaxed by spatial and temporal
values such as date (day, month, and year), location (point or
area), and time (hour or period). In the interface level, users
can configure the route search process by modeling some
parameters as follows. If the route is generated by using either
social, official, or integrated data source, then the search
process also makes a difference between different transporta-
tions (e.g., walking or by car).

4. Experimental Results and Evaluation

The mobile application was implemented in Android 4.0,
and the tests were performed in mobile devices. In this
section, the results based on information of Mexico City
are presented. The repository is composed of 5,441 events,
which were recollected and processed from the tweets and
correlated with official reports. In this dataset, a frequency
table is generated, which indicates the number of times that
each attribute appears, given events such as theft and crime.

The frequency values are defined as weights when deriv-
ing a safe route. All values are assigned to corresponding
nodes in the network. In addition, the probability that an
event occurs at some location and specific date is computed
and stored in a vector table. This also allows a comparison of
crime probabilities at different places.The sort of summariza-
tion provides a support to evaluate the probability of an event
to occur at a specific location and/or particular time (e.g.,
the probability that a crime or theft can occur in “Avenue
Eje Central on Monday”). Then, the probability that an event
occurs at a given place and time is defined in the following
example: “On Monday at 9:00 am in Iztapalapa.”

𝑃(𝑥) = 𝑃(Monday) = 220/2149
𝑃(𝑥 | 𝑐) = 𝑃(Monday | Theft) = 18/218
𝑃(𝑐) = 𝑃(Theft) = 218/2149
𝑃(𝑐 | 𝑥) = 𝑃(Monday | Theft) =
𝑃(MONDAY) times𝑃(THEFT | Monday)/𝑃(Mon-
day) = 0.0818

(1) The probabilities of some classified crime events are
computed.

(2) The selected combinations (e.g., theft at a particular
location and time) are defined.However, this problem
is NP-hard; thus a semantic classification has been
applied to restrict the search space and decrease the
computational complexity.

(3) This provides the probabilities for all events that occur
for each particular domain value.

An example to compute the probability for crime events,
such as the probability that “a theft occurs at a given location
on Friday, or a crime occurs onTuesday at noon,” is presented
as follows.

𝑃(Theft) = 0.104
𝑃(Crime) = 0.065
𝑃(Crime(𝑤)) = 0.017
𝑃(Crime(𝑝)) = 0.812
. . .

𝑃(Theft | day = Monday) = 0.032
𝑃(Crime | day = Monday) = 0.13
𝑃(Crime(𝑤) | day = Monday) = 0.017
𝑃(Crime(𝑝) | day = Monday) = 0.813
𝑃(Theft | hour = 9) = 0.1
𝑃(Crime | day = 9) = 0.05
𝑃(Crime(𝑤) | hour = 9) = 0.05
𝑃(Crime(𝑝) | hour = 9) = 0.8
𝑃(Theft | hour = 1245612) = 0
𝑃(Crime | day = 1245612) = 0.2
𝑃(Crime(𝑤) | hour = 1245612) = 0
𝑃(Crime(𝑝) | hour = 1245612) = 0.8
⇒

𝑃(Theft | Time = 9&& day =Monday && coordinate
= 1245612) =
𝑃(Theft) × 𝑃(Theft | day = Monday) × 𝑃(Theft |
time = 9)×(Theft | coordinate = 1245612) = 0.104×
0.032 × 0.1 × 0 = 0

The example was based on taking into consideration the
defined points from a given area, it means that we have the
estimation that an event occurs in 𝑥 point at 11 am or in 𝑥
point in several hours of the day. The probability that a theft
occurs is increasing/decreasing depending on the hour and
the day of week. In that case, the user can also ask for all
possible combinations near his location. For instance, for 𝑦
point, he wants to know the probability of suffering a theft at
different hours of a day. So, he can know what event (type of
crime) is the most common to occur for an 𝑥 point at 6 pm.

Figures 5 and 6 show safe routes between two points
for transient users, where the circles on the map represent
untrusted points. The route was generated by avoiding these
points; although this means that the path could be longer, it is
the safer route. Moreover, Figure 6 depicts the generated safe
route for the same points indicated in Figure 5, not only when
the user is not a transient but also when the user is a driver.
In this case, the route is different because the estimation is
carried out only processing the event types related to drivers.

Finally, it is possible to generate routes considering the
data reports of different periods of time (e.g., thefts and
crimes occurred from April to July in 2015). The safe routing
algorithm generates a specific route that avoids the points
where theft events have occurred in the past. Nevertheless,
the generated route can change if the user increases the time
period for taking into account (e.g., from January to March
in 2015) or including all temporal data available (e.g., from
2013 to 2015). It allows us to know what location is safer than
others at specific day and hour in the same geographic area.
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Figure 5: Suggested safe route for a transient.

Figure 6: Suggested safe route for a user in a car.

Figure 7 depicts the events that occurred to transients and
drivers from official and social sources; the icons represent
theft of transients and drivers with and without violence, as
well as theft of house.

On the other hand, the obtained results in Figures 5,
6, and 7 were compared with the Official Crime Map Sys-
tem (http://www.mapadelincuencial.org.mx/). Figure 8 only
depicts events that volunteersmarked as points where a crime
or theft with violence occurred; the data difference is evident
and the possibilities to configure the system are very limited
in comparison with the proposed mobile information system
(see Figure 9).

Thus, Figure 10 shows the hybrid map view from the web
version. The events in yellow color were reported by the
social network source and events with blue color represent
the official source.

5. Conclusions and Future Work

In this paper, a hybrid approach for finding safe routes
using semantic processing and classification algorithms, with

Figure 7: All events occurred from 2013 to 2015.

Figure 8: Crime map (made by volunteers).

data provided from a social network and the official crime
reports, is presented. As a case study, a mobile information
system was developed. It generates safe routes based on
crime reports of Mexico City from large tweet repository
and official databases. The data are semantically classified
to determine whether the tweet describes a crime event or
theft; in case of tweets which cannot be identified as crimes,
they are evaluated by Bayes algorithm, which clustered them
according to the contained description.Thus, the clusters are
used tomake prediction regarding the possibility that a crime
can occur in a specific place and hour. The spatiotemporal
analysis determined the location where the crime events
occurred. Moreover, the confidence level of a location was
defined and it was used as a parameter for computing the safer
route.

Themain contributions of this work are as follows: (1) the
design of a hybrid approach based on semantic processing
to retrieve crime data from a social network source; (2) the
integration of crowd-sensed data with official government
sources; (3) the validation of a tweet performed by comparing
the sources, using 𝑘-fold cross validation; (4) the estimation
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Figure 9: Theft/crime events that occurred in a specific time from
the mobile information system.

Figure 10: The hybrid map view from the web version.

model based on the Bayes algorithm to obtain safe routes with
data that were provided by the mobile device; and (5) the
design of amobile information system to generate safe routes.

According to the results of the estimation. the certainty
degree is around 75% of effectiveness. It was tested by
comparing areas with crime data, but the records were
intentionally removed and original copy was kept.Thus, with
the results of the estimation, a comparison with the original
copy was performed. So, we found that the estimation has a
performance of 75% for all the points of the data sample.

In addition, a metric to measure the confidence level or
security for certain points and areas of Mexico City has been
proposed. It allows finding safe routes, according to paths
with a low crime rate. Moreover, the mobile application gath-
ers long-term statistical data with almost real information
from citizens, which are acting as sensors in the city. The
results of the mobile system have been tested and compared
with the Crime Map System.

Future works are oriented towards evaluating the cogni-
tive perception of people, taking into consideration points

or geographic places for finding comfortable routes. The
sentiment analysis will be treated in order to incorporate this
feature as a parameter in the computation of routes. Addi-
tionally, we are proposing the integration of ourmobile appli-
cation with the Mexican CCTV camera systems for sensing
the dynamic of certain areas in the city. This contribution is
focused on developing mobile information systems for rout-
ing and urban planning in city environments. Mobile appli-
cations are increasingly becoming essential for analyzing the
urban dynamic of big cities. Thus, the appearance of the next
generation of mobile information systems will be devised in
real-time road network conditions. In addition, this genera-
tion is oriented towards improving the quality of human life
for increasing the sustainability of the smart cities.
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Posgrado (SIP) under Grants 20162006, 20161899, 20161869,
and 20161611.

References

[1] H. Zhang, Y. Xu, and X. Wen, “Optimal shortest path set
problem in undirected graphs,” Journal of Combinatorial Opti-
mization, vol. 29, no. 3, pp. 511–530, 2015.

[2] W. Templeton-Steadman and R. Williams, “Information deliv-
ery system and method for mobile appliances,” US Patent App.
11/562,054, 2006.

[3] D. Reis, A. Melo, A. L. V. Coelho, and V. Furtado, “Towards
optimal police patrol routes with genetic algorithms,” in Intel-
ligence and Security Informatics: IEEE International Conference
on Intelligence and Security Informatics, ISI 2006, SanDiego, CA,
USA, May 23-24, 2006. Proceedings, vol. 3975 of Lecture Notes
in Computer Science, pp. 485–491, Springer, Berlin, Germany,
2006.

[4] V. Ceikute and C. S. Jensen, “Routing service quality—local
driver behavior versus routing services,” in Proceedings of the
IEEE 14th International Conference onMobileDataManagement
(MDM ’13), vol. 1, pp. 97–106, IEEE, June 2013.

[5] Safety Apps, October 2015, http://www.csun.edu/police/safety-
apps.

[6] E. Galbrun, K. Pelechrinis, and E. Terzi, “Urban navigation
beyond shortest route: the case of safe paths,” Information
Systems, vol. 57, pp. 160–171, 2016.

[7] T. Wang, C. Rudin, D. Wagner, and R. Sevieri, “Learning to
detect patterns of crime,” in Machine Learning and Knowledge
Discovery in Databases, vol. 8190 of Lecture Notes in Computer
Science, pp. 515–530, Springer, Berlin, Germany, 2013.

[8] C.-H. Yu, W. Ding, P. Chen, and M. Morabito, “Crime forecast-
ing using spatio-temporal pattern with ensemble learning,” in
Advances in Knowledge Discovery andDataMining: 18th Pacific-
AsiaConference, PAKDD2014, Tainan, Taiwan,May 13–16, 2014.



Mobile Information Systems 11

Proceedings, Part II, Lecture Notes in Computer Science, pp.
174–185, Springer, Berlin, Germany, 2014.

[9] L. Scott and N.Warmerdam, “Extend crime analysis with arcgis
spatial statistics tools,” ArcUser Magazine, 2005.

[10] M. Leitner, Crime Modeling and Mapping Using Geospatial
Technologies, vol. 8, Springer, Dordrecht,TheNetherlands, 2013.

[11] J. Kim, M. Cha, and T. Sandholm, “Socroutes: safe routes
based on tweet sentiments,” in Proceedings of the 23rd ACM
International Conference on World Wide Web (WWW ’14), pp.
179–182, Seoul, South Korea, April 2014.

[12] M.Haklay and P.Weber, “Openstreetmap: user-generated street
maps,” IEEE Pervasive Computing, vol. 7, no. 4, pp. 12–18, 2008.
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With the rapid development of Internet of things (IOT) and indoor positioning technologies such as Wi-Fi and RFID, indoor
mobile information systems have become a new research hotspot. Based on the unique features of indoor space and urgent needs on
indoor mobile applications, in this paper we analyze some key issues in indoor mobile information systems, including positioning
technologies in indoor environments, representation models for indoor spaces, query processing techniques for indoor moving
objects, and index structures for indoor mobile applications. Then, we present an indoor mobile information management system
named IndoorDB. Finally, we give some future research topics about indoor mobile information systems.

1. Introduction

Over the past years, with the rapid development of indoor
localization technologies, such as Wi-Fi and RFID, mobile
information systems for indoor space have emerged as a
hot research topic. Indoor space has some unique features,
which calls for new techniques to developmobile information
systems towards indoor space.

Comparing with Euclidean space and road network
space, moving objects in indoor space have several unique
features:

(a) Indoor space is a limited three-dimensional space.
The movement of objects in indoor space is limited by walls,
doors, and obstacles. Some other restrictions on doors may
also exist. For example, one-way doors can only be accessed
during a specific time frame, for example, from8AMto 5 PM.
Such constraints combining temporal and spatial properties
bring new challenges to modeling and querying indoor
moving objects.

(b) Both Euclidean space and road network space use
GPS (Global Positioning System) to get their latitude and
longitude coordinates, which is not suitable for indoor
space. New positioning techniques such as Wi-Fi, RFID, and
Bluetooth are employed for the localization in indoor space.
In addition, instead of geographic coordinates, symbolic
coordinates like “Floor 5, Room 503” are usually used in

indoor environments.The change of positioning technologies
and coordinate systems calls for redesigns of moving object
databases for indoor space.

(c) In outdoor space, distance between two objects is
computed by their latitude and longitude coordinates. How-
ever, in indoor space, a new distance measurement method
needs to be defined based on symbolic coordinates, which has
to consider the influence of indoor elements like elevators,
stairs, and obstacles. Distance-aware queries (such as 𝐾NN
queries and navigation queries) in outdoor space need to
be adjusted to the new distance measurement in indoor
space.

These new indoor-space features make it difficult to use
existing technologies in outdoor mobile data management
for indoor space. On the other side, there are many potential
applications in indoor space, which are summarized as
follows.

(a) Indoor Navigation. Since indoor environment is a limited
space with a series of constraints and obstacles, a navigation
system is needed for guiding users to their destinations. For
example, an airport navigation system on mobile devices can
help foreign tourists find an optimized path of shopping,
waiting, and boarding. An indoor park guiding system can
help drivers find their way to an empty parking space or the
exit [1].
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(b) Information Acquisition and Recommendation. Infor-
mation acquisition and recommendation are an important
component of indoor location-based services. It allows users
to have an interaction with nearby interest points or other
users. In a large shopping mall, customers can use such
information system on their mobile terminals to find stores
which are conforming to their interest or have a high score.
On the business side, they can push ads or discount messages
to customers based on their location and interest.

(c) Objects Monitoring and Management. In some situations,
applications of monitoring indoor objects are in demand.
These situations include products on a pipeline, stocks in
a warehouse, and equipment in a hospital. A well-built
indoor object monitoring system can help administrators in
control of these objects’ movement and they can be informed
immediately when error occurs.

(d) Outliers Detection. Outliers can be detected from a
large number of indoor moving objects by analyzing their
trajectories [2, 3]. This technology can be helpful in the field
of public security. People with an abnormal behavior pattern
can be seen as a threat in some specific indoor space, such as
metro and museum.

(e) Indoor Social Network Service. So far, SNS (Social Network
Service) has become one of the most popular forms of
communication on network. Some SNS applications like
Foursquare are famous for their location-based service. Users
can “check in” their current “venue” and share it to friends.
However, GPS based localization technology cannot recog-
nize people’s indoor position precisely, so we need indoor
information systems to improve the user experience in SNS
[4, 5].

Since there are many kinds of new applications in indoor
space and previous knowledge in Euclidean space or road
network space cannot support indoor space, new designs
have to be considered towards indoor mobile information
systems. Recently, the research is just beginning and in rapid
developing stage now.

The first light of research on indoor mobile information
system appears in 1990s, which was focused on indoor
robot navigation system in the beginning. Surmann et al.
[6] designed a fuzzy indoor mobile robot navigation system
with the technology of artificial intelligence. Later, several
indoor navigation systems were implemented by using kinds
of physical sensors [7, 8]. But lacking effective way to acquire
the precise position of indoor objects makes these systems
hardly practical. In the last decade, with the development
of indoor localization technology and smart mobile devices,
researchers gradually began to pay attention to the man-
agement of indoor moving objects. Jensen et al. started
to work on indoor moving objects database in 2009; his
first research included modeling indoor space and analyzing
uncertainty of indoor moving objects [9]. After Jensen’s step,
Baniukevic et al. in Aalborg University, Denmark, have got a
series of achievements in this field such as improving indoor
positioning [10], indoor query processing [11, 12], and indoor-
space indexing [13]. Worboys in University of Greenwich

mainly pays attention to modeling indoor space [14, 15] and
the correlation between indoor and outdoor [16, 17].

Although there have been many researches on indoor
mobile information systems, a large number of them are
aimed at implementing an indoor positioning or navigation
system. Research on modeling, querying, and indexing for
indoor mobile information systems is still in an early stage.
Some complex problems are urgently still to be considered.

In this paper, we summarize the features of indoor
mobile information systems and give a survey on several key
technologies which support indoor data management. Then,
we introduce our prototype system that is called IndoorDB.
Finally, we propose several future research topics in indoor
mobile information systems. Briefly, we make the following
contributions in this paper:

(a) We make a survey on the key issues in indoor mobile
information systems. We analyze the special features
of indoor spaces and summarize the recent advances
in this area.

(b) We present a preliminary indoor mobile informa-
tion system which is called IndoorDB. It integrates
a number of technologies in indoor-space-related
studies such as indoor positioning techniques, indoor
models, and indoor query processing. We describe
the data model as well as the implemental details of
IndoorDB. To the best of our knowledge, this is the
first prototype system in the area of indoor mobile
information systems.

(c) We propose some future research topics for indoor
mobile information systems, including privacy pro-
tection in indoor spaces, indoor trajectory analysis,
and integration of indoor and outdoor spaces.

The rest of this paper is organized as follows. Section 2
reviews the key issues of indoor mobile information sys-
tems. Section 3 presents the design and implementation of
our indoor mobile information system IndoorDB. Section 4
gives a glimpse of future research directions and Section 5
concludes the paper.

2. Key Issues in Indoor Mobile
Information Systems

2.1. Indoor Positioning Technologies. Indoor positioning tech-
nology is a hot topic in past several years. Since GPS cannot
be deployed for indoor use, researchers have come out with
dozens of indoor positioning technologies. Each technology
derivesmany prototype positioning systems.There have been
already several surveys about indoor positioning technolo-
gies and systems since 2007 [18–21]. Among these positioning
technologies, a constant theme is the trade of accuracy
and cost. This cost includes the spending of infrastructure,
the time complexity of positioning algorithm, the durability
of batteries, and the usability. For example, [22] proposed
an infrastructureless indoor positioning system by taking
advantage of sensors in smartphone. However, the accuracy
of the systemwas sacrificed in large indoor space. In contrast,
a Bluetooth-based positioning system implemented in [23]
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has an accuracy of 1–3 meters, but the cost of setting up
Bluetooth base stations cannot be ignored.

Usually, indoor mobile information systems need an
accuracy of a few meters, low power consumption, and a
short response time. And indoor spaces often have a range
of dozens to hundreds of square meters so that the cost
of the infrastructure construction must not be too high.
According to these features in indoor space, themost suitable
and also the most widely used positioning technology is
RSSI (Received Signal Strength Indicators). Wireless radio
waves can pass through walls and human bodies so that
the positioning system has a larger coverage area and fewer
infrastructures than other systems.WLAN and RFID are two
typical positioning systems making use of RSSI method.

2.1.1. WLAN. WLAN (Wireless Local Area Networks, IEEE
802.11 standard) is the most popular positioning method
today. Since WLAN has become the most common way to
connect to internet from a wireless device, many indoor
environments already provide a deployment of WLAN
infrastructures, which lower the cost of indoor positioning.
The performance of WLAN positioning, like accuracy or
consumption, is able to satisfy the demand of indoor mobile
systems and can be improved by using other existing sensors
(gravity and inertial sensor, etc.) in users’ mobile devices.

There are some different positioning strategies in WLAN
positioning method. Empirical fingerprinting approach
needs to measure and store a “fingerprint map” of radio
signal strength offline first. When a new RSS measurement
comes, compare it with signal strength in “fingerprint
map” and locate it to a position in the map with a nearest
signal distance. In [29], the authors proposed an effective
approach tomeasuring themap, while, in [30, 31], the authors
considered the changes of environment and provided a way
to adjust it. Already some commercial fingerprinting systems
have been implemented. Gallagher et al. [32, 33] proposed
a commercially available location system with an average
accuracy of 7m for indoor environment. Reference [34]
provided a fusion system of WLAN, sensors in mobile
phone, and landmarks. Sensors and landmarks are used to
modify existing fingerprinting, and finally they achieved a
mean localization accuracy of 1m. Reference [35] discussed
the applicability of multiwall multifloor propagation models
to fingerprinting technology and proved that the model can
be a promising solution.

2.1.2. RFID. RFID (Radio Frequency Identification) is a
system including a number of RFID readers, RFID tags, and
the communication systembetween them. In the system, data
can be transmitted from tags to the readers via radio waves
within the valid range. When an RFID tag moves into the
dominating area of a certain reader, the signal received by the
reader can help system locate the position of tag. According
to the principle of RFID system, the accuracy is depending
on the density of reader deployment and reading ranges. It
means that RFID systems usually have a higher accuracy as
well as a higher cost in comparison with WLAN technology.

RFID systems can be categorized as passive or active
by the transmit type of RFID tags. Passive RFID tags work

without a battery. They receive the signals from readers
passively and reflect signals after modulating. But the ranges
of this system are very limited; also the readers can be
very expensive. Researches have shown the ability of passive
systems in some field such as vehicle guidance [36] and
inventory control [37]. Active RFID tags equipped with
internal battery power can actively transmit their ID or other
data to readers. It enables a long detection range of 10–30m.
So active RFID can bewell used for indoor positioning, which
has been shown in recent research [38–40]. Also, there have
been some systems that use a hybrid of WLAN and RFID
technology like [41].

2.2. Modeling Indoor Space. As discussed in Section 1, indoor
space usually has some unique properties. With the growth
of indoor mobile information systems, there is a need for
modeling indoor space to find out how to represent the
features of indoor space appropriately and properly [42]. We
will talk about 4 kinds of existing indoor-space models in
this section: object featuremodel, geometricmodel, symbolic
model, and hybrid model.

(a) Object feature model represents the features of indoor
space and the relationship between operations and types.
CityGML/IndoorML [43] is a UML- (Unified Modeling
Language-) based class model. IndoorML categorizes indoor
element into subspace, wall, door, floor, moving object,
and so forth and shows semantic information and spatial
topology relations by the use of UML class diagram. Object
feature model has a good expansibility but cannot express the
geometrical feature of indoor elements and cannot support
indoor distance-aware queries either.

(b) Geometric model focuses on the geometric represen-
tation of indoor space, which is mainly used in visualization,
indoor navigation, or computer aided design (CAD). Raster
model is a kind of typical geometric model, which divides
the indoor space into a numbers of regions without overlap.
There is a benefit that the relationship of adjacency can
be inferred from other regions implicitly. The regions can
be regular shapes like square [44]. Also regions can be
divided irregularly into triangle [45], quadrilateral [46, 47],
or Voronoi graph [48]. Geometric model can effectively
support the representation of location and direction and the
calculation of indoor distance. However, geometric model is
lacking in the representation of connectivity; it is not helpful
in indoor navigation queries.

(c) Symbolic model is the most widely used model in
indoor space so far. In this model, each indoor element is
given a symbolic ID.The relationshipwithin symbolic entities
in symbolic space can express the topological relation in
indoor space. The representations of symbolic space can be
classified into set-based, topology-based, lattice-based, and
graph-based. Becker and Dürr [49] presented a set-based
model to express indoor location information. This model
can improve range query by making use of set operations
but cannot support connectivity related queries. Ben et al.
[50] presented a semantic-based model for indoor space
and moving object. Li and Lee presented a topology-based
semantic model in 2008 [51] and a lattice-based semantic
location model [52]. Graph-based model is the most popular
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Figure 1: Classification of indoor queries.

symbolic model. Jensen et al. presented a deployment graph
model in 2009 [53–55] to support tracking and monitoring
moving objects in an RFID positioning system. The door
graph model proposed in [12] is good at dealing with
indoor distance query like 𝐾NN query. Lu et al. presented
an extended graph model in 2012 [11], which can handle
several kinds of indoor distance-aware queries.These models
take advantage of the representation of indoor connectivity
but often focused on only one certain area. At the same
time, symbolic model can hardly support indoor geometric
features, so it is hard for symbolic model to work out indoor
uncertainty query.

(d) Since symbolic model and geometric model both
have a limitation of representing indoor space, there have
been some hybrid models to improve them. The 2D-3D
hybrid model proposed by Kim et al. [56] uses a 2D floor
layer as data structure and stores 3D visualization data with
2D symbolic data. It can support both the visualization of
indoor space and the navigation in indoor space. Li et al.
presented a grid graph-based hybrid model in 2010 [57].
The model is a combination of grid representation and
gird graph. Grid-based model can express the geometric
information in indoor space and a gird graph is used to
show the connectivity among grids. Jamali et al. proposed an
automated 3D indoor topological modeling [58]. The model
includes 3D building modeling and topological navigation
networking, which makes the indoor space visually without
losing connectivity information.

2.3. Queries on Indoor Moving Objects. According to the
application area of indoormobile information system, indoor
application service can be divided into two categories: indi-
vidual service and public query. Individual service provides
users with not only basic location service but also navigation,
recommendation, SNS service, and so on. On the other
hand, public service can help administrator with indoor
monitoring, behavior prediction, outlier detection, public

safetymanagement, and other public requests.Thequery type
for these two kinds of service is different.The classification of
these query types is shown in Figure 1.

2.3.1. Indoor Individual Service Query

(1) Location Dependent Query. Location dependent query
is a basic query in indoor space. Since indoor positioning
technology cannot provide the locations of moving objects
continuously, for each location dependent query or other
location-based query, it should be a query for moving object’s
location first. Moving object tracking query [59] and indoor-
space membership query [60] are two kinds of typical loca-
tion dependent query.The former tracks one or somemoving
objects for a series of time, and the latter returns a result of
whethermoving objects are in a specified indoor area. In [61],
the authors proposed a location dependent predictive query.
The query extends moving object’s movement by its current
location and velocity and generates a trajectory to predict its
location in the future.

(2) Indoor Navigation Query. Indoor navigation query gives
a start point and a destination in indoor environment and
returns an optimal path from start point to destination. In
[62], a basic indoor navigation query in a hybrid indoor
model is discussed. In this case, the shortest path is the best
path. In [63], the authors proposed a context-aware naviga-
tion query based on a multilayered indoor-space model. The
path selection is influenced by semantics, so that the query
can still provide best path in case of emergency. References
[64, 65] also drew attention to the context in indoor naviga-
tion systems. It shows that the context includes the interest
and physical condition of users, the memory and network
condition of mobile devices, and the external causes like time
and temperature. Reference [60] gave an example of limited
indoor navigation query: users may have some additional
demands when planning their way to the destination. For
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example, go to a shop in upper story but do not use the lift.
Reference [60] arranged the limit to regular expression and
put it into the query; thus, the result path can satisfy the
additional demands.

(3) Indoor Distance-Aware Query. Distance-aware queries in
indoor space have similar definition with outdoor space. But
the differences between indoor and outdoor space models
make the researches on these queries significant. Indoor
range query [11, 53, 66] and indoor 𝐾NN query [11, 12, 24]
have attracted many researchers to work on them. According
to the different temporal predicates, distance-aware queries
can be categorized into snapshot queries or continuous
queries. And continuous queries also have several types.
Reference [53] proposed a continuous query where query
point is moving and query objects are static. In indoor
situation, it can be a walking user looking for a nearest
staircase. Then, [66] gave another kind of continuous query
where query point is static and query objects aremoving.This
kind of continuous query can be useful when a shop owner in
a shopping mall wants to know who will come into the shop
among the outside customers.

2.3.2. Indoor Public Service Query

(1) Indoor Range Monitoring Query. Indoor range monitoring
query mainly includes two kinds of spatial-temporal query.
One is indoor spatial-temporal range query, used for search-
ing moving objects that stay in a certain indoor range during
a period of time. The other one is indoor topological query,
used for searching moving objects that enter, leave, or pass
through a certain indoor range during a period of time. Both
of them are aiming to monitor indoor moving objects in time
and space domain. Jensen et al. designed two indexes for
supporting indoor rangemonitoring query in 2009 [26]. Both
indexes are extensions of R-tree. Reference [53] came out
as a continuous spatial-temporal monitoring query, which
continuouslymonitors the entering and the leaving ofmoving
objects.

(2) Indoor Join Query. Reference [55] worked on indoor join
operation and proposed a query named PTISSJ (Probabilistic
Threshold Indoor Spatiotemporal Join). The query returns
object pairs where the two objects meet in their tracking
history with a probability greater than the given threshold.
Since indoor positioning technology cannot get the dense
trajectory data likeGPS data, there is an uncertainty in indoor
trajectory query. So a probabilistic threshold is given to fit
indoor environment. Reference [67] kept an eye on indoor
distance-aware join query. They considered both range join
and neighborhood join.

(3) Indoor Trajectory Similarity Query. Traditional idea for
the comparison of trajectory similarity is LCSS (Longest
Common Subsequence) or ED (edit distance). But common
methods are not quite suitable for indoor space. In [68],
the authors designed a comparison algorithm by taking use
of history trajectories of moving objects. Both Euclidean
distance and edit distance are considered in the algorithm.

In [69], the authors brought more information to judge the
similarity of two trajectories and use the result of query to
improve the performance of personalized recommendation.
The added information includes visited locations, residence
time, and the popularity of visited location.

2.4. Indices for Indoor Mobile Information Systems. Index is
needed in indoor information systems to improve the query
performance. So far, indexes for moving objects or moving
objects’ trajectory are usually based on R-tree in outdoor
space.There are varieties of R-tree-like indexes such as 3D R-
tree [70], HR-tree [71], and TPR-tree [72]. However, indoor
space has the components of rooms, doors, floor, stairs,
and so forth, so these should be taken into consideration
when developing an index for indoor environment. Recently,
research on indoor indexes is just beginning. Most of the
indexes only support a few queries based on some specific
models. These indexes can be divided into two groups by
the object they index: indoor-space index and indoormoving
objects index.

2.4.1. Indexing Indoor Space. Reference [11] proposed an
index called DPT (Door-to-Partition Table). A precalculated
distance index matrix is used to represent the distances of
each door pair. The DPT stores the relationship between
doors and partitions of indoor space. Thus, it is easy to figure
out door-to-partition distance by DPT and distance index
matrix so the index can support indoor distance-aware query.
Reference [24] developed aComposite Indexwhich can adapt
to the change of indoor environment. Firstly, an R-tree index
is implemented based on the location of rooms, then, for
each room, a hash table is built to index the moving objects
in the room. The work in [25, 73] focused on connectivity
query and came out as an indoor-tree index. Indoor-tree
has a similar structure with Composite Index, except that
the R-tree it implements is based on the connectivity of
rooms.

2.4.2. Indexing Indoor Moving Objects. Based on R-tree, [26]
designed two moving objects trajectory indexes RTR-tree
and TP2R-tree. RTR-tree treats the trajectory as several
horizontal lines, and TP2R-tree compresses the trajectory
into a point with time parameters. Indoor range query and
indoor trajectory query can benefit from these structures.The
work in [27] added another R-tree to RTR-tree and became a
new index called Dual R-tree. The purpose of the new added
R-tree is to index moving objects so that the performance of
trajectory query can be improved. ACII index in [28] also
has a double structure: MC uses R-tree to index the indoor
space and a hash table to index location of moving objects
at current time; MEMO stores the history trajectory with
a primary key of moving objects. With the double struc-
ture, ACII index can support full temporal moving objects
query.

A summary of indoor indexes introduced above is in
Table 1. According to the table,many issues need to beworked
out, including the exploration of new index structure, the
extension of supported query, and the implementation of
useful indoor model.
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Table 1: Summary of indoor indices.

Index Structure Query type supported Update cost Storage cost
Indoor-space index

DPT [11] Hash Indoor distance query High High
Composite Index [24] R-tree and hash Indoor distance query High High
Indoor-tree [25] R-tree and hash Indoor connectivity query High High

Indoor moving objects index
RTR/TP2R-tree [26] R-tree Indoor range query Low Low
DR-tree [27] R-tree Indoor trajectory query Low Low
ACII [28] R-tree and hash Full temporal moving objects query High High
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3. Implementing an Indoor Mobile
Information System

In this section, we present an indoor mobile information
system called IndoorDB that integrates many indoor-space-
based designs.

3.1. Data Model of IndoorDB. IndoorDB is implemented on
the basis of an indoor moving object data model named
LayeredModel [74], which is a symbolic and semantic model
for indoor space as well as indoor moving objects. Formally,
LayeredModel is represented as a set of 5-tuple, as shown in
formula (1). Consider

LayeredModel = (DL,RL,OL,CE, LE) . (1)

Here, DL is a set of doors, RL is a set of rooms, OL is a set
of objects, CE is a set of connection edges between doors and
rooms, and LE is a set of location edges between objects and
rooms.

Figure 2 shows an example of indoor space and Figure 3
shows the conceptual structure of the LayeredModel. Com-
pared with common symbolic models for indoor space,
LayeredModel supports richer semantics. For example, it can
support navigation queries given like “Go to Room 7 from
Room 3 without passing through Room 1 and Door 11.”
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Figure 4: Architecture of IndoorDB.

3.2. Implementation of IndoorDB. IndoorDB is a Layered-
Model based indoor moving object management system. It
is an extension of Oracle 11g DBMS. Figure 4 shows the
architecture of IndoorDB.

There are two main components of IndoorDB divided by
the dashed line in the figure.The lower part is the data storage
and management part; LayeredModel has been implemented
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Figure 6: Defining the indoor moving object type in IndoorDB.

as the underlying indoor model of IndoorDB. The ability of
IndoorDB is depending on this underlying model. Also a
series of type systems and operation functions is developed to
enrich LayeredModel so that the systemcan store andmanage
the data of indoor moving object. The upper part is the part
for application and interaction. Oracle Maps API accesses
JDBC API to get the indoor map data, and after drawing the
map, Map Viewer service presents it to the user interface.

IndoorDB extends three categories of new data types
into Oracle, namely, temporal data types, spatial data types,
and moving objects types (as shown in Figure 5). The moving
objects types contain moving base types and an indoor mov-
ing object type. The former refers to the numeric, Boolean,
or string values changing with time, whereas the latter refers
to the indoor moving objects as well as their trajectories.
All the new data types are implemented by PL/SQL using

the CREATE TYPE statement. Figure 6 shows an example of
indoor moving objects and the definition of indoor moving
object type in IndoorDB.

IndoorDB implements ten types of spatiotemporal oper-
ations, which are (1) object data management operations, (2)
object attribute operations, (3) temporal dimension project
operations, (4) value dimension project operations, (5) tem-
poral selection operations, (6) quantification operations, (7)
moving Boolean operations, (8) temporal relation operations,
(9) object relation operations, and (10) distance operations.
All the operations are implemented by PL/SQL and as mem-
ber functions of extended data types, as shown in Figure 2.
For the space limitation, we will not discuss the details about
each data operation. However, in the demonstration process,
we will show how to use those operations to answer different
spatiotemporal queries.
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Figure 7: An example of indoor semantic navigation queries in
IndoorDB.

The web-based client with an interactive interface is
shown in Figure 7. Figure 7 also shows an instance of indoor
semantic navigation query.The semantic information of each
room in Figure 5 is shown in Table 2. And the semantic
navigation query can be seen in the right side of Figure 7:
“Include: iPhone, rest; Exclude: canon; End: tea.” The result
is shown in the map as well as the lower right corner. As it
can be seen, the system satisfies the constraints and returns a
shortest path.

4. Future Research Topics

4.1. Privacy Protection in Indoor Space. With the develop-
ment of indoor positioning systems and indoor location-
based services (LBSs), privacy risks have been a threat to
the user of indoor mobile information systems, especially
the enthusiasts of LBSs. According to [75], two sources of
information have a great privacy risk. One is location privacy,
because the large amount of location traces generated by
indoor positioning devices may be exposed to the untrusted
LBS provider; thus, it leads to location privacy threats to the
user. The other one is the content privacy. The untrusted
service provider may find users’ interests or interpersonal
relationship by understanding the information requested by
the mobile clients. The leakage of either location information
or personal information may cause serious problems. So it
is necessary for the research on privacy protection in indoor
space.

A typical method of location privacy protection is spatial-
cloaking-based technique [76]. The principle of this method
is to add uncertainty to the location information which
is exposed to the location service, and the spatial-cloaked
region is constructed to ensure that there are several users
who are located in the same region.

There was a concern about location privacy protection
for several years in the outdoor space, so there have been
already a large number of solutions for location information
preserving. However, content privacy protection is a new
subject growing up with the development of LBSs. So maybe
it will be an issue worth of research in the future.

Table 2: Semantic information of rooms in Figure 7.

Room name Room semantics
Rest room {rest}
Starbucks {coffee, starbucks}
Uniqlo {uniqlo, clothes, trousers}

Nike Exclusive Shop {nike, sneaker, sport suit, clothes,
trousers}

Tea Shop {drink, milky, tea, water}

Septwolves {clothes, trousers, luggage, suit,
leather, shoes}

1st floor toilet {toilet}
Casio {wrist watch, casio}

Apple Exclusive Shop {iphone, ipad, ipod, itouch, apple,
cellphone, pad}

Hermes {luggage, hermes}
Canon Exclusive Shop {canon, camera, lens, DV}
Rest Area {rest, seat, relax}
OGAWA {ogawa, massage armchair}

Li-Ning Exclusive Shop {Li-Ning, sneaker, sport suit,
clothes, trousers}

Lao Feng-Xiang Jewelry
Store {jewelry, silver}

1st floor lift 1 {lift}
1st floor lift 2 {lift}
1st floor corridor {corridor}

4.2. Indoor Trajectory Analysis. So far, there are few
researches on indoor history trajectory analysis. Mining the
history trajectory data can help managers or administrators
have a better understanding about the indoor space they
manage. For instance, moving objects density analysis can
identify the hotspots in indoor space [77]; the fire escape
near these hotspots should be kept clear in case of emergency
occurs. A frequent movement pattern analysis can find
customers’ trend and interest, and this analysis can be used
for personalized recommendation.

A simple method to identify the hotspots can work like
this: given a time period 𝑇𝑝, a velocity threshold 𝑉0, and a
density threshold 𝐷0, a shop can be regarded as a hotspot
when it has a higher costumer density than 𝐷0 whereas the
costumers have a lower moving speed than 𝑉0 during time
𝑇𝑝.

Also with hotspots detection, indoor density query is
another way of analysis of indoor trajectory. Finding the
dense locations in large indoor spaces is very useful for
getting overloaded locations, security, crowd management,
indoor navigation, and guidance. Recently, there have been
some researches on this topic such as [78, 79].

4.3. Integration of Indoor and Outdoor Data Management.
The techniques of spatial-temporal data management in
outdoor space have been already very mature at present.
There are many available systems for positioning, navigation,
and so on. On the other hand, indoor data management is
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just in the primary stage; many issues are waiting for solution.
However, it is predictable that indoor and outdoor systems
will undergo integration in the future.

One of the most challenging tasks is to switch seamlessly
between indoor and outdoor environment. The location
return from GPS positioning system is in a form of lati-
tude and longitude coordinates, called absolute coordinates.
Database should record the absolute coordinate just before
entering indoor space and keep modifying the recorded
coordinate when an object moves in indoor space, so that
when object switches indoor space into outdoor space,
the latitude and longitude coordinates will be the proper
value.

5. Conclusions

Indoor moving objects data management has been a hot
research topic due to the rapid development of indoor
positioning technologies and location-based services. In this
paper, we first analyze the special features of indoor spaces
and indoor location-based services. Then, we summarize
the main research issues of indoor mobile information sys-
tems. These issues include indoor positioning technologies,
modeling of indoor spaces, indoor-space-based queries, and
indexes for indoor spaces and moving objects. For each
research issue, we discuss the significance of the issue and
further give a detailed description on the research problems
involved in the issue. In addition, we present the recent works
and advances on each direction.

After a review on key issues and existing work on
indoor mobile information systems, we briefly introduce
IndoorDB, which is an indoor mobile information system
that was proposed and implemented by our previous studies.
IndoorDB is an integration of several indoor-based tech-
nologies such as indoor-space models, indoor data storage,
indoor query processing, and indoor map interfaces. After
describing the data model of IndoorDB, we explain the
implementation techniques of IndoorDB, including its archi-
tecture on an object-relational DBMS, the data type system,
and the user interface to demonstrate its support to indoor
queries.

Further, we propose a few future research directions
for indoor mobile information systems, including privacy
protection in indoor spaces, indoor trajectory analysis, and
integration of indoor and outdoor spaces.There are also some
other interesting topics related to indoor mobile information
system but we believe that these are of the most importance
in future studies.

In summary, this paper offers a systematic review on
indoor mobile information systems, which is helpful to
researchers in indoor moving object databases and other
related areas. To the best of our knowledge, the proposed
IndoorDB system is the first prototype in indoor-space-
related information systems. Presently, IndoorDB has some
limitations on performance and functionality. In the future,
we will concentrate on optimizing IndoorDB. For exam-
ple, we will consider automatically importing indoor maps
with CAD formats [80] and integrating indoor-space-based
indexes into IndoorDB to improve query performance.
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Education plays a vital role in the success of any community. Countries with increased literacy rate have improved their status
on the world map. In recent years, the use of e-learning methodologies has been significant. However, majority of the previous
methodologies are focused on the formal education or toddlers.The technoliteracy solutions for children are not suitable for adults
and those designed specifically for adults are text dominant and require the users of these applications to be functional literate.
Moreover, users’ interest (sense of belonging) is not taken into consideration in existing solutions. To address the aforementioned
issues, a user study is conducted to collect users’ interests. Another highlight of our study is that we develop our system as a mobile
device application to facilitate our target user group. Based on the collected interests, a 3D virtual learning environment is designed
and developed for adult illiterate learners. To evaluate the effectiveness of the proposed environment, an experimental study is
carried out with users. The results show that the proposed learning environment significantly improves adults learning.

1. Introduction

Illiteracy is one of the challenges that modern world faces
today and around more than 770 million adults are illiterates
[1]. UNESCO has adopted an indirect policy to tackle the
issue where adult education is deemed necessary for the sake
of present and future generation [2]. It is worth mentioning
that China, India, Egypt, Ethiopia, Indonesia, Bangladesh,
Nigeria, and Pakistan house more than sixty percent of illit-
erate population of the world [3]. Director General UNESCO
says, “. . .literacy needs everywhere are changing and must be
addressed in innovative ways” [4]. The statement raises the
question, what are these innovative ways? Of course, these
innovative ways have many facets; one of them is technology.

Information and Communication Technology (ICT) has
provided potentially a valuable teaching aid and has brought
a revolution in the field of education [5]. This has compelled
educationists to involve ICT in education to improve effec-
tiveness of teaching and learning outcomes [6]. Video con-
ferencing, virtual learning environments, interactive white

boards, and other such interactive technologies have been
extensively adopted by education institutions. For more
effective delivery of learning contents, trends are changing
from text dominant material to two-dimensional (2D) or
three-dimensional (3D) materials. Recently, educationists
have diverted their attention to 3D virtual environments as
these environments have great potential to imitate culture
and context and also emulate experiences very close to real
life with little or no risks in a cost effective way which makes
it more appropriate for learning than the orthodox 2D appli-
cations [7, 8]. Moreover, 3D virtual environment is helpful
to enhance socialization, collaboration, communication, and
experimental learning.

Although technology is being used for main stream
education, it is surprising to note that technology-assisted
solutions for adult illiterates are not available in the first place.
If available, they target functional illiterates (a person who
can read and write basic sentences) only. Little attention is
paid on technology-assisted basic educational environment
for absolute illiterates (persons who cannot read and write
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basic sentences). 3D virtual environment can be designed
as learning platform in order to reduce the text dominant
interfaces so that the issues pertaining to the use of technol-
ogy could be addressed. Although few learning environments
were designed for absolute illiterates, no one considered the
aspect of “sense of belonging” that defines acceptance as a
member or part. In this paper, we design and develop a 3D
virtual learning environment to teach numeracy education to
absolute illiterate adults by integrating the sense of belonging
in the environment. We develop and test a user-centered
approach by bringing users into the design process to ensure
that the environment meets their needs and desires.

In this paper, our focus is to design and evaluate a 3D
learning environment for adult absolute illiterates (people
who are unable to read orwrite the numbers). Firstly, interests
and likings of users are collected by conducting a user study
to design a 3D environment for adult illiterate. Secondly,
based on the collected data, a users’ centered 3D learning
environment is designed and developed for adult absolute
illiterates for numeracy education. Thirdly, experiments with
users are conducted to evaluate the effectiveness of the
proposed learning environment. Specifically, their types of
learning environments, (i) general environment (without
sense of belonging), (ii) environment for farmers (with sense
of belonging), and (iii) environments for women (with sense
of belonging), are developed in this study. Adult learning
efficiency on environments incorporating sense of belonging
(farmer and women environments) is compared with general
environment.

The remainder of this paper is organized as follows.
Section 2 describes existing work on sense of belonging and
learning environment. Methodology adopted in this work is
explained in Section 3. Section 4 introduces the proposed 3D
learning environment.This is then followed by Section 5 that
presents the evaluation of the proposed environment, and
finally Section 6 concludes this research work.

2. Related Work

Different virtual learning environments are developed to
enhance the learning process. A language learning tool
called Physically Interactive Learning Environment (PILE) is
developed for English language and, subsequently, a study
regarding the effectiveness of this environment is reported
[10]. The environment is developed using a personal com-
puter, a webcam, and a projector. The results of an empirical
study revealed that PILE increases students’ learning moti-
vation and teachers’ satisfaction. An e-course implemented
in the Second Life 3D virtual world is developed in [11] to
provide technology enhanced learning. To increase mathe-
matical skills of deaf children, a 3D learning environment
is developed [12]. The environment provided better learning
than existing virtual learning environments. Similarly, the
impact of virtual reality learning environments to elemen-
tary numeracy education using 3D virtual manipulatives is
investigated and provided set of benchmarks/guidance for
development of virtual learning environments [13].

In the context of game-based learning environment,
[14] presented the design of a learning environment called
Crystal Island: Uncharted Discovery for science students.
Their findings showed that the environment improved partic-
ipation, problem solving skills, and knowledge of both male
and female students. Similarly, a collaborative game-based
learning environment is developed by [15] by amalgamating
a grid-based Mindtool which helps the students to organize
and share what they learned during the game playing. To
evaluate the performance of science students on the learning
environment a test is performed which shows that the learn-
ing performance of the students is increased if they spend
more time on discussion and organizing the knowledge. A
game-based learning (GBL) framework was proposed in [16]
for elementary school students which proved to be more
effective than the ordinary textual web pages.

As far as training is concerned, [17] combined 2D and
3D virtual reality (Virtual Reality Trainers) to provide virtual
training to soldiers. The use of Virtual Reality Trainers
proved to be cost effective and flexible method of providing
training by allowing students to train at their own pace and
time. Similarly, for cardiac training, the Heart Murmur Sim
environment provides a system where patients can virtually
visit and get assisted in diagnosis of heart-related issues
through listening to their cardiac rhythms [18]. Emergency
workers for UC Davis Medical Center are trained using
the virtual environment in a simulated context to act in
emergency situation before acting in a real world situation.

To teach about the culture of China a web-based text
and multimedia project named second China is developed
using Second Life environment. The second China provides
an opportunity to explore different cultural activities [19].
Another project named the Tactical Language and Culture
Training System (TLCTS) is developed to teach functional
skills in four different languages of Iraqi, Dari, Pashto, and
French by [20].There are three different modes of interaction
in TLCTS which provide different kinds of learning activities
which are skill builder, arcade, and mission games.

The existing technoliteracy solutions are generally cate-
gorized as desktop application containing lectures and video
content as well as a web-based application (2D text-based
instructional programs and games). These solutions ignored
traditional learning theories such as self-presence, social
presence, and situated learning. To address these issues,
[21] unified traditional learning theories three-dimensional
(3D) technologies by proposing a learning platform based
on Multiple Intelligences (MI) Theory. The authors utilized
users’ familiar objects for teaching the alphabets to adult
absolute illiterate. Basically, the objects are related with the
alphabets; for example, the symbol of a famous TV channel
is connected with the corresponding alphabets in this work.
Although the environment proved to be good for adult
absolute illiterate; however, it ignored the concept of sense of
belonging.

According to “Maslow’s hierarchy of needs” belonging is
one of the important factors known as “emotional need” [9] as
shown in Figure 1. Belonging means acceptance as a member
or part. A sense of belonging is a human need, just like the
need for food and shelter. Sense of belonging is associated
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Figure 1: Maslow’s hierarchy of needs [9].

with harmony between an individual and the surrounding
environment. It is developed in the space of conditions for
an individual’s self-realization that balances individual and
social interests [22]. A social relationship providing sense of
belonging is more meaningful for learners [23]. This view is
also evident, for example, in [24–27] as well, and carries more
motivation for learners [28]. It is human nature that we feel
more comfortable in the environment which is attractive for
us; for instance, if a person likes nature then he would feel
more interested in the natural environment. Somepeople find
belonging with friends and family and some on Twitter or
other social media.

Our main contribution is how we classify users of the
application according to their interests and in designing of
learning environments according to user classification. The
objects and environment both are of the users’ interest. We
are adding in existing knowledge of the user by concept
of cognitive learning and sense of belonging. While the
previous work ignored the concept of interest/belonging and
considered only the object that is known by user, however,
these objects may not be of the users’ interest.

3. Research Methodology

This section elaborates the methodology utilized in this work
to design a 3D virtual learning environment for absolute adult
illiterate. A focus group based study was conducted in order
to get users’ interest. The farmers’ interests are collected by
making a visit to their environment while women’s interests
are gathered by a focus group study.

3.1. Participants. Participants of our study were adult abso-
lute learners (people who are unable to read or write the
numbers). However, all of the participants were able to
identify local currency notes by their colour or presentation
of currency note. In addition to this, most of the participants
are able to do shopping by using currency notes and are
capable of calculating the remaining amount easily.

3.2. Participants’ Classification. To find the interest and
belongings of adult learners, learners are divided into two
groups according to gender, namely,males and females. From

male class, we selected farmers and, from the female partici-
pants, housewives were selected since mostly/predominantly
adult illiterate females were housewives.

3.3. Real Environment Visit. A visit to real working environ-
ment of farmers is performed in order to design the learning
environment. The purpose of this visit was to observe the
working environment of farmers and to map real environ-
ment objects into the 3D learning environment.The visit was
conducted to collect the interest of farmers. We coordinated
with farmers and team members to plan our visits. The
team consisted of expert from areas of human computer
interaction, software requirement engineers, virtual reality
developer, and educationist.

3.4. Finding Interests and Belongings of Farmers. Teammem-
bers observed real world environment and its different
objects. The importance of the objects was investigated by
the team from farmers. A list of significant objects according
to farmers was noted down. Pictures of these significant
objects and the environment were captured for our record
to map them into the 3D environment. After returning from
real environment visit, next day team members discussed
the listed objects from different prospects; for instance,
education, mapping, human computer interaction, and 18
vital objects of farmer environment were selected.

3.5. Focus Group Study to Find Interest and Belonging of
Women. To find the interests of women, 17 women were
requested to list down 15 different objects of their interests.
The restriction about the object selection was that the objects
must be very common and everyone could identify these
objects. After getting the list of objects from women, the
colour printing of these objects was performed. The prints
were given to 38 illiterate women and the women were asked
to assign a number ranging from 1 to 15 to the objects based
on their importance (1 for the most important and 15 for
the least important). After filtering, 10 most common objects
were chosen to model in the 3D environment.

3.6. Icon Selection. To map selected object into the 3D
environment, icons (images) for the selected objects were
downloaded. It is difficult to select an icon for a selected
object as a number of icons (images) were downloaded for a
single object. Most related icons were identified and provided
to a team of five farmers. The team finalized the icons for
the selected objects. A similar approach was adopted to
finalize the icons for women. For generalized environment,
we followed the methodology adopted by [21] to finalize
the objects in which commonly known objects are selected;
however, the environment does not contain the objects of
pedagogy.This environment is designedwithout focusing any
specific group of learners. The design of the 3D environment
is based on the pictures of real world environment that we
took during our visit to real world environment. The real
effect of environment makes learning environment more
attractive for learners due to their interests and familiarity.
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Figure 2:Virtual learning environment for farmers showingnumer-
acy education.

Figure 3: Virtual learning environment for women showing numer-
acy education.

4. Virtual Learning Environment for
Adult Absolute Illiterates

Three types of environment, namely, a general environment,
environment for farmers, and environments for women, are
modelled in the study based on the sense of belonging.
The user interface for such environments is developed using
unity 3D engine (https://unity3d.com/). The user interface
of the environment is designed in NGUI 3.0. C# scripting
language is used to control the program activity. We use
free asset to develop this game which is downloaded from
official unity asset store. Some assets are downloaded from
online resources (http://www.archive3d.net/). Few of the
assets are designed in 3D animation making tool Blender.
After successfully testing our system using unity emulator,
we also tested the environments on multiple devices. Figures
2 and 3 show the proposed environment for farmers and
women.

5. Evaluation of Proposed Users’
Centered Environment

We conducted experiments with farmers and women to
access the effectiveness of the proposed environment. A total
of 120 learners (60 farmers and 60 women) participated
in the experiment. Farmers and women were divided into
control (30 farmers and 30 women) and experimental (30
farmers and 30women) groups.Thegeneralized environment
was provided to the control group whereas users’ centered
environments were provided to experimental group. One
hour was given to both groups to learn the numeracy from

Figure 4: Quiz application.

0 to 9 using the prototype. In the prototype, when the
animated agent (learner) passes from the objects then the
numbers of objects appear on the screen (Figures 2 and
3), and agent speaks that number in local language (Urdu
language). The user can also count the number of objects to
verify and memorize the symbol used for that number. After
one hour, a quiz was conductedwith the participants to access
their learning efficiency as shown in Figure 4. On selecting
the correct answer the learner gains 1 mark and learning
is measured by number of correct answers; for example, if
learners recognized 6 digits correctly out of ten (0 to 9) then
his learning efficiency was calculated as 60%. It is pertinent
to mention that both the control and the experimental group
take the same test. After conducting the quiz, the learning
efficiency of each learner was recorded.

In order to evaluate the effectiveness of the proposed
users’ centered environment, an independent sample 𝑡-test
was conducted. The numeracy learning efficacy of farmers
and women using generalized and users’ centered environ-
ment is compared. We considered the general and users’ cen-
tered environment as independent variable and the accuracy
of learning as dependent variables. There was a significant
difference in learning efficiency for general environment
(𝑀 = 61.00, SD = 13.80) and users’ centered environment
(𝑀 = 74.66, SD = 15.15; 𝑡(27) = −2.538, 𝑝 = .008, two-
tailed) as reported by farmers. Farmers exhibited improved
learning output on users’ centered environment as compared
to general environment. Similarly, significant difference was
found in learning efficacy of women for general (𝑀 = 54.00,
SD = 9.856) and users’ centered environment (𝑀 = 65.33,
SD = 12.46; 𝑡(28) = 2.763, 𝑝 = .010, two-tailed). This is also
summarized in Table 1. Better numeracy learning efficiency
was reported on users’ centered environment by women.
Likewise, significant difference was identified between com-
puter based environment (𝑀 = 55.00, SD = 10.09) and
mobile based environment (𝑀 = 66.33, SD = 12.45; 𝑡(28) =
−2.835, 𝑝 = .012, two-tailed). It is important to highlight
that mobile based learning environment was more useful as
already reported in [29–32].

Finally, we conducted semistructured interview to see if
a mobile based application is more useful than a traditional
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Table 1: Difference in numeracy learning efficiency between general and users’ centered environment.

Participant Environment Mean SD 𝑡 value 𝑝 value

Farmers General environment 57.33 12.23
−2.628 .009

Users’ centered environment 69.33 11.00

Women General environment 65.33 12.46
2.763 .010

Users’ centered environment 54.00 9.856

Technology Computer based learning environment 63.33 11.75
−2.628 .014

Mobile based learning environment 74.67 11.87

PC based application.We found out that a mobile application
was more useful in many ways and participants noted the
following key reason for this:

(a) It was easy to understand the content since it was
related to their everyday life and the environment that
they were used to.

(b) Users liked local language support since it augmented
their learning process.

(c) Mobile based system provided them freedom and
there were no time restrictions and they could use the
application whenever they were free.

(d) Finally, the target user group, that is, absolute illiter-
ates, were not familiar with use of personal comput-
ers.

Participants highlighted that PC based system was not a
practical idea in their case due to the fact that there were
electrical power related issues in their households.

6. Conclusion

The existing learning solutions are mostly for toddler or
functional literate adults. Further, these solutions ignored
learners’ style, cognitive learning, and sense of belonging.
This paper addresses these discrepancies by proposing users’
centered 3D learning environments for farmers and women
adult learners. To make the environment attractive and
effective and to incorporate sense of belonging, data was
collected from farmers and women. Then the collected data
incorporated in the environments in order to improve the
numeracy education of adult absolute learners. Moreover,
we also conducted an experimental study to investigate the
impact of users’ centered design on the learning efficiency of
adults and the results spot-lighted a strong impact of users’
centered design on adult learning. As a next step, we plan to
develop a 2D user-centered environment and compare it with
our work presented in this paper to evaluate which of these
two would be best suited to augment learning at the level of
our target audience.
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Providing and managing e-health data from heterogeneous and ubiquitous e-health service providers in a content distribution
network (CDN) for providing e-health services is a challenging task. A content distribution network is normally utilized to cache
e-health media contents such as real-time medical images and videos. Efficient management, storage, and caching of distributed
e-health data in a CDN or in a cloud computing environment of mobile patients facilitate that doctors, health care professionals,
and other e-health service providers have immediate access to e-health information for efficient decision making as well as better
treatment. Caching is one of the keymethods in distributed computing environments to improve the performance of data retrieval.
To find which item in the cache can be evicted and replaced, cache replacement algorithms are used. Many caching approaches are
proposed, but the SACCS—Scalable Asynchronous Cache Consistency Scheme—has proved to be more scalable than the others.
In this work, we propose a new cache replacement algorithm—Profit SACCS—that is based on the rule-based least profit value. It
replaces the least recently used strategy that SACCSuses. A comparisonwith different cache replacement strategies is also presented.

1. Introduction

Mobile cloud computing, which combinesmobile computing
and cloud computing, has gainedmomentum since 2009.The
diverse characteristics ofmobile devices andwireless network
make the implementation of mobile cloud computing more
complicated than for fixed clouds. One of the key factors in
mobile cloud computing is the end to end delay in servicing a
request. Data caching is one of the techniques widely used in
wired andwireless networks to improve data access efficiency.
A cache is a temporary storage of data likely to be used again.
Caching succeeds in the area of computing because access
patterns in typical computer applications exhibit locality of
[1]. Caching is effective in reducing bandwidth demand and
network latencies.

Caching frequently accessed data items is a very impor-
tant and promising technique in mobile computing. In the
client/server framework in amobile computing environment,
the clients are mobile units that communicate with data
servers through a wireless associate, where information is
accessed at all times. Cache management considers two
dimensions: consistency and replacement policies. Cache

invalidation keeps consistency between the server and the
client cache. Cache replacement policies ascertain which data
to be removed from the cache when nomore space is there to
hold a new data item.

Two approaches were proposed for maintaining cache
consistency between users and servers: the stateful approach
and the stateless approach. Combining both approaches,
the Scalable Asynchronous Cache Consistency Scheme was
proposed with the least recently used (LRU) replacement
algorithm [2].

In this work, we implement the rule-based least profit
value (R-LPV) with SACCS, which we call Profit SACCS,
and compare it with other strategies of cache replacement.
R-LPV is a cache replacement technique that considers both
the caching parameters of a data item and the relationship of
the item with the whole cache set. Relationships among data
items are found using association rule-based data mining
[3]. A profit function is designed to calculate the profit from
caching a data item. Our contributions can be summarized as
follows:

(i) We formally define the Scalable Asynchronous Cache
Consistency Scheme and outline its functionality.
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(ii) We proposed a rule-based least profit value as a re-
placement strategy for cache in a mobile e-healthcare
system.

(iii) We present our enhanced SACCS algorithm that
considers not only the data item caching parameters
but also the relationship of this item with the other
items in the cache.

(iv) We provide experimental results to ascertain the
efficiency and adequateness of the least profit-based
proposed solution.

The remainder of this paper is organized as follows: Section 2
presents related works. Section 3 presents Profit SACCS.
The experimental results are presented in Section 4. And a
conclusion is drawn in Section 5.

2. Related Work

In the past few years, mobile computing has been used
profusely in computer technology [4]. Many problems arise
from this computer field because the wireless connection
is expensive and the bandwidth is limited. To save time in
exchanging data between base stations and mobile users and
to improve the performance of the system, data caching is
imposed on mobile users in order to access the data recently
used or most likely to be used in the future. Data caching
is used in mobile computing environments to reduce the
number of queries sent by clients to the server to access data
needed. The recently used or likely to be used data is fetched
in the caches of the mobile users in order to be reused in
the future.Therefore, data caching improves the performance
of mobile applications by reducing the expected data access
delay. Caching performance is also affected by the cache
replacement policy being used.

Cache replacements algorithms determine which data
items in the cache will be replaced (i.e., choose a replacement
victim) when the cache is full. Different strategies of selecting
replacement victims are used to increase the performance of
mobile systems [2, 5, 6]. Temporal locality, spatial locality, and
semantic locality are three types of cache replacement policies
that are pervasively in use today [7]. Temporal locality defines
that the data being usedwill be reused in the future (e.g., most
recently used). Spatial locality defines the data in a nearby
place where the recently used data will be used again in the
future [8]. The semantic locality means that a currently used
data area could be accessed in the future [6].

To validate the data in their caches, mobile clients try to
query the server congesting the networks’ narrow bandwidth
and getting stuck in the limited capability of the transmission.
The invalidation method is a solution to this problem. It
reduces the data transfer from the clients to the server and
vice versa. Invalidation reports are proposed to invalidate
out of use (or invalid) data in the mobile user caches [9].
After disconnections, reconnected users are prevented by
using invalidation reports from discarding wastefully all their

caches since some data may still be valid for use. Invalidation
reports are based on two different methods:

(i) The Broadcasting Timestamp Strategy: updated data
is represented in the report as a pair (ID, timestamp)
where the ID is the updated data itself and the
timestamp is the time at which the data was updated.

(ii) The Bit-Sequence Approach: the invalidation report
gets bigger as the amount of the updated data gets
larger. The Bit-Sequence Approach solves this prob-
lem by presenting each piece of data in the report by
a bit where the bit sequence number in the report
represents the data sequence number in the database.
If the data has been updated, the value of the bit is 1
in the report or else the value of the bit is 0.

During the past few years, stimulating strategies were pro-
posed to preserve data consistency in mobile computing
systems.These strategies lead to a better system performance
by reducing bandwidth utilization and query latency and
saving power and energy for mobile clients [10]. The inval-
idation reports-based cache invalidation approach was used
to preserve cache consistency. In this approach, invalidation
reports (IRs) are periodically broadcasted by the server to the
clients.When a client receives a request for some data, it waits
for the next IR to invalidate or validate the data in its cache
accordingly. If the data is invalid, the client sends a request to
the server for a valid copy of the data. Otherwise, the client
returns the requested data directly.

The latency for any client to answer a query depends
on the length of the IR interval; as the IR interval gets
longer, the answer to the query gets delayed. A solution to
that delay was proposed by Cao to replicate the IR 𝑚 times
within the IR interval [11]. The replicated IRs, called updated
invalidation reports, contain only the data items updated after
the broadcast of the last IR. In this way, the client should wait
the maximum of 1/𝑚 of the IR interval to answer a query for
any data. This proposition reduced the query latency time.

For reducing the overhead of broadcasting reports and
for improving the cache hit ratio, Shao and Lu proposed a
substitution-based strategy to update the frequency of the
data objects. Updating messages will be broadcasted instead
of the invalidation messages [12]. Taking into consideration
the intrafile and interfile relationships, Santhosh and Shi
proposed a cache replacement algorithm based on semantic
and file access patterns that are not random [13]. Nguyen
and Dong [14] attempt to improve cache reusability among
mobile clients that are disconnected. Anandharaj and Anitha
[15] presented an architecture that achieves low latency and
packet loss, as well as reduced network bandwidth con-
sumption and data server workload. Zeitunlian and Haraty
[16] presented a cache replacement algorithm based on time
of all past references and hence considered the number of
references to a data object.

In association rule-based cache replacementmethods, the
client access history is mined to get association rules and a
confidence value [12, 17, 18]. Other caching variables (such
as modification rate, cache invalidation delay, data messages
size, and retrieval delay) of the resulting rules are used in
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computing the objective function [19–22] to determinewhich
data item is to be replaced.

3. Profit SACCS

The mobile computing model is comprised of immobile
stations or servers and hosts or mobile clients as shown in
Figure 1 [23]. In this model, there are two types of cache
consistency maintenance algorithms: stateless and stateful.
In the stateless approach, the server is not informed about
the client’s cache content so it periodically broadcasts a
data invalidation report to all mobile users (MUs). In such
algorithms, amobile support station (MSS) does notmaintain
any state information about its mobile user caches (MUCs),
thus allowing simple database management for the server
cache (SC) but poor scalability and ability to support user dis-
connectedness and mobility. On the other hand, the stateful
approach is used with large database systems at the cost of
complex server database management. The communication
in these approaches is reliable between MUs and the MSS
for IR broadcast, which means that an MU has to send back
an acknowledgement for each IR received from the server
broadcast. Thus, if a mobile user is disconnected, it does not
receive any IR broadcast and the server, which does not get
any acknowledgement, has to resend the IR again.

This paper builds on a novel cache consistency main-
tenance algorithm, called Scalable Asynchronous Cache
Consistency Scheme (SACCS), which combines the positive
features of both stateless and stateful approaches. Under
unreliable communication environments, SACCS provides
small stale cache hit probability; a stale cache hit for a data
entry occurs at a connected MU when the MUmisses the IR
of the data entry and when the update time for the data entry
is during its TTL (time-to-live period).
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Figure 2: State diagram.

TheMSS distinguishes only the valid state of MU objects,
as opposed to the stateful strategy where all data objects
have to be identified. And if we compare SACCS to stateless
strategy, periodic broadcasting of IRs to MUs is not needed,
so we have a less number of invalidation report messages.

The data structure used for theMSS andMU for each data
object 𝑥 is as follows:

(i) In the MSS: (𝑑
𝑥
, 𝑡
𝑥
, 𝑓
𝑥
) where 𝑑

𝑥
is the data object; 𝑡

𝑥

is the last update time for the data object; and 𝑓
𝑥
is a

flag bit.
(ii) In the MU: (𝑑

𝑥
, 𝑡𝑠
𝑥
, 𝑠
𝑥
) where 𝑑

𝑥
is the data object;

𝑡𝑠
𝑥
is the timestamp indicating the last updated time

for the cached data object; and 𝑠
𝑥
is a two-bit flag

identifying four data entry states: valid, uncertain,
uncertain with a waiting query, and ID-only.

There are three states for any data object: valid, uncertain, and
ID-only as shown in Figure 2.

When the data is cached in theMU, then it is in valid state.
When the data is cached in the MU but some disconnections
occurred and when the MU is reconnected again then here
the data is in uncertain state.When the data cached in theMU
is updated and not valid, then the data is in ID-only state.The
state changes fromuncertain to valid or from ID-only to valid
when the object is validated and downloaded. When the data
object is in uncertain or valid state and an IR is broadcasted
then the state of the data object changes to ID-only. Table 1
presents a description of the communicationmessages which
occurs between the MSS and all the MUs.

The MSS takes the data entry from its cache and broad-
casts it to all MUs after it receives any request from MU, and
the flag is set to 1 in case it was 0. The timestamps of the
data item in the MSS and the MU are compared in case an
uncertain message from the MU is received. A confirmation
message is broadcasted from the MSS in case the timestamps
are equal; else, the valid data item is broadcasted to all MUs.
Theflag of data entry is set to 1 in case it was 0. In case theMSS
gets an updatemessage from the original server, then the data
item is updated in the MSS database with a new estimated
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Table 1: Communication messages.

Name Sender Receiver Comments
Update(𝑥, 𝑑

𝑥
, 𝑡
𝑥
) Original servers MSS Indicating 𝑑

𝑥
has been updated to 𝑑

𝑥
at time 𝑡

𝑥

VData(𝑥, 𝑑
𝑥
, 𝑡
𝑥
) MSS MUs Broadcast valid data object 𝑑

𝑥
with update time at 𝑡

𝑥

IR(𝑥) MSS MUs Indicating cached 𝑑
𝑥
is invalid

Confirmation(𝑥, 𝑡
𝑥
) MSS MUs Indicating 𝑑

𝑥
is valid if 𝑡𝑠

𝑥
= 𝑡
𝑥

Query(𝑥) MUs MSS Query for data object 𝑑
𝑥

Uncertain(𝑥, 𝑡𝑠
𝑥
) MUs MSS Verifying if 𝑑

𝑥
in uncertain state with update time 𝑡𝑠

𝑥
is valid

TTL. An IR is broadcasted to all MUs in case the flag of the
data entry is 1 and then the flag is set to 0.

When anMU receives a message requesting a data object,
the MU checks its local database or cache and the request is
answeredwhen the required object is valid, but amessage will
be sent to theMSS to get valid data in case the required object
is in uncertain state. A message will be sent to the MSS to
get new value of the data object in case the data entry is ID-
only. An MU gets a VDatamessage; the entry is refreshed in
case the data in the cache is in an uncertain state; else, the
MU responds to the request and caches the data object in case
there is a query waiting for the data. The data object will be
downloaded in case it was ID-only state. Data entries are set
to ID-only in case an IR is received. The entry data will be
refreshed when the MU receives a confirmation message and
an uncertain entry is there corresponding to it.

Profit SACCSuses a rule-based least profit value (R-LPV).
R-LPV considers not only the data item caching parameters
but also the relationship of this item with the other items in
the cache. At a mobile client, the data items that are in the
cache are related to each other. Relationship between many
different data items can be found or determined if a good
observation of the history of these data items in the cache was
held. We can know during a period of time the data item that
will be accessed by the client in the near future by looking
at the relationships between the data items that were already
accessed by that client within that time period. An example
of such a relationship is “if a client accesses d1 and d2, then
it accesses d3 80 percent of the time.” The antecedent is the
“if” part of the rule while the consequent is the “then” part.
Data mining is used to find the association rules in the access
history and to apply these rules to make the replacement
decision. We will call them the caching rules. A caching rule
𝑟
𝑥,𝑦

is of the form 𝑥 → 𝑑
𝑦
, where 𝑥 is subset of𝐴, 𝑑

𝑦
belongs

to 𝐴, and 𝑥 ∩ {𝑑
𝑦
} is empty. Where 𝑥 is called antecedent of

the rule and𝑑
𝑦
is called consequent. An itemset is a set of data

items; the size of the itemset is the summation of the number
of data items in this itemset, and a 𝑘-itemset is an itemset of
size equals to 𝑘. The percentage of sessions that contains 𝑥
is called the support of an itemset 𝑥, and the support of the
itemset which contains the items in both sides of the rule is
called the support of the caching rule. The confidence of a
caching rule 𝑟

𝑥,𝑦
(confidence (𝑟

𝑥,𝑦
)) is defined by the support

of the rule divided by the support of the antecedent.
The problem of mining caching rules is to find all the

association rules that have support and confidence greater
than the user defined minimum support (minsup) and

minimum confidence (minconf). Profit SACCS generates
frequent itemsets from the client’s access trace whose support
is greater than a minimum support given as a parameter and
then generates rules after being given the frequent itemsets
and minimum confidence.

The profit gained due to data caching is the main factor
in applying the R-LPV strategy. A replacement rule set for
the data item is tabulated in order for the profit functions
from caching this data item to be calculated. Data items to be
replaced or cached have priorities determined by an eviction
function, which each different replacement algorithmuses. In
R-LPV, the profit function is calculated to determine the gain
from caching a data item. Each item has a profit on which
we depend if this item is to be evicted or not. The expected
number of accesses 𝑐

𝑦
of 𝑑
𝑦
is calculated first in order to find

the profit due to this item 𝑑
𝑦
.

The value 𝑐
𝑦
for an item 𝑑

𝑦
is calculated as the summation

of the confidence 𝑐
𝑥,𝑦

of rules 𝑟
𝑥,𝑦

, which belong to the
replacement set 𝑍

𝑦
as shown below:

𝑐
𝑦
= ∑

𝑟
𝑥,𝑦
∈𝑍
𝑦

𝑐
𝑥,𝑦
. (1)

Therefore, Profit
𝑦
for a cached item 𝑑

𝑦
is given as

Profit
𝑦
= 𝑐
𝑦
∗ 𝑑𝑠
𝑦
, (2)

where 𝑑𝑠
𝑦
denotes delay-saving due to caching of item 𝑑

𝑦
and

is computed as

𝑑𝑠
𝑦
= 𝑏
𝑦
− V − 𝑃𝑢

𝑦
∗ V
𝑦
. (3)

Combining the above, we get Profit
𝑦
= 𝑐
𝑦
𝑥(𝑏
𝑦
−V−𝑃𝑢

𝑦
∗V
𝑦
).

The objective of the cache replacement is to maximize the
total profit value for cached data items. The R-LPV strategy
chooses the cached data item with least profit and evicts it
during each replacement.

In Profit SACCS, we first check the availability of the data
in the cache. If the data is there in valid state, then we update
the last reference’s time, and the new value is calculated. We
restore the heap property by adding the new value to the
heap. Now if the data is in uncertain state, the new value is
calculated at the new referenced time, and a message is sent
for checking data validity.While if the data is ID-only or even
not available in the cache, the data and its value are fetched.
The time of the last reference is added and the new value is
calculated, inserting it to the heap, and thus adjusting it. In
case there is no room for this data to be downloaded then
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Case 1. If 𝑑
𝑥
is in the cache and valid,

then calculate the R-LPV value
return 𝑑

𝑥
to the application

Case 2. If 𝑑
𝑥
is in the cache and uncertain,

then calculate the new R-LPV value
send uncertain message to the server

Case 3. If 𝑑
𝑥
is not cached or ID-only

send cache missing message to the server.
wait for message𝑀

𝑥
to appear at downlink channel

if𝑀
𝑥
is confirmation, then set the state of 𝑑

𝑥
as valid

return 𝑑
𝑥
to the application

if𝑀
𝑥
is the data item 𝑑

𝑥
, then

while there not enough space for 𝑑
𝑥

find minimum value 𝐿 = Minimum R-LPV value for data object 𝑦 belonging to the cache
evict 𝑑

𝑦
such that R-LPV value of 𝑦 = 𝐿

keep value of the evicted data object
end while

bring𝑀
𝑥
into cache

calculate its R-LPV value
return𝑀

𝑥
to the application

Algorithm 1: The Profit SACCS algorithm.

the data object with the least profit value is replaced with the
new data object.The value of this data object inserted into the
heap is calculated and the heap is restored.

Algorithm 1 depicts Profit SACCS. In Algorithm 1, 𝑑
𝑥

stands for the data object,𝑀
𝑥
stands for the message for the

data object, 𝑑
𝑦
stands for the data object that will be replaced,

R-LPV is the value calculated for the data object, and 𝐿 is the
least profit value.

In the algorithm, ordering of data items is maintained by
using the heap structure, taking into consideration the data
items’ R-LPV values. The least profit value data is the root of
the heap. The data object at the root of the heap is the object
to be evicted from the heap. The eviction of data objects is
repeated until enough space is accumulated for the new data
object to be inserted into the cache.

4. Experimental Results

We implemented the Profit SACCS algorithm and created a
simulation environment written in the C++ programming
language. We chose a one-cell setting that has a hundred
mobile units where each mobile unit has a cache size of 300,
a thousand data entries having different access commands, a
random data size (in bytes), and a changeable average update
interval (in seconds). Every mobile unit can be either in a
sleep or in a wakeup state and the control of the sleep/wakeup
process is done by a two-stateMarkov Chain [24]; thus, every
mobile unit state may be changed on a randomly picked
period from the following time intervals (500, 1000, 1500,
2000, and 2500 seconds). The sleep ratio can be 0.1, 0.3, 0.5,
0.7, or 0.9. The request arrival rate can be 1/10, 1/60, 1/110,
1/160, or 1/210. Note that when a mobile unit enters a sleep
state, all of the requests that it receives are ignored. As for
the query delay criteria, it is set at zero when a queried data

entry is found in mobile unit cache; however, if the requested
data object needs to be fetched from the mobile support
station then the query delay is set to be the time span between
query response and query initiation. For every query that is
received on the mobile support station via an uplink channel,
an uplink counter variable is incremented. As for simulating
the mobile unit access pattern, a zipf-like distribution [25] is
used with 𝑧 equal to 1. A Poisson distribution [26] is used
in the data entry update process and in the arrival requests.
The downlink and uplink data transmissions use a channel
with a bandwidth of 1250 bps.Themessage size for uplink and
downlink is of size 64 bytes.

In order to evaluate the performance of our rule-based
least profit value as a cache replacement policy for the SACCS,
we ran a simulation and compared the results obtained to pre-
viously obtained results for various implementations: FIFO,
LFU, LRU, MFU, MRU, and Random. In our comparison, we
are interested in the following metrics: the total amount of
hits and misses, the total hits and misses and their ratios over
the simulation time, the total and the average delay over the
simulation time, and the bytes per query as well as the data
download per query values. Note that when amobile unit gets
a query for a certain data entry, it tries to find it in its cache.
In case it is found, a cache hit counter gets incremented and
the query needs no uplink. Thus, when aiming for a higher
hit ratio there will be less uplinks per query. The factors that
have been measured are total hit, total miss, miss ratio, bytes
per query, and data download per query.

When query is received by a mobile unit, if the requested
data object is valid in the cache, then no uplink is needed
and a cache hit is calculated. When we have high hit ratio,
then the uplink per query will be minor. The total hit and
total query for R-LPV are the highest and are better than
those of the others, as is shown in Figure 3.The figure depicts
the total number of hits after running a complete simulation
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using different cache replacement policies. This figure shows
that the R-LPV cache replacement policy has improved the
performance of the SACCS since it better manages the cache
making the requested data available most of the time, which
reduces invalidation reports broadcasts and as a consequence
it avoids redundant network traffic.

Figures 4 and 5 show the number of hits and misses over
different periods in the simulation time for the various cache
replacement policies.The simulationwas held over eight time
units with an interval of 50000msec of simulation time. Note
that the miss/hit ratios are the sum of the unfound/found
(resp., see Figures 6 and 7) data objects in the cache over the
total number of data queried. It is significant that the least hit
ratios are for the LFU and Random while the highest are for
the FIFO and R-LPV.

As a crucialmetric inmeasuring our systemperformance,
we have drawn two graphs (Figures 8 and 9) that portray
the total delay, as well as the average access delay over
different periods during simulation time for the various cache
replacement strategies. The notion of delay here refers to the
time interval between the instant a request is issued and the
time a response is received on a mobile unit. One solution
for improving the access delay is by decreasing the uplink
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and downlink messages sizes and number. As shown in
these graphs, the FIFO and R-LPV approaches are the best
performers because they have the lowest values in terms of
total delay and average access delay.

Figure 10 presents the number of bytes per query which
directly affect power consumption and bandwidth usage.
The graph shows that the FIFO and R-LPV approaches are
the strategies that have the least number of bytes used over
their queries. This is because these approaches consider the
most recent data information and their innovative ways for
choosing which data object to replace in case there is no
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available space in the cache list. For example, in the R-
LPV approach, the data object that is least probable to be
referenced in subsequent calls is the one that is removed.

Figure 11 shows the number of downloads per query for
each cache replacement strategy. The R-LPV and the FIFO
approaches have almost the same lowest values in this graph
because they are the most efficient in selecting which data
objects to replace, thus eliminating the need of unnecessary
downloads, since R-LPV chooses data objects which are
poorly related to the rest of the data entries in the cache.
Note that since these strategies have the lowest download per
query values, they are also less resource-demanding in terms
of power consumption.

As we have seen in the results presented above, our R-
LPV approach shows an improvement over the FIFO and
the LRU cache replacement strategies. Our approach showed
the highest total hit and hit ratio and the lowest total delay
across all suggested replacement algorithms. These chosen
metrics for comparison are crucial to study the overall
system performance and the experiences that the users might
encounter when handling their mobile units.

5. Conclusion

Caching is a key method to improve the performance of
data retrieval in mobile computing environments. Since
the mobile and the server communicate through a wireless
network, then theymay facemany problems such as irregular
connections, low bandwidth for uplink, and limited client
resources. These problems can be relieved by caching at
the mobile client, but caching has many limitations. To
maintain cache consistency, many approaches have been
suggested such as stateful, stateless, and SACCS approaches.
But even with caching a problem arises which is limitation
of cache size. In order to manage this limitation, replacement
strategies have been suggested.

In this paper, we presented Profit SACCS—a new cache
replacement algorithm that is based on the rule-based least
profit value function. Both caching parameters of a data
item and the relationship of this item with the cache set
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are considered. Relationships among items are found using
association rule-based data mining. A profit function is
designed to calculate the profit from caching an item. The
objective is to maximize the total profit value for cached data
items. The algorithm chooses the cached data item with least
profit and evicts it during each replacement. The algorithm
was compared with other strategies and it showed better
results. As for future work, data mining techniques used to
find relationships among items can be used for combining
prefetching with caching to improve the data availability at
the client.

Conflict of Interests

The author declares that there is no conflict of interests
regarding the publication of this paper.

Acknowledgment

This work was funded by the Lebanese American University,
Beirut, Lebanon.

References

[1] S. G. Dykes and K. A. Robbins, “A viability analysis of coop-
erative proxy caching,” in Proceedings of the 20th Annual Joint
Conference of the IEEE Computer and Communications Societies
(INFOCOM ’01), vol. 3, pp. 1205–1214, IEEE, Anchorage, Alaska,
USA, April 2001.

[2] Z. Wang, S. K. Das, H. Che, and M. Kumar, “A scalable asyn-
chronous cache consistency scheme (SACCS) for mobile envi-
ronments,” IEEE Transactions on Parallel and Distributed Sys-
tems, vol. 15, no. 11, pp. 983–995, 2004.

[3] N. Chand, R. C. Joshi, andM.Manoj, “Energy efficient cache re-
placement in mobile computing environment,” Ubiquitous
Computing and Communication Journal, pp. 1–10, 2009.

[4] C. Li and L. Li, “Energy efficient resource management in
mobile grid,”Mobile Information Systems, vol. 6, no. 2, pp. 193–
211, 2010.

[5] T. N. T. Minh and T. D. T. Bich, “An efficient cache invalidation
strategy in mobile information systems,” in Proceedings of the
IEEE International Conference on Computing and Communica-
tion Technologies, Research, Innovation, andVision for the Future
(RIVF ’10), pp. 1–4, IEEE, Hanoi, Vietnam, November 2010.

[6] A. B. Waluyo, B. Srinivasan, and D. Taniar, “A taxonomy
of broadcast indexing schemes for multi channel data dis-
semination in mobile databases,” in Proceedings of the 18th
International Conference on Advanced Information Networking
andApplications (AINA ’04), vol. 1, pp. 213–218, Fukuoka, Japan,
March 2004.

[7] X. Ding, S. Jiang, and F. Chen, “A buffer cache management
scheme exploiting both temporal and spatial localities,” ACM
Transactions on Storage, vol. 3, no. 2, article 5, 2007.

[8] A. B. Waluyo, B. Srinivasan, and D. Taniar, “Optimal broadcast
channel for data dissemination in mobile database environ-
ment,” in Advanced Parallel Processing Technologies: 5th Inter-
national Workshop, APPT 2003, Xiamen, China, September 17–
19, 2003. Proceedings, vol. 2834 of Lecture Notes in Computer
Science, pp. 655–664, Springer, Berlin, Germany, 2003.

[9] H. Chavan and S. Sane, “Mobile database cache replacement
policies: LRU and PPRRP,” inAdvances in Computer Science and
Information Technology, vol. 131 of Communications in Com-
puter and Information Science, pp. 523–531, Springer, Berlin,
Germany, 2011.

[10] A. Gaddah and T. Kunz, “Extending mobility to publish/sub-
scribe systems using a pro-active caching approach,” Mobile
Information Systems, vol. 6, no. 4, pp. 293–324, 2010.

[11] G. Cao, “A scalable low-latency cache invalidation strategy for
mobile environments,” IEEE Transactions on Knowledge and
Data Engineering, vol. 15, no. 5, pp. 1251–1265, 2003.

[12] X.-K. Shao and Y.-S. Lu, “Maintain cache consistency of mobile
database using dynamical periodical broadcast strategy,” in
Proceedings of the International Conference onMachine Learning
and Cybernetics, pp. 2389–2393, Xi’an, China, November 2003.

[13] S. Santhosh and W. Shi, “A semantic-based cache replacement
algorithm for mobile file access,” in Proceedings of the 14th
International World Wide Web Conference (WWW ’05), Chiba,
Japan, May 2005.

[14] T. T. M. Nguyen and T. T. B. Dong, “An adaptive cache consis-
tency strategy in a disconnected mobile wireless network,” in
Proceedings of the IEEE International Conference on Computer
Science and Automation Engineering (CSAE ’11), pp. 256–260,
Shanghai, China, June 2011.

[15] G. Anandharaj and R. Anitha, “A distributed cache man-
agement architecture for mobile computing environments,”
in Proceedings of the IEEE International Advance Computing
Conference (IACC ’09), pp. 642–648, IEEE, Patiala, India,March
2009.

[16] A. Zeitunlian and R. A. Haraty, “An efficient cache replacement
strategy for the hybrid cache consistency approach in a mobile
environment,” World Academy of Science, Engineering and
Technology, no. 63, 2010.

[17] R. A. Haraty and J. Zeitouny, “Rule-based data mining cache
replacement strategy,” International Journal of Data Warehous-
ing and Mining, vol. 9, no. 1, pp. 56–69, 2013.

[18] B. Jiang, X. Hu, Q. Wei, J. Song, C. Han, and M. Liang, “Weak
ratio rules: a generalized Boolean association rules,” Interna-
tional Journal of Data Warehousing and Mining, vol. 7, no. 3, pp.
50–87, 2011.

[19] R. A. Haraty and L. Turk, “A comparative study of replacement
algorithms used in the scalable asynchronous cache consistency
scheme,” in Proceedings of the 19th ISCA International Con-
ference on Computer Applications in Industry and Engineering
(CAINE ’06), Las Vegas, Nev, USA, November 2006.

[20] A. Kahol, S. Khurana, S. K. S. Gupta, and P. K. Srimani,
“A strategy to manage cache consistency in a disconnected
distributed environment,” IEEE Transactions on Parallel and
Distributed Systems, vol. 12, no. 7, pp. 686–700, 2001.

[21] M. S. Sulaiman Khan, M. K. Muyeba, F. Coenen, D. Reid, and
H. Tawfik, “Finding associations in composite data sets: the
CFARM algorithm,” International Journal of Data Warehousing
and Mining, vol. 7, no. 3, pp. 1–29, 2011.

[22] Y. S. Koh, R. Pears, and G. Dobbie, “Automatic item weight
generation for patternmining and its application,” International
Journal of DataWarehousing andMining, vol. 7, no. 3, pp. 30–49,
2011.

[23] J. Jayaputera and D. Taniar, “Data retrieval for location-
dependent queries in amulti-cell wireless environment,”Mobile
Information Systems, vol. 1, no. 2, pp. 91–108, 2005.



Mobile Information Systems 9

[24] D. Gamerman, Markov Chain Monte Carlo: Stochastic Simula-
tion for Bayesian Inference, CRC Press, Boca Raton, Fla, USA,
1997.

[25] G. K. Zipf, Human Behavior and the Principle of Least Effort,
Addison-Wesley, Reading, Mass, USA, 1949.

[26] F. A. Haight,Handbook of the Poisson distribution, Publications
in Operations Research, John Wiley & Sons, New York, NY,
USA, 1967.




