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Big data through cloud computing is an excellent way to
offload significant amounts of computation and data from
both data centers and terminal devices, due to its flexibility,
scalability, and significant economic savings. However, cloud
computing may not be suitable for all applications such as
WSN (Wireless Sensor Network) for its high requirement on
real time latency and response and geographically distributed
and mobility support. For WSN, targets areas are close to the
physical world, while cloud moves part of data storage and
computation toward the edge of the network. This special
issue aims at providing researchers and practitioners from
the academia, industry, and government an opportunity to
reflect upon these new developments of recent advances for
big data in ubiquitousWireless SensorNetworks and focus on
the computation and storage, data analysis and mining, and
distributed algorithms for data and computation placement,
guaranteeing a global standard of quality and system integrity
in Wireless Sensor Networks. We have accepted a few papers
that address the state of the art and the future directions of
these research and application areas for big data in ubiquitous
Wireless Sensor Networks in this issue.

The paper “Sparse signal recovery by stepwise subspace
pursuit in compressed sensing” describes an algorithm named
stepwise subspace pursuit (SSP) for sparse signal recovery.
This approach eliminates useless information from the can-
didate through threshold processing at first and then recov-
ers the signal through the largest correlation coefficients.
Experiments demonstrate that SSP significantly outperforms
conventional techniques in recovering sparse signals.

The paper “Coverage optimization algorithm based on
sampling for 3D underwater sensor networks” addresses the
problem of maximizing the sensor field coverage for specific

number of sensors while minimizing the distance traveled by
the sensor nodes.Movement task as an optimization problem
is defined to involve the adjustment of sensor node positions
and coverage optimization algorithm based on sampling to
enhance the coverage of 3D underwater sensor networks. A
quadratic programming mathematical model is established
to optimize the line segment coverage according to the
intersection between sensing circles and line segments while
minimizing the moving distance of the nodes.

The paper “A coding and postprocessing framework of
multiview distributed video for wireless video sensor networks”
proposes a new multiview video coding and postprocessing
framework for multiview videos. The subsequent decoded
videos of postprocessing simulation prove that the proposed
postprocessing scheme can provide an additional improve-
ment to the decoded video sequences.

The paper “Hybrid ant algorithm based query process-
ing with multiagents in sensor networks” investigates query
processing problem in resource-constrained Wireless Sensor
Networks with two-tier architecture and multiple query
agents, where multiple nodes of query agents are configured
in the networks and corresponding source cluster-heads send
collected events to only one optimum query agent. To reduce
the energy consumption and shorten the delivery delay,
an efficient query processing algorithm inspired by swarm
intelligence of ants is introduced.

The paper “A novel image mosaicking algorithm for wire-
less multimedia sensor networks” focuses on how to take
advantage of the cooperation among sensor nodes to obtain
the panoramic information of scenic spots. And an image
mosaic algorithm based on phase correlation and weighted
average (IMBPW) is proposed. The IMBPW algorithm uses
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the phase correlation based on Fourier transform to achieve
registration of translation, rotation, and scaling images;
adaptive weighted average algorithm is proposed to do the
image fusion.

The paper “Fast endmember extraction for massive hyper-
spectral sensor data on GPUs” aims at proposing a method
of parallel optimization for the well-known N-FINDR algo-
rithm on graphics processing units (NFINDR-GPU) which is
proposed to realize fast endmember extraction for massive
hyperspectral sensor data. Experimental results show the
effectiveness of NFINDR-GPU.

The paper “A sociability-based spray and forward scheme
for opportunistic network” studies the nodes moving patterns
when designing data transmission strategy. Based on the
analysis of node moving characteristics in opportunistic
social networks, social rang and social frequency are intro-
duced and sociability-based Spray and Forward (SSF) scheme
is proposed. Simulation results show that SSF can effectively
improve data delivery ratio and reduce latency.

The paper “A new metric for modeling the uneven sleeping
problem in coordinated sensor node scheduling” analyses the
uneven sleeping problem (USP) happening in coordinated
node scheduling in Wireless Sensor Networks. By analysing
key factors leading to USP, a new metric is designed to
measure and evaluate USP.

The paper “Uncertainty-aware sensor deployment strategy
in mixed wireless sensor networks” studies the challenging
problem of sensor deployment in a mixed sensor network
where the mobile and static nodes work collaboratively to
perform deployment optimization task. Gaussian white noise
in environment is considered and a centralized algorithm is
presented by using detection model based on false alarm and
moves the mobile nodes based on bipartite graph matching.

The paper “Research on migration strategy of mobile
agent in wireless sensor networks” investigates the migration
schemes for mobile agents, determines core factors of migra-
tion strategy, and proposes SMLA and DMLA algorithms;
advantages and disadvantages of the algorithms are evaluated
by simulations.

The paper “An approach based on chain key predistribu-
tion against Sybil attack in wireless sensor networks” presents
a chain key predistribution based approach against Sybil
attack. Lightweight hash function and node-to-node chain
key based authentication and exchange (CK-AE) protocol
are proposed. Results show that this approach can not only
enhance the ability of resilience to Sybil attack, but also reduce
the communication overhead significantly at the cost of a
certain amount of computational overhead.

The paper “A new scheme based on pixel-intense motion
block algorithm for residual distributed video coding” pro-
poses a new approach of residual coding combined with
IMB (intense motion block) extraction algorithm with Low
Density Parity Check (LDPC) and Baum-Welch iterative
decoding algorithm. Experimental results show that the pro-
posed scheme achieves better rate-distortion performance
compared to traditional DVC and RDVC scheme.

The paper “Multisensor data fusion for water quality
evaluation using Dempster-Shafer evidence theory” proposed

a multisensor data fusion approach for water quality eval-
uation using Dempster-Shafer evidence theory. Each sensor
measurement is considered as a piece of evidence. Based
on quality parameters measured by sensor node, evidence
from each sensor is given a reliability discounting and then
combined with others by D-S rule. According to the decision
rule, the class of water quality can be determined.

The paper “Resilient multipath routing mechanism based
on clustering with intrusion tolerance” introduces the key
management scheme after analyzing the security threats of
LEACH protocol. Several related mechanisms to protect the
communication among the sensor nodes and the confiden-
tiality of the data transmission are adopted. Also, mixed
multipath mechanism among the clusters is used to improve
the security of the network and strengthen the intrusion
tolerance.

The paper “Data deduplication in wireless multimedia
monitoring network” applies data deduplication technology
in Wireless Multimedia Monitoring Network. It eliminated
redundant data from raw data to exploit network bandwidth
efficiently. Moreover, a chunking algorithm with low compu-
tation complexity is presented.

The paper “Research and design of an airfield runway
FOD detection system based onWSN” analyses Foreign object
debris (FOD) surveillance system and introduces a designed
method of airport runway FOD detection system based on
WSN, and function of various image acquisition sensors is
analyzed.

The paper “A novel wireless sensor networks structure
based on the SDN” addresses the SDN (Software Defined
Network) technology based onOpenFlow, and a new solution
for WSNS in accordance with the OpenFlow technology is
proposed.

The Paper “Discovering human presence activities with
smartphones using nonintrusive Wi-Fi sniffer sensors: the
big data prospective” describes an optimized Wi-Fi channel
detection and selection method to switch between the best
channels automatically to aggregate the Wi-Fi messages.
Efficiency is demonstrated by experiment deploying in real-
world office environment.

Fu Xiao
Chongsheng Zhang

Zhijie Han
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Since the SDN (Software Defined Network) technology based on OpenFlow was born, domestic and foreign research institutions
have had increasing attention to this emerging field. The OpenFlow technology which is known for standardization and
compatibility network virtualization has brought a lot of innovative solutions in the field of research. As the wireless sensor network
node is complex and difficult to move and the network topology is changing rapidly with time, this requires a routing protocol for
it to be able to adapt to this high topology change. Because traditional WSNS protocol communication needs to consider energy
consumption, load balancing and other factors, it is difficult to find one to take into account all aspects of network algorithms. In
this paper, we put forward a new solution for WSNS in accordance with the OpenFlow technology research in the application of
traditional network.

1. Introduction

With the development of wireless communications, elec-
tronics and sensing technology, wireless sensor network
(WSN) has attracted widespread attention [1]. WSNs are
composed of the sensor with functions of sensing, data
processing, and short-distance wireless communication. In
military defense, disaster relief, environmental monitoring,
biological and commercial applications, and other fields have
broad application prospects [2].

1.1. WSN Routing Technology. Routing protocol is one of
key technologies in wireless sensor network and is presently
one of the hotspot research problems. In multiple hops
network, source node cannot send the data packet to the
destination node directly and only leans on the help of
intermediate nodes to forward these grouped data. In the
network intermediate nodes (including source node) must
correctly determine which neighboring node to send the
received data packets to and to find the shortest path to enable
it to reach destination along the shortest path [3].

Traditional ad hoc network focused on high-quality and
efficient communication; therefore, the design goal of routing
protocol is to find the shortest communication delay between
two nodes, to improve the utilization of network bandwidth,
and thus to avoid traffic congestion caused by routing loops

and at the same time to control the number of intermediate
forwarding about multihop communication and balance
network traffic.

WSN have the traditional characteristics of the wireless
network does not exist. It is far from the center of the network,
in the architecture, addressing method, the communication
mode, and routing structureswhich are different from the tra-
ditional network. Compared with common networks, sensor
networks havemore nodes.Thenodes is very difficult tomove
but its network topology showed a strong nonstationary,
which requested that its high routing protocol must be able
to adapt to the topology changes [4].

WSN node has no energy supplement and its energy
is constrained. In order to improve the network’s lifetime,
routing protocols must be involved in reducing energy
consumption and load balancing. According to the literature
[5–13] we classify routing protocols. Based on wireless sensor
networks and the various similarities and differences between
traditional networks, the existing routing protocols for wire-
less sensor networks have the following characteristics.

(1) Limited Energy. Wireless sensor network node is numer-
ous, mobility is weak, and energy supplement cannot be
timely, so the energy consumption is one of the challenges
of wireless sensor network.
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(2) Local Topology Information. Because the energy is limited,
how to save energy and ensure the efficient of routing
mechanism is a big challenge for WSN.

(3) High Topology Changes. Compared with common net-
works, sensor networks have more nodes. The nodes is very
dofficult to move but its network topology showed a strong
nonstationary, which requested that its high routing protocol
must be able to adapt to the topology changes.

(4) Big Data Redundancy. In the existing wireless sensor
network, due to the random distribution of nodes, Node has
no special logo, multiple nodes simultaneously to collect the
same data redundancy information is great.

(5) Application Specific. Applications of wireless sensor net-
work environment vary widely, so there is no routing mecha-
nism suitable for all applications: different applications need
to adopt different systems.

1.2. Classification of WSN Routing Protocols

(1) According the number of paths in the transmission
process, Routing protocols can be divided into single-
path routing protocol andmultipath routing protocol.

(2) According to the node differences in the hierarchy
and the role during the routing process, Routing
protocols can be divided into flat routing protocols
and hierarchical routing protocols.

(3) According to the relationship between the route when
established and data transmission Routing protocols
can be divided into proactive routing protocols and
hybrid routing protocols.

(4) According to whether the location is identified based
on the destination and if the route calculation uses
the location information, Routing protocols can be
divided into location-based routing protocol and
non-location-based routing protocol.

(5) According to whether they identify the destination by
the daa, can be divided into routing protocols based
on data and the routing protocols not based on data.

(6) According to whether the node addressing, whether
to identify the destination addresses the routing
protocols can be divided into data aggregation and
non-data aggregation.

(7) According to the choice of routing whether consid-
ering the QoS constraints, the routing protocols can
be divided into guaranteedQoS routing protocols and
not guaranteed QoS routing protocols.

(8) According to whether the process of data transmis-
sion deals with aggregation, the routing protocols
can be divided into data aggregation and non-data
aggregation.

(9) According to whether the routing is designated by the
source node, the routing protocols can be divided into
source station and passive station.

(10) According to whether the routing time is involved in
the query, the routing protocols can be divided into
query driven routing protocols and non-query-driven
routing protocols.

Because of the great number of sensor nodes and high
density, sensor node energy, computing power, and storage
capacity are limited; network topology changes frequently
and has the self-organizing ability. When choosing wireless
sensor network routing protocol we need to take into account
the node energy, the communication load balancing, routing
protocol fault tolerance, routing protocol security mecha-
nisms, and so on. It is difficult to design a kind that has the
most efficient wireless sensor network routing protocol.

2. The Key Components and Architecture of
OpenFlow Based on SDN

The control logic of traditional Internet and data forwarding
tight coupling device on the network, resulting in network
control planemanagement of complex, but alsomakes updat-
ing and development of the network control plane is difficult
to directly deploy new technologies on existing networks,
flexibility and scalability difficult to adapt to the rapid devel-
opment of the network. Network control forward separation
architecture proposed by proprietary equipment deployment
of high-level strategy, under the guidance of senior policy
data forwarding, can be done. And it reduces the network
equipment of many complicated functions, and at the same
time, it can also improve the flexibility and operability of
the network based on the new technology.This control logic
control and data forwarding thinking separation technology
research foundation SDN. Initially OpenFlow is put forward
as a prototype of SDN [14], it mainly has two parts, OpenFlow
switch and controller. OpenFlow switch forwarding packets
according to the flow table represents the data forwarding
plane; controller achieves the control function through the
network view. The control logic represents the control plane
[15].

The rapid development of the Internet can be attributed to
the TCP/IP architecture and open application layer software
design.However, due to the particularity of hardware devices,
WSN is largely closed. In wireless sensor network, we put
forward a model of wireless sensor network based on Open-
Flow/SDN.The control function of the traditional distributed
network equipment will be migrated to the controlled com-
puting devices.The underlying network infrastructure can be
abstracted by upper-layer network services and applications
[15]. At last, it through the open programmable software
pattern realizes the automation of network control function.
This model consists of three basic roles: master node, center
node, normal node. The master node as the controller of
the network structure (programmable control unit of the
central executive) according to the control unit (including
topology, transmission capacity, and routing restrictions) will
decide how to achieve synergy and interaction between nodes
for themselves. The function of center node is similar to
the OpenFlow switch. It is responsible for matching and
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Figure 2: FlowVisor based OpenFlow virtualization.

forwarding data stream in the wireless sensor network. The
responsibility of normal node is only to receive data flow [16].

2.1. Master Node/Controller. In the Software Defined Net-
work, the controller is the core of the network NOS (network
operating system) to realize control logic function. NOX is

the programmable controlled central execution unit of the
OpenFlow network. In fact, as shown in the Figure 1 in
this case, the NOX is the control software of SDN. It can
achieve different logic control functions by running different
applications on NOX.

In wireless sensor network (WSN), we give the master
node as a controller. In the WSN based on the OpenFlow/
SDN, master node is the core of the network, and center
node is the operating entity, NOX, by maintaining the basic
information of the network view to maintain the entire
network. Like topology, the network unit provides services.
The application runs on the top of NOX by calling the
global data network view to operate center node to the entire
network. In the Software Defined Network [4].

In order to make the controller able to be directly
deployed in real networks and solve the problem of multiple
controllers to OpenFlow switch control sharing, at the same
time, as shown in Figure 2 the controller should meet the
real needs of network virtualization and FlowVisor has imple-
mented the network virtualization layer based on OpenFlow
between the controller and OpenFlow switch. It makes hard-
ware forwarding plane able to be shared by multiple network
logical slices. Each section has a different logical strategy
forward. In this slice mode, multiple controllers can manage
a switch at the same time, and network administrator can
control network in parallel.Therefore, normal network traffic
can run on a separate slice mode, thus ensuring the normal
flow uninterrupted. In traditional WSN routing protocol, the
node is also facing resources implosion problem (one node
receives multiple copies of data from neighbor nodes almost
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HW Flow
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at the same time) and overlapping (node has received the
same data from the same area). The problems of center node
can be solved based on this biopsy strategy.

2.2. Center Node/OpenFlow Switch. As shown in Figure 3
OpenFlow switch is responsible for data forwarding function.
Main technical details are made up of three parts: flow table,
secure channel, and OpenFlow protocol.

Each OpenFlow switch processing unit consists of flow
table, and each flow table is made up of many flow table
entries. Flow table entry represents the forwarding rules.
In order to enhance the efficiency of the query traffic,the
current flow table query through multistage flow table and
pipeline mode.Flow table item is mainly composed of match
fields,counters and instructions. The structure of matching
field contains a lot of matchs, as the link layer,network
layer and transport layer identifies. The counter is used
for statistical basic data stream. Action represents the data
packets which have been matched with the stream table
entry and should perform the next step. Secure channel is an
interface that can connect OpenFlow switches to controllers.
Through this interface, we can configure and manage Open-
Flow switches by the format specified of OpenFlow protocol.
Besides matching flow table item, center node needs to
identify various existingWSNS routing protocols, by reserved
interface it is convenient for extensions in the future [17].

3. A Typical WSN Based on OpenFlow
Network Structure

As shown in Figure 4 The main ideas of this network archi-
tecture are that center node can be controlled by the master
node, the specific forwarding strategy entirely depends on the
master node, the whole message link is completely control-
lable, when normal nodes have some abnormal conditions
such as energy depletion and fault conditions, the master
node can adjust strategy or change the forwarding path.

                                                                                         

                                                                                           

Information management platform

Receiving
information

Information
retrieval

Information
processing

The control part

Forward part
Distribution policy control

Underlying transport
Information 
distribution

Figure 4: A typical WSN based on OpenFlow network structure.

The core of this framework is the information dissemina-
tion strategy. The master node can establish a transmission
path for the information according to the QoS of the infor-
mation. The master node through the secure channel among
the center node and master node can generate flow table.

(1) When the center node first received the information
forwarding requests, the center nodematches the flow
table information and will feed the node information
back to the master node.

(2) After it receives the feedback information, the master
node begins to construct an optimal forwarding
policy based on the information of QoS and the
network topology maintained by the center node.

(3) When the master node has chosen a path, the center
node will be informed through the flow table to be
added to it. When the information arrives at the cen-
ter node, the message can be forwarded according to
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the strategy that has been built. Because the forward-
ing strategy is the optimal path chosen by the QoS,
node status, and the network topology, the message
forwarding efficiency will be very high.

(4) When the information is sent over and the next flow
of information arrives, the center node will check the
flow table at first. If the information can be matched
with the last, it means the QoS, node status, and the
network topology are consistent with the previous
one. There is no need to construct a new forward
path. If the flow table exists, flow table entry cannot
be forwarded, center node will feed the information
back to the master node and request the construction
of a new path.

Since every information forwarding has selected the
optimal strategy and fully controllable, the stability and
efficiency of the network are much higher than traditional
WSN routing protocol.

4. WSN Network Center Node Deployed

In order to avoid the problem that the location of the center
node unreasonable such as concentration or in the network
edge, literature [18] suggests an algorithm. The center node
location improvement by a distance-aware route algorithm
for cloud computing is based on CAN. As shown in Figure 5
In order to measure the distance between two points, we
introduce the cosine similarity to compare and calculate the
similarity of two primary frequency plots, and then we can
calculate the distance between two points. Frequency plot
is the quantitative expression of the relative position based
on the CDN network. It is a set of 𝑛-dimensional vector. It
recorded the redirection information in a fixed time interval
from the CDN network.

In accordance with the cosine similarity formula, we put
the vector 𝑎 and the vector 𝑏, respectively, into the formula;
we obtained two primary frequency figures 𝑎 and 𝑏 as follows:

Cos sim (𝑎, 𝑏) =
∑
𝑖∈𝐼
𝑎

(𝑢
𝑎,𝑖
⋅ 𝑢
𝑏,𝑖
)

√∑
𝑖∈𝐼
𝑎

𝑢
2

𝑎,𝑖
⋅ ∑
𝑖∈𝐼
𝑏

𝑢
2

𝑏,𝑖

. (1)

Center node
Master node

Normal node
Region clustering

Figure 6: A master node in its control unit structure.

From the above theory we can get into the rough distance
between the nodes corresponding to primary frequency plot
formula. Based on the division of Land Mark, for𝑀 a Land
Mark, the 𝑛-dimensional space of CAN can be divided into
𝑀! Parts which follow the physical distance. We set up center
node in these clustering. Area represented by the clustering
structure is as follows.

(1) Center node. As shown in Figure 6 Center node is the
physical center of the area representative clustering;
center node can locate areas by junior or senior fre-
quency diagram, based on the measurement system,
only when the physical distance between the nodes
and center node is less than certain value. This node
is in center node area.

(2) Regional Unified Virtual Radius. When nodes are
less than MaxPeer already in the area, we need to
set a uniform distance 𝑑, with a constant value as
a screening normal node reference. Regional unified
virtual radius 𝑑 is a variable, and it can be set
according to the size of the network and the demand.

5. Experiment Results

In order to verify the effectiveness of the network structure in
this paper, we use a professional experiment tool MATLAB
and put the results compared with the traditional routing
protocol. The sense for the experiment as nodes distributed
in an area 100m × 100m; the node number is 100; the master
node/base station is located in the center region and the
energy can be supplied:

initial energy 𝐸 = 0.5 J,
message size 4000 bit,

Efs = 10 pJ/bit/m2,
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Emp = 0.0013 pJ/bit/m4,
EDA = 5 nJ/bit/message.

In order to facilitate the comparison with LEACH,
LEACHM, and DEEC routing protocol, we ignore the influ-
ence of random factors such as wireless channel interference.
We can get Figure 7 when the network is performed 5000
times and we compared the WSN structure based on the
technology of SDN with the LEACH, LEACHM, and DEEC.

From Figure 7 we can compare the difference of the
number of death nodes between the new structure and the
traditional routing protocols.The death node appeared when
LEAC, LEACHM, and DEEC protocol execution are 1000–
1300 times.When the system runs 2500 times, all of the nodes
are dead and when it uses DEEC protocol, the system runs
3000 times. The death node appeared when the system ran
the new structure and all of the nodes died when it ran 3000
times. So we can see that, compared with traditional routing
protocol, the new structure is more stable.

From Figure 8 we can see the changes of energy con-
sumption, the new structure is relatively stable and remains
on a lower power consumption level on the node. When
the network topology changes, some nodes has high instan-
taneous energy consumption, but the network has a long
life. The traditional LEACH protocol energy consumption
is relatively stable in the early times, with the selection of
cluster head and changes of the network topology; the energy
consumption was exhausted when it runs 2500 times.We can
see that though some nodes have high instantaneous energy
consumption, the life of the network is longer than that of the
traditional routing protocols.

From Figure 9 we can see the load balancing of the new
structure is lower than others, the highest load balancing rate
of the new structure is 1, and the rate of LEACH protocol is
1.5, another two rates between 1 and 1.5.

From Figure 10 we can see that the new structure has
a great advantage in the data transmission. In the process
of work, LEACH and LEACHM protocol need to select the

0

5

10

15

20

25

30

LEACH
LEACHM

DEEC
New

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

y
(c

on
su

m
pt

io
n)

 LEACH, LEACHM, DEEC,and new comparison of energy consumption

x (time)

Figure 8

0 1000 2000 3000 4000 5000
0

2

4

6

8

10

12

14

16

LEACH
LEACHM

DEEC
New

y
(b

al
an

ce
)

×104

 LEACH, LEACHM, DEEC,and new comparison of load banlancing

x (time)

Figure 9

clusters heads several times; due to the limitations of the
protocol they cannot guarantee the efficiency of the network
and the nodes. In the early stages of the network lifetime,
the traditional LEACH protocol and DEEC protocol can
maintain a higher coverage. but with the energy depletion of
the nodes, the position of cluster head has changed. Network
coverage decreased rapidly, so the whole life of the network
is very short. The WSNS structure is based on the SDN.
Because center nodes have relatively fixed position and they
can flexibly choose routing protocol according to the change
of network topology, the network coverage can maintain a
high level. The whole network maximum to avoid the waste
of energy. From Figure 7 we can see that, compared with the
traditional routing protocols, the new structure has brought
very big rise.
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6. Conclusion

Because many factors should be considered when we design
routing protocols such as node energy, load balancing, and
network topology changes, under the original design concept,
it is difficult for us to design a routing protocol that can
be suitable for all situations. In this paper, a kind of WSN
structure based on the technology of SDN is a good solution
to these questions. However, we have some problems to solve
such as the energy limit of center node and master node,
normal nodes are missing, node zoning and so forth. Next
step We will design algorithm to solve these problems.
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With the explosive growth and wide-spread use of smartphones with Wi-Fi enabled, people are used to accessing the internet
through Wi-Fi network interfaces of smartphones. Smartphones periodically transmit Wi-Fi messages, even when not connected
to a network. In this paper, we describe the Mo-Fi system which monitors and aggregates large numbers of continuous Wi-Fi
message transmissions from nearby smartphones in the area of interest using nonintrusive Wi-Fi sniffer sensors. In this paper,
we propose an optimized Wi-Fi channel detection and selection method to switch the best channels automatically to aggregate
the Wi-Fi messages based on channel data transmission weights and human presence activity classification method based on the
features of human dwell duration sequences in order to evaluate the user engagement index. By deploying in the real-world office
environment, we found that the performance of Wi-Fi messages aggregation of CAOCA and CACFA algorithms is over 3.8 times
higher than the worst channel of FCA algorithms and about 76% of the best channel of FCA algorithms, and the human presence
detection rate reached 87.4%.

1. Introduction

Big data is leading a new prospective of data computation,
storage, analysis, and mining in the recent years [1–3]. With
the explosive growth and wide-spread use of smartphones
withWi-Fi enabled, people are used to accessing the internet,
for example, watching videos on Youtube and chatting on
Facebook through Wi-Fi network interfaces of smartphones
in the area whereWi-Fi hotspots are deployed in order to save
network traffic costs. In the meanwhile, about 40% to 70%
of people always turn on Wi-Fi network interface of smart-
phones instead of turning it off for energy savings. Smart-
phones with Wi-Fi enabled periodically transit Wi-Fi probe
messages, even when not connected to a Wi-Fi network [4].
When smartphones detect and connect to Wi-Fi hotspots in
the area of interest, the background programs and services
of operating systems in the smartphones can generate large
numbers of data transmissions, for example, Apple iOS mes-
sage push notification service and Android message notifica-
tion service. As Wi-Fi network interface in the smartphones

has the unique MAC address, it is possible to identify the
smartphone’s owner and distinguish his presence in the area
of interest.

By deploying Wi-Fi sniffer sensors in the area of interest,
it is possible to captureWi-Fi message transmissions without
disturbing the normal daily use of smartphones, and to ana-
lyze the situation of humans stay and even the coarse-grained
location traces of the smartphones from the big data prospec-
tive. With the features of Wi-Fi sniffing, it can be widely used
in the public places, for example, shopping mall, office build-
ings to analyze the dwelling of smartphones as well as the
owners, even the features of human presence activities and
classify varied user groups. In the shoppingmall, for instance,
user or customer engagement index [5] is a significant index
of business decision for shop owner, for example, customer
traffic, returning customers ratio, dwell duration, visit fre-
quency, and so forth. In this paper, we design and implement
the Mo-Fi system and investigate the feasibility of non-
intrusiveWi-Fi sniffing for smartphones andhumanpresence
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activity patterns by deploying in the real-world office envi-
ronment.

There are two key challenges to discover human presence
activity patterns using Wi-Fi message sniffing on smart-
phones without disturbing the normal daily use of smart-
phones. The first challenge is the fact that smartphones with
Wi-Fi enabled work on 14 channels, and the area of interest
may deploy no Wi-Fi access point or multiple access points
working on different channels. It is difficult to select the
most active working channel in order to aggregate the Wi-
Fi probe or data messages as much as possible in the real-
world deployment.The second challenge is how to extract the
features of human presence activities from the original Wi-Fi
message sequence with timestamp.

The primary contributions of this paper are as follows.

(i) Non-intrusive Wi-Fi sniffing approach to aggregate
Wi-Fi packages from smartphones.

(ii) Optimized channel selection algorithm to switchWi-
Fi sniffer sensor to work on those busy channels.

(iii) An activity classification algorithm to discover
human presence behaviors in the area of interest.

(iv) Evaluation of human presence activity patterns in the
office environment with the real-world deployment.

With the real-world deployment of Mo-Fi system in the
office environment, we found that smartphones with Wi-
Fi enabled generate numerous and continuous Wi-Fi probe
message transmissions, even when not connected to a wire-
less network nearby or smartphones turn the screen off.
During the data aggregation with one deployed Wi-Fi sniffer
sensor for one month, we totally collected over 1,380,330Wi-
Fi messages from 12,496 mobile devices with Wi-Fi enabled
via the IEEEOUIRegistry [6], with the average of 46,011mes-
sages per day. Among those monitored 12,496 devices, 1,437
of them are recognized as the visitors whose dwell duration
is over 10 minutes. From the results of our classification
methods, we dug out four types of human presence activ-
ity patterns, including the outside, walkbys, bounced, and
engaged.

The remainder of the paper is structured as follows.
Section 2 starts with the research backgrounds and require-
ments for theMo-Fi system.Wedescribe the overall operation
ofMo-Fi system in Section 3. In Section 4, our optimizedWi-
Fi sniffing channel selection algorithm is described to meet
the first challenge, followed by human presence activity clas-
sificationmethod in Section 5.ThenSection 6 gives theMo-Fi
system deployment in our experimental office environment
and performance evaluations. Finally, relatedworks and some
concluding remarks are made.

2. Motivation

From the retailers perspective, human presence activity can
be virtual gold mine [7]. In the shopping mall, for instance,
the shop owners are eager for the information about the
customers behaviors after entering into the store, for example,
which goods shelf or area where shoppers spend long time
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Figure 1: Clients at a university cafe exhibit varied dwell times,
reflecting multiple patterns of human presence.

and monthly returning customer visit ratio. Tracking this
information, the shop owner can predict the shoppers, pur-
chase intention or needs and adjust their business decision,
for example, more attractive discounts. Researchers have
investigated several approaches to achieve the offline analyt-
ics for retailers on vision recognition approaches [7, 8].

In [2], the experimental results distinguished that smart-
phones with Wi-Fi enabled transmit Wi-Fi probe messages
periodically, even not to associate with a network. In [9], they
set up aWi-Fi enabled laptop as a traffic sniffermonitoring on
three strongest APs in the cafe and used tcpdump command
to monitor the devices connecting to the APs. Figure 1 shows
the CDF of people dwell times at a university cafe.They found
that more than 30% of the devices dwelled for less than 10
minutes (e.g., the user had a coffee/food to go); and more
than 20% of the devices stayed at least two hours (e.g., web
browsing).

From the real-world use scenario (e.g., shopping mall,
cafe, and outdoor show), we can elicit the following require-
ments that support discovering human presence activity with
smartphones using non-intrusive Wi-Fi sniffer sensors.

(i) 𝑅1: minimum assumption on smartphones: One of
the first ideal features is that smartphones do not need
to install any specialized Apps software in order to
aggregate Wi-Fi packages.

(ii) 𝑅2: non-intrusive to the existing wireless networking:
another ideal feature is that Wi-Fi message sniffing is
non-intrusive to the existing wireless networking in
the area of interest.

(iii) 𝑅3: redundant message elimination and compress: as
smartphoneswithWi-Fi can provide numerous probe
message transmissions, it is necessary to eliminate
numerous messages with the same timestamp, and
uplink distinguished Wi-Fi messages with varied
timestamps.

(iv) 𝑅4: capture the behavior of users stay: as smart-
phones have unique MAC address of Wi-Fi network
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Figure 2: System architecture ofMo-Fi system with front-end Wi-Fi sniffer sensor and back-end data analysis services.

interface, the behaviors of the owners stay could be
distinguished and extracted from theWi-Fi messages
sequence fromWi-Fi sniffer sensors.

(v) 𝑅5: human presence activity classification: to evaluate
the user engagement index, varied human presence
activity patterns should be classified from the features
of the users dwelling behaviors, for example, walkbys
and engaged customers.

(vi) 𝑅6: privacy protection against unsecure exposed Wi-
Fi sniffing: when the user enables Wi-Fi network
interfaces of his smartphones, user privacy should be
guaranteed so that he might choose not to reveal his
identity during passive Wi-Fi sniffing.

To address the abovementioned requirements, we pro-
pose and implement Mo-Fi system which can monitor and
aggregate large numbers of ubiquitous Wi-Fi messages from
smartphones using non-intrusive Wi-Fi sniffer sensors and
discover human presence activities, as the unique MAC
address could be used as an identity.TheWi-Fi sniffer sensors
can detect the best active working channels and capture the
device’s MAC address with one-way hashing encryption and
uplink the encrypted MAC IDs with extracted timestamp to
the back-end big data analysis. The back-end functions pro-
vide large-scale storage and process the data, extract the stay
of smartphones and classify the human presence activities,
and display the statistics results on dashboard in the web
interface.

3. System Overview

This section presents the system overview of Mo-Fi system
before we discuss the Wi-Fi channel detection and selection
and human presence activity classification issues.

3.1. System Architecture. As shown in Figure 2, the architec-
ture of Mo-Fi system is divided into front-end Wi-Fi sniffer
devices and back-end data analysis services and web inter-
faces.

The front-end Wi-Fi sniffer sensor is an ARM-based
embedded device, which detects Wi-Fi channels, aggregates
Wi-Fi messages from nearby smartphones, and uplinks to
back-end clouds. Channel Detection and Selection module
detects and selects better active sniffing channel due to the
user’s configuration. Data Filtering and Compressionmodule
filters out redundant, duplicated, or non-mobile-device data
packets. Data Uploading module uploads the sniffed mes-
sages to back-end cloud RESTful API. LogManagementmod-
ule keeps the runtime status of all modules and stores them in
local database. System Status Monitoring module monitors
the parameters of CPU, memory, and disk usage in the Wi-
Fi sniffer sensor for device diagnosis.

The back-end data analysis service is running on cloud
servers, provides RESTful API to push/pop filtered and com-
pressedWi-Fi messages, and stores data in the database.Data
Inputmodule receives data from front-end devices and stores
them into NoSQL-based database. Data Processing module
loads raw data and analyzes data to human presence activities
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Figure 3: Workflow ofMo-Fi system modules fromWi-Fi message sniffing to human presence activity recognition and classification.

using Analyzing and Mining module and then stores the
analyzed statistics results. Data Output module provides
Open API for data fetching of third-party modules.

The web interface demonstrates human presence activ-
ities and device status with charts, bars, and tables, which
could display analysis data in real time.

3.2. Workflow. As the workflow of Mo-Fi system shown in
Figure 3, the data processing procedure contains three phases
of data fetching phase, data storage phase, and data analyzing
phase. Data fetchingmethod is designed to aggregate asmuch
datamessages from smart devices, which is embedded onWi-
Fi channel detection and selection algorithms; data storage
phase is designed to provide better persistence for big data
Wi-Fi data analysis, which includes data filtering and data
compression for eliminating redundant messages; data ana-
lyzing phase is designed to extract the useful information
from Wi-Fi messages (e.g., RSSI, SRC MAC address, DEST
MAC address, PROBE/DATA message type, and the times-
tamp), analyze the dwell duration of the human behaviors,
and finally dig out and classify the human presence activities.

4. Optimized Channel Detection and Selection

In this section, we discuss the Wi-Fi channel detection and
selectionmethods to enhance the efficiency ofWi-Fi message
sniffing and aggregation.

4.1. Channel Detection and Selection Algorithms. Thepurpose
of channel detection and selection method is to monitor and
aggregateWi-Fimessages from smartphones including probe
message and data message as much as possible. Smartphones
transmit periodicallyWi-Fi probe messages to all 14 channels
and send Wi-Fi data messages in the fixed working channel
of connected Wi-Fi network when associated with a Wi-Fi
AP. Therefore, it is key and significant to detect and find the
working channel tomonitor in the area of interest. Traditional
sniffingmethod uses FixedChannel Allocation (FCA)method
to pick up one fixed channel randomly. The front-end Wi-
Fi sniffer sensors of Mo-Fi system are designed not only to
scan the working channels but also to switch to the one in
order to capturemessage packets more efficiently. Besides the

FCA methods, other three channel detection and selection
methods are provided in theMo-Fi systemas described below.

(i) Average Time Channel Allocation (ATCA). The ATCA
method allocates the unified length of sniffing time slices for
all 14 Wi-Fi channels. TheMo-Fi system switches the sniffing
channel in roll-polling way.

(ii) Channel Activeness Based Channel Fair Allocation
(CACFA). The CACFA method as Algorithm 1 described
allocates the varied length of sniffing time slices for all 14
Wi-Fi channels based on the received message number and
weights of each channel. The method sorts each channel
message counting list in ascending order in the first 5
minutes. Then it separates the remainder 55 minutes into
numbers of time slices by 15 seconds interval (default) and
dispatches the slices to each channel in the counting list due to
the packets percentage of total packets number. Each channel
on list would at least get one time slice.

(iii) Channel Activeness Based Optimized Channel Allocation
(CAOCA).The CAOCA method is derived from the CACFA
method which discards those channels with extremely low
level activeness and tries to switch the channelwith high qual-
ity activeness and allocates more time slices as much as possi-
ble. Instead of sorting the list in ascending order, the CAOCA
algorithm shown in Algorithm 2 sorts the channel’s weights
in descending order in the first 5 minutes in the detection
phase. Then it separates the reminder 55 minutes into time
slices by 15 seconds interval (default) and allocates the time
slices to those high-quality channels first in the list according
to the packets percentage of total packets number.When over
95% time slices have been allocated, the algorithms stop.
Eventually, one or a few channels with high-quality from total
14 channels have been selected.

Table 1 gives an example of the message counting results
of each Wi-Fi channel. Normally, CH.6 is the default con-
figured working channel on the most Wi-Fi APs, which has
the best high-quality activeness. The detection and selection
procedure is divided into a 5-minute detection phase and 55-
minute selection and monitoring phase. Totally, the 720 5-
second time slices are divided and allocated to those channels.
The packet counting result shows that the CAOCA algorithm
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Input: 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡: an array list of detection result,
including channel number and packet count
𝑡𝑜𝑡𝑎𝑙 𝑑𝑎𝑡𝑎 𝑐𝑜𝑢𝑛𝑡: the sum of packet count
during detection 𝑡𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒: the total
number of time slices divided by threshold

Output: 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒
(1) sort 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡 in ascending order by packet count
(2) for 𝑖 = 1; 𝑖 ≤ 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑙𝑒𝑛𝑔𝑡ℎ; 𝑖 + + do
(3) 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 = 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡[𝑖]/𝑡𝑜𝑡𝑎𝑙 𝑑𝑎𝑡𝑎 𝑐𝑜𝑢𝑛𝑡;
(4) 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 = 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 ∗ 𝑠𝑢𝑚(𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒);
(5) if 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 ≤ 1 then
(6) 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 = 1;
(7) end
(8) 𝑐ℎ𝑎𝑛𝑛𝑒𝑙.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 = 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒;
(9) end
(10) return 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒;

Algorithm 1: The CACFA algorithm.

Input: 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡: an array list of detection result,
including channel number and packet count
𝑡𝑜𝑡𝑎𝑙 𝑑𝑎𝑡𝑎 𝑐𝑜𝑢𝑛𝑡: the sum of packet count
during detection 𝑡𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒: the total
number of time slices divided by threshold

Output: 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒
(1) sort 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡 in descending order by packet count
(2) 𝑡𝑜𝑡𝑎𝑙 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 = 0

(3) for 𝑖 = 1; 𝑖 ≤ 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑙𝑒𝑛𝑔𝑡ℎ; 𝑖 + + do
(4) 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 = 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡[𝑖]/𝑡𝑜𝑡𝑎𝑙 𝑑𝑎𝑡𝑎 𝑐𝑜𝑢𝑛𝑡;
(5) 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 = 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 ∗ 𝑠𝑢𝑚(𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒);
(6) 𝑐ℎ𝑎𝑛𝑛𝑒𝑙.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒 = 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒;
(7) 𝑡𝑜𝑡𝑎𝑙 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒+ = 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒;
(8) 𝑟𝑒𝑠𝑡 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒𝑠− = 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒

(9) if 𝑡𝑜𝑡𝑎𝑙 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 ≥ 0.95 then
(10) break;
(11) end
(12) channel.time slice = time slice;
(13) end
(14) 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡[0].𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒+ = 𝑟𝑒𝑠𝑡 𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒𝑠
(15) return 𝑐ℎ𝑎𝑛𝑛𝑒𝑙 𝑙𝑖𝑠𝑡.𝑡𝑖𝑚𝑒 𝑠𝑙𝑖𝑐𝑒;

Algorithm 2: The CAOCA algorithm.

is a little better than the CACFA algorithm theoretically, and
these two algorithms are much better than the ATCA algo-
rithm.The FCA algorithm could have the best performance if
the best high-quality working channel is chosen occasionally,
while the inactive channel could get worse performance. The
expectation value of FCA more or less equals the ATCA.

4.2. Redundant Message Elimination and Compression.
Smartphones withWi-Fi enabled can produce large amounts
of Wi-Fi message transmissions in seconds [2]. According to
our experimental records, one smartphone can send 3 to 5
probe requests in average and receive the same amount. In
Table 1, an example of time slice allocation of FCA, ATCA,
CACFA, and CAOCA algorithms of probe response within

1 hour is shown. The total amounts of uncompressed and
unfiltered packets could be up to more than 10 millions per
day, which is a big burden to data analysis or data mining, in
which we found that the messages contain tons of duplicated
data. The front-end sensors of Mo-Fi system enable
redundant message elimination and compression for sniffed
packets. The algorithm shown as Algorithm 3 has two steps:
elimination and compression. It maintains a MAC library of
all the brands of smartphones and a dictionary of existing
devicesWi-Fi modulesMAC address with packet type within
a certain time threshold (the default threshold is 1 second,
which means if a Wi-Fi message is recorded, the algorithm
would discard those other same messages within the thresh-
old window).When aWi-Fi message is sniffed, the algorithm
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Table 1: Example of time slice allocations of FCA, ATCA, CACFA, and CAOCA algorithms.

CH. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 Total
Packets in 5 s 500 10 10 200 10 3000 300 10 10 10 10 10 10 10 4100
Percentage (%) 12.2 0.2 0.2 4.9 0.2 73.2 7.3 0.2 0.2 0.2 0.2 0.2 0.2 0.2 100
Algorithms Dispatched time slices Count
FCA (best CH.) 0 0 0 0 0 720 0 0 0 0 0 0 0 0 2160000
FCA (worst CH.) 0 720 0 0 0 0 0 0 0 0 0 0 0 0 7200
ATCA 52 52 52 52 52 52 51 51 51 51 51 51 51 51 212830
CACFA 80 1 1 32 1 491 48 1 1 1 1 1 1 1 1551635
CAOCA 80 0 0 32 0 500 48 0 0 0 0 0 0 0 1578535

Input:𝑚𝑎𝑐 𝑑𝑖𝑐𝑡: a hash table records MAC of
smartphones: 𝑑𝑎𝑡𝑎 𝑑𝑖𝑐𝑡: a hash table records
existed data packet information with time
threshold; 𝑙𝑎𝑠𝑡 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝: the time stamp of
the last recorded

Output: 𝑠𝑡𝑜𝑟𝑒𝑑 𝑑𝑎𝑡𝑎
(1) Get data from sniffer thread
(2) if !𝑚𝑎𝑐 𝑑𝑖𝑐𝑡.ℎ𝑎𝑠 𝑘𝑒𝑦(𝑑𝑎𝑡𝑎.𝑚𝑎𝑐 𝑚𝑑5) then
(3) discard data
(4) end
(5) if 𝑑𝑎𝑡𝑎.𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 ̸= 𝑙𝑎𝑠𝑡 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 then
(6) delete expired data from 𝑑𝑎𝑡𝑎 𝑑𝑖𝑐𝑡;

𝑙𝑎𝑠𝑡 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝 = 𝑑𝑎𝑡𝑎.𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝

(7) end
(8) if 𝑑𝑎𝑡𝑎 𝑑𝑖𝑐𝑡.ℎ𝑎𝑠 𝑘𝑒𝑦(𝑑𝑎𝑡𝑎.𝑚𝑎𝑐 𝑚𝑑5) then
(9) if 𝑑𝑎𝑡𝑎 𝑑𝑖𝑐𝑡[𝑑𝑎𝑡𝑎.𝑚𝑎𝑐 𝑚𝑑5].𝑡𝑦𝑝𝑒 == 𝑑𝑎𝑡𝑎.𝑡𝑦𝑝𝑒

then
(10) discard data
(11) end
(12) end
(13) add data to 𝑑𝑎𝑡𝑎 𝑑𝑖𝑐𝑡;
(14) return 𝑠𝑡𝑜𝑟𝑒𝑑 𝑑𝑎𝑡𝑎;

Algorithm 3: The data filtering and compression algorithms.

would filter out packets of nonmobile smart devices based
on the IEEE OUI Registry.

5. Human Presence Activity Classification

In this section, we discuss the human presence activity recog-
nition and classification method from the collection of the
aggregated Wi-Fi messages to the behaviors of human pres-
ence activities.

5.1. Feature Extraction on Wi-Fi Message Sequence. While
Wi-Fi sniffer sensors detect and capture message transmis-
sions with all types of Wi-Fi packages, Mo-Fi system filters
out three types of all, including Wi-Fi probe request,
probe response, and data messages. In the experiment,
we found smartphones transmit Wi-Fi probe request or
response messages periodically and send or receive data
messages when associated with Wi-Fi APs. By processing
the timestamp of Wi-Fi message sequence from the unique
targets identified MAC address, the system calculates the
unique MAC IDs dwell duration, as well as the start time

and the end time. We design a TS2VD algorithm to convert
the discrete Wi-Fi message sequence to unique devices or
users sequential dwell duration. As the probe request period
is fixed, we design a time difference value (TDV), greater
than probe request period, to distinguish between two unique
visits. Any time interval of two message packets with the
unique MAC address which is smaller than TDV belongs to
the same dwell duration, as Algorithm 4 has shown in detail.

The Mo-Fi system regards the unique devices or users
dwell duration as the feature of the behaviors of visitor’s stay
in the monitored area of interests.

5.2. Human Presence Activity Classification on Dwell Dura-
tion. Varied time lengths of dwell duration indicate varied
human presence activity patterns. In order to classify the
patterns, theMo-Fi system uses𝐾-means clustering methods
[10] to classify the human groups based on the time threshold
features of dwell duration (DD), for example, capture time
value (CTV), inside time value (ITV), and engaged time value
(ETV). As a result, the users are divided into four groups,
for example, outside, walkbys, bounced, and engaged patterns,
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Input:𝑊𝑃𝐿𝑖𝑠𝑡: Packet List of a WiFi with
timestamps ordered by timestamp, TDV: time
difference value

Output: 𝑉𝐷𝐿𝑖𝑠𝑡: dwell duration list
(1) 𝑝𝐶𝑜𝑢𝑛𝑡 = 𝑐𝑜𝑢𝑛𝑡𝑜𝑓𝑊𝑃𝐿𝑖𝑠𝑡
(2) V𝑑: Initialize visit duration data, start time, end time

and duration
(3) V𝑑.𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒 =𝑊𝑃𝐿𝑖𝑠𝑡 [0]. 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(4) V𝑑.𝑒𝑛𝑑𝑇𝑖𝑚𝑒 =𝑊𝑃𝐿𝑖𝑠𝑡 [0].𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(5) V𝑑.𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 = V𝑑.𝑒𝑛𝑑𝑇𝑖𝑚𝑒 − V𝑑.𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒;
(6) if 𝑝𝐶𝑜𝑢𝑛𝑡 > 1 then
(7) for 𝑖 = 1; 𝑖 ≤ 𝑝𝐶𝑜𝑢𝑛𝑡; 𝑖 + + do
(8) 𝑖𝑛𝑡𝑒𝑟V𝑎𝑙 =𝑊𝑃𝐿𝑖𝑠𝑡 [𝑖].𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;

𝑊𝑃𝐿𝑖𝑠𝑡[𝑖 − 1]. 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(9) if 𝑖𝑛𝑡𝑒𝑟V𝑎𝑙 ≤ 𝑇𝐷𝑉 then
(10) V𝑑.𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 = V𝑑.𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 + 𝑖𝑛𝑡𝑒𝑟V𝑎𝑙;
(11) V𝑑.𝑒𝑛𝑑𝑇𝑖𝑚𝑒 ≤ −𝑊𝑃𝐿𝑖𝑠𝑡[𝑖].𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(12) end
(13) else
(14) push V𝑑 to 𝑉𝐷𝐿𝑖𝑠𝑡;
(15) reset V𝑑 object and do initialization;
(16) V𝑑.𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒 =𝑊𝑃𝐿𝑖𝑠𝑡[𝑖].𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(17) V𝑑.𝑒𝑛𝑑𝑇𝑖𝑚𝑒 = 𝑊𝑃𝐿𝑖𝑠𝑡[𝑖].𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝;
(18) V𝑑.𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 =

V𝑑.𝑒𝑛𝑑𝑇𝑖𝑚𝑒 − V𝑑.𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒;
(19) end
(20) end
(21) else
(22) push V𝑑 to 𝑉𝐷𝐿𝑖𝑠𝑡;
(23) end
(24) end
(25) return 𝑉𝐷𝐿𝑖𝑠𝑡;

Algorithm 4: Converting Wi-Fi message sequence to dwell duration.

as Figure 4 has shown. In the case of the experiment in the
laboratory, the average total traffic is 1,676 per day, of which
the capture rate of outside pattern is 68%, walkbys pattern is
8.4%, bounced pattern is 17.4%, and engaged pattern is 6.2%.

6. Deployment and Performance Evaluation

Our experiment evaluation focuses on the following.

(i) The portability of front-end packet sniffing program,
including channel detection and selection algorithm
and data filtering and compression algorithm.

(ii) The performance of channel detection and selection
algorithm. The experiment would demonstrate how
channel detection and selection algorithm affectsWi-
Fi package sniffing.

(iii) The performance of redundant message elimination
and compression.The experimentwould demonstrate
the comparison between using and not using filtering
and compression algorithm.

(iv) The comparison between analyzed human presence
and the real circumstance in the real-world deploy-
ment in the office environment.

6.1. Prototype Implementation and Real-World Deployment

(1) Prototype Implementation of Mo-Fi System. On one side,
we design and implement the front-end functions of Mo-Fi
system in Raspberry PI [11] ARM-based embedded device
with a Ralink Wi-Fi USB card as shown in Figure 5(a).
The modules of channel detection and selection and data
filtering and compression mentioned above are implemented
inPythonwhich are running onRaspbianoperating system in
Raspberry PI device. While the sniffing procedure starts, the
Wi-Fimessages are sniffed and aggregated into local database
as Figure 5(b) shows.

On the other side, we design and implement the functions
of human presence activity recognition and classification in
Python in back-end server. Also theMo-Fi system provides a
web portal where the human presence activities are drawn in
a figure dashboard. In addition, the users can monitor device
status in real time and manage the Wi-Fi sniffer sensors as
shown in Figure 6.

(2) Deployment in the Real-World Office Environment. As
Figure 7 has shown, the Mo-Fi system is deployed in the
real-world office environment in the Institute of Information
Engineering, Chinese Academy of Sciences.TheWi-Fi sniffer
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Wi-Fi packages sniffed in 1 minute

(a) outside pattern

Wi-Fi packages sniffed in 1 minute

(b) walkbys pattern

Wi-Fi packages sniffed in 1 minute

(c) bounced pattern

Wi-Fi packages sniffed in 1 minute

(d) engaged pattern

Figure 4: Four types of human presence activity patterns in the real-world testing office environment.

(a) Prototype of Wi-Fi sniffer (b) Result display of Wi-Fi message sniffing

Figure 5: The prototype of Wi-Fi sniffer sensor and result display screen of Wi-Fi message sniffing.

Figure 6: Web interfaces ofMo-Fi system.

sensors capture Wi-Fi probe and data packages within about
100 meters range. According to the structure of the institutes,

five sniffer sensors are deployed in each corner and entrance
of the building.

6.2. Performance Results of Channel Detection and Selection
Algorithms. To evaluate the performance of the Wi-Fi chan-
nel detection and selection algorithms, we use 5Wi-Fi sniffer
sensors to run the different algorithms at the same place and
the same time in the testing office environment as follows.

(i) Fixed Channel Allocation algorithms on the best high-
quality active channel, for example, CH. 6.

(ii) Fixed Channel Allocation algorithms on the worst
high-quality active channel.

(iii) Average Time Channel Allocation algorithms.
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Figure 7: The deployment ofMo-Fi system.

(iv) Channel Activeness based Channel Fair Allocation
algorithms.

(v) Channel Activeness based Optimized Channel Alloca-
tion algorithms.

As shown in Figure 8, the different lines demonstrate
number of sniffed packets using different channel detection
and selection algorithms. The sniffer sensor with Fixed
Channel Allocation algorithms on the best high-quality active
channel, for example, CH. 6, received the most numbers of
Wi-Fi packages. The result shows that about 80% of routers
were working on CH. 6, the channel with the best high-
quality activeness. On the other hand, the sniffer sensor
with Fixed Channel Allocation algorithms on the worst high-
quality active channel works worst, only 4.2% of the best one.
It proved that the sniffer sensor should detect and select the
best high-quality to improve the performance of Wi-Fi sniff-
ing. Actually, as we do not know the deployment ofWi-Fi APs
in the area of interest and the most active channel, the
sniffer sensor just only has 1/14 chances to hit the best

channel. For theAverage Time Channel Allocation algorithms,
the performance improved to reach 18% of the best one. For
the Channel Activeness Based Channel Fair Allocation and
Channel Activeness Based Optimized Channel Allocation algo-
rithms, the performance improved highly further to reach
78.6% and 76.1%. As shown in the experiment, there is no
distinct difference betweenChannel Activeness based Channel
Fair Allocation and Channel Activeness based Optimized
Channel Allocation algorithms opposite, not as we expected.
We supposed two possibilities but not confirmed yet; one
is the performance discrepancy between the sniffer sensors
hardware on channel detection, and the other is the improper
configuration value of channel hopping interval (5 seconds by
default).

To summarize, the channel detection and selection algo-
rithms can facilitate the Wi-Fi sniffer sensors to aggregate
Wi-Fi messages in an easy way with a different performance.
By deployment on CACFA or CAOCA methods, the perfor-
mance is highly improved to the normal FCA method.
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Figure 8: Performance results and comparison of 4 channel detection and selection algorithms, for example, FCA, ATCA, CACFA, and
CAOCA in the real-world deployed office environment.

6.3. Performance Results of Redundant Message Elimination
and Compression. To evaluate the performance of redundant
message elimination and compression, we run the program
on three elimination and compression policies on one Wi-Fi
sniffer sensor as follows.

(i) Algorithm that filters and compresses data.

(ii) Algorithm that filters but does not compress data.

(iii) Algorithm that does not filter or compress data.

As shown in Figure 9, the difference between bars indi-
cates the performance of data filtering and compression algo-
rithms with the abovementioned policies. The filtering algo-
rithm can filter out about 90%of nonsmartphoneWi-Fi pack-
ets, and the compression algorithm can filter out about 70%of
redundant filtered data. The big contrast between raw data
and filtered and compressed data clearly proved the contri-
bution on data filtering and compression.

To summarize the experiment, the filtering rate is approx-
imately 9.29% and the compression rate is approximately
27.57%. The total contribution of data filtering and compres-
sion algorithms is to save about 97.44% storage spaces and
provide better performance on further data analysis and
mining.

6.4. Performance Results of Human Presence Activity Clas-
sification. To analyze human presence activity pattern, we
deploy and aggregate the Wi-Fi messages in the office envi-
ronment for 14 days. In the institute, there are 59 peoplework-
ing in the office monitored area and about 670 people nearby
the institute always pass by or inside the monitoring area of
Wi-Fi sniffer sensors every day. According to the office

environment, we set the time difference values and thresholds
as follows.

(i) Visit duration time difference: TDV = 1 hour.
(ii) Capture time value: CTV = 2min.
(iii) Inside time value: ITV = 5min.
(iv) Engaged time value: ETV = 30min.

As shown in Figure 10, we calculated the users’ traffic in
the office environment for 14 days.The average engaged traffic
is 55, which is close to the working employees’ number, and
the capture traffic value 760 is close to to the institute’s total
employee’s number. Considering those people without taking
smartphones or taking more than 2 devices (e.g., iPhone
and iPad), we conclude that engaged traffic is approaching
to long-time presence people number and capture traffic is
approaching to the sum of walkbys and inside people. By
calculating, the engagement rate as a significant index of cus-
tomer engagement in theworking days is stable to 5.1%,which
is in accordance with the features of office environment. And
we found that the engaged traffics of the weekends (e.g., the
points day 4 and day 11 in Figure 10) dropped to less than
half of the engaged traffics in the working days, which is in
accordance with people’s weekly work habits.

The experimental results are in line with the real-world
environment and as a result the patterns of human presence
activity proved that the approach in this paper is feasible and
acceptable.

7. Related Works

Activity recognition has become an active research area
in recent years due to the pervasiveness of sensor assisted
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Figure 10: Results of average user traffic for one month.

phones [12–16]. Researchers study on human activity recog-
nition on varied approaches. In [17, 18], a system for sensing
complex social systems with data collected from one hundred
mobile phones for six months was designed to use standard
Bluetooth-enabled mobile telephones to measure informa-
tion access and use in different contexts, recognize social pat-
terns in daily user activity, infer relationships, identify socially
significant locations, and model organizational rhythms. In
[19], a novel method was proposed to assess daily living

patterns using a smartphone equippedwithmicrophones and
inertial sensors. And a feature-space combination approach
for fusion of information from sensors sampled at different
rates was proposed to identify various high level activities. In
[20], a general technique was proposed to exploit this “mul-
tidimensional” contextual variable for human mobility pre-
diction and extract different mobility patterns with multiple
models under a probabilistic framework. To summarize, the
above approaches focus on the complex activity recognition
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techniques by rich sensor assisted functions on the smart-
phones, which assume that large numbers of smartphones
have installed the elaborated Apps or software to aggregate
multilevel contextual information. Actually, the assumption
is a little bit ideal to the daily, practical human use.

In [2], the experiment results on Wi-Fi message trans-
mission of smartphones give a new way to recognize human
activities. By deploying Wi-Fi monitoring equipment in an
area of interest, it is possible to detect these transmissions,
providing a coarse-grained location trace for each phone that
passes through the area without modifying the phones. Every
Wi-Fi transmission contains a unique device identifier (MAC
address). In [9], a system for predicting length of stay at
Wi-Fi hotspots was proposed to predict dwell time with and
without the aid of client sensor data using machine learning
algorithm at hotspot APs. Based on the above-mentioned
contributions, we investigate theWi-Fi channel detection and
selection issue to improve the efficiency of Wi-Fi package
sniffing andhumanpresence activity classification issue to dig
out presence patterns.

8. Conclusion

This paper proposes Mo-Fi, a non-intrusive solution for
discovering human presence activity, by aggregating large
amounts of Wi-Fi messages from smartphones using Wi-Fi
sniffer sensors without installing any Apps in smartphones
and without disturbing the normal daily use of smartphones.
We proposed an optimized Wi-Fi channel detection and
selection approach to sniffingWi-Fi packages asmuch as pos-
sible and activity classification based𝐾-means on dwell dura-
tion sequences to identify the patterns of human presence. By
deploying theMo-Fi in the real-world office environment for
onemonth, we found that the performance ofWi-Fimessages
aggregation of CAOCA and CACFA algorithms is over 3.8
times higher than the worst channel of FCA algorithms and
about 76% of the best channel of FCA algorithms, and the
human presence detection rate reached 87.4%. We dug out
four types of human presence patterns in the office
environment, for example, outside, walkbys, bounced, and
engaged pattern. Finally, we declaimed that our non-intrusive
approach is acceptable to discover the human presence in
the condition of restricted and practical deployment require-
ments.
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Foreign object debris (FOD) would potentially cause huge damage when it appears on the airport runway, so the FOD surveillance
system is one of the essential protectors for airplane’s safety now. This paper introduces a designed method of airport runway
FOD detection system based onWSN, analyzes function of various image acquisition sensors, and introduces FOD image analysis
algorithm. Finally WSN data fusion technology is used to analyze the FOD image.

1. Foreword

What is FOD? FOD is the abbreviation of foreign object
debris, which refers to a foreign substance that may damage
the aircraft system. There are many types of FOD, such as
connecting pieces between aircraft and engine, flying objects,
wild animal, leaves, sand, and stone. FOD is very harmful to
the aircraft. For example, Air France Concorde crash in July
25, 2000 caused by FOD killed 113 people. The crash created
by FOD took research of FOD automatic, fast, and accurate
monitoring and alarm system on the agenda. This further
proved that an effective safety airport runway intelligent
detection system is an important part of the airport flight
safety system. Nowadays, there are four typical systems in the
world, the British Tarsier system (Figure 1(a)), FOD Detect
detection system of Israel (Figure 1(b)), FOD Finder mon-
itoring system (Figure 1(c)), and iFerret monitoring system
(Figure 1(d)) [1–4].

At present, most of the domestic airports are still using
manual method which is neither efficient nor safe. China has
not yet found the radar system on FODmonitoring. Current
research methods for detecting runway FOD are mainly
for image processing on the runway image to realize the
detection and localization of FOD.

This paper introduces the design of a runway detection
system based on WSN. The main purpose of this design is
to conduct real-time detection, recognition, and tracking of
track target, for the general sensors are unable to achieve this

goal. In this design, the radar sensor, visible light cameras,
infrared cameras, and laser ranging technology are used to
further analyze the grade of target threat and the position
of the FOD. In addition, the system uses multiple sensors
to detect, so we use the sensor data fusion technology. This
design is both innovative and practical.

2. Construction of System Model

2.1. The Basic Function of the System. According to the needs
of real-time detection of airport runway FOD, FODdetection
system should have the following basic functions.

(1) The runway should be detected 24 hours in all cases,
regardless of the weather and the limitation of light.

(2) It can detect the damage level and the specific location
of FOD and sends out alarm signals correspondingly.

(3) Information detected can be sent to the airport run-
way information database and recorded for query.

2.2. The System Structure Diagram. As the showing of
Figure 2, the overall framework of airport runway detection
system designed in this paper is to use the data server,
data monitoring device, FOD processing information station
and sensing data terminal and communication network
to exchange information. First, the communication net-
work receives information from each module and processes
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Figure 1: (a) Tarsier system. (b) FOD Detect detection system. (c) FOD Finder monitoring system. (d) iFerret monitoring system.

the received information. And then, it feeds back to each
module and completes the specific process of FOD detection.
At last, the content of the event is sent to the database.

2.3. The Work Flow of the System

(1) Turn on the system; staffs take their place; start the
hardware and software system self-check.

(2) Millimeter wave radar began to carry on the omnidi-
rectional real-time scanning of the runway.

(3) Radar scans to find the FOD and alarm. Optical cam-
era began to take pictures of FOD, judge the harm
degree, and send the location information of the FOD.

(4) Monitor center receives information and judge
whether to remove. If the optical camera failed to
identify, the manual inspection should be adapted.

(5) After receiving removal instructions, the staff began
to clean foreign body, upload information to the
monitor data center, and record the information.

3. The Sensor System

3.1. Millimeter Wave Radar. Millimeter wave radar usually
works in the frequency range of 30 to 300GHz. The main
function ofmillimeter wave radar is to scan the runway in the
automatic inspection uninterrupted state all day and sound
the alarm in the detection of FOD [5].Then send the detected
information to optical camera.

3.2. Optical Camera. Optical camera system is composed
of visible light camera and an infrared thermal imager. Its
main function is to shoot picture of the target after receiving
distance coordinate signal of airport runway FOD given from
the millimeter wave radar system [6].

Visible light camera is mainly used for photographing
in illumination and better weather conditions. FOD target
environment image and FOD accurate target image are very
important for the detection and identification of targets.
Therefore visible light cameras can take both the whole scene
image and local fine image features by selecting the zoom
capability lens.

3.3. Laser Range Finder. Airport FOD detection uses laser
range finder to fix the target location. When visible light
camera and infrared camera scan the object and send out the
alarm signal, laser range finder measures the distance of the
object and determines the exact location of FOD at the same
time.

3.4. Photoelectric Encoder. Photoelectric encoder is a binary
photoelectric position indicator. It is composed of light
source, the encoder, and a photoelectric receiver. Airport
runway detection uses photoelectric encoder to determine
the angular position for more accurate position of FOD.

3.5. Data Fusion Device. FOD detection uses data fusion
for information processing. The data fusion center fuses
the information from multiple sensors and can also fuse
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the observed facts from multiple sensor information and the
man-machine interface. If finds foreign objects and extract
information, makes an alarm signal and send it to the moni-
toring center or runway staff, then process and record infor-
mation.

4. Airport Runway Detection Algorithm

According to the analysis of airport runway detection system,
FOD detection is very important. Detection algorithm of
image objects is the priority among priorities in the algorithm
design process. Therefore, in order to accurately locate and
recognize the position of FOD, we will use several kinds of
algorithms to analyze this problem.

4.1. Analysis and Comparison of Image
Segmentation Algorithms

4.1.1. Image Edge Detection Algorithm Based on the Canny
Operator. (1) The basic principle of Canny edge detection: the
first-order differential filter can filter out the noise and keep
the edge characteristic. Noise filter is a derivative of arbitrary
direction of 2D Gauss function [7, 8]. Filtering method is
carried out through the convolution with the image; image
edge is determined by the local maximum image gradient on
the filtered image.

(2) Theoretical basis: Canny gives 3 indexes of edge
detection performance evaluation [9]. High signal to noise
ratio. The mathematical expression of the signal-to-noise
ratio (SNR) is

SNR =
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The boundary filter impulse response is 𝑓(𝑥); the edge
function is 𝐺(−𝑥); the RMS of Gauss noise is 𝑎. The false
detection rate is inversely correlated to SNR.

High positioning accuracy: in order to increase the
positioning accuracy, edge detection is less than the actual
distance of edge point. Mathematical expressions of position-
ing accuracy are
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The first-order derivatives of 𝐺(−𝑥) and 𝑓(𝑥) are 𝐺(−𝑥)
and 𝑓(𝑥). The positioning accuracy is proportional to the
localization value.

Single edge response means that one response corre-
sponds to only one edge points, which reduces the probability
of false edges appearing. Detection of average distance 𝐷(𝑓)
of zero crossing pulse response derivative operator is to
ensure a single edge responses. Among them, the second
derivative of 𝑓(𝑥) is 𝑓(𝑥). That should meet
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(3) The advantages of Canny operator detection method
[10] are as follow:

(1) the low bit error rate;
(2) the high positioning accuracy;
(3) the high false edge inhibition rate.
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(4) There are some possible defects in the following aspects
when the Canny operator detects the edge of the runway.

(1) The Canny operator uses the Gauss filter for image
smoothing, airport runway background image illumi-
nation changes, and Gauss filter coefficient is difficult
to determine. So detection of airport runways is
instable.

(2) Localization of Canny operators on the edge is more
accurate, but it is too sensitive to noise, the brake
marks and runway centerline at the airport runway
background image are likely to be mistaken for the
wrong edge information.

(3) The high and low threshold parameters of Canny
algorithm is set artificially, so it is not adaptive. High
and low threshold setting have a great influence on the
result of edge detection.

The existence of these problems may affect the effect
of the application of Canny algorithm in detecting FOD
in the airport runway, but for many years, the image in
different areas, different characteristics, and many scholars
put forward many improved algorithms about Canny oper-
ator. According to the characteristics of the airport runway
background image, using adaptive double threshold method
will get a good effect on the airport runway edge detection by
improved Canny operator.

4.1.2. Runway Edge Detection Algorithm Based on
Hough Transform

(1) Runway Edge Detection Algorithm. Detection of airport
target in remote sensing images often needs to extract straight
lines corresponding to the runway; therefore we use Hough
transform. Hough transform is a commonly used line detec-
tion method. It has the advantages of detection and effective
recognition on the target, being not sensitive to noise, and
so forth. Because it has these advantages, it has been fully
utilized in the detection of airfield runway. The disadvantage
of the Hough transform is that the computation is very large,
so it is limited in application. In order to solve this problem,
people have improved algorithm. In this paper, using the
phase information of straight to reduce the total computation
of Hough transform greatly has achieved remarkable effect.

(2) The Principle of Hough Transform Line Detection. Hough
transform is an effective treatment on linking and finding
the line segments in the image. The basic idea is to establish
a correspondence of “line-point” between image space and
parameter space and turn the straight detection problem
in image space into the parameter space point detection
problem.There are two kinds of parameter spaces commonly
used in the Hough transform. One kind is slope intercept
parameter space; the other kind is the polar parameter space.
In the establishment of parameter space with the slope 𝑎 and
intercepts 𝑏 of the line, every point on the line 𝐿0 : 𝑦 =
𝑎0𝑥 + 𝑏0 in the image space represents a straight line in the
parameter space.

The commonly used method of Hough transform line
detection is the use of the following formula to establish
duality transformation between image space and the polar
coordinate space:

𝑥 cos 𝜃 + 𝑦 sin 𝜃 = 𝜌, (5)

where 𝜌 is polar radius; 𝜃 is the polar angle, 0∼180∘.
In order to detect the line composed of nonzero point in

rectangular coordinate system, the 𝜌 should be discretized
into 𝑁𝜃 parameter spaces, and the 𝜌 is discretized into 𝑁𝜌
parameter spaces, according to the requirements of resolution
of detection.

This method is called the standard Hough transform
method. It has the advantage that range 𝜃 and 𝜌 in the param-
eter space is limited, no matter how changes in line. So the
line detection methods are basically based on this method at
present. But this method has the disadvantages of needing
large amount of calculation and a large storage space in case
of larger values of𝑁.

The runway detection algorithm does not require the
straight line extraction of high resolution in the airport
runway region segmentation. But the white airport runway
central line and the black tire skid marks must be removed
effectively. Therefore, the improved algorithm should have
better judgment on collinear line segments belonging to
the airport runway boundary or interference line. Moreover,
because of real-time requirement, the computational com-
plexity of the algorithm cannot be too high.

5. Application of Data Fusion in the Airport
Runway Detection System

5.1. Data Fusion Technology in This System. Multisensor data
fusion is a new research field. Practice has proved that com-
pared with the single sensor system, multi sensor data fusion
technology can enhance the survival ability, improve the reli-
ability and robustness of the whole system, strengthen con-
fidence, improve the reliability and robustness of the whole
system, strengthen confidence, and improve the precision of
the whole system, expand the system time, space coverage
ratio, spatial coverage in solving detection, tracking, target
recognition. Because of this, data fusion technology is widely
applied in the field of airport runway detection [11].

People put the information from each sensor for the
detection of FOD on the runway together by using data
fusion technology and detect the real-time information from
surrounding environment of the airport runway.

In the data fusion system of airfield runway FOD detec-
tion, the information from sensors has different characteris-
tics: real-time or non-real-time, fast or slow, fuzzy or clear,
mutual support or complementary, maybe conflicting or
competitive. The basic principle of multisensor data fusion is
making full use of the different functions of multiple sensors
and division of labor and cooperation between different
sensors. In order to explain or describe the object measured
congruously, various pieces of information of sensor detec-
tion are optimized. Therefore, the data is no longer a single
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input information but more information and better informa-
tion frommulti sensor. This improves the effectiveness of the
entire sensor system [12, 13].

5.2. The Function Model of Data Fusion. Application of data
fusionmodel in different area is different.The ultimate goal of
data fusion is realized by four different processing layer levels.
Figure 3 shows the signal processing in different fusion level.

Layer 1.This layer is the level of processing layer. It fuses the
information of position and identity from single sensor, so as
to obtain the FOD information of position and identity.

Layer 2. Layer 2 is to describe and explain the current situa-
tion, static state and dynamic situation, and the link between
events through processing the observation data and a series
of events. The data from layer 1 is obtained by layer 2, so we
can have more indepth understanding about the FOD and
surrounding environment of the airport.

Layer 3. This layer judges the surrounding environment and
threatening grade of airport runway FOD and then makes
a decision. Threat assessment is different from the situation,
because threat assessment will analyze FOD quantitatively in
many aspects, so as to determine the position of the FOD.

Layer 4. This layer can be called optimal fusion layer. By
modifying the whole process and enabling the efficient use
of resources, the sensor can be effectively managed.Themain
function of this layer is to monitor and evaluate the fusion
process and to guide onhow to get the data, which can achieve
a better fusion result.The processing layer and layers, external
system, and system operators have contact.

In the high-level fusion process, we need to use a large
database. Quickly adding data and retrieval of this large
databases must be realized [14, 15].

The hierarchical model emphasizes the various steps
of data fusion processing, rather than computer structure.
When processing layer moves from one layer to the other
three layers, the model emphasizes the level. Layers of
processing, fusion data generated.

6. Conclusion and Future Work

The present study aimed at the airport runway detection sys-
tem, and we have two directions [5]. On the one hand, FOD
single sensor targets detection and recognition in millimeter
wave radar system or optical camera system based; On the
other hand, combinedwith themulti-sensor detection system
has become the mainstream mode of airport FOD detection,
rapid response to FOD target and alarm, reduce the FOD
threat to flight safety. This paper designs the airfield runway
FOD detection system based on sensor and information
fusion technology.

On the basis of this study, there are many aspects worthy
of further study on the runway foreign object detection,
recognition, and alarm problems.

(1) In this paper, the airport runway detection in SAR
complex scenes was done by the image fusion method. But
how to better detect the single SAR image in the complex
structure of the airport runway still needs further research
and exploration.

(2) How to detect and recognize airport runway accu-
rately in real time at the wide range of airport remote sensing
image still needs a further study on detection and extraction
methods of remote sensing images in the long straight road.
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Wireless sensor network has been applied tomany areas for a long time.Anewkind ofwireless sensors equippedwith a camera and a
microphone has been emerging recently.This kind of sensor is called wireless multimedia sensor (WMS) because it can capture and
process multimedia data such as image, sound, and video.The visual monitoring network is a typical scenario ofWMS application.
Massive datawould be produced in a short time because of the intensiveWMSdeployment.Many data aggregation and compression
technologies have been proposed for addressing how to transfer data efficiently. However, data aggregation technologies need highly
efficient router algorithm, and compression algorithms might consume more computation time and memory because of the high
complexity. This paper applies data deduplication technology to this scenario. It can eliminate the redundant data from raw data to
exploit the network bandwidth efficiently. Moreover, a chunking algorithm with low computation complexity is presented in this
paper, and its efficiency has been proved through the experiments.

1. Introduction

Wireless sensor network (WSN) consists of a large num-
ber of spatially distributed autonomous sensors which are
connected by wireless communication. It is mainly used
for dynamic acquisition of physical information within the
network coverage which will be delivered to users later. Cur-
rently, WSN is widely applied to the capture, processing, and
transmission of the data such as temperature, light intensity,
humidity, and gas concentration [1, 2]. In the recent years, as
the production level of sensors improves, additional camera,
microphone, and other functional devices are installed on
traditional wireless sensors and enable them to capture,
process, and transfer multimedia information such as image,
sound, and video, so that users can obtain improved physical
information which is more vivid and more accurate. This
new kind of sensor can be called wireless multimedia sensor
(WMS). Wireless multimedia sensor network (WMSN) con-
sists of WMS nodes, gateway nodes with storage, sink nodes,
and so on. Then, a typical WMSN architecture is proposed
in [3], as shown in Figure 1. WMSN is widely used in many
areas including visual monitoring, individual positioning,

industrial control, intelligent transportation, environmental
monitoring, smart home, and telemedicine [3–5].

Multimedia sensor nodes have limited resources such
as energy capacity of battery, storage space, and computing
power, while the information they acquire features large
data size and high requirement for computing. The data
in-network processing technology [6, 7], as one of the key
technologies used to save bandwidth and network energy
in data-centered WMSN, can eliminate the redundancy of
source data and minimize the data traffic between nodes by
applying data fusion technology or data compression. The
data fusion technology uses different routing methods to
combine data packages and eliminate redundant data from
them. This technology relies on three basic modules:routing
algorithm, data fusion, and data presentation [6]. However,
in addition to the advantage of high data aggregation, the
application of data fusion technology may also lose raw
data structure, while data compression can prevent this
problem. Data compression has been applied to WMSN,
and the compression algorithm can be divided into two
categories:distributed data compression scheme and local
data compression scheme. The proposed data compression
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Figure 1: A typical system architecture of WMSN.

algorithm is the extension of data fusion technology in
multiple-hop network topology, and compression algorithms
are applied to the entire network [8, 9]. Other compression
algorithms independently performdata compression on local
node, so they do not depend on intensive network or routing
algorithm and are more suitable for sparse sensor network
[10, 11].The data compression scheme can reduce the amount
of data transmission in sensor networks to save bandwidth
and energy consumption; however, as compression algorithm
is relatively complicated and needs more computation time
andmemory, the energy cost of nodes that apply compression
algorithm is much higher than that of nodes without using
compression algorithm [12].

Event-based monitoring scenario is a typical application
of WMSN. When the triggering condition of an event is
met, the wireless multimedia sensor node will capture the
image data at that moment and upload the real-time data
to the storage device of gateway node. Then, the gateway
node collects data from different sensor nodes and transmits
the data to the cloud for storage and backup through sink
node based on corresponding strategies [13]. In this scenario,
the WMS node deployment in WMSN is very intensive and
will produce a large amount of data in a very short period.
These data have distinctive characteristics so it is suitable
for applying data deduplication technology to this scenario.
Data deduplication can effectively eliminate the redundant
data to reduce the multimedia data traffic between nodes and
improve the bandwidth utilization of WMSN. At the same
time, its computation complexity is less than that of compres-
sion, which means less computation energy consumption.
The chunking algorithm is the key factor that impacts
the effect of deduplication. Basic sliding window (BSW)
algorithm is one of the classical chunking algorithms. This
paper proposes a specific chunking algorithm based on BSW.
The algorithm can decrease system overhead and increase
deduplication efficiency by merging continuous redundant
chunks. In contrast with BSW, the experiment results will
show how efficient the new algorithm is. The rest of this
paper is organized as follows. Section 2 firstly describes the
background of data deduplication and introduces BSW algo-
rithm. A continuous redundant chunk-merging algorithm
is proposed in Section 2.4; Section 3 performs a simulation
experiment and takes the basic sliding window algorithm for

comparison to analyze the advantages and disadvantages of
both; Section 4 will draw a conclusion.

2. Data Deduplication

Data deduplication [14] is firstly applied in the field of storage
backup to reduce storage costs and improve storage space
utilization. The technology segments the source data 𝑆 into
a continuous chunk set 𝐶 = {𝑐

1
, 𝑐
2
, . . . , 𝑐

𝑛
} according to

chunking algorithm. If small changes are made on 𝑆, 𝑆
should be denoted as 𝑆 and should be segmented into a new
continuous chunk set 𝐶 = {𝑐



1
, 𝑐


2
, . . . , 𝑐



2
} by using the same

algorithm. Suppose that 𝑆 is already in memory; only the
chunks in 𝐶

 but not in 𝐶 should be stored when saving 𝑆.
If |𝐶 ∩ 𝐶


| → 𝑛 (𝑛 ≤ 𝑚), that is, most of elements in 𝐶 are

the same as the elements in 𝐶, and then the chunk sequences
are regarded as stable. The more stable the sequence is, the
smaller the storage cost is. Data deduplication can be applied
inWMSN to reduce the amount of data transmission between
nodes. If theWMS node is denoted as sender and the gateway
node is denoted as receiver, the sender is ready to send the
data 𝑆 to the receiver. Assume that the receiver already has
the data 𝑅 and the sender knows what chunk in 𝑆 is exactly
the same as the chunk in 𝑅, so the content of these chunks
needs not be transmitted, but only their index in 𝑅 should
be transferred. The receiver will find these chunks locally to
restructure 𝑆 according to the index to achieve the goal of
saving network bandwidth. It is obvious that the chunking
algorithm is important to ensure the stability of chunking
sequence.

Data deduplication can be divided into file level, block
level, and byte level according to operating granularity. The
block level can be divided into fixed-size chunk and variable-
size chunk.The smaller the granularity is, themore redundant
data are removed, but the implementation complexity and
system overhead also increase accordingly. The redundant
data that file level can eliminate is the least, but it is easy
to achieve. The byte level has the best deduplication effect,
but its overhead is extremely expensive and difficult to
implement. If fixed-size chunks are used, their matching
probability will be greatly reduced due to fixed boundary.
In monitoring networks, the position of multimedia sensor
is generally fixed, so the images have a small amount of
information changes. Good variable-size chunking algorithm
can separate duplicate and nonduplicate information asmuch
as possible to reduce the transmission amount of duplicate
information. The content-based chunking algorithm applies
sliding window technology to determine the boundary of the
chunk based on file content. It can control the impact of
update on data partitioning within a small range, so that only
several chunks near the update location will be affected while
other chunks remain unchanged. Therefore, this chunking
algorithm is very suitable for the scenario above.

This section will first introduce basic sliding window
algorithm and will propose an improved continuous redun-
dant chunk-merging algorithm. Then, the advantages and
disadvantages of both methods are analyzed in terms of sys-
tem overhead.
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2.1. Basic Sliding Window Algorithm. The process of basic
sliding window algorithm [15] is as follows: a window with
fixed size is moved cross the data, and, at every position
in the data, a Rabin fingerprint [16] of data in the window
is calculated. If an rf-Match appears in position 𝑘, then 𝑘

is declared as a chunk boundary. Repeat these steps until
it reaches the end of data. Finally, a sequence of chunks
𝑐
1
, 𝑐
2
, . . . , 𝑐

𝑛
is generated.

Definition 1. A Rabin fingerprint for a sequence of bytes
𝑡
1
, 𝑡
2
, . . . , 𝑡

𝛽
of length 𝛽 is given by the following expression,

where 𝑝 and𝑀 are constant integers:

rf (𝑡
1
, 𝑡
2
, . . . , 𝑡

𝛽
)

= (𝑡
1
𝑝
𝛽−1

+ 𝑡
2
𝑝
𝛽−2

⋅ ⋅ ⋅ + 𝑡
𝛽−1

𝑝 + 𝑡
𝛽
)mod 𝑀.

(1)

Definition 2 (rf-Match). For a given sequence 𝑆 = 𝑠
1
, 𝑠
2
,

. . . , 𝑠
𝑛
, rf represents Rabin fingerprint function, 𝑙 is the

window size, and 𝑟 is a constant integer; then, the rf-Match at
position 𝑘 is defined as follows: the last 𝑟 bits of rf(𝑊) value
are zero, in which𝑊 = 𝑠

𝑘−𝑙+1
, 𝑠
𝑘−𝑙+2

, . . . , 𝑠
𝑘
is the subsequence

of length 𝑙 preceding the position 𝑘 in 𝑆.

2.2. Analysis of DuplicateData. In order to analyze the redun-
dancy degree of the image data captured from themonitoring
network, we simulated a scenario in the laboratory, where a
path was left in the middle and fixed objects were placed at
both sides. Excluding the impact of light change, a CMOS
camera was fixed to monitor the scenario. If any objects
appeared on the path, the camera would capture the images at
that moment and store them in external storage immediately.
We asked different groups of testers to move on the path, and
a total of 300 monitored images were collected. All image
data were stored in nondestructive bitmap format (BMP;
resolution 640∗480; bit depth 16 bits). The file name was
numbered in ascending order: 0, 1, . . . , 299. The 0th image
was the initial scenario.

We made two groups of experiments. Group 1 applied
byte comparison tool and took the 0th image as the bench-
mark to compare it with the remaining 299 images and record
the number of bytes at identical parts. The experimental
results are shown in Figure 2. It can be seen that, compared
to the initial scenario, only the image value on the path is
changing in other images, and nearly 78% of pixels in average
remain unchanged.We call this part of data as redundant data
that can be eliminated, namely, duplicate data.

Group 2 was used to verify the validity of BSW algorithm.
In Group 2 experiment, BSW algorithm was used to segment
all images and count the frequency that each chunk appeared.
Theoretically, if the frequency is greater than 1, this means
that the content of this chunk is only required to trans-
mit one time. Before the BSW algorithm is implemented,
three parameter values 𝑀, 𝑟, and 𝑙 should be determined
firstly. 𝑀 determines the possibility of collision for Rabin
fingerprint value, 𝑟 directly affects the final size of chunk,
and 𝑙 determines the minimum chunk size. We built a hash
table in memory to store the content of chunk, the 512 bytes
SHA1 of chunk, and the frequency chunk appeared.The BSW
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Figure 3: Impact of 𝑟 and 𝑙 on the ratio of duplicate chunk in 𝑆.

algorithmwas then implemented. Each time a new chunkwas
generated, the hash table was queried one time. If there were
identical chunks, only one chunkwas stored and its frequency
was added as 1. If BSW algorithm was applied to segment the
byte sequence set 𝑆 = {𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑛
}, then finally a chunk-

ing sequence set 𝐶 = {{𝑐
11
, 𝑐
12
, . . . , 𝑐

1𝑛
}, {𝑐
21
, 𝑐
22
, . . . , 𝑐

2𝑛
},

. . . , {𝑐
𝑛1
, 𝑐
𝑛2
, . . . , 𝑐

𝑛𝑛
}} was generated. If the frequency of each

chunk was 𝑘
11
, 𝑘
12
, . . . , 𝑘

1𝑛
, . . . , 𝑘

𝑛1
, 𝑘
𝑛2
, . . . , 𝑘

𝑛𝑛
, respectively,

then the duplicate chunk set that could be eliminated in𝐶was
represented by𝐶dup = {𝑐

𝑖𝑗
| 𝑘
𝑖𝑗
> 1}, and the ratio of duplicate

chunk in 𝑆 was represented by 𝛿 = |𝐶


dup|/|𝐶|.
Considering that the sensor memory capacity was lim-

ited, we chose 𝑀 = 2
30, and the collision probability of

fingerprint at this length was small. Figure 3 shows different
impact of 𝑟 and 𝑙 on 𝛿, and, the same as in theoretical analysis,
larger 𝑟 and longer 𝑙 led to the increase of chunk size and
the decrease of chunk number, finally resulting in the decline
of 𝛿. However, the excess reduction of 𝑟 and 𝑙 would cause
extra system overhead. In the experiment, we allocated 20-
megabyte memory to hash table. The impact of 𝑟 and 𝑙 on
the elimination rate of hash table is shown as in Figure 4.
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The results show that, because the capacity of hash table
was limited, excessive chunks would lead to the frequent
elimination of hash table items, thus increasing the system
overhead. Therefore, a more balanced choice was 𝑟 = 5 and
𝑙 = 64 bytes. The chunk statistic results with these parameter
values are shown in Table 1. In a follow-up experiment, the
two parameters selected these two values.

2.3. Evaluation Indicators. In this section, we introduce an
evaluation indicator mentioned in [17] for evaluating our
works.

For two byte sequences𝑃 and𝑄, use𝑃𝑄 to represent their
concatenation. If 𝑃𝑄 = 𝑆, then 𝑃 is the prefix of 𝑆 and𝑄 is the
postfix of 𝑆. |𝑆| represents the length of 𝑆 in bytes.

For a byte sequence 𝑆,𝐻(𝑆) denotes the chunk sequence
𝑐
1
, 𝑐
2
, . . . , 𝑐

𝑛
generated by a chunking algorithm on S.

𝜇(𝑆) = (total size of all chunks/the number of chunks)
denotes the average chunk size in𝐻(𝑆).

For the given threshold 𝑡, if (shared (𝑆, 𝑆

)/|𝑆| > 𝑡),

then 𝑆
 is a local modification sequence of 𝑆, in which

shared (𝑆, 𝑆

) refers to the sum of bytes with the same prefix

and postfix of 𝑆 and 𝑆
, and it is defined that new (𝑆, 𝑆


) =

|𝑆

| − shared(𝑆, 𝑆).
Δ(𝑆, 𝑆


) is defined as the total size of chunks that appear

in𝐻(𝑆) but not in𝐻(𝑆).

Definition 3. Assume that 𝑆 is a byte sequence; 𝑆 is the
local modification sequence of 𝑆. 𝑉(𝑆) is defined as follows:
Δ(𝑆, 𝑆


) − new(𝑆, 𝑆).

Definition 4. For a defined 𝑉(𝑆), the algorithm overhead
index 𝛼 is defined as follows:

𝛼 =

𝑉

𝜇

. (2)

With chunking algorithm, if duplicate data and nondu-
plicate data are divided into one chunk, the duplicate data in
this chunk is an extra cost because it should not be stored
and transmitted. 𝑉 is the average number of bytes used to
evaluate the overhead.The parameters 𝑟 and 𝑙 in Definition 2
can be adjusted to make 𝑉 smaller, but this will also increase
the metadata overhead, so 𝜇 is introduced to balance the
overall cost. 𝜇 is the average chunk size which is inversely
proportional to the metadata overhead and proportional to
𝑉. By calculating the ratio of 𝑉 and 𝜇, a comprehensive
evaluation on chunking algorithm and cost of metadata can
be achieved.

2.4. Continuous Redundant Chunk-Merging Algorithm. The
chunks created by the BSW algorithm in Section 2.2 are not
equal in size. The chunk size has very large impact on the
algorithm effect, so we try to improve BSW algorithm by
adjusting the chunk size. Group 2 experiment in Section 2.2
has recorded all chunks sizes. 79% chunk size is less than
the average chunk size. If smaller chunks can be merged to
reduce the total number of chunks, the average chunk length
𝜇 will increase; thus the overhead index 𝛼 will decrease.
For our simulation scenario, most of the pixels are basically
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Figure 4: Impact of 𝑟 and 𝑙 on elimination rate of hash table.

Table 1: Chunk statistics of Group 2 experiment (𝑟 = 5 and 𝑙 =

64 bytes).

Stat. item Result
Total number of chunks 10068
Number of stored chunks 2395
Number of redundant chunks 8273
Percentage of redundancy 82.17%
Average chunk size (ACS) 19KBytes
Number of chunks whose size > ACS 2115
Number of chunks whose size < ACS 7953
Maximum chunk size 25KBytes
Minimum chunk size 1 KBytes

unchanged. BSW algorithm is a content-based chunking
algorithm, so the boundary between chunks is stable. For
example, Figures 5(a) and 5(b) shows two continuous image
files. The nonduplicate bytes part concentrates in one area,
and the chunk boundary does not change in the first and
the last duplicate bytes parts, so we declare that the chunk
boundary is stable. If we merge the first three chunks and the
last three chunks in Figures 5(a) and 5(b), respectively, total
number of chunks will drop from 20 to 12, average chunk size
𝜇will rise by 66%, and overhead index𝛼will reduce by 39.7%.

We propose a continuous redundant chunk-merging
(CRCM) algorithm. The algorithm works as follows: first, to
determine the chunk boundary by applying BSW algorithm
on files. Each time a new chunk is generated, the hash table
is queried to determine whether the chunk has been stored
before. If stored, the chunk will be sent to a data stack. If not
stored, the algorithm continues to look for the next chunk
and then repeat the above steps until meeting the end of
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Figure 5: Example of stable chunk boundary.

file. The algorithmmerges chunks according to the following
rules: if the total length of chunk in the stack is greater than
the threshold 𝐿, then merge all chunks in the stack to form a
new chunk and insert it into the hash table. The detection of
chunkmerging is performed when a new chunk is generated.

Because the chunk boundary is stable, the probability of
merging the same continuous redundant chunks is reason-
ably great when segmenting different files by applying CRCM
algorithm. The algorithm effect is related to the threshold
𝐿 and metadata costs. These will be discussed through the
experiment in Section 3.

3. Result and Discussion

When wireless multimedia sensor is used for experiments in
the simulation scenario, the following questions should be
considered:

(i) hardware specification of WMS,
(ii) construction of wireless multimedia monitoring net-

work,
(iii) data synchronization between nodes.

Computing power, storage capacity, and battery life of
WMS have been improved greatly. The energy consumption
of WMS is mainly in data processing, storage access, image
acquisition, network communication, and so forth. Stargate
[18] is a product of MEMSIC, and its hardware specification
is Intel PXA-255Xscale 400MHz CPU, 64MB SDRAM, and
32MB flash storage. Meantime, it also supports embedded
Linux operating system and IEEE802.11 wireless communi-
cation protocol. Therefore, it is enough to complete some
complicated computing tasks.

The wireless multimedia monitoring network composed
of multiple WMS independently collects data and transmits
information to sink node through gateway node. The com-
puting power and storage capacity of gateway node are both
far greater than those of WMS nodes. Multiple WMS can
eliminate duplicate data together with gateway node at the
same time, and the effect will be better, but this brings about
a new problem of data synchronization between nodes. Some
proposed synchronization methods such as distributed data
deduplication [19] can address this problem.

This section will continue the experiment in the simu-
lated scenario in Section 2.2. The chunking algorithm was
replaced with CRCM algorithm, and then the evaluation was
performed in terms of overhead index and PDR.

The WMS nodes in the experiment adopted the engi-
neering board based on ARM9 architecture, equipped with
200MHZ CPU, 64M SDRAM, 1GB flash storage, and
onboardQuickCam camera.The maximum image resolution
was 640 × 480, and the operating system was embedded
Linux (2.4.19). Gateway node used DELL VOSTRO 3560
laptop, specification was the following: Intel i7-3632QM
2.2GHz, 8G RAM, and 250GB hard of which drive. WMS
node and gateway node used the IEEE802.11 wireless protocol
to communication.

In the experiment, WMS node was used to monitor
the simulation scenario. Any changes in the scenario would
trigger sensors to capture and transmit real-time information
to gateway node. CRCM algorithm was used for image
chunking before the transmission of WMS node. Only those
nonduplicate data chunks were transmitted. For duplicate
chunks, only their index values were transmitted. The details
of data synchronization between nodes would not be men-
tioned here.

Firstly, we observe the impact of threshold 𝐿 on overhead
index by running CRCM algorithm (see Figure 6). 𝐿 is the
multiple of the average chunk size of current file, that is, 𝐿 =

𝑥 ⋅ 𝜇. When 𝐿 = 0, CRCM algorithm was degenerated into
the BSW algorithm and 𝛼 ≈ 2.5. Greater 𝐿 resulted in more
merged chunks. When 𝐿/𝜇 = 1.4, the overhead index was
the best, 𝛼 ≈ 1.3, and the cost reduced by about 23.8%. As
𝐿 continued to increase, the overhead was not reduced any
longer. The reason was that if excessive chunks were merged,
chunk size would be large, thus increasing the 𝑉 value in 𝛼.

Metadata cost is another system overhead, so it must
be involved in our evaluation. We focused on the metadata
storage cost.WMSnode’s storage capacity is limited, so dupli-
cate chunk data cannot be stored locally forever. Therefore,
local metadata storage will encounter the problem of hash
table elimination.We conducted four groups tests ondifferent
memory size allocated for hash table. The results were shown
in Figure 7, and we can find that the ratio of hash table
elimination by running CRCM was less than that of BSW
algorithm, because BSW algorithm generated more chunks
which needed more hash table items. According to ourWMS
hardware capacity, we considered 20M would be a better
choice in this scenario.

The computation complexity of both BSW algorithm and
CRCM algorithm is much less than that of compression.
The most time-consuming calculation is Rabin fingerprint
calculation. Recalling rf in Definition 1, for fast execution, we
can define an iterative formula as follows:

rf (𝑡
𝑖+1

⋅ ⋅ ⋅ 𝑡
𝛽+𝑖
) = (rf (𝑡

𝑖
⋅ ⋅ ⋅ 𝑡
𝛽+𝑖−1

) − 𝑡
𝑖
⋅ 𝑝
𝛽
) ⋅ 𝑝

+ 𝑡
𝛽+𝑖

mod 𝑀,

(3)

where 𝑡
𝑖
⋅𝑝
𝛽 can be precomputed and stored in a table. Rather

than generating a new fingerprint from scratch, advancing
rf calculation only requires three operations: a subtraction,
a multiplication, and a mask mod.
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Figure 6: Impact of 𝐿 on overhead index.
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Figure 7: Ratio of hash table elimination by running CRCM versus
BSW on different memory size.

4. Conclusion

In wireless multimedia sensor networks, massive data needs
to be transmitted to the cloud storage. This paper applies
data deduplication technology to WMSN. In the simulated
monitoring scenario, this paper puts forward a continuous
redundant chunk-merging algorithmby taking the character-
istics of scenario data into full consideration. The algorithm
considers the computing power and storage capacity of sensor
hardware. Compared with BSW algorithm, it effectively
reduces system overhead through experiments.
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Wireless sensor networks (WSNs) integrate sensor technology, communication technology and information processing technology;
it is a synthetic discipline. WSNs have been applied into almost all walks of life. However, in many special fields, network security
is a basic and important factor which we must concern for. This paper introduces the key management scheme after analyzing the
security threats of LEACH protocol. At the same time, we adopt several related mechanisms to protect the communication among
the sensor nodes and the confidentiality of the data transmission. Also, we use the mixed multipath mechanism among the clusters
to improve the security of the network and strengthen the intrusion tolerance.

1. Introduction

The single path in WSNs just created the optimal path which
is from the source node to the convergent node to respond
timely to the specific mission requirements, which can save
space for storage resources, reduce each communication traf-
fic, and simplify algorithm, but the limited bandwidth will
lead to the fact that network reliability is poor and fault toler-
ance is weak, and a node failure could lead to the fact that the
whole link is not available, so designing reliable routing pro-
tocol is needed to improve the reliability of data transmission
[1]. Multi-path routing is that among the source node and the
destination nodemultiple paths are established,which use the
primary path for data transmission; if the primary path fails,
suboptimal path continuing for delivery will be selected from
the backup paths. Disjoint multi-path is the establishment
of a number of no convergent node paths among source
node and convergent node, while, if the primary path of the
way of a node failses, it will cause the entire link paralysis.
In order to solve the problems that winding path introduced,
thismechanismallowsmultiple intersecting nodes among the
backup paths and the winding path. Each of the nodes on
the primary path has a winding path, multiple winding path
as an alternate path to constitute the primary path winding

multipath. If a node is not available on the primary path, the
routing protocol will select automatically the winding path
that bypasses the fault nodes to transmit data to the node,
so through the multi-path mode the reliability of the data
transmission can be improved [2].

Routing protocol influences the performance of the net-
work importantly, which can be divided into flat routing pro-
tocol and cluster routing protocol in the network topology
view. In flat routing, each sensor node’s status is equal and has
the same routing function, which can transmit data through
other nodes in the middle, so such structure is simple and
easy to maintain and has good robustness. But when the
number of nodes is large and the network scale is huge, the
management andmaintenance of routing will consumemore
energy, scalability relatively will be poor, as a transit node,
which will transmit data more times, and energy consump-
tion will be faster, so the structure is only suitable for small
and medium-sized network [3].

Directed diffusion protocol [4] is a query-based flat rout-
ing protocol, and routing takes periodic updates and mainte-
nance to adapt to changes in network topology. Convergent
node sends query tasks, using the flooding way to spread the
interestedmessage to all sensor nodes in themonitoring area.
In the process of information dissemination, protocol creates
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a gradient which reversely transfers data from the source
node to the convergent node.Then the convergent node finds
the strengthening path which is the earliest path from the
source node to the convergent node path and informs the
source node. Eventually, the source node transfers the data
collected to the convergent node by this route.The algorithm
has good scalability, but both the energy consumption and
routing overheads are larger.

The sensor node itself has a small size, it is easy to replace
the battery, and so on, so that we must first consider is
the energy consumption problem. Now clustering topologies
controlling the network are commonly used. In order to
balance the network node energy consumption, periodically
cluster head selection is usually carried out. Clustering
routing is suitable for networks which deploy numbers of
nodes and have a large scale. LEACH (Low Energy Adaptive
Clustering Hierarchy) protocol [5] is an adaptive clustering
topologymechanism, which uses periodic execution process,
randomly elects cyclic cluster head, and balances energy dis-
tribution networks to each sensor node.The agreement intro-
duces a “round” concept, which stages in the establishment
of the cluster head. The node generates a random number
between 0 and 1, and if this number is less than𝑇(𝑛), the node
will become a cluster head and the elected node will message
to inform other nodes that it is a cluster head. Other nodes
are usually based on their received signal strength to select a
member of clusters and send the message notification to add
the cluster head in the cluster. After cluster head receives the
request which all nodes join it, the cluster head gives them the
communication slot allocation. In stable transmission phase,
member nodes of the cluster head node receive the broadcast
query request, which ismonitored area of data collection, and
then send data at one hop to the corresponding slot cluster
head. After a period of time, cluster head collects data of
which all member nodes were the data sent, and fusion finally
sends the result to the base station. As in formula (1), random
number𝑇(𝑛) is expressed as follows, where𝑝 is the head node
of all the nodes in the cluster percentage, 𝑟 is the current
round number, 𝑟 mod (1/𝑝) represent elected cluster heads,
the G is nonelected cluster heads:

𝑇 (𝑛) =

{

{

{

𝑝

1 − 𝑝 (𝑟 mod (1/𝑝))

, 𝑛 ∈ 𝐺,

0, other.
(1)

However, clustering mechanism will have problems such
as the uneven distribution of cluster heads, heavy tasks or
fast energy consumption issue thatmakes them stop working
soon, affecting the data transmission or even the entire
network topology. To solve this problem, a lot of articles used
double cluster head algorithm [6] and join assistant cluster
head clustering algorithm [7] to a certain extent, reducing the
burden of cluster heads and the total energy consumption of
the node. This paper summarizes some of the existing clus-
tering algorithms; we propose a new mechanism to enhance
the network fault tolerance.

However, WSNs and the rapid development of related
technologies have strong practicality, which makes network
security vital and relates people to the hot issue. The network

is generally used to collect and process the data which is diffi-
cult to reach in harsh environments.Most of the sensor nodes
are not tamper-resistant or anticapturing ability; once a node
is captured, an attacker can get through information from
this node to other nodes in the network. It makes the attack
nodes send some error message or do not communicate with
other nodes, which even leads to communication link failure
resulting in great loss of data. Sensor network security risks
are often precise because of the bad node deployment area or
the communication methods used. Therefore, it should solve
the transmission of information confidentiality, integrity,
authenticity, and intrusion detection problem, or even if the
network is attacked by malicious ones, and how to maintain
their basic communication function is very important [8].
In this paper, we proposed a new scheme which is aimed
at analyzing security issues which LEACH protocol security
causes, and then we combines the inherent characteristics of
the network, whose purpose is to reduce the chance in which
the data transmission process information is stolen; nodes
are posing or malicious nodes tamper with the information;
this makes the node in the process of transmitting data
even if the encountered attack will also be able to normalize
collaboration work to complete basic tasks.

2. Description of the Problem

Cluster head bears most of the LEACH protocol tasks such
as data fusion, forwarding, and communication with the base
station. Cluster head task is heavy, whichmakes of fast energy
consumption, but also in the data transfer process, it is more
vulnerable to malicious attacks and exposure the transmitted
information. It leads to poor network security, and thus the
node does not complete the task. Here is a summary of
LEACH vulnerable to attack in the following three items [9].

(1) Sybil attack: it refers to a single node emerging
with multiple identity. In the cluster head election
phase, attacker’s multiple identities will lead to many
nodes are easy to selects as the cluster heads. Elected
malicious node controls most of the data node and
further damages of the network.

(2) Hello flooding attacks: according to the means which
cluster head send the signal strength, member nodes
choose to join a cluster. If a malicious attacker has
more energy flooding the entire network broadcast a
manner notice strength, many nodes will choose to
join this cluster where the malicious node exits, then
the network will be vulnerable to the impact of these
malicious nodes, which even will cause the network
to be unavailable.

(3) Selective forwarding attack: such attacks mean that
if a malicious node receives a packet, it will not be
forwarded directly to the data integrity, but part of it
will be lost or tampered before sending, so that the
data cannot be accurately inevitably lead to reach the
destination, and this is the loss of capture authenticity
and integrity of the data.

The trust evaluation mechanism [10] can discover unco-
operative nodes in the network, which can be used to reduce
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the probability of being attacked, thus improving data
integrity, security, and confidentiality. If the node trust value
is introduced, it will be removed from the network after
being determined in some way after which we can improve
the probability of internal network attacks. But often there
are many external malicious network attacks, such as theft,
tampering and spoofing. How to take measures to simulta-
neously solve both internal and external attacks is a problem
worthy of study. The literature [9] combines cryptography
and proposes a secret sharing technology with intrusion tol-
erance capabilities clustering routing scheme to improve the
data transmission network intrusion tolerance capabilities.
In order to reduce energy consumption and improve the
route network security, the literature [11] introduced a secure
boot program and node two-way mechanism evaluation to
detect malicious node is directly removed from the network
to enhance the security of the entire network.

In order to reduce the burden of cluster head and the
energy consumption of nodes, this paper presents a special
feature called “Daemon Node (DN)” whose job is head node
selection, path creation, and so on. This node can also be
called a “backstage node” or “service node” because even if
other nodes are in sleep, they have been inworking condition,
unless their energy is depleted or there is collapse of the
entire network, and the nodewill be extinct.Thenwe adopted
and improved the literature [9, 11] studied the program, and
proposed an Intrusion tolerance based on clustering multi-
path routing mechanism (ICRM), which uses secret sharing
between the nodes; in some way the key is split and assigned
to the sensor nodes in the network, and cipher text recovery
must be carried out with a threshold common trusted node
collaboration. Among neighbors, daemon nodes and cluster
head is established the pairs of random key introduced
evaluation mechanisms. Data transmission between clusters
will use hybrid multi-path mode, hoping to improve the data
on the network communication traffic and reduce the proba-
bility of the node to be captured, thus reducing the possibility
of attacks on the entire network.

3. Network Model

𝑛 sensor nodes are randomly deployed in a square of side
length 𝐿 of the monitor area 𝐴. Intercluster communication
distance at least is greater than the distance between the two
cluster heads, and the network collected by cluster head set is
connected.

Assume that the daemon node has the following proper-
ties: (1) not for data acquisition and integration but to receive
the base station it sends query request tasks and broadcast to
the member nodes; (2) it maintains the energy of each node,
location and other information, and real-time update node
status information; (3) it makes dynamic perception node in
other cases, such as the newnode adding or failure of the node
exit; (4) among the cluster nodes and other daemon nodes,
virtual path in established for data transmission,maintenance
established routes; (5) it is used for controlling cluster head
work, such as cluster head direction of data transfer. WSNs
model [12] is as follows.

(1) Each sensor node for data transmission contains the
same initial energy and each of which has a unique ID
number.

(2) After the deployment of sensor nodes which cannot
move freely, the base station position is fixed in one
place outside of the monitoring area, the daemon
nodes and the selected cluster heads position is con-
nected and unified tag.

(3) According to the received signal strength to nodes
positioned approximate distance to base station, but
which do not know the specific location, or there is
no GPS function to obtain accurate position informa-
tion.

In clustering algorithm, the cluster size is a factor to be
considered, for ICRM algorithm which is described as fol-
lows.

(1) Taking into account the time required to select a
cluster head consumption problem, here is the introduction
of the cluster head energy factor and in certain conditions
randomly selected𝑇CH whose value is less than the threshold.
𝑇CH reference LEACH protocol definition is

𝑇CH =

{

{

{

𝑝

1 − 𝑝 (𝑟 mod (1/𝑝))

1

√𝐸init/𝐸current
, 𝑛 ∈ 𝐺,

0, other,
(2)

where 𝐸init is the initial energy which the remaining nodes in
addition to the daemon node have and 𝐸current is the node’s
current energy.

(2) The area covered by each cluster radius is fix (𝑅),
which is the same size of each cluster. According to literature
[13], 𝑅 derived optimum radius of the cluster is defined as
follows:

𝑅 = 2
4

√

2𝜋 × 𝑆 × 𝐸DA
27 × 𝑛 × 𝜀pa

, (3)

where 𝑆 is the total area of the monitoring area, 𝐸DA is the
integration of energy consumption data 1 bit, and 𝜀pa is the
energy for power amplification.

(3) For a more balanced distribution, the distance
between adjacent randomly selected nodes requires more
than 𝐷; 𝐷 is defined as

𝐷 = 2𝑅 +

𝑞

√𝐿𝑘𝜋

, (4)

where 𝑞 is a constant aimed at area𝐴which can be adequately
covered and is almost uniformly distributed.

(4) In order to ensure inter-cluster does not cover and
all nodes must belong to a cluster, each cluster daemon
node using radius fix (𝑅) sends a message, the node which
received information is added to the cluster where the
daemon nodes is. If a node receives many messages, select
the first notification to join and become a member of the
cluster nodes, where eachmember node is only one hop from
the cluster head node, and then the daemon node sends a
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confirmation message to indicate that the node can join the
cluster.

(5) The daemon node obtains the information or each
node in the cluster, denoted as 𝐸res for the cluster head
residual energy, as 𝐸avg for the energy average of all the nodes
in the cluster. After the nodeworks for some time, if𝐸res is less
than 𝐸avg, daemon node will reselect again the cluster head
which dynamically updated the nodewithmaximum residual
energy.

(6) In this paper, the literature [5] uses the same first-
order model of wireless communication.

The sender sends 𝑙 bit data to the distance 𝑑 of the energy
consumption of the receiver which is

𝐸
𝑡𝑥 (

𝑙, 𝑑) = {

𝑙 × 𝐸elec + 𝑙 × 𝜀mp × 𝑑
4
, 𝑑 ≥ 𝑑

0
,

𝑙 × 𝐸elec + 𝑙 × 𝜀fs × 𝑑
2
, 𝑑 < 𝑑

0
,

(5)

𝐿 bit data received energy consumed is

𝐸
𝑟𝑥 (

𝑙) = 𝑙 × 𝐸elec, (6)

where 𝐸elec is the sending or receiving circuit that consumes
energy. 𝑑

0
is the distance threshold value:

𝑑
0

=

√𝜀fs

√𝜀mp
, (7)

where 𝜀mp is a multichannel attenuation model power ampli-
fication factor; when sending the distance is greater than or
equal to 𝑑

0
, multiple attenuation model will be used; 𝜀fs is the

power amplification coefficient in the free spacemodel; when
the transmission distance is less than 𝑑

0
, the free-spacemodel

will be used.

4. ICRM Working Process

Daemon node contains the encryption key 𝐾 and the hash
function 𝐹(), by which the data processing function is very
difficult to launch a value. Outside the area the base station
is in the monitoring of a security zone; all the nodes of the
network ID and the key pool are loaded onto the base station,
but also each daemon node of the cluster storing the key
information which nodes in the cluster and nodes in other
cluster nodes and maintaining a key ring, which this article
assumes that daemon node has more energy and ability.

4.1. Authentication. Each daemon node is managed and
maintained in its cluster, real-time monitors of each cluster
node, in which the sole is representative of the cluster where
the nodes is, so need to be authenticated to the base station.
Here BS is the base station, DN is the daemon node, DN

𝑖
is

the 𝑖th (𝑖 = 1, 2, . . . , 𝑚) node, A → B{C} means that A sends
the message C to B, and ACK is the identification.

This phase is as detailed below:

(1) DN
𝑖
sends status request message REQ to BS:

DN
𝑖
→ BS {𝑖,REQ} ; (8)

(2) after BS received, find DN
𝑖
corresponding ID

𝑖
(dae-

mon node identifier) which is calculated 𝐹(ID
𝑖
) by

𝐹(), then calculate 𝑉
𝑖

= 𝑅
𝑖

+ 𝐹(ID
𝑖
), which 𝑅

𝑖
is

selected random value according to different dae-
mon node. Then it is cryptographically certified
MAC

𝑅
𝑖

(ACK) by 𝑅
𝑖
, finally BS sends a message to

DN
𝑖
:

BS → DN
𝑖
{𝑉
𝑖
,MAC

𝑅
𝑖

(ACK)} ; (9)

(3) after DN
𝑖
, receipt of the message, calculate 𝐹(ID

𝑖
) by

𝐹(), draw𝑅
𝑖
= 𝑉
𝑖
−𝐹(ID

𝑖
), and decryptMAC

𝑅
𝑖

(ACK)

by 𝑅
𝑖
to get ACK. Then DN

𝑖
is also a randomly gen-

erated number, 𝑅
∗

𝑖
, calculated as 𝑉

∗

𝑖
= 𝑅
∗

𝑖
+ 𝐹(ID

𝑖
),

send a message to BS:

DN
𝑖
→ BS {𝑉

∗

𝑖
,MAC

𝑅
∗

𝑖

(ACK)} ; (10)

(4) after BS receipt, calculate 𝑅
∗

𝑖
= 𝑉
∗

𝑖
− 𝐹(ID

𝑖
), then

decrypt whether the ACK by 𝑅
∗

𝑖
, and if so, DN

𝑖

authentication is successful, or need to use retrans-
mission mechanism.

4.2. The Key Distribution and Establishment. Daemon nodes
communicate with the base station to inform the number
and location of the cluster head. Each cluster head CH

𝑖
(𝑖 =

1, 2, . . . , 𝑚) stores allocation key share. Key segmentation
process [9] summarized as follows. The base station first
use of encryption function ENC and 𝐸 will be encrypted
secret 𝑆, 𝐸 = ENC

𝑘
(𝑆). Reuse some decomposition algorithm

divide 𝐸 into 𝑚 obtaining 𝐸
1
, 𝐸
2
, . . . , 𝐸

𝑚
, and assign to

each cluster head. Then divide the entire key 𝐾 into 𝑚

obtaining 𝐾
1
, 𝐾
2
, . . . , 𝐾

𝑚
. Finally put two tuples (𝐸

𝑖
, 𝐾
𝑖
) (𝑖 =

1, 2, . . . , 𝑚) as key shadow 𝑆
𝑖
and send to the cluster headCH

𝑖
.

To implement a secure connection between the nodes
this requires the establishment the key, because of it includes
different types of nodes, in order to reduce the degree of
interaction between them; this section of different nodes
uses different keys. This reference literature [14] is the key
distribution of thoughts to solve the clustering model with
daemon nodes that is the setup of all kinds of key nodes.
Daemonnode and base station are stored as preloadedmaster
key, whose mainfunction is to prevent the network attack
during initialization which causes information to be stolen,
and 𝐾

𝑚
generate the key pair which will be automatically

deleted. This phase is divided into three parts as follows.

The Establishment of a Key among Nodes and Base Stations.
Base station and each daemon node according to𝐾

𝑚
generate

a session key is as follows:
PK (𝑟) = 𝐸 (𝐾

𝑚
, 𝑅) , (11)

where 𝑅 is random number for a base, with the daemon
node’s private key 𝐾

𝑖
(𝑖 = 1, 2, . . . , 𝑚) encrypted obtaining

𝑅
𝐾
𝑖

and sent to each daemon node. Communication between
daemon nodes and base station in order to guarantee the
authentication should be deposited in the key.

The Key Establishment between Daemon Nodes and Member
Nodes. Member nodes distribute key share with reference
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to the above process of cluster heads share the number
for 𝑛 − 2𝑚 (where 𝑛 is all the nodes numbers, 2𝑚 is the
total number of the cluster heads and daemon nodes), and
eventually every member node gets a key from the base
station and then directly sends its ID and key to daemon
node. The daemon nodes after receiving information query
their own key ring to find if there is information matching; if
so, they will send a confirmation the members of the cluster
head ID and control the establishment of the connection
among the member nodes. Use the encryption key pair 𝐾DN,𝑖
daemon nodes and the communication link between the 𝑖th
(𝑖 = 1, 2, . . . , 𝑛 − 2𝑚) member nodes, cluster heads, and
member nodes communication link between key encryptions
for 𝐾CH,𝑖.

The Key Establishment among the Daemon Nodes. According
to 𝐾
𝑚
and 𝐹(), generate a unique key and key pair, such as

daemon node 𝑎, ID for 𝑎 identifier, and 𝐿
𝑎
as its position

information [15], based on the two having the only key 𝐾
𝑎

as follows:

𝐾
𝑎

= 𝐹
𝐾
𝑚

(ID
𝑎
, 𝐿
𝑎
) . (12)

Then each daemonnode builds key pairwith the neighbor
daemon nodes in the cluster. Daemonnodes 𝑎 and 𝑏 in neigh-
bor cluster, for example, 𝑎 broadcasts its ID to its neighbor
cluster after receipt of 𝑏 and compares its stored information
in the key ring, if there is corresponding information, to
establish a connection between two nodes [14]. They set up
the shared secret pair 𝐾

𝑎𝑏
as follows:

𝐾
𝑎𝑏

= 𝐹
𝐾
𝑚

(ID
𝑎
, 𝐿
𝑎
, ID
𝑏
, 𝐿
𝑏
) . (13)

If 𝑏 did not correspond to 𝑎 key, each of themwill, respec-
tively, send the message which is the request to establish a
shared secret pair to the base station, including their ID.
With the receipt of base station, assigne key for them and
reply from the key pool, after 𝑎 and 𝑏 are received using
the decryption key 𝐾 and gain 𝐾

𝑎𝑏
, finally to establish

a connection.
Shared key to establish the schematic is shown in Figure 1.

4.3. Measurement of the Node. In order to improve the
legitimacy of node identity in communication, we also need
to test the credibility of cluster heads and member nodes;
in this section by reference to the literature [11] the ideas
of nodes for assessment, when their trust value reaches
a certain threshold, are allowed to participate in data transfer;
otherwise it is considered entrusted node and deleted from
the web directly. This phase is divided into two parts as
follows.

Cluster Heads to Member Nodes. Each cluster head is set to a
value of moderate threshold 𝑇 (0 < 𝑇 < 1), using formula
(14) calculated member nodes reputation value Cread

𝑖
(𝑖 =

1, 2, . . . , 𝑛 − 2𝑚):

Cread
𝑖
=

𝜆
1
𝐶 + 𝜆

2
𝐵

(1 − 𝜆
1

− 𝜆
2
) 𝑆

, (14)

Cluster head Daemon node 
Member node The shared key path 

Figure 1: The establishment of a shared secret key.

where𝐶 is a member node sending data current, 𝐵 is the sum
of themember nodes to senddata before, 𝑆 is the total number
which the member nodes send, 𝜆

1
and 𝜆

2
(0 < 𝜆

1
, 𝜆
2

< 1)
being both the corresponding weights.

If Cread
𝑖

≥ 𝑇, members of the node are credible; if
Cread

𝑖
< 𝑇, mark them as malicious nodes.

If member nodes aremalicious nodes, after daemon node
receives cluster head signal board case, delete the message
mesdel. Daemon nodes will store their ID but delete their
carrying key.The evaluation mechanism shown in (15) by the
way has already been leaked; keys can be deleted from the
network, which increase the security of network.

Cluster Head in Member Nodes of the Assessment. Consider

CM
𝑖
→ CH {IDCM

𝑖

‖ IDCH ‖ 𝐸 {𝐾CH,𝑖,Random𝑖,mes}} ,

CH → CM
𝑖
{IDCM

𝑖

‖ IDCH ‖ 𝐸 {𝐾CH,𝑖,Random𝑖,mesdel}} ,

(15)

where CM
𝑖
is the 𝑖thmember nodes, CH is cluster head, IDCH

is the cluster identifier,𝐸{𝐾} is encryption using the secret key
𝐾, Random

𝑖
is the 𝑖th nodewhich generated randomnumber,

and mes is sending information for members of the cluster
head.

Member Nodes to Cluster Heads. Evaluation of the above (1)
can prevent malicious nodes into the network, but in order to
bring more security, it also needs member nodes evaluating
cluster head to determine the current cluster heads which can
be trusted. This mechanism is shown in the following.

Member Nodes in Cluster Head of the Assessment. Consider

CM
𝑖
→ DN {IDCM

𝑖

‖ DN ‖ 𝐸 {𝐾DN,𝑖,Random𝑖,mes}} ,

DN → CM
𝑖
{IDCM

𝑖

‖ DN ‖ 𝐸 {𝐾DN,𝑖,Random𝑖,mesdel}} .

(16)
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What is mentioned above only represents single member
nodes in cluster head of assessment; in order to improve the
reliability of the results, all the member nodes are involved
in the mechanism and then send the result to directly place
daemon node in cluster, after daemon nodes received all
member nodes in this cluster node test information, and then
cluster head judges the credibility.

4.4. Multipath Routing. The literature [16] proposes an
improved bulk density of the intrusion-tolerance ability of the
routing protocol, to reduce the influence degree of the failure
nodes on the network; the experiments show that the new
routing protocol can effectively achieve data branching and
improving the network capacity intrusion-tolerance ability.
But in the literature, a common node in routing is just estab-
lished, and this section will use the combination of disjoint
path and winding path to the multi-path routing established
between cluster heads. This phase is in the following three
processes.

Build Paths. Because of the time of authentication and key
establishing base station already known as daemon node
location and distance information, daemon nodes need to
send PATHREQ messages (including their own ID) in order
to show how to begin the establishment of path. The base
station feedbacks the PATHREV information to the daemon
nodes after it receives the message, and according to the pre-
viously stored information we calculate the distance between
them; finally each guard node maintains a routing table.

The Route Choice. First, using Floyd algorithm we calculate
the shortest path from source daemon node to the base
station and record every daemon node of the path. Then
we build short path again, but no longer using the daemon
node which is the primary path from source daemon node to
base station which it passes by, for example, daemon node
A midway through the B and C to base station, when the
second shortest path is built; in other daemon nodewe expect
the two nodes again using Floyd algorithm and calculate the
second shortest path from A to the base station, as A backup
path, and then press the same way to build A next second
shortest path to the base station, as the second backup paths,
and so on, which constructs the backup paths [17]. Finally
using winding path algorithm, we construct the primary
and second shortest path winding paths of each daemon
node which makes every daemon node in at least one path.
Building themulti-path routing diagram is shown in Figure 2.

But this only establishes virtual path among daemon
nodes; the daemon node should command and control
cluster head communication if daemon nodes and cluster
heads position is once established, it will not be changed; even
changes in the cluster heads are just changes of the location
of the original cluster head and new cluster head. After the
success which among cluster heads is the primary path, the
second shortest path and winding path are set up and finally
step into the stage of data transmission.

Source 
cluster The base 

station

A B
C

Cluster head
Daemon node 
Member node 

The shortest path 
The second shortest path 
Winding path 

Communication in the cluster 

Figure 2: A mix of multi-path.

The Data Transmission Phase. Daemon node preserves the
backup in which it and cluster heads have merged data.
This section established the shortest path and the second
shortest path; member nodes sent the collected information
to the cluster heads, primary cluster fusion data and grouped
packaging [18–20], a set of data using the shortest path trans-
mission and another group using the second shortest path
transmission. The two paths of the next cluster head receive
data and fusion of informationwhich it presses and continues
to transfer until reaching the base station; base station receive
two grouping of the data in the data reorganization, and also
needs to get the key information. First we have to collect 𝑚𝑆

𝑖

of cluster head CH
𝑖
(𝑖 = 1, 2, . . . , 𝑚) on two links, with secret

sharing scheme 𝐸 and the secret key 𝐾 to recover, finally
by using the key 𝐾 and the DEC decryption 𝐸 obtaining 𝑆,
𝑆 = DEC

𝐾
(𝐸).

Through the data packet assigned to multiple paths,
even if a cluster head is captured within the network, this
will not leak the complete information of data. And each
cluster head is established by winding path on the primary
path; even cluster is attacked, and the data transmission will
automatically bypass the failure nodes, and cluster heads
will continue information transmission to the base station
through the winding path, which can effectively enhance the
network capacity invasion ability and improve the efficiency
of data transmission.

5. Exception Handling

5.1. The Node Processing. Node failure may be because of
its own characteristics or captured, which leads to network
topology changes. Daemon nodes have real-timely monitory
other nodes, when they find abnormal situation, which will
diagnose and do the corresponding processing and store
energy of each node information and trust degree, after a
period of time if the cluster head energy value is lower
than the preset threshold, according to the maintenance of
information table selected residually more energy and high
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trust value node for the next round of cluster head, cluster
head message to broadcast again.

If cluster head is assessed as not credible, the daemon
nodeswill broadcast cluster head failuremessage to themem-
ber nodes. After themember node is received, it stops sending
the collected data to cluster head in the cluster, and daemon
nodes will delete the invalid cluster heads and reassign them.
If a member node is not credible, daemon node will directly
delete that node.

If a new node applies for joining a cluster, it will first send
its key to daemon node in the cluster. After daemon nodes
receipt, we need to checkwhen a new node is key information
and maintain consistent daemon node, the daemon node to
perform this node to join operations, but we also need to
see cluster head in the evaluation, after assessment can be
involved in data collection, transmission, and so forth.

5.2. Routing Maintenance. Multiple paths are to work
together, which may be because of a certain path to the
cluster head that is attacked or lacks energy, which causes this
path fails that then continues and to transmit data through a
winding path; the failure path routing maintenance mecha-
nism is adopted to repair in time, elaborated in two different
conditions as follows.

(1) If a cluster head in the path fails, daemon nodes auto-
matically sense and from the maintenance of infor-
mation in the table select the most appropriate
member nodes as the cluster head of in the cluster,
the source cluster head and the new cluster head
exchanged; the new cluster head immediately receives
daemonnode in the fusion of data backup, established
under the control of the daemon nodes into trans-
mission path in waiting for the next round of data
transfer.

(2) If this is not suitable for cluster head, the routing fail-
ures also show that the cluster heads are unavailable
and low energy nodes directly close the communi-
cation module of dormancy. Daemon nodes inform
base station node, the automatic cluster scatter, the
daemon node leaving virtual path; another daemon
node is automatically connected to modify mainte-
nance information again.

Using multi-path routing maintenance mechanism, if the
path or the cluster heads appear to be problem, they can be
restored or replaced in time. If there is not the cluster head
which did not meet the conditions, failure of cluster’s path
directly removed makes some nodes into a dormant state,
which can save energy and prolong the service life of them.

6. Performance Evaluation

It puts forward a scheme that is still on the basis of LEACH
protocol. The main purpose is to enhance the security of
data transmission and improve the reliability of the network;
the following is performance of the detailed analysis of the
mechanism.

6.1. ProcessDescription. Thispaper built different keys among
the various nodes, and between the two nodes is only key
pair. First, the node’s join needs verification.The nodes whose
validation is not adopted are difficult to enter the network,
the node which is successful to join but if the trust value is
the lower it will not be able to participate in the transmission
of the data. Before communication, each kind of nodes
also needs node-to-node authentication, if this succeeded,
data transmission can be carried out. Even if a node in the
network running process is internal attack, leak is associated
with being the attacked node itself, and the content of the
other nodes can still work normally. Second, due to the
introduction of node evaluation mechanism, cluster head
in member node of the assessment can filter out certain
malicious nodes, and member nodes of cluster head nodes
review will also become a cluster head which has been
dropped as a malicious node network, which can be at ease
using cluster heads for data fusion and forwarding therefore,
to some extent, this mechanism can be resisted. Section 2
summarizes the three kinds of attack.

The establishment of random key pair needs to broadcast
each node number, so that we can save the communica-
tion traffic. Between source cluster heads and base station
the hybrid multi-path mechanism is adopted, concurrent
transmission data can be in the path, so that each path
will reduce the quantities of data, so as to reduce the path
of a single load, which is resolved in a single path on a
cluster head energy consumption which is too fast and easily
becomes death problem and further can reduce the topology
change of path reconstruction or network reconfiguration
overhead. In addition, even if building the shortest path, the
second shortest path is even more than a certain number
of cluster heads as the standby path being attacked, which
can also be adopted as timely winding path to transmit data
of each cluster head, daemon node using route maintenance
mechanism, and the successful replacement of cluster heads
to participate in the next round of data transmission, to
improve network communication traffic as a whole.

6.2. Evaluation Indicators. This paper compares the ICRM
and LEACH; DD agreement, analysis of performance indi-
cators [18] are defined as follows.

Load balancing factor is

𝑏
𝑓

=

1

𝑛 − 𝑚

𝑁low. (17)

This value is used to measure the balance degree of clusters,
where 𝑁low is the number of energy which is lower than
the average of the total number nodes in network, 𝑚 is the
number of daemon nodes, 𝑛 is the total number of nodes,
𝑛 − 𝑚 is the number of participating nodes in the data
transmission.

The average end-to-end delay is

𝑇
𝑑

=

1

𝑛 − 𝑚

∑

𝑡∈𝑇
𝑠

𝑡
𝑑
. (18)

It is the average of the sum of the time delays which is
transmitted packets from the source cluster heads to the
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destination in 𝑇
𝑠
time, where is the 𝑡

𝑑
for each participating

data transmission delay of cluster heads.
Network throughput is

𝑇
𝑝

= (𝑛 − 𝑚)

𝑃send
𝑇
𝑠

. (19)

It is the number of data packets of successful transmission
in 𝑇
𝑠
time, 𝑃send is each cluster head that sends the packet

number.
The routing control overhead is

𝐸
𝑐

= 𝐷
𝑐

+ 𝑇
𝑐
, (20)

where 𝐷 is the pay expenses which are daemon node con-
trolling according to the built path transmission cluster heads
need, 𝑇 is multiple paths in need of the overhead of data
transmission.

6.3. Experimental Verification. Performance in order to ver-
ify the proposed algorithm uses c++ programming and
corresponding analysis; in this section the ICRMand LEACH
and DD protocol defined in the previous section on the
evaluation index of were compared, and the running time
is a measured parameter. 100 sensor nodes are randomly
placed within 100m × 100m square area, because nodes are
randomly deployed; location is not fixed, and there will be
multiple nodes which are stacked in a place where nodes
distribution is not uniform, causing no spread to some region;
the randomnode distribution is shown in Figure 3.With base
station coordinates of (120, 120), a sensor node range of (0, 0)
to (100, 100) area, and node for the initial energy of 1 J, node
death occurred when energy is 0, an experiment of assuming
no daemon node death.

Figure 4 shows that clustering protocol LEACH in net-
work load balance factor is better than that of flat DD routing
protocol, which shows flat routing network load to be better
than than clustering routing protocol. ICRM due to daemon
node is introduced in the work, in the process of establishing
virtual path, cluster head, and member nodes dormancy, in
order to reduce energy consumption. In data transmission,
the cluster heads packaged data packet transmission in
multiple paths, which obviously decrease viral pathways on
cluster head load and energy consumption. By comprehen-
sive comparison, this paper presents the mechanism of the
minimum balance network load factor and stability.

Figure 5 shows that the flat structure of multi-path
routing protocols is used with the DD, compared with
LEACH and ICRM clustering mechanism which is signif-
icantly smaller average end-to-end delay, which explains
clustering structure division of each node clearly and is able
to better coordinate the entire network. ICRM generated is
themultipath among daemon nodes; cluster heads need to be
controlled for data transmission,which is faster than flat rout-
ing path of each node speed, whose LEACH from the base
station in the remote node increases path establishment and
data transmission delay, so the ICRM is average minimum
delay here.

Comparison on throughput is shown in Figure 6, because
the ICRM introduced invasion mechanism, and it can effec-
tively resist malicious nodes to participate in the network;
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network packets loss rate is smaller, and the cluster head setup
between multi-paths makes data transmission more reliable,
even if a certain path fails; route maintenance mechanism
to take timely measures to make the data transmission is
almost unaffected, and routing robustness is better. With
daemon nodes splitting the tasks of the cluster head nodes,
which can reduce the energy consumption of nodes, each
cluster head works longer, with more quantities of data as a
whole. While, in DD agreement, most of the nodes energy
consumption quickly, easy to death, makes the minimum
quantities of data protocol. LEACH protocol cluster head
bear there are the mission of the heavier, but member nodes
energy consumption less, better than the DD agreement, but
uneven distribution of cluster heads, which lead some cluster
heads to premature deathwhich affects the data transmission.
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In Figure 7, because the DD agreement path generation
time is long and often interrupted, routing maintenance
spends more cost, so the routing control overhead is the
largest. Cluster head easy to die in the LEACH protocol and
often to be cluster head selection again every time refactoring
and controlling the routing overhead are large. ICRM and
cluster heads are controlled by daemon node work, and
cluster heads are less susceptible to attack and daemon node
real-time monitoring work and timely replacement of each
failure cluster heads or removal of low trust value of nodes, in
each path on the energy balance, almost can be seen from the
diagram, the routingmechanism overhead is relatively stable,
significantly lower than the other two protocols.
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Figure 7: Routing overhead.

7. Conclusion

This paper to solve the problemwasmade in the course of the
LEACHprotocol in data transmission security hidden danger
which introduced a simple key management mechanism, the
secret sharing technology, and random key to the model of
a bunch of key management information into more pieces
which were assigned to each sensor node, among daemon
nodes, cluster heads, andmember nodes which need to be the
key of authentication; in a certainmoment even network, one
or several nodes attack; also will not leak the key information.
In order to increase the credibility of the working node we
also introduced the node evaluation mechanism, and low
trust value node has been dropped as a network cannot
be directly involved in data transmission and effectively
improve the performance of network security. Data trans-
mission among clusters enhanced multi-path mechanism,
which further improves the reliability of data transmission
and implements network load balancing.
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A multisensor data fusion approach for water quality evaluation using Dempster-Shafer evidence theory is presented. To evaluate
water quality, each sensor measurement is considered as a piece of evidence. Based on the water quality parameters measured by
sensor node, the mass function of water quality class is calculated. Evidence from each sensor is given a reliability discounting and
then combined with the others by D-S rule. According to the decision rule which uses the fusion mass function values, the class
of water quality can be determined. Finally, experiments are given to demonstrate that the proposed approach can evaluate water
quality from uncertain sensor data and improve evaluation performance.

1. Introduction

Water quality evaluation is important in providing a reliable
supply of potable water. Empirical evidence shows that
water quality parameters, such as dissolved oxygen (DO),
NH
3
-N, total phosphorus (TP), and total nitrogen (TN), are

sensitive indicators of contaminants. In 2005, Hall and Szabo
[1] demonstrated that changes in water quality parameters,
which potentially indicate contamination, can be detected
using sensors. Then, wireless sensor network (WSN) has
been extensively applied in monitoring and evaluating water
quality [2–4].

Multisensor data fusion is a technology to enable com-
bining information from several sources in order to form
a unified picture [5]. It is an important tool for improving
the performance of monitoring system when various sensors
are available. Multi-sensor data fusion seeks to combine data
from multiple sensors to perform inferences that will be
more efficient and potentially more accurate than if they
were achieved by means of a single sensor. During recent
years, the multi-sensor data fusion technique has received
much attention, but it is more about applications to target
identification, signal and image processing, and biomedical

engineering [6–9]. In this paper, we apply multi-sensor data
fusion technology in water quality evaluation.

Themain problem is that data obtained from sensors have
different degrees of uncertainty [10]. This uncertainty may
arise for a number of reasons. For instance, the sensing error
increases with the age of sensor, and the sensor is disturbed
by environment. The quality of the wireless links is another
major limiting factor. Furthermore, this uncertainty may
lead to conflicting conclusion. Since data obtained from the
sensors is inherently incomplete, uncertain, and imprecise,
it is imperative that a fusion mechanism be devised so as to
minimize such imprecision and uncertainty.

Dempster-Shafer evidence theory (D-S evidence the-
ory) and Bayesian methods are commonly used to handle
uncertainty. The basic strategy of Bayesian methods is that
if the prior probabilities and conditional probabilities are
determined in advance, then the posteriori probabilities can
be estimated using Bayes formula. Examples of applying
Bayesian methods for multi-sensor data fusion can be found
in [11–13]. Nonetheless, effective fusion performance can
be achieved only if adequate and appropriate a priori and
conditional probabilities are available. In some situations,
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assumptions can be made with respect to a priori and con-
ditional probabilities, but these assumptions can turn to be
unreasonable in many other situations. D-S evidence theory
can be regarded as an extension of classical probabilistic
reasoning, which makes inferences from incomplete and
uncertain data provided by different independent sources.
The application of D-S evidence theory in multi-sensor data
fusion can be found in [14–17]. A key advantage of D-S
evidence theory is its ability to deal with uncertain data
without adequate priori probabilities.

This paper introduces a novel multi-sensor data fusion
approach for water quality evaluation using D-S evidence
theory. We view each sensor measurement as a piece of
evidence that reveals some uncertain information about the
water quality. And we get water quality evaluation through
the fusion of uncertain data from each sensor.The rest of this
paper is organized as follows. In Section 2, we introduce some
preliminary concepts of the evidence theory. We present our
multi-sensor data fusion approach for water quality evalua-
tion using D-S evidence theory in terms of mass function
based on water quality parameters, reliability discounting,
and decision rule using the fusion mass function values.
Section 3 describes experiments in whichwe demonstrate the
effectiveness of the proposed approach. Section 4 provides
some concluding remarks.

2. Water Quality Evaluation Using D-S
Evidence Theory

2.1. D-S EvidenceTheory. TheD-S evidence theory originated
from Dempster’s work [18] and is further extended by Shafer
[19] is a generalisation of traditional probability which allows
us to better quantify uncertainty. The theory is based on a
number of key propositionswhich are summarized as follows.

(1) Frame of discernment: let Θ be a finite set of elements;
an element can be a hypothesis, an object, or in our
case a water quality evaluation. We refer to Θ as the
frame of discernment; the set consisting of all the
subsets of Θ is called the power set of Θ and denoted
by Ω(Θ).

(2) Mass function: mass function 𝑚 is also called a basic
probability assignment function. It is defined as a
mapping of the power set Ω(Θ) to a number between
0 and 1as follows:

𝑚 : Ω (Θ) → [0, 1]

𝑚 (Φ) = 0, ∑

𝐴⊆Ω(Θ)

𝑚 (𝐴) = 1,

(1)

where𝑚(𝐴) is an expression of the level of confidence
exactly in 𝐴. It does not include the confidence in
any particular subset of𝐴. Inwater quality evaluation,
𝑚(𝐴) can be considered as a degree of belief held
by certain class of water quality. If 𝑚(𝐴) > 0, the
subset 𝐴 of Θ is called a focal element. When a mass
value is committed to a subset that has more than one
element, it is explicitly stating that there is not enough

Anchor
Subsensor for
measurement

Heavy
weight

Antenna

Figure 1: Planktonic sensor node model.

information to distribute this belief more precisely to
each individual element in the subset. In particular,
the total belief is assigned to the whole frame of
discernment; m(Θ) = 1 when there is no evidence
about Θ at all; m(Θ) is the uncertain function.

(3) Dempster’s rule of combination (D-S rule): suppose𝑚
1

and 𝑚
2
are two mass functions formed based on data

obtained from two different and independent sources
in the same frame of discernmentΘ.We can get a new
m according to D-S rule as follows:

𝑚 (𝐴) = 𝑚
1

⊕ 𝑚
2

=

{
{

{
{

{

0 𝐴 = Φ,

∑
𝐵∩𝐶=𝐴

𝑚
1 (

𝐵) 𝑚
2 (

𝐶)

1 − 𝐾

𝐴 ̸= Φ,

(2)

where

𝐾 = ∑

𝐵∩𝐶=Φ

𝑚
1 (

𝐵) 𝑚
2 (

𝐶) . (3)

𝐾 ∈ (0, 1) is a normalization constant and can be
viewed as a measure of conflict among the sources of
evidence.The higher the𝐾 is, themore conflicting are
the sources.Dempster’s rule of combination can blend
measures of evidence from different sources.

2.2. Water Quality Evaluation. This section focuses on D-
S evidence theory applications in multi-sensor environment
and presents our implementation for water quality evalua-
tion.

Consider a wireless sensor network with planktonic sen-
sor node as shown in Figure 1, used to monitor and evaluate
the water quality in a measurement area, for example, a
lake or a pool. Each sensor node has several subsensors
used to measure the water quality parameters. Let 𝐹 =

{𝑓
1
, 𝑓
2

⋅ ⋅ ⋅ 𝑓
𝑚

} denote the water quality parameters measured
by each sensor node, depending on the application; 𝑓 may
represent quality parameter such as DO, NH

3
-N; 𝑚 is the

number of water quality parameters.Through the water qual-
ity parameters, we can determine the class of water quality.
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Figure 2: Water quality evaluation using D-S evidence theory.

Let Θ = {𝑙
1
, 𝑙
2

⋅ ⋅ ⋅ 𝑙
𝑖
⋅ ⋅ ⋅ 𝑙
𝑡
} be the frame of discernment for

water quality evaluation; 𝑙
𝑖
means that the water quality is

classified to the 𝑙
𝑖
class; 𝑡 is the number ofwater quality classes.

Assume 𝑁 sensor nodes, for the sake of simplicity, and
suppose that all sensor nodes are independent. Each sensor
node measures water quality parameters (𝐹) of measurement
area. When applying the D-S evidential theory to multi-
sensor data fusion, data obtained from each sensor node
is the theory’s evidence. Figure 2 shows the block diagram
of our multi-sensor data fusion approach for water quality
evaluation using D-S evidence theory.

According to the D-S evidence theory, for each sensor
node, the possibility of water quality class can be described
by mass function values. 𝑚

𝑛
(𝑙
1
), 𝑚
𝑛
(𝑙
2
), . . . , 𝑚

𝑛
(𝑙
𝑡
) are mass

function values obtained by𝐹 from sensor 𝑛.𝑚
𝑛
(𝑙
𝑡
)means the

confidence assigned to the 𝑙
𝑡
class of water quality provided

by sensor 𝑛. Multi-sensor data fusion amounts to combine
several lines of evidence to form a new comprehensive
evidence. For uncertainty, each sensor node is then given a
reliability discounting (𝐶) before combination. By using the
fusionmass function values obtained by D-S rule, the class of
water quality can be determined.

2.2.1. Mass Function Based onWater Quality Parameters. The
derivation of mass function is the most crucial step in D-
S evidence theory, because it determines the reliability of
conclusions. In our approach, the calculation of the mass
function is based on the water quality parameters provided
by sensor node.

Let 𝑆
𝑘
represent themeasurement of water quality param-

eters obtained from sensor 𝑘:

𝑆
𝑘

= {𝑠
1
, 𝑠
2

⋅ ⋅ ⋅ 𝑠
𝑖
⋅ ⋅ ⋅ 𝑠
𝑚

} , (4)

where 𝑠
𝑖
is the 𝑖th element of water quality parameters.

Let 𝐹
Θ
represent the features of all water quality classes:

𝐹
Θ

=

{
{
{
{
{
{
{
{
{
{
{

{
{
{
{
{
{
{
{
{
{
{

{

𝐹
𝑙
1

: {𝑓
𝑙
1

1
, 𝑓
𝑙
1

2
⋅ ⋅ ⋅ 𝑓
𝑙
1

𝑚
}

𝐹
𝑙
2

: {𝑓
𝑙
2

1
, 𝑓
𝑙
2

2
⋅ ⋅ ⋅ 𝑓
𝑙
2

𝑚
}

...
𝐹
𝑙
𝑖
: {𝑓
𝑙
𝑖

1
, 𝑓
𝑙
𝑖

2
⋅ ⋅ ⋅ 𝑓
𝑙
𝑖

𝑚
}

...
𝐹
𝑙
𝑡

: {𝑓
𝑙
𝑡

1
, 𝑓
𝑙
𝑡

2
⋅ ⋅ ⋅ 𝑓
𝑙
𝑡

𝑚
}

}
}
}
}
}
}
}
}
}
}
}

}
}
}
}
}
}
}
}
}
}
}

}

, (5)

where 𝐹
𝑙
𝑖 describes the feature quality parameters of the 𝑙

𝑖

class.

Intuitively, themore similar is 𝑆
𝑘
to𝐹
𝑙
𝑖 , themore probable

is the 𝑙
𝑖
class of water quality, as far as sensor 𝑘 is concerned.

Conversely, the more dissimilar is 𝑆
𝑘
to 𝐹
𝑙
𝑖 , the less probable

is the 𝑙
𝑖
class of water quality, again as far as sensor 𝑘 is

concerned.
There are many measures for quantifying the distance

between the measured parameters and the feature of water
quality class. We propose to use the Minkowski distance
measure, as follows:

𝑑
𝑙𝑖

𝑘
= (

𝑚

∑

𝑥=1

(

𝑠
𝑥

− 𝑓
𝑙𝑖

𝑥

𝑓max − 𝑓min
)

𝛼

)

1/𝛼

, (6)

where 𝑑
𝑙𝑖

𝑘
is the distance between 𝑆

𝑘
and 𝐹

𝑙
𝑖 ; 𝛼 is a constant;

dividsion by 𝑓max − 𝑓min is for normalizing. The distances
betweenmeasurement of sensor 𝑘 and the features of all water
quality classes can be captured as follows:

𝐷
𝑘

= {𝑑
𝑙1

𝑘
, 𝑑
𝑙2

𝑘
⋅ ⋅ ⋅ 𝑑
𝑙𝑖

𝑘
⋅ ⋅ ⋅ 𝑑
𝑙𝑡

𝑘
} . (7)

The smaller the distance 𝑑
𝑙𝑖

𝑘
is, the more probable the 𝑙

𝑖
class

of water quality is. Defining

𝑚
𝑘

(𝑙
𝑖
) =

(1/𝑑
𝑙𝑖

𝑘
)

∑
𝑡

𝑖=1
(1/𝑑
𝑙𝑖

𝑘
)

, (8)

then we have the mass function of water quality class from
sensor 𝑘:

𝑚
𝑘

= {𝑚
𝑘

(𝑙
1
) , 𝑚
𝑘

(𝑙
2
) ⋅ ⋅ ⋅ 𝑚

𝑘
(𝑙
𝑖
) ⋅ ⋅ ⋅ 𝑚

𝑘
(𝑙
𝑡
)} (9)

where 𝑚
𝑘
(𝑙
𝑖
) is the mass function assigned by sensor 𝑘 to the

𝑙
𝑖
class of water quality.

2.2.2. Reliability Discounting. Some sensor nodes are more
vulnerable to misreading or malfunctioning due to many
factors, such as their age, their type, and their location. The
impact of evidence is discounted to reflect the sensor node’s
reliability, in terms of reliability discounting 𝐶 (0 < 𝐶 < 1).
For uncertainty, evidence from each sensor node is then given
a reliability discounting as follows:

𝐶
𝑘

=

{

{

{

𝛽 𝑁
𝑘

≤ 𝑁min

min(

𝑅
𝑘

𝑁
𝑘

, 𝛽) 𝑁
𝑘

> 𝑁min,
(10)
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where𝑁
𝑘
is the total number of water quality evaluation from

sensor 𝑘; 𝑅
𝑘
is the number of correct water quality evaluation

from sensor 𝑘; 𝛽 and 𝑁min are fixed values. If the number of
water quality evaluation is less than𝑁min, we use a fixed value
𝛽 as reliability discounting. 𝛽 and𝑁min are usually selected as
0.9, 10, respectively.

If its reliability discounting (𝐶) is high, this evidence will
be given more weight and have greater effect on the modified
combinatorial rule. Then, the mass function 𝑚

𝑘
in (9) is

updated to 𝑚


𝑘
:

𝑚


𝑘
=

{
{

{
{

{

𝑚


𝑘
(𝑙
𝑖
) = 𝐶
𝑘

⋅ 𝑚
𝑘

(𝑙
𝑖
)

𝑚


𝑘
(Θ) = 1 −

𝑡

∑

𝑖=1

𝑚


𝑘
(𝑙
𝑖
) ,

(11)

where𝑚


𝑘
(𝑙
𝑖
) is themodifiedmass function assigned by sensor

𝑘 to the 𝑙
𝑖
class of water quality; 𝑚



𝑘
(Θ) is the uncertain

function (unidentified mass function) from sensor 𝑘.

2.2.3. Decision Rule Using the Fusion Mass Function Values.
As stated earlier, all sensors are assumed to be independent.
The multi-evidence combinatorial rule becomes

𝑚 (𝐴) = 𝑚


1
⊕ 𝑚


2
⊕ ⋅ ⋅ ⋅ ⊕ 𝑚



𝑘
⋅ ⋅ ⋅ ⊕ 𝑚



𝑛

=

{
{
{

{
{
{

{

0 𝐴 = Φ

∑
∩
𝑛

𝑘=1
𝐴
𝑘
=𝐴

𝑚


1
(𝐴
1
) 𝑚


2
(𝐴
2
) ⋅ ⋅ ⋅ 𝑚



𝑘
(𝐴
𝑘
) ⋅ ⋅ ⋅ 𝑚



𝑛
(𝐴
𝑛
)

1 − 𝐾


𝐴 ̸= Φ,

(12)

where

𝐾


= ∑

∩
𝑛

𝑘=1
𝐴
𝑘
=Φ

𝑚


1
(𝐴
1
) 𝑚


2
(𝐴
2
) ⋅ ⋅ ⋅ 𝑚



𝑘
(𝐴
𝑘
) ⋅ ⋅ ⋅ 𝑚



𝑛
(𝐴
𝑛
) .

(13)

Using combinatorial rule, a fusion mass function (𝑚(𝐴))

converts the confidence of each class of water quality arising
fromdifferent evidence sources (sensor nodes) into a fraction
in (0, 1). By using the fusion mass function values, water
quality can be evaluated on the decision rule as follows.

(1) The current determined class of water quality should
have a maximal mass function value and should be
greater than a certain value; this value should be at
least greater than 1/𝑡; 𝑡 stands for the number of water
quality classes.

(2) The difference of the mass function values between
the current determined class of water quality and
other classes should be greater than a certain gate
limit value, and here it is 0.2.

(3) The uncertain function value should be less than a
certain gate limit value, and here it is 0.1.

If the three rules above are not satisfied simultaneously,
the current class of water quality is uncertain.

Figure 3: Sensor nodes used in experiments.

Table 1: Features of all water quality classes.

DO NH3-N TP TN
I 7.5 0.15 0.01 0.2
II 6.0 0.5 0.025 0.5
III 5.0 1.0 0.05 1.0
IV 3.0 1.5 0.1 1.5
V 2.0 2.0 0.2 2.0

3. Experiments and Results

In this section, we give two experiments to validate the
performance of the proposed approach. In our experiments,
we use the senor nodes developed by ourselves to measure
water-quality parameters, as shown in Figure 3. The mea-
sured parameters include DO, NH

3
-N, TP, and TN; then 𝐹 =

{DO,NH
3
-N,TP,TN}.

According to “Environmental Quality Standards for Sur-
face Water of China GB 3838-2002”, water quality is catego-
rized as 5 classes, and the features of all water quality classes
are shown in Table 1. Thus, in our experiments, the frame of
discernment for water quality evaluation is Θ = {𝑙

1
= “I”, 𝑙

2

= “II”, 𝑙
3
= “III”, 𝑙

4
= “IV”, 𝑙

5
= “V”}, where “I” means that the

water quality is classified to the first class. From Table 1, (5)
can be expressed as follows:

𝐹
Θ

=

{
{
{
{
{
{
{
{

{
{
{
{
{
{
{
{

{

𝐹
𝑙
1

: {7.5, 0.15, 0.01, 0.2}

𝐹
𝑙
2

: {6.0, 0.5, 0.025, 0.5}

𝐹
𝑙
3

: {5.0, 1.0, 0.05, 1.0}

𝐹
𝑙
4

: {3.0, 1.5, 0.1, 1.5}

𝐹
𝑙
5

: {2.0, 2.0, 0.2, 2.0}

}
}
}
}
}
}
}
}

}
}
}
}
}
}
}
}

}

. (14)

In the first experiment, we use three sensor nodes (𝑆
1
, 𝑆
2
,

and 𝑆
3
) tomonitor the water quality of a pool.The objective is

to determine the water quality class of the pool based on the
three sensor nodes. Table 2 is assumed to list the water quality
parameters measured by sensors 𝑆

1
, 𝑆
2
, and 𝑆

3
.
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Table 2: Water quality parameters measured by sensors 𝑆
1
, 𝑆
2
, and

𝑆
3
.

DO NH3-N TP TN
𝑆
1

6.10 2.550 0.122 3.432
𝑆
2

6.65 0.660 0.038 0.706
𝑆
3

7.21 0.467 0.022 0.690

Table 3: Mass functions from 𝑆
1
, 𝑆
2
, and 𝑆

3
.

I II III IV V
𝑚
1

0.135 0.154 0.191 0.241 0.279
𝑚
2

0.185 0.438 0.232 0.091 0.054
𝑚
3

0.265 0.422 0.177 0.084 0.052

From (6), when 𝛼 = 2, 𝑓max = max(𝑓
𝑖
) and 𝑓min = 0, we

can calculate that

𝑑
𝑙1

1

= ((

6.1 − 7.5

7.5

)

2

+ (

2.55 − 0.15

2

)

2

+ (

0.122 − 0.01

0.2

)

2

+(

3.432 − 0.2

2

)

2

)

1/2

= 2.0976,

𝑑
𝑙2

1

= ((

6.1 − 6.0

7.5

)

2

+ (

2.55 − 0.5

2

)

2

+ (

0.122 − 0.025

0.2

)

2

+(

3.432 − 0.5

2

)

2

)

1/2

= 1.8534,

𝑑
𝑙3

1

= ((

6.1 − 5.0

7.5

)

2

+ (

2.55 − 1.0

2

)

2

+ (

0.122 − 0.05

0.2

)

2

+(

3.432 − 1.0

2

)

2

)

1/2

= 1.4935,

𝑑
𝑙4

1

= ((

6.1 − 3.0

7.5

)

2

+ (

2.55 − 1.5

2

)

2

+ (

0.122 − 0.1

0.2

)

2

+(

3.432 − 1.5

2

)

2

)

1/2

= 1.1797,

𝑑
𝑙5

1

= ((

6.1 − 2.0

7.5

)

2

+ (

2.55 − 2.0

2

)

2

+ (

0.122 − 0.2

0.2

)

2

+(

3.432 − 2.0

2

)

2

)

1/2

= 1.0194.

(15)

From (8), we can get the mass function of water quality class
from 𝑆

1
:𝑚
1

= {0.135, 0.154, 0.191, 0.241, 0.279}. Similarly, we
can also calculate mass functions from 𝑆

2
and 𝑆
3
, as shown in

Table 3.
Suppose that the numbers of water quality evaluation

from sensors 𝑆
1
, 𝑆
2
, and 𝑆

3
are the same 15, and the numbers

of correct evaluation are, respectively, 9, 12, and 14. From
(10) and (11), we can get the modified mass functions and
the uncertain functions from 𝑆

1
, 𝑆
2
, and 𝑆

3
, as shown in

Table 4.

Table 4: Modified mass functions and uncertain functions from 𝑆
1
,

𝑆
2
, and 𝑆

3
.

I II III IV V Θ

𝑚


1
0.081 0.092 0.114 0.145 0.168 0.4

𝑚


2
0.148 0.350 0.186 0.073 0.043 0.2

𝑚


3
0.238 0.380 0.159 0.076 0.047 0.1

Table 5: Fusion mass functions and uncertain functions.

I II III IV V Θ

𝑚


1
⊕ 𝑚


2
0.145 0.316 0.196 0.114 0.096 0.133

𝑚


1
⊕ 𝑚


2
⊕ 𝑚


3
0.193 0.483 0.172 0.072 0.048 0.032

We can see fromTable 2 that the water quality parameters
measured by 𝑆

1
are obviously different from 𝑆

2
and 𝑆
3
. 𝑆
1
gives

different conclusion. For uncertainty, the data provided by 𝑆
1

may be incorrect. Only consider the data of 𝑆
1
and 𝑆

2
from

Table 4; two pieces of evidence are in conflict. According to
multievidence combinatorial rule, which is realized by (12)
and (13), we can combine the evidence provided by 𝑆

1
and

𝑆
2
, as shown in the first row of Table 5. The second class

of water quality has the maximal mass function value. It is
seen that our approach is effective when there is conflict
of evidence. However, according to our decision rule, the
uncertain function value is great and we cannot determine
the class of current water quality.

Then, consider the data of 𝑆
3
; the fusion mass function

and uncertain function combining 𝑆
1
, 𝑆
2
, and 𝑆

3
are also

shown in Table 5.We reach thewater quality evaluation result
in favor of “II” with a degree of belief of 0.483. And the
uncertain function value is reduced to 0.032. According to the
decision rule, we can determine that the water quality of the
pool is the second class. This result is the combination of the
three sensor nodes and is considered to be more believable
compared to that of the single sensor node.

We can see clearly from Table 5 that by comparing the
fusion mass function value with the single sensor mass func-
tion value, the mass function value of the current determined
water quality class is enlarged, while the difference of the
mass function values between the current determined class
of water quality and other classes is enlarged, and at the same
time, the uncertain function value is reduced.

In the second experiment, we use different numbers of
sensor nodes to monitor the water quality of a small lake at
different time and different locations and use the approach
of this paper to evaluate the water quality. Here we already
know that water quality of this lake is the fourth class.
The objective is to demonstrate that our approach could
improve the accuracy of water quality evaluation. According
to simulation, Table 6 shows the correct rate and uncertain
rate compared between different numbers of sensor nodes
used in multi-sensor data fusion for water quality evaluation.

From Table 6, it can be seen that our approach can
increase correct rate of water quality evaluation, compared
to the approach using single sensor node. It can also be seen
that the fusion can reduce the uncertain rate of water quality
evaluation.
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Table 6: Correct rate and uncertain rate with different sensor nodes
combination.

Single sensor
node

Three sensor
nodes

Five sensor
nodes

Correct rate (%) 38 84 96
Uncertain rate (%) 46 10 2

In summary, our experiments have indicated that the
proposedmulti-sensor data fusion approach for water quality
evaluation using D-S evidence theory has improved water
quality evaluation performance greatly.

4. Conclusions

We have applied multi-sensor data fusion technology in
water quality evaluation in this paper. We have introduced
a novel multi-sensor data fusion approach for water quality
evaluation using D-S evidence theory. Within our work, we
have proposed a method of calculating mass function based
on water quality parameters and proposed a reliability dis-
counting to reflect the sensor node’s reliability. Furthermore,
we have proposed the decision rule to determine the class of
water quality by using the fusion mass function values. Our
experiments have indicated that the proposed approach can
evaluate water quality from uncertain sensor data, increase
correct rate, reduce uncertain rate of water quality evaluation,
compared to the approaches using individual sensors.
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Residual Distributed Video Coding (RDVC) is a branch of the Distributed Video Coding (DVC). By reducing the coding rate, the
RDVC scheme gets a better rate-distortion performance. The overall performance of the traditional pixel-based RDVC scheme
is better than the traditional transform-based domain DVC scheme. But the traditional RDVC scheme also has some application
limitations; for example, the performance of RDVC is bad when it is applied to intense motion regions. And the pixel-based RDVC
scheme cannot fully exploit the spatial correlations of the original information. In this paper, we propose a new approach of residual
coding combined IMB (intense motion block) extraction algorithm with Low Density Parity Check (LDPC) and Baum-Welch
iterative decoding algorithm. Experimental results show that the proposed scheme achieves better rate-distortion performance
compared to traditional DVC and RDVC scheme.

1. Introduction

With the development of wireless multimedia communica-
tion technology, the new video processing and transmission
demand began to appear: such as hand-held digital camera,
low-power video sensor networks, PAD, and other video
equipments. Typically, this new device has the features of
small battery capacity and limited computing power, so it
requires a low complexity coding scheme. In conventional
video coding standards, such as the ISO/IEC MPEG-x and
ITU-T H.26x, the encoding complexity is 5 to 10 times [1]
the decoding. Obviously, traditional coding schemes are not
suit for the new video applications. So a special video coding
framework which is called Distributed Video Coding (DVC)
[2, 3] gets more attention from scholars.

The DVC scheme is different from the traditional video
coding scheme. DVC scheme takes the intraframe coding
and interframe decoding techniques and discovers the cor-
relation of the video signal at the decoder; thus, the DVC
scheme transfers the complexity from the encoding side to

the decoding side. The DVC scheme has the characteristics
of low complexity encoding and good robustness which can
meet the new demand for video applications.

The Residual Distributed Video Coding (RDVC) [4]
system is another research direction of DVC. In RDVC
scheme, some of the similarities of the frame with respect
to the known reference are utilized at the encoder, and the
conditional decoding with respect to a better side informa-
tion frame is still benefited at the decoder. Compared to the
traditional Wyner-Ziv coding scheme, the residual scheme
can reduce the information entropy of the encoding end
and obtain a higher coding efficiency. But the scheme also
has some limitations. First, the RDVC scheme shows poor
performance when it is used to the regions of a frame with
intense motion [5]. In addition, compared to the scheme
based on DCT domain, the RDVC scheme which is based
on pixel domain lacks attention on the exploration of spatial
information, and the overall performance of RDVC based on
pixel domain is not better than the DCT-DVC scheme [4].
For the above two points, we propose a new RDVC coding
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Figure 2: Traditional video coding scheme.

scheme based on pixel domain. At the encoding end, we
use the intense motion block (IMB) algorithm to distinguish
the intense motion blocks (IMBs) and non-IMBs, and at
decoding end, we use the method of LDPC-Baum-Welch
iterative decoding algorithm [6] which can explore the spatial
correlation of the original information.

The remainder of this paper is organized as follows.
Section 2 gives the traditional Distributed Video Coding
system and its principle. Section 3 gives some details of DVC
schemes and focuses on RDVC scheme. Section 4 details
the proposed new scheme of the Residual Distributed Video
Coding. At last, the paper presents the results of experiment
and does an analysis.

2. Theoretical Basis of
Distributed Video Coding

The theoretical basis of Distributed Video Coding is the
Slepian-Wolf theorem [8] and Wyner-Ziv theorem [9].
The Slepian-Wolf theorem can be simply described: source
{(𝑋
𝑖
, 𝑌
𝑖
)}
∞

𝑖=1
is an independent and identically distributed

video sequence. Entropies of Source 𝑋 and 𝑌 are 𝐻(𝑋) and
𝐻(𝑌). Output streams of encoder𝑋 and𝑌 are𝑅(𝑋) and𝑅(𝑌).
The decoding end uses the joint decoding method and gets
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Figure 3: Distributed compression of two statistically dependent
random processes, 𝑋 and 𝑌, the decoder jointly decodes 𝑋 and 𝑌
and thus may exploit their mutual dependence.

the decoded information. If youwant lossless recovery source
𝑋 and 𝑌, (1) and (2) are needed

𝑅 (𝑋) + 𝑅 (𝑌) ≥ 𝐻 (𝑋, 𝑌) (1)

𝑅 (𝑋) ≥ 𝐻 (𝑋 | Y) , 𝑅 (𝑌) ≥ 𝐻 (𝑌 | 𝑋) . (2)

Figure 1 is the diagram of Slepian-Wolf theorem and
Wyner-Ziv theorem, it shows the regions that meet the
requirement of (1) and (2).

Slepian-Wolf theorem and Wyner-Ziv theorem proved
that the method which uses independent coding and joint
decoding can get the same performance with the traditional
joint coding and decoding method. Figures 2 and 3 are the
schematic diagram of traditional video coding system and
Distributed Video Coding system.

3. Typical Distributed Video Coding

3.1. Distributed Video Coding Scheme Based on DCT Domain.
The traditional DVC based on pixel domain ignores the
exploration of spatial correlations between the original video
information. In order to achieve higher compression effi-
ciency, Girod et al. proposed a new DVC system based on
Discrete Cosine Transform (DCT) domain [3]. By using
the method of DCT, the program fully explored the spatial
correlation of the source information. Figure 4 is the system
diagram of DCT-based DVC scheme.

By exploring the spatial correlation of original informa-
tion, the DCT scheme based on DCT domain obtain a good
performance of compression efficiency. But the encoder of the
DCT-based DVC scheme is complicated than the traditional
pixel-based DVC scheme and demands more storage and
higher computing power.

3.2. Residual Distributed Video Coding Scheme Based on Pixel
Domain. Compared with traditional video coding system,
the overall performance of the Distributed Video Coding
system is to be further improved. According to information
theory, if only the decoding side can get the side information,
the coding efficiency of the system is low; that is, if the
encoding side can obtain the part of the relevant information,
the overall system performance of the Distributed Video
Coding can be better. In order to further reduce the entropy
of the input source, improve the compression of the video
sequence, and ultimately obtain the improvements of the
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system rate-distortion performance, Aaron et al. proposed
the Residual Distributed Video Coding system [4], as shown
in Figure 5.

The implementation steps of the RDVC scheme are as
follows. In order to reduce the input information entropy and
reduce the bit rate of the encoding end, the RDVC scheme
makes the Wyner-Ziv frame subtract the reference frame
in pixel domain. And then, quantifying and encoding the
residual frame are done. The decoder makes the fusion of
the residual frame and the reference frame to reconstruct the
original frame. Compared to the original Wyner-Ziv frame,
the information of the residual frame is smaller, and the
overall performance is better than the traditional Distributed
Video Coding based on pixel domain.

But the residual scheme has an application limitation:
applying the RDVC method to the intense motion blocks of
an image framemay cause excessive distortion of the decoded
image. In order to overcome the defect, some scholars have
proposed some methods [5]. For us, to solve the problem,
we proposed amethod using the IMB extraction algorithm at
the encoder. To avoid the limitations of the residual coding,
different blocks are encoded with different coding method
in our RDVC scheme. In addition, considering that the
traditional RDVC scheme failed to fully exploit the spatial
correlation of the original information and the performance
is not better than the traditionalDCT-basedDVC scheme, we
applied the LDPC-Baum-Welch iteration decoding algorithm
into our Residual DistributedVideoCoding scheme.Thenew
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proposed RDVC scheme of this paper effectively played the
advantages of the RDVC, avoided the application limitations,
minimized the complexity of the encoder, and improved the
system performance.

4. Proposed RDVC Scheme Based on
Pixel-IMB Algorithm

4.1. Framework of Proposed RDVC Scheme. As discussed in
Section 3, we proposed a new RDVC scheme which uses IMB
extraction algorithm at the encoding end and uses the LDPC-
Baum-Welch algorithm at the decoding end. Figure 6 shows
the general framework for the proposed RDVC scheme.

4.2. Encoder Design of the Proposed RDVC Scheme. As shown
in Figure 6, at the encoder end, a subset of frames, regularly
spaced in the sequence, serve as key frames, K, which are
encoded and decoded using a conventional intraframe 8 ×
8 Discrete Cosine Transform (DCT) codec, such as JPEG
codec.

The frames between the key frames are “Wyner-Ziv
frames” and encoded according to the IMB discrimination
algorithm.

According to (3), we calculate the value of SAD where 𝐵
𝑖

represents a block of the frame, (𝑖, 𝑗) denotes a pixel location,
𝑋
𝑛
(𝑖, 𝑗) represents the pixel value of the current frame of

current position, and the 𝑋
𝑟
(𝑖, 𝑗) represents the pixel value

of the corresponding location in the reference frame. The
reference frame is the previous frame. If SAD > 𝑇, we
determined the block as an IMB, else the block is determined
as non-IMB. 𝑇 is a threshold which is from the experimental
summary. Consider the following:

SAD = ∑
(𝑖,𝑗)∈𝐵𝑖





𝑋
𝑛
(𝑖, 𝑗) − 𝑋

𝑟
(𝑖, 𝑗)




. (3)

The intense motion blocks are encoded with residual
distributed coding method, while the non-IMBs are encoded
with entropy coding method. The residual information is
from the difference of the intense motion block and the
reference block.

4.3. Decoder Design of the Proposed RDVC Scheme. At the
decoder, we take the LDPC-Baum-Welch (LDPC and Baum-
Welch) iterative decoding scheme. The Baum-Welch decod-
ing algorithm is based on the theory of Markov model.
We look at the video image as the relevant source and
use the Baum-Welch algorithm to estimate the transition
probabilities of the Markov model. Thus, we can explore
the spatial correlation among the source and achieve the
compression.

The detailed process is as follows.
Provided the source 𝑋 is a Markov model. The Baum-

Welch decoder accepted the coded residual information
𝑋res(𝑖) from LDPC decoder and the side residual information
𝑌−𝑋ref(𝑖) from entropy decoder and traditional intradecoder.
The variable 𝑖 represents the index of the block in a frame.The
Baum-Welch decoder estimates the bit information according
to the forward and backward transfer equations.The forward
equation is shown as (4).The backward equation is similar to
the forward equation, where 𝑠

0
and 𝑠
1
are two states of source

𝑋. 𝛼
𝑘
(𝑠
𝑗
) is the probability that the information sequence

reachs the state 𝑠
𝑗
, and 𝛽

𝑘
(𝑠) is backward probability

𝛼
𝑘
(𝑠
𝑗
) ∝ 𝛼

𝑘−1
(𝑠
0
) 𝑝
0𝑗
+ 𝛼
𝑘−1
(𝑠
1
) 𝑝
1𝑗
. (4)

The LDPC decoder accepted the information from
Baum-Welch decoder and the residual information. The
two decoders mutually exchange information and iteratively
decode the original information.

Usually, the image sequence is two-dimensional Markov
model, and the state of source𝑋 is huge, so the transfer equa-
tion which is used to estimate the probability is simplified,
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Figure 7: The simulation results of the proposed scheme.

showing as (5), where 𝑤 represents the width of the frame.
𝑝
ℎ𝑖𝑗

is the transfer probability. Consider the following:

𝛼
𝑘
(𝑠
𝑗
) ∝ ∑

ℎ,𝑖∈{0,1}

𝛼
𝑘−𝑤
(𝑠
ℎ
) 𝛼
𝑘−1
(𝑠
𝑖
) 𝑝
ℎ𝑖𝑗
. (5)

5. Experiment Results

The experiment of the proposed scheme chose the standard
video sequences “carphone” and “salesman.” The image for-
mat is QCIF (177 × 144), and the coding frequency is 30fps.
The rule of Wyner-Ziv frames (W) and key frames (K) is
“K-W-K-W”. The key frames use the JPEG coding method
[10], while the Wyner-Ziv frames use the IMB algorithm to
distinguish the IMB and non-IMB. To the non-IMB, we use
the RDVC coding and decoding method and LDPC-Baum-
Welch algorithm. The reference frame is the previous frame.
The check matrix of LDPC codes is generated by the PEG
method [11–13]; rate is 7/8. According to the experiment
results, we chose the threshold 𝑇 of IMB algorithm as 64. We
compared the rate-PSNR performance of these schemes as
below. The encoder of H.263+ is TMN8 [14]. The results of
the experiment are shown in Figure 7.

(1) H.263+interframe (I-P-I-P) coding—H.263+P.
(2) H.263+intraframe (I-I-I-I) coding—H.263+I.
(3) Conventional JPEG codec—JPEG.
(4) Pixel-IMB-based Residual Distributed Video Cod-

ing—Proposed scheme.
(5) DCT-ROI-based Wyner-Ziv residual video coding—

DCT-ROI-residual scheme [15].
(6) Conventional DCT-based Wyner-Ziv coding—Wy-

ner-Ziv.

From Figure 7, we can draw a conclusion that the pro-
posed scheme of this paper has 1 dB improvement compared
to the DCT Wyner-Ziv scheme, and approximately 0.2 dB
improvement to the DCT-ROI-residual scheme. Though
there is still a performance gap between our proposed scheme
and the H.263 interframe scheme, our scheme is easier at
coding end which is fit for Wireless Multimedia Sensor
Networks.

Figures 8 and 9 show the decoded 6th frame of sequences
“carphone” and “salesman” using the proposed scheme and
traditional RDVC scheme which is based on pixel domain.
The scheme we proposed has an improvement on the quality
of the decoded image. On the whole, our scheme is effec-
tive. Compared to the DCT-based DVC scheme and the
traditional H.263 interframe scheme, the proposed scheme is
easier at coding. By using the IMB algorithm, the proposed
scheme reduced the input entropy and reduced the energy
consumption. From the experiment results, we draw that our
proposed scheme has an overall improvement. Because of the
using of IMB algorithm, the proposed scheme avoided the
application limitation of RDVC. And because of the using
of LDPC-Baum-Welch algorithm, the scheme explored the
spatial correlation of the original information which is more
advanced than the traditional pixel-based RDVC scheme
and the traditional DCT-based DVC scheme, which is more
complex at encoder.

6. Conclusion

The paper proposed a new RDVC scheme based on tra-
ditional pixel-based RDVC scheme. The proposed scheme
used the LDPC-Baum-Welch algorithm which can explore
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(a) Pixel-IMB scheme (PSNR = 30.39 dB) (b) Traditional scheme (PSNR = 29.47 dB)

Figure 8: Decoded “carphone” sequence of proposed scheme and traditional RDVC scheme.

(a) Pixel-IMB scheme (PSNR = 36.84 dB) (b) Traditional scheme (PSNR = 35.70 dB)

Figure 9: Decoded “salesman” sequence of proposed scheme and traditional RDVC scheme.

the spatial correlation of original information.Thus, the pro-
posed RDVC scheme can achieve better performance at pixel
domain compared to traditional DCT-based scheme. The
proposed scheme used IMB algorithm which can avoid the
shortcoming of traditional RDVC scheme. The experiment
proved that the proposed scheme reduced the complexity of
the RDVC encoder and made the best use of RDVC. The
proposed scheme is more suitable to the WMSNs.
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In wireless sensor networks (WSN), Sybil attack can destroy the routing and data distributed storage mechanisms through
fabricating identity information of legitimate nodes. This paper presents a chain key predistribution based approach against Sybil
attack. To enhance the security of common keys between neighboring nodes, during the chain key predistribution phase, our
approach uses a lightweight hash function to generate several chain keys by hashing the unique identity information of every node
sequentially in the trusted base station. These chain keys construct a pool of chain keys. During the pairwise key authentication
establishment phase, a node-to-node chain key based authentication and exchange (CK-AE) protocol is proposed, by which each
node can share the unique pairwise key with its neighboring node. The CK-AE protocol is provably secure in the universally
composable security model (UCSM). Finally, we analyze our approach from the resilience of network and the performance
overhead, and the results show that our approach can not only enhance the ability of resilience to Sybil attack, but also reduce
the communication overhead significantly at the cost of a certain amount of computational overhead.

1. Introduction

In recent years, with the wide application of wireless sensor
networks (WSN), the increasing number of the terminal
devices brings the explosive growth of data. TheWSN is usu-
ally deployed in many areas, including traffic control, health
care, environmental monitoring, and battlefield surveillance,
where the sensor nodes obtain the useful information by
gathering, storing, and analyzing the large number of data [1].
However, due to the openness of deployment, the limitation
of resource and the Big Data environment, security emerges
as a challenging issue in ubiquitous WSN. Sybil attack is a
particularly harmful attack which can forge a large number
of fake identities to disrupt the routing protocol, distributed
storage, and malicious behavior detection [2]. Moreover, the
entire communication of the network will even be destroyed.
Therefore, it is particularly important to develop an effective
approach to defend against Sybil attack.

So far, some defense approaches against Sybil attack in
WSN are mainly based on a random key predistribution
scheme [3]. In the random key predistribution scheme, each
node is preloaded with a key ring (blocks of keys) randomly
selected from a large pool of keys. After the deployment
step, every node exchanges several keys which belong to its
key ring with each of its neighbors. If two neighbor nodes
share at least one key (common key), they establish a secure
link and calculate their pairwise key (session key) which
is one of the common keys. The process of establishing a
pairwise key can authenticate the node identity; therefore,
the fake identities of a Sybil attacker can be distinguished
from the legitimate nodes. Furthermore, a random key
predistribution scheme is implemented before deployment;
thus the authentication of node identity can depend little on
the trusted base station, which reduces the computation and
communication overhead of dynamically generating pairwise
keys.
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Karlof and Wagner proposed a mechanism based on
a unique common key for WSN against Sybil attack [4].
Every node shares a unique common key with a trusted base
station. When two nodes need to communicate with each
other, they first signal their desire to the base station. Then
the base station verifies the identifications of the two nodes
via the unique common key and distributes a pairwise key
to them. After that, two nodes use the distributed key to
verify each other’s identity and establish a session link by a
Needhan-Schroeder like protocol. During the establishment
of session between two nodes, the base station must be
requested to authenticate the node identities, which leads to
a heavy load in the base station if the number of the nodes
is large in a WSN. Besides, using the same distributed key
may cause the situation that the attacker can easily capture
the entire network by capturing only one node. Based on the
idea of the pairwise key in [4], Newsome et al. proposed a
random key predistribution scheme against Sybil attack in
WSN [5]. In the scheme, a random set of keys or key-related
information is assigned to each node. Then each node can
discover the common keys it shares with its neighbors and
the common keys will be used as a session key to ensure
node-to-node secrecy. Nevertheless, the set of keys or key-
related information is just determined by a pseudorandom
function (PRF) in this scheme; therefore, the unsecure keys
or key-related information may lead to unsecure session
keys between the neighbor nodes. Once a Sybil attacker
breaks the PRF, it will be able to quickly obtain the keys or
key-related information in other nodes and disguise their
identities by forging session keys. On the basis of random key
predistribution scheme, Roberto et al. proposed a pairwise
key establishment mechanism based on the node identity
information in an attempt to protect the WSN from the Sybil
attack [6]. However, due to the difficulty of constructing the
specific node identity information, the mechanism is not
practical and effective. Furthermore, Feng and Ma improved
the Roberto’s mechanism and presented a novel approach
which is node identity witness information validation for
random secret information predistribution to defend against
Sybil attack [7]. But in this approach, the transmitter/receiver
must send more messages during the process of estab-
lishing a secure link, which means more communication
overhead.

Qian proposed an improved key predistribution scheme
in which each node calculates the derived keys by using a
hash function once [8].This solution enhances the security of
the original keys. However, the derived keys are calculated by
every node after deployment. So, the computational overhead
of the nodes is increased. In order to enhance the resilience
of the network against attackers, Bechkit et al. proposed
a novel hash-based key predistribution scheme [9]. Before
deployment a hash function ℎ is preloaded to the memory
of each node. Then every node applies the hash function
ℎ to each key of its key ring. After that, the neighbor
nodes calculate the pairwise keys by the hash function ℎ

and establish a secure link. However, in this solution the
calculated pairwise keys are not unique. So the probability
of successfully forging the pairwise key by a Sybil attacker
is increased. If the forged pairwise key is the same as the

legitimate one, the communication of the neighbor nodeswill
be disrupted by the Sybil attacker’s fake identity.

As described above, the existing approaches play a certain
part in defending against Sybil attack in WSNs, but some
issues still exist, such as high communication overhead of
the trusted base station, unsecure keys, high communication
overhead of the process of node identity authentication, and
nonunique pairwise key and so on. In this paper, we propose
a chain key predistribution based approach to protect the
WSN from Sybil attack. In the chain key predistribution
phase, the chain keys are calculated with the entire node
identity information through a lightweight hash chaining
technique in the trusted base station, which conceals the
original keys and makes the common chain keys more
secure that preloaded in different nodes. Then a chain key
pool which constitutes several hash chains of equal length
is constructed. After deployment, we develop a node-to-
node chain key based authentication and exchange (CK-AE)
protocol in the pairwise key authentication establishment
phase which is secure against the Sybil attackers. At last, we
prove the security of our approach and make analysis for
the connectivity, communication overhead, storage overhead,
and computational overhead.

2. A Chain Key Predistribution Based
Approach against Sybil Attack in WSNs

The proposed approach is divided into two phases: the chain
key predistribution phase and the pairwise key authentication
establishment phase. Two phases are described in detail
below.

2.1. Chain Key Predistribution Phase. The issue of the unse-
cure keys usually makes the nodes vulnerable to the Sybil
attack. If an attacker captures one node, it can get all the
key information from its memory and impersonate other
legitimate nodes. Such an attack can compromise not only
adjacent links of compromised links but also external links
that are independent of the compromised nodes. Therefore,
in order to make the key information of nodes more secure,
we generate several chain keys by hashing the unique identity
information of every node sequentially based on a lightweight
hash function 𝐻

Nyb [10] in the trusted base station. As
known, the main characteristic of hash functions is that
knowing a value of the chain it is computationally infeasible
to determine the backward values. Therefore, our chain
key predistribution scheme can conceal the original keys
and enhance the resilience of common keys shared by the
neighbor nodes. In our scheme, when an attacker captures
one ormore original keys it can only discover a forward value.

In the chain key predistribution phase, the generation of
the hash chains is implemented in the trusted base station,
and then the hash chains are constructed into a pool of
chain keys. Take the generation procedure of the hash chain
𝐿
𝑖
for example. It is assumed that seed

𝑖
is an original

key and the derived factor is a set of the node identities
SIDSet (an ordered sequence of values). The set SIDSet is
{SID
1
, SID
2
, . . . , SID

𝑗
, . . . , SID

𝑁
} where SID

𝑗
(1 ≤ 𝑗 ≤ 𝑁)
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is the unique node identity information and𝑁 is the number
of the nodes. The procedure of generating the 𝑗th chain key
in the hash chain 𝐿

𝑖
is given as follows:

𝑘
𝑖

𝑗
= 𝐻

Nyb
(𝑘
𝑖

𝑗−1
, SID
𝑗
) , {𝑖, 𝑗 ∈ 𝑁

∗
, 1 ≤ 𝑗 ≤ 𝑁} . (1)

𝑁
∗ represents a set of positive integer. According to (1), 𝑘𝑖

1
=

𝐻
Nyb

(seed
𝑖
, SID
1
), 𝑘𝑖
2
= 𝐻

Nyb
(𝑘
𝑖

1
, SID
2
), and so on. The last

value of the hash chain 𝑘𝑖
𝑁
is𝐻Nyb

(𝑘
𝑖

𝑁−1
, SID
𝑁
).We define the

value 𝐾𝑖
𝑁
as the hash chain tag Tag

𝑖
which is calculated from

seed
𝑖
. Different hash chain tags are calculated from different

original keys. The other hash values (𝑘
𝑖

1
, 𝑘
𝑖

2
, . . . , 𝑘

𝑖

𝑁−1
) are

defined as the chain keys. To illustrate our idea about the
generation procedure of the hash chain 𝐿

𝑖
, let us refer to

Figure 1.
When a given hash value 𝑘𝑖

𝑚
needs to be verified in the

above hash chain, it is feasible to calculate 𝑘𝑖
𝑛
(0 < 𝑛 < 𝑚) 𝑚−

𝑛 times through the hash function 𝐻
Nyb. Then we compare

the output 𝑘𝑖
𝑚

∗ with the given hash value 𝑘𝑖
𝑚
. If 𝑘𝑖
𝑚

∗

= 𝑘
𝑖

𝑚
; it

means that 𝑘𝑖
𝑚

∗ is a correct hash value. In order to construct
a pool of chain keys, we select M different original keys
{seed
1
, seed
2
, . . . , seed

𝑀
} from the trusted base station. By

repeating the above generation procedure in Figure 1,𝑀 hash
chains with the same length are generated. In our approach,
the pool of chain keys is composed of𝑀 hash chains, which
is shown in Figure 2. Each hash chain contains 𝑁 − 1 chain
keys and the size of the pool 𝐾 is𝑀∗ (𝑁 − 1).

After the construction of the pool of chain keys, each
node is preloaded with some chain key related information.
The detailed performance step of the chain key distribution
is given as follows. (1) Each node selects 𝑚 different chain
keys from the pool. It is noted that themethod about selecting
the chain keys from the pool is not limited. Moreover, the
indexes of every selected chain key in the same hash chain
are also preloaded in each node. Besides, if there is any chain
key selected from one hash chain, the hash chain tag of this
hash chain is also stored in the memory of the node. (2)Then
the hash function𝐻

Nyb is preloaded to the nodes.
Due to the limited resource of the sensor nodes, we apply

the hash function𝐻Nyb which is based onWH function [11] to
implement the computation of the chain keys. WH function
not only has the traditional security of hash function clusters,
but also gets a good efficiency about computation.Therefore,
it is suitable to be applied to the actual hardware of the sensor
nodes.

After the chain keys predistribution phase, all the sensor
nodes are randomly deployed in a designated area. The
trusted base station just participates in the first phase without
communicating with the nodes in the second phase, there-
fore, the proposed approach has the advantage of reducing the
high communication overhead of the base station. Figure 1
shows that every chain key is calculated from different origi-
nal keys by hashing the unique identity information of nodes
sequentially. So, the original keys and the node identities are
concealed by such computation, and the resilience of shared
pairwise keys between the neighbor nodes is also enhanced.
When an attacker captures one or more original keys, it can

SID1 SID2 SIDN

Seedi
HNyb HNyb HNyb

k1i k2i kN−1
i kNi

· · ·

(Tagi)

Figure 1: Generation procedure of the hash chain.
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Figure 2: Composition of the pool of chain keys.

not fake a derived chain key correctly with an unknown
number of times.

2.2. Chain Key Based Pairwise Key Authentication Establish-
ment Phase. A session link established by a random key pre-
distribution scheme usually leads to an important issue that
the pairwise key is not unique [9, 12]. Thus, a Sybil attacker
can easily disrupt the communication between the neighbor
nodes. To solve this issue, we propose a node-to-node chain
key based authentication and exchange (CK-AE) protocol in
the pairwise key authentication establishment phase. By the
CK-AEprotocol, the neighbor nodes authenticate the identity
information of the opposite node and then calculate a unique
pairwise key to establish a secure session link for defending
against the adversaries.

In the CK-AE protocol, one node stores multiple different
key chains. For example, the ring of 𝑚 chain keys of 𝑆

𝐴

is {𝑘
𝑖

𝑗,𝐴
}, where 1 ≤ 𝑗 ≤ 𝑚, 1 ≤ 𝑖 ≤ 𝑀. A protocol

is usually executed distributedly, so we mark the different
protocol instances as Sid. It is assumed that 𝑆

𝐴
and 𝑆

𝐵

are neighbors. The detailed description of CK-AE protocol
is given as follows where “⊕” represents XOR operation
and “|” is connection operation. The parameters of hash
function 𝐻

Nyb are exchangeable, which means 𝐻Nyb
(𝑥, 𝑦) =

𝐻
Nyb

(𝑦, 𝑥) [10].

(1) 𝑆
𝐴
→ 𝑆
𝐵
: after deployment, 𝑆

𝐴
broadcasts the packet

{Sid
𝑥
, 𝐸(Tag

𝑖,𝐴
, 𝑘
𝑖

𝑗,𝐴
| Index(𝑗)

𝐴
| SID

𝐴
)} to its

neighbors. In this packet, Sid
𝑥
indicates the session

identifier. 𝑘𝑖
𝑗,𝐴

is a chain keys which is selected from
the ring of 𝑚 chain keys of 𝑆

𝐴
. Index(𝑗)

𝐴
represents

the corresponding index of chain key 𝑘
𝑖

𝑗,𝐴
. SID
𝐴
is

the node identity information of 𝑆
𝐴
. Tag
𝑖,𝐴

is the hash
chain tagwhich 𝑘𝑖

𝑗,𝐴
is selected from. In our approach,

we use Tag
𝑖,𝐴

as the broadcast communication key.
𝐸(𝑘,𝑀) means that 𝑀 is encrypted by using the key
𝑘.
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(2) 𝑆
𝐵

→ 𝑆
𝐴
: if 𝑆

𝐵
and 𝑆

𝐴
have the chain keys

which are selected from the same hash chain, 𝑆
𝐵

can decrypt the received broadcast packet by using
the preloaded hash chain tag Tag

𝑖,𝐵
(= Tag

𝑖,𝐴
). After

decrypting the packet, 𝑆
𝐵
will use the hash function

𝐻
Nyb to authenticate the received chain key 𝑘

𝑖

𝑗,𝐴
.

During authentication, 𝑆
𝐵
first finds the hash chain

𝐿
𝑖
that Tag

𝑖,𝐵
belongs to, then selects the chain key

𝑘
𝑖

𝑗,𝐵
which is preloaded from the hash chain 𝐿

𝑖
and

its corresponding index Index(𝑗)
𝐵
in 𝐿
𝑖
. Second, 𝑆

𝐵

calculates the difference between two indexes diff =

|Index(𝑗)
𝐵
− Index(𝑗)

𝐴
|. (a) If Index(𝑗)

𝐵
≥ Index(𝑗)

𝐴
,

𝑆
𝐵
calculates 𝑘

𝑖

𝑗,𝐵

∗

= 𝐻
Nyb

(𝑘
𝑖

𝑗,𝐴
, SID
𝑗+1

)

diff (using
𝐻

Nyb to calculate diff times). Then if 𝑘𝑖
𝑗,𝐵

∗

= 𝑘
𝑖

𝑗,𝐵
, the

chain key 𝑘
𝑖

𝑗,𝐴
is verified correctly by 𝑆

𝐵
. It is means

that 𝑆
𝐵
knows 𝑆

𝐴
is a legitimate node; then it can

establish a pairwise key 𝑘
𝐴𝐵

with 𝑆
𝐴
. (b) If Index(𝑗)

𝐵
<

Index(𝑗)
𝐴
, 𝑆
𝐵
calculates 𝑘𝑖

𝑗,𝐴

∗

= 𝐻
Nyb

(𝑘
𝑖

𝑗,𝐵
, SID
𝑗+1

)

diff.
Then if 𝑘𝑖

𝑗,𝐴

∗

= 𝑘
𝑖

𝑗,𝐴
, the chain key 𝑘

𝑖

𝑗,𝐴
is verified

correctly by 𝑆
𝐵
. It is also means that 𝑆

𝐵
knows 𝑆

𝐴
is

a legitimate node; then it can establish a pairwise key
𝑘
𝐴𝐵

with 𝑆
𝐴
.

After authenticating 𝑆
𝐴
, 𝑆
𝐵
selects a random number 𝑟

𝐵

and calculates the pairwise key key
𝐴𝐵

= 𝑘
𝑖

𝑗,𝐴
⊕𝑘
𝑖

𝑗,𝐵
. Moreover,

𝑆
𝐵
calculates two temporary variables 𝑋

𝐵
= 𝑘
𝑖

𝑗,𝐵
⊕ SID

𝐵

and 𝑌
𝐵

= Index(𝑗)
𝐵
⊕ 𝑟
𝐵
. At last, 𝑆

𝐵
delivers the packet

{Sid
𝑥
, 𝑋
𝐵
, 𝑌
𝐵
, SID
𝐵
, diff, 𝑟

𝐵
} to 𝑆
𝐴
by unicast.

(3) 𝑆
𝐴
: after receiving the packet from 𝑆

𝐵
, according to

the session identifier Sid
𝑥
𝑆
𝐴
learns that the packet is a

response message from 𝑆
𝐵
. Then 𝑆

𝐴
calculates 𝑘𝑖

𝑗,𝐵

∗

=

𝑋
𝐵
⊕ SID

𝐵
and Index(𝑗)

𝐵

∗
= 𝑌
𝐵
⊕ 𝑟
𝐵
. By judging the

equation diff = |Index(𝑗)
𝐵

∗
− Index(𝑗)

𝐴
|, 𝑆
𝐴
certifies

𝑆
𝐵
whether it is a legitimate node. If the equation is

correct, 𝑆
𝐵
is a legitimate node, otherwise not. Finally,

𝑆
𝐴
calculates the pairwise key key

𝐴𝐵
= 𝑘
𝑖

𝑗,𝐴
⊕ 𝑘
𝑖

𝑗,𝐵

∗

which can ensure a secure session link between the
neighbor nodes.

In the above pairwise key authentication establishment
phase, if 𝑆

𝐵
failed to decrypt the data packets with Tag

𝑖,𝐵
,

𝑆
𝐵
should discard the packet. By this way, we can prevent

the leakage of packet information if 𝑆
𝐵
is captured by an

adversary. When the key chain cannot be authenticated, the
nodesmust discard the packet too, because the chain keymay
be forged by a Sybil attacker. In addition, after establishing
the unique pairwise key, the nodes will delete the sent and
received packets.

3. Security Analysis

The security of a protocol is usually defined and analyzed
within the universally composable security model (UCSM)
[13–15]. When a protocol 𝑃 is proved to be secure in this
model, it is able to ensure that when the protocol 𝑃 runs in

parallel with other protocols or runs separately, the protocol
𝑃 is still secure. Generally speaking, the definition of the
security of a protocol within the UCSM which means a UC-
secure protocol is given as follows: the mutual information of
protocol between the parties in any real model is computa-
tionally indistinguishable for the Environment (𝐸) with the
mutual information in the ideal model which a trusted party
“ideal functionality 𝐹” exists in.

In this section, we first present the ideal functionality of
the CK-AE protocol within the UCSM. Then we prove the
security of the CK-AE protocol according to the definition
within the UCSM. At last, the defense capability against Sybil
attack of our approach is analyzed.

3.1. Ideal Functionality of the CK-AE Protocol. Based on the
chain key predistribution scheme, we give our formulation
of the ideal functionality 𝐹CK-AE for CK-AE protocol within
the UCSM. The ideal functionality 𝐹CK-AE in the ideal model
which describes the functions of the CK-AE protocol is
shown as follows.

Ideal Functionality𝐹CK-AE. Functionality𝐹CK-AE interacts with
the parties 𝑆

𝐴
, 𝑆
𝐵
and an ideal adversary 𝑆 via the following

queries.

(1) Upon receiving a query {New Session, Sid, 𝑘𝑖
𝑗,𝐴

, 𝑆
𝐴
,

𝑆
𝐵
, role} from party 𝑆

𝐴
: send {New Session, Sid,

𝑆
𝐴
, 𝑆
𝐵
, role} to 𝑆

𝐵
. In addition, if this is the first

NewSession query, or if this is the secondNewSession
query and there is a record (𝑆

𝐵
, 𝑆
𝐴
, 𝑘𝑖
𝑗,𝐵
) then record

(𝑆
𝐴
, 𝑆
𝐵
, 𝑘𝑖
𝑗,𝐴

) andmark it “fresh.” Other conditions are
ignored.

(2) Upon receiving a query {Test Session, Sid, 𝑆
𝐴
, 𝑘𝑖
𝑗,𝐴

?

}

from 𝑆: if there is a record of the form (𝑆
𝐴
, 𝑆
𝐵
, 𝑘𝑖
𝑗,𝐴

)

which is “fresh,” then do: if 𝑘𝑖
𝑗,𝐴

?

= 𝑘
𝑖

𝑗,𝐴
, thenmark the

record “compromised” and reply to 𝑆 {correct guess}.
If 𝑘𝑖
𝑗,𝐴

?

̸=𝑘
𝑖

𝑗,𝐴
, thenmark the record “interrupted” and

reply to 𝑆 with {wrong guess}.

The variable role in the message is included in order to
let a party know if it is playing the initiator or responder
role in the protocol. In (1) the ideal functionality describes
the behavior of the initiator or responder role in the CK-
AE protocol. And in (2) the ideal functionality describes
a situation that the ideal adversary 𝑆 tries to disguise the
identity of party in the CK-AE protocol. Moreover, it explains
that when one party is captured, the ideal functionality will
know that the protocol is under attack and it will terminate
the protocol.

3.2. Security of CK-AE Protocol. It is difficult to prove the
security of a protocol within the UCSM without any security
assumptions as premises. But many protocols can be proved
secure within the UCSM based on a common reference
string (CRS) model [16]. So, in this paper we prove the
security of the CK-AE protocol based on a CRSmodel within
the UCSM. The path to proof the security is as follows:



International Journal of Distributed Sensor Networks 5

firstly construct a scene of simulation, then prove that the
mutual information of the CK-AE protocol between the real
model and ideal model is computationally indistinguishable
for 𝐸.

Theorem 1. Based on the CRS model, the CK-AE protocol is
secure within the UCSM.

Proof. Assume that A is a real-model adversary which par-
ticipates in the interaction with the real parties which are
running the CK-AE protocol. Then we construct an ideal-
model attacker 𝑆 (simulator 𝑆) for such ideal functionality
𝐹CK-AE. Based on the CRS model, 𝑆 gets some common
information about the parties, such as Tag

𝑖
which the parties

hold. Because 𝐴 is equal to its duplicate copy 𝐴 and 𝐴 can
call 𝑆 to work, 𝑆 is able to get all the information that 𝐴
has submitted. Now Attacker 𝑆 simulates the following two
situations.

(1) 𝑆 simulates that𝐴 disguises the legitimate node 𝑆
𝐴
. At

first, 𝑆 gets the fake information diff? and 𝑘𝑖
𝑗,𝐴

? that 𝐴
submits. According to the CRS model, 𝑆 guesses the
chain key 𝑘𝑖

𝑗,𝐵

? which 𝑆
𝐵
holds then submits it to the

ideal functionality 𝐹CK-AE. If 𝑆 guesses correctly, diff
?

and 𝑘𝑖
𝑗,𝐵

? (or 𝑘𝑖
𝑗,𝐴

?) could be used repeatedly by it; then

𝑆 submits 𝑘𝑖
𝑗,𝐵

?(or 𝑘𝑖
𝑗,𝐴

?). 𝑆 must guarantee that the

output 𝑘𝑖
𝑗,𝐵

∗? (or 𝑘𝑖
𝑗,𝐴

∗?) which is calculated by 𝑘
𝑖

𝑗,𝐵

?

(or 𝑘𝑖
𝑗,𝐴

?) and 𝑘
𝑖

𝑗,𝐵

∗ (or 𝑘𝑖
𝑗,𝐴

∗) is indistinguishable.

(2) 𝑆 simulates that 𝐴 disguises the legitimate node 𝑆
𝐵
. 𝑆

disguises 𝑆
𝐴
to submit diff?; then according the fake

variable information 𝑋
𝐵
, 𝑌
𝐵
and a random number

𝑟
𝐵
which are submitted by 𝐴, 𝑆 guesses the chain key

𝑘
𝑖

𝑗,𝐴

∗ of 𝑆
𝐴
and submits it to the ideal functionality

𝐹CK-AE based on the CRSmodel. If it guesses correctly,
𝑋
𝐵
and 𝑌

𝐵
can be used again by 𝑆; then 𝑆 submits

diff? and Index(𝑗)
𝐵

∗?. Similarly, the simulator 𝑆 must
guarantee that the output diff?(or Index(𝑗)

𝐵

∗?
) which

is calculated by 𝑋
𝐵
(𝑌
𝐵
) and diff (or Index(𝑗)

𝐵

∗) are
indistinguishable.

In this paper, we prove the indistinguishability of mutual
information in ideal model and in real model by contra-
diction. Assumed that Environment (𝐸) can distinguish the
behavior of the simulator 𝑆; thus the following two cases
exist. (1) When 𝐸 gets the correct chain keys (𝑘

𝑖

𝑗,𝐴
and

𝑘
𝑖

𝑗,𝐵
) and is able to distinguish the chain keys submitted by

the CRS model from the correct ones, in accordance with
Theorem 1 in [12], the probability that this case happens
is negligible. (2) 𝐸 has got the difference information diff.
If the number of the ring of chain keys 𝑚 conforms to
(2), and according to the Lemma 2 when some nodes are
captured, the probability that the adversary obtains the
difference information of the indexes of two chain keys in
any other uncaptured nodes is negligible. In conclusion,
the mutual information of CK-AE protocol between the

parties in the ideal model is computationally indistinguish-
able for the 𝐸 with the information in the real model. In
other words, the CK-AE protocol is a UC-secure protocol.
Proof ends.

3.3. Analysis of Defense Capability against Sybil Attack. The
resilience of the chain keys (the impact to secure session links
between nodes brought by the exposed chain key in other
captured nodes) is a significant security requirement in our
approach. The stronger resilience of the chain keys is the
more effective capability against Sybil attackers our approach
has. The chain keys are predistributed before deployment;
therefore, based on the Lemma 2 if 𝑚 (the size of the ring of
chain keys) conforms to (1), then the probability that attacker
obtains other nodes’ chain key information by capturing
some nodes is negligible.

Lemma 2 (see [17]). Assuming that the total number of nodes
in WSN is N and the size of the ring of secret keys in one node
is m. If the size of the pool Kmeets the inequality𝐾 ≥ 𝑁 log𝑁,
and three variables 𝐾, 𝑁, and 𝑚 meet (2), then the wireless
sensor network which is based on the secret keys predistribution
is connected well. Furthermore, when some nodes are captured
by adversaries, the impact to the secret keys in other uncaptured
nodes is negligible:

𝑚
2

𝐾

= c
log𝑁
𝑁

. (2)

In our approach, we definite the resilience of chain keys
of nodes as follows: the probability that each chain key is
selected to each node from the pool 𝐾 (equal to (𝑁 −

1) ∗ 𝑀) of chain keys is m/K. If a Sybil attacker captures
𝑤 nodes, the probability that one of the chain keys in the
uncaptured nodes is just equal to one of the chain keys in
𝑤 nodes is 1 − (1 − 𝑚/𝐾)

𝜔. Moreover, the probability that
an attacker tries to forge the chain keys of legitimate nodes
is 2−𝜆 [10], so the resilience of the chain keys is 2−𝜆 ∗ (1− (1 −
𝑚/𝐾)

𝜔
).

Figure 3 shows the relationship between the number
of captured nodes and success attack rate in Newsome’s
approach [5], Feng’s approach [7], HC approach [9], and our
approach when the total number of nodes inWSN is 800 and
the size of chain key pool is 10000.

It can be seen from Figure 3 that with the increas-
ing number of the captured nodes, the difference of four
approaches becomes more obvious. The success Sybil attack
rate of first three different approaches all increase obviously,
but the curve which represents our approach still stays stable.
For example, when the number of captured nodes is 300,
the success Sybil attack rate of the first three approaches is
67.91%, 2.12%, and 0.88%, respectively. But in our approach
the probability is only 0.065%. The reason is that the hash
function𝐻Nyb conceals the node identity information and the
original keys by means of calculating some times depending
on the difference of two indexes. Therefore, the defense
capability against Sybil attack of our approach is stronger than
that of three other approaches.
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Figure 3: Defense capability against Sybil attack.

4. Performance Analysis

Theperformance of defense approaches against adversaries in
WSNs can be evaluated on the basis of several criteria, such
as connection, communication overhead, storage overhead,
and computational overhead. In this section, we describe
the performance evaluation of our approach and compare it
with Newsome’s approach [5], Feng’s approach [7], and HC
approach [9] in the above four aspects.

4.1. Connectivity. The secure connectivity (the probability
that two neighbor nodes are able to establish a secure link)
is considered as fraction of secured links among all possible
links in the network. Thus, all defense approaches against
Sybil attack based on a key predistribution scheme must
ensure the connectivity of the network [18]. In our approach,
if two neighbor nodes obtain the chain keys which are from
the same hash chain (they share this hash chain), there is
a secure link between them. Let us assume that the total
number of network is𝑁 and each node is predistributed with
a ring of 𝑚 chain keys which are selected from a pool 𝐾 at
random.Besides, the pool consists of𝑀hash chains and there
are𝑁−1 chain keys in each hash chain. If 𝑆

𝐴
randomly selects

𝑚 chain keys from any 𝑡 hash chains, 𝑆
𝐵
only can randomly

select 𝑚 chain keys from the other𝑀 − 𝑡 hash chains which
𝑆
𝐴
does not select from; therefore the disconnectivity of the

network is described as follows:

𝑃 [disconnectivity] = 1 − 𝑃 [connectivity]

=

𝑀−1

∑

𝑡=1

(
𝑡 × (𝑁−1)

𝑚
) (
(𝑀−𝑡) × (𝑁−1)

𝑚
)

(
𝑀×(𝑁−1)

𝑚
)
2

.

(3)

Figure 4 shows the comparison of the connectivity
of network between the above three approaches and our
approach. In (3), the parameters𝐾,𝑁, and𝑚 should conform
to Lemma 2 and𝑀 = 𝐾/(𝑁 − 1).
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Figure 4: Disconnectivity of the network.

As can be seen from Figure 4, the proposed chain key
predistribution scheme in our approach makes the network
get a better connectivity than the others. For example, when
the parameter N is 100 and accordingly K and 𝑚 should
be 200 and 14, respectively, the disconnectivity of the other
three approaches is 6.32%, 6.32∗ 10−4%, and 3.51∗ 10−4%,
respectively. However, it is only 2.13∗ 10−4% in our approach.
Besides, each node just need preload 14 chain keys that can
make the network get a good connectivity; however, the
other approaches need more than 20 chain keys preloaded
in the memory of one node. Therefore, in the same case the
proposed chain key predistribution scheme is more effective
in reducing the storage requirement of the nodes. What
causes a better connectivity is that hashing the unique identity
information of every node sequentially to construct a pool of
chain keys enhances the correlation of the common keys hold
by different nodes and reduces the storage requirement of the
ring of chain keys.

4.2. Communication Overhead. Communication represents
the massage exchange between the nodes in WSNs, which
consumes the limited energy resource of network. It is one of
the important factors to evaluate the performance of defense
approaches.We compare the communication overhead of our
approach with that of the other three approaches. Based on
the energy-consuming model in [19], we carry out simula-
tions under the ONE software. Experimental parameters are
set as follows: node deployment area = 1400m ∗ 1400m,
original number of nodes = 100, step = 20, communication
range = 100m, transmit speed of the node interface =
250 kBps, and the radio dissipates 𝐸elec = 50 nJ/bit and 𝜀amp
= 100 pJ/bit/m2 for the transmit amplifier. The experimental
results are shown in Figure 5.

In Feng’s approach, two more messages need to be
exchanged by the transmitter and receiver in the process of
establishing the pairwise key; therefore, the complexity of
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Figure 5: Energy consumption of communication.

communication is 𝑂(𝑚 + 2). In Newsome’s approach, the
complexity of communication is𝑂(𝑚). BecauseHC approach
maintains the same pairwise key establishment phase with
the Newsome’s approach which is based on the key identifier
exchange, it introduces the same complexity of communi-
cation as Newsome’s approach. Only one message exchange
needed to establish the pairwise key in our approach, so the
performance of the CK-AE protocol is better than Feng’s
approach obviously.The complexity of communication in our
approach is 𝑂(𝑚).

As can be seen from Figure 5, with the increasing number
of nodes, the energy consumption of communication in our
approach is always lower than that of HC approach, which
is because the bits of the transmitted/received message are
shorter than that of HC approach under the same complexity
of communication. But compared with Newsome’s approach,
our approach needs to transmit/receive a little more bits of
message (such as Tag

𝑖
) in order to conceal the original keys

and enhance the resilience of network against the Sybil attack.
In addition, Figure 5 shows that the energy consumption of
communication increases or decreases irregularly, which is
caused by the random deployment of sensor nodes in the
simulation. When the number of nodes in WSN is 140, the
number of neighbor nodes is the largest. Thus the energy
consumption of communication is larger than other cases in
Figure 5.

4.3. Storage Overhead. In all key predistribution scheme
based defense approaches, each node needs to store a certain
amount of keys. At first, we analyze the storage requirement
of each node in Newsome’s approach.𝑀size = 𝑚 × (𝑘

𝛽
𝑖
size +

𝛽
𝑖 size). 𝑘𝛽

𝑖
size is the size of a given key, 𝛽

𝑖 size represents the
size of the key identifier, and 𝑚 is the number of keys.
Similarly, HC approach requires the same storage memory
as the Newsome’s approach. In Feng’s approach, the required
storage memory is𝐾×𝑍(𝑘

𝑖
)size+𝑚×𝑤

𝑗
(𝑘
𝑖
)size. Due to𝐾 (the

size of the pool) accumulated values are needed to be stored;
therefore when K is a large number, a lot of storage memory
will be occupied. In our approach the required memory for
each node is 𝑚 × (𝑘

𝑖

𝑗 size + Index(𝑗)size + Tag
𝑖 size), where

𝑘
𝑖

𝑗 size is the size of chain keys, Index(𝑗)size is the size of the
corresponding index, and Tag

𝑖 size is the size of the tags of
the selected hash chain. Due to the additional storage of
the tags, the occupied storage memory is more than that
of the Newsome’s and HC approaches but less than that of
Feng’s approach. It is noticed that when Tag

𝑖 size= 128 bits
and 𝑚 is less than 17 according to (1), the additional storage
memory is 2176 bits (272 B) at most. However, the size of
existing sensor nodes’memory ismuch bigger than 272 B. For
example, Micaz has a memory of 512 KB which is equipped
with CC2420. Therefore, our approach is suitable for the
exiting nodes.

4.4. Computational Overhead. In the pairwise key establish-
ment phase, the complexity of the computation for transmit-
ter/receiver in the Newsome’s, Feng’s and HC approaches is
𝑂(𝑚), 𝑂(𝑚 + 2𝐻 × 𝑚) and 𝑂(𝐻 × 𝑚), respectively, where
m is the number of messages that is transmitted or received
and H is a pseudorandom function. In the CK-AE protocol
of our approach, in order to determine a unique pairwise
key between the neighbor nodes, the transmitter encrypts
the message once then the receiver decrypts the message and
applies the hash function𝐻Nyb a number of times (diff times)
to compute the unique pairwise key.The average times of the
above hash computation is (2/𝑁(𝑁 + 1))∑

𝑁−1

𝑖=0
((𝑁 − 𝑖)(𝑁 −

𝑖 − 1)/2), so the complexity of the computation of transmitter
is 𝑂(𝑚 + 𝑚 × 𝐸) and that of receiver is 𝑂(𝑚 × 𝐻 + 𝑁).
By contrast, our approach consumes a little more energy
for computation than Newsome’s and HC approaches, but
less than that of the Feng’s approach. But current studies
have shown that the energy consumption of communication
is much larger than that of computation [20]. Therefore,
our approach is more suitable for the resource-limited WSN
because of that the approach can get a better resilience of
network against Sybil attack.

As shown above, the proposed approach not only
enhances the security of the keys, which brings a bet-
ter connectivity and stronger resilience of network but
also reduces the significant communication overhead. Our
approach solves the existing issues well, but it may incur
unbalanced computational overhead.

5. Conclusion

The existing defense approaches are likely to be unsuitable
to solve the problems for Sybil attack in WSN, such as
high communication overhead of the trusted base station,
unsecure keys, high communication overhead of the process
of node identity authentication, and nonunique pairwise key.
Focusing on these problems, we propose an approach based
on chain key predistribution to defend against the Sybil
attack in this paper. First, several chain keys are generated
by hashing the unique identity information of every node



8 International Journal of Distributed Sensor Networks

sequentially in the trusted base station, and they are con-
structed to a pool of chain keys. Then through the CK-AE
protocol, neighbor nodes authenticate with each other and
establish a unique pairwise key to protect theWSN from fake
pairwise keys by Sybil attackers. This approach is provably
secure against Sybil attack.The theoretical analysis shows that
compared with other approaches, our approach can enhance
the resilience of the WSN and reduce the communication
overhead.
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Big data and distributed computing are of great importance in wireless sensor networks (WSNs).They are always bonded together,
and the latter one upholds the former one. In distributed computing, mobile agent model is the mainstream technology. With
autonomy, communicativeness, mobility, and role, mobile agent model is more suitable for large-scale, resources-restrained WSN
to deal with big data.This paper mainly studies migration schemes for mobile agents, determines core factors of migration strategy,
and proposes SMLA and DMLA algorithms. And aiming at revealing the characteristics of target tracking, this paper puts forward
pid-DMLA algorithm; and considering multiple agents’ cooperation, it presents Mpid-DMLA algorithm. Moreover, this paper
evaluates and analyzes the advantages and disadvantages of the above-mentioned four algorithms by simulations.

1. Introduction

In wireless sensor networks (WSNs), big data is the intensi-
fication of information architecture, while distributed com-
puting is the intensification of infrastructure and resource
[1]. Distributed computing models can bring benefits to big
data. And there are two categories of distributed computing:
client/server model and mobile code model. Mobile agent
model consists of remote computation, code on demand, and
mobile agent model [2].

In client/server model, client asks for services, while
server provides resources, services, and methods for execut-
ing services. There are many distributed systems adopting
this model [3, 4]. Mainwaring proposed a habitat monitor-
ing system, which is accomplished by transmitting data to
gateway [3]. Ivy is the distributing system inWSN studied by
theUniversity of California, Berkeley, CA,USA [4]. Although
the client/server model has been widely used, its drawbacks
are very obvious, especially in WSN [5]. Firstly, it needs
a series of supernodes as a processing center. Secondly, in
multiclient systems, overdependence on bandwidth reduces

the transmitting performance. Thirdly, the nodes which are
closer to the server need to transmit more data; thus, they
consume more energy.

Mobile agent model supports distributed computing, too.
The processing center/centralized information system (CIS)
is in charge of sending and recovering mobile agents, while
agents migrate between sensor nodes and are responsible
for data exchange. A typical exemplar is the data fusion
algorithm based on mobile agent to track objects in WSN
[6]. In general, mobile agent is a special program which
can be executed autonomously. And it is also defined as
an entity with the following four attributes: agent identifier,
data space, method, and migration table. Agent identifier
describes the uniqueness of each agent; data space carries
part of the integrated results; method is used to deal with
missions or execute codes; and migration table stores the
routing information of an agent and it can be preset or
modified dynamically.

Compared with traditional computing models which
need amount of data interaction between nodes and CIS
(or base station), mobile agent model has many merits. As
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illustrated above, inWSN,mobile agents dynamicallymigrate
to the CIS with service request. With CIS accomplishing the
computing operations locally and returning the results to the
nodes, agents can be devoid of the transmission of big data
and the reliance on the network bandwidth, which improves
the efficiency.The specific advantages of mobile agent model,
especially, in terms of energy consumption, reliability, and
large-scale distribution, are declared in [7]. However, the
consequent challenges are not negligible, like the high failure
rate, unreliable communication link, high dependence on
bandwidth, and so on.

2. Related Work

Although mobile-agent-based distributed model has excep-
tional advantages in WSN [8], dynamic migration is neces-
sary in practical deployment. Dynamic migration, presented
by migration table, has two behaviors: nodes selection and
migration sequences. Therefore, migration table’s efficiency,
in some sense, decides accuracy of data integrations, time
of migrations, energy consumption, and performance of the
whole network.

In response to the challenges embodied in the specialty
of WSN, the design of mobile agent’s migration table needs
to adequately consider the following three aspects. Firstly,
agent entity must be as small as possible to reduce migrat-
ing energy consumption. Secondly, migration table has to
guarantee rational precision of data integrations to obtain
sufficient sensor nodes. Thirdly, in the precondition of the
second aspect, migration table needs to be short enough. In
conclusion, a suitable migration table should balance the cost
and precision.

Thus, in this paper, we mainly concentrate on the design
of the migration table which can reduce agent’s migration
energy consumption while guaranteeing reliable migration
methods.

Briefly, mobile agent migration has two categories: static
migration list algorithm (SMLA) and dynamic migration
list algorithm (DMLA). In SMLA, CIS analyzes the whole
network’s resources and designs migration paths that are
inserted in agent entities initially. However, static SMLA
cannot respond to the changes of the network timely; the
changes happen when one or more links between nodes
break, while, in DMLA, migration table is updated at each
migration interval according to the sensibility of the network.

Without loss of generality, mobile agent migration algo-
rithms can be illustrated by target tracking. Considering
movements of the target entity, Zhao et al. proposed the
information-driven-based tracking method [9]. Liu et al.
proposed the collaborative in-networkmethod to track target
[10], which effectively reduced overheads and energy con-
sumption. Kim et al. transferred the distributed tracking issue
to the continuous Bayesian estimation problem and adopted
the information-driven-based sensor querying scheme to
select the next hop [11].Wang et al. proposed a heuristic target
localization method based on entropy [12], which is more
efficient than the information-based computing method.
In this paper, we will propose the dynamic migration list

algorithm based on the predicting information drive (pid-
DMLA) to solve the motion problems of migrations of the
target entity.

Considering the condition of using multiple agents to
track an application in practice, we will also propose the
dynamic migration list algorithm based on the predicting
information drive of multiple agents (Mpid-DMLA).

In this paper, we would propose themigration algorithms
in different scenarios: single mobile agent and multiple
mobile agents, which is valuable and applicable in WSNs.
The rest of this paper is organized as follows. Section 3
describes the preliminary of migration. Section 4 presents
single-agent-based migration algorithms, including SMLA,
DMLA, and pid-DMLA. Section 5 illustrates Mpid-DMLA.
Simulation results and analyses are presented in Section 6,
and conclusions are drawn in Section 7.

3. Preliminary

3.1. Assumptions. The following assumptions are considered.

(1) The location of each sensor node is known.
(2) Each node has at least two neighbor nodes.
(3) The valid perception radius of sensor node is more

than half the distance between two neighboring
nodes.

(4) All nodes are synchronized.
(5) All sensors are deployed in a two-dimensional region.
(6) There is only one target entity in the region, and it

moves uniformly and linearly.

3.2. Evaluation Indicators of the Agent Migration Algorithm.
In order to evaluate the existing agent migration algorithms,
we adopt the three indicators proposed by Xu et al. [7] energy
consumption, network lifetime, and migration hops.

Each migration step of mobile agent is called a hop. And
the energy consumption of each hop consists of three aspects:
transmission consumption 𝐸

𝑎𝑏
(𝐸
𝑎𝑏

represents the energy
consumption of an agent migrating from node 𝑎 to node
𝑏), initialization consumption 𝐸

𝑖
(𝐸
𝑖
is constant), and data

processing consumption. The network energy consumption
is primarily concentrated in transmissions.

Amigration is primarily composed of four parts: sending
an agent, receiving an agent, data processing, and deciding
the next hop. And each consumption time of the four
processes is fixed. Thus, evaluating the migration time of an
agent is equivalent to calculating the migration hops.

3.3. Node’s Sensor Model. We adopt the following wireless
transmission model [13] proposed by Rappaport:

𝑧
𝑘 (

𝑡) ∝

𝐸





𝑋 (𝑡) − 𝑋

𝑘






2
, (1)

where 𝑧
𝑘
(𝑡) is a measure value of sensor 𝑘 related to the

location and time, 𝐸 is the signal power of the target entity,
𝑋(𝑡) represents the location of the target entity in time
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Figure 1: The target localization algorithm.

𝑡, 𝑋
𝑘
represents the location of node 𝑘, 𝑋(𝑡) and 𝑋

𝑘
are

two-dimensional vectors, and ‖𝑋(𝑡) − 𝑋
𝑘
‖ represents the

Euclidean distance between node 𝑘 and target entity in
time 𝑡.

3.4. Node’s Information CollectionModel. In order to quantify
the data provided by sensors, we need to define the amount
of information. According to (1), at any time, 𝑧

𝑘
(𝑡) is only

related to ‖𝑋(𝑡) − 𝑋
𝑘
‖. Thus, adopting the Gaussian model,

the amount of information when the agent migrates to node
𝑘 is the following:

𝐼
𝑘 (

𝑡) =

1

√2𝜋𝜎

𝑒
−‖�̂�(𝑡)−𝑋

𝑘
‖
2

/2𝜎
2

, (2)

where 𝜎 is the standard deviation of the amount of infor-
mation, which indicates the decrease of speed of 𝐼

𝑘
(𝑡) when

the distance between sensor node and target entity increases,
and 𝑋(𝑡) represents the location of the target entity, which is
calculated by the target localization algorithm in Section 3.6.

3.5. Beacon Frames. We use beacons to termly exchange
information of the neighboring nodes. A beacon frame con-
sists of the following five fields: 𝑋

𝑘
represents the location of

node 𝑘; 𝑒
𝑘
(𝑡) represents the residual energy of node 𝑘 in time

𝑡; 𝑧
𝑘
(𝑡) represents the sensor measurement of node 𝑘 in time

𝑡; and the last two fields are sending time 𝑡
𝑠
and receiving time

𝑡
𝑟
. Beacon frames are used to provide information of location

andmeasurement to the target localization algorithm and the
agentmigration algorithm.Moreover, they can be used to test
the survivability of neighbor nodes.

3.6. Target Localization Algorithm. As illustrated in (2), the
location of target entity is calculated by the target localization
algorithm. At present, target localization algorithms mostly
adopt the method of centroid weighting. And the basic idea
is to make node’s beacons take control of the centroid’s
coordinate and to reflect the general relations of the locations
by using weighting factors which influence the positions of
the nodes’ centroids. And according to the RSSIs of the three
sensors’ beacons, it is easy to obtain the other node’s location
by the trilateration.

As shown in Figure 1, the locations of 𝐴(𝑥
𝐴
, 𝑦
𝐴
),

𝐵(𝑥
𝐵
, 𝑦
𝐵
), and 𝐶(𝑥

𝐶
, 𝑦
𝐶
) are known; and one of 𝐷(𝑥

𝐷
, 𝑦
𝐷
)

needs to be tested. According to the RSSIs, we can calculate

the distance of 𝐴𝐷, 𝐵𝐷, and 𝐶𝐷, denoted by 𝑟
1
, 𝑟
2
, and 𝑟

3
,

respectively. Thus, we can obtain the following equation set:

(𝑥
𝐵
− 𝑥
𝐷
)
2
+ (𝑦
𝐵
− 𝑦
𝐷
)
2
= 𝑟
2

2
,

(𝑥
𝐴
− 𝑥
𝐷
)
2
+ (𝑦
𝐴
− 𝑦
𝐷
)
2
= 𝑟
2

1
.

(3)

Apparently, the distance of 𝐴 and 𝐵 is less than or equal
to 𝑟
1
+ 𝑟
2
. So (3) has two real solutions that are identical or

not, which correspond to the coordinates of the two nodes𝐷
1

and 𝐷
2
that are identical or not. Select the one that is nearer

to 𝐶 as the approximate location of 𝐷, denoted as (𝑥
1
, 𝑦
1
).

In the same way, we can obtain the other two approximate
locations of𝐷, denoted as (𝑥

2
, 𝑦
2
) and (𝑥

3
, 𝑦
3
).Therefore, the

coordinate of 𝐷 is (𝑥
𝐷
, 𝑦
𝐷
), which can be calculated by the

following:

𝑥
𝐷

=

𝑥
1
/ (𝑟
1
+ 𝑟
2
) + 𝑥
2
/ (𝑟
2
+ 𝑟
3
) + 𝑥
3
/ (𝑟
3
+ 𝑟
1
)

1/ (𝑟
1
+ 𝑟
2
) + 1/ (𝑟

2
+ 𝑟
3
) + 1/ (𝑟

3
+ 𝑟
1
)

,

𝑦
𝐷

=

𝑦
1
/ (𝑟
1
+ 𝑟
2
) + 𝑦
2
/ (𝑟
2
+ 𝑟
3
) + 𝑦
3
/ (𝑟
3
+ 𝑟
1
)

1/ (𝑟
1
+ 𝑟
2
) + 1/ (𝑟

2
+ 𝑟
3
) + 1/ (𝑟

3
+ 𝑟
1
)

.

(4)

As a result, according to the previous target localization
algorithm, we can obtain 𝑥(𝑡).

4. Migration Algorithms Based on Single
Mobile Agent

This section would propose SMLA and DMLA algorithms
from static and dynamic aspects, respectively. And it would
then propose pid-DMLA based on disadvantages of SMLA
and DMLA.

4.1. SMLA. In SMLA algorithm, we use static informa-
tion. Before distributing mobile agents, the CIS collects by
communicating with other nodes, and it then generates a
migration plan. In thismigration plan, information collection
values of all nodes in the network decrease.The specific steps
of SMLA are as follows.

Algorithm 1 (SMLA).
(1) At time 𝑡 = 0, the node that has first detected

information of target entity is denoted as cluster head;
it generates a mobile agent.

(2) At time 𝑡 = 0, calculate location information of
target entity, 𝑋(0), according to the target location
algorithm.
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Calculate the amount of information collection, 𝐼
0
,

according to (2), and set 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝐼
0
.

Select the next hop, according to the predetermined
migration sequence.

(3) At time t, when agent reaches node k, the location of
target entity is 𝑋(𝑡) according to the target location
algorithm.
Calculate the amount of information collection of
node 𝑘, 𝐼

𝑘
, and update 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 + 𝐼

𝑘
.

If 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 is greater than the threshold, then go to
step 4; otherwise, continue to migrate to the next hop
in the migration sequence, update time 𝑡 = 𝑡 + 1, and
then repeat step 3.

(4) Return to cluster head to process data.

Though, sometimes, SMLA can gain the ideal migration
sequence, there are many drawbacks in practical applica-
tions. Firstly, since SMLA uses static information, sensor’s
transmission distance must be large enough to ensure that
CIS is within one-hop range. So we need to adopt the
nodes with greater power in communication capabilities.
And using these nodes will inevitably result in relatively
higher energy consumption. Secondly, since SMLA is a static
algorithm, the static information, which is acquired before
migration, lack timeliness and cannot reflect the changes of
the network in the process of migrating. For example, that
some nodes suddenly lose efficacy can result in the failure of
the deployment of SMLA [9]. Moreover, most of WSNs are
highly dynamic, so SMLA has some limitations in WSNs.

4.2. DMLA. SMLA is a centralized algorithm, and it has
already decided the migration sequence before distributing
mobile agents. Because WSN is a dynamic and distributed
network, static routing information exposes a lot of problems
in practical applications. Thus, DMLA is proposed. DMLA
dynamically selects the next hop in the process of migration
based on characteristics of the network.

4.2.1. The Migration Model of Mobile Agent in DMLA. In
DMLA, mobile agents decide the nodes that they need to
migrate to. In the surviving neighbor nodes, not all of the
nodes can provide information affecting the final result.
Therefore, the purpose ofmobile agentmigration algorithm is
to produce a set of optimal subsets to determine the optimum
migration sequence.

In the target entity tracking, we construct rules to choose
the next hop as follows:mobile agent, which is located in node
𝑘, always looks for the next hop with minimal overheads.
As the selection of the next hop is a method of balancing
overheads and profit, we define the overheads function, when
mobile agent moves from node 𝑖 to neighbor node 𝑗 at time
𝑡, as follows:

𝐶
𝑖𝑗 (

𝑡) = 𝑎

𝐸
𝑖𝑗

𝐸max
+ 𝑏(1 −

𝐼
𝑗 (

𝑡)

𝐼max
) + √1 − 𝑎 − 𝑏(1 −

𝑒
𝑗 (

𝑡)

𝑒max
) .

(5)

Equation (5) consists of three parts including energy con-
sumption, information collection, and residual energy, where
𝐸
𝑖𝑗
represents transmission energy consumption when the

agent migrates directly from node 𝑖 to node 𝑗; 𝐼
𝑗
(𝑡) represents

the amount of information collection of node 𝑗 at time 𝑡;
𝑒
𝑗
(𝑡) represents the residual energy of node 𝑗;𝐸max represents

themaximumenergy consumption ofmigration between two
nodes, which is determined by the maximum transmission
distance; 𝐼max represents the maximum amount of informa-
tion collection; 𝑒max represents the initial energy of sensor
node and it is a constant value; and 𝑎 and 𝑏 are the balance
coefficients: 0 ≤ 𝑎 and 𝑏 ≤ 1.

Define the transmission energy consumption of the agent
migrating from node 𝑖 to node 𝑗 as follows:

𝐸
𝑖𝑗
= 𝑃
𝑖𝑗
⋅ 𝑇trans = 𝛼𝑃

𝑟-th ⋅






𝑋
𝑖
− 𝑋
𝑗







2

⋅ 𝑇trans, (6)

where 𝑃
𝑖𝑗
represents the transmission power of sensor nodes;

‖𝑋
𝑖
− 𝑋
𝑗
‖ represents the distance between node 𝑖 and node

𝑗; 𝑇trans, a constant, represents the time of transmitting the
mobile agent; 𝛼 = 4𝜋

2
/𝜆
2
𝐺
1
𝐺
2
; 𝐺
1
, 𝐺
2
are all of the

antenna gain factors (set them as 1); 𝜆 represents the signal
wavelength; and 𝑃

𝑟-th represents the receiving threshold.
From (2), (5), and (6), we can gain

𝐶
𝑖𝑗 (

𝑡) = 𝑎






𝑋
𝑖
− 𝑋
𝑗







2

𝑑
2

max
+ 𝑏






𝑋 (𝑡) − 𝑋

𝑗







2

𝑑𝑡
2

max

+ √1 − 𝑎 − 𝑏(1 −

𝑒
𝑗 (

𝑡)

𝑒max
) ,

(7)

where 𝑑𝑡max represents the maximum possible distance
between two nodes.

Equation (7) can be rewritten as follows:

𝑗
∗
= argmin

{

{

{

𝑎






𝑋
𝑖
− 𝑋
𝑗







2

𝑑
2

max
+ 𝑏






𝑋 (𝑡) − 𝑋

𝑗







2

𝑑𝑡
2

max

+√1 − 𝑎 − 𝑏(1 −

𝑒
𝑗 (

𝑡)

𝑒max
)

}

}

}

, 𝑗 ∈ 𝑁
𝑖
,

(8)

where 𝑁
𝑖
represents a group of neighbors of node 𝑖; node

𝑗
∗
∈ 𝑁
𝑖
represents the next hop; and 𝑗

∗
∈ 𝑁
𝑖
can ensure less

energy consumption, stronger sensing capabilities, and more
residual energy.

In summary, the total cost in the migration process is

Cost =
HOP
𝑆
−1

∑

𝑝=0

𝐶
𝑖
𝑝
𝑖
𝑝+1

,

s.t. 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 =

HOP
𝑆

∑

𝑝=0

𝐼
𝑝
> threshold,

(9)

where 𝑝 represents the number of nodes migrated through
HOP
𝑆
represents the total number of migration hops. In

the practical migration, once mobile agent gains enough
information, and it will terminate migration and return to
the CIS.
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4.2.2.The SpecificMigration Procedure of DMLA. Themobile
agent migrates to the alive node which has not been reached
and with the minimal migration overheads according to (7).
In this way, we can gain a table close to the optimalmigration.
If all nodes have been reached, mobile agent will return the
node that distributes it. And when the mobile agent has
acquired enough information, it will return to the CIS.

Since each node periodically receives beacon frames from
neighbor nodes, DMLA can always use the updated local
variables to determine the next hop. As only using local
variables, sensor nodes can avoid the nodewhich has a greater
transmission distance, so part of the transmission energy
can be saved. In addition, when some nodes suddenly lose
efficacy, the whole migration process will not make mistakes.
SoDMLAalgorithm is a fault-tolerant algorithm.The specific
migration steps of DMLA are as follows.

Algorithm 2 (DMLA).

(1) At time 𝑡 = 0, the node that has first detected
information of target entity is denoted as cluster head;
it generates a mobile agent.

(2) At time 𝑡 = 0, calculate location information of
target entity, 𝑋(0), according to the target location
algorithm.
Calculate the amount of information collection, 𝐼

0
,

according to (2), and set 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝐼
0
.

Select the next hop, according to (8).
(3) At time 𝑡, when agent reaches node 𝑘, the location of

target entity is 𝑋(𝑡) according to the target location
algorithm.
Calculate the amount of information collection of
node 𝑘, 𝐼

𝑘
, and update 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 + 𝐼

𝑘
.

If 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 is greater than the threshold, then go to
step 4; otherwise, continue to migrate to the next hop
according to (8), update time 𝑡 = 𝑡+1, and then repeat
step 3.

(4) Return to cluster head to process data.

4.3. pid-DMLA

4.3.1. The Proposition of pid-DMLA. In the cooperation
processing applications, the movement of target entity is
one of the important factors that affect the final result [14–
19]. DMLA algorithm does not take the direction of the
movement of target entity into account. So in some cases, it
cannot select the optimumnext hop. For example, in Figure 2,
at time 𝑡, the mobile agent is located in node 𝐴. Nodes 𝐵

and 𝐶 are neighbors of 𝐴, and they are equidistant to 𝐴.
According to DMLA, mobile agent calculates node 𝐵 as the
next hop. This is because node 𝐵 is nearer to the target
entity than node 𝐶. Then, at time 𝑡 + 1, the mobile agent is
located in node 𝐵. But the target entity moves to a position
closer to node 𝐶. Thus, DMLA, on the contrary, selects
the node which is farther from the target and has smaller
amount of information collection and measurement value

t t + 1

A A

B B

CC

Figure 2: The movement of the target entity.

as the next hop. Therefore, when designing agent migration
algorithms, we need to focus on predicting the movement of
the target entity and selecting the node with the maximum
information. And we will propose the pid-DMLA algorithm
to solve the problems of the movement of the target entity in
the migration process.

4.3.2. Agent Migration Model in pid-DMLA. Suppose that
the moving direction and speed of the target entity do not
change. Then, the change of the target entity’s displacement
is a constant, at each identical time interval, as follows:

𝑋 (𝑡 + 1) − 𝑋 (𝑡) = 𝑋 (𝑡) − 𝑋 (𝑡 − 1) . (10)

Equivalently,

𝑋 (𝑡 + 1) = 2𝑋 (𝑡) − 𝑋 (𝑡 − 1) . (11)

As illustrated in (11), the position information𝑋(𝑡 + 1) at
time 𝑡 + 1 can be deduced from the positions at time 𝑡 − 1 and
time 𝑡. In this way, the location information𝑋(𝑡−1) and𝑋(𝑡)

can be calculated by target location algorithm; and, according
to (11), the position of target entity,𝑋(𝑡+1), can be estimated
at time 𝑡 + 1 as follows:

𝑋 (𝑡 + 1) = 2𝑋 (𝑡) − 𝑋 (𝑡 − 1) . (12)

Update the overhead function in (7), and get
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) ,

(13)

where ‖𝑋(𝑡 + 1) − 𝑋
𝑗
‖ represents the distance between node

𝑗 and the target entity at time 𝑡 + 1.
And the next hop is

𝑗
∗
= argmin

{

{

{

𝑎
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𝑒
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)
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}

, 𝑗 ∈ 𝑁
𝑖
.

(14)
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Figure 3: The migration of pid-DMLA.

At time 𝑡 = 0, since the position of the target entity at
the previous time is unknown, the amount of information
collection can be calculated by the DMLA. At time 𝑡 > 0,
mobile agent migrates to the node closer to the estimated
position of the target entity. So it can obtain larger sensing
measurement and information collection, which is the core
of pid-DMLA.

4.3.3. The Specific Migration Procedure of pid-DMLA. The
process of mobile agent migration of pid-DMLA is shown in
Figure 3. In a period of time, the target entity moves along
the dotted line, and mobile agent migrates from node 𝐴 to𝐷

through 𝐵 and 𝐶. As shown in Figure 3, mobile agent always
migrates to the node nearest to the next position of the target
entity.

The specific migration procedure of pid-DMLA is as
follows.

Algorithm 3 (pid-DMLA).

(1) At time 𝑡 = 0, the node that has first detected
information of target entity is denoted as cluster head;

it generates a mobile agent.

(2) At time 𝑡 = 0, calculate location information of
target entity, 𝑋(0), according to the target location
algorithm.

Calculate the amount of information collection, 𝐼
0
,

according to (2), and set 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝐼
0
.

Select the next hop, according to (14).

(3) At time 𝑡, when agent reaches node 𝑘, the location of
target entity is 𝑋(𝑡) according to the target location
algorithm.

Calculate the amount of information collection of
node 𝑘, 𝐼

𝑘
, and update 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 = 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 + 𝐼

𝑘
.

If 𝑆𝑢𝑚𝐴𝑟𝑟𝑎𝑦 is greater than the threshold, then go
to step 4; otherwise, continue to migrate to the next
hop according to (14), update time 𝑡 = 𝑡 + 1, and then
repeat step 3.

(4) Return to cluster head to process data.

5. Migration Algorithm Based on Multiple
Mobile Agents

5.1. The Architecture of Mpid-DMLA. Many researchers have
proposed and realized feasible ways to organize themigration
of a single mobile agent, such as Agilla program [18] and
SensorWare program [19]. Consider the functional require-
ments of these programs. Firstly, they have not formed an
architecture to manage the agent migration mechanisms
in WSN. Secondly, they lack migration algorithms when
a tracking application needs the collaboration of multiple
agents. So when dealing with multiple agents’ migration, we
need a specific agent to manage the applications.

Therefore, we will propose Mpid-DMLA to solve this
problem.

Suppose that multiple target entity applications are
deployed in an area of sensors; each application is responsible
for monitoring a part of the area and composed of one
or more mobile agents. Therefore we have the following
definitions.

Definition 4 (code segment application). A centralized pro-
gram which consists of multiple mobile agents deployed in
the WSN to accomplish a specific task is called centralized
code segment application of multiple agents, which is called
code segment application for short.

Code segment applications are associated with sensing
data that need to be evaluated, and they need to cooperate and
interact based on the need of programs. On the other hand,
according to the Deluge & Mate model [20], code segment
applications need to redeploy themselves so that they can be
distributed by the CIS.

To track targets, code segment applications require the
following four functions [21].

(1) Sensing. Sensor nodes are distributed around the
target node, and they test and collect information of
the surrounding environment.

(2) Processing Information. After acquiring sensor infor-
mation, most of the nodes send it to the CIS for
processing, while cluster heads will directly process
information.

(3) Communication. In order tomaintain the application,
sensor nodes need to keep exchanging information
with other nodes or CIS.

(4) Migration. Mobile agents migrate based on the need
of code segment application.

Constructing the architecture of multiple mobile agents
also requires the following definitions.

Definition 5 (main component agent). The main component
agent is responsible for managingmigration information and
activity cycle of all component agents, processing sensing
data of other agents, and collecting and exchanging the
information of subcomponent agents. Each code segment
application has one and only main component agent.



International Journal of Distributed Sensor Networks 7

Definition 6 (subcomponent agent). The subcomponent
agent is used to obtain the data of nodes and report them to
the main component agent. Each code segment application
has one or more subcomponent agents.

Definition 7 (communication component agent). The com-
munication component agent is used to collect and exchange
the entity information of WSN by migrating. Each code
segment application has one or more communication com-
ponent agents.

Definition 8 (middleware software). The middleware soft-
ware, located between the physical and the operating system
layers, is the software entity running in mobile agents.

5.2. The Migration Model of Mobile Agent in Mpid-DMLA.
When a code segment application changes monitoring posi-
tions, all of the mobile agents in this application need
to migrate together to reconstruct a new code segment
application. In Agilla, the main component agent controls
the entire process by sending the migration sequence, while
other mobile agents can communicate by accessing the
independent tuple space [22]. And the engine virtualmachine
works as the kernel to provide services and controls all of the
concurrent execution of all of the agents in a node. However,
with the increase of the mobile agents, the possibilities of
the loss of packet and the failure of migration will increase,
too. Suppose that a code segment application is composed
of 𝑁 mobile agents. Define 𝑃 as the failure coefficient of a
single agent. And then we can obtain the success coefficient
of migration, in the entire application, as follows:

𝑃success = (1 − 𝑃)
𝑁
. (15)

Communication overheads, based on pid-DMLA, are
given as follows:
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And the next hop is
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(17)

5.3. The Specific Migration Procedure of Mpid-DMLA. In the
construction of the target entity tracking, we assume that
subcomponent agent is a small program of lightweight code
which is suitable for migration. And it can independently

Figure 4: Migration based on predicting information drive of
multiple mobile agents.

access the target entity’s location. As shown in Figure 4,
hollow circles represent sensor nodes which are distributed
in the sensing region; code segment is composed of one main
component agent (solid circle), four subcomponent agents
(solid squares) and one communication component agent
(solid triangle). Each agent runs on one node, executing
code segment applications. The migration of code segment
application means the migration of the six mobile agents,
which is the migration of multiple mobile agents [19]. The
following algorithm can be used to describe the above-
mentioned procedure.

Algorithm 9 (Mpid-DMLA).

(1) A main component agent, a communication com-
ponent agent, and several subcomponent agents are
deployed in different sensor nodes.

(2) Sensor nodes are monitoring around the target entity.
The node that has first detected information of target
entity is denoted as cluster head; themain component
agent then migrates to it.

(3) At time 𝑡 = 0, calculate location information of
target entity, 𝑋(0), according to the target location
algorithm.
Calculate the amount of information collection, 𝐼

0
,

according to (2).
Define the threshold of the amount of information as
𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃, and let 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃 = 𝐼

0
.

The main component agent generates new com-
munication component agent and transfers 𝐼

0
and

𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃 to it.
Then, the communication component agent sets to
migrate.

(4) At time 𝑡, when agent reaches node 𝑘, the location of
target entity is 𝑋(𝑡) according to the target location
algorithm.
Calculate the amount of information collection
of node 𝑘, 𝐼

𝑘
, and update 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃 =

𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃 + 𝐼
𝑘
.

If 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑈𝑃 is greater than the threshold, then
go to step 5; otherwise, select the next hop for
migration according to (17), update time 𝑡 = 𝑡 + 1,
and then repeat step 3.
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Figure 5: The migration process of SMLA.
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Figure 6: The migration process of DMLA.

(5) Communication component agent stores the infor-
mation of the migration path: ({𝐼

0
(𝑡 = 0), 𝐼

1
(𝑡 =

1), . . . , 𝐼
𝑘
(𝑡 = 𝑘)}, {𝑋 (𝑡 = 0), 𝑋 (𝑡 = 1), . . . , 𝑋 (𝑡 =

𝑘)}) and other relevant information.

And it interacts with the main component agent.

(6) The main component agent generates the migration
sequence {𝑁

1
, 𝑁
2
, . . . , 𝑁

𝑘
}, according to location of

target entity.

Send it to each subcomponent agent (this step is
optional for different applications).

(7) The main component agent sends complete instruc-
tions to the lower-layered middleware software.

Method functions which are predefined in the mid-
dleware software recycle the communication compo-
nent agent and the subcomponent agents.

(8) The main component agent goes to the destination
node based on the migration sequence.

If the migration fails, send failure information to
CIS to terminate this migration; otherwise, generate
new communication component agent and subcom-
ponent agents, and this migration ends.

6. Simulation and Analyses

6.1. The Effect of Single Mobile Agent in Target Tracking.
Before the simulation experiments, we firstly use target
tracking as a sample to demonstrate the migration effect of
a single mobile agent of different migration algorithms. As
shown in Figures 5, 6, and 7, suppose that a car is running
from left to right through the area covered byWSN.The small
circle represents the sensor node; solid small circle represents
the cluster head, which distributes agents; large dotted circle
represents the communication range of sensor node, and each
node selects the next hop only within its communication
range. The above-mentioned figures illustrate the specific
locations of the car and agent from time 𝑡 to time 𝑡 + 7.

The migration process of SMLA is shown in Figure 5. At
time 𝑡, CIS distributes the mobile agent to the node which
is the nearest to the target entity, according to the prede-
termined migration sequence. When the object is stationary
or its motion can be estimated, this static approach is very
suitable. However, it loses efficacy in some conditions. For
example, if the object remains in the location at time 𝑡+1, then
the migration sequence will be the positions that are around
the target entity. But once the target entity starts to move not
according to the predetermination, SMLA will fail.

DMLA can, in some sense, optimize the performance
of SMLA. As shown in Figure 6, mobile agent tracks the
movement of the target entity. However, the movement of
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Figure 7: The migration process of pid-DMLA.

Table 1: Basic simulation parameters of single mobile agent migra-
tion algorithms.

Network area 500 × 500m
Number of nodes 200 or 800
Node’s initial energy 50 J
Node’s sensing radius 5m
Energy consumption for data processing 0.3 J
Energy consumption for sending beacon frames 0.1 J
The interval of node broadcasting beacon frames 0.1 s
The speed of the target entity 0∼50m/s
The threshold of the amount of information 18
The size of a mobile agent 800 bits
Simulation time 100 s

the target entity is unpredictable, so it is not accurate to decide
migration path only by the amount of information, which is,
however, related to the distance to the target entity.

The pid-DMLA can predict movement information of
target entity dynamically, which is a better solution to such
problems. As shown in Figure 7, at time 𝑡 + 5, mobile agent
selects the next hop according to the predicted information,
which is different from DMLA. In brief, pid-DMLA rebuilds
migration sequence based on predicting themovement of the
target entity to achieve the purpose of tracking.

6.2. Performance Analysis on the Single Mobile Agent Migra-
tion Algorithms. We use simulation software, NS2, to eval-
uate the three single mobile agent migration algorithms’
performances. The default simulation parameters are shown
in Table 1.

Suppose that once the agent migrates one hop, all sensor
nodes in the network consume 0.2 J. For SMLA, the transmis-
sion distance is set to 30m, while, for DMLA and pid-DMLA,
the transmission distance is set to be 10m. Therefore, the
consumption of transmission, for SMLA, is three times more
than that of sending.The reason for this setting is that SMLA
needs bigger transmission range to collect information. The
direction and size of movement of the target entity are
constant, denoted as V (m/s). Once the target entity reaches
the edge of the sensing area, it reverses direction immediately,
which ensures its being always within the sensing area.
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Figure 8: Energy consumption of the single agent migration
algorithms in Scenario 1.

Scenario 1. Set the number of nodes as 200, the target entity
speed as 0∼50m/s, and the simulation time as 100 s, which
can guarantee a complete migration. The simulation results
are shown in Figures 8 and 9. It is obvious that DMLA and
pid-DMLA consume less energy than SMLA in the whole
network. This is because the communication cost of SMLA
is higher than that of DMLA. But with the increasing speed
of the target entity, the effect of SMLA algorithm in tracking
the target entity becomes less and less obvious; therefore,
migration may terminate, and the energy consumption, on
the contrary, becomes slower. On the other hand, when the
speed of target entity is very low, there are no significant
differences among the three migration schemes.

Scenario 2. Set the speed of target entity as 5m/s and the
number of nodes as 800. Generally, the coverage and the
number of nodes are positively correlated. The simulation
results are shown in Figures 10 and 11. It is clear that pid-
DMLA has the lowest energy consumption when the number
of nodes is more than 100. This is because with the increase
of the nodes the choices of predicting the next hop become
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Figure 10: Energy consumption of the single agent migration
algorithms in Scenario 2.

more; as a result, the overheads become less [23]. When the
number of nodes is less than 50, the performance of SMLA
is better than those of the other two. This is because with
less nodes static and dynamic migration algorithms share the
more similar migration path; however, the migration table
has been predetermined in SMLA; thus, it, on the contrary,
has the least overheads. On the other hand, when the density
of nodes is high, there would be more neighbors and more
migration choices. Thus, DMLA and pid-DMLA outperform
SMLA.

6.3. Multiple Mobile Agents Migration Algorithm Performance
Analysis. Before the assessment of Mpid-DMLA, we need to
consider two problems [24, 25]. The first is the effect of code
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Figure 11: Lifetime of the single agent migration algorithms in
Scenario 2.

segment applications on the amount of communication in
the migration process. To ensure the comprehensiveness of
the evaluation, set the number of communication component
agents as 1 and the number of subcomponent agents as 5, 10,
or 20, and evaluate Mpid-DMLA based on code segments
with different scales. The second is the effect of different
environment and running platform in practical operation on
the amount of information and the success rate of migration.
Therefore, we only consider the relation of the number of
communication and energy instead of the influence of the
agent’s size.

The performance of the migration of mobile agent in
Agilla system has been evaluated in [19]. First, Agilla system
is not designed to support multiple mobile agents specifically,
which means that it is not aware of the number of the agents
in the code segment application. And the system’s overheads
are related to the size ofmobile agent. So, inAgilla, all kinds of
agents are considered to be identical, and there is no discrim-
ination between the main and communication component
agents. However, this does not affect the simulation results
because all agents are uniformly assumed in the simulation
in this paper.

The purpose of multiple mobile agents migration is
to complete the entire application migration with limited
energy. The default simulation parameters are shown in
Table 2.

And when main component agent recycles and sends
mobile agents, suppose that the energy consumption of the
node where main component agent stays is neglected, while
that of other nodes is 0.05 J.

Figures 12, 13, and 14 illustrate the relation between the
number of application code segments and the success rate
of one hop migration, when the numbers of subcomponent
agents are 5, 10, and 15, respectively.The success rate ofMpid-
DMLA is higher, when the number of subcomponent agents
is 5, than those when the numbers of subcomponent agents
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Table 2: Basic simulation algorithm parameters of a single mobile
agent migration.

Network area 100 × 100m
Number of nodes 7 × 7
Number of main component agents per code
segment application 1

Number of subcomponent agents per code segment
application 5, 10, or 15

Number of communication component agents per
code segment application 1

Node’s initial energy 2 J
Energy consumption of a node when an agent
reaches it 0.05 J

Interaction consumption when an agent migrates 0.1 J
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Figure 12: The relation between the number of code segment
applications and the success rate of migration (I).

are 10 and 20. It is obvious that the successful rate of Mpid-
DMLA is generally not less than 50%, which is much larger
than that of Agilla.

Moreover, Figure 15 demonstrates the relationship be-
tween themigration hops and the amount of communication,
when the subcomponent agents are 5. As shown in Figure 15,
with the samemigration hops, the amount of communication
of Mpid-DMLA is much less than that of Agilla. As the num-
ber of data packet reflects the amount of energy consumption,
Mpid-DMLA consumes less energy than Agilla.

Although the simulation results show that Mpid-DMLA
is a suitable migration scheme for multiple mobile agents, it
bases on some specific assumptions. In general, this scheme
still encounters the following three issues.

(1) When the main component agent loses efficacy in
the process of migration, code segment applications
cannot be rebuilt.

(2) When subcomponent agents lose efficacy after
deployment, code segment applications will keep
waiting because the applications cannot be recycled.
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Figure 13: The relation between the number of code segment
applications and the success rate of migration (II).
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Figure 14: The relation between the number of code segment
applications and the success rate of migration (III).
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(3) If the main and the subcomponent agents, which lose
efficacy in issue 1 or 2, are left in the nodes without
being recycled, then othermobile agents cannot reach
these nodes.

Therefore, in designing middleware software, it is nec-
essary to add the feedback mechanism of main component
agent, and it needs to periodically return ACK information
to the higher layer of the middleware software. When the
middleware finds that the main component agent loses
efficacy, it needs to distribute a new one or a specialized
independent agent to recycle the useless agents in the whole
network.

In Agilla, the method of recycling the useless agents
is by adding the unified interface into all of the agents.
Removing all of the mobile agents will affect the function of
code segment applications. Therefore, developing the more
appropriate middleware software is the future work, which
is also related to the development of the better migration
strategies [26].

7. Conclusion

As big data is the intensification of information architec-
ture while distributed computing is the intensification of
infrastructure and resource, distributed computing is an
appropriate method to deal with big data. In this paper,
we have firstly illustrated the mobile agent model in the
distributed computing. And it led to the two considerable
factors of migration: the selection of nodes and of the
sequence of them. Then, we have proposed the assumptions
of the migration algorithms. Moreover, we have designed
the node’s sensor model and information collection model.
Furthermore, we have formulated the beacon frames of
mobile agent for communication. Generally, mobile agent
migration algorithms can be transferred as the target tracking
issue. Thus, we have described a simple target localization
algorithm applicable for migration. On this basis, we have
generalized the whole migration process of the mobile agent.

Considering the single mobile agent, we have proposed
the static SMLA and the dynamic DMLA algorithms. After
analyzing the drawbacks of SMLA and DMLA, we then
proposed the pid-DMLA algorithm. Section 4 has demon-
strated the modeling procedure of the abovementioned three
algorithms; Section 6 has emulated and evaluated their per-
formances and studied their advantages and disadvantages in
different scenarios.

Considering the multiple mobile agents applied in prac-
tical target tracking, we have also put forward the Mpid-
DMLA algorithm. In the process of mobile agent component
constructing code segment applications, we defined three
mobile agents with different functions to cooperate with each
other to accomplish the migration. Section 5 illustrated the
architecture, modeling procedure, and basic process ofMpid-
DMLA; Section 6 compared it with Agilla and evaluated its
advantages and disadvantages.
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Deployment is a fundamental issue inwireless sensor networks (WSNs), which affects the performance and lifetime of the networks.
Usually the sensor locations are precomputed based on “perfect” sensor detection model, whereas sensors may not always provide
reliable information, either due to operational tolerance levels or environmental factors. Therefore, it is very important to take
into account this uncertainty in the deployment process. In this paper, we address the problem of sensor deployment in a mixed
sensor network where the mobile and static nodes work collaboratively to perform deployment optimization task. We consider
the Gaussian white noise in the environment and present a centralized algorithm (FABGM for short) which discoveres vacancies
by using detection model based on false alarm and moves the mobile nodes according to the method based on bipartite graph
matching in this study. In this algorithm, the management node of the WSNs collects the geographical information of all of the
static and mobile sensors. Then, the management node executes the algorithm to get the best matches between mobile sensors and
coverage holes. Simulation results are presented to demonstrate the effectiveness of the proposed approach.

1. Introduction

Wireless sensor networks have received intensive research
interest in recent years due to their potential capability of
monitoring real physical environments and collecting data.
WSNs have been used in various applications, such as forest
monitoring, precision agriculture [1], battlefield surveillance,
and target tracking. However, in order to conduct their
tasks successfully, it is very important that they be deployed
properly.

Sensor deployment is at the initial stages in sensor net-
works research. It is an important issue which has attracted
much attention in recent years [2].The number and locations
of sensors deployed in a Region of Interest (RoI) determine
the topology of the network, which will further influence
many of its intrinsic properties, such as its coverage, connec-
tivity, cost, and lifetime. Consequently, the performance of a
sensor network depends to a large extent on its deployment.
A problem which impinges upon the success of any WSNs
deployment is the fact that sensory data are marred by the

flaw of uncertainty. Indeed, information provided by sensors
may not always reliable, either due to environmental factors
such as Gaussian white noise or operational tolerance levels.
Therefore, it is very important to take into account this
uncertainty in the deployment process.

However, WSNs cannot be deployed manually in many
working environments, such as remotemountainous regions,
battlefields, and regions polluted by poisonous gases. An
alternative method is scattering the sensors randomly, but
this is affected by many uncontrollable factors, and it is
difficult to achieve the desired deployment. In the last decade,
researchers have focused onmixed sensor networks, in which
the static nodes and mobile nodes work in a collaborative
fashion to perform deployment task. Such networks have the
advantage of mobility so they can be moved to appropriate
positions to enhance the extent of coverage and reduce the
number of nodes.

In this work, we explore the problem of uncertainty-
aware deployment in mixed wireless sensor networks. The
original contributions of this work are the following: first, we
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introduce a false alarm based detection model; a model con-
siders the existence of Gaussian white noise. Second, using
the detection model we compute joint detection probability
to discover the coverage vacancies. And then, we present
an approach which is based on bipartite graph matching to
determine the position of the mobile sensor nodes. Before
a mobile node moves to coverage vacancy, it will determine
whether there are static nodes within its sensing range. If
there are static nodes within its sensing range, it moves to
the coverage vacancy. Otherwise, it remains in its current
position. Experimental results are given to demonstrate the
efficiency of our approach.

The remainder of this paper is organized as follows.
Section 2 explains related works. Section 3 gives an overview
of the false alarm based detection model, and we detail our
deployment algorithm in Section 4. Section 5 presents our
experiments. This paper is concluded in Section 6.

2. Related Prior Works

According to the characteristics of the nodes that comprise
WSNs, there are three types of such networks, that is, (1) static
WSNs, in which all the nodes are static; (2) mobile WSNs,
in which all the sensors are mobile; and (3) mixed WSNs, in
which some of the nodes are static and some are mobile.

The greatest weakness of a random static WSN is that
there must be significant redundancy among the nodes in
order to achieve good coverage. And the deployment of a
deterministic static WSN is inefficient. In [3], the authors
use a sequential deployment of sensors that is, a limited
number of sensors; are deployed in each step until the desired
probability of detection of a target is achieved. Sensor place-
ment on two- and three-dimensional grids was formulated
as a combinatorial optimization problem and solved using
integer linear programming [4].Themain drawbacks of these
approaches are that the grid coverage approach relies on
“perfect” sensor detection; that is, a sensor is expected to
yield a binary yes/no detection outcome in every case. The
authors in [5] provide a polynomial-time, greedy, iterative
algorithm to determine the best placement of one sensor at
a time in a grid based scenario, such that each grid is covered
with a minimum confidence level. Uncertainty associated
with the predetermined sensor locations is considered in [6].
The authors propose two sensor placement algorithms, where
the sensor location is modeled as a random variable with
a Gaussian probability distribution. In [7, 8], the authors
define an evidence-based coverage model and conceive an
uncertainty-aware deployment algorithm, which determines
theminimumnumber of sensors and their locations to ensure
full area coverage.The evidence-based sensor coveragemodel
is a generalization of the probabilistic model.

In mobile WSNs, a fundamental issue is the coverage
problem. Many techniques have been developed to deal with
this issue, such as coverage pattern-based movement [9–12],
virtual force-based movement [13, 14], and Voronoi-based
movement [15]. A distributed energy-efficient deployment
algorithm is proposed by Heo and Varshney [9]. The goal
is the formation of an energy-efficient node topology for a

longer system lifetime. In order to achieve this goal, they
employ a synergistic combination of cluster structuring and
a peer-to-peer deployment scheme. Moreover, an energy-
efficient deployment algorithm based on Voronoi diagrams is
also proposed here.The authors in [13] propose a deployment
strategy to enhance coverage after an initial random place-
ment of sensors using virtual forces. A cluster head computes
the new locations of all the sensors after an initial deployment
that would maximize coverage, and then nodes reposition
themselves to the designated locations. Wang et al. [15] use
Voronoi diagrams to discover the coverage vacancies and
design three movement-assisted sensor deployment proto-
cols, including VEC (vector based), VOR (Voronoi based),
and minimax. The greatest weakness of a mobile WSN is its
price, which is significantly greater than the price of a static
WSN, because the price of mobile sensors is much greater
than the price of static sensors.

The mixed wireless sensor networks that are composed
of a mixture of mobile and static sensors are the tradeoff
between cost and coverage. To provide the required high
coverage, the mobile sensors have to move from dense areas
to sparse areas. In [16], the authors proposed a collaborative
coverage enhancing algorithm (coven) which uses a “Voronoi
polygon” to determine the placed positions and the number
of estimated holes. However, it is not feasible to applyVoronoi
diagrams in WSNs due to their excessive complexity. A grid
deployment method is proposed in [17], where the map is
divided into multiple individual grids, and the weight of
each grid is determined by environmental factors such as
predeployed nodes, boundaries, and obstacles. The grid with
minimum values is the goal of the mobile node. The authors
in [18] proposed a novel, centralized algorithm to deploy
a mixture of mobile and static sensors to construct sensor
networks which used Delaunay triangulation rather than a
Voronoi diagram to detect the coverage holes.

To the best of our knowledge, almost all related works
assume either a binary or a probabilistic-based coverage
model. The binary coverage model is overly simplistic and
does not reflect reality, while the probabilistic coverage
model is limited and does not allow the easy integration
of some related issues, such as sensor reliability. This paper
presents a centralized algorithm in which the management
node executed the algorithm to discover vacancies by using
detection model based on false alarm and then to get the
bestmatches betweenmobile sensors and coverage holes.The
detectionmodel used in our work considers the environment
factor and reflects reality well. Simulation results show the
effectiveness of our algorithm.

3. Detection Model

3.1. Assumptions. Our algorithm is based on the following
assumptions.

(i) The location of each sensor node is known, which can
be obtained at a low cost fromGlobal Positioning Sys-
tem (GPS) or through location discovery algorithms.

(ii) It is assumed that all sensor nodes have identical
capability for sensing and communication.
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(iii) The mobile nodes have the ability to move and can
move to the optimized position accurately.

3.2. Sensor DetectionModel. We assume that theWSNswork
in an environment with a Gaussian white noise, and each
sensor involved in the signal detection transmits a signal with
the same energy 𝑒tr. Thus, the signal received at a distance
of 𝑟 meters away will have energy of 𝑒tr/𝑟

𝛾. Here, a simple
geometric path lossmodel [19] is assumed, and the path loss is
proportional to 1/𝑟𝛾, where 𝛾 is the path loss exponent, which
is an environment-dependent constant typically between 2
and 4. We assume that the number of sensors which perform
signal detection is 𝑛.Thus, at sensor 𝑖, the observations under
the two different hypotheses are given by [20]

𝑦
𝑖
=

{
{

{
{

{

𝛽

𝐷
𝛾/2

𝑡𝑖

+ 𝑛
𝑖
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, 𝑖 = 1, 2, . . . , 𝑛,
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2
, 𝑖 = 1, 2, . . . , 𝑛,

(1)

where 𝐻
1
denotes the target-present hypothesis, and 𝐻

0
is

the null hypothesis; 𝑦
𝑖
is the received signal; 𝑛

𝑖
is zero-mean,

complexGaussian noise with variance𝜎2;𝛽 is a scalar defined
by 𝛽 = √𝑒tr/2
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It is noted that under hypothesis 𝐻
1
, the distance that

the active sensing signal traverses is given by 𝑟 = 2𝐷
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.

Therefore, for the 𝑖th sensor, the likelihood (probability
density function) under𝐻
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is given by
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and the likelihood under𝐻
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Now, let us focus on the Neyman-Pearson criterion.
The Neyman-Pearson criterion maximizes the probability
of detection 𝑃

𝐷
subject to a predetermined bound on the

probability of false alarm 𝑃
𝐹
. In other words, the optimal

decision rule 𝜗 according to the Neyman-Pearson criterion
is the solution to the following constrained optimization
problem [21]:

max
𝜗

𝑃
𝐷 (
𝜗) subject to 𝑃

𝐹 (
𝜗) ≤ 𝛼. (5)

The Neyman-Pearson optimum test is a likelihood ratio test
[13]. From (3) and (4), the likelihood ratio for sensor 𝑖 can be
written as
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(6)

Since the 𝑛
𝑖
, 𝑖 ∈ [1, 𝑛], are assumed to be statistically inde-

pendent, the joint probability of the observations is simply
the product of the individual probability densities. Thus, let
us define 𝑦 = [𝑦

1
, . . . , 𝑦

𝑛
], for the 𝑛 sensors, the overall

likelihood ratio is
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For convenience, we consider the log-likelihood ratio, which
is given by
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Therefore, the likelihood ratio test is given by [21]
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where 𝜂 is uniquely determined by solving 𝑃
𝐹
= 𝛼. Equiva-

lently, we can reformulate (9) into
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where we have further defined the test statistics𝑔 and the new
threshold 𝜏. For a fixed set of sensors, the second part of 𝜏
will be fixed and known.The variable 𝑔 is actually a sufficient
statistic, and whenmaking a decision, knowing the value of 𝑔
will be just as good as knowing 𝑦. Then, invoking the model
for 𝑛
𝑖
, the hypothesis pair can be written as
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For notational convenience, let us define
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Thus, the false alarm probability is
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where Φ(⋅) is the standard Gaussian cumulative distribution
function; that is,

Φ (𝑧) = ∫
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Similarly, the detection probability is given by
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It is clearly seen that with the aid of (11), the false alarm
probability𝑃

𝐹
, the detection probability𝑃

𝐷
, and the detection

threshold 𝜏 (or 𝜂) are connected by some one-to-one rela-
tions. Suppose that we define the allowed level of false alarm
as 𝑃
𝐹
= 𝛼, then from (13), we obtain
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Therefore, by using (16) and (17), we can reformulate 𝑃
𝐷
of
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We assume that the target may appear at a random position
𝑘 in the detection area. By using (18), we can obtain the
detection probability of the target at any position 𝑘.

Consider
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where 𝑛 denotes the number of nodes which is deployed in
the detection area. Here, 𝐷

𝑘𝑖
denotes the distance between

the point 𝑘(𝑥
𝑘
, 𝑦
𝑘
) and the 𝑖th sensor (𝑥

𝑖
, 𝑦
𝑖
); that is, by using

(19), we can formulate the detection probability of any point
𝑘 in the detection area.

4. Deployment Algorithm

In this paper, we evaluate the coverage performance by
area coverage rate. We assume that 𝑁 static nodes and 𝑀

mobile nodes are deployed in the 𝐿 × 𝐿 area. The 𝐿 × 𝐿m2
square monitored area is divided into 𝐿 × 𝐿 small uniform
square grids. Each grid has the same length of 1m. For
simplicity, here we transform the area coverage problem of
WSN into grid coverage problem.We compute joint detection
probability 𝐶

𝑘
(𝑃) of the center point of grid 𝑘 and use the

detection probability 𝐶
𝑘
(𝑃) to measure whether each grid is

covered.The area coverage rate is defined as the ratio between
the coverage area 𝐴area(𝑃) of the node set and the total area
𝐴
𝑠
of the detection region. Thus, the area coverage rate is

𝑅area (𝑃) =
𝐴area (𝑃)

𝐴
𝑠

=

∑
𝐿×𝐿

𝑘=1
𝐶
𝑘 (
𝑃)

𝐿 × 𝐿

. (20)

4.1. The Discovery of Coverage Vacancies. At first, 𝑛 sensors
(include 𝑁 static nodes and 𝑀 mobile nodes) have been
scattered randomly in a 𝐿 × 𝐿 area. After the initial random
deployment of the sensor nodes, the distribution function
of the detection probability of the nodes approximates to
exponential form. In the two-dimensional detection area, we
can obtain the joint detection probability of any grid 𝑘 in
the detection region by the sensor detection model based on
false alarm (19). Then, we will search grids at 𝐶min(𝑃) (see
Figure 1). The𝑀 (the number of mobile nodes) girds which
have the lowest detection probability are defined as coverage
vacancies. Since the detection probability of each position is
continuous, the probability around the point which has lower
probability is also low. Thus, moving the mobile nodes to the
coverage vacancies can improve the coverage performance
of the network. Repeating this process until the iteration
times 𝑡 reaches the preset value (𝑡pre) or 𝐶min(𝑃) achieves
satisfactory probability (𝑃

𝑠
). In order to avoid that themoving

distance of a single node is too large, we deploy virtual nodes
at the position of coverage vacancies per iteration. When the
iteration process terminates, wemove themobile nodes to the
position of virtual nodes.

4.2. The Movement of Mobile Nodes. After the termination
of iteration, the position of the virtual nodes is defined
as coverage vacancies. For the initial network deployment,
Firstly we construct a bipartite graph𝐺 = (𝑉, 𝐸),𝑉 = 𝑉

1
∪𝑉
2
,

where 𝑉
1
denotes the set of mobile nodes and 𝑉

2
denotes the

set of virtual nodes. We take the moving distance as cost to
illustrate the construction method of the bipartite graph.The
concrete method is given by the following.

(1) Add all the movable nodes into 𝑉
1
.

(2) Add all the virtual nodes into 𝑉
2
.

(3) For ∀𝑢 ∈ 𝑉
1
and ∀] ∈ 𝑉

2
, if mobile node 𝑢 can reach

V, (the distance between 𝑢 and V does not exceed the
maximum moving distance 𝑑

𝑢
of 𝑢 or the remaining

energy of 𝑢 is within a certain range 𝐸residual) then
add an edge (𝑢, V) into the bipartite graph; the weight
of the edge (𝑢, V) which is defined as 𝑤(𝑢, V) denotes
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Figure 1: Schematic of joint detection probability. (a) Detection probability before iteration. (b) Detection probability after iteration.

the distance between sensor node 𝑢 and virtual node
V, otherwise, 𝑤(𝑢, V) = 0.

A set 𝐻 of independent edges in a graph 𝐺 = (𝑉, 𝐸) is
called amatching (see [22]).𝐻 is amatching of𝑈 ⊆ 𝑉 if every
vertex in 𝑈 is incident with an edge in 𝐻. The vertices in 𝑈
are then calledmatched (by𝐻); vertices not incident with any
edge of 𝐻 are unmatched. Because the two ends of any edge
of 𝐺 lie in different set of vertices, the number of edges in
𝐻 denotes that |𝐻| virtual nodes (that is coverage holes) are
covered by |𝐻|mobile nodes. Corresponding cost is given by
𝐶
𝐻
= ∑
(𝑢,V) 𝑤(𝑢, V). Thus, maximizing the network coverage

andminimizing the moving distance in this condition can be
transformed into a problem of finding a maximummatching
𝐻opt of bipartite graph 𝐺 which has a minimum cost, that is,
for any matching 𝐻 of 𝐺, |𝐻| ≤ |𝐻opt|; If |𝐻| = |𝐻opt|, then
𝐶(𝐻) ≥ 𝐶(𝐻opt). A maximum matching 𝐻opt of bipartite
graph 𝐺 which has a minimum cost represents an optimal
mobile solution.Deploying themobile nodes according to the
optimal mobile solution, the coverage of the network can be
improved while the moving distance is the smallest.

For illustration, an example is given here. We assume that
the vertex set of bipartite graph 𝐺 is 𝑉 = 𝑉

1
∪ 𝑉
2
. The

mobile node set 𝑉
1
= {𝑥
1
, 𝑥
2
, 𝑥
3
, 𝑥
4
, 𝑥
5
}, and virtual node

set 𝑉
2
= {𝑦
1
, 𝑦
2
, 𝑦
3
, 𝑦
4
, 𝑦
5
}. Here, we just consider movement

distance. As introduced above, if the distance between 𝑥
𝑖
and

𝑦
𝑗
does not exceed themaximummoving distance 𝑑

𝑥
𝑖

of 𝑥
𝑖
, it

indicates that mobile node 𝑥
𝑖
can reach 𝑦

𝑗
, then add an edge

(𝑥
𝑖
, 𝑦
𝑗
) into the bipartite graph 𝐺.The weight of edge (𝑥

𝑖
, 𝑦
𝑗
)

is defined as 𝑤(𝑥
𝑖
, 𝑦
𝑗
) which denotes the distance between

sensor node 𝑥
𝑖
and virtual node 𝑦

𝑖
; otherwise, 𝑤(𝑢, V) = 0.

Otherwise, add an edge whose weight is 0 into the bipartite
graph 𝐺. For example, if the distance between 𝑥

1
and 𝑦

1
is 3,

it is assumed that the maximum moving distance of 𝑥
1
is 10,

then add an edge (𝑥
1
, 𝑦
1
) whose weight is 3 into the bipartite

graph𝐺. Similarly, we can obtain the weight of other edges of
bipartite 𝐺, as shown in Figure 2(a). After the construction
of the bipartite graph 𝐺, then we can obtain a maximum
matching𝐻opt of bipartite graph𝐺which has aminimumcost
𝐻opt = {𝑥1𝑦5, 𝑥2𝑦3, 𝑥3𝑦4, 𝑥4𝑦2, 𝑥5𝑦1}.

3 5 5 4 1
2 2 0 2 2
2 4 4 1 0
0 1 1 0 0
1 2 1 3 3

x1
x2
x3
x4
x5

y1 y2 y3 y4 y5

(a)

x1 x2 x3 x4 x5

y1 y2 y3 y4 y5

(b)

Figure 2: An example of bipartite graph construction (a) Weight
matrix of edges of bipartite graph (b) the constructed bipartite
graph.

Table 1: Settings of simulation parameter.

Parameter Value
The area of 𝐴

𝑠
80 × 80m2

The iteration times 𝑡 30
Total number of nodes: 𝑛 60
The value of 𝛾 2
The value of 𝜎 1
The value of 𝛽 7
The value of 𝑃

𝐹
= 𝛼 5%

According to𝐻opt, wewillmove𝑥
1
to𝑦
5
, 𝑥
3
to𝑦
4
, 𝑥
4
to𝑦
2
,

and 𝑥
5
to 𝑦
1
, respectively. For 𝑤(𝑥

2
, 𝑦
3
) = 0, we do not move

node 𝑥
2
. The corresponding cost is 4.The concrete algorithm

is as found in Algorithm 1.

5. Simulations Results

Now we present simulation results regarding the proposed
algorithm. All of the simulation results given in the following
are obtained by programs in C++ and Matlab. We consider a
specific WSNs scenario where the field has a square shape of
size 80 × 80m2; 60 sensor nodes (including static and mobile
nodes) are randomly distributed over this field. We ran 100
simulations for every result and calculated the average result.
The experimental parameters are shown in Table 1.
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input: Static nodes 𝑆 = {𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑁
}, Mobile nodes 𝑉

1
= {V
1
, V
2
, . . . , V

𝑀
}, 𝐸residual, 𝑑𝑢, 𝑢 ∈ 𝑉1, 𝑡pre, 𝑃𝑠

False-alarm probability parameter 𝛼, 𝛽, 𝛾, 𝜎, 𝑒tr
Output:

(1) 𝑡 ← 0.
(2) Calculate 𝐶

𝑘
(𝑃) of the target at any position 𝑘 of area 𝐴

𝑠
using (19).

(3) Repeat:
(4) Search 𝐶min(𝑃), construct set of virtual node 𝑉2 = {(𝑥𝐸,1, 𝑦𝐸,1), (𝑥𝐸,2, 𝑦𝐸,2), . . . ,

(𝑥
𝐸,𝑀

, 𝑦
𝐸,𝑀

)}.
(5) Update the static node set 𝑆 = {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑁
} ∪ 𝑉
2
.

(6) Update iteration times, set 𝑡: 𝑡 = 𝑡 + 1.
(7) Calculate 𝐶

𝑘
(𝑃) of the target at any position 𝑘 of area 𝐴

𝑠
using (19).

(8) Until (iteration time 𝑡 is larger than 𝑡pre or 𝐶min(𝑃) is larger than 𝑃𝑠)
(9) Construct bipartite graph 𝐺 = (𝑉, 𝐸), calculate𝐻opt.
(10) Adjust the position of the mobile node V

𝑖
, V
𝑖
∈ 𝑉
1
according to optimal mobile solution

which is in consistent with𝐻opt.

Algorithm 1: Algorithm FABGM.
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Figure 3: Position of mobile nodes before and after optimization.

Figure 3 shows the schematic diagram of movement
condition of the mobile nodes. The circle represents the
mobile node and the five-pointed star represents coverage
void. If a circle 𝑖 and a five-pointed star 𝑗 are connected by a
line, it indicates that mobile node represented by circle 𝑖 can
move to the coverage hole represented by the five-pointed star
𝑗. As introduced above, if the distance between mobile node
𝑢 and coverage hole V exceeds themaximummoving distance
𝑑
𝑢
of 𝑢 or the remaining energy of 𝑢 is less than a preset value

𝐸residual, we set 𝑤(𝑢, V) = 0. Thus, according to practical situ-
ation, we can set different 𝑑

𝑢
and 𝐸residual, then we can obtain

a different weight matrix regarding edges of the constructed
bipartite graph and different optimalmobile solutions.There-
fore, the proposed algorithm is more flexible and reflects
reality well. After performing FABGM algorithm, the sensors
are distributed uniformly in the detection area, which helps to
increase the system efficiency, improve energy conservation,
and decrease the probability of missing an event.

Figure 4 provides the schematic diagram of detection
probability distribution comparison between the random
method and our deployment method. It is obvious that there
are many coverage vacancies and points with low probability
in the network after the initial random deployment. From
Figure 4(b), we know that the proposed algorithm in this
paper can decrease the coverage void and improve the
coverage performance of the network. Figure 5 shows the
coverage performance of FABGMalgorithmwhen themobile
nodes percentage varies from 0% to 80%. Due to the lack of
reference system, we compare the proposed algorithm with
the initial deployment. We can see that our deployment can
enhance coverage compared to the initial random deploy-
ment and that the network coverage quality increases with
the number of mobile nodes increase. However, when the
mobile node percentage is larger than 50%, network coverage
increases slowly along with the increase of the number of
mobile nodes.
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Figure 4: Distribution of joint detection probabilities. (a) Random deployment. (b) Distribution after running FABGM.
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Figure 5: Coverage quality before and after optimization.

In order to analyze the relationship between coverage
performance and the value of 𝛽, we discuss the network
coverage condition when the value of 𝛽 is 1, 3, 6, and 8
separately. From Figure 6, we know that when the value of
𝛽 is fixed, the network coverage improves with the increase
of number of mobile nodes. When the value of 𝛽 is small,
the network coverage improves apparently. When the value
of 𝛽 is large (e.g., = 6, 8), increasing the number of mobile
nodes will not improve network coverage significantly. That
is because the value of 𝛽 is proportionate to 𝑒tr when 𝛾 is
fixed, when the value of 𝛽 is large, 𝑒tr is also large. It indicates
that each sensor node consumes much energy to transmit
signal, so its detection range increases. The initial deployed
sensors can almost cover thewhole area, and so increasing the
number of mobile nodes does not enhance network coverage
significantly. The value of 𝛽 can be determined according to
practical application.

Figure 7 gives the minimum number of sensors required
to reach a certain coverage percent when the percentage of
mobile sensors varies from 0% to 80%, in 10% increments. As
shown in Figure 7, the sensor nodes required in the mixed
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Figure 6: Coverage comparison of different 𝛽.

WSN are less than that in the static WSN. As the percentage
of mobile sensors is 40%, the number of sensors in the mixed
WSN is about half the number of sensors in the static WSN.
The number of sensors needed decrease with the increase
of the number of mobile nodes. When the percentage of
mobile sensors increases from 0% to 30%, the number of
sensors for 80% coverage decreases from 65 to 35, but when
the percentage increases from 50% to 70%, the effect is not
as significant as before. Considering that the price of mobile
sensors is higher than the price of static sensors, it is necessary
to determine proper number of mobile nodes in a network.
However, the number of mobile nodes is related to the ratio
of the price of mobile sensors to the price of static sensors.

Figure 8 shows the cost of WSN to reach 85% coverage
at different ratios of the price of mobile sensors to the price
of static sensors.When the price discrepancy ofmobile nodes
and static nodes isminor, increasing the proportion ofmobile
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sensors can reduce the overall cost ofWSN.When the ratio is
between 2 and 6, the mixedWSN has the lower cost, and also
the proportion of mobile sensors is not very high (e.g., 20% ≤

the percentage ofmobile sensors≤ 50%). Butwhen the ratio is
greater than 6, it is better that the nodes in the network are all
static nodes. It is apparent that themixedWSN is a best choice
when the ratio between the price of the mobile sensor and
the price of the static sensor is 2–6. Under this circumstance,
our proposed algorithm is useful and can provide a tradeoff
between the cost and the coverage.

6. Conclusion

Sensor deployment is at the initial stages in sensor networks
research. Here, we explore the problem of uncertainty-aware
WSNs deployment, andwe start with a “random” distribution
of the nodes (including mobile nodes and static nodes) over

the region of interest. In this paper, we propose a false-alarm
deployment algorithm to improve an initial deployment of
nodes. After going through the proposed algorithm, the area
of interest is covered by uniformly nodes. Simulation results
demonstrate the effectiveness of the proposed approach.
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Monitoring performance and energy constraint are two conflicting aspects in wireless sensor networks. In order to save battery
power in very dense sensor networks, some redundant sensors can be put into the sleep state while other sensor nodes remain
active for the sensing and communication tasks. However, if the energy consumptions for some nodes are more than those of
the others, these nodes would lose effectiveness earlier than the remaining ones, which subsequently causes the coverage holes.
Because of the uneven node scheduling problem in the sensing areas and the partitions of communication network, the coverage
holes further influence the sensing and communication qualities and the network life. In this work, we propose the uneven sleeping
problem (USP) happening in the coordinated node scheduling in wireless sensor networks.We analyze the key factors thatmay lead
to USP. We design a new metric which can better measure and evaluate USP. This new metric takes the influence of the boundary
effects on node schedule into consideration. We experimentally evaluate the performance of our proposal. The results show that
our metric can effectively identify the boundary sensor nodes that deserve equal chances of sleep; it thus reduces the number of
dead sensors and can help achieve a longer network lifetime than existing methods.

1. Introduction

A wireless sensor network is typically composed of a large
number of tiny, low-powered sensor nodes equipped with
data processing, sensing, and communication capabilities
that communicate with each other through single or multi-
hopwireless links formonitoring the surveillance field.Wire-
less sensor networks have been extensively used in a variety
of domains, for example, environmental observation,military
monitoring, healthcare, and commercial applications [1].The
sensor nodes usually operate on an unattended manner and
are battery powered. However, it is usually hard to renew or
recharge the battery after deployment, due to environmental
situations or cost concerns. Therefore, energy efficiency has
been a very challenging task in achieving long lifetime in
large-scale sensor networks.

Coordinated node scheduling plays a critical role that
exploits the redundancy of sensor nodes to minimize the
number of active nodes while preserving some properties of

the network. The problem of sensor scheduling to maximize
the network lifetime while guaranteeing the sensing coverage
and network connectivity has been extensively addressed in
the literature [2, 3]. Network coverage is the central consider-
ation for the sensor schedulingmethods that conserve energy
by powering off redundant nodes while still assuring network
coverage.

Energy consumption rates in different parts of the
network should be even or almost even. Thus all nodes
throughout the network area have about the same lifetime.
Otherwise, some parts of the network may die much sooner
than the others. If some critical parts of the network run out
of battery early, it may lead to early dysfunction of the entire
network, even if other parts of the network still have a lot of
residual energy. In this paper, we propose the uneven sleeping
problem and a new metric to be used in coordinated node
scheduling for wireless sensor networks.

The remainder of this paper is organized as follows. In
Section 2, we present related work on coordinated sensor
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scheduling problems. Section 3 describes networkmodel and
introduce the uneven sleep problems. In Section 4,we present
detailed analysis on uneven sleep problem and give new
metric for proposed node scheduling scheme. Experimental
results are given in Section 5. Finally, we give a summary and
future work in Section 6.

2. Related Work

From perspectives of network configuration, network per-
formance, network parameters, and models for recognizing
redundant nodes, we categorize coordinated node scheduling
into four types shown in Figure 1.

In the initial steps of WSN deployment, the status of the
nodes can be scheduled according to preconfigured node
location or distance information, to determine the coverage
of the network node density. Coverage redundancy discrim-
ination is a key step in coordinated node scheduling. It
aims to identify the coverage redundant nodes and hibernate
them alternately. There are generally two ways to detect
redundant nodes, which are location-based and location-free
techniques. We will address these two types of techniques in
the following.

2.1. Location-Based Coordinated Nodes Scheduling. Location-
based node scheduling can guarantee full (100%) coverage of
the network, meaning that the monitor environment will be
covered with all the active nodes. In paper [2], the authors
define a “sponsored area” as the largest area a node can be
covered by some communication neighbor. If the sensing area
of a node can be covered by the combined sponsored areas
of all of its communication neighbors, then this node can be
shut down. In [3], the neighbors of a node are expanded to an
area of a circle of radius 2𝑟 to further reduce the redundancy.
In [4], a distributed and local redundancy detection method
is developed according to bounded coverage.

Zhang and Hou [5] adopted a crossed redundancy detec-
tion method and proved that the full coverage network must
be connected if the radius of the node’s communication area
is no less than 2 times of the radius of its sensing area.
Under the assumption that the location information of each
node is available, they proposed an Optimal Geographical
Density Control (OGDC) algorithm. Xing et al. [6] extended
the above work, and proposed the Coverage Configuration
Protocol (CCP) algorithm that maximizes the number of
hibernate nodes under the constraint of 𝑘-coverage and 𝑘-
connection.They found that when the communication radius
is 2 times of that of the sensing area, a 𝑘-coverage network is
still 𝑘-connected.

All the above methods require the exact location infor-
mation of the nodes to compute the coverage area and assure
the full coverage. This is very challenging when designing an
economic WSN of high density. In real-world applications, it
is not mandatory to guarantee the complete coverage, and it
is acceptable to sacrifice some of the coverage requirements
for performance improvement.

In [7], the authors presented a dynamic node scheduling
method, given that existing node scheduling methods always

require static 1- or 𝑘-coverage. This method can adjust the
status of network coverage on the fly. Concerning the bound-
ary effects of circle coverage, the authors in [8] developed an
improved circle coverage density control algorithm.

Hefeeda and Ahmadi in [9] proposed a new probabilistic
coverage protocol, considering that the sensing abilitymay be
influenced by the external application environment. In [10],
a probabilistic 𝑘-coverage protocol was proposed that used
heuristic greedy algorithm to decide the smallest set of active
nodes. Shi et al. [11] gave two coverage algorithms based on
probabilistic sensing models, for the consideration that the
detection of an event is influenced by factors such as the
distances between nodes, the physical characteristics of the
nodes, the number of neighbors, and so on.

Exact location information is needed by all the above
methods. To acquire such location information, people must
have GPS, directional antennas infrastructures, or position-
ing devices.This constraint not only results in high cost, high
complexity, and more energy consumption but also reduces
the benefits brought by the node scheduling algorithm. Still,
it is difficult to apply them to large-scale application for low
purity of the current positioning devices.

2.2. Location-Free Coordinated Nodes Scheduling. Consider-
ing the problems with location-based scheduling algorithms,
location-free coordinated node scheduling algorithms have
been developed which are independent of the location infor-
mation when scheduling and scheduling the nodes.This type
of methods is economic and can be applied in applications
that do not require strict network coverage rate. For these
methods, the number of neighbor nodes or the distance
information are usually used to detect redundancy.

Tian and Georganas in [12] first proposed the location-
free redundancy detection model. They set a redundancy
threshold based on the number of neighbors or the nearest
distance within the sensing area. A node will hibernate if the
number of nearest neighbors or the distance is smaller than
the threshold. This method is simple and easy to implement.
But it only guarantees partial coverage. Still, it does not
consider the situation whether the neighboring nodes can
fully or partly cover the monitoring area when this node
is shut down. Consequently, the monitoring quality is not
guaranteed.

Gao et al. in [13] analyzed the lower and upper bounds
of complete node redundancy and proposed to compute
the redundancy probability using the number of neighbors
within the sensing area. Lightweight Deployment-Aware
Scheduling (LDAS) [14] is an improvement of [13]; a number
of nodes will be closed when the number of nearby working
nodes reaches the threshold. Besides being location free, this
new method can guarantee the network connectivity. The
constraints of this method are as follows: the senor nodes
should be uniformly distributed and each node can get the
number of its neighbors.

Yen and Cheng in [15] proposed Range-Based Sleep
Scheduling (RBSS) that determines the redundancy using the
distance between the node and its neighbors. It assumes that
the density of the sensor nodes is large enough to become
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Figure 1: Taxonomy for coordinated node scheduling.

independent of the exact location information. While still
assuring the complete network coverage and connectivity, it
searches an optimal model from the nodes already deployed
to maintain as less working nodes as possible. However, the
energy cost of the method is imbalanced for it does not
consider the energy consumption during the voting for start
and coordinated nodes. Still, the early expiration of boundary
nodes reduces the coverage area. In consideration of the
imbalanced energy consumption problem, the authors in [16]
presented a multistart and energy-adaptive strategy to do
coverage control. Their method tackles the above-mentioned
problem of the early expiration of boundary nodes.

Younis et al. in [17] designed a location-unaware coverage
(LUC)method that utilizes the density between the node and
its 2-hop neighbors to detect redundancy.

Location-based coordinated node scheduling can guar-
antee high coverage rate but requires special devices to obtain
this location information, which reduces the benefits from
node hibernation, whereas location-free coordinated node
scheduling just needs information of the distance between the
nodes and the number of nodes, so it cuts the corresponding
extra costs.

3. Network Model and Problem Description

In this section, we first describe the network model and
introduce the definitions and notations used in the paper.
Next, we define the problem to be solved in this paper. Finally,
we explain our motivations for this work.

3.1. Network Model. In a typical monitoring application
where massive tiny sensor nodes are deployed, let the sensor
nodes be uniformly distributed in the monitoring field. Let
the sensing area of a senor node be a circle of radius 𝑟. Then,
each sensor node can only monitor the environment and
detect events within its sensing circle. A point is covered if
and only if it locates in at least one sensor node’s sensing circle.

l

m

Si

Figure 2: Monitored region.

If and only if all the points in a region are covered, the region
is covered.

For simplicity, we assume that there are𝑁 homogeneous
sensor nodes deployed within the monitored region 𝐴,
denoted by a set 𝑆 = {𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑁
}, where 𝐴 is a 2D 𝑙 × 𝑚

rectangular area, as shown in Figure 2. It should be noted
that our method in this work can be easily extended to 2D
monitored regions of arbitrary shapes.

Below we give the definitions used in this paper.

Definition 1 (Boundary Nodes). Let 𝑑(𝑖) be the Euclidean
distance from the boundary of monitored region to any
senor node 𝑆

𝑖
. The boundary nodes of a monitored region

𝐴, denoted by Bou(𝐴), contains all of the sensors that satisfy
0 ≤ 𝑑(𝑖) ≤ 𝑟. Then,

Bou (𝐴) = {𝑖 ∈ 𝑆 : 0 ≤ 𝑑 (𝑖) < 𝑟} . (1)
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Definition 2 (Interior Nodes). The interior nodes of moni-
tored region 𝐴, denoted by Int(𝐴), includes all of the sensors
that satisfy 𝑑(𝑖) > 𝑟. Then,

Int (𝐴) = {𝑖 ∈ 𝑆 : 𝑑 (𝑖) > 𝑟} . (2)

Definition 3 (Redundancy Rate). The redundancy rate is the
size of the intersection area between the sensing area of node
𝑆
𝑖
and the total sensor area of its neighbors, divided by the

size of the sensing area of 𝑆
𝑖
. That is,

𝜃 =

(⋃
𝑁
1
(𝑖)

𝑗=1
𝐶 (𝑆
𝑗
))⋂𝐶 (𝑆

𝑖
)

𝐶 (𝑆
𝑖
)

, (3)

where 𝐶(𝑆
𝑖
) denotes the sensing area of node 𝑆

𝑖
and 𝑁

1
(𝑖)

represents the number of neighbor of node 𝑆
𝑖
.

Definition 4 (Coverage Redundancy Node (CRN)). A node
𝑆
𝑖
is coverage redundant node if 𝜃

𝑖
≥ 𝜃th, where 𝜃th

is a redundancy threshold which depends on application
requirement. From this, when 𝜃 = 1 is the full redundancy
node, 𝜃 ≤ 1 is partial redundancy node.

Definition 5 (Effective Coverage Area (ECA)). The intersec-
tion area of sensor nodes’ sensing coverage and the monitor
region, denoted as 𝐸𝑓(𝑑(𝑖)), is the effective coverage area
of sensor 𝑆

𝑖
. Therefore, for the interior nodes, the effective

coverage area is equal to the sensing coverage; that is,
𝐸𝑓(𝑑(𝑖)) = 𝜋𝑟

2. For the boundary nodes, it holds that
𝐸𝑓(𝑑(𝑖)) = 𝐶(𝑆

𝑖
) ∩ 𝐶(𝐴) < 𝜋𝑟

2.

3.2. Problem Definition. For a densely deployed monitor-
ing application, the coverage redundancy nodes should be
switched to sleep state in turn, to prolong the network lifetime
while still preserving some properties of the network. The
challenge is that, some nodes in Bou(𝐴) or Int(𝐴) have less
chance to enter into sleep state, and the redundancy rate of
any of these nodes is lower than 𝜃. As a result, these nodes
will remain active until their energy runs out, resulting in
the coverage holes problem in the local monitoring area.
Moreover, these nodes that have no energy may make their
neighbors have fewer chances to be in the sleep state. Then
these neighbors will again run out energy and cause their
respective neighbors to use out the energy quickly. This loop
continues, the coverage holes spread from boundary nodes
to interior nodes, and the total monitoring area that can be
covered by the active nodes shrinks inwardly to the center of
the monitor region. We call this phenomenon uneven sleep
sroblem (USP). Figure 3 shows the USP occurred in the node
scheduling algorithm LDAS [14].

In Figure 3, 100 sensor nodes are randomly deployed in
a circular area with radius 𝑟 = 50. We show the node
states with network running time being 600 s (Figure 3(a))
and 1000 s (Figure 3(b)). In the figures, the hollow points
represent the active nodes and the solid points represent the
sleeping nodes, whereas the solid square red points represent
the dead nodes that have no energy. As we can see in Figure 3,

as the monitoring runs, some boundary nodes and interior
nodes run out of their energy due to the lack of chances to
enter into sleep state.

3.3. Motivation. The task of node scheduling will be trivial
if it is done in a centralized way. Under this assumption,
it will be easy to determine which nodes are the boundary
nodes and internal nodes and whether their sensing areas
are covered by their neighbors or not and then decide which
nodes should go to sleep or stay active. However, due to the
energy constraints and the energy-cost considerations, this
scenario is impractical for most monitoring applications. In
the next section, we analyze several factors that influence
the uneven sleep problem and derive instructions to stop
the wretched cycle of energy holes. Under the analysis, we
propose an improved node scheduling scheme which can
alleviate the uneven sleep problem.

4. Problem Analysis and Proposed Approach

4.1. Problem Analysis. The failure of sensor nodes due to
energy exhaustion or physical destruction may lead to the
shrinkage of sensor coverage. The coverage holes can hardly
be avoided in monitoring application because of the geo-
graphic environments or the uneven energy consumption
problem even in the high-density deployment. In this section,
we first give analysis on why the nodes that are in Bou(𝐴) or
Int(𝐴)may encounter the uneven sleep problems.

We divide the monitored region 𝐴 into three subregions,
Ω
𝑟
(0), Ω

𝑟
(1), and Ω

𝑟
(2), as shown in Figure 4. The areas of

these three regions are denoted as follows:





Ω
𝑟 (
0)




=

(𝑙 − 2𝑟) (𝑚 − 2𝑟)

𝑙𝑚

,





Ω
𝑟 (
1)




=

2𝑟 ((𝑙 − 2𝑟) + (𝑚 − 2𝑟))

𝑙𝑚

,





Ω
𝑟 (
2)




=

4𝑟
2

𝑙𝑚

.

(4)

In Definition 4, we give ECA to illustrate the relationship
of nodes’ sensing coverage and the monitored region. For
subregion Ω

𝑟
(0), effective coverage area is equal to the

sensing coverage; that is, 𝐸𝑓(𝑑(𝑖)) = 𝜋𝑟
2 when nodes are

in Int(𝐴). Meanwhile, when nodes are within Bou(𝐴), then
𝐸𝑓(𝑑(𝑖)) = 𝐶(𝑆

𝑖
) ∩ 𝐶(𝐴) < 𝜋𝑟

2. This happens due to the
border effects; the nodes in Bou(𝐴) have less chance to be
covered by their neighbors, so the nodes have little chance of
becoming coverage redundancy node so as to enter into sleep
state. These nodes will die out of energy, and then the death
spreads to the inner region.

The problem illustrated above is the main reason for the
uneven sleep problem occurring on the boundary nodes.The
sensor nodes may also fail for reasons such as nonuniform
deployment or environment influence (such as animals tram-
ple, the damage of the rain, etc.). It is clear that the network
lifetime will decrease when the uneven sleep problem arises.
In the next section, we give a proposed approach to mitigate
the uneven sleep problem.
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(a) 600 s (b) 1000 s

Figure 3: Uneven sleep problem.
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Figure 4: The subregions of monitored area.

4.2. Proposed Approach. In this section, we propose our
approach which is an improvement based upon LDAS which
schedules nodes without location information [14]. The pro-
posed node scheduling scheme is divided into a few identical
rounds, as shown in Figure 5. Each round starts with (i)
neighbor discovery, (ii) redundancy evaluation, and (iii) node
scheduling where the off-duty nodes will go to sleep and save
energy.

4.2.1. Neighbor Discovery Phase. To obtain neighbor node
information, each node broadcasts a hello message, which
contains the node’s position information or number of neigh-
bors, to its one-hop neighbors at the beginning of neighbor
discovery stage. This way, a sensor node 𝑆

𝑖
obtains the 𝑁

1
(𝑖)

as follows:

𝑁
1 (
𝑖) = {𝑆

𝑗
∈ 𝑆 | 𝑑 (𝑆

𝑖
, 𝑆
𝑗
) ≤ 𝑟, 𝑆

𝑖
∈ 𝑆, 𝑆

𝑗
̸=𝑆
𝑖
} , (5)

where 𝑑(𝑆
𝑖
, 𝑆
𝑗
) represented the distance between the node 𝑆

𝑖

and the node 𝑆
𝑗
and 𝑟 denotes the sensing radius of nodes.

4.2.2. Redundancy Evaluation Phase. In LDAS, redun-
dancy evaluating is based on the number of neighbors.

The percentage of a sensor’s sensing area that is covered by
its 𝑛 random neighbors is not smaller than

1 − 𝑛0.609
𝑛−1

− (

𝑛

6

− 0.109) 0.109
𝑛−1

. (6)

The expectation area that is not covered by random
neighbors is

𝐸 [uncover] ≤ 𝜋𝑟
2
0.609𝑛 + (

𝑛𝜋𝑟
2

6

− 0.109𝜋𝑟
2
)0.109

𝑛−1
.

(7)

For more detailed proof, the readers can refer to [14].
To determine which nodes are coverage redundancy

nodes, it is needed to compute the redundancy rate. A node
has more chance to enter sleep state if the redundancy rate
satisfies application requirement. For a node with sensing
area of radius 𝑟, the redundancy rate is defined as

𝜃 =

𝜋𝑟
2
− 𝐸 [uncover]

𝜋𝑟
2

. (8)

As stated in Section 4.1, the boundary nodes inmonitored
area encounter the problem of border effects. To solve the
uneven sleep problem in node scheduling, we should take
border effects into consideration. As shown in Figure 3, we
give the expected coverage area that an arbitrary sensor is
located in three sub-regions (see our work published in [18]
for further details):

𝐸
𝑟 [
0] = 𝜋𝑟

2
,

𝐸
𝑟 [
1] = (𝜋 −

2

3

) 𝑟
2
,

𝐸
𝑟 [
2] = (𝜋 −

29

24

) 𝑟
2
.

(9)

Then we can get the expected coverage area of the sensor,
with sensing range being 𝑟 and the sensor nodes being
uniformly distributed in 𝑙 ×𝑚 rectangular monitored region:

𝐸 [𝑟] =

𝜋𝑟
2
𝑙𝑚 − (4/3) 𝑟

3
𝑙 − (4/3) 𝑟

3
𝑚 + (1/2) 𝑟

4

𝑙𝑚

. (10)
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Figure 5: proposed node scheduling.

Taking border effects into consideration, we use the
node’s expect coverage area to replace the nodes coverage area
to decide whether the node is a coverage redundancy node.
Finally, we have the following formula:

𝜃 =

𝜋𝑟
2
− 𝐸 [uncover]
𝐸 [𝑟]

≥ 𝜃th, (11)

where variable 𝜃th is the threshold for a node to become a
coverage redundancy node.

4.2.3. Node Scheduling Phase. In node scheduling phase, each
node has three states: active state, presleeping state, and sleep
state.

We assume that all the nodes are in active state in the
beginning of the network. Since all the nodes are scheduled
round robin, here we only describe the scheduling process in
one round. There are 5 steps in one round.

Step 1. If the current node is active, there are two cases to
consider. If there is data in the network, process the data;
otherwise, go to step 2.

Step 2. Determine whether the current node is a coverage
redundancy node using the techniques given in Section 4.1.
If yes, go to step 3; otherwise, return to step 1.

Step 3. Send a pre-sleeping message to the neighbors of the
current node and start the latency timer 𝑇backoff.

Step 4. The current node listens to messages from the
neighbors. If within 𝑇backoff interval, it can receive more than
one pre-sleeping messages from its neighbors; then return to
step 1; otherwise, go to step 5.

Step 5.The current node begins to sleep for 𝑇s time.

5. Performance Evaluation

We refer to our proposal as expectation-based LDAS, or
ELDAS for short. In order to validate the effectiveness
and correctness of ELDAS, we conduct experiments using
MATLAB. We measure the performance of ELDAS in terms
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Figure 6: Network coverage with different redundancy rates.

of two aspects: (1) the relationship between the network
coverage ratio and network lifetime and (2) showing the
network coverage damaged by uneven sleep problem owning
to border effects. In the experiments, we randomly deploy
200–300 sensors in two-dimensional terrain with 100m ×

100m; all sensor nodes have been configured with an sensing
area with radius 𝑟 = 15m. We adopt the energy model in
[19] upon which the ratio of energy consumption for a node
to transmit or stay idle and asleep is 20 : 4 : 0.01. Let the node
sleep time be 10 seconds.

Figure 6 gives the relationship between the simulation
time and network coverage.

In Figure 6, there are 200 sensor nodes in the monitoring
area. We test the relationship between network lifetime and
coverage by setting the node coverage redundancy to be 90%
and 80%, respectively. We observe that the coverage ratio of
ELDAS is usually better than that of LDAS, for both node
coverage redundancy rates.

Figure 7 gives the influence of the number of sensor
nodes to network coverage ratio and lifetime, when the node
coverage redundancy rate is 90%.
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In order to illustrate the uneven sleep problem in node
scheduling, we use the energy consumption variance to
measure the energy consumption imbalance.

We use both the mean value and variance of network
energy to measure the energy balance status of a node
scheduling method at time 𝑡:

AVG
𝐸 (
𝑡) =

1

𝑁

𝑁

∑

𝑖=1

𝐸
𝑖 (
𝑡) , (12)

𝐷
𝐸 (
𝑡) =

1

𝑁

𝑁

∑

𝑖=1

(𝐸
𝑖 (
𝑡) − AVG

𝐸 (
𝑡))
2
, (13)

where𝑁 is the number of sensor nodes and𝐸
𝑖
(𝑡) is the energy

of node 𝑆
𝑖
at time 𝑡.

The energy consumption rate can be measured by the
mean energy value, but it is not sufficient because the
boundary sensor nodes or center nodes will run out of energy
earlier than the rest nodes, whereas the mean energy value
remains high. To this end, we also need the energy variance
metric to better reflect the energy consumption balance status
and validate whether the node scheduling algorithms can
handle the coverage holes problem effectively.

Figure 8 compares the network energy consumption vari-
ances of ELDAS and LDAS, when the node redundancy ratio
is 90%, the radius of the sensing area is 𝑟 = 15m, and there are
200 and 300 sensor nodes deployed in a monitoring region.

For node energy consumption, the lower the energy
consumption variance, the better the network energy con-
sumption balance. In Figure 8, we observe that ELDAS has
smaller variance values and thus better energy consumption
performance than LDAS. This is because LDAS can lead the
boundary nodes to be in a serious uneven sleep problem,
whereas ELDAS can effectively alleviate this problem such
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that the network energy consumption can be balanced,
resulting in prolong the network lifetime.

6. Conclusion and Future Work

In this paper, we propose the uneven sleeping problem that
happens during coordinated node scheduling in wireless sen-
sor networks. To solve this problem,we analyze the important
factors that may cause the uneven sleeping problem. More
importantly, we propose a new metric to better model USP
and a new node scheduling algorithm. Experiments show
that, without influencing the network performance, our
proposal can alleviate the uneven sleeping problem, reduce
the influence of boundary nodes, and prolong the network
lifetime. Although we only test our metric in the node
scheduling approach in [14], this new metric applies to other
node scheduling algorithms as well.

For the future work, we will research the redefinition
of network lifetime. Network lifetime cannot be effectively
reflected; people have proposed various such definitions
though. In fact, network lifetime is a very comprehensive and
systematic issue; yet few people have paid enough attention to
this issue.Most node schedulingmethods focus on extending
the network lifetime, but it is unclear how they define network
lifetime and measure the energy-cost balance.

Notations and Definitions

𝐴: The monitored region
𝑁: The number of deployed sensor nodes
𝑟: The sensing radius of sensor
𝐶(𝑆
𝑖
): The circular area centered at given node

𝑆
𝑖
with radius 𝑟

𝑑(𝑖): The distance to the boundary of
monitored region of sensor 𝑆

𝑖

𝐸𝑓(𝑑(𝑖)): The effective coverage area of sensor 𝑆
𝑖

Ω
𝑟
(𝑗): The sub-region 𝑗 of monitored region.
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In opportunistic network, data transmission relies mainly on node mobility. However, the moving patterns of nodes in diverse
application scenarios are different. Thus, nodes moving patterns should be considered when designing data transmission strategy.
Based on the analysis of node moving characteristics in opportunistic social networks, two parameters, called social rang and
social frequency, are introduced and sociability-based Spray and Forward (SSF) scheme is proposed by applying them to the data
dissemination and forwarding phase, respectively. Simulation results show that SSF can effectively improve data delivery ratio and
reduce latency under the given model.

1. Introduction

As a new type of wireless ad hoc networks, opportunistic net-
work [1] has been mushrooming in recent years. Compared
with traditional ad hoc networks, opportunistic network
depends mainly on node moving to achieve data transmis-
sion. As one kind of opportunistic networks, opportunistic
social network [2] is mainly composed of human-carried
mobile devices (such as mobile phone, PDA) and achieves
data communication by the humanmovements in their social
activities.

Data transmission in opportunistic network is challeng-
ing due to the fact that the network is intermittently con-
nected. Practically, the application scenarios of opportunistic
network are diverse, for example, wildlife tracking network
[3], vehicle network [4], and pocket switched network [5],
which results in the fact that moving patterns of nodes are
quite different for different scenarios. So node’s mobility
pattern should be exploredwhen designing data transmission
scheme. Intuitively, in human society, people with wide range
of social activities can encounter more different people and
some people can meet each other regularly because they are

socially connected. On network level, we use social range and
social frequency to describe the two features of nodemobility.
Given that there is no significant linear correlation between
the two parameters, this paper introduces social range and
social frequency in different stages of data forwarding, and
proposes a sociability-based Spray and Forward data trans-
mission scheme based on the improvement of Spray andWait
[6].

2. Related Work

In terms of the number of message copies in network,
existing data transmission schemes can be categorized into
single-copy scheme and multicopy scheme. For single-copy
scheme, there is only one message copy for each message
at any time instance. Message carrier deletes the message
from its memory once it forwards the message to another
node. Typical single-copy scheme includes Direct Delivery
(DD) [7] and First Contact (FC) [8]. The basic idea of DD
is that source node will always carry the message until it
delivers the message to the destination it can reduce network
overload and energy consumption, but its performance on



2 International Journal of Distributed Sensor Networks

delivery ratio and latency are very poor especially in the
scenario where source node cannot meet with destination
node directly. For FC, by keeping the ID of node it has passed
by, message is only forwarded to the node that did not carrier
it before. Compared with DD, FC can improve data delivery
ratio and shorten delay. Single-copy scheme can reduce traffic
redundancy, but its performance on delivery ratio and latency
may be very poor.

On the other hand, by increasing the number of message
copies in network, multicopy scheme can achieve high deliv-
ery ratio. Epidemic [9] is one of the most typical multicopy
schemes. Messages are forwarded in a way like database
replication. In theory, if network resource is unlimited, with
nodes continuous encounters, messages can reach every
node. However, owing to the limitation of node storage,
message 𝑇𝑇𝐿, and network bandwidth, the performance of
epidemic is very poor in practice. Tomake a balance between
overhead ratio and delivery ratio, researchers proposed Spray
and Wait which can reduce the network overhead by pre-
setting the upper bound of message copies as a constant 𝐿.
Spray and Wait includes two phases: Spray phase and Wait
phase. There are two types of forwarding patterns in Spray
phase; one type is that message is only sprayed by the source
node. In this type, message copies are forwarded to 𝐿 relay
nodes by the source node; the other type is that message
copies can be sprayed by both source node and relay nodes.
For this type, message carrier sprays half of the message
copies to another relay node. Once the number of message
copies drops to 1, data transmission steps into Wait phase.
In this phase, message is forwarded in DD mode. Spray and
Wait can effectively reduce network overload, but message
carrier sprays messages to relay nodes without selection in
Spray phase, and in Wait phase it has the flaw of DD, which
results in its bad performance on delivery ratio especially for
opportunistic social network where the mobility patterns of
nodes are very different.

In consideration of node mobility, this paper applies
social range and social frequency to improve Spray and Wait
and proposes a sociability-based Spray and Forward scheme
(SSF). SSF includes Spray phase and Forward phase. In Spray
phase, message relay nodes are selected based on their social
range, in Forward phase message is forwarded to the nodes
whose social frequency with destination node is bigger than
that of the current carrier.

3. SSF Scheme

In human society, people move based on their social activ-
ities, so we cannot simply use RWP (random waypoint)
[10] mobile pattern to model nodes mobility. Intuitively, in
people’s daily life, some people have a wide range of social
activities; they can meet a variety of people; some people
meet each other regularly because they are socially connected
for work, friendship, and so on. Figure 1 illustrates the social
features (normalization value) of some nodes in pmtr [11]
dataset; we can see that there is a significant difference
between the two parameters, so instead of integrating them
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Figure 1: Social features of nodes in pmtr dataset.

into a single value, we use them in different phase to forward
message, which is different from existing work [12].

3.1. System Model and Assumptions. In human daily life,
people’s activities are based on geocommunity, such as a class-
room, a lab, or a dormitory for a student. Based on the roles
people play, people can engage in various communities, so we
give the following network model and related definition.

(1) The mobility of a node is based on the mobility of the
user who carries the node.

(2) A node can engage in one or more communities; that
is, for some inert nodes, they only appear in limited
communities, but for some active nodes, they can be
active in more communities.

(3) In this paper, the area of a geocommunity is small
(like a lab, a classroom); individuals in the same
community can contact directly in a face-to-face
way, so the source and the destination of messages
generally belong to different communities.

(4) Nodes belonging to a single communitymove accord-
ing to the Cluster movement model.

(5) Nodes belonging to multiple communities move
according to the Map Route movement model.

A. Social Range. Social range reflects the size of people’s circle
of friendship in social life, and we define the social range
of a node as the number of nodes it can directly encounter.
Suppose that the collection of nodes that 𝐴 can directly meet
is𝑀(𝐴) and its size is |𝑀(𝐴)|; then the social range of 𝐴 is
defined as the following:

SR (𝐴) = |𝑀 (𝐴)| . (1)

B. Social Frequency. Social frequency refers to the frequency
of encounter between two nodes. The more they meet each
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other, the better opportunity they have to communicate with
each other. Assuming that the number of times node 𝐴
encounters 𝐵 is𝑁(𝐴, 𝐵), the social frequency between 𝐴 and
𝐵, SF(𝐴, 𝐵) can be defined as the following:

SF (𝐴, 𝐵) = 𝑁 (𝐴, 𝐵) . (2)

3.2. SSF Strategy. Based on the above definitions and Spray
and Wait scheme, this paper puts forward an improved data
transmission scheme, called SSF (sociability-based Spray and
Forward), for opportunistic social network. SSF makes for-
warding decision based on the local encounter information
of nodes. The main idea of SSF is to spread out the message
from local area as far as possible by spraying message to
nodes which have a wider social range in Spray phase and
to achieve a rapid-delivery of message it forwards message to
nodes which have a higher social frequency with destination.
A detailed exposition of SSF is given below.

A. Spray Phase

(1) When source node 𝑆 generates a message 𝑀 whose
destination is𝐷, the related number ofmessage copies
is set as 𝐿 in the network.

(2) Assume that 𝑆 meets node 𝐶. If the social range of
𝐶 is bigger than that of 𝑆; that is, SR(𝐶) > SR(𝑆), 𝑆
will spray message 𝑀 to 𝐶, and the related number
of message copies in 𝐶 is set as 𝑘, 𝑘 can be set as
(SR(𝐶)/(SR(𝐶) + SR(𝑆)) ∗ 𝐿. For simplicity, 𝑘 is set
as 1 in this paper. Otherwise, 𝑆 will not spray message
to 𝐶.

(3) Message carrier repeats Step (2) until there is only one
message copy left in its buffer; data transmission steps
into Forward phase.

B. Forward Phase

(4) Suppose that the current message carrier 𝐶 meets
node 𝐸; if there is SF(𝐸,𝐷) > SF(𝐶,𝐷); that is, the
social frequency between 𝐸 and𝐷 is higher than that
of 𝐶 and 𝐷, 𝐶 will forward 𝑀 to 𝐸 and delete the
message from its own buffer. Otherwise, 𝐶 will not
forward message𝑀.

(5) Repeat Step (4) on 𝐸 and the following relay nodes
until𝑀 is delivered to destination 𝐷 or deleted from
the message buffer due to 𝑇𝑇𝐿 or buffer overflow.

Comparedwith Spray andWait, the advantages of SSF can
be concluded as follows.

(1) As is well known, the friend circle of people in
the same community largely overlaps. Similarly, the
encounters of nodes located in the same geocommu-
nity also largely overlap during a period of time; Spray
and Wait makes node continuously spray message
copies to its encounter nodes without selection which
makes its Spray phase inefficient. Given that nodes
with large social range will have a big chance to carry
message to different communities, SSF will select the

Table 1: Simulation parameters.

Parameter Value
Transmit speed 250 kBps
Transmit range 5m
Buffer size 5MB
Node mobile speed 0.5m–1m
Wait time 10 s–30 s
Message TTL ∞

Message size 50 kB–100 kB
Cluster range 40m
Number of message copies 4
Spray mode Nonbinary

nodes whose social range is larger as message carrier
in Spray phase which can avoid invalid spray to some
extent.

(2) In Forward phase, SSF chooses nodes that have
a better social frequency with destination to forward
message, so it can achieve rapid delivery and avoid the
weakness of Spray andWait in which message carrier
will wait to encounter destination to deliverymessage.

4. Simulation and Evaluation

4.1. Simulation Scenarios and Parameter Settings. Simulation
is made on ONE1.4.1 [13] which is a typical simulation
platform for DTN (Delay and Tolerant Network).There are 6
geocommunities in this simulation, and nodes move among
these communities.The activity area of some nodes is limited;
they can only access few communities and even move in a
single community. For other nodes, their activity areas can
be very wide; they can access more communities. The above
activity patterns are also common in human real social life.
Moreover, the geocommunity in this paper refers to some
small venues like a lab, a students’ dormitory, or a classroom
in school, rather than some wide areas like an overall
campus and its public areas. Nodes move according to Custer
movement model within a community and move according
toMapRoutemovementmodel among communities. Related
simulation parameters are shown in Table 1.

4.2. Simulation Results and Analysis

4.2.1. Performance of Each Protocol under Varying Simulation
Time. In our experiment, there are two message generat-
ing events, one generates a message every 5min and the
other generates a message every 10min. Figure 2 shows that,
compared with the other three forwarding algorithms, SSF
achieves the highest delivery ratio all the time. As is well
known, the rational usage of multicopy mechanism can help
to improve the delivery ratio; SSF not only uses multicopy
mechanism but also makes better use of nodes social features
inmessage transmission, whichmakes its delivery ratiomuch
higher than the other schemes. FC is one kind of single-
copy forwarding schemes, but it forwards message to all the
nodes which have not ever carried the message; thus, it can
makemessage go through almost all of the nodes;meanwhile,
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Figure 3: Overhead ratio versus simulation time.

because of the unlimited message 𝑇𝑇𝐿, it can also achieve
high delivery ratio. For epidemic, because node forwards
message in a flooding way, the delivery ratio will be very
low when message buffer is limited. Although Spray and
Wait limits the number of message copies in the network, its
blind spray and passive waiting for destination node make its
performance on delivery ratio low.

We also compared overhead ratio in Figure 3. It shows
that, under the default settings, the overhead ratio of SSF
is the lowest besides Spray and Wait. Because the message
forwarding opportunity is very small in Wait phase, the
overhead ratio of Spray and Wait is lower than that of SSF.
Compared with the above two algorithms, FC uses a single-
copy mechanism to forward data, but it enables messages to
traverse most of the nodes, so its overhead ratio is higher

0

2000

4000

6000

8000

10000

12000

1 2 3 4 5
Simulation time (day)

snw Epidemic
FC ssnf

La
te

nc
y

av
g.

Figure 4: Average latency versus simulation time.

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

1 2 3 4 5
Message generation interval

snw
Epidemic

FC
ssnf

D
el

iv
er

y
ra

tio

Figure 5: Delivery ratio versus message generation interval.

than the above two algorithms. Due to its flooding strategy,
epidemic has the highest overhead ratio.

In addition, we also observed the average latency of
every algorithm over time. Message delivery delay includes
queuing scheduling delay, sending delay, and transmission
delay. Figure 4 shows that the performance of SSF on average
latency is the best, that is, because of its wise usage of nodes
sociability on message forwarding.

4.2.2. Performance of Each Protocol under Varying Message
Generation Interval. In this experiment, the simulation time
is set as 2 days.

In Figure 5, we can see that the delivery ratio of SSF is
always the highest when themessage generation rate changes.
Except for Spray andWait, the delivery ratio of each protocol
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Figure 6: Overhead ratio versus message generation interval.
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Figure 7: Average latency versus message generation interval.

increases as themessage generation interval rises. It is because
that the more available buffer there is in the network, the
fewermessages are dropped. In Spray andWait, there are only
fewmessages that can be forwarded, so its delivery ratio keeps
stable and low.

From Figure 6, we can clearly observe that the overhead
ratio of epidemic is also the heaviest. Spray andWait has very
low overhead ratio that is also because of its slim message
forwarding opportunity. Although FC is one kind of single-
copy forwarding schemes, it can forward more messages
when the message 𝑇𝑇𝐿 is unlimited, so its overhead ratio is
higher than that of SSF. SSF can deliver more messages than
Spray and Wait, so its overhead ratio is higher than that of
Spray and Wait.

We also plot out the average latency of each protocol
in Figure 7. It shows that the average latency of FC and

SSF changes significantly as the message generation interval
changes while Spray and Wait and epidemic keep stable. In
general, the average latency of SSF is lower than epidemic and
FC.

5. Conclusion

Aiming to improve the message delivery ratio and reduce
the latency, this paper proposes a sociability-based Spray
and Forward scheme for data transmission based on the
node’s social characteristics. First, we analyze the node’s
social characteristics in opportunistic social network and
by applying them to improve Spray and Wait propose SSF.
Experimental results show that SSF can significantly increase
the message delivery ratio and reduce the delivery latency.
However, this paper uses a relatively simple approach to
analyze node’s social characteristics; in the future, we can
deeply study node’s social characteristics and further improve
SSF to make it more practical and intelligent.
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Hyperspectral imaging sensor becomes increasingly important in multisensor collaborative observation. The spectral mixture
problem seriously influences the efficiency of hyperspectral data exploitation, and endmember extraction is one of the key issues.
Due to the high computational cost of algorithm and massive quantity of the hyperspectral sensor data, high-performance
computing is extremely demanded for those scenarios requiring real-time response. Amethod of parallel optimization for the well-
known N-FINDR algorithm on graphics processing units (NFINDR-GPU) is proposed to realize fast endmember extraction for
massive hyperspectral sensor data in this paper.The implements of the proposedmethod are described and evaluated using compute
unified device architecture (CUDA) based on NVIDA Quadra 600 and Telsa C2050. Experimental results show the effectiveness
of NFINDR-GPU. The parallel algorithm is stable for different image sizes, and the average speedup is over thirty times on Telsa
C2050, which satisfies the real-time processing requirements.

1. Introduction

Multisensor image data fusion in remote sensing is a kind
of collaborative image processing technology for sensor net-
works, which utilize the consistency and complementarity
of different sensors’ image data to assess accurately [1].
Hyperspectral imaging sensor becomes increasingly impor-
tant in multisensor collaborative observation. There are tens
or hundreds of contiguous bands of high spectral resolution
in hyperspectral image, covering the visible, near-infrared,
and shortwave infrared spectral bands [2]. It can get the
spectral signatures and enable identification of the materials
that make up a scanned target, which greatly improve the
ability of target recognition and detection in sensor net-
works.

Spatial resolution of hyperspectral sensor data is often
relative low to meters or tens of meters, and several different
materials jointly occupy a single pixel. Therefore, most of
the pixels of hyperspectral data, which called mixed pixels,
contain more than one material (called endmember) [3].
The mixture problem will seriously influence the efficiency
of hyperspectral data exploitation.Many researchers focus on

the study of hyperspectral unmixing. Endmember extraction
is one of the key issues.Many algorithms have been developed
to solve this issue, and the N-FINDR [4] is one of the
most widely used methods for automatically determining
endmembers in hyperspectral data without using a priori
information, which has been successfully applied for over ten
years.

There are two factors which cause the limitation of N-
FINDR’s applications in multisensor collaborative observa-
tion. First, it is quite expensive in computational terms due to
the high algorithm complexity. Second, the quantity of hyper-
spectral sensor data is massive due to the extremely high
dimensionality of hyperspectral data cube. For example, the
airborne visible-infrared imaging spectrometer (AVIRIS) is
able to record the visible and near-infrared spectrum (wave-
length region 400–2500 nm) of reflected light in an area, 2–
12 km wide and several kilometers long, using 224 spectral
bands. The resulting multidimensional data cube typically
comprises several GBs per flight [5]. High-performance com-
puting is extremely demanded for those scenarios requiring
real-time response, such as military detection, monitoring of
chemical contamination, and wildfire tracking.
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Several parallel computing technologies, like supercom-
puters, clusters, distributed computing, multicore CPUs,
field-programmable gate arrays (FPGAs), and graphics pro-
cessing units (GPUs), are used to accelerate hyperspectral
data processing algorithms [6, 7]. GPUs are quickly evolving
as a standardized architecture in hyperspectral processing
due to their compactness, low cost, portability, low weight,
and high computational power [8]. Wu et al. [9] presented
an improved GPU implementation of the PPI algorithm
which provides real-time performance. Plaza et al. [10] devel-
oped three new GPU-based implementations of endmember
extraction algorithms: the pixel purity index (PPI), a kernel
version of the PPI (KPPI), and the automatic morpholog-
ical endmember extraction (AMEE) algorithm, and they
provided a GPU-based implementation of the fully con-
strained linear spectral unmixing algorithm. Barberis et al.
[6] proposed a new parallel implementation of the vertex
component analysis (VCA) algorithm for spectral unmixing
of remotely sensed hyperspectral data on commodity GPUs.
Although there are several parallel implements of the N-
FINDR algorithm existing in literature [5, 11–13], the speedup
of them is less than 30 times, which cannot meet the
requirements of real-time applications well.

In this paper, we propose a method of parallel optimiza-
tion for N-FINDR on graphics processing units (NFINDR-
GPU) to realize real-time endmember extraction for massive
hyperspectral sensor data. The implements of the proposed
methods using compute unified device architecture (CUDA)
are described and evaluated. The computation time of the
parallel implementation on GPUs is compared with the serial
implementation on central processing units (CPUs).

2. Endmember Extraction for
Hyperspectral Sensor Data

There are two models to unmix the hyperspectral sensor
data, named linear and nonlinear. The linear mixture model
identifies a collection of spectrally pure constituent spectra
(endmembers) and expresses the measured spectrum of each
mixed pixel as a linear combination of endmembers weighted
by fractional abundances that indicate the proportion of each
endmember present in the pixel [3]. It assumes minimal
secondary reflections and multiple scattering effects in the
data collection procedure, and hence the measured spectra
can be expressed as a linear combination of the spectral
signatures of materials present in the mixed pixel. The linear
mixture model is formulated as follows:

𝑦 = 𝑀𝛼 + 𝑛, (1)

where 𝑦 denotes a 𝐿-by-1 spectrum vector of one pixel of the
observed hyperspectral data; 𝐿 denotes the number of bands,
𝑀 = [𝑚

1
, 𝑚
2
, . . . , 𝑚

𝑞
] denotes a 𝐿-by-𝑞 mixing matrix with

endmembers as columns and is usually of full column rank,
𝑞 denotes the number of endmembers; 𝛼 = [𝛼

1
, 𝛼
2
, . . . , 𝛼

𝑞
]
𝑇

denotes a 𝑞-by-1 vector containing the respective fractional
abundances of the endmembers, 𝛼

𝑘
is the abundance fraction

of the 𝑘th endmember, with 𝑘 = 1, 2, . . . , 𝑞, and the notation
(⋅)
𝑇 stands for vector transposed; 𝑛 denotes an additive 𝐿-by-1

noise vector collecting the errors affecting the measurements
of the pixel at each spectral band. Endmember extraction of
hyperspectral data aims at obtaining a good estimation of the
mixing matrix𝑀.

Several methods have been used to perform endmem-
ber extraction, including geometrical, statistical, and sparse
regression-based approaches [3]. A successful and widely
used algorithm in the first category has been the N-FINDR.

N-FINDR algorithm is an iterative optimization proce-
dure that maximizes the volume of a simplex containing all
hyperspectral image pixels in feature space and automatically
extracts the endmembers in the hyperspectral scene [4]. It
relies on the assumption that, when the noise vector 𝑛 is
negligible, all the spectrum vectors of hyperspectral pixels
are contained in a convex set (named simplex) of high-
dimensional space, and the endmembers are vertices of the
simplex. Thus, the problem of endmember extraction is
transformed to solving the vertices of the simplex.

The N-FINDR looks for the set of pixels with the largest
possible volume by inflating a simplex inside the data. The
mathematical definition of the volume 𝑉 of a simplex is
formulated as

𝑉 (𝐸) =

1

(𝑛 − 1)!

abs (|𝐸|) , (2)

where 𝐸 is the matrix of endmembers augmented with a row
of ones, 𝐸 = [ 1𝑒

1

1

𝑒
2

⋅⋅⋅

⋅⋅⋅
1

𝑒
𝑛

]; 𝑒
𝑖
is a column vector containing

the spectra of endmember 𝑖; abs(𝑥) is the absolute value of 𝑥;
| ⋅ | denotes the determinant of matrix; (𝑛 − 1) is the number
of dimensions occupied by the data.

The determinant is only defined in the case where the
number of features is 𝑞 − 1; 𝑞 is the number of desired
endmembers. Since 𝑛 ≫ 𝑝 typically in hyperspectral data,
we adopt principal component analysis (PCA) to reduce the
dimensionality of the input hyperspectral data [5] and use
the virtual dimensionality (VD) method [14] to estimate the
number of endmembers, for the preprocessing of N-FINDR.
After the preprocessing, the standard N-FINDR algorithm
can be summarized as in Algorithm 1.

3. Fast Endmember Extraction Based on GPUs

It could be noted that there are three factors which lead to
high computational overhead of the N-FINDR algorithm.
Firstly, the algorithm is an iterative procedure, and every pixel
in the data set must be evaluated to refine the estimate of
endmembers, looking for the set of pixels that maximizes the
volume of the simplex defined by the selected endmembers
[5]. Secondly, in step (4), the computation is done for every
single element in the input data set, and the replacement step
is repeated for all the pixel vectors in the dataset. Thirdly, in
step (3), the calculation of the determinants is particularly
time consuming.

Aiming at solving these problems, the endmember
extraction based on N-FINDR is optimized using compute
unified device architecture (CUDA) on GPUs as shown in
Algorithm 2.

The NFINDR-GPU is graphically illustrated by a flow-
chart in Figure 1.
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(1) Randomly initialize the set of 𝑞 endmembers 𝐸(0) from the dimensionality reduced
hyperspectral data. 𝐸(0) = {𝑒

1

(0)
, 𝑒
2

(0)
, . . . , 𝑒

𝑞

(0)
}, and 𝑘 = 0;

(2) repeat
(3) Calculate the volume of the current endmember set 𝐸(𝑘)
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);

(4) For every pixel spectrum vector 𝑥
𝑖
(1 ≤ 𝑖 ≤ 𝑛, 𝑛 is the number of pixels) in the

dimensionality reduced data set, test this pixel in all the 𝑞 endmember positions
in the 𝐸(𝑘) set and recalculate the volume 𝑉(𝐸(𝑘));

(5) If the new volume is larger than the previous one, then update the 𝐸(𝑘) set to
𝐸
(𝑘+1), and 𝑘 = 𝑘 + 1, then go to step (3). If the new volume is not larger than the

previous one, then no replacement is required;
(6) until the endmember set converges and no new replacement takes place.

Algorithm 1: N-FINDR.

(1) Randomly initialize the set of 𝑞 endmembers 𝐸(0) from the dimensionality reduced
hyperspectral data. Set 𝐸(0) = {𝑒

1

(0)
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, . . . , 𝑒
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}, and 𝑘 = 0;

(2) Calculate the volume of the endmember set 𝐸(0)
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);

(3) repeat
(4) Transmit the data set and the set of 𝑞 endmembers 𝐸(𝑘) to the global memory of GPU;
(5) Calculation and Replacement: create 𝑛 threads (𝑛 is the number of pixels in data set),

each thread test a pixel in all the 𝑞 endmember positions in the 𝐸(𝑘) and recalculate the
volume 𝑉(𝐸(𝑘)). Details of this step are listed below:
(5.1) set 𝑖 = 1;
(5.2) repeat
(5.3) Create 𝑛 threads for all the pixels;
(5.4) Each thread reads 𝐸(𝑘) from the global memory of GPU to their own registers

respectively, and replace 𝑒
𝑖

(𝑘) in 𝐸(𝑘) with the corresponding pixel vector of
the thread (GPU Kernel);

(5.5) Calculate the volume of the current endmember set 𝐸(𝑘), and store
𝑉(𝐸
(𝑘)
) in the global memory (GPU Kernel);

(5.6) copy the volumes of all threads to internal memory, and find out the largest
volume 𝑉max(𝐸

(𝑘)
);

(5.7) if 𝑉max(𝐸
(𝑘)
) > 𝑉(𝐸

(𝑘)
), update 𝑘 = 𝑘 + 1, 𝑉(𝐸(𝑘)) = 𝑉max(𝐸

(𝑘)
), and 𝐸(𝑘) = 𝐸(𝑘);

(5.8) 𝑖 = 𝑖 + 1;
(5.9) until 𝑖 = 𝑞;

(6) until the endmember set converges and no new replacement takes place.

Algorithm 2: Fast endmember extraction based on N-FINDR on GPUs (NFINDR-GPU).

4. Experiment

A well-known real hyperspectral scene labeled as
f970619t01p02 r02, collected by the airborne visible infrared
imaging spectrometer (AVIRIS) over the Cuprite mining
district in Nevada [15], is used to evaluate the performance
of NFINDR-GPU. In order to test the performance of the
algorithm on different magnitude, the portions used in
experiments correspond to 5 subsets of the scene, including a
250 × 191-pixel subset, a 300 × 300-pixel subset, a 350 × 350-
pixel subset (see Figure 2), a 512× 614-pixel subset, and a 2206
× 614-pixel subset. The scene comprises 224 spectral bands
between 0.4 and 2.5 𝜇m, with nominal spectral resolution of

10 nm. Prior to the analysis, bands 1–3, 105–115, 150–170, and
221–224 were removed due to water absorption and low SNR
in those bands. The site is well understood mineralogically
and has several exposed minerals of interest including alu-
nite, buddingtonite, calcite, kaolinite, and muscovite [5].
Reference ground signatures of the above minerals are avail-
able in the form of a U.S. geological survey library (USGS)
[16]. The number of endmember 𝑞 was estimated to be 16
after calculating the VD of the AVIRIS Cuprite data.

The GPU platforms used to test our parallel algorithm
are the NVidia Quadra 600 and Tesla C2050. The former
features 96 processor cores, total dedicated memory of 1 GB,
and memory bandwidth of 25.6GB/s. The latter features



4 International Journal of Distributed Sensor Networks

Randomly initialize the set of q
endmembers E(0) , set k = 0

Calculate the volume of E(0)

Create n threads

1 2 · · ·3 4 5 n

Each thread tests a pixel
in all the q endmember

positions in the E(k)

and recalculates the
volume (GPU Kernel)

Set i = 1

Vmax (E
(k)) > V(E(k))

k = k + 1, V(E(k)) = Vmax (E
(k)), E(k) = E(k)

i == q

Yes

Yes

Yes

No

No

No

E(k) converges and no new
replacement takes place

Get the
endmember set

Transmit the data set and E(k) to the global
memory of GPU

Find out the largest volume Vmax (E
(k))

i = i + 1

Figure 1: Flowchart of NFINDR-GPU.

448 processor cores operating at 1.15 GHz, with single pre-
cision floating point performance of 1030 Gflops, double
precision floating point performance of 515 Gflops, total
dedicated memory of 3GB, 1.5 GHz memory (with 384-
bit GDDR5 interface), and memory bandwidth of 144GB/s.
Both of the GPUs are connected to an Intel Xeon E5603
CPU at 1.6GHz with 4 cores, with 8GB RAM. The tests
were performed on 64 b Microsoft Windows 7 operating
system.

In order to achieve a fair benchmark in terms of execution
time with respect to the GPU version, we firstly realize a
𝐶 serial implementation of the N-FINDR algorithm as a
basis for the subsequent parallel implementation. The serial

algorithm is executed in one of the available CPU cores,
and the parallel time is measured in the considered GPU
platform. For each test, 60 runs are performed and the mean
values are reported. The experimental results indicate that
the endmember extraction results of both parallel and serial
versions of N-FINDR correspond to the published ground
truth very well. While using the same initialization endmem-
ber set 𝐸(0), the serial and parallel algorithms reach the same
maximum volume with the same iteration times. The main
difference between them is the time they need to complete
their calculations. The average run time per iteration and
the speedup of the serial and parallel implementations are
summarized in Table 1 and Figure 3.
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Figure 2: A 350 × 350-pixel subset of the AVIRIS Cuprite scene.
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Figure 3: The average speedup of the parallel implementations of N-FINDR.

Table 1: Average run time and speedup of the serial and parallel implementations of N-FINDR.

Data: f970619t01p02 r02 sc04.rfl

Data size Serial Parallel Quadro600 Parallel TeslaC2050
Time (sec) Time (sec) Speedup (X) Time (sec) Speedup (X)

250 × 191 21.184 2.732 7.75 0.675 31.38
300 × 300 39.735 5.124 7.75 1.245 31.92
350 × 350 54.229 6.969 7.78 1.698 31.94
512 × 614 138.152 17.827 7.75 4.308 32.07
2206 × 614 596.901 76.735 7.78 18.572 32.14
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We can conclude that the parallel implementations are
stable for different image sizes, even for the big size of 2206 ×
614 pixels, and NFINDR-GPU on Tesla C2050 achieved a
significant speedup of greater than 30 times with regard to
the CPU-based serial version of the N-FINDR algorithm.
The proposed method shows better performance than the
methods proposed in the existing literature. As [9] reports,
while the AVIRIS scanning rate is 12Hz, more recent satellite
hyperspectral sensors such as Hyperion feature 220Hz cross-
line scanning rates, which means that a hyperspectral sensor
data like the AVIRIS Cuprite scene (a typical AVIRIS data
cube with 614 × 512 pixels and 224 spectral bands) could
be collected in about 5 s. The achieved processing time
on the considered GPU architecture satisfies the real-time
processing requirements.

5. Conclusions

Hyperspectral sensor can get the spectral signatures and
enable identification of the materials that make up a scanned
target, which will greatly improve the ability of target detec-
tion and recognition in sensor networks. Endmember extrac-
tion is one of the key issues for hyperspectral application in
multisensor collaborative observation.

The N-FINDR is one of the most widely used and
successfully applied methods for endmember extraction. But
it suffers from long execution time due to its high algorithm
complexity and the massive quantity of hyperspectral sensor
data. High-performance computing is extremely demanded
for those scenarios requiring real-time response, such as
military detection, monitoring of chemical contamination,
and wildfire tracking.

Improved parallel optimization of N-FINDR using the
compute device unified architecture (CUDA) on GPUs
(NFINDR-GPU) is proposed for fast endmember extraction
of hyperspectral sensor data. The algorithm is implemented
on both NVIDIA Quadra 600 and Telsa C2050, achieving
significant improvements when compared with the previous
GPU-based implementations of N-FINDR. Experimental
results, based on the hyperspectral data collected by AVIRIS
hyperspectral imaging sensor, show the effectiveness of
NFINDR-GPU. The parallel implementation is stable for
different image sizes, and theNFINDR-GPUonNVIDATesla
C2050 achieved a significant speedup of greater than 30 times
with regard to the CPU-based serial version of N-FINDR,
which satisfies the real-time processing requirements. Future
work will focus on the comparison with other parallel
methods.
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The wisdom tourism is an important application of internet of things industry, and many cities in China have paid attention to
the development of wisdom tourism, such as the national historic city of Zhenjiang. How to take advantage of the cooperation
among sensor nodes to obtain the panoramic information of scenic spots is a challenging issue for the wisdom tourism. However,
the existing image mosaic algorithms are not suitable for wireless multimedia sensor networks (WMSNs) due to the resource-
constrained multimedia sensor nodes, such as energy, computing, and storage space. And hence an image mosaic algorithm based
on phase correlation and weighted average (IMBPW) is proposed in this paper. The IMBPW algorithm uses the phase correlation
based on Fourier transform to achieve the registration of translation, rotation, and scaling images. After the image registration, the
adaptive weighted average algorithm is proposed to do the image fusion. The simulation experiments show that compared with
homogeneous algorithms, the IMBPW algorithm has higher real-time and fast convergence speed. Furthermore, the simulation
results also show that the proposed algorithm can improve the accuracy of image registration, reduce the complexity of the image
mosaic, and prolong the network lifetime while providing better image quality.

1. Introduction

In 2010, the national historic city of Zhenjiang firstly put
forward the concept of wisdom tourism.Thewisdom tourism
makes comprehensive use of the cloud computing, the Inter-
net of Things [1], and other wireless broadband communi-
cation technologies, and it can provide the abundant scenic
spots information for tourists at anytime and anyplace. The
government has already deployed lots of wireless multimedia
sensors at each scenic spot of Zhenjiang city, and then the
engineers use image mosaic technology to put the local
images together to form the panoramic image of scenic spots.
The image mosaic technology for wireless multimedia sensor
networks (WMSNs) [2, 3] has played an important role in
panorama images processing for the scenic spots however,
most of the existing image mosaic schemes are not suitable
for WMSNs. Hence, it is necessary to study this technology.

WMSNs are a network of spatially distributed smart cam-
era sensors capable of processing and fusing images of a scene
from a variety of viewpoints into some form more useful
than the individual images. InWMSNs, the sensors are small

and have limited resources, such as computing, transmis-
sion bandwidth, and power resources. However, multimedia
applications require higher bandwidth, greater information
processing capabilities, and higher energy consumption. And
hence, a good image mosaic algorithm design for WMSNs
has to take into consideration the tradeoff between the
complexity and the accuracy of the image mosaic.

This paper proposes an image mosaic algorithm based
on phase correlation and weighted average (IMBPW). The
IMBPW algorithm runs on the top of a structured network.
The advantage of the structured network is that fewer nodes
may be deployed with lower network maintenance and
management overhead. The IMBPW algorithm firstly uses
the phase correlation based on Fourier transform to achieve
the registration of translation, rotation, and scaling images.
After the image registration, the adaptive weighted average
algorithm is proposed to fulfill the task of image fusion.
The IMBPW algorithm is implemented on the platform of
CMUcamcamera sensors.The experimental results show that
the proposed algorithm can achieve the tradeoff between
the image mosaic convergence speed and the quality of
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Table 1: Advantages and disadvantages of image registration methods.

Types Advantages Disadvantages

Gray matching [4] Simple to understand, easy to implement
Weak registration accuracy, excessive
dependence on the gray value, large
computation

Feature matching [3, 5–10] Medium registration accuracy and wide scope
of applications

Excessive dependence on feature
extraction, and prone to mismatch

Frequency matching [11, 12] High registration accuracy, independency of
other system, and strong anti-interference

The extra overhead incurred by the
coordinate transformation

Image Image Transformation
model

Unified
coordinate

transformation

Image 
fusionregistrationpreprocessing

Figure 1: Image mosaic process.

image. Moreover, the IMBPW algorithm has a positive effect
on controlling the energy consumption of networks and
prolonging the network lifetime.

The rest of the paper is organized as follows: Section 2
introduces an overview of existing related works andmotiva-
tion. Section 3 presents the image mosaic algorithm based on
phase correlation and weighted average. Section 4 provides
the experimental simulation and analysis. Finally, Section 5
concludes the paper.

2. Related Works and Motivation

Image mosaic is a technology which combines two or more
partial images into a large seamless high-resolution image. It
is usually made up of five steps, such as image preprocess-
ing, image registration, the establishment of transformation
model, unified coordinate transformation and image fusion.
Among these steps, both the image registration and image
fusion are two key issues. Figure 1 shows the process of image
mosaic.

2.1. Image Registration. Image registration is the process
of transforming different sets of data into one coordinate
system, and the data sets are fromdifferentmultimedia sensor
nodes. Registration is necessary to integrate the data obtained
from different sensors.

The image registration algorithms can be classified into
three categories.

(1) Gray information-based image registration: gray
information-based image registration is a kind of
mathematical analysis methods, which includes the
crosscorrelation method (also known as template
matching), the sequential similarity detection
method and the mutual information method. The
gray level is referred to as the brightness of pixels.This
method does not require complex pre-processing, but

use the statistics of the gray information of images to
measure the similarity between two images. Its main
characteristic is simple; however, it has the narrow
scope of applications, and it cannot be directly used
to correct the nonlinear distortion of the images.
Moreover, it needs a mount of computation [4].

(2) Feature-based image registration: feature-based
image registration method requires image preproc-
essing, such as the image segmentation and the
image feature extraction, and then uses the extracted
features to complete the match between the two
images [3]. At present, there are many image features,
that results in a variety of feature-based approaches,
including the edge point extraction methods, such
as LOG operator, Canny operator, and wavelet
transform- based algorithm, and the corner detection
methods, such as SUSAN corner detection, Harris
corner detection and other methods [5–10].

(3) Frequency domain-based image registration [11]: the
most common image registration based on the fre-
quency domain is the phase correlation algorithm
[12]. According to the phase information of images,
the phase correlation algorithm can calculate the
cross power spectrum of two images and then get the
impulse function by inversing Fourier transform. It is
worth to note that the Cartesian coordinate needs to
be transformed into the log-polar coordinate for the
scaling and rotation transformation images.

The advantages and disadvantages of the three types of
image registration methods are analyzed in Table 1.

2.2. Image Fusion. Multisensor image fusion is the process
of combining relevant information from two or more images
into a single panoramic image. The panoramic image will
show more informative than any other partial images. Image
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Table 2: Advantages and disadvantages of image fusion algorithms.

Types Advantages Disadvantages

Median filtering [13]
Simple operation, fast running speed, and
preserving the edges while removing
noise

The weak quality of the image fusion

Wavelet transform [14, 15] High-quality fused image Complex, large amounts of calculation,
and lack of real time

Weighted average [16, 17] Simple operation, fast running speed, and
improving the SNR of fused images Making the edges and contours blurry

fusion methods can be broadly classified into three classes,
such as the median filtering method, the wavelet transform
method and the weighted average method.

(1) Median filtering method [13]: the median filter is a
nonlinear digital filtering technique, often used to
remove noise. Median filtering is also widely used in
digital image processing because it still can preserve
edges while removing noise. The principle of the
median filter is described as below. Firstly, a filter
window is set. Next, the filter window is moved
until all pixel points in the image are traversed. If
the gray value of a pixel is very different from that
of the adjacent pixels, the pixel is replaced by the
average gray value of the surrounding pixels. The
advantage of the median filter method is the simple
numerical operation and fast running speed, and its
disadvantage is the weak quality of the image fusion.

(2) Wavelet transformmethod [14, 15]: wavelet transform
is a time-frequency localization method in which the
size of its window is fixed, but its shape is variable.
The continuous wavelet transform of square integral
function 𝑓(𝑡) ∈ 𝐿2(𝑅) is defined as

WT
𝑓 (
𝑎, 𝑏) =

1

√|𝑎|

∫

∞

−∞

𝑓 (𝑡) 𝜓
∗
(

𝑡 − 𝑏

𝑎

)𝑑𝑡, 𝑎 ̸= 0,

(1)

where 𝜓
𝑎,𝑏
(𝑡) = (1/√|𝑎|)𝜓

∗
((𝑡 − 𝑏)/𝑎) is the wavelet

generated by the mother wavelet, 𝑎 denotes the scale
parameter, and 𝑏 denotes the translation parameter.
This image fusion algorithm based on 2D wavelet
transform firstly decomposes the image into low pass
in horizontal and low pass in vertical (LL), high
pass in horizontal and low pass in vertical (HL),
low pass in horizontal and high pass in vertical
(LH) and high pass in horizontal and high pass in
vertical (HH) bands.The resolution of image becomes
half of the original image. The wavelet transform
is further applied in the temporal domain in the
LL band only. The resolution of image becomes a
quarter of the original image. The decomposition
coefficients after decomposition are processed to
highlight the contours of the image and weaken its
details. Image fusion coefficient is worked out by
adding the decomposition coefficients of each layer in
wavelet transform region. Finally, we can reconstruct
the fusion coefficient to get the image mosaic.

(3) Weighted average method [16, 17]: the weighted aver-
age fusion algorithm firstly calculates the weights of
images and then superimposes the images through
algebra and linear mathematical operation. The
method is easy implemented and has fast convergence
speed. Furthermore, it can efficiently fuse the images
under different illuminations and improve the signal-
to-noise ratio (SNR) of image fusion.

The advantages and disadvantages of the image fusion
methods mentioned above are analyzed in Table 2. In con-
clusion, we make a decision to use the phase correlation and
the weighted average methods to achieve the image mosaic
for WMSNs.

3. Image Mosaic Algorithm Based on Phase
Correlation and Weighted Average

3.1. NetworkArchitecture. Wedivide the network into uneven
clusters using our proposed protocol, called UCBCPNS
[18], where each cluster is deployed with heterogeneous
sensors (camera, audio, and scalar sensors) that communicate
directly in a certain schedule with a cluster head and relay
their sensed data and images to it. Moreover, these hetero-
geneous sensor nodes have the same radio interface and
propagation range. A cluster head has more resources, and
it is able to perform intensive and complex data processing.
These powerful nodes and cluster heads are nonuniformly
deployed in the network, and they are wirelessly connected
with the base station either directly (in case of 1st-level cluster
heads) or through other cluster heads in multihopmode.The
graphical depiction of the nonuniform clustering network
architecture is shown in Figure 2. Our algorithm runs on the
top of the nonuniform clustering network topology.

3.2. Image Registration Based on Phase Correlation. Fre-
quency-domainmethods find the transformation parameters
for registration of the images while working in the transform
domain. Such methods work for simple transformations,
such as translation, rotation, and scaling. Applying the phase
correlation method to a pair of images produces a third
image which contains a single peak. The location of this
peak corresponds to the relative translation between the
images. Unlike many spatial-domain algorithms, the phase
correlation method is resilient to noise, occlusions, and other
defects typical ofmedical or satellite images. Additionally, the
phase correlation uses the fast Fourier transform to compute
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the cross-correlation between the two images, generally
resulting in large performance gains.

There are two types of registration of images. One is
the registration of images only with translation transform
which is shown in Section 3.2.1. The other is the registration
of images with translation, rotation, and scaling transforms
which is shown in Section 3.2.2. Their processing procedure
is depicted in Figure 3, where the blue solid line indicates the
procedure of Section 3.2.1, and the red solid line indicates the
procedure of Section 3.2.2.

3.2.1. Registration of Images with Translation Transform.
The phase correlation with translation transform method
depends on the translation property of the Fourier transform,
namely, the Fourier shift theorem, which is shown in (2).The
shift theorem can guarantee that the phase of cross-power

spectrum is equivalent to the phase difference between the
images. Consider

𝑓 (𝑥 − 𝑥
0
, 𝑦 − 𝑦

0
) ≡ 𝐹 (𝜇, ]) exp [−𝑗2𝜋 (𝜇𝑥

0
+ ]𝑦
0
)] .

(2)

The images registration with translation transforms is
described as below.

Let 𝑓
1
and 𝑓

2
be the two images that differ only by a

displacement (𝑥
0
, 𝑦
0
), which is shown as

𝑓
2
(𝑥, 𝑦) = 𝑓

1
(𝑥 − 𝑥

0
, 𝑦 − 𝑦

0
) . (3)

Their corresponding Fourier transforms 𝐹
1
and 𝐹
2
will be

related by

𝐹
2
(𝜇, ]) = 𝑒−𝑗2𝜋(𝜇𝑥0+]𝑦0)𝐹

1
(𝜇, ]) . (4)

The correlation between the images is calculated by the
inner product of Fourier spectrum instead of the convolution
due to the large amount calculation of convolution. Then the
cross-power spectrum of two images 𝑓

1
and 𝑓

2
with Fourier

transforms 𝐹
1
and 𝐹

2
is defined as

𝐹
1
(𝜇, ]) 𝐹∗

2
(𝜇, ])





𝐹
1
(𝜇, ]) 𝐹∗

2
(𝜇, ])



= 𝑒
−𝑗2𝜋(𝜇𝑥

0
+]𝑦
0
)
, (5)

where 𝐹∗
2
(𝜇, ]) is the complex conjugate of 𝐹

2
. By taking

inverse Fourier transform of (5) in the frequency domain,
we can get a impulse function which is shown in (6). It is
approximately zero everywhere except at the displacement
that is needed to optimally register the two images. And
hence, we can use a way of solving the location of the
maximum of impulse function to determine the translation
parameters (𝑥

0
, 𝑦
0
) between image𝑓

1
and image𝑓

2
. Consider

𝛿 (𝑥 − 𝑥
0
, 𝑦 − 𝑦

0
) = 𝐹
−1
[

𝐹
1
(𝜇, ]) 𝐹∗

2
(𝜇, ])





𝐹
1
(𝜇, ]) 𝐹∗

2
(𝜇, ])



] . (6)
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The specific solving steps are described as follows:

(1) input two images 𝑓
1
and 𝑓

2
which have the same

dimensions, such as𝑀 × 𝑀. If the images are color
images, we have to turn them into 2D gray images;

(2) use the two-dimensional fast Fourier transform (FFT)
on the two images to get 𝐹

1
and 𝐹

2
;

(3) use (5) to compute the cross-power spectrum to get
the phase difference matrix;

(4) the impulse function is obtained by taking the inverse
FFT of the phase difference matrix, and then the
displacement (𝑥

0
, 𝑦
0
) can be solved by (6).

3.2.2. Registration of Images with Translation, Rotation, and
Scaling Transforms. The phase correlation with translation
transform can accurately detect the displacement between
images, but it is very sensitive to rotation and scaling
transform. And hence, we have to use an improved image
registration algorithm to deal with the registration of images
with rotation and scaling transforms. The principle of the
improved image registration scheme can be described as
below.

We firstly combine the log polar with the phase correla-
tion. And then according to the distance invariance and angle
invariance in log-polar transformation, the image rotation
and scaling transforms are converted into the translation of
amplitude spectrum in log-polar coordinate system. Let us
elaborate the scheme by the formal method as below.

If 𝑓
2
(𝑥, 𝑦) is a translated, scaled, and rotated replica of

𝑓
1
(𝑥, 𝑦) with translation (𝑥

0
, 𝑦
0
), scale factor 𝑎, and rotation

𝜃
0
, then we can get (7)

𝑓
2
(𝑥, 𝑦) = 𝑓

1
(𝑥, 𝑦) [

1

𝛼

(

cos 𝜃
0

sin 𝜃
0

− sin 𝜃
0
cos 𝜃
0

)(

𝑥

𝑦
) − (

𝑥
0

𝑦
0

)] .

(7)

According to the Fourier translation property and the
Fourier rotation property, transforms of 𝑓

1
and 𝑓

2
in (7) are

related by (8)

𝐹
2
(𝜇, ]) = 𝛼2𝐹

1
[𝛼 (𝜇]) (

cos 𝜃
0
− sin 𝜃

0

sin 𝜃
0

cos 𝜃
0

)]

× 𝑒
−𝑗𝛼(𝜇,])

(

cos 𝜃
0
− sin 𝜃

0

sin 𝜃
0

cos 𝜃
0

)(

𝑥
0

𝑦
0

) .

(8)

Let𝑀
1
(𝜇, ]) and𝑀

2
(𝜇, ]) be the magnitudes of 𝐹

1
(𝜇, ])

and 𝐹
2
(𝜇, ]) from (8), and then we can get

𝑀
2
(𝜇, ]) = 𝛼2𝑀

1
(𝜇, ]) (

cos 𝜃
0
− sin 𝜃

0

sin 𝜃
0

cos 𝜃
0

) . (9)

After the Cartesian coordinate system is converted into
the log polar coordinate system, 𝑀

1
(𝜇, ]) and 𝑀

2
(𝜇, ]) are

converted into𝑀
1
(𝜌, 𝜃) and𝑀

2
(𝜌, 𝜃) simultaneously.The (9)

is equivalent to

𝑀
2
(lg𝜌, 𝜃) = 𝛼2𝑀

1
(lg𝜌 + lg𝛼, 𝜃 + 𝜃

0
) . (10)

Then let 𝛾 = lg𝜌 and 𝛾
0
= lg𝛼; then, we can get

𝑀
2
(𝛾, 𝜃) = 𝛼

2
𝑀
1
(𝛾 + 𝛾

0
, 𝜃 + 𝜃

0
) , (11)

where 𝛾 is the log-polar radius. Equation (11) coverts the
rotation and scaling transforms in spatial domain into the
translation between 𝑀

1
(𝛾, 𝜃) and 𝑀

2
(𝛾, 𝜃) in frequency

domain.
The cross-power spectrum between 𝐹

𝑚1
(𝜇, ]) and

𝐹
𝑚2
(𝜇, ]) is calculated by

𝐹
𝑚1
(𝜇, ]) 𝐹∗

𝑚2
(𝜇, V)





𝐹
𝑚1
(𝜇, ]) 𝐹∗

𝑚2
(𝜇, V)



= 𝑒
−𝑗(𝜇𝛾

0
+]𝜃
0
)
, (12)

where both𝐹
𝑚1
(𝜇, ]) and𝐹

𝑚2
(𝜇, ]) are the Fourier transforms

of𝑀
1
(𝛾, 𝜃) and𝑀

2
(𝛾, 𝜃), respectively.

We can obtain an impulse function by taking inverse
Fourier transform of (12), and then the phase correlation
scheme is used to solve the scale value 𝑎 and the angle value
𝜃
0
. The specific solving algorithms are described as follows.

(1) Obtain two original images 𝑓
1
and 𝑓

2
which have the

same dimensions, such as𝑀×𝑀. If the images are the
color images, we have to convert them into 2D gray
images.

(2) The two-dimensional fast Fourier transform (FFT) of
each image is taken to get 𝐹

1
and 𝐹

2
respectively.

(3) Solve the magnitudes of 𝐹
1
and 𝐹

2
, and convert

the Cartesian coordinate system into the log-polar
coordinate system.

(4) The phase difference matrix is derived by forming the
cross-power spectrum computed by (12).

(5) Take the inverse FFT of the phase difference matrix
to obtain the impulse function and calculate the scale
and the angle information.

(6) Once the scale 𝑎 and the angle 𝜃
0
are obtained, the

image 𝑓
2
is scaled and rotated by amounts 𝑎 and

𝜃
0
, respectively. And then the mount of translational

movement (𝑥
0
, 𝑦
0
) is found out using the images

registration algorithm in Section 3.2.1.

3.3. Image Fusion Based on Weighted Average. Assume that
𝜔
1
and 𝜔

2
are the weights of pixels of the overlapping area

between the image 𝑓
1
and the image 𝑓

2
, respectively. The

image 𝑓 fused by the image 𝑓
1
and the image 𝑓

2
is denoted as

𝑓 (𝑥, 𝑦) =

{
{
{

{
{
{

{

𝑓
1
(𝑥, 𝑦) (𝑥, 𝑦) ∈ 𝑓

1

𝜔
1
𝑓
1
(𝑥, 𝑦) + 𝜔

2
𝑓
2
(𝑥, 𝑦) , (𝑥, 𝑦) ∈ 𝑓

1
∩ 𝑓
2

𝑓
2
(𝑥, 𝑦) (𝑥, 𝑦) ∈ 𝑓

2
,

(13)

where 𝜔
1
+ 𝜔
2
= 1, 0 < 𝜔

1
< 1, 0 < 𝜔

2
< 1. Because 𝜔

1

varies from one to zero and 𝜔
2
varies from one to zero, the

fused image has a smooth transition from the image 𝑓
1
to the

image 𝑓
2
in the overlapping region. The weights of pixels 𝜔

1

and 𝜔
2
are denoted as (14)

𝜔
1
=

𝑥
𝑟
− 𝑥
𝑖

𝑥
𝑟
− 𝑥
𝑙

, 𝜔
2
= 1 − 𝜔

1
, (14)
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(a) The reference scenic spot image
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(c) The rotated and scaled scenic spot image

Figure 4: The reference image and examined image.

where 𝑥
𝑖
denotes the abscissa of the current pixel, 𝑥

𝑙
denotes

the abscissa of the left edge of the overlapping area, and 𝑥
𝑟
is

the abscissa of the right edge of the area.

4. Experimental Simulation and Analysis

4.1. Simulation Environment Settings. In this part, we sim-
ulate our proposal using CMUcam camera sensors. The
network size is 400m × 400m deployed with 400 camera
nodes for duration of 1200 time rounds.We use the first-order
radio model as the energy consumption model in the paper,
and assume that initial energy of a node is 0.5 J.

In the simulations, we focus on measuring the perfor-
mance on different sets of the images, such as the images with

whiteGaussian noise and no noise.We choose (a), (b), and (c)
in Figure 4 as the test images of this simulation experiments.
Figure 4(a) is the reference scenic spot image. Figure 4(b) is
a translated replica of Figure 4(a) with translation (30, 20),
which means that the image’s offset on the 𝑥-axis direction
is 30 pixels and its offset on the y-axis direction is 20 pixels.
Figure 4(c) is a rotated and scaled replica of Figure 4(a) with
scale factor 1.2 and rotation 22∘.

4.2. Simulation Results Analysis. The application of the pro-
posed IMBPW algorithm results in a sharp peak at the point
of registration. Theoretically, if the two images are the same,
the peak value on the phase correlation surface should be
equal to 1.0. However, both the presence of the difference
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Table 3: Comparison of the running time of ABS, SIFT, and IMBPW algorithms.

Reference image Running time/Sec
ABS SIFT Our algorithm

Translated Figure 4(a) 131.344 20.552 2.3181
Scaled Figure 4(a) 332.568 100.398 10.041
Rotated Figure 4(a) 227.973 80.820 7.704
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Figure 5: Phase correlation surface between Figures 4(a) and 4(b).
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Figure 6: Phase correlation surface between Figures 4(a) and 4(c).

between the images and the imageswithwhiteGaussian noise
reduce the peak value. Figure 5 shows the phase correlation
between Figures 4(a) and 4(b). In the figure, the peak value
is 0.92457, and its corresponding position which may be
obtained by the way of inverse Fourier transform of the
cross-power spectrum lies in the coordinate (30, 20). The
translation parameter calculated by the IMBPW algorithm is
consistent with the pre-set translation parameter.

According to the registration algorithm mentioned in
Section 3.2.2, the rotation and scaling parameters can be
calculated by inverse Fourier transform of the cross-power
spectrum, which is shown in Figure 6. In the figure,
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Figure 7: Phase correlation surface between the noisy Figure 4(a)
and the noisy Figure 4(b).

the phase correlation surface is characterized by a sharp peak
value which corresponds with the parameters of rotation and
scaling in log-polar plane. We obtain the numerical result
that the rotation angle is 21.622∘, and magnification is 1.1977.
Moreover, their corresponding computing errors are 0.378∘
and 0.0023 respectively.The computing errors are induced by
the coordinate transformation.

In order to verify the proposed registration algorithm
for the noisy image, the white Gaussian noise with the
mean value 0.2 and the variance value 0.008 is inserted into
Figure 4(a). The phase correlation surface between the noisy
Figure 4(a) and the noisy Figure 4(b) is shown in Figure 7.
In the figure, although the peak value decreases to 0.74842,
the location corresponding with the peak value still lies in the
coordinate (30, 20).

The experimental results mentioned above show that our
proposed image registration algorithmhas a high registration
accuracy and robust.

Tables 3 and 4 are the comparison of two classical image
registration algorithms with our algorithm in terms of the
running speed and the registration accuracy. And the two
classical registration algorithms are ABS (the abbreviation of
Absolute Balance Search) and SIFT (the abbreviation of Scale
Invariant Feature Transform) respectively.

As we can see from Tables 3 and 4, ABS has high
registration accuracy, but its running time is too long to
be suitable for WMSNs; the running time of SIFT is much
lower than ABS, but its registration accuracy is the worst; our
algorithm has a high registration accuracy and its running
time is the best among the three algorithms. And hence, our
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Table 4: Comparison of registration accuracy for translated Figure 4(a).

Reference displacement Translation parameter solved by
ABS SIFT IMBPW

(73, 97) (73, 97) (72, 98) (73, 97)
(31, 51) (31, 51) (31, 51) (31, 51)
(10, 5) (10, 5) (10, 5) (10, 5)

(a) Scenic spot image 1 (b) Scenic spot image 2

Figure 8: Original images to be stitched.

Figure 9: Images mosaic result using the IMBPW.

algorithm has more advantages for the resource-constrained
WMSNs. It is more suitable for WMSNs environments.

There are two scenic spot images to be stitched in
Figure 8.

And then we use IMBPW algorithm to achieve the image
mosaic. The images mosaic result is shown in Figure 9. The
panoramic image of the scenic spot is smooth and has high-
quality image.

The energy consumed for transmission is a critical factor
for battery-operated sensor nodes. We assume that all the
sensor nodes have the same residual energy and that the
chosen sensor nodes are responsible for transmitting 10
frames at each request. We evaluate the network lifetime
of our proposed scheme (IMBPW), the nonoverlapping
panoramic mosaic (NOPM) [3], and the scheme without
image mosaic (Conventional). This simulation is repeated
1000 times to calculate the average of the network lifetime
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Figure 10: Network lifetime performance.

performance. The simulation results is shown in Figure 10.
For the conventional scheme, the last node depletion time
is at 600 rounds. For the NOPM scheme, the last node
depletion time is at 872 rounds. For our proposed scheme,
the last node depletion time is at 1120 rounds. Obviously, our
proposed scheme significantly improves the network lifetime.
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This increase is due to the method used to reduce the amount
of image data transmitted.

5. Conclusions

This paper presented IMBPW, an image mosaic algorithm
based onphase correlation andweighted average forWMSNs,
which aims at intelligently providing the abundant scenic
spots information for tourists at anytime and anyplace. The
innovation of our proposed algorithm lies in the combined
use of the phase correlation based on Fourier transform along
with the adaptive weighted average algorithm. The proposed
image mosaicking algorithm can process not only the images
with noise but also the images with being not sensitive to the
varying energy in the frequency domain.

In this way, the tradeoff between the better quality of
imagemosaic and lower computational and energy consump-
tion overhead can be achieved.

Extended simulation tests performed showed that the
proposed algorithm can improve the accuracy of image
registration, reduce the complexity, and increase the network
lifetime.These advantages of IMBPW enhance the belief that
this scheme is indeed capable of achieving real-time and high
quality image mosaicking in real applications for the wisdom
tourism.
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The wireless sensor networks are usually deployed in various application-specific contexts, which can be treated as distributed
databases with big data. The event-involved query responses can be obtained by issuing query requests to this kind of database.
However, the constraints of the energy and delay have had a great impact on the operation of wireless sensor networks. How to
design the query-involved network model and the corresponding query processing algorithms is extremely challenging.This work
investigates query processing problem in resource-constrained wireless sensor networks with the two-tier architecture andmultiple
query agents, where the multiple nodes of query agents are configured in the networks and the corresponding source cluster-heads
send collected events to only one optimum query agent. To reduce the energy consumption and shorten the delivery delay, an
efficient query processing algorithm inspired by the swarm intelligence of ants is proposed, which takes advantage of the beneficial
clustering and routing emerging in a hybrid self-organized way from the positive interaction of ants. The experimental results
demonstrated that the proposed algorithm can deliver collected events to the optimum query agents efficiently. Not only is the
energy cost reduced but also the delivery delay is shortened significantly when transmitting the named events to the appropriate
query agents.

1. Introduction

The technologies of wireless sensor networks (WSN) have
been developed rapidly in the most recent years. Because
WSN can cover large areas and extract localized features, the
applications involved are from a wide variety of areas such as
environment monitoring and security [1–3].

AsWSNs are characterized by data-centric routing under
most circumstances, any application involved requires data
processing technologies, especially the query processing [4].
Because of the severe constraints on energy and computation
that are characteristics of WSNs, the centralized query-
ing approach is often infeasible for large-scale networks,
and it is crucial to propose energy-efficient distributed in-
network querying protocols while providing an acceptable
quality of information [5]. A decentralized infrastructure
for supporting querying in WSNs was introduced in [6],

which utilizes sensor’s spatial and semantic characteristics.
The ACQUIRE mechanism in [7] provides superior query
optimization for responding to particular kinds of queries.
However, a one-size-fits-all approach is unlikely to provide
efficient solutions for all types of queries [7]. In this paper,
we focus on the solution for query processing with both the
energy and the delay constraints in WSNs. To the best of our
knowledge, when considering the multiple QoS constraints
such as the query delay and the minimal energy required, the
multiconstrained querying problem is NP-hard.

For a special application in WSNs, the event types are
limited. When the events involved occur somewhere, the
sensors nearby will collect the information and transmit it to
the local cluster head. Each of the cluster-heads can identify
the limited kinds of the events and transmit the event data
to the queriers. Therefore, the process of issuing queries can
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be omitted, and the routing problem of how can the cluster-
head find the optimum querier and deliver the events to it
becomes the focused topic in this paper. To promote the
query performances, the query model with multiagents is
presented in this paper, in which certain number of nodes
are selected as the query agents and once the named events
are delivered to one of the agents, the query routing is then
completed. As the query agents is selected randomly, the
location of them is unknown beforehand; how to search the
optimum query agent when collecting the interested events is
a challenge.

A distributedmultiple ant colonies any cast algorithmwas
proposed in [8]. Though aiming at finding replicated service,
it is revelatory to search replicated query agents in WSNs.

In this paper, we propose a distributed hybrid ant algo-
rithm based query processing algorithmwith multiple agents
(HAAQP), which intends to overcome the inefficiency of
those previous querying algorithms by reducing the expected
search cost and shortening the query delay.

The remainder of the paper is organized as follows.
Section 2 describes the preliminaries and the problem for-
mulation. The novel HAAQP algorithm is proposed in
Section 3. In Section 4, the proposed algorithm is evaluated
by simulations. Finally, Section 5 concludes the paper.

2. Preliminaries and Problem Formulation

2.1. Ant-Based Routing Model. Swarm intelligence is a rela-
tively new approach to problem solving that takes inspiration
from the social behaviors of insects. In particular, ants have
inspired lots of methods and techniques among which the
most successful is ant colony optimization (ACO). The large
majority of the applications of ACO are to NP-hard problem.
ACO was applied to routing in various networks [9, 10].
Several improved ant-based routing algorithms for WSNs
were proposed in [11].

2.2. Ant-Based Clustering Model. A special kind of ants
divides their eggs based on the size. An ant-based clustering
algorithm was studied [12] inspired by such behavior. Ant-
based clustering is characterized by a probabilistic approach,
where clustering is repeatedly realized by ants, and stochas-
tically selected eggs are picked up or dropped. By the com-
bination of the two ant-based models, we propose a hybrid
ant-based HAAQP algorithm to solve the multiconstrained
querying problem for WSNs.

2.3. Network Model of WSN. As the WSNs considered in
this paper are large-scale networks, the utilization of cluster
can improve the scalability. A clustering protocol capable
of providing uniformly distribution of cluster-heads was
proposed in [13]. We adopt the similar approach for low-tier
of the WSN.The cluster radius 𝑟

𝐶
and the number of cluster-

heads𝑁
𝐶
can be calculated according to [14].

To reduce the energy cost, only part of the sensors in each
cluster stays alive. There are𝑁

𝑄
query agents in the network

(𝑁
𝑄
≤ 𝑁
𝐶
). When completing clustering in the low-tier of

the WSN, the up-tier of the network emerges composed of

Active sensor

Cluster head

Event

Query agent

Q1

Q2

Q3 Q4

RC
rC

rC

Ci Cj

Figure 1: The network environment of the proposed HAAQP
algorithm.

the cluster-heads including the query agents. Figure 1 shows
the network environment of the problem.

In Figure 1, each cluster-head maintains several active
sensors, and the sleeping sensors are omitted. The query
agents 𝑄

𝑖
are the special cluster-heads merely receiving the

event packets, which are the destinations for all events. Other
cluster-heads 𝐶

𝑖
act as both aggregation nodes and routers.

Once an event occurrs, the sensors collect the event and
transmit it to the corresponding cluster-head. If the cluster-
head is a query agent, the event is received successfully.
Otherwise, it will be transmitted to another cluster-head till
it reaches one of the query agents or it is dropped because of
the constraints on it. To enhance the scalability, it is necessary
to cluster on the up-tier of WSN, which makes each cluster-
head𝐶

𝑖
belong to one optimumquery agent𝑄

𝑖
. An ant-based

clustering method is adopted to work on the up-tier of the
network.

2.4. Generation and Aggregation of Events. For specific appli-
cation inWSNs, suppose that the maximum number of event
types and the event attributes are𝑀

0
and 𝑘, respectively. The

event attributes are denoted as (𝐴
1
, . . . , 𝐴

𝑖
, . . . , 𝐴

𝑘
) and 1 <

𝑖 < 𝑘. Each type of events has its special ranges of attributes.
For example, the range of 𝐴

𝑖
is denoted as |𝐴

𝑖
| ∈ [𝑎
𝑖
, 𝑏
𝑖
). The

types of events are loaded into each sensor in advance.
The events are uniformly generated during the deploy-

ment period in WSN. To reduce the storage of sensors
efficiently, the aggregation method is adopted according to
the spatiotemporal attributes and sensing attributes of events
[14].

When an event involved occurrs, any sensor obtaining all
the attribute values can infer the event type by matching the
event list inserted into the node in advance.
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2.5. Problem Formulation. As the WSN is treated as a two-
tier network, constrained query routing among the cluster-
heads on the up-tier has become the focus to be considered.
There are two constraints when delivering the events to the
corresponding query agent. One is energy constraint 𝐸𝑁𝐸 𝐶
of nodes and the other is query delay constraint 𝐷𝑈𝑅 𝐶 of
events. Their values are different according to the different
event types. When an intermediate cluster-head 𝐶

𝑖
receives

an event 𝐸
𝑟
with the 𝐸𝑁𝐸 𝐶(𝐸

𝑟
) and 𝐷𝑈𝑅 𝐶(𝐸

𝑟
), the event

will be forwarded only if the current query delay of the
event is smaller than 𝐷𝑈𝑅 𝐶(𝐸

𝑟
) and there exist a neighbor

of 𝐶
𝑖
whose energy is more than 𝐸𝑁𝐸 𝐶(𝐸

𝑟
). The up-tier

of the WSN can be viewed as a connected graph 𝐺 =
(𝑉

, 𝐸

), where 𝑉 = ∑𝐶

𝑖
∪ ∑𝑄

𝑗
and 𝐸 is the set of the

links between cluster-heads. How to transmit the events with
different constraints from local 𝐶

𝑖
to one of the query agents

𝑄
𝑗
energy efficiently and quickly is the focused problem. To

solve the NP-hard problem, an ant-based HAAQP protocol is
proposed as follows.

3. Hybrid Ant-Based Query
Processing for WSNs

3.1. Management of Ants. Three kinds of ants are to be
considered in HAAQP, namely, the forward ants (FAs), the
backward ants (BAs) and the clustering ants (CAs). The FAs
can be viewed as events to be transmitted. Once an event
𝐸
𝑟
occurrs, the local cluster-head 𝐶

𝑗
completes aggregation

and generates a 𝐹𝐴
𝐶
𝑆

(𝐼𝐷
𝐹
, 𝐸
𝑟
, 𝑇
𝐹
, 𝐼𝐷
𝐹.𝐶𝑢𝑟

, 𝑉𝐿
𝐹
) where the

𝐸
𝑟
= (𝐷𝑇

𝐸
, 𝑇
𝐸
, 𝐸𝑁𝐸 𝐶(𝐸

𝑟
), 𝐷𝑈𝑅 𝐶(𝐸

𝑟
)) and 𝐶

𝑆
is the

source cluster-head. 𝐼𝐷
𝐹
is the identifier of the FA, and

𝑇
𝐹
is the beginning time of the FA. 𝐼𝐷

𝐹.𝐶𝑢𝑟
denotes the

current sensor node which the ant arrives at. The 𝑉𝐿
𝐹

denotes the cluster-head list ant visited. The𝐷𝑇
𝐸
denotes the

event data, and the 𝑇
𝐸
denotes the time 𝐸

𝑟
generated. The

𝐸𝑁𝐸 𝐶(𝐸
𝑟
) and 𝐷𝑈𝑅 𝐶(𝐸

𝑟
) denote the energy constraint

and delay constraint of the 𝐸
𝑟
respectively. The generation

rate of the initial FAs in one cluster-head 𝐶
𝑗
is determined

mainly by the event rate. We consider that the values of
the two constraints are uniformly distributed. Each ant nest
corresponds to a source cluster-head, and each ant in an ant
colony corresponds to an event packet. Each FA will generate
a new FA when it makes a move forward. Each current FA
assigns its next hop as the 𝐼𝐷

𝐹.𝐶𝑢𝑟
of the new FA then puts the

𝐼𝐷
𝐹.𝐶𝑢𝑟

into the 𝑉𝐿
𝐹
of the new FA. Assume that the delay of

the current 𝐶
𝑖
to its next hop 𝐶

𝑗
is delay(𝐶

𝑖
, 𝐶
𝑗
); current ant

will add delay(𝐶
𝑖
, 𝐶
𝑗
) to its 𝑇

𝐹
and assign it to the 𝑇

𝐹
of the

new FA.
Both the FAs and the BAs can update the pheromone.

There are two kinds of pheromones in HAAQP, namely, the
search pheromone 𝜏 and the clustering pheromone 𝜋. The
BAs update both of the 𝜏 and 𝜋 when they come back. Each
cluster-head maintains a buffer of ants including the FAs
and BAs. The ants that arrive to it are arrayed in the buffer
ordered by the 𝑇

𝐹
. There are special ants CAs in each cluster-

head𝐶
𝑖
, which determine the membership of𝐶

𝑖
according to

the clustering pheromone to different query agents. The CAs

issue from the𝐶
𝑖
only communicate with the neighbors of the

𝐶
𝑖
.

3.2. Initiation of HAAQP. Suppose that the energy cost for
querying is to be proportional to the number of transmis-
sions. The query delay is the end-to-end delay between the
source cluster-head and the optimum query agent.The initial
values of the 𝜏 and 𝜋 should be initiated beforehand. In the
initial phase, each query agent 𝑄

𝑗
assigns the initial values of

𝜏
𝐶
𝑖

(𝑄
𝑗
) = 𝜏max and 𝜋𝐶

𝑖

(𝑄
𝑗
) = 𝜋max on the directly connected

links, where the 𝐶
𝑖
is the neighbor of 𝑄

𝑗
, 1 < 𝑖 ≤ 𝑁

𝐶
and

1 < 𝑗 ≤ 𝑁
𝑄
. Meanwhile, the 𝐶

𝑖
declares that it is a member

of 𝑄
𝑗
. The initial values of pheromone on the other links are

set as 𝜏
𝐶
𝑗

(𝐶
𝑖
, 𝑄
𝐶
𝑖

) = 𝜏min and 𝜋
𝐶
𝑗

(𝑄
𝐶
𝑖

) = 0, where the 𝐶
𝑗

is the neighbor of 𝐶
𝑖
belonging to 𝑄

𝐶
𝑗

and 𝜏min is a small
positive value.

3.3. Path Construction Policy of HAAQP. When dealing with
the initial or intermediate FAs, how to select the next hop of
the cluster-head is important. Because the global information
of the large-scale sensor network is unknown, only the
local information of the neighbors can be used during the
selection. As the ordinary sensors have been ignored on
the up-tier of the network, the neighbors are sure to be
the cluster-heads or query agents, which can improve the
computational efficiency because the number of candidates
to be selected is shrunk sharply. We first calculate the weight
of the current 𝐶

𝑖
to all its possible neighbors by the search

pheromone, residual energy of the neighbor, and link cost
then select the next hop 𝐶

𝑗
according to the following

equation:

𝑗 =

{
{
{

{
{
{

{

argmax {𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) + 𝛼 ⋅ 𝜆 (𝐶
𝑖
, 𝐶
𝑗
)

+𝛽 ⋅ 𝜇 (𝐶
𝑖
, 𝐶
𝑗
)} if 𝑞 ≤ 𝑞

0
,

𝐽 else,
(1)

where 𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) is the search pheromone of the link
(𝐶
𝑖
, 𝐶
𝑗
), 𝜆(𝐶

𝑖
, 𝐶
𝑗
) = 1/𝑐(𝐶

𝑖
, 𝐶
𝑗
), and 𝑐(𝐶

𝑖
, 𝐶
𝑗
) is the cost of

link (𝐶
𝑖
, 𝐶
𝑗
); 𝜇(𝐶

𝑖
, 𝐶
𝑗
) is the residual energy of the𝐶

𝑗
;𝛼 and𝛽

are parameters controlling the relative importance of the link
cost and residual energy, respectively.The parameter 𝑞

0
= 0.8

and 𝑞 ∈ (0, 1]. The value of 𝐽 is a stochastic variable, which
is determined by the probability of 𝑃

𝑘
(𝐶
𝑖
, 𝐶
𝑗
). The 𝑃

𝑘
(𝐶
𝑖
, 𝐶
𝑗
)

for the kth FA in 𝐶
𝑖
to the neighbor 𝐶

𝑗
is defined as follows:

𝑃
𝑘
(𝐶
𝑖
, 𝐶
𝑗
)

=

𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) + 𝛼 ⋅ 𝜆 (𝐶
𝑖
, 𝐶
𝑗
) + 𝛽 ⋅ 𝜇 (𝐶

𝑖
, 𝐶
𝑗
)

∑
𝑑∈𝐿
𝑘
(𝐶
𝑖
)
[𝜏
𝐶
𝑖

(𝑑, 𝑄
𝑑
) + 𝛼 ⋅ 𝜆 (𝐶

𝑖
, 𝑑) + 𝛽 ⋅ 𝜇 (𝐶

𝑖
, 𝑑)]

,

(2)

where𝐿𝑘(𝐶
𝑖
) is the set of the optional neighbors to the cluster-

head 𝐶
𝑖
. From (1) and (2), we can see that FAs tend to select

the links with smaller cost, more available energy of neighbor,
and stronger pheromone. If an ant FA finds that the neighbor
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is in its path, it discards the neighbor to prevent loop. To
judge whether the path satisfies the constraints, the energy
level of the neighbors needs to be recorded timely, as well as
the 𝑇
𝐹
of the ants. If 𝜇(𝐶

𝑖
, 𝐶
𝑗
) < 𝐸𝑁𝐸 𝐶(𝐸

𝑟
) or (𝑇

𝐹
− 𝑇
𝐸
) >

𝐷𝑈𝑅 𝐶(𝐸
𝑟
), apparently the event packet is unable to reach

the query agent via 𝐶
𝑗
. If none of the neighbors satisfies the

constraints, the ant dies.The illustration is shown in Figure 2.

3.4. Pheromone Update Rules of HAAQP. Two updating rules
for search pheromone are introduced herein: the global
updating and the local updating. Ants will intensify the
pheromone of the link when moving forward each step, so
that the ants sent from the same nest can tend to select
the same path. Because each ant has different constraints
according to different events, they perhaps select another
path. Suppose that FA at 𝐶

𝑖
select 𝐶

𝑗
as its next hop, the

formula of updating local pheromone is as follows.

𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) ← (1 − 𝜌
1
) ⋅ 𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

)

+ Φ ⋅ Δ𝜏
𝑘

𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) .

(3)

Note that 𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) is the search pheromone of the
link (𝐶

𝑖
, 𝐶
𝑗
) to the query agent 𝑄

𝐶
𝑗

; 𝜌
1
is the factor of

the pheromone volatilization (0 < 𝜌
1
< 1). The Φ is

an adjustable parameter. We consider that Δ𝜏𝑘
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) =

1/delay(𝐶
𝑖
, 𝐶
𝑗
), where the delay(𝐶

𝑖
, 𝐶
𝑗
) is the delay of link

(𝐶
𝑖
, 𝐶
𝑗
). The pheromone can be adjusted dynamically based

on the delay. Accordingly, the subsequent ants will not select
the link with larger delay.

When an ant finds an eligible path, it intensifies the
pheromone of the path and evaporates the pheromone of the
involved links that are not in the path meanwhile. The global
pheromone updating is defined as follows:

𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

)

←

{
{
{

{
{
{

{

(1 − 𝜌
2
) ⋅ 𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

)

+Δ𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) , if (𝐶
𝑖
, 𝐶
𝑗
) ∈ 𝑝,

(1 − 𝜌
2
) ⋅ 𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) else,

(4)

where 𝑝 is the path from source cluster-head 𝐶
𝑆
to one of the

query agents. We consider that Δ𝜏
𝐶
𝑖

(𝐶
𝑗
, 𝑄
𝐶
𝑗

) = (𝜇min)
𝜎
/𝜃,

where 𝜇min is the bottle-neck energy level on the path 𝑝,
𝜃 is an adjustable parameter, 𝜎 is the response degree of
pheromone to energy, and 𝜌

2
is the pheromone volatilization

factor (0 < 𝜌
2
< 1) and it also simulates the volatilization of

search pheromone.
In order to determine the membership of each cluster-

head 𝐶
𝑖
dynamically in terms of the clustering pheromone

𝜋
𝐶
𝑖

(𝑄
𝑗
), the clustering ants CAs should be launched from

each𝐶
𝑖
to their neighbors in fixed intervalΔ𝑇CA to update the

values of the 𝜋
𝐶
𝑖

(𝑄
𝑗
), which reflects the attractiveness of the

query agent𝑄
𝑗
.The rule of updating the 𝜋

𝐶
𝑖

(𝑄
𝑗
) is as follows:

𝜋
𝐶
𝑖

(𝑄
𝑗
) =

∑
𝑘∈∇
𝐶
𝑖

(𝑄
𝑗
)
𝜋
𝑘
(𝑄
𝑗
) + 𝜏
𝐶
𝑖

(𝑄
𝑗
)






∇
𝐶
𝑖

(𝑄
𝑗
)






+ 1

, (5)
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Figure 2: The path construction process of the proposed HAAQP
algorithm.

where the ∇
𝐶
𝑖

(𝑄
𝑗
) denotes the set of the cluster-heads which

are neighbors of 𝐶
𝑖
that belong to the members of the query

agent 𝑄
𝑗
and the |∇

𝐶
𝑖

(𝑄
𝑗
)| denotes the size of the ∇

𝐶
𝑖

(𝑄
𝑗
);

𝜏
𝐶
𝑖

(𝑄
𝑗
) is the average value of the search pheromone in the

outgoing links of the 𝐶
𝑖
, which is represented as follows:

𝜏
𝐶
𝑖

(𝑄
𝑗
) =

∑
𝑘∈∇
𝐶
𝑖

(𝑄
𝑗
)
𝜏
𝐶
𝑖

(𝑘, 𝑄
𝑗
)






∇
𝐶
𝑖

(𝑄
𝑗
)







. (6)

From (5), and (6), we can see that the search pheromone
affects the clustering pheromone to some degree. If an
optimum path to the query agent𝑄

𝑗
is explored, the 𝜋

𝐶
𝑥

(𝑄
𝑗
)

of the cluster-heads 𝐶
𝑥
nearby the path will increase with

the 𝜏
𝐶
𝑖

(𝑄
𝑗
). The events that occurred near the optimum path

can be attracted to the path efficiently. When there are no
explored optimum paths near the 𝐶

𝑥
of the events, FAs are

launched to search the optimum neighbor till an optimum
path or a query agent is found. If more optimum paths are
explored, the search efficiency of FAs to one of the query
agents can be improved significantly.

3.5. Approaches of HAAQP Algorithm. The HAAQP algo-
rithm for the WSNs is described as follows.

Step 1. Initialize the values of the search pheromone on each
link on the up-tier when completing the two-tier structure
of the WSN by existing clustering protocol. The values of
the clustering pheromone on each cluster-head 𝐶

𝑖
are also

initialized beforehand.

Step 2. Each source cluster-head generates events with the
query constraints of the 𝐸𝑁𝐸 𝐶 and 𝐷𝑈𝑅 𝐶 according to
Poisson distribution. These events are buffered in the queue
of ant-manager ordered by the generating time 𝑇

𝐹
of the FAs.
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Step 3. In each buffer of the cluster-heads, the ant-manager
deals with the intermediate FAs in order. When dealing
with initial FAs, new intermediate FAs are generated and
inserted into the buffer queue according to the 𝑇

𝐹
of the new

FAs.

Step 4. Ant-manager goes on dealing with subsequent ants.
Theymay be initial FAs, new intermediate FAs, or BAs, which
is up to the 𝑇

𝐹
or 𝑇
𝐵
of the ants.

Step 5. Before dealing with ants of current cluster-head,
whether the neighbors satisfying the constraints of the pack-
ets exist or not must be judged. If there is no such neighbor
node, the ant dies; otherwise, we judge the type of ants and
deal with them, respectively.

(1) For the initial or intermediate FAs, the ants first
determinewhether the current cluster-head is a query
agent or a neighbor of query agents. If yes, the
events are accepted directly or through one hop.
Meanwhile, the BAs are triggered to update the search
pheromone on the corresponding paths. Otherwise,
the ants select next hop according to the probability
of each possible neighbor sensor and prevent loop.
Ants update the local information on the selected link.
When completing the FAs, the new FAs are generated.
Judge whether the new FAs are satisfied with the
constraints. If no, they will be discarded; otherwise,
they are inserted into the queue according to their
beginning time 𝑇

𝐹
.

(2) For the BAs, they are adopted to output the paths by
which events are delivered to the query agents and
update the energy on the path and search pheromone
on all the links.

(3) For the CAs, they are launched to collect the value
of the neighbors’ clustering pheromone in a fixed
interval and determine themembership of the current
cluster-head.

Step 6. If there are no ants to be processed, we count the total
energy cost and the query delay in the simulation.

4. Simulations

We have simulated the HAAQP and evaluated the per-
formance by comparing with the other query algorithms
derived from [15–17], namely, the SARP-based query process-
ing (SARPQP), the TBA-based query processing (TBAQP),
and the ABS-based query processing (ABSQP). A topology
generator is adopted to obtain various sensor networks. The
number of sensor nodes 𝑁 varies from 1000 to 6000, which
is deployed in a square area with ‖𝐴‖ = 500m × 500m and
clustered into 𝑁

𝐶
clusters with 𝑁

𝑄
query agents uniformly

(2 ≤ 𝑁
𝑄
≤ 12). The simulation time 𝑇 = 3000 units divided

into𝑇/𝑤 segments, where𝑤 is the event interval and can vary
between 50 and 300 time units. The small the value 𝑤 is, the
heavier the network load is and vice versa. The values of the
𝑇 and 𝑤 determined the number of events together. There
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Figure 3: The average total energy cost of HAAQP and other
algorithms.

are about 5% of the cluster-heads as sources. About 10 events
issue from each source in each segment according to Poisson
distribution.

The initial energy value of each sensor is 400 units. The
values of 𝐸𝑁𝐸 𝐶 are uniformly distributed between 20 and
80 units and that of the𝐷𝑈𝑅 𝐶 are between 60 and 100 time
units. The link cost between cluster-heads is set 𝑐(𝐶

𝑖
, 𝐶
𝑗
) ∈

[2, 5], and the initial link delay is assigned between 2 and 8
time units. The parameter values of the 𝛼 = 100, 𝛽 = 0.5,
𝜌
1
= 𝜌
2
= 0.1, 𝜎 = 1, 𝜃 = 5, 𝜏min = 5, and 𝜏max = 𝜋max = 100.

Themetrics we investigated are the energy cost and the query
delay. For each different configuration of the sensor networks,
the algorithm is carried out 200 times, and the average values
of the metrics are obtained.The simulation results are shown
as in Figure 3 to Figure 5.

Figure 3 shows the comparison of average total energy
cost. It indicates that the ant-based HAAQP is more energy
efficient than the other algorithms inmost cases.The reason is
that the ant-based search can providemore intelligence, espe-
cially for large-scale wireless sensor networks. The ABSQP
algorithm is more energy efficient than both SARPQP and
TBAQP for its heuristic design.

Figure 4 plots the curve of the energy cost ofHAAQPwith
the values of the𝑤 and𝑁

𝑄
. FromFigure 4, we can see that the

energy cost is reduced with the increase of 𝑤 and𝑁
𝑄
. This is

because the paths can be shorter with bigger value of𝑁
𝑄
, and

the number of events is reduced with the increase of 𝑤.
Figure 5 shows the comparison of the average query delay.

It indicates that the delay of HAAQP is smaller than that of
other algorithms.This is because that the ant-based querying
with positive feedback can find short enough paths under
multiconstraints.
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Figure 5:The average query delay of HAAQP and other algorithms.

5. Conclusions

The multi-constrained query processing is one of the most
challenging problems for resource-constrained WSNs with
multiple query agents. Considering the constraints of the
node energy and query delay of different applications, an
ant-based query processing algorithm HAAQP with positive
feedback is proposed for WSNs in this paper. The simulation
results show that significant energy gains are achieved by
HAAQP, as well as the query delay. Our future work is to
optimize the parameters to achieve better performance.

Acknowledgments

This work is partly supported by the National Natural Sci-
ence Foundation of China (Grant nos. 60903168, 60973129,
61379115, and 61100215), the Hunan Provincial Natural Sci-
ence Foundation of China (Grant no. 12JJ6063), the Scien-
tific Research Fund of Hunan Provincial Education Depart-
ment of China (Grant no. 10B062), the Program for Ex-
cellent Talents in Hunan Normal University (Grant no.
ET51102), the Foundation of Jiangsu High Technology Re-
search Key Laboratory for Wireless Sensor Networks (Grant
no. WSNLK201102), and the Foundation for Young Teachers
in College of Mathematics and Computer Science of Hunan
NormalUniversity.The authors would like to thank the editor
and the reviewers.

References

[1] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci,
“Wireless sensor networks: a survey,” Computer Networks, vol.
38, no. 4, pp. 393–422, 2002.

[2] J. Jia, X. Wu, J. Chen, and X. Wang, “Exploiting sensor redistri-
bution for eliminating the energy hole problem inmobile sensor
networks,” EURASIP Journal on Wireless Communications and
Networking, vol. 2012, article 68, 2012.

[3] X. W. Zhang, H. P. Dai, L. J. Xu, and G. H. Chen, “Mobility-
Assisted data gathering strategies inWSNs,” Journal of Software,
vol. 24, no. 2, pp. 198–214, 2013.

[4] J.-Z. Li, J.-B. Li, and S.-F. Shi, “Concepts, issues and advance
of sensor networks and data management of sensor networks,”
Journal of Software, vol. 14, no. 10, pp. 1717–1727, 2003.

[5] Y. Yao and J. Gehrke, “Query processing for sensor networks,”
in Proceedings of the 1st Biennial Conference in Innovative Data
Systems Research, pp. 21–32, 2003.

[6] R. Rosemark and W.-C. Lee, “Decentralizing query processing
in sensor networks,” in Proceedings of the 2nd Annual Interna-
tional Conference onMobile andUbiquitous Systems:Networking
and Services (MobiQuitous ’05), pp. 270–280, July 2005.

[7] N. Sadagopan, B. Krishnamachari, and A. Helmy, “Active query
forwarding in sensor networks,” Ad Hoc Networks Journal, vol.
3, no. 1, pp. 91–113, 2005.

[8] J. P. Yu, Y. P. Lin,M. Lin, andY.Q.Yi, “Multi-constrained anycast
routing based on Ant algorithm,” Chinese Journal of Electronics,
vol. 15, no. 1, pp. 133–137, 2006.

[9] R. Schoonderwoerd, O. E. Holland, J. L. Bruten, and L. J. M.
Rothkrantz, “Ant-based load balancing in telecommunications
networks,” Adaptive Behavior, vol. 5, no. 2, pp. 169–207, 1996.

[10] G. di Caro, F. Ducatelle, and L. M. Gambardella, “AntHocNet:
an adaptive nature-inspired algorithm for routing in mobile ad
hoc networks,” European Transactions on Telecommunications,
vol. 16, no. 5, pp. 443–455, 2005.

[11] Y. Zhang, L. D. Kuhn, and M. P. Fromherz, “Improvements
on ant routing for sensor networks,” in Proceedings of the 4th
InternationalWorkshop on Ant Colony Optimization and Swarm
Intelligence, vol. 3172 of Lecture Notes in Computer Science, pp.
154–165, 2004.

[12] A. L. Vizine, L. N. de Castro, E. R. Hruschka, and R. R. Gudwin,
“Towards improving clustering ants: an adaptive ant clustering
algorithm,” Informatica Journal, vol. 29, no. 2, pp. 143–154, 2005.

[13] M. Liu, J.-N. Cao, G.-H. Chen, L.-J. Chen, X.-M.Wang, and H.-
G. Gong, “EADEEG: an energy-aware data gathering protocol



International Journal of Distributed Sensor Networks 7

for wireless sensor networks,” Journal of Software, vol. 18, no. 5,
pp. 1092–1109, 2007.

[14] J.-P. Yu and Y.-P. Lin, “Real-time query processing for sensor
networks based on ant algorithm,” Journal of Software, vol. 21,
no. 3, pp. 473–489, 2010.

[15] C. Intanagonwiwat and D. D. Lucia, “The sink-based anycast
routing protocol for ad hoc wireless sensor networks,” Tech.
Rep. 99-698, Computer Science Department, University of
Southern California, Los Angeles, Calif, USA, 1999.

[16] W. Hu, N. Bulusu, and S. Jha, “A communication paradigm for
hybrid sensor/actuator networks,” in Proceedings of the IEEE
15th International Symposium on Personal, Indoor and Mobile
Radio Communications (PIMRC ’04), pp. 201–205, September
2004.

[17] Y. T. Hou, Y. Shi, and H. D. Sherali, “Optimal base station
selection for anycast routing in wireless sensor networks,” IEEE
Transactions on Vehicular Technology, vol. 55, no. 3, pp. 813–821,
2006.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 209318, 10 pages
http://dx.doi.org/10.1155/2013/209318

Research Article
A Coding and Postprocessing Framework of Multiview
Distributed Video for Wireless Video Sensor Networks

Chong Han,1 Lijuan Sun,1,2,3 and Jian Guo1,2,3

1 College of Computer, Nanjing University of Posts and Telecommunications, Nanjing 210003, China
2 Jiangsu High Technology Research Key Laboratory for Wireless Sensor Networks, Nanjing 210003, China
3 Key Lab of Broadband Wireless Communication and Sensor Network Technology, Ministry of Education Jiangsu Province,
Nanjing 210003, China

Correspondence should be addressed to Lijuan Sun; sunlj@njupt.edu.cn

Received 14 July 2013; Accepted 22 August 2013

Academic Editor: Zhijie Han

Copyright © 2013 Chong Han et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

In many surveillance application scenarios of wireless video sensor networks (WVSNs), a number of video sensors are deployed,
andmultidimensionmonitored the visual information in a region of interest, formingmultiview videos. Since the power, computing
capability, and bandwidth are very limited in WVSNs, the conventional multiview video coding method is no longer applicable.
So multiview distributed video coding (MDVC) emerged and developed rapidly. In this paper, we propose a new multiview video
coding and postprocessing framework formultiview videos. First, in coding scheme,motion intense regions (MIRs) and nonmotion
intense regions (NMIRs) based on sum of absolute difference (SAD) criteria are distinguished. For the MIR, the side information
(SI) is generated by fusion temporal SI and interview spatial SI at the pixel level. But for the NMIR, the temporal SI is directly use
as the ultimate SI.Then, to further improve the quality of the decoded image, an image postprocessing scheme is designed by using
deblocking and deringing artifact filters on decoded image. Finally, a set of experimental results show that the proposed fusion SI
approach can bring improvements up to 0.2–0.5 dB when compares with only temporal SI used. The subsequent decoded videos
postprocessing simulation proves that the proposed postprocessing scheme can provide an additional improvement of about 0.1 dB
to the decoded video sequences.

1. Introduction

Nowadays, with the rapid development of wireless com-
munication and microelectronics technologies, a series of
devices and systems relevant with wireless network and video
techniques, such as wireless video sensor networks (WVSNs),
wireless IP camera,mobile video phone, dense camera arrays,
satellite communication systems, and television systems for
multiview virtual meeting, have wide application prospects.
These kind of video equipment or systems have a common
feature, that is, the computing, data storage, and power
consumption capacity are all limited, but all abilities in
receiving ends are very powerful. Meanwhile, along with
the demand for high-quality multimedia/video surveillance,
environmental monitoring, and industrial process control,
and more and more video sensors are used in WVSNs.
In WVSNs, a number of video sensor nodes are deployed

and multidimension shot visual information in a region of
interest. As a result, the visual information retrieved from
adjacent video senor nodes is called multiview video, which
usually exhibit high levels of correlation and give rise to
considerable data redundancy in the network.

In fact, multiview video is a kind of video, which has
interactive manipulation functions and stereoscopic impres-
sion. It is the video record acquired from video sensors
placed under a particular array in a same scene and provides
the capability of scene roaming and viewpoint selection
for users. Since all video sensors shoot the same scene
from multiple views, the video network contains a large
number of interview statistical dependencies, high-quality
images/videos could collect by combining intraview (motion
estimation), and interview prediction (disparity estimation).
Although the multiview video technology provides a richer
viewing experience than traditional video technology, it
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needs to deal with a huge amount of data, and this brings
new challenges to the data compression. Traditional video
coding standards, such as MPEG-x and H.26x [1], mainly
rely on the hybrid architecture, and encoder uses motion
estimation to fully exploit the video sequences of time and
spatial correlation information. Since the heavy computing
burden of the motion estimation and compensation task
in these video compression standards, the encoder is over-
whelmingly more complex than the decoder; for example,
the H.264/AVC encoder/decoder complexity ratio is in the
order of 10 for basic configurations and can grow up to 2
orders of magnitude for complex ones [2, 3]. So traditional
standardized video coding technologies are difficult to meet
the low-complexity coding of the new video application in
WVSNs.

To address this above requirement, distributed video
coding (DVC) which first practical schemes proposed in
[4, 5] is a solution because it is based on Slepian-Wolf [6]
and Wyner-Ziv theories [7] and relies on a new statistical
framework, instead of the deterministic approach of conven-
tional coding techniques. DVC allows shifting the complexity
from the encoder to the decoder and encoding with very
low complexity then gives the decoder the task to exploit
the source statistics to achieve efficient compression. DVC
is also well suited for camera/video sensor networks, where
the correlation across multiple views can be exploited at
the decoder, without communications between the cam-
eras/video sensor nodes [8]. This kind of coding scheme for
multiview distributed videos is called multiview distributed
video coding (MDVC).

No matter the conventional DVC or MDVC is, the side
information (SI) generation is the key link in coding frame-
work. But different from traditional monoview DVC, the
SI generation of MDVC can be computed not only from
previous and next decoded frames in the same view but
also from frames in other spatially proximal views. Mean-
while, DVC and MDVC as source compression and coding
scheme transform coding have over the years emerged as
the dominating compression strategy. Transformations are
decomposition and representation of the image information.
Energy of transformed image focused on the transform
domain determines the object of quantization coding, which
is the core part of image and video coding. However, the
transformation itself will not bring about distortion and
losses of image information.The distortion segment of image
and video coding is quantization process. In traditional image
and video coding, standards such as JPEG and JPEG 2000
and video compression standards such as H.26x, the discrete
cosine transformation (DCT), and quantization based on
divided image blocks all lead to coding effect. So in this
paper, we study theMDVC coding and propose a newMDVC
framework, which is constituted by video coding scheme
and image postprocessing scheme in WVSNs. Our main
contributions include the following.

(1) Based on the video sensor characteristic of WVSNs,
we present a new MDVC scheme, which not only
contains the temporal SI fusion but also includes the
spatial SI fusion method.

(2) For distortion issue caused by quantization process-
ing of image and video coding, to further improve the
quality of decoded video, image postprocessing based
on spatial, using deblock effect and dering effect on
the decoded video is designed.

The remainder of this paper is organized as follows.
Section 2 discusses some previousworks onDVCandMDVC
which motivated our work. Section 3 introduces the pro-
posed multiview distributed video coding scheme. Section 4
describes the image postprocessing scheme in the decoder.
The performance evaluations of the proposed framework are
presented in Section 5. Finally, conclusions and future work
are derived in Section 6.

2. Related Works

DVC is the important application of distributed source
coding (DSC) for video coding. The theoretical basis of
DSC is Slepian-Wolf theorem [6] and Wyner-Ziv theorem
[7]. Theory of Slepian-Wolf shows that even if correlated
sources are encoded without getting information from each
other, coding performance can be as good as dependent
encoding if the compressed signals can be jointly decoded.
Wyner-Ziv theory extends this conclusion to the lossy source
coding with side information. The Slepian-Wolf and Wyner-
Ziv theorems suggest that it is possible to compress two
statistically dependent signals in a distributed way (separate
encoding, joint decoding), approaching the coding efficiency
of conventional predictive coding schemes (joint encoding
and decoding). Based on these theorems, DVC has emerged
and became a hot research topic rapidly [4, 5, 9–12]. The
typical DVC solutions are Berkeley WZ video codec [4, 11]
and Stanford WZ video coding architecture [5, 10]. The
Berkeley WZ video coding solution is mainly characterized
by block-based coding with decoder motion estimation,
works at block level, and does not require a feedback channel;
the Stanford architecture is mainly characterized by frame-
based Slepian-Wolf coding, typically using turbo codes, and
a feedback channel to perform rate control at the decoder.

Along with the rise of distributed camera/video network
and the development ofMultiview video coding, the architec-
ture of DVC is considered using in multiview video coding
[13–17]. In [13], DVC strategy is first extended to multiview
video coding, and amore flexible side information generation
algorithm considering both temporal and view-directional
correlations is proposed to achieve high prediction accuracy.
In [14], video sensors are arranged in an array to monitor
the same scene from different view points. The impact of
disparity fields at the central decoder and how to estimate the
centralized disparity compensation at the decoder to improve
the efficiency of the video sensor networks are discussed. In
[15], based on multiview videos and DVC, a scheme for cod-
ing video surveillance camera networks is introduced.Then a
new fusion technique between temporal side information and
homography-based side information is proposed to improve
the rated-distortion performance. In [16], based on WVSNs,
a low-complexity video compression algorithm that uses the
edges of objects in the frames to estimate and compensate
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for motion is put forward, and two schemes that balance
energy consumption amongnodes in a cluster on aWVSNare
proposed. In [17], based on wireless multimedia sensor net-
works (WMSNs), a power-rate-distortion (PRD) optimized
resource-scalable low-complexity multiview video encoding
scheme is proposed, and resource allocation achieved at the
encoder while optimizing the reconstructed video quality is
discussed.

From the above existing works in DVC and MDVC, lots
of outstanding accomplishments have achieved, but there
are some shortcomings still existing; for example, some
coding architectures need feedback channel to perform rate
control at the decoder, which would result in a large amount
feedback loops. Obviously, this is unrealistic when the sensor
node scale of WVSNs is very tremendous. Another example,
in the encoder, the type of the more than half of the
encoded frames is traditional intracoded in current most
MDVC schemes. The coding of these frames is complexity
and inefficiency. Moreover, using the image postprocessing
technique could effectively improve the quality of decoded
video in decoder, which is rarely involved in existing MDVC
scheme. Meanwhile, based on turbo or LDPC, the Wyner-
Ziv frame of MDVC in all regions without distinction, the
side information is all fused by the temporal SI and interview
spatial SI.

For the above problems, in this paper, we propose an
improved MDVC coding and postprocessing framework.
First, in the encoder of main perspective, according to the
Sumof absolute difference (SAD) criteria, we differentiate the
motion intense regions (MIRs) and the nonmotion intense
regions (NMIRs) of a raw video frame and encode severally.
In the decoder, for the MIR, the side information (SI) is
generated by fusion temporal SI and interview SI. But for
the NMIR, we directly use the temporal SI, the scheme
utilizes motion compensated temporal interpolation (MCTI)
to generate temporal SI. After the above steps in frame SI
generation, we process the image postprocessing of the single
decoded frame. Then mix the decoded frames in order to
produce the decoded video.

3. Proposed Multiview Distributed
Video Coding Scheme

In this section, we present a newMDVC scheme forWVSNs.
First, we introduce the principles of DVC, then the frame
and coding structure, the temporal, and spatial SI calculation
techniques based on SADcriteria, and SImask fusionmethod
of this proposed MDVC scheme is described.

3.1. Principles of DVC. As we know, the principles of DVC
are Slepian-Wolf [6] and Wyner-Ziv [7] theorems. The rate
boundaries defined by the Slepian-Wolf theorem for the
independent encoding and joint decoding of two statistically
dependent discrete random independent and identically
distributed (i.i.d.) sources are illustrated in Figure 1.

In Figure 1, 𝑋 and 𝑌 are two i.i.d. random vari-
ables/sequences; that is, the raw signals, 𝐻(𝑋) and 𝐻(𝑌) are
the entropies of 𝑋 and 𝑌. 𝑅

𝑋
and 𝑅

𝑌
are the bit rates of

RY/bit

H(Y)

H(Y|X)

RX/bitH(X)H(X|Y)

RX + RY = H(X, Y)

Distributed
encoding and
joint decoding:

vanishing error probability
for long sequences

Independent encoding
and decoding: no errors

Figure 1: Rate boundaries defined by the Slepian-Wolf theorem.

lossless coding of𝑋 and𝑌, respectively. In traditional entropy
encoding, we can get 𝑅

𝑋
⩾ 𝐻(𝑋) and 𝑅

𝑌
⩾ 𝐻(𝑌). According

to the information theory,𝑋 and𝑌 can be encoded using joint
coding at the bit rate of conditional entropy 𝑅

𝑋
⩾ 𝐻(𝑋 |

𝑌) and 𝑅
𝑌

⩾ 𝐻(𝑌 | 𝑋), respectively, and the total bit
rate is their joint entropy 𝑅

𝑋
+ 𝑅
𝑌

⩾ 𝐻(𝑋, 𝑌). Conversely,
with distributed coding, these two signals are independently
encoded but jointly decoded. In this case, the Slepian-Wolf
theorem proves that the minimum rate is still 𝐻(𝑋, 𝑌) with
a residual error probability which tends towards 0 for long
sequences. In other words, Slepian-Wolf coding allows the
same coding efficiency to be asymptotically attained.

Subsequently, Wyner-Ziv theorem extended the Slepian-
Wolf theoremby characterizing the achievable rate-distortion
region for lossy coding with SI. Wyner-Ziv theorem studied a
particular case of distributed source coding, asymmetric cod-
ing, that deals with lossy compression of source𝑋 associated
with the availability of the 𝑌 source at the decoder but not
at the encoder, and 𝑌 (or a derivation of 𝑌) is known as side
information. A conclusion is derived that, typically, there is a
rate loss incurred when the side information is not available
at the encoder. But when performing independent encoding
with side information under certain conditions, that is, when
𝑋 and 𝑌 are jointly Gaussian, memoryless sequences and a
mean-squared error distortionmeasure are considered.There
is no coding efficiency loss with respect to the case when
joint encoding is performed, even if the coding process is
lossy.The structure of Wyner-Ziv codec is shown in Figure 2.
Together, the Slepian-Wolf and Wyner-Ziv theorems suggest
that it is possible to compress two statistically dependent
signals in a distributed way, namely, separate encoding, joint
decoding, approaching the coding efficiency of conventional
joint encoding, and decoding predictive coding schemes.
And in general, DVC uses Wyner-Ziv coding scheme as its
lossy particular case [18, 19].

3.2. Frame and Coding Structure of the Proposed MDVC. In
this section, based on the sensor characteristic ofWVSNs, we
propose a feasible MDVC scheme, which could be regarded
as an extension of conventional DVC. In a WVSN, video
sensors are separated at certain distances and angles by each
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Figure 2: The structure of Wyner-Ziv codec.

other. All nodes synchronized shoot the same scenario in an
area of interest of WVSN, and the relevant video sequences
are produced. Then the encoder, that is, the video sensor
node, encodes the captured sequences in order indepen-
dently. In encoder, MDVC does not use the complexity
encoder for encoding, and interview does not perform data
communication. It exploits the source statistics of intraview
and interview to obtain high quality decoded video, so it
is superior to traditional multiview coding. The frame and
coding structure of the proposed MDVC scheme is shown
in Figure 3. Multiview video frames are classified into two
categories: key frames and Wyner-Ziv frames, noted by K
andWZ, respectively.The𝐶V,𝐶V−1,𝐶V+1, . . . denote the video
sensors in adjacent views, and the 𝐹

𝑡
, 𝐹
𝑡−1

, 𝐹
𝑡+1

, . . . represent
the successive frames collected by the video sensors with
time order. In encoder, the key frames are encoded by the
intraframe codec with the traditional DCT based intracoding
method, and the Wyner-Ziv frames are encoded by Wyner-
Ziv codec. In decoder, the key frames are individually
decoded by conventional intraframe decoder and theWyner-
Ziv frames are joint decoded by fusion information of the
temporal SI from previous and next key frames in same
view and spatial SI from the key frames in adjacent two
views. Since Wyner-Ziv frames can be intraencoded and
inter decoded, the whole scheme consists of independent
encoder and joint decoder. Figure 4 shows a sample of WZ
frame coding scheme inMDVC. All key frames are separately
intraframe encoding and decoding. For theWyner-Ziv frame,
we use intraframe encoding and interviews decoding with
temporal SI and spatial SI.

3.3. MDVC Scheme Based on the SAD Criteria. The key
technique of the MDVC is about exploiting both temporal
and interview correlations in an efficient way. Most of the
existing works on DVC/MDVC are based on on turbo or
LDPC, the Wyner-Ziv frame coding in all regions without
distinction, motion estimation techniques cannot accurately
predict the area which aremore intense exercise.The decoder
needs to request more feedback information, thus not only
the rate increases, but the decoded image is still not accurate
enough. For this problem, we propose an improved MDVC
scheme based on SAD criteria.

In some video sequences, motion vector of many mac-
roblocks is equal to zero or very small, so only a small part
of macroblocks has large moving. For the macroblocks with
motion vector same as being zero or very small, motion
compensated temporal interpolation (MCTI) can make a
good predictive coding performance. While for other intense
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Figure 3: Successive timestamp frame structure for MDVC scheme
in a WVSN.
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Figure 4: A sample of Wyner-Ziv frame coding scheme in MDVC.

motion macroblocks, decoder needs to use information
from other cameras. In the encoder of Wyner-Ziv frame,
according to the SAD criteria, we can get the motion intense
regions (MIRs) and the nonmotion intense regions (NMIRs).
For the MIR, the side information is generated by fusion
temporal side information and inter-camera side information
at the pixel level. Inversely, for the NMIR, we directly use
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the temporal side information. Encoder uses SAD criteria
to get MIR and NMIR macroblock and mark the MIR
macroblock. Suppose that 𝑀

𝑤
is the current frame and 𝑀

𝑝

is the previous reference frame, so SAD of a macroblock is
computed as (1). Consider

SAD = ∑

(𝑥,𝑦)∈𝐵
𝑖






𝑀
𝑤
(𝑥, 𝑦) − 𝑀

𝑝
(𝑥, 𝑦)






. (1)

𝐵
𝑖
represents an 8 × 8 macroblock of the image, 𝑥, 𝑦 is,

respectively, horizontal and vertical coordinates of a pixel. If
SAD ⩾ 𝑇, we regard the macroblock as MIR. An adequate
threshold 𝑇 has been found experimentally.

The detailed block diagram of the encoder/decoder of the
proposedMDVC Scheme based on SAD criteria is illustrated
in Figure 5. We use two video sensor views to present the
encoding and decoding process of Wyner-Ziv frames for
brevity. The K frames of the second view are encoded and
decoded by conventional intraframe scheme, while for the
WZ frames, according to the SAD criteria, we get MIR (8 × 8

macroblock) andNMIR (8×8macroblock). In encoder, mark
the MIR and NMIR macroblock, respectively. The K frame
in first view is used conventional intracoding mode, and the
decoded video stream is transformed into the interview SI for
WZ frame of the second view by homography compensated
interview interpolation (HCII). Side information is used in
the reconstruction, to obtain the decoded DCT coefficients;
then, IDCT and IQ (inverse quantization) are applied to
generate the decoded frame W, as the structure of Wyner-
Ziv codec shown in Figure 2.

3.4. Side Information Generation by Fusing. Unlike DVC, the
generation of SI in MDVC must synthetically consider the
temporal SI and interviews spatial SI. In this paper, for the
temporal SI, we choose to use motion compensated temporal
interpolation (MCTI) technique estimating temporal motion
vector from the previous frame towards the forward frame.
Then, the motion vectors are interpolated at midpoint to
generate the SI [13, 15].

For the interviews spatial SI, in the scene of WVSN, all
nodes synchronized monitor the same scenario in an area
of interest, and the video sensor network contains a large
number of interview statistical dependencies. The position
and view of the cameras have been fixed; homographymatrix
[20] could be used to generate the interview SI from other
cameras. The homography is a 3 × 3 matrix that relates video
sensor 1 to video sensor 2 in the homogenous coordinates
system. There are 8 parameters in matrix, we use a gradient
descent method to get the parameters [21]. The pixel point
of video sensor 1 is mapped to a pixel point (𝑥

2
, 𝑦
2
) of video

sensor 2 up to a scale 𝜇 such that

𝜇
[

[

𝑥
2

𝑦
2

1

]

]

=
[

[

𝑏
0

𝑏
1

𝑏
2

𝑏
3

𝑏
4

𝑏
5

𝑏
6

𝑏
7

1

]

]

[

[

𝑥
1

𝑦
1

1

]

]

,

𝑥
2
=

𝑏
2
+ 𝑏
0
𝑥
1
+ 𝑏
1
𝑦
1

𝑏
6
𝑥
1
+ 𝑏
7
𝑦
1
+ 1

,

𝑦
2
=

𝑏
5
+ 𝑏
3
𝑥
1
+ 𝑏
4
𝑦
1

𝑏
6
𝑥
1
+ 𝑏
7
𝑦
1
+ 1

.

(2)

Harris corner and edge detector [22] also could be used
in iteratively calculating and adjusting the parameters in
homography of two video sensor nodes. Then, we can use
homography to generate the spatial SI of theWyner-Ziv frame
in adjacent sensor view.

When the temporal SI and spatial SI of a preparing
Wyner-Ziv frame have generated, we present a binary masks
fusion method to generate SI according the MIR or NMIR
type of macroblocks transmitted from encoder. Figure 6
shows how to fuse the binary masks from two interview
sensors, which is done by a simple logical OR operation.
We look for the pixel that predicts Wyner-Ziv frame better
from both side information. In binarymask, 0 represents that
the pixel from the same position of interview SI is reliable
and 1 represents that the pixel from the same position of
temporal SI is reliable. In the fusion process of the MIR,
we take a simple difference operation between the current
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Figure 6: Side information fusion of Wyner-Ziv frame in decoder.

pixel from the previous key frame and the pixel an the same
position from interview SI to obtain a value of 𝐴 and take
a simple difference operation between the current pixel from
the previous key frame and the pixel at the sameposition from
Temporal side information to obtain a value of 𝐵. If |𝐴| ⩾ |𝐵|;
we set binary mask to 1; otherwise, we set binary mask to 0.
For the NMIR, we set binary mask to 0, and it save a lot of
computing time. We perform the same process with forward
key frame.Thus, we obtain a second binary mask. Finally, we
perform an OR logic operation between both binary masks
of MIR to obtain the binary fusion mask.

4. Decoded Image Postprocessing
Based on Spatial Domain

InWyner-ZivDVC andMDVC, quantification is a significant
step. But the quantization matrix or quantization coefficient
adopted in quantization process would affect the quality of
image decoding. In image processing, the most common
divided blocks processing technique, discrete cosine trans-
forms (DCT), and quantization could lead to coding artifacts,
such as blocking and ringing artifacts. In this section, we try
to conduct the image postprocessing for the video decoded
from the proposed MDVC by using filtering techniques.

4.1. Deblocking Filter. The quantization process for DCT
coefficients causes the blocking effect during image and video
coding. Because the quantization error is different in each
block, the coding based on blocks, for example, 4 × 4, 8 ×

8 (which is adopted in this paper), or 16 × 16, brings to
the discontinuity in the border of adjacent blocks. In video
coding, motion compensation would spread the blocking
effect to the prediction coding frames. This is because the
location of blocking effect is unfixed, and it would move with
the motion compensation. The key technique of blocking
effect eliminating is how to eliminate the blocking effect with
protecting the real edges in the border of blocks. In general,

the blocking effect eliminating algorithm should just handle
the pixels near the border of block.

The algorithm of deblocking filter along the border of
the 8 × 8macroblock executes one-dimension filtering in the
decoder. First, using horizontal filter eliminate the horizontal
blocking effect; then, using vertical filter eliminates the
vertical blocking effect. If a pixel had changed in the last
filtering process, the modified pixel would be used in the
next filtering. The filtering process has three modules: mode
selection, DC offset mode for smooth area, and default mode
for complex area.

To eliminate the blocking effect more powerful, in this
paper, according the satisfied condition of near pixels at the
border of 8 × 8 blocks, different filtering patterns are adopted
in filtering process: DC filter of strong filtering for smooth
area and default mode for pixels in the border of blocks for
complex area.

Suppose that 𝑝
0
, 𝑝
1
, . . . , 𝑝

9
are ten consistent pixels in

horizontal direction, and the value of eq cnt denotes the
smooth level of the near image of blocks border; and 𝑇

1
is

a small threshold, we have

eq cnt =
8

∑

𝑖=0

𝜙 (𝑝
𝑖
− 𝑝
𝑖+1

) , (3)

where

𝜙 (𝜎) = {

1 if |𝜎| ⩽ 𝑇
1
,

0 otherwise.
(4)

If present pixels 𝑝
0
, 𝑝
1
, . . . , 𝑝

9
are in smooth area, the

value of eq cnt would be relatively great. On the contrary,
if the present pixels are in complex area, the value of eq cnt
would be very small. We employ (5) to determine the desired
filtering mode, DC offset mode or default mode, denoted by
filter mode. Consider

filter mode = {

DC offset if eq cnt 𝑇
2
,

default otherwise.
(5)

Suppose that 𝑇
2
is a threshold larger than 𝑇

1
. Examining

the blocking effect areas cause by little DC offset. If eq cnt ⩾

𝑇
2
, the blocking area is smooth area and DC filtering mode

is adopted. Inversely, the blocking area is complex area and
default filtering mode is selected.

4.2. Deringing Effect Filter. The coarse quantification of
the high-frequency components of image results in ringing
effect. If high-frequency components, which corresponding
to the strong edges of image, such as high contrast, occur
quantization error, the nearby region of the strong edges
would appear to be fake edge. The core of the ringing effect
eliminating algorithm is how to distinguish the ringing and
real edge. The most common method is examining the edge
of image first, then using low-pass filter screening the no-edge
pixels to achieve the objective of eliminating ringing effect.

The deringing effect filter includes threshold determi-
nation, identifier evaluation and adaptive smoothing. Every
pixel in 8 × 8 macroblock all needs to filter. In fact, 10 × 10
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pixels are used in the process of every 8 × 8 macroblock
filtering.

In threshold determination module, first, we divide the
8×8macroblock to 4 smaller blocks, then find the maximum
andminimumgrey valuemax[𝑖] andmin[𝑖] of the divided 𝑖th
block. Calculate the threshold thr[𝑖] and the dynamic range
of grey range[𝑖] by (6) and (7), respectively. Consider

thr [𝑖] =

max [𝑖] + min [𝑖] + 1

2

, (6)

range [𝑖] = max [𝑖] − min [𝑖] . (7)

Calculate the dynamic range of 4 luminance blocks, and
number the block, which has maximum dynamic range; as
𝑖max, we have

max range = range [𝑖max] . (8)

Revise the threshold of 4 smaller blocks by (9). Consider

thr[𝑖]
𝑖∈[0,3]

= {

thr [𝑖max] if (range [𝑖] < 32&&max range ⩾ 64) ,

0 if max range < 64.

(9)

In identifier evaluation module; after threshold deter-
mined, the following operations are all in original 8 × 8

macroblock. The grey value and binary identifier of the pixel
(ℎ, V) are denoted by rec(ℎ, V) and bin(ℎ, V), respectively. The
determination criterion of binary identifier is shown in (10).
Consider

bin(ℎ, V)
ℎ,V∈[0,7]

= {

1 if rec (ℎ, V) ⩾ thr,
0 otherwise,

(10)

where thr is the threshold of the current block 𝑖. The purpose
of binary identifier processing is to distinguish the grey value
with the range with thr in block.

Adaptive smoothing module is constituted by adaptive
filtering and numerical pruning two parts. Calculate the
binary identifiers of all the pixels in the 3×3 window, whose
center is current pixel. If all binary identifiers are “1” or “0”,
this region is smoothed area, so to filter this current pixel
by smooth filtering. The reconstructed value after filtering
flt(ℎ, V) is computed by (11). Consider

flt (ℎ, V) =

1

16

[

[

1

∑

𝑖=−1

1

∑

𝑗=−1

coef (𝑖, 𝑗) ⋅ rec (ℎ + 𝑖, V + 𝑗) + 8
]

]

,

(11)

where coef(𝑖, 𝑗) denotes the coefficient, 𝑖, 𝑗 = −1, 0, 1, (𝑖, 𝑗)
represents the location of pixel in 3 × 3 image window.

In order to prevent excessive handling of pixel, the gray
level difference dif(ℎ, V) between the reconstructed values
with smooth filtering and the original pixel valuemust change
limiting in the range from the change of quantization param-
eters. fit(ℎ, V) and fit(ℎ, V) indicate the reconstructed value

with smooth filtering and the without limited reconstructed
value pixel value. We have

flt (ℎ, V)

=

{
{

{
{

{

rec (ℎ, V) + max dif if (dif (ℎ, V) > max dif) ,
rec (ℎ, V) − max dif if (dif (ℎ, V) < max dif) ,
flt (ℎ, V) otherwise,

(12)

where OP denotes quantization parameter and max dif is
OP/2 no matter the macroblock in internal coding or non-
internal coding.

5. Performance Evaluation

In this section, we design some simulations to evaluate
the effectiveness of the proposed coding and postprocessing
framework by using public and representative multiview
video sequences.

We use the two multiview sequences: “Exit” and “Vassar”
which are made public available by Mitsubishi Electric
Research Laboratories (MERL) [23]. For reasons of computa-
tion complexity, the spatial resolution was halved from VGA
(640×480, YUV4 : 2 : 0) toQCIF (176×144, YUV4 : 2 : 0). For
both, the time resolution is 25 fps and we used the 2 cameras
with 100 frames per view, but only luminance component
is evaluated for per frame. Our simulated environment is
Microsoft Visual Studio 2005 on Windows XP SP3 system
with Intel Core 2 CPU 2.40GHz and 2.00GB memory. We
extend the exiting Wyner-Ziv video codec [24] to MDVC,
and all codes are written in ANSI C++. In the experiments,
LDPC codes are generated by PEG algorithm [25], and the
rate of LDPC code is 7/8. After several experimental analyses
and comparisons, 64 is the ideal threshold of SAD criteria.
According to the frame structure shown in Figure 3, the video
streams of Camera 0 and Camera 1 all use distributed video
coding, but the key frames and Wyner-Ziv frames coding
sequence for Camera 0 and Camera 1 are “W-K-W-K” and
“K-W-K-W”, respectively. The key frames K and Wyner-Ziv
framesWare alternative coding, and the key frame ofCamera
1 is used to assist theWyner-Ziv frame decoded in Camera 0,
which is main perspective in our experiments.

To evaluate the rate-distortion performance of our pro-
posed scheme, we compare the following five schemes:

(1) H.263+ “I-I-I-I”: H.263 intraframe coding (I-I-I-I).
H.263+ codec uses TMN8 [26].

(2) H.263+ “I-P-I-P”: H.263 interframe coding (I-P-I-P).
Like H.263+ “I-I-I-I” scheme, the codec used also is
TMN8, but in different coding options.

(3) Only Temporal SI: MDVCwith only temporal SI used
in side generation.

(4) Only Temporal SI: MDVCwith only spatial SI used in
side generation.

(5) Fusion SI: MDVCwith fusion temporal and spatial SI
used in side generation.
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Figure 7: Luminance PSNR versus average bit rate for different
coding schemes of “Exit” multiview sequences.
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Figure 8: Luminance PSNR versus average bit rate for different
coding schemes of “Vassar” multiview sequences.

The luminance PSNR performance as a function of the
different average bit rate for the two multiview sequences
“Exit” and “Vassar” is shown in Figures 7 and 8, respec-
tively. We can find that the proposed MDVC scheme has
significantly better performance 2-3 dB than that of H.263
intraframe coding, andMDVC system is less than the overall
complexity of the H.263+ coding. Although there is still a
performance gap between H.263 interframe coding and our
proposed MDVC scheme, our scheme is easier at encoder
which is fit forWVSNs.The proposed fusion SI approach can
bring improvements up to 0.2–0.5 dB when compared to the
MDVC with only temporal SI used in the same average bit

(a) PSNR = 36.12

(b) PSNR = 34.82

Figure 9:The decoded 15th frame in proposed fusion SI scheme. (a)
“Exit”. (b) “Vassar”.

rate. Our proposed MDVC scheme can gain more accurate
motion estimation in the intense motion region, to save a lot
of computing time. Figures 9(a) and 9(b), respectively, is 15th
decoded frame (WZ frame) of “Exit” sequence and “Vassar”
sequence using our proposed MDVC scheme; Figures 10(a)
and 10(b), respectively, is 15th decoded frame (WZ frame)
to “Exit” sequence and “Vassar” sequence using temporal SI.
From the comparisons, it can be seen that the decoded frame
in fusion SI in MDVC is significantly better than nonfusion
scheme, for instance, only temporal SI scheme.

For evaluating the performance of postprocessing frame-
work proposed in this paper, we set up a comparison exper-
iments with the postprocessing and without postprocessing
for the decodedmultiview sequences.The comparison results
of average YUV-PSNR versus QP with decoded “Exit” and
“Vassar” sequences are shown in Figure 11. We can find
that the postprocessing method could provide an additional
improvement of about 0.1 dB to the decoded video sequences
from Figure 11. The decoded video after the postprocessing
filter can be reference data in the subsequently image process-
ing and is useful to enhance the compression image quality in
objective and subjective.
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(a) PSNR = 35.81

(b) PSNR = 34.49

Figure 10: The decoded 15th frame in only Temporal SI scheme. (a)
“Exit”. (b) “Vassar”.

6. Conclusions and Future Work

In this paper, we proposes an improved coding and post-
processing framework for multiview distributed video in
WVSNs. In coding scheme, through distinguishing the
motion intense regions and the nonmotion intense regions
based on sum of absolute difference criteria, the coding
scheme encodes macroblocks adaptively, and a fusion tem-
poral and spatial side information is adopted to improve the
quality of side generation in the decoder. To further enhance
the quality of decoded video sequences, a postprocessing
scheme is designed to get more additional compression
gain. Experiments demonstrate the validity of the proposed
framework.

In the postprocessing scheme, we enforce the image post-
processing based on spatial domain without considering time
relevance of the previous and next frames, so the image qual-
ity gain we got in this scheme is limited. In our future work,
we would consider talking about the postprocessing based on
temporal filtering to guarantee the temporal continuity in the
reconstructed video sequences to get higher video quality and
more compression gain.
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Figure 11: The decoded 15th frame in only Temporal SI scheme. (a)
“Exit”. (b) “Vassar”.
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We discuss the problem of maximizing the sensor field coverage for a specific number of sensors while minimizing the distance
traveled by the sensor nodes.Thus, we define the movement task as an optimization problem that involves the adjustment of sensor
node positions in a coverage optimization mission. We propose a coverage optimization algorithm based on sampling to enhance
the coverage of 3D underwater sensor networks. The proposed coverage optimization algorithm is inspired by the simple random
sampling in probability theory.Themain objective of this study is to lessen computation complexity by dimension reduction, which
is composed of two detailed steps. First, the coverage problem in 3D space is converted into a 2D plane for heterogeneous networks
via sampling plane in the target 3D space. Second, the optimization in the 2D plane is converted into an optimization in a line
segment by using the line sampling method in the sample plane. We establish a quadratic programming mathematical model to
optimize the line segment coverage according to the intersection between sensing circles and line segments while minimizing the
moving distance of the nodes. The intersection among sensors is decreased to increase the coverage rate, while the effective sensor
positions are identified. Simulation results show the effectiveness of the proposed approach.

1. Introduction

A wireless sensor network (WSN) consists of a large number
of resource-limited (such as CPU, storage, battery power,
and communication bandwidth) tiny devices, which are
called sensors. These sensor nodes can sense task specific
environmental phenomenon, perform in network processing
on the on the sensing field and communicate wirelessly with
other sensor nodes or with a sink (also called data gathering
node), usually via multihop communications [1]. Water will
be the material basis of human sustainable development
for affording food, raw materials, and living space for the
survival of mankind in the future [2]. However, people
cannot easily monitor and develop resources in a large scale
because underwater environment is still more serious to
human being.Therefore a lot of science and technology com-
munities in different countries have focused on monitoring
and exploring underwater resources reasonably by various
technologies [3]. Underwater sensor networks are envisioned

to enable applications for oceanographic data collection, pol-
lution monitoring, offshore exploration, disaster prevention,
assisted navigation, and tactical surveillance applications
[4], so it will play an important role in monitoring and
developing water resource. The coverage and connectivity
are fundamental issues in WSNs, which can determine the
scope of services provided by the network, and have a great
influence on the network cost and performance of specific
applications. The coverage can be considered as a measure of
the service quality of WSNs [5, 6].

We analyze the coverage issues in 3D underwater sensor
networks (USNs), where sensors are randomly deployed in
a 3D field (Figure 1). Underwater sensor nodes are placed in
3D space, and the computational complexity of the coverage
optimization algorithm in 3D space is higher than the
coverage optimization algorithm in a 2D plane. Therefore,
some applications cannot be effectively modeled in 3D
space. We propose a 3D coverage optimization algorithm
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based on sampling (COS) that combines the concepts of
simple random sampling in statistics [7] and optimization
algorithms [8]. First, we transfer the coverage in 3D space into
a 2Dplane for heterogeneous networks by plane sampling in a
target 3D space. Second, we convert the plane coverage to line
segment coverage by the sampling line in the sample plane.
Finally, we establish a quadratic programming mathematical
model to optimize the line segment coverage according to
the intersection between sensing circles and the line segment
while minimizing the moving distance of the nodes. The
plane coverage should be optimized to enhance the line
segment coverage. We summarize the main contributions of
our study as follows.

(1) Sample random sampling is applied to the coverage
problem in 3D space for dimension reduction.

(2) A quadratic programming mathematical model is
established according to the intersection position of
the sensing circles and sample line, position of the
sensing circles, and radii of the sensing circles.

(3) We conclude that the sum of the node traveling
distance for the unchanging node sequence is less
than the sum of the changing node sequence. This
conclusion is mathematically proven in this study.

(4) A nonlinear quadratic optimization problem is con-
verted into a linear quadratic optimization problem
by tightening constraints to obtain the suboptimum
solution.

The remainder of this paper is organized as follows:
Section 2 reviews prior studies on sensor network cover-
age and discusses related works. Section 3 provides some
assumptions and key definitions and describes the system
model for underwater wireless sensor networks. Section 4
discusses the development of the mathematical model for
sensor network coverage and presents the COS algorithm
in detail. Section 5 presents the simulation results of the
COS algorithm. Finally, Section 6 concludes and outlines the
direction of future works.

2. Related Works

The sensor coverage problem has been extensively studied in
the field of multirobot systems and computational geometry
the Art Gallery Problem (AGP) and the circumference
coverage are related to the coverage of WSNs closely [9].
𝑘-Coverage of sensor networks is one of research focuses
in WSNs [1, 10–14]. Huang et al. present a polynomial
time algorithm formulating circumference 𝑘 coverage to a
decision problem, whose goal is to determine whether every
point in the service area of the sensor network is covered
by at least 𝑘 sensors [10] the optimal deployment density
bound for two-coverage deployment patterns is derived in
[11] where Voronoi polygons generated by sensor nodes are
congruent. The authors design a set of optimal patterns that
achieve two-coverage and one-, two-, and three-connectivity
thought extending these patterns by considering the con-
nectivity requirement. Ammari and Das focus on coverage

Figure 1: Underwater sensor networks.

and connectivity in 3DWSNs using a continuum percolation
theory based approach [13]. The network exhibits a coverage
percolation (resp., connectivity percolation) when a giant
covered region (resp., giant connected component) almost
surely spans the entire network for the first time. It proposes
an integrated-concentric-sphere model to address coverage
and connectivity in 3D WSNs in an integrated way. Ammari
uses Helly’s Theorem and the Reuleaux tetrahedron model
for characterizing 𝑘-coverage of a 3D deployment field and
develops a placement strategy of sensors to fully 𝑘-cover a 3D
field [12, 13].

Coverage algorithm based on virtual force is one of
research hotspots currently [15–19]. For a given number of
sensors, the VFA algorithm attempts to maximize the sensor
field coverage. The sensor nodes are assumed to be deployed
in virtual force field; moreover, a judicious combination of
attractive and repulsive forces is used to determine virtual
motion paths and the rate of movement for the randomly
placed sensors. Once the effective sensor positions are
identified, a one-time movement with energy consideration
incorporated is carried out; that is, the sensors are redeployed
to these positions. In [18], Delaunay triangulation is formed
with these nodes, and adjacent relationship is defined if
two nodes are connected in the Delaunay diagram. Force
can only be exerted from those adjacent nodes within the
communication range.

The application of linear programming in coverage prob-
lem focuses on point (or target) coverage, where the objective
is to cover a set of points (targets) [6, 8, 20–22]. Zhao and
Gurusamy consider the connected target coverage (CTC)
problem with the objective of maximizing the network
lifetime by scheduling sensors into multiple sets, each of
which can maintain both target coverage and connectivity.
The authors determine an upper bound and a lower bound
on the network lifetime for the MCT problem and then
develops an approximation algorithm to solve it [20]. In [21],
the sensing task of covering maximum number of targets
while minimizing the energy consumption of the sensing
operation is defined as an optimization problem of adjusting
the sensing range parameter jointly with selection of nodes
in a target coverage mission. A distributed greedy-based
heuristic is proposed that nodeswith less priority reduce their
sensing range before their neighbors and optimal adjustment
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of sensing range of active nodes is done via a dual-based
algorithm. Cardei et al. model the solution as the maximum
set covers problem and design two heuristics that efficiently
compute the sets, using linear programming and a greedy
approach [8]. In [22] the sensor node deployment task has
been formulated as a constrainedmultiobjective optimization
problem where the aim is to find a deployed sensor node
arrangement to maximize the area of coverage, minimize
the net energy consumption, maximize the network lifetime,
and minimize the number of deployed sensor nodes while
maintaining connectivity between each sensor node and the
sink node for proper data transmission.

As described earlier, almost all of coverage strategies
in 3D space are based on a premise that sensor nodes are
deployed in a specified location and stay there so that the
maximum coverage of 3D space is achieved. However, sensor
nodes are usually deployed at random and are impossible
suspended at specified location without any connection in
water. Most of the researches on coverage and connectivity
in WSNs are not suitable for underwater because of two-
dimensional application only. We propose a 3D coverage
optimization algorithm for underwater 3D sensor networks
(USNs) inwhich sensor nodes are randomly deployed and are
fixed by cables, in which quadratic programming is applied to
coverage optimization problem in 2D plane and 3D space.

3. Assumptions and Definitions

3.1. Assumptions. We assume that a large number of under-
water sensors are distributed in an area of interest. A 3DUSN
model is described as follows [23, 24].

(1) A 3D USN contains two types of sensor nodes: one
is used for communications and is deployed on the
water surface; the other is used for sensing and is
deployed underwater.

(2) All sensor nodes that are deployed underwater have
homogeneous models; that is, all sensors have binary
sensing coverage models. Thus, the sensing model is
a sphere, and all sensors adopt the radius 𝑅 of the
sensing sphere model.

(3) The underwater sensor node communicates with the
surface node via a cable that connects the two sensors.

(4) Sensor node position and depth can be acquired via
the sensor nodes deployed on the water surface and
cables.

(5) The sensor nodes on the water surface are fixed in
place with an anchor. However, the underwater nodes
can move to a specified location vertically.

(6) Sensor nodes have enough residual energy to move
the specified location because coverage algorithm is
executed during network initialization.

We assume that sensor nodes are randomly deployed in a
3D cuboid space and denote the distance between two spots
as a Euclidean distance.
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Figure 2: Coverage model in underwater 3D space.

3.2. Definitions

Definition 1 (binary sensormodel). Suppose that the distance
between sensor node 𝑋

𝑖
and space spot 𝑌 is 𝐷(𝑋

𝑖
, 𝑌) and

that each sensor node has a sensing range 𝑅. The sensing
probability is shown as follows:

𝑝 (𝑋
𝑖
, 𝑌) = {

1 𝐷 (𝑋
𝑖
, 𝑌) < 𝑅,

0 else.
(1)

Definition 2 (sensing sphere). Sensor node𝑋
𝑖
is positioned at

(𝑥
𝑖
, 𝑦
𝑖
, 𝑧
𝑖
), and the sensor model is the binary sensor model

with radius 𝑅. Thus, the coverage space of the sensor node
underwater is a sphere with a center located at (𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
). The

radius is denoted by 𝑅.

Definition 3 (sensing circle). The distance of underwater
sensor node 𝑋

𝑖
to the sample plane 𝐻 is 𝑑

𝑖
(𝑑
𝑖
< 𝑅). When

the sensing sphere of𝑋
𝑖
and sample plane𝐻 intersect, a circle

in the plane will be formed.The circle center is the projection
of𝑋
𝑖
to𝐻, and the radius of the circle is√𝑅2 − 𝑑2

𝑖
.

Definition 4 (sample plane). An arbritrary plane in 3D space
intersect the boundary of 3D monitoring space to form
polygon MNOP, as shown in Figure 2. The plane area which
is contained by polygon MNOP is defined as sample plane.

Definition 5 (sample line). Choose a line at random in sample
plane and denote it as “𝑐”, line 𝑐, and the boundary of sample
plane intersect at points 𝐴 and 𝐵, as illustrated in Figure 3.
Line 𝐴𝐵 is defined as sample line.

Definition 6 (coverage rate). Coverage rate 𝜂 is determined
by the ratio between the volume of coverage space 𝑃 and the
volume of deployed space 𝑆, which is given by the following
equation:

𝜂 =

𝑉
𝑃

𝑉
𝑆

. (2)
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3.3. Problem Definition. The proposed algorithm attempts to
maximize the coverage of USNs while striving to minimize
the movement distance of the nodes. This problem can be
defined as follows: given that 𝑛 sensors are randomly and
uniformly deployed on the surface of the ocean/sea, we
devise an algorithm that maximizes the total 3D coverage
of the nodes and minimizes the message and travel distance
complexity. Asmentioned in the Introduction, we seek a fully
distributed algorithm thatwill enable the sensor nodes to self-
organize before data collection commences. Our proposed
algorithm has five phases: (1) sample plane in a target 3D
space, (2) sample line in the sample plane, (3) establishment
of a quadratic programmingmathematicalmodel to optimize
line segment coverage, (4) depth assignment, and (5) addi-
tional rounds.

4. Coverage Optimization Algorithm
Based on Sampling

The sample planes intersect with the sensing spheres. The
distance of the center of the sensing spheres to the sample
planes is less than 𝑅. The intersection of the sensing spheres
and sample planes are a set of sensing circles with different
radii (Figure 4). We analyze the influence of the position of
coverage circles on the coverage rate of sample planes in
the 𝑥-𝑦 and 𝑥-𝑧 directions. Although sensor nodes move
in the 𝑧-axis, the radii of the sensing circles will change in
the horizontal plane and locations will remain unchanged,
respectively. In the vertical plane, the sensing circles also
move in the 𝑧-axis; however, the radii of these sensing
circles contain an original value. A coverage optimization
algorithm is executed to change the radii and locations of the
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Figure 5: Sensing circles in a horizontal sample plane.

sensing circles in the sample planes. Thereafter, the sensor
nodes corresponding to the sensing circles will be redeployed
according to the new radii and locations of the sensing circles.

4.1. Coverage Optimization Analysis Based on the Horizontal
Sample Plane. 𝑀𝑁𝑂𝑃 is a horizontal sample plane in 3D
space and has a plane function of 𝑧 = 𝑧

0
(Figure 4). The

sample plane interacts with the coverage sphere to form a
coverage circle (Figure 5). The radius of the sample plane is
expressed as follows:

𝑟
𝑖
= √𝑅

2
− (𝑧
𝑖
− 𝑧
0
)
2
. (3)

𝐴𝐵 is a random straight line in plane 𝑀𝑁𝑂𝑃. The
distance of lines 𝐴

𝑙
𝐵
𝑙
and 𝐴

ℎ
𝐵
ℎ
to line 𝐴𝐵 is 𝑅. Suppose that

𝑛 sensing circles exists (𝑆
1
, 𝑆
2
, . . . , 𝑆

𝑛
) and that the centers of

these sensing circles are located between lines𝐴
𝑙
𝐵
𝑙
and𝐴

ℎ
𝐵
ℎ
.

Each of these sensing circles may intersect with line 𝐴𝐵; for
example, 𝑆

𝑖
and line 𝐴𝐵 may intersect at points (𝑥

𝑖𝑙
, 𝑦
0
) and

(𝑥
𝑖ℎ
, 𝑦
0
). We describe the sensing line segment of line𝐴𝐵 and

𝑆
𝑖
as a set; that is, 𝐶

𝑖
= {𝑥/𝑥

𝑖𝑙
≤ 𝑥 ≤ 𝑥

𝑖ℎ
}. 𝐶
𝑖
will be an empty

set if 𝑆
𝑖
and line 𝐴𝐵 do not intersect. The union of these sets

should include line segment set 𝐶 = {𝑥/0 ≤ 𝑥 ≤ 𝑙}, and
straight line 𝐴𝐵 is completely covered by the sensing circles

𝑛

⋃

𝑖=1

𝐶
𝑖
⊃ 𝐶. (4)

The radii of the sensing circles increase as the underwater
sensor node moves closer to plane 𝐸𝐹𝐺𝐻 in the 𝑧-axis. Thus,
the sensing line segment is longer than the previous sensing
line segment. The radius of the sensing circle corresponding
to the underwater sensor node increases with the movement
of the underwater sensor node toward the plane.

Suppose that the center of the 𝑖th sensing circle is at
(𝑥
𝑖
, 𝑦
𝑖
) and that the radius is 𝑟

𝑖
. For 𝑟

𝑖
+ Δ𝑟
𝑖
> |𝑦
𝑖
− 𝑦
0
|, the

sensing circle intersects line𝐴𝐵.Thepoints of the intersection
are shown as follows:

𝑥
𝑖𝑙
= 𝑥
𝑖
− √(𝑟

𝑖
+ Δ𝑟
𝑖
)
2
− 𝑦
2

𝑖
, (5)

𝑥
𝑖ℎ
= 𝑥
𝑖
+ √(𝑟

𝑖
+ Δ𝑟
𝑖
)
2
− 𝑦
2

𝑖
. (6)
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Figure 6: Vertical sample plane in underwater 3D space.

For 𝑅
𝑖
+ Δ𝑅
𝑖
< 𝑦
𝑖
, the segment set corresponding to the

sensing circlewill be empty because the sensing circle and line
𝐴𝐵 do not intersect. This problem is hard to resolve because
of two reasons: the constraints in (5) cannot be algebraically
described because confirming the relationship among the sets
(𝐶
1
, 𝐶
2
, . . . , 𝐶

𝑛
, 𝐶) is difficult; this problem is a nonlinear

programming problem because the upper and lower bounds
of the sets and variables (Δ𝑅

1
, Δ𝑅
2
, . . . , Δ𝑅

𝑛
) are nonlinear, so

the problem is hard to be resolved [21].

4.2. Coverage Optimization Analysis Based on the Vertical
Sample Plane. In this section, we derive the optimization
coverage in a vertical sample plane (Figures 6 and 7).
𝐸𝐹𝐺𝐻 is a vertical sample plane, and the function of plane
𝐸𝐹𝐺𝐻 is 𝑦 = 𝑦

0
. 𝑀𝑁 is a random straight line in plane

𝐸𝐹𝐺𝐻 and is parallel to the 𝑧-axis. Line 𝑀𝑁 intersects 𝑛
sensing circles (𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑛
), which correspond to 𝑛 sensor

nodes (𝑋
1
, 𝑋
2
, . . . , 𝑋

𝑛
). The sensor nodes (𝑋

1
, 𝑋
2
, . . . , 𝑋

𝑛
)

are located at (𝑥
1
, 𝑦
1
, 𝑧
1
), (𝑥
2
, 𝑦
2
, 𝑧
2
), . . . , (𝑥

𝑛
, 𝑦
𝑛
, 𝑧
𝑛
), and

the centers of the sensing circle are located at (𝑥
1
, 𝑧
1
),

(𝑥
2
, 𝑧
2
), . . . , (𝑥

𝑛
, 𝑧
𝑛
). Plane 𝐸𝐹𝐺𝐻 has 𝑧

1
≤ 𝑧
2
≤ ⋅ ⋅ ⋅ ≤ 𝑧

𝑛
.

The radii of the sensing circles are expressed as follows:

𝑟
𝑖
= √𝑅

2
− (𝑦
0
− 𝑦
𝑖
)
2
. (7)

Definition 7 (upper and lower intersections). Coverage circle
𝑆
𝑖
and sample line (𝑥 = 𝑥

0
) intersect at points (𝑥

0
, 𝑧
𝑖𝑙
)

and (𝑥
0
, 𝑧
𝑖ℎ
), where 𝑧

𝑖𝑙
< 𝑧
𝑖ℎ
. Points (𝑥

0
, 𝑧
𝑖𝑙
) and (𝑥

0
, 𝑧
𝑖ℎ
)

are denoted as the upper lower intersections, respectively,
(Figure 8).

The sensing circles and line segments intersect at (𝑥
0
, 𝑧
1𝑙
),

(𝑥
0
, 𝑧
1ℎ
), (𝑥
0
, 𝑧
2𝑙
), (𝑥
0
, 𝑧
2ℎ
), . . . , (𝑥

0
, 𝑧
𝑛𝑙
), (𝑥
0
, 𝑧
𝑛ℎ
). The inter-

section segments of the sensing circles and line 𝑀𝑁 are
described as sets; that is, 𝑍

1
= {𝑧/𝑧

1𝑙
≤ 𝑧 ≤ 𝑧

1ℎ
}, 𝑍
2
=

{𝑧/𝑧
2𝑙
≤ 𝑧 ≤ 𝑧

2ℎ
}, . . . , 𝑍

𝑛
= {𝑧/𝑧

𝑛𝑙
≤ 𝑧 ≤ 𝑧

𝑛ℎ
}. The

union of these segment sets should include the segment set
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𝑍 = {𝑧/0 ≤ 𝑧 ≤ ℎ} if line 𝑀𝑁 is completely covered by
sensing circles

𝑛

⋃

𝑖=1

𝑍
𝑖
⊃ 𝑍, (8)

𝑧
𝑖𝑙
= 𝑧
𝑖
− √𝑟
2

𝑖
− (𝑥
𝑖
− 𝑥
0
)
2
, (9)

𝑧
𝑖ℎ
= 𝑧
𝑖
+ √𝑟
2

𝑖
− (𝑥
𝑖
− 𝑥
0
)
2
. (10)

The sensing line segments move with the corresponding
underwater sensor nodes moving in 𝑧-axis, but the length
of sensing line segment is unchanged. We suppose that the
movement distance of 𝑛 sensing circles is Δ𝑑

1
, Δ𝑑
2
, . . . , Δ𝑑

𝑛

separately. The sensing line segments after moving are
described by sets, that is, (𝑧

1𝑙
+Δ𝑑
1
, 𝑧
1ℎ
+Δ𝑑
1
), (𝑧
2𝑙
+Δ𝑑
2
, 𝑧
2ℎ
+

Δ𝑑
2
), . . . , (𝑧

𝑛𝑙
+ Δ𝑑
𝑛
, 𝑧
𝑛ℎ
+ Δ𝑑
𝑛
). The optimization algorithm

is developed to deal with the sample straight line coverage
completely with the object minimum of the sum of sensing
line segment moving distance. That is,

min
𝑛

∑

𝑖=1

Δ𝑑
2

𝑖

st:
𝑛

⋃

𝑖=1

(𝑧
𝑖𝑙
+ Δ𝑑
𝑖
, 𝑧
𝑖ℎ
+ Δ𝑑
𝑖
) ⊃ (0, ℎ) .

(11)
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Constraint conditions are shown as
min (𝑧

1𝑙
+ Δ𝑑
1
, 𝑧
2𝑙
+ Δ𝑑
2
, . . . , 𝑧

𝑛𝑙
+ Δ𝑑
𝑛
) < 0,

𝑧
2𝑙
+ Δ𝑑
2
> 𝑧
1ℎ
+ Δ𝑑
1
,

𝑧
3𝑙
+ Δ𝑑
3
> max (𝑧

1ℎ
+ Δ𝑑
1
, 𝑧
2ℎ
+ Δ𝑑
2
) ,

...

𝑧
𝑛𝑙
+ Δ𝑑
𝑛
> max (𝑧

1ℎ
+ Δ𝑑
1
, 𝑧
2ℎ
+ Δ𝑑
2
, . . . , 𝑧

(𝑛−1)ℎ
+ Δ𝑑
𝑛−1
) ,

max (𝑧
1ℎ
+ Δ𝑑
1
, 𝑧
2ℎ
+ Δ𝑑
2
, . . . , 𝑧

𝑛ℎ
+ Δ𝑑
𝑛
) > ℎ.

(12)

It is difficult to find the optimal solution because the
previous problem is nonlinear. Therefore we seek the feasible
solution by tightening constraints. First, we analyze the
affection of the sensing circles’ position on optimization
algorithm.

Theorem 8. The sum of the traveled distance of the nodes is
small when the order of the nodes remains the same compared
with other nodes.

Proof. We assume that only two sensing circles 𝑆
1
, 𝑆
2
with

centers located at (𝑥
1
, 𝑧
1
) and (𝑥

2
, 𝑧
2
) exist in interval (0, 𝑙)

(Figure 9). Suppose that 𝑧
1
< 𝑧
2
. These two sensing circles

and the 𝑧-axis intersect at points (0, 𝑧
1𝑙
), (0, 𝑧

1ℎ
) and (0, 𝑧

2𝑙
),

(0, 𝑧
2ℎ
). The spot coordinates are expressed as follows:

𝑧
1ℎ
− 𝑧
1𝑙
+ 𝑧
2ℎ
− 𝑧
2𝑙
> 𝑙,

0 ≤ 𝑧
1𝑙
, 𝑧
1ℎ
, 𝑧
2𝑙
, 𝑧
2ℎ
≤ 𝑙.

(13)

Both Δ𝑑
1
and Δ𝑑

2
are the moving distance of sensing

circles 𝑆
1
and 𝑆

2
, respectively. We assume that both sensing

circles will be arranged in the same order along the 𝑧-axis
after optimization coverage

𝑧
1
+ Δ𝑑
1
< 𝑧
2
+ Δ𝑑
2
. (14)

The complete coverage of line segment (0, 𝑙) implies the
following:

𝑧
2ℎ
+ Δ𝑑
2
≥ 𝑙,

𝑧
1𝑙
+ Δ𝑑
1
≤ 0.

(15)

We then derive the following equation:




Δ𝑑
1





+




Δ𝑑
2





≥ 𝑙 − 𝑧

2ℎ
+ 𝑧
1𝑙
. (16)

The minimum moving distance of the sensing circles is
computed as follows:

Δ𝑑min = 𝑙 − 𝑧2ℎ + 𝑧1𝑙. (17)

We obtain 𝑧
1
+ Δ𝑑
1
> 𝑧
2
+ Δ𝑑
2
, and the order of the sensing

circles changes. The complete coverage of line segment (0, 𝑙)
implies the following:

𝑧
1ℎ
+ Δ𝑑


1
≥ 𝑙,

𝑧
2𝑙
+ Δ𝑑


2
≤ 0.

(18)

x

z

(0, z2h)

(0, z1h)

(0, z2l)

(0, z1l)

(0, l)

(x2, z2)

(x1, z1)

Figure 9: Position of two sensing circles.

Equations (18) denote the following:





Δ𝑑


1






+






Δ𝑑


2






≥ 𝑙 − 𝑧

1ℎ
+ 𝑧
2𝑙
. (19)

Thus, the minimum moving distance of the sensing circles is
computed as follows:

Δ𝑑


min = 𝑙 − 𝑧1ℎ + 𝑧2𝑙; (20)

that is,
Δ𝑑


min − Δ𝑑min = 𝑧2ℎ + 𝑧2𝑙 − 𝑧1ℎ − 𝑧1𝑙. (21)

According to the nature of the circle, we derive the following
equation:

𝑧
2
=

𝑧
2𝑙
+ 𝑧
2ℎ

2

≥ 𝑧
1
=

𝑧
1𝑙
+ 𝑧
1ℎ

2

. (22)

Thus, 𝑧
2𝑙
+ 𝑧
2ℎ
− 𝑧
1𝑙
− 𝑧
1ℎ
≥ 0; that is, Δ𝑑min >

Δ𝑑min. We conclude that the sum of the moving distance
of sensing circles in the same order is less than the sum of
the moving distance of sensing circles in different orders.
Thus, 𝑛 sensing circles intersect at the sampling line and can
be decomposed into multicoupled combinations of mobile
nodes. After executing the coverage optimization algorithm,
each pair of sensing circles willmaintain their order.Thus, the
order of all nodes will not change.

On the basis of the previous analysis, we assume that the
relative order of the sensing circles after optimization is the
same before optimization. We propose different constraint
conditions depending on the length of the sensing line
segments. The length of the sensing line segment is 𝑧

𝑖ℎ
−

𝑧
𝑖𝑙
, and the sensing circle 𝑆

𝑖
and sample line intersect at

(𝑥
0
, 𝑧
𝑖𝑙
) and (𝑥

0
, 𝑧
𝑖ℎ
). If 𝑛 sensing circles intersect at the

sample straight line, the sum of the length of the sensing line
segments can be written as follows:

𝐿 =

𝑛

∑

𝑖=1

(𝑧
𝑖ℎ
− 𝑧
𝑖𝑙
) . (23)

For 𝐿 ≥ ℎ, the sample can be completely covered by sensing
circles. Therefore, the intersection coordinates of the sensing
circle 𝑆

𝑖
and straight line imply the following inequalities:

𝑧
𝑖𝑙
+ Δ𝑑
𝑖
≥ 𝑧
(𝑖−1)ℎ

+ Δ𝑑
𝑖−1
,

𝑧
𝑖ℎ
+ Δ𝑑
ℎ
≤ 𝑧
(𝑖+1)𝑙
+ Δ𝑑
𝑖+1
.

(24)
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The upper intersection of circle 𝑆
𝑖
should be the lower side

of the lower intersection of sensing circle 𝑆
𝑖−1

. The lower
intersection of circle 𝑆

𝑖
should be the upper side of the upper

intersection of sensing circle 𝑆
𝑖+1

. The constraint conditions
of the optimization algorithm follow the following equation:

min
𝑛

∑

𝑖=1

Δ𝑑
2

𝑖

st:

𝑧
1𝑙
+ Δ𝑑
1
≤ 0,

𝑧
2𝑙
+ Δ𝑑
2
≥ 𝑧
1ℎ
+ Δ𝑑
1
,

𝑧
3𝑙
+ Δ𝑑
3
≥ 𝑧
2ℎ
+ Δ𝑑
2
,

...
𝑧
𝑛𝑙
+ Δ𝑑
𝑛
≥ 𝑧
(𝑛−1)ℎ

+ Δ𝑑
𝑛−1
,

𝑧
𝑛ℎ
+ Δ𝑑
𝑛
≥ ℎ.

(25)

For 𝐿 < ℎ, the sample cannot be considered a solution to the
optimization problembecause the sample straight line cannot
be fully covered by sensing circles. Therefore, the maximum
coverage of the sample straight line is expected. The sample
straight line is covered maximally when the sensing line
segments in the sample straight line are disjointed. We
establish the new optimization algorithm as follows:

min
𝑛

∑

𝑖=1

Δ𝑑
2

𝑖

st:

𝑧
1𝑙
+ Δ𝑑
1
≥ 0,

𝑧
1ℎ
+ Δ𝑑
1
≤ 𝑧
2𝑙
+ Δ𝑑
2
,

𝑧
2ℎ
+ Δ𝑑
2
≤ 𝑧
3𝑙
+ Δ𝑑
3
,

...
𝑧
(𝑛−1)ℎ

+ Δ𝑑
𝑛−1
≤ 𝑧
𝑛𝑙
+ Δ𝑑
𝑛
,

𝑧
𝑛ℎ
+ Δ𝑑
𝑛−1
≤ ℎ.

(26)

The new positions of the sensing circles are (𝑥
1
, 𝑧
1
+Δ𝑑
1
),

(𝑥
2
, 𝑧
2
+ Δ𝑑
2
), . . . , (𝑥

𝑛
, 𝑧
𝑛
+ Δ𝑑
𝑛
), and the corresponding

sensor nodes are located at (𝑥
1
, 𝑦
1
, 𝑧
1
+ Δ𝑑
1
), (𝑥
2
, 𝑦
2
, 𝑧
2
+

Δ𝑑
2
), . . . , (𝑥

𝑛
, 𝑦
𝑛
, 𝑧
𝑛
+ Δ𝑑
𝑛
). Figures 10(a) and 10(b) illustrate

the position of the sensing circles after randomplacement and
the final sensor positions determined by the COS algorithm,
respectively. Figures 10(a) and 10(b) illustrate an example of
𝐿 ≥ ℎ, whereas Figures 11(a) and 11(b) illustrate an example
of 𝐿 < ℎ.

We find a feasible solution after limiting the constraints of
the optimization algorithm in vertical planes. Moreover, the
2D plane coverage optimization in the𝑦-𝑧 direction is similar
to the 𝑥-𝑧 direction. Thus, we only sample the vertical plane
in underwater 3D space (Figure 6).

4.3. Complete Algorithm. The pseudocode of the COS algo-
rithm and the single sample plane coverage function are
presented in Algorithms 1 and 2, and the flowchart of the
single sample line coverage function is presented in Figure 12.
The following parameters are defined for the mathematical
modeling process:

Sensor set: the set of sensor node position, 𝑆
𝑖
(𝑥
𝑖
,

𝑦
𝑖
, 𝑧
𝑖
) ∈ Sensor set,

circle set: the set of sensing circle position and radius,

x

z

h M

N
xi

(a) Before optimization

x

z

h M

N
xi

(b) After optimization

Figure 10: 𝐿 ≥ 𝑊 example.

x

z

h M

N
xi

(a) Before optimization

x

z

h M

N
xi

(b) After optimization

Figure 11: 𝐿 < 𝑊 example.

circle 𝑁 set: the set of sensing circle position and
radius after optimization,
𝑑 step plane: the step size of plane sampling,
𝑑 step line: the step size of line sampling,
(𝑙,𝑤, ℎ): the length, width, and height of the 3D space,
respectively,
𝑥 int, 𝑦 int: the initial position of the sample line in
the 𝑥 and 𝑦 directions, respectively,
𝑥 line, 𝑦 line: the position of the sample line in the 𝑥
and 𝑦 directions, respectively,
𝑅: the sensing radius of the sensor node.

The COS algorithm is performed by the sink node on
land. First, a plane that is parallel to the 𝑥-𝑧 plane is
sampled in interval (0, 𝑅/2) (Line 1). In Lines 3 to 6 of
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COS algorithm

%Input: Sensor set, 𝑑 step plane, 𝑑 step line, 𝑙, 𝑤, ℎ, 𝑥 int, 𝑦 int, 𝑅
%Output: Sensor set.
Main procedure:
(1) 𝑦 = random(0, 𝑅/2); % the initial position of sample plane in 𝑥 − 𝑧.
(2) While 𝑦 < 𝑙
(3) For 𝑆

𝑖
(𝑥
𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) ∈ Sensor set

(4) If (the sensing sphere and sample plane intersect)
(5) calculate the radius of the sensing circle according to (7), and save the position (𝑥

𝑖
, 𝑧
𝑖
) and radius 𝑟

𝑖
of sensing circle

to circle set.
(6) End
(7) end
(8) circle N set = plane cover(circle set, 𝑥 int, 𝑤, ℎ, 𝑑 step line);

% the single sample plane coverage optimization function and its procedure are shown in Figure 11.
(9) Update the position set Sensor set according to circle N set.
(10) 𝑦 = 𝑦 + 𝑑 step plane
(11) Empty the set circle set, circle N set;
(12) End
(13) 𝑥 = random(0, 𝑅/2); % initial position of the sample plane in 𝑦 − 𝑧.
(14) While 𝑥 < 𝑤
(15) For 𝑆

𝑖
∈ Sensor set

(16) If (the sensing sphere and sample plane intersect)
(17) calculate the radius of the sensing circle according to (7), and save the position (𝑥

𝑖
, 𝑧
𝑖
) and radius 𝑟

𝑖
of the sensing

circle to circle set.
(18) End
(19) end
(20) circle N set = plane cover(circle set,𝑦 int, 𝑙, ℎ, 𝑑 step line);
(21) Update the position set Sensor set according to circle N set;
(22) 𝑥 = 𝑥 + 𝑑 step plane;
(23) Empty the set circle set, circle N set;
(24) End

Algorithm 1: Pseudocodes for the COS algorithm.

Plane coverage

function circle N set = plane cover(circle set, 𝑥 int,
𝑤, ℎ, 𝑑 step line)
(1) 𝑥 line = 𝑥 int;
(2) while 𝑥 line < 𝑤
(3) circle N set = line cover(circle set, 𝑥 line, ℎ);

% the sample line coverage optimization function
and its flowchart is shown in Figure 12;

(4) 𝑥 line = 𝑥 line + 𝑑;
(5) circle set = circle N set;
(6) end

Algorithm 2: Pseudocodes for plane coverage.

the COS algorithm, the positions and radii of the sensing
circles in the sampling plane are calculated if the sensing
spheres intersect at the sampling plane. The plane coverage
subroutine is invoked in Line 8 to optimize the sampling
plane coverage. Thereafter, the sink node sends DEPTH
messages to the underwater sensor nodes. Anynode receiving
a DEPTHmessage performs its specifiedmovement (Line 9).

After the first optimization, additional planes are sampled
according to the step length until the sampling plane is
beyond the boundary of 3D space, and the optimization
algorithm is conducted numerously to optimize all sampling
planes coverage. Additional rounds are also conducted when
the sampling planes are parallel to the 𝑦-𝑧 plane to increase
the total coverage in Lines 14–24.

Given the sampling plane function, the position of the
initial sampling line, boundary of the plane, step length
of the sampling, and positions and radii of the sensing
circles, the subprogress can be used to optimize the coverage
of the sampling plane. Line 1 is the line function of the
initial sampling line. Line 3 performs the line coverage
optimization function and calculates the new positions of
the sensing circles. Additional optimization sequences are
conducted until the sampling line is beyond the boundary of
the sampling plane.

We describe the single-line coverage optimization func-
tion in a flowchart (Figure 12). The following equation is the
expression of single-line coverage optimization function:

function circle 𝑁 set = line cover (circle set, 𝑥 line, ℎ) .
(27)
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to set circle N set

|xi − x line| < ri

Figure 12: Straight line coverage flowchart.

5. Simulation

In this section,we describe the simulation setup, performance
metrics, and performance results of the study. We assume
that all messages can be transmitted/received without any
errors and that the sensor nodes are uniformly distributed
in a 100m × 100m × 100m 3D space. The sensing radius of
the underwater sensor node is 20m, and the communication
nodes that are deployed on the water surface can commu-
nicate with each other. A coordinator node is attached to
the server and acts as a gateway to the USNs. The server
implements the COS algorithm presented in Section 4 and
conveys the new position of the underwater sensor nodes
to the coordinator. The location of an underwater sensor
node is adjusted by its corresponding buoy via the cable after
receiving the information.

Figure 13 shows the initial position of the sensing circles
in one of the vertical sample planes after randomdistribution.
Figure 14 shows the final position of the sensing circles of
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Figure 13: Initial position of the sensing circles after random
distribution.
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Figure 14: Position of the sensing circles after execution of the COS
algorithm.

the COS algorithm in the same vertical sample planes. We
observe that the overlap area in Figure 14 is less than the
overlap area in Figure 13.

Figure 15 shows the coverage rate comparison between
the random placement and COS algorithm in the sample
vertical planes. The simulation is conducted with 60 sensor
nodes, and the sensing range is set to 20m. The sampling
plane coverage rate of the COS algorithm outperforms the
random approach by approximately 10%. This improvement
is insignificant and is caused by the limited movement
direction of the nodes (i.e., vertical movement only).

We have conducted experiments with different node
quantities. The results shown in Figure 16 clearly reveal
that our algorithm is valid for various node quantities. The
simulation is implemented twice, and the sensing range is
set to 20m. The COS algorithm outperforms the random
approach by approximately 10% in terms of coverage. The
performance of the COS algorithm is superior when the
number of nodes is relatively few. Considering that the 3D



10 International Journal of Distributed Sensor Networks

1 2 3 4 5 6 7 8 9 10 11
0.4

0.5

0.6

0.7

0.8

0.9

1

 Sample plane ID

C
ov

er
ag

e r
at

e

Random distribution
COS algorithm

Figure 15: Coverage rate of sample planes for different distributions.
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Figure 16: Coverage rate for the number of nodes.

space coverage and node deployment on the surface have a
close relationship, the optimal coverage in 3D space will be
achieved by the COS algorithm if the nodes on the surface
are distributed well.

Figure 17 presents the simulation results in different
sampling steps for 40 to 80 underwater sensor nodes. The
algorithmperformance is weakwhen additional iterations are
implemented because the optimization in the second plane
will have a negative effect on the first plane if two adjacent
planes intersect at the same sensing sphere.

Similarly, when sensing range is increased while the
number of nodes is fixed as 60 and 80, respectively, coverage
increases as seen in Figures 18 and 19. The patterns show
that the coverage can be effectively enhanced by the COS
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Figure 17: Coverage rate for iterations.

algorithm. We consider the influence of node quantity,
iteration, and sensing range in the experiments and find
that the proposed algorithm works effectively under extreme
surroundings.

6. Conclusion

This study proposes a 3D COS to enhance the coverage of
USNs. We convert a 3D space coverage into a 2D plane
coverage for heterogeneous networks by a sampling plane in
the target 3D space.The positions of the sensing circles in the
sample plane are calculated by the COS algorithm to enhance
coverage. Thereafter, the sensor nodes that correspond to
the sensing circles are redeployed. The simulation results
show that the COS algorithm can improve the coverage
provided by an initial randomplacement. To a certain degree,
the coverage in the 3D space improves when the iterations
increase. However, the coverage will remain unchanged or
decrease when the number of iterations surpasses a certain
value for the adjacent sample planes. The performance of the
COS algorithm is affected by two aspects:

(1) for the limitation of the network model, the coverage
cannot be significantly improved when the wireless
sensor nodes are nonuniformly distributed,

(2) the COS algorithm is performed on each sample
plane alone because we do not consider the relativity
between the adjacent sample planes.

In the future, we will consider the relativity of the sample
planes to ensure the flexibility of the COS algorithm as well as
adjust the positions of the wireless sensor nodes on the water
surface to distribute uniformly the sensor nodes and enhance
their coverage in 3D space.
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Figure 18: Coverage versus the sensing radius for 60 nodes.
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Figure 19: Coverage versus sensing radius for 80 nodes.
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In this paper, an algorithmnamed stepwise subspace pursuit (SSP) is proposed for sparse signal recovery. Unlike existing algorithms
that select support set from candidate sets directly, our approach eliminates useless information from the candidate through
threshold processing at first and then recovers the signal through the largest correlation coefficients. We demonstrate that SSP
significantly outperforms conventional techniques in recovering sparse signals whose nonzero values have exponentially decaying
magnitudes or distribution of𝑁(0, 1). Experimental results of Lena show that SSP is better than CoSaMP, OMP, and SP in terms of
peak signal to noise ratio (PSNR) by 5.5 db, 4.1 db, and 4.2 db, respectively.

1. Introduction

In many applications such as statistical regression [1], digital
communications [2], image processing [3, 4], multimedia
sensor networks [5, 6], interpolation/extrapolation [7], and
signal deconvolution [8, 9], recovering high-dimensional
signals from relatively fewer measurements is a challenging
task. Fortunately, in the real world many signals are, or can
be, transformed (such as DCT, wavelet packet transform [10])
to sparse such that only a small part of signal coefficients are
nonzero values. And compressed sensing [11, 12] allows us
to recover sparse signal from high-dimensional signals with
very fewmeasurements. In fact, some works in the real world
show that one can recover exactly 𝐾 sparse signal of length
𝑀 with only𝑂(𝐾 log𝑀) randommeasurements. Let y ∈ 𝑅𝑁
be an observed signal, and let Φ ∈ 𝑅𝑁×𝑀 be a dictionary of
atoms, then the standard of the formulation of sparse follows

x̂ = argmin ‖x‖0 s.t. y = Φx, (1)

where ‖𝜃‖
0
is the 𝜃’s ℓ

0
-norm, which counts the number of

nonzero elements of vector 𝜃.

Finding the exact solution of (1) is known as NP-hard
[7]. It is intractable for combinatorial approaches to solve
the problems of moderate-to-high dimensionality, and thus
one needs to resort to heuristic procedures. However, if the
dictionaryΦ satisfies nearly orthogonality, (1) then becomes

x̂ = argmin ‖𝜃‖1 s.t. y = Φx = ΦΨ𝜃 = Θ𝜃, (2)

where ‖𝜃‖
1
is the 𝜃’s ℓ

1
-norm, Θ=ΦΨ, and there is a sparse

vector such that x = Ψ𝜃.
The rest of the paper is organized as follows. Section 2

summarizes the related work of recover algorithm in com-
pressed sensing. Section 3 contains the description of step-
wise subspace pursuit algorithm. Section 4 makes a compar-
ison of our work with the related papers through simulation.
Section 5 presents our main conclusion.

2. Related Work

Existing recovery algorithms are roughly classified into three
main families: convex relaxation algorithms, Bayesian algo-
rithms, and pursuit algorithms. Our algorithm presented in
this paper belongs to the pursuit family.
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The convex relaxation algorithms approximate the nons-
mooth and nonconvex ℓ

0
-norm by functions that are easier

to handle. The resulting problem can be solved by means of
standard optimization techniques. Well-known instances of
algorithms based on such an approach are Basis Pursuit (BP)
[13] and FOCUSS [14] which approximate the ℓ

0
-norm by

the ℓ
1
-norm and ℓ

𝑝
-norm (𝑝 < 1), respectively.

The Bayesian algorithms express the problem as the
solution of a Bayesian inference problem and apply statistical
tools to solve it, that is assuming a prior distribution for
the unknown coefficients that favors sparsity. They develop
a maximum a posteriori estimator that incorporates the
observation. There are many algorithms that incorporate
some of these features. For example, identify a region of
significant posterior mass [15] or average over most probable
models [16]. One key ingredient of Bayesian algorithms is the
choice of a proper prior on the sought sparse vector.

The pursuit algorithms for sparse signal recovery are a
greedy approach that iteratively refines the current estimate
for the coefficient vector x by modifying one or several
coefficients chosen to yield a substantial improvement in
approximating the signal. The family of pursuit algorithms
includes several approaches according to the way of updating
the support set: single or multiple algorithms.The algorithms
of single updating support set gradually increase the support
by sequentially adding new atoms. The complexity of these
algorithms is lower than the complexity of BP. However, they
require more measurements 𝑀 for accurate reconstruction,
and they often have an effect on empirical work and do
not offer the strong theoretical guarantees. Single algorithms
include matching pursuit (MP) [17], orthogonal matching
pursuit (OMP) [18]. However, for many applications, single
updating support set does not offer adequate performance,
so researchers have developed more sophisticated pursuit
methods that work better in practice and yield essentially
optimal theoretical guarantees, called multiple algorithms.
These techniques depend on several enhancements to the
basic greedy framework: (1) selecting multiple columns per
iteration; (2) pruning the set of active columns at each
step; (3) solving the least squares problems iteratively; (4)
theoretical analysis using the RIP bound. There are many
algorithms that incorporate some of these features. For
example, stagewise orthogonal matching pursuit (StOMP)
[19], hard thresholding pursuit (HTP) [20], regularized
orthogonal matching pursuit algorithm (ROMP) [21] which
was the first greedy technique whose analysis was sup-
ported by a RIP bound, compressive sampling matching
pursuit (CoSaMP) [22] which was the first algorithm to
assemble these ideas to obtain essentially optimal perfor-
mance guarantees and the subspace pursuit (SP) [23], and
so forth. Sparsity-predict in these algorithms bring to the
perfect performance. However, once the sparsity is false
predicted, many signals cannot be reconstructed accurately.
All in all, pursuit algorithms have often been considered
naive, in part because there are contrived examples where
the approach fails spectacularly. However, recent research
has clarified that greedy pursuits succeed empirically and
theoretically in many situations where convex relaxation
works.

No
Yes

Input Φ, y

Threshold processing

{i | |c (i)| > ts}

T= {K indices whit the largest
correlation in solved x}

Proj (y ,ΦT)

Tgood
enough?

T̃ = T−1 ⋃{K indices whit
the largest correlation}

Solve x with (Φ
T̃ ∗ Φ )−1 ∗ Φ

T̃T̃ ∗ y

Correlation cal Φ ∗ y −1r

Figure 1: Description of reconstruction algorithms for 𝐾-sparse
signals.

3. Sparse Signal Recovery by Stepwise
Subspace Pursuit

Figure 1 depicts the schematic representation of the proposed
SSP algorithm. The ℓth iteration applies matched filtering to
the current residual and gets a candidate setΦ ∗ yℓ−1

𝑟
, which

contains a small number of significant nonzero values. Then
we eliminate useless information in the candidate through
threshold processing {𝑖 | |𝑐(𝑖)| > 𝑡

𝑠
} and select 𝐾 indices

which are considered to be reliable on some iteration steps
with the largest correlation by interim estimate. We merge
the 𝐾 indices of newly selected coordinates with the pre-
vious support estimate, thereby updating the intermediate
estimate ̃𝑇ℓ. We have the new approximation x supported
in ̃𝑇ℓ with coefficients given by (Φ

�̃�
ℓ
∗ Φ
�̃�
ℓ)
−1
∗ Φ


�̃�
ℓ
∗

y. The updated support estimate can be gained from approx-
imation x by the largest correlation. We then project the
vector y on the columns of Φ

𝑇
ℓ belonging to the updated

support, and check the stopping condition, and if it is not yet
time to stop, we set ℓ = ℓ + 1 and go to the next iteration.

The algorithm is depicted in Algorithm 1. The main
contribution of the SSP reconstruction algorithm is that it
generates a list of candidates sequentially and incorporates a
simple method for re-evaluating the reliability of all candi-
dates at iteration, thus gaining the correlation of candidates
before the operation of SP with the correlation at iteration of
the method.
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Algorithm: stepwise sub space pursuit
Input:

An𝑁 × 𝑑measurement matrixΦ
An𝑁 dimensional data vector y
The sparsity level𝐾 of the idea signal

Procedure:
Initialization:
(1) 𝑇0 = {𝐾 indices with the largest correlation entries in the vector Φ ∗ y}
(2) y0 = resid (y,Φ

𝑇
0

)

Iteration: when 𝑠th the iteration, execute the following steps
(1) threshold processing 𝑦𝑠−1

(2) ̃𝑇𝑠 = 𝑇𝑠−1 ∪ {𝐾 indices with largest correlation in Φ
𝑇
𝑠−1 ∗ y𝑠−1}

(3) slove x with x = (Φ
�̃�
𝑠
∗Φ
�̃�
𝑠)

−1

∗Φ


�̃�
𝑠
∗ y

(4) 𝑇𝑠 = {𝐾 indices with largest correlation in solved x}
(5) y𝑠 = resid (y,Φ

𝑇
𝑠)

(6) if 

y𝑠

>




y𝑠−1

then break the iteration, else go next iteration

Output:
The approximate solve x

Algorithm 1: Algorithm of SSP.

4. Simulation and Results

In this section, we show the performance of the proposed
algorithm through simulation from two aspects: (1) for 𝐾-
sparse 1-dimensional signal, we compare the reconstruction
probabilities of OMP, CoSaMP, SP, and SSP algorithmies;
(2) for sparse 2-dimensional images signal with DCT, we
compare the effectiveness and accuracy of signal recovery
with OMP, CoSaMP, SP, and SSP algorithms under the same
test conditions.

In Figure 2, we compare the performance of SSP algo-
rithm with that of OMP, CoSaMP, and SP algorithms. The
original signal in Figure 2(a) is obtained, when the 𝐾-sparse
signal is set by random nonzero values drawn from 𝑁(0, 1),
where the 𝐾 nonzero coefficients are set by iid 𝑁(0, 1) and
the remaining coefficients of x are set by 0. The original
signal in Figure 2(b) is obtained, when the 𝐾 nonzero coef-
ficients are a random permutation of 𝐾 exponentially decay
and the remaining coefficients of x are set to 0.

Figure 2(a) shows that SSP performs better than OMP,
CoSaMP, and SP when the nonzero entries of the sparse
signal are drawn according to zero-mean Gaussian with
variance 1. We discover that the recovery probability is 1 in
low sparsity level, but the recovery signal is not accurate
when the sparsity increases to a certain level. And therefore
more measurements are needed for a better signal recovery.
Furthermore the results in Figure 2(a) show that theCoSaMP,
OMP, and SP can accurately recover signal in sparsity level in
15, 17, and 18, respectively, while the SSP algorithm can reach
21. As depicted in Figure 2(b), SSP significantly outperforms
existing methods for the exponential case.

Two 256 × 256 tested images (Lena and Cameraman) are
used to illustrate the quality of reconstructed image. Our sim-
ulation experiments were performed in the MATLAB2010b
environment using an AMDAthlon II X2 245 processor with
2GB of memory. The Gaussian random matrix was applied

Table 1: PSNR and reconstructed time of different algorithms for
images.

CoSaMP OMP SP SSP
Lena

PSNR 19.8831 21.3572 21.2388 25.4261
TIME 3.9 0.5 2.4 3.9

Cameraman
PSNR 16.3795 18.1784 17.3851 21.1282
TIME 4.4 0.5 2.5 4.3

to measure the coefficients of OMP, CoSaM, PSP, and SSP
algorithms. In order to validate the effectiveness of OMP,
CoSaMP, SP, and SSP algorithms, compression ratio of test
images was set 0.3333. Figure 3 shows that the reconstructed
quality of SSP is better than that of the OMP, CoSaMP, and
SP in the same experimental condition. Table 1 is the PSNR
of reconstructed images and the reconstructed times of OMP,
CoSaMP, SP, and SSP algorithms for test images.

As shown in Table 1, SSP has the maximum PSNR and
the largest time consumed in reconstruction compared with
other algorithms. It shows that searching for maximum cor-
relation set from candidate in SSP is a double-edged sword.
The maximum correlation of SSP explains the possibility of
its relative higher quality compared to OMP, CoSaMP, and
SP in this example.

5. Conclusion

In this paper, a stepwise subspace pursuit algorithm for signal
reconstruction is proposed by using the largest correlation
of the candidate set. It can obtain accurate solutions that
preserve more important coefficients as well as recover more
data than other existing algorithms.The experimental results
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algorithms.
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Figure 3: Performance of different algorithms for two images.

of Lena demonstrated that SSP is a more effective algorithm
for signal recovery from random measurement than OMP,
CoSaMP, and SP algorithms in peak signal to noise ratio by
5.5 db, 4.1 db, and 4.2 db, respectively. In future work, we need
to investigate how to reduce the reconstruction time while
improving the quality of signal.
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