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Wireless sensors and multimedia communications are
increasingly becoming a part of our everyday lives and
societies. Subsequently, issues surrounding their safety and
security are becoming ever more important. The situation is
true, not only for overtly hostile environments such as for
defense and public security, but also for covert commercial
platforms handling private and sensitive information.

Also, with the advent of new devices and circuits from
the development of military systems, a host of new tech-
nologies have come to the fore, including sophisticated RF
sensing, activating, signal processing, and communications.
The prompt ability to protect against hostile actions to sense,
access, process, command, and control covert information is
of utmost importance and is vital for the success of this next
generation of communication systems and networks.

This special issue presents several research results in
covert communication networks in hostile environments,
including the identification of current challenges for each
domain, the development of novel technologies and strate-
gies, and discussion and exploration of future solutions.

The first challenge of the cover communications and
networks is how to confront the hostile noises or environ-
ments. Historically, for communication engineers, the white
Gaussian is the least favorable noise [1], and conventional
system designer considers the best design under the least
favorable Gaussian or combination of the multiple or vari-
ational Gaussian, such as Rician, Nakagami, or others in [2].
However, the hostile noises are far from the natural Gaussian
shape and are rather close to typical signals such as single tone
and sweep sinusoidal jamming. Further, the hostile noise is
very intentional, having less information in theory in other
words. Subsequently, we may fully utilize the known and

expectable facts to narrow down the noises and improve the
system, compared to that pessimistically designed against the
least favorable noses.

Considering diverse conditions and situations for rep-
resenting the hostile noises and environments, purely ana-
lytic approaches are sometimes very limited in applications
and modeling and simulation (M&S) approach is a good
alternative for the covert communications and networks,
where we need a general M&S framework [3]. H. Kang
et al. proposed an open architecture framework for covert
communications and networks models, especially for mili-
tary warfare simulations using six components and ten rules.
Specific development of a scenario in the electronic war-
fare domain was demonstrated using distributed simulation
interface models and using case models to enable High-Level
Architecture (HLA) based real-time distributed simulations
with simple C++ and MATLAB Application Programming
Interface (API).

More than the presentation of a general M&S framework,
S. R. Park et al. investigated radar responses to electronic
attacks in electronic warfare environments. Typical detection
and communications systems are well analyzed and under-
stood conventionally, Again, however, the hostile noises such
as single-tone jamming and sweep jamming need to be fully
utilized to further improve the system, compared to that
designed against the least favorable noses. They constructed
an EW simulator considering the inputs of the characteristic
parameters of radar threat, radar warning receiver, jammer,
electromagnetic wave propagation, and simulation scenario.
Then, they can simulate the feature of radar threats and
efficient electronic attacks in electronic warfare.
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Covert communication and networks not only transmit
multimedia data but also need to convey telemetry and other
support data such as time and location of a certain system [4].
In particular, while starting a new communications link, it is
very essential for both end systems to synchronize the time-
stamp and geolocate a position. For covert communications,
these time and position, sometimes additional information of
frequency, phase and code, and so forth, are very essentially
processed. J.-H. Lee et al. practically considered antenna
factors airborne communication system for direction finding.
Considering the flying shape of the airplane bodies, proper
M&S provided interesting results on how to select the
optimum antenna position.

The mission of covert communications and networks
is more than the support like signal acquisition, location
detection, direction finding and surveillance, and so forth,
and two key missions of the covert communications and
networks are aggressive attack and preventive protection,
that is, electronic attack (EA) and electronic protection (EP)
[4]. EA is directly related to the hostile environment, with
intentional radiation of the opponents to hinder the friends’
communications. B. V. Nguyen investigated a Noncoherent
Chaotic Shift Keying (NCSK) system, namely, NR-NCSK, as
a state-of-the-art communications system and simulated the
antijamming performance under the hostile electronic attack
[5]. Through extensive M&S of the jamming and system
performance,much known behaviors of single-tone andmul-
titone jamming, and effects of the starting frequency, sweep
duration and the sweep bandwidth of the sweep jammer.

For another emerging cognitive radio network (CRN)
[5], P.-D. Thanh et al. investigated the effect of the jamming
attacks, especially when the physical layer of multihop trans-
mission, the relay energy, is limited and energy harvesting is
available, while multiple jamming exists. They simulated the
throughput/delay ratio to optimize overall network perfor-
mance in terms of end-to-end delay, throughput, and energy
efficiency, along with devising proper multihop allocation
schemes.

So far, physical layer is the main target to simulate
the covert communication system, yet more information-
theoretic approaches are available at the higher layer such as
medium access (MAC) and the upper layers. Consider that
the overall optimization is not that easy under a hostile envi-
ronment and divide-and-conquer approach is an alternative
to achieve the near-best performance of the covert commu-
nication and networks, especially with a partial information
about the noise including a case when there is no information
about the jamming. J. Park et al. contributed toward the Reed-
Solomon coded SFH/MFSK system over jamming channels.
In contrast to conventional erasure insertion schemes, itera-
tive erasure insertion schemes are confirmed via simulations
to have the performance improvement using a generalized
minimum distance (GMD) decoding method.

The last, but not the least, research covered overtly
hostile environments of public transportation. In particular,
train control railway communication is an interesting
domain where safety and security become more important,
while the speed of train and corresponding information
increase. When the conventional control cannot meet

the requirements deterministically or the control inherently
includes ambiguous and vulnerable factors, a new framework
ofM&S is an alternative to handle this hostile environment. I.
Arsuaga et al. investigated new communication technologies
for European railway systems. They introduced recent works
of vulnerability identification, related to integrity, authen-
ticity, availability, and confidentiality, along with effective
countermeasures to mitigate potential vulnerabilities.

It is noteworthy that topics and approaches handled in
this issue can be extended further to research on diverse
issues, such as advanced covert communication systems,
secure communications in hostile environments, counter-
measures against covert communication network, system
performance modeling and simulation in hostile environ-
ments, reliability and survivability for susceptible networks,
emerging surveillance techniques using active and passive
sensing, advanced networked and agile systems for hos-
tile environments, cooperation-based systems, and cognitive
radio networks operating in hostile environments distributed
and coherent signal processing for physical security com-
munications, and emerging manned and unmanned covert
applications for air, sea, land, and space.

Finally, we express our great appreciation to all contribu-
tors for their excellent time and effort to share knowledgeable
information, to review and comment for their valuable help,
and to organize and support various administrative works.
The Lead Guest Editor in Chief would like to specially thank
the other two Guest Editors, for their dedicated cooperation.
We hope the special issue will bring readers useful academic
reference in their research.
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Airborne signal intelligence (SIGINT) systems must be capable of locating radio signal sources. Direction finding (DF) to support
this capability is an important factor. There are some practical considerations to be taken when designing the array configuration
of a DF system for airborne SIGINT systems. This paper summarizes the practical factors when designing the array configuration
of the DF system for airborne SIGINT. In particular, it focuses on four areas: antenna consideration factors when installing the DF
system for airborne SIGINT from a practical point of view, array configuration methods for airborne communications intelligence
and electronic intelligence, and a numerical analysis to select the optimum antenna position for airborne SIGINT.

1. Introduction

An aircraft signal intelligence (SIGINT) system is used
strategically and tactically to gather signals from radar and
communications systems. It is commonly divided into com-
munications intelligence (COMINT) and electronic intelli-
gence (ELINT) systems. Because SIGINT systems require the
ability to locate the source of enemy signals [1], direction
finding (DF) to support this capability is an important
requirement and basically operates in a wide frequency range
from 20MHz to 40GHz [2]. To perform DF over this wide
frequency range and a wide field of view (FOV), airborne
SIGINT uses several antennas according to the frequency
range. For example, ELINT generally uses a spiral type of
antenna [3] and COMINT uses a blade type. In addition,
there are several limitations when installing a DF system
for airborne SIGINT related to the limited space available
for antenna arrays and the effect of reflection from aircraft
structures [4]. These may degrade the DF accuracy.

This paper summarizes the practical factors involved
when designing the antenna array configuration of the DF
system for airborne SIGINT. The outline of this paper is as
follows. Section 2 briefly mentions the factors to consider
when selecting airborne SIGINT antennas. This section does
not focus on the design or performance of the antenna itself

but rather on the factors required in the selection of the
antenna used in configuring the antenna array for a SIGINT
system. Section 3 presents the practical factors to consider
when designing the DF array configuration for airborne
COMINT. First, the received signal model is introduced.The
design and evaluation criteria for the DF system are briefly
described. The DF algorithms and array configuration are
presented.

Finally, calibration methods are described. Section 4
presents the necessary factors to consider for the DF array
configuration for airborne ELINT. Thus, this section focuses
on the array spacing without angle ambiguity, the DF accu-
racy of an interferometer DF system, some methods for
obtaining multiple element arrays, and the probability of
ambiguity based on the signal to ratio (SNR) and array con-
figuration type for a three-element array. Finally, it describes
the computational electromagnetic (CEM) modeling and
simulation needed to accurately estimate the performance of
the DF antenna array.The antennas in the array can have very
different kinds of impedance and radiation patterns because
of their different installation positions and electromagnetic
environments on a platform. Several CEMmodelingmethods
are introduced, and the recently developed AntOpt software,
which is based on a uniform geometrical theory of diffraction
(UTD), is briefly discussed in this section. It is shown that the
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computation results obtained from AntOpt agree with those
from FEKO, which is based on a moment method and widely
used in computational electromagnetic studies.

2. Factors to Consider for Airborne SIGINT
Antennas from Practical Point of View

For airborne SIGINT operations, signals with a wide fre-
quency spectrum and unknown direction of arrival (DOA)
must be received by an antenna that can be mounted in
the aircraft. Thus, the general requirements for an airborne
SIGINT antenna are a miniaturized volume, planar configu-
ration, relatively wide frequency range, appropriate antenna
pattern, and suitable physical shape for aviation operation.
In other words, the physical, electrical, and environmental
characteristics must be checked before applying the airborne
antenna. There are several kinds of antennas for SIGINT use
that can be installed in an aircraft. In a practical sense, in
the case of a relatively low frequency band, wire-type and
blade antennas can be used, while spiral, horn, patch, and
aperture or slot antennas can be employed in the middle and
high frequency bands [5]. In some cases, a corner or parabolic
reflector with an appropriate feeder has been applied as the
main antenna when high gain (directivity) is required for
long-range or satellite communication. Except for the special
case of an antenna installed on the top of the vertical fin of the
aircraft, the antennas are usually installed on the skin of the
upper or lower fuselage of the aircraft. With this installation
environment, this paper considers three factors in antenna
selection: physical, electrical, and environmental aspects.

2.1. Consideration of Physical Characteristics. Unlike the case
of an antenna installation at a ground station, restrictions
on the volume, weight, and configuration of the antenna
are strictly applied in the case of an airborne system. In
general, for a frequency range of a few megahertz to tens of
megahertz, a wire-type antenna is conventionally used [6].
However, the estimated wire length is supposed to be too
long for installation outside an aircraft without changing or
degrading the performance of the antenna. Thus, the use
of this type of antenna is limited, even though there are
instances where it is used. When high-power transmission is
intended, a waveguide slot antenna can generally be used [7].
However, because high-power transmission is of no concern,
a waveguide slot antenna will be excluded at this time. An
antenna with a reflector also has high gain characteristics, but
it is undesirable because it requires a large installation volume
and curved surface radome. In addition, it is not adequate for
use as the single antenna of an interferometer array.

Therefore, an airborne antenna is usually confined to a
type that can be relatively miniaturized compared with the
ordinary volume or one with a plane radiation aperture. This
means that the blade, spiral, and horn antennas become the
preferred antennas based on the physical aspect. These types
of antennas are relatively easy to mount on the skin of an
aircraft. Thus, it can be concluded that the shape and form
of the radiation plane are the most important factors in the
physical domain.

2.2. Consideration of Electrical Characteristics. After the
physical characteristics, it is necessary to consider the electri-
cal characteristics such as the frequency range, pattern, and
gain. First, wide band characteristics are required. Generally,
the signals from threats distributed over a very wide RF
spectrummust be received and processed by a single system.
Thus, the antennas of the system must cover that frequency
range. In most SIGINT systems, the frequency band is often
divided into multiple bands [8]. Although the operating
band is separated into several bands, the antenna must
still have a multiple octave bandwidth. While the spiral
[9] and horn antennas satisfy this criterion, a conventional
monopole or any wire-type antenna is unsuitable from this
standpoint. However, some airborne blade antennas [10–12]
cover a frequency range of tens of megahertz to hundreds
of megahertz or hundreds of megahertz to a few gigahertz,
although they can have a low gain at a low frequency band.
The pattern must also be considered. To receive signals
from arbitrary directions, the antenna must have a wide
beamwidth, which means that the FOV of the antenna has to
show an omnidirectional pattern or moderate pattern curve.
The pattern of a blade antenna is basically omnidirectional,
and a spiral or horn shows a smooth pattern curve in the
FOV. A constant gain cannot be maintained over the whole
frequency band even in the case of a wide band antenna.
In general, the gain is lower in a relatively low frequency
range, while a higher gain can be obtained in a relatively high
frequency range. For example, a wide band antenna often
shows a gain with a negative dBi value in the low frequency
band, while a gain with a positive dBi value appears in the
high frequency band [5]. The system is designed so that the
RF/digital process boards of the receivers are more sensitive
or the length of the cable connecting the antenna and receiver
is strictly limited.

The polarization of the threats is also a factor to be
considered. Because the communications emitters in the
COMINT band generally have a vertical polarization and
the radars in the ELINT band operate with both vertical
and horizontal polarization [8], a blade antenna for the
COMINT band and spiral for the ELINT band are preferred
and generally used in the system.

2.3. Consideration of Environmental Characteristics. Finally,
an investigation of the environmental characteristics must
be performed. In fact, once the physical characteristics and
electrical performance of the antenna are determined, the
matter of the environmental characteristics can be solved
by simply selecting one of the antennas that satisfy the
environmental specifications or requesting that the vendor
customizes an existing antenna to make it suitable for the
environmental requirements. In most cases, the former is
done. When an adequate antenna for the required environ-
mental specifications is being selected, the factors that must
be considered include the temperature, humidity, altitude,
vibration, and shock [13]. Basically, the military standards
[14] for the environmental requirements are applied to a
product used in a military system, although other standards
[15] can be applied in some cases, especially for a nonmilitary
platform (aircraft). This is because the aircraft used as the
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platform is a civilian model in this case. The standard
documents describe the method and procedure according to
the platform, usage, and conditions under which the product
is used. The specification values, duration, and type of test
cycle are also documented there.

In the case of a SIGINT system, these values and other
factors must be chosen according to the category for the
SIGINT system installed in a civilian aircraft platform for
military use. Then, the antenna can be selected from among
several antennas that satisfy these criteria. For example, a
blade antenna with a low temperature limit of −54∘C can be
selected according to the military standard (method 501.3,
proc. I & II) for an antennamounted on the skin of an aircraft.

2.4. Systemic Approach for Antenna Selection. In addition to
the previously mentioned criteria, a systemic approach is
needed for the antenna installation. In the frequency range
corresponding to the COMINT band, the use of a spiral or
horn can be very restricted because the resultant antenna
is supposed to be too large to be used. Moreover, there are
existing blade antennas that cover the COMINT frequency
range and have a nearly omnidirectional pattern [16]. Thus,
a blade antenna is frequently used as a COMINT antenna.
On the other hand, in the ELINT band, the spiral and
horn antennas are frequently used for the system because
they have appropriate physical volumes and performances
(moderate gain, adequate pattern, and so on) [17]. Therefore,
it can be concluded that when the interferometer array is
configured, the blade antenna could be profitably used in the
array for COMINT and the spiral or horn antenna would
be advantageous in the array for ELINT. For this reason,
as the airborne antennas, the blade antenna is selected for
the COMINT operation and the spiral or horn antenna is
employed for the ELINT operation.

3. Facts to Consider for Antenna Array
Configuration for Airborne COMINT

3.1. Signal Model and Practical Considerations. Consider a
general array configuration with 𝑁 antenna elements. The
response of such an array for𝑀 impinging signals under ideal
circumstances is described. Isotropic, mutually independent
antenna elements are assumed. It is also assumed that the
source signals are narrowband signals and the modulation
is constant during the propagation delay for any antenna
element. Let us consider the 𝑘th source signal, coming from
azimuth and elevation (𝛼𝑘, 𝛽𝑘), with carrier frequency 𝑓0
and complex modulation function 𝑆𝑘(𝑡). Then, the received
signals of all 𝑁 antenna elements can be modeled as follows
[18]:

𝑍 (𝑡) = 𝐾∑
𝑘=1

𝑆𝑘 (𝑡) ( exp (𝑗2𝜋𝑓0 (𝑡 − 𝜏1 (𝛼𝑘, 𝛽𝑘)))...
exp (𝑗2𝜋𝑓0 (𝑡 − 𝜏𝑁 (𝛼𝑘, 𝛽𝑘))))

+ 𝑊 (𝑡) ,
(1)

where 𝑊(𝑡) represents the background noise of all the
antenna elements and the noise components of all the
elements are independent. 𝜏𝑖(𝛼𝑘, 𝛽𝑘) accounts for the propa-
gation delay of the 𝑖th antenna element and 𝑘th source signal.
The number of antenna elements is𝑁. Although designing an
isotropic, point-like, mutually independent antenna array is
never realized in a practical DF system, the simple expression
that is just introduced can be used to obtain the expected per-
formance of an antenna array. Because we assumed isotropic
elements, the array pattern is completely determined by the
spatial arrangement. If the elements are still independent
and there is no mutual coupling, the array pattern can be
computed simply by multiplying a single element’s pattern
at the origin by the array factor that accounts for the array
configuration [19].

In the general case, however, the array factor and a
single element’s pattern are inseparable, because we have to
consider the distortions of the antenna patterns that stem
from the DF components and DF environment. Some of the
practical effects are as follows. First, a misplacement of the
antenna positions, which is predictable when installing the
antennas, might cause a distortion of the antenna pattern.
Second, the tolerance of the phase accuracy of the antenna
cables and frequency stability of the RF front-ends are
factors that aggravate the designed antenna pattern. The
third effect is themutual coupling between antenna elements.
This becomes prominent at high frequencies where elements
have to be grouped close together. The fourth effect is the
interdependency of the antenna elements and DF platform.
The distance between the elements and platform is too close
to neglect its influence on the antenna pattern.The fifth effect
is the reflection caused by obstacles on the DF platform,
which means that the antenna pattern is the result of a
combination of interfering signal components. Finally, the
diffraction caused by obstacles on the DF platform and the
platform itself may be one of the causes of distorted antenna
patterns. Accordingly, the array pattern cannot be simply
evaluated in practice but has to be discretized with respect to
the frequency, azimuth, and elevation on a predefined grid.

3.2. Design Criteria. When designing broadband DF arrays,
there are typically two competing requirements. On the
one hand, a narrow width for the main beam of an array
pattern is desirable to achieve a high DF accuracy [20]. This
can be achieved by designing the largest possible apertures,
namely, large element spacing. On the other hand, a large
bandwidth for the array is of practical interest, in order
to achieve a good coverage of the frequency range [21].
As the frequency increases, however, the relative spacing of
the antenna elements in terms of the wavelength becomes
larger and the grating lobes increase, which degrades the
DF performance. Hence, a tradeoff between a reasonable DF
accuracy and bandwidth is inevitable. For desirable array
configurations, design criteria such as the main beamwidth,
bandwidth, and directional gain have to be considered. It
should also be noted that the final array configuration may
deviate from the initial one because of installation restrictions
on theDFplatformor undesirable disturbance fromobstacles
mounted on the platform.
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In summary, the following evaluation criteria should be
considered in order to quantify the design criteria: the half-
power beamwidth of the main beam, side lobe distance,
directional gain with respect to an isotropic antenna element,
RMS performance for DF accuracy, and bandwidth.

3.3. DF Algorithms and Array Configuration. Dense signal
scenarios are unavoidable in airborne COMINT applica-
tions because of the extended radio horizon. Furthermore,
a significant portion of the observed spectrum contains
various signals on the same frequency coming from multiple
directions. This is why scarce frequency resources on the
ground are reused at adequate spatial distances. Classical
DF algorithms are designed to detect one signal and deliver
DF results only for the strongest signal component in the
case of multiwave incidence. However, the DF results in
multiwave incidence may be distorted and occasionally
provide the wrong results. The interferometer and beam-
forming approaches are examples of classical DF algorithms.
Super-resolution algorithms evaluate the DF results for each
component of a signal mixture, where the components may
overlap completely in time and frequency [22]. The estimate
of the signal number represents an integral part of any super-
resolution DF algorithm. The separation into different signal
components can improve the accuracy of the DF results and
subsequent position fixing of the signals.

Moreover, super-resolution algorithms can provide the
essential feature of obtaining DF results for weak signal
components that have strong signal components superim-
posed over them. The DF performance is also critical for the
array constellation, as well as the DF algorithm. For general
array configurations, the following should be considered
when designing an antenna array. (1) Sensitivity: Because
weak signals are of specific interest, the minimum required
receive level for a successful DF estimation is determined. (2)
Bandwidth: As previously mentioned, a tradeoff between the
array bandwidth andDF performance is inevitable. (3) Signal
separation capability: This is strongly related to the number
of antenna elements, as well as a given array beamwidth. (4)
Signal correlation: Large correlation values between signal
components degrade the DF performance. The ideal is a
correlation value of zero. In practical terms, however, the
correlation values for the received signals might not be zero.
(5) RMS performance: In general, this criterion is the most
important reference point for the DF accuracy. (6) Wild
bearing percentage: The percentage of outliers is used as a
reliability measure for the DF quality. In other words, the
azimuth result with a deviation of more than a certain value
from the true direction is defined as a wild bearing.

The array configuration is very important for the per-
formance of DF systems, and some examples have been
investigated [6, 7, 16]. In designing the array configuration,
two or three bands are typically partitioned to cover a wide
frequency range of interest. The low frequency band array
design might be based on a V-shape or Y-shape in order to
obtain reasonably large antenna apertures. All of the elements
are assumed to be mounted on the fuselage, possibly on a
ground plane. A better aperture in the vertical dimension
can be accomplished by mounting antenna elements on the

wings. However, this may cause difficulties with shadowing
effects from the body and fluttering of the plane’s wings. The
high frequency band array designmay be based on a uniform
circular array approach. An alternative could be a closer,
diamond-shaped arrangement of the antenna elements if the
space is not available for a uniform circular array of this size.

3.4. Platform Calibration. Mounting the antenna array on an
airborne platform may result in significant changes in the
antenna pattern due to the environment around the array.
For example, various obstacles around the array such asmetal
objects will change the beam pattern [23]. Diffraction and
reflections may change the course of the phase fronts [24].
The need for calibration measures on airborne platforms in
general is well known. Therefore, platform calibration is one
of the most important tasks when integrating an antenna
array. The goal of platform calibration measurements is to
collect knowledge of the signal received by the sensor array
in an electromagnetic field that is as complete and precise as
possible.

Recently, the availability of superior simulation methods
seems to have enabled the accurate simulation of the platform
installed performance of an antenna. However, for more
accurate results and better DF performance, the platform
calibration has been taken into account. The platform cali-
bration can be categorized mainly as a mock-up calibration
and an inflight calibration. Mock-up calibration data are
measured in a measurement chamber or using ground-
based field measurements. The antenna arrays are installed
on a mock-up. Mock-up constructions can cover a wide
variety of physical realizations. The mock-up may only
approximate the real platform in some respect to qualitatively
demonstrate characteristic features. It can also be intended
to be a copy of the real platform that is exact as possible.
According to the degree of similarity between the actual
platform and the mock-up, various phenomena observed in
inflight measurement can be explained and understood. The
calibration data obtained by inflight measurements are more
accurate and practical than ground-based mock-up-based
measurements. The mock-up-based calibration data cannot
include unexpected phenomena caused by small obstacles
mounted on an airborne aircraft, and inflight propagation
conditions are difficult to achieve with real-size mock-up
measurements.This is because themock-up is relatively close
to the ground, which allows the signals to be influenced
by various objects around it on the ground. The amount of
frequency and azimuth characteristics of the received signals
obtained in an actual flight is significantly smaller than the
coverage in ground-based measurements.

The actual flight is affected by the constraints of the
maximum transmission signal strength, the frequency per-
missions by the telecommunications regulatory authority,
and the ever-changing spectral environment. Depending on
the weather conditions, the plane’s attitude may be severely
shaken, thus preventing the desired data frombeing obtained.
Well-defined and constant measurement conditions such as a
constant SNR during the measurement cannot be established
for inflight tests.
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Figure 1: Array configuration for three-element interferometer: (a) end phase (left) and (b) midphase.

Hence, additional effort is necessary to exclude impaired
data and include the desirable data. All DF measurements
should be repeated to distinguish random effects from stable
phenomena. Inflight calibration ismuchmore complex, time-
consuming, and error-prone than mock-up-based calibra-
tion. It should be noted that both inflight calibration and
mock-up-based calibration are important to maintain the
essential DF performance.

4. Antenna Array Configuration
for Airborne ELINT

4.1. Array Configuration for Interferometer DF System with
Three-Element Array. Airborne ELINT uses a belly radome
housing or pod type attached to the aircraft body to collect
the radio signals that can be used for direction finding.

The interferometer DF systems for ELINT are mainly
composed of a three- or four-element array according to the
required degree of DF accuracy. Array configurations for a
three-element interferometer with two different baselines are
shown in Figure 1. The arrays may be classified according to
the channel used for phase reference [25]. If the first channel
is the reference for the other channel, the array is called end-
phase left, as shown in Figure 1(a). Similarly, if the last channel
is the reference for the other channel, the array is called end-
phase right. Finally, if the middle channel is the reference for
the other channel, the array is called midphase, as seen in
Figure 1(b). Interferometer DF systems generally usemultiple
baselines to achieve a high DF accuracy and resolve angular
ambiguity. As shown in Figure 1, the widest baseline, 𝑑2, is
used to achieve DF accuracy, and the other baseline, 𝑑1, is
used to resolve the angular ambiguity.

When a signal of wavelength 𝜆 arrives at an angle𝜃 relative to the array, the phase difference between two
elementswith a spacing𝑑𝑖 obtained by themodulus operation
is expressed as 𝜙𝑖 = 𝜓𝑖 mod 2𝜋, 𝑖 = 1, 2, (2)
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Figure 2: Phase sample space for three-element interferometer.

where 𝜓𝑖 = (2𝜋𝑑𝑖/𝜆) sin(𝜃), 0 ≤ 𝜙𝑖 < 2𝜋. The phase sample
space found using (2) is illustrated in Figure 2. Each line
represents the relationship of 𝜙1 and 𝜙2, and 𝑆 is the distance
between the lines of the phase difference. If 𝜙1 and 𝜙2 are the
measured values with error term 𝜖 for 𝜙1 and 𝜙2, these values
correspond to a point 𝑝(𝜙1, 𝜙2) in the sample space. In the
absence of measurement error (𝜖 = 0), this point 𝑝 would be
located on one of the phase difference lines. However, 𝑝 will
not lie on any of the lines in the presence of a measurement
error. Moreover, if the measurement error is larger than the
ambiguity boundary, the DF error may be increased and the
DF performance is degraded. Hence, the optimum condition



6 Security and Communication Networks

± (deg)

2

1.5

1

0.5

0

2 (GHz)
4 (GHz)
6 (GHz)

6050403020100




(d
eg

)
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for resolving the ambiguity is for each line of the phase sample
space to be as widely spaced as possible [26].

4.2. DF Accuracy for Interferometer DF System. In order
to satisfy the requirement, one important factor is the DF
accuracy. The theoretical root-mean-square (RMS) angular
errors in terms of the SNR [27–29] are given as follows:𝜎𝜃 = 𝜆2𝜋𝑑2 cos (𝜃) √SNR

. (3)

In (3), theDF accuracy for a three-element interferometer
with two different baselines is determined by the widest
baseline. In addition, the interferometer DF system for
airborne ELINTperforms direction finding over a wide range
of frequencies with a single array configuration. To compute
the DF accuracy of the three-element array configuration in
the frequency range of 2–6GHz with |𝜃| ≤ 𝜋/3, the array
spacings are 𝑑1 = 1𝜆6 and 𝑑2 = 3.5𝜆6 (where 𝜆6 is a
wavelength of 6GHz) and the SNR is 20 dB.TheDF accuracy
using (3) is shown in Figure 3. As shown in Figure 3, the DF
accuracy improves when the frequency increases or angle 𝜃
approaches zero.

4.3. Methods for Obtaining Multiple Element Arrays for Inter-
ferometer DF System. Various methods are used to obtain
the spacing of multiple element arrays for an interferometer
DF system. Two choices for the antenna element locations
are available: harmonic binary spacing of 2𝑛 ⋅ 𝜆/2, where𝑛 = 0, 1, 2, 3, or nonharmonic spacing [17]. Harmonic binary
spacing can be simply selected, but the phase error as a
function of the SNRhas not been given. Nonharmonic binary
spacing generally uses the mutually prime integer. McAulay
[27] gave the ratio of the three-element array spacing as
follows: 𝑚𝑛 = 𝑑2𝑑1 , (4)

where𝑚 and 𝑛 are integers and this ratio is set to be an integer.
This method provides the phase error for the three-element

Table 1: Sample antenna array spacings for three element array.

Array spacing type Array spacing 𝑑1, 𝑑2(𝜆)
Ref [22] Ref [20]∗ Ref [18]

Harmonic 0.5, 1.0 0.5, 1.0 0.5, 1.0

Nonharmonic

- 0.5, 1.5 0.5, 1.5
- 1.0, 1.5 -
- 0.5, 2.5 0.5, 2.5
- 2.0, 2.5 -

∗Midphase.

array. Another method to obtain the three-element array
spacing was provided by Goodwin [25]. The array spacing
is 𝑑𝑖 = 𝑚𝑖/2. The relatively prime integer is 𝑚𝑖, and the
array spacing is 𝑑𝑖. This method is only suitable for an array
spacing with relatively prime integers. The sample antenna
array spacings for a three-element array using the presented
methods with FOV |𝜃| < 𝜋/2 are given in Table 1.

4.4. Probability of Ambiguity for Interferometer DF System
with Three- Element Arrays. Generally, it is not possible for
a DF system to perfectly resolve the angle ambiguity [26].
As shown in Figure 2, if the measurement error is large, DF
ambiguity can occur. This can be obtained using simulations
for algorithms such as the cosine-function [30], least-squares,
and correlation-coefficient methods to estimate the DOA
[31]. Another way to obtain the probability of ambiguity is
to use the channel pair RMS phase error of Goodwin [25] or
the distance between phase difference lines, as in the work of
Lee andWoo [32].The former requires a simulationwhenever
the array spacing is selected, but the latter can select the array
spacing to satisfy the requirement based on the probability of
ambiguity. The probability of ambiguity for a three-element
interferometer was found by Lee and Woo [32] as follows:

𝑃ambiguity = erfc(( 𝑅2√2 ) √( 𝑆𝑁 )
𝑥

) , (5)

where

( 𝑆𝑁 )
𝑥

= {{{{{
( 𝑆𝑁 ) (1 − cos (𝛼) sin (𝛼)) , for End phase( 𝑆𝑁 ) (1 + cos (𝛼) sin (𝛼)) , for Mid phase,

erfc (𝑧) = 2√𝜋 ∫∞
𝑧

𝑒−𝑡2𝑑𝑡,
𝛼 = 𝜋2 − tan( 𝑑2𝑑1) with 𝑑2 > 𝑑1.

(6)

The ambiguity probability found using (5) is illustrated in
Figure 4 [32]. In order to decrease the ambiguity probability,
a high SNR and large distance between phase difference lines
are required. In addition, an end-phase array configuration is
better than a midphase configuration.

4.5. Effect of Reflections due to Aircraft Structures. The effect
of reflections due to aircraft structures [4] must be consid-
ered. When direct path and indirect path signals such as
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Figure 5: CEMmodel of F-16 fighter aircraft and example of relevant
ray-tracing analysis results for receiving point 𝑃: red/blue/green
lines represent direct/reflected/diffracted rays.

reflections are simultaneously received by an interferometer
array, it will measure the vector sum of these signals. If
the direct path signal is not sufficiently larger than the
indirect path signal, the DF accuracy may be decreased. To
minimize the effect of the phase error due to the indirect
path signals, the optimum array position throughout the
numerical analysis must be selected. Section 5 describes the
numerical analysis used to select the array position for ELINT
in detail.

5. Computational Electromagnetic
Modeling and Analysis

Predictions of the performances of theDF antenna array con-
figurations discussed in the previous sections are conducted
in an environment where a DF antenna array is isolated from
an airborne platform. In that case, two things are assumed.
First, all of the antennas in the array operate identically and
their radiation patterns are isotropic. Second, direct waves
determine the magnitude and phase of the received signals,

while reflected or diffracted waves do not exist around the
antennas and platform.

In practice, however, the DF antenna array will eventually
be installed on a platform such as an aircraft. If the platform
is included in the performance prediction, these two assump-
tions will not be valid, but the following considerations will
be necessary. First, the operations of all the antennas in the
array should not be the same. Because of the arbitrary shape
of the platform and spacing difference between antennas, the
ground conditions for different antennas may be different
and their radiation patterns and input impedance may also
be different from each other [33–35]. Second, reflected and
diffracted waves are no longer negligible. A variety ofmetallic
shapes on the platform can cause numerous reflections and
diffraction to the direct waves, which results in received sig-
nals composed of direct waves and single/multiple reflected
and diffracted waves on each antenna. Because these consid-
erations significantly increase the complexity of an analysis
of a designed DF system, the performance prediction of the
DF antenna array on a platform can be conducted using CEM
modeling and analysis [36–38].

CEMmodeling is very useful to solveMaxwell’s equations
governing electromagnetic radiation, scattering, coupling,
and so on relative to the corresponding antennas and objects.
In order to include as many electromagnetic effects as
possible in the problem, the use of full-wave methods is
recommended. Various full-wavemethods are available, such
as the method of moment (MoM), finite element method
(FEM), finite discrete time domain method (FDTD) [39],
and commercial software products available in the market.
Eachmethod has strengths andweaknesses depending on the
analysis applications. In the case of open boundary problems
like antennas or radar cross section (RCS) analysis, MoM is
preferable. On the other hand, if the structure to be analyzed
is large enough compared to a wavelength, for example,
larger than several tens of wavelengths, a full-wave analysis
may be challenging because the computational cost (memory
and time) increases significantly. Approximation approaches
may be efficient for electrically large modeling problems and
physical optics (PO) and the uniform geometrical theory of
diffraction (UTD) are typically used as ray-tracing techniques
[40].

Figure 5 shows the CEM model of an F-16 fighter
aircraft and an example of its relevant UTD-based analysis
results for a receiving point 𝑃. The simulation software
AntOpt was used, which was recently developed by the
Agency for Defense and Development (ADD) and the Korea
Advanced Institute of Science and Technology (KAIST). The
CEM model is composed of nonuniform rational B-spline
(NURBS) surfaces, which are converted from the 3D CAD
data of the aircraft from the Rhino 4 software [41]. All of
the surfaces are assumed to be perfect electric conductors
when their electromagnetic phenomena are analyzed. If wave
signals are incident in the direction shown in the figure, rays
arriving at 𝑃 are obtained from AntOpt. The red, blue, and
green lines represent the direct, reflected, and diffracted rays,
respectively, and all of the rays contribute to the magnitude
and phase of the received electric fields. The results of the
received electric fields obtained from AntOpt in blue are
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Figure 6: Comparison of received electric field strengths computed
from commercial software product FEKO (red) and developed
software AntOpt (blue) over azimuth angle of signal arrival.

compared to those from the commercial software FEKO [42]
based on MoM, as shown in red in Figure 6. The analysis
was performed at 2GHz. As shown, a good correlation
between the two results was obtained. The computation time
consumed by AntOpt and FEKO was approximately 2 h and
18 h, respectively. Therefore, using the developed AntOpt has
the advantages of saving time, even though the software takes
into account the electromagnetic effects caused by the aircraft
structures.

6. Conclusion

This paper presented practical factors that should be con-
sidered when designing the array configuration of the DF
system for airborne SIGINT. There are many factors to
consider when designing the array configuration, but this
paper mainly presented antenna consideration factors from
a practical point of view, the array configuration methods for
airborne COMINT and ELINT and a numerical analysis to
select the optimum antenna position.
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Railway systems have evolved considerably in the last years with the adoption of new communication technologies. Aiming
to achieve a single European railway network, the European Rail Traffic Management System (ERTMS) emerged in Europe to
substitute multiple and noninteroperable national railway communication systems. This system and its security strategies were
designed in late 1990s. Recent works have identified vulnerabilities related to integrity, authenticity, availability, and confidentiality.
In the context of defining effective countermeasures to mitigate potential vulnerabilities, these vulnerabilities have to be analysed.
In this article we introduce a framework that attempts to challenge ERTMS security by evaluating the exploitability of these
vulnerabilities.

1. Introduction

The increased needs of transportation in a common market
and the lack of interoperability between different railway
operational styles in Europe brought up the need for a
common rail management system in Europe. In the mid-
1980s, the railway community began to search for a com-
mon European operation management for railways, called
European Rail TrafficManagement System (ERTMS) [1].This
solution was created to substitute the heterogeneous national
train control landscape scenario.

The ERTMS communications are radio based communi-
cations and, thus, wireless systems are used to transmit the
movement authorities from the Radio Block Centre (RBC),
the entity in charge of managing trains operation, to the
trains. Up to now, the wireless communication technology
in use is the GSM-R (Global System for Mobile Railways), a
specific version of GSM devoted to railway communications.

In order to guarantee the security of the communications,
the GSM-R network has to ensure several security properties.
On the one hand, the data transmitted should be kept
confidential. Moreover, the data should not be changed by
an attacker before arriving to the train, to ensure that the

train does not receive fake movement authorities. On the
other hand, the communication network should be always
available for the exchange of needed messages. That is, the
network has to ensure the CIA triad: confidentiality, integrity,
and availability, which is a widely known model designed to
guide information security policies within an organization
and represents the most crucial security properties. Since
safety is one of the most critical issues to be addressed in
the railway context, in this work we focus on train movement
authorization message exchanges, so our primary concern is
data integrity, even if availability and confidentiality will also
be affected.

With the goal of guaranteeing data confidentiality and
integrity, different encryption systems are used in the differ-
ent communication layers. For GSM and also for GSM-R,
A5/1 encryption system is used. In addition, the EuroRadio
protocol is used to ensure the authenticity and the integrity of
the communications. However, it has been proved that both
protocols have vulnerabilities [2, 3].

Finally, it should be taken into account that radio
jamming devices could jam, block, or interference wireless
communications, being able to break the availability of the
network.
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Apart from the aforementioned lack of security of GSM-
R and EuroRadio, it is necessary to point out the evolution
of the railway communications in the last years. Although
in recent past railway systems were close systems, recently,
a new trend of connecting all the elements of the railway
network to the Internet is getting relevance.This fact results in
exposing railway communications to intrinsic vulnerabilities
of Internet and, thus, challenging the security in these
scenarios.

Due to the easiness of not fulfilling the security properties
defined in the CIA triad, the railway context can be consid-
ered a hostile environment and, hence, safety and security are
demanded in these networks.

Many efforts have been done to provide safety in the
railway scenario [4–6], but security is an emerging demand,
and even if different research efforts have also been done
for providing secure railway communications [7, 8], there
are still several limitations. Moreover, methodologies used in
safety analysis, based on probabilistic hazards, are not valid
for it. That is, it is not feasible to calculate when an attacker
will detect a vulnerability and/or exploit it. Therefore, it is
necessary to design a vulnerability detection system, in order
to try to avoid the exploitation of those vulnerabilities by
means of defining countermeasures.

Our contribution focuses on presenting a framework
that will be able to exploit the vulnerabilities of the ERTMS
system regarding integrity and authenticity. By means of this
framework, it will be possible to know if this attack can be
done in real time or not.

The article is organized as follows; in Section 2, we
describe the ERTMS protocol and analyse why the railway
context is a hostile environment. In Section 3, we analyse the
work done relating to this topic. We describe our framework
in Section 4, emphasising the benefits of having a framework
that attacks different vulnerabilities, describing it, with the
limitations that it has, and finally describing the process we
will follow to know if the described attack could succeed in
real time; then we conclude in Section 5.

2. Overview of ERTMS

The ERTMS is composed of two elements: (1) the European
Train Control System (ETCS) for the signalling and (2) the
GSM-R for the communication.

2.1. ETCS. TheETCShas a great variety of possible configura-
tions in the signalling equipment used on the existing or new
lines. Because of this, ETCS has been conceived with several
application levels: 0, NTC (national train control), which is
the former STM (specific transmission module), 1, 2, and 3.
Next, the different ETCS levels are described.

2.1.1. ETCS Level 0. ETCS level 0 covers the operation of
ETCS equipped trains on lines that are not equipped with
ETCS or national systems. On this lines, lineside signals are
used to givemovement authorities to the trains.This level has
been defined to ensure the proper transition between ETCS

equipped and nonequipped trains.The operation of this level
is shown in Figure 1.

2.1.2. ETCS Level NTC. ETCS level NTC is used to run
ETCS equipped trains on lines equipped with national train
control and speed supervision systems. The train control
information that is generated trackside by the national train
control system is transmitted to the train via the communi-
cation channels of the underlying national system and trans-
formed onboard into information interpretable by ETCS.
Depending on the functionality and the configuration of the
specific national system installed onboard, the ERTMS/ETCS
onboard system may need to be interfaced to it, in order to
perform the transitions from/to the national system and/or in
order to give access to ERTMS/ETCS onboard resources.This
can be achieved through a device called STM. The operation
in this level is presented in Figure 2.

2.1.3. ETCS Level 1. In the application ETCS level 1, ETCS
is overlaid to the traditional signalling equipment. The train
position is detected by the traditional trackside devices,
which are linked to the interlocking through the inter-
face Lineside Encoder Unit (LEU). The interlocking is the
wayside equipment control. Lineside signals are kept, and
data is transmitted to the onboard equipment by means
of Eurobalises, which are transponders placed between the
rails of the railways. The operation of this level is shown in
Figure 3.

2.1.4. ETCS Level 2. In application level 2, GSM-R radio
is used to exchange data between the RBC and the trains.
EuroRadio protocol is implemented in these communication
channels, which is based on a 3DES cryptographic system.
Movement authorities to the trains are sent via this channel,
and besides a continuous speed supervision is made. For this
communication, the Base Transceiver Station (BTS) of the
Control Centre communicates with the onboard unit (OBU)
of the onboard equipment.

However, the train detection is performed by the track-
side equipment, so it is out of the scope of ERTMS/ETCS. In
this level, lineside signals could be suppressed.The operation
is described in Figure 4.

2.1.5. ETCS Level 3. Finally, the operation level 3 is a radio
based train control system. Movement authorities are gener-
ated trackside and transmitted to the train via EuroRadio, as
in level 2, but in this level, train position is also performed
by the trackside RBC. Eurobalises are just used for location
referencing. Lineside signals could be suppressed in this level
too. The operation is described in Figure 5.

2.2. GSM-R. During the course of their standardization
activities, the UNISIG group realized that in order to ensure
security of the railways in GSM, certain spectrum bands
needed to be allocated. However, GSM could not fulfil all
the requirements needed for an efficient railway service, and
therefore, some specific functional features were added to the
GSM specifications.
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Figure 5: ETCS level 3 operation [9].

The frequencies allocated in Europe for GSM-R are
close to the GSM 900 band of the public operators. A
4MHz spectrum with 19 frequencies is available for these
communications.

In order to guarantee the confidentiality of the network,
the A5/1 stream cipher is used in GSM (and GSM-R)
networks. A stream cipher is a symmetric key cipher where
plain-text digits are combined with a key stream.

2.3. Integrity and Authenticity in ERTMS. From the second
level ETCS, integrity and authenticity in ERTMS are accom-
plished with two different security mechanisms: A5/1 for
GSM-R and EuroRadio for ETCS. This is the target level of
our framework.

Regarding A5/1, even if at the beginning the encryption
system was kept in secret, it became public knowledge
through leaks and reverse engineering [2]. A number of
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serious weaknesses in the cipher were identified [10]. Hence,
rainbow tables able to decrypt encrypted messages are avail-
able on the Internet.

On the other hand, the EuroRadio protocol uses 3DES
keys to encrypt the messages [11]. The keys used in the com-
munications (KTRANS, K-KMC, KMAC, and KSMAC) are
created by the KMC entity, with the exception of the session
key, KSMAC. The KTRANS and K-KMC keys are transport
keys used to ensure the safe distribution of the KMAC keys
from the KMC to ERTMS entities. This distribution is made
off-line; this means it requires personnel to manually deliver
the messages.

The KMAC key is used in the session establishment
process to negotiate the KSMAC session key between ERTMS
entities. Three messages are exchanged between the ERTMS
entities in this phase for the authentication of both entities
and the key generation. In thesemessages,𝑅

𝐴
and𝑅

𝐵
random

numbers are sent, which are used for computing the KSMAC
key together with the KMAC key. Considering KSMAC =
𝐾
𝑆
= 𝐾
𝑆1
, 𝐾
𝑆2
, 𝐾
𝑆3
, the three 64-bit DES keys 𝐾

𝑆1
, 𝐾
𝑆2
, and

𝐾
𝑆3
are calculated according to the following formulas:

𝐾
𝑆1
= MAC (𝑅

𝐴

𝐿 | 𝑅
𝐵

𝐿, 𝐾
𝐴𝐵
)

= DES (𝐾
3,DES

−1 (𝐾2,DES (𝐾1, 𝑅𝐴
𝐿 | 𝑅𝐵

𝐿)))

𝐾
𝑆2
= MAC (𝑅

𝐴

𝑅 | 𝑅
𝐵

𝑅, 𝐾
𝐴𝐵
)

= DES (𝐾
3,DES

−1 (𝐾2,DES (𝐾1, 𝑅𝐴
𝑅 | 𝑅𝐵

𝑅)))

𝐾
𝑆3
= MAC (𝑅

𝐴

𝐿 | 𝑅
𝐵

𝐿, 𝐾
𝐴𝐵
)

= DES (𝐾
1
,DES−1 (𝐾

2
,DES (𝐾

3
, 𝑅
𝐴

𝐿 | 𝑅
𝐵

𝐿))) .

(1)

where 𝐿 means left and 𝑅 means right, and therefore, 𝑅
𝐴
=

𝑅
𝐴

𝐿 | 𝑅
𝐴

𝑅 and 𝑅
𝐵
= 𝑅
𝐵

𝐿 | 𝑅
𝐵

𝑅.
The calling entity (𝐵) creates a 𝑅

𝐵
random number and

sends it to the called entity (𝐴) in plain text. Consequently,
the 𝐴 entity creates a 𝑅

𝐴
random number and computes the

KSMAC key with both random numbers and the KMAC.
Afterwards, the 𝐴 entity sends the created 𝑅

𝐴
random

number and a CBC-MAC code computed with the KSMAC
and both random numbers to the 𝐵 entity. Finally, the 𝐵
entity computes the KSMAC key and verifies that it is correct,
creating also a CBC-MAC with it, which is sent to the 𝐴
entity, for the complete authentication. Random numbers are
exchanged in plain text and, thus, an attacker could save
them.

3. Related Work

A lot of research and innovation projects are being completed
with the funds of the European Union regarding the cyber-
security in railways. Some of those projects are described in
[12].

Different analyses of the ERTMS protocol’s security have
also been done. These analyses have pointed out vulner-
abilities that the ERTMS cryptographic mechanisms have.
A high-level security analysis of ERTMS is made in [13]

but does not present the vulnerabilities of the EuroRadio
protocol that will be exploited with this framework. Different
vulnerabilities of the EuroRadio protocol are pointed out
in [3] by performing an analysis of it with the ProVerif
tool. These vulnerabilities include, for instance, the ability
of including high-priority messages or deletion of messages,
since the session establishment process does not use time-
stamps and, therefore, these messages could be replicated. In
this case, once the session is established, the train does not
verify the identity of the RBC anymore, so a vulnerability that
could be exploited exists.

Additionally, [14] pointed out that since the distribu-
tion of the KMAC key is made off-line and this requires
personnel to manually deliver the keys from the KMC to
the ERTMS entities, many operators decide to simplify the
process by using the same KMAC for large train fleets,
amplifying the risk of having an attack. Therefore, if the
attack is performed during the session establishment process
and the same key is shared between different parties, the
whole system could be compromised: an attacker could
take the identity of many trains in other session establish-
ments.

On the other hand, [15] pointed out the ability ofmaking a
key collision attack to DES and [16] described how a Related-
Key Attack (RKA) can be done in ERTMS. A method for
doing these two attacks in ERTMS networks is presented in
[17] and concludes that the EuroRadio protocol is not secure
if large amounts of data and, therefore, long session lengths
are used. Thus, the Meet-in-the-Middle attack presented in
this article could be more feasible.

However, all of these analyses present vulnerabilities of
the protocols used in ERTMS but do not describe how
these vulnerabilities could be exploited in order to later find
countermeasures for those vulnerabilities. This paper will
contribute by presenting a framework that describes how an
attack could be performed and figuring out if it is feasible to
do it in real time.

4. Proposed Method for
Vulnerability Detection

In this section, we present our framework and themethod for
vulnerability detection describing also its limitations. Finally,
the process we will follow to know if an attack could be
successful in real time is described.

4.1. Description of the Framework and Limitations. The sce-
nario that this framework will consider is shown in Figure 6.
The train is used to connect to the Control Centre in order
to receive movement authorities, but first, the train sends a
position report to the Control Centre.

In the scenario that we are considering, we force the train
to connect to the malicious Control Centre, instead of the
real one, but before doing this, we calculate the keys used in
the communication between the train and the RBC, with the
attacker presented in Figure 7.

Once we have gotten the keys and forced the train to
connect to our malicious Control Centre, the position report
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that the train sends will arrive to the malicious Control Cen-
tre. This position report is encrypted by different encryption
systems in different levels, but in this point, we have already
obtained the keys used in the communication and, therefore,
we are able to decrypt the message. Accordingly, we are able
to change the position report and send it to the real Control
Centre, by taking the identity of the train.TheControl Centre
receives the fake message and creates a movement authority
depending on the position report, which is sent to the train.

The framework we have considered is described in Fig-
ure 7. It is composed of the malicious Control Centre, the
train, an attacker that will eavesdrop, and the real Control
Centre.

Themalicious Control Centre is formed by the false RBC,
which will be an industrial PC; the OpenBTS (Open Base
Transceiver Station) software [18], which is composed of the

SIPAuthServe, SMQueue, and Asterix servers; and the USRP
N210 Software Defined Radio (SDR) [19].

The OpenBTS is a software-based GSM access point,
allowing standard GSM-compatible mobile phones to be
used as SIP endpoints in Voice over IP (VoIP) networks.
The software controls the transceiver, makes calls, and sends
SMSs. The SIPAuthServe is the server that processes SIP
register requests that OpenBTS generates when a handset
attempts to join the GSM network. It supports three types of
authentication:

(i) AUTH type 2: unauthenticated. The handset is con-
nected to the OpenBTS network but it does not exist
in the register server.

(ii) AUTH type 1: cached authentication. The handset is
connected to the network and it does exist in the
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register server, but a simple encryptionmethod based
on TMSI is used.

(iii) AUTH type 0: full authentication. The SIM card is
full authenticated in OpenBTS and, therefore, 𝐾

𝑖 key
is provided to the authentication server and used
for the encryption. The 𝐾𝑖 is a 128-bit value used
to authenticate the SIMs on a GSM mobile network.
Each SIM holds a unique and secret Ki assigned by
the operator.This authentication method uses proper
GSM encryption over the network.

The other servers in OpenBTS are SMQueue and Aster-
isk, as it has been pointed out before. While the SMQueue
processes SIP message requests that OpenBTS generates
when a handset sends an SMS, Asterisk is a VoIP switch
responsible for handling SIP INVITE requests, establishing
the individual logs of the call, and connecting them together
[20].

The hardware part of the OpenBTS software is a SDR,
USRP N210 in our case, with two GSM antennas to create
the network. USRPN210 has been chosen because it supports
GSM-R networks and provides high-bandwidth and a high-
dynamic range processing capability.

The train in the framework will be simulated with a PC,
a Modem, and a programmable SIM card. A programmable
SIM card [21] is needed because it is necessary to know the𝐾𝑖
key of the SIM card in order to get the full authentication in
OpenBTS and use a GSM encryption over the network. The
Modem will be used for being able to connect the PC to the
GSM network.

Finally, the attacker that will perform the eavesdropping
attack in Figure 7 will be supplied by a TDT-SDR. It is a SDR
that captures the traffic in the GSM network together with
the Universal Radio Hacker (URH) software. With this SDR
we will be able to investigate the wireless protocol, and with
the rainbow tables we will be able to get the A5/1 keys used
in the communication between the train and the real Control
Centre. Thus, since the SIM card we use has a programmable
𝐾
𝑖
, we will be able to configure the same A5/1 key and,

therefore, once we force the train to connect to the malicious
Control Centre, we will be able to decrypt the sent messages.

As mentioned before, our framework is composed of
OpenBTS and USRP N210 and, therefore, since we use the
OpenBTS software, we are able just to create GSM-R and
GPRS networks. In the case railway networks evolve to LTE
(Long Term Evolution) network, we could use OpenLTE
open source project [22], but this project cannot be used in
the hardware USRP N210 because of clock incompatibility
reasons. Therefore, a sample rate conversion on the host
would have to be done in the USRP.

4.2. Specification of the Procedure. The flow chart that this
attack follows is described in Figure 8. As can be seen, after
installing the framework we are able to get the data from
the train to the real Control Centre. This traffic is ciphered
by A5/1. Since we have the rainbow tables in the attacker
performing the eavesdropping attack, we are able to decrypt
the messages on GSM level.

The attack in the EuroRadio protocol will be performed
against the DES KSMAC key and will be a Meet-in-the-
Middle attack. In this attack, all possible keys are tested.

Since all the messages that are exchanged between the
train and the RBC in ERTMS are defined in [11], we assume
that we are able to obtain a known plain-text and a cipher-text
pair (𝑃1, 𝐶1). The Meet-in-the-Middle (MTM) attack with in
ciphers like 𝐶 = DES(𝐾1,DES(𝐾2, 𝑃)) works as follows:

We build a list containing the pair (𝐼1, 𝐾1) for every
possible value of𝐾

1
, 256 for DES. The 𝐼

1
values will be gotten

by brute force, 𝐼
1
= DES(𝐾

1
, 𝑃
1
).

On the other hand, we will obtain 𝐼
2
values by performing

𝐼
2
= DES−1(𝐾

2
, 𝐶
1
). This operation is performed until the 𝐼

2

value matches a 𝐼
1
value that is stored in the table.

In order to be sure that the computed keys are correct, it
is possible to obtain another known plain-text and a cipher-
text pair (𝑃

1
, 𝐶
1
) and calculate 𝐶 = DES(𝐾

1
,DES(𝐾

2
, 𝑃
2
)). If

C and𝐶
2
are equal, it means the we have find the correct keys.

In triple-DES systemswhere there are three different keys,
the ciphers work following the next relation:

𝐶 = DES (𝐾1,DES
−1 (𝐾
2
,DES (𝐾

3
, 𝑃))) . (2)

For the Meet-in-the-Middle attack in triple-DES
with three different keys, we define DES(𝐾

2
, 𝑃) =

DES−1(𝐾2,DES(𝐾3, 𝑃)), so we just need to apply this
for the calculation of 𝐼1.

The calculation of 𝐼1 needs 2112 operations, because it
is a double-application of DES, and on the other hand,
the calculation of 𝐼2 needs 256 operations. Thus, the attack
requires 2112 + 256 ≈ 2112 operations.

Afterwards, if we are able to calculate the three keys we
are going to obtain𝐾

𝑆
= (𝐾
𝑆1
, 𝐾
𝑆2
, 𝐾
𝑆3
), we need to calculate

the time we need for performing the whole attack, as Figure 8
describes. With the measured time, we know whether this
attack could be performed in real time or not.

In the case the attack can be performed in real time, that
is, if all the keys are obtained during the operation of the train,
these keys could be used to carry out different attacks that
involve the identity theft of the train or the RBC.The attacker,
for instance, could pass himself off as the RBC in order to
send false movement authorities to the train. On the other
hand, the attacker could also falsify the trains position control
that is made by the RBC in ERTMS level 3, by sending false
position information to the RBC while he impersonates the
train. All this false information created by the attacker could
involve the collision between different trains.

The results obtainedwith the frameworkwill help in look-
ing for countermeasures, since the fact of acquiring the keys
in real time means A5/1 and 3DES security mechanisms are
not strong enough for railway environments. In consequence,
those mechanisms should be enforced or changed in order
to continue using ERTMS systems in a secure manner. A
possible countermeasure for the system could be to update
the 3DES security mechanism to a more secure system such
as AES, since AES uses larger block sizes and longer keys.
Therefore, it will be more costly to perform the attack in real
time. In fact, 3DES keys length is 112 or 156 bits, whereas
in AES, the length of the keys is variable: 128, 192, or 256
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bits. However, the use of AES should be first evaluated by the
framework presented in Figure 7.

5. Conclusions and Future Work

Different vulnerabilities in the security mechanisms of the
ERTMS system have been described in this article, but even
if they are identified, without an attacking framework we do
not know whether they are exploitable in practice or not. In
consequence, the presented framework will give information
about the exploitability of the A5/1 and 3DES security mech-
anisms and, therefore, will determine if countermeasures
should be applied to improve the security of the system or
not. Moreover, the resulting information of the framework
will constitute the basis of the countermeasures that should
be applied to the system.
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An electronic warfare (EW) simulator is presented to investigate and evaluate the tracking performance of radar system under
the electronic attack situations. The EW simulator has the input section in which the characteristic parameters of radar threat,
radar warning receiver, jammer, electromagnetic wave propagation, and simulation scenario can be set up. During the process of
simulation, the simulator displays the situations of simulation such as the received signal and its spectrum, radar scope, and angle
tracking scope and also calculates the transient and root-mean-squared tracking errors of the range and angle tracking system of
radar. Using the proposed EW simulator, we analyze the effect of concealment according to the noise and signal powers under the
noise jamming and also analyze the effect of deception by calculating errors between the desired value and the estimated one under
the deceptive jamming. Furthermore, the proposed EW simulator can be used to figure out the feature of radar threats based on
the information collected from the EW receiver and also used to carry out the electronic attacks efficiently in electronic warfare.

1. Introduction

The collection and analysis of electronic intelligence have
been regarded as one of the most important factors for
improving the survival rate of friendly forces in modern
electronic warfare (EW). The radar warning receiver (RWR)
receives radio frequency (RF) signals radiated from radar
threats and extracts the characteristic parameters from theRF
signals in which the features of radar threats can be included.
The characteristic parameters have been used to identify the
detecting or tracking type of radar threats and then to attack
the electronic circuit of radar tracking system effectively in
the integrated EW environments with multiple and complex
threats of the enemy forces [1–4].

Recently, intelligent decision-making problems in inte-
grated EW environments have been actively studied [5–7].
Among these studies, the system in [7] performs reverse
extrapolation in order to identify and classify threats by using

profiles compiled through a series of machine learning algo-
rithms, that is, naive Bayesian classifier, decision tree, neural
network, and 𝑘-means clustering algorithms. In other words,
the system in [7] has focused on improving the performance
of learning algorithms to enhance the accuracy of reverse
modeling. However, to examine and verify the performance
of various learning algorithms in a realistic and detailed
EW situation, we need an effective simulator which has the
essential elements of EW, such as detecting and tracking radar
threats, jamming for electronic countermeasures or attacks,
propagation of electromagnetic waves, and simulation of
battle scenarios.

There have been a lot of researches on the modeling and
simulation for particular parts of radar system, recognition
methods of the characteristics of RF threats, specific jamming
technologies, or propagation characteristics including [8–11].
In addition, some researches on the discrete event simulation
in EW environments have been carried out with the purpose
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Figure 1: The range tracking scheme: (a) the block diagram of tracking circuit and (b) the operation principle.
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Figure 2: The angle tracking scheme: (a) the block diagram of tracking circuit and (b) the operation principle.

of handing a lot of variables and multiagents [12–14]. How-
ever the research on themodeling and simulation considering
all the essential functions of EW from a signal processing
point of view is rare. In order to achieve the simulation
results that are very similar to the actual reality, each function
module in simulator have to be modeled precisely. For
example, the module for constant false alarm rate (CFAR)
radar has to operate in accordance with the detection theory,
and the module for propagation of electromagnetic wave has
to consider the free space loss andDoppler effects. In passing,
let us note that the theme of signal detection, the basis of
radar detection, has been extensively studied in the literature
including [15–19].

In this research, we present an EWsimulator that includes
the modules of antenna, intermediate frequency (IF) con-
version, automatic gain control (AGC), CFAR detection,
range tracking, angle tracking, and velocity estimation for
radar threat; the module of noise jamming, range deceptive
jamming, velocity deceptive jamming, and range-velocity
complex jamming for electronic attack; the motion control
module for aircraft with RWR and jammer; the module of
signal attenuation, frequency shifting, and multipath spread-
ing for the propagation of electromagnetic wave. We have
designed the modules of proposed EW simulator in compli-
ance with the theoretical model or the principles of circuit
operation.

The following three sections describe the radarmodeling,
the electronic attack modeling, and the propagation mod-
eling of the proposed EW simulator. Section 5 shows and

analyzes the simulation results. In conclusion, we summarize
our result and discuss further research issues.

2. Radar Modeling

Among the various function modules in radar threat, we
describe the modeling methods of three important modules
related to detecting and tracking which are the most basic
functions of the surveillance radar. The three important
modules are the range tracking, angle tracking, and CFAR.

2.1.TheRangeTrackingModule. Weadopt the circuit of early-
late gate as shown in Figure 1 to the operation principles of the
range tracking scheme in radar threat of the proposed EW
simulator. The received signal is integrated through the early
gate when the amplitude of the signal begins to rise above
a certain threshold. The early gate is closed after holding
the half of pulse width and the received signal is integrated
through the late gate during the half of pulse width.The range
can be calculated using the pulse location obtained from the
difference of two integrated values.

2.2. The Angle Tracking Module. To the operation principles
of the angle tracking scheme in radar threat, we also adopt
the circuit of amplitude-compared monopulse as shown in
Figure 2 [20]. The monopulse radar measures a target return
on four sides of the tracking axis simultaneously as shown
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in Figure 2(b). For a beam with its maximum in quadrant 1,
displacement from the beam maximum can be written as

( 𝜃𝑠√2 − 𝜃el)
2 + ( 𝜃𝑠√2 − 𝜃az)

2 = 𝜃2A, (1)

where 𝜃𝑠 is the squint angle of the monopulse beam, 𝜃el and𝜃az are the differences of elevation angles and azimuth angles
between the tracking axis and target, respectively, and 𝜃A is
the angle difference between the beammaximumof quadrant
1 and target. Assuming that the antenna pattern bemodeled as
a Gaussian and the differences of elevation angles and
azimuth angles are small enough, that is, 𝜃2el + 𝜃2az ≈ 0, the
quadrant 1 voltage gain is

𝑔 (𝜃A) = 𝑔0 {1 + 𝑘𝜃3 (𝜃az + 𝜃el)} , (2)

where 𝑔0 = 𝑔(𝜃𝑠), 𝜃3 is the 3 dB beamwidth and 𝑘 =2√2 ln 2𝜃𝑠/𝜃3. In the same way as (2), the voltage gains of
quadrant 2, 3, and 4 can be obtained as

𝑔 (𝜃B) = 𝑔0 {1 − 𝑘𝜃3 (𝜃az − 𝜃el)} , (3)

𝑔 (𝜃C) = 𝑔0 {1 − 𝑘𝜃3 (𝜃az + 𝜃el)} , (4)

𝑔 (𝜃D) = 𝑔0 {1 + 𝑘𝜃3 (𝜃az − 𝜃el)} , (5)

respectively. Let the errors of elevation angle and azimuth
angle in Figure 2(a) be shown in equations as 𝜖el = 4𝑔0𝑘𝜃el/𝜃3
and 𝜖az = 4𝑔0𝑘𝜃az/𝜃3, respectively; then we can obtain 𝜃el =𝜃3𝜖el/4𝑔0𝑘 and 𝜃az = 𝜃3𝜖az/4𝑔0𝑘 [20].
2.3. The CFAR Module. The threshold of CFAR for detecting
target is determined by

𝑉th = √2𝑁 ln 1𝑃fa , (6)

where𝑁 is the noise power obtained as

SNR = (√− ln𝑃fa − erfc−1 (2𝑃𝑑))2 − 12 ,
erfc (𝑥) = 2√𝜋 ∫

∞

𝑥

𝑒−𝑡2𝑑𝑡
(7)

with the false alarm rate 𝑃fa and the detection rate 𝑃𝑑. The
signal power in the signal-to-noise power ratio (SNR) is the
power of reflecting signal to the target at the maximum range
of radar [16].

3. Electronic Attack Modeling

In EW environment, the radar threat detects or tracks the
targets by receiving and analyzing the electromagnetic waves
that are reflected in targets. The radar jamming means the

electronic countermeasure (ECM) or electronic attack (EA)
technology and is the intentional radiation or reradiation
of RF signals to interfere with the operation of radar. The
primary purpose of radar jamming is to create confusion and
deny the target information such as position and velocity for
negating the effectiveness of enemy radar systems.

One of the fundamental measures of jamming effective-
ness is the jamming-to-signal power ratio (JSR):

JSR = 𝑃𝐽𝐺𝐽𝑃𝑇𝐺𝑇
4𝜋𝑅2𝜎 , (8)

where 𝑃𝐽 is the jamming power, 𝐺𝐽 is the antenna gain of
jammer, 𝑃𝑇 is the peak power transmitted by radar, 𝐺𝑇 is the
antenna gain of radar, 𝑅 is the range from jammer to radar,
and 𝜎 is the radar cross section (RCS) of aircraft with jammer
[21]. For a jamming signal to be effective, the JSR must be
greater than one. At long ranges, a lowpower jamming system
can generate a JSR much greater than one. At closer ranges,
the jamming pulse is no longer masking the aircraft, and the
aircraft can be detected in reduced JSR less than one. The
point where the radar can see through the jamming is called
burn-through range.The proposed EW simulator is designed
considering the JSR and burn-through range.

There are generally two types of radar jamming: noise and
deception.The noise jamming conceals the target signal with
the intentionally radiated noise-like signal and the deception
jamming deceives the tracking system of radar with the false
information about the critical intelligence such as range,
angle, or velocity of target. In the proposed EW simulator, the
noise jamming, range deceptive jamming, velocity deceptive
jamming, and range-velocity complex jamming are consid-
ered under the self-protection scenario [22, 23].

3.1. Noise Jamming. Noise jamming is classed as the barrage
and spot noise jamming according to the spectral coverage.
The jamming signal of barrage noise is spread over a wide fre-
quency range as shown in Figure 3(b), which lowers the effec-
tive radiated power (ERP) at any one frequency and conceals
the return signal with random noise as shown in Figure 3(a).
Advantages of barrage jamming are its simplicity and ability
to cover a wide portion of the electromagnetic spectrum.
The primary disadvantage is the low power density, especially
when a high JSR is needed against modern radars. One
way to take advantage of the noise jammer’s simplicity, but
raise the jamming signal power, is to use a spot jammer. The
jamming signal of spot noise can be a narrow-band signal
covering a bandwidth of a radar signal or less as shown in
Figure 4(b).

3.2. Deception Jamming. A deception jammer receives the
signal from the radar threat andmodifies the signal to provide
false range, angle, or velocity information. The modified
signal is then retransmitted by jammer. In this deceptive jam-
ming process, a digital radio frequencymemory (DRFM) sys-
templays an important role [24]. DRFMsystem is designed to
digitize an incoming RF input signal and reconstruct the RF
signal coherently when required as shown in Figure 5.

The range deception jammer memorizes the radar signal
using DRFM and then amplifies and retransmits the signal



4 Security and Communication Networks

0 20 40 60 80 100 120 140 160 180 200

0

1

AGC signal

Time (s)

0.5

−0.5

−1

R = 14.7386 km
R？ＭＮ = 18.2775 km

(a)

Frequency (MHz)

Normalized spectrum

100

10−1

10−2

10−3

10−4

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5

(b)

Figure 3: An example of barrage noise jamming: (a) received signal and (b) normalized spectrum.
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much stronger than the return signal with a certain amount
of time delay [25]. By increasing these time delays, the range
gate will detect an increase in range and automatically move

off to a false range. This range deception method is called a
range gate pull-off (RGPO) andwe show an example of RGPO
signal in Figure 6(a). On the contrary, the range deception
method that the range gate will detect an decrease in range
and move in to a false range is called a range gate pull-in
(RGPI) method, and an example of RGPI signal is shown in
Figure 6(b).

Using the same deception method in frequency domain,
we can implement the velocity deceptive jamming such
as velocity gate pull-off (VGPO) and velocity gate pull-in
(VGPI) [26]. We also show examples of VGPO and VGPI
spectra in Figures 7(a) and 7(b), respectively. Furthermore,
we can implement the range-velocity deceptive complex
jamming by transmitting the frequency shifted signal with a
corresponding time delay.
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Lastly, there are several angle deception methods for
monopulse radar such as cross-eye jamming that generates
angular errors by radiating phase-controlled repeated pulses
using separate antennas mounted on an aircraft or other
platform [27], but the angle deceptive jamming has not yet
been (and is expected to be) reflected in the proposed EW
simulator.

4. Propagation Modeling

The electromagnetic signal radiated from the transmission
antenna of radar threat basically suffers the free space loss

according to the radar frequency and target distance. In
addition, the transmission signal is attenuated by atmo-
spheric absorption or rainfall, which is related to the radar
wavelength, temperature, atmospheric pressure, water vapor,
and target distance. In the proposed EW simulator, we use the
model of the loss and attenuation of the transmission signal
in [7, 28–30].

On the other hand, when the radar or target is moving, a
change in frequency of electromagnetic waves, namely,
Doppler shift, can occur. And also, under the multipath
fading environment, the pulses from multipath do not arrive
at the same time since the path lengths are different from each
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Figure 8: The input screen of the proposed EW simulator.

other. Then, a pulse will spread and consequently the pulse
width will widen. In the proposed EW simulator, we consider
the Doppler and multipath fading effects as the same way in
[7].

5. Simulation Results

Figure 8 shows the input screen of the EW simulator devel-
oped using MATLAB�. We can investigate the responses of
radars to electronic attacks in various EW environments. A
radar threat can be select among five types, pulse type search
radar, continuous wave (CW) type search radar, monopulse
radar with range and angle tracking, monopulse Doppler
radarwith range, angle, and velocity tracking, andmonopulse
CW radar with angle and velocity tracking, and an elec-
tronic attack can be selected among seven types: barrage
and spot noise jamming, RGPO and RGPI range deceptive
jamming, VGPO and VGPI velocity deceptive jamming, and
no jamming. After selecting the types of radar and jamming,
we can adjust the collected information and some hardware
parameters accordingly.

When a simulation starts, the output screen such as
shown in Figure 9 is turned up. As the simulation progresses,
the results of the output screen are updated according to the
processing interval and speed. Figures 9(a) and 9(b) graphs
display the radar scope and monopulse angle scope, respec-
tively; those provide the range and angle tracking status.
Figures 9(c) and 9(d) graphs show the received signal and its

spectrum, respectively. The text boxes in Figure 9(e) report
the selected radar and jamming types, instantaneous tracking
results, and root-mean-squared (rms) errors estimated in the
whole simulation. The tracking results and rms estimation
errors are stored separately in files. They can be used to
investigate or analyze the effectiveness of jamming.

We show the block diagram of the proposed EW simu-
lator in Figure 10. The simulator accepts input variables and
parameters from the UI screen as shown in Figure 8 for the
modeling of radar threat, aircraft, jammer, and propagation
in EW environments. After the “Execute” button is pressed,
the simulator has generated the appropriate radar signal and
received signals at both sides of aircraft and radar threat
by applying the input variables and parameters, and then,
has analyzed the target (aircraft) information during the pro-
cessing time. Simultaneously, the output screen has presented
the target information analyzed by radar threat as shown in
Figure 9.

Now, let us investigate the responses of radar under the
various electronic attacks. Table 1 shows the parameters for
the basic simulation scenario to be called sA in this paper and
the trace of aircraft in sA is shown in Figure 11. The aircraft
reconnoiters the enemy territory heading toward a radar
threat and is locked on at about 26 km away from the radar
threat. And then, the simulation will be terminated after the
aircraft reaches within the burn-through range. Figure 12
presents the range tracking results in the scenario sA under no
jamming. It is shown that the range estimation errors occur
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within 4m and the range tracking is being performed very
accurately when there is no electronics attack.

The tracking results of azimuth angle and elevation angle
are shown in Figures 13 and 14, respectively. In addition to the
scenario sA, we perform the simulation in scenarios sB and sC
with slight change in aircraft velocity and radar beamwidth.
The parameters in scenario sB are the same as Table 1 except
that the aircraft velocity is 600m/s and those in scenario
sC are the same as in scenario sB except that the antenna
beamwidth of radar threat is 5∘. It is shown that the estimation
errors of azimuth and elevation angles increase as the aircraft
gets closer to the radar threat, as the velocity of aircraft
increases, and as the antenna beamwidth of radar decreases.
Particularly, in scenario sC; that is, when the aircraft is fast
and the antenna beamwidth is not large enough to track the
aircraft, the estimation errors of azimuth and elevation angles
are larger than the antenna beamwidth of radar, and it means
that the radar misses the aircraft.

Figures 15–18 are the simulation results obtained under
various electronic attacks in scenario sA. In these figures, we
exhibit when the jamming starts using blue lines and when
the aircraft enters in the burn-through range using red lines.
In Figure 15, it is shown that the range tracking carries out
wrongly under barrage noise jamming, but the range error
decreases as aircraft gets closer to burn-through range, and,
then, the aircraft is locked on again within the burn-through
range in spite of barrage noise jamming.

The similar aspects appear under other kinds of jamming.
Figure 16 shows the range tracking result under RGPO
jamming which pulls off the range gate of radar to 40m per
second. We can see that the range error is up to about 2.2 km
at 60 s (the time since the jamming started and 55 seconds
later), and, consequently, the proposed simulator operates as
intended. The radar tracks the false target under RGPO

Table 1: The parameters for the basic simulation scenario.

Radar Threat Monopulse Doppler Radar

Collected Information

(i) Waveform type: cos wave
(ii) Pulse width: 20 𝜇s
(iii) Pulse power: 70 dBm
(iv) PRI: 200 𝜇s
(v) Carrier frequency: 1 GHz
(vi) Scan period: none

Type of Radar

(i) Squint angle: 5∘

(ii) False alarm rate: 10−3
(iii) Filter bank size: 216
(iv) Detection rate: 0.999

𝐻/𝑊 Parameter

(i) Antenna beamwidth: 10∘

(ii) Antenna gain: 40 dB
(iii) Gain control: AGC mode
(iv) IF frequency: 500MHz
(v) IF gain: 30 dB
(vi) IF performance: good

Aircraft

(i) RCS: 20m2

(ii) Velocity: 300m/s
(iii) Initial location: (−25, 6, 3) km
(iv) Moving direction: 350∘

Propagation
(i) Temperature: 10∘C
(ii) Ground type: soil
(iii) Rainfall: 0mm/hour

Simulation Parameters

(i) Processing time: 40 s
(ii) Processing speed: 5 times
(iii) Processing interval: 1 s
(iv) Sampling rate: 400 samples/PRI

Jamming (i) Burn-through range: 5 km
(ii) Jamming gain: 30 dB

jamming, but the true aircraft is locked on again after a
few seconds within the burn-through range despite range
deceptive jamming.

Figure 17 shows the velocity estimation results in scenario
sB under VGPI jamming which pulls in the spectrum of the
received signal and makes the aircraft seem slower as 4m/s
per second. The solid line, dashed line, and dotted line
indicate the true velocity of aircraft, the desired velocity
underVGPI, and the estimated velocity by radar underVGPI,
respectively. Although the estimated velocity is not the same
as the desired one inVGPI, it tends to recognize small velocity
gradually in radar as intended. The difference between the
desired velocity and the estimated one occurs because the
size of fast Fourier transform (FFT) used for estimating the
Doppler shift is smaller than the sample size of received
signal, but the FFT size cannot be larger enough considering
the simulation speed.

Lastly, Figure 18 shows the range tracking result in sce-
nario sB under velocity deceptive jamming which makes the
aircraft seem slower as 4m/s per second and range deceptive
jamming which pulls off the range gate of radar correspond-
ing to the false velocity of the velocity deceptive jamming. It
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Figure 12: Range tracking results under no jamming.
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Figure 13: Azimuth angle tracking result under no jamming.

is shown that the desired range in this complex jamming is
formed as a curve of secondary degree because the desired
velocity decreases linearly. The true aircraft is also locked on
again after a few seconds within the burn-through range in
spite of the complex deceptive jamming.

6. Conclusion

In this paper, we have presented an electronic warfare (EW)
simulator to investigate and evaluate the tracking perfor-
mance of monopulse radar system under various electronic
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Figure 14: Elevation angle tracking result under no jamming.
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Figure 15: Range tracking results under barrage noise jamming.

attack environments.The EW simulator was developed using
MATLAB� in compliance with the theoretical model or the
principles of circuit operation and included the modules
for radar threat such as antenna, intermediate frequency
(IF) conversion, automatic gain control (AGC), CFAR detec-
tion, range tracking, angle tracking, velocity estimation, the

modules for electronic attack such as noise jamming, range
deceptive jamming, velocity deceptive jamming, and range-
velocity complex, the modules for aircraft with RWR and
jammer, and the modules for the propagation of electromag-
netic wave such as signal attenuation, frequency shifting, and
multipath spreading.
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Figure 16: Range tracking results under RGPO jamming.
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Figure 17: Frequency estimation results under VGPI jamming.

The proposed EW simulator has the input section in
which the characteristic parameters of radar threat, radar
warning receiver, jammer, electromagnetic wave propaga-
tion, and simulation scenario can be set up. During the
process of simulation, the simulator displays the situations of
simulation such as the received signal and its spectrum,
radar scope, and angle tracking scope and also calculates

the transient and rms tracking errors of the range and
angle tracking system of radar. The tracking results and rms
estimation errors are stored separately in files. They can be
used to investigate or analyze the effectiveness of jamming.

In Sections 2, 3, and 4, we described the modeling of the
important modules related to detecting and tracking which
are the most basic functions of the surveillance radar, that
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Figure 18: Range tracking results under range-velocity deceptive complex jamming.

of the various jamming module considering the JSR and
burn-through range, and that of the propagation of electro-
magnetic wave, respectively. It was shown that the proposed
EW simulator operated as intended in modeling in Section 5.
The range trackingwas performed very accurately when there
is no electronic attack. The estimation errors of azimuth and
elevation angles increased as the aircraft got closer to the
radar threat, as the velocity of aircraft increased, and as the
antenna beamwidth of radar decreased. The range tracking
was carried out wrongly under noise and deceptive jamming,
but the aircraft was locked on again within the burn-through
range in spite of jamming.

Through the simulation result, it was also shown that
we can analyze the effect of concealment under the noise
jamming and also the effect of deception under the deceptive
jamming using the proposed EW simulator. Furthermore, it
is expected that the proposed EW simulator can be used to
figure out the feature of radar threats based on the informa-
tion collected from the EW receiver and also used to carry
out the electronic attacks efficiently in electronic warfare
environment.
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We study jamming attacks in the physical layer of multihop cognitive radio networks (MHCRNs) where energy-constrained relays
forward information from the source to the destination. Meanwhile, a jammer can transmit interfering signals on a channel such
that all ongoing transmissions on this channel will be corrupted. In this paper, all jammers can attack only one of the predefined
channels in each time slot. Moreover, they can randomly switch channels to start jamming another channel at the beginning of
every time slot. The switching behavior is assumed to follow a Gaussian distribution. Due to limited battery capacity in the relays,
energy harvesting is utilized to solve the energy-constrained problem in the cognitive radio network. Subsequently, relays are able
to harvest energy from non-radio frequency (non-RF) signals such as solar, wind, or temperature. In this paper, we determine the
throughput/delay ratio as a key metric to evaluate the performance inMHCRNs. Owing to the limited battery capacity in the relays
and the jamming problem, the source needs to select proper relays and channels for each data transmission frame to optimize
overall network performance in terms of end-to-end delay, throughput, and energy efficiency. Therefore, we provide two novel
multihop allocation schemes to maximize achievable end-to-end throughput while minimizing delay in the presence of jammers.
Through simulation results, we validate the effectiveness of the proposed schemes under multiple jamming attacks in MHCRNs.

1. Introduction

The cognitive radio network (CRN) has become a key solu-
tion for inefficient spectrum utilization due to its dynamic
spectrum sharing. Cognitive radio users are allowed to share
the spectrum bands, which are licensed to the primary users
(PUs) [1–4]. By periodically sensing and adapting to the envi-
ronment, secondary users (SUs) can utilize spectrum bands
that are not currently used by PUs [5, 6].This is considered an
overlay approach in CRN. For an underlay approach, SUs can
be allowed to concurrently use the spectrum bands originally
allocated to PUs only if interference is regulated to below an
acceptable threshold [7, 8]. Most of the previous works only
focused on the sensing and utilization of spectrum holes in
frequency or time domains. Meanwhile, improved utilization
of spectrum holes based on location information of the PUs
and the SUs has not been investigated in a systematic way.

Location information can help find spectrum holes, and
a cognitive user may be encouraged to use the spectrum
owned by the primary user furthest away to avoid severe
interference. The location information can be obtained by
using a global positioning system (GPS) or other localization
methods [9, 10].

However, cognitive radio has also encountered various
types of security threats, as well as challenges in the networks,
due to the open nature of the cognitive radio architecture
[11, 12]. Many studies have focused on practical attacks in
IEEE 802.11 networks at the physical (PHY) layer. One of the
serious attacks that affect CRN security is jamming, which
can be either a single-channel or a multiple-channel attack.
For a single-channel-jamming attack, a malicious attacker
continuously transmits high-power interfering signals on
a channel. As a result, current communications between
users on this channel are totally disrupted. Nevertheless, this
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jamming attack is not so effective because the attacker must
constantly transmit interference signals and, hence, requires
large energy consumption. Moreover, it is quite easy for users
to switch to other channels that are not jammed. In addition,
the attack can easily be detected due to the high-power inter-
ference signal. Subsequently, amore effective type of jamming
attack is to simultaneously jam multiple channels. However,
if the number of channels is high, this still requires too
much energy to attack. Unfortunately, by taking advantage
of cognitive radio technology, attackers can automatically
switch among all the channels to enhance the jamming.

To tackle jamming attacks, SUs first detect attackers by
collecting data on noise in the network to build a statistical
model [13]. With this, SUs are always able to differentiate
between interference signals and noise when the jammer
attacks a channel. There are two main strategies to defend
against attackers [14]. The first is to use frequency hopping,
such that as the SUs identify jamming attacks, they imme-
diately switch to other unjammed channels for transmission.
The second is to execute a spatial retreat in which the SUs
escape from the zone of the jamming to other positions out
of jamming range. However, the spatial retreat method may
induce SUs to drop their current communication.

Relaying is emerging as a key enabling solution to solve
problems in CRNs. For instance, relaying can improve the
system and secrecy capacity when the user suffers from
fading, shadowing, or malicious attacks [15]. Ruan and Lau
[16] and Zhang et al. [17] conducted joint power allocation
and hop-relay selection to maximize end-to-end throughput
and enhance power savings. Wang et al. [18] proposed a
routing mechanism to avoid malicious relays and minimize
routing delay.Wu et al. [19] also focused on defending against
jamming attacks using a Markov decision process, where
SUs can perform dynamic access to multiple channels for an
antijamming defense.

In recent times, energy harvesting has emerged as an
appealing technique to solve energy-constrained problems of
wireless networks. Energy harvesting can provide perpetual
energy for the battery without manual recharging or physical
replacement. In an energy-harvesting CRN, cognitive users
are powered by harvested energy either from non-RF signal
sources (solar, wind, temperature, etc.) [20] or from RF
signals from base stations [21, 22]. Xu et al. [23] investigated
the end-to-end throughput maximization problem in a mul-
tihop energy-harvesting cognitive radio network, and their
simulation results verified the superiority of a joint optimal
time and power allocation algorithm, compared to other
solutions, through different scenarios.

In this paper, we investigate spectrum allocation for mul-
tihop and multichannel transmissions of energy-harvesting
CRNs in the presence of jamming attacks. In addition, the
energy-constrained issue is also considered in this paper.
With an energy harvesting technique, energy-constrained
relays are able to harvest non-RF energy from the ambient
environment to maintain their operations. Subsequently,
we propose multihop channel allocation schemes to deal
with the jamming and constrained-energy problems. More
specifically, by estimating the considered quality of service
(QoS) (e.g., end-to-end throughput, delay time) through a

number of considered data frames, the source can select the
best channels and relays to optimize the network perfor-
mance (with high QoS) in the presence of jamming attacks.
Numerical results are presented to show that the proposed
schemes are superior, compared with optimal unrelated and
random schemes.

The remainder of this paper is organized as follows. In
Section 2, we describe the system model of multihop and
multichannel cognitive radio network. In Section 3, we define
the problem formulation of this paper. In Section 4, the
proposed schemes are presented. In Section 5, we validate the
proposed schemes through the simulation results. Finally, in
Section 6, we conclude the paper.

2. System Model

In the paper, we consider a multihop and multichannel data
transmission between a secondary transmitter (source) and a
receiver (destination) in which, due to a limited transmission
range, the source needs to select the best relays to forward
its data to the destination. The relays in this paper are
energy-constrained devices equipped with a non-RF energy-
harvesting component to prolong operation. Specifically,
relays are able to harvest energy from non-RF signals and
use it for spectrum sensing and data transmission phases.
This paper is an expanded version of [24], where the energy-
constrained problem was not taken into account. Thus,
obtaining the best relay that has a finite capacity battery, and
the best channel for MHCRNs in the context of jamming
attacks to optimize network performance, is a keymotivation
for this paper.

The network consists of a source (𝑆), a destination (𝐷),𝑁
relays (𝑅 = {𝑅𝑓 | 𝑓 = {1, 2, . . . , 𝑁}}), and𝑀 jammers (𝐽 ={𝐽𝑖 | 𝑖 = {1, 2, . . . ,𝑀}}). For the sake of simplicity, we assume
that both 𝑆 and 𝐷 have a fixed power supply such that they
always have enough energy to transmit and receive data. The
relays still can harvest energy while implementing sensing or
data communication phases. The total amount of harvested
energy in each relay is stored in a batterywith a finite capacity,𝑒ca.

The destination is located far from the source such that
they are currently not within transmission range of each
other.Therefore, relays are responsible for assisting the source
to transmit data frames to the destination, and there are𝑄 free
channels (𝐶 = {𝐶𝑘 | 𝑘 = {1, 2, . . . , 𝑄}}) in the CR network.
Before the data transmission phase, SUs perform spectrum
sensing to find out whether the channel is currently secure
(i.e., there is no jamming signal) or not.The source is assumed
to have the information on all relays (position, remaining
energy) at the beginning of each data frame time.Therefore, it
updates the information before selecting the relay to transfer
each data frame.

Figure 1 shows an example of source and destination
SU pair in the multihop and multichannel cognitive radio
network with the assistance of multiple relays in the presence
of attacks by multiple jammers. Each user can only transmit
the data within its transmission range, 𝑅𝑡. In this paper,
we consider a low mobility context in which the spectrum
environment varies slowly, such that we can conduct the user
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Figure 1: An example of source and destination SU pair in the
multihop andmultichannel cognitive radio network under jamming
attacks.

and channel assignment based on the location information
and the network topology must be updated periodically.
For such a spectrum allocation scenario, the source needs
to establish an optimal route to the destination and assign
suitable channels to every link in the route.Therefore, by pro-
viding a proper channel allocation scheme, we can guarantee
the highest secure data transmission along the whole route
while still minimizing the delay of the communications.

2.1. Random Channel Switch Model of Jammers. In the paper,
jammers independently attack channels, and each jammer
can only attack one channel in specific time slot 𝑡 within its
jamming range, 𝑅𝑗. An attacker starts jamming a channel at
the beginning of each time slot and can also automatically
switch to jam another channel for the next time slot. We
assume that the set of available channels defined for all
jammers is the same in the network. However, each jammer
randomly switches between channels over time slots accord-
ing to the jamming probability following the Gaussian distri-
bution.Therefore, the jammers may attack different channels
within their jamming range in two consecutive time slots. For
example, if a jammer 𝐽𝑖 attacks channel𝐶1 at time slot 𝑡, itmay
either switch to attack channel 𝐶2 or keep attacking channel𝐶1 at time slot 𝑡 + 1, based on the jamming probability.

We further assume that jammers always have enough
energy to attack the channels. Thus, they always attack
cognitive users in predefined channels. Besides, each jammer
has its own corresponding channel index during jamming
attacks on the network.The jamming probability of a jammer
on channel 𝐶𝑘 follows a Gaussian distribution:

𝑃𝐽𝑖 (𝐶𝑘) = 1
√2𝜋𝜎2𝑖

𝑒−(𝐼𝐶𝑘−𝜇𝑖)2/2𝜎2𝑖 , (1)

where 𝜇𝑖 and 𝜎2𝑖 are the channel-jamming index mean and
channel-jamming index variance, respectively, of jammer 𝐽𝑖,
and 𝐼𝐶𝑘 represents the index of channel 𝐶𝑘.

2.2. Energy-Harvesting Model. A relay is equipped with a
separate hardware component such that it can independently
harvest extra energy from the ambient environment over
every time slot. It harvests energy in both sensing and
transmission phases. Therefore, the energy harvested by
relays in the previous time slot will be stored in a finite
capacity battery and can be used for the next time slot.

Theharvested energy of relays in awhole time slot is given
as follows:

𝑒𝑅𝑓
ℎ
= {{{

𝜀, with probability 𝑃𝑅𝑓
ℎ

0, with probability (1 − 𝑃𝑅𝑓
ℎ
) , (2)

where 𝜀 represents the total amount of energy successfully
harvested by relay 𝑅𝑓. 𝑃𝑅𝑓

ℎ
is the probability of energy

successfully harvested by relay 𝑅𝑓.
In this paper, the time for completing the transmission of

a data frame is referred to as the frame time,𝑇fr. A data frame
sent fromevery subsource and subdestination pair is assumed
to take a time slot duration. It alsomeans that frame timemay
change for every frame due to the different chosen routes. Let𝑁ts denote the number of total time slots required to transfer
a frame from the source to destination over a chosen route.
Then, the harvested energy of relay 𝑅𝑓 after one frame time
will be given as

𝑒𝑅𝑓
ℎ,𝑁𝑘

= 𝜀ℎ𝑠, (3)

where ℎ𝑠 denotes the number of time slots successfully
harvested during 𝑁ts time slots. For simplicity in this paper,
we ignore the energy for the signal receiving circuit and
the energy for decoding at the relays. If a data frame is
transferred successfully from the source to destination, the
updated energy of relay 𝑅𝑓, which belongs to chosen route 𝑟∗𝑗
for data frame 𝐹𝑗 at the beginning of 𝑇𝑗th

fr , can be expressed as

𝐸𝑅𝑓
0,𝑗 = min (𝐸𝑅𝑓

0,𝑗−1 − 𝑒𝑠 − 𝑒𝑡 + 𝑒𝑅𝑓ℎ,𝑁𝑘 , 𝑒ca) , ∀𝑅𝑓 ∈ 𝑟∗𝑗 , (4)

where 𝐸𝑅𝑓
0,𝑗−1 represents the updated energy of relay 𝑅𝑓 at

the beginning of frame time 𝑇𝑗th−1

fr ; 𝑒𝑠, 𝑒𝑡, and 𝑒ca are sensing
energy, transmission energy, and battery capacity of the relay,
respectively. Meanwhile, the updated energy of other relays
that do not belong to chosen route 𝑟∗𝑗 for data frame 𝐹𝑗 at the
beginning of 𝑇𝑗th

fr is given by

𝐸𝑅𝑓
0,𝑗 = min (𝐸𝑅𝑓

0,𝑗−1 + 𝑒𝑅𝑓ℎ,𝑁𝑘 , 𝑒ca) , ∀𝑅𝑓 ∉ 𝑟∗𝑗 . (5)

3. Problem Formulation

In [24], we proposed a scheme to select the optimal route
and maximize the SU’s successful-transmission probability
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under the jamming attack scenario.The scheme is responsible
for finding all the best channels for each link (hop) in the
possible routes from the source to destination, wherein Ψmax

represents a set of possible routes that have the corresponding
maximum successful-transmission probability in 𝑃𝑟max

𝑠 . More
particularly, each link of a route in Ψmax is allocated the
best channel to forward data, which is denoted as a link-
channel pair.That is, a link-channel pair is defined as the best-
allocated channel for a link, which can be obtained through
the previous work [24]. Consequently, the proposed scheme
from that paper will be adopted as one part of these schemes
for the multihop channel allocation presented in this paper.

In this paper, we investigate the solution for dynamically
selecting the best routes (best relays and channels) to deliver
a number of data frames𝑁fr (from the source to destination)
such that the cognitive network can achieve the best perfor-
mance under the energy-constrained problem. By estimating
the throughput and delay over a number of specifically
considered data frames (described later in Section 4) for all
data frames, the problem formulation can be given as follows:

Ω∗ = {𝑟∗1 , 𝑟∗2 , . . . , 𝑟∗𝑁fr
} = argmax

𝑟𝑗∈Ψ

𝑁fr∑
𝑗=1

(𝜏𝑟𝑗𝑡𝑟𝑗 ) , (6)

where Ψ = {𝑟1, 𝑟2, . . . , 𝑟|Ψ|} represents a set of possible
routes (from source to destination); 𝜏𝑟𝑗 and 𝑡𝑟𝑗 are throughput
and delay of data frame 𝐹𝑗, respectively; Ω∗ including{𝑟∗1 , 𝑟∗2 , . . . , 𝑟∗𝑁fr

} represents a set of the best chosen routes
for each data frame (form first frame to the total number of
delivered frames),𝑁fr.This paper considers a strict constraint
where the energy of cognitive relays is limited, and jammers
can attack the channels in any time slot. Inefficient utilization
of relays and channels can significantly affect the throughput
and delay, as well as the utilized energy efficiency of the
system, especially in the case of energy-constrained devices
and jamming attacks. Hence, obtaining an optimal solution
formultihop cognitive communications is a challengingwork
in this study. In the next section, we describe two novel
schemes to solve this problem. A flow chart of the proposed
algorithm is depicted in Figure 2.

4. Multihop Channel Allocation Schemes

In this section, we provide two novel multihop channel allo-
cation schemes to solve the energy-constrained and jamming
problems, such that the source can choose the best link-
channel pairs for each data frame transmission.

The proposed algorithm is composed of a channel allo-
cation process and a route selection process. In channel
allocation process, we adopt a scheme in [24] wherein the set
of the best link-channel pairs of all routes from the source to
the destination is obtained. We merely consider the jamming
attack problem to allocate the best channel for each hop
between the source and destination. Subsequently, we get a
set of possible routes, Ψmax, with a set of link-channel pairs,
𝑆𝑟(𝑙𝑟V, 𝐶𝑙𝑟V

𝑘
), and a set of corresponding maximum successful-

transmission probabilities, 𝑃𝑟max

𝑠 . 𝑙𝑟V and 𝐶𝑙𝑟V
𝑘
represent the

link of route 𝑟 and the best chosen channel for link 𝑙𝑟V,
respectively. In the route selection process, we focus on
selecting the best route, which has the assigned channel
obtained from the channel allocation process, for each data
frame transmission to optimize the multihop cognitive radio
network performance.

In the second part, we provide two schemes to deal with
limited-energy devices. In particular, we provide schemes
to effectively select the best route for every data frame by
estimating the expected throughput and delay for a number
of considered data frames. Let us consider some formulas to
establish schemes before describing the main part in more
detail in the next subsection.

Theprobability that arbitrary user 𝑛 is attacked by jammer𝐽𝑖 on channel 𝐶𝑘 is 𝑃𝐽𝑖(𝐶𝑘, 𝑛) = 𝑃𝐽𝑖(𝐶𝑘) if user 𝑛 is located
within jamming range of jammer 𝐽𝑖. Otherwise, 𝐽𝑖 cannot
attack user 𝑛 due to the jamming range limitation, that is,𝑃𝐽𝑖(𝐶𝑘, 𝑛) = 0. The probability that user 𝑛 will not be jammed
by 𝐽𝑖 on channel 𝐶𝑘 is given by

𝑃𝐽𝑖 (𝐶𝑘, 𝑛) = 1 − 𝑃𝐽𝑖 (𝐶𝑘, 𝑛) , (7)

where users 𝑛 ∈ {𝑆, 𝐷, 𝑅𝑓}, 𝐶𝑘 ∈ 𝐶, and 𝐽𝑖 ∈ 𝐽. The
probability of user 𝑛 not being jammed on channel 𝐶𝑘 (i.e.,
the probability that there are no jammers in the area that can
attack user 𝑛 on channel 𝐶𝑘) is expressed as

𝑃𝐽 (𝐶𝑘, 𝑛) = 𝑀∏
𝑖=1

𝑃𝐽𝑖 (𝐶𝑘, 𝑛) . (8)

The probability of successful transmission on channel 𝐶𝑘

for link 𝑙 that can establish a connection between two users,𝑎 and 𝑏, is then defined as

𝑃𝑙
𝑠 = 𝑃𝐽 (𝐶𝑘, 𝑎) 𝑃𝐽 (𝐶𝑘, 𝑏) , (9)

where 𝑎, 𝑏 ∈ {𝑆, 𝐷, 𝑅𝑓} and 𝐶𝑘 ∈ 𝐶. The probability of
successful transmission for route 𝑟 is thus given by

𝑃𝑟
𝑠 =

|𝑟|∏
∀𝑙V∈𝑟,V=1

𝑃𝑙V
𝑠 , Γ𝑙V ≤ 𝑅𝑡, (10)

where 𝑙V is the link of route 𝑟, |𝑟| is the number of links on
route 𝑟, and Γ𝑙V represents the length of link 𝑙V.

At the beginning of data frame 𝐹𝑗, the source will
update the energy of all relays 𝐸𝑅𝑓

0,𝑗 = {𝐸𝑅1
0,𝑗, 𝐸𝑅2

0,𝑗, . . . , 𝐸𝑅𝑁
0,𝑗 }.

According to the updated information, we can determine
the corresponding energy of the relays that belong to each
individual route, 𝑟𝑚, as follows:

𝐸𝑅
𝑟𝑚
𝑓

0,𝑗 = [𝐸𝑅
𝑟𝑚
1

0,𝑗 , 𝐸𝑅
𝑟𝑚
2

0,𝑗 , . . . , 𝐸𝑅
𝑟𝑚
|𝑟𝑚|

0,𝑗 ] , (11)

where |𝑟𝑚| represents the total number of relays in route𝑟𝑚. The notation [⋅] indicates that the index of each relay is
arranged in ascending order of each relay in route 𝑟𝑚. A set
of successful-transmission probabilities for all possible routes
in Ψmax is defined as

𝑃𝑟max
𝑚

𝑠 = {𝑃𝑟max
1

𝑠 , 𝑃𝑟max
2

𝑠 , . . . , 𝑃𝑟max
|Ψmax |

𝑠 } , (12)
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Start

Input: (i) Position, initial energy, and energy harvesting probability of relays
(ii) Position and jamming probability of jammers
(iii) The number of considered frames, Nc

(i) Find a set of possible routes which have maximum
successful-transmission probability, ΨＧ；Ｒ

(ii) Find a set with maximum successful-transmission

(i) Find possible choices for a number of considered frames, Nc

(ii) Find energy-harvesting cases of relays after each considered frame
Ω = {Ωw|w = {1, 2, . . . , |Ω|}}

Ω
eh
w,z,u = {eR

ℎ,w,z,u
|f = {1, 2, . . . , N}}

(i) Calculate expected throughput of all cases for considered
data frame transmissions, w,z,u

(ii) Calculate expected delay for considered data frame
transmissions, tw,z,u

Calculate the expected ratio for considered data frame transmissions

Γw,z,u =
w,z,u

tw,z,u

Define the best energy-harvesting case (index z) in each choice (index w)

z

Define the best choice (index w) from among all choices

Γw∗ = ；ＬＡＧ；Ｒ Γw,z∗
w

Output: obtain the best choice with index w∗

End

Γw,z∗ = ；ＬＡＧ；Ｒ(N∑
u=1

Γw,z,u)

probabilities from of all possible routes, PrＧ；Ｒ

s

Figure 2: A flowchart of the proposed algorithm.

where |Ψmax| denotes the total number of all possible routes
in the network.

Frame time duration refers to the time for transferring
the data through the total number of hops in a chosen route.
It may vary in each data frame. For instance, the first data
frame time will be three (time slots) if the source chooses
a route having two relays. However, the second data frame
time would be four (time slots) if the source selects another
route that consists of three relays. After selecting a route for
the current data frame, the source must wait to transmit the
next one until the data frame time of that route finishes. Once

the data frame time is finished, the source will again decide
on a route to deliver the next data frame.

Nevertheless, without estimating rewards such as
throughput and delay for other future data frames, selecting
only the most favorable route for a data frame at the
beginning of the current data frame time is not always
the best solution with a large number of data frames. That
is because the rest of the available routes (after selecting
the previous one) may provide poor quality (e.g., the low
throughput or the long delay). In this paper, therefore we
propose two estimation schemes to enhance the quality
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of the multihop cognitive radio network in which both
end-to-end throughput and delay are considered with the
number of considered data frames.

4.1. Scheme 1. In this scheme, we provide a method to
estimate metrics of QoS such as end-to-end throughput and
delay and optimize overall quality of the multihop cognitive
radio network. These factors play crucial roles in evaluat-
ing multihop cognitive network performance. This scheme
allows the source to consider all routes at the beginning of
each data frame even including routes having insufficient-
energy relays.This is because insufficient-energy relays could
be available (having sufficient energy for forwarding) after
the current forwarding phase finishes. Hence, this scheme
allows each relay to forward data as it has enough energy in
its turn even though its remaining energy is insufficient at the
beginning of the route selection process.

In the channel allocation process, the source updates all
relay and jammer information at the beginning of each data
frame.Then, it will find a set of possible routes,Ψmax, inwhich
a set of best link-channel pairs 𝑆∗𝑟 (𝑙𝑟V, 𝐶𝑙𝑟V

𝑘
) is included, aswell as

a set of the correspondingmaximum successful-transmission
probabilities, 𝑃𝑟max

𝑠 . 𝑙𝑟V denotes link V of route 𝑟, and 𝐶𝑙𝑟V
𝑘
is the

best channel 𝑘 allocated to link V of route 𝑟. After allocating
the best link-channel pairs for all hops of each route in order
to obtain Ψmax, we finally select the best route to transfer
every data frame.

In the route selection process, the source decides the
number of considered data frames, 𝑁𝑐, to estimate the sum
of the expected throughput/delay ratio through a number of
considered data frames over different choices. Meanwhile, a
set of possible choices, based on the number of considered
data frames, is given as Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},
where Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}. However, allocating
the best choice is still affected by the energy of the relays
due to their limited battery capacity. Therefore, to enhance
MHCNRs performance we also consider the total energy that
relays harvest after each time frame.

A set of energy-harvesting cases based on a number of
considered data frames is given as Ω𝑒ℎ = {Ω𝑒ℎ

𝑤,𝑧 | 𝑧 ={1, 2, . . . , |Ω𝑒ℎ |}}, where Ω𝑒ℎ
𝑤,𝑧 = {Ω𝑒ℎ

𝑤,𝑧,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}
and Ω𝑒ℎ

𝑤,𝑧,𝑢 = {𝑒𝑅𝑓
ℎ,𝑤,𝑧,𝑢

| 𝑓 = {1, 2, . . . , 𝑁}}. Here 𝑤, 𝑧, and𝑢 represent the index of possible choices, energy harvesting
cases, and considered data frames, respectively. The set of
corresponding energy-harvesting probability cases is also
given asΩ𝑃𝑒ℎ = {Ω𝑃𝑒ℎ

𝑤,𝑧 | 𝑧 = {1, 2, . . . , |Ω𝑃𝑒ℎ |}},Ω𝑃𝑒ℎ
𝑤,𝑧 = {Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢 |𝑢 = {1, . . . , 𝑁𝑐}}, andΩ𝑃𝑒ℎ
𝑤,𝑧,𝑢 = {𝑃𝑅𝑓

ℎ,𝑤,𝑧,𝑢
| 𝑓 = {1, 2, . . . , 𝑁}}.

If all relays in the route of frame 𝑢 have enough energy to
forward the data frame, the expected throughput of frame 𝑢
is calculated as follows:

𝜏𝑤,𝑧,𝑢 = 𝑃𝑟max
𝑤,𝑧,𝑢

𝑠 𝑅𝑐𝑇𝑃ℎ,𝑤,𝑧,𝑢, (13)

where 𝑃ℎ,𝑤,𝑧,𝑢 = ∏𝑁
𝑓=1𝑃𝑅𝑓

ℎ,𝑤,𝑧,𝑢
represents the energy-

harvesting probability for the case (𝑤, 𝑧, 𝑢).
In case any of the relays in the allocated route of frame 𝑢

does not satisfy the energy forwarding requirement (𝑒𝑠 + 𝑒𝑡),

the source needs to define the successful recovery probability
of the insufficient-energy relay. That is because the relay
is able to forward the data frame if it satisfies the energy
forwarding requirement. For example, at the beginning of
time slot 𝑡, the third relay of the allocated route does not have
enough energy; however, it can still be available (i.e., having
enough energy) to forward the data frame after harvesting
enough energy during three time slots. For that reason, we
define a set of insufficient-energy relay of allocated route for
frame 𝑢 as Ω̃ = {�̃�𝑟𝑤,𝑧,𝑢

1 , . . . , �̃�𝑟𝑤,𝑧,𝑢

|Ω̃|
}, where �̃�𝑟𝑤,𝑧,𝑢 represents the

insufficient-energy relay in allocated route 𝑟𝑤,𝑧,𝑢. Then, the
requirement for harvested energy of relay 𝑅𝑓 for forwarding
is given as

𝜀�̃�𝑟𝑤,𝑧,𝑢𝑓 = 𝑒𝑠 + 𝑒𝑡 − 𝐸�̃�
𝑟𝑤,𝑧,𝑢
𝑓

0 . (14)

The successful recovery probability of relay �̃�𝑟𝑤,𝑧,𝑢
𝑓

is
computed as follows:

𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 = 1 − 𝜀
�̃�
𝑟𝑤,𝑧,𝑢
𝑓 −1∑
ℎ𝑠=0

𝑃�̃�
𝑟𝑤,𝑧,𝑢
𝑓

ℎ
(ℎ𝑠, 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 ) , (15)

where 𝑃�̃�
𝑟𝑤,𝑧,𝑢
𝑓

ℎ
(ℎ𝑠, 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 ) denotes the successful energy-

harvesting probability of relay �̃�𝑟𝑤,𝑧,𝑢
𝑓

with the number of

successful energy-harvesting time slots ℎ𝑠 within 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 time
slots. Note that 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 is an order of relay �̃�𝑓 in route 𝑟𝑤,𝑧,𝑢. It
also means that the relay �̃�𝑓 has 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 time slots to harvest
enough of the required energy for the data frame forwarding
phase.The successful recovery probability of frame 𝑢 is given
by

𝛿𝑟𝑤,𝑧,𝑢 = |Ω̃|∏
𝑓=1

𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 . (16)

The expected throughput of frame 𝑢 is calculated as

𝜏𝑤,𝑧,𝑢 = 𝑃𝑟max
𝑤,𝑧,𝑢

𝑠 𝛿𝑟𝑤,𝑧,𝑢𝑅𝑐𝑇𝑃ℎ,𝑤,𝑧,𝑢. (17)

The throughput/delay ratio is expressed as

Γ𝑤,𝑧,𝑢 = 𝜏𝑤,𝑧,𝑢𝑡𝑤,𝑧,𝑢 , (18)

where 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢| is the delay duration of the allocated
route in frame 𝑢. After computing the expected through-
put/delay ratio of the cases with indexes 𝑤, 𝑧, and 𝑢 s.t. 𝑢 ={1, . . . , 𝑁𝑐}, we define the best harvested energy case, 𝑧, as
follows:

Γ𝑤,𝑧∗ = argmax
𝑧

𝑁𝑐∑
𝑢=1

Γ𝑤,𝑧,𝑢. (19)

Then, the best choice with index 𝑤 (i.e., allocated routes
for each considered data frame) will be selected as

Γ𝑤∗ = argmax
𝑤

(Γ𝑤,𝑧∗) . (20)
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(1) Input: 𝑆,𝐷, 𝑅𝑓, 𝐽𝑖, 𝐶𝑘, 𝑃𝐽𝑖 (𝐶𝑘), 𝑃𝑅𝑓

ℎ
,𝑁𝑐.

(2)Output: Obtain the best choice Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐 } | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax.
(3) Find Ψmax, 𝑃𝑟max

𝑠 as Eq. ((7)–(10)).
(4) Find a set of possible choices Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}.
(5) Define a set of energy harvesting cases Ω𝑒ℎ ,Ω𝑒ℎ

𝑤,𝑧, Ω𝑒ℎ
𝑤,𝑧,𝑢.

(6) Define a set of energy harvesting probability cases Ω𝑃𝑒ℎ ,Ω𝑃𝑒ℎ
𝑤,𝑧 ,Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢.
(7) for 𝑤 = 1 : |Ω| do
(8) for 𝑧 = 1 : |Ω𝑒ℎ | do
(9) Initialize remaining energy of relays with the initial energy at the frame time index 𝑢 = 1.
(10) for 𝑢 = 1 : 𝑁𝑐 do
(11) Update energy of relays.

(12) if ∀𝐸𝑅
𝑟𝑤,𝑧,𝑢
𝑓

0 ≥ 𝑒𝑠 + 𝑒𝑡 // Energy of all relays in chosen route is sufficient.
(13) Calculate 𝜏𝑤,𝑧,𝑢 as Eq. (13).
(14) else
(15) Define a set of insufficient-energy relays in allocated route Ω̃ = {�̃�𝑟𝑤,𝑧,𝑢

1 , . . . , �̃�𝑟𝑤,𝑧,𝑢

|Ω̃|
}.

(16) Calculate required energy of relays in Ω̃, as Eq. (14).
(17) Calculate successful recovery probability of each relays in allocated route 𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 as Eq (15).
(18) Calculate successful recovery probability of allocated route 𝛿𝑟𝑤,𝑧,𝑢 as Eq. (16).
(19) Calculate expected throughput for frame 𝑢, 𝜏𝑤,𝑧,𝑢 as Eq. (17)
(20) end if
(21) Calculate delay time 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢|.
(22) Calculate throughput/delay ratio Γ𝑤,𝑧,𝑢 as Eq. (18).
(23) Calculate remaining energy of relays as Eq. (4).
(24) end for
(25) end for
(26) Define the best index 𝑧, with Γ𝑤,𝑧∗ = argmax𝑧∑𝑁𝑐

𝑢=1 Γ𝑤,𝑧,𝑢.
(27) end for
(28) Define the best index 𝑤, with Γ𝑤∗ = argmax𝑤(Γ𝑤,𝑧∗ ).

Algorithm 1: Multihop channel allocation scheme under attack in the physical layer.

So, now we can obtain the best choice, which is repre-
sented as

Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐} | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax. (21)

Afterwards, the source will select the first allocated route
in the set of considered data frames (𝑢 = 1) for its current
data frame. Note that frame index 𝑢 denotes an estimated
data frame and can only be applied to select the best choice
in the route selection phase. It is not the index of the real data
frame that the source currently wants to transmit. Likewise,
the source will repeatedly define the best choice for the
next data frames by using this scheme until finishing its
transmission (i.e., transmit the total number of intended data
frames). Consequently, by estimating the throughput/delay
ratio, transmitted data frames are forwarded over secure and
efficient routes to increase overall network performance in
the presence of jamming attacks. The proposed scheme 1 for
multihop channel allocation is shown in Algorithm 1.

4.2. Scheme 2. In this scheme, we select the routes that have
sufficient-energy relays for forwarding at the beginning of
each data frame time. It means the source will ignore all
insufficient-energy relays in the current time slot, and only
sufficient-energy routes are taken into consideration. In fact,
the route selection process is quite similar to scheme 1, except

that the number of route candidates is reduced. It guarantees
that once the source selects the best route for the current data
frame, the transmission is only affected by jammers during
the frame time, not the energy in relays anymore because the
source selects a sufficient-energy route at the beginning of
each data frame time. According to this scheme, the amount
of harvested energy by relays will be used for the next data
frame transmission.

First, the source will define Ψmax and 𝑃𝑟max

𝑠 . Then, it
defines a set of insufficient-energy relays: Ω̃ = {�̃�1, . . . , �̃�|Ω̃|}.
After that, it defines a set of sufficient-energy routes, as
follows:

Ψmax = Ψmax \ Ψ̃max, (22)

where Ψ̃max = {𝑟1, . . . , 𝑟|Ψ̃max|} represents a set of insufficient-
energy routes in the current time slots. In the next step, the
source will establish a set of possible choices Ω. All possible
routes (including insufficient-energy routes in frame 𝑢 = 1)
can be selected for the next data frame transmissions; that is,𝑢 >= 2, because, after the data frame time of the data frame
(𝑢 = 1), insufficient-energy routes may become available
(getting sufficient-energy routes). Similar to scheme 1, after
defining the energy-harvesting cases and the probability of
energy harvesting cases, the expected throughput of each case
with indexes 𝑤, 𝑧, and 𝑢 can be computed with (13).
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(1) Input: 𝑆,𝐷, 𝑅𝑓, 𝐽𝑖, 𝐶𝑘, 𝑃𝐽𝑖 (𝐶𝑘), 𝑃𝑅𝑓

ℎ
,𝑁𝑐.

(2)Output: Obtain the best choice Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐 } | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax.
(3) Find Ψmax, 𝑃𝑟max

𝑠 by using Eq. ((7)–(10)).
(4) Find a set of insufficient-energy relays Ω̃ = {�̃�1, . . . , �̃�|Ω̃|}.
(5) Find a set of insufficient-energy routes Ψ̃max = {𝑟1, . . . , 𝑟|Ψ̃max |}.
(6) Define a set of sufficient-energy routes Ψmax as Eq. (22).
(7) Find a set of possible choices Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}.
(8) Define a set of energy harvesting cases Ω𝑒ℎ ,Ω𝑒ℎ

𝑤,𝑧,Ω𝑒ℎ
𝑤,𝑧,𝑢.

(9) Define a set of energy harvesting probability cases Ω𝑃𝑒ℎ , Ω𝑃𝑒ℎ
𝑤,𝑧 ,Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢.
(10) for 𝑤 = 1 : |Ω| do
(11) for 𝑧 = 1 : |Ω𝑒ℎ | do
(12) Initialize remaining energy of relays with the initial energy at the frame time index 𝑢 = 1.
(13) for 𝑢 = 1 : 𝑁𝑐 do
(14) Update energy of relays.
(15) Calculate expected throughput for frame 𝑢, 𝜏𝑤,𝑧,𝑢 as Eq. (13).
(16) Calculate delay time 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢|.
(17) Calculate throughput/delay ratio Γ𝑤,𝑧,𝑢 as Eq. (18).
(18) Calculate remaining energy of relays as Eq. (4).
(19) end for
(20) end for
(21) Define the best index 𝑧, with Γ𝑤,𝑧∗ = argmax𝑧∑𝑁𝑐

𝑢=1 Γ𝑤,𝑧,𝑢.
(22) end for
(23) Define the best index 𝑤, with Γ𝑤∗ = argmax𝑤(Γ𝑤,𝑧∗ ).

Algorithm 2: Multihop channel allocation scheme under attack in the physical layer.

Note that insufficient-energy relays are ignored in the
route selection phase of scheme 2. Therefore, the successful
recovery probability of the allocated route will not be consid-
ered. Next, we calculate the delay 𝑡𝑤,𝑧,𝑢 and throughput/delay
ratio Γ𝑤,𝑧,𝑢 for each case. Finally, the best choice, Ω𝑤∗ , is
obtained as in scheme 1. According to this scheme, the best set
of routes with the best channels and corresponding relays will
be allocated for every data frames of the multihop cognitive
transmission from the source to destination. Finally, the
proposed scheme 2 for multihop channel allocation is shown
in Algorithm 2.

5. Simulation Results and Analysis

In this section, we verify the performance of the two proposed
schemes by using a MATLAB simulation. We consider a
CR network in a normalized area (1 × 1). To evaluate the
efficiency of our proposed algorithm, we keep the source and
destination in fixed positions which are far from each other
(i.e., no direct transmission from source to destination). The
relays and jammers are randomly distributed in the network.
There are 1.5 × 103 data frames sent from the source to the
destination. Simulation parameters are listed in Table 1. In
simulations, we make a comparison with two other schemes:
an optimally unrelated scheme and a random scheme. In
the optimally unrelated scheme, the relays and channels
are allocated by using the maximum successful-transmission
probability of the routes for every data frame. In the random
scheme, spectrum allocation is randomly performed.

Figure 3 shows the average end-to-end throughput of
the transmission between the source and destination versus

Table 1: Simulation parameters.

Parameter Value
Number of relays 7
Total number of data frames 1.5 × 103
Initial energy of relays 6 energy units
Energy harvested probability 0.6
Harvested energy 2 energy units
Number of considered data frames 2
Sensing energy 2 energy units
Transmission energy 4 energy units
Battery capacity 10 energy units
Number of jammers 4
Number of channels 5
Total frame time 50ms
Cognitive radio rate 10 bits/Hz/sec
Transmission range 0.4
Jamming range 0.3
Channel-jamming index mean 𝜇 3
Channel-jamming index variance 𝜎2 1
Area 1 × 1 normalized unit
Source position [0.1, 0.1]
Destination position [0.9, 0.9]

the harvested energy of the relays. The curves show that
the average throughput increases as the harvested energy
increases.The two proposed schemes obtain higher through-
put than the optimally unrelated scheme and the random
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Figure 3: Average throughput according to the harvested energy of
relays.
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Figure 4: Average delay according to the harvested energy of relays.

scheme. Observe that scheme 1 provides more throughput
than scheme 2. That is because scheme 1 considers more
routes and has more chances to select the route with a higher
successful-transmission probability.

In Figure 4, we investigate the relation between the
average delay and the harvested energy of the relays. The
curves show that delay in the schemes decreases as the
harvested energy increases. This implies that, for the large
amounts of harvested energy, the relays are able to harvest it
quickly, and they easily have enough energy to forward the
data; hence, the source gets more opportunities to choose
the best route with minimum delay. The curves in Figure 1
also verify that the proposed schemes outperform the other
two methods. However, the delay in scheme 1 is longer than
that in scheme 2. This is due to the fact that scheme 1 has
to face the energy-constrained problem of the relays when it
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Figure 5:Average throughput/delay ratio according to the harvested
energy of relays.
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Figure 6: Average energy efficiency according to the harvested
energy of relays.

selects insufficient-energy routes. That induces more delay if
the insufficient-energy relays do not recover in time.

Figure 5 shows the relation between the average through-
put/delay ratio and harvested energy of the relays.The curves
show that Γ increases as 𝑒𝑅𝑓

ℎ
increases. According to Figure 3

and Figure 4, the throughput/delay ratio in Figure 5 shows the
effectiveness of the two proposed schemes, as compared with
the two other schemes under different amounts of harvested
energy by the relays.

Figure 6 shows the relation between energy efficiency
and the harvested energy of the relays. It is obvious that
energy efficiency increases as the harvested energy of relays
increases. This is because the source has more chances to
select the most efficient route. The energy efficiency in



10 Security and Communication Networks

0.14

0.16

0.18

0.2

0.22

0.24

0.26

0.28

0.3

Av
er

ag
e t

hr
ou

gh
pu

t 
 (b

its
/s

ec
/H

z)

Proposed scheme 1
Proposed scheme 2

Optimally unrelated scheme
Random scheme

8 10 12 14 16 18

Battery capacity e＝； (energy units)

Figure 7: Average throughput according to the battery capacity of
relays.
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Figure 8: Average delay according to the battery capacity of relays.

scheme 1 is the greatest among the others. The curves prove
the greater efficiency of the proposed schemes, as compared
to the other two methods.

Figure 7 shows the relation between average throughput
and the battery capacity of the relays. We can see that average
throughput increases with a larger battery capacity of the
relays. The higher throughput can be obtained because the
source can select the best routes more times thanks to the
higher capacity of the relays.

In Figure 8, the relation between average delay and the
battery capacity of the relays is shown. It is obvious that the
delay decreases as the battery capacity of the relays increases.
It is because using the best routes several times provides less
delay.
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Figure 9: Average throughput/delay ratio according to the battery
capacity of relays.
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Figure 10: Average energy efficiency according to the battery
capacity of relays.

Similarly, the relation between average throughput/delay
ratio versus the battery capacity of the relays is shown in
Figure 9. It is observed that a higher battery capacity of
relays can provide better quality. Besides, the curves show the
effectiveness of the proposed schemes with various levels of
battery capacity.

In Figure 10, the relation between energy efficiency and
the battery capacity is shown. Intuitively, using a higher
battery capacity can give higher energy efficiency in the
network because the source deals with the less energy-
constrained problem.

Figure 11 shows average throughput/delay ratio against
the number of jammers. We find that when the number of
jammers increases, the achieved throughput decreases.This is
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Figure 12: Average energy efficiency according to the number of
jammers.

because as more relays attack on channels, the chosen routes
become less secure.That results in low network performance.

In order to confirm the energy efficiency of the proposed
schemes versus the number of jammers, simulation results in
Figure 12 are presented. In this case, the energy efficiency of
the schemes decreases as the number of jammers increases.
Nevertheless, the curves show that the proposed schemes
obtain higher energy efficiency than the other schemes with
different numbers of jammers in the network.

In general, the two proposed schemes provide higher
efficiency on network performance, compared with the other
schemes. More particular, scheme 1 is superior to scheme

2 in terms of end-to-end throughput and energy efficiency.
However, scheme 1 causes more delay than scheme 2.

6. Conclusion

In this paper, we considered a multihop, multichannel data
transmission between two secondary users in a CR network
in which the source cooperates with relays to transfer data
to the destination under jamming attacks. The energy-
constrained problem in aCRnetworkwas taken into account.
Hence, we proposed two novel schemes using energy-
harvesting technique to allocate the best relays and channels
over hops to transfer the number of data frames from the
source to the destination. Simulation results were provided
to prove the efficiency of the proposed schemes compared
to an optimally unrelated scheme and a random scheme.
Finally, the simulation results confirmed that good network
performances can be obtained by applying the proposed
methods to MHCRNs in the presence of the jamming attack.
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A variety of electronic warfare models are developed in the ElectronicWarfare Research Center. An Open Architecture Framework
for ElectronicWarfare (OAFEw) has been developed for reusability of various object models participating in the electronic warfare
simulation and for extensibility of the electronic warfare simulator. OAFEw is a kind of component-based software (SW) lifecycle
management support framework.This OAFEw is defined by six components and ten rules.The purpose of this study is to construct
a Distributed Simulation Interface Model, according to the rules of OAFEw, and create Use Case Model of OAFEw Reference
Conceptual Model version 1.0.This is embodied in the OAFEw-FOM (Federate Object Model) for High-Level Architecture (HLA)
based distributed simulation. Therefore, we design and implement EW real-time distributed simulation that can work with a
model in C++ andMATLAB API (Application Programming Interface). In addition, OAFEw-FOM, electronic component model,
and scenario of the electronic warfare domain were designed through simple scenarios for verification, and real-time distributed
simulation between C++ and MATLAB was performed through OAFEw-Distributed Simulation Interface.

1. Introduction

With the advance of science and technology, the aspect
of the warfare has changed the electronic warfare. Elec-
tronic warfare technology is validated through modeling and
simulation (M&S) to save cost and time. M&S has been
acknowledged as one of the most important systems in the
defense field [1].

Electronic warfare is defined as themilitary action involv-
ing the use of electromagnetic energy to determine, exploit,
reduce, or prevent hostile use of electromagnetic spectrum
while simultaneously safeguarding one’s own [2]. The three
major subdivisions within electronic warfare are electronic
warfare support (ES), electronic attack (EA), and electronic
protection (EP) [3].

Electronic warfare modeling & simulation (EW M&S)
is performed by gathering various EW equipment (object)
modeling. At this time, the lack of EW M&S reusability,
scalability, and interoperability has been degrading its use-
fulness [4]. Several studies have produced framework for

M&S-based system, but they have not been dealing with
EW M&S problem domain [5]. In order to solve these prob-
lems, “Open Architecture Framework for Electronic Warfare
(called OAFEw)” was developed that can achieve the reuse
and interoperability of EWM&S lifecycle [4]. The basic con-
cept of OAFEw is that EWM&S software components are to
be reassembled to suit the user’s needswith its building blocks
defined in the common Reference Conceptual Model and
rules governing all stages through an EWM&S lifecycle [4].

Now, High-Level Architecture/Run-Time Infrastructure
(HLA/RTI) is already widely used in the field of defense
M&S. Also, related research is actively proceeding [5, 6].
In addition, the US DMSO (Defense Modeling Simulation
Office) mandates that all defense M&S developed after 2000
are executive on RTI basis. However, there is no study on
architecture framework and HLA/RTI distributed interface
in EWM&S domain.

This paper focuses on simulation method, specially EW
components interoperability and resusability technology for
HLA. HLA is a high-level concept to support interoperability
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Figure 1: Constituents of OAFEw.

for distributed simulation of heterogeneous simulator as
proposed by US DoD (Department of Defense) [7–9].

We present an HLA federate development method that is
highly reusable and interoperable based onOAFEwRules and
OAFEw Reference Conceptual Model.

In the next section, we will review the relevant research
works. And Sections 3 and 4 describe how to develop
OAFEw-based HLA federate. In Section 5, we will show its
implementation and show demonstration. Finally, we will
have conclusions in Section 6.

2. Related Literature Review

2.1. OAFEw Basic Concept Review. An Open Architecture
Framework of Electronic Warfare modeling & simulation
(called OAFEw) is intended to foster easy composition of
the EW simulation model and to be used for the lifecycle
management of EW simulation components on the basis
of the common Reference Conceptual Model so that it can
achieve the reuse and interoperability of EWM&S.The basic
concept of OAFEw is as follows.

Firstly, we assemble M&S components according to an
EW scenario on the basis of the EW Reference Conceptual
Model. Secondly, we use common templates for the compo-
nent specifications that are the embodiment of elements in
the EW Reference Conceptual Model. Thirdly, we keep the
common rules for component assembling, its implementa-
tion, reuse, and governing all stages through an EW M&S
lifecycle [4].

OAFEw comprises a Reference Conceptual Model, an
Interplay Use Case Model, an Interplay Component Library,
and a simulation model, which are shown in Figure 1.

The Reference Conceptual Model is a conceptual model
of an EW real world in the problem domain. It is noted that
a conceptual model represents the real world to be imple-
mented in the simulation model. The Reference Conceptual
Model provides common semantics to be referenced by other
OAFEw constituents [4].

The InterplayUseCaseModel is tomodel use caseswithin
the context of EW simulation domain.The InterplayUseCase
Model is associated with an EW scenario with which a certain

problem should be resolved.The scenario thus can be formu-
lated using each of the interplay use cases.The InterplayCom-
ponent Library is a collection of EW simulation components
implemented according to the specifications of the interplay
use cases. The components in the Interplay Component
Library must have both internal interfaces to the simulation
utilities such as a simulation engine and external interfaces
to the HLA/RTI to be compliant with the HLA of distributed
simulation. Thus, there are two types of components in the
Interplay Component Library. These are simulation utility
components and distributed interface components. Simula-
tion utility components are simulation execution and collec-
tion of simulation data. Distributed interface components are
for the interoperability of the components residing on the
other federates in the EW federation [4].

The simulation model is to mimic an EW real world
related to a problem domain. The simulation model is com-
posed of components in the Interplay Component Library.
The components are reused for the simulation composition
associated with an experiment scenario of the problem
domain [4].

2.2. OAFEw Specification Rules Review. Specification rules
constrain the specification method of the OAFEw con-
stituents such as the Reference Conceptual Model, the Inter-
play Use Case Model, and the Distributed Interface Model.
Figure 2 shows the graphical depiction of their relationships
constraining each other.

Firstly, theReferenceConceptualModel providesOAFEw
constituents of a common dictionary which explains what
is going on in an EW real world. The Reference Conceptual
Model should be described using CML (Conceptual Model-
ing Language). The CML elements are shown schematically
in Figure 3. The CML describes both static and dynamic
properties of EW entities in a way that an EW element
generates an event, then the event again activates the element
behavior and alters the state of the element. Every element
belongs to a category and has characteristics. Piece and game
space inherit from the element, and they belong to a battle
space. For the sake of the fuller modeling power of the
OAFEw constituents, we extend the notion of the events
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Figure 3: Conceptual Modeling Language.

to three types which are partly adapted from BOM (Base
Object Model): transition event, message event, and trigger
event. Transition event is an event that changes the inner
state of an element. Either the message event or the trigger
event is an event sending an external element. The message
event designates the receiver, but the trigger event does not
designate the receiver.

Secondly, the OAFEw use cases in the Interplay Use Case
Model have to be captured so that the series of use cases
may compose an experimental scenario for the resolution of
problems. The interplay is the same notion as in the BOM
standard which is a sequence of pattern-actions involving
one or more conceptual entities which appeared in the EW
Reference Conceptual Model. The pattern-action is a single
step in a pattern of interplay that may result in a state change
of a conceptual entity. Thus, each Interplay Use Case should
be specified using BOM standard. Further, the specification

of interplay use cases has to use the same dictionary of con-
ceptual entities, behaviors, and events in the EW Reference
Conceptual Model, because they should share the common
semantics with each other. The use case specifications are
then to be implemented as reusable components in the
Interplay Component Library. The components provide the
simulation model with reusable building blocks.

Finally, the Distributed Interface Model should be speci-
fied with the HLAObject Model Template (OMT) in order to
be compliant with HLA. HLA Object and Interaction in the
OMThave to be defined using either themessage event or the
trigger event in the conceptual model in order to share com-
mon semantics throughout all of the OAFEw constituents.

2.3. HLA/RTI Review. HLA (High-Level Architecture) is
one of the first priority efforts of the US Department of
Defense (DoD) as a common technical standard to promote
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interoperability between all kinds of simulations in a network
or distributed environment or between C4I (Command,
Control, Communication, and Intelligence) systems and
weapon systems and reusability of each component.

HLA consist of HLA Rule [7], Federate Interface Specifi-
cation [8], and Object Model Template [9].

The reuse unit of the simulation software that provides the
model implemented for the simulation is called the federate.
The multiple federates in a federation communicate with
each other via the RTI using a common OMT. Federation
aggregates and simulates the entire environment; also each
federate’s information and state variable can be exchanged.

RTI is a middleware that implements the interface
specification of the HLA. It provides a common service of
the simulation system as shown in Figure 4 and provides
declaration and management of federates.

Within the HLA, federations are comprised of federates
that exchange information in the form of objects and inter-
actions–concepts that will be explained further in this guide.
The HLA is defined by three components: (1) Federation
Rules, (2) the HLA Interface Specification, and (3) the Object
Model Template.

The interface specification describes the six service man-
agement functions as protocols regarding the functional
interface between each federate and the RTI. Each service
provides the following functions.

(1) Federation management: it is a service that manages
Federation Execution. It provides services such as
creation, removal, subscription, withdrawal, synchro-
nization, storage, and recovery of federations.

(2) Declaration management: it manages the subscribe-
publish mechanism of shared objects between fed-
erates as a service that manages the declaration of
state and information exchange between federates
belonging to a federation.

(3) Object management: interaction with mock objects
in federation creates and discovers messages, updates
and reflects objects, deletes, andmanages the function
of sending and receiving interactive messages.

(4) Ownership management: it is a service related to
acquiring or transferring the right to update and

delete shared objects to be simulated within a federa-
tion.

(5) Time management: it is a simulation time manage-
ment service that runs in the federation.

(6) Data distribution management: it is a routing service
to control the amount of messages exchanged within
a federation.

3. OAFEw-Based HLA Federate Development

3.1. EW Reference Conceptual Model. The first implemen-
tation of OAFEw is its Reference Conceptual Model [4].
EW Simulation Reference Conceptual Model is a reference
model for the conceptual model of the reality that the elec-
tronicwarfare simulationmodelwants to simulate.TheRefer-
ence Conceptual Model also serves as a common semantic
dictionary of EWcomponents for constructing a specific con-
ceptualmodel.TheReferenceConceptualModel ofOAFEw is
defined as a model that describes the EW real world through
CML.

This conceptual model includes the entire domain EW
M&S.This study was based on the OAFEw conceptual model
version 1.0.

Reference Conceptual Model version 1.0 (Figure 5) con-
sists of 4 components: ECMsystem,WeaponSystem, Platform,
and Operator. Each of the components has events and their
behaviors. This shows and explains the process of electronic
warfare simulation.

It should be defined for reusablemodeling and simulation
based on HLA-based federate. This can be defined through a
mutual progressive use model.

The most important role of the interoperable usability
model is to express the use of the EW domain. Interactive
use identifies and standardizes a modeling unit called CML
interplay. In addition, this interactive and progressive Use
Case Model becomes a building block of the simulation sce-
nario.

3.2. Interplay Use Case Model. OAFEw Rules 3 and 4 define
that the use of the Interplay Use Case Model should be iden-
tified to be a component of the EW Simulation Specification
Model. Use Case Model should be specified in accordance
with the template form of the mutual progression of the Base
Object Model (BOM) standard [2, 4].

InterplayUseCaseModel is composed of a group of inter-
related element specifying metadata information, Reference
Conceptual Model information, and class information. This
information is defined using HLA OMT [2] and mapping
between Reference Conceptual Model element and object
model elements that identify the class structure.

Use Case Model is intended to reduce the degree of cou-
pling between HLA/RTI and federated layers of HLA/RTI-
based distributed simulation. It is the process required to
reuse the Federated Object Model (FOM) by providing a way
for the user to combine components easily. This allows many
distributed interfaces in the domain.

The completed unit BOMs are the unit elements of the
FOM for HLA-based distributed simulation. Use CaseModel



Security and Communication Networks 5

E-Element e-Transition Event B-BehaviorLegend of stereotype:

⟨E::Player⟩
Transmitter(Jammer)

⟨B::Immediate⟩
generate
Carrier

m-Message Event t-Trigger Event

⟨B::Immediate⟩
modulate(J)OntoCarrier

⟨B::Immediate⟩
amplifyTo(J)Signal

⟨e::Decision⟩
eModulate(J)OntoCarrier

⟨e::Decision⟩
eAmplifyTo(J)Signal

⟨m::Info
Exchange⟩
m(J)Signal
Transmitted

⟨B::Immediate⟩
compute(J)ERP

⟨E::Player⟩
EmitterAntena

⟨B::Immediate⟩
compute(J)Propagati
onLoss

⟨t::InfoExchange⟩
t(J)SignalRadiated

⟨E::Player⟩
AirLinker

⟨E::Player⟩
Receiver

⟨B::Immediate⟩
analyseSignalDetected

⟨E::Player⟩
Processor

⟨B::Immediate⟩
compute(J)PowerRe
ceived

⟨t::InfoExchange⟩
t(J)SignalDegraded

⟨m::InfoExchange⟩
m(J)SignalDetected

⟨B::Immediate⟩
identifyThreat

⟨e::Decision⟩
eIdentifyThreat

⟨B::Immediate⟩
computeJSRatio

⟨e::Decision⟩
eComputeJSRatio

⟨B::Immediate⟩
computeEmitterLocation

⟨e::Decision⟩
eComputeEmitterLocation

⟨E::Player⟩
Displayer

⟨E::Player⟩
Operator

⟨B::Immediate⟩
prioritizeThreat

⟨e::Decision⟩
ePrioritizeThreat

⟨m::InfoExchange⟩
mThreatPrioritized⟨B::Immediate⟩

displayThreat

⟨E::Player⟩
Platform

⟨m::InfoExchange⟩
mThreatInformation

⟨B::Immediate⟩
awareSituation

⟨m::InfoExchange⟩
mCOASelected

⟨B::Immediate⟩
selectCOA

⟨m::InfoExchange⟩
mCOA

⟨B::Immediate⟩
implementCOA

⟨e::Decision⟩
eEvade

⟨B::Immediate⟩
evade

⟨B::Immediate⟩
takeOff

⟨e::Decision⟩
eCheckLeathalArea

⟨B::Immediate⟩
detonate

⟨m::InfoExchange⟩
mDetonation

⟨E::Player⟩
Weapon

⟨e::Decision⟩
eManeuver

⟨B::Immediate⟩
maneuver

⟨m::Info
Exchange⟩
mJamming

⟨B::Immediate⟩
generate
JCarrier

⟨m::InfoExchange⟩
mFire

⟨e::Decision⟩
eTransmit(J)

⟨B::Immediate⟩
transmit(J)Signal

⟨m::Info
Exchange⟩
mIlluminate
(Search)

⟨B::Immediate⟩
moveTo

⟨E::Player⟩
ReceiverAntena

⟨t::InfoExchange⟩
t(J)SignalReceived

⟨B::Immediate⟩
determineDetection

⟨B::Immediate⟩
assessDemise

⟨B::Immediate⟩
selectECM

⟨m::InfoExchange⟩
mThreatIdentified

⟨m::InfoExchange⟩
mTargetInfo⟨B::Immediate⟩

performTEWA

⟨m::InfoExchange⟩
mTargetInfo

⟨B::Immediate⟩
generate
Carrier

⟨m::Info
Exchange⟩
mIlluminate
(Track)

ECMSystem

WeaponSystem

Platform

Operator

Figure 5: EW Reference Conceptual Model v1.0.

is pattern of interplay: state machine, entity type, and event
type definition.

Firstly, Interface Use CaseModel of class entity is the class
entity component providing a mechanism for describing the
types of conceptual entities used to represent “senders” and
“receivers” identifiedwithin a “pattern of interplay” and carry
out the role of conceptual entities identified within a state
machine [2].

Secondly, pattern-action template components provide
a mechanism for identifying sequences of pattern-action
necessary for fulfilling a pattern of interplay, which may be
represented by a BOM [11].

Finally, the state machine template component provides a
mechanism for identifying the behavior states expected to be
exhibited by one or more conceptual entities.

As shown in Figure 6, the OAFEw Use Case Model is the
main purpose of defining the action for simulating the system
and subsystem for the EW simulation.

The unit of the electronic warfare simulation scenario is
called interplay. The Key Interplay required for the OAFEw-
based electronic warfare simulation is defined by Jamming,
ReceiveSignalWithJaming, Receive SignalWoutJam, and Illu-
mination. Pattern-action, state machine, entity type, and
event type can be defined according to SISO BOM standard
for each action [11].

This Use Case Model is the basic manual for the simula-
tion of EW domain as mentioned above, which becomes the
basic unit BOM for reusable FOM for HLA federate.

3.3. Model Mapping (OAFEw-FOM). If the Use Case Model
and unit BOMs are created through the OAFEw Reference
Conceptual Model, after that, we can obtain FOM for HLA
simulation through the developed Use Case Model of the
OAFEw.

This FOM is called OAFEw-FOM.
OAFEw-FOM consists of HLA Object class and HLA

Interaction. Parameter is data field of an interaction that
event sent between simulation entities. Attribute is data field
of an object that a collection of related data sent between
simulations. HLA Object/Interaction classes are made up
through interplay entity type and event type mapping of Use
Case Model.

This section introduces how to develop OAFEw-FOM
through Use Case Model mapping. The Use Case Model
allows us to create HLA SimulationObjectModel (SOM) and
OAFEw-FOM using two types of entity and event mapping.
Each type can be defined in the Reference ConceptualModel.

We define the event type BOM of the Use Case Model by
distinguishing the “message event” and “trigger event.” The
reference concept model of OAFEw defines a trigger event if
there is no receiver (or target) and a message event if there is
a receiver (or target).

Then, event typemapping can be used to define attributes
and parameters of Object or Interaction class according to
whether there are messages or triggers.

The BOMs generated for each Key Interplay are used
to construct a repository for HLA federate Object/Interplay
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Figure 6: Interplay Use Case Model.

class and attributes/parameters through the model mapping
process. This can be referred to as the OAFEw-FOM for elec-
tronic warfare simulation HLA federation. It can be used as a
dictionary terminology for electronic warfare simulation fed-
erate throughOAFEw-FOM.Table 1 shows theOAFEw-FOM
of IlluminateKey Interplay, an example generated through the
Reference Conceptual Model and Use Case Model.

The Use Case Model of OAFEw and the OAFEw-FOM of
theDistributed InterfaceModel are specified according to the
HLA/OMT format.

In addition, the interactionwith objects ofHLA is defined
using message event or trigger event. Distributed simulation
is performed through HLA/RTI based on the OAFEw-FOM
defined above.

3.4. FED Generation. OAFEw uses Distributed Simulation
Interface based on Interplay Use Case Model. HLA interface
disorder occurs when federates with different FOMs want
to distribute simulation in a federation. Interplay Use Case
Model uses the same HLA/OMT representation format as
Distributed Interface Model. The attribute and parameter,
which is the data transmission method of distributed simu-
lation through RTI, are classified into Object or Interaction
class. AlsoHLAObject/Interaction class can be reused during
the simulation lifecycle without revising.

If the HLA Object/Interaction class definition and attri-
butes/parameters selection for EW simulation are completed
through OAFEw-FOM, then FED (Federation Execution
Data) file for HLA Federation Execution can be created.

Now we will show how to create a FED file based on
Use Case Model. We will describe the HLA OMT to generate

the FED file. An OMT is a form for describing a simulation
object. All federates of the simulation belonging to the federa-
tion are represented according to this template and exchange
information and state variable. OMT has to be defined using
either themessage event or the trigger event in the conceptual
model in order to share common semantics throughout all of
the OAFEw constituents.

HLA OMT are classified into three types.
First, there is only one SOM per federation, and it

describes simulation information. It defines an interpersis-
tent message of the federate and an interaction message.
This is achieved through the OMT Model Mapping process
using the Use Case Model. For example, characteristics of
the fighter, radar, and missile platform corresponding to the
system level platform on the electronic warfare simulation
can be HLA attributed to an object class. Also event triggers
such as fire and explosion are designed as HLA parameters of
Interaction class.

Next, OAFEw-FOM is implemented by describing the
exchange attribute/parameter information of federates in-
volved in federation, where there is one OAFEw-FOM per
federation. The RTI federate exchanges the state and the
information of each federate through the publish-subscribe
method, and it describes the declaration about the attribute/
parameter sending, receiving, and saving.

Finally, theManagement ObjectModel (MOM) identifies
all the attributes and interactionmessage information present
in the federation, it describes the information, and it also
shows the state of the federation itself.

The HLA 1.3 version and the 1516 version OMT have
essentially the same functionality, but the OMT format is
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Table 1: Illumination interplay OAFEw-FOM.

Entity type
Name HLA Object/Interaction class Characteristics HLA attribute/parameters

Transmitter
Entity

HLAobjectClass.
ECMSystem.
Transmiter

ID Transmitter.ID
Type Transmitter.RDType

Location Transmitter.Location
Frequency Transmitter.Frequency

EmitterPattern Transmitter.EmitterPattern
TransmiterPower Transmitter.TransmiterPower
TargetDistance Transmitter.TargetDistance

Emitter
Antenna
Entity

HLAobjectClass.
ECMSystem.
Tr Antenna

ID EmitterAntenna.ID
Type EmitterAntenna.RDType

Location EmitterAntenna.Location
Frequency EmitterAntenna.Frequency

EmitterPattern EmitterAntenna.EmitterPattern
TransmiterPower EmitterAntenna.TransmiterPower
TargetDistance EmitterAntenna.TargetDistance

AirLinker
Entity

HLAobjectClass. ECMSystem.
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Figure 7: FED generation process.

slightly different. In HLA 1.3, Federation Execution Data
(FED) files are used in the standard format and can be
extended to fed, .mtl extensions. The 1516 OMT standard
format is an FDD (FOM Document Data) file that can be
extended with the .xml, .fdd extension. In this study, OMT
is designed by defining the class and the attribute values of
object based on OAFEw-FOM as FED file format of HLA1.3
version as shown in Figure 7. The information and attributes
of federates are described in SOM, and the OAFEw-FOM is
configured by combining these SOMs.

After that, OMT was designed and implemented by
integrating FOM and MOM and implementing FED file
which is the Federation Execution Data.

In this way, it is possible to create a federation with the
Federation Execution File based on the OAFEw Reference
Conceptual Model terminology dictionary and the FED file
generated through the OAFEw-FOM.

4. OAFEw-Based Distributed Interface Model

4.1. Federate Ambassador Design. After designing the FED to
define the simulation, we design and implement the simu-
lation management service function for the electronic war-
fare simulator. The detailed design items of the management
service for implementing the component-based interoper-
ability device of the electronic warfare environment are as
follows. Figure 8 shows the OAFEw-based HLA/RTI dis-
tributed interface flow cycle.

First, we create a Federate Ambassador through the RTI
library and get the managed service to be called through the
RTI.Then we implement the RTIAmbassador requesting that
the service was enabled through the Federate Ambassador
implemented.Themain routine ofHLADistributed Interface
for the electronic warfare simulation was designed by the
RTIAmbassador.
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// Create the federation
createFedEx(rtiAmb,
federationName, federationFile);

// Create the federation
createFedEx(rtiAmb,
federationName,federationFile);

// Main Iteration
while (1)
{

// Attribute Handle Map Initialize
theAttrHandleMap.clear();
theClassHandle =

rtiAmb.getObjectClassHandle(“EW Dat”);
// Attribute Mapping

theAttrNameHandleMap.insert
//Attribute Update

rtiAmb->updateAttributeValues(
theObjectHandle,
∗(theAmbData.attrValues),
(∗currentTime),
tag.c str());

Algorithm 1: OAFEw-FOM based interface module pseudocode.

Subsequently, federates join the federation using the join-
FederateExecution of the implemented FederateAmbassador.

Afterward, if the computation of the models is done up
to the end condition, the computing result of the models is
transmitted at the different federates. At this time, the result

value is exchanged through the RTIAmbassador’s Handle in
the publish-subscribe manner.

Handle values consist of a key and values are mapped to
each instance, so that the key and value can be transmitted
together. At this time, if we use the normal Map container
provided in Visual Studio, there is a problem that the dupli-
cate key value is not recognized as object handles. In order to
solve this problem, we implemented Multimap container as
shown in Algorithm 1 so that even if multiple attributes have
overlapping values, we can construct an ordered pair to form
handles.

When the message handle to be published is configured,
the request for message transmission and time progression is
made. At the same time the RTI is called back through the
RTIAmbassador in accordance with the time progress of the
federate managing the simulation time.

One cycle of the computation model is done by updating
the attributes with time advance permission. The model
calculation is repeated until the simulation end condition.

In order to simulate electronic warfare through Dis-
tributed Interface Model, the component and model of the
electronic warfare platform are made in dll format, and the
variable region values to be used corresponding to OAFEw-
FOM are generated.

After that, we compiled the dll file in the Distributed
Interface Model and created a real-time distributed simula-
tion.

4.2. Time Management for Real-Time Simulation. In a dis-
tributed simulation, each federate has different operating
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Table 2: HLA federate time management policy [10].

Time Regulating Time Constrained

Time
Regulating

(i) It affects other federates’ time
(ii) It synchronizes the full time progress of the
federation with this federation

(i) Other federates affect and are affected by time
progress

Time
Constrained

(i) Other federates affect and are affected by time
progress

(i) This federate is under the influence of
regulating federate
(ii) This federate can be observer (management)

systems and protocols. If the logical time synchronization of
each federate in the real-time and scenario-based simulation
is not performed, the causal relation of the logical time is
erroneous and the simulation result having the reliability
cannot be derived [9].

The federate can request time progress via the RTI. In this
paper, we implement the time management service provided
by the RTI in the user API (Application Programming
Interface) to construct the electronic warfare simulation
environment, thereby preventing the error of the logical time
of the federates participating in the federation.

TheRTI provides two federate timemanagement policies:
Time Constrained and Time Regulating. Time Constrained
and Time Regulating policy is affected by the time of its
simulation time advance from the time of the other federates
(Table 2).

In case of Time-Constrained Federate, RTI provides sup-
port for receiving different federate Time StampOrder (TSO)
messages. So, in order to prevent causality errors, the simula-
tion time is advanced to the LBTS (Low Boundary Time
Stamp) [12].

On the other hand, when Time Regulating policy is
applied, RTI reports its TSOmessage to other federates. Each
federate can use all two policies, only one, and none at all. As
shown in Table 2, federate can use time management policies
to manage the time of federation and total federation.

The designed OAFEw-based Distributed Interface Model
implements these two policies as individual functions so that
the user can selectively apply the functions through the user
interface module. When the user sets the usage policy for the
time management of the federate, the federate time policy is
applied via the RTI at the start of the simulation. Algorithm 2
shows the pseudocode for the time-step progress request and
approval of the federate using time management policy.

When the visual system of the EW simulation is added,
it is appropriate to simulate the logical time progressing in a
time-step manner at regular time intervals.

Thus, using the time synchronization management of the
simulation, all events sent to the other federates at the current
time step are calculated and advanced the next time step.

5. OAFEw-Based Distributed Interface
Case Study

In order to verify the usefulness of the OAFEw-based Dis-
tributed InterfaceModel proposed in this study, a simple real-
time simulated heterogeneous electronic domain as shown in
Figure 9 was performed.

//become time constrained, regulating
rtiAmb->enableTimeRegulation
((∗currentTime), (∗lookAhead));
rtiAmb->enableTimeConstrained();

//Time Advance
if ( theAmbData.isRegulating )
(∗currentRTITime)+=(∗oneTimeStep);
(∗currentTime)+=(∗oneTimeStep);
rtiAmb->timeAdvanceRequest
(∗currentRTITime);
theAmbData.timeAdvanced = false;

Algorithm 2: Time management pseudocode.

The engineering level EW model of OAFEw Use Case
Model is implemented by C++ language. In addition, visual
system federate and simulation control station federate are
implemented usingMATLAB/Simulink. Each of theC++ and
MATLAB/Simulink federates contains HLA/RTI service and
constitutes one federation with the same FED file.

An engagement scenario for an electronic warfare sim-
ulation is that friendly fighters penetrate the enemy radar
base and explode and return. If a fighter is detected on an
enemy search radar, a guidedmissile is fired and the fighter is
tracked. At this time, the fighter emits a jamming signal. The
simulation is terminated when the fighter is blown away or
escapes formore than a certain amount of time. And the jam-
ming effectiveness depends on the survival rate of the fighter.

The EW Simulation Specification Model is constructed
by Key Interplay BOMs as shown in Figure 10. The models
designed and implemented are stored and managed by the
OAFEwModel Component Library.

As shown in Figure 11, the electronic warfare simulation
can be constructed by applying the interoperability device,
and the field environment can be simulated and visualized by
the interoperability with the HLA/RTI.

This result verified that real-time simulations could be
easily performed without expensive and time-consuming
reassembly, as is the design purpose of the OAFEw.

6. Conclusions

The various research models developed in the Defense Elec-
tronics Specialization Research Center project are modeled
according to the environment of development programs of
different developers. Projects developers require simulation
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models to run in real-time use development tools such
as MATLAB or Visual Studio to model and test dynamic
systems.

However, in order to simulate a model developed in
a different program, the developer needs to modify it. To

solve this problem, this study introduces HLA/RTI federate
development method based on the OAFEw.

The OAFEw is a simulation lifecycle management tool
that guarantees the reusability and interoperability of models
developed for electronic warfare simulation. If an OAFEw



Security and Communication Networks 11

YES

C++ Federate EW_Federation

join

publish object attributes/interactions

create and register objects

delete/remove object

resign

begin shutdown

remove federate

MATLAB
Federate

create federation

join

subscribe object attributes/interactions

update attribute & send interaction reflect attribute/receive interaction

begin shutdown

Destroy federation

resign

remove federate

synchronization synchronization

synchronization synchronization

enable time regulation enable time constrained

disable time regulation disable time constrained
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method is adapted at EW M&S development, real-time
distributed simulation of an EW model is facilitated. EW
scenarios can be created by reassembling the Key Interplay
of the Use Case Model of the OAFEw. Also, if the model
is constructed through the OAFEw-Distributed Simulation
Interface, there is an advantage that the EW simulation can
perform without being restricted to languages such as C/C
++ and MATLAB/Simulink.

We propose theOFEW-FOMbased onOAFEwReference
Conceptual Model v1.0 for many developers who want to use
the OAFEw’s Distributed Interface simulation. The OAFEw-
FOM is useful for mapping EW model state machine and
input/output variables to HLA attribute/parameter. Federate
exchange information OAFEw-FOM also allows developers
to set HLA attributes/parameters via a EW common term.

The developed OAFEw-based Distributed Interface
Model introduced the application of time management
service for reliable simulation between federates. Through
this, various models of electronic equipment developed
in the future can be simulated in real-time regardless of
the model development environment. In addition, for the
reusability of the Distributed Interface Model itself, the
Interface Model was designed and proposed by structuring it
as a user interface module, a HLA service interface module,
and an OAFEw-FOMmodule.

The proposed frameworks and interfaces model were
tested for the feasibility and validity through the EW partici-
pation scenarios and the EWmodels.

In the future, it is also necessary to address the problem
of constantly requiring code modifications in response to
FED changes resulting fromupdates to theOAFEwReference
Conceptual Model. To do this, we need a code generator that
can automatically implement the OAFEw-FOM endecoding
module of the proposed framework.
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This paper investigates the antijamming performance of the NR-DCSK system. We consider practical jamming environments
including broadband jamming (BBJ), partial-time jamming (PTJ), tone jamming (TJ), and sweep jamming (SWJ). We first
analytically derived the bit error rates of the system under the BBJ and the PTJ. Our results show that the system performances
under these two jamming environments are enhanced as𝑃 increases, where𝑃 is the parameter of theNR-DCSKmodulation scheme
denoting the number of times a chaotic sample is repeated. In addition, our results demonstrate that, for the PTJ, the optimal value
of the jamming factor is close to zero when the jamming power is small; however, it increases and approaches one as the jamming
power enlarges. We then investigate the performance of the system under the TJ and the SWJ via Monte-Carlo simulations. Our
simulations show that single-tone jamming causes amore significant performance degradation thanmultitone jamming.Moreover,
we point out that the system performance is significantly degraded when the starting frequency of the sweep jammer is close to the
carrier frequency of the transmitted signals, the sweep bandwidth is small, and the sweep time is half of the transmitted bit duration.

1. Introduction

Chaotic communication (CC) has recently been considered
as a promising alternative to the conventional direct sequence
spread-spectrum (DS-SS) systems. The basic idea of CC is to
replace pseudonoise sequences by chaotic sequences, which
can be directly generated by chaotic maps. Among various
chaotic maps, logistic has been extensively exploited due to
its simplicity and good performance [1]. Chaotic systems are
generally categorized as coherent and noncoherent chaotic
systems. In the former systems, chaotic synchronization plays
a vital role in deciding the systems performance. However,
designing an efficient chaotic synchronization scheme still
remains as a challenging problem. As a result, research works
on the coherent chaotic systems are very limited. On the
other hand, in the latter systems, data recovery procedure is
much simpler than that of the coherent counterparts since the
chaotic synchronization is not required. Consequently, a lot
of efforts have been devoted to design effective noncoherent
modulation schemes and to find novel applications of non-
chaotic coherent systems in reality [2].

The fundamental and most studied noncoherent mod-
ulation scheme is differential chaotic shift keying (DCSK).

In a chaotic system with the DCSK scheme, referred to as
DCSK system, a bit duration is divided into two equal time
slots.The first slot is for transmitting a chaotic signal, namely,
reference signal, which contains 𝛽 different chaotic samples.
In addition, depending on the bit to be sent, the reference
signal is either repeated or multiplied by a factor of −1 and
transmitted in the second slot. At the receiver, the received
signal is correlated with its “half a bit”-delayed version to
estimate the transmitted information bit. The performances
of the DCSK system over the additive white Gaussian noise
(AWGN) and the multipath fading channels are extensively
investigated in [3], [4], and [5], respectively. It is shown
that enlarging the spreading factor beyond a certain value
degrades the performance of the DCSK system.

The DCSK system is simple and largely considered; how-
ever, it suffers from several drawbacks, that is, low data rate,
high energy consumption, using complex wideband delay,
and so on. Motivated by this fact, several advanced systems
have been recently proposed including reference modulated
DCSK [6], high efficiency DCSK [7], improved DCSK [8],
short reference DCSK [9], and noise reduction DCSK (NR-
DCSK) [10], among which the NR-DCSK system provides
the best noisy performance. The generation of the reference
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signal in the NR-DCSK system is totally different from that
in the DCSK counterpart. Particularly, only 𝛽/𝑃 different
chaotic samples are generated and each sample is repeated𝑃 times to make a reference signal of 𝛽 samples in total.
Due to its advantages, noncoherent chaotic communication
has also been applied to other practical systems; that is,
DCSK is combined with the index modulation technique
to form spatially modulated DCSK and permutation index
DCSK systems, DCSK is considered for power line commu-
nications and OFDM systems, and the SR-DCSK scheme is
recently investigated for simultaneous wireless information
and power transfer systems.

Although chaotic systems in general and noncoherent
chaotic systems in particular are partly designed for the
antijamming (AJ) purpose, the AJ performance of a nonco-
herent chaotic system is only carried out in [11]. Particularly,
the performance of the DCSK system under the single-tone
jamming (STJ) environment is studied. The authors derived
the system bit-error-rate (BER) in a closed-form expression
and showed that the system performance is significantly
degraded when the jamming frequency is an integer multiple
of the bit frequency. Despite the fact that the fundamental
DCSK system is already investigated, the AJ performances
of its recent advanced variants have not been reported in the
literature yet. To fill this gap, in this paper, wewill consider the
recent proposed NR-DCSK system and analyse its AJ perfor-
mance under various practical jamming environments such
as broadband jamming (BBJ), tone jamming (TJ), partial-
time jamming (PTJ), and sweep jamming (SWJ).Wefirst ana-
lytically derived the BERs of the NR-DCKS system under the
BBJ and PTJ in closed-form expressions. We then investigate
the BER of the considered system under the TJ and the SWJ
via Monte-Carlo simulations. Our analytical and simulation
results reveal several novel insights about the effects of the
jamming parameters on the system performance.

The remainder of this paper is organized as follows.
Section 2 introduces the system model. Practical jamming
signals are described in Section 3. In Section 4, we present
mathematical frameworks to derive the system BERs under
the BBJ and the PTJ environments.Thereafter, representative
simulations are provided in Section 5 to verify our analysis
and further demonstrate the effects of the TJ and the SWJ on
the performance of the considered system, followed by our
conclusion in Section 6.

2. System Model

Theconsidered system consists of a pair of source-destination
and a jammer, as illustrated in Figure 1. Each node has a single
antenna. In addition, the NR-DCSK scheme is employed for
modulating and demodulating legitimate signals. Moreover,
the logisticmap is exploited for generating chaotic sequences.
Here, the logistic map is considered because of its simplicity
and good performance. Amathematical representation of the
map is given by [1] 𝑥𝑘+1 = 1 − 2𝑥2𝑘, (1)

where 𝐸[𝑥𝑘] = 0, 𝐸[𝑥2𝑘] = 1, and var[𝑥2𝑘] = 1/2 for normal-
ized 𝑥𝑘.

Source

Jammer

Destination

Figure 1: NR-DCSK system in a jamming environment.
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Figure 2: A graphical representation of the transmitted signal of the
bit 𝑏𝑙.

For the modulation process, each bit duration is divided
into two equal time slots. The first time slot is allocated for
transmitting a reference chaotic sequence length 𝛽, called
spreading factor, while the secondone is used for transmitting
either the reference sequence (when the bit being sent is
+1) or its inverted version (when the bit being sent is −1).
The reference sequence is generated as follows. The chaotic
generator first generates 𝛽/𝑃 samples. Then, each chaotic
sample is replicated 𝑃 times to obtain the reference sequence
with length 𝛽 in total. As a result the transmitted signal of the𝑙th bit, 𝑏𝑙, can be expressed as [10]

𝑠𝑙𝑘 = {{{
𝑥𝑙⌈𝑘/𝑃⌉, if 0 < 𝑘 ≤ 𝛽,
𝑏𝑙𝑥𝑙⌈𝑘/𝑃⌉−𝛽, if 𝛽 < 𝑘 ≤ 2𝛽, (2)

where ⌈⋅⌉ denotes the ceiling operator. Graphically, 𝑠𝑙𝑘 can be
illustrated as in Figure 2.

The received baseband signal at the receiver can be
expressed as follows:

𝑟𝑙𝑘 = 𝑠𝑙𝑘 + 𝑗𝑙𝑘 + 𝑛𝑙𝑘, (3)

where 𝑗𝑙𝑘 and 𝑛𝑙𝑘 are the jamming signal and the AWGN. Here
we consider the AWGN channels so that we can solely focus
on the effect of jamming on the system performance. The
assumption of the AWGN channels has also been adopted
in several related works, that is, [11, 12]. The joint effects of
jamming and fading channels on the performance of the NR-
DCKS system will be considered in our future works. The
received signal is first averaged using a block average filter
(BAF) with a block size of 𝑃. The averaged signal is then
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Figure 3: Receiver’s structure and operation of the NR-DCSK
system.

correlated with its replica that is time delayed by a factor
of 𝛽/𝑃. Thereafter, the resultant correlated signal is summed
over 𝛽/𝑃 samples and passed through a threshold detector
to recover the transmitted information bit. The BAF is used
to reduce the power of the AWGN, from which the noisy
performance enhancement of theNR-DCSK can be achieved.
A detailed illustration of the receiver is given in Figure 3, in
which the output of the BAF would be given as

𝑟𝑙𝑘 = 1𝑃
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑟𝑙𝑝
= 𝑠𝑙𝑘 + 1𝑃

𝑘𝑃∑
𝑝=(𝑘−1)𝑃+1

𝑗𝑙𝑝 + 1𝑃
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑛𝑙𝑝.
(4)

In addition, the decision variable at the input of the threshold
detector can be written as

𝐵𝑙 = 𝛽/𝑃∑
𝑘=1

(𝑥𝑙𝑘 + 1𝑃
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑗𝑙𝑝 + 1𝑃
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑛𝑙𝑝)
⋅ (𝑏𝑙𝑥𝑙𝑘 + 1𝑃

𝑘𝑃∑
𝑝=(𝑘−1)𝑃+1

𝑗𝑙𝑝+𝛽 + 1𝑃
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑛𝑙𝑝+𝛽) .
(5)

3. Jamming Models

In this section,we shall present several jamming types that are
commonly encountered in military systems. These common
jamming types include BBJ, PBJ, TJ, and SWJ.

3.1. Broadband Jamming [13]. A broadband jammer places
jamming energy across the entire frequency bandwidth used
by the target communication system. The BBJ essentially
raises the background noise level at the receiver, creating a
higher noise environment, which makes it more difficult for
the target communication system to operate. At the very least
it decreases the range over which the target communication
system is effective. Since BBJ generates signals that are similar
to broadband background noise, it is commonlymodeled as a
zero-mean Gaussian random variable with variance (power)𝑃𝑗.

3.2. Partial-Time Jamming [14]. A partial-time jammer turns
on and off periodically according to the jamming factor 𝜌 =𝑇on/(𝑇on + 𝑇off ), where 𝑇on and 𝑇off denote the periods in
which the jammer is on and off, respectively. In addition, the
summation of 𝑇on and 𝑇off is called the jamming duty cycle.
When the jammer is on, it is commonly assumed to emit
broadband signals, that is, Gaussian noise, with power 𝑃𝑗/𝜌,
where 𝑃𝑗 is the average jamming power. It means that the
jammer turns on and off periodically to focus more power
on degrading the communication of the target system. It is
noteworthy that the BBJ is a special case of the PTJ when𝜌 = 1.
3.3. Tone Jamming [15]. In TJ, one or more jammer tones
are strategically placed in the target signals’ spectrum. TJ
includes STJ and multiple-tone jamming (MTJ). STJ places a
single-tone where it is needed, while MTJ equally distributes
the jamming power among several tones.Mathematically, the
TJ can be expressed as follows:

𝐽𝑡𝑗 (𝑡) = 𝑀∑
𝑚=1

√2𝑃𝑗𝑀 sin (2𝜋𝑓𝑚𝑡 + 𝜃𝑚) , (6)

where𝑀, 𝑃𝑗, 𝑓𝑚, and 𝜃𝑚 are the number of jamming tones,
total jamming power, and the frequency and the phase of
the 𝑚th jamming tone, respectively. In addition, it should
be noticed that 𝑓𝑚 here is the baseband frequency of the𝑚th jamming tone, which is different from the passband
counterpart; that is, 𝑓𝑚 + 𝑓𝑐 where 𝑓𝑐 denotes the carrier
frequency of the transmitted chaotic signals.

3.4. Sweep Jamming [16]. A sweep jammer rapidly sweeps a
narrow-band jamming signal over a wide frequency band.
The SWJ can be characterized by its starting frequency 𝑓start,
stopping frequency 𝑓stop, sweep rate Δ𝑓, and sweep time 𝑇sw.
In addition, there are several variants of the SWJ depending
on narrow-band signals being used and sweep methods
that specify the evolution of the instantaneous sweep fre-
quency. Generally, narrow-band signals used to generate the
SWJ include sinusoidal, triangular, and rectangular pulses.
Moreover, sweep methods contain linear, quadratic, and
logarithmic. Among various aforementioned options, the
one based on sinusoidal signals and linear sweep method is
commonly used and modeled as follows:

𝐽sw (𝑡) = √2𝑃𝑗 sin (2𝜋𝑓start𝑡 + 𝜋Δ𝑓𝑡2 + 𝜃sw) , (7)

where Δ𝑓 = (𝑓stop − 𝑓start)/𝑇sw and 𝜃sw denotes the initial
phase of the sweep jamming signals. Similar to the case of the
TJ, 𝑓start and 𝑓stop here are all the baseband frequencies.

4. Antijamming Performance Analysis

In this section, we analytically analyse the BER of the NR-
DCSK system under the PTJ environment. In addition, since
the BBJ is a special case of the PTJ, the system BER under
the BBJ environment can be straightforwardly obtained from
that under the PTJ.The system performances under the other
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types of jamming will be evaluated via Monte-Carlo numer-
ical simulations in the next section due to mathematical
intractability.

The decision variable presented in (5) can be further
expanded as follows:

𝐵𝑙 = 𝛽/𝑃∑
𝑘=1
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𝑛𝑙𝑝 𝑘𝑃∑
𝑝=(𝑘−1)𝑃+1

𝑗𝑙𝑝+𝛽⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
𝑁4

+ 𝛽/𝑃∑
𝑘=1

1𝑃2
𝑘𝑃∑

𝑝=(𝑘−1)𝑃+1

𝑛𝑙𝑝 𝑘𝑃∑
𝑝=(𝑘−1)𝑃+1

𝑛𝑙𝑝+𝛽⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
𝑁5

,

(8)

where 𝑈, 𝐼𝑖, and 𝑁𝑗 represent the desired, interference, and
noise components. It is noteworthy that 𝑈, 𝐼𝑖, and 𝑁𝑗 are
independent because the chaotic signal, jamming signal, and
AWGN are independent. In addition, at any given time, the
chaotic signal is independent of its time-delayed version.
Under the PTJ condition, the jamming signal 𝑗𝑘 is modeled
as a zero-mean Gaussian random variable with variance
(power) 𝑃𝑗/𝜌, where 𝑃𝑗 is the average jamming power. In
addition, the power of the AWGN 𝑛𝑘 is assumed to be𝑁0/2.

Following the central limit theorem, the decision variable𝐵𝑙 can be assumed to follow the Gaussian distribution, and
thus the error probability of transmitting the bit 𝑏𝑙 can be
calculated as follows:

BER𝑙 = 12Pr [𝐵𝑙 < 0 | 𝑏𝑙 = +1]
+ 12Pr [𝐵𝑙 > 0 | 𝑏𝑙 = −1]

= 12erfc[[(
2 var [𝐵𝑙](𝐸 [𝐵𝑙])2 )

−1/2]] ,
(9)

where erfc(⋅), var[⋅], and 𝐸[⋅] are the complementary error
function, the variance, and themean operations, respectively.
Equation (9) indicates that, to obtain BER𝑙, the mean and
variance of 𝐵𝑙 are required. Firstly, the mean of 𝐵𝑙 can be
readily derived as follows:

𝐸 [𝐵𝑙] = 𝐸 [𝑈] = 𝑏𝑙𝐸[𝛽/𝑃∑
𝑘=1

(𝑥𝑙𝑘)2] = 𝑏𝑙𝐸𝑃. (10)

To derive the variance of 𝐵𝑙, it is necessary to consider
whether the jammer is on or off during the transmission time
of the bit 𝑏𝑙. Let us first consider the case that the jammer is on.
Under this condition, the bit 𝑏𝑙 can be assumed to be jammed
with a probability of 𝜌. With a typical assumption of a high
spreading factor, the bit energy 𝐸𝑏 = 2𝑃∑𝛽/𝑃

𝑘=1
𝐸[(𝑥𝑙𝑘)2] =2𝑃𝐸𝑃 can be considered to be constant [8–10]. In addition,

we can readily show that the average of 𝑃 independent
and identically distributed (i.i.d.) samples of a zero-mean
Gaussian variable with variance of 𝑋 is still a zero-mean
Gaussian random variable with a reduced variance of 𝑋/𝑃.
Based on this result, we can derive the following results:

var [𝐵𝑙] = 3∑
𝑖=1

var [𝐼𝑖] + 5∑
𝑗=1

var [𝑁𝑗] , (11)

where var[𝐼𝑖] and var[𝑁𝑗] are given by

var [𝐼1] = 𝐸𝑃𝑃𝑗𝜌𝑃 = var [𝐼2] ,
var [𝐼3] = 𝛽𝑃2𝑗𝜌2𝑃3 ,
var [𝑁1] = 𝐸𝑃𝑁02𝑃 = var [𝑁2] ,
var [𝑁3] = 𝛽𝑃𝑗𝑁02𝜌𝑃3 = var [𝑁4] ,
var [𝑁5] = 𝛽𝑁204𝑃3 .

(12)

Plugging all the results given in (10)–(12) into (9) yields the
following error probability of transmitting the bit 𝑏𝑙 while the
PTJ jammer is on:

BERon
𝑙 = 12erfc[[(

4𝑃𝑗/𝜌 + 2𝑁0𝑃𝐸𝑃
+ 𝛽2𝑃𝑗𝑁0/𝜌 + 2𝑃2𝑗 /𝜌2 + 𝑁20/2𝑃3𝐸2𝑃 )−1/2]] .

(13)

On the other hand, when the partial-time jammer is off
during the transmission time of the bit 𝑏𝑙, we can readily
obtain the corresponding error probability by setting 𝑃𝑗 = 0
in (13). That is,

BERoff
𝑙 = 12erfc[[(

2𝑁0𝑃𝐸𝑃 + 𝛽𝑁
2
0/2𝑃3𝐸2𝑃)
−1/2]] . (14)
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Then, a weighted summation of (13) and (14), whose weight-
ing factors are the probabilities that the bit 𝑏𝑙 is jammed and
unjammed, produces

BER𝑙 = 𝜌2 erfc[[(
4𝑃𝑗/𝜌 + 2𝑁0𝑃𝐸𝑃

+ 𝛽2𝑃𝑗𝑁0/𝜌 + 2𝑃2𝑗 /𝜌2 + 𝑁20/2𝑃3𝐸2𝑃 )−1/2]] +
1 − 𝜌2

⋅ erfc[[(
2𝑁0𝑃𝐸𝑃 + 𝛽𝑁

2
0/2𝑃3𝐸2𝑃)
−1/2]] .

(15)

We observe that the above BER𝑙 does not depend on the bit
index 𝑙, and thus the system BER under the PTJ environment
can be expressed as follows:

BERPTJ = 𝜌2 erfc[[[
(8𝑃𝑗/𝜌 + 𝑁0/2𝐸𝑏

+ 8𝛽(𝑃𝑗/𝜌 + 𝑁0/2)2𝑃𝐸2
𝑏

)
−1/2]]]

+ 1 − 𝜌2 erfc[[(
4𝑁0𝐸𝑏

+ 2𝛽𝑁20𝑃𝐸2
𝑏

)−1/2]] .

(16)

Under the special case of the BBJ environment, the system
BER can also be readily obtained from (16) by setting 𝜌 = 1.
Particularly,

BERBBJ

= 12erfc[[[
(8𝑃𝑗 + 𝑁0/2𝐸𝑏 + 8𝛽(𝑃𝑗 + 𝑁0/2)2𝑃𝐸2

𝑏

)
−1/2]]]

. (17)

It is observed from (16) and (17) that as 𝑃 increases, the BERs
are reduced and tend to the lower bound given by

BERlower
PTJ = 𝜌2 erfc[( 8𝐸𝑏 (

𝑃𝑗𝜌 + 𝑁02 ))
−1/2]

+ 1 − 𝜌2 erfc[(4𝑁0𝐸𝑏 )
−1/2] .

(18)

Taking a closer look at (16) and (18), we can observe that when𝑃𝑗 is large enough, the partial-time jammer should select 𝜌 =1 to optimally degrade the performance of the target system.
On the other hand,when𝑃𝑗 is small, it is obvious that𝜌 should
be chosen close to zero to increase the instantaneous jamming
power, and thus it further deteriorates the performance of the
target system.
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Lower bound
Simulation
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Figure 4:The systemBERs under the PTJ and the BBJ environments
with JSR = 𝑃𝑗/𝑃𝑠 = 5 dB.

5. Simulation Results

In this section, we shall provide several representative sim-
ulation results to (i) verify our analysis on the system BERs
under the BBJ and the PTJ environments and (ii) illustrate
the effects of the TJ and the SWJ on the system performance.

In Figure 4, we simulate the BER of the NR-DCSK system
versus 𝐸𝑏/𝑁0 under the PTJ and the BBJ environments with
JSR = 𝑃𝑗/𝑃𝑠 = 5 dB. For a comparison purpose, the
BERs of the DCSK and the I-DCSK systems are also plotted.
The figure first shows that the analysis curves follow the
simulated ones closely, which validates our analysis. Secondly,
we observe that with JSR = 5 dB the system BER is enhanced
as the jamming factor 𝜌 increases. In other words, from
the jammer’s perspective, it is better for the jammer to be
active with a short duration and transmit with a higher power
to more severely degrade the target system performance.
Thirdly, the figure confirms that as𝑃 enlarges, the systemBER
improves and tends to the lower bound given in (18). Lastly,
the figure illustrates that the NR-DCSK system significantly
outperforms the DCSK and the I-DCSK counterparts, which
highlights the advantage of the NR-DCSK system as well as
the importance of the parameter 𝑃.

To further illustrate the effects of the jamming factor𝜌 of the PTJ on the system performance, we present the
system BER versus 𝜌 and 𝑃𝑗 in Figure 5. We observe the
trend that as 𝑃𝑗 is small, the optimal value of 𝜌 (from
the jammer point of view) is close to zero. In addition,
as 𝑃𝑗 increases, the optimal value of 𝜌 also increases and
approaches one. This observation is understandable because
when the jamming power is small, if the jamming is active all
the time, the jamming power density will be very small, and
thus the jamming effect on the system performance could be
negligible. Therefore, it is optimal for the jammer to turn on
for a short period of time and transmit with a much higher
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Figure 5:The systemBERs versus 𝜌 and𝑃𝑗 with𝑃 = 20 and𝐸𝑏𝑁0 =15 dB.

power. On the other hand, when the jamming power is larger
than a certain value, the composite jamming and AWGN
power is comparable with (or even larger than) that of the
targeted signal, and thus it is unnecessary to further increase
the jamming power. As a result, the jammer should turn on all
the time to optimally degrade the target system performance.
It is noteworthy that, given 𝐸𝑏/𝑁0, 𝛽, 𝑃, and 𝑃𝑗, the optimal
value of 𝜌 can be easily derived by numerically solving the
optimization problem, whose objective function is (16), with
mathematical programs such as Matlab or Mathematica, that
is, with 𝐸𝑏/𝑁0 = 15 dB, 𝛽 = 200, 𝑃 = 20, and 𝑃𝑗 = 10 dB, the
optimal value of 𝜌 is found to be 0.24576.

We now turn our interest to the effect of the TJ on the
performance of the NR-DCSK system. In the simulation, we
use the following discrete baseband model of the TJ signals
[11]:

𝑗𝑘 = 𝑀∑
𝑚=1

√2𝑃𝑗𝑀 sin(𝜋𝑘𝐹𝑚𝛽 + 𝜃𝑚) , (19)

where 𝐹𝑚 = 𝑓𝑚𝑇𝑏 is the normalized jamming frequency of
the 𝑚th tone and 𝑇𝑏 denotes the bit duration. Here, 𝜃𝑚 is
modeled as an arbitrary constant angle selected from [−𝜋, 𝜋].
In addition, we simulate the system BER under single-tone,
3-tone, and 5-tone cases. It is shown in Figure 6 that the
STJ causes themost significant performance degradation and
increasing the number of jamming tones actually enhances
the performance of the target system. Moreover, for the STJ
case, increasing 𝑃 can improve the system performance. The
reason is that, with a larger value of 𝑃, the receiver can
further reduce the composite power of jamming and AWGN
(by using the BAF), and thus the SINR at the receiver is
improved, fromwhich the system BER is enhanced. Finally, it
is observed that as JSR is reduced, the system BER decreases,
as expected.

The effects of the SWJ on the performance of the NR-
DCSK system will now be presented. According to [17], we
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Figure 6:The system BERs versus 𝐸𝑏𝑁0 under the TJ environment.
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Figure 7: The system BERs versus 𝐸𝑏𝑁0 under the SWJ environ-
ment.

can use the following discrete baseband model of the SWJ
signals in our simulation:

𝑗𝑘 = √2𝑃𝑗 sin(𝜋𝑘𝐹start𝛽 + 𝜋𝑘2Δ𝐹4𝛽2 + 𝜃sw) , (20)

where 𝐹start = 𝑓start𝑇𝑏 and Δ𝐹 = Δ𝑓𝑇2𝑏 . In Figure 7, we
simulate the system BER versus 𝐸𝑏𝑁0 with the condition
that the sweep time equals the bit time, from which Δ𝐹 =𝐹stop − 𝐹start, where 𝐹stop = 𝑓stop𝑇𝑏. The figure shows that
the sweep frequencies and the sweep bandwidth have a great
impact on the system performance. Particularly, the closer,
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Figure 8: The system BERs versus 𝑇sw under the SWJ environment
with 𝑃 = 20 and JSR = 0 dB.
to the carrier frequency of the chaotic signals, the starting
frequency of the sweep jammer is and the smaller the sweep
bandwidth is, the more significant the system performance is
degraded. In addition, as expected, with a larger 𝑃 or with a
smaller JSR, the system performance is enhanced.

In Figure 8, we present the system BER versus the ratio
of the sweep time and the bit duration with 𝑃 = 20 and
JSR = 0 dB. It can be seen that themost effective sweep time is
half of the bit duration. The reason is that when 𝑇sw = 𝑇𝑏/2,
the reference and the information bearing sequences of any
bit suffer from the same SWJ signals, which increases the
correlation between the two sequences regardless of the bit
value. Consequently, the decoding performance is degraded.
In addition, the figure shows that when the sweep time is
much larger than the bit duration, its effect on the system
performance is negligible.

The effects of 𝛽 on the system performance are illustrated
in Figure 9. We observe that, under the SWJ, the smaller 𝛽
the better the system BER. In addition, as 𝛽 increases, the
system BER quickly converges to a saturation value. On the
other hand, optimal values of 𝛽 under the PTJ and the STJ are
similar and depend on the jamming parameters as well as 𝑃.
As 𝑃 increases, the optimal values of 𝛽 also increase. When𝛽 is less than the optimal values, increasing 𝛽 enhances the
system BERs, while the converse holds when 𝛽 enlarges from
the optimal values. Moreover, under the STJ, as 𝛽 enlarges
from the optimal value, the system BER converges to that
caused by the SWJ counterpart. It is also seen that the larger𝑃 the better the system BERs. This trend is also observed
from a figure showing the system BER versus 𝑃, which is not
presented here for brevity.

6. Conclusion

In this work, we considered the NR-DCSK system under the
BBJ, PTJ, TJ, and SWJ environments. We analytically derived
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Figure 9: The system BERs versus 𝛽 𝐸𝑏𝑁0 = 10 and JSR = 0 dB.
closed-form expressions of the system BERs under the BBJ
and the PTJ environments, from which we revealed that in
general increasing 𝑃 can enhance the system antijamming
performance. In addition, we showed that the optimal value
of the jamming factor of the PTJ tends to zero when the
jamming power is small; however, it increases and approaches
one as the jamming power increases. Moreover, via sim-
ulations, we demonstrated that the STJ is more efficient
than the MTJ counterparts, from the tone jammers’ point
of view. Furthermore, we illustrated that under the SWJ
environment, the system performance is more significantly
degraded when the starting frequency of the sweep jammer
is closer to the carrier frequency of the chaotic signals and the
sweep bandwidth is small. Finally, we revealed that the most
effective sweep time is half of the bit duration. Our results
could be used as a guideline for systems’ designers in turning
existing systems’ parameters to satisfy a certain quality-of-
service or designing novel and effective AJ communication
systems.
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We analyze the symbol measures for iterative erasure insertion and decoding of a Reed-Solomon coded SFH/MFSK system over
jamming channels. In contrast to conventional erasure insertion schemes, iterative schemes do not require any preoptimized
threshold or channel state information at the receiver. We confirm the performance improvement using a generalized minimum
distance (GMD) decoding method with three different symbol measures. To analyze performance, we propose a new analysis
framework considering the “trapped-error” probability. From analysis and the simulation results, we show that ratio-based GMD
decoding has the best performance among the one-dimensional iterative erasure insertion and decoding schemes.

1. Introduction

To mitigate the threat of jamming attacks, Reed-Solomon
(RS) coded frequency-hopping spread-spectrum systems
with frequency shift keying (FSK) have beenwidely applied to
military communication systems [1]. Although these systems
can reduce the effect of jamming attacks, some signals are
corruptedwhen the jamming signal collides with the hopping
frequency. To recover information from the contaminated
signals, various channel codes have been applied with an
interleaver [1]. In many previous studies [2–11], erasure
insertion schemes with an error and erasure decoder have
been used to increase system reliability under this kind of
jamming. The main aim of erasure insertion is to erase the
corrupted received symbols (or dwells) using the threshold
test. In most cases, the receiver should select an optimal
threshold based on the system settings and the channel
state at the time. If the receiver knows perfect channel state
information, the performance can be improved using soft-
decision-based soft-decoding algorithms [12–18]. However, it
is very difficult to estimate the channel state information at
the receiver (CSIR) when the channel is jammed [7].

In this paper, we consider an erasure insertion scheme
that does not require any CSIR. Using appropriate symbol
measures, we can improve the performance using several
well-known iterative decoding algorithms [19–22]. These
algorithms require the order of reliability of the received
symbols, not exact soft measure of the symbols. Specially, we
consider “output,” “ratio,” and “sum” measures using gen-
eralized minimum distance (GMD) decoding. Some other
decoding algorithms, such as [23], can be applied after the
iterative erasure insertion, but it is out of our scope. This
iterative erasure insertion and decoding scheme does not
guarantee independent processing of the received symbols;
therefore, we propose a new analysis framework in terms
of trapped-error probability. Finally, we confirm that the
ratio measure works best and its concatenated scheme with
another measure improves the performance when the jam-
ming signal is strong. In [8], the authors proposed another
iterative erasure insertion and decoding scheme, but they
considered a partial-band jamming channel and a standard
bounded-distance decoding. In this paper, we cover the
partial-band and partial-time jamming, and we exploit GMD
decoding, not a bounded-distance decoding.
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Figure 1: System block diagram with erasure insertion component.

This paper is organized as follows. In Section 2, we
describe the system model. In Section 3, we review several
conventional erasure insertion schemes and describe the iter-
ative erasure insertion and decoding schemes. In Section 4,
the trapped-error probability of the measures is derived.
In Section 5, we compare the trapped-error probabilities
and confirm the performances using computer simulations.
Finally, concluding remarks are given in Section 6.

2. System Model

In this paper, we consider the RS coded slow frequency-
hopping 𝑀-ary FSK system over a partial-band (or partial-
time) jamming channel. At the transmitter, 𝐾 information
symbols are encoded by rate𝐾/𝑁 RS encoder, where𝑁 is the
number of codeword symbols. It is well known that (𝑁,𝐾)
RS codes can recover the received word if 𝑢 + 2V < 𝑁−𝐾+ 1
and bounded-distance decoding is applied, where 𝑢 and V
are the number of erasures and errors in the received word,
respectively. The encoded codeword is represented by

w = (𝑤0, 𝑤1, . . . , 𝑤𝑁−1) , (1)

where 𝑤𝑖, 𝑖 ∈ {0, . . . , 𝑁 − 1}, is the 𝑖th codeword symbol.
We assume that an𝑀-ary FSK modulated symbol represents
the single corresponding RS codeword symbol over 𝐺𝐹(𝑀),
where 𝑀 = 2𝑏 and 𝑏 is a positive integer. Furthermore, we
assume𝑁 = 𝑀 − 1, because the conventional RS codes over𝐺𝐹(𝑀) have length𝑁 = 𝑀 − 1.

The system model is shown in Figure 1. The jamming
signal is inserted into the frequency domain with fraction
(jamming duty ratio) 𝜌, which is the ratio of the jamming
signal bandwidth to the spread-spectrum bandwidth. We
assume that the partial-band jamming signal has a Gaussian
distribution with zero-mean and𝑁𝐽/2𝜌 = 𝜎2𝐽 power spectral
density in the jamming bandwidth. In the figure, 𝛼 represents
the channel coefficients of the transmitter-receiver channel.
If the transmitter-receiver channel is modeled as an additive
white Gaussian noise (AWGN) channel, then the channel
coefficient is set to 𝛼 = 1. The noise signal is modeled by a
Gaussian distribution with zero-mean and𝑁0/2 = 𝜎2𝑁 power
spectral density over the entire frequency domain.

Throughout this paper, we assume an ideal interleaver.
From this assumption, every RS codeword symbol is trans-
mitted over a different frequency hop, and these symbols
are independently interfered with the jamming signal with
probability 𝜌. This assumption (and our result) covers every
case such that the received symbol is independently interfered
with probability 𝜌, such as partial-band and partial-time
jamming. Based on this assumption, we will discuss the
symbols that are independently jammed with probability 𝜌.

Let

𝑥𝑖 (𝑡) = √2𝐸𝑠𝑇 cos (2𝜋 (𝑓ℎ + 𝑓𝑗) 𝑡) (2)

be a general form of the transmitted signal, where 𝐸𝑠, 𝑇,
and 𝑓ℎ are symbol energy, symbol duration, and a selected
hopping frequency, respectively. The orthogonal frequency𝑓𝑗 = 𝑗Δ𝑓, for 𝑗 ∈ {0, . . . ,𝑀 − 1}, is the selected frequency
associated with 𝑤𝑖, where Δ𝑓 = 1/𝑇. If the transmitted
symbol is contaminated by a jamming signal, the 𝑖th received
signal 𝑟𝑖(𝑡) is expressed as

𝑟𝑖 (𝑡) = 𝛼√2𝐸𝑠𝑇 cos (2𝜋 (𝑓ℎ + 𝑓𝑗) 𝑡 + 𝜃) + 𝑛𝐽 (𝑡)
+ 𝑛 (𝑡) ,

(3)

where 𝑛𝐽(𝑡) and 𝑛(𝑡) are the jamming signal and Gaussian
noise, respectively. A uniform random phase is denoted by 𝜃.
For the unjammed case, 𝑛𝐽(𝑡) = 0. Without loss of generality,
we assume that 𝐸𝑠 = 1.

The non-coherent MFSK demodulator calculates 𝑦𝑖,𝑗 for
the 𝑖th symbol of the codeword and 𝑗thMFSK tone as follows
[24]:

𝑦𝑖,𝑗 = (∫𝑇
0
𝑟𝑖 (𝑡) cos (2𝜋 (𝑓ℎ + 𝑓𝑗) 𝑡) 𝑑𝑡)2

+ (∫𝑇
0
𝑟𝑖 (𝑡) sin (2𝜋 (𝑓ℎ + 𝑓𝑗) 𝑡) 𝑑𝑡)2 .

(4)

The symbol index 𝑖 can be omitted if it is obvious based on
the context. Thus, 𝑦𝑗 denotes the value 𝑦𝑖,𝑗 in this case. After
deinterleaving, all of the values of 𝑦𝑖,𝑗, for 0 ≤ 𝑖 ≤ 𝑁 − 1
and 0 ≤ 𝑗 ≤ 𝑀 − 1, are input to “erasure insertion.” This
block erases several symbols with a selected rule, which will
be described in Section 3.
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3. Erasure Insertion Schemes

3.1. Overview of Erasure Insertion Schemes

3.1.1. Conventional Schemes. Next, we briefly introduce the
three conventional erasure insertion schemes: the ratio
threshold test (RTT), the output threshold test (OTT), and
the maximum output-ratio threshold test (MO-RTT) [4–
7, 25]. Let max{⋅} and max{⋅} represent the first and second
maximum values of a given set, respectively. For each 𝑖 from
0 to 𝑁 − 1, the 𝑖th received symbol is erased by RTT if
max𝑗{𝑦𝑗}/max𝑗{𝑦𝑗} > 𝜆, where 𝜆 is a given threshold. OTT
erases the symbol if max𝑗{𝑦𝑗} > 𝜏, for a given threshold𝜏. Sometimes, the OTT rule is applied as max𝑗{𝑦𝑗} < 𝜏
[6]; however, this reversed inequality is not considered in
this paper. We note that the conventional RTT and OTT
are one-dimensional erasure insertion schemes, because the
decision is made using a single measure. On the other hand,
MO-RTT is a two-dimensional erasure insertion scheme,
combining OTT and RTT. MO-RTT generally exhibits better
performance thanRTTorOTTwith their optimal thresholds.
Before we discuss the problems of conventional schemes, we
introduce a new threshold test scheme, that is, sum-based
threshold test (STT).This test erases the symbol if∑𝑀−1𝑗=0 𝑦𝑗 >𝜇, where 𝜇 is a given threshold.

Threshold test-based conventional schemes have used the
one-time erasure insertion and the bounded-distance decod-
ing with preoptimized thresholds. The optimum thresholds
depend on the channel state; therefore, the receiver should
know the channel state information at the time. Because of the
difficulty of obtaining perfect CSIR over jamming channels,
we consider the iterative erasure insertion scheme, which
does not require any CSIR.

3.1.2. Iterative Erasure Insertion and Decoding Schemes. To
increase the error correction capability of RS codes, many
iterative decoding algorithms have been proposed [19–23].
For an unjammed channel, we can estimate the channel
state information using various techniques. Thereafter, we
can apply various decoding algorithms. However, if the
jamming signal exists and CSIR is not available, we must
address the jamming attack without CSIR. To use the iter-
ative decoding algorithms without CSIR, we will consider
a simplified version of the GMD decoding algorithm [26],
as an example. The main idea of GMD decoding is iterative
decoding trials with erasures. During each iteration, GMD
decoding erases the least reliable symbol and attempts an
error and erasure decoding. In this paper, we use the symbol
measures ratio (max𝑗{𝑦𝑗}/max𝑗{𝑦𝑗}), output (max𝑗{𝑦𝑗}), and
sum (∑𝑀−1𝑗=0 𝑦𝑗), for the GMD decoding algorithm. These
schemes will be called ratio-based GMD (R-GMD), output-
based GMD (O-GMD), and sum-based GMD (S-GMD)
decoding, respectively. Note that the three measures are
calculated without CSIR.

In Algorithm 1, the one-dimensional GMD algorithm is
described using the three measures. Here, 𝑖 is the index of the
codeword symbol and 𝑗 is the index of 𝑀 detectors of the
MFSK demodulator. Initially, the receiver decides that 𝑐𝑖 =

argmax𝑗{𝑦𝑖,𝑗} for each 𝑖 from 0 to𝑁 − 1. In the beginning of
while loop, the decoder attempts to recover the transmit word
w in (1) from c with error-only decoding. This step prevents
performance degradation when there is no jamming signal.
Additionally, we will not consider the undetected errors of
the decoded codeword, because they seldom occur [27]. If
the decoder declares a decoding failure, it erases the most
suspicious (likely to have been jammed) symbol 𝑐𝑖max

and
replaces it with an erasure 𝜖, where 𝑖max is determined by the
selected decision rule. For each measure, 𝑖max is determined
as follows:

Ratio measure:

𝑖max = argmax
𝑖∉𝐸

{max𝑗 {𝑦𝑖,𝑗}
max𝑗 {𝑦𝑖,𝑗} } . (5)

Output measure:

𝑖max = argmax
𝑖∉𝐸

{𝑦𝑖,𝑗} . (6)

Sum measure:

𝑖max = argmax
𝑖∉𝐸

{{{
𝑀−1∑
𝑗=0

𝑦𝑖,𝑗}}} . (7)

After 𝑖max is determined, it is added to 𝐸, which is the
current set of erased symbol indices. Then, error and erasure
decoding is applied. As we noted in Section 2, (𝑁,𝐾) RS
codes can correct 𝑢 erasures and V errors if 𝑢 + 2V <𝑁 − 𝐾 + 1 is satisfied. If the decoding is successful, then
the erasure insertion loop is terminated and the decoded
codeword becomes the output c̃. Otherwise, the algorithm
continues to the second iteration of the while loop. In the
second iteration and thereafter, all of the previously erased
symbol indices (𝐸) are maintained and 𝑖max is determined
over all the unerased indices. This iteration runs successively
until the decoding succeeds or the number of erased symbols
is the same as the number of parity symbols, that is, |𝐸| =𝑁 − 𝐾. The while loop in Algorithm 1 is described by the
feedback loop in Figure 1. We note that this iterative erasure
insertion and GMD decoding algorithm runs independently
for each codeword and does not make comparisons with
any preoptimized threshold. Furthermore, if the conventional
erasure insertion scheme can recover the codeword, then the
corresponding iterative scheme can recover the codeword.

3.2. Two-Dimensional Schemes. We introduced theMO-RTT
at the beginning of Section 3 which has two-dimensional
measures, the joint threshold tests of OTT and RTT. To
exploit the diversity of multiple measures, various combina-
tions of iterative schemes with some different measures are
considered. In this paper, however, wewill focus only on serial
concatenation of R-GMD decoding and S-GMD decoding,
called ratio-to-sum-based GMD (RS-GMD) decoding. First,
RS-GMD decoder runs R-GMD decoding. If R-GMD decod-
ing fails to decode with |𝐸| = 𝑁 − 𝐾 + 1, then the receiver
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Initialize:
Decide a vector c by 𝑐𝑖 = argmax𝑗{𝑦𝑖,𝑗}, 0 ≤ 𝑖 ≤ 𝑁 − 1
Set 𝐸 = 0

while |𝐸| ≤ 𝑁 − 𝐾 do
Try to error-and-erasure decode c
if decoding success then

c̃ is the decoded codeword
Break while loop

else if decoding fail then
Case: Measure
ratio: 𝑖max = argmax𝑖∉𝐸{max𝑗{𝑦𝑖,𝑗}/max𝑗{𝑦𝑖,𝑗}}
output: 𝑖max = argmax𝑖∉𝐸{𝑦𝑖,𝑗}
sum: 𝑖max = argmax𝑖∉𝐸{∑𝑀−1𝑗=0 𝑦𝑖,𝑗}

Erase 𝑖maxth codeword symbols, i.e. set 𝑐𝑖max
= 𝜖𝐸 ← 𝐸 ∪ {𝑖max}

end if
end while
if |𝐸| ≤ 𝑁 − 𝐾 then

Decoding success
Output = c̃

else (|𝐸| = 𝑁 − 𝐾 + 1)
Decoding renounce

end if

Algorithm 1: Iterative erasure insertion and GMD decoding.

Table 1: Thresholds 𝑧𝑝 of the three measures where𝑀 = 4, 𝑝 = 0.1, 𝜌 = 0.1, and 𝐸𝑏/𝑁0 = 5 dB over AWGN and partial-band jamming
channels.

𝐸𝑏/𝑁𝑗 (dB) −10 −5 0 5 10 15 20𝑧𝑝 of R 0.722 0.722 0.721 0.719 0.712 0.695 0.671𝑧𝑝 of O 4.123 3.625 3.158 2.462 2.103 1.993 1.961𝑧𝑝 of S 4.824 4.377 4.438 3.400 2.869 2.623 2.536

runs S-GMD decoding again from the beginning. We will
show the performance improvement of RS-GMD decoding
as compared to the performance of MO-RTT over various
channel situations in Section 5. In Table 2, the conventional,
iterative, and two-dimensional schemes are classified into the
four types of measures.

4. Trapped-Error Probability

For the conventional erasure insertion schemes, that is, RTT,
OTT, and MO-RTT, the error and erasure probabilities are
derived in [4–6]. And we have included the error and erasure
probabilities of STT in the Appendix. Calculation of the
error and erasure probabilities of a given symbol cannot
be applied to the analysis of iterative schemes because the
erasure insertion for one symbol is not independent of that
for all other symbols. For performance analysis of the iterative
schemes, we propose trapped-error probability analysis based
on threemeasures: “ratio,” “output,” and “sum.”The trapped-
error probability is a new and useful analysis framework to
compare the quality of each measure.

Consider a received word c of length 𝑁. Let 𝑍𝑖 be the
measure of one symbol of c for one of the threemeasures:𝑍𝑖 =

max𝑗{𝑦𝑖,𝑗}/max𝑗{𝑦𝑖,𝑗}, 𝑍𝑖 = max𝑗{𝑦𝑖,𝑗}, and 𝑍𝑖 = ∑𝑀−1𝑗=0 𝑦𝑖,𝑗
for ratio, output, and sum measures, respectively. First, we
sort the received 𝑁 symbols in descending order according
to 𝑍𝑖 values that are calculated by one selected way (among
the three kinds of measures). Let 𝑝 denote the ratio of the
window of interest to the length 𝑁. This ratio 𝑝 should be
chosen in the range of 0 < 𝑝 ≤ (𝑁 − 𝐾)/𝑁, because the(𝑁,𝐾) RS code can correct up to 𝑁 − 𝐾 erasures. Now, we
count the number𝑁𝑝 of erroneous symbols in the uppermost
portion of 𝑝𝑁 symbols. Let 𝑁𝑡 denote the total number of
erroneous symbols in the received word c of length𝑁. Then,
the trapped-error probability Γ is defined as the ratio between𝑁𝑝 and𝑁𝑡:

Γ = 𝑁𝑝𝑁𝑡 . (8)

For example, let us assume that there are 𝑁 = 100 received
symbols with a total of 𝑁𝑡 = 15 erroneous symbols. Let us
assume that 𝑝 = 0.1. And we consider the first 10 (=pN)
positions when all of the symbols are arranged in decreasing
order of their corresponding measures. Let us assume that𝑁𝑝 = 8, 1, and 5 erroneous symbols are placed among these
10 positions for ratio, output, and summeasures, respectively.
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Then, the trapped-error probabilities are ΓR = 8/15, ΓO =1/15, and ΓS = 5/15 for these respective measures. In
this case, because the iterative schemes successively erase
the symbols in decreasing order of each measure, the ratio
measure works best for trapping (or identifying) the erro-
neous symbols, and the output measure works worst. For a
given 𝑝, a larger trapped-error probability indicates better
performance.

Without loss of generality, we assume that all-zero code-
word w = (0, . . . , 0) is transmitted; that is, 𝑓0 is selected for
every symbol transmission. If a transmitted symbol does not
interfere with the jamming signal and the AWGN channel is
assumed, then the probability density functions (PDFs) of 𝑦0
and 𝑦𝑗, 𝑗 ∈ {1, . . . ,𝑀 − 1}, are derived as follows [24]:

𝑔𝑈,0 (𝑦) = 12𝜎2𝑁 exp(−𝑦 + 12𝜎2𝑁 ) 𝐼0 (
√𝑦𝜎2𝑁 ) ,

𝑔𝑈,𝑗 (𝑦) = 12𝜎2𝑁 exp(− 𝑦2𝜎2𝑁) .
(9)

For the jammed case,

𝑔𝐽,0 (𝑦) = 12𝜎2 exp(−𝑦 + 12𝜎2 ) 𝐼0 (√𝑦𝜎2 ) ,
𝑔𝐽,𝑗 (𝑦) = 12𝜎2 exp(− 𝑦2𝜎2 ) ,

(10)

where 𝜎2 = 𝜎2𝐽 + 𝜎2𝑁 and 𝐼0(⋅) is the modified Bessel function
of order zero.

If we assume Rayleigh fading channel without/with
partial-band jamming, 𝑔𝑈,0 and 𝑔𝐽,0 are changed as follows
[28, 29]:

𝑔𝑈,0 (𝑦) = 12𝜎2𝑁 + 1 exp(−
𝑦2𝜎2𝑁 + 1) ,

𝑔𝐽,0 (𝑦) = 12𝜎2 + 1 exp (− 𝑦2𝜎2 + 1) .
(11)

Because 𝑔𝑈,0(𝑦), . . . , 𝑔𝑈,𝑀−1(𝑦) and 𝑔𝐽,0(𝑦), . . . , 𝑔𝐽,𝑀−1(𝑦) are
independent variables, their joint PDFs can be represented as∏𝑀−1𝑗=0 𝑔𝑈,𝑗(𝑦𝑗) and∏𝑀−1𝑗=0 𝑔𝐽,𝑗(𝑦𝑗), respectively. Their cumula-
tive distribution functions (CDFs) are 𝐺𝑈,𝑗(𝑦𝑗) and 𝐺𝐽,𝑗(𝑦𝑗),
for 𝑗 ∈ {0, . . . ,𝑀 − 1}, respectively.

Recall that 𝑍𝑖 is the measure of the symbol 𝑐𝑖 for one of
the three measures. For simplicity, we will omit the subscript𝑖: 𝑍 = max𝑗{𝑦𝑗}/max𝑗{𝑦𝑗}, 𝑍 = max𝑗{𝑦𝑗}, or 𝑍 = ∑𝑀−1𝑗=0 𝑦𝑗
for ratio, output, or sum measures, respectively. The CDF is
simply denoted by 𝐹𝑍(𝑧). Define 𝐻0 as a representation of
the event of a raw symbol error, that is, the event where there
exists at least one 𝑗 ∈ {1, . . . ,𝑀−1} that satisfies 𝑦0 < 𝑦𝑗.𝐻0’s
complementary event is denoted by𝐻0. Now, we consider the

conditional CDFs 𝐹𝑍|𝐻(𝑧 | 𝐻0) and 𝐹𝑍|𝐻(𝑧 | 𝐻0), where𝐻 is
the discrete event variable𝐻 ∈ {𝐻0, 𝐻0}. Then,

𝐹𝑍 (𝑧) = Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧 | 𝐻0)
+ Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧 | 𝐻0) ,

𝑓𝑍 (𝑧) = Pr [𝐻0] 𝑓𝑍|𝐻 (𝑧 | 𝐻0)
+ Pr [𝐻0] 𝑓𝑍|𝐻 (𝑧 | 𝐻0) ,

(12)

where 𝑓s denote the corresponding PDFs.
Define 𝑧𝑝 as the point that satisfies 𝐹𝑍(𝑧𝑝) = 1 − 𝑝.𝑧𝑝 is uniquely determined because 𝐹𝑍(𝑧) is monotonically

increasing from 0 to 1. Then, the trapped-error probabilityΓ(𝑧𝑝) can be defined as follows:

Γ (𝑧𝑝) = ∫∞
𝑧𝑝

𝑓𝑍|𝐻 (𝑧 | 𝐻0) 𝑑𝑧 = 1 − 𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0) . (13)

Now, we will change (13) into a form involving𝐻0 instead
of 𝐻0, such that its computation can be easily performed.
From (12), we observe that

𝐹𝑍 (𝑧𝑝) = Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0)
+ Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0) = 1 − 𝑝. (14)

Using (14), the trapped-error probability in (13) can bewritten
as

Γ (𝑧𝑝) = 1 − 1 − 𝑝 − Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0)
Pr [𝐻0] . (15)

Using the relation Pr[𝐻0] + Pr[𝐻0] = 1 and after some
manipulation, we have the following:

Γ (𝑧𝑝) = 𝑝 − Pr [𝐻0] + Pr [𝐻0] 𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0)1 − Pr [𝐻0] . (16)

Here, Pr[𝐻0] can be calculated as follows:

Pr [𝐻0] = Pr [𝑦0 > 𝑦𝑗, ∀𝑗 = 1, . . . ,𝑀 − 1]
= 𝜌∫∞
0
∫𝑦0
0
⋅ ⋅ ⋅ ∫𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
+ 𝜌∫∞
0
∫𝑦0
0
⋅ ⋅ ⋅ ∫𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝐽,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
= 𝜌∫∞
0
𝑔𝑈,0 (𝑦0) (𝐺𝑈,1 (𝑦0))𝑀−1 𝑑𝑦0

+ 𝜌∫∞
0
𝑔𝐽,0 (𝑦0) (𝐺𝐽,1 (𝑦0))𝑀−1 𝑑𝑦0,

(17)

where 𝜌 = 1 − 𝜌.
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Let us assume AWGN and a partial-band jamming
channel. Using a binomial expansion and some calculations
[30], (17) becomes

𝜌𝑒(−1/2𝜎2𝑁) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2𝑁)𝑙 (𝑚 + 1)𝑙+1 𝑙! (

𝑀 − 1
𝑚 )

+ 𝜌𝑒(−1/2𝜎2) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2)𝑙 (𝑚 + 1)𝑙+1 𝑙! (

𝑀 − 1
𝑚 ) .

(18)

Similarly, for a Rayleigh fading and partial-band jamming
channel, (17) becomes

𝜌𝑀−1∑
𝑚=0

2𝜎2𝑁(2 + 2𝑚) 𝜎2𝑁 + 𝑚 (−1)𝑚 (𝑀 − 1
𝑚 )

+ 𝜌𝑀−1∑
𝑚=0

2𝜎2(2 + 2𝑚) 𝜎2 + 𝑚 (−1)𝑚 (𝑀 − 1
𝑚 ) .

(19)

Next, we compute 𝐹𝑍|𝐻(𝑧𝑝 | 𝐻0) as follows:

𝐹𝑍|𝐻 (𝑧𝑝 | 𝐻0)
= Pr [𝑍 < 𝑧𝑝, 𝑦0 > 𝑦𝑗 , ∀𝑗 = 1, . . . ,𝑀 − 1]

Pr [𝐻0] . (20)

Now, assume that we use the ratio measure. Then, the
numerator of (20) becomes

Pr[max𝑗 {𝑦𝑗}
max𝑗 {𝑦𝑗} < 𝑧𝑝, 𝑦0 > 𝑦𝑗 , ∀𝑗 = 1, . . . ,𝑀 − 1]

= Pr [max𝑗 {𝑦𝑗} < 𝑧𝑝𝑦0]
= Pr [𝑦𝑗 < 𝑧𝑝𝑦0, ∀𝑗 = 1, . . . ,𝑀 − 1]
= 𝜌∫∞
0
∫𝑧𝑝𝑦0
0

⋅ ⋅ ⋅ ∫𝑧𝑝𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
+ 𝜌∫∞
0
∫𝑧𝑝𝑦0
0

⋅ ⋅ ⋅ ∫𝑧𝑝𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝐽,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
= 𝜌∫∞
0
𝑔𝑈,0 (𝑦0) (𝐺𝑈,1 (𝑧𝑝𝑦0))(𝑀−1) 𝑑𝑦0

+ 𝜌∫∞
0
𝑔𝐽,0 (𝑦0) (𝐺𝐽,1 (𝑧𝑝𝑦0))(𝑀−1) 𝑑𝑦0.

(21)

For AWGN and Rayleigh fading channels with partial-band
jamming, (21) becomes (22) and (23), respectively.

𝜌𝑒(−1/2𝜎2𝑁) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2𝑁)𝑙 (𝑚𝑧𝑝 + 1)𝑙+1 𝑙! (

𝑀 − 1
𝑚 )

+ 𝜌𝑒(−1/2𝜎2) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2)𝑙 (𝑚𝑧𝑝 + 1)𝑙+1 𝑙! (

𝑀 − 1
𝑚 ) ,

(22)

𝜌𝑀−1∑
𝑚=0

2𝜎2𝑁(2 + 2𝑚𝑧𝑝) 𝜎2𝑁 + 𝑚𝑧𝑝 (−1)
𝑚 (𝑀 − 1

𝑚 )

+ 𝜌𝑀−1∑
𝑚=0

2𝜎2(2 + 2𝑚𝑧𝑝) 𝜎2 + 𝑚𝑧𝑝 (−1)
𝑚 (𝑀 − 1

𝑚 ) .
(23)

For the output measure, the numerator of (20) becomes

Pr [max𝑗 {𝑦𝑗} < 𝑧𝑝, 𝑦0 > 𝑦𝑗 , ∀𝑗 = 1, . . . ,𝑀 − 1]
= Pr [𝑦0 < 𝑧𝑝, 𝑦0 > 𝑦𝑗, ∀𝑗 = 1, . . . ,𝑀 − 1]
= 𝜌∫𝑧𝑝
0
∫𝑦0
0
⋅ ⋅ ⋅ ∫𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
+ 𝜌∫𝑧𝑝
0
∫𝑦0
0
⋅ ⋅ ⋅ ∫𝑦0
0

𝑀−1∏
𝑗=0

𝑔𝐽,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦0
= 𝜌∫𝑧𝑝
0
𝑔𝑈,0 (𝑦0) (𝐺𝑈,1 (𝑦0))(𝑀−1) 𝑑𝑦0

+ 𝜌∫𝑧𝑝
0
𝑔𝐽,0 (𝑦0) (𝐺𝐽,1 (𝑦0))(𝑀−1) 𝑑𝑦0.

(24)

With partial-band jamming, (24) becomes (25) and (26)
for AWGN and Rayleigh fading channels, respectively.

𝜌𝑒(−1/2𝜎2𝑁) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2𝑁)2𝑙+1 𝑙! (

𝑀 − 1
𝑚 )

⋅ (( 2𝜎2𝑁𝑚 + 1)
𝑙+1

− 𝑒(−(𝑚+1)𝑧𝑝/2𝜎2𝑁) 𝑙∑
𝑛=0

𝑧𝑛𝑝𝑛! ( 2𝜎2𝑁𝑚 + 1)
𝑙+1−𝑛)

+ 𝜌𝑒(−1/2𝜎2) ∞∑
𝑙=0

𝑀−1∑
𝑚=0

(−1)𝑚
(2𝜎2)2𝑙+1 𝑙! (

𝑀 − 1
𝑚 )

⋅ (( 2𝜎2𝑚 + 1)
𝑙+1

− 𝑒(−(𝑚+1)𝑧𝑝/2𝜎2) 𝑙∑
𝑛=0

𝑧𝑛𝑝𝑛! ( 2𝜎2𝑚 + 1)
𝑙+1−𝑛) ,

(25)
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𝜌𝑀−1∑
𝑚=0

2𝜎2𝑁(2 + 2𝑚) 𝜎2𝑁 + 𝑚 (−1)𝑚 (𝑀 − 1
𝑚 ) ⋅ (1

− 𝑒(−(((2+2𝑚)𝜎2𝑁+𝑚)/(4𝜎4𝑁+2𝜎2𝑁))𝑧𝑝))
+ 𝜌𝑀−1∑
𝑚=0

2𝜎2(2 + 2𝑚) 𝜎2 + 𝑚 ⋅ (−1)𝑚 (𝑀 − 1
𝑚 )(1

− 𝑒(−(((2+2𝑚)𝜎2+𝑚)/(4𝜎4+2𝜎2))𝑧𝑝)) .

(26)

For the sum measure, the numerator of (20) is given as (27).
Actually, (27) is the same as (A.4) in the Appendix, where 𝜇 =𝑧𝑝. Using the derived equations, we can calculate the trapped-
error probabilities of three measures.

Pr[[
𝑀−1∑
𝑗=0

𝑦𝑖,𝑗 < 𝑧𝑝, 𝑦0 > 𝑦𝑗, ∀𝑗 = 1, . . . ,𝑀 − 1]] = Pr[[𝑦0 < 𝑧𝑝,

𝑦1 < min (𝑦0, 𝑧𝑝 − 𝑦0) , . . . , 𝑦𝑀−1 < min(𝑦0, 𝑧𝑝 − 𝑀−2∑
𝑗=0

𝑦𝑗)]]
= 𝜌∫𝑧𝑝
0
∫min(𝑦0 ,𝑧𝑝−𝑦0)

0
⋅ ⋅ ⋅ ∫min(𝑦0 ,𝑧𝑝−∑

𝑀−2
𝑗=0 𝑦𝑗)

0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1
⋅ ⋅ ⋅ 𝑑𝑦0

(27)

+ 𝜌∫𝑧𝑝
0
∫min(𝑦0 ,𝑧𝑝−𝑦0)

0
⋅ ⋅ ⋅ ∫min(𝑦0 ,𝑧𝑝−∑

𝑀−2
𝑗=0 𝑦𝑗)

0

𝑀−1∏
𝑗=0

𝑔𝐽,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1
⋅ ⋅ ⋅ 𝑑𝑦0.

(28)

5. Simulation Results

5.1. Trapped-Error Probabilities. In this subsection, we con-
firm the trapped-error probability analysis over AWGN and
Rayleigh fading channels with partial-band jamming. Let
us assume 4-FSK, 𝜌 = 0.1, and 𝐸𝑏/𝑁0 = 5 dB for the
AWGN channel and 𝐸𝑏/𝑁0 = 12 dB for the Rayleigh fading
channel. For the higher order of modulation, such as 32-
FSK, which we will consider, (27) requires 32-dimensional
integration; therefore, we select 4-FSK as an example. To
calculate the probabilities Γ(𝑧𝑝) for each measure, the input𝑧𝑝 should be obtained for the given set of system parameters.
For this, we further assume that 𝑝 = 0.1 and 0.2 for AWGN
and Rayleigh fading channels, respectively. As we described
in Section 4, we found 𝑧𝑝 values that satisfy 𝐹𝑧(𝑧𝑝) =1 − 𝑝 using simulations. They are listed in Tables 1 and 3
for various 𝐸𝑏/𝑁𝑗. R, O, and S refer to ratio, output, and
sum, respectively. In the investigation, we transmitted 105
symbols for various channel states and calculated their ratio,
output, and sum measures. We note that these trapped-error
probabilities do not depend on a specific coding scheme,
because these statistics are observed at the demodulator
output without coding.

Figures 2 and 3 show the trapped-error probabilities of
the three measures obtained using simulations and from (16)
with the threshold values given in Tables 1 and 3. Solid and
dashed lines indicate the probabilities obtained by simulation

Table 2: Class of erasure insertion schemes.

Measure Threshold test Iterative
Ratio RTT R-GMD
Output OTT O-GMD
Sum STT S-GMD
Two-dimensional Ex: MO-RTT Ex: RS-GMD

Table 3:Thresholds 𝑧𝑝 of the three measures where𝑀 = 4, 𝑝 = 0.2,𝜌 = 0.1, and 𝐸𝑏/𝑁0 = 12 dB over Rayleigh fading and partial-band
jamming channels.

𝐸𝑏/𝑁𝑗 (dB) −5 0 5 10 15 20𝑧𝑝 of R 0.353 0.345 0.350 0.329 0.294 0.263𝑧𝑝 of O 2.271 2.233 2.053 1.765 1.681 1.660𝑧𝑝 of S 2.368 2.342 2.297 2.069 1.845 1.776

and (16), respectively. The cross, circle, and square marks
represent Γ(𝑧𝑝) values of ratio, output, and sum measures,
respectively.

These two figures confirm that the simulation is exact
enough to closely follow the theoretical result in (16). Spe-
cially, ΓO in the analysis is almost the same as ΓO in the
simulation results. This result implies the correctness of our
performance simulation.

In these figures, the trapped-error probability of the
ratio measure is increased as SJR is increased; therefore, we
predict that the R-GMD decoding will perform better than
the other one-dimensional schemes at high SJR. Additionally,
we predict that S-GMD decoding is better than O-GMD
decoding in the middle SJR region. Recall that the higher
the trapped-error probability, the better the performance.
This observation shows the influence on the two-dimensional
schemes, because the trapped-error probability affects the
number of decoding trials. We will discuss it in the following
simulation results.

5.2. Performance over AWGN Channel. Throughout perfor-
mance simulations, we consider 32-ary FSKmodulation with(31, 20) RS code over a field of size 32, an ideal interleaver,
and a random hopping pattern. We first consider partial-
band jamming (or partial-time jamming with the same 𝜌)
and AWGN channels. In this case, 𝛼 = 1 in Figure 1. For
Figures 4–7, the channel noise is fixed, as we used 𝐸𝑏/𝑁0 =5 dB.Various signals to jamming signal ratio𝐸𝑏/𝑁𝑗 have been
considered for the simulations.

In Figure 4, the performance of various erasure insertion
schemes is plotted over the partial-band jamming channel
with 𝜌 = 0.1.The dashed line shows the baseline performance
“Without EI,” which does not use any erasure insertion
scheme.The unmarked solid line represents the performance
of the MO-RTT, which is the conventional erasure insertion
scheme.Wenote that theMO-RTTuses preoptimized thresh-
olds and CSIR. To obtain the optimum thresholds for MO-
RTT, we optimized the thresholds for 𝐸𝑏/𝑁𝑗 = 0∼30 dB with
10 dB steps. Solid lines with circle, square, cross, plus, and
diamond marks represent the performance of output-based,
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Figure 2: Trapped-error probabilities of ratio-based (ΓR), output-
based (ΓO), and sum-based (ΓS) measures over partial-band jam-
ming and AWGN channel.
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Figure 3: Trapped-error probabilities of ratio-based (ΓR), output-
based (ΓO), and sum-based (ΓS) measures over partial-band jam-
ming and Rayleigh channels.

sum-based, ratio-based, ratio-to-output-based, and ratio-to-
sum-based GMD decoding, respectively. In this figure, we
also present the performance using log-likelihood ratio (LLR)
based GMD decoding as the triangle-marked line. This is
the performance of a system with perfect CSIR, such as
SNR, SJR, and the existence of a jamming signal. This LLR-
GMD decoding iteratively erases the least reliable symbols
based on LLR, as described in [19, 22, 26]. Because it is well
known that MO-RTT exhibits better performance than OTT

Eb/Nj (dB)

10−5
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10−1

100

W
ER

5 10 15 20 250

Without EI
MO-RTT
O-GMD
S-GMD

R-GMD
RO-GMD
RS-GMD
LLR-GMD

Figure 4: Performance of various erasure insertion schemes over
partial-band jamming and AWGN channels with 𝜌 = 0.1 and𝐸𝑏/𝑁0 = 5 dB.

or RTT [5–7], the performances ofOTTandRTTare omitted.
Before discussing the simulation result, we note that RSO-
GMD decoding, which serially exploits the three measures,
has almost the same performance as RS-GMD decoding;
therefore, we have also omitted it. From Figure 4, we make
the following observations:

(1) As we expect, LLR-GMD decoding with CSIR shows
the best performance. We will focus on the perfor-
mance gap between LLR-GMD decoding with CSIR
and the other erasure insertion schemes without
CSIR. To achieve WER = 10−4, LLR-GMD decoding
requires 𝐸𝑏/𝑁𝑗 = 19 dB. The ratio-based GMD
decoding and its two-dimensional schemes achieve
the target WER at 𝐸𝑏/𝑁𝑗 = 21 dB which is much
closer than that of MO-RTT. Even if the jamming
power is decreased as 𝐸𝑏/𝑁𝑗 = 25 dB, the perfor-
mance of MO-RTT is still far from WER = 10−4. In
the low SJR region, only the two two-dimensional
iterative schemes can achieve WER = 10−2 without
CSIR. We note that the one-dimensional iterative
schemes and MO-RTT require 𝐸𝑏/𝑁𝑗 > 9 dB to
achieve WER = 10−2.

(2) The performance of RS-GMD decoding approaches
that of LLR-GMD decoding, as SJR is increased. At𝐸𝑏/𝑁𝑗 = 20 dB, LLR-GMD decoding with perfect
CSIR has 35% less WER than RS-GMD decoding.
We note that this gap cannot be closed even if the
jamming power is decreased.

(3) When the jamming power is decreased, that is,
the channel approaches the unjammed channel, the
performance of R-GMD and RS-GMD decoding is
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Figure 5: Trapped-error probability of various measures over
partial-band jamming and AWGN channels with 𝑝 = 0.3, 𝜌 = 0.1,
and 𝐸𝑏/𝑁0 = 5 dB.

still better than the performance of “Without EI”
or MO-RTT. This implies that the iterative erasure
insertion and decoding schemes do not decrease the
performance if there are no jamming signals. Because
of this, we do not need to detect the jamming signal.

In Figure 5, trapped-error probabilities of ratio, output,
and sum measures are represented, which corresponds to
Figure 4. To obtain the trapped-error probabilities, SJR and
SNR were scaled based on the code rate 20/31 = 𝑁/𝐾, which
is different from Section 5.1. We used 𝑝 = 0.3, and the other
parameters are the same as those used in Figure 4. In Figure 5,ΓR is much larger than ΓO and ΓS. The values of ΓR explain the
good performance of R-GMDdecoding.We find that ΓO goes
to <1 −𝐾/𝑁 ≈ 0.3 at 𝐸𝑏/𝑁𝑗 ≈ 10 dB. Any iterative scheme
that has zero trapped-error probability at a given SJR has the
same performance as the performance of “Without EI”. This
result explains why O-GMD decoding has a performance
degradation region near 10 dB, in Figure 4. Because the
performance of O-GMD decoding rapidly approaches the
performance of “Without EI”, its performance is degraded as
SJR is increased. We note that the performance of S-GMD
decoding slowly approaches the performance of “Without
EI”; therefore, there is no performance degradation region.

The performance gain of the iterative schemes in Fig-
ure 4 cannot be obtained without drawbacks: the iterative
schemes require more decoding trials. To investigate how
many decoding trials are required, we determine the average
number of decoding iterations of various iterative schemes
via simulations. The results are shown in Figure 6. In fact,
we simulated iterative schemes that erase one symbol during
the first loop and then erase two symbols for each remaining
loop, because this process does not decrease the performance,
as described in [19]. In general, the average number of
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Figure 6: Average number of decoding iterations for various erasure
insertion schemes over partial-band jamming and AWGN channels
with 𝜌 = 0.1 and 𝐸𝑏/𝑁0 = 5 dB.
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Figure 7: Performance comparison of MO-RTT and RS-GMD
decoding scheme over partial-band jamming and AWGN channels
with various values of 𝜌, 𝐸𝑏/𝑁0 = 5 dB and 𝐸𝑏/𝑁𝑗 = 10 dB.

decoding trials decreases rapidly as SJR increases. At high
SJR, most of the received words are completely decoded by a
single trial of error-only decoding, which holds true because
higher SJR implies that the environment becomes less and
less hostile. For low SJR, the average decoding trial of RS-
GMD decoding is approximately 1.75 (at 𝐸𝑏/𝑁𝑗 = 0 dB),
which decreases as SJR increases.This result indicates that the
iterative erasure insertion and decoding scheme is practically
implementable. We note that the trial number of O-GMD
decoding is increased at approximately 𝐸𝑏/𝑁𝑗 ≈ 10 dB,
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and that is consistent with the performance degradation of
O-GMD decoding in Figures 4 and 5. Because O-GMD
decoding could not accurately erase the erroneous symbols,
the decoder has to try more decoding. Because of this result,
wemust use S-GMDdecoding, instead of O-GMDdecoding,
for the two-dimensional scheme with R-GMD decoding.
Now, recall the analysis results of Section 5.1. In Figure 2,
we observed that the trapped-error probability of the ratio
measure is increased as SJR is increased and that of the sum
measure is decreased. For the case in which the trapped-error
probabilities cross at the point of SJR, if we want to have
fewer decodings at the higher SJR, then we must use R-GMD
decoding first in RS-GMDdecoding. If we want to have fewer
decodings at the lower SJR, then S-GMD decoding should be
applied first. In Figures 4 and 6, because we are considering
the SJR region in which ΓR > ΓS, we have first exploited R-
GMD decoding for RS-GMD decoding.

In Figure 7, the performances of MO-RTT and RS-GMD
decoding are shown over a partial-band jamming and an
AWGN channel with various jamming duty ratios 𝜌 with
fixed 𝐸𝑏/𝑁0 = 5 dB and 𝐸𝑏/𝑁𝑗 = 10 dB. For all values of𝜌, RS-GMD decoding works much better than MO-RTT. We
note that two erasure insertion schemes are more efficient for
smaller 𝜌 channels.
5.3. Performance over Rayleigh Fading Channel. Figure 8
shows the performance of various erasure insertion schemes
over partial-band jamming and Rayleigh fading channel with𝜌 = 0.1 and 𝐸𝑏/𝑁0 = 12 dB. For each symbol transmission,𝛼 in Figure 1 is realized by an i.i.d. Rayleigh distribution. We
assume that fading coefficients are not known to the receiver,
except for the system of MO-RTT.

In Figure 8, RS-GMD decoding exhibits better per-
formance than MO-RTT, which is the same result as we
found over the AWGN channel. For the same WER of 10−3,
the jammer should spend 14 dB more 𝑁𝑗. The WER of
ratio-based schemes (including two-dimensional schemes)
approach 10−4. Unlike the results for an AWGN channel,
R-GMD decoding is dominant and the contribution of S-
GMD decoding is marginal. Therefore, we conclude that R-
GMD decoding is sufficient for Rayleigh fading channels.
Additionally, we present the performance of LLR-GMD
decoding which knows perfect CSIR. As we discussed in
Section 5.2, the performance of R-SEI approaches that of LLR-
SEI and the gap is maintained for every SJR.

In Figure 9, the trapped-error probabilities of the mea-
sures are displayed over a Rayleigh fading channel with𝐸𝑏/𝑁0 = 12 dB. The other parameters are the same as those
in Figure 5. In this figure, the trapped-error probability of the
ratio measure is 1 in all SJR regions. In other words, R-GMD
decoding is the best one-dimensional iterative scheme for the
target system parameters. As we found for the other trapped-
error probability results, the trapped-error probabilities of
sum and output measures decrease as SJR increases. Where
the trapped-error probabilities are lower than <1 −𝐾/𝑁 ≈0.3, that is, 𝐸𝑏/𝑁𝑗 = 10 dB and 16 dB for output and
sum, respectively, the performances of O-GMD and S-GMD
decoding follow the performance of “Without EI”. As we
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Figure 8: Performance of various erasure insertion schemes over a
Rayleigh fading channel, where 𝜌 = 0.1 and 𝐸𝑏/𝑁0 = 12 dB.
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Figure 9: Trapped-error probability of various iterative schemes
over partial-band jamming and Rayleigh fading channels with 𝑝 =0.3, 𝜌 = 0.1, and 𝐸𝑏/𝑁0 = 12 dB.

discussed above, the fast decreasing trapped-error probability
of the output measure causes the performance degradation of
O-GMD decoding at approximately 10 dB in Figure 9.

6. Concluding Remarks

In this paper, we considered iterative erasure insertion and
decoding schemes that do not require any preoptimized
thresholds or any CSIR. Additionally, we proposed a new
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analysis framework for the ratio, output, and sum mea-
sures. From the simulation results, we confirmed that the
ratio-based GMD decoding scheme and its two-dimensional
schemes have the best performance. Using the trapped-
error probability, the performances of the iterative erasure
insertion and decoding schemes are explained.

Appendix

Error and Erasure Probability of Sum
Threshold Test

Let us denote the symbol error and erasure probabilities of
STT as 𝑃err and 𝑃ers, respectively. The symbol error event
occurs when a received symbol is erroneous but is not erased
by STT. The symbol erasure event occurs when a received
symbol is erased by STT.The two probabilities can be divided
into two cases, as follows:

𝑃err = (1 − 𝜌) 𝑃𝑈,err + 𝜌𝑃𝐽,err,
𝑃ers = (1 − 𝜌) 𝑃𝑈,ers + 𝜌𝑃𝐽,ers, (A.1)

where 𝐽 and 𝑈 refer to the jammed and the unjammed cases,
respectively. We denote the symbol erase event of STT by𝐻𝑠,
that is, 𝑧 = ∑𝑀−1𝑗=0 𝑦𝑗 > 𝜇. Then, 𝑃𝑈,err can be represented as
follows:

𝑃𝑈,err = Pr [𝐻0, 𝐻𝑠 | 𝑈]
= Pr [𝐻𝑠 | 𝑈] − Pr [𝐻0, 𝐻𝑠 | 𝑈] . (A.2)

The first term, Pr[𝐻𝑠 | 𝑈], and the second term, Pr[𝐻0, 𝐻𝑠 |𝑈], are given as (A.3) and (A.4), respectively. Similarly,𝑃𝑈,ers = Pr[𝐻𝑠 | 𝑈] = 1 − Pr[𝐻𝑠 | 𝑈] can be obtained using
(A.3). By replacing 𝑔𝑈,𝑗 with 𝑔𝐽,𝑗, 𝑗 = 0, . . . ,𝑀 − 1, we can
calculate the error and erase probabilities of the unjammed
case. For the case in which a jamming signal exists, 𝑃𝐽,err and𝑃𝐽,ers can be calculated by substituting 𝑔𝐽,𝑗(𝑦𝑗) for 𝑔𝑈,𝑗(𝑦𝑗),𝑗 = 0, . . . ,𝑀 − 1. The derivation of average error probability𝑃err and erasure probability 𝑃ers is complete.

Pr [𝐻𝑠 | 𝑈] = Pr [𝑧 < 𝜇 | 𝑈] = Pr[[
𝑀−1∑
𝑗=0

𝑦𝑗 < 𝜇]] = ∫𝜇
0
∫𝜇−𝑦0
0

⋅ ⋅ ⋅ ∫𝜇−∑𝑀−2𝑗=0 𝑦𝑗
0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦1𝑑𝑦0, (A.3)

Pr [𝐻0, 𝐻𝑠 | 𝑈] = Pr[[𝑦0 > 𝑦𝑗, ∀𝑗 = 1, . . . ,𝑀 − 1, 𝑀−1∑
𝑗=0

𝑦𝑗 < 𝜇]]
= ∫𝜇
0
∫min(𝑦0 ,𝜇−𝑦0)

0
⋅ ⋅ ⋅ ∫min(𝑦0 ,𝜇−∑

𝑀−2
𝑗=0 𝑦𝑗)

0

𝑀−1∏
𝑗=0

𝑔𝑈,𝑗 (𝑦𝑗) 𝑑𝑦𝑀−1 ⋅ ⋅ ⋅ 𝑑𝑦1𝑑𝑦0.
(A.4)
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