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Recent advances in vehicular communications and intelligent
transportation systems (ITS) intend to trim down the fuel
expenditure by avoiding congested traffic, enhancement of
traffic safety, and initiating new application, that is, mobile
infotainment [1]. Commonly, we have three types of vehicle
communication models, that is, vehicle-to-vehicle (V2V),
vehicle-to-infrastructure (V2I), and vehicle-to-roadside
(V2Rs) communications [2]. Due to the rapid growth in
this field, many research constraints need to be addressed, for
example, reliability and latency, appropriate scalable design of
MAC and routing protocols, performance and adaptability to
the changes in environment (node density and oscillation in
network topology), and evaluation and validation of vehicular
communication protocols under the umbrella of coherent
assumptions using simulation methodologies.

#is special issue aimed to emphasize the latest
achievements to identify the robust and efficient data for-
warding techniques in vehicular communications and
similar networks. We believe that the high-quality accepted
papers in this special issue will add new insight to the
readers’ knowledge.

#e Internet of Vehicles (IoV) is a substrate for safe,
efficient, and green ITS. Due to highly dynamic nature of
the network, the reliable and timely dissemination of the
safety and warning information, in basic safety messages
(BSM), is a challenging task [3]. In the first paper entitled “A
Local Information Sensing-Based Broadcast Scheme for
Disseminating Emergency Safety Messages in IoV,” the
authors proposed the Local Topology Information Sensing

technology-based broadcast (LISCast) protocol to address
the slow response and local broadcast storm problem
by employing the probability-based forwarding scheme.
#e results show that the proposed LISCast achieves low
delay and alleviates broadcast redundancy in dynamic to-
pology vehicular network. Furthermore, the authors in “A
Heterogeneous IoV Architecture for Data Forwarding in
Vehicle to Infrastructure Communication” proposed the
architecture that ensures the reliable data transmission in
IoV. As modern vehicles are equipped with multiple wireless
interfaces, e.g., Wireless Access in Vehicular Environment
(WAVE), Long-Term Evolution (LTE), Long-Range Wire-
less Fidelity (Wi-Fi), and so forth, the proposed architecture
provides mechanism to select best wireless interface among
the available ones to ensure data communication reliability
and seamless connectivity, avoiding single point of failure.
#e next paper entitled “A Novel Method for Predicting
Vehicle State in Internet of Vehicles” in the IoV domain of
this special issue proposed the vehicle state prediction
scheme. #e authors used a decision tree method to rec-
ognize the driving behaviour and vehicle sate on different
road segments.

In addition to the IoV related papers [4], there are some
contributions by the authors that address communication
problems in the specific vehicular communication scenarios,
e.g., V2V, V2I, and V2X. For example, in the paper entitled
“Integrated Packet Classification to Support Multiple Se-
curity Policies for Robust and Low Delay V2X Services,” the
authors proposed the memory efficient packet classification
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algorithm for V2X scenario. #e packet classification is
necessary to avoid sophisticated cyber attacks that impact on
the data delivery delay constraint.#e authors in “Predicting
the Route the Longest Lifetime and the Data Packet Delivery
Time between Two Vehicles in VANET” proposed two
schemes that predict packet delivery time by utilizing the
vehicle density and vehicles’ mobility information to de-
termine the route lifetime for highway traffic scenarios. #e
performance and quality of data communication in vehic-
ular network deteriorates due to intrinsic channel charac-
teristics such as multipath fading and shadowing. #erefore,
the authors in “Rate Adaptation Mechanism with Available
Data Rate Trimming and Data Rate Information Provision
for V2I Communications” proposed two data rate adapta-
tion schemes, available data rate trimming and data rate
information provision schemes, to increase communication
performance of the network. #e authors in the paper en-
titled “CMD: A Multichannel Coordination Scheme for
Emergency Message Dissemination in IEEE 1609.4” pro-
posed the safety message information disseminate scheme
over multiple IEEE 1609.4 channels, control channel (CCH),
and the service channels (SCHs).

In addition to the conventional networking technologies,
authors have also investigated the future Internet archi-
tectures in vehicular networks. #e authors in “Security &
Privacy Issues in Vehicular Named Data Networks: An
Overview” overviewed the security and privacy issues in
Named-Data Networking (NDN) enabled vehicular net-
works. #e NDN-based vehicular networks are at their
earlier stage and require more detailed investigation. To this
regard, authors in the work entitled “Cluster-Based Device
Mobility Management in Named Data Networking for
Vehicular Networks,” proposed the cluster-based device
mobility management (CB-DMM) system for NDN-based
vehicular networks. Each cluster is managed by the cluster
head, which maintains the route information for its cluster
members. #e content information is shared by the content
producer, and this content location information is mapped
andmanaged by the clusters.#e content requesting Interest
messages are forwarded based on that mapping information
in the network. #e results showed that the proposed CB-
DMM has high content request satisfaction ratio.

Furthermore, in the paper entitled “Smartwatch-Based
Legitimate User Identification for Cloud-Based Secure Ser-
vices,” the authors have proposed the smart watch-based
activity recognition and gait-based legitimate user identifi-
cation based on the time and frequency domain sensory
information of user activity. In the next work, “A New
Distance Vector-Hop Localization Algorithm Based on Half-
Measure Weighted Centroid,” a new distance vector-hop
localization algorithm using the half-measure weighted
centroid for wireless sensor networks. Using two-dimensional
position distribution, the algorithm first constructs the ap-
proximate communication radius and network connectivity.
#e algorithm then corrects the distance between the beacon
node and its neighbours to increase the jump distance ac-
curacy to compute the optimized shortest path.

In the last paper of this special issue, the authors have
proposed a Bloch chain-based incentive mechanism for data

storing wireless sensor nodes in the paper entitled “Incentive
Mechanism of Data Storage Based on Blockchain for
Wireless Sensor Networks.” More data-storing nodes receive
more incentive because they offer their limited storage re-
source for other nodes in the network.#e prime objective of
the proposed scheme is to conserve the storage space of the
wireless sensor nodes.

Conflicts of Interest

#e guest editors declare that they have no conflicts of
interest.

Acknowledgments

#e guest editors would like to sincerely thank all the authors
who submitted their contributions in our special issue. #ey
would also like to thank all our reviewers and sincerely
acknowledge their contribution that has been substrate to
the success of this special issue.

Syed Hassan Ahmed
Ali K. Bashir

Mohamed Elhoseny
Wael Guibene

Safdar Hussain Bouk

References

[1] C. A. Kerrache, N. Lagraa, R. Hussain et al., “TACASHI: trust-
aware communication architecture for social internet of ve-
hicles,” IEEE Internet of 2ings Journal, p. 1, 2018.

[2] S. H. Bouk, S. H. Ahmed, D. Kim, K.-J. Park, Y. Eun, and
J. Lloret, “LAPEL: hop limit based adaptive PIT entry lifetime
for vehicular named data networks,” IEEE Transactions on
Vehicular Technology, vol. 67, no. 7, pp. 5546–5557, 2018.

[3] M. F. Majeed, S. H. Ahmed, and M. N. Dailey, “Enabling push-
based critical data forwarding in vehicular named data net-
works,” IEEE Communications Letters, vol. 21, no. 4,
pp. 873–876, April 2017.

[4] J. Chen, G. Mao, C. Li, and D. Zhang, “A topological approach
to secure message dissemination in vehicular networks,” IEEE
Transactions on Intelligent Transportation Systems, pp. 1–14,
2019.

2 Mobile Information Systems



Research Article
Rate Adaptation Mechanism with Available Data Rate Trimming
and Data Rate Information Provision for V2I Communications

Shigeru Kashihara ,1 Takemi Sahara,1 Shigeru Kaneda,2 and Chikara Ohta 3

1Nara Institute of Science and Technology, Ikoma, Nara 6300192, Japan
2Space-Time Engineering, LLC, Rolling Hills Estates, CA, USA
3Kobe University, Kobe, Hyogo 6578501, Japan

Correspondence should be addressed to Shigeru Kashihara; shigeru@is.naist.jp

Received 5 October 2018; Accepted 26 March 2019; Published 15 April 2019

Guest Editor: Mohamed Elhoseny

Copyright © 2019 Shigeru Kashihara et al. *is is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.

We study a rate adaptation mechanism for improving communication performance between a connected vehicle and a roadside unit
(RSU) using Wi-Fi during movement in a vehicle-to-infrastructure (V2I) environment. Wi-Fi communication provides various
attractive services to connected vehicles during movement. However, as a connected vehicle is generally moving at high speed, the
communication performance with an RSU that works as an access point is degraded because wireless link quality fluctuates abruptly
and continuously. We then propose a rate adaptation mechanism employing the following two main features to mitigate such
deterioration in communication performance: available data rate trimming and data rate information provision. To alleviate
degradation of communication, the former avoids usage of excessively low data rates and the latter then provides data rate in-
formation suitable for channel quality from a dataset of adequate data rates based on the vehicle’s location and speed. However, the
data rate information provided from a dataset may not always be appropriate because of various indefinite factors such as multipath
fading and shadowing. *us, the proposed method also employs a measurement-based function to compensate for such a drawback
of the dataset. Simulation experiments evaluate communication performance for 10, 60, and 100 km/h in single-vehicle andmultiple-
vehicles cases. Simulation results showed that the proposed method overall provides superior communication performance in
situations involving more than one vehicle, in comparison with existing counter- and sample-based methods.

1. Introduction

With the goal of providing attractive services such as
safety information, traffic efficiency management, and
entertainment services for connected vehicles, intelligent
transport systems (ITSs) are being developed at a fast pace
[1]. A network component that connects a vehicle with
other vehicles and with intelligent road infrastructures is
essential for realizing an ITS. At present, vehicles have
communication equipment, and advanced multimedia
and infotainment services are about to start via the In-
ternet [2].

As depicted in Figure 1, introducing edge computing [3]
to vehicular networks is essential for providing attractive
services such as data offloading [4] to connected vehicles. A

connected vehicle creates data of various types and sizes and
sends them to receive the services from an edge node or a
server during movement. After receiving data, the edge node
or server then provides appropriate services to the connected
vehicle based on the situation analyzed from the data re-
ceived. To provide such services, vehicle-to-infrastructure
(V2I) communication is necessary for gathering a variety of
information like the vehicle’s position, speed, points of
origin and destination, image data, and so on.

In V2I, the IEEE 802.11 series [5] is assumed to be
employed for the communication media [6]. However, as a
connected vehicle is moving at high speed, it may not have
enough time to communicate with a roadside unit (RSU)
that works as an access point (AP), because the coverage of
an AP is relatively small. Also, in a high-mobility situation, it
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is difficult to enhance throughput due to sudden and con-
tinuous fluctuations in wireless channel quality. *erefore,
improving the communication performance between a
connected vehicle and an RSU is essential for providing
various services.

In the above situation, as the connected vehicle com-
municates with single-hop RSUs or small-hops edge nodes,
not with a remote server, it is essential to improve com-
munication performance between a connected vehicle and
an RSU. *is paper, therefore, focuses on a rate adaptation
mechanism as one approach to improving such commu-
nication performance in a high-mobility situation. Although
a rate adaptation mechanism aims to set an appropriate data
rate for wireless link conditions during movement, IEEE
802.11 [5] has not standardized a rate adaptation mecha-
nism, and the mechanism, therefore, depends on imple-
mentation matters. Moreover, Wi-Fi communication
generally employs multiple data rates (e.g., eight types of
data rate on IEEE 802.11p) to provide better throughput for
changes of channel quality, and each data rate is adjusted by
channel quality measurement. However, as Wi-Fi com-
munication was not designed to be employed in a high-
mobility situation, it is difficult to follow rapidly fluctuating
channel conditions at short intervals.

In this paper, to select an appropriate data rate for changes
of channel quality, we propose a rate adaptation mechanism
that has the following new two features: available data rate
trimming and data rate information provision. Available data
rate trimming alleviates the degradation of communication
performance by reducing usage of excessively low data rates
because a low data rate consumes more communication time
than a high data rate. Also, the provision of data rate in-
formation from a dataset supplies adequate data rates for a
vehicle’s locations, without any measurement. However, the
dataset may include erroneous data rate information for the
situation. If the data rate provided from the dataset is not

acceptable, the proposedmethod also utilizes a measurement-
based function to mitigate the effects of such a problem. In
summary, the significant contributions of our work to im-
prove V2I communication performance in a high-mobility
environment are as follows:

(i) Employing higher data rates by trimming regular
data rates

(ii) Providing adequate data rate information from a
dataset based on a vehicle’s information

(iii) Cooperating dataset- and measurement-based
functions

We also evaluate the communication performance of the
proposed method through simulation experiments to show
the effectiveness of the proposed method.

*e remainder of the paper is organized as follows:
Section 2 surveys existing research work on rate adaptation
mechanisms. Section 3 discusses the communication per-
formance of the existing rate adaptation mechanisms.
Section 4 presents our proposed method, and Section 5
shows the results of the performance evaluation via simu-
lations. Section 6 provides concluding remarks.

2. Related Work

As described in Section 1, rate adaptation mechanism has not
been the objective in the standardization of IEEE 802.11 [5].
However, as a rate adaptation mechanism strongly influences
communication performance over a wireless link, various rate
adaptationmechanisms have been proposed to date [7–23]. In
particular, communication performance is strictly dependent
on the way channel quality is estimated.*us, this section first
classifies the mechanisms into counter-based and sample-
based mechanisms, and we then consider other methods in a
vehicular ad-hoc network (VANET) field for comparison.

RSU

Internet

Edge nodes

Server

Figure 1: Communication between a connected vehicle and an RSU.
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Auto rate fallback (ARF) [7] and adaptive ARF (AARF)
[8] are representative rate adaptation methods, and they are
generally classified as counter-based mechanisms. ARF is the
most straightforward mechanism, selecting the best data rate
based on the numbers of continuous successful and failed
transmissions. Concretely, when a sender successfully
transmits a data frame ten consecutive times, it raises the
current transmission rate to the next higher transmission
rate. Conversely, when data frame transmission fails twice in
succession, the current transmission rate is dropped to the
next lower transmission rate. To achieve this, the sender
counts the number of successful and failed data frame
transmissions to estimate channel quality and changes the
transmission rate when the count reaches the predetermined
threshold.

Onoe [16, 17], SampleRate [16], andMinstrel [17, 18] are
representative sample-based mechanisms. In the sample-
based mechanism, to estimate channel quality, a sender
employs statistical information such as retransmission rate,
packet error rate, and throughput based on a sliding window
process. For instance, in Onoe, the sender measures the
number of data frame retransmissions within a window time
(e.g., one second) and then compares the measurement
result with a predetermined rate. If the result is 10% or less, a
credit counter is increased by one. On the one hand, the
credit counter is decreased by one if the result is 10% or
more. When the credit counter reaches ten points, the
sender moves the transmission rate up to the next higher
one. If the sender experiences failed data frame transmission
of over 50%, the transmission rate is moved down to the next
lower one.

Also, in [19–21] a signal-to-noise ratio (SNR) is uti-
lized, but it is difficult to obtain accurate SNR values in a
practical environment. In [13] a threshold optimization
algorithm for a rate adaptation mechanism that employs
up/down threshold is proposed, and in [14] a rate adap-
tation algorithm that uses short-term loss ratio and an
adaptive RTS filter is designed and implemented. *e
above approaches provide good communication perfor-
mance for an environment where a sender and a receiver
are stationary. However, if the sender moves at high speed
like a vehicle, it is difficult to estimate changes of channel
quality and set an appropriate transmission data rate based
on the measurement result, because the measured channel
quality may be outdated for the channel quality at the
present location.

We describe rate adaptation methods focusing on a ve-
hicular ad-hoc network (VANET). In [22] database for
providing information of adequate data rate based on in-
formation of vehicle’s location, i.e., location, velocity, and
density, similar to with one of our approaches, is employed,
but it may be difficult to obtain the density information of
surrounding vehicles. *e studies [9–12, 23] need parameter
adjustments beforehand for particular environments, but
such prior adjustments are difficult to apply in various sit-
uations. Besides, in [24] existing rate adaptation algorithms in
vehicular networks with IEEE802.11p are evaluated, but it
shows only that the communication performance of constant
bit rate (CBR) for them via ns-3 simulations. As ITS including

edge computing provides multiple services such as safety
information, traffic efficiency management, and entertain-
ment services to a connected vehicle, it is significant to im-
prove the communication performance between a connected
vehicle and an RSU. In this study, we, therefore, investigate a
rate adaptation method that does not require such prior
adjustments and consider the communication performance of
UDP and TCP traffics for multiple services provided.

3. Communication Performance of Existing
Rate Adaptation Mechanisms

*is section presents the communication performance of
existing rate adaptation mechanisms through simulation
experiments. We use ARF and Onoe as representative
counter-based and sample-based mechanisms, respectively,
because they have been widely deployed in products. Section
3.1 describes the simulation model and parameters. Section
3.2 shows communication performance of file transfer
protocol (FTP) and CBR applications for each mechanism at
three speeds, i.e., 10, 60, and 100 km/h.

3.1. Simulation Model and Parameters. As depicted in Fig-
ure 2, in the simulation model, a connected vehicle passes by
an RSU, an AP of a wireless communication infrastructure,
in a straight line at three constant speeds of 10, 60, and
100 km/h.*e simulation model also employs FTP and CBR
applications to evaluate communication performance. *e
FTP application tries to send 2048 MByte data from the
vehicle to the RSU, while the CBR application tries to send
one 1500-byte packet per 222 μs from the vehicle to the RSU.
*e RSU is assumed to employ IEEE 802.11p, which pro-
vides eight data rates (3, 4, 5, 6, 9, 12, 18, 24, and 27 Mbit/s).
*e transmission powers of the RSU and the vehicle are set
to 20 dBm, and the two-ray ground reflection model and
Nakagami-m fading model are employed as propagation
models. Table 1 summarizes the above parameters. Note that
the simulation experiments work on Scenargie® Simulator
(Space-Time Engineering, LLC, “Scenargie® Simulator,”
https://www.spacetime-eng.com/en/products), a commer-
cial product for analyzing and evaluating wireless com-
munications and networking systems.

3.2. Communication Performance during Movement. *e
simulation experiments investigate howmuch communication
performance the existing rate adaptation mechanisms can
obtain at the threemovement speeds. Figure 3 shows the results
of FTP and CBR applications for ARF andOnoe at the speed of
60 km/h, as an example. In these simulation results, the best
value (Best) means the largest amount of data that the receiver
could receive as data packets per 100ms among 100 simulation
experiments for each transmission rate. *is is calculated as
follows: we first have 100 simulation trials for eight data rates
using the samemodel.*e best performance per 100ms is then
extracted from 800 simulation results, that is, the best value is
constructed from the best performance. In the results of ARF
and Onoe, we employ the median value for 100 simulation
experiments.
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Compared with the best value, we can see that ARF
and Onoe cannot achieve a sufficient data rate at the
beginning and the end of the communication. From these
results, we infer that ARF is excessively downgrading the
data rate used. As described in Section 2, the threshold in
ARF for downgrading is very low, i.e., two consecutive
failures, but that for upgrading is relatively high, i.e., ten
consecutive successes. It can therefore be said that ARF
sensitively reacts to lost frames. On the other hand, in
Onoe, as the number of data frame retransmissions per
second must be measured to estimate channel quality, the
measurement period makes suitable channel estimation
difficult.

From the above comparison between ARF and Onoe, we
can say that ARF obtains the better performance when the
vehicle is near the RSU, while Onoe cannot raise the per-
formance to a higher level even if the vehicle is near the AP.
*is is because, since the change in data rate in ARF is based
on the success or failure of frame transmission, ARF can
change the data rate relatively fast. However, it does not
always follow channel quality. On the other hand, since the
changes in data rate in Onoe depend on measurement, Onoe
needs more time to decide a change of data rate than ARF.
*us, it is difficult to make use of higher data rates by the
conservative change policy of the rate adaptation
mechanisms.

Table 2 presents the simulation results of FTP and CBR
communications at three speeds of 10, 60, and 100 km/h.
Note that room for improvement means the proportion of
actual data received for the best value. From the results, we
can see that although ARF provides better performance than
Onoe for a moving vehicle, both mechanisms have more
room for improvement for higher speed.

4. Rate Adaptation Mechanism

*e previous section showed that the existing rate adapta-
tion mechanisms have room for improvement in commu-
nication performance during movement. We now propose a
rate adaptation mechanism employing the following two
features to improve the performance: trimming the number
of available data rates to four and using a dataset to provide
data rate information based on a vehicle’s location and
speed. Section 4.1 outlines the design overview of our
proposed method. Sections 4.2 and 4.3 then explain the
above two features of the proposed rate adaptation mech-
anism. Sections 4.4 and 4.5 additionally describe two change
policies for transmission data rate, with and without using
information from the dataset.

4.1. DesignOverview. As ARF and Onoe adapt the data rate
depending only on past measurement information, it is
difficult to use an appropriate data rate for the present
channel quality during movement at high speed, that is, the
measurement information for these existing methods may
be stale when current channel quality is being estimated,
especially at high speed. Besides, it is almost impossible to
make an accurate estimation because the channel quality is
changing continuously due to various indeterminate
factors. To choose a data rate that is as appropriate as
possible for the present channel quality, our proposed
method therefore assumes the use of a dataset that pro-
vides data rate information based on a vehicle’s speed and
location.

Under this assumption, the dataset on an RSU collects
three-tuple information of the vehicle’s speed, location, and
data rate used, and it determines an appropriate data rate
based on the information collected. As a vehicle obtains RSU
information via the Internet beforehand or through a local
dynamic map (LDM) service [25], it can choose an ap-
propriate data rate based on the dataset. However, as details
of designing and analyzing the dataset constitute another
research topic, they are beyond the scope of the present
paper. *erefore, we assume here that the dataset has been
created from measurement data collected in advance.

Figure 4 depicts the design overview of the proposed
method. *e existing rate adaptation mechanisms choose a
transmission data rate based only on information that can be
obtained within the MAC layer. On the other hand, as the
proposed method utilizes a vehicle’s speed and location
information for selecting the data rate, the MAC layer needs
to obtain context information (CI) from the Application
layer. To access the CI on the Application layer from the
MAC layer, a shared memory is employed. In this approach,
the Application layer writes CI to the shared memory, while
the MAC layer reads the CI from the shared memory and
obtains an appropriate data rate based on the CI from the
dataset.

However, it is too difficult to make a complete dataset
because channel quality is affected by various invisible
factors. In the proposed method, when a data rate selected
based on the dataset is not appropriate for the channel

On-board unit
on vehicle

Roadside unit
(RSU)IEEE 802.11p

Figure 2: Simulation model.

Table 1: Simulation parameters.
Vehicle’s speed 10, 60, 100 km/h

Traffic model
FTP: sends a 2048-MByte file

CBR: sends a 1500-byte packet at
intervals of 222 μs

Wireless medium IEEE 802.11p (data rate: 3, 4.5, 6, 9, 12,
18, 24, and 27 Mbit/s)

Rate adaptation
mechanism

ARF (counter-
based)

Onoe (sample-
based)

Transmission power 20 dBm

Propagation model Two-ray ground reflection model
Nakagami-m fading model

Number of simulation
trials 100
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quality, the proposed method also employs data rate se-
lection based on measurement information.

4.2. Dataset for Selecting a Data Rate. As mentioned in
Section 2, the existing methods have several drawbacks for
adapting a data rate for various situations. First, they raise
and lower the data rate stepwise based on measurement
information. In a movement environment where channel

quality is fluctuating continuously and abruptly, as it is
impossible to estimate channel quality without any delay, the
estimated result may be obsolete. Hence, even if there were
an opportunity to use a higher data rate, they might continue
to use a lower data rate. Second, at the beginning of com-
munication, since the channel quality is unknown, it takes
time to evaluate the present channel quality and select a data
rate. Besides, the data rate used begins with the lowest data
rate.*us, inWi-Fi communication involving shared media,
since the use of excessively low data rate causes the com-
munication performance of the whole Wi-Fi system to
degrade, an appropriate data rate must be selected promptly.

We therefore propose a rate adaptation mechanism based
on a dataset. As described above, the dataset is assumed to
consist of three-tuple information of the vehicle’s location,
speed, and data rate, that is, a vehicle can obtain data rate
information suitable for its location and speed from the
dataset. Employing the dataset, the proposed method con-
tributes to reducing the use of an excessively low data rate,
because it can select a suitable data rate without any delay of
measurement. However, if inappropriate information is
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Figure 3: Communication performance of FTP and CBR for ARF and Onoe. (a) FTP. (b) CBR.

Table 2: Communication performance of FTP and CBR for ARF and Onoe.

10 km/h 60 km/h 100 km/h
ARF Onoe ARF Onoe ARF Onoe

FTP
Best data received (MB) 222 37.2 21.9
Data received (MB) 166 133 24.6 19.9 12.7 10.5
Room for improvement (%) 25.3 40.0 33.9 46.5 42.0 52.0

CBR
Best data received (MB) 503 78.8 45.9
Data received (MB) 374 259 57.2 38.9 31.2 21.7
Room for improvement (%) 25.6 48.5 27.4 50.6 32.0 52.7

Wi-Fi firmware

Shared memory

MAC layer
(rate adaptation mechanism)Dataset

Read CI

Application layer

Get statistical information Set data rate

Write context information (CI)
(e.g., speed and position)

Inform CI

Provide
data rate

Figure 4: Design overview of the proposed method.
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provided, many frames may be frequently lost. To avoid such
deterioration of communication performance, when a data
rate selected is not suitable for the present channel quality, the
proposed method switches to a data rate selection based on
measurement. For this research, we employ a dataset that has
collected and analyzed data beforehand.

4.3. Available Data Rate Trimming. Existing rate adaptation
methods usually use all data rates, i.e., eight data rates for
802.11p. On the other hand, the proposed method reduces
the available data rates. *us, in the case of 802.11p, it
employs only four data rates among eight data rates. Figure 5
shows the relationship between data received and data rate
from an analysis of the results in Section 3. *e figure plots
data rate used for the best value in the CBR graph of Figure 2
and shows that data rates used are almost the top four data
rates, i.e., 12, 18, 24, and 27Mbit/s. Consequently, the
proposed method employs only these four data rates.

Reducing the number of data rates leads to the following
advantage. If all data rates are employed, it becomes more
difficult to follow the present channel quality because of the
time required to retransmit frames and the long occupancy
of a channel when frame loss occurs in a low data rate. On
the other hand, as shown in Figure 5, in the proposed
method, as low data rates are not employed by trimming the
number of available data rates, the opportunities for utilizing
high data rates are increased, that is, the proposed method is
expected to improve communication performance.

4.4. Inappropriate Data Rate Information from Dataset.
*e proposed method primarily provides suitable data rate
information based on CI and a dataset. However, the data
rate information does not always give an appropriate data
rate due to various indefinite factors such as multipath
fading and shadowing. Also, in the early phase of the system,
the dataset itself may not be deployed at all locations.

*e proposed method mainly utilizes data rate in-
formation suggested from the dataset to determine a suitable
data rate. While employing this data rate, if a fixed number
of consecutive frames are lost, the proposed method addi-
tionally prepares another data rate that is lower than the data
rate provided by the dataset and then uses both of them
alternately to transmit frames. *is is because the method is
designed to avoid unsuitable deterioration of the data rate
due to burst lost frames. For instance, if a burst loss occurs
during movement, the duration of the loss cannot be pre-
dicted. Also, if the data rate is immediately downgraded in
reaction to the loss, this will cause unnecessary channel
occupation due to the usage of a lower data rate, whichmight
lead to the degradation of communication performance.

To alleviate the effect of such degradation, the proposed
method uses two data rates and also brings a flexible data

rate selection by utilizing the measurement result of channel
quality. While it is employing two data rates, the proposed
method records information regarding the success and
failure of frames transmitted from each data rate and the
elapsed time for transmission. *is information is kept as an
exponential moving average.

In communication for a certain period using two data
rates, if only the higher data rate of two data rates expe-
riences loss, the proposed method switches to using only
the lower data rate for the communication. Besides, if both
data rates experience loss, the data rates in use are
downgraded to the next lower data rate. On the other hand,
from a measurement result obtained during a certain pe-
riod, if the number of frames lost at both data rates is lower
than a predetermined threshold, the loss of consecutive
frames is determined to be an accidental event, and the data
rate in use is then switched to the higher data rate. Al-
gorithm 1 illustrates the flexible data rate selection method
described above.

4.5. Data Rate Selection with a Dataset and Measurement.
A dataset may not always be able to provide adequate data
rate information, and also the dataset may not be distributed
in the early stage. To adequately work in such situations, the
proposed method is equipped with a data rate selection
based on measurement of channel quality, in addition to the
dataset.

*e proposed method employs statistical information
about throughput as a measurement metric for channel
quality. *e throughput is calculated as follows:

throughput �
successfully transmitted bytes(TxBytes)

occupation period for a channel by a data rate(airtime)
, (1)
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where TxBytes means the number of bytes for successfully
transmitted frames within a certain period at a given data rate,
while airtime denotes an accumulation time from sending a
data frame to receiving an ACK frame for the data frame sent.

*e proposed method keeps statistical throughput in-
formation for each data rate separately. After a certain period
for a measurement, it selects the data rate that has the largest
throughput as a data rate based on measurement information.
*en, by comparing with a data rate based on the dataset and
the measurement, if they both provide the same data rate or if
the data rate based on the measurement is lower than that of
the dataset, the proposed method switches back to the control
based on the dataset.

5. Performance Evaluation

*is section provides communication performance com-
parisons for the proposed method and the existing methods
ARF and Onoe. Sections 5.1 and 5.2 show results of com-
munication performance of both FTP and CBR applications
for 10, 60, and 100 km/h in single- and multiple-vehicle
cases, respectively.

5.1. Result for a Single Vehicle. *e evaluation employs the
same simulation model, with the parameters explained in
Section 3. In the simulation experiments, in addition to ARF
and Onoe, as the proposed method we employ two rate ad-
aptation mechanisms: rate adaptation with dataset and
measurement (RA-DM) and rate adaptation with dataset (RA-
D). RA-DM utilizes both dataset and measurement functions,
while RAD controls data selection by dataset information.

Table 3 shows the simulation results for the four methods.
*e evaluation shows room for improvement as the comparison
metric; this means that a smaller value is approaching the best
value. From the results, in the case of a single vehicle, we can see
that RA-D shows the worst performance for FTP communi-
cation among the four, while it gives the best performance for
CBR communication.*is is because, since RA-D selects a data
rate based only on the information from the dataset, it does not

change the data rate in use to another data rate even if frame loss
occurs. Consequently, consecutive frame loss leads to packet
loss and delay, and then FTP performance degrades due to the
retransmission control of transmission control protocol (TCP).
On the other hand, in CBR communication, since user data-
gram protocol (UDP) employed for CBR continues to send
packets without retransmission control even if packet loss
occurs, the CBR performance is improved to become the best of
the four methods.

In the result of RA-DM, the communication perfor-
mances for both FTP and CBR are better than those of Onoe,
but somewhat worse than those of ARF. *e result indicates
that RA-DM can follow the changes in channel quality more
effectively for both FTP and CBR applications than Onoe
and FTP of RA-D.

5.2. Result for Multiple Vehicles. *e previous result showed
that the performance of ARF is somewhat higher than RA-
DM. However, in environments where multiple vehicles
exist, ARF may not be able to sustain that excellent per-
formance, because an increase in the number of vehicles
prolongs the waiting time to send frames due to the char-
acteristics of sharedmedia. To evaluate the impact of such an
effect, this section evaluates simulation models involving
two and ten vehicles.

*e simulation model and parameters are the same as
those for the case of a single vehicle. From the initial
evaluation, all vehicles are assumed to be driving at the same
location, time, and speed.

(1) use data rate based on dataset
(2) IF a fixed number of consecutive frames are lost THEN
(3) use two data rates (the current data rate and a data rate lower than the current data rate)
(4) WHILE using two data rates
(5) measure lost frames for each data rate
(6) IF both data rates have no lost frames THEN
(7) use the higher data rate
(8) ELSE IF only the higher data rate has lost frames THEN
(9) use the lower data rate
(10) ELSE IF both data rates have lost more frames than a predetermined threshold THEN
(11) use a third data rate lower than the lower data rate
(12) ELSE IF both data rates have lost fewer frames than a predetermined threshold THEN
(13) use the higher data rate
(14) ENDIF
(15) ENDWHILE
(16) ENDIF

ALGORITHM 1: Flexible data rate selection.

Table 3: Room for improvement in a single-vehicle case.

Speed 10 km/h 60 km/h 100 km/h
Application FTP CBR FTP CBR FTP CBR
ARF (%) 25.5 25.7 34.0 27.5 41.7 31.9
Onoe (%) 40.0 48.5 46.4 50.7 51.8 52.6
RA-D (%) 77.2 25.2 79.9 26.5 81.4 29.9
RA-DM (%) 32.1 31.4 39.1 33.8 46.2 43.4
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Tables 4 and 5 show the improvement ratio for the four
methods in the two- and ten-vehicles cases, respectively.

Here, as the comparison metric, we define the improvement
ratio calculated as follows:

the improvement ratio of RA-DM �
the number of communication bytes on RA-DM

the number of communication bytes on ARF |Onoe |RA-D{ }
. (2)

*e results demonstrate that the communication per-
formances of RA-DM are overall improved in both cases.
Moreover, the result for ARF is degrading with the increase
of vehicles, while that for Onoe is improving.*is is because,
as the waiting time to send frames is prolonged as the
number of vehicles increases, ARF is late in catching up with
the changes in channel quality. *e reason why the result for
Onoe is improving is not that Onoe follows changes in
channel quality but that the number of switches in data rates
is small. *at is, as ARF and Onoe necessarily transmit
frames in order to change the data rate that starts with the
lowest data rate, it is late to follow the changes.

On the other hand, the proposed method provides the
following three features in order to improve communi-
cation performance. First, it employs higher data rates by
trimming regular data rates, and it can then begin with an
appropriate data rate based on a database. Lastly, it
prepares the data rate selection based on measurement as
a countermeasure against inappropriate data rate in-
formation from the dataset.

In the one-vehicle simulation result, RA-D has the best
performance for the CBR traffic model, and it also has the
worst performance for the FTP traffic model. However, to
adapt to TCP and UDP traffics, a rate adaptation mechanism
needs to improve the communication performance for both.
On the other hand, the improvement of RA-DM is lower
than that of the counter-based mechanism (ARF) but higher
than that of the sample-based mechanism (Onoe).

On the other hand, in the case where multiple vehicles
exist, RA-DM generally has a better communication per-
formance than counter-based and sample-basedmechanisms.
On the other hand, in the case of CBR for ten vehicles, RA-D

outperforms RA-DM if we can know the number of vehicles,
but it is difficult to estimate it. *erefore, the proposed
method (RA-DM) provides superior communication per-
formance in situations involving more than one vehicle.

6. Conclusion

In this study, to improve communication performance
between a connected vehicle and RSU using Wi-Fi during
movement in a V2I environment, we proposed a rate
adaptation mechanism introducing the following new two
approaches: available data rate trimming and data rate
information provision. In the available data rate timing,
the proposed method selected four data rates among the
standard eight data rates to avoid usages of excessively low
data rates. Also, it utilizes data rate information provided
from a dataset in order to select a suitable data rate without
any delay of measurement. It does not, however, work well
in every situation because of various indefinite factors such
as multipath fading and shadowing. To compensate for the
drawbacks of the dataset, the proposed method then also
employed a data rate selection based on measurement. In
the simulation experiments, we investigated the FTP and
CBR communication performance in single- and multiple-
vehicle cases. In a single-vehicle case, RA-D shows the
worst performance for FTP communication among the
four methods, while it gives the best performance for CBR
communication. On the other hand, RA-DM provides
better communication performance for both FTP and CBR
next to ARF. In two- and ten-vehicles cases, communi-
cation performance of ARF is getting worse with in-
creasing the number of vehicles, while RA-DM overall
provides superior communication performance in

Table 5: Improvement ratio of RA-DM to ARF, Onoe, and RA-D in ten-vehicles case.

Speed 10 km/h 60 km/h 100 km/h
Application FTP CBR FTP CBR FTP CBR
RA-DM/ARF 2.33 3.87 2.52 3.94 2.28 3.41
RA-DM/Onoe 1.06 3.12 1.00 1.58 0.98 1.34
RA-DM/RA-D 2.67 0.91 3.26 0.85 2.90 0.77

Table 4: Improvement ratio of RA-DM to ARF, Onoe, and RA-D in two-vehicles case.

Speed 10 km/h 60 km/h 100 km/h
Application FTP CBR FTP CBR FTP CBR
RA-DM/ARF 1.52 1.00 1.57 0.95 1.43 0.92
RA-DM/Onoe 1.11 1.42 1.15 1.27 1.06 1.26
RA-DM/RA-D 2.94 1.10 2.92 1.17 2.99 1.29
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situations involving more than one vehicle, in comparison
with other methods.
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.e Internet of vehicles (IoV) is a newly emerged wave that converges Internet of things (IoT) into vehicular networks to benefit
from ubiquitous Internet connectivity. Despite various research efforts, vehicular networks are still striving to achieve higher data
rate, seamless connectivity, scalability, security, and improved quality of service, which are the key enablers for IoV. It becomes
even more critical to investigate novel design architectures to accomplish efficient and reliable data forwarding when it comes to
handling the emergency communication infrastructure in the presence of natural epidemics..e article proposes a heterogeneous
network architecture incorporating multiple wireless interfaces (e.g., wireless access in vehicular environment (WAVE), long-
range wireless fidelity (WiFi), and fourth generation/long-term evolution (4G/LTE)) installed on the on-board units, exploiting
the radio over fiber approach to establish a context-aware network connectivity. .is heterogeneous network architecture at-
tempts to meet the requirements of pervasive connectivity for vehicular ad hoc networks (VANETs) to make them scalable and
adaptable for IoV supporting a range of emergency services..e architecture employs the Best Interface Selection (BIS) algorithm
to always ensure reliable communication through the best available wireless interface to support seamless connectivity required
for efficient data forwarding in vehicle to infrastructure (V2I) communication successfully avoiding the single point of failure.
Moreover, the simulation results clearly argue about the suitability of the proposed architecture in IoV environment coping with
different types of applications against individual wireless technologies.

1. Introduction

Internet of.ings (IoT) is paving a way forward for VANETs
towards an evolution of Internet of vehicles (IoV) [1]. IoV
paradigm not only benefits from pervasive vehicular con-
nectivity for a bunch of services but also incorporates ve-
hicular intelligence. To accomplish smart tasks, it also
integrates vehicle to human (V2H) and vehicle to sensor
(V2S) interactions in addition to conventional vehicle to
vehicle (V2V) and vehicle to infrastructure (V2I) commu-
nication modes. IoV is capable to process comprehensive
information collected through the vehicles, roads, and

surroundings to effectively supervise the drivers based on the
integrated information. .anks to the merger of industrial
and Intelligent Transportation System (ITS) applications for
IoV, it has successfully extended its support for several in-
telligent services (e.g., online vehicle status checking, in-
telligent root navigation and rescue, and avoiding illegal
cyberspace operations).

ITS [2] is expected to be extensively deployed for the IoV
paradigm to support a wide variety of applications ranging
from low data rate traffic control services to high data rate
and delay-critical multimedia services [3]. .e ITS employs
the coordination of sensors, on-board unit (OBU), and
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trusted platformmodule (TPM) to share vital information of
the vehicles with the road side unit (RSU). In the recent
years, the number of vehicle users has immensely been
increased which has turned the VANET [4] to be even more
challenging. Moreover, the 24× 7 demand for high speed
internet access on-board and provision of multimedia ser-
vices are inevitable for service providers to enable a robust,
reliable, and secure data communication infrastructure [5].

Vehicular users demand ubiquitous communication
with affordability while moving around in the urban, sub-
urban, or even rural areas in countryside areas. Hence,
moving vehicles are being designed keeping in view these
demands, and a lot of work is being done in developing a
range of ITS applications including road safety, traffic
control, and numerous entertainment applications. .e
condition monitoring/warning systems, analytic systems,
partner systems, location-based services, and different real-
time applications are some of the examples that are expected
to be installed on the modern vehicles being a part of IoV
environment as shown in Figure 1.

In fact, VANETs still undergo some critical issues that
cannot be tolerated towards the future IoV deployments. On
the contrary, several quality of service (QoS) parameters are
still compromised while data forwarding for multimedia
(throughput intensive) applications that are anticipated to be
an integral part of IoV to improve the driving experience
through most updated multimedia contents [6]. .e chal-
lenges of data forwarding in conventional VANETs envi-
ronment vary as compared to the heterogeneous forwarding
in IoV mainly due to the pervasive connectivity in V2V and
V2I modes and frequent switching among the different op-
erating modes. Moreover, the IoV infrastructures for per-
sistent data forwarding in different scenarios (such as urban
or highway) are still in their infancy and paving their way
forward gradually. .e IoV communication infrastructure is
expected to improve the disaster and emergency situations in
ITS through different applications (e.g., safety critical appli-
cations). Moreover, the IoV is expected to provide nonstop
network connectivity and adaptiveness against network dis-
connections and long delays in emergency situations, even
when the 4G/LTE [7] interface is connected. However, data
forwarding based applications in the VANET infrastructure
are limited in terms of modes of connectivity, switching, and
bandwidth availability through the IEEE 802.11p WAVE [8]
standard. .e heterogeneous IoV framework applications
require higher bandwidth and continuous network connec-
tivity, but the challenge is unavailability of such networks, and
increased user demand creates network resources hunt (such
as safety, emergency videos, emergency audio and text
messages dissemination, and reception) in such situations [9].

.e IoV paradigm is a group of heterogeneous networks
with increased number of different users in V2I and V2V
under the centralized software-defined network (SDN)
controller [10] using the desired applications in various
environments. .e problem of providing on-time and ro-
bust network interface-based connectivity is very crucial.
.e resilient multi-interfaced architecture for the Emer-
gency Management Systems (EMS) [11] is a requirement of
the modern era.

To circumvent these issues, a heterogeneous VANET
architecture is proposed hereby keeping in view the re-
quirements of IoV to make them more scalable and
adaptable. .e proposed architecture can exhibit several
features to the network providers after successful de-
ployment. First, it would be economical using inexpensive
access units. Second, the heterogeneous architecture pro-
vides flexibility to the IoV paradigm by not only supporting
current technology interfaces installed on Global ID (GID)
but also being capable to implicitly support most of the
future technologies (Section 3)..ird, thanks to the presence
of multiple interfaces available, it enables IoV nodes to avoid
single point of failure. Forth, it can offer higher data rate
support with reduced collisions by exploiting optical fiber at
the backhaul. Fifth, the architecture is simple but robust to
provide ease of management offering (i) fewer control
stations, (ii) a centralized control for all the processing, and
(iii) separating planes for client, connection, and cloud
layers. Last, but not the least, it may reduce the extent carbon
emission is polluting the environment due to Information
and Communication Technology (ICT) infrastructures with
fewer wireless links, hence, a step forward towards achieving
“Green Networks” [12].

.e rest of the paper is organized as follows. Section 2
provides the related work with discussion on major stan-
dards available in the state of the art for IoV. .e proposed
system model comprising the architecture, protocol design,
and BIS algorithm for interface selection is described in
Section 3. .e simulation environment, results, and the
discussion are presented in Section 4. Finally, the conclu-
sions are given in Section 5.

2. Related Works

.e industry and research community have proposed dif-
ferent wireless access technologies in the context of vehicular
communications. .ey can broadly be seen into intra-
vehicular, intervehicular, and vehicle to infrastructure
communication in the context of an IoV environment.
Although a rich variety of technologies is available in the
literature for all the abovementioned categories, however,
the point of focus for our domain would be the last category.
Several access technologies have already been proposed and
evaluated in the context of VANET (such as wireless local
area network (WLAN) [13], Worldwide Interoperability for
Microwave Access (WiMAX) [14], and cellular technologies
such as 4G/LTE [7]). A quick overview of the state of the art
of these access technologies for V2I communication is
presented throughout this section.

.e WLAN is foremost and widely accepted option
available in the market. .e most popular family in this
category is IEEE 802.11. Several target groups have been
working towards different variations of 802.11 family (e.g.,
802.11 a/b/g/ah/n/p) All of them bear different character-
istics and challenges associated with them that make them
suitable for different environments. Overall, the standard
supports short radio coverage with relatively higher data
rate. A data rate of 600Mbps is claimed to be supported by
802.11n which is based on 802.11a/b/g [6]. However, they
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were not physically achievable in mobile environment. All
these variations were not feasible for VANET environment
with very high mobility and frequently changing topologies.
Hence, a new variation of WAVE for 802.11p [8] was in-
troduced for specific support in vehicular networks. WAVE
is capable to support a range of applications and services
belonging to ITS with a special focus on safety critical ap-
plications [15]. Several research efforts have been put in
place to physically evaluate the performance of 802.11p with
its predecessors [13, 16] on a highway environment. A recent
addition to the same family is 802.11ah (that is, long-range
WiFi) [17] which is also expected to be a decent option in
vehicular environment. Long-range WiFi can provide a
better radio coverage up to over 1 km as compared to other
siblings which can improve the connection duration to
provide sustainability with least number of handovers [18].

WiMAX [14] is another wide area network (WAN)
access technology, belonging to WLANs, that has been
considered for VANETs due to its large geographical cov-
erage and capability to theoretically support a higher data
rate up to 72Mbps. .e IEEE 802.16e was emerged as the
mobile WiMAX standard that could support communica-
tion up to 160 km/h speed of moving vehicles with different
QoS parameters, even for nonline of sight communication.
A scheduling algorithm is employed inWiMAX as a channel
access method where a mobile terminal needs to compete
once initially, which could be more robust in collision
scenarios [19]. .e only problem with the WiMAX was
nonconformance of a specific standard for high mobility
environment; hence, the technology could not take off in
VANETs as expected.

With the evolution of cellular infrastructures, 4G/LTE
[7] has been a hot choice in vehicular environment. It can
also support reasonable data rate with the smoother
handover management mechanism as compared toWiMAX
and WLAN. Several works throw light on various issues of
4G/LTE when employing into a very high mobility

environment. .e authors in [20] first presented an ana-
lytical framework to compare the performance of 4G/LTE
with the WAVE in terms of beacon probability before the
deadline expiry. Similarly, authors in [21] identified the
potential use cases for operator-controlled device-to-device
(D2D) [22] communication in VANET. Another article [23]
discussed the suitability of LTE service with high bandwidth
and long radio coverage in an urban environment. Satellite
communication can be another access technology to be used
in VANET [24]. Due to the huge costs involved, this access
technology has not been employed widely except for some
safety critical applications. However, it can still be consid-
ered a backup option in the absence/failure of other available
technologies in case of an emergency.

In the recently conducted research discussed above, most
of the roadside infrastructures use a single communication
technology (single interface) to communicate with peer
infrastructures and other entities of the network that inherits
the limitations of that communication technology. Till date,
no literature is available that proposes a system with multi-
interface (heterogeneous) communication technology in
VANETs. In this paper, the authors have proposed a het-
erogeneous VANETarchitecture to be used in IoV networks
to enhance the overall performance and efficiency of data
forwarding (data communication) in vehicular networks.

3. Proposed System Model

.is section presents the generic system model for proposed
heterogeneous solution leveraging multiple access tech-
nologies to enable ubiquitous communication in IoV tar-
geting V2I communication. .ree different access
technologies have been considered in this work such as
WAVE [8], long-range WiFi [17], and 4G/LTE [7]. .e
IEEE802.11p (WAVE) and IEEE802.11ah (long-range WiFi)
are the members of WLAN family while 4G/LTE belonging
to wireless cellular technologies. .ere are several reasons to

Customer support

Security system

Precise navigation

Advanced diagnostics

Signal control
Police/emergency

Speed control

Condition monitoring

Driving conditions

Control centre communication

Figure 1: An ITS vehicle being a part of Internet of vehicles.
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choose these three as access technologies among a bulk of
options available in the market. First, they have already got
equal acceptance by the academia and the industry. Second,
the standards are already on the mature stage. .ird, they
have been individually deployed and tested and conform to
the characteristics of vehicular environments. .e system
architecture, protocol stack, and BIS algorithm are presented
in the rest of this section.

3.1. A Holistic View of Heterogeneous IoV Architecture.
.e multi-interfaced IoV system exploiting the radio over
fiber (RoF) [15] paradigm is proposed where moving ve-
hicles are equipped with the vehicular GID terminal with
more than one wireless interfaces installed. .ese interfaces
are capable to communicate with small radio access units
(RAUs) installed along the roadside to relay the commu-
nication onto control station (CS) in the V2I mode. .e
optical fiber is employed to connect RAUs with the CS and
for the onward backhaul connectivity with the network
backbone as shown in Figure 2.

.e architecture follows a three-layered approach in
order to simplify the functionality of various components.
.e client layer at the bottom covers intravehicular and
intervehicular communications (e.g., communication
among various sensor nodes within a vehicle). It is also
responsible for enabling IoV addressing and maintaining a
trustworthy identity in the cyberspace. .e connection layer
deals with the interconnectivity of different network com-
ponents within a network and integration of other available
networks within vehicular environment. Similarly, the cloud
layer is finally responsible for enabling all the IoV services
and applications. It also offers many cloud-based services
like mass storage, virtualization, and real-time interactions
among different network entities. We now highlight the
functionality of various components of this architecture.

3.1.1. Radio Access Unit. RAU is a radio antenna with very
simple functionality that is capable to listen on a range of
frequency bands irrespective of the underlying technology
being used at the transmitter side. RAU moves all the other
functionalities of a RSU onto CS. It only receives the signal
and subsequently performs electrical to optical (E/O) con-
version before relaying the packet onto fiber link. Similarly,
it receives the reply back from the fiber link, the opto-
electrical converter does its job, and the response is relayed
back to the respective vehicle. Exploiting this kind of an-
tenna structure brings several advantages, such as easier
network planning and management due to very simple
antenna structure and functionality, low interchannel in-
terference, longer battery life, and very low capital expen-
diture (CAPEX) [25].

3.1.2. Control Station. .e CS is another fundamental
component that is responsible for controlling the rest of the
operations of heterogeneous IoV architecture. .e control
functions of the system, such as frequency allocation,
modulation/demodulation, and processing, are performed

at the central site, simplifying the design of the RAU.
Centralized architecture allows a dynamic configuration of
radio resource and capacity allocation. .e optical fiber is
transparent to modulation, radio frequency, and bit rate;
hence, multiple services on a single multimode fiber can be
supported at the same time using RoF managed by the CS.
.e CS is further connected to cloud such as Public Switched
Telephone Network (PSTN) or the Internet. Multimode
optical fiber can dramatically play its role to achieve higher
throughputs at the CS. In the context of VANETs, we argue
that an RoF-based V2I architecture can provide reliable,
secure, and cost-effective infrastructure if the fiber has al-
ready been deployed in an area. .e proposed system is fully
capable of exploiting the advantages of integrated wired (i.e.,
fiber) and wireless solutions for the throughput intensive
infotainment applications as well as pervasive internet
connectivity.

3.1.3. GID Terminal. .emoving vehicles are equipped with
GID terminals and are connected with RAUs using a radio
link, and the front-end transmission takes place using the
same radio link but irrespective of the fact which wireless
interface at the vehicle side is currently active. Multi-
interfaced GIDs are capable of providing continuous ra-
dio connectivity with different kind of wireless access op-
tions (such as WAVE, long-range WiFi, and 4G/LTE).
Although different wireless interfaces possess different
properties in terms of available bandwidth, data rates,
communication range, and billing cost, however, the users
demand continuous connectivity to fully utilize the set of
communication services being always connected to the
internet.

3.2. Protocol Design of Heterogeneous IoV Architecture.
.e protocol stack for the proposed multi-interfaced IoV
architecture depicting the role of various communication
layers is shown in Figure 3. .ere may be different kinds of
throughput requirements for the apps running within dif-
ferent vehicles. All the radio signals irrespective of the
technology are received by a nearby RAU and are further
converted to optical signals through the electrooptical (E/O)
conversion unit. Similarly, optoelectrical (O/E) conversion
unit is present on the CS side which converts optical signals
back into electrical ones for onward processing of the user
request by the CS.

Let λ be the wavelength to represent a certain type of
communication on the fiber link, and then different
wavelength values ranging from λ1, λ2, λ3 . . . λn may be
multiplexed to travel through multimode fiber to support
multiple communications simultaneously. For example, the
well-known IEEE 802.11p signal may be assigned as λ1, IEEE
802.11ah is λ2 and, similarly, the communication on the 4G/
LTE interface can be assigned as λ3. .e optical fiber link is
capable to carry these different lambdas employing multi-
mode fiber. However, the data rates offered by multimode
fiber may vary from 10Gbps to 1Gbps up to a distance of
550m and 1000m, respectively [26]. Different communi-
cation layers depicted in Figure 3 have certain type of roles.
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After the physical layer on the fiber channel (FC-0), the FC-1
layer performs the duty of data encoding and decoding.
Similarly, framing is the responsibility of FC-2. Many other
types of services related to different communication tasks are
carried out at fiber channel 3 while layer 4 of the protocol
stack performs protocol mapping. For vehicles using
WAVE, long-range WiFi, or 4G/LTE interfaces at a par-
ticular instance, the data packets forwarding follows through
all the layers of 802.11p, 802.11ah, and International Mobile
Telecommunications (IMT) Advanced standard stacks, re-
spectively. .e summary of notations used throughout the
paper is shown in Table 1.

3.3. Best Interface Selection (BIS) Algorithm. .e idea of
employing BIS interface permits the vehicular users to
switch between the interfaces belonging to different tech-
nologies as per the best suitability of application re-
quirements as shown in Table 2. In fact, the interface
selection criterion for connectivity may depend on several
QoS parameters such as throughput, delay, or other user
preference like cost-effectiveness. .erefore, the presence of
multiple wireless interfaces ensures services through always
best-connected user interface at all the times.

.e multiple interfaces (WAVE, long-range WiFi, and
4G/LTE) also serve as a back-up to each other in case one
interface is a bottleneck for any reason for a certain type of
services. .ere may be a variety of different applications

running by vehicular users. .e algorithm randomly selects
the interface of an access network from the available op-
tions and checks if QoS requirements (in terms of band-
width and/or delay) are successfully met by the chosen
interface or it needs to switch over to some new interface.
Cost may be another user-defined preference. If the QoS
parameters are satisfied, the interface with lowest cost
would be opted. .e algorithm also serves the purpose to
manage load sharing between different interfaces. For
example, if an interface undergoing congestion can start
causing longer delays, if it does not meet the maximum
delay requirement, and the algorithm run will result in
changing to some other interface.

4. Results and Discussion

4.1. Simulation Environment. In this section, the simulation
environment is discussed in detail highlighting several ap-
plication parameters. Each vehicle is equipped with multiple
wireless interfaces that is (long-rangeWiFi [17], 4G/LTE [7],
and WAVE [8]) installed on GID for establishing connec-
tivity in the given simulation scenario. .e performance of
the proposed heterogeneous architecture is evaluated in
comparison with existing wireless standards on the basis of
different performance metrics such as throughput, delay,
and server load. .e general parameters for the simulation
environment can be seen in Table 3.

Connection level Control station

Internet/network
backbone

Optical fiber

Radio access unit
(RAU)

VANET cell

Cloud level

Multi-interfaced
GID-equipped vehicle

Client level

Figure 2: A generalized view of proposed heterogeneous VANETs architecture.
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In the first phase, all the available wireless interfaces are
evaluated individually in a given scenario against a set of
requirements imposed by various applications. .en, the
proposed heterogeneous architecture is evaluated in the
same scenario against the same set of requirements to
identify the variation among different performance in-
dicators. .e detailed performance analysis based on the
chosen indicators is presented in the following section.

4.2. Comparison of the Proposed Heterogeneous Architecture
with Individual Wireless Interfaces

4.2.1. Analysis of 5roughput Parameter with respect to
Simulation Time. .e simulation results in Figure 4 il-
lustrated the throughput parameter using different com-
munication technologies in a scenario compliant with the
simulation parameters in Table 3. .e graph shows that the
heterogeneous architecture with dynamic and adaptive
network selection outperformed WAVE and long-range
WiFi standards and shows a high peak of 1100 packets/
second at the beginning of the simulation time and then
gradually goes on declining with time. Although proposed
heterogeneous architecture selects the best network in-
terface depending on the availability at that time with
respect to several parameters (e.g., radio propagation and
coverage, signal strength, sufficient bandwidth, higher data
rate, and lower latency) but, heavy user applications such

as, Voice over Internet Protocol (VoIP) and video con-
ferencing, are continuously entertained, and thus the
throughout tends to go down below to 30 packets/seconds
in all the cases. Nevertheless, the proposed architecture
remains in the leading role as compared to other coun-
terparts throughout the simulation time.

4.2.2. Analysis of Delay Parameter with respect to Simulation
Time. .e graph in Figure 5 depicted the end-to-end delay
offered by different communication standards. .e figure
clearly shows that the delay gradually increases above the
simulation time of 15 seconds for all communication
standards. Especially, the 4G/LTE standard shows higher
delay peak of 1800ms at 300 s simulation time than
1400.18ms for the long-range WiFi standard at the same
simulation time. However, heterogeneous architecture
shows least delay of 451.80ms at 300 s of simulation time.
.e reason for such a long delay shown in the case of the
4G/LTE standard might be the higher number of requests
by data intensive applications such as VoIP of global system
for mobile (GSM) quality and video conferencing, and
hence, the network gets loaded causing congestion on the
link. In case of the heterogeneous architecture, initially, the
rapid switching of communication technologies based on
number of requests from various applications with varying
distances between the source and the destination causes
similar latency as compared to other cases, but it soon

Radio access unit
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Control station
(CS)

WAVE
(interface)

Long-range WiFi
(interface)

4G/LTE
(interface)

WAVE
(interface)

Long-range WiFi
(interface)

4G/LTE
(interface)

Communication with
multi-interfaces

Best interface
selection

O/E
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λ2
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FC-4 protocol map
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Figure 3: Protocol stack for multi-interfaced VANET.
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stabilizes itself after 60 s on the average value of 445.5ms
throughout the simulation time.

4.2.3. Analysis of the Server Load Parameter with respect to
Simulation Time. As the number of requests per second on
the server increases by the clients running Hypertext
Transfer Protocol (HTTP), E-mail, File Transfer Protocol
(FTP), VoIP of GSM quality, and video conferencing

applications, Figure 6 shows a gradual decrease due to
frequent switching between different technologies in the
presence of a hard requirements imposed by a plethora of
running applications. .e heterogeneous architecture ex-
hibits a higher server load starting from 27.6 requests per
second that remains higher throughout the simulation as
compared to long-range WiFi and other available in-
terfaces. As the proposed heterogeneous architecture is an
adaptive multi-interfaced architecture that selects best
available interfaces, it is capable enough to serve a higher
number of requests as compared to other counterparts.

4.2.4. Impact of Mobility Speed on the5roughput Parameter.
As shown in Figure 7, by varying the mobility speed, the
throughput parameter demonstrates relatively irregular
trend in the graph. However, the proposed heterogeneous
architecture offers a reasonable throughput of 101.55
packets/second at mobility speed of 55 kmph. Furthermore,
it can also be seen from the figure that the throughput tends
to decrease as mobility speed varies from 60 till 80 kmph.
On the contrary, the WAVE standard demonstrates a
significantly lower throughput of 58.41 packets/second at
the same level of mobility. .e main factor behind faded
throughput is the increase in mobility speed of source and
destination vehicles during communication. .e hetero-
geneous architecture is able to cope well with increasing
mobility speed as compared to other options due to dy-
namic interface selection based on application demand.
.en, it goes on decreasing between 65 and 70 kmph due to
frequent disconnections.

4.2.5. Impact of Mobility Speed on the5roughput Parameter.
In Figure 8, the impact of mobility on delay is quite sig-
nificant for all wireless options especially for 4G/LTE and
long-range WiFi, that is, 1811.38 and 1402.18ms at the
speed of 80 kmph, respectively. .e reason behind high
delay is mainly due to sparseness of source and desti-
nation nodes as mobility speed goes on increasing. .e
demand for running user’s applications (such as VoIP and
video conference) causes congestion hindering the traffic
flow and reduces bandwidth for delay intensive applica-
tions. However, heterogeneous architecture tackles the
delay by dynamic switching to different available wireless
interfaces as per mobility requirement and exhibits
moderate delays.

4.2.6. Impact of Server Load with respect to Mobility Speed.
.e graph depicted the effect of varying mobility on server
load for different wireless technologies. As shown in
Figure 9, the server load can have huge impact on mobility
speed from 55 kmph to 62 kmph. .e proposed hetero-
geneous architecture serves the maximum number of
client requests right from the start of the simulation time
but goes down rapidly until the mobility speed of
62 kmph. .en, it starts stabilizing from approximately
9 request/s to less than 5 request/s as compared with other

Table 1: A summary of notations used throughout the paper.

Symbol Definition

dproc
.e processing delay is the time that a node spends

processing a packet

dqueue
.e queuing delay is the time required to put an
entire packet into the communication media
multiplied by an average length of the queue

Da Delay requirement of the application
dltetotal Total delay of the LTE interface
dwavetotal Total delay of the WAVE interface

D(m×t)
Delay availability matrix for single hop

communication
dk,n ε D(m×t) .e delay of network interface k at time n
B Bandwidth of the network interface
Bwifi Bandwidth of the WiFi interface

B(m× t)
Network availability matrix for single hop

communication
c Unit cost
ck ε C(m) Unit cost of any network interface k

S(m×t)
Network scheduling according to interface m in

time slot t
Nn Network utilization of the interface
Ninclte Network utilization of the LTE interface
Nincwave Network utilization of the WAVE interface
M .e number of network interfaces
dtotal,k Total delay of the selected network interface k
T .e number of time slot periods

dtrans
.e transmission delay is the time required to put an

entire packet into the communication media

dprop
.e propagation delay is the time required for a
packet to reach from vehicle to the RAU divided by
propagation speed of the media or speed of light

dtotal Total delay
dwifitotal Total delay of the WiFi interface
dwifitotal Total delay of the WiFi interface
dwavetotal Total delay of the WAVE interface
dk,n ε D(m×t) .e delay of network interface k at time n
Blte Bandwidth of the LTE interface
Bwave Bandwidth of the WAVE interface

bk,n ε B(m×t)
.e bandwidth of that network interface k can

provide at time n

C(m)
Vector of unit cost of all the available network

interfaces
C(e) Cost of all network interfaces e
sk,n ε S(m×t) Network k selected at time n
Na Network utilization by the application
Nincwifi Network utilization of the WiFi interface

Ninc
Sum of bandwidth x delay product of all network

interfaces
k Current selected network interface
ck Unit cost of selected network interface k
ba Bandwidth requirement of the application
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counterparts which do not specifically perform better
against increasing mobility speed.

4.3. Benefits of the Proposed Heterogeneous Architecture.
.is section presents some prevalent features of the pro-
posed multi-interfaced architecture from various aspects of
VANET. .ese features are enlisted as follows.

4.3.1. Cost-Effective Solution. .e cost-effectiveness is of
utmost significance in the multi-interfaced architecture.
.e effort was to make the design inexpensive in-
troducing cheaper RAUs following a very simple trans-
mission mechanism. It is pertinent to mention that the
costs may be higher in the areas where the fiber needs to
be installed from the scratch. .e proposed RoF approach

Table 2: Best interface selection algorithm for IoV.
1: Procedure: m(B, C, D, N) //selecting interface

for an application requirement app
2: B⟵ set bandwidth requirement
3: C⟵ set cost requirement
4: D⟵ set delay requirement
5: N⟵ set network utilization requirement
6: SET sk,n � 1 such that skn ε S(m×t) //Interface⟵ select a random network ID for initialization
7: SWITCH app’s access preferences (B, C, D, Nn)
8: CASE B:
9: IF bkn >� ba such that bk,n ε B(m×t) //if the current network interface meets application bandwidth requirements then,
10: RETURN B
11: ELSE B(m×t) >� ba such that B(m×t) � B � Blte � Bwave � Bwifi //compare it with

//the bandwidths available to other access networks
12: RETURN B //network interface with highest bandwidth support
13: BREAK;
14: CASE C:
15: C(m)�  C(e) //sum of costs of all links “e”

ck ε C(m)
16: For all C(m), ck ε C(m) do //FOR get the list of networks to iterate and sort in the increasing cost order
17: RETURN (min(ck)) //return the network interface with least cost. k, m
18: BREAK;
19: CASE D:
20: IF dkn <� da such that dk,n ε D(m×t) where dtotal,k � dproc + dqueu + dtrans + dprop

//if the current network interface meets the delay requirements then, return void
21: ELSE D(m×t) <� da such that D(m×t) � dtotal � dltetotal � dwavetotal � dwifitotal

//compare it with the delays of other access networks
22: RETURN ∀ dtotal e D

min(dtotal)
total, m //return the network interface with least delay

23: BREAK;
24: CASE default:
25: For all ck � 0 to n, //where n is the nth cost amount subject to vector of unit cost, that is, C(m), ck e C(m)

//FOR get the list of network interfaces to iterate and sort in an increasing cost order
26: IF Nn >�Na such that bk,n e B(m×t) and dk,n e D(m×t), where Nn � B ∗ dtotal,n

//if the current network interface meets bandwidth and delay requirements then,
27: RETURN Nn
28: ELSENn <Na such thatNn � Ninclte � Nincwave � Nincwifi andNinclte � Blte ∗ dltetotal,Nincwave � Bwave ∗ dwavetotal,Nincwifi � Bwifi ∗ dwifitotal

//compare it with the bandwidth and delay for other available access networks, and
29: RETURN (max(Ninc)) //the one with highest bandwidth and least delay

Ninc e N
30: BREAK;
31: F sk,n � 0 //no network interface is assigned then,
32: RETURN false;
33: ELSE RETURN true;

Table 3: Simulation parameters.

Parameters Values
Simulator NCTUns 6.0 [27], OPNET Modeler [28]
Wireless
technologies Long-range WiFi, 4G/LTE, WAVE

Standards IEEE802.11ah, IMT advanced, IEEE
802.11p

Frequency bands 2.4GHz, 700–2570MHz, 5.9GHz
Simulation time 300 sec
Number of vehicles 30
Acceleration 1
Deacceleration 4
Speed of vehicles 55–80 km/hour
Traffic type TCP/UDP
Traffic application VoIP, video, FTP, HTTP, E-mail
Scenario Semi-Rural, Rural
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is robust than the existing architectures in terms of data
rate, bandwidth availability, and quality of service pro-
vision. .e overall cost factor depends on the existing
infrastructure available. For example, if the proposed
architecture is to be deployed in an area already covered
by fiber services, the only major cost can be the RAU
deployment which can be up to tens of USDs.

4.3.2. Congestion Control. Congestion on the network is
one of the few troublesome aspects that may gradually
lead to slower down the performance of overall network.
Accidents, emergencies, or other mishaps usually cause

this congestion in VANET as a single point of failure; the
entire network appears to be bottleneck and goes down.
As the proposed architecture supports many interfaces so
if there is some problem with one interface, other nodes
can carry on their communication by some other
interfaces.

4.3.3. Support for Future Technologies. .e proposed ar-
chitecture demonstrates its compatibility to support many
future technologies (such as Fifth Generation (5G) or
HaLow) [29] as the RAU design can support a wide range of
frequency bands irrespective of the wireless technology
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Figure 4: .roughput of RoF-based proposed heterogeneous ar-
chitecture against other wireless interfaces.
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Figure 6: Server load of proposed RoF-based heterogeneous ar-
chitecture against other wireless interfaces.
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standard. .erefore, the deployed RAUs along the roadways
can serve to listen on various frequency channels without
fearing technology obsoleteness.

4.3.4. Capacity. Utilizing fiber as communication link be-
tween several RAUs and CS provides a large number of
benefits to network providers because the existing fiber
infrastructure spread over most of the areas in advanced
countries can be shared for VANET services, and hence,
higher throughputs can be achieved. .anks to the

availability of multiple interfaces at a time where each in-
terface can support a bulk of nodes, the proposed archi-
tecture is more scalable as well.

4.3.5. Ease of Management. .e regions where fiber is al-
ready deployed, the proposed architecture can be imple-
mented rapidly with least control infrastructure. A small
number of CS are enough to provide the infrastructure
management facility due to the idea of fiber connectivity at
the backhaul, and CS is the only centralized entity for all
kind of processing on the user requests.

4.3.6. Carbon Footprint Savings. As per the statistics, ICT is
accounted for 2% of the global carbon footprints, and this
trend is going to continue with an annual increase of 10%
[30]. Every effort made to minimize this effect would
eventually prevent the environment. .e proposed archi-
tecture employs fiber at the backhaul to connect with the
network backbone. Hence, it would contribute in the carbon
emission savings towards the phenomenon of Green Net-
works [3].

5. Conclusion

.is paper proposes a novel heterogeneous architecture for
Internet of vehicles based on multiple wireless interfaces
available for communication. One of the critical re-
quirements of the vehicular communication is the future
compatibility for a variety of modern network standards.
.e proposed heterogeneous architecture outperformed
the existing wireless technologies when evaluated in-
dividually on the basis of high throughput and low latency
in comparison with long-range WiFi, 4G/LTE, and con-
ventional WAVE architectures by varying simulation time
andmobility speeds. Moreover, the performance of existing
architecture compared to proposed architecture varies as
per underlying application demands and network support
(i.e. bandwidth intensive applications require high-speed
network interface). .e proposed architecture ensures the
provision of best available connectivity that can fulfill users’
demands frequently, thus serving higher number of clients.
.e proposed RoF-based architecture with multi-
interfacing will be a promising solution for future vehic-
ular networks which simultaneously ensures integrity,
compatibility, and reliability of the interconnected devices
in IoV environment. .e work can further be extended
towards the classification of vehicles on the basis of ap-
plication requirements in order to minimize the access
control issues as the number of vehicles and application
demand increases, thereby reducing congestion on radio
access units. Moreover, a more detailed analysis on the
capital and operating costs of such approaches has been
scheduled as a future work. Furthermore, several other
themes can be integrated with the proposed architecture
(such as, information centric networks (ICN) [31] and
mobile edge computing (MEC) [32] paradigms) to further
exploit the advantages of the proposed architecture.
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Internet of Vehicle (IoV) is playing an increasingly important role in constructing an Intelligent Transport System (ITS) of safety,
efficiency, and green. Safety applications such as emergency warning and collision avoidance require high reliability and timeliness
for data transmission. In order to address the problems of slow response and local broadcast storm commonly existing among
waiting-based relay schemes of emergency messages, a local topology information sensing technology-based broadcast (LISCast)
protocol is proposed in this paper, making use of the advantage of probability-based forwarding scheme in redundancy inhibition.
According to the beacon broadcasted periodically between vehicles, LISCast collects information about number and distribution
of neighbor, from which the characteristic information such as effective candidate number, maximum forwarding distance, and
global traffic density are extracted. ,rough embedding the characteristic information into the head of broadcast packets by the
message sender for assisting in making relay decision, the alternative receivers uniformly schedule forwarding priorities in a
distributed and adaptive way. LISCast works without the help of a roadside unit and generates a little more overhead. ,e
simulation results show that LISCast improves the ability to adapt to dynamic topology by optimizing the performance of delay,
redundancy, and broadcast efficiency upon the condition of satisfying the high level of transmission reliability.

1. Introduction

IoV is themost typical applications for the Internet of,ings
(IoT) technology [1] in the field of transportation. ,e
communication networks of IoV mainly include vehicle to
vehicle (V2V), vehicle to infrastructure (V2I), vehicle to
pedestrian (V2P), vehicle to network (V2N), and so on [2].
Vehicles can communicate to each other and share data
through the onboard devices, which are of great importance
in reducing traffic accidents and improving road efficiency
[3]. IoV is one of the most significant technologies to realize
ITS, which attracts the increasing attentions from the in-
dustry and academia. Nowadays, there are two main stan-
dards [4] about IoV. One is the developed DSRC (dedicated
short range communications) [5], which is proposed and
carried out by American and Japan, in the way of ad hoc to

generate network using 802.11p as the communication
protocol. ,e other is C-V2X (cellular vehicle-to-
everything), which is suggested at most by Europe and
China, making use of developing and widely distributed
cellular network to satisfy the low delay and high reliability
of vehicular environment [6].

Emergency messages always contain information about
life, which should be notified to the vehicles located behind
in the range of several kilometers driving towards the ac-
cident place, for the purpose of avoiding the serial collision
and improving driving safety [7, 8]. Because the commu-
nication range of vehicle devices is about 300 meters only,
multihop forwarding will be used to spread the emergency
messages to the risk of zone (RoZ). As is known the core of
multihop routing protocols is how to select the relay nodes.
According to the way of relay selection, the existing
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broadcast strategies mainly include two kinds [9]: the
sender-based forwarding scheme and receiver-based for-
warding scheme.

,e sender-based schemes specify relay nodes by the
sender based on the neighbor information. ,e specified
forwarder forwards packets as soon as possible once it re-
ceives emergency messages. ,is scheme can spread mes-
sages rapidly. Besides, no matter how to change for the
density of traffic, the level of useless duplicates remains
steady. It is an effective method to avoid broadcast storm,
which is a common problem for designing broadcast pro-
tocols. However, these schemes depend on real time and
precise neighbor information. As a matter of fact, it is a
challenge for beacon to collect the accurate neighbor in-
formation because of the highly dynamic topology of IoV.
,e chosen relay node is not always the optimal candidate in
geography, which means that covering the whole RoZ will
experience more hops of forwarding. Actually, each time one
hop increases in the process of multihop forwarding, more
redundancy is produced and the probability for the
broadcast to be interrupted increases as well. Furthermore,
the reliability of sender-based schemes falls sharply when
encountering channel fading and interference in the quickly
changing topology of networks.

Receiver-based schemes do well in utilizing the sharing
features of wireless channel to disseminate emergency
messages. ,e candidate receivers cooperate with each other
to forward packets in a distributed way according to certain
rules. For example, the most popular broadcast protocols are
farthest-first schemes, which are based on the position of
vehicles. ,e priorities of candidates are directly pro-
portional to the distance between the sender and receivers.
,e farthest node will forward packets preferentially. On the
one hand, the nearer candidates will be suppressed to
compete for forwarding, so that less redundancy will be
produced. On the other hand, the farthest-first rule can
ensure the most extensive coverage per hop, so that fewer
hops will be needed to warn all the vehicles locating in the
RoZ. Because the forwarding decision is made after receiving
packets, the broadcasting continuity can be ensured to some
extent, which is why receiver-based schemes attract so much
attention from researchers. However, there exist problems of
slow response and local broadcast storm [10] because of the
receivers’ lack of enough knowledge about the sender’s
topology, which will be discussed in detail in Section 3.

Based on the analysis of the requirements for dissemi-
nating emergency safety messages, this paper focuses on the
receiver-based broadcasting scheme, which is one of the
most promising protocols in IoV.,e main contributions of
this paper are two-fold:

(i) First, we highlight and indicate the problems of slow
response and local broadcast storm, which commonly
exist in the farthest-first waiting-based broadcasting
protocols but are ignored.

(ii) Second, a fast and low overhead broadcasting
scheme, called LISCast, is proposed based on the
sensing of local topology information as a solution to
the problems we analyzed.

,e study is organized as following. Section 2 reviews the
related works. Section 3 introduces the problems and
challenges existing in the farthest-first broadcasting
schemes. Section 4 describes in details the design of pro-
posed broadcast protocol LISCast, including the technology
of local information sensing, forwarding scheme, and
retransmission strategy. Finally, simulation and results
analysis are shown in Section 5, which is followed by
conclusions in Section 6.

2. Related Works

In order to disseminate emergency messages quickly and
reliably, many excellent broadcasting protocols have been
proposed in the past years, among which waiting-based,
contention-based, and probability-based schemes are the
most popular ones.

,e waiting-based broadcasting scheme was first in-
troduced to IoV in [11]. All candidates configure their
forwarding priorities by assigning different waiting times
according to the distance from themselves to the previous
forwarder. ,e famous priority schedule rule is seen in the
following formula, which is shown as formula (2) in [11]:

D
j
wait � Dmax · 1−

dij

R
 , (1)

where dij is the distance between the receiver j and last
forwarder i, R is the communication range, and Dmax is the
maximum waiting time. We can see from formula (1) that
the larger distance from the receiver to sender, the less
waiting time can be scheduled, suppressing the nearer re-
ceivers to rebroadcast. In this way, the geography progress of
messages in each forwarding hop can be maximized. As a
result, fewer hops will be needed to cover the whole RoZ.

Similarly, the authors in [12] allowed the candidates to
wait some time before forwarding according to the farthest-
first rule. But they did not give exact equations to calculate
the waiting time. UMB [13] was first proposed to configure
nodes’ priorities in the MAC layer. RTS/CTS (Response To
Send/Clear To Send), which was first used in unicast, was
introduced into broadcast protocol to alleviate the impact of
hidden terminal and to enhance broadcast continuity.
However, frequent handoff caused by break link would
increase extra control delay, preventing messages dissemi-
nating quickly. Besides, apart from distance, the speed of
candidates was considered to schedule the forwarding pri-
orities in [14]. Although in [15] the farthest-first forwarding
scheme was extended to implement in multichannel oper-
ation. In the past few years, many other protocols have been
proposed with the similar forwarding rule to optimize
broadcast performance in certain scenarios such as OppCast
[16], UV-CAST [17], ROFF [18], and so on.

Different from waiting-based forwarding schemes,
contention-based forwarding schemes assign candidates’
priorities using the size of Contention Window (CWmin)
rather than the waiting time. In [19], different values of
CWmin are set to vehicles according to their distance from
the sender. ,e longer distance between the receiver and
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sender, the smaller CWmin value could be configured. In
order to reduce redundancy furthermore, in [20] only ve-
hicles falling in some narrow segments could join to compete
channel access. Other similar contention-based broadcast-
ing schemes could be seen in [21, 22]. Although the extra
waiting delay was eliminated in contention-based schemes,
the broadcast efficiency would decrease because the optimal
candidates in geography may fail to access the contention
channel. Furthermore, since the size of CWmin is limited, the
number of candidates joining the program of channel
competition is certain, leading to serious collision in the
dense network, and expanding the size of CWmin would
increase the delay of channel access.

,e orobability-based scheme was firstly proposed on
the basis of the farthest-first forwarding scheme by Wisit-
pongphan et al. [23]. It was an effective method to control
redundancy. ,e well-known representatives are Weighted-
p and SlottedP. ,e forwarding probability is directly pro-
portional to the distance between the receivers and senders
in Weighted-p, so that the farthest vehicles had higher
probabilities to rebroadcast. To avoid erroneous forwarding
judgment, vehicles in SlottedP firstly wait for some time
according to formula (1) and then rebroadcast messages in a
certain probability P. To improve the adaptive capacity of
routing, many schemes were proposed. For example, in [24]
dynamic density was estimated, while in [25] the usage of
channel was monitored to adjust forwarding probability.
Besides, in [26, 27], real-time vehicle density and distance
between vehicles and other factors were combined to
schedule rebroadcasting probability. ,e fewer the vehicles,
or the longer the one hop distance, the higher the probability
can be set. Although probability-based scheme can reduce
packets collision caused by rebroadcasting of neighbors at
the same time slot, it is at the cost of reducing broadcast
efficiency, because the most optimal candidates do not al-
ways win the channel contention for they are forwarding
data in some probability.

3. Problems and Challenges

As the popularization of positioning module and the con-
tinuous improvement of positioning accuracy, GPS (global
positioning system) turns to be the standard configuration of
automobile gradually. Position-based protocols have made a
great progress in the past few years for disseminating
emergency safety messages, among which waiting-based
schemes were the most popular ones because they made
fully use of the sharing feature of wireless channel and were
easy to be realized in engineering. As is shown in formula (1),
the priority was set in terms of a timer, by which the farthest
candidates were configured the least waiting time to forward
packets, so that the single hop progress was maximized and
the nearer candidates were restrained to relay, resulting in
less redundancy, less contention and fewer hops. However,
the difference of waiting time between adjacent candidates
was so small that they may forward simultaneously, leading
to drastic collision and larger latency of channel access. ,e
situation may be more serious especially in the dense net-
works. Take the Slotted-1 persistence scheme [23] as an

example, without loss of generality, to discuss the problems
that waiting-based schemes face.

As is shown in Figure 1, Slotted-1 divides communi-
cation range into Ns segments. Vehicles in the same segment
have the same priority, and the priority is directly pro-
portional to the distance from the center of segment to the
last forwarder. So that vehicles in the farthest segment have
the highest priorities in terms of waiting time to rebroadcast.
Upon receiving a packet, a node checks the packet ID and
rebroadcasts with probability 1 at the end of assigned time
slotDwait if it receives the packet for the first time and has not
received any duplicates during Dwait; otherwise, it discards
the packet. To avoid erroneous forwarding judgment when
receiving duplicates from multisources, vehicles firstly wait
for a regular duration WAIT_TIME before rebroadcasting,
and the waiting time of candidate j is calculated by the
following formula, which is shown as formula (2) in [23]:

D
j
wait � Sij · σ, (2)

where σ is the one hop time slot and Sij is the configured time
slot number between candidate j and the previous forwarder
i, which is cited from formula (3) of [23] as following:

Sij � NS(1− ⌈min dij, R 

R ⌉). (3)

Note that if node j receives duplicates from multiple for-
warders within the duration of WAIT_TIME, it selects the
largest D

j
wait value as its waiting time. In other words, each

candidate should use the relative distance to the nearest
forwarder to assign waiting time in order to ensure that the
farthest receivers rebroadcast firstly. So that the nearer
candidates are suppressed to relay. We can see from Figure 1
that vehicles E and F falling in the farthest segment are
assigned the highest priority, and vehicle E will be chosen to
calculate the waiting time of receiver of next hop so as to
reduce the delay of single hop.

Note that the broadcast performance is easy to be af-
fected by the fixed parameters such asWAIT_TIME and Ns.
,e larger the value of WAIT_TIME, the lesser the re-
dundancy can be produced, and the higher broadcast re-
liability is achieved, but the longer extra end-to-end delay
could be postponed. In addition, the larger Ns, the greater
difference of waiting time between adjacent candidates will
be set, hence the less collision will occur, but the longer
waiting delay will be assigned for the low priority candidates.
Moreover, the waiting-based schemes are weak to adapt to
the rapid changing topology, which will be illustrated by the
following two examples.

3.1. Slow Response Problem. As is shown in Figure 2, few
vehicles locate on the road nonuniformly, which often
happens on the highway or during the leisure time in urban
scenarios such as morning or night. ,ere are always many
empty segments in the coverage of vehicle communications.
,e farthest candidates (e.g., yellow vehicles), even which are
actually the optimal candidates in this situation, have to wait
certain time to forward packets because it is the farthest
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segment (e.g., green box) that is set the highest priority
according to formula (2). ,e reason is that candidate re-
ceivers’ lack of enough knowledge about the topology of
previous forwarder such as the number of candidates, their
distribution and the real-time density, and so on to make
more intelligent relay decision. ,is schedule scheme
postpones packets disseminating quickly, and this phe-
nomenon is called slow response.

3.2. Local Broadcast Storm. Meanwhile, as is shown in
Figure 3, there are so many vehicles running here and there
in the dense network such as rush hours in the urban or near
toll station on the highway. Many vehicles locating in the
same segment (e.g., yellow cars in red box) have the same
priority to forward packets, according to the waiting time
schedule rule, formula (2), for instance. ,e time difference
of them is so little that they relay packets almost at the same
time slots simultaneously, leading tomore useless duplicates,
higher probability of collision, longer channel access delay,
and lower reliability, and this phenomenon is called local
broadcast storm.

Different from mobile ad hoc network, vehicles in IoV
move in high speed, resulting in highly dynamic topology,
channel fading, and interference, which are serious chal-
lenges for data transmission. Besides, slow response and
local broadcast storm problems of waiting-based forwarding
schemes lead to obvious performance deterioration, which
should be optimized so as to adapt to the dynamic char-
acteristic of IoV.

4. Design of LISCcast

Since the typical waiting-based forwarding scheme lacks of
enough knowledge about the topology characteristic of
candidates, it is hard to adapt to the dynamic topology,
leading to the problems of slow response and local broadcast
storm. A local information sensing broadcast protocol is

proposed in this section to optimize the broadcast
performance.

4.1. Overview of LISCast. ,e packet flow of LISCast can be
seen in Figure 4.,e flow of emergency packets works under
two models. One model is the sender (called source for the
first hop) sensing local topology information based on BSM,
while the other model is the receivers completing forwarding
packets. When receiving emergency packets on the network
layer from upper layer, the sender calculates its characteristic
information of topology using the local information sensing
technology, which will be described in detail in the next
Section 4.2. Together with other normal information about
broadcast messages, the important characteristic in-
formation are embedded into the head of emergency packets
before broadcasting around. Upon receiving emergency
packets, the candidates assign the waiting time and for-
warding probability according to the uniform characteristic
information of the previous forwarder and separate distance
from themselves to the sender. Only the candidates that pass
the probability test can take part in the progress of waiting. If
candidates do not receive any duplicate or ACK during the
period of waiting time, they will relay packets; otherwise, the
waiting progress will be canceled, which means other can-
didates have already rebroadcasted. ,e retransmission
progress will be started at the end of the max waiting time if
the sender (last forwarder) does not receive any ACK or
duplicates. ,e packet will be disseminated hop by hop in
this way, unless it covers the whole RoZ.

4.2. 1e Local Information-Sensing Technology. ,e wildly
existed beacon (called BSM, Basic Safety Message in [5]) in
IoV is used to sense the local topology information for relay
decision.,e local information sensing technology faces two
aspects of challenges at least as follows:

Challenge 1: Low Overhead and Fully Distributed. As we
know, it is better for safety messages to operate in a dis-
tributed way in the highly dynamic environment for satis-
fying the requirements of extremely low timeliness. It is
difficult, if not infeasible, to design a centralized controller
for safety data dissemination due to rapid mobility of ve-
hicles. Frequent control information exchange will in-
troduce heavy overhead and postpone emergency messages
disseminating quickly. We need to design a fully distributed
and lightweight protocol so that safety data can be efficiently
spread to vehicles.

0σ2σ3σ4σ

Communication range

FE

Figure 1: Priority schedule of Slotted-1.
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Figure 2: Slow response of Slotted-1.
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Figure 3: Local broadcast storm of Slotted-1.
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Challenge 2: Uniform Forwarding Rule. ,e characteristic
information which is used by candidates to cooperate to
assign priorities should be uniform. Because of the highly
changing topology and packet loss, the characteristic in-
formation that each vehicle senses according to periodic
beacons may be different from each other. If assigning
priorities using vehicles’ respective characteristic in-
formation, several candidates could be scheduled the same
waiting time to forward packets simultaneously, intensifying
packets collision and increasing channel accessing delay.
,erefore, uniform characteristic information is beneficial to
distinguish the forwarding priorities of candidates.

,e following parts of this section discuss the design of
local information sensing technology in detail.

Vehicles in the network periodically broadcast beacons
to notify neighbors its basic status information such as ID,
location, velocity, direction, and time stamp and so on.
,rough sensing the number and distribution of neighbors,
vehicles can construct a local topology graph. According to
the enough information about topology graph, it is easy for
candidates to select the optimal relay nodes. However,
sharing the topology graph costs heavy overhead, which is
also easy to cause network congestion. In order to reduce the
overhead, a tradeoff scheme can be available. Only a list of
IDs ordered by descending priority in advance is embedded
into the head of packets for relay decision. Although the size
of IDs list is much smaller than that of topology graph, it still
occupies several bytes which cannot be ignored, especially in
the dense network where hundreds of neighbors running
around. Broadcasting such large packet immensely increases
the probability of channel congestion. To address the
Challenge 1, a low overhead scheme is proposed in this
section. Based on the neighbor information, only the
characteristic information of local topology such as the

effective candidate number, the effective communication
distance, and traffic density are extracted and embedded into
the head of packets. No matter how density of traffic is
changed, the size of characteristic information remains
unchanged. ,erefore, the increased overhead is low and
keeps stable when emergency events happen. Besides, the
local information sensing technology operates only on the
basis of beaconing messages, without any help of centralized
controller, satisfying the distributed feature of IoV for
disseminating safety messages.

,e definitions of variables are given below.

Definition 1. Effective candidate number (ECN): the
number of candidates located in the broadcast direction
considering the distribution of vehicles.

ECN is used to adjust the number of segments that the
communication range is divided into, taking the changing
distribution of vehicles into consideration. In fact, wemainly
care about the number of vehicles locating in the farthest
segment. ,us, positive distance weighting coefficient [28] is
used to calculate the value of ECN, which is shown in the
following equation:

NECN � 

Ns

k�1
λk · Nk, (4)

where Nk is the number of vehicles in the kth segment and λk

is the weighting coefficient of the kth segment, which is
expressed as

λk �
d

q

kS
R

, (5)

where dkS is the distance from the kth segment to the sender,
and q is a positive integer.

We can see from formula (4) that the more vehicles far
away from the sender, the larger ECN can be set. For ex-
ample, in the situation of dense traffic, more segments will be
beneficial to differentiate the priorities of adjacent candi-
dates, mitigating the local broadcast storm caused by si-
multaneous rebroadcasting. On the contrary, the less
vehicles locate in the farther segments, in the sparse network
for instance, the smaller ECN can be configured, and the
fewer empty segments turns up where with no vehicles
locating. So that at least one vehicle can be assigned into the
optimal segment, avoiding unnecessary waiting time before
forwarding.

Definition 2. Effective communication distance (ECD): the
distance from the farthest neighbor to the sender.

,e relative distance from candidates to previous for-
warder is the key to calculate the priorities of candidates.
Using ECD to substitute the fixed parameter R for assigning
the waiting time for each candidate can improve the
adaptability of routing protocol against the dynamic of
topology.

ECN represents the changing number of candidates,
while ECD reflects the dynamic distribution of candidates.
With the help of ECN and ECD in LISCast, there are always
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candidates locating in the dynamic farthest segment and
they can rapidly relay packets without any delay, no matter
the density of topology how to change. ,us, the slow re-
sponse problem can be solved mostly.

Definition 3. Effective traffic density (ETD): the estimated
density with the consideration of vehicle distribution.

Due to the high mobility of vehicles, it is hard to collect
the precise neighbor information for designing the exact
values of ECD and ECN. Hence, there may be no less than
one candidate locating at the farthest segment for competing
channel access, which still leads to collision. ETD is pro-
posed in this section to provide the changing topology in-
formation for supporting prediction of ECN and ECD and
assignment of forwarding probability.

,e speed-density liner model [29] is used in this section
to estimate the real time traffic density ρ, which is expressed as

V � Vf 1−
ρ
ρ0

 , (6)

where Vf is the limited velocity when vehicle drives freely, ρ0
is the maximum density that the road can support, and V is
the average velocity of target vehicle, which can be estimated
by the neighbor information.

Given a velocity set of target vehicle at the moment t,
Vh0, Vh1, Vh2, Vh3, . . . , Vhm , where h is the hth broadcasting
period, Vh0 is the velocity of target vehicle, Vhl is the velocity
of neighbor l, and m is the number of neighbors. ,en, the
average velocity of target vehicle at this moment considering
vehicles’ distribution can be expressed as

Vh � 
m

k�1
λkVhk, (7)

where λk is the weighting coefficient of the kth neighbor,
which can be calculated by formula (5) similarly. After
broadcasting beacons for T times, a set of average velocity
can be produced, and the average velocity of target vehicle
during period T can be expressed as

V �


T
h�1Vh

T
. (8)

Gathering formulas (6)–(8) can calculate the estimated
density, as the indicator of real-time traffic flow.

In addition, because of the channel fading and dy-
namic topology, the characteristic information that single
vehicle senses is different from each other. ,e priorities
of some candidates scheduled by the single characteristic
information of themselves may turn to be the same, which
will lead to packet collision and interrupt broadcast
progress. ,erefore, to solve the Challenge 2, LISCast
assigns the priorities of all candidates using the same
characteristic information, which represents the main
topology information of previous forwarder and is em-
bedded into the head of packet itself. Scheduling the
waiting time according to the uniform information and
the same rule, the candidates will compete to forward
packets orderly.

After sensing the local topology information based on
the neighbor information collecting from beacons, the data
frame in LISCast is designed in Figure 5.

,e head of LISCast packet includes three parts. ,e first
part is main information about emergency events such as the
type of message, the time and location of emergency events,
the time stamp and position of last forwarder, broadcast
direction, and so on. ,e second part is characteristic in-
formation of candidate topology, which is used for for-
warding cooperation including the effective communication
distance, the effective candidate number, and the effective
traffic density. ,e last is the extension field.

In LISCast, the precise of neighbor information col-
lecting from periodic beacon is the key. Many schemes were
proposed to ensure the reliability of beacons [30]. ,e most
popular method is repeating broadcasting several times
during the period of beacon, and the packet reception ratio
could reach more than 90% through test [31].

4.3. Relay Strategy. LISCast is improved from the typical
formula (2) of waiting-based forwarding scheme, for the
purpose of optimizing the performance of delay and re-
dundancy and enhancing the adaptability of routing pro-
tocol against the dynamic topology. ,e priority schedule
rule is shown as follows:

T
j
wait � N

j
S · σ, (9)

where T
j
wait is the waiting time of candidate j, and N

j
S is the

number of segment that candidate j belongs to in the
communication range of previous forwarder, which is
expressed as

N
j
S � ⌈NECN ·

max 0, dECD − dij 

dECD ⌉, (10)

where dECD is the ECD of previous forwarder i, dij is distance
between candidate j and i, and NECN is the ECN of i.

When receiving emergency messages carrying the
characteristic information of last forwarder, all the receivers
calculate their waiting time using formula (9). Both of the
characteristic information dECD and NECN are used by
LISCast to make sure that one candidate at least but not so
much candidates are falling in the farthest segment ready to
forwarding messages with the least waiting delay, which is
always set as zero.

Furthermore, in order to restraint the useless redundancy,
a probability-based scheme is introduced to suppress the
nearer candidates to compete to rebroadcast. ,e probability
is directly proportional to the distance between the receivers
and senders, which is shown in formula (11).

Pj � min 1,
dij

dECD
 , (11)

where Pj is the forwarding probability of candidate j. In
order to balance the waiting delay and redundancy, the value
of NECN is always not larger enough in LISCast to differ-
entiate all the candidates. As a matter of fact, there are still
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many candidates with the same priorities colliding to each
other when rebroadcasting packets simultaneously in the
extremely dense network. ,erefore, the estimated density
indicator ETD is used by LISCast to mitigate collision
through suppressing some candidates relaying together with
distance-based probability Pj, which is shown as formula
(12).

Pd �

Pd1, ρETD ∈ sparse traffic ,

Pd2, ρETD ∈ medium traffic{ },

Pd3, ρETD ∈ dense traffic{ },

⎧⎪⎪⎨

⎪⎪⎩
(12)

where 1≥Pd1 ≥Pd2 ≥Pd3 ≥ 0 is the forwarding probability
assigned through the estimated density indicator ρETD,
which is used here to schedule forwarding probability
roughly. ρETD can be used to adjust the dynamic NECN more
precisely in the future.

In particular, the mechanism of LISCast depends on the
precise of neighbor information collecting from periodic
beacon, which is near real time. So it is normal that the
distance between the candidates and sender is larger than
dECD. In this situation, the waiting time is set zero and the
forwarding probability only relays on the Pd, which reflects
the global traffic density in the perspective of the previous
forwarder. So that LISCast can adapt to the dynamic to-
pology to some extent. Besides, the farthest-first forwarding
rule in LISCast can also maximize the coverage of each hop,
realizing rapid dissemination of emergency messages.

4.4. Retransmission Mechanism. As we know, there is no
handoff or retransmission mechanism like unicast adopted
in broadcast scheme of 802.11p MAC layer, so the broadcast
reliability may not be ensured. ,e simplest method to
improve reliability is repeating broadcasting emergency
messages many times. It will produce heavy redundancy and
exhaust the limited spectrum. A retransmission mechanism
is proposed by LISCast to ensure the continuance of
broadcast. ,e last forwarder (including the source node)

will start the retransmission progress only in the case of
monitoring none duplicates or ACK at the end of the
maximum waiting time.

5. Simulation and Results Analysis

,e popular network simulator NS2 and transportation
simulator SUMO [32] are introduced in this section to il-
lustrate and analyze the performance of LISCast.

5.1. Simulation Scenario. Take a bidirectional highway with
six lanes and 3 km long as an example of scenario. ,e width
of the single lane is ignored comparing to the communi-
cation range of 300 meters. 20∼100 vehicles enter the
highway randomly and drive at the speed of 30–100 km/h
using SUMO. Vehicles generate one emergency packet per
one second at the probability of 0.5. ,e other main pa-
rameters are summarized in Table 1.

5.2. Performance Metrics. To illustrate the effectiveness and
feasibility of the proposed broadcast scheme, the following
typical protocols are studied comparatively.

5.2.1. Mflood. ,e most original receiver-based protocol is
implemented into VANET. Upon receiving a packet, ve-
hicles only in the direction of broadcast in this paper forward
it immediately if the packet is new. Broadcast storm in the
scenario of dense network needs to be optimized.

5.2.2. FARTHEST. ,e farthest-first scheme is first pro-
posed in [11] for VANET.,e vehicles that are farther to the
sender are assigned higher priority to access the channel in
terms of less waiting time, optimizing hop progress and
forwarding latency. ,at is why farthest is suggested as the
basic idea of many protocols.

5.2.3. Slotted-1. ,is is one of the most representative
waiting-based schemes in IoV. Slotted-1 firstly waits for the
period time WAIT_TIME for receiving packets form multi
forwarders and then configures waiting time using farthest-
first rule for the candidates locating in the divided narrow
segments.

5.2.4. SlottedP. ,is is one of the typical probability-based
schemes. Similar to Slotted-1, SlottedP assigns priorities of
candidates through relative distance between the receivers
and forwarders, but forwards packets with a probability
(e.g., 50%).

5.2.5. Mflood, FARTHEST, Slotted-1, and SlottedP.
Represent the most familiar design principles of safety
messages dissemination schemes in IoV and have served as
benchmarks for quite a few researches, e.g., [9, 16–18]. In
LISCast, we configure the forwarding probability Pd as {0.95,
0.85, 0.75} according to the estimated traffic density, for the
purpose of mitigating collision roughly in dense network. As
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Figure 5: Data frame of LISCast.
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a matter of fact, this probability-based scheme that LISCast
uses in this paper is only an ordinary advice for reducing
redundancy, which should be meticulously designed to-
gether with the developed density estimation method in the
future.

,e following performance metrics are evaluated for
comprehensively understanding the benefits of LISCast.

5.2.6. Packet Delivery Ratio (PDR). It is the percentage of
packets covering the whole RoZ among the total packets the
sources generate.

5.2.7. End-to-End Delay (E2ED). It is the time difference
between generating time and receiving time when the
messages reach the end of RoZ.

5.2.8. Broadcast Redundancy (BR). It is the number of
duplicates generating per packet.

5.2.9. Forwarding Efficiency (FE). FE is the contribution
yields to PDR each hop.

5.3. Results Analysis. First of all, this section configures the
maximum waiting time as 25ms and runs the simulation 10
times with different initialization and gets the average values
in NS2.

As is shown in Figure 6 that as the increase of vehicle
number, the PDR of all the protocols increase as well, be-
cause the connectivity of network becomes better, and more
vehicles are available to rebroadcast messages. When the
number reaches 80 vehicles/3 km, the PDR of most protocols
begins to decline, because more frequent collision causes
high packet loss due to simultaneous forwarding. Probability
scheme are introduced by SlottedP and LISCast to mitigate
collision and reduce redundancy, so their PDRs keep in-
creasing even in dense network. Because candidates in
SlottedP forward messages in the fixed probability, the PDR
is lower than other protocols in the sparse network. On the
contrary, LISCast adjusts the forwarding probability
according to the estimated real time density and the dynamic
distribution of candidates, thus its PDR keeps at the high
level. However, the PDR of LISCast is still inferior to that of
Slotted-1 when the number is less than 80 per 3 km. ,at is
because the candidates with lower priorities fail to hear the
rebroadcasting due to channel fading and interference. And

they still take part in forwarding, leading to more collision
and packet loss. Furthermore, Slotted-1 improves PDR
through mitigating erroneous forwarding judgment in the
way of waiting for a period of WAIT_TIME for receiving
message from multisources. Hence, the PDR of Slotted-1
plays best among the chosen protocols. Nevertheless, none
measure is adopted by FARTHEST to reduce collision and
erroneous judgment, thus its PDR is the worst of all in the
most density scenarios.

We can see from Figure 7 that the E2ED of all protocols
keeps increasing as the increase of vehicle number. ,at is
because more vehicles compete to forward messages, leading
to longer access delay of wireless channel. In particular, the
E2ED of FARTHEST, Slotted-1, and SlottedP, which belong
to waiting-based forwarding schemes, in the extremely
sparse network such as 20 vehicles per 3 km is much larger
than that in other density scenarios, 40–60 vehicles per 3 km,
for instance. ,at is because the lower priorities candidates
have to wait for the extra time before forwarding, while the
higher priorities positions locating none candidates due to
nonuniform distribution, which phenomenon is slow re-
sponse we have discussed in detail in Section 3. ,erefore,
LISCast uses characteristic information such as effective
candidate number and the maximum forwarding distance to
assist to assign waiting time for receivers in a distributed
way, ensuring the optimal candidates forwarding messages
without any extra delay even in the situation of sparse
network. Besides, in order to avoid erroneous judgment,
Slotted-1 and SlottedP introduce WAIT_TIME before for-
warding, thus their E2ED is much larger than the three other
protocols in which candidates do not have to wait for the
extra time. Indeed, the PDR is improved in this way, but is at
the cost of increasing delay. On the contrary, LISCast in-
novatively makes use of effective candidate number to
mitigate collision and designs effective forwarding distance
to ensure the optimal candidates forwarding without any
latency. Hence, its E2ED is much less than other protocols.
At the point of 20 vehicles per 3 km, the E2ED of LISCast is 3
times less than that of Slotted-1. ,e problem of slow

Table 1: Parameters of simulation.

Parameter Value
Car following model Krauss
PHY model TwoRayGround
MAC model 802.11 DCF
Size of CBR 512 bytes
Maximum waiting time 25, 100ms
Number of segments 5
Forwarding probability, Pd {0.95, 0.85, 0.75}
Simulation time 200 seconds
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Figure 6: Packet delivery ratio vs vehicle number.
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response discussed in Section 3 is addressed in LISCast
reasonably.

Figures 8 and 9 show the broadcast redundancy and
forwarding efficiency vs the number of vehicles. We can see
that as the increase of density of vehicles, the connectivity of
network gets better, and more vehicles joins to forward
packets. ,us, the increasing rebroadcasting aggravates
channel contention and packets collision, leading to more
redundancy and bringing down the increasing speed of PDR.
As a result, all the existed protocols’ BR (Figure 8) increase
and the FE (Figure 9) decrease inversely, and the descending
speed increases with the number of vehicles. ,is is the
problem of local broadcast storm. FARTHEST schedules
priorities based on the distance between the sender and re-
ceivers to restrain near candidates forwarding, so its BR and
FE outperform Mflood. Moreover, Slotted-1 divides com-
munication range into some segments to differentiate can-
didates’ priorities so as to reduce redundancy, so its BR and
FE are superior to that of FARTHEST, but worse than
SlottedP, in which probability forwarding scheme is proposed
to alleviate collision in dense network. However, the con-
figuration of fixed probability in SlottedP losses the PDR,
especially in the situation of sparse network. Correspondingly,
LISCast makes use of characteristic information about dy-
namic topology such as the maximum forwarding distance,
and candidate number and distribution to adjust the number
of segments at which candidates locating, and to assign
forwarding probability according to sensing traffic density
and distribution. As a result, the performance of BR and FE
are improved tremendously compared to the other schemes.
In this way, the problem of local broadcast storm we have
analyzed in Section 3 is solved in LISCast with low overhead
and in a fully distributed way. Nevertheless, in the sparse
network, the performance of LISCast does not very well. ,at
is because the precise of neighbor information, based on
which the sensing technology collects characteristic in-
formation for forwarding decision, gets worse due to quick
mobility of vehicles. So that the adaptive beacon broadcasting
scheme is necessary for LISCast to grantee accurate services.

Furthermore, we configure the maximum waiting time
as 100ms in the simulation to explore the performance of the
proposed scheme, compared with the Slotted-1 in the case of
25ms.

Figures 10–12 show the delay, broadcast redundancy,
and forwarding efficiency of LISCast and Slotted-1 in the
case of 25ms and 100ms, respectively. We can see from
these figures that in the situation of 100ms, the performance
of BR and FE of Slotted-1 is much better than that in the case
of 25ms, but the E2ED is larger. ,at is because the larger
maximum waiting time is beneficial to differentiate the
priorities of forwarding, reducing collision caused by si-
multaneous rebroadcasting, but is at the cost of longer
E2ED. Accordingly, in order to balance the broadcast re-
liability, timeliness and efficiency, LISCast makes use of
characteristic information to adjust the waiting delay and
probability dynamically according to the local topology
sensing technology. As is shown in Figures 10–12 that
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LISCast perform well both in the two waiting time con-
figurations and is not sensitive to the changing topology. In
the case of 100ms, the E2ED of LISCast is 7 times better than
that of Slotted-1 in the sparse network, while in the situation
of 25ms, the BR of LISCast is 3 times better than that of
Slotted-1 in the dense network. ,is observation can show
that it is beneficial and feasible for LISCast to optimize the
performance using local information sensing technology.

6. Conclusions

A local topology information sensing technology based
broadcast scheme is proposed in this paper to address the
slow response and local broadcast storm problems existing
in the typical protocols. LISCast makes use of periodic
beacon to collect neighbor information, through which the
characteristic information of topology are extracted such as
effective candidate number, effective forwarding distance,
and effective traffic density. ,e original information of
emergency messages and uniform characteristic topology
information of the sender are gathered together for the
purpose of assisting receivers to rebroadcast messages in a
fully distributed way. ,e simulation results show that the
proposed scheme is effective and feasible on improving the
broadcast performance with little overhead. Compared with
the typical waiting-based and probability based protocols,
LISCast plays the best on end-to-end delay in most kinds of
density scenarios and outperforms on broadcast redundancy
and forwarding efficiency in the dense networks. However,
LISCast does not always work the best, in the sparse net-
works, for instance, because the characteristic information
that BSM provides is not so precise. ,erefore, beacon
adaptive technology is necessary in the future for the pro-
posed scheme to support more precise services and to
improve the availability to adapt to the highly dynamic
topology.
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Considering the defects of the Distance Vector-Hop (DV-Hop) localization algorithm making errors and having error accu-
mulation in wireless sensor network (WSN), we proposed a new DV-Hop localization algorithm based on half-measure weighted
centroid. -is algorithm followed the two-dimensional position distribution, designed the minimum communication radius, and
formed a reasonable network connectivity firstly. -en, the algorithm corrected the distance between the beacon node and its
neighbour node to form a more accurate jump distance so that the shortest path can be optimized. Finally, we theorized the
proposed localization algorithm and verified it in simulation experiments, including same communication radius, different
communication radii, and different node densities in same communication radius, and have compared the localization error and
localization accuracy, respectively, between the proposed algorithm and the DV-Hop localization algorithm. -e experiment’s
result shows that the proposed localization algorithm have reduced the localization’s average error and improved the
localization’s accuracy.

1. Introduction

As there is rapid development in wireless communication,
the rapid development of low energy, low cost, intensive,
multifunctional tiny wireless sensor network is promoted.
And a large number of wireless sensor nodes are one of the
key elements of wireless sensor networks [1, 2]; therefore,
research on location technology in wireless sensor networks
is one of the key issues in the research of wireless sensor
networks, which is of great significance.

-e DV-Hop localization algorithm [3] was first pro-
posed by Dragos Niculescu et al. of Rutgers, USA, which is a
distributed localization algorithm based on distance vector
routing protocol without ranging [4]. Many scholars and
scientific research institutions have carried out in-depth
research on the DV-Hop Localization algorithm. In refer-
ence [5], in order to reduce the DV-Hop error, the ideal
beacon node spacing is introduced to eliminate the larger
error in the average single-hop distance calculated by the
beacon node, and the average single-hop distance of the
whole network is corrected. -en, the unknown node co-
ordinates calculated by the least squares method are

corrected. In reference [6], the weighted average of distance
error and estimation distance error is proposed to correct
the original average hop distance. -e weight of the particle
group is improved by using the subsection index and log-
arithmic decrement weight. In reference [7], for each beacon
node, the weight of each beacon node is added to calculate
the average hop distance. -e main node definition is
proposed, the network topology structure will be considered
more comprehensively, and the local and global charac-
teristics will be weighed better; in order to calculate the
estimated distance of nodes, the improved particle swarm
optimization algorithm is used instead of the maximum
likelihood estimationmethod to locate the node coordinates.
In reference [3], the range of broadcasting information of
beacon nodes is limited by the threshold of the hop number;
the average distance of each anchor node is corrected by the
average distance error of each beacon node; the unknown
node of this round is upgraded to a new anchor node for the
next round of positioning. In reference [8], the multi-
communication radius method is introduced to refine the
hops between nodes. When calculating the average hop
distance of unknown nodes, the isolated nodes are
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eliminated, and the average hop distance obtained by beacon
nodes is weighted and normalized to improve the locali-
zation accuracy of unknown nodes. In reference [9], the
distance between the unknown nodes and the beacon nodes
is calculated using different average hop distances. Using the
Galactic Swarm Optimization thought of beacon nodes in
the network is divided into different species: the particle
swarm optimization algorithm is used to estimate the un-
known node in each population, which is the optimal lo-
cation, and the weighted centroid algorithm is used to
optimize the suboptimal solution which is set as the co-
ordinates of the unknown node.

All of the above studies give a good research idea for the
DV-Hop localization algorithm. -is paper proposes an-
other improvement scheme based on the DV-Hop algo-
rithm. -is algorithm followed the two-dimensional
position distribution, designed the minimum communica-
tion radius, and formed a reasonable network connectivity
firstly. -en, the algorithm corrected the distance between
the beacon node and its neighbour node to form a more
accurate jump distance so that the shortest path can be
optimized. Finally, we theorized the proposed localization
algorithm and verified it in simulation experiments, in-
cluding same communication radius, different communi-
cation radii, and different node density with same
communication radius, and have compared the localization
error and localization accuracy, respectively, between the
proposed algorithm and the DV-Hop localization algorithm.
-e experimental result shows that the proposed localization
algorithm have reduced the localization’s average error and
improved the localization’s accuracy. Compared with the
DV-Hop algorithm, whose localization accuracy increases
from 0.6 to 0.7, other DV-HOP is about 0.3; and new DV-
Hop shows a localization accuracy fluctuating stably within
0.1.

2. Analysis of the DV-Hop
Localization Algorithm

-e DV-Hop localization algorithm is a distributed range-
free localization algorithm based on the distance vector
routing protocol [5]. -e main principle therein is to cal-
culate the distances between beacon nodes and unknown
nodes by multiplying the average hop distance in WSNs by
the hop count of the beacon nodes. -en, the position in-
formation of unknown nodes is obtained through trilater-
ation, triangulation, and multilateration [10], thus realizing
localization. For a network topology established by a random
arrangement of wireless sensor nodes, the 40 paths from
beacon nodes to unknown nodes are possibly not straight.
Hence, some errors are likely to exist in the node localization
process when using the DV-Hop algorithm [11]. Moreover,
the more numerous the hop counts, the larger the errors
(i.e., error accumulation occurs).

2.1. Basic Procedure of the DV-Hop Algorithm. -e locali-
zation of nodes using the DV-Hop [12, 13] algorithm is
mainly divided into three steps.

Step 1. Calculating the minimum hop count between
beacon nodes and unknown nodes. Beacon nodes
broadcast information which shows their positions to
neighbouring nodes by using the classical distance vector
routing protocol [14]. -e information contains id, xi,

yi, Hi}, where id, (xi, yi), and Hi represent the identifier,
the coordinate, and the hop count of beacon nodes i,
respectively. Moreover, the initial value of Hi is set to zero.
-e nodes receiving the broadcast information record the
localization and hop counts of beacon nodes as vectors,
which are then transmitted to neighbouring nodes (the
value of hop count is incremented by one). When a node
receives the same id group, it is supposed to compare the
newly obtained value of Hi with the original value and then
select the minimum value to replace and update the
original group; otherwise, the newly obtained group is
abandoned. -e position information and minimum hop
count of all beacon nodes are obtained by this commu-
nication mode in WSNs.

Step 2. Estimating the average hop distance. -e purpose of
calculating the average hop distance and minimum hop
count first is to estimate the distance between unknown
nodes and beacon nodes. After acquiring the localization
and the hop count of beacon nodes in the first stage, the
average hop distance of whole networks can be computed.
-e information is then broadcast to the whole network, or
all networks. Furthermore, most nodes are required to re-
ceive the average hop distance from their nearest beacon
nodes. -e distances between beacon nodes and unknown
nodes can be calculated by multiplying the average hop
distance by the hop count. Here, hdi and h(ij) denote the
average hop distance and the hop distance between a beacon
node i (xi, yi) and an unknown node j (xj, yj), respectively,
as shown in the following formula:

hdi �


������������������

xi − xj 
2

+ yi −yj 
2



 h(ij)
. (1)

-e distances between unknown nodes and beacon
nodes are calculated using the following formula:

di � hdi × Hop, (2)

where hdi signifies the average hop distance, while Hop is the
minimum hop count between unknown nodes i and beacon
nodes.

As shown in Figure 1, which shows the network topology
of the DV-Hop localization algorithm, the red and the blue
circles indicate beacon nodes and unknown nodes, re-
spectively. -e distances and hop counts among beacon
nodes L1, L2, and L3 are known, and A represents an
unknown node. According to formula (1), the average hop
distance can be calculated as (40 + 75)/(2 + 5)� 16.42m. In
Figure 1, unknown node A receives the average hop distance
from beacon node L2. On this basis, according to formula
(2), the distances between the three beacon nodes
L1, L2, and L3 and the unknown node A are 3×16.42m,
2×16.42m, and 3×16.42m, respectively.
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Step 3. Based on plane geometry, the coordinates of un-
known nodes can be acquired in the case of knowing the
coordinates and distances between three beacon nodes.
Suppose that the coordinates of three beacon nodes are
(x1, y1), (x2, y2), and (x3, y3), respectively, and the dis-
tances between these three beacon nodes and an unknown
node D (x, y) are expressed as d1, d2, and d3, separately,
then, the following formula is obtained:

x1 −x( 
2

+ y1 −y( 
2

� d2
1,

x2 −x( 
2

+ y2 −y( 
2

� d2
2,

x3 −x( 
2

+ y3 −y( 
2

� d2
3.

⎧⎪⎪⎪⎨

⎪⎪⎪⎩

(3)

Meanwhile, the coordinate of node D can be calculated
by using the following formula:

x

y
  �

2 x1 − x3( 

2 x2 −x3( 

2 y1 −y3( 

2 y2 −y3( 
 

−1

·
x2
1 − x2

3 + y2
1 −y2

3 + d2
3 −d2

1

x2
2 − x2

3 + y2
2 −y2

3 + d2
3 −d2

2

⎡⎣ ⎤⎦ .

(4)

In this way, the coordinates of unknown nodes can be
computed. For a network topology established by a random
arrangement of wireless sensor nodes, the paths from beacon
nodes to unknown nodes are possibly not straight. Hence,
some errors likely exist in the node localization process when
using the DV-Hop algorithm. Moreover, the more nu-
merous the hop counts, the larger the errors (i.e., error
accumulation occurs).

2.2. Error Analysis for the DV-Hop Algorithm. -e DV-Hop
algorithm is based on the shortest path first mechanism.
Nodes inWSNs broadcast their localization information and
calculate distances to other nodes so that beacon nodes
acquire the least hop counts required to reach other nodes
and known position information. Meanwhile, the real paths
between nodes are regarded as approximately straight lines
to calculate the average hop distance, which is applied as the
average hop distance of node localization in networks, while
unknown nodes are expected to obtain the average hop

distance from the nearest beacon nodes with favorable
communication conditions to estimate their self-localization
positions. -erefore, in the localization process, various
factors can make localization errors exceed the actual de-
mand. -ese factors include the fact that network nodes are
distributed unevenly, the actual hop distances between
nodes are far longer than, or less than, the communication
radius, and there are no beacon nodes which can be used for
communication near unknown nodes. However, the cen-
troid localization algorithm [15] takes the coordinates of a
polygon centroid as a reference position and has low re-
quirements for the actual distances between nodes, the
communication radius, and the density of beacon nodes.
-erefore, the cost of network construction can be reduced
by using the algorithm. Hence, the authors proposed a new
DV-Hop localization algorithm based on the half-measure
weighted centroid [16].

3. Half-Measure Weighted Centroid
Localization Algorithm

3.1. Improving the Algorithm. In computational geometry,
the centroid of a polygon can be obtained by calculating
the average coordinate of the vertices. Suppose that the
position vector of a polygon with N edges satisfies the fol-
lowing equation, that is, pi � (xi, yi)

T, then the coordinate
(Xest, Yest) of its centroid [17, 18] is expressed as shown
below:

Xest, Yest(  �
1
N



N

i

Xi,
1
N



N

i

Y⎛⎝ ⎞⎠. (5)

Theorem 1. Given the network node G with N nodes, the
node density and the node distribution follow the two-
dimensional Possion point process with density; to ensure
that the probability P (G connectivity) p≥ (0≤p< 1) is
established, the optimal communication radius of nodes is

Rmin �

�����������
−ln 1−P1/N( 

ρπ



. (6)

Certificate. If the network G is connected, ∀i ∈ V, i, it is
not an isolated node; that is, the node degree d(i)≥ 1, then
the minimum node degree of graph G dmin ≥ 1.

Because nodes are distributed as two-dimensional
Poisson points,

P(d(i) � 0) � P N πR
2
(i)  � 0  �

ρπR2(i)( 
0

0!
e
−ρπR2(i)

� e
−ρπR2(i)

.

(7)

-erefore, P(d(i)≥ 1) � 1−P(d(i) � 0) � 1− e−ρπR2(i) .
According to the independence of Poisson process

events,

40m

75m

100m

A

L2

L3
L1

Beacon node

Unknown node

Figure 1: Network topology.
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P dmin ≥ 1(  �
N

N
 P(d(i)≥ 1)

N
P(d(i) � 0)

0

� 1− e
−ρπR2(i)

 
N

.

(8)

Therefore , according to the probability P (G con-
nectivity) ≥p(0≤P≤ 1), then (1− e−ρπR2(i)

)N ≥p, and it can
be reasoned. R(i) ≥

�����������������

(−ln(1−p(1/N))/ρπ)



, and the mini-
mum communication radius of nodes can be obtained,
Rmin �

���������������

−ln(1−P(1/N))/ρπ


·QED.

Definition 1. Regions are chosen, the neighbourhood h of
node M ∈ Rn relative to node set S is

U(M; h) � y ∈ S, ‖M−y‖1< h/2 . (9)

-e advantage of using 1-norm is saving calculation
time, so square regions are chosen.

Definition 2. -e α-order node density of node M relative to
set S is

1
h(M; S, α)

. (10)

In the equation,

h(S; M, α)

� min h : U(M, h), the node number is α at least a{ },

(11)

Since M’s neighbourhood h(S; M, α) is an open set, so it has
at least α− 1 nodes in the node set S.

Definition 3. AssumeMi as the neighbourhood set of node i,
Mij as the Euclidean distance between node i and node j, R

as the network communication radius, then the neigh-
bourhood distance model is

Mi � j ∣ j≠ i and dij ≤R . (12)

Definition 4. Assume Mi and Mj are chance variables in a
network of random uniform distribution, there exists
Mi ≠Mj, Mij is all the nodes within the common area of
Mi &Mj, i.e., Mij � |Mi ∩Mj|, then the neighbourhood
distance ND(i, j) is

ND(i, j) � 1−
mij

Mj

, j ∈ R. (13)

-ere may exist Mi ≠Mj, ND(i, j)≠ND(j, i), but
dij � dji, and the neighbouthood distance CHND(i, j) of
half-measure weighted centroid proposed in this paper is

CHND(i, j) �
1
2

[ND(i, j) + ND(j, i)] � 1−
Mi + Mj

2MiMj

mij.

(14)

3.1.1. Half-Measure Weighted Centroid Localization Com-
munication Model. -e adopted log-normal shadow fading
model is an empirical model based on experiments:

p(d) � p d0( − 10np log
d

d0
  + Xσ . (15)

-eoretically, the weight factor reflects the influence of
all beacon nodes on centroid position. -e positioning
weight weighti is

weighti �
1

dij

⎛⎝ ⎞⎠

g

, i ∈ U, (16)

where dij is the estimated distance between unknown node i

and beacon node j. However, g is the weight factor
(Figure 2).

3.1.2. Localization Model. Assume path (S1, Sn) to be the
path from node S1 to node Sn, Si and Si+1 are neighbours, and
the localization distance of path S1, Sn is

RND path S1 + Sn( (  � 
n−1

i�1
RND Si, Si+1( . (17)

Path between S1 and Sn is not unique, but there exists a
shortest path that satisfies the RND(path(S1, Sn)) value.
Assume RNDmin(S1, Sn) to be the shortest RND path
distance,

RNDmin � 
n−1

i�1
RND Si, Si+1( 

⎧⎨

⎩

⎫⎬

⎭. (18)

Choose the optimized weight within the communication
range of unknown nodes and calculate dij, the estimated
distance from the unknown node i to the beacon node j is

dij � RND Si, Sj  × weighti. (19)

Calculating error and accuracy, while calculating the
average hop distance, K beacon nodes adjacent to beacon
nodes i (xi, yi) are searched to obtain error factors, which
are expressed by errori, as shown in formula:

errori �


k
i�1

������������������

xi −xj 
2

+ yi −yj 
2



K
.

(20)

Calculating the localization accuracy for the centroid of a
beacon node i, denoted as accuracyi, and then, the nor-
malized average localization error:

accuracyi �
errori

R
. (21)

3.1.3. Computing Coordinates of Nodes. By using the least
squares method (LSM), the distance from the unknown
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node i (xi, yi) to beacon node j(xj, yj) is calculated, and
then the distance dij between the two nodes can be calcu-
lated from the following formula:

dij �

������������������

xi −xj 
2

+ yi −yj 
2



. (22)

Accordingly,
x
2
i + y

2
i − 2xiyi + x

2
j + y

2
j � d

2
ij. (23)

Let,
Ai � x

2
i + y

2
i ,

Bj � x
2
j + y

2
j .

(24)

-en,
d
2
ij −Ai � −2xiyj − 2xjyi + Bj. (25)

It can be found from formula (20) that

Z �

xj

yj

⋮
Bj

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

A �

−2x1 −2y1 1
−2x2 −2y2 1
⋮ ⋮ ⋮
2xi −2yi 1

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
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,

B �

d2
1 −A1

d2
2 −A2

⋮
d2

i −Ai

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

.

(26)

-e coordinates of the nodes are

B � A × Z,

Z � A
T
A 
−1

A
T
B,

(27)

unknown node j is
xj � Z(1, 1),

yj � Z(2, 1).
 (28)

3.2. Procedures of the Improved Algorithm

Step 1. -e hop count in the shortest path is acquired
by broadcasting information among nodes, which is the

same as the procedure used in the DV-Hop localization
algorithm.

Step 2. Based on half-measure weighted centroid neigh-
bourhood distance model, calculate neighbourhood dis-
tance, weight factor, shortest path, and optimize.

Step 3. -e distances from the unknown nodes to the
beacon nodes are calculated by using formulas (6)–(25).
-en, by using LSM, the coordinates of unknown nodes are
obtained, and the flowchart is shown in Figure 3.

4. Simulation and Data Analysis

4.1. Establishing a Network Simulation Environment.
Assess the efficacy and practicability of the improved al-
gorithm proposed here, carry out system level simulation
with MATLAB software and analyze and compare test data.
One hundred wireless sensor nodes are arranged randomly
in a square region of 100m × 100m, including 40 beacon
nodes and 60 unknown nodes. Other parameters are set as
shown in Table 1.

4.2. Simulation and Performance Analysis. -e network
topology of the DV-Hop localization algorithm based on the
half-measure weighted centroid. -ereinto, the red ○ and
the black + denote beacon nodes and unknown nodes, re-
spectively (Figure 4). Distance estimation between unknown
nodes and beacon nodes is obtained by the product of the
minimum hop and the average hop distance between the two
nodes; however, the minimum number of hops between

Figure 2: Weight factor. Y

Initialize network

Are the packets from the
same beacon node?

Is the broadcast over?

Save the smaller hop

Calculate average distance per hop based on
half-measure weighted centroid

Calculate distance between beacon node and
unknown node

Calculate coordinates of the unknown nodes

End

Save the packets
N

Y

N

Figure 3: Flowchart.
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Table 1: Simulation parameters.
Area of the square region: BorderLength� 100
Total number of network nodes: NodeAmount� 100
Number of beacon nodes: BeaconAmount� 40
Number of unknown nodes: UNAmount�NodeAmount−BeaconAmount
-e communication radius of each sensor: R� 50
-e number of network nodes generated at random: C�BorderLength.∗rand(2, NodeAmount)
A matrix for storing the coordinates of network nodes: Sxy� [1: NodeAmount; C]
A matrix containing the coordinates of beacon nodes: Beacon� [Sxy(2,1: BeaconAmount); Sxy(3,1:BeaconAmount)]
A matrix containing the coordinates of unknown nodes: UN� [Sxy(2,(BeaconAmount + 1):NodeAmount); Sxy(3,(BeaconAmount + 1):
Node amount)]
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Figure 4: Network topology. (a) Same communication radius. (b) Different communication radii. (c) Same communication radius, but
different densities.
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nodes is largely determined by the communication radius of
the nodes. Different communication radii will have different
hop distances, which will also lead to different node loca-
tions; as shown in Figures 4(a)–4(c), the larger the node
density, the smaller the communication radius, and the
topology is closer to the actual location. In addition, opti-
mizing network topology can save network energy con-
sumption and prolong network lifetime.

-e localization errors arising from the DV-Hop lo-
calization algorithm and the proposed localization algo-
rithm are compared over the same communication radius
(R � 50m), and the node localization error of the DV-Hop
localization algorithm fluctuates within the range 15 to 60,
while that of the proposed algorithm ranges between 2 and
15 and is more stable. -e main reason is that the increase
of the number of unknown nodes will reduce the mini-
mum communication radius. -e number of unknown
nodes is equivalent to the total number of nodes (fewer
beacon nodes) which is an important factor affecting the
current network connectivity. -e localization errors
arising from the DV-Hop localization algorithm and the
proposed localization algorithm are compared over the
same communication radius (R � 50m), and the node
localization error of the DV-Hop localization algorithm
fluctuates within the range 15 to 60, while that of the
proposed algorithm ranges between 2 and 15 and is more
stable (Figure 5).

It shows the comparison of average localization accu-
racy of DV-Hop algorithm with that of the proposed lo-
calization algorithm. It shows that the localization accuracy
of the DV-Hop localization algorithm varies within the
range 0.3 to 1.2, while that of the improved localization
algorithm fluctuates between 0.1 and 0.2. -e main reason
is that the location accuracy of New DV-Hop algorithm is
higher with the increase of the number of communication
radius (Figure 6).

-e comparison of the average localization errors
arising from the DV-Hop localization algorithm with those
of the proposed localization algorithm under different
communication radii is done. A total of 100 groups of
experiments were carried out as the communication radius
R was increased from 10m to 80m. In the new DV-Hop
localization algorithm, when the node communication
radius increases, the positioning accuracy is smaller and the
positioning performance is better (Figure 7).

-e localization accuracy of the DV-Hop algorithm are
compared with that of the DV-Hop localization algorithm
based on the half-measure weighted centroid, and other DV-
Hop. To obtain the results, 100 groups of experiments were
conducted with increasing communication radius R
(10m≤R≤ 80m) (Figure 8).

At the same communication radius, and for different
densities of beacon nodes, the comparison of the average
localization errors of the two algorithms is done. Similarly,
the communication radius R was fixed at 50m, while the
number of beacon nodes was increased from 10 to 80 in the
50 groups of experiments. -e average localization error of
the DV-Hop algorithm increased gradually from 30. While
other DV-Hop localization algorithm is about 15, and the

new DV-Hop localization algorithm based on a half-
measure weighted centroid was below 5; in particular,
its localization performance was optimal for between 30
and 60 beacon nodes. It is almost unaffected by the
communication radius and the total number of nodes. -e
main reason is that the more accurate distance between
beacon nodes and their neighbours can be obtained by
optimizing equations (13) and (14), which can undoubtedly
reduce the positioning error of all unknown nodes
(Figure 9).

-e comparison of localization accuracies of the two
algorithms at the same communication radius, but for
different densities of beacon nodes, is done. -e com-
munication radius R was set to 50m, and the number of
beacon nodes was increased gradually from 10 to 80 in
the 50 groups of experiments. Compared with the
DV-Hop algorithm, whose localization accuracy increases
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from 0.6 to 0.7, other DV-HOP is about 0.3; and new
DV-Hop shows a localization accuracy fluctuating
stably within 0.1. Beacon nodes are calculated by the half-
measure weighted centroid localization model, next step is
to design optimized weight, and optimize the shortest
path. -e higher the density of beacon nodes and the more
reasonable the distribution, the higher the positioning
accuracy and the better the positioning performance
(Figure 10).

5. Conclusion

In view of the disadvantages in the practical application of
the DV-Hop algorithm in WSNs, such as the uneven dis-
tribution of nodes, holes, and large errors in the average hop
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distance, a novel localization algorithm, combining the DV-
Hop algorithm with a half-measure weighted centroid, was
proposed. Beacon nodes realize their localization by using the
centroid algorithm and then use the localized accuracy as the
weight for localizing unknown nodes. -rough theoretical
reasoning and simulation experiments, it was found that the
improved localization algorithm reduced the localization
errors and improved the localization accuracy of unknown
nodes compared with the DV-Hop algorithmwhether used in
the same networks or not. Compared with the DV-Hop al-
gorithm, whose localization accuracy increases from 0.6 to
0.7, other DV-HOP is about 0.3; and new DV-Hop shows a
localization accuracy fluctuating stably within 0.1. It was
worth noting that the study was performed in an ideal net-
work simulation environment, so there remains the need to
research the application of the improved algorithm under
realistic network environments in the future.
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Among the most critical issues in VANETare the frequent failures of the route caused by the highmobility of vehicles, the increase
of the network overload caused by control messages, and the increase of the data packet delivery time. Short communication route
lifetime often breaks down during data packet transmission between the source and the destination vehicles, which results in a
relaunch of a new route reconstruction that becomes more frequent and depletes a significant amount of network resources. To
face these issues, much research has considered the route stability and the route lifetime determination between source and
destination vehicles as important factors to improve the quality of service in the VANETnetwork. However, this research did not
take into account the route that has the longest lifetime as the most stable route and assumes that vehicles move at a constant speed
during a direct communication between them. Furthermore, it did not model the data packet delivery time between the source and
the destination vehicles. For this reason, we propose two protocols that use vehicles density to predict the data packet delivery time
before sending the data and use vehicles movement information to determine the longest lifetime route, taking into account the
variation of the vehicles velocity for comfort applications on highway. Our schemes are evaluated in function of vehicles density by
measuring the average route lifetime, the percentage of packets delivery, the control overhead, the average end-to-end delay, the
throughput, and the average number of route failures generated during the transmission of data packets.

1. Introduction

Vehicular ad hoc networks (VANETs) allow vehicles to
communicate each other directly through the On Board Unit
(OBU) device forming vehicle-to-vehicle communication,
or with existing infrastructure via fixed equipment beside the
road called Road Side Unit (RSU) forming vehicle-to-
infrastructure communication [1, 2]; and they are a key
component of intelligent transportation systems (ITS) [3].
VANETs support a wide range of safety applications to make
accurate decisions by drivers and to help road traffic au-
thorities for better control and mitigation of traffic con-
gestion. Hence, the number of accidents on the roads will be
reduced. Besides, they provide many nonsafety applications
that supply the passengers with the capability to commu-
nicate with other passengers traveling in other vehicles,

sharing multimedia content, playing online games, accessing
the Internet, checking emails, etc. [4–6].

Unfortunately, intrinsic characteristics of the highly
dynamic network topology cause several challenges to de-
velop the previous applications. Among these challenges are
the frequent breakages of links building the path between
two vehicles because of their short lifetimes. )is situation
leads to a more frequent reconstruction of routes. Besides,
the network fragmentation and the route rupture lead to an
increase of the data packet delivery time between the source
and the destination vehicles (packet wait time in queue).)is
issue results into a low data packet delivery ratio, an increase
of end-to-end delay, an increase of control packets, and a
depletion of a significant amount of network resources. To
improve these metrics for achieving the sought quality of
service, an efficient and reliable routing protocol is needed to
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provide the most stable routes for supporting the nonsafety
applications exchange in VANETs.

Numerous protocols have been proposed in the litera-
ture to improve the communication efficiency between two
communicating vehicles. )ese protocols try to find more
stable routes by choosing vehicles that travel in the same
direction [7], or by dividing the vehicles in groups [8], or by
building stable backbones on road using connected domi-
nating sets (CDS) [9], or by using an evolving graph from the
source to the destination vehicles [10], or by dividing the
moving vehicles to several clusters [11, 12]. All these pro-
tocols do not really determine themost stable route and their
performance is still far from the sought level of quality of
service. )is research assumes that vehicles move at a
constant speed during the link lifetime calculation between
two vehicles in direct communication. In this case, link
lifetime is not accurate due to the variation of the vehicles’
velocity during the route establishment. Hence, the accurate
link lifetime is an important metric that significantly affects
the stability of multihop routing protocols in VANETs.
Furthermore, this research did not predict the packet de-
livery time which is also an important metric for decreasing
the number of lost data packets and the network overload.

To overcome these limitations, we propose two schemes
for nonsafety applications in a highway environment. )ese
schemes predict the most stable route relaying two com-
municating vehicles and take into account the data packet
delivery time before sending data, so as to avoid the frequent
failures of the route. )us, there is the decrease of both lost
data packets and control messages. )e main contributions
of the paper are as follows:

(i) To insure that the route which has the longest
lifetime will be chosen during the route establish-
ment; that is, our schemes determine the route that
has the longest lifetime among all possible routes
between the source and the destination vehicles
during the route request.

(ii) To model the data packet delivery time between
source and destination vehicles using a mathe-
matical calculation. In other words, the source
vehicle predicts the delivery time of the data packet
to destination vehicle before sending data in order
to know how many data packets to send before the
route rupture.

(iii) To predict the link lifetime, taking into account the
acceleration and deceleration of vehicles’ speed in a
direct communication between two vehicles,
namely, we consider the acceleration or deceleration
of vehicles’ speed at the moment the calculation of
the time in which two vehicles stay in direct
communication.

)e remainder of this paper is organized as follows:
Section 2 presents related work. Section 3 presents link
lifetime prediction model. Section 4 presents data packet
delivery average time prediction model. Section 5 shows the
most stable route construction. Section 6 presents simula-
tion and results. Finally, we give a conclusion in Section 7.

2. Related Work

)e challenges of network routing protocols in VANETs
have been attracting more research efforts, and a number of
routing protocols have been proposed to determine the route
based on the route lifetime.

Menouar et al. [13] propose a movement-prediction-
based routing (MOPR) to avoid the link rupture until the
end of data transmission. MOPR predicts the future nodes’
positions in order to choose the most stable route that has
enough lifetime for data transmission. )e performance of
the MOPR depends on the prediction accuracy and the
estimation of the data transmission time that depends on
various components such as network bandwidth and driver’s
behavior.

To determine a more stable route, Taleb et al. [8] pro-
posed the scheme ROMSGP that groups vehicles according
to their movement directions. )e most stable route is
determined by selecting the path that has the longest link
expiration time. )e authors did not take into consideration
the case where there are no vehicles traveling in the same
direction of group movement.

Namboordiri and Gao [14] proposed a prediction-based
routing (PBR) protocol that determines a stable route on
highway giving priority to vehicles that travel in the same
direction of source motion. )is protocol predicts the route
lifetime and preemptively determines new routes prior to old
ones break. )ese authors assumed that vehicles travel at a
constant velocity at the duration of the link.

Liu et al. [15] proposed a stable direction-based routing
protocol (SDR) that combines direction broadcast and path
duration prediction into AODV [16]. In SDR, vehicles are
grouped based on the position, and the route selection is
based on the link duration. )e authors did not take into
consideration the case where there are not enough vehicles
in a given direction range participating in the route dis-
covery process.

Eiza and Ni [10]proposed an evolving graph-reliable ad
hoc on-demand distance vector (EG-RAODV) that allows
finding the most reliable route from the source to the
destination. )ey proposed an extended version of the
evolving graph model to model and formalize the VANET
communication graph (VoEG), and they developed a new
evolving graph Dijkstras algorithm (EG-Dijkstra) to find the
most reliable journey (MRJ) based on the journey reliability
in VoEG. )e problem of this protocol is that at each any
given time, the source vehicle must have full knowledge of a
VANET communication graph. Furthermore, the authors
assumed that vehicles travel at a constant velocity along the
same direction on the highway and they did not take into
account the vehicles density.

In [17], authors proposed the scheme ARP-QD which is
a QoS-based routing protocol in terms of hop count, link
duration and connectivity so as to cope with dynamic to-
pology and keep the balance between stability and efficiency
of the algorithm. However, it is not enough to use only a
global distance to reflect the overall QoS of a routing path.

Authors of [18] proposed an enhanced version of AODV
protocol, named En-AODV, to deal with routes instability

2 Mobile Information Systems



issues for multimedia applications requirements. En-AODV
leverages cross-layer information on the link quality com-
bined with the knowledge of the final destination of the
receiver vehicle to establish the most stable path relaying the
source and destination vehicles and quickly react to the
occurrence of a link failure in this path and provide an
alternative link of good quality.)e authors did not take into
consideration the case where there are no vehicles moving
towards the destination region.

Authors in [12] proposed a new clustering-based reliable
low-latency multipath routing scheme by employing Ant
Colony Optimization technique to compute the optimal
routes among the communicating vehicles in terms of re-
liability, end-to-end latency, throughput, and energy con-
sumption. Although the scheme reduces the end-to-end
latency and RREQ messages, it does not determine the most
stable route and does not take into account the variation of
velocity during a direct communication between vehicles.

Authors of [19] proposed a reliable routing protocol to
establish a more reliable route between the source and the
destination vehicles, known as AODV-R. )ey incorporate
link reliability metric in the original AODV routing pro-
tocol. In this scheme, the source vehicle chooses the route
based on the maximum reliability value among all received
route reply messages. )ey assumed that vehicles will not
change their velocities either by accelerating or decelerating
during time period T. Also, this scheme does not determine
the most stable route.

In [20], authors proposed a novel reactive routing
protocol for vehicle-to-vehicle networks, named MA-DP-
AODV-AHM. )e latter is based on the AODV routing
protocol in which the modifications made are related to the
hello message and route discovery procedures, in order to
establish reliable and stable routes from source to destina-
tion vehicles. In this scheme, the intermediate vehicle re-
broadcasts the route request message if the speed is lower
than a threshold and both forwarding and receiving vehicles
are not diverging. Moreover, this scheme adapts the fre-
quency of broadcasting the periodic “hello message” to
suppress broadcasted unnecessary and redundant hello
messages. Authors of this work did not take into consid-
eration the case where there are not enough vehicles that
respect the constraints (speed is lower than a threshold and
vehicles are not diverging) of broadcasting the route request
message. Besides, they have not determined the most stable
route and have not taken into account the variation of
velocity during a direct communication between vehicles.

)e link lifetime of all these schemes is not accurate
because these schemes assume that speed of vehicles is
constant during the calculation of direct link lifetime be-
tween vehicles. Furthermore, they do not select the route
that has the longest lifetime and do not take into account the
data packet delivery time before sending data, except MOPR
and ROMSGP. Besides, all these schemes do not model this
data packet delivery time and did not take into consideration
the case where there are no vehicles moving in the same
direction or towards the destination, except MOPR, ARP-
QD, and CRLLR. )erefore, the goal of this work is first to
predict the route that has the longest lifetime whatever the

direction of the vehicles on highway. And second, to model
the data packet delivery average time for nonsafety
applications.

Table 1 provides the comparison of the existing schemes
in terms of accurate link lifetime, route lifetime, data packet
delivery time, and participating vehicles during the build of
route.

3. Link Lifetime Prediction

Let (Xm, Ym), Vm, and Am are the position, the speed, and
the acceleration of the vehicle m at moment t0, respectively.
(Xn, Yn), Vn, and An are the position, the speed, and the
acceleration of the vehicle n at time t0, respectively. (Xm

′ ,Ym
′ )

and (Xn
′, Yn
′) are positions of vehiclesm and n at moment t1,

respectively.
We assume that the acceleration of each vehicle is

constant during a direct communication.)e abscissa axis is
parallel to the direction of movement of vehicles m and n to
facility the calculation. )e distance between vehicles m and
n on the ordinate axis is negligible per report to the radius
(R) of the coverage area of each vehicle (i.e., |Ym −Yn| ≈ 0).

3.1. Vehicles m and n Travel in Same Direction. It is assumed
that the vehicles m and n travel in the positive sense of the
abscissa axis. )erefore, distances traveled by vehiclesm and
n during the delay t (t1 − t0) are represented by the following
equations [21, 22]:

Xm
′ −Xm �

1
2
Amt

2
+ Vmt, (1)

Xn
′ −Xn �

1
2
Ant

2
+ Vnt. (2)

We can write again

Xm
′ −Xm � − Xm −Xn(  + Xn

′ −Xn(  + Xm
′ −Xn
′( . (3)

So from (1)–(3), we represent the time t, during which
the distance between vehicles m and n will be |Xm

′ −Xn
′| on

the x-axis, by the following equation:
1
2

Am −An( t
2

+ Vm −Vn( t + d− d′ � 0, (4)

where d � Xm −Xn and d′ � Xm
′ −Xn
′.

If vehicles m and n have the same acceleration, then the
time which vehicles stay in communication direct is for-
mulated by

t �
d′ −d

Vm −Vn

, (5)

where Vm ≠Vn and |d′| ≈ R.
If vehicles m and n have not the same acceleration, then

in this case, we calculate the delta of equation (4), that is,

Δ � Vm −Vn( 
2 − 2 Am −An( ∗ d−d′( . (6)

(i) Si (Vm >Vn and Am >An) or (Vm <Vn and Am <An):
the maximum time in which the vehicles m and n
remain in direct communication is the time t in
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which the distance between these vehicles will be R
(i.e., |d′| ≈ R). )is time is represented by the fol-
lowing formula:

t �
− Vm −Vn


 +

��
Δ

√

Am −An




. (7)

(ii) Si (Vm >Vn and Am <An) or (Vm <Vn and Am >An):
in this case, there are two possibilities.

First case: one vehicle leaves the coverage area of the
other before their speeds become equal (i.e., |d′|>R). In this
case, the maximum time t in which the two vehicles remain
in direct communication (|d′| ≈ R) is formulated by

t �
Vm −Vn


 +

��
Δ

√

Am −An




. (8)

Second case: vehicles m and n stay in direct commu-
nication (i.e., |d′|≤R) at the moment when their speeds are
the same. In this case, the maximum time in which the two
vehicles remain in direct communication (|d″| ≈ R) is t + t′,
where t � t1 − t0 is the time in which the speed of one is
inferior or equal to the other and t′ � t2 − t1 is the time in
which these vehicles stay in direct communication after the
speed of one overtakes the other. )us

t �
Vm −Vn




Am −An



,

1
2

Am −An( t′
2

+ d′ −d″ � 0,

(9)

where d′ � −(1/2)((Vm −Vn)2/Am −An) + d and d″ �

X
″
m −Xn

″ (Xm
″ and Xn

″ are positions of vehicles m and n at

moment t2, respectively). )e time tfi in which the distance
between the two vehicles becomes R (|d″| ≈ R) is

t′ �

��������������������

−2 Am −An( ∗ d′ − d″( 



Am −An




. (10)

Hence

t + t′ �
Vm −Vn


 +

��������������������

−2 Am −An( ∗ d′ −d″( 



Am −An




. (11)

Remark: in the case where vehicles m and n travel in the
negative direction of the x-axis, we change d – d′ by d′ – d
and d′ –d″ by d″ – d′ in previous formulas.

3.2. Vehicles m and n Travel in Opposite Direction of Each
Other. )e time t during which the distance between ve-
hicles m and n will be |Xm

′ −Xn
′| on the x-axis is represented

by the following equation:
1
2

Am −An( t
2

+ Vm −Vn( t + d−d′ � 0, (12)

where d � Xm −Xn and d′ � Xm
′ −Xn
′.

)emaximum time t in which the two vehicles remain in
direct communication (|d′| ≈ R) is formulated by

t �

d′ −d

Vm + Vn

, if Am � An,

− Vm + Vn(  +
��
Δ

√

Am + An

, otherwise,

⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

(13)

where Δ � (Vm + Vn)2 + 2(Am + An)∗(d′ − d).

Table 1: Comparison of existing schemes.

Scheme Link lifetime: accurate
or not accurate

)e selected route has the
longest lifetime: yes/no

Data packet delivery time
Participating vehiclesConsidered or

not considered
Modeled or
not modeled

MOPR [13] Not calculated No Considered and
not accurate Not modeled All vehicles

ROMSGP [8] Not accurate No Considered and
not accurate Not modeled Just vehicles that travel in the

same group

PBR [14] Not accurate No Not considered Not modeled Giving priority to vehicles that
travel in the same direction

SDR [15] Not accurate No Not considered Not modeled Only vehicles that travel in the
same direction

EG-RAODV
[10] Not accurate No Not considered Not modeled All vehicles

ARP-QD [17] Not accurate No Not considered Not modeled All vehicles

En-AODV [18] Not accurate No Not considered Not modeled Only vehicles moving towards
the destination region

CRLLR [12] Not accurate No Not considered Not modeled All vehicles
AODV-R [19] Not accurate No Not considered Not modeled All vehicles
MA-DP-
AODV-AHM
[20]

Not calculated No Not considered Not modeled
Vehicles that their speed is
lower than a threshold and

they are not diverging
Our schemes Accurate Yes Considered Modeled All vehicles
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4. The Data Packet Delivery Time Prediction

To model the data packet delivery time, we, first of all,
determine the number of vehicles on road. For determining
this number of vehicles, each one broadcasts periodically a
message of existence on the length of road; and each one
receives a new message of existence and updates the number
of vehicles on the road in its table which is called the vehicles
density on the road (VDR). A vehicle waits two consecutive
messages of existence intervals to hear from a vehicle. If no
message was received, the vehicle number is decreased in
VDR.

We assume that vehicles are uniformly distributed on the
road. )erefore, the average number of vehicles in the
communication range of each vehicle is the integer part of
the following formula:

n �
2∗R∗N

L
, (14)

where R is the radius of the communication range, N is the
number of vehicles on the road, and L is the road length.

Let Ti is the data packet delivery time to a neighbor i. So
Ti is the sum of the packet transmission time and the
propagation time of a bit through a medium. )erefore
[23–25]

Ti �
Spacket

Brate
+

di

Vprop
, (15)

where Spacket is the size of the packet, Brate is the bit rate in the
medium, di is the distance between the forwarder and its
neighbor i, and Vprop is the propagation velocity in the
medium.

We consider the propagation time through a medium is
constant between a forwarder and their neighbors whatever
their positions in the forwarder’s coverage area. Because, the
propagation speed is too great compared to the distance
between a forwarder and their neighbors. )erefore, we
consider the data packet delivery time to a neighbor i is
constant, i.e., Ti � T ∀ i ∈ 1, 2, 3, . . . , n{ }, where n is the
number of neighbors of the forwarder.

We assume the worst case in which, at any time, each
vehicle has a packet for sending it to a neighbor; and all
vehicles have the same opportunity to send a data packet to a
neighbor. So, the waiting time to send a data packet in the ith
order by the forwarder is

Tw,i � (i− 1)∗T. (16)

For example, if the forwarder is the first that will send a
packet of data, then the waiting time is 0 s ((1 − 1) ∗ T); and
the wait time to be the last that will send a packet of data
among n neighbors is n ∗ T ((n + 1 − 1) ∗ T).

Hence, the waiting average time to send a data packet by
the forwarder among n neighbors is

Tw,avg � 
n

i�0

i∗T

n + 1
�

n∗T

2
. (17)

)us, the data packet delivery average time to a neighbor
among n neighbors is

Tavg � tw,avg + T �
n + 1
2
∗T. (18)

)erefore, the data packet delivery average time from the
source vehicle to the destination one is

tavg � Nvih ∗
n + 1
2
∗T, (19)

where Nvih is the number of vehicles that build the route
between the source and the destination vehicles.

When the source vehicle has a data packet to send to the
destination vehicle, it calculates the remaining time of route
between itself and the destination vehicle. If this left time of
route is less than the data packet delivery average time, the
source vehicle launches a new route request; otherwise, it
sends the data packet.

To verify the delivery time of the data packets of formula
(19), we simulated (using NS2) the delivery time of the data
packets between the source and the destination vehicles
according to the density of the vehicles on highway of 5 km
with 4 lanes in two opposite directions as shown in Figure 1.
)e speed of the vehicles varies between 0 km and 100 km.
Our simulation does not take into account the waiting time
of data packets in the queue at the source vehicles.

Figure 2 shows that the delivery time of the data packets
of formula (19) and the simulated delivery time of the data
packets are very close.

5. The Most Stable Route Construction

)e network model consists of one road ended by two in-
tersections in highway environment or in urban environ-
ment for road segments. )is road has the same
characteristics such as length, width, and number of lanes.
Each lane has a distinctive traffic density (Figure 2). Each
vehicle is equipped with a global positioning system (GPS)
that provides information about its location, speed, and
direction. Finally, each source vehicle knows the location of
the destination by using a location service such as RLSMP
[26] and ZGLS [27].

Given a directed graph G(V, E) that is defined by a finite
set V � {v1, v2, v3, . . ., vn} of vertices, where vi is a vehicle and
by finite set E � t1, t2, t3, . . . , tm  of edges, where tj is the
remaining time between any two vehicles to stay in direct
communication with each other.

Whenever a vehicle receives a discovery message of
route, it saves message’s identifier and the traveled route
lifetime in a table, called Route Request Table (RRT).

We seek to determine the most stable route between the
source and the destination vehicles.)e route lifetime (RLT)
is the minimum link lifetime (LLT) between links that build
the route between source and destination vehicles. As in
Figure 3, the most stable route is the one which is built by
vehicles S-A-I-K-D, and the lifetime of this route is 4 s at
instant t.

When the source vehicle wants to determine a new route
between itself and the destination vehicle, it broadcasts a
new route discovery message in the side close to destination
of its communication range. )en, when the destination
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vehicle receives this route request message, it copies the
route lifetime and the moment of calculation of this lifetime
in the route reply. Next, it sends the latter to the source
vehicle.

To determine this route, we propose two schemes: the
first one uses beacon message and the other does not use it.
)ese schemes are an extension of our work [28].

)e idea of these schemes is that each vehicle can
retransmit again the same route request message if it allows
to the increase of the route lifetime.

5.1. Scheme without BeaconMessage. Each source vehicle (s)
knows the distance d(s, d) between itself and the destination
vehicle (d) because each source vehicle knows the location of
the destination vehicle by using a location service. We use
this distance to determine the expiration parameter for the
route request message so that it will not be rebroadcasted
indefinitely on the entire network.

When the source vehicle wants to determine a new route
to the destination vehicle, it adds its information (identifier,
location, d(s, d), speed, direction, and RLT that is 0 s at the
source vehicle) in the route request message (RRM) and
broadcasts it in its communication range.

Each receiver vehicle (r), on the side close to destination
vehicle of its communication range, calculates the link
lifetime (LLT) and d(f, r) between itself and the previous
forwarder vehicle (f ). )en, it checks whether it is not the
destination and d(r, d) (d(f, d)–d(f, r)) is less than or equal to
zero meter. If it is, it deletes the RRM. Otherwise, it cal-
culates the new RLT (which is the LLT if the previous
forwarder is the source vehicle; otherwise, the new RLT is the
minimum between the LLTand the RLT in the RRM). Next,
it checks its RRT whether it has not already received the
same RRM. If it has not, it saves the new RLT and RRM’s id
in its RRT, and then it puts its information (id, location,
d(r, d), speed, direction, and new RLT) in place of those of
the previous forwarder vehicle in the RRM. Next, it

D 

S

Figure 1: Bidirectional highway model.
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broadcasts the latter in its communication range in the side
close to the destination. Otherwise, it checks whether the
new RLT is greater than the RLT in its RRT. If it is the case, it
modifies the RLT in its RRT by the new RLT.)en, it puts its
information instead of those of the previous forwarder
vehicle in the RRM. Next, it broadcasts the latter in its
communication range in the side close to the destination.
Otherwise, it deletes it.

Each next receiving vehicle will do the same operations
that have been done by the previous receiving vehicle until
the route discovery message arrives to the destination or the

distance between the source and the destination vehicles
becomes less or equal to zero meters (Algorithm 1).

5.2. Scheme with Beacon Message. It is assumed that each
vehicle periodically sends its information in beacon message
(location, speed, direction of movement, identifier, and
current time) to its neighbors. )en, each vehicle constructs
its neighboring list by information extracted from beacon
messages. Whenever a new neighbor is discovered, a new
entry is added and a timer is set. A vehicle waits two

(1) Notations;
(2) SV: source vehicle; DV: destination vehicle; FV: forwarder vehicle;
(3) RV: Receiver Vehicle on the side close to the destination of the forwarder’s coverage area;
(4) RRM: Route Request Message;
(5) RRMID: RRM id;
(6) RRT: Route Request Table;
(7) LLT(FV, RV): Link LifeTime between forwarder vehicle and receiver vehicle;
(8) RLT: Route LifeTime;
(9) d(FV, RV): distance between forwarder vehicle and receiver vehicle;
(10) Information: id, location, speed, direction, RLT, d(FV, DV);
(11) R: communication range;
(12) Initialization;
(13) RLT � 0; d(FV, DV) � d(SV, DV);
(14) SV adds its information in RRM;
(15) SV broadcasts RRM;
(16) RV calculates LLT(FV, RV) and d(FV, RV);
(17) d(RV, DV) � d(FV, DV) − d(FV, RV);
(18) if d(RV, DV) ≤ 0 and RV ≠ DV then
(19) RV deletes RRM;
(20) else
(21) if FV �� SV then
(22) newRLT � LLT(FV, RV);
(23) else
(24) newRLT � min(LLT(FV, RV), RLT in RRM);
(25) end
(26) if RRMID is not in RRT of RV then
(27) RV saves newRLT and RRMID in its RRT;
(28) if RV �� DV then
(29) DV replies by RRP;
(30) else
(31) RV modifies FV information in RRM by its information;
(32) RV broadcasts RRM;
(33) end
(34) else
(35) if newRLT ≤ RLT in RRT of RV then
(36) RV deletes RRM;
(37) else
(38) RV modifies RLT in its RRT by newRLT;
(39) if RV �� DV then
(40) DV replies by RRP;
(41) else
(42) RV modifies FV information in RRM by its information;
(43) RV broadcasts RRM;
(44) end
(45) end
(46) end
(47) end

ALGORITHM 1: MSRP: most stable route prediction.

Mobile Information Systems 7



consecutive beacon intervals to hear from its neighbor. If no
message was received, the neighbors’ entry is deleted.

In this scheme, when the source vehicle wants to send a
data packet to destination, it checks if the latter is among its
neighbors. If it is, it send it the data packet. Otherwise, it
adds its information (identifier, and RLT that is 0 s at the
source vehicle) in the route request message (RRM) and
broadcasts it in its communication range.

)en, each receiver vehicle (r), on the side close to
destination vehicle of its communication range, calculates
the LLT between itself and the previous forwarder vehicle
(f ). )en, it determines the new RLT (which is the LLT if the
previous forwarder is the source vehicle; otherwise, the new
RLT is the minimum between the LLT and the RLT in the
RRM). Next, it checks its RRT whether it has not already
received the same RRM. If it has not, it saves the new RLT

(1) Notations;
(2) SV: source vehicle; DV: destination vehicle; FV: forwarder vehicle;
(3) RV: Receiver Vehicle on the side close to destination of the communication range;
(4) NRV: Next RV on the side close to destination of the communication range;
(5) RRM: Route Request Message;
(6) RRMID: RRM id;
(7) RRT: Route Request Table;
(8) LLT(FV, RV): Link LifeTime between FV and RV;
(9) RLT: Route LifeTime;
(10) DPDT(SV, DV): )e data packets delivery time between the SV and the DV;
(11) information: id, RLT;
(12) Initialization;
(13) RLT � 0; FV � SV;
(14) if DV is neighbor of SV and LLT(SV, DV) > DPDT(SV, DV) then
(15) SV sends DATA to DV;
(16) else
(17) SV adds its information in RRM;
(18) SV broadcasts RRM;
(19) RV calculates LLT(FV, RV);
(20) if FV �� SV then
(21) new RLT � LLT(FV, RV);
(22) else
(23) new RLT � min(LLT(FV, RV), RLT in RRM);
(24) end
(25) if RRMID is not in RRT of RV then
(26) RV saves new RLT and RRMID in its table RRT;
(27) RV modifies FV information in RRM by its information;
(28) if DV is neighbor of RV then
(29) RV sends RRM to DV;
(30) else
(31) RV broadcasts RRM;
(32) end
(33) else
(34) if new RLT > RLT in RRT of RV and LLT(RV, NRV) > RLT in RRT of RV then
(35) RV modifies RLT in its RRT by new RLT;
(36) RV modifies FV information in RRM by its information;
(37) if DV is neighbor of RV and LLT(RV, DV) > RLT in RRT of RV then
(38) RV sends RRM to DV;
(39) else
(40) if DV is neighbor of RV then
(41) RV deletes RRM;
(42) else
(43) RV broadcasts RRM;
(44) end
(45) end
(46) else
(47) RV deletes RRM;
(48) end
(49) end
(50) end

ALGORITHM 2: MSRP-BM: most stable route prediction using beacon message.
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and RRM’s id in its RRT and then it puts its information
(identifier and new RLT) in place of those of the previous
forwarder in the RRM. After that, it checks whether the
destination vehicle is among its neighbors. If it is, it sends to
it the RRM. Otherwise, it broadcasts the latter in its com-
munication range on the side close to the destination.
Otherwise, it checks whether the new RLT is not strictly
greater than the RLT in its RRT. If it is not, it deletes it.
Otherwise, it checks if there is a next receiver that remains
(in direct communication with the current receiver) a time
strictly greater than the RLT in its RRT. If this is not the case,
it deletes the RRM. Otherwise, it modifies the RLT in its RRT
by the new RLT. )en, it puts its information instead of
those of the previous forwarder in the RRM. Next, it checks
whether the destination is among its neighbors. If it is, it
sends to it the RRM. Otherwise, it broadcasts the latter in its
communication range on the side close to the destination.

Each next receiving vehicle will do the same operations
that have been done by the previous receiving vehicle until
the route discovery message arrives to the destination
(Algorithm 2).

6. Simulation and Results

We have used the pattern IDM-LC which is a microscopic
mobility model in the tool vehicular ad hoc networks
mobility simulator (VanetMobiSim), and we have used NS2
to implement our protocols. Vehicles are deployed in a
5000m × 80m area. )is area is a highway with four lanes
bidirectional. Vehicles are able to communicate with each
other using the IEEE 802.11pMAC layer.)e vehicles’ speed
fluctuates between 0m/s and 27m/s. We have considered
packet size of 512 bytes, simulation time of 400 s, hello
interval of 1 s, and packet rate of 4 packets per second. We
setup ten multihop CBR flow vehicles over the network and
start at different time instances and continue throughout the
remaining time of the simulation. )e transmission range is
kept at 250m. Simulation results are averaged over 20
simulation runs.

We evaluate the performance of our routing schemes
MSRP-BM and MSRP against of ROMSGP which more
closely resembles to the nature of our algorithms, and
location-aided routing (LAR1) [29] that selects the shortest
path. )ese schemes are evaluated for the average routes
lifetime, the percentage of packets delivery, the control
overhead, the average end-to-end delay, the throughput, and
the average routes failures number generated during the
transmission of data packets.

Simulation parameters are summarized in Table 2.
Figures 4 and 5 show the higher stability of MSRP and

MSRP-BM compared to that of ROMSGP and LAR1 because
our schemes determine the route that has the longest life-
time. Hence, it becomes more stable compared to others,
where LAR1 gets the lowest route lifetime value. LAR1
chooses the shortest route that breaks quickly when the
speed of vehicles and their number increase. ROMSGP
chooses the shortest route among the vehicles belonging to
the same group; for this reason, its route is stable compared
to that of LAR1.

Figures 6 and 7 show the delay is maximal for a mini-
mum number of vehicles, and it is linearly decreased with
the increase of number of vehicles because of the reduction
of the number of disconnections. )e average end-to-end
delay of our schemes is the lowest (notably when the vehicles

Table 2: Simulation parameters.

Parameter Value
Simulation time 400 s
Simulation area 5000m × 80m
No. of vehicles 30–90
Transmission range 250m
Packet rate 4 packets/s
Packet size 512 bytes
Traffic type CBR
Mobility model IDM-LC
Speed 0–100 km/h
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number is increasing) compared to those of ROMSGP and
LAR1 because of the stability of route that reduces the
number of data packets in queue, and thus, the delivery delay
of data packet between the source and the destination
vehicles.

Figures 8 and 9 exhibit that the packet delivery ratio of all
schemes increases with the increase of vehicles density on
the road and that our schemes achieve a good packet delivery
ratio than both ROMSGP and LAR1. )is is because our
schemes forward data packets on road by predicting the
most stable route taking into account the velocity variation;
on the contrary of ROMSGP that determines a stable route
by selecting the shortest route among the vehicles belonging
to the same group and LAR1 that selects the shortest path.
)e selection of the most stable route allows the decrease of
the number of route breakage and the number of data
packets in queue. )e packet delivery ratio is not better
because of the nonuniform distribution of vehicles in our
mobility model. Moreover, we have not yet used a method
which keeps the data until the destination vehicle, as in the
case of the carry-and-forward mechanism [30].

In Figures 10 and 11, we consider all control packets used
in the routing process, except beaconmessages for ourMSR-
BM scheme. )e control overheads of all routing protocols
increase according to the increase of number of vehicles.
LAR1 does not predict a stable route; hence, it generates
more control overhead because of the frequent route re-
construction. ROMSGP determines a stable route by
building the route by vehicles of the same group; hence, it
provides less control overhead compared with LAR1. Our
schemes predict the most stable route that decreases to a
high extent the reconstruction of route; for this reason, they
have much less control overhead than the other compared
routing protocols.

In Figures 12 and 13, our schemes have better
throughput than ROMSGP and LAR1. Because inMSRP and
MSR-BM, the duration of the paths is longer, the number of
path breaks is reduced, and also the control overhead is
decreased compared with the other routing protocols.
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Figure 15: Average of routes failures versus vehicles density.

12 Mobile Information Systems



ROMSGP has the lowest throughput compared to LAR1.
)is is because ROMSGP determines the route by vehicles
that travel in the same group (they are not enough) on the
contrary of our schemes and LAR1 that do not take into
account the direction of movement. When the number of
vehicles increases, the ROMSGP throughput increases
rapidly compared to that of LAR1. )is is because ROMSGP
has enough number of vehicles to select a stable route versus
LAR1 that determines the shortest path.

As shown in Figures 14 and 15, the average number of
route breaks (number of errors) of our protocols is lower
than those of both ROMSGP and LAR1, because our
schemes choose the most stable route and predict the data

packet delivery time before sending data. LAR1 chooses the
shortest path, regardless of whether it is reliable or not.
ROMSGP outperforms LAR1 because it predicts a stable
route by building it by vehicles belonging to the same group,
and it creates a new alternative route before a route breakage.

As shown in Figures 16–19, according to the vehicles
density, our scheme with beacon message (MSRP-BM) has
the lowest packet delivery ratio and throughput. Besides,
MSRP-BM has the highest normalized routing load and the
highest average number of route failure compared to our
scheme without beacon message (MSRP). )is is explained
by periodicity of beacon messages that charge the
bandwidth.

7. Conclusion

Our schemes are designed to enhance the communication
on highway for the comfort applications. )ey predict the
most stable route by selecting the route that has the longest
lifetime. )ey are based on the prediction of the link lifetime
and the route lifetime taking into account the velocity
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variation. Moreover, our schemes predict the data packet
delivery time before sending the data. )ey are compared to
ROMSGP and LAR1 in highway environment. )e results
showed that our schemes have higher average route lifetime,
higher percentage of packet delivery, higher throughput,
lower average end-to-end delay, and lower average route
failures number compared to existing schemes.
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Two-tier femtocell networks, in which a large number of femto base stations (BSs) are deployed within a region overlapping with
a macrocell, can provide an economical means of increasing user capacity and coverage. Given that femto BSs may be deployed
with no cell planning, cross-tier interference generated from a number of macrocells and femtocells can cause severe problems. In
particular, a macro mobile station (MS) that transmits uplink data may generate severe interference with adjacent femtocells,
which causes performance degradation. In order to solve these problems, two novel resource allocation schemes, optimization and
heuristic, are proposed, which efficiently reduce uplink interference in two-tier femtocell networks. Simulation results at the
system level verify that both proposed schemes can improve the average capacity of the femtocells, but the heuristic scheme
outperforms the optimization scheme in terms of computational complexity.

1. Introduction

With the increasing popularity of high data rate wireless
services, a number of communication techniques have been
proposed to cope with the increase in mobile traffic. One
simple yet powerful means of increasing the capacity of
wireless networks involves decreasing the size of the cell
because a small cell is perfectly adequate for providing high
data rate services for multiple users through more efficient
wireless environments. Accordingly, femtocells, which have
a small cell coverage, have been regarded as a key element in
providing high-quality services in homes or small offices [1].

Femto base stations (BSs) are low-transmit power BSs with
restricted indoor service coverage. Femto BSs provide con-
nections between mobile devices and service providers using
a licensed band [2]. 1ey provide an efficient way of achieving
a high data rate and increased service area, especially in places
where radio connection would otherwise not be supportable.
In two-tier femtocell networks, a large number of femtocells

may be overlapping in the service area of a conventional
macrocell, which has a large service coverage.

Given that femtocells are usually deployed without any
cell planning, macrocells and femtocells can interfere with
each other, probably leading to severe performance deg-
radation in two-tier femtocell networks, especially if the
spectrum is shared among femtocells and macrocells [3, 4].
For example, a mobile station (MS) of a macro BS that
transmits with a high power or is located near the femto BS
may cause severe uplink interference with neighboring
femtocells, and accordingly, the capacity of the femtocells
can deteriorate.

1e importance of uplink interference in two-tier
femtocell networks means that its mitigation has been
extensively investigated in the previous literature [5–7].
Uplink capacity in CDMA-based two-tier femtocell net-
works was analyzed in [5], in which a technique for avoiding
interference using sectorization and CDMA hopping was
also presented. In [6], the uplink capacity of TDMA-based
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two-tier femtocell networks was analyzed by distinguishing
between those cases where macro- and femtocells share the
same frequency and those where the frequency is divided.
When the frequency is divided, the interference generated
between macrocells and femtocells may not occur when the
spectral efficiency is reduced. However, when the frequency
is shared, the uplink throughput may be increased by the
proper allocation of transmit power. In [7], an uplink
power control scheme was proposed, in which the maxi-
mum transmit power of femtocell users is adjusted, in an
effort to mitigate cross-tier interference at a macro BS.
Finally, efficient power control schemes in dense and small-
cell networks are studied in [4, 8, 9]. 1e interference
management algorithms for improvement of practical LTE
and LTE-A mobile networks are studied and adopted
practically as shown in [10–15].

We present efficient resource allocation algorithms that
can reduce uplink interference in two-tier femtocell net-
works. To this end, we formulate an optimization scheme
using integer programming (IP), but this turns out to be
somewhat impractical due to its complexity. In order to
provide a practical solution, we propose a heuristic scheme
with low complexity in which femtocells and a macrocell
perform resource allocation cooperatively.

2. System Model

We consider two-tier femtocell networks in which a set of
femto BSs K � 1, . . . , K{ } are deployed in the coverage of
a macro MB. Both macro BS and femto BSs use the same
frequency band, and the bandwidths of the macro BS and the
femto BSk are denoted by W and Wk, respectively. A set of
macro MSs M � 1, . . . , M{ } communicate with the macro
BS. A set of femto MSs Mk � 1, . . . , Mk  communicate
with the femto BSk, where k � 1, . . . , K that denotes the
index of the femto BS.

Each frame containing downlink and uplink subframes
has the same duration, where t � 1, 2, . . . is the index of the
frame. Each uplink subframe is divided into a set
N � 1, . . . , N{ } of time slots, each of which has a fixed
interval. Each femto BS may be synchronized with the
overlay macro BS in the frames using GPS or the IEEE 1588
PTP (Precision Time Protocol) [16]. A quasistatic flat fading
channel is assumed, in which the channel state is constant
within a unit frame duration and can vary frame by frame. A
BS is made aware of the state of the channels from channel
feedback information.

1e signal to interference/noise ratio (SINR) of femto
MSi belonging to femto BSk in slot j at time t is given by

c
k
ij(t) �

pk
i (t)hk

i (t)

WkN0 + Ik
j(t)

, (1)

where pk
i (t) is the transmitted power of femto MSi be-

longing to femto BSk, hk
i (t) is the gain experienced in the

channel between femto MSi and femto BSk, and N0 denotes
the amount of noise per hertz.

1e amount of interference in the uplink of femto BSk in
slot j at time t is described as

I
k
j(t) � I

k
macro⟶j + I

k
femto⟶j,

I
k
macro⟶j � 

m∈M
pm(t)hmk(t)bmj(t),

I
k
femto⟶j � 

k′∈K,k′≠k



i′∈M
k′

p
k′
i′ (t)h

k′
i′k(t)b

k′
i′j(t),

(2)

where Ik
macro⟶j is the amount of interference from the macro

MSs to femto BSk where pm(t) is the transmitted power of
macro MS m, hmk(t) is the gain experienced in the channel
betweenmacroMSm and femtoBSk, and bmj(t) is the indicator
of resource allocation for the macro BS. If the slot j at frame t is
allocated for macro MS m, bmj(t) is 1; otherwise, it is 0.

Ik
femto⟶j is the amount of interference from the MSs

located in the other femto BSs with femto BSk where pk′
i′ (t) is

the transmitted power of femto MS i′ in the femto BS k′,
hk′

i′k(t) is the gain experienced in the channel between femto
MS i′ located in femto BSk′ and femto BSk, and bk′

i′j(t) is the
indicator of resource allocation for femto BSk′ . If the slot j at
frame t is allocated to femto MS i′, bk′

i′j(t) is 1; otherwise, it is
0. Given that the interference between femtocells can be
mitigated using either transmit power control or fractional
frequency reuse [17], the interference generated in the uplink
between macro MSs and femtocells can be minimized.

Using uplink open-loop transmit power control [18],
which was devised to compensate the propagation loss and
channel fluctuation due to shadowing, a BS determines the
transmit power of subordinated MSs such that the target
SINR can be satisfied. 1erefore, the transmitted power of
the subordinated MSs can be estimated by the macro/femto
BSs. 1e MS i’s target SINR, c

target
i (t), can be determined

from the MS’s rate requirement.

3. Efficient Resource Allocation

Figure 1 shows how the BS operates under the proposed
schemes. A scheduler conventionally selects a number of
MSs from those connected to the BS and then decides on the
number of slots for the selected MSs. Note that a variety of
scheduling policies can be chosen, as in the conventional
scheduler.1e proposed schemes are then used to determine
which time slots are allocated for the selected MSs.

rm(t) and rk
i (t) denote the number of time slots allocated

to macro MS m and femto MS i located in femto BSk, re-
spectively. 1en, R(t) � m∈Mrm(t) and Rk(t) � i∈Mk

rk
i (t)

are defined by the number of time slots allocated by a macro
BS and femto BSk, respectively, where 0≤R(t)≤N and
0≤Rk(t)≤N. 1e uplink resource utilization of macro BS
λ(t) and femto BSk λk(t) can be expressed as

λ(t) �
R(t)

N
, where 0≤ λ(t)≤ 1,

λk
(t) �

Rk(t)

N
, where 0≤ λk

(t)≤ 1 for k � 1, . . . , K,

(3)

which is the number of allocated time slots as a proportion of
the total time slots.
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3.1. Resource Allocation Using Optimization Scheme. In the
optimization scheme, the uplink interference from macro
MSs is supposed to be known to each femto BSk through
its backhaul link. 1erefore, the optimization scheme can
maximize the capacity of femto BSk regardless of any
resource allocation of a macro BS, bmj(t). We devise the
optimization scheme using the following integer pro-
gramming method:

max
bk


i∈Mk


j∈N

b
k
ij(t)log2 1 + c

k
ij(t)  (4)

subject to


i∈Mk

b
k
ij(t)≤ 1, ∀j ∈ N, (5)


j∈N

b
k
ij(t) � r

k
i (t), ∀i ∈ Mk, (6)

b
k
ij(t) ∈ 0, 1{ }, ∀i ∈ Mk, j ∈ N, (7)

bmj(t) ∈ 0, 1{ }, ∀m ∈ M, ∀j ∈ N, (8)

where bk is an Mk × N matrix, the elements of which
denote the resource allocators of the femto BSk, bk

ij(t).
1e objective function (4) is intended to maximize the total
sum capacity of all femto MSs belonging to the femto BSk.
Moreover, equation (5) describes the constraint that
a single time slot cannot be shared for multiple femto MSs
simultaneously. Furthermore, equation (6) indicates that
the total number of allocated time slots of femto MS i is
rk

i (t). Equations (7) and (8), respectively, describe the
binary resource allocator of femto BSk bk

ij(t) and macro
BS bmj(t).

From the solution of the formulated problem, each
femto BSk can obtain the optimal resource allocator bk.
However, a huge signaling overhead is required to ascertain
the uplink interference Ik

j(t) at the femto BS. In addition, the
femto BS needs to solve an integer programming problem,
which also entails a large number of computations.

2.2.ResourceAllocationUsingHeuristic Scheme. To avoid the
problems encountered with the optimization scheme,
a heuristic scheme is proposed, which reduces the com-
putational complexity by operating in a distributed way.
Also, in the conventional OFDM-based two-tier/multitier
resource allocation algorithms which are adopted in stan-
dards, macro BS and femto BSs use the separated resources
or frequency bands to avoid and mitigate intercell in-
terference. In this manner, the network-wise capacity cannot
be optimized. Also, the cooperation of macro BS and femto
BSs is hardly possible in the practical deployment scenarios
because the vendors of macro BS and the vendors of femto
BSs are not same generally.1us, it is very important that the
resource management algorithms between macro BS and
femto BSs should work in a distributed manner. 1e system
model in which the proposed scheme is working is exactly
the same to the system model of the optimization scheme.
Given that a macro MS that uses a great amount of power
when transmitting may severely interfere with neighboring
femtocells; by using the proposed heuristic algorithm, femto
BSs can cooperate with the overlaid macro BS in resource
allocation.

We describe how the macro BS operates in the heuristic
scheme. First, the index of time slot j � 1 and the resource
allocator of macro BS bmj(t) � 0 are initialized. Second, the
macro BS classifies the MSs scheduled at time t, M′. 1ird,
the macro BS allocates time slots to the scheduled macro
MSs based on the transmit power in the descending order.
1e macro MS m′ with the largest transmit power is chosen
from the scheduled macro MSs,M′. A slot j is then allocated
for the chosen macro MS m′ (bm′j(t) � 1). Finally, the index
of slot j and the number of slots allocated to macro MS m′,
rm′(t), are updated. 1e macro BS may continue allocating
slots to the chosen macro MS m′ in the ascending order of
the slot index (from 1 to N) until the number of slots al-
located to macro MS m′ is satisfied (rm′(t) � 0). 1is op-
eration is summarized in Algorithm 1.

1e operation of femto BSk in the heuristic scheme is
described as follows. First, the index of time slot j � N and
the resource allocator of femto BS bk

ij(t) � 0 are initialized.

Allocate
Time slot

Scheduler
(conventional) Select and

determine

Resource
allocation

(proposed)

1

2

3

4

3

4

1

3

4

1

1 2 3 4 5

Base station

Figure 1: BS operation including scheduler and resource allocation. 1e term BS refers both macro and femto BSs.
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Second, the femto BS classifies the femto MS scheduling set
at time t,Mk

′. 1ird, given that the macro BS allocates slots to
the scheduledmacroMSs based on the transmit power in the
descending order, the femto BS allocates slots to the
scheduled femto MS in the descending order of the time slot
(from N to 1) in order to minimize interference from macro
MSs, as follows. Even if the amount of interference from
macro MSs is the same, a femto MS with a low target SINR
may experience more capacity degradation than a femto MS
with a high target SINR. 1erefore, femto MS i′ with the
smallest target SINR is chosen from the scheduled femto
MSs, Mk

′. 1e femto BS then assigns a slot j for the chosen
femto MS i′ (bk

i′j(t) � 1). Finally, the index of slot j and the
number of slots to be allocated to macro MS i′ rk

i′(t) are
updated. 1e femto BS may keep allocating slots to the
chosen femto MS i′ in the descending order of the slot (from
N to 1) until the number of slots allocated to femto MS i′ is
satisfied (rk

i′(t) � 0). 1e operation of a femto BS is sum-
marized in Algorithm 2.

Using the heuristic schememeans that the capacity of the
femtocells may be lower than in cases where the optimi-
zation scheme is used because resources are allocated
heuristically. However, because the femtocells do not need to
receive any information about the interference generated in
the uplink of macroMSs, the heuristic scheme can operate in
a distributed manner. 1e computational complexity of the
heuristic scheme, which can be derived as O(NMk), is also
much lower than that of the optimization scheme. Even
though the macro BS requires additional computations
whose complexity is O(NM) for cooperative resource al-
location, the overall computational complexity is low such
that the heuristic scheme is potentially affordable and takes
place in real time. And the mobile station which generates
intercell interference significantly can be efficiently taken

account into the resource allocations for macro BS and
femto BSs in a distributed manner.

4. Simulation Results and Conclusions

For our simulation environment, we consider a two-tier
femtocell network where K femto BSs are uniformly located
in the coverage of a macro BS. In our performance evalu-
ation, we only consider the capacity of femto BSs located in
the outer area of a macrocell. In the simulation, a pro-
portional fair scheduler was used for the conventional
scheduler of a BS. 1e channel gains (hk

i (t), hmk(t), and
hik(t)), and the location of the MSs, were decided in the
simulations with reference to the scenario in [19]. 1e de-
tailed parameters are summarized in Table 1. We found out
the solution of the optimization problem which is described
in equations (4)–(8) by using MATLAB and then compared
to the performance of the proposed algorithm evaluated also
by MATLAB simulations.

Figure 2 describes the average capacity of an outer femto
BS according to the uplink resource utilization λk(t) in the
case where the uplink resource utilization of macro BS is
λ(t) � 0.4. 1e proposed schemes evidently yield capacity
enhancement over a random scheme in which time slots are
randomly allocated to femto MSs. When the uplink resource
utilization of femto BS λk(t) increases, it is obvious that the
amount of interference in the uplink increases as well. As
a consequence, the amount of capacity enhancement by the
proposed schemes falls from 41% to 4% because the
scheduling gain decreases. When the resource utilization of
the femto BS is at a maximum (λk(t) � 1), the gain of the
proposed schemes is at a minimum.

Figure 3 describes the average capacity of the outer femto
BS according to the uplink resource utilization λk(t) in the
case where the uplink resource utilization of the macro BS is
λ(t) � 0.6.When the uplink resource utilization of macro BS

(1) Parameter initialization

(i) j � 1 : slot index
(ii) bmj(t) � 0, ∀m ∈ M, ∀j ∈ N: resource allocator

(2) Compute scheduled macro MS set

(i) M′ � m ∈ M ∣ rm(t)> 0 

(3) Choose a macro MS m′

(i) m′ � arg max
m∈M′

pm(t)

(4) Time slot allocation for the macro MS m′

(i) bm′j(t) � 1

(5) Parameter update

(i) j � j + 1 and rm′(t) � rm′(t)− 1

(6) If rm′(t) � 0, go to step (7); otherwise, go back to step (4)
(7) Update the macro MS scheduling set

(i) M′ � M′ −m′

(8) If M′ � ∅, stop; otherwise, go back to step (3)

ALGORITHM 1: Macro BS operation in the heuristic scheme.

(1) Parameter initialization

(i) j � N: index of time slot
(ii) bk

ij(t) � 0, ∀i ∈ Mk, ∀j ∈ N: resource allocator

(2) Compute scheduled macro MS set

(i) Mk
′ � i ∈ Mk|rk

i (t)> 0 

(3) Choose a femto MS i′
i′ � argmin

i∈Mk
′
c
target
i (t)

(4) Time slot allocation for femto MS i′

(i) bk
i′j(t) � 1

(5) Parameter update

(ii) j � j− 1 and rk
i′(t) � rk

i′(t)− 1

(6) If rk
i′(t) � 0, go to (7); otherwise, go back to step (4)

(7) Update the femto MS scheduling set

(i) Mk
′ � Mk
′ − i′

(8) If Mk
′ � ∅, stop; otherwise, go back to step (3)

ALGORITHM 2: Femto BS BSk operation in the heuristic scheme.
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λ(t) increases, the amount of uplink interference with the
femto BSs also increases. As a consequence, the capacity
enhancements of both heuristic scheme and random
scheme decrease compared to those of the optimization
scheme. When the resource utilization of femto BSk is less
than the unused resource utilization of the macro BS
(λk(t)≤ 1− λ(t)), the heuristic scheme can allocate the
uplink resources that are not used by the macro MSs to
femto MSs belonging to femto BSk. In this case, the heu-
ristic scheme shows the same performance as the opti-
mization scheme because it can avoid strong uplink
interference.

Figure 4 describes the average capacity of the outer femto
BS according to the uplink resource utilization λk(t) in the
case that the uplink resource utilization of macro BS is
λ(t) � 0.8. Even for the case that the resource utilization of
a macro BS is higher, the proposed heuristic scheme still
outperforms the random scheme.

Performance evaluation using intensive system level
simulations verified that both proposed heuristic scheme
and optimization scheme are efficient in improving the
capacity of femtocells. 1e optimization scheme showed

the best performance for all cases, and the performance of
the heuristic scheme is comparable to that of the optimi-
zation scheme when the uplink resource utilization of the
macro BS is lower. 1e heuristic scheme is more feasible in
terms of its complexity for practical implementations be-
cause the femtocells do not need the additional procedure
regarding the measurement and report of uplink in-
terference from the macro MSs, which enables real-time
implementation.

Data Availability

No data were used to support this study.
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Figure 2: Average capacity of outer femto BS in the case where
uplink resource utilization of macro BS λ(t) � 0.4.

Table 1: Simulation parameters.
Macro cell coverage 700m
Femtocell coverage 20m
Number of femto BSs (K) 50
Number of macro MSs (M) 15
Number of femto MSs in femto BSk (Mk) 2
System bandwidth of macro BS (W) 5MHz
System bandwidth of femto BS (Wk) 1Hz
Distance between macro BS and outer femto BS 600m
Number of time slots (N) 5
Target SINR of macro MSs 10 dB
Target SINR of femto MSs 10, 20 dB
Max TX power of MSs 23 dBm
External wall loss of femtocells 10 dB 4
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Figure 3: Average capacity of outer femto BS in the case where
uplink resource utilization of macro BS λ(t) � 0.6.
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(e IEEE 1609.4 legacy standard for multichannel communications in vehicular ad hoc networks (VANETs), specifies that the
control channel (CCH) is dedicated to broadcast safety messages, while the service channels (SCHs) are dedicated to transmit
infotainment service content. However, the SCHs can be used as an alternative to transmit high priority safety messages in the
event that they are invoked during the service channel interval (SCHI).(is implies that there is a need to transmit safety messages
across multiple available utilized channels to ensure that all vehicles receive the safety message. Transmission across multiple
SCHs using the legacy IEEE 1609.4 requires multiple channel switching and therefore introduces further end-to-end delays. Given
that safety messaging is a life critical application, it is important that optimal end-to-end delay performance is derived in
multichannel VANET scenarios to ensure reliable safety message dissemination. To tackle this challenge, three primary con-
tributions are in this article: first, a cooperative multichannel coordinator (CMD) selection approach based on the least average
separation distance (LAD) to the vehicles that expect to tune to other SCHs and operates during the control channel interval
(CCHI) is proposed. Second, a model to determine the optimal time intervals in which CMD operates during the CCHI is
proposed. (ird, a contention back-off mechanism for safety message transmission during the SCHI is proposed. Computer
simulations andmathematical analysis show that CMD performs better than the legacy IEEE 1609.4 and a selected state-of-the-art
multichannel message dissemination scheme in terms of end-to-end delay and packet reception ratio.

1. Introduction

Nowadays, intelligent transport systems (ITS) are one of the
key drivers for the evolution of smart cities. Among the
major enabling technologies to realize this evolution is
vehicular communications technology (VCT). VCTs should
be able to provide services such as safety on the road and in-
vehicle on-demand infotainment content. (e IEEE 1609.4
standard [1] is the basic technology designed to achieve and
enable the implementation of both cooperative safety
message dissemination and provision of infotainment ser-
vices through multichannel communications. Seven 10MHz
channels have been reserved in the 5.9GHz frequency band
[2] for this purpose.

(e multichannels defined therein are the control
channel (CCH) and six service channels (SCHs), all oper-
ating at fixed intervals. (e CCH is dedicated to broadcast

safety messages while the SCHs are dedicated to transmit
infotainment service content. During the CCH interval
(CCHI), all vehicles must tune to the CCH unlike during the
SCH interval (SCHI). Furthermore, the standard defines the
continuous and alternating channel access modes. In the
continuous channel access mode, vehicles tune to the CCH
until they demand for a service that has been advertised. (e
alternating channel access mode allows vehicles to always
switch between the CCH and their desired advertised SCH
after an interval of 50ms.

When the different vehicles switch to their desired SCHs
during the SCHI, it limits the possibility of transmitting
safety broadcast messages to all vehicles in the event of an
emergency during the SCHI. (is is a threat to the reliability
of safety message transmission especially because further
end-to-end delays are introduced. (erefore, it is necessary
to design interchannel communication mechanisms across
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service channels which should be able to meet requirements
such as minimum end-to-end delay for emergency safety
message transmission and delivery.

Various studies [3–11] have proposed approaches on
improving end-to-end delay performance for vehicular ad hoc
network (VANET) in multichannel conditions. (e major
considerations in these previous studies include the following:
(1) using channel coordination vehicles [6], (2) using road side
units (RSUs) as coordinators [10, 11], (3) dynamic variable
CCHI and SCHI [5], and (4) time slot utilization based on peer-
to-peer negotiation as a multichannel coordination function
[4]. A detailed review of studies [3–11] is covered in Section 2.
However, for the purpose of this study, the wireless access to
vehicular environments—enhanced safety message delivery
approach (WSD) [6] is used for comparison with the proposed
scheme. During the CCHI, in the WSD approach, each vehicle
collects data including the expected SCH that the vehicles in its
communication range expect to tune to during the SCHI and
computes the delay in each SCH and the number of vehicles
expected to tune to a given SCHI. In the event of a high priority
message during the SCHI, the invoking vehicle schedules the
transmission of the emergency message across all the SCHs
based on a schedule determined by the SCH which has the
smallest fraction of the delay divided by the number of vehicles
in the SCH.(is implies that inWSD, the emergencymessage-
invoking vehicle performs the channel coordination function.

In this paper, the information collection routine during
the CCHI based on the service advertisements is the same as
that of the WSD except that each vehicle only collects the
separation distance information between the vehicles in its
communication range and the expected SCH they expect to
tune to during the SCHI. We consider vehicles expecting to
tune to similar specific SCHs as belonging to the same SCH
cluster, and for each SCH cluster, a coordinator for each of
the other SCH clusters is selected. (e cooperative multi-
channel coordinator (CMD) selection is based on the least
average separation distance (LAD). (is description of our
scheme was first introduced in our paper [12]. (erefore, we
extend the concept by (1) detailing the proposed scheme, (2)
performing an extensive literature survey of multichannel
MAC schemes in VANETs, (3) proposing a Markov chain
for the back-off procedure during the SCHI, (4) a mathe-
matical analysis of end-to-end delay which incorporates
a proposed model for the optimal slot length when CMD
operates during the CCHI, (5) and additional end-to-end
delay performance tests in single-hop blind flooding sce-
narios. (e results of the study show that the proposed
scheme has a lower end-to-end delay in both non-
rebroadcast scenarios and single-hop flooding scenarios
when compared to the WSD approach [6]. (e original
contributions of this article are summarized as follows:

(i) A multichannel coordinator selection approach
based on the LAD to vehicles tuned to other SCHs
with the purpose of forwarding emergencymessages
with minimum end-to-end delay

(ii) A Markov chain for the back-off procedure during
contention for transmission of safety messages in
the SCHI

(iii) A model to determine the optimal slot length in
which the proposed CMD operates during the
CCHI

(iv) A queueing delay model that depends on the
number of vehicles within the carrier sensing range
to determine the queue length

(v) A mathematical analysis of the message dissemi-
nation end-to-end delay for the proposed CMD
scheme and WSD

(vi) A simulation analysis of end-to-end delay while
comparing the proposed CMD scheme, WSD, and
the legacy IEEE 1609.4

(e remainder of this paper is organized as follows.
Section 2 discusses the related works. Section 3 describes the
proposed CMD system model. Section 4 describes the nu-
merical analysis. Section 5 describes shows the simulation
setup and performance analysis. Finally, the conclusion is
given in Section 6.

2. Related Work

Various state-of-the-art approaches designed for multi-
channel VANET scenarios are discussed in this section. (e
review covers adaptive interval approaches and coordination
based approaches used in multichannel VANETs.

Pal et al. [3] proposed to eliminate the fixed CCHI and
SCHI intervals by introducing a triggered multichannel
medium access control (MAC) scheme where the CCHI is
triggered each time there exists an emergency message with
the objective of minimizing the end-to-end-delay. Similarly,
Chantaraskul et al. [13] and Wang et al. [5] also proposed
approaches to dynamically adjust the CCHI based on the
channel congestion condition. (is approach offers a high
trade-off against infotainment content delivery in envi-
ronments where both safety and content delivery are highly
required.

Almohammedi et al. [4] proposed an adaptive multi-
channel assignment and coordination (AMAC) scheme in
VANETs which exploits channel access scheduling and
channel switching. (e channel access scheduling is done by
the RSU based on the traffic conditions to guarantee that all
safety messages are disseminated during the CCHI and also
achieve higher throughput of the infotainment content. (e
AMAC scheme also uses a peer-to-peer (PNP) negotiation
mechanism between service providers and users for the SCH
reservations to adaptively transmit safety messages based on
the CCH conditions and the traffic safety state. (e PNP
negotiation process results into (1) transmission of safety
messages over the CCH if the traffic condition is light and (2)
transmission over the SCH if the traffic condition is heavy to
avoid extended end-to-end delays of safety message delivery.
Transmission over the SCH involves negotiating for a time
slot during the SCHI. Generally, the PNP negotiation
process is an additional process in the synchronization
interval (SI) and naturally extends end-to-end delays. Ad-
ditionally, AMAC uses different adaptive contention win-
dows for safety message and service message transmission in
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order to minimize on packet collision in the multichannel
environment.

Similarly,Wang et al. [5] proposed a variable CCHI (VCI)
multichannel MAC which dynamically adjusts the length
ratio between the CCH and the SCH mainly for the trans-
mission of safety messages. In the VCI approach, when
wireless service advertisements (WSAs) are transmitted
during the CCHI, interested nodes request the service pro-
vider to reserve a specified content transmission time interval
in the SCHI within which they shall receive content. (is
reservation approach is quite similar to the PNP time slot
negotiated for in [4].(e only difference is that in [5], the time
slot is used for transmitting infotainment content while in [4],
the time slot is used for transmitting safety messages.

(e hidden node problem in multichannel VANETS can
be minimized using the request to send (RTS)/clear to send
(CTS)/data/acknowledgement (ACK) handshake. However,
this causes the exposed node problem that hinders con-
current transmissions especially in dynamic environments
like VANETs. In particular, SCH selection in multichannel
VANETS can result into an exposed node problem hence
hindering concurrent transmissions. Lee et al. [8] proposed
a scheme based on piggybacking of selected SCHs in the
safety message in multichannel VANETs to minimize the
exposed node problem. In this case the piggybacked message
acts as a coordination agent so that the exposed vehicles do
not select a common SCH.

Yao et al. [9] proposed a flexible multichannel MAC (FM-
MAC) protocol which allows safetymessages to be broadcasted
on the service channel and nonsafety messages to be trans-
mitted on the control channel in a flexible way. (e SCHI and
CCHI are not adjusted dynamically but instead both are
utilized for transmitting safety and nonsafety messages. In FM-
MAC, finding the optimal bandwidth resource allocation was
key in determining the flexibility of using both the SCHI and
CCHI. (e RSU in [9] performs the major coordination
function by the following: (1) setting up a coordination period
for the RSU to broadcast frames to all vehicles in range
informing them of a contention period to transmit safety
messages, (2) safety message broadcasts and SCH service
reservation requests are made by vehicles, (3) the RSU as well
broadcasts a scheduling period to all vehicles in its range
informing them of the schedule assignments and schedule
orders, (4) and finally all nonsafety messages are exchanged
based on the SCH schedules and assignments which were
broadcasted by the RSU. Zhao et al. [10] proposed the demand-
awareMAC (DA-MAC) protocol which follows quite a similar
criteria like in [9], though DA-MAC does not consider the
coordination frames broadcast by the RSU in FM-MAC.

(e multichannel coordination schemes in [9–11] seem
attractive, but mainly depend on the RSU. It has been re-
ported that RSUs may sometimes face unavailable grid
power connection challenges [14], and hence may require
being battery powered. (e major issue is ensuring that they
are power charged. (is limitation is the reason for the
advocacy of vehicle-to-vehicle (V2V) target multichannel
coordination schemes.

(e WSD algorithm proposed by Ghandour et al. [6]
targets transmitting event driven high priority messages to

all service channels with aminimized delay to its neighbours.
During the CCHI, WSD operates at each node by gathering
information about its neighbours through hello messages
thereby forming a database comprising of the available
service channels and available vehicles. In case there exists
an emergency message event trigger during the SCHI, the
SCH with the least average ratio of the channel average delay
and the number of nodes is first tuned to by the source
vehicle of the emergency message event trigger for message
dissemination. SCH switching continues in the order of the
least ratio until all SCHs are exhausted. (e major point of
interest in the WSD protocol is to disseminate information
to its neighbours with minimum delay. Due to the multiple
switches to different SCHs by the nearest vehicle that acts as
a coordinator, WSD logically poses a large total dissemi-
nation delay in order to transmit to all the other service
channels. (e WSD design is based on the argument that
nearer vehicles are a greater point of interest for safety.

(e scheduling algorithm for high priority message
dissemination (SAEMD) proposed by Joo et al. [15] operates
by selecting and switching to a SCH belonging to the nearest
vehicle. Similar toWSD in [6], SAEMDuses a data collection
routine in the CCHI and uses the separation distance data
for deciding on the nearest vehicles hence the next SCH to be
tuned to for message transmission. Summarily, WSD [6] and
SAEMD [15] were designed to work in multichannel WAVE
conditions. However, both WSD and SAEMD provide
a minimum end-to-end delay benefit in the SCH which the
nearest neighbouring vehicles tunes to first. In the case
where most SCHs have vehicles tuned to them, the overall
total dissemination delay is expected to be larger due to the
need to do multiple switching to the different SCHs. Based
on WSD and SAEMD, the total end-to-end delay for
emergency message dissemination in multichannel WAVE
conditions needs to be improved. In our previous work [12],
we presented a cooperative multicoordinator scheme
(CMD) formultichannel communication in VANETs to take
care of the large total dissemination delay in multiple service
channels. (e proposed CMD addresses multichannel
communications in VANETs and uses acquired knowledge
from the CCHI.

Like in Dang et al. [16], the proposed CMD advocates for
the utilization of the SCH in case an emergency message is
invoked towards the time the SCHI takes over in the SI.
Utilization of the both the CCHI and SCHI increases the
reliability of safety message broadcasting. In the proposed
CMD approach, each vehicle maintains a single radio, and the
channel coordinator selection approach is distance based.
CMD also makes use of multiple coordinators for each SCH
cluster based on the available advertised SCHs hereafter re-
ferred to as Y. Table 1 shows the comparisons of different
state-of-the-artmultichannel access schemes used inVANETs.

3. Cooperative Multichannel Emergency
Message Dissemination Protocol (CMD)

CMD operates in vehicular multichannel communications
with the goal of achieving a low end-to-end delay in the
dissemination of messages throughout the entire set of
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vehicles tuned to different SCHs without changing much on
the IEEE 1609.4 standard. Like some of the presented
multichannel approaches in [6] and [15], the CMD protocol
follows the channel coordination principle where the co-
ordinator vehicles are selected using the distance to vehicles
tuned to other SCHs. A channel coordinator selection al-
gorithm is presented later in this section.

Figure 1(a) shows the standard IEEE 1609.4 channel
access, and Figure 1(b) shows the synchronization interval
(SI) utilization based on the proposed CMD which can be
described in the following steps:

(1) At the start of the CCHI and after the guard interval,
26ms are used for broadcasting basic safety messages
(BSMs) and advertising available services by service
provider nodes. (e BSMs broadcasted at this stage
includes the vehicle location information and the
SCH which a node will use to in order to receive
nonsafety data.

(2) In the next 5ms, using the location information
received and piggybacked SCHs from the other
nodes, each node calculates the average distance it
has from nodes which intend to use each of the
different SCHs, respectively.

(3) (e calculated average distance to vehicles intending
to tune to each SCH is appended to the BSM and
broadcasted by each vehicle. In the last 20ms of the
CCHI, the vehicles then broadcast their BSMs. On
receipt of each BSM, each vehicle compares its own
average separation distances with that in the received
BSM if the SCH in the BSM is the same. A node
autonomously qualifies itself to be the best fit co-
ordinator if it has the LAD compared to all the other
nodes intending to use the same SCH.

(4) During the SCHI, in the event of an emergency event
message transmission, the best fit vehicles with the
LAD to other SCHs forward the emergency message
to the vehicles which tuned to the other SCH by
switching to the target SCH.

3.1. Channel Coordinator Selection. In this subsection, the
CMD protocol is described in detail and illustrated by
Figure 2. Figure 2 shows three channels SCH1, SCH2, and
SCH3 which were advertised during the CCHI and logically
clustered to represent the vehicles tuned to the different
SCHs during the SCHI. (e vehicles selected the advertised
SCHs in the CCHI in a random manner. Each vehicle while
in the CCHI received and selected an SCH from the WAVE
service advertisements (WSAs) and also received and
transmitted location information together with their se-
lected SCH. With the received location information and
SCH at every instance, each receiving vehicle computes the
separation distances in relation to each SCH with the ob-
jective of finding the least separation distance to vehicles
expecting to tune to a specific SCH.

Considering each SCH as a cluster, the channel co-
ordinator vehicles in each cluster are such that for all ve-
hicles in a given cluster, they have LAD of the connectivity to
nodes in another SCH compared to the other vehicles it will
share with the same SCH. If Y SCHs were advertised, then
there should exist Y− 1 SCH coordinators in each cluster.
Table 2 describes the notations used in formulating the
channel coordinator selection approach. (e channel co-
ordinator selection model can be formulated as

∃Ck z ∈ SCHk s.t.Dc z ≤ di z ∀di z, i � 1, 2, . . . , m,

k � 1, 2, 3, . . . , 6,
(1)

where

di z �
d1 + d2 + · · · + dm

m
for z � 1, 2, 3, . . . , 6. (2)

Each vehicle keeps the broadcasted SCHz and its as-
sociated di z in its coordination fitness information base
(CFIB) as seen in Table 3. After the di z calculation stage by
each receiving vehicle, each vehicle again broadcasts its local
di z and is received through the periodic broadcast BSM.
Each incoming di z’s is compared with the local di z’s as
long as the SCHz is the same. (e comparison is such that

Table 1: Comparison of existing multichannel VANET schemes.

Scheme
Utilizes
RSU for

coordination?

Nodes hosting
the coordination

function

Switching
times per
coordinator

Pal et al. [3] No 1 Y-1
Chantaraskul
et al. [13] No 1 Y-1

VCI: [5] No 1 Y-1
AMAC: [4] Yes 1 Y-1
Lee et al. [8] No 1 Y-1
FM-MAC: [9] Yes 1 Y-1
DA-MAC: [10] Yes 1 Y-1
Li et al. [11] Yes 1 Y-1
WSD: [6] No 1 Y-1
SAEMD: [15] No 1 Y-1
Proposed CMD No Y-1 1
Switching times refers to the number of times a coordinator node must
switch to different SCHs to transmit a single emergency message until all
SCHs receive the message.

CCHI SCH
I

4ms 4ms 46ms

100ms
SI

46ms

(a)

CCHI SCHI

4ms 26ms 20ms 4ms 46ms

100ms
Synchronization interval

5ms

e1 e2 e3

(b)

Figure 1: (a) Standard channel access in IEEE 1609.4. (b) (e SI
utilization based on CMD.
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when di z is the least among the incoming di z’s for the
common SCHz, then the coordination fitness (CF) is 1.
Implying that the vehicle i has the least average distance to

SCHz and hence is the service coordinator of its SCH to
SCHz. Generally, the value of CF is determined based on
the order of greatness of di z. (at is, the least di z has CF
equals to 1 and the greatest di z has CF equals to m. For
clarity, the CF range is i � 1, 2, 3, ..., m. (e least di z which
represents the coordinators’ average distance is then
represented as Dc z for purposes of clarity as seen in
Equation (1).

Again, as seen in Table 3, the CF value in SCHk is
represented as fSCHz. (e general representation in Figure 2
shows the vehicle coordinators Ck 1, Ck 2, Ck 3 which have
the least CF values to the advertised SCHs. It should however
be noted that although C2 3 and C3 2 are represented a SCH
coordinators in Figure 2, only C1 3 and C1 2 are func-
tionally operational as channel coordinators because the
emergency message is triggered in SH1. Algorithm 1 elab-
orates on the CMD channel coordinator selection
procedure.

3.2. Challenges in the Proposed CMD. In the CCHI, while
transmitting BSMs containing the average separation dis-
tance to other vehicles, conditions such as the hidden node
problem and shadowing may hinder the BSM delivery to
some vehicles. In such a case, more than one vehicle may
assume the position of the channel coordinator to a given
SCH cluster. During the SCHI, it is also possible that
a channel coordinator vehicle may not receive an emergency
message from the affected source vehicle due to the hidden
node problem.

(is is a prominent problem in single-hop broadcast
scenarios. To alleviate this reachability problem, the single-
hop blind flooding based approach of broadcasting was
implemented, and simulation results are shown later in
Section 5.4 to describe its impact on delay in each WAVE
channel. In single-hop blind flooding, when vehicles re-
ceive a message, they rebroadcast it only once. (at is, the
vehicles receiving the rebroadcasted message do not
broadcast the retransmitted message. A comparison of the
proposed CMD with WSD is also done for the single-hop
flooding scenario.

Again, by applying CMD, it is possible that only one in
a given SCHmay qualify to be the channel coordinator to all
other SCHs by having the LAD to all advertised SCHs. (is
scenario exists when one node is isolated from its SCH
members yet near to all the other SCH cluster members.
Another issue about CMD is that when a cluster has less than
Y− 1 members, then some members will act as coordinators
for more than one SCH. (ese two mentioned scenarios
would cause an increase in the total dissemination delay
because such coordinators will have to switch between
multiple channels.

3.3. Proposed Back-Off Model for Emergency Message
Transmission during the SCHI. Figure 3(a) represents the
standard back-off process to be adopted in the CCHI and
for nonsafety data transmission in the SCHI. (e Markov
chain proposed and presented in Figure 3(b) operates in the

C1_3

SCH1
SCH2

SCH3

Message source vehicle

Service channel 1 vehicle cluster
Service channel 2 vehicle cluster
Service channel 3 vehicle cluster

Vehicles in the named SCH

C1_2

C2_3

C2_1

C3_1

C3_2

Channel coordinator vehicle

SCH1
SCH2
SCH3

SCH1 coordinator to SCH3
SCH1 coordinator to SCH2

SCH2 coordinator to SCH3
SCH3 coordinator to SCH1
SCH3 coordinator to SCH2

SCH2 coordinator to SCH1

C1_3

C1_2

C2_1

C2_3

C3_1

C3_2

Figure 2: A logical view of the CMD structure with the emergency
message generated from SCH1 and broadcasted to its members and
then relayed by the channel coordinators to SCH3 and SCH2.

Table 2: Notations used in channel coordinator selection.

Acronym Description

k
An advertised SCH which a vehicle intends to switch

to during the SCHI

z
Any other advertised SCH apart from the one which
a given vehicle intends to switch to during the SCHI

c An SCH coordinator vehicle

ck z

(e channel coordinator for forwarding messages
from SCHk to SCHz

Y
(e number of advertised SCHs to provide nonsafety

services
m (e number of vehicles expecting to switch to SCHz

di (e V2V separation distance. i � 1, . . . , m

di z

(e average di for a given vehicle considering the
vehicles expecting to switch to SCHz

Dc z

(e LAD for the coordinator vehicle in SCHk to
SCHz

fSCHz

(e coordination fitness value for a given vehicle
considering the di z to SCHz

Table 3: Coordination fitness information base.
Gossiped SCHz Average di z fSCHz

SCH 1 di 1 ≥ 1
SCH 2 di 2 ≥ 1
SCH 3 di 3 ≥ 1
SCH 4 di 4 ≥ 1
SCH 5 di 5 ≥ 1
SCH 6 di 6 ≥ 1
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(1) while in CCHI vehicles receive WSA’s and broadcast their location information
(2) Select an SCH to be tuned to
(3) Append selected SCH and location information to all BSM’s and broadcast
(4) while periodic safety messages are received
(4a) for each vehicle
(4b) for each SCH advertised
(4c) Compute di z

(4d) Append di z to the BSM and then broadcast
end for

(4e) if (BSM is received) then
for each similar SCHz

(4f) if (all the di z values are greater than the local average di z) then
(4g) Vehicle is the channel coordinator Ck z

(4h) else
(4i) Vehicle is just a member of its selected SCHk cluster.
(4j) end if

end for
(4k) end if
(4l) end for

(4m) end while
(5) end while

ALGORITHM 1: Channel coordinator selection algorithm.

1 – ρ0

1 – pb

1 – pa

Transmit

1 – pb 1 – pb 1 – pb

Pa

0 k = 1 k = K + 1 k = W0 – 3 k = W0 – 2

1/W0

k = W0 – 1

ρ

. ..

pb pb pb pb
pb

I

(a)

1 – ρ0

1 – pb 1 – pb

1 – pa

Transmit

Pa

0 k = 1 k = k + 1 k = W0 – 3 k = W0 – 2

1/W0

k = W0 – 1

ρ

. ..

pbpbpb pb pb

I

(b)

Figure 3: One-dimensional Markov chain model for a back-off instance. (a) Standard back-off process to be adopted in the CCHI and for
nonsafety data transmission in the SCHI. (b) Proposed back-off process for emergency safety message transmission during the SCHI.
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SCHI showing the back-off process when an emergency
message is invoked. Safety emergency messages are con-
sidered high priority messages during the SCHI; therefore,
the model design is tailored to minimize their contention
delay. In the standard back-off criteria, waiting state
transitions are marked by uniformly reducing contention
window sizes.

In the proposed criteria seen in Figure 3(b) the same
phenomenon is followed but the size of the reducing con-
tention window (RCW) is two times the size of the RCW
compared to when transmitting WSAs, safety messages in
the CCHI, and data services during the SCHI.

Let si(t) and bi(t) represent the back-off stage and the
back-off counter, respectively at time t. Hence, the state of
the Markov chain can be expressed as a two-tuple
si(t), bi(t) , and the back-off state of the high priority
emergency messages can be simplified as a one-tuple bi(t) 

for s0(t) ≡ 0. Table 4 defines all the probabilities shown in
the Markov chains in Figures 3(a) and 3(b). Each of the
one-time transition probabilities in Figure 3(b) is described
below:

(i) (e idle state I{ }⟶ the back-off state 0{ }: node
transmits a packet if the channel is sensed as idle:
P 0|I{ } � pa

(ii) (e idle state I{ }⟶ the state back-off k{ }: this
occurs if a new packet arrives in the queue:
P k|I{ } � pa/Wi, k ∈ (0, W0 − 1)

(iii) (e back-off state k{ }⟶ the state back-off k{ }:
occurs if the channel is sensed to be busy and in this
case the back-off counter freezes: P k|k{ } �

pb, k ∈ (1, W0 − 1)

(iv) (e back-off state k + 2{ }⟶ the state back-off k{ }:
if the channel is sensed to be idle, the back-off
counter decrements by two steps: P k|k + 2{ } �

1−pb, k ∈ (0, W0 − 2)

(v) (e back-off state 0{ }⟶ the idle state I{ }: node
returns to idle state if it has no packet to send: 1− ρ.

(vi) (e back-off state 0{ }⟶ the idle state k{ }: nodes
start back-off procedure if at least one packet is in
the queue: P k|0{ } � ρ0/W0, k ∈ (0, W0 − 1)

In summary, the one-step transition probabilities are as
follows:

P 0 | I{ } � pa,

P k | I{ } � pa/Wi, k ∈ 0, W0 − 1( ,

P k | k{ } � pb, k ∈ 1, W0 − 1( ,

P k | k + 2{ } � 1−pb, k ∈ 0, W0 − 2( ,

P I | 0{ } � 1− ρ0,

P k | 0{ } � ρ0/W0, k ∈ 0, W0 − 1( .

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(3)

(e stationary distribution of the Markov chain is de-
fined as

b0 � lim
t⟶∞

P b(t) � k{ }, k ∈ 0, W0 − 1( . (4)

Given the one-step probabilities, the stationary proba-
bilities can be expressed as

bk �
W0 − k( 

W0 1−pb( 
b0,

bI �
(1− ρ)

pa
b0.

(5)

(e sum of the stationary probabilities for the states
should be equal to one, therefore,

W0 − 1( 

W0 1−pb( 
b0 +

(1− ρ)

pa
b0 � 1,

b0 �
W0 + 1( 

2 1−pb( 
+
1− ρ
pa

 .

(6)

Since transmission occurs when the back-off counter
value k � 0, the transmission probability τ can be defined as

Table 4: Notations.

Acronym Description
λ (e packet arrival rate

μ Average service rate of the queue in packets per
second

ρ (e probability that at least one packet is in the
queue � λ/μ

pb Is the back-off blocking probability
pa (e packet arrival probability � 1− e−λσ

W0 Contention window size for back-off

k
Current window size state as an effect of exponential

back-off
I Idle state
β Traffic density

d0
(e reference distance used in calculating the
received signal strength at a particular distance

Pr(.) (e received signal strength at specified distance

dc

(e critical distance that refers to the distance where
the first Fresnel zone touches the ground and is also

referred to as the Fresnel distance
c1 Path loss exponent
c2 Path loss exponent
hT Transmitter height
hR Receiver height
ψ Electromagnetic wavelength fixed at 5.9GHz
B (e number of vehicles in carrier sensing range

Xσ1
(e zero mean, normally distributed random

variables with standard deviation σ1

Xσ2
(e zero mean, normally distributed random

variables with standard deviation σ2

LCS

(e carrier sensing range defined as the average
distance for a node to detect the other nodes

transmissions

cth

(e carrier sensing threshold which indicates the
receive sensitivity of the radio and is a constant and

radio dependent
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τ � b0 �
W0 + 1( 

2 1−pb( 
+
1− ρ
pa

 , (7)

τ is very important as it is later used in the end-to-end delay
analysis seen in the next section.

4. End-to-End Delay Analysis

(e key performance indicator in this study is end-to-end
delay. (e goal of this section is to numerically derive the
end-to-end delay while considering the mechanism of the
proposed CMD scheme. Generally, the performance of the
proposed CMD depends on the communication perfor-
mance during the 26ms of transmitting the location in-
formation and then the 20ms of sharing the average
separation distances to determine the SCH coordinators.
(e two decision time slots (26ms and 20ms) in this article
from now onwards shall be referred to as e1 and e3 re-
spectively as shown in Figure 1(b).

Most importantly, all or most of the vehicles should
transmit their information within e1 and e3 for the channel
coordinator selection to be efficient. (erefore, one eminent
optimization parameter in this problem is the length of e1
and e3 which we believe should depend on the length of an
arbitrary time slot Tslot existing during the interval e1 and e3.
And since Tslot is one parameter that determines the end-to-
end delay of a transmission, and we start by defining the end-
to-end delay E[d] model as follows:

E[d] � E[q] + E[c] + E[t], (8)

where E[q], E[c], and E[t] represent the average queueing
delay, average contention delay, and average transmission
delay, respectively.

4.1. ContentionDelayModel. (e average contention E[c] is
defined as

E[c] � E[CW] �
CWmin − 1

2
 Tslot, (9)

where E[CW] is the average contention window size. (e
size of Tslot is relevant for the derivation of the optimal
period for e1 and e3 for the proposed CMD. Finding Tslot
requires that (1) we define the stationary probability that
a node transmits a BSM in the arbitrary time slotTslot and (2)
the time it takes to yield a successful transmission Tsuccess,
collision time Tcoll, and the idle time σ.

By using the transmission probability τ, the following
probabilities can be found:

pidle � (1− τ)
N

,

pbusy � 1−pidle,

psuccess � Nτ(1− τ)
N−1

,

pcoll � 1−pidle −psuccess,

(10)

where pidle is the probability that a channel is in an idle state
and not being utilized, pbusy is the probability that

a transmission is occupying the channel, psuccess is the
probability of having a successful transmission, and pcoll is
the probability of having a collision in the channel.

(e transmission time slot duration Tslot is defined as

Tslot � 1−pbusy σ + Tsuccess.psuccess + Tcoll.pcoll, (11)

where σ is the duration of an empty slot. Tsuccess is the time
required for a successful transmission, and Tcoll is the av-
erage time of a collision event:

Tsuccess � DIFS + σ + E[t],

Tcoll � EIFS + σ + E[t].
(12)

(e average transmission delay can be expressed as
E[t] � S/R, with S representing the message size and R

representing the data rate, respectively. DIFS and EIFS are
the distributed coordination function interframe space time
and extended interframe space time, respectively.

4.2.Optimal SlotPeriodAllocationModel. At this stage, since
Tslot has been mathematically defined by Equation (11), the
task is now to define the optimal period of that each of e1 and
e3 slot shall take. In other words, we need to find how many
Tslot’s should exist in either the 1st or 2nd time slot to enable
sufficient coordination selection functionality.

(e objective to achieve during e1 and e3 is to have most
or all of the vehicles to transmit their location, desired SCH
and LAD information. In this article, we consider that e1 and
e3 period should just be long enough to allow all the vehicles
denoted by B within the carrier sensing range to transmit
their information. (e duration V representing either e1 or
e3 can therefore be defined as

V � B × Tslot. (13)

In this article, we define the number of vehicles B in
carrier sensing range based on [9] as

B � 2βLcs. (14)

Lcs is given by

Lcs �

E d010 pr d0( )−cth+Xσ1( )/10c1 , d0 ≤Lcs ≤dc,

E d010 pr d0( )−10c1log10 dc/d0( )−cth+Xσ2( /10c1 , Lcs > dc,

⎧⎪⎪⎨

⎪⎪⎩

(15)

dc can be calculated as dc � 4hThR/ψ.

4.3.QueueingDelayModel. In this paper, the queueing delay
E[q] is formulated considering that a VANET communi-
cation system is best modeled as an M/M/1/B queueing
system [17]. In this case, the arrivals are considered to be
distributed exponentially through a Poisson process, the
service times are exponentially distributed and independent
of each other, and a single communication channel acting as
a server has a finite queue length B. Where we define B in this
article as the number of vehicles within the carrier sensing
range. Based on Equation (14), B can be calculated. (e
expected queue length can therefore be calculated as
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E[b] �
ρ

1− ρB+1 ·
1− ρB

1− ρ
−BρB

 . (16)

Using Little’s law, the queueing delay can be repre-
sented as

Qd �
E[b]

λ 1−PB( 
, (17)

where PB is the probability that the queue is full and
λ(1−PB) represents the effective arrival rate which the
packets are put into the queue. When ρ � (λ/μ)≠ 1, the
queueing delay is defined as

E[q] � Qd �
E[b]

λ 1− 1− ρ/1− ρB+1(  · ρB( 
�

1
μ− λ
−
1
μ

·
BρB

1− ρB
,

(18)

when

ρ � 1,

Qd �
E[b]

λ 1−[1/(B + 1)]{ }
�

(B + 1)

2λ
�

(B + 1)

2μ
.

(19)

At this stage, all the parameters for numerically finding
E[d] using Equation (8) can be computed.

5. Simulation

5.1. Mobility Model and Network Simulator. (e Manhattan
model is used to emulate the movement pattern of vehicle
nodes on streets defined by a map. (e map is composed of
a number of horizontal and vertical streets. Each street has
one lane. (e mobile vehicle node moves along the hori-
zontal and vertical grids on the map. At an intersection of
horizontal and vertical streets, the mobile node can turn left,
right, or goes straight. (is choice is probabilistic. (e ve-
hicle turn probability is set to 0.5. We consider a two-
dimensional 1,500m by 1,500m fully connected road net-
work in a Manhattan grid with vehicles moving at a mean
speed of 40 km/h.(e grid offers a total of 6 km for vehicular
motion for the single-lane scenario. Our mobility trace for
the vehicles is generated using BonnMotion-2.1.3.

To analyze the performance of CMD, we simulated its
system dynamics with the NS-3 simulator, version ns-3-dev.
Table 5 summarizes the general simulation parameters, and
Table 6 defines the simulation performance metrics.

5.2. End-to-End Delay. In a typical VANET scenario, not all
vehicles may demand for the advertised infotainment ser-
vices.(is means that not all SCHs will be utilized during the
SCHI. In Figure 4, the total end-to-end dissemination delay
is shown for WSD, IEEE 1609.4, and the proposed CMD.
Only 5 SCHs were advertised during the CCHI.

Observations show that the proposed CMD maintains
lower total end-to-end delays compared to WSD and the
legacy IEEE 1609.4 when more than two SCHs are utilized
during the SCHI. (is observation is true for both the
analytical and simulation results. In the legacy IEEE 1609.4,

a vehicle with an emergency message during the SCHI must
wait for the CCHI in order to transmit an emergency
message. (is is the major cause for the much end-to-end
delay exhibited by the legacy IEEE 1609.4 system. (e better

Table 5: Simulation parameters.

Description Value
Message payload size S 200 bytes
Fading model Nakagami
Packet interval 100ms
Data rate R 3 Mbps
Content window size: Min, max 15, 256
Slot time σ 16 μs
Arbitrary interframe space number (AIFSN) 2
Short interframe space (SIFS) time 32 μs
Antenna height 1.5m
Frequency 5.9GHz
Transmitter and receiver gain 3 dB
Number of vehicles 50
Vehicle speed 40m/s

Vehicle mobility model Manhattan-grid
highway

Table 6: Simulation performance metrics.

Metric Description
End-to-end
delay (e safety message dissemination single-hop delay

Packet
reception
ratio (PRR)

(e percentage of nodes that successfully receive
a packet from a tagged node given that all the

receivers are within the transmission range of the
sender at themoment that the packet is sent out [18]

Packet
transmission
ratio (PTR)

(e percentage of nodes that successfully transmit
a packet given the prevailing contention for

channel access
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Figure 4: Analytical and simulation results of average end-to-end
delay versus number of channels.
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performance realized by the CMD is the effect of using
multiple coordinators whereby each coordinator switches to
a specific SCH in order to relay a BSM during the SCHI. In
WSD, only one channel coordinator is used, hence the
need for multiple channel switching in order to relay the
BSM to all the SCHs. (erefore, there is an additional delay
introduced by the multiple switching and the transmission
delays.

(e slight differences seen in the theoretical and sim-
ulation results are a result of the system dynamics used in
generating the results both in theory and in the simulation.
In WSD, the theoretical results are generated based on the
derivation of a single channel end-to-end delay E[d]. We
then use the number of SCHs Y as a factor to fix the
multichannel condition to find the total message dissemi-
nation end-to-end delay Td as follows:

Td �
E[d], Y � 1,

YE[d], Y> 1.
 (20)

In the proposed CMD, the theoretical Td is defined by

Td �
E[d], Y � 1,

2E[d], Y> 1.
 (21)

In the simulation, the frequency of each of the SCHs
defined by the WAVE standard is different. (is has an
impact on the end-to-end delay results thus causing the slight
differences observed between the theoretical and simulation
results. It should be noted that the final Td represented in the
results of Figures 4–6 includes the switching delay where
multiple channels are involved. (eoretically, the switching
delay was arbitrarily fixed at 2ms.

5.3. PRR and PTR. (e proposed CMD first operates during
the CCHI within the time durations, e1, e2, and e3. During
the time durations e1 and e3, it is important that all or most
vehicles transmit and receive the BSMs in order to enable
efficient channel coordinator selection.(erefore, Figure 7 is
shown to provide an understanding of the PRR and the PTR
during the time intervals e1 and e3.

It is observed in Figure 7 that as the slot duration of e1 or
e3 increases, the PRR and PTR also increases. Generally, an
increase in the slot duration gives room for more contending
nodes to transmit as the available transmission time slots σ
would also increase.

Figure 8 represents the PRR and PTR realized when the
proposed optimal e1 model is used. (e optimal length in
time for e1 is 8.38ms given the simulation scenario and
settings seen in Table 7. (e parameter settings seen in
Table 6 are based on realistic channel measurements which
were attained in [19].

(e key observation in Figures 7 and 8 is that e1 values
greater than 8.38ms result into relatively the same PRR and
PTR values with insignificant differences. (is therefore
means that lengthening e1 or e3 beyond 8.38ms would
simply be a waste in the CCHI.

Figure 5 represents the PRR attained against the total
end-to-end delay achieved when transmitting a BSM over
single and multiple SCHs. (e result shows that the

proposed CMD offers a greater PRR within a shorter end-to-
end delay compared to the WSD and IEEE 1609.4 legacy
system especially when considering total coverage of all
SCHs with the BSM. (e order of the SCH switching rep-
resented in Figure 5 for each approach depends on the
channel switching dynamics of each.

At about 6ms, CMD covered slightly over 50% of the
vehicles and served 3 SCHs while WSD served lesser. (e
good performance exhibited by CMD is based on the
multicoordinator functionality in a scenario where multiple
services are demanded and offered by different SCHs. It is
important to note again that the IEEE 1609.4 would wait for
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the CCHI to transmit BSMs in case of an emergency during
the SCHI. It is for this reason that the end-to-end delay for
the legacy system is not better than CMD and WSD.

5.4. ImprovingReachability for Reliability by Single-HopBlind
Flooding. In order to provide insights on how to alleviate the
hidden node problem which can be a hindrance to the ef-
fectiveness of the proposed approach during the channel
coordinator selection process, we have implemented the
single-hop bind flooding approach well knowing that blind
flooding approaches introduce the broadcast storm problem
[20] which may affect the end-to-end delay.

(e purpose of experimenting the single-hop blind
flooding (SHBF) is to provide an understanding that even
though using SHBF introduces further end-to-end delays, it
can be used as a factor in further determining the optimal
size of e1 and e3 with the benefit of having a higher
reachability during e1 and e3.

However, in this study, we have not divulged into further
formulating another model for determining the optimal size
of e1 and e2 based on the SHBF end-to-end delay results. We
only present SHBF-based results.

Figure 9 shows the cumulative distribution function of
the reachability in both flooding and no flooding conditions
in the CCHI given a period of 8ms. (e results captured in
Figure 9 are for the first SI in our simulation experiment
particularly to understand the influence of the number of
vehicles in the simulation playground especially given the
fact that the vehicle node generation in the simulation is
based on a Poisson process.

Four sections of reachability for analysis can be observed
in Figure 9. (ese are between 0 and 10%, between 10% and
38%, between 38% and 68%, and >68%.

(e reachability range between 0% and 10% is realized
during the starting period of the SI when few vehicle nodes
have been ushered into the simulation environment based
on a Poisson process. It can be observed that the no-flooding
scenario offers a better reachability compared to the SHBF
scenario. (is is because at the start, there are few vehicles
which are all able to be reached and therefore, introducing
the SHBF simply causes unnecessary contention.

As the number of vehicles increases in the simulation
environment, the sparsity of the vehicles is larger given the
vehicle mobility. (is sparsity leads to reduced reachability.
(is can be observed between 10% and 38% where the SHBF
scenario offers a better reachability compared to the no-
flooding scenario.

(e number of vehicles in the simulation environment
increases to a point whereby there is a level of stability in the
reachability which can be observed between 38% and 68%.
(is stability scenario is true for both the SHBF and the
nonflooding scenario. (is means that SHBF has no effect in
the CMD process in dense vehicular scenarios.

After 68% reachability is achieved, using the SHBF
scenario does not offer better reachability results because of
the broadcast storm. At this moment, all vehicles are in the
playground of the simulation environment.

We can generally affirm from the observations that the
SHBF is indeed suitable to improve on reachability in
sparsely dense vehicular scenarios as seen in the region
between 10% and 38%. (erefore, the SHBF is useful in the
CMD process in sparsely dense vehicular scenarios.
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Table 7: Parameter settings for optimal e1 determination.

Description Value
d0 10m
Pr(d0) −60 dB
cth −85 dB
Xσ1 5.6 dBm
c1 1.9
β 25 vehicles/km
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To investigate the effect of flooding on delay, the single-
hop blind flooding was implemented in five WAVE SCHs
with the objective that during the SCHI, there should be
a higher guarantee of emergency message delivery to the
channel coordinator once invoked by any vehicle.

By observing Figure 10, it is clear that the single-hop
blind forwarding introduces a further delay in the message
dissemination time compared to when no blind flooding is
applied.

Observations in Figure 6 also indicate that as a result of
single-hop blind flooding, the average total dissemination
end-to-end delay over multiple channels will also increase
compared to what was earlier realized in Figure 5 when no
flooding was applied. However, it is worth noting that in
scenarios of no flooding and single-hop blind flooding,
CMD still exhibits a delay lesser than WSD which is de-
sirable for our design goal.

(e negative impact of single-hop blind flooding ob-
served in Figures 10 and 6 imply that a good minimum delay
flooding mechanism once utilized would further improve
the performance of our proposed CMD protocol in the
process of disseminating BSMs.

6. Conclusion

In this paper, we proposed a cooperative multichannel
message dissemination scheme called CMD for safety
message dissemination in the IEEE 1609.4 standard with the
goal of improving on the reliability of safety messaging in
multichannel scenarios. In order to achieve this, a co-
operative SCH coordinator selection approach was de-
veloped. (e SCH coordinator selection is based on the
vehicle which has the LAD to vehicles that expect to tune to
other SCHs and operate during the CCHI.

In order to improve on the efficiency of the channel
coordinator selection process during the CCHI, a model to
determine the optimal slot duration was developed. A channel
contention back-off Markov model was developed to operate
during the SCHI in order to improve on the transmission of
high priority safety messages in the event that they are in-
voked. Additionally, a queueing delay model that depends on
the number of vehicles within the carrier sensing range was
proposed and developed to determine the queue length.

(rough mathematical and simulation analysis, the pro-
posed CMD achieves lower end-to-end delay and PRR
compared to the legacy IEEE 1609.4 system andWSD, which is
one of the state-of-the-art multichannel schemes for WAVE.
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One of the key applications in the 5G system is Vehicle-to-Everything (V2X). Ultra-low delay communication is essential for the
safety of users and pedestrians in V2X. However, as sophisticated and various cyberattacks are increasing, it becomes hard to
satisfy low delay constraints. To protect networks from such attacks, even single network security equipment provides multiple
security functions, resulting in the inevitable additive delay in packet processing. In this paper, we suggest a new packet
classification paradigm to resolve this issue. .e proposed algorithm integrates multiple policy rule-sets into a single rule-set and
classifies incoming packets using the integrated rule-set. .us, it has a unique feature providing high classification performance
regardless of the number of security policies. .rough extensive performance evaluations, we confirm that the performance
improvement is also increased with the total rule-set number increasing without the significant overhead of memory cost. We
expect that it will mitigate the delay issue of existing network equipment for upcoming services such as V2X.

1. Introduction

Vehicle-to-Everything (V2X) service is one of the most
promising applications in the 5G system. It frequently ex-
changes information between drivers, pedestrians, vehicles,
and transportation infrasystems [1–6], and the information
should be delivered with low delay and high reliability for the
safety of involved persons.

Modern cyberattacks have become more sophisticated
and diverse, and as a result, security functions installed in
modern security equipment also become more complex and
various. For protecting networks from various cyberattacks,
single multifunction network equipment has been intro-
duced [7]. For example, unified threat management (UTM)
supports multiple rule-sets using multiple policy tables as
shown in Figure 1. Such integrated network equipment has
advantages in security but disadvantages in strict delay re-
quirements of V2X. Each security policy is implemented by
complicate packet classification that searches a matching
rule with the highest priority by comparing each field of
every rule with the incoming packet header. As the in-
tegrated equipment should independently perform packet
classification for each policy rule-set, the classification cost

increases as the number of rule-sets increases [8–14].
Multiple classifications are a bottleneck of network per-
formance, especially in terms of the delay [15–20]..erefore,
the high performance and scalable packet classification is
essential for supporting V2X.

In this paper, we propose a new packet classification
algorithm that has a distinct feature against other competitors.
Although most existing classification algorithms suffer from
deteriorated performance as the total rule-set number in-
creases, the proposed algorithm can achieve high classifica-
tion performance regardless of the total rule-set number. It
can effectively support reliable and low delay V2X services.
Figure 2 shows the overall architecture of the software-defined
networking (SDN) for V2X. Packet classification is a basic
function of OpenFlow controller and SDN switch.

To increase the performance of packet classification,
high-end SDN switches adopt the expensive hardware-based
solution. However, the OpenFlow controller usually adopts
software-based packet classification since hardware solution
cannot achieve high flexibility to support various security
requirements from customers. .is algorithm targets
OpenFlow controllers and software-based SDN switches to
reduce the burden of packet classification. It can play a very
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important role in them to provide high performance and
high security, simultaneously.

.e remainder of this paper is organized as follows:
Section 2 briefly presents related work, and the motivation of
this research is explained in Section 3. In Section 4, the
proposed algorithm is described in detail. .e performance
evaluation results are compared with those of competitors in
Section 5. Finally, Section 6 concludes.

2. Related Work

Although many factors can be used to evaluate the perfor-
mance of packet classification algorithms, packet classification
speed and memory requirements are most important factors.
However, most algorithms cannot support high classification
speed with low memory requirement.

Packet classification is classified into hardware- and
software-based approaches [21–27]. Hardware-based packet
classification can achieve very high classification speed that
is impossible for the software-based one. Most modern
network equipment adopts hardware packet accelerators to
provide 100Gbps performance with multiple rule-sets.
However, the hardware should be redesigned to satisfy
the various requirements of users such as adding a new field
in the rule structure. Moreover, hardware-based solutions
usually adopt expensive memory called ternary-content
addressable memory (T-CAM) for classification. Since
supported rule-set size is determined by the size of T-CAM,
it costs very high to support large rule-sets.

.e strongest advantage in the software-based approach
is flexibility. If the structure of field should be changed, it can
be easily supported by modifying software. Another merit of
the software-based approach is cost. If larger rule-set is
needed, the user can increase the rule-set capacity of the
network equipment by just adding much cheaper dynamic
random-access memory (DRAM) compared to T-CAM.

Well-known algorithms belonging to the software-based
approach are exhaustive search, cross-producting-based
classification, tuple space search, and decision tree-based
algorithms [21]. Now, we will briefly describe each software-
based algorithm.

Exhaustive search linearly compares each rule with keys
from highest to lowest priority to find the matching rule.
Due to the searching procedure, the packet classification
performance is degraded as the rule-set size increases.
However, it requires smallest memory among all packet
classifications and supports very fast update. Most of all, it
can be easily implementable. As a result, it is suitable for
a system with a small rule-set.

Cross-producting-based classification independently
performs searching for each field, and it merges intermediate

results [28–33]. .is procedure is repeated until the final
matching rule is found. It is one of fastest classification
algorithms but it requires a huge amount of memory and
time to build a classification table. Since it cannot support
incremental update, it needs to rebuild entire table whenever
a rule-set is updated. Although it has such critical weak-
nesses, it can support the classification performance almost
similar to that of the hardware-based approach. .erefore,
a lot of research is still going on to improve the weaknesses.

Tuple space search probes each sub-rule-set called tuple
space to find the matching rule [34–37]. A tuple is defined by
combination of each prefix length for five tuples, and the set of
tuples are called tuple space. Since each rule of a rule-set
belongs to only one of the tuples, tuple space has a good
scalability in terms of a rule-set size. Although it achieves
a moderate classification performance, it supports fast update,
i.e., inserting or deleting a rule..erefore, it has been adopted
in Open vSwitch [38]. However, the classification perfor-
mance is decreased proportional to the number of tuples, thus
requiring further research to improve the performance.

Decision tree-based algorithm recursively chooses a child
node according to the predefined policy on decision tree
built based on a rule-set until it reaches a leaf node [39–47].
If it reaches, it searches the matching rule with the highest
priority among all rules stored in the leaf node. .e overall
classification performance is known to have log complexity
in terms of the rule-set size.

Decision tree-based algorithm provides a comparable
classification performance with that of cross-producting-
based classification algorithm but requires much smaller
memory size. .us, the decision tree-based algorithm is one
of the most actively researched algorithms at present. When
a decision tree-based algorithm partitions a rule-set into
multiple sub-rule-sets, partitioning criteria is controlled by
two factors: space factor, the maximum ratio of the sum of all
rules belong to all sub-rule-sets to the original rule-set size,
and binth, the maximum allowed rule size in the leaf node.
Hence, the classification performance and the table size can
be adjusted according to the requirements of applications.

Large space factor increases partitioning number but
decreases the height of a decision tree, resulting in fast
classification performance. However, the total number
of duplicate rules is increased, and therefore, generating
a large decision tree. On the other hand, large binth reduces
partitioning number, so the tree size is decreased but the
searching cost in the leaf node increases, and thus, providing
low classification performance.

Well-known algorithms belonging to the decision tree-
based approach are HiCuts andHyperCuts [39, 40]. Although
they provide high classification performance, they still suffer
from a large decision tree due to significant rule duplications.
Recently, EffiCuts was introduced to decreasing rule dupli-
cations [41]. EffiCuts is based on HyperCuts but groups rules
by fields with wildcard and generates a separate tree for each
group. .is approach significantly reduces rule duplications,
so the total tree size is greatly decreased. However, separate
tree deteriorates the classification performance. As a mitiga-
tion, trees with similar wildcard characteristics can be merged
to increase classification performance while the overall tree

Packet in

UTM

Packet outRule-set 1 Rule-set 2 Rule-set n

Figure 1: Multiple packet classification using multiple rule-sets in
UTM equipment.
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size is almost the same. EffiCuts is known to support fast
updating [48, 49].

We will describe the operation of EffiCuts in detail. At
first, EffiCuts splits the total rule-set into some predefined
categories according to how many wildcard field each rule
contains, where wildcard field is a field on which the rule has
a large matching range, typically at least 50% of the total
range of the field. For 5-tuple rule-set, we have four cases as
follows:

(i) Category 1: four wildcard field rules
(ii) Category 2: three wildcard field rules
(iii) Category 3: two wildcard field rules
(iv) Category 4: one or zero wildcard field rules

For example, assuming that matching ranges of a rule for
source IP, destination IP, source port, destination port, and
protocol are ANY, ANY, 0 to 32768, 80, 0 to 128, it has four
wildcard fields except for destination port, and therefore
belonging to Category 1. Since each category contains
similar rules only, EffiCuts builds a decision tree for sub-
rule-set belonging to the same category and reduces repli-
cated rules during building a decision tree. Although Effi-
Cuts generates multiple decision trees, the total tree size is
very small compared to the original HyperCuts. However,
the number of decision tree affects the total classification
performance. To reduce the number of trees, EffiCuts merges
similar categories. .is tree merging process increases the
total tree size but it can still avoid excessive replication of

rules. By doing so, EffiCuts achieves high classification
performance and low memory requirement, simultaneously.

Table 1 summarizes each feature of packet classification
algorithms.

3. Motivation

As shown in Table 1, the software-based approach consumes
much memory to achieve high classification performance.
However, high complexity of memory requirement results in
low scalability in terms of rule-set size. Although decision
tree-based algorithms have a high complexity of memory
requirement, i.e., O(ND), latest decision tree algorithms show
very low memory requirements, where N and D denotes the
total dimension number and the rule-set size, respectively.

To verify the memory requirement, we performed the
following experiment. We synthesized multiple firewall rule-
sets whose size is from 20K to 100K using ClassBench [50].
.en, we built the total decision tree and calculated the ratio
of the tree size to the rule-set size for each rule-set, where
space factor and binth were configured to the best values.
Figure 3 shows the experimental results obtained from
EffiCuts. EffiCuts shows almost the same ratio regardless of
the rule-set size, which means EffiCuts achieves almost
O(N) for memory requirement. .us, it can decrease the
decision tree size by 100 times for 100,000 rules compared to
HiCuts or HyperCuts [41].

Figure 4 shows the ratio of the average memory access
number and the rule-set size on the same configuration.

OpenFlow
controller

SDN switch

LTE base
station

Figure 2: Overall architecture of V2X networks.

Mobile Information Systems 3



We synthesized the packet data using each rule-set and
searched the decision tree to find every packet in the data.
We counted the total number of memory accesses during
searching process and obtained the ratio of the total number
and the total packet number. As the rule-set size increases,
the number of memory access for EffiCuts also increases in
Figure 4. However, the ratio of the access number to the rule-
set size decreases as shown in Figure 4. From Figures 3 and 4,
we can finally find two characteristics as follows:

Characteristic 1: M(R1) + M(R2)>M(R1 + R2), where
M(R) is the average memory access number for rule-
set R.
Characteristic 2: S(R1) + S(R2) � S(R1 + R2), where
S(R) is the size of decision tree for rule-set R.

For example, we can see that M(T20K) + M(T40K)>
M(T20K + T40K) � M(T60K) from Figure 4 and S(T20K) +

S(T40K) � S(T20K + T40K) ∼ S(T60K) from Figure 3, respec-
tively, where Tn denotes the testing rule-set with a size of n

used in the experiment and where K means 1,000.
Until now, existing research studies for packet classifi-

cation focus on classification with a single rule-set. However,
network systems with multiple rule-sets become popular,
and fast classification algorithm oriented on a single rule-set
has limitation to achieve high performance for multiple rule-
sets. .ereby, it is required to consider multiple rule-sets
for designing high performance classification algorithms.
Hence, Characteristics 1 and 2 suggest a new guideline
for developing packet classification algorithms. According
to Characteristic 1, if a system has multiple rule-sets, it is
advantageous to integrate them into one rule-set to con-
struct a decision tree for improving classification speed.
Characteristic 2 also implies that the size of the decision tree
for integrated rule-sets is not larger than the sum of sizes for
each decision tree for all rule-sets.

We finally conclude that packet classification algorithm
based on integrated rule-sets has many advantages and
suggest a new classification algorithm utilizing the features
of integrated rule-sets.

4. Proposed Algorithm

.e proposed algorithm performs packet classification using
an integrated rule-set that combines all rule-sets in a system.
At first, we briefly show the features of the proposed al-
gorithm, and then, describe the algorithm in detail. For
simple explanation, we assume that the rule consists of five
tuples but it can be easily extended to more field cases.

4.1. Features of the Proposed Algorithm

4.1.1. Minimized Classification Cost. .e proposed algo-
rithm can complete total packet classification for all rule-sets
with one search. .erefore, it can minimize the increased
overhead due to the repetitive classification. Since it can
maintain the high packet classification performance re-
gardless of the number of rule-sets, it is very important
feature of the proposed algorithm.

4.1.2. Early Packet Drop. Integrated rule-set has not only
advantage to decrease classifying overhead but also to remove
unnecessary classifying. For example, Figure 5 shows existing
and proposed packet classifications. Assume that an incoming
packet is allowed by rule-sets 0 to k − 1, but it is rejected
by rule-set k. In this case, packet classifications for rule-sets
0 to k − 1 are eventually unnecessary since the packet cannot
be forwarded due to rule-set k. However, packet classification
for each rule-set is performed in sequence, so it cannot avoid
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Figure 3: .e ratio of the total decision tree size for EffiCuts to the
total number of rules as the number of rules increases.
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Figure 4: .e average ratio of memory access number to the total
number of rules as the number of rules increases.

Table 1: Comparison features of software-based packet classifi-
cation algorithms according to algorithm type.

Algorithm Classification
performance

Memory
requirement

Incremental
update

Exhaustive O(N) O(N) Possible
Cross-
producting O(DW) O(ND) Impossible

Tuple space O(N) O(N) Possible

Decision tree O(D) O(ND)
Partially
possible

Note: rule-set size, total bit length of all keys, and the size of dimension of
rule are denoted by N, W, and D, respectively
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the unnecessary classifications for rule-sets 0 to k − 1 for
existing classification. For the proposed classification algo-
rithm, all rule-sets are integrated into one larger rule-set,
making almost the same effect as searching multiple rule-sets,
simultaneously..ereby, the problem of existing classification
is mitigated in the proposed one.

4.2. Building Decision Tree. .e proposed algorithm builds
a decision tree using EffiCuts after merging each rule-set into
a large rule-set. However, it needs unique procedure called
“fast rule skipping” and “early drop marking” in each leaf
node for improving the searching performance.

4.2.1. Fast Rule Skipping. .e proposed algorithm requires
an additional table called “rule-set starting index table” to
store all indexes of the first rule in each rule-set. If we reach
a leaf node during traversing the tree, we should find
matching rules for each rule-set. Original EffiCuts linearly
searches matching rules, so it will take a long time. To increase
searching performance, we need to skip unvisited rules in
rule-set k and go to the next rule-set k + 1 when we find
matching rule in the rule-set k. It is called “rule skipping.” For
example, if we find a matching rule r2 for ACL rule-set in the
leaf node as shown in Figure 6, we do not need to check rules
r3 and r5 anymore. In this case, we can find the index number
for firewall rule-set, i.e., 4, and skip r3 and r5. .us, we can
directly start searching the matching rule for firewall rule-set.

4.2.2. Early Packet Drop Marking. Assume that we build
a node of a decision tree. Each node corresponds to disjoint
hypercube searching space. Let us define some notations for
describing “early packet drop marking”:

(i) Δv: the searching space for node v

(ii) k: the total rule-set number
(iii) nv

p: the total number of rules for rule-set p belong to
node v

(iv) rv
p[i]: ith rule of rule-set p belonging to node v

when the rules are sorted in the order of decreasing
priority

(v) S(·): a set of all matching keys with given rule
(vi) Sv

p[i] ≜ S(rv
p[i]) ∩ Δv

We define Dv
p(j) as a set of all keys matching with action

“drop” from first to ith rules of the rule-set p belonging to
node v when the rules are sorted in the order of decreasing
priority. .en, it is recursively defined as

D
v
p(j) �

Dv
p(j− 1) ∪ Sv

p[j] if action of rv
p[i] is “drop”,

Dv
p(j− 1)− Sv

p[j] otherwise,
⎧⎨

⎩

(1)

where Dv
p(0) � ∅.

Packet out

Packet in

Packet in

Packet out

Drop packet 

Drop packet 

Rule-set k – 1

Rule-set k

Rule-set 2

Rule-set 1

Integrated rule-set
Unnecessary

packet classification

(a) (b)

Merging

Figure 5: Packet classifications of existing and proposed algorithm. (a) Previous packet. (b) Proposed packet.

40 6

Rule-set starting index table 

Rules

ACL rule-set FW rule-set IPC rule-set

r2 r3r0 r5 r10 r11 r20 r23 r24

Figure 6: An example of a leaf node that contains 9 rules, i.e., 4, 2,
and 3 rules for access control list (ACL), firewall (FW), and IP chain
(IPC) rule-sets, respectively. Rules in each rule-set are arranged in
order of increasing priority.
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Assume that an incoming packet is, respectively,
matched with rv

p[i] and rv
q[j] for rule-sets i and j, where the

actions of rv
p[i] and rv

q[j] are “allow” and “drop.” In this case,
the packet should be dropped by the rule-set j. If all packets
matching with rv

p[i] are always matched with rules in other
rule-set with action “drop,” it will be very helpful to know
that the packet will be dropped for increasing classification
performance. .is idea can be generalized as follows.

If Sv
p[i] ⊂ Dv

q(nv
q), any packet matched with rv

p[i] in node
v is dropped, where p≠ q. .us, while building a node v, the
proposed algorithm finds any rule rv

p[i] s.t. Sv
p[i] ⊂ Dv

q(nv
q),

where p< q, and mark rv
p[i] with “early packet drop.” If

a packet matches with a rule that has a mark “early packet
drop” during searching, the searching procedure is finished
and the packet is dropped. .is “early packet drop marking”
significantly increases the performance.

4.3. Proposed Packet Classification Performance Analysis.
.e proposed algorithm merges multiple rule-sets into an
integrated one and constructs a decision tree. Now, we will
show numerical analysis results for our algorithm. Assume
that rules are homogeneous, and the decision tree is perfectly
balanced B-tree for easy analysis. Let us define some no-
tations as follows:

(i) k: the total rule-set number.
(ii) B: binth, the maximum allowed rule size in the leaf

node.
(iii) c: the child number of each node. For easy analysis,

we assume that c is fixed.
(iv) s: space factor. .e maximum ratio of the sum of all

rules belongs to all sub-rule-sets to the original rule-
set size.

(v) N: the total rule number for each rule-set size. We
also assume that N is fixed.

4.3.1. Total Packet Classification Cost Analysis. Assume that
EffiCuts has N rules in a root node. If it has c child nodes and
the space factor is s, the first level child node has at most
sN/c rules. In a similar way, we can calculate the rule
number in the leaf node as follows:

shN

ch
≤B, (2)

and it should be equal to or less than B, where the height of
the decision tree is hEffiCuts. From (2), we can find the height
as follows:

hEffiCuts � log(c/s)

N

B
 . (3)

For the proposed algorithm, we can similarly obtain the
height as

hproposed � log(c/s)

kN

B
. (4)

.us, the total packet classification cost for EffiCuts is
approximated as follows:

khEffiCuts � k · log(c/s)

N

B
. (5)

Now, we calculate the difference between two costs:

khEffiCuts − hproposed � k · log(c/s)

N

B
− log(c/s)

kN

B
,

� (k− 1) · log(c/s)

N

B

− log(c/s)k> 0∵ k > 1 and
N

B
≫ k.

(6)

.en, we can conclude that the proposed algorithm can
always provide higher classification performance than
EffiCuts.

4.3.2. Total Decision Tree Size Analysis. Since we assume that
the decision tree is a perfectly balanced B-tree, EffiCuts
requires at most 2hEffiCuts − 1 nodes for one rule-set, so the total
number of nodes is k(2hEffiCuts − 1). Similarly, the proposed
algorithm requires 2hproposed − 1. If we calculate the difference
between two node sizes,

k 2hEffiCuts − 1 − 2hproposed − 1 

� k 2log(c/s)(N/B) − 1 − 2log(c/s)(kN/B) − 1 

� k 2log(c/s)(N/B) − 1 − 2log(c/s)(kN/B) − 1 

� k 2log(c/s)(N/B) − 1 − 2log(c/s)k+log(c/s)(N/B) − 1 

� 2log(c/s)(N/B)
k− 2log(c/s)k − k + 1

� 2log(c/s)(N/B)
k− k

log(c/s)2 − k + 1.

(7)

Since 2log(c/s)(N/B)(k− klog(c/s)2)− k + 1< 0, if 1< (c/s)< 2,
the proposed algorithm creates larger tree than EffiCuts,
where 1< (c/s)< 2. However, we found that c≫ s for most
nodes in a decision tree. It means that the proposed algo-
rithm builds a tree which size is not significantly large
compared to EffiCuts.

5. Performance Evaluation

We compared the performance of the proposed algorithm
with EffiCuts. Since EffiCuts is almost an unique decision
tree-based packet classification algorithm to support fast
classification and large rule-set size simultaneously, we
choose it as a competitor. We measured average and worst
case classification memory access numbers, and decision
tree size using the optimal bucket size and space factor for
each evaluation. Since the average classification memory
access number defines the overall performance of the net-
work equipment, it is the most important metric. .e worst
case classification memory access number represents the
maximum queuing delay required to guarantee in-order
packet forwarding. Last, the total decision tree size is also
a critical factor to represent the scalability in terms of rule-
set size. Considering modern network traffic increases
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exponentially and rule-set becomes larger and more com-
plicated to support various services, we choose these three
metrics for performance evaluation.

For evaluating performance of the proposed algorithm,
multiple rule-sets are needed. .us, three rule-set types such
as FW, ACL, and IPC were generated using Classbench [50].
Each rule consists of five tuples, and the rule-set size was set
to 20K to 100K increasing by 20K where K means 1,000.
.us, the integrated rule-set size was to 60K to 300K. For
each evaluation, binth and space factor were set to the
optimal values, i.e., 30 and 2, respectively.

Figure 7 shows the average classification performance in
terms of the average number of memory accesses according
to the size of the total integrated rule-set. .e proposed
algorithm achieves about 2.5 times lower memory access
number regardless of the rule-set size compared to EffiCuts.
It is almost similar to the memory access number of each
rule-set. It confirms that integrated rule-set has many
benefits to increase the classification performance.

Figure 8 shows results for the worst case packet classi-
fication performance. .e proposed algorithm decreases the
memory access number by 2.2 times regardless of the total
rule-set size compared to competitor. Although the im-
provement is slightly smaller than that for average memory
access number, it also confirms that the proposed algorithm
is very effective to increase the packet classification per-
formance for the worst case.

.e worst case performance actually affects the packet
processing delay since most network equipment should
guarantee that the packets are processed in sequence,
keeping that the orders of incoming and outgoing packets
are the same. As the worst classification performance is
improved, it can efficiently provide in-order packet for-
warding while minimizing packet queuing delay.

Figure 9 shows the comparison results between proposed
and EffiCuts for decision tree size. As mentioned earlier as

Characteristic 2, the proposed algorithm generates a de-
cision tree whose size about 20% is larger than that of
EffiCuts for 300K rules. .erefore, the proposed algorithm
does not suffer from significantly increased tree size caused
by rule-set integration.

Although we used three rule-sets for most performance
evaluations, it is also important to investigate the perfor-
mance as the rule-set number increases for evaluating
scalability in terms of the rule-set number. Figure 10 shows
the ratio of the results of EffiCuts to those of the proposed
algorithm for the memory access and the decision tree sizes
as the rule-set size increases from 1 to 10.

As shown in Figure 10, the decision tree size of the
proposed algorithm is almost the same to that of EffiCuts
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Figure 7: .e comparison results of EffiCuts and the proposed
algorithm for the average number of memory accesses as total rule-
set size increases, where three rule-sets are used.
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regardless of rule-set size but the memory access size is
decreased fast compared to EffiCuts. For 10 rule-sets, the
proposed algorithm achieves 3 times higher classification
performance while the decision tree size is just increased by
10%. .us, we can see that our proposed algorithm can
provide high classification performance without any cost of
decision tree size.

6. Conclusions

In this paper, we proposed a new packet classification al-
gorithm to achieve high packet classification performance
without significant increasing of memory requirement. It
can be adopted in modern high performance network
equipment that use various classification rule-sets such as
routing, switching, QoS, and other rule-sets. Existing net-
work equipment with multiple rule-sets independently
perform classification for each rule-set, thus resulting in
deteriorated performance as the rule-set number increases.
Our algorithm combines each rule-set and achieves high
performance that cannot be provided by existing algorithms.
We expect that it will help to enable robust and low delay
V2X services in modern networks.
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A tremendous amount of content and information are exchanging in a vehicular environment between vehicles, roadside units,
and the Internet. +is information aims to improve the driving experience and human safety. Due to the VANET’s properties and
application characteristics, the security becomes an essential aspect and a more challenging task. On the contrary, named data
networking has been proposed as a future Internet architecture that may improve the network performance, enhance content
access and dissemination, and decrease the communication delay. NDN uses a clean design based on content names and Interest-
Data exchange model. In this paper, we focus on the vehicular named data networking environment, targeting the security attacks
and privacy issues. We present a state of the art of existing VANETattacks and how NDN can deal with them. We classified these
attacks based on the NDN perspective. Furthermore, we define various challenges and issues faced by NDN-based VANET and
highlight future research directions that should be addressed by the research community.

1. Introduction

During the past two decades, research academies and in-
dustrials focused their attention on vehicular ad hoc net-
works (VANETs) [1] in order to provide safety and
assistance applications, improve the driving experience, and
control the road traffic. Towards this goal, several protocols
are proposed such as dedicated short-range communication
(DSRC), wireless access in vehicular environment (WAVE),
and other protocols that run as an overlay on DSRC/WAVE
rather than the IP protocol [2]. In a vehicular environment,
a huge amount of data are exchanged under different types
of communication such as vehicle-to-vehicle (V2V), vehicle-
to-infrastructure (V2I), and with pedestrian, satellite,
charging stations, and smart grids (V2U). V2I communi-
cation can be used in applications that support Internet
access, while V2V is mostly used in real applications that
need to send emergency and real-time information about an
accident or traffic information [3].

However, exchanging information and sharing data in
VANETunder the use of IP protocol have been a challenging

task [4] due to the nature of this network that frequently and
quickly changes under the use of poor-quality wireless link
which makes VANET more complex in terms of routing,
mobility, and security. Also, due to the fact that vehicles may
exchange personal and sensitive information, securing the
content and communication and preserving user and data
privacy are indispensable [5]. VANETcommunication must
ensure different security requirements including privacy,
confidentiality, integrity, and nonrepudiation.

Meanwhile, different solutions have been proposed in
the literature as future Internet architectures [6].
Information-centric networking (ICN) [7] has been pro-
posed as one of the promising paradigms to replace the
current host-centric network. Hereby, many solutions under
the name of ICN have been implemented, such as named
data networking (NDN) [8]. NDN replaces the IP address
with the name of the content and implements a simple
content discovery and data delivery mechanism using an
Interest-Data exchange model. NDN aims to improve that
data dissemination and facilitates content access. Also, it
may enhance mobility support and intermittent connectivity

Hindawi
Mobile Information Systems
Volume 2018, Article ID 5672154, 11 pages
https://doi.org/10.1155/2018/5672154

mailto:luosenlin2012@gmail.com
http://orcid.org/0000-0002-5586-6309
http://orcid.org/0000-0002-3310-8312
http://orcid.org/0000-0001-5609-856X
http://orcid.org/0000-0003-0252-1064
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2018/5672154


challenge that are difficult to provide through traditional IP
networks, by merely re-requesting any unsatisfied request
during the mobility and enabling vehicles to retrieve content
from the most convenient cache store. Additionally, NDN
follows a content-based security concept by protecting the
content at the packet level instead of the communication
channel level.

Security and privacy are one of the most critical aspects
of the whole Internet and not only VANET. Bringing NDN
in the vehicular environment has already been introduced in
the literature [9]. However, most of the existing works focus
on the NDN forwarding plane [10, 11] where the security
solutions are rarely elaborated.

1.1.MotivationandMainContributions. Despite the existing
efforts on security, most of them did not consider the nature
of VANET communication and attacks in their study [12];
they generally focused on denial of service (DoS) ignoring
other attacks. +us, the main motivation behind this work is
to discuss and uncover VANET attacks and security issues
from the NDN perspective. Also, as ICN/NDN and VANET
merging is still on its first stage and taking a shape, it is quite
important to focus on the security and privacy concerns in
this phase. It is worth noting that we take VANET as the
main network environment, studying its security issues
using NDN as a communication model, and not the inverse.
To our best knowledge, our work is the first one focusing on
VANET security using NDN as a communication plane.
+us, we classify all existing VANETattacks and issues based
on the NDN point of view. We overview each one of them
and map it to NDN communication. Also, we provide re-
search directions aiming to overcome these attacks and
helping the research community to investigate more in this
context.

1.2. Organization of the Paper. +e rest of the paper is or-
ganized as follows: in the following section, we discuss the
transaction from current host-centric vehicular networks
toward the information-centric paradigm and overview the
VANET and NDN architecture, focusing on security issues.
+en, in Section 3, we categorize each VANET attack from
the NDN perspective and present the existing efforts and
summary for each category. Later, we highlight various
future research directions in Section 4 and conclude our
paper in Section 5.

2. From Host-Centric to Information-Centric
Vehicular Networks

ICN is a new communication paradigm that aims to replace
the current host-centric model. Shifting from the current IP-
based solutions to ICN is not an easy task. Table 1 provides
a comparison of host-centric and information-centric par-
adigms. Regardless of the deployment and transaction
methods, mapping ICN communication logic to the existing
Internet applications and networks needs more in-
vestigation. In this section, we present a quick overview of
both VANET and NDN and discuss the mapping between

them and the advantages that can be ported by NDN to the
vehicular environment. Also, as this work focuses on se-
curity, we discuss also some of the security issues related to
NDN design.

2.1. Vehicular Ad Hoc Network Overview. Vehicular ad hoc
network (VANET) [13] is a part of mobile ad hoc network
(MANET) where the node could be a vehicle or roadside unit
(RSU) [14]. Vehicles exchange data with other vehicles
(V2V), with RSU (V2I), or with charging stations, personal
communication devices, and smart grids (vehicle to uni-
form) using different VANET applications. Each type of
application has its particular features regarding content
properties and the way the VANETapplications consume it.
+ese characteristics make VANET a challenging environ-
ment in terms of security and privacy.

2.1.1. VANET Security and Privacy Problems. As in any
communication domain, security requirements in VANET
should guarantee authentication, nonrepudiation, integrity,
data availability, and confidentiality [15] in order to protect
the exchanged messages in the network from modification,
deletion, and delay by attackers. +e vehicular communi-
cation characteristics and application properties have major
effects on the security and privacy and make a more chal-
lenging environment. +e security challenges caused by
VANET characteristics are the following:

(1) Scalability. VANET is considered as an unbounded
network that can be scalable from a small town to
a big city until country [16]. It is growing larger and
faster with no authority which makes the security
enforcement and standardized rules and policies
more challenging.

(2) Mobility. Due to the high speed of vehicles, the
VANET topology can face quick and frequent
changes, especially on the highway. +erefore, a very
short connection duration and frequently discon-
nection may occur. Hence, it is very hard to prevent
malicious nodes and mitigate attacks in time.

(3) Time Constraints. One of the most important of
VANET’s use cases is safety applications that aim to
prevent crashes when an accident happens. +ese
applications require reliable and real-time message
delivery. However, due to the possibility of launching
denial of service attacks, providing such time con-
straint services needs more efforts.

(4) Data Dissemination. Most of the information and
messages in VANET are usually disseminated
through vehicles; herein, several applications are
vulnerable to attacks to modify, delete, or resend the
information at the inappropriate time.

(5) Privacy. Preserving data and user privacy is an open
issue in the whole Internet including VANET. Ve-
hicles should trust the sender that may have an
identity or not, as well as trust the intermediate
forwarder vehicles. +us, trade-off mechanisms are
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required between anonymity communication and
privacy with the possibility to show real vehicle
identity.

2.2. Named Data Networking Overview. Named data net-
working (NDN) [17] is a promising ICN architecture [18]
that follows the content-based paradigm. NDN uses the
content name to forward and deliver data between con-
sumers and a producer, with a clean design based on the
Interest-Data exchange model. Data packets are sent by
a producer/replica node only when receiving an Interest
packet triggered by the consumer for the existing content.
Both Interest and Data packets contain the same content
name.

Every NDN node maintains three data structures:
content store (CS), pending interest table (PIT), and for-
warding information base (FIB). +e CS maintains the lo-
cally cached data that can be served for future requests, while
the PIT is used to track the received Interest packets, ag-
gregate them, and forward the Data packet downstream. It
maintains content name, list of incoming interfaces, and
nonce tuple. Similar Interests for the same requests are
aggregated within the same PIT entry by pending only the
received interface, whereas the FIB table acts as the routing
database that contains a list of reachable prefix-names with
the outgoing interfaces.

2.2.1. NDNWorking Principle. Interest packets are triggered
by consumers to discover the content in the network that can
be satisfied by either a replica node or the original content
producer, where a Data packet is used to deliver the content.
+us, the NDN working principle can be divided into two
phases: Interest forwarding and Data forwarding, as illus-
trated on the right side in Figure 1:

(1) Interest Forwarding. When an NDN node receives an
Interest packet, it checks its CS whether it already has
the requested content. If the content exists on the CS,
a Data packet is sent back using the same interface
from where the Interest has arrived. Otherwise, PIT
exact match is done. When a match is found, it
means the same request has already been treated, and
the interface name from where the Interest has been
received will be appended to the PITentry; otherwise,

a new PIT entry is created for that request by re-
cording the content name and the incoming interface
and then performing the FIB longest prefix-name
lookup: if a match is found, the Interest will be
forwarded to the appropriate interface; otherwise,
based on the network policies, the Interest will be
either dropped or broadcasted to all interfaces.

(2) Data Forwarding. When a Data packet is created by
a replica node or the original producer, it carries the
same name as in the Interest packet. Hence, the NDN
node checks its PIT to verify if the requests have
already been treated by him; if a match is found, the
Data packet will be sent out to all interfaces listed in
the PIT entry (multicast). Otherwise, the packet is
considered an unsolicited packet and dropped im-
mediately by the node. During the Data forwarding,
the node decides based on its local caching policies, if
the content should be cached or not.

It is important to highlight here that all NDN compo-
nents (CS, PIT, and FIB) are involved in the Interest for-
warding phase, while only PIT and CS are used in the Data
forwarding.

2.2.2. Security and Privacy in NDN. Preserving data security
and preserving user privacy are the most important aspect of
any of the today’s network architecture and protocol [19]. As
the content in NDN is decoupled from its original location,
NDN follows a content-based security concept [20] that
consists of securing the content among different network
elements regardless of the used communication channel:

(1) Security. To ensure data authenticity, every Data
packet is signed by the original producer using
a public key. +us, any node in the network can
verify the data authenticity. Moreover, as Data can be
cached in any place in the network, all necessary
security-related information is traversed with the
Data packets. Furthermore, data confidentiality and
access control are supported by content encryption.

(2) Privacy. As compared to IP-based networks, any
intermediate node can monitor user activities, by
knowing who is requesting and what has been
requested. However, in NDN, due to the use of

Table 1: Comparison of host-centric and information-centric models.

Aspect Host-centric model Information-centric model

Addressing (1) Host addresses (1) Content name
(2) DNS for host resolution (2) No DNS required

Routing

(1) Sends packets to the destination address (1) Uses Interest packets to fetch the data
(2) Stateless data plane (2) Stateful data plane
(3) Point-to-point connectivity (3) Supports multipoint connection
(4) Maintains one routing table (4) Maintains three tables: FIB, PIT, and CS
(5) Routing is based only on the next hop information (5) FIB table contains multiple-hop information

Security (1) Secures the communication channel (1) Secures the content (content-based security)
Caching (1) No caching concept (1) Buffers data packets and reuses them

Mobility (1) Resends packets to destination addresses (1) Uses in-network caching and fetches data packets
from the most convenient cache point
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content names instead of host address, it is not an
easy task to know who is requesting, but it is quite
easy to know the requested content by monitoring
the content names, where various attacks may
be launched from different network levels using
this vulnerability. +us, both content and its
name should be encrypted to provide high-level
privacy.

2.3. NDNAdvantages in VANETs. Due to the change of user
and application requirements in today’s Internet, NDN aims
to improve the network scalability and reliability. Towards
this, various efforts have been shown tending to bring NDN
to vehicular environments [21, 22]. Vehicles in such
a merging network can act as data consumers, producers,
and intermediates nodes at the same time. Figure 1 shows an
example or running NDN architecture on top of the VANET
network.

2.3.1. Content Naming. NDN offers a clean, simple, and
scale design that can support a large amount of content
exchange among vehicles and with infrastructure. Hierar-
chical NDN names provide a wide addressing range that can
be customized by network designers and carry different
application semantics [23, 24]. Hence, different application
properties can be integrated into the naming scheme to
enhance the communication and improve users’ needs.

2.3.2. Data Forwarding. +e clean content discovery and
data delivery mechanisms in NDN make it a suitable so-
lution for VANET [25–27] that can improve the content
access among multiple consumers by aggregating the In-
terests in the first edge node and inherently support mul-
ticast communication without the need of extra
management protocols. Also, native support of multiple
physical interfaces at the same time promotes the necessity
of NDN.

2.3.3. In-Network Caching. +e time and location decou-
pling concept in NDN enhances the data availability and
improves the overall network performance [28–30]. Data
producers are not required to be connected all time to satisfy
consumer requests, where the network layer can fulfill
different demands especially the hot ones, by retrieving the
content from the most closer cache stores.

2.3.4. Data Security. NDN is a session-less architecture,
where no session is required to fetch the content from
producers or cache store. Also, all security mechanisms are
applied to the content itself, by binding the content with its
name using the public-private key concept. Hence, securing
the communication channel in NDN is not an issue [31].

2.3.5. Mobility Enhancement. By using only the content
name to fetch content from the network, NDN aims to
enhance node mobility [32]. Mobile nodes are not required
to ask for a new address when connecting with the new
network. +ey only need to resend the nonsatisfied Interest
by specifying the content name.

3. Security and Privacy Challenges in
NDN-Based Vehicular Networks

By moving from a host-centric model to the information-
centric concept and using NDN as the primary communi-
cation model in VANET, most of the traditional networking
aspects will be changed. +is also leads to changes in the
security and privacy concerns [20]. Also, as ICN/NDN is still
taking a shape, more issues will appear when running a large-
scale NDN-VANET or fully deployed NDN without overlay
protocols. +us, it is very important to focus on security and
privacy in the first design phase. In this section, we first discuss
the security and privacy issues in the NDN architecture, and
then we classify the existing VANET attacks based on NDN
and target only those attacks affecting networking and NDN
aspects such as content, routing and forwarding, and caching.
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3.1. NDN Security and Privacy Issues. Despite the efforts
shown in the NDN project and the research contributions,
different security issues still exist in NDN [19]. In the fol-
lowing, we discuss briefly the most critical security issues.

As the network layer takes the responsibilities to satisfy
the consumer requests via the ubiquitous in-network
caching, different attacks may be launched from different
network layers and entities for various goals such as interest
flooding attack (due the use of content name), content
poisoning attack, and cache poisoning/pollution attack (in-
network caching). Hence, the NDN layer should tackle DoS
attacks and validate the requested content name.

3.1.1. Content-Name Binding. +e content name is the pillar
element in ICN/NDN. All network-layer functionalities such
as routing, forwarding, mobility, and security are based on
the content name.+e security of names reflects the network
security. In NDN, content and name are bound and vali-
dated using the cryptographic function (e.g., public key and
signature). Using this secure binding may prove the content
ownership. However, in a large-scale network, content may
be assigned to different names, which will affect the network
scalability especially the routing plane.+us, a secure control
plane to assign names and validate content ownership is
required.

3.1.2. Architecture Design. Despite the clean NDN archi-
tecture design, some security issues may occur. As NDN
communication is based on content name where no host
addresses are included, the use of one single interface such as
a wireless interface on a vehicle or another device may create
a problem of looping in both Interest and Data packets. Even
adding a sequence number may solve this problem, however,
and according to in-network caching, any node in the
network may satisfy the demands. Assuming a malicious
node receives all other demands because of the explicit
broadcast, it can reply with false content and satisfy these
demands, and other nodes in the same rang will receive the
Data packets, that by consequence remove the PIT entry
where the correct data will be considered unsolicited and
dropped by the NDN forwarding plane. In such a scenario,
the original requester receives wrong data and will never
receive the correct content. Another issue can occur on
a node withmultiple interfaces: as the Data forwarding plane
involves only PIT, a Data packet can be delivered from an
interface not indexed in the FIB table but valid on the PIT.
Malicious nodes may use this vulnerability to purge all
demands on PIT.

3.1.3. Coexistence Issues. NDN can be deployed in three
different modes: (a) overlay mode: running NDN on top of
the TCP or IP protocol as an overlay layer; (b) coexistence
with IP: a node may use the two stacks IP and NDN; and (c)
clean-slate mode that consists of running NDN directly. +e
security of each mode depends on the security of the layer
(e.g., IP or TCP). However, to show the real performance of
NDN, a clean-slate deployment is required.

In the following sections, we classify VANETattacks into
three categories: infrastructure attacks, content protection
and access control, and content and user privacy. We
overview each attack from both VANET and NDN per-
spectives and provide a review of existing solutions available.

3.2. Infrastructure Protection. Protecting the infrastructure
will by consequence provide high availability and resilience
by guaranteeing that only the accurate data are available.
Although NDN does not address the hosts directly, securing
the infrastructure hosts and endpoints is intuitive, as they are
responsible for providing the content. Furthermore, as NDN
allows a distributed content caching, this by consequence
will increase the content availability and mitigate DoS at-
tacks, which is not always applicable in case of dynamic
content that may be generated dynamically only by its
original provider.

3.2.1. Denial of Service. Denial of service (DoS) attack [33] is
the most famous and dangerous one in the vehicular net-
work, where the attackers send huge requests to the system
in order to shut down the network and stop the commu-
nication between vehicles and between vehicles and RSUs.
+e goal of DoS is to stop sending or receiving information
to vehicles about the network such as road status.

As NDN deals with content names instead of IP ad-
dresses, DoS attacks are based on the use of names [34] and
may target consumers, producers, or intermediate nodes.
From the NDN point of view, a basic DoS attack can be an
Interest flooding, where an attacker sends a storm of Interest
asking for a different content that may not be available in the
cache store.

Figure 2 depicts a simple DoS attack; vehicles, RSUs, and
other network infrastructure elements are involved in this
scenario. However, due to the Interest aggregation feature,
intermediate nodes may have more chance to be targeted
compared to the content provider, especially when
requesting a fake content (i.e., content with a valid name
prefix and invalid suffix). +e result of that is Interest
dropping at the provider level and PIT entries after lifetime
expiration at the intermediate nodes level. However,
requesting a dynamic content that should be generated by
the original content provider upon receiving the Interest
(e.g., asking for a fresh patient report) may cause DoS at the
provider level due to the fact that dynamic content is not
popular and may not be aggregated by intermediate nodes.

A malicious vehicle sends a storm of different Interests
asking for different content names, as RSU does not have the
content, and it forwards the request and creates a new PIT.
Because of the huge number of malicious Interests, the PIT is
fitted, where a legitimate vehicle cannot send more requests,
and may not benefit of the cache capabilities of the RSU or
event forwarding its requests to other nodes. +e attack is
more severe when it comes to sensitive and urgent com-
munications that may affect people’s life.

Various countermeasure solutions have been proposed
to overcome and mitigate DoS attacks, by using either rate-
limiting mechanisms (e.g., per face or per name-prefix)
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[35, 36] or statistical modeling approaches [37, 38]. +e
former consists of monitoring the face/name-prefix timeout
rates and/or the PIT size, when detecting a DoS attack, and
the router limits the interest arrival rate (IAR) on the sus-
picious face, while the latter relies on statistical information
about the PIT and interfaces to identify the abnormal traffic
pattern. However, these solutions need to make an extensive
modification of the regular PITstructure or excessive storage
statistics.

3.2.2. Black-Hole and Gray-Hole Attacks. Another danger-
ous attack, shown in Figure 3, that especially affects safety
applications is the black-hole attack [39], where vehicle
attackers engage other vehicles by claiming that they have
the best route to the destination or have the best position to
forward the packet. After the other vehicles send their packet
to attackers, the malicious vehicle discards all packets from
the network which caused lose of huge packets including
critical information and safety messages. Similarly to the
black-hole attack, in gray-hole attack, malicious vehicles act
as black nodes and misguiding packets, filtering them
according to their benefits. A single malicious node or a set
of malicious nodes selects some packets to forward and
drops others.

In a nutshell, NDN uses a name-based forwarding
scheme to forward the requests and deliver data back to
consumers. Solving the black-hole and gray-hole attacks can
be achieved either by securing the forwarding plane itself or
by using secure namespaces to forward name-prefixes that
do not exist in the FIB table. Furthermore, as the NDN
forwarding plane forwards Interest/Data packets without
knowing who is requesting or who will serve, these attacks
may not affect VANET-based NDN even by announcing
that they have the best route. However, as NDN uses hi-
erarchical names to identify content and services, a mali-
cious node can easily monitor the forwarding system and
filter based on content names that allowed and denied
packets, which makes these attacks hard to solve in such
cases especially when a group of malicious vehicles launches
the attack.

3.2.3. Wormhole Attack. +e wormhole attack consists of
creating a tunnel between two or more collaborative mali-
cious vehicles, aiming to record and transmit data packets
between them. Similarly to the black-hole attack, malicious
vehicles engage other neighbor vehicles about the link be-
tween them as the best path to fetch the data instead of using
the original trust path. After malicious vehicles receive
packets from victim vehicles (Figure 4), they encapsulate and
tunnel to another malicious vehicle, where the latter opens
the encapsulated packets and spreads them in the network.
+e main objective of this attack is to change the network
logical topology and make lose the important information
that is sent through the tunnel, as well as creating a private
network among the malicious vehicles. In an IP-based
network, attackers use their IP addresses to create the
tunnel. However, due to the use of names instead of ad-
dresses and forwarding packets without the need to know
who is requesting and to whom should forward, wormhole
attack may not be successfully executed in NDN-based
networks.

3.2.4. Man-in-the-Middle Attack (MiMA). In man-in-the-
middle attack, a malicious vehicle in the communication
path keeps listing to all traversed information and injects
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false information between vehicles. +is attack, as shown in
Figure 5, has serious effects on the safety applications es-
pecially if the injected information is about accidents that
may cause life-endangering accidents.

+anks to the content-based security, all information is
signed by the original producer during its creation, and any
changes in the data payload during the communication will
be exposed to changes in the original signatures [40].

3.2.5. Summary and Insight. In this section, we have
reviewed the existing VANET attacks that may affect the
network infrastructure including DoS, black-hole, worm-
hole, gray-hole, and man-in-the-middle attacks. We found
that because of using the content name instead of host
addresses, many issues can be overcome, especially when
binding the content name with the shared information. Also,
providing content security at the packet level enhances the
communication security.

3.3. Content Protection. As each Data packet is self-signed in
NDN, content requesters verify the content signature before
consuming the content. Signature verification can also be
done by intermediate nodes. However, it will cost more
overhead and communication delay. +e content signature
may ensure data integrity, authentication, and correctness.

3.3.1. Bogus Information. In this type of attack, a malicious
vehicle may generate false or wrong information and send it
to the network in order to manipulate other vehicles. We
find other attacks that can be classified as bogus information
attacks, such as the following:

(1) False Position Information. Most of the safety ap-
plications are based on the particular position, where
broadcasting false position information is a hard and
critical issue in VANETs. A strong trust and vali-
dation model is needed to prevent such false
information.

(2) GPS Spoofing. A malicious node utilizes the GPS
satellite simulator to produce signals which are
stronger than the actual satellite signals, tending to
deceive vehicles to accept the false position in-
formation. +is attack is related to physical devices.
However, NDN should deal with trust in such data
propagation, where collaborative vehicles may detect
this information and stop it.

(3) Illusion Attack. Attackers disseminate wrong mes-
sages to create an illusion to vehicles by exploiting
the current road conditions, like a group of cars
moves slowly in order to deceive drivers to believe in
this wrong information. +is attack is hard to detect
as the physical vehicle’s sensors are used to create
and spread the wrong traffic information.

Bogus information attack is usually associated with
authentication security conditions, which is an easy task to
deal with NDN, as the content is protected and authenti-
cated at the packet level with a secure content-name binding

of mechanisms based on hashing techniques and public-
private keys.

3.3.2. Replay Attack. In the replay attack, a malicious vehicle
saves a copy of the message and resends it later in the
network in order to deceive other vehicles, making un-
necessary stopping. As NDN is a cache-based network, this
attack can be overcome by using the content name and
checking the lifetime value in Data packets to know the data
freshness, compared with the requested content.

3.3.3. Summary and Insight. Most of the existing NDN
attacks related to content in VANETs can be solved by
following the content-based security concept. Indeed, se-
curing the content after its creation helps the content se-
curity life cycle. Also, when securing the content, access
control rules and policies can be used to enforce who can
access the content. Moreover, a robust trust model with the
validation system is required in NDN to enforce content
security and mitigate false content created by malicious
nodes.

3.4. Content and User Privacy. Regardless of the content
protection level, the user and content privacy still can be
compromised in NDN, especially by using plain-text names.
Any malicious node may receive the traversing requests and
data back. By monitoring the content names, attackers can
create a fake content and cache it in any near cache store,
that by consequence will be served for future requests.

3.4.1. Sybil and Masquerade Attacks. Sybil attack is con-
sidered as one of the most dangerous attacks in VANETs,
where the malicious vehicle acts that it is more than
a hundred vehicles by creating chaos and a large number of
pseudonymous as shown in Figure 6. +e goal of this be-
havior is to deceive other vehicles that there is congestion
and force them to change their routes. On the contrary, as
the name indicates, in a masquerade attack, a malicious
vehicle changes its identity [41] to be another vehicle, trying
to produce different messages, alter, and replay with in-
formation to deceive other vehicles. For example,

Malicious car

Accident ahead

Accident ahead

RSU

Figure 5: Man-in-the-middle attack.
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a malicious vehicle can change its identity to be an am-
bulance and force other vehicles to slow down or change
their routes. Works in [42, 43] propose a trust model based
on NDN for autonomous vehicular applications in order to
prevent bugs information and vehicle tracking. +e authors
designed a hierarchical naming scheme that composed of
four levels: autonomous vehicle,manufacturers, vehicles, and
data. Furthermore, they used a pseudonym and proxy-based
scheme in order to make it difficult for attackers to track
vehicles.

NDN binds content names using cryptography algo-
rithms such as public-private keys that may secure the
binding and outdo these issues. Furthermore, distributed
solutions such as blockchain can be applied to enforce the
content-name binding and preserve content and user
privacy.

3.4.2. Timing Attack. In timing attacks, the malicious ve-
hicles do not forward the emergency messages and in-
formation at the right time (Figure 7) they received it, by
creating an explicit communication delay and adding time
slots to the received messages. +eir neighbor’s vehicles
receive these messages too late after the time they need it.
+e timing attack is a critical issue, especially when dealing
with time-constraint applications.

3.4.3. Snooping Attack. Snooping is a passive attack, where
the malicious vehicle accesses the content and information
that traverse it, in order to use it for its benefits without
modification. However, as the content is secure and signed,
using cryptographic hashing techniques, when it has been
created, only legitimate users can access it. Hence, snooping
attack may not have an effect on VANET-based NDN.

3.4.4. Summary and Insight. Content and user privacy issues
are presented in this part. Content privacy can be preserved
using the content-name-binding mechanisms, and more
investigation is required in such a context. Also, due to the
illumination of host addresses, monitoring attacks can be
decreased. +e only issue that can occur because of NDN
names is the caching-related attacks. Finally, serious solu-
tions and secure forwarding schemes are required to
overcome the timing attacks.

4. Future Research Directions

Based on the presented security attacks and issues and their
relation with NDN, in the following section, we identify
several NDN research directions that may enhance and
improve the security of the NDN architecture. Table 2
summarizes this discussion.

4.1. Denial of Service. Solutions based on limiting Interest
rate on the malicious interfaces or based on name-prefixes
may end by punishing legitimate consumers and authorized
requests. Hence, using the software-defined networking
(SDN) approach [44] may detect DoS attack in the early
stages using the global view of controllers and a per flow rate
limiting that may yield highest fairness compared to
interface/name-prefix-based solutions. Also, the core routers
can collaborate to identify and filter the malicious name-
prefixes and malicious traffic pattern using AI-based
algorithms.

4.2. Content Poisoning. +e purpose of this attacker is to fill
the node’s cache stores with fake contents. All the existing
solutions require performing a data packet signature veri-
fication at the intermediate nodes level, that affects the
content retrieval delay; comparing content hash with the
hash taken from the corresponding Interest may reduce the
network scalability, or ranking the content using consumers’
feedback, where attackers also have the chance to send
malicious feedbacks.

4.3. Naming and Content-Name Binding. Providing a secure
naming scheme is still an open research challenge for ICN
and NDN. A secure naming scheme should ensure an ef-
ficient and scalable binding between the name and the
content that may avoid various types of attacks. All the
existing binding schemes require signature verification for
each and every data packet. +is process is costly in terms of
resources, as well as affects the data retrieval delay, where an
intermediate node cannot perform it at the line speed rate.

4.4. Caching Pollution. +e main objective of the caching
pollution attack is to diminish the operation of in-network
caching and augment content retrieval latency. +e existing
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Figure 6: Sybil attack.
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solutions have a high computation overhead at intermediate
nodes. We consider a collaborative caching scheme a suit-
able solution to help the core network to mitigate this attack
by exchanging feedback between cache stores, keep only the
popular content, and reduce the nonpopular ones.

4.5. Secrecy of Correspondence. Preserving the SoC and
content copyrights is one of the most critical privacy topics
in the whole networking domain and not only ICN [31].
From SoC perspectives, the content owner should state all
privacy and content-use policies in the Data packet or in the
content itself. We believe that the blockchain-like structure
combined with the smart contract can be one of the
promising solutions. +e content owner specifies different
smart contracts depending on the policies such as caching,
providing, and consuming the content, that may be executed
automatically when the action is triggered, to enforce SoC
and content copyright.

4.6. Application Design Patterns. Several application-level
security mechanisms have been proposed in ICN such as
the following: (i) request filtering that intends to identify and

remove the unwanted or forged content from untrusted
providers, by using provider’s information (e.g., public keys
and name-prefix) and consumers’ votes for content ranking.
(ii) Anomaly detection aims to detect unwanted activities or
network misbehavior, using statistical data analyses, fuzzy
detection algorithms, and traffic clustering. However, there
is no all-in-one scheme that deals with the existing
application-level threats or discusses the design patterns for
a secure application in ICN, which is a strong future research
topic.

5. Conclusion

NDN architecture is a suitable candidate for the future
Internet, including vehicular communication. Deploying
NDN on top of VANET is still in the early phase. Security
and privacy issues have a strong impact on the success of
such merging. +is article addresses the major networking
security and privacy issues in VANET from the perspective
of the NDN communication model. +e nature of VANET
communication and applications changes the way of seeing
security; also, adding the NDNmodel on VANETmakes the
task more challenging. We categorized VANET security

Table 2: Summary of issues and research directions.

Category Attacks Compromised
services Target NDN aspects Possible directions

Infrastructure
protection

DOS (1) Authentication
(2) Availability

(1) Routing and forwarding
plane

(1) Interface-based rate limit
(2) Name-based rate limit
(3) Statistical rate limit

Black-hole and gray-
hole (1) Availability (1) Routing and forwarding

plane
(1) Securing the forwarding plane
(2) Use of secure namespace

Wormhole (1) Confidentiality (1) Data packets
(1) Use of content names instead of device
identifications
(2) Performing name-based forwarding

Man-in-the-middle

(1) Authentication
(2) Confidentiality
(3) Integrity
(4)
Nonrepudiation

(1) Data packets
(2) Forwarding plane

(1) Content-based security mechanism
(2) Securing the content during the
creation
(3) Attaching access control policies with
content

Content protection

Bogus information (1) Authentication
(2) Integrity (1) Data plane

(1) Securing the content using
cryptographic hashing techniques and
public-private keys

Replay (1) Authentication
(2) Integrity

(1) Data packet
(2) Cache store

(1) Fetching content from the cache store
based lifetime
(2) Requesting only the fresh content

Content and user
privacy

Sybil (1) Authentication
(2) Availability

(1) Routing and forwarding
plane

(1) Securing content-name binding
(2) Preserving blockchain-based identity

Masquerade

(1) Authentication
(2)
Nonrepudiation
(3) Integrity

(1) Routing and forwarding
plane (1) Preserving blockchain-based identity

Timing attack (1) Availability (1) Data packets
(2) Caching store

(1) Securing the forwarding plane
(2) Trust-based forwarding scheme
(3) Reputation-based caching and
forwarding

Snooping attack (1) Authentication (1) Data packets

(1) Applying content-based security
mechanisms
(2) Adding access rules within Data
packets
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challenges and discussed them from the NDN perspective.
Also, we highlighted different NDN research directions and
guidelines.

Conflicts of Interest

+e authors declare that they have no conflicts of interest.

Acknowledgments

+is work was supported by the Hankuk University of
Foreign Studies Research Fund of 2018 and National Re-
search Foundation of Korea (2017R1C1B5017629).

References

[1] S. Al-Sultan, M. M. Al-Doori, A. H. Al-Bayatti, and H. Zedan,
“A comprehensive survey on vehicular ad hoc network,”
Journal of Network and Computer Applications, vol. 37,
pp. 380–392, 2014.

[2] F. Cunha, L. Villas, A. Boukerche et al., “Data communication
in VANETs: protocols, applications and challenges,” Ad Hoc
Networks, vol. 44, pp. 90–103, 2016.

[3] T. Mekki, I. Jabri, A. Rachedi, and M. ben Jemaa, “Vehicular
cloud networks: challenges, architectures, and future directions,”
Vehicular Communications, vol. 9, pp. 268–280, 2017.

[4] T. Mekki, I. Jabri, A. Rachedi, andM. B. Jemaa, “Proactive and
hybrid wireless network access strategy for Vehicle Cloud
networks: an evolutionary game approach,” in Proceedings of
13th International Wireless Communications and Mobile
Computing Conference (IWCMC), pp. 1108–1113, IEEE,
Valencia, Spain, June 2017.

[5] H. Hasrouny, A. E. Samhat, C. Bassil, and A. Laouiti, “VANet
security challenges and solutions: a survey,” Vehicular
Communications, vol. 7, pp. 7–20, 2017.

[6] J. Pan, S. Paul, and R. Jain, “A survey of the research on future
internet architectures,” IEEE Communications Magazine,
vol. 49, no. 7, pp. 26–36, 2011.

[7] A. V. Vasilakos, Z. Li, G. Simon, and W. You, “Information
centric network: research challenges and opportunities,” Journal
of Network and Computer Applications, vol. 52, pp. 1–10, 2015.

[8] L. Zhang, A. Afanasyev, J. Burke et al., “Named data net-
working,” ACM SIGCOMM Computer Communication Re-
view, vol. 44, no. 3, pp. 66–73, 2014.

[9] Z. Su, Y. Hui, and Q. Yang, “+e next generation vehicular
networks: a content-centric framework,” IEEE Wireless
Communications, vol. 24, no. 1, pp. 60–66, 2017.

[10] M. A. Yaqub, S. H. Ahmed, S. H. Bouk, and D. Kim, “Interest
forwarding in vehicular information centric networks: a survey,”
in Proceedings of 31st Annual ACM Symposium on Applied
Computing-SAC’16, pp. 724–729, ACM, Pisa, Italy, April 2016.

[11] S. H. Bouk, S. H. Ahmed, D. Kim, K.-J. Park, Y. Eun, and
J. Lloret, “LAPEL: hop limit based adaptive PIT entry lifetime
for vehicular named data networks,” IEEE Transactions on
Vehicular Technology, vol. 67, no. 7, pp. 5546–5557, 2018.

[12] S. Signorello, M. R. Palattella, and L. A. Grieco, “Security
challenges in future NDN-enabled VANETs,” in Proceedings
of 2016 IEEE Trustcom/BigDataSE/ISPA, pp. 1771–1775, IEEE,
Tianjin, China, August 2016.

[13] S. Boussoufa-Lahlah, F. Semchedine, and L. Bouallouche-
Medjkoune, “Geographic routing protocols for Vehicular Ad
hoc NETworks (VANETs): a survey,” Vehicular Communi-
cations, vol. 11, pp. 20–31, 2018.

[14] D. Kim, Y. Velasco, W.Wang, R. Uma, R. Hussain, and S. Lee,
“A new comprehensive RSU installation strategy for cost-
efficient VANET deployment,” IEEE Transactions on Vehic-
ular Technology, vol. 66, no. 5, pp. 4200–4211, 2017.

[15] H. Sedjelmaci and S. M. Senouci, “Cyber security methods for
aerial vehicle networks: taxonomy, challenges and solution,”
Journal of Supercomputing, pp. 1–17, 2018.

[16] M. Laroui, A. Sellami, B. Nour, H. Moungla, H. Afifi, and
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In this paper, the blockchain technology is utilized to build the first incentive mechanism of nodes as per data storage for wireless
sensor networks (WSNs). In our system, the nodes storing the data are rewarded with digital money. )e more the data stored by
the node, the more the reward it achieves. Moreover, two blockchains are constructed. One is utilized to store data of each node
and another is to control the access of data. In addition, our proposal adopts the provable data possession to replace the proof of
work (PoW) in original bitcoins to carry out the mining and storage of new data blocks, which greatly reduces the computing
power comparing to the PoW mechanism. Furthermore, the preserving hash functions are used to compare the stored data and
the new data block.)e new data can be stored in the node which is closest to the existing data, and only the different subblocks are
stored. )us, it can greatly save the storage space of network nodes.

1. Introduction

Wireless sensor network (WSN) has become very hot re-
search topic recently in the field of microelectronics,
communication, network, database, etc., because of its broad
application prospects. It combines multiple technologies,
such as sensing, computing, and wireless communication.
)e physical targets are monitored in real time through
various types of microsensors, producing a large number of
perceptual data at an unprecedented rate. Although the
application scenarios and the deployment of hardware are
different, the ultimate goal is to collect, transmit, and process
the perceived data. Finally, users can achieve interesting
information from the data [1, 2].

)e wireless sensor network is a data-centric network.
)erefore, the data storage of nodes is the fundamental
problem in WSN, which should be solved. For the users,
what they concerned are the perception of the data, rather
than the sensor node itself and the networks they make up.

Furthermore, the wireless sensor networks support efficient
and reliable data storage and access under the heteroge-
neous, unreliable environment. As the storage space and
energy of each node are limited, how to effectively store data
in the limited storage space has been an important research
hot spot of data management in WSN.

)e normal operations of WSN require the cooperation
of network nodes. However, some network nodes may
choose selfish behavior due to their limited resources, such
as energy and storage space. If most network nodes take
selfish behavior and do not forward packets, the entire
network will not be able to provide normal service.
)erefore, inciting selfish nodes to cooperate and ensuring
the normal operation of the entire network are part of the
important researches in WSN.

Traditionally, the solutions to the selfishness problem of
nodes in WSN have based on the mechanisms of game
theory and the mechanisms based on reputation. But the
researches mainly focus on data transmission and packet
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forwarding. Moreover, now there is no specific incentive
mechanism of data storage for nodes in WSN.

)e storage capacity of nodes in WSN is limited, and the
data storage capacity is also an important resource. )is
paper focuses on the incentive of data storage in WSN. In
this paper, the blockchain technology is adopted to construct
the first incentive mechanism of nodes’ data storage inWSN.
In our system, the data set which is storing every node is
considered as a block of the blockchain. If the nodes store the
data, they will be rewarded with digital money (bitcoins,
etc.). Additionally, if the nodes store more data, they will
attain more rewards. When mining and storing new data
blocks in progress, we apply the provable data possession
instead of the proof of work (PoW) in original bitcoins. )e
method can greatly reduce the computing power of the
miners. Apart from this, comparing the existing data in
nodes with the new data block, we can take advantage of the
preserving hash functions. )e node stores the new data,
which is closest to the existing data, and only the distinct
subblocks need to be stored. So, it greatly saves the storage
space of network nodes.

)e rest of this paper is organized as follows. Section 2
introduces the related works of data storage strategy inWSN
and incentive mechanism. In Section 3, we analyze the
existing problem of data storage in WSN. Section 4 presents
the building blocks of our scheme based on the blockchain.
And in Section 5, the incentive mechanism of data storage
based on blockchain in WSN is proposed. Finally, Sections 6
and 7 present the discussion and conclusions of this paper,
respectively.

2. Related Work

2.1.DataStorageStrategy inWSN. At present, there are three
main ways of data storage in WSN: external storage, local
storage, and data-centric storage [3].

2.1.1. External Storage. Sink node is a special kind of storage
node, and its storage space and energy are not restricted and
do not need to consume another node energy. Other nodes
will send the collected data to the sink node, which will
consume a lot of energy. If all the nodes in the network send
data to the sink node, it will cause the network block and the
nearby sink nodes will be invalid.

)e LEACH protocol is proposed to collect data from the
hierarchical sensor network, in which a subset of nodes is
randomly selected as cluster heads, and the other nodes
added different cluster according to the calculated distances
between the nodes and the cluster heads. During a period,
the nodes transmit data to the cluster heads, and the cluster
heads process the data and then sends them to the sink
nodes. )e PEGASIS protocol [4] improved the LEACH
protocol, in which the sensor network was organized into
a chain structure. Each node receives and forwards data by
its neighboring nodes. )e sink nodes only select one other
node to communicate with it. )e data are aggregated in the
process of forwarding from a node to the next node and
eventually reaching the sink node. )us, the consumed

energy in the PEGASIS protocol is less than that in LEACH.
Wang et al. also proposed a new protocol [5], which is an
improvement to the LEACH protocol. )e protocol estab-
lishes the soft and hard threshold, which can dynamically
adjust and compare the collected data to reduce unnecessary
data transmission. When the node data are above the hard
threshold, the data are transmitted and they are taken as
a new hard threshold.

)e storage strategy of external storage is mainly focused
on data acquisition, ignoring the data storage ability of WSN
and the demand of nodes for data.

2.1.2. Local Storage. In local storage, the data are stored in
nodes of the network, which consumes little energy. )e
query commands are only sent to the other nodes. After the
node receives the query and processes it, the result is passed
to the sink node. So, queries consume longer delays.

)e directed diffusion protocol stores the data collected
by the nodes in the local nodes. )e sink nodes achieve their
information by broadcasting the “interest message” to the
other network nodes. )e node that received the message
creates a gradient within the network, pointing to the sink
node. )e node establishes one or more paths to the sink
nodes, doing flood search and performing data transmission.
)e geographic and energy-aware routing (GEAR) protocol
[6] is the improvement of the directed diffusion protocol. In
GEAR protocols, when a query message is sent in the target
area, the propagation of the “interest message” is limited to
the target area because of the geographical location, which
avoids flooding in entire network and reduces the cost of
routing.

)e storage process of local storage strategy is simple.
And the strategy focuses on data query processing and has
less description of information, which leads to a lot of energy
in the query process.

2.1.3. Data-Centric Storage. )e data-centric storage is a hot
research direction in recent years. It mainly studies how to
store the perceived data of sensor nodes so as to ensure the
high efficiency, stability, and real-time performance of the
later query.

)e concept of data-centric storage (DCS) is proposed by
Meyfroyt et al., and the data storage algorithm GHT is
designed based on the geographic information mapping
table [7]. Its core idea is that data are stored according to
their attributes, and a specific data are defined as an event.
)e sensor detects the data, hashes the event through a hash
function, then achieves a geographic location, and saves the
data to the nearest node based on the geographic in-
formation [8]. )e algorithm is conducive to data query,
which is only based on the query event attributes. And the
use of mapping function can be found in the storage node,
which avoids flooding. )e disadvantage of the algorithm is
the lack of efficient storage hot spot processing mechanism.
When the data storage overloads, it cannot be transferred to
another node. Moreover, accessing geographic information
needs GPS and consumes system energy. In the data storage
algorithm ARI [9], adaptive ring index structure is used to

2 Mobile Information Systems



solve the hot spot problem of the DCS algorithm. And hash
functions are utilized to hash a certain type of event to the
event storage node. A ring is created around the event
storage node, and events are dispersed and stored in the
index nodes. In general, it is difficult to define clear de-
marcation of a wireless sensor network, which is not ideal for
hot spot problems. In data storage algorithm of Reference
[10], two-tier data storage structure is used to track the
moving target of the mobile multisink node in the WSN.
Data are transferred and stored through the creation of
virtual grids in the algorithm.When the data collected by the
grid storage nodes are queried, it is just needed to flood the
request within the grid, which will save energy. In addition,
some scholars have proposed a distributed index structure
algorithm (DIFS) [11]. DIFS is an improvement of the
TTDD algorithm. In DIFS, multilevel quadtree is con-
structed based on spatial decomposition technique and hash
function, and the geography hash method is used as the
index of data [12, 13]. )e corresponding node stores the
observed data through hash functions, and it can determine
the range of the minimum number of index nodes by the
query range.

2.2. Incentive Mechanism. At present, there are two main
incentive mechanisms. One is based on game theory. )e
other is based on external incentives [14–20].

2.2.1. Incentive Mechanism Based on Game 4eory. In the
paper [14], the concept of multidomain wireless sensor
network was first proposed, and the game theory was used to
evaluate the impact of cooperative behavior. In the system,
the participants in game analysis are the various individual
wireless sensor networks, and it is assumed that each wireless
sensor network has to make decisions: whether to help other
networks to carry out data transfer and whether to request
other networks to help its data transmission, which is the
strategy of each participant in game analysis. On the basis of
the above mechanism, the problem was continued to study
the cooperative behavior among networks in multidomain
wireless sensor networks [15]. )e main differences in the
game analysis are as follows: (1) the income function of the
game is mainly expressed by the whole life cycle number of
the network [16], rather than the calculation of the accu-
mulated revenue of nodes and (2) the strategy of the sensor
node is more intelligent.)e choice of actions will be limited
after many unsuccessful data transfers so that the network
has minimal QoS guarantee. References [17, 18] analyzed the
impact of different cooperation strategies on the life cycle of
multidomain wireless sensor networks. )e author proposes
a linear design framework and uses the corresponding one-
dimensional and two-dimensional linear models to assess
the performance of different strategies. Based on the ideal
conditions, the author adds various restrictions to observe
the influence on the cooperation strategy. Simulation ex-
periments have confirmed that cooperation can significantly
extend the life cycle of the network. And under some special
circumstances, some cooperative strategies can increase the
life cycle to an order of magnitude.

2.2.2. Incentive Mechanism Based on External Incentives.
In addition to the use of game theory to analyze the
multidomain wireless sensor network, there are some re-
searches of external incentive mechanisms. )e main ex-
ternal incentive methods include virtual currency
mechanism and honor incentive mechanism. In [19–21], an
economic model of dynamic prices and incentive methods
is proposed to study the cooperation in multidomain
wireless sensor networks. And the proposed economic
model and the traditional routing protocol AODV protocol
[22] are merged into a hybrid protocol for simulation
experiments. In the simulation experiment, the author
compared the proposed NES method with other EES
methods and PDM [23]. )e experimental results confirm
that the cooperation between the sensor networks will be
enhanced, and the overall energy consumption in the
network will be significantly reduced.

3. Problem Statement

)e development of wireless sensor networks originated
from military applications, such as battlefield monitoring.
Nowadays, wireless sensor networks have been applied to
many civilian applications, such as environmental and
ecological monitoring, healthcare, home automation, and
traffic control.

In the sensor network, nodes are deployed in a variety of
ways within or around a perceived object. )ese nodes form
a wireless network through self-organization method. And
they can sense, collect, and process specific information in
a cooperative way within the coverage area. Finally, it can
realize the collection, processing, and analysis of any loca-
tion information at any time. Each node of the sensor
network is not only equipped with a radio transceiver but
also a small microcontroller and an energy source (usually
a battery), in addition to multiple sensors.)e size of a single
sensor node is as large as a shoe box, as small as dust.)e size
and complexity of the restrictions for sensor nodes de-
termine the constraints of energy, storage, computing speed,
and bandwidth. In large sensor networks, the sensor and
network structure are different. )us, the integration of
heterogeneous networks often occurs in sensor networks. At
the same time, the heterogeneous network structure also
brings difficulty to data storage and sharing in WSN.

Moreover, the data storage capacity is also an important
resource. But the storage capacity of nodes in a wireless
sensor network is limited. Some network nodes give up
storing data in order to save their own storage and energy
resources, which are called selfish behavior. If the most
network nodes behave selfishly and do not store data, then
the entire network will not be able to provide normal
service.

To solve the problem, we use incentive mechanisms
based on blockchain to encourage network nodes to store
data. )e data storage based on the blockchain technology
can not only provide the corresponding data storage
function but also reward the digital currency to the network
node that stores data. )erefore, data storage based on the
blockchain technology in WSN is very suitable.

Mobile Information Systems 3



4. Building Blocks

4.1. Blockchain Technology. )e blockchain system contains
the following important components: underlying trans-
action data, distributed ledgers, important consensus
mechanism, complete and reliable distributed P2P network,
and distributed application on the network. And the
framework is shown in Figure 1. )e underlying data are
organized into blocks, and each block is chained into a chain
in the chronological order, which is called blockchain
[24–26]. Each node of a fully distributed network stores
a distributed ledger, that is, blockchain. )e P2P protocol is
used in the network to communicate with each other. All
parties will reach agreement through consensus mecha-
nisms. Advanced applications are generated based on these
foundations. In the architecture, the nontampering block-
chain data structure, the consensus mechanism in distrib-
uted network, the proof of work mechanism, and the
increasingly flexible smart contracts are representative in-
novations [27, 28].

)e underlying data are not stored in the blockchain.)e
raw data need further processing so that they can be written
into the block. )e underlying data are the most funda-
mental transaction records; the other data are only intended
to encapsulate the message records. )e network layer en-
capsulates the networking mode of the blockchain system,
the message propagation protocol, and the data authenti-
cationmechanism. Combining with the practical application
requirements and designing the specific propagation pro-
tocol and data verification mechanism, each node in the
blockchain system can participate in the checksum ac-
counting process of the block data. Only when the block data
are verified by most nodes in the whole network, the block is
recorded in the blockchain [29–31].

)e PoW mechanism is an important innovation that
closely integrates the functions of currency issuance,
transaction payment, and verification. And the safety and
decentric of the blockchain system are ensured through the
competition of computing force. )e core idea is to ensure
the consistency of data and the security of the consensus by
the computing force competition of distributed nodes. In the
bitcoin system, the miners work together to solve a complex
but easy-to-valid SHA-256 mathematical problems
(i.e., mining) based on their respective computer forces. )e
nodes that solve the problem the fastest will get the right to
account the block and bitcoin reward. )e mathematical
problem can be expressed as follows. Based on the current
difficulty value, a suitable random number (Nonce) is sought
so that the double SHA-256 hash of the metadata of the
block header is less than or equal to the target hash value.
However, the PoW consensus mechanism has a significant
flaw: the waste of resources (such as electricity), caused by
their strong computing power, has always been criticized by
researchers [32–34].

)e consensus process of the blockchain system re-
alizes the data validation and accounting of shared
blockchain ledgers by aggregating the computational
power resources of large-scale consensus nodes, so it is
essentially a task crowdsourcing process of consensus

nodes. In the decentralized system, the consensus nodes
themselves are selfish, and maximizing its own revenue is
the fundamental goal of its participation in data vali-
dation and accounting. )erefore, it is necessary to
design a reasonable and well-conceived mechanism of
incentive and compatibility so that the individual ra-
tional behavior of the consensus node maximizing its
own income is consistent with the overall goal of
guaranteeing the safety and effectiveness of the decen-
tralized blockchain system. )e blockchain system in-
tegrates large-scale nodes and forms a stable consensus
on the history of the blockchain by designing a modest
economic incentive mechanism and integrating with the
consensus process.

)e contract layer is business logic and algorithm based
on the blockchain virtual machine, which is the basis for
realizing the flexible programming and operation data of the
blockchain system. )e smart contract has important sig-
nificance to the blockchain system, which not only provides
the programmable capabilities to the underlying data of the
blockchain but also encapsulates the complex behavior of
each node in the blockchain network. And it provides
a convenient interface for building an upper application
based on blockchain technology. )us, blockchain tech-
nology with smart contract is extremely broad prospects.

4.2. PDP Mechanism. Provable data possession (PDP)
mechanism is used to determine whether the data on the
remote node are damaged (Figure 2). )e PDP mecha-
nism was first used in grid computing and P2P networks. He
et al. constructed the PDP mechanism using RSA-signed
homomorphic properties, but this mechanism requires that
the entire file is represented by a large number, which results
in high computational costs. Wang et al. proposed a prob-
abilistic strategy to complete the integrity verification, using
the homomorphic properties of the RSA signature mecha-
nism to aggregate the evidence into a small value, greatly
reducing the communication overhead of the protocol
[35–38]. Wang et al. realized another mechanism that
supports full dynamic operation of the PDP mechanism. It
considers the use of the Merkle hash tree in order to ensure
the correctness of the data block in position, and data block
value ensures its correctness through the BLS signature
mechanism [39–42]. In order to reduce the burden on the
user, the mechanism also introduces an independent third
party instead of the user to verify the integrity of outsourced
data. In this article, this algorithm is used to replace the PoW
mechanism in the original blockchain.

)e PDP scheme is as follows. At first, encode M into M′
so that each data block mi of M′ contains s data segments,
that is, mi � (mi,1, mi,2, . . . , mi,s). )e metadata σi are cal-
culated for each data block mi as follows:

σi � H(name||i) × 
s

j�1
u

mi,j

j
⎞⎠

α

,⎛⎝ (1)

where α is the private key of the user and uj(1≤ j≤ s) is
randomly selected from the bilinear group G. Similar to the
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literature [4], the factor (
s
j�1 u

mi,j

j )α contained in the
metadata σi also supports the aggregation operation. So, the
cloud storage server can generate the corresponding partial

aggregation in the integrity verification phase.)e algorithm
also signs the data name, the number of data blocks, and the
parameter uj to obtain a tag of data r.
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Figure 2: Provable data possession.
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To verify the integrity of the outsourced data, a query
challenge C � (i, vi)  is submitted by the verifier, includ-
ing the block number i which is randomly selected and
the corresponding coefficient vi. )e cloud server calcu-
lates aggregated data blocks μ � (μ1, μ2, . . . , μn) and met-
adata σ as the proof, that is, (μ, σ), where (i,vi)∈C σ

vi

i is the
metadata, the aggregated data blocks is μi � (i,vi)∈Cvimi,j.

Verification is done by checking the following formula
and performing two bilinear operations:

e(σ, g) � e 

i,vi( )∈C

H(name||i)vi × 
s

j�1
u
μi

j , v⎞⎠,⎛⎜⎜⎜⎝ (2)

where v is the user’s public key corresponding to α.
In the above scheme, Shacham and Waters double the

data for the first time so that each data segment mi,j cor-
responds to a data block of the aforementioned scheme.)is
segmentation strategy has the obvious advantage that by
generating metadata for a set of data segments, the size of the
processed data can be reduced, thereby reducing the storage
costs of the cloud server.

5. Incentive Mechanism of Data Storage
Based on Blockchain in Wireless
Sensor Network

In this paper, the blockchain technology is utilized to build
the first incentive mechanisms of nodes’ data storage in
WSN. In our system, the data set stored by every node is
treated as a block of the blockchain. )e nodes storing the
data are rewarded with digital money (bitcoin, etc.).
Moreover, the more the data stored by the node, the more
the reward it achieves. Our proposal adopts the provable
data possession to replace the proof of work (PoW) in
original bitcoin to carry out the mining and storage of new
data blocks. )e method can greatly reduce the computing
power by PoW mechanism. Furthermore, the preserving
hash functions are used to compare the stored data and the
new data block. )us, the new data can be stored in the node
which is closest to the existing data, and only the different
subblocks are stored. So, it can greatly save the storage space
of network nodes.

5.1. Blockchain of Data Storage for Sensor Node. )e sensor
network is often composed of multiple heterogeneous
subsystems, and various network nodes have different ca-
pabilities in computing, energy, communication, and stor-
age. In addition, the network nodes which using different
types of sensors make the types of collected data varied.
)erefore, the shared data storage mechanism should be
adopted to realize the storage andmanagement of the data in
wireless sensor network. )e blockchain has the advantage
of decentralization. Moreover, the data storage based on
decentering credit can be realized in the WSN, where the
node does not need to be trusted using the encryption al-
gorithm, time stamp, tree structure, consensus mechanism,
and reward mechanism. Each network node can use the
Merkle tree in the blockchain to store its data.)e data of the

nodes are stored in the leaves of the Merkle tree. Each stored
datum can be a block, and all the data stored by the nodes are
linked to form the data blockchain (Figure 3).

5.2. Trust Management of Network Node. In the system, the
trust of network nodes is managed. When the network node
is found to be fraud and with other behaviors, it is removed
from the WSN network. We use the reputation system to
manage the nodes in WSN. Once the network node is found
cheating, it will be immediately excluded from the WSN.

In the system, the trust of the data initiator (node i) in the
network to the data store (node j) can be obtained by cal-
culating the number of success and failure of the node data
storage in a certain period of time. After the kth data storage is
successful, dk

ij indicates the trust evaluation value of the data
initiator node i to the data store node j; δ(0≤ δ ≤ 1) is the
time attenuation coefficient of the trust, which is used to
reflect the influence degree of trust for the network node in
data storage procession. )e larger the weight of the recent
score record, the greater the weight of the calculation of the
trust value, as shown in the following equation:

d
k
ij � 

k

m�1
δmd

m
ij . (3)

In the system, the trust of data storage between node i

and node j is divided into five levels according to the sat-
isfaction degree, and 0, 0.25, 0.5, 0.75, and 1 are assigned in
turn. )e first level indicates that the data storage between
the network node i and the network node j is failure, and the
node i considers the node j is malicious. )e second, third,
fourth, and fifth levels of trusts are sequentially increased.
)e fifth level is the highest level, indicating that the data
storage between the network node i and the network node j

is successful, and that the node i fully trusts the node j.
When there is a data storage relationship between the two
nodes i and the node j, the degree of trust of node i to node j

is calculated using Equation (1). When there is no direct
transaction between the two nodes, use the following for-
mula to calculate the average trust of the network as the
recommended trust degree of node:

d0 �


n
i�1

n
j�1

k
k�1d

k
ij

n2
k
k�1k

. (4)

Most nodes in the network play dual role. One role is
consumer, who is provided with storage service in the
system. Another is the service provider, who provides
storage service for other nodes. As a consumer, the trust
evaluation of network nodes to other nodes is always
considered accurate and deterministic. )erefore, the node
modifies the data in the table with minimal possibility. Even
if making a recommendation for a particular node, it does
not make sense. In addition, it is safe to locally store the
relevant calculated data of the trust value. As a service
provider, it is the object to be evaluated. Any node i in the
network cannot know the storage node which stores its
reputation information, which avoids the possibility of the
node to raise its reputation.
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5.3. Access Control Based on Blockchain. We use blockchain
to securely store access right to the data stored in the sink
nodes. )e data owner, the data visitor, and some additional
metadata are included in the signed storage transaction.
Each data block is set to access rights and is restricted in
time.)e data owner can extend or revoke the right to access
the data. For any data retrieval request, another node first
checks the access rights record through the corresponding
distributed hash table (DHT).)eoretically, malicious nodes
can share data without permission. Since the access rights of
the data are monitored, unauthorized data access will be
detected. In addition, if the malicious node is detected, it will
be removed out of the network. )erefore, the possibility of
such insecure data access is very small. It is shown in
Figure 4.

Below we build a block-based DHT for distributed
storage and management of index data. DHT is a huge hash
table, which is shared by a large number of nodes. Each sink
node is assigned to a hash block that belongs to itself and
becomes the manager of the hash block. )rough the hash
function, any data can be mapped to a 160-bit hash value,
and the network nodes are mapped to a space. DHT can
adapt to the dynamic join and exit sink nodes and has the
characteristics of balance and query accuracy. We use the
DHT algorithm based on Chord network; through the SHA
series hash function, the data are mapped to 160-bit hash
value. For chord structure, we use the predecessor list po-
sitioning to improve the positioning fault tolerance, by
selecting the node to reduce the positioning delay. )at is, in
the positioning process to select the next jump, those nodes
which are a small delay and closer to the other nodes are
selected in the bottom of the logistics. Take the above
predecessor’s search function as an example. Assuming that
a node m returns to the predecessor list of the node n, in
addition to the node location information, there is a delay of
each node to m. Based on these delays, the node n evaluates
each node in the list and selects the node that it considers the
most reasonable.

5.4. Mining and Incentive Mechanism Based on PDP for Data
Storage of Node in WSN. )ere is a significant flaw of the
PoW consensus mechanism in traditional blockchain
technology, which requires a lot of computation and causes
serious waste of resources (such as electricity). )at has
always been criticized by academics and industry. In order to
solve the problem, the PDPmechanism is used to replace the
PoW mechanism to construct the mining and incentive
mechanism for data storage of node in the resource-
constrained WSN.

5.4.1. Scheme Description. A new data block, which will be
stored in the sensor network, is broadcast. And each network
node then calculates the challenge of PDP for the data block.
If the PDP is verified correctly, the new data block will be
stored by the node, and the node will receive a reward for
storing the data block as a result, that is, a unit of the digital
currency. )e proposed scheme is as follows.

(1) A new data block M � m1, m2, . . . , mn  which will
be stored. )e public key of the data publisher is
(gx, u), and the private key is x; H1 is a preserving
hash function, and data publisher computes
H1(mi)  and generates the authenticator
σi�(H(i)umi )x for each subblock mi; )e request
information for the data is broadcast in the sensor
network.

(2) Each network node searches for the stored subblock
mi
′ closest to the value according to H1(mi) , that is,

|H1(mi)−H1(mi
′)|≤ dif . )en, the random number

vi will be selected for the subdata block i of the data
block M, denoted as Q � (i, vi). )e network node
sends H1(mi

′)  and Q to the data publisher.
(3) )e data issuer receives H1(mi

′)  from each network
node and compares them with the H1(mi)  value,
selecting the H1(mi

′) value which is closest to each
H1(mi) value and adding the network node j that
sent the H1(mi

′) value to the node set J.
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Figure 4: Access control based on blockchain.
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)en, based on the Q received from the network
node of the node set J, do the following calculation:
σ � (i,vi)∈Q σvi

i and μ � (i,vi)∈Qvi · mi, and then
send (σ, μ) to the network node of node set J.

(4) )e network node of the node set J receives (σ, μ),
verifying the following formula: e(σ, g) �

e((i,vi∈Q) H(i)vi · uμ, gx). If it is true, the data issuer
will send the data block M � m1, m2, . . . , mn  to
each network node of the set J for storage and give
the node the digital currency reward.

(5) From the nature of the preserving hash function, it
can be seen that the original data block of each
network node in the set J contains data similar to the
new data block M � m1, m2, . . . , mn . It only
needs to store the part that is not the same as the
original data. )erefore, through the strategy, it can
greatly reduce the required storage space. )e
scheme is shown in Figure 5.

5.4.2. Parameters in Our Scheme. In our scheme, we take the
pairing function e : G1 × G1→GT, where |G1| � |GT| and
g, u are generators of the group G1. )e practical con-
structions of pairings are done on hyperelliptic curves de-
fined over a finite field. E(Fq) is a set of points on an elliptic
curve E defined over the finite field Fq. G1 is taken as
a subgroup of E(Fq), and GT is taken as a subgroup of F∗

qk′ ,
where k′ is the embedding degree. )e hash function H

hashes a binary string of arbitrary length into G1, and u is

a random element of G1. σ also is an element of G1, and μ
belongs to Zp. )e Barreto–Naehrig (BN) curves are suitable
for our scheme.

5.4.3. Efficient Storage. In our scheme, the network node
stores l data segments (mj, σj) , j ∈ I and |I| � l. I is the set
of indices of M corresponding to these l segments, and σj is
the tag of the segment mj. If SHA-256 is used to compute
these hash values, then the size of each σj becomes 256 bits.
)is generates a small storage requirement for each of the
segments, though the number of segments in the data M is
huge in general. Instead of the Merkle proof, the nodes store
a small tag and authenticator of size 256 bits along with each
segment. )erefore, a network node in our scheme enjoys
around 256 bits less storage overhead per segment.

6. Discussion

Compared with the PDP mechanism, the POR (proofs of
retrievability) mechanism can effectively identify whether
a file is damaged, and at the same time, it can recover the
errors that have occurred in the data file through fault
tolerance technology to ensure that the file is available. )e
POR mechanism can be further adapted in our scheme to
improve the fault tolerance of the system.

)e PDP mechanism can quickly determine whether the
data on the remote node are damaged or not and pay more
attention to efficiency. POR mechanism can not only
identify whether the data are damaged but also recover the
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Receive and select {H1(mi′)} that
satisfies |H1(mi) – H1(mi′)| ≤ dif
and sends the value of the network
node j to join the node set J

5

Receive Q from the network node in the
node set J, calculate σ = Π(i, υi)€Qσi

υi and
µ = ∑i,υi€Qυi . mi, and send (σ, μ) to the
node in the node set J

6
Receive (σ, μ) and verify e(σ, g) =
e(Πi,υi€QH(i)υi · uμ, gx) 

The data block which is waiting to
be stored: M = {m1,m2, ...,mn}

Send M = {m1,m2, ...,mn} and give the node money reward 7

2

Figure 5: Incentive mechanism based on PDP.
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damaged data. POR mechanism can not only detect data
integrity but also further ensure data integrity. )e publicly
authenticated POR mechanism allows any third-party al-
ternative user to initiate the integrity detection of data on
a remote node. When the damage of the data was found less
than a certain threshold ε, the error is recovered through the
fault tolerance mechanism; otherwise, the data returned to
the user fail.

Before the POR performs the initialization phase, it is
needed to increase the redundant coded data preprocessing
process to make the data file fault-tolerant, that is, to divide
M into n blocks and then group n blocks. )en, for each
group of data blocks, the Reed–Solomon error correction
code can be used for fault tolerance coding to form a new
data file. )e same verification technology as PDP mecha-
nism is adopted. For the PORmechanism, the assumption is
that it is within the allowed error range (an error occurs once
in 1000000 but passes the verification of the POR mecha-
nism). Define Yω � 1/#B + (ρn)c/(n− c + 1), if ε−ωX is
a negligible value, through O(n/(ε−ω)) interactions, POR
can recover the data with a failure rate of ρ. Here, B is the
selection space of the random number when challenging the
request, ρ is the data encoding rate, and c is the number of
randomly selected data blocks.

7. Conclusions

In this paper, the first incentive mechanisms of nodes for
data storage are built based on the blockchain technology
in WSN. )e data stored by every node are treated as
a block of blockchain in our system. )e reward for digital
money will be obtained by the node who stored the data,
and the reward for the node implementation increases as
the data it store increases. In addition, it constructs two
blockchains. One is to store data for each node, and the
other for controlling the access of the data. Moreover, the
provable data possession in the proposed scheme is used to
substitute the proof of work (PoW) in primary bitcoins,
which executes the mining and storage of the new data
block. Compared with the PoW mechanism, it cuts down
the computing power extremely. Furthermore, due to
making use of the preserving hash functions, the new data
can be stored in node which is nearest to the currently
existing data. And only the different subblocks are stored.
)erefore, the storage space of nodes inWSN can be highly
saved.
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Named data networking (NDN) is an emerging technology. It was designed to eliminate the dependency of IP addresses in the
hourglass model. Mobility is a key concern of the modern Internet architecture, even though the NDN architecture has solved the
consumer mobility.*at is, the consumer can rerequest the desired data contents, while the producer mobility remains as an issue
in the NDN architecture. *is paper focuses on the issue of producer mobility and proposes the cluster-based device mobility
management scheme, which uses the cluster heads to solve the producer mobility issue in NDN. In the proposed scheme, a cluster
head has all information of its attached devices. A cluster head updates the routes, when a device moves to the new access router by
sending all the attachment information. *e proposed scheme is evaluated and compared with the existing scheme by using the
ndnSIM simulation. From the results, we see that the proposed scheme can decrease the numbers of interest packets in the
network, compared with the existing scheme.

1. Introduction

NDN is a common networking model for all applications
and network environment, and it is still under the de-
veloping phase. It has been designed as an alternative to the
IP address-based network. IP was designed for conversation
between endpoints, and it is used enormously for content
distribution [1–3]. NDN uses data names instead of IP
addresses. *e NDN network removes the restriction of IP
datagram which can only use both IP destination addresses
and source addresses. NDN application removes middle-
ware which causes inefficiency because middleware uses
mapping application for interaction. In NDN, data looping
is prevented via memory because every chunk of data has
a unique name, while IP is used for single-path forwarding.

*e NDN architecture uses the two types of packets [4],
interest packet and data packet. A consumer uses the interest
packet to request the desired contents, while a producer or
NDN router uses the data packet to send the desired content

to the consumer by using the reverse path. Each NDN router
maintains the three tables for processing of interest packets
and data packets [5]. *ese tables are content store (CS),
pending interest table (PIT), and forwarding information
base (FIB).

Initially, when an interest packet reaches the NDN
router, the NDN router first checks the desired content in
CS. If the content is found in the CS table, the NDN router
will send the content back to the consumer. Otherwise, it is
forwarded to PIT.When PITwaits for the same content from
FIB, it only marks an entry in the PIT table. PITforwards the
desired content to the consumer upon reception. If PIT did
not send the desired interest packet to FIB, it will forward it
to FIB, and FIB will look for the desired content in the other
NDN router. When the content is found, it will be delivered
to the consumer by using the reverse path.

*e producer mobility is a major issue in NDN. *e
consumer mobility is automatically solved by the NDN
architecture since a consumer can rerequest the desired
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contents. If the consumer nodes are interested in a desired
data content, the producer nodes will offer the content to the
consumers. Problems may occur when a consumer requests
the desired content and the producer moves to the new
access router by handover. One of the problems may occur
when the interest packets reach the previous access router,
and thus the interest packets cannot be delivered to the
producer. Based on this, in this paper, we introduce
a cluster-based device mobility management (CB-DMM) so
as to locate the devices in NDN that may possibly move from
the previous access router to a new access router.

*e remaining parts of this paper are organized as
follows. Section 2 will briefly review the related work. In
Section 3, we will explain the existing scheme. *e proposed
CB-DMM model will be described in Section 4. We will
evaluate the performance of the CB-DMMmodels in Section
5. Finally, Section 6 will give conclusions and future works.

2. Related Work

NDN is a new emerging networking model that can be
applied in various networking areas. Specially, NDN pro-
vides a lot of advantages such as network caching, security,
and efficient response time in the vehicular ad hoc networks
(VANETs) [2, 3, 6–8]. *ere are two types of mobility
considered in NDN: consumer mobility and producer
mobility. A lot of studies have been done on consumer
mobility. However, there are not many studies on producer
mobility.

*e producer mobility issue is often addressed by using
the mobile IP [9]. However, it suffers from the problems,
such as a single-point failure, nonoptimal routingand so on.
In [1], a distributed scalable mobility management (SMM)
mechanism is introduced to solve the issues of MIP-based
solution for NDN mobility without changing the original
NDN paradigm. SMMprotocol separates the content locator
and the identifier. *e hierarchical MIP [10] is used to
support the intradomain and interdomain handover.
However, the use of mapping systems on a global scale
brings latency and complexity in the network.

An anchor-based mobility support method was pro-
posed in [5]. Mobility tracking node, called anchor, was used
to redirect the consumer request to the producer from the
old location to the new location. When the producer
handover happens and the interest packet ends up with
being undeliverable, the traveling interest packet is imme-
diately redirected toward the anchor node instead of being
dropped at the old point of attachment.

*e content provider mobility is solved in [11] by
providing the locator and the mapping system.*e locator is
used because we do not know where the information is
located, and the mapping system is used to map an identifier
to the locator. An identifier is used for matching in CS and
PIT, and a locator is used for forwarding in FIB. *e pro-
vider gets a locator when it joins the network. A locator
represents the address of the provider in the access point. A
mapping system, such as DNS, will resolve the query so as to
map the name to the locator. *ese extra labels may cause
more complexity and burden on the network.

In [12], the authors tested the named data network for
mobility support in the wireless access network and pro-
vided the simulation-based results by using ndnSIM. *is
work focuses on delay-sensitive and delay-tolerant traffics by
using different network topologies. *ese topologies are
based on autonomous systems (ASs). *e authors give the
four scenarios. *e first scenario is for a single mobile host
and a single static host, which are assigned to the same AS.
*e second scenario is based on the first scenario with
modification that allows both hosts to be mobile. *e third
scenario has a single mobile host and a single static host, and
each host is assigned to different ASs. In the last scenario, the
third scenario is modified, which allows both hosts to be
mobile. In these scenarios, the application with delay-
tolerant and delay-sensitive traffics may experience worse
performance in the viewpoint of message overhead and
throughput. NDN is not suitable for small size networks.*e
authors want to introduce the location-routing policies in
NDN to satisfy the requirements of the different applications
and to reduce the burden on network infrastructure.

In [13], the authors have divided the existing solutions
for producer mobility in NDN into the three categories:
routing, mapping, and tracking. A mobile node (MN) can
keep its IP address while moving to another network, but
MN must update the other routers in the routing-based
approach. In mapping-based solution, whenever MN
changes the network, it must update the current IP address
at previous routers. *e tracing-based approach is mainly
used to reach the producer in the hop-by-hop manner by
using the reverse path. *e authors mainly concentrate on the
producermobility and give a detailedmechanism of the already
available proposed solution. For producermobility, the authors
present the two chasemechanisms of themoving producer and
also the two data-centric ways to find interest data.

In [14], a trace-based scheme is proposed for NDN
mobility, called Kite. In Kite, a new forwarding mechanism
is introduced for the producer mobility. A trade name field is
used. Tracing flags are used to forward the tracking interest.
*e Kite is locator-free and based on application. *e de-
veloper can make changes in its application to achieve better
performance. But, the authors have not provided any
simulation to validate the proposed approach. Trace-based
solution also causes huge traffic in the network, and it is
time-consuming.

In [15], the producer mobility problem is solved by data
replication. *e authors provided the two main strategies to
handle the producer mobility. In the first strategy, they
handle the producer mobility through data replication.
Secondly, they evaluate when data replication improves the
producer mobility in NDN. *e producer mobility issue is
divided into the two categories: unavailability period and
reattachment to the network. In the unavailability period,
they suggested replicating the content when the producer is
unavailable. *rough different parameters, they evaluate the
performance for unavailability period and for reattachment
to the network. But, the replication techniques can cause
more storage and overhead in the network.

In [16], the authors minimize data loss in the real-time
application which is caused by mobility in the NDN
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network. *ey used the three approaches to minimize the
loss which is caused by mobility. In the first approach, the
point of access (PoA) is used, where a mobile node (MN)
registers itself with a nearby PoA. *is PoA sends interest
packets and data packets to the MN. In the second approach,
the rendezvous points are used. Rendezvous points represent
the strategically located routers. *e authors used the ren-
dezvous point for seamless mobility. In the last approach,
multipath interest and multipoint content are used to solve
the mobility issue in NDN.

In [17], the producer mobility is solved by using the
cache techniques. Before the producer handover occurs, data
can be cached to offer seamless operation in NDN.

In [18], the authors built a prototype of NDN in the ns-3
simulation. A forwarding hint is used for the producer
mobility. *e forwarding hint was used in the previous IP
mobility solution. *e authors argue that this new element
can be used for content-centric data transmission.

3. Existing SMM Scheme

Scalable mobility management (SMM) for content source in
NDN is proposed in [1]. It solved the producer mobility issue
in NDN. *e authors used the mapping system on a global
scale which may cause huge latency and bring more com-
plexity to the network. *e authors proposed the two
handover models. In the first model shown in Figure 1,
a producer is attached to a new access router, and it sends
a special message to the mapping system by using a binding
update (BU). *e mapping system sends a binding ac-
knowledgment (BA) to the producer. *e mapping system
also sends BU to the previous access router. *e previous
access router (PAR) sends data packets with BA, and the
communication continues. In the second handover model,
the producer sends the BU packet to both mapping system
and PAR at the same time. *e BA is sent from PAR to the
producer. *e second handover model introduced the
mobility option (MO) packet which is a modification of
NDN interest packets. *e MO interest is sent from PAR to
the new access router (NAR). We solve the mobility issue
through the cluster-based device mobility in NDN. *e
device may be a producer or a consumer, which will further
be discussed in Section 4.

4. Proposed CB-DMM Model

In this section, we will discuss the proposed CB-DMMmodel,
including topology, handover procedure, selection of cluster
heads, responsibilities of cluster heads, and NDN routers.

4.1. CB-DMM Topology Model. We have designed the
cluster-based device mobility management (CB-DMM) to
support the device mobility in NDN. In Figure 2, it is as-
sumed that a consumer requests contents “contentsource/
realtime/video1.” *e problem occurs when the interest
packet reaches the previous access router and the producer
moves to the new access router, and the interest packet
cannot be delivered to the producer. To solve this problem,
the cluster-based device mobility management scheme is

used. Our model has the strength to solve other mobility
issues such as consumer mobility. In CB-DMM, when the
device moves from one access router to another, it will send
its current location information to the cluster head, and the
cluster head diverts the pending interest packets toward the
intended device.

In Figure 2, a group of NDN routers selects cluster heads.
*ere are different techniques available for selection of
cluster heads based on the nature of network type. In
a wireless network, we need more storage capacity, energy,
and the location of the cluster head, while the situation is
different for the wired network. Our topology is based on the
mixed network. We use both wireless and wired networks in
our model for simulation. *e selection of cluster will be
further discussed in Section 4.3.

4.2. CB-DMMHandover Procedure. A producer moves from
PAR (previous access router) to NAR (new access router) in
Figure 3. *e moving device (producer) sends the attachment
information to NAR. *e NAR sends the attachment in-
formation to the cluster head and informs it about the pro-
ducer. *e cluster head updates its cached table and saves the
current location of the producer. *e cluster head sends
the binding acknowledgment to NAR, and NAR sends BA to
the content producer. *e cluster heads exchange periodic
updates with each other. When a request reaches the cluster
head for producer, it simply checks its cache and sends a re-
quest to the current location of the producer. *e producer
sends the contents through the reverse path to the consumer.

4.3. Selection of Cluster Heads. Different approaches can be
taken to select the cluster heads. *e wired network is
different from the wireless network. Selection of cluster
heads in the wired network is easy, while selection in wireless
is difficult. Our scenario is based on both wired and wireless
networks. In our scenario, the consumer is connected to the
wired network, and the producer is connected to the wireless
network. *e AP is connected to a cluster head via a wired
link. Based on our approach, we select the cluster head on
the following approaches. First, we use the existing algo-
rithm [19] for the selection of cluster head, based on
memory. Secondly, the cluster heads must provide easy
connectivity to other cluster heads. *ird, each cluster head
knows the addresses of the other cluster head. Fourth, the
cluster heads are connected with each other directly. In [19],
the authors proposed an algorithm for selection of cluster
heads. We will also use that algorithm for selection of cluster
heads in a wireless network.

4.4. Operations of Cluster Head. In our scenario, different
operations are possible for each cluster head. *e different
routers can be connected to the same cluster head. Now, User
A is connected to router R1, and User B is connected to R2,
and both (i.e., R1 and R2) are connected to the same cluster
head R. User A requests the contents “contentsource/realtime/
video1” and sends the interest packet for content toward R1.
*en, R1 will forward the interest packet to the cluster head R.
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*e “contentsource/realtime/video1” is sent through the data
packet using the reverse path to User A. Now, User B sends
interest packets for the same data through different router R2,
when the interest reaches the cluster head. *e cluster head
simply sends data packets to User B from it CS table. *rough
this process, a lot of network resources can be saved, and
overhead can be decreased from the network. Our model can
also solve the consumer mobility because whenever a device
moves to a new access router, it will send its current location
information to cluster heads. Now, for both cases, the data
packets will be sent to a new location. In case of a producer, the
interest packets will be sent to the new location. *e cluster
heads in our scenario also send a periodic update about
connected devices to each other. *rough this process, the
contents can be easily found in the network. *e mobility
problem can also be solved through periodic updates, which
the cluster heads share with each other.

5. Performance Analysis

We simulate the CB-DMM model in ndnSIM [20] and
compare our results with the SMM model. *e SMM model

is an existing scheme that is presented in Section 3. We used
the two scenarios to simulate CB-DMM and SMMmodels in
ndnSIM.

Figure 4 shows the basic network topology for CB-DMM
and SMM models. For scenarios 1 and 2 in CB-DMM, the
producer is initially connected to AP1. Both APs are con-
nected to cluster heads, and the cluster heads are connected
with each other through a direct link. *e consumer is
connected to an NDN router, and the NDN router is
connected to a cluster head. For the SMM model, the
mapping system is placed three hops away from the pro-
ducer node for scenario 1. While for scenario 2, the mapping
system is six hops away from the producer. In the SMM
model, the mapping system is used to locate the desired
contents in the NDN network. We placed the mapping
system in a different position because according to [1], the
mapping system can be placed globally in the NDN
Network.

Table 1 shows the basic network parameters for both CB-
DMM and SMMmodels.*e SMMmodel uses the mapping
system to locate the producer. *e location of the mapping
system in the network is a big challenge for the SMMmodel.

CH-R2

R2.n

R2.2
R2.1 R1.1

Contentsource/
realtime/
Video1

R1.2

R1.n

CH-R3 CH-R4

CH-R1

R3.2

R3.1

R3.n

Producer
R4.1

R4.2

R4.n

Consumer

Figure 2: CB-DMM network topology model.
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Figure 1: SMM handover model.
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We use the two scenarios for the SMM model, where the
mapping system is located 3 and 6 hops away from the
producer. According to the SMM model, the mapping
system is placed on a global scale in the network. *e to-
pology of Figure 4 is used for simulation of CB-DMM and
SMM models. *e difference occurs in the node function-
ality. *at is, when we simulate the SMM model, the node
has the functionality of the mapping system; whereas for the
CB-DMM model, some nodes have the functionality of
cluster heads. *e number of nodes in the networks is 11.
*e capacity of the link is set to 100, 50, and 10Mbps, and
the link delay is set to 1, 10, and 20ms, respectively. *e
RandomWalk2Mobility model is used as a mobility model.
*e Wi-Fi bandwidth is set to 24Mbps, and the simulation
time is 15 seconds.

Figure 5 shows the performance of CB-DMM and SMM
models. We used two scenarios for the SMM model and
compared the results with the CB-DMM model. *e per-
formance measurement is based on the interest satisfied

ratio. At the start of simulation for the CB-DMMmodel, the
interest satisfied ratio was 30 percent at 0.2 seconds, and the
interest satisfied ratio reached 100 percent at 1 second. For
the SMMmodel (scenario 1), the communication started at 1
second, and the interest satisfied ratio was 20 percent;
whereas for scenario 2, the communication started at 2
seconds, and the interest satisfied ratio was 20 percent. *e
SMM scenario 1 reached 100 percent approximately in 2.2
seconds, and the SMM scenario 2 reached 100 percent in 4
seconds.

At 7 seconds, in the CB-DMM and SMM model, the
producer moves to another network. Both models use their
handover procedures to locate the producer node. *e CB-
DMM model locates the producer in 0.2 seconds, whereas
the SMM model scenario 1 takes 1 second, and the SMM
scenario 2 takes 2 seconds.

In Figure 6, we reduce the link speed to 50Mbps and
increase the link delay to 10ms, and then compare the CB-
DMM model with the SMM scenarios. *e CB-DMMmodel
starts communication at 0.2 seconds, and the interest satisfied
ratio is 20 percent. Compared to Figure 5, the interest satisfied
ratio was less at 0.2 seconds. For SMM scenario 1, the
communication started at 1 second, and the interest satisfied
ratio was around 8 percent; whereas for scenario 2, the interest
satisfied ratio was the same but the communication started at
2 seconds. *e CB-DMM model reached 100 percent of the
interest satisfied ratio at 0.8 seconds, while the SMM model
reached 100 percent at 2 seconds and 3.6 seconds, re-
spectively. When a handover happened again at 7 seconds,

Mapping system/NDN router
(scenario 2)

NDN router

CH/NDN router

Cluster head/NDN routerAP2

Producer

AP1

NDN router

Consumer

Cluster head/mapping system
(scenario 1)

Figure 4: Models for CB-DMM and SMM network simulation:
scenarios 1 and 2.

Table 1: Network parameters.

Parameters Values
Number of nodes 11
Link capacity 100, 50, 10Mbps
Link delay 1,10, 20ms
Mobility model RandomWalk2Mobility
Wi-Fi AP bandwidth 24Mbps
Simulation time 15 seconds

Previous
access router

Content
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New access
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to cluster head
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to other cluster heads

Interest
Interest

Interest
Interest

Data
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Figure 3: CB-SMM handover procedure.
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both models went down to 0 percent. *e CB-DMM model
started communication again at around 7.2 seconds, while the
SMM model started the communication at 8 seconds and 9
seconds, respectively.

In Figure 7, we reduce the link speed to 10Mbps and
increase the link delay to 20ms, and then compare the CB-
DMM model with both the SMM scenarios. Initially, the
interest satisfied ratio for the CB-DMM model was around
10 percent; whereas for the SMM model scenario 1, the
interest satisfied ratio was approximately 7 percent, and for
scenario 2, the ratio was around 5 percent. In the CB-DMM
model, the interest satisfied ratio was good, and after around
1 second, the ratio reached 100 percent; whereas for the
SMMmodel, the interest satisfied ratio for scenario 1 reached
100 percent in 1.8 seconds, and for scenario 2, the ratio
reached 100 percent in 4 seconds. When the producer
changed the network, both models started searching for the
producer node to get data contents. After around 7 seconds,

the producer moved to another network. *e CB-DMM
model started communication again after 7.2 seconds, and
the interest satisfied ratio was 12 percent. In the SMMmodel,
for scenario 1, the communication started again in around 8
seconds, and for scenario 2 the producer started communi-
cation approximately in 9 seconds. After around 8 seconds,
the CB-DMM model reached 100 percent, and in the SMM
model, the first scenario reached 100 percent in approxi-
mately 8.4 seconds, while scenario 2 reached 100 percent after
around 10.2 seconds. We can see that the CB-DMMmodel is
better than the SMM Model in terms of the interest satisfied
ratio and time.

6. Conclusions and Future Work

*is paper proposes the solutions to locate the producer in
the NDN network. In the proposed CB-DMM model, de-
vices send their information to a cluster head after handover.
*e cluster head keeps that information for future use. We
have compared our results with the existing SMMmodel. In
the SMM model, the producer sends the new location in-
formation to the mapping system.*en, the mapping system
sends the information to the previous access router to divert
the interest packets toward the new access router. In our
solution, we send the device information to the cluster head,
and the cluster head is responsible for diverting the interest
packets toward the new access router.*ere is no need to tell
the previous access router to divert the interest packets.

*e proposed scheme provides better performance than
the existing SMM model in terms of diversion of interest
packets toward producer and the interest satisfied ratio. *e
diversion of interest packets toward producer is quicker in
our proposed model, compared with the existing scheme.
*e interest packet satisfied ratio is also good in our pro-
posed scheme.

*e future work will be made to reduce the overhead of
the cluster head in the network and to use the cluster head
for other purposes, which can solve the network query very
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Figure 6: Comparison of CB-DMM and SMM (3 and 6 hops) with
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quickly. We also plan to move the producer into different
cluster heads in the network.
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Smartphones are ubiquitously integrated into our home and work environment and users frequently use them as the portal to
cloud-based secure services. Since smartphones can easily be stolen or coopted, the advent of smartwatches provides an intriguing
platform legitimate user identification for applications like online banking and many other cloud-based services. However, to
access security-critical online services, it is highly desirable to accurately identifying the legitimate user accessing such services and
data whether coming from the cloud or any other source. Such identification must be done in an automatic and non-bypassable
way. For such applications, this work proposes a two-fold feasibility study; (1) activity recognition and (2) gait-based legitimate
user identification based on individual activity. To achieve the above-said goals, the first aim of this work was to propose
a semicontrolled environment system which overcomes the limitations of users’ age, gender, and smartwatch wearing style. &e
second aim of this work was to investigate the ambulatory activity performed by any user.&us, this paper proposes a novel system
for implicit and continuous legitimate user identification based on their behavioral characteristics by leveraging the sensors
already ubiquitously built into smartwatches. &e design system gives legitimate user identification using machine learning
techniques and multiple sensory data with 98.68% accuracy.

1. Introduction

We are living in an era of context-aware systems whose aim
is to acquire a user’s context and reason on it to change
a system’s behavior to match the user’s changing situation
[1]. Making user’s context information available to such
systems is a critical task, and one such information is the
identity of the user. Furthermore, today’s era is an era of
smart devices such as smartphones (SP), smartwatches
(SW), smart TVs, and even smarthomes (SHs). &e modern
SWs consist of extensive computing power, different

sensors, and the ability to communicate with other smart
devices, for example, SH and SP via Bluetooth or the WIFI.
SWs are a comparatively new expansion and probably the
first SW to be truly modern and smart “&e Pebble” became
available in early 2013 [2].

In 2014, many other SWs were released, and almost all of
these operate with Android phones and run the Android
Wear subsystem.&ese SWs include the Moto 360, Sony SW
3, LG G, and Samsung Gear. While the sale of these SWs has
recently beenmodest, the introduction of the Apple watch in
2015 greatly increased interest in such devices. It is now clear
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that SWs have become as ubiquitous as SPs, and current
market projections indicate that nearly 400 million SWs will
ship by 2020 which is 25 times greater than 2014 sales [2, 3].

Modern SWs are equipped with a variety of motion
sensors that are useful for monitoring device movements like
tilt, rotate, and shake. Some of these sensors are the ambient
light sensor, accelerometer, compass, gyroscope, magne-
tometer, and GPS sensors. &ese sensors support similar
capabilities and applications of smartphones such as health-
care applications that require physical activity recognition
(PAR). &e accelerometer, linear accelerometer, magne-
tometer, and gyroscope sensors are ideal for PAR and gait-
based legitimate user identification over SPs [4–7]. &is
work will show that SWs are equally capable of performing
PAR and gait-based legitimate user identification.

&e proposed legitimate user identification model uses
a personal (single predictive) model to identify a user within
a group of users. Finally, the identification model uses a pre-
dictive model to determine if an unknown user is a legitimate
user or is an impostor.&iswork utilizes SWs and SPs to collect
and store sensor data from three different sensors. &ese
sensors include accelerometer, magnetometer, and gyroscope
sensors. &e data collected by these sensors were ultimately
sent to the computer for further processing. &is work utilizes
the Android-based SPs and SWs because these devices are
easily available in the market at low price.

Gait-based legitimate user identification on SWs has
several advantages over the SPs, for example, portability,
location, and orientation that almost remain stable which
are quite important advantages over SPs. Both the location
and orientation of SP may diverge, depending on the user’s
style of wearing and on the activity that the user is per-
forming. Change in any of the above-discussed issues will
reduce the effectiveness. Furthermore, some locations and
positions simply do not generate the appropriate signa-
tures for legitimate identification. Explicitly, the issue of
orientation and location occurs with females because they
frequently bring their SPs off the body, but in case of SW,
the device will be carried in a fix position such as on the
wrist almost all the time. Above all, a SW can easily
transmit the data to other paired devices using Internet or
Bluetooth which is evident that the SWs are superior for
user identification for cloud-based secure applications like
Internet banking or to access SHs.

To support the above-said discussion, we found that
recently a South Korean telecommunication company
named SK Telecommunication started working towards
a system meant to use SW to provide legitimate user
identification, in order to access a secure online banking
application [8]. However, banking applications normally
use security similar to that of most other applications,
where accessing your bank online requires a special ran-
domized key from your bank or a special USB drive or any
other secure identification means. A custom-designed user
identification application will simply allow customers to
tap on their registered SW to access their online banking
system without much effort. In addition to this, the online
system is subject to powerful encryption at both ends to
secure the user personal information.

Keeping in mind the computational sources of SWs, the
proposed system will be fairly simple as the user only needs
to register the SW to use it in conjunction with any digital
banking portals to authorize legitimate user access. Once
a user is registered, it presumably involves some sort of
verification and identification or the user’s SW can be given
a tap while running the correct software for identification as
a legitimate user. If the SW is lost or stolen, the user can pass
a kill command to nullify the online access by SW. &is
system has a number of different possible ways in which it
could pair up and identified a legitimate user on SW, and our
proposed solution can be a foundation for such secure
applications.

In addition to the above, SW-based legitimate user
identification can support many other real-life applications,
for example, acting as the foundation for a delegated
identification system for SH. More specifically, while a le-
gitimate user is approaching their SH, their SW transmits its
sensor signal to the SH which would compare it with the
previously sent signals, and if sensor signal matched, then it
would open the door.&e proposed solution can also be used
for such kind of secure systems to identify a legitimate user
with an acceptable accuracy with least computational power
and time.

&e rest of the paper is organized as follows: Section 2
describes the related work. Section 3 presents the procedure
for collecting the raw signals from the six users performing
five different activities and how the raw signal is transformed
into a suitable format for machine learning algorithms. &e
results of these experiments are presented in Section 4.
Section 5 discusses the immediate future extensions to the
current research. Finally, Section 6 concludes the work.

2. Related Work

Recently, wearable devices like SWs have emerged in our
daily lives. However, limited research has been done on
legitimate user identification by these wearable devices.
Besides, these several traditional legitimate user identifica-
tion approaches have been proposed based on passwords
such as secret information possession and physiological
biometrics such as iris patterns and fingerprints. More re-
cently, behavior-based legitimate user identification utilizes
the distinct behavior of users such as gestures and gaits [5, 7].

Different physiological biometrics for legitimate user
identification systems are out there, such as iris patterns [9],
fingerprints [10], and face patterns. However, such legiti-
mate user identification requires user interactions. For ex-
ample, fingerprint identification needs users to put their
finger on the scanner. Hence, these approaches requiring
user compliance cannot achieve continuous and implicit
identification [11] which was an ultimate goal of our pro-
posed system to overcome.

In contrast to above-discussed solutions, behavior-based
legitimate user identification assumes that the people have
distinct but stable patterns for a certain behavior such as gait
[5, 7, 12], handwriting patterns [13, 14], and GPS patterns
[15]. Such legitimate user identification exploits users’ be-
havioral patterns to identify a legitimate user. Some
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important and classical works from the literature in the area
that specifically use built-in sensors for legitimate user
identification are discussed below.

Kayacik et al. [16] proposed a temporally and spatially
aware user behavioral lightweight model based on hard and
soft sensors. For some reason, they did not quantitatively
show the legitimate identification performance, but they
have shown that the attackers can be detected in 717 seconds.
Buthpitiya et al. [15] proposed a GPS sensor-based system
that could detect abnormal activities by analyzing legitimate
users’ location history. Trojahn and Ortmeier [14] and
Shahzad et al. [13] have developed a mixture of a hand-
writing and keystroke-based method to achieve legitimate
user identification through the screen sensor. Zhu et al. [17]
proposed a system which constantly collects the data from
three different built-in sensors namely the gyroscope,
magnetometer, and accelerometer to construct gesture
models while a legitimate user is using the device. Nickel
et al. [12] proposed an accelerometer-based behavior rec-
ognition system for legitimate user identification using a k-
nearest neighbor-based classification algorithm. Lee et al.
[18, 19] empirically proved that using more sensors can
improve legitimate user identification performance by using
a support vector machine (SVM) as a final classification
algorithm. Li et al. [20] proposed five basic movements,
namely, sliding up, sliding down, sliding right, sliding left,
and tapping and their related combinations as legitimate
user behavioral patterns with which to perform legitimate
user identification.

In regards to the works discussed above, Riva et al. [21]
proposed a prototype using voice recognition, phone
placement, and face recognition proximity to progressively
identify a legitimate user. However, their objectives were just
to decide when to identify the legitimate user and thus not
match to the proposed framework. Furthermore, their
scheme requires access to sensors that need users’ permis-
sions, which limiting their application for implicit legitimate
user identification in a real-time environment. Mare et al.
[22] proposed a two-fold legitimate user identification
model in which the signals sent from a bracelet worn on the
user’s wrist are correlated with the operations of the terminal
to confirm the continued presence of the user if the two
movements correlate according to a few coarse-grained
actions. Lee and Lee [11] proposed a legitimate user iden-
tification system named iAuth for implicit but continuous
user identification in which the end user is identified based
on their behavioral characteristics by leveraging the built-in
sensors. &ey have built a system which gives better iden-
tification than previously possible using sensor data from
multiple devices and machine learning techniques. &eir
system was able to consume only 2% of the battery to
produce 92.1% accuracy.

To the best of our knowledge, there is no SW gait-based
legitimate user identification research proposed in the lit-
erature that works in the way this one does including the
ones discussed above. &is study takes the advantage of the
idea of identifying a legitimate user on SW by employing
different activity patterns. Data on different activities are
recorded using the embedded triaxial without limiting the

scope only to a controlled environment.&e aim of this work
is to propose a semicontrolled environment system in which
the proposed system overcomes the limitations of users’ age,
gender, SW wearing style (left or right hand), and regular
activity style while wearing a SW. &e user was enforced to
perform daily activity differently at different times because
the goal was to investigate the ambulatory activity performed
by any user towards legitimate user identification in real-
time scenarios.

&us, this work introduces a novel two-fold legitimate
user identification system in which the proposed system first
recognizes the activity and then the identification process
comes in to decide whether the recognized activity has been
performed by a legitimate user or imposture. Additionally,
this work experiments with a single-subject-cross-validation
process to further validate a legitimate user identification.
&e proposed system is a semicontrolled environment-based
activity recognition and legitimate user identification
system.

3. System Modeling

&is section describes the process for collecting the raw
signals from different users performing different physical
activities under study. &is section also explains the process
for extracting the meaningful features. Furthermore, we will
explain the process of transforming the time series raw
sensor signals into examples that can be handled by different
classifiers from machine learning literature, for example,
Decision Tree (DT), K-Nearest Neighbor (KNN), Support
Vector Machine (SVM), and Naive Bayes (NB).

3.1. Data Collection. &e raw signals were collected for five
different activities from six users (three female and three
male) having a mean age of twenty-five years old. &e
criterion for selecting the subjects was based on gender
because different genders exhibit different patterns when
performing the same activity. &ese activities include
walking, walking upstairs, walking downstairs, running, and
jogging. All subjects performed these activities twice each
day for more than a month. &erefore, the proposed system
utilizes the collected raw data from the same users for the
same activity but performed on different days.

&e participants enrolled in this study were approved by
the laboratory head.&is is a formal prerequisite because the
experiments involved human subjects although there was
a negligible risk of injury. &e involved subjects were asked
to answer a few nontechnical questions about their gender,
age, height, weight, left-or-right handedness, and so on,
which were used as characteristics in the proposed study.
&en the subjects were asked to fasten the SW on their wrist
and place a Bluetooth paired SP in their pocket. Both devices
run a simple custom-designed application that controls the
data collection process and instructs the participant to add
their name and select the activity from the list of five dif-
ferent activities and the sensor from three different sensors.
Once the initial instructions have been completed, the SP
screen is turned off and placed into the pants pocket. &e SP
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instructs the SW running the paired data collection appli-
cation to collect the raw signal at a rate of 20Hz. Each of
these sensors generates 3-dimensional signals and appends
a timestamp to the values. After every five minutes, the SW
sends the data to the SP, and after a successful transmission,
the SP vibrates to notify the user that the data collection
process has been successfully completed and they can stop
the current activity.

3.2. Feature Extraction. SW sensor measurements are of the
form (X, Y, Z) where X, Y, and Z are, respectively, the
X, Y, and Z components of the acceleration relative to the
smartwatch. &e proposed system systematically removes
the gravity component from each of the X, Y, and Z

measurements. Raw accelerometer measurements are quite
noisy since even a SW in a fixed position could return sensor
measurements depicting bursts of acceleration. To minimize
the effect of noise, the proposed system used a simple
moving average based on a window of 3 points for each of
the X, Y, and Z components. For each component, the
smoothed time series was then broken into windows.

&ere are plenty of ways to prepare the raw sensor signals
prior to using them for legitimate user identification. Some
gait-based works utilized the data within the time domain
[23–25] but other systems map the time series sensor data
onto examples using a sliding window approach. &is
technique permits the use of traditional machine learning
classification approaches to handling the time series data.
Our proposed study also utilizes the same sliding window
approach employed in the prior work [2, 5–7].

&e discussed windowing process initially partitions the
time series raw signal into 30 seconds non-overlapping win-
dows.&en, from each window, the system generates relatively
simple features (together with time and frequency) for each
sensor individually but uses the same encoding technique [2].
Each feature is calculated from each axis of the raw signal.
Since the data are sampled at 20Hz and the window size is 30
seconds (which includes 25 samples within each iteration),
there are 600 time series values per axis per window and 1800
values per window for three sensors. During the feature ex-
traction process, the proposed system changes the window size
from 25 samples per window to up to 400 samples per window
in different experiments to further validate the behavior of
window size for legitimate user identification.

&e said process holds for all three sensors’ data, and
each of these time series values is transformed into 72
features using the feature encoding. &e extracted features
are average acceleration, average absolute difference, stan-
dard deviation, and average resultant acceleration, in which
1 feature for each axis is obtained (in total 4 features per
axis), the average difference between peaks (10 features for
each axis). Our system also calculates the binned distribution
in which the proposed system determines what fraction of
readings fall within a 10 equal-sized bins, and this function
generates 10 features for each axis individually.

3.3. Classifiers. &is work leverages the different classifiers
available in Matlab. &e literature has highlighted that each

classifier will have varying results depending on what the
proposed system is predicting. &e training process involves
learning in relation to the label user wants to predict [26].
For experimental setup, the proposed system involved four
different types of classifiers, for example, DT, KNN, SVM,
and NB in order to compare the performance.

3.3.1. Decision Tree (DT). In DTs, the input space is first
separated by class regions to determine the DTs. Nodes are
generated with decision functions that branch depending on
the output of a decision. As one traverses from root to leaf,
the classifier effectively narrows the prediction space until it
reaches its final prediction at the leaf. Decision trees bring
scalable and fast implementation with the need to tune many
parameters [26].

3.3.2. K-Nearest Neighbors (KNN). When classifying a given
unseen feature vector, KNN will find the k-nearest points
given a distance function, look at all k training labels, and
predict the label as the majority of the k labels. An advantage
of KNN is its robustness against noisy data, and there is only
the number of nearest neighbors which needs to carefully
tune [26]. It is an instance-based classifier which is also one
of the most popular classifiers used for SP-based PAR and is
found to be the best in terms of performance and compu-
tational complexity as compared to the decision trees [27].

3.3.3. Support Vector Machine (SVM). SVM recognizes
a diverse set of physical activities using motion and other
sensors, and the literature has highlighted that their per-
formance is superior to that of the other classifiers [28].

3.3.4. Naive Bayes (NB). NB is a simple and well-known
classification method. NB is a probabilistic classifier [30],
and Bayes’ rule contains probabilistic models. Bayes’ rule
relies on the statistical properties of data and the accuracy of
data. To begin with, it finds the solution from statistics as
well as by data mining [29]. All of these classification
methods are suitable for real-time legitimate user identifi-
cation because they can be generated and evaluated rapidly.

&e values used for the different parameters of the
classification methods are as follows: SVM is used with
a quadratic kernel function; KNN is used with a Euclidean
distance function, and nearest neighbors are set to 10; DT is
used with 85 as the number of trees. All the said parameters
are carefully tuned and optimized prior to the final exper-
imental setups. All the experiments are carried out using
Matlab R2014b and installed on core i5 and 8GB of RAM
machine.

4. System Setup

&e output of each classifier result is a strong indicator of the
system’s ability to predict the legitimate user of the SW. 10-
fold-cross-validation has been performed to extract the
meaningful information for each legitimate user. In each
experiment, the user’s data are split into 10 subsets in which

4 Mobile Information Systems



a single subset is chosen as a validation set towards legitimate
user identification and the rest of the 9 subsets are used as
training data to be fed into each classifier individually.
Classifier results are generated with the given setup with
every instance in the validation set being classified against
the training sets. &is entire process is repeated for every
activity and each user and for all three sensors by picking
each subsequent subset as a validation set with the reaming
as the training set. Leading to a total of 30 experiments for
a single sensor’s data, 90 experiments for all 3 sensors and
360 experiments for all four classifiers which are weighted
for the final results to identify either a legitimate user or
imposture.

4.1. Experimental Setup. &e first experimental setup
compared the performance of four different classifiers for
three different sensors data for a fixed number of samples per
window, after which each classifier was chosen and tested
multiple times while changing the number of samples per
window, that is, 25, 50, 75, 100, 125, 150, 175, 200, 225, 250,
275, 300, 325, 350, 375, and 400 samples. &e main goal of
our second experiment was to measure the effect of changing
the window size on the performance of each classifier. In
both experimental setups, the training and testing data are
randomly divided, and classification results are obtained
using a 10-fold-cross-validation process.

4.2. Experimental Results. &e SW gait-based legitimate user
identification task is first to identify a user from a pool of
users and then to verify that specific user can access the
device based on a sample of the user’s performed activities
taken from the selected sensor. &is process requires the
training data from all the users and their performed ac-
tivities. Such experiments seem fairly simple, such as the
transformed data associated with the sensor data are in-
dividually used to train and evaluate using 10-cross-
validation. In the identification process, each user has its
own classificationmodel, and when a sample is provided, the
model determines whether the sample belongs to the le-
gitimate user or to an imposter. &is identification experi-
ments and evaluates a model for each of the 6 participants in
the study, and in each case, each activity is considered
independently.

Here, we turn to the first experimental results, in which
we used a fixed sample size in each window. Table 1 shows
the raw accuracy for legitimate user identification for three
different sensors and four classifiers based on the performed
activities. Straight walking activity-based legitimate user
identification using the accelerometer sensor performed
better than the other activity-based methods over a DT
classifier with an accuracy of 98.68%.

&ese results show that even 400 samples per window are
sufficient to identify a user most of the time especially if one
uses the accelerometer data with a classifier other than NB.
Here, one can note that the accelerometer sensor data are
clearly more informative and helpful in identifying a legiti-
mate user than the magnetometer and gyroscope data.

&e gait-based legitimate user identification process
explained above involves building a single predictive model
to first identify a specific user from a set of users and then
deciding whether the identified user is legitimate or an
impostor. At the lowest level, the results are based on
identifying an individual user based on 400 samples per
window of data for different activities performed at different
times. However, one can improve the proposed model by
using more data and then employing a majority voting
scheme to identify a legitimate user from the pool of dif-
ferent users.

In order to demonstrate how this scheme works and to
provide greater insight into the results, confusion matrices
are generated for each user which is presented in the fol-
lowing tables. Due to space limitations, Table 1 shows the
overall results only for legitimate user identification based
on different activities performed by the legitimate user or
impostor. &e results shown in the tables are based on an
identification model generated from three sensors’ data and
four different classifiers.

&e columns in Tables 2 and 3 correspond to the pre-
dicted users and the rows correspond to the actual users.
&us, the values in the diagonal in boldface correspond to
correct identification of the legitimate user while the rest of
the values correspond to identification of an impostor as
a legitimate user or vice versa. &e obtained results clearly
indicate the ability of the proposed model to correctly
identify the legitimate user. Based on the stated results, one
can compute the accuracy for identifying a legitimate user or
accuracy for aggregated overall six users. For example, the
accuracy for correctly identifying the legitimate user 1 is
almost 97.81% while the accuracy for identifying the legit-
imate user 2 is 98.26%. Whereas, the overall accuracy would
be simply the total number of correct predictions divided by
the total number of predictions in the case of a DT classifier
using accelerometer sensor data.

&e corresponding results interpreted with the most
predicted legitimate user strategy are shown in Tables 1–3
within a fixed size of the window for each activity. &is
strategy always leads to perfect results except for the case of
NB classifier. Based on a visual inspection of the confusion
matrices and based on the fact that there is usually no second
user who gets nearly as many votes as the actual user. We
believe that for the population used in this experiment, one
could get perfect legitimate user identification accuracy
using fairly small samples of data.

For trusted external judgments and for statistical analysis
of any legitimate user identification system, true positive,
true negative, false positive, and false negative are usually
compared. &e terms true and false refer to whether the
prediction corresponds to the external judgment or not and
the terms positive and negative refer to the classifier’s
prediction. &e test names in Tables 4 and 5 are abbreviated
as TPR� true positive rate, TNR� true negative rate,
FPR� false positive rate, FNR� false negative rate,
PPV� positive predictive values, NPV� negative predictive
values, SEN� sensitivity, SEP� specificity, FDR� false dis-
covery rate, FOR� false omission rate, and ACC� individual
user identification accuracy.
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PPVs are the scores of the positive statistical results
based on true positive and true negative values. PPV shows
the performance of a statistical measure and in the proposed
model it has been used to confirm the probability of positive
and negative results. A higher value of PPV indicates that
fewer positive results are false. False Omission Rate and False
Discovery Rate is a statistical method used in multiple

hypothesis testing to correct for multiple comparisons. It
measures the proportion of false negatives which are in-
correctly rejected. FOR is computed by using false negative
and true positive and it can also be computed by taking the
complement of NPVs. FDR measures the proportion of
actual positives that are incorrectly identified. FDR is also
one way to abstracting the rate of type I errors in null

Table 2: Confusion matrix according to the users using 400 samples per window with accelerometer and gyroscope sensors.

Users
Accelerometer sensor Gyroscope sensor

User 1 User 2 User 3 User 4 User 5 User 6 User 1 User 2 User 3 User 4 User 5 User 6
DT classifier
User 1 1710 2 6 40 1 42 1246 1 0 12 3 44
User 2 0 1796 48 9 35 6 29 1889 42 1 78 17
User 3 0 40 1774 31 125 0 1 19 1772 30 123 15
User 4 12 13 11 1695 18 45 32 7 19 1699 7 31
User 5 18 24 40 2 1457 0 0 21 69 0 1476 4
User 6 121 16 3 49 1 1880 140 2 4 30 0 1895
SVM classifier
User 1 1473 16 27 76 28 135 1511 32 9 63 1 100
User 2 9 1597 91 40 84 9 53 1787 51 10 110 40
User 3 14 165 1568 51 163 0 18 36 1576 26 181 20
User 4 26 81 75 1644 22 68 69 3 37 1627 1 33
User 5 50 48 134 9 1346 0 4 39 119 0 1344 29
User 6 152 0 8 53 16 1781 185 4 4 69 5 1862
KNN classifier
User 1 1514 11 15 59 19 113 1428 13 18 17 0 79
User 2 1 1679 131 24 132 23 52 1779 109 29 238 88
User 3 10 113 1616 12 111 7 0 12 1638 37 184 36
User 4 41 56 11 1575 5 83 97 16 27 1680 8 87
User 5 15 46 89 3 1332 0 4 37 53 21 1282 3
User 6 238 13 10 68 7 1888 183 4 6 43 0 1749
NB classifier
User 1 1008 49 108 178 24 205 593 83 4 12 62 102
User 2 1 1370 112 35 169 2 79 1264 28 12 244 68
User 3 40 230 1069 32 218 35 131 94 974 191 96 44
User 4 221 211 157 1079 29 127 364 50 561 1104 601 106
User 5 190 83 350 28 1472 119 74 177 193 41 611 23
User 6 338 10 58 438 52 1566 487 202 132 485 82 1693

Table 1: Average accuracy for legitimate user identification with 400 samples per window.

Sensor Activities
Classifiers

DT SVM KNN NB

Acc.

Walking 0.9868 ± 0.0094 0.9391± 0.0181 0.9375± 0.0171 0.7616± 0.0201
Walking up 0.8753 ± 0.0327 0.8005± 0.0422 0.7874± 0.0388 0.5876± 0.0540

Walking down 0.8835 ± 0.0383 0.8447± 0.0534 0.7831± 0.0598 0.5619± 0.0909
Running 0.8168 ± 0.0363 0.6381± 0.0554 0.5969± 0.0477 0.5311± 0.0325
Jogging 0.9572 ± 0.0147 0.8816± 0.0163 0.9260± 0.0236 0.6234± 0.0384

Gyr.

Walking 0.9638 ± 0.0115 0.9177± 0.0268 0.9504± 0.0066 0.5149± 0.0367
Walking up 0.8575 ± 0.0389 0.8362± 0.0333 0.8313± 0.0181 0.5423± 0.0683

Walking down 0.8983 ± 0.0453 0.8062± 0.0339 0.8126± 0.0225 0.5476± 0.0595
Running 0.8521 ± 0.0651 0.6737± 0.0390 0.7359± 0.0220 0.5866± 0.0483
Jogging 0.9424 ± 0.0163 0.8964± 0.0272 0.8903± 0.0095 0.6629± 0.0376

Mag.

Walking 0.9193 ± 0.0208 0.7699± 0.0259 0.8551± 0.0339 0.6777± 0.0339
Walking up 0.7600 ± 0.0549 0.5951± 0.0486 0.7107± 0.0405 0.5907± 0.0674

Walking down 0.8298 ± 0.0543 0.7233± 0.0486 0.7055± 0.0671 0.5826± 0.0716
Running 0.6384 ± 0.0611 0.5768± 0.0339 0.5916± 0.0481 0.3524± 0.0589
Jogging 0.7056 ± 0.0461 0.4637± 0.0419 0.5873± 0.0361 0.3340± 0.0287
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hypothesis testing when conducting multiple comparisons
between classes. FDR is computed by using FP and TP.

&e second experimental study is based on varying the
window size for the legitimate user identification process.
&e window size is an important system parameter which
determines the time that the system needs to perform an
identification, that is, window size directly determines the
system’s identification frequency. In this experiment, the
system varies the window size from 25 samples per window
to 400 samples per window with 25 sample blocks within
each window. Given a fix window size for each targeted user,
the model is learned using 10-fold-cross-validation for
training, validation, and testing. Here, we utilize the average
accuracy across all activities stated before. In these experi-
ments, we investigate the influence of the window size on
average accuracy in choosing a proper window size. Within
each window, another important system parameter is the
total number of samples from the 3-dimensional signal
which affects the average and overall accuracy because
a larger training set provides the system more information
but allows more chances for the system to be overwhelmed
and degrades the classifier’s generalization performance.
According to the observations; the largest number of
samples per window produces the maximum accuracy in
almost all cases and for each activity, particularly, when the
number of samples per window exceeds 200 samples or
more. &e accuracy decreases when the training set size is
lower than 200 because a larger training set is likely to cause
over-fitting so that the constructed training model would

introduce more errors than expected. &e detailed results
over a different number of samples per windows with a 99%
confidence interval are shown in Figures 1–3.

5. Discussion

&e outcomes of the activity recognition and identification
experiments described above provide the overall results for
the proposed identification model. Recall that the results
presented in Tables 1–3 have been aggregated over all
identification models, that is, one per subject and all
identification decisions presented here are based on multiple
instances, that is, 25–400 samples per window of data. &e
results in Figures 1–3 indicate that SW-based identification
can be relatively accurate when using only 400 samples per
window of data from different activities performed by each
user. Form the identification results, one can confirm that
the accelerometer sensor data performs slightly better than
the gyroscope sensor data and together the accelerometer
and gyroscope sensors produce much higher identification
results than the magnetometer sensor. In terms of classifiers,
DT outperforms the KNN, SVM, and NB classifiers. In this
sequence, KNN outperforms the SVM and NB but performs
less well than Dts. SVM slightly underperforms against KNN
but performs much better than NB classifier.

Activity recognition-based user identification models
perform much better for almost all activities except for
running. &e overall accuracy for the proposed activity
recognition-based identification is almost 98% for walking

Table 3: Confusion matrix according to the users using 400 samples per window and magnetometer sensor.

Users User 1 User 2 User 3 User 4 User 5 User 6
DT classifier
User 1 1230 48 17 151 21 184
User 2 39 1499 63 49 89 43
User 3 29 136 1551 110 282 9
User 4 160 101 125 1476 84 79
User 5 51 63 188 17 1138 1
User 6 263 22 3 37 3 1696
SVM classifier
User 1 1005 73 19 168 52 302
User 2 137 1244 292 69 72 110
User 3 56 284 1124 167 511 15
User 4 147 220 184 1166 107 94
User 5 48 68 238 24 914 29
User 6 343 28 23 178 26 1521
KNN classifier
User 1 1300 41 21 233 45 318
User 2 78 1423 168 93 132 47
User 3 34 182 1311 134 353 48
User 4 198 103 167 1248 87 178
User 5 45 79 226 45 998 4
User 6 168 24 29 64 2 1425
NB classifier
User 1 763 99 49 201 72 354
User 2 149 1047 224 103 75 200
User 3 135 339 1003 190 511 65
User 4 343 258 269 1050 298 368
User 5 109 44 186 54 594 0
User 6 879 108 139 175 121 1078
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activity and 93% accuracy for jogging and 82% to 86% for the
rest of the activities-based user identification model. &e
results of the proposed two-fold activity recognition and
legitimate user identification model are presented in
Figures 1–3 and Tables 1–5 which show the ability to effi-
ciently recognize the individual activity and identification
based on the recognized activity of the individual user.

As we earlier explained, there is no research in the lit-
erature as similar to the work presented in this paper.
However, we found two closely related works, and their
comparison results are presented in Table 6. &ese methods

have exactly been tested as the settings mentioned in their
respective works. Based on the results, one can conclude that
the activity recognition-based legitimate user identification
framework performed better because we used a single
predictive model and ambiguity activity recognition analysis
that significantly help the model to perform better in the
identification process.

We also measured the time for doing activity recognition
and user identification in the proposed system which is less
than 5 seconds in extreme case of 400 samples per window as
shown in Figure 4. One can also observe that as we decrease

Table 4: Statistical results for four different classifiers using accelerometer and gyroscope sensors data.

Metric Method
Accelerometer sensor Gyroscope sensor

User 1 User 2 User 3 User 4 User 5 User 6 User 1 User 2 User 3 User 4 User 5 User 6

TPR

DT 0.9495 0.9483 0.9005 0.9448 0.9455 0.9083 0.9540 0.9188 0.9041 0.9465 0.9401 0.9150
SVM 0.8393 0.8727 0.7996 0.8580 0.8481 0.8861 0.8805 0.8713 0.8487 0.9192 0.8756 0.8746
KNN 0.8746 0.8437 0.8646 0.8893 0.8969 0.8489 0.9183 0.7752 0.8589 0.8773 0.9157 0.8811
NB 0.6412 0.8111 0.6583 0.5917 0.6566 0.6361 0.6927 0.7457 0.6366 0.3963 0.5460 0.5495

TNR

DT 0.9837 0.9897 0.9882 0.9859 0.9811 0.9897 0.9786 0.9942 0.9848 0.9919 0.9770 0.9872
SVM 0.9730 0.9664 0.9632 0.9749 0.9669 0.9766 0.9648 0.9873 0.9761 0.9819 0.9687 0.9751
KNN 0.9673 0.9736 0.9722 0.9821 0.9714 0.9745 0.9646 0.9906 0.9767 0.9839 0.9555 0.9677
NB 0.9197 0.9400 0.9198 0.9258 0.9464 0.9455 0.8888 0.9354 0.9037 0.9105 0.8909 0.9570

FPR

DT 0.0505 0.0517 0.0995 0.0552 0.0546 0.0918 0.0459 0.0812 0.0959 0.0535 0.0599 0.0849
SVM 0.1607 0.1273 0.2004 0.1419 0.1519 0.1139 0.1195 0.1287 0.1513 0.0808 0.1244 0.1254
KNN 0.1254 0.1563 0.1354 0.1107 0.1030 0.1511 0.0817 0.2248 0.1411 0.1227 0.0843 0.1189
NB 0.3588 0.1889 0.3417 0.4084 0.3434 0.3639 0.3072 0.2543 0.3634 0.6037 0.4539 0.4505

FNR

DT 0.0164 0.0104 0.0119 0.0141 0.0189 0.0103 0.0214 0.0057 0.0152 0.0081 0.0229 0.0128
SVM 0.0269 0.0336 0.0368 0.0250 0.0330 0.0234 0.0352 0.0127 0.0239 0.0181 0.0313 0.0248
KNN 0.0326 0.0263 0.0278 0.0178 0.0286 0.0255 0.0354 0.0094 0.0234 0.0161 0.0445 0.0323
NB 0.0803 0.0599 0.0802 0.0741 0.0536 0.0545 0.1112 0.0647 0.0963 0.0895 0.1091 0.0429

PPV

DT 0.9495 0.9483 0.9005 0.9448 0.9455 0.9082 0.9541 0.9188 0.9041 0.9465 0.9401 0.9150
SVM 0.8393 0.8727 0.7996 0.8580 0.8481 0.8861 0.8805 0.8713 0.8487 0.9192 0.8756 0.8746
KNN 0.8746 0.8437 0.8646 0.8893 0.8969 0.8489 0.9183 0.7752 0.8589 0.8773 0.9157 0.8811
NB 0.6412 0.8111 0.6582 0.5916 0.6566 0.6361 0.6928 0.7457 0.6366 0.3963 0.5460 0.5495

NPV

DT 0.9837 0.9896 0.9881 0.9859 0.9811 0.9897 0.9786 0.9942 0.9848 0.9919 0.9770 0.9872
SVM 0.9730 0.9664 0.9632 0.9749 0.9669 0.9765 0.9648 0.9873 0.9761 0.9819 0.9687 0.9751
KNN 0.9673 0.9737 0.9722 0.9821 0.9714 0.9745 0.9646 0.9906 0.9767 0.9839 0.9555 0.9677
NB 0.91975 0.9400 0.9198 0.9259 0.94643 0.9455 0.8888 0.9353 0.9037 0.9105 0.8909 0.9570

SEN

DT 0.9189 0.9498 0.9426 0.9283 0.8900 0.9529 0.8605 0.9742 0.9297 0.9588 0.8749 0.9447
SVM 0.8544 0.8374 0.8239 0.8777 0.8113 0.8936 0.8212 0.9400 0.8775 0.9064 0.8185 0.8935
KNN 0.8323 0.8754 0.8632 0.9047 0.8293 0.8931 0.8095 0.9559 0.8849 0.9195 0.7488 0.8565
NB 0.5606 0.7015 0.5766 0.6028 0.7495 0.7624 0.3432 0.6759 0.5148 0.5984 0.3603 0.8315

SPE

DT 0.9901 0.9893 0.9787 0.9893 0.9911 0.9791 0.9936 0.9811 0.9788 0.9893 0.9896 0.9799
SVM 0.9698 0.9745 0.9571 0.9704 0.9744 0.9747 0.9778 0.9712 0.9697 0.9846 0.9797 0.9702
KNN 0.9765 0.9660 0.9725 0.9789 0.9838 0.9625 0.9863 0.9439 0.9708 0.9745 0.9874 0.9738
NB 0.9413 0.9662 0.9419 0.9226 0.9185 0.9043 0.9718 0.9531 0.9394 0.8176 0.9458 0.8463

FDR

DT 0.0505 0.0517 0.0995 0.0552 0.0545 0.0918 0.0459 0.0812 0.0959 0.05349 0.0599 0.0849
SVM 0.1607 0.1273 0.2004 0.1419 0.1519 0.1139 0.1195 0.1287 0.1513 0.0808 0.1244 0.1254
KNN 0.1254 0.1563 0.1354 0.1107 0.1030 0.1511 0.0817 0.2248 0.1411 0.1227 0.0843 0.1189
NB 0.3588 0.1889 0.3417 0.4084 0.3434 0.3639 0.3072 0.2543 0.3634 0.6037 0.4539 0.4505

FOR

DT 0.0163 0.0104 0.0119 0.0142 0.0189 0.0103 0.0214 0.0057 0.0152 0.0081 0.0229 0.0128
SVM 0.0269 0.0336 0.0368 0.0250 0.0330 0.0234 0.0352 0.0127 0.0239 0.0181 0.0313 0.02486
KNN 0.0327 0.0263 0.0278 0.0179 0.0286 0.0255 0.0354 0.0094 0.0233 0.0161 0.0445 0.0323
NB 0.0803 0.0599 0.0802 0.0741 0.0536 0.0545 0.1112 0.0647 0.0963 0.0895 0.1091 0.0429

ACC

DT 0.9781 0.9826 0.9725 0.9792 0.9762 0.9744 0.9756 0.9798 0.97007 0.9843 0.9716 0.9733
SVM 0.9518 0.9509 0.9342 0.9547 0.9499 0.9601 0.9517 0.9658 0.9547 0.9719 0.9558 0.9558
KNN 0.9528 0.9503 0.9540 0.9672 0.9614 0.9492 0.9581 0.9459 0.9564 0.9655 0.9504 0.9522
NB 0.8814 0.9209 0.8826 0.8724 0.8894 0.8787 0.8737 0.9063 0.8668 0.7811 0.8561 0.8436

8 Mobile Information Systems



the size of the window (i.e., we increase the number of
samples for training model), the time for doing an implicit
activity recognition and user identification increases slowly at
first and then sharply increases when the size of the window
decreases from 150 samples per window. One can also observe
from identification results that the higher the window size, the
better the identification results. &erefore, the proposed
system can achieve acceptable performance in terms of ac-
curacy and computational time which makes the proposed
system efficient and applicable in real-world scenarios.

We have also analyzed the model’s ability to defend
against impostures such as masquerading attacks. Recall that

the goal of the proposed model was to prevent an imposture
from getting access to the secure and sensitive information
or services against the stored passwords.&e obtained results
also show that the proposed model is secure against the
masquerading attacks. &e term “secure” means that the
imposture cannot cheat the system by performing these at-
tacks in a short time. &erefore, the proposed system per-
formed well in recognizing the adversary who is launching the
masquerading attack. &us, within several windows, the
probability for imposture escaping detection is 0.038% only.
&erefore, the proposed system shows good performance in
defending against masquerading attacks too.

Table 5: Statistical results for four different classifiers using magnetometer sensor data.

Metric Method User 1 User 2 User 3 User 4 User 5 User 6

TPR

DT 0.7450 0.8412 0.7326 0.7289 0.7805 0.8379
SVM 0.6206 0.6465 0.5211 0.6079 0.6919 0.7178
KNN 0.6639 0.7331 0.6358 0.6299 0.7144 0.8324
NB 0.4961 0.582 0.4472 0.4060 0.6018 0.4312

TNR

DT 0.9424 0.9601 0.9557 0.9597 0.9501 0.9650
SVM 0.9226 0.9263 0.9151 0.9337 0.9211 0.9385
KNN 0.9425 0.9529 0.9320 0.9373 0.9359 0.9363
NB 0.8403 0.9139 0.9079 0.9203 0.8990 0.8922

FPR

DT 0.2549 0.1588 0.2674 0.2711 0.2195 0.1621
SVM 0.3793 0.3534 0.4789 0.3921 0.3081 0.2822
KNN 0.3361 0.2669 0.3642 0.3700 0.2856 0.1676
NB 0.5039 0.4177 0.5528 0.5939 0.3982 0.5688

FNR

DT 0.0576 0.0399 0.0443 0.0403 0.0499 0.0349
SVM 0.0774 0.0737 0.0849 0.0663 0.0789 0.0615
KNN 0.0575 0.0471 0.0679 0.0627 0.064 0.0637
NB 0.1597 0.0861 0.0921 0.0797 0.1009 0.1078

PPV

DT 0.7450 0.8411 0.7326 0.7289 0.7805 0.8379
SVM 0.6208 0.6466 0.5211 0.6079 0.6919 0.7178
KNN 0.6639 0.7331 0.6358 0.6299 0.7144 0.8324
NB 0.4961 0.5823 0.4472 0.4060 0.6018 0.4312

NPV

DT 0.9424 0.9601 0.9557 0.9597 0.9501 0.9650
SVM 0.9226 0.9263 0.9151 0.9337 0.9211 0.93847
KNN 0.9425 0.9529 0.9320 0.9373 0.9359 0.9363
NB 0.8403 0.9139 0.9078 0.9203 0.8990 0.8922

SEN

DT 0.6941 0.8020 0.7966 0.8022 0.7038 0.8429
SVM 0.5789 0.6489 0.5979 0.6580 0.5434 0.7344
KNN 0.7131 0.7684 0.6821 0.6868 0.6172 0.70545
NB 0.3209 0.5525 0.5364 0.5922 0.3555 0.5220

SPE

DT 0.9547 0.9692 0.9379 0.9404 0.9661 0.9637
SVM 0.9341 0.9256 0.8874 0.9190 0.9566 0.9335
KNN 0.9287 0.9437 0.9177 0.9206 0.9577 0.9682
NB 0.9164 0.9230 0.8732 0.8445 0.9606 0.8517

FDR

DT 0.2549 0.1588 0.2674 0.2711 0.2195 0.1621
SVM 0.3792 0.3534 0.4789 0.3921 0.3081 0.2822
KNN 0.3361 0.2669 0.3642 0.3700 0.2856 0.1676
NB 0.5039 0.4177 0.5528 0.5939 0.3982 0.5688

FOR

DT 0.0576 0.0399 0.0443 0.0403 0.0499 0.0349
SVM 0.0774 0.0737 0.0849 0.0663 0.0789 0.0615
KNN 0.0575 0.04709 0.0679 0.0627 0.064 0.0637
NB 0.1597 0.0861 0.0921 0.0797 0.1009 0.1078

ACC

DT 0.9129 0.9409 0.9129 0.9174 0.9277 0.9418
SVM 0.8784 0.8777 0.8382 0.8772 0.8937 0.8962
KNN 0.8931 0.9143 0.8768 0.8822 0.9079 0.9202
NB 0.7949 0.8628 0.8192 0.8061 0.8738 0.7933
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Figure 2: Continued.
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Figure 1: Accelerometer sensor-based accuracy for SVM, NB, KNN, and DT classifiers (a–d).
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6. Future Work

&egoal of this research was to show that activity recognition-
based legitimate user identification is an effective approach

in gait-based identification domain. As we have shown, it is
possible to distinguish between both individuals performing
the same activity. An immediate question we have for future
work is to determine how identification time can be improved

Samples per window

A
cc

ur
ac

y

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
GYRO-KNN average accuracy

Walking
Walking up
Walking down

Running
Jogging

0 50 100 150 200 250 300 350 400

(c)

Samples per window
0 50 100 150 200 250 300 350 400

A
cc

ur
ac

y

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
GYRO-decision-tree average accuracy

Walking
Walking up
Walking down

Running
Jogging

(d)

Figure 2: Gyroscope sensor-based accuracy for SVM, NB, KNN, and DT classifiers (a–d).

0 50 100 150 200 250 300 350 400
Samples per window

A
cc

ur
ac

y

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
MAG-SVM average accuracy

Walking
Walking up
Walking down

Running
Jogging

(a)

A
cc

ur
ac

y

0 50 100 150 200 250 300 350 400
Samples per window

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
MAG-Naïve Bayes average accuracy

Walking
Walking up
Walking down

Running
Jogging

(b)

0 50 100 150 200 250 300 350 400
Samples per window

A
cc

ur
ac

y

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
MAG-KNN average accuracy

Walking
Walking up
Walking down

Running
Jogging

(c)

0 50 100 150 200 250 300 350 400
Samples per window

A
cc

ur
ac

y

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
MAG-decision-tree average accuracy

Walking
Walking up
Walking down

Running
Jogging

(d)

Figure 3: Magnetometer sensor-based accuracy for SVM, NB, KNN, and DT classifiers (a–d).
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within different activities as a first step. For this, the immediate
solution is to use any lightweight feature selection method
which somehowwill help to improve the discriminative power
and reduce the dimensions at the same time. To the best of our
knowledge, this idea is relatively new in SW-based activity
recognition and identification.&e preliminary results indicate
that this is indeed a promising area of research.

Additionally, as discussed above, a key limitation to
activity recognition-based user identification is the vari-
ability of the signal. Our future work will focus on studying
the potential of a further windowing process and feature
selection. We will then use simple DT, KNN, and SVM
classifiers. However, from the current results, one can ob-
serve that the DTclassifier outperformed all other classifiers.
When using the DT classifier, the results are promising for

both activity recognition and user identification. However,
this study was conducted on a relatively small set of users.
&e experimental dataset includes 5 activities performed by
6 six users per activity but the advantage is this dataset does
not distribute classes uniformly. &is has led to a set of
results in line with other state-of-the-art works.

In addition to the above, future work would entail
bulking out the experimental dataset with more users (more
than 15), activities (more than 10), and training runs. Finally,
our experimental dataset was collected using Android SWs
running in Android Wear OS. It would be useful to use
different SWs running different operating systems. We
believe it is useful to measure PAR-based user identification
on a wide verity of SWs. One final goal of this study was to
incorporate this technology into a real-time system.
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Figure 4: Identification time for SVM, NB, KNN, and DT classifiers (a–d).

Table 6: Comparison with state-of-the-art work.

Reference
Sensor

Accelerometer Gyroscope Magnetometer
[1] 97.2% 93.8% —
[9] 92.1% combined —
Proposed work 98.7% 96.4% 91.9%
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7. Conclusion

Smartwatches are becoming increasingly popular. &is
popularity has forced the community to study the security
implications of these small and powerful devices. It has been
suggested that activity recognition and gait-based identifi-
cation combined with SWs are possible.&is study described
an effective two-fold system for performing SW-based ac-
tivity recognition and user identification. &is study dem-
onstrates that gait as measured by the commercial grade SW
sensor is sufficient to identify an individual with modest
accuracy. Furthermore, a simple sliding window approach is
shown to be sufficient for representing the time series sensor
data. Experimental results demonstrate the advantage of
combining the time and frequency domain information.&e
proposed system can achieve user identification average
accuracy up to 98.68% with negligible system overhead,
minimum time, and power consumption. We hope that the
proposed system can act as a key technique for implicit
activity recognition-based legitimate user identification in
real-world scenarios.
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In the fields of advanced driver assistance systems (ADAS) and Internet of Vehicles (IoV), predicting the vehicle state is essential,
including the ego vehicle’s position, velocity, and acceleration. In ADAS, an early position prediction helps to avoid traffic accidents.
In IoV, the vehicle state prediction is essential for the required calculation of the expected reliable communication time between two
vehicles. Many approaches have emerged to perform this vehicle state prediction. However, such approaches consider limited
information of the ego vehicle and its surroundings, and they may not be very effective in practice because the real situation is highly
complex and complicated.Moreover, some of the approaches often lead to a delayed prediction time due to collecting and calculating
the substantial history information. By assuming that the driver is a robot driver, which eliminates distinct driving behaviors of
different persons when facing the same situation, this paper creates a decision tree as a new quick and reliable method adapted to all
road segments, and it proposes a new method to perform the vehicle state prediction based on this decision tree.

1. Introduction

Advanced driver assistance systems (ADAS) installed in ve-
hicles use sensing and computing technologies to assist drivers
in avoiding traffic accidents. Predicting the positions of
surrounding vehicles is a crucial problem, and it facilitates the
early detection of potential collisions. In Internet of Vehicles
(IoV), one of the most important foundations for the network
connectivity is the vehicle state, including its position, velocity,
and acceleration. *is importance is because the vehicle state
is a deterministic characteristic for communicating among
vehicles and infrastructures. *erefore, a common require-
ment is to calculate the expected reliable communication time
quickly in various road segments when two vehicles are to
communicate with each other. *e vehicle state can influence
the network topology of IoV where the location between two
vehicles determines the communication range and their ve-
locities and accelerations affect the stability of network to-
pology [1–3]. *e routing protocol based on location is
particularly important due to its adaptability for frequently
changing IoV [4]. Alsaqour et al. found that the inaccurate

location obviously decreased the efficiency of the routing
protocol [5]. *us, a neighbor wireless link break prediction
was proposed to predict the neighbor node’s location so as to
detect the ineffective node by using their velocities and ac-
celerations [6]. However, this method is just suitable for short-
time and short-distance prediction because the accelerations
of vehicles may significantly change according to changing
environments. Consequently, the vehicle state prediction is
necessary and essential for IoV.

A decision tree is an effective method for evaluating the
behaviors of vehicle drivers; some studies include a decision
tree to predict or monitor vehicle drivers [7, 8]. Ahmed
presented a method to predict the vehicle state, in which
a decision tree was used to determine whether the vehicle
changed its lane and to obtain the lane after the vehicle
changed lanes [9]. Kedowide et al. used a decision tree to
monitor the vehicle driver and log the driving activities, such
as to evaluate whether the driver was performing the blind
spot check, integrated with the behaviors of the driver [10].

*e aforementioned methods are primarily used in ad-
vanced driver assistance systems (ADAS) to avoid collisions
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on the planned trajectories of vehicles and considering limited
information about the ego vehicle and its surroundings. More-
over, a delayed prediction time will arise when history data
need to be collected. Although some studies have employed
a decision tree to quickly make judgments, the decision tree
does not use much road and environment information and
does not perform predictions across all road segments.

*is paper proposes a new approach based on a decision
tree that considers more information about the ego vehicle, its
surroundings, and driver behaviors in varieties of road seg-
ments and without a delayed prediction time because no
history data are collected as in some previous methods. *is
approach saves time and reduces the precious prediction time.
According to information of the ego vehicle, roads, traffic
lights, other surrounding vehicles, and so forth, our approach
prejudges the driving behaviors of the ego vehicle, and then
a decision tree is adapted to all road segments. *us, the state
of the ego vehicle, including its position, velocity, and ac-
celeration, can be predicted based on a previously created
decision tree. Such a decision tree with considerable useful
information including more road surrounding cases helps to
predict the vehicle state more accurately in some complex and
complicated environments and without a delayed prediction
time.*e decision tree has advantages such as quick situation
judgment and easy extension to more complicated problems
with more determination conditions to be adapted to all road
segments.

*e contributions of this paper can be summarized as
follows: (1) *is paper defines three varieties of road seg-
ments: section, intersection, and transition. Based on the
definitions in System Representation, this work extracts
different behaviors in distinct road segments. *ese defined
behaviors are introduced in Driving Behavior Modeling. (2)
To predict the vehicle state from the behavior, we use
a decision tree in all road segments, which is illustrated in
State Prediction. *e decision tree includes the predefined
road segment situations and has advantages such as fast
situation judgment and easy extension to more complicated
problems with more determination conditions to be adapted
to more road segments. We discuss the state prediction by
taking advantage of the decision tree, which allows our work
to predict the vehicle state through the decision tree.

*e remainder of this paper is organized as follows.
Section 2 gives the past works in vehicle state. Section 3
presents an overview of the system. Section 4 delineates
several models of driving behaviors. Our prediction approach
is described in Section 5. *e numerical results are presented
in Section 6. Finally, the conclusions of this paper are drawn
in Section 7.

2. Related Works

Researches about vehicle state can be classified as three parts,
that is, environments, maneuvers, and trajectories [11]. En-
vironments are components of conducting vehicle behaviors.
Various approaches have been done to discuss vehicle behaviors
in different driving environments. In [12], a detection-by-
tracking method was used to detect vehicles in a spatio-
temporal environment. In [13], intersection driving and

nonintersection driving were distinguished by histograms of
scene flow vectors. In [14], a dynamic driving environment
was established for detecting the vehicle motion. Maneuvers
such as overtaking [15], turning [16], and changing lanes [17]
are investigated to analyze the vehicle motion on the path.
Overtaking behavior is implemented generally by using some
devices to detect vehicles in front of the ego vehicle [15, 18, 19].
When overtaking conditions are satisfied in search space,
vehicles will realize an overtakingmaneuver. Turning behavior
is another usual maneuver for vehicles. Detecting the yaw rate
can judge the vehicle turning behavior [20]. Adopting
a clustering of 3D points to analyze vehicle’s shape can also
handle a turning behavior [21]. In [17], changing lanes was
achieved by establishing a dynamic Bayesian network based
on practical data. Trajectories composed of a set of sequences
of positions and velocities with a time window are used to
extract vehicle behaviors in the past few years. In [22],
a Gaussian mixture model was utilized to predict long-term
trajectories of vehicles. On the highway, trajectories were
constructed using a stereo vision and clustering method [23].

Besides the study of practical vehicle state, many ap-
proaches have emerged to obtain a credible vehicle state
prediction. Hermes et al. predicted the position of a vehicle
after several seconds using the history information of the
vehicles [24]. Hermes et al. extracted a large number of
vehicle trajectories to perform data training based on tra-
jectory classification technology, in which trajectories were
classified into several behaviors, such as left-handed rotation
and right-handed rotation, and then they classified the
existing trajectories [25]. In addition to objectivities, some
researches added drivers’ subjective purposes such as left
turn, right turn, and changing lanes into the prediction
models [26, 27]. A prediction technology for a motorcade
formed by several vehicles was proposed by Pandita and
Caveney, and in their approach, how a car follows was
simulated using the smart driver model [28]. Additionally,
a technology that combined the motion model and ma-
neuver recognition was validated, in which probabilistic
finite-state machines, fuzzy logics, and driving context
recognitions were involved to predict a vehicle trajectory
[29–31]. Petrich et al. used additional information from
a digital map to enable a stochastic filter to select a repre-
sentative set of reasonable trajectories [32]. Kumar et al.
predicted the lane change intention online using a support
vector machine and Bayesian filtering [33]. Yao et al. learned
a simplified trajectory set using a collection of lane change
trajectories from real driving data [34]. By introducing es-
sential maneuver recognition, Houenou et al. predicted the
vehicle trajectory using the constant yaw rate and acceler-
ation motion model [31], which was widely and importantly
used in [35–37]. *ese prediction technologies need more
history information of vehicles; meanwhile, the impact of
lane and traffic light on trajectories of vehicles is ignored.
*e trajectories of vehicles are restricted by lanes; however,
a digital map based on the routing protocol can offer in-
formation of lanes to improve routing efficiency of IoV.
Vehicle state prediction can also use the digital map and
traffic light to enhance the accuracy of location prediction of
vehicles [32, 38].
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3. System Overview

3.1. Motivation. Vehicle state prediction is suitable for IoV
in city scenario, integrating the digital map, traffic light, and
surrounding vehicles. It models the driver’s behavior in
different traffic environments. In this paper, according to the
driver’s behavior, a decision tree is established to describe
vehicle state in diverse conditions. Vehicle state prediction is
an important part of the connectivity model in IoV, which is
proper for predicting the positions of vehicles and dynamic
changes of links. Taking advantage of information IoV
provides, vehicle state can be predicted to further guide the
driver to adopt several operations in order to implement
a better trajectory of vehicle and save time. Nevertheless, the
primary purpose of the vehicle state prediction is not to find
an optimal route but to predict the vehicle state in next
seconds.*e vehicle state contains the position, velocity, and
acceleration of vehicle. *e change of vehicle state can in-
fluence the topology of IoV. For example, position can
determine whether two vehicles are accessible to commu-
nicate with each other, whereas velocity and acceleration
influence the stability of network topology. *ese factors
could finally affect the survival time of links among vehicles.
Hence, vehicle state prediction is mainly to calculate the
survival time of links so as to guarantee to achieve a better
communication among several vehicles and maintain
a steady structure of IoV. Meanwhile, it also offers an ef-
fective method to construct a reasonable route.

3.2. System Architecture. *e vehicle state prediction pro-
posed in this paper is designed specifically to be used in
Internet of Vehicles (IoV). It is assumed that the state
prediction is hosted by the server that maintains the states of
vehicles on the Internet.*is assumption is often considered
to be a reasonable assumption. Each vehicle manages its state
prediction via a virtual object. Nowadays, the virtual object
plays an important role in Internet of *ings to implement
its virtualness and service [39]. For IoV, virtual objects
implement the communication among vehicles and provide
a practical application for managing vehicles. Position-based
and map-based routing protocols in the previous literature
are widely accepted routing protocols in IoV based on
position and path. Cheng et al. [40] classify notable routing
protocols into routing categories for performing routing.
Both position-based and map-based routing protocols re-
quire vehicles to send their state information to the server,
which is generally distributed, when a source vehicle needs
to communicate with other vehicles periodically. *e server
destination node first queries the state information of the
destination from the server and then sends data toward the
vehicle at the position. *e position of the destination will
often change during data forwarding; thus, if the position of
the destination could be predicted, it would improve the
routing performance. Moreover, by predicting vehicle states
in a forward routing path, the server has the ability to
calculate the expected reliable communication time between
two vehicles and then calculate the connectivity of the path,

which helps to select a stable path from multiple paths.
When a source queries for the position of a destination, the
server could send the predicted state and the optimal for-
ward routing to the source, which will also improve the
routing performance.

3.3. System Representation. *e following describes the
vehicle information that will be used in this work:

(i) *e position of a certain vehicle at a certain time can
be represented using a two-dimensional column
vector:

p(t) � (x(t), y(t))
T
. (1)

(ii) *e velocity of a certain vehicle at a certain time can
be represented as follows:

v(t) � vx(t), vy(t) 
T
. (2)

(iii) *e acceleration of a certain vehicle at a certain time
can be expressed as follows:

a(t) � ax(t), ay(t) 
T
. (3)

(iv) *e length of a certain vehicle is l. Specifically, the
length of the ego vehicle is lα.

(v) *e number of vehicles in front of a certain vehicle
at a certain time is n(t).

(vi) α refers to the ego vehicle, and α− k refers to the kth
vehicle that is in front of the ego vehicle. For ex-
ample, the directly previous vehicle is α− 1.

(vii) dα−k refers to the distance between the ego vehicle
and the kth vehicle in front of the ego vehicle. For
example, the distance between the ego vehicle and
the directly previous vehicle α− 1 is dα−1.

Hence, the vehicle state in this work is defined as a triple:

state(t) � Æp(t), v(t), a(t)æ, (4)

where p(t), v(t), and a(t) are all mentioned above.
Additionally, the road information and vehicle sur-

roundings should also be extracted and represented. Before
extracting and representing the road information and ve-
hicle surroundings, this work introduces a new concept of
a transition between a section and an intersection. *e road
is divided into three segments, as shown in Figure 1. All
predictions in the three segments are integrated into one
decision tree. A transition is a special part of a section with
information of the intersection that needs to be considered.
In other words, when a vehicle is at a transition, the driver
faces the intersection and is able to obtain information such
as traffic lights.
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(i) A certain intersection is defined as a two-dimensional
point:

intersec � x0, y0( , (5)

where (x0, y0) is its position. On an intersection, we just
consider three behaviors of each vehicle, that is, left turn,
right turn, and pass through. *erefore, the intersection is
expressed by a point.

(ii) A certain section between two consecutive in-
tersections intersec1 and intersec2 that are the ends
of the certain section is defined as follows:

sec �〈intersec1, intersec2, 0〉, (6)

where the direction of the vehicle is from intersection
intersec1 to intersection intersec2.

(iii) Consequently, a certain lane is

lane � Æsec, næ, (7)

where sec is the section to which the certain lane belongs and
n is the number of the lane. In this work, the width of every
lane is the same, and it is a known constant. When a vehicle
faces an intersection, the driver can see three directions.
Additionally, this work defines three directions: laneN is the
direction of the lane in which the driver faces straight
forward, laneW is the direction of the lane that the driver
turns right into, and laneE is the direction of the lane that the
driver turns left into.

(iv) A certain transition between a certain section and
a certain intersection that is an end of the certain
section is

trans �〈intersec1, intersec2, 1〉, (8)

where trans is very similar to sec because a transition is
a special part of a section, and when the vehicle is in the
transition, the driver is facing intersection intersec2 and sees
the traffic lights in the intersection.*e purpose of 0 and 1 in
sec and trans is to distinguish their mathematical definition.

Table 1 presents a summary of the aforementioned
variables, including the definitions of the position, velocity,

acceleration, and vehicle state of a vehicle and of several
elementary road environments, such as an intersection,
a section, a lane, and a transition.

Note that in this work, the number of lanes is based on
zero, and the lane number starts from the central line of the
section to which the lane belongs.

4. Driving Behavior Modeling

In this work, the driving behaviors of a vehicle are considered
as the mean motions of the vehicle, such as some sudden
changes including accelerating, decelerating, changing lanes,
and turning at an intersection.*ese driving behaviors lead to
discontinuous acceleration, which causes the acceleration,
velocity, and position of the vehicle to be difficult to predict
using their history states. *e early detection of sudden
changes is necessary for predicting the vehicle state. Driving
behaviors can be defined as elements in a set, and each be-
havior is an element of the set. To create the decision tree in all
road segments in this work, it is necessary to model the
driving behaviors of a vehicle. *e driving behavior is divided
into three cases: section prediction, intersection prediction,
and transition prediction. At sections, vehicles accelerate or
decelerate, which is caused by the influence of the front
vehicles. Additionally, vehicles may change lanes to leave an
upcoming jam or to avoid a slow vehicle that is directly in
front. Only when adjacent lanes have spacing can lane
changes occur. A transition, with some specific characteris-
tics, is a certain area between a section and its intersection.
Vehicles at a transition are forbidden from changing lanes,
and their behaviors are mainly dependent on the traffic lights.
At intersections, vehicles may turn left or right or pass
through, depending on the out direction of the lane that the
vehicle is in and on the traffic light.

According to the aforementioned road in various situa-
tions, this paper classifies driving behaviors into three models:
section behaviors, intersection behaviors, and transition be-
haviors. Section behaviors occur in the section, which are
relatively simple without considerations of orientation
changing. Considerations of intersection behaviors include
changing direction. Transition behaviors are relatively com-
plicated. *e transition situation is between section and in-
tersection, and it contains possibilities of section’s and
intersection’s behaviors; thus, it is difficult to predict the
coming driving behavior due to various possibilities.

Table 1: Variable summary.

Variable Explanation
p(t) *e position of a vehicle at time t

v(t) *e velocity of a vehicle at time t

a(t) *e acceleration of a vehicle at time t

state(t)
*e vehicle state of a vehicle, including its position,

velocity, and acceleration
intersec An intersection, which is defined by a point
sec A section, which is defined by two intersecs

lane A lane, which is defined by intersec and its lane
number

trans A transition, whose definition is similar to sec

Intersection

Section Transition

Transition Section Intersection

Figure 1: Road components.

4 Mobile Information Systems



4.1. Section Behaviors. Section behaviors are always when
the vehicle is far away from the front intersection and the
traffic light is out of the range of the driver.

4.1.1. Jam Leaving Intent. When a driver realizes that a jam
has occurred in the front of his current lane, he will attempt
to enter adjacent lanes to avoid the jam. Lane-changing
behavior is an important intent and has already been
considered in the previous literature, such as by Ahmed [9].
In this work, α refers to the ego vehicle and α−m refers to
the mth vehicle in front of the ego vehicle; for example, the
vehicle directly in front of the ego vehicle is α− 1. Here, rα is
the range of the driver in the ego vehicle α. *e driver could
see τα vehicles α− 1, α− 2, . . . , α− τα in the driver’s range rα,
but the vehicle α− τα − 1 is out of the driver’s range. *us, τ
could be represented mathematically by

τα � max
i

dα−i < rα, (9)

where dα−i is the distance between the vehicle α and the ith
front vehicle α− i. *e jam density ρα, which defines an
indicator to quantify the congestion level, is as follows:

ρα �
τα
rα

. (10)

*e driver will have a jam leaving intent if the driver
cannot tolerate such a jam that ρα > ρ∗α , where ρ∗α is a tol-
erance threshold for the driver. In this paper, the length of
vehicle is 4.3–4.7 meters; we set one vehicle within 5 meters
as a tolerance threshold. *us, this paper uses ρ∗α � 0.2 and
rα � 400m in our later numerical experiments. *en, the
driver will change lanes if the condition for changing lanes is
satisfied. *e driver always prefers to change to the right
lane, and when the condition for changing to the right lane is
not satisfied, the driver considers changing to the left lane.

4.1.2. Overtaking Intent. For this intent, this work considers
two aspects: the sizes of and the velocities between the front
vehicle and the ego vehicle.

When the front vehicle, such as a truck, is considerably
larger than the ego vehicle, the driver always tends to avoid
following it. *is work simply assumes that the width of
every vehicle is the same; thus, this case is simply to compare
the lengths and is presented by

lα−1 > λlengthlα, (11)

where λlength > 1 is the tolerance threshold for the ratio of the
length of the directly previous vehicle to the length of the ego
vehicle.

In the other case, if the speed of the vehicle ahead is too
slow, the driver often attempts to change lanes and overtakes
the slow vehicle. Mathematically,

vα−1 < λvelocityvα, (12)

where λvelocity < 1 is the tolerance threshold. *is paper uses
λlength � 1.5 and λvelocity � 0.8.

4.1.3. Following Intent. In general, the driver of the ego
vehicle will follow the front vehicle. However, when the
driver follows the front vehicle, the driver will also adapt the
ego vehicle such that it will be more comfortable and safe.
For example, when the ego vehicle is too close to the front
vehicle, the driver tends to brake to avoid driving into it.
Mathematically,

tbrake �
dα−1

vα − vα−1
. (13)

Here, we select a safety braking time tsafety as a threshold for
the ratio of the velocity of the directly previous vehicle to the
velocity of the ego vehicle. When tbrake ≤ tsafety is satisfied, the
driver will decelerate with an acceleration value. In this
paper, tsafety � 1.5s and δ � 2 is a correlation coefficient:

a � −δ
vα − vα−1

dα−1
. (14)

4.1.4. Free Driving Intent. Otherwise, the state of the driver
will be maintained. *is case is called free driving intent. For
free driving, this work will consider that if the velocity of
a vehicle is less than the speed limit, then the driver tends to
accelerate with a constant acceleration to reach the speed
limit.

4.2. Intersection Behaviors. Intersection behaviors are to
predict the motions when the vehicle is close to or facing the
front intersection. In such cases, the driver should consider
the information of the front intersection, such as traffic
lights. Behaviors at intersections are difficult to detect
without information, including the out directions of the lane
where the ego vehicle is located and the traffic lights. Existing
studies always use history trajectories to recognize vehicle
behavior using pattern classifications, fuzzy logics, proba-
bilistic finite-state machines, or other technologies [29].
However, these technologies all require sufficiently long
trajectories, which lead to delayed time, and these tech-
nologies have considerable computational requirements,
which make them unsuitable for performing recognition of
behaviors at a server with a massive number of vehicles.
According to the out direction of the driving lane and traffic
light, it is simple and accurate to achieve early detection of
whether the vehicle is going to turn left, right, or pass
through. However, there is a case in which the motion
cannot be detected only using the out direction and traffic
lights. *is situation arises because the traffic light may
occasionally allow the three directions simultaneously. In
this case, the motion cannot be determined only by the
directions of the lane and the traffic light. As shown in
Figure 2, the laneS has three out directions: S/E, S/W, and
S/N. Here, S is marked as the directing lane toward the
south, E is marked as the left lanes of the intersection toward
the east, W is marked as the right lanes of the intersection
toward the west, and N is marked as the lanes across the
north. Hence, S/E means that the driver turns left from the
current lane to the east lanes, and S/W and S/N have similar
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meanings. *e motion may be to turn left or right or pass
through with the trajectories PSPE

⌢
, PSPW

⌢
, and PSPN

⌢
, as

shown in Figure 3. Here, PE, PS, PW, and PN are four po-
sitions standing for positions to the east, south, west, and
north, respectively, of the certain transition. For simplicity,
this work considers the curve trajectory of the motion from
the ego vehicle, which is similar to 1/4 part of an ellipse, as
illustrated in Figure 3, due to two accelerations changing, in
which one’s direction is the original direction and the other’s
direction is the terminal one.*e details of the calculation of
the two accelerations and corresponding velocity and po-
sition will be discussed in Section 4. When a vehicle is
arriving from the south, it will have three probabilities: to
turn left (go transE in Figure 3), to turn right (go transW in
Figure 3), and to go straight (go transN in Figure 3). We will
discuss these three cases in the following. If

aT · v
|a||v|




> 1− ϵ, (15)

the motion is to pass through. If

aT
· laneE > ϵ or a

T
· laneW <−ϵ, (16)

the motion is to turn left. If

aT
· laneW > ϵ or a

T
· laneE <−ϵ, (17)

the motion is to turn right. laneE and laneW are column
vectors.*e aforementioned ϵ is a positive value close to zero,
indicating that it is sufficiently small. In this paper, ϵ � 0.01.

4.3. Transition Behavior. When a vehicle is in a transition,
the driver can see the traffic light. Different traffic lights can
lead to distinct behaviors of the vehicle. Here, we consider
that when a driver faces a red or yellow traffic light, the driver
will give the vehicle a constant acceleration aδ. We also
provide a vector e to represent the traffic light information:

e �

(1, 0, 0)T, if the traffic light is red

(0, 1, 0)T, if the traffic light is yellow

(0, 0, 1)T, if the traffic light is green.

⎧⎪⎪⎪⎨

⎪⎪⎪⎩

(18)

*us, the constant acceleration vector can be represented
as

δa � aδ, aδ, 0( 
T
, (19)

where each dimension indicates the acceleration of the
vehicle in corresponding traffic light.

Hence, when the driver faces the traffic light, the ac-
celeration that the driver will provide is

aΔ � δT
a · e. (20)

5. State Prediction

Now, driving behaviors are modeled, and a decision tree can
be created based on the surroundings and driving behaviors
in varieties of road segments. Our decision tree is illustrated
in Figure 4. *e decision tree in Figure 4 represents the
aforementioned situations in various road segments and
their judgment conditions, and it will help provide quick and
easy determination and extension. First, it will be considered
that the ego vehicle is in a section, an intersection, or
a transition, and these cases will be discussed individually.
Note that in this work, when the ego vehicle is in the in-
tersection, it means that the ego vehicle has passed the
beginning line and will no longer consider traffic lights.

5.1.Prediction inSection. When the ego vehicle is in a section,
it is considered whether the vehicle is changing lanes. *is is
because if the vehicle is changing lanes, its velocity and ac-
celeration are not in the same direction, which will lead to
a different trajectory. If the ego vehicle is not changing lanes, it
is considered whether the vehicle will change lanes based on
the aforementioned jam leaving intent and overtaking intent.
*ese two intents are very common in reality. If the ego
vehicle does not choose to change lanes, then there are two
intents for the driver of the ego vehicle: free driving intent and
following intent. To summarize, the prediction in a section
could have four cases, A, B, C, and D, as indicated in Figure 4.

(1) A: When a vehicle is in a section sec and it is
changing lanes, it has a velocity v⊥(t) and an

LaneS

LaneE LaneW

LaneN

Figure 2: Intersection.

LaneE LaneW

LaneN

PE PWaN

PN

aW
aE

VN

VW
VE

PS

Figure 3: Behaviors at intersection.
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acceleration a⊥(t) whose directions are both per-
pendicular to sec. During the lane change, the vehicle
is supposed to have an acceleration a⊥ to first ac-
celerate and then −a⊥ to decelerate, where |a⊥|> 0
could be calculated from the data set. *erefore,

a⊥(t) �
a⊥, t< t0

−a⊥, t> t0,
 (21)

where t0 is the time point between accelerating and
decelerating and t is during the lane change.
Moreover, v(t) � v⊥ could be calculated from the
data set, and the distance of changing the lane equals
the lane width, which is also a known constant
mentioned in the previous discussion. Hence, the
p(t) during the lane change and the current time
point could both be calculated. *en, the position
after tΔ can be determined as follows:

pΔ �

p t + tΔ( , if still changing

p t + t′(  + 
t+tΔ

t+t′
v(t)dt, if changing is done,

⎧⎪⎪⎨

⎪⎪⎩

(22)

where pΔ is the position at time point t + tΔ and t + t′
is the time point when the vehicle completes the lane
change.

(2) B: *is case is very similar to Case A, but the time
point t is not during the lane change but rather when
starting to change lanes. Moreover, in Case A, the
acceleration could be calculated from the data set,

whereas in this case, the acceleration a⊥(t) cannot be
calculated from the data set. In this case, this work
assumes that the time for changing lanes is a known
constant; then, the a⊥(t) could be calculated
according to the distance of changing the lane, which
equals the lane width. *us, the position after tΔ
could be predicted by the method in Case A.

(3) C: When a vehicle faces this case, the driver will
choose free driving intent, which was previously
mentioned.

(4) D: When a vehicle faces this case, the driver will
choose following intent, which was previously
mentioned.

5.2. Prediction in Intersection
(1) E: When a vehicle is in an intersection intersec, the

driver could have three options: to drive straight
forward, to turn left, and to turn right.*e velocity vt

at the current time point can be calculated from the
data set, and it will be compared with laneN, laneW,
and laneE to determine which direction the vehicle
will go. Mathematically, the direction that the vehicle
will go is given by the following equation:

direction �

laneW, v(t) · laneW > ϵ

laneE, v(t) · laneE > ϵ

laneN, otherwise,

⎧⎪⎪⎨

⎪⎪⎩
(23)

Root

E

A

B F G IH

C D

Section

Intersection

Transition

Is
changing

lane

Is not
changing

lane

Green
traffic
light

Yellow or
red

traffic
light

Leaving or
overtaking intent, is

to change lane 

Is not to
change

lane

Pass intersection Not pass
intersection

Light
changes to

green

Light not
changes to

green

Free driving intent Following intent

Figure 4: Decision tree based on driving behaviors.

Mobile Information Systems 7



where ϵ> 0 is a positive value that is sufficiently small, as
previously mentioned. ϵ � 0.01 in this paper. If direction �

laneN, then the intersection intersec could be considered as
a section. If direction � laneW or direction � laneE, then
the vehicle has two accelerations that have the straight
forward direction and the direction same as laneW or laneE,
respectively. *is work denotes the first mentioned accel-
eration as ao(t) and the second mentioned acceleration
as al(t). *is work assumes that in the intersection
intersec, ao(t) is linearly increasing from zero and al(t)

is linearly decreasing to zero. *at is, |ao(t)| + |al(t)| is
a constant during turning. At some certain time point
t0, ao(t0) and al(t0) could be calculated from the data set;
thus, we let

aΣ � ao t0( 


 + al t0( 


. (24)

From the data set of the map, the distance between the
current time point and the time point when the vehicle
completes turning can be calculated. Hence, the time ts
remaining for turning can be obtained. *erefore,

ao t0 + t(  � ao t0( 


−
ao t0( 




ts
t eo, t< ts,

al t0 + t(  � al t0( 


 +
aΣ − al t0( 




ts
t el, t< ts,

(25)

where eo is the direction of the original direction and el is the
direction of direction. *e position after tΔ is

p t0 + tΔ(  �
p t0(  + 

tΔ

0
v0 + a t0 + t( dt, t< ts

p t0 + ts(  + tΔ − ts( v′, t> ts,

⎧⎪⎪⎨

⎪⎪⎩
(26)

where v′ is the velocity when the vehicle completes turning.

5.3. Prediction in Transition
(1) F: When the driver faces a green traffic light and the

vehicle could pass in time, the case could be in
a section (when the requested time point is not
sufficient to pass) or in an intersection (when the
requested time point is sufficient to pass).

(2) G: When the driver faces a green traffic light and the
vehicle cannot pass in time, the driver will stop the
vehicle. *e vehicle knows if some vehicle is in front
of it. If some vehicle is in front of it, the driver will
have following intent. If no vehicle is in front of it, the
vehicle will calculate the distance between the cur-
rent position and the final stopped position, which is
denoted as ds.*is work assumes that the vehicle will
be stopped by a constant acceleration. *e constant
acceleration can be calculated as

a � −
v t0( 



2

2ds
e, (27)

where e is the direction of the vehicle. *us, the velocity and
position are

v t0 + tΔ(  � v t0(  + a · tΔ,

p t0 + tΔ(  � p t0(  + 
tΔ

0
v t0 + t( dt.

(28)

(3) H: *is case could be separated into two time in-
tervals: before and after the traffic light turns green.
Before the traffic light turns green, the driver would
choose following intent, while after the traffic light
turns red, the case would be Case F.

(4) I: Because the vehicle will stop as Case G, irrespective
of whether some vehicle is in front of it, the vehicle
has the same intent as Case G.

5.4. Prediction Summary. We call the above proposed
method as driver behavior decision tree (DBDT), which
obtains the relatively accurate trajectories of vehicles in
a long term according to the sudden changes such as ac-
celeration, deceleration, and turn. Moreover, to prevent the
prediction from going too far, this work includes the con-
stant yaw rate and acceleration (CYRA) [31] into our ap-
proach. CYRA is a physical kinematic-based prediction
method. It assumes that within a very short term, the force
on a vehicle remains unchanged and the vehicle would keep
a constant accelerate vector, including its accelerate di-
rection and value. *us, the CYRA model regards the ac-
celeration and direction of vehicle as a constant to predict
the vehicle state. Its constant acceleration at is formulated as
follows:

at � a0, (29)

where a0 is a constant value. Next, its velocity and position
are calculated as follows:

vt � 
t

0
at dt,

pt � 
t

0
vt dt.

(30)

*e linearity of its state equation achieves a transmission
of state probability distribution. *e next vehicle state could
be predicted based on this kind of constant accelerate vector.

For a short term, the acceleration of vehicle can be
considered as a constant, CYRA can effectually adapt to this
situation according to its constant acceleration character-
istics. Hence, CYRA can effectively handle the vehicle state
prediction in a short term so as to obtain more accurate
results. However, it could result in a great error for pre-
dicting the vehicle state in a long term because the accel-
eration of vehicle continually changes. On the contrary,
DBDT can detect the sudden change of acceleration of
vehicle to instantly adapt to the current state so as to obtain
better results and avoid a great error, suggesting that it is
more suitable for predicting the vehicle state in a long term.
On the basis of both characteristics, this work finally adopts
the following formula to evaluate their performances.
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TDBDT(t) � f(t)TDBDT′(t) +(1−f(t))TCYRA(t), (31)

where TDBDT′(t) is the result of our approach and TCYRA(t)

is the result of another approach. f(t) is an increasing
function, which means driving behavior recognition is more
suitable for long-term prediction and CYRA is more accurate
for short-term prediction. In this paper, f(t) � 1/4t.

5.5. Time Complexity. A time complexity comparison
between DBDT and CYRA is discussed in this subsection.
For DBDT, we set C to be the number of vehicles in the
same lane. *e time complexity regarding prediction in
section, intersection, and transition is calculated as
follows:

5.5.1. Prediction in Section
(i) Motion prediction

(1) Jam Leaving Intent: scanning vehicles in front of
itself in the same lane needs the time complexity
Cm1 � O(c).

(2) Overtaking Intent: considering the vehicle in
front of itself requires Cm2 � O(1).

(3) Following Intent: calculating the vehicle in front
of itself needs Cm3 � O(1).

(4) FreeDriving Intent: this situation takesCm4 � O(1).

(ii) Vehicle state prediction

(A) Computing the location data of the lane and
state of itself costs Cs1 � O(1).

(B) Computing the location data of the lane and
vehicle states in front of itself needs Cs2 � O(c).

(C) Computing the vehicle state in front of itself
requires Cs3 � O(1).

(D) Computing the state of itself takes Cs4 � O(1).

*us, the time complexity of prediction in section is

Csec � Cm1 + Cm2 + Cm3 + Cm4(  + max Cs1, Cs2, Cs3, Cs4( 

� O(c).

(32)

5.5.2. Prediction in Intersection
(i) Motion prediction

Predicting the vehicle motions by the traffic light data
and the location data of intersection lanes costs the time
complexity Cm � O(1).

(ii) Vehicle state prediction

(E) Computing the vehicle state of itself and in-
tersection lanes data needs Cs � O(1).

*erefore, the time complexity of prediction in in-
tersection is

Cintersec � Cm + Cs � O(1). (33)

5.5.3. Prediction in Transition
(i) Motion prediction

When a vehicle is in a transition, its motion is predicted
by the traffic light. *is operation needs Cm � O(1).

(ii) Vehicle state prediction

(F) When the driver faces the green traffic light and
the vehicle could pass in time, computing the
state of itself needs Cs1 � O(1).

(G) When the driver faces the green traffic light and
the vehicle could not pass in time, computing
the vehicle state and traffic light time requires
Cs2 � O(1).

(H) When the driver faces the red traffic light and
the traffic light turns to green before it passes the
transition, computing the vehicle state and
traffic light time requires Cs3 � O(1).

(I) When the driver faces the red traffic light and
the traffic light keeps red before it passes the
transition, computing the vehicle state and
traffic light time costs Cs4 � O(1).

*us, the time complexity of prediction in transition is

Ctrans � Cm + max Cs1, Cs2, Cs3, Cs4(  � O(1). (34)

*e number of vehicles is set to be n for prediction.
Consequently, the whole time complexity about DBDT is
C � max(Csec, Cintersec, Ctrans) � n∗O(c) � O(n). For
CYRA, each vehicle is predicted by the data of itself. Hence,
its time complexity is O(n) [31]. According to both time
complexity, we can find that DBDT and CYRA have the
same time complexity, suggesting they possess the same
efficiency.

6. Results and Analysis

To test whether our work is valid, experiments are conducted
in a real environment, which is based on the Lankershim
Boulevard Dataset of the Next Generation Simulation
(NGSIM) program [41]. *e Lankershim Boulevard Dataset
collects detailed vehicle trajectory data from Lankershim
Boulevard in the Universal City neighborhood of Los
Angeles. It provides the map of an area of Lankershim
Boulevard, including three to four lane segments and cov-
ering three signalized intersections. Moreover, the traffic
light data and the precise vehicle position, velocity, and
acceleration in the periods of 8:30 am and 8:45 am on June
16, 2005, are available. *e Lankershim Boulevard Dataset
covers the driver behavior of lane changing on congested
segments, overtaking, and behavior at traffic lights, which
fits the experimental requirements of this work. *e details
of the Lankershim Boulevard Dataset are listed in Table 2.
*is work creates a model for the provided map in the
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Lankershim Boulevard Dataset to extract location data of
sections, intersections, and transitions. *en, this work
extracts traffic light information, and thus, it obtains all road
information. By inputting trajectory information of vehicles,
this work will compare our approach (DBDT for short) to
CYRA [31], DTwhich is a variant of DBDT by setting f(t) � 1
in (31), and SDT [7, 8] which is a self-selection threshold
decision algorithm based on decision tree in four cases:
tΔ � 1 s, tΔ � 2 s, tΔ � 3 s, and tΔ � 4 s, respectively.

*e results for the accuracy of position prediction are
shown in Figure 5, those for the accuracy of velocity pre-
diction are shown in Figure 6, and those for the accuracy of
acceleration prediction are shown in Figure 7. *e results
show that although the state predicted by our approach is
not very accurate at the beginning, the state is more accurate
than that of CYRA as time passes. *is is because our

approach provides early detection of the driving behavior,
which leads to changing the state at the very beginning of the
prediction time point. Moreover, the vehicle state includes
the ego vehicle’s position, velocity, and acceleration, for
which the importances are decreasing in many fields. For
example, to avoid traffic accidents, the vehicle position
prediction is the most essential. Considering the discon-
tinuous acceleration, the three vehicle state components,
which are the position, the velocity, and the acceleration, are
becoming more difficult. *us, it is expected that from the
numerical results, the position prediction is the best, the
velocity prediction is not good when Δt � 1 s, and the ac-
celeration prediction is not good when Δt � 1 s or Δt � 2 s.
As time passes, the numerical results become better. From
the results, the difference value between the previous one
second and the next one second becomes increasingly

Table 2: Data set parameters.

Lankershim Boulevard Dataset Parameters
Address Lankershim Boulevard in Los Angeles
Time 8:28–8:45 am and 8:45–9:00 am on June 16, 2005
Road length 490m
Intersection number 4
Sampling time 1/10 s
Lane number (same direction) 1–6
Provides traffic light data Yes
8:28–8:45 am data amount 705294 records
8:28–8:45 am vehicle number 1375
8:45–9:00 am data amount 902025 records
8:45–9:00 am vehicle number 1601

∆t

0

2

4

6

8

10

12

14

16

18

Po
sit

io
n 

pr
ed

ic
tio

n 
de

vi
at

io
n 

(m
)

DBDT
CYRA

DT
SDT

1 s 2 s 3 s 4 s

0.90 0.93 1.13

2.41
3.00 3.14 3.52

4.56
5.40

6.32
7.23

9.35

8.11

10.50

12.12

15.52

Figure 5: Accuracy of position prediction.

10 Mobile Information Systems



∆t
1 s 2 s 3 s 4 s

0

1

2

3

4

5

6

V
el

oc
ity

 p
re

di
ct

io
n 

de
vi

at
io

n 
(m

/s
)

1.53 1.48
1.76

2.10

2.49 2.52

2.88

3.56

2.98

3.45
3.15

4.13

3.12

4.10 3.97

5.09

DBDT

CYRA

DT

SDT

Figure 6: Accuracy of velocity prediction.

0

0.5

1

1.5

2

2.5

3

∆t

DBDT

CYRA

DT

SDT

1.87

1.63

1.95
2.10

1.79
1.64

1.84

2.15

1.63 1.68
1.77

2.23

1.42

1.68 1.65

2.35

Ac
ce

le
ra

tio
n 

pr
ed

ic
tio

n 
de

vi
at

io
n 

(m
2 /m

)

1 s 2 s 3 s 4 s

Figure 7: Accuracy of acceleration prediction.

Mobile Information Systems 11



smaller. *us, as time lasts past a certain range, the state
prediction will be more accurate than that of CYRA.

Additionally, the results of DBDTare better than those of
DT, suggesting that the key to the good performance of our
proposal is the incorporation and extension of the decision
tree and CYRA. In comparison with SDT which generally
utilizes thresholds to determine the state selection in a de-
cision tree, our proposal performs better with the aid of
accurate modeling of the driving behaviors. Moreover, in
light of the results, we believe that more research on how to
use driving behaviors of vehicle in the varieties of the all road
segments to predict or monitor vehicle drivers by decision
trees is warranted.

7. Conclusion

*is paper highlights that the previous approaches for
predicting the vehicle states using the substantial history
information have a delayed prediction time. Some trajectory
prediction methods based on lane changing recognition are
proposed. Although a validation method for complicated
environments such as multilanes and intersections is not
currently available, this paper proposes a newmethod for the
prediction by using a decision tree in varieties of road
segments generated by the driving behaviors. *is decision
tree helps to detect driving behaviors and predict the vehicle
state in all road segments, including sections with multi-
lanes, transition segments, and intersections. *e driving
behavior recognition improves the accuracy of vehicle state
prediction in long-term cases. Our approach shows ad-
vantages in the provided real environments.

Social Internet of Vehicles is an important and intelligent
transport network [42]. It has more characteristics and more
complicated circumstances. *us, to predict this kind of IoV
is more meaningful and challenging in the future work.
Furthermore, the proposed technique might lead to the
development of vehicle networking and intelligentialization
[43], as well as to provide effective methods to solve vehicle
routing problems in dynamic environments [44].
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