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During the past decades, we have witnessed significant
research and development efforts related to Sensor Networks
(SN) with both wired and wireless technologies. Those
efforts resulted in the development of benchmark application
paradigms for SNs with applications in both safety-critical
and non-safety-critical fields, including environmental mon-
itoring, military apps, tactics, smart sensing, underwater
sensing, pollution sensing, fire alarms, and other hundreds of
applications to improve our lifestyles. Similarly, the Internet
of Things (IoT) has been promoting the emergence of
various networking technologies with standardization efforts
being carried out by the IEEE community. SNs have been
proven to be the most investigated topic for enabling IoT
applications. For example, sensors installed in a house may
update the owner on his/her cell phone about any medical
or security threat. However, to support such applications,
SNs and IoT come up against several constraints, like low
capacity processing capabilities, battery operated devices,
limited transmission ranges, and limited data transmission
capacity. One of the key issues in IoT and SNs is the efficient
data forwarding in terms of energy consumption, multi-hop
data retrieval, safety/emergency message dissemination, etc.
The goal of this special issue is to present and highlight
the novel advances, emerging technologies, and applications
targeting the efficient data collection is the internet of things
and sensor networks. This special issue contains thirteen
regular papers which can be organized into three groups: data
forwarding in SNs, energy efficiency in wireless body area
networks, secure data forwarding in SNs.

The paper titled “Increasing Aggregation Convergecast
Data Collection Frequency through Pipelining” proposes an
optimized convergecast scheduling mechanism for WSNs.
The authors present a cross-layer optimization scheme in the
paper titled “Adaptive Transmission Power Control for Reli-
able Data Forwarding in Sensor Based Networks” to ensure
reliable data communication in the network. The authors
propose a synchronized duty cycled protocol with pipelined
scheduling to minimize the energy consumption and the
packet loss and improve the throughput in the paper titled
“A Selective-Awakening MAC Protocol for Energy-Efficient
Data Forwarding in Linear Sensor Networks”. A different
approach is presented in the paper titled “Content-Based
Efficient Messages Transmission inWSNs” that considers the
information in the sensed data to forward notifications to
specific nodes in the network. In the paper titled “Analysis of
Factors Affecting Energy Aware Routing in Wireless Sensor
Network”, the authors present an overview ofmultiple energy
aware routing protocols and several factors that affect their
performance. The authors in the paper titled “Efficient Data
Forwarding for Machine Type Communications in Internet
of Things Networks” present an efficient data forwarding
mechanism to alleviate the congestion problem pertaining
to the machine type communications for IoTs. In the paper
titled “Performance Evaluation of LoRaWAN Communica-
tion Scalability in Large-ScaleWireless SensorNetworks”, the
authors evaluate the performance of LoRaWAN protocol for
the wireless sensor networks.
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Some interesting works were received that targeted the
recognition and utilization of sensor nodes for various
technologies. For example, the authors in the paper titled
“Equalized Energy Consumption inWireless Body Area Net-
works for a Prolonged Network Lifetime” aim to minimize
the energy consumption in wireless body area networks to
maximize the network lifetime. Another approach in the area
ofWBAN that classifies the human activity based on artificial
neural networks is presented in the paper titled “Recognition
of Daily Human Activity using an Artificial Neural Network
and Smartwatch”.

The authors present the effects of node selfishness prob-
lem and propose a solution for a cooperative network in the
paper titled “A Security Framework for Cluster-Based Wire-
less Sensor Networks against the Selfishness Problem”. Simi-
larly, the paper titled “ABS-DDoS:AnAgent-Based Simulator
about Strategies of BothDDoSAttacks andTheir Defenses, to
Achieve Efficient Data Forwarding in Sensor Networks and
IoT Devices” presents an agent-based simulation solution
for exploring strategies for defending from different DDoS
attacks in the WSNs. The authors in the paper titled “A
Mobility Link Service (MLS) for NDN Consumer Mobility”
ensure a stable connection that minimizes the cost that
occurred owing to the consumer mobility. In the paper titled
“Weighted Domain Transfer Extreme Learning Machine and
Its Online Version for Gas Sensor Drift Compensation in
E-Nose Systems” an online and offline Weighted Domain
Transfer Extreme Learning Machine mechanism is proposed
that uses clustering information to classify the unlabelled
samples.
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The WSNs are mainly to monitor various types of sensing content. In the automated control system, administration centers (ACs)
often send notifications to a set of nodes meeting given content ranges to implement specific actions. For instance, we notify the
sensing deviceswith sensing temperaturesgreater than 35 to turn on the cooling system. At present, the transmission of notification
messages is mostly based on node identification, which is isolated from sensing contents and unable to accurately locate nodes
meeting the sensing content requirements. In this paper, we generalize two types of sensing contents: the continuous values and
the discrete values, and a content-based efficient message transmission mechanism (CEMT) is proposed for the typical tree-like
topologies inWSNs.Thus, a highly effective notifying method for content-basedmulticast and anycast messages is designed, which
accurately sends notificationmessages to nodes whose sensing values belong to the given range. Sometimes, multiple sensing types
of nodes are mixed together to construct a net topology, offering underlying transport services to each other. At this point, CEMT
builds a specialized logical tree for the same type of nodes, and notification messages are transmitted along the logical tree. CEMT
reduces the transmission time, bandwidth, and number of processing nodes when a content-basedmessage is sent, and it takes less
storage of content routing entries in nodes.

1. Introduction

Current routing mechanisms in WSNs are implemented
mainly based on node identities. For instance, the ROLL [1]
workgroup designed the Routing Protocol for low-power and
lossy network (RPL) [2], which fulfills routing in light of IP
addresses in tree-like topologies. However, this kind of rout-
ing mechanism only provides the transmission reachability
between wireless nodes with multiple hops. At the same time,
most current studies on WSNs focus on data transmission
from sensor nodes to the sink node, which mainly completes
the collection of sensing content. Actually, for the automatic
remote control in WSNs, efficient transmission from the sink
nodes to sensor nodes is also an important part. In our
previous research [3], we briefly introduced a notification
transmission mechanism based on sensing content. In this
paper, we will do further research work, especially on the
commonnetworking ofmultitype sensor nodes, performance
analysis on storage consumption and transmission delay, and
so on.

As we know,WSNs are often deployed tomonitor specific
environment parameters, and the communications in WSNs
always resolve around sensor contents. Therefore, in this
paper, wemainly study how to improve the data transmission
performance from the sink to sensor nodes based on the
sensing content.

In this paper, we assume that messages are sent to some
nodes whose sensing contents meet certain conditions. For
example, administration centers (ACs) need to inform the
nodes that the temperatures are greater than 35 to take
some actions. Nevertheless, in general, ACs are unware of
the number and IP addresses of the nodes that satisfies the
sensing content requirement. Therefore, ACs could only send
notifications to all nodes, and the receiving nodes judge
whether to deal with the received messages or not. The above
message is a kind of multicast message, which is sent a set
of nodes meeting the requirement. In addition, there is an
anycast message in this paper, which only needs to be sent
to one node that meets the requirements. Even if there are
multiple nodes in the topology that meet the requirements,
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we just need tomake sure that one node thatmeets the criteria
receives the message.

Current routing mechanisms based on node identities
fail to provide a high-performance transmission for noti-
fication messages with sensor contents. Our works focus
on 2 aspects: (1) How to improve the completion speed of
message transmission; (2) How to reduce the resource cost
of messages transmission like bandwidth and processing.
Targeting at the above objectives, we propose a content-
based efficientmessages transmissionmechanism (CEMT) in
WSNs. Firstly, two kinds of sensor contents are summarized,
namely, the continuous sensor contents and the discrete
sensor contents. We design a storage method for content
valueswhich serves for the above two kinds of sensor contents
at the same time. In tree topologies, sensing contents are
aggregated at the root node of each subtree.Then, themessage
transmission modes are summarized including the multicast
message notification and the anycast message notification,
and an efficient transmission mechanism for these two
modes, which can efficiently send the notification messages
carrying content rules to the nodes that meet the rules
requirements. Furthermore, in real deployments, sometimes
there are several different types of sensor nodes in one subnet.
Due to this circumstance, we construct a logical tree for each
kind of sensing content, and a notification message is sent to
the destination nodes along its logical tree.

The remainder of the paper is organized as follows.
Section 2 introduces the related work. In Section 3, the
problems faced by content-based messages transmission are
introduced through a specific example. At the same time,
some related definitions and the notification transmission
mechanism based on sensing content are presented. Then, in
Section 4, we give the detailed description of the transmission
mechanism and the algorithms involved, including sensing
contents aggregation and messages procession. Section 5
introduces how the transmission mechanism is implemented
in the subnet with multidimensioned sensing contents.
Section 6 presents the experiments and correlative perfor-
mance analysis. Finally, the conclusion is drawn in Section 7.

2. Related Work

Contents based addressing and routing have been paid
much attention in the academic circle [4, 5]. For instance,
[5] proposed an adaptive publish-subscribe distance vector
protocol, which can provide efficient routing transmission
based on distance vector for the named data objects. In order
to improve the routing efficiency, an embedded multilevel
ring (MVR) structure was proposed [6], which identifies
senor nodes based on their name rather than the traditional
node IDs, such as IP addresses. MVR stores hash information
at backbone nodes to promote the routing transmission per-
formance. In addition, the content routing mechanism also
attracts attentions in traditional Internet [7], routers buffer
information for some contents, and the service requests are
embedded into the Internet name system. Therefore, routers
can provide services for the content requests, which greatly
enhance network transmission efficiency. The content-
based routing techniques need relatively large changes in

network equipment, and these changes are too difficult to be
implemented in Internet. However, WSNs usually construct
their specialized network systems in local regions, which
can provide convenience for the content-based transmission
techniques.

Data transmission in WSNs can be divided into two
types: upward transmission and downward transmission [2].
Current researches mainly focus on the upward flow, which
is usually used to collect sensing data. Moreover, current
works of content-based transmission optimization is mainly
about upward data flow. In the actual deployment, downward
transmission is also an important part of WSNs [8], which is
often associated with sensing content. However, downward
transmission is implemented mainly based on node IDs. The
work of this paper is to study the performance optimization
of downward transmission combined with sensing content.

In WSNs, the aggregation of sensing contents can lessen
the communication traffic and shorten the total length of
transmission paths, which have been widely used in our
work and life [9, 10]. Gulluccio L et al. [11] proposed a data
aggregation mechanism with adaptability during transmis-
sion, which deploys aggregation nodes based on congestion
prediction and supports their dynamic moves. Ngai E et al.
[12] presented a reliable collection mechanism for sensing
data in wireless sensor-actuator networks, which considers
transmission reliability frommultiple factors including accu-
racy, importance, and data freshness. Wang C et al. [13] stud-
ied the capacity of data aggregation in WSNs and proposed
an aggregation scheme in the tree-based routing system. In
addition, data aggregation and content-based notification
have been paid more attention in Pocket switched networks
[14, 15].

Huang SC et al. [16] focused on the latency of data
aggregation in WSNs and designed an algorithm according
to the maximal independent sets, which achieves much less
latency. In [17], Bagga M et al. proposed some approaches
for semistructured and unstructured topologies to minimize
the time latency of sensing data aggregation. In order to
maximize the revenue of data gathering with a deadline in
WSNs, Hariharan S et al. [18] proposed a corresponding al-
gorithm with polynomial complexity. Kuo T W et al. [19]
studied the construction of the data aggregation tree with the
minimum energy cost and investigated two scenarios with
and without relay nodes. Sometimes we use random routing
for source privacy protection [20], although this will increase
the transmission delay.

3. Transmission Mechanism

In Figure 1, the sensing content value of each node is given
below the circle. If the sink node wants to send messages to
somenodeswhose sensing contents belong to<11, 15>, how to
do it? Apparently, the nodes who should process the message
are N3, N6, N7. When only based on node identity (ID), the
sink nodes have to send the message with the content range<11, 15> to all nodes. And then, every node decides whether
or not to process it according to its own sensing value. If
each root node stores all sensing contents of its subtree, the
message transmission could be fulfilled easily. However, this
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Figure 1: An example topology containing node sensing values.

storage mechanism would cost too much memory and have
poor scalability. For instance, in Figure 1, N2 store 5 sensing
values of their subtree: 8, 6, 4, 3, and 34. Thus, a decimal
value range (DEVR) rather than lots of specific values could
be designed to describe the sensing contents of a subtree,
which is similar to the idea of content aggregation researches
[9, 17, 18]. For example, N2 store the range: <3, 34>, and
N3 store the range: <12, 15>. DEVR optimizes the storage
performance, but the sensing range description for a subtree
is not accurate enough. In this paper, we design a novel
storage method for the sensing value to optimize the message
transmission.

For the content-based multicast messages, DEVR might
result in invalid transmission. In Figure 1, the value range of
the subtree rooted as N2 is <3, 34>, and N2 is the same. If
the sink node wants to notify nodes whose sensing contents
belong to <11, 15>, the message will be sent to N2 and then be
sent to N4. These invalid transmissions consume processing
and bandwidth resources

For anycast messages, it needs to be sent to any node
meeting requirement. DEVR would also lead to redundant
bandwidth consumption. Because there is no way to know
which path to reach nodes satisfying the content condition,
messages are always sent to all possible subtrees. In Figure 1,
the anycast message whose sensing content belongs to <11,
15> must be sent to N2 and N3. However, there is no node
meeting the requirements in the subtree rooted as N2. This is
the problem that this paper needs to solve.

3.1. Symbols Definition

Definition 1. Continuous sensing value (C Value) is used
to describe a quantitative sensing data. For instance, the
PM2.5 in the air and ambient noises both belong to C Value.
Ordinarily, the former is about in <0, 1000>, and the latter is
in <0, 200>.
Definition 2. Discrete sensing value (D Value) is used to
describe a sensing status about environment, equipment,
human body, etc., which is one of several explicit status
values. For example, human activity state (static, walking, and
running) and working state of electronic equipment (power
on, power off, and standby) both belong to D Value.

In this paper, we design a sensing content storage method
with “0/1” bits called BIM, which applies for C Value and
D Value at the same time.

For D Value, n bits represent the values of n discrete
sensing contents. The bit values of D Value may be mutually
exclusive or not. In the former case, there is only one “1”.
While in the latter case, there may be multiple “1”.

For C Value, each bit represents one value range. It
is assumed that the value range of sensing contents is <
V𝑙𝑜𝑤, Vℎ𝑖𝑔ℎ >, V𝑙𝑜𝑤 ≤ Vℎ𝑖𝑔ℎ. According to the precision
requirement of the WSN environment, we define the value
range represented by one bit: len. Then, the number of bits
required in the environment is defined as nbit and satisfies
formula (1).

𝑛𝑏𝑖𝑡 = ⌈ (Vℎ𝑖𝑔ℎ − V𝑙𝑜𝑤 + 1)
𝑙𝑒𝑛 ⌉ (1)

Assuming the value of a sensing content is 𝑉𝑘, 𝑉𝑙𝑜𝑤 ≤ 𝑉𝑘 <𝑉ℎ𝑖𝑔ℎ, then its bit position is defined as POSbit. We set “1” at
the corresponding bit of C Value: POSbit. Apparently, POSbit
can be calculated according to 𝑉𝑘, namely,

𝑃𝑂𝑆𝑏𝑖𝑡 = ⌈ (V𝑘 − V𝑙𝑜𝑤 + 1)
𝑙𝑒𝑛 ⌉ (2)

For instance, some sensors are used to monitor the environ-
ment temperature, and its value range for sensing value is <1,
40>. As shown in Figure 2, we use each bit to represent five
temperature values. According to formula (1), 𝑛𝑏𝑖𝑡 = ⌈(40 −1 + 1)/5⌉ = 8, so 8 bits are needed to store the sensing
content for the above value range. Then, in light of formula
(2), the corresponding POSbit of the sensing content “3

∘C” is
1, (𝑃𝑂𝑆𝑏𝑖𝑡 = ⌈(3 − 1 + 1)/5⌉ = 1), and the POSbit of “34∘C” is 7,
(𝑃𝑂𝑆𝑏𝑖𝑡 = ⌈(34 − 1 + 1)/5⌉ = 7). Therefore, “3∘C” and “34∘C”
are represented as “10000000” and “00000010”, respectively.

In this paper, BIM uses each bit to represent a value
range. Compared with traditional DEVR, BIM improves
the description accuracy of sensing contents under certain
conditions. According to the example shown in Figure 2, it is
assumed that there are two sensor nodes in a subtree whose
temperatures are 3∘C and 34∘C. In DEVR, the merging value
is expressed as <3, 34>, and it is “1000010”in BIM.

Definition 3. Content range (CR) depicts a specific sensing
content, which includes a number of “0/1” bits.

CR is used in the following 2 cases:

(1) When stored in a node, CR describes the sensing
content range of one sensor node or a subtree with
many nodes. For any tree nodeNk, it storesCR of each
direct son node.Then,Nk calculates and stores theCR
of the subtree rooted at itself.

(2) When embedded in notification messages, CR de-
scribes the rule of the processing nodes. A content-
based notification message always carries a CR that is
used to restrict the sensor nodes dealing with it.

Definition 4. Multicast Message Based on Sensor Content
(MSGmulti) is a kind of notification message sent to a set of
sensor nodes whose sensing value matches the CR carried by
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Figure 2: A storage example of BIM.

the message.MSGmulti is a broadcasting message when its CR
covers the whole content value range, which is received and
processed by each node.

Definition 5. Anycast Message Based on Sensor Content
(MSGany) is a kind of notification message sent to any one of
the sensor nodes whose sensing value matches theCR carried
by the message. MSGany only need to be processed by one
node.

Note that all notification messages are regarded to be sent
from sink node.

3.2. Transmission Mechanism Design

3.2.1. Contents Aggregation. In CEMT, it must be first imple-
mented that sensing contents are collected and aggregated
at roots of all subtrees in WSNs, which forms the base of
content-based message transmission. In tree-like topologies,
nodes implement sensing contents aggregation periodically
in any subtree. Eachnode, on behalf of all nodes, belongs to its
subtree and reports the CR of the whole subtree to the direct
father node at regular intervals. Therefore, any node in the
tree topology stores the CR of the subtree rooted as it. Set the
reporting period for the sensing contents as Treport, and the
node roles are defined as follows.

(1) Leaf node reports the latest sensing value to the direct
father node at each period of Treport .

(2) Sink node monitors the sensing contents reported by
direct son nodes and then renews and stores CR of
each subtree.

(3) Other nodes (neither leaf node nor sink node). On
the one hand, the nodemonitors the sensing contents
reported by direct son nodes and then renews and
stores CRs of each subtree. On the other hand, it
aggregates CRs of all son nodes and itself before
reporting the aggregated CR of the subtree rooted as
it to its direct father node at each period of Treport .

3.2.2. Messages Transmission Based on Sensing Contents.
Generally, the message transmission in WSNs is grouped
into two types in terms of transmission direction: (1) being
sent to sensor nodes from sink node; (2) being sent to
sink node from sensor nodes. In the tree topology of this
paper, the above two types of transmissions are upstream
messages from tree nodes to root node and downstream
messages from root node to leaf nodes (destination may be
a nonleaf node). Upstream messages are always sent along
parent nodes, which is unassociated with sensing content

and relatively simple. Therefore, we omit the discussion of
upstream messages and only focus on downstream multicast
messages and anycast ones.

We take Figure 3 as an example to introduce the trans-
mission procedure of content-based messages. Each node has
sensing content value of itself, which is labeled under the
node (ellipse). In addition, each node stores the aggregated
CR of its subtree, which is labeled above the node (rectangle).

(1) Transmission of MSGmulti.Themessage transmission starts
from sink node, which sends the message to all subtrees
satisfying content conditions in view of CRs of each subtree
stored in them. After that, the above work is implemented to
tree leaf nodes layer by layer. For example, in Figure 3, sink
node (N1) sends a MSGmulti (CR = 10000000) to all nodes
satisfying the requirement. Blue blocks describe the sending
procedure in Figure 3. Note that since N3 does not meet the
CR condition, it only forwards the message without dealing
with it.

(2) Transmission of MSGany. A MSGany starts from the sink
node too. It is sent to a certain subtree satisfying content
requirement. The transmission is implemented to tree leaf
layer by layer. When a node receives aMSGany, it will stop the
transmission if the sensing content (CR) of itself meets the
rule of the MSGany. For instance, in Figure 3, the sink node
(N1) sends theMSGan y (CR = 01000000) in the tree topology.
Red blocks describe the sending procedure in Figure 3. Note
that the transmission procedure is stopped in N9 because N9
satisfies the CR carried by theMSGany. Moreover, because the
MSGany only needs to be sent to one receiving node, N4 send
it to N9 and do not send it to N10.

4. Detailed Design

In CEMT, IP unicast rather than IP multicast is used to
transmit IP packets between adjacent nodes. The main
considerations are as follows. At first, messages transmission
may correspond to different IP multicast groups so that
the protocol maintenance cost for multicast groups is high.
Moreover, IP multicast transmission brings additional work
on unrelated nodes which spend lots of resources on invalid
packets processing.

4.1. Sensing Contents Aggregation. For a nonleaf node, Nk, it
receives sensing contents messages reported by its son nodes.
Firstly, it records CR of each son node, and this information
constitutes content routing entries (RTS) for subtrees, which
is expressed as

𝑅𝑇𝑆𝑖 = ⟨𝐶𝑅𝑖, 𝐼𝑃𝑖⟩ , 1 ≤ 𝑖 ≤ 𝑛. (3)
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Figure 3: The transmission of theMSGmulti andMSGany in CEMT.

1 get the 𝐶𝑅𝑛𝑜𝑡𝑖𝑓𝑦 from 𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖;
2 for (𝑖 = 0; 𝑖 ≤ 𝑛; i++)
3 if ((𝐶𝑅𝑛𝑜𝑡𝑖𝑓𝑦&𝐶𝑅𝑖) ! = 0)
4 if (𝑖 == 0)
5 process 𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖 in this node;
6 else
7 send the 𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖 to the ith sub-node;
8 return;

Algorithm 1: Multicast notification deal (𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖).

Among them, n is the number of son nodes of Nk, and RTSi
is the ith routing entry for its ith subtree.

At the same time, Nk has CR of itself, which is stored as
RTS for processing convenience, i.e.,𝑅𝑇𝑆0 = ⟨𝐶𝑅0, 𝐼𝑃0⟩. Note
that IP0 has no practical significance, and the value of which
is set to 0.

After that, Nk aggregates CRs of all its subtrees and itself,
which is described as formula (4). “⊕” is an “OR” operation
symbol for “0/1”. Certainly, Nk also reports the aggregated CR
to its parent node.

𝐶𝑅𝑠𝑢𝑏𝑡𝑟𝑒𝑒(𝑘) = 𝐶𝑅0 ⊕ 𝐶𝑅1 ⊕ 𝐶𝑅2 ⊕ ⋅ ⋅ ⋅ ⊕ 𝐶𝑅𝑛 (4)

In Figure 3, the CR of N3 is “00100000”, and it has two sub-
trees whose CRs are “10010000” and “10000000”. Therefore,
the 𝐶𝑅𝑠𝑢𝑏𝑡𝑟𝑒𝑒(3) equals “10110000”, which is calculated as
formula (5).

𝐶𝑅𝑠𝑢𝑏𝑡𝑟𝑒𝑒(3) = 00100000 ⊕ 00100000 ⊕ 10000000 (5)

4.2. Processing of MSGmulti. When Nk receives aMSGmulti, it
will get the content range from the packet, that is, CRnotify.
Firstly, Nk judges whether it needs to process the message
itself. If the result of CR0 and CRnotify is greater than 0, it
can be concluded that Nk meets the content condition of
the notifying message, and the message should be processed
by Nk. Moreover, Nk analyzes whether each subtree satisfies
CRnotify and forwards the MSGmulti to all subtrees matching
the content rule. The basic algorithm of processing the
MSGmulti is described in Algorithm 1.

4.3. Processing of MSGany. The processing procedure is sim-
ilar to that of the MSGmulti. When Nk receives a MSGany, it
will get the content range from the packet, that is, CRnotify.
At first, Nk judges whether there is a need to process the
message by itself.The judgingmethod is the same as the above
description. If Nk matches the content rule of the MSGany, it
will process the notifying message without forwarding it to
any other nodes. Otherwise, Nk selects an arbitrary subtree



6 Wireless Communications and Mobile Computing

1 get the 𝐶𝑅𝑛𝑜𝑡𝑖𝑓𝑦 from 𝑀𝑆𝐺𝑎𝑛𝑦;
2 for (𝑖 = 0; 𝑖 ≤ 𝑛; i++)
3 if ((𝐶𝑅𝑛𝑜𝑡𝑖𝑓𝑦&𝐶𝑅𝑖) ! = 0)
4 if (𝑖 == 0)
5 process 𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖 in this node;
6 else
7 send the 𝑀𝑆𝐺𝑚𝑢𝑙𝑡𝑖 to the ith sub-node;
8 break;
9 return;

Algorithm 2: Anycast notification deal (𝑀𝑆𝐺𝑎𝑛𝑦).
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Match the content
condition of message
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in this node
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End
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yes no

yes no
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Figure 4: Message processing flow in the sensor node.

satisfying the content rule and forwards the message to the
corresponding son node. Note that Nk forwards the MSGany
to only one subtree because it is an anycast message. The
basic algorithm of processing the MSGany is described in
Algorithm 2.

In summary, the message processing flow in CEMT is
given as Figure 4.

5. WSNs with Multidimensional
Sensing Contents

In WSNs, we often deploy various kinds of sensor nodes
to monitor different sensing contents, which constitute a
subnet together. These nodes provide packets forwarding
services for each other, which greatly enhances utilization
of network transmission resources in LLN (low-power and
lossy networks). As shown in Figure 5, temperature and light
are monitored at the same time in a WSN subnet. Circular
nodes and square nodes monitor temperature and light of

 0
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Figure 5: A WSN subnet with multiple types of sensor nodes.

the corresponding circumstances, respectively. Two types of
nodes are mixed together to construct networks in order to
reduce the number of sensor nodes and extend the sensing
scope. Undoubtedly, the sink node (tree root) supports both
sensing contents.
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While transmitting content-based messages, CEMT con-
structs a special logical tree for the same sensing contents,
and notification messages are transmitted along the tree.
Intrinsically, constructing the logical tree is to form the
logical parent-child relationships among sensor nodes with
the same sensing contents.

Definition 6. Belonging relationship of nodes: if Ni is in the
subtree rooted as Nj, Ni belongs to Nj, or Nj administer Ni,
which is expressed as 𝑁𝑖 ≺ 𝑁𝑗. In Figure 5, some belonging
relationships are denoted as 𝑁3 ≺ 𝑁1, 𝑁9 ≺ 𝑁1.
Definition 7. Logical father-son relationship: Ni and Nj are
the same kind of nodes in tree topologies. Ni is the son node
ofNj which is expressed as𝑁𝑖 ⊲ 𝑁𝑗. Certainly,Nj is the father
node of Ni.

Given two nodes of the same type: Ni, Nj, and 𝑁𝑖 ≺ 𝑁𝑗,
then

¬ (∃𝑁𝑘 | 𝑁𝑖 ≺ 𝑁𝑘 ∧ 𝑁𝑘 ≺ 𝑁𝑗) => 𝑁𝑖 ⊲ 𝑁𝑗 (6)

The methods judging the logical father-son relationship are
as follows.

(1) Logical father node of Nk is the nearest node with
the same type to Nk on the path (only one path)
from Nk to the root node. “The nearest” means the
minimum hops. Obviously, the root node of a tree has
no father node, and a nonroot node has one and only
one logical father node. In Figure 5, the father node of
N11 is N2.

(2) Logical son node of Nk is the nearest node with the
same type on the path from Nk to each leaf node.
Obviously, in a logical tree, any nonleaf node has one
or more logical son nodes. There may be a logical son
node on each path to leaf nodes. In Figure 5, N1 has
two son nodes: N3 and N10.

In light of the above analysis, the WSN subnet with multiple
types of sensor nodes can be split into multiple logical trees
with different content types. For instance, theWSN subnets in
Figure 5 are split into two logical trees shown as Figure 6.The
lines in Figure 6 represent the logical father-son relationships
rather than the physical connection.

InWSNenvironmentswith various types of sensor nodes,
the transmission of content-based notification messages is
implemented in view of the above-mentioned logical trees.
Algorithm 3 depicts how a node gets its logical son nodes.
In this circumstance, one node may have so many logical
son nodes that its load is too heavy. Certainly, we can adjust
the tree topology to avoid this problem.This paper omits the
details here.

Because IP unicast is used to transmit IP packets between
a father node and its son nodes, content aggregation and
message transmission are compatible with the mechanism
described in Section 3. In Figure 5, it is assumed thatN0 sends
aMSGmulti toN4 and thenN4 forwards it toN9 .Therefore, two
unicast IP packets exist. The source IP and destination IP of
the first two packet are (IP0, IP4) and (IP4, IP9), respectively.

6. Experiments and Analyses

Table 1 shows a list of notations used in the following analysis.
Set the layer number of sink nodes to be 0 and take the
layer number of the lowest node equal to Lmax. Consequently,
there are total (Lb+1) layers in the tree-like topology. CEMT
introduces extra storage cost forRTSs (content routing entries
for subtrees). IP addresses of direct son nodes are inherently
stored in nonleaf nodes, which can be utilized for RTS.
Therefore, the extra storage cost of each node in CEMT is
mainly CRs (content range) of its direct subtrees. In general,
one CR only needs 1 byte. We analyze average storage cost of
nodes on the same layer, which is shown in formula (7).

𝐴𝑉𝑆𝑖 = {{{
𝑆 ∗ ( 𝑁𝑖+1𝑁𝑖 + 1) , 𝑖 < 𝐿𝑏
𝑆, 𝑖 = 𝐿𝑏

(7)

If the topology is a fulln-ary tree, the storage cost of eachnode
is described in formula (8). Each leaf node only stores one
CR for itself. Obviously, storage cost of one node in CEMT is
only related to the number of its direct subtrees and does not
change with the number of its descendants nodes.

𝑆𝑖 = {{{
𝑆 ∗ 𝑛, 𝑖 < 𝐿𝑏
𝑆, 𝑖 = 𝐿𝑏 (8)
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1 Nk.current physical node = 1; // 1th physical son-node is being handled currently
2 push Nk into the stack: s;
3 while (s is not empty)
4 get the uppermost element of s: Ncurrent;
5 i = Ncurrent.current physical son;
6 get the ith physical son node of Ncurrent: Ntmp;
7 if (Ntmp.type != content type)
8 if (Ntmp has at least one son node)
9 Ntmp.current physical son = 1;
10 push Ntmp into s;
11 else
12 construct father-son relation: Ntmp is logical-son-node of Nk;
13 if (Ncurrent has another physical node)
14 Ncurrent.current physical node = i++;
15 else
16 pop Ncurrent from s;
17 return;

Algorithm 3: Get logic son nodes (Nk, content type).

Table 1: Notations for analysis.

Symbols Description
Lb layer number of nodes at the bottom of topology tree
S number of bytes of one “content range”
Ni nodes number in ith layer
AVSi/Si (average) storage for content range of one node in ith layer𝑆𝑇𝑗(𝐶𝑅) The number of subtrees in jth layer satisfying CR (average value)
Lmin(CR)/ Lmax(CR) The layer number (average value) of the node which is the nearest /the farthest away from sink in every branch

We analyze the number of nodes dealing with one content
message for a given CR. When 𝐿𝑚𝑎𝑥(𝐶𝑅) = 0 or 𝐿𝑚𝑖𝑛(𝐶𝑅) =0, no node satisfies the content condition. For a MSGany,
the number of nodes handling it is 𝐿𝑚𝑖𝑛(𝐶𝑅) + 1. When𝐿𝑚𝑖𝑛(𝐶𝑅) = 0, only sink nodes deal with the MSGany. For a
MSGmulti, the number of nodes handling the message is

1 + 𝑙max(𝐶𝑅)∑
𝑖=1

𝑆𝑇𝑖 (𝐶𝑅) (9)

The key contributions of CEMT are to lessen the number
of processing nodes and reduce the transmission time of
content-based messages. We carry out related experiments
and analyze through MATLAB. Topologies of complete n-
ary trees are used to analyze the performance of CEMT.
Sensing content values of nodes are generated randomly. We
compare three transmission methods: CEMT, DEVR, and
the traditional routing mechanism based on node identity
(TRID). For the same topology and sensing contents, we
analyze and compare the results of three methods, including
processing node number and the transmission delay of
notification messages.

When a node sends a message to its multiple descendant
nodes, we assume that it carries out transmissions from left
to right, and all nodes receiving the message deal with it in
parallel. At the same time, the time that the node sends to
the child node is always equal: 1 unit time. In Figure 7, N1
wants to advertise a message to all nodes. Then, how many
units of time each node gets the message are marked above

the node. For instance, N5 gets the message in the 3rd unit
time. For instance, N5 gets the message in the 3rd cycles from
the beginning of transmission at N1.

Aiming at the above performance indicators, three mech-
anisms including CEMT, DEVR, and TRID are compared.
In Figure 8, we analyze the number of nodes processing
messages and transmission delay through a network with
50 sensor nodes. In these experiments, the nodes are con-
structed into a 3-ary tree, and all sensing values are generated
randomly.

In Figure 8(a) for transmission of the MSGmulti, TRID
must send theMSGmulti to all nodes to process it. In contrast,
CEMT and DEVR only need a few nodes to process the
message based on content range rules, and the former is fewer
because of its more accurate description of the sensing
contents. According to our measurements, the average trans-
mission delay of a single hop is about 0.05s. Thus, the
whole transmission delay of onemessage could be calculated.
In Figure 8(b), CEMT still has the best performance on
transmission delay for the MSGmulti, and it usually takes less
time than half of TRID.

The experiments results forMSGany are shown in Figures
8(c) and 8(d). In most cases, CEMT makes the message
processing nodes fewer while ensuring the completion of
notification transmission. In general, its transmission delay
is also less than other two mechanisms.

As we can see, there are some overlapping points between
CEMT and DEVR in Figures 8(a) and 8(b). For the two
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Figure 10: Processing nodes number and transmission delay in trees with different bifurcation number.
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mechanisms, the number of nodes processing a message is
related to 3 factors: the network topology, sensing contents
of nodes, and the CR of the message. In most cases, there
are fewer processing nodes for a message in CEMT than in
DEVR. However, sometimes there are the same processing
nodes in two mechanisms.

In the example shown in Figure 9, the range of the
temperature sensing value is <1, 40>. In CEMT, each bit
represents 5 temperature units. In addition, the CRs stored
in the key nodes (N2, N3) have been given in the figures.
The sink node wants to send nodes a MSGmulti. The CR of
the message is <16, 19> in DEVR, which is equivalent to
“00010000” in CEMT. In Figure 9(a), no matter in CEMT or
DEVR, there are 3 nodes processing theMSGmulti : N2, N4, and
N5. However, in Figure 9(b), the MSGmulti will be sent to 3
nodes, N2, N4, and N5, in CEMT, and sent to 4 nodes, N2,
N3, N4, and N5, in DEVR.

Then,we analyze processing nodes number and transmis-
sion delay for one notification message in trees with different
bifurcation number (3-ary tree ∼ 8-ary tree). As shown
in Figure 10, CEMT always achieves the best performance
among three mechanisms.

7. Conclusions

Transmission of notificationmessages is implementedmainly
around sensing contents. In this paper, we present a noti-
fication transmission mechanism based on sensing content
(CEMT) in WSNs to improve the notifying efficiency, such
as reducing processing nodes, transmission time, and energy
consumption. At first, sensing contents are divided into two
types: continuous sensing value and discrete sensing value.
After that, a sensing content storage method called BIM is
proposed, which can support the above two values simul-
taneously. In addition, we define two kinds of notification
messages: multicast messages and anycast messages. CEMT
collects and aggregates sensing contents at root nodes of all
subtrees. Thus, CEMT accurately sends messages to nodes
meeting corresponding rules through content routing of tree
nodes. Furthermore, in CEMT, various kinds of sensor nodes
monitoring different sensing contents may be mixed to make
up a subnetwork. In this environment, we construct multiple
logical trees with the same sensing contents, and notification
messages are transmitted along their logical trees.
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We consider the problem of increasing the data collection frequency of aggregation convergecast. Previous studies attempt to
increase the data collection frequency by shortening the completion of a single data collection cycle. We aim at increasing the
frequency at which data collection updates are collected by the use of pipelining and, consequently, increasing the overall data
collection frequency and throughput. To achieve this, we overlap the propagation schedule of multiple data snapshots within the
same overall schedule cycle, thus increasing parallelism through pipelining. Consequently, the effective data collection time of an
individual snapshotmay span overmultiple, successive, schedule cycles. To this end, wemodify the aggregation convergecastmodel,
decoupling schedule length, and data collection delay, by relaxing its precedence constraints. Our solution for this new problem
involves the unconventional approach of constructing the schedule before finalizing the exact form of the data aggregation tree,
which, in turn, requires that the schedule construction phase guarantees that every node can reach the sink.We compare our results
using snapshot pipelining against a previously proposed algorithm that also uses a form of pipelining, as well as against an algorithm
that though lacking pipelining, exhibits the ability to produce very short schedules. The results confirm the potential to achieve a
substantial throughput increase, at the cost of some increase in latency.

1. Introduction

A commonplace application of Wireless Sensor Networks
(WSNs) is the collection of values, e.g., one measurement
from each sensor, to a sink node. The underlying protocol
is termed convergecast. To execute convergecast, it is useful
to route packets along paths from sensors to the sink and to
enforce a transmission schedule, such that concurrent trans-
missions do not result in collisions (at the intended receivers).

A particular variety of the data collection problem calls
for the extraction of a subset of values to summarize/describe
the entire set of measurements across all sensors. This is
loosely termed aggregation. For a given network, several dif-
ferent spanning trees can be used to route data and perform
aggregation on the way to the sink, i.e., different aggregation
trees.The aggregation convergecast scheduling problem is con-
cerned with determining the best aggregation tree in terms of
schedule length required to collect a single set of data (a “snap-
shot”) from the nodes to the sink. The output of aggregation

convergecast scheduling is a schedule of transmissions and
a corresponding, spanning, aggregation tree. The produced
schedule is a “one-shot” schedule; i.e., it dictates all necessary
transmissions to collect a single “snapshot” of data to the sink.
It is therefore implied that, for any ordinary application in
which we are interested in continuous data acquisition, this
schedule is periodically repeated. We can therefore assume
that this periodic repetition is taking place back-to-back, and
we can think of each execution of the schedule as a “cycle.”

To construct the schedule we need to consider the nature
of wireless media, which imposes restrictions due to the
collisions/interference when transmissions from multiple
neighboring nodes towards the same receiver occur concur-
rently.We will call the restrictions arising out of the impact of
interference resource constraints, because they enforce access
decisions of the shared wireless resource.

Additionally, in aggregation convergecast, leaf nodes
transmit their measurements to their parent nodes. Interior
nodes of the tree perform the aggregation operation on the
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values arriving from their children (and their own value)
and transmit the aggregation result to their parent node. The
constraints of forcing parent nodes to wait for the results
from all their designated children to be received, before they
produce and transmit the aggregation result, will be called
precedence constraints.

The solution approach used in the relevant literature is
to decompose the problem into two phases: the first one
constructs an aggregation tree (i.e., determines the routing),
and the second one determines the transmission time of each
node (i.e., scheduling). Both phases rely on heuristics. Two
important aspects are, sometimes implicitly, assumed: (a) that
it is necessary to define an aggregation tree first in order
to obtain a schedule and (b) that the strict enforcement of
precedence constraint has to be satisfied within the timespan
of a schedule cycle. Some solutions obtain the schedule and
tree simultaneously but never schedule first and aggregation
tree later.

Aggregation convergecast schedule has, thus far, been
interested in a single, isolated, collection of all sensor data to
the sink, and hence focused on completing the collection in
the shortest amount of time. While this approach is desirable
for some classes of applications, it does not serve other appli-
cations, such as the continuously running data aggregation
queries. Continuously running queries can benefit from the
ability to collect data samples more frequently from the entire
sensor field, in order to allow a finer temporal reconstruction
of the observed phenomenon. Such applications demand
higher sampling rate, i.e., a higher rate of snapshots collected
per unit of time and hence higher throughput data collection.
In fact, wemay even be willing to accept a longer lead-in time
for the first snapshot to be collected as long as the snapshot
collections can be performed at a higher rate.

To accomplish the stated goal, we will relax the enforce-
ment of the precedence constraints within a single schedule
cycle. At the same time, we introduce a form of pipelin-
ing, allowing multiple, separate, data snapshots to be inde-
pendently propagated and gradually, separately, aggregated
within the network.The distinct snapshots do not “mix”; i.e.,
they propagate in FCFS order and are aggregated separately
from each other. Since the solution proposed considers satis-
fying the totality of precedence constraints over a timespan
of multiple, consecutive, scheduling cycles, we will call the
constituent successive repetitions of the overall transmis-
sion schedule as the microschedules. A characteristic of a
microschedule commonwith the original definition of aggre-
gation convergecast schedule is that, within a microschedule,
each node transmits exactly once. The difference is that the
order of transmissions scheduled in one microschedule are,
typically, inadequate to satisfy all the dependency constraints.
Multiple successive microschedules are needed to complete
a single snapshot aggregation. The upside is that, within
a microschedule, several snapshots may be in the process
of being concurrently collected/aggregated. Additionally, as
will be later seen, the production of shorter microschedules
implies smaller intersnapshot time and, hence, higher overall
throughput.

The intuition in support of pipelining being advantageous
is based on the spatial reuse of the medium in a multihop

wireless network. A simplified example of the benefits of
pipelining is shown in Figure 1. The throughput of a solution
without using pipelining is 1/7, as seen in Figure 1(b)
(one completed snapshot for every 7 slots). The throughput
increases to 1/4 in Figure 1(c) using pipelining. In Figure 1(c),
node 13 transmits the aggregation (for one particular snap-
shot), at time T11, while node 12, which feeds 13, transmits
after node 13 (at time T12), violating the precedence constraint.
However, if we consider that the transmissions of nodes 12
and 13 refer to different (in this case consecutive) snapshots,
the precedence constraints between nodes 12 and 13 for the
same snapshot are satisfied, albeit over two consecutive
(micro)schedule cycles.The tree topology depicted in Figure 1
is, relatively speaking, trivial to pipeline. As we will see
in subsequent sections, our snapshot pipelining technique
applies to arbitrary connected graphs.

The contributions of our studywith respect to aggregation
convergecast scheduling are the following:

(i) We extend and propose a new optimizationmodel for
aggregation convergecast by the following: incorpo-
rating the notion of snapshots in the model, relaxing
the restriction of single data collection cycle, decou-
pling throughput from delay, and accounting for the
buffering occurring in the network.

(ii) We present a new paradigm for the two-phase ap-
proach model in aggregation convergecast, by invert-
ing the phases (scheduling first and routing latter)
while adopting a node activation scheduling model
(compared to the use of link activation model).

The current paper is a significantly expanded version based
on our earlier work [1]. Specifically, it contributes towards the
following directions:

(i) It introduces a formal model of the underlying opti-
mization problem. This model requires the introduc-
tion of the new concepts of: snapshot, microschedule,
aggregation sojourn metric, and the snapshot sequence
constraint (Section 3.2);

(ii) It provides added explanation through examples of
snapshot pipeling (Section 3.3);

(iii) It presents the complexity analysis for the proposed
heuristic algorithm (Section 4.1);

(iv) It performs a comparison against the optimal solu-
tion for small networks, and the refinement of a
corresponding constraint programming model (Sec-
tion 5.2);

(v) It supplements the performance results with a study
of energy consumption characteristics of the solutions
produced by the heuristic (Section 5.3).

The remaining of the paper is organized as follows.
Section 2 presents related work. Section 3 contains the aggre-
gation convergecast model, definitions, and related concepts.
The proposed algorithm is described and discussed in Sec-
tion 4. Extensive simulations and consequent results and
findings are presented in Section 5. Finally, Section 6 con-
cludes the paper.
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Figure 1:Throughput improvement using pipelining in an example tree topology. In (a) the edge labels (T𝑖) correspond to time slots in (b) and
(c). The numbers in (b) and (c) indicate which node transmits. “Stacked” transmissions occur within the same time slot. The microschedule
length in (c) is four slots long. Note the increased network utilization, i.e., more concurrent transmissions, in the pipelined schedule compared
to the nonpipelined schedule.

2. Related Work

An extensive body of work exists on the aggregation con-
vergecast problem. The problem complexity has been deter-
mined by Chen et al. [2, 3] and, recently, revisited by Bramas
et al. [4], where it is shown to be NP-hard. Several different
heuristics have been devised to address the problem. Some
authors adopt a centralized approach [2], while others offer a
distributed solution [5]. The interference model varies from
one author to the next. The protocol interference model is
used in [6], while the physical interference model is adopted
in [7]. Most works adopt a single channel convention, but
multifrequency solutions have also been investigated [8].

The construction of the aggregation tree is the most stud-
ied subject. Shortest Path Tree (SPT) is the preferred choice
in [2, 9], while a ConnectedDominating Set (CDS) based tree
is used in [7]. It has also been suggested that trees satisfying
different criteria be combined in a single logical topology.
One example is the combination of SPT with a Minimum
Interference Tree (MIT), proposed in [10]. Another possible
criterion guiding the construction of the aggregation tree is
the tree’s impact on energy use, as used, e.g., in [11].

We consider three relevant aspects for the purpose
of comparison with the current work: the relaxation of

precedence constraints; the sequence (order of steps) to
obtain a solution (node scheduling first, aggregation tree
later); and the use of pipelining. With respect to the first
aspect, most works explicitly force parent nodes to only
transmit after they have received the transmission from all
their designated children [9], while other works use the same
restriction implicitly [12, 13]. On the second aspect, to the
best of our knowledge, with the exception of our earlier
work [1], no previous algorithms decide first about the node’s
transmission time/schedule and later about the aggregation
tree. On the third aspect, we did not locate in the literature
a solution proposing pipelining, except in [10], even though
their use of pipelining first commits to an aggregation tree
and subsequently creates a pipelined schedule over this tree.
We did not find a single work that jointly combines the three
aspects mentioned.

Even though the work described in [14] bears similarity
to our work, it primarily deals with network capacity, and
the scheduling and routing are obtained after a cell-based
network partition is performed, essentially overlaying a grid
topology on the communication graph, and subsequently
using Compressive Data Gathering (not used in our work).
The work of [15] proposes the algorithms LPIPE (line
topology) and TPIPE (tree topology) to deal with pipeline
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scheduling, but their model does not use any form of aggre-
gation.

Since the closest to our work is [10], in the interest of
completeness, we provide a summary of its operation. The
aggregation tree constructed is called a Bounded-Degree
Minimum-Radius Spanning Tree (BDMRST). The aggrega-
tion tree uses bicriteria optimization to combine a Shortest
Path Tree and a Minimum Interference Tree. The optimal
aggregation tree construction is formulated as follows: given
a threshold on the maximum node degree, the objective is
to minimize the maximum number of hops (radius) in the
tree. Subsequently, the aggregation tree is used as the basis
for multichannel scheduling. The WSN deployment area is
divided into a set of square grid cells. First, frequencies are
assigned to receivers of the tree on each cell, and then a
greedy time slot assignment scheme is employed for each cell.
The scheduling algorithm does not require the precedence
constraint; instead, a pipeline is established for the sink to
receive aggregated data from all nodes.

3. Network Model

Let a WSN aggregation convergecast application be defined
as an application over a network connectivity graph 𝐺. The
network connectivity is captured by an undirected connected
graph𝐺 = (𝑉, 𝐸), where𝑉 represents the set of vertices/nodes
and 𝐸 represents the set of edges. That is, there are 𝑛 =
|𝑉| nodes. The edges capture the physical topology and are
assumed to be bidirectional. We assume, for the sake of this
work, that all vertices of 𝑉 contribute to the data collection.
The collection occurs along a subset of the edges, 𝐸, which
defines a subgraph 𝑇 = (𝑉, 𝐸), the aggregation tree, and a
single node V𝑠 ∈ 𝑉 which is the sink that receives the col-
lected and aggregated data. All nodes have precise knowledge
about time, such that each node V𝑖 transmits exactly on its
allowed time slot, 𝑟. No partial transmission or segmentation
is allowed. Every transmission from node V𝑖 begins and ends
during the time slot 𝑟. Each time slot 𝑟 has a duration of one
time unit.

All nodes operate on a single channel. Each node V𝑖
includes a transceiver capable of half-duplex communication.
The, so-called “primary” interference represents the inability
of a half-duplex transceiver to concurrently receive and
transmit. Further, we also assume the protocol interference
model, as in [10], according to which a potential receiver
node can successfully receive a transmission only if one, and
only one, of its neighboring nodes (as per the connectivity
graph) is transmitting. If multiple of its neighboring nodes
transmit simultaneously, the result is a collision and none of
the concurrent transmissions are received. This is in contrast
to the physical interference model where the outcome of
the simultaneous reception of transmissions from multiple
neighbors depends on the relative received signal strengths of
the transmissions.The protocol interference model collisions
are sometimes called secondary interference.

Definition 1. Let a snapshot 𝑠𝑘 be defined as the union of the
set of values sensed by the network sensors at the same instant
in natural time. 𝑘 captures the snapshot sequence order, and

it corresponds to the values of the sensors at a particular
time instant, 𝑡. A snapshot does not imply any aggrega-
tion operator (e.g., MAX, MIN, and AVG). The aggrega-
tion operator is defined by the application.

Definition 2. The collection delay Δ is the difference between
the time when a snapshot (simultaneous sensor measure-
ments across all nodes) is taken and the time when the sink
node has received all the (aggregated) data related to this
snapshot.

Definition 3. Precedence constraint is a restriction according
towhich once a node transmits aggregated data of a particular
snapshot, it can no longer be the destination for any transmis-
sions related to the same snapshot.

Definition 4. An aggregation convergecast schedule employs
snapshot pipelining if the nodes can begin to transmit data
of the next snapshot 𝑠𝑘+1 before the previous snapshot 𝑠𝑘 has
been completely received by the sink.

Definition 5. The time difference, as perceived by the sink,
between the complete reception of the snapshot 𝑠𝑘 and the
complete reception of the next snapshot 𝑠𝑘+1 represents the
intersnapshot delay 𝛿. It also represents the microschedule
length.

For the system to be stable in the queuing sense, the rate at
which snapshots are created and introduced into the network
should match the rate at which they are delivered to the sink.
Hence, 𝛿 is a property of the particular schedule which, in
turn, defines how frequently the snapshots can be generated
and delivered, i.e., a metric of throughput. After a possible
initial transient when the first snapshots start propagating
through the network, we reach a steady state, whereby the
pipeline is fully utilized and snapshots periodically reach the
sink. It is trivial to note (by contradiction) that in steady state
the intersnapshot delay is equal to the schedule length; i.e.,
𝛿 = 𝑙.
Definition 6. A microschedule is a transmission schedule
that describes the overlap, across time, of the concurrently
progressing data collection and aggregation of multiple, but
separate, data snapshots. The system continuously repeats
themicroschedule. Amicroschedule must fulfil the following
requirements: (1) each node transmits once and only once,
(2) the resulting schedule satisfies the snapshot sequence con-
straint, and (3) the resulting schedule satisfies the reachability
constraint.

A specific description of (2) and (3) is given inDefinitions
8 and 9. Intuitively, the snapshot sequence constraint is the
FCFS property of the snapshots as they propagate through
individual nodes and up to the sink, while reachability con-
straint is the property that there exists a path of collision-free
transmissions such that from any node we can reach the sink,
even if this traversal would involve multiple successive micro-
schedules to complete.

Pipelining is achieved by having more than one snapshot
propagating through the network during each microschedule
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Figure 2: Schedule solution for an 8-node graph example without pipelining (Δ = 𝛿 = 5).

period, and henceΔ ≥ 𝛿 (= 𝑙), noting that, in previous works,
Δ = 𝛿 = 𝑙.
Definition 7. The pipeline throughput, 𝐶, is the ratio of the
amount of data transmissions involved in a single snapshot
collection, over the intersnapshot delay, i.e., 𝐶 = 𝑛/𝛿, where
𝑛 is the number of nodes. It can be understood as the data
collected per unit of time by the sink node.

In the following, the count 𝑛 includes the sink node,
and 𝛿 includes a slot in which a pseudotransmission of the
sink node to itself is introduced to delineate the end of each
snapshot collection epoch. Without loss of generality, one
could use 𝑛 − 1 for the metric to count “real transmissions,”
i.e., transmissions as those in Figure 1. However, the inclu-
sion of sink pseudotransmission makes for a more elegant
presentation, and it is adopted from this point onwards.
That is, the total number of nodes includes the sink, and a
self-transmission from sink to itself is included in the slot
immediately following the last reception from its children.
This self-transmission, being virtual, is not subjected to any
collision/interference constraints.

As an example, consider the topology shown in Fig-
ure 2(a), where node 1 is the sink node. The optimal solution
for the conventional aggregation convergecast problem is
shown in Figure 2(b). The aggregation tree is represented by
solid arcs between the nodes. The schedule is illustrated by
the label next to each arc of the aggregation tree (except for
the sink node pseudotransmission at time T5). Essentially
T5 indicates the first time slot at which the aggregated data
can be made available. The conventional schedule (the same
of the microschedule without pipelining) is presented in
Figure 2(c). The colors and the W𝑖 notation indicate distinct
snapshots (“waves”). Clearly, in Figure 2(c) there is only one
snapshot being collected.

Figure 3 presents a solution for the same topology using
the snapshot pipelining technique. The aggregation tree and
the node transmission time are shown in Figure 3(a). Fig-
ure 3(b) provides the detailed view of how the scheduling will

unfold. The complete data gathering is executed across two
consecutivemicroschedules.Thefirst (initial)microschedule,
on the left side in Figure 3(b), is a transient period. The next
microschedule (moving to the right) already reaches steady
state. Snapshot 1 (W1) completes, and snapshot 2 (W2) exe-
cutes its initial part of aggregation.The third repetition of the
microschedule is then executed, snapshot 2 (W2) completes,
and snapshot 3 (W3) executes its initial part, and so on.

From the sink node perspective, there is a throughput
increase. Instead of completing a data collection every 𝛿 = 5
time slots (Figure 2(c)), it is nowpossible to receive a snapshot
every 𝛿 = 4 time slots (Figure 3(b)).

3.1. A Solution Strategy. Our overall solution strategy is to
reduce the schedule length, 𝑙, by constructing a tight micro-
schedule and subsequently constructing an aggregation tree
that fits with the schedule. That is, we invert the construction
order (tree first, schedule next) followed by existing literature.
The complication introduced by our choice is the need to
schedule without knowing who should be the recipient of
each transmission, i.e., not knowing which node will be the
parent of the transmitting node in the aggregation tree. We
are therefore forced to use the node activation model, accord-
ing to which, when a node transmits, there should not be
transmissions by any of its one- and two-hop neighbors. The
resulting flexibility to decide the parent of relationship later
comes at the cost of reduced throughput [16]. As wewill see in
the following, any such reduction is apparently compensated
by the throughput increase gained by pipelining.

In summary, we define the microschedule 𝑆 = {𝑆(1), 𝑆(2),
. . . , 𝑆(𝑟), . . . , 𝑆(𝑙)} to be the sequence of concurrent transmis-
sions 𝑆(𝑖) taking place in slot 𝑖. 𝑆(𝑖) is the set of nodes that
transmit in slot 𝑖, also called the set of active nodes in the
𝑖–th slot. Assume V𝑗 ∈ 𝑆(𝑖) is a node transmitting in slot
𝑖. We denote by 𝑎V𝑗 the outgoing arc towards the sink of
the transmission of node V𝑗. It follows that the aggregation
tree is defined by 𝑇 = ⋃V∈𝑉−{V𝑠} 𝑎V. In the conventional
aggregation convergecast schemes, 𝑎V was fixed by means of
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Figure 3: Pipelined schedule solution for the graph in Figure 2(a) (Δ = 6; 𝛿 = 4).

a precomputed aggregation tree, while, in the proposed snap-
shot pipelining, 𝑎V is determined by a particular spanning tree
construction phase subsequent to the scheduling phase.

An additional complication is that we need to ensure
the FCFS delivery of snapshots and that there exists at least
one interference-free path (sequence of transmissions) along
which sensed data can be forwarded from any node to
the sink—even if this path involves a sequence of trans-
missions over multiple successive microschedules. This is
accomplished by enforcing a very mild requirement during
the schedule construction, which we call the reachability con-
straint, according to which no interference from scheduled
transmissions is possible to disrupt the ability of any node in
the network to have at least one path to the sink. Note that
this constraint does not imply any optimality with respect
to the length of any such paths. However, as the reader may
have noticed, long paths are not fundamentally against our
objectives because we are ready to trade increased latency for
higher throughput.

Definition 8. A schedule 𝑆 respects the snapshot sequence
constraint if, for every node V𝑖, node V𝑖 transmits the next
snapshot (𝑤 + 1), if the last time it had transmitted, it had
transmitted the previous (𝑤) snapshot (per-node FCFS order
of snapshots.)

Definition 9. A schedule 𝑆 respects the reachability con-
straint if there exists at least one directed path𝑃V�𝑠 from each
node V𝑖 to the sink node V𝑠 where each intermediate node in
the sequence of the path can receive the transmission without
collisions.

The constraints ensure that we avoid schedules where
snapshots are incompletely transmitted, or cases where a

node that accumulates packets frommore than one snapshot
transmits themout of order. As wewill see in the next section,
we also need to capture the accumulation (buffering) in the
nodes, which is directly related to how many time slots a
child’s packet spends between the time it is received at a par-
ent node and the instant the parent sends out the aggregated
packet for that snapshot. To this end, we define the following.

Definition 10. The aggregation sojourn time is the interval
(in slots) starting when an individual packet of snapshot 𝑤 is
received from a child node by its parent node and ends when
the aggregated packet for snapshot 𝑤 is transmitted by the
parent.

The definition of aggregation sojourn time extends to the
sensor sample taken for a snapshot by a node until the time
it transmits it out, either unaggregated (for leaf nodes) or as
part of aggregation (for interior tree nodes). The aggregation
sojourn time is a proxy for the backlog that builds up at a node
as it starts accumulating data. Since many snapshots can be
simultaneously collected in the network, the buffer require-
ments to store them at a node accumulate across all ongoing
(not yet transmitted out) snapshots. Even the conventional
aggregation convergecast schemes involve accumulation of
data prior to transmitting the aggregated output—however,
to our knowledge, no previous work models the relevant
backlog. The conventional understanding is that only one
space (memory buffer) is necessary to perform aggregation
from a node’s children and that the time it stays in memory
does notmatter.This is a simplistic assumption since, usually,
the instant at which the aggregation (seen as an algorithmic
operation) can take place is usually left unspecified. In the
worst case, it cannot take place until all the constituent to-
be-aggregated messages have been received, thus requiring
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Table 1: Table of notation.

𝑛 Number of nodes
V𝑖 Node 𝑖
V𝑠 Sink node
𝛿 Micro-schedule length in slots

𝑡V𝑖
Node V𝑖 transmission slot (∈ {1, . . . , 𝛿}) within a
micro–schedule

𝑎𝑡V𝑖 ,V𝑗 Is arc (V𝑖,V𝑗) transmitting at time 𝑡? (binary)
𝑤V𝑖

Node V𝑖’s snapshot index in the micro-schedule relative
to other snapshots within the same micro-schedule

𝑏V𝑗 Node V𝑗 aggregation sojourn time total
Δ Collection delay in slots
𝑁V𝑖 1-hop neighbors of node V𝑖
𝑟(V𝑖) Recipient of the transmission of node V𝑖

storage for all of them until the instant of aggregation. We
adopt as part of our assumptions that this, worst case, holds.
The need to store themessages frommultiple snapshots, such
that each snapshot is separately aggregated, further increases
the memory demands/backlog.

3.2. FormalModel. We formally define the pipelined aggrega-
tion convergecast problemusing the notation listed in Table 1.
Let 𝐺 = (𝑉, 𝐸) be an undirected connected graph as defined
in Section 3. The term 𝑎V𝑖V𝑗 represents the existence of the arc→V𝑖V𝑗 if 𝑎V𝑖 ,V𝑗 = 1; otherwise the arc does not exist 𝑎V𝑖 ,V𝑗 = 0.The
sink node pseudotransmission takes place at time 𝑡V𝑠 , defined
as the slot immediately following the reception of the sink’s
last child transmission.

𝑤V𝑖 is used as a (relative) indicator of which snapshot
is transmitted by node V𝑖 when it transmits at time 𝑡V𝑖 . The
snapshot transmitted by the sink 𝑤V𝑠 is the reference relative
to which the other 𝑤V𝑖 are defined. Trivially, we can set the
reference to a fixed value, e.g., 𝑤V𝑠 = 1 and express all the
remaining 𝑤V𝑖 relative to that. For example, in Figure 3(b),
note that 𝑡V𝑠 = 𝑡1 = 2 and 𝑡8 = 3, and also note that if
𝑤V𝑠 = 𝑤1 = 𝑖 then 𝑤8 = 𝑖 + 1. The additional requirements to
setting𝑤V𝑖 for all the transmissions in a microschedule is that
the values used are in sequence, and they start from𝑤V𝑠 . Addi-
tionally, no transmissions with 𝑤V𝑖 = 𝑤V𝑠 are allowed from
slot 𝑡V𝑠 onwards (since the snapshot 𝑤V𝑠 has been completed
at that point).Through the definition of𝑤V𝑖 , we can indirectly
define Δ as

Δ = (max (𝑤V𝑖) − 𝑤V𝑠) ∗ 𝛿 + 𝑡V𝑠 ∀V𝑖 ∈ 𝑉 (1)

For example, applying the formula on Figure 3(b) gives
Δ = (2 − 1) ∗ 4 + 2 = 6. Moreover, through 𝑤V𝑖 we can define
the total backlog (via Definition 10) due to all snapshots in
progress for all packets stored on behalf of those snapshots at
node V𝑖 (in units of time × space):

𝑏V𝑗 = [(max (𝑤V𝑖) − 𝑤V𝑗) ∗ 𝛿 + 𝑡V𝑗] + ∑
V𝑖∈𝑉

𝑎𝑡V𝑖
(V𝑖 ,V𝑗)

∗ [(𝑤V𝑖 − 𝑤V𝑗) ∗ 𝛿 − (𝑡V𝑖 − 𝑡V𝑗)] ∀V𝑖 ∈ 𝑉
(2)

The first component of 𝑏V𝑗 captures the storage needs for
the data sourced at node V𝑖, i.e., its own sample, until the node
can transmit the aggregated packet.The second component of
𝑏V𝑗 expresses the sum of the sojourns of the incoming packets
from the node’s children (if any).

Combining the above notation, with the constraints
disallowing interference/collisions, leads to the following
optimization problem formulation:

minimize 𝑄 = 𝑐Δ ∗ Δ + 𝑐𝛿 ∗ 𝛿 + 𝑐𝑏 ∗max (𝑏V𝑗)

subject to: ∑
V𝑗∈𝑁V𝑖

𝑇

∑
𝑡=1

𝑎𝑡(V𝑖 ,V𝑗) = 1 ∀𝑖 ∈ {2, . . . , 𝑛}

∑
V𝑗∈𝑁𝑟(V𝑖)

𝑎𝑡V𝑖
(𝑟(V𝑖),V𝑘)

= 0 ∀𝑖 ∈ {1, . . . , 𝑛}

∑
(V𝑗∈𝑁𝑟(V𝑖 ) ,𝑗 ̸=𝑖)

∑
V𝑘∈𝑁V𝑗

𝑎𝑡V𝑖
(V𝑗 ,V𝑘)

= 0

∀𝑖 ∈ {1, . . . , 𝑛}

∑
(V𝑖 ,V𝑗)∈𝐸(𝑆)

𝑇

∑
𝑡=1

𝑎𝑡(V𝑖 ,V𝑗) ≤ |𝑆| − 1

∀𝑆 ⊂ 𝑉, 𝑆 ̸= 𝑉, 𝑆 ̸= 0; ∀𝑖 ∈ {1, . . . , 𝑛}

𝑤V𝑖 =
{{{{
{{{{
{

𝑤V𝑗 ; if 𝑡V𝑖 < 𝑡V𝑗 , 𝑎
𝑡V𝑖
(V𝑖 ,V𝑗)

= 1
𝑤V𝑗 + 1; if 𝑡V𝑖 > 𝑡V𝑗 , 𝑎

𝑡V𝑖
(V𝑖 ,V𝑗)

= 1
1; if V𝑖 = V𝑠

𝑎𝑡V𝑖 ,V𝑗 ∈ {0, 1}

(3)

The first three constraints are similar to the conventional
aggregation convergecast problem [9]. They capture, respec-
tively, the single transmission per-node constraint, disallow-
ing a recipient node to be transmitting in the same slot it
has been assigned to receive (half-duplex) and inhibiting
interference at the recipient node when it is supposed to
receive. As we relaxed the precedence constraint, a different
condition is added to enforce the reachability constraint. The
formulation is based in a Subtour Elimination Formulation
[17] for spanning tree problems. Subtour elimination leans
on the observation that a spanning tree (aggregation tree in
our problem) has no simple cycles and has (𝑛 − 1) edges. It
can be demonstrated that the selected edges do not contain
a cycle if, for any set 𝑆 ̸= 0 and ∀𝑆 ⊂ 𝑉, the number of
edges with endpoints in 𝑆 is less than (|𝑆| − 1). The second
constraint necessary for the Subtour Elimination is covered by
the first constraint. The last constraint links the formulation
to the concept of snapshots. It states that the children of a
node are (in terms of advancing from snapshot to snapshot)
in the same snapshot as their parent, if the transmission time
of the child is such that it transmits before the parent in
the microschedule (as it was in the conventional aggregation
convergecast problem), or they are handling the immediately
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next snapshot, if the child transmits a�er the parent node
V𝑗 in the microschedule. A special case is the sink node,
which defines the first (reference) snapshot. This a necessary
constraint because it ties to which snapshot each node is
currently handling, according to the transmission time of
each node relative to its parent. It is not difficult to observe
that the conventional aggregation convergecast problem will
have only one snapshot, as the children always transmit
before their parents.This last restriction imposes the snapshot
sequence constraint described in Definition 8.

The objective function captures three competing goals of
the aggregation convergecast model, using correspondingly
three weights (𝑐Δ, 𝑐𝛿, 𝑐𝑏). The traditional goal is to minimize
the delay (Δ in our notation). Using the pipeline we decouple
throughput from delay, and throughput is captured by 𝛿
which is also the microschedule length. The smaller 𝛿 is, the
higher the throughput is. The third element (neglected in
previous studies) is the cumulative aggregation sojourn time
𝑏V𝑗 perceived by each node in the network (and, indirectly,
the backlog at each node). It is desirable that this backlog
be as small as possible. Here, it is captured by minimizing
the largest total aggregation sojourn across all nodes. The
reduction of themaximum total aggregation sojourn time has
a number of desirable properties: (i) it tends to decrease the
number of node’s children since the larger the number of
children, the greater the backlog and, equally, since the node
does not need to receive the transmission of many children,
its (receive) communication energy consumption will be
smaller; and (ii) it tends to result in a faster data collection
since the smaller the backlog is, the faster the aggregation at a
node completes. A consequence of each node having a single
parent, to which the result of aggregation is sent, is that the
transmission communication energy is constant and inde-
pendent of the number of children nodes. Note that a side-
effect of the optimization is determining the aggregation con-
vergecast tree. Finding an optimized topology was not part of
the original aggregation convergecast work by Chen et al. [2,
3] and it subsequently led other authors to create tailor-made
topologies to handle secondary optimization criteria, such as
energy. Here, we indirectly guide the aggregation tree con-
struction by accounting for its impact on the total aggregation
sojourn time. However, this could also decrease the number
of concurrently collected snapshots, because the more the
snapshots in transit, the larger the backlog at the nodes.

3.3. Examples. We present two examples where the use of
snapshot pipelining has an impact on the data gathering
performance. The solution shown for both examples is the
optimal solution for the specific instance. The first example
is a chain topology, as depicted in Figure 4, and the second a
tree topology. Node 1 is the sink node in both cases.

The results presented in Tables 2 and 3 reveal the
advantage of using snapshot pipelining. Even though the con-
ventional and pipelined approaches present similar results
for collection delay and aggregate sojourn, the use of three
snapshots allows the snapshot pipelining solution to “fold”
the schedule and triple the throughput. Figure 5 depicts how
the data collection schedule is “unfolded.” After a transient
from T1 to T6, the microschedule is in steady state (from T7

Table 2: Aggregation sojourn comparison for chain topology.

Node 1 2 3 4 5 6 7 8 9
Conventional 𝑏V𝑗 10 9 8 7 6 5 4 3 1
Pipelined 𝑏V𝑗 10 9 8 7 6 5 4 3 1

to T9) and repeats (T10 to T12, T13 to T15, etc.).The snapshots
forge forward towards the sink node.

In the case of the binary tree example described in
Figure 6, alongside the time slots T𝑖 for the transmissions,
we also indicate the aggregation sojourn values B𝑏V𝑖 of each
node.The objective function value can be seen in Table 4.The
pipelined solution exhibits the same collection delay as the
conventional approach, but its throughput is 44.5% higher.

4. A Pipeline Scheduling Algorithm

The formulated pipelined aggregation convergecast problem
includes, as one of its subcases, the original aggregation
convergecast problem which is known to be NP-hard. Here,
we derive a heuristic (Algorithm 1) whose primary purpose
is the increase of throughput. Initially, the input graph must
be transformed into a directed graph, with two arcs per edge.
Another preliminary action is the removal of all outgoing
arcs from the sink, because the sink does not transmit. These
actions are carried out by the function TransfGraph in Line 1.

Line 2 determines the order in which the vertices will
be processed. We consider three heuristics. Each heuristic
may employ multiple decision criteria. The first heuristic
(ACSPIPE 1) applies three criteria in the following order: (a)
select the vertex whose outgoing arc has the largest number
of common neighbors between itself and the destination
vertex, the rationale being to identify vertices inside large
cliques on the graph and schedule them earlier, because they
could remove more conflicting arcs (explained latter), and
break ties, based on (b) giving preference to vertices further
away from the sink, the rationale being to remove more
arcs far from the sink first and leave the region close to the
sink (where all paths must inescapably converge) with more
path options, and break remaining ties, (c) selecting first
vertices with higher ID. The second heuristic (ACSPIPE 2) is
a variation of the first one whereby the criteria of distance
from the sink are applied first (criterion (b)) and then the
criterion of the number of common neighbors (criterion
(a)) and then, in the event of a tie, the order is decided
based on higher ID (criterion (c)). Finally, the last heuristic
(ACSPIPE 3) is to randomly select vertices.

Once a vertex order is defined, the algorithm processes
nodes following the order selected, trying to assign each
vertex to transmit at the earliest possible time slot. This is
executed in Lines 3 to 8. A vertex V𝑖 is taken from the queue
to be processed. A tentative schedule for node V𝑖 is stored
in 𝑠𝑐ℎ𝑒𝑑(V𝑖), representing the slot index within the schedule
cycle.The Boolean variable reachable is used to indicate if the
sink node is still reachable by all vertices on the graph.

Once a tentative schedule (i.e., slot in which to transmit)
is selected for vertex V𝑖, it is time to verify if this selection does
not break the reachability restriction. First, the algorithm
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Table 3: Objective function value for chain topology.

Snapshots Δ 𝛿 max (𝑏V𝑗) 𝑄 for 𝑐Δ = 𝑐𝛿 = 𝑐𝑏 = 1
Conventional 1 9 9 10 28
Pipelined 3 9 3 10 22

Table 4: Objective function value for tree topology.

Snapshots Δ 𝛿 max (𝑏V𝑗) 𝑄 for 𝑐Δ = 𝑐𝛿 = 𝑐𝑏 = 1
Conventional 1 9 9 12 30
Pipelined 2 9 5 12 26
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Figure 6: Tree topology: snapshot pipelining solution.

determines the conflicting arcs. Conflicting arcs are those that
would not be possible to use because their activation would
violate the primary or secondary interference constraints.The
conflicting arcs are determined by the function ConflictArcs
in Line 9.The interference is applied here to restrict the paths
available to reach the sink instead of restricting the time slots
available for vertex transmission.

Line 10 is used to verify if the removal of the conflicting
arcs, identified in Line 9, would break the reachability
constraint. Function Reachability checks if the sink node is
reachable from each V𝑖’s 1-hop and 2-hop neighbors.

Let Γ1(V𝑖) be the set of V𝑖’s one-hop neighbors and Γ2(V𝑖)
the set of two-hop neighbors. Let the set of nodes in V𝑖’s local
region (inclusive of V𝑖) be defined as N(V𝑖) = {V𝑖 ∪ Γ1(V𝑖) ∪
Γ2(V𝑖)}.
Definition 11. Convergecast Reachability is the property
according to which all vertices 𝑢 ∈ 𝑉 in the directed graph
𝐺(𝑉, 𝐴) can reach the sink node.

Lemma 12. A directed graph 𝐺, which satisfies the converge-
cast reachability, maintains this property when vertex V𝑖 is
additionally scheduled, if and only if all 𝑤 ∈ N(V𝑖) can reach
the sink after V𝑖 is scheduled. (This can be trivially verified by
inspecting the reachability of the nodes inN(V𝑖).)

Proof. Avertex transmission only affects incoming arcs to the
vertices in {V𝑖 ∪ Γ1(V𝑖)}, because these are the vertices affected
by the primary and secondary conflicts. An incoming arc to
Γ1(V𝑖) comes from at most vertices in Γ2(V𝑖). An interruption
in a directed path 𝑃𝑢 = {→𝑢𝑤, →𝑤, 𝑧1, →𝑧1, 𝑧2, . . . ,

→𝑧𝑘, 𝑠𝑖𝑛𝑘} (start-
ing in vertex 𝑢) also interrupts all directed paths where 𝑃𝑢 is
a subset. Only vertices for which all their possible paths to
the sink cross vertices in N(V𝑖) may have their reachability
affected, as they would otherwise have an alternative path
that does not involve N(V𝑖). Assuming that at least one
vertex of its path is in N(V𝑖), then checking if all vertices
in N(V𝑖) maintain their reachability to the sink is sufficient
to guarantee that the remaining vertices in 𝑉 also preserve
their reachability to the sink. The contrary is also true,
becauseN(V𝑖) ⊂ 𝑉. Therefore, a directed graph 𝐺 maintains
the convergecast reachability property by inspecting only
whether the vertices in N(V𝑖) maintain their reachability to
the sink subject to V𝑖’s schedule.

Lemma 12 is useful in simplifying the reachability verifi-
cation. Instead of verifying all network nodes, only𝑤 ∈ N(V𝑖)
nodes need to be checked. The reachability verification can
be performed using Breadth First Search (BFS), based on
Lemma 12. Each vertex in N(V𝑖) is selected as root. If no
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Input: 𝐺(𝑉, 𝐸), 𝑠𝑖𝑛𝑘
Output: 𝑇, 𝑠𝑐ℎ𝑒𝑑,𝑊
1: 𝐺(𝑉, 𝐴) ← 𝑇𝑟𝑎𝑛𝑠𝑓𝐺𝑟𝑎𝑝ℎ(𝐺)
2: 𝑉𝑜 ← 𝑂𝑟𝑑𝑒𝑟𝑉𝑒𝑟𝑡𝑖𝑐𝑒𝑠(𝐺)
3: for (𝑖 = 1 𝑡𝑜 |𝑉𝑜|) do
4: 𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 ← false
5: 𝑠𝑐ℎ𝑒𝑑(V𝑖) ← 0
6: while (𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 = false) do
7: 𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 ← true
8: 𝑠𝑐ℎ𝑒𝑑(V𝑖) ← 𝑠𝑐ℎ𝑒𝑑(V𝑖) + 1
9: 𝐴𝑐 ← 𝐶𝑜𝑛𝑓𝑙𝑖𝑐𝑡𝐴𝑟𝑐𝑠(𝐺, 𝑠𝑐ℎ𝑒𝑑, V𝑖)
10: 𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 ← 𝑅𝑒𝑎𝑐ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦(𝐺, 𝐴𝑐, V𝑖)
11: if (𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 = true) then
12: 𝐺 ← 𝐺(𝑉, 𝐴 \ 𝐴𝑐)
13: end if
14: end while
15: end for
16: for (𝑗 = 1 𝑡𝑜 |𝐴(𝐺)|) do
17: 𝑝[𝑎𝑟𝑐𝑗] ← 𝑆𝑐ℎ𝑒𝑑𝐷𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑐𝑒(𝑎𝑟𝑐𝑗)
18: end for
19: 𝐺∗ ← 𝐺(𝑉, 𝐴𝑇)
20: 𝑇𝑀𝐶𝐴 ← 𝑀𝑖𝑛𝐶o𝑠𝑡𝐴𝑟𝑏𝑜𝑟𝑒𝑠𝑐𝑒𝑛𝑐𝑒(𝐺∗, 𝑝, 𝑠𝑐ℎ𝑒𝑑)
21:𝑊 ← 𝑆𝑒𝑙𝑒𝑐𝑡𝑆𝑛𝑎𝑝𝑠ℎ𝑜𝑡𝑠(𝑇𝑀𝐶𝐴, 𝑠𝑐ℎ𝑒𝑑)
22: 𝑇 ← (𝑇𝑀𝐶𝐴)𝑇

Algorithm 1: Pipelined aggregation convergecast.

reachability violation occurs, the tentative schedule is valid
and is committed. If the reachability restriction still holds,
all the conflicting arcs 𝐴𝑐, identified before, are removed
from graph 𝐺. The removal is executed in Lines 11 to 13.
If a reachability violation happens, no arc is removed, and
the same vertex V𝑖 is processed again with a new tentative
schedule (at the next slot). If the search for a schedule slot for
V𝑖 without producing reachability violation turns up fruitless,
i.e., all slots thus far defined for the schedule have been
exhausted, then the schedule length expands by one slot
(by virtue of Line 8) and vertex V𝑖 is trivially scheduled for
transmission in that slot.

Once a schedule is defined for all vertices, we need the
aggregation tree, preferably one that minimizes the delay.
The intermediate result so far is a directed subgraph with
the transmission time for each vertex. Each vertex might
have more than one path to reach the sink node. After node
V𝑖 transmission, the information content is only forwarded
further to the sink after node V𝑖’s destination transmission.
This slack time between the source vertex 𝑢 transmission
and the destination node V transmission can be used to
differentiate between two or more possible candidates, say

V and V, i.e., whether to use arc
→𝑢V or arc →𝑢V. Therefore,

we calculate the slack times for all nodes in Lines 16-18 and
use them as the weight of each arc. If the destination vertex
is scheduled after the source vertex, the time difference will
be 𝑝[→𝑢V] = 𝑠𝑐ℎ𝑒𝑑(V) − 𝑠𝑐ℎ𝑒𝑑(𝑢). If vertex V is scheduled
before vertex 𝑢, we make use of the fact that the information
collection is periodic and that the schedule is periodically
repeated. If the destination vertex has already transmitted in

the current cycle, the time slack lasts until V’s transmission
on the next cycle. Therefore, the time slack will be 𝑝[→𝑢V] =
max(𝑠𝑐ℎ𝑒𝑑) − 𝑠𝑐ℎ𝑒𝑑(𝑢) + 𝑠𝑐ℎe𝑑(V) + 1. Here max(𝑠𝑐ℎ𝑒𝑑)
indicates the length of the microschedule cycle 𝛿.

Each arc now has a weight associated with it expressing
the time elapsed from the arc’s source transmission to the
time it is forwarded by the arc’s destination (or the delay asso-
ciated with the “use” of this arc). Our objective now is to find
an aggregation tree that minimizes the overall delay. How can
suchminimumweight tree be obtained?The traditional algo-
rithms (Kruskal and Prim [18]) to obtain a spanning tree 𝑇
use undirected graphs. Therefore these algorithms cannot be
applied directly.The problem is related to computing a rooted
directed spanning tree.The rooted directed spanning tree is a
graph which connects, without any cycle, all nodes with 𝑛− 1
arcs (each node except the root) and each node has one and
only one incoming arc. This formulation belongs to a class
of branching problems, also known asminimum cost arbores-
cence (MCA) [19]. An algorithm for solving this problem
has been proposed by Edmonds [20]. The MCA algorithm is
capable of obtaining a result even if the input graph has cycles.

Specifically, convergecast can be seen as an in-branching
problem [19], and a slight modification on Edmonds’ algo-
rithm is enough to obtain an aggregation tree. The modifica-
tion consists in changing the direction of the arcs obtained
after Line 18, using the same weights obtained before. This
operation is executed in Line 19. In Line 20, the minimum
cost arborescence algorithm is used and an outward tree is
obtained.

The snapshot for each node is selected at Line 21. The
SelectSnapshots function consists in traversing 𝑇𝑀𝐶𝐴 in level-
order using BFS and selecting the snapshot each node belongs
to based on node’s schedule and node’s parent schedule. The
last step is executed in Line 22 and consists of reverting
back the arc’s direction. In the end, we have the schedule
obtained in Line 15, the snapshots defined in Line 21, and the
aggregation tree obtained on Line 22.

An example execution of the algorithm is presented in
Figure 7, as it is applied to the input graph of Figure 2(a). The
result of the first phase is depicted in Figure 7(a), with the time
slot indicated inside the node. The number inside the circles
indicates the time slot selected for each node transmission.
The dotted arcs indicate the conflicting arcs removed during
the schedule selection. Figure 7(b) represents the status after
execution of Line 19, where the directed graph is ready to
be used by MCA. The number next to each arc indicates
the time slack. The final result of the pipeline aggregation
convergecast algorithm is depicted on Figure 7(c). The
aggregation convergecast execution schedule is depicted in
Figure 7(d). In this example, the propagation of a snapshot
spans two complete microschedule cycles plus two time slots
in a third microschedule; therefore, up to three snapshots are
propagating at the same time through the network.

4.1. Complexity Analysis. The run-time complexity of pipe-
lined aggregation convergecast is as follows: Line 1 has run-
time complexity of O(|𝑉|). Line 2 may have different run-
time complexity depending on the heuristic used. The first
heuristic ACSPIPE 1 is the more demanding, because it has
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Figure 7: Execution of Algorithm 1.

to traverse each edge of the graph and get the first and second
neighborhood of each of its endpoints in order to define
howmany common neighbors the endpoints have.Therefore,
its run-time complexity is O(|𝐸||𝑉|2). The second heuristic
ACSPIPE 2 is executed inO(|𝐸|+|𝑉|) because a BFS is enough
to define which layer each vertex belongs to.The last heuristic
ACSPIPE 3 needs a run-time complexity of no more than
O(|𝑉|) to get a random vertex. The vertex ordering, using
weights from the heuristics, can be executed in O(|𝑉|2). The
execution of ACSPIPE 1 heuristic represents the worst case.
Therefore, the run-time complexity of Line 2 is O(|𝐸||𝑉|2).

The scheduling part is executed from Line 3 to Line 15.
Line 3 shows that each vertexmust be picked to be scheduled.
Thus, it is executed |𝑉| times. Line 6 indicates that each vertex
may be rescheduled 𝑛 times, until there is no conflict with the
previous scheduled vertices.The estimation of themagnitude
of 𝑛 is not trivial. However, we know that 𝑛 ≤ |𝑉|, because
|𝑉| is the schedule length’s upper bound, or the maximum
number of time slots to be tested on each vertex. Line 9
obtains the conflicting arcs surrounding vertex V. It is possible
to discover the conflicts inspecting V’s first and second
neighbors and verifying their scheduled time. Therefore, it
requires at most |𝑉|2 steps. The reachability verification,
executed in Line 10, can be done by BFS on O(|𝐸| + |𝑉|). Line
12 is a simple arc removal, which has a run-time complexity
of O(|𝐸|). The remaining lines of the scheduling part are

executed with run-time complexity of O(1). The worst case
run-time complexity of the scheduling part is O(|𝑉|4).

The algorithm last block defines the routing part. The
slack time, calculated in Line 16 and Line 17, has run-time
complexity of O(|𝐸|). Line 19 and Line 22 are simple arc
inversions, each one executed in O(|𝐸|). Line 21 consists in
a slightly modified BFS algorithm, which runs on O(|𝐸| +
|𝑉|). The analysis of Line 20 involves the run-time com-
plexity of Edmonds’ algorithm, used to obtain the minimum
cost arborescence. Tarjan described an implementation of
Edmonds’ algorithm in [21] that runs in O(|𝐸| log |𝑉|). With
a simple modification, the algorithm can run in O(|𝑉|2),
which is more suitable for dense graphs. An implementation
error is corrected by Camerini et al. in [22]. Gabow et al.
[23] give anO(|𝑉| log |𝑉|+ |𝐸|) implementation for optimum
spanning arborescence. The authors of [23] note that is not
possible to improve on the time complexity for any Edmonds’
algorithm implementation because the algorithm can also
be used to sort 𝑛 numbers, and sorting 𝑛 numbers requires
O(𝑛 log 𝑛) time. Since it always has to inspect every edge of the
graph, we cannot expect to find a better run-time complexity
for Edmonds’ algorithm than O(|𝑉| log |𝑉| + |𝐸|). Therefore,
we will assume the run-time complexity for this step to be
O(|𝑉| log |𝑉| + |𝐸|).

Based on the analysis of the 3 parts of the pipelined
aggregation convergecast algorithm, setup and vertex order
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Figure 9: Aggregate throughput.

definition (Lines 1-2), scheduling part (Lines 3-15), and
routing part (Lines 16-22), the run-time complexity of our
algorithm is O(|𝑉|4).

5. Experiments

We evaluated our algorithm performance by simulating sets
of connected graphs generated by placing sensors in a square
region of size 200 × 200. The sensor positions are uniformly
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Figure 10: Snapshot collection delay.

randomly distributed over the area. The sink node position
is also random. Each node has transmission range of 𝑅 =
25, unless otherwise noted. We used sets of nodes ranging
from 200 to 800 nodes. Each point in the figures represents
the average value for a set of ten graphs with the same
number of sensors. The error bars represent 95% confidence
intervals. As mentioned in Section 3, the three components
of the objective function are given equal weights; i.e., 𝑐Δ =
𝑐𝛿 = 𝑐𝑏 = 1. We implemented the three varieties of vertex
selection described in Section 4:ACSPIPE 1,ACSPIPE 2, and
ACSPIPE 3. However, judging by the results, the exact choice
of ACSPIPE variety proved to be of minor significance. We
compare ACSPIPE against WIRES [9] and BDMRST [10].
WIRES represents a solution using aggregation convergecast
without snapshot pipelining, where all the precedence con-
straints are satisfied within a single schedule cycle, and it is
designed using the traditional two-phase approach.BDMRST
uses pipelining but preselects an aggregation tree with some
characteristics. As BDMRST was designed as a multichannel
scheduler, we restrict the BDMRST runs to single channel.

Figure 8 shows the schedule length produced by each
algorithm, while Figure 9 presents the aggregate throughput.
The collection delay is depicted in Figure 10. The aggregation
tree produced by each algorithm is characterized in Figure 11
by means of the maximum node in-degree. Figure 12 cap-
tures the tradeoff between throughput and delay for each
algorithm. Similarly, Figure 13 shows the relation between the
schedule length and the collection delay. The points on both
graphs are average values of sets with the same number of
nodes.

5.1. Discussion. It has been repeatedly observed that, in
general, scheduling data transmissions on wireless networks
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reveals tradeoffs between throughput and delay [24, 25].
The situation is no different with aggregation convergecast.
The impact of trying to minimize latency is clearly seen in
Figure 10, where WIRES exhibits the lowest data collection
latency because of the linkage between delay and throughput
(one is the reciprocal of the other). This linkage results in
limited aggregate throughput, as shown in Figure 9. The
removal of emphasis from latency by means of allowing
the precedence constraints to be satisfied over multiple
schedule cycles expands the solution space. ACSPIPE and

Algorithm
ACSPIPE 3
BDMRST
WIRES

200 300 400 500100
Collection Delay

10

20

30

40

Sc
he

du
le

 L
en

gt
h

Figure 13: Schedule length versus delay.

BDMRST can explore a larger solution space andnew tradeoff
possibilities. The aggregate throughput improves, but the
collection delay is increased.

Networks with large number of nodes may have an
additional limitation to achieve better aggregate throughput.
If the transmission range is fixed, the throughput is limited by
two factors: (a) for smaller and dense areas, the interference is
the dominant factor restricting the schedule length reduction,
and, (b) for wider and sparse areas, with uniform node
dispersion, the number of hops from each node to the sink is
the dominant factor restricting the schedule length reduction.
In both cases, the number of time slots necessary tends
to be large, and the overall throughput decreases. In both
cases, the use of pipelining can be beneficial (despite the
precedence constraints) because of the parallelism it brings
to data collection.

Apart from precedence constraints, the preselection of
an aggregation tree with some predefined characteristics can
also limit the performance. BDMRST’s bounded-degree and
minimum radius restrict the solution space of possible aggre-
gation trees.The effect of bounded-degree is observed on Fig-
ure 11.The end result is a solution superior toWIRES in terms
of aggregate throughput but inferior to ACSPIPE. Besides,
BDMRST’s collection latency is not significantly better than
ACSPIPE’s (Figure 10). It is fair to say that the intention of
BDMRST’s authors was to apply it to a multichannel envi-
ronment, with enough frequencies to eliminate secondary
conflicts. Therefore, the only obstacle to improve schedule
length is the tree radius (in which BDMRST shows better
results thanACSPIPE). If there are not enough frequencies to
eliminate all secondary conflicts, BDMRST’s performance is
undercut, because it restricts the potential aggregate through-
put, without substantial reduction of collection latency.

An interesting behavior to notice among ACSPIPE vari-
eties is that the second heuristic (giving priority to vertices
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further away from the sink) presents slightly different results.
After 350 nodes, the aggregation throughput (Figure 9) is
inferior than the that of the remaining two. This fact is also
reflected in the tree radius (Figure 16), where the tree depth
is smaller. Even with a shorter tree, the collection delay is not
much better.The observation suggests that the longer the tree
radius, the smaller the pipelining schedule. Another aspect
shown by the experiments in Figure 13 is the coupling of
throughput and delay (Δ = 𝑙) in schemes likeWIRES creating
a linear relationship between the two.

We also observed that ACSPIPE presents a natural
decrease of aggregate throughput when the transmission
radius increases (Figure 14). A larger transmission range
increases interference, consequently more time slots are
necessary to overcome the contention, and the collection
delay will increase as a result (Figure 15).

5.2. Optimal Solution for Small Networks. We compared
the results produced by our algorithm against the optimal
solution in small networks of ten nodes.The optimal solution
of each sample was obtained using a modified version of the
Constraint Satisfaction Model for aggregation convergecast
described in [26]. We modified constraints 5 and 7 of that
model (precedence constraint) and introduced a constraint
that connects topology, schedule, and snapshots in a single
constraint. The new constraint is derived from the formula-
tion described in Section 3.2. It is implemented as a logical
constraint of the model. Namely, (4) and (5) depict the new
logical constraint to be added to those described in [26]. The
results, under 𝑐Δ = 𝑐𝛿 = 𝑐𝑏 = 1, are shown in Table 5. We ran
the algorithms on ten sample instances of 10 nodes, using a
varying number of links across instances in order to capture
the impact of increased density and connectivity.

(𝑃𝑃 [𝑢] = V) ∧ (𝑆𝐻 [𝑢] > 𝑆𝐻 [V]) ⇒
𝑊𝑉[𝑢] = 𝑊𝑉 [V] + 1

(4)

(𝑃𝑃 [𝑢] = V) ∧ (𝑆𝐻 [𝑢] < 𝑆𝐻 [V]) ⇒
𝑊𝑉[𝑢] = 𝑊𝑉 [V]

(5)

5.3. Energy Consumption. In this section we wish to deter-
mine which algorithmic solution produces a logical topology
and schedule that reduces the energy use. Even though data
aggregation scheme is per se an energy saving scheme, the
number of transmissions and receptions per node continues
to play an important role in determining its energy consump-
tion. That is, we assume that the main source of energy drain
is packet transmissions and receptions. The existence of a
schedule allows a node to completely turn off its transceiver
when not scheduled to transmit or receive. The periodic
nature of the schedules allows us to look at the energy
behavior of each node, V𝑖, during a single schedule cycle
and extrapolate from this its long-term behavior. In a single
aggregation convergecast cycle, a node receives transmissions
from 𝑞𝑖 children and transmits once their aggregation result.
If the transmissions and reception energy are, respectively,
𝐸𝑡𝑥 and 𝐸𝑟𝑥, then, in a single cycle, node V𝑖 expends 𝑞𝑖 ∗𝐸𝑟𝑥 +
𝐸𝑡𝑥 units of energy. If we assume 𝐸𝑡𝑥 ≈ 𝐸𝑟𝑥 = 𝐸𝑜𝑝 then
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the energy expended becomes (𝑞𝑖+1)𝐸𝑜𝑝. (𝑞𝑖+1) is the degree
of node V𝑖 in the logical topology of the aggregation converge-
cast tree; i.e., (𝑞𝑖 + 1) = deg(V𝑖). The simplification does not
hurt generality for comparison purposes across algorithms.
One can keep track of deg(V𝑖), to account for children (receive
cost) separately from the (single) transmission cost. However,
this would mean the introduction of one more parameter,
the relative transmit versus receive cost, 𝑟𝑒 = 𝐸𝑡𝑥/𝐸𝑟𝑥,
which is of little impact given that many transceivers have
𝑟𝑒 around 1.0 (typically between 0.8 and 1.5). For example,
the Texas Instrument CC2530 has 𝑟𝑒 = 1.35 (transmit versus
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Table 5: Comparison against optimal solution.

Sample Links
Optimal ACSPIPE 1 ACSPIPE 2 ACSPIPE 3

𝛿 Δ max (𝑏V𝑗) 𝛿 Δ max (𝑏V𝑗) 𝛿 Δ max (𝑏V𝑗) 𝛿 Δ max (𝑏V𝑗)
S0 31 5 7 10 8 8 20 8 8 23 8 8 23
S1 26 5 6 9 7 13 19 7 7 17 7 7 17
S2 24 4 6 9 6 7 19 6 11 19 6 11 18
S3 31 5 7 10 7 7 24 7 13 25 7 13 23
S4 27 6 7 8 6 11 19 7 7 21 6 11 24
S5 35 6 7 8 7 7 20 7 7 20 7 13 22
S6 21 5 6 9 6 16 27 5 21 30 5 9 18
S7 21 4 6 9 7 19 33 7 13 20 7 19 26
S8 16 4 6 9 5 13 28 5 13 22 5 9 16
S9 20 6 7 9 8 8 21 8 8 24 8 8 23
Avg 25.2 5.0 6.5 9.0 6.7 10.9 23.0 6.7 9.8 22.1 6.6 10.8 19.0

receive current of 39.6mA versus 29.6mA). If we observe the
behavior of the node over a time interval 𝑇, and given the
schedule length is 𝑙, then the energy consumption of each
node can be expressed as

𝐸 (V𝑖) = 𝐸𝑜𝑝 ∗ deg (V𝑖) ∗
𝑇
𝑙 (6)

For comparison across algorithms, the observation inter-
val is the same, 𝑇, and the energy for each operation, 𝐸𝑜𝑝,
is the same; hence we can normalize all the 𝐸(V𝑖) values by
𝐸𝑜𝑝 ∗𝑇, leading to a simplified 𝐸𝑛(V𝑖) = deg(V𝑖)/𝑙. Essentially,
deg(V𝑖)/𝑙 expresses the rate of energy depletion at node V𝑖. As
it is common in energy depletion studies, the most stringent
criterion is the time until the first node fails. Assuming all
nodes initially start with the same energy budget, the first
node that fails is the one with the highest depletion rate, i.e.,
max{𝐸𝑛(V𝑖)}, over V𝑖’s. On a particular aggregation tree, the
highest depletion rate is determined by the node with the
highest degree. The interpretation of this model is straight-
forward: logical topologies with nodes having smaller degrees
use fewer energy units per cycle for transmission and recep-
tion, because there will be fewer receptions to be executed
by the transceiver. However, a topology with low-degree
nodes may end up spending more energy than a high-degree
topology during the same amount of time 𝑇 if it is used more
frequently (smaller 𝑙). As we would have intuitively expected,
higher throughput comes at the cost of higher energy cost.

Figure 17 presents the relationship between the two fac-
tors that influence node’s energy consumption, themaximum
node degree deg(V𝑖), and the schedule length 𝑙. The lines on
each algorithm group is a linear regression of the average
values, and the shaded area represents the confidence interval
of 95%. Figure 18 shows the energy consumption rate for
the maximum degree nodes for each algorithm, for different
node densities. The number next to each point is the average
throughput achieved by the algorithm on the particular node
density.

Given the results in the previous section, we use one
representative of the ACSPIPE family of algorithms, since the
performance differences between them are minor. BDMRST
exhibits a constant maximum node degree (as its design
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Figure 16: Tree radius.

stipulates) and the lowest energy consumption rate among
all protocols. In spite of that, the throughput is lower than
ACSPIPE as shown earlier. ACSPIPE closely follows the
topological characteristics of BDMRST, that is, resulting in
small maximum degree. This is a welcomed characteristic,
but it is not a preference explicitly encoded in the algorithm,
as is the case in BDMRST. Rather, it emerges as a side-
effect of the construction process. The ACSPIPE energy
consumption rate is higher than BDMRST because it is able
to achieve higher throughput. Both protocols (BDMRST and
ACSPIPE) decrease their energy depletion rate as the node
density increases. WIRES demonstrates completely different
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Figure 18: Energy consumption rate according to node density.

dynamics. In WIRES, the selection of a logical topology that
exclusively addresses the influence of precedence constraints
on the solution produces a different relation between node
degree and schedule length. The result is seen on Figure 17,
which points to an increased energy consumption rate as
node density increases. This is because, for WIRES, the
yielded logical topology (an SPT) results in larger degree
in denser graphs. The preference of WIRES to minimizing

precedence constraints may also lead it to longer schedule
lengths [26].

Overall, pipelining impacts the rate of energy consump-
tion of the aggregation convergecast. ACSPIPE results in a
low maximum node degree and hence low depletion rate.
Even though the energy consumption rate might be higher
in absolute terms than in BDMRST, this is due to the
higher throughput achieved, which is only possible through
increased node activity per unit of time.

6. Conclusion

We propose a snapshot pipelining scheme applicable to the
aggregation convergecast problem. By expanding the satis-
faction of precedence constraints from one single cycle to
multiple cycles and allowing multiple data collections to
proceed concurrently, we are able to attain higher throughput
which is necessary for certain classes of sensor network appli-
cations. In this paper we address primarily the theoretical and
algorithmic facets of such a design. Practical implementation
issues are for future work but a first step to evaluating the
energy consumption behavior of our scheme has been carried
out in Section 5.3.

Our strategy to algorithmically deriving pipelined sched-
ules hinges on a different way to account for interference
during the schedule construction phase. Specifically, we
account for the possibility that it restricts the paths available
fromnodes to the sink but without committing to a particular
spanning (aggregation) tree. This is in contrast to using
interference on a given aggregation tree to limit the time
slots when a node is allowed to transmit. Essentially, the
only limitation for a node to be allowed to transmit in a
time slot is to ensure that it does not preclude the existence
of a directed path connecting some other node to the sink.
We call this restriction reachability constraint. Consequently,
we convert the aggregation convergecast formulation, from
taking into account precedence constraint, to taking into
account reachability constraints. We also include the notion
of concurrently propagating snapshots by labeling each node
transmission with the order index of a specific snapshot it
forwards. We complete the model by decoupling delay and
throughput and including a backlog metric.

A new family of heuristics (ACSPIPE) that uses snapshot
pipelining is proposed and is based on preserving reachability
during schedule construction. We compare our scheme with
two other existing algorithms, one from the traditional two-
phase (routing first, scheduling second) variety and another
that uses pipelining albeit on a predefined aggregation tree.
Even though the proposed algorithm is not providing the
optimal throughput, our approach is able to present solutions
with high throughput improving over the existing literature,
but at the cost of latency. Our work is another expression
of the well-known tradeoff of throughput versus latency.
It has been recognized that, for fixed random networks,
higher throughput can only be obtained at the cost of
increasing delay [27]. The novelty of our contribution is
in demonstrating how to structure the solution space for
aggregation convergecast scheduling and how to model the
problem, such that snapshots are incorporated, throughput



18 Wireless Communications and Mobile Computing

is decoupled from delay, and buffering occurring in the
network is accounted for in the selected topology.
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Named Data Networking (NDN) supports the consumer mobility service by letting a consumer reissue an interest. This method
is straightforward, but it may cause several drawbacks, including unnecessary handover overhead and long handover delay.
We concentrate on the NDN communication model in which the pair of an interest and a data packet is considered a single
communication working set (i.e., transaction unit). In this respect, reissuing an interest means creating a new transaction due
to the connection damaged by the movement of a consumer. It makes all states of the current transaction useless, and this is where
the drawbacks arise. In order to enhance the consumer mobility service, we propose Mobility Link Service (MLS) operated in
NDN face which is responsible for management of a connection for a transaction. MLS reuses the existing states of a transaction
by establishing a connection for the transaction instead of creating a new one. In addition, MLS in NDN face makes consumer
mobility service transparent to the NDN forwarding plane. Therefore, the consumer mobility service and the NDN architecture
can evolve independently. The performance evaluation shows that MLS reduces the amount of retransmitted data and handover
latency compared with the existing NDNmobility solution.

1. Introduction

Named Data Networking (NDN) [1, 2] is a promising future
Internet architecture. It has emerged as an alternative archi-
tecture to the traditional IP-based networking to meet the
requirements of content-oriented applications such as video
streaming and P2P data sharing service. NDN treats contents
as primitive elements, thereby being able to support content
location independent communication. This NDN feature
bringsmany advantages for content dispersion with use of in-
network caching.

In NDN, consumer mobility service can be provided
easily by retransmitting an interest for the content that is
requested, but not received due to the handover. This
approach is straightforward; however there are drawbacks
to be improved. First of all, a consumer has to request and
receive the entire content again regardless of how much
content is received before handover, causing redundant data
transmission. Second, a retransmitted interest will follow a
new communication path until it reaches a NDN node that
caches the requested content. In general, the NDN node
having requested content is at the intersection of the new

and old interest path. If both paths intersect after so many
hops, or even donot intersect, the cache functionality ofNDN
maynot be used effectively.These disadvantages arise because
reissuing new interest makes existing NDN states, such as a
cached data packet and PIT entry, useless.

Several proposals regarding the NDN consumer mobility
problem have been published [3–5]. A proactive caching
approach [3] lets a candidate NAR that is expected to
communicate with a consumer after handover proactively
retrieve and cache the contents. A centralized architecture of
MobiNDN [4] maintains conditions of NDN nodes. When
interest retransmission occurs, it establishes an optimal path
for a reissued interest according to the consideration of cache
efficiency. A proxy-based scheme [5] delegates a content
dispatch process as well as handover handling process to a
CCN proxy node. It fetches the cached content from the
previous CCN node. All of these proposals focus on how
to fetch the lost content again. However, these schemes are
also based on reissuing a new interest through new NAR, so
that the problems of the existing NDN consumer mobility
scheme may be repeated. In addition, as they modify NDN
architecture for mobility service, the dependency between
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NDN architecture and the mobility feature is formed. This
may break the principle for simple architecture of a NDN
forwarding plane.

In this paper, we pay attention to a NDN communi-
cation model in which a pair of interest and data packets
is considered as a single communication working set. We
define this communication set as a transaction unit in NDN
communication. In transaction respect, reissuing an interest
for mobility service means that a new transaction is created
due to the connection being damaged by the movement of a
consumer, even if there is no corruption on the transaction.
Eventually, it makes all states for the current transaction
worthless, causing the drawbacks of the existing consumer
mobility scheme. In order to support consumer mobility
service in terms of transaction, aMobility Link Service (MLS)
is introduced. MLS is operated as one link service protocol
level at the NDN face which is responsible for the manage-
ment of the connection under the NDN forwarding plane. It
reuses the state of the existing transaction by reestablishing
a connection to the previous NAR instead of creating a
new transaction. This scheme decouples transaction, as well
as connection for transaction. It makes the distortion of
the connection transparent to the transaction, making the
states of the transaction available continuously. It can reduce
the handover latency and the amount of retransmitted data
compared with the existing NDN solution. In addition, MLS
can be developed independent of the NDN forwarding plane
by being embedded to the face.

MLS is proposed based on our previous work [6]. The
difference is that the unnecessary control message is elimi-
nated, and the investigation result was corrected accordingly.
The rest of this paper is organized as follows. Section 2
presents the related work. Section 3 introducesMLS in detail.
Section 4 shows the analytical and simulation investigation
result for the performance of the proposed scheme. In
Section 5, we conclude this paper.

2. Related Work

2.1. Named Data Networking. NDN [1, 2] is one of the
most notable Information Centric Networking (ICN) archi-
tectures that has emerged to inherently support content-
oriented communication. NDN treats content as a primitive
element of communication. The contents are accessed based
on their name, instead of a content server address. NDN
communication is performed by the exchange of two types
of packets: interest and data packet. An interest represents a
data request, whereas a data packet is a response to the data
request through the interest. A NDN node maintains three
data structures for packet forwarding: Content Store (CS),
Pending Interest Table (PIT), and Forwarding Information
Base (FIB). CS is a local cache for data packets that have been
passed through the NDN node. PIT records the information
of received interests to build the reverse path of the interest
for data packet forwarding. FIB is employed to forward an
interest toward a producer of requested content, built by a
name-based routing protocol such as NLSR [7].

NDN provides the consumer mobility service by letting
a consumer retransmit an interest for the content that is

requested, but not received during the handover procedure.
This approach is not complicated, but there are several
problems. First, entire data packets should be retransmitted
regardless of how much content is received before handover
whenever consumer handover occurs. A communication
path leading a reissued interest will continue toward theNDN
node, which is at the intersection of the newpath and old path
for the previous interest and caches content. If both paths
intersect after multiple hops or even do not intersect, long
handover latency will be caused.

2.2. Existing Consumer Mobility Schemes. There have been
several proposals to address consumer mobility issues. Rao
et al. [3] proposed a proactive caching approach in which
a mobile consumer announces, pending its arrival to a
candidate NAR, that it is expected to communicate with a
consumer before handover. The candidate NAR fetches the
content proactively. MobiNDN [4] proposes a centralized
architecture permitting a centralized controller node to
keep track of NDN node conditions like Software-Defined
Networking. After handover, a mobile consumer reissues an
interest to a centralized controller. The controller establishes
an optimal path for the retransmitted interest according to
the consideration of cache efficiency. A CCN proxy node
introduced in a proxy-based mobility management scheme
[5] is responsible for content dispatch, caching, and handover
handling. When handover occurs (e.g., CCN proxy node
is changed), a new CCN proxy node retrieves the cached
content from the previous CCN node. These schemes pay
attention to how to quickly the lost content is retrieved
again with a reissued interest. As there is no consideration
for NDN transaction, the drawbacks mentioned above may
be repeated. In addition, these schemes modify the NDN
architecture. It strengthens the dependency between the
mobility feature and NDN forwarding plane and can damage
the principles of simple NDN architecture.

3. A Mobility Link Service for
Consumer Mobility Service

3.1. System Overview. The handover signaling in the pro-
posed scheme is performed only between the following two
types of network entities: mobile NDN consumer (MNC)
and NDN access router (NAR). MNC is literally a consumer
who wants to receive content while moving. NAR is a NDN
node considered to know where NDN packets are forwarded
to reach the content source according to NDN routing
protocol such as OSPFN [8] and NLSR [7]. As MNC does
not employ the routing protocols commonly, MNC should
send interests toward NAR. In the proposed scheme, ndn-
autoconfig [9] is used to discover NAR with which MNC
should communicate.

MLS is operated as a link service protocol at NDN face.
When a handover is detected, MLS restores the connection
that is corrupted due to the movement of MNC instead of
creating a new transaction via a new interest. Through this
recovered connection, data that could not be received during
the handover procedure is received again from the lost point.
At the same time, new interests for contents that will be
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Figure 1: MLS overview.

requested after handover are sent toward new NAR. Figure 1
shows the network entities and their basic activities.

MLS supports the consumer mobility service as well as
the content fragmentation and retransmission function with
the following two message types: a MLS fragment message
and a status report message. The fragmentation function is
provided with the MLS fragment messages into which NDN
packet is divided with sequence number. The status report
message is used to request reestablishment of the connection
and retransmission of a lost NDN packet.

3.2. A Mobility Link Service Architecture. Face, the general-
ization of the network interface, is located under the NDN
forwarding plane. It is responsible for the management of
a connection for a transaction. Face is composed of a link
service and a transport. The link service provides a link
adaptation function, such as fragmentation and link error
recovery, whereas the transport supports low-level details for
transmitting and retrieving packets via specific links.

Generic link service, the default NDN link service, pro-
vides fragmentation, reassembly, and retransmission func-
tions. However, as it cannot keep track of the condition of a
connection for a transaction, it cannot handle the movement
of MNC.

MLS is proposed as one of link service of face for
consumer mobility service. MLS provides the following three
main functions: a connection reestablishment, data retrans-
mission, and NDN packet fragmentation and reassembly.
These functions are operated based on a transaction structure
and two types of MLS messages. Figure 2 illustrates the NDN
face architecture with MLS.

3.2.1. Transaction Structure. A transaction structure is used
to maintain the states of transactions within MLS such as
endpoint address of connection and the sequence number of
receivingMLS fragmentmessages.This structure is generated
for each transaction. In other words, it is generated when
receiving an interest that initiates a NDN transaction from
an upper or a lower layer. It is a soft-state structure. When a
NDN transaction is terminated by receiving all required data,
or expiration time of a transaction structure has passed, it is
eliminated. The transaction structure consists of the follow-
ing four elopements: content name, nonce, transmission state,
and address information.

NDN Forwarding Plane

CS PIT FIB

Face
NDN Layer Packet:

Interest, Data

Mobility Link Service
Transaction

Content Name
Nonce

Transmission State
Address Info

Transaction

TLV Block:
MLS control msg

Transport

Transport Protocol Packet:
Ethernet / IP / UDP / TCP. . .

Figure 2: NDN face architecture with MLS. Figure 2 is reproduced
from Jung-Hwan Cha et al. (2018) (under the Creative Commons
Attribution License/public domain).

(i) Content name: literally the content name which is
derived from a received interest. It is used to identify
a transaction structure in MLS.

(ii) Nonce: the fixed-length value from a nonce field
of a received interest. In other words, a nonce is
assigned by MNC. It is included in MLS messages to
identify a relevant transaction structure within MLS
of a remote node instead of the content name. It
can reduce unnecessary packet overhead caused by
variable-length content name.

(iii) Transmission state: a condition about NDN transac-
tion. For example, howmuchNDNpacket is currently
received and the expiration time of a remaining
transaction. In addition, transmission state includes
buffer function that maintains NDN packets until the
NDN transaction ends. It is used to fulfill elements
of MLS messages such as sequence number of a data
fragment message or sequence number of missed
fragment of status report message.

(iv) Address information: field for representing transport
endpoint of the communicating connection. It is
updated when receiving a status report message that
contains the information for the changed condition of
a connection.

3.3. MLS Messages. MLS introduces two message types
(Figure 3): the MLS fragment message and the status report
message. A Type-Length-Value (TLV) structure is adopted to
MLS messages according to the link service packet format of
NDN face [10].

3.3.1. MLS FragmentMessage. MLS fragments anNDNpack-
et to severalMLS fragmentmessages with sequence numbers.
For the size of this message, a Maximum Transmission Unit
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Nonce Sequence Number Last Fragment Flag Payload

(a) MLS fragment message

Nonce Sequence Number of Missed Fragment Address Information
(optional)

(b) Status report message

Figure 3: MLS message types.

(MTU) of the underlying transport network or wireless link
condition should be considered.

(i) Nonce: the value from the nonce field of a NDN
packet. MLS fragment messages derived from the
same NDN packet have the same nonce value. It is
used to group the MLS fragment messages together
like the identification field of a IPv4 header.

(ii) Sequence number: the offset of a fragmented packet.
(iii) Last fragment flag: flag value indicatingwhethermore

MLS fragmentmessages should be expected likemore
fragment field of IPv4 header.

(iv) Payload: fragmented NDN packet.

3.3.2. Status Report Message. MLS uses a status report mes-
sage to inform the previous NAR about the status of transac-
tion, such as connection information that is changed after the
handover MNC. In addition, it can be employed to request
retransmission of a MLS fragment message, even if the
handover does not occur, when the retransmission timer
expires.

(i) Nonce: the same value with a nonce field of a trans-
action structure that is derived from a nonce value of
interest. It is used by a remote node receiving status
report message to distinguish a relevant transaction
structure.

(ii) Sequence number of missed fragment: the sequence
number of the lost MLS fragment message.

(iii) Address information: field indicating changed trans-
port endpoint address of MNC. It is an optional field,
as this field is not used when requesting retransmis-
sion without handover.

3.4. MLS Operation. MLS is operated in two stages: before
handover stage and during handover stage. Figure 4 shows
the operation flow of MLS.

3.4.1. Before Handover Stage. The operation of MLS starts at
MNC when receiving an interest from the NDN forwarding
plane. MLC creates a transaction structure based on the
received interest that triggers the transaction. The interest is
fragmented into several MLS fragment messages if the size
of the interest is bigger than MTU size (or a condition of
wireless network is bad). Otherwise, the interest is included
in the MLS fragment message as payload. TheMLS fragment

message for the interest is transmitted via a transport of the
NDN face to a NAR.

MLS of the NAR, which receives the MLS fragment
message derived from the interest of MNC, generates a
transaction structure based on the received interest. The
interest is passed to an upper NDN forwarding plane. When
receiving a data packet from the NDN layer as response of
the interest, MLS fragments this packet into several MLS
fragments messages. These messages are sent to the MNC.

MLS of the MNC receives the MLS fragment messages
derived from the requested data and recognizes the relevant
transaction field based on a nonce field of a MLS fragment
message. It reassembles the received MLS fragment messages
based on the sequence numbers and the transaction struc-
ture. Then, when all MLS fragment messages are received,
every role of MLS is completed for this transaction. The
transaction structure is eliminated.The transaction structure
of the NAR waits for a status report from MNC. If no status
report message is received until after the expiration time for
the transaction has passed, the transaction structure of NAR
is also removed.

Provided that MLS fragment messages are lost without
handover like a case that transmission expiration timer for
a transaction expires, a status report message can be used to
request retransmission for lost MLS fragment messages with
their sequence numbers.

3.4.2. During Handover Stage. The process of during han-
dover stage is straightforward. If MLS fragment messages
(derived from NDN data packet) are lost because of the
movement of MNC before the transaction ends, MNC sends
the status report message that includes the new transport
endpoint information and the sequence number of the
missed MLS fragment message to the previous NAR. Upon
receipt of the status report message, NAR updates the address
information of the transaction structure and retransmits the
lost MLS fragment messages.

The operation of MLS on during handover stage is only
relevant to a transaction that has the connection corrupted
by consumer movement. A new interest that creates a new
transaction (for new content) is transferred to a new NDG to
which MNC attaches after handover.

For the clarification of the proposed scheme, Algorithm 1
shows the operation ofMLS (it assumes that interest does not
exceed MTU size).

4. Performance Evaluation

In this section, we evaluate the performance with an analyti-
cal and simulation investigation by comparing the NDN con-
sumer mobility scheme. Before discussing the performance
evaluation, we define the network model.

4.1. Network Model. The network model for performance
evaluation is shown in Figure 5. In this network model,
we assume that NDN basically operated over IPv4 as a
transport protocol because it is impractical for current IP-
basednetworks to be replaced byNDNat once.Thehop count
between each network entity is set to 1.
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The handover events can be categorized as two cases:
the intra NAR handover and the inter NAR handover. The

intra NAR handover is the case that no NAR is changed,
while the connection condition for the current transaction
is changed because of the IP address change by movement
toward another IP router.The inter NAR handover is the case
that NAR with which MNC should communicate is changed.
The proposed scheme handles both cases in the same way.

We assume the intra NAR handover as the situation that
MNC communicates with NAR1 through AP1, and then it
moves to AP2, so that the existing transaction cannot be
completed normally. And, the inter NAR handover is that the
MNC communicates with NAR1, and then it moves to NAR2.

4.2. Analytical Investigation. For the analytical investigation,
we formulated the analytical cost model of the proposed
scheme and the existing NDN consumer mobility scheme
with a generic link service (default NDN link service). The
total handover cost of both schemes, which is defined as the
additional accumulative overhead resulting from transmit-
ting handover-related packets, besides the cost of creating an
existing transaction, is evaluated.



6 Wireless Communications and Mobile Computing

1: while isMLSTerminated( ) do
2: procedure RECEIVEPACKET(𝑃𝑎𝑐𝑘𝑒𝑡)
3: type = Packet.getType( )
4: if 𝑡𝑦𝑝𝑒 == 𝐼𝑛𝑡𝑒𝑟𝑒𝑠𝑡 then
5: cn = Interest.getContentName ( )
6: nonce = Interest.getNonce ( )
7: trans = new Transaction (𝑐𝑛, 𝑛𝑜𝑛𝑐𝑒)
8: this.sendPacket(𝐼𝑛𝑡𝑒𝑟𝑒𝑠𝑡)
9: end if
10: if 𝑡𝑦𝑝𝑒 == 𝐷𝑎𝑡𝑎 then
11: nonce = Data.getNonce( )
12: trans = this.findTransaction(𝑛𝑜𝑛𝑐𝑒)
13: mlsFrags = this.fragment(𝐷𝑎𝑡𝑎, 𝑡𝑟𝑎𝑛𝑠)
14: this.sendPacket(𝑚𝑙𝑠𝐹𝑟𝑎𝑔𝑠)
15: end if
16: if 𝑡𝑦𝑝𝑒 == 𝑀𝐿𝑆𝑓𝑟𝑎𝑔𝑚𝑒𝑛𝑡𝑚𝑒𝑠𝑠𝑎𝑔𝑒 then
17: nonce = mlsFrag.getNonce( )
18: trans = this.findTransaction(𝑛𝑜𝑛𝑐𝑒)
19: trans.putFrag(𝑚𝑙𝑠𝐹𝑟𝑎𝑔)
20: if 𝑡𝑟𝑎𝑛𝑠 : 𝑎𝑟𝑒𝐴𝑙𝑙𝐹𝑟𝑎𝑔𝑠𝑅𝑒𝑐𝑒𝑖V𝑒𝑑() then
21: packet = trans.getPacket( )
22: this.sendPacket(𝑝𝑎𝑐𝑘𝑒𝑡)
23: delete(𝑡𝑟𝑎𝑛𝑠)
24: end if
25: end if
26: if 𝑡𝑦𝑝𝑒 == 𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑝𝑜𝑟𝑡𝑚𝑒𝑠𝑠𝑎𝑔𝑒 then
27: nonce = stateReport.getNonce( )
28: trans = this.findTransaction(𝑛𝑜𝑛𝑐𝑒)
29: trans.updateTransaction(𝑠𝑡𝑎𝑡𝑒𝑅𝑒𝑝𝑜𝑟𝑡)
30: mlsFrags = trans.getFrags(𝑠𝑡𝑎𝑡𝑒𝑅𝑒𝑝𝑜𝑟𝑡)
31: this.sendPacket(𝑚𝑙𝑠𝐹𝑟𝑎𝑔𝑠)
32: end if
33: end procedure
34:
35: procedure DETECTHANDOVER(𝑐ℎ𝑎𝑛𝑔𝑒𝑑𝑇𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡)
36: sr = new StateReport (𝑐ℎ𝑎𝑛𝑔𝑒𝑑𝑇𝑟𝑎𝑛𝑠𝑝𝑜𝑟𝑡)
37: this.sendPacket(𝑠𝑟)
38: end procedure
39: end while

Algorithm 1: The operation of mobility link service.

Table 1: The parameters for analytical investigation. Table 1 is reproduced from Jung-Hwan Cha et al. (2018) (under the Creative Commons
Attribution License/public domain).

Notation Meaning
𝑃
𝐼𝑁𝑇

Interest packet from the NDN layer
𝑃
𝐷𝐴𝑇𝐴

Data packet as response of interest packet
𝑀
𝐷𝐴𝑇𝐴

MLS fragment message into which NDN data packet is fragmented
𝑀
𝑆𝑇𝐴𝑇

Status report message
N Total number of𝑀

𝐷𝐴𝑇𝐴

K The sequence number of the first lost fragment message
𝐻
𝐼𝑁𝑇𝐸𝑅

Hop counts from NAR to reach a intersection

The parameters used for analytical investigation are
defined in Table 1. We assume that MLS and the origi-
nal NDN’s scheme fragment data packets into the same
size 𝑀𝐷𝐴𝑇𝐴, and interest (𝑃𝐼𝑁𝑇) is not fragmented. We
set the default values of related parameters as follows:

𝑃𝐼𝑁𝑇 = 44 bytes, 𝑀𝑆𝑇𝐴𝑇 = 31 bytes, 𝑃𝐷𝐴𝑇𝐴 = 1 MB, 𝑀𝐷𝐴𝑇𝐴
= 1033 bytes, and N = 1024, respectively, according to [2,
10–12]. 𝐻𝐼𝑁𝑇𝐸𝑅 is set to 0 and 1 to show the cases of
intra NAR handover and inter NAR handover, respective-
ly.
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Figure 6: Handover overhead. Figure 6 is reproduced from Jung-
Hwan Cha et al. (2018) (under the Creative Commons Attribution
License/public domain).

4.2.1. Analytical and Numerical Result. The cost for creating
a transaction in the original NDN which fragments a data
packet into N data messages through a generic link service
or MLS (denoted by 𝐶𝑇𝑅𝐴𝑁𝑆) can be expressed as

𝐶𝑇𝑅𝐴𝑁𝑆 = 𝑃𝐼𝑁𝑇 + 𝑁 ∗𝑀𝐷𝐴𝑇𝐴. (1)

In order to handle handover, the original NDN consumer
mobility scheme creates a new transaction regardless of how
much data is received by reissuing an interest for the content
that is requested, but not received. The process of regenerat-
ing transaction should continue until the NDN node where
the old path leading the interest issued before handover and
the new path for the reissued interest intersect. Therefore,
if we let 𝐻𝐼𝑁𝑇𝐸𝑅 be the hop counts to the intersection, its
handover cost (𝐶𝑁𝐷𝑁) can be defined as

𝐶𝑁𝐷𝑁 = 𝐶𝑇𝑅𝐴𝑁𝑆 ∗ (𝐻𝐼𝑁𝑇𝐸𝑅 + 1) . (2)

MLS reestablishes a connection with the previous NAR
that maintains information for the current transaction such
as cached data and PIT entry using a status report message.
It requests retransmission of lost data from the lost point
instead of requesting retransmission of whole data packet
again.Thehandover cost (𝐶𝑀𝐿𝑆) to𝐶𝑇𝑅𝐴𝑁𝑆 can be formulated
as

𝐶𝑀𝐿𝑆 = 𝑀𝑆𝑇𝐴𝑇 + (𝑁 − 𝐾) ∗𝑀𝐷𝐴𝑇𝐴. (3)

Figure 6 shows the total overhead of both schemes
according to parameter K. The overhead of MLS is always
smaller than that of the original NDN mobility scheme
regardless of intra NAR handover or inter NAR handover.
This is the result of the NDN mobility scheme always having
to create a new transaction, whereas the proposed scheme
retrieves the data from the lost point using the state of the
existing transaction.
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Figure 7: Handover delay.

Since the transaction creation process in the existing
NDN scheme should be repeated until a new interest reaches
the intersection, its overhead caused by inter NDG handover
will be grown as 𝐻𝐼𝑁𝑇𝐸𝑅 increases or the size of the data
packet increases. In addition, the overhead of the NDN
scheme should be larger when data packet loss occurs more
than once for the same transaction.

4.3. Simulation Investigation. To assess the handover perfor-
mance of the proposed scheme, we modify the ndnSIM 2.0
that is implemented based on the ns-3 simulator [13]. The
network model is described in Figure 5. The link delay for
each network entity is 10ms, and the speed of the MNC is 6
m/s with the constant velocity mobility model.The size of the
data packet which the MNC requests is 1MB, and this data is
fragmented into 1KB payloads.

In the simulation investigation, we measure the delay
of inter NAR handover, which is the time spent until MLS
fragment messages for data are completely received from
when MNC and NAR2 connect.

4.3.1. Simulation Result. Figure 7 shows the inter NAR han-
dover delay of the proposed scheme and the NDN’s solution
according to the sequence number of the lost data segment.
MLS always performs better than the original NDNmobility
scheme. The first reason is that the original NDN should
retrieve the entire packet again, whereas the proposed scheme
needs to receive fragmented messages from the lost point.
The second is that the reissued interest of NDN follows a new
communication path to an intersection node with hop count
set by 1. The proposed scheme retrieves the lost data from
the previous NAR via a new connection. Therefore, although
the first fragment is lost, the performance of the proposed
scheme betters than that of NDN. The larger the hop count
to an intersection NDN node, the larger the performance
difference between the both schemes. This means that the
proposed scheme has a better advantage of the NDN cache
capabilities.
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5. Conclusion

We propose MLS, which is operated under the NDN for-
warding plane, to enhance the consumer mobility service. It
establishes a new connection for a transaction to replace the
connection damaged by the movement of a MNC instead of
reissuing an interest that creates a new transaction. It allows
for reuse of the states of existing transaction such as cached
content and PIT entry. It is located in the NDN face, so that
it hides the distortion of the connection to the transaction.
Therefore, the consumer mobility service of the proposed
scheme is transparent to the rest of NDN architecture. The
NDN architecture andMLS can be developed independently,
and it is possible to apply different mobility schemes at
the NDN level with MLS. The analytical and simulation
investigation show that MLS is practical and more effective
than the NDN solution.

As the upcoming 5G era has to support high capacity
services such as virtual reality, augmented reality, and 4K
video streaming, NDN (with its features for content disper-
sion) will attract attention of telecommunication industry.
However, even if NDN is utilized, especially in the case where
handover between routers occurs frequently like vehicle
communication environment, mobility handling has to be
supported to constantly provide these services. We think that
MLS would be helpful to address mobility problem.
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Over the last few decades, Cluster-Based Wireless Sensor Networks (CBWSNs) have played a crucial role in handling various
challenges (load balancing, routing, network lifetime, etc.) of large scale Wireless Sensor Networks (WSNs). However, the security
becomes a big problem for CBWSNs, especially when nodes in the cluster selfishly behave, e.g., not forwarding other nodes’ data,
to save their limited resources. This may make the cluster obsolete, even destroying the network. Thus, a way to guarantee the
secure and consistent clusters is needed for proper working of CBWSNs. We showed that the selfishness attack, i.e., passive attack
or insider attack, in CBWSNs can cause severe performance disaster, when particularly a cluster head node becomes selfish. In
order to prevent this situation, this paper proposes a security framework that involves a novel clustering technique as well as a
reputation system at nodes for controlling selfishness, making them cooperative and honest. The novelty of the clustering comes
from the existence of inspector node (IN) to monitor the cluster head (CH) and its special working style. The experimental results
showed that the proposed security framework can control the selfishness and improve the security of the clusters.

1. Introduction

The recent advances in sensing and communication capa-
bilities of WSNs have made a wide range of applications
possible, which can be divided into two main categories:
tracking and monitoring. In order to meet the requests
from various applications including military, habitat, health,
business, public, industrial, and environmental ones, WSNs
are developed into more expertized systems like terrestrial,
underground, underwater, and multimedia WSNs [1, 2].
WSNs based applications need to deploy a large number of
sensor nodes over phenomenal environment, and all those
sensor nodes send sensing data to a sink node; thus, a
lot of congestion and data collisions can occur in WSNs.
This will result in the depletion of limited energy from the
network in a short time. In all these circumstances, node
clustering can address these issues because it can provide load
balancing and efficient resource utilization [3–5]. In other
words, clustering is indispensable for scalability and network
lifetime extension.

In addition to the energy efficiency and scalability of
clustering architecture itself, each cluster must be secure

and reliable, but it has not gained much attention so far.
In a cluster, the cluster head plays an important role in
aggregating and forwarding data sensed by other nodes.
Thus, malfunctioning or compromisation of CH can lead
to unreliable data delivery. Then besides the malfunctioning
and compromisation, the selfishness of a node can be a
significant problem for the cluster network. Let us assume
that a node thinks that its battery energy is the most valuable
resource and that it decides not to forward others’ packets to
save the energy. If the node takes the CH role, the problem
becomes more serious. This is called the selfishness attack
or passive attack because it can harm the network even
though the selfish node has no explicit intention to attack
the network. Thus, there should be a cluster leader election
protocol that is more efficient, resilient, and effective than
previous techniques [6–8].

The previous research in the security domain revealed
that the inside attacks by the authorized nodes are far more
difficult to be controlled than the outside attacks by the
unauthorized nodes. The selfishness attack is one of the
critical inside attacks. Various methods have been suggested
to control this type of inside attacks [9, 10]. First, incentive
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Figure 1: WSN: before and after cluster formation.

schemes have been suggested to resolve the selfishness attack,
which encourage the nodes to be honest by giving some
credits when they participate in a cooperative environment
(e.g., MANETs) [11, 12].

On the other hand, reputation and trust systems punish
selfish nodes by giving them penalties of bad reputation,
finally resulting in the exclusion from the network. These
reputation systems are useful for any system to avoid being
a victim of inside attacks. These days, a trust system and
a reputation scheme are very important for the wireless
communication [13–15].

Our motivation is to mitigate the selfishness problem in
CBWSNs in order to provide robust clusters to maximize the
lifetime of network. This prompted us to propose a security
framework to fight against this inside attack.Themain design
of the proposed security framework is to appoint two special
nodes per cluster: inspector node and cluster head node.
The resulting cluster then basically consists of three types of
nodes, i.e., CH, IN, and MNs (member nodes); and they are
one hop away from CH as shown in Figure 1. In order to
control the selfishness attack, these nodes act in a special way
and an additional security is provided by using a reputation
system at each node. The IN exploits the packet overhearing
scheme, which is one of the characteristics of wireless com-
munication and used bymany previous researches to provide
security against the selfishness attack [16, 17].

If an IN finds some problems while overhearing CH’s
transmission, then it blacklists the CH and also informsMNs
within its range to make them stop forwarding data to the
CH. However, the MNs also can refuse the IN’s decision if
they judge, based on their own reputation system, it might
be a deliberate accusation by the IN. Meanwhile, CH also
sends random checking requests to IN, to ascertain its status,
whether IN is working correctly or not. In addition, CH
assigns bad reputation values to MNs which do not take
part in IN nomination for a long time to save their energy.
The main responsibility of CH is to forward MNs’ data to
the sink node. The proposed strategy not only solves the
selfishness (passive attack) but also covers some of the active
attacks including the black hole, the selective-forwarding, the
on/off, and the transmission opportunity-wasting attack by
analyzing the overheard data at IN.

This paper improves the previous work in [18], which
only focuses on how the proposed method works. On the

Table 1: Nodes selfishness levels.

Nodes Partial Selfishness Full Selfishness Physical Damage
CH 30 %<PF<100% PF=<30 % PF=0
IN 30%<RCR<100% RCR=<30 % RCR=0
MNs 30%<Rep<100% Rep=<30% Rep=0

other hand, this paper investigates how the method performs
well through the extensive simulation result and how it can
handle various active attacks as well. The rest of the paper is
organized as follows.The next section describes the proposed
solution in detail. Section 3 compares briefly the proposed
security architecture with some existing schemes. Section 4
describes the evaluation. Section 5 discusses the expected
outcomes of the proposed solution. Section 6 concludes this
paper.

2. Proposed Solution

2.1. Selfishness Attack. In our scenario, there are three types
of selfish nodes as follows. All these types of selfishness attack
should be addressed.

(1) SelfishCH: it drops data packets instead of forwarding
to the sink node.

(2) Selfish IN: it stops overhearingCHor sends deliberate
accusing messages on CH.

(3) Selfish MNs: it does not properly participate in the
CH and IN election process. It means that it does not
present itself for the IN nomination and also does not
reply to CH election process deliberately.

Moreover, considering typical situations these nodes can
behave either fully or partially selfishly. It means that they
do not perform their roles continually or intermittently. For
example, under partially selfish behavior, the data forwarding
of CH, overhearing of IN, and participation of MNs in
election process can be stopped intermittently. On the other
hand, if these activities are stopped for a long while, then
nodes can be considered as fully selfish or dangerous. The
intensities or levels of selfishness are the result of the intent
of free riding or hiding their selfishness. This also provides
the basis for differentiating types of deliberate accusing
attacks later. In order to correctly quantify and identify these
situations, we made some assumption as shown in Table 1,
where PF denotes the packet forwarding rate, RCR is the rate
of reply to random checking, and Rep is the rate of reply to a
request of a neighbor who volunteers to be CH.

2.2. Description of the Method. Before describing the pro-
posed method, notations are given. The whole network
consists of N sensor nodes. The number of neighbors of a
sensor node is denoted by M and M is less than N. After
the clustering each cluster consists of CH, IN, and MNs. IN
and MNs are one hop away from CH. The proposed strategy
has three levels as shown in Figure 2, and each level has an
important role to fight against the selfishness problem in its
own way. The first level involves a uniqueness of clustering
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Figure 2: Structure of the proposed security framework.

process, which incorporates two special nodes, i.e., CH and
IN, per cluster. The clustering process is carried out in two
stages. The second level takes the role of the reputation
scheme contributing to the other two levels and the third
level reveals specific operations at CH, IN, and MNs beside
their usual activities. The levels of the proposed security
framework will be elaborated one by one in the following
section.

2.2.1. Level 1: Uniqueness of Clustering. The proposed cluster-
ing process is carried out in distributed manner and has two
stages where the first stage is further divided into two rounds
for selecting CH and IN.

(i) First Stage: it comprises two rounds. In the first
round, a node that wants to be a cluster head broadcasts a
request to its one-hop away neighbors.The neighbor’s replies
depend on their previous experience with the node. It means
that they check the previous reputation for the node and
confirm it against the predefined threshold reputation value
as described in next section. Only trustful nodes can receive
the replies from the neighbor nodes. It is the first step towards
controlling the selfishness problem, to avoid a selfish node
being selected as CH. Next is the confirmation of CH, as we
already assumed that every sensor node knows that it has a list
of M possible neighbors. Therefore, if the number of replies
or replying nodes denoted byRep satisfies a specific threshold
value, 𝑇

𝑠
, where

𝑇
𝑠
=
𝑀

2
(1)

it shows that value of threshold should be equal to half of the
neighbor nodes. Therefore,

𝑅𝑒𝑝 >= 𝑇
𝑠 (2)

Thus, the requesting node announces itself as the cluster head
and all replying neighbor nodes become the MNs of the
cluster as shown in Figure 3. But the situation might not be
so straight due to the possibility that a malicious node can
pose as CH even though it does not receive enough replies.
It just pretends to work as CH not to get a bad reputation
from neighbors. But some neighbors have bad reputation on
it already due to its uncooperative nature, naturally having

not replied to CH selection process. Nonetheless, if they get a
membership message from it, then they blacklist it. It means
other nodes expel the node from the network. Nodes in the
blacklist cannot send their packets through other nodes, nor
can they become CHs in the future. On the other hand,
if any node is trustworthy and receives enough replies to
become CH; then the cluster is formed and the CH has good
reputation for future use.

Right after the first round, the second round starts: CH
requests only its neighbor MNs to volunteer or the IN role
since IN must be within the communication range of CH to
overhear its transmission. The volunteering MNs send back
replies to CH. Waiting for the MNs replies for specific time
duration, CH checks if the number of replies ofMNs denoted
by Rep

1
satisfies a specific threshold value, 𝑇

𝑠1
:

𝑅𝑒𝑝
1
>= 𝑇
𝑠1 (3)

In our research, the threshold T
𝑠1

is set to a half of the
neighbor nodes:

𝑇
𝑠1
=
𝑀

2
(4)

Among the nodes sending a reply, CH selects the most
reputable node as IN that completes the second round of the
first stage. The process is shown in Figure 4.

(ii) Second Stage: in the second stage, actual communica-
tion takes place amongCH and theirMNs. CH forwards data,
carries out random checking process, and updates reputation
values for its MNs and IN. On the other hand, IN overhears
CH transmission, responds to random checking requests of
CH, andmanages its reputation system data, whileMNs send
sensing data to CH and maintain its reputation system.

(i) Design Issue: Why clustering has two stages instead
of one? The debate is that, why using two stages instead of
one? In order to monitor the selfishness attack by CH, IN
should be one hop away from CH, or within the range it
can overhear CH’s transmission consistently. Then, if sensor
nodes that want to be CH and IN present themselves in the
same stage, there is a chance for the two selected nodes to
be out of the range of each other. This contradicts with the
requirement that CH and IN must be the direct neighbor of
each other. This situation is illustrated in Figure 5.

2.2.2. Level 2: Reputation System. The reputation and incen-
tive schemes have been used formany years against the inside
attacks. There are many conventional reputation systems in
use that were specially designed for social and e-commerce
applications. Most of them have centralized and complicated
structure and consider many parameters (direct and indirect
observations) as metrics for consistent trust and reputation
computations. We also assumed that every node in the
network has a reputation system and an initial reputation
value for every one hop away neighbor. It has a distributed
and very simple design that frequently considers direct
observation (overhearing of data forwarding activity) like
many othermethods inMANET that care for data forwarding
activity or route request reply as metrics to decide reputation
for their nodes and occasionally uses indirect observation
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Figure 5: Possible scenarios for CH-IN relations when they are
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Table 2: Neighbors of nodes.

Nodes Neighbors
CH IN, MNs
IN CH, MNs
MNs CH, MNs, (IN)

for reputation values calculation as will be discussed in
active deliberate accusation scenario in this section. These
reputation values are changed depending on how cooperative
they are in data forwarding activity and later can also be
used to elect an honest node as CH in the clustering process
as mentioned above. We made some assumptions related to
these reputation values before cluster formation as follows:

𝐼𝑅 (𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝑅𝑒𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛) = 𝑅 (5)

𝑈𝐹 (𝑈𝑝𝑑𝑎𝑡𝑖𝑛𝑔 𝐹 𝑎𝑐𝑡𝑜𝑟) = ±1 (6)

where R is an integer; e.g., if R=3 then IR=3, and it increases
or decreases by ± 1, according to their behavior in data
forwarding. In Figure 6, we can see that node A updates its
neighbor node B’s reputation depending on its behavior as
described above.

After cluster formation, a network is divided into clusters
with three types of nodes, i.e., CH, IN, and MNs as shown in
Figure 1. The neighbor types of each node may be a little dif-
ferent depending on its role in the cluster as listed in Table 2.
Note thatMNsmay ormay not be within the communication
range of IN depending on the position inside the cluster.
Maintaining reputation history, the reputation scheme at each
node operates in a little different way depending on its role
in the cluster. First, CH can increase or decrease reputation
value to INdepending on its response to the randomchecking
process and can also evaluate reputation values ofMNs based
on their participation in the IN election process. Second, IN
evaluates the reputation value of CH by overhearing whether
it properly forwards packets coming from MNs. Lastly, MNs
also evaluate CH based on the delivery ratio of their own

packets to the destination. Based on this reputation values
MN can make its own decision whether it can still trust CH
or not, when IN accuses the CH selfishness. In this way,
we can avoid the deliberate accusation problem on CH by
IN. Moreover, again the continuation of their activities can
matter for comparing accumulated reputation values of these
nodes against the predefined threshold to be free of partial
selfishness.

(i) Deliberate Accusation: two types of deliberate accusa-
tion are possible, active, or passive deliberate accusation.

(a) Active deliberate accusation: a malicious IN may
purposely accuse CH though it is working honestly
and has good reputation. In this situation, MNs can
play a vital role in making their own decision using
the CH reputation they have collected for themselves.
The deliberate accusation can be restrained by giving
the bad reputation to this kind of IN and notifying it
to the CH. CH will take any further action like a new
IN election.

(b) Passive deliberate accusation: this type of deliberate
accusation can appear in two situations. First, some
neighbors of a node that want to be a CH may not
reply to the request to volunteer CH, regardless of
its previous reputation. Second, some neighbors of a
specific node do not volunteer for IN election only
when the node takes the role of CH. The reason
behind not sending the reply in the both cases can be
to save their energy. In other words, they just behave
selfishly.

(ii) Control of Deliberate Accusation: the deliberate
accusation on CH is harmful not only for the CH but also
for the entire network since the total number of nodes
participating in the network is reduced. Thus, this should be
controlled. In case of the active deliberate accusation, MNs
as well as CH can take action against selfish IN according
to their previous reputation values. MNs notify this situation
to CH and CH can assign bad reputation values for this IN
and further can elect a new IN as described above. On the
other hand, the passive deliberate accusation can appear in
two situations. First, it can badly affect the clustering process;
clustering either takes a long time to complete or even may
fail. In order to prevent this situation, we can use the facts
that we already assumed; i.e., every node in the network has a
reputation history for its one hop away neighbors,M is the list
of possible neighbors, and Rep is the list of expected replying
nodes that should satisfy threshold T𝑠 as given (1) and (2);
then m, the list of neighbors that have bad reputation value
for the requesting node due to its noncooperative behavior in
the past, can be calculated as follows:

𝑚 = (𝑀 − 𝑅𝑒𝑝) (7)

However, in case of a passive deliberate accusation scenario
where some nodes of requesting node may not reply to the
request to volunteer CH, we assume that the new list of
expected replying nodes will be Rep

2
; then N, the combined

list of neighbors that either deliberately accuse or have bad
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Figure 6: Reputation system operations.

reputation for the requesting node due to its noncooperative
behavior, can be calculated as follows:

𝑁 = (𝑀 − 𝑅𝑒𝑝
2
) (8)

where N is greater than m; then we can find deliberate
accusing nodes as follows:

𝑁
𝐷𝐴
= (𝑁 − 𝑚) (9)

where 𝑁
𝐷𝐴

denotes the number of deliberately accusing
neighbors and faulty nodes during the replying process of the
CH election andM

𝑛𝑒𝑤
is the new list of possible neighbors.

𝑀
𝑛𝑒𝑤
= (𝑀 −𝑁

𝐷𝐴
) (10)

In the second case, the problem can be solved by CH by
picking up most reputable neighbor and assigning the IN
role to it. If CH observes that some MNs do not present
themselves for an IN role during the past some period,
then it assigns them bad reputation values. This type of
deliberate accusation can be harmful since the role of IN is
concentrated only to several nodes. In this way, we can say
that the reputation schemes can help in controlling deliberate
accusation and make the clustering process consistent and
reliable.

2.2.3. Level 3: Operations at Specific Nodes

(i) Inspector Node (IN):

(a) Transmission overhearing: as the basic function of
CH is to forward the packets on behalf of MNs, the
selfishness of CH is very dangerous to the cluster, even
destroying the whole cluster. In order to avoid this
situation, IN can play a vital role. Overhearing the
transmission of CH, if IN observes that CH does not
forwardmore than a fixed number of packets, it sends
an accusation message to MNs in the same cluster to
induce them to put theCH in the blacklist. If any node
is blacklisted on the reputation system of others, the
cooperationwith it is refused by others and even it can
be excluded from the network. The workflow of IN is
given in Figure 7.

Start

IN starts
Overhearing CH’s 

Transmission

Is overhearing data 
Consistent?

• Blacklist CH
• Inform MNs

Keeps 
Overhearing 

History

End

Yes

No

Figure 7: IN’s inspection of the CH’s selfishness problem.

(b) Response to Random Checking by CH: IN may not
work correctly after the election, i.e., not overhear-
ing CH’s transmission to save its own energy? In
order to prevent this situation, CH checks if the IN
continuously overhears its transmission or not. CH
randomly requests the packets that IN overheard for
some fixed duration just before the request time. For
the sake of energy efficiency, the random checking
process utilizes an information hashing technique.
A simple hash function can map data of arbitrary
size to data of fixed and relatively small size [19].
Upon a random checking query; IN sends CH the
hash values of the requested packets instead of the
whole packets. By sharing the same hash function,
CH can check if the IN has continuously overheard
its transmission or not. The use of hash function
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Figure 8: CH’s random check for IN’s selfishness attack.

definitely lessens the burden of IN and CH in terms
memory, communication, computation, and energy
consumption. It also provides data integrity. If IN
cannot answer correctly the request, IN is accused by
CH of its selfish behavior. Therefore, IN must always
keep hash values of the transmission overhearing
history for the fixed duration in the manner of the
sliding window. IN removes all previous history after
satisfying each random checking request and starts to
keep the overhearing history again to satisfy the next
random checking request. In this manner, IN can be
refrained from becoming selfish during its working.

(ii) Cluster Head (CH): CH also has to handle the
selfishness of others. As mentioned earlier, all nodes in the
network should willingly play the role of CHor IN for normal
operation of the entire network, although more energy needs
to be consumed. This is why nodes not playing a role of
CH or IN for a long time are blacklisted on a reputation
system. However, as mentioned above, a node may avoid
this obligation easily by not doing the IN’s operation, i.e.,
the overhearing on CH, after being elected as IN. It just
pretends to work as IN, becoming a free rider. As time grows,
the number of dishonest INs may increase, and then CH
can have much room to behave selfishly without receiving
any penalty. To prevent this situation, we make the CH
check IN by requesting a specific packet randomly which the
IN has overheard. If the IN has been working honestly, it
could answer the request correctly. Since IN cannot know in
advance which packet will be requested, it cannot cheat the
CH random checking process. In case of any malfunctioning
of IN, CH blacklists it and notifies other MNs as shown in
Figure 8.

(iii)Member Nodes (MNs): all sensor nodes have a repu-
tation system to enhance the cooperation of their neighbors.
MNs evaluate the reputation of CH and IN. For CH, the
reputation is proportional to the rate of its packets being
successfully delivered to the destination. On the other hand,
for IN, the reputation is based on how similar the decisions
of the IN on the reputation of others are to its own reputation
system. For example, if an IN accuses a CH, but a MN
can judge the CH as a cooperative node based on its own
reputation system, the IN is regarded as a deliberate accuser,
being assigned bad reputation by the MN. On the contrary,
if an IN does not accuse a CH even though a lot of packets
are not delivered to the sink node, a MN considers the IN as
a selfish node.

3. Comparison with Other Techniques

Here, we concisely compared our security framework against
selfishness attack with existing schemes for the security of
cluster head election, focusing on the schemes in [20–22].
The common goal of these schemes is to provide security
for cluster head node election against active attacks by using
various technologies. However, they have several limitations.
First, they can handle only active or external attacks, while
our security framework can control the selfishness attack
(inside attack) as well as several active attacks. Second, they
are centralized schemes, using a base station to make a deci-
sion about the head nodes. Such centralized approaches are
considered costly in terms of communication, computation,
and maintenance. Hence, they are not suitable for WSNs
having resource constraints. In contrast, our solution is a
distributed scheme to avoid the single point of failure and
excessive usage of resources. It does not incur that much
communication and computation cost and is much more
secure than centralized schemes. Third, the three election
protocols in [21] use lightweight cryptographic algorithms,
but they are susceptible to numerous attacks. Lastly, the
protocols in [22] using digital signatures involve considerable
computation overhead and are vulnerable to DoS attacks,
being not suitable for resource limited tiny WNS nodes.
Meanwhile, our scheme adopts a reputation system that is
more resilient to the selfishness attack on the cluster head
node. Moreover, the use of hash function also makes it more
efficient in terms of communication, computation, energy
consumption, and memory overhead.

4. Evaluation

In order to evaluate and analyze the proposed framework, we
performed simulation usingMatLab and other parameters as
shown in Table 3. Total 50 nodes are randomly distributed
over an area of 500m∗500m and initially consist in nine
clusters. The actual distribution of the nodes and clusters is
shown in Figure 9. We highlighted only four clusters here in
order to avoid confusion and clearly show the effect of our
proposed idea.

Figure 10 shows IN’s response against selfish CHs. Two
CHs (CH: 48 and CH: 45) were discovered to behave selfishly.
In other words, they were observed by INs to stop data
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Table 3: Simulation parameters.

Parameters Value
Simulator Matlab
Area 500∗500, 1000∗1000
Number of nodes 50, 100
Node Deployment Random
Communication Range 100m
Ratio of Selfish Nodes 10-50

Figure 9: Cluster establishment.

Figure 10: Response of IN against selfish CH.

forwarding for their MNs (MNs: 2, 3, 4, 13, 24, 30 and MNs:
14, 15, 17, 20, and 41. After finding this situation, INs (IN: 2
and IN: 14) informed MNs within their range (3, 13, 24 and
17, 20, 41) to stop communication with the CHs denoted by
small dotted line in Figure 10.Then,MNsmade their decision
according to IN’s information as well as their own experience
withCHs. As a result, theCHswere put on the blacklist by INs
and MNs. The blacklisted CHs were marked with an asterisk
inside the circle.

In Figure 11, we showed the CH’s response when it found
out the selfish IN. For this purpose, we made IN: 8 not
properly overhear theCH transmission and even not properly
respond to the random checking process of CH. When the
IN’s reputation at CH fell down the threshold value, the CH
blacklisted this IN and started the process to elect a new IN
as shown in Figure 11.

We also quantitatively analyzed the performance of the
proposed security framework in terms of number of dropped
packets while considering the partially and fully selfishness of
nodes. The simulation environment was extended, 100 nodes
in the range of 1000m∗1000m. The nodes were deployed
randomly over an area of interest and the ratio of selfish nodes

Figure 11: Response of CH against selfish IN.

Figure 12: Number of dropped packets while using fully selfish
nodes.

Figure 13: Number of dropped packets while using partially selfish
nodes.

was controlled for the simulation. The graphs are averages of
10 runs. In Figures 12 and 13, we can see that, if we increase the
number of the selfish nodes in the network, then the number
of dropped packets increases simultaneously. We can see that
without the proposed solution 27 packets were dropped in the
presence of 50% full selfish nodes in the network, while it was
reduced to only 12 after utilizing the proposed solution.

Figure 13 shows reduction in dropped packets by our pro-
posed security framework after considering partially selfish
nodes instead of fully selfish nodes. For example, when 50
% of entire nodes start partially selfishly behaved, then we
can see that without the proposed solution 9 packets were
dropped in the presence of 50 % partially selfish nodes in
the network, while it was reduced to only 4 after utilizing the
proposed solution. In both cases, we can see the reduction
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Figure 15: Selective-forwarding attack.

in number of packet drop after using the proposed security
framework.

5. Discussion on Active Attacks and Overhead

As a side benefit, the proposedmethod is also effective against
some kinds of active attacks, including the black hole attack,
the on/off attack, the selective-forwarding attack, and the
transmission opportunity-wasting attack. (i) According to
[23] the black hole attack is a type of Denial of Service
(DoS) attacks and attacker easily launch it by capturing and
reprogramming a set of nodes in the network. As a result,
any information that enters the black hole region is captured
and blocked from forwarding to the base station, such that
important event information does not reach the base stations
and the network performance is degraded. Figure 14 shows
the black hole attack scenario in light of our proposed security
framework.We can easily inspect that in the proposed cluster
the selfish or compromised CH leads to the black hole attack
scenario. When MNs send packets to this compromised or
selfish CH, it starts to drop them instead of forwarding them

to the base station. We claim that this type of situation can
be easily monitored and controlled by overhearing by IN.
(ii) The on/off attack means that malicious entities behave
well and badly alternatively, hoping that they can remain
undetected while causing damage and attempt to disturb a
trust redemption scheme [24]. It means that while badly
behaving they can act as black holes and start to drop packets
instead of forwarding them to the base station. Thus, we
urge that it can also controllable by the IN overhearing
phenomena. (iii) The selective-forwarding attack keeps a
relatively low profile compared with the black hole attack. It
drops packets routed to them only for particular flows [25].
It also means that when some nodes to get compromised,
they start behaving like the black hole attack. This situation
can be seen in Figure 15, where the compromised CH drops
packets for the particular flow, say P3. We also argue that this
situation can be detected by analyzing the data overheard by
IN. (iv) The transmission opportunity-wasting attack simply
abandons its scheduled transmission opportunity to degrade
network throughput [25]. We can see the same situation
in our proposed scheme, where CH becomes selfish or get



10 Wireless Communications and Mobile Computing

compromised, starting to behave like this attack. Depending
on the nature of the attack the CH drops packets in different
manners. We have observed that these types of situations
can be easily detected and controlled by IN overhearing the
transmission of CH. Thus, we can say that proposed security
framework cannot only control the selfishness attack but also
prevent these attacks.

So far, we have observed that the proposed scheme works
correctly and prevents the selfishness effectively, resulting
in reduce packets drop. However, we also know that the
proposed scheme requires additional message overhead as
compared to the clustering architecture without the self-
ishness prevention. Messages are generated largely in the
following three cases: (i) CH election, (ii) IN nomination and
selection, and (iii) accusation onCHby IN. First, CH election
is performed periodically, so the overhead is the same as other
clustering networks where CHs are newly elected in every
period. On the other hand, for the other types of messages,
the overhead is proportional to the ratio of selfish nodes to the
total number of nodes in the network. If a selfish node takes
the role of IN and it is discovered byCH, then anew IN should
be selected. Or, if a CH is selfish, an accusation message
should be sent by IN toMNswithin its communication range.
Thus, the message overhead of the proposed method totally
depends on the rate of selfish nodes in the network.

6. Conclusions

We proposed a new security framework against the selfish-
ness attack for CBWSNs. The specialty of this scheme comes
fromwith the appointment of two special nodes (CH and IN)
per cluster and the addition of a reputation scheme to every
node. CHand INmonitor each other, andMNswatchCHand
IN. Through the simulation, we observed that the proposed
method can improve the efficiency of CBWSNs not only by
controlling the selfishness attack but also by constructing
more consistent and resilient clusters. Furthermore, it has a
side benefit, restraining on the black hole attack, the selective-
forwarding attack, the on/off attack, and the transmission
opportunity-wasting attack. In the future, we will extend
the idea to the Internet of Things (IoT) domain where
smart objects independently run data mining algorithms to
analyze other node behaviors and identify the selfishness
attack.
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The LoRaWAN communication protocol can be used for the implementation of the IoT (Internet of Things) concept. Currently,
most of the information regarding the scalability of the LoRa technology is commercial and deals with the best-case scenario.
Thus, we need realistic models, enabling the proper assessment of the performance level. Most of the time, the IoT concept entails
a large number of nodes distributed over a wide geographical area, therefore forming a high density, large-scale architecture. It
is important to determine the number of collisions so that we can assess the network performance. The present paper aims at
assessing the performance level of the LoRaWAN technology by analyzing the number of packet collisions that can occur. Thus,
this paper determines the maximum number of LoRa nodes that can communicate with a Gateway considering the LoRaWAN
protocol specifications. Furthermore, we have proposed a series of solutions for reducing the number of collisions and increasing
the capacity of the communication channel.

1. Introduction

New technologies have emerged lately, such as LoRa (Long
Range) [1], Sigfox [2], and Weightless [3], enabling efficient
long distances wireless communication. Wireless Sensor
Networks (WSN) have the potential to improve our lives. In
recent years we have witnessed a fusion between WSN topic
and the Internet ofThings (IoT) concept.These emerging new
technologies have the ability to increase the quality of life.The
IoT concept refers to the interconnection of different devices
and nodes to Internet. The concept entails the integration
of sensors that often have low processing power and limited
communication capabilities are most of the time battery
powered.

LTE (Long-Term Evolution) mobile networks use a cen-
tralizedmanagement system, by implementing a star network
topology. An LTE base station can typically handle a few
thousands of devices, so the existing mobile infrastructure is
not ready to integrate tens of thousands of devices, providing
support for future IoT applications.

Thus, it is imperative to develop, analyze, and implement
new technologies as to increase performance by maximizing

scalability, all by enhancing M2M (Machine-to-Machine)
communications. LPWA (Low-Power Wide Area) technolo-
gies are most often used in M2M communications. These
networks virtually are an interface between the industrial
environment and the central server area where data is
collected, processed, and stored.

The main features of LPWA nodes are operation in
unlicensed ISM frequency bands, extended battery life in the
order of decades, and low data transfer rates all in a low cost
wireless module. Also, the nodes must be able to sense and
interact with the environment. The technology performance
usually depends on the channel access technique, the duty
cycle regulations, and other parameters like modulation
mechanism and spectrum allocation.

These LPWA technologies must obtain a reliable data
transfer over tens of kilometers, by using a high communica-
tion link budget while achieving a receiver's sensitivity of -125
dBm, thus having the ability to decode highly attenuated sig-
nals. The communication range is increased on the expanse
of a low data rate. The used modulation mechanisms can be
divided into narrowband and broadband techniques.
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These technologies are generally used to form stars-
of-stars network topologies. This eliminates the need of
developing and implementing certain complicated multihop
technologies, each node being able to communicate directly
with the sink node (theGateway node).TheLoRaWAN (Long
Range Wide Area Network) communication protocol is a
useful candidate for implementing the IoT concept.The LoRa
modulation is located at the physical level of the LoRaWAN
communication protocol. This modulation is patented by
Semtech.

The paper is structured as follows: the short introduction
within Section 1 is followed by a short presentation of the
LoRa technology. Section 3 presents the ADR (Adaptive Data
Rate) mechanism defined within the LoRaWAN protocol.
The channel access techniques and a short state-of-the-art
review in order to highlight the need to implement a study for
assessing the scalability of the LoRa technology are addressed
in Sections 4 and 5. Section 6 outlines and discusses the
experimental results by analyzing the number of collisions
produced on the communication channel. The Conclusions
ends this paper.

The main contribution of this work is to perform a study
mainly aimed at assessing the performance level associated
with the LoRaWAN communication protocol. Therefore,
we analyze the number of collisions and the throughput
parameter, by studying the impact of the parameters: the
spreading factor, the duty cycle, and the channel bandwidth.

2. LoRa Technology

The LoRa modulation is located at the physical level of the
LoRaWAN communication protocol. This modulation oper-
ates in the sub-GHz ISM (Industrial, Scientific, and Medical)
band using a proprietary spectrum spreading technique. The
modulation provides bidirectional communication through
a special CSS (Chirp Spread Spectrum) spread spectrum
mechanism that spreads the narrow band signal over a larger
frequency band. The resulting modulated signal is highly
resistant to noise and interferences.

The transmitter modifies the chirp signal frequency over
time without changing the phase of the signal between two
adjacent symbols. As long as the modulation frequency is
slow enough so as to putmore energy on the chirp symbol, the
receivers located at very large distances can decode a severely
attenuated signal.

The LoRaWAN specifications define three types of nodes:
classes A, B, and C. A class A device sends messages to the
Gateway module during certain periods of time, depending
on the specifics of an application. Then, the LoRa node
opens a reception slot to allow the Gateway to send ACK
(acknowledgement) messages or other type of commands.
TheGateway node receives themessages from the LoRa node
and sends them to the Network Server.

Class B extends class A by adding scheduled message
reception slots; class C prolongs class A, always keeping the
receiving time slot open, except when information is sent.
Typically, a class A or class B device is powered by a battery;
meanwhile a C type node is powered by the electrical network
due to high energy consumption.

Table 1: LoRa parameters.

Parameters Values
Spreading Factor (SF) 6 to 12
Channel Bandwidth (BW) 125 kHz, 250 kHz, 500 kHz
Power -1 to 14 dBm

LoRa communication supports multiple spread factors
(SF) (between 6 and 12) to achieve the compromise between
the communication range and the data transfer rate. It also
uses a Forward Error Correction (FEC) technique that,
along with LoRa modulation, increases the sensitivity of
the receiver. Table 1 lists the main parameters of the LoRa
communication protocol, such as spreading factor, channel
bandwidth, and the transmitted power.

LoRaWAN is the communication protocol that uses the
LoRa modulation at the physical level. Figure 1 presents
the architecture of the LoRa communication system that
includes the end-device modules and the Gateway modules
that retransmit messages to the Network Server within the
LoRa architecture. The user is interacting with the system at
the level of the application.

The data transfer rate varies from 300 bps to 37.5 kbps,
depending on the spreading factor and the bandwidth of the
communication channel. A LoRa Gateway has the ability to
simultaneously receive and broadcast messages with different
SF (spreading factors). The LoRa specific architecture is
composed of endnodes andGatewaymodules that retransmit
messages from the terminal nodes to the Network Server.

Messages sent by LoRa end devices are received by
all Gateway devices, so a star-of-stars network topology
is created. The implementation of this degree of diversity
increases the likelihood that a message will be received
successfully, contributing to the possibility of deploying
localization services. The implementation of a localization
service involves using a Time Difference of Arrival (TDOA)
technique, which entails the use of Gateway synchronization
techniques.

The LoRa specification allows devices and Gateways to
be able to transmit at any time. There is no channel verifi-
cation procedure or CSMA (Carrier Sense Multiple Access)
algorithm implemented to avoid collisions. The LoRaWAN
protocol uses an ALOHA type communication mechanism,
where the packet length is variable. According to LoRa
protocol specifications, nodes can transmit on any available
channel at any time using any available data rate, as long
as a number of rules are complied with. The node selects
the channel in a pseudorandommode for each transmission.
The frequency shifting offers the main advantage of the
LoRa communication which is resistance to interferences.
The LoRa node respects the duty cycle parameter and other
regulations assigned to the regions in which it operates.

The LoRa communication, for the Europe zone and
the 868 ISM frequency band, has a regulated duty cycle
parameter ranging from 0,1% to 1%. The parameter depends
of the subband allocation and the geographical region of the
implemented network. In a previous paper, published by the
authors of [4], the duty cycle restriction and the ToA (Time
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Figure 2: Time on air parameter for different SF and packet
payloads.

on Air) influence are analyzed in detail. If the duty cycle
parameter is limited to 0,1% the LoRa node can communicate
only 3,6 seconds per hour assuming that no other restrictions
exist in place.

Figure 2 presents the ToA parameter for different SF and
packet payloads.We can observe that if the SF is increased the
ToA parameter is significantly higher.The frequency channel
bandwidth for the obtained results is 250 kHz. For example,
if the packet payload is 40 bytes for a SF=8 we obtain a ToA of
60ms and if SF=12 the obtained ToA is approximately 872ms.
One strategy to increase the transmitting time of a LoRa node
is to switch between the subbands of the allocated channel.

If the SF parameter is increased the communication range
is increased; meanwhile the data rate is decreased.This aspect
determines a high ToA parameter. So, the LoRa technology
offers a compromise between data rate and communication
range.

3. LoRaWAN Data Rate

The LoRa nodes have the possibility of setting the data rate,
according to regional regulations. The data rate settings are
numbered from 0 to 6 and represent a predefined set of
settings, such as the spreading factor and the coding rate.
A certain data rate can be selected with the help of some
commands at the MAC level. The specification recommends
the implementation of a certain data rate control algorithm.
The algorithm is controlled by the Network Server that can
send commands to theMACnodes to increase or decrease the
data rate, depending on the level of the received signal.When
an ACK acknowledgementmechanism is implemented, if the
node does not receive the first two consecutive acknowledge-
ments, it automatically performs a downgrade of the data rate.

Table 2 presents the data rates defined by the LoRaWAN
specifications. The LoRaWAN specification defines a mech-
anism for adapting the Adaptive Data Rate (ADR) transfer
rate without giving any details regarding the monitored
parameters or those involved in the rate selection process.

The Things Network (TTN) [5] is a data aggregation
service provider that allows the creation of a IoT network. In
this case, the Gatewaymodule will transmit the collected data
to the TTN network; meanwhile, the user views and interacts
with the data, by using a web interface. The infrastructure
defined by TTN uses a modified version of the ADR algo-
rithm that can be applied only to static nodes.The decision of
using themechanism can be taken at a node level thatmay opt
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Table 2: Data rate codes defined by LoRaWAN.

Data RateCode Spreading Factor Channel Width Coding Rate Data Rate
0 12 125 kHz 4/6 250 bps
1 11 125 kHz 4/6 440 bps
2 10 125 kHz 4/5 980 bps
3 9 125 kHz 4/5 1760 bps
4 8 125 kHz 4/5 3125 bps
5 7 125 kHz 4/5 5470 bps
6 7 250 kHz 4/5 11000 bps

for this feature. From the moment a node decides to use the
ADR algorithm, the network will collect the SNR parameter
and the number of Gateways that have received that signal
for the last 20 packets. This information is processed in order
to calculate how much margin is used to increase or to lower
the data rate by setting a lower transmission power level [6].
Therefore, the decision to change the data rate is taken.

Papers [7–10] analyze and evaluate various aspects of
the LoRa technology, starting from the modelling of the
communication channel to the development of some IoT
applications. However, none of these works performs an
analysis of the communication channel capacity by taking
into consideration various configurations. In previous papers
published by the authors of [4, 11, 12] the different challenges
and problems of the LoRaWAN communication were ana-
lyzed and discussed. The main contribution of the present
paper is the analysis and evaluation of the access mechanism
to the communication channel. After analyzing the obtained
results, we propose a series of actions and solution aimed at
increasing the performance level by reducing the number of
collisions within the communication channel.

4. Channel Access Technique

A LoRaWAN network entails the use of different commu-
nication channels that are configured and monitored by
Gateway devices. The number of allocated channels depends
on regional restrictions or other configurations specific to
the wireless network.Therefore, there are channels dedicated
to data transmission (called main channels) and a channel
dedicated to the Gateway responses for the LoRa nodes
(downlink channel), and finally we have channels used by the
LoRa nodes for sending the requests to a Gateway module
(uplink channels).

When a LoRanode sends a packet, it selects randomly one
of the channels and transmits, without previous performing
of a carrier sense type verification and without the use
of a preset synchronization time slot. This mechanism of
access is a specific ALOHA type access, with the mention
that the length of the packet is variable. After performing
a transmission, the LoRa node opens the receiver for two
short receiving slots: the first slot corresponds to the uplink
channel, while the second one corresponds to the downlink
channel.

LoRaWAN defines ten communication channels for
Europe zone. From these, 8 channels have multiple data
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Figure 4: LoRaWAN reception time slots.

channels varying from 250 bps to 5,5 kbps. There are two
high speed channels providing a transfer rate of 11 kbps and
50 kbps, respectively, using an FSK (Frequency-Shift Keying)
modulation. The maximum permissible transmission power
is of +14 dBm for the EU area. The wireless communication
link budget is up to 155 dB.

The SF (spreading factor) parameter occurring during the
LoRa modulation is basically the ratio between the symbol
rate and chip rate.Theuse of a high SF determined an increase
of the Signal to Noise Ratio (SNR) parameter, enhancing
the receiver sensibility, but generating as a side effect the
increases the airtime of the packet. The coding of a symbol is
performed by using 2SF chips.Thus, if a SF of 12 is used, 4096
chips/symbol are used. The SF parameters can take values
from 6 to 12.

Figure 3 presents the LoRa communication channels for
the ISM 868 MHz frequency band for the EU area. The band
is defined from 863 to 870 MHz. It can be seen that the 8
channels are separated by 0.3 MHz, except channel 17, a high
data rate channel.

Figure 4 shows the reception slots defined at the level of
the LoRaWAN protocol; the time intervals are arranged at
different time slot intervals from the time moment at which
the LoRa node transmits the information.
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The first reception slot is opened T
1
seconds after the

completion of the uplink transmission, while the second
slot is opened one second later. The uplink channel is
used for the first slot, while the downlink channel is used
for the second slot. The reason for using this communi-
cation mechanism is to reduce the energy consumption
associated with the communication procedure. The LoRa
node does not open the second communication slot when
it receives a frame within the first slot. It is also possi-
ble to send an ACK reception acknowledgement that can
be required by both the Gateway module and the LoRa
node.

The LoRa specification does not specify the length of
the reception slot; however, it should be large enough to
enable the receiver to efficiently detect the permeability
of the LoRa packet needed for synchronization. The value
T
1
is configurable and implicitly equal to the second time

period.
According to the LoRaWAN specifications defined by the

LoRa Alliance, a Gatewaymodule can transmit data to a class
A node only within a receiving slot which can be initiated
only after the LoRa node sends a packet. This reduces the
energy consumption of the LoRa node without sparing the
Gateway module which is not battery powered. Therefore,
class A cannot guarantee a certain maximum delay for the
downlinkmessages, so class B or C should be used in the case
of delay-sensitive applications.

If the node does not receive an ACK message, it retrans-
mits the same message. This retransmission is performed
on a randomly selected channel after a time period longer
or equal to ACK TIMEOUT seconds; the parameter is
randomly selected between 1 and 3 seconds. At the same
time, the retransmission is performed at a much lower
transfer rate. The maximum number of retransmissions is
set to 8, after which the packet is eliminated, and the MAC
(Medium Access Control) level will notify the application
level of the failed transmission. If the LoRa node wants
to transmit an empty frame, it still needs to include a
payload of 13 bytes because of the overhead. For the ISM
863-870 MHz frequency band, the timeframe associated
with an ACK is almost 1 second (while the maximum
length of a frame needs a time frame of 2.4 seconds)
[1].

5. Related Work

Mikhaylov et al. [13] analyzed and assessed the through-
put of the LoRa technology, determining the airtime of
a packet. Therefore, it is possible to estimate the max-
imum number of nodes that can communicate with a
Gateway module. The purpose of this paper was to ana-
lyze the ALOHA communication mechanism. The results
are obtained at an empirical level. A mathematical model
of the access mechanism to the communication channel
is presented in [14]. A certain threshold of the network
load is also calculated in this paper by estimating the
throughput. When this threshold value is reached, the PER
(Packet Error Rate) parameter increases rapidly towards

1, because the packet relaying causes an avalanche effect
leading to the saturation of the communication chan-
nel.

Bor et al. [15] analyzed the access mechanism of the
communication channel. From the obtained results, it can be
seen that when the same SF (spreading factor) is used, by both
the receiver and the transmitter, the packets are received even
if a third node attempts to interfere with the transmission.
Thus, the separation of channels by using different SF proves
effective. One or two simultaneous transmissions can be
received with high probability, if there is a separation of at
least 3 symbol periods between them.The paper also analyzes
the possibility of implementing a carrier activity detection
mechanism. An algorithm for the automatic selection of
communication parameters is presented in [16] so as to
achieve a performance level as high as possible, at the same
time ensuring energy efficiency.

Blenn N. et al. [17] obtained a series of experimental
and empirical results by analyzing the influence of the
payload on the quality of the received signal.The experiments
have been conducted over an 8-month period, with the
results showing that the LoRa channel occupancy rate is not
evenly distributed, a fact that contributes to a decrease in
performance. This phenomenon is based on the fact that the
majority of LoRa nodes use the default settings programmed
by the manufacturer, a fact that causes the overload of
certain channels. The purpose of the paper was to use certain
user-defined communication channels according to the RF
(Radiofrequency) environment congestion.

In [18], the Doppler effect over the LoRa modulation is
analyzed, by performing a series of experimental measure-
ments. From the obtained results, the authors conclude that,
by using SF=12, a communication range of up to 30 km with
a packet loss of 62 % can be obtained. In [19] the mathematic
model of the LoRa modulation and also of the demodulation
process based on signal processing theory is presented. The
paper also presents a comparison of the performance levels
between the LoRa modulation and the FSK (Frequency-Shift
Keying) modulation, regarding the value of the encoded bit
error rate parameter. The obtained results show that when an
AWGN (AdditiveWhite Gaussian Noise) channel is used, the
LoRa modulation ensures a higher performance level.

Liao et al. [20] analyze the effect of the simultaneous
LoRa transmissions over the performance level. The paper
proposes the integration of a CT (Concurrent Transmission)
type flooding into the technology. CT is an extremely efficient
flooding type protocol that has recently revolutionized the
design of the multihop networks based on the IEEE-802.15.4
standard. Instead of attempting to avoid packet collision, CT
enables more nodes to send packets with the same content
simultaneously, at the same time moment. By allowing such
synchronized packets collisions, CT enables rapid back-
to-back relaying of packets that considerably improve the
efficiency of the network.The paper proposes the implemen-
tation of such a strategy for increasing the performance level
of the LoRa networks by introducing a multihopmechanism.
None of the papers evaluate the maximum number of nodes
that can communicate on a channel, taking into consideration
a real implementation scenario.
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6. Simulations Results

TheLoraSim [21] simulator has been adapted andmodified to
comply with the designed scenarios. The simulator is based
on a mathematical model [22] of LoRa communications,
capable of monitoring the resulting number of collisions
[23]. Also, the LoRa receivers’ sensitivity values presented in
Table 3 have been integrated in the mathematical model.

Currently, most of the information regarding the scalabil-
ity of the LoRa technology is commercial and deals with the
best-case scenario. Thus, we need realistic models, enabling
the proper assessment of the performance level. Table 4 shows
the simulation parameter used in the simulation model. It
can be seen that there have been three cases implemented,
A, B, and C. The parameters used in the simulations are the
spreading factor, the channel bandwidth, and the coding rate.

Figure 5 shows the total number of LoRa packets sent.The
duty cycle parameter is 1%. For 100 nodeswe have transmitted
approximately 10.000 packets. In this case the SF parameter is
12, the channel bandwidth is 125 kHz, and the code rate is 4/8.
Considering our simulation scenario and proposed model, a
nodemust comply with the duty cycle restriction of 1%.Thus,
in a 24-hour interval a node will transmit one packet every
14,4 minutes. In conclusion a node will send approximately 11
packets per day.

Figure 6 shows the number of collisions produced when
the parameters in Table 4 have been used. The collisions
parameter (Packet Collisions Rate) is displayed in percent-
ages and represents the number of collided packets with
regard to the total number of sent packets. We use this
approach in order to estimate the maximum number of LoRa
nodes that can communicate on a single communication
channel. Thus, the 0% value represents the fact that no
collision has been recorded; if the registered value is 100%,
none of the packets has been received properly. In order
to obtain a high performance level, it is necessary that the
number of collisions be under 5% of the total number of
transmitted packets.

The analyzed collisions parameter does not capture the
performance of the individual node but represents a global
metric analyzed across the entire network architecture. The
collision parameter is evaluated when the total number of the
network nodes has increased from 100 to 1000 and to 4.500
nodes, respectively.

The size of the LoRa packet used within the simulation is
about 20 bytes. The simulated time frame has been about 24
hours. Each node sends packets towards the Gatewaymodule
every 14.4 minutes so as to comply with the LoRaWAN
specification duty cycle restrictions. The A configuration is
most often used in practice, because it ensures the largest
communication radius. The simulated B configuration cor-
responds to the fastest transfer rate; this is the reason why
we can also observe the lowest error rate; since the airtime of
the packet is the lowest, 7.07 ms, the probability of a collision
occurring is low. It can be noticed that for the C configuration
the airtime is 1.712 s; therefore, the number of collisions is
much higher compared to the B configuration. Thus, the
number of collisions for 100 nodes is 26.6 % for configuration
A, 9.73% for configuration B, and 31 % for configuration C.
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Figure 5: Number of packets transmitted for a duty cycle of 1%.
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Figure 6: Collisions parameter for different simulation scenarios.

Figure 7 presents the collisions parameter when the num-
ber of nodes varies from 100 to 1000. The maximum channel
capacity is reached when 95% of the transmitted packets are
affected by the collision. From the obtained results, we can
conclude that the maximum number of nodes which can
communicate on a LoRa channel is approximately 875 nodes
for configuration A and 1000 nodes for configuration C. The
duty cycle used in this particular scenario is 1%.

Figure 8 presents the collision parameter when the duty
cycle parameter is reduced from 1% to 0.5%. The obtained
results show that the number of collisions is significantly
lower when the duty cycle parameter is reduced.The number
of collisions decreases by approximately 40%, thus increasing
the capacity of the LoRa communication channel.

Figure 9 represents the collisions parameter when the
nodes number increases from 500 to 4500. The obtained
results show that the maximum number of nodes that can
communicate on a channel is approximately 4000, when the
duty cycle parameter is of 0,5%. The parameters used are
SF=12, BW=125, and CR=4/8.

From the obtained results, we can see that the doubling in
the number of nodes from 500 to 1000 determines an increase
of the collisions parameter by 20,7%.

Figure 10 shows the number of packets sent when the
number of nodes is varied from 1000 to 7000 and the duty
cycle parameter is 0,1% and 0,5%. From the obtained results,
we can observe that if the duty cycle parameter is 0,5%, we
obtain a total number of sent packets of 40.000. Because of the
collision phenomenon, not all the packets will be received.
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Table 3: Semtech SX1276 LoRa receiver sensitivity [dBm] [24].

SF
BW 6 7 8 9 10 11 12

125kHz -118 -123 -126 -129 -132 -133 -136
250kHz -115 -120 -123 -125 -128 -130 -133
500kHz -111 -116 -119 -122 -125 -128 -130

Table 4: Simulation parameters.

Parameters CASEA CASEB CASEC
Spreading Factor (SF) 12 6 12
Bandwidth (BW) 125kHz 500kHz 125kHz
Coding Rate (CR) 4/5 4/5 4/8
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Figure 7: Collisions parameter for A and C configurations.

Figure 11 shows the collisions parameter when the
duty cycle parameter is reduced from 0,5% to 0,1%. This
phenomenon generates an increase of the communication
channel capacity. In this configuration theoretical, a number
of almost 7000 nodes can be integrated in the communication
channel in this case. From the obtained results, we can see that
the collisions parameter level for 4000 nodes is almost 27%
lower than in the previous case (e.g., a duty cycle of 0,5%).
For a number of 1000 if the duty cycle parameter is 0,1%, the
collisions parameter is almost 26,4%. This means that from
the total number of packets sent, only 26,4% are affected by
collisions.

Figure 12 shows the throughput of the network when the
number of nodes is varied from 1000 to 7000 and the duty
cycle parameter is 0,1%. The throughput rate represents the
rate of the packets sent successfully; as the number of nodes
is increased, the throughput of the LoRa network is decreased
because the number of collisions is increased.

7. Conclusions

The purpose of this paper is to analyze the performance level
of the LoRaWAN technology, by focusing on the maximum
number of nodes that can communicate on a LoRa commu-
nication channel and thus by evaluating the scalability of the
technology in a large-scale WSN.
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Figure 8: Collisions parameter versus duty cycle.
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Figure 9: Collisions parameter for a duty cycle of 0,5%.

From the obtained results, we can conclude that the
configurationwith the lowest transfer rate ensures the highest
level of collisions. Because the airtime of the packet is of
a few seconds, it is prone to collisions that can negatively
influence the capacity of the communication channel. The
configuration with the lowest transfer rate is the most used
one, because it ensures the largest communication range
by using a high spreading factor (e.g., SF=12). Thus, a
compromise is reached between reducing the transfer rate
and increasing the communication range. A possible solution
for decreasing the number of collisions would be to increase
the transfer rate or decrease the duty cycle parameter at
application level. The maximum number of nodes that can
use the same LoRa channel, so that we can obtain a high level
of performance, is almost 1000 nodes.

The Gateway module can receive data simultaneously on
all 8 communication channels. From the obtained results,
we can conclude that a number of approximately 8000
nodes can simultaneously communicate with the Gateway
module when the duty cycle parameter is 1%. This number
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Figure 10: Number of packets transmitted for a duty cycle of 0,1%
and 0,5%.
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Figure 11: Collisions parameter for a duty cycle of 0,1%.

of nodes can be integrated only if we assume that there is
no interference between the two adjacent communication
channels. By using various parameters, such as spreading
factor and bandwidth, the number of nodes can be further
increased. The throughput rate represents the rate of the
packets sent successfully; as the number of nodes is increased
the throughput of the LoRa network is decreased.

For low transmission rates, the throughput of the LoRa
network is limited by the number of collisions. When the
transfer rate increases, the throughput of the LoRa network
is limited by the duty cycle parameter that limits the number
of transmitted packets, thus stabilizing the throughput. If
the network has a large number of nodes, the throughput
is limited by the number of collisions; meanwhile, for a low
number of nodes the network’s throughput is restricted by the
duty cycle parameter [25].

The spreading factor has a significant impact over the
range of the network, as does the data transfer rate [26].
Thus, the LoRa technology is suitable for use in low-power
networks that provide a reduced transfer rate and a commu-
nication radius of a few kilometers.The obtained results show
that the communication mechanism resembles the ALOHA
protocol. The performance level decreases rapidly when the
number of nodes is significantly increased.

Another possible solution to reduce the number of colli-
sions could be to integrate a communication channel occu-
pancy control mechanism before initiating a transmission.
The control can be of Energy Detection type. A mechanism
for reducing the collisions can be implemented by the means
of an ADR algorithm that can enable the automatic data
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Figure 12: Throughput parameter for a duty cycle of 0,1%.

rate change if a collision is detected. This solution for
implementing a collision avoidance mechanism will increase
the power consumption of the LoRa node. Another solution
for reducing the number of collisions could be to eliminate
the ACK mechanism [27]. An even more drastic option
would be to eliminate bidirectionality, meaning a LoRa node
can only send messages without receiving messages from the
Gateway module.

A different possibility could be to limit the maximum
number of retransmissions of a packet, depending on the
application; when a packet is not received correctly, it could
be discarded. Most of the time, the IoT concept entails a large
number of nodes distributed over a wide geographical area,
therefore forming a high density, large-scale architecture. It
is important to determine the number of collisions so that
we can assess the network load and estimate the capacity of
the communication channel. This paper main contribution
is the performance evaluation of the LoRa communication
by determining the maximum number of nodes that can
communicate on a LoRa channel considering the duty cycle
restrictions.
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Sensor networks and Internet of Things (IoT) are useful for many purposes such as military defense, sensing in smart homes,
precision agriculture, underwater monitoring in aquaculture, and ambient-assisted living for healthcare. Efficient and secure data
forwarding is essential tomaintain seamless communications and to provide fast services. However, IoT devices and sensors usually
have low processing capabilities and vulnerabilities. For example, attacks such as the Distributed Denial of Service (DDoS) can
easily hinder sensor networks and IoT devices. In this context, the current approach presents an agent-based simulation solution
for exploring strategies for defending from different DDoS attacks. The current work focuses on obtaining low-consuming defense
strategies in terms of processing capabilities, so that these can be applied in sensor networks and IoT devices. The experimental
results show that the simulator was useful for (a) defining defense and attack strategies, (b) assessing the effectiveness of defense
strategies against attack ones, and (c) defining efficient defense strategies with low response times.

1. Introduction

Sensor networks (SNs) are becoming useful in a large variety
of sensing applications. One of these application is tomonitor
crop fields to irrigate and fumigate some specific areas when
necessary [1]. In addition, underwater SNs are useful for
assessing amounts of fish in fish farms [2]. This can be useful
for delivering the right amount of food for properly feeding
fishes in aquaculture without generating unnecessary food
wastage. SNs can also be useful for military tactics [3]. In
addition, Internet of Things (IoT) is useful for improving
lifestyles, automating services, andmakingmore information
available in real-time. For example, IoT can be useful for pro-
viding the appropriate healthcare of patients when sleeping
by means of smart beds [4]. In addition, IoT is also useful for
improving the performance of waste collection considering
risky material, in smart cities [5].

In general, efficient data forwarding is one of the key
features of SNs and IoT devices. However, this efficiency can
be hindered by external attacks. Cyber-crimes can provoke
damage to normal citizen, companies, and even states. Cyber
security measures are necessary to prevent these attacks. A
common attack is the Distributed Denial of Service (DDoS)
[6]. This attack consists in performing a high number of
petitions to a service provider including a sensor or an IoT
device, from machine multiples in order to make the target
overloaded. There are several ways of performing this attack.
The way most common way is to use botnets [7]. Botnets are
infected machines whom owners do not know that they are
part of an attack. Like in other technological aspects, cyber-
attacks are continuously evolving and it is hard to predict
what will be the future trends. IoT may cause an increase of
infected devices numbers [8]. It is only enough to infiltrate a
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harmful agent in a device and without the user knowing.The
device may send information about its owner to other sites or
the devicemay self-involve in aDDoS attack.Thedamage that
these attacks can produce are well-known, such asmillionaire
losses, making an online service inaccessible, and damaging
corporate image of a company. This damage motivates the
improvement of cyber security techniques. In the context of
SNs and IoT normally the processing capabilities are low, and
consequently these techniques should be efficient.

The literature also includes both (a) works that focus
on specific repercussions of DDoS, and (b) more general
approaches that cover DDoS among other attacks. For exam-
ple, the DDoS attack can be intended to meltdown a data
center. In particular, [9] simulated this kind of attack, in
which DDoS could be combined with problems/attacks in
ventilation or air condition. Hence, this simulator focused
on the specific repercussion on heating from DDoS attacks.
In a more general context, [10] presented a multilayer
approach that defended from multiple kinds of attacks,
including DDoS. It exploited the complementary features
among different filters obtaining a hybrid approach with
low redundancies. However, those works did not provide a
mechanism for defining and simulating strategies of DDoS
attacks based on different mechanisms of coordination, as
the current work does. Those works neither provided the
possibility of determining and assessing defense strategies
from DDoS attacks, while the current approach supported
this possibility.

DDoS attacks can be prevented by defining lightweight
algorithms that determine whether a request is real or
faked. For example, a lightweight algorithm was defined
for protecting controllers and switches in software-defined
networks (SDNs) from DDoS attacks [11]. This algorithm
was based on the analysis of the packets sent to a SDN and
performed significantly better for SDN ecosystems of mobile
users.

In this context, the current approach addresses the def-
inition and assessment of both cyber-attacks and cyber-
defenses, in order to estimate the cyber-defense’s effectiveness
when a SN node or a IoT device is attacked in different man-
ners. More concretely, the current approach mainly focuses
on the different strategies for performing and defending from
DDoS attacks. In this work, we present the novel agent-
based simulator (ABS) called ABS-DDoS. This simulator
allows engineers to define strategies for performing attacks
in different coordinated ways. It also allows engineers to
define strategies for estimating which are the attackers in
order to deny them the services and consequently being able
to provide services the real requests. The current simulator
assesses these strategies by simulating these together and
providing such as the percentage of real requests that are
successfully attended.

2. Materials and Methods

The main material of the current work is the novel simu-
lator about DDoS attacks in sensors and IoT devices called
ABS-DDoS, which is presented in Section 2.1. In addition,
Section 2.2 describes the strategies that we have defined

Figure 1: Main screen of the application.

with ABS-DDoS for the current experiments. Furthermore,
Section 2.3 introduces the procedure that we have followed
to assess the utility of this novel simulator in improving the
security regarding DDoS attacks.

2.1. ABS-DDoS: An ABS of Strategies for Both Performing
and Defending fromDDoS Attacks. ABS-DDoS is a simulator
about DDoS attacks. It is implemented as an ABS, in which
sensor and IoT devices are modeled as agents providing ser-
vices. Other agents coordinately performDDoS attacks. ABS-
DDoS allows users to define and simulate several strategies
about DDoS attacks. It also allows users to define defense
strategies and simulate their results when defending from
certain strategies of DDoS attacks.

Figure 1 presents the main screen of the user interface
(UI) of the simulator. This input screen allows users to set
the input parameters for simulations, which are (1) number
of malware agents, (2) number of honest agents, (3) duration
of simulation, (4) attacker strategy, and (5) defense strategy.
The first parameter is the number of malware agents and
their role is to simulate bots’ attacks against a server. The
second parameter is the number of honest agents, which
simulate requests made by normal users.The third parameter
is duration of simulation in h and represents the number
of iterations in the simulation. Finally, the last parameters
represent attack/defense strategies that users can use in simu-
lations. When a user finalizes setting up all input parameters,
they can press “Run Simulation” button to start a simulation.

Figure 2 depicts the whole app functionality. The tool
has four main agent types. The simulation entails a periodic
execution with several cycles. The number of cycles is
established by the duration parameter in the simulation. For
instance, if a user sets a duration value of 25, it means that
each agent has the possibility of taking autonomous decisions
25 times. Agent subtypes share similar characteristics but
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Figure 2: Overview of the strategy system.

they can have their own behaviors. The simulator creates
all agents then adds them to simulation and finally executes
each agent. The server agent simulates a machine whose
function can be to give services, to response to queries, or
to forward data. Moreover, server agent represents the target
machine that malware agents will attack. The agent server
has a certain strategy defense established by the defense
strategy parameter. The defense strategy indicates how a
server agent defends itself from attacks of malware agents.
Themalware agent simulates eachmachine that may perform
DDoS attacks. Each malware agent subtype has a certain
attack strategy and it describes how to perform attacks against
a server agent. Attacks may be in waves, during an elapsed
time or coordinated.

The third main agent type is honest agents. These
agents represent normal users, SN nodes, or IoT devices
that perform legitimate requests to the server agent. The
decisions of honest agents about whether requesting services
is simulated using a low and configurable value. In particular,
we simulated these nondeterministic decisions using the
principles of TABSAOND (a technique for developing agent-
based simulation apps and online tools with nondetermin-
istic decisions) [12]. A random number is generated in the
[0, 1) interval, and it is compared with the probability. If the
number is lower than the probability, then the honest agent
requests a service to the server agent.

It is worthmentioning that each server agent has a limited
number of requests that can be attended per iteration. If
the limit is reached, this agent will mandatorily deny all the
remaining requests in the corresponding iteration.

The last agent type is observer agent. The main function
of this agent is to collect data about simulations. Specifically,
it gives us information such as percentage of success of honest
agent, percentage of success attackers, and percentage of
success of customers in each of iteration. All this information
is saved into a file, so we were able to further analyze if after
the simulation.

ABS-DDoS was developed with Unity 5.6.1f1. Unity
game-based engine is popular and well-known among devel-
opers’ community. Unity is popular because it is multiplat-
form, allowing the deployment of applications in several
operative systems, typing code only once. We used Unity
because it offers a suitable environment in order to work with
the Process for developing Efficient Agent-Based Simulators

(PEABS) [13]. The underlying framework of PEABS was
made for being used with Java, Unity, and Apache Cordova,
and it has several methods to create agents and and their
behaviors. Thanks to Unity and PEABS, we have built a
suitable environment for simulating strategies of attacks and
defenses.

We selected PEABS instead of other agent-oriented
methodologies because it combined short development time,
technological support for software development, and high
performance of the resulting systems in the particular case
of ABSs. For instance, other theoretical methodologies such
as the Gaia agent-orientedmethodology lacked technological
support for development, and other practical methodologies
like Ingenias generated less efficient systems. In addition,
we used the framework of PEABS instead of other well-
known agent-oriented frameworks such as the Java Agent
Development Framework (JADE), because PEABS allowed
one to develop more efficient systems in the specific case of
ABSs.

The definition of strategies is different between attack
and defense strategies. For defining an attack strategy, users
must create a new class that inherits from “MalwareAgent”
class. This class must overwrite the Live method. Users can
define fields for storing or analyzing any information. The
Live method can call “AskService” to simulate the requests
of services. The objects of this class should coordinate to ask
services simultaneously in specific simulation iterations to
achieve that the service is denied to honest agents.

To define a new defense strategy, users implement a
new class that inherits from “ServerAgent”. This class should
overwrite the “DecideWhetherToProvideService”method for
defining the reactive behaviors. It can also overwrite the Live
if it needs to take any proactive action per iteration. The
reactive behavior occurs when the strategy must react to
certain event. In this case, the strategy reacts at the moment
when a customer asks for a service. The implementation of
the DecideWhetherToProvideService is normally the core of
the new defense strategy.Thismethod should decide whether
to provide the service to this sender, by only knowing which
is identifier. The strategy can use new class fields to store
and analyze the history of requests of each agent ID. The
implementation of the Live method is useful for performing
any operation that needs to be taken only once per iteration
or is related to the analysis of the collective behavior.

2.2. Strategies Defined with ABS-DDoS. Following the cur-
rent approachwithABS-DDoS, we have defined the attacking
strategies: (a) Coordinated Fixed Interval Attacker Agent, (b)
Half-and-Half Attack, and (c) Substitute Attack. In addition,
we have defined the defense strategies FrequencyDefense and
Coordinate Defense Server Agent.

2.2.1. Coordinated Fixed Interval Attack. In the strategy
Coordinated Fixed Interval Attack (CFIA), all the attacker
agents are coordinated to attack together periodically in a
shared fixed interval.

As one can see in the diagram of Figure 3, all malware
agents are waiting for an attack moment. In each step, they
check the iteration number representing the time stamp. If
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Figure 3: Coordinated fixed interval strategy.

the iteration is the first one, they will do nothing and keep
waiting. If malware agents are not on their first iteration, they
will check the attackmoment.The attackmoment is based on
a fixed interval of iterations, and this interval can be set up by
the user. For instance, if the simulation has 25 iterations in
whole and user has set the interval to 5, then malware agents
will attack 5 times during the whole simulation. Finally, the
malware agents calculate this moment by calculating the
remainder of dividing the iterationnumber andfixed interval.
If the result is 0, malware agents will attack. Otherwise, they
will keep waiting for another attack moment.

2.2.2. Half-and-Half Attack. The Half-and-Half (HaH) strat-
egy is aimed at making its behavior more difficult to be
detected than CFIA. Half-and-half attack is a natural evo-
lution of CFIA. In this strategy, only half of the malware
agents perform the requests in a certain iteration, and the
other remaining half perform the requests in the other attack
moments. In the diagram of Figure 4, one can see how HaH
strategy works. Like in CFIA server agent is waiting for the
attack moment and then it checks whether it is not in first
iteration and it is in a suitable iteration (it means the iteration
must match with the fixed interval set up by the user). Then,
the agent decides whether it should attack. For this purpose,
the agent determines whether the current iteration number
is even or odd. Each agent has an integer ID number. In each
even iteration, the strategy provokes thatmalware agents with
even ID number request services to the target server agent.
In each odd iteration, malware agents with odd ID number
will send requests. Finally, when each malware agent knows
if it is in even or odd iteration, it asks service. For instance,
if our simulation has 25 iterations and 100 malware agents,
in iteration number 5, 50 malware agents will attack server Figure 4: Strategy half and half.
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Figure 5: Substitute attack strategy.

agent. The next attack it will be in iteration number 10, but
they will be the other remaining 50 malware agents.

2.2.3. Substitute Attack. Substitute Attack (SA) simulates the
interception of encrypted messages and forwarding these.
The purpose is to overload the target server agent, although
these messages of requests may not be necessarily addressed
to the target agents.The advantage of this attack is that the few
successful forwardedmessages that can actually be redirected
to the same service use the identifier of a different agent.
Thus, these are more difficult to be tracked.This attack would
use the well-knownman-in-the-middle attack [14] to acquire
these message.

This attack follows two phases. The functionality can be
seen in the diagram in Figure 5. In the first phase, this chooses
a random agent from the ones that have requested the service.
Then, it checks if the agent selected is an honest agent (by
checking whether it is not one of the fellow attacker agents). If
selected agent is not honest agent, the malware agent chooses
other agents randomly until he catches an honest agent.
When an honest agent is selected, a malware agent asks a
service as if it was this honest agent. In this way, malware
agents may saturate a server agent faster and the latter may
deny real service requests in the next iterations.

On the other hand, the second phase of this strategy
occurs in simulation’s second half. In this second phase,
malware agents attack normally; it means that they execute
their own method “AskService”. Moreover, in the second
phase malware agents use HaH strategy in the same way as
it was explained in the previous section.

2.2.4. Frequency Defense. Frequency Defense (FD) has like
a main aim detecting agent’s frequency on asked a service.
If FD detects a high frequency it will not give service a
certain agent. In order to determine whether an agent has
a high frequency, FD measures the percentage of iterations
in which it requests a service. If this agent requests services
over a certain threshold, FD will deny to give a service. The
aforementioned threshold is defined as an internal parameter.
When this agent is created, the FD creates an index about
the number of requests from each requester agent (unknown
eithermalware or honest agent). In this way, Server Agent can
save the absolute frequency of each agent.Then this frequency
is divided by the number of iterations to obtain a relative
frequency.

The reactive behavior of defense strategies is defined
in “DecideWhetherToProvideService”. In this method, a
defense strategy decides whether to provide service regarding
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Figure 6: Strategy frequency server agent.

its estimation about whether the request was made by a
malware agent.

Figure 6 depicts the process about how FD decides
whether to provide a service or not. Each time a server agent
receives a request, it updates its frequency record about the
sender identified by its ID, including its absolute frequency
and its frequency per time unit. The latter frequency is
calculated as follows:

𝑓
𝑡
(𝑥) =
𝑓 (𝑥)

(𝐼
𝑛
+ 1)

(1)

where 𝑓
𝑡
(𝑥) is the frequency of requests of agent 𝑥 per

time unity, 𝑓(𝑥) determines the absolute frequency of agent
x, and 𝐼

𝑛
+1 determines the number of iteration (representing

the number of hours simulated up to current state of the
simulation).

Finally, if the frequency pert time unit is lower than
a parametric internal threshold, Server Agent will provide
service to this agent. Conversely, if this frequency is greater
than the threshold, Server Agent will not provide service.

2.2.5. Coordinated Defense. The main goal of Coordinate
Defense (CD) is to detect when it has been attacked by
strategies with patterns similar to CFIA. Since this strategy
is more complex than FD, we are going to explain it in
three phases: Constructor Phase, Decide Phase, and Perform
Phase. Constructor Phase occurs when the simulator runs
CD’s constructor. In constructor phase, CD sets up all initial
parameters and initial variables. On the one hand we have
two vectors, one of them will count all requests made by
agents in only one iteration, and the other of them will count
all requests made by agents in whole simulation. A request
threshold is assigned to a product of the maximum amount
of services given in one iteration and the ratio of frequency
threshold. Both variables are established with arbitrary value
given by programmer. The request threshold is defined with
the following equation:

𝑡 = 𝑆
𝑚𝑎𝑥
∗ 𝑅 (2)

where 𝑡 is request threshold, 𝑆
𝑚𝑎𝑥

is the max number of
services that can be provided per iteration, and 𝑅 is the ratio
threshold request.

In addition, it initializes a counter for counting the
number of requests the server agent. In this strategy, if the
number of requests surpasses the requests thresholds, the
server agent will assume that it is being attacked.

The second phase, Decide Phase, occurs when CD has
to decide whether to provide a service. Figure 7 shows the
flow diagram of this phase. In this diagram, one can see all
the process inside the overwritten method “DecideWhether-
ToProvideService”. Each time an agent asks a service, CD
counts it as like as FD and then increases the variable that
represents the number of requests in an iteration. Until this
point is similar to FD, from this point the process changes.
CD checks whether it has been attacked. If it has not been
attacked, it gives service. If CD has been attacked previously,
CD calculates the ratio of requests in attacks. It is calculated
as quotient between (a) the amount of requests that a certain
agent has made in all the requests in iterations identified
as attacks and (b) the number of these iterations identified
as attacks. Finally, ratio request in attack is compared with
threshold frequency in attack. The threshold frequency in
attack is an internal parameter different from the one previ-
ously presented. It represents the barrier for discriminating
the estimation between real requests and fake ones, based
on how frequently an agent performs requests when DDoS
attacks are detected. If the ratio request in attack of an
agent surpasses this threshold, CD denies the service to this
agent.

The final phase, the Perform Phase, occurs when CD
agent has its turn for performing proactive actions. This
is implemented overriding the “Live” method as instructed
by PEABS. When the simulator finishes creating all agents,
then it commands all agents to execute their own inherited
method “Live”. The first agents that execute this method
are malware agents and honest agents. Then, CD executes
this method. In method “Live”. CD compares the amount
of requests that has received only in current iteration with
the threshold of requests. If the amount of requests is greater
than the threshold of requests, it increases the total counter
of attacks (“numAttacksTotal” in the diagram of Figure 7 ). In
this case, it also updates index about the amount of times that
each agent asks a service in the iterations identified as attacks
(referred as “totalRequestInAttack in the diagram), using the
record about the number of times each agent asked a service
during the current iteration (denoted as “currentRequest”).
Finally, in all the iterations regardless whether an attack was
detected, the currentRequest is reset to zero times for each
agent; the counter of the requests in the current iteration
(referred as “numRequestInAIteration”) is also reset to zero.

2.3. Method of Conducting the Experiments. Wewere alterna-
tively defining attack and defense strategies. Each attack was
aimed at exploiting the vulnerabilities of the previous defense.
Each defense was aimed at protecting from the previous
attack.
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Figure 7: Strategy Coordinate Defense Server Agent.

Table 1: Simulated combinations of attack and defense strategies.

Defense Strategy Attack Strategy
Frequency Defense Half and Half Attack
Frequency Defense Substitute Attack
Frequency Defense Coordinated Fixed Interval Attack
Coordinated Defense Half and Half Attack
Coordinated Defense Substitute Attack
Coordinated Defense Coordinated Fixed Interval Attack

The first simple attack was a continuous requester. The
first defense was FD. From this point forward, we developed
the strategies that we introduced in Section 2.2.

Then, we analyzed all the possible combinations of
defense and attack strategies from the ones described in
Section 2.2. Table 1 shows the combinations that we tested.

For the observation, we analyzed a short interval of the
simulated time (25 h), to understand the periodic behavior.
We also analyzed long interval to observe the evolution in the
long term (100 h). In all the experiments, we used 100malware
agents and 30 honest agents.

In order to assess the performance of the most advanced
defense strategy, we executed each with the most advanced
attack strategy (i.e., SA). We performed several tests increas-
ing, respectively, the number of agents performing requests
and the simulated time.

3. Results and Discussion

Figures 8 and 9 show evolution results of simulating CFIA
attacks on an agent defending with FD strategy. FD has
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Figure 8: FD versus CFIA, simulation evolution of 25 h.

a vulnerability that CFIA can exploit. CFIA can reduce
its frequency of requests by decreasing its frequency of
coordinated attacks. In this way CFIA agents may not be
detected by FD strategy.

The success of attackers is low, probably because the
number of attackers is much higher than the number of
possible services per iterations. Thus, only a few attackers get
the service.

CFIA strategy achieve a successful DDoS, because cus-
tomers only succeeded 50% in average. In addition, the results
of the customer success per hour is the most evident fact that
the DDoS attacks succeeded, since this measure indirectly
revealed the proportion of denials to real service requests.The
customer success per hour decreased to zero or almost zero
in the specific hours where DDoS was executed.
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Figure 9: FD versus CFIA, simulation evolution of 100 h.
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Figure 10: CD versus CFIA, simulation evolution of 25 h.

The beginning of the global success of customers started
with low a value because of the first attack was conducted
in the first iteration. This value increased when this average
measure was compensated in the in-between iterations with-
out attacks.

The success of attackers is low because there are much
more attackers than services the server agent can provide.
However, the relevant measure of DDoS success is to achieve
the fact that the service is denied to most customers.

Figures 10 and 11 show evolution examples of simulating
CFIA attacks to CD strategy.

In fifth hour (the first attack), the attackers were not
detected because they have not been tracked, and moreover,
it is the first attack. Therefore, someone of them had success
(10%). As the simulation progressed, in the next attacks, the
attackers were well tracked; therefore the percentage success
is going down near 0 after simulating 100 h.

Some of the honest agents were misclassified as attackers,
and therefore at the next iterations they were discriminated.
For this reason, one can see the percentage of customer
success going down. In the second attack (after simulating
10 h), we can see that the relative amount of misclassified
honest agents decreased. It is improbable that two honest
agents asked a service in two different moments of attack.
Specifically, the probability that an agent asks a service is 10%.
Therefore, the probability of the same agent asks a service in
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Figure 11: CD versus CFIA, simulation evolution of 100 h.
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Figure 12: CD versus HaH, simulation evolution of 25 h.

the two first attacks is 0.01 (0.1 x 0.1), and the probability of
asking in the three first attacks is 0.001 (0.13) and so on.

After simulating 45 h, sometimes the customer success
per hour decreased to zero. The reason is probably that in
these interactions none honest agent performed a request,
and then the measure outputted the zero default value when
avoiding raising the exception of division by zero.

Figures 12 and 13 show the results of performing attacks
following HaH strategy to the defense following CD strategy.
One can observe that HaH is more difficult to be tracked
than CFIA, since in this strategy the attacks are not always
performed by the same agents. The DDoS were successful
since in most attacks, the customer success per hour reduced
to zero. In addition, the global success of attackers was
relatively high (around 20%). Since only the half of the
attackers were used, a lower number of requests were denied
for both honest and malware agents.

Figures 14 and 15 show the simulation of the combination
of HaH attack strategy and FD defense strategy. FD defense
is much more flexible in detecting attacks by frequencies, as
it considers all the iterations and not only the ones suffering
attacks. Hence, all the DDoS attacks successfully achieved
the denials of services to honest agents, as one can observe
in the decreases to zero or near-to-zero values in the attack
iterations.

Figures 16 and 17 show simulation evolution examples of
SA attacks and FD defenses, while Figures 18 and 19 show
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Figure 13: CD versus HaH, simulation evolution of 100 h.
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Figure 14: FD versus HaH, simulation evolution of 25 h.

simulation evolutions of SA attacks and CD defenses. SA
was effective for exploiting the vulnerabilities of both defense
strategies. The reason is that the impersonation of some
honest agents make them look like attackers to both defense
strategies. Thus, the success of customers per hour decreased
not only in the attacked iterations but also in the others.

In Figure 19, in the middle of the simulation (i.e., about
50 h of simulation), one can observe a different behavior in
the success of customers. In the second phase the success of
customers do not depend on the possibility of being able to
apply man-in-the-middle.

Although, SA seems to be the most effective attack
theoretically, it depends on the ability of finding and imper-
sonating other honest agents requesting a specific service.

Figures 20 and 21 show the response times in deciding
whether to provide service for each request of the CD defense
strategy when trying to defend from SA attack. One can
observe that the average response time does not increase
when augmenting the simulation duration.Thus, this defense
strategy could probably run continuously without losing
defense. By contrast, the time response for deciding whether
to provide service increases when increasing the number
of agents performing requests to a given service. However,
the response times had a low absolute value. In addition,
both FD and CD have a constant computational costs since
the records and indexes can be accessed and updated in
constant computational cost.Therefore, the current approach
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Figure 15: FD versus HaH, simulation evolution of 100 h.
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Figure 16: FD versus SA, simulation evolution of 25 h.
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Figure 17: FD versus SA, simulation evolution of 100 h.
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Figure 18: CD versus SA, simulation evolution of 25 h.
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Figure 19: CD versus SA, simulation evolution of 100 h.
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Figure 20: CD versus SA, response times when increasing the
number of agents.

is efficient enough to be applied in SN sensors and IoT devices
for performing efficient data forwarding or other services.

4. Conclusion and Future Work

The current work has presented a mechanism for improving
security concerning DDoS attacks, by allowing developers to
easily define and assess both attack and defense strategies
in this context. The current approach also allows detecting
DDoS security challenges by defining DDoS attack strategies
that are usually to track for being counteracted. The current
approach is based on the novel ABS called ABS-DDoS. We
have defined and assessed two defense strategies and three
attack strategies with ABS-DDoS. This ABS helped us to
understand the results of all the possible combinations. In
addition, we defined defense strategies that were efficient in
terms of time response for deciding whether to provide ser-
vices. In this way, these strategies can be used formaintaining
security in SN sensors and IoT devices with low processing
capabilities from DDoS attacks.

The proposed ABS is planned to be extended in order to
simulate other types of attacks such aman-in-the-middle and
zero-day attack.This may require define new agent types that
will allow defining defense and attack strategies for attacks
likeman-in-the-middle attack or zero-day attack.These agent
types would need to incorporate and manage the necessary
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Figure 21: CD versus SA, response times when increasing the
number of simulated hours.

information for measuring the effectiveness of defense and
attack strategies in the context of each security attack. For
example, in the case of the man-in-the-middle, a metric
could be the percentage of messages that have successfully
intercepted and forwarded.

Moreover, we plan to deploy advanced defense and attack
strategies in real scenarios.We plan to test some attack strate-
gies in SNs and IoT devices to exploit their vulnerabilities.
Then, we will install defense strategies in SN sensors and IoT
devices to protect from these attacks, in order to measure
response times and effectiveness of the defense strategies in
these devices with low processing capabilities. We also plan
to test defense and attack in cloud services, which are one of
the most frequent target nowadays, according to [15]. If we
have the chance, we can test in important websites such as
the ones from any government or big company. Finally, we
could organize security contexts in which participants define
defense and attack strategies with ABS-DDoS and compete
against each other by means of the simulator.

Data Availability

All the relevant data of the current work arementioned in the
article or shown in its graphs.
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Human activity recognition using wearable devices has been actively investigated in a wide range of applications. Most of them,
however, either focus on simple activities wherein whole body movement is involved or require a variety of sensors to identify
daily activities. In this study, we propose a human activity recognition system that collects data from an off-the-shelf smartwatch
and uses an artificial neural network for classification. The proposed system is further enhanced using location information. We
consider 11 activities, including both simple and daily activities. Experimental results show that various activities can be classified
with an accuracy of 95%.

1. Introduction

As the Internet ofThings (IoT) technology advances, various
devices have been developed for smart life. The wireless
sensor network technology has been used in industrial
systems and smart homes [1–3]. Several wearable devices
that can collect a large amount of physical activity data from
sensors attached to a human body have been developed [4–7].

Human activity recognition (HAR) using wearable
devices has been actively investigated for a wide range
of applications, including healthcare, sports training, and
abnormal behavior detection. Machine learning algorithms
have been used to detect various human activities such as
walking, running, and sitting using a smartphone as a sensing
device [8]. Data regarding exercise motions such as standing
triceps extension with a dumbbell and wide-grip bench press
with a barbell were obtained using sensors worn on the
forearm [9]. Another study classified the daily activities that
are beneficial to the bones of premenopausal women [10]. A
previous study also classified posture and motion with four
accelerometer sensors at sternum, wrist, thigh, and lower leg
[11].

Most existing studies focus on simple activities such as
walking, running, and sitting wherein whole bodymovement

is required. It is, however, necessary to classify daily activities
such as cooking, eating, and working to realize various
applications. Daily human activities were identified in an
IoT-enabled smart home equipped with a variety of sensors
in a previous study [12]. An activity is characterized by a
combination of sensing data obtained from multiple sensors.

In this study, we propose anHAR system that collects data
from an off-the-shelf smartwatch and uses an artificial neural
network for classification. Smartwatches are effective and
readily available wearable devices for use in HAR systems.
Wrist-worn smartwatches can provide sensitive information
on human activity as well as the information on whole
body movement. We consider 11 activities such as walking,
cooking, and working in this work. If we accurately predict
the activity of the user, we can improve energy efficiency and
enhance user convenience.

Furthermore, we propose an enhancedHAR systemusing
location information in addition to movement information.
We expect this enhancement to improve classification per-
formance since certain human activities can be done only in
certain locations. For example, if the individual is located at
a public transportation location, cooking is an activity that
can be ruled out as a possible interpretation of the sensor
data.
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Table 1: 11 Activities.

Location The types of activity

Office Office work, Reading, Writing, Taking a rest, Playing a
computer game

Kitchen Eating, Cooking, Washing dishes
Outdoors Walking, Running, Taking a transport

The rest of the study is organized as follows. In Section 2,
we describe the motivation of our work. In Section 3,
we explain the system overview, and we propose a novel
classification scheme for classifying various human activities
in Section 4. In Section 5, we evaluate the performance of the
proposed classification scheme. The conclusions are given in
Section 6.

2. Approach

Smartwatches are one of the most familiar and most widely
used wearable devices. According to Strategy Analytics [13],
global smartwatch shipments in the first quarter of 2016
amounted to 4.2 million and occupied 62.4% market share
of wearable devices in 2016. Smartwatches are well suited
for gathering data that can classify user activities in real-
time, as it is used by many people and is constantly worn on
the body. A wrist-worn smartwatch provides more sensitive
information on user behavior than a smartphone in a pocket.
Since it is likely that a typical user wears the smartwatch on
the wrist of the dominant hand, it can sense the movements
of that hand.

We use the accelerometer in smartwatches for classifying
human activities. In HAR research, both gyroscopes and
accelerometers are usually used to classify activities. How-
ever, there is little improvement performance between using
both sensors and using only an accelerometer [14]. Moreover,
the accelerometer is embedded in most wearable devices and
smartphones. Thus, the proposed system uses acceleration
data.

We also propose the use of location information. Certain
human activities can be done only in certain locations. For
example, office work takes place in the office but cooking
does in the kitchen. By using the location information as a
feature, we can set up more detailed classifiers according to
the location and thus can improve performance.

In this study, we consider three locations and 11 activities,
as shown in Table 1. First, we consider five activities in offices:
office work, reading, writing, taking a rest, and playing a
computer game. Office work includes writing e-mail, coding,
and writing a document on a computer. Second, we consider
three activities in kitchens: eating, cooking, and washing
dishes. Finally, we consider three outdoors activities: walking,
running, and taking a transport. Transportation includes
taking a bus or riding in a subway.

3. System Overview

3.1. System Structure. The proposed system comprises a
smartwatch, smartphone, and server, as shown in Figure 1.

Figure 1: Overall system.

Figure 2: Smartwatch app.

A user wears a smartwatch on his dominant hand, which
collects data from the acceleration sensor. A smartphone
gathers the sensor data from the smartwatch via Bluetooth
communication and then transmits the data to a server. The
server processes the collected data and classifies the activities
using machine learning algorithms.

A smartwatch application was developed to collect data
values of the acceleration on the x, y, and z axes. Moreover,
the user chooses an activity label from a list of available
activities on the application before starting the activity, as
shown in Figure 2. This ensures that the sensing data are
classified accordingly and these labels are used for training
the classifiers. A data capture is operated by the start/stop
button on the smartwatch application interface. During the
data capture, sensor data from the smartwatch are collected
and sent to a smartphone. We assume that users do not
perform multiple activities at the same time. After collecting
the data of acceleration and activity, the smartwatch transmits
data to a smartphone by Bluetooth communication.

The smartphone provides a bridge for the data between
the smartwatch and the server.The server has three roles: data
storage, feature extraction, and classification. The data from
the smartwatch and phone are saved on the server. This data
are used to extract features for classification.The servermakes
datasets for HAR in the feature extraction stage. This dataset
is used for training and testing the classifier.

To evaluate the performance of the proposed system, we
used an Apple Watch Series 2 and an Apple iPhone 6. The
server, running the CentOS, is equipped with Intel Xeon
E5-2630 v 2.2Ghz CPU 2EA, 256GB RAM, and GTX1080Ti
GPU 4EA. We designed the proposed classifier based on
Tensorflow [15], which is an open-source software library for
machine learning.

4. HAR System

In this section, we explain the proposed HAR system in
detail, as shown in Figure 3. We designed two models.
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Figure 4: Sliding window.

Figure 3(a) shows a basic model that uses only acceleration
sensor data. Figure 3(b) shows a model that uses location
information in addition to the acceleration sensor data. Use
of the location information allows for more appropriate,
specific, and detailed classifiers.

4.1. Temporal Segmentation. Acceleration data measured in
smartwatch are divided into time segments before extraction
[14]. The sliding window technique is widely used and has
been proven effective for handling streaming data [16, 17].
Figure 4 shows two schemes with an example of segmenting
the accelerometer signal, where X, Y, and Z represent the
three components of a triaxial acceleration sensor. All of time
interval is the same asΔt.Δt is defined as the window size. →D

𝑡

refers to the readings of X, Y, and Z in the period of time [t,
t + Δt]. In the case of nonoverlap, →D

𝑡
and →D

𝑡+1
come from

different periods of time, as shown in Figure 4(a). For the
overlapping situation, →D

𝑡
and →D

𝑡+1
share parts of the sensor

readings. We use the overlapping window method because
it generally has better smoothness than the nonoverlapping
window method when handling continuous data. The two
adjacent time windows overlap by 50%.

4.2. Feature Extraction. In this section, we explain the
feature extraction. The features are very important in
our machine learning model because their configuration
changes the output based on six types of grouped streaming
data.
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We extract informative features from each time window.
For each time window, we extract a single feature vector f as
follows:

𝑓 = (mean (→D
𝑡 (X)) ,mean (→D

𝑡 (Y)) ,mean (→D
𝑡 (Z)) ,

std (→D
𝑡 (X)) , std (

→D
𝑡 (Y)) , std (

→D
𝑡 (Z)))

(1)

where →D
𝑡
(X), →D

𝑡
(Y), and →D

𝑡
(Z) represent the acceleration

vector of an axis X, Y, and Z, respectively. We calculate the
average and standard deviation of each axis of the triaxial
accelerometer as features for machine learning algorithm.
The average value is a good indicator of the extent to which
each axis value of the acceleration sensor is measured for
each activity. The standard deviation is a useful measure to
quantify the amount of variation or dispersion of a set of
activity data.The active degree of the activity can be predicted
by using the standard deviations.

4.3. Classifier. The feature vector of the time window is used
as the input to the classifier. We consider two models: one
uses only acceleration sensor data, as shown in Figure 3(a),
and the other uses the location information as well, as shown
in Figure 3(b). Using location information, a more specific
and detailed location-based classifier can be applied. There
are well-known ways to obtain location information indoors
[18, 19] and outdoors [20, 21]. In this study, however, the
location information is not collected from the system and
derived from the type of activities. For example, if the activity
label of the time window is cooking, the location information
is derived to kitchen. We consider three locations: office,
kitchen, and outdoors. In real life, the location information
can be collected from GPS and indoor positioning system.

The classifier is designed by a multilayer perceptron
which is a class of feedforward artificial neural network
(ANN). Weight is initialized using Xavier algorithm [22] and
bias is initialized randomly. We use ReLU as the activation
function. Xavier and ReLU are commonly used algorithms to
reduce the learning time in the field of ANN.Themean value
of cross entropy is used for the cost function. The learning
rate is set to 0.01, and the Adam optimizer [23] is used since
it is known to achieve good results fast.

5. Performance Evaluation

5.1. Experiment Dataset. Table 2 is an overview of the dataset
used in this study. The dataset, which has been deposited
on the website http://ncl.kookmin.ac.kr/HAR/, was collected
from two volunteers who performed activities using a smart-
watch attached on the wrist of their dominant hand for four
weeks.The accelerometer worked at a sampling rate of 10 Hz.
The task was to distinguish the following eleven activities.
The dataset was preprocessed and segmented with the sliding
window, which was variable in one experiment, 10 s long in
other experiments, and had fifty percent overlap between two
adjacent segments. We extract a range of features associated
with the accelerometer. In all experiments, we used a 5-fold
validation algorithm for reliability.

Table 2: The number of raw data.

Class Activity Total
A1 Office work 62711
A2 Reading 36976
A3 Writing 27677
A4 Taking a rest 31265
A5 Playing a game 51906
A6 Eating 46155
A7 Cooking 10563
A8 Washing dishes 10712
A9 Walking 25768
A10 Running 6452
A11 Taking a transport 28483

Total 338671

5.2. Performance Measures. For the effective performance
evaluation of the proposed system, we used the following four
indicators: accuracy, precision, recall, and F1-score. Table 3
and Equations (2) to (5) show how accuracy, precision, recall,
and F1-score are derived, respectively. These four expressions
are the most frequently used performance indicators for
machine learning models.

Accuracy = (𝑇𝑃 + 𝑇𝑁)
(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁) (2)

Precision = (𝑇𝑃)(𝑇𝑃 + 𝐹𝑃) (3)

Recall = (𝑇𝑃)(𝑇𝑃 + 𝐹𝑁) (4)

F1-Score = 2 ∗ (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙)(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙) (5)

5.3. Effect of Location Information. The experiment tests and
evaluates two models: one using the dataset with location
information and the other using the dataset without location
information. Figure 5 shows the accuracy of each activity of
the two models. We observe that the model that does not
use location information is less accurate than the model that
uses it. On average, the model with location information
shows an accuracy of 95% and the model without location
information does 90%. The proposed activity classification
model is designed as a 5-level layer ANN.The window size is
set to 10 s. We used a 5-fold validation algorithm to increase
confidence in the results.

The following is a more detailed analysis of the experi-
mental results of the two models. Tables 4 and 5 show the
results of the two models on a confusion matrix. We observe
that themodel using location information wrongly attributed
only the activities possible at the same location, whereas
the model without location information misattributions can
extend to other activities in different locations. First, we
evaluate the result of the model that does not use location
information. In Table 4, the A11 activity is identified with the
least accuracy. A11 activity is particularly confused with A4

http://ncl.kookmin.ac.kr/HAR/
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Table 3: Confusion matrix of two-class classification.

True condition
Total population Condition positive Condition negative

Predicted condition
Predicted condition positive True Positive

(TP)
False Positive

(FP)

Predicted condition negative False Negative
(FN)

True Negative
(TN)

Table 4: Confusion matrix of w/o model.

Actual Class
Predicted Class

Office Kitchen Outdoors
A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11

A1 87.20 0.54 0.47 0.97 3.73 0.17 0.00 0.00 0.00 0.00 6.92
A2 1.71 93.39 0.40 0.00 2.91 1.48 0.00 0.00 0.00 0.00 0.11
A3 1.27 1.56 88.53 0.00 0.60 0.52 0.00 0.07 0.00 0.00 7.45
A4 2.84 0.00 0.07 95.82 0.00 0.00 0.00 0.00 0.00 0.00 1.27
A5 3.59 0.08 0.12 0.04 93.02 0.08 0.00 0.00 0.00 0.00 3.08
A6 1.47 0.43 0.24 0.09 0.19 96.55 0.05 0.00 0.00 0.00 0.99
A7 0.00 0.00 0.00 0.00 0.00 3.09 83.85 12.37 0.00 0.00 0.69
A8 0.00 0.00 0.00 0.00 0.00 0.78 6.23 88.91 0.19 0.00 3.89
A9 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00
A10 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00
A11 13.70 2.26 6.63 2.19 6.49 2.19 0.07 0.73 0.00 0.00 65.74
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Figure 5: The average of accuracy of each model.

and A5. A7 and A8 are confused with each other. Moreover,
we can confirm that A1 and A3 are much confused with A2
and A4. In Table 5, the result of the model using location
information shows that the prediction accuracy of A11, which
was confusedwith A4 andA5, is improved. However, because
A7 and A8 have the same location information, they are
still confused. All of the other activities are less confused
with activities in other locations and the accuracy shows
improvement.

We have confirmed through this experiment that our
proposed model can classify daily activities as well as simple
activities. In addition, it is confirmed that location informa-
tion is very helpful to classify activities. We classify activities
in daily life with an accuracy of about 95%.

5.4. Effect of the Number of Layers. The following is the
performance analysis according to the number of layers.
Figure 6 shows a graph indicating the performance for each
model according to the number of layers. The performance
increases toward the 5-level layer and decreases again as the
layer level becomes deeper than the 5-level layer.This pattern
is not related to the location data; it seems to be a feature
of the ANN. Level models that are too shallow do not learn
effectively, and too much depth is not effective because the
number of levels required for learning is too great.

The 5-level layer model works best for both cases, with
and without location information, yielding accuracies of
96% and 91%, respectively. When the model uses location
information, the performance of the 3-, 4-, 5-, 6-, and 7-level
layer models are all above about 95%, which is high enough.
Without location information, 4-, 5-, and 6-level layermodels
are all above about 90%.

5.5. Effect of the Window Size. In this experiment, we ini-
tialized the window size at 1, 5, 10, 30, 60 (1 min), 120 (2
min), 180 (3 min), and 240 (4 min), and the prediction rate
of each window size was examined. Figure 7 shows a graph of
the performance according to the window size of the model
based on the 5-level layer model, which yielded the best
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Table 5: Confusion matrix of w/ model.

Actual Class
Predicted Class

Office Kitchen Outdoors
A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11

A1 92.95 1.04 0.81 0.34 4.87 - - - - - -
A2 1.37 95.04 1.20 0.00 2.39 - - - - - -
A3 1.12 0.89 97.17 0.22 0.60 - - - - - -
A4 5.15 0.00 0.00 94.85 0.00 - - - - - -
A5 3.67 0.51 0.27 0.00 95.51 - - - - - -
A6 - - - - - 99.81 0.00 0.19 - - -
A7 - - - - - 2.06 82.47 15.46 - - -
A8 - - - - - 0.58 7.00 92.41 - - -
A9 - - - - - - - - 100.00 0.00 0.00
A10 - - - - - - - - 0.00 100.00 0.00
A11 - - - - - - - - 0.15 0.00 99.85
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Figure 6: The average of accuracy of each model.

performance in the previous results. Figure 7(a) shows the
result based on the data set without location information, and
Figure 7(b) shows the result using the location information.
Window size is the unit by which the prediction model is
based on classifying activity. In other words, it is necessary
to have data corresponding to the window size to determine
the activity. A smaller window size increases the prediction
rate but decreases the prediction accuracy; however, while a
larger window size would increase the accuracy at the cost
of rate, there is a limit: beyond a certain window size, the
accuracy could be negatively impacted due to overlap with
other behaviors, which could confound the results.

Herein, we quantify effective window sizes. When the
window size is less than 3 s (1 s, 0.5 s), the prediction speed is
very fast but the accuracy is very low. When the window size
is more than one minute (2, 3, 4, and 5 min), the prediction
speed is very slow and the accuracy does not increase any
further. Therefore, we judge 10 s as the optimal window

size, which balances the inversely proportional parameters:
predicted speed and accuracy.

5.6. Comparison with Other Machine Learning Algorithms.
Herein, we compare the performance of the most commonly
used algorithms in supervised learning: decision tree (DT),
random forest (RF), and support vector machine (SVM).
This experiment uses a Scikit-learn library, which is a free
software machine learning library for the python program-
ming language [24]. Eachmodel finds optimal model param-
eters through a grid-search function. Classification models
are designed with the found model parameters to classify
activities in everyday life using the same dataset.

Figure 8 shows the result of the machine learning
algorithms. Figure 8(a) is the result obtained using dataset
without location information. In this study, RF shows the best
performance, but ANN imperceptibly lagged behind by RF.
The gap of both the models was less than 0.1%. However, the
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Figure 7: The performance of 5-level layer model as window size.
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Figure 8: The result of various machine learning algorithms.

other models showed poor performance. The performances
of bothDT and SVMwere less than 75%.These results cannot
determine whether the classification model works well.

Figure 8(b) shows the result obtained using dataset with
location information. Overall, the performance of all the
models improved, as shown in Figure 8(a).The performances
of DT and SVM were still inferior compared to those of
RF and ANN. However, the performances of both models
improved by 15%.The performances of the RF and ANN also
improved by 5%. When using location information, the best
model is ANN. All performance indicators differ by more
than 1%.

5.7. Real-Time Evaluation. Figure 9 shows the results of the
real-time activity recognition evaluation. We let one partici-
pant do seven activities consecutively for 2 min each, and we
predict the activity of the subject using the predictive model
previously learned by using the total dataset. Figure 9(a)
shows the results of using the predictive model learned
without using the location information, and Figure 9(b)
shows the result of using the predictive model using the
location information.

Both the models were observed to be confused with
completely different activities in the transaction section.This
is interpreted as a result of the fact that the data in the
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Figure 9: Real-time activity recognition test.

corresponding interval may contain two or more patterns
when a person performs the action as a continuous action.
Cleaned sections are clearly classified as well because they
clearly include the characteristics of previous or next actions.
When collecting data for this experiment, the subject’s A2
activity pattern tended to be very similar to the A3 activity
pattern of the entire data set that model learned. Both
classification models confuse A2 activity with A3 activity. It
appears that there are many confusing features of A3 activity
within the subject's natural A2 activity.

Next, each model is divided and evaluated. Figure 9(a)
shows the results of a model that does not use location
information and is highly confused with the A3 and A2
activities. In particular, A3 activity is confused with activities
at other locations such as A6 and A11. This problem is not
observed, as shown in Figure 9(b), when the model uses
location information. In Figure 9(a), the prediction rate of A2
is less than 50%, but it is more than 70% in the model using
location information. Even if there is a lot of confusing data
such as A2, the model using the location information has a
higher accuracy by using more detailed classifier.

When the model is designed using the epoch, window
size, and layer level as determined in the previous experiment,
it is possible to confirm a considerably high prediction rate
in an experiment that recognizes human activities in real-
time. Consecutive activities of a person are difficult to define
in terms of a single activity. Therefore, the problem of low
accuracy in the transaction section is difficult to solve because
the definition of activity is not accurate. In contrast, the
problem of confusing A2 with A3 seems to need to be
overcome by reducing the overfitting problem and adding
new features or designing a model that take into account
various activity patterns.

6. Conclusion

In this study, we proposed a HAR system using an off-the-
shelf smartwatch and ANN.We also showed that the location

information can enhance the performance of the system.
We considered 11 activities, including both simple activities
and daily activities and our experimental results showed that
various activities can be classified with an accuracy of 95%.

Energy efficiency can be improved by using the proposed
system as it can accurately predict the user’s activity, consume
only the energy required for the activity, and decreasewastage
of energy. Moreover, the proposed system can enhance
convenience. For example, after the system predicts the user's
activity, it turns off the light when the user is lying in bed.
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3Departamento de Engenharia Elétrica, Universidade de Braśılia, Campus Darcy Ribeiro, 70919-970 Braśılia, DF, Brazil
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We introduce the Selective-Awakening MAC (SA-MAC) protocol which is a synchronized duty-cycled protocol with pipelined
scheduling for Linear Sensor Networks (LSNs). In the proposed protocol, nodes selectively awake depending on node density and
traffic load conditions and on the state of the buffers of the receiving nodes. In order to characterize the performance of the proposed
protocol, we present a Discrete-Time Markov Chain-based analysis that is validated through extensive discrete-event simulations.
Our results show that SA-MAC significantly outperforms previous proposals in terms of energy consumption, throughput, and
packet loss probability. This is particularly true under high node density and high traffic load conditions, which are expected to be
common scenarios in the context of IoT applications. We also present an analysis by grade (i.e., the number of hops to the sink,
which is located at one end of the LSN) that reveals that LSNs exhibit heterogeneous performance depending on the nodes’ grade.
Such results can be used as a design guideline for future LSN implementations.

1. Introduction

Internet of Things (IoT) is a network paradigm that is
playing a key role in the development of smart environments
where everyday objects are augmented with computational
capabilities and Internet connectivity [1, 2], so that they
can interact with each other in order to share information
about the environment, coordinate actions autonomously,
and fulfill other specific purposes such as target tracking,
medical supervision of patients, and animal monitoring [3–
5].

IoT has been proposed as a core technology for estab-
lishing what it is known as Advanced Measurement Infras-
tructures (AMI) which are responsible for monitoring public
distribution networks of water, electricity, or gas [6–8]. With
this technology, it is possible to identify leaks along lines or

pipelines and optimize the operation of these distribution
networks.

IoT applications have also been identified as a mean
for fostering smart mobility. In these scenarios, a set of
sensors are located along the road infrastructure in order
to coordinate urban transport, monitor events that affect
mobility, or manage transit through dynamic coordination of
traffic lights [9, 10]. The objective is to extend the lifetime of
the road infrastructure, improve safety, decrease commuters’
travel time, and diminish air pollution in densely populated
cities.

As in the previous examples, when the sensing devices are
deployed along linear structures, the resulting wireless sensor
network (WSN) is usually denoted as a Linear Sensor Network
(LSN) [11]. In particular, when the node density is high, as it is
commonly the case when a wide variety of variables are being
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sensed [3], the LSN is named a thick LSN [12]. As in anyWSN,
one of the main goals when designing an LSN is to provide
high throughput in an energy-efficient way [13], which could
be achieved by defining appropriate Medium Access Control
(MAC) protocols.

Among the large body of work devoted to designing
efficient MAC protocols that improve energy consumption,
synchronized duty-cycling protocols [14] have been shown to
be particularly effective in the context ofMANETs [15],WSNs
[16–18], and LSNs [3, 19, 20]. Building on the success of duty-
cycling, complementary techniques have been proposed to
further improve the performance of LSN; for instance, Tong
et al. introduced the PRI-MAC protocol [19] which imple-
ments a pipelined scheduling as a complement for a duty-
cycled protocol that is based on S-MAC [21].

In pipelined scheduling, nodes are classified according to
their grade (distance in hops to the sink node) and nodes
with the same grade share the same schedule; namely, they
synchronously enter the different modes in the following
sequence: one reception slot, one transmission slot, and 𝜉
sleeping slots. Grade schedules are arranged in such a way
that packets can be forwarded from one grade to another in a
pipelined fashion. This way, a packet can traverse a source-
to-sink path in a single cycle if there are no other packets
at the queues of the nodes along its path, which is the main
advantage of this strategy over other proposals.

In this paper, we present a synchronized duty-cycled
protocol with pipelined scheduling where nodes selectively
awake depending on node density and traffic load conditions.
Unlike previous works, the proposed Selective-Awakening
MAC (SA-MAC) protocol is specifically designed for IoT
scenarios, where node density and traffic load can be high.
To cope with these conditions, SA-MAC introduces the
following two rules:

(i) During a transmission slot, nodes that are candidates
to contend for the channel awake with probability𝑝(𝑖), where 𝑖 is the nodes’ grade. This probability is
selected in order to maximize the LSN throughput.

(ii) During a reception slot, nodes with saturated buffers
do not awake.

As shown in Section 7, the first rule simultaneously
reduces node energy consumption and the probability of
having a packet collision, without reducing throughput or
requiring extra signaling. The second rule also reduces
energy consumption without affecting any of the network
performance metrics, because it avoids wasting energy to
receive a packet that will be dropped. To the best of our
knowledge, these strategies, as well as their analysis and
evaluation, have not been previously reported in the context
of LSN or IoT applications.

In concordance with previous work (e.g., [16, 19, 21]),
our proposed protocol is specifically designed to operate in
an LSN with a single sink node at one end of the network,
and the remaining nodes can both generate new packets
and act as relays for other nodes without performing any
data processing or aggregation. In addition, data packets
are transferred between nodes located in adjacent grades

by means of unicast transmissions. A detailed description
of the assumptions and operation scenarios is presented in
Section 3.

In order to evaluate the performance of SA-MAC, we
developed a mathematical model of the nodes’ queue length
based on a Discrete-Time Markov Chain (DTMC). From
the steady-state probabilities of this DTMC, we devel-
oped expressions for the main system performance metrics,
namely, energy consumption, throughput, packet loss prob-
ability, and source-to-sink delay. This analysis is similar to
those presented in [16–19] and is validated through extensive
discrete-event simulations.

Our numerical results show that SA-MAC clearly outper-
forms previous work in terms of energy consumption, packet
loss probability, and throughput, at the cost of a moderate
increase in source-to-sink delay. This is particularly true
under high node density and high traffic load conditions,
which are expected to be a possible scenario in the context
of IoT applications [1].

Lastly, it is important to mention that our analysis is
intended to evaluate not only the general performance of
the network, but also the performance at each grade. This
detailed analysis reveals that the network performance is not
homogeneous and makes it possible to identify those specific
grades that may compromise the whole network lifetime and
reliability. This is another major contribution of this paper
because it provides a guideline for the design of pipelined
LSN.

The rest of the paper is organized as follows. In Section 2
we discuss a representative sample of previous work in duty-
cycled MAC protocols for multihop WSNs and LSNs. In
Section 3 we present a general overview of the proposed
protocol. Then, in Section 4 we derive the DTMC that
models our system. In Section 5 we present expressions for
the network performance metrics. In Section 6 we provide
criteria to select the awakening probability. Lastly, we discuss
relevant numerical results and present our conclusions in
Sections 7 and 8, respectively.

2. Related Work

Synchronized duty-cycled protocols for WSNs have been
extensively studied because of their energy efficiency, which
is achieved by reducing idle listening and overhearing. In
these schemes, nodes synchronously wake up in order to
transmit/receive one or several packets during a cycle. One
example of this kind of protocol is Sensor MAC (S-MAC),
which was proposed by Ye et al. [21]. In S-MAC, a fully
connected group of nodes share the same schedule; namely,
all the nodes synchronously enter the transmission/reception
mode to exchange information and, then, all of them syn-
chronously enter sleeping mode to save energy. One disad-
vantage of S-MAC is that it substantially increases source-
to-sink delay because nodes may wait a complete cycle in
order to attempt a transmission; moreover, this disadvantage
is accentuated when multiple hops are required because the
delay accumulates at each hop.

Yang and Heinzelman [16] provide a model, based on a
DTMC, to evaluate the performance of duty-cycled protocols.
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In their model, the Markov chain states represent the nodes’
queue length; and the chain solution is used to evaluate
throughput, delay, and power consumption. This kind of
analysis has been utilized in subsequent works (e.g., [17, 18]);
however, the analysis in [16] is restricted to one-hop WSNs,
whereas more recent works, including [19] and our work,
have extended the analysis to study LSNs.

On the other hand, in recent years, multiple works have
proposed synchronized duty-cycled protocols for multihop
WSNs, including [17, 18, 22–24]. In the following paragraphs,
we present a brief overview of each of them.

Guntupalli and Li [17] propose another synchronized
duty-cycled protocol for multiple packet transmission per
cycle. In this scheme, which is called DW-MAC, multiple
packet transmission is enabled by means of competition-
based reservations established during a particular time inter-
val, called the data period. The authors present a DTMC-
based analysis that characterizes the energy consumption and
the lifetime of the network. It must be noticed that although
their study includes multiple hops, it is limited to a scenario
where there is only one relay between the source node and
the sink node. In [18], Guntupalli et al. extended the analysis
presented in [17] to incorporate a four-dimensional DTMC;
this analysis, however, does not consider multiple hops.

Singh and Chouhan [22] present a protocol called CROP-
MAC that optimizes pipelined flows with the help of stag-
gered sleep/wake scheduling, efficient synchronization, and
appropriate use of routing layer information. Based on
CROP-MAC, Singh et al. [23] developed a protocol that pro-
vides multipacket transmission per cycle (JRAM protocol).
In this protocol, a node has more than one opportunity
to transmit, and the sink is able to receive packets from
multiple nodes in the same cycle. JRAM accomplishes this by
dividing the network into disjoint sets of nodes, by proposing
a new cycle structure, and by reducing the size of periodical
synchronization packets. Their results indicate that JRAM
works best in scenarios with high-rate events occurrence.

Additionally, Khaliq and Henna [24] present a protocol
called HE-PRMAC that uses cross-layer information for the
transmission of packets through multiple hops in a single
duty cycle. As a result, packet latency is reduced. In order to
decrease the overhead when traffic load is high, HE-PRMAC
introduces a new message called Ready To Receive (RTR),
which is used to transmit how many packets a destination
node can receive from a source node.

Even thoughmanyof the above-mentionedworks analyze
multihop WSNs, their protocols were not designed to take
advantages of particular topologies. By contrast, in [3, 19,
20] the authors proposed synchronized duty-cycled MAC
protocols specifically for LSNs.

Wang et al. [3] introduce a Utility-based Adaptive Duty-
Cycle (UADC) algorithm to increase energy efficiency, reduce
transmission delay, and improve network lifetime of WSNs
with linear topology. The main idea of this algorithm is
to select the relay node that maximizes the utility of the
system, which is defined as a function of the nodes’ energy
consumption.

Tong et al. [19] propose PRI-MAC, a synchronized duty-
cycled protocol that incorporates a pipelined scheduling for

LSN. The authors evaluated the performance of the network
in terms of throughput, node’s radio activity per cycle, and
delivered packet latency. Khanh et al. [20] introduce the RP-
MAC protocol, which is based on PRI-MAC. In RP-MAC the
authors define a new cycle structure and a new state, called
overhearing, which eliminates the need of transmitting the
Request To Send (RTS) message, hence reducing the end-to-
end delay and energy consumption, in comparison with PRI-
MAC.

Similar to [19, 20], we also analyze a pipelined scheduling
for LSN; however, we introduce a novelMAC protocol, where
nodes selectively awake, depending on node density and
traffic load in the network.

From this review, we would like to highlight the main
contributions of our work: (i) none of previous proposals are
designed for dense LSNs, which can be widely applicable in
the context of IoT; (ii) unlike previous protocols, our pro-
posed protocol does not aggregate new control messages or
node states during a cycle; (iii) even though the performance
experienced by a node in an LSN is highly dependent on its
distance to the sink, previous grade analyses are limited and
fail to provide detailed performance models. In contrast, our
model allows the analysis of both the complete LSN and each
grade in the system, as it is described in the next sections.

3. Selective-Awakening MAC Protocol

In this section, we provide a general overview of the proposed
protocol.We first present a brief description of one of itsmain
components: the pipeline scheduling (Section 3.1). Then, in
Section 3.2, we provide the basis of traditional synchronized
duty-cycledMACprotocols ([16, 19, 21]). Later, in Section 3.3,
we describe the main features of our proposedMAC protocol
as well as its advantages over previous work.

3.1. Pipelined Scheduling. As in [19], we assume that the
LSN has a unique sink node which is located at one end
of the network. The remaining nodes generate packets with
information provided by their respective sensors and can
act as relays. Nodes are classified according to their grade,
namely, their distance in hops to the sink node. Figure 1
illustrates this type of network.The grade of a node is denoted
by 𝑖, and the total number of grades in the LSN is denoted by𝐼. By definition, the sink node has grade zero; hence 𝑖 ∈ [0, 𝐼].
As in [19, 25], we also assume that the process of determining
the node’s grade and the next node on the way to the sink was
previously performed during an initialization stage, where a
different layer of the protocol stack fills a Next Hop table; in
other words, we are assuming unicast transmissions.

Multihop transmissions are accomplished through a
pipelined scheduling where newly generated packets are
relayed from a node at grade 𝑖 to a node at grade 𝑖 − 1 until
they reach the sink. During the pipelined scheduling, nodes
operate according to the frame depicted in Figure 2. In this
frame, the nodes at grade 𝑖 + 1 with packets to transmit
synchronously awake to contend for the channel, following
theMAC protocol described in Section 3.2. During this same
time slot, nodes at grade 𝑖 also synchronously awake to be
able to receive a packet from grade 𝑖 + 1. In the next slot,



4 Wireless Communications and Mobile Computing

Grade I Grade i + 1 Grade i Grade i − 1 Grade 1

· · · · · · Sink
node

Sensor/relay
node

Figure 1: LSN with nodes classified by their grades.
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Figure 3: Transmission/reception example.

nodes at grade 𝑖 act as transmitters, while nodes at grade 𝑖 − 1
act as receivers. This process continues until nodes at grade 1
become transmitters and the sink node becomes the receiver.

After the reception and transmission slots, all the nodes
at a particular grade go to sleep for 𝜉 slots (see Figure 2),
in order to save energy. According to this description, the
cycle duration, denoted by 𝑇𝑐, is equal to (𝜉 + 2)𝑇, where 𝑇 is
the duration of every slot. Also note that since the schedules
between adjacent grades are staggered, it is possible for a
packet to travel through the whole LSN in only one cycle.

3.2. Synchronized Duty-Cycled MAC Protocol. Similar to
PRI-MAC [19], we assume that, at the beginning of every
transmission slot, awake nodes at grade 𝑖 with packets
to transmit synchronously initiate a backoff counter (see
Figure 3), whose value 𝑤 is a uniform random variable in[0,𝑊 − 1]. This backoff counter generates a contention
window whose duration is equal to 𝜎𝑤, where 𝜎 is the length
of one minislot.

Contending nodes keep listening to the channel during
their backoff time and if they detect a transmission fromother

nodes, they go to the sleeping mode. Otherwise, they initiate
an RTS/CTS/DATA/ACK handshake with a receiver at grade𝑖 − 1 (recall that we assume unicast transmissions). Figure 3
illustrates the handshake process for the case where a data
packet is successfully transmitted.

When there is a tie in the smallest backoff counter
generated by the contending nodes, an RTS collision occurs,
and none of the winners receive the corresponding CTS
message. When these nodes detect the lack of this message,
they go to sleep; consequently, no data packet is transmitted
from grade 𝑖 during that particular cycle. From now on,
we will refer to the smallest backoff time generated by a
contending node as the winner backoff time.

We also assume that time is slotted with a slot duration 𝑇,
that is given by

𝑇 = 𝜏difs + 𝜎𝑊 + 𝜏rts + 𝜏cts + 𝜏data + 𝜏ack + 3𝜏sifs, (1)

where 𝜏difs is the duration of a DCF Interframe Space (DIFS),𝜎𝑊 is the maximum allowed backoff duration, 𝜏sifs is the
duration of a Short Interframe Space (SIFS), and 𝜏rts, 𝜏cts,



Wireless Communications and Mobile Computing 5

𝜏data, and 𝜏ack are the duration of the messages defined by the
protocol.

Note that it is possible to have a sleeping period after the
exchange of frames within a transmission slot because the
winner backoff time can be smaller than 𝑊 (see Figure 3).
However, the slot duration is always equal to 𝑇 in order
to maintain synchronization. Also, note that, in this pro-
tocol, at most one packet can be transmitted per cycle
from one grade to the following one. Thus, since this is
also true for the communication between grade 1 and the
sink node, the maximum throughput in the LSN is 1/𝑇𝑐
packets/sec.

3.3. Selective Awakening. Unlike previous proposals (e.g.,
PRI-MAC) where all the nodes at grade 𝑖, with packets to
transmit, awake to contend for the channel during their
transmission slot, in the proposed protocol, nodes at grade𝑖 wake up with probability 𝑝(𝑖). The rationale behind this
proposal is that if there are many awake nodes at each
grade, a lot of collisionsmay occur, degrading the throughput
performance. Moreover, even if the collision probability is
kept small (e.g., by utilizing a large contention window),
a lot of energy is unnecessarily wasted, since, among the
awake nodes, at most one of them will successfully transmit
a packet. It is important to point out that the values of the
probabilities 𝑝(𝑖) have to be carefully selected because if they
are excessively small, it will be common to have situations
where none of the nodes wake up at the transmission
slots, reducing the network throughput. Considering this, we
propose to set the values of the probabilities𝑝(𝑖) in such away
as to maximize the network throughput as a function of the
traffic load.

In Section 6, we describe the criteria to select these
probabilities. The main intuition behind our proposal is that,
due to the nature of an LSN, the traffic load at lower grades is
higher because nodes at those grades receive the accumulated
traffic generated at higher grades. Our numerical results show
that, by following these criteria, the energy consumption is
significantly reduced in comparison with PRI-MAC, without
degrading network throughput.

We also propose to consider the state of the data queues
when deciding whether to awake a node during a reception
slot. More specifically, in SA-MAC nodes with full data
queues remain in sleeping state during reception slots. This
simple functionality substantially increases energy efficiency
without affecting the system throughput or any other perfor-
mance metric because it avoids wasting energy to receive a
packet that will be dropped.

In the following sections, we develop a mathematical
analysis of the performance of the proposed protocol based
on a Discrete-Time Markov Chain (DTMC). In this analysis,
we assume that the only reason for transmission errors is
packet collisions, similar to previous works, such as [16, 19].
Therefore, the channel is assumed to be ideal, without effects
such as multipath fading, shadowing, and signal capture.
In order to make the following sections more readable, we
summarize the main variables used throughout our analyses
in the Notations section.

m − 1 m m + 1 n K

Pm,m−1 Pm,m+1
Pm,n

Pm,K

· · · · · ·

Figure 4: DTMC that represents the queue’s length at the beginning
of the transmission slot.

4. Analytical Model

As it has been proposed in several works (e.g., [16–19]), we
model the behavior of the nodes by means of a unidimen-
sional DTMC whose states represent the length of a node’s
queue at the beginning of the transmission slot. Let 𝐾 be
the maximum queues’ length (in packets) and 𝑚 any of the
possible states for this chain; hence, 𝑚 ∈ [0,𝐾]. In Figure 4,
we illustrate the possible transitions from one of these states.

In addition, we denote by 𝑃𝑖𝑚,𝑛 the transition probabilities
from state 𝑚 to state 𝑛 in one cycle, for a node in grade 𝑖.
As we show in Figure 4, the chain cannot transit from state𝑚 to a state 𝑛 ≤ 𝑚 − 2 because the nodes can transmit
(eliminate from its queue) at most one packet during one
cycle. By contrast, transitions to any higher state are possible
as a result of the new-packet generation process in each node.

As it was mentioned before, a node at grade 𝑖 has to
relay packets from nodes belonging to higher grades (besides
transmitting the locally generated packets); hence, theDTMC
steady-state probabilities at grade 𝑖 depend on the behavior of
the higher grades.

In order to obtain these steady-state probabilities at each
grade, we adapted the method described in [19] to our
proposal. This method consists in solving the DTMC for the
grade 𝑖 and thenusing these results to calculate the probability
of having a successful transmission at this grade, which in
turn is used to solve theDTMCat grade 𝑖−1, and so on.Notice
that the steady-state probabilities at grade 𝐼 do not depend on
other grades (since nodes at this grade do not relay packets),
and hence, the method proceeds by first solving the Markov
chain for this latter case.

The presentation of the analysis is organized as follows.
In Section 4.1 we calculate the probabilities of transmitting
or receiving a packet in each cycle. These probabilities
are required to establish the transition probabilities for the
DTMC. Since the DTMC sampling points are the beginnings
of the transmission slots, all the probabilities in Section 4.1
refer to such points. In Section 4.2, we establish the transition
probabilities for the DTMC and we provide a detailed
description of the method mentioned in the previous para-
graph. Considering that the evaluation of some performance
parameters depends on the probability of having a saturated
queue at the beginning of the reception slot, we obtain such
probability in Section 4.3.

4.1. Probabilities of Transmitting and Receiving a Packet. For
our analysis, let 𝑝(𝑖) be the awakening probability of nodes
at grade 𝑖 given nonempty queues, and let 𝑝𝑒(𝑖) be the
probability of having an empty queue at grade 𝑖; therefore,
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by using the Law of Total Probability, the (unconditional)
awakening probability 𝑝𝑎(𝑖) for each node is defined as

𝑝𝑎 (𝑖) = 𝑝 (𝑖) (1 − 𝑝𝑒 (𝑖)) + 𝑝∗ (𝑖) 𝑝𝑒 (𝑖) , (2)

where 𝑝∗(𝑖) is the awakening probability given that the queue
is empty. Since nodes with empty queue are not allowed to
wake up, 𝑝∗(𝑖) = 0; hence, (2) becomes

𝑝𝑎 (𝑖) = 𝑝 (𝑖) (1 − 𝑝𝑒 (𝑖)) . (3)

This means that nodes at grade 𝑖 will wake up only if they
have packets to transmit.

For the sake of simplicity, we further assume that the LSN
is homogeneous and, hence, that the number of nodes at each
grade, denoted by𝑁, is constant. Under these conditions, and
since each nodewakes up independently of the other nodes in
the same grade, then, the probability of having 𝑛 contenders
besides the node of interest at grade 𝑖 is given by

𝐶𝑛 (𝑖) = (𝑁 − 1
𝑛 )𝑝𝑎 (𝑖)𝑛 (1 − 𝑝𝑎 (𝑖))𝑁−1−𝑛 . (4)

In the proposed protocol, nodes contend for the channel
by generating a backoff counter𝑤, which is a uniform random
variable in [0,𝑊 − 1]. Given a value of the backoff counter𝑤, the probability of winning the contention is the same
as the probability of having the smallest backoff counter
among the contending nodes. Since the probability of having
a backoff timer smaller than another node is (𝑊 − 𝑤)/𝑊,
the probability of having the smallest backoff counter in a
group of 𝑛 contenders equals ((𝑊−𝑤)/𝑊)𝑛. This probability
includes the case when more than one contender obtains the
smallest backoff timer.

Now, by using the Law of Total Probability, we obtain that
the probability of winning the contention given 𝑛 additional
contenders, 𝑡𝑛, can be written as

𝑡𝑛 = 1
𝑊
𝑊−1∑
𝑤=0

(𝑊 − 𝑤
𝑊 )𝑛 . (5)

Analogously, the probability of having a successful packet
transmission (i.e., winning the contention without collisions)
given 𝑛 additional contenders, 𝑠𝑛, can be expressed as

𝑠𝑛 = 1
𝑊
𝑊−1∑
𝑤=0

(𝑊 − 𝑤 − 1
𝑊 )𝑛 . (6)

Recalling that 𝐶𝑛(𝑖) is the probability of having 𝑛 con-
tenders besides the node of interest, we can use (4) and (5)
to obtain the probability 𝑝𝑡(𝑖) of winning the contention as

𝑝𝑡 (𝑖) =
𝑁−1∑
𝑛=0

𝐶𝑛 (𝑖) 𝑡𝑛. (7)

Similarly, by combining (4) and (6), we obtain the
probability 𝑝𝑠(𝑖) of having a successful packet transmission
as

𝑝𝑠 (𝑖) =
𝑁−1∑
𝑛=0

𝐶𝑛 (𝑖) 𝑠𝑛. (8)

Notice that we calculate 𝑝𝑠(𝑖) from the point of view of a
contending node at grade 𝑖; hence, for an external observer

(e.g., a receiver in the next grade), the probability of having
a successful packet transmission from a node at grade 𝑖 is𝑝𝑎(𝑖)𝑝𝑠(𝑖).

Now, since we are assuming that the number of nodes in
each grade is constant and that nodes communicate in unicast
mode, the number of receivers at grade 𝑖 equals the number of
transmitters at grade 𝑖+1. Consequently, the packet reception
probability 𝑝𝑟(𝑖) for a node at grade 𝑖 is the same as the
probability of having a successful packet transmission from
a node at grade 𝑖 + 1. Equation (9) computes the packet
reception probability 𝑝𝑟(𝑖), for 0 ≤ 𝑖 ≤ 𝐼 − 1; and 𝑝𝑟(𝐼) = 0
(since grade 𝐼 has no packets to relay).

𝑝𝑟 (𝑖) = 𝑝𝑎 (𝑖 + 1) 𝑝𝑠 (𝑖 + 1) . (9)
On the other hand, since contending nodes can detect

a busy channel or win the contention, we can establish that𝑝𝑡(𝑖) + 𝑝𝑏(𝑖) = 1, and the probability of detecting a busy
channel (for an awake node of interest) can be written as

𝑝𝑏 (𝑖) = 1 − 𝑝𝑡 (𝑖) . (10)
In the same way, once a node wins the contention, two
possible events may occur: a successful transmission or a
collision; therefore 𝑝𝑡(𝑖) = 𝑝𝑠(𝑖)+𝑝𝑐(𝑖). According to this, the
probability of collision (for an awake node of interest) can be
defined as

𝑝𝑐 (𝑖) = 𝑝𝑡 (𝑖) − 𝑝𝑠 (𝑖) . (11)

4.2. Markov Chain Model. The proposed DTMC has 𝐾 + 1
states that represent a node’s queue length, where 𝐾 is the
queue size.The sampling points of thisDiscrete-TimeMarkov
Chain are placed at the beginning of the transmission slots,
which also implies that the chain’s time step is equal to the
cycle duration (𝑇𝑐).

We further assume that a node generates packets related
to themonitored phenomena, at rate 𝜆 packets/sec, according
to a Poisson process; that is, packet interarrival times follow
an exponential distribution. By considering this, the proba-
bility of generating 𝑘 packets during a cycle can be expressed
as

𝑎𝑘 = 𝑒−𝜆𝑇𝑐 (𝜆𝑇𝑐)
𝑘

𝑘! . (12)

Because the chain transition probabilities depend on𝑝(𝑖),𝑝𝑡(𝑖), and 𝑝𝑟(𝑖), as well as their complements, here, we define𝑞(𝑖) = 1 − 𝑝(𝑖), 𝑞𝑡(𝑖) = 1 − 𝑝𝑡(𝑖), and 𝑞𝑟(𝑖) = 1 − 𝑝𝑟(𝑖) in order
to simplify some of the subsequent expressions.

Now, let 𝑃𝑖𝑚,𝑛 be the probability of having a transition
from state 𝑚 to state 𝑛, for a node at grade 𝑖; then, according
to all the previous considerations, 𝑃𝑖𝑚,𝑛 can be expressed as
follows (for the sake of space and clarity, in these equations
the dependence on 𝑖 is omitted):

𝑃𝑖0,0 = 𝑎0𝑞𝑟, (13)

𝑃𝑖0,𝑛 = 𝑎𝑛−1𝑝𝑟 + 𝑎𝑛𝑞𝑟; 𝑛 ∈ [1, 𝐾 − 1] , (14)

𝑃𝑖𝑚,𝑛 = 0; 𝑚 ∈ [2, 𝐾] , 𝑛 ∈ [0,𝑚 − 2] , (15)

𝑃𝑖𝑚,𝑚−1 = 𝑝𝑎0𝑞𝑟𝑝𝑡; 𝑚 ∈ [1, 𝐾] , (16)
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𝑃𝑖𝑚,𝑚 = 𝑝 [𝑎0𝑝𝑟𝑝𝑡 + 𝑎0𝑞𝑟𝑞𝑡 + 𝑎1𝑞𝑟𝑝𝑡] + 𝑞𝑎0𝑞𝑟;
𝑚 ∈ [1, 𝐾 − 1] , (17)

𝑃𝑖𝑚,𝑛
= 𝑝 [𝑎𝑛−𝑚−1𝑝𝑟𝑞𝑡 + 𝑎𝑛−𝑚 (𝑝𝑟𝑝𝑡 + 𝑞𝑟𝑞𝑡) + 𝑎𝑛−𝑚+1𝑞𝑟𝑝𝑡]

+ 𝑞 [𝑎𝑛−𝑚−1𝑝𝑟 + 𝑎𝑛−𝑚𝑞𝑟] ;
𝑚 ∈ [1, 𝐾 − 1] , 𝑛 ∈ [𝑚 + 1,𝐾 − 1] ,

(18)

𝑃𝑖𝑚,𝐾 = 1 − 𝐾−1∑
𝑛=0

𝑃𝑚,𝑛; 𝑚 ∈ [0, 𝐾] . (19)

It is important to point out that the chain transition
probabilities depend on the probability 𝑝𝑡(𝑖) of winning the
contention (with or without collision). This is because, as in
previous works, we assume that the packet at the head of the
queue is removed when the node wins the contention, even if
a collision occurs. This strategy implies that every packet has
only one chance to be transmitted from one grade to the next
one.

In order to provide a deeper insight into the rationale
behind (13)–(19), we additionally highlight the following:

(i) Because a nodewith an empty queue has 0 probability
of awaking or transmitting, 𝑃𝑖0,𝑛 does not depend on𝑝(𝑖) or 𝑝𝑡(𝑖), as can be seen in (13) and (14).

(ii) Since a node can transmit one packet, at most, during
a cycle, its queue length cannot be reduced by two or
more units during this period of time; therefore, 𝑃𝑖𝑚,𝑛
for 𝑛 ≤ 𝑚 − 2 is zero, as can be seen in (15).

(iii) In general, 𝑃𝑖𝑚,𝑛 is expressed as the sum of two main
terms: (a) one term that represents the transitions
when the node is awake during the transmission slot,
and, hence, it depends on both 𝑝𝑡(𝑖) and 𝑝𝑟(𝑖); (b) one
term that represents the transitions when the node is
asleep during such slot; therefore, it only depends on𝑝𝑟(𝑖). This was made explicit in (17) and (18).

Now, in order to evaluate the performance of the whole
LSN, the previous DTMC has to be solved for each grade to
find the steady-state probabilities, 𝜋𝑖𝑚 for 0 ≤ 𝑚 ≤ 𝐾, which
represent a unique solution, because theDTMC is irreducible
and aperiodic. Given that the solution at grade 𝑖 depends on
the solutions of higher grades, firstly, we proceed by solving
the DTMC for grade 𝐼 because the probability of receiving a
packet from a higher grade equals 0 (𝑝𝑟(𝐼) = 0).

In general, 𝜋𝑖𝑚 can be found by substituting 𝑝(𝑖), 𝑝𝑟(𝑖),𝑝𝑡(𝑖), and 𝑎𝑘 in (13)–(19) and then numerically solving the
resulting system of linear equations. Except for 𝑝𝑡(𝑖), all the
probabilities that are involved in (13)–(19) are known at this
point: 𝑝(𝑖) can be previously selected according to the criteria
of Section 6, 𝑝𝑟(𝑖) is equal to zero (for 𝑖 = 𝐼) or can be
calculated according to (9) (for 𝑖 < 𝐼), and 𝑎𝑘 is defined in
(12).

Unfortunately, 𝑝𝑡(𝑖) is expressed in terms of the probabil-
ity𝑝𝑒(𝑖) of having an empty queue, which in turn is part of the

solution of the DTMC because 𝑝𝑒(𝑖) is equal to 𝜋𝑖0. In order to
overcome this problem, we propose the following numerical
solution at each grade 𝑖:

(1) Propose an initial value for𝑝𝑒(𝑖) and use it to calculate𝑝𝑡(𝑖), according to (3)–(5) and (7).
(2) Substitute 𝑝𝑡(𝑖), as well as 𝑝(𝑖), 𝑝𝑟(𝑖), 𝑎𝑘, and so on, in

(13)–(19), and solve the DTMC, for example, through
the Gauss-Seidel method [26].

(3) Make 𝑝𝑒(𝑖) ← 𝜋𝑖0.
(4) Repeat Steps (2) and (3) until 𝑝𝑒(𝑖) has converged

according to certain criteria (e.g., mean squared error
within a certain threshold value).

(5) Compute 𝑝𝑟(𝑖−1) according to (9), because this value
will be required when computing the solution for the
next grade.

In theAppendix, we present a convergence analysis of this
iterative method.

4.3. Probability of Having a Full Queue at the Beginning of
the Reception Slot. Let 𝜌𝑖𝐾 be the probability of having a
full queue at the beginning of the reception slot. We can
compute𝜌𝑖𝐾 using the solution of the previousDTMC, instead
of establishing a new chain. Now, let 𝑇∗𝑐 be the period of
time between the beginning of a transmission slot and the
beginning of the next reception slot; we have that 𝑇∗𝑐 =(𝜉 + 1)𝑇, as can be seen in Figure 2. Then, the probability
of generating 𝑙 or more packets during 𝑇∗𝑐 seconds can be
computed as

𝐴 𝑙 = 1 − 𝑙−1∑
𝑘=0

𝑒−𝜆𝑇∗𝑐 (𝜆𝑇∗𝑐 )
𝑘

𝑘! . (20)

On the other hand, recall that 𝜋𝑖𝑚, for 𝑚 ∈ [0,𝐾],
represents the probability that a node has 𝑚 packets at the
beginning of the transmission slot. A node in this state
accumulates 𝐾 packets by the beginning of the following
reception slot, if one of the following events occurs:

(i) The node removes one packet from its queue and
generates 𝐾 − 𝑚 + 1 or more new packets.

(ii) The node generates 𝐾 − 𝑚 or more new packets,
without removing packets from its queue.

The first of these events occurs with probability𝑝(𝑖)𝑝𝑡(𝑖)𝐴𝐾−𝑚+1 for 𝑚 > 0, whereas the second one occurs
with probability (𝑝(𝑖)𝑞𝑡(𝑖) + 𝑞(𝑖))𝐴𝐾−𝑚 for 𝑚 > 0 and
with probability 𝐴𝐾 for 𝑚 = 0. Due to the fact that these
statements are true for𝑚 ∈ [0, 𝐾], we can obtain 𝜌𝑖𝐾 as

𝜌𝑖𝐾 = 𝜋𝑖0𝐴𝐾 +
𝐾∑
𝑚=1

𝜋𝑖𝑚 [𝑝 (𝑖) 𝑝𝑡 (𝑖) 𝐴𝐾−𝑚+1
+ (𝑝 (𝑖) 𝑞𝑡 (𝑖) + 𝑞 (𝑖)) 𝐴𝐾−𝑚] .

(21)

Notice that 𝜌𝑖𝐾 can also be interpreted as relayed-packet
drop probability at grade 𝑖, given a successful transmission at
grade 𝑖 + 1.



8 Wireless Communications and Mobile Computing

5. Performance Metrics

Based on the steady-state probabilities of the previously
described Markov chain, in this section, we determine
expressions for the following performance metrics: energy
consumption, packet loss probability, throughput, and
source-to-sink delay. Initially, all the expressions are
formulated in terms of the nodes’ grade and, subsequently,
the general performance of the network is obtained.

5.1. Energy Consumption. In order to evaluate the power
consumption, we first calculate a related parameter: the
average power consumption of a node at grade 𝑖. This
parameter can be obtained as

𝑃 (𝑖) = 1
𝑇𝑐 [𝑃𝑡𝑥𝑇𝑡𝑥 (𝑖) + 𝑃𝑟𝑥𝑇𝑟𝑥 (𝑖) + 𝑃sp𝑇sp (𝑖)] , (22)

where 𝑃𝑡𝑥, 𝑃𝑟𝑥, and 𝑃sp are the average power consumption
for a node in transmission, reception, and sleeping modes,
respectively (which are usually specified by hardware manu-
facturers). In addition,𝑇𝑡𝑥(𝑖),𝑇𝑟𝑥(𝑖), and𝑇sp(𝑖) are the average
time per cycle that a node spends in transmission, reception,
and sleeping modes, respectively.

In order to estimate 𝑇𝑡𝑥(𝑖), we analyze the node’s activity
during its transmission slot. As we mentioned before, a node
at grade 𝑖 awakes in this slot (i.e., it enters transmissionmode)
with probability 𝑝𝑎(𝑖). Given that the node is awake, the time
that it spends in transmission mode is different for each of
the following situations: (1) the channel is sensed busy; (2)
the node transmits, but a collision occurs; or (3) the node
successfully transmits. Let 𝑇𝑏, 𝑇𝑐, and 𝑇𝑠 be the average time
that a node is awake in each case, respectively; therefore𝑇𝑡𝑥(𝑖)
can be expressed as

𝑇𝑡𝑥 (𝑖) = 𝑝𝑎 (𝑖) [𝑝𝑏 (𝑖) 𝑇𝑏 + 𝑝𝑐 (𝑖) 𝑇𝑐 + 𝑝𝑠 (𝑖) 𝑇𝑠] . (23)

For the sake of finding expressions for𝑇𝑏,𝑇𝑐, and𝑇𝑠, recall
that, in the proposed MAC protocol, a contending node uses
a backoff counterwhose value𝑤 is a uniform randomvariable
in [0,𝑊 − 1]. Hence, the backoff time is equal to 𝜎𝑤, where𝜎 is the duration of one minislot. In addition, recall that 𝜏difs,

𝜏rts, 𝜏cts, 𝜏data, 𝜏ack, and 𝜏sifs are the duration of the messages
and interframe spaces involved in the protocol.

In the contention process, when the channel is sensed to
be busy, the node goes immediately to sleep; hence, 𝑇𝑏 can be
obtained as

𝑇𝑏 = 𝜏difs + 𝜎𝑊(𝑡), (24)

where 𝑊(𝑡) is the average value of the backoff counter for a
node that wins the contention (with or without collision).
Notice that 𝜎𝑊(𝑡) is not the average backoff time of the
observed node, but the average backoff time sensed by this
node.

On the other hand, when two or more nodes win the
contention, that is, a collision occurs, they go to sleep as soon
as they notice the absence of the CTS message (see Figure 3);
hence, 𝑇𝑐 can be written as

𝑇𝑐 = 𝜏difs + 𝜎𝑊(𝑐) + 𝜏rts + 𝜏sifs + 𝜏cts, (25)

where 𝑊(𝑐) is the average backoff counter for a node that
experiences a collision.

When a node successfully transmits a packet, it goes to
sleep after receiving the ACK message (see Figure 3). Hence,
we obtain

𝑇𝑠 = 𝑇difs + 𝜎𝑊(𝑠) + 𝜏rts + 𝜏cts + 𝜏data + 𝜏ack + 3𝜏sifs, (26)

where 𝑊(𝑠) is the average backoff counter for a node that
successfully transmits a packet.

According to [16], the average backoff counter for a node
that wins the contention, given that there are 𝑛 additional
contenders, can be written as

𝑊(𝑡)𝑛
= ∑𝑊−1𝑤=0 𝑤[((𝑊 − 𝑤) /𝑊)𝑛+1 − ((𝑊 − 𝑤 − 1) /𝑊)𝑛+1]

∑𝑊−1𝑤=0 [((𝑊 − 𝑤) /𝑊)𝑛+1 − ((𝑊 − 𝑤 − 1) /𝑊)𝑛+1] . (27)

Similarly, if a node experiences a collision, given that there
are 𝑛 additional contenders, its average backoff counter can
be expressed as

𝑊(𝑐)𝑛 = ∑𝑊−1𝑤=0 𝑤[((𝑊 − 𝑤) /𝑊)𝑛+1 − ((𝑊 − 𝑤 − 1) /𝑊)𝑛+1 − ((𝑛 + 1) /𝑊) ((𝑊 − 𝑤 − 1) /𝑊)𝑛]
∑𝑊−1𝑤=0 [((𝑊 − 𝑤) /𝑊)𝑛+1 − ((𝑊 − 𝑤 − 1) /𝑊)𝑛+1 − (𝑛/𝑊) ((𝑊 − 𝑤 − 1) /𝑊)𝑛] , (28)

while the average backoff counter for a node that successfully
transmits a packet, given that there are 𝑛 additional con-
tenders, can be obtained as

𝑊(𝑠)𝑛 = ∑𝑊−1𝑤=0 𝑤 ((𝑊 − 𝑤 − 1) /𝑊)𝑛
∑𝑊−1𝑤=0 ((𝑊 − 𝑤 − 1) /𝑊)𝑛 . (29)

Lastly, if we consider the average value across all possible
numbers 𝑛 of contending nodes, we have𝑊(𝑡),𝑊(𝑐), and𝑊(𝑠)
as

𝑊(𝑡) = 𝑁−1∑
𝑛=0

𝐶𝑛 (𝑖)𝑊(𝑡)𝑛 ,

𝑊(𝑐) = 𝑁−1∑
𝑛=0

𝐶𝑛 (𝑖)𝑊(𝑐)𝑛 ,

𝑊(𝑠) = 𝑁−1∑
𝑛=0

𝐶𝑛 (𝑖)𝑊(𝑡)𝑛 .

(30)
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Recall that𝐶𝑛(𝑖) is the probability of 𝑛 contenders besides the
node of interest at grade 𝑖, andwe defined it in (4). Notice that
we conclude the estimation of 𝑇𝑡𝑥(𝑖) after evaluating (30).

Now, we proceed to analyze the node’s activity during its
reception slot to estimate𝑇𝑟𝑥(𝑖).We establish that in SA-MAC
anode awakes during its reception slot (i.e., it enters reception
mode) only if its queue is not saturated. Given that it has
awakened, the time that the node spends in reception mode
depends on whether it receives a packet or not. If we denote
by 𝑇𝑟 and 𝑇𝑛𝑟 the average awake time in each case, we can
express 𝑇𝑟𝑥(𝑖) as

𝑇𝑟𝑥 (𝑖) = (1 − 𝜌𝑖𝐾) [𝑝𝑟 (𝑖) 𝑇𝑟 + (1 − 𝑝𝑟 (𝑖)) 𝑇𝑛𝑟] , (31)

where 𝜌𝑖𝐾 is the steady-state probability of saturated queue at
the beginning of the reception slot, as we defined it in (21).

To calculate 𝑇𝑟, we simply observe in Figure 3 that it is
equal to the average awake time for a node that successfully
transmits a packet, 𝑇𝑠, which is defined in (26). Additionally,
we assume that an awake node that does not receive a packet
keeps waiting for an RTS message until the whole contention
window has finished; hence

𝑇𝑛𝑟 = 𝜏difs + 𝜎𝑊 + 𝜏rts. (32)

As a final step, we proceed to evaluate the average sleep time
per cycle 𝑇sp, which can be expressed as follows:

𝑇sp (𝑖) = 𝑇𝑐 − 𝑇𝑡𝑥 (𝑖) − 𝑇𝑟𝑥 (𝑖) . (33)

By substituting (23), (31), and (33) into (22), we finish the
estimation of the average power consumption per cycle, for a
node in grade 𝑖. Sincewe consider a constant number of nodes
in each grade, the average power consumption per cycle, for
any node in the LSN, takes the following form:

𝑃av = 1
𝐼
𝐼∑
𝑖=1

𝑃 (𝑖) . (34)

5.2. Throughput and Packet Loss Probability. In an LSN, a
packet that was generated at grade 𝑖 has to accomplish 𝑖
successful hops in order to reach the sink node; hence,
the packet loss probability depends on this index. As it is
expected, this probability is closely related to the network
throughput; hence, in this subsectionwe analyze both of these
parameters.

As we have explained in Section 4.1, 𝑝𝑎(𝑖) is the awak-
ening probability for a node at grade 𝑖 at the beginning of
the transmission slot and 𝑝𝑡(𝑖) is the probability of winning
the contention given that the node is awake (see (3) and (7),
resp.). According to this, the product𝑝𝑎(𝑖)𝑝𝑡(𝑖) represents the
probability of removing one packet from the node’s queue,
in one cycle (recall that when a node wins the contention,
it removes the packet from the head of its queue, even if
a collision occurs). Notice that this product can also be
interpreted as the rate at which packets leave a node at grade𝑖, in packets per cycle.

Additionally, we define 𝑝𝑟(𝑖) as the packet reception
probability for a node at grade 𝑖 and 𝜌𝑖𝐾 as the probability of
having a saturated queue at the beginning of the reception

slot (see (9) and (21), resp.); therefore, we can interpret the
product (1−𝜌𝑖𝐾)𝑝𝑟(𝑖) as the rate at which packets from higher
grades enter the queue of a node at grade 𝑖, in packets per
cycle.

We assume that the generation packet rate per node in
packets/cycle is 𝜆𝑇𝑐. However, because of the finite queue
length, the new-packet admission rate per node, 𝑟𝑞(𝑖), can
be smaller than 𝜆𝑇𝑐; that is, some packets are dropped in its
source node.

In order to calculate 𝑟𝑞(𝑖), we take into consideration that,
at any queue, the input and output rates must be equal. In a
node’s queue, the former is given by (1−𝜌𝑖𝐾)𝑝𝑟(𝑖)+𝑟𝑞(𝑖), while
the latter is 𝑝𝑎(𝑖)𝑝𝑡(𝑖). According to this, we obtain that

𝑟𝑞 (𝑖)

= {{{
𝑝𝑎 (𝑖) 𝑝𝑡 (𝑖) − (1 − 𝜌𝑖𝐾) 𝑝𝑟 (𝑖) , 1 ≤ 𝑖 ≤ 𝐼 − 1,
𝑝𝑎 (𝑖) 𝑝𝑡 (𝑖) , 𝑖 = 𝐼.

(35)

This rate allows us to calculate the new-packet drop
probability at grade 𝑖, as

𝑝ND (𝑖) = 1 − 𝑟𝑞 (𝑖)
𝜆𝑇𝑐 . (36)

On the other hand, given that a packet has been admitted
in the queue of a node at grade 𝑗, it will reach the next grade,
only if a collision does not occur during its transmission and
if the queue of the receiver node is not saturated. The prob-
ability of no collision during a transmission is 𝑝𝑠(𝑗)/𝑝𝑡(𝑗),
while the probability of nonsaturated queue in the next grade
is (1 − 𝜌𝑗−1𝐾 ); therefore, the probability of accomplishing a
successful hop is (1−𝜌𝑗−1𝐾 )𝑝𝑠(𝑗)/𝑝𝑡(𝑗). According to this, and
considering that no packets are dropped at the sink node, a
packet admitted at grade 𝑖 is delivered at the sink node with
probability 𝑝DS(𝑖), which can be written as

𝑝DS (𝑖) = 𝑝𝑠 (𝑖)𝑝𝑡 (𝑖)
𝑖−1∏
𝑗=1

[(1 − 𝜌𝑗𝐾) 𝑝𝑠 (𝑗)𝑝𝑡 (𝑗)] . (37)

By multiplying (37) with 𝑁𝑟𝑞(𝑖), we find the rate 𝑟𝑠(𝑖) at
which the generated packets at grade 𝑖 reach the sink node,
which is given by

𝑟𝑠 (𝑖) = 𝑁𝑟𝑞 (𝑖) 𝑝𝑠 (𝑖)𝑝𝑡 (𝑖)
𝑖−1∏
𝑗=1

[(1 − 𝜌𝑗𝐾) 𝑝𝑠 (𝑗)𝑝𝑡 (𝑗)] . (38)

By using (38), and observing that the packet generation
rate per grade is 𝑁𝜆𝑇𝑐, we obtain the packet loss probability𝑝PL(𝑖) for a packet generated at grade 𝑖 as

𝑝PL (𝑖) = 1 − 𝑟𝑠 (𝑖)𝑁𝜆𝑇𝑐 . (39)

Now, let Th𝑖 be the throughput at grade 𝑖, that is, the rate
at which packets are transferred from grade 𝑖 to grade 𝑖 − 1. It
is important to clarify that our definition of Th𝑖 includes all
the transferred packets between two adjacent grades, without
regarding the source grade of these packets. Additionally,
similar to the previous analyses in this subsection, we
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interpret the product 𝑝𝑎(𝑖)𝑝𝑠(𝑖) as a rate in packets/cycle.
Based on these considerations, Th𝑖 can be given by

Th𝑖 = 𝑁𝑝𝑎 (𝑖) 𝑝𝑠 (𝑖) (1 − 𝜌𝑖−1𝐾 ) , (40)

for 2 ≤ 𝑖 ≤ 𝐼, and Th1 = 𝑁𝑝𝑎(1)𝑝𝑠(1) because we assume that
no packet drop occurs at the sink node.

Notice that Th1 is particularly relevant, because it rep-
resents the rate at which the packets from all the LSN are
transferred to the sink node. In other words, Th1 represents
the whole network throughput Th. Hence,

Th = 𝑁𝑝𝑎 (1) 𝑝𝑠 (1) , (41)

in packets per cycle.
In order to give a deeper insight on the relation between

Th and𝑝PL(𝑖), in the following, we propose an alternative way
to calculate 𝑟𝑠(𝑖).

Let 𝑅𝑠(𝑖) be the rate at which the packets generated at
grades 𝑖 to 𝐼 reach the sink node. This rate can be found as
the product of Th𝑖 (the packet admission rate at grade 𝑖 − 1)
and 𝑝DS(𝑖 − 1) (the probability of traveling from grade 𝑖 − 1 to
the sink node); as a result, we obtain

𝑅𝑠 (𝑖) = 𝑁𝑝𝑎 (𝑖) 𝑝𝑠 (𝑖)
𝑖−1∏
𝑗=1

[(1 − 𝜌𝑗𝐾) 𝑝𝑠 (𝑗)𝑝𝑡 (𝑗)] . (42)

According to the definitions of 𝑅𝑠(𝑖) and 𝑟𝑠(𝑖), it is clear
that 𝑟𝑠(𝑖) = 𝑅𝑠(𝑖)−𝑅𝑠(𝑖+1), for 1 ≤ 𝑖 ≤ 𝐼−1, and 𝑟𝑠(𝐼) = 𝑅𝑠(𝐼).
Hence,

𝐼∑
𝑖=1

𝑟𝑠 (𝑖) = 𝑅𝑠 (1) = 𝑁𝑝𝑎 (1) 𝑝𝑠 (1) = Th. (43)

In other words, the sum of the rates at which the packets from
every grade 𝑖 (1 ≤ 𝑖 ≤ 𝐼) reach the sink node is equal to the
network throughput, as it is expected.

5.3. Delay. Based on the methods proposed in [16, 19], in
this subsection we show how to estimate the average source-
to-sink delay 𝐷𝑖 for a packet that is generated at grade 𝑖.
This parameter can be calculated as the sum of the delays
experienced by the packet at each of the grades that it has to
travel to reach the sink node. Let 𝑑ℎ be the average delay that
a packet experienced at grade ℎ. Hence,

𝐷𝑖 =
𝑖∑
ℎ=1

𝑑ℎ. (44)

Now, 𝑑ℎ can be calculated as the sum of three parts; that
is, 𝑑ℎ = 𝑑ℎ(1) + 𝑑ℎ(2) + 𝑑ℎ(3), where

(i) 𝑑ℎ(1) is the average delay from the instant when the
packet arrives at grade ℎ to the beginning of the next
cycle;

(ii) 𝑑ℎ(2) is the average delay from the beginning of the
first cycle after the arrival, to the instant when the
packet reaches the head of the queue.

(iii) 𝑑ℎ(3) is the average delay from the instant when the
packet reaches the head of the queue to the instant it
is transmitted to the next grade.

In order to compute 𝑑ℎ(1), we recall that packet genera-
tion at each node occurs according to a Poisson process. As a
consequence, the new-packets arrival instants are uniformly
distributed along a cycle, which means that the average delay
from the packet arrival instant to the beginning of the next
cycle is 𝑑ℎ(1) = 𝑇𝑐/2 in the source node. Otherwise, the
packet arrives at the beginning of a cycle; hence, 𝑑ℎ(1) = 0, ifℎ ̸= 𝑖. To summarize, 𝑑ℎ(1) can be expressed as

𝑑ℎ (1) = {{{
𝑇𝑐2 , ℎ = 𝑖,
0, otherwise. (45)

On the other hand, 𝑑ℎ(2) depends on how many packets
are in the queue when the observed packet arrives and on the
average time to advance one position in the queue (𝛿). The
latter of these parameters depends on the average number of
failed attempts to transmit, which in turn is a function of the
probability of transmitting in one cycle, 𝑝(𝑖)𝑝𝑡(𝑖). According
to this, 𝛿 can be expressed as

𝛿 = 𝑇𝑐
∞∑
𝑗=0

𝑗 [1 − 𝑝 (𝑖) 𝑝𝑡 (𝑖)]𝑗−1 𝑝 (𝑖) 𝑝𝑡 (𝑖)

= 𝑇𝑐𝑝 (𝑖) 𝑝𝑡 (𝑖) .
(46)

Then, by considering all possible values of the queue’s
length (except 𝐾, because an admitted packet cannot find a
saturated queue), we obtain

𝑑ℎ (2) = 𝛿
1 − 𝜋𝐾

𝐾−1∑
𝑘=0

𝑘𝜋𝑘. (47)

From a similar analysis, we can express the average time
that a packet spends at the head of the queue as

𝑑ℎ (3) = 𝑇𝑐
∞∑
𝑗=0

𝑗 [1 − 𝑝 (𝑖) 𝑝𝑡 (𝑖)]𝑗 𝑝 (𝑖) 𝑝𝑠 (𝑖)

= 𝑇𝑐𝑝 (𝑖) 𝑝𝑠 (𝑖) [1 − 𝑝 (𝑖) 𝑝𝑡 (𝑖)]
[𝑝 (𝑖) 𝑝𝑡 (𝑖)]2 .

(48)

Notice that 𝑑ℎ(3) depends not only on 𝑝(𝑖)𝑝𝑡(𝑖), but also
on the probability of successful transmission in one cycle,𝑝(𝑖)𝑝𝑠(𝑖).
6. Criteria for Selecting the
Awakening Probabilities

As we mentioned in Section 3, if an excessively small value of𝑝(𝑖) is selected, it is probable that none of the nodes wakes up
in some of the transmission slots, hence reducing the network
throughput. On the other hand, if we simply select 𝑝(𝑖) = 1
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(or select a large value), possibly, a lot of collisions will occur
and the network throughput will be also diminished. On the
basis of these considerations, we propose to select 𝑝(𝑖) in
such a way that the throughput in the corresponding grade
is maximized.

In (40), we established the throughput of grade 𝑖. Notice
that, by substituting (3), (4), and (8) into (40), we get an
expression where Th(𝑖) is explicitly given in terms of 𝑝(𝑖). By
taking the first derivative of this expression and equating it to
zero, we obtain
𝑁−1∑
𝑛=0

(𝑁 − 1
𝑛 ) 𝑠𝑛 (𝑞𝑒𝑝)𝑛 (1 − 𝑞𝑒𝑝)𝑁−𝑛−2 (𝑛 + 1 − 𝑁𝑞𝑒𝑝)

= 0,
(49)

where 𝑞𝑒(𝑖) = 1 − 𝑝𝑒(𝑖) and, for the sake of space, we have
omitted the dependence on 𝑖 in 𝑝(𝑖) and 𝑞𝑒(𝑖).

By solving (49) in terms of 𝑝(𝑖), we can obtain the
awakening probability that maximizes Th(𝑖). However, this
cannot be directly calculated, since 𝑝𝑒(𝑖) depends on 𝑝(𝑖) (see
Section 4.2). In order to overcome this problem, we propose
to calculate an approximation for 𝑝𝑒(𝑖), which will only be
used to solve (49). This approximation is denoted by 𝑝∗𝑒 (𝑖)
and must be substituted into (49) instead of 𝑝𝑒(𝑖).

As it was mentioned above, 𝑝(𝑖)must be selected in order
to avoid collisions. Hence, our approximation considers each
node at grade 𝑖 as a 𝐾-length queue with one server, where
packets arrive at rate 𝜆𝑇𝑐 + 𝑝𝑟(𝑖) packets per cycle, and the
mean service time is 𝑁 cycles. Notice that the latter of these
assumptions is a direct consequence of considering that the
probability of collision is very close to zero.

Additionally, numerical evaluations show that the selec-
tion of𝑝(𝑖) does not need to be very strict, because 𝑑Th/𝑑𝑝(𝑖)
is very close to zero in a wide range of values around the
optimum one. Based on this observation, and for the sake
of simplifying our analysis, we model a node’s queue as
an 𝑀/𝑀/1/𝐾 system, only for the purpose of estimating𝑝𝑒(𝑖). According to this, the approximation of 𝑝𝑒(𝑖) can be
calculated as

𝑝∗𝑒 (𝑖) = 1 − 𝛼𝑖1 − 𝛼𝐾+1𝑖 , (50)

where 𝛼𝑖 = 𝑁[𝜆𝑇𝑐 + 𝑝𝑟(𝑖)] is the offered traffic to nodes at
grade 𝑖.

Lastly, it is important to notice that 𝑝∗𝑒 (𝑖) depends on the
behavior of nodes in higher grades, since 𝑝𝑟(𝑖) = 𝑝𝑎(𝑖 +1)𝑝(𝑖 + 1). Therefore, for the purpose of calculating 𝑝∗𝑒 (𝑖)
and consequently 𝑝(𝑖), the higher grades must be previously
solved, according to the method described in the end of
Section 4.2.

7. Numerical Results and Discussion

The DTMC evaluation is carried out through the numerical
solution explained in Section 4.2. As we have mentioned
before, this solution involves the application of the Gauss-
Seidel method; we have evaluated it with 5 × 104 iterations,
with an approximation error of 5 × 10−4.

Table 1: Network parameters values.

Parameter Value
𝜉 18
𝜎 1ms
𝜏ack 11ms
𝜏cts 11ms
𝜏data 43ms
𝜏difs 10ms
𝜏rts 11ms
𝜏sifs 5ms
𝑃𝑟𝑥 59.9mW
𝑃sp 0mW
𝑃𝑡𝑥 52.2mW
𝑊 64

In addition, we have developed a discrete-event sim-
ulation for SA-MAC to validate our analyses, which was
implemented in Matlab and executed over 1 × 105 cycles. In
every cycle, we simulated all the events that are included in
the staggered schedules of the grades, and we provide a brief
description of them in the following paragraph.

At the beginning of a transmission slot, we identify all
nodes that have packets to transmit, and these nodes wake
up with probability 𝑝(𝑖). Subsequently, we generate a backoff
counter for every awake node and, then, we carry on the
contention process. Once this process is over, we update
statistics related to the packet transmission. Simultaneously,
we simulate the reception slot for the next grade. In this
case, we identify which nodes have nonsaturated queues
and we execute for them the reception events, and we also
update statistics about the packet reception. We simulate
the transmission/reception between every couple of adjacent
nodes, including the process between grade 1 and the sink
node. It is important to mention that, along these processes,
nodes are generating new packets at a rate 𝜆. In all the
transmission/reception events, we consider an ideal channel.

In this section, we first present numerical evaluations for
the awakening probability selection: in terms of traffic load,
from low to high load with 𝜆 ∈ {0.001, 0.003, 0.01, 0.03}, in
a dense network (𝑁 = 20), and in terms of network density,
from low to high node density with𝑁 ∈ {10, 20, 30}, and 𝜆 =0.003.

Second, we evaluate SA-MAC performance in terms
of throughput, power consumption, average source-to-sink
delay, and new-packet drop probability. In order to highlight
the advantages of SA-MAC over previous proposals, we com-
pare its performance with PRI-MAC under different scenar-
ios. This helps us to recognize how the number of nodes per
grade and traffic load affect these performance parameters.

Finally, we present results on the grade analysis, where we
can highlight that packet loss probability and source-to-sink
delay are not the same for every grade, whereas average power
consumption is different for remote grades.

In all our numerical evaluations, we select 𝐼 = 7 (number
of grades in the network) and 𝐾 = 15 (queue’s length), and
we take from [16, 19] the rest of the network parameter values,
which are shown in Table 1.
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Figure 5: Awakening probability, 𝑝(𝑖), as a function of grade (𝑖) and
packet rate generation (𝜆), for𝑁 = 20.
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Figure 6: Awakening probability as a function of the grade (𝑖) and
the number of nodes per grade (𝑁), for 𝜆 = 0.003.

7.1. Awakening Probability Evaluation. In Figure 5, we show
the selected awakening probability for a node with packets
to transmit, 𝑝(𝑖), as a function of the grade number 𝑖 and
for different values of the packet generation rate (𝜆) when𝑁 = 20. In Figure 6, we also show this probability, but in
terms of the number of nodes per grade (𝑁) for the case
when 𝜆 = 0.003. These results were obtained through the
approximation method described in Section 6.

From Figure 5, we can observe that if 𝜆 increases, the
selected 𝑝(𝑖)must decrease because the higher the value of 𝜆,
the higher the probability that multiple nodes have packets
to transmit; therefore, it is necessary to avoid collisions by
reducing the number of contenders. Similarly, large values of𝑁 require the selection of small values of 𝑝(𝑖), as it can be
observed in Figure 6.

Additionally, it is interesting to point out that, in both
Figures, 𝑝(𝑖) is smaller for nodes closer to the sink (small
values of 𝑖). This is a consequence of the fact that these
nodes accumulate packets from higher grades. As a result,
their probability of having packets to transmit is higher, and
collisions must be avoided by awaking a small proportion of
them in each cycle, that is, selecting a small value of 𝑝(𝑖).
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Figure 7: Throughput per grade, in packets/s, as a function of 𝑝(𝑖)
in comparison with the throughput obtained by approximating 𝑝(𝑖),
for 𝜆 = 0.003 and 𝑁 = 30. Triangles refer to the approximated
maximum value of Th𝑖.

We also analyze the effect of using the proposed approxi-
mation method for determining 𝑝(𝑖) on the system through-
put by exhaustively evaluating Th𝑖 over the whole domain
of 𝑝(𝑖). These results are shown in Figure 7, where the
triangles indicate the points (𝑝(𝑖), Th𝑖) computed by the
approximation method. In this scenario (𝜆 = 0.003 and𝑁 = 30), Th𝑖 exhibits the same performance for 𝑖 ∈ [3, 6]
and, hence, we only show the results for Th6.

In this scenario, the throughput in remote grades (e.g.,𝑖 = 7) reaches its maximum over a wide range of values of𝑝(𝑖).This is because the arrival packet rate is so low that small
values of 𝑝(𝑖) do not create bottlenecks and large values do
not generate collisions. By contrast, in gradeswhere the traffic
load is much higher, the throughput reaches its maximum
only if 𝑝(𝑖) is adequately selected.

These results show that, independently of the traffic load
per grade, the proposed method is capable of finding the
values of 𝑝(𝑖) that maximize the throughput. On the basis of
this observation, in the remaining numerical evaluations, we
use the approximationmethod for selecting the values of𝑝(𝑖).

Additionally, it is important to point out that the wide
range of values of 𝑝(𝑖) that provide themaximum throughput
will allow, in future work, to select this probability in such
a way as to optimize not only the throughput, but also
other performance parameters. For example, further energy
savings could be achieved, but they must be constrained by
target levels of source-to-sink delay or packet loss probability.
Another approximation may include the selection of the
awakening probabilities as a function of the queue’s length
of nodes, so that the packet loss probability or the source-
to-sink delay can also be optimized, while satisfying energy
consumption constraints.

These new proposals may require redefining equations in
Section 6; however, the DTMC and performance parameters
definitions would suffer small changes.

7.2. SA-MAC Protocol Evaluation. In Figure 8 we show the
network throughput attained by SA-MAC and PRI-MAC.
In SA-MAC, the throughput is almost constant in spite of



Wireless Communications and Mobile Computing 13

0.5

0.4

0.3

0.2

0.1

0

Th

5 10 15 20 25 30

N

SA-MAC (Model)
SA-MAC (Simulation)

PRI-MAC (Model)
PRI-MAC (Simulation)

Figure 8: Throughput, in packets/s, as a function of the number of
nodes per grade (𝑁), for 𝜆 = 0.03.
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Figure 9: Average power consumption per node, in mW, as a
function of the number of nodes per grade (𝑁), for 𝜆 = 0.03.

the increase in 𝑁. The explanation for this performance is
that 𝑝(𝑖) is selected to maximize the throughput (it must be
noticed that, given the network parameters in Table 1, the
maximum throughput, 1/𝑇𝑐, is 0.31 packets/sec). By contrast,
since PRI-MAC does not consider a selective awakening,
that is, 𝑝(𝑖) = 1 regardless of the network parameters, a
lot of collisions occur for large values of 𝑁 in the grades
which are closer to the sink, and, as a result, the throughput
performance is degraded. Consequently, it can be concluded
that SA-MAC is better suited for high-density networks than
PRI-MAC.

In Figure 9 we show the average power consumption for
both protocols. It can be observed that a significant reduction
of power consumption can be achieved with SA-MAC, in
comparison with that of PRI-MAC; and it must be high-
lighted that this reduction is quite notorious for large values
of 𝑁. This performance is achieved in SA-MAC because the
energy wasted in collisions is very small; moreover, further
savings are achieved by avoiding the awakening of multiple
nodes in a network that is able to transmit only one packet
per contention. Besides, in SA-MAC, the wasted energy is
also reduced because the nodes with a saturated queue do not
awake in the reception mode.
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Figure 10: Average source-to-sink delay, in seconds, as a function
of grade (𝑖) and number of nodes per grade (𝑁), for 𝜆 = 0.03.

Notice that the joint analysis of throughput and power
consumption reveals the main advantage of SA-MAC: its
adaptation to different levels of traffic load allows it to save a
lot of energy (hence, extending the network lifetime), without
sacrificing the throughput performance.

It is also important to notice that, in some scenarios, this
advantage comes with a moderate degradation of the source-
to-sink delay, as it is shown in Figure 10. This was expected
because our proposal reduces collisions by probabilistically
turning off nodes with packets to transmit, which increments
the waiting time experienced by the packets in the sleeping
nodes. This degradation is more apparent for large values of𝑁, as we can observe in Figure 10. This is because the larger
the value of 𝑁, the smaller the value of 𝑝(𝑖). Therefore, on
average, nodes will have to wait for longer periods of time to
attempt a transmission.

This increase in delay also affects the new-packet drop
probability, 𝑝ND(𝑖), because large delays reduce the space in
the buffers to admit new generated packets. Since delay is
larger for SA-MAC in comparison with PRI-MAC, 𝑝ND(𝑖) is
also slightly larger for the former, as it is shown in Figure 11.
A similar situation occurs in terms of𝑁: when this parameter
increases, 𝑝ND(𝑖) also increases in both schemes.

When 𝑝ND(𝑖) is analyzed in terms of the grade 𝑖, a special
case arises for the last grade (𝑖 = 7 in our experiments), where
buffers are dedicated only to admit the locally generated
packets; therefore, 𝑝ND(7) is lower in comparison with other
grades.

From this analysis, it is possible to identify network
conditions where both protocols exhibit similar performance
for throughput, source-to-sink delay, and drop probability,
but where SA-MAC significantly outperforms PRI-MAC in
terms of energy consumption; for instance, when𝑁 = 10 the
power consumption incurred by SA-MAC is around 63% of
that of PRI-MAC.
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Figure 11: New-packet drop probability as a function of grade (𝑖)
and number of nodes per grade (𝑁), for 𝜆 = 0.03.
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Figure 12: Packet loss probability as a function of grade (𝑖) and
generated-packet rate (𝜆), for𝑁 = 20.

7.3. Per-Grade Network Performance. In Figures 12, 13, and
14 we show the analysis by grade for packet loss probability𝑝PL(𝑖), average power consumption 𝑃(𝑖), and source-to-sink
delay𝐷𝑖, respectively, under different scenarios.

As it was expected, the packet loss probability increases
as the distance from the sink also increases, because a packet
generated in a remote node needs to overcome a large
number of hops. This observation leads to the conclusion
that prioritization schemes must be proposed in future works
for packets generated in remote nodes. In addition, it is
interesting to observe that this probability exhibits smooth
variations in terms of 𝑖 for small traffic loads (e.g., 𝜆 = 0.003).

In Figure 13 we can observe that, in general, power
consumption increases as the traffic load decreases. This
effect is a direct consequence of the strategy used to turn off
nodes during the reception slot: since a node goes to sleep
when its queue is full, under low traffic loads, nodes stay
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Figure 13: Average power consumption per node, in mW, as a
function of grade (𝑖) and generated-packet rate (𝜆), for𝑁 = 20.
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Figure 14: Average source-to-sink delay, in seconds, as a function of
grade (𝑖) and generated-packet rate (𝜆), for𝑁 = 20.

awake most of the time. On account of these observations,
it is clear that in future works a nodemust go to sleep (during
the transmission slot) not only when its queue is saturated,
but also when the traffic load is very low.

In order to interpret the power consumption in each
grade, we highlight that as 𝑖 increases, the transmission power
consumption decreases (since the nodes have less packets
to relay), while the reception power consumption increases
(since the nodes keep awake because their queues are not
saturated). For 𝜆 = 0.003, the decreasing component (i.e., the
transmission power consumption) is dominant when 𝑖 ≥ 3,
whereas the opposite occurs otherwise; as a result, grade 3 is
the least power efficient in the whole network (see Figure 13).
Notice that the less efficient grade will depend on traffic load;
it can even be grade 𝐼 when the traffic load is high (e.g.,𝜆 = 0.01), or grade 1 when the traffic load is very low.

The previous observations also lead us to identify that
the network lifetime is not determined by the average power
consumption in the whole network, but by the average power
consumption in the less efficient grade.
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Lastly, in Figure 14, it is possible to appreciate that, under
low traffic loads, the source-to-sink delay is almost the same,
regardless of the packet source (e.g., 𝜆 = 0.003). This
phenomenon is a consequence of the pipelined scheduling,
which makes possible for a packet to go through the whole
network in less than one cycle, when such packet finds an
empty queue in every node (which is only possible under
very low traffic loads). Under moderate traffic loads (e.g.,𝜆 = 0.01), the previously described phenomenon occurs only
in the most remote grades (where multiple hops are possible
during one cycle), but in the closest grades to the sink, a
significant extra delay is accumulated for each accomplished
hop. When the traffic load is large, this significant extra delay
is accumulated in all the hops; therefore, the average delay is
directly proportional to the number of hops to reach the sink.

8. Conclusions and Future Work

In this paper, we have introduced SA-MAC, an energy-
efficient MAC protocol for dense LSN with applications to
IoT. SA-MAC is a synchronized duty-cycle MAC protocol
with a pipelined scheduling where nodes selectively awake
based on the node density per grade and on the state of their
data queues.

As part of SA-MAC, we introduced a set of awakening
probabilities that maximizes the throughput per grade by
reducing the number of packet collisions. Our numerical
evaluations showed that, in order to select appropriate values
for these probabilities, the network designer should also
consider the grade, the data packet generation rate, and the
number of nodes per grade.

Additionally, we have developed a DTMC-based analyti-
cal model for the performance of SA-MAC that was validated
by means of extensive discrete-event simulations. The results
obtained from simulations and mathematical analysis show
that SA-MAC outperforms previous work in terms of energy
efficiency, packet loss probability, and throughput. The latter
is particularly true under certain IoT-like conditions, where
both high node density and high traffic load are possible
scenarios.

Another contribution of this work is the first per-grade
detailed analysis of the performance of an LSN. This deeper
analysis revealed, among other things, that there is a set of
specific grades that have a larger impact over the network
lifetime and reliability.

We believe that the analysis per grade deserves further
investigation, for instance, to include other objective func-
tions besides throughput, such as packet drop probability,
source-to-sink delay, or energy consumption. It is even
possible to formulate the problem as a multiobjective opti-
mization problem where two or more performance metrics
are jointly optimized. Other extensions of this work also
include prioritization schemes for QoS provisioning and
new schemes for selecting the awakening probabilities as a
function of the queue’s length that also optimize the main
network performance parameters.This new schememay lead
to further reductions in the number of contending nodes
and to the design of new mechanisms for assigning priorities
to data packets that can also help reducing the packet

loss probability and the source-to-sink delay, all this while
preserving energy in order to increase the network lifetime.

Appendix

Convergence Analysis of the Iterative Method
to Compute 𝑝𝑒(𝑖) and 𝑝𝑡(𝑖)
In Section 4.2 we propose a method to iteratively find 𝑝𝑒(𝑖)
and 𝑝𝑡(𝑖). In this appendix, we analyze the convergence of
such a method. In order to simplify our nomenclature, we
omit the dependence on 𝑖 from 𝜋𝑖0, 𝑝𝑒(𝑖), and 𝑝𝑡(𝑖).

Firstly, we define 𝑝𝑡 = 𝑓(𝑝𝑒) and 𝑝𝑒 = 𝑔(𝑝𝑡), where𝑓(𝑝𝑒) represents (3)–(5) and (7), while 𝑔(𝑝𝑡) is implicit in
the DTMC solution (recall that 𝑝𝑒 is equal to 𝜋0, the steady-
state probability of an empty queue). The problem that our
method solves is to find a pair (𝑝∗𝑡 , 𝑝∗𝑒 ) that simultaneously
satisfy these functions.

To analyze this problem in terms of only one variable,
instead of 𝑝𝑒 = 𝑔(𝑝𝑡), we use the equivalent expression 𝑝𝑡 =𝑔(−1)(𝑝𝑒), where 𝑔(−1)(𝑥) is the reciprocal function of 𝑔(𝑥).
Therefore, the problem can be restated as finding a value 𝑝∗𝑒
that satisfies 𝑓(𝑝∗𝑒 ) = 𝑔(−1)(𝑝∗𝑒 ). In the following, we provide
some arguments to show that a unique solution exists for this
problem.

By analyzing (3)–(5) and (7), we can establish the follow-
ing:

(i) Even if the contenders (besides the node of interest)
always have packets to transmit (𝑝𝑒 = 0), there exists
a probability 𝑝min

𝑡 > 0 that the node of interest wins
the contention; hence

𝑓 (0) = 𝑝min
𝑡 > 0. (A.1)

(ii) Only if the contenders (besides the node of interest)
never have packets to transmit (𝑝𝑒 = 1), the node of
interest wins the contentionwith certainty (𝑓(1) = 1);
hence,

𝑓 (𝑝𝑒) < 1, if 𝑝𝑒 < 1. (A.2)

Then, according to the DTMC, we can also establish the
following:

(i) If an awaken node never wins the contention (𝑝𝑡 =0), the probability of an empty queue has to be zero;
hence,

𝑔 (0) = 0. (A.3)

(ii) Even if a node transmits every time it awakens (𝑝𝑡 =1), this node may accumulate packets while sleeping;
hence,

𝑔 (1) = 𝑝max
𝑒 < 1. (A.4)

Notice that (A.3) and (A.4) can be rewritten as 𝑔−1(0) = 0
and 𝑔−1(𝑝max

𝑒 ) = 1 (where 𝑝max
𝑒 < 1), and, when they are

combined with (A.1) and (A.2), we obtain

𝑓 (0) > 𝑔−1 (0) = 0,
𝑓 (𝑝max
𝑒 ) < 𝑔−1 (𝑝max

𝑒 ) = 1, (A.5)
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which means that these curves cross each other. In other
words, (A.5) imply that, for any set of network parameter
values, at least, one solution exists. Furthermore, the possible
solutions satisfy that 𝑝min

𝑒 ≤ 𝑝∗𝑒 ≤ 𝑝max
𝑒 , where 𝑝min

𝑒 =
𝑔(𝑝min
𝑡 ).
One way to demonstrate that there exists only one

solution consists in proving that both functions aremonoton-
ically increasing and convex for 𝑝min

𝑒 ≤ 𝑝𝑒 ≤ 𝑝max
𝑒 .The first of

these properties is verifiable for both functions by analyzing
the network operation:

(i) According to (3)–(5) and (7), if the probability of
empty queue increases (𝑝𝑒), then, the probability that
a node of interest wins the contention also increases;
that is, 𝑓(𝑝𝑒) is monotonically increasing.

(ii) According to the DTMC, if the probability that a
node transmits a packet (𝑝𝑡) increases, then, the
probability of empty queue also increases; that is,𝑔(𝑝𝑡) is monotonically increasing, which also implies
that 𝑔(−1)(𝑝𝑒) is monotonically increasing.

On the other hand, the convexity of 𝑓(𝑝𝑒) is also
demonstrable because the second derivative of (7) is positive.
Unfortunately, we have not yet developed an analytical
expression for 𝑔(−1)(𝑝𝑒); however, according to extensive
numerical evaluations, we identify that this function is also
convex in 𝑝min

𝑒 ≤ 𝑝𝑒 ≤ 𝑝max
𝑒 .

In the following, we analyze our iterative method under
the assumption that 𝑓(𝑝𝑒) and 𝑔(−1)(𝑝𝑒) satisfy all the char-
acteristics discussed above. However, it is clear that a deeper
study on the features of 𝑔(−1) must be accomplished in future
work in order to analytically demonstrate its convexity.

Let (𝑝𝑘𝑡 , 𝑝𝑘𝑒 ) be the approximated solution that the iter-
ative method provides at the 𝑘th iteration and let 𝑝0𝑒 be an
arbitrary initial value for 𝑝𝑒; then, according to our previous
descriptions, the 𝑘th iteration includes the following two
steps:

(1) Substituting 𝑝𝑘𝑒 in (3)–(5) and (7) to obtain 𝑝𝑘𝑡 =
𝑓(𝑝𝑘𝑒 )

(2) Using𝑝𝑘𝑡 to solve theDTMCand obtain𝑝𝑘+1𝑒 = 𝑔(𝑝𝑘𝑡 ).
To show that the method always converges, firstly, we

point out that, as a consequence of the characteristics of𝑓(𝑝𝑒)
and 𝑔(−1)(𝑝𝑒) discussed above, it is true that

𝑔−1 (𝑝𝑒) < 𝑓 (𝑝𝑒) , for 𝑝𝑒 < 𝑝∗𝑒 , (A.6)

𝑔−1 (𝑝𝑒) > 𝑓 (𝑝𝑒) , for 𝑝𝑒 > 𝑝∗𝑒 . (A.7)

Now, let us assume that we select an initial value 𝑝0𝑒 <
𝑝∗𝑒 ; then, at step (1), the method obtains 𝑝0𝑡 = 𝑓(𝑝0𝑒 ) <𝑝∗𝑡 = 𝑓(𝑝∗𝑒 ), because 𝑓(𝑥) is monotonically increasing.
At the second step, the method finds a new value 𝑝1𝑒 that
satisfies 𝑝0𝑡 = 𝑔(−1)(𝑝1𝑒 ); since 𝑔(−1)(𝑥) is also monotonically
increasing and 𝑝0𝑡 < 𝑝∗𝑡 , we can establish that 𝑝0𝑡 =
𝑔(−1)(𝑝1𝑒 ) < 𝑝∗𝑡 = 𝑔(−1)(𝑝∗𝑒 ); hence 𝑝1𝑒 < 𝑝∗𝑒 . Additionally,
to go from step (1) to step (2), the method establishes that

Table 2: Asymptotic error constant, for 𝑖 = 7 and 𝜆 = 0.01.
𝑁 𝑝 Error 𝐿 𝑝∗𝑒 𝐶
10 1.000 1 × 10−15 20 0.961 0.167
20 0.341 1 × 10−12 31 0.848 0.416
30 0.165 1 × 10−9 107 0.357 0.843
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Figure 15: Iterative method to calculate 𝑝∗𝑒 , for 𝑖 = 7, 𝜆 = 0.01, and𝑁 = 20.

𝑝0𝑡 = 𝑓(𝑝0𝑒 ) = 𝑔(−1)(𝑝1𝑒 ); consequently, 𝑝1𝑒 > 𝑝0𝑒 , in order to
satisfy (A.6). These arguments can be summarized as

𝑝0𝑒 < 𝑝1𝑒 < 𝑝∗𝑒 , if 𝑝0𝑒 < 𝑝∗𝑒 . (A.8)

Notice that the previous series of arguments are true at any
iteration, so we can generalize (A.8) as follows:

𝑝𝑘𝑒 < 𝑝𝑘+1𝑒 < 𝑝∗𝑒 , if 𝑝0𝑒 < 𝑝∗𝑒 . (A.9)

If we repeat the previous analysis, but assuming that 𝑝0𝑒 > 𝑝∗𝑒 ,
we find that

𝑝∗𝑒 < 𝑝𝑘+1𝑒 < 𝑝𝑘𝑒 , if 𝑝0𝑒 > 𝑝∗𝑒 . (A.10)

Inequalities (A.9) and (A.10) indicate that the method always
converges toward 𝑝∗𝑒 , for any initial value 𝑝0𝑒 .

In Figure 15, we illustrate three iterations of this method
for a specific scenario (𝑖 = 7, 𝜆 = 0.01, and𝑁 = 20).

Lastly, we estimate the rate of convergence of thismethod.
According to [27], the rate of convergence of a sequence {𝑥𝑘}
to 𝑥∗ is of order 𝑟 with asymptotic error constant 𝐶, if

lim
𝑘→∞

𝑥𝑘+1 − 𝑥∗𝑥𝑘 − 𝑥∗𝑟 = 𝐶. (A.11)

Considering this definition, we execute ourmethod for an
extremely small target error (e.g., 1 × 10−15) and we assume
that 𝑝𝐿𝑒 = 𝑝∗𝑒 , where 𝐿 is the number of iterations that provide
this target error. Then, we estimate 𝑟 and 𝐶, for 𝑘 ≫ 1 and𝑘 ≪ 𝐿, that is, for values of 𝑘 that satisfy the limit in (A.11)
but provide large errors in comparison with 𝐿.

We find that our method always converges linearly (𝑟 =1); however, the asymptotic error constant can vary for
different sets of parameters values, as we summarize in
Table 2.
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Notations

Main Variables Used in the Analysis

𝑎𝑘: Probability that a node generates 𝑘 packets
during a cycle𝐴 𝑙: Probability that a node generates 𝑙 or more
packets during a period of time 𝑇∗𝑐𝐶𝑛(𝑖): Probability of 𝑛 contenders besides the node of
interest in grade 𝑖𝐷𝑖: Average source-to-sink delay for a packet that is
generated at grade 𝑖𝐼: Number of grades in the LSN𝐾: Maximum number of packets that a node can
buffer𝑁: Number of nodes in each grade𝑝(𝑖): Awaking probability given a nonempty queue𝑝𝑎(𝑖): Unconditional awaking probability𝑝𝑏(𝑖): Probability of detecting a busy channel (for an
awake node of interest)𝑝𝑐(𝑖): Probability of collision (for an awake node of
interest)𝑝𝑒(𝑖): Probability of empty queue𝑃𝑖𝑚,𝑛: Probability of transition from state𝑚 to state 𝑛𝑝ND(𝑖): New-packet drop probability𝑝pl(𝑖): Packet loss probability𝑝𝑟(𝑖): Packet reception probability𝑝𝑠(𝑖): Probability of successful packet transmission
(for an awake node of interest)𝑝𝑡(𝑖): Probability of winning the contention (for an
awake node of interest)𝑃(𝑖) : Average power consumption of a node in grade 𝑖𝑃av: Average power consumption of a node𝑃𝑟𝑥: Average power consumption for a node in
reception mode𝑃sp: Average power consumption for a node in
sleeping mode𝑃𝑡𝑥: Average power consumption for a node in
transmission mode𝑟𝑠(𝑖): Rate at which the generated packets at grade 𝑖
reach the sink node𝑅𝑠(𝑖): Rate at which the generated packets at grades 𝑖 to𝐼 reach the sink node𝑠𝑛: Probability of successful packet transmission
given 𝑛 additional contenders𝑇: Slot duration𝑇𝑐: Cycle duration𝑇∗𝑐 : Period of time between the beginning of a
transmission slot and the beginning of the next
reception slot𝑡𝑛: Probability of winning the contention (with or
without collision) given 𝑛 additional contenders

Th: Network throughput
Th𝑖: Throughput at grade 𝑖𝑊: Maximum backoff counter𝜆: Packet generation rate per node𝜉: Number of slots that a node spends in sleeping

mode per cycle𝜋𝑖𝑚: DTMC steady-state probabilities

𝜌𝑖𝑘: Relayed-packet drop probability at grade 𝑖𝜎: Duration of one minislot.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

References

[1] F. K. Shaikh, S. Zeadally, and E. Exposito, “Enabling technolo-
gies for green internet of things,” IEEE Systems Journal, vol. 11,
no. 2, pp. 983–994, 2017.

[2] P. Sethi and S. R. Sarangi, “Internet of things: architectures,
protocols, and applications,” Journal of Electrical and Computer
Engineering, vol. 2017, Article ID 9324035, 25 pages, 2017.

[3] J. Wang, C. Hu, and A. Liu, “Comprehensive Optimization
of Energy Consumption and Delay Performance for Green
Communication in Internet of Things,” Mobile Information
Systems, vol. 2017, Article ID 3206160, 17 pages, 2017.

[4] M. Kocakulak and I. Butun, “An overview of Wireless Sensor
Networks towards internet of things,” in Proceedings of the 7th
IEEE Annual Computing and Communication Workshop and
Conference, CCWC 2017, January 2017.

[5] A. P. Abidoye and I. C. Obagbuwa, “Models for integrating
wireless sensor networks into the Internet of Things,” IET
Wireless Sensor Systems, vol. 7, no. 3, pp. 65–72, 2017.

[6] S. Kartakis, W. Yu, R. Akhavan, and J. A. McCann, “Adaptive
edge analytics for distributed networked control of water
systems,” in Proceedings of the 1st IEEE International Conference
on Internet-of-Things Design and Implementation, IoTDI 2016,
pp. 72–82, April 2016.

[7] J. Lloret, J. Tomas, A. Canovas, and L. Parra, “An Integrated
IoT Architecture for Smart Metering,” IEEE Communications
Magazine, vol. 54, no. 12, pp. 50–57, 2016.

[8] R. Du, L. Gkatzikis, C. Fischione, and M. Xiao, “Energy
Efficient Sensor Activation for Water Distribution Networks
Based on Compressive Sensing,” IEEE Journal on Selected Areas
in Communications, vol. 33, no. 12, pp. 2997–3010, 2015.

[9] O. Jo, Y.-K. Kim, and J. Kim, “Internet of Things for Smart
Railway: Feasibility and Applications,” IEEE Internet of Things
Journal, 2017.

[10] A. Freitas, L. Brito, K. Baras, and J. Silva, “Smart mobility: A
survey,” in Proceedings of the 2017 Internet of Things for the
Global Community, IoTGC 2017, July 2017.

[11] I. Jawhar, N. Mohamed, and D. P. Agrawal, “Linear wireless
sensor networks: classification and applications,” Journal of
Network and Computer Applications, vol. 34, no. 5, pp. 1671–
1682, 2011.

[12] S. Varshney, C. Kumar, and A. Swaroop, “Linear sensor net-
works: Applications, issues and major research trends,” in
Proceedings of the 2015 International Conference on Computing,
Communication and Automation, ICCCA 2015, pp. 446–451,
May 2015.

[13] P. Huang, L. Xiao, S. Soltani et al., “The evolution of MAC
protocols in wireless sensor networks: A survey,” IEEE Commu-
nications Surveys & Tutorials, vol. 15, no. 1, pp. 101–120, 2013.

[14] R. C. Carrano, D. Passos, L. C. S. Magalhaes, and C. V. N. Albu-
querque, “Survey and taxonomy of duty cycling mechanisms
in wireless sensor networks,” IEEE Communications Surveys &
Tutorials, vol. 16, no. 1, pp. 181–194, 2014.



18 Wireless Communications and Mobile Computing

[15] J. J. Garcia-Luna-Aceves and R. Menchaca-Mendez, “STORM:
A framework for integrated routing, scheduling, and traffic
management in ad hoc networks,” IEEE Transactions on Mobile
Computing, vol. 11, no. 8, pp. 1345–1357, 2012.

[16] O. Yang and W. Heinzelman, “Modeling and performance
analysis for duty-cycled MAC protocols with applications to S-
MAC and X-MAC,” IEEE Transactions on Mobile Computing,
vol. 11, no. 6, pp. 905–921, 2012.

[17] L. Guntupalli and F. Y. Li, “DTMC modeling for perfor-
mance evaluation of DW-MAC in wireless sensor networks,”
in Proceedings of the 2016 IEEE Wireless Communications and
Networking Conference, WCNC 2016, April 2016.

[18] L. Guntupalli, J. Martinez-Bauset, F. Y. Li, and M. A. Weit-
nauer, “Aggregated packet transmission in duty-cycled WSNs:
Modeling and performance evaluation,” IEEE Transactions on
Vehicular Technology, vol. 66, no. 1, pp. 563–579, 2017.

[19] F. Tong, L. Zheng,M. Ahmadi,M.Ni, and J. Pan, “Modeling and
analyzing duty-cycling pipelined-scheduling MAC for linear
sensor networks,” IEEE Transactions on Vehicular Technology,
vol. 65, no. 4, pp. 2608–2620, 2016.

[20] H. S. Khanh, C.-Y. Ock, and M. K. Kim, “RP-MAC: A cross-
layer duty cycle MAC protocol with a Reduced Pipelined-
forwarding feature for Wireless Sensor Networks,” in Proceed-
ings of the 11th International Wireless Communications and
Mobile Computing Conference, IWCMC 2015, pp. 1469–1474,
August 2015.

[21] W. Ye, J. Heidemann, and D. Estrin, “Medium access control
with coordinated adaptive sleeping for wireless sensor net-
works,” IEEE/ACM Transactions on Networking, vol. 12, no. 3,
pp. 493–506, 2004.

[22] R. Singh and S. Chouhan, “A cross-layerMAC protocol for con-
tention reduction and pipelined flow optimization in wireless
sensor networks,” in Proceedings of the IEEE 2nd International
Conference onRecent Trends in Information Systems, ReTIS 2015,
pp. 58–63, July 2015.

[23] R. Singh, B. K. Rai, and S. K. Bose, “A Joint Routing and MAC
Protocol for Transmission Delay Reduction in Many-to-One
CommunicationParadigm forWireless SensorNetworks,” IEEE
Internet of Things Journal, vol. 4, no. 4, pp. 1031–1045, 2017.

[24] S. Khaliq and S. Henna, “HE-PRMAC: Hop extended pipelined
routing enhanced MAC protocol for wireless sensor networks,”
in Proceedings of the 6th International Conference on Innovative
Computing Technology, INTECH 2016, pp. 392–397, August
2016.

[25] F. Tong, M. Ni, L. Shu, and J. Pan, “A Pipelined-forwarding,
Routing-integrated and effectively-Identifying MAC for large-
scale WSN,” in Proceedings of the 2013 IEEE Global Communi-
cations Conference, GLOBECOM 2013, pp. 225–230, December
2013.

[26] W. J. Stewart, Probability, Markov Chains, Queues, and Simula-
tion: The Mathematical Basis of Performance Modeling, Prince-
ton University Press, Princeton, NJ, USA, 1st edition, 2009.

[27] J. F. Traub, Iterative Methods for the Solution of Equations,
American Mathematical Society, 2nd edition, 1982.



Research Article
Adaptive Transmission Power Control for Reliable Data
Forwarding in Sensor Based Networks

Haojun Teng,1 Xiao Liu,1 Anfeng Liu ,1 Hailan Shen,1 Changqin Huang,2 and TianWang3

1School of Information Science and Engineering, Central South University, Changsha 410083, China
2School of Information Technology in Education, South China Normal University, Guangzhou 510631, China
3School of Computer Science, Huaqiao University, Quanzhou 362000, China

Correspondence should be addressed to Anfeng Liu; afengliu@mail.csu.edu.cn

Received 22 December 2017; Revised 23 January 2018; Accepted 29 January 2018; Published 1 March 2018

Academic Editor: Houbing Song

Copyright © 2018 Haojun Teng et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

In wireless sensor networks (WSNs), many applications require a high reliability for the sensing data forwarding to sink. Due to
the lossy nature of wireless channels, achieving reliable communication through multihop forwarding can be very challenging.
Broadcast technology is an effective way to improve the communication reliability so that the data can be received by multiple
receiver nodes. As long as the data of any one of the receiver nodes is transmitted to the sink, the data can be transmitted successfully.
In this paper, a cross-layer optimization protocol named Adaptive transmission Power control based Reliable data Forwarding
(APRF) scheme by using broadcast technology is proposed to improve the reliability of network and reduce communication delay.
Themain contributions of this paper are as follows: (1) for general data aggregation sensor networks, through the theoretical analysis,
the energy consumption characteristics of the network are obtained. (2) According to the case that the energy consumption of near-
sink area is high and that in far-sink area is low, a cross-layer optimizationmethod is adopted, which can effectively improve the data
communication by increasing the transmission power of the remaining energy nodes. (3) Since the reliability of communication is
improved by increasing the transmission power of the node, the number of retransmissions of the data packet is reduced, so that the
delay of the packet reaching the sink node is reduced. The theoretical and experimental results show that, applying APRF scheme
under initial transmission power of 0 dBm, although the lifetime dropped by 13.77%, delay could be reduced by 40.37%, network
reliability could be reduced by 10.08%, and volume of data arriving at sink increased by 10.08% compared with retransmission-only
mechanism.

1. Introduction

Wireless sensor networks (WSNs) are emerging as a promis-
ing platform that enable a wide range of applications in both
military and civilian domains such as battlefield surveillance,
medical monitoring, and biological detection [1–5]. There
also exit some challenges due to unique characteristics of
WSNs as well as their unique communication patterns [6, 7].
InWSNs, sensor nodes are usually powered by battery, and it
would be very challenging or sometimes infeasible to replace
or recharge them after being deployed [8, 9]. Obviously, it
becomes important to reduce energy consumption in WSNs
and maximize the network lifetime [10–12].

In addition to network lifetime, reliable data collection
is another important performance metric [13–15]. Since

the main goal of wireless sensor networks is to provide a
wide variety of data for various applications in order to
make decisions based on the resulting data, highly reliable
data collection is of great importance to the network and
applications [16, 17]. For example, in the monitoring of crop
temperature and humidity, the volume of data collected can
account for more than 95% of the total monitoring area
to make scientific decisions and below the predetermined
threshold may lead to errors in the decision-making andmay
affect agriculture production [18, 19]. This kind of WSNs that
requires a certain data collection rate has a wide range of
application [20–22]. For example, in the traffic information
monitoring, it does not require that every vehicle’s sensing
data is uploaded to the traffic information center, but it only
needs to reach a certain percentage of data to infer the traffic

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 2068375, 22 pages
https://doi.org/10.1155/2018/2068375

http://orcid.org/0000-0001-5190-4761
https://doi.org/10.1155/2018/2068375


2 Wireless Communications and Mobile Computing

information status of the entire city. However, because of the
volatility of the wireless communication in network, the data
packets in the wireless communication have a certain loss
rate, which leads to the loss of each transmission of the data
packets. This greatly reduces the probability of a node that is
far from the sink node sending a packet to reach a sink node
throughmultihop communication [23, 24].Therefore, how to
ensure reliable data collection in wireless sensor networks is
also a challenging issue.

In addition, how to ensure that data is quickly transmitted
to the sink node is also a field that deserves research [12, 19].
Since WSNs are often applied to occasions that require rapid
response to events, there are certain requirements on the
time taken by the sink to receive data from the sink, or
delay. In general, the lower the delay, the better. However,
the delay of data collection is determined by many aspects.
First, the detriment of the wireless communication link,
which results in the data packet being lost in the routing
process, may cause a high delay [9, 25, 26]. In order to deal
with the loss of the data packet, retransmission mechanism
often is used to ensure that the data is collected to meet
the reliability requirements of the application. But there
are two deficiencies for data retransmission: First, with the
packet loss, the retransmission of lost data packets takes
more time, which will result in high delay [12]. Second, the
retransmission of lost data packets will increase the energy
consumption of nodes that will reduce the network lifetime
[9]. Therefore, how to effectively ensure the reliability of data
collection reach a certain degree and improve the speed of
data collection is another important issue worth studying.

To sum up, it is a challenging issue to comprehensively
improve the lifetime of networks, ensure the reliability of data
collection, and reduce the data collection delay at the same
time. Some studies have done some beneficial work in this
field.

(1) First of all, research on how to improve the lifetime of
a data collection network using data aggregation is one of the
most effective ways to improve network lifetime [27]. Data
aggregation refers to such a data collection method: due to
the similarity of the environment sensed by the neighboring
nodes, there are similarities in the data packets generated by
the neighboring nodes. These data packets can be aggregated
to generate smaller packets than before. This method can
effectively reduce the volume of data the node needs to
transmit, which can effectively improve the network lifetime.
Thus, data aggregation methods are widely used in a variety
of sensor network applications.

(2) Reliable data transmission [28–30]: due to the volatil-
ity of the wireless network, the probability of data being
collected by the system will be low if no reliable transmission
mechanism is adopted. For example, if the probability of a
successful one-hop data transmission is 𝑝, then after 𝑘 hops
reach the sink node, the probability of successful arrival to
sink is only 𝑝𝑘. It means that even if 𝑝 is up to 90%, the
probability of data packet to successful reach sink node is
only 43% after 8 hops’ transmission; that is, most of the
data packets are lost. Therefore, there are many researches on
how to ensure the reliability of data transmission, mainly in
the following categories: (a) data retransmission mechanism

[28–30]: this mechanism is as follows: sender node sends
the packet, and you need to wait for the receiver node
to return to confirm the message before starting the next
packet transmission. If the sender node does not receive the
confirmation message returned by the receiver within the
expected time period, it considers that the data packet has
been lost and resends the data packet. The advantage of this
method is less energy consumption, and the biggest drawback
is that data delay is high due to multiple retransmissions.
(b) Collaborative communication method [5, 15, 16, 25, 31]:
collaborative communication method is also an effective way
to improve the reliability of network transmission. In this
method, when the sender sends data to the destination node,
the intermediate node also monitors the data, and if the
destination node does not receive the data successfully, the
intermediate node will retransmit the data. Since the inter-
mediate node is closer to the sender node than the receiver
node, it has a higher probability of receiving the packet sent
by the sender. When the receiver node does not receive the
data, the intermediate node sends the retransmitted data
packet to the receiver node. Because the intermediate node
is near the receiver node, the probability of successful data
retransmission is higher. (c) Joo and Shroff [27] has proposed
a broadcast-based approach to improve the reliability of
data collection. Their approach is this: there is volatility
in data transmission due to the noise. So Joo and Shroff ’s
[27] method has changed the past, the use of unicast data
transmission method, in their method, each node sends a
data packet by using the broadcast method. In this way,
the same data packet will be received by multiple receiver
node, and after that the packet is also transmitted by using
broadcast until the sink node. In this way, even if part of
data packets is lost during the data transmission, some nodes’
data can still reach the sink successfully, which improves the
data collection success rate. (d) Improve the reliability of data
transmission by using data encoding [32]: the mechanism
of this method is that if a packet is encoded in a certain
way, the receiver node can deduce the missing data based
on the received information even if it does not collect all the
data so that the reliability of data transmission is improved.
For example, the Error Correcting Code (ECC) method is
an effective way to guarantee the reliability of end-to-end
packets. However, this method has the price to pay because
the encoded data is larger than the original data, which will
increase the node’s energy consumption.

(3) There are also some studies that try to reduce the
delay of data collection. In general, the data collection delay
is closely related to the way that data is collected and the
reliability requirements for data collection. For example, the
data collection delay for data collection using data retrans-
mission is generally relatively large, because data packets
tend to undergo multiple retransmissions in this way, which
leads to high delay. And the strategy for data collection using
data encoding and broadcasting generally has lower delay but
consumes more energy.

For the current research, there are still topics worth
studying below.

(1) Although the data aggregation based on broadcasting
is a better way, the existing research has not considered the
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following aspects: Existing methods of collecting broadcast
data can only be directed to a special aggregation function.
Their aggregation function is a case where the intermediate
node is aggregated into a packet when the data of 𝑚
children nodes (or neighbor nodes) is sent to the intermediate
node. Such a function is usually max, min, and average
function. We call this aggregation method that the packet
size does not increase with the number of input packets
in aggregation process as a constant aggregation. Although
the constant aggregate function is used in WSNs, there are
functions that are more commonly used in WSNs compared
to it. The most commonly used aggregation function is the
aggregation that 𝑚 data packets are aggregated to 𝑛 data
packets (𝑛 ≤ 𝑚) and 𝑛 will increase if 𝑚 increases. We called
this aggregation as Increasing Aggregation. For example, the
sink node often needs to be queried in practice: What
are the areas where the temperature (humidity) is higher
than 30 degrees? Where did the event happen in the area?
Where does the elephant appear? In such an application,
all the information that satisfies the query needs to be sent
to the sink node. Obviously, the number of packets that
intermediate nodes aggregated is related to the number of
packets to meet the conditions of the query. The more
the amount of information items to query, the larger the
number of the data packets; that is, the number of the data
packets and the number of query information items have
a linear relationship. Constant aggregation can also be a
special case of Increasing Aggregation. It can be seen that
the Increasing Aggregation is more important and widely
used.

(2) In the reliability of transmission: previous strategies
mainly used a single method to improve the reliability of data
collection. For example, the broadcast method can effectively
improve the reliability of data collection. However, a few
studies have improved the reliability of data collection in a
comprehensive way. In fact, one of the most effective ways
to improve reliability of data collection is to increase the
transmission power of the sender node. Because increasing
the transmission power of sender node can increase the
signal-to-noise ratio of the receiving node, thereby improving
the probability of successful data transmission. However,
increasing the transmission power of nodes will increase the
energy consumption of the nodes and decrease the lifetime
of the nodes. Therefore, the method of simply increasing the
power of the sender node is not very good.

For the shortcomings of the previous research, the
Adaptive transmission Power control based Reliable data
Forwarding (APRF) scheme using broadcast technology is
proposed to improve network reliability and reduce the data
collection delay in this paper. Comparing with previous
research, the main contributions of our work are as follows.

(1) First, we analyzed the theoretical results of the volume
of data considered by the nodes in the Increasing Aggre-
gation network using broadcast data collection. We found
that, unlike the constant data aggregation model, under the
increasing data aggregation, the data volume of nodes in the
near-sink area is much greater than that of nodes in far-
sink area in the wireless sensor network by using broadcast
technology. For the first time, this paper obtains the load of

network nodes under the increasing data aggregation model
in broadcast data collection.

(2) Second, for the case of nodes in the near-sink area,
the volume of data borne is greater than that in the far-
sink area. A cross-layer optimizing protocol named Adaptive
transmission Power control based Reliable data Forwarding
(APRF) scheme by using broadcast technology is proposed to
improve network reliability and reduce communication delay.
In APRF scheme, due to this case, there is a large amount
of energy left over, so that the transmission power of these
remaining energy nodes is increased, while, for the nodes
in the near-sink area, the same transmission power as the
past scheme is used. Improving the transmission power of
node can effectively improve the successful receiving rate of
receiver node. Therefore, using APRF scheme can effectively
improve the reliability of data collection. At the same time,
due to the increased reliability of data collection, on the
one hand, the success rate of using sink routes in broadcast
routing is increased, and, on the other hand, the delay can be
effectively reduced.

(3) Through our extensive theoretical analysis, we
demonstrate that, for APRF scheme, the goal of reducing
delay and improving the data collection reliability can be
achieved simultaneously. Comparing with the network only
using the retransmission mechanism, the network using
APRF scheme shows a significant improvement in data col-
lection reliability and data collection delay, especially under𝑃𝑠 = 0 dBm, with 15.96% energy consumption increase and
13.77% decrease in lifetime, in exchange for a 10.08% increase
in reliability and a 40.37% reduction in data collection
delay.

The rest of this paper is organized as follows: In Section 2,
the related works are reviewed. The system model and
problem statement are described in Section 3. In Section 4,
the APRF scheme is presented. Performance analyses are
provided in Section 5. We conclude in Section 6.

2. Related Work

With the improvement of the technology of electronic
devices, smaller size, and larger battery capacity, the sensor
devices that are more sensitive to the perception of the
surrounding environment have been continuously developed
[33]. These sensing devices are deployed in a variety of
applications and form the basis of Internet of Things (IoT)
[34]. Combined with the current new cloud network [35], the
formation of large-scale Social Networks by Fog computing
[36] is rapidly changing all aspects of human production and
life.

Data aggregation is a method of reducing data trans-
mission that is closely related to the strategy of this paper
[1, 3, 6, 27] and is an important type of operation in wireless
sensor networks [37–41]. The basic principle is that there
is a correlation between the data perceived among dense
sensor network nodes. Therefore, when the correlation data
come together, the data can be reduced through the data
aggregation, thereby saving the energy required for node data
transmission and prolonging the network lifetime.There are a
lot of techniques involved in data aggregation and collection.
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For the data correlation, in the constant data aggregation
model proposed by Joo and Shroff [27], no matter how many
data packets are input into the constant aggregation function,
the size of the data packet of outputwill not increase.This data
aggregation feature greatly reduces the energy consumption
of the sensor network. However, designing an effective data
aggregation approach is still a matter of challenge. This data
aggregation issue is called convergecast [42–44] issue. In
convergecast, each node generates only one data packet in
a round. Node data operations are divided into two stages
of receiving phase and sending phase. That is, node only
receives data in data collection stage, and once data is sent
in transmission stage, the node no longer receives data,
and no matter how many data packets are received, they
are aggregated into one. Several convergecast algorithms
proposed for wireless networks can be used for WSNs [42–
44]. In convergecast, generally adopt the TDMA way, and
divide the time into the slot of equal length. And the length
of a slot is the transmission time required for a packet.
Therefore, the data collection operation is transformed into
how to arrange the operation time slots of each node to
minimize the number of slots required for data collection,
that is, the minimum data collection delay. Huang et al. [42]
proposed a centralized scheduling algorithm with the delay
bound of 23𝑅+Δ+18 time slots, where𝑅 is the network radius
and Δ is the maximum node degree. Park et al. [43] proposed
a distributed scheduling method for generating collision-free
schedules with delay at most 24𝐷+ 6Δ + 16 time slots, where𝐷 is the network diameter. Xu et al. [44] theoretically proved
that the delay of the aggregation schedule generated by their
algorithm is at most 16𝑅 + Δ − 14 time slots.

Cluster based data aggregation strategy is also a com-
monly used method [1]. In this way, the network is divided
into some clusters. And a cluster contains a cluster head node
and other nodes called clustermember nodes.Member nodes
send data to the head node, and the head node does the data
aggregation operation and then sends the data packet to the
sink node by one-hop or multihop transmission by cluster
head node.

Of course, data collection also has different performance
in different applications; in some applications, the delay
is more stringent. However, a node receiving packets and
aggregating them and then transmitting data consumes less
energy. Convergecast [42] is the method used when a node
can no longer receive data before sending data. However,
less data generated by this method will take longer to
reach the sink, making it less suitable for delay-sensitive
applications. Therefore, for the applications with high real-
time requirements, the datawill be aggregated after the partial
transfer forward, rather than waiting for all the data to arrive
before sending forward. Such research can be referred to [45].

Although constant data aggregation can greatly reduce
the volume of data that a node is to send, the data aggregation
model often seen in sensor networks is still an increasing
data model. In such a data aggregation model, as the input
data continue to increase, the output data is also increased.
Therefore, how to reduce the volume of data aggregation is
an important research issue. There are also many studies in
this area [45–47].

The above data aggregation studies generally believe that
wireless transmission is lossless, but the actual wireless data
transmission is lossy. Therefore, in multihop wireless data
transmission, the data sent from the node to the sink node is
possible to be lost. thus affecting the network performance.
Therefore, how to ensure that reliable data arrive to the
sink node is another important issue in data collection.
There are also many studies to ensure the reliability of data
transmission, mainly in the following categories.

(a) Data retransmission mechanism: such research can
be referred to [30]. The core of this mechanism is that
although the data transmission is volatile, the reliability of
data transmission can be improved after applying themultiple
transmissions. There are many retransmission strategies, for
example, 𝑛 times retransmission mechanisms. In such a
retransmission mechanism, when the sender node sends
data, the data to be transmitted is repeatedly transmitted
for 𝑛 times. The advantage of this mechanism is that the
delay is small. The deficiency is that the same packet may
reach the receiver node successfully more than one time,
resulting in a larger energy consumption of sensor nodes.
Therefore, most retransmission mechanisms use a feedback-
based retransmission mechanism. When the sender node
sends data, the receiver node returns a confirmation message
(ACK) to the sender after receiving the data successfully.
The sender node will send the next data packet if it receives
the ACK message. If not, the sender node will see that the
receiver node fails to receive the data packet after waiting
until timeout and it will retransmit the data packet until
receiving the ACK message or reaching threshold time. The
advantage of this method is saving the energy, but there is a
high delay, especially when the data packet is lost, it needs
to be retransmitted that will make the delay higher, and the
multihop data transmission will also make the end-to-end
delay higher. The retransmission mechanism also has some
other ways; see [30].

(b) Improve the reliability of data transmission by using
cross-layer optimization [9]: the reliability of data transmis-
sion is determined by multiple layers such as the physical
layer, the MAC layer, and the network layer. Therefore,
the effect of the data transmission is limited only from
a single level of optimization. Therefore, some researchers
have proposed a method of improving the reliability of data
transmission from multiple aspects. First, there is a direct
relationship between the success of the data transmission
and the SNR. In general, the higher that SNR of receiver
node, the higher reliability of receiver node to receive a
data packet. To improve the SNR of the receiver node there
are mainly two methods, one is to reduce the distance
between the sender and receiver node and the second is
to increase the sending node sending power. Because the
distance between nodes can not be changed after the node
is deployed, the commonly used method to improve the
reliability of data transmission is to increase the transmission
power of the sender node and improve the reliability of
data transmission [9]. However, increasing the transmission
power of sender node can significantly reduce the lifetime
of the node. In addition, there is not a linear relationship
between sending power and data receiving rate of node,
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but there is a nonlinear optimization relationship. When
the transmission power reaches a certain level, the quality
of wireless communication between the nodes has already
reached quite a high level, and the continuous improvement
of the transmission power has caused just slight improvement
on the communication quality. Therefore, researchers have
tackled the study of the power of transmitting a unit of bit data
so as tominimize the power consumption. Itmeans that there
is least energy for transmitting bits per bit. The research of
energy efficient communications, data recovery, and security
on sensor network can also be found in edge network D2D
communications [48–51].

(c) Data collection using broadcast is a way to effectively
improve the reliability of data transmission. Wireless net-
works make data broadcasting possible. Since packet broad-
casts can be received by multiple receiving nodes, after such
a data packet is received by multiple nodes, multiple replicas
thereof are, respectively, routed to sink along different paths.
Even if a copy of data is loss, the probability of the data
successfully reaching the sink node will still be high, so that
it can effectively improve the reliability of data transmission.
And this data collection method has low delay (better than
the retransmission mechanism). However, the disadvantage
is that energy consumption is large. This research can be
referred to [27]. Joo and Shroff [27] proposed a data collection
method in the way of constant data aggregation. Based on
this, this paper extends it to the network of growth data
aggregation methods through careful analysis.

3. The System Model and Problem Statement

3.1. The Network Model. The network model adopted in
this paper is a kind of periodic data collection wireless
sensor networks. The whole network consists of 𝑛 sensor
nodes which are uniformly distributed in a circular two-
dimensional area with a radius 𝑅 and a density 𝜌. The center
of the network is the sink node, which is responsible for
collecting and processing the data generated by the sensor
nodes in the entire network to achieve the specified function.
All the sensor node has the same effective transmission radius𝑟. The same as most networks, the shortest routing protocol
is used [23]. The nodes with the same number of hops from
the sink node are in the same tier, so that the network can be
divided into ⌈𝑅/𝑑⌉ tiers of the same width 𝑑 (0 < 𝑑 ≤ 𝑟). Let𝑇𝑖 denote the node set of the 𝑖th tier. Considering 𝑇0 contains
only one sink node, so the 0th tier can be seen as a point with
radius 0.The node 𝑢 belonging to 𝑇𝑖 selects the node V in 𝑇𝑖−1
as the relay node to send data to the sink node, and then node
V is called the parent node of𝑢, and the distance betweennode𝑢 and node V is not greater than the transmission radius 𝑟.

Each sensor node senses the surrounding environment
and generates a data packet in a sensing cycle. It uses the
appropriate data collection method to transmit the data
packet to the sink. The TDMA scheduling method is applied
in the network. The basic time unit is a slot. The length of a
slot ensures that the node can send or receive a complete data
packet. The interference model of data transmission is the
same as the most WSNs; that is, all the nodes in the network
work on the same frequency, so that when nodes need to send

Table 1: Network parameters.

Symbol Description Value
𝑉𝑠 Sending rate 19.2 kbps
𝑉𝑟 Receiving rate 19.2 kbps
𝐸init The initial energy carried by the node 2 J
𝑑0 The reference distance 1m
𝑃𝑛 The noise floor −115 dBm
n The path loss exponent 4
f The frame size of a data packet 50B
𝐵𝑁 The noise bandwidth 30HZ

data [27], the following conditions need to be guaranteed: (1)
no other node sends data within its transmission distance
when it is sending data; (2) the transmission range of its
destination node should not have another node sending data
at the same time.The nodes that can transmit data at the same
time in the same tier are divided into a group. Let 𝐻(𝑖, 𝑗)
denote the 𝑗th group in𝑇𝑖. Let ℎ𝑖 denote the number of nodes
that can be transmitted simultaneously. Obviously, all nodes
in 𝑇𝑖 can be transmitted in ℎ𝑖 slots.
3.2. The Reliability Model of Data Transmission. The same as
most studies [27], the link between nodes in the network
is lossy. In this paper, the Packet Reception Rate (PRR)
proposed in [2] is used to measure the quality of the link.The
PRR of the link between nodes is generally defined as follows:
the ratio of the number of packets received by the receiver
node by the number of packets sent by the sender node. The
PRR can be calculated by the following equation:

𝑝 = (1 − 1
2exp−(SNR/2)(𝐵𝑁/𝑉𝑠))8𝑓 , (1)

where 𝑉𝑠 is the sending rate in bits of a sensor node, 𝑓 is the
frame size of a data packet, and 𝐵𝑁 is the noise bandwidth.
The specific values of these parameters and other parameters
used later are given collectively in Table 1. Substituting these
specific values into (1), then the equation for the PRR on the
SNR(𝛾) is

𝑝 = (1 − 1
2exp−(𝛾(𝑑)/2)(1/0.64))

8𝑓 . (2)

Assuming a given transmission power 𝑃𝑡, the SNR(𝛾) at a
distance 𝑑 can be expressed as

𝛾 (𝑑) = 𝑃𝑡 − PL (𝑑) − 𝑃𝑛, (3)

where PL(𝑑) is the loss values during data transmission.
The value of PL(𝑑) can be derived from the following

equation:

PL (𝑑) = PL (𝑑0) + 10𝑛 log10 ( 𝑑
𝑑0) + 𝑋𝛿, (4)

where 𝑑0 is a reference distance, 𝑛 is the path loss exponent,
and 𝑋𝛿 is a zero-mean Gaussian RV (in dB) with standard
deviation 𝛿.
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Figure 1: Broadcast mechanism.

3.3. The Energy Consumption Model. The same as the most
energy consumption model of the WSNs [27], the energy
consumption of the sensor nodes is mainly used for the
transmission and reception of data, and the other energy con-
sumption of the nodes is relatively small and therefore can be
negligible. Generally, the transmission power and receiving
power of a node are given, so the energy consumption of a
node to transmit data can be calculated by multiplying the
transmission power of the current node by the transmission
time. And the transmission time can be obtained by dividing
the total volume of data transmitted by the transmission
speed. Therefore, we can calculate the energy consumption
formula of node sending data and receiving data

The equation of energy consumption of a node to send
data is

𝐸𝑠 = 𝑃𝑠 ⋅ 𝑄𝑠𝑉𝑠 . (5)

The equation of energy consumption of a node to receive
data is

𝐸𝑟 = 𝑃𝑟 ⋅ 𝑄𝑟𝑉𝑟 . (6)

The equation of total energy consumption of a node to
send and receive data is

𝐸total = 𝐸𝑠 + 𝐸𝑟. (7)

where 𝑃𝑠 is the transmission power of the node and 𝑃𝑟 is the
receiving power of the node. 𝑄𝑠 is the data volume of a node
to send and 𝑄𝑟 is the data volume of a node to receive.

3.4.TheData CollectionModel. As inmost studies, each node
in the network produces one packet per cycle, and the size
of the packets is the same. Since the wireless transmission
link is lossy, in order to ensure the reliability of the data
to be transmitted to the sink, the data collection method of
broadcasting is used in the same way as [2] to ensure the high
reliability of data collection.

As shown in Figure 1, the data collection mechanism of
the broadcast is as follows: The child node in 𝑇𝑖+1 needs to
transmit data to the parent node in 𝑇𝑖. By using the broadcast
transmission method, the child node can send data once,
and multiple parent nodes receive simultaneously. For this
way, we say that it is a successful transmission if the data
packet received successfully by any one of the parent nodes,
so that the reliability of data collection using broadcast has
been greatly improved compared with unicast.

In the data aggregation model, we use an aggregation
function called Increasing Aggregation (IA) function, which
can be widely used in various applications. In our data
aggregation model, when the parent node received two
packets from its child node, it can generate a smaller packet
by using the IA function due to the correlation between the
packets. Let 𝜀 (0 ≤ 𝜀 ≤ 1) denote Aggregation Rate, and the
size of the data packet generated by two original data packets𝑚1 and𝑚2 being aggregated by the IA function is

|𝑚| = 𝑚1 + 𝜀 ⋅ 𝑚2 . (8)

In general, max{|𝑚1|, |𝑚2|} ≤ |𝑚| ≤ (|𝑚1| + |𝑚2|). It
is noteworthy that aggregated packets can not be aggregated
and compressed again.The data aggregationmodel proposed
by Joo and Shroff [27] can be seen as a special case of



Wireless Communications and Mobile Computing 7

Sink

6

4 5

1 2 3

Figure 2: Tree topology of a sample wireless sensor network with
wireless broadcast.

our model, that is, the case of 𝜀 = 0. Obviously, the data
aggregation model used in this paper has more applicability.

The following example is used to explain the process of
the data aggregation model in more detail. Figure 2 shows
tree topology of a sample wireless sensor network with
wireless broadcast of our example network. The parent node
is on the upper level of the child node. When the network
officially started working, all nodes first enter the sensing
cycle to collect environmental data to generate an equal-sized
data packet and then enter the transmission cycle. The data
transmission starts from the lowest child node to the upper
parent node in turn. Let 𝑚𝑖 denote the original data packet
generated by node V𝑖 in Figure 2, 𝑚𝑖 denote the part of data
packet generated by 𝑚𝑖 with other packet using IA function,
and 𝐴 𝑖 denote the data packet generated by node V𝑖 using IA
function after node V𝑖 received all the packets sent from its
child node.

The node V1 is a leaf node and does not receive packets,
so it has only its own original packet:

𝐴1 = 𝑚1. (9)

The size of 𝐴1 is
𝐴1 = 𝑚1 . (10)

The node V4 has child nodes V1, V2. It receives packets of
all the child nodes and aggregate them to generate packet𝐴4:

𝐴4 = 𝑚4 + 𝑚1 + 𝑚2. (11)

The size of 𝐴4 is
𝐴4 = 𝑚4 + 𝑚1 + 𝑚2 = 𝑚4 + 𝜀 ⋅ (𝑚1 + 𝑚2) . (12)

The node V6 has child nodes V4, V5, and it receives and
aggregates the data packets of the child nodes in order. Firstly,
it receives the data packet 𝐴4 of node V4 and aggregates it
and then receives the data packet𝐴5 of node V5. When aggre-
gating 𝐴5, since the existing data packet of node V6 contains
aggregated packet part 𝑚1, 𝑚2 that are also contained in 𝐴5,

node V6 deletes𝑚1,𝑚2 from𝐴5 and aggregates the remaining
part of 𝐴5. Finally, 𝐴6 generated by node V6 is

𝐴6 = 𝑚6 + 𝑚1 + 𝑚2 + 𝑚3 + 𝑚4 + 𝑚5. (13)

And the size of 𝐴6 is𝐴6 = 𝑚6 + 𝜀 ⋅ (𝑚1 + 𝑚2 + 𝑚3 + 𝑚4 + 𝑚5) . (14)

3.5. Problem Statement. Our goal of wireless network opti-
mization is to maximize network lifetime and data collection
reliability,minimizing data collection delay.The performance
of our wireless sensor networks can be characterized by the
following performance parameters.

(1) Data Collection Delay (𝐷). Data collection delay rep-
resents the length of the transmission cycle, which is the
length of time in which all nodes have completed the data
transmission and aggregation to reach the sink.𝐷 = T𝑒−T𝑠,
whereT𝑠 is the start time of data collection andT𝑒 is the end
time of data collection and 𝐷 is the number of slot from the
start time of data collection to the end time. Obviously, the
lower the data collection delay𝐷 the better:

min (𝐷) = min (T𝑒 −T𝑠) . (15)

(2) Data Collection Reliability (Φ𝑒).The goal of data collection
is to maximize the probability of data reaching the sink.
However, due to the loss of the communication link, the
reliability is reduced with each transmission. Therefore, the
reliability of the network after the data reaches the sink
after multihop data transmission will be the lowest. So, the
reliability of data collection in this paper Φ𝑒 refers to the
reliability of the node data sent to the sink node in the
outermost tier of the network. Obviously, the larger Φ𝑒, the
better.

max (Φ𝑒) = max(𝑑𝑠𝑑𝑡) , (16)

where 𝑑𝑡 is the number of packets sent by the node in the
outermost tier and 𝑑𝑠 is the number of packets that sink node
successfully received from the node in the outermost tier.

(3) Network Lifetime (ℓ). The network lifetime is defined as
the lifetime of the first dead node in the network. Because
it is a periodic data collection network, the network lifetime
is expressed by the data collection cycle experienced by the
network when the first node dies, so the network lifetime can
be expressed by the following equation:

max (ℓ) = max( 𝐸init𝐸round
) . (17)

Obviously, our goal can be expressed by the following
equation:

min (𝐷) = min (T𝑒 −T𝑠)
max (Φ𝑒) = max(𝑑𝑠𝑑𝑡)
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max (ℓ) = max( 𝐸init𝐸round
)

s.t. Φ𝑒 ≥ Φstd, 𝐷 ≤ 𝐷std.
(18)

In (18),Φstd and 𝐷std represent the minimum standards
that meet the user’s requirements, and the goal of (18) is to
maximize the network performance while keeping both 𝐷
and Φ𝑒 meeting the user’s requirements. And try to extend
the network lifetime.

4. The Design of APRF Scheme

4.1. Research Motivation. The research motivation of this
paper mainly comes from the following two aspects. (1) If
the transmission power of the node can increase, then the
Packet Reception Rate (PRR) can be improved. However,
this consumes more energy, which may affect network life-
time. (2) Increasing the PRR for data transfers increases
the PRR for nodes far from the sender node even more.
This means that the higher the probability of the sender
node successfully transmitting data to the node closest to
the sink during a broadcast, the fewer the times the node
needs to retransmit to reduce the data transmission delay.
Therefore, if the transmission power of the node can be
increased without affecting the network lifetime, the PRR of
the data transmission can be increased and the delay can
be reduced without affecting the network lifetime. After a
careful analysis of data transmission and energy consumption
characteristics of wireless sensor networks, we found that
our Adaptive Transmission Power control based Reliable data
Forwarding (APRF) scheme improves the data collection rate
and network delaywithout significantly reducing the network
lifetime. The motivation of this paper can be concluded as
follows.

(1) Increasing the transmission power of the node can
effectively increase the PRR of the node and reduce the delay
of data collection at the same time but increase the energy
consumption.

According to the reliability model of data transmission
in Section 3.2, Figure 4 shows the data reception rate (PRR)
under different transmission powers.The result fromFigure 4
shows the following: (a) In general, the higher the transmis-
sion power of sender node, the higher the PRR. Therefore,
increasing the transmission power of node is beneficial to
improve the network performance. (b) After increasing the
transmission power of sender node, the improvement of PRR
in different distance to receiver node is different. But there
is a rule: For the nodes that are in a very close area (i.e.,
the reliable area) to the sender node, the PRR is not greatly
increased, because the PRR has already reached a higher
level. For the receiver node far away from the sender node
(i.e., nonreliable area), the PRR is already very low, so the
improvement of the PRR is also not obvious. But, for a node
located in the transition region between these two regions,
the increase of transmission power has a significant effect on
the improvement of PRR. This feature of data transmission
plays an important role in the performance optimization of

sink

Parent node
Child node

Reliable area

Transition region

i + 1

i c1

c2

Figure 3: Parent nodes in transition region and reliable area.

wireless sensor networks. As shown in Figure 3, when the
node 𝑐2 in 𝑇𝑖+1 broadcasts its data packet, the receiver nodes
are the nodes in 𝑇𝑖. Because most of its receiver nodes are
located in the transition region, increasing the transmission
power of sender node improves its PRR significantly.

The advantages of increasing transmission power for
network performance are as follows: (a) directly increasing
the PRR of the receiver node. Since the receiver nodes mostly
located in the transition region, the improvement of the
transmission power of the sender node makes the PRR of the
receiver node improve effectively (which can be seen from
Figure 4). (b) Although the node can increase the reliability
of transmission by using the broadcast method, when the
node is located on the outermost of 𝑇𝑖+1, the distance to
the parent node in 𝑇𝑖 is the farthest, and the number of
parent nodes within the transmission radius is the least. In
this case, the advantages of broadcasting can not be realized
due to the reduction in the number of parents. Therefore,
in order to ensure the reliability in this case, we need to
adopt the retransmission mechanism, which means that the
data volume sent by the nodes multiplies and the delay of
data collection will increase. The improvement of the PRR
directly improves the worst-case transmission reliability and
then reduces the number of retransmissions while ensuring
the minimum required reliability, thereby reducing the data
collection delay.

(2) The large amount of energy remaining in the far-sink
area of the sensor network can be used to increase the sender
node’s transmission power so as to increase the transmission
power of sender node without affecting the network lifetime
significantly, improving the performance of network data
collection, that is, increasing the reliability of data collection
and reducing data collection delay.
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Figure 4: Packet Reception Rate and distance with difference
transmitting power.

Data collection in wireless sensor networks is a “many-
to-one” data collection mode, in which the volume of data
borne by nodes far away from the sink node is much smaller
than the data volume borne by the nodes near the sink
node. Although the data aggregation model is used in the
network, the number of data packets transmitted near the
sink nodewill be larger and larger, resulting in that the energy
consumption of nodes in the near-sink area is much greater
than that of the nodes in the far-sink area. As a whole, the
energy consumption of the network is not in the same level.
The following example is to illustrate this issue.

Considering that each node senses the environment and
generates a packet of the same size 𝑓, the radius of the entire
network is 75m, and a total of 360 sensor nodes are uniformly
distributed throughout the network. The transmission dis-
tance of each node is 20m, the transmission power of each
node is 𝑃𝑠 = 1 dBm, and the receiving power is 𝑃𝑟 = 1 dBm.
The whole network is divided into 5 tiers, the width of each
tier is 15m, and the aggregation ratio is 𝛼 = 0.3. Since the
nodes in the fifth tier have no child node, there are no data
packets to receive and only one data packet broadcasts to the
parent node. In the ideal case of a lossless link, we can get the
volume of data received and sent by nodes of each tier.

Figure 5 shows the nodes receiving and sending and the
total volume of data for each tier. As can be seen, the closer the
nodes to the sink node, the more the nodes send and receive
packets. The total volume of data of node in 𝑇1 is about 146
times compared to the total volume of data of node in 𝑇5.
Obviously, the gaps in the volume of data between the nodes
in the near-sink area and the nodes in the far-sink area is
very large, which is the reason for the difference in energy
consumption of nodes in each tier.

Figure 6 shows the energy consumption of nodes in each
tier. Similar to Figure 5, the energy consumption of node in𝑇1 is 146 times higher than that of node in 𝑇5. When the first

Receive data
Send data
Total data

0

20

40

60

80

100

120

140

D
at

a v
ol

um
e

2 3 4 51
Tier

Figure 5: The data volume of node under send power 𝑃𝑠 = 1 dBm
and lossless link.
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Figure 6: Energy consumption of node with tier under send power𝑃𝑠 = 1 dBm and lossless wireless channel.

node in the network dies, the network dies, while the outer
node still has a large amount of energy left over. Therefore, a
large amount of energy in the whole wireless sensor network
can not be fully utilized.

4.2. APRF Scheme. The main idea of the APRF scheme is
to use the remaining energy of nodes compared with that
of node in 𝑇1 and to adjust the transmission power of
each node so that the energy consumption of each node
reaches the same level. The increase of transmission power
can improve the PRR of node during node transmission, so as
to improve the single-hop reliability of nodes in each tier and
improve the reliability of data collection. On the other hand,
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(1) for 𝑖 = ⌈𝑅/𝑑⌉ to 1:
(2) for 𝑗 = 1 to ℎ𝑖:
(3) node V in𝐻(𝑖, 𝑗) broadcast its (aggregated) information (1 + 𝜎) times sequentially
(4) if node 𝜇 ∈ 𝑇𝑖−1 receives the packet then
(5) node 𝜇 does IA function aggregation and updates its information.
(6) end if
(7) if node 𝑤 ∈ 𝑇1, calculate self-energy-consumption and add it to its information.
(8) end for
(9) end for
(10) Sink node receive data from node V ∈ 𝑇1
(11) Sink node select max energy consumption value from data received, broadcast it to all node
(12) for 𝑖 = 1 to ⌈𝑅/𝑑⌉:
(13) for 𝑗 = 1 to ℎ𝑖:
(14) node V in𝐻(𝑖, 𝑗) receives the max energy consumption value
(15) node V in𝐻(𝑖, 𝑗) calculates and adjusts transmitting power according to max energy consumption value
(16) node V in𝐻(𝑖, 𝑗) calculates the new 𝜎
(17) end for
(18) end for

Algorithm 1: Adaptive transmitting power algorithm.

the improvement of node single-hop reliability can reduce
the number of retransmissions during node communication
under the condition of meeting the reliability requirements
of users. That is to say, reduce the volume of data sent by
nodes, which in turn reduces the data collection delay. All
in all, the APRF scheme improves network performance
by leveraging the remaining energy in the network without
significant impact on network lifetime.

We propose APRF algorithm in Algorithm 1.

4.3. Calculation of Energy Consumption. Themost important
part of the APRF scheme is to calculate and adjust the
transmission power of nodes in each tier. Calculating the
transmission power of each node depends on the maximum
energy consumption in the entire network. This section
describes how to calculate the node energy consumption.

For each node, the majority of energy consumption in
the data packet is receiving data and sending data, so we can
ignore other factors that affect the lifetime of the node and
only consider the energy consumption of packet sending and
receiving. In this way, in order to get the energy consumption
of node in each tier, it is necessary to calculate according
to the energy consumption model and the volume of data
transmission of node in each tier. Before that, we should
calculate the number of children nodes of node in each tier
and the volume of data sent by each child node to estimate
the volume of data received by the node.

In order to calculate the number of child nodes of node
in 𝑇𝑖, we need to calculate the average area of the node in 𝑇𝑖
covered in the (𝑖 + 1)th tier and then calculate the average
number of children according to the density of the nodes.

In Figure 7, the node Vmax is located in the outermost side
of the 𝑖th tier.The node Vmax covers the largest area of the (𝑖 +1)th tier. And the node Vmin is located in the innermost side
of the 𝑖th tier. The node Vmin covers the smallest area of the(𝑖 + 1)th tier. To simplify the calculation, we take the average
of the maximum area and the minimum area to represent the
average coverage area of node in 𝑇𝑖.

Sink Sink

i

i + 1

i

i + 1

Smax

Smin

minmax

Figure 7: The maximum and minimum area where the node in 𝑇𝑖
covered the (𝑖 + 1)th tier.

Theorem 1. When the node Vmin located at the innermost side
of the 𝑖th tier covers the minimum area of the (𝑖 + 1)th tier, the
area 𝑆min is

𝑆min = 𝑆1 − 𝑆2 + 𝑆3, (19)

where
𝑆1 = arccos (− cos∠𝐵𝐴𝐶) ⋅ 𝑐2,
𝑆2 = arccos∠𝐴𝐶𝐵 ⋅ 𝑎2,
𝑆3 = 2√𝑝 (𝑝 − 𝑎) (𝑝 − 𝑏) (𝑝 − 𝑐),
𝑝 = 𝑎 + 𝑏 + 𝑐

2 ,
cos∠𝐵𝐴𝐶 = 𝑏2 + 𝑐2 − 𝑎2

2𝑏𝑐 ,
cos∠𝐴𝐶𝐵 = 𝑎2 + 𝑏2 − 𝑐2

2𝑎𝑏 ,
𝑎 = 𝑖𝑑,

𝑏 = (𝑖 − 1) 𝑑,
𝑐 = 𝑟.

(20)
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Figure 8:The minimum area where the node Vmin in the innermost
side of the 𝑖th tier covered the (𝑖 + 1)th tier.

Proof. As shown in Figure 8, ∠𝐵𝐴𝐶, ∠𝐴𝐵𝐶, and ∠𝐴𝐶𝐵 are
the diagonal angles of the sides 𝑎, 𝑏, and 𝑐 of the triangle𝐴𝐵𝐶,
respectively, 𝑆1 is the sector area of which the node Vmin is the
center, 𝑟 is the radius, and central angle is 𝛽; 𝑆2 is the sector
area of which the sink node is the center, 𝑙 is the radius, and
central angle is 𝛾; 𝑆3 is the area filled with vertical lines in
Figure 8. Since 𝑆min is irregular in shape, it can not be directly
calculated, and it can be calculated it by using 𝑆1, 𝑆2, and 𝑆3.

The shapes represented by 𝑆1 and 𝑆2 are sector, so the
values can be obtained by using the sectorial area formula
under the condition that the radius and the central angle are
known.

𝑆1 = arccos (− cos𝐴) ⋅ 𝑐2
𝑆2 = arccos𝐶 ⋅ 𝑎2. (21)

𝑆3 represents the sum of the area of two triangles of the
same shape and three sides of the triangle, whose value can
be calculated by Heron’s formula.

𝑆3 = 2√𝑝 (𝑝 − 𝑎) (𝑝 − 𝑏) (𝑝 − 𝑐)
𝑝 = 𝑎 + 𝑏 + 𝑐

2 .
(22)

Now, we get the values of 𝑆1, 𝑆2, and 𝑆3, so we can get the
value of 𝑆min according to the relationship between 𝑆min and𝑆1, 𝑆2, and 𝑆3:

𝑆min = 𝑆1 − 𝑆2 + 𝑆3. (23)

Theorem 2. When the node Vmax located at the innermost side
of the 𝑖th tier covers the minimum area of the (𝑖 + 1)th tier, the
area 𝑆max is

𝑆max = 𝑆3 − 𝑆1 − 𝑆2, (24)

Sink

i

i + 1
S3

S2

S1
max

Smax

Figure 9:Themaximum area where the node Vmax in the outermost
side of the 𝑖th tier covered the (𝑖 + 1)th tier.

where

𝑆1 = 2𝑙2 arcsin 𝑟
2𝑙 − 𝑙𝑟 cos(arcsin

𝑟
2𝑙) + 𝑟2 arccos

𝑟
2𝑙

𝑙 = 𝑖𝑑.
(25)

The value of 𝑆2 can be obtained byTheorem 1.

𝑆3 = 𝜋𝑟2. (26)

Proof. As shown in Figure 9, 𝑆1 is the area filled with vertical
lines in Figure 9, and 𝑆2 is also shown in Figure 9. 𝑆3 is the
circle area of which node Vmax is the center and 𝑟 is the radius.
𝑆1 = 2𝑙2 arcsin 𝑟

2𝑙 − 𝑙𝑟 cos(arcsin
𝑟
2𝑙) + 𝑟2 arccos

𝑟
2𝑙 , (27)

where 𝑙 = 𝑖𝑑.
For 𝑆2, it can be seen as the node located in the innermost

side of the (𝑖+1)th tier covers theminimumarea of the (𝑖+2)th
tier, so we can use Theorem 1 to get the value.

Now, 𝑆min, 𝑆max of node in each tier can be gotten by
Theorems 1 and 2, and the average node coverage area is

𝑆average = 𝑆max + 𝑆min2 . (28)

Theorem 3. In a network with uniform distributed nodes, the
number of nodes covered by node V is

𝑛 = 𝑆V ⋅ 𝑁𝜋 ⋅ 𝑅2 . (29)

Proof. Let 𝑁 denote the total number of nodes deployed in
the area, 𝑛 the number of nodes covered by node V, and 𝑆V
the area of node V covered. Since the nodes in the network
are uniformly distributed in the deployed circular area, the
deployed areas have the same node density 𝜌, and 𝜌 can be
gotten by the equation: 𝜌 = 𝑁/(𝜋 ⋅ 𝑅2). If the value of 𝑆V is
known, the value of 𝑛 can be calculated by the equation: (𝑆V ⋅𝑁)/(𝜋 ⋅ 𝑅2).
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Table 2: The number of children in each tier.

Tier Maximized child
nodes

Minimized child
nodes

Average
number

1 17 11 14
2 15 3 9
3 14 2 8
4 14 2 8

The number of children nodes of node in 𝑇𝑖 can be
gotten byTheorems 1, 2, and 3.We used the example network
in Section 4.1 to calculate and summarize the number of
children in each tier in Table 2.

According to our data collection model, each node in the
network senses the environment to generate a data packet of
size 𝑓. In the initial time of the network, each node in the
network can know its own position, the number of the parent
nodes, and the number of the child nodes through a series of
communication operations. The volume of data received and
transmitted by node V can be derived fromTheorems 4 and 5
given below.

Theorem 4. The volume of data received of node V in 𝑇𝑖 is
𝑄receive
𝑖 = 𝑀𝑖∑

𝑗=1

{𝐶𝑗 ⋅ [1 − (1 − 𝑝𝑖)1+𝜎𝑖]} . (30)

Proof. Let𝑀𝑖 denote the number of child nodes of node V in𝑇𝑖, 𝐶𝑗 denote the volume of data sent by the 𝑗th child node
to node V, 𝑝𝑖 denote the PRR of node in 𝑇𝑖, and 𝜎𝑖 denote
the retransmit times of node in 𝑇𝑖. Since the link between
nodes is lossy, node V can not ensure that all the data packets
be received successfully. So, the probability that node V can
receive a data packet successfully needs to be calculated by
using the PRR of the node and retransmit times, that is,1 − (1 − 𝑝𝑖)1+𝜎𝑖 . The volume of data of node V received from
a child node is 𝐶𝑗 ⋅ [1 − (1 − 𝑝𝑖)1+𝜎𝑖]. The total volume of
data received by node V can be obtained by accumulating the
volume of data sent by all child nodes received by node V:
∑𝑀𝑖𝑗=1{𝐶𝑗 ⋅ [1 − (1 − 𝑝𝑖)1+𝜎𝑖]}.
Theorem 5. The volume of data sent by node V in 𝑇𝑖 is

𝑄send
𝑖 = 1 + 𝑀𝑖∑

𝑗=1

[(1 − 𝜔) ⋅ (𝐶𝑗 − 1) + 1 ⋅ 𝛼] . (31)

Proof. Let𝐶𝑗 denote the data volume of node V received from
its 𝑗th child node and 𝛼 denote the Aggregation Rate. In the
process of receiving the data packet sent by the child node,
the node V does an aggregation process once it receives a data
packet. As broadcast used in data transmission, the node can
transmit data to multiple parents at the same time.Therefore,
the data that the parent node received has a duplicate part; set
a variable 𝜔 to represent the repetition rate, which is related
to the number of parent nodes. Since the data packets of
the child nodes received by the node V are the data packets
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Figure 10: Data volume of node in each tier.

aggregation completed by the child nodes, according to our
aggregation model, the data packet completed by the child
node only contains the data packet generated by the child
node itself as an uncompressed data packet, and compressed
packets can not be compressed again. Therefore, the volume
of data sent by node V is 1+∑𝑀𝑖𝑗=1[(1−𝜔) ⋅ (𝐶𝑗 −1)+1 ⋅𝛼].

The number of nodes receiving and sending data at each
tier can be calculated according toTheorems 4 and 5, and the
result is shown in Figure 10.

Theorem 6. The energy consumption of the node V in 𝑇𝑖 to
receive data in one cycle is

𝐸𝑟𝑖 = 𝑃receive
𝑖 ⋅ 𝑄receive

𝑖𝑉𝑟 . (32)

Proof. Let 𝑃receive
𝑖 denote the receiving power of node V in𝑇𝑖, 𝑄receive

𝑖 denote the data volume that node V received, and𝑉𝑟 denote the receiving rate of node V. All the nodes in the
network have the same receiving power. For the example
network in this paper, 𝑃receive

𝑖 = 1 dBm, and 𝑄receive
𝑖 can be

gotten by Theorem 4. And, for 𝑉𝑟, it is a specific value that
can be gotten in Table 1. The energy consumption of node V
to receive data from child nodes can be calculated by (6) if𝑃receive
𝑖 , 𝑄receive

𝑖 , and 𝑉𝑟 are known.
Theorem 7. The energy consumption of node V in 𝑇𝑖 to send
data in one cycle is

𝐸𝑠𝑖 = 𝑃send
𝑖 ⋅ 𝑄send

𝑖𝑉𝑠 . (33)

Proof. Let 𝑃send
𝑖 denote the transmission power of node V,

𝑄send
𝑖 denote the data volume that node V sent, and𝑉𝑠 denote

the sending rate of node V. Before applying the APRF scheme,
all nodes in the network have the same transmission power.
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Figure 11: Energy consumption with tier.

For the example network in this paper, 𝑃send
𝑖 = 1 dBm, after

applying APRF scheme, the value of 𝑃send
𝑖 can be calculated

by Theorem 8, and 𝑄send
𝑖 can be calculated by Theorem 5.

And, for 𝑉𝑠, it is a specific value that can be gotten in Table 1.
Finally, the energy consumption of node V to send data to its
parent nodes can be calculated by (5) if 𝑃send

𝑖 , 𝑄send
𝑖 , and 𝑉𝑠

are known.

Now, the energy consumption for node in each tier can be
calculated according toTheorems 6 and 7.The result is shown
in Figure 11.

It can be seen from Figure 11 that the closer the sink
node, the more the energy the node consumes. The energy
consumption of node in 𝑇1 is about 142 times that of node in𝑇5.
4.4. Adjust the Transmission Power. In Section 4.3, the calcu-
lation equation of energy consumption is given. And, in this
section, we show how to determine the transmission power
adjusted by each node based on themaximumvalue of energy
consumption. This is the core of the APRF scheme. That is,
by adjusting the transmission power to make full use of the
remaining energy, the network performance is improved and
the energy consumption of each tier is balanced.

Theorem 8. After an adjustment using the APRF scheme, the
transmission power of the node v in 𝑇𝑖 is

𝑃𝑠𝑖 = 𝐸𝑠𝑖𝑉𝑠𝑖𝑄𝑠𝑖 , (34)

where

𝐸𝑠𝑖 = 𝐸1 − 𝐸𝑟𝑖. (35)

Proof. Let 𝐸1 denote the total energy consumption of node
in 𝑇1 which consumes the most energy in one cycle. Let 𝐸𝑟𝑖
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Figure 12: Power and tier with previous and adjusted power.

denote the energy consumption of node in 𝑇𝑖 to receive data
in one cycle. Let𝐸𝑠𝑖 denote the transmission energy that node
V can utilize in one cycle of data transmission compared to the
node in 𝑇1.

According to the APRF scheme, the remaining energy
compared to the node in 𝑇1 is used to increase the trans-
mission power. We obtain the energy consumption of node
through a fixed transmission power data transmission and
then calculate the transmission power according to the total
energy consumed by the first node.

In general, the transmission power of the sensor node
has a limitation. And, within a certain distance range, when
the transmission power reaches a certain level, the quality
of wireless communication between the nodes has already
reached quite a high level, and the continuous improvement
of the transmission power has caused just slight improvement
on the communication quality. For example, at a distance of
20m, the PRR reach 0.99984 with a transmission power of
10 dBm.That is already a fairly high level. Figure 12 shows the
comparison of transmission power before and after applying
the APRF scheme, where the maximum transmission power
is limited to 10 dBm.

4.5. Data Collection Reliability. For data-collecting WSNs,
the reliability of data collection is an important performance
metric because the function it performs depends on the data
it collects.

Theorem 9. The reliability of data collection Φ𝑒 is defined
as follows: the probability of a packet sent by the node of the
outermost tier reaching the sink node successfully.

Proof. The node of outermost side has the largest hop dis-
tance from the sink, and the probability that the data packet
sent by this node reaches the sink node is the smallest. It
represents the lowest limit of the probability that the data
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packets sent by all the nodes in the network successfully reach
the sink node. That is, if the reliability of data collectionΦ𝑒 = 𝜑, then all the nodes in the network have the probability
that the data packets sent by them reach the sink node being
greater than 𝜑.

The single-hop reliability of node in 𝑇𝑖 calculation
method needs to be given first, in order to obtain the
reliability of data collectionΦ𝑒.
Theorem 10. In the worst case, the reliability that the node
in 𝑇𝑖 sends the data successfully to the node in 𝑇𝑖 through the
broadcast transmission and retransmission mechanisms can be
calculated as follows:

𝜑 (𝑖) ≥ 1 − (1 − 𝑝)𝑥⋅(1+𝜎) . (36)

Proof. The worst case refers to the condition that the node is
located in the outermost tier and has the minimum number
of parent nodes and PRR. Let 𝑥 denote the min number of
parent nodes of node in 𝑇𝑖, 𝜎 denote the times the node
need to retransmit, and 𝑝 denote the PRR of the node. The
probability of packet loss in one data transmission is 1 − 𝑝.
Broadcasting the data to 𝑥 parent nodes is equivalent to
transmitting the same data 𝑥 times. As long as there is one of
the 𝑥 parent nodes that successfully received the packet this
can be regarded as a successful transmission. The probability
of data transmission in thisway is (1−𝑝)𝑥. And the probability
of packet loss after the retransmission of the same packet𝜎 times is (1 − 𝑝)𝜎. Finally, the probability of packet loss
using the broadcast transmissionmethod and retransmission
is as follows: (1 − 𝑝)𝑥⋅(1+𝜎). So the probability of successful
transmission is as follows: 1 − (1 − 𝑝)𝑥⋅(1+𝜎). Most nodes in𝑇𝑖 have more parent nodes than the min number of parent
nodes in 𝑇𝑖, so 𝜑(𝑖) ≥ 1 − (1 − 𝑝)𝑥⋅(1+𝜎).

In Theorem 10, the calculation of node single-hop reli-
ability needs to know the number of nodes in 𝑇𝑖 and the
number of retransmissions in the worst case, which can be
calculated byTheorems 11 and 12, respectively.

Theorem 11. The node V located in the outermost side of 𝑖th
tier has the smallest coverage area in the (𝑖 − 1)th tier and its
area is
𝑆 = 𝑎2 ⋅ (arccos∠𝐴𝐶𝐵 − sin∠𝐴𝐶𝐵 ⋅ cos∠𝐴𝐶𝐵) + 𝑐2

⋅ (arccos∠𝐶𝐴𝐵 − sin∠𝐶𝐴𝐵 ⋅ cos∠𝐶𝐴𝐵) , (37)

where

cos∠𝐶𝐴𝐵 = 𝑏2 + 𝑐2 − 𝑎2
2𝑏𝑐 ,

cos∠𝐴𝐶𝐵 = 𝑎2 + 𝑏2 − 𝑐2
2𝑎𝑏 ,

cos𝑥2 + sin 𝑥2 = 1,
𝑎 = (𝑖 − 1) 𝑑,
𝑏 = 𝑖𝑑,
𝑐 = 𝑟.

(38)
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Figure 13: The area of the (𝑖 − 1)th tier covered by node V that is
located in the outermost side of the 𝑖th tier.

Proof. As shown in Figure 13, the shadow area can be divided
into two parts: (1) the subtraction between the sector 𝐵𝐴𝐷
and the isosceles triangle 𝐴𝐵𝐷 and (2) the subtraction
between the fan-shaped 𝐵𝐶𝐷 and the isosceles triangle 𝐵𝐶𝐷.

The angles of ∠𝐵𝐶𝐴 and ∠𝐵𝐴𝐶 can be calculated accord-
ing to cosine theorem if the three sides of the triangle𝐴𝐵𝐶 are
known. And the areas of sector𝐵𝐴𝐷 and sector𝐵𝐶𝐷 also can
be gotten according to the sector area formula if the central
angle and radius are known. The area of isosceles triangle𝐴𝐵𝐷 and isosceles triangle 𝐵𝐶𝐷 can be gotten if the angles
of ∠𝐵𝐶𝐴 and ∠𝐵𝐴𝐶 and the length of the sides 𝐴𝐵 and 𝐶𝐵
are known. So, the shadow area is

𝑆 = (𝑆sector−𝐵𝐴𝐷 − 𝑆triangle−𝐵𝐴𝐷)
+ (𝑆sector−𝐵𝐶𝐷 − 𝑆triangle−𝐵𝐶𝐷) .

(39)

Theorem 12. If 𝑥 is the number of its parent nodes, 𝑝 is the
PRR of the node, and 𝜑𝑠 is the single-hop reliability required
by the user and they are known, the minimum number of
retransmissions is

𝜎 = [[[[
log1−𝑝 [(1 − 𝜑𝑠) / (1 − 𝑝)𝑥]

𝑥 ]]]]
. (40)

Proof. According to Theorem 10, the one-hop reliability that
meets the user’s requirements can be expressed as

1 − (1 − 𝑝)𝑥(1+𝜎) ≥ 𝜑𝑠. (41)

Since𝑥,𝑝, and𝜑𝑠 are known, the inequality of the number
of retransmissions can be found by solving inequality (41):

𝜎 ≥ log1−𝑝 [(1 − 𝜑𝑠) / (1 − 𝑝)𝑥]
𝑥 . (42)
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Table 3: Some result values of the example network.

Tier PRR 𝑁min 𝜎 𝜑
1 0.8331104 2 0 0.9721479
2 0.8331104 1 1 0.9721479
3 0.8331104 1 1 0.9721479
4 0.8331104 2 0 0.9721479
5 0.8331104 2 0 0.9721479

Take the minimum integer that satisfies the inequality condi-
tion:

𝜎 = [[[[
log1−𝑝 [(1 − 𝜑𝑠) / (1 − 𝑝)𝑥]

𝑥 ]]]]
. (43)

The number of parent nodes in the worst case can be
calculated by the number of parents using Theorems 11 and
3. The number of retransmissions in the worst case can be
calculated usingTheorem 12. The one-hop reliability of node
in 𝑇𝑖 can be obtained according to Theorem 10. The one-
hop reliability can be calculated by using these variables
above. And the data collection can be calculated according
toTheorem 13.

Theorem 13. The data collection reliability of Data Collection
WSN is

Φ𝑒 ≥
⌈𝑅/𝑑⌉∏
𝑖=1

𝜑 (𝑖) . (44)

Proof. The number of hops that the data packet of node in
outermost tier needs to be transmitted to the sink node is⌈𝑅/𝑑⌉. The one-hop reliability of node in 𝑇𝑖 is 𝜑(𝑖). So, the
reliability that the data sent by the outermost node reach sink
is∏⌈𝑅/𝑑⌉𝑖=1 𝜑(𝑖). And because the data sent by the node located
in the outermost layer is not always in the worst case in every
hop transmission,Φ𝑒 ≥ ∏⌈𝑅/𝑑⌉𝑖=1 𝜑(𝑖).

Table 3: in the example network of this paper, the PRR
of nodes in each tier, the minimum number of parents𝑁min,
the number of retransmissions 𝜎, and single-hop reliability 𝜑
are summarized in Table 3, where the single-hop reliability of
node that the user required is 𝜑𝑠 = 0.9.

According to the data of Table 3 and Theorem 13, we can
obtain the data collection reliability of this example networkΦ𝑒 ≥ 0.86828.
4.6. Data Collection Delay. In the transmission cycle, due
to the existence of data transmission interference, adjacent
nodes can not simultaneously transmit data. We manually
divide each layer into several subsets, and the nodes belong-
ing to the subsets can be simultaneously transmitted, with
each subset transmitted in sequence. As shown in Table 4,𝑁𝑖
denotes the number of nodes in 𝑇𝑖, ℎ𝑖 denotes the number of
subsets that can be transmitted simultaneously in 𝑇𝑖, and 𝑛
denotes the maximum number of nodes in the subset.

Table 4: Subsets that can be transmitted simultaneously.

Tier 𝑁𝑖 ℎ𝑖 𝑛
1 14 14 1
2 43 43 1
3 72 24 3
4 101 21 5
5 130 22 6

Theorem 14. The time that all the nodes in the network need
to complete the data transmission, that is, the time duration of
a transmission cycle called data collection delay, is

𝐷max =
⌈𝑅/𝑑⌉∑
𝑖=1

(ℎ𝑖𝑄
𝑠
𝑖𝑉𝑠 ) . (45)

Proof. Let 𝑄𝑠𝑖 denote the data volume of node in 𝑇𝑖 to send
and 𝑉𝑠 denote the sending rate of node. The sending rate
is equal to receiving rate of node in the network. Because
the time required for the node to aggregate the data during
the transmission and the transmission time of the electrical
signal in the air over short distances are so short that they
can be ignored, we only consider the time it takes for nodes
to receive and send data. In this case, the child node at the(𝑖 + 1)th tier finishes sending data and the parent nodes in
the 𝑖th tier can finish receiving at the same time. Therefore,
the time spent on sending and receiving data to and from the
node can be calculated by the time required for the node to
send the data, and it is 𝑡 = 𝑄𝑠𝑖 /𝑉𝑠. Due to the existence of data
transmission interference, all nodes in 𝑇𝑖 can not transmit
simultaneously and need to be divided into ℎ𝑖 subsets that can
be transmitted simultaneously.Therefore, all nodes in𝑇𝑖 needℎ𝑖 ⋅ 𝑡 slots to complete the transmission.The time required for
all nodes in the network to complete the transmission is

⌈𝑅/𝑑⌉∑
𝑖=1

(ℎ𝑖𝑄
𝑠
𝑖𝑉𝑠 ) . (46)

4.7. Network Lifetime. Network lifetime is defined as the
death time of the first dead node in the network. Therefore,
the lifetime of a network depends on the node with the
highest energy consumption in the network. In the network,
the node that consumes the most energy is the node in𝑇𝑖. In addition, the function will be achieved only after a
complete data transmission. Theorem 15 is given to measure
the network lifetime.

Theorem 15. The maximum number of rounds that can com-
plete a complete transmission before the death of a node with
the largest energy consumption, called the network lifetime, is
expressed as

ℓ = ⌊ 𝐸init𝐸𝑠1 + 𝐸𝑟1 ⌋ . (47)
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Figure 14: Transmission power of nodes under the initial power𝑃𝑠 =1 dBm.

Proof. Let 𝐸init denote the initial energy carried by node
which is the same for each node, and 𝐸𝑠max, 𝐸𝑟max denote the
energy consumption for sending and receiving of node that
consumes the max energy in one cycle. Let 𝐸𝑠1 denote the
energy consumption of node in 𝑇1 for sending data and 𝐸𝑟1
denote the energy consumption of node in 𝑇1 for receiving
data. According to the analysis in Section 4.1, the energy
consumption of the node in 𝑇1 near sink is far greater than
that of the node far from sink.Therefore, the nodes in 𝑇1 will
be the first to die, resulting in the destruction of the network
structure, so that the entire network can not achieve a specific
function, so the network can be seen as death. Because the
majority of energy consumption of sensor nodes is used for
data reception and transmission, the energy consumed by
other functions can be negligible, so 𝐸𝑠max = 𝐸𝑠1 and 𝐸𝑟max =𝐸𝑟1. The network lifetime is the number of rounds that the
node in 𝑇1 can carry out under the initial carrying energy:⌊𝐸init/(𝐸𝑠 + 𝐸𝑟)⌋, where ⌊𝑥⌋ is the largest integer not greater
than 𝑥.
5. Performance Analysis and Comparison

The performance of network is compared in this chapter
before and after applying APRF scheme.The comparison was
done under the receiving power of node 𝑃𝑟 = 1 dBm and the
initial transmission power of 𝑃𝑠 = 1 dBm and 𝑃𝑠 = 0 dBm in
our example network of this paper.

5.1. Transmission Power. After applying the APRF scheme,
the transmission power of each node is adjusted accordingly.
The transmission power changes of nodes at different layers
before and after the APRF scheme are compared in Figures 14
and 15.

Obviously, it can be seen from Figures 14 and 15, after
applying the APRF scheme, the transmission power of the
nodes in all the tiers except the nodes in 𝑇1 has been
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Figure 15: Transmission power of nodes under the initial power𝑃𝑠 =0 dBm.
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Figure 16: The PRR of nodes under the initial power 𝑃𝑠 = 1 dBm.

improved. Due to the power limitation, the nodes are
adjusted to themaximum limited transmission power𝑃𝑠max =10 dBm.

5.2. Data Collection Reliability. After the APRF scheme is
applied, the PRR, single-hop reliability, and data collection
reliability have been significantly improved.ThePRRof node,
single-hop reliability of node, and data collection reliability
are compared separately under the initial power of 𝑃𝑠 =1 dBm and 𝑃𝑠 = 0 dBm.

As can be seen from Figures 16 and 17, after the APRF
scheme is applied, the PRRof nodes in all tiers except𝑇1 reach
over 0.999.
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Figure 17: The PRR of nodes under the initial power 𝑃𝑠 = 0 dBm.
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Figure 18:The single-hop reliability of nodes under the initial power𝑃𝑠 = 1 dBm.

As can be seen from Figure 16, after applying the APRF
scheme, the PRR of the nodes in 𝑇2, 𝑇3, 𝑇4, and 𝑇5 are
increased from 0.83311 to 0.99984, which is 20.01% higher
than that before applying the APRF scheme.

As can be seen from Figure 17, with the APRF scheme,
the PRR of nodes in 𝑇2 increased from 0.67105 to 0.99984,
which was 49.00% higher than that before applying the APRF
scheme.

In Figures 18 and 19, the single-hop reliability of nodes
is compared before and after using APRF under the initial
transmission power of 𝑃𝑠 = 1 dBm and 𝑃𝑠 = 0 dBm,
respectively.

As can be seen from Figure 18, after applying the APRF
scheme, the single-hop reliability of nodes in 𝑇2, 𝑇3 is
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Figure 19:The single-hop reliability of nodes under the initial power𝑃𝑠 = 0 dBm.

improved from 0.97215 to 0.99984, which is 2.85% of increas-
ing rate.The single-hop reliability of nodes in𝑇4,𝑇5 increases
from 0.97215 to 0.99999, which is 2.86% of increasing rate.
The single-hop reliability of nodes is not greatly improved.
The main reason is that before the APRF scheme is applied,
the single-hop reliability of a node has already reached a
high level in order to meet user requirements by using more
retransmission times.

As can be seen from Figure 19, after applying the APRF
scheme, the single-hop reliability of nodes in 𝑇2 has been
improved from 0.96440 to 0.99997 with an improvement
of 3.69%. The single-hop reliability of nodes in 𝑇3 has
been raised from 0.96440 to 0.99999, increase by 3.69%.
The single-hop reliability of node in 𝑇4 and 𝑇5 increased
from 0.98829 to 0.99999, and the improvement was 1.18%.
Obviously, the single-hop reliability improvement of nodes
was still not as large as the case of 𝑃𝑠 = 1 dBm.

For the reliability of data collection Φ𝑒, after APRF
scheme is applied, Φ𝑒 is increased from 0.8682836 to
0.972095599 under𝑃𝑠 = 1 dBm, increase by 11.96%. AndΦ𝑒 is
increased from 0.8977822 under 𝑃𝑠 = 0 dBm to 0.988255517𝑃𝑠 = 0 dBm, increase of 10.08%.

5.3. Transmission Time and Data Collection Delay. The
reduction of node transmission time depends on the reduc-
tion of the volume of data received and transmitted by nodes.
In Figures 20 and 21, the variation of the received data of node
in each tier before and after using APRF is compared under𝑃𝑠 = 1 dBm and 𝑃𝑠 = 0 dBm.

In addition, in Figures 20 and 21, the nodes in 𝑇5 do not
receive data, and the volume of data received by the nodes
in other tiers is increased. In Figure 20, the volume of data
received by nodes in 𝑇1 increased by 20.43%. In Figure 21,
that increased by 16.42%. This is because the increase of
transmitting power of nodemakes the PRR improved.During
the data transmission between nodes, the probability of
packet loss is reduced.
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Figure 20: The data volume that nodes received under the initial
power 𝑃𝑠 = 1 dBm.
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Figure 21: The data volume that nodes received under the initial
power 𝑃𝑠 = 0 dBm.

In Figures 22 and 23, the changes of the volume of
data transmitted before and after using APRF scheme are
compared under 𝑃𝑠 = 1 dBm and 𝑃𝑠 = 0 dBm. There is an
increase in the volume of data transmitted by nodes in 𝑇1, 𝑇4
in Figure 22 and nodes in 𝑇1 in Figure 23. This is because the
nodes in these tiers receive an increased volume of data, and,
because of the nature of Increasing Aggregation functions,
the volume of data to send is also increased after aggregation.
However, the data sent by nodes in 𝑇2, 𝑇3 in Figure 22 and
nodes in 𝑇2, 𝑇3, 𝑇4, and 𝑇5 in Figure 23 have a significant
decrease. This is because the number of retransmissions
reduced after the node Packet Reception Rate is increased, so
that the node to send the volume of data decreases.
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Figure 22: The data volume sent by node under 𝑃𝑠 = 1 dBm.
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Figure 23: The data volume sent by node under 𝑃𝑠 = 0 dBm.

In Figures 24 and 25, the change of transmission time of
nodes in each tier is very similar to the change of transmitted
data. The reduction of transmission time due to the decrease
of retransmission times is much larger than that of some
nodes due to the increase of node Packet Reception Rate
increase. The network data collection delay decreased from
29.32 s to 22.10 s, and the decrease was 24.60% under 𝑃𝑠 =1 dBm.And the network data collection delay decreased from
50.25 s to 29.96 s, decline of 40.37% under 𝑃𝑠 = 0 dBm.

5.4. Energy Consumption and Network Lifetime. As can be
seen in Figures 26 and 27, the energy consumed by nodes
receiving data increases because APRF increases the data
received by nodes at all nodes due to the increase of the PRR
of nodes.
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Figure 24: The transmission time of nodes for sending data under
the initial power 𝑃𝑠 = 1 dBm.
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Figure 25: The transmission time of nodes for sending data under
the initial power 𝑃𝑠 = 0 dBm.

As can be seen in Figures 28 and 29, the energy consumed
by nodes in all tiers receiving data increases, and the nodes
in 𝑇2, 𝑇3, 𝑇4, and 𝑇5 have a very high increase rate. Because
APRF scheme is applied, the transmission power of nodes has
been greatly improved.

As can be seen from Figures 30 and 31, after the APRF
scheme is applied, the energy consumption of nodes in each
tier is improved. This is because the increase of transmission
power enables a corresponding increase in the reception
rate of node. This increases the volume of data sent by
each node to the child node and eventually increases the
energy consumption of the node in the first layer on the
original basis.However, comparedwith the increase of energy
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Figure 26: The energy consumption of nodes for receiving data
under the initial power 𝑃𝑠 = 1 dBm.
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Figure 27: The energy consumption of nodes for receiving data
under the initial power 𝑃𝑠 = 0 dBm.

consumption, the network using APRF scheme shows a
significant improvement in data collection reliability and data
collection delay, especially under 𝑃𝑠 = 0 dBm, with 15.96%
energy consumption increase and 13.77%decrease in lifetime,
in exchange for a 10.08% increase in reliability and a 40.37%
reduction in data collection delay.

6. Conclusion

The limited energy resource of sensor node is one of the
major constraints in wireless sensor networks, so that it
is extremely vital task to design a data collection strategy
for sensor networks that is optimized for data collection
reliability, network lifetime and delay.
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Figure 28:The energy consumption of nodes for sending data under
the initial power 𝑃𝑠 = 1 dBm.
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Figure 29:The energy consumption of nodes for sending data under
the initial power 𝑃𝑠 = 0 dBm.

Although previous studies have proposed the use of
broadcast-based data collection methods to improve the
reliability of data collection for the constant data aggre-
gation model, however, no research has proposed effective
data collection strategies for the more general pattern of
incremental data aggregation, given the concern that the
volume of data that is being broadcasted by the general
growth data aggregation model has increased dramatically.
In this paper, we theoretically analyzed and revealed the
energy consumption characteristics of WSN under the mode
of general Increasing Aggregation under broadcast mode.We
found that the energy consumption of sensor network nodes
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Figure 30: The total energy consumption of nodes under the initial
power 𝑃𝑠 = 1 dBm.
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Figure 31: The total energy consumption of nodes under the initial
power 𝑃𝑠 = 0 dBm.

is still in a good range even in the broadcast data mode under
the Increasing Aggregation mode.

Based on our analysis in this paper, a cross-layer opti-
mizing protocol named Adaptive transmission Power control
based Reliable data Forwarding (APRF) scheme by using
broadcast is proposed to improve the reliability of network
and reduce data collection delay. Different from the previ-
ous methods of collecting broadcast data, the scheme that
adjusts to higher transmission power for a large number
of nodes in energy remaining areas is used in this paper
and nodes in a hotspots area near the sinks node are of
the same transmission power as in the past based on the
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network energy consumption.ThismakesAPRF schemehave
better performance than ever before. The theoretical and
experimental results show that, applyingAPRF scheme under
initial transmission power of 0 dBm, although the lifetime
dropped by 13.77%, delay could be reduced by 40.37% and
network reliability by 10.08% and volume of data arriving at
sink increased by 10.08% compared with retransmission-only
mechanism.
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Among constituents of communication architecture, routing is the most energy squeezing process. In this survey article, we are
targeting an innovative aspect of analysis on routing in wireless sensor network (WSN) that has never been seen in the available
literature before.This article can be a guiding light for new researchers to comprehend theWSN technology, energy aware routing,
and the factors that affect the energy aware routing in WSN. This insight comprehension then makes the ways easy for them in
designing such types of algorithms as well as evaluating the authenticity and extending the existing algorithms of this category,
since algebraic and graphical modelling of these factors is also demonstrated. Various available techniques used by existing routing
algorithms to handle these factors in making themselves energy aware are also given. Further, they are analyzed along with the
suggested improvements for the researchers. At the end, we presented our previously published research work as an example and
case study of discussed factors. A rich list of references is also cited for interested readers to explore the related given points.

1. Introduction to Wireless Sensor Network

A typical node is made up of a mote and a sensor board
along with battery and a memory device. The deployment
of sensor nodes is either in uniform or in random fashion
that is defined by the requirements and the available situation.
Their line of sight communication range is 75 to 100m with
a 1/2 wave dipole antenna in the outdoor environment. This
range is only 20 to 30m with 1/2 wave dipole antenna in the
indoor environment [1]. They support various communica-
tion bands like 433MHz, 869–915MHz, and 2.4GHz with
multiple channels and provide supple solutions for various
applications. The maximum data rate for signal transmission
is 250Kbps but it depends upon the choice of configuration
and the radio. The radios are half-duplex bidirectional. The
Direct Sequence Spread Spectrum (DSSS) secures the data
transmission. The positioning information technique like
GPS-free localization [2], relative localization [3], or absolute
localization [4] is used by the nodes to know about the

transient nodes for communicating its data to far distant
nodes or base station.

The required environmental physical quantity is sensed
by the source node(s) and is disseminated through the
network up-to-the data fusion centre or base station. The
information so obtained can be used in Ethernet-based
networks as well as worldwide by connecting the sink to
the IP-based network [5]. In all of these operations, special
techniques should be employed to tactfully manage the con-
straint resources of wireless sensor network (WSN). Among
these constraint resources, energy conservation is the core
issue. The major energy sources of these miniature sensor
nodes are either energy storage devices like batteries or
energy scavenging devices like vibration or a combination
of both. Solar radiation is the most abundant energy source
and yields around 1mW/mm2 (1 J/day/mm2) in full sun-
light or 1 𝜇W/mm2 under bright indoor illuminations [6].
Vibration has been proposed as an energy source that can
be scavenged. So far as energy consumption is concerned,
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Figure 1: Various applications of WSN.

sensor acquisition can be achieved at 1 nJ per sample, and
modern processors can perform computation as low as
1 nJ per instructions. Current transmission techniques (e.g.,
Bluetooth) consume about 100 nJ per bit for a distance of 10m
to 100m, making communication very expensive compared
to acquisition and processing [6]. Stateless and light-weight
protocols, dynamic power adjustment, and different power
saving modes are excellent candidate solutions to minimize
computation and to save transmitting, receiving, sensing, and
processing power to add more life to WSN in its constraint
resource environment. In wireless sensor network, nodes are
uniformly or stochastically (randomly) deployed in the target
region. Interconnection of nodes in a decentralized fashion
without following any preexisting infrastructure is named as
an ad hoc network.

1.1. Architectural Design. In wireless sensor network, the
scattering of nodes in the target area is to decentralize
the network traffic and balance the computational load,
increasing the network coverage, reliability, and capacity.
This distributed scenario of sensor nodes in the network
helps in avoiding the single point of failure. This distributed
computing paradigm is also enforced with various states of
nodes as a sensor, router, or a gateway. This connectivity
is depicted in the form of a nondirected graph with nodes
as vertices and communication link as edges. The network
nodes establish communication links with each other nodes
in their footprint through the omnidirectional full duplex
antenna. This cooperative interaction among the network
nodes covers the whole network that gives birth to the self-
synchronization, self-organizing, and self-adaptive capabili-
ties of wireless sensor network.

1.2. Real-World Applications. WSN technology that is encap-
sulating such a long list of qualities is now in action with
lots of mind-blowing applications by indulging it in various
fabrics of life.The cradle ofWSN research was first nourished
by Defense Advanced Research Projects Agency (DARPA)
through themilitary applications. It continued to explore this
technology by funding some prominent research projects,
for example, Smart Dust [8] and Network Embedded System
Technology [9]. Some other important real-world applica-
tions/projects of WSN [10] are Wave Monitoring [11], Ocean
Water Monitoring [12], ZebraNet [13], Cattle Herding [14],
and neuRFon [15]. This emerging technology also has its
applications in Habitat Monitoring [16], Traffic Surveillance
[17], Ocean Water and Bed Monitoring [18], Wildlife Moni-
toring [19], Cold ChainMonitoring [20], LandslideDetection
[21], Vital Sign Monitoring [22], Tracking Vehicles [23], and
Living andResidentialMonitoring [24]. A typicalWSNappli-
cation at the border is shown in Figure 1. Another synergistic
mating of the wireless network (for data acquisition) and a
wired network (data distribution) is graphically modelled in
Figure 2.

Underwater sensor network that is typically based on
ultrasound is also a key application of WSN [54]. A list of
various sensor network’s world fame projects with their short
description, related publication, and information link is given
in Table 1. Other latest application based works of WSN are
mentioned in [55, 56].

1.3. Organization of Paper. This manuscript is based on
research work presented in [57]. In this paper, the under
consideration topic is related to network layer for analyzing
the factors that affect most of the energy aware aspect of the
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Table 1: Real-world WSN projects with their short description, related publications, and/or information link.

Project Purpose of project Related publication
and/or information link

Sickbuilding Wireless sensor networks in sick buildings [25]
Sensorscope Sensor networks for environmental monitoring [26–29]

MIT River Hunduras Sensor networks for physical event monitoring: flood prediction in Central
America [30, 31]

PermaSense To use in remote areas with harsh environmental monitoring conditions [32, 33]
Water for a Healthy Country Dairy water use in Australian dairy farms [34]
Airy Notes To monitor environmental condition in Shinjuku Gyoen Garden [35, 36]
Redwood Forest Study of California’s state tree [37, 38]
Volcanoes Monitoring eruptions of active and hazardous volcanoes [39]

Sensor node
attached to
bridge

Data acquisition network
(bridge monitoring)

Wireless
sensors

Base station
transceiver

Data distribution network
(o�cial employees network)

Wireless
sensor network

Internet

WAN level
Public

+ Internet and
other wireless networks

WiFi

Figure 2: Synergistic mating of wireless network (for data acquisition) and wired network (data distribution) [7].
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Table 2: List of hot research topics at different layers in WSN.

Layer Issues References

Physical layer

Frequency selection/carrier frequency generation, data encryption, modulation and
demodulation, channel coding/modelling, signal detection, antenna sensitivity and transceiver
design, wave propagation, spread spectrum communication, packet transmission and
synchronization, channel coding, multiplexing/demultiplexing

[40, 41]

Link/MAC layer
Hidden node problem, congestion control, error control, medium access, radio transmission
power control, link quality estimation, network security, bandwidth utilization, localization and
positioning, time synchronization, scalability, topology control, naming and addressing

[42–44]

Network layer
Route discovery, forwarding node selection, neighbor discovery, reroute discovery, void bridging,
energy conservation, network security, node operational lifetime, energy efficient cluster
designing, throughput improvement

[42, 45–48]

Transport layer
End-to-end retransmission based error control, event-to-sink transport reliability, sink-to-sensor
transport reliability, congestion control, transmission power control, effect of mobility on route
stability

[49, 50]

Application layer Physical topology utilization, query generation and process in different schemes of data
aggregation and data generation in flat or in clustered networks [51–53]

routing process. Section 2 is on background study followed by
Section 3 that is dedicated to routing with many subsections
explaining the above target of this article. A brief discussion
of the article is carried out in Section 4. Conclusion is in
Section 5 and Acknowledgments section is at the end of the
paper.

2. Background Study

This section explains the emerging research areas and energy
aware routing environment inWSN. A detailed note on these
aspects is given in subsequent subsections.

2.1. Emerging Research Areas in Wireless Sensor Networks.
Although WSN has its deep inseparable indulgence in a
variety of applications as are elucidated in previous para-
graphs, yet less computing power, constraint energy, and
limited bandwidth circumscribe it to attract more appli-
cations as well as hiring the existing protocols from its
ancestor: ad hoc and wireless technology. The term ad hoc
network is adopted by IEEE 802.11 subcommittee in the late
nineties. Ad hoc network inherited some of the tribulations
of wireless communication network like unreliable time in-
varying asymmetric channel, improperly defined coverage
boundary, lossy link, and so on. In addition to this, location
awareness, multihop environment, dynamically changing
topology, node, and channel vulnerability issues in ad hoc
network environment have their messy contribution in this
knotted portfolio, to lengthen this tribulations list. So, by the
disparitiesmentioned above, algorithmsdesigned forwireless
networks and ad hoc networks (LAR [58]) are not suitable for
WSN and need customization and improvement. So the sim-
ple wireless protocols cannot be adopted by ad hoc network
without customization due to the above grounds. Similarly,
wireless sensor network also comes up with some differences
from its close ancestor, ANET (ad hoc network) like densely
and randomly deployed nodes, unattended operation for a
long period, and other constraint resources. Also in WSN, in

addition to most of the aforementioned issues, network par-
titioning, localization, calibration, data fusion, aggregation
and dissemination, coverage issues, self-organizing and self-
administration, scalability, load balancing, node clustering,
topology management, end-to-end delay constraint rout-
ing, security and privacy, heterogeneity, and other energy,
memory, power, and bandwidth constraints are the active
challenges. In the closer view, node scheduling, hole problem,
avoiding and coping with void node areas, node failure, and
QoS relating factors are under the great concentration of
researchers [59]. From sensing to receiving at base station
(BS) through communication and processing, the entire
network ingredients, their interaction, and functionalities are
divided into five different layers model that is the hybrid of
OSI seven layers and four layers of TCP/IP layers models
[60]. Each layer has its long list of functionalities and related
issues inviting the researchers to engage themselves to work
on for their better performance leading to the best. Table 2
demonstrates the five working layers of WSN, their related
issues, and the references of key survey articles thereon.
Apart from this five layered architecture, the middle layer or
cross-layer issues also have their distinguished importance
and play a vital role in an efficient network performance.
Each aforementioned layer has its key inseparable role in the
network functionalities ranging fromphysical environmental
sensing to generation of suitable binary bit stream, from
end-to-end link reliability to error detection and correction,
fromnode addressing to packet routing, frommedium access
to safe and secure transmission, from signal generation to
modulation and multiplexing and ultimately dissemination
of transmitted data to the destination through transient node.

2.2. Energy Aware Routing Environment in Wireless Sensor
Networks. Each of these network’s logical ingredients is
interrelated and indispensable for a safe, secure, reliable,
effective, and efficient communication between the inter-
acting nodes of near or far distant networks. All of these
logical ingredients aremeasured and finalized at the node and
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Figure 3: Routing schemes.

utilize its resources. Furthermore, wireless sensor network
is a synergistic mating of wireless communication, sensor,
and network technology. Apart from other inherited issue
from the wireless and ad hoc network as mentioned in the
previous section, induction of ideas inWSN is confined by its
stringent constraint factors of computational power,memory,
and bandwidth. Along with these, node energy is another
limitation in the domain ofWSN.The cause of this pervading
issue is in-general battery operated and unattended deploy-
ment of WS nodes. Also, replenishment of battery is almost
impossible due to inaccessible and far distant deployment of
nodes in most of the applications. Since the node energy is
the most participating factor in the completion of any task
relating to the above issue, any of the presenting solutions
in any aspect of WSN domain considers this very factor
in its idea. Categorizing all the functions performed in/by
WS node comes up with sensing, computation, reception,
and transmission. Energy consumption in the transmission
of a bit to 10m to 100m is equal to energy consumption
in acquisition and computation of 100 bits. Hence, it is
confirmed that transmission is the hungriest function for
energy that is dealt byMAC layer and network layer. AtMAC
layer, transmission is only involved in safe access of medium
while, at the network layer, transmission is the roundabout
of routing process that is the key function of the network
layer. Increased communication distance and bigger packet
size add more energy cost in transmission function. Trans-
mission, computation, and reception are largely involved in
maintaining network table, route discovery, reroute discov-
ery, data collection, broadcasting, forwarding node selection,
and so on. Hence, acknowledging the importance of all other
layer’s functionalities, the role of the network layer is direly
highlighted in data communication process among other four
layers. Given all the above discussion, efforts are put, and
ideas are floated to conserve the precious constraint resource
of energy at this layer throughminimum broadcasting, smart
forwarding node selectionmechanism, stateless path finding,
route maintaining, reroute discovery algorithms, and so on.
Decreasing the transmitted packet size using data fusion and
data aggregation techniques is another effort to conserve the
energy at the network layer. To have a closer look, the key
factors at network layer that affect routing process and must
be considered during the design of routing algorithm are
broadcasting, beacon message exchange, probe messaging,
route discovery, forwarding node selection, reroute discovery,
void bridging strategies, frequent updating of neighbor table,
and routing table. In case of clustered network, key factors

are cluster designing, cluster head selection, cluster head
rotation, cluster redesigning, forwarding CH selection, node
level calculation/processing, and so on. In case of a mobile ad
hoc network, conversing on energy in the above constituents
of routing process becomes more challenging as well as
adding other dynamic factors like considering the dynamic
topology.The routing protocols considering the above factors
ultimately play a vital role in prolonging the network lifetime.
In the subsequent section, wewill present the analysis of these
factors mentioned above in detail.

3. Analysis of Factors Affecting the Energy
Aware Routing Function of Network Layer

In this section, the key factors among the points above in the
previous section are briefly explained along with graphical
representation for the better comprehension.

3.1. Broadcasting. Broadcasting is the process of commu-
nicating the message to the nodes in footprint in one
transmission. It means that the transmission of a node, 𝑁𝑖,
is received by all the nodes,𝑁𝑗, in the radio range of 𝑖th node
(𝑟𝑖). It can be represented as |𝐷(𝑁𝑖 −𝑁𝑗)| ≤ 𝑟𝑖 ∀𝑗 Where 𝑗 =
1, 2, . . . , 6. The neighborhood range can be increased or
decreasedwith dynamic power adjustment, that is, increasing
or decreasing the communication power. It can be translated
as the number of neighborhood nodes is the increasing func-
tion of transmission power. Although in wireless networks
this categorization of routing schemes as broadcast, unicast,
multicast, or any cast is set at the recipient level with respect
to its targeted listeners, yet all the neighbors receive the
transmission under the promiscuous receive mode, so always
broadcast but decoding of the packet is only done by the
node(s)whose address(es) is/are encapsulated in the packet at
the recipient field.Thismakes the transmission broadcast (for
all recipients), unicast (only one among recipients), multicast
(as specific group among recipients), and any cast (any one
frommentioned group among the packet recipients). Figure 3
depicts aforementioned routing schemes [61].

In most of the jobs during the routing process, the need
arises to collect the neighbor information to know the nodes’
status (alive or dead), to communicate nodes’ parameters
(energy, memory, and nodes’ id), and so on through probe
messages (an empty message to simply see whether the
destination actually exists). In computer networks, Ping is
a common utility that is used for sending such a probe or
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beacon message. Piggybacking is a very common technique
for updating the neighbor node about node status or query
some neighbor node by exploiting the control packet. This
can also be broadcast, unicast, multicast, or any cast. Due
to these reasons of “always broadcast nature” of messaging
in wireless communication, broadcasting/beacon messages
are being discouraged unless direly needed. These not only
create congestion and increase end-to-end delay, to affect
the routing and hence network efficiency, but also consume
too much energy in receiving, demodulating, decapsulating,
processing, encapsulating, modulating, and transmission
processes.

Although broadcasting is the severe rivalry of energy
aware routing, it is the vital part of most of the routing
features like cluster formation, cluster head election, cluster
head rotation, path establishment, forwarding node selection,
setting up a neighbor table and routing table, path main-
tenance, and so on. Due to its core importance in these
functionalities, ideas are floated, and solutions are proposed
to minimize message broadcasting [62] and beacon message
exchange [63]. A routing algorithmwithminimumbroadcast
in the stringent constraint energy factor environment is
appreciated in the research community. The straightforward
approach of the broadcast to establish the route is blind
flooding [64], in which each node is obligated to rebroadcast
the packet whenever it receives a packet for the first time.
Blind flooding generates many redundant transmissions.
These redundant transmissions may cause a serious problem,
referred to as the broadcast storm problem [65], in which
redundant packets cause communication congestion and
contention. A common approach for the remedy of broadcast
storm problem is packet sequencing. When a node has
packets to broadcast in the network, the broadcast protocol
should route these packets to all nodes in the network with
little overhead, latency, and consumed energy.

Graphical representation of this process is given in
Figure 4.

3.2. Forwarding Node Selection. The node that makes way
for a node to communicate its packet to other nodes in

a network or the base station is called forwarding node
and the process of finding such node is referred to as
forwarding node selection. According to Wu and Lou [66],
in a broadcast process, the source and a subset of nodes
form a flooded tree such that any other node in the network
is adjacent to a node in the tree. Nodes on the tree are
called forward nodes and form a connected dominating set
(CDS). Forwarding node is/must be in the footprint of the
current node. Forwarding node selection is the key step in
route discovery, reroute discovery, and void bridging. For
these to complete, the efficiency of any routing protocol
depends mostly on the selection of a node that may lead
its data to the destination. In case of clustered network
architecture, forwarding node for a cluster member (CM)
node can be cluster head (CH) or other CM nodes and then
the CH depending upon the communication scenario. The
selection parameter can be energy, distance to destination
(BS), nodal density (node degree), feasible position, time to
reach to BS, hop count to BS, or the combination of these.
So, a sensible decision for selecting a most suitable node for
forwarding themessage/data to the targeted destination node
matters a lot in the success of any routing application. Its
importance gets more priority when there is a concern of
real-time application. Given all its importance, an effective
and accurate forwarding node selection is given the proper
resources and special concentration that ultimately results
in more energy consumption and hence making the routing
protocol less energy efficient. The selection parameters for
forwarding node vary with the intended application, but in
all cases, energy conservation is/should be considered, since
energy is the stringent constraint factor in wireless sensor
network. Moreover, a better tradeoff is also required among
the competing selection parameters [67]. For example, in
real-time application energy, time and distance to destination
(BS) are the competing factors [68]. Wu and Lou have
contributed their rich article in the literature [66].This article
targets the combined effect of broadcasting and forwarding
node in designing the protocols for networks with scarce
resources. The ad hoc and wireless sensor network can be
the examples of such networks. The taxonomy of broadcast
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Figure 5: Forwarding node selection process/route discovery process.

routing protocols and nature of algorithms is also given in
the article.

There is a node “𝑀” in the deployed network. All the
nodes (𝑁𝑗) which are in the foot print (𝑟𝑚) of node (“𝑀”)
are assumed to constitute the forwarding candidate neighbor
set (FS). If the distance to base station 𝐷(𝐵𝑆) is the selection
criteria for forwarding node then the node (𝑁𝑗) which has
the least distance to base station will be the most favorite for
being selected as forwarding a node. It can also be represented
as follows:
𝐷 (𝑀 −𝑁𝑗)

 ≤ 𝑟𝑚 ∀𝑗 Where 𝑗 = 1, 2, . . . , 6
𝐷 (𝑁𝑗 − 𝐵𝑆)

 ≤
𝐷 (𝑁𝑘 − 𝐵𝑆)



∀𝑘 Where 𝑘 = 1, 2, . . . , 6, 𝑗 ̸= 𝑘.

(1)

Figure 5 demonstrates this process graphically.

3.3. Route Discovery. The ultimate purpose of any rout-
ing protocol in wireless sensor networks is to bring the
sensed/generated data from the source node to the sink node.
In some cases, usually in the small flat network, this data is
directly sent to the BS so no case of route discovery at all. If we
consider this scenario in the cluster-based architecture, the
sensed data is communicated either directly [69] or through
multihop to the CH [70] which is further sent either directly
to the BS [71] or through multihop [69]. In the other case
that is most prevailing in large-scale flat and cluster-based
WSNs due to the limitation of communication range of the
node, the data is transmitted from a source to sink through

transient nodes (forwarding node). The better selections of
these transient nodes accumulate to a better route to the
base station. Less energy consumption, minimum end-to-
end delay, minimum path length (hop count or distance),
less number of transient nodes, better value for performance
metric calculation, or combination of these are the common
characteristics of a favorable and effective route [72–74].
Precedence level of these characteristics varies with targeted
application. Some can be compromised at the cost of others.
As an example, in a real-time application, the end-to-end
delay has the highest precedence, and it must be achieved
even with the cost of energy. In the competing factors,
tradeoff should be set at some breakeven point. For example,
among the three paths, 𝑃1, 𝑃2, and 𝑃3, from source node 𝑆𝑜
to the destination node 𝐷𝑜, 𝑃1 has less number of transient
nodes (𝑇𝑛) but it is lengthy (𝑃𝐿). 𝑃2 has some transient nodes
with lesser length from source 𝑆𝑜 to the destination 𝐷𝑜 as
compared to 𝑃1. 𝑃3 has some transient nodes and path length
that is an average of both paths 𝑃1 and path 𝑃2; that is,
𝑇𝑛(𝑃1) < 𝑇𝑛(𝑃3) < 𝑇𝑛(𝑃2) and 𝑃𝐿(𝑃2) < 𝑃𝐿(𝑃3) < 𝑃𝐿(𝑃1).

Hence, Path 𝑃3 has the characteristics that are at the
tradeoff point. So, it should be selected to route the data.
The route discovery process is modelled in the same way as
that of forwarding node selection. Figure 5 demonstrates this
process graphically.

3.4. Reroute Discovery. An extension of route discovery
process is reroute discovery. Death or malfunctioning of
nodes may result in breaking of the established path and
may lead to network partitioning. So the need arises to
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discover the new path. This path setting up phase that is
initiated due to the breaking of the established path is called
reroute discovery. This process is almost same as that of
route discovery that has been discussed in very previous
subsection just with a difference of initiating cause.Moreover,
forwarding node selection is also an inseparable part of route
discovery process. Death of node can be identified by the
following methods:

(1) If, for a specific period “𝑡”, no reply of query packet is
received from the relay node/forwarding node, then
it is assumed that there is no more existence of this
node.

(2) If for a specific period “𝑡” transmission acknowledg-
ment from the destined node is not received, then it
is considered dead.

(3) In an established path, if the expected message is not
received from the specific node for a defined time and
defined repeated requests, then the node is considered
being either trapped or dead.

So in such situations, reroute discovery process is initiated to
reestablish the disconnected path. This rout failure remedy is
more frequently needed inmobile ad hoc network (MANET)
[75] as compared to static ad hoc network [74].

There is a node “𝑀” in the deployed network. All the
nodes (𝑁𝑗) which are in the foot print (𝑟𝑚) of node (“𝑀”)
are assumed to constitute the forwarding candidate neighbor
set (FS). If the distance to base station 𝐷(𝐵𝑆) is the selection
criteria for forwarding node, then the node (𝑁𝑗) which has

the least distance to base station will be the most favorite for
being selected as forwarding node except 𝑁2 that is already
dead and due to which the reroute discovery process is
initiated. It can also be represented as follows:
𝐷 (𝑀 −𝑁𝑗)

 ≤ 𝑟𝑚 ∀𝑗 Where 𝑗 = 1, 2, . . . , 6
𝐷 (𝑁𝑗 − 𝐵𝑆)

 ≤
𝐷 (𝑁𝑘 − 𝐵𝑆)



∀𝑘 but 𝑗 ̸= 2 Where 𝑘 = 1, 3, 4, 5, 6, 𝑗 ̸= 𝑘.

(2)

Figure 6 demonstrates this process graphically.
A special case of reroute discovery arises:

(i) When the established path is disconnected due to the
death of forwarding node.

(ii) When, among the neighboring nodes, distance to the
destination is more than the current node’s distance
to destination.

Then it creates a gap called void and may result in network
partitioning (a scenario where a network is divided into two
or more than two parts, those ever were one part). Finding a
route to fill this gap is called a void bridging. Moreover, voids
are also formed due to the random deployment of the nodes
which raises the aforementioned second issue. In Figure 7
the forwarding node “2” in the path from node “𝑀” to sink
has gone dead that was the only node in the forwarding
candidate neighbor set (FS) of node “𝑀.” So, node “𝑀” is
stuck since it has no neighbor that is so close to be selected
as the forwarding node because its FS is empty. Hence, no
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data can be positively progressed to the sink at this node. To
bypass this situation (void), packet is forwarded in a negative
progression using the local minimum phenomenon [76]. Let
node “3” in Figure 7 be selected; even it is away from sink
and not from the FS to lead the packet towards sink. So, the
appropriate void handling approach is important in both flat
and clustered network to save the node’s resources (energy,
computation) as well as the communication or packet to be
lost. Such behavior is direly discouraged in the time-critical
applications since network mission can be severely affected
by the loss of some captured information [77]. This can be
bridged by right-hand rule [78] or by backtracking the path
and find the route to the destination by linking with some
other established path [79] or by establishing a completely
new path. The same process is followed to established new
route as is for route discovery or reroute discovery. In such
scenarios, multipath to the destination is a feasible technique.
However, it has its disadvantages due to multipath finding
and managing. Although the route found in such a way of
backtracking is lengthy and can be infeasible, yet it saves the
data to be lost continually and the network from partition-
ing.

3.5. Neighbor Table. The nodes those come within the foot-
print of node “𝑀” are considered its neighbors and the format
in which and where information of these neighboring nodes
is kept in the node “𝑀” is called neighbor table. Its size is
increasing function of number of neighboring nodes which
is further directly proportional to the transmission power
[80]. In the dense network (where the number of nodes per
unit area is more than usual or in other words where the
distance between nodes is far less than usual), its size is bigger
as compared to the sparse network [81] (where the number
of nodes per unit area is less than usual or in other words
where the distance between nodes is far more than usual).
In memory constraint environment, such as that of WSN,
keeping the information of all the neighbor nodes is a bit
challenging task especially when the deployment is dense. So,
different strategies are adopted as given as follows:

(1) A threshold value of the parameter (energy, memory,
node density, workload, queue size, etc.) is defined,
and the neighboring nodes whose values meet that
defined threshold criteria are kept in the neighbor
table [72].
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(2) Among all the nodes in the neighbor that have the
redundant data, only one node’s information is added
in the neighbor table [82].

Many routing algorithms need a neighbor table of the current
node [72] and the neighboring nodes to start functionality
or to complete their task. Adapting the same strategies help
in energy conservation during communication due to less
size. This requires a neighbor table (i) to be updated, (ii)
to be communicated, and (iii) to be stored, in one case
or the other. Each of these three requirements has their
separate challenges to be satisfied and have their optimistic
or pessimistic contribution in different algorithms designed
for various applications.

Moreover these three functions directly or indirectly
may result in (i) network congestion, (ii) increased packet
drop ratio, (iii) increased end-to-end delay, (iv) increased
packet size, (v) increased computation, and (vi) decreased
throughput and the most important are (vii) more energy
consumption and (viii) decreased network lifetime. So, the
well-planned algorithm in this context is indispensable for
successful energy aware routing protocol for wireless sensor
network.

There is a node “𝑀” in the deployed network and a
neighbor table “𝑌” at node “𝑀” which contains all the nodes
whose distance is less than the radio range of node “𝑀.” So
in Figure 8 neighbor table contains the information of node
id (𝑁𝑗id) and node’s distance (𝑁𝑗Dist) from node “𝑀.”This can
be represented as follows:

∃𝑀∃𝑌
𝑀 = Node, 𝑌 = Neighbors of 𝑀 in neighbor table

At (𝑀 : 𝑌) Λ 𝑁𝑗 ∈ 𝑌,
𝐷 (𝑀 −𝑁𝑗)

 ≤ 𝑟

∀𝑗 Where 𝑗 = 1, 3, 6, 13, 𝑁𝑗 ∋ (𝑁𝑗id , 𝑁𝑗Dist) .
(3)

3.6. Routing Table. The constituent nodes that assist a packet
to direct to the destination node(s) make the route, and those
constituent nodes of those routing paths are called the route
nodes. The table that keeps track of those route/path nodes
in a specific format from current nodes to the destination
nodes (sink node/BS) is called the routing table. The table
may contain various attributes of route nodes from node id,
node energy level, congestion rate, packet drop ratio,memory
and distance from sink depending on the routing algorithm,
target application, or decision requirements [83]. In some
of the cases, routing table needs to be communicated, but
its regular update is necessary in almost all cases. Memory
constraint is also a factor that is to consider in managing
this aspect of routing. These all have their strong impact
not only on the efficient routing positively but also on its
energy consumption aspect negatively.This severity becomes
more intense in case of a large-scale network. Hence big
routing table squeezes more network energy along with
pessimistically affecting other network parameters. Since the
cluster-based network is more organized than flat based
sensor network, establishing and maintaining the updated
routing table in the clustered network are comparatively
less costly than in flat networks. Due to these very reasons,
exchange of routing table is not appreciated to be included
in routing algorithm unless direly needed in special case of
routing which is affiliated to the requirements of routing
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algorithm or underlying application. Introducing the routing
table is more common in the static wireless sensor network
(SWSN) as compared to mobile wireless sensor network
(MWSN). Its management is a big challenging task and in
some cases almost impossible as in the scenario with high
mobility of nodes. Routing table designing strategies, its
requirements, and its challenges are almost same as that of
the neighbor table mentioned previously in the same section
with some tailoring effects.

Let, in a network of “𝑛” nodes, 𝑋 and 𝑌 be the sources
and destination nodes and 𝑖 and 𝑗 be intermediate nodes
with node ids 7, 25, 12, and 14, respectively. Routing table “𝑅”
at node “𝑋” has the information of complete path “𝑃” that
is comprised of links (→) from source node to destination
node passing through the intermediate nodes in such a ways
that each next node, say “𝑖,” is in the radio range “𝑟” of
the previous node, say “𝑋.” This is represented as |𝐷(𝑋 −
𝑖)| ≤ 𝑟. A simple representation of this scenario is given as
follows:

∃𝑋, ∃𝑋, ∃𝑅
𝑋 = Source Node, 𝑌 = Destination Node, 𝑅 = Routing Table.

(4)

At (𝑋 : 𝑅),

∃𝑖∃𝑗 𝑖, 𝑗 = Intermediate Nodes, (5)

where |𝐷(𝑋−𝐵𝑆)| < |𝐷(𝑖−𝐵𝑆)| < |𝐷(𝑗−𝐵𝑆)| < |𝐷(𝑌−𝐵𝑆)|.

Moreover, 𝐿1 = 𝑋 → 𝑖, 𝐿2 = 𝑖 → 𝑗, 𝐿3 = 𝑗 → 𝑌

𝑅 = 𝐿1 + 𝐿2 + 𝐿3,

|𝐷 (𝑋 − 𝑖)| ≤ 𝑟𝑋,
𝐷 (𝑖 − 𝑗) ≤ 𝑟𝑖,
𝐷 (𝑗 − 𝑌) ≤ 𝑟𝑗.

(6)

The same is depicted in Figure 9.

3.7. Network Clustering. Clustering is the function of group-
ing nodes in a centralized way. The nodes should be
autonomous where one node is treated as head and other
nodes are treated asmembers.Thegroup is named as a cluster.
The nominated head is called cluster head (CH) and other
nodes in the role of members are called cluster members
(CM). The node that is not yet a part of any cluster will
be called undecided node. The CH gets the data that was
being sensed by sensors and sent via CMs. It then aggregates
and forwards this data to other CHs. This can be sent to
base station directly (direct-hop) or through some temporary
node or gateway node (multihop). Thus the nodes are being
assigned various roles in a clustered network architecture. In
Figure 10 all possible states of a node during its lifetime are
being shown depending upon the clustering algorithm. In the
figure the underlined states are considered the part of every
clustering algorithm.
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The process of routing is divided into two categories.
One is intracluster and other is intercluster data transmission.
The intracluster means that the data transmission will be
within cluster that depicts that it will be from cluster member
node to cluster head. The intercluster means that the data
transmission will be between clusters that depicts that it will
be from CH from one cluster to the CH from other cluster.
This data transmission method enables us to save significant
energy. The nodes in the network who have the same config-
uration parameters, that is, energy, power, computation, and
memory, are called homogenous nodes. The nodes who have
different configuration parameters are called heterogeneous
nodes. When a clustered network is designed the first step is
the selection of CH, that is, designating a node as a cluster

head in the deployed network. The last step is the received
data from deployed nodes in the process of establishing the
route for communication [69]. Figure 11 elaborates the phases
involved in the composition of the clustered network.

The clustered network in the architectural setup has
self-support in the preservation of energy. In this type of
network an appropriately positioned cluster head that works
as gateway and high energy shows a key role in the solution
of said purpose [84]. The architecture of clustered network
due to its ease of route discovery, data aggregation, fault
tolerance, and end-to-end delay is considered as the most
energy efficient [85]. The clustered network architecture is
proved to be energy aware routing but there is a need
to make it better in energy consumption especially in the
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Figure 12: Complete scenario of clustered network architecture.

process of cluster designing. There are two methods for
the selection of CH and its members. One is the cen-
tralized decision made at the base station that is called
centralized cluster designing [86]. The other is distributed
decision that is made after exchanging information among
neighboring nodes till CH and its members are selected
which is called distributed cluster designing [87]. Both these
techniques radically create a mess in energy consumption

because of excessive broadcasting especially in large network.
It is also due to consistently exchanging messages till the
final decision. Thus a hybrid approach exploits the benefits
of centralized and distributed cluster designing method-
ologies and rules out the drawbacks of these techniques.
Figure 12 shows the important elements and processes of
a clustered network architecture in wireless sensor net-
work.
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Table 3: Simulation parameter description.

Parameter Description
Routing protocols EADUC, MCDA, E-MCDA (proposed)
Simulation area 500m × 500m and 1000m × 1000m
Simulator NS 2.31
Data rate 4 packets/sec
TCP/IP layer Network layer
Node-to-node distance Random
Node type Homogenous
Number of nodes 500
Propagation model Two-ray ground
Initial energy of node 3 joules

0

5

10

15

20

25

30

N
um

be
r o

f c
lu

ste
rs

MCDA EADUCE-MCDA
Competing algorithms

Figure 13: Number of designed clusters during cluster formation.

4. Discussion and Analysis

We can conclude from the aforesaid discussion that, in
the communication process, the functionalities of network
layer are of core importance. In this process, the network
performance can be improved with energy aware routing.
This comes up with increased network lifetime. Flat network
architecture and clustered network architecture are twomain
types of network architecture. These types are based on
dissemination of sensed data from source to destination.
A sensor network is comprised of hundreds to thousands
of nodes that communicate with each other and with base
station as well. During exchange of data and information,
much energy is consumed with additive issue of intolera-
ble faults and unbalanced load. Flat architecture does not
support any conservation of energy by its setup due to
undistinguished role among the nodes. In case of clustered
architecture, one node is designated as cluster head, and other
as member nodes to form a cluster. CH acquires the sensed
data from the cluster member nodes. Next is to aggregate
this collected data and forward it to other CHs directly or
through multihop or directly to the BS. The routing within
the cluster is called intracluster routing, while between the
clusters it is named as intercluster. This data communication
style leads to significant energy saving.The clustered network
is considered to be the most energy efficient architecture due
to shortest possible end-to-end delay, ease of route discovery,
data aggregation, and fault tolerance nature.

We proposed an energy efficient routing scheme for
the multilayer design of wireless sensor networks. It has
three major phases, namely, cluster designing, cluster head
rotation, and energy aware routing. The first phase has three
key constituents: (a) time slot allocation, (b) cluster head
selection, and (c) near equal size clusters. Two major outputs
in the form of “Multilayer Cluster Designing Algorithm”
(MCDA) [48] and “Extended-Multilayer Cluster Designing
Algorithm” (E-MCDA) [88] give a detailed working of this
phase. MCDA is the initial version while E-MCDA is the
extended version as its name implies. Table 3 shows the
simulation parameters taken during our experimentations
[88].

Some of the results as an example are given in Figures
13, 14, 15, and 16. They show the comparative performance of
proposed schemes, that is, E-MCDA and MCDA with each
other andwith another scheme, an Energy Aware Distributed
Unequal Clustering Protocol for Wireless Sensor Networks
(EADUC) [89]. Detailed results and comprehensive discus-
sion thereon are available in the articles at [48, 88].

In continuation to it, for the second and third phases, that
is, cluster head rotation and energy aware routing respective,
a scheme called Energy Efficient Strategy for Throughput
Improvement in Wireless Sensor Networks (EAR4MCDA)
was proposed [90]. This all comes up with the output of
network lifetime improvement. Figure 17 shows the phases of
three constituents of the proposed scheme.
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Figure 16: Total energy consumption during cluster formation process.

Figures 18, 19, 20, 21, 22, and 23 are giving the comparative
performance of proposed scheme, EAR4MCDAwithThresh-
old Based Load Balancing Protocol for Energy Efficient
Routing inWSN (TLPER) [91] and EADUC. Detailed results
and a comprehensive discussion thereon are given in the
article at [90].

As a concluded depiction of the results from the effect of
the proposed scheme on overall network lifetime improve-
ment, it is shown in Figure 24.

5. Conclusion

Wireless sensor network technology has woven itself into
diverse fabric of applications due to its capabilities for
involvement in multidisciplinary research and its nourishing
from a well-renowned group of researchers and organiza-
tions. Digging its multifacet capabilities for efficient per-
formance has also unfolded variety of issues as it is a by-
product, and hence it has a long list of hot issues to attract
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Figure 18: Energy consumption in forwarding node selection.
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Figure 19: Energy consumption during cluster head rotation.

researchers’ mind to fix those as is elucidated in Table 2.
Its small size is also an appealing reason for its emergence,
but it comes with memory, computation, and, the most
important, energy constraints. Sensing, transmitting, and
receiving are the most energy squeezing acts in the processes

of sensor nodes amongwhich transmission is themost energy
draining act. These constitute a routing phenomenon to
communicate or relaying the sensed data destined to a certain
destination. Since the communication is wireless and mostly
the deployment of nodes is random, for a well-structured
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Figure 20: Energy consumption against achieved throughput.
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Figure 21: Network throughput.
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Figure 22: End-to-end packet delivery time.

and energy efficient communication, various techniques and
algorithms are devised and varied styles of their tuning for
optimization are presented in the literature. A well-planned
survey of this technique and algorithms with the name of
factors affecting the energy aware routing is presented along
with their “state-of-the-art” improvement in the literature.
If one can have a kick start from this article in routing in
WSN, then others can propose comprehensive solution one
step ahead of current research on this topicmaking this article

as a good base. These highlighted energy aware factors could
be used and exploited in various applications related to the
Internet of Things like [92, 93].
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Machine learning approaches have been widely used to tackle the problem of sensor array drift in E-Nose systems. However,
labeled data are rare in practice, which makes supervised learning methods hard to be applied. Meanwhile, current solutions
require updating the analytical model in an offline manner, which hampers their uses for online scenarios. In this paper, we
extended Target Domain Adaptation Extreme Learning Machine (DAELM T) to achieve high accuracy with less labeled samples
by proposing a Weighted Domain Transfer Extreme Learning Machine, which uses clustering information as prior knowledge to
help select proper labeled samples and calculate sensitive matrix for weighted learning. Furthermore, we converted DAELM T
and the proposed method into their online learning versions under which scenario the labeled data are selected beforehand.
Experimental results show that, for batch learning version, the proposed method uses around 20% less labeled samples while
achieving approximately equivalent or better accuracy. As for the online versions, themethodsmaintain almost the same accuracies
as their offline counterparts do, but the time cost remains around a constant value while that of offline versions grows with the
number of samples.

1. Introduction

Thewide spread of wireless sensor environment has provided
abundant sources to help improve the convenience and
prosperity of human life. Accordingly, the researches have
shifted from original construction and routing problems [1–
3] to more specific sensory data processing and analyzing
tasks [4–6]. With the fast development of sensor technology,
E-Nose systems comprised of gas sensor arrays have been
widely used in air qualitymonitors, security check points, and
other gas compound identification scenarios. Such devices
rely on the direct or indirect reactions between theirmaterials
and gas compounds. Taking metal-oxide sensor array as an
example, the one that uses chemiresistors will have different
electroconductivities when exposed to diverse gases [7].
Partly due to the mechanism of gas sensors, the detection of
such reaction may degrade after some time or be exposed in
the compound for too long.The phenomenon is called sensor

drift, which could hinder the performance of not only sensors
themselves, but also the pattern recognition techniques used
to determine the compounds. Therefore, an effective way of
dealing with the problem is essential for industries.

The cause of drift owes to two sources: the first-order
drift, which is due to the interaction process such as long
exposure in gas, sensor aging, or poisoning, and the second-
order drift, which arises in the experimental setting or system
noises [8–11]. Currently, researchers have been trying to
solve the problem in several different aspects, and various
drift compensation or calibration techniques have been
proposed to relieve the problem. Proper choosing of gas
sensors that have slow degradation was the first choice of
building E-Nose system [12, 13]. With the improvements
of materials technologies, durable sensor materials and the
proper selection methods have then occurred [7, 14–17].
However, these two types of approaches rely on the resilience
of materials or sensor individual differences, which do not
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tackle the degradation directly and have their limits. Another
alternative is to improve postprocessing techniques so that
the model continues to work after the degradation happens.

In the postprocessing of the sensor readings, techniques
that can track the patterns are suitable for classifying gases
when drift occurs. In the process, sensor readings are first
preprocessed into multifeatures reflecting different aspects of
the readings. Taking the data used in the paper, for example,
discrete readings 𝑋[𝑘] from a single sensor along time are
transformed into a 6-dimensional feature vector𝑋 reflecting
the steady-state, absorption, and desorption responses. The
pattern refers to the distribution of specific gas labeled in the
feature space, that is, 𝑃(𝑋 | 𝑌), where 𝑌 is the label and 𝑋
is a 𝑛-dimensional feature. The analytical model, which takes𝑋 as input, will output the probability of 𝑋 belonging to a
certain label 𝑌. Ideally, the probability of 𝑋 belonging to its
correct label is 1 and 0 for other labels. In the circumstance of
drift, the distributions before and after the drift are different;
that is, 𝑃(𝑋before drift | 𝑌) ̸= 𝑃(𝑋after drift | 𝑌). In this case,
the analytical model that works perfectly before drift is no
longer reliable. With current research work in sensor drift
compensation, it is commonly accepted that the drift is a slow
process and can be compensated by tracking the changes of
the sensor readings. Therefore, a detection mechanism based
on the features in the postprocessing that can adapt to the
distribution changes is required. Ideally, we wish to obtain a
mechanism, in which the distributions of specific gas before
and after drift are the same; that is, 𝑃(𝑋before drift | 𝑌) =𝑃(𝑋after drift | 𝑌).

From the perspective of model learning, sensor drift
problem can be viewed as concept drift in which the distribu-
tion of gas labels in the feature space changes over time. In the
past few decades, some researchers chose to gather different
classification models to build a robust one that could resist
the drift to some extent [10, 19, 20], while others attempt to
map the unknown response to a proper tuned model [21, 22].
Although the two types of models can somehow alleviate the
effect of sensor drift, ensemble based method may require
proper choosing of the subclassifier, and techniques like
transfer learning-based methods require manual labeling of
some samples in unknown domain. Additionally, few of the
methods considered the imbalanced nature of the samples
when building classifiers. In applications, supervised learning
is mature and accurate in general, while manual labeling pro-
cess is time-consuming. Unsupervised approaches require
no such labors but are less accurate than their supervised
counterparts. To balance between accuracy and time effi-
ciency, more accurate and advanced models with less human
involvement are imperative and promising.

In this paper, we are dedicated to building adaptive
semisupervised models that allow themselves to train and
learn patterns when dataset changes. In particular, we aimed
at two different scenarios, of which the first is an offline
semisupervised learning with a fewmanually labeled samples
and the second is an online semisupervised learning after
labeling samples are selected and unchanged. Our goal is
to provide classification models that use less human efforts
while maintaining the accuracy of gases identification at a
relatively high level. The contributions are threefold.

(i) The samples selected for labeling play key roles in the
models. To help select more representative samples
while increasing no extra human labor, we proposed a
Clustering-Aided Sample Selection (CSS) algorithm.

(ii) The unlabeled samples in DAELM contribute dif-
ferently to the model training because of the distri-
bution imbalances. Therefore, we proposed Weight-
ed Domain Transfer Extreme Learning Machine
(WDTELM), which uses clustering information and
a base classifier’s output to quantify the effects of
unlabeled samples for weighted learning.

(iii) The aforementioned online processing scenario
requires the model to update with the arrival of new
samples. To save time of retraining the model from
scratch, we derived online versions of Target Domain
Adaptation Extreme Learning Machine (DAELM T)
andWDTELM, namely, ODAELM and OWDTELM,
respectively, which allow the classification to begin
with few or none unlabeled samples and update the
model in an online manner.

To evaluate the effectiveness of the proposedmethods, we
conducted different experiments on two aforementioned sce-
narios. The improvements on the accuracy with less labeled
samples verified the feasibility of CSS and the weighted learn-
ing mechanism. In addition, ODAELM and OWDTELM
have also been proved to be able to update themselves in
a time-efficient way and achieve approximately equivalent
overall classification performances, when compared with
their batch learning versions. For distinguishing purpose, we
useDAELM to refer toDAELM T in L. Zhang andD. Zhang’s
work [21] in the following parts of the paper.

The remaining of the paper is organized as follows.
Section 2 provides some preliminaries on drift compensation
and extreme learning machine. Section 3 illustrates the
dataset used in the paper and details the CSS,WDTELM, and
online learning process. Experimental comparisons on the
classification performances have been provided as Section 4.
Discussions on the proposed methods and the conclusions
are drawn in Sections 5 and 6, respectively. For easy under-
standing of the terms in the paper, a list containing frequently
used abbreviations and corresponding full names is given at
the end of the paper.

2. Preliminaries

2.1. Analytical Model for Drift Compensation. Sensor drift is
one of the major obstacles that prevent E-Nose systems from
being effective for long period of their lifetimes. Therefore,
various analytical models have been invented to address the
issue.

Ensemble method is one of the most popular method-
ologies in the field. It uses a group of different classifiers
to classify diverse gas compounds so that the sensor drift
problem can be mitigated [10, 19, 20]. By doing this, the
lifetime of sensor array can be prolonged as well. However,
the learning procedures are supervised and require labeling
the sample first. Moreover, the method and its variants have
assumptions on the gas data, for example, the drift direction
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remains the same for different gases, which are sometimes not
true.

Unsupervised methods such as Sequential Minimal
Optimization- (SMO-) based ones have been proved to be
effective [23, 24]. Nevertheless, thesemethods can sometimes
mistakenly update the pattern by following the wrong ref-
erence class. Component Correction- (CC-) based methods
are said to have good results [25–27]. However, they assume
that the gases behave in a similar way in the drift process,
while the truth is quite the opposite. Drift is a slow process;
therefore adaptive methods can be used for it [28]. In [21],
the authors proposed a domain adaptive ELM using limited
manually labeled samples and semisupervised training pro-
cedure to achieve one of the highest accuracies. However,
the performance drops rapidly when the number of labeled
samples becomes small, and the imbalanced nature of data is
not considered either.

It is worth mentioning that some of the techniques,
although targeting different problems, can also help transfer
themodel fromone dataset to another using transfer learning
[22, 29]. Moreover, instead of detecting and learning the drift
problem directly, some of the researchers have contributed
by detecting sensors with degrading performance so as to
replace them [10, 30, 31]. Although these methods are not
included in the discussion of the paper, they do relief the drift
bymaintaining the performance of E-Nose system at a certain
level.

2.2. Extreme Learning Machine. In general, ELM is a three
layer feed forward neural networkwith fully connected nodes
between layers. Unlike other neural networks, ELM ran-
domizes the connections between input and hidden layers,
while leaving the ones between hidden and output layers
to be tuned. The randomness feature of ELM lightens the
burden of computing the optimal parameters. Together with
the generalized inverse used in the learning process, ELM
has been favored as a rapid learning algorithm with good
generalization ability [32, 33].

Typical ELM with 𝑚 hidden layer nodes can be formu-
lated as (1) where𝐻 is the corresponding hidden layer output
of 𝑛 training samples (see (2)), 𝛽 is the output weight matrix,
and 𝑇 is the target.

𝐻𝛽 = 𝑇, (1)

𝐻

=
[[[[[[
[

𝑔 (𝑎1, 𝑏1, 𝑥1) 𝑔 (𝑎2, 𝑏2, 𝑥1) ⋅ ⋅ ⋅ 𝑔 (𝑎�푚, 𝑏�푚, 𝑥1)
𝑔 (𝑎1, 𝑏1, 𝑥2) 𝑔 (𝑎2, 𝑏2, 𝑥2) ⋅ ⋅ ⋅ 𝑔 (𝑎�푚, 𝑏�푚, 𝑥2)... ... ...
𝑔 (𝑎1, 𝑏1, 𝑥�푛) 𝑔 (𝑎2, 𝑏2, 𝑥�푛) ⋅ ⋅ ⋅ 𝑔 (𝑎�푚, 𝑏�푚, 𝑥�푛)

]]]]]]
]
. (2)

The fast training speed resides in the fact that only 𝛽
needs to be determined. To calculate it, ELM tries to solve
an optimization problem (3). The solution can be given as𝛽 = 𝐻†𝑇 = (𝐻�푇𝐻)−1𝐻�푇𝑇, where 𝐻† is the generalized
inverse of 𝐻, also known as Moore-Penrose generalized
inverse. The good generalization of the method is largely

attributed to the Moore-Penrose generalized inverse which is
used to replace recursive calculation of 𝛽 in traditional neural
network algorithms.

min 𝐻𝛽 − 𝑇2 . (3)

Additionally, to better help the algorithm leverage the
effect of empirical errors and smallest norm of weights, the
optimization problem is modified as (4), where 𝐶 is a preset
parameter or penalty factor.

min 1
2 𝛽2 +

𝐶
2 𝐻𝛽 − 𝑇2 . (4)

For the past decade, there have been a number of
variants of ELM. Incremental ELM (IELM) was proposed to
change the network structure by adding more hidden layer
neurons [34, 35]. Online sequential ELM (OSELM) enables
the network to change its output weight matrix so as to
adapt to the changes in the data [36]. Kernel trick is not
new in machine learning, and the concept was widely used
in Supported Vector Machine (SVM). In ELM, the kernel is
defined as𝐾elm = 𝐻𝐻�푇, and, according to Huang et al.’s work
in [37], it improves the generalization performance. In recent
years, it is also used to speed up the training process [38].

In the past few years, ELM has been regarded as an
effective solution for various applications, like active recogni-
tion [39], speech emotion recognition [40], and medical data
classification [41], to name a few. With the fast developments
in big data and distributed systems, there are also literatures
dedicated to making the algorithm adaptive to large scale
datasets [42] or Map-Reduce framework [43, 44].

3. Semisupervised Methods for Gas Sensor
Drift Compensation

In this section, we first performed a brief analysis on the
dataset used in the paper, and then proposed CSS to improve
the selection of samples for labeling. Subsequently, we aimed
at two application scenarios, namely, offline training and
online training, and proposed online versions for DAELM
andWDTELM, respectively.

3.1. Specification of Dataset. The chemical gas sensor dataset
used in the paper has been published on UCI repository [45].
To properly characterize the features of such data, techniques
that transform the time-continuous raw data into discrete
values are commonly used [46–48]. In this paper, the data
are measurements on the conductivity of metal gas sensors
array’s responses to some gas compounds for continuous
36 months and have been preprocessed using Exponential
Moving Average (EMA). Each sample consists of readings
from a sensor array of 16 metal gas sensors. For one gas
sensor, each sample has 2 steady-state features and 6 dynamic
features. In total, there is a 128-dimension feature space for
the dataset.

Table 1 is a detailed data distribution of six gas compounds
from 10 batches in the dataset. As shown in the table, some of
the batches (e.g., batch (1)) have all the six gas compounds
while some (e.g., batch (3)) have only five. In addition, the
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Table 1: Data distribution [18].

Batch number Months Number of samples
Ethanol Ethylene Ammonia Acetaldehyde Acetone Toluene

(1) 1, 2 83 30 70 98 90 74
(2) 3, 4, 8, 9, 10 100 109 532 334 164 5
(3) 11, 12, 13 216 240 275 490 365 0
(4) 14, 15 12 30 12 43 64 0
(5) 16 20 46 63 40 28 0
(6) 17, 18, 19, 20 110 29 606 574 514 467
(7) 21 360 744 630 662 649 568
(8) 22, 23 40 33 143 30 30 18
(9) 24, 30 100 75 78 55 61 101
(10) 36 600 600 600 600 600 600

number of some gas samples may be 20 times larger than
others (e.g., Toluene and Acetone in batch (2)). Moreover,
the distributions of the samples in their feature space are also
imbalanced.

Figure 1 shows the distributions of 10 batches after
Principal Component Analysis (PCA) [49]. The three axes
represent the first three dimensions after performing PCA
on the dataset. Different colors represent diverse labels.
It can be noted that for some labels, such as the purple,
the samples cover a large area for most batches while for
others, such as the yellow, the samples only expand in small
areas. It can also be seen that the data distributions for the
classes are scarcely alike. However, the relative position of
each class’s distribution stays still. For example, the purple
ones always stay on the right while the navy ones keep
themselves to the left. This phenomenon confirms that using
offline trained model on a single batch is highly unrealistic.
Nevertheless, some knowledge acquired on one batchmay be
applied to other batches and semisupervised learning with
limited representative samples may help in capturing the
differences.

3.2. Clustering-Aided Sample Selection. Due to the fact that
sensor data are of various sources and usually redundant,
a small size of samples can effectively approximate the
distribution of the data with little information loss [50, 51].
These data are called representative data. Therefore, in order
to perform semisupervised learning, a group of represen-
tative samples should be selected for manual labeling. The
selection of the to-be-labeled samples in L. Zhang and D.
Zhang’s paper [21] uses Kennard and Stone (KS) algorithm,
also called SSA in that paper, which is based on Euclidean
distance of the features. The effectiveness of L. Zhang and
D. Zhang’s work confirms that distance-based measurements
can be used to distinguish the samples. However, the method
treats the samples equally during selection, and it might
explain why the method has large degradation when the
number of selected samples is small. To further improve
the performance and include no extra human labor, we are
inspired to use another unsupervised distance-basedmethod
before KS to provide additional information for pruning the
selection process.

To achieve the goal, clustering is the first choice. By
using proper clustering method, we can classify the unla-
beled samples in an unsupervised way without extra human
involvement. If the clustering is accurate enough, the class
information will be provided. Although the exact labels are
still unknown, the difference of samples from diverse classes
is certain.

Following the intuition, we first examined different clus-
tering strategies in classifying the gas sensor data. Although
the following part belongs to the section of performance
evaluation,we place it here for better illustration purpose.The
performance was evaluated by the accuracy of classification.
Even though the clustering method has no concept of clas-
sification accuracy, we can define one here for examination
purpose. In this article, we assume the label of the majority
samples in the cluster is the label of the cluster. Therefore, we
can define the performance of the accuracy on each clustering
method using (5). Numberpos represents the number of
correctly labeled samples and Total Number is the number
of all the samples.

Accuracy = Numberpos
Total Number

. (5)

For each batch of the dataset, we conducted clustering
methods on it and summarized the majority label of the
samples. Consequently, the samples with the same label
in that cluster are considered correctly labeled. In total, 7
built-in hierarchical clustering methods in MATLAB were
used in this evaluation process, that is, unweighted aver-
age distance (Average), furthest distance (Furthest), cen-
troid distance (Centroid), weighted center of mass distance
(Median), shortest distance (Shortest), weighted average
distance (Weighted), and inner square distance (Inner).
The average accuracies for each methods are as follows:
Average: 53.3%; Furthest: 40.8%; Centroid: 52.7%; Median:
51.4%; Shortest: 40.8%; Weighted: 57.7%; and Inner: 69.1%.
Although some methods surpass Inner for specific batches,
for example, Centroid surpasses Inner in batch (2), the excess
part is not significant (around 0.5%), and the method has
terrible performance in other batches. To sum up, Inner is
the ideal choice among the methods in general. We also
conducted the same clustering process using the first 3
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Figure 1: Data distributions for 10 batches without normalization. The three axes represent the first 3 features after PCA transformation.
Labels of the samples are painted in different colors for better observation.

features after PCA on the dataset and the result remains the
same.

Although the clustering performance is relatively good, it
is not applicable in real scenario since we cannot decide the
exact label for each batch without manually labeling all the
samples or at least large amount of samples. Meanwhile, since
the data are unlabeled, we cannot find the majority class to
help determine the label of the cluster either. Fortunately, we
are to solve the problem in a semisupervised way. If we can
select the most representative samples from each cluster, the
problem can be solved to some extent.

In this paper, CSS uses KS on each cluster to select
samples to be labeled. The process can be described as in
Figure 2. The cloud-like items represent different clusters
and the circles in the figure are the selected samples. The
number in the circle represents the sequence of the selection.
The dataset in the figure is divided into four clusters and
the number of selected samples is 5. Different locations in a
cluster represent various values in feature space. In Figure 2,
the left upper and right lower clusters have 3 and 4 samples,
respectively. As for the other two clusters, the samples could
be hundreds, even thousands. As shown in the figure, KS
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Input:𝑘 fl the number of samples selected for each cluster;𝐶 fl the number of clusters;
Output:𝐿𝑎𝑏𝑒𝑙𝑒𝑑 fl the selected samples;𝑈𝑛𝑙𝑎𝑏𝑙𝑒𝑑 fl the unselected samples;
(1) Clustering 𝐶 clusters using inner square distance clustering;
(2) for each cluster do
(3) if the number of samples is less than 𝑘 then
(4) Put all the samples into 𝐿𝑎𝑏𝑒𝑙𝑒𝑑;
(5) else
(6) Calculate the distance between samples in this cluster;
(7) Selected the two samples with the largest distance and put them in 𝐿𝑎𝑏𝑒𝑙𝑒𝑑;
(8) Initialize 𝐹𝑙𝑎𝑔 fl 2;
(9) while 𝐹𝑙𝑎𝑔 < 𝑘 do
(10) Find the nearest distances of the remaining samples to the selected ones;
(11) Choose the one with largest distance and put it in 𝐿𝑎𝑏𝑒𝑙𝑒𝑑;
(12) 𝐹𝑙𝑎𝑔 = 𝐹𝑙𝑎𝑔 + 1;
(13) end while
(14) Put the unselected samples in 𝑈𝑛𝑙𝑎𝑏𝑒𝑙𝑒𝑑;
(15) end if
(16) end for
(17) return 𝐿𝑎𝑏𝑒𝑙𝑒𝑑, 𝑈𝑛𝑙𝑎𝑏𝑒𝑙𝑒𝑑;

Algorithm 1: Clustering-aided sampling.
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22

2 3
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44
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Figure 2: Sample selection in each cluster.

selects the pair with the farthest distance in each cluster, that
is, circles labeled 1 and 2, as labeled samples first. Then the
sample whose nearest distance to the selected samples is the
largest will be selected, that is, circles labeled 3, 4, and 5 in
sequence. The process keeps on until the maximum number
of samples (𝑘) has been selected in each cluster.

Note that it is possible that the number of samples in
some clusters may be less than 5 (see the left upper and right
lower clusters in Figure 2). In this case, we directly choose
all the samples as selected samples.The pseudocode of CSS is
listed in Algorithm 1. For semisupervised learning scenario
described in this paper, the exact or estimated number of
labels should be set first. As for the dataset in this paper,
we set it to 6 for there are 6 different compounds. The
maximum value 𝑘 should be set to be larger than 2 in order
for KS to be effective. Although some batches have less than
6 gas compounds, it does not hinder the effectiveness of the
method for the selected sampleswill be labeled.Moreover, the

weighted process described later ensures that the unlabeled
samples will not be affected by nonexisting label in the batch.

3.3. Weighted Domain Transfer Extreme Learning Machine.
Theobjective is to train a new classifier on the labeled samples
and leverage the effects of the unlabeled ones. In L. Zhang and
D. Zhang’s paper, the unlabeled samples are treated equally
in the function. However, leveraging the effect of unlabeled
sample requires distinguishing the difference of correctly and
incorrectly classified samples. To be more specific, to help
learn a more accurate model, the samples that are being
incorrectly classified should weigh less compared with the
weight of correct ones. If all the samples were treated equally,
the negative effects of the wrongly classified samples would
be amplified which would cause the learning to follow a
wrong pattern and reduce the classification accuracy. This
explains why the accuracy of DAELMdegrades quickly when
the labeled samples are few. In this paper, our proposed
method intends to employ weighted learning to emphasize
the effects of the samples that are less likely to be incorrectly
classified by the base classifier. Therefore, the optimization
problem becomes (6) by incorporating a sensitive matrix𝑤.

min 12 𝛽�푇2 +
𝐶�푡2 𝐻�푇𝛽�푇 − 𝑇�푇2

+ 𝐶�푇�푢2 𝑤 ∘ (𝐻�푇�푢𝛽�푇 − 𝐻�푇�푢𝛽�푆)2 .
(6)

In (6), 𝐻�푇 and 𝐻�푇�푢 are the hidden layer outputs of
the labeled and unlabeled samples, respectively. 𝑇�푇 is the
labels of the labeled samples. 𝐶�푇 and 𝐶�푇�푢 are two preset
parameters for regularization purpose.𝛽�푆 is the outputweight
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Figure 3: Demonstration of determining the effects of different
unlabeled samples.

of ELM trained in source domain (base ELM) and 𝛽�푇 is
the one for target domain classifier to be learned. Note
that the labeled samples are fixed and reliable with their
labels manually examined and determined. For unlabeled
samples, the third term wishes to learn their information
based on the output from a classifier trained from source
domain. However, 𝛽�푆 is not 100% reliable and the labels
could be wrong. Therefore, the learning algorithm should
learn the information of the samples whose labels are most
unlikely to be wrong and ignore the ones that are most
likely to have incorrectly classified labels. In this paper, we
solve the problem in the optimization by adding 𝑤 in the
third term in which the symbol ∘ represents Hadamard
product.

𝑤�푖 = [𝑃1 𝑃2 0 𝑃4 0 0] . (7)

In detail,𝑤 has the same number of rows as𝐻�푇�푢 and each
row represents the probabilities of the sample belonging to
specific labels. For example, let there be 3 labels, namely, 1,
2, and 4, in the cluster which the 𝑖th sample belongs to. The
number of labels in total is 6. Equation (7) is an example of
the 𝑖th row in 𝑤. The values in columns 1, 2, and 4 are the
probabilities of 𝑖th sample belonging to each class, denoted
by 𝑃1, 𝑃2, and 𝑃4. Since there are no more labels in the cluster,
the rest of the columns is 0.

The ideal value of 𝑤 is unknown for semisupervised
scenario for we do not know the exact labels of the unlabeled
samples. However, we can estimate it with the information
we collected from clustering process. In the labeling process,
the selected samples are labeled with certain label(s). It is
deterministic. Considering the fact that, in clustering, the
more closer the distance is, the more likely the samples
share the same label. We can further extend the idea to
the following: the more closer the samples are to certain
labeled sample, the more likely they belong to its labels. The
demonstration of the idea can be viewed in Figure 3. With
the help of CSS, the target domain is split into labeled and
unlabeled sets. The labeled samples are representative and
we assume that the labels of the unlabeled belong to the
ones of the labeled. Meanwhile, we partially trust 𝛽�푆 trained
from the source domain. Therefore, the output using 𝛽�푆, say
label 𝑗, may or may not be true. Note that the representative
samples are chosen based on the distances among samples.
Considering the fact that the real label is one of the labeled
samples, say label 𝑖, under the aforementioned assumption,

the probability of 𝑖 = 𝑗 can be calculated based on the
distance.

In this paper, we use the reciprocal of the distance to
a certain labeled sample as the degree to its label. If more
than one selected sample in a cluster belongs to the same
label, we use the one with smallest distance. The probability
of an unlabeled sample belonging to a given label can be
calculated based on all the degrees to all the labels in the
cluster.

Figure 4 is the example of calculating each value in (7).
There are 3 different labels in the example.The center circle is
the unlabeled sample that requires to be estimated and circles
labeled 1, 2, and 4 are the selected samples with their labels
being the numbers. The lines are the distances between the
unlabeled and the selected samples, tagged by 𝑑�푖, where 𝑖
is the label number. In this process, for a specific unlabeled
samples in one cluster, we assume that it can only belong to
the labels of the selected samples. If more than one selected
sample is of the same label, that is, 1 in the figure, we choose
the smaller or smallest one; that is, 𝑑1 is the smaller one
between 𝑑(1)1 and 𝑑(2)1 . By doing so, we can calculate the
distance of the unlabeled sample to each label, written as
dist(unlabeled, 𝑖), 𝑖 = 1, 2, 4. Subsequently, the probability
of the unlabeled belonging to each label 𝑗 is 𝑃�푗 where 𝑗 ∈{1, 2, 4}. For those labels (3, 5, and 6) that do not appear
in this cluster, we set the probability 𝑃�푘 to 0 where 𝑘 ∈{3, 5, 6}. Eventually, we have each estimated value of (7). The
calculation of probabilities is summarized as (8). In the same
way, we can calculate each row of 𝑤.
𝑃�푗

=
{{{{{{{

(1/𝑑�푗)
(∑�푖=1�푛 1/𝑑�푖) ; if 𝑗 ∈ the labels of selected samples

0; otherwise.
(8)

We call 𝑤 sensitive matrix in this paper, and the
pseudocode of calculating 𝑤 is given in Algorithm 2. For
each cluster generated in the clustering phase, the distances
between unlabeled and labeled samples are calculated within
the cluster. 𝑤 is formed with exact number of labels in the
dataset and each value in a column represent the probability
of an unlabeled sample belonging to a specific label. The
calculation ensures that, for each cluster, the unlabeled
samples only belong to the labels of the labeled ones in the
cluster, whichmakes the probability of belonging to the labels
that are not in the cluster 0, and the sum of each row equals 1.
In CSS, the number of clusters for each batch is set to 6, which
could make the samples belonging to a specific label be split
into two or more clusters. In this case, the sensitive matrix
calculation can still determine the probability that each of
the unlabeled samples belonging to a certain label for the
split cluster will have its representative samples of the same
label.

With the sensitive matrix calculated, we can further train
the classifier in a weighted learning way. To solve (6), we first
calculate the gradient with respect to 𝛽�푇 as (9). Let𝑤∘𝐻�푇�푢 be
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Figure 4: The probability of a sample belonging to a certain label.

Input:𝐿𝑎𝑏𝑒𝑙𝑒𝑑 fl the selected samples in a cluster;𝑈𝑛𝑙𝑎𝑏𝑒𝑙𝑒𝑑 fl the unlabeled samples in a cluster;
Output:𝑊 fl the sensitive matrix samples;
(1) Initialize𝑊 to a zero matrix;
(2) for each samples 𝑆 ∈ 𝐿𝑎𝑏𝑒𝑙𝑒𝑑 do
(3) Find unique labels as 𝐿𝑎𝑏𝑒𝑙𝑠
(4) for each value 𝐿 ∈ 𝐿𝑎𝑏𝑒𝑙𝑠 do
(5) Find the samples with label 𝐿 ∈ 𝐿𝑎𝑏𝑒𝑙𝑒𝑑 as 𝑇𝑒𝑚𝑝𝑆𝑒𝑡;
(6) Calculate the distances between 𝑆 and the samples in 𝑇𝑒𝑚𝑝𝑆𝑒𝑡;
(7) Set 𝑑�푗 to the nearest distance;
(8) Store 1/𝑑�푗 in𝑊;
(9) end for
(10) Replace the value with probability in𝑊 using (8);
(11) end for
(12) return𝑊;

Algorithm 2: Sensitive matrix calculation.

𝐻�푢. We can solve the equation by setting (9) to zero and we
get (10), in which 𝐼 is the identity matrix.

𝛿𝐿
𝛿𝛽�푇
= 𝛽�푇 + 𝐶�푇 (𝐻�푇�푇𝐻�푇𝛽�푇 − 𝐻�푇�푇𝑇�푇)
+ 𝐶�푇�푢 (𝑤 ∘ 𝐻�푇�푢)�푇 (𝑤 ∘ 𝐻�푇�푢) 𝛽�푇
− 𝐶�푇�푢 (𝑤 ∘ 𝐻�푇�푢)�푇 (𝑤 ∘ 𝐻�푇�푢) 𝛽�푆,

(9)

(𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢𝐻�푇�푢𝐻�푢) 𝛽�푇
= 𝐶�푇𝐻�푇�푇𝑇�푇 + 𝐶�푇�푢𝐻�푇�푢𝐻�푢𝛽�푆.

(10)

If 𝐻�푇 has more rows than columns, that makes (6) an
overdetermined problem and the least square solution is
unique. According to the work in [38, 52], a special RBF
function, that is, Gaussian RBF function, ensures that the
inverses of 𝐻�푇𝐻 and 𝐻𝐻�푇 exist. Therefore, we use this type
of function in the paper. Note that𝐶�푇 and𝐶�푇�푢 are positive. By
using the formulas of generalized inverse of sum of matrices
[53], it can be verified that 𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢𝐻�푇�푢𝐻�푢 has a

unique generalized inverse which is also the inverse. In this
case, 𝛽�푇 can be written as follows:

𝛽�푇 = (𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢𝐻�푇�푢𝐻�푢)−1
⋅ (𝐶�푇𝐻�푇�푇𝑇�푇 + 𝐶�푇�푢𝐻�푇�푢𝐻�푢𝛽�푆) .

(11)

For the case where 𝐻�푇 has less rows than columns, (6)
becomes an underdetermined problem. In L. Zhang and D.
Zhang’s work [21], they solved the problem by using Lagrange
multiplier.Themethod is equal to adding an assumption that𝛽�푇 is the linear combination of the columns of 𝐻�푇 and 𝐻�푇�푢;
that is, 𝛽�푇 = 𝐻�푇𝛼�푇 + 𝐻�푇�푢𝛼�푇�푢. It is hard to determine if it
applies to all cases. However, since the two separate cases are
divided based on the rows and columns of𝐻�푇, the unlabeled
term 𝐻�푇�푢 should be excluded. Therefore, in this paper, we
assume that 𝛽�푇 is a linear combination of the columns of𝐻�푇, written as (12), so as to get the unique solution. Then the
problem becomes solving 𝛼.

𝛽�푇 = 𝐻�푇�푇𝛼. (12)
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Input:𝑇𝑟𝑆𝑒𝑡 fl the training data set;𝑇𝑆𝑒𝑡 fl the unlabeled data set;𝐶 fl the number of clusters;𝑁 fl the number of hidden layer nodes;
Output:𝛽�푇 fl the output weight matrix for target domain classifier;
(1) Initialize a base classifier ELM with𝑁 nodes using 𝑇𝑟𝑆𝑒𝑡;
(2) Set the output weight to 𝛽�푆;
(3) Clustering 𝑇𝑆𝑒𝑡 into 𝐶 clusters;
(4) Select the label and unlabeled samples as 𝐿𝑎𝑏𝑒𝑙𝑒𝑑 and 𝑈𝑛𝑙𝑎𝑏𝑒𝑙𝑒𝑑 using Algorithm 1;
(5) for each cluster do
(6) Update the weight matrix𝑊 using Algorithm 2.
(7) end for
(8) Initialize a new ELM with𝑁 nodes;
(9) if the number of samples in 𝐿𝑎𝑏𝑒𝑙𝑒𝑑 > 𝑁 then
(10) Calculate the output weight matrix 𝛽�푇 using (11);
(11) else
(12) Calculate the output weight matrix 𝛽�푇 using (16);
(13) end if
(14) return 𝛽�푇;

Algorithm 3: Weighted Domain Transfer Extreme Learning Machine.

Bymultiplying (𝐻�푇�푇𝐻�푇)−1𝐻�푇 on both sides of (10), we can
get

(𝐻�푇�푇𝐻�푇)−1𝐻�푇𝛽�푇 + 𝐶�푇 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푇𝐻�푇𝛽�푇
+ 𝐶�푡𝑢 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푢𝐻�푇�푢 𝛽�푇

= 𝐶�푇 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푇𝑇�푇
+ 𝐶�푇�푢 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푢𝐻�푢𝛽�푆.

(13)

In order to solve 𝛼, we can substitute (12) into (13) and get
(𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푢𝐻�푢𝐻�푇�푇) 𝛼
= 𝐶�푇𝑇�푇 + 𝐶�푇�푢 (𝐻�푇�푇𝐻�푇)−1𝐻�푇𝐻�푇�푢𝐻�푢𝛽�푆.

(14)

For simple illustration purpose, let 𝑃 be𝐻�푇�푇𝐻�푇 and 𝑄 be𝐻�푇𝐻�푇�푢 . Similarly, we can verify that 𝐼 + 𝐶�푇𝑃 + 𝐶�푇�푢𝑃−1𝑄𝑄�푇
has inverse. Subsequently, we can get 𝛼 as (15), and 𝛽�푇 can be
written accordingly as (16).

𝛼 = (𝐼 + 𝐶�푇𝑃 + 𝐶�푇�푢𝑃−1𝑄𝑄�푇)−1
⋅ (𝐶�푇𝑇�푇 + 𝐶�푇�푢𝑃−1𝑄𝐻�푢𝛽�푆) ,

(15)

𝛽�푇 = 𝐻�푇�푇 (𝐼 + 𝐶�푇𝑃 + 𝐶�푇�푢𝑃−1𝑄𝑄�푇)−1
⋅ (𝐶�푇𝑇�푇 + 𝐶�푇�푢𝑃−1𝑄𝐻�푢𝛽�푆) .

(16)

The pseudocode for WDTELM with CSS is listed as
Algorithm 3. Before the training begins, we set the number
of clusters (𝐶) to the number of gases in the dataset. The

algorithm trains a new ELM with a preset number of hidden
layers using the source domain samples (line (1)). For target
domain denoted by 𝑇𝑆𝑒𝑡, it uses CSS to select a group of
labeled samples (lines (3)–(7)) and then initializes a new
ELM network with the same hidden layer neurons (line(8)). The output weight 𝛽�푇 of the ELM in target domain
is then calculated based on the aforementioned cases (lines(9)–(13)).
3.4. Online Domain Transfer Extreme Learning Machine.
In order for DAELM and WDTELM to be applicable, an
initial set of data is required. However, in real application
scenario, the datamay not be accessible in full.More common
situation is that data come in a one-by-one or chunk-by-
chunk manner. To retrain the classifier in an offline manner
would be unrealistic and time-consuming whenever the
data come. As DAELM and WDTELMT are all based on
batch training and updating, the problem remains the same.
Therefore, online learning process is needed.

In this section, we consider a simple online scenario
where the labeled samples have been determined or provided
beforehand. Then the unlabeled samples are fed into the
model in an one-by-one or chunk-by-chunk manner and
we wish to use the semisupervised method in previous
subsections without retraining the network from scratch.

The demonstration of ODTELM is provided in Figure 5.
The unlabeled samples are organized in a sequence as the left
rectangle. The target classifier is initialized with the labeled
sample using (4). For the online learning phase, we wish to
update the target classifier using current 𝛽�푇, the incremental
value 𝛿ℎ, and some intermediate result(s).

In this case, we have insufficient data to perform cluster-
ing before training. However, given the labeled samples, we
can still calculate the probability of each unlabeled sample.
To derive the proper formulas, we begin with unweighted
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Figure 5: Demonstration of online domain transfer extreme learning machine.

version, that is, DAELM. In this case, we use the same
objective function as follows:

min 12 𝛽�푇2 +
𝐶�푡2 𝐻�푇𝛽�푇 − 𝑇�푇2

+ 𝐶�푇�푢2 𝐻�푇�푢𝛽�푇 − 𝐻�푇�푢𝛽�푆2 .
(17)

Assume an incremental batch 𝛿𝑋 is added to the unla-
beled data in the target domain and let the corresponding
hidden layer output be 𝛿ℎ. The output weight 𝛽(�푘+1)�푇 can be
calculated in the aforementioned cases as (18), where 𝑃 =𝐻�푇𝐻�푇�푇 and 𝑄 = 𝐻�푇𝐻�푇�푇�푢.

𝛽�푇 = {{{
(𝐼 − 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢𝐻�푇�푇�푢𝐻�푇�푢)−1 (𝐶�푇𝐻�푇�푇𝑇�푇 + 𝐶�푇�푢𝐻�푇�푇�푢𝐻�푇�푢𝛽�푆) , 𝐻�푇 has more rows

𝐻�푇�푇 (𝐼 + 𝐶�푇𝑃 + 𝐶�푇�푢𝑃−1𝑄𝑄�푇)−1 (𝐶�푇𝑇�푇 + 𝐶�푇�푢𝑃−1𝑄𝐻�푇�푢𝛽�푆) , 𝐻�푇 has more columns. (18)

For the case where 𝐻�푇 has more rows than columns,
define the intermediate result 𝐾 as follows:

𝐾 = 𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢𝐻�푇�푇�푢𝐻�푇�푢. (19)

For simple illustration purpose, let Right = 𝐶�푇𝐻�푇�푇𝑇�푇 +𝐶�푇�푢𝐻�푇�푇�푢𝐻�푇�푢𝛽�푆. Let the intermediate result for current ELM
be 𝐾�푘, and the output weight matrix be 𝛽�푘�푇 = 𝐾−1�푘 Right�푘.
When new sample 𝛿𝑋 arrives,𝐾�푘+1 and Right�푘+1 change into

𝐾�푘+1 = 𝐼 + 𝐶�푇𝐻�푇�푇𝐻�푇 + 𝐶�푇�푢 (𝐻�푇�푇�푢𝐻�푇�푢 + 𝛿ℎ�푇𝛿ℎ)
= 𝐾�푘 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ,

Right�푘+1 = Right�푘 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ𝛽�푆.
(20)

Based on Sherman-Morrison-Woodbury formula, the
inverse of𝐾�푘+1 can be obtained as follows:

𝐾−1�푘+1 = (𝐾�푘 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ)−1
= 𝐾−1�푘
− 𝐶�푇�푢𝐾−1�푘 𝛿ℎ�푇 (𝐼 + 𝐶�푇�푢𝛿ℎ𝐾−1�푘 𝛿ℎ�푇)−1 𝛿ℎ𝐾−1�푘 .

(21)

Note that 𝛽�푘+1�푇 = 𝐾−1�푘+1Right�푘+1. By multiplying 𝐾�푘𝐾−1�푘
before Right�푘 in (20), we can obtain the formula for 𝛽�푘+1�푇 as
follows:

𝛽�푘+1�푇 = 𝐾−1�푘+1 (𝐾�푘𝐾−1�푘 Right�푘 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ𝛽�푆)
= 𝐾−1�푘+1 (𝐾�푘𝛽�푘�푇 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ𝛽�푆)
= 𝐾−1�푘+1 ((𝐾�푘+1 − 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ) 𝛽�푘�푇 + 𝐶�푇�푢𝛿ℎ�푇𝛿ℎ𝛽�푆)
= 𝛽�푘�푇 − 𝐾−1�푘+1𝐶�푇�푢𝛿ℎ�푇𝛿ℎ (𝛽�푘�푇 − 𝛽�푆) .

(22)

For the case where 𝐻�푇 has more columns than rows, we
can write intermediate result 𝐾�푘+1 as (23). Let 𝑄�푘+1𝑄�푇�푘+1 and
Right�푘+1 be (24) and (25), respectively.

𝐾�푘+1
= (𝐼 + 𝐶�푇𝑃 + 𝐶�푇�푢𝑃−1𝑄�푘𝑄�푇�푘 + 𝐶−1𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝐻�푇�푇)
= 𝐾�푘 + 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝐻�푇�푇 ,

(23)

𝑄�푘+1𝑄�푇�푘+1 = 𝐻�푇 [𝐻�푇�푇�푢 𝛿ℎ�푇] [𝐻�푇�푢𝛿ℎ ]𝐻�푇�푇
= 𝑄�푘𝑄�푇�푘 + 𝐻�푇𝛿ℎ�푇𝛿ℎ𝐻�푇�푇 ,

(24)
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Input:𝛽�푘�푇 fl the output weight matrix of ELM for target domain;𝑁 fl the number of hidden layer neurons;𝐾−1�푘 fl the intermediate result;𝐿𝑎𝑏𝑒𝑙𝑒𝑑 fl the labeled samples;𝑈 fl the increment of unlabeled samples;
Output:𝛽�푘+1�푇 fl the updated output weight matrix;𝐾−1�푘+1 fl the updated intermediate result;
(1) Calculate the hidden layer output for 𝐿𝑎𝑏𝑒𝑙𝑒𝑑 as𝐻�푇;
(2) Calculate the hidden layer output for 𝑈 as 𝛿ℎ;
(3) if the rows of𝐻�푇 > 𝑁 then
(4) Calculate𝐾−1�푘+1 using (21);
(5) Calculate 𝛽�푘+1�푇 using (22);
(6) else
(7) Calculate𝐾−1�푘+1 using (26);
(8) Calculate 𝛽�푘+1�푇 using (27);
(9) end if
(10) return 𝛽�푘+1�푇 , 𝐾−1�푘+1;

Algorithm 4: Online Domain Transfer Extreme Learning Machine update.

Right�푘+1

= 𝐶�푇𝑇�푇 + 𝐶�푇�푢𝑃−1𝐻�푇 (𝐻�푇�푇�푢𝐻�푇�푢 + 𝛿ℎ�푇𝛿ℎ) 𝛽�푆
= Right�푘 + 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝛽�푆.

(25)

For illustration purpose, let 𝛿𝑘 = 𝛿ℎ𝐻�푇�푇 . Similarly,𝐾−1�푘+1 can be derived as (26) based on Sherman-Morrison-
Woodbury formula.

𝐾−1�푘+1 = 𝐾−1�푘 − 𝐾−1�푘 𝐶�푇�푢𝑃−1 (𝐼 + 𝛿𝑘�푇𝛿𝑘𝐾−1�푘 𝐶�푇�푢𝑃−1)−1
⋅ 𝛿𝑘�푇𝛿𝑘𝐾−1�푘 .

(26)

Consequently, the output weight 𝛽�푘+1�푇 can be derived as
follows:

𝛽�푘+1�푇 = 𝐻�푇�푇𝐾−1�푘+1Right�푘+1 = 𝐻�푇�푇𝐾−1�푘+1 (Right�푘
+ 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝛽�푆) = 𝐻�푇�푇𝐾−1�푘+1 (𝐾�푘𝐾−1�푘 Right�푘
+ 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝛽�푆)
= 𝐻�푇�푇𝐾−1�푘+1 ((𝐾�푘+1 − 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝐻�푇�푇)
⋅ 𝐾−1�푘 Right�푘 + 𝐶�푇�푢𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ𝛽�푆) = 𝛽�푘�푇
− 𝐶�푇�푢𝐻�푇�푇𝐾−1�푘+1𝑃−1𝐻�푇𝛿ℎ�푇𝛿ℎ (𝛽�푘�푇 − 𝛽�푆) .

(27)

The pseudocode for the updating procedure of ODAELM
is given in Algorithm 4. Whenever a new sample arrives,
the algorithm takes the intermediate result 𝐾�푘 and output
weight 𝛽�푘 calculated from last update and updates current
intermediate result and output weight in two cases. The
calculation saves time by using results calculated in previous
updates, so the training is time-saving, especially when the

unlabeled set becomes too large. It is essential to seamless
service especially for scenarios like antiterrorism, security
checkpoint, and so on.

Note that the formulas are derived from DAELM. If we
are to perform online learning forWDTELM, taking Figure 5
for example, the weight𝑤 can be calculated by comparing the
output from ELMwith 𝛽�푆 and the labeled samples. Let 𝛿𝑤 be
the weight for 𝛿𝑋. Then, we can simply switch𝐻�푇�푢 and 𝛿ℎ in
this subsection to 𝑤 ∘ 𝐻�푇�푢 and 𝛿𝑤 ∘ 𝛿ℎ, respectively, and the
formulas still stand.

4. Performance Evaluation

4.1. Experimental Setup. The experiments in the paper were
conducted in MATLAB on a Linux Workstation with an E5
2.6-GHzCPUand 32-GBRAM.We followed the setup in [21].
Thehidden layer neurons of the ELMnetworkwere by default
1000, with RBF function being their activation function. The
coefficients 𝐶�푆, 𝐶�푇, and 𝐶�푇�푢 were set to be 0.001, 100, and0.001, respectively. We also tested hidden layer neurons with
100 hidden layers to show the performance of the proposed
methods.

ForWDTELMand its counterparts, the experiments used
the current batch as source domain and the next batch as
target domain. For example, batch one was used as source
domain at first and batch two was target domain. After
classification of batch two was finished, the source domain
became batch two and target domain would be batch three.
The performance was evaluated by the classification accuracy
using (5). The proposed method was compared with SVM
with rbf kernel (SVM-rbf), ELM with rbf activation function
(ELM-rbf), ELM based ensemble methods (Ensemble ELM),
SVMbased ensemblemethod (Ensemble SVM), andDAELM
with diverse numbers of selected samples. The ensemble
methods trained subclassifiers on each batch using corre-
sponding algorithms and combined with previous learned



12 Wireless Communications and Mobile Computing

Table 2: Comparisons of classification accuracy in 9 batches.

Batch
number

Accuracy (%)
Ensemble
SVM

Ensemble
ELM

SVM
-rbf

ELM
-rbf

DAELM
(30)

DAELM
(50)

WDTELM
(<30) WDTELM

(<48)
(2) 77.4 75.3 58.5 76.8 85.5 96.2 90.2 98.2
(3) 74.8 76.9 66.9 75.4 94.0 98.8 90.1 94.6
(4) 72.0 64.5 74.5 69.8 100 100 100 100
(5) 65.9 96.0 44.2 56.6 99.5 100 98.9 99.5
(6) 71.3 71.3 58.3 62.0 73.4 82.1 95.3 98.5
(7) 55.1 68.8 68.9 68.0 64.3 79.8 78.1 84.7
(8) 42.9 81.8 60.5 87.7 94.6 97.6 94.6 97.3
(9) 56.6 49.6 50.9 40.0 100 100 99.1 100
(10) 32.9 49.4 18.4 19.3 41.5 55.8 62.6 64.6
Ave. 64.1 72.5 55.7 61.7 83.8 90.1 89.9 93.0

Table 3: Comparisons of DAELM and WDTELM using different numbers of selected samples.

Batch number DAELM (%) WDTELM (%)
𝑘 = 20 𝑘 = 25 𝑘 = 30 𝑘 = 35 𝑘 = 40 𝑘 = 45 𝑘 ≤ 12 𝑘 ≤ 18 𝑘 ≤ 24 𝑘 ≤ 30 𝑘 ≤ 36 𝑘 ≤ 42

(2) 66.7 78.1 85.5 85.1 93.2 92.8 82.8 82.5 84.0 90.2 95.7 95.7
(3) 76.2 90.3 94.0 96.3 96.3 96.9 75.8 83.0 90.5 90.1 92.4 92.4
(4) 100 100 100 100 100 100 87.0 92.5 100 100 100 100
(5) 99.4 99.4 99.5 100 100 100 94.4 99.5 99.5 98.9 99.5 98.9
(6) 54.6 59.3 73.4 75.7 77.5 80.9 85.5 88.7 94.1 95.3 96.5 98.2
(7) 62.6 60.4 64.3 68.3 72.7 74.1 57.5 64.9 79.2 78.1 80.6 87.0
(8) 69.4 94.8 95.5 95.9 96.5 96.9 71.4 77.2 88.1 94.6 95.9 97.3
(9) 100 100 100 100 100 100 92.1 93.2 95.5 99.1 98.9 99.8
(10) 37.0 38.8 41.5 47.9 51.6 52.1 55.8 52.0 58.6 62.6 57.7 62.2
Ave. 73.9 80.1 83.8 85.5 87.6 88.2 76.9 81.5 87.7 89.9 90.8 92.4

subclassifiers to form a compact classifier. For example, when
batch (3) was target domain, targets 1 and 2 would be used
to train their subclassifiers, respectively. The weight for each
subclassifier followed the work in [20], which is the training
accuracy on the corresponding batch.

For online learning, the source and target domains were
divided in the same way as described in the previous para-
graph. The difference was that, after representative samples
were fixed, the unlabeled samples were tested in sequence
and fed to the classification model in a one-by-one manner
for updating. The overall accuracy was recorded when all the
unlabeled samples were used for updates.

4.2. Performance Evaluation. Table 2 shows the overall clas-
sification performances of different models used in the
experiments. The last row labeled “Ave.” refers to average
accuracy for each method which applies to Tables 2, 3, 5,
and 6 Note that the performance of WDTELM surpasses
all its counterparts except for batch (3) where it is around
3% to 4% less than that of DAELM. For batch (5) and (8),
although the accuracy of DAELM beats WDTELM by 0.1%
to 0.7%, the difference is not distinctive. As for ELM and
SVM, the two methods have over 20% accuracy lower than
those of DAELM and WDTELM. Ensemble based methods
have better classification accuracy in general. This is due to

the increasing training data used for generating subclassifiers.
Although the method can somehow alleviate the drift, it does
not perform as well as semisupervised methods do in the
paper. Although WDTELM has slightly lower performance
than that of DAELM for specific batches, say batch (3), in
an overall point of view, it beats DAELM. Taking batches (7)
and (10), where DAELM has its classification accuracy lower
than other batches, for example, WDTELM has 5% to 10%
accuracy increase. As for the other batches, WDTELM has
slightly better performance.Therefore, in general, WDTELM
captures the changes in the data more accurately and there-
fore can better help the gas sensors bounce back from
degradation caused by drift problem. Moreover, the labeled
samples for WDTELM are chosen with 𝑘 equal to 5 and
8, and the selection process will choose no more than 30
and 48 samples, respectively. Therefore, the selected samples
for WDTELM are no more than that of DAELM. For real
application scenario, the manual labeling process is more
time-consuming than that of training ELM from scratch. In
this sense, WDTELM is more time-saving than DAELM is.

The overall performance shown in Table 2 confirms
that proper choice of selected samples helps the model to
achieve better classification performance. To better show the
performance improvements of WDTELM over DAELM, we
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Table 4: Average classification accuracy.

Average accuracy (%)
𝑘 = 2 𝑘 = 3 𝑘 = 4 𝑘 = 5 𝑘 = 6 𝑘 = 7 𝑘 = 8

ELM-rbf 44.8 41.5 42.9 46.0 47.1 50.8 51.0
SVM-rbf 69.7 72.0 73.5 74.4 76.5 77.9 79.0
DAELM 62.7 72.9 79.6 84.4 86.0 89.1 88.9
WDTELM 76.1 80.6 86.9 88.2 88.6 89.2 91.5

Table 5: Classification accuracy on ODAELM.

Batch number Accuracy of ODAELM (%)
𝑘 = 2 𝑘 = 3 𝑘 = 4 𝑘 = 5 𝑘 = 6 𝑘 = 7 𝑘 = 8

(2) 67.5 79.6 83.3 87.5 94.4 93.0 96.4
(3) 78.8 94.6 97.7 97.8 97.7 99.0 97.9
(4) 100 100 100 100 100 100 100
(5) 99.4 99.4 100 100 100 100 100
(6) 54.2 72.0 75.3 79.1 78.6 81.9 84.9
(7) 65.3 65.5 71.0 73.4 80.3 81.4 81.7
(8) 67.6 93.8 95.2 96.2 96.5 96.9 97.2
(9) 100 100 100 100 100 100 100
(10) 40.1 40.2 46.2 48.0 53.2 52.6 51.8
Ave. 74.7 82.8 85.4 86.9 88.9 89.4 90.0

Table 6: Classification accuracy of OWDTELM.

Batch number Accuracy of OWDTELM (%)
𝑘 = 2 𝑘 = 3 𝑘 = 4 𝑘 = 5 𝑘 = 6 𝑘 = 7 𝑘 = 8

(2) 81.7 82.6 83.2 88.9 95.3 94.8 98.0
(3) 74.9 83.0 91.4 88.8 94.6 92.4 89.3
(4) 87.0 99.4 100 100 100 100 100
(5) 94.4 99.5 99.5 99.0 99.5 99.0 99.5
(6) 83.4 89.0 95.7 95.4 98.6 97.4 98.2
(7) 56.8 64.2 79.3 78.7 80.8 84.7 86.5
(8) 71.8 77.9 82.9 95.9 96.6 97.3 98.3
(9) 92.1 93.4 95.1 98.9 99.6 99.8 100
(10) 45.1 54.5 55.3 61.7 59.1 61.8 65.2
Ave. 76.4 82.6 86.9 98.7 91.6 91.9 92.8

experimented on different numbers of selected samples for
DAELM and WDTELM. Table 3 shows the performance
of the two methods using 6 different numbers of selected
samples, respectively. The 𝑘 value represents the number
of selected samples and the rows show the classification
accuracies for different batches, among which the last row
shows the average classification performance of each 𝑘 value.
Note that for DAELM 𝑘 is the exact number of selected
samples, while for WDTELM it is the upper bound because
of CSS process.

In general, it can be noted that the average performance
increases as the number 𝑘 increases and it is almost the same
for all rows except for some disturbances such as batch (2)
with 𝑘 = 45. The increasing of selected samples almost
guarantees the performance increase. However, the price is
the manual labeling process. If the process was quick, there
would be no need for classification models. Therefore, the

maximum performance with minimum labeling is an ideal
solution for semisupervised learning scenario. In the table,
the classification accuracy of WDTELM increases around
10% in those settings where DAELM has low performance
before 𝑘 = 30, for example, 𝑘 = 20 for DAELM versus 𝑘 < 18
for WDTELM in batch (2). The performance of DAELM has
its almost maximum classification performance after 30. As
an exception, DAELM surpassesWDTELM in batch (3)with
around 4% after 𝑘 = 40. The difference is not large compared
with other batches where DAELM has low accuracy, and
the accuracies of both methods are over 90% as 𝑘 increases.
Therefore, we consider them both feasible for application
scenario. In general, together with Table 2, DAELM does
not surpass WDTELM unless the selected samples are large,
say 50. If manually determining the gas type takes 1 h for
one sample, DAELM would take 10 more hours before its
accuracy outperforms WDTELM for some batches.
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Figure 6: Classification performance of DAELM and WDTELM under 100 hidden layer nodes. The number of labeled samples is chosen
from [12, 18, 24, 30, 36, 42, 48] and the overall classification accuracies are recoded accordingly.

To better illustrate the differences of the performance of
DAELM and WDTELM, we conducted experiments on the
same number (𝑘) of selected samples for each batch. The
number of hidden layer is set to 100 so as to observe the effects
of a smaller ELM network. The results can be found as in
Figure 6, in which the red curves represent the classification
performance of WDAELM and the blue ones are of DAELM.
As can be observed from the figures, the red curves have
significant accuracy increase compared with the blue ones
in batches (2), (6), (7), and (10). The maximum amount of
increase reaches over 20%; for example, 𝑘 = 24 in batch (6).
For batches (4), (5), and (8), the lines intertwine together,
which indicate that the performance is similar. For batches(3) and (9), DAELM is better than WDTELM with around
5% to 10% accuracy increase. However, the performance
begins to overlap after 42. Taking batch (9), for example, the
difference after 𝑘 = 42 is hard to distinguish. The reason
for this phenomenon may be that the distribution of the
clusters in these two batches changes more seriously than
other batches which makes it hard for CSS in WDTELM
to capture representative ones in some clusters. Fortunately,
the performance difference can be decreased by increasing 𝑘.
Meanwhile, for the part where DAELM beats WDTELM, the

accuracies for bothmethods are relatively high, say over 90%.
Note that, when the numbers of selected samples are small,
for example, 12 and 18, the performance of DAELM is terrible.
For example, for batches (2), (6), and (8), the accuracies drop
below 60%, while WDTELM maintains its accuracy above
70%.

To further compare the significance of the two methods
regarding their classification accuracy, we performed Fried-
man’s test. Their performance is grouped by their 𝑘 values,
that is, each 𝑘 has the corresponding average accuracies of
the two methods on 9 batches. Therefore, there are 7 groups
in total. The 𝑝 value of Friedman’s test is 9.0214𝑒−18 which
means the classification performances are significantly unlike
each other. In order to show which one surpasses the other,
we summarized the average classification accuracy as Table 4,
together with other batch learning algorithms. To further
show that the improvements are not only due to the labeled
samples in target domain, we train ELM and SVM in a
way that the labeled samples in target domain are combined
with source domain for training the classifiers. Although
the average accuracy for SVM-rbf is higher than the one in
Table 2, it is still over 10% lower than those of DAELM and
WDTELM. ELM-rbf method has poor performance which is
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probably due to the insufficient hidden layer nodes. Hence,
the labeled samples in semisupervised methods are not the
only reason that results in a higher accuracy. It can also
be seen that WDTELM is better than DAELM in terms of
average classification performance. Therefore, WDTELM is
considered to be more effective than other tested methods in
general.

For online learning process, we wish to achieve approx-
imately the same if not better accuracies of their batch
learning versions. To evaluate the overall performance, we
conducted experiments on both DAELM and WDTELM.
For comparison purpose, we use SSA and CSS on DAELM
and OWDTELM, respectively, so as to see the difference
between them and their batch versions. Table 5 shows the
results on the online version of DAELM. It can be noted
that the performance of the online version reaches similar
classification accuracy as DAELM does. For some batches,
it surpasses its batch learning method, for example, batches(3) and (10). The reason may be because the online learning
process updates the model whenever a new sample arrives,
and this procedure may better help learn the difference
between samples.

Table 6 shows the classification accuracy of OWDTELM.
The accuracies were recorded after the method updates all
the unlabeled samples in each batch. As shown in the table,
the accuracy of OWDTELM remains the same as its batch
learning version does. Although little disturbance occurs,
for example, batches (2) and (3) when 𝑘 = 8, the gap is
not significant. For batches (2) and (3), it has less than 2%
accuracy decrease while for batch (10) it increases by 3%.
It can be noted that the average accuracy for OWDTELM
is higher than that of WDTELM for some values of 𝑘 such
as 𝑘 = 6. The difference is below 1.5% which can be partly
due to the experimental error caused by randomization of the
ELM neurons. In general, the OWDTELM achieves similar
performance as its batch learning version does.

The processing time was recorded whenever ODAELM
and OWDTELM updated the model. On average, the pro-
cessing time ofODAELM takes 0.0948 seconds and fluctuates
within 0.0139. OWDTELM takes slightly more time, that
is, 0.0958 on average, and fluctuates within 0.0125. This is
different from batch learning whose processing time will
increase with the size of the samples. We also replace the
online learning updating with their batch learning, that
is, DAELM and WDTELM, respectively. In this case, the
methods will retrain the model from scratch whenever the
new sample arrives.The processing time increases drastically.
With 400 unlabeled samples, the updating procedure took
over 0.2 seconds for both methods, which is over 2 times of
its online version. If the size of the samples grows too large,
the updating will take minutes, and even hours, to complete.

5. Discussion

In the evaluation of the proposed methods in the paper,
we compared their performances regarding the classification
accuracy. In general, the proposed CSS helps in choosing
more representative samples as KS in DAELM does, and
the weighted strategy further helps the learning process

to be more accurate. The online versions of DAELM and
WDTELM can achieve similar performance as their batch
learning versions do and are suitable for scenarios where
unlabeled samples are not accessible before training.

It should also be noted that the proposed methods in
this paper are not limited to E-Nose systems only. Other
domains that have similar characteristics are also worth try-
ing. Meanwhile, the online version of the proposed method
only considered a simple scenario as a head start. More
sophisticated cases including, but not limited to, labeled sam-
ple incremental learning, samples switched fromunlabeled to
labeled, and data distribution changes should be considered
for future researches.

6. Conclusions

In this paper, we proposed WDTELM to reduce the num-
ber of labeled samples in DAELM while achieving similar
or better performance. Then, aiming at online learning
process, we proposed online learning versions of DAELM
and WDTELM, named ODTELM and OWDTELM, respec-
tively, which allow the unlabeled samples to be added to
the classifier in a one-by-one or chunk-by-chunk manner
after labeled samples are given. The experimental results
show that WDTELM outperforms DAELM with less labeled
samples regarding the classification accuracy. Meanwhile, it
also possesses higher performance than other commonly
used approaches such as SVM, ELM, and ensemble based
methods. The experiments for online versions of DAELM
and WDTELM have verified that they each possess the same
classification accuracy as their batch learning version does.
The processing time also confirms that the online versions
are time-saving methods compared with their batch learning
versions.
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[18] J. Fonollosa, I. Rodŕıguez-Luján, and R. Huerta, “Chemical gas
sensor array dataset,” Data in Brief, vol. 3, pp. 85–89, 2015.

[19] H. Liu and Z. Tang, “Metal oxide gas sensor drift compensation
using a dynamic classifier ensemble based on fitting.,” Sensors,
vol. 13, no. 7, pp. 9160–9173, 2013.

[20] H. Liu, R. Chu, and Z. Tang, “Metal oxide gas sensor drift
compensation using a two-dimensional classifier ensemble,”
Sensors, vol. 15, no. 5, pp. 10180–10193, 2015.

[21] L. Zhang and D. Zhang, “Domain adaptation extreme learning
machines for drift compensation in E-nose systems,” IEEE
Transactions on Instrumentation and Measurement, vol. 64, no.
7, pp. 1790–1801, 2015.

[22] J. Fonollosa, L. Fernández, A. Gutiérrez-Gálvez, R. Huerta,
and S. Marco, “Calibration transfer and drift counteraction in
chemical sensor arrays using Direct Standardization,” Sensors
and Actuators B: Chemical, vol. 236, pp. 1044–1053, 2016.

[23] J.-W. Gong, Q.-F. Chen, M.-R. Lian, N.-C. Liu, and C. Daoust,
“Temperature feedback control for improving the stability of a
Semiconductor-Metal-Oxide (SMO) gas sensor,” IEEE Sensors
Journal, vol. 6, no. 1, pp. 139–145, 2006.

[24] J. Rebholz, U. Weimar, and N. Barsan, “Influence of conduction
mechanism changes on the sensor performance of SMOXbased
gas sensors,” in Proceedings of the 28th European Conference on
Solid-State Transducers, EUROSENSORS 2014, pp. 20–23, Italy,
September 2014.

[25] A. Ziyatdinov, A. Chaudry, K. Persaud, P. Caminal, and A.
Perera, “Common principal component analysis for drift com-
pensation of gas sensor array data,” in Proceedings of the 13th
International Symposium on Olfaction and Electronic Nose,
ISOEN, pp. 566–569, Italy, April 2009.

[26] M. Padilla, A. Perera, I. Montoliu, A. Chaudry, K. Persaud,
and S. Marco, “Drift compensation of gas sensor array data
byOrthogonal Signal Correction,”Chemometrics and Intelligent
Laboratory Systems, vol. 100, no. 1, pp. 28–35, 2010.
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The MTC (Machine Type Communications) system is one of the most promising technologies to provide IoT (Internet of Things)
applications. The MTC system suffers from congestion due to limited data transmission capacity and burst traffic. The congestion
disturbs data delivery, results in an increase of energy consumption due to data retransmission, and finally poses a threat to the
providers of IoT applications. In this paper, we focus on the congestion problem and present an efficient data forwardingmechanism
to regulate the burst channel access from a large number of MTC devices. To regulate the communication channel access from the
devices, we predict the number of devices by separating traffic load into the prediction of the number of devices that newly attempt
to have access and the prediction of the number of devices that retry to access the channel. Through simulations, we show that our
mechanism improves access success probability and reduces collision probability and access delay.

1. Introduction

IoT (Internet of Things) is a system that enables data trans-
fer among interrelated computing devices over a network
without requiring human-to-computer interactions. Popular
IoT applications include smart homes, wearables devices,
smart grids, and smart cities. In IoT applications, a large
number of devices generate data to communicate with
each other. There exist many communication technologies
to provide connectivity between the devices. Among these
technologies, cellular networks such as LTE (Long Term
Evolution) can be used for data delivery over long distances.
The 3GPP (3rd-Generation Partnership Project) has specified
MTC (Machine Type Communications) in LTE networks to
support data delivery [1, 2].

In many IoT applications, traffic is highly synchronized
owing to event-driven characteristics. In other words, a large
number of devices try to access a network within a short
period of time, which may cause congestion problems. To
solve the problem, an access control mechanism to regulate
the access must protect the system’s performance and service
quality [3].

In MTC, a device which has data to send communicates
with eNB (evolved Node-B) to reserve a channel resource in
the following handshaking procedure [4, 5]. First, a device
which has data to send selects one of several predefined
preamble signatures. The device sends a request message
with the selected preamble to eNB in order to reserve an
uplink resource. Second, eNB assigns the uplink resource
to the requesting device. If multiple devices select the same
preamble and send request messages to eNB, the devices
are assigned the same uplink resource. Third, the device
sends its identity information to eNB by using the assigned
uplink resource. In the case of multiple devices with the
same preamble, if they send their identity information by
using the same uplink resource simultaneously, a collision
occurs. Finally, eNB acknowledges the device whose message
is successfully decoded. In the case of a collision, eNB fails
to decode the message from the collided device and it does
not acknowledge the device. The unacknowledged device
fails in its random access attempt and retries the random
access procedure after a preset backoff time. When the
number of retrials reaches themaximumnumber of preamble
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transmissions [1], the device finally fails in its channel access
attempt.

As the number of devices which have data to send
increases, the competition for the RACH (Random Access
CHannel), which represents a sequence of time-frequency
resources (RA slots), increases and collisions increase in
number. To alleviate the collision problem, a mechanism
must efficiently control the random access process.

In this paper, we propose a means to regulate random
access from MTC devices. First, we estimate the number of
backlogged devices which contend for the channel resources
in an RA slot. To estimate the number of backlogged devices,
we separate the backlogged devices into the devices which are
carried over from the previous RA slot and the devices which
are newly activated in the current RA slot. By separating, we
estimate the number of backlogged devices in the current RA
slot. Then, based on the number of backlogged devices in the
current RA slot, we predict the number of backlogged devices
in the next RA slot. With the number of backlogged devices
in the next RA slot, we control the random access attempts of
devices to reduce the resource competition. The simulation
results show that our mechanism improves the number of
devices which succeed in their random access attempts.

The rest of this paper is organized as follows: In Section 2,
we present related research. In Section 3, we propose our
control mechanism to regulate random access attempts. In
Sections 4 and 5,we evaluate the performance of the proposed
mechanism and conclude the paper.

2. Related Work

3GPP has specified the ACB (Access Class Barring) mecha-
nism to solve the congestion problem in IoT applications [6].
In ACB, eNB periodically broadcasts a barring factor. When
a device has data to send, it generates a random number. If
the random number is equal to or greater than the barring
factor, then its random access attempt is barred. However,
3GPP leaves a specific algorithm to determine the value of
the barring factor as an implementation issue. There is a
trade-off in the barring factor 𝑝 (0 ≤ 𝑝 ≤ 1) such that
if a severe congestion occurs in a cell, eNB sets 𝑝 to an
extremely low value, and most of the devices are barred.
It results in few collisions but long access delays as well
as underutilization of network resources. The access delay
indicates the time between the generation of an access request
and the completion of the random access procedure. On the
other hand, if eNB sets𝑝 to an extremely high value, collisions
occur in most of the preambles.

To solve the congestion problem, several mechanisms
have been proposed [7]. In [8], a mechanism has been
proposed to determine when access control is enabled or
disabled. eNB turns on or off its access control mechanism
according to a congestion coefficient. The congestion coeffi-
cient indicates the ratio of the number of devices which fail in
random access to the number of contending devices. When
the congestion coefficient exceeds a specific threshold, the
control mechanism is activated. The control mechanism is
then deactivated once the congestion coefficient falls below
the threshold.

Once a control mechanism is enabled, mechanisms to
regulate the access attempts of devices are initiated. Some
literature focuses on the optimization problem to determine
an optimal barring factor. In [9], the barring factor is
determined to maximize the expected number of devices
to be successfully served in each RA slot. In [10, 11], the
barring factor is selected to minimize the expected total
service time. The expected total service time is the time used
by all devices to successfully access RACH. To solve the
optimization problem, a high cost due to complexity and long
computation time is inevitable.

For practical scenarios, heuristic algorithms are proposed
to adaptively change the barring factor. In [12], a reject
probability of random access attempts based on traffic load
using a proportional integrative derivative controller is pro-
posed. In [13], the load state of the network is monitored
based on the expected number of successful devices gaining
random access. Based on the load state, the number of
preamble transmissions is controlled. In [14], a cooperative
mechanism to globally control congestions overmultiple cells
is proposed.The barring factor of each eNB is jointly decided
among all eNBs rather than individually decided in each eNB
to achieve global stabilization and access load sharing. In [15],
focus is placed on access control over differentiated MTC
services including delay-sensitive and delay-tolerant services.
A RACH partition strategy is proposed that dynamically
partitions and allocates RACH resources to each type of
service.

These heuristic mechanisms use the current traffic load
or predicted traffic load. However, when the traffic load
is estimated, the conventional mechanisms usually use the
number of devices successfully served in each RA slot,
because eNB has no knowledge of the number of backlogged
devices. In the MTC system, traffic load is divided into two
parts. The first part includes the devices that did not succeed
in the previous RA slot and are carried forward into the
current slot. The second part includes the devices which are
newly activated within the current RA slot. The number of
devices in the first part depends on the barring factor in the
previous slot. The number of devices in the second part may
follow the traffic prediction model [1, 16]. Thus, to estimate
the number of backlogged devices, it is reasonable to consider
traffic load as two parts.

3. Proposed Mechanism

Ourmechanism estimates the number of backlogged devices,𝑁𝐵, in the next RA slot to determine an optimal barring
factor. We postulate that the backlogged devices consist of
two types of devices: the devices which are carried over
from the previous RA slot and the devices which are newly
activated in the current RA slot. As shown in Figure 1, we
separate 𝑁𝐵 prediction process into two parts and propose
a new mechanism to control the barring factor dynamically.
First, we forecast the newly activated load, 𝑁new, in the next
RA slot based on a traffic model (Figure 1(c)). Then, we
estimate the load carried over,𝑁carried, in the next slot based
on the barring factor in the current slot (Figure 1(b)). Finally,
using the forecasted newly activated load and estimated load
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Figure 1: The estimation process of𝑁𝐵.

Table 1: Summary of symbols.

Symbol Definition
𝑝𝑖 ACB barring factor in RA slot 𝑖
𝑀 The number of predefined

preambles in the system

𝑁𝑖𝑆
The number of devices which

succeed in random access in RA slot𝑖
𝑁𝑖ACB The number of devices which pass

the ACB check in RA slot 𝑖
𝑁𝑖𝐵 The number of backlogged devices

in RA slot 𝑖
𝑁𝑖new The number of newly activated

devices in RA slot 𝑖
𝑁𝑖carried

The number of devices which do
not succeed in RA slot 𝑖 − 1 and are

carried forward into RA slot 𝑖

to be carried over, we estimate𝑁𝐵 in the next slot. Using the
estimated number of backlogged devices, we determine the
barring factor 𝑝 in the next slot to maximize the number of
successful devices attempting random access. A summary of
symbols is given in Table 1.

Our goal is to determine the barring factor 𝑝 for the next
RA slot, 𝑖 + 1. The eNB only knows𝑁𝑖𝑆 in the current RA slot𝑖 when it receives messages from devices in the third step of
the random access procedure. Using𝑁𝑖𝑆, we estimate𝑁𝑖ACB as
follows:

𝑁𝑖ACB = 𝑊(𝑁
𝑖
𝑆 (𝑀 − 1) log ((𝑀 − 1) /𝑀) /𝑀)

log ((𝑀 − 1) /𝑀) . (1)

𝑊(𝑥) is the Lambert function. The Lambert function is the
inverse relation of the exponential function of a complex
number. Using the estimated 𝑁𝑖ACB, we determine 𝑁𝑖𝐵 as
follows:

𝑁𝑖𝐵 = 𝑁
𝑖
ACB𝑝𝑖 . (2)

We can also determine the number of devices which are
carried over from the previous RA slot, 𝑖 − 1, from𝑁𝑖carried =𝑁𝑖−1𝐵 − 𝑁𝑖−1𝑆 . With𝑁𝑖𝐵 and𝑁𝑖carried, we estimate𝑁𝑖new = 𝑁𝑖𝐵 −𝑁𝑖carried.

Using the series of {. . . , 𝑁𝑖−2new, 𝑁𝑖−1new, 𝑁𝑖new}, we predict
future new RA attempts𝑁𝑖+1new using any quantitative forecast-
ingmethod, such asmoving average, exponential smoothing,
trend forecast, extrapolation, and growth curves [17]. Addi-
tionally, we estimate 𝑁𝑖+1carried by using 𝑁𝑖𝐵 and 𝑁𝑖𝑆. Thus, we
can determine𝑁𝑖+1𝐵 .

In this paper, to determine𝑝𝑖+1 in RA slot, 𝑖+1, we need to
know𝑁𝑖+1ACB, as well as𝑁𝑖+1𝐵 . We calculate𝑁𝑖+1ACB to maximize
the number of devices which succeed in random access as
follows:

argmax𝐸 (𝑁𝑖+1𝑆 | 𝑁𝑖+1ACB) . (3)

The expected number of successful preamble transmissions
in RA slot 𝑖 + 1 is as follows [10, 11]:
𝐸 (𝑁𝑖+1𝑆 | 𝑁𝑖+1ACB) = 𝑀(𝑁

𝑖+1
ACB1 )
1𝑀 (1 − 1𝑀)

𝑁𝑖+1ACB−1

= 𝑁𝑖+1ACB (1 − 1𝑀)
𝑁𝑖+1ACB−1 .

(4)

Thus, we can determine𝑁𝑖+1ACB as follows:
𝑁𝑖+1ACB = 1

log (𝑀/ (𝑀 − 1)) . (5)

Finally, using𝑁𝑖+1𝐵 and𝑁𝑖+1ACB, we set the barring factor 𝑝𝑖+1 as
follows:

𝑝𝑖+1 = 𝑁𝑖+1ACB𝑁𝑖+1𝐵 . (6)

4. Performance Analysis

We adopted the MTC traffic model for smart metering
applications, which is used as an experimental scenario
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Table 2: Simulation parameters for RACH in LTEFDD (Frequency-
Division Duplex).

Parameter Setting
Cell bandwidth 5MHz
PRACH configuration index 6
Total number of preambles 64
Maximum number of preamble transmissions 10
Number of uplink grants
per Random Access Response 3

Number of Control Channel Elements allocated
for Physical Downlink Control Channel 16

Number of Control Channel Elements per
Physical Downlink Control Channel 4

Ra-ResponseWindowSize 5 subframes
mac-ContentionResolutionTimer 48 subframes
Backoff indicator 20ms

where a large number of devices access RACHs in a highly
synchronized manner [1]. Smart meters are used for many
fields such as automatic meter reading, energy demand
management, and microelectric generation management. In
the smart metering model, the housing density of an urban
area of London located within a single cell was used to define
the density of meters (MTC devices). We set the number
of devices 𝑁 to 35,670. Each device requested one data
transmission on a reading frequency, 𝑇. We set the reading
frequency to 5 min [18]. The number of devices which newly
begin the RA procedure in the 𝑖th RA slot is defined based on
the Beta-distribution traffic model as follows:

𝑁𝑖new = 𝑁∫𝑡𝑖+1
𝑡𝑖

𝑝 (𝑡) 𝑑𝑡. (7)

In the above, 𝑡𝑖 is the time of the ith RA slot and 𝑝(𝑡) below
follows the Beta-distribution with values of 𝛼 = 3 and 𝛽 = 4
[1].

𝑝 (𝑡) = 𝑡𝛼 (𝑇 − 𝑡)𝛽−1𝑇𝛼+𝛽−1Beta (𝛼, 𝛽) . (8)

Beta(𝛼, 𝛽) is the Beta function. To evaluate the performance
of our mechanism, we developed a C-based discrete-event
simulator. We assumed a typical PRACH (Physical Random
Access CHannel) configuration, PRACH-ConfigIndex = 6,
where the subframe length is 1ms. Table 2 lists the basic
parameters used throughout our experiments [1].

Figure 2 shows the estimated values of 𝑁ACB and 𝑁𝐵
using (1) and (2). In the figure, to improve the legibility of
charts, we plot the traffic load per 3 s (e.g., the time index),
instead of per each RA slot. Traffic load 𝑁𝐵 is the number
of devices sending RACH preambles in an RA slot. When
the number of devices that try to access the RACHs sharply
increases, the number of devices that fail to have access due
to the ACB check or collision also increases. Thus, the failed
devices are carried over to the next RA slot. As shown in
the figure, to analyze the accuracy of the estimated values
(𝑁ACB and 𝑁𝐵), we compare the estimated values to the real
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Figure 2: Estimated traffic load (𝑁ACB,𝑁𝐵) from𝑁𝑆.
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Figure 3: Estimated traffic load (𝑁𝐵) from𝑁new and𝑁carried.

values by using the error percentage. The error percentages
are approximately 11% and 14% for𝑁ACB and𝑁𝐵, respectively.
Figure 3 shows the estimated values of 𝑁new and 𝑁carried. In
the experiment, we predicted the number of newly activated
devices by using an autoregressive model of order 1, AR(1),
in the series of previous 𝑁new devices [19]. However, other
quantitative forecasting methods such as moving average,
exponential smoothing, or trend forecast can be used instead
of AR(1).𝑁carried in the current RA slot is calculated as the dif-
ference between 𝑁𝐵 and 𝑁𝑆 in the previous RA slot. As the
traffic load increases, the number of failed devices increases
so the number of devices carried over also increases. The
number of devices carried over also influences the number
of devices successfully served in the next RA slot. To analyze
the accuracy of the estimated values (𝑁new and 𝑁carried), we
use the error percentage to compare the estimated values with
the real values.The error percentages are approximately 11.5%
and 15% for𝑁new and𝑁carried.
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Figure 4 shows the variance in the barring factor. When
the traffic load in the 𝑖 + 1 slot is estimated, we used the
relationship 𝑁𝑖+1𝐵 = 𝑁𝑖+1new + 𝑁𝑖+1carried = 𝑁𝑖+1new + (𝑁𝑖𝐵 − 𝑁𝑖𝑆).
Based on the estimated traffic load (𝑁𝑖+1𝐵 ), the value of 𝑝𝑖+1
is selected. In the figure, “with AR(1) for the 𝑁new data”
indicates our mechanism in which AR(1) is used to predict𝑁𝑖+1new using𝑁𝑖new and𝑁𝑖+1𝐵 is estimated from𝑁𝑖+1new and𝑁𝑖+1carried.
The item “with AR(1) for the 𝑁𝐵 data” indicates that AR(1)
is used to predict 𝑁𝑖+1𝐵 using 𝑁𝑖𝐵. The item “with AR(1) for
the 𝑁𝑆 data” means that AR(1) is used to predict 𝑁𝑖+1𝐵 using𝑁𝑖𝑆. In the case of “with AR(1) for the 𝑁𝐵 data,” the barring
factor is set conservatively and it leads to underutilization
of channel resources. In the case of “with AR(1) for the 𝑁𝑆
data,” the barring factor is set aggressively and it results
in high competition. For “with AR(1) for the 𝑁new data,”
the barring factor is set moderately to exploit the available
channel resources.

In the literature, the traffic load is usually estimated based
on𝑁𝑆 [13]. We compare the performance of our mechanism
(“with AR(1) for the 𝑁new data”) with the conventional
mechanism (“with AR(1) for the 𝑁𝑆 data”). We also use the
original ACB [6] as a reference. In the original ACB, once
the congestion control is activated, the barring factor is set to
0.1. We used three performance metrics in the experiments,
access success probability, collision probability, and access
delay. The access success probability is defined as the ratio of
the number of successful devices to the number of contending
devices in an RA slot. The collision probability is the ratio
of the number of occurrences when two or more devices
with the same preamble try to access RACH to the total
number of random access preambles. In Figures 5, 6, and 7,
the cumulative density functions (CDFs) of the three metrics
are shown.

In Figure 5, the measured access success probability is
depicted. When the values of the three mechanisms at the
90th percentile were compared for the CDFs, the probability
of “with AR(1) for the𝑁new data” is slightly better than “with
AR(1) for the 𝑁𝑆 data” and “original ACB.” In Figure 6, the
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Figure 5: Performance evaluation with access success probability.
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Figure 6: Performance evaluation with collision probability.

comparison of collision probabilities of the threemechanisms
is shown. In the case of “original ACB,” because only 10% of
the devices can attempt random access, the collision prob-
ability is the smallest. When the other two mechanisms are
compared, our proposed mechanism has approximately 51%
lower collision probability than the conventional mechanism
at 90th percentile. Figure 7 shows the access delay. The
performance of “original ACB” is the worst. The access delay
of ourmechanism is approximately 41% and 260%better than
“with AR(1) for the𝑁𝑆 data” and “original ACB,” respectively.

In “original ACB,” the collision probability decreases but
the access delay invariably increases due to the conservative
approach. In “with AR(1) for the 𝑁𝑆 data,” the aggressive
approach causes the collision probability to increase and the
access success probability to decrease. In our mechanism,
“with AR(1) for the𝑁new data,” the barring factor is controlled
to maximize the number of successful devices requesting
random access. Thus, the success probability and the access
delay are better than the other twomechanisms. However, the
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Figure 7: Performance evaluation with access delay.

performance of our mechanism depends on the accuracy of
the prediction methods applied. In detail, AR(1) method is
used to predict future new RA attempts for smart metering
applications. According to the type of applications, the per-
formance of the prediction method can be different. In order
to further evaluate the accuracy problem, a compensation
method can be considered in future research.

5. Conclusion

To provide efficient data forwarding in MTC networks for
IoT applications, the congestion problem due to the burst
traffic needs to be solved. To address this problem, we present
a mechanism to dynamically control the barring factor in
the 3GPP ACB mechanism based on traffic load prediction.
To predict the traffic load, we consider two types of traffic.
The first type of traffic indicates the traffic load from newly
activated devices. The second type of traffic indicates the
traffic load from devices that failed to have access in the last
cycle and retry random access in the new cycle. Considering
the predicted traffic load, we adjust the barring factor to
maximize the number of devices that succeed in the new
random access cycle. To evaluate the effectiveness of our
mechanism, we compare with other mechanisms for smart
metering applications. The results show that the proposed
mechanism improves the performance in terms of the access
success probability and access delay.

For futurework, we improve our traffic regulationmecha-
nism to meet different QoS requirements of MTC devices for
diverse application scenarios such as smart cities and smart
homes.
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Thephenomenal advances in electronics contributed to awidespread use of distributed sensors inwireless communications. A set of
biosensors can be deployed or implanted in the humanbody to formaWireless BodyAreaNetwork (WBAN),where variousWBAN
PHY layers are utilized. The WBAN allows the measurement of physiological data, which is forwarded by the gateway to the base
station for analysis purposes. The main issue in conceiving a WBAN communication mechanism is to manage the residual energy
of sensors. The mobile agent system has been widely applied for surveillance applications in Wireless Sensor Networks (WSNs).
It consists in dispatching one or more mobile agents simultaneously to collect data, while following a predetermined optimum
itinerary. The continuous use of the optimal itinerary leads to a rapid depletion of sensor nodes batteries, which minimizes the
network lifetime. This paper presents a new algorithm to equalize the energy consumption among sensor motes. The algorithm
exploits all the available paths towards the destination and classifies them with respect to the end-to-end delay and the overall
energy consumption. The proposed algorithm performs better compared to the optimal routing path. It increases the network
lifetime to the maximum by postponing routing of data via the most-recently used path, and it also maintains data delivery within
the delay interval threshold.

1. Introduction

WBANs are considered one of themost recent research topics
[1–3]. In fact, the patient can perform activities of daily
livingwhile physiological data are continuouslymonitored by
medical centers. AWBAN is composed of several biosensors
implanted or deployed on the body to measure medical
parameters, such as body temperature, arterial pressure, and
EEG Signal [3–8]. Once the aforementioned parameters are
collected, they are transmitted to the base station where
further analyses are taking place by the specialists. For this
reason, the overall architecture of aWBAN is subdivided into
three levels: the first level includes local data transmission
from biosensors to the Personal Digital Assistant (PDA),
which is located within the transmission range of the biosen-
sor (in case the biosensors are linked by a star topology),
or it can be retransmitted towards a relay biosensor using
a multihops topology with a step of 2. The relay biosensors
are characterized by important energy resources and wide

communication range. Moreover, they have the ability to
maintain the power of transmission very low leading to
minimal energy consumption, while the heating effect is kept
inferior to a specific threshold defined by SAR [9] for a
prolonged period of time. The PDA is usually powered with
AA batteries and does not have the problem of limited energy
resources. It forwards data towards the final destination
through an intermediate level (level 2), which can be either
a WIFI, 3G, 4G, WSNs, or a cellular network. The choice
of the intermediate network is application-oriented, but it
often tends to minimize the overall installation cost. Finally,
the third level consists of a set of endpoints, such as the
Personal Digital Assistant, linked to a mega database where
patients records are stored and analyzed by specialists in
the domain. In a spacious area like the hospital, several
WBSNs with diverse mobility patterns coexist. They either
follow a static pattern such as lying-down and sitting or
a dynamic pattern, for instance, walking or running [10].
These WBSNs collaborate with a set of statically deployed
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Figure 1: Example of relay sensors distribution in a hospital.

relay sensors (Wireless Sensor Networks) to deliver medical
data. As can be seen from Figure 1, relay sensors (red dots)
are scattered in a way to cover the different spots visited by
the patient. The relay sensors are often called source nodes,
to which a number of sensor nodes are added to insure
sensors connectivity and multihop routing. In this work, we
aim to enhance the performance of the WBANs in terms
of prolonging the network lifetime. The emphasis is given
to the second level composed of relay sensor nodes. Our
new optimal routing mechanism consists in utilizing the
mobile agent technology coupled with an equalized energy
consumption schema. The latter takes into consideration the
residual energy of each relay sensor in accordance with data
collection method, which is proven to be efficient in terms of
minimizing the overall energy consumption and increasing
the network lifetime.

2. Related Works

In [11], a modified Stable Election Protocol (SEP), named
Prolong-SEP (P-SEP), is presented to prolong the stable
period of Fog-supported sensor networks. It consists inmain-
taining balanced energy consumption as all sensor nodes
have the same probability to be selected as a cluster head.
The experimental results showed that the proposed algorithm
achieves much higher energy saving than the traditional one.
In [12], the authors proposed an Energy-Efficient 𝑘-Coverage
Algorithm (EEKCA), which constructs a network coverage
model by utilizing the relative positions of nodes. EEKCA
calculates the coverage expectation with a sector and gives
the process to fulfill the coverage with the minimum number
of sensor nodes. The simulation results showed that the

proposed algorithm improves not only the coverage quality
of the network but it also prevents the rapid depletion of
sensor nodes energy, achieving though an extended network
lifetime. Nevertheless, Wireless Sensor Networks algorithms
are designed to tackle bigger size networks. Besides, the
cluster-based architecture has been proven to be an incon-
venient choice for WBAN [13]. Moreover, the previously
mentioned algorithms did not take into account the sensor
motes where the energy consumption does not respect the
theoretical model of sensor node’s battery depletion [14]. In
[15], the authors reviewed WBAN communication architec-
ture, security, and privacy requirements in WBAN. A novel
biometric algorithm was designed in [16] based on biometric
feature Electrocardiogram andDataAuthentication Function
in order to replace the traditional key generation techniques
and attain security and privacy in WBANs. The simula-
tion results showed that the proposed scheme outperforms
symmetric encryption based technique DES and asymmetric
encryption based algorithm RSA. Moreover, fewer resources
were required during data transmission, which offered cost-
efficient solution comparedwith the conventional approaches
for WBAN security. In [17], a key generation algorithm using
ECG feature biometric for WBAN security was proposed.
The fast Fourier transform method was used to individually
process the selected ECG datasets of diabetic patients. The
simulation results showed that the algorithm provides a
secured internode communication with a 25% energy effi-
ciency in node transmission energy consumption for a
WBAN system.

3. Energy Consumption Model

WSNs design is influenced by the sensor motes limited
energies resources. In fact, sensormotes are poweredwithAA
batteries, which can be either rechargeable or replaced when
they run out of energy. However, this option is not always
available, and sensors are discarded once their batteries
are depleted. Sensors endowed with rechargeable batteries
benefit from external energy resources such as solar power,
andwhen they are replaceable, they are often nonaccessible as
they are deployed randomly in furthest region. To this end, it
is crucial to adopt a stingy energy consumption approach in
order to increase the network lifetime to the maximumwhile
guaranteeing application tasks completion. Many researches
are carried out to deal with low-energy radios. In fact, various
assumptions about radio modeling have been proposed and
they are still in use to develop new optimal energy consump-
tion paradigm for WSNs. In [18], the researchers defined
three basic operations that consume energy batteries to a
certain extent. Therefore, we distinguish between energy of
acquisition which corresponds to the energy spent to convert
the collected parameter to digital signal, energy of processing
required to process the signal before proceeding to trans-
mission, and energy of communication which corresponds to
data transmission to a particular destination. The energy of
communication represents the largest portion of the overall
energy consumed by a sensor node in comparison with both
energy of acquisition and energy of processing. The energy
consumed by the transceiver can be theoretically modeled
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as shown in Figure 2. The energy required to send a 𝑘 size
data packet (in bits) is calculated in respect to the distance
between the transmitter and the receiver and also the radio
characteristics.

𝐸tx (𝑘, 𝑑) = 𝑘 ⋅ (𝐸elec + 𝐸amp ⋅ 𝑑2) , (1)

where 𝐸elec is the amount of energy needed to run the
transmitter or the receiver circuitry and 𝐸amp refers to the
antenna gain at the transmitter and the receiver. Similarly, in
order to receive 𝑘 data bits, the following amount of energy is
consumed:

𝐸rx (𝑘) = 𝐸elec ⋅ 𝑘 (2)

The transceiver model depicted above was customized to
include extra sources of energy consumption such as the
energy corresponding to low power sleep mode or idle
listening for a message. However, this model remains an
abstraction of the radio theoretical model, as the energy
consumption of the most recent model depends on the
functioning time during which the model is in active model
(see Table 1). To this end, it is crucial to take into account the
actual distribution of the energy consumption in order to give
the most suitable solutions to a particular radio model.

4. Mobile Agent Paradigm

The mobile agent paradigm has been widely utilized for an
efficient data management. In fact, data can be sensed and
treated locally based on the portion of the code carried by
the mobile agent when it is roaming the network.Themobile
agent code size mainly depends on the measured parameters.
In other words, as the number of these parameters increases
up to a certain limit, the size of collected data evenly
increases, which affects the overall energy needed to transmit
or receive data. The mobile agent paradigm can be a packet
including a preestablished path to collect data. The packet is
retransmitted to the intermediate nodes in the vicinity until
it reaches the destination node. The mobile agent can also
be referred to as a mobile node or an actuator, capable of
acting upon the physical environment. Such entities can be
implemented to perform networking-related functionalities
such as receiving, transmitting, processing, and relaying data
towards the destination. They also roam the network to
particular positions and proceed with data measurement in
respect to the application requirements.

Table 1: Radio model characteristics.
Radio TR1000 TR1000 CC1000 CC2420
Data rate (kbps) 10 40 38.4 250
Modulation type OOK ASK FSK O-QPSK
Receive power
(mW) 9 12 29 38

Transmit power
at 0 dBm (mW) 36 36 42 35

In [19], the average energy consumption within WSNs
has been highlighted when the mobile agent packet and the
mobile agent sensor mote are implemented. As mentioned in
[19], the mobile agent node approach shows a better perfor-
mance in terms of energy consumption, as it reaches a max-
imum value equal to 0,080115mJ (Sn2) versus 0,555522mJ
(Sn4) in case of mobile agent packet. This behavior was
expected as the energy consumption model of sensor nodes
depends on both data and code sizes but also the distance
between the sender and the receiver. Thereby, the mobile
agent packet size increases exponentially which explains the
results obtained. The mobile agent packet needs to check
the connectivity between two consecutive sensor nodes in
the preestablished path, for there is no forwarding mecha-
nism taking place. However, when considering the mobile
agent node, data packets are aggregated locally. In other
words, the sensor node communicates the same amount of
data size every time it is interrogated by the mobile agent
located within its communication range. Besides, the max-
imum energy consumption is formulated in respect to the
communication range length of the sensor node. The mobile
agent packet approach presents an important advantage
concerning data transmission latency, which is reduced to
0,13 s compared with 8 s for the mobile agent node. Again,
this behavior was expected as the mobile agent node roams
the network with a particular speed (m/s) value to reach the
following destination, which explains the delay being found.
Based on the aforementioned results, we base our mobile
agent approach choice on minimizing EPD factor (Energy
Delay). The purpose is to give a trade-off balance between
the energy consumption and the end-to-end delay. However,
this choice will certainly serve some applications while giving
undesirable performances to others. For instance, some
application put much emphasis on the transmission delay.
Hence, it is important to use amobile agent where the latency
does not overcome a specific threshold. Nevertheless, other
applications focus on maintaining the network lifetime as
long as possible, which makes the energy consumption the
main problem to resolve. Thereby, the choice of the mobile
agent approach remains application-oriented, determined by
the user.

5. MABMR: Mobile Agent
Based Multipath Routing

Many researches have been focusing on finding the optimal
number of mobile agents to disperse in the network, but also
the optimum itinerary to follow in order to maintain a min-
imal energy consumed and guarantee data delivery within
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the delay interval threshold. However, the continuous use of
the same itinerary for data collection leads to unbalanced
energy consumption; therefore, the sensor nodes will run out
of energy in a short period of time. The network lifetime
often indicates the first sensor node experiencing a complete
battery depletion. However our algorithm is valid for any
network lifetime definition since it puts much emphasis
on equalizing the energy consumption among sensors, thus
extending the network lifetime for many rounds.

Our algorithm is based on exploring all the possible
itineraries from source nodes to the base station in respect
of data transmission delay, which does not overcome a
predefined delay threshold (see Figure 3). These itineraries
are classified in a way that paths including intersected nodes
have the least ranking as they may create energy depletion
holes in the network after a short time period of its use.
Algorithm 1 is implemented to establish the mobile agent
itineraries. It has a quadratic complexity (O(𝑛2)) and it starts
off with defining all possible paths from the source nodes to
destination node, that is, the base station. These paths are
then filtered in a way that the path’s delay that exceeds a delay
threshold (measured in respect to the application type in
use) is excluded from the overall paths set, and then the
resulting set will be subdivided into two main subsets which
are as follows: NIP (Nonintersected Paths) and IP (Intersected
Paths). NIP𝑠𝑖 of a source node 𝑠𝑖 designates all paths that do
not intersect with any other path.

One has 𝑃𝑗 of a source node 𝑠𝑗 where 𝑖 ̸= 𝑗 (see
Algorithm 2). The main purpose of this subdivision is to
give priority to paths that exclude intersection nodes as they
rapidly deplete energy. If theNIP set is not null, then the paths
belonging to this set will be used successively as mobile agent
itineraries, else the IP set will be selected and paths will be
classified either horizontally or vertically in respect to the
type of data to be collected.The vertical classification is taking

CHS𝑠: indicates the set of all possible paths of a source
node 𝑠.
BS: indicates the base station.
SN: corresponds to the number of source nodes in the
network.
Num CHS𝑠: the number of paths in CH𝑠 set.
NIP𝑠: the set of all non intersecting paths of the source
node 𝑠.
IP𝑠: the set of all intersecting paths of the source node 𝑠.
Tr(𝑃𝑖): a function indicating packet transmission delay
corresponding to a path 𝑃𝑖.
for 𝑠 = 1 to SN do ⊳ Definition of CHS𝑠

Define all possible paths towards the Base Station
end for
for 𝑃𝑖 =1 to Num CHS 𝑠 do

if Tr(𝑃𝑖) ≥ DELAY THRESHOLD then ⊳
CHS𝑠 filtering

Suppression of 𝑃𝑖 path.
end if

end for
for 𝑃𝑖 =1 to Num CHS 𝑠 do ⊳ Definition of NIP𝑠
and IP𝑠

if 𝑃𝑖 ∩ 𝑃𝑗 = 0 then ⊳∀𝑃𝑗 ∈ ⋃CHS𝑘 𝑤ℎ𝑒𝑟𝑒 𝑘 ∈ SN, 𝑘 ̸= 𝑠
Insert 𝑃𝑖 into NIP𝑠 set.

else
Insert 𝑃𝑖 into IP𝑠 set.

end if
end for

Algorithm 1

SUB NIP𝑠: indicates a sub set of IP𝑠 non intersected
paths.
SUB IP𝑠: indicates a sub set of IP𝑠 intersected paths.
PERIODIC COLLECT: Periodic data collection
EVENT COLLECT: Random Data collection based
on event occurrence or user request.
use paths of SUB NIP𝑠 successively.
if NIP𝑠 ̸= 0 then

Use paths of NIP𝑠 set successively.
goto : end ⊳The end of the algorithm
else

if NIP𝑠 = 0 && IP𝑠 ̸= 0 then
if EVENT COLLECT then

use IPs set paths successively.
goto : end

end if
if PERIODIC COLLECT then

if SUB NIP𝑠 ̸= 0 then
use paths of SUB NIP𝑠 successively.

goto : end
else

use paths of SUB IP𝑠 successively. goto
: end

end if
end if

end if
fin: The end of the algorithm
end if

Algorithm 2
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place when data is collected upon reception of a request or
after the occurrence of an event. In this case of study, we
believe that themaximumnumber of events occurrences dur-
ing a time interval 𝑇 does not exceed 1. Thus, the order of the
one-dimensional source nodes paths vector𝑉𝑇 will vary from
0 to SN, where SN indicates the number of source nodes.The
horizontal classification corresponds to a periodic data col-
lection, meaning that, for each interval 𝑇, 𝑉𝑇 is already
established and its order is constant and equal to (1, SN). The
structure of an intersected path is defined in accordance with
other source nodes paths, the intersecting points, and the
degree of their occurrences:

⟨⟨𝑃𝑘,𝑗⟩ ,⋃⟨𝑖, 𝛼𝑖⟩⟩ , (3)

where

(i) 𝑘 ∈ SN and 𝑖 is an intersection point, 𝑖 ∈ ID SN, 𝑖 ̸= 0;
(ii) SN is the set of source nodes and ID SN is the set of

sensor node identifiers;

(iii) num IP𝑠 corresponds to the size of IP𝑠 set;
(iv) num CHS 𝑠 is the size of all paths;
(v) Current ID SN indicates the current source node

identifier;

(vi) 𝛼 ∈ {0, . . . , ∑ num CHS 𝑠}, 𝑠 ̸= Current ID SN;

(vii) 𝑗 ∈ num IP𝑠 and 𝑘 ∈ SN.

5.1. RealisticModel. Whendata are collected randomly, the IP
set of a source node is classified vertically, that is, in respect to
other paths of the same source node. However, when period
data collection is taking place, IP set is classified in respect to
IP sets of other source nodes. To this end, we defined the coef-
ficient of each path based on the energy consumption model.
The formula that corresponds to the theoretical model is
defined as follows:

{{{
ID SN∑
𝑗=1

𝑎max(𝛼𝑗)−1 + ∑
𝑗∈{1⋅⋅⋅ID SN−1}

𝑎𝛼𝑗}}} , max (𝛼𝑗) ̸= 0
∑

𝑗∈{1⋅⋅⋅ID SN−1}
𝑎𝛼𝑗 , max (𝛼𝑗) = 0, 𝑎 ∈ N − {0, 1} .

(4)

As depicted in the above formula, paths including inter-
secting nodes with the highest degree have lowest ranking
compared with those with no intersecting nodes or where the
degree of the intersecting node is null.

5.2. Theoretical Model. As previously mentioned, the theo-
retical model depends mainly on the distance between the
sender and the receiver but also the exchanged data length.
The latter can be interpreted as the order of sensor node in the
path. In fact, the retransmitted data gets bigger in terms of bit
size; therefore, the closer a sensor node is to the destination,
the higher the order in the path is. For this, we define the

Table 2: The weighting factors parameters value.

𝐶𝑟 (m) 3

Data size (bytes) 200𝐸amp (J/bit/m) 10−10𝐸elec (nJ/bit) 50

following formula that takes into consideration the above
parameters to proceed with paths classification:

𝛼(Size(𝑃𝑖)∑
𝑗=1

(1 − 𝛽) (Or𝑃𝑗 (𝑛𝑗)) + 𝛽 𝑟∑
𝑘=1

Or𝑃𝑘 (𝑛𝑗))

+ 𝛾(Size(𝑃𝑖)−1∑
𝑗=1

𝑑 (𝑠𝑗, 𝑠𝑗+1)) .
(5)

The weighting factors 𝛼 and 𝛾 have been added to the
equation to highlight the impact of each factor on the overall
energy consumed, their corresponding values have been
calculated based on the total energy consumed by a sensor
node considering the parameters value presented in Table 2,
and they are equal to

𝛼 = 110−10 (100 + 𝐶2𝑟) ,
𝛾 = 𝐶2𝑟100 + 𝐶2𝑟 ,

(6)

where

(i) 𝐶𝑟 is the maximum communication range;

(ii) 𝛽 is a variable indicating if the current node 𝑛𝑗 is an
intersected node or not;

(iii) Or𝑃𝑘(𝑛𝑗) indicates the order of 𝑛𝑗 in the path 𝑃𝑘;
(iv) 𝑟 is the number of paths that intersect at 𝑛𝑗 where 1 ≤𝑟 ≤ SN;

(v) SN corresponds to the number of source nodes.

6. Estimation of the Energy Consumption and
the Network Lifetime

In order to give an estimation of the energy consumed
during a time interval 𝑇 (in ms), we represent the number
of events that occurred in a fixed interval 𝑇 with the Poisson
distribution with parameter 𝜆:

𝑃 (𝑘, 𝑡) = (𝜆 ⋅ 𝑡)𝑘𝑘! ⋅ 𝑒−𝜆⋅𝑡. (7)
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Table 3: Simulation parameters.

Realistic model

Telos CC2420 RX MODES 62 mw

TX LEVELS 57.42mw
Initial energy 18720 (J/S)

RX TX SLEEP

Transition power
RX - 62 62

TX 62 - 62

SLEEP 1.4 1.4 -
Theoretical model𝐸elec 50 nJ/bit𝐸amp 100 pJ/bit/m𝐷 200 bytes𝑑 3 m

The estimated energy consumption for both realistic and
theoretical model is given in

𝐸node𝑖 (RM) = 𝛽 ⋅ [ 𝛼∑
𝑘=0

((𝜆 ⋅ 𝑡)𝑘𝑘! ⋅ 𝑒−𝜆⋅𝑡)
⋅ ((𝛼 − 𝑘) ⋅ 𝐸Rx + 𝑘 ⋅ 𝐸Tx + 𝑘 (𝐸RTT + 𝐸TTR))] + 𝛼
⋅ 𝐸𝑓

𝐸node𝑖 (TM) = 𝛽 ⋅ [( 𝛼∑
𝑘=0

(𝜆 ⋅ 𝑡)𝑘𝑘! ⋅ 𝑒−𝜆⋅𝑡) ⋅ 𝐷 ⋅ (2 ⋅ 𝐸elec

+ 𝐸amp ⋅ 𝑑2)] ,

(8)

where

𝛽 ∈ N∗ − {1}, if node𝑖 is an intersection point;𝛽 = 1, else
+𝐸Tx is energy of the transmission;
+𝐸Rx is energy of reception;
+𝐸TTR is energy of transition from TX to RX;
+𝐸RTT is energy of transition from RX to TX;
+𝐸𝑓 is operating energy;
+𝑘 is number of events occurrences, 𝑘 = 0, 1, 2, . . .;
+𝛼 = Sup(𝑇/𝑇𝑢).

When considering the realistic energy consumption
model, the energy consumed when no event occurs during
the time interval 𝑇 (which is represented in terms of time
interval units 𝑇𝑢) depends mainly on the operating energy
of the sensor node but also the energy of reception. When
the transceiver transmit data for a long period of time, it
consumes an important amount of energy required to transit
from transmission to reception state and vice versa. For
analysis purposes, we consider the simulations parameters

depicted in Table 3. These parameters are defined in Castalia
2.3, which is an open source simulator for WBSNs/WSNs
[20–22]. The packet generation rate is constant and equals
5 pps (packets/sec). The initial energy level of each sensor
node is assumed to be 18720 J and the data packet length is
also constant and equals 200 bytes.The radio initial reception
mode is set to high which stands for 1024 for data rate
(kbps), DIFFQPSK as a modulation type, bandwidth (MHz),
sensitivity (dBm), and power consumption (mW) equal,
respectively, to 20, −87, and 3.1.Themain loop of Algorithm 1
is executed O(𝑛) times. Choosing the set of paths to which
the current path belongs requires timeO(𝑛). Algorithm 1 thus
runs in time O(𝑛2).
6.1. Estimation of the Network Lifetime of a Nonintersecting
Node in T (ms). As can be seen in Figure 4, when the number
of the occurred events increases, the corresponding network
lifetime decreases, regardless of the average event occurrence
value. These results were expected as the occurrence of an
event puts the transceiver in transmission state after being
transited from the reception state (in case of realistic mod-
eling of the transceiver). Both radio transition and data
transmission consume a considerable amount of energy as
defined in the radio worksheet. Similarly to the theoretical
model,more events occurrences lead tomore bits transmitted
in accordance with the distance. Therefore, an important
amount of energy is consumed,which contributes to reducing
the network lifetime. The network lifetime can be defined
as the first sensor running out of energy or the 𝑥% sensor
nodes dissipating their overall energy batteries. In our case
of study, the dysfunction of the first sensor node defines the
network lifetime in terms of intervals 𝑇 (100 s). Hence, in
order to guarantee the best network performance, the routing
functionality needs to include the fault tolerance option to
avoid the frequent network topology reconfiguration and
increase data packet delivery ratio, while minimizing the
transmission delay.

6.2. Estimation of the Network Lifetime of an Intersecting
Node in T (ms). As depicted in Figure 5, there is a perfect
correlation between the degree of the intersecting node and
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Figure 4: (a) Realistic model. (b) Theoretical model.
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Figure 5: Degree of intersection node: (a) realistic model. (b) Theoretical model.

the network lifetime for both radio energy consumption
models (realistic and theoretical).The bigger the degree of an
intersecting point is, the less the network lifetime becomes.
This tendency was expected as the intersecting point requires
transmitting data packets which corresponds to zero (i.e.,
nonoccurrence of events) or many source nodes paths.

In our case of study, we did not consider a particular syn-
chronization scenario where sensor nodes are active during
a particular duty-cycle, after which the transceiver is turned
off to save energy. In fact, the synchronization mechanism
schema (when applied) makes a huge difference in energy
consumption when both intersecting and nonintersecting
nodes are considered. A nonintersecting node will spend
more time in sleep mode, conserving though a great amount
of energy, while an intersecting sensor node will have to stay
on for most of the time as it delivers data to many source
nodes, which leads to a rapid depletion of energy resource.

The number of event occurrence possibilities is equal to𝜆degree point inter, where each path can deliver either 0, 1, . . . or𝜆 events.

7. Multipaths or Optimal Path Routing?

The proposed multipath approach equalized the energy
consumed in the network. In Table 4, we compared our
proposed routing approach with the optimal path routing
in terms of network lifetime. To this end, we considered
a grid network composed of 5 sensor nodes including two
source nodes and the final destination. A random sensor
deployment can also be utilized; however, it is important to
employ additional number of relay sensors to insure the
full network coverage. The results show that multipath rout-
ing outperforms the optimal path routing for both energy
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Table 4: Comparison of multipath and optimal path routing approaches.

Realistic model Theoretical model
Multipath Optimal path Multipath Optimal path

Periodic 1890 1804 415 320

Random 2712 2709 12572 9720

consumption models and data collection type. However, the
optimal path might show better results in case of random
data collection, where any combination of source node paths
can be taking place. This will increase the chance of utilizing
a sensor node with a high intersection degree. Therefore,
the sensor batteries will run out of energy in a very short
amount of time, which leads to network dysfunction. It is
very important to carry out a detailed performance analysis
of both approaches before choosing the most suitable one for
data routing. When the optimal path belongs to the NIP𝑠 set,
it is pointless to proceed with further analysis of lifetime
estimation, as it is used by default in conjunction with other
nonintersected paths. However, when it belongs to the IP𝑠
set, the corresponding estimated lifetime will be compared
with the multipath routing. If the latter presents the biggest
value then the multipath approach is chosen, and the optimal
path will be automatically used since it is considered as an
intersected path. Else if the optimal path maximizes the
network lifetime, then all the paths belonging to IP𝑠, where
the estimated network lifetime is inferior or equal to the
optimal path one, will be used successively.

8. Conclusion

WBAN constitutes a subset of WSNs responsible for moni-
toringmedical and nonmedical applications.WBAN consists
in using biosensors to measure physiological parameters and
forwarding them to the base station where further analyses
are performed. This paper presents a new routing approach
to increase the network lifetime by equalizing the energy
consumption within sensor devices. The proposed approach
takes into consideration the type of the radio model and the
frequency of data collection. The statistical results prove the
efficiency of our approach in minimizing the overall energy
consumption. In fact, 89 time intervals were added to the
network lifetime when a realistic model is applied, compared
with 9815 in case of theoretical model. Hence, the frequent
topology reconstruction is reduced, leading to a minimal
network cost and transmission delay.
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