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Wireless Sensor Networks (WSNs) have attracted significant
attention in monitoring and controlling plants, resources,
and infrastructures. 'ese networks are composed of a large
number of smart devices called Sensor Nodes (SNs) aimed to
work autonomously. 'e spatially distributed nature of
WSNs often requires that the individual SNs be powered by
batteries. One of the major limitations on performance and
lifetime of SN is the limited capacity of its finite power
source, which must be manually replaced when its battery
runs out. A viable alternative then is to endow the SNs with
appropriate harvesting technologies such as solar, vibra-
tional, wind/water flow, thermal gradient scavenging,
electromagnetic direct conversion, and others.'ese sources
can supplement or even entirely replace the battery energy
supply. 'ere are complex tradeoffs to be considered when
designing energy harvesting and conservation circuits for
WSNs arising from the characteristics of the energy sources,
energy storage devices used, power management function-
ality of the SNs and protocols, and the applications’ re-
quirements. 'is special issue contains nine papers that
roughly cover some topics that are important for future
applications of harvesting and conservation techniques in
WSNs.'e following paragraphs give an overview regarding
the content of this special issue.

In the paper “Harvested Energy Maximization of SWIPT
System with Popularity Cache Scheme in Dense Small Cell
Networks,” X. Peng and J. Li, from Xidian University, China,
concentrate on energy minimization problem of simulta-
neous wireless information and power transfer (SWIPT)
system.

K. Ho-Van and T. Do-Dac, from HCMUT, Vietnam, in
“Relaying Communications in Energy Scavenging Cognitive
Networks: Secrecy Outage Probability Analysis” evaluate the

performance of relaying communications system in terms of
the secrecy outage probability.

“'e Smaller the Better: Designing Solar Energy Har-
vesting Sensor Nodes for Long-Range Monitoring” by M.
Mabon et al., from University Rennes, France, describe an
energy autonomous node architecture with long-range
communication capabilities. In addition, an optimization
methodology for energy harvesting and storage elements of
the sensor node is presented.

In “Novel Energy-Efficient Data Gathering Scheme
Exploiting Spatial-Temporal Correlation forWireless Sensor
Networks,” Y. Zhou et al., from Nanjing University of Posts
and Telecommunications, Nanjing, China, propose an en-
ergy-efficient data gathering scheme exploiting both spatial
and temporal correlations for clustered WSNs.

In the paper “Priority-Based Pipelined-Forwarding
MAC Protocol for EH-WSNs,” K. Shim and H.-K. Park,
from KOREATECH, Cheonan, Republic of Korea, con-
centrate on priority-based pipelined forwarding MAC
protocol that determines the priority of relay nodes based on
the residual power and energy-harvesting rate.

In the paper entitled as “Actor–Critic-Algorithm-Based
Accurate Spectrum Sensing and Transmission Framework
and Energy Conservation in Energy-Constrained Wireless
Sensor Network-Based Cognitive Radios,” H. A. Shah et al.,
from Inha and Ulsan Universities, Republic of Korea, focus
on solving theMarkov decision process problemwhich deals
with an actor–critic-algorithm-based solution intended for
optimization the action taken in a sensing–transmission
framework.

M. Ke et al., from PLA Army Engineering University,
Nanjing, China, in the paper entitled as “Robust Power
Allocation for Cooperative Localization in JammedWireless
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Sensor Networks” investigate the robust power allocation
strategies for cooperation in jammed wireless sensor lo-
calization systems.

R. N. Jadoon et al., from University of Science and
Technology of China, Hefei, China, and COMSATS Uni-
versity, Islamabad, Pakistan, describe an efficient data de-
livery technique called RD2T for wireless sensor networks.
'is technique divides the network into static zones by
eliminating the control overhead and hence extends the
network lifetime.

Finally, in the paper “A Self-Powered PMFC-Based
Wireless Sensor Node for Smart City Applications,” D.
Ayala-Ruiz et al., from Technology Institute of Sonora,
Autonomous University of Yucatan and University of
Quintana Roo, Mexico, propose a WSN composed of self-
powered plant microbial fuel cells as long-range sensor
nodes for environmental analysis in smart cities.

We sincerely thank the authors for their outstanding
work and the anonymous reviewers who made contribution
to the review process. Both the authors’ and the reviewers’
efforts guaranteed the high quality of the published papers in
this special issue. A special thank goes to the Editorial Board
who has the overall responsibility of the journal quality and
to Monica Nabil for assistance during the publication
process.We believe that the technical details presented in the
papers in this special issue will be interesting and useful to
the journal readers and will provide a good snapshot of the
state of art in WSNs.
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Research Article
Actor–Critic-Algorithm-Based Accurate Spectrum Sensing and
Transmission Framework and Energy Conservation in
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Spectrum sensing is of the utmost importance to the workings of a cognitive radio network (CRN)..e spectrum has to be sensed
to decide whether the cognitive radio (CR) user can transmit or not. Transmitting on unoccupied spectrum becomes a hard task if
energy-constrained networks are considered. CRNs are ad hoc networks, and thus, they are energy-limited, but energy harvesting
can ensure that enough energy is available for transmission, thus enabling the CRN to have a theoretically infinite lifetime. .e
residual energy, along with the sensing decision, determines the action in the current time slot..e transmission decision has to be
grounded on the sensing outcome, and thus, a combined sensing–transmission framework for the CRN has to be considered. .e
sensing–transmission framework forms a Markov decision process (MDP), and solving the MDP problem exhaustively through
conventional methods cannot be a plausible solution for ad hoc networks such as a CRN. In this paper, to solve theMDP problem,
an actor–critic-algorithm-based solution for optimizing the action taken in a sensing–transmission framework is proposed. .e
proposed scheme solves an optimization problem on the basis of the actor–critic algorithm, and the action that brings the highest
reward is selected..e optimal policy is determined by updating the optimization problem parameters..e reward is calculated by
the critic component through interaction with the environment, and the value function for each state is updated, which then
updates the policy function. Simulation results show that the proposed scheme closely follows the exhaustive search scheme and
outperforms a myopic scheme in terms of average throughput achieved.

1. Introduction

Wireless sensor networks are pervasive. .ey are employed
in a variety of applications and services ranging from smart
grids, Internet of things, to cognitive radios. Wireless sensor
networks have sensing at its core. Sensing is required not
only to gather information about events, i.e., to record events
and behavior of processes, but also to decide the occurrence
of a phenomena. When sensor networks are employed to
decide the occurrence of an event or a phenomenon, it can
be generalized as the basis of diverse set of communication
networks. In this way, sensor networks form the basis for
cognitive radios when cognitive radios are deployed overlay,

i.e., the cognitive radios have to use the licensed spectrum
when not in use by the licensed user. Wireless sensor net-
works form the sensing base for cognitive radios in deciding
whether the spectrum is free or not. So, spectrum sensing is
an important task in cognitive radio networks (CRNs). .e
spectrum has to be sensed and the whole spectrum appro-
priated for the cognitive radio (CR) user if the full promise of
the CRN is to be exploited. On the basis of spectrum sensing,
the CR user can transmit, provided it vacates as soon as the
primary user (PU) appears. .is is more complicated if
energy-constrained networks are considered. CRNs are ad
hoc networks, and the energy for transmission may not
always be available. Given the limited energy budget, the CR
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user has to take into consideration the long-term operation of
the network. So, one of the multiple levels of transmission
power can be selected, or given that transmission power is
unavailable, no transmission will happen.

In an uncertain but stochastically known environment,
behavior can be learned and the policy of the CR user can be
adjusted. .e CR user can be seen as an agent in terms of
reinforcement learning, and through the acknowledgment
(ACK) signal, the environment can be known. In each time
frame, the optimal decision has to be taken on the basis of
the sensing decision and other system parameters, such as
historical information about the belief of the presence or
absence of the PU. .e optimal decision can be learned, but
it will take a lot of iterations by the system to reach it. .is is
the biggest drawback of simple reinforcement learning (RL)
[1]. Instead, deep RL algorithms can be considered to make
the optimal decision in the current time slot and to design an
optimal policy for the agent.

RL and deep RL solutions and algorithms are most ef-
fective in situations where there are patterns and models, so
they can be learned. .e abstractions of the environment are
translated into parameters on the basis of which decision can
be taken. In the area of communications, the methods of
deep RL can be effective in solving many challenges, par-
ticularly in emerging fields varying from the CRN to the
Internet of things (IoT) to heterogeneous networks. As
communications networks become more and more auton-
omous and decentralized, the need for optimal operation on
the basis of both the environment and gained knowledge
becomes paramount. .e problems of the CRN, such as
spectrum access and transmission power level in energy-
constrained situations to optimize different network pa-
rameters, can be devised as a decision problem. In the
stochastic nature of wireless communications, the decision-
making problem can be modeled as a Markov decision
process (MDP). An MDP can be solved through deep RL
techniques. .e sensing–transmission problem is an MDP
problem, and it is solved in this paper.

After the sensing decision is made, CR users either
transmit or stay silent. .e decision to transmit is based on
the current state and the transition probability to the next
state, as well as the remaining energy, if energy constraints of
the network are considered. .e states for transition are
limited by the current state. .e set of actions is also de-
termined by the current state, which may be a combination
of spectrum-sensing decision, the belief function, and the
remaining energy. In Markov decision systems, the state
transition should strictly follow the Markov chain. So, all the
possible states and possible actions for those states will have
to be computed. In this case, the computation becomes
complex and expensive.

.is paper presents a model-free reinforcement learning
algorithm called an actor–critic algorithm [2, 3]. .e ad-
vantage of the actor–critic algorithm is that it is not as
computationally complex as partially observable MDP
(POMDP) approaches and it does not need all of the state
transition information to make a decision. In the training
phase, the critic updates the approximation of state in-
formation on the basis of simulation parameters and feeds

this information to the actor to update the policy param-
eters. .e actor–critic algorithm may converge to a local
optimal policy, but it generates the policy directly from
training, so much less computational complexity and for-
mulation are required. .e actor–critic algorithm obtains a
solution to the nonconvex optimization problem as pre-
sented in this paper without complete and accurate in-
formation about the wireless network environment.

Deep learning is composed of a set of algorithms and
techniques that attempt to find important features of data
and that try to model high-level abstractions. .e main goal
of deep learning is to avoid manual descriptions of a data
structure (like handwritten features) by automatically
learning from the data. Typically, deep learning structures
are any neural network which has two ormore hidden layers.
.e algorithms can be divided into policy optimization and
dynamic programming. In policy optimization, the policy is
parameterized, and the expected reward is maximized.
Methods in this category include policy gradients and de-
rivative-free optimization and evolutionary algorithms,
whereas dynamic programming methods can exactly solve
some simple control problems (i.e., MDPs) through iteration
and subdivision. Dynamic programming includes policy
iteration and value iteration, and (for more useful and re-
alistic problems) approximate versions of these algorithms
are considered (e.g., Q-learning). .e actor–critic methods
are policy-gradient methods that use value functions.

.e notion of learning from the environment is em-
bedded in the concept of cognitive radio. CR users are
meant to monitor the environment and adapt their op-
erating characteristics (operating frequency, transmitting
power, etc.,) to the changing conditions. To enable CR users
to learn from the environment, several authors have
considered machine learning algorithms for spectrum
sensing [4–12]. In [4], a dynamic game is formulated where
the secondary users incur sensing charges as a result of PU
activity and then after a successful completion of a bidding
also pay for transmission opportunities. To solve the
problem of bidding, a Bayesian nonparametric belief up-
date is used and learning algorithms are employed, so the
users can decide whether to participate in the bidding
process or not. In [5], to maximize the available spectrum
for secondary users’ transmission, a select number of CR
users sense multiple bands simultaneously through RL.
Q-learning is also employed for diverse purposes. In [7], it
is employed to mitigate interference in CRNs while in [8], it
is employed for detection of primary signal for spectrum
sensing. In [9], two kinds of approaches in a no-regret-
based machine learning framework with the presence of
malicious activity were proposed with two different algo-
rithms, one had perfect observation of the environment
and the other had a partial observation, while in [10],
pattern classification techniques as SVM and KNN were
investigated for spectrum sensing. In [11, 12], a TV white
space database was constructed through machine learning
and data fusion was carried for global spectrum sensing
decision, respectively. In [11], k-nearest neighbors (KNN)
were simply used for data recovery in a white space da-
tabase as a mechanism for majority voting.
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Recently, there has beenmuch interest in the efficient use
of energy resources for the sake of energy-aware network
architectures and to reduce energy costs [13, 14]. To that end,
energy resources have to be used according to system
performance requirements. Energy harvesting from re-
newable energy sources (thermal, vibration, solar, acoustic,
and ambient radio power) is designed to meet energy re-
quirements, as well as contribute towards reducing harmful
emissions [13]. Energy harvesting allows for theoretically
perpetual lifetime operation of an ad hoc network without
any need for an external power source or battery re-
placement. .is is an attractive model for many kinds of
future wireless and cellular networks and is most important
for CRNs. Pei et al. [15] studied an energy-efficient design of
a spectrum-sensing scheme in cognitive radio networks.
Chen et al. [16] maximized throughput given an energy
budget, whereas Hoang et al. [17] designed a utility-based
objective function for penalizing energy consumption.
Studies have been conducted on exploiting energy har-
vesting in ad hoc networks [18]. For multiple relay channels,
energy harvesting-based schemes were proposed [19, 20].
Wang et al. [21] studied energy harvesting in heterogeneous
networks, and both they and Anisi et al. [22] studied the
effect of energy harvesting in sensing and body-area
networks.

Deep learning is a vast area and is now excessively used
in all aspects of communications, particularly in intelligent
communications such as cognitive radios, so giving an ex-
haustive list of literature references is out of the scope of this
work, but here, the application of deep learning to spectrum
sensing and spectrum access in CRN will be discussed
briefly. In [23] a deep Q-learning (DQL) algorithm is used to
select the channels for sensing and ultimately access to
achieve maximum rate. .e action is selected on the basis of
the channel SINR exceeding a particular QoS requirement.
In [24], a DQL is proposed in a heterogeneous network
which consists of multiple users and base stations. .e base
stations for the users to be associated with are selected
through DQL. .e simulation results in [24] also confirmed
that DQL has better performance than a simple Q-learning
scheme. In [25], a deep learning scheme was proposed for a
joint user association, spectrum access, and content caching
problem in an LTE network. .e users are controlled by
cloud-based servers, and they are able to access both licensed
and unlicensed spectrum. Different actions are selected on
the basis of the DQL algorithm such as optimal user as-
sociation, the bandwidth allocated to users, the time slot
allowed to the users, and deciding the content popularity for
caching. In [26], a dynamic channel access scheme for a
sensor-based IoT is proposed which employs deep learning,
while in [27], experience replay is used to find the optimal
policy. In [28], a joint channel selection and packet for-
warding scheme is proposed in a multisensor scenario, while
to counter the energy limitation problem in [29], channel
access in an energy harvesting-based IoT system is
investigated.

In this paper, an energy-constrained CRN is consid-
ered. When transmission is considered jointly with the
results from sensing, then in an energy-constrained CRN,

that becomes a hard problem to solve. In the literature,
machine learning was applied extensively (as shown above)
to the process of spectrum sensing, but not to taking a
combined sensing–transmission decision. .e problem of
transmission is considered an MDP, and the conventional
methods are used for solving the problem [30–32]. .e
wireless environment is a partially observable MDP, and
thus, on the basis of some observations, the next state is
transitioned to. .e problem of the POMDP is solved by
visiting all the next possible states from taking all possible
actions in the current state and selecting an action that
optimizes certain network parameters. When sensing de-
cisions along with the remaining energy in energy-con-
strained CRNs are considered to be the state, the state space
becomes too large to compute and solve. Another problem
with such POMDP solutions is that the environment is not
aptly learned. As an alternative to the conventional
POMDP, the actor–critic algorithm is emerging as a
promising alternative. In an actor–critic algorithm, the
agent has two parts..e actor takes an action according to a
policy, whereas the critic adjusts the policy through pa-
rameters like temporal difference. .e policy in the actor is
optimized on the basis of optimal value function. .e value
function can have two definitions: (1) the total accumulated
reward while starting in the current state and (2) going to
the next states according to the given policy. In the state-
action value function, the expected accumulated rewards
are calculated while taking an action in the current state,
and then, in the next state taking other actions according to
the given policy. .e value function adjusts the policy
function in the actor on the basis of observations from the
environment. Convergence in the actor–critic algorithm is
possible. It is achieved with less complexity and fewer it-
erations and computations in the state space. Also, in the
actor–critic algorithm, the policy is directly learned from
the operational environment.

In this paper, an actor–critic-algorithm-based sensing
and transmission framework is proposed. CR users take a
local sensing decision and then send it to the fusion center
(FC) to take a global decision, and these two form part of
the local state. .e belief function and the remaining
energy form the rest of the state..e action space is formed
of either the silent mode or transmission with a level of
energy that is able to fulfil the long-term energy re-
quirements of the system. CR users are able to harvest
energy, and the transmission energy in the current slot also
has to take into consideration the long-term energy re-
quirements. On the basis of the transmission and ACK
signal, a reward is assigned to each action. .e critic
evaluates the reward brought by the action and updates the
policy function. At the end of the training phase, the
optimal value function and the optimal policy function are
obtained.

.e rest of this paper is organized as follows. Section 2
presents the system model. In Section 3, the system energy
constraints, the energy harvesting process, and the Markov
decision process are explained. In Section 4, the actor–critic
algorithm is presented, while Section 5 presents simulation
results and Section 6 concludes the paper.
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2. System Model and Methods

We consider that a single PU is active and a CRN that
consists of N CR users, as shown in Figure 1, monitors the
activity of the PU. Considering multiple PUs complicates the
sensing process as well as involves other processes such as
scheduling and spectrum-handoff. .ese particular prob-
lems are beyond the scope of this paper. .e CR users
perform spectrum sensing and report their results to the FC.
We assume a slotted time-frame structure where each slot is
divided into two slots: a sensing slot for spectrum sensing
and a transmission slot, which is used for data transmission.
.e slotted frame structure is considered in [33–41]. In this
method of spectrum sensing, the time frame is divided into
two parts..e first part of the time frame is known as sensing
slot while the other is transmission slot. Spectrum is sensed
in the first while the CR users either transmit or stay silent in
the transmission slot on the basis of global decision. .e
durations of both slots among CR users are synchronized
through a common control channel and by the FC.

Each CR user employs the energy detection scheme for
spectrum sensing. CR users receive energy and on the basis
of received energy take a decision. Energy detection is the
simplest technique, given the limited resources (e.g., energy
and computational power) of most CR users. Common
spectrum sensing problems such as multipath fading and

shadowing can be overcome by exploiting spatial diversity
using cooperative spectrum sensing, thereby ensuring that
PU constraints are met [33]. CR users can either report the
actual value of energy received or take a decision locally or
report it to the FC. .e first one is called soft decision
combination and results in optimal detection performance
but theoretically requires infinite bandwidth [34], while the
latter is hard decision combination which saves bandwidth
but produces inferior results as compared to soft reporting.
To balance performance and bandwidth efficiency, a com-
bination of both soft and hard decisions can be used where
the energy range can be quantized, as in references [34, 37].
In [34], the authors used a so-called softened hard combi-
nation scheme, in which the observed energy is quantized
into four regions using two bits, where each region is
represented by a label. .is achieves an acceptable trade-off
between the improved performance resulting from soft
reporting and information loss during quantization process
[41]. In this paper, quantization is considered where the
received energy is quantized into four quantization zones.

.e signal received by the i-th CR user, during the
sensing slot, when the PU is absent, i.e.,H0, and when the PU
is present, i.e., H1, is given as

yi �
w(n), H0,

s(n) + w(n), H1,
 (1)

where w(n) is additive white Gaussian noise and s(n) is the
energy received from the PU’s signal. .e received energy is
quantized as

li �

H0

Z1, Yi ≤ λZ1
,

Z2, Yi ≤ λZ2
,

⎧⎨

⎩

H1

Z3, Yi ≤ λZ3
,

Z4, Yi > λZ3
,

⎧⎨

⎩

⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

(2)

where λZ1
, λZ2

, and λZ3
are the quantization thresholds and

Z1, Z2, Z3, Z4  represent different quantization zones in
which the received energies are quantized. A global decision
is taken on the basis of majority rule, i.e., the majority of the
reported symbols become the global decision, denoted by
Dt, where t represents the time index. .e combination of
local and global decisions determines the state of the CR in
the current slot.

3. System Constraints and Definitions

In the section below, the system constraints and processes
are explained in detail.

3.1. Energy Harvesting Process. .e CR users are able to
harvest energy. If the energy arrival process, et

h ⊂ R+, is
assumed to be independent and identically distributed
(i.i.d.) sequences of variables, then E et

h  � eh [13]. It is also
assumed that the energy harvested in time slot t is imme-
diately available in slot t+ 1.

.e total energy spent in the current slot, t, if the CR user
transmits, is given as

Fusion center

CR user

Primary user receiver

Primary user transmitter

Figure 1: Basic system model.
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ec(t) � es + αter, (3)

where es is the sensing energy, er is the transmission energy,
and αt is given as

αt �
1, if the CR user transmits,

0, otherwise.
 (4)

.e residual energy for the next time slot, if the CR user
transmits in the current time slot, is

erem(t + 1) � min ecap, erem(t) − ec(t) + eh , (5)

where ecap is the maximum battery capacity and erem(t) is the
residual energy at time t.

To ensure long-term operation of the network, the en-
ergy remaining in the current time slot has to satisfy the
energy requirements for some future time slots. Because the
transmission energy is dependent upon the sensing decision,
its future value cannot be estimated..ere is assumed to be a
number of future time slots for which energy is required. To
maintain energy conservation and long-term operation of
the network, it is necessary to save energy in the current time
slot..e sensing energy for future time slots remains fixed as
sensing happens in each time slot in the sensing slot. .e
consumption by transmission energy is dependent on the
sensing decision, so it cannot be determined in advance.
.us, on the basis of sensing energy, a constraint for energy
preservation to ensure long-term operation of the network
can be formulated. Let us suppose that we want the CRN to
be functional for next N future slots; then, the constraint for
long-term energy availability can be formulated as

erem ≥N es − eh( . (6)

3.2. (e Markov Process. Let the PU activity follow a two-
state Markov process, as shown in Figure 2. Figure 2 il-
lustrates the Markov process where the CR user either
transitions to another state or remains in the same state. On
the edges, the transition probabilities are given. For the sake
of simplicity, H is not written as the subscript of P.

.e sensing and transmission framework is formulated
as a Markov decision process. .e Markov decision process
tuple is 〈S,A,P,R〉, where S represents the state, A is the
action taken, P is the transition probability, and R is the
reward received on taking an action given a state.

.e state is composed of the local and global sensing
decisions, the remaining energy, and the transition proba-
bility, denoted by μ(t). For simplicity, let us denote the
combination of local and sensing decisions as Qld. .e state
at time t is given as

s(t) � Qld, erem(t), μ(t) . (7)

.e transition probabilities are dependent upon the
current local and global sensing decisions. .ey will be
presented in detail later.

.e CR user, after sensing, can either be silent or
transmit at different levels of transmission energy to meet
long-term energy requirements. Two transmission energy

levels are considered. .ere can be many levels, but the
formulation and the solution will become untenable. .e
action space is defined as

A � SIL, e
1
r(t), e

2
r(t) , (8)

where e1r(t) represents transmitting with transmission en-
ergy e1 and e2r(t) denotes transmitting with energy level e2,
while SIL indicates no transmission.

.e reward is based on the ACK signal. .e rewards are
assigned as follows, where T ·{ } represents the throughput
achieved with the given state and transmission energy:

R
s(t), e1r(t)

ACK
  � T

e1r(t){ },

R
s(t), e2r(t)

ACK
  � T

e2r(t){ },

R
s(t), ei

r(t)

ACK
  � 0, and i � 1, 2,

(9)

where T � log2(1 + erℓi) and ℓi is the SNR received by i-th
CR user.

4. Actor–Critic Algorithm

.e CR user can take an action, given a particular state, and
transition to another state in the current time slot, de-
termined as follows:

P
s′

s(t), a(t)
  �

1, if s′ � s(t + 1),

0, otherwise.

⎧⎪⎨

⎪⎩
(10)

.e reward associated with each state is given in (9).

.e total discounted reward in the t-th time slot is given
by a value function when the current state is s(t), computed
as follows [3]:

V(s(t)) � 
∞

k�t

c
k
R(s(t), a(t)). (11)

.e policy function is given as follows [3]:

H0 H1

P00

P01

P11

P10

Figure 2: .e Markov process.
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π
a(t)

s(t)
  � P

a(t) ∈ A

s(t)
  �

eϕ(a(t),s(t))

a∈Aeϕ(a(t),s(t))
, (12)

where eϕ(a(t),s(t)) is the tendency to select action a(t) in state
s(t).

After the action is taken, the reward will be calculated.
After calculating the reward, the temporal difference is
determined as follows:

δ(t) � [R(s(t), a(t)) + cV(s(t + 1)) − V(s(t))], (13)

where c determines the effect of the state transition from the
current state to the next state.

On the basis of the temporal difference, the value
function is updated by the critic as

V(s(t)) � V(s(t) + β · δ(t)), (14)

where β is the positive parameter of the critic. .e tendency
to select an action, given a state, is updated as

φ(s(t), a(t)) � φ(s(t), a(t)) + χ · δ(t), (15)

where χ is a positive step-size parameter, which determines
the number of states to be visited.

.e decision in the current time slot is based on the sum
of the reward in the current time slot and the expected future
reward in the next time slot. If the global decision is Z1,
calculating the reward from the current and future time slots
on the basis of the status of the ACK signal is

B
i
Z1

� PACK × R Ql1, erem(t), μ(t), e
i
r(t)   + PACK × 

t� t+1
erem(t+1)

 

P[∗]V(s(t)) + PACK × 

t� t+1
erem(t+1)

 

P[∗]V(s(t)).

(16)

For Z2, it is

B
i
Z2

� PACK × R Ql2, erem(t), μ(t), e
i
r(t)   + PACK × 

t� t+1
erem(t+1)

 

P[∗]V(s(t)) + PACK × 

t� t+1
erem(t+1)

 

P[∗]V(s(t)),

(17)

where P[∗] gives the probability that (6) will be satisfied and
i ∈ (1, 2). .e decision function for the current time slot can
then be formulated as

B0 erem(t + 1), μ(t), Qld(  � Arg max
A

B
i
Z1

, B
i
Z2

 , (18)

where l, d ∈ (Z1, Z2), and A is given by (8).
.e training process is meant to find the set comprising

the policy and the optimal value function corresponding to
each state. .e CR users take a local decision and send the
quantized energy zone to the FC. .e FC takes a global
decision and sends it to the CR users. Based on the local
decision and the global decision, the CR users can stay silent
or transmit at one of two levels of transmission energy. At
the beginning of each time slot, a CR user takes action
a(t) ∈ A according to policy π(a(t)/s(t)) in a given state.
.ere will be a transition to another state or the current state
will be retained, and the next state will be s(t + 1) based on
the residual energy and the feedback. .e rewards will be
calculated according to (9). .e temporal difference is cal-
culated according to (12) after calculating the reward on the
basis of temporal differences, updating the value function in
(13). .e tendency to select action a(t) in state s(t) is
updated in (13). After the convergence is achieved, there will
be an optimal value function, V(s), and an optimal set of

policies, π. .e following are the possible cases for CR users,
on the basis of which the value function is updated and the
policy function found. .ese cases are determined by the
system model and the level of transmission energy. .ey are
run till the optimal value function and optimal policy
function are obtained.

Case 1. If Dt � Z1 orZ2 && l1 � Z1, then stay silent. .e
belief that the PU is absent in the current time slot is updated
using Bayes’ rule [2] as

μ∗(t) �
μ(t)P

Z1
f

μ(t)P
Z1
f +(1 − μ(t))P

Z1
d

, (19)

where P
Zi

f is the local probability of false alarm for zone Zi

and P
Zi

d is the local probability of detection for zone Zi,
with i ∈ (1, 2, 3, 4). .e belief for the next time slot is given
as

μ(t + 1) � μ∗(t)P11 + 1 − μ∗(t)( P01. (20)

.e residual energy for the next time slot is updated as

erem(t + 1) � min ecap, erem(t) − es + eh . (21)
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Case 2. If Dt � Z1 orZ2 && l1 � Z2, then stay silent. .e
belief that the PU is absent in the current time slot is updated
using Bayes’ rule as

μ∗(t) �
μ(t)P

Z2
f

μ(t)P
Z2
f +(1 − μ(t))P

Z2
d

. (22)

.e belief for next time slot and the residual energy for
next time slot for cases 2 to 5 are given in (20) and (21),
respectively.

Case 3. If Dt � Z1 orZ2 && l1 � Z3, then stay silent. .e
belief that the PU is absent in the current time slot is updated
using Bayes’ rule as

μ∗(t) �
μ(t)P

Z3
f

μ(t)P
Z3
f +(1 − μ(t))P

Z3
d

. (23)

Case 4. If Dt � Z1 orZ2 && l1 � Z4, then stay silent. .e
belief that the PU is absent in the current time slot is updated
using Bayes’ rule as

μ∗(t) �
μ(t)P

Z4
f

μ(t)P
Z4
f +(1 − μ(t))P

Z4
d

. (24)

Case 5. If Dt � Z1 orZ2 && l1 � Z1, then take a decision
according to (18)..e belief that the PU is truly absent in the
current time slot is given by Bayes’ rule (if transmission
happens and ACK is received) as follows:

μ∗(t) �
μ(t)P

Z1
f

μ(t)P
Z1
f +(1 − μ(t))P

Z1
d

. (25)

.e residual energy at the CR user for the next time slot
is given as

erem(t + 1) � min ecap, erem(t) − e
j
r − es + eh ,

where j ∈ (1, 2).
(26)

.e belief that the PU will be absent in the next time slot
is given as

μ(t + 1) � P01. (27)

Case 6. If Dt � Z2 orZ2 && l1 � Z1, then take a decision
according to (18)..e belief that the PU is truly absent in the
current time slot is given by Bayes’ rule (if transmission
happens and ACK is received) as follows:

μ∗(t) �
μ(t) 1 − P

Z2
f 

μ(t) 1 − P
Z2
f  +(1 − μ(t)) 1 − P

Z2
d 

. (28)

.e residual energy at the CR user for the next time slot
and the belief are given in (23) and (24), respectively. In the
absence of an ACK signal, in both Case 5 and Case 6, the belief
probability for the next time slot is updated according to (20).

Based on the ACK signal, the rewards are assigned if
Case 5 and Case 6 occur on the basis of (9).

In Figure 3, the basic flow chart of the proposed scheme
is presented. First, the local and global sensing decisions are
made. Combined with the remaining energy and the belief
function, a decision is taken according to the cases explained
above. .e decision is taken by the actor component of the
actor–critic algorithm. On the basis of the action taken, there
is interaction with the environment. On the basis of ob-
servations, the belief function (along with remaining energy)
is updated and the reward calculated. .e parameters of the
optimization problem given in (18) are updated, and the
value function is calculated by the critic. On the basis of the
updated value function, the temporal difference as given in
(13) is determined. Ultimately, the policy is updated im-
plicitly by updating the tendency to select an action, given a
state, according to (15).

5. Simulation Results

In this section, the performance of the proposed actor–
critic-algorithm-based sensing and transmission framework
is assessed through simulation. In the simulation, the pro-
posed scheme is compared with an exhaustive search scheme
where the reward brought by each action in each state is
calculated and the best selected, rather than finding the
transition probabilities for each state to another state. .is
scheme can be considered an upper bound for the proposed
scheme. A myopic scheme is also considered, where energy
is harvested, but the long-term energy constraint is not
considered, and the maximum available power is used for
transmission.

.e exhaustive search scheme has precedent in the lit-
erature, where in [42], an offline scheme was proposed as an
upper bound for a deep Q-network based scheme. .e
offline scheme assumed that the base station has perfect
knowledge of all the random process and thus it can take the
optimal decision. .e proposed scheme does not have
noncausal knowledge of the processes involved, i.e., the
future state of battery and the PU activity. .e number of
mathematical operations involved for the exhaustive search
scheme depends on the state space and action space but with
the added advantage of having knowledge of all the random
processes. .e maximum number of mathematical opera-
tions, i.e., computational complexity, for the exhaustive
search scheme is O(St × A), while the computational
complexity of the proposed scheme is given by
O(St × A × c × χ). As both c and χ are positive values below
1, the computational complexity of the proposed scheme is
less than the exhaustive search scheme.

When simulating the proposed scheme, the initial value
of residual energy is assumed to be 0.6(ec + e1r ); e1r is
150mW, and e2r is 110mW. .e circuit power consumption
was kept fixed at 210 [13–15]. .ese energy settings pa-
rameters are considered because of the energy harvesting
model. .e energy harvesting model considered in this
paper was investigated in detail by the authors in [13] and
the values for the parameters are based on simulation results
as obtained there. .e two different values of transmission
energies are considered to be realistic in comparison with
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sensing energy and overall circuit consumption. .e
transmit power was varied for the different simulation re-
sults and is given for each. .e time slot duration was
200ms, and the sensing duration was eight of the total slot
durations. .e noise spectrum density was taken to be
4.4 × 10− 21 W/Hz [43]. .e number of CR users considered
was three. .e probability of detection is 0.9, and the false
alarm probability is 0.1, while the initial belief about the PU
is 0. .e state transition probabilities of the channel are 0.2.
.e value of c was kept at 0.4, while χ was 0.3. .ese values
were taken experimentally for achieving convergence, and
different values will have different convergence behavior.

Figure 4 presents the comparison of the proposed
scheme with the exhaustive search scheme. We can see from
the figure that the proposed scheme closely follows the
exhaustive search scheme, which acts as the upper bound for
the proposed scheme. .e average SNR of all the CR users
was taken to be the value given on the x-axis, and it was
changed as shown in the figure..e number of iterations was
taken to be 5000. .e average rate was calculated for all the
slots according to (9). SNR is important both for sensing and
for success of transmission. When the SNR is low, the CR
users will not be able to sense properly, and even when the
CR users decide to transmit, the rate achieved will be less
because of the higher ratio of the noise signal. So, checking
the performance at different levels of SNR is important. At a
very low SNR of − 9 dB, the proposed scheme starts to
converge, and the behavior is the same as the upper bound.
.e exhaustive search scheme, rather than taking an opti-
mized decision, searches the subspace of available actions,
and thus, the one selected is the global optimum. .e
proposed scheme, on the other hand, may at best converge to
a locally optimal policy, and thus, there is always a gap, even
after the training converges to an optimal value function
and policy. Because the subspace of all available actions is

checked thoroughly in the exhaustive search scheme and all
the rewards brought by all possible next states are calculated,
it is computationally expensive. .e proposed scheme, on
the other hand, has less computational complexity but gives
performance closely following the upper bound. On the
other hand, the proposed scheme outperforms the myopic
scheme, which transmits with all the transmission power
available. It may achieve high throughput in some slots, but
it eventually runs out of transmission energy..e state space
is continuous as the energy harvested and the remaining
energy are continuous functions. .e size of the state
space cannot be predetermined; however, the positive step

Local sensing decision

Global sensing decision

Take decision according
to decision function B0

Environment
Action

Reward
Update B0 on the basis
of ACK and calculate

V(s(t))

TD error

Actor

Critic

Update erem and belief
function 

Figure 3: Flow chart of the proposed scheme.
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Figure 4: Average throughput of the system.

8 Wireless Communications and Mobile Computing



parameters given in (14) and (15) determine the rate of
convergence at the expense of not visiting all the states. In
simulation for exhaustive search schemes, all states are
visited unless there is convergence, and the reward returned
does not change significantly. So, the positive step param-
eters in (14) and (15) determine the complexity of the
proposed scheme while for exhaustive search scheme, all the
states will be visited unless there is a convergence to a stable
reward value.

Figure 5 presents the false decision rate, which is rep-
resented by Pfd. .e false decision rate measures the
probability that the PU is absent and the CR user does not
transmit or that the PU is absent and the CR user does
transmit. .e sensing part is the same for both schemes, but
in the exhaustive search scheme, all the states and actions are
visited, and the best is selected; in the proposed scheme, only
the optimization problem is solved, and that may not be
accurate. .ough both schemes follow the same quantiza-
tion-based sensing scheme, the error performance from the
exhaustive search scheme is better than with the proposed
scheme because the proposed scheme is based on estimating
the next state, whereas the exhaustive search scheme checks
the reward brought by all the next possible states and selects
the best one. In that scenario, the exhaustive search scheme
assumes correct information for all the possible states.

Figure 6 shows the convergence of the proposed scheme.
.e x-axis is the number of iterations. We can see that as the
number of iterations increases, system performance im-
proves. .e system performance is dependent upon the
information obtained from the environment, and the op-
timization problem presented here learns both the proba-
bility that the CR user will have enough energy to transmit
and the reward brought by each action taken in a given state.
With the increase in the system run, the critic component of
the proposed scheme is able to calculate and thus to limit the
temporal difference. On the basis of the temporal difference,
the policy parameters are optimized. As many times as the
proposed scheme is invoked, there is the same number of
updates to the temporal difference error, and hence, the best
action (given a state) can be selected. When the number of
iterations reaches a certain point, we can see that system
performance reaches a stable position, and despite further
increases in the number of iterations, the performance
improves no more. .us, there is also a limit to performance
improvement in terms of the number of iterations, and
performance improvement beyond that point would need a
new model of energy harvesting or changing the other
system’s parameters and constraints.

In Figure 7, the effect of the energy harvesting rate is
shown. .e effect is determined by r which is the energy
harvesting rate. .e energy harvesting rate affects the har-
vested energy which is given by eh � r(ec + e1r ). .e x-axis in
Figure 7 shows different values of r. .e proposed scheme
closely matches the exhaustive search scheme when the
harvested energy is below a certain limit. .is is because
when there is limited energy available, a transmission cannot
be made, despite having the best information about the
operating environment, and thus, the exhaustive search
scheme cannot outperform the proposed scheme by a big
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margin. When there is sufficient transmission energy
available and when the energy harvesting rate improves,
there is sufficient energy available for transmission, and thus,
the decision taken on the basis of the exhaustive search
scheme outperforms the solution to the optimization
problem, which does not check all the possible solutions..e
exhaustive search scheme calculates the next possible states
and calculates the actions that can be taken in all future states
and thus can better know the future energy state. .e
proposed scheme, on the other hand, makes a decision on
the basis of the probability of receiving the ACK signal and
on the energy constraint. Because it solves the optimization
problem, rather than visiting all possible states and calcu-
lating the reward brought by each action in every possible
state, the proposed scheme settles for low transmission
energy to satisfy the system’s energy constraints. But despite
not visiting all possible states, the proposed scheme closely
follows the exhaustive search scheme, and under practical
conditions (when information about all possible states is not
available), the proposed scheme based on the actor–critic
algorithm comes across as an acceptable alternative.

As the harvested energy remains low, there is a slight
chance that transmission with higher level of power will be
selected. .us, the performance of both the proposed
scheme and the exhaustive search scheme remains the same
in terms of average throughput despite the exhaustive search
scheme visiting more states as ultimately the transmission is
carried out with low transmission power. But as the har-
vested energy increases, the exhaustive search scheme
performs better because it can predict well the future state of
energy, and so transmission with higher level of power can
be carried out. On the other hand, because of having inexact
knowledge of the energy harvesting process and thus the
future state of the remaining energy, the proposed scheme
opts to transmit with low level of transmission power be-
cause of the constrain given in (6). .us, the exhaustive
search scheme gives better average throughput than the
proposed scheme when the energy harvesting rate increases.

6. Conclusion

In this paper, a joint sensing and transmission framework
was considered. .e transition probabilities from one state
to another and the set of available actions are determined
from the sensing result and the amount of residual energy.
.is allows for a robust framework where the CRN ensures
there is energy available for future time slots while achieving
throughput in the current slot. .e actor–critic algorithm is
formulated to decide the next state and the amount of
transmission energy, if there is a transmission. .e value
function takes care to come up with an optimal policy, which
associates an optimal action with each state. After the
training is complete, there is an optimal policy function as
the environment is learned through the interplay of the actor
and critic functions..e proposed scheme avoids computing
all the state and action space and rather finds an action
which optimizes the reward in a given state. .e optimal
policy is updated in each time slot, and the critic acts to
reduce the deviation from the optimal path. .e proposed

scheme which is based on reinforcement learning-based
actor–critic algorithm is less computationally expensive and
less exhaustive while solves the optimization problem to find
the optimal action in a given state. .e simulation results
show that the proposed scheme closely follows the ex-
haustive search scheme despite having less computations
and solving an optimal solution.

Data Availability

.e data used to support the findings of this study are
available from the corresponding author upon request.

Conflicts of Interest

.e authors declare that they have no conflicts of interest.

Acknowledgments

.is work was supported by the National Research Foun-
dation (NRF) grant through the Korean Government
(MSIT) under grant NFR-2018R1AB6001714.

References

[1] N. C. Luong, N. C. Luong, D. T. Hoang, S. Gong et al.,
“Applications of deep reinforcement learning in communi-
cations and networking: a survey,” 2018, http://arxiv.org/abs/
1810.07862.

[2] V. R. Konda and J. N. Tsitsiklis, “Actor-critic algorithms,” in
Advances in Neural Information Processing Systems,
S. A. Solla, T. K. Leen, and K.-R. Müller, Eds., Vol. 12, MIT
Press, Cambridge, MA, USA, 2000.

[3] R. S. Sutton and A. G. Barto, Reinforcement Learning: An
Introduction, MIT Press, Cambridge, MA, USA, 1998.

[4] Z. Han, R. Zheng, and H. V. Poor, “Repeated auctions with
Bayesian nonparametric learning for spectrum access in
cognitive radio networks,” IEEE Transactions on Wireless
Communications, vol. 10, no. 3, pp. 890–900, 2011.

[5] J. Lundén, V. Koivunen, S. R. Kulkarni, and H. V. Poor,
“Reinforcement learning based distributedmultiagent sensing
policy for cognitive radio networks,” in Proceedings of the 2011
IEEE International Symposium on Dynamic Spectrum Access
Networks (DySPAN), IEEE Aachen, Germany, May 2011.

[6] M. Bkassiny, K. J. Sudharman, and K. A. Avery, “Distributed
reinforcement learning based MAC protocols for autono-
mous cognitive secondary users,” in Proceedings of the 2011
20th Annual Wireless and Optical Communications Confer-
ence (WOCC), IEEE Newark, NJ, USA, April 2011.

[7] A. Galindo-Serrano and L. Giupponi, “Distributed Q-learning
for aggregated interference control in cognitive radio net-
works,” IEEE Transactions on Vehicular Technology, vol. 59,
no. 4, pp. 1823–1834, 2010.

[8] B. Y. Reddy, “Detecting primary signals for efficient utiliza-
tion of spectrum using Q-learning,” in Proceedings of the Fifth
International Conference on Information Technology: New
Generations (ITNG 2008), IEEE Las Vegas, NV, USA, April
2008.
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Emerging LowPowerWideAreaNetworks (LPWAN) represent a real breakthrough formonitoring applications, since they give the
possibility to generate and transmit data over dozens of kilometers while consuming few energy. To further increase the autonomy
of such wireless systems, the present paper proposes an original methodology to correctly dimension the key elements of an energy
autonomous node, namely, the supercapacitor and the battery that mainly give the form factor of the node. Among the LPWAN
candidates, LoRa is chosen for real field experiments with a custom wireless platform that proves its energy neutrality over a finite
horizon. Different LoRa configurations are explored, leading to adequate dimensioning. As an example, it is shown that, for the
same quality of service, the size of the solar panel needed to keep a LoRa node autonomous in the South of France is less than half
of the size required in North of France.

1. Introduction

Future wireless standards such as the fifth generation of
mobile communications are evolving to allow simultaneously
high datarate transmissions for classical end-user applica-
tions such as telephony or video, very low latency for vehicle,
and safety applications but also low power transmission
required by the connected thing. The latter class, also known
as Internet of Things (IoT), needs to accept an exponentially
growing number of nodes due to a large panel of applications.
Whilemobile operators are able to upgrade their base stations
in order to deal with the IoT by allowing the 4G Cat-M or
NB-IoT standards, several technologies dedicated to very low
power consumption recently emerged in nonlicenced-ISM
(Industrial Scientific and Medical) bands, among which we
can cite LoRa, SigFox, orWeightless [1]. As the radio range of
most of these technologies can reach several kilometers and
even tens of kilometers, they are called LowPowerWideArea
Networks (LPWAN).

These wireless nodes generally embed several sensors
to monitor their direct environment and regularly transmit
a low amount of data to a base station. Smart agriculture
typically represents an application domain where LPWAN
nodes are very useful, due to the huge number of nodes

required to monitor fields or farm buildings and the distance
to cover from remote places to the main site. Of course, the
more you deploy sensors, the less you want to have to change
the batteries, especially if some of them are deployed in
harsh environment. Energy consumption therefore becomes
a critical issue for wireless node designers, and huge efforts
were recently devoted to increase node lifetime [2].

Besides, some harvesters are able to collect surrounding
energy from various sources [3], e.g., light, heat, vibrations,
electromagnetic waves, or even microbial fuel cell. Provided
that energy managers [4, 5] are carefully designed, it is
therefore even possible to optimize the Quality of Service
(QoS) while keeping a total energy autonomy. Among all
harvesters, photovoltaic panels offer from far the best power
outcome and are able to efficiently transform outdoor light to
feedwireless nodes [6].However, to avoid battery failures that
either could be very disadvantageous for farm monitoring
or even be dangerous for the node longevity, the panels are
generally oversized [7]. As they represent the element that
decides the form factor of nodes, this leads to larger, more
expensive, and also more visible nodes and therefore it is
subject to intentional or unintentional damages. To overcome
these drawbacks, the present paper proposes a methodology
to reduce as much as possible the energy harvesting and
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storage elements while guarantying the desired quality of
service, namely, the data rate.

Our contributions are the following:

(i) An energy autonomous node architecture with LoRa
communication capabilities.

(ii) An optimizationmethodology for the energy harvest-
ing and storage elements of the wireless node.

(iii) The exploration of both application requirements
and light conditions and the impact on the node
dimensioning.

The remainder of this paper is organized as follows.
Section 2 presents related works on existing long-range ori-
ented standards and energy harvesting. Our wireless node
architecture is introduced in Section 3. Section 4 focuses
on the LoRa standard and our energy consumption char-
acterization process, followed by a experimental validation
in Section 5. Finally, Section 6 concludes this paper and
discusses further works.

2. Related Works on Energy Harvesting for
Long-Range Platforms

In order to enable sustainable operation of IoT nodes, energy
harvesting technologies have been considered for a long time
by improving both hardware components and platforms and
the associated software methods to properly manage the
energy consumption [4, 8, 9].These software components are
often referred to as energy managers and are not addressed in
this study. At hardware level, efforts focus on threemain com-
ponents of the energy harvesting system: the harvester, the
energy converter, and the energy storage. Converting energy
from the harvester to the storage is crucial for any energy
harvesting circuit. The energy converter of the platform aims
to transform the incoming energy into a suitable voltage in
order to charge the energy storage (super-capacitor or bat-
tery). Different power converter architectures can be used to
regulate the energy from the energy harvesting source voltage
to a suitable output voltage. While the simplest architecture
relies on a Low DropOut (LDO) regulator, many solutions
use an SMPS (Switched Mode Power Supply) architecture in
which a switch between the energy source and the energy
load is rapidly opened and closed. SMPS can easily provide
good conversion efficiency, from 70% to 90%, can boost a
low harvested voltage but are more complex and expensive
than LDOs. Moreover, each energy harvesting source has
an optimal operating point, called Maximum Power Point
(MPP). In order to maximize harvesting efficiency, the
energy converter can use MPPT (MPP Tracking) techniques
in order to keep its input voltage close to the operating
voltage for which the harvested power is maximized. All
functions (voltage conversion, battery charging, and MPPT)
are now integrated in a single Integrated Circuit (IC), such
as the LTC3108 [10] from Linear Technology, the BQ25570
[11] from Texas Instruments, or the SPV1050 [12] from ST
Microelectronics.

At an industrial level, few devices powered by energy
harvesting are currently available and they mostly use short-
range communications [13–15]. For instance, Z-Beacon from
Zolitron Technology [13] uses solar energy to power a
Bluetooth 5 communication node and MVA 00X family
fromMicropelt [14] uses a thermoelectric generator to power
an EnOcean short-range transceiver. To the best of our
knowledge, Z-Node [13] is the only industrial LPWAN node
powered by solar energy harvesting. It uses Sigfox [16] for
its long-range communication but also includes short-range
communications (Bluetooth 5 and NFC) and many sensors
(temperature, acceleration, illumination, GPS, and magnetic
fields). However, the problem of these devices is a lack of
methodology for efficiently choosing both harvester and
energy storage device according to a target quality of service.
Indeed, most of them are designed for a given data and/or
sensing rate. However, new LPWAN standards such as LoRa
allow a wide range of data and packet rates. The node energy
consumption of the node can consequently vary of several
orders of magnitude from one configuration to another.

Powering LoRa based devices with energy harvesting is,
as far as we know, still a research work [17–19]. Reference
[17] presents an energy-efficient multi-sensing platform that
exploits energy harvesting, long-range, communication and
ultra-low-power short-range wake-up radio to achieve self
sustainability in a kilometer range network. Energy har-
vesting is designed around the BQ25570 IC from Texas
Instruments, which allows a conversion efficiency of 90%
and provides MPPT capability. The multisource energy har-
vesting platform proposed in [19] relies on a circuit which
switches between multiple heterogeneous energy sources and
uses a single power conditioning block. A prototype has been
developed and validated with a LoRaWAN platform. A single
Power Management IC (PMIC) is used, the SPV1050 from
ST Microelectronics, allowing a wide input voltage range.
However, due the multiple energy sources, the MPPT can not
be used, thus reducing consequently the harvesting efficiency.

To sum up, there is currently no commercial LoRa-based
platform powered by energy harvesting but only few research
works that mainly focus on the validation of the SW (energy
manager) part [18, 20] and do not address the dimensioning
of the hardware elements [7].

3. Methodology for Dimensioning Energy
Harvesting Platforms

3.1. Platform Model. The goal of the platform studied in this
paper is to measure information with several sensors and to
transmit this collected data using a radio transceiver, while
being powered by solar energy harvesting. Themodel of such
a sensor node is shown in Figure 1. Two main parts can
be identified: the energy harvesting part and the processing
part. Firstly, the energy harvesting part is made up of the
energy harvester (i.e., solar panel), the energy manager chip,
a way to store the harvested energy (a supercapacitor and/or a
battery), and a chip able tomeasure the current and voltage of
the battery. Secondly, the processing part consists of a micro-
controller unit (MCU) which manages both the sensors and
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Table 1: Input parameters description.

Name Unit Description
𝐼𝑅𝑎𝑑 mA consumed current of the radio module in active mode
𝐼𝑅𝑎𝑑𝑆𝑙𝑒𝑒𝑝 mA consumed current of the radio module in sleep mode
𝐼𝑀𝐶𝑈 mA consumed current of the MCU in active mode
𝐼𝑀𝐶𝑈𝑆𝑙𝑒𝑒𝑝 mA consumed current of the MCU in sleep mode
𝑇𝑜𝐴 s Time On Air: duration of active radio
𝑇𝑆𝑒𝑛𝑑 s period between two transmissions
𝑇𝐴𝑐𝑡 s time when MCU is active for a transmission
𝐼𝑆𝑒𝑛𝑠 mA consumed current of the sensor in active mode
𝐼𝑆𝑒𝑛𝑠𝑆𝑙𝑒𝑒𝑝 mA consumed current of the sensor in sleep mode
𝑇𝑀𝐶𝑈𝑆𝑒𝑛𝑠 s duration of active MCU for sensing operation
𝑇𝑆 s period between two sensing operations
𝑇𝑆𝑒𝑛𝑠 s duration of active sensor
𝐼𝐵𝑀 mA consumed current of the battery manager
𝑉𝐸𝑜𝐶 V supercapacity maximum voltage (End of Charge)
𝑉𝑈𝑉𝑃 V supercapacity minimum voltage (Under Voltage Protection)
𝜇𝑀𝑃𝑃𝑇 efficiency rate of the MPPT device
𝑛𝑏𝑊𝐷 day number of working days for the node
𝑛𝑏𝐿𝐷 day number of days without harvesting
𝑇𝐸𝐻 s duration with harvesting over one day
𝑇𝐸𝐻 s duration without harvesting over one day

Platform

Energy Harvesting

Energy
Manager

Chip
(MPPT+LDO)

Storage
(battery and/or
supercapacitor)

Harvester
(solar panel)

Battery
Monitoring

(voltage,
current)

Processing

Microcontroller

V-Out
Radio

Sensors
(temp.,

hum., etc.)

Figure 1: Platform block diagram.

a radio communication module. The proposed methodology
is quite generic and does not depend on the types of radio
transceiver, MCU, and sensors. Thanks to power characteri-
zation using microbenchmarks, any technology can be used
in this framework. In our experimentation, the LoRaLPWAN
will be addressed but other radio standards can be used. All
parameters of the proposed model are given in Table 1 for
the required input values and in Table 2 for the intermediate
results and the outputs.

3.2. Dimensioning Energy Harvesting Components

3.2.1. Energy Consumption Model of the Platform. In order
to dimension energy harvesting components, a duty-cycle
model is proposed in which the node switches between a
sleep state (the radio is turned off) and an awaken state for
transmitting the data according to a periodical schedule. The
time interval between two consecutive transmissions is called
the wake up interval and is denoted 𝑇𝑠𝑒𝑛𝑑. However, to get
a flexible and accurate model, two independent and distinct

operations are defined: one for the radio transmission and
one for the sensing. The time profiles of these operations are
described in Figure 2.

Figure 2(a) introduces the cycle of a radio transmission.
The MCU is firstly awaken and consumes 𝐼𝑀𝐶𝑈. It then
turns on the radio module that transmits the data. The radio
module creates a current peak 𝐼𝑅𝑎𝑑 during the Time on Air
denoted 𝑇𝑜𝐴. Finally, the MCU goes back to sleep. The total
time of activity is denoted 𝑇𝐴𝑐𝑡.The cycle can be split into two
parts, the active and the sleep states, and the average current
per each part is defined by

𝐼𝐴𝑐𝑡 = 𝐼𝑀𝐶𝑈 + 𝐼𝑅𝑎𝑑𝑇𝑜𝐴𝑇𝐴𝑐𝑡 + 𝐼𝑅𝑎𝑑𝑆𝑙𝑒𝑒𝑝(1 −
𝑇𝑜𝐴
𝑇𝐴𝑐𝑡 ) , (1)

and

𝐼𝑆𝑙𝑒𝑒𝑝 = 𝐼𝑀𝐶𝑈𝑆𝑙𝑒𝑒𝑝 + 𝐼𝑅𝑎𝑑𝑆𝑙𝑒𝑒𝑝. (2)

Figure 2(b) introduces the cycle of a data sensing. First
the MCU is awaken and then orders the sensor to acquire
the measure. The sensing consumes 𝐼𝑆𝑒𝑛𝑠 and lasts 𝑇𝑆𝑒𝑛𝑠 while
the MCU is turned on during 𝑇𝑀𝐶𝑈𝑆𝑒𝑛𝑠. However, in order
to avoid considering several times the sensor current in
sleep mode, it is considered equal to zero in this case. The
period between two sensing operations is denoted 𝑇𝑆, and the
average current can be computed as

𝐼𝑆 = 𝐼𝑀𝐶𝑈.𝑇𝑀𝐶𝑈𝑆𝑒𝑛𝑠

𝑇𝑆 + 𝐼𝑆𝑒𝑛𝑠.
𝑇𝑆𝑒𝑛𝑠
𝑇𝑆

+ 𝐼𝑆𝑒𝑛𝑠𝑆𝑙𝑒𝑒𝑝. (1 − 𝑇𝑆𝑒𝑛𝑠𝑇𝑆 ) .
(3)
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Table 2: Intermediate and output parameters description.

Name Unit Description
𝐼𝐴𝑐𝑡 mA average consumed current of a transmission in active mode
𝐼𝑆𝑙𝑒𝑒𝑝 mA average consumed current of a transmission in sleep mode
𝐼𝑆 mA average consumed current of a sensing operation
𝐼𝐶𝑜𝑛𝑠 mA average consumed current of a radio transmission
𝐼𝐶 mA total average consumed current
𝑉𝑆𝐶 V supercapacity voltage
𝑉𝐵 V battery voltage
𝐶𝑆 F capacity of the supercapacity
𝑄𝐵 mA.s electric charge of the battery
𝐸𝐶𝐷 mJ consumed energy during a day
𝐸𝑅𝐷 mJ harvested energy over one available day
𝑃𝐼𝑛𝑠𝑡 mW instantaneous power of the supply
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Figure 2: Current time descriptions of the cycles of both radio
transmission (a) and data sensing (b) operations and the simplified
cycle of the total consumption (c).
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Figure 3: Sizing methodology diagram.

Figure 2(c) recaps the model with the currents of both
transmission and sensing cycles as well as the current
consumption of the battery manager 𝐼𝐵𝑀. Then the overall
current 𝐼𝑐𝑜𝑛𝑠 is defined as the mean of the sum of those three
components:

𝐼𝐶𝑜𝑛𝑠 = 𝐼𝐴𝑐𝑡. 𝑇𝐴𝑐𝑡𝑇𝑆𝑒𝑛𝑑 + 𝐼𝑆𝑙𝑒𝑒𝑝. (1 −
𝑇𝐴𝑐𝑡
𝑇𝑆𝑒𝑛𝑑) + 𝐼𝑆 + 𝐼𝐵𝑀. (4)

Based on this two-step model (i.e., transmission and
sensing), Figure 3 introduces the proposed methodology for
choosing sizes of energy storage devices (i.e., both battery
and capacitor) and harvesting components (i.e., solar panel
area) of the previously introduced platform. These elements
depend on QoS parameters, hardware characteristics, and
environmental harvesting conditions. To this aim, the first
step is to precisely control the consumed energy of the board.

Assuming that all parameters of (4) are known, the
average consumed current 𝐼𝐶 can be computed according to
the efficiency rate 𝜇𝑀𝑃𝑃𝑇 of MPPT device:

𝐼𝐶 = 𝐼𝐶𝑜𝑛𝑠𝜇𝑀𝑃𝑃𝑇

. (5)
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3.2.2. Sizing Energy Storage Devices. The storage capacity is
directly linked to both the node activity and the harvesting
capabilities. Themodel of the solar energy harvesting consid-
ered in this work is illustrated in Figure 4 and is composed
of two scales: (i) the large scale is based on the number of
working days 𝑛𝑏𝑊𝐷 split into the available and no available
harvesting days (𝑛𝑏𝐿𝐷), for example, when a climatic event
occurs like a storm; (ii) the small scale is about a day (24
hours) composed of the durations 𝑇𝐸𝐻 and 𝑇𝐸𝐻 during which
energy harvesting is available or not, respectively.

In our platform model, the node embeds both a battery
and a supercapacitor. The battery should be able to provide
the current 𝐼𝐶 during 𝑛𝑏𝐿𝐷 days or 𝑇𝐸𝐻 and leads to the
inequality constraints on the battery size 𝑄𝐵:

𝑄𝐵 ≥ 𝐼𝐶 × 3600 × 24 × 𝑛𝑏𝐿𝐷. (6)

𝑄𝐵 ≥ 𝐼𝐶 × 𝑇𝐸𝐻. (7)

The capacitor goal is to absorb the peak of current during
the transmission. The behaviors of both the current and
the voltage are described in Figure 5. We assume that the
battery is undersized compared to the current peak of the
radio module; i.e., the maximum current provided by the
battery 𝐼𝑀𝑎𝑥𝐵𝑎𝑡 is lower than the current 𝐼𝑅𝑎𝑑. In this case,
the capacitor size is computed by considering the current
variation during 𝑇𝑜𝐴 between 𝐼𝑅𝑎𝑑 and 𝐼𝑀𝑎𝑥𝐵𝑎𝑡 while the
capacitor voltage drops. Indeed, the storage capacitor voltage
𝑉𝑆𝐶 varies between the maximum value 𝑉𝐸𝑜𝐶 corresponding
to the End of Charge and the minimum value 𝑉𝑈𝑉𝑃 Under

Voltage Protection in order to avoid destruction. The worst
case during the current peak is a total variation from 𝑉𝐶𝐸𝑜𝐶 to
𝑉𝐶𝑈𝑉𝑃 and leads to the constraint:

𝐶𝑆 ≥ 𝑇𝑜𝐴 × 𝐼𝑅𝑎𝑑 − 𝐼𝑀𝑎𝑥𝐵𝑎𝑡

𝑉𝐸𝑜𝐶 − 𝑉𝑈𝑉𝑃 . (8)

The node can also be powered by using of only a super-
capacitor. In this case, the supercapacitor should provide all
the electric charge 𝑄𝐵 (instead of only the current peak).
However, for most QoS scenarii, its size will be very high
(several Farads), leading to an over-prizing of the node. The
cheapest solution is therefore to associate a battery and a
supercapacity.

3.2.3. Sizing Solar Panel. The simplest way to calculate the
solar panel size is to define the energy budget. Firstly, the
average consumed energy of the system during a day is
calculated:

𝐸𝐶𝐷 = 𝐼𝐶 × 𝑉𝐸𝑜𝐶 × 24 × 3600. (9)

Knowing the number of working days and the number of
days without light, the energy that has to be harvested during
one available day is

𝐸𝑅𝐷 = 𝐸𝐶𝐷 × 𝑛𝑏𝑊𝐷𝑛𝑏𝑊𝐷 − 𝑛𝑏𝐿𝐷 . (10)

The instantaneous power of the supply is then given by

𝑃𝐼𝑛𝑠𝑡 = 𝐸𝑅𝐷𝑇𝐸𝐻 . (11)

The final step requires some more information related to
the geographical position of the system and the solar panel. To
this aim, Look-Up Tables (LUTs) of the following parameters
are used:

(i) produced current density of the photo-voltaic panel
(mA/cm2) as a function of the illuminance (lx),

(ii) voltage of a photo-voltaic cell (V/cell) as a function of
the illuminance (lx),

(iii) produced current density of the photo-voltaic panel
(mA/cm2) as a function of the output voltage (V)
which allows us to extract optimum voltage and cur-
rent and consequently the maximum output power.

These LUTs are given by the Panasonic amorphous silicon
solar cell specifications [21]. Using these LUTs, the minimum
solar panel size according to the number of cells and the
area of each cell for a given illumination can be computed
according to the previously defined instantaneous power
𝑃𝐼𝑛𝑠𝑡.
4. Designing Platform for
LoRa Communication

This section aims to apply the proposed methodology to
design a LoRa-based platform powered by solar energy
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source. First, a platform has been designed using the model
introduced in Section 3.1. Then, the dimensioning method-
ology is applied to explore the design space of the platform.
As described in Figure 3, the energy consumption of the
platform must be firstly characterized thanks to microbench-
marking. Then, using energy measurement values for differ-
ent LoRa configurations, a design exploration is performed
to see the influence of different configurations (QoS and
illumination) on the hardware sizing (solar panel area and
energy storage size).

4.1. PlatformDesign. A platform combining LoRa communi-
cation and energy has been designed and implemented using
off-the-shelf components. The block diagram of the platform
is given in Figure 6 while a picture of the board is shown in
Figure 7.This part introduces the different blocks of both the
energy harvesting part and the processing part.

4.1.1. Energy Harvesting Part. The energy harvesting part
aims to supply the processing part. It is made up of the
energy manager chip (SPV1050), the harvester (solar panel,
Peltier module, . . .), a way to store the harvested energy (a
supercapacitor and/or a battery), and a chip able to measure
the current and voltage of the battery.

The energy manager is implemented using the SPV1050
chip because it embeds MPPT technique, requires few exter-
nal components, has a large input voltage operating range
(from 150mV to 18 V), and has a relatively low cost. However,
its efficiency is a little bit lower than other PMICs having
smaller input voltage operating range. A 4P2T slide switch
enables changing the SPV1050 configuration from Buck-
Boost to Boost. With this feature, the type of harvesters (e.g.,
solar panels or Peltier module) can be easily changed.

For the energy storage, both previously mentioned
configurations are available (i.e., using a battery and a

GPIOs + communication
buses header

Click-board
46 mm

73 mm

MCU +
radio module

Shunt headers

Energy harvesting
& battery monitoring

To battery

To energy 
source

4P2T
slide
switch

To supercapacitor

header

Figure 7: Prototype of the energy harvesting LoRa platform.

supercapacitor, or only a capacitor). Indeed, it is possible to
connect a supercapacitor in order to absorb the current peaks
that can occur for a transmission for instance. In addition, the
SPV1050 allows the charge of any battery by configuring the
protection voltages 𝑉𝐸𝑜𝐶 and 𝑉𝑈𝑉𝑃.

In order to monitor at run-time the battery state-of-
charge, the INA226 chip from Texas Instruments is imple-
mented in the platform. It allows measuring both the battery
voltage and the current and is connected to the MCU thanks
to an I2C serial port. This feature allows to dynamically
manage the processing block consumption by modifying the
QoS for example.

4.1.2. Processing Part. The processing part allows the system
to perform measurements of its environment using diverse
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sensors and to send them to a gateway using a LoRa long-
range radio. This part relies on the CMWX1ZZABZ-078
chip from the ABZ Murata because it gathers a micro-
controller (STM32L082CZ), a LoRa module (SX1276), and
an impedance matching line on a single system-on-chip.
The STM32 micro-controller is a Cortex M0+ optimized
for low power applications. Its 192kB flash memory enables
embedding both the LoRaWAN stack and the application
code. In addition to the radiomodule, the micro-controller is
connected to the sensors and to the battery monitoring chip
(INA226).

The connection to sensors is achieved by dedicated Click-
Board headers or by the other pin headers with several
interfaces (SPI, UART, and I2C) and GPIOs. These interfaces
are shown on Figure 7. Moreover, in order to characterize
the platform by monitoring the current consumptions of the
different parts, several shunt headers have been placed on
the board to perform external current measurements (𝐼𝐶𝑂𝑁𝑆,𝐼𝑃𝑅𝑂𝐶𝐸𝑆𝑆, and 𝐼𝑅𝑎𝑑). Figure 6 gives the block diagram of the
board with the different ICs and the headers.

4.2. Energy Consumption Evaluation. Different current mea-
surements can be performed using the shunt headers shown
in Figure 6: the total current consumption of the system, the
current consumption of the LoRa module, and the current
consumption of the processing part (MCU, battery moni-
toring, and sensors). These measurements are important to
characterize the different configurations of the platform that
depend on the MCU modes and LoRa parameters.

Indeed, using LoRa transmission, the more range we
want, the more consumption we will have. A trade-off
between energy consumption and the range of the communi-
cation must be considered [22].This trade-off is controlled by
the spreading factor (SF), the bandwidth (B), the coding rate
(CR), and the transmission power (𝑃𝑇𝑥). The CR parameter
corresponds to the additional data overhead ratio incurred
by the cyclic error coding to perform forward error detection
and correction and takes value in the range between 4/8 and
4/5.The SF takes value in the range between 6 and 12 and BW
between 125 kHz and 500 kHz. The bitrate denoted 𝑅𝑏, for a
LoRa communication, is calculated as follows:

𝑅𝑏 = 𝑆𝐹 ⋅ 𝐵2𝑆𝐹 ⋅ 𝐶𝑅. (12)

The modification of just one of the four parameters can
significantly change the time on air of a LoRa communication
and therefore the energy consumption. Because the space
defined by these parameters is large, 3 setups corresponding,
respectively, to the highest bit-rate setup (SH), the LoRa
default setup (SD), and the lowest bit-rate setup (SL) were
considered in this work. Table 3 shows the parameter values
for each setup. Because the resulting datarates are different,
the packet 𝑇𝑜𝐴 depends on the used setup.

Figure 8 gives the different steps of the packet trans-
mission process and the corresponding states are indicated.
These steps are the ones introduced in Figure 2.The accuracy
of the measurements shows that hardware and software
overheads occur at the beginning and at the end of the

Table 3: LoRa setups used for energy measurement.

SH SD SL

CR 4
5

4
5

4
8

B (kHz) 500 125 125
SF 6 7 12
𝑅𝑏 (kbps) 37.5 5.47 0.183

Table 4: Current consumption of the transmission process steps.

Mode Current

Transceiver 𝐼𝑅𝑎𝑑 cf. Figure 9
𝐼𝑅𝑎𝑑𝑆𝑙𝑒𝑒𝑝 0.5 𝜇𝐴

MCU 𝐼𝑀𝐶𝑈 9.5 𝑚𝐴
𝐼𝑀𝐶𝑈𝑆𝑙𝑒𝑒𝑝 2.8 𝜇𝐴
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Figure 8: Microbenchmark of both MCU and LoRa transmission.

processes. Table 4 shows the current consumption of themost
significant operation states.

The current consumption 𝐼𝑅𝑎𝑑 of LoRa transceiver is
given in Figure 9 for different transmission powers 𝑃𝑇𝑥. The
figure shows that increasing the transmission power from
0 dBm to 14 dBm only doubles the current consumption.
Therefore, the packet 𝑇𝑜𝐴will have a higher influence on the
energy required for sending a packet than the transmission
power. Table 5 gives the energy required for sending a 25
bytes payload using each setup and for different transmission
powers 𝑃𝑇𝑥. The energy required to send a packet using the
SL setup is two orders of magnitude higher than the energy
required to send a packet using the SH setup.This is due to the
much lower bit-rate incurred by the lower bandwidth and the
higher spreading factor, as well as the data overhead caused
by a higher code rate.

4.3. Design Exploration. The experimental characterization
of the proposed platform results in a fine knowledge of the
current consumption for all processing steps. By combining
these measurements and the QoS requirements (the method
is detailed in the above Section 3), both the solar panel area
and the energy storage size can be computed. This part aims
to show the impact of theQoSon the hardware dimensioning.
The influence of the illuminance is also evaluated.

First, the solar panel area is clearly linked to the illu-
minance where the node is deployed. Figure 10 explores



8 Wireless Communications and Mobile Computing

45

40

35

30

25

20

I R
a
d

(m
A

)

PTx (dBm)
0 5 10 14

Figure 9: Current consumption 𝐼𝑅𝑎𝑑 of LoRa transceiver for
different transmission powers 𝑃𝑇𝑥.

9000

8000

7000

6000

5000

4000

3000

2000

1000

0
9000 10000800070006000500040003000200010000

So
la

r p
an

el
 ar

ea
 (m

m
2
)

Illuminance (lx)
SL
SD
SH

Figure 10: Solar panel area with respect to illuminance for different
LoRa configurations.

this relation for the three LoRa setups with a 14 dBm
transmission power, a 25B payload, and 𝑇𝑠𝑒𝑛𝑑 set to 5mn.The
illuminance ranges from 200 lx, corresponding to minimum
indoor irradiance allowed in offices to 10000 lx, which is the
maximum outdoor irradiance [23, 24]. First, results show that
the minimal solar panel area can be orders of magnitude (in
mm2) different depending of the illuminance of the node.
For instance, a 60 cm2 is required for the SD setup in an
indoor deployment while only a 5 cm2 can be used in a sunny
outdoor environment. The LoRa setup has also a huge impact
on the solar panel area. For a 5000 lx illuminance, an area of
25 cm2 must be used for SL setup while less than 5 cm2 is
required for SD and SH setups.

The impact of the QoS on the battery size is also
evaluated. Figure 11 gives the minimal value of the battery
needed to respect a given QoS expressed by 𝑇𝑠𝑒𝑛𝑑. The same
configurations as for Figure 10 are used. However, another
key parameter to setup the capacity is the margin needed
to respect the QoS during periods of energy scarcity. This
parameter is set to 2 days per week without any illuminance.

Table 5: Energy consumption according to LoRa configurations.

LoRa Setup 𝑇𝑜𝐴 (ms) 𝑃𝑇𝑥 (dBm) Energy (mJ)

SH 8.99
0 0.99
10 1.45
14 1.59

SD 61.7
0 4.58
10 7.73
14 8.70

SL 1974.27
0 134.72
10 235.57
14 266.65
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Figure 11: Battery sizes with respect to packet generation periods
𝑇𝑠𝑒𝑛𝑑 for different LoRa configurations.

Moreover, by applying (8), the supercapacitor needs to be
set to 148.87 mF in order to absorb the current peaks of the
transmission process (40.9 mA for 𝑃𝑇𝑥 of 14 dBm). Results
show that increasing 𝑇𝑠𝑒𝑛𝑑 from 1 mn to 60 mn induces a
battery reduction factor of 41 for SL setup, of 4.5 for SD setup
and 1.3 for SH setup.Themore energy the setup consumes, the
higher the factor will be. Moreover, this reduction depends
on a compromise between the QoS and the number of days
without any illuminance.

Finally, to illustrate the benefit of a fine computation of
the solar panel area, the impact of the platform localization
is given in Figure 12. In this figure, the solar panel area is
computed according to the minimum illuminance for each
region of France. The same configurations and QoS are
targeted for all regions: LoRa SL setup is used with a 14
dBm transmission power and a 25B payload, 𝑇𝑠𝑒𝑛𝑑 is set
to 5 mn, and the margin is set to 1 day without any light.
Dimensioning results show that the solar panel area can range
from 17.5 cm2 in the South of France to 44 cm2 in North of
France. Therefore, an area reduction more than 2 times can
be achieved to keep a LoRa node autonomous depending of
its localization.
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Figure 12: Frenchmap of solar panel area.

5. Experimental Validation:
In-Field Deployment

5.1. Experimental Setup. The proposed methodology was
applied for two different QoS and two LoRa-based platforms
were implemented. Node 1 used the SL setup (i.e., spreading
factor SF=12) with a 14 dBm transmission power and had
a sending period 𝑇𝑠𝑒𝑛𝑑 of 5 mn. Node 2 used the same
configuration but its SF was reduced to 10 and 𝑇𝑠𝑒𝑛𝑑 set to
1 mn. Node 1 has therefore a longer 𝑇𝑜𝐴 (1974.27 ms) than
Node 2 (411.65 ms) but a longer sending period. Node 1
senses temperature and humidity while Node 2 also embeds
a pluviometer (inducing a negligible power consumption
overhead). The battery size is set with a margin so that nodes
can operate during two days without any light.

To set both solar panel area and battery size of Node 1,
Figures 12 and 11 are used as they address the same config-
uration. Considering a deployment in the French Britanny
region, Figure 12 shows that a minimal solar panel area of
38.5 cm2 is required. Figure 11 shows that SL setup achieves
𝑇𝑠𝑒𝑛𝑑 of 5mn when a battery size of at least 26.3 mA.h is used.
Constrained by off-the-shelf components, the platform has
been implemented with a 40.7 cm2 (7.4x5.5 cm) solar panel,
a 35 mA.h LiPo battery, and a 220 mF supercapacity from
Murata. For Node 2, its configuration was chosen in order to
achieve the same hardware dimensioning.

For validation purpose, both nodes were deployed on the
roof of the laboratory building, as shown in Figure 13. The
nodes were deployed under the same illuminance conditions.
The gateway was installed in an office room and at around
20 m far from the nodes. The range was not considered in
this experimentation to evaluate only the impact of the energy
harvesting on the QoS. The gateway was battery powered to

Figure 13: Photography of the two nodes deployed on the building
roof.

gather data from both nodes, i.e., the 25B payload composed
of all sensed values and the battery state-of-charge. The
experiment lasted 15 days fromMarch 8𝑡ℎ to March 22𝑛𝑑.
5.2. Experimental Results. The values from the sensors show
that the weather was quite favourable during these days. The
average temperatures were 21.1 degrees during days and 8.2
degrees during nights for Node 1; 20.7 degrees during days
and 8.35 degrees during nights forNode 2.The pluviometer of
Node 2measured no rain precipitation over experimentation.
These values are higher than the normal ones for this season:
11.5 degrees during days, 5.4 degrees during nights, and 95.7
mm of precipitation. The illuminance was also very high
compared to the value used to set the solar panel area.
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Figure 14: Battery voltage and frame counter for the two nodes.

Figure 14 shows the obtained results. The battery state-of-
charge and the frame counter are plotted for the last 9 days.
Figure 14(a) gives the results for Node 1 with the lowest QoS
(𝑇𝑠𝑒𝑛𝑑=5 mn) and Figure 14(b) the results for Node 2 with
the highest QoS (𝑇𝑠𝑒𝑛𝑑=1 mn). Results show that both nodes
operate without any packet loss during the 15 days, reaching a
total of 4308 packets for Node 1 and 21233 packets for Node 2.
In order to evaluate the robustness against periods of energy
scarcity, Node 2 was turned upside down at the beginning of
March 19𝑡ℎ so that it does not harvest any energy. In these
conditions, Node 2 still operates during more than two days,
as expected, showing the good sizing of the battery. After the
first packet losses, the node was powered again and quickly
reached its periodic behavior.

6. Conclusion

LPWAN technologies represent a real opportunity for appli-
cations requiring both long-range and low power consump-
tion, such as environmental monitoring or connected farms.
We proposed in this paper an energy autonomous wireless
node platform leveraging LoRa technology. Optimizing the
size of the energy storage and harvesting elements of the
platform is of prime importance, because it will directly
impact the form factor of the global platform. On the one

hand, to deal with the distance to the base station and channel
impairments, LoRa offers several configurations by properly
tuning the spreading factor or the error correcting code, but
this dramatically changes the time-on-air, therefore leading
to very different energy consumption for transmitting the
same amount of data. On the other hand, the climate of the
area where nodes are deployed also means very different light
conditions. Thanks to hybrid energy modelling including
accurate benchmarking on our platform, a methodology was
proposed to optimize the key elements of the wireless node,
ensuring application requirements while taking into account
node environment. An exploration was driven to highlight
the impacts of both time-on-air and illuminance on this
sizing. As a toy example, it was shown that, for the same
quality of service, the size of the solar panel has to be twice in
theNorth of France than in the South, and this ratio is directly
linked to the size of the whole wireless sensor node.
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In this paper, we propose a harvested energy maximization problem of simultaneous wireless information and power transfer
(SWIPT) systemwith popularity cache scheme in dense small cell networks. Firstly, networkmodel, content request, and popularity
cache schemes are provided in the system model. Then, we establish a harvested energy maximization problem of SWIPT system
with popularity cache scheme in dense small cell networks, where maximum transmit power of small cell base stations (SBSs),
minimum rate requirement, i.e., quality of service (QoS) of user terminals (UTs), and power splitting ratio are considered. Further,
an iterative power splitting ratio and power allocation optimization (IPSPA) algorithm is proposed to solve the formulated problem.
Finally, the better performance of our proposed method is demonstrated through a number of simulations. These results are of
significance for maximizing harvesting energy of UTs and reducing consumption of backhaul resources and energy.

1. Introduction

In future, the fifth generation (5G) wireless network will be
characterized by energy-limited environment that is incon-
venient to connect with fixed charging facilities [1–3]. Energy
storage can provide power for UTs by storing energy in
their batteries. Traditional energy harvesting method cannot
achieve information transmission when it stores energy.
Compared with traditional energy storage methods, simul-
taneous wireless information and power transfer (SWIPT) is
a promising energy harvesting technology that allows UTs to
harvest energy from radio signals by sensing radio frequency
sent by surrounding small cell base stations (SBSs).Moreover,
SWIPT system can guarantee UTs performing information
decoding (ID) and energy harvesting (EH) simultaneously
without interrupting data transmission through adopting
power splitters. SWIPT is a key technical innovation that
promotes the development of the energy field and may
bring vital changes to wireless communication networks [1–
3]. Nevertheless, dense small cell deployment in 5G wire-
less communication networks will introduce several major
technical challenges. On the one hand, spectrum sharing
among small cells leads to severe interference in the networks.

On the other hand, this large deployment creates a new
burden on backhaul links for all the SBSs. Therefore, it is
necessary to maximize harvested energy of SWIPT system
by exploring interference and increasing the time for energy
harvesting, as well as save backhaul resources and energy
through reducing backhaul load. In this paper, we explore
both useful and interference radio frequency signals in dense
small cell networks as the energy harvesting source and
introduce SBSswith the ability of caching in SWIPT system to
decrease the distance betweenUTs and their desired contents.
Here, note that contents in this paper refer to voice, video,
data or files, etc. Aiming at maximizing harvested energy
of the SWIPT system with popularity cache scheme and
reducing backhaul load, we propose a harvested energy max-
imization problem considering constraints of the transmit
power of SBSs, quality of service (QoS) of UTs, and power
splitting ratio of SWIPT system.We firstly determine content
request and popularity cache schemes. Then, we provide the
popularity cache-based user association scheme and resource
allocation scheme. Further, we propose an iterative power
splitting ratio and power allocation optimization (IPSPA)
algorithm to solve the formulated problem. Our proposed
scheme has two advantages compared to traditional SWIPT
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system in which SBSs do not have the capability of caching
from local SBSs and have to fetch each content (voice,
video, data or a file, etc.) from the core network through
backhaul links. One advantage is reduction of the time of
fetching contents from core network by obtaining some of
the contents from local SBSs, thereby providing more time
to harvest energy and improve energy harvesting efficiency.
The other advantage is the reduction of backhaul links load
through employing the proposed popularity caching scheme
of SBSs.

The paper is organized as follows. The description of
related work is given in Section 2. In Section 3, we outline
the system model including network model, content request,
and popularity cache schemes. In Section 4, we formulate
and solve the harvested energy maximization problem of
SWIPT system with popularity cache scheme in dense small
cell networks. Complexity analysis of the proposed solution
is given in Section 5. In Section 6, a number of simulations
are provided. Finally, Section 7 concludes the paper.

2. Related Work

Recently, some works have studied energy problem about
SWIPT system from the aspects of optimizing time, power,
power splitting ratio, and channel resource [4–12]. The
coupled time and power allocation problem of user-centric
energy efficiency maximization problem considering time
switching protocol for wireless powered communication
network was solved by the proposed iterative resource allo-
cation scheme in [4]. In [5], the authors presented optimal
parameter design for the harvested energy maximization
problem with the constraint of a minimum information rate
requirement for SWIPT system, which included both channel
assignment and power allocation. Reference [6] aimed to
maximize the sum harvested energy considering constraints
of rate, transmit power, and subchannel assignment firstly.
Then, a scheme for harvested energy maximization of worst
case individual link was proposed to ensure fairness among
different links. In [7, 8], the authors studied SWIPT sys-
tem in fog-computing networks. In [7], authors aimed to
minimize energy cost of ultralow power devices through
optimizing time slots and power allocation. Moreover, the
conclusion that harvested energy would decrease when the
number of computing operations became larger and the
distance between access point and ultralow power devices
increased was obtained in [7]. In [8], a quantum particle
swarm optimization algorithm was introduced to minimize
the total energy consumption at the source node through a
power, time, and data allocation scheme while the latency
requirement was maintained. Reference [9] considered a
decode-and-forward relaying network based on SWIPT,
where the optimal dynamic power splitting ratio and time
allocation ratio for minimizing the outage probability were
obtained through split-step iterative method. Moreover, the
problem of maximizing the instantaneous channel capacity
was solved by an alternate convex optimization method.
A dynamic algorithm with a control parameter to jointly
allocate the transmission power and time switching factor

was proposed in [10]. Authors in [11] proposed a unified
framework to optimize the influence of SWIPT on the
system throughput and energy efficiency through both time
splitting and power splitting schemes. In [12], the authors
established an iterative suboptimal resource allocation algo-
rithm for multiuser to minimize total transmit power of the
network. Besides, authors in [13, 14] derived exact closed-
form expressions for the outage probability to evaluate the
impact of power allocation on outage probability. However,
SWIPT system with caching capability is not considered in
[4–14].

Additionally, a number of literature works have con-
centrated on caching problems [15–21]. Authors in [15]
employed physical caching scheme that brought both cache-
induced cooperation and the cache-assisted multihopping
gains. In [16], the authors considered density of SBSs,
memory, and backhaul optimization problem considering
wireless QoS constraint, where most popular contents prior
caching scheme were adopted. In [17], the authors proposed
a resource allocation optimization problem to minimize
the blocking probability considering caching capacity and
backhaul limitation, where multidimensional Markov chains
were employed to evaluate the performance of network.
Authors in [18] discussed cooperative random and uniform
caching scheme between base stations (BSs) and devices to
maximize the successful transmission probability, and the
equivalently transformed biconvex problem was solved by
block coordinate descent algorithm. In [19], the authors
analyzed the probability that mobile users could successfully
download their requested files from the SBSs based on par-
titioned file groups, random and uniform caching strategy,
where impact of LoS and NLoS, transmit power, and density
of SBSs were considered. In [20], the authors proposed
three algorithms of power allocation to achieve different
objectives, i.e., sum transmission rate maximization, average
outage probability minimization, and average satisfaction
maximization, to promote the performance of cache-aided
small cell networks with limited backhaul capacity, where
a fix ratio of requested contents was assumed to exist in
local caches of SBSs, and other contents should be fetched
from core networks. In [21], the authors proposed a power
control method for energy harvesting SBSs and revealed
that the energy and sum-throughput performances of these
SBSs were influenced by energy harvesting and caching
abilities. However, energy harvesting of SWIPT system and
caching of contents are not considered simultaneously in [15–
21].

The main contributions of this paper are summarized as
follows:

(i) Our proposed SWIPT system with popularity cache
scheme has the advantages of improving harvested
energy of UTs, saving backhaul resources and energy.

(ii) We formulate the harvested energy maximization
problem of SWIPT system in dense small cell net-
works considering the maximum transmit power of
SBSs, minimum rate requirement, i.e., QoS of UTs,
and power splitting ratio.
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Figure 1: Network model.

(iii) An IPSPA algorithm is proposed to solve the formu-
lated harvested energy maximization problem.

(iv) The influence of different parameters on the network
performance is evaluated in the simulation.

3. System Model

3.1. Network Model. As shown in Figure 1, we consider a
SWIPT system with popularity cache scheme in dense small
networks. All UTs are uniformly and randomly distributed
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Table 1: A simplified example of popularity cache-based user association scheme.

Requested content whether requested content cached in the nearest SBS Association scheme
content1 (UT1) Yes (SBS1) case1
content2 (UT2) No (SBS2) case2
content3 (UT3) No (SBS2) case2
content6 (UT4) Yes (SBS2) case1
content1 (UT5) Yes (SBS2) case1
content7 (UT6) Yes (SBS2) case1
content3 (UT7) Yes (SBS3) case1
content6 (UT8) Yes (SBS3) case1
content2 (UT9) Yes (SBS4) case1
content4 (UT10) Yes (SBS5) case1
content5 (UT11) Yes (SBS5) case1
content7 (UT12) No (SBS5) case2

in the coverage range of SBSs, and all SBSs are deployed
in the same spectrum with the bandwidth BW and NBW

orthogonal frequency division multiple access (OFDMA)
resource blocks (RBs). Let S = {1, 2, . . . , 𝑗, . . . , S} and
K = {1, 2, . . . , 𝑖, . . .K} denote the set of SBSs and UTs,
respectively. Moreover, we let x = {𝑥1, 𝑥2, . . . , 𝑥𝑗, . . . , 𝑥K}
denote information symbols sent by corresponding SBSs 1 to
S, where E(𝑥𝑗2) = 1 is the energy of symbol 𝑥𝑗. A central
processor (CP) is responsible for providing energy to the SBSs
that provide service to their associated UTs, and switches are
used to connect the core network and SBSs. Optical fiber is
used as the medium of backhaul links. Moreover, a power
splitter is configured in each user terminal (UT) forming a
SWIPT system to sense the radio frequency energy of the
surrounding SBSs and split the received signal into two parts,
which are used for ID and EH.

3.2. Content Request and Popularity Cache Schemes. Accord-
ing to [17, 18], the request probability mass function of
all contents can be modeled as a Zipf distribution. The
probability of the 𝑓-ranked popularity content requested by
UT 𝑖 can be expressed as follows:

𝑝𝑝𝑖,𝑓 = 1/𝑓𝛼
∑F
𝑓=1 1/𝑓𝛼 (𝑓 ∈ F) , (1)

where 𝛼 is the parameter of the model reflecting the pop-
ularity distribution of content 𝑓. The larger 𝛼 represents
the fewer popular contents undertaking the majority of the
requests.

For the contents caching problem, we assume that F

popular contents with the same size constitute a content
library, which can be denoted as F = {1, 2, . . . , 𝑓, . . . F}. Let
C denote the cache size of a small cell base station (SBS).
Different from current caching models [16–20], we assume
that all contents are precached in each cache space of an SBS

according to Zipf distribution, and the cache spaces of an
SBS are independent of each other. Therefore, the contents
cached in all the spaces of SBS 𝑗 obey binomial distribution
B(C, 𝑝𝑝𝑖,𝑗,𝑓), where C is the cache size of SBS 𝑗 and 𝑝𝑝𝑖,𝑗,𝑓 =𝑝𝑝𝑖,𝑓 is the probability that a cache space of SBS 𝑗 caches
content 𝑓 that user 𝑖 requests.
4. Problem Formulation and Solution

We study the harvested energy maximization problem of
SWIPT system with popularity cache scheme through three
processes, which are popularity cache-based user association
scheme, resource allocation, and iterative power splitting
ratio and power allocation optimization.

4.1. Popularity Cache-Based User Association Scheme. There
are two cases for the popularity cache-based user association
scheme. 𝐶𝑎𝑠𝑒1: a number of UTs can obtain the required
contents from their nearest local SBSs that cache the required
contents without consuming backhaul resources. 𝐶𝑎𝑠𝑒2:
some UTs cannot access the contents directly from their
nearest (minimum path loss) SBSs. Therefore, these UTs will
fetch the required contents from the core network and choose
the SBSs nearest them as their serving SBSs. We would like to
use a simplified example of a snapshot shown in Figure 1 to
illustrate the proposed user association scheme. In Table 1,
the required contents of UT1, UT4, UT5, UT6, UT7, UT8,
UT9, UT10, and UT11 are cached in their nearest SBSs, so
they can obtain their required contents from local SBSs.
However, the required contents of UT2, UT3, and UT12 are
not cached in their nearest SBSs; they have to fetch their
required contents from the core network and then be served
by their nearest SBSs. Let B𝑖 denote the set of SBS that UT𝑖 is associated with, which is determined by the proposed
popularity cache-based user association scheme and can be
expressed as follows.

𝐵𝑖 = {{{
local nearest SBS (𝑐𝑎𝑠𝑒1)
nearest SBS that fetched contents by backhaul link (𝑐𝑎𝑠𝑒2) . (2)
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Then, we can derive the probability that at least one cache
space of SBS 𝑗 caches content 𝑓 that UT 𝑖 requests as
follows:

𝑝𝑝A
𝑖,𝑗,𝑓 = 1 − (1 − 𝑝𝑝𝑖,𝑗,𝑓)C . (3)

Further, we can derive the association probability that UT 𝑖
associated with its nearest SBS belongs to 𝐵𝑖 when it requests
content 𝑓, i.e., hit ratio, as follows:
Aℎ𝑖𝑡𝑖,𝑗,𝑓 = 𝑝𝑝𝑖,𝑓 × (𝑝𝑝A

𝑖,𝑗,𝑓)|𝐵𝑖| ,
∀𝑗 ∈ S, 𝑖 ∈ K, 𝑎𝑛𝑑 𝑓 ∈ F. (4)

Therefore, we can derive the probability that UT 𝑖 obtains
content 𝑓 from local SBS and backhaul link as follows:

𝜁𝑖,𝑗,𝑓 = {{{
Aℎ𝑖𝑡𝑖,𝑗,𝑓, local nearest SBS (𝑐𝑎𝑠𝑒1)
1 − Aℎ𝑖𝑡𝑖,𝑗,𝑓, backhaul link (𝑐𝑎𝑠𝑒2) . (5)

Depending on practical network measurement described
in [22, 23], UTs fetch contents through backhaul link will
introduce delay. We denote by 𝜂𝐵𝐻 the energy harvesting
impact factor, which represents energy harvesting efficiency
affected backhaul link. Here, 𝜂𝐵𝐻 = 1/𝑚 and T𝐵𝐻 = 𝑚T,
where T𝐵𝐻 is the time of UTs obtaining contents from the
core network, T is the time of UTs obtaining contents from
local SBSs caching required contents, and𝑚 > 1 is the energy
harvesting delay impact factor that denotes the relationship
between the time of UTs obtaining desired contents from
backhaul link and local SBSs. The illustration of energy
harvesting delay impact factor𝑚 is shown in Figure 2.We set𝜂𝐵𝐻 and 𝑚 on the basis of [22, 23] in our simulation.

Consequently, we can derive the energy harvesting coef-
ficient ℓ𝑖,𝑗,𝑓 as follows:
ℓ𝑖,𝑗,𝑓

= {{{
Aℎ𝑖𝑡𝑖,𝑗,𝑓, local nearest SBS (𝑐𝑎𝑠𝑒1)
(1 − Aℎ𝑖𝑡𝑖,𝑗,𝑓) × 𝜂𝐵𝐻, backhaul link (𝑐𝑎𝑠𝑒2) ,

(6)

where energy harvesting coefficient ℓ𝑖,𝑗,𝑓 represents energy
harvesting efficiency of UTs obtaining contents from local
SBSs (case 1) and backhaul link (case 2), and energy har-
vesting impact factor 𝜂𝐵𝐻 indicates the energy harvesting
efficiency affected by backhaul link.

4.2. Resource Allocation. After the aforementioned analy-
sis of popularity cache-based user association scheme, we
will determine the RBs assigned to each UT. Assume that
NBW OFDMA RBs of the system are equally allocated
to the UTs associated with each SBS. Each RB has the
bandwidth of 0.18MHz. Therefore, there is no intracell
interference, while there exists intercell interference since
all the RBs of the system are shared among different SBSs.
Let N = {1, 2, . . . , 𝑛, . . .N} denote the set of subbands
allocated to the UTs deployed in the network, where the

Core
network

Switch

SBS

UT

T

４＂（=mT

ID and EH

Figure 2: Illustration of energy harvesting delay impact factor𝑚.

resource blocks allocated to a UT are defined as a subband.
Besides, let K𝑗 denote the set of UTs that SBS 𝑗 associated
with. Then, the subbandwidth of UT 𝑖 associated with
SBS 𝑗 can be denoted as BW𝑖 = 0.18 × [NBW/|K𝑗|] MHz,
where [NBW/|K𝑗|] represents the maximum integer not
larger than [NBW/|K𝑗|] .

4.3. Iterative Power Splitting Ratio and Power Allocation Opti-
mization. After the analytical processes of popularity cache-
based user association and resource allocation schemes, we
can determine the set of SBS that each UT is associated with,
energy harvesting coefficient of each content requested by
UTs, and the subbandwidths allocated to the UTs. In this
phase, we maximize the harvested energy of the SWIPT
system considering the minimum rate requirement, i.e.,
QoS of UTs, by optimizing power splitting ratio and power
allocation from SBSs to UTs. Let p = (𝑝𝑖,𝑗,𝑛)K×S×N denote the
transmit power of SBSs, where 𝑝𝑖,𝑗,𝑛 represents the transmit
power from SBS 𝑗 to UT 𝑖 on subband 𝑛. Then, the received
signal of UT 𝑖 on subband 𝑛 from SBS 𝑗 can be written
as

𝑦𝑖 = √𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + ∑
𝑗∉B
𝑖

√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + 𝑛𝑖, (7)

where 𝑥𝑗 ∈ x and 𝑛𝑖 ∼ CN(0, 𝜎2). We specify 𝜌 as the power
splitting ratio, which denotes the ratio of signal strength that
the IDmodule occupied in the total received signal. Then, we
can obtain the received signal of UT 𝑖 for ID module as

𝑦ID
𝑖 = √𝜌(√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + ∑

𝑗∉B𝑖

√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + 𝑛𝑖)
+ 𝑛ID𝑖 ,

(8)
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and the signal of UT 𝑖 for energy harvesting as
𝑦EH
𝑖

= √1 − 𝜌(√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + ∑
𝑗∉B𝑖

√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛𝑥𝑗 + 𝑛𝑖) , (9)

respectively, where 𝑛ID𝑖 ∼ CN(0, (𝜎ID𝑖 )2) is the additive
white Gaussian noise introduced by the ID module. It can be
observed that the signals used to harvest energy come from
the serving SBS and the interfering SBSs. We can derive the
achievable SINRofUT 𝑖when it requests content𝑓 as follows:

SINR𝑖,𝑓 = 𝜌 √𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛2𝜌∑𝑗∉B𝑖 √𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛2 + 𝜌𝜎2 + (𝜎ID𝑖 )2 . (10)

Since the power of 𝑛𝑖 is too low, so we can obtain the average
harvested energy of UT 𝑖 when it requests content 𝑓 from
SBS 𝑗 on subband 𝑛 by ignoring the power of noise 𝑛𝑖 as
follows:

EH𝑖,𝑓

= (1 − 𝜌)
× ℓ𝑖,𝑗,𝑓(√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛

2 + ∑
𝑗∉B𝑖

√𝑝𝑖,𝑗,𝑛ℎ𝑖,𝑗,𝑛
2) ,

(11)

where we assume that the EH module has the perfect energy
conversion efficiency 1. Further, we can obtain the rate of UT𝑖 when it requests content 𝑓 as follows:

R𝑖,𝑓 = BW𝑖 × log2 (1 + SINR𝑖,𝑓) , (12)

where BW𝑖 is the bandwidth of UT 𝑖 determined in the
process of resource allocation. Eventually, we can construct
harvested energy maximization problem of the network as
follows:

max
(𝜌,p)

∑
𝑖∈K,𝑓∈F

EH𝑖,𝑓

s.t. (13a) 0 ≤ ∑
𝑛∈N,𝑖∈K

𝑝𝑖,𝑗,𝑛 ≤ 𝑝max, ∀𝑗 ∈ S

(13b) R𝑖,𝑓 ≥ 𝛾𝑖, ∀𝑖 ∈ K

(13c) 0 < 𝜌 < 1,

(13)

where (13a) is the maximum transmit power constraint of
SBSs, (13b) specifies minimum rate requirement, i.e., QoS of
UTs, and (13c) is the constraint of power splitting ratio. Since
the formulated problem is not convex, to solve the established
problem, we firstly convert nonconvex constraint (13b) into
an equivalent form as follows:

(13b) : 𝜌 × 𝑝𝑖,𝑗,𝑛ℎ2𝑖,𝑗,𝑛
− (𝜌 ∑

𝑗∉B𝑖

𝑝𝑖,𝑗,𝑛ℎ2𝑖,𝑗,𝑛 + 𝜌𝜎2 + (𝜎ID𝑖 )2)
× 2(𝛾𝑖/BW𝑖−1) ≥ 0.

(14)

Then, problem (13) can be reformulated as follows:

max
(𝜌,p)

∑
𝑖∈K,𝑓∈F

EH𝑖,𝑓

s.t. (13a) , (13b) , (13c) .
(15)

Since 𝜌 and p = (𝑝𝑖,𝑗,𝑛)K×S×N are coupled in the objective
of (15) and the condition (13b). Therefore, we propose an
IPSPA algorithm to solve problem (15) by decoupling 𝜌 and p.
We fix 𝜌 firstly, and then (15) is converted from a nonconvex
optimization problem into a convex one. Further, interior
point method can be adopted to solve (15) [24]. Finally, the
maximum harvested energy value can be obtained through
alternately iterating 𝜌 and p. The detail description of the
proposed IPSPA algorithm tomaximize the harvested energy
of all UTs deployed in the SWIPT system with popular-
ity cache scheme in dense small cell networks is shown
in Algorithm 1. Energy harvesting coefficient, associated
SBS, and subbandwidth for each UT are firstly determined
in Algorithm 1. Then, optimal power allocation p∗ and
corresponding harvested energy for each 𝜌 are obtained
by solving problem (15). Finally, the maximum value of
harvested energy can be gained from all the cases of harvested
energy.

5. Complexity Analysis

In Algorithm 1, the computational complexity of step (2)
is O(FKS). Step (3) and step (4) have the computational
complexity O(((𝜌𝑚𝑎𝑥 − 𝜌𝑚𝑖𝑛) × Vmax)/𝜌𝑖𝑛), where O(Vmax) is
the complexity of interior point method. Both step (5) and
step (8) have the computational complexity O(FK). Thus, the
total computational complexity of Algorithm 1 is O(((𝜌𝑚𝑎𝑥 −𝜌𝑚𝑖𝑛) × Vmax × F2K2S)/𝜌𝑖𝑛 + FK) ≈ O(((𝜌𝑚𝑎𝑥 − 𝜌𝑚𝑖𝑛) ×
Vmax × F2K2S)/𝜌𝑖𝑛), which increases linearly with F2,K2,
and S. Nevertheless, for the algorithm of joint user associa-
tion, resource assignment, power splitting ratio, and power
optimization given in [25], the computational complexity of
user association and resource assignment is O(FSK). Thus,
the total computational complexity is O(((𝜌𝑚𝑎𝑥 − 𝜌𝑚𝑖𝑛) ×
Vmax × F2KSK)/𝜌𝑖𝑛) when the algorithm runs to step (5),
where the computational complexity of step (5) is O(FK).
Moreover, the complexity of step (8) is O(FK). Therefore,
the total complexity of joint user association, resource
assignment, power splitting ratio, and power optimization is
O(((𝜌𝑚𝑎𝑥 − 𝜌𝑚𝑖𝑛) × Vmax × F2KSK)/𝜌𝑖𝑛 + FK) ≈ O(((𝜌𝑚𝑎𝑥 −𝜌𝑚𝑖𝑛) × Vmax × F2KSK)/𝜌𝑖𝑛), which increases exponentially
with the number of deployed UTs. Therefore, the pro-
posed algorithm has a significantly reduced computational
complexity.

6. Simulation Results

In our simulation, all the UTs and SBSs are randomly and
uniformly distributed in the circular region with a radius
of 20m. We consider the channel model with path loss,
Rayleigh fading, and shadowing fading. The path loss from
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(1) Initialization 𝑑 = 0, S,F,K, C, 𝜌𝑚𝑖𝑛 = 0.001, 𝜌𝑚𝑎𝑥 = 1, and 𝜌𝑖𝑛 = 0.001.
(2) Calculate ℓ𝑖,𝑗,𝑓,B𝑖 and BW𝑖.
(3) for 𝜌 = 𝜌𝑚𝑖𝑛 : 𝜌𝑖𝑛 : 𝜌𝑚𝑎𝑥 do
(4) Obtain p∗ through solving (15) by using interior point method given in [24].
(5) Substitute p𝑑 = p∗ into the objective function of (15), and calculate corresponding harvested energy.

HE (p𝑑) = ∑
𝑖∈K,𝑓∈F

EH𝑖,𝑓

(6) Update 𝜌𝑑 = 𝜌, 𝑑 = 𝑑 + 1.
(7) end for
(8) Calculate the maximum harvested energy HE𝑚𝑎𝑥 = max(HE(p𝑑)).
(9)Output HE𝑚𝑎𝑥, and corresponding p∗ = p𝑙 and 𝜌∗ = 𝜌𝑙.

Algorithm 1: IPSPA algorithm.

Harvested energy, saving
backhaul resources and energy

of the system

Energy
harvesting
coefficient

Hit ratio of
contents

Parameters of
cache

Energy
harvesting

impact factor

Maximum transmit
power of SBSs

QoS of UTs Power
splitting ratio

Figure 3: Relationship of different system parameters.

SBS 𝑠 to UT 𝑢 is set as PL𝑠𝑢 = 38.46 + 20 ∗ log 10(𝑑𝑠𝑢),
where 𝑑𝑠𝑢 is the distance between SBS 𝑠 and UT 𝑢, with
the unit m. Besides, Rayleigh fading follows exponential
distribution with parameter 1. The standard deviation of
the shadowing fading is 8𝑑𝐵 for the link between SBS
and the UT [26]. Therefore, ℎ(𝑖, 𝑗, 𝑛) = 𝑅𝑎𝑦𝑙𝑒𝑖𝑔ℎ(𝑖, 𝑗, 𝑛) ∗10((−𝑃𝐿𝑠𝑢(𝑖,𝑗)−𝑠ℎ𝑎𝑑𝑜𝑤𝑖𝑛𝑔(𝑖,𝑗,𝑛))/10−3) denotes the channel gain from
SBS 𝑗 to UT 𝑖 on subband 𝑛. Besides, we set 𝜎2 = −50𝑑𝐵𝑚
and (𝜎ID𝑖 )2 = −30𝑑𝐵𝑚, respectively. Assume that each UT
randomly requests a content in 1s, and the size of each content
is 20 kbit. Moreover, we set 𝜂𝐵𝐻 = 0.68, i.e.,𝑚 = 1.47, 𝑝max =
1w, and the number of OFDMA RBs as 50, respectively.

Our proposed SWIPT system with popularity cache
scheme has the advantages of improving harvested energy
of UTs and saving backhaul resources and energy. The
performance of the system is influenced by different system
parameters given in Figure 3. Therefore, we carry out the
simulation from the aspects given in Figures 4, 5, 6, 7, 8, 9, 10,

and 11. Additionally, we compare our proposed scheme with
the following schemes.

(i) Uniform cache scheme is given in [18, 19] applied in
our proposed SWIPT system.

(ii) No caching scheme (nocache) of SWIPT system is
given in [6].

Firstly, we simulate the hit ratio of our proposed popular-
ity cache scheme and uniform cache scheme given in [18, 19].

Figure 4 shows the hit ratio with respect to the content
index. We set the total number of contents as 10, 𝛼 = 0.5
for blue and black curves, and C = 6 for green and red
curves. We can observe that for a content under the same
popularity distribution parameter 𝛼, hit ratio of the content
increases with cache size. Moreover, for a content under the
same cache size of SBSs, hit ratio of the content becomes
larger when popularity distribution parameter 𝛼 increases.
Besides, hit ratio for a content with high popularity of our
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Figure 6: Harvested energy varies with QoS of UTs under different K.

proposed popularity cache scheme is larger than uniform
cache scheme when cache size of SBSs and popularity
distribution parameter 𝛼 are the same.

Figure 5 shows hit ratio with respect to C. We set 𝛼 = 0.5.
We can observe that our proposed popularity cache scheme
has better hit ratio than uniform scheme. Moreover, the hit
ratio of our proposed and uniform schemes increases with
the increasing of C under the same number of contents F.
The reason is that the probability of contents being cached
increases with the increasing of C. Additionally, the hit ratio
of our proposed and uniform schemes increases with the total
number of contents under the same C.Then, we compare the
energy harvesting property of our proposed popularity cache
scheme with the uniform cache scheme given in [18, 19] and
the no caching scheme (nocache) given in [6].

Figure 6 shows that harvested energy of the system with
respect to minimum rate requirement, i.e., QoS of UTs under

different number of UTs K, where C=6 and S=8. We can
observe that harvested energy decreases with the number
of deployed UTs K. The reason is that more power is used
to provide service for UTs. Moreover, we can see that our
proposed scheme has better performance than uniform cache
scheme and no caching scheme. The reason is that our
proposed scheme has larger energy harvesting coefficients
through improving the probability of obtaining contents from
local SBSs.

Figure 7 shows that harvested energy of the system varies
with the minimum rate requirement, i.e., QoS of UTs under
different C, where K=14 and S=8. We can intuitively observe
that harvested energy increases with C. The reason is that
energy harvesting ability of our proposed scheme increases
with C. Besides, we can see that our proposed popularity
cache scheme has better performance than the uniform cache
scheme and the no caching scheme because the proposed
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Figure 9: Average backhaul resource saving varies with popularity distribution parameter 𝛼.

scheme can achieve higher hit ratio for the content with high
popularity.

Finally, we compare our proposed cache scheme with the
uniform cache scheme given in [18, 19] in terms of the ability
of saving backhaul resources and energy. Average saving
backhaul resource is depicted in Figures 8 and 9. We assume
that each content consumes 1 unit backhaul resource when it
is fetched through the backhaul link.

Figure 8 shows the average backhaul resource saving with
respect to the size of cache C. We can observe that our pro-
posed popularity cache scheme has better performance than
uniform cache scheme. Moreover, our proposed popularity
cache scheme can save more backhaul resources when cache
size C becomes larger. Additionally, our proposed popularity
cache scheme has better performance than uniform cache
scheme when the number of deployed UTs K in dense small
cell networks increases. The reason is that our proposed
scheme has higher hit ratio and energy harvesting coefficient.

Figure 9 shows the average backhaul resource saving
with respect to popularity distribution parameter 𝛼. We can
observe that the performance of uniform cache scheme is not

influenced by the parameter𝛼, while our proposed popularity
cache scheme can save more backhaul resources with the
increasing of parameter 𝛼. Moreover, our proposed popu-
larity cache scheme has better performance than uniform
cache scheme as 𝛼 increases. The reason is that our proposed
scheme guarantees more contents obtained from local SBSs.
As given in [27, 28], the average saving energy of backhaul
link can be calculated as follows:

𝑃𝑠𝑎V𝑒BH = 𝑝ℎ𝑖𝑡 × ( S
max𝑑𝑙

× 𝑃𝑠 + S × 𝑃𝑑𝑙)
= ∑
𝑗∈S,𝑓∈F

Aℎ𝑖𝑡𝑖,𝑗,𝑓 × K × ( S
max𝑑𝑙

× 𝑃𝑠 + S × 𝑃𝑑𝑙)
(16)

where 𝑝ℎ𝑖𝑡 is the average hit probability of all contents when
the number of UTs is K, 𝑚𝑎𝑥𝑑𝑙 is the maximum number
of downlink available aggregation switch interfaces, and 𝑃𝑑𝑙
is the power consumption of one downlink interface in
the aggregation switch for receiving the backhauled traffic.
Moreover, 𝑃𝑠 = 𝛿×𝑃max + (1−𝛿)×𝑈𝑡𝑜𝑡𝑎𝑙/𝑈max ×𝑃max denotes
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the power consumed by a switch, where 𝑃max represents the
maximum power consumption of the switch, 𝑈max is the
maximum amount of traffic a switch can deal with, and𝑈𝑡𝑜𝑡𝑎𝑙 represents the amount of traffic that is traversing the
switch that is influenced by the parameter 𝛿 ∈ (0, 1). We
set K = 8 , F = 10 , 𝑚𝑎𝑥𝑑𝑙 = 24, 𝑝𝑑𝑙 = 1w, 𝛿 = 0.9, 𝑃max =
300w, 𝑈max = 36Gbps, and 𝛾𝑖 = 20 kbps.

Figure 10 shows average backhaul saving energy with
respect to the cache size C , where 𝛼 = 0.5. We can
see that our proposed popularity cache scheme has better
performance than uniform cache scheme. Moreover, our
proposed popularity cache scheme can save more backhaul
resources when cache size C becomes larger. The reason is
that hit ratio of our proposed scheme increases with the
increasing of cache size C, which improves energy harvesting
coefficient. Besides, our proposed scheme has better per-
formance than uniform cache scheme with the increasing
number of deployed SBSs S since it ensures more UTs get
requested contents from local SBSs.

Figure 11 illustrates average backhaul saving energy
with respect to popularity distribution parameter 𝛼, where
C = 6. We can observe that the performance of uni-
form cache scheme is not affected by the parameter 𝛼.
However, our proposed popularity cache scheme can save
more backhaul resources when 𝛼 increases. The reason is
that hit ratio and energy harvesting coefficient increase
with the increasing of 𝛼. Moreover, our proposed popu-
larity cache scheme has better performance than uniform
cache scheme with the increasing of parameters 𝛼 and S
because it ensures more contents requested by UTs obtained
through local SBSs without adding burden on backhaul
link.

7. Conclusion

In this paper, the harvested energy maximization problem
of SWIPT system with popularity cache scheme in dense
small cell networks has been studied. Firstly, system model
consisting of the network model, content request, and popu-
larity cache scheme was provided. Then, a harvested energy
maximization problem of SWIPT system with popularity
cache scheme was established. Further, an IPSPA algorithm
was given to solve the formulated problem. Finally, we
demonstrated that the proposed SWIPT system with pop-
ularity cache scheme can improve harvested energy of UTs
and save backhaul resources and energy through a number
of simulations.
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In this paper, we propose robust power allocation strategies to improve the localization performance in cooperative wireless
sensor localization systems when suffering interference of jammer nodes. In wireless sensor localization systems, transmitting
power strategies will affect the localization accuracy and determine the lifetime of wireless sensor networks. At the same time, the
power allocation problem will be evolution to a new challenge when there are jammed nodes. So in this paper, we first present the
optimization framework in jammed cooperative localization systems. Moreover, the imperfect parameter estimations of agent and
jammer nodes are considered to develop robust power allocation strategies. In particular, this problem can be transformed into
second-order cone programs (SOCPs) to obtain the end solution. Numerical results show the proposed power allocation strategies
can achieve better performance than uniform power allocation and the robust schemes can ensure lower localization error than
nonrobust power control when systems are subject to uncertainty.

1. Introduction

HIGH precious localization information is essential in many
location-based applications and services, such as intelligent
robot, logistics tracking, equipment management, and so
on [1]. Traditional localization techniques, e.g., the global
positioning system (GPS), may not provide satisficed local-
ization accuracy in some harsh environments [2]. So the
wireless sensor localization systems are motivated to provide
necessary supplements.

In a wireless sensor localization system, there are always
three types of nodes, i.e., agent nodes which are devices
with unknown positions, anchor nodes which are infras-
tructures with known positions, and jammer nodes which
are designedly or unintentional distributed in some places.
Conventionally, the agent nodes can infer their positions by
rangemeasurements fromanchor to agent nodes. Besides, the
cooperation between agent nodes can improve localization
accuracy through information sharing and additional mea-
surements between agent nodes [3]. However, the jammer
nodes will bring interference to degrade the localization
performance of agent nodes. In other words, the localization
accuracy of agent nodes is depended on the network topology

and the measurement errors [4]. The measurement errors
are related to the transmit power, signal waveform, channel
condition, and interference condition. Consequently, power
allocation strategies are critical to reduce the localization
error and improve the lifetime of wireless sensor networks.

Existing studies have been worked on power allocation
problems. In study [5], the author established an optimization
framework to allocate robust power for anchor nodes and
designed a distributed power allocation algorithm via conic
programming. In [6], the power allocation strategies in both
active and passive localization networks were researched.
For network navigation, literature [7] developed efficient
navigation algorithms to obtain optimized energy allocation
strategies. Then for the cooperative localization, literature
[4] built a general framework for wide-band cooperative
localization networks and established the fundamental limits.
In [7], the author proposed a distributed robust power allo-
cation algorithm by infrastructure and cooperation phases.
In [8], the power management problem was solved by game
approach under the knowledge of local and global informa-
tion. In [9], a hierarchical gamewas developed to obtain opti-
mal power allocation strategies for different kinds of nodes
simultaneously. What is more, when the jammer nodes are
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Figure 1: Illustration of a jammed wireless sensor localization system.

considered, two schemes were proposed to optimize power
management for jammer nodes in [10, 11]. However, existing
works in [10, 11] focus on jamming techniques to degrade
the localization performance. So the author in [12] proposed
an optimal power allocation approach based on semidefinite
programs (SDP) to minimize the maximum Cramer-Rao
lower bound (CRLB) or average CRLB in jammed wireless
sensor localization systems.

While for above researches, there are some new chal-
lenges to be considered. First, the authors did not consider
the effect of jammer nodes in [5–9]. If there are jammer
nodes in localization systems, their positions and transmit
power will affect the power allocation strategies of different
nodes. Second, in [10, 11], the authors have investigated the
analogous power allocation problems, but they focused on
jamming techniques. The antijamming techniques through
optimizing the power allocation strategies of anchor and
agent nodes are still challenging tasks. Moreover, thought the
jammer nodes were introduced, the cooperative technique
and the parameter uncertainty did not consider in study [12].
For cooperative localization, it will be more complicated due
to additional measurements. At the same time, the parameter
uncertainty of different nodes should be tackled to guarantee
the localization requirement. So the main contributions of
this paper can be concluded as follows:

(i) We propose optimal power allocation strategies for
cooperation in jammed wireless sensor localization
system, aiming to guarantee the localization require-
ment.

(ii) We develop a robust optimization method to combat
the uncertainty parameters of agent nodes and jam-
mer nodes.

(iii) We exploit that the problem can be transformed
into second-order cone programs (SOCPs) due to
the functional properties of squared position error

bound (SPEB) when considering the cooperative
agent nodes as pseudo anchor nodes.

The rest of this paper is organized as follows. In Section 2,
the system model is described, and the problem to optimize
is formulated. Section 3 studies the uncertainty model and
robust formulation.The robust power allocation strategies are
presented in Section 4. The simulation results are presented
in Section 5. Conclusions are given in Section 6.

Notation. 1n denotes a column vector with all 1’s. The
operation⊗ denotes theKronecker product. ek denotes a unit
vector and the 𝑘-th element is 1 while the others are 0’s. ‖ ⋅ ‖
represents the Euclidean norm of its argument.

2. System Models and Problem Formulation

2.1. System Model. For a two-dimensional jammed wireless
sensor localization system, there are three types of nodes
illustrated in Figure 1.This network includes𝑁𝑎 agent nodes,𝑁𝑏 anchor nodes, and 𝑁𝑗 jammer nodes (the jammer nodes
may designedly or unintentionally distribute in some inter-
ested areas and they will degrade the localization accuracy
of agent nodes in this network. If the jammer nodes are
unintentional introduced into localization systems, they may
be caused by different equipment. Then if the jammer nodes
are designed, they may be employed by enemies), denoted
by N𝑎 = {1, 2, . . . ,𝑁𝑎}, N𝑏 = {1, 2, . . . , 𝑁𝑏}, and N𝑗 ={1, 2, . . . , 𝑁𝑗}, respectively. The position of node 𝑘 is denoted
by p𝑘 for 𝑘 ∈ N𝑎 ∪N𝑏 ∪N𝑗. For arbitrary nodes 𝑘 and 𝑗,
the distance and angel from 𝑘 to 𝑗 are denoted by 𝜑𝑘𝑗 and𝑑𝑘𝑗, respectively. In addition, it is assumed that jammer nodes
transmit zero-mean Gaussian noise [10].

In this paper, each agent node can cooperate with its
neighbors to increase localization accuracy. So each agent
node not only receives signals from anchor nodes but
also from neighbor agent nodes. The connectivity sets can
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be denoted as A𝑘 = {{𝑗 ∈ N𝑎 ∪ N𝑏} | 𝑛𝑜𝑑𝑒
𝑗 𝑖𝑠 𝑐𝑜𝑛𝑛𝑒𝑐𝑡 𝑤𝑖𝑡ℎ 𝑎𝑔𝑒𝑛𝑡 𝑘} for 𝑘 ∈ N𝑎. Then the received
waveform at agent node 𝑘 from node 𝑗 can be represented
as [10]

𝑟𝑘𝑗 (𝑡) =
𝐿𝑘𝑗

∑
𝑖=1

√𝑥𝑗𝛼𝑖𝑘𝑗𝑠 (𝑡 − 𝜏𝑖𝑘𝑗)

+
𝑁𝑗

∑
ℓ=1

𝛾𝑘ℓ√𝑃𝐽ℓ ]𝑘ℓ (𝑡) + 𝑛𝑘𝑗 (𝑡) ,
(1)

where 𝑡 ∈ [0, 𝑇𝑜𝑏𝑠] and 𝑇𝑜𝑏𝑠 represents the observation
interval, 𝑥𝑗 denotes the transmit power of node 𝑗, 𝑠(𝑡)
represents known transmit signal waveform with Fourier
transform 𝑆(𝑓), 𝛼𝑖𝑘𝑗 and 𝜏𝑖𝑘𝑗 denote the amplitude and time
delay of the 𝑘-th path, and 𝐿𝑘𝑗 denotes the number of
multipath between agent node 𝑖 and agent node 𝑗. Here the
influence of jammer nodes is considered as jamming noise
with a transmit power𝑃𝐽ℓ ,𝑃𝐽ℓ ]𝑘ℓ(𝑡) is assumed as independent
zero-mean white Gaussian random Process, and 𝛾𝑘ℓ denotes
the channel coefficient between agent node 𝑘 and the ℓ-th
jammer node. Moreover, the different noises are modeled as
independent zero-mean white Gaussian processes with the
spectral density level𝑁0/2 and that of ]𝑘ℓ(𝑡) are equal to one.
Then the time delay 𝜏𝑖𝑘𝑗 can be expressed by

𝜏𝑖𝑘𝑗 =
p𝑗 − p𝑘

 + 𝑏𝑖𝑘𝑗
𝑐 , (2)

where p𝑗 and p𝑘 represent the different positions of nodes,
𝑐 is the propagation speed of signal, and 𝑏𝑖𝑘𝑗 is a range bias
for non-line-of-sight (NLOS), denoting those NLOS anchor
nodes as setA𝑁𝐿

𝑘 . If the 𝑖-th path is line-of-sight (LOS), such
that 𝑏𝑖𝑘𝑗 = 0, denote those nodes as setA𝐿

𝑘 . Here we consider
the cooperative agent node 𝑗 as a pseudo anchor node when
it provides localization information to agent node 𝑘.

2.2. Performance Metric. For agent node 𝑘, the unknown
parameters can be introduced as

𝜃𝑘 ≜ [p𝑇𝑘𝜅𝑇𝑘1 ⋅ ⋅ ⋅ 𝜅𝑇𝑘|A𝑘|] , (3)

where A𝑖 = A𝑁𝐿 ∪ A𝐿 and |A𝑖| is the number of elements
inA𝑖; the vector of multipath parameters 𝜅 can be associated
with 𝑟𝑘𝑗(𝑡) [4], expressed as

𝜅𝑘𝑗

=
{{
{{
{

[𝛼1𝑘𝑗 𝛼2𝑘𝑗 𝑏2𝑘𝑗 ⋅ ⋅ ⋅ 𝛼𝐿𝑘𝑗𝑘𝑗
𝑏𝐿𝑘𝑗
𝑘𝑗
]𝑇 , 𝑗 ∈ A𝐿,

[𝛼1𝑘𝑗 𝑏1𝑘𝑗 𝛼2𝑘𝑗 𝑏2𝑘𝑗 ⋅ ⋅ ⋅ 𝛼𝐿𝑘𝑗𝑘𝑗
𝑏𝐿𝑘𝑗
𝑘𝑗
]𝑇 , 𝑗 ∈ A𝑁𝐿.

(4)

Then let 𝜃 denote the estimation of unknown parameter
vector 𝜃; the mean squared error (MSE) matrix for 𝜃 will
satisfy the following inequality [4]:

E {(𝜃 − 𝜃) (𝜃 − 𝜃)𝑇} ⪰ J−1𝜃 , (5)

where J𝜃 is the Fisher information matrix (FIM). Let p̃𝑘 be the
unbiased position estimation of individual agent node 𝑖, then
(4) implies that

E {(p̃𝑘 − p𝑘) (p̃𝑘 − p𝑘)𝑇} ⪰ [J−1𝜃 ]2×2,𝑘 , (6)

For cooperative localization in jammed wireless sensor sys-
tems, the mean squared error (MSE) of position estimation
for agent k is satisfied the following inequality [4]:

𝐸 {p̂𝑘 − p𝑘2} ≥ tr {J−1𝑘 (p𝑘)} , (7)

where J𝑘(p𝑘) denotes the Fisher information matrix (FIM).
tr[⋅] denotes the trace operator and P(p𝑘) = tr{J−1𝑘 (p𝑘)}
is the individual squared position error bound (SPEB) for
agent node 𝑘, which provides a lower bounded for unbiased
estimate.

In addition, the network EFIM J(p) is given in [7]

J (p) = ∑
𝑘∈N𝑎

∑
𝑗∈N𝑎∪N𝑏\{𝑘}

𝑥𝑗𝜉𝑘𝑗u𝑘𝑗u𝑇𝑘𝑗, (8)

with

𝑥𝑗𝜉𝑘𝑗 = 4𝜋
2𝑊2

𝑐2 (1 − 𝜒𝑘𝑗) 𝑆𝐼𝑁𝑅1
𝑘𝑗, (9)

u𝑘𝑗 =
{
{
{
e𝑘 ⊗ [cos𝜑𝑘𝑗 sin 𝜑𝑘𝑗]𝑇 𝑖𝑓 𝑗 ∈N𝑏,
(e𝑘 − e𝑗) ⊗ [cos𝜑𝑘𝑗 sin 𝜑𝑘𝑗]𝑇 𝑖𝑓 𝑗 ∈N𝑎,

(10)

where 𝑥𝑗 is the transmit power of node 𝑗 and 𝜉𝑘𝑗 is called
equivalent ranging coefficient (ERC),𝑊 denotes the effective
bandwidth of node 𝑗, 𝜒𝑘𝑗 ∈ [0, 1] is the path-overlap
coefficient characterizing the effect of multipath propagation
for localization, and e𝑘 and e𝑗 are𝑁𝑎-dimensional vectors [7].
Moreover, the 𝑆𝐼𝑁𝑅𝑙

𝑘𝑗 denotes the energy ratio between the 𝑙-
th component and the noise (here we only consider the line-
of-sight connection between nodes, so 𝑙 = 1.), given by

𝑆𝐼𝑁𝑅𝑙
𝑘𝑗 =

𝛼𝑙𝑘𝑗

2 ∫+∞

−∞

𝑆 (𝑓)2 𝑑𝑓
𝑁0/2 + ∑𝑁𝑗

𝑛=1
𝛾𝑘𝑛2 𝑃𝐽𝑛

, (11)

in which 𝛼𝑙𝑘𝑗 is the amplitude of the 𝑙-th path, 𝑆(𝑓) is the
Fourier transform of transmit signal waveform 𝑠(𝑡), 𝛾𝑘𝑛 is the
channel coefficient between agent node 𝑘 and jammer node
𝑛, and 𝑃𝐽𝑛 is the transmit power of jammer node 𝑛. Without
loss of generality, the ERC can be transformed as [10]

𝜉𝑘𝑗 =
𝜁𝑘𝑗/𝑑𝜌𝑘𝑗

(𝑁0/2 + ∑𝑁𝑗
𝑛=1 𝜁𝑘𝑛 (𝑃𝐽𝑛/𝑑𝜌𝑘𝑛))

, (12)

where 𝜁𝑘𝑗 is a positive coefficient determined by the channel
properties and effective bandwidth; 𝜌 is the pathloss coef-
ficient during transmission. Here we simply recognize the
cooperative agent nodes as pseudo anchor nodes. So the
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Figure 2: An example of uncertainty model for cooperation in a jammed wireless sensor localization system.

individual SPEB can be also obtained by (2). If the agent
nodes 𝑘 and 𝑗 are not connected, the parameter can be set
as 𝜉𝑘𝑗 = 𝜉𝑗𝑘 = 0.

In this paper, it is assumed that jammer nodes transmit
zero-mean Gaussian noise. In practice, this assumption
may be inappropriate for some situations. However, this
assumption is used in our work for following purposes:
First, to best of our knowledge, it is the first time to
develop an antijamming approach through optimizing power
allocation strategies for anchor and agent nodes.Those initial
results can provide a fundamental feasibility for further
studies on this problem. Second, the prior information of
jammer nodes may not be reached for some situations,
so we simplify the transmission of each jammer node as
zero-mean Gaussian noise, which is commonly employed in
[10, 11].

2.3. Power Allocation Formulation. The SPEB is adopted to
be the performance matrix, so it is reasonable to minimize
the total transmit power when each agent node requires the
localization accuracy [6]. Thus, we can formulate the power
allocation problem as

𝑃𝐴 : min
{xa,xb}

1𝑇x𝑎 + 1𝑇x𝑏
𝑠.𝑡. P (𝑝𝑘; x𝑎, x𝑏) ≤ 𝜏𝑘, ∀𝑘 ∈N𝑎

𝑐𝑞 (x𝑎, x𝑏) ≤ 0, 𝑞 = 1, 2, . . . , 𝑄
(13)

where xa and xb are transmit power strategies of agent nodes
and anchor nodes, 𝜏𝑘 is the localization accuracy requirement
for agent node 𝑘, and {𝑐𝑞(⋅)} represents the linear constraints
of each power allocation strategy, such as the individual
power constraints 0 ≤ 𝑥𝑘 ≤ 𝑥max

𝑘 ,∀𝑘 ∈N𝑎∪N𝑏. Note that the
optimization objective and the optimization variables in our
paper are different from the references [10, 11]. Moreover, it is

impracticable to obtain the solution for the proposed problem
through the approaches in [10, 11].

3. Uncertainty Model and Robust Formulation

Due to the imperfect estimates of network parameters, the
robust formulation is necessary for the proposed power
allocation problem. Figure 2 shows an example of uncertainty
model. For any agent node 𝑘, its position can be defined in
an area with center p𝑘 and radius 𝑑𝑘. Let 𝜑𝑘𝑗, 𝜉𝑘𝑗, and 𝑑𝑘𝑗
be the nominal value of angle 𝜑𝑘𝑗, channel coefficient 𝜉𝑘𝑗,
and distance 𝑑𝑘𝑗. For any agent node 𝑘, the actual network
parameters with anchor nodes 𝑗 can be represented by

𝜑𝑘𝑗 ∈ [𝜑𝑘𝑗 − 𝜑𝑘𝑗, 𝜑𝑘𝑗 + 𝜑𝑘𝑗] š F𝑘𝑗, (14)

𝑑𝑘𝑗 ∈ [𝑑𝑘𝑗 − 𝑑𝑘, 𝑑𝑘𝑗 + 𝑑𝑘] š D𝑘𝑗, (15)

Form Figure 2, we can find the angular uncertainty 𝜑𝑘𝑗 fits
sin 𝜑𝑘𝑗 = 𝑑𝑘/𝑑𝑘𝑗 (it is assumed that the radius is larger than
the minimum distance between nodes.). Similarly, the actual
network parameters for anchor nodes 𝑘with agent node 𝑖 can
be also represented by

𝜑𝑘𝑖 ∈ [𝜑𝑘𝑖 − 𝜑𝑘𝑖, 𝜑𝑘𝑖 + 𝜑𝑘𝑖] š F𝑘𝑖, (16)

𝑑𝑘𝑖 ∈ [𝑑𝑘𝑖 − 𝑑𝑘 − 𝑑𝑖, 𝑑𝑘𝑖 + 𝑑𝑘 + 𝑑𝑖] š D𝑘𝑖. (17)

Here we can find from Figure 3 that the angular uncertainty
𝜑𝑘𝑖 fits sin 𝜑𝑘𝑖 = (𝑑𝑘+𝑑𝑖)/𝑑𝑘𝑖.Then for the jammer node 𝑛, the
angular uncertainty will not affect the result, so the network
parameters are given by

𝑑𝑘𝑛 ∈ [𝑑𝑘𝑛 − 𝑑𝑘 − 𝑑𝑛, 𝑑𝑘𝑛 + 𝑑𝑘 + 𝑑𝑛] š D𝑘𝑛. (18)
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From (6), we can find that the channel coefficient 𝜉𝑘𝑗 is a
monotonically nonincreasing function of 𝑑𝑘𝑗, 𝑗 ∈ A𝑘 and a
monotonically increasing function of 𝑑𝑘𝑛, 𝑛 ∈ N𝑗. Thus, the
ERC 𝜉𝑘𝑗 is bounded by

𝜉
𝑘𝑗
= 𝜁𝑘𝑗/𝑑𝜌𝑘𝑗
𝑁0/2 + ∑𝑁𝑗

𝑛=1 𝜁𝑘𝑛 (𝑃𝐽𝑛/𝑑𝜌𝑘𝑛)
, (19)

𝜉𝑘𝑗 =
𝜁𝑘𝑗/𝑑𝜌𝑘𝑗

𝑁0/2 + ∑𝑁j
𝑛=1 𝜁𝑘𝑛 (𝑃𝐽𝑛/𝑑

𝜌

𝑘𝑛)
, (20)

𝜉𝑘𝑗 ∈ [𝜉𝑘𝑗, 𝜉𝑘𝑗] š C𝑘𝑗. (21)

In summary, we have the set of actual network parameters as

{𝜑𝑘𝑗, 𝜉𝑘𝑗}𝑘∈N𝑎,𝑗∈A𝑘 ∈ ∏
𝑘∈N𝑎,𝑗∈A𝑘

F𝑘𝑗 ×C𝑘𝑗. (22)

To ensure the localization accuracy, the worst-case should be
considered with parameter uncertainty. Then the worst-case
SPBE is given by

P𝑅 (p𝑘) = max
{{𝜑𝑘𝑗,𝜉𝑘𝑗}∈F𝑘𝑗×C𝑘𝑗}

tr {J−1𝑘 (p𝑘)} . (23)

4. Robust Power Allocation Strategies

To solve the proposed problem, we introduce following
proposition.

Proposition 1. �e SPEB of each agent node is convex about
x = [𝑥1, 𝑥2, . . . , 𝑥𝑁𝑎+𝑁𝑏]. At the same time, it can be formulated
as

P (p𝑘; x) = 4 ⋅ 1𝑇R𝑘x
x𝑇R𝑇

𝑘
Λ𝑘R𝑘x

, (24)

where R𝑘 = diag{𝜉𝑘1, 𝜉𝑘2, . . . , 𝜉𝑘(𝑁𝑎+𝑁𝑏)} and Λ𝑘 is the
symmetric matrix to reflect the topology, given by

Λ𝑘 = 11𝑇 − c (2𝜑𝑘) c (2𝜑𝑘) − s (2𝜑𝑘) s (2𝜑𝑘) , (25)

where

𝜑𝑘 = [𝜑𝑘1 𝜑𝑘2 ⋅ ⋅ ⋅ 𝜑𝑘(𝑁𝑎+𝑁𝑏)]𝑇 , (26)

c (2𝜑𝑘)
= [cos (2𝜑𝑘1) cos (2𝜑𝑘2) ⋅ ⋅ ⋅ cos (2𝜑𝑘(𝑁𝑎+𝑁𝑏))]

𝑇
(27)

s (2𝜑𝑘)
= [sin (2𝜑𝑘1) sin (2𝜑𝑘2) ⋅ ⋅ ⋅ sin (2𝜑𝑘(𝑁𝑎+𝑁𝑏))]

𝑇 .
(28)

Proposition 2. According to the result in Proposition 1, the
proposed power allocation problem can be transformed into the
SOCP, given as

𝑃𝑆𝑂𝐶𝑃
𝐴 : 1𝑇x𝑎 + 1𝑇x𝑏
𝑠.𝑡. A𝑇R𝑘x + b𝑘

 ≤ 1𝑇R𝑘x − 2 ⋅ 𝜏−1𝑘 ,
∀𝑘 ∈N𝑎

𝑐𝑙 (x𝑎, x𝑏) ≤ 0, 𝑙 = 1, 2, . . . , 𝐿

(29)

whereA𝑘 = [c(2𝜑𝑘) s(2𝜑𝑘) 0]𝑇 and b𝑘 = [0 0 2𝜏−1𝑘 ]𝑇. Note
that the proofs of Propositions 1 and 2 are similar to Appendix B
and proposition 3 in [6], so here we omit the details for brevity.
�e next task is to address the uncertainty parameters about
angel and ERC.

Form Proposition 1, we can conclude that the SPEB is a
monotonically nonincreasing function of ERC. So it will be
the worst-case for SPEB when the ERC 𝜉𝑘𝑗 = 𝜉𝑘𝑗 for all 𝑗 ∈
A𝑘. In other words, when R𝑘 = diag{𝜉

𝑘1
, 𝜉

𝑘2
, . . . , 𝜉

𝑘(𝑁𝑎+𝑁𝑏)
},

the maximization of SPEB over ERC 𝜉 can be reached.
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Moreover, because the SPEB over angel 𝜑𝑘𝑗 is not an explicit
expression, it will bemore complicated to address the angular
uncertainty.

From (18), we canfind that only the denominator includes
the angel 𝜑𝑘𝑗. Then the angular uncertainty problem can be
transformed to find the lower bound of the denominator.

Proposition 3. In the (18), the denominator can be expressed
by

x𝑇R𝑇
𝑘Λ𝑘R𝑘x = (1𝑇R𝑘x)2 −

[c𝑘 s𝑘]𝑇 R𝑘x

2 . (30)

�en let

sin �̆�𝑘𝑗 = max
|𝜀|≤𝜑𝑘𝑗

2 sin (2𝜑𝑘𝑗 + 𝜀) sin 𝜀
 , (31)

cos �̆�𝑘𝑗 = max
|𝜀|≤𝜑𝑘𝑗

2 cos (2𝜑𝑘𝑗 + 𝜀) cos 𝜀
 , (32)

and
̆c (𝜑𝑘)
= [cos (�̆�𝑘1) cos (�̆�𝑘2) ⋅ ⋅ ⋅ cos (�̆�𝑘(𝑁𝑎+𝑁𝑏))]

𝑇 ,
(33)

̆s (𝜑𝑘) = [sin (�̆�𝑘1) sin (�̆�𝑘2) ⋅ ⋅ ⋅ sin (�̆�𝑘(𝑁𝑎+𝑁𝑏))]
𝑇 , (34)

We can get

P𝑅 (p𝑘, x) ≤ P𝑈 (p𝑘, x) , (35)

P𝑈 (p𝑘, x)

= max
𝑒1,𝑒2=±1

4 ⋅ 1𝑇R𝑘x

(1𝑇R𝑘x)2 −
([ĉ𝑘 ŝ𝑘 0]𝑇 + [𝑒1 ̆c𝑘 𝑒2 ̆s𝑘 0]𝑇)R𝑘x


2
. (36)

Proof. One has

c𝑘
𝑇R𝑘x = ĉ𝑇𝑘R𝑘x + (c𝑘 − ĉ𝑘)𝑇R𝑘x, (37)

and

max
𝜑𝑘𝑗∈F𝑘𝑗

(c𝑘 − ĉ𝑘)
𝑇R𝑘x


= max

max |𝜀|≤𝜑𝑘𝑗

∑{{cos (2𝜑𝑘𝑗) − cos [2 (𝜑𝑘𝑗 + 𝜀)]}

⋅ 𝜉𝑘𝑗𝑥𝑗}
≤ ∑(𝜉𝑘𝑗𝑥𝑗) max

max |𝜀|≤𝜑𝑘𝑗

{cos (2𝜑𝑘𝑗) − cos [2 (𝜑𝑘𝑗 + 𝜀)]}


= ∑(𝜉𝑘𝑗𝑥𝑗) sin �̆�𝑘𝑗 = ̆s (𝜑𝑘)𝑇

⋅ R𝑘x.

(38)

So

max
𝜑𝑘𝑗∈F𝑘𝑗

c𝑘𝑇R𝑘x
 ≤
ĉT𝑘R𝑘x

 + max
𝜑𝑘𝑗∈F𝑘𝑗

(c𝑘 − ĉ𝑘)
T R𝑘x


≤ ĉ𝑇𝑘R𝑘x

 + ̆s (𝜑𝑘)𝑇 R𝑘x

≤ max
𝑒1=±1

[ĉ𝑘 + 𝑒1 ̆s (𝜑𝑘)]
𝑇 R𝑘x

 .

(39)

Consequently, we have

max
𝜑𝑘𝑗∈F𝑘𝑗

s𝑘𝑇R𝑘x
 ≤ max

𝑒1=±1

[ĉ𝑘 + 𝑒1 ̆c (𝜑𝑘)]
𝑇R𝑘x

 . (40)

Thus,

max
𝜑𝑘𝑗∈F𝑘𝑗

{(c𝑘𝑇R𝑘x)2 + (s𝑘𝑇R𝑘x)2}

≤ max
𝑒1,𝑒2=±1

{{[ĉ𝑘 + 𝑒1 ̆c (𝜑𝑘)]𝑇 R𝑘x}
2

+ {[ŝ𝑘 + 𝑒2 ̆s (𝜑𝑘)]𝑇 R𝑘x}
2} .

(41)

Therefore, Proposition 3 is proved.

In summary, combining the uncertainty parameters
about angel and ERC, the upper bound for the worst-case
SPEB can be expressed by

P

𝑈 (p𝑘, x)

= max
𝑒1,𝑒2=±1

4 ⋅ 1𝑇𝑘x
(1𝑇R𝑘x)2 −

([ĉ𝑘 ŝ𝑘 0]𝑇 + [𝑒1 ̆c𝑘 𝑒2 ̆s𝑘 0]𝑇)
𝑘
x

2
. (42)

Then the constraint in (29) can be relaxed and the proposed
problem becomes

𝑃𝑆𝑂𝐶𝑃
𝑅−𝐴 : min

{𝑥𝑎,𝑥𝑏}
1𝑇x𝑎 + 1𝑇x𝑏

𝑠.𝑡. A𝑘R𝑘x + b𝑘 ≤ 1𝑇𝑘x − 2 ⋅ 𝜏−1𝑘 ,
∀𝑘 ∈N𝑎

𝑐𝑙 (x𝑎, x𝑏) ≤ 0, 𝑙 = 1, 2, . . . , 𝐿

(43)

where

A𝑘 = [(ĉ (2𝜑𝑘) + 𝑒1 ̆s (𝜑𝑘) (ŝ (2𝜑𝑘) + 𝑒2 ̆c (𝜑𝑘)) 0]𝑇

𝑒1, 𝑒2 = ±1
(44)

and b𝑘 = [0 0 2𝜏−1𝑘 ]𝑇.
Successively, the power allocation strategies can be

described in Algorithm 1.

5. Simulation Result

To evaluate the proposed robust power allocation method,
the simulation scenario is illustrated in Figure 1. Here we
compare the proposed algorithm with the uniform power
management scheme and the nonrobust power allocation
strategy. In this paper, the normalized power is considered
as 𝑥max

𝑘 = 10, 𝑘 ∈N𝑎 ∪N𝑏 and 𝑃𝐽𝑛 = 5, ∀𝑛∪N𝑗. The channel
parameter is given as 𝜍𝑘𝑗 = 100𝑁0/2 for different nodes and𝑁0 = 2. Moreover, the standard optimization solver CVX is
used to address the proposed problem [13].

Figure 4 illustrates the average and worst SPEBs respect
to different normalized total power. First, the cooperative
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Input {𝑑𝑘, 𝑥max
𝑘 }, 𝑘 ∈N𝑎 ∪N𝑏, {𝑑𝑛, 𝑃𝐽

𝑛 }, 𝑛 ∈N𝑗.
Output {𝑥𝑘}, 𝑘 ∈N𝑎 ∪N𝑏.
(Step 1) Estimate the positions of each agent nodes with

each anchor node power strategy 𝑥𝑗 = 𝑥max
𝑗 , 𝑗 ∈N𝑏.

(Step 2) For 𝑘 ∈N𝑎 ∪N𝑏 , solve the 𝑃𝑆𝑂𝐶𝑃
𝑅−𝐴 problem in (43).

(Step 3) Output {𝑥𝑘}, 𝑘 ∈N𝑎 ∪N𝑏.

Algorithm 1: Robust power allocation strategies via SOCP.

SOCP, noncoop, average 
Uniform, noncoop, average
SOCP, noncoop, worst
Uniform, noncoop, worst
SOCP, coop, average
Uniform, coop, average
SOCP, coop, worst
Uniform, coop, worst

 2  3  4  5  6  7  8  91
Total power PT
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Figure 4: Different SPEBs with respect to total power consumption.

localization can obtain lower SPEB than the noncooperative
localization in all cases. Second, when consuming the same
power, the proposed method via SOCP can reach a better
performance than the uniform allocation strategy in both
average SPEB and worst SPEB.

Figure 5 shows the average SPEB in different methods
with respect to the total power consumption. In both non-
cooperative and cooperative localization systems, the robust
power allocation strategies have better localization accuracy
than the nonrobust approaches. When the uncertainty size
𝑑 = 0, the problem𝑃𝑆𝑂𝐶𝑃

𝑅−𝐴 will be equal to𝑃𝑆𝑂𝐶𝑃
𝐴 and they have

the same performance for nonrobust and robust approach-
es.

For the same localization accuracy requirement 𝜏𝑘 =
4, ∀𝑘 ∈ N𝑎, the total power consumption and the
worst-case SPEB with respect to the uncertainty size are
demonstrated in Figures 6 and 7. It can be seen that the
cooperative localization consumes less power to achieve the
same localization of noncooperative localization. When the
parameter uncertainty size increases, the power consumption
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e S

PE
B 

(m
2 )

No-robust No-coop, r=0
Robust No-coop, r=0
No-robust No-coop, r=0.1
Robust No-coop, r=0.1
No-robust No-coop, r=0.2
Robust No-coop, r=0.2
No-robust coop, r=0
Robust coop, r=0
No-robust coop, r=0.1
Robust coop, r=0.1
No-robust coop, r=0.2
Robust coop, r=0.2

 2  3  4  5  6  71
Total power PT

Figure 5: Different average SPEBs with respect to total power
consumption.

will also increase to ensure the localization requirement in
robust cases. At the same time, the worst-case SPEB will
decrease due to the robust formulation. But in the nonrobust
cases, the worst-case SPEB increase with the uncertainty
size, significantly violating the localization accuracy require-
ment.

6. Conclusion

In this paper, we investigated the robust power allocation
strategies for cooperation in jammed wireless sensor localiza-
tion systems. First, the optimization framework is presented
in jammed cooperative localization systems. Then, the robust
power allocation strategies are developed to address the
parameter uncertainty problem. Moreover, the problem can
be transformed into SOCP and obtained the end solution
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Figure 6: The total power consumption with respect to the uncertainty size.
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Figure 7: The worst-case SPEB with respect to the uncertainty size.

via conic programming.The simulation results demonstrated
that the cooperative localization can reach better localization
accuracy than noncooperative localization, the power alloca-
tion scheme via SOCP outperforms the uniform scheme, and
the robust formulation approach outperforms the nonrobust
approach.

Data Availability

The data in this paper is generated from the simulation
in Matlab, and the detail simulation settings can refer to
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Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This work was supported by the National Science Foundation
of China under Grant 61601511.



Wireless Communications and Mobile Computing 9

References

[1] G. Han, J. Jiang, C. Zhang, T. Q. Duong, M. Guizani, and G.
K. Karagiannidis, “A survey on mobile anchor node assisted
localization inwireless sensor networks,” IEEECommunications
Surveys & Tutorials, vol. 18, no. 3, pp. 2220–2243, 2016.

[2] M. Ke, Y. Wang, M. Li, F. Gao, and Z. Du, “Distributed
power allocation for cooperative localization: A potential game
approach,” in Proceedings of the 3rd IEEE International Confer-
ence on Computer and Communications, ICCC 2017, pp. 616–
621, Chengdu, China, December 2017.

[3] Y. Shen, H. Wymeersch, and M. Z. Win, “Fundamental limits
of wideband localization—part II: cooperative networks,” IEEE
Transactions on Information �eory, vol. 56, no. 10, pp. 4981–
5000, 2010.

[4] Y. Shen and M. Z. Win, “Fundamental limits of wideband
localization—part I: a general framework,” IEEE Transactions
on Information �eory, vol. 56, no. 10, pp. 4956–4980, 2010.

[5] W. W.-L. Li, Y. Shen, Y. J. Zhang, and M. Z. Win, “Robust
power allocation for energy-efficient location-aware networks,”
IEEE/ACM Transactions on Networking, vol. 21, no. 6, pp. 1918–
1930, 2013.

[6] Y. Shen, W. Dai, and M. Z. Win, “Power optimization for
network localization,” IEEE/ACM Transactions on Networking,
vol. 22, no. 4, pp. 1337–1350, 2014.

[7] W. Dai, Y. Shen, and M. Z. Win, “Distributed power allocation
for cooperative wireless network localization,” IEEE Journal on
SelectedAreas in Communications, vol. 33, no. 1, pp. 28–40, 2015.

[8] J. Chen, W. Dai, Y. Shen, V. Lau, and M. Z. Win, “Power
management for cooperative localization: a game theoretical
approach,” IEEE Transactions on Signal Processing, vol. 64, no.
24, pp. 6517–6532, 2016.

[9] M. Ke, Y. Sun, M. Wang, S. Tian, and L. Lu, “Distributed power
optimization for cooperative localization: a hierarchical game
approach,” IEEEWireless Communications Letters, In press.

[10] S. Gezici,M. R. Gholami, S. Bayram, andM. Jansson, “Jamming
of wireless localization systems,” IEEE Transactions on Commu-
nications, vol. 64, no. 6, pp. 2660–2676, 2016.

[11] S. Bayram, M. F. Keskin, S. Gezici, and O. Arikan, “Optimal
power allocation for jammer nodes in wireless localization
systems,” IEEE Transactions on Signal Processing, vol. 65, no. 24,
pp. 6489–6504, 2017.

[12] M. Ke, G. Zhao, S. Tian, C. Wang, and Y. Liu, “Optimal power
allocation for anchor nodes in jammed wireless localization
systems,” IEEEWireless Communications Letters, In press.

[13] M. Grant and S. Boyd, “CVX:MATLAB software for disciplined
convex programming,” Version 1.21, 2010, http://cvxr.com/cvx.

http://cvxr.com/cvx


Research Article
A Self-Powered PMFC-Based Wireless Sensor
Node for Smart City Applications

Daniel Ayala-Ruiz,1 Alejandro Castillo Atoche,2 Erica Ruiz-Ibarra ,1

Edith Osorio de la Rosa,3 and Javier Vázquez Castillo 4

1Department of Electronics Engineering, Technology Institute of Sonora, Ciudad Obregon Sonora, Mexico
2Embedded System Department, Autonomous University of Yucatan, Merida Yucatan, Mexico
3Catedras CONACYT and Division of Sciences and Engineering, University of Quintana Roo, Chetumal Quintana Roo, Mexico
4Division of Sciences and Engineering, University of Quintana Roo, Chetumal Quintana Roo, Mexico

Correspondence should be addressed to Javier Vázquez Castillo; jvazquez@uqroo.edu.mx

Received 23 March 2019; Revised 2 May 2019; Accepted 19 May 2019; Published 3 June 2019

Guest Editor: Zoran Stamenkovic

Copyright © 2019 Daniel Ayala-Ruiz et al. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Long power wide area networks (LPWAN) systems play an important role in monitoring environmental conditions for smart cities
applications. With the development of Internet of Things (IoT), wireless sensor networks (WSN), and energy harvesting devices,
ultra-low power sensor nodes (SNs) are able to collect andmonitor the information for environmental protection, urban planning,
and risk prevention.This paper presents aWSN of self-powered IoT SNs energetically autonomous using PlantMicrobial Fuel Cells
(PMFCs). An energy harvesting device has been adaptedwith the PMFC to enable a batteryless operation of the SNproviding power
supply to the sensor network.The low-power communication feature of the SN network is used to monitor the environmental data
with a dynamic power management strategy successfully designed for the PMFC-based LoRa sensor node. Environmental data
of ozone (O

3
) and carbon dioxide (CO

2
) are monitored in real time through a web application providing IoT cloud services with

security and privacy protocols.

1. Introduction

The concept of smart cities and Urban Internet of Things
(IoT) is an important research field with the aim to make
a better use of the public resources and increase the quality
of the services offered to the citizens, while operational
costs of the public administration are reduced [1]. In this
scenario, the interconnection of sensor nodes (SNs) within
a wireless sensor network (WSN) can be used to monitor
environmental parameters. At the same time, the integration
of an IoT-WSN enables the interconnection of the SNs with
the Internet, opening a wide opportunity of end-user applica-
tions andWeb services. Even though the technology advances
in embedded systems with many low-power sensors, micro-
controller, and transceivers for digital communications, there
is still a great challenge in the power supply of these SNs. In
general, these devices are usually powered by batteries; this

constrains the lifetime of the network since they need to be
replaced or recharged after a certain period of time.

Currently, several approaches have been developed to
prolong the lifetime of SNs, e.g., covering routing proto-
cols, sensing techniques, low-power WSN standards, among
others [2–5]. Energy harvesting (EH) is one of the most
promising techniques for this purpose, allowing SNs to
operate autonomously by collecting and storing energy from
the environment. Energy harvesting systems are typically
composed of three components: energy source, energy har-
vesting module, and load (e.g., microcontroller, sensors,
wireless transceivers, among others). In this sense, energy
plays a leading role in smart cities as in most of our everyday
activities, where an advantage of natural resources can be
taken. These energy sources can be typically classified as
mechanical, radiant, thermal, fluid flow, electromagnetic, and
hybrid [5–9]. In this regard, new types of energy sources
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have emerged and are still under development, such as the
case of Plant Microbial Fuel Cells (PMFCs). PMFC is a green
technology that generates energy through an electrochemical
process based on the degradation of plant roots via active
bacteria [10–12]. A PMFC is able to provide a continuous
time-variant power that is managed by the energy harvesting
module and stored in a supercapacitor, which can handle
a large number of recharge cycles with a high charge-
discharge efficiency, and without the need of a complex
charge circuitry, albeit at the cost of higher self-discharge rate
and lower weight-to-energy density compared with batteries
[5, 6].

In this context, a WSN with PMFC-EH is suitable for
smart cities, where real-time data acquisition is required
in order to improve the collection, aggregation, and use of
data using low-cost sensors and low-power communication
systems. Authors in [13] designed a self-powered wearable
IoT sensor network to monitor environmental conditions.
The system incorporates a solar cell, supercapacitors as a stor-
age device, and a LoRa-based wireless transmission module.
Even though photovoltaic cells are powerful devices, they
provide intermittent energy and depend on environmental
conditions (i.e., sun light). Pietrelli et al. [12] reported a
Terrestrian Microbial Fuel Cell (TMFC) able to produce a
maximum power of 310 𝜇W on a soil characterized by a pH
of 7.6 and a controlled temperature. The TMFC provided
energy to a WSN where IEEE 802.15.4 (Zigbee protocol)
based transceivers were tested transmitting a single bit. The
experiments showed that is possible to power a sensor node
with a TMFC; however, a more realistic load needs to be
tested. This is because the energy consumption of the sensor
and microcontroller are not considered in the experiments
which would result in a transmission cost increase. Finally,
authors in [14] reported a PMFC-EH system for an IoT-
basedWSN based on Cordyline fruticosa plant.The designed
PMFC was able to provide 3.5 mW/cm2 with 0.7 V and 5
mA.The sensor node senses temperature and humidity with a
dynamic powermanagement strategy, and data is transmitted
using Zigbee. However, several new wireless technologies
(e.g., LoRa, Sigfox, and NB-IoT) promise better performance
than Zigbee for applications where low-power and long-
range are required [15].

The objective of this paper is to propose an IoT-based
sensor network design with self-powered PMFC-EH archi-
tecture aiming to prolong the lifetime of the network for
continuous environmental analysis. The PMFC, based on a
Sansevieria asparagaceae plant, is able to produce a stable
output voltage, allowing the energy harvesting circuit to
harvest energy from the PMFC enabling a continuous DC
energy supply for the SN. The mean power consumption of
the SN is approximately 2.92 mW, considering the sensor
measurements, microcontroller processing tasks, and wire-
less transmission. In addition, experimental results demon-
strate a batteryless operation of the PMFC-based LoRa sensor
network for environmental monitoring of smart cities.

The rest of the paper is organized as follows: Section 2
describes the PMFC, energy harvesting circuit, and sensor
node data acquisition. In Section 3, the performance analysis

of the self-powered PMFC-based LoRa sensor network is
showed and discussed. Finally, Section 4 presents the conclu-
sions.

2. IoT-Energy Harvesting System Design

The sensor node energy consumption must be adequate
to accomplish an autonomous operation of the IoT WSN;
this includes the SN processing tasks and LoRa wireless
transmission. The energy harvesting circuit is adapted to
PMFC as a power supply, providing a regulated voltage to
the microcontroller, ozone (O

3
) and carbon dioxide (CO

2
)

sensors, and LoRa-based transceiver. Figure 1 shows the
conceptual architecture of a PMFC-EH system for the pro-
posed sensor node. The following subsections describe the
components of the system architecture.

2.1. Plant Microbial Fuel Cell (PMFC). PMFC is a power
source that generates energy through the anaerobic degrada-
tion of organic matter via rhizosphere bacteria in a sustain-
able way, having a potential application in supplying electric-
ity to devices. The use of PMFCs can be found in applications
formonitoring environmental parameters,maturity of plants,
bioremediation, and heavy metal recovering of contaminated
environments [10, 11, 16–18].

According to the plant classification in [19], C3 and C4
type of plants achieve a high photosynthetic efficiency by
converting the carbon dioxide (CO

2
) into a four-carbon

sugar compound [20]. Also, these types of plant have a
high-rate of solar energy conversion into electrical energy
with an increase of rhizosphere surface area for microbiome
proliferation.Mostmicroorganisms tend to transfer electrons
produced from the metabolism of organic debris. On one
hand, the plant root zone provides substrate in the form of
root exudates to microbes, and on the other hand, microbes
simplify the elemental form of nutrients to an ionic form
amenable to the plant [21].

The electrodes are usually separated by a proton exchange
membrane, which can be of Na ion [22] or a salt bridge [23].
However, membrane-less PMFC configurations have been
reported, where the PMFC-cathode is placed in an oxygen-
rich environment [24, 25]. Thus, the PMFC electricity is
driven by rhizodeposition of the living plants [19].

The rhizodeposition contains a wide variety of carbon
sources that can be used as electrodes, which represent a
unique feature of PMFCs. In PMFC designs, the distance
between anode and cathode, the dimensions of the electrodes,
and the type of plant should be considered as shown in
Figure 2.

As illustrated in Figure 2, the plant was placed above the
anode and the separation between anode and cathode is 5 cm.
The substrate availability per square meter can be improved
by increasing the distance among the anode and the plant.
Thus, the more roots are between the anode and plant, and
the higher rhizodeposition would result. Moreover, studies
report that increasing the depth of the anode with a factor of 3
results in more substrate, and consequently, a higher current
density and output power can be harvested [23].
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Figure 1: Conceptual self-powered sensor node architecture.

Organic matter &

30 cm

Zinc mesh

5 cm

20 cm

Spiral copper
(1.5 m)

CO2O2

H O2

Industrial fertilizer
25

 cm

Figure 2: Schematic design of the PMFC used as IoT WSN power source.

2.2. Energy Harvesting Circuit. In order to extract the maxi-
mum power from the proposed PMFC, it is necessary to use
an energy harvesting circuit with the aim of storing power
in an external device such as supercapacitors. However,
this kind of power sources (e.g., photovoltaic, piezoelectric,
among others) is prone to voltage variations due to physical
environmental changes, which results in dynamic power
charges. Thus, it is necessary to use an efficient energy
harvester management module.

The BQ25570 is a nano-power boost charger and buck
converter for energy harvester powered applications that
manages energy from an input voltage as low as 100 mV,
which allows to use this device in thermoelectric generators,

small solar cells, piezoelectric generators, among others. Also,
this device was specifically designed to efficiently acquire
and manage microwatts (𝜇W) to milliwatts (mW) of power
generated from a variety of high output impedances.

The used energy harvester management module can
be observed in Figure 3. For our application, the voltage
provided by the PMFC is enough to guaranty the BQ25570
operation. The boost converter is powered from output VStor .
Once the VStor voltage is above VStor Chgen (1.8 V typically),
the boost converter can effectively extract power from the
PMFC.TheVOut voltage is externally programmed to slightly
less than the VStor voltage [26]. Likewise, it implements
a programmable maximum power point tracking (MPPT)
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sampling network to optimize the transfer of power within
the device. Finally, the BQ25570 was designed with the
flexibility to support a variety of energy storage elements.

2.3. Sensor Node Design. The sensor node is composed
of three components: microcontroller, sensors, and LoRa

transceiver radio. Figure 4 illustrates the schematic circuit of
the sensor node. The characteristics of the components are
described in the following subsections.

2.3.1. Sensor Module. The data acquisition of the ozone and
carbon dioxide is performed using the MQ-131 and MQ-135
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sensors, respectively [27], [28]. The main features of the
sensors are fast response, high sensitivity, and wide detecting
range and do not need a complex drive circuit. Both sensors
are composed by a micro AL

2
O
3
ceramic tube, a sensitive

layer, measuring electrode, and heater fixed into a crust.
Standard condition operation is power and heating voltages
of 5V ±0.1, the heater resistance is 33 Ω ± 5%, and sensing
resistance is 50 kΩ – 500 kΩ. Also, detection range for CO

2

is 10 ppm – 1000 ppm and 10 ppb to 2000 ppb for O
3
gas.

2.3.2. Digital Signal Processing Module. The MSP430FR5969
is an ultra-low power microcontroller unit (MCU) from
Texas Instruments with up to 64 KB of non-volatile Ferro-
electric Random Access Memory (FRAM). The MCU also
supports optimized ultra-low power modes, such as standby
(LPM3) and real-time clock (LPM3.5) with a typically power
consumption of 0.4 𝜇A and 0.25 𝜇A, respectively. Moreover,
its architecture consists of a 16-bit RISC with up to 16 MHz
clock supporting a supply voltage range from 1.8 V to 3.6 V
[29]. The Code Composer Studio IDE with EnergyTrace�
tool is used to measure and display the energy consumption
of MCU and peripherals.

2.3.3. Wireless Transmission Module. The LoRa transceiver
device is the RFM95W, which operates in 868.1 MHz unli-
censed band and it is based on the SX1276 LoRa module
with SPI interface. This radio can transmit as far as 2 km
in line of sight or up to 20 km with directional antennas
according to the standard. The output power can be tuned
in software from +5 to +20 dBm, with a ∼100 mA peak
current within maximum power output and ∼30 mA during
active radio listening [19]. Also, an OMNI-directional and
5 dBi gain antenna is coupled to the radio transceiver. In
addition, LoRaWAN-Class A is used as a Medium Access
Control (MAC) protocol. The Class A MAC protocol opens
a transmission window followed by two downlink windows
allowing a bidirectional communication with the gateway.

2.4. WSN Architecture. The WSN is composed of three
elements: (i) the SNs, (ii) the gateway module, and (iii) an
IoT SW application to analyze and manage data coming
from SNs. The gateway receives the data and upload the
information to a cloud server viaWiFi.The network topology
is the star configuration. Figure 5 shows the SNs deployment
on the Chetumal campus of the University of Quintana Roo,
Mexico as a proof of concept of a smart city application.

3. Experimental Results and Discussion

In this section, the PMFC-based LoRa sensor network is
evaluated. An experiment with the PMFC, SN, network
topology, and power management strategy is presented.

3.1. PMFC. The experiment setup is the following: the PMFC
consists of a Sansevieria asparagaceae plant in a plastic
container with a volume of 𝑉 = 9500 cm3 (ℎ = 30 cm
and 𝑑 = 20 cm), filled with 5 kg of a mixed nutrient-rich
soil and 125 gr of industrial fertilizer as a salt bridge. A zinc

Figure 5: PMFC-based LoRa WSN architecture.

(Zn) mesh and copper (Cu) wire were used as anode and
cathode, respectively (see Figure 2 for details). The PMFC
considers a realistic soil sample gathered in University of
Quintana Roo, Mexico. It is important to remark that C3
and C4 types of plants are rich for microbiome proliferation,
which means that if the organic matter area (or plant root
zone) is increased, it will impact in the generation of electrical
energy. Thus, the microbial population at the rhizosphere
(roots area over the cathode) acts as a biocatalyst for the
uptake of root exudates as a substrate and releases redox
equivalents (electrons and protons) during its metabolic
activity generating energy as voltage/power [19].

To ensure the presence of the electrochemically active
bacteria, a mix of organic matter at 100% humidity with
diammonium phosphate industrial fertilizer FERTIQUIM
[30] is applied into the PMFC. FERTIQUIM composition
is 18% of nitrogen (N), 18% of ammonium (NH

4
), 46% of

phosphorous pentoxide (P
2
O
5
), 2.20% of soluble sulfur (S),

and PH in solution (level 6-7) at 10%. The electrical per-
formance of PMFC was measured using Metrohm Autolab
model potentiostat.

In the experiment, the PMFCwas stressed along 30 cycles
for one week, in order to observe its polarization curve.
Figure 6(a) illustrates the polarization and power density
curves showing that PMFC voltage is inversely proportional
to the output current; also Figure 6(b) shows a voltage and
current ranging from 0.8 to 1.25 mW/cm2 per electrode area
that delivers the maximum power density to each cycle.
Likewise, it can be seen that a hysteresis effect (i.e., dynamic
behavior) is produced and accentuated on the maximum
power level, which is related to the initial stabilization of the
electron and proton production generated by the bacteria.
Figure 6(b) also presents the maximum power density value
reached in the polarization curve.

The current density and voltage generated by the PMFC
using a load resistance of 1 kΩ considering a constant
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Figure 6: Polarization curve and power density of the designed PMFC. (a) PMFC behavior for 30 cycles and (b) PMFC behavior for the
maximum power density reached (1.25 mW/cm2).
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Figure 7: Measured electrical parameters of PMFC versus time.

outdoor temperature of 30∘C are shown in Figure 7. The
measurements were carried out every 50 min, from 12:00 h to
18:00 h. The average values measured of voltage and current
density were 1.00 V and 1.125 mA/cm2 with a variation of 0.1
V and 0.225mA/cm2, respectively, and themaximum current
density was produced at 810 minutes (13:50 h).

The stability of the PMFC as power source is one of the
main issues in this study.The analysis of the power density for
different charging values and its dynamic behavior depend on
the number of cycles in time. Figure 8 shows the voltage and
power density, when the PMFC provides a constant current
of 2.35 mA. Both voltage and power density decreased down

to 0.4 V and 1 mW/cm2 in average, respectively. Also it can
be seen that the electrical parameters were recovered after 5
min.

Figure 9 shows another experiment for 45 min, in which
the PMFC did not receive water (or fertilizer) along the
first 15 min (see the black continuous line in the figure),
then the PMFC was irrigated with water. In the experiment,
the PMFC was continuously stressed with the Metrolab
equipment demanding a constant output voltage of 0.3 V. It
can be notice that after the first 15 min the current density
of the PMFC was recovered (see the dashed red line in the
figure).
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Figure 8: PMFCbehavior under discharge and recovery stages of its
voltage and power density providing a constant current of 2.35 mA.
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Figure 9: Current density versus time of the PMFC with a recovery
stage.

3.2. Energy Harvesting Circuit. The BQ25570 circuit is a
nano-power energy harvester solution for ultra-low power
application. This power management circuit was connected
to an external supercapacitor of 0.1 F to storage the energy. In
this process, the boost charger output, VStor, is configured to
deliver up to 4.2 V.This voltage is applied to the supercapaci-
tor as long as VBAT is below to the programmed maximum
voltage VBAT OV. The VBAT OK indicator toggles high when
VStor increases up to 3.3 V and toggles down when VStor goes
below to 2.8 V.

3.3. Sensor Node Design. The dynamic power management
strategy considers five processing stages of the sensor nodes.
Figure 10 presents the processing flow diagram of the sensor
node. The first stage requires 47 ms and setups the sensor

Table 1: LoRa configuration parameter selection.

SF Frequency Channel BW CR Transmission Power
(Mhz) (Mhz) (dBm)

7 868.1 125 4/5 14

Table 2: Duty cycling schemes.

Transmission intervals Power (mW) Current (mA)
(min) (Max / Mean) (Max / Mean)
5 166.25 / 3.47 46.36 / 0.96
10 158.98 / 3.09 44.34 / 0.86
20 164.37 / 2.92 45.85 / 0.81

node configuration such as the spreading factor (SF), fre-
quency channel, channel bandwidth (BW), coding rate (CR),
and transmission power. In the configuration, short periods
of 8 ms are used to achieve the gas concentration. These fast
responses in the sensor read measurements are related to sta-
ble temperature and humidity environment and to a reduced
sensors resistance ratio between the target gas concentration
and the resistance of the sensor. The sense interval and
tx intervalcan be adjusted according to the application. In
this study, time periods of 5, 10, and 20 min were considered.
Both sense and Tx intervals are configured in LPM3 low-
power mode, which means an average power consumption
down to 2.92 mW for a time period of 20 min. After the
sense interval, the MCU wakes up to read during 8 ms
the ozone and carbon dioxide sensors with a bit rate of
12500 bps, then the SN returns to sleep mode and remains a
tx intervalbefore the uplink transmission is executed.The
transmission stage requires 63 ms, and finally two response
windows are opened (i.e., RX1 and RX2 in Figure 10) of 10
ms and 30ms, respectively, in order to establish bidirectional
communication with the application server. Table 1 shows the
LoRa radio parameters selection used for the experiment.

Figure 11 shows the real-time behavior of the SN power
consumption, and Table 2 summarizes the measured values
for different transmission periods. In order to estimate the
power and current consumption of the SN, the EnergyTrace
software is used for real-time energy-power measurements
designed specifically for ultra-low power applications. Ener-
gyTrace technology is included in Code Composed Studio
version 6.0 and newer [31].The resultingmaximumandmean
power consumption values, with transmission period of 20
min, are equal to 164.37 mW and 2.92 mW, respectively.
EnergyTrace software also provides the maximum and mean
current consumption of the SN with resulting values of 45.85
mA and 0.81 mA, respectively, for the same transmission
interval experiment.

3.4. IoTMonitoring System. Aweb-server monitoring system
was developed for online data visualization and analysis.
Figure 12 shows the visual interface of the software appli-
cation for the measured data in the test field. The interface
was implemented using Apache and PHP web design tools.
Likewise, in order to comply with security matters, all data
is encrypted and transmitted to a cloud platform through a
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(a) (b)

Figure 12: IoT monitoring system for the self-powered PMFC-based LoRa sensor network for environmental analysis in smart cities: (a)
sensor node network and (b) visualization of averaged data per day.

LoRa single-channel gateway. The encryption is performed
following the activation-by-personalization method defined
by the LoRaWAN standard [32]. Also, the sensor data is
retrieved from the cloud platform and stored on a local server
employing MySQL.

3.5. Discussion. A self-powered IoT system is a power-aware
solution for the design of wireless sensor nodes with a
batteryless feature. In this sense, the integration of energy

conservation and harvesting techniques is demanded for
applications in smart cities.

In this study, a PMFC based on the Sansevieria aspara-
gaceae plant is adapted to an energy harvester circuit as a
power cell source. PMFC implementation results show that
providing a constant current of 2.35mA to an external device
the voltage goes from 0.8 V to 0.5 V. After 2 min, the voltage
decreases to 0.33 V, which represents a loss of 42% of the
open circuit voltage (0.8 V). Once the load is removed, the
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PMFC suddenly recovers 85% of the open circuit voltage and
the 100% of its open circuit voltage is recovered after ∼4 min.
Regarding the power density, it decays to 30% of its initial
value (1.25 mW/cm2) considering the time of discharge and
recovery voltage as showed in Figure 8.

In this sense, we can conclude that the PMFC is able to
provide a power density of 1.25 mW/cm2 to the energy har-
vester BQ25570 circuit, which provides a regulated output of
3.3. V, and stores the energy in a supercapacitor. As illustrated
in Figure 11 and Table 2, the mean power consumption of the
SN is 3.47, 3.09, and 2.92 mW for transmission intervals of
5, 10, and 20 min, respectively. The test case scenario results
reported in Figures 6, 7, 8, 9, and 11 indicate an autonomous
operation of the PMFC-based LoRa sensor node.

4. Conclusions

This paper proposes a WSN of self-powered PMFC-based
LoRa sensor nodes (SNs) for environmental analysis in smart
cities. The system was implemented in the Campus of the
University of Quintana Roo in Chetumal, Mexico, as a proof
of concept of a smart city, monitoring the surrounding
environmental data of ozone (O

3
) and carbon dioxide (CO

2
)

in real time. In the design, a PMFC power cell, based on
the Sansevieria asparagaceae plant, was implemented and
adapted with an energy harvester circuit to supply a DC
output power to the SN. To demonstrate a stable opera-
tion, the PMFC was stressed with the Metrohm Autolab
potentiostat equipment achieving an adequate performance
of 1.25 mW/cm2 with 0.8 V in open circuit. The used energy
harvesting circuit is able to collect the energy from the
PMFC regardless of the variations in the charging rates and
low input voltages (namely, 100mV). The BQ25570 energy
harvester module with nano-power boost charger and buck
converter was implemented to manage and store the energy
in a supercapacitor. In combination with the PMFC-EH, a
dynamic power management strategy was also proposed for
ultra-low power consumption of the LoRa-based wireless
SN. Experimental results presented in Section 3 showed a
SN mean power consumption of 2.92 mW, which is well
supported by the proposed PMFC, achieving an autonomous
operation of the self-powered PMFC-based LoRa SNs.
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A novel energy-efficient data gathering scheme that exploits spatial-temporal correlation is proposed for clustered wireless sensor
networks in this paper. In the proposed method, dual prediction is used in the intracluster transmission to reduce the temporal
redundancy, and hybrid compressed sensing is employed in the intercluster transmission to reduce the spatial redundancy.
Moreover, an error threshold selection scheme is presented for the prediction model by optimizing the relationship between
the energy consumption and the recovery accuracy, which makes the proposed method well suitable for different application
environments. In addition, the transmission energy consumption is derived to verify the efficiency of the proposed method.
Simulation results show that the proposed method has higher energy efficiency compared with the existing schemes, and the sink
can recover measurements with reasonable accuracy by using the proposed method.

1. Introduction

Wireless sensor networks (WSNs), typically consisting of a
vast number of densely deployed and collaborative battery-
powered sensors, have been widely used in various appli-
cation fields, such as the environment, industry, and the
military [1]. However, the energy constraints are one of the
main performance-limiting challenges for the WSNs. In the
WSNs,most energy is consumed in three stages: sensing, data
processing, and data delivery, and the energy consumed by
the data delivery dominates the energy budget.Therefore, the
data gathering approach with high energy efficiency is the key
to prolong network lifetime.

There are two main types of data gathering methods for
WSNs: the mobile sink based data gathering methods [2]
and the stationary sink based data gathering methods [3].
In the mobile sink scenario, the long delay is an inevitable
problem [4], so both the movement speed and the traveling
path for the sink are the difficulties in designing. However,
the stationary sink can avoid the above problems. In the
stationary sink scenario, since the observed data should be
transmitted to the sink bymultihop forwarding transmission,
the high transmission energy consumption by the sensors is

a problem that must be considered, which depends on the
routing model and the data reduction technique. Therefore,
the high energy efficient data collection with efficient routing
is the key in the stationary sink scenario.

Because of the overlap among the observation regions of
the different sensors and the gradual variation of the data
observed at a sensor over time, the measurements from a
WSN are either spatially or temporally correlated [5], which
leads to the existing of much redundant information among
the observed data. Therefore, data gathering approaches that
exploited the inherent correlation have been widely studied
to improve the energy efficiency of the WSNs [6]. In [7–11],
data reduction methods that utilized temporal correlation or
spatial correlation are presented to reduce the transmission
energy consumption. Moreover, many data compression
algorithms are employed in these data gathering methods
to obtain data reduction, where the network coding (NC)
and compressed sensing (CS) techniques are applied in the
data gathering methods in [7, 8], which utilize the spatial
correlation to reduce the data transmissions. In [9–11], the
principal component analysis (PCA) methods or different
prediction models are applied to reduce the temporal redun-
dancy. However, the redundant information is still excessive
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after using the above methods [7–11], which will cause low
energy efficiency.

To further improve the energy efficiency, data gathering
schemes exploring both temporal and spatial correlations
[12–15] are presented. In [12], a collective prediction scheme
exploiting spatial-temporal correlation (CoPeST) is given
for the energy efficient WSNs. In the CoPeST method, the
temporal redundancy and spatial redundancy of data are,
respectively, reduced by the prediction approach and similar-
ity based subcluster method. However, the energy cost by the
frequent updating of cluster and subcluster topology is large
in this case. A framework with dedicated combination of data
prediction and compression is discussed for clustered WSNs
in [13] (which is called as DPPCA method for convenience).
In the framework, the Least Mean Square (LMS) dual predic-
tion algorithm is used to reduce the temporal redundancy,
and a centralized PCA technique is utilized to eliminate
the spatial redundancy of the sensed data. However, these
schemes in [12, 13] are not practical in different monitoring
environments due to the employed fixed error threshold
in the prediction algorithms. By the spatial and temporal
compressions, the multiresolution compression and query
(MRCQ) framework is given in [14], which organizes sensor
nodes hierarchically and establishes multiresolution sum-
maries of sensing data inside the network. In [15], a neighbor-
aided Kronecker compressed sensing scheme is provided for
the WSNs. However, the delay of the methods in [13–15]
cannot be ignored, because the operation of reducing the
temporal redundancy can only be executed after collecting
enough data from continuous time intervals. Therefore, these
schemes in [13–15] are not suited for the WSNs with the
requirement of high real-time transmission.

To solve the above problems and further improve the
energy efficiency, we propose an energy efficient data gath-
ering scheme exploiting spatial-temporal correlation for the
WSNs. With distinctions to the above approaches, dual
prediction and hybrid compressed sensing techniques are
jointed to eliminate the redundancy to improve the energy
efficiency in the proposed method. Specifically, dual predic-
tion is utilized during the intracluster transmission, and a
new error threshold selection method is designed for the
prediction stage, which is obtained by optimizing the rela-
tionship between the energy consumption and the recovery
accuracy. Moreover, hybrid compressed sensing is employed
during intercluster transmission, and the cluster heads (CHs)
aggregate all the obtained values only when the number of
values is no less than the required number of projections for
CS reconstruction. Therefore, the proposed method has high
energy efficiency and the reasonable quality.

The rest of this paper is organized as follows. The
background and system model are discussed in Section 2.
In Section 3, we introduce our proposed protocol in detail.
Section 4 discusses the simulation results and conclusions are
given in Section 5.

2. Background and System Model

2.1. Hybrid Compressed Sensing. Compressed sensing [16],
as an advanced sampling theory, provides a new data

compression solution, and it indicates that only a small
fraction of data projections is needed to reconstruct all of
the raw data, which contains many zero entries. Assume a
data vector x has a K-sparse representation under a 𝑁 × 𝑁
transform basis, i.e.,Ψ:

x = Ψ𝜃 (1)

where x = [𝑥1, 𝑥2, . . . , 𝑥𝑁]𝑇. 𝜃 = [𝜃1, 𝜃2, . . . , 𝜃𝑁]𝑇, and it
has K (𝐾 ≪ 𝑁) nonzero entries. Under this premise, the
projection transformation is applied x; that is,

z = Φx = [𝜙1,𝜙2, . . . ,𝜙𝑁] x (2)

where Φ is a 𝑀 × 𝑁 (𝑀 ≪ 𝑁) measurement matrix,
and it satisfies the restricted isometry principle (RIP) [17].
𝜙𝑖 is the corresponding coefficient vector of 𝑥𝑖, and 𝜙𝑖 =[𝜙1𝑖, 𝜙2𝑖, . . . , 𝜙𝑀𝑖]𝑇. Then the M-dimension vector z can be
used to recover the raw data x by solving a 𝑙1-normminimiza-
tion.

According to the theory, only a few measurements are
enough to reconstruct all original data for sink by CS in
WSNs. Figure 1(a) shows the process of data gathering with
pure CS, where each node 𝑖 codes its data 𝑥𝑖 with its
corresponding coefficient vector𝜙𝑖 inmeasurementmatrixΦ
and then sends out M-dimension vector ∑𝑎𝑘=1 𝑥𝑘𝜙𝑘 which is
aggregated by its encoded vector 𝑥𝑘𝜙𝑘 and the (𝑎−1) achieved
data vectors. In this case, every node needs to send out 𝑀
data. However, the number of original data that needs to be
transmitted may be smaller than 𝑀 in the front nodes of
links, and it is not the best choice to directly applying the CS
coding on every node.

To avoid this problem, a modified hybrid compressed
sensing method is discussed in [18]. In the hybrid CSmethod,
each node 𝑖 is initially set to transmit its raw data directly
at first. Then, once an intermediate node 𝑗 receives more
than (𝑀 − 1) raw readings or any encoded readings, the
intermediate node switches to the CS aggregation mode.
In this case, the unnecessary transmissions are avoided in
the data gathering by the hybrid CS. Figure 1(b) shows the
process of data gathering with hybrid CS, where each node
sends out original readings directly if the number of readings
is smaller than 𝑀. Otherwise, the node codes the data
with corresponding coefficient vectors and sends out M-
dimension coded vector later. Obviously, the hybrid CS has
a higher energy efficiency.

2.2. System Model. As seen in Figure 2, a cluster-based
wireless sensor network with 𝑁 sensor nodes is considered
in this paper. The whole network is divided into 𝑝 clusters.
Both clustermembers (CMs) and cluster heads (CHs) contin-
uously generate a set of data that need to be collected by the
sink. Let x(𝑡) = [𝑥1(𝑡), 𝑥2(𝑡), . . . , 𝑥𝑁(𝑡)]𝑇 denote the observed
data from the network at the time instant 𝑡 and the data vector
can also be written as

x (𝑡) = [x𝑇1 (𝑡) , x𝑇2 (𝑡) , . . . , x𝑇𝑝 (𝑡)]𝑇 (3)

where x𝑘(𝑡) is the raw data vector of the k-th cluster. The
member nodes in a cluster selectively send their data to the
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Figure 1: Example of M=3 for difference between pure CS and hybrid CS. (a) Data gathering with pure CS. (b) Data gathering with hybrid
CS.
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Figure 2: A cluster-based wireless sensor network.

CH with prediction model, and the data vector obtained in
all CHs is

y (𝑡) = [𝑦1 (𝑡) , 𝑦2 (𝑡) , . . . , 𝑦𝑁 (𝑡)]𝑇
= [y𝑇1 (𝑡) , y𝑇2 (𝑡) , . . . , y𝑇𝑝 (𝑡)]𝑇

(4)

where y𝑘(𝑡) is the obtained data vector by the k-th CH.
Then the CHs forward all the data to the sink with hybrid
compressed sensing via multihop communication. Assume
that each CH knows the CS projection vectors of all nodes
within the cluster. The M-dimension measurement vector
obtained in the sink is z(𝑡) = Φy(𝑡) where Φ is a constant𝑀×𝑁measurement matrix which meets the RIP condition.
The sink reconstructs the data vector from z(𝑡) with the CS
recovery algorithm, such as basis pursuit (BP) and orthogonal
matching pursuit (OMP).

3. Proposed Method

3.1. Overall Description of the Proposed Method. In the pro-
posed method, dual prediction [17] and hybrid compressed

sensing are jointed to reduce the energy consumption of data
gathering in the clustered WSNs. Moreover, an error thresh-
old selection principle is designed to make the proposed
method well suitable for a myriad of environments.

Figure 3 shows the diagram of the proposed method
for the cluster-based WSN. In the scheme, dual prediction
technique is firstly applied in the intracluster transmission
to eliminate the temporal redundancy of measurements.
With the prediction method, the cluster members selectively
transmit their measurements to the CHs, and the CHs use
the forecasted values instead of the actual ones which are
not received. Next, the hybrid CS is used in intercluster
transmission to reduce the spatial redundancy. With the
hybrid CS, the CHs aggregate the obtained data or not and
then send the coded/uncoded vectors to the sink viamultihop
communication. Finally, the sink reconstructs the original
datawith aCS recovery algorithm.Thedetails of the proposed
scheme are given in the following.

Stage 1 (intracluster transmission). At every sampling time
t, each node 𝑖 obtains an observed value 𝑥𝑖(𝑡) from the
surrounding environment, and then it forecasts 𝑥𝑖(𝑡) using
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Figure 3:The diagram of the proposed method for the cluster-basedWSN.

the preconstructed predictionmodel.There are two cases that
should be considered for the node 𝑖 as follows:
Case 1. If the error between the forecasted and observed
values is over the threshold 𝜀𝑖, which is prespecified based on
the error threshold selection principle (it will be discussed in
the Section 3.2), i.e.,

𝑥𝑖 (𝑡) − 𝑥𝑖 (𝑡) > 𝜀𝑖 (5)

the node 𝑖 transfers the actual value 𝑥𝑖(𝑡) to its CH.

Case 2. If the forecasted value is acceptable, i.e.,

𝑥𝑖 (𝑡) − 𝑥𝑖 (𝑡) ≤ 𝜀𝑖 (6)

the cluster head calculates 𝑥𝑖(𝑡) with the same prediction
model to approximate the actual data. In this case, unneces-
sary transmissions are avoided.

Stage 2 (intercluster transmission). Let y𝑗(𝑡) =
[𝑦1𝑗 (𝑡), 𝑦2𝑗 (𝑡), . . . , 𝑦𝑁𝑗𝑗 (𝑡)]𝑇 denote the data vector of the
cluster head 𝑗 obtained from the cluster, where 𝑁𝑗 is the
number of nodes in the cluster j, and 𝑦𝑘𝑗 (𝑡) is an actual value
obtained directly or a prediction value calculated by the CH
for the k-th node in cluster 𝑗. Assume J = {𝑗1, 𝑗2, . . . , 𝑗ℎ} is
the set of cluster heads which transfer their data to the cluster
head 𝑗. There are two cases that need to be considered for the
cluster head 𝑗 as follows:
Case 1. If∑ℎ𝑘=1𝑁𝑗𝑘 +𝑁𝑗 < 𝑀, the cluster head 𝑗 sends out the
data vector y∗𝑗 (𝑡) without aggregation, where

y∗𝑗 (𝑡) = [y𝑇𝑗1 (𝑡) , y𝑇𝑗2 (𝑡) , . . . , y𝑇𝑗ℎ (𝑡) , y𝑇𝑗 (𝑡)]𝑇 (7)

and the number of elements in y∗𝑗 (𝑡) is
𝑞𝑗 = ℎ∑
𝑘=1

𝑁𝑗𝑘 + 𝑁𝑗 (8)

Case 2. If ∑ℎ𝑘=1𝑁𝑗𝑘 + 𝑁𝑗 ≥ 𝑀,

y∗𝑗 (𝑡) =
ℎ∑
𝑘=1

Φ
𝑗𝑘y𝑗𝑘 (𝑡) +Φ𝑗y𝑗 (𝑡) (9)

and

𝑞𝑗 = 𝑀 (10)

Stage 3. The sink obtains the data vector

z (𝑡) = Φy (𝑡)
= 𝑝∑
𝑘=1

Φ
𝑘y𝑘 (𝑡) (11)

and reconstructs the original data with the CS recovery algo-
rithm, such as basis pursuit (BP) and orthogonal matching
pursuit (OMP).

3.2. Error Threshold Selection Principle. As illustrated in
Section 3.1, a node 𝑖 will send its observed value to the
CH if |𝑥𝑖(𝑡) − 𝑥𝑖(𝑡)| > 𝜀𝑖 where 𝜀𝑖 is a user given error
threshold. It means that the value 𝜀𝑖 determines the number
of transmissions in every time instant, and it influences
the accuracy of data recovery in the sink. Therefore, it is
important to select an appropriate error threshold 𝜀𝑖 for the
data gathering scheme with prediction.

According to the Central Limit Theorem, we assume
unbiased predictions and errors normally distributed. In
this paper, we select a simple autoregressive (AR) model to
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predict in the proposedmethod, which is only an example for
understanding easily. Moreover, the proposed error selection
principle is universal for different prediction methods when
prediction error distribution models of these methods can be
estimated.

A l-order AR predictor can be denoted as

𝑥𝑖 (𝑡) = 𝑙∑
𝑘=1

𝜉𝑘𝑥𝑖 (𝑡 − 𝑘) (12)

where 𝜉1, 𝜉2, . . . , 𝜉𝑙 are the parameters of the prediction
model, which can be constructed by the Yule-Walker equa-
tions or the least square method. Assume the observed value
can be written as

𝑥𝑖 (𝑡) = 𝑙∑
𝑘=1

𝜉𝑘𝑥𝑖 (𝑡 − 𝑘) + 𝑒𝑖 (𝑡) (13)

where 𝑒𝑖(𝑡) is the prediction error with zero mean and
variance 𝜎2𝑖 , i.e., 𝑒𝑖(𝑡) ∼ 𝑁(0, 𝜎2𝑖 ). To a fixed error threshold𝜀𝑖, the probability of a node to send its observed data out is

𝛼 = 2 − 2Φ( 𝜀𝑖𝜎𝑖) (14)

where Φ(⋅) is the CDF of Gaussian white noise. Clearly, to
make sure that the scheme with dual prediction is more
energy efficient, the additional computation power must be
much less than the reduced energy of transmission; that is,

(2 − 𝛼) 𝐸𝑝 < (1 − 𝛼) 𝐸𝑠 (15)

where 𝐸𝑝 and 𝐸𝑠 are the energy costs of a single prediction
and sending a value to the CH, respectively. In general, 𝐸𝑠
is larger than 𝐸𝑝, and suppose 𝐸𝑠 = 𝑘𝐸𝑝. Thus, the error
threshold needs to satisfy

Φ( 𝜀𝑖𝜎𝑖) > 𝑘2𝑘 − 2 (16)

In practice, the value 𝜎𝑖 is unknown. Authors in [10] use
𝜎𝑥𝑖√1 − ∑𝑝𝑗=1 𝜙𝑗𝜌𝑥𝑖(𝑗) instead of the unknown value 𝜎𝑖, where𝜎𝑥𝑖 and 𝜌𝑥𝑖(𝑗) are the standard deviation and correlation
coefficient of a stationary time series x𝑖, respectively.

Combining (14) and (16), it is obvious that a bigger 𝜀𝑖
leads to lower energy consumption but decreases the recovery
accuracy.Therefore, the choice of 𝜀𝑖must beweighed between
the energy consumption and the recovery accuracy.

The energy consumption for one node sending 𝑇 data to
its CH in the proposed method is

𝐸𝑇 = (2 − 𝛼) 𝑇𝐸𝑝 + 𝛼𝑇𝐸𝑠
= 2Φ( 𝜀𝑖𝜎𝑖)𝑇𝐸𝑝 + [2 − 2Φ( 𝜀𝑖𝜎𝑖)]𝑇𝐸𝑠

(17)

The mean square error (MSE) of the process is

MSE = 1𝑇
𝑇∑
𝑗=1

𝜂 (𝑗) × 𝑒2𝑖 (𝑗) (18)

where 𝑒𝑖(𝑗) ≤ 𝜀𝑖 and
𝜂 (𝑗) = {{{

0, 𝑠𝑒𝑛𝑑 𝑜𝑢𝑡 𝑥𝑖 (𝑗)
1, 𝑛𝑜𝑡 𝑠𝑒𝑛𝑑 𝑜𝑢𝑡 𝑥𝑖 (𝑗) (19)

Thus, one can obtain the following:

MSE ≤ (1 − 𝛼) 𝜀2𝑖 (20)

Formulate the optimization as

min 2Φ( 𝜀𝑖𝜎𝑖)𝐸𝑝 + [2 − 2Φ( 𝜀𝑖𝜎𝑖)]𝐸𝑠
𝑠.𝑡. Φ ( 𝜀𝑖𝜎𝑖) > 𝑘2𝑘 − 2

[2Φ( 𝜀𝑖𝜎𝑖) − 1] 𝜀
2
𝑖 ≤ 𝜆𝜀2𝑖

(21)

where 𝜆 is a user given parameter which indicates the accept-
ablemaximumrecovery accuracy. In practice, the value of𝜆 is
between 0 and 1, and it reflects the ratio of expected prediction
error to the maximum error. A larger 𝜆 means less energy
cost (i.e., high energy efficiency) and lower recovery accuracy.
The users can determine an appropriate 𝜆 depending on the
tradeoff between energy efficiency and recovery accuracy for
different applications; that is because different applications
have different requirements for energy efficiency and recov-
ery accuracy. For example, some applications require high
energy efficiency and low recovery accuracy, while others
require low energy efficiency and high recovery accuracy.
Therefore, the value of 𝜆 needs to be determined according
to the specific application requirements, and we only give the
performance of proposed method under a given value in the
simulation.

To solve the above optimization problem in Equation
(21), Φ(𝜀𝑖/𝜎𝑖) is treated as a variable. In this case, the above
optimization is translated into a simple linear programming
problem, which can be solved by the existing algorithms [19].
Once Φ(𝜀𝑖/𝜎𝑖) is calculated, 𝜀𝑖 can be obtained according to
the corresponding 𝜎𝑖 and Gaussian distribution table.

Specifically, to ensure the energy efficiency of the system,
a small transmit probability is required. In themeanwhile, the
accuracy of intracluster transmission should be guarantee to
a certain extent. In this case, a prediction model with higher
estimated accuracy (but higher computation complexity in
general) should be considered.

3.3. Procedures of the Proposed Method. Algorithm 1 illus-
trates the proposed threshold selection-based data collection
algorithm. As discussed in Section 3.1, the procedure of the
proposed method is as the following 4 paragraphs:

Firstly, each cluster member calculates its error threshold
according to the error threshold selection principle which is
discussed in Section 3.2.

Then, intracluster transmission begins. The cluster mem-
ber predicts the current value and compares the predicted
value with the actual observed one. If the error between them
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1: Each cluster member obtains its error threshold 𝜀𝑖 using (21)
Stage 1: Intra-cluster Transmission

2: for each cluster member i
3: forecasts 𝑥𝑖(𝑡) for the current sampling time t using the preconstructed prediction

model;
4: calculates the error between 𝑥𝑖(𝑡) and the observed value 𝑥𝑖(𝑡);
5: if |𝑥𝑖(𝑡) − 𝑥𝑖(𝑡)| > 𝜀𝑖
6: the node i transfers the actual value to its cluster heads
7: else
8: the corresponding cluster head calculates 𝑥𝑖(𝑡) with the same prediction model;
9: end
10: end

Stage 2. Inter-cluster Transmission
11: After stage 1, each cluster head j obtains the values of its members

y∗𝑗 (𝑡) = [y𝑇𝑗1 (𝑡), y𝑇𝑗2(𝑡), . . . , y𝑇𝑗ℎ (𝑡), y𝑇𝑗 (𝑡)]𝑇.
12: for each cluster head j in the multi-hop link
13: calculates the number of values which have been obtained by the node j from all front

cluster heads J = {𝑗1, 𝑗2, . . . , 𝑗ℎ} in the link and its own members;
14: if ∑ℎ𝑘=1𝑁𝑗𝑘 + 𝑁𝑗 ≥ 𝑀
15: y∗𝑗 (𝑡) = ∑ℎ𝑘=1Φ𝑗𝑘y𝑗𝑘 (𝑡) +Φ𝑗y𝑗(𝑡)
16: else
17: y∗𝑗 (𝑡) = [y𝑇𝑗1(𝑡), y𝑇𝑗2 (𝑡), . . . , y𝑇𝑗ℎ(𝑡), y𝑇𝑗 (𝑡)]𝑇
18: end
19: sends out y∗𝑗 (𝑡);
20: end

Stage 3. Reconstruction
21: The sink obtains the data vector

z(𝑡) = Φy(𝑡) = 𝑝∑
𝑘=1

Φ
𝑘y𝑘(𝑡)

and reconstructs the original data with the CS recovery algorithm.

Algorithm 1: Threshold selection-based data collection algorithm.

is larger than the error threshold, the cluster member sends
the observed reading to its corresponding cluster head. Else,
the cluster head predicts the current value with the same
prediction model.

Next, once the cluster heads collect all data of their
members, the intercluster transmission begins. If the number
of data that needs to be transmitted for one cluster head is
less than M, the cluster head sent these data out directly.
Else, the cluster head aggregates these data to 𝑀 dimension
with compressed sensing which is discussed in Section 2.1
and sends the coded data out after.

Finally, the sink reconstructs the original data according
to the obtained data vector and some CS recovery algorithms.

Ignore the computation complexity of the reconstruction
process. Assume the complexity of the applied prediction
model is 𝑂𝑝𝑟𝑒𝑑, and the computation complexity of stage 1 is(𝑁 − 𝑝)[(2 − 𝛼)𝑂𝑝𝑟𝑒𝑑 + 2]. The computation complexity of
stage 2 is about 𝑂(𝑀𝑁) which depends on the complexity of
the matrix multiplication Φy(𝑡). Thus, the total computation
complexity of Algorithm 1 is about (𝑁−𝑝)[(2−𝛼)𝑂𝑝𝑟𝑒𝑑+2]+𝑂(𝑀𝑁).
3.4. Transmission Energy Cost Analysis. In this paper, the
reduction of the communication cost means the energy
saving while guaranteeing the user-defined data accuracy. As

shown inFigure 3, the scheme concludes two communication
stages: intracluster transmission with prediction and inter-
cluster transmission with compressed sensing.

Assume that there are 𝑁 nodes in network (p of them
are cluster heads), and each node has 𝑇 data for gathering.
In intracluster transmission, each node costs 𝐸𝑝 energy to
forecast the current value, and then the node sends its
observed data to its cluster with probability 𝛼; otherwise,
the cluster head needs to predict the data with probability
(1 − 𝛼). The expected energy cost of each cluster member for
this process is 𝛼𝐸𝑠 + (1 − 𝛼)𝐸𝑝. Therefore, the energy cost of
intracluster transmission is

𝐸1 = 𝑇 [(2 − 𝛼) (𝑁 − 𝑝) 𝐸𝑝 + 𝛼 (𝑁 − 𝑝) 𝐸𝑠] (22)

In intercluster transmission, the energy cost of each
cluster head 𝑘 for each time is 𝑞𝑘𝐸𝑡, where 𝑞𝑘 is the number
of data that CH 𝑘 needs to send out (which is defined in
Section 3.1), and 𝐸𝑡 is the energy cost for a cluster head
sending out data. Therefore, the transmission energy cost of
intercluster transmission is

𝐸2 = 𝑇
𝑝∑
𝑘=1

(𝑞𝑘𝐸𝑡) (23)

where 𝑝 is the number of clusters in network.
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Figure 4: Percentage of transmission nodes and MSE performance under the different error thresholds.

Combining (22) and (23), the total transmission energy
cost is

𝐸𝑡𝑜𝑡𝑎𝑙 = 𝑇[(2 − 𝛼) (𝑁 − 𝑝) 𝐸𝑝 + 𝛼 (𝑁 − 𝑝) 𝐸𝑠

+ 𝑝∑
𝑘=1

(𝑞𝑘𝐸𝑡)]
(24)

4. Results and Discussion

To evaluate the performance of the proposed method, the
cluster-based WSNs with fixed area are considered. For sim-
plicity, the LEACH [20] is used for the clustering approach in
the simulation, and the probability for each node to become
a cluster head is set to 0.1. In the simulation, the number
of nodes 𝑁 of the synthetic network takes value from 500
to 1500, and each node in the network has T=1000 values
that need to be gathered. The parameter 𝜆 of the proposed
method ranges from 0.01 to 0.95. A simple AR predictor
is used in the simulation, and ten history data values can
be cached by each node for constructing the parameters of
the prediction model. The energy cost model of MICAZ
[21] is used for energy estimation of our work. In MICAZ
model, the transmission cost of one bit is 600 nJ and the
computation energy per clock cycle is 3.5 nJ. Assume that
data is with 16 bits. In comparison with the proposedmethod,
the available schemes, i.e., DPPCA [13] and CHCS [18], are
also simulated, specifically, the fixed threshold of the DPPCA
method whichwith prediction program is set to 0.1 according
to the reference. All simulations are run in the MATLAB
software.

Figure 4 shows the percentage of failed predictions and
MSE curves versus the different error threshold at one node
for the first stage of the proposed method. In Figure 4, MSE
is the mean square error of the prediction stage of the
proposed method. Clearly, if the prediction fails in a time

instant, the node will need to send the raw data to its CH.
As the error threshold increases, the percentage of failed
predictions decreases and the MSE performance is degraded.
When the error threshold is larger than 0.2, the percentage
of failed predictions tends to decrease slightly, while the MSE
performance is still degraded rapidly, because the prediction
error obeys an approximate Gaussian distribution in general.

Figure 5 gives the error threshold curve versus the differ-
ent for the proposed method 𝜆. In Figure 5, 𝜆 is a user given
parameter, and a larger 𝜆 means a larger MSE performance
for the first stage of the proposed method. In the simulation,
k=30 is considered for determining the error threshold. From
Figure 5, the error threshold increases rapidlywhen𝜆 is larger
than 0.8. According to the MSE performance in Figure 4, the
MSE performance will be too poor in this case. Therefore, a
reasonable 𝜆 should be chosen in practical application.

Figure 6 gives the number of transmissions curves versus
the number of clusters in network for the proposed method.
From Figure 6, one can see that the total number of transmis-
sions increases as the number of clusters increases in network,
because more clusters in network mean more intercluster
transmissions, and while prediction model is applied in intr-
acluster transmission, the number of intercluster transmis-
sions is larger. In addition, as the number of clusters increases,
the total numbers of transmissions with different 𝜆 tend to be
the same. It is because the number of intracluster transmis-
sions will be reduced (note that its limit value will tend to
zero) as the number of clusters increases, and the value of 𝜆
only affects the intracluster transmission, so the gaps between
the numbers of intracluster transmissions with different 𝜆
become smaller as the number of clusters increases.

Figure 7 shows the total number of transmissions curves
versus the number of nodes in the network for differentmeth-
ods. In Figure 7, “normal method” is one without any com-
pression operation during the transmission. From Figure 7,
one can see that the transmission energy consumption of
the proposed method is smaller than those of the available
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Figure 5: Error threshold against different 𝜆 for the proposed method (N=1000).
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Figure 6: Total number of transmissions against the number of clusters in network for the proposed method (N=1000).

methods. Compared with the normal method, the proposed
method reduces the transmission energy consumption by
50%. Moreover, the proposed method can reduce the trans-
mission energy cost about 40% and 20%when comparedwith
the CHCS and DPPCAmethods, respectively; that is because
the proposed method uses dual prediction with adaptive
error threshold and hybrid compressed sensing. In addition,
as the number of nodes increases, the proposed method
will have better energy efficiency, which also shows that the
proposed method is suitable for the large-scale networks.

Figure 8 gives the MSE performance against the number
of nodes for different methods. In Figure 8, the CHCS
in [18] and the DPPCA in [13] are compared with the
proposed method. From Figure 8, one can see that the MSE
performance improves as the number of nodes increases. It
is because the distribution area for all nodes of the network
is assumed to be fixed, and the node density increases

with the increase of total number of nodes. In this case,
the overlap degree of observed area for nodes is higher,
which means that the spatial correlation of observed data
increases. Therefore, the MSE performance improves when
the compressed sensing with fixed compression ratio is
applied in intertransmission stage. Moreover, one can see
that the MSE performance of the CHCS method is the best
due to its only having the intercluster compression, but it
costs the most energy in transmission stage which can be
seen from Figure 7. The MSE performance of the DPPCA
method is a little better while 𝜆 = 0.8, but the advantage
gradually diminished as the network size increases, and the
DPPCA method always costs much more energy than the
proposed method which can be seen from Figure 7. When 𝜆
is smaller than 0.4, the MSE performance of the proposed is
better, and meanwhile the proposed method still has a higher
energy efficiency. Therefore, taking into consideration the
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Figure 8: MSE performance of different methods against the number of nodes in network.

energy cost and the MSE performance, the proposed method
with adaptive threshold has a distinct advantage in practical
applications.

5. Conclusions

In this paper, a novel energy-efficient data gathering scheme
exploiting both spatial and temporal correlations is proposed

for clustered WSNs. The method uses dual prediction to
reduce the temporal redundancy during the intracluster
transmission, and the hybrid CS technique is utilized to
reduce the spatial redundancy during the intercluster trans-
mission. In thisway, the transmission energy cost is decreased
greatly. To enhance the availability of the proposed method
for different environments, an error threshold selection
principle based on the tradeoff between the MSE and the
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energy cost is designed. Compared with the CHCS and
DPPCA methods, the proposed scheme can greatly reduce
the transmission energy cost. In addition, the proposed
method offers adequate data recovery accuracy, and it can
perform well in large-scale and dense WSNs.
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To reduce the end-to-end delay in EH-WSNs (energy-harvesting wireless sensor networks), medium access control protocols using
pipelined-forwarding have been introduced and studied. In real-life applications, there are several situations where it is difficult to
harvest more energy than the energy consumed. Therefore, it is crucial to design a MAC protocol that allows nodes to efficiently
relay data without exhausting the power in pipelined-forwarding multihop transmission. In this paper, we propose a PP-MAC
(priority-based pipelined-forwarding MAC) protocol that determines the priority of relay nodes based on the residual power and
energy-harvesting rate.The proposed protocol determines the probability of a node becoming a relay node based on the priority of
the node and attempts to access the channel in a distributedmanner. Furthermore, the PP-MAC protocol controls the sleep interval
based on the power conditions of the nodes. It alsominimizes the power exhaustion problem by controlling the sleep interval based
on the priority of the nodes. The performance of the proposed PP-MAC was evaluated via computer simulation, and the results
indicated that PP-MAC could improve the network lifetime by mitigating the power imbalance of nodes.

1. Introduction

In recent times, the development of various wireless appli-
cations has led to a remarkable increase in the importance
of wireless sensor networks. It is well known that, in the
wireless sensor network, the fact that the sensor node is
battery powered (because of size limitations and cost) and
has limited energy and lifetime is a challenge. Several kinds of
research have been carried out to handle the energy shortage
problem. One such attempt was the introduction of EH-
WSNs (energy-harvesting wireless sensor networks), which
use energy-harvesting sensor nodes that can collect energy
from external energy sources such as light, heat, and wind [1,
2]. In EH-WSNs, sensor nodes have a relatively long lifetime,
and the networks are comparably more stable.

In the design of EH-WSNs, the MAC protocol plays
a vital role in determining network performances such as
throughput, delay, and energy consumption [3, 4]. When
designing the MAC protocol to increase the power efficiency
in EH-WSNs, the residual power of the node is considered
as the most critical factor. Duty cycling has been proposed

to balance the node power [5]. However, even with the same
residual power, the variation in the value of the residual
power depends on the energy-harvesting rate. For example, if
the charging rate is faster than the data transmission period,
data transmission will be possible instantaneously regardless
of the residual power. However, if the charging rate is slower
than the data generation rate, then the data transmission has
to be adjusted by considering the remaining power of the
battery as well as the charging rate.

Most existing MAC protocols are designed without
considering the routing protocols. Notwithstanding, MAC
protocols that do not support routing can increase the net-
work overhead and decrease the network lifetime. Therefore,
considerable research attention has been devoted to the
improvement of network performance through the crossed-
layer designed MAC protocol by considering the routing
protocol [6]. To reduce the end-to-end delay caused by
multihop routing, pipelined-forwardingMACprotocols such
as R-MAC (Routing-enhanced duty-cycleMAC) [7] andPRI-
MAC (Pipelined-forwarding, Routing-integrated, and effec-
tively Identifying MAC) [8] were proposed. Furthermore,
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to achieve efficient utilization of node energy, RP-MAC
(Reduced Pipelined-forwarding MAC) [9] was introduced.

In the design of routing andMACprotocols in an energy-
harvesting wireless sensor network, the remaining power
and energy-harvesting rate are considered as vital design
factors. For the EH-WSN, an important design criterion is
maintenance of the ENO (Energy Neutral Operation) state
[3]; that is, the harvested energy must always be greater
than or equal to the energy consumed. In the ENO state,
a node can operate without a battery problem. However,
in real-life applications, there are several situations where it
is incredibly challenging to harvest enough energy for data
transmission. If the harvested energy is not sufficient, the
transmission delay will be significant. Therefore, the relay
node should be selected based on the residual power and
energy-harvesting rate. Nodes with low energy-harvesting
rates should adaptively increase the sleep interval so that
sufficient charging time can be obtained. Even if each node
does not satisfy the ENO state, the node group can satisfy
the ENO state as a whole by adaptively selecting the relay
node.

In this paper, we propose a priority-based pipelined-
forwarding MAC (PP-MAC) protocol. The PP-MAC proto-
col relays data through pipelined forwarding for multihop
transmission. To select a relay node in an ad hoc network
that has no central station, each node in the same grade
accesses the channel with different access probabilities based
on its priority (which is determined by the residual power
and energy-harvesting rate). Besides, each node adaptively
determines the sleep period. If a node has a low residual
power and harvesting rate, then it will have a longer sleep
interval. However, if a node has a high residual power
and harvesting rate, it can perform more frequently as a
relay node: this ensures that the relay nodes do not run
out of power, thus enabling stable and low-latency data
transmission.

The rest of this paper is organized as follows. Section 2
introduces pipelined forwarding and describes the frame-
work of the proposed PP-MAC protocol. Simulation results
are provided and discussed in Section 3, and the conclusions
are presented in Section 4.

2. Pipelined-Forwarding MAC

In a sensor network, data are transmitted to the destination
node by multihop transmission. In this paper, as shown in
Figure 1, all the nodes of the network are grouped based on
their distance from the destination node; moreover, the data
packet is transmitted to the destination node from a higher
grade to a lower grade in a multihop manner. To accomplish
this, the network initially performs a procedure for grade
division [8, 10]. Nodes at the same grade compete with each
other formedia access, whereas nodes at different grades relay
data to transmit a packet to the destination node. Therefore,
the path from the source to the destination node is established
based on which of the nodes at the same grade are selected as
relay nodes. It is evident that the routing path is established
through the MAC protocol.

source

sinkgrade 0

grade 1

grade 2

grade 3

Figure 1: Example of network topology after the procedure of grade
division.

grade n + 1

grade n

grade n − 1

Figure 2: Relay node selection and data relating to a node in a lower
grade.

As shown in Figure 2, when transmitting data with the
simplest flooding method, the nodes in grade n receive data
from a higher grade node and serve as a relay node to relay
the data to a lower grade node. Each node follows a pipelined-
forwarding scheme with a staggered sleep-wake-up schedule.
Therefore, it is not necessary that all the nodes will serve
as relay nodes. Besides, data relay by specific nodes may be
performedbased on the energy state of the node.Therefore, in
theMAC stage, access to the medium is appropriately limited
and the sleep period is controlled based on the energy state
of the node while minimizing the transmission delay.

3. PP-MAC Design

3.1. PP-MAC Overview. In PP-MAC, a node receives data
from a higher grade node. As demonstrated in Figure 3, after
receiving the data, the node transmits an ACK packet to the
n+1 grade node. The ACK packet is also transmitted to the
n−1 grade nodes, and the n−1 nodes receiving theACKpacket
indicate that they are ready to receive data by transmitting a
beacon. At this time, there are several nodes in the n−1 grade,
and they must compete to receive data. Each node in the n−1
grade computes its priority Pi, where the priority depends
on its residual power and energy-harvesting rate and tries to
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Figure 3: Illustration of the PP-MAC procedure.

transmit the beacon by setting a backoff value based on the Pi
value. The higher the priority, the smaller the backoff value,
which increases the probability of a node operating as a relay
node.The calculation of the priority value and the method of
setting the backoff value will be described in detail in the next
section.

One of the nodes at the n−1 grade transmits the beacon
and receives the data. After receiving the data, when a node
transmits the ACK packet, it transmits alongside the ACK the
next time information to be awakened. Based on this time
information, lower grade nodes are scheduled to serve as relay
nodes before the ACK is delivered in the next period. The
relay node, which has received the data, transmits the data
to the lower grade nodes in the same manner as before. The
relay node transmits the data and receives the ACK, and then
enters the sleep mode. Thus, a pipeline-forwarding structure
to sequentially transmit data with the sequential sleep-wake-
up schedule is provided.

3.2. Priority by Residual Power and Energy-Harvesting Rate.
The nodes determine the priority P by taking both the
residual power and the energy-harvesting rate into account.
Even if there is a large amount of residual power, if the
energy-harvesting rate is small, the residual power can be
used more conservatively. In this case, if priority is given to
a node having a substantial residual power but a low energy-
harvesting rate, the power of the battery is quickly consumed,
and the node can be stopped. In contrast, even if the residual
power is very small, if the energy collection rate is high,

a sufficient amount of energy will be charged in each data
transmission period so that the node can be selected as a
relay node in preference to other nodes. T0 determine the
priority considering both the residual power and the energy-
harvesting rate; the expected residual power after the unit
sleep interval T0 is set as the priority of the node, as shown in
(1):

𝑃𝑖 = 𝐸𝑟,𝑖 + 𝑅ℎ,𝑖𝑇0 (1)

where Pi is the priority, Er,i is the residual power, and Rh,i is
the energy-harvesting rate for the i-th node. The priority Pi
represents the expected residual power of the node after the
sleep interval at the next transmission time. Nodes having
residual power below the minimum power do not have
enough energy for data transmission even if the nodes gain
access to the channel through contention, so that the sleep
state is maintained until the power is charged above the
minimum power.

3.3. Backoff by Priority. Even though a priority value is
given to each node, in an ad hoc network, the priority of
neighboring nodes cannot be known because there is no
central base station.Therefore, a distributedMAC protocol is
needed that can reduce collisions and allow access to channels
based on priority. In this paper, we designed a MAC protocol
to reflect the priority of a node and minimize the collision of
packets by differentiating the channel access probability and
the backoff value based on the priority of the node. Besides,
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it is necessary to adaptively adjust the node’s sleep interval
based on the energy collection rate and the residual power.

In this paper, we divide the contention window into two
periods: CW1 and CW2. CW1 is the interval in which nodes
satisfy the condition 𝜂 ≤ 𝑃𝑖, where 𝜂 denoting the threshold
is set to 2E0 throughout this paper, and E0 denotes the energy
required to receive and transmit a packet in the interval T0.
This implies that the node in CW1 has sufficient energy for
packet transmission in the next period after transmitting the
packet in the current slot. If 𝜂 > 𝑃𝑖, it means that the node
does not have sufficient energy and harvesting rate and hence
competes in CW2.

Nodeswhose energy consumption in the current slot does
not affect the next packet transmission compete to access the
channel in the CW1 period. This is so that the nodes of CW1
are given priority to access the channel. However, nodes that
do not satisfy (2) below do not have enough power after T0
and compete to access the channel inCW2.Thenodes inCW2
have lower priority than those in CW1. If there are nodes in
CW1, the nodes of CW2 check the existence of nodes having
enough energy in the CW1 interval and go to the sleep state.

As shown in Figure 4, the access probabilities of CW1
and CW2 are distinguished. In CW1, all nodes have enough
energy to transmit packets in the next cycle, so they attempt
to access the channel with uniform probability. However,
in CW2, it is difficult to secure sufficient energy for packet
transmission in the next cycle. Therefore, the channel is
accessed with a different probability distribution based on
the priority value Pi. For the backoff setting in CW2, we
defined the probability Pr(𝑛) of having the nth backoff among
the total CW2 length, N2, as shown in (2) below. Figure 5

Table 1: Networking parameters for simulation.

Parameter Value
Data packet 128 byte
Bandwidth 250 kbps
Energy of the fully charged battery 10 J
Tx power 31.2 mW
Rx power 22.2 mW
Power in idle listening 13.5 mW
SIFS 192 𝜇s
DIFS 640 𝜇s
Beacon 12 byte
ACK 14 byte
Slot time 320 𝜇s

shows the probability distribution of backoff based on the
priority value Pi in CW2. The PP-MAC algorithm is shown
in Algorithm 1.

Pr (𝑛) = 𝑚𝑖 (𝑛 − 𝑁22 ) +
1
𝑁2 , 𝑚𝑖 = 2(

𝑃𝑖
𝐸0 − 1) (2)

3.4. Sleep Duration. If there is no beacon signal or no
competition in CW1, then it means that there is no node
in CW1. Consequently, all the nodes join the competition
for channel connection in CW2, and the nodes that fail to
access the channel will enter the sleep mode immediately. At
this time, it is necessary to wake up before time T0 for the
next data reception and transmission. If there are nodes in
CW1, it means that there exists a relay node having enough
power in the next cycle. Therefore, nodes in CW2 have to
enter the sleep mode for the time duration 2T0. In contrast,
nodes in CW1 must wake up before the time interval T0.
In this manner, the contention window is divided into two,
and the nodes can recognize the existence of nodes having
higher priority so that the length of the sleep period for a
node in CW2 can be adjusted without exchanging additional
information.

4. Simulation and Performance Evaluation

In this paper, the performance of the proposed PP-MAC
is analyzed via simulation analysis. For the simulation, the
nodes are arranged uniformly at three grades, and the energy-
harvesting rate of the nodes is set to be uniformly distributed
between 0.28 and 7.3 mW. In this study, we set the initial
value of the backoff exponent of each of the competing
windows CW1 and CW2 to 3, increasing it by 1 each time a
collision occurred, and to a maximum of 7 so that each of
the contending windows is in the range of 0–127. To achieve
fast simulation, we assumed a battery capacity of 5 mJ. Table 1
shows the parameters for the simulation [6, 11].

Figures 6 and 7 show the average number of dead nodes
and the standard deviation of the residual energy based on the
number of nodes for 1000T0 sec in the case of average Rh =
50–100mW.As the number of nodes increases, the imbalance
of the residual power among nodes is relaxed, and the lifetime
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Node Wakeup and CCA(Clear Channel Assessment);
if (node receive ACK packet)
𝑃𝑖 = 𝐸𝑟,𝑖 + 𝑅ℎ,𝑖𝑇0

if (𝑃𝑖 > 𝜂)
Pr(𝑛) = 1/𝑁1 generate random backoff n having Pr(n)

else 𝑚𝑖 = 2(𝑃𝑖/𝐸0 − 1)
Pr(𝑛) = 𝑚𝑖(𝑛 − 𝑁2/2) + 1/𝑁2 generate random backoff n having Pr(n)

Delay for backoff period n slots;
Perform CCA;
if (channel is idle)

send beacon packet;
receive data packet;

elseif (packet in CW1)
sleep for 2T0

else sleep for T0

Algorithm 1: Channel access procedure in PP-MAC.
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Figure 6: Average number of dead nodes based on the number of
nodes for 1000T0 in the case of average Rh = 50–100.

of the node is increased. Besides, as the number of nodes
increases, the number of nodes that can operate as relay nodes
also increases, leading to an increase in the overall lifetime. In
particular, in the case of PP-MAC, the standard deviation of
the residual power betweennodes is significantly reduced and
the lifetime of the node is longer than that of the conventional
pipelined-forwarding MAC. Therefore, the overall network
lifetime is prolonged.

Figures 8 and 9 show the average number of dead nodes
and the standard deviation of the residual energy based on
the energy-harvesting rate for 1000T0, where the number of
nodes is 15. As the average energy collection rate increases,
the lifetime of the node increases. Overall, in comparison
to the pipelined-forwarding MAC, the lifetime and power
balance in PP-MAC are better. It is observed that, as the
average energy collection rate increases, the difference in the
lifetime of the conventional pipelined-forwardingMACnode
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Figure 7: Standard deviation of residual energy based on the
number of nodes for 1000 T0 in the case of Rh = 50–100 mW.

and the lifetime of the PP-MAC node is reduced. However,
if the energy situation improves more than a particular
grade, then the network performance improves beyond the
required grade; hence, the network performance becomes
more significant when the energy-harvesting rate is low.
Based on the simulation results, PP-MAC demonstrates bet-
ter performance than the conventional pipelined-forwarding
MAC with a worse energy situation.

5. Conclusions

In this paper, we proposed a priority-based pipelined-
forwarding MAC (PP-MAC) protocol to select relay nodes
formultihop transmission in EH-WSNs. In the distributed ad
hoc network environment where the power status of other
nodes is unknown, each node independently calculates its
priority in a probabilistic manner, which can reduce the
excessive probing overhead required to gather power-related
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harvesting rate for 1000 T0, where the number of nodes is 15.
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Figure 9: Standard deviation of residual energy based on the
energy-harvesting rate for 1000 T0, where the number of nodes is
15.

information of all the nodes. Furthermore, the proposed
MAC protocol classifies the competition window into two
sections to give priority to channel access based on the
residual power and energy-harvesting rate. A high-priority
node has more residual power and energy-harvesting capa-
bility than a low-priority node. For a high-priority node, the
probability of channel access increases, so that the power
imbalance among relay nodes is mitigated and the overall
performance of network lifetime is improved. Simulation
results show that the proposed PP-MAC achieves higher
power balance among nodes and increases the lifetime of
nodes compared with the conventional pipelined-forwarding
MAC protocol, particularly under poor energy conditions.
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This paper exploits a self-powered secondary relay to not only maintain but also secure communications between a secondary
source and a secondary destination in cognitive radio networks when source-destination channel is unavailable.The relay scavenges
energy from radio frequency (RF) signals of the primary transmitter and the secondary source and consumes the scavenged
energy for its relaying activity. Under the maximum transmit power constraint, Rayleigh fading, the primary outage constraint,
and the interference from the primary transmitter, this paper suggests an accurate closed-form expression of the secrecy outage
probability to promptly assess the security performance of relaying communications in energy scavenging cognitive networks.The
validity of the proposed expression is verified by computer simulations. Numerous results demonstrate the security performance
saturation in the range of large maximum transmit power or high required outage probability of primary users. Moreover, the
security performance is a function of several system parameters among which the relay’s position, the power splitting factor, and
the time splitting factor can be optimized to achieve the minimum secrecy outage probability.

1. Introduction

Currently low spectrum utilization efficiency is a great moti-
vation for the application of the cognitive radio technology
which enables secondary/unlicensed users to access the
allocated spectrum of primary/licensed users in order to
better exploit the available spectrum [1]. Cognitive radios
operate on three (overlay, underlay, and interweave) mech-
anisms amidst which the underlay one is more preferable
owing to its low system design complexity [2]. According
to the underlay mechanism, the transmit power of sec-
ondary users (SUs) must be adaptively limited to obey the
maximum transmit power constraint imposed by hardware
design and the primary outage constraint imposed by com-
munication reliability of primary users (PUs) [3]. These
power constraints set the upper-bound on the power of
secondary transmitters, inflicting unreliable communication
through the direct channel between a secondary source
and a secondary destination. Another reason for unreliable
communication through the direct channel is the blockage

of this channel owing to heavy path-loss, severe fading, and
strong shadowing. A secondary relay between the source
and the destination should be exploited to reduce the path-
loss for hop-to-hop communication, mitigate severe fading
and strong shadowing, and relax the requirement of high
transmit power for long distance communication. Therefore,
the relay can bridge the sourcewith the destination in order to
maintain reliable connection between them [4].Nevertheless,
as a helper, the relay may be unenthusiastic to utilize its
private energy for assistance activity. Currently modern
technologies make feasible for self-powered terminals that
can scavenge energy with high energy conversion efficiency
from green energy sources (e.g., radio frequency signals
[5, 6]). Consequently, the relay can utilize its scavenged
energy to lengthen the transmission range of the source,
better remaining the continuous connection between the
source and the destination. However, the scavenged energy
may be insufficient, and, hence, the problem is whether
the relay can guarantee reliable and secure communication
between the source and the destination under the threat
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of eavesdroppers in the information-theoretic aspect. This
aspect confirms thatwireless communication is securedwhen
the capacity difference between the desired channel and the
wiretap channel is positive [7]. This paper finds the solution
to such a problem.

1.1. Literature Review. This subsection merely surveys pub-
lished works related to security performance analysis for
relaying communications in energy scavenging cognitive
networks. Therefore, published works which did not reflect
a complete set of specifications such as power constraints
for SUs, security performance analysis, relaying commu-
nications, and energy scavenging should not be surveyed
(e.g., [8–13] merely dealt with the security performance
analysis for direct communications (i.e., without relaying) in
energy scavenging cognitive networks). Through this survey,
contributions of the current paper will be summarized in the
next subsection.

The authors in [14] exploited the secondary relay between
the secondary source and the secondary destination to
not only expand the transmission range of the source but
also secure its communication. The system model in [14]
considered the decode-and-forward relay, the power splitting
based energy scavenging mechanism which allows the relay
to scavenge energy from the signals of both the secondary
source and the primary transmitter, the maximum transmit
power constraint, the interference power constraint, and the
interference from the primary transmitter to the relay. Nev-
ertheless, [14] neglected the interference from the primary
transmitter to the secondary destination and the eavesdrop-
per. The authors in [15] studied the same problem as [14]
but with three different points: (i) the amplify-and-forward
relay is used; (ii) the time splitting based energy scavenging
mechanism allows the relay to scavenge energy from only
the signal of the secondary source; (iii) the interference from
the primary transmitter is ignored. To improve the security
performance, [16] extended [15] with allowing both the
source and the relay to jam the eavesdropper. The authors in
[17] continued to expand the work in [16] with relay selection
for more secure information transmission. As an alternative
approach to enhance the security performance, [18] proposed
a path selection scheme where the path with the highest end-
to-end channel capacity is selected. The system model in
[18] ignored interference from PUs and allowed the relays to
scavenge the energy from the signals of dedicated beacons
based on the time splitting mechanism. Nevertheless, [18]
merely analyzed the connection outage probabilities (the
connection outage probability is the probability that the
received signal-to-noise ratio is below a threshold) at the
destination and the eavesdropper.

In summary, [14–18] considered relaying communica-
tions in energy scavenging cognitive networks. However, they
neglected the secrecy outage analysis (i.e., only simulation
results are provided in [14–18]), the primary outage con-
straint, and the interference from the primary transmitter
to all secondary receivers. This paper will complement their
shortcomings to complete the framework of the secrecy
outage analysis for relaying communications in energy scav-
enging cognitive networks.

1.2. Contributions. This paper extends the system model in
[14–18] with noticeable differences as follows:

(i) The decode-and-forward relay is activated merely
when it can exactly restore the source information.
This limits the error propagation (e.g., [14])

(ii) The relay exploits the interference from the primary
transmitter for energy scavenging. This is helpful in
turning unwanted signals to useful energy source
and differs from [15–18] where the interference from
the primary transmitter is not exploited for energy
scavenging

(iii) Periods of two (energy scavenging and information
processing) stages are unequal. This facilitates opti-
mizing these periods for minimum secrecy outage
probability (SOP). Also, this makes our work distin-
guished from [14–16] where these stages are of equal
times

(iv) This paper proposes the accurate closed-form SOP
analysis, which differs from [14–18] in which only
simulation results are presented

The contributions of the paper are highlighted as follows:

(i) Exploit a secondary relay to guarantee secure com-
munications between the secondary source and the
secondary destination in case that their direct com-
munication is in outage. The relay is capable of scav-
enging the energy from both signals of the secondary
source and the primary transmitter. Also, it must be
successful in restoring the source information before
taking part in the relaying activity

(ii) Suggest accurate closed-form expressions for cru-
cial security performance metrics such as the SOP,
the probability of strictly positive secrecy capacity
(PSPSC), the intercept probability (IP) under both
maximum transmit power constraint and primary
outage constraint, and interference from the primary
transmitters to promptly evaluate the security perfor-
mance of relaying communications in energy scav-
enging cognitive networks without time-consuming
computer simulations

(iii) Employ the suggested expressions to optimize impor-
tant system parameters

(iv) Provide numerous results to obtain helpful insights
into security performance such as the security per-
formance saturation in the range of large maximum
transmit power or high required outage probability
of PUs and the minimum secrecy outage probability
achievable with appropriate selection of the relay’s
position, the time splitting factor, and the power
splitting factor

1.3. Structure of Paper. The paper continues as follows.
System model, signal model, secrecy capacity, and secondary
power allocation are described in the next section. Section 3
details the derivation of important performance metrics
such as the SOP, the PSPSC, and the IP. Section 4 presents
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simulated/numerical results and Section 5 concludes the
paper.

2. System Model, Signal Model, Secrecy
Capacity, and Secondary Power Allocation

2.1. System Model. Figure 1(a) illustrates relaying communi-
cations in energy scavenging cognitive networks. Relaying
communications experience two stages as shown in Fig-
ure 1(b).

In stage 1, both the secondary source 𝑆𝑆 and the primary
transmitter 𝑃𝑇 simultaneously broadcast their own infor-
mation to the secondary destination 𝑆𝐷 and the primary
receiver 𝑃𝑅, respectively, causing mutual interference signals
between the secondary network and the primary network.
The interference signals from the secondary network to the
primary network are considered in most published works
while those from the primary network to the secondary
network are usually neglected (e.g., [19–21] and references
therein). Therefore, by considering these mutual interference
signals, our work is apparently more general than the existing

ones but the secrecy outage probability analysis is more
sophisticated. The eavesdropper 𝐸 intends to wire-tap the
secondary source’s information. Owing to heavy path-loss,
severe fading, and large shadowing, the secondary source’s
signals cannot reach 𝑆𝐷 and 𝐸. As such, it is supposed
that the secondary relay 𝑆𝑅 is in the radio coverage of 𝑆𝑆
and eager to assist 𝑆𝑆 by forwarding 𝑆𝑆’s information to 𝑆𝐷
according to the decode-and-forward principle. 𝑆𝑅 is a self-
powered terminal for its relaying operation which is capable
of scavenging the energy from the received signals according
to the power splitting method (e.g., [22, 23]) as observed in
Figure 1(c). More specifically, 𝑆𝑅 scavenges the energy from
the RF signals of both 𝑆𝑆 and 𝑃𝑇. This means that 𝑆𝑅 takes
advantage of the interference signal (from 𝑃𝑇) for useful
purpose of energy scavenging. The power splitting method
divides the received signal at 𝑆𝑅 into two parts: one part
for recovering the source information (it is supposed that
the information decoder consumes the negligible amount of
the energy, which is commonly assumed in most existing
publications (e.g., [8–14] and references therein)) and the
other for scavenging the energy.
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In stage 2, 𝑆𝑅 is idle if it fails to restore the source
information. Otherwise, it forwards the restored source
information to 𝑆𝐷 in parallel to the information transmission
of 𝑃𝑇. At the end of stage 2, 𝑆𝐷 tries to recover while 𝐸
eavesdrops the source information from 𝑆𝑅’s transmit signal.

2.2. Signal Model. In Figure 1(a), 𝑔ab ∈ {𝑔𝑝1, 𝑔𝑝2, 𝑔𝑝𝑒, 𝑔𝑝𝑑,𝑔𝑝𝑟, 𝑔𝑠𝑝, 𝑔𝑠𝑟, 𝑔𝑟𝑝, 𝑔𝑟𝑒, 𝑔𝑟𝑑} denotes the channel coefficient
between a corresponding pair of the transmitter and the
receiver. Although Figure 1(a) only shows one primary
transmitter-receiver pair, the realistic scenario may have
two pairs communicating in two stages. To reflect such a
scenario, two different channel coefficients, 𝑔𝑝1 and 𝑔𝑝2, are
used to represent two different channels for two primary
transmitter-receiver pairs in two stages. All frequency nonse-
lective independent Rayleigh fading channels are supposed,
producing the zero-mean 𝜅ab-variance circular symmetric
complexGaussian distribution for𝑔ab, i.e.,𝑔ab ∼ CN(0, 𝜅ab).
When the path-loss is accounted, 𝜅ab can be represented as𝜅ab = 𝑙−]ab , with 𝑙ab denoting the transmitter a-receiver b
distance, and ] denoting the path-loss exponent. As such, it
is implicit in the sequel that the probability density function
(pdf) and the cumulative distribution function (cdf) of the
channel gain |𝑔ab|2 are, respectively, given by

𝑓|𝑔ab|2 (𝑥) = 𝑒−𝑥/𝜅ab𝜅ab , (1)

𝐹|𝑔ab|2 (𝑥) = 1 − 𝑒−𝑥/𝜅ab , (2)

where 𝑥 ≥ 0.
In Figure 1(b), 𝛽 with 𝛽 ∈ (0, 1) and 𝑇 correspondingly

denote the time splitting factor and the total transmission
time from 𝑆𝑆 to 𝑆𝐷 through 𝑆𝑅. In Figure 1(c), 𝛼 with 𝛼 ∈(0, 1) denotes the power splitting factor. With the notations
in Figure 1 in mind, the signals are modelled as follows.

By denoting 𝑢𝑠 and 𝑢𝑝1 as the unity-power transmit
symbols of 𝑆𝑆 and 𝑃𝑇 in stage 1, correspondingly, the received
signals at 𝑆𝑅 and 𝑃𝑅 can be, respectively, represented as

V𝑟 = 𝑔𝑠𝑟√𝑃𝑠𝑢𝑠 + 𝑔𝑝𝑟√𝑃𝑝1𝑢𝑝1 + 𝑛𝑟, (3)

V𝑝1 = 𝑔𝑠𝑝√𝑃𝑠𝑢𝑠 + 𝑔𝑝1√𝑃𝑝1𝑢𝑝1 + 𝑛𝑝1, (4)

where 𝑛𝑟 ∼ CN(0, 2𝑟 ) and 𝑛𝑝1 ∼ CN(0, 2𝑝1) are the
additive white Gaussian noises (AWGN) produced by the
receive antennas at 𝑆𝑅 and 𝑃𝑅, respectively; 𝑃𝑠 and 𝑃𝑝1 are
the transmit powers of 𝑆𝑆 and 𝑃𝑇 in stage 1, respectively.

Based on the operation principle in Figure 1(c), the relay𝑆𝑅 partitions the received signal V𝑟 into two parts: the first
part of √𝛼V𝑟 input to the energy scavenger and the second
part of √1 − 𝛼V𝑟 input to the information decoder. Given the
energy conversion efficiency of the energy scavenger as𝜇 with𝜇 ∈ (0, 1), the average amount of the energy which 𝑆𝑅 can
scavenge in stage 1 is given by

𝑊𝑟𝑚 = 𝜇E {√𝛼V𝑟2} 𝛽𝑇
= 𝜇𝛼 (𝑃𝑠𝜅𝑠𝑟 + 𝑃𝑝1𝜅𝑝𝑟 + 2𝑟) 𝛽𝑇, (5)

where E{⋅} denotes the statistical average.

The maximum transmit power which 𝑆𝑅 can use for
information transmission in stage 2 is given by

𝑃𝑟𝑚 = 𝑊𝑟𝑚(1 − 𝛽) 𝑇 = 𝛽𝜇𝛼1 − 𝛽 (𝑃𝑠𝜅𝑠𝑟 + 𝑃𝑝1𝜅𝑝𝑟 + 2𝑟) . (6)

The signal input to the information decoder in Figure 1(c)
can be expressed as

Ṽ𝑟 = √1 − 𝛼V𝑟 + 𝑛𝑟, (7)

where 𝑛𝑟 ∼ CN(0, 2𝑟 ) is the noise produced by the passband-
to-baseband signal converter.

Plugging (3) into (7) results in Ṽ𝑟 = √(1 − 𝛼)𝑃𝑠𝑔𝑠𝑟𝑢𝑠 +
√(1 − 𝛼)𝑃𝑝1𝑔𝑝𝑟𝑢𝑝1 + √1 − 𝛼𝑛𝑟 + 𝑛𝑟 from which the SINR
(Signal-to-Interference plus Noise Ratio) at the input of the
information decoder can be represented as

𝜑𝑠𝑟 = (1 − 𝛼) 𝑃𝑠 𝑔𝑠𝑟2
(1 − 𝛼) 𝑃𝑝1 𝑔𝑝𝑟2 + (1 − 𝛼) 2𝑟 + 2𝑟

= 𝑃𝑠 𝑔𝑠𝑟2
𝑃𝑝1 𝑔𝑝𝑟2 + 2𝑟 ,

(8)

where

2𝑟 = 2𝑟 + 2𝑟1 − 𝛼 . (9)

Then, the channel capacity which 𝑆𝑅 achieves in stage
1 is 𝐶𝑠𝑟 = 𝛽 log2(1 + 𝜑𝑠𝑟) bps/Hz where the prelog factor
of 𝛽 is because the period of stage 1 is 𝛽𝑇. According
to the communication theory, 𝑆𝑅 can restore the source
information when its channel capacity is higher than the
required spectral efficiency of SUs, 𝐶1, i.e., 𝐶𝑠𝑟 ≥ 𝐶1. In order
words, 𝑢𝑠 is successfully recovered at 𝑆𝑅 if 𝜑𝑠𝑟 ≥ 𝜑1 where𝜑1 = 2𝐶1/𝛽 − 1.

In stage 2, 𝑆𝑅 transmits the recovered source symbol 𝑢𝑟
with the transmit power 𝑃𝑟 if it can successfully restore the
source information (i.e., 𝜑𝑠𝑟 ≥ 𝜑1 and 𝑢𝑟 = 𝑢𝑠). Otherwise, it
keeps idle. The information transmission of 𝑆𝑅 is in parallel
to that of 𝑃𝑇. As such, 𝑆𝐷,𝐸, and 𝑃𝑅 correspondingly receive
the following signals:

V𝑟𝑑 = {{{
𝑔𝑟𝑑√𝑃𝑟𝑢𝑟 + 𝑔𝑝𝑑√𝑃𝑝2𝑢𝑝2 + 𝑛𝑑, 𝜑𝑠𝑟 ≥ 𝜑1
𝑔𝑝𝑑√𝑃𝑝2𝑢𝑝2 + 𝑛𝑑, 𝜑𝑠𝑟 < 𝜑1, (10)

V𝑟𝑒 = {{{
𝑔𝑟𝑒√𝑃𝑟𝑢𝑟 + 𝑔𝑝𝑒√𝑃𝑝2𝑢𝑝2 + 𝑛𝑒, 𝜑𝑠𝑟 ≥ 𝜑1
𝑔𝑝𝑒√𝑃𝑝2𝑢𝑝2 + 𝑛𝑒, 𝜑𝑠𝑟 < 𝜑1, (11)

V𝑟𝑝 = {{{
𝑔𝑟𝑝√𝑃𝑟𝑢𝑟 + 𝑔𝑝2√𝑃𝑝2𝑢𝑝2 + 𝑛𝑝2, 𝜑𝑠𝑟 ≥ 𝜑1
𝑔𝑝2√𝑃𝑝2𝑢𝑝2 + 𝑛𝑝2, 𝜑𝑠𝑟 < 𝜑1, (12)

where 𝑛𝑑 ∼ CN(0, 2𝑑), 𝑛𝑒 ∼ CN(0, 2𝑒 ), and 𝑛𝑝2 ∼
CN(0, 2𝑝2) are the noises produced by the receive antennas at
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𝑆𝐷,𝐸, and 𝑃𝑅, correspondingly; 𝑃𝑝2 and 𝑢𝑝2 are, respectively,
the transmit power and the unity-power transmit symbol
of 𝑃𝑇 in stage 2. That (𝑃𝑝1, 𝑢𝑝1) differs from (𝑃𝑝2, 𝑢𝑝2)
reflects the realistic scenario where two different primary
transmitter-receiver pairs may communicate in two stages.

2.3. Secrecy Capacity. TheSINRs at 𝑆𝐷 and 𝐸 can be achieved
from (10) and (11) as

𝜑𝑟𝑑 = {{{{{{{

𝑃𝑟 𝑔𝑟𝑑2
𝑃𝑝2 𝑔𝑝𝑑2 + 2

𝑑

, 𝜑𝑠𝑟 ≥ 𝜑1
0, 𝜑𝑠𝑟 < 𝜑1,

(13)

𝜑𝑟𝑒 = {{{{{{{

𝑃𝑟 𝑔𝑟𝑒2
𝑃𝑝2 𝑔𝑝𝑒2 + 2𝑒 , 𝜑𝑠𝑟 ≥ 𝜑1
0, 𝜑𝑠𝑟 < 𝜑1.

(14)

Then, 𝑆𝐷 and 𝐸 obtain channel capacities correspond-
ingly as [24]

𝐶𝑟𝑑 = (1 − 𝛽) log2 (1 + 𝜑𝑟𝑑) , (15)

𝐶𝑟𝑒 = (1 − 𝛽) log2 (1 + 𝜑𝑟𝑒) , (16)

where the prelog factor of 1 − 𝛽 is because the time of stage 2
is (1 − 𝛽)𝑇.

The secrecy capacity of relaying communications in
energy scavenging cognitive networks, which is the difference
between the channel capacities of the trusted channel (from𝑆𝑅 to 𝑆𝐷) and thewiretap channel (from 𝑆𝑅 to𝐸), is expressed
as [7]

C𝑠𝑒𝑐 = [𝐶𝑟𝑑 − 𝐶𝑟𝑒]+

= {{{{{
(1 − 𝛽) [log2 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 ]

+ , 𝜑𝑠𝑟 ≥ 𝜑1
0, 𝜑𝑠𝑟 < 𝜑1,

(17)

where [𝑥]+ denotes max(𝑥, 0).
2.4. Secondary Power Allocation. The SINR at 𝑃𝑅 in stage 1 is
computed from (4) as

𝜑𝑝1 = 𝑃𝑝1 𝑔𝑝12
𝑃𝑠 𝑔𝑠𝑝2 + 2𝑝1 . (18)

Then, the channel capacity that 𝑃𝑅 achieves in stage 1 is

𝐶𝑝1 = 𝛽 log2 (1 + 𝜑𝑝1) . (19)

Similarly, the SINR at 𝑃𝑅 in stage 2 is computed from (12)
as

𝜑𝑝2 =
{{{{{{{{{{{{{

𝑃𝑝2 𝑔𝑝22
𝑃𝑟 𝑔𝑟𝑝2 + 2𝑝2 , 𝜑𝑠𝑟 ≥ 𝜑1
𝑃𝑝2 𝑔𝑝222𝑝2 , 𝜑𝑠𝑟 < 𝜑1

(20)

and the channel capacity that 𝑃𝑅 achieves in stage 2 is

𝐶𝑝2 = (1 − 𝛽) log2 (1 + 𝜑𝑝2) . (21)

Because the secondary transmitters (𝑆𝑆 and 𝑆𝑅) oppor-
tunistically access the spectrum of the primary users, their
transmit powers must be limited such that the outage prob-
ability of the primary receiver is below a certain threshold 𝜆.
More specifically, 𝑃𝑠 and 𝑃𝑟 must be constrained by

Pr {𝐶𝑝1 ≤ 𝐶2} ≤ 𝜆, (22)

Pr {𝐶𝑝2 ≤ 𝐶2} ≤ 𝜆, (23)

where 𝐶2 is the required spectral efficiency of 𝑃𝑅.
Constraints in (22) and (23) are, namely, the primary

outage constraints.
The transmit powers of 𝑆𝑆 and 𝑆𝑅 must be also limited by

their maximum transmit powers, 𝑃𝑠𝑚 and 𝑃𝑟𝑚, respectively,
which are determined by the hardware implementation and
the energy scavenger, correspondingly. Therefore, 𝑃𝑠 and 𝑃𝑟
are upper-bounded by

𝑃𝑠 ≤ 𝑃𝑠𝑚, (24)

𝑃𝑟 ≤ 𝑃𝑟𝑚. (25)

Constraints in (24) and (25) are, namely, the maximum
transmit power constraints.

Transmit power constraints for 𝑃𝑠 in (22) and (24) result
in

𝑃𝑠 = min( 𝑃𝑝1𝜅𝑝1𝜑21𝜅𝑠𝑝 [ 11 − 𝜆 𝑒−𝜑212𝑝1/𝑃𝑝1𝜅𝑝1 − 1]+ , 𝑃𝑠𝑚) , (26)

where 𝜑21 = 2𝐶2/𝛽 − 1.
Similarly, transmit power constraints for 𝑃𝑟 in (23) and

(25) result in

𝑃𝑟 = min( 𝑃𝑝2𝜅𝑝2𝜑22𝜅𝑟𝑝 [ 11 − 𝜆 𝑒−𝜑222𝑝2/𝑃𝑝2𝜅𝑝2 − 1]+ , 𝑃𝑟𝑚) , (27)

where 𝜑22 = 2𝐶2/(1−𝛽) − 1.
In (26) and (27), 𝜅𝑝1 and 𝜅𝑝2 represent the fading powers

of the channels between the primary transmitter and the
primary receiver in stage 1 and stage 2, respectively.

The derivation of (26) follows [25, eq. (18)] while the
derivation of (27) follows [25, eq. (20)] with a note that (27) is
obtained with 𝜑𝑝2 in the case that 𝑆𝑅 is active (i.e., 𝜑𝑠𝑟 ≥ 𝜑1).
The case that 𝑆𝑅 is idle is of no interest because the source
information cannot reach the secondary destination.

3. SOP Analysis

The SOP is a crucial performance metric in assessing
information security of wireless communications in the
information-theoretic aspect. It is defined as the probability
that the secrecy capacity C𝑠𝑒𝑐 does not reach a required
security degree 𝐶3. As such, the smaller the SOP is, the more
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secure thewireless communication is. In this section, the SOP
of relaying communications in energy scavenging cognitive
networks is derived in closed form, which facilitates not only
evaluating security performance without exhaustive simula-
tions but also inferring other crucial security performance
metrics such as the IP and the PSPSC.

The SOP of relaying communications in energy scaveng-
ing cognitive networks is given by

Υ (𝐶3) = Pr {Csec < 𝐶3} , (28)

where Pr{V} is the probability of the eventV.
Since Csec is nonnegative when 𝜑𝑠𝑟 ≥ 𝜑1 as seen in (17),

one can decompose (28) into two cases as

Υ (𝐶3) = Pr{(1 − 𝛽) [log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 )]+ < 𝐶3 | 𝜑𝑠𝑟
≥ 𝜑1}Pr {𝜑𝑠𝑟 ≥ 𝜑1} + Pr {0 < 𝐶3 | 𝜑𝑠𝑟 < 𝜑1}
⋅ Pr {𝜑𝑠𝑟 < 𝜑1} .

(29)

Because the required security degree 𝐶3 is positive, (29)
is rewritten as

Υ (𝐶3)
= Pr{[log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 )]+ < 𝐶31 − 𝛽 | 𝜑𝑠𝑟 ≥ 𝜑1}⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟

I1

Pr {𝜑𝑠𝑟 ≥ 𝜑1}⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
1−I2

+ Pr {𝜑𝑠𝑟 < 𝜑1}⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
I2

.
(30)

Theorem 1. �e accurate closed-form representation of I1 is
given by

I1 = 𝐶𝐷Ψ (𝐷, 𝐶) + 𝐶Φ (𝐷, 𝐶) + 𝑒(1−2𝐶3 )𝐵𝐴𝐶2𝐶3 (𝐶 − 𝐺)
⋅ Φ (2𝐶3𝐵 + 𝐷, 𝐶)

+ 𝑒(1−2𝐶3 )𝐵𝐴𝐶2𝐶3 (𝐶 − 𝐺) (𝐷 + 1𝐶 − 𝐺 )
⋅ [Ψ (2𝐶3𝐵 + 𝐷, 𝐶) − Ψ (2𝐶3𝐵 + 𝐷, 𝐺)] ,

(31)

where

𝐴 = 𝜅𝑟𝑑𝑃𝑟𝜅𝑝𝑑𝑃𝑝2 , (32)

𝐵 = 2𝑑𝜅𝑟𝑑𝑃𝑟 , (33)

𝐶 = 𝜅𝑟𝑒𝑃𝑟𝜅𝑝𝑒𝑃𝑝2 , (34)

𝐷 = 2𝑒𝜅𝑟𝑒𝑃𝑟 , (35)

𝐺 = 1 + 2−𝐶3 (𝐴 − 1) , (36)

Ψ (𝑎, 𝑏) = −𝑒𝑎𝑏𝐸𝑖 (−𝑎𝑏) , (37)

Φ (𝑎, 𝑏) = 1𝑏 + 𝑎𝑒𝑎𝑏𝐸𝑖 (−𝑎𝑏) , (38)

𝐶3 = 𝐶31 − 𝛽 , (39)

with 𝐸𝑖(⋅) being the exponential integral in [26].
Proof. Please refer to Appendix.

Theorem 2. �e accurate closed-form representation of I2 is
given by

I2 = 1 − 𝑈 𝑒−𝑉𝜑1𝜑1 + 𝑈 , (40)

where

𝑈 = 𝜅𝑠𝑟𝑃𝑠𝜅𝑝𝑟𝑃𝑝1 , (41)

𝑉 = 2𝑟𝜅𝑠𝑟𝑃𝑠 . (42)

Proof. By imitating the derivation of (A.5) in the Appendix,
it is easy to see that I2 is the cdf of 𝜑𝑠𝑟 evaluated at 𝜑1.
Therefore, I2 can be represented as (40), completing the
proof.

Plugging (31) and (40) into (30), one obtains the accurate
closed-form expression of the SOP for relaying communica-
tions in energy scavenging cognitive networks as Υ(𝐶3) =
I1(1−I2)+I2.This expression is useful to quickly evaluate
the security performance without exhaustive simulations.
To the best of the authors’ understanding, this expression
is newly reported. Moreover, some crucial security perfor-
mance metrics (e.g., the IP or the PSPSC) can be easily
derived from this expression. More specifically, the IP refers
to the probability that the secrecy capacity is negative [27],
i.e.,

Θ = Pr {C𝑠𝑒𝑐 < 0} = Υ (0) . (43)
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Table 1: Simulation parameters.

PARAMETER VALUE
Path-loss exponent ] = 4
Energy conversion efficiency 𝜇 = 0.9
Coordinate of 𝑆𝑆 𝑆𝑆 at (0.0, 0.0)
Coordinate of 𝑆𝐷 𝑆𝐷 at (1.0, 0.0)
Coordinate of 𝑃𝑇 𝑃𝑇 at (0.2, 0.8)
Coordinate of 𝑃𝑅 𝑃𝑅 at (0.9, 0.7)
Coordinate of 𝐸 𝐸 at (1.0, 0.4)
Coordinate of 𝑆𝑅 𝑆𝑅 at (𝑑, 0.0)
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0.45
0.5

0.55
0.6

0.65
0.7

0.75
0.8

Sim.: Pp /N0 = 10 dB
Ana.: Pp /N0 = 10 dB
Sim.: Pp /N0 = 15 dB

Ana.: Pp /N0 = 15 dB
Sim.: Pp /N0 = 20 dB
Ana.: Pp /N0 = 20 dB

5 10 15 20 250
Psm/N0 (dB)

Figure 2: SOP versus 𝑃𝑠𝑚/𝑁0. “Sim.” and “Ana.” represent “Simu-
lation” and “Analysis,” respectively.

Additionally, the PSPSC refers to the probability that the
secrecy capacity is strictly positive, i.e.,

Ω = Pr {C𝑠𝑒𝑐 > 0} = 1 − Pr {C𝑠𝑒𝑐 < 0} = 1 − Υ (0) . (44)

4. Results and Discussions

Simulated/numerical results in this section are collected to
assess the security performance of relaying communications
in energy scavenging cognitive networks in terms of the SOP
through typical parameters. Numerical results are produced
by (30) while simulated ones are generated by Monte-Carlo
simulation with 107 channel realizations. Without loss of
generality, equal noise variances are supposed (i.e., 2𝑝1 =
2𝑝2 = 2𝑑 = 2𝑒 = 2𝑟 = 2𝑟 = 𝑁0) and only one primary
transmitter-receiver pair is considered (i.e., 𝜅𝑝1 = 𝜅𝑝2 =𝜅𝑝𝑝 and 𝑃𝑝1 = 𝑃𝑝2 = 𝑃𝑝). Simulation parameters under
investigation are specified in Table 1.

Figure 2 shows the SOP versus the maximum transmit
power-to-noise variance ratio 𝑃𝑠𝑚/𝑁0 for 𝑑 = 0.5, 𝜆 = 0.1,𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.3 bps/Hz, 𝐶3 = 0.1 bps/Hz,𝛼 = 0.8, 𝛽 = 0.6, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB. This figure

Sim.: Pp /N0 = 10 dB
Ana.: Pp /N0 = 10 dB
Sim.: Pp /N0 = 15 dB

Ana.: Pp /N0 = 15 dB
Sim.: Pp /N0 = 20 dB
Ana.: Pp /N0 = 20 dB
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Figure 3: SOP versus 𝜆.

verifies the accuracy of (30) due to the exact agreement
between the analysis and the simulation. Additionally, the
SOP decreases with increasing 𝑃𝑠𝑚/𝑁0. This is attributed to
the fact that increasing 𝑃𝑠𝑚/𝑁0 offers 𝑆𝑅 more opportunities
to correctly recover the source information and to scavenge
more energy from the RF signals of 𝑆𝑆, eventually decreasing
the outage probability in stage 2. Nevertheless, the SOP
suffers the error floor in the range of high 𝑃𝑠𝑚/𝑁0. This
error floor originates from the power allocation mechanism
for 𝑆𝑆 and 𝑆𝑅 (please recall (26) and (27)) where 𝑆𝑆 and𝑆𝑅 transmit signals with powers independent of 𝑃𝑠𝑚/𝑁0
in the range of large 𝑃𝑠𝑚/𝑁0 (i.e., the maximum transmit
power constraint is ignored when 𝑃𝑠𝑚/𝑁0 is large), resulting
in the constant SOP. Furthermore, the SOP increases with
increasing 𝑃𝑝/𝑁0. This is because increasing the power of the
primary transmitter inflicts more interference to secondary
receivers which cannot be compensated by the increase in
the energy of 𝑆𝑅 scavenged from the transmit signals of 𝑃𝑇.
However, when 𝑃𝑠𝑚/𝑁0 is greater than a certain value, the
SOP decreases with increasing 𝑃𝑝/𝑁0. For example, when𝑃𝑠𝑚/𝑁0 is greater than 15.5 dB, the SOP with 𝑃𝑝/𝑁0 =10 dB is larger than the SOP with 𝑃𝑝/𝑁0 = 15 dB. This
can be explained as follows. When 𝑃𝑠𝑚/𝑁0 is greater than
a certain value, the transmit power of 𝑆𝑆 is large according
to (26). Therefore, the relay can scavenge more energy from
the transmit signal of 𝑆𝑆 according to (6). This increases the
transmit power of the relay according to (27), which can
better compensate for more interference from the primary
transmitter due to larger value of 𝑃𝑝/𝑁0, ultimately reducing
the SOP.

Figure 3 demonstrates the SOP versus the required outage
probability of PUs, 𝜆, for 𝑃𝑠𝑚/𝑁0 = 15 dB, 𝑑 = 0.5, 𝛼 = 0.8,𝛽 = 0.6, 𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.3 bps/Hz, 𝐶3 = 0.1
bps/Hz, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB.This figure validates (30)
due to the match between the simulation and the analysis.
Moreover, increasing the required outage probability of PUs
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Figure 4: SOP versus the relay’s position.

decreases the SOP. This is because such an increase allows
PUs to tolerate more interference from SUs. Therefore, SUs
can transmit signals with higher powers, eventually reducing
the outage in stage 2. Nevertheless, the SOP is saturated in
the range of large 𝜆 (e.g., 𝜆 > 0.5). Such a SOP saturation
is because of the power allocation mechanism in (26) and
(27) where the second term in 𝑃𝑠 (or 𝑃𝑟) is independent of𝜆. Therefore, 𝑃𝑠 (or 𝑃𝑟) is constant for large values of 𝜆 at
which the first term dominates the second term in 𝑃𝑠 (or𝑃𝑟), causing the error floor in the SOP. Furthermore, the SOP
saturation level increases with increasing 𝑃𝑝/𝑁0. This can be
comprehended from increasing the interference on SUswhen𝑃𝑝/𝑁0 increases.

Figure 4 shows the SOP versus the relay’s position (i.e.,𝑑) for 𝑃𝑠𝑚/𝑁0 = 15 dB, 𝛽 = 0.6, 𝜆 = 0.1, 𝛼 = 0.8,𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.3 bps/Hz, 𝐶3 = 0.1 bps/Hz,
and 𝑃𝑝/𝑁0 = 10, 15, 20 dB. This figure confirms the validity
of (30) due to the exact agreement between the simulation
and the analysis. We are reminded that the secrecy outage
event occurs as 𝑅 cannot successfully recover the source
information (i.e., 𝑆𝑆 is distant from 𝑆𝑅) or 𝑆𝑅 cannot reliably
send the decoded source information to 𝑆𝐷 (i.e., 𝑆𝐷 is distant
from 𝑆𝑅). As such, it is obvious that there is always an
existence of the relay’s optimum position, which optimally
trades off the probability that 𝑆𝑅 can correctly restore the
source information with the probability that 𝑆𝑅 can reliably
send the decoded source information to 𝑆𝐷 to minimize the
SOP. Figure 4 confirms this fact which achieves the minimum
SOP as 𝑆𝑅 is 𝑑𝑜𝑝𝑡 = 0.86, 0.87, 0.79 distant from 𝑆𝑆 for𝑃𝑝/𝑁0 = 10, 15, 20 dB, respectively. Moreover, the minimum
SOP corresponding to the relay’s optimum position increases
with increasing the interference from PUs (i.e., increasing𝑃𝑝/𝑁0) as expected. However, when 𝑑 is smaller than a
certain value, the SOP decreases with increasing 𝑃𝑝/𝑁0. For
instance, when 𝑑 is smaller than 0.48, the SOP with 𝑃𝑝/𝑁0 =
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Figure 5: SOP versus the time splitting factor.

10 dB is larger than the SOP with 𝑃𝑝/𝑁0 = 15 dB. This can
be interpreted as follows. When 𝑑 is smaller than a certain
value (i.e., 𝑆𝑅 is nearer to 𝑆𝑆), 𝑆𝑅 can correctly decode the
source information with a higher probability and scavenge
more energy from the transmit signal of 𝑆𝑆.This increases the
transmit power of the relay, which can better compensate for
more interference from the primary transmitter due to larger
value of 𝑃𝑝/𝑁0, ultimately reducing the SOP.

Figure 5 illustrates the SOP versus𝛽 for 𝑑 = 0.5,𝑃𝑠𝑚/𝑁0 =15 dB, 𝜆 = 0.1, 𝛼 = 0.5, 𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.3
bps/Hz, 𝐶3 = 0.1 bps/Hz, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB.
This figure validates (30) because the simulation perfectly
matches the analysis. In addition, there exist optimum values
of 𝛽 (e.g., 𝛽𝑜𝑝𝑡 = 0.51, 0.46, 0.56 for 𝑃𝑝/𝑁0 = 10, 15, 20
dB, correspondingly as shown in Figure 5) for the min-
imum SOPs. The existence of 𝛽𝑜𝑝𝑡 can be interpreted as
follows. Increasing 𝛽 prolongs the period of stage 1, and
thus, 𝑆𝑅 can scavenge more energy and correctly restore the
source information with a higher probability. Nevertheless,
increasing 𝛽 can also mitigate the secrecy capacity in stage
2, and thus, the SOP increases. Consequently, 𝛽 should be
selected to optimally compromise the periods of two stages
for the minimum SOP. Furthermore, the minimum SOP
corresponding to the optimum value of 𝛽 increases with𝑃𝑝/𝑁0 as expected. However, when 𝛽 is outside a certain
range, the SOPdecreaseswith increasing𝑃𝑝 /𝑁0. For instance,
when 𝛽 is outside [0.47, 0.66], the SOP with 𝑃𝑝/𝑁0 = 10
dB is larger than the SOP with 𝑃𝑝/𝑁0 = 15 dB. This can
be interpreted as follows. The value of 𝛽 affects the required
SINRs of𝑃𝑅 (i.e.,𝜑21 = 2𝐶2/𝛽−1 and𝜑22 = 2𝐶2/(1−𝛽)−1 as seen
in (26) and (27)). Therefore, the primary receiver has more
chances to obtain the required SINRs when 𝑃𝑝/𝑁0 increases.
Accordingly, it can be more tolerable with the interference
from the secondary transmitters. Furthermore, the relay has
more chances to scavenge more energy from the transmit
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Figure 6: SOP versus the power splitting factor.

signal of 𝑃𝑇 when 𝑃𝑝/𝑁0 increases. As such, the relay trans-
mits signals with higher power, which can better compensate
for more interference from the primary transmitter due to
larger value of 𝑃𝑝/𝑁0, eventually mitigating the SOP.

Figure 6 demonstrates the SOP versus 𝛼 for 𝑃𝑠𝑚/𝑁0 = 15
dB, 𝜆 = 0.1, 𝑑 = 0.5, 𝛽 = 0.6, 𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.3
bps/Hz, 𝐶3 = 0.1 bps/Hz, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB. This
figure exposes an exact agreement between the simulation
and the analysis, validating (30). Moreover, the SOP can be
minimized by optimally selecting 𝛼. The existence of the
optimal value of 𝛼 for the minimum SOP can be explained
as follows. Increasing 𝛼 permits 𝑆𝑅 to scavenge more energy,
and thus, 𝑆𝑅 can enhance its transmission reliability in stage
2, ultimately decreasing the SOP. Nevertheless, increasing𝛼 also decreases the energy for the information decoder,
decreasing the probability that 𝑆𝑅 can correctly restore the
source information in stage 1 and inflicting more secrecy out-
age in stage 2. Consequently, 𝛼 should be optimally adopted
to compromise transmission reliability of 𝑆𝑆 and 𝑆𝑅 in both
stages. Furthermore, theminimumSOP corresponding to the
optimum value of 𝛼 increases with 𝑃𝑝/𝑁0 as expected.

Figure 7 illustrates the SOP versus the required spectral
efficiency of SUs, 𝐶1, for 𝑃𝑠𝑚/𝑁0 = 15 dB, 𝛽 = 0.6,𝜆 = 0.1, 𝑑 = 0.5, 𝛼 = 0.8, 𝐶2 = 0.3 bps/Hz,𝐶3 = 0.1 bps/Hz, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB. This figure
verifies a perfect match between the simulation and the
analysis, confirming the precision of (30). In addition, the
SOP increases with increasing 𝐶1. This is apparent because
the higher the required spectral efficiency of SUs, the lower
the probability for the relay to correctly restore the source
information, and, hence, the higher the probability for the
system to be outage in stage 2. Moreover, the SOP is higher
for larger values of 𝑃𝑝/𝑁0 as expected.

Figure 8 demonstrates the SOP versus the required
spectral efficiency of PUs, 𝐶2, for 𝑃𝑠𝑚/𝑁0 = 15 dB, 𝛽 =0.6, 𝜆 = 0.1, 𝑑 = 0.5, 𝛼 = 0.8, 𝐶1 = 0.2 bps/Hz,
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Figure 7: SOP versus the required spectral efficiency of SUs.
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Figure 8: SOP versus the required spectral efficiency of PUs.

𝐶3 = 0.1 bps/Hz, and 𝑃𝑝/𝑁0 = 10, 15, 20 dB. This figure
confirms an exact agreement between the analysis and the
simulation, validating (30). Additionally, the SOP increases
with increasing 𝐶2. This is because for the fixed value of 𝜆
(please see (22) and (23)) the higher the required spectral
efficiency of PUs is, the lower the interference at PUs caused
by SUs must be, and, hence, the lower the transmit power
of SUs must be, leading to the higher SOP. Nevertheless, the
system is always in outage at large values of𝐶2 .This is because
according to (26) and (27), the terms inside [⋅]+ are inversely
proportional to 𝜑21 and 𝜑22 (or 𝐶2). As such, increasing 𝐶2
up to a certain value (e.g., 1.53 bps/Hz for 𝑃𝑝/𝑁0 = 15 dB)
incurs [⋅]+ = 0 and, hence, 𝑃𝑠 and 𝑃𝑟 are always zero when𝐶2 exceeds a threshold, causing the system outage all the
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Figure 9: SOP versus the required security degree.

time. Furthermore, the SOP is affected by 𝑃𝑝/𝑁0 as expected.
More noticeably, when 𝐶2 is greater than a certain value, the
SOP decreases with increasing 𝑃𝑝/𝑁0. For example, when𝐶2 is greater than 0.31 bps/Hz, the SOP with 𝑃𝑝/𝑁0 = 10
dB is larger than the SOP with 𝑃𝑝/𝑁0 = 15 dB. This can
be interpreted as follows. The primary receiver has more
chances to obtain the required spectral efficiency 𝐶2 when𝑃𝑝/𝑁0 increases. As such, it can be more tolerable with the
interference from the secondary transmitters. Moreover, the
relay has more chances to scavenge more energy from the
transmit signal of 𝑃𝑇 when 𝑃𝑝/𝑁0 increases. Accordingly,
the relay transmits signals with higher power, which can
better compensate for more interference from the primary
transmitter due to larger value of 𝑃𝑝/𝑁0, eventually reducing
the SOP.

Figure 9 shows the SOP versus the required security
degree 𝐶3 for 𝑃𝑠𝑚/𝑁0 = 15 dB, 𝛽 = 0.6, 𝜆 = 0.1, 𝑑 = 0.5,𝛼 = 0.8, 𝐶1 = 0.2 bps/Hz, 𝐶2 = 0.1 bps/Hz, and 𝑃𝑝/𝑁0 =10, 15, 20 dB. This figure validates (30) because of the match
between the analysis and the simulation. Additionally, the
SOP increases with increasing 𝐶3. This is because, given
system parameters, the higher the required security degree,
the higher the SOP.Moreover, the SOP is influenced by𝑃𝑝/𝑁0
as expected.

5. Conclusion

This paper evaluated the security performance of relaying
communications in energy scavenging cognitive networks
in terms of the SOP. For quick performance assessment,
the accurate closed-form expression of the SOP was derived
under consideration of Rayleigh fading, the primary outage
constraint, the interference from PUs, and the maximum
transmit power constraint. The validity of the proposed
expression was verified by computer simulations. Various

results exposed that the self-powered relay considerably
enhances the security performance even when the source-
destination channel is unavailable owing to deep fading,
severe path-loss, and strong shadowing. Moreover, the secu-
rity performance suffered the error floor in the range of large
maximum transmit power or high required outage probabil-
ity of PUs. Furthermore, the security performance of relaying
communications in energy scavenging cognitive networks
depends on several system parameters among which the time
splitting factor, the relay’s position, and the power splitting
factor should be optimally selected to minimize the SOP.

Appendix

Proof of �eorem 1. Decompose I1 into two cases, log2((1 +𝜑𝑟𝑑)/(1 + 𝜑𝑟𝑒)) > 0 and log2((1 + 𝜑𝑟𝑑)/(1 + 𝜑𝑟𝑒)) < 0; one can
simplify it as

I1 = Pr{log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 ) < 𝐶3 | log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 )
≥ 0, 𝜑𝑠𝑟 ≥ 𝜑1} × Pr{log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 ) ≥ 0 | 𝜑𝑠𝑟
≥ 𝜑1} + Pr{0 < 𝐶3 | log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 ) < 0, 𝜑𝑠𝑟
≥ 𝜑1}Pr{log2 ( 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 ) < 0 | 𝜑𝑠𝑟 ≥ 𝜑1} ,

(A.1)

where 𝐶3 is defined in (39).
Because the required security degree is positive (i.e.,𝐶3 >0), (A.1) is further shortened as

I1 = Pr{ 1 + 𝜑𝑟𝑑1 + 𝜑𝑟𝑒 < 2𝐶3 | 𝜑𝑠𝑟 ≥ 𝜑1}
= Pr {𝜑𝑟𝑑 < 2𝐶3 (1 + 𝜑𝑟𝑒) − 1 | 𝜑𝑠𝑟 ≥ 𝜑1}
= ∫∞
0

∫2𝐶3 (1+𝑥)−1
0

𝑓𝜑𝑟𝑒 ,𝜑𝑟𝑑 (𝑥, 𝑦 | 𝜑𝑠𝑟 ≥ 𝜑1) 𝑑𝑦 𝑑𝑥.
(A.2)

Because 𝜑𝑟𝑑 and 𝜑𝑟𝑒 are statistically independent, their
joint pdf can be represented as a product of their marginal
pdfs, i.e., 𝑓𝜑𝑟𝑒 ,𝜑𝑟𝑑(𝑥, 𝑦 | 𝜑𝑠𝑟 ≥ 𝜑1) = 𝑓𝜑𝑟𝑒(𝑥 | 𝜑𝑠𝑟 ≥ 𝜑1)𝑓𝜑𝑟𝑑(𝑦 |𝜑𝑠𝑟 ≥ 𝜑1). Then, (A.2) is rewritten as

I1 = ∫∞
0

[∫2𝐶3 (1+𝑥)−1
0

𝑓𝜑𝑟𝑑 (𝑦 | 𝜑𝑠𝑟 ≥ 𝜑1) 𝑑𝑦]
⋅ 𝑓𝜑𝑟𝑒 (𝑥 | 𝜑𝑠𝑟 ≥ 𝜑1) 𝑑𝑥
= ∫∞
0

𝐹𝜑𝑟𝑑 (2𝐶3 [1 + 𝑥] − 1 | 𝜑𝑠𝑟 ≥ 𝜑1)
⋅ 𝑓𝜑𝑟𝑒 (𝑥 | 𝜑𝑠𝑟 ≥ 𝜑1) 𝑑𝑥.

(A.3)

To numerically evaluate (A.3), the cdf of 𝜑𝑟𝑑, 𝐹𝜑𝑟𝑑 (𝑧 |𝜑𝑠𝑟 ≥ 𝜑1), and the pdf of 𝜑𝑟𝑒, 𝑓𝜑𝑟𝑒(𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1), must be
derived first.
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The cdf of 𝜑𝑟𝑑 is computed from its definition as

𝐹𝜑𝑟𝑑 (𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1) = Pr {𝜑𝑟𝑑 ≤ 𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1}
= Pr

{{{
𝑃𝑟 𝑔𝑟𝑑2

𝑃𝑝2 𝑔𝑝𝑑2 + 2𝑑 ≤ 𝑧}}}
= Pr{𝑔𝑟𝑑2 ≤ 𝑧𝑃𝑟 (𝑃𝑝2 𝑔𝑝𝑑2 + 2𝑑)}
= ∫∞
0

𝐹|𝑔𝑟𝑑|2 ( 𝑧𝑃𝑟 [𝑃𝑝2 𝑔𝑝𝑑2 + 2𝑑]) 𝑓|𝑔𝑝𝑑|2 (𝑥) 𝑑𝑥
= ∫∞
0

(1 − 𝑒−(𝑧/𝜅𝑟𝑑𝑃𝑟)(𝑃𝑝2𝑥+2𝑑)) 1𝜅𝑝𝑑 𝑒−𝑥/𝜅𝑝𝑑𝑑𝑥.

(A.4)

The last integral in (A.4) is straightforwardly computed,
resulting in

𝐹𝜑𝑟𝑑 (𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1) = 1 − 𝐴 𝑒−𝐵𝑧𝑧 + 𝐴 , (A.5)

where 𝐴 and 𝐵 are given by (32) and (33), respectively.
Similarly, the cdf of 𝜑𝑟𝑒 has the same form as that of 𝜑𝑟𝑑:

𝐹𝜑𝑟𝑒 (𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1) = 1 − 𝐶 𝑒−𝐷𝑧𝑧 + 𝐶 , (A.6)

where 𝐶 and 𝐷 are given by (34) and (35), respectively.
Taking the derivative of 𝐹𝜑𝑟𝑒 (𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1) with respect to𝑧 arrives at

𝑓𝜑𝑟𝑒 (𝑧 | 𝜑𝑠𝑟 ≥ 𝜑1) = 𝐶𝐷 𝑒−𝐷𝑧𝑧 + 𝐶 + 𝐶 𝑒−𝐷𝑧
(𝑧 + 𝐶)2 . (A.7)

Plugging (A.5) and (A.7) with reasonable variable substi-
tutions into (A.3), one obtains

I1

= ∫∞
0

[1

− 𝐴 𝑒−𝐵(2𝐶3𝑥+2𝐶3−1)2𝐶3𝑥 + 2𝐶3 − 1 + 𝐴 ] [𝐶𝐷 𝑒−𝐷𝑥𝑥 + 𝐶 + 𝐶

⋅ 𝑒−𝐷𝑥
(𝑥 + 𝐶)2 ] 𝑑𝑥 = 𝐶𝐷 ∫∞

0

𝑒−𝐷𝑥𝑥 + 𝐶 𝑑𝑥
+ 𝐶 ∫∞
0

𝑒−𝐷𝑥
(𝑥 + 𝐶)2𝑑𝑥

− 2−𝐶3𝑒−𝐵(2𝐶3−1)𝐴𝐶𝐷 ∫∞
0

𝑒−2𝐶3𝐵𝑥𝑥 + 1 + 2−𝐶3 (𝐴 − 1) 𝑒−𝐷𝑥𝑥 + 𝐶 𝑑𝑥

− 2−𝐶3𝑒−𝐵(2𝐶3−1)𝐴𝐶 ∫∞
0

𝑒−2𝐶3𝐵𝑥𝑥 + 1 + 2−𝐶3 (𝐴 − 1) 𝑒−𝐷x
(𝑥 + 𝐶)2𝑑𝑥.

(A.8)

By letting 𝐺 = 1 + 2−𝐶3(𝐴 − 1) as in (36) and applying
the partial fraction decomposition to 1/(𝑥 + 𝐺)(𝑥 + 𝐶) and1/(𝑥 + 𝐺)(𝑥 + 𝐶)2, one can transform (A.8) to

I1 = 𝐶𝐷 ∫∞
0

𝑒−𝐷𝑥𝑥 + 𝐶 𝑑𝑥 + 𝐶 ∫∞
0

𝑒−𝐷𝑥
(𝑥 + 𝐶)2𝑑𝑥

− 2−𝐶3𝑒−𝐵(2𝐶3−1)𝐴𝐶𝐷 ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥(𝑥 + 𝐺) (𝑥 + 𝐶) 𝑑𝑥

− 2−𝐶3𝑒−𝐵(2𝐶3−1)𝐴𝐶 ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥
(𝑥 + 𝐺) (𝑥 + 𝐶)2𝑑𝑥

= 𝐶𝐷 ∫∞
0

𝑒−𝐷𝑥𝑥 + 𝐶 𝑑𝑥 + 𝐶 ∫∞
0

𝑒−𝐷𝑥
(𝑥 + 𝐶)2 𝑑𝑥

− 2−𝐶3𝑒−𝐵(2𝐶3−1) 𝐴𝐶𝐷𝐶 − 𝐺 [∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥𝑥 + 𝐺 𝑑𝑥

− ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥𝑥 + 𝐶 𝑑𝑥] − 2−𝐶3𝑒−𝐵(2𝐶3−1)

⋅ 𝐴𝐶𝐶 − 𝐺 [ 1𝐶 − 𝐺 ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥𝑥 + 𝐺 𝑑𝑥

− 1𝐶 − 𝐺 ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥𝑥 + 𝐶 𝑑𝑥

− ∫∞
0

𝑒−(2𝐶3𝐵+𝐷)𝑥
(𝑥 + 𝐶)2 𝑑𝑥] .

(A.9)

It is obvious that the integrals in the last equality of (A.9)
have the two following forms:

Ψ (𝑎, 𝑏) = ∫∞
0

𝑒−𝑎𝑥𝑥 + 𝑏 𝑑𝑥, (A.10)

Φ (𝑎, 𝑏) = ∫∞
0

𝑒−𝑎𝑥
(𝑥 + 𝑏)2𝑑𝑥. (A.11)

The accurate closed form of (A.10) is presented as (37) by
changing the variable 𝑦 = 𝑥 + 𝑏 and applying the definition
of the exponential integral in [26].

To obtain the accurate closed form of (A.11) as presented
in (38), partial integration is firstly implemented in the
integral in (A.11) as Φ(𝑎, 𝑏) = 1/𝑏 − 𝑎 ∫∞

0
𝑒−𝑎𝑥/(𝑥 + 𝑏)𝑑𝑥 and,

then, one applies (A.10) to transform (A.11) to (38).
By representing the integrals in the last equality of (A.9)

in terms of Ψ(𝑎, 𝑏) and Φ(𝑎, 𝑏), one can reduce (A.9) to (31).
This completes the proof.
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This paper presents an energy-efficient technique to handle redundant traffic (EEHRT) in the zone-based routing for wireless
sensor networks. In this technique, multihop routing is performed based on the remaining energy of the nodes. Afterwards, it
performs position-based routing without the need for the nodes to know their respective position.Themain objective of this paper
is to handle the redundant packets generated in zone-based routing using short beacon messages. Nodes of lower zones route the
data of the higher zone to base station (BS) with a minimum number of hops and utilize only those nodes on the path which
are energy efficient and located closer to BS. Moreover, the source node is acknowledged by the relaying node using a wireless
broadcast advantage (WBA) without sending any special ACK packet to the sender, which reduces the control overhead in the
routing process. The EEHRT technique improves the routing against RARZ by ensuring only one copy of the packet is propagated
at each hop along the routing path to BS. Simulation results show that EEHRT achieved 28% improvement in energy efficiency, 10%
and 25% improvements in data throughput against total and distinct packet reception at BS respectively, 35% increase in overall
network lifetime, and 100% reduction in redundant packets generation and propagation in the network against RARZ routing.

1. Introduction

Wireless sensor networks are used to monitor the terrain
either reachable or unreachable to human beings. A sensor
node in the network can sense, process, and deliver data to
its neighboring nodes or to the base station (BS), i.e., sink
node either directly or in multihop fashion [1–4], etc. These
types of networks are resource constraint in terms ofmemory,
processing, bandwidth, and node residual battery (energy).
After deployment, it is almost impossible in some cases in
certain environments to charge or replace the battery upon
depletion.

For physically remote and hostile environments, this is
now a possibility through new emerging concept of sensor
technology which monitors the physical phenomenon of

interest. Sensor nodes are able to gather, manipulate, and
transmit data to an ultimate destination with energy efficient
data delivery techniques [5]. To extend the overall network
lifetime of the nodes, the network should consume less
energy for sensing, processing, and transceiving. Currently,
researchers are working to develop efficient protocols which
are lightweight, scalable, and energy efficient and does
position-based routing without using any location service or
GPS assumption.

In this paper, we have proposed a new protocol called
EEHRT which handles the redundant packets generated
especially when the next hop relaying node is not reachable to
its neighboring node. The implementation condition is that
this node is also contending to become the next hope node
[6].The next hop node is selected based on a timer which is a
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function of node residual energy and its closest location, i.e.,
zoneID.

According to RARZ, if a node has outstanding data to
send, it first senses the channel. If the channel is available,
then it broadcasts its data with its network ID (zoneID). All
the nodes located in the same zone share the same zoneID,
i.e., the network address. Nodes having lower zoneID will
receive and schedule the packet for further relaying. Higher
energy nodes having lower zoneID will become the potential
next hop nodes. When the next hop node further relays the
data, the nodes that hear that packet will kill their timer
and drop the scheduled packet. The nodes that are not in
the range of the relaying node will send the same packet
again upon expiry of their timer, so multiple copies of the
same packet are routed to BS, which ultimately degrade the
overall network lifetime and throughput. This work aims to
remove the probability of redundant packets generated in
RARZ routing [6] and to enhance the overall throughput and
network lifetime.

EEHRT is different fromRARZwith the following points:

(i) EEHRT controls the redundant packets by introduc-
ing short beacon message in the routing algorithm.

(ii) EEHRT ensures distinct packet delivery at every hop
on the path to BS.

(iii) The acknowledgment is handled in the EEHRT using
WBA (wireless broadcast advantage) without consid-
ering a separate special ACK packet to the sender at
each hop along the routing path.

When a node in the lower zone further relays this message,
the same copy of the message is also received by the sender
node using the benefit of a wireless broadcast. This technique
is also called a wireless broadcast advantage (WBA). Once
this message is correctly received by the source node, a short
beacon message is exchanged to the next hop nodes by the
sender node. The short message should have the following
properties: (1) it should have message type 3 and (2) should
have the same packet sequence number and zoneID. The
short beacon message is targeted for those nodes who could
not hear the relaying node packet. This packet is the same for
which they are still waiting to transmit it, i.e., their timer not
elapsed yet. Upon receiving this small beacon message, the
nodes will delete the schedule packet and kill their timer. In
this way only one copy of the data will be routed to the BS and
sender is also acknowledged that its packet is relayed further.

The rest of the paper is organized as follows: related
work and problem statement are described in Section 2 and
Section 3, respectively. EEHRT technique is presented in
detail in Section 4 and simulation results are presented in
Section 5. The paper is concluded in Section 6.

2. Related Work

Theresearcher has contributed a lot to energy efficiency espe-
cially in sensor networks. Every routing protocol developed
in the sensor networks considered energy efficiency because
it overall affects the lifespan of the network. A lot of energy
efficient routing techniques have been developed in the past

for wireless sensor networks longevity. Despite all the rout-
ing categories in WSN, hierarchical routing techniques are
considered more energy efficient and scalable as compared
to rest of the techniques because only the aggregated data is
transmitted through high-level energy nodes to BS [7] with
few numbers of transmissions.

Hierarchical protocols are also called cluster-based pro-
tocols. In cluster-based routing, the sensing region is divided
into different regions called cluster, and each region has one
designated cluster head (CH). CH gathers data from all its
associated nodes and transmits the aggregated data to BS
[8]. CH selection is an important mechanism which may be
either distributed or centralized. In the centralized method,
BS has the responsibility to setup clusters and CHs selection
based on nodes remaining energy and location information
[9–11] whereas, in distributed techniques, nodes organized
themselves to form clusters without the control of a central
authority. There are three types of clustering, static, dynamic,
and hybrid.

In static clustering, once the clusters are formed, they will
never be changed till the end of the network. In the case of
dynamic clustering, there are two phases, setup, and steady-
state phase. In the setup phase, eachnode sends its energy and
location information to the BS. After getting this information
from all the nodes in the network, BS will select the optimal
number of clusters and CHs and intimate this information
to all the nodes in the sensing region. At the end of the setup
phase, the steady-state phase beginswhich is also called a data
communication phase. In this phase, nodes send their data
sensed data to designated CH and then CH is responsible for
onward transmission to BS [5–8]. Hybrid techniques utilized
both the mechanism of static and dynamic clustering at the
same time.

A lot of energy efficient routing protocols have been
developed in the recent past. LEACH (Low Energy Adaptive
Clustering Hierarchy) [1] is a hierarchical protocol which sets
a benchmark for the researchers to develop energy efficient
techniques in cluster-based routing to prolong the network
lifetime.

The work described in [12] is Power-Efficient Gathering
in Sensor Information Systems (PEGASIS) called a chain-
based protocol in which a chain of nodes having one leader
is elected to send the data to BS. It outperforms LEACH in
terms of an overall network lifetime.

Work described in [13] implemented a hybrid approach
by incorporating data aggregation [7], energy awareness, and
clustering into one algorithm. It greatly enhances the overall
longevity of the network. After each round of communication
new CHs is selected. Data is aggregated to achieve energy
efficiency and long distances are handled using optimal
multihop routing.

An energy and context-aware routing-based technique
on clustering is presented in [10, 14] for the sensor
networks. Based on routing protocols, a comprehensive
comparison of sensor networks and MANET (mobile
ad hoc networks) is presented in [15]. This qualitative
comparison exposes new areas of research for develop-
ing new energy efficient routing protocols, especially for
WSNs.
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In normal clustering techniques, the arrangement of
the nodes is fixed [7]. The new research implemented the
clustering in an ad hoc fashion in [6, 11]. Work presented in
[10] is a connected cluster architecture, where all nodes are
like sensor nodes; CHs and gateways are treated in the same
node of the network. The CH worked as a central control
node, while the gateway node acts as a backbone to transmit
the data to different users.

A similar network setup scheme is adopted as done in
[6, 16], in which nodes are organized in a sensing region
into equal size clusters. Cluster-based routing is used for pro-
longing the network lifetime. Authors claim that the network
lifetime is extended by balancing the energy consumption
among all the cluster heads in the network.

As sensor nodes are equipped built-in battery-powered
and hence their lifespans are short, the researcher gave keen
attention to these issues in almost every protocol developed
at every layer of the protocol stack. To further enhance
the network lifetime and conserve energy, a data query
dissemination and gathering scheme is presented in [2]. In
this work, the authors gave the concept of the parameterized
query based on the user’s profile to get the required data from
the sensor nodes.The scheme is proven to be the most energy
efficient as compared to the rest of the techniques of a similar
domain.

A novel zone-based scheme is implemented in [16], which
is energy-efficient and edge-based network apportioning
technique, that organizes nodes into equal size clusters.
It also proposed a cluster-based routing algorithm, called
zone-based routing protocol (ZBRP), for prolonging network
lifetime. BS divided the whole network into different equal
size zones around the BS. Authors proved through simulation
results that they equally balance the energy consumption
among all the CHs in the network, hence extended the overall
network lifetime.

A lot of work has also been investigated on energy-aware
routing. A similar sort of work is done in [17], in which
they utilize an energy-aware technique with static clustering
called centralized control clustering (EACCC) to achieve
energy efficiency and greater lifespan of the network along
with network scalability as well. The performance of the
EACCC is accessed through extensive analytical proofs and
simulation and showed that EACCC is highly efficient in
terms of balancing the energy consumption and prolonging
network lifetime.

The work in [11] is based on hybrid clustering. According
to this scheme, clusters are static and never changed up to 10
rounds. BS is responsible for the selection of next phase CHs.
If the round number is less than 10, the current CH selects
the new utmost energy level node as a CH and intimates its
status to BS. After round number 10, all the nodes send their
energy status and location information to the BS and BS will
setup new clusters for the next time.

There are cases in which the environment is monitored
periodically. In periodic monitoring applications, building
protocols of such type are a challenging task. A handsome
work to cater to such issues is done in [3], in which the
authors worked in the two domains. The first is to make the
protocol energy efficient and then provide a comprehensive

mechanism for energy load balancing using distributed
antenna theory.

An energy saving architecture for wireless sensor net-
works is presented in [18], in which biography-based opti-
mization (BBO) is adapted which is a new paradigm to
optimized complex problems. Optimal cluster head selec-
tion and routing are considered more complex problems
in wireless sensor networks. Authors proposed BBO based
cluster head selection algorithm having an efficient encoding
scheme based on residual energy and distance as its metrics.
Simulation results show that BERA (BBO based routing
architecture) outperforms the existing routing architecture in
terms of energy efficiency and communication overhead.

Along with energy efficiency, secure data communication
is also needed during transmission either transmission from
node to node or from node to BS. A virtual backbone is
created for energy efficient intercluster routing. Signcryption
technique is used for secure data transmission in the network.
Energy efficient secure cluster-based routing is performed
in [4] and compared with LEACH and hence showed that
the proposed scheme can save 2720nJ/bit/m2 energy in one
round of communication along with security than LEACH
protocol.

For reliable data delivery of the packets to BS, authors
handle the reliability issue by incorporating trust model in
Cluster Algorithm for Sink Selection (CASS) scheme [19] to
assure the reliability with the minimum overhead of main-
tenance to extend the overall network lifetime. Simulations
results show that CASS with trust model greatly reduces
the packet loss in the presence of unreliable nodes while
extending the network lifetime by deploying multiple sinks.

Routing is considered the most energy consumptive
process in sensor networks. Improving the routing in sensor
networks researcher has contributed a lot to minimize the
overhead of unwanted packets in the network. In [20], state
free geographic forwarding protocol is proposed which is a
cross-layer designed forminimizing the energy consumption.
All the protocols developed in the past under SGF utilized
Distributed Coordination Function MAC protocol of 802.11
for routing because it deals well with the hidden terminal
problem using four-way handshaking. This creates an over-
head in terms of end to end delay and energy consump-
tion in the network. To handle these issues, a directional
compact Geographic Forwarding (DCGF) protocol [20] is
proposed which mitigated the overhead incurred in four-
way handshaking in multihop networks. It uses a smart
antenna and QoS aware data aggregation approach to handle
the broadcast data received and multiple unicast traffic,
respectively.

Despite all these efforts, there is still the requirement
in contributing to energy efficiency and to increase the
overall network lifetime of the sensor networks. All the
protocols discussed above use a lot of control informa-
tion along with actual data sensing and transmission,
but our focus is to develop a protocol which has low
control overhead to make the routing energy efficient,
lightweight, and reliable [6]. Moreover controlling the
unwanted traffic in the network increases the network
lifetime.
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2.1. A Brief Overview of RARZ Routing. In our early study
presented in [6], the routing strategy is more energy efficient
but, in some specific scenario, it generated redundant packets
in the network which ultimately waste some scarce resources
and affect the overall throughput and network lifetime. The
routing strategies that were used in [6] is as follows.

RARZ works in three phases: network setup and con-
figuration phase, the next hop node selection phase, and
data communication phase. The network configuration or
setup phase splits the whole sensing region into different
concentric static rings around the BS. For ring formation, the
BS broadcasts messages with various transmission powers to
the sensing field. Each message from the BS contains a ring
ID and each node, upon first time receiving the message, will
set its ring ID to the one contained in the message received.
For covering the whole sensing field, the BS progressively
broadcasts messages with various communication ranges
comprising different ring IDs. Each node, upon receiving a
ring i message from BS, recognizes that the latter belongs to
ring i unless they have already set a ring with lower ring ID.
All the nodes in a particular ring have the same ring ID (i.e.,
network address). At the end of this phase, the route discovery
process is formulated that nodes belonging to the smallest
ring will relay the packet to the BS and any other node in the
same ring and nodes located in the higher ring will discard
the packets.

The main work done in RARZ protocol is the next hope
selection phase. According to RARZ, the next hop node is
also called a relaying node that is selected on the fly without
considering any prior information available in the network.
Selection is purely done based on its residual energy and
the zone in which it is located. A node having high energy
and lower zone ID has the highest probability to become the
next ultimate relaying node. Only the lower zone nodes can
carry the data of the higher zones to BS. Same and higher
zone nodes will delete the packet after receiving at the MAC
layer. The node whose timer expired first will become the
potential next hope node. Once the relaying node sends the
data further, the nodes located in its radio range will cancel
their timer and delete the packet for which they have already
running timer. In RARZ the timer is a function of node
residual energy and node current location Z ID, i.e., zoneID,

𝑇𝑖𝑚𝑒𝑟 = 𝛼 ∗ 𝑍 𝐼𝐷 + 𝛽[𝜂𝜇] (1)

𝛼 and𝛽 are weighted values against node current location and
its residual energy, respectively. The values of 𝛼 and 𝛽 are the
tuning parameters set in simulations according to Table 1 for
efficient and normalized setup of data routing.The parameter
𝜂 is the initial energy level and 𝜇 is the current energy level
of a node at any particular time. As residual energy appears
in the denominator, the higher the node current energy level
is, the lower the time value will be and vice versa. The timer
returns values in a millisecond. In (1) Z ID (zoneID) played
an important role in routing because some of the nodes are
immediate to next ring, so that node should be selected as a
next hop node. This is because one hop will be reduced and
the average energy consumption in the system will also be
minimized.

Figure 1 shows the graphical demonstration of the RARZ
routing scheme. Three nodes (B, C, and D) are in zone 3
and are directly in the radio range of A. Once the node A
broadcast its data, nodes in zone 3 will setup their timer as per
(1). Node B’s timer expired first because its energy level is high
as compared to nodeD andC.WhennodeB further relays the
packet, neighboring node of B (i.e., C, D, E, and F) will also
receive that message and nodes C and D will kill their timer
and delete the packet for which they have currently running
timer for the same packet sent by B.

Node E and F from zone 2 will now start their timer after
getting the message from node B as they both are located in
zone 2. Node F will become the next potential hop node due
to its high energy as compared to E, so it further relays the
packet. Through this way, the packet is routed to BS without
any reactive mechanism in the routing procedure. On the
path, only those nodes are selected which are energy efficient
and located near to BS.

3. Problem Statement

In [6], whenever a node acts as a relaying node, there are
some nodes that could not hear the data of the relaying
node.The nodes that could not hear the relaying node packet
will also relay the same packet further upon their timer
expiration. This will create redundant packets in the network,
i.e., multiple copies of the same packet are transmitted in
the network, hence degrading the network resources and
affecting overall network lifetime.

Figure 2 shows how the duplicate packets are generated
in the network in RARZ routing [6]. Upon receiving the data
from node A in zone 4, node B and C in zone 3 schedule
their timer according to (1) and become the next potential
hope node to route the received packet to BS. According to
the scenario presented, the timer of node B will be expired
first. When node B further relays the packet, node C could
not hear that packet, so upon timer expiration of node C, it
will also relay the same packet that is already sent by node B.
In this way the duplicate packet is routed to BS resulting in
degrading network lifetime.

4. EEHRT (Energy Efficient Technique
for Handling Redundant Traffic) in
Zone-Based Routing

EEHRT tackles the above scenario as follows. When node
A sends its data, it adds the packet ID and zone ID in its
buffer called “sent queue”. When node B becomes the next
hop node and relays the received packet after updating its
zoneID to 3, node A will also get the packet sent by node
B with zoneID 3. Afterward, A will compare the received
packet ID and its zone ID to its sent queue values. This is an
intimation for node A that the packet is successfully sent by
a node from the lower zone. After that, it will send a small
beacon message immediately in its vicinity so that the nodes
with active timers who could not hear the packet sent by B
due to out of the radio range of B could kill their timers and
drop the scheduled packet. After sending the short beacon
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Table 1: Simulation setup.

Serial # Type Parameters Values

1 Network

Sensing region 600 × 600m2
Node initial energy 3000mJ/battery

(Random 2.8J ∼ 3J)
Deployment Random

Number of Zones 10
Node Transmission Range 100m
Distance between zones 50m

2 Application

Data Packet 100 bytes
Broadcast packet 25 bytes
Packet header 25 bytes
Beacon packet 15 bytes

Carrier frequency 2.4 e+ 9
NAV 8 bits

Zone ID 4 bits
Node ID 4 bits

MAC protocol CSMA/CA (DCF)

3 Timer values

𝑡𝑔 (Guard time) 50 𝜇s
𝑡𝑙 (Listening time) 500 𝜇s
𝑡𝑏 (Back-off time) 500 𝜇s

(𝛼, 𝛽) (0.003, 0.001)

A

B
C

D

Zone 4E
F

G Zone 3

Zone 2

Zone 1

Sensing Region

BS

Figure 1: The selection of next hop node.

message by node A, it then clears its buffer. In this way, the
sent packet acknowledgment is also received. Furthermore,
confirmation is sent to those nodes that are located outside
the radio range of the relaying node to kill their timers and
delete the packets for further relaying. Through this way, the
RARZ routing is improved by eliminating the probability of
the duplicate packets generated in the network.

4.1. NetworkModel. Wehave assumed the samenetwork con-
figuration as used in [6, 9] with the following assumptions:

(1) All nodes are static w.r.t their position, i.e., immobile.

(2) BS position is flexible and can be setup either inside
or outside the sensing region.
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Figure 2: Redundant packet generation scenario.

(3) In a specified timeslot, each node can send its data to
BS.

(4) All the nodes in the network are homogenous in
nature with limited battery.

(5) The data sampling rate is fixed.

4.2. EEHRT Algorithmic Description. See Algorithm 1.

4.3. Message Types. We have defined different type of mes-
sages in our protocol. Detail and parameter value’s descrip-
tion is presented in Figure 3.

4.4. How EEHRT Works? In EEHRT a node may not always
be in listening state. A node may listen till it detects an
event or has data of other nodes to relay it to BS. Moreover,
for power saving, NAV (Network Allocation Vector) based
virtual channel sensing technique is used formedium sensing
and channel reservation for the current duration of the data
transmission. The virtual carrier-sensing is a logical concept
which does not let nodes sense the channel physically at the
air interface to conserve node battery. TheNAVfield specifies
the transmission time required for the frame, in which time
the medium will be busy.

In EEHRT the receiver node is not predetermined, which
contrasts with 802.11 standards. Hence, there is an additional
random backoff time 𝑡𝑏 required to ensure that potential
relaying nodes in the lower zone will not collide upon their
timer expiration.

In EEHRT, we give a random ID to each node in the
network. Every time a node sends or relays the data, it will

choose a newly generated ID as an originator ID, but the
message sequence number remains the same. This greatly
reduces the chance of sensor nodes in the locality choosing
same identifiers and then steadily colliding.

Whenever a node has outstanding data to transmit, the
node attempts to find an ultimate next hop node located
in the lower zone or immediate to next zone having high
energy, which could relay its data. This is in contrast with
IEEE 802.11 where a node attempts to transmit to a node
as decided beforehand by the routing algorithm. In EEHRT
source node does not need to discover the neighbors for data
transmission. Among the ultimate neighbors of the sender,
one node is selected on the fly as a next hop node that is
energy efficient and located closer to BS as compared to
rest of the neighbors without any prior routing, energy and
location information. We used the same routing strategy as
used in [6] except some changes to handle the duplicate
message created in RARZ routing. This is the main change
done in our protocol tomake the routing lightweight (i.e., less
routing control overhead).This is done based on location and
energy efficiency routing inwhich nodes do not need to know
their respective position as well as any prior information for
neighbor or route discovery mechanism.

The node that has data to send or relay the received
packet on its timer expiration waits for a guard time 𝑡𝑔
before attempting to transmit its data. Upon 𝑡𝑔 expiration or
freeing event of the channel, the node further waits for time
𝑡𝑙 (listening time) before transmitting. The guard time 𝑡𝑔 is
used to ensure that the channel status should be either busy or
idle. The additional random listening time 𝑡𝑙 is to ensure that
nodes do not transmit at the same time to avoid a collision
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Begin
Set MsgSeqNo← 0
Set SzoneID← -1
Set SMsgType← -1
For each node’s Schedule MSG
Set MsgType← 0

If Msg← OwnMsg then
Set MsgType← 1
Waits for a guard time 𝑡𝑔 // After the guard time expires or when the channel becomes free, then
Waits for a random listening time 𝑡𝑙 // Wait for time tl before the actual transmission
BroadCast Msg
Add zoneID, MsgSeqNo and MsgType into buffer

End if
If MsgType← 1 or 2 and Node← BS then
Set RecvPCKT← RecvPCKT + 1
Drop Msg

Else
If MsgScheduled == RcvMsgSeqNo then
If Recv zoneID < SzoneID and MsgType > = SMsgtype //SMsgType is the buffered value of MsgType
and SzoneID is buffered/stored zoneID
Set SeqNo←MsgRcvSeqNo
Set zoneID← SzoneID
Set MsgType← 3
BroadCast Beacon //Broadcast Beacon message
CANCEL Event
Drop Msg
Reset buffer to initial value
Else
If RcvPCKT zoneID < = ZoneID then
Drop Msg
Else
Schedule Msg for relaying by adding its own zoneID
Set MsgType← 2
End if

End if
If zoneID==RecvZoneID and SeqNo==MsgRcvSeqNo and MsgType == 3
Kill timer
Drop Msg

Reset the buffer
End if

End while
End

Algorithm 1: Pseudocode for EEHRT routing strategy.

which increases the data losses and greatly affects the network
throughput.

The next hop node avoids contention with other potential
next hop nodes in its vicinity by immediately choosing a
random backoff time 𝑡𝑏 and listening to the channel for
sending a packet with the same sequence number. After that,
it relays the received packet further with its own zoneID
and with a message type 2. This again is in contrast with
802.11 where there is only one receiver node determined by
the routing algorithm. This does not need any contention
between potential receiver nodes. However, in EEHRT mul-
tiple receivers in the lower zones contend to become the
ultimate potential next hop node. The EEHRT mechanism
is based on random access and based closely to 802.11. In
waiting period 𝑡𝑙, if next hop node hears the same packet

with the same sequence number with the correct zoneID and
message type from another next hop node or beacon from
the source node, it will immediately kill its timer, delete the
schedule packet, and immediately go back into the listener
state.

If the message is received successfully by another node
with a lower zoneID (which we call the next hop nodes),
then one of the receiving nodes in the lower zone relays
the received packet once its timer expired. The source node
will also hear that packet because it is in the vicinity of the
relaying node. The source node upon receiving the message
with the same sequence number and lower zoneID will know
that a node in the lower zone has relayed its data further.
This is an acknowledgment (ACK) for the sender node. This
is not a special ACK message but a copy of the lower zone
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Figure 3: Messages types defined in the simulation.

node relayed message which is received by the sender node
using the benefit of the wireless broadcast. This technique is
also called wireless broadcast advantage (WBA). Once this
message is correctly received by the source node, a short
beacon message with message type 3 with the same packet
sequence number and zoneID is quickly exchanged among
the next hop nodes by the sender node. This message is for
those nodes who could not hear the relaying node packet.
This is the same packet for which they are still waiting to
transmit it, i.e., their timer not elapsed yet. Upon receiving
this small beaconmessage, they will kill their timer and delete
the schedule packet and again go back to the listening state.
In this way, the only one copy of the data at each hop along
the routing path will be transmitted to the BS.

In EEHRT, once the sender node could not receive or hear
its packet from the lower zone node, this means that there is
no node in its vicinity (i.e., in lower zone) to further relays
its data. If it could not hear an ACK from the lower zone,
it will no more participate in the communication process
and will be considered dead. In our simulation setup, we
have not observed any situation where there is an isolation
of a region in the network at the time of node deployment,
i.e., the network topology is assumed completely dense in
the proposed technique. There is no need of the rebroadcast
packets as per the routing scheme used in EEHRT.When the
sender did not receive the same packet from the lower zone
node, this situation may happen especially when the network
is almost near to depletion stage, i.e., when most of the nodes
may deplete their energy, create holes, and make the network
sparse. This may occur only once when the last rounds of
communications in the network are in progress.

4.5. EEHRTRouting Illustration. TheEEHRT routing process
is illustrated graphically in Figure 4.

(a) Node S broadcasts its packet once the channel
becomes free. Nodes in zone 2 will receive the packet
and schedule it according to (1).

(b) Nodes in zone 2 will receive the packet and scheduled
it according to (1).

(c) Node A will become the potential next hop node
according to (1). When node A further relays the
packet, node S will receive the packet, but node B will

not receive it because it is out of the radio range of
node A.

(d) After getting the packet from node A, node S will
immediately broadcast a short beacon message with
same packet ID and its own zone ID with MsgType 3.

(e) As node B is in the radio range of S, once it hears the
beacon from the node S, it will cancel its timer and
remove the packet from its buffer

Through this way, the redundant packets generated in the
network are handled and only one copy of each packet is
routed to BS. This technique totally removes the redundant
packets from the network and ensures reliable data delivery in
the network without any extra control overhead using WBA
technique.

5. Simulation and Results

5.1. Energy Model. We have used the same energy consump-
tion model in EEHRT as used in [1, 6, 7, 9, 14].

5.2. Simulation Setup. EEHRT scheme is implemented and
evaluated in OMNET++, INET simulation Framework. Sim-
ulation parameters and their values are defined in Table 1.

Following parameters are defined in the simulation to
assess the performance of the EEHRT routing scheme:

(a) Measuring duplicate packets reception at BS.
(b) Measuring unique packets reception at BS.
(c) Calculating network lifetime (i.e., no. of nodes alive

over time).
(d) Average energy consumption in the system over time.
(e) Throughput (no. of messages successfully received at

BS)

Figure 5 shows a total number of packets successfully received
at BS in bothRARZandEEHRT. It is clearly depicted from the
results that EEHRT outperforms RARZ in terms of the total
number of messages received at BS and also it removes the
probability of the duplicated packets creation in the network.

As EEHRT completely removed the redundant packets
generation in the network, only a single copy of each packet is
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Figure 4: EEHRT working mechanism.
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Figure 5: Total versus duplicate packet reception at BS.

received at BS. As shown in Figure 6, it is clearly seen that the
total number of successfully received packets at BS is equal
against the unique packets’ reception at BS over time; hence,
EEHRT outperforms RARZ in terms of distinct messages
received at BS.

As in EEHRT, one short beacon message is introduced
in the RARZ algorithm which eliminated the chance of
duplicate packets creation in the network. All the redundant
packets are removed in the proposed technique which greatly
increases the overall network lifetime. Figure 7 shows a



10 Wireless Communications and Mobile Computing

200 400 600 800 1000
Simulation Time (s)

Total vs Distinct Packets Received at BS

RARZ
RARZ_DistMsgs

EEHRT
EEHRT_DistMsgs

0
500

1000
1500
2000
2500
3000
3500
4000
4500

M
es

sa
ge

s R
ec

ei
ve

d 
at

 B
S

Figure 6: Total versus distinct/unique packet reception at BS.
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Figure 7: No. of nodes alive over time.

tremendous average improvement of 35% in EEHRT against
RARZ routing in terms of overall network lifetime. This is
because EEHRT, instead of sending multiple copies of the
same packet, ensures a distinct copy of each packet received
at BS.

The average energy consumption in the system is shown
in Figure 8. As mentioned earlier that redundant packets
greatly affect the overall network lifetime and other scarce
resources like average consumption in the system over time.
EEHRT extends the network lifetime by decreasing the
energy consumed against the redundant packet’s creation and
their processing in the network because redundant packets
are unwanted trafficwhich greatly influences the node battery
lifetime. As shown in Figure 8, EEHRT outperforms RARZ
routing by an improvement of overall 28% of energy effi-
ciency in the network.

The number of data packets successfully received at BS
is shown in Figure 9. As per the previous results evaluation,
it is generally seen that redundant packets and extra control
overhead ofACKpackets greatly decrease the overall network
lifetime and throughput. As in EEHRT, we removed the
concept of duplicate packets creation and their processing
the network. This greatly affects the overall throughput of the
network. Figure 9 clearly shows that EEHRT performs better

against RARZ when the total number of messages received
at BS is high. An improvement in throughput is seen in a
simulation which is 10% high against RARZ routing and 25%
improvements against RARZ in unique packet reception at
BS.

6. Conclusion

A novel data delivery technique called EEHRT for wireless
sensor networks is proposed in this work. It divides the
network into static zones by eliminating the control over-
head and hence extends the network lifetime. The proposed
protocol is a stateless protocol which is completely tableless
and nonposition based. Energy efficient nodes in the network
are used for data relaying purpose. This results in even
distribution of energy consumption and avoids depletion of
node’s energy in a path. It also ensures distinct data copies
of the messages received at the BS by removing the concept
of duplicate packets generation in the network. Duplicate
packet generation greatly affects the overall network lifetime
and data throughput. Moreover, it handles acknowledgment
without sending any special ACK packet to the sender by
using wireless broadcast advantage (WBA), which signifi-
cantly reduces the control overhead in the routing process.
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Figure 9: Network throughput.

The energy efficiency and ease of deployment make EEHRT
a reliable data delivery protocol for wireless sensor networks.
Simulation results show that EEHRT achieved 28% improve-
ment in energy efficiency, 35% increase in overall network
lifetime, 10% and 25% improvements in data throughput
against total and distinct packet reception at BS respectively,
and 100% reduction in redundant packets generation and
propagation in the network against the RARZ routing.

Data Availability

No data were used to support this study. We have conducted
the simulations to evaluate the performance of EEHRT and
RARZ protocol. However any query about the research
conducted in this paper is highly appreciated and can be
asked from the principal author (Rab Nawaz Jadoon) upon
request.
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