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A total of 19 manuscripts were received in the final edition
of this special issue, and only 8 of these were accepted. �is
issue covers two frontier topics that areCyber-Physical-Social
Systems (CPSS) and security. �is special issue started since
we notice that Cyber-Physical-Social Systems (CPSS) include
the cyber world, physical world, social world, and their
integrations such as the CPS/IoT (the integration of the cyber
world and physical world) and the social computing (the
integration of the cyber world and the social world), while
any of the three suffers tremendous of threats on security.�e
ultimate goal of CPSS is to provide proactive and personal
services for humans. Accordingly, one of the most important
concerns of CPSS is to protect sensitive or private data,
guarantee user privacy, and ensure the system trustworthy.
CPSS security, privacy, and trust as a new research and
development field require further development and advances
of the corresponding models and methodologies for effective
connections among physical, cyber, and social worlds.

�e received manuscripts cover all involved worlds in
CPSS and most challenging attacks that would meet in CPSS.
We selected 8 papers that are well structured, written, and
contributive for CPSS security issue.

As the fundamental of CPSS, sensors always act as
hardware support that connects data of physical world to
human being. However, both security guarantee and energy
consumption constrain the developments of sensors in CPSS
while privacy data may involve, for example, camera and e-
health. C. A. Lara-Nino et al. explore the effects of authenti-
cated encryption to hardware implementation in the physical
world phase and accordingly present generic composition
of authenticated encryption on FPGA chips, which brings
lightweight cryptography with lowered power consumption.

Additionally, W. Qiang et al. propose P-CFI, a fine-grained
Control-Flow Integrity (CFI) method, to protect CPS against
memory-related attacks. �ey choose points-to analysis to
construct the legitimate target set for every indirect call cite
and check whether the target of the indirect call cite is in the
legitimate target set at runtime.

On an orthogonal direction, J. Hingant et al. introduce
HYBINT, an enhanced intelligence system that provides the
necessary decision-making support for an efficient critical
infrastructures protection by combining the real-time situa-
tion of the physical and cyber domains in a single visualiza-
tion space. HYBINT is a real cross-platform solution which
supplies, through Big Data analytical methods and advanced
representation techniques, hybrid intelligence information
from significant data of both physical and cyber data sources
in order to bring an adequate hybrid situational awareness
(HSA) of the cyber-physical environment. �e HYBINT
system consists of three main modules: Data Gathering
Modules, Data Analysis Modules, and Data Visualization
Module. In another article, Y. Zhu et al. propose an approx-
imate Fast privacy-preserving equality Test Protocol (FTP),
which can securely complete string equality test and achieve
high running efficiency at the cost of little accuracy loss.
�ey strictly analyze the accuracy of our proposed scheme
and formally prove its security. Additionally, they leverage
extensive simulation experiments to evaluate the running
cost, which confirms its high efficiency.

Z. Ma et al. consider privacy issues related to the social
world and construct a personalized and continuous location
privacy-preserving framework calledGLPP in account linked
platforms with different LBSs (Location-Based Services). �e
framework GLPP obfuscates every location in local search
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before submission and performs better than initial protection
in accuracy, certainty, and correctness. Meanwhile it can also
provide a good user experience without much loss in location
utility.

�e remaining articles show more interests on crypto-
graphic techniques.

In application layer, data security and privacy are themost
serious issues that would raise great concerns from users
when they adopt cloud systems to handle data collaboration.
However, different cryptographic techniques are deployed in
different cloud service providers, which make cross-cloud
data collaboration to be a deeper challenge. Q. Huang et
al. discuss the challenge and the possible solution based
on conditional proxy reencryption and then realize the
solution through an adaptive secure cross-cloud data col-
laboration scheme with identity-based cryptography (IBC)
and proxy reencryption (PRE) techniques. �e leverage of
those cryptographic technologies brings the cyber world in
CPSS with data confidentiality and flexible data migration
among ciphertexts encrypted in identity-based encryption
manner and ciphertexts encrypted in identity-based broad-
cast encryptionmanner. Another article concentrates on real-
time encrypted transmission for devices in IoT. C.Wang et al.
introduce an instant encrypted transmission based security
scheme for devices in IoTwhich guarantees both security and
instant responses for IoT data with bilinear pairing and ID-
based signature.

�ere are also researches on Blockchain, a popular topic
in security area.

When a popular technology, for instance, Blockchain,
involves in CPSS, we definitely wonder sparkles would
appear. Will it conquer challenges of security and privacy to
IoT entities? Blockchain (BC) technology, which underpins
the cryptocurrency Bitcoin, has played an important role
in the development of decentralized and data intensive
applications running on millions of devices. In this paper,
C. Qu et al. propose a framework with layers, intersect, and
self-organization Blockchain Structures (BCS) to establish
the relationship between IoT and BC for device credibility
verification. �is new framework demonstrates the validity
of the proposed credibility verification method, as well as
enhancement in storage expenses and response time.

�erefore, in our opinion, this special issue brings novel
and comprehensive insights into the essential techniques
for Security, Privacy, and Trust for Cyber-Physical-Social
Systems. We hope that this information will contribute to
develop CPSS more secure and reliable.
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Privacy-preserving string equality test is a fundamental operation of many algorithms, including privacy-preserving authentication
in Internet ofThings (IoT). Existing secure equality test schemes can theoretically achieve string equality comparison and preserve
the private strings. However, they suffer from heavy computation and communication cost, especially while the strings are of
hundreds of bits or longer, which is not suitable for IoT applications. In this paper, we propose an approximate Fast privacy-
preserving equality Test Protocol (FTP), which can securely complete string equality test and achieve high running efficiency at the
cost of little accuracy loss. We strictly analyze the accuracy of our proposed scheme and formally prove its security. Additionally,
we leverage extensive simulation experiments to evaluate the running cost, which confirms our high efficiency; for instance, our
proposed FTP can securely compare two 256-bit strings within 0.7 seconds on ordinary laptops.

1. Introduction

In recent years, with the growth of privacy concern, privacy-
preserving computation [1–4] receives increasing attention,
since various privacy-preserving computation schemes can
support computation on private data while keeping the pri-
vacy of the involved data. Sensitive data collection and analy-
sis over the encrypted data become the current trend [5–12].
Based on this situation, Privacy-preserving Equality Test
(PET) aims at securely comparing two binary strings which
are privately held by two parties. That is, by PET scheme,
two participants can securely work out whether their binary
strings are exactly equal or not; meanwhile each participant
can obtain no useful information about the private binary
string of the other participant; even two strings are the same.
PET is a significant basic building ofmany privacy-preserving
schemes, such as privacy-preserving authentication [13–
15], secure comparison of biological characteristics [16–18],
privacy-preserving machine learning [19–21], secure cost
comparison in wireless network [22, 23], privacy-preserving
threshold schema in recommendation systems [3], attribute

comparison in attribute-based encryption [24–26], and
secure query in cloud [27, 28]. For example, Internet-of-
Things (IoT) applications may authenticate users in privacy-
preserving manner. For completing the authentication, a user
needs to submit his/her authentication credential to IoT
system, and the system decides whether the user is legal or
not by comparing the user’s authentication credential with
authentication information stored in the system database. As
privacy concern, the user cannot reveal his/her authentica-
tion credential to the system, and the latter can just access
them in encrypted form.Meanwhile, to protect the privacy of
the IoT system, any user cannot learn useful information of
database stored in the IoT system. This dilemmatic problem
can be solved by employing a PET protocol.

As its wide applications, several works have devoted
to PET recently. Nateghizad et al.’s scheme [29], denoted
as NEL16, is the state-of-the-art approach to achieve PET,
which is also the most efficient PET method up to now.
NEL16 can be viewed as an improved method of Lipmaa
and Toft’s PET scheme in [30] denoted as LT13. In LT13
[30], Lipmaa and Toft compute the Hamming distance of
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two private binary strings in encrypted form. Then, they
generate a Lagrange interpolating polynomial that outputs0 if the input equals 0 and outputs 1 otherwise. Finally,
the comparison result is figured out in encrypted form by
securely evaluating the Lagrange interpolating polynomial
with encrypted Hamming distance as input. Compared to
LT13, NEL16 further computes the number of “1” of binary
representation of the Hamming distance in encrypted form
and uses the number of “1”, instead of the Hamming distance,
to evaluate the Lagrange interpolating polynomial. Suppose
binary representation of the Hamming distance has 𝑡 bits.
The number of “1” must be not bigger than 𝑡, which can
be represented by using just ⌈log2𝑡⌉ bits. While 𝑡 ⩾ 2, it
always has 𝑡 > ⌈log2𝑡⌉. Thus, NEL16 requires a lower-degree
Lagrange polynomial and can reduce running time. However,
NEL16 still cannot achieve practical running efficiency, since
computing the number of “1” in encrypted form is also time-
consuming. As shown in [29], while implementing them on
a Linux machine of 64-bit microprocessor and 8 GB RAM
to compare two 256-bit binary strings, LT13 and NEL16 both
cost tens of seconds. Therefore, existing PET schemes still
suffer from low efficiency.

In this paper, we propose a new PET scheme, named Fast
privacy-preserving equality Test Protocol (FTP), which has
high efficiency at the cost of little error rates. In FTP, we
randomly convert the original binary strings into shorter
ones, then the shorter binary strings are securely compared
to decide whether the original ones are the same, by which
we can dramatically reduce both computation cost and com-
munication overheads. Although FTP just compares shorter
strings, we can ensure the comparison result is exactly correct
if the original binary strings are the same or they have an
odd number of different bits, and the comparison result has
low false-positive rates while they have an even number of
different bits. For data privacy, our proposed FTP can achieve
provable security, and no private information is disclosed
throughout the protocol. In general, our main contributions
in this paper can be summarized as follows:

(i) We propose a Fast privacy-preserving equality Test
Protocol, named FTP, which can achieve much high
running efficiency than the state-of-the-art PET
schemes. FTP can guarantee an exactly correct com-
parison result while the involved binary strings are the
same or have an odd number of different bits and has
a low false-positive rate if the compared strings have
an even number of different bits.

(ii) We formally prove the security of FTP and can guar-
antee noprivacy is disclosed throughout the proposed
protocol.

(iii) We strictly analyze the accuracy loss of FTP and lever-
age extensive experiments to evaluate the running
cost. The results indicate that FTP is highly accurate
and can dramatically reduce running cost.

The rest of this paper is organized as follows. In Section 2,
we describe preliminaries and system model. In Section 3,
we present our approximate fast privacy-preserving equality
test in detail and theoretically analyze its accuracy loss. In

Section 4, we formally prove the security of our scheme,
evaluate our running efficiency, and compare our scheme
with previous ones. In Section 5, we simply review the related
work. At last, we conclude this paper in Section 6.

2. System Model and Preliminaries

2.1. Paillier Encryption System. In [31], Paillier proposes a
probabilistic public key encryption scheme with semantic
security (Indistinguishability underChosen-PlaintextAttack,
IND-CPA). Its steps are concisely described as follows.

Key Generation. Select two large enough primes 𝑝 and 𝑞.
Then, the secret key 𝑠𝑘 is 𝜆 = lcm(𝑝 − 1, 𝑞 − 1), i.e., the least
commonmultiple of𝑝−1 and 𝑞−1.The public key𝑝𝑘 is (𝑛, 𝑔),
where 𝑛 = 𝑝𝑞 and 𝑔 ∈ Z∗𝑛2 such that gcd(L(𝑔𝜆mod 𝑛2), 𝑛) =1, that is, the maximal common divisor of L(𝑔𝜆mod 𝑛2), and𝑛 equals 1. Here, L(𝑥) = (𝑥 − 1)/𝑛.

Encryption. Let 𝑚0 be a number in plaintext space Z𝑛.
Select a random 𝑟 ∈ Z∗𝑛 as the secret parameter, then the
ciphertext of𝑚0 is 𝑐0 = 𝑔𝑚0𝑟𝑛mod 𝑛2.

Decryption. Let 𝑐0 ∈ Z𝑛2 be a ciphertext. The plaintext
hidden in 𝑐0 is

𝑚0 = L (𝑐𝜆0mod 𝑛2)
L (𝑔𝜆mod 𝑛2)mod 𝑛. (1)

In Paillier encryption system, it obviously has

E𝑝𝑘 (𝑚1, 𝑟1) ∗ E𝑝𝑘 (𝑚2, 𝑟2)
= E𝑝𝑘 (𝑚1 + 𝑚2, 𝑟1 ∗ 𝑟2)mod 𝑛2 (2)

where E𝑝𝑘(𝑚, 𝑟) denotes the encrypted result of 𝑚 using
public key 𝑝𝑘 and random secret parameter 𝑟. That is, the
product of ciphertexts of𝑚1 and𝑚2 is a ciphertext of𝑚1+𝑚2.
Thus, Paillier encryption scheme is additively homomorphic.
Further, for any 𝑘 ∈ Z𝑛, there is

E𝑝𝑘 (𝑚, 𝑟)𝑘 = E𝑝𝑘 (𝑘 ∗ 𝑚, 𝑟𝑘)mod 𝑛2, (3)

i.e., the 𝑘-th power of E𝑝𝑘(𝑚, 𝑟) is a ciphertext of 𝑘 ∗ 𝑚.
Besides, Paillier cryptosystem has the self-blinding prop-

erty as it is a probabilistic encryption. For any plaintext 𝑚 ∈
Z𝑛, it has E𝑝𝑘(𝑚, 𝑟1) ∗ 𝑟𝑛2 = E𝑝𝑘(𝑚, 𝑟1𝑟2)mod 𝑛2 and 𝑚 =
D𝑠𝑘(E𝑝𝑘(𝑚, 𝑟1)) = D𝑠𝑘(E𝑝𝑘(𝑚, 𝑟1)), in which D𝑠𝑘(⋅) denotes the
corresponding decryption function.

Paillier encryption system is a significant secure basic
tool of our scheme, which will be utilized to encrypt private
data and support necessary computation. For simplicity, we
use ⟦𝑚⟧ to denote the ciphertext of 𝑚 encrypted by Paillier
cryptosystem, while the random parameter 𝑟 is no need to be
pointed out.

2.2. System Model. In this paper, we consider privacy-
preserving user authentication in IoT. A user (named Bob)
submits a 𝑢-bit authentication credential to system (named
Alice), and the system decides whether the user is legal or
not by comparing Bob’s authentication credential with the
authentication information stored in the system database.



Security and Communication Networks 3

As privacy concern, Bob cannot reveal the authentication
credential and authentication result to Alice, and Alice just
obtains them in encrypted form. Meanwhile, to protect the
privacy of Alice, Bob cannot learn any information of Alice’s
database. This dilemmatic problem can be seen as a privacy-
preserving equality test (PET) problem as follows.

Privacy-Preserving Equality Test (PET) Problem. PET
involves two parties: Alice and Bob. Alice privately hold𝑢-bit binary strings 𝑥 = (𝑥1, 𝑥2, ⋅ ⋅ ⋅ , 𝑥𝑢) and Bob 𝑦 =(𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑢). Here, 𝑥 and 𝑦 can be also considered as two
integers that belong to [0, 2𝑢 − 1]. Besides, Bob has a public
key pair (𝑝𝑘, 𝑠𝑘) of Paillier encryption system, where 𝑝𝑘 is
public key and 𝑠𝑘 is secret key.Theywant to securely compare𝑥 and 𝑦 such that only Alice obtains the comparison result in
encrypted form; i.e., Alice gains ⟦𝜃⟧ in which

𝜃 = {{{
1, if 𝑥 = 𝑦,
0, otherwise. (4)

Additionally, 𝑥 should be privately kept to Alice throughout
the protocol, and Bob’s private string 𝑦 cannot be disclosed
to Alice or anybody else. Neither Alice nor Bob can learn the
real value of 𝜃.
2.3. Security Model. In this paper, we assume that the
participants Alice and Bob are semihonest. It means that
each participant follows the protocol correctly but records
all the received information in the protocol to infer as much
information about the private data of the other participant
as possible. In [32], Goldreich gives a formal definition
of security against semihonest adversaries, which can be
described as follows.

Definition 1 (privacy under semi-honest model [32]). Let𝑓(𝑥, 𝑦) be a functionality and 𝑓1(𝑥, 𝑦) (resp. 𝑓2(𝑥, 𝑦)) denote
the first (resp., second) element of 𝑓(𝑥, 𝑦). Let Π be a two-
party protocol for computing 𝑓(𝑥, 𝑦) such that the first (resp.,
second) party obtains 𝑓1(𝑥, 𝑦) (resp., 𝑓2(𝑥, 𝑦)). The view
of the first (resp., second) party during an execution of Π
on (𝑥, 𝑦), denoted as 𝑉𝐼𝐸𝑊1(𝑥, 𝑦) (resp., 𝑉𝐼𝐸𝑊2(𝑥, 𝑦)), is(𝑥, 𝑟, 𝑚1, ⋅ ⋅ ⋅ , 𝑚𝑡) (resp., (𝑦, 𝑟,𝑚1, ⋅ ⋅ ⋅ , 𝑚𝑡)), where𝑥 (resp.,𝑦)
represents the input of the first (resp., second) party, 𝑟 repre-
sents its random number, and𝑚𝑖 represents the 𝑖-th message
it has received. We say that protocol Π privately computes
function 𝑓, i.e.,Π is secure against semihonest adversaries, if
there exist probabilistic polynomial-time algorithms 𝑆1 and𝑆2, such that

𝑆1 (𝑥, 𝑓1 (𝑥, 𝑦)) 𝑐≡ (𝑉𝐼𝐸𝑊1 (𝑥, 𝑦)) (5)

𝑆2 (𝑦, 𝑓2 (𝑥, 𝑦)) 𝑐≡ (𝑉𝐼𝐸𝑊2 (𝑥, 𝑦)) (6)

where
𝑐≡ represents computational indistinguishability.

2.4. Design Goal. For PET problem shown in Section 2.2, we
aim at proposing a new solution to achieve the following
security and performance goals.

(i) HighAccuracy.Theprotocol should arrive at a correct
output with high probability while both participants
exactly follow the protocol steps. That is, the solution
should be of high accuracy to output a correct
comparison result.

(ii) Input Privacy. Throughout the protocol, each bit of
the private inputs 𝑥 and 𝑦 should be known to its
owner only. That it, any useful information about 𝑥
cannot be disclosed to Bob, and 𝑦 cannot be revealed
to Alice.

(iii) Result Privacy. Both users cannot get the value of
result 𝜃 in plaintext, and only Alice can obtain the
encrypted output ⟦𝜃⟧ which is encrypted by Bob’s
public key.

(iv) Efficiency. The protocol needs to employ a sublinear
number of public key encryption and decryption such
that it can achieve high running efficiency even while𝑥 and 𝑦 are of hundreds of bits.

2.5. Review of LT13 Scheme. In this following, we will simply
introduce the previous PET schemes LT13 [30].

Generally, LT13 consists of two stages: (1) Computing
the encrypted Hamming distance ⟦𝑑⟧ between 𝑥 and 𝑦 such
that only Alice learns ⟦𝑑⟧. During the first stage, Bob uses
the public key 𝑝𝑘 to encrypt his private bit 𝑦𝑖 for 𝑖 = 1
to 𝑢 and sends each ⟦𝑦𝑖⟧ to Alice. Then, based on (7) and
the additively homomorphic property of Paillier encryption
scheme,

𝑥𝑖 ⊕ 𝑦𝑖 = {{{
1 − 𝑦𝑖, if 𝑥 = 1,
𝑦𝑖, if 𝑥 = 0. (7)

Alice can obtain the encrypted Hamming distance ⟦𝑑⟧ =∏𝑢𝑖=1⟦𝑥𝑖 ⊕ 𝑦𝑖⟧ where ⟦𝑥𝑖 ⊕ 𝑦𝑖⟧ = ⟦1⟧ ∗ ⟦𝑦𝑖⟧−1 if 𝑥𝑖 = 1 and⟦𝑥𝑖 ⊕ 𝑦𝑖⟧ = ⟦𝑦𝑖⟧ if 𝑥𝑖 = 0.(2) Computing the final result ⟦𝜃⟧ which is also known
to Alice only. To this end, they first select a 𝑢-degree public
Lagrange interpolation polynomial 𝐹(𝑧) = ∑𝑢𝑖=0 𝛼𝑖𝑧𝑖 that
satisfies 𝐹(1) = 1, 𝐹(2) = 𝐹(3) = ⋅ ⋅ ⋅ = 𝐹(𝑢 + 1) = 0.

Namely, we can correctly attain the output by setting 𝜃 =𝐹(𝑑+1), since 0 ⩽ 𝑑 ⩽ 𝑙. Second, Alice sets ⟦𝐷⟧ = ⟦𝑑⟧∗⟦1⟧,
i.e., 𝐷 = 𝑑 + 1, and ⟦𝑤⟧ = ⟦𝐷⟧𝑆 where 𝑆 = 𝑅−1mod 𝑛, 𝑅 is
randomly selected from Z∗𝑛 , and 𝑛 is the large integer in the
public key. After that, ⟦𝑤⟧ will be sent to Bob, who decrypts𝑤, encrypts 𝑤𝑖, and returns the ciphertext ⟦𝑤𝑖⟧ to Alice for
𝑖 = 2, 3, ⋅ ⋅ ⋅ , 𝑢. Finally, Alice can gain ⟦𝐷𝑖⟧ = ⟦𝑤𝑖⟧𝑅𝑖 and⟦𝐹(𝐷)⟧ = ⟦𝛼0⟧ ∗ ⟦𝐷⟧𝛼1 ∗ ∏𝑢𝑖=2⟦𝐷𝑖⟧, which is exactly ⟦𝜃⟧
because 𝜃 = 𝐹(𝑑 + 1) = 𝐹(𝐷).

As can be seen, for a larger 𝑙, LT13 needs more compu-
tation and communication cost. While 𝑢 = 256, LT13 uses
tens of seconds [29], which is far away from being practical.
In this paper, we will introduce a new PET scheme which can
reduce the number of invoking Paillier encryption system and
thus dramatically lessen running cost at the expense of small
accuracy loss.
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3. Privacy-Preserving Equality Test

Assume 𝑟 = (𝑟1, 𝑟2, ⋅ ⋅ ⋅ , 𝑟𝑢) is a uniform random vector from{1, −1}𝑢. For two binary strings 𝑥 = (𝑥1, 𝑥2, ⋅ ⋅ ⋅ , 𝑥𝑢) and𝑦 = (𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑢), if setting 𝑑 = ∑𝑢𝑖=1 𝑟𝑖(𝑥𝑖 − 𝑦𝑖)2, we have
the following observations. Here, we use Δ𝑥𝑦 to denote the
number of different bits of 𝑥 and 𝑦. It is easy to say 0 ⩽ Δ𝑥𝑦 ⩽𝑢.
Observation 1. If 𝑥 = 𝑦, then 𝑑 always equals 0.
Proof. While 𝑥 = 𝑦, each 𝑥𝑖 − 𝑦𝑖 equals 0; thus 𝑑 ≡ 0.
Observation 2. If 𝑥 ̸= 𝑦 and Δ𝑥𝑦 is odd, then it must be 𝑑 ̸= 0.
Proof. Without loss of generality, we assume the firstΔ𝑥𝑦 bits
of 𝑥 and 𝑦 are different from each other. That is, 𝑥𝑖 ̸= 𝑦𝑖 for𝑖 = 1 to Δ𝑥𝑦, and 𝑥𝑖 = 𝑦𝑖 for 𝑖 = Δ𝑥𝑦 + 1 to 𝑢.

In this case, (𝑥𝑖−𝑦𝑖)2 = 1 for 𝑖 = 1 toΔ𝑥𝑦 and (𝑥𝑖−𝑦𝑖)2 = 0
for 𝑖 = Δ𝑥𝑦 + 1 to 𝑢. Then, 𝑑 = ∑Δ𝑥𝑦𝑖=1 𝑟𝑖, in which each 𝑟𝑖 ∈{1, −1}. Since Δ𝑥𝑦 is odd, the number of 𝑟𝑖 = 1 is impossibly
equal to that of 𝑟𝑖 = −1.

Therefore, it must be 𝑑 = ∑Δ𝑥𝑦𝑖=1 𝑟𝑖 ̸= 0, which completes
the proof.

Observation 3. If 𝑥 ̸= 𝑦 and Δ𝑥𝑦 is even, suppose Δ𝑥𝑦 =2𝑘 (obviously, 0 < 𝑘 ⩽ ⌊𝑢/2⌋), then 𝑑 = 0 with the
probability (2𝑘)!/(4𝑘∗(𝑘!)2), and correspondingly 𝑑 ̸= 0with
the probability (1 − (2𝑘)!/(4𝑘 ∗ (𝑘!)2)).
Proof. Without loss of generality, we assume that 𝑥𝑖 ̸= 𝑦𝑖 for𝑖 = 1 to 2𝑘 and 𝑥𝑖 = 𝑦𝑖 for 𝑖 = 2𝑘 + 1 to 𝑢. Then, (𝑥𝑖 − 𝑦𝑖)2 = 1
for 𝑖 = 1 to 2𝑘 and (𝑥𝑖 − 𝑦𝑖)2 = 0 for 𝑖 = 2𝑘 + 1 to 𝑢. Further,
we have 𝑑 = ∑2𝑘𝑖=1 𝑟𝑖.

Let 𝜆1, 𝜆−1 denote the number of 𝑟𝑖 = 1, 𝑟𝑖 = −1,
respectively, for 𝑖 = 1 to 2𝑘. Then, 𝑑 = 𝜆1 − 𝜆−1. Hence,𝑑 = 0 iff 𝜆1 = 𝜆−1. As 𝑟𝑖 is uniformly randomly selected
from {1, −1}, the probability of 𝜆1 = 𝜆−1 is ( 2𝑘𝑘 ) /22𝑘, where( 2𝑘𝑘 ) denotes 2𝑘 choose 𝑘. Then, the probability of 𝑑 ̸= 0 is( 2𝑘𝑘 ) /22𝑘 = (2𝑘)!/(4𝑘 ∗ (𝑘!)2).Accordingly, the probability of𝑑 ̸= 0 is

1 − ( 2𝑘𝑘 )22𝑘 = 1 − (2𝑘)!
4𝑘 ∗ (𝑘!)2 . (8)

It completes the proof.

Observations 1, 2, and 3 show we can approximatively
determine 𝑥 = 𝑦 by comparing 𝑑 and 0. Besides, we have

𝑑 = 𝑢∑
𝑖=1

𝑟𝑖 (𝑥𝑖 − 𝑦𝑖)2 = 𝑢∑
𝑖=1

𝑟𝑖 (𝑥𝑖 − (2𝑥𝑖 − 1) 𝑦𝑖)

= 𝑢∑
𝑖=1

𝑟𝑖𝑥𝑖 − 𝑢∑
𝑖=1

(𝑟𝑖 (2𝑥𝑖 − 1)) 𝑦𝑖,
(9)

since 𝑥2𝑖 = 𝑥𝑖 and 𝑦2𝑖 = 𝑦𝑖. Then, we can get an approximative
scheme for securely comparing 𝑥 and 𝑦 with high efficiency
as follows.

Basic Approach. Alice selects 𝑢 numbers 𝑟𝑖 ∈ {1, −1}
uniformly at random and computes 𝐴 = ∑𝑢𝑖=1 𝑟𝑖𝑥𝑖. Then,
Alice sets a 𝑢-bit binary vector 𝑠 = (𝑠1, 𝑠2, ⋅ ⋅ ⋅ , 𝑠𝑢) where𝑠𝑖 = 1 if 𝑟𝑖(2𝑥𝑖 − 1) = 1 and 𝑠𝑖 = 0 otherwise and sends𝑠 to Bob. While receiving 𝑠, Bob can locally compute 𝐵 =∑𝑢𝑖=1(2𝑠𝑖 − 1)𝑦𝑖. Finally, Alice and Bob utilize LT13 [30] to
securely compare private numbers 𝐴 and 𝐵 such that Alice
gains ⟦𝐴 = 𝐵⟧, i.e., Alice obtains ⟦1⟧ if 𝐴 = 𝐵 and ⟦0⟧
otherwise.

As 𝑥𝑖 ∈ {0, 1}, it has (2𝑥𝑖 − 1) ∈ {1, −1} and 𝑟𝑖(2𝑥𝑖 − 1) ∈{1, −1}. For the security Bob cannot learn any information
about 𝑥𝑖 from 𝑠, because 𝑟𝑖 is uniformly randomly selected
from {1, −1}. Since 2𝑠𝑖 − 1 = 𝑟𝑖(2𝑥𝑖 − 1), thus 𝐵 = ∑𝑢𝑖=1(2𝑠𝑖 −1)𝑦𝑖 = ∑𝑢𝑖=1(𝑟𝑖(2𝑥𝑖 − 1))𝑦𝑖. Hence, 𝑑 = 0 iff 𝐴 = 𝐵. That is,
the basic scheme substantially determines 𝑥 = 𝑦 by checking𝑑 = 0. We will analyze accuracy of the basic approach in
Theorem 2.

Due to |𝐴|, |𝐵| ⩽ 𝑢; thus 𝐴 and 𝐵 can be represented by
using ⌈log2𝑢⌉+1 bits, inwhich ⌈log2𝑢⌉bits represent the value
of |𝐴|, |𝐵| and one bit is used to denote their sign.While𝑢 ⩾ 4,
it always is ⌈log2𝑢⌉ + 1 < 𝑢. For example, when 𝑢 = 256,
we have ⌈log2𝑢⌉ + 1 = 9. Therefore, our basic scheme can
dramatically reduce the running cost.

Theorem 2. For Alice and Bob’s binary strings 𝑥 =(𝑥1, 𝑥2, ⋅ ⋅ ⋅ , 𝑥𝑢) and 𝑦 = (𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑢), when 𝑥 ̸= 𝑦, let the
probability ofΔ𝑥𝑦 = 𝑖 be 𝑞𝑖 for 𝑖 = 1, 2, ⋅ ⋅ ⋅ , 𝑢, where 0 ⩽ 𝑞𝑖 ⩽ 1
and ∑𝑢𝑖=1 𝑞𝑖 = 1. Namely, 𝑞𝑖 denotes the condition probability
Pr(Δ𝑥𝑦 = 𝑖 | 𝑥 ̸= 𝑦). For simplicity, suppose each 𝑞𝑖 is identical,
i.e., each 𝑞𝑖 = 1/𝑢. Then, for the basic scheme, we have(1) if 𝑥 = 𝑦, the basic approach always arrives at a correct
result, i.e., Alice always gains ⟦1⟧.(2) if 𝑥 ̸= 𝑦, the basic approach returns a false result (i.e.,
Alice gains ⟦1⟧) with the condition probability Pr(𝑑 = 0 | 𝑥 ̸=𝑦) in average, and correspondingly the basic scheme returns a
correct result (i.e., Alice gains ⟦0⟧) with the probability Pr(𝑑 ̸=0 | 𝑥 ̸= 𝑦) = 1 − Pr(𝑑 = 0 | 𝑥 ̸= 𝑦). Besides, it has

Pr (𝑑 = 0 | 𝑥 ̸= 𝑦) = ⌊𝑢/2⌋∑
𝑖=1

(2𝑖)!
𝑢 ∗ 4𝑖 ∗ (𝑖!)2 . (10)

To simplify, we use 𝐸0 to denote the probability Pr(𝑑 = 0 | 𝑥 ̸=𝑦), i.e., 𝐸0 = Pr(𝑑 = 0 | 𝑥 ̸= 𝑦).
Proof. (1) If 𝑥 = 𝑦, it always has 𝑑 = 0 according to
Observation 1. As 𝑑 = 𝐴 − 𝐵, then 𝐴 = 𝐵 holds. Thus, Alice
will gain ⟦1⟧, i.e., the basic scheme will get an exactly correct
result.(2) If 𝑥 ̸= 𝑦, the correct result is ⟦0⟧. Thus, the basic
will correctly complete the comparison only when 𝐴 ̸= 𝐵.
According to (9), we have 𝐴 ̸= 𝐵 iff 𝑑 ̸= 0. Hence, in
this situation, the probability that the basic scheme returns
a correct result equals the condition probability Pr(𝑑 ̸= 0 |𝑥 ̸= 𝑦). Correspondingly, the basic scheme returns a false
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result with the probability Pr(𝑑 = 0 | 𝑥 ̸= 𝑦). Since Δ𝑥𝑦
may be 1 to 𝑢 while 𝑥 ̸= 𝑦, then Pr(𝑑 = 0 | 𝑥 ̸= 𝑦) =∑𝑢𝑖=1 Pr(𝑑 = 0 | Δ𝑥𝑦 = 𝑖)Pr(Δ𝑥𝑦 = 𝑖 | 𝑥 ̸= 𝑦). On account
of Observation 2, if Δ𝑥𝑦 is odd, it always has 𝑑 ̸= 0, i.e., the
probability Pr(𝑑 = 0 | Δ𝑥𝑦 = 𝑖) = 0 for each odd 𝑖. Besides
each Pr(Δ𝑥𝑦 = 𝑖 | 𝑥 ̸= 𝑦) = 1/𝑢; therefore,
Pr (𝑑 = 0 | 𝑥 ̸= 𝑦)
= ⌊𝑢/2⌋∑
𝑖=1

Pr (𝑑 = 0 | Δ𝑥𝑦 = 2𝑖)Pr (Δ𝑥𝑦 = 2𝑖 | 𝑥 ̸= 𝑦)

= ⌊𝑢/2⌋∑
𝑖=1

Pr (𝑑 = 0 | Δ𝑥𝑦 = 2𝑖)𝑢 .
(11)

Observation 3 has shown Pr(𝑑 = 0 | Δ𝑥𝑦 = 2𝑖) =
(2𝑖)!/(4𝑖 ∗ (𝑖!)2). As a result,

Pr (𝑑 = 0 | 𝑥 ̸= 𝑦) = ⌊𝑢/2⌋∑
𝑖=1

(2𝑖)!
𝑢 ∗ 4𝑖 ∗ (𝑖!)2 , (12)

which completes the proof.

Theorem 3. Let the functions 𝑔(), 𝑓() be
𝑔 (𝑘) = (2𝑘)!

4𝑘 ∗ (𝑘!)2 ,

𝑓 (𝑢) = ⌊𝑢/2⌋∑
𝑖=1

(2𝑖)!
𝑢 ∗ 4𝑖 ∗ (𝑖!)2 ,

(13)

where 𝑘 ⩾ 1, 𝑢 ⩾ 16, and 𝑖 and 𝑢 are integers. We have(1) 𝑔(𝑘) > 𝑔(𝑘 + 1) for any 𝑖 ⩾ 1,(2) if 𝑢 is even, then 𝑓(𝑢) > 𝑓(𝑢 + 1) and 𝑓(𝑢) > 𝑓(𝑢 + 2),(3) if 𝑢 is odd, then 𝑓(𝑢) > 𝑓(𝑢 + 2).
Proof. (1) According to the setting, we have

𝑔 (𝑘 + 1) − 𝑔 (𝑘) = (2𝑘 + 2)!
4𝑘+1 ∗ ((𝑘 + 1)!)2 −

(2𝑘)!
4𝑘 ∗ (𝑘!)2

= (2𝑘 + 2)! − (2𝑘)! ∗ 4 ∗ (𝑘 + 1)2
4𝑘+1 ∗ ((𝑘 + 1)!)2

= (2𝑘)! ∗ ((2𝑘 + 2) (2𝑘 + 1) − (2𝑘 + 2)2)
4𝑘+1 ∗ ((𝑘 + 1)!)2

(14)

Then,

𝑔 (𝑘 + 1) − 𝑔 (𝑘) = (2𝑘)! ∗ (2𝑘 + 2) ∗ (−1)
4𝑘+1 ∗ ((𝑘 + 1)!)2 < 0, (15)

Therefore, 𝑔(𝑘) > 𝑔(𝑘 + 1) holds.(2) It is easy to say
𝑓 (𝑢) = ⌊𝑢/2⌋∑

𝑖=1

(2𝑖)!
𝑢 ∗ 4𝑖 ∗ (𝑖!)2 =

⌊𝑢/2⌋∑
𝑖=1

𝑔 (𝑖)𝑢 . (16)

If 𝑢 is even, assume 𝑢 = 2∗V, then V = ⌊𝑢/2⌋ = ⌊(𝑢+1)/2⌋
and V + 1 = ⌊(𝑢 + 2)/2⌋. Hence,
𝑓 (𝑢 + 1) − 𝑓 (𝑢) = V∑

𝑖=1

𝑔 (𝑖)𝑢 + 1 −
V∑
𝑖=1

𝑔 (𝑖)𝑢 = V∑
𝑖=1

−𝑔 (𝑖)𝑢 (𝑢 + 1)
< 0.

(17)

Besides,

𝑓 (𝑢 + 2) − 𝑓 (𝑢) = V+1∑
𝑖=1

𝑔 (𝑖)𝑢 + 2 −
V∑
𝑖=1

𝑔 (𝑖)𝑢
= 12 (

V+1∑
𝑖=1

𝑔 (𝑖)
V + 1 −

V∑
𝑖=1

𝑔 (𝑖)
V
)

= 12 (𝑔 (V + 1)V + 1 − V∑
𝑖=1

𝑔 (𝑖)
V (V + 1))

= 12V (V + 1) (V ∗ 𝑔 (V + 1) −
V∑
𝑖=1

𝑔 (𝑖)) .

(18)

Since 𝑔(𝑘) > 𝑔(𝑘+1), we have V∗𝑔(V+1)−∑V
𝑖=1 𝑔(𝑖) < 0.

Thus, 𝑓(𝑢 + 2) − 𝑓(𝑢) < 0.
As a result, 𝑓(𝑢) > 𝑓(𝑢 + 1) and 𝑓(𝑢) > 𝑓(𝑢 + 2) both are

proved.(3) If 𝑢 is odd, assume 𝑢 = 2 ∗ V + 1, then V = ⌊𝑢/2⌋ and
V + 1 = ⌊(𝑢 + 2)/2⌋. Then,

𝑓 (𝑢 + 2) − 𝑓 (𝑢) = V+1∑
𝑖=1

𝑔 (𝑖)𝑢 + 2 −
V∑
𝑖=1

𝑔 (𝑖)𝑢 . (19)

Since (𝑢 + 2)/(𝑢 + 1) < 𝑢/(𝑢 − 1), we have
𝑓 (𝑢 + 2) − 𝑓 (𝑢) < 𝑢 + 2𝑢 + 1 ∗

V+1∑
𝑖=1

𝑔 (𝑖)𝑢 + 2 − 𝑢𝑢 − 1
∗ V∑
𝑖=1

𝑔 (𝑖)𝑢 .
(20)

That is,

𝑓 (𝑢 + 2) − 𝑓 (𝑢) < V+1∑
𝑖=1

𝑔 (𝑖)𝑢 + 1 −
V∑
𝑖=1

𝑔 (𝑖)𝑢 − 1 . (21)

Because V = ⌊(𝑢−1)/2⌋ and V+1 = ⌊(𝑢+1)/2⌋, it has𝑓(𝑢+1) =∑V+1
𝑖=1 (𝑔(𝑖)/(𝑢 + 1)) and 𝑓(𝑢− 1) = ∑V

𝑖=1(𝑔(𝑖)/(𝑢 − 1)). Besides,𝑢−1 is an even integer.Wehave proved𝑓(𝑢−1) > 𝑓(𝑢−1+2) =𝑓(𝑢 + 1). Thus,

𝑓 (𝑢 + 2) − 𝑓 (𝑢) < 𝑓 (𝑢 + 1) − 𝑓 (𝑢 − 1) < 0. (22)

Consequently, 𝑓(𝑢) > 𝑓(𝑢 + 2) is correct. It completes the
proof.

As we can see, Pr(𝑑 = 0 | 𝑥 ̸= 𝑦) = 𝑓(𝑢). Theorem 3
shows that Pr(𝑑 = 0 | 𝑥 ̸= 𝑦) has a downward trend, as 𝑢
increases. While 𝑢 = 16, the error probability 𝐸0 = Pr(𝑑 = 0 |𝑥 ̸= 𝑦) = 0.146 which may be too high for real applications.
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Input: Alice privately holds a 𝑢-bit binary string 𝑥 = (𝑥1, 𝑥2, ⋅ ⋅ ⋅ , 𝑥𝑢), and Bob holds a private 𝑢-bit binary string 𝑦 = (𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑢)
and the public key pair (𝑝𝑘, 𝑠𝑘) of Paillier encryption scheme where 𝑝𝑘 and 𝑠𝑘 are public key and private key, respectively.

Output: Alice obtains ⟦𝜃⟧ where 𝜃 = (𝑥 = 𝑦)?1 : 0, and Bob learns nothing.
1: Alice generates two random 𝑢-dimension vectors 𝑟, 𝑅 ∈ {1, −1}𝑢. For each 𝑖 = 1, let 𝑟𝑖 and 𝑅𝑖 denote the 𝑖-th dimension of 𝑟
and 𝑅, respectively.

2: Alice computes two 𝑢-dimension binary vectors 𝑠, 𝑆 ∈ {0, 1}𝑢 such that their 𝑖-th bits 𝑠𝑖 and 𝑆𝑖 satisfy (1) 𝑠𝑖 = 1 if 𝑟𝑖(2𝑥𝑖 − 1) = 1,
otherwise 𝑠𝑖 = 0. (2) 𝑆𝑖 = 1 if 𝑅𝑖(2𝑥𝑖 − 1) = 1, otherwise 𝑆𝑖 = 0. Alice sends 𝑠 and 𝑆 to Bob.

3: Alice computes 𝑎 = ∑𝑢𝑖=1 𝑟𝑖𝑥𝑖 and 𝐴 = ∑𝑢𝑖=1 𝑅𝑖𝑥𝑖. Then, Alice utilizes ⌈log2𝑢⌉ + 1 bits to represent 𝑎, 𝐴, respectively. The first bit
denotes the sign where 0 denotes positive and 1 denotes negative, and the latter ⌈log2𝑢⌉ bits represents the their absolute value.
Let 𝑡 = 2(⌈log2𝑢⌉ + 1). We use 𝑥 = (𝑥1, 𝑥2, ⋅ ⋅ ⋅ , 𝑥𝑡) to denote the 2(⌈log2𝑢⌉ + 1) bits of 𝑎 and 𝐴, in which the first ⌈log2𝑢⌉ + 1
bits correspond to 𝑎, and the latter ⌈log2𝑢⌉ + 1 bits correspond to 𝐴.

4: Bob computes 𝑏 = ∑𝑢𝑖=1(2𝑠𝑖 − 1)𝑦𝑖 and 𝐵 = ∑𝑢𝑖=1(2𝑆𝑖 − 1)𝑦𝑖. Then, Bob utilizes ⌈log2𝑢⌉ + 1 bits to represent 𝑏, 𝐵, respectively.
The first bit denotes the sign where 0 denotes positive and 1 denotes negative, and the latter ⌈log2𝑢⌉ bits represents the their
absolute value. Similarly, 𝑦 = (𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑡) is used to denote the 2(⌈log2𝑢⌉ + 1) bits of 𝑏 and 𝐵, in which the first ⌈log2𝑢⌉ + 1
bits correspond to 𝑏, and the latter ⌈log2𝑢⌉ + 1 bits correspond to 𝐵.

5: For 𝑖 = 1 to 𝑡, Bob uses his public key 𝑝𝑘 to encrypt each private bit 𝑦𝑖 , and sends ⟦𝑦𝑖 ⟧ to Alice.
6: Alice computes encrypted Hamming distance ⟦𝑑⟧ = ∏𝑡𝑖=1 ⟦𝑥𝑖 ⊕ 𝑦𝑖 ⟧, where ⟦𝑥𝑖 ⊕ 𝑦𝑖 ⟧ = ⟦1⟧ ∗ ⟦𝑦𝑖 ⟧−1 if 𝑥𝑖 = 1 and⟦𝑥𝑖 ⊕ 𝑦𝑖 ⟧ = ⟦𝑦𝑖 ⟧ if 𝑥𝑖 = 0.
7: Alice and Bob select a 𝑡-degree public Lagrange interpolation polynomial 𝐹(𝑧) = ∑𝑡𝑖=0 𝛼𝑖𝑧𝑖mod 𝑛 in which 𝑛 is the large integer
in the public key, such that 𝐹(𝑧) satisfies 𝐹(1) = 1, 𝐹(2) = 𝐹(3) = ⋅ ⋅ ⋅ = 𝐹(𝑡 + 1) = 0. Namely, we can correctly attain the output by
setting 𝜃 = 𝐹(𝑑 + 1), since 0 ⩽ 𝑑 ⩽ 𝑙.

8: Alice sets ⟦𝐷⟧ = ⟦𝑑⟧ ∗ ⟦1⟧, i.e.𝐷 = 𝑑 + 1, and ⟦𝑤⟧ = ⟦𝐷⟧𝜆 where 𝜆 = 𝑅−1mod 𝑛 and 𝑅 is randomly selected from Z∗𝑛 . After
that, Alice sends ⟦𝑤⟧ to Bob.

9: Bob decrypts 𝑤, encrypts 𝑤𝑖, and returns the ciphertext ⟦𝑤𝑖⟧ to Alice for 𝑖 = 2, 3, ⋅ ⋅ ⋅ , 𝑡.
10: Alice computes ⟦𝐷𝑖⟧ = ⟦𝑤𝑖⟧𝑅𝑖 , and further gains the final output ⟦𝜃⟧ = ⟦𝐹(𝐷)⟧ = ⟦𝛼0⟧ ∗ ⟦𝐷⟧𝛼1 ∗ ∏𝑡𝑖=2 ⟦𝐷𝑖⟧.

Protocol 1: FTP: approximate Fast privacy-preserving equality Test Protocol.
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Figure 1: 𝐸20: the error probability of using double 𝐴 and 𝐵, while 𝑥
and 𝑦 are inequal.

We can reduce the probability by generating multiple 𝐴 and𝐵 with different random vector 𝑟, which can exponentially
reduce the error probability. For example, if we use double𝐴 and 𝐵, then the error probability will be 𝐸20. Even when𝑢 = 16, the error probability will be 0.021 around. Figure 1
shows the error probability while 𝑢 ranges from 16 to 256. It
indicates our error probability will be smaller than 1% while

the bit length is larger than 42. When using our scheme to
compare two 256-bit binary strings, the error probability will
be about 0.21% only.

In general, the details of our scheme with double 𝐴 and𝐵 are formally shown in Protocol 1. First, Alice randomly
generates 𝑟, 𝑅 ∈ {1, −1}𝑢 and shares 𝑟𝑖(2𝑥𝑖 − 1), 𝑅𝑖(2𝑥𝑖 − 1)
with Bob. Second, Alice locally computes 𝑎 = ∑𝑢𝑖=1 𝑟𝑖𝑥𝑖 and𝐴 = ∑𝑢𝑖=1 𝑅𝑖𝑥𝑖, and Bob gains 𝑏 = ∑𝑢𝑖=1 𝑟𝑖(2𝑥𝑖 − 1)𝑦𝑖 and𝐵 = ∑𝑢𝑖=1 𝑅𝑖(2𝑥𝑖 − 1)𝑦𝑖. They decide 𝑥 = 𝑦 iff 𝑎 = 𝑏 and𝐴 = 𝐵.Third, they use 2(⌈log2𝑢⌉+1)-bit𝑥 and𝑦 to represent(𝑎, 𝐴) and (𝑏, 𝐵), respectively. Finally, Alice and Bob utilize
the similar methods of LT13 to securely compare 𝑥 and 𝑦
such that Alice gains ⟦𝑥 = 𝑦⟧.
4. Analysis Evaluation

4.1. Security. We prove the security of our proposed scheme
FTP through the following Theorem 4.

Theorem 4. Our proposed scheme FTP discloses nothing
useful about the privacy of input values and the final result.

Proof. Wewill discuss the view of Alice and Bob, respectively.
In our scheme FTP, Alice receives ⟦𝑦𝑖 ⟧, ⟦𝑤𝑖⟧ for 𝑖 =1, 2 ⋅ ⋅ ⋅ , 2(⌈log2𝑢⌉+1).Based on IND-CPA security of Paillier

encryption system [31], Alice can learn nothing useful about𝑦𝑖 and 𝑤𝑖. Thus, Bob’s private data can be securely preserved.
Throughout FTP, Bob learns just 𝑠, 𝑆, and 𝑤. For each bit𝑠𝑖 in 𝑠, it has 𝑠𝑖 = 1 if 𝑟𝑖(2𝑥𝑖 − 1) = 1; otherwise 𝑠𝑖 = 0. That
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is, (2𝑥𝑖 − 1) = (2𝑠𝑖 − 1)𝑟𝑖. Each 𝑟𝑖 ∈ {1, −1} is unknown to
Bob, and we can simply assume Pr(𝑟𝑖 = 1) = Pr(𝑟𝑖 = 0) = 0.5
for the view of Bob. Hence, for any 𝑠𝑖, conditional probability
Pr(𝑥𝑖 = 1 | 𝑠𝑖) = Pr(𝑥𝑖 = 0 | 𝑠𝑖) = 0.5, which means Bob can
learn nothing about 𝑥𝑖 from 𝑠𝑖. Similarly, it is provable that𝑆 discloses nothing about 𝑥𝑖. For 𝑤, based on the additive
homomorphic property, we have 𝑤 = 𝐷 ∗ 𝑅−1mod 𝑛. As 𝑅
is randomly selected from Z∗𝑛 , Bob can infer no information
about 𝐷 from 𝑤. In general, 𝑠, 𝑆, and 𝑤 reveal nothing of
Alice’s private data.

To sum up, the privacy of Alice and Bob both can be
preserved in our schemeFTP,which completes the proof.

4.2. Computation and Communication Cost. In this section,
we will analyze the computation complexity and communi-
cation overheads of our proposed FTP in detail.

Computation Complexity. Since simple addition and
multiplication are much cheaper than encryption, decryp-
tion, and ciphertext multiplication of Paillier cryptosystem,
we will ignore the simple addition and multiplication in the
protocol. Throughout FTP, Bob encrypts each 𝑦𝑖 and 𝑤𝑖 for𝑖 = 1 to 2(⌈log2𝑢⌉+1) and decrypts one times to gain𝑤. Alice
uses ⟦𝑦𝑖 ⟧ and ⟦𝑤𝑖⟧ to compute ⟦𝐷⟧ and ⟦𝜃⟧, which requires
ciphertext multiplication 2(⌈log2𝑢⌉ + 1) times. In total, both
Bob andAlice just employ Paillier encryption system𝑂(log 𝑢)
times.

Communication Overheads. In our scheme FTP, Alice
and Bob need to transmit 𝑠, 𝑆, ⟦𝑦𝑖 ⟧ and ⟦𝑤𝑖⟧ for 𝑖 = 1
to 2(⌈log2𝑢⌉ + 1). If each ciphertext is 𝛽-bit, then the total
communication overheads are 2𝑢 + 2𝛽(⌈log2𝑢⌉ + 1). While𝑢 = 256 and we set the public key of Paillier encryption
system to be 2048 bits, the communication overheads will be37376 bits.
4.3. Experiment Results. We implement our scheme and
two existing efficient algorithms: LT13 and NEL16, using C
language. During executing our scheme, we utilize GMP
library [33] and Paillier library [34] with key size of 2048
bits. All experiments are performed on an Apple computer
with macOS Sierra 10.12.6, Intel Core i5 1.6GHz CPU and 4
GBmemory. Alice and Bob communicate through the socket
where ping time is about 0.81 seconds.

Figure 2 shows the runtime of LT13, NEL16, and our
scheme FTP while the compared string is of 16 to 256 bits.
As can be seen, FTP can dramatically reduce the running
time compared to LT13 and NEL16. When the length 𝑢 is256, LT13 costs about 25 seconds, NEL16 takes 6 seconds
around, and FTP just needs 0.6 seconds. While the length
is larger, the advantage of FTP will be more salient. The
main reason is that we transform the original 𝑥, 𝑦 into𝑥, 𝑦 which is much shorter than the original ones. More
importantly, our transformation just involves simple addition
and multiplication and can be completed rapidly. In FTP,
Paillier encryption system is employed only to securely
compare 𝑥 and 𝑦. Therefore, FTP can reduce the running
cost, especially when 𝑢 is large. If the bit length is smaller
than 16, FTP has no significant advantages on running time,
and LT13 or NEL16 is suitable for the short-string equality
comparison scenario.
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Figure 2: Runtime comparison of LT13, NEL16, and our scheme
FTP.

4.4. Improvement. Though our scheme FTP can reduce the
cost, it still takes 𝑢 bits to transmit the vector 𝑠 or 𝑆. We
can further improve the scheme to avoid transmitting 𝑠 or 𝑆.
Let 𝐻() : {0, 1}∗ → {0, 1}𝑢 be a pseudorandom function.
Alice and Bob, in advance, select a constant 𝑝𝑎𝑑. While
they decide to compare the private binary vectors, they can
separately generate a random binary string 𝐻(𝑡𝑖𝑚𝑒 ‖ 𝑝𝑎𝑑)
where 𝑡𝑖𝑚𝑒 denotes the time they decide to implement the
protocol and ‖ denotes concatenation. Then, they set 𝑠𝑖 = 𝐻𝑖
in which 𝐻𝑖 denotes the 𝑖-th bit of 𝐻(𝑡𝑖𝑚𝑒 ‖ 𝑝𝑎𝑑). Since𝑠𝑖 = (𝑟𝑖(2𝑥𝑖 −1)+1)/2 and (2𝑥𝑖 −1)2 = 1, Alice can locally get𝑟𝑖 = (2𝐻𝑖 − 1)(2𝑥𝑖 − 1). Thus, Alice and Bob can compute 𝐴
and𝐵, respectively. By thismethod,Alice need not to send the
vector 𝑠 again. For 𝑆, they can preestablish another constant𝑝𝑎𝑑 and use it avoid transmitting 𝑆 by a similar method.

5. Related Work

Privacy-preserving string equality test is one of secure
multiparty computation (SMC) problems, and it has wide
applications in various privacy-preserving scenes [35–38].Up
to now, a big number of works can be utilized to achieve
privacy-preserving string equality test. We simply discuss the
previous schemes as follows.

In 1982, Yao [39] proposes the first SMC problem, Mil-
lionaire problem and gives a secure solution. After that, gar-
bled circuits method [32, 40] is put forward to securely eval-
uate a general function. Nevertheless, the general approach
is too expensive and can just theoretically solve the problem.
Scalar product protocol (also known as dot product protocol)
focuses on computing the scalar product of two private
vectors with privacy-preservation. Privacy-preserving string
equality test can be achieved by invoking scalar product
protocol. We thus review the main solutions of scalar
product protocol. In [41], Vaidya et al. proposed a scalar
product protocol based on algebraic transformation. By
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using homomorphic encryption, two solutions for securely
computing dot product of private vectors are given in [42]
and [43], respectively. A polynomial secret sharing-based
scalar product protocol is presented by Shaneck and Kim
[44].Nevertheless, the schemes either are not provably secure
or have heavy computation and communication overheads.
Recently, Zhu et al. propose two efficient solutions for secure
scalar product protocol [45, 46], which can be utilized to
securely compute the Hamming distance of two private
strings but cannot support the distance comparison. Cheng
et al. [47] review the approaches to secure Internet of Things
in a quantum world. In [48], Li et al. leverage Paillier
encryption to achieve secure comparison protocol, based on
which they also propose a secure SVM classification scheme.
Nevertheless, the comparison scheme in [48] focuses on
securely figuring out the bigger one from two private integers
but cannot directly support the equality comparison problem
investigated in this paper.

In [30], Lipmaa and Toft propose a secure string equality
test scheme based on Paillier encryption scheme [31]. While
comparing 𝑢-bit strings, Lipmaa and Toft’s scheme requires𝑂(𝑢) encryption of Paillier encryption system and thus is
time-consuming. Nateghizad et al. [29] improve Lipmaa and
Toft’s scheme by reducing the degree of Lagrange interpo-
lation polynomial. As yet, the number of invoking Paillier
encryption in Nateghizad et al.’s solution is also linear with𝑢, which is not suitable for a large 𝑢 either. In general, the
existing privacy-preserving string equality test schemes are
still far away from being practical.

6. Conclusions

In this paper, we considered efficient and privacy-preserving
authentication in IoT applications. To this end, we proposed
a new privacy-preserving equality test protocol, which can
securely complete string equality test and achieve high
running efficiency at the cost of little accuracy loss.We strictly
analyzed the accuracy of our proposed scheme and formally
proved our security. Additionally, we leveraged extensive
simulation experiments to evaluate the running cost, which
confirms our high efficiency.
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A cyber-physical system (CPS) is known as amix system composed of computational and physical capabilities.The fast development
of CPS brings new security and privacy requirements. Code reuse attacks that affect the correct behavior of software by exploiting
memory corruption vulnerabilities and reusing existing code may also be threats to CPS. Various defense techniques are proposed
in recent years as countermeasures to emerging code reuse attacks. However, they may fail to fulfill the security requirement well
because they cannot protect the indirect function calls properly when it comes to dynamic code reuse attacks aiming at forward
edges of control-flow graph (CFG). In this paper, we propose P-CFI, a fine-grained control-flow integrity (CFI) method, to protect
CPS against memory-related attacks. We use points-to analysis to construct the legitimate target set for every indirect call cite and
check whether the target of the indirect call cite is in the legitimate target set at runtime. We implement a prototype of P-CFI on
LLVM and evaluate both its functionality and performance. Security analysis proves that P-CFI can mitigate the dynamic code
reuse attack based on forward edges of CFG. Performance evaluation shows that P-CFI can protect CPS from dynamic code reuse
attacks with trivial time overhead between 0.1% and 3.5% (Copyright © 2018 John Wiley & Sons, Ltd.).

1. Introduction

CPS provides a paradigm for managing and controlling
interconnected physical devices. The past several years have
witnessed the fast development and wide deployment of CPS.
It is not ambiguous that CPS plays an increasingly important
role in different field such as transportation, health-care,
energy conservation, and military. As the pervasion of CPS,
the problems concerning security and privacy of CPS also
raise attentions. Memory unsafe programming languages like
C and C++ that are widely adopted by CPS allow program-
mers to manage the memory space of applications with no
constraints, which brings many security problems to CPS.

The control-flow hijacking attack is a typical memory-
related attack that has been a severe threat to the security
of CPS and has drawn significant attention from both
academic and industrial communities. SeismoMeter [1] com-
bines approximate control-flow integrity, fast dynamic taint
analysis, and API sandboxing schemes to recognize both
control-flow hijacking and data-only attacks. Code injection

is a typical control-flow hijacking attack, which diverts the
control-flow of vulnerable programs through buffer overflow
to the injected malicious shellcode that resides in data pages,
such as heap and stack. However, the technique of Data
Execution Prevention (DEP) [2] can prevent this attack by
prohibiting code in data pages from executing. Further, stack
canaries [3] are used against the buffer overflow, andDieHard
[4] is applied to protect memory for unsafe languages, so that
attackers cannot divert the control-flow of applications.

The code reuse attack is another form of control-
flow hijacking technique that may bypass fore-mentioned
countermeasures. It transfers the control-flow to instruction
sequences existing in code pages. Return-to-libc [5] and
Return-Oriented Programming (ROP) [6] are examples of
code reuse attack. Most previous mitigation methods aiming
at code injection attacks such as DEP [2] fail to fully protect
programs from code reuse attacks. As a result, a number of
new defense methods have been proposed.

Countermeasures based on control-flow integrity (CFI),
such as original CFI [7], forward-edge CFI [8], CCFIR [9],
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MCFI [10], KCOCFI [11], FPGate [12], and Bin-CFI [13],
ensure the correct behavior of CPS by constraining their
control-flow using pregenerated control-flow graph (CFG).
Works such as Code Pointer Integrity (CPI) [14] defend
programs against code reuse attacks by protecting all the
sensitive pointers inside a program and storing them in
hidden locations of memory. Address Space Layout Random-
ization (ASLR) [15] allows different modules in a program to
be distributed in random locations of memory when these
modules are loaded, which makes it harder for attackers to
find gadgets.

However, the new code reuse attacks based on dynamic
analysis aiming at attacking forward-edge control-flow
equipped with advanced techniques may also bypass these
defense methods. The work Newton [16] presents a runtime
gadget-discovery framework, which can generate code reuse
attacks aiming at indirect function calls with different strate-
gies corresponding to different kinds of code reuse defenses
using constraint-driven dynamic analysis. It proves that the
most stringent defense to date which is based on function
type signature has also been bypassed.

In this paper, we explore the characteristics and con-
cept of this kind of attack profoundly. We also revisit the
motivation and concept of the state-of-the-art protection
methods against new code reuse attacks aiming at protecting
forward control-flow and explain why these existing methods
fail to prevent software programs against the dynamic code
reuse attack achieved by the work Newton [16]. In order to
protect programs from the new dynamic code reuse attack,
we propose a fine-grained CFI method for forward edges of
CFG based on points-to analysis [17, 18], named P-CFI. P-CFI
instruments the legitimate target set for every indirect call cite
and checks whether the target of the indirect function call
is in the legitimate set at runtime. Legitimate target sets of
indirect function calls are generated by points-to analysis of
call site value and function type information.

It is worth pointing out that we only use the existing
points-to analysis for analyzing the function pointers and vir-
tual table pointers, and we have not made new contribution
in the points-to analysis itself. Scalability and precision are
two contradictory factors that need to be balanced in points-
to analysis. Performing points-to analysis in large programs
with sufficient precision is a challenge. Most points-to analysis
methods focus on scalability, at the expense of precision.

In summary, we make the following contributions in this
paper:

(i) We analyze state-of-the-art works for preventing soft-
ware programs against code reuse attacks and explain
why they suffer from the dynamic code reuse attack
achieved by the work Newton [16].

(ii) Wepropose a fine-grainedCFI-based defensemethod
called P-CFI to mitigate the dynamic code reuse
attack. We achieve this by protecting the indirect
function call and forcing the program to check the
transfer of the indirect function call before calling it.

(iii) We implement a prototype of P-CFI according to the
concept we introduced. The implementation of P-CFI
can be integrated into LLVM.

(iv) We do the performance evaluation of the imple-
mented prototype based on LLVM using SPEC
CPU2006 benchmarks and do the security analysis on
open source project nginx to prove the practicability
of P-CFI.

The rest of this paper is organized as follows: we discuss
the background knowledge and analyze related works in
Section 2.The threat model and assumptions are explained in
Section 3.The concept andwork flow of our proposed defense
method P-CFI are introduced in Section 4. The details of
design and implementation are described in Sections 5 and
6. Experimental results of performance and security analysis
are presented in Section 7. At last, we conclude our work in
Section 8.

2. Background and Related Work

In this section, we briefly introduce the concept of CPS
firstly. We then introduce the fundamental concept beneath
code reuse attacks and the development of them, as well as
the corresponding countermeasures, before we introduce the
principle of our mitigation method.

2.1. Cyber-Physical System. CPS can be regarded as the inter-
section of computation and the physical world. It can not only
perceive and detect the world through various sensors but
also reflect changes through different interconnected actua-
tors.The form and size of CPS are various, from small sensor
node to complex large system [19]. CPS can be applied to
different areas, such as medical electronic devices, internet of
vehicles, aeronautical facilities, military weapons, industrial
control systems, smart grids, and other infinite applications.

For many CPS, although the devices are isolated from
other undesired external influences in physical way, the
continuous growing complexity may also bring new, unex-
pected attack surfaces. CPS can be vulnerable to attack even
when not directly accessible. Technologies such as wireless
communication, internet connectivity, and internet of thing
can expose CPS to various security threats. We can see that
CPS is vulnerable to potential forms of attacks that are the
same as those attacks experienced by different web services,
personal computers, and interconnected devices [20], which
means that flaws of software existing in ordinary systems will
also cause failures in CPS [21].

2.2. Code Reuse Attacks. Since the wide deployment of DEP
[2], code reuse attacks as another kind of control-flow
hijacking attacks have raised wide attention, such as Newton
[16], fully call-preceded attack [22], stitching the gadgets
attack [23], and COOP [24]. Different from code injection
attacks, code reuse attacks divert the regular control-flow of
programs to gadgets that exist in code pages.

ROP is a common technique of code reuse attack aiming
at hijacking control-flow of target programs, which diverts
the program’s execution flow to a set of instruction sequences
that end with return instruction. Each instruction sequence
is called a gadget. Usually, a complete ROP attack requires
various gadgets, with each of them performing a simple
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operation. Defense techniques, such as modern shadow stack
[25], original CFI [7], forward-edge CFI [8], CCFIR [9],
MCFI [10], KCOCFI [11], FPGate [12], Bin-CFI [13], ASLR
[15], and TRaP [26], can increase the difficulty of launching
a successful ROP attack and therefore ensure the security of
target programs.

Another powerful attack method that reaches this goal
is the function reuse attack, which reuses the functions in
a program. Function pointers and virtual calls are examples
of exploiting targets. The destination addresses of them
are dynamically determined during runtime. The function
reuse attack can be regarded as a variant of ROP attacks.
However, defense techniques aiming at ROP may fail to
protect target programs from this kind of attack. Counterfeit
Object-Oriented Programming (COOP) [24] is one of the
examples which launches a successful attack by reusing vir-
tual function calls in the target program. There are numbers
of defense methods that have been proposed since the attack
was presented. VTrust [27] guarantees that virtual function
call site invokes virtual functions with the same name and
argument type list and a compatible class relationship, so that
attacks cannot use random functions of the program’s vtables.
TypeArmor [28] provides a binary protection mechanism,
which uses use-def analysis at callees and function parameters
as constraints to decrease the target functions of the indirect
call site. TRaP [26] proposes a method that randomizes the
address of code pointers.

However, another work called Newton [16] proposes a
forward-edge based code reuse attack by leveraging dynamic
analysis that can bypass current defense methods including
ASLR,CFI, andCPI. Itmakes the attack basedmerely on indi-
rect call realizable for that it can jump to any functions with
any constructed argument list, while evading the detection of
ROP attack such as shadow stack.

2.3. Control-Flow Integrity. Since memory unsafe language
allows programmers to manage the memory of programs
freely, it is the programmers’ responsibility to make sure the
control-flow in a program is transferred in legitimate way.
Attackers can divert the control-flow of the program to any
executable address through corruptingmemory of vulnerable
programs.

CFI is a lightweight method to cope with this situation. It
ensures the correct behavior of a programby constraining the
control-flow using pregenerated CFG of the target program
andmakes sure every illegitimate transfer is trapped. It can be
classified into backward CFI and forward CFI or source code
based CFI and binary based CFI. In this paper, we protect
target programs based on forward CFI.

As a matter of fact, nearly all CFI methods consisted of
two processes, the preprocessing phase which analyzes the
program and constructs a CFG that represents the legitimate
transfer pattern for control-flow and the enforcement phase
that constrains the control-flow according to the CFG.

2.4. Related Work. Previous studies prove that CPS also
suffers from memory-related vulnerabilities [21]. In this
section, we discuss the evolvement of both the defense and
attack methods of memory-related vulnerabili- ties.

The development of defense methods always keeps pace
with the emerging code reuse attack techniques. As for the
concept of these defense methods, some of them focus on
constraining the transfer target of CFG into a predefined
legitimate set, such as original CFI [7], forward-edge CFI [8],
CCFIR [9], MCFI [10], KCoFI [11], FPGate [12], and Bin-
CFI [13]. On the other hand, some works make it difficult
for attackers to find usable gadgets, such as practical ASLR
[15], TRaP [26], and TASR [29]. There are also mitigation
methods about protecting the code pointers by putting them
in hidden memory location, such as CPI [14]. Our work takes
the concept of forward-edge CFI and focuses on protecting
indirect function-calls of C programs or virtual table pointer
dereferencing of C++ programs.

As the attack techniques are evolved from code injection
attack to code reuse attack by attackers, the defense methods
are also improved. The first work of control-flow integrity
appeared in original CFI [7] with a practical implementation
in the year of 2005. It is hard to create complete CFG for
programs with only binary. So we cannot adequately protect
the program without source file. And also full instrumenta-
tion of binary file will bring much time overhead. In order
to improve the performance of CFI, many works focus on
coarse-grained CFI. For example, Bin-CFI [13] and CCFIR
[30] attempt to relax constraints on the legitimate target set
for both the backward (e.g., ret instructions) and forward
(e.g., indirect call instructions) edges of CFG. However, out
of control attack [31] and stitching the gadgets attack [23] can
still find useful gadgets to bypass the coarse-grained CFI
mentioned above.

In general, source code based fine-grained CFI solutions
bring more accuracy and less time overhead. Source level
fine-grainedCFI, such as forward-edgeCFI [8] which focuses
on protecting forward edges of CFG and CCFI [30] which
focuses on protecting control-flow transfers in the CFG by
adding message authentication code (MAC) to control-flow
elements, can defend out of control attack [31] and stitching
the gadgets attack [23] in practice. However, these defense
methods can still be bypassed by attacks such as Control
Jujutsu [32] and Control-Flow Bending [33]. Modern shadow
stack techniques, such as shadow stacks [25], are developed
to defend programs against ROP attack. However, the work
in [32] proves that programs with protection of shadow stack
are still vulnerable.

Function reuse attacks, such as COOP [24], are variants of
code reuse attacks. They reuse functions in target programs.
COOP attack reuses virtual functions in vtables. Several
new defense techniques aiming at protecting functions are
presented immediately as countermeasures. For example,
VTrust [27] and TypeArmor [28] protect the program against
COOP attack by guaranteeing that the callee of every call
site is legitimate. Both function pointers and virtual function
calls are vulnerable indirect function calls inducing forward
control-flow transfer that may be exploited to launch a code
reuse attack. There are plenty works that study the protection
of virtual calls in both binary level, such as VTPin [34],
vfGuard [35], VTint [36], and TypeArmor [28], and source
code level, such as Shrinkwrap [37] andVTrust [27]. But there
still exist problems in current work about protecting function
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pointers, because theymay be bypassed when facing dynamic
code reuse attack on forward edges of CFG, as analyzed in the
work Newton [16].

There are several existing CFI-based defense methods
that focus on protecting forward edges of CFG, such as
Bin-CFI [13], FSan [8], MCFI [10], and TypeArmor [28].
They construct the legitimate target sets for every indirect
function calls and enforce transfers of indirect function calls
to the corresponding legitimate target sets. Bin-CFI [13]
protects the forward-edge integrity by constraining indirect
function calls to the legitimate target set of all function entry
address. TypeArmor [28] constructs the legitimate target
set by checking whether the parameter number of target
function is not more than the argument number of the
corresponding indirect call site at binary level. FSan [8] and
MCFI [10] construct the legitimate target set by making sure
the type of the target function is the same as the type of the
corresponding indirect call site.

However, a new code reuse attack system called Newton
[16] that is based on dynamic analysis and aims at attacking
forward-edge control-flow equipped with advanced tech-
niques may also bypass the above defense methods.

In this paper, we propose a fine-grained CFI-based
defense method called P-CFI to mitigate it. P-CFI constructs
the legitimate target sets of indirect function calls based
on points-to analysis of call site value and function type
information.

3. Threat Model

In our threat model, we assume that the target program is
written with memory unsafe programming language, which
means that the attacker can corrupt the memory of it
via memory-related vulnerabilities, such as buffer overflow,
inside the target program. The DEP defense is in place in the
environment where the target program is running on while
the ASLR defense is turned off. We also assume that the DEP
cannot be bypassed using memory remap or any other attack
techniques. The attacker can read and write the data pages in
memory, and he is also able to read and execute instructions
in code pages. We consider the attacker can take control of
function pointers and can compromise it with any value using
dynamic analysis and taint analysis methods implemented in
the tool of the work Newton [16].

As for a defense method, we protect the transfers of indi-
rect function calls which are analyzed from the source code of
the target program. Legacy binaries with no debug informa-
tion and no source code are not considered in our work. We
instrument additional checking instructions in the process of
generating executable binaries to restrain the forward-edge
control-flow from transferring to undesired addresses and
therefore defend the program from compromised function
pointers and ensure forward-edge control-flow integrity.

4. Method Overview

A function pointer is a variable that points to the start address
of a function. This is a kind of indirect function call and can

be compromised by attackers if the target programs include
memory-related vulnerabilities. As mentioned before, the
technique based on the dynamic analysis and taint analysis
can combine tainted values and function pointers to launch
a successful code reuse attack. The legitimate target set of
the indirect call site which is constructed by recent defense
methods is too coarse. For instance, Bin-CFI [13] and CCFIR
[9] regard all function addresses as the legitimate target set for
every indirect call site. IFCC [8] classifies the legitimate target
set for every indirect call site according to the numbers of
function parameters. FSan [8] constructs the legitimate target
set by mapping call site types to target function types. CsCFI
[38] tracks paths to sensitive program states and defines the
set of valid control edges within the state context. CPI [14]
protects the sensitive code pointer by putting them in hidden
memory location. In our work, we refine the legitimate target
set for each function pointer at each indirect call site to
ensure the precision of forward-edge CFI. This requires us to
distinguish the legitimate function address from illegitimate
one before transferring the control-flow to the destination
of an indirect function-call. We also need to develop a
mechanism for the target program to instrument the CFI
check for each indirect call site. To this end, we propose a
fine-grained CFI-based defense method for forward edges of
CFG based on points-to analysis to mitigate dynamic code
reuse attack caused by the work Newton [16]. We achieve
this by protecting the indirect function call and forcing the
program to check the transfer of the indirect function call
before calling it.We also develop a prototype for the proposed
method named P-CFI. P-CFI contains two phases: static
analysis and policy enforcement.

The first phase of P-CFI is shown in Figure 1. We translate
the source code to LLVM intermediate representation (LLVM
IR) with debug information and analyze it to find out all
function pointers that need to be protected. We also need
to find out the set of reachable function entries for every
function pointer by using points-to analysis [17]. Then, we
find out the indirect call sites corresponding to these function
pointers by using def-use analysis. The reachable function
entries of the function pointer is the legitimate target of
the indirect function call whose call value is this function
pointer.

The second phase of P-CFI is shown in Figure 2. We
construct function entry tables in the link-time optimizing
process of compiling source code according to the legit-
imate target set obtained from previous phase. There is
only one function entry table for each function pointer at
different indirect call cites. We enforce the security policy
by adding checking instructions before each indirect call
cite and forcing them to check the values according to the
pregenerated tables to ensure that illegitimate transfers will
be trapped.

It has to be noted that our method is more precise than
FSan [8] and TypeArmor [28]. FSan [8] ensures that the
type of the target function is the same as the type of the
corresponding indirect call site. TypeArmor [28] ensures that
the parameter numbers of the target function are equal to
or less than the argument numbers of the corresponding
indirect call site.
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5. Design of P-CFI

The process of P-CFI can be divided into two steps, static
analysis and policy enforcement.Wewill introduce the details
of the concept and design in this section, respectively.

We will use the following two code pieces to explain
the design of the proposed method. Listing 1 gives an
example of declarations of functions and function pointers
in a C program, which includes three functions with no
arguments and three function pointers with no arguments.
Listing 2 gives an example that illustrates the process of
function address assignment and indirect function calls in C
program.

5.1. Static Analysis. In this phase, we need to identify all
function entries and each entry belongs to one or more
function pointers. The declaration of a function pointer and
the locations of indirect call cites according to this function
pointer should be identified in this phase as well. We also
need to find out the correspondence between target function
entries and the indirect call site. We translate the source code
of target program into LLVM intermediate representation
(LLVM IR) with debug information first for easing the
analysis. P-CFI is different from previous CFI methods,
because we analyze the set of reachable function entries for
every function pointer by using points-to analysis [17] and the
relationship between indirect call cites and function pointers
to obtain the legitimate target set for every indirect function
calls.

Function Entry Analysis. The functions that have their
addresses assigned to function pointers are known as address-
taken functions.They are the basic elements of function entry
tables. We can obtain every address-taken function through
analyzing LLVM IR. As shown in Listing 1, all functions
that have been assigned to function pointers will be found
at first. The function foo() and function bar() declared in
line 1 and line 2 are identified as function entries of indirect
function calls, while the function cat() is ignored for that

its address has never been assigned to any function pointer
in Listing 2.

Function Pointer Analysis. The function pointer analyzer
scans LLVM IR of the target program to identify the function
entry set for every function pointer that requires protection.
We do the points-to analysis [17] for every function pointer
and get the reachable function entries for every function
pointer. Then, we get the function entry set for the function
pointer by deleting the function entries which are not the
address-taken function. As shown in Listing 2, the function
entry set of the function pointer pointer one contains the
function foo() and the function bar().

Indirect Call Site Analysis.The term “indirect call site” refers
to the location of code where control-flow transfer caused by
function pointers happens. We need to find all locations in
the source code that invoke these function pointers, because
these are the very positions where policy enforcement will
be deployed. Usually, the control-flow transfer caused by the
invocation of function pointers is not taken into consider-
ation in the CFG generated in the process of compiling,
because it is a kind of indirect function call and its destination
can only be dynamically decided at runtime.

To address this issue, we construct the legitimate target
set for every indirect call cite. We use def-use analysis to get
the corresponding function pointer of the indirect call cite.
The function entry set of the function pointer is the legitimate
target of the indirect function call whose call value is this
function pointer. As shown in Listing 2, the legitimate target
set of the indirect function call cite pointer one() contains
the function foo() and the function bar().

FSan [8] uses the function type to construct the legitimate
target set for the indirect call cite. It means that the indirect
function call cite pointer one() has the legitimate target
set which contains the functions foo(), bar(), and cat().
However, in our method, the indirect function call cite
pointer one() can only call the functions foo and bar().
To construct more precise legitimate target set, we generate
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Figure 3: The call graph of sample code in Listing 2.

the legitimate target sets for every indirect function calls by
using points-to analysis.

The comparison of the call graph of code in Listing 1
for P-CFI and FSan is illustrated in Figure 3. As shown in
Figure 3(a), the legitimate target set of the indirect function
call cite pointer one() contains functions foo and bar,
the legitimate target set of the indirect function call cite
pointer two() also contains functions foo and bar, and
the legitimate target set of the indirect function call cite
pointer three() only contains function foo. As shown in
Figure 3(b), the legitimate target set of all the three indirect
function call cites contains the same functions foo, bar, and
cat. We conclude that the call graph of P-CFI is more precise
than that of FSan.

Virtual Call Analysis. Virtual calls are common indirect calls
in C++. Once a call to a virtual function of an object is
invoked, the virtual table pointer is dereferenced to locate
the virtual table. Then, the corresponding virtual function
pointer is located by using the offset of this virtual function
in the virtual table. Finally, this pointer is used to invoke
the virtual call. By exploiting vulnerabilities in the program,
attackers can modify the virtual table pointer and point it to
a bogus virtual table that they have made. With this method,
attackers’ code can be executed through the incorrect virtual
table pointer.Therefore, the virtual table pointer is the specific
target by attackers to subvert a forward edge in the control-
flow graph.

We need to do the points-to analysis for every virtual
table pointer and get the valid virtual table for it. Although
LLVMbitcode is very suitable for representing C, it is not very
suitable for C++, because high-level features are translated to
low-level constructs. For example, virtual tables are translated
as arrays of function pointers, and virtual calls are translated
to normal indirect calls. The work in [18] proposes a points-to
analysis method, which offers a structure-sensitive analysis
that can recover much of the available high-level structure
information of types and objects for C++.We use thismethod
to only analyze the virtual calls.

5.2. Policy Enforcement. This policy enforcement consists of
static instrumentation in LLVM IR and runtime check. The
process of static instrumentation instruments check logic
before indirect call cite and construct legitimate targets set
for every indirect function call. The runtime check process

1 void foo () { return;}

2 void bar () { return;}

3 void cat () { return ;}

4

5 void ( ∗ pointer one)();

6 void ( ∗ pointer two)();

7 void ( ∗ pointer three) ();

Listing 1: Code snippet of function declarations and pointer
declarations.

1 int main(int argc, char ∗∗ argv) {

2

3 int num ;

4 scanf("%d", &num);

5

6 if(num == 1) {

7 pointer one = foo;

8 } else {

9 pointer one = bar;

10 }

11 pointer two = foo;

12 pointer two = bar;

13 pointer three = foo;

14

15 pointer one();

16 pointer two();

17 pointer three();

18

19 return 0;

20 }

Listing 2: Code snippet of function pointer assignments and
indirect call cites.

ensures that the function entry address corresponds to
indirect call cite in the legitimate target set.

Static Instrumentation. The implementation of the static
instrumentation is based on llvm.bitset.test intrinsic
and llvm.bitsets global metadata in LLVM IR provided
by LLVM version 3.8. We use the function entry table to
represent legitimate function entry for each indirect call cite
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1 pointer one FET:

2 jmp foo;

3 jmp bar;

4 pointer two FET:

5 jmp foo;

6 jmp bar;

7 pointer three FET:

8 jmp foo;

Listing 3: Function jump table of indirect function calls.

and force every call cite to jump to this function entry table
and compare their destination function entry address with
the values in function entry table. The llvm.bitset.test
intrinsic can be used to test whether the value of a given
pointer is an element in given bitset. It is used to check
whether the callee of indirect call cite is in the legitimate
function entry table.

A function entry table contains all legitimate function
addresses that a pointer in a certain indirect call site may
point to. For example, the legitimate target set of the indirect
call site pointer one() in Listing 2 line 15 contains the
functions foo() and bar(). As a result, the entry address
of function foo() and function bar() will be put into the
function entry table of this indirect call cite. The entry table
of the indirect function call cite pointer two() in line 16 of
Listing 2 contains the addresses of the functions foo() and
bar(), while the the entry table of the indirect function call
cite pointer three() in line 17 of Listing 2 only consists of
the address of the function foo(). The function entry tables
of them are shown in Listing 3.

The function entry table will be integrated in
llvm.bitsets global metadata. The LLVM backend
will compile the instrumented LLVM IR to execute file.

Runtime Check. We use the llvm.bitset.test intrin-
sic and llvm.bitsets global metadata of LLVM IR
as our instrument tools. According to the semantics of
llvm.bitset.test, the instrumented check logic will
check the callee value of indirect call cite in the legitimate
target set.

6. Implementation

Our method is implemented on Ubuntu16.04.1 x86 64 with
C++. The development of our prototype is based on LLVM
with version 3.8. There are two components in our imple-
mentation. The component of static analyzer is responsible
for finding function pointers, indirect call cites, and virtual
table points corresponding to legitimate target sets. The other
component is responsible for constructing function entry
table and instrumenting check logic at each indirect call cite,
or constructing virtual table pointer set and instrumenting
check logic at each virtual table pointer dereferencing place.
Our implemented prototype supports target programs writ-
ten in C and C++.

We insert the llvm.bitset metadata into the LLVM
bitcode and insert llvm.bitset.testcheck before indirect
calls. For C language programs, taking the indirect function
call of line 16 in Listing 1 as an example, before the bitsets
metadata and indirect function call checks are inserted, the
LLVM bitcode corresponding to this call is shown in Listing
4. The function pointer %4 is assigned the address of the
function bar before the indirect function call is made. But
at this moment, there is no check on the value of function
pointer %4, so an attacker can modify this function pointer
to execute arbitrary code.

After the bitsets metadata and indirect function call
checks are inserted, the LLVM bitcode corresponding to
its call is shown in Listing 5. Lines 16 and 17 are the
bitsets set of the objective functions corresponding to
the check code inserted in line 5, which contains the target
functions foo and bar. Line 4 checks the function pointer
by checking whether the address of the function pointer is
in the bitsets set corresponding to ZTSFvE test.c 16.
If yes, the program jumps to line 11 and then executes code
in line 12 to call indirect function. Otherwise, the program
jumps to line 7 and then executes code in line 8 to terminate
the execution.

Listing 6 presents a simplified version of the LLVM
bitcode for the translation of a virtual call in C++ object
into normal indirect call. More precisely, the code snippet
shows the translation of virtual call tp->foo() for object
Test ∗tp.

As discussed in Section 5.1, we perform the points-to
analysis by using the method proposed by [18] to analyze
the virtual table pointer for C++. With this method, both \
%tp and \ %1 (after the cast) will point both to the stack-
allocated Test object and to its virtual call pointer field.
The first load instruction will return the virtual call table.
Indexing into the virtual table will return the array element
for the subobject. Then, the second load instruction will
return the exact function that the virtual table points to at the
given offset. Finally, the virtual call will be made in the last
line.

We insert the llvm.bitset metadata into the LLVM
bitcode to constrain the set of valid virtual table pointers
for the call site and insert llvm.bitset.test check after
the cast of virtual table pointer (between line 2 and line 3
of Listing 6) to verify whether the virtual table pointer from
the object is in the valid set. If yes, the virtual table pointer
will then be used to obtain the virtual table. Otherwise, an
error will be reported and the execution of the program will
be terminated.

7. Evaluation

We run our evaluation on the Ubuntu16.04.1 with kernel
version 4.13.0. The physical machine is equipped with Intel
Core i5-4590 3.3GHz processor and 6GB memory. The
dataset of our evaluation consists of seven programs of
SPEC CPU2006 suites. The performance and functionality
are evaluated, respectively, using fore-mentioned testbed and
dataset.
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1 store void (...) ∗ bitcast (void () ∗ @bar to void

(...) ∗ ), void (...) ∗∗ %2, align 8 // Assign

the address of function bar to %2
2 %4 = load void (...) ∗ , void (...) ∗∗ %2, align 8 //

Assign %2 to %4
3 call void (...) %4() // Function call by calling

the function corresponding to the %4 address

Listing 4: LLVM bitcode before instrumentation.

1 store void (...) ∗ bitcast (void () ∗ @func2 to void

(...) ∗ ), void (...) ∗∗ %2, align 8 // Assign the

address of the function bar to %2
2 %4 = load void (...) ∗ , void (...) ∗∗ %2, align 8 //

Assign %2 to %4
3 %5 = bitcast void (...) ∗ %4 to i8 ∗ , !nosanitize !3

4 %6 = call i1 @llvm.bitset.test(i8 ∗ %5, metadata !"

ZTSFvE test.c 13"), !nosanitize !3 // Determine

if %5 is in the bitset set corresponding to

ZTSFvE test.c 13

5 br i1 %6, label %8, label %7, !nosanitize !3

6

7; <label>:7: ; preds = %0
8 call void @llvm.trap() #2, !nosanitize !3

9 unreachable, !nosanitize !3

10

11; <label>:8: ; preds = %0
12 call void (...) %4()
13

14 !llvm.bitsets = ! { !0, !1}

15

16 !0 = ! { !" ZTSFvE test.c 16", void () ∗ @foo, i64 0}

17 !1 = ! { !" ZTSFvE test.c 16", void () ∗ @bar, i64 0}

Listing 5: LLVM bitcode after instrumentation.

1 %class.Test = type { i64 (...) ∗∗ ,...}

2 %1=bitcast %tp to i64 (%class.Test ∗ ) ∗ ∗ ∗
3 %2=load i64 (%class.Test ∗ ) ∗∗ %1
4 %3=getelementptr i64 (%class.Test ∗ ) ∗∗ %2, 1

5 %4=load i64 (%class.Test ∗ ) ∗ %3
6 call i64 %4 (%class.Test ∗ %bp)

Listing 6: LLVM bitcode for a C++ virtual call.

7.1. Performance Evaluation. We evaluate the performance of
P-CFI and analyze the result briefly. To measure the runtime
overhead, we use SPECCPU2006 benchmarks to test the time
overhead of P-CFI, and we normalize the result against the
baseline and compare the result with FSan which is presented
in forward-edge CFI [8]. Figure 4 illustrates the results.

We measure the time to complete the execution of
programs which have indirect function calls in benchmark
and normalize the result with baseline obtained by executing

original programs in benchmark with no instrumentation.
FSan [8] represents the CFI method considering type infor-
mation of indirect call site and function.The legitimate target
set of P-CFI is more precise than FSan, and they have the
similar overhead. As shown in Figure 4, for the seven C
benchmarks on the left side, the relative overhead introduced
by deploying our enforcement method is very low, with the
average value of 2.04% and worst case 3.47%. For the four
C++ benchmarks on the right side, the relative overhead
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Table 1: Comparison of numbers of functions in legitimate target sets.

Defendmethods max min median
TypeArmor(binary) 721 228 325
IFCC(type src) 267 2 189
FSan(src) 198 1 9
P-CFI(src) 110 1 5
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Figure 4: Comparison of performance overhead between P-CFI and
FSan using SPEC CPU2006 benchmarks.

introduced is also acceptable, with the average value of 6.01%
and worst case 9.54%. Overall, the impact of time overhead
introduced by P-CFI is relatively trivial in every program
considered in SPEC CPU2006 benchmarks and is acceptable
in real world situation.

7.2. Security Evaluation. We prove the effectiveness of P-CFI
by analyzing how P-CFI can defend against dynamic code
reuse attack caused by the work Newton [16] by using a case
study and compare our statistical result with existing defense
techniques to illustrate the security guarantee provided by
P-CFI. We use the source code of nginx with the version
1.3.9 as the target program and compile it with P-CFI. An
example of dynamic code reuse attack illustrated in Newton
[16] let a function pointer inside a program have the same
typewith function malloc in libcpoint to malloc followed
by mprotect to make the code page of libc writable. This
attack can bypass the protecting method based on context-
sensitive CFI, such as PathArmor [38]. As for P-CFI, since
the function address of malloc not appeared in the function
entry table of that function pointer, the transfer to malloc
will not be allowed by P-CFI’s runtime check.

P-CFI can lower the function numbers of the legitimate
target set for each indirect call cite. We compute and compare
the size of the legitimate target set for each indirect call cite

with TypeArmor [28], FSan [8], and IFCC [8] to illustrate the
effectiveness. The results are listed in Table 1. The maximal
size of the legitimate target set, the minimal number of the
legitimate target set, and themedian number of the legitimate
target set, for all indirect call cites with different defense
technique, are taken into consideration in this comparison.

The result in Table 1 shows that P-CFI can lower the size
of the legitimate target set for each indirect function call and
ensure that 50% (median value) of the legitimate target sets
are with size less than 5, which means that the functions that
indirect function calls can jump to are less in P-CFI than
that in other methods. In conclusion, P-CFI can protect the
forward control-flow in a more precise way with more solid
security guarantee.

8. Conclusion

In this paper, we propose a fine-grained CFI named P-CFI for
forward edges of CFG based on points-to analysis to defend
CPS against dynamic code reuse attacks enabled by the work
Newton [16]. P-CFI analyzes target program in source code
level and protects the function pointer to ensure the regular
flow of control will not be violated. Points-to analysis is
employed to generate precise legitimate target sets for each
indirect call cite corresponding to a function pointer. The
implementation can output instrumented binaries that force
every indirect function call caused by function pointer jump
to a function entry table. The security analysis also proves
the P-CFI can constrain the range of reusable code pieces
and lower the probability of successful code reuse attack.
Performance evaluation shows that the overhead imposed by
P-CFI is negligible.
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Data collaboration in cloud computing ismore andmore popular nowadays, and proxy deployment schemes are employed to realize
cross-cloud data collaboration. However, data security and privacy are the most serious issues that would raise great concerns from
users when they adopt cloud systems to handle data collaboration. Different cryptographic techniques are deployed in different
cloud service providers, whichmakes cross-cloud data collaboration to be a deeper challenge. In this paper, we propose an adaptive
secure cross-cloud data collaboration scheme with identity-based cryptography (IBC) and proxy re-encryption (PRE) techniques.
We first present a secure cross-cloud data collaboration framework, which protects data confidentiality with IBC technique and
transfers the collaborated data in an encrypted form by deploying a proxy close to the clouds. We then provide an adaptive
conditional PRE protocol with the designed full identity-based broadcast conditional PRE algorithm, which can achieve flexible
and conditional data re-encryption among ciphertexts encrypted in identity-based encryption manner and ciphertexts encrypted
in identity-based broadcast encryption manner.The extensive analysis and experimental evaluations demonstrate the well security
and performance of our scheme, which meets the secure data collaboration requirements in cross-cloud scenarios.

1. Introduction

Cloud computing which benefits individual and enterprise
users in the aspect of convenient access, rich computation,
and storage resources is becoming more and more popular.
Nowadays, many enterprises have built their own cloud
platform on one or multiple public cloud systems (e.g.,
Dropbox, Google Drive, and Baidu PCS) for data storage
and sharing [1]. More recently, they have been widely used
for more advanced, user-desired functionalities, in particular
data collaboration among multiple users, such as collabora-
tive document or paper editing.

However, the desirable functionality is yet restricted to
the “walled-garden” of each cloud storage service, since data
collaboration happens inside each cloud service, but not
cross the cloud when these cloud services are unavailable
in certain regions. For example, a transnational corporation
has its headquarter in United States that uses Google Drive
to backup data, as well as branch office in China that uses

Baidu PCS (Google Drive have been banned in China).
Employees in headquarter or branch office can enjoy the data
collaboration service by uploading and downloading the data
in Google Drive or Baidu PCS, respectively. But data col-
laboration between these two cloud services is inconvenient
and inefficient. Researchers have proposed proxy deployment
schemes to realize the cross-cloud data collaboration and
designed inter-proxy transfer protocols to improve efficiency.

As promising as it is, cloud service is also facing many
challenges and may impede its fast growth if not well
resolved.Data security and privacy are themost serious issues
in cloud computing when handling sensitive information
(e.g., project schedule and commercial data). Since the
cloud servers are honest but curious, the collected private
information may be directly revealed. A common belief on
the security and privacy of cloud system is that the data
should be encrypted. There are many proposals on how to
use modern cryptographic techniques such as identity-based
cryptography (IBC), or attribute-based encryption (ABE) to
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achieve secure data collaboration inside the cloud service
[2]. Identity-based encryption (IBE) is the most commonly
used encryption technique, through which data owner could
encrypt data with authorized user’s identity. Then identity-
based broadcast encryption (IBBE) is proposed by allowing
data owner to grant access permission to a group of users
at one time. Recent works also utilize ABE to achieve fine-
grained access control over encrypted data using access
policies and ascribed attributes among private keys and
ciphertexts. However, ABE brings heavy overhead of data
encryption, data decryption, and key management. It may
be not suitable for data collaboration directly, since the data
collaboration service involves multiple parties and results in
a large number of encryption and decryption operations.
Thus, IBC is a prevalent technique to enable users to protect
data confidentiality in cloud computing. Hence, by using an
identity, the user can share data with collaborative users in
a secure manner, which motivates more users to enjoy the
benefits of cloud collaboration.

In fact, different cryptographic techniques may be
deployed in cloud services to protect data confidentiality.
It makes cross-cloud data collaboration to be a deeper
challenge. A simple solution is to re-encrypt the data and
upload the ciphertext, while another appropriate approach is
to introduce a semitrusted proxy to transform a ciphertext
into another ciphertext which can be decrypted by other
users. To solve this problem, some schemes based on proxy
re-encryption (PRE) are proposed. Corresponding to above
data collaboration scenario, existing PRE based schemes only
can achieve coarse-grained control over ciphertexts, since it
only allows the re-encryption procedure to be executed in
an all-or-nothing manner. If a project leader in department
A wonders to discuss detailed project schedule with collab-
orative users in department B, so he only asks the proxy to
re-encrypt the ciphertext of project schedule to collaborative
users, not other ciphertexts that he has encrypted. A recent
concept referred to as conditional PRE (CPRE) could address
this issue, in which data owner can enforce re-encryption
control over the initial ciphertexts and only the ciphertexts
meeting the specified condition can be re-encrypted by
the proxy [3]. However, how to achieve conditional and
cross-cloud ciphertext collaboration between different cloud
services is still a challenging problem.

In this paper, we propose an adaptive secure cross-cloud
data collaboration scheme with IBC and PRE technique.
The main contribution of this paper can be summarized as
follows:

(1) We propose a secure cross-cloud data collaboration
framework, which protects data confidentiality with IBC
technique and transfers the collaborated data in an encrypted
form by deploying a proxy close to the clouds.

(2)We provide an adaptive CPRE (ACPRE) protocol with
four types of ciphertext collaboration, which can achieve flex-
ible and conditional data re-encryption among ciphertexts in
IBE and IBBE manners.

(3)We conduct extensive security and performance anal-
ysis and also experimental evaluations, which demonstrate
that our scheme is secure and efficient for data collaboration.

The rest of this paper is organized as follows. Sections 2
and 3 discuss the related work and preliminaries, respectively.
Section 4 provides the system framework, security model,
and system definition. In Section 5, we present our detailed
construction. Then, we give the security and performance
analysis of our scheme in Sections 6 and 7, respectively. We
discuss the experimental results in Section 8 and conclude
this paper in Section 9.

2. Related Work

2.1. Data Collaboration. The demand for cloud-based data
collaboration is rising along with the tremendously increased
popularity in cloud computing. At present, many researchers
have been devoted to achieve flexible and scalable data
collaboration in cloud environment. The common approach
is the data owners use the encryption key to encrypt the
whole document into the ciphertext before uploading it to
the cloud for storage.While the collaborative users download
the document and recover the text with the decryption
key [4, 5]. However, distributing the decryption key to the
collaborative users can be challenging. These schemes cannot
support cross-cloud data collaboration where data are shared
and collaboratively used among different parties who adopt
different cryptographic techniques involved in the multiple
clouds.

Nepal et al. [9] provided a data collaboration solution in
the hybrid cloud by fragmenting, encrypting and signing the
data before uploading it to the cloud storage. Unfortunately,
this method does not give the detailed construction of
designed algorithms. Ahmadian et al. [10] discussed a hybrid
clouds based architecture to provide an ideal environment for
cooperation ofmultiple organizations. In this scheme, trusted
private cloud processes sensitive data and public cloud adopts
order preserving encryption to process data. However, the
security of this scheme relies on trusted private cloud and it
only considers the case that all the organizations adopt the
same public cloud.

Bessani et al. [11] designed a DepSky system, which can
provide dependable and secure storage service on diverse
public clouds for users through the encryption, encoding,
and replication techniques. However, this scheme assumes
all clouds adopt the same symmetric encryption. Based on
it, Fabian et al. [12] presented an improved architecture for
medical data sharing between different cooperating organiza-
tions in multiple clouds, which uses different cryptographic
techniques. But it focuses on splitting and reconstructing
the encrypted data based on secret sharing. E et al. [13]
implemented an efficient cross-cloud file collaboration sys-
tem, called CoCloud, which includes an inter-proxy transfer
protocol and a cross-cloud data transfer optimization algo-
rithm. AlthoughCoCloud supports file collaborations among
four popular cloud storage services in the United States and
China, it ignores the security and privacy concerns of users
that cannot support data collaboration on ciphertexts.

2.2. Identity-Based Proxy Re-Encryption. IBE and IBBE tech-
niques are both widely adapted to share data and guarantee
data confidentiality in cloud [14]. In their approaches, data
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owner publishes encrypted data to the service provider with
one or multiple recipients, while only the intended users who
can derive the decryption key would be able to decrypt and
access the data owner’s private data.

Combined with IBBE and IBE, PRE is another technique
which is commonly adopted to achieve data sharing and
disseminating. The first PRE scheme was proposed by Blaze
[15]. It can transform the ciphertext under Alice to be another
ciphertext under Bob by using semitrusted proxy. Following
this seminal work, identity-based PRE [16] was proposed,
which allows any recognizable string to serve as a public key.
Since then, PRE became a hot research topic in cryptography
field. Liang et al. [17] proposed a cloud-based revocable
identity-based PRE scheme, which supports user revocation
by making a proxy to re-encrypt all ciphertexts every once
in a while. Li et al. [18] designed a secure identity-based
PRE scheme with multi-hop construction. Wang et al. [19]
designed a health cloud system framework based on IBE,
called IBPRE, in which doctor can access health data with
authorization from patient based on PRE. Zhou et al. [6]
proposed an identity-based PRE construct named IBBPRE to
convert the user’s IBBE-encrypted data into IBE-encrypted
data without leaking any sensitive information. Combining
the broadcast encryption system and PRE, Sun et al. [20]
constructed chosen-ciphertext secure PRE scheme IBPBRE,
which enables the proxy to transfer IBE-encrypted data into
IBBE-encrypted data.

2.3. Conditional Proxy Re-Encryption. The above PRE
schemes only allow data sharing in a coarse-grained manner.
If the user delegates a re-encryption key to the proxy, either
all ciphertexts can be re-encrypted and then be accessible
to the intended users, or none of the ciphertexts can be
re-encrypted or accessed by others. This issue is addressed in
the CPRE schemes[21, 22], which is first proposed by Weng
et al. [23]. In this scheme, proxy can successfully re-encrypt
data only if the prescribed conditions are met. Shao et al.
[7] proposed an identity-based CPRE (IBCPRE), in which a
proxy is allowed to transform a subset of ciphertexts under
an identity to other ciphertexts under another identity.
However, it cannot authorize decryption right to a group of
users. Chu et al. [24] introduced a more generalized notion
of conditional proxy broadcast re-encryption (IBCPBRE),
which allows a user to delegate the decryption rights of
ciphertexts to a group of users, restricted to a certain
condition. Xu et al. [8] proposed an efficient conditional
identity-based broadcast PRE scheme for cloud email, which
is referred to as IBBCPBRE, and transformed an IBBE
ciphertext into another IBBE ciphertext if the conditions are
satisfied.

3. Preliminaries

3.1. BilinearMap. LetG0 andG𝑇 be twomultiplicative groups
with the same prime order p. A map 𝑒 : G0 ×G0 → G𝑇 with
the following properties is said to be bilinear:

(1) Computability. There is a polynomial time algorithm
to compute 𝑒(𝑔, ℎ) ∈ G𝑇 for any 𝑔, ℎ ∈ G0.

(2) Bilinearity. For all 𝑔, ℎ ∈ G0 and 𝑎, 𝑏 ∈ Z𝑝, we have
𝑒(𝑔𝑎, ℎ𝑏) = 𝑒(𝑔, ℎ)𝑎𝑏.

(3) Nondegeneracy. There exists 𝑔, ℎ ∈ G0 such that
𝑒(𝑔, ℎ) ̸= 1.

3.2. Identity-Based Encryption. The IBE scheme consists of
the following algorithms.

(1) (PK, MK) ← Setup(1𝜆). It takes a security parameter
𝜆 as input and outputs public parameters PK which are
distributed to users, and the master secret key MK which is
kept private.

(2) SK ←KeyGen(MK, PK, ID). It takes themaster secret
keyMK and an identity ID as input, and outputs a secret key
SK corresponding to ID.

(3) CT ← Enc(ID, PK, M). It takes an identity ID, the
public parameters PK and a plaintextM as input, and outputs
a ciphertext CT.

(4) M/⊥← Dec(SK, PK, CT). It decrypts the ciphertext
CT using the secret key SK, and outputsM or ⊥.

3.3. Conditional Proxy Re-Encryption. The CPRE scheme
which allows encrypting and re-encrypting with a condition
is comprised of the following algorithms.

(1) GK ← Setup(1𝜆). It takes a security parameter 𝜆 as
input and generates the global public parameter GK.

(2) (PK, SK) ← KeyGen(GK, u). It generates the public
key PK and secret key SK for a user u.

(3) RK ← ReKeyGen(SKA, PKB, c). It takes as input a
secret key SKA of the delegator, a public key PKB of the
delegatee, a conditional set c, and outputs a re-encryption key
RK.

(4)CT← Enc-1(PK,M). It takes as input a public key PK,
a message M, and outputs a first-level ciphertext CT under
public key PK.

(5) 𝐶𝑇 ← Enc-2(PK, M, c). It takes as input a public
key PK, a message M and a conditional set c, and outputs a
second-level ciphertext 𝐶𝑇.

(6) CT ← ReEnc(𝐶𝑇, RK). It takes as input a second-
level ciphertext𝐶𝑇associatedwith c, a re-encryption key𝑅𝐾,
and outputs a first-level ciphertext CT if the conditional set is
matched.

(7) M ← Dec-1(CT, SK). It takes as input a first-level
ciphertext CT and a secret key SK, and outputs a message M
or an error symbol.

(8)M←Dec-2(𝐶𝑇, SK). It takes as input a second-level
ciphertext 𝐶𝑇 and a secret key SK, and outputs a messageM
or an error symbol.

4. Scheme Overview

4.1. System Model. Our scheme applies IBC and PRE tech-
niques to accomplish secure cross-cloud data collaboration.
As shown in Figure 1, the system model of our scheme
consists of trust authority, cloud service provider (CSP),
proxy server, data owner, and user.

(1) Trust authority. The trust authority is a fully trusted
party that generates system parameters to initialize the
system. It also generates secret keys with users’ identity.



4 Security and Communication Networks

Cloud service 
provider A

Data owner User

Re-encrypted 

Re-e
ncry

ptio
n key

ciphertext
Initial 

ciphertext 
Re-encrypted 

ciphertext
Initial 

ciphertext 

Proxy server

Trust authority

Ciphertext re-
encryption

Ciphertext re-
encrypiton

Data transfer 

Collaborative relationship

Data transfer 

Cloud service 
provider B

Secret key Secret key

Re-encryption key

Cloud service 
provider A

Data owner User

Re-encrypted 
ciphertext

Initial 
ciphertext

Re-encrypted 
ciphertext

Initial 
ciphertext

Proxy server
Ciphertext re-

encryption
Ciphertext re-

encrypiton

Data transfer

Collaborative relationship

Data transfer

Cloud service 
provider B

Secret key Secret key

Figure 1: System model of our scheme.

(2) CSP. The CSP is a semitrusted party which offers data
storage service and enables the authorized users to access
ciphertexts stored on it.

(3) Proxy server. The proxy server provides data transfer
service based on web APIs between CSPs. Moreover, it is in
charge of generating re-encrypted ciphertext to achieve cross-
cloud data collaboration among multiple users.

(4) Data owner.The data owners encrypt data with IBE or
IBBE algorithm and then upload ciphertext to the CSP.When
sharing data stored in one CSP with the user who cannot
access directly, the data owners send the re-encryption key
to the proxy server which transforms the ciphertext into a re-
encrypted ciphertext that can be accessed by user.

(5) User.The user can decrypt the ciphertext stored in the
cloud with his or her secret key. Simultaneously, the users can
also decrypt the data owners’ re-encrypted ciphertext with
their secret keys, which achieves data collaboration between
two CSPs.

4.2. Security Requirements. We assume the trust authority to
be a trusted party which will not collude with unauthorized
users. However, we assume the CSP and proxy server are
honest but curious, which means they may collude to get
unauthorized data. Specifically, the security requirements
cover the following aspects.

(1) Data confidentiality. The unauthorized users who are
not the intended receivers defined by data owner should be
prevented from accessing the data; unauthorized access from
the semitrusted CSP should also be prevented.

(2) Re-encryption secrecy. The re-encryption keys with
unauthorized data users should be prevented from trans-
forming the ciphertexts successfully.

4.3. System Definitions. Our ACPRE protocol includes the
following four types of ciphertext collaboration.

Type I Individual-to-Individual Re-Encryption. The initial
ciphertext associatedwith one authorized user is transformed
to a re-encrypted ciphertext of one user by proxy server.

Type II Individual-to-Group Re-Encryption. The initial
ciphertext associatedwith one authorized user is transformed
to a re-encrypted ciphertext of a set of users by proxy server.

Type III Group-to-Individual Re-Encryption. The initial
ciphertext associated with a set of authorized users is
transformed to a re-encrypted ciphertext of one user by
proxy server.

Type IV Group-to-Group Re-Encryption. The initial cipher-
text associated with a set of authorized users is transformed
to a re-encrypted ciphertext of a set of users by proxy server.

To implement the above protocol, we define our scheme
with the following algorithms.

(1) Setup(1𝜆 , N). The trust authority takes as input a
security parameter 𝜆 and the maximal size of receiver set N
and outputs a system public key PK and a master secret key
MK.

(2) KeyGen(PK, MK, ID). The trust authority takes as
input PK and MK and an identity ID, and outputs the secret
key SK.

(3) IBE.Enc(PK, M, ID, C). The CSP takes as input PK,
data M, an identity ID, and a condition C and then outputs
an initial ciphertext 𝐶𝑇𝐼𝐵𝐸.
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Figure 2: System workflow of our scheme.

(4) IBBE.Enc(PK, M, U, C). The CSP takes as input PK,
data M, a set U of identities, and a condition C and then
outputs an initial ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸.
Type I Re-Encryption

(5) IBE.ReKeyGen1(PK, ID, SK, ID, C). The user takes as
input PK, his or her identity ID and secret key SK, a user’s
identity ID and a condition C, then outputs a re-encryption
key RK.

(6) IBE.ReEnc1(PK, RK, 𝐶𝑇𝐼𝐵𝐸).The proxy server takes as
input PK, a re-encryption key RK, and an initial ciphertext
𝐶𝑇𝐼𝐵𝐸 and then outputs a re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐸.
Type II Re-Encryption

(7) IBE.ReKeyGen2(PK, ID, SK, U, C). The user takes as
input PK, his or her identity ID and secret key SK, a set U
of users’ identities, and a condition C and then outputs a re-
encryption key RK.

(8) IBE.ReEnc2(PK, RK, 𝐶𝑇𝐼𝐵𝐸). The proxy server takes
as input PK, a re-encryption key RK and an initial ciphertext
𝐶𝑇𝐼𝐵𝐸 and then outputs a re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸.
Type III Re-Encryption

(9) IBBE.ReKeyGen1(PK, ID, SK, U, ID, C). The user
takes as input PK, his or her identity ID and secret key SK,
a set U of authorized users’ identities, an identity ID of user
and a condition C, then outputs a re-encryption key RK.

(10) IBBE.ReEnc1(PK, ID, RK, U, 𝐶𝑇𝐼𝐵𝐵𝐸). The proxy
server takes as input PK, a user’s identity ID and re-
encryption key RK, a setU of authorized users’ identities, and
an initial ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸 and then outputs a re-encrypted
ciphertext 𝐶𝑇𝐼𝐵𝐸.
Type IV Re-Encryption

(11) IBBE.ReKeyGen2(PK, ID, SK, U, C). The user takes
as input PK, his or her identity ID and secret key SK, a set
U of users’ identities, and a condition C and then outputs a
re-encryption key RK.

(12) IBBE.ReEnc2(PK, ID, RK, U, 𝐶𝑇𝐼𝐵𝐵𝐸). The proxy
server takes as input PK, a user’s identity ID and re-
encryption key RK, a setU of authorized users’ identities, and

an initial ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸 and then outputs a re-encrypted
ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸.

(13) IBE.Dec1(PK, SK, 𝐶𝑇𝐼𝐵𝐸). The user takes as input PK,
a secret key SK, and initial ciphertext 𝐶𝑇𝐼𝐵𝐸 and then outputs
dataM.

(14) IBE.Dec2(PK, SK,𝐶𝑇𝐼𝐵𝐸).The user takes as input PK,
a secret key SK, and re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐸 and then
outputs dataM.

(15) IBBE.Dec1(PK, ID, SK, U, 𝐶𝑇𝐼𝐵𝐵𝐸).The user takes as
input PK, his or her identity ID and secret key SK, a set U of
authorized users’ identities, and initial ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸 and
then outputs data M.

(16) IBBE.Dec2(PK, ID, SK, U, 𝐶𝑇𝐼𝐵𝐵𝐸). The user takes
as input PK, his or her identity ID and secret key SK, a set
U of authorized users’ identities, and re-encrypted ciphertext
𝐶𝑇𝐼𝐵𝐵𝐸 and then outputs dataM.

4.4. System Workflow. The system workflow is described as
Figure 2. In the system initialization phase, trust authority
runs Setup algorithm to generate system public key and mas-
ter secret key. Concurrently, it also uses KeyGen algorithm
to generate secret keys for the users in the system. At first,
data owner runs IBE.Enc or IBBE.Enc algorithm to encrypt
data with its identity and a keyword as condition. Then data
owner outsources the encrypted data to the CSP. The user,
which can access the same CSP with the data owner, would
send a request of accessing the ciphertext to the CSP. After
receiving the request, the CSP will send the ciphertext to
the user. If it is the intended user, it could run IBE.Dec1
or IBBE.Dec1 algorithm to decrypt the ciphertext with his
or her secret key. Furthermore, an authorized user could
run re-encryption key generation algorithm to generate the
re-encryption key containing new identities and keyword
condition and then upload it into the proxy server. The
re-encryption key decides which users can have the ability
to access the data by enforcing the new identities on it.
With the re-encryption key, the proxy server would run re-
encryption algorithm to transform the initial ciphertexts to
the re-encrypted ciphertexts. When the user sends an access
request to the CSP, the CSP would return the re-encrypted
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ciphertexts. The user can run the IBE.Dec2 or IBBE.Dec2
algorithm to decrypt the re-encrypted ciphertexts.

5. Construction

5.1. System Setup. The trust authority first runs Setup algo-
rithm to select a bilinear map 𝑒 : G0 × G0 → G𝑇, where
G0 and G𝑇 are two multiplicative groups with prime order
p. Then the trust authority chooses a maximum number
of receivers N, chooses 𝑔, ℎ, 𝑢 ∈ G0, 𝛾 ∈ Z𝑝 randomly,
cryptographic hash functions 𝐻1 : {0, 1}∗ → Z∗𝑝,
𝐻2 : {0, 1}∗ → G0 and 𝐻3 : G𝑇 → G0, and
finally outputs a system public key 𝑃𝐾 = (𝑔𝛾, 𝑒(𝑔, ℎ),
𝑒(𝑔, ℎ)𝛾, ℎ, ℎ𝛾, ..., ℎ𝛾𝑁 , 𝑢, 𝑢𝛾, ..., 𝑢𝛾𝑁 , 𝑡, 𝑡𝛾, ..., 𝑡𝛾𝑁) and a master
secret key 𝑀𝐾 = (𝑔, 𝛾).

5.2. Key Generation. For each user with identity ID, the trust
authority runs KeyGen algorithm to generate the secret key
SK =𝑔1/(𝛾+𝐻1(𝐼𝐷)).

5.3. Data Encryption. The data owner encrypts data M with
a set of identities, and then outsources the result to the CSP.
First, the data owner chooses a random DK and encrypts M
based on symmetric encryption algorithm SE, that is C0 =𝑆𝐸𝐷𝐾(𝑀).

(1) If the data owner chooses to share data with a single
user, then he runs IBE.Enc algorithm to pick 𝑘 ∈ Z𝑝, and
compute the following with a condition 𝛼 ∈ Z𝑝.

𝐶𝑇𝐼𝐵𝐸 = (𝐶0, 𝐶1 = 𝐷𝐾 ⋅ 𝑒 (𝑔, ℎ)𝑘 , 𝐶2
= ℎ𝑘⋅(𝛾+𝐻1(𝐼𝐷)), 𝐶3 = (𝑢𝑡𝛼)𝑘⋅((𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷)) , 𝐶4
= (𝑢𝑡𝛼)−𝑘)

(1)

(2) If the data owner chooses to share data with a group of
users, then he runs IBBE.Enc algorithm to pick 𝑘 ∈ Z𝑝, and
choose a setU of users’ identities, and compute the following
with a condition 𝛼 ∈ Z𝑝.

𝐶𝑇𝐼𝐵𝐵𝐸 = (𝐶0, 𝐶1 = 𝐷𝐾 ⋅ 𝑒 (𝑔, ℎ)𝑘 , 𝐶2
= ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈(𝛾+𝐻1(𝐼𝐷𝑖)), 𝐶3
= (𝑢𝑡𝛼)𝑘⋅∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)) , 𝐶4 = 𝑔−𝛾𝑘, 𝐶5
= (𝑢𝑡𝛼)−𝑘)

(2)

5.4. Data Re-Encryption. Suppose a user with identity ID
needs to collaborate with other users, he can generate a re-
encryption key and send it to the CSP for ciphertext re-
encryption according to the chosen collaboration type.

Type I Re-Encryption

IBE.ReKeyGen1: The user chooses a single user with
identity 𝐼𝐷 and picks a random 𝑠 ∈ Z𝑝 and computes the
following re-encryption key RK with a condition 𝛼 ∈ Z𝑝.

𝑅1 = 𝑆𝐾 ⋅ (𝑢𝑡𝛼)𝑘 ⋅ 𝑢𝑠 = 𝑔1/(𝛾+𝐻1(𝐼𝐷)) ⋅ (𝑢𝑡𝛼)𝑘 ⋅ 𝑢𝑠,
𝑅2 = ℎ𝑘⋅(𝛾+𝐻1(𝐼𝐷)),
𝑅3 = 𝐼𝐵𝐸.𝐸𝑛𝑐 (𝐼𝐷, 𝑠)

(3)

IBE.ReEnc1:TheCSP takes RK as input and first computes

𝐶1 = 𝐶1
(𝑒 (𝐶4, 𝑅2) ⋅ 𝑒 (𝑅1, 𝐶2))

= 𝐷𝐾 ⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)𝛾+𝐻1(𝐼𝐷)
(4)

Then the CSP generates the re-encrypted ciphertext.

𝐶𝑇𝐼𝐵𝐸 = (𝐶0 = 𝐶0, 𝐶1 = 𝐷𝐾 ⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)𝛾+𝐻1(𝐼𝐷) , 𝐶2

= 𝐶2 = ℎ𝑘⋅(𝛾+𝐻1(𝐼𝐷)), 𝐶3 = 𝑅3 = 𝐼𝐵𝐸.𝐸𝑛𝑐 (𝐼𝐷, 𝑠))
(5)

Type II Re-Encryption
IBE.ReKeyGen2: The user chooses a set 𝑈 of users’

identities and picks a random 𝑠 ∈ Z𝑝 and then computes the
following re-encryption key RK with a condition 𝛼 ∈ Z𝑝.

𝑅1 = 𝑆𝐾 ⋅ (𝑢𝑡𝛼)𝑠/𝐻1(𝐼𝐷) = 𝑔1/(𝛾+𝐻1(𝐼𝐷)) ⋅ (𝑢𝑡𝛼)𝑠/𝐻1(𝐼𝐷) ,
𝑅2 = ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈 (𝛾+𝐻1(𝐼𝐷𝑖)),

𝑅3 = 𝐻3 (𝑒 (𝑔, ℎ)𝑘) ⋅ ℎ𝑠,

𝑅4 = 𝑔−𝛾𝑘

(6)

IBE.ReEnc2:TheCSP takesRK as input and first computes

𝐶1 = 𝐶1
𝑒 (𝑅1, 𝐶2) = 𝐷𝐾 ⋅ 𝑒 ((𝑢𝑡𝛼)−𝑠 , ℎ𝑘)(𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷) (7)

Then the CSP generates the re-encrypted ciphertext.

𝐶𝑇𝐼𝐵𝐵𝐸 = (𝐶0 = 𝐶0, 𝐶1 = 𝐷𝐾

⋅ 𝑒 ((𝑢𝑡𝛼)−𝑠 , ℎ𝑘)(𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷) , 𝐶2 = 𝑅2
= ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈 (𝛾+𝐻1(𝐼𝐷𝑖)), 𝐶3 = 𝐶3
= (𝑢𝑡𝛼)𝑘⋅((𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷)) , 𝐶4 = 𝑅4 = 𝑔−𝛾𝑘 , 𝐶5 = 𝑅3
= 𝐻3 (𝑒 (𝑔, ℎ)𝑘) ⋅ ℎ𝑠)

(8)

Type III Re-Encryption
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IBBE.ReKeyGen1: The user chooses a single user with
identity 𝐼𝐷 and picks a random 𝑠 ∈ Z𝑝 and then computes
the following re-encryption key RK with a condition 𝛼 ∈ Z𝑝.

𝑅1 = 𝑆𝐾 ⋅ (𝑢𝑡𝛼)𝑘 ⋅ 𝑢𝑠/𝐻1(𝐼𝐷)

= 𝑔1/(𝛾+𝐻1(𝐼𝐷)) ⋅ (𝑢𝑡𝛼)𝑘 ⋅ 𝑢𝑠/𝐻1(𝐼𝐷),
𝑅2 = ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈(𝛾+𝐻1(𝐼𝐷𝑖)),
𝑅3 = 𝐼𝐵𝐸.𝐸𝑛𝑐 (𝐼𝐷, 𝑠)

(9)

IBBE.ReEnc1: The CSP takes RK as input and first com-
putes

𝐶1 = 𝐶1 ⋅ (𝑒 (𝐶4, ℎΔ 𝛾(𝐼𝐷,𝑈)) ⋅ 𝑒 (𝑅1, 𝐶2)

⋅ 𝑒 (𝐶5, 𝑅2))−1/∏𝐼𝐼𝐷𝑖∈𝑈∧𝐼𝐷𝑖 ≠𝐼𝐷𝐻1(𝐼𝐷𝑖) = 𝐷𝐾

⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖))
(10)

Then the CSP generates the re-encrypted ciphertext.

𝐶𝑇𝐼𝐵𝐸 = (𝐶0 = 𝐶0, 𝐶1 = 𝐷𝐾

⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)) , 𝐶2
= (𝐶2)1/∏𝐼𝐷𝑖∈𝑈𝐻1(𝐼𝐷𝑖)

= ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)), 𝐶3 = 𝑅3
= 𝐼𝐵𝐸.𝐸𝑛𝑐 (𝐼𝐷, 𝑠))

(11)

Type IV Re-Encryption
IBBE.ReKeyGen2: The user chooses a set 𝑈 of users’

identities and picks a random 𝑠 ∈ Z𝑝 and then computes the
following re-encryption key RK with a condition 𝛼 ∈ Z𝑝.

𝑅1 = 𝑆𝐾 ⋅ (𝑢𝑡𝛼)𝑠/𝐻1(𝐼𝐷) = 𝑔1/(𝛾+𝐻1(𝐼𝐷)) ⋅ (𝑢𝑡𝛼)𝑠/𝐻1(𝐼𝐷) ,
𝑅2 = ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈 (𝛾+𝐻1(𝐼𝐷𝑖)),

𝑅3 = 𝐻3 (𝑒 (𝑔, ℎ)𝑘) ⋅ ℎ𝑠,

𝑅4 = 𝑔−𝛾𝑘

(12)

IBBE.ReEnc2: The CSP takes RK as input and first com-
putes

𝐶1 = 𝐶1
⋅ (𝑒 (𝐶4, ℎΔ 𝛾(𝐼𝐷,𝑈)) ⋅ 𝑒 (𝑅1, 𝐶2))−1/∏𝐼𝐷𝑖∈𝑈∧𝐼𝐷𝑖 ≠𝐼𝐷𝐻1(𝐼𝐷𝑖)

= 𝐷𝐾 ⋅ 𝑒 ((𝑢𝑡𝛼)𝑠 , ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖))
(13)

Then the CSP generates the re-encrypted ciphertext.

𝐶𝑇𝐼𝐵𝐵𝐸 = (𝐶0 = 𝐶0, 𝐶1 = 𝐷𝐾

⋅ 𝑒 ((𝑢𝑡𝛼)𝑠 , ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)) , 𝐶2 = 𝑅2
= ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈 (𝛾+𝐻1(𝐼𝐷𝑖)), 𝐶3 = 𝐶3
= (𝑢𝑡𝛼)𝑘⋅∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)) , 𝐶4 = 𝑅4
= 𝑔−𝛾𝑘 , 𝐶5 = 𝑅3 = 𝐻3 (𝑒 (𝑔, ℎ)𝑘) ⋅ ℎ𝑠)

(14)

5.5. Data Decryption. (1) If the ciphertext is an initial
ciphertext 𝐶𝑇𝐼𝐵𝐸 generated by IBE.Enc algorithm, the user
with identity 𝐼𝐷 runs IBE.Dec1 algorithm to compute the
following and generates 𝐷𝐾 = 𝐶1/𝐾.

𝐾 = 𝑒 (𝑆𝐾,𝐶2) = 𝑒 (𝑔1/(𝛾+𝐻1(𝐼𝐷)), ℎ𝑘⋅(𝛾+𝐻1(𝐼𝐷)))
= 𝑒 (𝑔, ℎ)𝑘

(15)

(2) If the ciphertext is a Type I or Type III re-encrypted
ciphertext 𝐶𝑇𝐼𝐵𝐸, the user with identity 𝐼𝐷 runs IBE.Dec2
algorithm to compute the following.

𝑠 = 𝐼𝐵𝐸.𝐷𝑒𝑐 (𝑆𝐾𝐼𝐷 , 𝐶3) (16)

Then the user generates 𝐷𝐾 = 𝐶1 ⋅ 𝑒(𝑢𝑠, 𝐶2).
(3) If the ciphertext is an initial ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸 gener-

ated by IBBE.Enc algorithm, the user with identity 𝐼𝐷 runs
IBBE.Dec1 algorithm to compute the following if 𝐼𝐷 ∈ 𝑈.

𝐾 = (𝑒 (𝐶4, ℎΔ 𝛾(𝐼𝐷,𝑈)) ⋅ 𝑒 (𝑆𝐾,𝐶2))
1/∏𝐼𝐷𝑖∈𝑈∧𝐼𝐷𝑖 ≠𝐼𝐷𝐻1(𝐼𝐷𝑖)

= 𝑒 (𝑔, ℎ)𝑘
(17)

Then the user generates 𝐷𝐾 = 𝐶1/𝐾.
(4) If the ciphertext is a Type II or Type IV re-encrypted

ciphertext𝐶𝑇𝐼𝐵𝐵𝐸, the user with identity 𝐼𝐷 runs IBBE.Dec2
algorithm to compute the following if 𝐼𝐷 ∈ 𝑈.

𝐾 = (𝑒 (𝐶4, ℎΔ 𝛾(𝐼𝐷
 ,𝑈))

⋅ 𝑒 (𝑆𝐾, 𝐶2))
1/∏
𝐼𝐷𝑖∈𝑈
∧𝐼𝐷𝑖 ≠𝐼𝐷

𝐻1(𝐼𝐷𝑖) = 𝑒 (𝑔, ℎ)𝑘
(18)

Then the user computes ℎ𝑠.

𝑍 = 𝐶5
𝐻3 (𝐾) =

𝐻3 (𝑒 (𝑔, ℎ)𝑘) ⋅ ℎ𝑠

𝐻3 (𝑒 (𝑔, ℎ)𝑘)
= ℎ𝑠 (19)

Finally, the user generates 𝐷𝐾 = 𝐶1 ⋅ 𝑒(𝑍, 𝐶3).
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6. Security Analysis

6.1. Correctness. The authorized user can generate DK from
the re-encrypted ciphertext 𝐶𝑇 according to the collabora-
tion type.

(1) If 𝐶𝑇 is a Type I re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐸, it
computes

𝐷𝐾 = 𝐶1 ⋅ 𝑒 (𝑢𝑠, 𝐶2)

= 𝐷𝐾 ⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)𝛾+𝐻1(𝐼𝐷) ⋅ 𝑒 (𝑢𝑠, ℎ𝑘⋅(𝛾+𝐻1(𝐼𝐷)))
(20)

(2) If 𝐶𝑇 is a Type III re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐸, it
computes

𝐷𝐾 = 𝐶1 ⋅ 𝑒 (𝑢𝑠, 𝐶2)

= 𝐷𝐾 ⋅ 𝑒 (𝑢𝑠, ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖))

⋅ 𝑒 (𝑢𝑠, ℎ𝑘⋅∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)))

(21)

(3) If 𝐶𝑇 is a Type II re-encrypted ciphertext 𝐶𝑇𝐼𝐵𝐵𝐸, it
computes

𝐷𝐾 = 𝐶1 ⋅ 𝑒 (𝑍, 𝐶3)

= 𝐷𝐾 ⋅ 𝑒 ((𝑢𝑡𝛼)𝑠 , ℎ−𝑘)∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖))

⋅ 𝑒 (ℎ𝑠, (𝑢𝑡𝛼)𝑘⋅∏𝐼𝐷𝑖∈𝑈((𝛾+𝐻1(𝐼𝐷𝑖))/𝐻1(𝐼𝐷𝑖)))

(22)

(4) If 𝐶𝑇 is a Type IV re-encrypted ciphertext 𝐶𝑇𝐼𝐵B𝐸, it
computes

𝐷𝐾 = 𝐶1 ⋅ 𝑒 (𝑍, 𝐶3)

= 𝐷𝐾 ⋅ 𝑒 ((𝑢𝑡𝛼)−𝑠 , ℎ𝑘)(𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷)

⋅ 𝑒 (ℎ𝑠, (𝑢𝑡𝛼)𝑘⋅((𝛾+𝐻1(𝐼𝐷))/𝐻1(𝐼𝐷)))

(23)

6.2. Scheme Security. The shared data in our scheme is
encrypted with IBE and IBBE techniques, which are secure
against chosen plaintext attack (CPA) since the decisional
bilinear Diffie–Hellman (DBDH) assumption holds [25]. Our
scheme is CPA secure in the random oracle model with the
game among adversary A and challenger C.

Proof. The adversary A chooses a set 𝑈∗ of challenge iden-
tities. The challenger C randomly runs the Setup algorithm
to generate a system public key PK and a master secret key
MK, and models the hash functions H1, H2 and H3 as three
random oracles. The adversary A can issue hash query, key
generation query, and re-encryption key generation query
to challenger C. In the challenge phase, the adversary sends
two challenge messages m0 and m1 to challenger C, then
the challenger C runs encryption algorithm to generate the
challenge ciphertext 𝐶𝑇∗, where b is chosen randomly in
{0, 1}. Finally, the challengerC sends the challenge ciphertext

𝐶𝑇∗ to adversary A. In the guess phase, the adversary A
outputs a guess 𝑏 ∈ {0, 1}. As proved in [8], we can find that
if the adversary A successfully breaks our scheme, except it
can break the CPA security of the IBE and IBBE scheme, or
can solve theDBDHproblem in re-encryption key generation
query.

Specially, the data is encrypted with a random symmetric
key DK, and then DK is protected by IBE or IBBE technique.
Since the symmetric encryption and IBC scheme are secure,
the confidentiality of outsourced data can be guaranteed
against unauthorized users whose identities are not in the set
of receivers’ identities. Moreover, the re-encryption requests
from unauthorized users who are not included in the identity
set or do not own the same condition will not be executed
successfully, and the CSP cannot get any useful information
about theDK from the ciphertext and re-encryption key.

7. Performance Analysis

We analyze the performance efficiency of data encryption,
re-encryption and decryption by comparing our scheme
with several secure data collaboration schemes. The result
is shown in Table 1. Let Tpair be the computation cost of a
single pairing, Texp be the computation cost of an exponent
operation, and Nu be the total number of users. We ignore
simple multiplication, hash, and symmetric encryption and
decryption operations.

First, we discuss the computation cost of data encryption.
The encryption process can be divided into two types: IBBE
encryption and IBE encryption. IBBPRE [6], IBBCPBRE
[8] and IBBE.Enc algorithm in our scheme belong to the
former, and their computation costs are Tpair+(Nu+5)Texp ,
(3Nu+8)Texp , (3Nu+10)Texp, respectively, which grow linearly
with the number of users. In addition, the IBE.Enc algorithm
in our scheme cost 9Texp to encrypt the data, which is
constant and the same as IBCPRE [7], and also less than
these compared schemes. However, compared with other
three schemes, we can see that encryption algorithms of our
scheme cost a little more time since initial ciphertext will
be transformed into two types of re-encrypted ciphertext in
subsequent operation, while other schemes will be converted
into only one type of re-encrypted ciphertext.

In the re-encryption phase, IBBPRE [6], IBCPRE [7], and
IBBCPBRE [8] correspond to Type III, Type I, and Type IV
of our scheme. The computation cost of IBBPRE [6] is more
than Type III in our scheme and the other two schemes are
the same as Type I and Type IV in our scheme. It should be
noted that these re-encryption computations are performed
by cloud server or proxy server.

Further, in the initial ciphertext decryption phase,
IBBPRE [6], IBBCPBRE [8] and IBBE.Dec1 algorithm in
our scheme all decrypt ciphertext for sharing data with a
group, so their decryption computation costs are the same
as 2Tpair+NuTexp , which are related to the number of users.
IBCPRE [7] and IBE.Dec1 algorithm in our scheme decrypt
the ciphertext which is encrypted to an individual, and they
only need to perform one pairing operation to decrypt. In
the re-encrypted ciphertext decryption phase, IBBCPBRE
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Table 1: Comparison of computation in secure data collaboration.

Schemes Enc ReEnc Dec-1 Dec-2
IBBPRE [6] Tpair+(Nu+5)Texp (3Nu+3)Texp 2Tpair+NuTexp 3Tpair+Texp

IBCPRE [7] Tpair+4Texp 2Tpair Tpair 2Tpair

IBBCPBRE [8] (3Nu+8)Texp 2Tpair+NuTexp 2Tpair+NuTexp 3Tpair+NuTexp

Our scheme
IBE 9Texp

Type-I 2Tpair Tpair 2TpairType-II Tpair

IBBE (3Nu+10)Texp
Type-III 3Tpair+(Nu+1)Texp 2Tpair+NuTexp 3Tpair+NuTexpType-IV 2Tpair+NuTexp
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Figure 3: Computation cost of data encryption.

[8] and IBBE.Dec2 algorithm in our scheme both cost
3Tpair+NuTexp to decrypt the ciphertext, which also increase
linearly with the number of users.

8. Experimental Evaluations

We conduct experiments on a Windows system with an Intel
Core i7-6700CPUwith 3.4GHz processor and 8GBmemory.
The experimental prototype is written in Java language with
Java pairing-based cryptography (jpbc) library [26]. We
accomplish several relative schemes including IBBPRE [6],
IBCPRE [7] and IBBCPBRE [8] in the same experimental
environment, and use a pairing type A 160-bit elliptic curve
group based on the super-singular curve over a 512-bit finite
field.

We analyze the computation cost of the data encryption
by comparing our scheme with IBBPRE [6], IBCPRE [7]
and IBBCPBRE [8]. In the data encryption phase, the data
owner in these schemes encrypts a file with IBE algorithm or
IBBE algorithm and then posts the encrypted file to the CSP.
Figure 3 shows the computation cost on data owners during
this phase. In the re-encryption key generation phase, we give
the computation cost of IBE re-encryption key generation
and IBBE re-encryption key generation respectively, and
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Figure 4: Computation cost of IBE re-encryption key generation.

the results are shown in Figures 4 and 5. Figure 4 shows
the computation cost on users for IBE re-encryption key
generation versus the number of users in the ciphertext. The
computation cost in IBCPRE [7], IBBPRE [6] and Type I
re-encryption in our scheme is almost constant, while the
result in Type III re-encryption in our scheme grows linearly
with the number of users. The reason is that the former
executes re-encryption algorithm for individual and the latter
executes for group. Figure 5 focuses on the computation cost
of IBBE re-encrypted key generation. We can see that the
re-encryption key generation time of IBBCPBRE [8], Type
II and Type IV of our scheme is almost the same, which
increase mainly with the number of users. The experimental
result of re-encryption phase is depicted in Figure 6, which
shows the computational time of re-encryption on the proxy
server versus the number of receivers associated with initial
ciphertext in the CSP. Obviously, IBBCPBRE [8], Type III and
Type IV re-encryption in our scheme vary linearly with the
number of receivers, and IBCPRE [7], Type I and Type II
re-encryption in our scheme remain constant. Moreover, the
computation cost of IBBPRE [6] in this phase is much more
than other schemes.

Furthermore, we evaluate the computation cost from
three aspects in data decryption phase, and the results are
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Figure 5: Computation cost of IBBE re-encryption key generation.
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Figure 6: Computation cost of data re-encryption.

shown in Figures 7, 8, and 9, respectively. Figure 7 reveals the
computation cost on user side when decrypting IBBE initial
ciphertext and re-encrypted ciphertext of IBE. Compared
with IBBPRE [6], it is obviously that the computation cost
of decrypting the initial ciphertext of IBBPRE [6] grows at
faster pace than our scheme, while the time of decrypting
re-encrypted ciphertext of IBBPRE [6] and our scheme is
almost constant. The fact is that IBBPRE [6] takes about
49 ms that is higher than 20 ms in our scheme. The
computation cost on IBPRE [19] and our scheme are shown
in Figure 8. The computation time of decrypting initial
ciphertext and re-encrypted ciphertext in IBPRE [19] is 30
ms and 27 ms, and the result in our scheme is 20 ms and 5
ms. The computation cost of IBPRE [19] is evidently more
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Figure 7: Computation cost of decryption in Type III.
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Figure 8: Computation cost of decryption in Type I.

than that of our scheme since decryption algorithm in the
former needs more pairing operation. Figure 9 indicates the
computation cost of IBBE.Dec2 algorithm in our scheme and
re-encrypted ciphertext decryption in IBBCPBRE [8]. The
experimental results show that our scheme is almost identical
with IBBCPBRE [8].

9. Conclusion

Recent years, data collaboration between different clouds
becomes increasingly popular. In this paper, we propose
an adaptive secure cross-cloud data collaboration scheme
with IBC and CPRE techniques. Firstly, we present a
cross-cloud data collaboration framework which protects
the confidentiality of data in the semitrusted CSPs with
IBE or IBBE technique. The framework deploys a proxy
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Figure 9: Computation cost of decrypting IBBE re-encrypted
ciphertext.

server close to the clouds to transfer and re-encrypt the
collaborated data. Secondly, we provide an ACPRE protocol,
which not only addresses the issue of flexible ciphertext
collaboration between CSPs, but also supports conditional
data re-encryption. We further make comparisons with
current schemes and conduct experiments with jpbc library.
The results indicate that our cross-cloud data collaboration
scheme is secure, efficient, and practical.
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Wireless Sensor Networks (WSN) aim at linking the cyber and physical worlds. Their security has taken relevance due to the
sensitive data these networks might process under unprotected physical and cybernetic environments.The operational constraints
in the sensor nodes demand security primitives with small implementation size and low power consumption. Authenticated
encryption is a mechanism to provide these systems with confidentiality, integrity, and authentication of sensitive data. In this
paper we explore hardware implementation alternatives of authenticated encryption through generic compositions, to assess the
costs of this security approach in WSN. Two symmetric ciphers, AES and Present, and two hash functions, SHA and spongent,
are used as the underlying primitives for the generic compositions. All the architectures studied in this work are implemented and
evaluated in an FPGA-basedWSNmote.The life time of the sensor node is used as the main evaluationmetric but FPGA resources
are also reported. From the experimental results obtained, it is shown how lightweight ciphers significantly contribute to reduce
implementation area and energy consumption overheads, extending the lifetime of the sensor node.

1. Introduction

Wireless Sensor Network (WSN) is a relatively novel technol-
ogy that has attracted attention by being one of the corner-
stones for the Internet of Things (IoT) [1]. These networks
are found in applications with deep social implications such
as healthcare, military, industrial, and domotics.The primary
elements of a WSN, denominated sensor nodes or motes,
have special properties that impose special requirements of
WSN applications. Most notably is that they communicate
wirelessly, have small physical size, possess low computing
capabilities, and operate using batteries.

The batteries of a sensor node cannot be replaced, and
so their operational life is limited [2]. Significant effort has
been invested to study the longevity of a WSN as a function
of its energy profile [3, 4]. The study of the energy costs
of different security mechanisms for WSN has also been
of notable interest in the literature [5–7]. To reduce motes
fabrication costs, hardware implementations must be small
enough [8], and the energy consumption must be low to
extend the operational life of the WSN [2]. Therefore, the

implementation of cryptographic algorithms for WSN must
be resource and energy aware.

In this work we study the energy and area costs associated
with providing security services to WSN motes. The main
goals of our research are protecting the sensitive data in
a WSN, guaranteeing the user privacy, and ensuring the
trustworthiness of a WSN.

In some WSN applications where sensitive data is
collected and transmitted (i.e., wireless body area net-
works), it is compulsory to guarantee information security
through protected communications. Particularly, the IEEE
Standard for local and metropolitan area networks, IEEE
802.15.4 [9], recommends to guarantee the confidentiality
and integrity/authentication services of transmitted data by
means of the Advanced Encryption Standard (AES) [10]
in Counter (CTR) with Code-Block Chain (CBC) Mes-
sage Authentication Code (MAC) operation mode (CCM,
CCM∗) [11].

AES CCM∗ is made up of two underlying primitives,
AES in CTR mode for the confidentiality service and AES
in CBCMAC mode for the integrity and authentication
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services. AES is a strong symmetric key cryptosystem with
well understood cryptographic properties. AES iswidely used
for general purpose applications with good performance, in
both software and hardware. However, is AES the optimal
primitive to be used in constrained environments such as
sensor nodes?

In order to study alternatives to the use of AES we
shall require alternative schemes which provide the same
protections as CCM∗. The security services defined in IEEE
802.15.4 may also be provided by authenticated encryption
(AE) compositions. These constructions allow for greater
flexibility on the selection of the underlying cryptographic
primitives.

An authenticated encryption scheme designed by
“generic composition” is an operation mode which makes
black-box use of a given symmetric encryption scheme and
a given MAC algorithm. Three of such constructions have
been studied in the literature: Encrypt-and-MAC, MAC-
then-encrypt, and Encrypt-then-MAC [12]. The security of
these schemes has been evaluated assuming that the given
symmetric encryption transformation is secure against
chosen-plaintext attacks (CPA) and the given MAC is
unforgeable under chosen-message attacks (CMA) [12].

Given that it is possible to select different cryptographic
primitives to realize authenticated encryption systems, what
would be the benefit for sensor nodes if the implemented AE
solutions are based on lightweight algorithms over generic
alternatives?

The privacy-preserving CTR mode is CPA-secure. Under
this operation mode, only the encryption procedure of the
cipher is required to encrypt or decrypt the data. This is
advantageous for constrained devices.When aMAC function
is added to the scheme then it is possible to provide integrity
and authentication. These MACs can be generated using
block ciphers (CBCMAC) or hash functions (HMAC) as long
as the operation mode is CMA secure.While hash-based tags
provide desirable security features, their efficiency has been
questioned [13], although not empirical evidence has been
provided.

In the AE constructions evaluated we use generic and
lightweight ciphers and hash functions. We study the use of
block ciphers for symmetric encryption and MAC genera-
tion, as well as the use of hash functions in MAC algorithms.
In this sense our goals are (a) to quantify the cost of
lightweight algorithms compared against generic algorithms,
both in the case of block ciphers and hash functions, and
(b) to quantify the cost of hash functions compared against
block ciphers. Authenticated encryption through generic
composition provides us with the means to reach these goals.

Recently, modern operation modes for authenticated
encryption have been proposed in the literature [14–
18]. These proposals allow for single-pass encryption and
integrity without the need of a MAC. Although the added
efficiency is interesting for WSN, we have selected to use
generic compositions as case study based on the following
premises:

(i) The use of a generic composition method is advan-
tageous in that it facilitates the design of an authen-
ticated encryption with associated data (AEAD)

construct by making it possible to choose both an
appropriate symmetric encryption scheme and ames-
sage authentication scheme independently [19].

(ii) The flexibility on the selection of the underlying
primitives is the enabler for the study of a broader
range of alternatives in the use of encryption and
MAC schemes.

(iii) The chosen composite schemes are usually already
supported by existing security analyses; consequently
tailored security analysis of the composed scheme is
unnecessary [19].

(iv) The selected AE paradigm is well suited for WSN
communications as no decryption is needed to verify
the integrity of the message [19].

(v) Using generic compositions as case study allows
flexibility in the selection of the underlying security
primitives. In this sense, AE through generic compo-
sitions acts as an enabler for additional purposes such
as: the cost analysis of (a) lightweight algorithms and
(b) hash-based MAC functions. This assessment can
be useful for different AE schemes which can adopt
lightweight cryptographic algorithms or hash-based
MACs.

We evaluate different configurations of AE over a battery
powered sensor node prototyped in FPGA. This mote is
enabled to perform basic tasks of sensing, processing, and
transmission of messages. Additionally, the prototype incor-
porates a security core that implements theAE configurations
evaluated in this work.The underlying symmetric encryption
function can be implemented as a lightweight block cipher in
a convenient confidentiality mode, and the underlying MAC
function can also make use of lightweight algorithms, with
cipher-based or hash-based schemes. In this work we aim at
determining experimentally which of these options provide
greater advantages for sensor nodes, regarding energy con-
sumption and usage of hardware resources.

Our contributions can be summarized as follows:

(1) We quantify the overhead in the lifetime of WSN
motes when implementing authenticated encryption
through generic compositions.

(2) We prove empirically the advantage of using
lightweight algorithms over generic alternatives in
reducing the impact in the lifetime of WSN motes.

(3) We find the costs of using hash functions over
block ciphers in hardware and the impact of those
constructions in the lifetime of a WSN mote.

2. Materials and Methods

In this section we review the relevant works from the
literature, provide some preliminary notions, describe our
design methodology for the proposed solution, and present
our experimental design.

2.1. Related Work. Some classical proposals for AE besides
the generic compositions include the operation modes
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CCM [11], GCM [20], and OCB [21]. The CCM mode of
operation requires the use of a block cipher in CTR mode in
order to provide confidentiality andCBCMACmode in order
to provide authentication and integrity. The counters used by
the cipher are generated from an initialization value called
nonce, which must be different for every secret key used.The
Galois/Counter Mode (GCM) operates in the same way as
the CCM for encryption. However, a system based on Galois
field multiplications is used in order to provide integrity
and authentication. The advantage of GCM over CCM is
that the authentication tag can be computed in parallel. The
Offset Codebook Mode (OCB) is a scheme for including a
MAC into the operation of a block cipher and in this single
pass provides confidentiality and authentication. Different
versions of OCB have been proposed in order to include
support for associated data and to improve performance.
While CCM and GCM require 2𝑛 calls to the underlying
block cipher, OCB requires only 𝑛+2 calls in order to provide
the same security services, where 𝑛 is the number of blocks
in the plaintext. The drawback is that OCB is ruled by patents
and licenses that limit its practical use; this has been one of
the motivations for the wider adoption of CCM.

Otherworks have proposedAE schemes from the original
generic compositions. The authors in [22] review different
constructions for authenticated encryption using stream
ciphers as underlying primitives. A qualitative analysis of
the different alternatives is performed in order to iden-
tify the most suitable for energy, processing power, and
memory constrained devices. The research focuses on the
stream ciphers from the eSTREAM project. Three Dragon-
MAC based constructions are proposed and analyzed, these
are Encrypt-then-MAC compositions and thus considered
secure. Nonetheless, no experimental data is provided to
assess the suitability of these solutions. The work in [19]
proposes an authenticated encryption operation mode called
Joint Cipher Mode (JCM) based on the Encrypt-then-MAC
approach. JCM provides an authenticated encryption with
associated data (AEAD) cryptographic service in packet-
based communication protocols. An additional AEAD con-
struction named TinyAEAD is derived from JCM, which uti-
lizes a block cipher and a Matyas-Meyer-Oseas (MMO) hash
as underlying algorithms. Simulation results for TinyAEAD,
CCM and EAX’ in a PIC18F2320 clocked at 40MHz are
provided. Results of the software simulation benchmark
indicate that TinyAEAD exhibits advantageous performance
regarding processing latency, processing throughput, and
processing efficiency for practical WSN communicated data
frame lengths.

The need for real-time cryptographic solutions has also
been expressed. In [16] the authors propose a real-time based
AE scheme where the “real-time key stream” is generated
from any secure block cipher like AES. The authors intro-
duce two modes of operation: the integrity aware real-time
based counter (IAR-CTR) and the cipher feedback (IAR-
CFB) mode. Both the proposed modes of operation aim to
offer both confidentiality and message integrity in a single
pass without a tag. According to the authors, their real-
time solutions are adapted to systems where parameters like
integrity awareness, latency, jitter, and parallelism are critical.

The work provides results simulated using the CryptoPP
cryptographic library on an Intel Core 2 Duo 1.83-GHz
machine with 512MB of RAM. Another related proposal for
real-time encryption is found in [17]. In that work the authors
present a real-time alternative for the CFB and OCFB modes
called real-time based optimized cipher feedback mode (RT-
OCFB). According to the authors, this proposal remedies the
“stalling problem” and the inability to arrange the key stream
in advance. Similarly as CFB and OCFB, this proposal does
not provide integrity nor authentication. No implementation
results are presented in that work.

Some additional proposals have focused on single-pass
AE. Two stream-cipher modes of authenticated encryption,
namely, PFC-CTR (counter-based authenticated encryption
environment) and PFC-OCB (OCB-based authenticated
encryption environment), are proposed in [14, 15]. The
designs rely on a key stream generated from a block cipher.
The schemes provide data confidentiality, authentication,
and protect against replay attacks with reduced cipher calls.
No experimental assessment of these modes of operation is
presented. A new mode of operation for block encryption
called plaintext feedback XORing (PFX) is presented in
[18]. PFX provides strong integrity and used with other
encryption modes which achieves confidentiality. Two of
these schemes are presented in the work: PFX-CTR and PFX-
INC. Implementation results are not provided.

In this work, we have selected generic compositions
over schemes such as CCM, GCM, and OCB since we are
interested in testing different MAC algorithms, such the
ones based on hash functions. The modern operation modes
reviewed, although efficient, were not considered on the same
basis. Moreover generic compositions can allow us to include
associated data which is an interesting feature for WSN.
Nonetheless, our findings can be used in implementations of
the aforementioned schemes since we are not only interested
in evaluated the AE construction, but also its underlying
primitives.

We analyze the suitability of authenticated encryption
through generic compositions for WSN. Our goal is to
construct such a solution which provides confidentiality,
integrity, and authentication with reduced energy consump-
tion and implementation area.Unlike previous proposals, our
study provides sufficient experimental data to support our
findings.

2.2. Preliminaries. Authenticated encryption refers to a
shared-key based transformation with aims to provide both
confidentiality and authentication of the underlying data
[12]. These schemes use a key to transform a plaintext into
a ciphertext; the inverse transformation requires the same
key to convert the ciphertext again into a plaintext or into a
symbol that warns if the ciphertext has been tampered with.

2.2.1. Security Notions. Indistinguishability has been pro-
posed as the most important security goal for symmetric
encryption [12]. This property refers to the inability of an
attacker to distinguish between a ciphertext and a random
string. It can be studied under either the chosen-plaintext
(CPA) or the chosen-ciphertext (CCA) attacks to determine
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Table 1: Security results for different authenticated encryption schemes under the assumption thatSE is IND-CPA secure and thatMA is
SUF-CMA secure, retrieved from [12].The notion of IND-CPA security forSE is used since it is the weakest security notion (compared with
IND-CCA), yet it is sufficient to achieve IND-CCA security underAE.

Composition Method Confidentiality Authentication
IND-CPA IND-CCA INT-PTXT INT-CTXT

Encrypt-and-MAC Insecure Insecure Secure Insecure
MAC-then-encrypt Secure Insecure Secure Insecure
Encrypt-then-MAC Secure Secure Secure Secure

different security properties.The security notion for symmet-
ric encryption based on indistinguishability is strong. If the
attacker cannot find any distinguishers in the transformation,
the probability of other attack models succeeding is negli-
gible. The notions of security for indistinguishability under
the chosen-plaintext and the chosen-ciphertext attacks are
abbreviated as IND-CPA and IND-CCA, respectively [12].

The notions for authentication of symmetric encryption,
as presented in [12] are (i) the integrity of plaintexts (INT-
PTXT) and (ii) the integrity of ciphertexts (INT-CTXT). In
the first one, the objective is to ensure that the decryption
will not produce a message never encrypted by the sender.
In the second one, the creation of ciphertexts that were not
previously produced by the sender is prevented.

These security notions for confidentiality and authenti-
cation share well-known relations which are used to demon-
strate the security of complex cryptographic schemes; for a
detailed description of these relations the reader should refer
to [12].

For MAC algorithms, the security notions involve the
concept of unforgeability. This property evaluated under the
chosen-message attack (CMA) can be weak (WUF-CMA) or
strong (SUF-CMA). The first case implies that it should be
infeasible for the adversary to find a message-tag pair for an
unknownmessage, even after a chosen-message attack. In the
second case it is required that it be computationally infeasible
for the adversary to find a new message-tag pair even after a
chosen-message attack. In [12] it is noted that any pseudo-
random function (PRF) is a strongly unforgeable MAC, and
most practical MACs seem to be strongly unforgeable.

2.2.2. Generic Compositions. A “generic composition” is a
combination of a symmetric encryption scheme with a MAC
algorithm in some way [12]. Let SE represent a symmetric
encryption scheme with key 𝐾𝑒, specified by an encryption
algorithm E and a decryption algorithm D. Assume MA

represents a message authentication scheme with key 𝐾𝑎,
specified by a generation algorithmT and a verification algo-
rithmV. LetM represent a message that requires to be pro-
tected.The following compositions ofSE andMA can create
an authenticated encryption schemeAE:

(i) Encrypt-and-MAC:AE𝐾
𝑒
,𝐾
𝑎

(𝑀) = E𝐾
𝑒

(𝑀) ‖T𝐾
𝑎

(𝑀).
(ii) MAC-then-encrypt:AE𝐾

𝑒
,𝐾
𝑎

(𝑀) = E𝐾
𝑒

(𝑀‖T𝐾
𝑎

(𝑀)).
(iii) Encrypt-then-MAC:AE𝐾

𝑒
,𝐾
𝑎

(𝑀) = 𝐶 ‖ T𝐾
𝑎

(𝐶)where
𝐶 = E𝐾

𝑒

(𝑀).
Table 1 is obtained from the security analysis in [12].

Let SE be IND-CPA secure, and MA be SUF-CMA

secure. Associated with them is AE, an authenticated
encryption scheme constructed according to one of the
three generic compositions: Encrypt-and-MAC, MAC-then-
encrypt, or Encrypt-then-MAC.

The three AE compositions are evaluated to prove
whether they are secure under four different notions of
security: IND-CPA, IND-CCA, INT-PTXT, and INT-CTXT.
Formal demonstrations for the security of each scheme are
provided in [12].

In this work, the Encrypt-then-MAC composition is used
to provide confidentiality and authentication to the messages
transmitted by the sensor node used as case study. The
selected scheme is known to be secure under two assump-
tions: the underlying symmetric encryption scheme is IND-
CPA secure, and the underlying MAC function is SUF-CMA
secure.

2.2.3. Symmetric Encryption. For constrained environments,
as in a WSN, reducing the number of algorithms required is
one of many critical tasks. Hence, involutive cryptographic
transformations are desired. An involutive symmetric cipher
is one such that its encryption function E and its decryption
function D are equivalent. Some Feistel constructions pos-
sess this property. However, this advantage implies security
risks for block ciphers due to search space reduction. Involu-
tion is also found in operation modes such as CTR [23]. This
encryption scheme enables encrypting and decrypting data
using only the transformation E of the underlying symmetric
cipher. Furthermore, the CTR operation mode is IND-CPA
secure, as it has been demonstrated in [24, 25].

The CTR operation mode is illustrated in Figure 1. It has
the advantage that it requires only the implementation of
the encryption function E to both encrypt and decrypt a
message 𝑀 using a series of counters 𝑐𝑡𝑟 and a secret key
𝐾𝑒. This effectively reduces the required resources for most
implementations to half.

2.2.4. MAC Algorithms. A MAC is a tag computed from the
message using a private key. As mentioned in [12], most
practical MACs seem to be strongly unforgeable based on
the assumption that they behave as a PRF. In this work we
use CBCMAC [23] andHMAC [23] asMAC generation algo-
rithms. The security of CBCMAC as a PRF is demonstrated
in [24, 25] while the security of HMAC as a PRF is analyzed
in [26].

CBCMAC is an operation mode that allows to use a
symmetric cipher to generate MACs. This scheme is shown
in Figure 2. It requires little additional resources to generate
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a MAC with an underlying symmetric encryption scheme.
Moreover, given the nature of MACs, it is only necessary
to implement the encryption function of the block cipher.
The strength of CBCMAC rests on two conditions: (i) the
processed messages are of fixed length and (ii) the block size
of the underlying cipher is adequate to represent the message
space. Both of these considerations are present in our case
study since we utilize fixed length messages, and the length
of these messages is small.

HMAC was included in this study to evaluate the cost of
hash algorithms in constrained environments. This operation
mode generates the MAC of a message using a hash function
and a private key as illustrated in Figure 3. In the literature
it has been pointed out that hash functions are not suitable
for constrained devices [13]; however, this claim has not
been verified experimentally. Additionally, the emergence of

Sensing
unit

Control
unit

Security
module

Communications
unit

Figure 4: Components in the sensor node architecture.

lightweight hash functions reinforces the need to corroborate
such assumption.

2.3. Sensor Node Architecture. The architecture of the sensor
node prototype created includes a sensing unit and a commu-
nications unit.The sensing unit is intended to retrieve samples
of a physical variation of its environment. All the collected
data is transmitted to another entity using a communications
module. Figure 4 illustrates the components considered in the
sensor node architecture.

The sensor node includes a control unit capable of taking
decisions, handling interruptions, exceptions, among others.
These tasks can be managed by an automata or processor.
For our case study, the automata is more convenient since
it reduces resource consumption at the cost of reduced
flexibility and longer development times. These, in contrast,
are the main advantages of a processor. The selection of the
most appropriate method will depend on the characteristics
of the WSN.

Upon receiving a new message from the sensing unit,
the automata is in charge of overseeing the processing and
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Figure 5: Architecture of the security module implementing the
Encrypt-then-MAC composition. The message containing sensitive
data is first encrypted using an encryption key to obtain a ciphertext,
then the MAC is calculated for the ciphertext. Under a generic
composition the associated data can be authenticated using the
MAC as illustrated.

transmission of the message. In our study, the scenario where
a message is received from a neighboring node was not
considered.

In this sensor node architecture, the most critical com-
ponent is the security module, developed to keep the sensor’s
transmission channel secure. This block implements the
authenticated encryption composition Encrypt-then-MAC. It
takes as input a message from the sensing unit and produces
as output packets for the communication unit; these encap-
sulate the encrypted payload and a security header. Each
configuration for the security module includes an automata
to control the operation of the module, the encryption of
the message, and the creation of the MAC. The architectures
used to perform the encryption and calculating the MAC are
discussed in detail below.

2.4. Security Module. The architecture of the security mod-
ule is composed of two main elements: a submodule to
encrypt/decrypt the message and a submodule in charge of
generating and verifying the MAC of the message. In the case
study proposed it is considered that the node only performs
transmission tasks, which require only encryption and tag
generation. The block diagram for the security module is
illustrated in Figure 5.

2.4.1. Underlying Cryptographic Algorithms. The operation
modes selected to provide confidentiality authentication
require underlying block ciphers or hash functions. A general
purpose algorithm and a lightweight alternative were studied
for each type of cryptographic primitive.

Encryption Engine. Data confidentiality is achieved through
encryption, provided by a block cipher in CTR operation
mode. This scheme was implemented seeking minimal area
overhead, mainly determined by the counter itself and an
XOR layer. In the CTR mode, each consecutive counter’s
value is encrypted using an encryption algorithm and the
result is then XOR-ed with the plaintext block. The result is
the ciphertext.

Block Ciphers. The symmetric cipher algorithms used in the
authenticated encryption scheme are AES and Present. In
both cases the main design goal is area reduction, using a
key size of 128 bits. AES was selected for being a well-known

general purpose standard while Present was selected as the
lightweight cipher to be used based on the results reported in
the literature about its performance and implementation size
[27].

Rijndael was proposed in 1998 by Joan Daemen and
Vincent Rijmen and standardized as AES by NIST in 2001.
Its a round based cipher built as a substitution-permutation
network (SPN). Present was created in 2007 by Andrey
Bogdanov et al. and standardized by ISO/IEC in 2012.
Present also has a SPN structure and is based in rounds. In
this work we evaluate the impact that these two ciphers have
in the security module for the sensor node, from energy and
area perspectives.

The hardware architectures for AES and Present used as
the encryption engine in the security module are shown in
Figure 6.

The AES architecture has a well-balanced trade-off
between implementation size and performance. When the
goal is to improve the energy consumption of a circuit it is
not practical to sacrifice performance in aims of achieving
minimal area footprint. Reduced latency and thus improved
performance play a major role in reducing the energy usage.

The Present design also explores these ideas, featuring
a reduced datapath architecture that does not compromise
the latency of the datapath to the limit. The optimization in
that architecture was carefully developed to carry out only the
most effective area-reduction strategies.TheAES architecture
used in this work was derived from the implementation in
[28] while the Present design utilized is the one reported in
[27].

In the Present design used, the aim is to reduce
the datapath width considering both the substitution layer
(sBoxLayer) and the permutation layer (pLayer). In the
reduction of the substitution layer the datapath can be
adjusted to anywidth divisible by four.The reduction ofwidth
in the permutation layer is achieved thanks to a pattern in
the structure of the function itself. That strategy consists in
exploiting the regularity of the 64-bit permutation. Using
said pattern it is possible to shrink down the width of the
permutation layer from 64-bit to 16-bit. With that reduction,
the substitution layer can take a width of 16-bit too, thus
requiring only four substitution boxes.

As can be seen from Figure 6 only two data ports are
needed in this design, 16 bits taken as the input (data in),
and 16 bits taken as the output (data out). To input the data,
4 cycles are consumed, 124 cycles are then used to process the
state, and finally 4 more cycles are required to produce the
output, giving a total latency of 132 cycles.

The key schedule of the architecture works by recording
all the keying materials in a module and allowing the
synthesis tool to generate the combinational design that
produces the round keys. This is interesting for this specific
design since the width of the round key is reduced from 64
to 16 bits, which enables a reduction in the complexity of the
combinational process. Under this approach, it is required to
calculate the whole key set presynthesis and to describe it
as a memory block. When the FPGA can not use memory
blocks to implement this module, the synthesizer will be
forced to use LUTs to create a combinatorial block capable of
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Figure 6: Block ciphers used to implement the authenticated encryption scheme. To the left, the architecture of AES; to the right, the
architecture of Present.

generating each one of the round keys required by the cipher
[29].

Authentication Engine. Authentication is guaranteed using a
MAC. The final message packet contains the data and the
MAC tag; hence data expansion is one of the downsides of
the authenticated encryption method used. However, a MAC
provides strong authentication, which is useful for messages
with low lexicographic content, such the ones transmitted in
WSN.

The keyed MAC algorithms selected use a key size of
128 bits. The implementation of CBCMAC requires an XOR
layer at the input of the underlying block cipher. In an
area optimized implementation, a single encryption core can
process all the message, which is divided into several blocks.
When the last block is processed, the result is the MAC of the
message. In the implementation ofHMAC two inner registers
and an XOR layer are required, additionally to the hash core.
The inputmessage is divided into blocks of length determined
by the underlying hash function. To reduce resource usage
and utilize a single hash core it is necessary to utilize an extra
register to store the intermediate results (𝐻1 in Figure 3).
When the last message block has been processed, the MAC
is available at the output of the hash module.

Hash Functions. We selected SHA-3 and spongent as the
underlying hash functions for implementing theHMACcore.
Of the SHA-3 family, SHA3-256 was used to test its efficiency
in the presented case study. A review of the literature for
lightweight hash functions revealed that the one with the
smallest implementation sizes reported is the algorithm
spongent; hence it was chosen.

Keccak was created in 2008 by Guido Bertoni et al. and
standardized as SHA-3 in 2015 by NIST. This hash function
was the first to use a sponge construction with a set of permu-
tations as its internal function. SHA-3 is a family of four algo-
rithms with hash sizes of 224, 256, 384, and 512 bits. Andrey
Bogdanov et al. proposed spongent in 2011. This hash func-
tion follows a sponge construction with an internal function
built as a Present-like SPN. This is also a family of five
algorithms with hash lengths of 88, 128, 160, 224, and 256 bits.

SHA3-256 provides as default an output of 256 bits. This
output is generated as 64-bit blocks, and according to NIST
theMACcanbe truncated to fit the application. Following the
recommendations in [13] it was determined to use MACs of
64-bit length. spongent features different configurations for
outputs of varying length, of which the one with length of 88-
bitwas selected.Thedisadvantage of this design is the number
of rounds required to produce a digest, which has negative
effects on the performance of the solution. The architectures
for the hash functions utilized are shown in Figure 7.

The authors of SHA-3 developed three hardware imple-
mentations of the algorithms: a high performance core, a
middle-range core, and a minimum area coprocessor [30].
The middle-range core is the best alternative for exploring
area/performance trade-offs. The design is parametrized,
which allows modifying the datapath width and achieving
reduced area at the cost of increased latency. We empirically
determined that the configuration which processes one-
quarter of the state in parallel is the most adequate as regards
area/latency ratio.

Reduced area is important to implement generic algo-
rithms in WSN; however the performance cannot be com-
promised if the goal is to improve the energy consumption of
the circuit. The spongent architecture used in this work was
created in a straightforward manner. While this algorithm is
lightweight by design, these results could be improved with
area minimization strategies. However, also by design, the
latency of spongent is highwhich detriments the use of area-
reducing optimizations based on datapath reduction. This
design differs from the one in [31] in that the architecture in
this work includes the controls and registers required for the
use in the HMACmode.

The architecture developed for spongent-88 is based on
a hardware loop with a single register. In the initial phase the
state value is the all zeros word. At the first round the input
block is XOR-ed with the value in the register. At each round
the register is then XOR-ed with the contents of an LFSR and
processed by the substitution and permutation layers.

The LFSR counter is generated by a 6-bit register clocked
each active round. Its value is XOR-ed with the least sig-
nificant bits of the state and its reversed value is XOR-ed
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Table 2: Underlying cryptographic algorithms utilized in the different security module configurations.

Label Algorithm Type Class Operation mode Service provided

AES-128 AES Symmetric cipher Generic CTR Confidentiality
CBCMAC Authentication

PRE-128 Present Symmetric cipher Lightweight CTR Confidentiality
CBCMAC Authentication

SHA-256 Keccak Hash function Generic HMAC Authentication
SPO-88 spongent Hash function Lightweight HMAC Authentication

with the state’s most significant bits. The substitution layer is
formed by 22 4-bit substitution boxes which process the state
in parallel.Thepermutation layer is a simplewiringwhich can
be straightforwardly implemented with little cost. The output
is taken directly from the output of the register. To reduce the
switching activity at the output, we opted to include a mask,
thus improving the energy consumption at the cost of a few
additional hardware resources.

2.5. Methods. This section describes the experimental
method followed in this work, including the experimental
setup, the configurations for the experiments, and the
evaluation metrics.

2.5.1. Environment. The sensor node prototype presented in
Section 2.4 was described using VHDL and implemented in
a Xilinx Spartan-6 XC6LX16-CS324 FPGA. The prototype
was equipped with a battery system to be autonomous. The
study of the cryptographic primitives and their impact in the
security module operation was carried out using this system
as computing platform.

A lead acid battery of 6V and 1Ah was used in our
experimentation. The FPGA was connected to the power
supply through the regulators included in the Nexys 3
development board.

The operation of the sensing unit was emulated using a set
of messages retrieved from a public available database of Intel
(http://db.csail.mit.edu/labdata/labdata.html). This database
contains messages from 54 sensor nodes deployed in the
Intel Berkeley Research lab between February 28 and April

5, 2004. The motes utilized collected timestamped topology
information, along with humidity, temperature, light, and
voltage values every 31 seconds. The database includes a log
of about 2.3 million readings collected from these sensors.

The communications unit was configured as a driver
for 4215A XBee board using serial protocol in the data
transmission from the FPGA to the XBee card. This module
was set to receive and transmit data as 64-bit words which
were then partitioned in bytes and transmitted via wireless
communication.

To transmit messages, a basic scenario was considered
where the sensor node sends the data directly to a base station
using the XBee card connected to the FPGA. To reproduce
identical conditions for all of the experiments the sensing
unit was emulated using messages taken from the public
database. From the database, 3600 messages corresponding
to the sensor node with id=1 were extracted and converted
to fixed point notation. The codification produced messages
with constant length of 144 bits, which were stored in the
sensor node implemented. The sensing unit was configured
to produce as output one of these messages each second. The
components of the environment are illustrated in Figure 8.

2.5.2. Configurations. Thesecuritymodule in the sensor node
was implemented under different configurations, created
from compositions of the cryptographic primitives shown in
Table 2. Five configurations were studied; all of them follow
the Encrypt-then-MAC paradigm.

The configurations derived from the use of these algo-
rithms are described as follows:
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(1) No security services (C0). In this case the sensor
node operates without providing security services.
The results from this configuration can be used as a
reference to measure the security-related overhead of
the other configurations.

(2) Generic cipher (C1). In this configuration CTR was
used to encrypt the data using AES-128, and CBC-
MAC was constructed using AES-128 as well.

(3) Generic cipher and hash (C2). The message is
encrypted with CTR mode using AES-128 and the
MAC is generated with HMAC using SHA-256.

(4) Lightweight cipher (C3).This configuration uses CTR
with PRE-128 to encrypt the message and CBCMAC
with PRE-128 to generate the MAC.

(5) Lightweight cipher and hash (C4). The message is
encrypted with PRE-128 in CTR mode and HMAC
with SPO-88 is used to obtain the MAC.

All the previous configurations derived on a different
construction for the security module in the sensor node
under study. The modularity in the FPGA implementation
was exploited to achieve easy replacement of each building
block described with VHDL.

2.5.3. Metrics. The resource usage was studied using the
FPGA units of slices (SLC), Look-Up Tables (LUT), and
Flip-Flops (FF). The performance was studied as latency
(LAT) and throughput (Thr).The different architectures were
implemented using the ISE Design Suite System Edition 14.7
and the power analysis was performed using Xilinx XPower
Analyzer. The synthesis processes were configured with area
as optimization goal and high as optimization effort, while
the usage of block RAMs and ROMswas disabled. The results
were recorded after the place and route process.
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Figure 9: Experimental setup.

The life span of the sensor node is used to evaluate
the energy consumption associated with each authenticated
encryption composition under study. Each design was con-
figured in the FPGA and set to operate until the energy of the
battery ran out. The voltage level was monitored during the
whole process and registered using a digital oscilloscope. The
experimental setup is shown in Figure 9.

3. Results and Discussion

This sections presents our experimental results and our
analysis derived from the data.

3.1. Results. Table 3 provides the area and power results
for the different sensor node configurations. These archi-
tectures include the algorithms presented in Table 2 with
the operational modes specified to provide security through
authenticated encryption compositions. FPGA resources are
provided in FF, LUT, and SLC after place and route. The
latency cycles are reported for the encryption process (ENC),
the calculation of the MAC, and the transmission of the
message (COM).
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Table 3: Implementation results for the different sensor node configurations.The XC6LX16-CS324 FPGAwas used as implementation target
with an operational frequency of 13.56 MHz.

Configuration FPGA resources Latency (Cycles) t (ms) POW (mW) ENE (mJ)
FF LUT SLC ENC MAC COM

C0 256 398 137 0 0 271200 20.00 23.19 0.4638
C1 2569 3944 1379 84 84 542400 40.01 27.27 1.0911
C2 3655 5033 1728 84 125 542400 40.01 31.01 1.2409
C3 884 1694 516 396 396 361600 26.72 23.63 0.6315
C4 1198 1899 571 396 3770 361600 26.97 23.45 0.6325
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Figure 10: Operation time for the implemented sensor node configurations. It is important to remark that our experiment is a case study,
it is expected that the lifetime of a real-world application would be longer, and thus the time differences would be greater. The sensor node
prototypes were configured on the XC6LX16-CS324 FPGA embedded in the Nexys 3 development board. A 6V and 1Ah lead acid battery was
used as power source. An XBee transmitter was connected to the FPGA board and also sourced from the 6V battery.

Figure 10 illustrates the voltage recordings for the dif-
ferent configurations of the sensor node. The horizontal
axis represents the operation time since the sensor node
was started. The vertical axis represents the voltage level of
the battery recorded using a digital oscilloscope. The life
span (t) is determined at the point where the voltage level
drops below the operational threshold of 5.5V specified in
the FPGA datasheet. Figure 10 has been adjusted to show
the last couple hours of the experiment, which allows the
reader to appreciate the point where the voltage for all the
configurations drops below the operational threshold.

3.2. Discussion. The first important observation is that the
energy estimations provided in Table 3 are consistent with
the experimental results for the lifetime of the sensor node
from Figure 10. An important remark is that even though the
power is reduced thanks to area savings in the lightweight
designs, the communications latency is the most significant

contributor to the energy expenditure of the device. Another
note to make is that even though there is a relation between
the results in Table 3 and Figure 10, it is not proportional.
Table 3 provides energy estimations for the time where the
node is actively processing data, but most of the time the
sensor node is idle and spending energy without performing
any task. We believe this is the reason why, in Figure 10, the
difference in the mote lifetime from one configuration to
another is not more significant.

Our experiments were all conducted under the same
conditions to achieve a fair comparison. However, the hours
rate for the lead acid battery used was not specified in
the product. This can lead to obtain different results if our
experiment is replicated with the same conditions described
in this work. Nonetheless we would expect that the behavior
observed in Figure 10 can be duplicated easily. On a similar
note, the fact that the hours rate for the battery used and its
Peukert exponent are unknown limits us from estimating the
lifespan of the sensor node based on its operational current.
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Table 4: Reduction on the lifetime of the different configurations of
the sensor node prototype.

Configuration Impact
C0 0%
C1 7.1224%
C2 8.4090%
C3 3.9808%
C4 4.9935%

Several conclusions can be drawn from our experimen-
tation concerning the life span of the sensor node configu-
rations. As it was expected, the configuration which did not
provide security for the messages (C0) reported the longest
active time of the sensor node. This design (C0) achieved an
active time of 13 hours and 50 minutes, which will be used as
reference in further discussion.

If we group the configurations C1 (generic cipher) and C3
(lightweight cipher) and compare them to the configurations
C2 (generic cipher and generic hash) and C4 (lightweight
cipher and lightweight hash) it can be noted how the use
of HMAC over CBCMAC has a negative impact on the life
span of the prototype. This comparison can be appreciated
in Figure 10. The advantages of using hash functions to
generate MACs include elevated collision, preimage, and
second preimage resistances. Nonetheless, since these algo-
rithms require more cycles to generate a MAC, the energy
expenditures are also increased. The cost on the life span of
our case study associated with using HMAC over CBCMAC
is 1.3% in average, which can be considered acceptable given
the additional cryptographic strength associated with the
former.

Now, compare the configurations C1 and C2 (generic
algorithms) to the configurations C3 and C4 (lightweight
algorithms). In this scenario the advantage of using
lightweight algorithms is demonstrated. Compare C1 to C3
as shown in Figure 10, in both cases CTR is used to encrypt
the data, and CBCMAC is used to generate the MAC. The
difference in the life span of the configurations can be
attributed to the use of Present over AES. Compare C2 to
C4 as shown in Figure 10, in these instances the security
services are provided by CTR and HMAC, and it is clear that
the difference lies in the underlying algorithms. It can be
concluded that the use of lightweight algorithms generates
reduced area and energy overheads in the system. The
average cost in the life span of using generic algorithms over
lightweight solutions for our case study is in average 3.4%.

The impact of each authenticated encryption configura-
tion on the life span of the sensor node utilized as study case
is detailed in Table 4.

Regarding implementation area and performance, the
results reveal that lightweight algorithms offer advantages
in area by making performance trade-offs. These design
considerations need to be reviewed carefully in the design
of lightweight algorithms. While minimizing the resource
usage and ergo the production costs of the system may be
a primordial goal, this optimization should not represent
great compromises to the performance of the algorithms. The

performance impacts directly on the runtime of the architec-
ture, if the architecture expends longer periods active then
this affects the energy consumption. Energy-aware solutions
require adequate compromises between the implementation
size (to reduce the number of elements that must be powered)
and the performance (to reduce the total time these elements
must be powered on).

3.3. Comparisons. We were unable to find hardware imple-
mentations of authenticated encryption solutions in FPGA.
For this reason we cannot provide a quantitative comparison
with other works.What we provide, however, is a comparison
in terms of qualitative characteristics, as well as quantitative
comparisons, to some degree, of the underlying lightweight
primitives used.

Table 5 presents our assessment of the characteristics
for the different authenticated encryption solutions reviewed
from the literature. The column “Calls” refers to the perfor-
mance for the different schemes. As it can be appreciated,
although modern operation modes are efficient they do not
provide support for associated data (AD) or would not serve
our purposes of evaluating the costs of MACs based on hash
functions.

Multiple block ciphers are reported in the literature
which could be used instead of Present. For example, in
[32, 33] the authors specify the Simon and Speck families
of block ciphers. The authors claim to balance their work
around simplicity, security, and flexibility. As pointed out,
both ciphers have good performance in several lightweight
applications, but Simon is tuned for optimal performance in
hardware and Speck for optimal performance in software.
Based on this we focus our comparison in Simon. In [32],
ten configurations of Simon are described; however we shall
select the ones that match the Present version used, which
has block size of 64 bits and key of 128 bits. It is important to
match these criteria for fairness, since block size and cipher
size determine the strength of a block cipher.

Our first criteria for selecting Present were its excep-
tional implementation size in ASIC. At first glance, the imple-
mentation results in [32] appear to outperform Present by
about 25% (1000 GE versus 1339 GE in a 130 nm process).
However, as the authors point out “[their] current hardware
designs have not proceeded past the synthesis stage”, which
implies that they should be taken with caution. In contrast,
the work in [34] provides actual implementation results,
which point out the difference between Present and Simon
for equivalent parameters is of about 7% (1458GE versus 1560
GE in a 90nm process). Moreover, the Simon 64/128 “area-
minimizing implementations” provided in [32] do not appear
to be effective (1000GE reduced to 958 GE). In our opinion
this is due to the nature of the Feistel network used in the
block cipher.

The second aspect to consider on the selection of a
block cipher is its latency. As the works in [16, 17] point
out, the delay in the processing of information by a mote
is critical. For equivalent parameter sizes, Present requires
31 cycles, while Simon requires 44; this would carry over to
the respective optimized implementations. This is another
advantage for Present, since smaller latency implies higher
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Table 5: Qualitative comparison of our proposed solutions with works from the literature.

Scheme Ref. Privacy Integrity/Auth. Supports AD Patented Calls
CCM [11] CTR CBC-MAC Yes No 2𝑛

GCM [20] CTR GHASH Yes No 2𝑛

OCB [21] Cipher Checksum Yes Yes 𝑛 + 2

SOSEMANUK-MAC [22] Stream cipher Dragon-MAC Yes No 2𝑛

HC 128-MAC [22] Stream cipher Dragon-MAC Yes No 2𝑛

Rabbit-MAC [22] Stream cipher Dragon-MAC Yes No 2𝑛

TinyAEAD [19] Cipher MMO Yes No 𝑛 + 𝑚

PFC-CTR [14, 15] CTR PFC No No 𝑛 + 1

PFC-OCB [14, 15] OCB PFC No No 𝑛 + 1

IAR-CTR [16] CTR PFC No No 𝑛 + 1

IAR-CFB [16] CFB PFC No No 𝑛 + 1

RT-OCFB [17] OCFB No No No 𝑛

PFX-CTR [18] CTR PFC No No 𝑛 + 1

PFX-INC [18] CTR∗ PFC No No 𝑛 + 1

CTR-CBCMAC This work. CTR CBC-MAC Yes No 2𝑛

CTR-HMAC This work. CTR HMAC Yes No 𝑛 + 𝑚

𝑛 represents the number of message blocks;𝑚 represents the number of hash calls.
∗The authors indicate that this is an increment similar to the one used in GCM or CCM∗.

performance and lower energy consumption, and from that
longer lifetime which is our ultimate goal.

Regarding the hash function selected, to the best of our
knowledge, the basic implementation of spongent-88 has
the smallest results reported for both ASIC [35] and FPGA
[31].

4. Conclusions

In this paper we have studied different alternatives to provide
authenticated encryption for WSN applications under the
Encrypt-then-MAC generic composition. We evaluated the
impact of providing confidentiality, integrity, and authen-
tication, in terms of energy consumption and area of the
underlying cryptographic algorithms selected.

In our study, we considered general purpose and
lightweight cryptographic algorithms to implement the
building blocks of the Encrypt-then-MAC generic composi-
tion. Four different configurations of the security module of
a sensor node prototype were evaluated in an FPGA. The
overhead imposed by these compositions in the life span of
the mote was quantified. This impact was associated with the
energy consumption of a dedicated security module in the
sensor node prototype.

As underlying cryptographic primitives for the Encrypt-
then-MAC construction we analyzed different alternatives.
The symmetric cipher AES was utilized to study the costs
of using generic block ciphers. The hash function Keccak
was utilized to assess the impact of generic hash functions
on constrained environments. The algorithms Present and
spongent were studied to quantify the advantages of using
lightweight cryptography.

From our experiments we observed that providing
authenticated encryption through generic compositions

represents an impact of ∼-6% in the lifetime of the sensor
node, in the average.This is in line with our first contribution
enumerated.

Our experimentation also demonstrated that the use of
lightweight algorithms to enable authenticated encryption
has favorable effects on the implementation size (∼-65% SLC
in average) and lifetime (∼+3.4% in the average) of our
WSN mote. Our second contribution is outlined with these
findings. In particular, the use of a lightweight cipher under
CTR mode to encrypt data and under CBCMAC mode to
generate MACs achieved the best results.

The provided results also show evidence that using hash
functions to generate MACs under the HMAC operation
mode is less efficient than using block ciphers under the
CBCMAC operation mode for the same task. This held true
for both the generic and lightweight instances with impacts
of ∼-1.3% on the lifetime of the sensor node and ∼+15%
on the SLC count, in the average. Although the increased
costs could discourage the use of hash functions, under some
circumstances their added security benefits might outweigh
the associated costs. With these results we conclude our third
contribution.
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Cyberattacks, which consist of exploiting security vulnerabilities of computer networks and systems for any kind of malicious
purpose (e.g., extortion, data steal, assets hijacking), have been continuously increasing worldwide in recent years. Cyberspace
appears today as a new battlefield, along with physical world scenarios (land, sea, air, and space), for the organizations defence
and security. Besides, by the fact that attacks from the physical world may have significant implications in the cyber world and vice
versa, these dimensions cannot be understood independently. However, themost common intelligence systems offer an insufficient
situational awareness exclusively focused on one of these decision spaces.This article introducesHYBINT, an enhanced intelligence
system that provides the necessary decision-making support for an efficient critical infrastructures protection by combining the
real-time situation of the physical and cyber domains in a single visualization space. HYBINT is a real cross-platform solution
which supplies, through Big Data analytical methods and advanced representation techniques, hybrid intelligence information
from significant data of both physical and cyber data sources in order to bring an adequate hybrid situational awareness (HSA) of
the cyber-physical environment. The proposal will be validated in a detailed scenario in which HYBINT system will be evaluated.

1. Introduction

The accelerated technological development arose in the last
decade has reached most of the society areas allowing
organizations to be more efficient by expanding their oper-
ational spectrum to cyberspace and overcoming the physical
limitations of markets and borders.

This recent transformation is mostly leaded by the Infor-
mation and Communication Technologies [1], where hot
research fields such as Big Data [2, 3], Artificial Intelligence
[4], or Internet of Things (IoT) [5, 6] are already heading
this new paradigm in which physical world (land, sea, air,
and space) merges with cyberspace producing a hybrid
environment where physical and cyber entities are linked
together [7] (Figure 1).

This cyber-physical environment [8] brings a large set of
opportunities but also new vulnerabilities and threats that
must be properly managed [9]. In fact, organizations have
now to face, beside the traditional threats related to physical
world, the ones existing in cyberspace [10]. This task is even

harder to achieve due to the significant cross implications in
both physical and cyber world caused by the attacks coming
from any of them [11].

In particular, the exponential growth of cyberattacks,
either limited or large scale, in recent years, has caused huge
losses and damages all around the world. As reported by
the Spanish National Cryptologic Centre [12] in their recent
annual executive summaries [13, 14], more than 21,000 inci-
dents were detected in Spain just in 2016, which represents an
approximate growth of 98% regarding year 2010 (Figure 2).
In case of the WannaCry virus, where more than 15 million
of computers from more than 10,000 organizations could be
affected, the economic losses reached around 200 million of
euros [15]. Estonia, for its part, became a world reference due
to the advanced cybersecurity technologies developed after
the 2007s cyberattack that moved the country to the Stone
Age by leaving blank all the government websites [16].

In order to achieve an effective defence in this hybrid
scenario, where risks and threats havemoved to a higher level,
new strategies, security tools, and remediation plans must
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Figure 2: Cyber incidents detected in Spain (2009-2016) (source:
https://www.ccn-cert.cni.es/informes/informes-ccn-cert-publicos/
1554-ccn-cert-ia-09-16-cyber-threats-2015-trends-2016-executive-
summary/file.html.) (source: https://www.ccn-cert.cni.es/informes/
informes-ccn-cert-publicos/2249-ccn-cert-ia-16-17-cyberthreats-
trends-2017-executive-summary-1/file.html.).

be developed complying with current environment demands
[17]. These requirements are even more necessary in case of
critical infrastructures (CI) protection [18]. Indeed, CI refers
to all of the strategic facilities and assets (e.g., power plants,
medical centre, public administrations, banks, transporta-
tions) where well-functioning and maintenance are main
priorities for any nation since its damage, destruction, or
disruption may cause a significant negative impact on the
country’s security and economy [19, 20]. However, while
traditional Command and Control systems-based security
tools still do not efficiently integrate the situational awareness
[21] of the cyber domain, the most extended cybersecurity
solutions do not still provide a single and intuitive visual-
ization space of the whole cyber-physical situation for an
adequate decision-making support [22].

Intelligence systems, which seek to produce useful infor-
mation for the trained security analysts from data gathered
through different sources and means, play a main role in
this context. An interesting approach to efficiently address
the organizations security and defence in a cyber-physical
(hybrid) environment could be a hybrid intelligence system
which combines human [23] and cyber [24] intelligence,
through collecting and processing significant data related

to both physical and cyber world, in order to achieve the
adequate hybrid situational awareness [25]. For instance,
in a CI like a port facility, when cyber threat intelligence
information indicates that the GPS of a crane operator is
locating him at the cargo area at the same time that its
credentials are being used to log in on a computer placed
far away, the human intelligence provided by a security
personnel member inspecting these locations and reporting
their situation could be the key to confirm a potential
attack. In a different scenario, the intelligence information
gathered from a surveillance staff member, which is notifying
the suspicious behaviour of an authorized person accessing
repeatedly to a strategic research centre at non-conventional
working hours, could be jointly analysed and correlated with
its recent activity on the organization internal network in
order to determine if he/she is acting as an insider.

This paper introduces HYBINT, a real and advanced
hybrid intelligence system for critical infrastructures pro-
tection. Firstly, both the current scenario and the present
proposal are introduced; secondly, the oeuvres taken as main
references and themotivation of this work are described; after
that, HYBINT system architecture and the functionalities of
each of its modules are explained in detail; then, a validation
scenario and the obtained results are presented; and finally,
main conclusions and future works are exposed.

2. Motivation and Related Work

Every day, current technologies provide to the organizations,
CI included, new tools to improve their performance, reli-
ability, and safety [26]. However, these same technological
tools are also exploited by criminals to carry out ever more
sophisticated attacks that require response actions on the
physical as well as on the cyber domains.

Although multiple works focus on the study of the CI’s
risks and threats in the hybrid environment, it is hard to find
an implemented solution that provides the necessary cyber-
physical situational awareness to protect them efficiently
from potential attacks in such scenario [27]. Indeed, the
existing approaches do not imply real solutions able to
achieve an advanced knowledge of the whole (physical and
cyber) environment that enhances decision-making [28] for
a complete and performing defence.

In this way, existing systems such as CoordCom [29],
GEMMA [30], or GESTOP [31] are some examples of
Command and Control Information Systems (C2IS) [32]
which provide a situational awareness and a decision support
[33] focused on the physical environment. Conversely, other
relevant solutions such as the ones of PaloAltoNetworks [34],
IBM [35], Thales [36], or NEC [37], which provide advanced
security tools for organizations protection, are specially
focused on the cyber domain situation and the related threats
and risks [38, 39]. This operational separation, which implies
significant issues related to the systems interoperability and
ontology as well as to the information standardization and
representation, carry on a significant decrease in these sys-
tems performance and security deficiencies in them.

The most advanced SCADA systems [40, 41], which
constitute a subset of the traditional Industrial Control
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Figure 3: Hybrid intelligence system.

Systems (ICS) for the remote control and monitoring of
sensors and high-level processes [42], integrate nowadays
multiple security and defence tools such as SIEM systems,
Intrusion Detection Systems (IDS), and Outage Management
Systems (OMS).However, despite the fact that 4th-generation
SCADA systems, based on recent technologies as cloud
computing and IoT, seek to reach new application areas [43],
they still remain mostly oriented to industrial sectors (oil
refineries, waste management, manufacturing, etc.). Even the
most recent SCADA solutions, which already integrate cyber
threat intelligence capabilities, are limited to automated pro-
cesses for both physical and cyber data gathering and do not
still explore the benefits of human intelligence (HUMINT)
techniques, which can enrich the consistently collected data
with intelligence information provided by reliable human
sources. Moreover, the HMI of these systems, commonly
based on conventional diagrams and simple event viewer
dashboards, do not often seem very intuitive and useful
for their users. Thus, due to the inadequate fusion of both
physical and cyber situations in a single decision-making
visualization space, operators are not able to completely gain
the necessary situational awareness that requires such hybrid
environment.

The main motivation of this work is, therefore, beyond
industrial-oriented sectors, the design and implementation
of a whole and advanced cross-platform solution which
provides, through combining human-based and cyber threat
intelligence capabilities and taking advantage of advanced
visualization techniques, the appropriatemixed (hybrid) situ-
ational awareness to achieve an agile and effective protection
of any kind of CI.

3. System Architecture

This work proposes a new approach for the CI adequate
protection in the current cyber-physical context through
HYBINT, a hybrid intelligence solution (Figure 3) which
integrates, through current analytical tools and advanced rep-
resentation techniques [44, 45], the intelligence information
of the hybrid environment in a single decision-making space.

HYBINT system is based on a client-server architecture
in order to support scalability, availability, and security as
main requirements of any kind of CI.The core of the platform,
which has been designed in a flexible and uncoupled way to
easily implement new functionalities and adapt to the par-
ticular specifications of a concrete infrastructure, consists of
three main modules that have been independently developed
following the three-tier application concept (Figure 4):

(i) Data Gathering Module (DGM): it collects signif-
icant data from CI-deployed heterogeneous phys-
ical and cyber data sources (e.g., environmental
sensors, network packets analysers, video cameras
signal, human reports) and stores them in the system
database.

(ii) Data Analysis Module (DAM): it brings to the user
a set of advanced analysis to produce physical, cyber,
or mixed intelligence information (e.g., cyber threats
evaluation, facilities classification by criticality, pat-
terns detection from social interactions) through
processing the stored raw data.

(iii) Data Visualization Module (DVM): it provides a
real-time hybrid situational awareness (HSA) of the
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Figure 4: HYBINT architecture.

physical and cyber environments by a combined and
georeferenced representation of the obtained intel-
ligence information (e.g., physical and cyber assets
interdependencies, social network of suspicious CI
personnel, cascading effects of combined attacks).

The HYBINT platform is a Microsoft .NET Framework-
based solution [46] developed in C# and deployed in a
Windows Server 2016 virtual machine.

MySQL Server [47] is initially used, as SQL relational
database, to store the gathered data. However, a database
abstraction layer facilitates the integration and use of any
other database engine by decoupling it from the system core.
In any case, the database in use must be in compliance with
Big Data; that is, it has to support massive data storage.
From the System Administration Module (SAM), admin
users are able to manage the whole HYBINT system: server
platform configuration, data sources and user’s management,
scheduled tasks administration, etc.

The platform’s web services, which are based on Rep-
resentational State Transfer (REST) [48] architecture, are
exposed through Microsoft’s Internet Information Services
(IIS) [49] web server. These are accessible for any registered
user through any of the three different client applications that
have been implemented: web, desktop, and mobile applica-
tion.TheHuman-Machine Interface (HMI) of these is a web-
based environment developed in AngularJS [50] framework
over HTML5. Desktop and mobile native applications have
been, respectively, built, from the same codebase, through
Electron [51] and Ionic’s [52] JavaScript frameworks. Web
application can be accessed through any HTML5-supported
web browser (Google Chrome, Mozilla Firefox, etc.), desktop
application can be installed in Windows OS machines, and
mobile application can be deployed in common Android
devices.

Hypertext Transfer Protocol Secure (HTTPS) is used as
secure communications protocol between client applications
and the server platform in order to ensure the integrity and
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privacy of the exchanged data. In addition, the inclusion of
public key certificates on these clients also guarantees the
digital identity of the CI personnel registered in HYBINT
and their authentication in the system. An access control
layer is responsible for both validating the user certificates
and managing the available platform capabilities depending
on the personnel category and privileges (e.g., common
personnel, area supervisors, facilities surveillance staff, IT
support, CI security analysts).

Moreover, an offline mode of the system has been devel-
oped as a solution to provide minimal capabilities even when
no network connections, neither LAN nor WAN (Internet),
are available in the client side.

3.1. Data Gathering Module. This module is responsible for
collecting significant intelligence data fromboth physical and
cyber data sources and storing it in the HYBINT database.
These can be either CI members registered in the system such
as technical personnel and security staff or sensors (physical
or cyber) in charge of reporting any deviant behaviour or
incident occurred in its facilities [53].

While CI physical sensors mainly refer to information
systems (GPS, access control technologies, video surveillance
systems, etc.) which provide physical data related to physical
assets (people, vehicles, buildings, etc.), CI cyber sensors refer
to Security Information and Event Management (SIEM) tools
(OSSIM [54],MISP [55], RTIR [56], etc.) which provide cyber
data related to cyber assets (servers, firewalls, routers, etc.). CI
personnel with access to HYBINT can supply, for their part,
human-based intelligence data referring to physical, cyber or
both domains such as a non-recognized people, suspicious
activities, and abnormal behaviours.

As shown in Figure 5, data gathering can be achieved both
automatically and manually. Besides, the DGM is as flexible
as the platform supports both structured (which follow

the HYBINT data model) and non-structured (like free
text) data inputs.On the one hand, system users contribute
to data collection, through CI-related human intelligence,
either by submitting both data object forms and report
forms or by uploading formatted data files through the Data
Input/Output Component (DIOC). In this case, a format
abstraction layer has been implemented to decouple the
supported file types (SQL, CSV, XML, or JSON) from the
database functioning. From DIOC, users can also export the
current content of HYBINT database to any of these file
formats.

On the other hand, the data collection from sensors
deployed in the infrastructure facilities is achieved by using
HTTPS as communications protocol between these and
the DGM and by selecting Publish-Subscribe (PubSub) or
Request-Response (RR) as data gathering mechanism. In
case of RR, queries to these CI sensors can be configured
to be executed periodically or just on user request. Only
admin users are enabled for the sensors management either
configuring the parameters (IP address, MAC address, type,
geolocation, etc.) of the existing ones or registering new
others.

Due to the heterogeneity of the sensors in each type
of infrastructure, specific adapters have been developed to
transform, through an adaptation layer, the original web
services of each sensor (based on proprietary protocols,
REST, SOAP, etc.) into REST-based web services that follow
the HYBINT data model. Moreover, when no connectivity is
available, these adapters can locally store data in an integrated
database until they can be transmitted (Figure 5).

3.2. Data Analysis Module. An understanding of the stored
data is needed in order to obtain an advanced HSA: that
task is the responsibility of the DAM. To this end, the
system interface brings to the CI security administrators a
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Figure 6: Data Analysis Module.

set of preconfigured analysis (infrastructure risks assessment,
security vulnerabilities detection, criticality-based facilities
classification, patterns detection from social interactions,
etc.) to generate the desired physical, cyber, or hybrid intelli-
gence information as a result of processing the appropriate
raw data. For any new analytical task, the platform also
allows to set either at the time or scheduled (running once
or periodically) as its execution mode (Figure 6).

All the proposed intelligence analyses are linked to an
analytic tool in which they will be executed. These imple-
ment data mining methods [57], through statistical analysis
techniques, to find out meaningful patterns and discover
unknown knowledge from wide datasets (that is, Big Data)
that helps to better decision-making [58]. Besides, non-
structured data (as the ones provided by CI personnel report
forms) are also supported: in that particular case, text mining
methods are used.

The analysis tools mainly refer to third-party analytical
tools (Rapidminer [59], IBM i2 Analyst’s Notebook [60],
IBM SPSS Statistics [61], and SAP Predictive Analytics [62])
that have been integrated in HYBINT. Nevertheless, an own
analytical module with several statistical functions developed
in R [63] has been additionally implemented in the DAM, as
a complement to the integrated tools capabilities, in order to
offer more flexible and specific data analysis. All of the third-
party integrated tools have been physically deployed in the
HYBINT core machine. Depending on each case, the access
to these is carried out either through their programmable API
or through REST calls to their exposed web services. Only
admin users are responsible for assigning, as far as possible,
each preconfigured analysis to the most appropriate tool for
it or discarding the use of any of them.

The computing techniques performed by the analytic
tools consist of algorithms based on machine learning [64].

In other words, they carry out predictive analytics to estimate
future behaviours by learning from trained data. These algo-
rithms can be either supervised, as classification algorithms
(support vector machines, decision trees, neural networks,
etc.) [65] or unsupervised, as clustering algorithms (k-means
clustering, hierarchical clustering, correlation clustering,
etc.).

When an analysis task must be executed, the DAM
queries HYBINT database to get the appropriate stored
data depending on the analysis type and brings them as
input data to the corresponding analytic tool through their
respective Application Programming Interfaces (API). The
intelligence information provided once data processing fin-
ishes is registered in the database in order to be available for
its representation in theDVM.A tool abstraction layer is used
for decoupling the analytic tool’s logic of the database access.
Every CImember with access toDAM is able tomodify at any
moment the configuration of his own scheduled analytical
tasks.

3.3. Data Visualization Module. The aim of the DVM is
to provide the necessary HSA to enhance decision-making
through a mixed and georeferenced representation of both
CI’s physical and cyber world current situation in a unique
visualization space. As shown in Figure 7, his HMI is
therefore an interactive visualization environment, mostly
composed of a web-based Geographic Information System
(GIS) and several visualization panels, where physical, cyber,
or hybrid intelligence information is shown in real time.

The key feature of this module is the flexibility to
represent any kind of system-registered data following the
most adequate type of visualization. To this end, through
a representation management interface, HYBINT users can
define any query related to analysis results (e.g., cascading
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effects of combined attacks, social network of suspicious
personnel, cyber and physical assets interdependencies) but
also to any other stored raw data. Either the main GIS
map or any of the visualization panels has to be selected
as destination for the generated request’s representation.
Moreover, previous requests can be reloaded at any time
if they were saved in the system database when they were
created.

The 3D graph representation, where the current state of
the infrastructure’s physical and cyber entities is shown in a
hybrid and multidimensional view, is the most relevant for
the main GIS map in order to get a real-time geolocated
visualization of the whole CI’s current situation, that is, HSA
(Figure 7). However, heatmap and KML-based representa-
tions are also other representation types supported by the
main map. All of these capabilities have been developed in
two different web-based geospatial tools that have been built-
in in HYBINT: Luciad [66] (through implemented functions
following its proprietary API) and Cesium [67] (through
REST calls to its exposed web services). Moreover, a GIS
abstraction layer allows easy switching between these maps
providers andmakes easier the future integration of new ones
in the system.

Regarding the visualization panels, in addition to the
geolocated representations, the representationmanager offers
a wide set of data chart visualizations summarized in two
main categories: 2D/3D static charts (bar chart, area chart, pie

chart, etc.) and 3D interactive diagrams (Hebbian dynamics,
bubble chart, force directed graph, etc.), which are both
provided through JavaScript open source libraries as Chart.js
[68] and Data-Driven Documents D3.js [69].

Besides, additional features have been developed, related
to both GIS map and visualization panels, in order to enrich
the DVM’s capabilities. From the system interface, CI staff
with access to DVM can query to Google Places database
through his proprietary API, load local KML files into the
map, insert new georeferenced objects on it, or manage the
existing map layers. Moreover, visualization filters can be
set, current view’s snapshot are downloadable as image file,
and any kind of intelligence information can also be locally
downloaded. In this case, depending on the desired type of
information, this can be either an intelligence report (text
file), a data chart (image file), or a geolocated information
(KML file).

3.4. System Availability and Secure Access. HYBINT is
a cross-platform solution that ensures the scalability
requirement since it is accessible from a wide range of
network-connected devices (laptops, smartphones, tablets,
etc.) through the system web services. However, access
to the platform may not be guaranteed depending on the
connectivity in the client side. To enhance the availability
requirement, when network connections are unavailable on
the HYBINT’s client applications, these automatically switch



8 Security and Communication Networks

Table 1: System access levels and associated functionalities.

Level Accessible modules Main capabilities
1 DGM Forms submitting and data files uploading
2 DGM Level 1 + Own data management
3 DGM Level 1 + All data management and sensors data gathering
4 DGM + DAM Level 2 + Own data analysis
5 DGM + DAM Level 3 + All data analysis and analysis scheduling
6 DGM + DAM + DVM Level 4 + Representation of own analysis results
7 DGM + DAM + DVM Level 5 + Representation of all analysis results
8 DGM + DAM + DVM Level 7 + Admin capabilities

Figure 8: HYBINT validation scenario.

to an offline mode where only capabilities related to data
local loading are enabled. In a transparent manner for user,
all the data collected from loaded files and filled forms (data
object forms or report forms) are locally stored in minimal
database integrated on the client applications (Figure 4) until
a local service automatically reestablishes HYBINT’s direct
mode when connectivity is back.

Regarding the security requirement, beyond the use of
secure communications protocols and public key certifi-
cates, system access levels have been defined to restrict the
available functionalities according to the position of the
personnel in the CI staff. Table 1 summarizes the default-
defined HYBINT’s access profiles and their main capabilities.

By default, the lowest access level is initially assigned to
any new registered user. Only admin users are allowed to
provide privileges to the users of their CI as well as managing
the platform access profiles by modifying them or creating
new ones.

4. Validation and Results

HYBINT system has been validated through functionality
tests to an implemented prototype based on the architecture

described in this paper. These tests were carried out within
a virtualized platform [70] where were installed, on the one
hand, the ESXi software as Hypervisor in a cluster of servers
HP Proliant ML110 Gen9 and, on the other hand, a vCenter
server in a main server Fujitsu PRIMERGY TX1310M1
which allows the automatic configuration and control of the
whole machines and network elements required to cover the
different use cases of the current scenario.

As shown in Figure 8, the network configuration of two
different Universitat Politècnica de València’s departments
has been simulated in the deployed virtual environment. On
the upper left part, the red box corresponds with the subnet-
work 10.0.1.1/24, where both physical and cyber assets related
to the Communications Department’s (DCOM) users are
connected. On the upper right part, the blue box represents
the subnetwork 10.0.2.1/24 where both physical and cyber
assets related to the Electronic Engineering Department’s
(DIE) users are connected. Additionally a third subnetwork
192.168.0.1/24 has been configured and split into 2 different
boxes: at the bottom left part, the green box contains all the
common and management services (DNS, E-Mail, Domain
Controller, and Proxy) for both departments; at the bottom
right part, the black box contains all the virtual machines
where several SIEMs have been deployed (OSSIM, MISP,



Security and Communication Networks 9

Figure 9: Cyberattacks execution example.

and RTIR) responsible to gather significant data related to
the cyber environment, a Sensor Observation Service (SOS)
server which exposes the necessary services to feed and
retrieve information from all the physical assets simulated in
the scenario [71], and a common computer in order to allow,
through accessing to HYBINT platform, the system admin-
istrator to perform manual insertions (intelligence reports,
data object submissions, etc.). These three subnetworks are
interconnectedwith each other through a virtual router based
on a Linux distribution (VyOS developed by Vyatta) able to
provide software-based network routing, firewall, and VPN
functionalities [72].

This virtual router has been configuredwith the necessary
rules to routing and firewalling the network connections in
order that the differentmachines could be reachable from any
other in case it is needed.

Once the deployment of all the virtual machines, network
configurations, and virtual sensors had been performed,
HYBINT executed a scheduled vulnerability scan using
OSSIM over the proposed scenario identifying potential
open doors to both physical and cyber assets. According to
the vulnerabilities found, several scripts were scheduled to
perform different attack types [73] over the course of a week,
during the 24 hours of day, using the Kali Linux distribution
[74], which contains a set of preinstalled tools to execute
diverse types of penetration tests and security analysis.

These simulated cyberattacks mainly consisted of a set
of intrusion actions performed, through multiple scripts and
exploits, against different virtualized assets in the form of
denial-of-service attacks (DoS), brute-force blocking attacks,
and spoofing attacks, among others. These performed intru-
sions caused multiple incidents and failures in DNS servers,

file servers, and web servers due to open ports, wrong
firewall configurations, and others. As an example, Figure 9
shows some attacks performed against the DCOMNetwork’s
File Server (IP: 10.0.1.3), where several exploits have been
executed to access without authorization to a targeted asset in
which a vulnerability has been previously identified by Nmap
tool of Kali Linux distribution.

Regarding the physical environment, attacks to physical
assets were difficult to be performed due to the virtualization
of the corresponding sensors. Therefore, a set of scripts,
which was designed to simulate multiple attacks that could
be performed against physical assets in the context of CI’s
protection (as intrusive access, sensors sabotage, surveillance
cameras signal disruption, or sensors disconnection among
others), was also executed.

As a consequence of these simulations, different anoma-
lies and failures like unauthorized access, anomalous sensors
data, or video surveillance camera signal lost were either
detected by deployed physical and cyber sensors or reported
via Human Intelligence Reports (HIR). HYBINT system was
able to collect and combine data from all its deployed data
sources through theDGM, to use theDAM in order to extract
relevant patterns related to physical and cyber worlds as well
as classifying incidents through analytic techniques such as
Support Vector Machine, Decision Tree, or Random Forest,
and finally to represent in the DVM the generated physical,
cyber, and hybrid intelligence information in a useful and
enhanced decision-making space.

Figure 10, which summarizes the results of the system
evaluation, shows both the cyber and physical vulnerabilities
found as a result of an initial HYBINT analysis in this
virtualized hybrid environment, the amount and type of
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attacks performed against the simulated cyber and physical
assets, and finally the amount and type of attacks identified
thanks to the HYBINT analysis tools. The obtained results
from the functionality tests performed in the current scenario
were highly satisfactory since HYBINT was able to identify,
to a greater or lesser extent, the majority of the attacks
performed in both cyber and physical domains.

Conceived as a holistic solution, HYBINT advantages
arise from a set of modules and tools that cannot be
assessed in an isolated way. In this sense, unlike current CI
protection approaches, by integratingmultiple cyber-physical
data sources with HUMINT capabilities and advanced Big
Data analytic methods, this cyber-human intelligence system
is able to provide a more complete knowledge of the CI’s
hybrid environment that leads to an enhancement of the
decision-making process. Indeed, as shown in Figure 11,
while each particular data source is able to report a limited
ratio of the performed events and attacks, HYBINT provides
a more accurate operational picture that overtakes the indi-
vidual performance of the current CI protection methods

by combining, in a single common view, the intelligence
information delivered by the different SIEMS connected to
the platform, the physical sensors information, and also the
Human Intelligence Reports (HIR).

Moreover, the hybrid situational awareness concept and
therefore the current proposal are also validated since trained
security analysts, through visualizing in a more useful and
intuitively way the up-to-date cyber-physical situation of the
whole scenario thanks to the use of advanced representation
techniques, are now able to achieve a more effective, reactive,
and faster protection of their own CI in the cyber-physical
context.

5. Final Notes and Conclusions

Nowadays, organizations must address in conjunction the
threats from both the physical and the cyber world for their
efficient defence. To this end, a hybrid intelligence system that
provides a real-time enhanced situational awareness compli-
ant with the requirements of this cyber-physical environment
is the key to provide the adequate decision-making support
for the effective protection of critical infrastructures in such
scenario. This work introduces HYBINT, a real and complete
cross-platform solution of an advanced intelligence system;
describes its main capabilities in detail; and exposes the
results obtained of its evaluation in a simulated scenario.

The core of HYBINT system resides in its three main
capabilities: data gathering, data analysis, and data visu-
alization. In this way, significant data collected from het-
erogeneous cyber and physical data sources are processed
through latest analytical procedures in order to produce
real-time intelligence information which is shown, through
advanced representation techniques, in a single visualization
space. HYBINT concept has been validated through an
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implemented prototype based on the proposal described
in this article, which was tested in a simulated scenario,
deployed in a virtual environment, through both physical
and cyberattacks. The evaluation results demonstrated that
HYBINTwas able to offer an advanced situational awareness
of the whole hybrid environment by detecting the existing
vulnerabilities in two subnetworks which corresponds to dif-
ferent departments of the Universitat Politècnica de València
as well as identifying a high percentage of performed attacks
against different cyber and physical assets deployed in the
scenario.

Currently an implemented prototype is deployed as a
pilot test in a small subnetwork of the Communications
Department analysing more than fifty cyber and physi-
cal assets including servers, personal computers, arduinos,
sensors, and others. Since its deployment, the majority of
the discovered vulnerabilities were solved thanks to the
mitigation actions suggested by the system.Moreover, several
people intrusions, either real or generated via supervised
attacks, were also detected and remediated thanks to the
cyber-physical situational awareness provided by HYBINT.

Regarding future works, a new alternative is being
explored regarding data storage thanks to the increasing
number of cloud and Big Data solutions [75]. To this end,
a review of Big Data solutions is required to identify the
best way to make HYBINT consistent with both cloud and
NoSQL’s alternatives [76, 77].Moreover, the use of distributed
solutions is a must in order to achieve a useful solution able
to work in more complex and heterogeneous environments.
Current technologies as Cassandra [78] or MongoDB [79]
seem compliant with HYBINT system requirements, pro-
viding distributed data sharing and capacity to store huge
amount of data, as it will be expected in real environments.
Additionally, by deploying the platform inmultiple nodes as a
distributed infrastructure, it would be possible to replicate the
HYBINT’s critical services in order to provide, in conjunction
with the integration of NoSQL technologies [80], server
side’s high availability and fault tolerance in case of network
problems or high number of requests. To address possible
scalability problems when accessing to DAM’s 3rd party
systems services with private license, the proposal could be
improved by including messages queue service tomanage the
number of requests by each proprietary license.

Finally, integrating some of the new data analysis and
intelligence tools that are continuously appearing, an even
more complete and updated version of HYBINT solution can
be obtained which will be able to face future requirements.
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from the corresponding author upon request.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

References

[1] B. Genge, C. Siaterlis, and M. Hohenadel, “Impact of network
infrastructure parameters to the effectiveness of cyber attacks
against Industrial Control Systems,” International Journal of
Computers, Communications & Control, vol. 7, no. 4, pp. 674–
687, 2012.

[2] A. Colombo, T. Bangemann, S. Karnouskos, J. Delsing, and
P. Stluka, Industrial Cloud-Based Cyber-Physical Systems: The
IMC-AESOP Approach, Springer, 2014.

[3] A. Ferreira, L.Weigang, J. A. Fregnani, and I. Romani, “Big data
management and processing in the context of the system wide
information management,” in Proceedings of the 2017 IEEE 20th
International Conference on Intelligent Transportation Systems
(ITSC), pp. 1066–1073, October 2017.

[4] G. Kumar and K. Kumar, “The use of artificial-intelligence-
based ensembles for intrusion detection: a review,” Applied
Computational Intelligence and Soft Computing, vol. 2012, Arti-
cle ID 850160, 20 pages, 2012.

[5] M. A. Ferrag, L. A. Maglaras, H. Janicke, J. Jiang, and L. Shu,
“Authentication protocols for internet of things: a comprehen-
sive survey,” Security and Communication Networks, vol. 2017,
Article ID 6562953, 41 pages, 2017.

[6] S. Zhao, Y. Zhang, B. Cheng, and J.-L. Chen, “A Feedback-
corrected Collaborative Filtering for Personalized Real-world
Service Recommendation,” International Journal of Computers
Communications &amp; Control (IJCCC), vol. 9, no. 3, pp. 356–
369, 2014.

[7] M. Conti, S. K. Das, C. Bisdikian et al., “Looking ahead in
pervasive computing: challenges and opportunities in the era of
cyberphysical convergence,” Pervasive and Mobile Computing,
vol. 8, no. 1, pp. 2–21, 2012.

[8] H. Zhuge, “Semantic linking through spaces for cyber-physical-
socio intelligence: A methodology,” Artificial Intelligence, vol.
175, no. 5-6, pp. 988–1019, 2011.

[9] R. J. Robles, M.-K. Choi, E.-S. Cho, S.-S. Kim, and G.-C. Park,
“Common Threats and Vulnerabilities of Critical Infrastruc-
tures,” International Journal of Control and Automation (IJCA),
vol. 1, no. 1, pp. 17–22, 2008.

[10] K. Coffey, R. Smith, L. Maglaras, and H. Janicke, “Vulnerability
Analysis of Network Scanning on SCADA Systems,” Security
and Communication Networks, vol. 2018, Article ID 3794603, 21
pages, 2018.

[11] S. M. Rinaldi, J. P. Peerenboom, and T. K. Kelly, “Identifying,
understanding, and analyzing critical infrastructure interde-
pendencies,” IEEE Control Systems Magazine, vol. 21, no. 6, pp.
11–25, 2001.

[12] Spanish National Cryptologic Centre (CCN-CERT), https://
www.ccn-cert.cni.es/en.

[13] Spanish National Cryptologic Centre (CCN-CERT), Cyber
Threats and Trends, 2016.

[14] Spanish National Cryptologic Centre (CCN-CERT), Cyber
Threats and Trends, 2017.

[15] S. Mohurle and M. Patil, “A brief study of Wannacry Threat:
Ransomware Attack 2017,” International Journal of Advanced
Research in Computer Science (IJARCS), vol. 8, no. 5, pp. 1938–
1940, 2017.

[16] J. Healey, “Winning and losing in cyberspace,” in Proceedings of
the 8th International Conference on Cyber Conflict, CyCon 2016,
pp. 37–49, June 2016.

[17] D. DiMase, Z. A. Collier, K. Heffner, and I. Linkov, “Sys-
tems engineering framework for cyber physical security and

https://www.ccn-cert.cni.es/en
https://www.ccn-cert.cni.es/en


12 Security and Communication Networks

resilience,” Environment Systems and Decisions, vol. 35, no. 2,
pp. 291–300, 2015.

[18] Y. Deng, L. Song, Z. Zhou, and P. Liu, “Complexity and Vulner-
ability Analysis of Critical Infrastructures: A Methodological
Approach,” Mathematical Problems in Engineering, vol. 2017,
Article ID 8673143, 12 pages, 2017.

[19] European Union, “Council Directive 2008/114/EC of 8 Decem-
ber 2008 on the identification and designation of European
critical infrastructures and the assessment of the need to
improve their protection,” Official Journal of the European
Union, 2008.

[20] C. Alcaraz and S. Zeadally, “Critical infrastructure protection:
Requirements and challenges for the 21st century,” International
Journal of Critical Infrastructure Protection, vol. 8, pp. 53–66,
2015.

[21] P. Salmon, N. Stanton, G. Walker, and D. Green, “Situation
awareness measurement: A review of applicability for C4i
environments,” Applied Ergonomics, vol. 37, no. 2, pp. 225–238,
2006.

[22] J. P. Shim, M. Warkentin, J. F. Courtney, D. J. Power, R. Sharda,
and C. Carlsson, “Past, present, and future of decision support
technology,”Decision Support Systems, vol. 33, no. 2, pp. 111–126,
2002.

[23] NATOStandardizationOffice,AAP-06NATOGlossary of Terms
and Definitions, 2017.

[24] V. Mavroeidis and S. Bromander, “Cyber Threat Intelligence
Model: An Evaluation of Taxonomies, Sharing Standards, and
Ontologies within Cyber Threat Intelligence,” in Proceedings of
the 2017 European Intelligence and Security Informatics Confer-
ence (EISIC), pp. 91–98, Athens, September 2017.

[25] C. Alcaraz and J. Lopez, “Wide-area situational awareness for
critical infrastructure protection,” The Computer Journal, vol.
46, no. 4, pp. 30–37, 2013.

[26] I. Lendak, S. Vukmirovic, E. Varga, A. Erdeljan, K. Nenadic,
and N. Ivancevic, “Client side internet technologies in critical
infrastructure systems,” International Journal of Computers,
Communications & Control, vol. 7, no. 5, pp. 879–891, 2012.

[27] B. Cheng, J. Zhang, G. P. Hancke, S. Karnouskos, and A. W.
Colombo, “Industrial Cyberphysical Systems: Realizing Cloud-
Based Big Data Infrastructures,” IEEE Industrial Electronics
Magazine, vol. 12, no. 1, pp. 25–35, 2018.

[28] P. Ribino, A. Augello, G. Lo Re, and S. Gaglio, “A knowledge
management and decision support model for enterprises,”
Advances in Decision Sciences, vol. 2011, Article ID 425820, 16
pages, 2011.

[29] Carmenta: Superior Situational Awareness: Carmenta Coord-
Com., https://www.carmenta.com/en/products/carmenta-coord-
com.

[30] Atos, Atos Global Emergency Management (GEMMA), https://
atos.net/en/products/defense-mission-critical/homeland-security/
emergency-management.

[31] TRSistemas,GESTOP, http://www.trsistemas.com/productos.php.
[32] M. Athans, “Command and Control (C2) Theory: A Challenge

to Control Science,” IEEE Transactions on Automatic Control,
vol. 32, no. 4, pp. 286–293, 1987.

[33] F. Antunes and J. P. Costa, “Integrating decision support and
social networks,”Advances in HumanComputer Interaction, vol.
2012, Article ID 574276, 10 pages, 2012.

[34] PaloAltoNetworks, https://www.paloaltonetworks.com/products.
[35] IBM Security, https://www.ibm.com/security/solutions.

[36] ThalesGroup, https://www.thalesgroup.com/en/global/activities/
security/critical-information-systems-and-cybersecurity.

[37] NECCyber Security Solutions, https://www.nec.com/en/global/
solutions/cybersecurity/solutions/index.html.

[38] U. Franke and J. Brynielsson, “Cyber situational awareness - A
systematic review of the literature,” Computers & Security, vol.
46, pp. 18–31, 2014.

[39] G. P. Tadda and J. S. Salerno, “Overview of cyber situation
awareness,”Advances in Information Security, vol. 46, pp. 15–35,
2010.

[40] Assac Networks, Graphene, https://assacnetworks.com/scada-
cyber-security.

[41] Tibbo Systems: AggreGate SCADA/HMI, http://aggregate.tib-
bo.com/solutions/scada-hmi.html.

[42] R. Johnson, “Survey of SCADA security challenges and poten-
tial attack vectors,” in Proceedings of the 2010 International
Conference for Internet Technology and Secured Transactions,
ICITST 2010, November 2010.

[43] S. Karnouskos and A. W. Colombo, “Architecting the next
generation of service-based SCADA/DCS system of systems,”
in Proceedings of the IECON 2011 - 37th Annual Conference of
IEEE Industrial Electronics, pp. 1–6, November 2011.

[44] G.-D. Sun, Y.-C. Wu, R.-H. Liang, and S.-X. Liu, “A survey
of visual analytics techniques and applications: State-of-the-art
research and future challenges,” Journal of Computer Science and
Technology, vol. 28, no. 5, pp. 852–867, 2013.

[45] E. Bertini and D. Lalanne, “Investigating and reflecting on
the integration of automatic data analysis and visualization in
knowledge discovery,” ACM SIGKDD Explorations Newsletter,
vol. 11, no. 2, p. 9, 2009.

[46] Microsoft, Microsoft .NET Framework, https://www.microsoft
.com/NET.

[47] Oracle MySQL, MySQL Server Database, https://www.mysql
.com/products/enterprise/database.

[48] B. Costa, P. F. Pires, F. C. Delicato, and P. Merson, “Evaluating
a Representational State Transfer (REST) architecture: What is
the impact of REST in my architecture?” in Proceedings of the
11th Working IEEE/IFIP Conference on Software Architecture,
WICSA 2014, pp. 105–114, April 2014.

[49] Microsoft, Microsoft Internet Information Services (IIS),
https://www.iis.net.

[50] Angular.js., https://angularjs.org.
[51] Electron.js, https://electronjs.org.
[52] Ionic, https://ionicframework.com.
[53] M. Iturbe, I. Garitano, U. Zurutuza, and R. Uribeetxeberria,

“Towards Large-Scale, Heterogeneous Anomaly Detection Sys-
tems in Industrial Networks: A Survey of Current Trends,”
Security and Communication Networks, vol. 2017, Article ID
9150965, 17 pages, 2017.

[54] AlienVault: Open Source Security Information Management
(OSSIM), https://www.alienvault.com/products/ossim.

[55] Malware Information Sharing Platform and Threat Sharing
(MISP), http://www.misp-project.org.

[56] Best Practical Solutions LLC; Request Tracker for Incident
Response (RTIR), https://bestpractical.com/rtir.

[57] J. Han, J. Pei, and M. Kamber, Data Mining: Concepts and
Techniques, Elsevier, 3rd edition, 2011.

[58] R.Duda, P.Hart, andD. Stork,Pattern Classification, JohnWiley
& Sons, 2nd edition, 2012.

[59] Rapidminer: Rapidminer, https://rapidminer.com.

https://www.carmenta.com/en/products/carmenta-coordcom
https://www.carmenta.com/en/products/carmenta-coordcom
https://atos.net/en/products/defense-mission-critical/homeland-security/emergency-management
https://atos.net/en/products/defense-mission-critical/homeland-security/emergency-management
https://atos.net/en/products/defense-mission-critical/homeland-security/emergency-management
http://www.trsistemas.com/productos.php
https://www.paloaltonetworks.com/products
https://www.ibm.com/security/solutions
https://www.thalesgroup.com/en/global/activities/security/critical-information-systems-and-cybersecurity
https://www.thalesgroup.com/en/global/activities/security/critical-information-systems-and-cybersecurity
https://www.nec.com/en/global/solutions/cybersecurity/solutions/index.html
https://www.nec.com/en/global/solutions/cybersecurity/solutions/index.html
https://assacnetworks.com/scada-cyber-security
https://assacnetworks.com/scada-cyber-security
http://aggregate.tibbo.com/solutions/scada-hmi.html
http://aggregate.tibbo.com/solutions/scada-hmi.html
https://www.microsoft.com/NET
https://www.microsoft.com/NET
https://www.mysql.com/products/enterprise/database
https://www.mysql.com/products/enterprise/database
https://www.iis.net
https://angularjs.org
https://electronjs.org
https://ionicframework.com
https://www.alienvault.com/products/ossim
http://www.misp-project.org
https://bestpractical.com/rtir
https://rapidminer.com


Security and Communication Networks 13

[60] IBM, IBM i2 Analyst’s Notebook, https://www.ibm.com/uk-en/
marketplace/analysts-notebook.

[61] IBM, IBMSPSSStatistics, https://www.ibm.com/uk-en/market-
place/spss-statistics.

[62] SAP: SAP Predictive Analytics, https://www.sap.com/uk/pro-
ducts/predictive-analytics.html.

[63] R Language., https://www.r-project.org.
[64] C. Bishop, Pattern Recognition and Machine Learning, Springer,

2006.
[65] C. Bishop, Neural Networks for Pattern Recognition, Clarendon

Press, 1995.
[66] Luciad Company, Luciad Solutions, http://www.luciad.com.
[67] Cesium Consortium: Cesium, https://cesiumjs.org.
[68] Chart.js., https://www.chartjs.org.
[69] Data-Driven Documents (D3.js), https://d3js.org.
[70] Q. Ali, H. Zheng, T. Mann, and R. Srinivasan, “Power aware

NUMA scheduler in VMware’s ESXi hypervisor,” in Proceedings
of the IEEE International Symposium onWorkloadCharacteriza-
tion, IISWC 2015, pp. 193–202, October 2015.

[71] L. Zhou,N. Chen, andC.Hu, “Amethod of couplingwithmulti-
source heterogeneous remote sensing data systembased on SOS
web service,” International Conference on Geoinformatics, pp. 1–
52, 2013.

[72] Y. Rebahi, S. Hohberg, L. Shi et al., “Virtual security appliances:
The next generation security,” in Proceedings of the International
Conference on Computing, Management and Telecommunica-
tions, ComManTel 2015, pp. 103–110, December 2015.

[73] M. Denis, C. Zena, and T. Hayajneh, “Penetration testing: Con-
cepts, attack methods, and defense strategies,” in Proceedings
of the IEEE Long Island Systems, Applications and Technology
Conference, LISAT 2016, pp. 1–6, 2016.

[74] Kali.org, Kali Linux, https://www.kali.org.
[75] N. Phaphoom, X. Wang, and P. Abrahamsson, “Foundations

and technological landscape of cloud computing,” ISRN Soft-
ware Engineering, vol. 2013, Article ID 782174, 31 pages, 2013.

[76] F. Gessert and N. Ritter, “Scalable data management: NoSQL
data stores in research and practice,” in Proceedings of the 32nd
IEEE International Conference on Data Engineering, ICDE 2016,
pp. 1420–1423, May 2016.

[77] S. Sakr, A. Liu, D.M. Batista, andM. Alomari, “A survey of large
scale data management approaches in cloud environments,”
IEEECommunications Surveys&Tutorials, vol. 13, no. 3, pp. 311–
336, 2011.

[78] Apache Software Foundation, Cassandra, http://cassandra
.apache.org.

[79] Mongo DB., https://www.mongodb.com.
[80] J. M. Clarence, S. Aravindh, and A. B. Shreeharsha, “Compar-

ative study of the new generation, agile, scalable, high perfor-
mance NOSQL databases,” International Journal of Computer
Applications, vol. 48, no. 20, pp. 1–4, 2012.

https://www.ibm.com/uk-en/marketplace/analysts-notebook
https://www.ibm.com/uk-en/marketplace/analysts-notebook
https://www.ibm.com/uk-en/marketplace/spss-statistics
https://www.ibm.com/uk-en/marketplace/spss-statistics
https://www.sap.com/uk/products/predictive-analytics.html
https://www.sap.com/uk/products/predictive-analytics.html
https://www.r-project.org
http://www.luciad.com
https://cesiumjs.org
https://www.chartjs.org
https://d3js.org
https://www.kali.org
http://cassandra.apache.org
http://cassandra.apache.org
https://www.mongodb.com


Research Article
Blockchain Based Credibility Verification Method for
IoT Entities

Chao Qu, Ming Tao , Jie Zhang, Xiaoyu Hong, and Ruifen Yuan

School of Computer Science and Network Security, Dongguan University of Technology, Dongguan 523808, China

Correspondence should be addressed to Ming Tao; ming.tao@mail.scut.edu.cn

Received 1 April 2018; Revised 28 May 2018; Accepted 4 June 2018; Published 27 June 2018

Academic Editor: Wei Wang

Copyright © 2018 ChaoQu et al.This is an open access article distributed under the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

With the fast development of mobile Internet, Internet of Things (IoT) has been found in many important applications recently.
However, it still faces many challenges in security and privacy. Blockchain (BC) technology, which underpins the cryptocurrency
Bitcoin, has played an important role in the development of decentralized and data intensive applications running on millions of
devices. In this paper, to establish the relationship between IoT and BC for device credibility verification, we propose a framework
with layers, intersect, and self-organization Blockchain Structures (BCS). In this new framework, each BCS is organized by
Blockchain technology. We describe the credibility verification method and show how it provide the verification. The efficiency
and security analysis are also given in this paper, including its response time, storage efficiency, and verification. The conducted
experiments have been shown to demonstrate the validity of the proposed method in satisfying the credible requirement achieved
by Blockchain technology and certain advantages in storage space and response time.

1. Introduction

The Internet of things (IoT) is a worldwide network of
interconnected objects and humans, which through unique
address schemes are able to interact with each other and
cooperate with their neighbours to reach common goals [1].
Theprimary purpose of the IoT is to share information gained
by objects, which reflects the manufacture, transportation,
consumption, and other details of people’s lives [2, 3]. The
development of the IoT makes a large number of devices,
such as sensors, interconnection, and interoperability for
data collection and exchange. Using information gained
from the IoT could make the environment around us be
better cognized [4]. On the other hand, the IoT consists of
devices that generate, process, and exchange vast amounts of
critical security and safety data as well as privacy-sensitive
information and hence are appealing targets for cyberattacks
[5–8]. The task of affordably supporting security and privacy
is quite challenging because many new networkable devices,
which constitute the IoT, require less energy, are lightweight
and have less memory [9]. These devices must devote most
of their available energy and computation to executing core

application functions [10]. A lot of researchers have worked
on them. The security research includes transmission field
[11, 12], cloud storage field [13, 14], digital signature field
[15, 16], and permission identification [17, 18].

The Blockchain (BC) technology allows all members
to keep a ledger containing all transaction data and to
update their ledgers to maintain integrity when there is a
new transaction. Since the advancement of the Internet and
encryption technology has made it possible for all members
to verify the reliability of a transaction, the single point of
failure arising from the dependency on an authorized third
party has been solved. The Blockchain has broker-free (P2P-
based) characteristics, thereby doing away with unnecessary
fees through p2p transactions without authorization by a
third party. Since ownership of the transaction information
by many people makes hacking difficult, security expense is
saved, transactions are automatically approved and recorded
by mass participation, and promptness is assured. More-
over, the system can be easily implemented, connected and
expanded using an open source and transaction records can
be openly accessed to make the transactions public and
reduce regulatory costs. Since the hash values stored in each
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peer in the block are affected by the values of the previous
blocks, it is very difficult to falsify and alter the registered
data. Although data alteration is possible if 51% of peers are
hacked at the same time, the attack scenario is realistically
very difficult [19].

2. Related Works

The Blockchain technology first came to prominence in early
2009, through the cryptocurrency Bitcoin (BTC). Bitcoin
users that are known by a changeable Public Key (PK)
generate and broadcast transactions to the network to trans-
fer money. These transactions are pushed into a block by
users. Once a block is full, the block is appended to the
Blockchain by performing a mining process. To mine a
block, some specific nodes known as miners try to solve a
resource consuming cryptographic puzzle named Proof of
Work (POW) [20], and the node which solves the puzzle
first mines the new block for the Blockchain. Since BTC has
flourished, Blockchain, the technology that underpins BTC,
could, according to Swan, have far-ranging consequences for
all aspects of modern society. Based on the characteristics of
Blockchain, many researchers have carried out research on
its application in the IoT environment [21], such as applying
BC to the smart home system to ensure the security and
privacy of information [22], applying smart contract in IoT
[23], using the BC platform to manage IoT devices [24],
and made security transmission for IoT [25]. The reason
for this explosion of interest is that, with the Blockchain
technology in place, applications that could previously run
only through a trusted intermediary can now operate in a
decentralized fashion. The essence of Blockchain technology
is a decentralized database for peer-to-peer networks, provid-
ing an effective trust mechanism. In the IoT environment,
devices form a kind of peer-to-peer network, which is a
decentralized application scenario. Therefore, the working
conditions required by the Blockchain technology are meted.
On the other hand, IoT requires an effective solution for
security problems, but the number of devices and their
growth rate also make centralized authentication difficult to
achieve. For these reasons the Blockchain technology should
work well for an IoT environment.

In our previous work [26, 27], we proposed a model of
transactions on the SemanticWeb ofThings (SWoT) to satisfy
the needs of intelligent IoT. We described the framework and
working mechanism of the model. The framework uses the
ontology as the logical reasoning basis and is divided into
several parts: the entity link layer, the semantic annotation
layer, the service registry center, the transaction construction
layer, and the transaction execution control layer. Semantic
technology is used to describe the IoT entity as a dynamic
Web service. In the model, the technologies of service
discovery and service composition are used to build IoT
transactions that meet users’ requirements and control the
transaction processes. Also, it acted as a manager during the
execution of a transaction and made effective management
and control to the entities. And a use case of traffic acci-
dent rescue has been described in the previous paper. The
proposed model extends the IoT from sensor networks to

real interconnections and provides the underlying structural
support for the interaction of entities in IoT. As our research
has developed, we have found that although the proposed
model satisfies the intelligent construction and execution
of IoT transactions, it still has security risks and needs a
method to protect the usability and credibility of the devices.
Blockchain technology happens to be able to meet our needs
and provide IoT devices with privacy and protection through
a distributed, decentralized verification approach.

3. Problem Statement

The credibility verification of an IoT device refers to verifying
that the target device has the attributes, such as location
and function [26], that are known in the service-center
and that the data the device transmits and receives has not
been tampered with by a network attacker. For example, the
monitoring device should verify that the data actually came
from the sensor at the specified location rather than being
tampered with an attacker [28]. The traditional security and
privacy policies based on asymmetric encryption are difficult
to implement in an IoT environment,mainly due to the follow
reasons:

(i) Asymmetric encryption needs a centralized keyman-
agement system, which cannot meet the needs of a
rapidly growing IoT system. Furthermore, if the key
management system is attacked, a large number of IoT
devices are likely to be affected.

(ii) Traditional security methods tend to be expensive
for the IoT in terms of energy consumption and
processing overhead because sensors are lightweight,
of slow processing, and of less memory.

Although Blockchain technology can solve these problems, it
still faces the following critical challenges for application in
an IoT environment.

(1) POW calculation is particularly computationally
intensive and time-consuming, but the majority of IoT
devices are resource restricted and most IoT applications
need low latency.

(2) IoT networks are expected to contain a large number
of nodes and have a rapidly increasing rate, so that the
Blockchain scales poorly as the number of nodes in the
network increases.

(3) The underlying Blockchain protocols create signifi-
cant network traffic flow, which is a disaster for the commu-
nication of IoT devices.

The main contribution of this paper is to propose a novel
credibility verification method based on Blockchain technol-
ogy for IoT entities. We establish a credibility verification
framework for IoT devices, and, based on this, we illustrate
the process and solve the challenges of applying BC to IoT.
The performance of the method is analyzed experimentally.

4. Credibility Verification Method

The existing IoT device access and management modes have
many problems of credibility verification to be resolved.
Therefore, based on our previouswork [29], a new framework
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Figure 1: Overview of the credibility verification framework.

needs to be established for the IoT network. First, we define
the framework of credibility verification structure.The struc-
ture is made of several blockchains with different layer, the
Blockchain node in upper layermanage a Blockchain of lower
level. Second, we design the data flow under the framework.
The register data in the bottom layer is transmitted to the
upper Blockchain node sequentially and recorded in each
Blockchain in the path. Last, we describe the verify process.
The credibility verification process is a verify chain along the
source device to the destination device.

4.1. Credibility Verification Network Framework. In the IoT
scenarios, every application, such as a smart home, smart
healthcare, and shared cycling [30], requires a server that
manages the underlying devices, such as a smart home
gateway, medical portal server, or shared platform. These
servers have better computational ability than bottom IoT
devices with limited resources and bandwidth. In addition,
these devices often work on cloud computing and cloud
storage platforms and thus have good storage capabilities
and network communication capabilities. We have divided
IoT entities into Devices and Manager Servers to construct
a credibility verification network.The overview of the frame-
work is shown in Figure 1. Prior to discussing the details of
the proposed framework, we briefly introduce the network
framework tiers.

Devices:The smart devices and sensors in the IoT.
Manage Server (MS): Devices for managing and provid-

ing calculation and storage. MS is invoked in different BC
structures depending on what position they are in.

(1) The bottom MS is directly connected with the device.
Their responsibilities were to provide a Private Key and
generate the Public Key for the device, store the device
information, and published it to the Blockchain network
responsible for the devices’ credibility verification. Some of
the bottom MS constituted a Blockchain network and acted
as miners. The technology in [31] can be used.

(2) MSs in other positions were responsible for managing
a number of lower-level MSs and were responsible for pro-
viding key pairs to the accessed lower-level MSs, storing their
information. The MSs were also responsible for publishing
the information to the Blockchain network where they were
located and verifying the credibility of the lower-level MS
that it managed. On the other hand, the MSs managed by
the sameMS also formed a Blockchain network and eachMS
served as a Blockchain network node and acted as a miner.
MSs published the “add” or “delete” information of entities
as records (similar to the transaction records in the BTC) to
the Blockchain network where they formed.The information
constructed Blockchain-blocks.

BC Structure (BCS): Different from the fact that all the
nodes in the BTC network existed in the same Blockchain
network and all had peer-to-peer characteristics, the cred-
ibility verification network had a plurality of Blockchain
networks composed of MSs. Each Blockchain network was
managed by one MS. Different Blockchain networks could
constitute a hierarchical relationship.

Storage: The information BC-blocks in the credibility
verification network can be stored in local storage or cloud
storage [32]. The access method can be used as in [33, 34].
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4.2. Credibility Verification Data Model. In order to achieve
verification, a corresponding data model needed to be
established based on the original IoT data communication.
Therefore, we designed a data model and applied it to
credibility verification, as shown in Figure 2.

For Devices, the added data includes an ID and a
Private Key, where the ID was used as a unique identifier of
Device to distinguish each other; the Private Key used for
asymmetric encryption was used as the verification flag of
device credibility. The Private Key is generated and issued by
the MS which was responsible for managing the device.

The additional data in the MS included the ID, Private
Key, and BC-blocks. Among them, the ID was the unique
identifier of the MS. It should be noted that the MS is also a
kind of IoT device (except for computing ability and storage
capacity, it is the same as the other devices) and should
therefore have the same attribute ID as those Devices; that is,
the MS and the IDs of the devices should have the same defi-
nition. For each BC-block, block head, cryptographic hash,
and block records were included according to Blockchain
technology. Block head is used to store information such as
the BC-block number, archive time, and the hash of the previ-
ous block. Cryptographic hash is considered as the POW for
each BC-block. As with BC-blocks in Blockchain technology,
there were several records in each BC-block. Each record
was used to record the “adding” or “deleting” of information
of the entities managed by the MS. Of course, additional
items may be added according to further requirements. The
structure of the BC-block-record included: Device or MS ID,
flag of adding or deleting, timestamp, description, and entity
functions. The Public Key in one BC-block-record should be
generated from the PrivateKey of the right entity. Description

and entity functions used to record device information and its
ability, of course, may also need to add other attributes.

The transaction data were recorded in the BCT network.
However, in the BCSwhichwe are proposing in this paper, the
action information, such as addition or deletion of a device,
was recorded. The purpose is to verify the credibility of the
entity. Data storage occurred only in the corresponding BCS
and did not require synchronization of all network nodes, but
synchronization was required in each BCS on the BCS chain.

4.3. Credibility Verification Process. The proposed credibility
verificationmodel and its associated datamodel are primarily
used as the basis for the verification process.The primary goal
of the credibility verification of a device is to prove that a
device is the one that joins the network as originally declared,
not the device which tampered with the attacker. Therefore,
the verification of credibility has three aspects. One is that the
device needs to establish its own certificate when it joins the
network. Second, when the device is accessed, it needs to be
verified as the original one. Last, the data sent by the device
must be proven that it was generated by the original device.
The concrete realization method includes the following three
parts.

(a) Recording the Addition or Deletion of Entities. In the IoT
environment, access to the device needs to be controlled by
the MS. When the device accesses the IoT environment, the
device sends its description, function, and other attributes
to the MS that is responsible for managing it. The MS
needs to assign an ID, generate a specific Private Key, and
send both to the devices. At the same time, the MS needs
to generate the corresponding Public Key according to the
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Private Key. When the operation is completed, the MS adds
a record to the BC-block and broadcasts it to the BCS
it joined. When receiving the broadcast, other MSs also
add the record to their BC-block. If the BC-block is full,
according to BC technical specifications, the MSs calculate
the cryptographic hash as the POW and seal the current BC-
block. In the MS, the Device ID in the record is replaced
with its own MS ID and the record is sent to the upper-level
MS, the manager.The upper-level MS receives the record and
uses the same policy to process the record. The process is
repeated until the record reaches the top MS. This is similar
to accessing a new MS under a MS. The communication
process packet aggregated authentication can be protected
with cryptography techniques such as [35]. When a device is
removed from the network, the responsible MS generates a
record for device removal, adds it to the BC-block, and passes
the record up as described above.

(b) Credibility Verification Process of the Accessing Entity.
According to the IoT model designed in the previous work
[26], the credibility of the selected device must be verified
when establishing a transaction. The credibility verification
of the accessed device is achieved by building a verification
chain through the BCSs on the path. Suppose that when
a network node N

1
issues an application for the use of a

specific function device, the application information will be
propagated upwardly along the upper-level MS of N

1
. The

device records in the BC-blocks in each MS on the path are
queried until it is found that the function described in the
device record in one MS fulfills the function required by N

1
.

Assuming that there is anMS
0
that meets the record and

D
1
is the device capable of providing the function, each MS

passing fromMS
0
toD
1
is named asMS

1
toMS

𝑛
in turn.MS

𝑛

is the management node of D
1
. The subsequent verification

process is as follows.

(I) The MS
1
’s ID and its Public Key are obtained from

MS
0
’s BC-block-record.

(II) A request is sent toMS
1
to ask for the encrypted data

by using the Private Key, and the identity is verified
with the Public Key ofMS

1
.

(III) WhenMS
1
is identified, we can getMS

2
’s ID and the

Public Key from its BC-block-record, using the same
method to verify the credibility ofMS

2
.

(IV) Steps 2–3 are repeated until the Public Key of D
1

is obtained. Then a request is sent to D
1
to ask for

encrypted data and the resulting Public Key is used
for verification.

(c) Credibility Verification of Data Is Achieved. After verifying
the device’s credibility and obtaining its Public Key, the
Private Key of the device can be used to encrypt the data
sent by the device as a digital signature. The receiver can
use its Public Key for verification to obtain the trusted data.
The whole process is just like a routing [36]. The credibility
verification process is shown in Figure 3.

5. Analysis and Discussion

5.1. Validity of Verification. The method presented in this
paper is based on several intersecting Blockchain networks,
and credibility is transmitted through Blockchain networks.
Therefore, this method is reliable only if each Blockchain net-
work can be proven trustworthy. The security of Blockchain
technology lies in the sharing mechanism of its distributed
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data. The “mining” mechanism is defined so that when a
nodewants to tamperwith certain records, itmust recalculate
the encryption hash of the entire Blockchain thereafter. The
computational workload is so great that cheating nodes can
never keep up with the whole network Blockchain generation
rate (unless their processing power overtakes 51% of the
whole network processing power, which is almost impossi-
ble). Therefore, if the entire IoT is regarded as a Blockchain
network, its credibility is guaranteed (also impossible). The
proposed method of verifying credibility differs from taking
the entire IoT as a Blockchain network in that the IoT
is divided into several BCs intersecting with each other.
Therefore, each Blockchain network is relatively small in
size with respect to the entire IoT. As a result, transactions
(addition or deletion of entities) are generated too slowly to
meet the security requirements at all, resulting in excessive
idle time and allowing the cheating node to have enough
time to recalculate the entire Blockchain. In this regard, we
propose three solutions.

(a) Select the right size of each BCS and let the transac-
tion record generation speed meet “mining” require-
ments so that the counterfeit records’ costs are unac-
ceptable.

(b) Devices should send empty transaction records with a
random probability, making the transaction records’
generation speed (real or empty) meet the “mining”
requirement in each BCS.

(c) When verifying the credibility of a particular MS,
several nodes are randomly selected from the BCSs in
which it is located, and the records in the selectedMSs
are compared to the records in theMS (cryptographic
hash can be used as well) to determine the credibility
of the MS. Given a threshold, if the rate of unequal
nodes in the selected nodes is over the threshold we
can take the node as a forged one.

Although these three solutions can improve the validity of the
verification, there are still some problems. For solution (a), it
is difficult to determine the size of each BCS, and the higher
the level is, the more the transaction records BCS receives. If
there is no proper size control it can lead to inefficient record
insertion. For solution (b), the same problem as in (a) exists
and storage space can be wasted. For solution (c), credibility
can be affected, but the probability of reducing noncredibility
can be further improved. In addition, the 51% calculation
problem exists in all three methods and this problem is
inevitable for the Blockchain network.

5.2. Efficiency Analysis

(a) Response Efficiency. In the current IoT environment,
credibility verification depends on the management center.
Device information is obtained by querying the center. In this
case, it is only necessary to get the certification of the man-
agement center, which can be considered as time complexity
of O(1), which means a higher response rate. If the entire
IoT environment is using Blockchain technology to achieve
the credibility verification, the processing of synchronizing

requires a large network overhead and response time. Because
it needs to synchronize all the nodes in the network, the time
complexity means O(n).

The proposed method is relatively complex with respect
to the management center model (current IoT structure) and
relatively simple with the whole network model (the whole
IoT environment organized by a big Blockchain).

Suppose the number of nodes in each BCS is K, then, for
an IoT environment with n nodes, the depth of the complete
K-tree is formed by these nodes, that is, the longest length
of certification chain is logKn, it can be proven that the
verification time complexity is O(logKn).

(b) Storage Efficiency. The IoT device management adopts
a central management-based approach for now, and each
device keeps a record in the management center. Therefore,
the data storage in the entire network is directly propor-
tional to the total amount of devices. If the entire IoT net-
work implements Blockchain technology completely, records
should be recorded on each node, and the total storage
capacity is proportional to the square of the network size [37].
In the approach adopted in this paper, the IoT environment
for n nodes constitutes a complete K-tree structure, and
the information of the device only needs to be stored on
the intermediate node from the device to the topmost BCS.
Therefore, the total storage capacity is proportional to the
sum of the length of each node to the root [38].

Suppose the total path length of each node to the root is
S; then we have the following formula.

S =
logKn

∑
h=1

h × Kh (1)

where h is the height of the K-tree and h ≈ logKn.The overall
storage capacity is K∗S.

(c) Credibility Analysis. For different methods of credibility
verification, the management center model has the best
response time and the storage capacity, but the credibility
is the worst. Once the management center is attacked, all
nodes in the entire network are invalid. For the whole
network model, the response time and the storage capacity
are unacceptable and cannot be achieved, but its credibility
is the best. In the method proposed in this paper, if using
scheme (a) and scheme (b) in Section 5.1, the response time
is the same as that of the whole network model and can
significantly reduce the storage capacity. If using scheme (c),
the storage capacity can be further reduced, but the security
depends on the size of each BCS and the verification sampling
rate [39].The greater the number of BCS nodes and the larger
the sampling rate, the greater the credibility.

In summary, the use of a management center for cred-
ibility verification used the least amount of storage space,
but the center received a large range of attacks. Although
credibility verification with the whole network model has
the best reliability, its storage capacity, computational ability,
and response time of each node are unacceptable. The
proposed credibility verification method has a smaller stor-
age requirement without computational ability and storage
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Figure 4: Storage capacity measurement with different K (node count in BCS) and n (node count in IoT).

capacity requirement for the terminal node and also has
better advantages in response time.

6. Experiments and Evolution

As discussed in Section 5, response efficiency can be proven
directly. In this section our experiments demonstrate the stor-
age and credibility efficiencies.Themeasurements include the
amount of the data to storage, the effect of the tree’s degree
“K” and nodes forged rate. It is also including the sampling
rate and the value of threshold when we verify the data in the
selection node.

6.1. Storage Evaluation. For our proposedmethod, the overall
storage capacity is K∗S, for different values of K and n, the
storage capacity regular pattern is shown in Figure 4. As can
be seen from Figure 4, for the same number of nodes, the
greater the value of K, the greater the storage space required.
The comparison of the storage efficiency of the threemethods
is shown in Figure 5.

In Figure 5, the curves prove our analysis of storage
efficiency and our method is much better than the full BC
model.

6.2. Performance Evaluation. For the proposedmethod, there
has been a lot of research to prove the performance of solution
like (a) and (b) in Section 5.1. Thus, we focus on solution
(c). There are many factors that affect the performance
evaluation, and the most important include the following:

(i) The degree of the tree (K)
(ii) The number or probability of forged nodes (FP)
(iii) The count of samples for solution (c) in Section 5.1

(SR)
(iv) The threshold to determine whether the node is

forged (T)

The degree of the tree determined the average path length
of the node pair. The probability of forged nodes determined
the probability of forged node appearing on the path. Hence,
these two facts decide the probability of counterfeiting [40].
We simulate the environment with ten million IoT entity
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Figure 5: Comparison of storage efficiency.

nodes and select one million times node pair randomly for
each parameter combination.The statistical results are shown
in Figure 6.

In Figure 6, we can see that, with the increase of
forge probability, paths with forged node increased, but for
different K with the same FP the difference is not obvious.

We examine the relationship of SR and T. There are two
indicators to be measured:

(i) The rate of forged node to be detected (𝐷𝑅)
(ii) The rate of nonforged nodes being detected as forged

nodes (𝑁𝐹𝑅); it is a negative measurement.

When we simulate a use case, if the different rates of selected
nodes are more than the given threshold 𝑇, and the observed
node is a forged one, wemark it as a detected one. Otherwise,
if the different rates of selected nodes are more than the given
threshold 𝑇 but the observed node is not a forged one, we
mark it as an error. With the given 𝐾 = 300 and FP=1/1000,
the detected rate and the error rate are shown in Figure 7.

FromFigure 7(a), we can see that the higher the threshold,
the lower the detected rate. That means the higher the
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Figure 7: The experimental results of detected rete and error rate.

requirement of proving a given node is a forged node, the
lower its chance of being detected. We can also draw a
conclusion that the better threshold is less than 75%.

From Figure 7(b), we can see that the sample count
determines the error count and the error convergence speed.
The bigger the count of samples is, the more the error occurs,
but the faster the convergence rate increases with the increase
of the threshold. Also, we can see that, if the threshold is over
65%, there are almost no errors.

Hence, we suggest the threshold of different rate is 65%-
75%. However, we want to know whether it is suitable for
other parameter combinations. We selected K as 200, 400,

500, and 1000 and then repeated the experiments.The results
are shown in Figure 8. It shows that, with different K, the
threshold of 65%-75% still worked well and the suggestion is
effective.

7. Conclusion

With the continuous development of IoT technology, the
problems of security, privacy, and credibility are attracting
increasing attention [41]. In this paper, we have presented
an IoT device credibility verification method based on
Blockchain technology and discussed it in detail. The validity
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Figure 8: Detected rate and count of errors with different K: (a) and (b) 𝐾 = 200; (c) and (d) 𝐾 = 400; (e) and (f) 𝐾 = 500; (g) and (h)
𝐾 = 1000.

of the proposed model and method can reach the credible
requirement by Blockchain technology and also has certain
advantages in regard to storage space and response time.

Although the proposed method has some advantages,
there are still some problems to be resolved. For example, an
attack on the MS cannot verify the credibility of all the nodes
under it, which does not achieve complete decentralization.
The 51% of the computation problem is still not effectively
addressed and still threatens the entire network under such
an attack. In addition, for a large scale IoT environment,
determining how to choose the number of BCS nodes and

how to control the height of the tree is still a problem
requiring further study.
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In Location-Based Services (LBSs) platforms, such as Foursquare and Swarm, the submitted position for a share or search leads
to the exposure of users’ activities. Additionally, the cross-platform account linkage could aggravate this exposure, as the fusion
of users’ information can enhance inference attacks on users’ next submitted location. Hence, in this paper, we propose GLPP, a
personalized and continuous location privacy-preserving framework in account linked platforms with different LBSs (i.e., search-
based LBSs and share-based LBSs). The key point of GLPP is to obfuscate every location submitted in search-based LBSs so as to
defend dynamic inference attacks. Specifically, first, possible inference attacks are listed through user behavioral analysis. Second,
for each specific attack, an obfuscation model is proposed to minimize location privacy leakage under a given location distortion,
which ensures submitted locations’ utility for search-based LBSs.Third, for dynamic attacks, a framework based on zero-sum game
is adopted to joint specific obfuscation above and minimize the location privacy leakage to a balanced point. Experiments on
real dataset prove the effectiveness of our proposed attacks in Accuracy, Certainty, and Correctness and, meanwhile, also show the
performance of our preserving solution in defense of attacks and guarantee of location utility.

1. Introduction

In a platformwith Location-Based Services (LBSs), a relevant
position is submitted for a share or search (e.g., check-in, local
search), which connects the physical world with cyber world
and social world together [1]. However, users’ locations are
exposed to LBS providers and stored in a LBS server during
this procedure. Once misused or attacked, users’ habits or
activities can be inferred through their historical trajectories.
For example, theWeChat (https://web.wechat.com) user, who
uses the surrounding search to explore new friends nearby,
may disclose his current location [2, 3]. Another example
is for Foursquare (https://foursquare.com) users using local
search at a relatively private place (e.g., the hospital, the bank).
In above cases, location privacy protection is a need, while the
user experience should also be ensured in search-based LBSs.

Existing researches on location privacy protection have
worked out many feasible solutions in this traditional area,
including access control [4–6], data distortion [7–9], and

cryptography [10]. However, little attention has been paid to
the location privacy leakage in account linked mixed LBSs,
where the situation becomes more complex. The account
linked mixed LBSs refer to two or more LBSs, varied in kind,
whose base platforms are linked by account. According to
functionality, LBSs can be divided into two groups, namely,
share-based LBSs (e.g., check-in) and search-based LBSs
(e.g., local/remote search), respectively. With these mixed
LBSs linked, privacy protection becomes more difficult from
the view of either individual platform or comprehensive
platforms.

Individually, for account linked mixed LBSs, different
strategies should be developed corresponding to different
situations in specific LBSs. Similar to users in search-based
LBSs facing the trade-off between privacy protection and
user experience, users using share-based LBSs can also be
caught in a dilemma when some locations are considered to
be private for themselves. Traditional obfuscation is efficient
for the former case but does not work in the latter case.
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Figure 1: A location profile from Foursquare.

Since locations published in share-based LBSs are aimed at
requiring a sentimental value from online friends, user status
and locations submitted should not be obfuscated. As a result,
users need toweigh the gains and loss by themselves to decide
whether to make the location public.

Comprehensively, account linkage [11] shares user infor-
mation cross platforms, which leads to a boost in location
inference attacks about both the users and their friends. For
an anchor user who has linked accounts cross platforms, his
sequential locations in time order are connected to form a
relatively complete trajectory.On the other hand, the different
friend circles maintained in different platforms are integrated
into a new one, which provides more abundant information
for location inference attacks.

Based on challenges mentioned above, in this paper, we
would like to preserve users’ location privacy in account
linked LBSs, which is formally defined as the “account linked
LBSs caused location privacy leakage” (AL-LPL) problem.
AL-LPL is a typical problem belonging to the “account linked
services caused privacy leakage” (AL-PL) problem, which is
very urgent under the prevalence of account linked platforms.
Once a user’s location leaked, the harm is greater than in
single platform as more friends are exposed. The solution
we have proposed in this paper could not only solve AL-
LPL, but also provide a feasible method for the following
work in this area. Furthermore, AL-LPL is a general problem
and can be applied to a kind of account linked platforms
providing LBSs, like Facebook (https://www.facebook.com),
Yelp (https://www.yelp.com), WeChat, and DIAN PING
(http://www.dianping.com). In addition, AL-LPL is a novel
problem when compared with traditional privacy leakage
problems. Different from traditional location privacy leakage
[12, 13] in a specific kind of LBS, AL-LPL has discussed
location privacy leakage caused by linking different LBSs. AL-
LPL is also distinct from the work [14] discussing location
privacy leakage in mixed LBSs in one platform because LBSs
in AL-LPL are organized in more than one system such that
network alignment is needed between two platforms.

Here, we use the Foursquare-Swarm as the research case
to show the effectiveness of our proposed attacks and test the

performance of corresponding protection mechanism. For
information integration, wemake use of existing anchor users
and adopt the location profile system of Foursquare to be
the knowledge base [15]. As shown in Figure 1, every Point
of Interest (POI) in this system has a unique profile with
detailed information, which can tolerate light deviation of
coordinates and address name, respectively. Hence, a location
in any forms of coordinates or address can be unified in
this system, represented by a location profile with a unique
location ID.

Based on the network alignment of two platforms, a
new heterogeneous social network with mixed LBSs is con-
structed, where specific inference attacks are formed to guess
user’s next submitted location. These inference attacks are
supported by previous analysis of user’s behavior in social
network [16–19], which suggests that user’s location can be
predicted by both friends’ trajectory and his periodicmobility
pattern. Besides, to avoid the disturbance from overactive
users with friends or trajectory across the world, we limit the
range of inference attacks to a predefined geographical region
(e.g., a city).

To defend the attacks above, we use a framework (shown
in Figure 2) based on noncooperative game to help a user
to obfuscate both his historical locations and his online
location before the submission in search-based LBS.Thebasic
hypothesis here is that “service providers and LBS location
servers are untrustworthy.” Therefore, our design does not
rely on any trusted third party (TTP). Here, every location
in search-based LBS is obfuscated through a unified method.
The solution imitates users’ random walk to a near Point
of Interest (POI), takes the trade-off between obfuscation
and submission’s utility into consideration, and implements
optimal obfuscation to fend off dynamic inference attacks.
For details, an obfuscation model is established for specific
fixed attack where AL-LPL is transformed into a multiob-
jective optimization problem to reduce attack’s performance
in Accuracy and Correctness. Based on every obfuscation
solution against every listed inference attack, a game-based
framework is adopted to defend the dynamic attacks where
AL-LPL is transformed into aminimax optimization problem

https://www.facebook.com/
https://www.yelp.com/
http://www.dianping.com/
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Figure 2: The framework of location privacy protection.

to avoid the worst case for location privacy leakage under any
given attacks. Our main contribution of this paper consists of
the following:

(i) To the best of our knowledge, this is the first work to
give a specific protection solution for location privacy
leakage caused by account linked LBSs.

(ii) New attack models are established to infer users’ next
submitted location based on users’ and their friends’
historical trajectory and proved to have boosts in
attack effectiveness through information fusion when
compared with the state-of-the-arts [20, 21].

(iii) To defend continuous and dynamic attacks formed
from the above, an improved gamed-based frame-
work is proposed to obfuscate every location in
search-based LBS, which consists of the offline com-
bination of obfuscation solutions generated by our
proposed obfuscation model and the online updating
according to whether a new location is produced in
any LBS.

(iv) The experiments, based on real dataset, demonstrate
the effectiveness of our solutions in defending multi-
source continuous attacks and prove that the location
utility of our solutions is under users’ control.

The rest of this paper is organized as follows. Section 2
introduces the preliminary work. Section 3 gives the corre-
sponding solution, and empirical experiments are reported
in Section 4. Section 5 discusses the related work. Section 6
draws the conclusion.

2. Preliminaries

In this section, we first introduce background information
about Foursquare and Swarm (https://www.swarmapp.com),

followed by network alignment between these platforms,
which provide a foundation for problem formulation.

2.1. Background Information. As representative LBS plat-
forms, Foursquare and Swarm are adopted to be the research
case to prove the effectiveness of our proposed attacks and
protection. As a companion application separated from older
Foursquare, Swarm allows users to share their current loca-
tion with friends and develops into a Location-Based Social
Network (LBSN) with the share-based LBS. Meanwhile, new
Foursquare provides a local search and recommendation
service and transforms into a popular mixed LBS platform
(i.e., local search is a search-based LBS and recommendation
service is a share-based LBS). Here, the recommendation
service is provided based on tipswritten in Foursquare, which
reflects users’ preference for POI. During the separation, old
Foursquare users coexist between these two new platforms,
which produces sufficient cross-platform account linkage.
On the other hand, once new users register in Swarm, they
could choose to use their existing Foursquare account. In
addition, a redirection linkage is also provided on the web
page of Foursquare, which directs to the web page of Swarm.
As a result, the two online platforms are closely coaligned
with each other. In this typical case, the AL-LPL problem
potentially exists for all these linked accounts.

2.2. Network Alignment. As the foundation of user informa-
tion fusion, network alignment [22] is a reflection between
the nodes of different networks, so as to combine two ormore
networks into a new hybrid network with global information.
For platforms with LBSs, their networks are composed of two
kinds of nodes (i.e., user node and location node) and two
kinds of edges (i.e., user-user friendship edge, user-location

https://www.swarmapp.com/
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submission edge). As a consequence, the reflection should be
established both between users and between locations.

As for network alignment between Foursquare and
Swarm, for one thing, the sufficient account linkages provide
adequate anchor users, which leads to a complete reflection
between user nodes cross platforms. For another thing,
Foursquare and Swarm share the same location profile
system as a result of earlier separation, so they share the
same reflection between a given position (e.g., coordinates,
address) and location ID. Hence, the location mapping is not
a problem. For platforms not sharing the unified reflection
with each other, Foursquare can also be used as the mapping
standard because of its well-defined location profiles, where
coordinates can be clustered to the nearest POI to alleviate
location drift and incomplete address can be matched with
the key words.

2.3. Problem Formulation. In LBS, a user 𝑢 submits a (longi-
tude, latitude) pair to location server when he prefers a kind
of services. Suppose 𝑢’s real location is 𝑟; without location
privacy protection, this information can be used by adversary
for his inference attacks. For our solution, in local search
service, a pseudolocation 𝑟 is selected in a specific location
set, which is composed of all the historical locations produced
by 𝑢 and 𝑢’s friends. Here, from the specific location set,
the 𝑘-nearest POIs are sorted out, each with an obfuscated
probability 𝑝. Then the pseudolocation 𝑟 is chosen from
these POIs according to the certain probability distribution𝑃. Here, 𝑘 is called protection level.

From adversary’s point of view, when location servers are
compromised, adversary obtains three parts of user 𝑢’s infor-
mation: (1) 𝑢’s mixed historical trajectory tr(𝑢) from two
platforms; (2) 𝑢’s friendship list𝐹(𝑢) in Swarm; (3) any friend𝑢𝑓’s mixed historical trajectory tr(𝑢𝑓) from two platforms.
Meanwhile, adversary can guess the protection level 𝑘 if 𝑢’s
home address has been exposed in his profile, so we suppose𝑘 is known to adversary. As a result, adversary’s background
knowledge about 𝑢 is KnL(𝑢) = ⟨tr(𝑢), 𝐹(𝑢), tr(𝑢𝑓), 𝑘⟩.

Armed with above knowledge KnL(𝑢), when getting 𝑢’s
current pseudolocation 𝑟, adversary would guess 𝑢’s true
location according to candidates’ probability distribution 𝐺.
Here, all possible inference attacks ASet are established to
compute 𝐺 where candidates are 𝑘-nearest positions that can
be obfuscated to 𝑟.

Therefore, the AL-LPL problem can be defined as follows:
given (1) 𝑢’s setting about lower bound of location utility𝑄 after obfuscation (𝑄 is a real number between 0 and 1,
and larger𝑄 represents better location utility); (2) 𝑢’s current
location 𝑟; (3) adversary’s background knowledge KnL(𝑢)
about 𝑢; and (4) adversary’s possible attacks set ASet, how to
get optimal obfuscation distribution 𝑃 under maximum loss
of location utility 𝑄𝑙 (𝑄𝑙 = 1 − 𝑄)?
3. Solution

In this section, our proposed solution for AL-LPL is given
through (1) analyzing potential inference attacks, (2) estab-
lishing specific obfuscation model for corresponding attacks,

and (3) using the improved game-based framework to defend
continuous dynamic attacks.

3.1. Potential Attacks Analysis. Here, the analysis of potential
inference attacks consists of two steps: (1) we enumerate the
common-used guessingmethods based on all themeaningful
combination of background knowledge (2) and adopt two
tracking methods, namely, distribution tracking and maxi-
mum likelihood tracking, to determine the final probability
distribution of guessed results.

(1) For the first thing, ways to compute initial candidates’
probability distribution 𝐺 are as follows.

(1.1) Basic Guessing E/B. Basic Guessing refers to the guessing
without any background knowledge. With user’s pseudolo-
cation 𝑟 given, the candidates’ probability is represented as𝑔(𝑟 | 𝑟). Here, two common conditional probability distri-
butions are adopted for their wide usage, namely, even dis-
tribution and Bayesian distribution. The guessing following
these distributions are represented by E and B, and their
candidates’ probabilities are defined as follows:

𝐺𝐸 = 𝑔 (𝑟 | 𝑟) = 1𝑛
𝐺𝐵 = 𝑔 (𝑟 | 𝑟) = 𝑝 (𝑟 | 𝑟) 𝑝 (𝑟)𝑝 (𝑟) , (1)

where 𝑛 is the number of candidates. 𝑝(𝑟) and 𝑝(𝑟)
represent the probability of 𝑢’s appearance in location 𝑟 and𝑟, respectively. Here, they are based on the statistics of 𝑢’s
historical trajectory.𝑝(𝑟 | 𝑟) is the probability of submitting𝑟 when 𝑟 is the real location. Since real value of 𝑝(𝑟 | 𝑟)
is difficult for adversary to infer, obfuscation is supposed to
follow an even distribution. With protection level 𝑘 known,𝑝(𝑟 | 𝑟) equals 1/𝑘.
(1.2) Friendship-Based Guessing F. Friendship-Based Guess-
ing is the guessing based on similarity between 𝑢 and 𝑢’s
friend 𝑢𝑓. According to previous research carried out by
Cho et al. [23], there is a positive correlation between social
relationship and human movement. A friend with higher
similarity intends to visit more common places with 𝑢.
Suppose the similarity score in guessing F is sim(𝑢, 𝑢𝑓); then
the calculation of the candidates’ probability distribution𝐺 is
as follows:𝐺𝐹 = 𝑔 (𝑟 | KnL (𝑢)) = ∑

𝑢𝑓∈𝐹𝑢

sim (𝑢, 𝑢𝑓)
⋅ (1 − ∏

𝑟𝑢𝑓∈𝜃(𝑟
)

(1 − 𝑔 (𝑟 | 𝑟𝑢𝑓))) , (2)

where 𝜃(𝑟) refers to the location set of all the possible
obfuscation when user locates at 𝑟. Here, sim(𝑢, 𝑢𝑓) is used
as a weight, to multiply the probability that 𝑢𝑓 has ever
visited at least one position in obfuscation set 𝜃(𝑟). As
a result, all friends of 𝑢 are taken into account to decide
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every candidate’s probability. Additionally, sim(𝑢, 𝑢𝑓) is the
similarity score between 𝑢 and 𝑢𝑓, which are calculated
through two-item attribute information, namely, common
friend ratio and trajectory similarity.

First, the similarity score between users’ friends is calcu-
lated with measure Jaccard’s coefficient [24]; that is, for 𝑢 and
his friend 𝑢𝑓,

sim (𝐹 (𝑢) , 𝐹 (𝑢𝑓)) = 𝐹 (𝑢) ∩ 𝐹 (𝑢𝑓)𝐹 (𝑢) ∪ 𝐹 (𝑢𝑓) , (3)

where 𝐹(𝑢) and 𝐹(𝑢𝑓) are the friend list of 𝑢 and 𝑢𝑓,
respectively.

Second, the trajectory similarity between 𝑢 and his friend𝑢𝑓 is measured by Jaccard’s coefficient where sim(tr(𝑢),
tr(𝑢𝑓)) can be defined as follows:

sim (tr (𝑢) , tr (𝑢𝑓)) = tr (𝑢) ∩ tr (𝑢𝑓)tr (𝑢) ∪ tr (𝑢𝑓) , (4)

where 𝑢 and 𝑢𝑓 are the historical locations generated by 𝑢 and𝑢𝑓 on both Foursquare and Swarm in time order, respectively.
With sim(𝐹(𝑢), 𝐹(𝑢𝑓)) and sim(tr(𝑢), tr(𝑢𝑓)) known, the

similarity score between 𝑢 and his friend 𝑢𝑓 is defined as
follows:

sim (𝑢, 𝑢𝑓)
= 𝛼 sim (𝐹 (⋅) , 𝐹 (⋅))max − sim (𝐹 (𝑢) , 𝐹 (𝑢𝑓))

sim (𝐹 (𝑢) , 𝐹 (𝑢𝑓)) − sim (𝐹 (⋅) , 𝐹 (⋅))min

+ 𝛽 sim (tr (⋅) , tr (⋅))max − sim (tr (𝑢) , tr (𝑢𝑓))
sim (tr (𝑢) , tr (𝑢𝑓)) − sim (tr (⋅) , tr (⋅))min

,
(5)

where 𝛼 and 𝛽 are weight coefficients, whose optimal value
can be learnt from data theoretically. However, this will make
the model too complicated. To focus on the AL-LPL problem
itself, in this paper, we assume 𝛼 and 𝛽 are equally important
and assign them with the same weight (i.e., 𝛼 = 𝛽 = 0.5)
for simplicity concerns. Besides, normalization is used to
calculate a relative similarity score, so as to eliminate the effect
of different value ranges which is caused by different attribute
information.

(1.3) Mobility-Pattern-Based Guessing M. Mobility-Pattern-
Based Guessing is the guessing based on periodic mobility
pattern of 𝑢. Previous studies [23] show that a user tends
to visit the same place at a regular time. Here, POIs on 𝑢’s
trajectory can be extracted and listed based on their proposed
timestamps and are classified into seven timewindows, which
represent seven days of a week, from Sunday to Saturday.
As a consequence, the corresponding guessing process is
represented as

𝐺𝑀 = 𝑔 (𝑟 | KnL (𝑢))
= 1 − ∏

tw(𝑟ℎ) = tw(𝑟)&𝑟ℎ∈𝜃(𝑟)
(1 − 𝑔 (𝑟 | 𝑟ℎ)) , (6)

where tw(⋅) is the time window of input location and 𝑟ℎ
denotes the submitted location in the past. Other definitions
have been demonstrated in expression (2). Therefore, the
candidates’ probability distribution 𝐺 equals the probability
that 𝑢 has ever paid a visit to at least one location in
obfuscation set 𝜃(𝑟) and meanwhile the visit belongs to the
same time window of current pseudolocation 𝑟.

From all the possible combination of the above guessing,
in this paper, we form four kinds of representative attacks:(1) Basic Attacks: attacks only adopt Basic Guessing E/B;(2) Friendship-Based Attacks: attacks integrate Basic Guess-
ing E/B with Friendship-Based Guessing F; (3) Mobility-
Pattern-Based Attacks: attacks integrate Basic Guessing E/B
with Mobility-Pattern-Based Guessing M; (4) Comprehen-
sive Attacks: attacks integrate Basic Guessing E/B with
Friendship-Based Guessing F and Mobility-Pattern-Based
GuessingM. Here, linear combination is used in this integra-
tion due to its simplicity and wide usage. That is,

𝐺𝐶 = 𝑔 (𝑟 | KnL (𝑢) , 𝑟)
= 𝜔1𝐺𝐵 + 𝜔2𝐺𝐹 + 𝜔3𝐺𝑀∑𝑟∈𝜃(𝑟) 𝑔 (𝑟 | KnL (𝑢) , 𝑟) ,

(7)

where 𝜔𝑖 is the weight coefficient of every guessing and is
learnt through experiments. 𝐺𝐶 is candidates’ probability
distribution 𝐺 of Comprehensive Attacks based on guessing
B, F, andM. The denominator is used for normalization.

(2) Moreover, tracking methods are introduced as follows.
As for tracking methods, some adversary believe only

locations with maximum likelihood are qualified for candi-
dates such that they remove positions with less likelihood in
inferring 𝑢’s real location. Others regard all 𝑘 points around𝑟 as candidates and select guessed location by following
candidates’ probability distribution 𝐺. Figure 3 provides an
example for these two tracking methods.

Suppose distribution tracking is denoted by T1 and max-
imum likelihood tracking is represented by T2; all possible
attacks are listed as follows: ET1, ET2, EFT1, EFT2, EMT1,
EMT2, ECT1, ECT2, BT1, BT2, BFT1, BFT2, BMT1, BMT2,
BCT1, BCT2.

3.2. Obfuscation Model. As is mentioned before, our work
aims to get the optimal obfuscation distribution 𝐺 under
maximum loss of location utility 𝑄𝑙. Here, two targets are
aimed at in our obfuscation according to Raza Shokri et
al.’s work in [25]. In that paper, three criteria are put for-
ward to measure the attacks’ effectiveness, namely, Accuracy,
Certainty, and Correctness. Accuracy is defined as the hit
probability of real position 𝑟, Certainty shows the entropy of
candidates’ probability distribution 𝐺, and Correctness is the
distance expectation between guessed location 𝑟 and true
location 𝑟. As is analyzed in [25], Certainty is less important
than the other two factors in determining whether an attack
is effective. Hence, Accuracy and Correctness are selected as
optimum targets in our protection solutions.

As the opposite of adversary, our protection solutions
need to decrease the hit probability EA and increase 𝑟 and 𝑟’s
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Figure 3: An example of distribution tracking and maximum likelihood tracking.

distance expectation ED as much as possible. The definitions
of EA and ED are as follows:

EA = ∑
𝑟

𝑓 (𝑟 | 𝑟) 𝑔 (𝑟 = 𝑟 | KnL (𝑢) , 𝑟) (8)

ED = ∑
𝑟 ,𝑟

𝑓 (𝑟 | 𝑟) 𝑔 (𝑟 | KnL (𝑢) , 𝑟) 𝑑 (𝑟, 𝑟) , (9)

where 𝑓(𝑟 | 𝑟) is the obfuscation probability of 𝑟 given
that 𝑟 is the real location. 𝑔(𝑟 = 𝑟 | KnL(𝑢), 𝑟) is the hit
probability based on knowledge KnL(𝑢) when 𝑟 is pseudo-
location. In addition, 𝑔(𝑟 | KnL(𝑢), 𝑟) is candidates’ proba-
bility based on knowledge KnL(𝑢)when 𝑟 is pseudolocation,
and 𝑑(𝑟, 𝑟) is the distance between real position and guessed
result. Here, all the possible 𝑟 with corresponding guessed
results are accumulated for ED, and the Euclidean distance is
used to calculate 𝑑(𝑟, 𝑟).

Besides, the loss of location utility 𝑄V with the limit of
maximum value at 𝑄𝑙 is defined as follows:

𝑄V = ∑
𝑟

𝑓 (𝑟 | 𝑟) 𝑑 (𝑟, 𝑟) . (10)

Based on restrictions mentioned above, including EA,
ED, and 𝑄𝑙, we have proposed our obfuscation model
corresponding to the situation where the attack is identified.

Measured by hit probability EA and the distance expec-
tation ED, the score of our obfuscation model can be
represented as

score (𝑃) = 𝜑1 × (−ED) + 𝜑2 × EA, (11)

where 𝜑1 and 𝜑2 are the weight of ED and EA, respectively.𝜑1, 𝜑2 ≥ 0 and 𝜑1 + 𝜑2 = 1. Here, we assume that EA is
the most important index and set 𝜑1 = 0.1 and 𝜑2 = 0.9,
respectively. Definitely, it is convenient for users to modify
these factors when they expect higher performance in ED
and do not so much care about the performance in EA.

Consequently, the optimal obfuscation distribution 𝑃∗ =𝑓∗(𝑟 | 𝑟) that can minimize the score function will be𝑃∗argmin
𝑃

score (𝑃)
= arg min

𝑃
(𝜑1 × (−ED) + 𝜑2 × EA) ,

s.t. 𝑄V ≤ 𝑄𝑙,∑
𝑟

𝑓 (𝑟 | 𝑟) = 1, 𝑓 (𝑟 | 𝑟) ≥ 0.
(12)

To solve the objective function, (1) the set 𝐿 𝑠 of 𝑘-nearest
locations is initialized for every POI. (2) Next, three targets
including EA, ED, and 𝑄𝑙 are initialized according to (8),
(9), and (10), respectively. (3) After that, simplex algorithm
[26] is used with the input of objective function and the
constraints. Here, the time complexity of this algorithm is𝑂(𝑛log(𝑘)) where 𝑛 is the number of POIs in dataset and 𝑘
is the protection level.

As a consequence, 16 protection solutions are formed
according to specific attacks proposed before.They are ET1P,
ET2P, EFT1P, EFT2P, EMT1P, EMT2P, ECT1P, ECT2P,
BT1P, BT2P, BFT1P, BFT2P, BMT1P, BMT2P, BCT1P, and
BCT2P.

3.3. Improved Game-Based Framework. Based on every
obfuscation solution against every listed inference attack, a
game-based framework is adopted to defend the continuous
and dynamic attacks. The improved game-based framework
is to obfuscate every location in search-based LBS, which
consists of the offline model combining obfuscation solutions
generated by our proposed obfuscation model and the online
updating according to whether a new location is produced in
any LBS.

(1) Offline Model. For dynamic inference attacks, a mapping
is established from attack-and-defense process to a noncoop-
erative game, corresponding to the main elements of game,
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namely, players, the strategy, and the profit. In our work,(1) players refer to adversary and users. (2)The adversary’s
strategy space AStra is a subset of possible inference attacks
set ASet, containing relatively efficient attacks selected from
ASet, while users’ strategy space PStra is composed of
corresponding protections to defend attacks in AStra. (3)
For users, the profit 𝐸𝑝 is measured by how efficiently their
locations in local search are protected, and corresponding
target functions have already been analyzed in formula (11).
For adversary, the obtained profit EA can be regarded as the
profit loss of users, so the sum of these two profits is zero.
Therefore, profits of both sides are defined as below:𝐸𝑝 = 𝜑1 × (−ED) + 𝜑2 × EA (13)

𝐸𝐴 = − (𝜑1 × (−ED) + 𝜑2 × EA) , (14)

where we assume that EA is the most important index and
set 𝜑1 = 0.1 and 𝜑2 = 0.9, respectively. Definitely, it is
convenient for users tomodify these factors when they expect
higher performance in ED and do not somuch care about the
performance in EA.

To defend dynamic attacks, specific obfuscation solution
is mixed based on our proposed obfuscation model through
the minimax theorem [27] as

𝑓mix (𝑟 | 𝑟) = 𝑛∑
𝑖=1

𝜎𝑖 × PStra𝑖, (15)

where PStra𝑖 is every obfuscation solution based on the
obfuscation model, which belongs to PStra. 𝜎𝑖 is its weight
which is learnt through experiments. After several rounds,
an equilibrium will be achieved, from which we can obtain
hybrid protection solution as is described below.

To produce a proper pseudolocation 𝑟 as user’s sub-
mission, (1) the set 𝐿 𝑠 of 𝑘-nearest locations is initialized
for every POI. (2) After that, the set of protection strategy
PStra is established corresponding to adversary’s strategy
space AStra. (3) Then, every entry of users’ profit matrix is
calculated through formula (13). (4) Furthermore, the zero-
sum game is transformed into a dual linear programming
problem, and the simplex optimization method is used to
get the final obfuscation probability 𝑓∗(𝑟 | 𝑟). (5) At last,
selection is done following the probability of 𝑓∗(𝑟 | 𝑟)
to produce a pseudolocation 𝑟. For time complexity, this
algorithm needs𝑂(𝑎𝑛⋅ log(𝑘)), where 𝑛 is the number of POIs
in dataset, 𝑘 is the protection level, 𝑎 is the size of attack space
AStra (𝑎 ≪ 𝑛), and 𝑏 is the size of protection space PStra
(𝑏 ≪ 𝑛).

From the above, it is uncertain whether the loss of
location utility 𝑄V is still lower than 𝑢’s setting in this game-
based protection. Derivation below is the analysis of this
issue, which proves that the𝑄𝑙 constraint is still satisfied; that
is, 𝑄V = ∑

𝑟

𝑓mix (𝑟 | 𝑟) 𝑑 (𝑟, 𝑟)
= ∑
𝑟

(∑
𝑛

𝜎𝑖 × PStra𝑖)𝑑 (𝑟, 𝑟)

= 𝜎1∑
𝑟

PStra1 × 𝑑 (𝑟, 𝑟) + ⋅ ⋅ ⋅
+ 𝜎𝑛∑
𝑟

PStra𝑛 × 𝑑 (𝑟, 𝑟) ≤ 𝜎1𝑄𝑙 + ⋅ ⋅ ⋅ + 𝜎𝑛𝑄𝑙
≤ 𝑄𝑙, ( 𝑛∑

𝑖=1

𝜎𝑖 = 1) .
(16)

(2) Online Updating Strategy. Every time a location is sub-
mitted for share-based LBSs in two platforms, the online
updating is carried out for our game-based solution where
the optimal obfuscation distribution 𝑃 is recalculated. On
the other hand, if a location is proposed for local search,
our protection would work out its fuzzy location following 𝑃
and begin updating afterwards. Additionally, every updating
refers to a recalculation of 𝑃, so as to support consecutive
protection.

4. Experiments

In this section, dataset, comparedmethods, evaluationmetrics,
and experiment setup are introduced, followed by our exper-
iment result and some corresponding analysis.

4.1. Dataset Description. In our experiments, we use trajec-
tory produced by New York users in Foursquare and Swarm.
A user is consideredNewYork-based if he specifies NewYork
in the location field of his profile.

Here, we adopt the method mentioned in [28] to crawl
users’ check-ins in Swarm and get users’ tips in Foursquare
through Foursquare API. Unfortunately, users’ submitted
locations in local search are unavailable through public data
collection, so we use the location list drawn from tips in
Foursquare to simulate the locations in local search due to
their tight coupling in temporary-space. Here, we make two
assumptions: (1) For a common user, his tips are always
published after local searching to share his experience. (2)
Not every user would share tips after using local search
service. As a result, the tips used for simulation in our
experiment provide relatively sparse data compared with
practical local search. Though locations are comparatively
sparse in local search, considering the attack-and-defense
process based on the same dataset, the utility of dataset
cannot be determined. Therefore, additional experiments in
Section 4.5.3 would further discuss this problem and find
the influence of location sparsity on effectiveness testing in
attack-and-defense process.

Here, data are preprocessed in both Foursquare and
Swarm. We filter users through their HomeCity (a tag that
can be found in user profile and it is included in our
initial dataset; HomeCity indicates the user’s living city),
eliminate inactive users with less than 5 positions, and get
the initial research dataset 𝐷. As a result, in 𝐷, users are
all New York citizens, and their proposed locations are
limited in New York, in which tips were produced from
2008-10-14T22:53:35Z to 2017-10-18T09:24:30Z and check-ins
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Figure 4: The check-ins/tips distributions on users and locations, respectively.

Table 1: Detailed information of initial dataset𝐷.
Dataset Foursquare (New York)
#User node 11776
#Location node 117658
#Tips edge 182342
Dataset Swarm (New York)
#User node 11776
#Location node 395215
#Friendship edge 223610
#Check-in edge 1830368

were produced from 2009-04-13T06:23:53Z to 2017-10-
27T20:19:39Z. As shown in Table 1, in dataset 𝐷, we can
find that every user has nearly 19 friends and has made

about 15 tips and 155 check-ins in average. Furthermore, the
mean check-ins that happened on every location is over 46
while the mean tips produced on every location is about
2. Besides, the distribution of initial dataset is analyzed,
including count of users with varied numbers of check-
ins/tips in corresponding LBSs and count of locations with
different numbers of check-ins/tips in corresponding LBSs.
As is shown in Figure 4, all submitted locations distributions
both follow the power-law distribution and have scale-free
properties, which accords with the basic characteristics of
LBSN. Therefore, our research dataset is representative and
general.

4.2. ComparedMethods. To show the improving effectiveness
of multisource attacks, we compare our proposed inference
attacks with two other attacks, namely, MaximumMovement
Boundary (MMB) [20] and Context-aware Location Attack
(CLA) [21].
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(1)MMB is an attack introduced in [20] based on user’s
maximum movement boundaries. In this attack, user’s real
location can be inferred from the overlapping area of two
continuous movement boundaries. In our experiment, the
user’s maximum movement speed is set to 6 km/h according
to empirical human walking speed.(2) CLA is an attack based on association of locations
in the context and is proposed in [21]. For 𝑢’s any two
pseudolocations 𝑟𝑖 and 𝑟𝑖+1, the corresponding reference
attack targeting at AL-LPL problem can be represented as

ℎ (𝑟 | 𝐾 (𝑢) , 𝑟𝑖, 𝑟𝑖+1)
= ∑𝑝𝑖∈𝜃(𝑟𝑖),𝑝𝑖+1∈𝜃(𝑟𝑖+1) 𝑃CLA (𝑟 | 𝑝𝑖, 𝑝𝑖+1)𝜃 (𝑟𝑖) × 𝜃 (𝑟𝑖+1) , (17)

where 𝑃CLA(𝑟 | 𝑝𝑖, 𝑝𝑖+1) can be calculated by sixth formula
proposed in [21] and 𝜃(⋅) contains all the possible obfuscation
when user locates at the input position.

To show the performance of our proposed Improved
game-based protection I-GAMEP, two kinds of protection
are adopted here to make a comparison, namely, I-INIP and
I-BASICP, respectively.

Here, I-INIP is the continuous obfuscation solution
which follows even distribution. Its offline solution is rep-
resented by INIP. I-BASICP and I-GAMEP are both estab-
lished based on initial protection I-INIP. I-BASICP refers
to the corresponding obfuscation protections combined with
our proposed updating strategy in defense of specific attacks.
For comparison, I-GAMEP is the continuous protection
solutions in defense of the combination of five representative
inference attacks (i.e., ET1, ECT1, ECT2, BCT1, and BCT2).

4.3. Evaluation Metrics. Here, Accuracy, Certainty, and Cor-
rectness proposed in [25] are used to verify the effectiveness
of our attack models at one point. Furthermore, their mean
values ACC, CER, and COR are proposed to measure the
performance of our proposed continuous protection and are
defined as follows:

ACC = 1𝑁∑
𝑁

𝑃 (𝑟 | KnL (𝑢) , 𝑟)
CER

= 1𝑁∑
𝑁

∑
𝑟

𝑃 (𝑟 | KnL (𝑢) , 𝑟) log 1𝑃 (𝑟 | KnL (𝑢))
COR = 1𝑁∑

𝑁

∑
𝑟

𝑃 (𝑟 | KnL (𝑢) , 𝑟) 𝑑 (𝑟, 𝑟) ,
(18)

where𝑁 is the frequency of attack and defense in the testing
set. KnL(𝑢) is 𝑢’s background knowledge. 𝑟 is 𝑢’s real position,𝑟 is pseudolocation, and 𝑟 is guessed location. 𝑑(⋅) is
measured by Euclidean distance.

When it comes to the location utility, on the one hand,
from theoretical aspect, we adopt two representative protec-
tions as examples to show the tendency of privacy leakage
under different value of location utility loss, which aim to

verify that the location utility loss has an upper limit for the
minimized privacy leakage.On the other hand, frompractical
aspect, we use the Precision@N to measure the Accuracy
of the location list returned by local search service when
submitting pseudolocation. Here, the list returned by local
search before the obfuscation is set to be the benchmark.The
list, as a result of Foursquare local search, contains nearby
requested locations from the closest to furthest within limited
distance range. Hence, the Precision@N is used to reflect
the physical distance between pseudo- and true location in
a direct way.

4.4. Experiment Setup. All of our experiments were con-
ducted on a machine running Windows 7 with an Intel5
Core� i5 processor and 8GB of RAM. Our solutions have
been implemented in C++.

In our experiments, (1) to test the effectiveness of attacks,
the initial protection INIP following even distribution is
carried out to locations in local search. (2) For performance
analysis of protection solution, 400 users are selected to
train the weight coefficient 𝜔𝑖 of the hybrid attacks, and the
optimized combination of weights is selected through these
cases. (3) To evaluate the performance of our protection
methods, the same method is adopted while the training set
of randomly selected 400 users is used to find the optimized
weight𝜎𝑖 combination of users’ strategy space PStra. (4)Then,
other 100 users are randomly selected to compose the testing
set to evaluate the performance of baseline and our proposed
protection methods.

For parameters introduced in this paper, we set the
protection level 𝑘 ∈ {3, 5, 7, 9, 11, 13, 15} and the loss of
location utility 𝑄𝑙 ∈ {0.05, 0.06, . . . , 0.18, 0.19}. If there is no
specific explanation, the default values are assigned where𝑘 = 7 and 𝑄𝑙 = 0.08.
4.5. Experiment Results. Theexperiment results of addressing
the AL-LPL problem are available in Tables 2-3 and Figures
5–7. In this part, we test the effectiveness of our proposed
inference attacks, prove the priority of our game-based
protection through comparison, and measure the loss of
location utility.

4.5.1. Attacks’ Effectiveness Analysis. To test the performance
of our proposed 7 representative attack methods, INIP is
carried out on local search part of dataset 𝐷. Here, we
fix 𝑄𝑙 = 0.08 and vary the protection level 𝑘 from 3
to 15 in a step of 2. From the results shown in Table 2,
we can observe the following: (1) In most cases, BCT2
performs the best among all the compared methods in
inferring user future location evaluated by Accuracy and
Certainty. If not the best, its performance is also near the best.
This demonstrates that the joint of multisource information
can deeply aggravate the leakage of location privacy. By
comparison, for Correctness, the performance seems to have
no obvious regularity. (2) In most cases, EMT1 can achieve
better performance in Accuracy and Correctness than EFT1,
while EFT1 performs better in Certainty, which suggests that
both close friends’ trajectory and users’ historical trajectory
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can reveal more location privacy in different aspects and also
proves the supplemental role of linked platforms in location
disclosure. (3) By comparing ECT2/BCT2 with ECT1/BCT1
correspondingly, we observe that trackingmethodT2 ismore
effective than T1 in most cases when measured by Accuracy,
Certainty, andCorrectness. (4)With the increase of protection
level, most attacks’ Accuracy falls down steadily while most

of their Certainty and Correctness show a rise trend instead,
which agrees with the correlation analysis in [25].

Extra experiments are performed to compare the effec-
tiveness of different attacks, which are controlled by variables𝑘 = 7 and 𝑄𝑙 = 0.08. In Figure 5, comparison is made
between our proposed inference attacks (i.e., ECT1, BCT1),
MMB, andCLAwith the same trackingmethodT1. Here, (1)
it is shown that BCT1 performs best in all the cases, which
reflects the general optimization of our proposed attacks
towards location inference in most linked platforms. (2)
Furthermore, the attack effectiveness of MMB is undesirable
because of the locations’ sparsity in online social networks.
The reason why CLA has a bad performance is that CLA
only considers the correlation between locations but neglects
friendship and user behavioral periodicity. As a result, attacks
considering these factors perform better.

4.5.2. Protection Effectiveness Analysis. In this experiment, 𝑘
and𝑄𝑙 are both set to the default value. Here, Table 3 provides
the performance comparison between different protection
methods. I-BCT1P and I-BCT2P are chosen as the typical
I-BASICP. We observe that (1) our proposed protection
methods both performbetter than baseline protection I-INIP
in defensive Accuracy and Correctness while I-INIP has a
better performance in Certainty. (2) When compared with
the typical I-BASICP, I-GAMEP shows its general defense
of varied changed attacks such that the I-GAMEP can always
avoid the worst case in defense of varied attacks. Hence, the I-
GAMEP is proved to have priority in semantic level to avoid
adversary’s accurate guessing in POI level.

4.5.3. Location Utility Analysis. Here, from the view of our
model, to verify that the location utility loss has a limit for
the minimized privacy leakage, the relation between location
utility and privacy leakage is analyzed for each attack and
defense through experiment where the value of 𝑘 is fixed
as before. Here, we use the latest attack and defense to be
the example and measure the privacy leakage by 𝐸𝑝 through
formula (13). As is shown in Figure 6, we specify BASICP
to be ECT1P and compare it with GAMEP. To find out the
relation between location utility and privacy leakage towards
ECT1 attack under these two protections, respectively, we
compute every privacy leakage under different 𝑄𝑙 (from
0.05 to 0.19 step by 0.01) and describe the tendency by
connecting every discreet point. Corresponding conclusions
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Table 2: Performance comparison of our proposed representative attacks (𝑄𝑙 = 0.08).
Measure Attacks 𝑘

3 5 7 9 11 13 15

Accuracy

ET1 0.3287 0.2050 0.1555 0.1078 0.0930 0.0778 0.0703
EFT1 0.3288 0.1995 0.1495 0.1217 0.0871 0.0808 0.0738
EMT1 0.3598 0.2443 0.1733 0.1402 0.1029 0.0886 0.0680
ECT1 0.3557 0.2337 0.1761 0.1419 0.1082 0.0874 0.0762
BCT1 0.3565 0.2506 0.1836 0.1418 0.1412 0.0875 0.0764
ECT2 0.3575 0.2452 0.1690 0.1420 0.0986 0.0905 0.0752
BCT2 0.3797 0.2894 0.2166 0.1420 0.1380 0.0905 0.0752

Certainty

ET1 1.1996 1.6409 1.9480 2.272 2.4347 2.6300 2.7343
EFT1 1.1287 1.4657 1.6292 1.8960 2.0019 2.1145 2.1022
EMT1 1.0803 1.4689 1.8034 1.9976 2.1998 2.3529 2.3943
ECT1 1.0904 1.4794 1.7212 1.9720 2.1334 2.3768 2.4118
BCT1 1.0669 1.4116 1.6392 1.9732 1.8159 2.3845 2.4193
ECT2 1.0163 1.3310 1.4886 1.6808 1.798 1.9438 1.8737
BCT2 0.8621 1.1053 1.1562 1.6808 1.3726 1.9438 1.8737

Correctness

ET1 1.9921 2.8420 3.1874 3.5907 3.7248 4.5631 5.6136
EFT1 2.0154 2.8323 3.9738 4.0259 4.2842 4.6688 5.7081
EMT1 1.8052 2.9663 2.7542 3.7408 4.3406 4.1665 4.1655
ECT1 1.8280 2.9747 3.5454 4.1643 4.5196 4.1452 4.3230
BCT1 1.8539 2.9241 3.5403 4.1643 4.4722 4.1448 4.3230
ECT2 1.8285 2.9563 3.5406 4.1764 4.4138 5.1953 4.2702
BCT2 1.8119 2.4967 3.1009 4.1764 4.1689 5.1953 4.2702

Table 3: Comparison of protection under different continuous attacks (𝑘 = 7 and 𝑄𝑙 = 0.08).
Measure Protections Attack methods

ECT1 BCT1 BCT2 ET1 BT1 BT2 MMB CLA

ACC

I-INIP 0.1589 0.1666 0.1930 0.1438 0.1792 0.1795 0.1443 0.1442
I-BCT1P 0.1581 0.1659 0.1926 0.1434 0.1791 0.1793 - - - -
I-BCT2P 0.1583 0.1660 0.1924 0.1435 0.1789 0.1792 - - - -
I-GAMEP 0.1570 0.1649 0.1915 0.1434 0.1788 0.1790 - - - -

CER

I-INIP 1.7925 1.6959 1.1541 1.9364 1.5387 1.4240 1.9891 1.7934
I-BCT1P 1.7916 1.6942 1.1513 2.0120 1.4657 1.4237 - - - -
I-BCT2P 1.7886 1.6916 1.1489 2.0109 1.4643 1.4223 - - - -
I-GAMEP 1.7906 1.6931 1.1503 2.0115 1.4638 1.4218 - - - -

COR

I-INIP 3.9488 3.8434 3.5323 3.9236 3.4416 3.4447 4.5573 2.7132
I-BCT1P 3.9507 3.8453 3.5341 3.9393 3.4427 3.4458 - - - -
I-BCT2P 3.9549 3.8477 3.5365 3.9421 3.4451 3.4482 - - - -
I-GAMEP 4.0049 3.9054 3.6255 4.0186 3.5297 3.5341 - - - -

are as follows: (1) It is easy to find that the leaked privacy
decreases with the increase of 𝑄𝑙 and converges to a stable
value. Here, the stable value is supposed to be the limit of
the location utility loss 𝑄𝑙 when privacy leakage maintains
minimum. This is because the protection methods cannot
select a pseudolocation which has an infinite distance from
real position. According to our mechanism, the selected
candidates are limited by the locations of user’s and his
friends’ daily visit. (2)Besides, for the same𝑄𝑙, privacy leaked
by ECT1P is always smaller than using GAMEP. We suggest
that this is becauseGAMEP has involved the defense of other

localization attacks so that its performance is more inferior
than ECT1P in defense of ECT1 attack.

Moreover, when it comes to the specific analysis of local
search results, we make the comparison between different
protection solutions, which contains the BCT2P as a typical
BASICP and the GAMEP. Here, we use the latest attack
and defense to be the example. Since each local search in
Foursquare will return 30 locations at first, we use 30 to
be the upper bound in our precision computing. On the
other hand, one topic is selected, namely, “Shop & Service”,
in order to provide real-world scenarios in our verification.
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The topic “Shop & Service” is a relatively wide range, which
includes ATM, bank, andmarket.With 𝑘 and𝑄𝑙 at the default
value, based on three criteria, the results shown in Figure 7
suggest the following: (1) Both BASICP and the GAMEP
could support local search service since the searching results
have some overlapping parts when compared with the results
produced by user’s real position. (2) Additionally, the preci-
sion of GAMEP seems better than the results from BASICP
in most cases.

5. Related Work

Previous studies on location privacy protection have mainly
paid their attention to the leakage problems that occurred
in search-based LBS through mobile phone data [29], whose
solutions are all provided from the view of LBS providers,
system design, and users.

From the stand of LBS providers, the earliest work is
a protocol named Geopriv [30] proposed by The Internet
Engineering Task Force (IETF), which is aimed at making
specifications about location presentation and transforma-
tion. After that, a growing number of works are carried out
about access control [4–6]; however, most provisions need
to be observed conscientiously. With no legal restraint and
no benefit for LBS providers, corresponding protocols are
difficult to be effective.

Moreover, solutions trying to promote system design are
most based on data distortion [8, 9, 31–33] and cryptography
[10]. For data distortion, methods like cloaking [8, 31],
suppression [9], and perturbation [32, 33] are proposed.Here,
cloaking [8, 31] requires the submission of a larger region
to avoid privacy leakage while suppression [9] is aimed at
breaking the periodic mobility pattern through the removal
of location data. In addition, differential privacy [32, 33],
as a typical perturbation-based method, adds noise to the
aggregate data to prevent information disclosure between
continuous query. Besides, Imran Memon et al. propose an
asymmetric cryptograph based anonymous communication
for LBS in [10]. Despite having performedwell, most of works
mentioned above draw support from a TTP or the location
anonymizer, which is not easy to establish and maintain for a
developed LBS platform, such as Foursquare and Yelp.

For user-centric solutions, Raza Shokri et al. use the
Stackelberg Bayesian game to formalize themutual optimiza-
tion of user-adversary objectives in LBS in [7], which is easier
to be put into effect. As a result, the game-based protection
framework we used in this paper draws on the experience of
Raza Shokri et al.’s work, combined with an update strategy
to defend dynamic continuous inference attacks. Other user-
centric solutions more or less have their drawbacks, such
as Shokri et al.’s another work in [34]. It hides most of the
user’s queries through collaboration with other peers: context
information has been kept in a buffer and passed to someone
who is seeking it. Although it does not rely on the TTP, the
QoS is also not measured in this situation.

Combined with the above methods, there are two com-
mon frameworks. One is Mix-Zone proposed in [35] and
improved in [36, 37] to provide a space for a set of users enter-
ing, changing pseudonyms, and exiting.The key point of this

framework is to establish a mapping between users’ old and
new pseudonyms, but this exchange does not apply to social
networks. Another famous example is 𝑘-anonymity [38, 39],
which needs a trusted third party to collect information of
the 𝑘 − 1 nearest users for obfuscation. Having realized this
problem, many researchers proposed extensions to avoid this
problem including Raza Shokri et al. in [7].

With the prevalence of smartphones and the development
of LBS platforms, attention has been turned to the location
privacy protection in search-basedLBSplatforms and shared-
based LBS platforms, where new challenges are faced due to
different application scenarios and varied data sparsity. For
location privacy protection in search-based LBS platforms,
some new possible attacks [2, 40] are focused on and solved.
Other works [41, 42] are devoted to traditional location
privacy leakage problem, such as that of Cheng and Aritsugi
in [41], who have designed a system with obfuscated region
maps generated in mobile devices to provide a user-centric
protection. And our work is similar to them in storing user
related locations in their mobile phone. As for share-based
LBS platforms, new attacks are proposed including untrusted
friends’ inference attacks [43, 44] and destination inference
attacks [45].

Above all, existing researches have not paid much atten-
tion to location privacy leakage in account linked LBSs, not
to mention corresponding protection solutions. As a new
problem full of challenges, it has been solved in this paper
with a continuous game-based preserving framework.

6. Conclusions

In this paper, we focus on a new circumstance where the
information linked by accounts is fused by the adversary to
make amore accurate inference attacks about user’s next pro-
posed location. Our analysis shows a remarkable influence of
multisource data on location privacy disclosure. To defend
the continuous multisource attacks, we propose an improved
game-based location privacy-preserving framework GLPP to
obfuscate every location in local search before submission.
Here, the obfuscationmodel is used to provide specific obfus-
cation solutions according to varied inference attacks while
the user experience is ensured under user’s control. During
the attack-and-defense process, the online updating strategy
in GLPP provides a dynamic obfuscation distribution, which,
as a result, supports consecutive protection. Experimental
results show that our proposed GLPP performs better than
initial protection in Accuracy, Certainty, and Correctness.
Meanwhile, GLPP is also proved in our experiments to
provide a good user experience withoutmuch loss in location
utility.

Additional Points

Highlights. In this paper, Location-Based Services (LBS) are
divided into two kinds of services: (1) The search-based
LBSs provide search service for users, which would still work
with submission obfuscated under a limited distortion. (2)
The share-based LBSs refer to check-in services and other
check-in based LBSs, which cannot work with obfuscated
submission due to their functionality.
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Internet of Things (IoT) is a research field that has been continuously developed and innovated in recent years and is also an
important driving force for the improvement of people’s life in the future. There are lots of scenarios in IoT where we need to
collaborate through devices to complete tasks; that is, a device sends data to other devices, and other devices operate on the aid of
the data. These transmitted data are often users’ privacy data, such as medical data and grid data. We propose an instant encrypted
transmission based security scheme for such scenarios in IoT. The analysis in this paper indicates that our scheme can guarantee
the security of users’ data while ensuring rapid transmission and acquisition of instant IoT data.

1. Introduction

The Internet of Things (IoT) is a novel network connecting
items, such as users, vehicles, and home devices, through
electronic tags, sensors, actuators, and interactive software.
IoT ensures the connection and communication between the
objects by digital means. Scenarios such as intelligent vehicle
system and smart home system can be more convenient,
comprehensive, and intelligent with the assistance of IoT
technology [1, 2].

IoT involves collaboration between different levels and
various fields of technologies, including hardware, image
and video processing, data mining, remote control, data
security, and privacy protection [3–7]. Experts and schol-
ars have carried out many research achievements on IoT
related technologies and their practical applications from
many aspects. Note that IoT may involve users’ sensitive
information, such as behavior habits, identity information,
and medical data. Therefore, the data security protection
of IoT is particularly important. Various security protocols

specially designed for IoT have been proposed to achieve
secure communication, ensure data integrity, and secure data
sharing in IoT. However, the research of efficient instant
secure transmission scheme is still in the exploratory stage.
Instant encrypted transmission is a technology that consumes
few resources and realizes information security in a short
period of time. This kind of technology can be used in many
scenes, especially in emergence situations, such as accidents,
fires. To better illustrate this demand, the situation when a
smart home equipped with IoT is on fire is described in detail
[8–14].

A smart home may be equipped with smoke detection
and analysis device, temperature monitor, image and video
recognition and analysis device, gas valve control device,
window control device, and fire extinguishing device [15].
Firstly, it is necessary to find danger at the first time of the
fire by means of smoke alarm, temperature monitoring, and
video surveillance. Secondly, when the house is on fire, the
devices need to collaborate to find out thematerial for the fire
and the factors that may further spread the fire. Finally, the
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Figure 1: The illustration of IoT-auxiliary fire extinguishing.

system can decide the state of windows and valves by judging
the composition of fire objects and fire situation and control
the fire by fire extinguishers and other actuators. Figure 1 is
an illustration of how a smart home equipped with IoT is on
guard when the house fires.
Motivation of This Paper. There are some special scenarios
in IoT that require the implementation of instant encrypted
transmission between two entities. The car accident in the
intelligent vehicle system and the fire in the smart home
system require rapid transmission of sensitive information.
Especially when there is a fire in a home, the camera data
obtained from the home and the control instructions for
valves, extinguishing devices, and other actuators are very
important sensitive data. The security scheme for transmit-
ting these information is not only to ensure the security of
data transmission, but also to ensure the timeliness of data.
Therefore, it is particularly important to propose a novel
security scheme based on instant encrypted transmission for
the application of IoT in emergency.

1.1. Our Contributions

(i) A special and practical application scenario is dis-
cussed: for now, there are no research and discussion
on IoT-based smart home fire emergency schemes.
Although this scenario rarely occurs, it has important
research significance because it is likely to cause
personal safety and property damage. In addition,
the study of this scenario will be further extended to
the design of secure transmission schemes for similar
scenarios such as car accidents.

(ii) An instant encrypted transmission method is designed:
we have tailored a method for IoT-based smart
home environments. The method is mainly aimed

at early warning and rescue of fire in the smart
home networks. At present, few solutions have been
proposed for the transmission of private data under
this scenario.

(iii) A security scheme that takes very little time is proposed:
the scheme proposed in this paper can help to solve
the emergence response issue in the smart home envi-
ronment. It also can be applied to other scenarios that
have strict time requirements for the transmission of
encrypted data.

1.2. Related Works. Cloud computing technology [16–18] is
commonly utilized to solve various problems for IoT, and
also brings many security challenges. Many existing security
schemes can be applied into IoT with some improvements
[19–23]. Sajid et al. [24] present the security challenges of
cloud-assisted IoT-based supervisory control and data acqui-
sition systems and also provide the existing best practices and
recommendations for improving andmaintaining the system
security.

In addition, IoT is one of the important technologies for
smart grid systems. Chin et al. [25] consider that energy
big data needs to be stored thoughtfully and security and
blackout warnings should be presented in the first time. So
they survey the security threats of energy big data in IoT-
based smart grid systems.

Besides, most IoT devices require location services. Loca-
tion data often contains private information. Chen et al.
[26] investigate robustness, security, and privacy issues in
location-based services for IoT. Cryptographic solutions for
security and privacy of location information and localization
and LBSs in IoT are listed and compared to each other in their
paper.

Saxena et al. [27] present an authentication protocol for
IoT-enabled LTE network.They propose symmetric key algo-
rithms for the efficiency. They claim that the communication
overhead of their protocol is also reduced.

Aman et al. [28] propose a physical unclonable function
based lightweight mutual authentication protocol for IoT
systems. The adaptability of this new technology in IoT
remains to be further explored.

Li et al. [29] present a novel key encryption scheme to
establish a lightweight mutual authentication protocol for
smart city applications. They claim that their protocol has
made a trade-off between the efficiency and communication
cost without sacrificing the security.

Sciancalepore et al. [30] consider that the significant
airtime consumption required to exchange multiple mes-
sages and certificates and perform authentication and key
agreement which are the most important issues for IoT. So
they propose a public key authentication and key agreement
scheme for IoT devices with minimal airtime consumption.

Furthermore, IoT is also an important industrial pillar
technology in the field of health care in the future. A
novel authentication scheme for medicine anticounterfeiting
systems with IoT is presented by Wazid et al. [31]. The
novel scheme is utilized for checking the authenticity of
pharmaceutical products.
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Parne et al. [32] propose a novel AKA protocol based
on security enhanced group for M2M communication in a
LTE/LTE-Anetwork utilizing IoT technology.They claim that
their novel protocol has better performance in overheads and
fulfills security requirements of M2M communication.

Although these solutions proposed and solved many
existing IoT security problems, none of them proposed a
secure transmission scheme for IoT networks in a smart
home environment. Simultaneously, instant encrypted trans-
missions in emergence situations have also not been consid-
ered.

1.3. Organization. Theremainder of this paper is organized as
follows. Section 2 presents some preliminaries of this paper.
Section 3 shows the security models of the novel scheme.
Section 4 presents the proposed scheme in detail. Section 5
states the security analysis of the proposed scheme. Section 6
presents the performance analysis of the scheme. Finally, the
conclusions are drawn in Section 7.

2. Preliminaries

In this section, some necessary preliminaries utilized in this
paper are listed, including bilinear pairing, systemmodel, and
scheme components.

2.1. Bilinear Pairing. G1 andG2 are two groups of prime order
𝑞. G1 is an additive group, and G2 is a multiplicative group.
Set 𝑒 as a mapping on (G1,G2): G21 → G2. The cryptographic
bilinear map 𝑒 satisfies the following properties.
Bilinearity.𝑒(𝑎𝑃, 𝑏𝑄) = 𝑒(𝑃, 𝑄)𝑎𝑏 for all 𝑃,𝑄 ∈ G1 and𝑎, 𝑏 ∈ 𝑍∗𝑞 . This can be expressed in the following manner.
For 𝑃,𝑄, 𝑅 ∈ G1, 𝑒(𝑃 + 𝑄, 𝑅) = 𝑒(𝑃, 𝑅)𝑒(𝑄, 𝑅).
Nondegeneracy. If 𝑃 is a generator of G1, then 𝑒(𝑃, 𝑃) is a
generator of G2. In other words, 𝑒(𝑃, 𝑃) ̸= 1.
Computability.𝑒 is efficiently computable.

2.2. System Model. The system model of our novel scheme is
composed of three roles: KGC, the sender, and the receiver.
The meanings of the three roles are introduced as follows.

KGC. KGC is an abbreviation of key generation center. The
KGC is responsible for generating important parameters for
registering each node in the system, including processing
node identity information, generating system public and
private keys, and generating a unique identity-based private
key for each node.

Sender. The sender can be a sensor, such as an infrared
device, a temperature-sensitive device and a pressure-
sensitive device, or a detector, such as a smoke detector. For
instance, in a fire scenario, the sender may need to collect
various fire-related data in the room and encrypt the data for
transmission to other nodes.

Receiver.The receiver may be various types of actuators such
as fire extinguishing devices, smart windows, and gas valves.
The receiver needs to receive the fire-related information sent
by the sender and decrypt the relevant information through
certain calculations. After real-time data is acquired, corre-
sponding operations are performed according to different
situations.

2.3. Scheme Components. This subsection mainly introduces
the input and output parameters of the algorithms involved
in this scheme.

Registration (ID, 1𝑘).This phase is run by KGC. The input of
this phase is the ID number of the node. The output is an
ID-related parameter 𝑞, a public key 𝑃pub, and an ID-related
private key 𝑠.
Detection (𝑞1, 𝑞2, 𝑠1, 𝑚). The sender performs this phase. Let
𝑞1, 𝑞2, the secret key 𝑠1, and the fire message 𝑚 be the input.
The output is encrypted message𝑀, certification message 𝑅,
and public key for this round𝑋.
Implementation(𝑞1, 𝑞2, 𝑠2,𝑀, 𝑅,𝑋). This phase is run by the
receiver. The receiver takes 𝑞1, 𝑞2, his secret key 𝑠2, the
encrypted message𝑀, the certification parameter 𝑅, and 𝑋
as its input. The output is the decrypted message𝑚.

The above threemain algorithms constitute themain part
of our new scheme.

3. Security Model

In this section, we introduce three security models for our
proposed scheme.

3.1. A Forged Sender. A forged sender may be a sensor node
in IoTwhose identity information has been stolen.The forged
sender can broadcast a wrong message using the identity of
the real one. This kind of wrong information can lead to
extremely serious consequences. For example, when a house
is on fire, an attacker can broadcast some normal monitoring
data, which makes the whole system unable to monitor the
fire for the first time. In addition, when a house is in a normal
state, a forged node will send an “on fire” signal to the whole
system, which will also cause irreparable damage to the user.

3.2. Man-in-the-Middle (MITM) Attack. A man-in-the-
middle (MITM) attack refers to the situation that a man-in-
the-middle intercepts the information sent by the sender and
sends the information to the receiver after some malevolent
tampering.This can also cause the spread of false information
and serious consequences.

3.3. An Unregistered Receiver. An unregistered receiver may
have access to private data about the user’s family, such as
image and video data, which will have a bad impact on the
privacy of the user. Besides, once the important timeliness
information is received by the unregistered receiver, it is likely
to affect the implementation of the IoT emergence measures.
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Figure 2: Overview of the proposed scheme.

4. Our Proposed Scheme

In this section, we elaborate on the novel scheme we have
proposed. A simple overview of the proposed scheme is
presented. On this basis, we describe this scheme in three
phases: registration phase, detection phase, and implemen-
tation phase.

4.1. Overview of the Scheme. The overview of the proposed
scheme is presented in this subsection. Figure 2 shows the
visualization of the new scheme in a concise form. The
novel scheme is composed of three phases, which are named
registration phase, detection phase, and implementation
phase. The registration phase is the initial phase of the
scheme. The key generation center (KGC) generates private
keys of all sensors/detectors and actuators in the network
according to their identity information. Note that some
necessary offline calculations are completed at this phase to
assist in subsequent phases. We will elaborate on the content
of these calculations in the next subsection. The detection
phase is actually a sign and encryption phase. The subject
of the execution is named the sender in our model. The
sender represents sensors such as temperature monitor and
detectors such as smoke detector and monitoring camera.
These devices are responsible for collecting, editing, and
encrypting the transmission of detected fire information.
This phase requires the security of the collected data that
is related to privacy of the family and the message to be
sent out in a very short time. The third phase is named
implementation phase. This phase is carried out by actuators
such as fire extinguishing devices, smart windows, and gas
valves. This phase requires that the encrypted data is cracked
and the identity authentication of the sender is completed
in the very short time, and the corresponding extinguishing
operation should be executed accordingly.Through the above
three phases, the scheme we provide can accomplish the
fast encrypted transmission of emergence information under
the IoT environment and accomplish the prevention and
response to emergencies.

4.2. Details of the Scheme. Thedetails of the proposed scheme
are shown in this subsection.

4.2.1. Registration Phase. The registration phasemainly refers
to the process of each node in the network obtaining the

Sender Receiver
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M = m⨁H2(w)
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q2s1X
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)

Figure 3: The detection and implementation phase of the scheme.

necessary information from the KGC. KGC first chooses a
secret key 𝑡 for this system and calculates public key of this
system 𝑃pub = 𝑡𝑃. Generate parameter 𝑞𝑚 related to node
𝑚’s identity information by hash function𝐻1: 𝑞𝑚 = 𝐻1(ID𝑚).
The private key of the node 𝑚 is obtained by the calculation
of the parameter 𝑞𝑚 and the private key 𝑡, and the private key
is written to the node memory: 𝑠 = 𝑡𝑞𝑚.
4.2.2. Detection Phase. The detection phase actually refers to
the process of monitoring the abnormal situation by sensors
or detectors and compiling these information into files and
encrypting the transmission to other nodes. The specific
operation process is illustrated in detail in Figure 3.

The sender chooses a random number 𝑥, which is a
nonzero positive integer, and calculates 𝑋 = 𝑥𝑃. Then, the
sender computes 𝑤:

𝑤 = 𝑒 (𝑃, 𝑃)𝑥𝑞1 , (1)

where 𝑥 is the random number and 𝑞1 is the parameter
calculated by KGC with the ID value of the sender.

The sender compiles themonitored data into a file named
𝑚. XOR operation is performed as follows:

𝑀 = 𝑚 ⊕𝐻2 (𝑤) . (2)

The detection result 𝑀, which is the encrypted data, is
obtained according the above calculation.
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Finally, a certification parameter 𝑅 is calculated:
𝑅 = 𝑞2𝑠1𝑋𝑠1 + 𝑥 , (3)

where 𝑞2 is the parameter computed by KGC according to
the identity information of the receiver and 𝑠1 represents the
secret key of the sender which is generated by KGC.

Finally, the sender transmits the encrypted detection
result𝑀, the certification parameter 𝑅, and the parameter𝑋
to the receiver.

4.2.3. Implementation Phase. This phase refers to the process
of the receiver accepting information and performing related
emergence operations.The receiver needs to first authenticate
the identity of the node sending the information.

The receiver first computes a assistance parameter 𝐿:
𝐿 = 𝑞1𝑃pub + 𝑋𝑠2 , (4)

where 𝑞1 is the parameter generated by KGC about the
identity information if the sender, 𝑃pub is the public key of
system, 𝑋 is the parameter sent by the sender, and 𝑠2 is its
own private key.

The parameter 𝑤 is restored with the calculation 𝑤 =
𝑒(𝐿, 𝑅). The message about the emergency is computed by
𝑚 = 𝑀 ⊕𝐻2(𝑤).

Finally, when obtaining the correct information, the
receiver will implement related operations according to the
real-time information.

5. Security Analysis

In this section, the correctness of our scheme is firstly shown.
Then, the security analysis is presented in aspects of security
against a forged sender, MITM attack, and an unregistered
receiver.

5.1. Correctness. The correctness of a scheme is that the
calculation process of the design can eventually achieve the
desired goal and complete the expected security expectation.
For the scheme we have designed, correctness refers to the
fact that the sender and the receiver can encrypt and decrypt
the information through themethods we design, respectively.

We denote the new 𝑤 computed by the receiver as 𝑤. 𝑤
can be calculated as follows:

𝑤 = 𝑒 (𝐿, 𝑅) = 𝑒 (𝑞1𝑃pub + 𝑋𝑠2 , 𝑞2𝑠1𝑋𝑠1 + 𝑥)

= 𝑒(𝑞1𝑡𝑃 + 𝑥𝑃𝑡𝑞2 ,
𝑡𝑞1𝑞2𝑥𝑃
𝑡𝑞1 + 𝑥 )

= 𝑒(𝑞1𝑡 + 𝑥𝑡𝑞2 𝑃,
𝑡𝑞1𝑞2𝑥
𝑡𝑞1 + 𝑥𝑃) = 𝑒 (𝑃, 𝑞1𝑥𝑃)

= 𝑒 (𝑃, 𝑃)𝑥𝑞1 = 𝑤.

(5)

Based on the above deduction, it is not difficult to draw
the conclusion that the designed scheme is correct.

5.2. Security against a Forged Sender. An adversary may
compromise a sensor node or a detector node to send some
fake alarmmessage. Identity information of the sender might
be stolen. Such sender is called a forged sender.

In our scheme, the adversary can fake one 𝜖1 to replace 𝑠1,
but he knows nothing about 𝑡. So the adversary cannot match
his fake 𝜖1 with 𝑠1 = 𝑡𝐻1(ID). Therefore, a forged sender
cannot send a 𝑅 that can be verified.

5.3. Security against MITM Attack. If an attacker wants
to capture or tamper with the content of the message by
intercepting information, he is called a man-in-the-middle.

The attacker can intercept the message (𝑀, 𝑅,𝑋) of our
scheme. If he wants to capture the specific message, he needs
to decrypt the message 𝑀. However, he has no chance to
know about the parameter 𝑥, which is a random number
generated by the sender during every transmission. It cannot
be excluded that he can break the message through the
receiver. But in fact, an attacker cannot know any recipient’s
private key 𝑠2.

In addition, if the attacker wants to tamper with the
message, he needs to generate a fake number 𝛿 to replace
the random number 𝑥 and regenerate 𝑅. Actually, he know
nothing about 𝑠1, so he cannot generate an effective 𝑅. If he
even forges 𝑠1, he will fall into the same embarrassment as the
adversary in the previous subsection.

Besides, the attacker can constantly collect the encrypted
message ciphertext and the original text sent before the
sender. However, since 𝑥 is a random number which changes
in every round, he cannot infer the encrypted information
from the previous plaintext and ciphertext.

5.4. Security against an Unregistered Receiver. An unreg-
istered receiver is an unlawful node, but it can receive
encrypted information. If the receiver is true and not reg-
istered, the sender will not be able to compute encrypted
information that matches 𝑞2. Therefore, it does not have the
corresponding 𝑠2 to decrypt the message.

6. Performance Analysis

This section is going to discuss the performance of the pro-
posed protocol. The computational cost of different entities
in the proposed scheme is shown in Table 1. We take into
consideration the computational costs of the sender and
the receiver. We consider the cost of collision-resistant hash
function, bilinear pairing, scalar multiplication, exclusive-
OR, and group exponent. In Table 1, M represents scalar
multiplication, P denotes bilinear pairing, E refers to group
exponent, H represents collision-resistant hash function
operation, and XOR denotes exclusive-OR. By computation,
the result comes out that a sender costs 2 scalar multiplica-
tions, 1 bilinear pairing, 1 group exponent, 1 collision-resistant
hash function operations, and 1 exclusive-OR for sending
the message to one receiver. In addition, a receiver costs 1
scalar multiplications, 1 bilinear pairing, 1 collision-resistant
hash function operations, and 1 exclusive-OR to rebuild the
message.
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Table 1: Computational cost comparison.

Phases Sender (Sensor/Detector) Receiver (Actuator)
Detection Phase 2M + 1P + 1E + 1H + 1XOR /
Implementation Phase / 1M + 1P + 1H + 1XOR
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Figure 4: The time cost of a sender when the number of receiver
grows.
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Figure 5: The time cost of a receiver when the number of sender
grows.

The efficiency of the proposed scheme is simulated on
GNU Multiple Precision Arithmetic (GMP) library and
Pairing-Based Cryptography (PBC) library (https://crypto
.stanford.edu/pbc/). We utilize C language on a Linux system
with Ubuntu 16.04 TLS, a 2.60GHz Intel(R) Xeon(R) CPU
E5-2650 v2, and 8GB of RAM. The results are illustrated in
Figures 4 and 5. It is not difficult to see that both the sender’s
and the receiver’s computational costs will increase as the
number of the other party increases. The increasing trend of
the sender’s cost due to the increase in the number of the
other party is slower. Although our experiments simulate a

large number of nodes, the number of nodes in a smart home
network is actually very limited. Therefore, we find that the
new scheme we propose costs very limited time to transmit
emergence data. Combining this scheme with efficient data
analysis and instruction dispatching algorithms can achieve
response to emergencies in a smart home environment.

7. Conclusion

In this paper, we propose a novel scheme based on instant
encrypted transmission for IoT-based smart home system.
The three phases of the registration phase, the detection
phase, and the implementation phase constitute themain part
of the overall scheme. The simulation by PBC shows that our
novel scheme enables the transfer of important data in a very
short period of time while protecting the privacy of data.
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