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Wireless sensor networks raise a number of interesting and
undiscovered algorithmic issues, but traditional techniques
are not sufficient to solve these problems in the right way.This
is specifically due to constrained energy and computation
capability, nondeterministic sensor failures, channel impair-
ments, node mobility, hostile and distrusted environments,
and even external attackers. In all these respects, wireless
sensor networks exhibit substantial vulnerability when com-
pared to other networks.

It is challenging to design a robust wireless sensor
network by devising novel algorithms or developing new
theories whilst introducing minimal communication over-
head and energy consumption. For example, sensor nodes
are often deployed in outdoor or hazardous environments.
Power outage of sensors can lead to node failure and cause
many serious problems. Recently, an aggressive approach
has been developed that wirelessly recharges the sensor
nodes to increase the robustness of the sensor networks. The
charging tasks can be performed by single or multiple mobile
machines. However, the algorithmic and theoretical issues
in the wireless charging problem for WSNs were not fully
explored.

The main focus of this special issue is devoted to a
deeper understanding of the algorithms and theories which
are developed to build up a robust wireless sensor network.
Moreover, it is to push the theoretical and practical research
forward for a deeper understanding in the fundamental algo-
rithm, modeling, and analysis techniques of robust wireless
sensor networks.

Totally, we have received 50 submissions coming from
different countries all around the globe in response to call
for paper. Each accepted article has been reviewed by at
least three reviewers. In the end, 17 articles are revised and
selected for publishing in this special issue. We believe that
accepted papers provide a good balance of the application of
algorithms and theories to different networking problems for
robust wireless sensor networks.
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This paper addresses the problem of estimation fusion in a distributed wireless sensor network (WSN) under the following
conditions: (i) sensor noises are contaminated by outliers or gross errors; (ii) process noise and sensor noises are correlated; (iii)
cross-correlation among local estimates is unknown. First, to attack the correlation and outliers, a correlated robust Kalman filtering
(coR2KF) scheme with weighted matrices on innovation sequences is introduced as local estimator. It is shown that the proposed
coR2KF takes both conventional Kalman filter and robust Kalman filter as a special case. Then, a novel version of our internal
ellipsoid approximation fusion (IEAF) is used in the fusion center to handle the unknown cross-correlation of local estimates. The
explicit solution to both fusion estimate and corresponding covariance is given. Finally, to demonstrate robustness of the proposed
coR2KF and the effectiveness of IEAF strategy, a simulation example of tracking a target moving on noisy circular trajectories is
included.

1. Introduction

Estimation fusion, or data fusion for estimation, has wide-
spread applications in many practical situations that data
from multiple sources are involved, for example, guidance,
defense, robotics, integrated navigation, target tracking, and
GPS positioning [1]. Combining the results of multiple
sensors can provide more accurate estimation than using a
single sensor [2]. There are two basic fusion architectures
[1, 3]: centralized and distributed (referred to as measure-
ment fusion and estimate fusion in target tracking, resp.),
depending on whether raw data are sent to the fusion center
or not. Both architectures have pros and cons in terms of
optimality, channel requirements, requirements, reliability,
information sharing, and so forth. For the distributed fusion,
it has been realized formany years that local estimates (track)
have correlated errors thereafter the original work of [3].
How to counter this cross-correlation has been a central
topic in distributed fusion. One problem with the Kalman
Filtering is that it requires either that the measurements are
independent or that the cross-covariance is known [4, 5]. As

is well known, the independent assumption can be relaxed
in the case of correlated data, if the cross-covariance infor-
mation is available. The optimal KF-based approach that the
KF maintains cross-covariance information between updates
is proposed considering the correlation among the local
estimates [3, 6–8].

A common simplification is to assume the cross-
covariance to be zero; that is, the measurements are inde-
pendent. However, the simplification may cause that the
KF produces nonconservative covariance. This leads to an
artificially high confidence value, which can lead to filter
divergence [9]. Although under the assumption that the
cross-correlation is known, the optimal KF-based approach
scales quadratically with the number of updates. This makes
optimal KF-based approach impractical [10]. Several inge-
nious techniques, such as the tracklets technique [11], covari-
ance intersection [12], and those based on the information
graph [13], have been developed. Unfortunately, if the cross-
correlation information ismissing or incomplete, the Kalman
filter cannot be applied. In such situations, to allow the use
of the Kalman filter, the independence of the sources is
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often assumed and the correlation is simply ignored in the
fusion process, for example, the simple convex combination
(SCC) method [14]. This makes the filter over optimistic in
its estimation, which may lead to divergence [7]. Recently
proposed covariance intersection (CI) filtering [8, 10] is based
on convex combination of information matrices, that is,
inverse covariance matrices and the corresponding informa-
tion states. The algorithm provides a general framework for
information fusion with incomplete knowledge about the
signal sources since it yields consistent estimates for any
degree of cross-correlation. Since covariance intersection fil-
tering requires optimization of a nonlinear cost function and
instead of underestimation of the actual covariance matrix,
the covariance intersection method overestimates it, which
obviously results in a significant decrease in performance. To
avoid both the inconsistency of the basic convex combination
and the lack of performance of the covariance intersection
method, internal ellipsoid approximation fusion (IEAF) has
been proposed [15]. For this approach, the largest volume
ellipsoid within the intersection of two ellipsoids can be
computed by internal ellipsoid approximation.

On the other hand, the distribution of noise arising
in application deviates frequently from assumed Gaussian
model, often being characterized by skewed (asymmetric)
or heavier tails generating the outlier. A sufficiently far
away located outlier can completely cause the least squares
estimator or the Kalman filter to break down [16, 17]. This
will degrade the fusion performance greatly. Therefore it is
of practical interest to consider filters which are robust to
perform fairly well in non-Gaussian environment especially
in the presence of outliers, and some results have been
obtained during the last decade. Robust statistical procedures
provide formal methods to spot the outlying data points
and reduce their influence. Most of the contributions in this
area have been directed toward censoring data; namely, if an
observation differs sufficiently from its predicted value, then
it is discarded. For example, an M-estimate filter for robust
adaptive filtering in impulse noise is proposed in [18]; a recur-
sive adaptive algorithm and a robust threshold estimation
method are derived employing anM-estimate cost function.
Djurovic and Kovacevic established the equivalence between
the Kalman filter algorithm and a particular least squares
regression problem. Based on the equivalence it solved the
robust estimation with unknown noise statistics with the
help of M-estimate method, and the equivalence between
the Kalman filter and proposed technique is established
[19]. Recently, in [20] a deemphasis weighting approach
is used to suppress the effect of outliers in background
samples during the formation of a sample covariance matrix.
When outliers are present when comparing the results from
processing simulated and real coherent radar data using the
proposed approach with results using no outlier suppression
and censored sample matrix inversion pruning methods,
the deemphasis techniques are shown to produce the most
robust diction performance. Very recently, by reformulating
the traditional Kalman filter into a least square form, a
novel version of RKF has been proposed using L

1
-regularized

optimization [21]. To the best of the authors’ knowledge,
however, there is little result discussing how to eliminate or

reduce the influence of outliers on the fusion performance,
which remains a challenging problem so far.

In this paper, the problem of estimation fusion in a
distributed architecture under the following conditions is
addressed: (i) process noise and sensor noises are correlated;
(ii) sensor noises are contaminated by outliers or gross errors;
(iii) cross-correlation among local estimates is unknown.
First, to attack the correlation and outliers, a novel robust
Kalman filtering (coR2KF) scheme with weighted matrices
of innovation sequences is introduced as local estimator. It
is shown that the proposed coR2KF takes both conventional
Kalman filter and robust Kalman filter as a special case.Then,
a novel version of our internal ellipsoid approximation fusion
(IEAF) is used in the fusion center to handle the unknown
cross-correlation of local estimates.

2. Problem Statement and Lemmas

Consider the discrete linear stochastic system withN sensors
in the network:

𝑥 (𝑡 + 1) = 𝐹𝑥 (𝑡) + 𝐺𝜔 (𝑡) , (1)

𝑦
𝑖
(𝑡) = 𝐻

𝑖
𝑥 (𝑡) + 𝜐

𝑖
(𝑡) + 𝑧

𝑖
(𝑡) , 𝑖 = 1, 2, 3, . . . , 𝑁, (2)

where 𝑥(𝑡) ∈ R𝑛 is the state vector, 𝑦
𝑖
(𝑡) ∈ R𝑚𝑖 is the

𝑖th measurement in the sampling period 𝑡𝑇; 𝜔(𝑡) ∈ R𝑝 is
the disturbance input or system noise with zero mean and
variance matrix Q; 𝑒

𝑖
(𝑡) = [𝜐

𝑖
(𝑡) + 𝑧

𝑖
(𝑡)] ∈ R𝑚𝑖 , 𝑖 =

1, 2, 3, . . . , 𝑁, are the outlier-contaminated measuring noise
vectors. The matrices F, G, and 𝐻

𝑖
are known real constant

matrices with appropriate dimensions.

Assumption 1. 𝜔(𝑡) and 𝜐
𝑖
(𝑡), 𝑖 = 1, 2, 3, . . . , 𝑁, are correlated

white noises with zero mean and

𝐸 (𝜔
𝑖
(𝑡) 𝜐
𝑇

𝑗
(𝑘)) = 𝑆

𝑖𝑗
(𝑡) 𝛿
𝑡𝑘
, ∀𝑡, 𝑘, if 𝑖 ̸= 𝑗,

𝐸 {[

𝜔 (𝑡)

𝜐
𝑖
(𝑡)
] [𝜔
𝑇
(𝑘) 𝜐

𝑇

𝑖
(𝑘)]} = [

𝑄 (𝑡) 𝑆
𝑖
(𝑡)

𝑆
𝑇

𝑖
(𝑡) 𝑅

𝑖
(𝑡)

] 𝛿
𝑡𝑘
,

(3)

where 𝐸 is the expectation, the superscript 𝑇 denotes the
transpose, and 𝛿

𝑡𝑘
is the Kronecker delta function.

Remark 2. Our interest in this paper also lies in the outlier
measurement which means mismatch in measurement noise
model. In order to simulate these unmodeled measurement
uncertainty, a non-Gaussian error term 𝑧

𝑖
(𝑡) is included.

Commonly, the outlier-corrupted measuring noise can be
represented by the Turkey’s gross error model, a contami-
nated Gaussian model. Mathematically, 𝑒

𝑖
(𝑡) = 𝜐

𝑖
(𝑡) + 𝑧

𝑖
(𝑡)

are with non-Gaussian density function 𝑓(𝑒) described by

F
𝑖
= (1 − 𝛼)G

𝑖
+ 𝛼ΔG

𝑖
, (4)

whereG
𝑖
is the zero-mean Gaussian density and ΔG

𝑖
is some

unknown symmetric function representing the impulsive
part of the noise density or outliers.

Remark 3. The problem of outliers is of practical importance
in a target tracking system using multiple sensors (radar
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or infrared) [21, 22] and communication applications where
non-Gaussian (heavy-tailed) noise occurs, such as in under-
water acoustics, and satellite communications through the
ionosphere [23]. It is commonly used to describe unmodeled
measurement uncertainties that relate to the sensor failure,
spikes, or jamming.

Assumption 4. The initial state 𝑥(0) is independent of 𝜔(𝑡)
and 𝑒
𝑖
(𝑡), 𝑖 = 1, 2, 3, . . . , 𝑁, and

𝐸𝑥 (0) = 𝑥
0
, 𝐸 [(𝑥 (0) − 𝑥

0
) (𝑥 (0) − 𝑥

0
)
𝑇

] = 𝑃
0
. (5)

The problem is to find the estimation fusion 𝑥
0
(𝑡) of the

state 𝑥(𝑡) in terms of local robust Kalman filter based on
the measurement (𝑦

𝑖
(𝑡), . . . , 𝑦

𝑖
(1)), 𝑖 = 1, 2, 3, . . . , 𝑁. The

estimation fusion should have the desirable properties of
efficiency and robustness; that is, it (i) yields the estimation
fusion with a high accuracy for normal distributed observa-
tion while keeping the solution in high efficiency; (ii) reduces
the bad effect of moderate errors on filtering and fusion in
the way of weighting innovation; (iii) is robust in the sense
that outliers and correlation do not affect the solution by
setting the weighted matrix of innovation to be zeroes and
further suppress the influence of outliers to the performance
of fusion.

We start with some definitions and lemmas.

Definition 5. Ellipsoid 𝜀(𝑥
0
, 𝑃) in𝑅𝑛 with center 𝑥

0
and shape

matrix 𝑃 is the set

𝜀 (𝑥
0
, 𝑃) = {𝑥 ∈ 𝑅

𝑛
| (𝑥 − 𝑥

0
)
𝑇

𝑃
−1
(𝑥 − 𝑥

0
) ≤ 1} , (6)

where 𝑃 > 0 might be standing for the covariance matrix of
the estimation or fusion error.

Lemma 6. Under the Assumptions 1 and 4, for 𝑖th sensor
subsystem of the system (1)-(2) without outlier (i.e., 𝑧

𝑖
(𝑡) = 0),

the local optimal Kalman filters [24] one has:

𝑥
𝑖
(𝑡 + 1 | 𝑡 + 1) = 𝑥

𝑖
(𝑡 + 1 | 𝑡) + 𝐾

𝑖
(𝑡 + 1) 𝜀

𝑖
(𝑡 + 1) , (7)

𝑥
𝑖
(𝑡 + 1 | 𝑡) = Φ

𝑖
(𝑡) 𝑥
𝑖
(𝑡 | 𝑡) + Θ

𝑖
(𝑡) 𝑦
𝑖
(𝑡) , (8)

𝜀
𝑖
(𝑡 + 1) = 𝑦

𝑖
(𝑡 + 1) − 𝐻

𝑖
𝑥
𝑖
(𝑡 + 1 | 𝑡) , (9)

𝐾
𝑖
(𝑡 + 1) = 𝑃

𝑖
(𝑡 + 1 | 𝑡)𝐻

𝑇

𝑖
[𝐻
𝑖
𝑃
𝑖
(𝑡 + 1 | 𝑡)𝐻

𝑇

𝑖
+ 𝑅
𝑖
]

−1

,

(10)

𝑃
𝑖
(𝑡 + 1 | 𝑡) = Φ

𝑖
(𝑡) 𝑃
𝑖
(𝑡 | 𝑡) Φ

𝑇

𝑖
(𝑡)

+ 𝐺 [𝑄 − 𝑆
𝑖
(𝑡) 𝑅
−1

𝑖
(𝑡) 𝑆
𝑇

𝑖
(𝑡)] 𝐺

𝑇
,

(11)

𝑃
𝑖
(𝑡 + 1 | 𝑡 + 1) = [𝐼

𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐻

𝑖
] 𝑃
𝑖
(𝑡 + 1 | 𝑡) , (12)

𝑥
𝑖
(0 | 0) = 𝑥

0
, 𝑃

𝑖
(0 | 0) = 𝑃

0
, (13)

where Φ
𝑖
(𝑡) = 𝐹(𝑡) − Θ

𝑖
(𝑡)𝐻
𝑖
(𝑡), Θ

𝑖
(𝑡) = 𝐺(𝑡)𝑆

𝑖
(𝑡)𝑅
−1

𝑖
, and

𝐼
𝑛
stands for a 𝑛-dimensional unit diagonal matrix. 𝑃

𝑖
(𝑡 + 1 |

𝑡) and 𝑃
𝑖
(𝑡 | 𝑡) are the one-step prediction and filtering error

variance, respectively, and 𝐾
𝑖
(𝑡) is the filtering gain matrix. As

described in Section 3, the innovation 𝜀
𝑖
(𝑡) plays an important

role in robust Kalman filter recursive process.

Remark 7. If the process noise and measuring noises are not
correlated, that is, 𝑆

𝑖
(𝑡) = 0, it is obvious that Θ

𝑖
(𝑡) = 0,

Φ
𝑖
(𝑡) = 𝐹(𝑡), and (11) reduced to 𝑃

𝑖
(𝑡 + 1 | 𝑡) = 𝐹(𝑡)𝑃

𝑖
(𝑡 |

𝑡)𝐹
𝑇
(𝑡) + 𝐺𝑄𝐺

𝑇. This makes the correlated Kalman filter
recursions in Lemma 6 taking the traditional Kalman filter
in case of uncorrelated noises as a special case.

Lemma 8. Checking whether two ellipsoids 𝜀(𝑥
01
, 𝑃
1
) and

𝜀(𝑥
02
, 𝑃
2
) have nonempty intersection can be cast as to the fol-

lowing Quadratic Programming (QP) problem with quadratic
constraints [25, 26]:

𝛽
1
= min
⟨𝑥,𝑃
−1

2
𝑥⟩=1

⟨𝑥, 𝑃
−1

1
𝑥⟩ = min

𝑥
𝑇
𝑃
−1

2
𝑥=1

𝑥
𝑇
𝑃
−1

1
𝑥,

𝛽
2
= min
⟨𝑥,𝑃
−1

1
𝑥⟩=1

⟨𝑥, 𝑃
−1

2
𝑥⟩ = min

𝑥
𝑇
𝑃
−1

1
𝑥=1

𝑥
𝑇
𝑃
−1

2
𝑥,

(14)

where 𝛽
1
and 𝛽

2
are invariant with respect to affine coordinate

transformation and describe the position of ellipsoids 𝜀(𝑥
01
, 𝑃
1
),

𝜀(𝑥
02
, 𝑃
2
) with respect to each other:

(i) if 𝛽
1
≥ 1, 𝛽

2
≥ 1, then 𝜀(𝑥

01
, 𝑃
1
) ∩ 𝜀(𝑥

02
, 𝑃
2
) = 𝜑,

(ii) if 𝛽
1
≥ 1, 𝛽

2
≤ 1, then 𝜀(𝑥

01
, 𝑃
1
) ⊆ 𝜀(𝑥

02
, 𝑃
2
),

(iii) if 𝛽
1
≤ 1, 𝛽

2
≥ 1, then 𝜀(𝑥

01
, 𝑃
1
) ⊇ 𝜀(𝑥

02
, 𝑃
2
),

(iv) if 𝛽
1
< 1, 𝛽

2
< 1, then 𝜀(𝑥

01
, 𝑃
1
) ∩ 𝜀(𝑥

02
, 𝑃
2
) ̸= 𝜑, and

𝜀(𝑥
01
, 𝑃
1
) ̸⊂ 𝜀(𝑥

02
, 𝑃
2
), and 𝜀(𝑥

02
, 𝑃
2
) ̸⊂ 𝜀(𝑥

01
, 𝑃
1
).

3. An Improved Robust Kalman Filter:
coR2KF

From (7) to (13), we can see that in (𝑡+1)th sampling period,
𝑥
𝑖
(𝑡+1 | 𝑡+1) is corrected by the linear combination of 𝜀

𝑖
(𝑡+1).

Therefore, if the measurements 𝑦
𝑖
(𝑡 + 1) are contaminated by

outliers, 𝜀
𝑖
(𝑡 + 1) will correct 𝑥

𝑖
(𝑡 + 1 | 𝑡 + 1) in a wrong way,

which should make traditional Kalman filter degrade or even
divergent.

In another point of view, the conventional Kalman filter
can also be formulated as a solution to a particular weighted
least squares problem [21]. Unfortunately, it is not robust
because extreme outliers with arbitrarily large residuals can
have an infinitely large influence on the resulting estimate.
To handle this, the M-estimator, one of the most sophisti-
cated approaches among the robust statistics approaches, is
proposed [16]. Further, the M-estimator has an advantage of
less computational effort as it can be computed by a standard
least squares algorithm with minor modifications [27].

M-estimators attempt to suppress the influence of outliers
by replacing the square of the residuals with a less rapidly
increasing loss function, which is

𝐽 =

𝑚𝑖

∑

𝑗=1

𝜌 (𝑦
𝑖𝑗
(𝑡) − ℎ

𝑖𝑗
𝑥 (𝑡)) =

𝑚𝑖

∑

𝑗=1

𝜌 (𝜀
𝑖𝑗
(𝑡)) , (15)

where 𝑦
𝑖𝑗
(𝑡), 𝜀
𝑖𝑗
(𝑡), and ℎ

𝑖𝑗
stand for the𝑗th row of 𝑦

𝑖
(𝑡),

𝜀
𝑖
(𝑡), and 𝐻

𝑖
, respectively (cf. (9)). 𝜌(⋅) is a scalar robust



4 International Journal of Distributed Sensor Networks

convex function that has to cut off the outliers. Particularly,
if one chooses 𝜌(⋅) to be a quadratic function, the estimator
according to (15) reduces to the least squares estimator or
Kalman filter solution (7) [21, 27].

Equating the first partial derivatives with respect to the
state to be estimated 𝑥(𝑡) leads to the following relation:

𝑚𝑖

∑

𝑗=1

𝜓 (𝑦
𝑖𝑗
(𝑡) − ℎ

𝑖𝑗
𝑥 (𝑡)) ℎ

𝑖𝑗
=

𝑚𝑖

∑

𝑗=1

𝜓 (𝜀
𝑖𝑗
(𝑡)) ℎ
𝑖𝑗
= 0. (16)

The score function 𝜌(⋅) is usually nonnegative and sym-
metric, and 𝜓(⋅), the derivative of 𝜌(⋅), is often called the
influence (score) function, since it describes the influence of
the measurement errors on the solutions.

Now, (16) can be rewritten as

𝑚𝑖

∑

𝑗=1

ℎ
𝑖𝑗
𝜀
𝑖𝑗

𝜓 (𝜀
𝑖𝑗
)

𝜀
𝑖𝑗

= 0. (17)

Letting 𝑑(𝜀
𝑖𝑗
) = 𝜓(𝜀

𝑖𝑗
)/𝜀
𝑖𝑗
, then (17) can be reformulated

as the matrix form

𝐻
𝑇

𝑖
𝐷
𝑖
(𝜀) 𝜀
𝑖
= 0, (18)

where𝐷
𝑖
(𝜀) = diag{𝑑(𝜀

𝑖1
), 𝑑(𝜀
𝑖2
), . . . , 𝑑(𝜀

𝑖𝑛
)}.

In the light of the above comparison and analysis of
conventionalKalmanfiltering andM-estimator, the proposed
coR2KF is given inTheorem 9 as follows.

Theorem 9. Under Assumptions 1 and 4, the 𝑖th sensor
subsystem of the system (1)-(2), the coR2KF one has:

𝑥
𝑖
(𝑡 + 1 | 𝑡 + 1) = 𝑥

𝑖
(𝑡 + 1 | 𝑡) + 𝐾

𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡) 𝜀
𝑖
(𝑡 + 1) ,

(19)

𝐾
𝑖
(𝑡 + 1) = 𝑃

𝑖
(𝑡 + 1 | 𝑡)𝐻

𝑇

𝑖

× [𝐻
𝑖
𝑃
𝑖
(𝑡 + 1 | 𝑡)𝐻

𝑇

𝑖
+ 𝐷
𝑖
(𝑡) 𝑅
𝑖
𝐷
𝑇

𝑖
(𝑡)]

−1

,

(20)

𝑃
𝑖
(𝑡 + 1 | 𝑡 + 1) = [𝐼

𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡)𝐻
𝑖
]

× 𝑃
𝑖
(𝑡 + 1 | 𝑡) ⋅ [𝐼

𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡)𝐻
𝑖
]
𝑇

+ 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡) 𝑅
𝑖
𝐷
𝑇

𝑖
𝐾
𝑇

𝑖
(𝑡 + 1) .

(21)

Other recursive steps are just the same as (8), (9), (11), and
(13) in Lemma 6.

Proof. The formula (19) can be derived from above directly,
and the covariance of weighted innovation is

𝐸 [(𝐷
𝑖
(𝑡) 𝜀
𝑖
(𝑡 + 1)) (𝐷

𝑖
(𝑡) 𝜀
𝑖
(𝑡 + 1))

𝑇

] = 𝐷
𝑖
(𝑡) 𝑅
𝑖
𝐷
𝑇

𝑖
(𝑡)

(22)

from which we have the robust Kalman gain matrix as (20).

Substituting (19) into the filtering error equation

𝑥
𝑖
(𝑡 + 1 | 𝑡 + 1) = 𝑥

𝑖
(𝑡 + 1) − 𝑥

𝑖
(𝑡 + 1 | 𝑡 + 1)

= [𝐼
𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡)𝐻
𝑖
] 𝑥
𝑖
(𝑡 + 1 | 𝑡)

− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡) 𝜐
𝑖
(𝑡) ,

(23)

where 𝑥
𝑖
(𝑡 + 1 | 𝑡) is the one-step prediction residual, and

after mathematical manipulation, the robust filter covariance
can be computed as

𝑃
𝑖
(𝑡 + 1 | 𝑡 + 1)

= 𝐸 [𝑥
𝑖
(𝑡 + 1 | 𝑡 + 1) 𝑥

𝑇

𝑖
(𝑡 + 1 | 𝑡 + 1)]

= [𝐼
𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡)𝐻
𝑖
] 𝑃
𝑖
(𝑡 + 1 | 𝑡)

× [𝐼
𝑛
− 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡)𝐻
𝑖
]
𝑇

+ 𝐾
𝑖
(𝑡 + 1)𝐷

𝑖
(𝑡) 𝑅
𝑖
𝐷
𝑇

𝑖
𝐾
𝑇

𝑖
(𝑡 + 1) .

(24)

This completes the proof.

Remark 10. 𝜌(⋅) is a robust𝑀-estimate function for suppress-
ing the outliers and is important for the estimation per-
formance. Different 𝜌(⋅) will result in different 𝑀-estimate
and fusion performance. Say, for a given density 𝑓, the
choice 𝜌(𝜐) = − log𝑓(𝜐) yields the maximum likelihood
estimator. Several robust cost functions have been used in the
robust statistics setting, such as Huber’s robust cost function,
Andrews’ method, Vapnik’s loss function, or the biweight
approach. Here, we propose a more general 𝑀-estimate
function generated from Huber’s robust cost function:

𝜌 (𝜀
𝑖𝑗
(𝑡)) =

{
{
{
{
{
{
{

{
{
{
{
{
{
{

{

𝜀
2

𝑖𝑗
(𝑡)

2

, for 

𝜀
𝑖𝑗
(𝑡)






≤ 𝑎,

𝑎






𝜀
𝑖𝑗
(𝑡)






−

𝑎
2

2

, for 𝑎 < 

𝜀
𝑖𝑗
(𝑡)






≤ 𝑏,

𝑎𝑏 −

𝑎
2

2

, for 

𝜀
𝑖𝑗
(𝑡)






> 𝑏,

(25)

where 𝑎 and 𝑏 have to be chosen to provide the desired
efficiency at the Gaussian model while possess robustness at
the non-Gaussian model. Usually, they are chose empirically
[18, 22]. For simplicity, we let 𝑎 = 3√𝑅

𝑗,𝑗

𝑖
(𝑡), 𝑏 = 5√𝑅

𝑗,𝑗

𝑖
(𝑡)

in this paper, where 𝑅𝑗,𝑗
𝑖
(𝑡) stands for the (𝑗, 𝑗) entry of the

covariance matrix 𝑅
𝑖
(𝑡).

Remark 11. It can be seen that 𝜌(⋅) is an even real-valued
function and it is quadratic when 𝜀

𝑖𝑗
(𝑡) is smaller than 𝑎,

which is just the same as the maximum likelihood (ML)
cost function and keeps the efficiency of the M-estimate.
For larger values of 𝜀

𝑖𝑗
(𝑡) in the interval [𝑎, 𝑏], the function

is linear and increase more slowly than ML. For residuals
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greater than 𝑏, the function is equal to a constant. Based on
(25), the weightedmatrix of innovations can be formulated as

𝑑 (𝜀
𝑖𝑗
(𝑡)) =

{
{
{
{

{
{
{
{

{

1, for 

𝜀
𝑖𝑗
(𝑡)






≤ 𝑎,

𝑎






𝜀
𝑖𝑗
(𝑡)







for 𝑎 < 

𝜀
𝑖𝑗
(𝑡)






≤ 𝑏,

0, for 

𝜀
𝑖𝑗
(𝑡)






> 𝑏.

(26)

The three different intervals of 𝐷
𝑖
(⋅) serve to deal with

different kinds of residuals. In order to keep the accuracy
and efficiency, when |𝜀

𝑖𝑗
(𝑡)| ≤ 𝑎, 𝐷

𝑖
(⋅) are set to be 1;

when sampling from the moderate innovations, 𝐷
𝑖
(⋅) are

decreased with the residuals while sampling from a heavy-
tailed distribution or outliers, the weighted matrix is set to be
zeroes.

Remark 12. If 𝜔(𝑡) and 𝜐
𝑖
(𝑡), 𝑖 = 1, 2, 3, . . . , 𝑁, are correlated

white Gaussian noises with variance matrices Q and 𝑅
𝑖
,

respectively, we can see that 𝐷
𝑖
= 𝐼
𝑛
from Remark 11. In

this case, the proposed coR2KF reduced to the correlated
Kalman filter formulated in Lemma 6, which in turn takes the
traditional Kalman filter with uncorrelated noises as a special
case.

4. Robust Internal Ellipsoid
Approximation Fusion

Once the local estimation is obtained by the subsystems, we
are facing the problem of how to fuse the estimation in a right
way in the higher level, that is, a cluster head or a sink node.

In this paper, our internal ellipsoid approximation fusion
(IEAF) method [15] is adopted to fuse local estimate. For
convenience, the IEAF is reformulated in the following
theorem.

Theorem 13. Given two ellipsoids 𝜀(𝑥
01
, 𝑃
1
) and 𝜀(𝑥

02
, 𝑃
2
),

and define parameterized family of internal ellipsoids 𝜀(𝑥−
0
, 𝑃
−
)

with

𝑥
−

0
= (𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

(𝜔
1
𝑃
−1

1
𝑥
1
+ 𝜔
2
𝑃
−1

2
𝑥
2
) , (27)

𝑃
−
= (1 − 𝜔

1
𝑥
𝑇

1
𝑃
−1

1
𝑥
1
− 𝜔
2
𝑥
𝑇

2
𝑃
−1

2
𝑥
2

+ 𝑥
−

0

𝑇

(𝑃
−
)

−1

𝑥
−

0
) ⋅ (𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

.

(28)

The best internal ellipsoid 𝜀(𝑥
−

0
, �̂�
−
) in class (27)-(28),

namely, such that

𝜀 (𝑥
−

0
, 𝑃
−
) ⊆ 𝜀 (𝑥

−

0
, �̂�
−
) ⊆ 𝜀 (𝑥

01
, 𝑃
1
) ∩ 𝜀 (𝑥

02
, 𝑃
2
) , (29)

for all 0 ≤ 𝜔
1
, 𝜔
2
≤ 1, is specified by the parameters

�̂�
1
=

1 −min (1, 𝛽
2
)

1 −min (1, 𝛽
1
) ⋅min (1, 𝛽

2
)

,

�̂�
2
=

1 −min (1, 𝛽
1
)

1 −min (1, 𝛽
1
) ⋅min (1, 𝛽

2
)

,

(30)

where 𝛽
1
and 𝛽

2
are the parameters determined in (14).

Sources
CI 

IEAF 
AC 

Figure 1: Comparison among the proposed IEAF andCI, and actual
covariance (AC).

Proof. The proof is omitted. Readers are referred to [15] for a
strict proof.

Remark 14. After the parameters 𝛽
1
and 𝛽

2
are determined

by Lemma 8, the center and shape parameters of the best
internal ellipsoid 𝜀(𝑥−

0
, �̂�
−
) can be calculated by (27)-(28) and

(30).

Remark 15. A graphic demonstration of the relation between
the correlated source ellipsoids and the fused one by IEAF
and CI are shown in Figure 1. It can be seen that the actual
covariance ellipsoid always lies within the region defined
by the intersection of the covariance ellipsoids of the fused
sources regardless the degree of correlation between these
sources. The CI, on the contrary, results in a covariance
matrix that will always be greater than the actual one. This
makes the CI some degree of conservativeness and a subop-
timal estimate. The proposed IEAF slightly underestimates
the intersection region, instead of overestimating this region
like CI. In fact, the IEAF computes the largest ellipsoid
contained within the intersection region and results in an
increased performance. Also the consistency of the IEAF can
be observed from Figure 1 directly.

Note that the center of internal approximation ellipsoid
can be easily calculated from (27). Hence, the only difficulty
remained is to solve (28) for the shape matrix. In this paper,
we derive the explicit solution to (28) as explained in the
following theorem in light of the symmetric positive-define
property of 𝑃−, 𝑃

1
, and 𝑃

2
.

Theorem 16. Given two local estimations 𝑥
01

and 𝑥
02

with
the error covariance matrices 𝑃

1
and 𝑃
2
, respectively, according

to the internal ellipsoid approximation method, the fusion
estimation and its covariance are

𝑥
0
= (𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

(𝜔
1
𝑃
−1

1
𝑥
1
+ 𝜔
2
𝑃
−1

2
𝑥
2
) , (31)

𝑃
0
= 𝑥
0
(𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

𝑌
+
, (32)
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where

𝑌 = unvec {(−𝑥𝑇
0
⊗ 𝑥
𝑇

0
)

+

× vec [(1 − 𝜔
1
𝑥
𝑇

1
𝑃
−1

1
𝑥
1
− 𝜔
2
𝑥
𝑇

2
𝑃
−1

2
𝑥
2
)

⋅ (𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

− (𝜔
1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−𝑇

⋅ (1 − 𝜔
1
𝑥
𝑇

1
𝑃
−1

1
𝑥
1
− 𝜔
2
𝑥
𝑇

2
𝑃
−1

2
𝑥
2
)]}

(33)

and 0 ≤ 𝜔
1
,𝜔
2
≤ 1 can be calculated using Lagrangemultiplier

method from Lemma 8 and (30).

Proof. Note that all the parameters in (28) are given except
𝑃
−. Letting

𝐴 = 1 − 𝜔
1
𝑥
𝑇

1
𝑃
−1

1
𝑥
1
− 𝜔
2
𝑥
𝑇

2
𝑃
−1

2
𝑥
2
,

𝐵 = 𝑥
−

0
, 𝐶 = (𝜔

1
𝑃
−1

1
+ 𝜔
2
𝑃
−1

2
)

−1

,

(34)

and𝑋 = 𝑃
−, now we are in the position to calculated𝑋 from

the following equation:

𝑋 = (𝐴 + 𝐵
𝑇
𝑋
−1
𝐵)𝐶. (35)

Noting that 𝐶 and𝑋 are given symmetric positive-define
matrices, we have

0 = 𝑋 − 𝑋
𝑇
= (𝐴𝐶 + 𝐵

𝑇
𝑋
−1
𝐵𝐶) − (𝐶

𝑇
𝐵
𝑇
𝑋
−𝑇
𝐵 + 𝐶

𝑇
𝐴
𝑇
) ;

(36)

that is, 𝐴𝐶 − 𝐶𝑇𝐴𝑇 = (−𝐵𝑇)𝑋−1𝐵𝐶 + 𝐶𝑇𝐵𝑇𝑋−𝑇𝐵.
Letting𝑌 = 𝑋−1𝐵𝐶 andusing the properties ofKronecker

product, we have

vec (𝐴𝐶 − 𝐶𝑇𝐴𝑇) = vec (−𝐵𝑇𝑌) + vec (𝑌𝑇𝐵)

= (−𝐼 ⊗ 𝐵
𝑇
) vec (𝑌) + (𝐵𝑇 ⊗ 𝐼) vec (𝑌)

= (−𝐵
𝑇
⊗ 𝐵
𝑇
) vec (𝑌) ,

(37)

where vec(⋅) represents vectorization function which is col-
umn stacking of the matrix.

Then 𝑌 and 𝑋 can be derived as follows, respectively, as
the same of (35)–(37):

𝑋 = 𝐵𝐶(unvec ((−𝐵𝑇 ⊗ 𝐵𝑇)
+

vec (𝐴𝐶 − 𝐶𝑇𝐴𝑇)))
+

,

𝑌 = unvec ((−𝐵𝑇 ⊗ 𝐵𝑇)
+

vec (𝐴𝐶 − 𝐶𝑇𝐴𝑇)) ,
(38)

where unvec(⋅) transfers an vector to corresponding matrix.
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Figure 2: A particular setup of the simulation scenarios.

Corollary 17. (i) If 𝛽
1
≥ 1, 𝛽

2
≤ 1, then �̂�

1
= 1, �̂�

2
= 0; one

has 𝜀(𝑥−
0
, �̂�
−
) = 𝜀(𝑥

01
, 𝑃
1
);

(ii) if 𝛽
1
≤ 1, 𝛽

2
≥ 1, then �̂�

1
= 0, �̂�

2
= 1; one has

𝜀(𝑥
−

0
, �̂�
−
) = 𝜀(𝑥

02
, 𝑃
2
).

Proof. Here, we just prove (i) while the statement (ii) can
be easily derived in a similar way. If 𝛽

1
≥ 1, 𝛽

2
≤ 1, then

from (30) we can obtain �̂�
1
= 1, �̂�

2
= 0. Furthermore,

from Lemma 8 (ii), we have 𝜀(𝑥
01
, 𝑃
1
) ⊆ 𝜀(𝑥

02
, 𝑃
2
), which

means the approximated largest ellipsoid is 𝜀(𝑥
01
, 𝑃
1
). In other

words, we have the fused ellipsoid 𝜀(𝑥−
0
, �̂�
−
) = 𝜀(𝑥

01
, 𝑃
1
).

5. A Simulation Example

To evaluate the robustness of the proposed coR2KF and
effectiveness of the IEAF approach, a simulation example of
tracking a targetmoving on noisy circular trajectories is given
in this section. The objectives of the simulation examples are
twofold: (a) to verify the robustness of the proposed coR2KF
and (b) to demonstrate the performance superiority of the
IEAF method.

Suppose N sensors are randomly deployed in the ROI,
which is 50m × 50m with the coordinate from (−25, −25) to
(25, 25). The layout of the simulation scenarios is illustrated
in Figure 2, where a five-point star stands for the location of
a sensor.

Consider a target with the following dynamics:

̇𝑥 = 𝐹
𝑐
𝑥 + 𝐺

𝑐
𝜔, (39)

where 𝑥 = [𝑝
𝑥
, 𝑝
𝑦
]
𝑇 denotes the state variable with 𝑝

𝑥
, 𝑝
𝑦

stands for the target position on x- and y-direction, respec-
tively, 𝐹

𝑐
= [ 0 −2; 2 0 ], and 𝐺

𝑐
= [1, 1]

𝑇. We use the
discrete-time model of the target with parameters:

𝐹 = 𝐼
2
+ 𝑇𝐹
𝑐
+

𝑇
2

2

𝐹
2

𝑐
+

𝑇
3

6

𝐹
3

𝑐
, 𝐺 = 𝑇𝐺

𝑐
. (40)
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Table 1: RMSE (/10−2 m) performance for single sensor.

coR2 KF Traditional correlated KF
𝛼 = 0 (no outliers) / 2.27 2.25

𝛼 = 0.05

𝑘 = 100 2.29 2.64
𝑘 = 500 2.31 4.61
𝑘 = 1000 2.33 4.69

𝛼 = 0.1

𝑘 = 100 2.46 4.01
𝑘 = 500 2.56 4.56
𝑘 = 1000 2.69 4.99

𝛼 = 0.2

𝑘 = 100 2.66 4.88
𝑘 = 500 2.72 5.20
𝑘 = 1000 2.97 6.04

The step-size is 𝑇 = 0.025. Each sensor makes noisy
measurements of the position of the target according to (2)
with 𝐻 = 𝐼

2
. We add outliers into 𝜐

𝑖
(𝑡), 𝑖 = 1, 2, all the

simulation period. The outlier-corrupted noise 𝑒
𝑖
(𝑡) is with

the contaminated Gaussian density function F
𝑖
= (1 −

𝛼)𝑁(0, 𝜎
2

𝑖
) + 𝛼𝑁(0, 𝑘𝜎

2

𝑖
), where 𝜎

𝑖
is set as 5. Moreover,

𝜐
𝑖
(𝑡) are correlated with the process noise 𝜔(𝑡), which is

standard Gaussian white noise. The correlation coefficient
𝑆
𝑖
(𝑡) is supposed to be [2, 2] , [2, 1], and [1, 2], respectively.

Our goal is to find the estimation fusion based on the local
robust Kalman filters suppressing the effect of outliers on the
estimation performance in case of cross-correlation among
local estimates is unknown. We use the Root of Mean Square
Error (RMSE), that is, RMSE = √∑

𝑀

𝑖=1
[𝑥
𝑘
(𝑖)
𝑇
𝑥
𝑘
(𝑖)]/𝑀, as

a performance criterion, where M is the number of Monte
Carlo runs and 𝑥

𝑘
(𝑖) represents the estimation error.

Scenario 1 (one sensor case, Robustness of coR2KF). To verify
the robustness of proposed coR2KF under condition of both
outlier-corrupted measuring noises and process-measuring
noises correlation, we first consider that just a single sensor
is used to track the target. For the coR2KF, we set 𝑎 = 3𝜎

𝑖
and

𝑏 = 5𝜎
𝑖
in (26). The RMSE over 500 Monte Carlo runs with

different PDF function is shown in Table 1.
From Table 1, we can see in case of no outlier presented

that the proposed coR2KF performs a little poorer than
traditional KF. This is because coR2KF has deweighted the
elements of matrix D in case of larger innovations. However,
when outliers present, the adaptive weight of matrix D
according to different innovationmake the proposed coR2KF
more robust than traditional KF. For example, in case of
𝛼 = 0.2 and 𝑘 = 1000, the degradation of coR2KF and
traditional KF are, respectively, (2.97 − 2.27)/2.27 = 30.84%
and (6.04−2.25)/2.25 = 168.44%.Therefore, the performance
discrepancy of coR2KFwith different𝛼 and 𝑘 is not very large,
which demonstrates the robustness of proposed coR2KF.

Scenario 2 (multiple sensors case, advantage of IEAF). In
order to demonstrate the performance superiority of the
IEAF method, we then consider multiple-sensor tracking
of the target in a distributed way. Suppose that there are 3
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Figure 3: Comparison of RMSE among SCC, FCI, IEAF, and the
centralized fusion.

sensors randomly deployed in the ROI as shown in Figure 2,
while other parameters are the same as in Scenario 1.

In fact, the performance of IEAF has been shown to be
less conservative than CI; both are not necessarily to have
the knowledge of cross-correlation [15]. Also, this can be
observed from the results of this scenario, where the proposed
coR2KF is adopted as the local estimator. The simulation is
performed over 500 Monte Carlo runs each with 200 time
steps. In this scenario, only the parameters 𝛼 = 0.2 and
𝑘 = 1000 are considered. In Table 2, the performance of
the fast covariance intersection (FCI) [28], the simple convex
combination (SCC), and the proposed IEAF are compared
with the centralized fusion, which is optimal by directly
fusing the measurements from local systems.

Obviously, using coR2KF as local estimators, proposed
IEAF and the FCI achieve almost identical performance;
both perform very closely to the optimal centralized fusion
by coR2KF. Besides, both IEAF and FCI are much superior
to the SCC approach, which ignore the cross-correlation
among local estimates. To demonstrate the results visually
and clearly, the RMSE of four fusion methods mentioned
above versus time sampling periods is shown in Figure 3.
Moreover, the real track along x-direction, measurement of
each sensor and fused estimate by coR2KF-IEAF are shown
in Figure 4. The results along 𝑦-axis are similar, which are
omitted for space reason. From Figure 4, we can see that
the measurement of each sensor fluctuates seriously as the
outliers appear. However, the outliers are suppressed by the
coR2KF, as can be seen from Table 2 and both figures. In
Table 2, we also give the results on average computational
complexity over 500Monte Carlo runs for whole 200 simula-
tion steps. It is obvious that SCC has the smallest complexity
since no cross-correlation needed. Our proposed IEAF has
almost identical computational burden as FCI approach.This
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Table 2: Comparison of fusion accuracy and average computational burden for 200 steps.

Fusion method RMSE (/10−2 m) Computational burden (ms)

Distributed fusion
SCC 5.73 31.2
FCI 2.56 49.8
IEAF 2.48 52.9

Centralized fusion 2.32 /
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Figure 4:The real track, each measurement, and the fused estimate
along𝑥-axis.Themeasurements of the 3 sensors are denoted by SM1,
SM2, and SM3, respectively, while the fused position estimate by
the black dotted line, which tracks the real position on 𝑥-axis very
closely (cf. the red solid line).

can be expected since there is no extra computation except Y
in Theorem 16.

6. Conclusion and Future Work

The problem of estimation fusion in a distributed WSN has
been addressed under the conditions of correlation between
process noise and sensor noises, outlier-corrupted sensor
noises, and unknown cross-correlation among local esti-
mates. To attack the correlation and outliers, a novel robust
Kalman filtering (coR2KF) scheme with weighted matrices of
innovation has been introduced as local estimator. It has been
shown that the proposed coR2KF takes both conventional
Kalman filter and robust Kalman filter as a special case.Then,
an improved version of our previously proposed IEAF has
been used in the fusion center to handle the unknown cross-
correlation of local estimates. To demonstrate the robustness
of proposed coR2KF and the effectiveness of IEAF strategy,
a simulation example of tracking a target moving on noisy

circular trajectories has been included. Future work will be
focused on posterior Cramer-Rao lower bounds (pCRLBs)
analysis [29] and comparison with other outlier processing
method (e.g., sensor validation technique) in the framework
of estimation fusion [6].
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To estimate the mobile location is an important topic in wireless communication. It is well known that non-line-of-sight (NLOS)
problem is the most pivotal part that causes the estimated error. When we transmit the signal from mobile station (MS) to base
stations (BSs), the direct path between MS and BS is sealed off by some obstacles, and the signal measurements will measure the
error due to the signal reflection or diffraction.The hybrid Taguchi-genetic algorithm (HTGA) combines the Taguchi method with
the genetic algorithm (GA). In this paper, we bring up a novel HTGA algorithm that utilizes time of arrival (TOA) measurements
from three BSs to locate MS.The proposed algorithm utilizes the intersections of three TOA circles based on HTGA to estimate the
MS location. Finally, we compare HTGA with GA and find that the Taguchi algorithm can enhance genetic algorithm.We also can
find that the average convergence of generation number will not be affected nomatter which propagationmodels we use. Obviously
HTGA is more robust, statistically sound, and quickly convergent than the other algorithms. The simulation results show that the
HTGA can converge more quickly than GA and furthermore the HTGA can enhance the accuracy of the mobile location.

1. Introduction

The mobile positioning is an important research topic in
wireless communication. In recent years, it has gained consid-
erable attention. Several researchers are concentrated on how
to achieve higher accuracy in positioning. There are several
wireless location schemes such as signal strength (SS), angle
of arrival (AOA), time of arrival (TOA), and time difference
of arrival (TDOA) techniques. The location of a mobile
station (MS) is measured by the TOA between three or more
base stations (BSs) with velocity of light [1, 2] in TOAmethod.
Thedirection of the arrival signal [1] is detected by an antenna
array and a directive antenna in AOA scheme where the MS
is constrained along a line.The location of anMS is measured
by the difference of arrival time between three ormore BSs [3]
in TDOAmethod. In particular, time-based and angle-based
categories have their own advantages and disadvantages. The
angle-based schemes have to know the minimum of two BSs
to determine the MS location and the BSs do not require

synchronization. On the contrary, the time-based schemes
require at least three BSs and need synchronization. How-
ever, the time-based schemes usually provide much better
positioning accuracy than angle-based schemes. Nowadays,
There are a lot of applications of wireless location services,
such as the intelligent transportation system (ITS) [4] and the
emergency 911 (E-911). The public safety officer can see the
caller’s phone number and accurate location by E-911, and ITS
combines a variety of positioning technologies to enhance the
safety and efficiency of the transportation systems.

Non-line-of-sight (NLOS) is an important issue in MS
location estimation problem. The line-of-sight (LOS) propa-
gation is usually unavailable, especially in urban or suburban
areas. NLOS error is always positive and large that arises
when a distance is estimated from a calculation [5]. Some
methods for mitigating NLOS error have been proposed
in the literature [6–11]. In [2], the geometrical location
algorithmwas proposed to reduce the NLOS error. In [12, 13],
range-scaling algorithm (RSA) was proposed. To adjust TOA
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by scaling NLOS-corrupted TOA measurements with the
utilization of the factors that are estimated from a constrained
nonlinear optimization process is the way to mitigate the
NLOS. Reference [14] proposed hybrid TDOA and AOA
techniques for MS location estimation in wideband code-
division multiple access (CDMA) cellular systems.

One of the important issues that affects the implementa-
tion of location scheme in wireless communication systems
is hearability. The definition of hearability is the ability to
receive sufficient signals from the number of neighboring BSs
simultaneously as soon as the signal power level is defined.
In rural areas, only 35% of signal strength indication received
by three BSs is stronger than −100 dB; in contrast, it is about
84% in urban areas [15]. Usually, larger geographic area is
covered by a BS in rural areas; an MS receives signals from
neighboring BSs more difficultly, because each BS usually
covers a large area and the hearability of an MS is very low
for neighboring BSs.

Genetic algorithm (GA) was proposed by Holland [16],
and it has utilized optimum approaches in various fields
recently. GA has become one of the most important evolu-
tionary computation methods. GA is an optimum approach
method inspired by the ability of organisms to evolve. The
major sources of such variation are genetic recombination
and mutation. GA has been utilized in many applications in
a variety of fields such as control engineering, aeronautics,
image processing, and structure analysis. The authors of this
paper proposed a novel positioning algorithmbased onGA to
locate MS when three BSs are available for location purpose
[17].

The hybrid Taguchi-genetic algorithm (HTGA) was pro-
posed by Jyh-Horng Chou. It combines both the Taguchi
method [18–20] and the GA [21]. The Taguchi method
replaced the crossover operation in the HTGA. The Taguchi
method combined the systematic reasoning ability with
crossover operations to select better genes. It used the
crossover operations to generate the representative chromo-
somes and it will be the new potential offspring. Hence, the
Taguchi algorithm can enhance genetic algorithms. In this
way, the HTGA can quickly converge and be more robust
and statistically sound [22–24]. HTGA has smaller standard
deviations of function values than the orthogonal genetic
algorithm with quantization (OGA/Q) proposed by [25]. It
particularly proposes the following four enhancements in the
HTGA with continuous variables for global optimization.
First, a real coding technique utilizes continuous variables to
solve optimization problems. Second, the crossover operators
utilize an arithmetical operator derived from convex set
theory to integrate the one-cut-point crossover. Third, the
two-level orthogonal array, two tools of the Taguchi method,
and signal-to-noise ratio (SNR) are applied in this study.
The value of the object function decreases gradually during
the iterations. Generally speaking, the value will converge
when the solution does not change after specific number
of generation. Fourth, the mutation operator is also derived
from convex set theory. The proposed algorithm utilizes
the intersections of three TOA circles, based on HTGA, to
estimate the MS location in NLOS environments. Simulation
results will show that we proposed a bettermethod of location

estimation compared with the Taylor series algorithm (TSA),
linear lines of position algorithm (LLOP), and RSA. More-
over, HTGA is more robust and can converge more quickly
than GA.

The remainder of this paper is organized as follows. In
Section 2, we describe some related localization methods.
Section 3 briefly describes how HTGA works. In Section 4,
we propose the algorithm based on HTGA to estimate MS
location. Section 5 compares the performance of the pro-
posed algorithm with the other methods through simulation
results. Finally, Section 6 draws some conclusions.

2. Related Localization Methods

2.1.TheTaylor Series Algorithm (TSA). We take the constraint
on hearability into account, so the number of BSs is limited
to three in this paper for estimating the location. The
coordinates for BS1, BS2, and BS3 are given by (𝑋
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,

𝑎
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, 𝑎
𝑖2

=

𝜕𝑟
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𝜕𝑦








𝑥V ,𝑦V

,

𝑟V𝑖 = √(𝑥V − 𝑋
𝑖
)
2
+ (𝑦V − 𝑌

𝑖
)
2
, 𝑖 = 1, 2, 3.

(3)

The least-squares (LS) solution to the estimation problem can
be expressed as

𝛿 = (𝐴
𝑇
𝐴)

−1

𝐴
𝑇
𝑧. (4)

An initial guess of theMS location starts the recursive process
and then TSA repeats the iteration after computations.
Because the initial guess of the MS location is not accurate
enough, the iterative process is not always convergent [26, 27].

2.2. Linear Lines of PositionAlgorithm (LLOP). Thealgorithm
uses the linear equation derived from the original nonlinear
range equations. The linear LOP equation passes through
the intersections of the two circles for TOA measurements
instead of circular LOP.The linear equations can be obtained
by squaring and subtracting the distances between BS and the
MS. The MS location can be expressed as [2]

𝐺𝜙 = ℎ, (5)
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where 𝜙 = [
𝑥

𝑦 ] denotes the MS location, 𝐺 = [
𝑋2 0

𝑋3 𝑌3
], and

ℎ = (1/2) [
𝑟
2

1
−𝑟
2

2
+𝑋
2

2

𝑟
2

1
−𝑟
2

3
+𝑋
2

3
+𝑌
2

3

].
The LS solution to (5) is also given by

𝜙 = (𝐺
𝑇
𝐺)

−1

𝐺
𝑇
ℎ. (6)

2.3. Range-Scaling Algorithm (RSA). Reference [12] utilizes
TOA measurements from three BSs to estimate the MS
location. The constrained optimization algorithm can find
the normalized scale factors to adjust the measured distance
error caused by NLOS. Some constraints on the normalized
scale factors are based on the geometry of the cell layout of
three BSs and the ranges of three BSs depicted in circles.
The algorithm utilized the proposed object function written
as the vector form to compute normalized scale factors and
then mitigate the NLOS error with the utilization of the
normalized scale factors.

3. The Hybrid Taguchi-Genetic Algorithm
(HTGA)

HTGA combines the GA and the Taguchi method [22, 23].
In the HTGA, the Taguchi method replaces the step of
crossover operation in GA. In GA, the crossover operation
has two different ways, for example, single-point crossover
and double-point crossover. Two ways can be chosen to find
the crossover point randomly. In the Taguchi method, we can
use the orthogonal array to calculate the SNR. And we can
obtain the optimal chrome. The part of estimation method
proposed by GA can be found in [17]. The following steps
describe the HTGA approach, and Figure 1 shows the signal
flow diagram.

Step 1. Input parameter setting includes population size = 50,
crossover rate = 0.7, mutation rate = 0.02, reproduction rate =
0.28, and generation number = 30. Output parameter setting
includes the optimal chromosome and fitness value.

Step 2 (initialization). Execute the algorithm to generate
an initial population. Calculate the fitness values of the
population.

Step 3 (crossover operation). We utilize the Taguchi method
to do the crossover operation. The probability of crossover is
determined by crossover rate.

Step 4. Select a two-level orthogonal array. The orthogonal
array L

64
(263) is used in the proposed method.

Step 5. Choose two chromosomes randomly at a time to
execute matrix experiments.

Step 6. Calculate the fitness value and SNRs in the experi-
ment.

Step 7. Calculate the effects of the different factors in the
experiment.

Initialize population randomly

MutationCrossover
(the Taguchi method)

Selection operation

Reproduction

Offspring population is generated

Calculate the function value of this 

Next generation

generation 

Figure 1: The signal flow chart of the hybrid Taguchi-genetic
method.

Step 8. Based on Step 7, generate an optimal chromosome.

Step 9. Selection operation uses the roulette wheel approach.

Step 10 (mutation operation). The probability of mutation is
determined by mutation rate.

Step 11. Generate offspring population.

Step 12. If the condition is satisfied, then go to Step 13; if not,
go back to Step 2.

Step 13. Generate the population via HTGA.

4. Proposed Location Algorithm Based on
HTGA

According to a point of view of geometric approach, each
BS measured distance forms a circle, and the center of the
circle is BS. Multiple TOA measurements can estimate the
MS position by the intersection of the circles. As shown in
Figure 2, each of the following three equations indicates a
circle for TOA:

Circle 1: 𝑥
2
+ 𝑦
2
= 𝑟
2

1

Circle 2: (𝑥 − 𝑋
2
)
2

+ 𝑦
2
= 𝑟
2

2

Circle 3: (𝑥 − 𝑋
3
)
2

+ (𝑦 − 𝑌
3
)
2
= 𝑟
2

3
.

(7)

The three circles intersect at a point if there is no measured
error orNLOS, and the point is theMS location.However, the
location accuracy will degrade seriously because the NLOS
error is very common in our life. Furthermore, the NLOS
error appears as a positive bias at all times and is therefore
greater than the true values, and consequently the circles will
overlap with each other finally forming a region. The true
MS location should be inside the overlap region of the three
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circles as shown in Figure 2, that is, the area surrounded by𝑈,
𝑉, and 𝑊. The intersections that are within this are defined
as the feasible intersection. The feasible intersections have to
satisfy the following three equations simultaneously:

𝑥
2
+ 𝑦
2
≤ 𝑟
2

1
,

(𝑥 − 𝑋
2
)
2

+ 𝑦
2
≤ 𝑟
2

2
,

(𝑥 − 𝑋
3
)
2

+ (𝑦 − 𝑌
3
)
2
≤ 𝑟
2

3
.

(8)

The possible MS location has to satisfy the above three
equations, so we can estimate the location using the feasible
intersections of the three circles,𝑈, 𝑉, and𝑊. By solving the
circle equations (7), we can obtain the feasible intersections of
three circles. The coordinates of𝑈,𝑉, and𝑊 are represented
as (𝑈𝑥,𝑈𝑦), (𝑉𝑥, 𝑉𝑦), and (𝑊𝑥,𝑊𝑦). Reference [12] proposed
a nonlinear object function which can be seen as a cost
function. It is the sum of the square of the distance from MS
location to the intersection of the three circles. The object
function of HTGA is

𝑓 (𝑥, 𝑦) = (𝑥 − 𝑈
𝑥
)
2
+ (𝑦 − 𝑈

𝑦
)
2
+ (𝑥 − 𝑉

𝑥
)
2

+ (𝑦 − 𝑉
𝑦
)

2

+ (𝑥 − 𝑊
𝑥
)
2

+ (𝑦 − 𝑊
𝑦
)

2

.

(9)

Another problem is to avoid the condition of the NLOS
error being too large; that is, one circle is fully covered by
another circle. If 𝑟

𝑖
> 𝐿
𝑖𝑗
+ 𝑟
𝑗
, we adjust the measured TOA

to 𝑟
𝑖

= 𝐿
𝑖𝑗

+ 𝑟
𝑗
(𝑖, 𝑗 = 1, 2, 3; 𝑖 ̸= 𝑗). There is at least one

intersection for any two circles to ensure the algorithm is
applied. We apply HTGA to obtain the approximation of the
MS location. We should calculate the ranges of variables first
in order to do the encoding. The ranges of variables 𝑥 and 𝑦

are the maximum and minimum among the three points 𝑈,
𝑉, and 𝑊:

𝑥min = min {𝑈𝑥, 𝑉𝑥,𝑊𝑥} ; 𝑥max = max {𝑈𝑥, 𝑉𝑥,𝑊𝑥}

𝑦min = min {𝑈𝑦, 𝑉𝑦,𝑊𝑦} ; 𝑦max = max {𝑈𝑦, 𝑉𝑦,𝑊𝑦} .

(10)

We restrict chromosome in the overlap region of the three
circles except for the upper bound and lower bound of the
variables; that is to say, we only compute chromosomeswhich
satisfy the three inequalities (8). This method can reduce the
probability of bad convergence and computation complexity.
The value of the object function decreases gradually during
the iterations. Generally speaking, the value will converse
when the solution does not change after specific number of
generation.

5. Simulation Results

Computer simulations are conducted to illustrate the perfor-
mance of the proposed positioning schemes. In the simula-
tions, the coordinates of BSs are as BS

1
: (0, 0), BS

2
: (1732m,

0), and BS
3
: (866m, 1500m). Five thousand independent

trials are performed for each simulation (and the region is
formed by the points BS

1
, BS
2
, and BS

3
with sides 𝐼, 𝐽, and𝐾

r3

r2

BS3

BS2
BS1

L13

L23

(0, 0)
(X2, 0)

(X3, Y3)

U

V
W

r1

L12

Figure 2: Geometric layout of the three circles of TOA method.

I

JK

BS3

BS2BS1

Figure 3: Cell layout showing the relationship between the true
ranges and inter-BS distances.

being of uniformdistribution). And theMS location is chosen
randomly within the region as shown in Figure 3. Adjusting
the parameter of GA affects just a little the result because of
the good convergence. We set the parameter as the following
analysis: number of generation = 30, crossover rate = 0.7, and
mutate rate = 0.002.We take the NLOS effects into account in
the simulation. Twopropagationmodels are adopted, namely,
circular disk of scatterers model (CDSM) [25] and uniformly
distributed noise model [12], respectively.

CDSM is the first NLOS propagation model which
assumes that there are scatterers spreading around the MS
when the signal travels between MS and BSs [25]. The signal
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Figure 7: Average location error versus the upper bound of NLOS
errors.

goes through a single reflection at the scatterers. The sum of
the distances between the BS and the scatterer and between
the MS and the scatterer is the measured ranges. Figure 4
shows the geometry of CDSM, where 𝑝 is the scatterer point.
The measured ranges are the sum of the distances between
the BS and the scatterer (𝑟

𝑏
) and between the MS and the

scatterer (𝑟
𝑠
). The measured AOA at the BSs is the angle

between the BSs and the scattererwhere the signal is reflected.
If the scatterer point is on the circle, the AOA measurement
will be the maximum. Thus, if the scatterer radius is larger,
the estimation error will be larger. The probability of lower
range error is larger than the higher one.

Figure 5 shows the cumulative distribution functions
(CDFs) of the location error for different algorithms using the
CDSM.The radius of the scatterers is considered to be 200m.
Note that the proposed method is always better than TSA
and LLOP for the error model considered. The positioning
precision of the proposed HTGA is slightly better than that
of RSA and GA.

MS location accuracy is measured in terms of root-mean-
square (RMS) error between the actual MS location and the
desired MS location. The radius effect of the CDSM on the
average location error compared with other existingmethods
is as shown in Figure 6. It can also be observed that the
sensitivity of the proposedmethods with respect to theNLOS
effect is much less than that for TSA and LLOP. Obviously
the average location error of the proposed HTGA is slightly
less than RSA and GA. The simulations result shows that the
proposed HTGA can yield the MS location more accurately
than the other algorithms.

The uniformly distributed noise model [12] is applied
for the second NLOS propagation model. The TOA mea-
surement error is assumed to be uniformly distributed over
(0, 𝑈
𝑖
). 𝑈
𝑖
is the upper bound of the measurement error for

𝑖 = 1, 2, 3. For example, if we set the upper bound of error
as 200m, the TOA measurement error will be uniformly
distributed over (0, 200m). The effect of various methods
usedwith upper bound ofNLOS error on the average location



6 International Journal of Distributed Sensor Networks

0 10 20 30 40 50 60
1.7

1.71

1.72

1.73

1.74

1.75

1.76

1.77

1.78

Generation number

Fi
tn

es
s v

al
ue

GA
HTGA

×10
6

(a) Radius of scatters = 200m

0 10 20 30 40 50 60
1.7

1.71

1.72

1.73

1.74

1.75

1.76

1.77

1.78

Generation number

Fi
tn

es
s v

al
ue

GA
HTGA

×10
6

(b) Radius of scatters = 500m

Figure 8: The convergence speed of GA and HTGA in each generation by using CDSM.
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Figure 9: Some of the convergence results of GA and HTGA in each generation for uniformly distributed noise model.

error is shown in Figure 7, in which we estimate the average
location error of the mobile station in terms of RMS error.
When the upper bound of NLOS error increases, the RMS
error increases. Simulation results show that the proposed
HTGA has better location estimation than TSA, LLOP, RSA,
and GA.

The relationships between the fitness value and the
number of generation for HTGA and GA are, respectively,
shown in Figures 8 and 9. HTGA outperforms traditional

GA in obtaining the optimal solutions because of its fast
convergence ability. When we take the location estimation
of MS at each generation, the generation is considered to
be convergent if the difference of the estimated MS and best
performance is less than 0.01.

Figures 10 and 11, respectively, show the performance of
the average generation numbers for convergence between
HTGA and GA, in which the CDSM model and uniformly
distributed noise model are applied. We can obtain the
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of NLOS errors.

average generation number after running five thousand
times. Note that the average generation number of HTGA
and GA is, respectively, 14 and 26 when we choose the
maximal generation number as 30. We also can find that the
average generationnumber is independent of the propagation
models.

Simulation results show that, no matter which NLOS
propagation model is considered, the proposed HTGA can
always give better location estimation. Note that both HTGA
and GA approach can provide more accurate MS location
estimations. Although the performances of HTGA and GA
are very close, HTGA still converges faster than GA. There-
fore, there are many discussions about this phenomenon
[22, 23]. The simulation results show that the proposed
HTGA can reduce the number of iterations and decrease
the calculation complexity. Inmobile communication device,
the computational complexity is an important topic. The
proposed HTGA method can solve this problem. Thus the
mobile device can decrease the computational complexity
and power resources.

6. Conclusion

In this paper, we propose the schemes based on HTGA to
estimate MS location from three BSs. In order to eliminate
NLOS errors and without any a priori information about the
NLOS error, the proposed methods utilize all the feasible
intersections which are generated by three TOA circles to
estimate theMS location. ObviouslyHTGA is not only robust
but also quicker than GA.We also can found that the average
generation number for convergence is not dependent on
the propagation models. Simulation results show that the
location accuracy of the proposed methods is much better
comparing with the standard TSA, LLOP, RSA, and GA.
On the other hand, reducing the signal-processing time
of the mobile device can increase not only the processing
capabilities available for other purposes but also the saving
of the power of battery.
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Efficient resolution of the tag collisions is the key for the RFID systems to be universally adopted. To resolve the tag collision
occurred in the UHF RFID system, the EPC Gen-2 protocol, proposed by the EPCglobal Inc., was adopted as an international
standard and have been widely accepted in industry. However, little research works has been taken to evaluate the performance of
this protocol in nonperfect and error prone air interface. In this paper, to evaluate the performance of the EPC Gen-2 protocol,
a system efficiency model is proposed, and, based on the model, numeric simulations are performed to evaluate the EPC Gen-2
protocol in error prone air interface. Simulation results reveal that the system efficiency of the EPC Gen-2 protocol is seriously
affected by the capture and noise effects.

1. Introduction

Radio frequency identification (RFID) uses radio frequency
signals to exchange information between the electronic tran-
sponders (tags) and the interrogator (reader) and enables the
identification of multiple tagged physical items without line-
of-sight. As a bridge to connect the physical world and the
cyber space, RFID technology is regarded as themain enabler
of the “Internet ofThings [1, 2]” and ubiquitous computing [3,
4]. In fact, a RFID system can be viewed as a special wireless
sensor network, in which each tag (sensor node) can only
transmit its digital identifier but no other information to the
reader (sink node). The past few years have witnessed the
adoption of RFID systems in a lot of systems [5].

Especially in the recent years, the ultra high frequency
(UHF) RFID system, which works in the frequency range of
860–920MHz, gains special attention due to its rapid com-
munication speed, long tag identification range, and low-cost
of the passive tags. UHF RFID system is expected to bring
a revolution to the logistical and supply chain management
systems [6].

Despite of the promising future, the universal adoption
of the RFID system is technically affected by tag collision [7].
When multiple tags try to transmit their data simultaneously
to the reader, their radio signals will interfere in the wireless
communication channel and be garbled at the reader. When
tag collision occurs, what the reader can get is only a collision
signal but no useful information. Due to tag collision,
the RFID system suffers from low tag read rate and long
identification delay.

Tag collision ismore serious in theUHFRFID systemdue
to the long tag identification distance and therefore more
tags will be in the interrogation zone of the reader. Not only
does tag collision prolong the tag identification time but also
affects the tag read rate. For example, the tag read rate in
typical UHF RFID system is only about 60–70% [8].

Due to the extreme constraints on computation and com-
munication put on them, the passive tags can only get power
supply by backscattering the radio frequency signals broad-
casted by the reader, they cannot detect the collision occurred
in the wireless communication channel or coordinate with
each other to avoid the collision. Tag collision can only be
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arbitrated by the reader with some deliberately designed tag
collision resolution protocols.

Proposed tag collision resolution protocols can be basi-
cally categorized as the binary splitting tree based and the
frame slotted ALOHA based protocols [9, 10]. The binary
splitting tree based protocols suffer from scalability and mes-
sage complexity and are sensitive to the error in the wireless
communication channel. So, we will not discuss these binary
splitting tree based protocols further in this paper.

Due to their simplicity and robustness, the frame slotted
ALOHA based protocols are widely adopted in RFID systems
to resolve tag collisions. Especially, to resolve the tag collision
occurred in the UHF RFID system, as a variant of the frame
slotted ALOHA protocol, the EPC Class-1 Generation-2 air
interface protocol (the EPC Gen-2 protocol) was proposed
by the EPCglobal Inc. [11] and accepted as an international
standard the ISO/IEC-18600C. Now, this protocol has been
widely accepted in industry and bymain RFIDmanufactures.

To evaluate and optimize the performance of the EPC
Gen-2 protocol, a lot of researches have been taken, such as
the performance analysis presented in [12–14], the empirical
study presented in [15, 16], and the optimization presented
in [17–20]. In a lot of research works, it is assumed that
the air interface between the reader and the electronic tags
is perfect, without any signal loss or other communication
effects. But this assumption may not hold in real UHF RFID
system. Due to long tag identification distance, the wireless
signals transmitted from tags and broadcasted by reader may
be absorbed, reflected, garbled, and captured in the complex
deployment environment; the air interface is far from perfect,
and error occurs frequently in the wireless communication
channel.

Our motivations in this paper are to evaluate the per-
formance of the EPC Gen-2 protocol in error prone air
interface.Themain contributions of this paper are as follows.
Firstly, a model is proposed to evaluate the system efficiency
of the EPC Gen-2 protocol in error prone air interface.
Secondly, numeric simulations are performed to evaluate the
system efficiency of the protocol in the air interface with
different capture and noise effects and to reveal the influences
of capture and noise effects on the system efficiency of the
protocol.

The rest of this paper is organized as follows. Section 2
introduces briefly the EPC Gen-2 protocol and the 𝑄-
adjustment algorithm adopted in the protocol. Section 3
presents a model to evaluate the system efficiency of the
EPC Gen-2 protocol in error prone air interface. Section 4
evaluates the system efficiency of the protocol with different
capture and noise effects and reveals the influence of these
effects on the performance of the protocol. Finally, Section 5
concludes this paper and proposes some works for future
research.

2. The EPC Gen-2 Protocol for Tag Collision
Resolution in the UHF RFID System

2.1.TheEPCGen-2 Protocol. In the EPCGen-2 protocol, a tag
collision resolution cycle is called a round, which consists of a

series of command broadcasted by the reader and responses
transmitted by the tag. At the beginning of a round, the
protocol asks the reader to broadcast a SELECT command,
and only tags which receive this commandwill respond in the
round. Afterwards, the reader broadcasts a Query command
to start tag identification. In fact, a tag collision resolution
round in the EPC Gen-2 protocol is defined as the interval
between two successive Query commands.

In the Query command, there is also an integer 𝑄 (with
initial value 4) broadcasted by the reader to tags in its vicinity.
Upon receiving the Query command, every unidentified tag
randomly generates an integer in the range of [0, 2𝑄 − 1] and
stores the value in its 𝑆𝐶 register. The tag whose 𝑆𝐶 equals to
0 will generate a 16-bit 𝑆𝑁 and transmit the 𝑆𝑁 to the reader
immediately.

If only one tag answers back after the command, the
slot is single occupied, the reader can decode the 𝑆𝑁 and
echoes back an ACK command with the 𝑆𝑁. Each answering
tag compares the 𝑆𝑁 which it generated with the one it
received in the ACK command. If these two 𝑆𝑁s match, the
tag transmits its digital identifier to the reader, the tag is
identified, and the slot results in successfulness. In such case,
the identified tag turns itself into sleep mode and ceases to
responding to the following queries, until being aroused by
the reader again.

If no tag answers back, the slot results in idle. If two or
more tags transmit their 𝑆𝑁s, the slot results in collision.

After a single reply slot, the reader broadcasts aQueryRep
command and asks every unidentified tag to decrease its 𝑆𝐶
by 1. The tag whose 𝑆𝐶 equals to 0 will respond with the
randomly generated 16-bit 𝑆𝑁, as described above.

After an idle or a collision slot, the protocol may decide
whether to adjust the value of 𝑄 according to the 𝑄-adjust-
ment algorithm described below. If the value of𝑄 is adjusted,
the protocol asks the reader to broadcast aQueryAdjust com-
mand with the new value of 𝑄, and let every unidentified tag
to regenerate its 𝑆𝐶. Otherwise, the protocol asks the reader to
issue a QueryRep command to continue asking unidentified
tags to decrease their 𝑆𝐶s.

We can see that the performance of the EPC Gen-2
protocol is seriously affected by the choice of 𝑄 and how to
adjust its value.

2.2. The 𝑄-Adjustment Algorithm. As we have introduced, in
the EPC Gen-2 protocol, after an idle or a collision slot, the
protocol uses the 𝑄-adjustment algorithm to determine
whether to adjust the value of 𝑄 or not.

In the 𝑄-adjustment algorithm, there is a float number
𝑄
𝑓𝑝
, representing the float value of𝑄, with initial value𝑄

𝑓𝑝
=

4.0. Besides, the algorithm also uses a float value𝐶 (0.1 < 𝐶 <
0.5) to adjust the value of 𝑄

𝑓𝑝
.

After an idle slot, the value of 𝑄
𝑓𝑝

is subtracted with 𝐶.
After a collision slot, the value of 𝑄

𝑓𝑝
is added with 𝐶. The

value of 𝑄 is set to the integer nearest to 𝑄
𝑓𝑝
. If the value

of 𝑄 is changed, the protocol will ask the reader to issue a
QueryAdjust command with the new value of 𝑄. Otherwise,
the protocol asks the reader to issue an QueryRep command.
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Figure 1: The 𝑄-adjustment Algorithm, extracted from [11].

The 𝑄-Adjustment algorithm works as depicted in
Figure 1.

Although it is specified in the EPC Gen-2 protocol that
the value of𝐶 should be in (0.1, 0.5), small values of𝐶 should
be used for large value of 𝑄, and larger values of 𝐶 should
be used for small value of 𝑄. But no optimal choice of 𝐶 for
different value of 𝑄 is specified.

Effective𝑄-adjustment algorithm is also a key for the EPC
Gen-2 protocol to resolve the collisions caused by different
number of tags efficiently.

3. System Model

3.1. The Imperfect Air Interface. In the UHF RFID system,
as other passive RFID systems, tag collision resolution is
based on the request/response model. First, a reader sends
an interrogation signal to all tags within its vicinity, and
tags respond back by backscattering their signals. The back
scattering signals are significantly attenuated by distance.

Due to the long identification distance and complex dep-
loyment environment of the UHF RFID system, the wireless
communication channel between the reader and tags is far
from error free. The backscattering signals from tags are
typically very weak and can be reflected or absorbed by the
environment, and frame errors may also occur due to noise
or interference in the air interface.

Errors in the air interface can be classified as the the rea-
der-tag downlink channel error or tag-reader uplink error. In
the downlink, a tagmay not get the commandmessage broad-
casted by the reader, so no responsewill be transmitted. In the
uplink, tag responses, but the reader may miss the signals or
misunderstand the information.

Due to the fact that the reader can adjust its signal stren-
gth to overcome the error in the downlink channel, but tags

cannot, in this paper, we will consider the error occurred in
the tag-reader uplink channel; the reader cannot distinguish
a collision slot from a successful slot due to the frame error
occurred in the uplink.

Furthermore, we can see from the EPC Gen-2 protocol
that in the tag-reader uplink channel, the data transmission
can be divided into two stages. In the first stage, every tag
whose 𝑆𝐶 = 0 will only transmit its 16-bit 𝑆𝑁 to the reader. If
the reader can decode the 𝑆𝑁, in the second stage, the reader
echoes the ACK command and asks the responding tag to
transmit its full digital identifier.

In such case, the reader cannot continue identifying the
tag even if error occurs in the second stage. Since the respond-
ing tag will turn itself into sleepmode and stop responding to
the following query commands in the cycle. So, in this paper,
we only consider the case that error may occur in the uplink
channel when tag tries to transmit its 16-bit 𝑆𝑁 to the reader.

Due to frame error occurred in the air interface, the pro-
tocol may not be able to fully distinguish a successful slot
with a collision slot, it sometimes takes a successful slot as
a collision slots and occasionally regards a collision slot as a
successful slot. But since that there is no signal transmission
in the idle slot, the protocol can always distinguish an idle slot
from a responding slot.

3.2. EvaluationModel for the SystemEfficiency of the EPCGen-
2 Protocol. In the EPC Gen-2 protocol, for the identification
of 𝑛 tags using the current value𝑄, according to the Binomial
distribution, the probability that 𝑘 tags responding in a slot
can be calculated as

𝑝 (𝑄, 𝑘, 𝑛) = (

𝑛

𝑘
)(

1

2
𝑄
)

𝑘

(1 −

1

2
𝑄
)

𝑛−𝑘

, (1)

where ( 𝑛
𝑘
) = 𝑛!/(𝑘!(𝑛 − 𝑘)!).



4 International Journal of Distributed Sensor Networks

Table 1: Suitable tag population range for different values of 𝑄.

𝑄 min(𝑄) max(𝑄) 𝑝
𝑖
(min(𝑄)) 𝑝

𝑖
(max(𝑄)) 𝑝

𝑆𝐶
(min(𝑄)) 𝑝

𝑆𝐶
(max(𝑄))

1 1 2 0.50 0.25 0.50 0.75
2 3 5 0.42 0.24 0.58 0.76
3 6 11 0.45 0.23 0.55 0.77
4 12 22 0.46 0.24 0.54 0.76
5 23 45 0.48 0.24 0.53 0.76
6 46 90 0.49 0.24 0.52 0.76
7 91 181 0.49 0.24 0.51 0.76
8 182 362 0.49 0.24 0.51 0.76
9 363 724 0.49 0.24 0.51 0.76
10 725 1448 0.49 0.24 0.51 0.76
11 1449 2896 0.49 0.24 0.51 0.76
12 2897 5792 0.49 0.24 0.51 0.76
13 5793 11585 0.49 0.24 0.51 0.76
14 11586 23170 0.49 0.24 0.51 0.76
15 23171 46340 0.49 0.24 0.51 0.76

Especially, the probabilities for a slot to result in idle, single
reply or two or more replies can be calculated, respectively, as

𝑝
𝑖
(𝑄, 𝑛) = (1 −

1

2
𝑄
)

𝑛

,

𝑝
𝑠
(𝑄, 𝑛) =

𝑛

2
𝑄
(1 −

1

2
𝑄
)

𝑛−1

,

𝑝
𝑐
(𝑄, 𝑛) = 1 − 𝑝

𝑖
(𝑄, 𝑛) − 𝑝

𝑠
(𝑄, 𝑛)

= 1 − (1 −

1

2
𝑄
)

𝑛

−

𝑛

2
𝑄
(1 −

1

2
𝑄
)

𝑛−1

.

(2)

The probability for a slot to result in nonidle, 𝑝
𝑆𝐶
(𝑄, 𝑛),

is 𝑝
𝑆𝐶
(𝑄, 𝑛) = 1 − 𝑝

𝑖
(𝑄, 𝑛). We can see that for a fixed 𝑄, as

tag population 𝑛 increases, 𝑝
𝑖
(𝑄, 𝑛) keeps decreasing, while

𝑝
𝑆𝐶
(𝑄, 𝑛) keeps increasing.
For a given tag population 𝑛, it has been reported that in

the perfect air interface, when 𝑄 = |log𝑛
2
|, the probability for

a slot to result in single reply (successful), 𝑝
𝑠
(𝑄, 𝑛), is max-

imized. On the other hand, in the perfect air interface, for
a given value of 𝑄, the suitable tag population range
[min(𝑄),max(𝑄)] can be calculated. When the tag popula-
tion is in the suitable range, the minimum and maximum
probabilities for a slot to result in idle and nonidle (successful
or collision) can also be calculated, as shown in Table 1.

As presented in [21], the system efficiency (SE) of the
protocol is defined as the ratio between the number of tags
identified in a round (also the number of successful slot), 𝑛,
and the total number of data slots, 𝑆, needed in the round,
SE = 𝑛/𝑆. In the EPC Gen-2 protocol, since that the protocol
can abandon a frame and starts a new one according to the
𝑄-adjustment algorithm, the number of data slots in a frame
is not fixed. But the total number of data slots needed by the
EPC Gen-2 protocol in a round can be calculated as

𝑆 = ∑𝑆
𝑘
, (3)

where 𝑆
𝑘
specifies the number of data slots in the 𝑘th frame.

For the 𝑆
𝑘
data slot in the 𝑘th frame with 𝑄 value

𝑄
𝑘
, according to (4), the mathematical expectations for the

number of idle, successful, and collision slots, 𝑁
𝑖
(𝑆
𝑘
, 𝑄
𝑘
),

𝑁
𝑠
(𝑆
𝑘
, 𝑄
𝑘
), and𝑁

𝑐
(𝑆
𝑘
, 𝑄
𝑘
) are

𝑁
𝑖
(𝑆
𝑘
, 𝑄
𝑘
) = 𝑆
𝑘
𝑝
𝑖
(𝑄
𝑘
, 𝑛) ,

𝑁
𝑠
(𝑆
𝑘
, 𝑄
𝑘
) = 𝑆
𝑘
𝑝
𝑠
(𝑄
𝑘
, 𝑛) ,

𝑁
𝑐
(𝑆
𝑘
, 𝑄
𝑘
) = 𝑆
𝑘
𝑝
𝑐
(𝑄
𝑘
, 𝑛) .

(4)

Suppose that in the error prone air interface, with prob-
ability 𝑝, the protocol regards a successful slot as a collision
slot, and, with probability 𝑞, the protocol regards a collision
slot as a successful slot; the system efficiency of the EPCGen-
2 protocol in the error prone air interface, SE, is calculated
as

SE =
∑ ((1 − 𝑝)𝑁

𝑠
(𝑆
𝑘
, 𝑄
𝑘
) + 𝑞𝑁

𝑐
(𝑆
𝑘
, 𝑄
𝑘
))

∑ 𝑆
𝑘

. (5)

For the perfect air interface, we have 𝑝 = 0 and 𝑞 = 0, and
SE is calculated as

SE =
∑𝑁
𝑠
(𝑆
𝑘
, 𝑄
𝑘
)

∑ 𝑆
𝑘

=

∑𝑆
𝑘
𝑝
𝑠
(𝑄
𝑘
, 𝑛)

∑ 𝑆
𝑘

. (6)

4. Performance Evaluation

Since that for different value of 𝑝 and 𝑞, it is difficult to find a
closure solution for (5) to evaluate the system efficiency of the
protocol, so in this paper, numeric simulations are performed
to evaluate the performance of the EPCGen-2 protocol using
the 𝑄-adjustment algorithms. In the simulations, the tags
to be identified by the reader in a round are divided into 2
groups. In the first group, the tag population varies from 1
to 300 with increment 1, and, in the second group, the tag
population varies from 300 to 3000 with increment 100. The
protocol is required to resolve all tag collisions and identify
all tags in a round.
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Figure 2:The system efficiency of the EPCGen-2 protocol in perfect
air interface.

In order to gain a fair result, the simulations are per-
formed 100 times. The system efficiencies of the EPC Gen-2
protocol gained in each time of the simulation are recorded
and are averaged at last for comparison.

In the evaluation, according to (5), we will examine the
system efficiency of the EPC Gen-2 protocol with the 𝑄-
adjustment algorithms in the following four kinds of air
interface.

(i) The perfect air interface, in which no error occurs in
signal transmission, and 𝑝 = 𝑞 = 0.

(ii) The air interface with capture effect, where a tag may
be identified even if collision occurs in a slot; 𝑝 = 0
and 𝑞 varies in [0, 1).

(iii) The noise interface, where a successful slot may be
regarded as a collision slot; 𝑞 = 0 and𝑝 varies in [0, 1).

(iv) The general error prone air interface, where both 𝑝
and 𝑞 vary in [0, 1).

In the numeric simulations, as stated in the EPC Gen-2
protocol and the 𝑄-adjustment algorithm, the initial values
of 𝑄 and 𝑄

𝑓𝑝
are set to 4 and 4.0, respectively. Since that

the value of 𝐶 in the original𝑄-adjustment algorithm is only
specified in the range of (0.1, 0.5), in this paper, amiddle value
of 𝐶 is chosen, and we set 𝐶 = 0.3.

4.1.The Perfect Air Interface. In the perfect air interface, there
is no signal transmission error. If in a data slot, only one tag
responds; the tag is identified by the reader. If two or more
tags respond, collision occurs in the slot, and the reader can
only detect a collision signal but no useful information.

In such case, the system efficiency of the EPC Gen-2
protocol can be calculated as

SE =
∑𝑁
𝑠
(𝑆
𝑘
, 𝑄
𝑘
)

∑ 𝑆
𝑘

. (7)

The system efficiency of the EPC Gen-2 protocol using
different 𝑄-adjustment algorithms is shown in Figure 2.
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Figure 3:The system efficiency of the EPCGen-2 protocol in perfect
air interface when tag population is less than 300.

Especially, when the tag population is less than 300, the sys-
tem efficiency of the protocol is shown in Figure 3.

Figures 2 and 3 reveal that for the identification of only a
few tags, the EPC Gen-2 protocol performs unstably, as its
system efficiency varies a little drastically. As the tag pop-
ulation increases, it performs stably with system efficiency
varying around 0.33, which means that, in the perfect air
interface, about three slots are needed to identify a tag.

4.2. The Air Interface with Capture Effect. In some radio fre-
quency communication channel, a tag can be captured by the
reader even if collision occurs in the data slot, and this is
called the capture effect.

Capture effect is caused by the fact that responding tags
may be scattered in different distances from the reader; the
signals froma tagmay overwhelm that fromother responding
tags that can be captured by the reader. Capture effect leads to
the fact that there is a probability that a tag can be identified
by the reader even if collision occurs in the air interface.

In the air interface with capture effect, the system effi-
ciency of the EPC Gen-2 protocol can be calculated as

SE =
∑ (𝑁
𝑠
(𝑆
𝑘
, 𝑄
𝑘
) + 𝑞𝑁

𝑐
(𝑆
𝑘
, 𝑄
𝑘
))

∑ 𝑆
𝑘

, (8)

where 0 ≤ 𝑞 < 1 specifies the probability that one tag is
identified in a collision slot due to the capture effect.

When the tag population is less than 300, the system
efficiencies of the EPC Gen-2 protocol with different capture
effects, where 𝑞 varies from 0 to 90%, are shown in Figure 4.
When the tag population ismore than 300 and less than 3000,
the system efficiencies of the protocol are shown in Figure 5.

Figures 4 and 5 indicate that capture effect can improve
the system efficiency of the EPC Gen-2 protocol effectively.
Althoughoccasionally, the systemefficiency of the protocol in
the air interface with small value of capture effect may exceed
that with larger value of capture effect, but, in general, as the
capture effect 𝑞 increases, the system efficiency of the protocol
also increases.



6 International Journal of Distributed Sensor Networks

1.0

0.8

0.6

0.4

0.2

0.0

0 50 100 150 200 250 300

Sy
ste

m
 effi

ci
en

cy

Number of tags

q = 0%

q = 50%

q = 10%

q = 60%

q = 20%

q = 70%

q = 30%

q = 80%

q = 40%

q = 90%

Figure 4: The system efficiency of the EPC Gen-2 protocol with
different capture effects when tag population is less than 300.
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Figure 5: The system efficiency of the EPC Gen-2 protocol with
different capture effects when tag population is more than 300 and
less than 3000.

We can also see that when capture effect 𝑞 increases 10%,
the system efficiency of the EPC Gen-2 protocol increases
about 5%. For example, for the identification of 100 and 1000
tags, the system efficiencies of the protocol with different
capture effect 𝑞 are depicted in Figure 6.

From Figure 6, it can be observed that for the air interface
with capture effect, as more tags are within the vicinity of the
reader, the system efficiency of the EPC Gen-2 protocol will
also increase.

For the air interface with capture effect 𝑞 = 1, which
means that in tag responding slot, one tag can always be
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Figure 6: The system efficiency of the EPC Gen-2 protocol with
different capture effects for the identification of 100 and 1000 tags.

identified; we can always set the value of 𝑄 adopted in the
EPC Gen-2 protocol to 0. In such case, the system efficiency
of the protocol will be 1.

4.3. The Noise Air Interface. In the noise air interface, a data
slot where there is only one tag responding may be regarded
as a collision slot, since that the waveforms from the tag may
be affected by the noisy signals from the environment and the
reader cannot decode the signal correctly.

For the noisy air interface, the system efficiency of the
protocol can be calculated as

SE =
∑ ((1 − 𝑝)𝑁

𝑠
(𝑆
𝑘
, 𝑄
𝑘
))

∑ 𝑆
𝑘

, (9)

where 𝑝 > 0 specifies the probability that the reader views a
single reply slot as a collision slot.

In the simulations, set the value of 𝑝 in the range of
[0.0, 0.8]. The system efficiencies of the EPC Gen-2 protocol
with noise effect in the identification of 1 to 300 and 300 to
3000 tags are shown in Figures 7 and 8.

Figures 7 and 8 indicate that, in the noise air interface,
when there are only a few tags, the EPC Gen-2 protocol
performs much drastically and unstably. But when there are
a lot of tags, the protocol start to perform stably. As we can
observe, as the noise effect increases, the system efficiency of
the protocol decreases.

For the identification of 100 and 1000 tags, the effect of
the noise on the system efficiency of the protocol is shown in
Figure 9.

We can see that for a large number of tags, the system
efficiency of the protocol degrades linearly as the value of
noise effect increases.

4.4. The Effect of Capture and Noise in the Air Interface. In
this subsection, we want to examine the effect of capture
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Figure 7: The system efficiency of the EPC Gen-2 protocol in air
interface with different noise effects when tag population is less than
300.
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Figure 8: The system efficiency of the EPC Gen-2 protocol in air
interface with different noise effects when tag population is more
than 300 and less than 3000.

and noise that occurred in the air interface on the system
efficiency of the EPC Gen-2 protocol. That is, to determine
which effect influence more significantly on the performance
of the protocol. So, in this subsection, we set 𝑝, 𝑞 in [0, 0.8],
𝑝 = 𝑞 and abandon the extreme cases.

The system efficiencies of the EPCGen-2 protocol in such
cases for the identification of 1 to 300 and 300 to 3000 tags are
shown in Figures 10 and 11, respectively.
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Figure 9: The system efficiency of the EPC Gen-2 protocol with
different noise effects for the identification of 100 and 1000 tags.
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Figure 10: The system efficiency of the EPC Gen-2 protocol in air
interface with equal capture and noise effects when tag population
is less than 300.

Especially, for the identification of 100 and 1000 tags using
the EPC Gen-2 protocol with same noise and capture effects,
the system efficiencies of the protocol are shown in Figure 12.

Figure 10 indicates that the noise in the air interface leads
to the unstable system efficiency of the protocol when there
are only a few tags. But as tag population increases, the
protocol starts to perform stably.

Figures 10, 11, and 12 also reveal that the noise plays a
more significant role on the performance of the EPC Gen-
2 protocol than the capture effect; it may overwhelm the
capture effect as its value increases.

4.5. Discussion. From the above subsections, we can con-
clude that the performance of the EPC Gen-2 protocol is
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seriously affected by the capture and noise effects. Although
the capture effect can improve the system efficiency of the
EPC Gen-2 protocol, but the noise effect can degrade the
performance of the protocol significantly.

Besides, we can also conclude that in the air interface with
serious noise effect, the performance of the protocol is
unacceptable, no matter capture effect exists or not. The
performance deterioration may be caused by the following
two reasons.

Firstly, due to noise, the reader cannot distinguish the
single reply slot with the collision slot and cannot read the
responding tag. So, the responding tagwill select another data
slot in the next frame to respond and may cause more tag
collisions.

Secondly, the 𝑄-adjustment algorithm may also be a rea-
son. Since the protocol may mistakenly take the successful
slot as a collision slot, the value of 𝑄

𝑓𝑝
will increase by 𝐶.

In such case, with more probability, the protocol will ask the
reader to issue theQueryAdjust command to update the value
of 𝑄 to 𝑄 + 1, and more data slots will be consumed in the
following frame.

These suggest that for real UHF RFID system deployed in
a complex environment, further researches should be taken to
optimize the EPC Gen-2 protocol, for example, using biased
𝑄-adjustment algorithm to update the value of𝑄

𝑓𝑝
with a pair

of distinct values,𝐶idle and𝐶resp, when an idle or a responding
slot is encountered, such as the work presented in [22].

5. Conclusion and Future Researches

UHF RFID system plays an important role in the upcoming
“Internet of Things,” but tag collision prevents the universal
adoption of the system technically. Although the EPC Gen-2
protocol has been widely accepted to resolve the tag collision
occurred in the UHF RFID system, but its performance is
seldom evaluated in error prone air interface.

In this paper, amodel is established to evaluate the system
efficiency of the EPC Gen-2 protocol in error prone air
interface, and numeric simulations are performed to evaluate
the system efficiency of the protocol in air interface with
different capture and noise effects. It is revealed that the noise
in the air interface can deteriorate the performance of the
protocol significantly.

A lot of research is needed to be taken in the future, for
example, to examine the performance of the protocol in real
error prone air interface, to optimize the performance of the
protocol in air interface with noise and capture effects, and so
forth.
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To prolong the network lifetime, various scheduling approaches that schedule wireless devices of nodes to switch between active
and sleep states have been studied. Topology control schemes are one of the scheduling approaches that can extend the network
lifetime and reduce the additional communication delays at the same time. However, they do not guarantee that all nodes have the
same lifetime. They reduce the network coverage and prevent seamless communications. This paper proposes an adaptive duty-
cycling (ADC) scheme to solve the unbalanced energy consumption generated from the conventional topology control schemes.
Our scheme can be applied as a subprocess of them and enable well-balanced energy consumption among all nodes by applying a
different duty-cycle to each group based on group size. Therefore, ADC scheme reduces the coverage reduction and maintains the
communication delay as a constant throughout the network lifetime. Simulation results show that our scheme extends the network
lifetime by at least 25%. This paper also proposes t-ADC scheme. It can be more effectively applied to various environments by
adjusting the duty-cycle determined by the ADC scheme which is based on the network traffic amount. We show that t-ADC
scheme prolongs the lifetime up to 17% compared to ADC scheme in a low traffic network.

1. Introduction

Thewireless sensor networks are composed of a large number
of low powered battery nodes needed to operate in an
unattended status for a long duration. It is important to
conserve the energy in activities of the nodes in order to
keep the nodes alive and to make them run for a long
period with limited energy capacity [1]. Reducing the power
consumption in communication is the most effective way to
extend the lifetime of nodes, as wireless communication uses
the majority of the energy among the operations of the nodes
[2]. Two strategies are generally used to reduce the energy
consumption in wireless communication. One is to adjust the
enough transmission power to reach the receiver node. The

other one is to periodically schedule the nodes to switch from
activemode to sleepmode to save energy during idle listening
time.

Several approaches have been proposed to prolong the
network lifetime by minimizing the transmission power of
the nodes [3–5]. The major energy consumption of wireless
sensor networks, however, is caused by the idle listening state
but not by packet reception and transmission in a dense
network or under light traffic [6] and reducing idle listening
time is the most effective way to extend the lifetime. In
sleep/wakeup protocols [7, 8], nodes follow a periodic cycle
of sleep/active mode without considering the connectivity of
the network. This approach can conserve energy by reducing
the idle listening time. However, it can cause an additional
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Figure 1: Problem of topology control schemes.

data transmission delay in WSNs, as the intermediate nodes
have to wait for the nodes at the next hop to wake up for
receiving the data. In some WSNs applications requiring
real-time communication, the transmission delay is one of
the most important criteria to evaluate the success of the
network. Several topology control approaches [9–12] have
been proposed for the reduction of the energy consumption
without incurring the critical data transmission delay in a
dense sensor network.

The basic idea of topology control schemes is to divide
the nodes into groups, and regardless of the selecting of
a node from a group, all the active nodes can form a
connected backbone network. Then, only the nodes that
have the highest energy are selected in each group to take
charge of an active radiomode.The other nodes can conserve
their energy by putting their wireless devices into sleep
status.These approaches can also reduce further transmission
delay, as the network has been connected. However, they
cannot guarantee well-balanced energy consumption among
all the nodes because they cannot guarantee that each group
consists of the same number of nodes. For example, there is
a network as shown in Figure 1(a). The network consists of
several groups created by topology control scheme. Nodes
in the different groups use their energy unevenly at each
other because each group consists of a different number
of nodes. As a result, nodes in group 1 run out of energy
faster compared to the nodes in the other groups. The region
of group 1 will be a hole and then the network will be
disconnected as shown in Figure 1(b). It must be ensured that
all nodes have an equal lifetime, as they are equally vital to
maintain the networks [13].

We propose an adaptive duty-cycling (ADC) scheme
to enable well-balanced energy consumption among all the
nodes, while minimizing any extra overhead in topology
control schemes. The ADC scheme can be applied as a
subprocess of the conventional topology control schemes.
Regardless of the number of nodes present in a group, the
traditional method of topological control scheme operates
such that one node is in active radio mode from each group.
That is, each group has a 100% duty-cycle in which one node
is selected from each group to operate in an active radiomode

at all times. But we will consider the number of nodes in
each group. The group that has a large number of nodes will
have a high duty-cycle, whereas the group that has a small
number of nodes will have a low duty-cycle. In this paper,
we also propose 𝑡-ADC scheme. The 𝑡-ADC scheme can be
more effectively applied to various environments by adjusting
the duty-cycle, which is determined by ADC scheme, based
on the network traffic amount. This approach achieves that
ADC scheme can balance the energy consumption between
all nodes. To evaluate our scheme, we make in-depth sim-
ulations and show that ADC scheme extends the network
lifetime by at least 25% compared to the conventional ones.
Also, ADC scheme keeps the transmission delay as a constant
during the network lifetime. It ensures reliable transmission
delay. Moreover, ADC scheme uses distributed information
and is executed only once at the earlier stage of the network. It
has a lowoverhead andhigh scalability. At low trafficnetwork,
𝑡-ADC schemewhich is an extension scheme of ADC scheme
extends the network lifetime by about 17% compared to ADC
scheme.

The rest of the paper is organized as follows. We show
the preliminary study about ADC scheme in Section 2. In
Section 3, we describe our proposed ADC algorithm. We
show the simulation results in Section 4. The last Section
concludes the paper.

2. Preliminaries

2.1. Assumptions and Definitions. This paper has the follow-
ing assumptions. Each node consists of the communication
module and sensingmodule.The energy consumption during
sensing is negligible compared to wireless communication
[14, 15]. In the wireless communication, the main energy
consumption is used for idle listening, instead of packet
transmission and reception.The duty cycling is an important
mechanism for the reduction of energy consumption in
sensor networks. The duty cycling technique saves energy by
switching the wireless communication interface of each node
between awake and sleeping, while the nodes always keep
the sensing devices in an active status. If some data is sensed
by the nodes whose wireless interface is in the sleep status,
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then these nodes can turn on their wireless components
temporarily for the transmission of data and can return to
sleep status after the completion of the data transmission [12].

We use the following terms. The size of the group is the
number of nodes in a group. The maximum group size is
the size of the group with the largest number of nodes in
the network. In a network, every pair of adjacent groups is
either a completely or arbitrarily adjacent group. As shown
in Figure 2(a), two completely adjacent groups ensure the
connection between these two groups whichever wireless
interfaces of any one node from each group operate in active
mode. As shown in Figure 2(b), two arbitrarily adjacent
groups cannot guarantee the connection. It depends on the
active nodes that are selected from each group.

2.2. Related Work. Without causing a serious data trans-
mission delay in dense sensor networks, topology control
schemes are to reduce the energy consumption. Topology
control schemes use redundant nodes [14]. Their purpose
is to keep the connected backbone network by putting the
minimum number of nodes in the active mode. In these
schemes, the network lifetime can be prolonged because
sleep nodes conserve their energy. Any extra communication
data transmission delay can be reduced as these schemes
guarantee the connectivity of the entire network. These
topology control schemes are generally classified as location
driven protocol and connection driven protocol [14]. Typical
examples of location driven and connection driven protocols
are the geographical adaptive fidelity (GAF) [9, 10] and con-
nectivity based partitioning approach (CPA) [11, 12] schemes,
respectively.

As shown in Figure 3, GAF [9, 10] divides the sensing
area, where the nodes are distributed into multiple equal-
size squared cells and each is with a side length of 𝑅/√5,
where 𝑅 is a radio transmission radius. A group is organized
by the nodes in the same cell. After the grouping process,
each group will select one node as the active status. This
guarantees that any two nodes in the neighborhood cells are
connected together, as their distance is within 𝑅. The entire
network connectivity can be guaranteed by activating only
one node from each group. GAF can ensure that all nodes
in the same group have a similar lifetime by alternatively
activating a node from the group. However, this scheme is
not suitable for the real environment since it uses an ideal
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Figure 3: Geographical adaptive fidelity (GAF).

radio propagation model. Moreover, each group has four
completely adjacent groups regardless of the traffic amount in
the network, because the GAF divides the sensing area based
on square grid structure.

CPA has overcome these limitations. CPA divides the
nodes based on their connectivity, instead of their physical
position. As shown in Figure 4(a), each node forms a group
at the beginning of the grouping process. Then, the pairs
of two completely adjacent groups merge into one group
(Figure 4(b)). This process operates continually until the
preset number of completely adjacent groups cannot be
guaranteed [11, 12]. Similarly in GAF, the connectivity of the
entire network can be guaranteed by activating only one node
from each group. By periodically changing the active nodes,
CPA also guarantees that all the nodes in the same group have
a similar lifetime. This implies that all nodes in the network
are equally important. However, this scheme has a problem
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that nodes in groups with fewer nodes consume their energy
relatively fast.

3. Proposed Scheme

We propose the ADC scheme (see Algorithm 1) which can
be applied to the conventional topology control schemes
in order to guarantee that all nodes in the network have a
similar lifetime. Both GAF and CPA approaches only ensure
that all nodes in same group have similar lifetime. However,
no one can guarantee the same number of nodes in every
group. This causes an unbalance in the energy consumption
between different groups. Nodes in small size groups run out
of energy faster compared to the nodes in large size groups.
Although nodes in large size groups may have sufficient
energy remaining, the network cannot guarantee seamless
data transmission if the surrounding nodes run out of energy.
Thus, the network lifetime in these conventional schemes
reduces. Moreover, these schemes create completely adjacent
groups to guarantee the connectivity of the entire network,
whichever any one node operates in active mode from each
group. In the process of creating these completely adjacent
groups, a greater number of arbitrarily adjacent groups are
formed rather than the completely adjacent groups, as shown
in Figure 5. If only one node operates in the activemode from
each group, then it is likely that the node will communicate
with the nodes in arbitrarily adjacent groups and as well as in
the completely adjacent groups. We need a way to enable all
the nodes in the network to have a similar lifetime by using
the communicable nodes.

We propose an adaptive duty-cycling (ADC) approach.
ADC can be applied as a subprocess of the conventional
topology control and ensure that all the nodes in the network
have a similar lifetime.The basic idea of the proposed scheme
is to group the nodes by using the topology control and then
apply adaptive duty-cycle, depending on the group size. By
this, the proposed scheme ensures that all the nodes in the
network have a similar lifetime. For instance, GAF and CPA
schemes always require any one node to operate in the active

Figure 5: Active sensor nodes in GAF. (a) Any one node operates
in the active mode from each group. (b) Completely adjacent groups
for group 1.

mode from each group. In ADC, if the maximum group size
is 10, then the group formed by 10 nodes always operates any
one node in an active mode during 10 unit times. Conversely,
the group formed by 2 nodes operates any one node in the
activemode for only 2 unit times out of 10 unit times. Itmeans
a 20%duty-cycle; all nodes in the group remain in sleepmode
for the remaining 8 unit times. Our proposed scheme can
guarantee balanced energy consumption among all nodes in
the network using the adaptive duty-cycle based on group
sizes. If ADC scheme is applied to the conventional schemes,
such as GAF and CPA, then the connectivity of the network
will decrease at the earlier stage of the network. However,
the connectivity of the network deteriorates rapidly over time
in the conventional schemes, because nodes in small size
groups rapidly run out of energy. If ADC scheme is applied
to the conventional schemes, then the initial connectivity of
the network can be maintained during the lifetime. It can
guarantee seamless communication.

3.1. ADC Approach. ADC scheme consists of two stages to
guarantee that all the nodes in the network have a similar life-
time, as shown in Figure 6. One is to estimate the maximum
group size based on the distributed information and the other
one is designated to determine the duty-cycle for each group.
Each group determines its own duty-cycle by comparing their
group size with themaximumgroup size estimated in the first
stage. With these two stages, ADC scheme assures balanced
energy consumption among all nodes in the network.

At the first stage, the size of the group is broadcasted
within two-hop distance by the head node of the group [16].
After receiving the group size information of other groups,
each head node estimates the average group size (𝜇) in the
network in a dispersive manner.Then, the standard deviation
(𝜎) can be calculated by using

𝜎 = √

𝑛

∑

𝑘=1

(𝑥
𝑘
− 𝜇)
2

(𝑛 − 1)

, (1)

where 𝑥
𝑘
is the size of the groups and 𝑛 is the number

of information for the group sizes received from the other
groups within two-hop distance. If 𝑛 is greater than 30, the
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(1) for all ℎ𝑖 ∈ 𝐻 do /∗hi: header nodes of each group,
𝐻: set of header nodes ∗/

(2) broadcast own group size within 2 hop
(3) end for
(4) for all ℎ𝑖 ∈ 𝐻 do
(5) calculate average group size (𝜇) using information received from the other headers
(6) calculate standard deviation (𝜎) using information received from the other headers
(7) estimate maximum group size using 𝜇 and 𝜎
(8) determine own duty cycle by comparing own group size with the maximum group size
(9) end for

Algorithm 1: Adaptive duty-cycling algorithm.

Deployment of
sensor nodes

Grouping nodes using
topology control

Adaptive duty-cycling
(ADC)

Routing

∙ Geographical adaptive fidelity (GAF) or
∙ Connectivity based partitioning approach (CPA)

(1) Decision of maximum group size
(2) Decision of duty-cycle per group size

Figure 6: Overview of the proposed scheme.

group sizes known to the head node will follow the normal
distribution, in accordance with the central limit theorem.
According to the normal distribution, 99% of all the data
are located within 𝜇 ± 2.58𝜎. We can estimate the maximum
group size (𝑀size), after calculating the standard deviation on
the group sizes as follows:

𝑀size = 𝜇 + 2.58𝜎. (2)

In the second stage, each group determines its duty-cycle
based on themaximum group size estimated in the first stage.
Here, the duty-cycle for each group is calculated based on the
assumption that the largest group operates with 100% duty-
cycle by using (3) to enable all the nodes to have similar
activation times as follows:

𝑆Duty-Cycle =
100 ⋅ 𝑆size
𝑀size
, (3)

where 𝑆Duty-Cycle is the duty-cycle, 𝑆size is the group size, and
𝑀size is the maximum group size. By using (3), each group
operates with a different duty-cycle based on the proportion
of its group size to the maximum group size.

In some prior topology control approaches, such as GAF
and CPA, each group has to turn on at least one node all the

time. As no one can guarantee the same number of nodes
in every group, the nodes in small size groups exhaust their
energy faster compared to the nodes in larger groups. As a
result, nodes in the network will have a different lifetime. By
applying the adaptive duty-cycle depending on the group size,
the proposed scheme ensures that all the nodes in the network
have a similar lifetime. On the other hand, our proposed
scheme maintains similar communication paths throughout
the network lifetime. Our approach can bemodularly applied
to the conventional topology control schemes and is con-
ducted only once. Therefore, it has the advantage of low
overhead.

3.2. ApplicationMethod and Example. Our proposed scheme
can be applied as an additional subprocess of the conventional
topology control. In order to demonstrate how the approach
is applied to conventional schemes, we group the nodes by
using the conventional topology control approaches, GAF
and CPA. 500 nodes, each with a transmission radius of √5,
are deployed in the network with an area of 10 × 10. Table 1
shows the result of grouping the nodes based on GAF and
CPA [12].

The mindeg value represents the number of completely
adjacent groups in Table 1. As shown in Table 1, the number
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Table 1: Partitions of GAF and CPA.

Partition approach Number of groups Average group size Standard deviation on group size
CPA
(mindeg = 2) 71 7 0.92

CPA
(mindeg = 3) 84 6 0.77

CPA
(mindeg = 4) 91 5.5 0.79

GAF 100 5 0.73
CPA
(mindeg = 5) 106 4.7 0.67

CPA
(mindeg = 6) 116 4.3 0.63

Table 2: Analysis on distribution of group size.

Distribution of group size Group size
3 4 5 6 7

Number of groups 3 14 66 14 3

of groups, average group size, and the standard deviation on
group sizes depend on themindeg value. But neitherGAFnor
CPA can ensure that the groups have the same size. In order
to demonstrate the differences between the group sizes in the
conventional approaches, we can estimate the results shown
in Table 2 by analyzing the GAF data from Table 1.

After grouping the nodes by using GAF or CPA, next step
is to decide on the maximum group size in order to apply
the proposed approach. In order to calculate the maximum
group size, the head node of each group broadcasts its size
within two-hop distance. Then, each head node dispersively
calculates the average group size and the standard deviation
on the group sizes based on the information received from
other head nodes. After calculating the average group size
and the standard deviation on the group sizes, each head
node estimates the maximum group size by substituting
these values in (2). If every head node is aware of the size
information on at least 30 groups, the values estimated using
the central limit theorem can be said to be reliable. In order
to demonstrate this, this paper uses the data in Table 1 [12].
According to Table 1, all the nodes are divided into 100
groups. In other words, 100 head nodes exist on a network
with the size of 10 × 10, and if we use (4), then we can
identify the number of other head nodes located within the
transmission range of any one head node. Consider

The size of field : 𝑛 = 𝜋 ⋅ 𝑅2 : 𝑋, (4)

𝑋 =

𝑛 ⋅ 𝜋 ⋅ 𝑅
2

Thesize of field
. (5)

Here, the size of the field is 10 × 10. The number of head
nodes, 𝑛, is 100. The radio transmission radius of each node,
𝑅, is √5, and 𝑋 is the number of head nodes located within
one-hop distance. If we substitute the above figures in (5),
then, we will see that there are approximately 15 other head
nodes within one-hop distance of each header node. Hence,

if each head node broadcasts its size within two-hop distance,
then each head node will obtain the information on at least
30 groups.

In real life, radio transmission radius of nodes is not
in the form of unit disks but is rather distorted [17, 18].
Hence, the proposed approach should be applied to not only
ideal but also real-life radio propagation models. As GAF is
not valid in real-life radio propagation model, the proposed
approach is applied to CPA to show that our scheme can
be applied to real-life radio propagation model. In [12], the
CPA creates more groups to work well in the real-life radio
propagation model. Hence, as the radio propagation model
in the real life tends to have small radio transmission radius
compared to ideal ones, more groups will be created. As
a result, even though the proposed approach is applied in
real-life radio propagation model, the number of head nodes
within one-hop distance is similar to ideal radio propagation
model.

According to the maximum group size estimated by
using the information received in a dispersive manner, the
duty-cycle for each group is calculated by using (3). This
is based on the assumption that the largest group operates
with 100% duty-cycle. We use the values in Table 2 in order
to demonstrate that each group has a different duty-cycle
depending on its size: as maximum group size is 7, a group
formed of 3 nodes will operate with a 43% duty-cycle. On
the other hand, a group whose size is 7 will operate with a
100% duty-cycle as it has an equal size to the largest group.
In other words, this group always has the active state node
until all nodes in the group run out of energy. On the other
hand, a group that contains 3 nodes will allow only one node
in the active state for the 43% of the network lifetime, and
all the other nodes will remain in the sleep mode for the rest
of the lifetime, to reduce energy consumption. As a result,
the proposed approach can ensure that all the nodes in the
network have a similar lifetime.

Even though all the nodes are guaranteed an equal
lifetime, the proposed approach will not be applicable if the
data cannot be transmitted smoothly.The proposed approach
must guarantee smooth data transmission. GAF provides
4 completely adjacent groups, and CPA ensures as many
completely adjacent groups as the user needs. In order to
guarantee the number of completely adjacent groups, more
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number of arbitrarily adjacent groups is created. If one node
of each group operates in an active state, it is likely to
communicate to the nodes that are in its arbitrarily adjacent
groups as well as those in the completely adjacent groups. As
shown in Figure 5, we can demonstrate this, by using Table 1
and (5). If one node of each group operates in an active state in
GAF scheme, there will be about 15 other active nodes within
one-hop distances. If we apply the ADC approach on Table 2,
then the entire network has a duty-cycle of approximately
70%. If we apply this duty-cycle to Table 1 and (5), then it
can be concluded that there are about 10 other active nodes
within one-hop distances of each active node. Although
routing paths reduce when the proposed scheme is applied to
the conventional topology control approaches, the proposed
approach ensures smooth and stable communication.

3.3. Analysis for Necessity of Proposed Scheme. All the nodes
in the WSNs are equally important to minimize the coverage
reduction. The proposed scheme which ensures a similar
lifetime of all nodes is essential in terms of coverage. This
section explains the validity and necessity of the proposed
scheme in terms of data transmission by comparing the
wireless sensor networks to real life.

In the sensor networks, the basic role of nodes is to
sense the information and transmit it via either one hop or
multihops towards the destination. These sensor networks
can be compared to one of the large transport company.
The information sensed by each node is a load that must
be delivered to a destination by using a vehicle (wireless
communication). The roads that are used to deliver the load
by vehicles are the nodes and the lifetime of nodes can
be compared to the lifetime of a road. Only if the state of
roads (nodes) is in the active mode, then vehicles move.
However, a major energy of nodes (roads) is usually used
by listening among the communication processes, instead of
packet reception and transmission [6]. Reducing the time
spent in listening to each road is the most effective way to
extend the lifetime of the roads.

As shown Figure 7, the number of active roads in ADC
is less than the number of active roads in GAF. It is the same
reason stated for Sections 3.1 and 3.2. In order to deliver loads
towards a destination, the vehicle on any road will move to
other active roads that are located closer to the destination
compared to its current location and are located within a
distance 𝑅 from its current location. Here, at the earlier stage
of the network, GAF scheme delivers load to the destination
faster than ADC scheme because GAF scheme compared to
the ADC scheme has more active roads that can be used
by a vehicle. However, the lifetime of roads in groups with
fewer roads ends at relatively faster rates in GAF scheme.The
number of available roads reduces fast over time compared
to the earlier stage of the network. After a certain period,
the topology of GAF and ADC schemes is changed as shown
in Figure 8. Here, the proposed scheme delivers load to the
destination faster than GAF scheme because the proposed
scheme has more active roads than GAF scheme.

In other words, the number of available roads reduces
fast over time in the GAF scheme, whereas ADC scheme

always maintains similar number of available roads. It can be
explained by using analogy as follows. In GAF scheme, if the
transport company works for 15 days, it will use 10 roads from
day 1 to day 5, 7∼5 roads from day 6 to day 10, and 2∼0 roads
from day 11 to day 15 to deliver the load. As a result, although
the transport company delivers the load rapidly at the earlier
days, delivery speed of the load will decrease as days go by.
On the other hand with GAF, in the proposed scheme, the
transport company can guarantee a constant delivery speed
on every day, as the company always uses 7 roads to deliver
the load during the 15 days. Therefore, proposed scheme is
more efficient compared to the previous scheme in terms of
reliable data transmission. This explanation can be applied
equally even if GAF scheme is changed by using the CPA
scheme.

3.4. 𝑡-ADC Scheme. In the previous ADC scheme, we have
only focused on guaranteeing whether all nodes have the
same lifetime or not. As a result, it can achieve the similar
lifetime for all nodes in the network and reliable data
transmission. However, ADC scheme does not consider the
various network environments (e.g., traffic amount) where
the nodes are deployed. In other words, in ADC scheme,
each group decides its duty-cycle depending on just the group
size without the consideration of the network environments.
Although, by using this way we can guarantee similar life-
time for all nodes in the network; it lacks adaptability in
accordance with the various network environments. If ADC
scheme can be changed depending on network environment,
where nodes are deployed, it will be a more efficient scheme.
For example, if each group reduces its duty-cycle in low traffic
network, network lifetime will be significantly extended,
whereas additional end-to-end communication delay is not
big.

In this subsection, we propose the 𝑡-ADC scheme which
is based on ADC scheme and it can adjust flexibly the duty-
cycle of each group based on network environment factor
(i.e., traffic amount) where a wireless sensor network is
applied. In 𝑡-ADC scheme, each group decides its duty-cycle
by using

𝑆Duty-Cycle = 𝑡
100 ⋅ 𝑆size
𝑀size
, (6)

where 𝑆Duty-Cycle is the duty-cycle, 𝑆size is the group size, and
𝑀size is themaximumgroup size. It is similar toADC scheme.
The traffic constant (𝑡) is determined by the administrator
and it is based on the traffic conditions of the application
when a sensor network is deployed. Here, by multiplying
the traffic constant (𝑡), 𝑡-ADC schemes can be more flexibly
applied to various environments. The maximum value of
the traffic constant is 1 and the lower the traffic amount of
the network is, the lower the value of traffic constant is. In
order to show the effectiveness of 𝑡-ADC scheme, this paper
simulates the ADC and 𝑡-ADC schemes while changing the
range of the traffic constant value from0.8 to 1 at environment
of [12]. The result of simulation shows that 𝑡-ADC scheme
extends the network lifetime by about 17% compared to ADC
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Figure 7: Active roads in GAF and ADC schemes at the earlier stage of the network.
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Figure 8: Active roads in GAF and ADC schemes, after a certain period.

schemewithout the incurring critical data transmission delay
regardless of network environments.

4. Performance Evaluation

4.1. Simulation Environment. We implement the simulation
by using Java to analyze the performance of the proposed
scheme. We use two ways to assure the reliability of the
simulation. First, we conduct the simulation in accordance
with the same environment in [12], and we obtain the
same trends from the graphs that represent the network
lifetime. Second, all the experiments are repeated 1,000 times.
As shown in Table 3, default simulation environments are
as follows. We uniformly deploy 500 nodes, each with a
transmission radius of √5, in the network with an area of

10 × 10. The ratios of the amount of energy used in the
transmitting, receiving, and listening status are 1.7 : 1.2 : 1,
respectively [15]. The initial energy of each node is set to
500. So, each node will remain alive during 500 unit times
in the listening mode. The simulations are conducted based
on the assumption that the energy consumption is uniform
over all the nodes, regardless of the location of the sink node
by using themobility-assisted approaches in order to evaluate
the algorithmmore accurately [19, 20]. Twenty pairs of source
and sink nodes are randomly selected in each time slice [12].
Load balanced short path routing [21] is used as the routing
protocol, and the network lifetime is defined as the time a
certain ratio of the nodes runs out of energy [22, 23]. As
shown in Table 3, some simulation environments are changed
in each subsection. In this case, we state the new simulation
parameters at the beginning of each subsection.
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Figure 9: Comparison of network lifetime.

4.2. Network Lifetime. The number of dead nodes that run
out of energy over time, when 200 and 400 nodes are
deployed in the network, is illustrated by using Figures 9(a)
and 9(b), respectively. The horizontal axis represents the
unit time (i.e., the time elapsed from the beginning of the
simulation) and the vertical axis shows the number of living
nodes. As shown in Figure 9(a), the first dead node appears
around 500 unit times in the GAF and CPA schemes, and
the number of living nodes decreases in the pattern of steps
over the next 700 unit times. On the other hand, when the
proposed scheme is applied to GAF and CPA, the first dead
node appears at about 1,500 unit times, and the number of
the living nodes decreases in a steep curved pattern. Due to
the different size of a group in the network, nodes consume
very different amounts of energy in conventional approaches;
some nodes run out of energy very quickly.Thus, the number
of living nodes decreases in a pattern of steps over a long time.
In contrast, the proposed scheme applies the adaptive duty-
cycle depending on the group sizes and this enables all the
nodes to have a similar lifetime. Therefore, the number of
living nodes sharply decreases over a short time. Moreover,
when the proposed approach is adapted, some groups convert
all their nodes to sleep mode. Thus they can conserve the
energy and can cause an extension of the overall network
lifetime for conventional approaches.

Figure 10 shows the number of deadnodes over time, after
500 nodes are deployed in the network. The experiments are
implemented under different number of completely adjacent
groups (=mindeg). In GAF and CPA, the first dead node
occurs around 1,000 unit times, and the number of living
nodes decreases following a step pattern over the next 1,500
unit times.Moreover, by applying the proposed scheme to the
GAF and CPA, the first time when a dead node appears is
about 3,000 unit times. During the next 200 unit times, the
number of living nodes decreases quickly which is similar to
a steep curved pattern. By applying the proposed approach

Table 3: Summary about simulation method.

Compared schemes GAF, CPA, GAF with ADC, and CPA
with ADC

Performance metrics
Lifetime
Transmission delay
Balanced energy consumption

Parameters

Default

Number of nodes: 500
Network size: 10 × 10
Mindeg in case of CPA: 4
Traffic: 20 pairs of sink and source nodes
(each time slice)

Section 4.2 Number of nodes: 200, 400, and 500
Mindeg in case of CPA: 3, 4, and 5

Section 4.5
Number of nodes: 125, 500, 1125, 2000,
and 3125
Network size: 5 × 5, 10 × 10, 15 × 15, 20 ×
20, and 25 × 25

Section 4.6 Traffic: 5 pairs of sink and source nodes
(each time slice)

Routing Load balanced short path routing
Other environments Same as environment in CPA

we can balance the lifetime of nodes and increase the network
lifetime. Besides, regardless of the node density, we can ensure
an even lifetime for nodes in the network by applying the
proposed approach to GAF and CPA. We can also minimize
the coverage reduction of the network that results due to the
energy depletion of nodes. The experiment results show that
the network lifetime is improved by up to 25% compared to
the conventional approach.

Figure 11 shows the times when certain ratios of the
nodes in a network have consumed all their energy in
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the conventional approaches and applying the proposed
scheme to these. The horizontal axis represents the percent-
age of the dead nodes in the network. The vertical axis
represents the unit time, which is the time elapsed from the
beginning of the simulation.WhenGAF andCPAare applied,
25 nodes (5%) consume all their energy at 1,600 and 1,500 unit
times, respectively, after the simulation has begun. 450 nodes
(90%) run out of their energy at 2,300 and 2,700 unit times,
respectively. It can be deduced that it takes about 1,000 unit
times until the next 85% of the entire nodes consume all their
energy after the first 5% do. On the contrary, if the proposed
approach is applied in addition to GAF and CPA, 25 nodes
(5%) of the entire nodes consume all their energy at 3,000 and
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Figure 12: Ratio of transmission delay.

3,250 unit times, respectively, after the start of the simulation.
450 nodes (90%) consume all their energy at 3,150 and 3,400
unit times. In other words, the differences in the lifetime of
nodes in a network are as much as 1,000 unit times when the
conventional approaches are used, whereas the difference in
the lifetime between the nodes is significantly reduced to only
150 unit times when the proposed approach is applied.This is
due to the proposed approachwhich uses adaptive duty-cycle.
By using such an approach, the ADC ensures even lifetime
for all the nodes and it can reduce the coverage reduction of
a network that results from the dead nodes.

4.3. Transmission Delay. The transmission delay ratios for
successful data of CPA and CPA with ADC are shown in
Figure 12. The transmission delay for successful data is the
time taken for successfully transmitting the data from the
source node to the sink node. This delay ratio (vertical axis
of Figure 12) can be calculated by using

Ratio of delay

=

Delay for successful transmissionsCPA with ADC
Delay for successful transmissionsCPA

.

(7)

If ADC is applied to CPA, the value of the delay ratio is
greater than 1 at the earlier stage of the network (500 unit
times). This result implies that ADC yields longer data trans-
mission delay. It is because some groups in the network may
convert all their nodes to sleep mode and the corresponding
communication paths for those groups cannot be used. On
the other hand, conventional approaches can use all the
communication paths by sequentially activating a node for
each group. However, the value of the delay ratio gets smaller
over time and it becomes less than 1 after 1,000 unit times,
and the value of the delay ratio decreases over time. This
result implies that the ADC has shorter data transmission
delay compared to CPA, and the difference in their data
transmission delay time increases over time. These results
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Figure 13: Ratio of cumulative transmission delay and the number
of dead nodes (𝛾 is the ratio of delay).

can be explained as follows. In the conventional schemes,
the energy consumption of the nodes is uneven. Due to
the uneven energy consumption of nodes, some nodes may
deplete its energy much more quickly compared to others. In
contrast, by applying the proposed scheme to conventional
schemes, similar communication paths can be maintained
throughout the network lifetime as the proposed scheme
guarantees a similar lifetime of nodes. As a result, our scheme
can guarantee consistent and reliable data transmission.

Figure 13 shows the relationship between the ratio of
the cumulative data transmission delay for successful data
and the number of dead nodes, under CPA and CPA with
ADC. The left vertical axis is the ratio between CPA and
CPA with ADC for the cumulative time taken for the
successful transmissions to the sink node. The right vertical
axis represents the number of dead nodes. The number of
dead nodes increases over time in CPA, while dead nodes
do not appear until 2,500 unit times when the proposed
scheme is applied. The data transmission delay of CPA with
ADC is larger compared to that of CPA at the earlier stage
of the network. The reason is similar to that mentioned
for Figure 12. The ratio of the cumulative data transmission
delay for CPA and CPA with ADC is less than 1 at a later
stage than that of the noncumulative delay illustrated in
Figure 12.This is due to the cumulative data transmission that
accrues time for the data transmission delay of the previous
successful dates. However, there is virtually no difference
between the data transmission delays for the two approaches
when the standard deviation for them is taken into account.
Moreover, we can observe that after a certain period of time,
the transmission delay is shorter under CPA with ADC. As
shown in Figure 13, it can be explained as follows. In CPA, the
energy consumption of the nodes in the network is uneven
and this causes some nodes to exhaust much more quickly
compared to others. On the other hand, all the nodes in the
network remain alive in CPA with ADC.
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Figure 14: Ratio of cumulative transmission delay and the number
of failed transmissions (𝛾 is the ratio of delay).

Figure 14 shows the relationship between the ratio of
cumulative communication delay and the number of failed
transmissions, under CPA and CPA with ADC, respectively.
The left vertical axis represents the ratio between CPA and
CPA with ADC for the cumulative time taken of successful
communications to the sink nodes. The right vertical axis
shows the number of failed transmissions. In order to
compare the network connectivity of CPA and CPA with
ADC, we assume that there is no collision occurring in the
MAC (Media Access Control) layer such as [24]. At the
earlier stage of the network, no failure appears in CPA and
in CPA with ADC. However, after 2,300 unit times, the
number of failed transmissions increases rapidly under the
CPA approach. This can be explained from the following. If
a conventional approach is applied, the energy consumption
of the nodes is uneven and it causes some nodes to exhaust
much more quickly compared to others. On the other hand,
our proposed scheme ensures that all the nodes have similar
lifetime. Our scheme maintains good network coverage and
it also guarantees reliable communication by maintaining an
even level of data transmission delay.

4.4. Balanced Energy Consumption of Nodes. Through the
entropy method, Section 4.4 shows that the proposed
approach enables nodes in a network to have similar lifetime
and to consume energy at even rates. “Entropy” is a criterion
of randomness, and it is known that all substances on
earth follow entropy. In other words, they tend to disperse
evenly rather than gathering in one space. The entropy value
for the given data set 𝑆 is calculated by using (8) [25]
as follows:

Entropy (𝑆) = −
𝑘

∑

𝑖=1

𝑝
𝑖
⋅ ln (𝑝

𝑖
) , (8)

𝑝
𝑖
=

freq (𝐶
𝑖
, 𝑆)

|𝑆|

. (9)
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In (8) and (9), 𝑆 is the set of given data and 𝐶 is the set
of classes from 𝐶

1
to 𝐶
𝑘
. The class implies a set of data that

meets a specific character. freq (𝐶
𝑖
, 𝑆) is the number of data

that belong to 𝐶
𝑖
in the data set 𝑆, and |𝑆| is the number of

data in 𝑆. As the data given in (8) evenly disperses to many
classes, the entropy values will also increase.

Figure 15 shows the entropy under CPA and CPA with
ADC, respectively, when 500 nodes are deployed in a net-
work. The initial energy of each node is set to 500 and this
implies that the node will remain alive for 500 unit times in
the listening state. The vertical axis represents the entropy,
which is the energy distribution of the nodes and it can be
calculated by using (8) and (9). In these equations, class 𝐶

𝑖

is divided into different energy levels, each with a range of
50 (i.e., 0∼49, 50∼99, etc.). Therefore, a total of 10 classes
are formed, from 𝐶

1
to 𝐶
10
. 𝑆 represents the energy of each
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Figure 17: Ratio of cumulative transmission delay under different
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node, and |𝑆| is the total number of nodes in the network
which is 500. Figure 15 shows that the entropy value can be
as high as 2.2 when CPA is applied. Meanwhile the value of
entropy is lower than 1.3 when CPA with ADC is applied.
As higher entropy values imply uneven energy distribution
among entire nodes in a network, our proposed scheme is
more effective in ensuring that all nodes use a similar amount
of energy during their lifetime.

4.5. Network Lifetime and Transmission Delay under Different
Network Scales. Figure 16 shows the network lifetime when
we fix the node density to five nodes per square unit and run
CPA and CPA with ADC on networks of different scales. The
horizontal axis represents the network scale and the vertical
axis represents the network lifetime. Here, network time is
defined as the time when the first transmission fail occurs.
As shown in Figure 16, when the network scale is 5 × 5, the
lifetime of CPA and CPA with ADC is about 1,900 and 2,600
unit times, respectively. The proposed scheme prolongs the
network lifetime by about 37% compared to the conventional
one in 5 × 5 network size. Figure 16 also shows that, when
the network size is large, the network lifetime of both CPA
and CPA with ADC is longer because if the network size
increases in same traffic amount condition, ratio of nodes,
which are directly concerned with traffic, reduces. Here, an
important aspect to be noted is that the proposed scheme
always extends the network lifetime by about 38% compared
to the conventional one regardless of the network size.

Figure 17 shows the ratio of the cumulative data transmis-
sion delay for successful data of CPA and CPA with ADC.
Simulation parameters of Figure 17 are equal to Figure 16.
The vertical axis represents the ratio between CPA and CPA
with ADC for the cumulative time taken for successful
transmissions to the sink node.This ratio value is greater than
1 at 500 unit times, the earlier stage of the network regardless
of the network size. It implies that the data transmission delay
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is longer when the ADC is applied to CPA, and the reason is
similar to that described in Section 4.3. The ratio value of a
network with 25 × 25 scale is the lowest at 500 unit times.The
reason is that when the network size increases in the same
traffic amount the effect of the traffic amount will decrease.
Here, an important aspect to be noted is that the ratio value
decreases over time regardless of the network scale. It implies
that ADC causes shorter data transmission delay compared
to CPA. We have already explained the reason for this in
Section 4.3. Here, the data transmission delay of CPA and
CPA with ADC cannot be compared in a network with a
network scale 5 × 5, after 2,000 unit times, because network
lifetime is over before 2,000 unit times. For a similar reason,
we cannot compare the data transmission delay of CPA and
CPA with ADC in a network with a network scale from 5 × 5
to 20 × 20, after 3,000 unit times.

4.6. 𝑡-ADC Scheme. This subsection evaluates the 𝑡-ADC
scheme which we discuss in Section 3.4. Here, to assume
low traffic network, five pairs of source and sink nodes are
randomly selected in each time slice. In Figure 18, when the
traffic constant is 1, ADC scheme is the same as 𝑡-ADC
scheme. When the traffic constant is 0.9, duty-cycle of each
group in 𝑡-ADC scheme is 90% of that of ADC scheme.

Figure 18 shows the network lifetime of ADC and 𝑡-ADC
schemewhen the traffic constant is changed from 0.8 to 1.The
horizontal axis represents the unit time (i.e., the time elapsed
from the beginning of simulation) and the vertical axis shows
the number of living nodes. Similarly in Section 4.2, first dead
node occurs at around 1,000 unit times in CPA scheme, and
the number of living nodes decreases in the pattern of steps
over time. On the other hand, when 𝑡-ADC scheme is applied
to CPA, similar lifetime is guaranteed for all the nodes.
Figure 18 also shows that, as the traffic constant is low, net-
work lifetime is extended and this is because the smaller the
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Figure 19: Ratio of cumulative transmission delay under different 𝑡
(𝛾 is the ratio of delay; 𝑡 is the traffic constant in (6)).

traffic constant is, the bigger the sleeping ratio will be. When
the traffic constant is 0.8, the network lifetime is extended by
about 17% compared to the traffic constant which is 1.

Figure 19 shows the ratio of the cumulative delay for
successful transmissions of CPA and CPA with 𝑡-ADC.
Simulation parameters of Figure 19 are equal to Figure 18.The
vertical axis represents the ratio between CPA and CPA with
𝑡-ADC for the cumulative time that is taken for the successful
transmissions to the sink node. Similarly, in Section 4.3, the
ratio value is greater than 1 at 500 unit times, the earlier stage
of the network regardless of traffic constant. It implies that
the data transmission delay is longer when proposed scheme
is applied to CPA. Moreover, the smaller the traffic constant
is, the larger the ratio value is because, as traffic constant is
small, the number of active nodes decreases. However, an
important aspect to be noted is that the ratio value decreases
over time regardless of the traffic constant, and the proposed
scheme eventually guarantees faster data transmission delay
compared to CPA.

In this subsection, we compare the lifetime and data
transmission delay of CPA and CPA with 𝑡-ADC while the
traffic constant is varied. Here, we show that, when the traffic
constant is 0.8, ratio of data transmission delay is increased
by about 7% compared to traffic constant which is 1, whereas
network lifetime is extended by about 17%. It is because
network is a low traffic environment (i.e., in low traffic
network, even if sleeping ratio of each group is enlarged,
the additional data transmission delay is not longer, whereas
network lifetime is considerably extended). If we adjust duty-
cycle of each group based on the network traffic environment,
network lifetime is efficiently extended.

5. Conclusions

In this paper, the ADC approach is proposed in order to
balance the energy consumption of the nodes. ADC approach
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can be used as a supplement scheme for other conventional
protocols such as GAF and CPA. Simulation results show
that, by applying the proposed scheme to these protocols, the
network lifetime is improved by at least 25% and the energy
consumption is guaranteed equally among the nodes. And
the proposed scheme guarantees more reliable communica-
tion compared to other protocols and it has a low overhead
because it is executed only once at the earlier stage of the
network. Moreover, it uses distributed information so that it
enhances the scalability of proposed scheme.We also propose
𝑡-ADC scheme which makes ADC scheme more flexible to
adapt to various environments. Simulation results show that
𝑡-ADC scheme efficiently extends the network lifetime by
adjusting the duty-cycle of each group based on the traffic
environments of network where nodes are deployed.
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Both wireless sensor networks and service-oriented architectures (SOA) are very popular distributed computing paradigm. Web
service is a widely accepted implementation of SOA. However, web service is based on Internet protocols and requires adaptation
to suit the restrictions posed by WSNs. The development of Internet of Things has triggered research of web services of WSNs
which made the consolidation of these technologies possible. At the same time, web service integration enables the support of
more functionalities since many applications rely on not just one web service, but a whole school of them. Thus, how to compose
and integrate different web services efficiently to provide complicated services becomes an essential topic. This paper investigates a
problem which minimizes the number of hops of web services while integrating these web services to finish a set of tasks. We call
this problemMinimumHops of Service Integration Problem. It is proved that, when there are no precedence relationships between
the tasks, the decision problem is NP-complete. This implies that this web services integration problem is NP-hard. For the case
when the relationships between the tasks are in linear order, a polynomial-time, optimal web service integration algorithm, using
greedy strategy, is provided.

1. Introduction

Wireless sensor networks (WSNs) are used to monitor the
concerned events through the collaboration between sensor
nodes via wireless communication [1–3]. RecentlyWSN tech-
nologies have been recognized as one of the most important
technologies that will seriously impact the world. Due to the
advancement of the manufacturing technologies, especially
on the communication and battery productions, tiny size
of sensors can be equipped with the capabilities of sensing,
wireless communication, and data processing. These types of
sensors can not only sense and detect targets and changes
in their environments but also process the collected data
and transmit the data back to the data collection center or
base station via wireless communication. The users can thus
retrieve the status of the environments and develop inter-
esting application accordingly. WSNs are to deploy massive
amount of sensors in the sensing region to collect all kinds
of environmental information and then pass the information

via wireless network to the base station (sink) and then to the
back-end user or manager via the Internet or satellites.

WSN has gained much popularity because of the
advanced development of microelectromechanical systems
(MEMS) and its wide range of monitoring/tracking applica-
tions.Applications ofWSNs range in diversified areas [3] such
as military, environment, health, home, and other business
fields. For military applications, sensors can be used for
people identification, battlefield monitoring, enemy detec-
tion, and so on. Our living environment can be monitored
by sensors to detect events such as forest fire, flooding,
pollutions, and volcano eruption. Sensors can also be applied
to monitor the health conditions and behaviors of people.
Intelligent home also relies on sensors to let people monitor
and control the devices in our home. Other applications such
as manufacturing automation requires robots equipped with
sensors to work together to complete sophisticated work.
Traffic control and automobile tracking are also popular
applications.
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Since the sensors may be deployed randomly to the
sensing areas, they need to be able to self-organize using
specified protocols to form a communication network so
that all sensors in the same network can communicate with
each other and transmit the collected data back to the base
station. Due to the reason that the required amount of
deployed sensors is huge, the sensors have to satisfy the
requirements of low cost, low energy consumption, and
easy deployment. At the same time, they are programmable,
equipped with environment-sensing devices, and can be
dynamically reorganized.

Several factors can influence the WSN design [1, 2]. One
of them is fault tolerance which means the abilities to sustain
theWSN functionalities without any interruptions no matter
what type of node failure occurs. Another one is scalability
which means the sensor density endurance in the WSNs.
Developed schemes for WSNs should work no matter how
sparse or how dense the network is. The other factors are
hardware constraints, sensor network topology, deployment
environment, transmission media, and power consumption.
Power consumption is actually a big concern for WSNs due
to the reachability of these sensors after deployment. Other
factors [3] such as the application’s design objectives, cost, and
system constraints should also be considered.

Due to the advancement of Internet of Things, more
complicatedWSNs [4] integratedwith heterogeneous devices
and multidiscipline systems are a trend to be. These systems
have to satisfy many performance requirements such as scal-
ability and security. At the same time, software engineering
concerns such as requirement evolvement due to product
improvement make the adaptability an important factor to
consider. There are many software architecture models for
WSNs. The architecture model has to be able to satisfy the
rigorous requirements for the WSNs. One popular model
is to incorporate a software middle layer to the system [5].
To increase the flexibility, service-oriented middleware is
proposed and many related issues are discussed [5–11].

Service-oriented computing paradigm which focuses on
loose-coupling software architectures has been much investi-
gated due to its highly modularized properties and platform
independent features which enhance system flexibility and
adaptability. It relies on service-oriented architecture (SOA)
concepts to create large-scale software applications whereas,
most of the time, a large set of interacting web service-
based components are involved. Nowadays, the challenges
for information technology departments have moved from
internal processes management to efficiently collaborating
with new ideas, functionalities, and partners so that the
corporation can be competitive enough [12, 13].The flexibility
of SOA makes it right there for this purpose. However, the
SOA practices face many challenges and obstacles although
many enterprises, such as Intel, Microsoft [14], Oracle [15],
IBM [16], and others [17–19], have endorsed and/or adopted
the SOA philosophy in their products or internal business
processes.

Web services are distributedweb applicationswhich iden-
tify a popular implementation of SOA with standard models
and protocols. This technology involves open standards
such as XML, SOAP, and HTTP. The mechanism involves

service providers, service requestors, and service brokers.
Although both WSN and web services are taking advantages
of distributed computing paradigm, their technologies are far
different from each other. Web services are based on Internet
protocols. WSNs are based on MEMS with all kinds of
resource constraints such as energy, computing power, and its
very own set of communication protocols and architectures.
The development of Internet ofThings has brought these two
together [20] with a lot of mending to do.

It is obvious that SOA inherits the concept of component-
based software development and thus the integration and
composition of SOA play an essential role in the development
process. Natis [21] and McCormick [22] point out six keys
to the success of SOA which include to invest integration
infrastructure and to design service systematically. Another
one is to anticipate obstacles which foresees the challenges in
it. This reveals how challenging it is to make SOA practice
a success, and it also indicates that component integration
requires quite much attention and plays an essential role
when applying SOA into practices. The performance of the
software application heavily relies on the way the services
are composed or integrated to support the corresponding
applications.

Many of the current SOA developments are still focused
on the static software application. However, the issues
raised when software applications are composed or inte-
grated dynamically have gained more and more popularity.
Dynamic business process modeling has been viewed as a
way to improve the organization competition. This can be
applied to the following three dynamic software application
situations.

(1) When for the first time an application is composed,
it follows that maybe many web services are out there
in the network, waiting to be employed. The choices
made in picking up appropriate web service will affect
the efficiency of the application greatly.

(2) When fault tolerance strategy is required for critical
systems, a back-up plan is always needed. There are
always times when a node in the network fails to
perform its functions. Some web service providers
may want to provide redundant node to avoid out-of-
service situations. This is necessary in certain critical
situations and systems depending on how critical
the functionality is and how nonreplaceable the web
service is. In certain situations, when the web services
are replaceable, the problem of how we can make a
good replacement for this web service is also a topic
worth discussion.

(3) When the software allows dynamic composition, for
example, dynamic business processes or some game
software which may allow game players to develop
their own games dynamically with a set of ready-
to-use software modules, the software development
process always requires software development profes-
sionals to engage in the implementation work. The
users are contributors of ideas and suggestions in the
normal paradigm of software development processes.
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More advanced platform of collaborative develop-
ment allows the users to take part in the development
by themselves. The trend can be traced back to many
open online services like Google Video and YouTube
till Wikipedia which encourages the users to also be
the authors to increase the interactions between all
the users. The exact same concept can also be applied
in the software development. With web services or
SOA in mind, the time for this new paradigm to be
realized may be near. For example, for game players,
they can reuse the existing building blocks to create
new games by themselves and even building new
game components using existing services available.
In this case, when there are many supporting web
services, how to choose the existing components
more wisely is essential to the performance of the
resulting software.

Lin [23] proposed the idea of accountability of web
services. Web services own the advantages of platform inde-
pendency, component reusability, and flexibility. However,
this loosely coupled structure also poses potential problem of
the quality of service since there is always a concern about the
quality of the whole system while openly integrating all the
services from different resources and platforms via network.
Thus, an in-depth mechanism is required for making sure
the service quality will not suffer. The idea is to establish
a service accountability supervision scheme to make sure
the services, especially from external resources, can maintain
performance and stability. Managing business integrity has
been considered [24], by the IBM Research Global Tech-
nology Outlook, as one of the systems development trends
that will significantly impact the information technology in
the near future. This involves the management of policy
integrity, process integrity, and core entities information
integrity throughout the whole enterprise.

Many studies have been focused on service-oriented
architecture [13, 25], especially on applying web services.
Quite a few of them are discussing how to compose these web
services or how to apply these web services. Some studies are
investigating the web services’ nonfunctional properties, for
example, how to make web services secure, how to provide
highly reliable web services, and how to evaluateweb services’
performance.

Following the trend of complicated application require-
ments and the fast advancement of Internet technologies, the
issuewith applyingweb services is not just how to find a single
web service which can accomplish one single function. It is
essential that we need to satisfy the need of applications with
complex requirements. Thus, how to dynamically integrate
different web services to satisfy the changing world and
achieve better performance is an important problem to solve.
Web service composition/integration has been a hot topic.
However, the focus has been on the composition models,
frameworks, and mechanisms [26] such as how to extend the
WSDL language and how to build the QoS model.

This work investigates the web service integration issues,
which consider how to choose a set of web services to satisfy
the functional requirements of a pool of tasks and also reduce

the web service response time. The idea is based on the
concern that the communication time used when hopping
between web services contributes the most of response time
for the most of the time. To reduce the hop count between
web services usually means that we can effectively reduce the
response time and the network traffic.

We propose a novel problem of web service integration,
that is, how to integrate the existing web services in order to
satisfy a pool of tasks and, at the same time, to minimize the
web service hop count with the preliminary work published
in [27].This problemplays important roleswhen the response
time is an important factor in evaluating the performance
of the applications. This paper considers two types of task
precedence relationships. The first case concerns that there
are no relationships between the tasks. The second one
assumes that the tasks are required to be executed in a
specified linear order. We also provide a polynomial-time,
optimal greedy solution to integrate the web services in order
to achieve the goal of minimizing the hop count of web
services for the second case.

The rest of the paper is organized as follows. Section 2 of
this paper discusses related work of WSNs, service-oriented
WSNs, and web services. Section 3 describes the web service
integration problem and the proposed integration system
architecture. Section 4 illustrates and analyses the two special
cases of the problem and we propose a polynomial-time,
optimal algorithm for the second case.Detailed data structure
demonstrations for an example are provided in Section 5.
Section 6 concludes this work.

2. Related Work

WSNs are used to monitor concerned events through the
collaboration between sensor nodes via wireless communi-
cation. They have been widely investigated in many issues
since it was adopted. WSNs can be classified as terrestrial,
underground, underwater, multimedia, andmobileWSN [3].
Terrestrial WSNs are the typical sensor networks which have
been discussed widely. It is usually composed of enormous
amount, may be thousands, of inexpensive wireless sensor
nodes deployed in a specified area, such as battlefield. The
power is limited and thus energy saving is an important issue.
Besides, communication protocol is an essential part to con-
sider including data link layer, network layer, and transport
layer protocols. Another interesting part is the services which
can be provided by WSNs such as localization, coverage,
and security. WSNs are usually more vulnerable to attacks
and faulty situations possibilities which makes fault-tolerant
mechanisms essential when designing and developingWSN-
related systems. These mechanisms can be classified as fault-
tolerant communications and fault-tolerant data sensing.The
purpose is to safeguard the true sensed data to the back end
for further processing.

An event of interest can be a single target moving across
the sensing area or it may be an event which covers a
substantial amount of regions in the sensing area. The job
of detecting the former one becomes localization/tracking
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of targets and that of the latter is recognized as the event
boundary detections. Mobility is an interesting topic to study
in WSN systems. A target can be mobile and it usually is.
Sensor nodes can be either static or mobile. Events can also
be static or mobile (more likely). Mobile WSNs can take
the advantages of mobile nodes to fix problems such as
connectivity or coverage issues so that the network can be
strongly connected or the whole sensing area can be covered
to the maximum degree. Mobile anchor nodes which are
aware of their own locations can help in the localization for
the other normal nodes too. On the other hand, mobileWSN
shows problem in routing since the existing links may be
broken when the nodes are moving to different locations.
Dynamic routing strategies are required to solve this type of
issues. Formobile events or dynamically changing events, the
detection work becomes more complicated.

The adoption of WSNs has become a complicated task,
especially after the Internet of Things has been seriously
studied. Much effort was spent in integrating WSN into
Internet of Things in the areas such as IP-based WSNs [28],
signaling [29], path and coverage problem [30], and security
[31]. Due to their wide application fields, WSNs may need to
face constant change of applications and rapid advancement
of technologies. To comprehendmore complicated situations
in a flexible and scalable way,middleware forWSNbecomes a
solution which can be virtual machine based, database, appli-
cation driven, message oriented [32], and service oriented
[6, 7]. The service-oriented middleware layer approach of
WSNs is investigated due to the highly abstract mechanism
including interface, its modularity of the architecture which
are flexible and scalable, and its standard model and pro-
tocols. This approach focuses on building WSNs as services
to the applications. Delicato et al. [8] proposed a sensor
network architecture based on services in which the sink is
a service provider to the applications and a service requestor
to the sensor nodes whereas a WSDL document is used to
describe the services provided by the sink and sensor nodes.
TinySOA [9] was proposed as a service-oriented architecture
for WSN. Each WSN provides services which can be internal
to the WSN itself or external to outside applications. The
architecture components are node, gateway, registry, and
server. Nodes are basically the sensor nodes with internal
service-providing capability. A gateway bridges theWSNwith
the external application and knows the services for each
node and the whole network. The whole infrastructure is
stored in the registry which relies on an internal database to
manage the whole system. The last component in TinySOA
is the server which is a provider of web services whereas
each WSN is considered as a separate web service. Another
service-oriented middleware framework for programming
[10], called USEME, was also provided so that applications
can be easily built using the defined API. USEME provides
high-level programming model and languages so that much
work will be handled by the middleware such as service pub-
lication and discovery, event invocation and communication,
and group management. Other service-oriented middleware
research [5, 11] works in similar way. Since web service is the
most common implementation of SOA, this work adopts the
terminology of web service to represent SOA.

From the web service point of view, due to the network
technology advancement, network bandwidth and speed
have grown greatly. Web service technologies have been
widely researched, applied, and integrated including how to
efficiently manage the web services. Guan et al. [33] proposed
a web services management structure named FASWSM
trying to take care of this issue. Web services can be plugged
into the application server as a web service adapter to reduce
the web services management efforts.

Some researches explore the method of combining dif-
ferent web services to satisfy complicated function requests.
Cheng et al. [34] proposed an approach to integrate existing
web services and implement a web service integration tool
for users who are not familiar with programming skills. Users
can compose new services by combining the existing service
modules. Mohanty et al. [35] used finite state machines to
modularize different web services in order to integrate them
to new and more complex network services.

Since web service architecture poses open structures
to the outside world, security problems are introduced.
Many studies investigate them. Tang et al. [36] presented
a comprehensive performance evaluation to understand the
security issue of web services. Sidharth and Liu [37] presented
a framework for enhancing web services security to prevent
DoS or DDoS attacks when designing and implementing web
services. Gutiérrez et al. [38] proposed aweb services security
mechanism as a process that adds a set of specific stages
into the traditional phases ofWS-based systems development
to provide more security. Others like Wu and Weaver [39]
proposed, for federated trust management, a framework to
facilitate security token exchange across autonomous security
domains. Li et al. [40] presented a policy language for
adaptive web services security framework and proposed a
mixing reasoning framework based on rule and ontology.

Besides security concern, other web services’ nonfunc-
tional properties have also drawn attentions. Abramowicz
et al. [41] discussed the web services’ reliability from the
perspectives of both providers and clients. Zo et al. [42]
provided a basis to measure reliability of an application
system that is integrated using web services. Chan et al.
[43] surveyed and addressed applicability of replication and
design diversity techniques for reliable web services and
proposed a hybrid approach to improving the web services
availability.

However, in some applications, the nonfunctional con-
cerns for composing or integrating web services move away
from just reliability [42]. Menascé [44] has discussed the
major QoS issues of web services to be availability, security,
response time, and throughput. Many other issues [26] come
into the picture such as how to expand the existing web
service protocols, standards, or architectures to accommo-
date the service composition need. Ardagna and Pernici
[45] proposed a QoS modeling scheme for web service
selection problem by formulating into a linear programming
considering the quality matrix of execution time, availability,
price, reputation, and data quality. Zeng et al. [46] also
provide a quality model for web service composition with
integer programming. Lopes et al. [47] present a service
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selection middleware based on service quality metadata and
user preference.

In our work, we find a new perspective to investigate the
web service integration. In the situation of completing a job
with many tasks for an application, each of those tasks can
be supported by more than one web service. The issue is
when the response time plays an important role; we might
want to find a set of web services which can not only finish
all the tasks, but also finish them as quickly as possible.
This is essential when the outside application needs real-
time response from the WSN to react promptly enough to
protect life and property. Since web services are connected
over the network, communication speed contributes most to
the response time in most scenarios. Thus, the first step to
minimize the response time is to minimize the web service
hop count while executing the tasks. The idea is that if
there are more than one consecutive task which can be
executed within the same web service, the communication
time between web services is saved.

3. Problem Formulation and an Architecture

This work concerns the problem of web service integration
for WSNs; jobs (applications or services) consist of many
tasks which are assigned to different web services over the
network for execution. The web services can be WSN related
or nonrelated. WSNs can provide both internal and external
web services [9]. Since nowadays the amount of web services
is increasing tremendously, it is very likely that a task can be
supported by several web services. Our work deals with the
situations which satisfy the following conditions.

(1) All web services are located on different WSNs or
machines and require network connections to com-
municate with each other; otherwise, we can consider
them as the same one web service withmore than one
functionality.

(2) The execution time for tasks is negligible compared to
network communication time.

(3) Each web service is capable of relaying the task
requests and associated data to the next web service
if necessary.This can further speed up the application
finish time since each web service can propagate its
results along with other required information to the
next web service, instead of passing the result imme-
diately back to the application and letting the applica-
tion handle the next task assignment. However, even
in the situation that the application requires those
intermediate results back right away, to minimize
the web service hop count should still facilitate the
shortening of response time.

The architecture proposed for this web service integration
problem is shown in Figure 1. On the Internet side, there are
many applications for different types of devices, web services,
and directory services. On the other side areWSNs which are
used to monitor and track the fields. Each WSN is associated
with a gateway which communicates with the outside. The
gateway also serves as an internal service directory since

each node in the WSN can also be an internal service
provider. Between the WSN world and Internet world is the
Web Service Integration System (WSIS) which has several
components: aWS IntegrationAgent, aWSSearchAgent, and
a WS Database. A service requester—maybe an application
or service from a terminal device—sends a job integration
request, containing associated tasks information, to the WS
Integration Agent which in turn sends request to the WS
Search Agent. The WS Search Agent collects information
of supporting web services from WS Database and passes
related information back to the WS Integration Agent which
then decides the way in which the tasks are supported
by the web services according to the appropriate methods.
Then, theWS Integration Agent invokes those corresponding
web services and collects results. Due to the dynamic web
service publishing environment over the network, this service
integration request can be executed periodically, or while
a service requestor either is first built or encounters a
task change depending on the requirement of the service
requestor. The web service integration agent can apply differ-
ent strategies, depending on the characteristics of the tasks
precedence relationships, for web service integration. The
job information can be stored in the WS Database for later
use. After the first invoking, the WS Integration Agent can
communicate directly with the web services and then get the
result back.

The WS Search Agent works by collecting matching web
services information from the WS Database or going to the
network, most of the time using UDDI or other directory
services, to look for more complete list of web services. The
search work can be specified by the service requestor using
different modes depending on performance concerns. For
example, if the real-time response is a concern for the service
requestor, the specified mode can be “static” and the search
agent will only search the WS Database for matching web
services. And if the specified mode is “dynamic,” the search
agent will go to the Internet jungle for more matching web
services information, pass them to theWS Integration Agent,
and store them in the web services database. The integration
system can be deployed in a sense that there are multiple WS
Search Agents and multiple WS Integration Agents for load
sharing purpose to enhance the real-time performance of the
system. Or, a master-slave WS Search Agent subsystem can
also replace a single search agent for load balancing.The same
concern applies to WS Integration Agent too. Furthermore,
in case that a WSSA is idle, it can do update work as a
background job to enrich the collections in WS Database.

A service requester can interact with the WS Integration
Agent in several different ways.The first one is that it has fixed
requirements of functionalities and it sends service requests
to the agent. After that, it saves the information in its own
storage and uses those pieces of information in the storage
since then. It may go to WS Integration Agent again for help
only when either there are modifications of the application or
service or the chosen web services encounter some problems
and cannot function properly. Of course, it can also send
information to WS Integration Agent every time it needs
services which may cause serious performance issues when
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Figure 1: Web service integration system with WSNs.

real time is a concern. Another proper time for web service
information update is when the service requester is idle.

While assigning tasks to those supporting web services,
there may be many combinations of solutions. The hop count
of a task assignment is defined as, by applying that specific
task assignment, the number of links that an application uses
to transport information between web services. We call this
problem Minimum Hops of Service Integration Problem. The
following example shows two different ways to integrate the
services of an emergency management application in Figures
2 and 3. The application requires the tasks of (a) emergency
detection service, (b) emergency unit dispatch service, and
(c) notification service to conclude the job. The first case
shows that the tasks are carried out by three web services
while the second uses only two web services, by choosing a
web service which can do both (b) and (c), leading the hop
counts to be four and three, respectively.This simple example
demonstrates that, by properly choosing web services, the
number of web services hops, and thus the response time, can
be much improved.

4. Two Special Cases and an Optimal
Greedy Algorithm

In this section, we consider two special cases of theMinimum
Hops of Service Integration Problem. The first case is proven
to be NP-hard. For the second case, we proposed a polyno-
mial time implementable, optimal algorithm to achieve the
goal of minimum hop count.

The first case considered is where there exist no prece-
dence relationships between the application tasks. We would
like to find the web services assigned to tasks with minimum
number of hop counts. This problem, no precedence task
assignment (NPTA) problem, is equivalent to the problem
of using a minimum number of web services to cover all the

tasks. It can be proved to be NP-hard with the minimum set
cover problem [48] reduction.

The set cover problem is considering the situation of
giving an input of several sets. These sets may have some
elements in common. The problem is to find the minimum
number of sets so that the sets chosen contain all the elements
which are in any of the sets. This problem is NP-hard [48].

Theorem 1. The NPTA problem is NP-hard.

Proof. We can reduce any set cover problem to one of the
NPTA problems by the following steps:

(1) converting each element of the set cover problem into
a task in the NPTA problem,

(2) converting each set of the set cover problem into aweb
service in the NPTA problem.

A solution which leads to the minimum number of web
services to finish the execution of an application in NPTA
problem is corresponding to the minimum number of sets
to cover all the elements in the set cover problem. Thus, the
NPTA problem with minimum hop count constraint is NP-
hard.

Theorem 2. The web services integration problem with mini-
mum hop count constraint is NP-hard.

Proof. This is trivial fromTheorem 1 since case 1 is a subset of
the web service integration problem.

The test cover problem [49] is also equivalent to the first
case of task assignment problem. Many heuristic algorithms
[49–54] have been proposed for the minimum set cover or
test cover problem, and a recent heuristic work in test suite
minimization problem using concept analysis [55] can also
be applied directly to solve this problem.
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Figure 2: Emergency management example using three web services.
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Figure 3: Emergency management example using two web services.

The second case we are focusing on solving is what can
be done and how good they are when the tasks have to be
finished in a specified linear order, called Linear Order Web
Service Integration Problem (LOWSIP).That is, the tasks can
be sorted in the order of which they need to be finished. Task
𝑖 has to be done before task 𝑗 can be proceed if and only if
𝑖 < 𝑗. For any two consecutive tasks called task 𝑖 and task 𝑖+1,
if these two tasks are placed on different web services, then
the web service assigned to execute task 𝑖 needs to carry over
information to the web service that is to execute task 𝑖 + 1 via
SOAP protocol. In other words, if two consecutive tasks are
assigned to the sameweb service, then there is no information
passing between web services.

We provide an optimal algorithm, OPT, to integrate web
services using greedy strategy in the sense of minimizing the
hop count between web services in order to speed up the
response time.The OPT algorithm is shown in the flow chart

as in Figure 4 and works as follows. Recall that there are a set
of linear-ordered tasks to be executed and a set ofweb services
each of which is capable of performing certain tasks.

(1) Divide each web service WS
𝑖
into the minimum

number ofminiweb services ws
𝑖1
,ws
𝑖2
, . . . ,ws

𝑖𝑗
where

each miniweb service can serve a set of maximal
consecutive tasks. Eachminiweb service contains trio
information: its original web service, the starting task
ID, and the last task ID.

(2) Sort the miniweb services in the increasing order of
the first tasks they serve. If twominiweb services share
the same starting tasks, then remove the one with
the smaller last task ID. Keep the leftover miniweb
services in an ordered miniweb service (OMWS) list.

(3) Loop Steps 4 and 5 through all the tasks starting from
task one. Let the current task be task 𝑖.



8 International Journal of Distributed Sensor Networks

Divide each web service 
into miniweb services

Sort the miniweb services

Request tasks and 
web services

Remove the redundant 
miniweb services

Assign the task to
miniweb services Change the starting task ID

All tasks have been 
assigned? 

Result 

Mini ws (original WS,
starting ID, last ID)

No

Yes

Figure 4: Flowchart for the OPT algorithm.

(4) Task 𝑖 is assigned to the first miniweb service, 𝑤,
remaining in the OMWS list.

(5) Update the OMWS list to remove the redundant
miniweb services and the just assigned one. (a) For
allminiweb services remaining in the list, update their
start task ID to remove the tasks already covered by𝑤.
After this, if aminiweb service 𝑎 is covered by another
one 𝑏, remove 𝑎 from the OMWS list. (b) Remove 𝑤
from the list.

(6) The true web service assigned to each task can be
retrieved from the first part of the miniweb service
trio information.

An example is used to demonstrate the concepts and
relationships between the tasks and web services of OPT
algorithm. In Figure 5, the original task and web service
correlations are shown. It shows, for instance, thatweb service
𝑊
1
can serve tasks 𝑇

1
, 𝑇
3
, and 𝑇

4
.

Figure 6 shows the result of the web services’ breaking up
intominiweb services (Step 1). For example, web service𝑊

1
is

breaking up into miniweb services ws
11
and ws

12
, where ws

11

serves 𝑇
1
and ws

12
serves 𝑇

3
and 𝑇

4
.

Figure 7 (Step 2) exhibits the relationships after the
sorting of all miniweb services. The miniweb services are
lined up in the order ofws

11
, ws
21
, ws
12
, ws
41
, ws
22
, ws
31
, ws
51
,

ws
42
, ws
61
, and ws

52
. Miniweb service ws

21
is placed before

ws
12
since it has the starting task ID, 𝑇

2
, before that of ws

12
,

𝑇
3
.
Then, the task assignment and redundant mini task

removing start. From Step 4, task𝑇
1
is assigned to ws

11
which

is actually 𝑊
1
. There are no redundant miniweb services at

 

 

T1 T2 T3  T4 T5 T6  T7 T8 T9 T10

W1 W2 W3 W4 W5 W6

Figure 5: Tasks and web services relationship as an example.
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Figure 6: Task and miniweb services relationships.

this time (Step 5). The process continues. Task 𝑇
2
is in 𝑊

2
.

Task 𝑇
3
is in 𝑊

1
which makes 𝑇

4
in 𝑊
1
too. Now, ws

41
has

𝑇
5
, ws
22

has 𝑇
5
, and ws

31
has 𝑇
5
, 𝑇
6
, and 𝑇

7
. Thus, ws

41
and

ws
22
are eliminated since they are redundant. The result after

looping Steps 4 and 5 is in Figure 8. The dash lines in Figure
8 are the removed link and eliminated miniweb services due
to the duplication of the coverage of tasks (Step 5). The final
result can also be viewed from Figure 8 which reveals the
web service serving each task. Thus, to complete all tasks 𝑇

1

to 𝑇
10
, the web service sequence used for the tasks is WS

1
,

WS
2
, WS
1
, WS
1
, WS
3
, WS
3
, WS
3
, WS
6
, WS
6
, and WS

5
. The

number of web service hops for this example is five.The result
is an optimal solution which means any solution other than
this one would have at least five web service hops.

Theorem 3. Algorithm OPT is optimal.

Proof. The algorithm OPT can be proved to be optimal.
Assume that the solution generated from OPT algorithm,
𝑆opt, is not optimal for a tasks-web services scenario. Then,
there exists a real optimal solution, say 𝑆

𝑟
, which leads to

a minimum number of web service hops while 𝑆opt does
not. That is, this real optimal solution can divide the tasks
into fewer chunks than 𝑆opt can, where each chunk of tasks
is a set of consecutive tasks which are served by the same
web service. Let is compare the first chunks in both 𝑆opt
and 𝑆

𝑟
. Since OPT algorithm always picks up a web service

which supports the current task and supports the most other
remaining tasks, the size of the first chunk in 𝑆opt must be
larger than or equal to the size of that in 𝑆

𝑟
. So, we can replace
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Figure 7: Result of miniweb service sorting.
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Figure 8: Task and web service assignments.

Table 1: Web services and task relationship.

Web services supporting relationships
𝑊
1
(0, 1, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 0)
𝑊
2
(1, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 0, 1, 0, 0, 1, 1, 0, 0)
𝑊
3
(0, 0, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 1, 1, 0, 0, 1, 1, 1, 0)
𝑊
4
(1, 1, 1, 0, 1, 1, 1, 0, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 0)
𝑊
5
(0, 1, 1, 1, 0, 1, 0, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0)
𝑊
6
(1, 1, 0, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1)
𝑊
7
(1, 0, 0, 0, 1, 1, 1, 0, 1, 1, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0)
𝑊
8
(0, 0, 1, 0, 1, 1, 0, 1, 1, 1, 0, 0, 0, 1, 1, 1, 0, 0, 1, 1)
𝑊
9
(0, 1, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 0, 0, 0, 0, 0, 1)
𝑊
10
(1, 1, 0, 0, 1, 0, 0, 1, 1, 0, 0, 0, 1, 1, 1, 0, 0, 0, 1, 1)

the first web service in 𝑆
𝑟
with the first web service in 𝑆opt

without affecting the number of web service hops for 𝑆
𝑟
. This

process continues and we find out that 𝑆
𝑟
can be completely

converted into 𝑆opt without increasing the number of web
service changes, so there is noway for 𝑆

𝑟
to have a less number

of web service changes than 𝑆opt. Thus, we prove that OPT
produces an optimal solution to have the least number of web
service changes. This algorithm requires polynomial time to
complete the task assignment work.

5. Detailed Data Structure Illustration

Weuse another example to illustrate the details when the data
structures used between web services and tasks are a Boolean
matrix. In Table 1, there are 20 tasks and 10 web services,

Table 2: Tasks and mini web services relationship after sorting.

Start
task Mini web services

𝑇
1

ws2.1 (1, 2), ws4.1 (1, 3), ws6.1 (1, 2), ws7.1 (1, 1), ws10.1 (1, 2)
𝑇
2

ws1.1 (2, 3), ws5.1 (2, 4), ws9.1 (2, 4)
𝑇
3

ws3.1 (3, 5), ws8.1 (3, 3)
𝑇
4

ws6.2 (4, 6)
𝑇
5

ws4.2 (5, 7), ws7.2 (5, 7), ws8.2 (5, 6), ws10.2 (5, 5)
𝑇
6

ws1.2 (6, 6), ws2.2 (6, 7), ws5.2 (6, 6)
𝑇
7

ws3.2 (7, 8)

𝑇
8

ws1.3 (8, 10), ws5.3 (8, 10), ws6.3 (8, 13), ws8.3 (8, 10),
ws10.3 (8, 9)

𝑇
9

ws2.3 (9, 11), ws7.3 (9, 10)
𝑇
10

ws3.3 (10, 10), ws9.2 (10, 14)
𝑇
11

ws4.3 (11, 12)
𝑇
12

ws3.4 (12, 14), ws7.4 (12, 13)
𝑇
13

ws10.4 (13, 15)
𝑇
14

ws2.4 (14, 14), ws8.4 (14, 16)
𝑇
15

ws1.4 (15, 19), ws4.4 (15, 16), ws5.4 (15, 18), ws7.5 (15, 17)
𝑇
16

𝑇
17

ws2.5 (17, 18), ws3.5 (17, 19)
𝑇
18

ws6.4 (18, 20)
𝑇
19

ws4.5 (19, 19), ws7.6 (19, 19), ws8.5 (19, 20), ws10.5 (19, 20)
𝑇
20

ws9.3 (20, 20)

and the matrix exhibits the supporting relationships between
them. Each 𝑊

𝑖
represents a web service, and the Boolean

values following 𝑊
𝑖
are the supporting conditions between

this web service and all tasks. The value 1 means that 𝑊
𝑖

supports the corresponding task whereas value 0 otherwise.
As in the table, web service𝑊

1
supports tasks 𝑇

2
, 𝑇
3
, 𝑇
6
, 𝑇
8
,

𝑇
9
, 𝑇
10
, 𝑇
15
, 𝑇
16
, 𝑇
17
, 𝑇
18
, and 𝑇

19
.

The web services are divided up into miniweb services,
each of which supports maximum number of consecutive
tasks. The next step is to sort the miniweb services according
to their starting task, and the result is in Table 2. After that,
the miniweb service with the smaller last task ID is removed,
if two miniweb services share the same starting tasks. Also,
after each assignment, the OMWS list is updated.

The OPT algorithm then repeatedly selects the best
miniweb services and updates the OMWS list until all tasks
are satisfied. The final updated OMWS list is shown in Table
3. The web service assignment result is in Figure 5.

Starting from task 𝑇
1
, OPT algorithm picks up the

miniweb services in the OMWS list which supports 𝑇
1
and

also supports most other tasks, that is, ws
4.1
. Thus, tasks 𝑇

1
∼

𝑇
3
will be assigned to ws

4.1
.The next step is to update OMWS

list. After that, the algorithm works by starting from task 𝑇
4
,

and the miniweb service left which supports 𝑇
4
and is with

the most tasks, ws
6.2
, to support will be picked to execute 𝑇

4
,

and so on.
The number of web service hop counts is six, as shown in

Figure 9, and this is one optimal result derived by the OPT
algorithm.
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T1 T2 T3 T4 T5 T6 T7 T8 T9 T10 T11 T12 T13 T14 T15 T16 T17 T18 T19 T20
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Figure 9: Tasks and their web service assignments.

Table 3: Updated miniweb services.

Start task Miniweb
services Start task Mini-web

services
𝑇
1 ws4.1 (1, 3) 𝑇

11 ws4.3 (11, 12)
𝑇
2 ws5.1 (2, 4) 𝑇

12 ws3.4 (12, 14)
𝑇
3 ws3.1 (3, 5) 𝑇

13 ws10.4 (13, 15)
𝑇
4 ws6.2 (4, 6) 𝑇

14 ws8.4 (14, 16)
𝑇
5 ws4.2 (5, 7) 𝑇

15 ws1.4 (15, 19)
𝑇
6 ws2.2 (6, 7) 𝑇

16

𝑇
7 ws3.2 (7, 8) 𝑇

17 ws3.5 (17, 19)
𝑇
8 ws6.3 (8, 13) 𝑇

18 ws6.4 (18, 20)
𝑇
9 ws2.3 (9, 11) 𝑇

19 ws8.5 (19, 20)
𝑇
10 ws9.2 (10, 14) 𝑇

20 ws9.3 (20, 20)

6. Conclusion and Future Work

WSNs have attracted much attention and have been inte-
grated into bigger infrastructures such as Internet of Things.
Service-oriented middle layer architecture of WSN enables
the adaptability and flexibility of the whole systems. In this
work, we propose a problem to enhance theWSNweb service
integration to reduce the hop count of web service integration
with the reduction of traffic and response time in mind.
The problem is called MinimumHops of Service Integration.
Two special cases are investigated. The first one is for the
case when there are no precedence relationships between the
tasks and it is proven to be NP-complete. However, when
the task precedence relationships are linearly ordered, we
develop a polynomial-time greedy algorithm, OPT, to solve
this problem.

In the future, we will investigate the effectiveness of
different web services integration methods on other non-
functional factors in order to develop a more efficient and
comprehensive way of integrating web services.
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[44] D. A. Menascé, “QoS issues in web services,” IEEE Internet
Computing, vol. 6, no. 6, pp. 72–75, 2002.

[45] D. Ardagna and B. Pernici, “Adaptive service composition in
flexible processes,” IEEE Transactions on Software Engineering,
vol. 33, no. 6, pp. 369–384, 2007.

[46] L. Zeng, B. Benatallah, A.H.H.Ngu,M.Dumas, J. Kalagnanam,
and H. Chang, “QoS-aware middleware for Web services
composition,” IEEE Transactions on Software Engineering, vol.
30, no. 5, pp. 311–327, 2004.

[47] F. Lopes, T. Batista, E. Cavalcante et al., “Dynamic and semantic
web services composition for ubiquitous computing,” in Pro-
ceedings of the 18th Brazilian symposium on Multimedia and the
web, pp. 151–160, 2012.

[48] M. R. Garey and D. S. Johnson, Computers and Intractability:
A Guide to the Theory of NP-Completeness, W. H. Freeman and
Co., San Francisco, Calif, USA, 1979.

[49] H.Agrawal, “Dominators. super blocks, and programcoverage,”
in Proceedings of the 21st Annual ACM Symposium on Principles
of Programming Languages, pp. 25–34, January 1994.

[50] H. Agrawal, “Efficient coverage testing using global dominator
graphs,” in Proceedings of the ACM SIGPLAN-SIGSOFT Work-
shop on ProgramAnalysis for Software Tools and Engineering, pp.
11–20, Toulouse, France, 1999, SIGSOFT Software Engineering
Notes, vol. 24, no. 5, pp.11–20, September 1999.

[51] V. Chvatal, “A greedy heuristic for the set-covering problem,”
Mathematics of Operations Research, vol. 4, no. 3, pp. 233–235,
1979.



12 International Journal of Distributed Sensor Networks

[52] T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein,
Introduction to Algorithms, MIT Press, 2nd, edition, 2001.

[53] M. J. Harrold, R. Gupta, and M. L. Soffa, “Methodology for
controlling the size of a test suite,” ACM Transactions on
Software Engineering and Methodology, vol. 2, no. 3, pp. 270–
285, 1993.
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The NCS (networked control system) is different from the conventional control systems which is the integration of the automation
and control over communication network.When anNCS operates over the communication network, one of themajor challenges is
the network-induced delay in data transfer among the controllers, actuators, and sensors. This delay degrades system performance
and causes system unstablility. This paper proposes a GPC (generalized predictive control) with the Kalman state estimator to
compensate for the network-induced delay and packet loss. The GPC is implemented in WiNCS (Wireless NCS) based on IEEE
802.11 standard. An analytical NCS model and NS2 (network simulator version 2) are developed to simulate and evaluate the
performance under the effect of various delays and packet loss rates. The result shows that the proposed GPC is adaptive and
robust to the uncertainties in a time-delay system.TheWiNCS is evaluated with latency and throughput measurements in various
environments. The experiment setup conforming to the IEEE 802.11 standard achieves an average latency of 1.3ms and a data
throughput of 3.000 kB/s up to a distance of 70m. The results demonstrate the feasibility of real-time closed-loop control with the
proposed concept.

1. Introduction

In recent years, there has been an increasing interest in imp-
lementing networked transmission protocols (e.g., wire/
wireless local area networks) in automation and control
system. Cost effectiveness and flexibility are achieved using
communication protocol in the feedback control.

The NCS closes the feedback control loops through
a real-time network. The control signals to the actuators
and the feedback signals from sensors are in the form of
information packages [1, 2]. Interconnecting the sensors,
actuators, and controllers via networks can eliminate wiring,
reduce installation costs, and enable remote monitoring
and tuning. Additional components and modules can be
added without additional circuitry to the existing layout.
The controllers effectively share the data via the information
technology allowing easy data fusion and integration to the
controller for an intelligent decision or optimal operation in
a large and complex process [3, 4]. The potential applications

of NCS include industrial automation, military, hazardous
environment exploration, or robots application.

Three methods on scheduling packets were proposed to
improve NCS performance and stability as static scheduler,
try-once-discard (TOD) scheduler with continuous priority
level, and TOD with discrete priority level [5, 6].

A networked DC motor control system was proposed
using controller gain adaptation to compensate the changes
in QoS (quality-of-service) requirements over time-varying
network [7].

Stabilization of NCS was investigated in the discrete-time
domain with random delays [8]. Two Markov chains were
applied to model the delay on controller-to-actuator delay
and sensor-to-controller.

Model-based NCS was proposed using an explicit model
of the plant to produce an estimate of the plant state during
transmission delay. The stability was evaluated for the con-
troller/actuator which was updated with sensor information
at nonconstant time intervals [9].
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An NCS model including network-induced delay and
packet loss in transmission network was proposed. The
feedback gain of a memory-less controller and the maximum
allowable value of the network-induced delay were derived by
solving a set of linear matrix inequalities [10]. Two predictors
estimating the plant outputs in open-loop and closed-loop
were proposed [11].

An error predictive model was built using a back prop-
agation neural network to reduce the error on estimation of
output. Three control methods were compared as PID, GPC,
and GPC with error correction. GPC with error correction
was validated to have the best performance [12].

A novel GPC strategy was proposed controllingNCSwith
respect to the NSC structure characteristics. The timestamp
mechanism of data communication network was applied.
Accurate measurement to the system output and timely
modification to the predictive value were required under the
random network-induced delay [13].

A client-server control architecture was implemented on
the dual-axis hydraulic position system of an industrial fish-
processing machine. The GPC algorithm was adopted to
compensate for data-transmission delays. It incorporates a
minimum-effort estimator to estimate missing or delayed
sensor data and a variable-horizon adaptive GPC controller
to predict the required future control efforts to drive the plant
to track a desired reference trajectory [14].

Time-varying delays for the transmission of sensor and
control signal over the wireless network were evaluated
using a randomizedmultihop routing protocol.The proposed
predictive control scheme with a delay estimator was based
on a Kalman filter [15].

This paper presents a model of the NCS with network-
induced delay and packets loss for a general SISONCSmodel.
The stochastic time delays reduce the system performance
(e.g., stability, controllability, and observability). This paper
applies GPC to predict the network-induced delay and
simulate it through the wireless network environment setup
by NS2 in Linux. The PiccSIM is used as the platform in the
client/server architecture for the WiNCS. The MPC concept
was adopted and the GPC control algorithmwith the Kalman
state estimator is implemented inWiNCS to reduce the effect
on network-induced delay and packets loss.

The contributions in the paper are summarized as follows.

(i) Themain factors affecting the performance of NCS in
communication networks have been identified.

(ii) TheNCS with network-induced delay and packet loss
is modeled.

(iii) TheGPCalgorithm is implemented inWiNCS to cope
with the time-varying delay issue.

(iv) The simulated platform is constructed which con-
nects NS2 and Matlab\Simulink for implementation
of GPC in WiNCS.

2. Method

The GPC is proposed to compensate the network-induced
delay in WiNCS. The algorithm, closed-loop structure, and

CARIMA model structure are developed. The GPC in state
space with state estimator is derived for WiNCS simulation.
The state space is adopted to reduce the algebraic complexity
in the GPC control law.

2.1. Formulation of GPC. The SISO (single-input single-
output) system is givenwhich considers the operation around
a specific set point after linearization. A predictive model
known as CARIMA (controlled autoregressive integrated
moving average) for GPC is

𝐴(𝑧
−1
) 𝑦 (𝑘) = 𝐵 (𝑧
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with
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−1
, (2)

where 𝑦(𝑘) is output signal, 𝑢(𝑘) is input signal, 𝑒(𝑘) is zero
mean white noise, and 𝐴, 𝐵, and 𝐶 are
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(3)

where 𝐶(𝑧−1) is selected to be 1 for the simplicity. The cost
function including the influence of 𝑢(𝑘) on future system is
to enhance the system robustness. GPC algorithm applies a
control sequence to minimize a multistage cost function as

J =
𝑛2

∑

𝑗=𝑛1
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(4)

where 𝑦(𝑘 + 𝑗) is optimum 𝑗-step ahead prediction of system
output, 𝑛

1
and 𝑛

2
are the minimum and maximum of the

prediction horizons 𝐻
𝑝
and the order of 𝑛

2
must be larger

than 𝐵(𝑧−1), 𝐻
𝑐
is control horizon (𝐻

𝑐
≤ 𝐻
𝑝
), 𝛿(𝑗) and 𝜆(𝑗)

are weighting sequences, 𝛿(𝑗) is selected to be 1, and 𝜆(𝑗) is a
constant. 𝑤(𝑘 + 𝑗) is the future reference trajectory as
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where 𝑦(𝑘) and 𝑦
𝑟
are the set point and the future output

of the system, respectively. 𝛼 is a parameter between 0 and
1 that affects the response of the system (closer to 1, smoother
response curve).

The optimal prediction of the output 𝑦(𝑘 + 𝑗) is driven
close to 𝑤(𝑘 + 𝑗) to optimize the cost function. Diophantine
equation for predicting the precede 𝑗-step output is given by
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𝑗
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Equation (1) is multiplied by Δ𝐸
𝑗
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)𝑧
𝑗 to obtain the

predictive equation of 𝑗-step after time 𝑘 as
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The above equations are marshaled as

Ŷ=GΔU + 𝐹 (𝑧
−1
) 𝑦 (𝑘) + 𝐻 (𝑧

−1
) Δ𝑢 (𝑘 − 1) , (13)

where

Ŷ=
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1
𝑧
−1
− ⋅ ⋅ ⋅ 𝑔

𝑁−1
𝑧
−(𝑁−1)

) 𝑧
𝑁

]

]

]

]

]

]

.

(14)

In (13), it includes known and unknown sequences at time
𝑘.The known sequence which is the last two terms is grouped
into f as

Ŷ = GΔU + f , (15)

where

f = 𝐹 (𝑧−1) 𝑦 (𝑘) + 𝐻 (𝑧
−1
) Δ𝑢 (𝑘 − 1) . (16)

Equation (4) is written in consideration (15) as

J = (GΔU + f −W)
𝑇
(GΔU + f −W) + 𝜆ΔU𝑇ΔU, (17)

where

W =

[

[

[

[

[

𝑤 (𝑘 + 1)

𝑤 (𝑘 + 2)

...
𝑤 (𝑘 + 𝑁)

]

]

]

]

]

. (18)

The minimum of J, assuming there are no constraints
on the control signal, is found by taking gradient of J. Let
𝜕J/𝜕ΔU = 0 which leads to

ΔU = (G𝑇G + 𝜆I)
−1

G𝑇 (W − f) . (19)

In (19), the actually control signal that is sent to the system
is the first element of ΔU as

𝑢 (𝑘) = 𝑢 (𝑘 − 1) + 𝐾 (W − f) , (20)

where 𝐾 = [𝑘1
𝑘
2
⋅ ⋅ ⋅ 𝑘
𝑁] is the first row of the matrix

(G𝑇G + 𝜆I)−1G𝑇.
The optimization in GPC is different from the general

optimal algorithm; the optimized target is moving by time
(i.e., local optimization in every sampling time). The first
element of ΔU is applied and the optimal procedure is
repeated at the next sampling time [16, 17].
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2.2. GPC Control Strategy. The following equations are
rewritten to illustrate the GPC control block diagram.

(a) The reference trajectory in (5) is

W = 𝑄𝑦 (𝑘) + 𝑃𝑦
𝑟
, (21)

where 𝑄 = [𝛼 𝛼
2
⋅ ⋅ ⋅ 𝛼
𝑛
]

𝑇 and 𝑃 =

[1 − 𝛼 1 − 𝛼
2
⋅ ⋅ ⋅ 1 − 𝛼

𝑛
]

𝑇.
(b) The predictive model (CARIMA) in (1) is

Δ𝐴(𝑧
−1
) 𝑦 (𝑘) = 𝑧

−1
𝐵 (𝑧
−1
) Δ𝑢 (𝑘) + 𝐶 (𝑧

−1
) 𝑒 (𝑘) . (22)

From (7) and (22), the CARIMA model is driven as

𝑦 (𝑘) =

𝑧
−1
𝐵

𝐴

𝑢 (𝑘) +

𝐶

𝐴 ⋅ Δ

𝑒 (𝑘) , (23)

where the polynomial 𝐶 is selected to be 1.
(c) The predictive output in (16) is

f = 𝐹 (𝑧−1) 𝑦 (𝑘) + 𝐻(𝑧
−1
) Δ𝑢 (𝑘) , (24)

where

H (𝑧−1)

=

[

[

[

[

[

[

(𝐺
1
(𝑧
−1
) − 𝑔
0
)

(𝐺
2
(𝑧
−1
) − 𝑔
0
− 𝑔
1
𝑧
−1
) 𝑧

...
(𝐺
𝑁
(𝑧
−1
) − 𝑔
0
− 𝑔
1
𝑧
−1
− ⋅ ⋅ ⋅ 𝑔

𝑁−1
𝑧
−(𝑁−1)

) 𝑧
𝑁−1

]

]

]

]

]

]

.

(25)

(d) The control-increment vector is

Δ𝑢 (𝑘) = 𝐾 (W − f) . (26)

Figure 1 shows that the GPC control-loop structure
consists of smoothing, tuning, and prediction processes.
The thick line indicates the vector signal and the thin line
indicates the scalar signal. At each moment, the desired
output vector 𝑊 is obtained after smoothing the set point
𝑦
𝑟
. Compared with the predictive output and desired output,

the declination vector is obtained. The control signal Δ𝑢 at
this moment is the product of declination vector and vector
𝐾. The control signal Δ𝑢 also generates the new predictive
output f with the vector H and the system output.

2.3. GPC in State-Space Formulation. Consider a state-space
description [18, 19] of the system plant which was given as
follows. The dimension of the state vector is 𝑛 = max (𝑛

𝑎
+

1, 𝑛
𝑏
+ 1, 𝑛
𝑐
) :

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘) + Π𝜔 (𝑘)

𝑦 (𝑘) = 𝐶𝑥 (𝑘) + ] (𝑘) ,
(27)

where

𝐴 =

[

[

[

[

[

[

[

[

[

[

−𝑎
1

1 0 ⋅ ⋅ ⋅ 0

−𝑎
2

0 1 ⋅ ⋅ ⋅ 0

...
...

...
...

...
−𝑎
𝑛

0 0 ⋅ ⋅ ⋅ 0

...
...

...
...

...
−𝑎
𝑛𝑎+1

0 0 ⋅ ⋅ ⋅ 0

]

]

]

]

]

]

]

]

]

]

; 𝐵 =

[

[

[

[

[

[

[

[

[

[

0

0

...
𝑏
0

...
𝑏
𝑛𝑏−1

]

]

]

]

]

]

]

]

]

]

;

Π =

[

[

[

[

[

[

[

[

[

[

𝑐
1
−𝑎
1

𝑐
2
−𝑎
2

...
𝑐
𝑛
−𝑎
𝑛

...
𝑐
𝑛𝑐
−𝑎
𝑛𝑐

]

]

]

]

]

]

]

]

]

]

, 𝐶 = [1 0 ⋅ ⋅ ⋅ 0 ⋅ ⋅ ⋅ 0 ⋅ ⋅ ⋅] ,

(28)

where 𝑎
𝑖
are the coefficient of polynomial 𝐴. The random

variables 𝜔 and ] represent disturbance input and mea-
surement (sensor) noise, and they are assumed to be white
Gaussian zero mean with normal probability distributions.

The noise and disturbance in (22) are neglected; the
predictive model is rewritten as

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘)

𝑦 (𝑘) = 𝐶𝑥 (𝑘) .

(29)

From (27), the 𝑧-domain transfer function𝑅(𝑧) is derived
as

𝑅 (𝑧) = 𝐶(𝑧I − 𝐴)−1𝐵

=

𝐶(I − (𝐴/𝑧))−1𝐵
𝑧

=

𝐶

𝑧

(I + 𝐴
𝑧

+

𝐴
2

𝑧
2
+

𝐴
3

𝑧
3
+ ⋅ ⋅ ⋅ ) 𝐵

=

𝐶𝐵

𝑧

+

𝐶𝐴𝐵

𝑧
2
+

𝐶𝐴
2
𝐵

𝑧
3

+

𝐶𝐴
3
𝐵

𝑧
4

+ ⋅ ⋅ ⋅ .

(30)

From (30), the current output is obtained as

𝑦 (𝑘) = 𝐶𝐵Δ𝑢 (𝑘 − 1) + 𝐶𝐴𝐵Δ𝑢 (𝑘 − 2)

+ 𝐶𝐴
2
𝐵Δ𝑢 (𝑘 − 3) + ⋅ ⋅ ⋅ .

(31)

Since the predictive horizon𝐻
𝑝
= 𝑁, the future output is

obtained as
𝑦 (𝑘 + 1) = 𝐶𝐵Δ𝑢 (𝑘) + 𝐶𝐴𝐵Δ𝑢 (𝑘 − 1)

+ 𝐶𝐴
2
𝐵Δ𝑢 (𝑘 − 2) + ⋅ ⋅ ⋅

𝑦 (𝑘 + 2) = 𝐶𝐵Δ𝑢 (𝑘 + 1) + 𝐶𝐴𝐵Δ𝑢 (𝑘)

+ 𝐶𝐴
2
𝐵Δ𝑢 (𝑘 − 1) + ⋅ ⋅ ⋅

...

𝑦 (𝑘 + 𝑁) = 𝐶𝐵Δ𝑢 (𝑘 + 𝑁 − 1) + 𝐶𝐴𝐵Δ𝑢 (𝑘 + 𝑁 − 2)

+ 𝐶𝐴
2
𝐵Δ𝑢 (𝑘 + 𝑁 − 3) + ⋅ ⋅ ⋅ .

(32)
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Smoothing Tuning Prediction CARIMA
e(k)

yr

P

1 − 𝛼

1 − 𝛼
2

...
1 − 𝛼

n

+

+

+

+

+

−

K

[k1 k2 · · · kn]
Δu(k) 1

1 − z−1
u(k) z

−1
B

A

+ + y(k)

C

A · Δ

Q

𝛼

𝛼
2

...
𝛼
n

G1(z
−1
) − g0

(G2(z
−1
) − g0 − g1z

−1
)z

...
(GN(z

−1
) − g0 − g1z

−1
· · · g

N−1
z
−(N−1)

)z
N−1 F(z

−1
)

F2(z
−1
)

F1(z
−1
)

...
FN(z

−1
)

H(z
−1
)

W

f

Figure 1: GPC control-loop structure.

From the previous equations, the prediction state of the
system is also obtained as

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵Δ𝑢 (𝑘)

𝑥 (𝑘 + 2) = 𝐴𝑥 (𝑘 + 1) + 𝐵Δ𝑢 (𝑘 + 1)

= 𝐴
2
𝑥 (𝑘) + 𝐴𝐵Δ𝑢 (𝑘) + 𝐵Δ𝑢 (𝑘 + 1)

𝑥 (𝑘 + 3) = 𝐴
3
𝑥 (𝑘) + 𝐴

2
𝐵Δ𝑢 (𝑘)

+ 𝐴𝐵Δ𝑢 (𝑘 + 1) + 𝐵Δ𝑢 (𝑘 + 2)

...

𝑥 (𝑘 + 𝑗) = 𝐴
𝑗
𝑥 (𝑘) +

𝑗−1

∑

𝑖=1

𝐴
𝑗−𝑖−1

𝐵Δ𝑢 (𝑘 + 𝑖) .

(33)

A general term of 𝑦(𝑘 + 𝑗) with (𝑗 = 1, 2, 3, . . . , 𝑁) is
obtained as

𝑦 (𝑘 + 𝑗) =

∞

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

=

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

+

∞

∑

𝑖=𝑗+1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

=

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

+

∞

∑

𝑚=0

𝐶𝐴
𝑚+𝑗

𝐵Δ𝑢 (𝑘 − 𝑚 − 1)

=

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

+

∞

∑

𝑚=0

𝐶𝐴
𝑚+𝑗

[𝑥 (𝑘 − 𝑚) − 𝐴𝑥 (𝑘 − 𝑚 − 1)]

=

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖)

+

∞

∑

𝑚=0

𝐶𝐴
𝑗
[𝐴
𝑚
𝑥 (𝑘 − 𝑚) − 𝐴

𝑚+1
𝑥 (𝑘 − 𝑚 − 1)]

=

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖) + 𝐶𝐴

𝑗
𝑥 (𝑘) .

(34)

Therefore, the predictive output is denoted as

̂Y = GΔU + f , (35)

where

Ŷ=
[

[

[

[

[

[

[

𝑦 (𝑘 + 1)

𝑦 (𝑘 + 2)

𝑦 (𝑘 + 3)

...
𝑦 (𝑘 + 𝑁)

]

]

]

]

]

]

]

;

ΔU =

[

[

[

[

[

𝑢 (𝑘)

𝑢 (𝑘 + 1)

...
𝑢 (𝑘 + 𝑁 − 1)

]

]

]

]

]

; f =
[

[

[

[

[

𝐶𝐴

𝐶𝐴
2

...
𝐶𝐴
𝑁

]

]

]

]

]

𝑥 (𝑘)

G=
[

[

[

[

[

𝐶𝐵 0 0 ⋅ ⋅ ⋅ 0

𝐶𝐴𝐵 𝐶𝐵 0 ⋅ ⋅ ⋅ 0

...
...

...
...

...
𝐶𝐴
𝑁−1

𝐵 𝐶𝐴
𝑁−2

𝐵 𝐶𝐴
𝑁−3

𝐵 ⋅ ⋅ ⋅ 𝐶𝐴
𝑁−𝑁𝑢

𝐵

]

]

]

]

]

.

(36)
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The cost function is fundamental for the determination of
control action [20] and it is rewritten as

Jadp =
𝑁

∑

𝑗=1






[𝑦 (𝑘 + 𝑗) − 𝑤 (𝑘 + 𝑗)]𝑄

𝑦







2

+

𝐻𝑐

∑

𝑗=1





[Δ𝑢 (𝑘 + 𝑗 − 1)]𝑄

𝑢






2

,

(37)

where 𝑄
𝑦
and 𝑄

𝑢
are the penalization matrixes. The cost

function in (37) is further rewritten as

Jadp= [(Ŷ − w)
𝑇

ΔU𝑇] [
𝑄
𝑦

0

0 𝑄
𝑢

]

𝑇

[

𝑄
𝑦

0

0 𝑄
𝑢

] [

̂Y − w
ΔU ] .

(38)

The cost function Jadp based on square-rootminimization
is separated into two square roots as

Jadp = Jm ⋅ Jm, (39)

where

Jm=[
𝑄
𝑦

0

0 𝑄
𝑢

] [
Ŷ − w
ΔU ] . (40)

After obtaining the predictive outputs ̂Y, the cost function
Jm in (40) is derived as

Jm=[
𝑄
𝑦

0

0 𝑄
𝑢

] [

GΔU + f − w
ΔU ]

= [

(GΔU + f − w) 𝑄
𝑦

ΔU𝑄
𝑢

]

= [

𝑄
𝑦
G

𝑄
𝑢

]ΔU − [

𝑄
𝑦
(w−f)
0

] .

(41)

To minimize the cost function in (41), the solution of the
algebraic equation (the control action) is derived as

[

𝑄
𝑦
G

𝑄
𝑢

]ΔU − [

𝑄
𝑦
(w−f)
0

] = 0. (42)

Equation (42) is further presented as follows:

𝐴ΔU= 𝑏, (43)

where

𝐴 = [

𝑄
𝑦
G

𝑄
𝑢

] , 𝑏 = [

𝑄
𝑦
(w−f)
0

] . (44)

For solving (42), the QR decomposition [21] method
based on the Householder algorithm [22, 23] is used to
decompose matrix 𝐴 as

𝐴 = 𝑄𝑅, (45)

where 𝑅 is an upper triangular matrix and𝑄 is an orthogonal
matrix as

𝑅 = 𝐻
𝑁
𝐻
𝑁−1

⋅ ⋅ ⋅ 𝐻
1
𝐴,

𝑄 = 𝐻
1
𝐻
2
⋅ ⋅ ⋅ 𝐻
𝑁−1

𝑄
𝑇
𝑄 = [𝐻

1
𝐻
2
⋅ ⋅ ⋅ 𝐻
𝑁−1

]
T
[𝐻
1
𝐻
2
⋅ ⋅ ⋅ 𝐻
𝑁−1

] = I,

(46)

where𝐻
𝑖
(i = 1, 2, . . . , 𝑁) is a Householder matrix.

Considering (45), the solution of least squares in (43) is

𝐴

𝑇

(𝑏 − 𝐴ΔU) = 0 ⇒ 𝑅
𝑇
𝑄
𝑇
(𝑏 − 𝐴ΔU) = 0 (47)

as 𝑄𝑇𝐴 = 𝑄𝑇𝑄𝑅 = 𝑅.
The preceding Equation (47) is rewritten as

𝑅
𝑇
𝑄
𝑇
(𝑏 − 𝐴ΔU) = 0

⇒ 𝑅
𝑇
(𝑄
𝑇
𝑏 − 𝑄
𝑇
𝐴ΔU) = 0

⇒ 𝑅
𝑇
(𝑄
𝑇
𝑏 − 𝑅ΔU) = 0.

(48)

Thus, the control signal is obtained as

𝑄
𝑇
𝑏 = 𝑅ΔU ⇒ ΔU=𝑅−1𝑄𝑇𝑏

⇒ ΔU=𝑅−1𝑄𝑇 [𝑄𝑦 (w−f)
0

] .

(49)

Obtained vector ΔU represents the control signal for the
whole predictive horizonN, and the actual control signal sent
to plant is the first element in (49).

2.4. State Estimator. Consider the system in state spacewhich
is presented in (27) as follows:

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘) + Π𝜔 (𝑘)

𝑦 (𝑘) = 𝐶𝑥 (𝑘) + ] (𝑘) ,
(50)

where 𝜔 and ] are sequences of white Gaussian noise with
zero mean with known covariance as

𝐸 {𝜔 (𝑘)} = 𝐸 {] (𝑘)} = 0. (51)

The joint covariance matrix is

𝐸{[

𝜔 (𝑘)

] (𝑘)] [𝜔
T
(𝑘) ]T (𝑘)]} = [

𝑄
0
0

0 𝑅
0

] . (52)

The initial state 𝑥
0
of a Gaussian random vector with

mean presents 𝑖 as

𝐸 {𝑥
0
} = 𝑥
0
. (53)

The covariance matrix is given by

𝐸 {(𝑥
0
−𝑥
0
) (𝑥
0
−𝑥
0
)
T
} = Σ
0
. (54)
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The conditional probability density functions (pdf) represent
the Gaussian pdf as

P (𝑥 (𝑘)) ∼N (𝑥 (𝑘) , 𝑃 (𝑘)) , (55)

where the state estimate 𝑥(𝑘) and the covariance matrix 𝑃(𝑘)
are presented as

𝑥 (𝑘) = 𝐸 {𝑥 (𝑘)}

𝑃 (𝑘) = 𝐸 {(𝑥 (𝑘) − 𝑥 (𝑘)) (𝑥 (𝑘) − 𝑥 (𝑘))
𝑇
} .

(56)

Considering (55), the filtering cycle states at the instant
𝑘 + 1 are presented as

P (𝑥 (𝑘 + 1)) ∼N (𝑥 (𝑘 + 1) , 𝑃 (𝑘 + 1)) , (57)

where

𝑥 (𝑘 + 1) = 𝐸 {𝑥 (𝑘 + 1)}

𝑃 (𝑘 + 1) = 𝐸 { (𝑥 (𝑘 + 1) − 𝑥 (𝑘 + 1))

× (𝑥 (𝑘 + 1) − 𝑥 (𝑘 + 1))
𝑇
} .

(58)

The Gaussian pdf is characterized by the mean and
covariance matrix. Considering (27) by applying the mean
value operator which is presented as

𝐸 {𝑥 (𝑘 + 1)} = 𝐴 ⋅ 𝐸 {𝑥 (𝑘)} + 𝐵 ⋅ 𝐸 {𝑢 (𝑘)} + Π ⋅ 𝐸 {𝜔 (𝑘)} .

(59)

From (55) and (57), the 𝜔 with zero mean is obtained as

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘) . (60)

The prediction error is defined as

𝑥 (𝑘 + 1) = 𝑥 (𝑘 + 1) − 𝑥 (𝑘 + 1) , (61)

which is replaced in expression of 𝑥(𝑘 + 1) and 𝑥(𝑘 + 1).
Equation (61) is rewritten as

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘) + Π𝜔 (𝑘)

− 𝐴𝑥 (𝑘) − 𝐵𝑢 (𝑘) = 𝐴𝑥 (𝑘) + Π𝜔 (𝑘) ,

(62)

where the filtering error is 𝑥(𝑘) = 𝑥(𝑘) − 𝑥(𝑘).
Equation (59) is rewritten as follows:

𝐸 {(𝑥 (𝑘 + 1)) (𝑥 (𝑘 + 1))
𝑇
} = 𝐴𝐸 {𝑥 (𝑘)} 𝐴

𝑇
+ Π𝑄

0
Π
𝑇
.

(63)

From (63), the notations in (56) and (58) result in

𝑃 (𝑘 + 1) = 𝐴𝑃 (𝑘)𝐴
𝑇
+ Π𝑄

0
Π
𝑇
. (64)

The predictive estimated states of the system and the
associated covariance matrix in (60) and (64) correspond to
the optimal system state at the time instant 𝑘+1beforemaking
observation at time instant 𝑘. The predicted measurement
with a Gaussian pdf is given by

𝑦 (𝑘 + 1) = 𝐸 {𝑦 (𝑘 + 1)} = 𝐶𝑥 (𝑘 + 1) . (65)

The measurement prediction error 𝑦(𝑘 + 1) = 𝑦(𝑘 + 1) −
𝑦(𝑘 + 1) is rewritten by replacing the 𝑦 and 𝑦 as

𝑦 (𝑘 + 1) = 𝐶𝑥 (𝑘 + 1) + ] (𝑘) . (66)

Considering (66), the covariance matrix is obtained as

𝑃
𝑦
(𝑘 + 1) = 𝐶𝑃 (𝑘 + 1) 𝐶

𝑇
+ 𝑅
0
. (67)

Multiply 𝑥(𝑘 + 1) on both sides of transpose in (66) as

𝑥 (𝑘 + 1) 𝑦
𝑇
(𝑘 + 1) = 𝑥 (𝑘 + 1) 𝐶

𝑇
𝑥
𝑇
(𝑘 + 1)

+ 𝑥 (𝑘 + 1) ]𝑇 (𝑘) .
(68)

Consider 𝐸{𝑥(𝑘+1)𝑦𝑇(𝑘+ 1)} = 𝑃(𝑘+1)𝐶𝑇 and evaluate
the estimate state 𝑥 at time instant 𝑘 + 1 as
𝑥 (𝑘 + 1) = 𝐸 {𝑥 (𝑘 + 1)}

+ 𝐸 {𝑥 (𝑘 + 1) , 𝑦
𝑇
(𝑘 + 1) 𝑃

𝑦

−1
(𝑘 + 1) 𝑦 (𝑘 + 1)} .

(69)

The optimal estimator to compute the state is based on a
Kalman filter. The 𝑗-step ahead system output presented in
(34) is

𝑦 (𝑘 + 𝑗) = 𝐶𝐴
𝑗
𝑥 (𝑘) +

𝑗

∑

𝑖=1

𝐶𝐴
𝑖−1
𝐵Δ𝑢 (𝑘 + 𝑗 − 𝑖) . (70)

In (69), the estimation of the state vector 𝑥 is obtained by
the Kalman filter as

𝑥 (𝑘) = 𝐴𝑥 (𝑘 − 1) + 𝐵Δ𝑢 (𝑘 − 1) + 𝐾
𝑔
(𝑘)

× {𝑦 (𝑘) − 𝐶 [𝐴𝑥 (𝑘 − 1) + 𝐵Δ𝑢 (𝑘 − 1)]} ,

(71)

where 𝐾
𝑔
is Kalman filter gain matrix represented in (72) to

adapt the estimation of model states to measure the outputs
from controlled system. Consider

𝐾
𝑔
(𝑘) = 𝑃 (𝑘 − 1) 𝐶

𝑇
[𝐶𝑃 (𝑘 − 1) 𝐶

𝑇
+ 𝑅]

−1

, (72)

where the updated error covariance is 𝑃(𝑘) = [𝐼 −

𝐾
𝑔
(𝑘)𝐶]𝑃(𝑘 − 1).
Figure 2 shows the block diagram of the state estimator

using Kalman filter to provide the estimate state for GPC.The
Kalman filter is linear, discrete time, and finite dimension.
The filter gain is independent of the system outputs.The error
covariance and the filter gain are calculated before the filter is
executed.

3. Result

3.1. GPC Implementation inWiNCS. Figure 3 shows the setup
for the proposed GPC controller with Kalman state estimator
implemented; control and sensor signals are encapsulated
into packets to transmit in a wireless network environment
emulated by NS2 (see the Appendix) under the WiNCS
client/server architecture (IEEE 802.11b protocol) provided
by PiccSIM (see the Appendix).

The simulation architecture is illustrated in Figure 4. The
control system is in the server.The sensor, actuator, and plant
are in the client under an emulated IEEE 802.11b wireless
network.
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Figure 2: State estimator with Kalman filter.

3.1.1. Controller Node. The controller node in server module
includes GPC controller, Kalman state estimator, sender, and
receiver as shown in Figure 5. The square wave (period: 15
seconds, peaks: 1, and duration: from 0 to 100 seconds) is
applied as the controller input.

3.1.2. Actuator/Sensor Node. The actuator/sensor node in the
client module includes actuator, plant, sensor, sender, and
receiver as shown in Figure 6. A white noise is applied as the
disturbance to sensor measurement. The discrete state-space
plant model is given by

𝑥 (𝑘 + 1) = [

−0.0304 −0.0998

0.1058 0.3476
] 𝑥 (𝑘) + [

0.2116

1.3834
] 𝑢 (𝑘)

𝑦 (𝑘) = [0 15.858] 𝑥 (𝑘) .

(73)

3.2. Latency andThroughput onActualWireless Network Envi-
ronment. Theperformance of the networked data acquisition
system for an actual small UAV (CoaX helicopter) is evalu-
ated with the topology in Figure 7. The UAV sends images
to a ground-based computer where the data is processed,
and control packages are sent back to the UAV. Latency and
throughput of the system are determined with the hrPing
utility and the Interprocess Communication (IPC) library
(see the Appendix).

Experiments were performed in two different indoor
environments.The first is a room with a square ground plane
and the second is a long corridor as shown in Figures 8
and 9. The line of sight connection of the transmission is
uninterrupted by massive structures like concrete walls at all
times.

The latency and throughput are tested for several dis-
tances between the CoaX helicopter and the stationary
wireless router under two standards (IEEE 802.11 g and IEEE
802.11n). IEEE 802.11n provides longer range and higher
throughput. The throughput of the wireless connection is
determined for data packet sizes between 1 kB and 256 kB.
The transfer rate for smaller packets is lower because the
overhead of the transmission is dominant.

3.2.1. Laboratory Environment. The average latency of the
IEEE 802.11 g connection (Figure 10) is constantly very low,
and also the maximum values are stable over the whole
distance range. Figure 11 shows the measurements for the
connection conforming IEEE 802.11n. The mean latency is
slightly higher, but the maximum latency does not signifi-
cantly exceed the results of the previous measurements.

The throughput of the connection with the CoaX heli-
copter (IEEE 802.11 g), shown in Figure 12, is practically
independent of the distance in this environment. In the
measurements with the IEEE 802.11n connection (Figure 13),
the throughput decreases with longer distance for bigger data
packets.

3.2.2. Corridor Environment. The measurements are taken
in the long corridor at distances from 10 to 70 meters. The
latency of the connection with the CoaX helicopter (IEEE
802.11 g) is illustrated in Figure 14. The results show that the
average latency is very low at around 1.2ms, which is close
to the minimum value. The worst case of the latency in the
measurements is 20ms. The measurements of a connection
with the recently introduced standard IEEE 802.11n are
shown in Figure 15.The average latency for distances from 30
meters and higher is low at around 1.2ms. In close distance,
however, the mean latency rises to 6.5ms and the maximum
value of 100ms is comparatively high.

The results for the throughput of the connection with
IEEE 802.11 g are depicted in Figure 16. The throughput
decreases with rising distance up to 60 meters; however, the
measurement for 70 meters gave a higher value. As expected,
the connection with IEEE 802.11n achieved significantly
higher transfer rates. The data in Figure 17 shows that the
throughput decreases as the distance is increased.

3.3. System Response with Random Delay and Packets Loss.
This experiment is to evaluate the capability of the proposed
GPCwithKalman state estimator approach for compensating
the random time delay in NCS. The random delay model
is adopted to validate the GPC capability of compensating
the delays. The system response is shown in Figure 18 with
the random delay between 160ms and 200ms. The GPC
parameters are listed in Table 1. The system response is stable
but with the higher overshoot and the longer settling time.
When the delay time closes to the sample time, the system
response occurs with highly jitter.

The packet loss phenomenon is emulated by a switch with
various packet loss rates. Figure 19 shows the system response
with random delay between 120ms and 160ms and packets
loss rate 5%. The higher packet loss rate causes the higher
jitter of the system response (unstable).

3.4. System Response with Network-Induced Delay in NS2.
The network-induced delay is generated by NS2 to evaluate
if the system can follow the reference trajectory. Figure 20
shows the system response. Figures 21, 22, and 23 show
the controller-to-actuator delay, sensor-to-controller delay,
and sensor disturbance measurement, respectively. The sim-
ulation information is listed in Table 2. All of the packets
were successfully transmitted without dropped packets. The
system response successfully follows the reference trajectory
as shown in Figure 20.

Figure 24 shows the system response with sample time
0.3 sec. Figures 25, 26, and 27 show the controller-to-actuator
delay, sensor-to-controller delay, and sensor disturbance
measurement, respectively. The simulation information is
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Figure 7: Topology of the wireless network for performance testing.

Figure 8: Square-shaped room for wireless network parameter
measurements.

Table 1: Controller parameters in GPC.

Controller parameter Value
Predictive horizon 6 sampling steps
Control horizon 3 sampling steps
Sample time 0.2 second
Penalization matrixes 𝑄

𝑦
: 0.8, 𝑄

𝑢
: 0.01

Table 2: Simulation information of nodes with sample time 0.4 sec.

Simulation specification Value
Number of generated packets 500
Number of sent packets 500
Average packet size 43.4973
Number of sent bytes 32960

listed in Table 3. The system is stable but with higher over-
shoot and the longer settling time. Different sample times
affect the system performance. When the system is with
the short sample time, the sender must generate more data
packets. It might raise the packets loss rate and shorten the
predictive horizon which might cause system unstablility.

Figure 28 shows the system response with sample time
0.2 sec. Figures 29, 30, and 31 show the controller-to-actuator
delay, sensor-to-controller delay, and sensor disturbance
measurement, respectively. The system response is highly jit-
ter and with longer settling time.The simulation information
is listed in Table 4.The system response already cannot follow
the reference trajectory.

Figure 9: Long corridor for wireless network parameter measure-
ments.
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Figure 10: Latency measurements in room—IEEE 802.11 g.

Table 3: Simulation information of nodes with sample time 0.3 sec.

Simulation information Value
Number of generated packets 668
Number of sent packets 668
Average packet size 43.7701
Number of sent bytes 44048

Figure 32 shows the system response with sample time
0.1 sec. The shorter sample time cause system unstable in
WiNCS due to it shorten the predictive horizon.

4. Discussion

The WiNCS is implemented and evaluated with random
delay, network-induced delay, and packets loss implementa-
tion by an analytical model and NS2. Result shows that the
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Table 4: Simulation information of nodes with sample time 0.2 sec.

Simulation information Value
Number of generated packets 1002
Number of sent packets 1000
Number of dropped packets 2
Average packet size 44.1737
Number of sent bytes 65920
Number of dropped bytes 132

system response could follow the reference trajectory with
the condition of the time delay under 160ms and sample
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Figure 13: Throughput measurements in room—IEEE 802.11n.
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Figure 14: Latency measurements in corridor—IEEE 802.11 g.

time 0.2 s. The system response jittered when packet loss rate
exceeded 10%.

The WiNCS is also simulated by NS2 with AOVD
protocol. Result shows the system response with sample
time = 0.4 sec. and number of transmission data packets
= 500 and sample time = 0.3 sec. number of transmission
data packets = 668 can follow the reference trajectory. The
system response with sample time = 0.2 sec, number of
transmission data packets = 1002, and number of packets loss
= 2 has high jitter. The different sample times have various



12 International Journal of Distributed Sensor Networks

Wireless latency results-IEEE 802.11n

Minimum
Average
Maximum

10
2

10
1

10
0

10
−1

La
te

nc
y 

(m
s)

Distance (m)
0 10 20 30 40 50 60 70

Figure 15: Latency measurements in corridor—IEEE 802.11n.
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numbers of transmission data packets.The larger the number
of transmission data packets is, the easier the packets loss
occurs.

It is easier to evaluate the performance of GPC inWiNCS
when it is simulated via a model because the condition
of random delay and packets loss rate can be controlled.
WiNCS implemented in NS2 is closer to actual wireless
network; therefore, the distance between control node and
actuator/sensor node affects the network-induced delay and
packets loss. This causes GPC performance to be difficult to
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Figure 19: System response with random delay between 120ms
and 160ms and packets loss rate 5%. 𝑥-axis: time (sec.) and 𝑦-axis:
magnitude.
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Figure 20: WiNCS response with sample time 0.4 sec. 𝑥-axis: time
(sec.) and 𝑦-axis: magnitude.
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Figure 21: Controller-to-actuator delay with sample time 0.4 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 22: Sensor-to-controller delay with sample time 0.4 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 23: Sensor noise measurement with sample time 0.4 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 24: WiNCS response with sample time 0.3 sec. 𝑥-axis: time
(sec.) and 𝑦-axis: magnitude.
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Figure 25: Controller-to-actuator delay with sample time 0.3 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 26: Sensor-to-controller delay with sample time 0.3 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 27: Sensor noise measurement with sample time 0.3 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 28: WiNCS response with sample time 0.2 sec. 𝑥-axis: time
(sec.) and 𝑦-axis: magnitude.



14 International Journal of Distributed Sensor Networks

4.5
4

3
3.5

2.5
2

10 20 30 40 50 60 70 80 90

D
el

ay
 b

et
w

ee
n 

no
de

 0
an

d 
no

de
 1

 (s
)

Packet send time at node 0 (s)

×10
−3

Figure 29: Controller-to-actuator delay with sample time 0.2 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 30: Sensor-to-controller delay with sample time 0.2 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.

analyse. The parameter in NS2 needs to be reestimated when
being in the various wireless coverage environments. This
also affects the simulation results when GPC is implemented
in WiNCS.

The wireless networked control system results suggest
that the latency is not directly related to the distance between
sender and receiver. The mean values of the measurements
are adequate for a closed-loop control system; however, the
maximum values might have to be considered depending on
the application. One reason for latency is the property that
differentwireless networks share the same frequency channel.
Therefore, the density of wireless networks and the rate of
traffic in close vicinity to the measurement setup determine
the latency of the connection.

The throughput of the wireless connection according to
standard IEEE 802.11 g is sufficient to transmit compressed
images of size 320 × 240 at a rate of 30 frames per second
up to a distance of 70 meters. The connection with the faster
IEEE 802.11n standard allows transmitting the same images
with smaller time delay or images with higher resolution at
the same rate.

The measurements suggest that the concept of the wire-
less networked control system is applicable to autonomous
navigation of small UAVs. The latency in a controlled envi-
ronment is very low and does not inhibit real-time closed-
loop control applications. The throughput of either standard
IEEE 802.11 g or IEEE 802.11n is sufficient for transmitting
compressed images of adequate resolution at a rate of 30
frames per second; however, the standard IEEE 802.11n is
preferable for better performance.
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Figure 31: Sensor noise measurement with sample time 0.2 sec. 𝑥-
axis: time (sec.) and 𝑦-axis: magnitude.
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Figure 32: WiNCS response with sample time 0.1 sec. 𝑥-axis: time
(sec.) and 𝑦-axis: magnitude.

The ideal environment for the wireless networked control
system approach would be a closed room with strong walls
to shield against interference from other networks. The
limitations of the proposed system are the high sensitivity
to interference from other wireless sources and the necessity
of a line of sight connection without massive obstacles like
concrete walls.

5. Conclusion

This paper proposed the GPC controller with Kalman
state estimator in WiNCS based on PiccSIM platform. The
packets are exchanged between the controller node and
actuator/sensor node via wireless network IEEE 802.11b
which is emulated by NS2. Although network-induced delay
characteristics in the wireless communication network are
difficult to model, this paper describes the main problems
which might induce the time delay.

This paper simplifies complex architectures in thewireless
communication network for analysis proposed with WiNCS
which is simulated in NS2 using the two-ray ground model.
First, this study implements WiNCS with the random delay
to verify GPC controller capability with the Kalman state esti-
mator to cope with time delay. Then, WiNCS is implemented
with NS2 to present the effect of different sample times in
the predictive horizon; that is, system performance decreases
when sample time decreases. When WiNCS is implemented
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with the sample time of 0.2 seconds, the packets start to drop,
affecting the system performance.

We also propose the basic WiNCS simulation on a low-
level control system. Realizing WiNCS requires not only
improving the control algorithm to compensate for time
delay, but also improving wireless communication perfor-
mance. The time delay occurred when the packets are
exchanged in the network. The algorithm for optimizing
network performance communication is also important.This
paper proposes the GPC algorithm for compensating time
delay which focuses on improving control algorithm. In
future, it is required to have further integration of the
automation and control and network communication for
realizing WiNCS.

The concept for a wireless networked control system
was evaluated with latency and throughput measurements
in different environments.The experiment setup conforming
to the IEEE 802.11n standard achieves an average latency of
1.3ms and a data throughput of 3.000 kB/s up to a distance
of 70m. The results demonstrate the feasibility of real-time
closed-loop navigation control with the proposed concept.

The only significant limitations of the wireless networked
control concept are the relatively short range of the wireless
connections and the sensitivity to congest with other wireless
devices. However, neither of them inhibits the effectiveness
of the concept in the designated application to research in a
controlled environment.

Modeling the network-induced delay and packets loss is
extremely difficult. Although the NS2 provides the simulated
communication network environment, it still simplifies the
network condition comparing with real network devices. In
this paper, the GPC implemented in WiNCS was verifying
that it is a feasibility study.

In futurework, a network estimatormust be implemented
and measure the network-induced delay and round trip time
delay for tuning the controller parameters for increasing
the performance of WiNCS. In addition, the soft computing
technique (e.g., artificial neural network) can be applied to
the predictive control algorithm to minimize the predictive
error or tune the parameters of network estimator.

Appendix

Software Packages

(i) PiccSIM (Platform for Integrated Communications and
Control Design, Simulation, Implementation, and Modeling).
Helsinki University of Technology’s PiccSIM is a simulation
platform for WiNCS using Matlab/Simulink and NS2. It is
a Matlab xPC-based target toolbox that is to transmit user
datagram protocol (UDP) packet between Matlab/Simlink
and NS2 (http://autsys.tkk.fi/en/Control/PiccSIM).

(ii) NS2 (Network Simulator Version 2). NS2 is a discrete
event driven network simulator developed by UC Berkeley.
NS2 has rich library of networks and protocols such as
TCP and UDP, traffic behavior such as file transfer protocol
(FTP), Telnet, CBR (constant bit rate), and VBR (variable

bit rate), router queue management mechanism, and more
(http://www.isi.edu/nsnam/ns/).

(iii) CMU IPC (Interprocess Communication). The Carnegie
Mellon University’s Interprocess Communication library
provides flexible, efficientmessage passing between processes
based on the TCP/IP protocol. It can transparently send and
receive complex data structures, including lists and variable
length arrays, using both anonymous “publish/subscribe”
and “client/server” message-passing paradigms. A wide
variety of languages and operating systems are supported
(http://www.cs.cmu.edu/∼ipc/).

(iv) HrPing Utility. The hrPing utility provides throughput
and round trip delay measurements for computer net-
works. In contrast to other tools, it achieves higher res-
olution by timing the round trip delay in microseconds
(http://www.cfos.de/ping/ping e.htm).
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The rise of the Internet of Things promotes adopting wireless sensor networks (WSNs) in daily life. In WSNs, the ZigBee
standard has gradually become the dominant communication protocol. ZigBee supports various network topologies, including
tree structures. Regarding the address assignment of the tree topology, a distributed address assignment mechanism (DAAM)
is specified by the ZigBee standard. Using DAAM yields a simple tree routing method; however, network parameter constraints
cause the unpreventable orphan problem. Therefore, an innovative address contention approach was proposed based on a time-
divisionmultiplexing address assignment (TDMAA)mechanism,which utilizes the ZigBee beacon intervals for address contention.
TDMAA outperforms conventional DAAMs in uneven node distributions, sometimes assigning 20% more addresses.

1. Introduction

Rapid advancements in sensors, embedded systems, and
wireless communication technologies have fostered increas-
ing research of wireless sensor networks (WSNs). The devel-
opment of the Internet of Things is expected to ensure that
WSNs are prevalent in future life. Numerous WSN-related
studies have explored routing [1], localization [2], and sensor
deployment and coverage [3]. Moreover, multiple applica-
tions have been developed such as those for industrial auto-
mation [4], healthmonitoring and prognosis [5], agricultural
environmentmonitoring [6], and ecological observations [7].

Currently, ZigBee is the dominant communication pro-
tocol used in WSNs [8]. ZigBee is a wireless protocol that is
designed for low power use and low data transmission rates.
TheZigBee Alliance collaborates with the IEEE 802.15.4 com-
mittee to specify the complete ZigBee protocol stacks. The
IEEE 802.15.4 defines the standard of the lower MAC/PHY
layer, and the ZigBee Alliance designs the upper network
and application layer standards. The IEEE 802.15.4 belongs
to the category of personal area network (PAN) standards.
ZigBee supports a large amount of sensor devices to work
with flexible network topologies such as peer-to-peer, star,
tree, andmesh topologies. Two types of devices, full-function

devices (FFDs) and reduced-function devices (RFDs), are
currently available in the marketplace. ZigBee networks
comprise ZigBee coordinators (ZCs), ZigBee routers (ZRs),
and ZigBee end devices (ZEDs). The ZC initiates a PAN and
enables the ZRs and ZEDs to connect to the ZC. Because
ZRs can route and forward packets, they can accept network
join requests. In a tree topology, ZEDs can only function as
leaf nodes. The ZC and ZRs are FFDs, whereas ZEDs are
typically RFDs; however, FFDs can be converted into RFDs
and function as ZEDs when necessary.

Two address assignment schemes, distributed address
assignment mechanism (DAAM) and stochastic address
assignment mechanism (SAAM), are specified in the ZigBee
standard. DAAM works on a hierarchical tree structure;
therefore the use of routing tables is not required. On the
other hand, devices can independently and randomly select
their addresses in SAAM and the network topology is not
limited to tree structure in SAAM. Because the addressing in
SAAM is not hierarchical, additional efforts are required to
detect and resolve address conflicts. The tree-based routing
method is not compatible with SAAM; therefore, an ad hoc
on-demand distance vector- (AODV-) like protocol is used to
find routes.
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DAAM has some characteristics which are favorable in
a WSN, such as efficient and simple routing algorithm. To
achieve simplicity, DAAMpreallocates the addresses by using
three parameters, themaximal number of child devices (C

𝑚
),

the maximal number of child routers (R
𝑚
), and the maximal

depth of the tree structure (L
𝑚
). However, because of the

restrictions of C
𝑚
, R
𝑚
, and L

𝑚
, new devices can be restricted

from connecting to the network even when sufficient unused
addresses remain. This phenomenon was termed the orphan
problem and was proven to be a NP-complete problem [9].

In this paper, an innovative address contention method
was proposed based on time-division multiplexing (TDM).
The proposed time-divisionmultiplexing address assignment
(TDMAA) mechanism outperforms the standard ZigBee
DAAM in the node join ratio. This research yielded two cru-
cial contributions. First, TDM was introduced to the ZigBee
address assignment scheme, providing a mechanism for
scheduling devices based on the extensibility. Because of the
limitations of the network parameters (C

𝑚
, R
𝑚
, and L

𝑚
),

the network join order can greatly influence the join ratio.
Second, a one-level loss function that can cooperate with
TDM was designed to provide an address contention mech-
anism, allowing nodes that exhibit high extensibility to join
the network before the nodes that exhibit low extensibility
do. The simulation results showed that the proposed method
outperformed DAAM in an uneven node distribution. In
certain cases, the TDMAAmechanism outperformedDAAM
by more than 20% regarding the node join ratio.

The remaining sections are organized as follows. Section 2
introduces background information and related research.
Section 3 presents the proposed approach. Selected experi-
mental results are given in Section 4, and the final section
provides the conclusion and a discussion of future work.

2. Preliminaries

2.1. Distributed Address Assignment Mechanism. In DAAM
systems, three parameters (C

𝑚
, R
𝑚
, and L

𝑚
) are assigned to

the ZC. ZigBee standards specify that C
𝑚
≥ R
𝑚
, and there

are two types of children devices (ZR and ZED); therefore,
each ZC and ZR can have at most R

𝑚
ZRs and C

𝑚
-R
𝑚
ZEDs.

The address assignmentmechanismoperates in a hierarchical
manner and the addresses are assigned from top to bottom
until the L

𝑚
limit is reached. To illustrate, the ZC divides the

entire address space into R
𝑚
+ 1 blocks and the addresses of

the first R
𝑚
blocks are assigned to the child ZRs of the ZCs.

The addresses of the final block are reserved for the ZEDs of
the ZCs [8].

Each ZR including ZC can compute Cskip, a parameter
that can be used to calculate the addresses of the child devices.
The Cskip is defined as follows:

Cskip (𝑑)

=

{
{

{
{

{

1 + C
𝑚
∗ (L
𝑚
− 𝑑 − 1) , if R

𝑚
= 1

1 + C
𝑚
− R
𝑚
− C
𝑚
∗ RL𝑚−𝑑−1
𝑚

1 − R
𝑚

, otherwise,

(1)

where 𝑑 is the depth of the ZC/ZR.
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Figure 1: Orphan node example.

The ZC is at depth 𝑑 = 0, and the address of ZC is
0. According to (1), the Cskip(𝑑) calculates the number of
available addresses for each ZR child branch of a ZC/ZR
parent at level 𝑑.

In DAAM, the assignment address can be calculated from
the Cskip(𝑑). Suppose that the address of a ZR is Ap. The
address of the 𝑛th ZR child is Ap+(𝑛−1)∗Cskip(𝑑)+1 and the
address of the𝑚th ZED child is Ap+R

𝑚
∗Cskip(𝑑) +𝑚. For

example, when (C
𝑚
,R
𝑚
, L
𝑚
) are set to (4, 4, 4), the address of

the second ZR child of the ZC is 0+(2−1)∗Cskip(0)+1 = 86.
Two kinds of addresses are used in ZigBee, 16-bit short

addresses and 64-bit long addresses. The long address is
assigned at the time of device manufacture, and the short
address is assigned when a device joins a PAN. Because short
addresses are only 16 bits long, only 216 = 65536 addresses
are available in a PAN. However, because of the limitations of
C
𝑚
, R
𝑚
, and L

𝑚
, connecting to a network may be restricted

before the exhaustion of these 65 536 addresses. For example,
when (C

𝑚
,R
𝑚
, L
𝑚
) was set to (5, 5, 7), themaximal number of

addresses was Cskip(0) ∗R
𝑚
+C
𝑚
−R
𝑚
= 19 531∗5 = 97 655,

which is greater than 65 535; however, when 65 535 devices
were randomly deployed, there are still plenty of orphan
nodes despite sufficient address space.

Figure 1 illustrates an orphan node example. The
(C
𝑚
,R
𝑚
, L
𝑚
) was set to (4, 3, 3), and ZR D had two choices:

to connect to ZC Z or to ZR E. If ZR D chose to connect
to ZC Z, ZR D became an orphan node because of the
limitation of C

𝑚
= 4; therefore, ZC Z lacks space for a new

device. However, if ZR D chose to connect to ZR E, then
ZC Z can have space to accept ZR L, so ZR L will not be an
orphan node in this case.

2.2. Tree Routing Protocol. An advantage of using DAAM is
the simplicity of its tree routingmechanism.TheZCs andZRs
can forward the packets along the treewithout using a routing
table. When a packet is received, a ZC or ZR first verifies
whether the destination is itself or one of its child ZEDs. If
the ZC or ZR is the destination, it accepts the packet. If one
of its child ZEDs is the destination, the ZC or ZR forwards
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the packet to the child accordingly. Otherwise, the ZC or ZR
determines the address of the relay ZR, Ar, according to (2).
Assume that the address of ZC or ZR is Ac and its depth is 𝑑:

Ar =
{
{
{

{
{
{

{

Ac+1+⌊Ad−(Ac + 1)
Cskip (𝑑)

⌋

∗Cskip (𝑑) if Ac<Ad<Ac+Cskip (𝑑−1)
Ap otherwise,

(2)

where Ad is the destination address and Ap is the address of
the parent node.

2.3. Beacon Interval. The IEEE 802.15.4 can operate in two
modes, (1) the beacon enabled mode and (2) non beacon-
enabled mode. In nonbeacon-enabled mode, the medium is
ruled by non-slotted CSMA/CA, and on the other hand the
beacons are periodically broadcasted by the ZC to synchro-
nize devices connecting to the PAN. In the paper, we utilized
the time-division multiplexing mechanism to WSN address
assignment, so wemainly focus on the beacon-enabledmode
network in which the time can be divided into a sequence of
beacon intervals.

In beacon-enabled network, a superframe structure is
defined (see Figure 2) and the time between two subsequent
beacons is the beacon interval (BI) [10].The superframe dura-
tion (SD) is the active portion of the BI and active portion
can be divided into two periods, contention access period
(CAP) and contention free period (CFP). The time slots in
CFP can be reserved and form guaranteed time slots (GTS).
The BI and SD are determined by two parameters, the Beacon
Order (BO) and superframeorder (SO), and thus the lowduty
cycles can be configured by setting a small value of SO. In
this research, BIs are utilized in a Time-DivisionMultiplexing
manner to perform the address assignment.

2.4. Related Work. Since the orphan problem has been iden-
tified and has been proved to be a NP-complete problem,
several heuristic solutions have been proposed for different
purposes. After identifying the orphan problem as aNP-com-
plete problem, the orphan problemwas divided into two sub-
problems, the bounded degree and depth tree formation
(BDDTF) problem and end device maximum matching
(EDMM) problem [9]. A two-stage algorithm which spans
the tree first and then prunes the tree to fit the ZigBee para-
meter definition was proposed for the BDDTF problem

and a bipartite maximum matching algorithm for EDMM
problem [9]. Although the proposed algorithm in [9] can
reduce the orphan nodes, the approach is purely based on the
graph theory and to make the approach comply with ZigBee
standard is difficult.

Some solutions are based on the idea of address borrow-
ing [11–14] to reduce the orphan nodes, but all these address
borrowing-based approaches need to maintain extra infor-
mation for the routing or extra overhead for tree reorgani-
zation. In [14], a single level address reorganization (SLAR)
was proposed, andwhen a parent node did not have sufficient
address space, the maximum depth is increased by one level
to adjust the asymmetric nature of the tree to increase its
capacity for new nodes. A hybrid address configuration
(HAC) was proposed by [11], and a parent node can apply for
extra addresses from the PAN coordinator when it does not
have enough room for the new nodes. Although the address
borrowing-based methods can increase the node join ration,
they also increase the complexity in the routing protocol
design since the borrowed addresses might need to be treated
differently.

To the best of our knowledge, only [15] focused on the tree
formation instead of tree adjustment. In [15], three mecha-
nisms, 2DAAM (2 layer DAAM), LDAAM (Location aware
DAAM), and (RSSI DAAM) received signal strength indi-
cator DAAM, were proposed for address assignment and,
among the tree mechanisms, RSSI DAAM which uses the
received signal strength to calculate the distance between two
nodes has good performance with least cost and thus is the
most recommended mechanism by the authors. Although
RSSI DAAM showed better performance than the original
DAAM, a scheduling approach complying with ZigBee is
missing. In this paper, we compared our approach TDAAM
with the original DAAM and RSSI DAAM [15].

There is some research which is focused on special types
of network topology. In [16, 17], the authors showed that the
original DAAM performs poorly in the long-thin topology
in which a number of linear paths of nodes connect to each
other. A cluster-based approach was proposed for the address
assignment of long-thin topology in [17] and the nodes are
divided into 4 types, coordinator, cluster head node, bridge
node, and network node. Therefore, it is not uncommon to
design a new address assignment mechanism that can work
properly in a special type of topology.

2.5. Problem Statement. In the standard ZigBee DAAM, a ZC
or ZR periodically broadcasts beacon frames when operating
in the beacon-enabled mode. The beacon frame contains
the information regarding the PAN to which the ZC or ZR
belongs. A nearby device can scan for beacons and discover
the PAN. To join the PAN, the device sends association
requests to the ZC or ZR. If the association request is
approved, the device receives an association response frame
that contains the assigned address from the ZC or ZR. A
device can join the PAN at any time if it can obtain an address
from a ZC or ZR.

The standard DAAM device-joining procedure was not
designed to prioritize certain devices. Therefore, devices
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Figure 3: Two different join scenarios.

that exhibit low extensibility (e.g., devices that comprise no
surrounding neighbors) may join the PAN, thereby impeding
devices that exhibit high extensibility (e.g., devices that
comprise sufficient surrounding neighbors) from joining the
network. Figure 3 shows two device joining scenarios. Sup-
pose that the (C

𝑚
,R
𝑚
, L
𝑚
) is set to (3, 3, 2). Few orphan

nodes remain if the three most extensible nodes are occupied
first (Figure 3(a)); however, more orphan nodes remain if the
three least extensible nodes are occupied first (Figure 3(b)).

Since the standard ZigBee DAAM is not designed to
prioritize the device join order according to the extensibility,
two problems of the original DAAM are identified as follows.

Problem 1. Given a set of ZigBee devices, how is the extensi-
bility of each device quantified?

Problem 2. Given a set of neighbor devices with quantified
extensible scores, how is the join order scheduled?

3. Time-Division Multiplexing
Address Assignment

A formal definition of the time-divisionmultiplexing address
assignment (TDMAA) mechanism consisted of two parts,
an address-loss function and a scheduling approach. The
address-loss function is for quantifying the extensibility of
a device and the scheduling approach is for selecting the
highly extensible devices. To the best of our knowledge, this
is the first time that time-divisionmultiplexingmechanism is
applied to WSN address assignment.

Given the network parameter R
𝑚
and a node with the

number of surrounding neighbors 𝑋
𝑖
, the address-loss func-

tion should be able to calculate the possible address loss.
Therefore, in order to quantify the extensibility of the nodes,
the following one-level address-loss function was designed:

𝑌
𝑖
= {

0 if 𝑋
𝑖
− 1 − R

𝑚
≥ 0

𝑋
𝑖
− 1 − R

𝑚
otherwise,

(3)

where 𝑋
𝑖
is the number of surrounding neighbors of the 𝑖th

device.
When 𝑌

𝑖
= 0, there are enough children for the next

level, so no address loss exists in the next level if this node is

Request

Accept
Reject

Parent ZR or ZC

Child ZR 1 (Y1 = 0)

Child ZR 2 (Y2 = −1)

Child ZR 3 (Y3 = −3)

Yi ≥ 0 Yi ≥ − 1 Yi ≥ − 2 Yi ≥ − 3

Figure 4: TDM address assignment (TDMAA) example.

allowed to connect to the network. If 𝑌
𝑖
= −𝑛, 𝑛 addresses are

lost in the next level. Supposing that the depth of the parent
node is 𝑑, if the parent node allows a child node of 𝑌

𝑖
= 𝑘

to connect to the network, the total address loss would be
|𝑘| ∗ Cskip(𝑑 + 1). In this research, only one level of address
loss was explored, but (3) has the potential to be extended to
calculate multiple levels of address losses.

The algorithm for calculating the 𝑌
𝑖
in each node is sim-

ple. Suppose that each node can broadcast a Hello message
to the neighbors within the communication distance. Given
a warmup time for Hello message exchange, each node can
simply calculate the number of Hello messages it received
to determine the number of neighbors 𝑋

𝑖
and 𝑌

𝑖
can be

calculated from 𝑋
𝑖
. When a node wants to join the PAN,

the node must send the joining request with 𝑌
𝑖
value to the

prospective parents asking to join the PAN. The prospective
parents maintain a currently allowed 𝑌

𝑖
value, and if the

𝑌
𝑖
value sent by the prospective child is greater than the

currently allowed 𝑌
𝑖
, the prospective child is allowed to join

the PAN.
To preserve tree extensibility, devices on the tree must

first allow highly extensible nodes to connect. Therefore, the
study proposes using a TDMAA approach at the beginning
stage of ZigBee network formation. The range of currently
allowed 𝑌

𝑖
value is calculated. For example, when R

𝑚
= 3,

the range of currently allowed 𝑌
𝑖
value is from −3 to 0.

Regarding the first beacon interval, only devices where𝑌
𝑖
≥ 0

are allowed to connect to the prospective parent ZC or ZR.
The currently allowed 𝑌

𝑖
value decreases by 1 after a beacon

interval elapses until reaching theminimal value.The devices
where 𝑌

𝑖
≥ −1 are allowed to connect to the network at

the second beacon interval. The rules are applied until the
minimal 𝑌i value is reached and the ZC or ZR subsequently
enables all neighboring devices to join the network (this is
how the original ZigBee standard DAAM operates). Figure 4
shows how the TDMAA works for 𝑌

𝑖
from 0 to −3.

The TDM (time-division multiplexing) mechanism
which can operate in accordance with the beacon interval
forms the second part of our TDMAA.The currently allowed
𝑌
𝑖
value decreases by 1 after a beacon interval elapses until

reaching the minimal value. When the currently allowed 𝑌
𝑖
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Algorithm TDMAA
Input Network Parameters C

𝑚
, R
𝑚
, L
𝑚

Begin
Integer𝑋

𝑖
, 𝑌
𝑖
;

Send Message(Hello);
𝑋
𝑖
= 0;

While (Still Warm Up)
{

If Receive Message(Hello);
𝑋
𝑖
= 𝑋
𝑖
+ 1

}

If ((𝑋
𝑖
− 1 − R

𝑚
) > 0)

𝑌
𝑖
= 0;

Else
𝑌
𝑖
= 𝑋
𝑖
− 1 − R

𝑚
;

While (Not Connected to PAN)
{

Send Message(Join Request(𝑌
𝑖
));

}

Currently allowed 𝑌
𝑖
= 0;

While (Connected to PAN)
{

If (Receive Message(Join Request(𝑌
𝑖
))

If (Currently allowed 𝑌
𝑖
> 𝑌
𝑖
&& C

𝑚
, R
𝑚
, L
𝑚
still have capacity)

Send Message(Accept);
Else

Send Message(Reject);
If (Receive Message(Beacon) && Currently allowed 𝑌

𝑖
is not minimum)

Currently allowed 𝑌
𝑖
= Currently allowed 𝑌

𝑖
− 1;

If (The network parameters C
𝑚
, R
𝑚
, L
𝑚
indicate no capacity)

Exit;
}

End

Algorithm 1: The algorithm of time-division multiplexing address assignment.

reaches the minimal value, it works as the original DAAM.
Algorithm 1 is the algorithm for TDMAA.

In this paper, two performance metrics, number of
orphan nodes and the join ratio, are employed tomeasure the
address a preassignment schemes.The join ratio is calculated
using the following formula:
Join ratio

=

Number of ZC + Number of ZRs joined + Number of ZEDs joined

Total number of devices
.

(4)

4. Experimental Results

A simulator was implemented using JAVA and a molecular
structure visualization tool called PyMOL [18] was used to
render the output results. The experiments were performed
on two node distribution setups, random and uneven node
distribution setups. The nodes were placed in an area of
400m2. In the randomdistribution setup, the coordinators of
the nodeswere randomly assigned. In the unevendistribution
setup, two high-node-density squares were added to the top
right and bottom left areas.The communication range was set
as 30m in all experiments. For simplicity, let C

𝑚
be equal to

(a) (b)

Figure 5: The tree structures of DAAM (a) and TDMAA (b) from
random node distribution.

R
𝑚
in all network parameter configurations, and the values

of L
𝑚
were set according to the C

𝑚
and R

𝑚
values, achieving

equivalent total node numbers in both experimental setups.
TheTDMAAdidnot substantially improve in the random

node distribution setup. Figure 5 shows the tree structures of
the DAAM and TDMAA obtained using the random node
distribution setup. The spreading areas of the two trees are
fairly similar. This is probably because of the ineffectiveness
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(a) (b)

Figure 6: The tree structures of DAAM (a) and TDMAA (b) from
unevenly distributed nodes.

of the one-level address-loss function in randomness. Future
studies should pursue improvements of the address-loss
function.

Although the TDMAA did not outperform the DAAM in
the random distribution setup, it performed much more sat-
isfactorily than the DAAM did in the uneven distribution
setup.The TDMAA located larger high density areas than the
DAAM did, eventually yielding higher address assignment
ratios. Figure 6 shows the results of the DAAM and the
TDMAA in the uneven node distribution setup.The network
parameter (2, 2, 14) was used to perform the simulations.

The RSSI DAAM from [15] was also implemented to
provide some comparisons with our method, and the name
of RSSI DAAM is shortened as RSSI in the remaining text.
Figure 7 shows the number of orphan nodes in the DAAM,
TDMAA, and RSSI results, using various network parameter
configurations in the uneven node distribution setup.The low
C
𝑚
and R

𝑚
configurations tended to yield more satisfactory

levels of performances than the high C
𝑚
and R

𝑚
configura-

tions did. Since it is crucial to choose wisely when C
𝑚
/R
𝑚
is

small and TDMAA can choose high extensible nodes first, so
fewer orphans remained. RSSI only performs slightly better
than TDMAA in two configurations, (3, 3, 9) and (5, 5, 6),
and RSSI has the worst performance in both the lowest and
highest C

𝑚
and R

𝑚
configurations.

Figure 8 shows the trends in the join ratios of the DAAM,
TDMAA, and RSSI compared with the number of nodes in
the uneven distribution setup. The join ratios were calcu-
lated using formula (4). A substantial differencewas observed
between the DAAM and TDMAA results when the num-
ber of total nodes reached 1200 and the join ratio of the
DAAM dropped to less than 10%, whereas the join ratio of
the TDMAA remained at 38%. Because the heuristic of
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Figure 7: The number of orphan nodes of DAAM, TDMAA, and
RSSI with different network parameters.
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Figure 8: The join ratio comparison of the DAAM, TDMAA, and
RSSI.

the TDMAA was to choose nodes that possessed numerous
surrounding neighbors, the TDMAA tended to locate high
density areas.Therefore, when the node density increased, the
TDMAA performed steadily; however, the DAAM formed
linear chains around the neighbors and L

𝑚
was quickly con-

sumed; thus, the new nodes were blocked from entering the
network.

The RSSI approach performs better than TDMAA when
the number of total nodes is small and performs worse than
TDMAAwhen the number of total nodes is larges in Figure 8.
Given the same 400m2 area for all settings, the large num-
ber of total nodes means dense node coverage and the
small number of total nodes means sparse node coverage.
Therefore, RSSI is more suitable for spare node distribution
and TDMAA is more suitable for dense node distribution.
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Figure 9: The join ratio of the TDMAA method with different
network parameters.

The performance of TDMAA and RSSI is nearly the same
when the total number of nodes equals 600.

Figure 9 displays the join ratios of theTDMAA, using var-
ious network parameter configurations and numbers of total
nodes.The join ratios of all network parameter configurations
steadily increased as the number of total nodes increased.The
(2, 2, 14) configuration exhibited superior performance level
among all the network parameter configurations. Therefore,
the performance level of TDMAA was improved when the
density of the sensor nodes was high and the number of
branches (R

𝑚
) was small in the uneven distribution setup.

5. Conclusion and Future Work

DAAM, the standard ZigBee address assignment scheme,
provides a simple means to assign addresses to tree-con-
nected devices and enables the forwarding of packets along
the tree structure without using a routing table. However,
because of the constraints of the network parameters (C

𝑚
, R
𝑚
,

and L
𝑚
), the existence of orphan nodes is unavoidable. The

standard device-joining procedure was not designed to pri-
oritize specific devices; therefore, certain devices that exhibit
low extensibility may join the PAN first, preventing devices
that exhibit high extensibility from joining the network. In
this paper, a one-level address-loss function was designed
and a TDMAA approach was proposed to schedule the
new device joining sequence according to the values of the
address-loss function. The TDMAA uses periodic beacon
intervals to determine the acceptance of a new device. Each
new device computes the address-loss function and proposes
an association request to a ZC or ZR with the value of the
address-loss function. The ZC or ZR can only accept certain
values at certain beacon intervals; therefore, nodes that
exhibit high extensibilities can join the network before nodes
that exhibit low extensibilities can do so. The address-loss
function can be extended and applied to multiple layers.

Two types of node distributions were conducted, random
and uneven. The TDMAA did not outperform DAAM in
the random distribution setup; this was attributed to the
ineffectiveness of the one-level address-loss function. Future
research exploring effective address-loss functions should be
conducted. The TDMAA performs more satisfactorily than
the DAAM does in the uneven distribution setup. The simu-
lation results show that the join ratio of DAAM rapidly drops
to less than 10% when the number of nodes increases to 1200
in the uneven distribution setup, but the join ratio of TDMAA
remains steady at 38%.
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An efficientwireless sensor network (WSN) shouldmaintain full sensing coverage and topology connectivitywithin its sensing field.
Once holes occur due to failed sensors, the functionality and performance of the WSN will be affected. In this work, the proposed
hole healing strategy aims to shorten the delivery hop count by a dynamic hole healing process in order to improve the data delivery
time while maintaining the coverage ratio and topology connectivity. The criteria used to determine which hole should have the
highest priority for healing in the next round include the weighted distance, angle magnitude, and depth of the hole. This study
proposes a mobile robot, operating within the WSN, which carries redundant sensors to patch the holes by an optimum healing
path.This path is determined based on the proposed EDPS (equally divided path selection) algorithm. Simulation results show the
superiority of the proposed hole healing scheme over other general methods.

1. Introduction

Awireless sensor network (WSN) [1] consists ofmany sensing
devices; however, each device only has limited resources.
Under the constraint of these limited resources, these wireless
devices have limited abilities, such as environment informa-
tion sensing around itself, simplified computation capacity,
and shorter communication distances [2, 3]. Even so, by
cooperating with neighboring devices, nodes can form a net-
work topology for WSN applications, which is important for
guaranteeing the integrity and reliability of the environmen-
tal information in sensor network applications. Therefore,
WSN applications usually deploy a large number of devices
to guarantee full coverage and topology connectivity [4, 5].
After the wireless devices have been deployed, a network
topology will be constructed via the devices’ autonomous
exchange of information with neighboring devices. WSN
applications always require complete coverage [6], but as
the abilities of wireless devices and their battery energy are
limited, device failures are unavoidable. A single failed device
is called a hole, which induces a coverage hole and reduces

the system efficiency. Additionally, when the conveyance
path is established, environment information will be sent
along this path to data receiver center. In order to prevent
the data transmission being interrupted because of node
failures, two methods for ensuring data transmission are
to reroute, or to patch nodes. The latter method (patching
nodes for hole healing) is chosen in this study. The hole-
healing approach was chosen over a rerouting approach for
two main reasons. The first is that once the sensors near
the sink, or a considerable number of sensors malfunction,
either the rerouted path will become much longer, or it will
not be possible to find a path for data transmission by a
rerouting approach. The second reason is that a rerouting
approach cannot avoid or solve the problem of coverage ratio
decreases. A hole healing approach, however, will be able to
keep routing paths and coverage ratios properly maintained
for data transmission and the sensing tasks in a WSN. This
study therefore used a hole healing approach and focused
on the design of the healing strategy and mechanism. In
addition, it was assumed that the WSN would always have
enough reserved backup sensors for the hole healing process.
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Sensor node

Sink

Figure 1: The multi-to-one data flow concept.

This study proposes a healing scheme that is not only
able to solve the above problems but is also able to improve
the delay time for data transmission. SomeWSN applications
require a real time response, for example, the protection
of bridges, railway track security, traffic surveillance, rescue
operations, or battlefield reconstruction. When an event
occurs, the information must be sent to the data center as
soon as possible. Therefore, the propagation time of event
response in the surveillance field is an important factor in
WSN applications. Data is conveyed directly or indirectly to
a data receiver center, and if a node fails during this process,
it will either induce data loss or postpone the propagation
delay time. Therefore, failed nodes must be healed in order
to increase the coverage rate and to rebuild the topology
connectivity, the latter of which is more important. Before
the hole is healed, carefully calculating which hole must be
selected for healing, with special attention paid to the data
propagation time.

This paper considers an asymmetrical WSN topology.
This consists of a data collection center called a sink,
and many wireless sensor devices called nodes. Nodes are
responsible for collecting information on their surrounding
environment and forwarding data from neighbor nodes.
The information is transmitted to the data center by one-
hop or multihop methods. The information flow structure
is called multi-to-one topology, which differs from peer-
to-peer architecture. In the multi-to-one architecture, node
loading is very unbalanced, because sensors need to sense
environmental information and forward others’ data to the
sink. Therefore, a node closer to the sink will have a heavier
traffic load. As shown in Figure 1, the direction and thickness
of the arrows represent the data flow direction and volume,
respectively. Consequently, coverage holes occur due to node
failures owing to the limited node energy being exhausted,
or other accidental events. As a result, data will be lost, the
conveyance time will be increased, and the topology may be
separated. Because of the lack of infrastructure backbone,
WSN applications usually use an ad hoc network mode.
When nodes do not work together, however, it will be difficult
to maintain a topology connection. To make matters worse,
when they do communicate with each other, they use up their
limited energy, causing node failure. As a result, there will be
communication problems.

The remainder of this paper is organized as follows.
Section 2 introduces relevant works. Section 3 makes sys-
tem model statements concerning assumptions made in
this study. Section 4 presents the proposed healing scheme
algorithm. Section 5 summarizes the simulation results, and
Section 6 draws conclusions.

2. Related Works

In WSN applications, connectivity and coverage are two
major problems. Specifically, increasing the coverage rate
and maintaining the topology connectivity can reduce node
energy consumption and prolong the network lifetime. Based
on limited energy resources and the nature of wireless
networks, node failure is unavoidable.Therefore, reactivating
failed nodes is an effective method to keepWSN applications
working continuously. To do this, it is necessary to know
the positions of failed nodes or holes. The Voronoi diagram
concept [7] is used to detect a coverage hole and to calculate
the hole size [8, 9] or improve the coverage [10, 11].The article
in [12] proposed a triangular oriented diagram to detect holes
and calculate the hole size and then determine which mobile
sensor should have priority for healing. Additionally, articles
in [13–15] proposed a method for discovering failed nodes
and estimating hole positions by periodically collecting and
updating the surveillance information at the data receiver
center.

In terms of hole deployment, authors in [16] utilize
redundant dynamic nodes that have been distributed within
the field and use dynamic scheme technology to fix the
holes, based on a centralized computer to drive the appro-
priate dynamic nodes to holes. In [17] a TSP-Delaunay re-
deployment method was proposed for repairing holes. Also,
a BFNP (best fit node policy) method [18] was proposed for
fixing holes by activating inactive nodes around holes. In
[19], the bidding contention protocol was proposed, which
enables redundant nodes in dense deployment areas to move
to sparsely covered areas during the contention process.
Unlike redundant nodes, static nodes are able to identify field
holes. Active redundant nodes must derive hole information
and calculate the healing efficiency before moving, a method
which may induce erroneous movement and result in wasted
energy. Besides the problem of energy consumption, the
speed of the mobile nodes’ movement is a critical issue
which will affect the efficiency of the healing scheme; see
[20] for further details. Authors in [21] considered a small
group of mobile robots operating in WSNs and proposed
the randomized robot-assisted relocation of static sensors
(R3S2) and a grid-based variant (G-R3S2) algorithm for hole
identification and coverage repair. However, these studies did
not consider the delay time induced by data transmission in
the hole healing process.

3. Preliminary

This study considers a centralized WSN architecture, with
nodes uniformly deployed within the𝑊 ∗ 𝐷 field, and with
prior knowledge of the boundary nodes [22].The field can be



International Journal of Distributed Sensor Networks 3

imagined as an 𝑟 × 𝑟 virtual grid, each grid possibly placed
by some sensor nodes. If no nodes are located within a grid
it is called a vacant grid. The coordinate of a grid is defined
at the grid center. This study also assumes that all nodes
are homogeneous; that is to say, all sensors have the same
hardware and software features, so all nodes in a field have
the same protocol stack. In addition, it was assumed that the
WSNwould always have enough reserved backup sensors for
the hole healing process.

Vacant grids are areas uncovered by sensors; adjacent and
continuously vacant grids are called coverage holes (HOLEs,
which also include single vacant grids), and each HOLE is
assigned a serial number 𝑖. For ease of reference,𝐻

𝑖
stands for

the 𝑖th HOLE, where 𝑖 ≤ 𝑚, 𝑚 is the total number of HOLEs
within the field of interest.This paper also uses 𝑛

𝑖
to represent

the total number of boundary nodes in the 𝑖thHOLE, 𝐵
𝑖𝑗
(𝑗 ≤

𝑛
𝑖
), the boundary nodes of𝐻

𝑖
.𝑅 is the communication radius

of a node with an omni-directional radio communication
mode. In order to guarantee that neighboring nodes are
within communication range of each other, the relationship
between 𝑟 and 𝑅 is as shown in Figure 2, where 𝑟 is the grid
edge, and its length is equal to 𝑅/√2.

With the centralized WSN architecture, the sink knows
the HOLE distribution in the surveillance field. To explain
the node locations, Cartesian coordinates (𝑥, 𝑦) are used. For
example,𝐻

𝑖
(𝑥, 𝑦) are the coordinates of𝐻

𝑖
’s position, which

is the gravitational mass center of the HOLE. 𝑥 and 𝑦 are
computed as follows:

𝑥 =

1

𝑛
𝑖

(

𝑛𝑖

∑

𝑗=1

𝐵
𝑖𝑗
𝑥
𝑗
) , 𝑦 =

1

𝑛
𝑖

(

𝑛𝑖

∑

𝑗=1

𝐵
𝑖𝑗
𝑦
𝑗
) . (1)

Tomake the papermore readable, the term “HOLE angle”
is defined as Θ(𝐻

𝑖
), which is from the sink viewpoint and is

the minimum angle of 𝐻
𝑖
. A HOLE is presented as a graph

topology with virtual grids, denoted as𝐺
𝑖
= (𝑉
𝑖
, 𝐸
𝑖
), where𝑉

𝑖

is the set of vertices, which include the vacant grids and the
boundary nodes on the 𝑖th HOLE, and 𝐸

𝑖
is the set of edges

within HOLE 𝐻
𝑖
. Specifically, the edge is the connection of

the adjacent vertices with a distance less than or equal to 𝑅.
To maintain the topology connectivity and ensure the

integrity of the environment sensing information with a
shortened postponement time for data transmission, aHOLE
healing scheme is proposed. Specifically, this scheme has two
phases, the first is to select one HOLE while at the same
time calculating a healing path, which is based on the three
properties of the HOLE, and the second phase is to drive
a robot to patch the HOLE along the healing path decided
by the first phase. The robot is equipped with a positioning
component and has the ability to move to the appointed
location. Terrain obstacles are not considered, and themobile
robot only carries out and finishes an established healing path
each time; the shortest route is determined by the Dijkstra
algorithm.

4. Hole Healing Scheme

The purpose of the proposed scheme is to select a HOLE
and to include one optimized healing path for this HOLE. In
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Figure 2: The distance relationship of nodes under grid topology.
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Figure 3: The ruled grid structure with Cartesian coordinates.

WSNapplications, when the connected topology is disrupted,
the connection must be restored for data transmission to
continue; otherwise the environment information will either
be lost or delayed at the sink. The results of the hole healing
scheme are not only expected to increase the coverage rate
but to also improve the data propagation time. In fact, when a
HOLE is healed, the sequence will affect the system efficiency,
especially used in real time applications.

Optimizing the area coverage and topology connectivity
is a very complicated process. First, the Cartesian coordinates
are used to describe the location of the nodes as described
above.The position of the node is expressed as𝐶(𝑥, 𝑦), abbre-
viated to 𝐶

𝑥,𝑦
, and the origin 𝐶

0,0
is located at the lower left

hand corner. Figure 3 illustrates the relative positions. A sink
is responsible for collecting the environmental information,
for example, the locations 𝑆1, 𝑆2, 𝑆3, 𝑆4, and 𝑆5, representing
the sensor nodes with the coordinates 𝐶

8,4
, 𝐶
10,9

, 𝐶
12,5

, 𝐶
15,9

,
and𝐶

6,1
, respectively. Also, according to the earlier definition,

the node position is always located at the center of the grid.
To calculate the sequence of HOLEs to be healed, three

weightedmetrics are considered, which are the properties of a
HOLE.The first metric is theHOLE angle,𝑊(Θ(𝐻

𝑖
)), the size

of the angle indicating the degree to which data transmission
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Figure 4: The HOLE distribution in the surveillance field.

is hindered by the HOLE; the second metric is the distance
between the sink and the HOLE, denoted as 𝑊(𝑙𝑒𝑛(𝐻

𝑖
));

and the last metric is the depth of the HOLE, expressed as
𝑊(𝑑𝑒𝑒𝑝(𝐻

𝑖
)), where 𝑖 = 1, 2, 3, . . . , 𝑚. The details of these

threeweightedmetrics are introduced in Sections 4.1, 4.2, and
4.3, respectively.

4.1. Discussion of the HOLE Angle. The authors of [23]
proposed the boundary node detection scheme, which uses
the LVP (localized Voronoi polygons) algorithm to find
border nodes. By using the algorithm, the nodes will know
whether they are a border node or not by neighboring nodes’
information only, and these nodes will transmit their status
information to the sink. Figure 4 shows a typical example of
HOLE distribution in the field, which results from the sink
collecting information in the surveillance field.

However, the angle can provide information on how the
data flow will be hindered by a HOLE. Specifically, if a hole
occurs in the middle of a transmission path, this will cause
a conveyance interruption, and more time for rerouting will
be required in order to maintain the data transmission path.
The data are conveyed to the sink from all sides, and the
data transmission influence is directly proportional to the
HOLE width; that is to say, a larger HOLE width will mean
more interference. In this study, theHOLE angle is considered
equivalent to the HOLE width.

Before computing Θ(𝐻
𝑖
), a ray expressed by [Sink, 𝐵

𝑖
)

which starts at the sink and extends toward border node 𝐵
𝑖
is

denoted by→𝐿
𝚤
. According to the property of the trigonometric

function, the method proposed in article [24] is used to solve
Θ(𝐻
𝑖
) over 180 degree problems. Here it must be noted that

all angles are measured either in a clockwise direction, or a
counter-clockwise direction.

The algorithmapplies the slope of the ray to find the upper
border node 𝐵

𝑢
and the lower border node 𝐵

𝑑
in 𝐻
𝑖
, as well

as the angle Θ(𝐻
𝑖
). The algorithm discussed in Algorithm 1

is used in a typical example shown in Figure 5. The metric of
the HOLE angle𝑊(Θ(𝐻

𝑖
)) can be calculated by

𝑊(Θ (𝐻
𝑖
)) =

Θ (𝐻
𝑖
)

180

. (2)
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Figure 5: Illustration of the relationship between 𝐵
𝑢
, 𝐵
𝑑
, andΘ(𝐻

𝑖
).

4.2. The Distance Metric 𝑊(𝑙𝑒𝑛(𝐻
𝑖
)). The proposed hole

healing scheme is based on a centralized topology. Obviously,
the environmental information is conveyed to the sink, and if
any HOLE exits within the field, then the data transmission
will be hindered. Influence on the fixed size of aHOLE owing
to the different influences of various positions depends on
how close the sink is. If the HOLE position is closer to the
sink, then the interference will be more serious, and if the
HOLE is far away from the sink, the interference will be
much less. Therefore, HOLE healing must first consider the
influence intensity of data transmission. Figure 6 illustrates
the HOLE distribution by Euclidean distance in the field,
where 𝑑

𝑖
denotes the Euclidean distance between the sink and

the HOLE:

𝑑
𝑖
= √(𝐻

𝑖
⋅ 𝑥 − 𝑆

0
⋅ 𝑥)
2

+ (𝐻
𝑖
⋅ 𝑦 − 𝑆

0
⋅ 𝑦)
2

. (3)

The metric of the HOLE distance is denoted as
𝑊(𝑙𝑒𝑛(𝐻

𝑖
)). If the efficiency of data propagation time

that considers the HOLE distance only is discussed, it is
easy to see that the shorter the distance is, the shorter the
propagation time will be. Conversely, if the HOLE position
is far away from the sink, or even located at the field border,
then the influence on the data transmission will be less, most
of which is the coverage rate problem. So let this metric be
inversely proportional to the reciprocal of theHOLE distance
between the HOLE and the sink:

𝑊(𝑙𝑒𝑛 (𝐻
𝑖
)) =

1

𝑑
𝑖

. (4)

4.3. The Metric of the HOLE Depth, 𝑊(𝑑𝑒𝑒𝑝(𝐻
𝑖
)). When

the HOLE area is small, it is clear which HOLE must be
selected, with the path healing determined by the metrics
𝑊(Θ(𝐻

𝑖
)) and 𝑊(𝑙𝑒𝑛(𝐻

𝑖
)) only. However, when the HOLE

area is large, theHOLE area effectsmust be considered.Under
such circumstances, not only the shorter delay time for the
data transmission must be taken into account, but topology
disconnection must also be avoided. To do this, the third
factor should be considered—the HOLE depth.

To determine the depth of the HOLE, the nearest border
nodes 𝐵near and farthest border nodes 𝐵far must first be
calculated, based on the distance from the sink. In order to
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Input:𝐻
𝑖
, 𝐵
𝑖𝑗

Output: ∠Θ(𝐻
𝑖
), 𝐵
𝑢
and 𝐵

𝑑

Initial:
Let 𝐵
𝑢
← 𝐻
𝑖
(𝑥, 𝑦), 𝐵

𝑑
← 𝐻
𝑖
(𝑥, 𝑦)

slopemin ← slope(𝐻
𝑖
), slopemax ← slope(𝐻

𝑖
)

(1) For 𝑗 from 1 to 𝑛 do
(2)

→

𝐿
𝐽
← [Sink, 𝐵

𝑖𝑗
).

(3) if slope(
→

𝐿
𝐽
) < slopemin

(4) 𝐵
𝑑
= 𝐵
𝑖𝑗
, slopemin = slope(

→

𝐿
𝐽
)

(5) else if slope(
→

𝐿
𝐽
) > slopemax

(6) 𝐵
𝑢
= 𝐵
𝑖𝑗
, slopemax = slope(

→

𝐿
𝐽
)

(7) End For

(8) 0(𝐻
𝑖
) =

{
{
{
{
{
{
{
{
{

{
{
{
{
{
{
{
{
{

{

2sin−1( 𝑅/2









⇀

Sink𝐻
𝑖









) ; if slopemin = slopemax

cos−1(
⇀

Sink𝐵
𝑢
𝑛

⇀

Sink𝐵
𝑑









⇀

Sink𝐵
𝑢









×









⇀

Sink𝐵
𝑑









) ; otherwise

(9) Θ(𝐻
𝑖
) = {

0 (𝐻
𝑖
) ; if 0(𝐻

𝑖
) 𝜖 [0
∘
, 180
∘
]

360
∘
− 0 (𝐻

𝑖
) ; if 0 (𝐻

𝑖
) 𝜖 [180

∘
, 360
∘
]

Algorithm 1: The algorithm of HOLE angle calculation.
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Figure 6: The HOLE distribution by Euclidean distance.

choose the optimumhealing path and simplify the problemof
irregularHOLEs, a bisector is used to divide theHOLE angle.
The length of the line within the HOLE is considered the
depth of the HOLE. Here, the definition of the HOLE depth
𝑊(𝑑𝑒𝑒𝑝(𝐻

𝑖
)) is the Euclidean distance between 𝐵near and

𝐵far. In order to find the two boundary nodes, the following
definition is used.

Definition 1. A ray [Sink,𝐵
𝑖
) dividesΘ(𝐻

𝑖
) equally and passes

through𝐻
𝑖
, which intersects the nearest border node on𝐻

𝑖
,

𝐵near and the farthest border node on𝐻𝑖, 𝐵far. The method of
finding the path from𝐵near to𝐵far is called the equally divided
path selection method, abbreviated as EDPS.

To calculate both nodes 𝐵near and 𝐵far, known conditions
like the sink, 𝐵

𝑑
and Θ(𝐻

𝑖
) are used to establish a ray →𝑆𝐵

𝚤
,
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∠ Θ(Hi)

Θ(Hi)/2

Figure 7: Illustration of the relationship between 𝐵near, 𝐵far, and
Θ(𝐻
𝑖
).

denoted as 𝐿
𝑐
, which is based on the 𝑆𝐵

𝑑
side and starts at the

sink position with Θ(𝐻
𝑖
)/2. 𝐿

𝑐
intersects with the HOLE at

two boundary nodes called 𝐵near and 𝐵far, shown in Figure 7.
It is worth noting that the term “intersect” means that 𝐿

𝑐

passes through the transmission range of a node. So the value
of the boundary nodes 𝐵near, 𝐵far and the metric of theHOLE
depth𝑊(𝑑𝑒𝑒𝑝(𝐻

𝑖
)) can be described as follows:

𝐵near = {𝐵
𝑗
| 𝑑 (𝐿

𝑐
, 𝐵
𝑗
) ≦ 𝑅 && min 𝑑 (𝑆, 𝐵

𝑗
) , 𝐵
𝑗
∈ 𝐻
𝑖
} ,

𝐵far = {𝐵
𝑗
| 𝑑 (𝐿

𝑐
, 𝐵
𝑗
) ≦ 𝑅 && max 𝑑 (𝑆, 𝐵

𝑗
) , 𝐵
𝑗
∈ 𝐻
𝑖
} ,

𝑊 (𝑑𝑒𝑒𝑝 (𝐻
𝑖
))

= √(𝐵far ⋅ 𝑥 − 𝐵near ⋅ 𝑥)
2

+ (𝐵far ⋅ 𝑦 − 𝐵near ⋅ 𝑦)
2

.

(5)
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Figure 8: Illustration of the path selection by EDPS.

As discussed above, an established path from 𝐵near to 𝐵far
is the shortest distance to the farthest node that crosses the
HOLE and arrives at the sink. This paper will demonstrate
that the decided path is the shortest distance for data trans-
mission. Before Theorem 2, which calculates the shortest
distance for node data transmission, is carried out, facing the
sink first gives a rectangle parallelogramTUWV surrounding
the HOLE, as shown in Figure 8.

Theorem 2. The shortest healing path in𝐻
𝑖
can be determined

by EDPS.

Proof. In Figure 8, the parallelogram TUWV contains a
HOLE 𝐻

𝑖
, and 𝑝 is an arbitrary point on segment TU, under

uniform node distribution. 𝐴 and 𝐵 represent two nodes
in symmetrical positions from the perspective of the sink.
The proposed method attempts to find the shortest path that
passes through the region of TUWV. It summarizes those
distances from both points 𝐴 and 𝐵 to go through the same
path and reach the sink. Points 𝐴 and 𝐵 are two symmetric
points based on the stochastic random process.

Point 𝑞 is one point on segment 𝐴𝐵. Let the length of 𝐴𝐵
be 𝐿, and let 𝐴𝑞 = 𝑥 and 𝐵𝑞 = 𝑦. As a result, 𝑥 + 𝑦 = 𝐿. In
addition, let ℎ be the distance between 𝐴𝐵 and 𝑝, assuming
that 𝐴𝑝 = 𝑎 and 𝐵𝑝 = 𝑏. According to the triangular theory,
the following equations are obtained:

𝑎
2
= ℎ
2
+ 𝑥
2
, (6)

𝑏
2
= ℎ
2
+ 𝑦
2
. (7)

Here the function 𝑓(𝑥) is defined, and let 𝑓(𝑥) = 𝑎 + 𝑏.
Both (6) and (7) substitute for 𝑓(𝑥), so

𝑓 (𝑥) =
√𝑥
2
+ ℎ
2
+ √(𝐿 − 𝑥)

2
+ ℎ
2
. (8)

Take (8) to derive by once and twice differential operations.
This yields the first and second differential equations, respec-
tively:

𝑓

(𝑥) =

𝑥

(𝑥
2
+ ℎ
2
)
1/2

−

𝐿 − 𝑥

[(𝐿 − 𝑥)
2
+ ℎ
2
]

1/2
, (9)

𝑓

(𝑥) =

(𝑥
2
+ ℎ
2
)

1/2

+ 𝑥 × (1/2) (𝑥
2
+ ℎ
2
)

−1/2

(𝑥
2
+ ℎ
2
)

− ([(𝐿 − 𝑥)
2
+ ℎ
2
]

1/2

× (−1) + (𝐿 − 𝑥)

×

1

2

(𝑥
2
+ ℎ
2
)

−1/2

× (−2) (𝐿 − 𝑥))

× [(𝐿 − 𝑥)
2
+ ℎ
2
]

−1

.

(10)

According to the extreme value theorem, it is known that
the function 𝑓(𝑥) has a minimum value when 𝑥 = 𝐿/2. In
other words, 𝑎 + 𝑏 has a minimum value when the point 𝑞 is
located at the center of 𝐿. In short, it is proved that the path
found by EDPS from nodes𝐴 and 𝐵 to point 𝑝 arriving at the
sink is the shortest possible distance.

4.4. The Selection of the Optimal Healing Path. The healing
path will be selected according to the three factors described
above, that is, the angle, the distance, and the depth of the
HOLE. Here, it is worth noting to patch one node in the
HOLE, if we pay attention to the position needed to be healed.
Even though the coverage increase is fixed with a maximum
size of the sensing range of a node, the delay time for the
data transmission may vary with different healing positions.
To extend the analysis of the proposed scheme to various
applications, three parameters, 𝛼, 𝛽, and 𝛾 weighting on the
threeHOLEmetrics, respectively, are used.The formula of the
total healing metric is denoted as𝑊(𝐻

𝑖
), shown as follows:

𝑊(𝐻
𝑖
) = 𝛼𝑊(Θ (𝐻

𝑖
)) × 𝛽𝑊(𝑙𝑒𝑛 (𝐻

𝑖
))

× 𝛾𝑊(𝑑𝑒𝑒𝑝 (𝐻
𝑖
)) ,

(11)

where 𝛼, 𝛽, and 𝛾 are positive harmonic coefficients. Let
𝛼 + 𝛽 + 𝛾 = 1. Changing the parameters will induce different
results. Based on (11), one HOLE will be selected. However,
because the EDPS method selected healing path from 𝐵near
to 𝐵far is a straight line, the patch nodes will be located in
a virtual grid, as assumed earlier. As the straight line patch
nodes may not be the real node positions, it is necessary
to modify the straight line healing. To find the real path,
the vertices in the HOLE which are close to 𝐿

𝑐
are used.

According to the virtual vertices computed in Algorithm 2,
the vertices’ accordance with the healing sequence should be
arranged in the set of Path{}.

In Algorithm 2, 𝐿
𝑐
is determined as in Figure 7. The

virtual vertices set 𝑉
𝑖
are the grid locations in𝐻

𝑖
. The Steiner

point problem layout method [25] is used with the proposed
grid topology to determine the actual vertices’ positions. As
shown in Figure 9, the blue ray is calculated by the EDPS
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Input: 𝐿
𝑐
, 𝐵near, 𝐵far, 𝑉𝑖

Output: Path{}
Initial: Path{} = 𝜑

(1) 𝑃 ← 𝐵near
(2) Adding 𝐵near to Path{}
(3) 𝑉

𝑠
← 𝑃

(4) 𝑃 = {𝑉
𝑖
| 𝑑(𝑉
𝑠
, 𝑉
𝑖
) ≤ 𝑅
𝑐
&& min 𝑑(𝐿

𝑐
, 𝑉
𝑖
)}

(5) Add the vertex 𝑃 to Path{}
(6) 𝑉

𝑠
← 𝑃,{𝑉

𝑖
} = {𝑉

𝑖
} − 𝑃

(7) Repeat step 4 until 𝑃 = 𝐵far
(8) Adding 𝐵far to Path{}

Algorithm 2: The algorithm for the modification from straight healing line to real positions.
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Figure 9: Illustration of the real healing path.

method in 𝐻
5
. The optimum healing path, which consists

of the real healed positions, is denoted by the red arrows.
In fact, these positions must also be sequentially recorded
in Path{}. The elements of the set are sequenced locations of
the vertices which will be healed. For example, Figure 9 has
two nodes, 𝐵

6,4
and 𝐵

8,9
, which are the border nodes 𝐵near

and𝐵far, respectively. In addition, there are four vertices,𝐶7,5,
𝐶
7,6
, 𝐶
7,7
, and 𝐶

8,8
. That is to say, the elements of Path{} are

{𝐵
6,4
, 𝐶
7,5
, 𝐶
7,6
, 𝐶
7,7
, 𝐶
8,8
, 𝐵
8,9
}.

5. Simulation Results

The hole healing scheme proposed in this paper considers
three weighted metrics, which are the angle, 𝑊(Θ(𝐻

𝑖
)),

the depth, 𝑊(𝑑𝑒𝑒𝑝(𝐻
𝑖
)), and the distance, 𝑊(𝑙𝑒𝑛(𝐻

𝑖
)), of

the HOLE. The abbreviations 𝑝
𝑖𝑎
, 𝑝
𝑖𝑑
, and 𝑝

𝑖𝑙
are used to

represent the normalized values between 0 and 1 of these
threemetrics.Thedelivery hop countwas used tomeasure the
data propagation delay. Therefore, if the number of hops can
be reduced during data transmission, the data transmission
will have a shorter delay time. This also has the advantages
of reducing energy consumption and prolonging the lifetime
of the WSN applications. The experiment in this paper was
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Figure 10: ADH (random𝐻𝑂𝐿𝐸 = 15, 𝛼 = 𝛽 = 𝛾 = 1/3).

carried out by simulations under different environmental
parameters to illustrate the variety of the average delivery
path length for data transmission. The results show that the
proposed weighted method has less delivery hops than do
other methods, listed as follows:

(1) random selection for healing hole,

(2) nearest distance selection for healing hole,

(3) maximum size selection for healing hole.

First, in this simulation let the three weight values of
𝛼, 𝛽, and 𝛾 be equal; in other words, all of them are equal
to 1/3. The average delivery hops (ADH) of the proposed
weighted method were calculated and compared with those
of the other methods. In the simulations, sensor nodes were
initially deployed in the ruled fields of 10 × 10, 20 × 20,
30 × 30, 40 × 40, and 50 × 50, respectively. The sizes and
locations of the HOLEs were randomly generated, and the
maximum number of HOLEs is limited to 15. Each ADH
result is the average of 1000 iterations for each case in the
simulation, as shown in Table 1 and Figure 10.
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Table 1: ADH (random HOLE= 15, 𝛼 = 𝛽 = 𝛾 = 1/3).

Node count Method
Random Nearest MaxSize Weighted

10 × 10 7.34 6.64 6.52 6.41
20 × 20 16.44 14.96 14.55 14.37
30 × 30 25.89 23.48 22.75 22.49
40 × 40 35.2 31.97 31.05 30.66
50 × 50 44.66 40.5 39.35 38.81

𝑊(𝐻
𝑖
)max denotes the largest HOLE score and is calcu-

lated by (12). 𝐻
𝑖
denotes the 𝑖th HOLE with the maximum

score, which will be selected for healing:

𝑊(𝐻
𝑖
)max = argmax

∀𝑖

(𝛼 ⋅ 𝑝
𝑖𝑎
+ 𝛽 ⋅ 𝑝

𝑖𝑑
+ 𝛾 ⋅ 𝑝

𝑖𝑙
) ,

𝛼 + 𝛽 + 𝛾 = 1.

(12)

Obviously, the longest average transmitted path was
obtained by random selection; the second longest path was
achieved by nearest distance selection; the third longest path
was achieved by maximum size selection; and the best result
(the shortest route) was obtained by the proposed weighted
selection scheme. It also can be observed from the results that
the number of ADH increased proportionally according to
the number of nodes, and the result differences between the
four methods were more conspicuous in larger areas.

To discuss the decrement rate (𝐷
𝑟
) of ADH in the various

methods, the 𝐷
𝑟
of ADH is calculated by formula (13), and

the results are shown in Table 2 and Figure 11. This roughly
illustrates that the weighted method is reduced by 12.9%
more than the randommethod, by 4%more than the nearest
method, and by 1.3% more than the MaxSize method:

𝐷
𝑟
=

result − result
𝑤

result
× 100%. (13)

The above simulation results were based on a fixed
number of HOLEs and various numbers of deployed nodes.
The next simulations were conducted with a fixed number of
30 × 30 nodes, and both the position and size of the HOLEs
were produced by randomization. However, the numbers of
HOLEs were given as 5, 10, 15, 20, or 25 for different cases.
After carrying out 1000 simulations for each case, the ADH
results were obtained as shown in Table 3 and Figure 12.
The results show that the longest distance of the average
transmission path was obtained by the random selection
method; the second longest path was the nearest distance first
selection; and the third longest path was the maximum size
first selection method. However the best result (the shortest
route) was obtained by the proposedweightedmethod. It also
can be observed that when the number of HOLEs increases,
the results of the different methods differ more significantly.

Similarly, a fixed number of 30 × 30 nodes was used, and
both the position and size of the HOLEs were produced by
randomization, and the number of HOLEs were given as 5,
10, 15, 20, or 25, respectively. By comparing the proposed
weighted method with the random, nearest, and MaxSize

Table 2: Decrement rate of ADH (randomHOLE= 15, 𝛼 = 𝛽 = 𝛾 =

1/3).

Node count Method
Random →

Weighted
Nearest →
Weighted

MaxSize →

Weighted
10 × 10 12.67% 3.46% 1.69%
20 × 20 12.59% 3.94% 1.24%
30 × 30 13.13% 4.22% 1.14%
40 × 40 12.9% 4.1% 1.26%
50 × 50 13.1% 4.17% 1.37%

Table 3: ADH (node count = 30 × 30, 𝛼 = 𝛽 = 𝛾 = 1/3).

HOLE count Method
Random Nearest MaxSize Weighted

5 22.97 21.14 20.92 20.73
10 24.83 22.77 22.3 21.98
15 25.89 23.48 22.75 22.49
20 26.37 23.92 23.09 22.77
25 26.76 24.35 23.2 22.92

Table 4: Decrement of ADH (node count = 30 × 30, 𝛼 = 𝛽 = 𝛾 =

1/3).

HOLE count Method
Random →

Weighted
Nearest →
Weighted

MaxSize →

Weighted
5 9.75% 1.94% 0.91%
10 11.48% 3.47% 1.43%
15 13.13% 4.22% 1.14%
20 13.65% 4.81% 1.39%
25 14.35% 5.87% 1.21%

Table 5: ADH for proposed weightedHOLE selection method (𝛼 =

𝛽 = 𝛾 = 1/3).

Node count HOLE count
5 10 15 20 25

10 × 10 6.15 6.31 6.41 6.46 6.48
20 × 20 13.38 14.08 14.37 14.53 14.56
30 × 30 20.73 21.98 22.49 22.77 22.92
40 × 40 28.15 29.85 30.66 31.07 31.34
50 × 50 35.5 37.82 38.81 39.36 39.59

methods, the results of the decrement rate of ADH were
obtained, as shown in Table 4 and Figure 13, which roughly
illustrate that the weighted method was reduced by about
9.75%∼14.35% more than the random method, by about
1.94%∼5.87% more than the nearest method, and by about
0.91%∼1.21% more than the MaxSize method.

The simulation results shown above are compared with
the different methods. However, Table 5 and Figure 14 show
the varied ADH results based on the simulations of simulta-
neously changing both the number of nodes and HOLEs in
the weighted method. It is clear that if the number of nodes
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Table 6: ADH count (node count = 30 × 30, random HOLE= 15).

𝛼

𝛽

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0 23.49 23.02 22.77 22.62 22.66 22.67 22.82 22.87 22.94 22.94 22.99
0.1 23.31 22.83 22.64 22.5 22.59 22.64 22.79 22.89 22.86 22.84
0.2 23.05 22.71 22.54 22.54 22.58 22.63 22.71 22.79 22.88
0.3 22.87 22.67 22.51 22.51 22.55 22.59 22.69 22.79
0.4 22.84 22.62 22.49 22.5 22.51 22.59 22.64
0.5 22.83 22.55 22.5 22.52 22.47 22.64
0.6 22.67 22.54 22.5 22.38 22.53
0.7 22.75 22.57 22.5 22.53
0.8 22.66 22.59 22.45
0.9 22.69 22.61
1 22.7

12.67 12.59 13.13 12.9 13.1

3.46 3.94 4.22 4.1 4.17

1.69 1.24 1.14 1.26 1.37
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Figure 11:𝐷
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1/3).

or HOLEs increases, the ADH count will also increases. It is
also clear that an increased number of nodes results in amore
significant increase of ADH than does an increased number
of HOLEs.

The results discussed above were under the condition of
three equal weighting coefficients, 𝛼 = 1/3 for the HOLE
angle, 𝛽 = 1/3 for the HOLE depth, and 𝛾 = 1/3 for the
HOLE distance parameters. Next, the various values of the
coefficients 𝛼, 𝛽, and 𝛾 were considered, and the changes of
the ADH in the weightedmethodwere observed. Because the
values of the weights 𝛼, 𝛽, and 𝛾 are between 0 and 1 and
𝛼 + 𝛽 + 𝛾 = 1, in Table 6, the oblique line illustrates that the
cases will never happen (the total value of weights exceeds 1).
The value of 𝛾 is related to 𝛼 and 𝛽 and is calculated according
to the following formula:

𝛾 = 1 − 𝛼 − 𝛽. (14)

Table 6 and Figure 15 illustrate the change of the ADH
count with variously changed weighting values of 𝛼, 𝛽, and
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𝛾. The result is also the average of 1000 iterations in each
simulation case.The numbers of nodes andHOLEs are 30×30
and 15, respectively. As the results show, when both weighting
values 𝛼 and 𝛽 are lower, the delivery hop count will become
larger. When 𝛼 = 0.6, 𝛽 = 0.3, and 𝛾 = 0.1, the lowest
ADH count (= 22.38) is obtained, which means higher data
transmission efficiency and lower energy consumption than
the other permutations of the weighting coefficients.

According to the above simulation results, it clear that the
proposed weighted method has demonstrates significantly
better performance than the other methods. In addition, the
simulations with adjusted of weighting values were able to

obtain the optimum values for 𝛼, 𝛽, and 𝛾 in order to obtain
the shortest ADH and apply the proposed weighted HOLE
healing strategy to practical applications.

6. Conclusion

The focus of this paper is the rebuilding and maintenance
of network topology connections. Reducing the time of
postponement in the data transmission process is the purpose
of the proposed hole healing scheme. Three properties of
HOLEs forHOLE selection are proposed to improve the data
conveyance time. They consider factors such as the angle of
a HOLE, the distance between the sink and a HOLE, and
the depth of the HOLE. In addition, the proposed EDPS
algorithm is able to find a shorter path for healing the selected
HOLE. This idea is quite useful for the healing process,
especially when largeHOLEs occur in the field. To ensure the
accuracy of node location calculation, the field is imagined
as a virtual ruled grid, and a robot is utilized to patch
sensors in order to rebuild the topology connection. The
performance of this proposed strategy is evaluated according
to the average delivery hops. By comparing the proposed
method with the random selection, nearest selection, and
maximum size selection methods, the simulation results
show that the proposed strategy outperforms the others.
We believe that our proposed method of hole healing with
data delivery awareness (HHDDA) is a valuable maintenance
method for WSN applications.
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Continuous k-nearest neighbor (CkNN) search is a variation of kNN search that the system persistently reports k nearest moving
objects to a user. For example, system continuously returns 3 nearest moving sensors to the user.Many query processing approaches
for CkNN search have been proposed in traditional environments. However, the existing client-server approaches for CkNN search
are sensitive to the number of moving objects. When the moving objects quickly move, the processing load on the server will be
heavy due to the overwhelming data. In this thesis, we propose a distributed CkNN search algorithm (DCkNN) on wireless sensor
networks (WSNs) based on the Voronoi diagram. There are four features about DCkNN: (1) each moving object constructs a local
Voronoi cell and keeps the local information; (2) in order to keep the reliability of system, the query message will be propagated
to related objects; (3) using the idea of safe time, the number of updates is reduced; (4) an equation to estimate a more accurate
safe time is provided. Last, we present our findings through intensive experiments and the results validate our proposed approach,
DCkNN.

1. Introduction

The mobile sensors have been widely used in recent years.
For example, the smartphone, Samsung Galaxy S4, includes
a barometer, thermometer, and hygrometer (to measure
humidity)—the first major smartphone to do so. By using
these sensors, people can easily use their mobile devices to
obtain environmental information. On the other hand, the
popularization of global positioning system (GPS) and the
miniaturization of mobile devices, equipped with a wireless
network module, make location-based services (LBSs) no
longer expensive. Thus, with the combination of the mobile
sensors and the GPS, more and more interesting applications
and issues gradually emerged.

In general, one can regard each mobile device (sensor)
as a moving object in wireless mobile sensor networks. Each
user (object) can use the GPS and sensors to provide the
environmental information, such as location, temperature,
and humidity, to the information systems which are built by
themanufacturers.These systems can sink user’s information
and send the user’s location through the mobile networks.

Mobile users can immediately access the information related
to the location and geographic information. Many manufac-
turers even provide different telecommunication services to
the users, The multiple types of information services make
life more convenient. For example, if a user issues a query
and wants to know the temperature at a specific location,
the neighboring mobile objects of this location will return
the measured temperature information to the user. Another
example is the temperature monitoring system where a
mobile sink may move around to collect the temperature
around it. In these cases, the query may move.

As the above examples, the mobile query often selects
𝑘 nearest neighbors (𝑘NN) [1] around itself to obtain the
average of the measured temperatures. Moreover, the mobile
query may monitor the environmental information for a
period of time. Each moving object thus needs to continu-
ously reply to themobile querywithmeasured environmental
information and location. Such an application actually is the
continuous 𝑘 nearest neighbors (C𝑘NN) query [2, 3], which is
used to derive the 𝑘 nearest neighbor sensors and then get
the average of the received information continuously. In this
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paper, we consider the mobile environment where the data
objects and queries can move.

Spatial queries, such as 𝑘 nearest neighbors query and
continuous 𝑘 nearest neighbors query, have attracted many
researchers’ interest and also have been discussed on many
different applications.Most of the existingmethods about the
𝑘NN or C𝑘NN search in the considered mobile environment
still use the client-server architecture and rely on a central
server for processing queries. Each moving object needs
to continuously obtain the location information of itself
by GPS and send the information back to the server for
updating the database. Thus, if we use the existing methods
under a specific scenario that the position status of objects
changes frequently, the server must receive a huge amount of
information stream for updating each object’s location in a
short time, thus causing the server system to be overloaded.
Besides, the large amount of messages for updates occupies
quite a lot of bandwidth. We hence propose an effective and
noncentralized approach for supporting C𝑘NN query in a
mobile environment.

In this work, we consider the continuous 𝑘 nearest
neighbors query in WSNs or some other distributed and
mobile environments like WSNs, which consist of a number
of mobile devices (sensors) and propose a new distributed
approach, DC𝑘NN, for processing C𝑘NN query efficiently.
From the object’s point of view, the distributed architecture
using local computation can effectively reduce the updating
cost since the update messages in the client-server architec-
ture may need more hops to arrive to the server. Even worse,
the long delay of the update messages can make the answer
of the C𝑘NN inaccurate. On the other hand, the distributed
architecture can avoid the long response time caused by the
overload of the server. In our considered environments, each
mobile device, also called moving sensor or moving object,
can obtain its location information by the GPS equipment.
Besides, each moving object is equipped with enough storage
and a cpu for storing the local information and processing
simple 2D functions, respectively.

In our proposed approach, each moving object will send
messages to its one-hop neighbors when necessary to avoid
the wrong information for processing spatial queries. When
finding the 𝑘NN, our method uses the incremental strategy
on the number of hops based on the Voronoi diagram (VD)
[4]. In order to estimate the movement of a moving object
accurately, we consider the speed of each moving object and
adapt the concept of safe region [5] to our proposed approach,
distributed continuous 𝑘 nearest neighbors (DC𝑘NN).

In this paper, we address the problem of efficiently pro-
cessing continuous 𝑘 nearest neighbors over moving objects
with updates and make the following contributions.

(i) We identify the continuous 𝑘nearest neighbors search
problem on mobile ad hoc networks and categorize
some detailed existing works about this issue.

(ii) We provide a novel approach, using local Voronoi
diagram, for efficiently and precisely collecting the
location of each object in a distributed way.

(iii) With the combination of local Voronoi diagram, we
propose a model for accurately estimating the safe-
time (safe-region) of continuous 𝑘 nearest neighbors
query, which can lead to a short response time,
fewer number of messages, less update cost, and high
accuracy.

(iv) We perform a simulated experimental evaluation and
the results show the superiority of our solution over
the adaptation of state-of-the-art solutions [5] given
to the similar issues.

The rest of this paper is organized as follows. In Section 2,
we review the related work. The performance metrics and
considered issues are introduced in Section 3. Section 4
presents the proposed solution using localized Voronoi dia-
gram and how to derive the accurate safe time. Section 5
gives some analysis and comparisons between the proposed
DC𝑘NNmethod and different existing methods. The discus-
sion on the experimental simulation is in Section 6. Finally,
we give the conclusion remarks in Section 7.

2. Related Work

The existing works for C𝑘NN search can be categorized into
the following categories according to the ways for accessing
or managing data: (1) pull-based approach, (2) push-based
approach, and (3) distributed andmobile approach.The pull-
based approach uses the traditional client-server architecture
[6–8]. A given central server is responsible for processing
the spatial queries from the user devices and all the data
are stored in the server. Whenever a client wants some
information, the client will send a query to the server. In
many applications, the amount of spatial data needed to be
processed could be very large and hence the spatial data is
usually saved in the external storages, such as disks. Thus,
the existing approaches for C𝑘NN search using the pull-
based approach focus on optimizing the number of I/O’s.
Of course, the computation time (CPU time) is still an
important performance metric when the size of spatial data
needed to be processed is not large. As a result, the above
two measurements, the number of I/O’s and CPU time, are
usually used to validate the effectiveness of the proposed
algorithms for processing 𝑘NNandC𝑘NNqueries using pull-
based approach. However, the bandwidth of communication
between the clients and servers is asymmetric. In other words,
the uplink bandwidth is limited and much smaller than the
bandwidth of downlink. This phenomenon in wireless com-
munication will cause the bottleneck [9] when the number
of queries increases if the pull-based approach is applied for
accessing data.

In order to overcome the bottleneck problem caused
by the pull-based approach in wireless environment, the
push-based approach is proposed and also referred to as
data broadcasting approach. Data broadcasting has attracted
a lot of research attention in the past decades and many
approaches or protocols for different types of spatial queries
have been proposed [10–13]. In the data broadcasting envi-
ronment, the data are broadcast in the air by the server
and the clients execute the query process by listening to
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the broadcast channel. The load for processing data on the
server is dramatically decreased and relieves the bottleneck
problem. Instead, the computation load on the clients is
increased. From the user’s point of view, the fewer battery
power each device consumes, the better experience each
user has. Thus the existing works [10, 11, 13–15], in general,
discuss the performance of data broadcasting protocol in
terms of latency and tuning time. Latency is the time a client
experiences from issuing query to receiving the complete
answer. The tuning time is the amount of time actually spent
on listening to the broadcast.The latency indicates the quality
of service (QoS) provided by the system and the tuning time
can represent the power consumption of mobile clients.

Many works [16–18] have discussed the 𝑘NN and C𝑘NN
queries on the distributed and mobile environments like
mobile ad hoc NETworks (MANETs) and wireless sensors
networks (WSN). MANETs and WSNs are self-configuring
infrastructure-less networks consisting of mobile devices and
sensors connected by wireless communication. Each device
in such networks is free to move independently in any
direction and will thus change its links to other devices
frequently. Each device can forward the traffic unrelated to
its own use and act as a router. In contrast to the client-server
and data broadcasting environments, there is no central
server that handles the spatial queries or broadcasts spatial
data in MANETs or WSNs. Accordingly, the information
system based on the above infrastructure-less networks has
to process the queries in a distributed way. Each mobile node
(or device) in such a system cooperates and exchanges spatial
data with each other and then derives the answer for the
spatial queries.

In spatiotemporal data applications, the datasets consist
of data objects and the data as well as queries might move
over time. In order to process a great volume of spatial data
and queries efficiently, some decomposition methods, such
as grid and Voronoi diagram, have been used in the existing
works [7, 19, 20]. Xiong et al. [20] focused on multiple 𝑘NN
queries and proposed an incremental search technique based
on hashing objects into a regular grid and keeping CPU
time in mind. The main objective of this work on disk-
resident data is to minimize disk I/O operations. The CPU
time is considered only as a secondary objective. Zhao et al.
[21] proposed a Voronoi-based approach for C𝐾NN query.
Although this work provided a navigation service to mobile
devices, the query processing is still operated on a central
server.

Mouratidis et al. [22] proposed a threshold-based algo-
rithm to help the server processing continuous nearest neigh-
bor queries from geographically distributed clients. Within a
given threshold, the 𝑘 nearest neighbors of the query point
will not change. However, this work still needs a central
server for monitoring the 𝑘NN objects, maintaining the
huge spatial data, and broadcasting each object’s information.
Chatzimilioudis et al. [16] proposed a proximity algorithm
to answer all 𝑘-nearest neighbor queries continuously. In
such an environment, many stations, called query processors,
are placed to monitor all the objects in the radio region.
Then, different query processors can exchange the monitored
spatial information to calculate the 𝑘nearest neighbor answer
to the user (query point).
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Figure 1: A 2NN search with query point 𝑞, where 2NN(𝑞) = {𝑎, 𝑏}.

In contrast to most of the above approaches, Kim et al.
[5] proposed a decentralized method to support continuous
𝑘 nearest neighbor query. Each query object predicts a safe
time as a threshold for reducing the cost of information
update. This method assumes that there is a maximum
speed,MaxSpeed, of each object in the environment and use,
DI𝐾NN algorithm [23] to find the initial 𝑘 nearest neighbors.
By monitoring the 𝑘th and (𝑘 + 1)th NN, the mobile query
can know the influence region and use this region to filter
moving objects, thus reducing a great amount of update cost.
However, this work only considered the stationary query, not
a moving query. We will discuss the accuracy of this method
later in details. Before introducing the proposed algorithm,
we first give some background and terminologies.

3. Preliminaries

In this section, we present some concepts and techniques that
are generally used when solving the spatial data queries on
moving objects. The metrics generally used to evaluate the
query process will also be introduced.

3.1. Spatial Query. The 𝑘 nearest neighbor search (𝑘NN
search) is one of the important types of spatial queries.
Suppose that the distance between two points V and 𝑢 is
dist(V, 𝑢) and assume that there is a given dataset 𝐷 with a
query point 𝑞. The 𝑘 nearest neighbor search is to find the 𝑘

nearest data objects in dataset𝐷. A simple example in Figure 1
illustrates the 2NNof the given query point 𝑞 and data objects
𝑎 and 𝑏 are the two data objects closest to 𝑞. In this case,
we will say 2NN(𝑞) = {𝑎, 𝑏}. The definition of the 𝑘 nearest
neighbor search problem thus can be defined as follow.

Definition 1 (𝑘NN search problem). Given a query point 𝑞

and an integer 𝑘, the 𝑘 NN search problem is to find a subset
𝑘NN(𝑞) ⊆ 𝐷 with |𝑘NN(𝑞)| = 𝑘, such that any data object
𝑝 ∈ 𝑘NN(𝑞) and dist(𝑝, 𝑞) ≤ min

𝑜
dist(𝑞, 𝑜), where 𝑜 ∈

(𝐷-𝑘NN(𝑞)).
The continuous 𝑘 nearest neighbors search (C𝑘NN

Search) [3] is a variation of 𝑘NN query. C𝑘NN search is
extended from 𝑘NN search and the system will continuously
return the 𝑘NN answer in a time interval. In a mobile envi-
ronment, the mobile devices are regarded as moving objects.
Thus, the result of a C𝑘NN search may change over time due
to the movement of the queries and data objects. We can
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Figure 2: An example of C𝑘NN, 𝑘 = 1, where the output is
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model the moving pattern of the query as a path consisting
of consecutive line segments and then consider the line
segments for C𝑘NN search. Let𝐷 be a dataset of data objects
and 𝑞 = [𝑠, 𝑒] be a query line segment. A continuous 𝑘 nearest
neighbors (C𝑘NN) query retrieves 𝑘 nearest neighbors of
every point in the line segment 𝑞 = [𝑠, 𝑒]. The result contains
a set of ⟨𝑅, 𝑇⟩ tuples, where 𝑅 is the resulting 𝑘NN within
the time interval𝑇 on [𝑠, 𝑒]. Consider Figure 2 as an example,
where 𝐷 = {𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ} and 𝑘 = 1. The output
of the query is the set of tuples ⟨{𝑎}, [𝑠, 𝑠

1
]⟩, ⟨{𝑐}, [𝑠

1
, 𝑠
2
]⟩,

⟨{𝑓}, [𝑠
2
, 𝑠
3
]⟩, and ⟨{ℎ}, [𝑠

3
, 𝑒]⟩. Tuple ⟨{𝑎}, [𝑠, 𝑠

1
]⟩ indicates

that {𝑎} is the 𝑘NN(𝑞) (𝑘 = 1) for interval [𝑠, 𝑠
1
] and so on.

We then can define the continuous 𝑘 nearest neighbor search
problem as below.

Definition 2 (C𝑘NN search problem). Given a line segment
[𝑠, 𝑒] and an integer 𝑘, for any data object 𝑝, if 𝑜

𝑘
∈

C𝑘NN([𝑠, 𝑒]) is one of the 𝑘 nearest neighbor, then for any
object 𝑜 ∈ (𝐷-C𝑘NN([𝑠, 𝑒])), dist(𝑝, 𝑜


) ≥ dist(𝑝, 𝑜

𝑘
).

3.2. Voronoi Diagram. Using Voronoi diagram (VD) for
C𝑘NN search is proposed in the pull-based approach [7].
Consider a set 𝑃 of 𝑛 distinct data points, called sites, in
the plane. The Voronoi diagram of 𝑃, denoted by VD(𝑃), is
defined as the subdivision of the plane into 𝑛 cells, one for
each site in 𝑃, and each cell corresponding to a site 𝑝 ∈ 𝑃 is
defined to be the area of all points in the plane closer to𝑝 than
to any other point in 𝑃. Figure 3 shows the Voronoi diagram
of 16 data points 𝑝

1
, 𝑝
2
, . . . , 𝑝

16
in the plane. Actually, the

boundary between two points is the perpendicular bisector
of those two points. The method proposed in [7] uses the
characteristics of the perpendicular bisector (the distances
from any point on this line to both neighboring points
are the same) to determine the nearest neighbors of the
current query point. Let us use Figure 3 as an example. Then,
each solid line is the perpendicular bisector between two
neighboring data objects. Suppose that the solid line with
arrows denotes a path for the query point from position 𝑆

to position 𝐷
1
and the dotted line with arrows is the path

from 𝑆 to 𝐷
2
. For the path from 𝑆 to 𝐷

1
, it is very easy to

determine the answer set of the continuous nearest neighbors
using Voronoi diagram and {𝑝

9
, 𝑝
8
, 𝑝
11

, 𝑝
12

, 𝑝
10

} is the result.
On the other hand, for the dotted path from 𝑆 to𝐷

2
, since the

query does not move to another Voronoi cell, the answer set
of continuous nearest neighbor is always {𝑝

9
}.

p16
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Figure 3: A continuous nearest neighbor search example using
Voronoi diagram.

Using the Voronoi diagram, one can easily find the NN
for a query point. To find the 𝑘NN for an arbitrary 𝑘 > 1,
we can extend the concept of Voronoi diagram to have the
order-𝑘 Voronoi diagram [24]. Using the order-𝑘 Voronoi
diagram, one can find the 𝑘NN for a query point by locating
the query point in some order-𝑘 Voronoi cell. Patroumpas et
al. proposed a method [25], which approximates the order-𝑘
Voronoi cells by limited data objects to support continuous
𝑘 nearest neighbor query. Figure 4 shows the process of
constructing an approximate order-3 Voronoi cell. Before the
construction, all the 𝑘 nearest neighbors are known. Initially,
the system assumes that approximate cell VC containing 𝑞

is equal to the entire universe of interest where any possible
location is being recorded. The system regards query point
𝑞 as the center point, divides the whole region into eight
quadrants, and finds the 3NN(𝑞) = {𝑛

1
, 𝑛
2
, 𝑛
3
}, as shown in

Figure 4(a). For each closest point 𝑚
𝑖
to 𝑞 in each quadrant,

the system delineates all its 𝑘 bisectors with the 𝑘NN points
and then produces the approximate order-𝑘 Voronoi cell of
the 𝑘NN point with respect to 𝑞. But, for reducing processing
cost even further, the system chooses bisector 𝑏

𝑖
that is closest

to 𝑞 and thus bounds the cell most tightly (Figure 4(b)).
Accordingly, by taking the most restrictive bisector 𝑏

𝑖
for

each quadrant in counter-clockwise order, the system can
gradually crop entire universe and obtain the approximate
order-𝑘 Voronoi cell VC as shown from Figures 4(b) to 4(i).
The gray region in Figure 4(i) is the resulting approximate
order-3 Voronoi cell. No matter the query moves in this
region, 3NN(𝑞) = {𝑛

1
, 𝑛
2
, 𝑛
3
}.

3.3. Safe-Time. In the wireless sensor network, the idea of
safe-time is proposed by Kim et al [5]. This method first
assumes that there is a maximum speed, MaxSpeed, of each
object in the environment and then uses DI𝑘NN algorithm
[23] to find the initial 𝑘 nearest neighbors. As Figure 5 shows,
the user located at 𝑆 issues a query with 𝑞 as the center
point of this query. The system will first inquiry object 𝑛

𝑝
,

the nearest neighbor of the query point 𝑞. Then, the process
searches the initial 𝑘NN counter-clockwise on the concentric
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Figure 4: The construction of an approximate order-3 Voronoi cell, where 𝑞 is the query point.
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Figure 5: The 𝑘NN search on WSNs: (a) Q-node is the first object receiving the query and D-node is the sink node which is responsible for
collecting data and (b) presents the multihops routing path for the 𝑘NN process.
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Figure 6: Update process using safe-time for 3NN search on WSNs: (a) shows the CD between the third and fourth closest data points; (b)
presents the maximum influenced distance for update using broadcast; (c) indicates the area for broadcasting to update.

circles incremental with an distance 𝑤. The query message is
forwarded in hop by hop manner as shown in Figure 5(b).
Finally, the system can obtain the initial 𝑘NN from the last
object which finished the query processing and derive the
distance, cross-distance (CD), between the 𝑘th and (𝑘 + 1)th
nearest neighbors. As Figure 6(a) shows, the system then can
compute a safe time = CD/(2 ∗ MaxSpeed) by the cross-
distance between the 𝑘th and (𝑘 + 1)th nearest neighbors.
This indicates that the system ensures that the order of 𝑘th
and (𝑘 + 1)th nearest neighbors will not exchange in the safe-
time period.Thus, the resulting 𝑘NNdoes not need to update.
In addition, the maximum moving distance of each object
is limited in the safe-time, so we can predict the maximum
influenced region after the movement of 𝑘th and (𝑘 + 1)th
nearest neighbors as shown in Figures 6(b) and 6(c) to obtain
the safe region (the dark rings in the figure). The system will
ignore the objects which locate outside the safe region, thus
reducing the cost of updating each object’s information.

3.4. Performance Metrics. In order to evaluate the proposed
DC𝑘NN approach, we consider the following performance
metrics, including update cost, number of messages, accuracy,
and response time.

3.4.1. Update Cost. The update cost is to measure the number
of updates during the query process. We sometimes use the
frequency to denote it. Since the sensors (objects) and even
the query will move, the status of the sensors should be
maintained in order to have the accurate results. However, the
cost for one update is high in the distributed environment.
Hence, one of the objectives of the designed algorithm,
DC𝑘NN, is to minimize the update cost for the C𝑘NN query.

3.4.2. Number ofMessages. Except for the number of updates,
there are some other kinds of messages for the query
process in the distributed andmobile environment, including
the messages for query and information passing. The total
number of messages used during the query process can be

used to indicate the throughput over the networks and the
energy consumption. So the proposed DC𝑘NN is towards
minimizing the total number of messages for the query.

3.4.3. Accuracy. By using the pull-based approach, the time
interval for routing updatemessages to the server depends on
the distance between the data object and the server. It thus can
not ensure that the location information of each object saved
in the server is the latest. Hence, the results may be timely
incorrect when deriving the answers for a query due to the
mobility.This situation becomes worse in the distributed and
mobile environments. In our design, the proposed approach
can avoid redundant updates and keep the accuracy of the
results.

3.4.4. Response Time. The complicated query process, the
delay time for message communication, and the number
of users will affect the response time of the system to
process the query. Long response time is unbearable andmay
return obsoletely invalid query results. Even worse, the long
response time may cause important information missing or
financial loss. Thus the system response time is also one of
the important issues that must be considered when designing
the method for continuous queries.

4. Distributed Continuous 𝑘 Nearest
Neighbors Search

In the mobile and distributed environments, like WSNs or
MANETS, the pull-based approach may not be a goodmatch
for C𝑘NN search due to the problems discussed in Section 2.
We thus propose a distributed algorithm, DC𝑘NN, for C𝑘NN
search in the mobile and distributed environments. The
distributed approach using a better safe-time can reduce the
update cost, relieve the load for server, shorten the response
time, and make the result more accurate. There are three
phases in DC𝑘NN: initialization phase, query processing
phase, and information update phase. In the initialization
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query DC𝑘NN search()
(1) broadcast a query 𝑞(𝑘, ℎ𝑜𝑝𝑐); // ℎ𝑜𝑝𝑐 is initial to 1
(2) get the Voronoi cells or object’s information;
(3) if (𝑘 = 1) then
(4) show LVC;
(5) find 𝑠𝑎𝑓𝑒𝑡𝑖𝑚𝑒 of DC1NN (with LVC);
(6) elseif (𝑘 > 1) then
(7) while the received information is insufficient do
(8) broadcast the query 𝑞(𝑘, ℎ𝑜𝑝𝑐 + 1) to ask more hops of neighbor nodes;
(9) run normal 𝑘NNSearch to find 𝑘NN set;
(10) show LVC according to 𝑘NNset and 𝐼𝑛𝑓𝑜;
(11) find 𝑠𝑎𝑓𝑒𝑡𝑖𝑚𝑒 of DC𝑘NN (with LVC)
(12)while (𝑠𝑎𝑓𝑒𝑡𝑖𝑚𝑒 ̸= 0)
(13) wait;

Algorithm 1: The DC𝑘NN algorithm on the query (sink) node.

phase, each moving object exchanges the location informa-
tion and builds a local Voronoi cell (LVC) as well as calculates
the safe time for the LVC. The query processing phase
collects sufficient location and environmental information
of neighboring neighbors for exploring the result of the
given C𝑘NN query. The last information update phase is to
maintain the latest information for the moving objects and
the result of the continuous 𝑘 nearest neighbor query. The
following will explain each phase in details.

4.1. Phase 1: Initialization (𝑘=1). During system initialization,
each mobile sensor (moving object) exchanges location
information with its neighbors, derives the local Voronoi cell
(LVC), calculates the safe time of LVC, and then stores the
LVC and safe time in the memory.

When a user issues an NN query 𝑄 and broadcasts the
query message 𝑞(𝑘, ℎ𝑜𝑝𝑐) (case 𝑘 = 1), where 𝑘 is the number
of the nearest neighbors the query wants to find and ℎ𝑜𝑝𝑐

is the hop counter and sets to one initially. When the query
point 𝑄’s neighboring objects receive the query message
𝑞(𝑘, ℎ𝑜𝑝𝑐), they will determine whether 𝑄 is located in their
Voronoi Cells (VCs). If a neighboring object replies true, it
means that this neighboring object is the nearest neighbor of
the query point 𝑄 and this neighboring object will transmit
the Voronoi cell (VC) information of itself to the query point
𝑄, including the neighboring object boundaries, location,
direction, and speed of movement, and some environmental
information. On the other hand, if a neighboring object
returns false, this neighboring object will check whether
query point𝑄moves towards it or not. If the query point𝑄 is
moving towards a neighboring object, then this neighboring
object also will send its VC information to the 𝑄; otherwise,
the query message will be ignored. After the initialization
phase, eachmoving object will maintain the LVC information
and safe time. The update process will be executed for the
latest LVC information only when the safe time decreases to
zero. Assume that each object has 𝑑 neighbors in average.
Since the bisector between two objects costs 𝑂(1) time, the
LVC construction (Initialization phase) can be finished in
𝑂(𝑑) time.

4.2. Phase 2: C𝑘NN Query Processing. The pseudocode,
Query DC𝑘NN Search(), in Algorithm 1 shows the whole
query process on the query point. The operations from
Line 6 to the end of Query DC𝑘NN Search() do the query
processing of C𝑘NN (𝑘 > 1). When a query point𝑄 wants to
find the 𝑘 nearest neighbors where 𝑘 > 1, 𝑄 first broadcasts
messages 𝑞(𝑘, ℎ𝑜𝑝𝑐) (case 𝑘 > 1) and gets the local Voronoi
cell (LVC) information from the nearest neighboring (NN)
object. The nearest neighboring object of 𝑄 is responsible
for routing messages to its neighboring objects, collecting
the local Voronoi cell (LVC) information of the neighboring
objects, and sending information back to query point 𝑄.
Basically, if the received information is insufficient to derive
the 𝑘NN answer, the query point 𝑄 will repeatedly sends the
query message 𝑞 with one more hop (i.e., ℎ𝑜𝑝𝑐 = ℎ𝑜𝑝𝑐 + 1) to
the specific neighboring objects to obtain more neighboring
VC information until the received information is enough to
get 𝑘NN answer.

When the received information is enough to derive the
results of 𝑘NN, the query point 𝑄 will use the approximate
method we modified from [25] to calculate the approximate
order-𝑘 LVC in which the query point 𝑄 locates. By using
the modified method, the query point 𝑄 has to partition
the plane into 𝜆 equal sectors and selects an additional
nearest neighboring object in each sector, excluded from
𝑘NN objects. Thus, the query point 𝑄 needs to collect at
least 𝑘 + 𝜆 neighboring objects’ information to build the
approximate order-𝑘 LVC. Note that the information of the
additional 𝜆 objects can be learned from the information
of the received neighboring objects. In comparison with the
centralized approach for constructing the approximate order-
𝑘 Voronoi cell, the modified approximate method only needs
to consider the 𝑘nearest neighboring objects and𝜆 additional
nearest neighboring objects instead of considering all objects
in the wireless environment. The computation time is thus
much better than the traditional centralized approach and
can be derived as𝑂(𝜆) + 𝑂(𝜆) × 𝑂(𝑘) = 𝑂(𝜆(𝑘 + 1)), where
𝑂(𝜆) is the time for selecting the 𝜆 additional neighboring
objects. In the end, 𝑂(𝜆𝑘) is the time for determining the
boundary of the approximate order-𝑘 LVC. For more details
about the analysis of the computation time, please refer to
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Figure 7: An example of DCNN where (a) each sensor exchanges information in the initial step; (b) each sensor builds its LVC; (c) a query
at object 𝑞 is issued and sensor 𝑜

1
returns the information of its LVC to 𝑞 since 𝑞 is located in the Voronoi cell associated with 𝑜

1
; (d) object

𝑞 knows which sensor will be reached next and can derive the safe time by the LVC information of 𝑜
1
; and (e) the query result to 𝑞 can be

updated seamlessly when it moves to 𝑜
6
.

[25]. After the query point 𝑄 calculates the approximate
order-𝑘 LVC, a safe time of the query 𝑞 can be derived. The
safe time of the query 𝑞 is regarded as the time limit for
starting the next location information updating process and
updating the C𝑘NN answer.

Figure 7 gives an example for the case of 𝑘 = 1. As
shown in Figure 7(a), there are 16moving sensors, 𝑜

1
, . . . , 𝑜

16
,

in the system and each sensor has the location information
about itself. In the initial phase, each sensor broadcasts the
message with its location information and receives the loca-
tion information from its neighbors. The local Voronoi cell
(LVC) of each sensor then can be calculated and stored. The
overall calculatedVoronoi diagram is depicted in Figure 7(b).
Afterwards, if the locations of the sensors change as moving,
each sensor will broadcast new location information to its
neighbors and each sensor can derive a new LVC by the
received updating messages. In Figure 7(c), a continuous NN
query is issued by some query object 𝑞 with its location.
In order to know the Voronoi cell where 𝑞 locates, 𝑞 first
broadcasts the query message to the neighboring sensors
(in dashed circle). After receiving the query message, the
neighboring sensor will check whether the query 𝑞 is located
in its associated cell. If 𝑞 is not in the cell, the sensor will
ignore the querymessage. In Figure 7(c), sensor 𝑜

1
will return

the result to the query 𝑞, saying that object 𝑜
1
is the nearest

neighbor of 𝑞 for the time being. If 𝑞 moves in the direction
as indicated by the solid arrow in Figure 7(d) to object 𝑜

6
,

𝑞 can know that it moves towards the boundary of 𝑜
1
and

𝑜
6
by the LVC stored in 𝑜

6
and then derive the safe time.

When approaching the boundary (i.e., the safe time is almost
passed), a query message to 𝑜

6
will be issued by 𝑞 in advance.

Sensor 𝑜
6
will reply to 𝑞with the cell information to maintain

the accuracy of the query result. Figure 7(e) shows the result
after 𝑞moves into the associated cell of sensor 𝑜

6
.

Figure 8 demonstrates an example of DC𝑘NN for 𝑘 >

1. The initial phase is the same as the previous DCNN
example. Each sensor derives the corresponding LVC with
the information from the neighboring sensors. The query
is issued by a moving object 𝑞 with its location. Object 𝑞

locates itself and knows that it is in the VC of 𝑜
1
after sensor

𝑜
1
replies to 𝑞 with its LVC information. Suppose 𝑘 = 3.

After the initialization, 𝑞 is located in 𝑜
1
and has the LVC

information of 𝑜
1
. Having such information, 𝑞 can derive the

NN but 3NN cannot be decided yet. So, 𝑞 will broadcast the
query message to all of its one-hop neighboring sensors, say
𝑜
1
, 𝑜
2
, 𝑜
3
, 𝑜
8
, and 𝑜

9
in Figure 8(a), to request information.

The neighboring sensors will reply to 𝑞 the information about
their LVCs. Object 𝑞 then can derive the resulting 3NN for
the time being, say 𝑜

1
, 𝑜
8
, and 𝑜

9
in the example. With

these replied information, 𝑞 can build the approximate order-
3 Voronoi cell, as shown in Figure 8(b). Then, 𝑞 uses the
approximate order-3 Voronoi cell to derive the safe time in
order to maintain the continuous query result. Now, if 𝑘 =

10, the information received from the one-hop neighboring
sensors is not enough to derive the result. Then, the query
message will be broadcast to 𝑞’s two-hop neighboring sensors
as Figure 8(c) shows. If the information is not enough to
derive the resulting 𝑘NN, the querymessagewill be broadcast
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Figure 8: An example of DC𝑘NN for 𝑘 > 1, where the initialization phase is the same as previous DCNN example and (a) 𝑜
1
, 𝑜
8
, and 𝑜

9
are

the 3NN to the query object 𝑞, (b) the approximate order-3 Voronoi cell can be built with enough information received, (c) the information is
not enough for 10NN query and two-hop neighboring sensors are requested, (d) the resulting 10NN can be derived, and (e) the approximate
order-10 Voronoi cell can be calculated with information received.

to one more hop neighboring sensor. Such process will be
repeated with an increment on the hop count. After having
enough information, 𝑞 can calculate the resulting 10NN and
the approximate order-10 Voronoi cell as shown in Figures
8(d) and 8(e), respectively. Using the approximate order-10
Voronoi cell, the safe time can be derived. In the following,
we will discuss how to derive the safe time for maintaining
the result of the continuous 𝑘NN query.

4.3. Phase 3: Information Updates. In the distributed and
mobile environments, it is challenging for a mobile node
to maintain the location information of the other mobile
nodes effectively. If a mobile node sends the update messages
frequently, it will consume much network resource and
power. Furthermore, the result of themoving query should be
effectively maintained. For different roles, nodes, and query,
we propose effective ways, respectively, in our DC𝑘NN query
process to update the location information and maintain the
query result.

4.3.1. The Safe Time of Each Object. In the proposed appro-
ach, DC𝑘NN, each object cooperates with each other and
exchanges information to update the location information of
each object. In order to monitor and obtain the continuous
answer of a continuous 𝑘 nearest neighbors query, we use
a safe distance between each object and query. Then we
can derive the safe time of each object for location updates
by estimating the maximum speed of that object. Suppose
that the sensing area is partitioned into a grid for location

management. There are three possible methods for deriving
the safe distance. The first one is the grid-based safe distance.
Each object directly uses the minimum distance between
itself and the boundary of the grid cell where the object
locates. Simply using the grid-based safe distance may cause
some problems about the imprecise updates. The second
method, VD-based safe distance, uses VD to obtain the safe
distance. In order to predict the safe distance more precisely,
we can consider the previous two distances simultaneously
and then select the smaller one. So the last method, proper
safe distance, will return a better safe distance by comparisons.
Having the safe distance, the safe time then can be derived by
estimating the maximum speed of the considered object.

In Figure 9, the sensing area is divided into a grid and
the Voronoi diagram formed by the sensors is also shown.
For sensor 𝑜

1
in Figure 9(a), the grid-based safe distance and

VD-based safe distance are presented, respectively, and the
proper safe distance will be the VD-based safe distance after
the comparison. On the contrary, for sensor 𝑜

3
in Figure 9(b),

the proper safe distance will be the grid-based safe distance.

4.3.2.The Safe Time of EachQuery. For themoving query, it is
important to know when the result will change. To derive the
safe time, during which the result will not change, we refer
to the characteristics of Voronoi diagram. In the traditional
environment with static objects, the system only uses the
minimum distance from the query to the boundary of the
Voronoi cell where the query locates as the safe distance. The
the safe time can be obtained by the estimated maximum
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Figure 9: An illustration for different safe distances: (a) sensor 𝑜
1
uses the VD-based safe distance as the proper safe distance and (b) sensor

𝑜
3
uses the grid-based safe distance as the proper safe distance.
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Figure 10: An example showing the impact on the safe distance
caused by object movement.

speed of that query. During the safe time, no update is
necessary, thus saving the update cost.

Unfortunately, in the moving object environment, the
above method cannot obtain the right safe time. As shown
in Figure 10, the left part shows the static case, where 𝐿 is the
Voronoi cell boundary between objects 𝐴 and 𝐵, and the safe
distance of the query can be calculated as the figure shows.
However, for the moving objects, the original safe distance
between the 𝐿 and query cannot be directly used to calculate
the safe time because the object movement will cause the
distance form query to 𝐿 to be nonlinearly increasing or
decreasing. As the right part of Figure 10 shows, after the
movement of object 𝐴 and object 𝐵, 𝐿 becomes 𝐿

 and the
safe distance changes. Thus, if we want to use the boundaries
of Voronoi cell to estimate more accurate safe time, we need
to consider the relative movements between the objects and
query.

In order to derive the precise safe distance, we consider
the movements of objects and query simultaneously and use
Figure 11 to illustrate. Initially, 𝑄𝐴 and 𝑄𝐵 are the distances
from the query to objects 𝐴 and 𝐵, respectively. The line
between 𝐴 and 𝐵 is the boundary of the Voronoi cells
associated with 𝐴 and 𝐵 and the query is located in the
cell of 𝐴 as Figure 11(a) shows. When objects and the query
move as in Figure 11(b), the query may touch the boundary.
This indicates that the query will enter another cell and the
result of the query should be updated. The time from the
beginning to the moment of touching the boundary is the
precise safe time for the query. According to the properties

of Voronoi diagram, when the query is on the boundary,
𝑄𝐴 = 𝑄𝐵. We hence can use the condition of 𝑄𝐴 = 𝑄𝐵

to decide whether the query is on the boundary. With this
property, even though the objects and querymove frequently,
the query only needs the speeds, directions, and locations
of the neighboring objects to predict the safe time easily.
Within the safe time, the query will not touch the boundary.
In Figure 11(c), the query meets the boundary at 𝑡

1
and the

safe time is 𝑡
1
.

In the following, we present the way to calculate the safe
time when 𝑄𝐴 = 𝑄𝐵. Assume that the initial location of the
moving query is (𝑥

𝑞
, 𝑦
𝑞
) and the speed is (𝑉

𝑥𝑞
, 𝑉
𝑦𝑞

). Suppose
the initial location of object 𝐴(𝐵) is (𝑥

𝐴
, 𝑦
𝐴
)((𝑥
𝐵
, 𝑦
𝐵
)) with

the speed being (𝑉
𝑥𝐴

, 𝑉
𝑦𝐴

)((𝑉
𝑥𝐵

, 𝑉
𝑦𝐵

)). The equation to find
when the querymeets the boundary can be derived according
to the property of perpendicular bisector. Since𝑄𝐴 = 𝑄𝐵, we
can have

([(𝑥
𝑞
+ 𝑉
𝑥𝑞

∗ 𝑡) − (𝑥
𝐴

+ 𝑉
𝑥𝐴

∗ 𝑡)]

2

+[(𝑦
𝑞
+ 𝑉
𝑦𝑞

∗ 𝑡) − (𝑦
𝐴

+ 𝑉
𝑦𝐴

∗ 𝑡)]

2

)

1/2

= ([(𝑥
𝑞
+ 𝑉
𝑥𝑞

∗ 𝑡) − (𝑥
𝐵

+ 𝑉
𝑥𝐵

∗ 𝑡)]

2

+[(𝑦
𝑞
+ 𝑉
𝑦𝑞

∗ 𝑡) − (𝑦
𝐵

+ 𝑉
𝑦𝐵

∗ 𝑡)]

2

)

1/2

.

(1)

Then,

0 = [𝑉
2

𝑥𝐴
+ 𝑉
2

𝑦𝐴
− 𝑉
2

𝑥𝐵
− 𝑉
2

𝑦𝐵
− 2 ∗ 𝑉

𝑥𝑞
𝑉
𝑥𝐴

−2 ∗ 𝑉
𝑦𝑞

𝑉
𝑦𝐴

+ 2 ∗ 𝑉
𝑥𝑞

𝑉
𝑥𝐵

+ 2 ∗ 𝑉
𝑦𝑞

𝑉
𝑦𝐵

] ∗ 𝑡
2

+ 2 [(𝑥
𝑞
− 𝑥
𝐴
) (𝑉
𝑥𝑞

− 𝑉
𝑥𝐴

) + (𝑦
𝑞
− 𝑦
𝐴
) (𝑉
𝑦𝑞

− 𝑉
𝑦𝐴

)

− (𝑥
𝑞
−𝑥
𝐵
) (𝑉
𝑥𝑞

−𝑉
𝑥𝐵

) − (𝑦
𝑞
−𝑦
𝐵
) (𝑉
𝑦𝑞

−𝑉
𝑦𝐵

)] ∗ 𝑡

+ [(𝑥
𝑞
− 𝑥
𝐴
)

2

+ (𝑦
𝑞
− 𝑦
𝐴
)

2

− (𝑥
𝑞
− 𝑥
𝐵
)

2

− (𝑦
𝑞
−𝑦
𝐵
)

2

] .

(2)
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Figure 11: The precise safe-time for moving objects 𝐴 and 𝐵 and the moving query, where (a) shows the beginning state, (b) presents the
moment when the moving query meets the boundary, and (c) gives the diagram for the change on the safe distance with time 𝑡.
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Figure 12: The phenomenon when using the original safe-time methods to (a) stationary query and (b) moving query.

Equation (2) is a quadratic equation. Since a general
quadratic equation can be written in the following form:
𝑎𝑥
2
+ 𝑏𝑥 + 𝑐 = 0, recall that the discriminant of a quadratic

equation is Δ = 𝑏
2
− 4𝑎𝑐. If Δ > 0, there are two distinct real

roots; if Δ = 0, there is exactly one real root; if Δ < 0, there
are two distinct (non-real) complex roots. In (2),

𝑎 = 𝑉
2

𝑥𝐴
+ 𝑉
2

𝑦𝐴
− 𝑉
2

𝑥𝐵
− 𝑉
2

𝑦𝐵
− 2 ∗ 𝑉

𝑥𝑞
𝑉
𝑥𝐴

− 2 ∗ 𝑉
𝑦𝑞

𝑉
𝑦𝐴

+ 2 ∗ 𝑉
𝑥𝑞

𝑉
𝑥𝐵

+ 2 ∗ 𝑉
𝑦𝑞

𝑉
𝑦𝐵

,

𝑏 = 2 [(𝑥
𝑞
− 𝑥
𝐴
) (𝑉
𝑥𝑞

− 𝑉
𝑥𝐴

) + (𝑦
𝑞
− 𝑦
𝐴
) (𝑉
𝑦𝑞

− 𝑉
𝑦𝐴

)

− (𝑥
𝑞
− 𝑥
𝐵
) (𝑉
𝑥𝑞

− 𝑉
𝑥𝐵

) − (𝑦
𝑞
− 𝑦
𝐵
) (𝑉
𝑦𝑞

− 𝑉
𝑦𝐵

)] ,

𝑐 = (𝑥
𝑞
− 𝑥
𝐴
)

2

+ (𝑦
𝑞
− 𝑦
𝐴
)

2

− (𝑥
𝑞
− 𝑥
𝐵
)

2

− (𝑦
𝑞
− 𝑦
𝐵
)

2

,

(3)

and then we can derive the safe time 𝑡 according to the
discriminant:

𝑡 =

[−𝑏 + (𝑏
2
− 4𝑎𝑐)

1/2

]

2𝑎

or
[−𝑏 − (𝑏

2
− 4𝑎𝑐)

1/2

]

2𝑎

.

(4)

Finally, we select the minimum value of 𝑡 > 0 as the safe
time.

Additionally, assuming that 𝑑 is the distance between the
object and the query and 𝑡 is the time, 𝑄𝐴 = 𝑄𝐵 can be

converted into a function of 𝑡 and 𝑑, as shown in Figure 11(c).
Then we can obtain the safe time 𝑡

1
which is the time when

𝑄𝐴 = 𝑄𝐵. Furthermore, the object 𝐵 will be closest to the
query at the time 𝑡

3
.

5. Comparisons with Previous Approaches

In this section, we compare the proposed DC𝑘NN approach,
the Safe-time with stationary query approach [5], and the
näıve way used pull-based approach, in terms of safe time,
space, and accuracy.

5.1. Safe Time. The original safe-time with stationary query
[5] (safe-time(S)) does not support moving queries. An
example of C3NN is shown in Figure 12, where 𝑞

1
is the query

point, triangles are the 3NN objects, the pentagons represent
the other individual objects, and 𝑜

4
is 4th NN. Figure 12(a)

shows the original result for safe-time(S). After obtaining the
𝑘th and (𝑘 + 1)th objects, (𝑜

2
and 𝑜
4
in the figure), the cross-

distance (CD) of 𝑘th and (𝑘 + 1)th objects can be calculated.
Recall that the cross distance of two data objects 𝐴 and 𝐵 is
the difference on the distances of𝐴 and𝐵 to the center (or, the
query point). For the next update (after a safe-time period),
all the objects in this region should be checked.

We adapt the safe-time(S) method for moving query.
The adapted approach will result in a higher update cost.
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Figure 12(b) presents a case that the query moves toward
object 𝑜

3
(𝑘th NN) and away from object 𝑜

4
((𝑘 + 1)th NN).

When the query 𝑞
1
moves to the point 𝑞

1
, the most outside

concentric circle increases and becomes as large as the most
outside dotted concentric circle. On the contrary, the most
inside concentric circle decreases and becomes as small as the
most inside dotted concentric circle. Thus, the cross-distance
increases and more number of objects will be examined.

In addition, according to the Figure 12(b), we can know
that the original Safe-time method, safe-time(S), is not
appropriate for moving queries since the calculation of Safe-
time(S) method does not consider the speed of query. safe-
time(S) directly uses twofold of the maximum speed of the
𝑘th and (𝑘+1)thNNobjects to divide theCD to derive the safe
time. The cost for updates increases when the CD becomes
larger since the average checked area becomes bigger. Besides,
the obtained 𝑘NNanswer cannot be guaranteed to be correct.
On the contrary, the cross-distance when the query moves
towards object 𝑜

4
((𝑘 + 1)th NN) and away from object 𝑜

3

(𝑘th NN), in this case, the order of the 𝑘th and (𝑘 + 1)th NN
objectmay be changed, but the update does not perform, thus
resulting in incorrect results.

We modify the Safe-time to fully support the moving
query. In order to support and maintain the accuracy of
moving query, the maximum speed (Maxspeed) used in the
safe time calculation is required to be modified and replaced
by the maximum relative speed between the query and the
objects. Because of using the relative speed, the adapted
safe-time method, safe-time(M), needs twofold maximum
relative speed (2 ∗ 𝑀𝑎𝑥𝑠𝑝𝑒𝑒𝑑) to calculate the safe time for
guaranteeing the accurate results.The safe time derived is less
than the one derived in safe-time(S) due to the relative speed.
Hence, the update frequency of safe-time(M) is higher than
the update frequency of safe-time(S).

5.2. Space. In DC𝑘NN, each object and query only need to
maintain the information of LVC. The information to be
stored includes the location of neighboring objects and the
object information of order-𝑘’s local Voronoi diagram. The
total amount of stored information is not significant on each
object.Thus, the use of storage space does not need to be very
substantial.

5.3. Accuracy. The safe-time (S) [5] considers the stationary
query. When applying it to the moving query, some adaption
should bemade. According to our experimental results, when
the value of 𝑘 increases with a moving query, the accuracy of
the result will be reduced. In our simulation, we modify the
original Safe-time(S) as Safe time(M) for moving query and
consider the relative distance in detail caused by the moving
query and objects. Although the correctness of the answer can
be increased, the update frequency increases, thus increasing
the number of delivered messages.

DC𝑘NNuses Voronoi and grid cell boundary to calculate
the safe time and updates the information of related objects
before the end of the safe time. In fact, the boundary of
the Voronoi cell represents the boundary of moving 𝑘NN
query. After the safe time period, the query will collect the

information of related neighboring objects. Having such real-
time information, the query can have the resultmore accurate
in time. Similar to safe-time(M), DC𝑘NN uses the 𝑘th and
(𝑘 + 1)th nearest moving objects to derive the safe time. So, it
is able to maintain the correctness of the answer.

6. Simulation Experiments

In the simulation, we compare the following methods: Näıve,
DC𝑘NN, safe-time (S), and safe-time (M).TheNaı̈vemethod
is centralized and used as a benchmark for the comparison.
All the mobile sensors will send the location information
to the central server to update the information. The other
methods, DC𝑘NN, Safe-time(S), and Safe-time(M), are dis-
tributed and used in the considered mobile wireless sensor
network, where each object knows its position, has the ability
to perform some calculation, and stores the information of
localized Voronoi cell (LVC).We assume that each object can
transmit amessage to its one-hopneighbor so that each object
can communicate with at least one object. For Safe-time(S)
and the safe-time(M), a maximum speed (MaxSpeed) is set
in order to estimate relative speed and distance for safe-time
calculation.

In the simulation, all the compared approaches are
performed under the same environmental conditions for
fairness. The initial location and speed of moving objects
are uniformly randomly distributed. Since we focus on the
performance of the query process of the proposed DC𝑘NN
approach, we further assume that the transmission quality is
ideal and no congestion and communication delays occur.
The metrics measured include the update frequency for a
query, the total number of messages, response time, and
accuracy. The update frequency for a query is the average
number of update messages sent by the data objects related
to the query per minute. The total number of messages is
all the amount of messages sent from all objects during the
query process. The accuracy of each method is measured
by comparing the results to the real answers. Since the
query is continuous and the update occurs subsequently, the
measured response time is mainly the time required from
sending a query to obtaining the first result.

All the experiments are simulated, so the results about
the response time may not show the practical cases exactly
but can reflect the trends on the performance among all the
compared approaches relatively. In order to have the response
time in our simulation, we thus use the total number of hops
for deriving the result tomultiply the average time for one hop
in the simulation system to present the response time. Thus,
the response time is proportional to the total number of hops
in our simulation program. In addition, because the main
difference between Safe-time(S) and the Safe-time(M) is the
way for deriving the safe time, the measured response time
of these two methods is the same. The simulation program
is implemented with Java. The setting of our simulation is
shown in Table 1 with a default value for each parameter. In
all the simulation experiments, the final results are reported
with the average of 100 queries. The duration of each query is
60 seconds.
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Figure 13: The effects of different sensing areas on (a) update frequency, (b) number of messages, (c) accuracy, and (d) response time.

Table 1: Simulation parameters.

Parameter Range Default value
Edge length of sensing
area (m) 200, 400, 600, 800, 1000 600

Edge length of grid (m) 50, 100, 150 50
Number of objects 20, 30, 40, 50, 60 30
Transmission range (m) 125 125
𝑘 1, 3, 5, 10, 20 3
Moving objects (%) 20, 40, 60, 80, 100 20
Speed (m/s) 2, 4, 6, 8, 10 4

6.1. Effects of Sensing Area. Sensing area affects the number
of update and query messages since if the area becomes

greater with the fixed number of objects, relatively, the
density of the objects becomes sparse. For example, when the
sensing areas are 200∗200, 400∗400, 600∗600, 800∗800, and
1000∗1000, the densities are 1.88, 0.47, 0.21, 0.12, and 0.08,
respectively. Figure 13(a) shows that DC𝑘NN has the lowest
number of updates with all the different areas and the number
of updates for Safe-time(S) is the highest (worst) because
DC𝑘NN considers the moving direction and speed of the
queries and objects and selects the proper safe-distance to
derive the safe-time. Safe-time(S) the Safe-time(M) estimate
the safe time according to the maximum speed of the objects,
so more number of updates can be expected. Additionally,
Safe-time(M) is updated more frequently than Safe-time(S).
Recall that Safe-time(M) considers the query movement.
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Figure 14: The comparisons of using grid-based and VD-base safe distances to derive the safe-time: (a) update frequency, (b) number of
messages, (c) accuracy, and (d) response time.

The average safe-distance becomes shorter, thus leading to
more updates. Besides, when the sensing area increases
from 200∗200 to 600∗600, the update frequency drops
dramatically.The curve becomes flatter when the area is from
600∗600 to 1000∗1000 since the difference on the densities
of the areas from 600∗600 to 1000∗1000 is not much. The
number of updates is less as the safe-time becomes larger.The
total number of transmitted messages of näıve approach is
fixed at about 1800 packets. All the other distributedmethods
use fewer number of messages than naı̈ve.

To monitor the results, DC𝑘NN only needs to check the
related objects in the local Voronoi cell at the proper safe-
time, thus reducing a lot of redundant update messages. Safe-
time(S) and Safe-time(M) use the maximum speed of the
objects to calculate the safe time, so the total number of

transmitted messages of both approaches is more than that of
DC𝑘NN. Figure 13(b) shows that more than 30% of the total
number of transmitted messages can be saved by DC𝑘NN in
comparison with Safe-time(M).

For the accuracy, since Safe-time(S) does not consider
the query movement, the safe-time may be inaccurate. Fur-
thermore, due to the mobility, when the density is high, the
estimated results become more inaccurate. So, Safe-time(S)
performs worst as shown in Figure 13(c). Safe-time(M) is
revised from Safe-time(S) by considering the query move-
ment and the safe-distance is less in average for guaranteeing
better results. Hence Safe-time(M) has a better accuracy and
almost the same as DC𝑘NN. The accuracy of Safe-time(M)
and DC𝑘NN is almost about 100% correct and the gap may
be caused by arithmetical errors in the experiments.
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Figure 15: The effects of the number of objects on (a) update frequency, (b) number of messages, (c) accuracy, and (d) response time.

When the area becomes larger, the density becomes
lower. So, the number of objects in each object’s transmission
range is fewer. Under such a circumstance, DC𝑘NN uses
less computation and the response time is shorter as shown
in Figure 13(d). In contrast, the Safe-time(S) and the Safe-
time(M) need to collect information before performing each
new query and cause longer response time. Since Safe-
time(M) and Safe-time(S) use the same method and proce-
dure to handle the first query, the response time of these two
methods will be almost the same.

6.2. Effects of Grid Size. In this simulation experiment set,
we want to observe the update efficiency of each object in
the third phase of DC𝑘NN. Recall that we consider the grid-
based and VD-base safe distances to derive a proper safe-
time. In this experiment, DC𝑘NN(G) uses grid-based safe

distance to determine the safe time for the next update and
DC𝑘NN(V) uses VD-base safe distance to derive the safe
time. The sensing area is fixed to 600∗600m2 and there are
30 data objects. We compare DC𝑘NN(V) with DC𝑘NN(G)
by observing the impacts of different grid sizes. All the
other settings have the similar trends in our experimental
results. In Figure 14(a), the update frequency of the objects
in DC𝑘NN(G) is high when the grid size is 50∗50m2 and
becomes less when the grid size decreases. Since the sensing
area is 600∗600m2 and 30 objects are given, the average
distance between an object and the boundary of a Voronoi
cell is about 25 to 50 meters. With the setting of grid size
50∗50m2, the average distance obtained in DC𝑘NN(G) is
about 25 meters. Thus, the safe time of DC𝑘NN(V) is longer.
In general, as Figures 14(a) and 14(b) show, the update
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Figure 16: The impacts of different values of 𝑘 on (a) update frequency, (b) number of messages, (c) accuracy, and (d) response time.

frequency of the objects and the number of messages, sent
by the objects, decrease as the grid size increases.

When the grid size is large, the safe time becomes long
and less number of updates are issued. Hence, the results
become more inaccurate. As shown in Figure 14(c), when
the grid sizes are 50∗50m2, 75∗75m2, 100∗100m2, and
150∗150m2, the corresponding accuracies are 95%, 92%,
85%, and 78%, respectively. While the grid size increases to
200∗200m2, the accuracy is significantly reduced to 69%,
and the right answer thus can not be guaranteed. On the
other hand, Figure 14(d) shows that the response times of
DC𝑘NN(G) and DC𝑘NN(V) are not much different, because
the size of grid is not the major factor to influence the
complexity of obtaining information for the first query.

6.3. Number of Objects. In this subsection, we discuss the
results as the number of data objects varies. The area in the
presented experiment set is 600∗600 (m2) with grid size of
50∗50 (m2). As shown in Figure 15(a), when the number of
objects increases, the number of updates in DC𝑘NN is still
relatively less than the ones in Safe-time(S) and Safe-time(M).
If the number of objects increases, the number of replied
messages per second to the central server in naı̈ve will grow
dramatically. With 20 to 60 objects, the number of replied
messages to the server is from 1200 to 3600 (packets/min).
By observing the results in Figures 15(b) and 15(c), as more
objects are in the area, the number of messages increases
for the other three methods and the accuracy reduces in
Safe-time(S). These match the trends for different areas we
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Figure 17: The effects of the moving objects on (a) update frequency, (b) number of messages, (c) accuracy, and (d) response time.

discussed earlier due to the density. Similarly, the response
time can be expected as shown in Figure 15(d) where the
response time of DC𝑘NN is still the shortest.

6.4. Different Values of 𝑘. It is obvious that the value of
𝑘 affects the performance of query processing significantly.
When the value of 𝑘 becomes larger, the number of related
objects required to be checked also increases. In other words,
we need to spend more cost to find out which 𝑘 objects
are currently in the result for the C𝑘NN query. Therefore,
the changes in the value of 𝑘 mainly affect the amount
of data required for the first query and the update cost
for maintaining the 𝑘th and the (𝑘 + 1)th objects. So, in
Figure 16(a), when the value of 𝑘 is large, more updates are
necessary for all the three methods. As Figure 16(b) shows,

the influence on the number of transmitted messages in
Safe-time(M) is more serious than the one in Safe-time(S).
Due to the mobility, the number of influenced objects in
Safe-time(M) will increase as the value of 𝑘 increases. In
particular, the update frequency in Safe-time(M) becomes
nearly twofold the update frequency in Safe-time(S).

Figure 16(c) presents the impact on the accuracy for
different values of 𝑘. With a larger value of 𝑘, an object in
Safe-time(S) will have a higher chance to derive the incorrect
safe time, thus causing lower accuracy. When the value of 𝑘
increases, the response time of all threemethods will increase
significantly, as shown in Figure 16(d). The reason is that
all DC𝑘NN, Safe-time(S), and Safe-time(M) need to search
more objects and collect more information for answering the
query when the value of 𝑘 increases to a certain number. For
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Figure 18: The impacts of speed on (a) update frequency, (b) number of messages, (c) accuracy, and (d) response time.

DC𝑘NN, DC𝑘NN only needs to store local Voronoi diagram,
where the information required is less than required in Safe-
time(S) and Safe-time(M), so the response time of DC𝑘NN is
the shortest.

6.5. The Effect of Moving Objects. In this experiment set, we
consider different percentages of moving objects in all the
data objects. The default value is 20%, which means that if
there is a total of 30 objects, then there are sixmoving objects.
In Figures 17(a) and 17(b), as the percentage ofmoving objects
increases, the overall number of updates required between the
objects increases relatively and the change rate of answer to
theDC𝑘NNaccelerates, thus increasing the update frequency
of the query and the number of messages. However, DC𝑘NN
still keeps the best performance. Figure 17(c) shows the accu-
racy of the result for different percentage of moving objects.
DC𝑘NN and Safe-time(M) both have higher accuracy and

Safe-time(S) is still the worst. The safe time of each object in
Safe-time(S) is calculated using the maximum speed of the
objects. Hence whether the object is moving or not does not
directly result in the incorrectness of the answer collection.
In fact, in Safe-time(S), one of the main reasons to affect
the accuracy is the directions of moving objects. Last, as
Figure 17(d) shows, the percentage of moving objects does
not impact the response time too much.

6.6. Effects of Speed. If each object moves faster, the relative
velocities between objects may also become faster. This will
make the safe time shorter and the update frequency of
each object and query increases. The safe time, used in
Safe-time(S) and Safe-time(M), is directly affected by the
maximum speed of objects and does not consider the direc-
tion of each object’s movement and the speed of individual
movement. No matter the objects move or not and move
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fast or slow, both of the above methods directly use the
maximum speed of objects to calculate the safe time for
updating. On the other hand, DC𝑘NN considers the moving
direction of objects and the proper safe-time for updates.
In this experiment, the number of moving objects is 20%
of all the objects. As Figure 18(a) shows, as the moving
objects speed up, the update cost increases and DC𝑘NN still
performs best. As the speed increases, the safe-time in Safe-
time(S) and the Safe-time(M) becomes much shorter due to
a larger maximum speed among all the objects. The trend
becomes even worse as the speed increases.

Figure 18(b) shows the trend about the number of trans-
mitted messages when the speed is up. DC𝑘NN still has
the best performance on the number of messages. There are
427.81 messages sent in average, when the speed of object is
10m/s. However, the Safe-time(M) needs 679.13 messages.
The accuracy will not be effected as the speed changes
for DC𝑘NN and Safe-time(M) because both of them are
designed or adapted for themoving objects and queries. Safe-
time(S) will have more inaccurate results as the speed is high
as shown in Figure 18(c). However, the response time does
not have a significant impact on the response time for all the
three methods. Figure 18(d) presents this trend.

7. Conclusions

In this paper, we propose a new approach, DC𝑘NN, which
uses the local Voronoi diagram and proper safe-time to
effectively process the C𝑘NNquery in distributed andmobile
environments, such as wireless sensor networks. The proper
safe-time can be quickly derived by a simple formula.
By comparing our proposed DC𝑘NN with other existing
approaches, Safe-time(S), DC𝑘NN, can effectively improve
search efficiency, reduce response time and the number
of messages, and keep the accuracy of the result high.
Additionally, DC𝑘NN reduces more 30% of transmission
messages than Safe-time(M) because the characteristics of the
Voronoi diagram are used and each object’s moving direction
is considered instead of directly using the maximum speed
of the objects as Safe-time method. The derived safe-time
is more precise. As a result, DC𝑘NN needs less update
frequency, reduces a great number of messages transmitted,
and yields more accurate results. In this work, simulation
experiments are also performed. The experimental results
validate the proposed DC𝑘NN approach for the continuous
𝑘 nearest neighbor query in distributed and mobile environ-
ments where all the data objects and query can move.
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Indoor localization based on the received signal strength (RSS) values of the wireless sensors has recently received a lot of attention.
However, due to the interference of other wireless devices and human activities, the RSS value varies significantly over different
times. This hinders exact location prediction using RSS values. In this paper, we propose three methods to counter the adverse
effect of the RSS value variation on location prediction. First, we propose to use an index location to select the best radio map,
among several preconstructed radio maps, for online location prediction. Second, for an observed value of the signal strength of
a sensor, we record, respectively, the distances from the sensor to the nearest location and the farthest location where the signal
strength value has been observed.Theminimal andmaximal (min-max) distances for each signal strength value of a sensor are then
used to reduce the search space in online location prediction. Third, a location-dependent received signal strength vector, called
the RSS signature, is used to predict the location of a user. We have built a system, called the region-point system, based on the
proposed three methods. The experimental results show that the region-point system offers less mean position error compared to
the existing methods, namely, RADAR, TREE, and CaDet. Furthermore, the index location method correctly selects the best radio
map for online location prediction, and the min-max distance method promotes the prediction accuracy of RADAR by restricting
the search space of RADAR in location prediction.

1. Introduction

Indoor localization is important for many real-life appli-
cations. For example, it gives the location context of a
context-aware system that provides proper settings of the
system based on the location, activity, and physiology of
the user and the environmental context information [1].
Recently, indoor navigation applications, which require an
exact indoor location, are becoming a very popular research
area [2]. Due to the increasing need for indoor localization,
many indoor localization techniques have been proposed. An
indoor localization method can be categorized as a range-
based or a range-free method [3]. While point-to-point
distance information is required for a range-based method,
it is not required for a range-free method.The techniques for
estimating the distance between two communication nodes

include the time of arrival (TOA) [4], time difference of
arrival (TDOA) [5], and the angle of arrival (AOA) [6]. The
TOA technique uses the radio signal propagation time to
estimate the distance.TheTDOA technique utilizes two radio
signals with different propagation speeds and estimates the
distance between the two communication nodes by measur-
ing the difference between the arrival times of the two signals.
Unlike TOA and TDOA, AOA technique measures the angle
at which a signal arrives. It can be used to complement
TDOAorTOA in location calculation [3]. Indoor localization
methods that use range information usually achieve high
accuracy in location estimation. For example, the Cricket [7]
indoor localization system of MIT reported the error of 1 to 3
centimeters in position estimation. Despite being accurate in
location prediction, the range-based localization techniques
require large scale deployment and costly devices.
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The range-free location prediction techniques have re-
ceived a lot of attention recently. The well-known range-
free location prediction methods include RADAR [8] and
the probability-based methods [9–12]. RADAR is developed
by Microsoft. In RADAR, for a predefined set of training
locations, the received signal strength (RSS) values from
several IEEE 802.11 access points are recorded in a database,
called the radio map. To estimate the position of a user, the
RSS values from the access points are collected at the location
of the user. Afterwards, RADAR performs pattern matching
of the collected RSS values against the RSS values in the radio
map to find a fixed number of locations with the most similar
RSS values against those of the user. Finally, the positionswith
themost similar RSS values are averaged to give the estimated
position of the user. The probability-based methods also use
the RSS values for location prediction. However, instead of
a fixed number of locations for prediction, the probability-
based methods use the Bayes theorem to predict the location
of the user by finding the location where the collected
RSS values of the user can be observed with the highest
probability. In [13], the authors proposed to learn, at time
𝑡
0
, a set of equations to fit the RSS values of a location

using the RSS values of a set of reference points. With this
method, the RSS value pattern of a specific location at a later
time 𝑡

𝑗
can be calculated by using the RSS value patterns

of the reference locations at time 𝑡
𝑗
. Therefore, the effort

to collect the RSS values at the offline training phase can
be significantly reduced. However, in an environment where
the RSS values observed at a location vary over times, the
regression equations learned at time 𝑡

0
may not properly

reflect the relationship between the RSS values of the location
and those of the reference points. This may result in poor
prediction accuracy. In [14], the authors proposed a method,
called CaDet, which uses multiple decision trees for location
prediction. They first divide the training dataset into several
clusters and build a decision tree for each cluster. To predict
the user’s location, the RSS values of the user are compared
against the means of the RSS values of each cluster center
to find the cluster with the least distance from the RSS
values of the user for prediction. Finally, the decision tree
of the selected cluster is used to predict the location of
the user. Besides using the values of the received signal
strength, in [15], the authors proposed to use the link quality
indicator (LQI) values for location prediction.They modeled
the location prediction problem as a classification problem
and used a neural network model to solve the problem.
However, their method is more suitable for finding a coarse
position for a user, such as in the kitchen or in the living room.

The most difficult problem for the range-free methods
in location prediction is that the offline constructed radio
map may not be suitable for online location prediction.
The variation of the received signal strength values may
outdate the radio map when an online location prediction is
required. In this paper, we propose three methods to counter
the adverse effect of the variation of the received signal
strength values on location prediction. First, we propose to
construct several radio maps over different nonoverlapping
time intervals and use an index location to select the best
radio map for online location prediction. Second, for an RSS

value of a sensor observed in the location prediction area,
we propose to record the minimal and the maximal (min-
max) distance from the sensor to the locations where the
same RSS value has been observed. The min-max distance
information is used to reduce the number of locations
required to be searched for in online location prediction.
Thirdly, we propose to use a location-dependent received
signal strength vector, called the RSS location signature, for
pattern matching in online location prediction. A system,
called the region-point system, which implemented the three
proposedmethods, has been implemented.The experimental
results show that the region-point system offers less position
prediction error compared to the existingmethods, including
RADAR, TREE, and CADet. Furthermore, the experiment
also shows that the index location method correctly selects
the best radio map for location prediction, and the min-max
distancemethod significantly reduces the position prediction
error of RADAR. The rest of this paper is organized as
follows. In Section 2, we describe the phenomenon of the
variation of the received signal strength values. In Sec-
tion 3, we present the details of the region-point localization
system. In Section 4, we present the experimental results.
In Section 5, we give a discussion of the experimental
result. Finally, in Section 6, we give the conclusion of this
paper.

2. Variation of the Received Signal Strength

The most challenging problem for location prediction using
RSS values is that the RSS values of a sensor observed at a
fixed location change over different times [12–14, 16]. In this
paper, we use theMPR2400CA sensor, a ZigBee-based sensor
called Mote, to show the phenomenon of RSS value variation
over different times. The Mote uses the RF frequency band
of 2.4–2.4835GHz for communication. The 2.4GHz band
frequency is a very noisy band since the wireless local area
network (802.11b and 802.11g), the Bluetooth personal area
network (802.15.1), and the industrial, scientific, and medical
(ISM) devices are all using this unlicensed frequency band.
The interference from other networks or devices forces the
received signal strength value of a sensor at a fixed location
to vary significantly over different times. Furthermore, the
unpredictable people moving and door opening or closing
cause the changes in the reflection, absorption, diffraction
and scattering of the RSS values amplify the variation of the
RSS values in an indoor environment [13].

To show the variation of RSS values over different times,
we collected 500 RSS values from a fixed location which
is 84.85 centimeters away from a ZigBee sensor for a time
interval of 4 consecutive hours. Figure 1(a) shows the dis-
tribution of the RSS values from 10 a.m. to 2 p.m., while
Figure 1(b) shows the distribution of the RSS values from 3
p.m. to 7 p.m. These figures show that not only the shapes of
the distributions but also the averages of the signal strength
values in different time intervals are different. The variation
of the RSS values over different times implies that the RSS
values collected at the offline training phase may not be good
for online location prediction [13].
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Figure 1: Distributions of the signal strength values.
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Figure 2: The components and layout of the system.

3. The Region-Point Location
Prediction System

In this section, we present the implementation of a robust
sensor prediction systemwhich considers the variation of the
RSS values.

3.1. The Components and Layout of the System. The compo-
nents and the layout of the system are shown in Figure 2.
The system is implemented in a classroom measuring 9.3m
× 13m. There are three rows of tables with a desktop on each
table. There are two doors and one electronic podium in the
room.We placed tenMote sensors, denoted by𝑀 in Figure 2,
as the reference sensors.

A sensor, denoted by 𝑈, is mounted on a moving cart
for testing the location prediction algorithm. To predict
the location of a user, the sensor 𝑈 (stands for the user)
broadcasts a packet to the reference sensors. Upon receiving

the packet from 𝑈, a reference sensor records the RSS value
of its received packet, stores the RSS value in a new packet,
and then sends the new packet to the location prediction
computer, denoted by 𝐶 in Figure 2, to predict the location
of 𝑈.

3.2. Architecture of the System. Figure 3 shows the archi-
tecture of the region-point location prediction system. It
contains the offline training phase and the online location
prediction phase. The offline training phase contains the fol-
lowing steps.

(1) For different time periods, collect the RSS values of
the reference sensors for each training location and
store the RSS values in the radio maps.

(2) Create a min-max distance table for each radio map.

(3) Find the index location for radio map selection.
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Figure 3: Architecture of the region-point location prediction system.

The online location prediction phase contains the follow-
ing steps.

(1) Collect a number of RSS values at the index location.
(2) Select the best radio map for online location predic-

tion.
(3) At the location that needs to be localized, collect the

RSS values from the reference sensors; find the region
for location prediction using the RSS values and the
min-max distance table.

(4) Find the position of the predicted location in the se-
lected region using the RSS signature of the collected
RSS values.

The details of each step are discussed in the following.

3.3. Radio Map Construction. During the offline phase, we
choose a number of different time intervals and construct a
radio map for each time interval. A set of training locations
denoted by 𝐿 = {𝑙

1
, 𝑙
2
, . . . , 𝑙
𝑛
} is chosen for collecting the

RSS values. Each location 𝑙
𝑖
is associated with a coordinate

(𝑥
𝑖
, 𝑦
𝑖
). Assume that there are 𝑘 reference sensors, denoted by

𝑅 = {𝑚
1
, 𝑚
2
, . . . , 𝑚

𝑘
}, where 𝑚

𝑖
denotes sensor 𝑖. Then, each

RSS value is stored in a vector 𝑜
𝑗
of 𝑘 elements, denoted by

𝑜
𝑗
= (𝑠𝑠
1
, 𝑠𝑠
2
, . . . , 𝑠𝑠

𝑘
), where 𝑠𝑠

𝑖
is the RSS value of the packet

received from reference sensor 𝑖. Table 1 shows an example of
the radio map.

3.4. The Min-Max Distance Table. Due to the variation of
the RSS values, a reference sensor may observe different RSS
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Table 1: An example of the radio map of the system.

locx locy 𝑠𝑠
1

𝑠𝑠
2

𝑠𝑠
3

𝑠𝑠
4

𝑠𝑠
5

𝑠𝑠
6

𝑠𝑠
7

𝑠𝑠
8

𝑠𝑠
9

𝑠𝑠
10

1 1 −9 −33 −30 −43 −40 −32 −32 −30 −33 −31

1 1 −9 −33 −30 −43 −40 −32 −32 −30 −33 −31

1 1 −9 −33 −30 −43 −40 −32 −31 −30 −32 −31

1 1 −9 −33 −29 −42 −40 −32 −31 −29 −33 −31

1 1 −9 −33 −29 −43 −40 −32 −31 −31 −33 −31

1 1 −9 −33 −30 −43 −40 −32 −32 −29 −32 −32

1 1 −9 −33 −30 −43 −41 −33 −31 −30 −33 −31

1 1 −9 −33 −29 −43 −44 −32 −32 −30 −33 −31

1 1 −9 −33 −30 −43 −43 −32 −31 −30 −33 −31

1 1 −9 −33 −30 −43 −42 −32 −32 −31 −33 −31

1 1 −9 −33 −29 −43 −43 −32 −32 −30 −33 −31

1 1 −9 −33 −29 −43 −43 −32 −32 −30 −32 −31

1 1 −9 −32 −29 −43 −43 −33 −31 −30 −32 −31

1 1 −9 −32 −30 −44 −42 −32 −31 −31 −32 −31

1 1 −9 −33 −30 −43 −42 −33 −31 −30 −32 −31

1 1 −9 −33 −29 −43 −42 −33 −32 −31 −33 −31

1 7 −25 −23 −29 −35 −31 −31 −31 −29 −36 −30

1 7 −25 −23 −26 −33 −31 −31 −33 −28 −36 −30

1 7 −27 −22 −29 −33 −31 −31 −34 −28 −36 −29

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

values from the localization sensor 𝑈 when 𝑈 is fixed at a
specific location. Similarly, the same RSS value observed by a
reference sensormay be fromdifferent packets transmitted by
𝑈 at different locations. For example, the RSS value −29 dbm
of sensor 𝑠𝑠

8
in Table 1 is observed when 𝑈 is located at

location (1, 1) and location (1, 7). During the offline training
phase, for each observed received signal strength value 𝑠𝑠

𝑖

of reference sensor 𝑚
𝑗
, we keep track of the minimum and

the maximum distances from sensor 𝑚
𝑗
to sensor 𝑈. Table 2

shows an example of the min-max distance table.
The min-max distance table is used to reduce the search

region of locations during the online location prediction
phase.

3.5. The Index Location. As noted in [13], the radio map
constructed in the training phase may not be suitable for
online location prediction. We propose to use several radio
maps for location prediction. Assume that the set of time
intervals is 𝑇 = {𝑡

1
, 𝑡
2
, . . . , 𝑡

𝑥
}. Let 𝑀

𝑡
denote the radio map

constructed at time interval 𝑡, 𝑡 ∈ 𝑇.
Let 𝑜
𝑡,𝑖

= (𝑠𝑠
𝑡,𝑖,1

, 𝑠𝑠
𝑡,𝑖,2

, . . . , 𝑠𝑠
𝑡,𝑖,𝑘

) denote the average RSS
vector at location 𝑙

𝑖
in 𝑀
𝑡
, where 𝑠𝑠

𝑡,𝑖,𝑗
, 1 ≤ 𝑗 ≤ 𝑘, is the

average of the received signal strength values of sensor 𝑗 at
location 𝑙

𝑖
. Then, for each location 𝑙

𝑖
, we calculate 𝐷

𝑖
, the

summation of theManhattan distances between every pair of
average RSS vectors at location 𝑙

𝑖
, where each vector belongs

to a different radio map. That is,

𝐷
𝑖
= ∑

𝑡,𝑡

∈𝑇,𝑡 ̸= 𝑡



𝑘

∑

𝑚=1





𝑠𝑠
𝑡,𝑖,𝑚

− 𝑠𝑠
𝑡

,𝑖,𝑚





. (1)

Table 2: The min-max distance table.

Mote 𝑠𝑠 Min dist. Max dist.
1 −35 5.099019514 23.60084744
1 −39 5.099019514 23.60084744
1 −38 5.099019514 23.60084744
1 −40 5.099019514 23.60084744
1 −41 5.099019514 23.60084744
1 −44 5.099019514 23.60084744
1 −43 5.099019514 23.60084744
1 −42 5.099019514 23.60084744
1 −37 5.099019514 23.60084744
1 −36 5.099019514 23.60084744
1 −20 5.099019514 7.071067812
1 −19 5.099019514 7.071067812
⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

The index location 𝑙
𝑖
is the location which maximizes 𝐷

𝑖
.

That is, 𝐷
𝑖
≥ 𝐷
𝑗
, 𝑗 = 1, . . . , 𝑛.

During the online localization phase, we collect five
received signal strength vectors at the index location. Take
the average of the signal strength vectors, and then use the
average RSS vector to select the best radio map for online
location prediction. Assume that the average RSS vector is
𝑜
𝑖
= (𝑠𝑠
𝑖,1
, 𝑠𝑠
𝑖,2
, . . . , 𝑠𝑠

𝑖,𝑘
). Then, the radio map 𝑀

𝑡
∗ is found

by using the following equation:

𝑡
∗
= argmin
𝑡=1,...,𝑥

𝑘

∑

𝑚=1





𝑠𝑠
𝑡,𝑖,𝑚

− 𝑠𝑠
𝑖,𝑚





. (2)
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That is, we choose the radio map which minimizes the
Manhattan distance against the online average RSS vector at
location 𝑙

𝑖
for online location prediction.

3.6.The RSS Location Signature. While the probability-based
methods use the original radio map, as shown in Table 1, for
location prediction, we propose to use a refined variant of the
RSS vectors, calledRSS signatures, for location prediction. An
RSS signature of a location is a distinctive RSS representative
for the location. Let 𝑃(𝑠𝑠

𝑗,𝑟
= 𝑘) denote the probability

that the RSS value 𝑘 of sensor 𝑟 is observed at location 𝑙
𝑗
.

Probability 𝑃(𝑠𝑠
𝑗,𝑟

= 𝑘) is defined in the following equation:

𝑃 (𝑠𝑠
𝑗,𝑟

= 𝑘) =

fr (𝑠𝑠
𝑗,𝑟

= 𝑘)

∑
𝑛

𝑧=1
fr (𝑠𝑠
𝑧,𝑟

= 𝑘)

, (3)

where fr(𝑠𝑠
𝑗,𝑟

= 𝑘) denotes the number of observations
(frequency) of RSS value 𝑘 of sensor 𝑟 at location 𝑙

𝑗
. Note

that, since the RSS value 𝑘 of sensor 𝑟 may be observed at
different locations, 𝑃(𝑠𝑠

𝑗,𝑟
= 𝑘) is the location distribution of

the RSS value 𝑘 of sensor 𝑟 at location 𝑙
𝑗
. We then define the

discernability factor 𝑓(𝑠𝑠
𝑟
= 𝑘) of an RSS value 𝑘 of sensor 𝑟

by the following equation:

𝑓 (𝑠𝑠
𝑟
= 𝑘) = 1 −

(−1)

log 𝑛

∗

𝑛

∑

𝑗=1

𝑝 (𝑠𝑠
𝑗,𝑟

= 𝑘)

∗ log (𝑝 (𝑠𝑠
𝑗,𝑟

= 𝑘)) .

(4)

The third and fourth terms of (4) together represent the
entropy of location distribution of RSS value 𝑘 of sensor 𝑟over
different locations. The second term is used to normalize the
entropy value to the interval (0, 1). The maximal value of the
entropy function occurs when value 𝑘 of sensor 𝑟 is evenly
distributed over 𝑛 locations. In this case, value 𝑘 of sensor
𝑟 does not have any discernability to distinguish between
different locations. The higher the skewness of the location
distribution is, the smaller the normalized entropy is. The
normalized entropy value equals zero if the RSS value 𝑘 of
sensor 𝑟 can only be observed at a single location. Therefore,
the discernability factor of an RSS value 𝑘 of a sensor 𝑟 is
a measure of the ability to distinguish between different lo-
cations in the system. Note that 𝑛 in (4) is the number of
locations in the system.

Having defined the discernability factor, we define the
weight of an RSS value 𝑘 of sensor 𝑟 at location 𝑙

𝑖
by the

following equation:

𝑤 (𝑠𝑠
𝑖,𝑟

= 𝑘) =

fr (𝑠𝑠
𝑖,𝑟

= 𝑘)

𝑚
𝑖

∗ 𝑓 (𝑠𝑠
𝑟
= 𝑘) , (5)

where 𝑚
𝑖
is the total number of RSS samples, that is, the

number of RSS vectors, collected at location 𝑙
𝑖
. Equation (5)

shows that the weight of RSS value 𝑘 of sensor 𝑟 at location 𝑙
𝑖

is the product of the discernability factor of RSS value 𝑘 and
the probability of observing 𝑘 at location 𝑙

𝑖
.

For location 𝑙
𝑖
, we define its location signature at sensor

𝑟 to be the RSS value received from sensor 𝑟 whose weight

is greater than that of any other RSS value received by 𝑈 at
location 𝑙

𝑖
from sensor 𝑟. To obtain the RSS location signature

vector for location 𝑙
𝑖
, we find the RSS location signature value

of each sensor 𝑟, 1 ≤ 𝑟 ≤ 𝑘. Table 3 shows an example of the
table of RSS location signatures for the radio map in Table 1.
Table 4 shows the weights of the corresponding RSS location
signatures in Table 3.

3.7. The Online Location Prediction Phase. During the online
localization phase, we first collect several RSS samples at
the index location. Then, we compute the average RSS value
vector of the collected samples and use it to select the best
radio map for online location prediction.

To find the position of the user, we collect an RSS value
vector, denoted by 𝑂

∗
= (𝑠𝑠
1
, 𝑠𝑠
2
, . . . , 𝑠𝑠

𝑘
), at the designated

location of the user. Then, for each component 𝑠𝑠
𝑖
of vector

𝑂
∗, we refer to the min-max distance table to find the

minimum and the maximum distances from sensor 𝑖 for
this signal strength value. Figure 4 shows the minimum and
maximum distances from three sensors for an example.

From the circles with radii of minimum and maximum
distances from their corresponding sensors, we can find the
intersection points, that is, 𝑃1, 𝑃2, 𝑃3, 𝑃4, 𝑃5, 𝑃6, and 𝑃7, as
shown in Figure 4. Then, we find the bounding box of the
intersection points as the region within which the position
(coordinates) of the user is to be found.

Finally, we find the training locations within the bound-
ing box and use these locations to predict the position of
the user. The pattern matching on RSS location signatures
is used to find the position of the user. For each location
𝑙
𝑖
in the bounding box, we find the top-p weighted RSS

value components of its RSS location signature. Then, we
compute the Euclidean distance between the vector of the
top-p RSS value components of location 𝑙

𝑖
and the vector

of the corresponding components of 𝑂
∗. Let us denote the

top-p weighted RSS value components of the RSS location
signature of 𝑙

𝑖
by 𝑉


𝑖
= (𝑓


1
, 𝑓


2
, . . . , 𝑓



𝑝
) and the corresponding

components of 𝑂∗ by 𝑂

= (𝑠𝑠


1
, 𝑠𝑠


2
, . . . , 𝑠𝑠



𝑝
). Then, the Eu-

clidean distance between 𝑉
 and 𝑂

 is calculated according
to the following equation:

distance (𝑉, 𝑂) =

𝑝

∑

𝑧=1

(𝑓


𝑧
− 𝑠𝑠


𝑧
)

2

. (6)

After computing the distances between 𝑂
∗ and the RSS

location signatures of the training locations in the bounding
box, the position of the user is predicted to be the position of
the location with the smallest Euclidean distance of its top-p
weighted RSS value components against 𝑂.

4. Experiments

To show the performance of the region-point system, we
perform several experiments on location prediction in the
classroom. In this section, we present the experiments and
the results.
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Table 3: The RSS location signature table.

locx locy 𝑠𝑠
1

𝑠𝑠
2

𝑠𝑠
3

𝑠𝑠
4

𝑠𝑠
5

𝑠𝑠
6

𝑠𝑠
7

𝑠𝑠
8

𝑠𝑠
9

𝑠𝑠
10

1 1 −9 −33 −30 −43 −37 −29 −29 −25 −33 −27

1 7 −25 −21 −34 −35 −33 −27 −33 −37 −43 −29

1 13 −29 −25 −19 −29 −33 −27 −35 −37 −47 −36

1 19 −35 −25 −19 −13 −34 −30 −24 −29 −33 −36

5 19 −35 −19 −19 −17 −23 −25 −29 −25 −39 −27

5 13 −35 −20 −9 −33 −39 −32 −29 −26 −44 −25

5 7 −47 −14 −17 −35 −34 −25 −24 −26 −25 −29

5 1 −21 −17 −23 −42 −39 −23 −35 −23 −26 −13

10 1 −41 −31 −30 −35 −46 −24 −19 −31 −13 −29

10 7 −31 −35 −35 −46 −29 −14 −15 −21 −30 −32

10 13 −49 −27 −22 −33 −25 −13 −19 −21 −36 −30

10 19 −47 −35 −22 −23 −21 −17 −22 −33 −35 −37

14 19 −48 −34 −29 −29 −11 −24 −38 −25 −39 −38

14 13 −43 −27 −33 −50 −22 −21 −25 −24 −29 −31

14 7 −31 −26 −43 −37 −29 −29 −22 −17 −28 −32

14 1 −25 −27 −46 −35 −27 −39 −19 −8 −19 −38

P2

P1

P7

P5

P3

1

2

3

P4

P6

Figure 4: Min-max distance and bounding box.

4.1.The Experimental Environment. As shown in Figure 2, we
implement the localization system in a classroom. Figure 5
shows the layout of the reference sensors and the locations
where the training samples are taken. The ground of the
classroom is decorated with tiles. The tile’s dimension is 60
centimeters on each side. We set the origin of the coordinate
system at the top left corner of Figure 5. Ten reference sensors,
denoted by large circles in Figure 5, are evenly located in
the classroom. The training locations are denoted by small
circles. Totally, we have 16 training locations.The coordinates
of two examples of training locations are (1, 1) and (1, 7).
Note that, since each grid in Figure 5 represents one tile on
the floor, the Euclidean distance between any two locations
in Figure 5 can be calculated by multiplying their Euclidean
distance by 0.6 meters. To build the radio maps, we collect

500 RSS value samples from each of the 16 training locations
over a consecutive 4-hour time interval of the day.Three radio
maps, denoted by 𝑀

1
, 𝑀
2
, and 𝑀

3
, are constructed for the

experiment.
For comparison purpose, we implement the RADAR

method and a decision tree method called TREE and the
CaDet method. For RADAR, the RSS vectors of different
training samples from the same location are averaged. As
a result, each location is associated with only one average
RSS vector. To predict the coordinates of a test sample, three
neighbors whose RSS vectors are among the top 3 shortest
distances from the test sample are retrieved from the radio
map and their corresponding coordinates are averaged to give
the predicted coordinates of the test sample. To examine the
effect of the search space reduction on RADAR, we revised
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Table 4: The weight table.

locx locy 𝑠𝑠
1

𝑠𝑠
2

𝑠𝑠
3

𝑠𝑠
4

𝑠𝑠
5

𝑠𝑠
6

𝑠𝑠
7

𝑠𝑠
8

𝑠𝑠
9

𝑠𝑠
10

1 1 0.3640 0.3016 0.0736 0.1075 0.0913 0.1034 0.1029 0.0906 0.1324 0.0766
1 7 0.1376 0.1832 0.0733 0.1479 0.0987 0.0535 0.0709 0.0947 0.0822 0.1346
1 13 0.0862 0.0697 0.1518 0.1566 0.0587 0.0946 0.0864 0.0782 0.0708 0.1242
1 19 0.1026 0.0782 0.1773 0.2940 0.0703 0.1022 0.0953 0.1014 0.1317 0.1576
5 19 0.1823 0.2862 0.2723 0.4140 0.1325 0.1147 0.0686 0.3700 0.0813 0.2053
5 13 0.1141 0.1504 0.2700 0.1944 0.0851 0.1423 0.0668 0.0895 0.0941 0.2057
5 7 0.0630 0.5700 0.0965 0.0986 0.1421 0.1159 0.0823 0.1278 0.4695 0.0990
5 1 0.7471 0.1425 0.3014 0.0724 0.0779 0.1030 0.0803 0.2471 0.3600 0.3980
10 1 0.0646 0.0864 0.0895 0.1881 0.0939 0.2180 0.1038 0.0979 0.3600 0.1663
10 7 0.2262 0.0787 0.0903 0.0630 0.1668 0.1865 0.3520 0.3476 0.1817 0.1327
10 13 0.0521 0.1717 0.0967 0.0934 0.0992 0.1764 0.2365 0.5402 0.1206 0.1699
10 19 0.1132 0.1129 0.1063 0.2117 0.3700 0.6320 0.1667 0.1122 0.1170 0.1287
14 19 0.1255 0.1264 0.0743 0.4479 0.3220 0.2139 0.0947 0.2848 0.0813 0.1493
14 13 0.0597 0.1727 0.0806 0.1265 0.1485 0.2720 0.1916 0.1437 0.0728 0.1105
14 7 0.0929 0.0722 0.0825 0.1094 0.3351 0.1344 0.0863 0.2180 0.2163 0.1156
14 1 0.1480 0.2418 0.0610 0.1380 0.0970 0.0755 0.2427 0.2360 0.2991 0.1104
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Figure 5: The positions of the sensors and the training locations.

the RADAR method by using the min-max distance table
to confine the search region of RADAR. We call the revised
RADAR method ReRADAR in the experiment.

For the TREE method, a decision tree is constructed for
every radio map. The decision tree is then used to predict
the coordinates of a test sample. Note that we use the CART
decision tree model in R [17] to construct the decision trees.
For CaDet method [14], we first use the K-means method in
R to divide the training samples into three clusters based on
their RSS vectors. A CART decision tree is then built for each

Figure 6: An execution of the radio map selection algorithm.

cluster. To predict the coordinates a test sample, we compare
the RSS vector of the test sample against the cluster mean of
each cluster and select the decision tree whose corresponding
cluster center has the shortest distance against the test sample
to predict the location of the test sample.

4.2.The Experimental Results. Figure 6 shows an execution of
the radio map selection algorithm. It shows that the location
(14, 13) is chosen as the index location since it has the
largest variance on the RSS values of different radio maps.
Furthermore, based on the index location, radio map 𝑀

3
is

selected as the best radio map for the ongoing experiment.
To conduct the experiment, we consecutively collect 20

RSS value samples at each of the 16 testing locations. Totally,
there are 320 test samples. Figure 7 shows the four executions
of the region point with different lengths of the RSS location
signatures.

Figure 7 shows that the longer the RSS location signature,
the higher the prediction accuracy. However, the length effect
decreases as the length becomes longer. This is evidenced in
Figure 7, where the accumulated errors for region point with
9 and 10 components, respectively, are almost the same.
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Figure 8 shows the accumulated errors for RADAR,
ReRADAR, TREE, CaDet, and region point. It shows that
the region point method has the smallest accumulated error
compared with RADAR, ReRADAR, TREE, and CaDet. It
also shows that the accumulated error for ReRADAR is much
less than that of RADAR. The mean errors for the 320 test
samples are 0.681, 1.29, 2.11, 2.87, and 2.99 for region point,
ReRADAR,RADAR,CaDet, andTREE, respectively. Figure 8
shows the fact that the search region restriction using the
min-max distance table effectively reduces the prediction
error of RADAR.

Figure 9 shows the accumulated errors for different
methods based on radio map 𝑀

2
. It again shows that the

accumulated error for ReRADAR is much less than that of
RADAR. The mean errors are 0.958, 0.991, 2.15, 2.29, and
3.18meters for region point, ReRADAR, RADAR, CaDet, and
TREE, respectively.

Figure 10 shows the accumulated errors based on radio
map 𝑀

3
which is chosen by the index location. The mean
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Figure 9: Accumulated errors for different methods based on radio
map 𝑀

2
.

errors are 0.556, 0.822, 1.98, 1.18, and 1.30 meters for region
point, ReRADAR, RADAR, CaDet, and TREE, respectively.
Note that the errors for different methods based on 𝑀

3
are

all less than their corresponding errors in radio map 𝑀
1
and

𝑀
2
, respectively. This shows that the index location method

correctly selects the best radio map for online prediction.
It is also noted, from Figures 8, 9, and 10, that, although
clustering before constructing decision trees helps to promote
the prediction accuracy of CaDet, the improvement is not
significant.

5. Discussion

The fact that the TREE and CaDet methods do not perform
well in our experimental environment needs to be carefully
studied. To do so we show the decision tree built by CART
based on radio map 𝑀

3
in Figure 11. Note that 𝑀

3
contains

8000 samples with 500 samples for each of the 16 locations.



10 International Journal of Distributed Sensor Networks

1 32

RADAR (3)
ReRADAR
Region point (9)

TREE
CaDeT

64 96 160 192 224 256 288 320128
0

100

200

300

400

500

600

700

Ac
cu

m
ul

at
ed

 er
ro

r (
m

)
Number of tests

Figure 10: Accumulated errors for different methods based on radio map 𝑀
3
.

Table 5: Confusion table for testing samples.

1 1 1 13 1 19 1 7 10 1 10 13 10 19 10 7 14 1 14 13 14 19 14 7 5 1 5 13 5 19 5 7
1 1 20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 13 0 20 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 19 0 0 20 0 0 0 0 0 0 0 0 0 0 0 0 0
1 7 0 0 0 2 0 0 0 0 4 0 0 0 0 14 0 0
10 1 0 0 0 0 20 0 0 0 0 0 0 0 0 0 0 0
10 13 0 0 0 0 0 20 0 0 0 0 0 0 0 0 0 0
10 19 0 0 0 0 0 0 20 0 0 0 0 0 0 0 0 0
10 7 0 0 0 0 0 0 0 20 0 0 0 0 0 0 0 0
14 1 0 0 0 0 0 0 0 0 0 20 0 0 0 0 0 0
14 13 0 0 0 0 0 0 0 0 0 20 0 0 0 0 0 0
14 19 0 0 0 0 0 0 0 0 0 0 20 0 0 0 0 0
14 7 0 0 0 0 0 0 0 0 0 20 0 0 0 0 0 0
5 1 0 0 0 0 0 0 0 0 0 0 0 0 20 0 0 0
5 13 0 0 0 0 0 0 0 0 0 0 8 0 0 12 0 0
5 19 0 0 0 0 0 0 0 0 0 0 0 0 0 0 20 0
5 7 0 0 0 17 0 0 0 0 0 0 0 0 0 3 0 0

The label at the terminal node denotes the class and the
number of samples in the training dataset that are classified
as this label. For example, the terminal node 1 has label 1 13,
which denotes location (1, 13), and there are 173 samples
being classified as location (1, 13).The classification accuracy
for the training dataset of this decision tree is 93.3 percent.
Table 5 shows the confusion table for predicting the 320
testing samples based on the decision tree of Figure 11. It
shows that 234 out of 320 samples are correctly classified,
that is, correctly predicted. For comparison, we show the
histogram of prediction errors for both TREE and region
point in Figure 12. It shows that the region point has more
samples correctly classified than the TREE does, that is, 283
versus 234. Furthermore, for the misclassified samples, the
region point tends to classify them to their nearby locations.
These two observations account for a less mean prediction
error in region point than those of the TREE and CaDet.

6. Conclusions

In this paper, we present the implementation of a robust
indoor localization system using a wireless sensor network.
In this system, we propose three methods to counter the
adverse effect of variation on the received signal strength
values on location prediction. First, we propose to use
an index location to select the best radio map for online
location prediction. Second, we propose to use the min-
max distance table to confine the search region for online
location prediction. Finally, we propose to use the RSS
location signature for pattern matching in online location
prediction. The experimental results showed that the index
location method correctly selects the best radio map for
online location prediction. It also showed that the min-max
distance table method effectively reduces the prediction error
of RADAR, and the region point system offers a higher
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prediction accuracy than those of the RADAR, TREE, and
CaDet.
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The areas of three-dimensional (3D) underwater wireless sensor networks (UWSNs) have attracted significant attention recently
due to their applications in detecting and observing phenomena that cannot be adequately observed by means of two-dimensional
UWSNs. However, designing routing protocols for UWSNs is a challenging task because path breakage occurs frequently due to
uncertain node and link failures. In this paper, we present a Robust Routing Protocol (RRP) that aims to achieve robustness under
harsh underwater conditions of 3D UWSNs. In RRP, each sensor has a data structure called backup bin, which allows to construct
main backup links and auxiliary backup links for repairing failed links and ensuring normal data delivery. Moreover, sensor nodes
can also enlarge their transmission range to build new links when the main routing path is not reachable through backup links.
Simulation results show that the proposed protocol can reduce node and link failures’ impact on metrics of packet delivery ratio,
network throughput, energy consumption, and average end-to-end delay.

1. Introduction

Underwater wireless sensor networks (UWSNs) have a lot of
potential application areas such as oceanographic data col-
lection, disaster prevention, pollution monitoring, offshore
exploration, and military surveillance [1–3]. Radio frequency
(RF) signals suffer from severe attenuation in water and
have been successfully deployed only at very low frequencies,
involving large antenna and high transmission power. Hence,
acoustic signals have been used for wireless communication
in current underwater physical layer, which has challenges to
be overcome such as long propagation delay resulting from
low speed of sound propagation, severely limited bandwidth,
and time-varying multipath propagation [4, 5]. All the above
distinct features of UWSNs give birth to new challenges areas
for every level of the network protocol suite. UWSNs consist
of a variable number of sensors and vehicles that are deployed
to perform collaborative monitoring tasks over a given area.
To achieve this objective, sensors and vehicles self-organize in
an autonomous network that can adapt to the characteristics
of the underwater environment.

Three-dimensional (3D) UWSNs are used to detect and
observe phenomena that cannot be adequately observed by
means of ocean bottom underwater sensor nodes, that is, to
perform cooperative sampling of the 3D ocean environment
[6–8]. In 3D UWSNs, sensors float at different depths to
observe a given phenomenon. Many problems arise with 3D
UWSNs that need to be solved in order to enable under-
water monitoring in the new environment. Among them,
providing efficient routing is a very challenging task due to
the unique characteristics of 3D UWSNs. 3D UWSNs must
rely on underwater acoustic communications because high-
frequency radio signals used in traditional ground-based
sensor networks can be rapidly absorbed by water.Therefore,
many research results in land-based sensor networks as well
as traditional ad hoc networks cannot be applied to 3D
UWSNs directly, which requires new routing protocol to be
designed for the new features of the 3D UWSNs in order to
ensure that the performance can meet the actual underwater
environmental needs.

According to their architectures, the routing protocols
of 3D UWSNs can be divided into three categories:
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location-based routing, flat routing, and hierarchical routing
[9, 10]. Location-based routing has good scalability, but it
requires a positioning system or positioning algorithm to
help the nodes to calculate the location information. Flat
routing protocols have better robustness, but the excessive
overhead for maintaining routing information restricts their
application to small-scale underwater acoustic circumstan-
ces. Hierarchical routing also has good scalability, but the
cluster maintenance overhead and the failure of key nodes
will affect the routing efficiency.

In 3D UWSNs, communication links face high bit error
rate, temporary losses, or even permanent failure. Moreover,
the impact of node failure is more severe than that of link fail-
ure because even a single node failure is logically equivalent
to several concurrent link failures. In this paper, we propose
a Robust Routing Protocol (RRP) that addresses some of the
major requirements imposed by 3D UWSNs including high
robustness combined with energy-efficient communication.
Since 3DUWSNs are made up of expensive sensor nodes and
they operate in harsh underwater environments, the likely
possibility of node or link failures must be considered. In
RRP, each sensor has a data structure called backup bin,
which has been utilized to construct main backup links
and auxiliary backup links together with routing table for
repairing routing path and ensuring normal data delivery.
As geographic routing protocol, RRP does not require state
information on the sensor nodes and only a small fraction of
the nodes are involved in routing to ensure robust operation
for surveillance and monitoring applications.

The remainder of the paper is organized as follows.
Section 2 presents a brief overview of related work, while
Section 3 introduces the technical details of our routing
protocol. Performance evaluation is described in Section 4.
Finally, we conclude the paper in Section 5.

2. Related Work

The underwater environment introduces difficulties in de-
signing efficient routing protocols not experienced terrestri-
ally, such as transmission loss due to geometric spreading and
absorption by the ocean [11, 12]. Tan et al. [13] proposed a
new protocol based on hop-by-hop hybrid implicit/explicit
acknowledgment scheme which is proposed for a multi-
hop UWSN. In this protocol, data packets forwarded by
downstream nodes can work as implicit ACKs for previous
transmitted data packets. Vahdat and Becker [14] proposed
Epidemic Routing (ER) protocol where each node replicates
a packet to every encountered node. ER can utilize every
opportunity to deliver a packet to the destination and max-
imize successful delivery ratio and minimize average end-to-
end delay in unconstrained networks. However, this routing
protocol consumes toomany resources thatmake it not desir-
able in resource-constrained networks such as UWSNs. Pom-
pili et al. [15] introduced two distributed routing algorithms
for delay-insensitive and delay-sensitive applications, respec-
tively, with the objective of minimizing the energy consump-
tion taking the varying condition of the underwater channel
and the different application requirements into account.

Vector-based forwarding (VBF) [16] is a geographic
approach, which allows the nodes to weigh the benefit to
forward packets and reduce energy consumption by discard-
ing low benefit packets. Therefore, over a multihop path,
only the nodes that are located within a pipe of given width
between the source and the destination are considered for
relaying. However, in the areas of low density of nodes, VBF
may not find the path close to the routing vector. Similarly,
Jornet et al. proposed Focused-Beam Routing (FBR) [17]
protocol that is suitable for networks containing both static
and mobile nodes. The objective of FBR is to determine
which nodes are candidates for relaying. Candidate nodes are
those that lie within a cone of angle ±𝜃/2 emanating from
the transmitter towards the final destination. An RTS/CTS
handshake is set up to isolate closer nodes within this cone.
If a node determines that it is within the transmitter’s cone,
it will respond to the RTS. Those nodes that are outside the
cone will not respond. A theoretical argument supporting
geographic routing has been discussed in [18] based on simple
propagation and energy consumptionmodels for underwater
networks. The study shows that an optimal number of hops
along a path exist and that increasing the number of hops by
choosing closer relays is preferable with respect to keeping
the route shorter. In view of this, several position-based
routing algorithms are proposed and compared; results show
that selecting relays closer than a given maximum distance
before seeking farther ones achieves in fact optimal energy
consumption.

Depth-Based Routing (DBR) [19] can handle network
dynamics efficiently without the assistance of a localization
service. DBR forwards data packets greedily towards the
water surface (i.e., the plane of data sinks). In DBR, a data
packet has a field that records the depth information of its
recent forwarder and is updated at every hop. But DBR has
only greedy forwarding mode, which alone is not able to
achieve high delivery ratios in sparse areas. A similar idea
can be found in [20], a hydraulic pressure-based anycast
routing protocol that exploits the measured pressure levels
to route data to surface buoys where relays are chosen
based on a weighted average of advancement towards the
sources and probability of packet delivery, and an efficient
underwater dead end recovery method is added to handle
the absence of a relay node at lower depth than the current
packet holder. In order to remove the constraints imposed
by special hardware (like every node should be equipped
with depth or pressure sensor, which not only increase the
cost of the network but also become a burden for extra
energy consumption), Ayaz and Abdullah [21] proposed a
Hop-by-Hop Dynamic Addressing-Based (H2-DAB) routing
protocol to provide scalable and time-efficient routing for
UWSN. The H2-DAB routing protocol does not require any
dimensional location information or any extra specialized
hardware compared withmany other routing protocols in the
same area. However, the problem of multihop routing still
exists as it is based on multihop architecture, where nodes
near the sinks drain more energy because they are used more
frequently. Noh et al. [22] proposed a Void-Aware Pressure
Routing (VAPR) protocol that uses sequence number, hop
count, and depth information embedded in periodic beacons
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to set up next-hop direction and to build a directional trail to
the closest sink. VAPR employs periodical beacon messages
to identify the direction of each node in a heuristic manner.
The direction is set as up when a beacon is received from
a shallower depth node; otherwise, it is set as down. When
multiple direction cues are received from different sinks, the
direction cue with the minimal hop count is chosen. Also,
a node’s next-hop data forwarding direction is set based
on the beacon sender’s data forwarding direction. VAPR
employs amultisink structure to prevent a rapid battery drain
in the nodes closer to the sinks. Moreover, it can handle
the void problem with a heuristic method. However, each
node in VAPR requires the knowledge of 2-hop connectivity
and neighboring nodes’ pairwise distances. In addition, the
enhanced beaconing component should be repeated in a
short interval (usually 50 seconds at a time), which causes a
significant increase in the network overhead.

Packet redundancy and multiple paths can be exploited
in order to increase the reliability of UWSNs. Ayaz et al.
[23] provided a two-hop acknowledgment reliabilitymodel in
order to insure the reliable data deliveries to the surface sinks,
where two copies of the same data packet are maintained in
the network without extra burden on the available resources.
A relay node that has data packets to forward will not reply
the acknowledgment until it cannot find the next hop towards
the destination. But if a node is unable to find the next
hop due to any failure, or even if it is lost, then packets in
the buffer are not considered lost. All the nodes that send
the data packets towards this node will wait for a certain
amount of time before trying again for the next hop. Xu et al.
[24] proposed aMultiple-Path Forward Error Correction (M-
FEC) approach that integrated multiple-path communica-
tions and Hamming Coding to eliminate retransmission and
enhance reliability in underwater sensor networks.Moreover,
a Markov model and a dynamical decision and feedback
scheme were developed to decrease the number of the paths
in order to save energy and ensure the desirable packet error
rate. However, M-FECmay causemuch long delay because of
additional process of encoding and decoding the data pack-
ets, and it does not tackle the issues of node and link failures.

3. Proposed Scheme

3.1. Network Model and Definitions. We consider that 3D
UWSNs are composed of a certain number of sensor nodes
uniformly scattered inmonitoring fields.Wepresent a generic
model for a 3D UWSN that is represented by 𝐺 = (𝑉, 𝐸) with
𝑛 sensor nodes. Every sensor node has the same transmission
range and is assigned with a triplet of coordinates (𝑥, 𝑦, 𝑧),
where each coordinate represents the hop distance of the
node from one anchor. We also assume that all sensor nodes
know their own locations through a certain localization ser-
vice [25]. Such assumption is justified in underwater systems
where fixed bottom-mounted nodes have location informa-
tion upon deployment. In fact, the underwater localization
is a nontrivial task for which relatively very few options are
available. For example, employing global positioning system
(GPS) does notworkwell because radio frequency (RF)waves

are heavily attenuated in underwater environment. Many
researchers have proposed a variety of localization schemes
and techniques to address this issue specially [26, 27]. It is
not always feasible to deploy anchor nodes at the sea floor for
deep water environment. In this case, mobile beacon nodes
such as autonomous underwater vehicles (AUVs), which
are equipped with internal navigation systems, are exploited
as reference nodes to assist in corresponding distributed
localization algorithms. This paper takes advantage of these
research results as existing preconditions. Moreover, we also
consider symmetric links; that is, for any two nodes 𝑠

𝑢
and 𝑠V,

𝑠
𝑢
reaches 𝑠V if and only if 𝑠V reaches 𝑠𝑢. Each node can either

transmit or receive data packet.

Definition 1. The function 𝛿(𝑢, V) defines the distance
between two nodes 𝑠

𝑢
and 𝑠V in a 3D Euclidean space as

𝛿 : 𝑁 × 𝑁 → Γ : 𝛿 (𝑢, V) ,

𝛿 (𝑢, V) = √(𝑢
𝑥
− V
𝑥
)
2

+ (𝑢
𝑦
− V
𝑦
)

2

+ (𝑢
𝑧
− V
𝑧
)
2

.

(1)

All sensor nodes have two transmission ranges 𝑟norm
(normal transmission range) and 𝑟max (maximal transmission
range). The normal transmission range is used for regular
routing process with less energy usage, while the maximal
transmission range is used to counteract the negative influ-
ence of node and link failures withmore energy consumption
when necessary. Two nodes 𝑠

𝑢
and 𝑠V are neighbors and

connected by a link if 𝛿(𝑢, V) < 𝑟norm. When the distance of
two sensor nodes is equal or shorter than 𝑟norm, the receiving
rate is 1.When the distance is larger than 𝑟norm but still within
the range of 𝑟max, then the receiving rate is between 0 and 1.
Generally, the receiving rate of nodes 𝑠

𝑢
and 𝑠V is calculated as

𝜂 (𝑢, V) =
{
{
{

{
{
{

{

1, 𝛿 (𝑢, V) ≤ 𝑟norm,
𝑟max − 𝛿 (𝑢, V)
𝑟max − 𝑟norm

, 𝑟norm < 𝛿 (𝑢, V) < 𝑟max,

0, 𝛿 (𝑢, V) ≥ 𝑟max.

(2)

Note that even at a short distance from the transmitter
to the receiver, the receiving rate is still lower than 1. The
reason is that underwater acoustic channels are affected by
many factors such as path loss, noise, multipath fading, and
Doppler spread. All these factors cause a high bit error rate in
underwater environment. For simplicity, the receiving rate in
the normal transmission range is assumed to be 1, which will
not affect the performance comparison of different routing
protocols. In other cases, the receiving rate is calculated
according to formula (2).

Consider two sensor nodes at minimum hop distance ℎ;
there exist two values 𝑢(ℎ) and V(ℎ) such that the Euclidean
distance 𝛿(𝑢, V) between the two nodes is bounded; that is,
𝑢(ℎ) ≤ 𝛿(𝑢, V) ≤ V(ℎ). The quality of the bounds depends on
the network density 𝜌. In particular for each ℎ > 0 holds

lim
𝜌→∞

V (ℎ) − 𝑢 (ℎ) = 𝑟norm, (3)
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where 𝑟norm is the normal transmission range of the sensor
nodes.

Sensing devices generally have widely different theoret-
ical and physical characteristics. Thus, numerous models of
varying complexity can be constructed based on application
needs and device features. However, for most kinds of sen-
sors, the sensing ability diminishes as distance increases.

Definition 2. Given a source sensor node 𝑠
𝑢
and a destination

sensor node 𝑠V, then the sensor model is defined as

𝑆 (𝑢, V) =
𝜆

𝛿(𝑢, V)𝑘 + 𝜉

, (4)

with 𝜆 > 0 and 𝜉 > 0, where 𝜆 is the signal amplitude, 𝑘
is the sensor technology-dependent parameter, and 𝜉 is a
predefined parameter for handling the situation when the
source node and the destination node locate at the same
position.

Underwater wireless sensor nodes have been equipped
with sensing devices. They collect data from the external
environment and transmit these data by one or multihop
to the sink node. Sink node is the node that generates data
aggregation results and also the target location of the data
transmission. A routing path 𝑝 that consists of 𝑚 sensor
nodes can be expressed as 𝑝 = {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑚
}, where

(𝑠
𝑖
, 𝑠
𝑖+1

) ∈ 𝐸, 𝑖 ∈ [1, . . . , 𝑚 − 1], and the length of path
𝑝 is 𝐿(𝑝). If there exist 𝑛 paths from the source node to
the sink node, then these paths can be expressed as 𝜒 =

{𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑛
} with length 𝐿(𝜒) = ∑𝐿(𝑝

𝑖
).

In order to build nodes’ state model, we use a random
variable 𝑋(𝑢) to denote the node 𝑠

𝑢
’s state and 𝑋(𝑢) obeys

the following Bernoulli distribution:

𝑋 (𝑢) = {

1, 𝑠
𝑢
transmits the packet successfully,

0, 𝑠
𝑢
fails to transmit the packet.

(5)

Definition 3. The probability Pr(𝑋(𝑢) = 1) for a sensor
node 𝑠

𝑢
to transmit a packet successfully is called 𝑠

𝑢
’s packet

transmit rate and is denoted by 𝛾(𝑠
𝑢
).

The state model for a routing path 𝑝 = {𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑚
} is

represented by 𝑌(𝑝) and 𝑌(𝑝) obeys the following distribu-
tion:

𝑌 (𝑝) = {

1, path 𝑝 transmits the packet successfully,
0, path 𝑝 fails to transmit the packet

(6)

and𝑌(𝑝) = ∏
𝑚

𝑖=1
𝑋(𝑖). If the failure probabilities for the nodes

in path 𝑝 are independent, 𝑌(𝑝) also obeys the Bernoulli
distribution and the packet transmit rate of path 𝑝 is denoted
by 𝛾(𝑝), which is equal to ∏

𝑚

𝑖=1
𝛾(𝑠
𝑖
). If there exist 𝑛 paths

𝜒 = {𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑛
} from the source node to the sink node,

the packet transmit rate of path 𝜒 is calculated as

𝛾 (𝜒) = 1 −

𝑛

∏

𝑖=1

(1 − 𝛾 (𝑝
𝑖
)) . (7)

Acoustic signal has different transmission modes in
shallow water (where the depth of the water is less than 100
meters) and deep water (where the depth of the water is more
than 100 meters). In shallow water, the transmission of the
acoustic signal is limited to a cylindrical area from bottom to
the surface. The energy consumption for transmission in the
shallow water is calculated as

𝜀
𝑡
= 10 log

2
𝛿 (𝑢, V) + 𝛼𝛿 (𝑢, V) ⋅ 103, (8)

where 𝛿(𝑢, V) denotes the Euler distance between the sender
and the receiver and 𝛼 is the absorption coefficient.

In deep water, the transmission of the acoustic signal is
mainly with spherical diffusion. The energy consumption is
caused by spherical diffusion and water absorption, which
can be calculated as

𝜀
𝑡
= 20 log

2
𝛿 (𝑢, V) + 𝛼𝛿 (𝑢, V) ⋅ 103. (9)

3.2. Packets Reception Strategies. We denote the size of the
transmit node’s buffer pool by buf and 𝑧

𝑖𝑗
is the stochastic

variable that represents the number of packets transmitted
from the source node 𝑠

𝑖
to the destination node 𝑠

𝑗
per slot;

then we get 𝑧
𝑖⋅
= ∑
𝑛

𝑗=1
𝑧
𝑖𝑗
. The number of packets from all

sources to the destination node 𝑠
𝑗
per slot is 𝑧

⋅𝑗
= ∑
𝑛

𝑖=1
𝑧
𝑖𝑗
. We

denote by 𝑥
𝑖𝑗
the number of packets that 𝑠

𝑖
retransmits to the

destination node 𝑠
𝑗
; then the total number of retransmissions

for 𝑠
𝑖
is 𝑥
𝑖⋅
= ∑
𝑛

𝑗=1
𝑥
𝑖𝑗
and the total number of retransmitted

packets to the destination node 𝑠
𝑗
is 𝑥
⋅𝑗

= ∑
𝑛

𝑖=1
𝑥
𝑖𝑗
. In the

symmetric model, we get

𝐸 [𝑧
𝑖⋅
] = 𝐸 [𝑧

⋅𝑗
] = 𝑧, ∀𝑖, 𝑗 = 0, 1, . . . , 𝑛,

𝐸 [𝑥
𝑖⋅
] = 𝐸 [𝑥

⋅𝑗
] = 𝑥, ∀𝑖, 𝑗 = 0, 1, . . . , 𝑛.

(10)

The First In First Out (FIFO) reception strategy selects
the packet in the rightmost position of the current slot
for reception. If there are several packets in the rightmost
nonempty position, one is chosen deterministically. Intu-
itively, this strategy can be expected to have the least packet
loss, as it selects the packet that has the shortest time still
to spend in the receiver. Suppose the receiver is in state 𝑆

𝑡
,

𝑡 = 0, 1, . . . , 𝑑, we build a discrete time Markov chain with
𝑑 + 1 states 𝑆

0
, 𝑆
1
, 𝑆
2
, . . . , 𝑆

𝑑
. The chain changes state every

𝑑 + 1 received slots according to the arriving distribution 𝑧
⋅𝑗
.

Then the matrix of transition probabilities 𝑝
𝑖𝑘
is calculated as

𝑝
𝑖𝑘
= ∑

𝑧⋅𝑗|𝑆𝑖→𝑆𝑘

𝑃 (𝑧
⋅𝑗
) , ∀𝑖, 𝑘 = 0, 1, 2, . . . , 𝑑. (11)

Let {𝜋
𝑖
| 𝑖 = 0, 1, . . . , 𝑑} be the steady state of the model;

then the packet retransmission distribution 𝑃(𝑥
⋅𝑗

= 𝑘) is
calculated as

𝑃 (𝑥
⋅𝑗
= 𝑘) =

𝑑

∑

𝑖=0

𝜋
𝑖
⋅ 𝑥
𝑖𝑘
, ∀𝑘 = 0, 1, . . . , 𝑛. (12)
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Suppose the probability of packet rejection is 𝛼, then the
reception position distribution for a received packet 𝜌

𝑘
is

calculated as

𝜌
𝑘
=

1

1 − 𝛼

𝑑

∑

𝑖=0

𝜋
𝑖
⋅ 𝑝
𝑖𝑘
, ∀𝑘 = 0, 1, . . . , 𝑛. (13)

The Last In First Out (LIFO) packets reception strategy
selects the packet in the leftmost position of the current slot
for reception. If several packets are in the leftmost nonempty
position, one is chosen deterministically. Intuitively, this
strategy is the easiest to implement, although it may exhibit
the worst behavior in terms of packet loss since it selects the
packet that has the longest time still to spend in the receiver.
In LIFO, the packet retransmission distribution 𝑃(𝑥

⋅𝑗
= 𝑘) is

calculated as

𝑃 (𝑥
⋅𝑗
= 𝑘) =

𝑑

∑

𝑧⋅𝑗|𝑆𝑖→𝑆𝑘

𝑃 (𝑧
⋅𝑗
) , ∀𝑘 = 0, 1, . . . , 𝑛. (14)

Suppose the probability of packet rejection is 𝛽, then the
reception position distribution for a received packet 𝜌

𝑘
is

calculated as

𝜌
𝑘
=

1

1 − 𝛽

∑

𝑧⋅𝑗

𝑃 (𝑧
⋅𝑗
) , ∀𝑘 = 0, 1, . . . , 𝑛. (15)

3.3. Routing Protocol. RRP consists of two phases: route
discovery process and routemaintenance process. During the
process of route discovery, each packet carries the positions
of the source node, the target node, and the relay node (i.e.,
the node that transmits this packet). Upon receiving a packet,
a node computes the gravities of its neighbor nodes and
chooses the neighbor with maximal gravity value to be the
relay node that is in charge of forwarding the data packet.

Definition 4. Given a sensor node 𝑠
𝑖
and its neighbor node 𝑠

𝑗
,

the gravity function from 𝑠
𝑖
to 𝑠
𝑗
is defined as 𝐺( ⃗𝑖𝑗) and its

value is calculated as






𝐺( ⃗𝑖𝑗)






=

𝜀
𝑖
⋅ 𝜀
𝑗
⋅ cos (𝐴/𝜐)

𝛿(𝑖, 𝑗)
2

(16)

with 𝜀
𝑖
, 𝜀
𝑖
> 0 and 𝜐 > 2, where 𝜀

𝑖
and 𝜀
𝑗
denote the residual

energy of sensor nodes 𝑠
𝑖
and 𝑠
𝑗
, 𝐴 is the intersection angle

between the direction of 𝑠
𝑖
to 𝑠
𝑗
and the direction of 𝑠

𝑖
to

𝑠
𝑡
(the target node), and a predefined parameter 𝜐 is used to

adjust the impact of neighbor’s direction angle on the gravity
value.

The process of selecting a neighbor node as the relay node
to forward a packet to a sink node is illustrated in Figure 1.

After sensor node 𝑠
𝑖
receives a packet, it calculates gravity

values of all neighbors within the normal transmission range
𝑟norm to the sink node 𝑠

𝑡
and the neighbor node with the

maximum gravity value is selected as the relay node to
forward the packet. The transmission space of 𝑠

𝑖
is a sphere

centered at this node as we address 3D UWSN in this paper.
In order to save energy, every sensor node only adopts

sp

sk

st

sj
si

sq

rmax

rnorm
A

Figure 1: Relay node selection.

𝑟norm during the process of normal routing. The maximal
transmission range 𝑟max is used to counteract the negative
influence of node and link failures when necessary.

In order to describe our routing protocol clearly, the
following data structures and definitions are given.

Given an arbitrary node 𝑠
𝑖
, then all nodes within node

𝑠
𝑖
’s transmission range are called 1-hop neighbors of 𝑠

𝑖
, which

consist of 𝑠
𝑖
’s routing table 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑖
). All 1-hop neighbors of

the nodes in 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑖
), that is, 2-hop neighbors of 𝑠

𝑖
, consist

of 𝑠
𝑖
’s backupbin𝐵 𝑏𝑖𝑛(𝑠

𝑖
). Given an arbitrary routing path𝑝

𝑖
,

then all links in the path 𝑝
𝑖
from the source node to the sink

node are called main links of this path. Given an arbitrary
main link (𝑠

𝑗
, 𝑠
𝑘
) of an arbitrary routing path 𝑝

𝑖
, where 𝑠

𝑗
and

𝑠
𝑘
are not the source node of 𝑝

𝑖
, then all main backup links

of (𝑠
𝑗
, 𝑠
𝑘
) consist of the main backup set of (𝑠

𝑗
, 𝑠
𝑘
), which is

denoted by 𝑀
𝑗𝑘
, and if 𝑠

𝑗
∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑖
) ∧ 𝑠
𝑘
∈ 𝐵 𝑏𝑖𝑛(𝑠

𝑖
), for

all 𝑠
𝑏
for all 𝑠

𝑚
((𝑠
𝑏
∈ 𝐵 𝑏𝑖𝑛(𝑠

𝑖
) ∧ 𝑠
𝑏
∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑗
) ∧ 𝑠
𝑏

̸=𝑠
𝑘
) ∨

(𝑠
𝑚
∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑖
) ∧ 𝑠
𝑘
∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑚
) ∧ 𝑠
𝑚

̸=𝑠
𝑗
)) → ((𝑠

𝑗
, 𝑠
𝑏
) ∈

𝑀
𝑗𝑘

∧ (𝑠
𝑚
, 𝑠
𝑘
) ∈ 𝑀

𝑗𝑘
). The main backup links have the

following characteristics: (1) the two endpoints of each main
backup link belong to the two separate data structures, that is,
routing table and backup bin; (2) each main backup link has
and only has one endpoint overlapingwith the corresponding
main link. Likewise, all auxiliary backup links (𝑠

𝑗
, 𝑠
𝑘
) consist

of the auxiliary backup set of (𝑠
𝑗
, 𝑠
𝑘
), which is denoted by

𝐴
𝑗𝑘

and if 𝑠
𝑗

∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑖
) ∧ 𝑠

𝑘
∈ 𝐵 𝑏𝑖𝑛(𝑠

𝑖
), for all 𝑠

𝑎

for all 𝑠
𝑢
(𝑠
𝑎

∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑖
) ∧ 𝑠

𝑢
∈ 𝐵 𝑏𝑖𝑛(𝑠

𝑖
) ∧ 𝑠

𝑎
̸=𝑠
𝑗
∧

𝑠
𝑢

̸=𝑠
𝑘
) → ((𝑠

𝑎
, 𝑠
𝑢
) ∈ 𝐴

𝑗𝑘
). The auxiliary backup links

have the following characteristics: (1) the two endpoints of
each auxiliary backup link belong to the two separate data
structures, that is, routing table and backup bin; (2) the two
endpoints of each auxiliary backup link do not overlap with
any endpoint of the corresponding main link.
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Figure 2: Building main and auxiliary backup links.

Given a special main link (𝑠
𝑖
, 𝑠
𝑗
) of an arbitrary routing

path 𝑝
𝑖
, where 𝑠

𝑖
is the source node of 𝑝

𝑖
, then (𝑠

𝑖
, 𝑠
𝑗
) has

only main backup links, which is denoted by 𝑀
𝑖𝑗
and for all

𝑠
𝑎
(𝑠
𝑎

∈ 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑖
) ∧ 𝑠

𝑎
̸=𝑠
𝑗
) → ((𝑠

𝑖
, 𝑠
𝑎
) ∈ 𝑀

𝑖𝑗
). Given

a special main link (𝑠
𝑞
, 𝑠
𝑡
) of an arbitrary routing path 𝑝

𝑖
,

where 𝑠
𝑡
is the sink node of 𝑝

𝑖
, then (𝑠

𝑞
, 𝑠
𝑡
) has only main

backup links, which is denoted by 𝑀
𝑞𝑡
and for all 𝑠

𝑑
(𝑠
𝑑

∈

𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑞
) ∧ 𝑠
𝑑

̸=𝑠
𝑡
) → ((𝑠

𝑞
, 𝑠
𝑑
) ∈ 𝑀

𝑞𝑡
).

Figure 2 shows the process of buildingmain and auxiliary
backup links. Each circle denotes a sensor node and each
number in the circle denotes the residual energy of local
sensor node in a 3D UWSN. Sink nodes do not have any
energy constraints because they are equipped with both radio
frequency (RF) and acoustic modems and are deployed at
the water surface. During the process of routing, all sensor
nodes along the routing path will build backup links for
the forthcoming link failure and node failure. For example,
the source node 𝑠

𝑖
’s routing table 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠

𝑖
) includes three

neighbor nodes 𝑠
𝑚
, 𝑠
𝑎
, and 𝑠

𝑗
. 𝑠
𝑖
’s backup bin 𝐵 𝑏𝑖𝑛(𝑠

𝑖
)

includes four 2-hop neighbor nodes 𝑠
𝑛
, 𝑠
𝑢
, 𝑠
𝑘
, and 𝑠

𝑏
. As we

discussed above, the main link (𝑠
𝑖
, 𝑠
𝑗
) has only main backup

links (𝑠
𝑖
, 𝑠
𝑎
) and (𝑠

𝑖
, 𝑠
𝑚
) since 𝑠

𝑖
is the source node. The main

link (𝑠
𝑗
, 𝑠
𝑘
) has two main backup links (𝑠

𝑗
, 𝑠
𝑏
) and (𝑠

𝑚
, 𝑠
𝑘
).

Both of them have and only have one endpoint overlaping
with the main link (𝑠

𝑗
, 𝑠
𝑘
). Moreover, the main link (𝑠

𝑗
, 𝑠
𝑘
)

has four auxiliary backup links (𝑠
𝑎
, 𝑠
𝑏
), (𝑠
𝑎
, 𝑠
𝑢
), (𝑠
𝑚
, 𝑠
𝑢
), and

(𝑠
𝑚
, 𝑠
𝑛
). The two endpoints of each auxiliary backup link

belong to 𝑅 𝑡𝑎𝑏𝑙𝑒(𝑠
𝑖
), and 𝐵 𝑏𝑖𝑛(𝑠

𝑖
) respectively. Moreover,

the two endpoints of each auxiliary backup link do not
overlap with any endpoint of the main link (𝑠

𝑗
, 𝑠
𝑘
).

In the same way, we obtain main and auxiliary backup
links for other main links. Table 1 lists all main and auxiliary
backup links for each main link along the routing path from
the source node 𝑠

𝑖
to the sink node 𝑠

𝑡
.

Table 1: Main and auxiliary backup links for each main link.

Main link Main backup set Auxiliary backup set
(𝑠
𝑖
, 𝑠
𝑗
) (𝑠

𝑖
, 𝑠
𝑎
), (𝑠
𝑖
, 𝑠
𝑚
) None

(𝑠
𝑗
, 𝑠
𝑘
) (𝑠

𝑗
, 𝑠
𝑏
), (𝑠
𝑚
, 𝑠
𝑘
) (𝑠

𝑎
, 𝑠
𝑏
), (𝑠
𝑎
, 𝑠
𝑢
), (𝑠
𝑚
, 𝑠
𝑢
), (𝑠
𝑚
, 𝑠
𝑛
)

(𝑠
𝑘
, 𝑠
𝑝
) (𝑠

𝑘
, 𝑠
𝑑
), (𝑠
𝑘
, 𝑠
𝑚
) (𝑠

𝑏
, 𝑠
𝑐
), (𝑠
𝑏
, 𝑠
𝑑
)

(𝑠
𝑝
, 𝑠
𝑞
) (𝑠

𝑝
, 𝑠
𝑛
), (𝑠
𝑑
, 𝑠
𝑞
) (𝑠

𝑚
, 𝑠
𝑛
), (𝑠
𝑑
, 𝑠
𝑒
)

(𝑠
𝑞
, 𝑠
𝑡
) (𝑠

𝑞
, 𝑠V), (𝑠𝑞, 𝑠𝑑) None

Input: source node 𝑠
𝑖
, sink node 𝑠

𝑡
, TTL;

Output: routing path 𝑝;
(1) Queue 𝑝 ← Φ; //routing path initialization
(2) p.enqueue(𝑠

𝑖
); //add the node 𝑠

𝑖
into the routing path 𝑝;

(3) while (TTL > 0) and (𝑠
𝑡
∉ 𝑅 table(𝑠

𝑖
)) do

(4) if |𝐺( ⃗𝑖𝑗)| = max{|𝐺( ⃗𝑖𝑗)|}(𝑠
𝑗
∈ 𝑅 table(𝑠

𝑖
)) then

(5) p.enqueue(𝑠
𝑗
);

(6) Builds𝑀
𝑖𝑗
, 𝐴
𝑖𝑗
;

(7) 𝑠
𝑖
.update(𝜀

𝑖
);

(8) endif
(9) 𝑠

𝑖
← 𝑠
𝑗
;

(10) TTL--;
(11) endwhile
(12) if (𝑠

𝑡
∈ 𝑅 table(𝑠

𝑗
)) then

(13) p.enqueue(𝑠
𝑡
);

(14) else 𝑝.clear(); //remove all elements from 𝑝;
(15) endif
(16) return 𝑝;

Algorithm 1: Building the routing path and backup links.

Algorithm 1 describes the process of building the routing
path and the corresponding backup links in detail.

All packets at relay nodes should have limited lifetime,
which are controlled by TTL (Time-To-Live) information
carried in the packet header. At first, the routing path 𝑝 is set
to an empty queue structure and the source node 𝑠

𝑖
is added

into the routing path 𝑝 after initialization as described from
line 1 to line 2. After that, 𝑠

𝑖
will select a neighbor node as

the relay node to forward a packet by means of calculating
gravity values of the nodes in its routing table. Suppose 𝑠

𝑗

is the candidate neighbor in that the gravity value from 𝑠
𝑖

to 𝑠
𝑗
is the biggest one among all neighbors. As a result, 𝑠

𝑗

is added into the routing path 𝑝. Furthermore, main backup
set and auxiliary backup set of (𝑠

𝑖
, 𝑠
𝑗
) are also constructed.

The residual energy of node 𝑠
𝑖
is updated in order to reflect

the energy consumption of transmitting the packet to its
neighbor. Of course, the TTL value is decreased by 1 so as
to control the lifetime of the packet as described from line 3
to line 11. If the sink node 𝑠

𝑡
is found within the given TTL

value, it will be added into the routing path 𝑝; otherwise,
all elements will be removed from 𝑝, which means no sink
node is found as described from line 12 to line 16. After the
packet arrives at the sink node, a robust routing path that can
deal with the forthcoming link failure and node failure is also
established.
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Input: source node 𝑠
𝑖
, sink node 𝑠

𝑡
, TTL;

Output: repaired routing path 𝑝
;

(1) Queue 𝑝 ← Φ;
(2) 𝑠
𝑗
← 𝑝.gethead(); //returns the node at the head of path p;

(3) 𝑝.enqueue(𝑠
𝑗
);

(4) 𝑠
𝑘
← 𝑝.gethead();

(5) while (TTL > 0) and (𝑠
𝑘
∈ 𝑅 table(𝑠

𝑗
)) do

(6) Sends the Hello packet from 𝑠
𝑗
to 𝑠
𝑘
;

(7) if ACK packet is NOT received then
(8) if |𝐺(

⃗
𝑗𝑏)| = max{|𝐺( ⃗

𝑗𝑏)|}(𝑠
𝑏
∈ (𝑀
𝑗𝑘
∪ 𝐴
𝑗𝑘
)) then

(9) 𝑝
.enqueue(𝑠

𝑏
);

(10) Updates𝑀
𝑗𝑏
, 𝐴
𝑗𝑏
;

(11) 𝑠
𝑗
.update(𝜀

𝑗
);

(12) else switch 𝑠
𝑗
’s transmission range to 𝑟max;

(13) Updates R table(𝑠
𝑗
);

(14) if |𝐺(
⃗

𝑗𝑏)| = max{|𝐺( ⃗
𝑗𝑏)|}(𝑠

𝑏
∈ 𝑅 table(𝑠

𝑗
)) then

(15) 𝑝
.enqueue(𝑠

𝑏
);

(16) Updates𝑀
𝑗𝑏
, 𝐴
𝑗𝑏
;

(17) 𝑠
𝑗
.update(𝜀

𝑗
);

(18) else 𝑝
.clear();

(19) break;
(20) endif
(21) endif
(22) endif
(23) 𝑠

𝑗
← 𝑠
𝑏
;

(24) 𝑠
𝑘
← 𝑝.gethead();

(25) TTL--;
(26) endwhile
(27) return 𝑝

;

Algorithm 2: Building the repaired routing path.

In many proactive routing protocols, the active nodes
must send periodic update to other nodes even when the
routing information is similar to the previous one. In RRP,
route maintenance process is evoked only when a link or a
node in a routing path is failed. Here, each node forwarding
a Hello packet is responsible for confirming that the packet
has been successfully received by a relay node. If it does not
receive any ACK packet, the transmitting node treating the
link to next hop is broken. It will mark all the nodes in the
routing path that use that link as “invalid.”Then it will return
a route error to each node that has sent a packet over that
broken link so that all those nodes can update their own
routing tables and backup bins as well. Algorithm 2 describes
the process of repairing failure link and failure node as well
as building a repaired routing path.

From line 1 to line 4, the repaired routing path 𝑝
 is set

to an empty queue structure and it will get the relay node
from existent routing path 𝑝 one by one. From line 5 to
line 7, the Hello packet is sent along the routing path until
the ACK packet is not received from the downstream node,
which means the route maintenance process is evoked. From
line 8 to line 11, the upstream node chooses the relay node
from the main and auxiliary backup sets and the node with
maximal gravity value is selected as the candidate to forward
the packet. Moreover, main backup set and auxiliary backup

set of the new main link are updated and the residual energy
of the upstream node is also decreased to a certain extent.
Otherwise, the upstream node has to switch its transmission
range to 𝑟max and find the relay node from its new neighbors
as described from line 12 to line 17. If all of these measures
do not work, it means network partition may happen, which
is not considered in this paper as it belongs to another
complicated issue that needs to be thoroughly addressed. As a
result, the repaired routing path𝑝 is cleared and the iteration
process is broken as described from line 18 to line 26. At last,
the repaired routing path𝑝 is returned as described in line 27.

Figure 3 illustrates the process of repairing failure link.
Suppose a routing path 𝑝 = {𝑠

𝑖
, 𝑠
𝑗
, 𝑠
𝑘
, 𝑠
𝑝
, 𝑠
𝑞
, 𝑠
𝑡
} is found after

the execution of Algorithm 1. In order to build a repaired
routing path 𝑝

, the source node 𝑠
𝑖
retrieves a node (i.e., 𝑠

𝑗
) at

the head of the path𝑝 and forwards the packet to 𝑠
𝑗
. Likewise,

𝑠
𝑗
retrieves 𝑠

𝑘
at the head of the path 𝑝 and sends the packet

to 𝑠
𝑗
. Since the link (𝑠

𝑗
, 𝑠
𝑘
) is broken, no ACK packet will be

received at the node 𝑠
𝑗
and 𝑠
𝑗
will replace (𝑠

𝑗
, 𝑠
𝑘
) with a main

backup link (𝑠
𝑗
, 𝑠
𝑏
). After 𝑠

𝑏
receives the packet, it finds that

𝑠
𝑘
is not in its routing table. So 𝑠

𝑏
switches transmission range

to 𝑟max and updates its routing table. Suppose the distance
between 𝑠

𝑏
and 𝑠
𝑘
is less than 𝑟max, then 𝑠

𝑏
sends the packet

to 𝑠
𝑘
. After that, 𝑠

𝑘
forwards the packet along the rest of path

𝑝 until it arrives at the sink node 𝑠
𝑡
.
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Figure 3: The process of repairing failure link.

Figure 4 illustrates the process of repairing failure node.
Suppose a routing path 𝑝 = {𝑠

𝑖
, 𝑠
𝑗
, 𝑠
𝑘
, 𝑠
𝑝
, 𝑠
𝑞
, 𝑠
𝑡
} is found after

the execution of Algorithm 1. There is a failure node 𝑠
𝑗
in the

path 𝑝. The source node 𝑠
𝑖
retrieves the node 𝑠

𝑗
at the head

of the path 𝑝 and forwards the packet to 𝑠
𝑗
. Since the node

𝑠
𝑗
is broken, 𝑠

𝑖
cannot receive any ACK packet and it has

to replace (𝑠
𝑖
, 𝑠
𝑗
) with a main backup link (𝑠

𝑖
, 𝑠
𝑚
). After 𝑠

𝑚

receives the packet, it finds that 𝑠
𝑗
is not in its routing table. So

𝑠
𝑚
switches transmission range to 𝑟max and updates its routing

table. Of course, 𝑠
𝑚
still cannot build a link between 𝑠

𝑚
and

𝑠
𝑗
. It retrieves the node 𝑠

𝑘
at the head of the path 𝑝 and tries

to forward the packet to 𝑠
𝑘
. When 𝑠

𝑘
receives the packet, it

means that the influence of node 𝑠
𝑗
’s failure is avoided and 𝑠

𝑘

forwards the packet along the rest of path 𝑝 until it arrives at
the sink node 𝑠

𝑡
.

In multiple sinks scenario, each source node calculates its
distances to all sinks and chooses the nearest sink as the target
node for data transmission. In this way, computational cost
could be reduced without considering each sink’s location
during the process of choosing relay nodes.

RRP implicitly assigns the same quality to every link
as well as most routing protocols that use hop count as
their route metric. The reason is that link quality is not
easy to be measured or calculated in complex underwater
environments. A simple way is to apply the expected trans-
mission count (ETX) as a measure of link quality [28]. ETX
estimates the number of times a node will have to transmit a
message before it successfully receives an acknowledgement.
However, those protocols that use ETX to measure link
quality must periodically send a large number of probe
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Figure 4: The process of repairing failure node.

messages across a link in order to calculate its ETX value. In
[29], the link quality is computed based on the success of past
transmissions to its neighbors. In order to calculate the value
of link quality, a coefficient called smoothing factor must be
estimated in advance, which is used to control how quickly
the influence of older transmissions decreases. A higher
value of smoothing factor could be used for very variable
underwater channels as it discounts older transmissions
faster. However, the smoothing factor used for computing
link quality is simply set to 0.7 without considering different
acoustic channel conditions. In [30], the average link quality
is estimated in terms of signal to interference and noise
ratio (SINR) at the output of the equalizer at four receiving
stations that deploy at different distances and orientations.
The obtained results for shallow water scenarios (with the
water column of 100m) show that channel quality of the
longer links (1000m) is comparable to that of the shorter links
(200m) above the physical layer. However, these conditions
are not enough to understand how the combination of time-
varying sound speed profile and surface conditions affects the
channel quality in the horizontal space.

The effectiveness of RRP is built on the basis of its routing
tables and other related data structures. Suppose there are
𝑛 sensor nodes evenly deployed in a 3D monitoring region
with average node degree of 𝑑. The forwarding process of
VBF is to build a routing pipe between the source node
and the destination node. Therefore, each sensor node needs
𝑂(𝑑) memory space for building its routing table. In DBR,
each sensor node only records its 1-hop neighboring nodes
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and selects the neighboring node with the minimal depth
to be the first one to forward a packet. Accordingly, each
sensor node in DBR also consumes 𝑂(𝑑) memory space for
building its routing table. VAPR adopts a greedy clustering
approach for improving routing performance over depth-
based approaches. To this end, each sensor node requires the
knowledge of 2-hop neighboring nodes. As a result, VAPR
requires 𝑂(𝑑

2
) memory space on each sensor node. In RRP,

each sensor node needs to know its 1-hop neighboring nodes
for building its routing table and 2-hop neighboring nodes
for building its backup bin. Consequently, each sensor node
of RRP demands𝑂(𝑑

2
)memory space for its routing activity.

But 𝑂(𝑑
2
) memory consumption is not a burden since the

average node degree in UWSN is usually not high.
RRP is robust against link failure and node failure in

that it uses backup links or enlarges the transmission range
to build new links when main routing path is not available.
Some of these links are interleaved and some are parallel,
which are determined during the process of finding the sink
node. Collision occurs when two or more nodes send data at
the same time over the same transmission channel. Medium
Access Control (MAC) protocols have been developed to
assist each node to decide when and how to access the
channel, which allow the sensor nodes to transmit data
packets on the basis of a predefined schedule that will not
cause the packet collision. If underlying MAC protocols are
not available or out of service, RRP can adopt a round-robin
scheduling method in order to avoid collision. The whole
process is divided into two phases: round determination
phase and timeslot allocation phase. During the routing
process, each node calculates its round number based on the
hops in current routing path and each round is scheduled
sequentially. As a result, a downstream node usually gets
bigger round number than an upstreamnode does. After that,
each node will assign timeslots in pairs with its neighbors for
packet transmission. The length of each round is determined
by the number of timeslots that are necessary to avoid
conflicts. Due to nonuniform deployment, some nodes may
experience high traffic loads and cause more collisions than
other nodes. Therefore, the number of timeslots varies from
one round to another and is proportional to the residual
energy of the neighbors. In this way, the initial setting of
timeslot values may not be suitable for every node in the
network. It achieves better global energy balance with the
iterative execution of RRP.

RRP requires location awareness of neighbors, but no to-
pology information needs to be exchanged among neighbor-
ing nodes. It is a localized and distributed routing algorithm.

4. Performance Evaluation

We use Aqua-Sim [31] as simulation framework to evaluate
our approach. Aqua-Sim is an ns-2-based underwater sensor
network simulator developed by underwater sensor network
lab at University of Connecticut. Aqua-Sim can simulate the
attenuation and propagation of acoustic signals. It can also
simulate packet collision in underwater sensor networks.

We use a 3D region with size 1000m× 1000m× 1000m
and different number of sensor nodes varied from 100 to 600.
Six sink nodes are randomly deployed at the water surface.
We assume that the sink nodes are stationary and the sensor
nodes follow the random-walk mobility pattern. Each sensor
node randomly selects a direction and moves to the new
position with a random speed between the minimal speed
and maximal speed, which are 1m/s and 5m/s, respectively.
The data generating rate varies from one packet per second
to 6 packets per second with a packet size of 50 bytes (i.e.,
from 400 bps to 2.4 kbps). The communication parameters
are similar to those on a commercial acoustic modem and
the bit rate is 10 kbps. The normal and maximal transmission
range is set to 50m and 100m, respectively, in all directions.
The failure node/link ratio is set from 0% to 30% during the
runtime of simulations.

We use the followingmetrics to evaluate the performance
of routing protocols.

(1) Packet delivery ratio is defined as the ratio of the
number of distinct packets received successfully at the
sinks to the total number of packets generated at the
source node. Although a packet may reach the sinks
several times, these redundant packets are considered
as only one distinct packet.

(2) Network throughput equals the total data bits received
at the sinks divided by the simulation time.

(3) Energy consumption takes into account the total
energy consumed in packet delivery, including trans-
mitting, receiving, and idling energy consumption of
all nodes in the network.

(4) Average end-to-end delay represents the average time
taken by a packet to travel from the source node to
any of the sinks.

We compared the performance of Robust Routing Pro-
tocol (RRP) with that of Vector-Based Forwarding (VBF)
protocol, Depth-Based Routing (DBR) protocol, and Void-
Aware Pressure Routing (VAPR) protocol.

In the first set of experiments, we compared the packet
delivery ratio with the node/link failure ratio in different
routing protocols. The number of nodes is set to 100 for each
protocol. As shown in Figure 5, the packet delivery ratio of
four routing protocols is inversely proportional to the node
failure ratio. When node failure ratio increases from 0% to
30%, packet delivery ratio of VBF decreases from 58.1% to
37.2% and packet delivery ratio of DBR decreases from 73.8%
to 49.2%. The curves of RRP and VAPR lie above those of
VBF and DBR but intersect with each other. When node
failure ratio is not more than 10%, the packet delivery ratio
of VAPR is higher than that of RRP. When node failure ratio
increases to 15% and above, the packet delivery ratio of RRP
is higher than that of VAPR. The reason is that even when
node density is low, VAPR still works well in the presence
of voids, which in turn enhances the packet delivery ratio.
When node failure ratio reaches 15% and above, the packet
delivery ratio of VAPR diminishes rapidly while the packet
delivery ratio of RRP shows a slow descent.The reason is that
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Figure 5: Packet delivery ratio versus node failure ratio.

the router recovery process of RRP counteracts the effects of
node failure.

And then, we compared the packet delivery ratio with the
link failure ratio in different routing protocols. As shown in
Figure 6, the packet delivery ratio of four routing protocols is
inversely proportional to the link failure ratio. Both RRP and
VAPR still perform better than other routing protocols in the
same circumstances. When link failure ratio is not more than
10%, the packet delivery ratio of VAPR is higher than that
of RRP. When link failure ratio increases to 15% and above,
the packet delivery ratio of RRP is higher than that of VAPR.
Overall, RRP improves 21.8% of packet delivery ratio than
that of VBF on average, 8.8% of packet delivery ratio than that
of DBR on average, and 4.1% of packet delivery ratio than that
of VAPR on average. Moreover, compared with Figure 5, the
average packet delivery ratio of RRP in link failure is 72.6%,
while the average packet delivery ratio of RRP in node failure
is 70.2%. It means that RRP works better with link failure
restoration than that with node failure restoration.

In the second set of experiments, we compared the net-
work throughput with the node/link failure ratio in differ-
ent routing protocols. As shown in Figure 7, the network
throughput of four routing protocols is inversely proportional
to the node failure ratio, but RRP and VAPR perform better
than other routing protocols in the same circumstances. The
curves of RRP and VAPR intersect with each other and the
junction lies between 0.10 and 0.15 onhorizontal axis.Overall,
RRP improves 16.6% of network throughput than that of VBF
on average, 5.6% of network throughput than that of DBR on
average, and 1.1% of network throughput than that of VAPR
on average.
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Figure 6: Packet delivery ratio versus link failure ratio.
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Figure 7: Network throughput versus node failure ratio.

Figure 8 illustrates the comparison of the network
throughput with the link failure. The network throughput
of four routing protocols is inversely proportional to the
link failure ratio. Both RRP and VAPR still perform better
than other routing protocols in the same circumstances.
When link failure ratio is not more than 10%, the network
throughput of VAPR is higher than that of RRP. When
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Figure 8: Network throughput versus link failure ratio.

link failure ratio increases to 15% and above, the network
throughput of RRP is higher than that of VAPR. Overall,
RRP improves 16.8% of network throughput than that of VBF
on average, 6.8% of network throughput than that of DBR
on average, and 2.0% of network throughput than that of
VAPR on average. Moreover, compared with Figure 7, RRP
improves 9.2% of network throughput on the situation of
link failure than that of node failure on average. When node
failure ratio increases from0% to 30%,RRPdecreases 10.1%of
network throughput, while when link failure ratio increases
from 0% to 30%, RRP decreases 5.7% of network throughput.

In the third set of experiments, we compared the energy
consumption with the node failure ratio in different routing
protocols. As shown in Figure 9, the energy consumption
of four routing protocols is proportional to the node failure
ratio. RRP performs better than other routing protocols in the
same circumstances. When node failure ratio improves from
0% to 30%, RRP decreases 39.3% of energy consumption than
that of VBF on average, 24.1% of energy consumption than
that of DBR on average, and 15.6% of energy consumption
than that of VAPR on average.

And then, we compared the energy consumptionwith the
link failure ratio in different routing protocols. As shown in
Figure 10, the energy consumption of four routing protocols
is proportional to the link failure ratio. RRP performs better
than other routing protocols in the same circumstances.
Moreover, compared with Figure 9, RRP consumes 86.5% of
energy under the circumstances of 30% of link failure than
that of RRP under the circumstances of 30% of node failure,
which means that RRP saves more energy with link failure
restoration than that of node failure restoration.

In the fourth set of experiments, we compared the average
end-to-end delay with the node failure ratio in different
routing protocols. As shown in Figure 11, the average end-to-
enddelay of four routing protocols is proportional to the node
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Figure 9: Energy consumption versus node failure ratio.
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Figure 10: Energy consumption versus link failure ratio.

failure ratio. The curve of VBF is obviously above the other
three curves. It indicates that VBF obtains the longest end-
to-end delay among the four routing protocols. The curve
of RRP intersects with that of DBR. When no node failure
happens, the average end-to-end delay of RRP is lower than
that of DBR. When node failure increases from 5% to 10%,
the average end-to-end delay of RRP is higher than that of
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Figure 11: Average end-to-end delay versus node failure ratio.

DBR because RRP needs some time to replace the links of
failure node with backup links. When node failure increases
from 15% to 30%, the average end-to-end delay of RRP is
lower than that of DBR again as more node failure happens,
RRP may enlarge the transmission range, which cuts down
the length of the routing path. The average end-to-end delay
of VAPR is even higher than that of DBR because VAPR
needs periodic beaconing using timers when nodes broadcast
beacon messages and every neighbor would refresh its entry
whenever beacon messages are received from other nodes.

And then, we compared the average end-to-end delay
with the link failure ratio in different routing protocols. As
shown in Figure 12, the average end-to-end delay of four
routing protocols is proportional to the link failure ratio.
RRP performs better than other routing protocols in the
same circumstances as the curve of RRP is obviously below
other protocols. Overall, RRP reduces 14.8% of the end-to-
end delay than that of VBF on average, 2.4% of the end-
to-end delay than that of DBR on average, and 6.9% of the
end-to-end delay than that of VAPR on average. Compared
with Figure 11, RRP decreases 3.7% of the average end-to-end
delay under the circumstances of link failure than that of RRP
under the circumstances of node failure.

In the last set of experiments, we compare the perfor-
mance of different protocols under various node densities in
metrics of packet delivery ratio, network throughput, energy
consumption, and average end-to-end delay. The number of
nodes is set from 100 to 600. As shown in Figure 13, the packet
delivery ratio of four routing protocols is proportional to the
number of nodes. The curves of RRP and VAPR lie above
those of VBF and DBR but intersect with each other. When
the number of nodes is notmore than 300, the packet delivery
ratio of VAPR is higher than that of RRP. When the number
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Figure 12: Average end-to-end delay versus link failure ratio.
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Figure 13: Packet delivery ratio versus number of nodes.

of nodes increases to 400 and above, the packet delivery ratio
of RRP is higher than that of VAPR. The reason is that when
node density is low, voids are more likely to appear in the
network while VAPR can undercut their influence on the
packet delivery ratio.When the number of nodes reaches 400
and above, the impact of voids on the packet delivery ratio
is diminished. Meanwhile, RRP can find more appropriate
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Figure 14: Network throughput versus number of nodes.

nodes as candidates to forward the packets and the path from
the source node to the target node becomes closer to the
optimal path, which in turn improves its packet delivery ratio.

And then, we compared the network throughput with the
number of nodes in different routing protocols. As shown in
Figure 14, the network throughput of four routing protocols
is proportional to the number of nodes. When the number
of nodes is not more than 300, the network throughput of
VAPR is higher than that of RRP. When the number of nodes
increases to 400 and above, the network throughput of RRP
is higher than that of VAPR. Overall, RRP improves 13.8%
of network throughput than that of VBF on average, 6.4% of
network throughput than that of DBR on average, and 0.3%
of network throughput than that of VAPR on average.

Next, we compared the energy consumption with the
number of nodes in different routing protocols. As shown in
Figure 15, the energy consumption of four routing protocols
is proportional to the number of nodes. RRP performs better
than other routing protocols in the same circumstances.
When the number of nodes improves from 100 to 600, RRP
decreases 28.7% of energy consumption than that of VBF on
average, 16.1% of energy consumption than that of DBR on
average, and 7.7% of energy consumption than that of VAPR
on average.

At last, we compared the average end-to-end delay with
the number of nodes in different routing protocols. As shown
in Figure 16, the average end-to-end delay of four routing
protocols is inversely proportional to the number of nodes.
The reason is that when the number of nodes increases, the
path from the source node to the target node is closer to
the optimal path; therefore, the end-to-end delay decreases.
Moreover, when the node density is low, the average end-
to-end delay decreases rapidly with density. However, when
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Figure 16: Average end-to-end delay versus number of nodes.

there are more than 400 nodes deployed in the 3D region, the
average end-to-end delay decreases slightly under different
node densities. Overall, RRP reduces 22.1% of the end-to-end
delay than that of VBF on average, 3.6% of the end-to-end
delay than that of DBR on average, and 9.9% of the end-to-
end delay than that of VAPR on average.
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5. Conclusion

In 3D UWSNs, acoustic communication links face high
bit error rate, temporary losses, or even permanent failure,
which in turn undermine robustness and stability of the
routing protocols. In order to deal with the unreliable and
unstable nature of the acoustic medium, we have proposed
a Robust Routing Protocol for the new features of the 3D
UWSNs in order to meet the actual underwater environ-
mental performance needs. RRP is robust against link failure
and node failure in that it uses backup links to forward
the data packets or enlarges the transmission range to build
new links when main routing path is not available. As a
result, the routing robustness issue has been well addressed
in the proposed route discovery and maintenance processes.
Simulation results show that RRP can reduce node failure and
link failures’ impact in metrics of packet delivery ratio, end-
to-end delay, network throughput, and energy consumption.
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With the advancement of wireless communication technologies, mobile phones, PDAs, and car embedded devices are equipped
with sensors, such as sound and image. People can apply these devices to form a new sensing network called people-centric sensing
network. And this network offers new opportunities for cooperative sensing applications. However, it introduces some challenges,
including security challenge and robust challenge. As sensor nodes need to send their individual sensed data to an aggregator node
and these data are related to users’ real life, privacy-preserving data aggregation is a challenge issue. As a node could become offline
or a message could be lost before reaching the aggregator, retaining the correctness of the aggregate computed is important. In this
paper, we present the design of PDA, a novel privacy-preserving robust data aggregation scheme in people-centric sensing system.
Based on K-anonymity, homomorphic encryption, and secret sharing, PDA can support a wide range of statistical additive and
non-additive aggregation functions such as Sum, Subtraction, Average, Count, Max/Min, and Median without leaking individual
sensed data. Moreover, PDA is robust to node failure and data loss. We also evaluate the efficacy and efficiency of PDA. The result
shows that our scheme can achieve the security and robust goal under a reasonable cost.

1. Introduction

Nowadays, technological advances in sensing, computa-
tion, storage, and wireless communications turn the mobile
devices carried by people into a global mobile sensing device
[1]. For example, currently smartphone is equipped with
accelerometers, audio, location, and image sensors. So the
mobile device’s owner becomes sensor custodian that can use
the device to collect meaningful context data [2]. Therefore,
people as individuals or special interest groups can apply
the new sensing devices to form sensing networks which are
called people-centric sensing networks [3]. This transforma-
tion provides a chance to create intelligence systems that col-
lect data fromwidespread public participations [4].There are
many systems in present, such as BikeNet [5], CitySense [6],
Mobiscopes [7], Urban Sensing [8], SenseWeb [9], andCarTel
[10].They could be used tomonitor environmental pollution,
temperature, or noise intensity of urban areas. In order to
declare the impact of people-centric sensing networks, we
will introduce the CitySense. CitySense passively “senses”

the most popular places based on actual real-time activity
and displays a live heat map. The application intelligently
leverages the inherent wisdom of crowds without any change
in existing user behavior, in order to navigate people to the
hottest spots in a city [6]. So we could find the most popular
places to visit easily through CitySense. That is, people-
centric sensing networks have a great potential to provide
large-scale, flexible, and global sensing network services.

Even though people-centric sensing networks can offer
many benefit’s to users, there are still some challenges. One
of them is that the mobile device collects context information
closely related to user’s real life. So the concern of user privacy
is a challenge for people-centric sensing networks. As users
usually do not gain a direct benefit from reporting data, users
are unwilling to share their data if their privacy is at risk
[11]. The procedure of data aggregation is the most likely
to by attacked by adversary. The other challenge is that a
node could become offline or a message could be lost before
reaching the aggregator. Sowe should consider a solution that
ensures that these problems could not affect the correctness of
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the aggregate computed. These challenges motivate our
design of PDA, a novel privacy-preserving robust data aggre-
gation scheme in people-centric sensing system.

Although the people-centric sensing network is becom-
ing popular, there is relatively little work focusing on its
privacy aspects and robust to node or communication failure.
The shortage of prior work can be concluded in three points.
The first point is that prior work has generally focused on
preserving user’s privacy to a certain extent [11–14]. However,
these researches are not robust to node or communication
failure. The second point is that these researches rarely
address the privacy issues of data aggregation which is the
most likely to be attacked by adversary [15–17]. The third
point is thatmost of prior work did not suit for the peculiarity
of this network. For example, the devices are no longer owned
by a single authority but belong to individuals; therefore, the
devices could be mobile and malicious.

Though the above analysis, we could know that none of
the existing schemes could overcome the challenges that one
mentioned above in people-centric sensing networks. The
contributions of this paper are summarized as follows.

(i) We formulate the threat model in people-centric
sensing networks. These models enable researchers
to study the privacy-preserving in people-centric
sensing networks conveniently.

(ii) We present a novel scheme, PDA, to protect users’
privacy against threats and be robust to node or
communication failure in people-centric sensing net-
works. This scheme is based on 𝐾-anonymity, homo-
morphic encryption, and secret sharing. And it can
support a wide range of statistical additive and non-
additive aggregation functions such as Subtraction,
Sum, Average, Count, Max/Min, and Median.

The paper is organized as follows. We present the related
work in Section 2. In Section 3, we introduce the basic of 𝐾-
anonymity, homomorphic encryption, and secret sharing.We
present the system architecture, threatmodel, and design goal
in Section 4. We present our scheme in detail in Section 5.
Then, we give the evaluation of PDA in Section 6. Conclusion
could be found in Section 7.

2. Related Work

Although the people-centric sensing network is becoming
popular, there is relatively little work focusing on its privacy
aspects and robust to node or communication failure.

In [11], AnonySense architecture for anonymous tasking
and reporting has been proposed. Shi et al. [12] present the
PriSense scheme to protect privacy during the aggregation
process of data. And this scheme support additive and nonad-
ditive aggregation functions. Feng et al. [13] present a scheme
to realize the data aggregation. However, it only supports
additive aggregation functions such as max/min and median
at the sacrifice in data accuracy. Zhang et al. [14] also present a
scheme which supports both additive aggregation functions
and nonadditive ones. These researches can preserve users’

privacy to a certain extent. However, these researches are not
robust to node or communication failure.

Wagner [15] present a scheme that protect the data
aggregation in the presence of false data injection attack by
a few malicious nodes and provide guidelines for selecting
appropriate aggregation functions in a sensor network. Chan
et al. [16] design an algorithm which the base station could
detect if the computed aggregate was falsified. Conti et al. [17]
present a scheme to preserve the privacy of robust data aggre-
gation in wireless sensor network. However, these researches
did not address the privacy issues of data aggregationwhich is
the most likely to be attacked by adversary. In addition, as the
devices are no longer owned by a single authority but belong
to individuals in people-centric sensing network, the devices
could be mobile and malicious. Therefore, these researches
are not suitable for people-centric sensing applications.

Therefore, the novelty and the main differences with the
existingwork in the literature can be concluded in four points.

(i) PDA is looking at the new sensing network called
people-centric sensing network. Most of the exist-
ing schemes cannot suit for the peculiarity of this
network. For example, the devices are no longer
owned by a single authority but belong to individuals;
therefore, the devices could be mobile and malicious.

(ii) The problem that PDA solved contains security chal-
lenge and robust challenge. To the best of my knowl-
edge, PDA is the first scheme that can solve these
two problems of people-centric sensing network.
Moreover, we not only consider the external internal
threat, but also the internal threat.This is out of reach
for a lot of existing work.

(iii) PDA is a clever use of 𝐾-anonymity, homomorphic
encryption, and secret sharing.There is little research
to use these schemes for robust challenge. Moreover,
the combination of these schemes works very well.

3. Basic Schemes

In this section, we will introduce the basic schemes which are
implemented in our scheme.

3.1. 𝐾-Anonymity. Society is experiencing exponential
growth in the number and variety of data collections
containing person-specific information as computer techno-
logy, network connectivity, and disk storage space become
increasingly affordable. But the security of the database is
a big challenge. Some researches propose that we can get
a certain protection by removing some sensitive message.
However, in most of these cases, the remaining data can be
used to reidentify individuals by linking or matching the
data to other data or by looking at unique characteristics
found in the released data.

In order to solve this problem, Samarati [18] propose
𝐾-anonymity in 1998. In 𝐾-anonymity, an attacker cannot
distinguish the specific individual who belongs to the private
information by adding a certain amount of fake individuals.
Therefore, we can prevent the disclosure of personal privacy.
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Table 1: An example of K-anonymity.

Num Sex Birth Disease
1 F 78/0∗/∗∗ Obesity
2 F 78/0∗/∗∗ Chest pain
3 M 83/0∗/∗∗ Short breath
4 M 83/0∗/∗∗ Obesity

𝐾-anonymity: Let 𝑅𝑇(𝐴
1
, . . . , 𝐴

𝑛
) be a table and 𝑄𝐼

𝑅𝑇

the quasi-identifier associated with it. 𝑅𝑇 is said to satisfy 𝐾-
anonymity if and only if each sequence of data in 𝑅𝑇[𝑄𝐼

𝑅𝑇
]

appears with at least 𝐾occurrences in 𝑅𝑇[𝑄𝐼
𝑅𝑇

].
Table 1 provides an example of a table 𝑅𝑇 that adheres

to 𝐾-anonymity. The quasi-identifier for the table is 𝑄𝐼
𝑅𝑇

=

{Sex,Birth} and 𝐾 = 2. That is, for each sequence of data in
𝑅𝑇[𝑄𝐼

𝑅𝑇
], there are at least 2 occurrences of those data in

𝑅𝑇[𝑄𝐼
𝑅𝑇

] [19].
As the sensing data will be aggregated to aggregation

servers and it could bemalicious, we could guarantee security
based on 𝐾-anonymity.

3.2. Homomorphic Encryption. Homomorphic encryption
technology was originally developed in 1978 by Rivest [20].
It is an encryption transformation technology that allows
operation of the ciphertext. Homomorphic encryption was
first used to encrypt the statistics. It is ensured that the
user can operate on sensitive data by the homogeneity
of the algorithm without revealing the data information.
That is, homomorphic encryption is a form of encryption
which allows specific types of computations to be carried
out on ciphertext and obtain an encrypted result which
matches the decrypted result of operations performed on the
plaintext. A cryptosystem which supports both addition and
multiplication is known as fully homomorphic encryption.
Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs
which may be run on encryptions of their inputs to produce
an encryption of their output. This is equivalent to not
knowing that the problem also gives the answer to the
problem.

Homomorphic encryption is built on the foundations
of algebra theory. Then we will introduce the basic idea of
homomorphic encryption. Assuming that 𝐸 and 𝐷 are the
encryption and decryption functions, plaintext data is a finite
set 𝑀 = {𝑚

1
, 𝑚
2
, . . . , 𝑚

𝑛
}, 𝛼 and 𝛽 on behalf of computing.

If 𝐷(𝛼(𝐸(𝑚
1
), 𝐸(𝑚

2
), . . . , 𝐸(𝑚

𝑛
))) = 𝛽{𝑚

1
, 𝑚
2
, . . . , 𝑚

𝑛
} is

right, (𝐸,𝐷, 𝛼, 𝛽) is called homomorphism. Homomorphic
encryption has attracted many attentions of many scholars
in recent years, such as Yu. Yu proposed homomorphic
encryption algorithm; Craig Gentry introduced an algorithm
that 𝛼 and 𝛽 are the same operation, and he referred to as the
“ideal lattice”mathematical objects that allow people tomake
operation of the encryption data [21, 22].

3.3. Secret Sharing. Secret sharing distributes, preserves, and
restores the secret method. And it is an important tool
to achieve secure multiparty computation. Secret sharing

AS

AS

AS

MN MNMN
Area 1

Server

ASAS

AS
ASAS

Figure 1: System model.

refers to method for distributing a secret among a group
of participants, each of whom is allocated a share of the
secret. The secret can be reconstructed only when a sufficient
number, of possibly different types, of shares are combined
together; individual shares are of no use on their own
[23]. Secret sharing technology extends to many areas and
practice systems, such as video, voice, and other fields. It is
a technology which combines theory and practice.

The general type of secret sharing is threshold method,
generally with (𝑚, 𝑛)-threshold method. In this type, there
are one dealer and n participants (𝑃

1
, 𝑃
2
, . . . , 𝑃

𝑛
). The dealer

slices the secret 𝑆 to (𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑛
) and shares the slices to

the participants. The dealer accomplishes this by giving each
participant a share in such a way that any group of 𝑚 or
more participants can together reconstruct the secret, but
no group of fewer than 𝑚 players can. That is, it takes 𝑚

points to define a polynomial of degree 𝑚 − 1. The method
is to create a polynomial of degree 𝑚 − 1 with the secret as
the first coefficient and the remaining coefficients picked at
random. Next find 𝑛 points on the curve and give one to each
of the players. When at least 𝑚 out of the 𝑛 players reveal
their points, there is sufficient information to fit a (𝑚 − 1)th
degree polynomial to them, the first coefficient being the
secret [24, 25].

The basic method of secret sharing contains Shamir
secret sharingmethod, Blakley secret sharingmethod, Karin-
Greene-Hellman secret sharing method and so on.

4. System Architecture

In this section, we present the system model, threat model,
and design goal.

4.1. SystemModel. The architecture of people-centric sensing
system is demonstrated in Figure 1.
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Then, we give the components of people-centric sensing
system.

(i) The mobile nodes (MNs) are all kinds of devices with
sensing the environment and reporting the sensed
data, such as PDAs, smartphones, and laptops. And
theseMNs are carried by person or vehicles. EachMN
has a unique ID in this system.

(ii) The aggregation servers (ASs) provide network access
services for MNs. Each AS is in charge of a certain
region referred to as an area. Each MN in an area
should send its sensed data to the AS which is in
charge of the area. The AS should support a wide
range of statistical additive and nonadditive aggre-
gation functions such as Sum, Subtraction, Average,
Count, Max/Min and Median.

(iii) The server should realize three main functions. The
first one is that the server manages MNs’ identity-
related information and stores the fake IDs table for
𝐾-anonymity. The second one is that the server is
responsible for registering MNs that wish to par-
ticipate. The third one is that the server stores the
data that was computed by the ASs. It also provides
services for the applications based on the data.

Without loss of generality, we give the assumption of
PDA. We assume that all the mobile nodes can access to an
AS. We assume that all ASs can access to the server. That
is to say, each MN can access to the server through ASs.
We assume that MNs report the data to the ASs when they
achieve a request from the server.The server sends the request
which specify what sensors to report and when to sense.

4.2. Threat Model. In people-centric sensing networks, the
data which is received from MNs unavoidably relates to a
lot of personal information. If the information is known by
adversary, the user could suffermany troubles. In this section,
we will analyze the threat mode. As the procedure of data
aggregator is the most likely to be attacked by adversary, we
are mainly concerned with the threat of this procedure. We
separate the threats into two classes: the internal threat and
the external threat.

(1) The Internal Threat. The main threat of internal attackers
is that the ASs and MNs could be malicious. That is to say,
the ASs and MNs could be compromised and controlled by
adversaries. This model is rational in that the number of ASs
and MNs is enormous and the ASs and MNs are owned by
third-parties.Therefore, it is hard to guarantee that the entire
ASs and MNs are reliable. The malicious ASs and MNs could
reveal the privacy easily if we take no measures.

(2) The External Threat. As the internet is an open channel,
the communication link is unsafe and unreliable.The external
threat mainly contains two parts.

Part 1.The adversary may eavesdrop on communica-
tions between MNs and AS.

Part 2.Theadversarymay attempt to insert some false
data to the procedure of data aggregation.That is, the
adversary may damage the data integrity.

4.3. Design Goal. Our design goal in our paper is satisfying
the following requirements.

(i) As the aggregation server and nodes could be com-
promised and controlled by adversaries, we should
prevent the sensed data of an individual node from
being disclosed to the aggregation server and nodes.

(ii) As the communication link is unsafe and unreliable,
we should prevent the sensed data being leaked.
Moreover, we must guarantee the integrity of sensed
data.

(iii) As the nodes could become offline or amessage could
be lost before reaching the aggregation server, we
should ensure that these problems could not affect the
correctness of the aggregate computed.

5. Scheme Design

In this section, we describe our PDA scheme in detail. As
we focus on the privacy-preserving robust data aggregation
of people-centric sensing networks, we should support a
wide range of statistical additive and nonadditive aggrega-
tion functions safely. The additive and nonadditive aggre-
gation functions include Sum, Subtraction, Average, Count,
Max/Min and Median. We will use Sum as an example to
declare the scheme’s realization. That is, we should prevent
the sensed data of an individual node from being disclosed
to the AS and other MNs during the process of computing.
Moreover, we should be robust to node or communication
failure. We could get the issue model as follow.

Issue Model. There are 𝑛 MNs {𝑃
1
, 𝑃
2
, . . . , 𝑃

𝑛
}. Each of them

has a sensed data 𝑥
𝑖
, 𝑖 ∈ [1, 𝑛]. These data should be

computed (such as Sum). And the result should be sent to
the AS. However, these MNs do not want to leak anything
about their data to the other MNs and AS. Through the
analysis of the problem, we know that the above problem
can be solved as long as we can ensure the security of two-
party computing problem. Therefore, the above model can
be simplified as follow. Suppose that there are two MNs
(say, Alice and Bob); each of them has a sensed data (say,
data Alice and data Bob). And one or more MNs (called
third-party) 𝑀 = {𝑀

1
,𝑀
2
, . . . ,𝑀

𝑛
} exist in the model. And

these third-parties are untrusted. Alice and Bob send their
sensed data to the AS though these third-parties. Then the
AS computes the sum of 𝐴 and 𝐵. At the same time, 𝐴 and
𝐵 could not be disclosed to the AS and the third-parties.
Moreover, we should be robust to node or communication
failure. At last the result should be sent to the server.

In order to solve the issue, we present a novel scheme,
PDA.Thewhole idea of scheme is shown in Figure 2. In order
to understand the scheme intuitional, we will introduce an
instance. In the instance, Alice and Bob have sensed data for
computing. We assume data Alice = 3, data Bob = 4.

There are five steps to realize our scheme.
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Figure 2: The idea of PDA.

5.1. Service Registration. Before the aggregation process of
data, eachMN needs to register for the service at our scheme.
The service registration contains initialization and MN’s
registration.

During the initialization, the server should periodically
generate fake IDs for 𝐾-anonymity and store them in a fake
ID pool.The fake IDs can be generated using a cryptographic
hash function, such as SHA-1. The equation is given as
follows: fake ID

𝑖
= SHA(fake ID

𝑖−1
⊕ salt).

During MN’s registration, the MN should send a
requested message to the server. After receiving the request,
the server verifies if the MN is legal or not. After authentica-
tion, the server should pick 𝑘 fake IDs from its fake ID pool.
And one of them is used to replace the identity of the MN.
Let this fake ID be RID. The other 𝑘 − 1 fake IDs are used to
confuse the adversaries. Therefore, the server stores an entry
as (RID, ID

1
, ID
2
, . . . , ID

𝑘−1
) in a fake ID table. The number

of fake IDs (𝑘) depends on the MN’s reporting frequency. At
last, the server sends an OKmessage which contains the fake
ID entry to the MN. The function of fake ID is realizing the
anonymous transmission which is based on 𝐾-anonymity.

5.2. Authentication. As the feature of people-centric sensing
network, the MNs are always moving from an AS to another
one. To let the AS authenticate their identity, the MNs
should send an authentication request to the AS. The request
contains theMN’s ID table. After receiving the authentication
request, the AS forwards this request to the server. Upon
receiving the message, the MS should verify the ID table’s
legality. If the verification succeeds, it sends a reply to the AS.
On the reception of the reply, the AS sends an OKmessage to
the MN which contains some parameters. These parameters
contain a prime number 𝑃 for homomorphic encryption, a

prime number𝑄, and a randomnumber𝑚 for secret sharing.
The meaning of these parameters will be recommended in
later subsection. After authentication, the communication
link is established between theMNand theAS.Then theMNs
could send the sensed data to the AS after receiving a task.

In our instance, we take 𝑃 = 11, 𝑄 = 19, and 𝑚 = 3.

5.3. Homomorphic Encryption. After the MNs receive a task
from the server, they should send the sensed data to the AS.
Before sending data, the MNs will execute the data process-
ing, homomorphic encryption. In this paper, the important
point is proposing PDA, so we will use a simple algorithm
to achieve homomorphic encryption. The implementation
process is shown as follows. A large prime 𝑃 getting from the
AS is used as the key. 𝑎 and 𝑏 are sensed data.The encryption
algorithm is 𝐴 = 𝑎 + (𝑟 ∗ 𝑃), 𝑟 is a random integer number,
𝐴 is the ciphertext, and 𝑎 is the plaintext. Therefore, the data
of 𝑎 and 𝑏 which have been encrypted can be expressed as
(𝐴 + 𝐵) = (𝑎 + (𝑟

1
∗ 𝑃)) + (𝑏 + (𝑟

2
∗ 𝑃)). Then, the process

of decryption is 𝑃 modulo (𝐴 + 𝐵) and the result is (𝑎 + 𝑏)

[26, 27]. So we achieve a simple homomorphic encryption
algorithm. In PDA, both participants should operate their
own data using the homomorphic encryption algorithm
before sending to the AS. Though the operation, the AS
get the sensed data which was encrypted. However, it could
compute the sum of the sensed data. That is, the aggregation
functions (such as Sum) could be completed without leaking
individual sensed data.

In our instance, Alice and Bob use homomorphic encryp-
tion algorithm to encrypt data Alice and data Bob according
to the prime number 𝑃 which is negotiated. Then, we could
get the ciphertext. For Alice, we take an integer 𝑟 = 3;
ciphertext 𝐴 is 𝐴 = 𝑎 + (𝑟 ∗ 𝑃) = 3 + (3 ∗ 11) = 36. For Bob,
we take an integer 𝑟 = 2; ciphertext 𝐵 is 𝐵 = 4+ (2∗11) = 26.

5.4. Secret Sharing. As the MNs could become offline or a
message could be lost before reaching the AS, we should
ensure that these problems could not affect the correctness of
the aggregate computed. In our paper, we could achieve this
goal though secret sharing.

The general type of secret sharing is threshold method,
generally with (𝑚, 𝑛)-threshold method. In this type, the
dealer accomplishes this by giving each participants a share
in such a way that any group of 𝑚 or more participants can
together reconstruct the secret but no group of fewer than 𝑚

players can. In this scheme, in order to send the data after
encryption to some third-parties and process the data by
the third-party, we will improve the Shamir secret sharing
algorithm. Shamir secret sharing algorithm is proposed by
Shamir in 1979 [28]. The system relies on the idea that you
can fit a unique polynomial of degree 𝑚 − 1 to any set of 𝑚

points that lie on the polynomial. It takes two points to define
a straight line, three points to fully define a quadratic, four
points to define a cubic curve, and so on. That is, it takes 𝑚

points to define a polynomial of degree 𝑚 − 1. The principle
of the algorithm is shown in Figure 3. Any two points in a
straight line can define a straight line. So we can take any
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Figure 3: The principle of Shamir secret sharing.

of two points in (𝑥
1
, 𝑦
1
), (𝑥
2
, 𝑦
2
), . . . , (𝑥

𝑛
, 𝑦
𝑛
) to obtain the

equation of the line [29].
The procedure of the algorithm is (assuming the secret is

𝐾) as follows.

Selecting a Polynomial.At first, we should select a polynomial
𝐹(𝑥) based on a prime number 𝑄. The prime number is
got from the parameter negotiation. 𝐹(𝑥) = (𝑎

𝑚−1
𝑥
𝑚−1

+

𝑎
𝑚−2

𝑥
𝑚−2

+ ⋅ ⋅ ⋅ + 𝐾) mod 𝑄, and 𝑎
𝑚−1

, 𝑎
𝑚−2

, . . . , 𝑎
1
∈ [1, 𝑄].

Getting the Variables. Then, we should select 𝑛 groups data
𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑛
, 𝑥
𝑖

̸= 0.

Computing the Point. At last, we should compute the point
(𝑥
𝑖
, 𝑦
𝑖
), which meets the polynomial.

Therefore, we split the secret 𝐾 to (𝑥
𝑖
, 𝑦
𝑖
), 𝑖 ∈ [1, 𝑛]. We

can reconstruct the secret when getting more than 𝑚 parts.
After homomorphic encryption, the MN will operate

the data which was encrypted by homomorphic encryption
through secret sharing.That is, the MNwill slice the data to 𝑡

points.Then, theMNwill send these points to 𝑡 third-parties.
At the same time, the MN should pick an ID from its fake ID
table and send it to the third-parties.

In our instance, Alice and Bob will perform secret
sharing operation for the ciphertext. We assume that the
polynomial 𝐹(𝑥) for Alice is 𝐹(𝑥) = (2𝑥

2
+ 4𝑥 +

36) mod 19. At first, Alice will compute the point of poly-
nomial, based on (𝑥

1
, 𝑥
2
, 𝑥
3
, 𝑥
4
). Then, Alice could get four

points {(1, 4), (2, 14), (3, 9), (4, 8)}. At last, Alice will send
the four points to four third-parties. Similarly, we assume
that the polynomial 𝐹(𝑥) for Bob is 𝐹(𝑥) = (𝑥

2
+ 2𝑥 +

26) mod 19. Bob will compute the point of polynomial,
{(1, 10), (2, 15), (3, 3), (4, 12)} [30]. At last, Bob will send the
four points to four third-parties. At the same time, Alice and
Bob should send its fake ID to the third-parties.

5.5. AS Operation. After the third-parties receive the points
and the ID, they should forward the information to the AS.

Upon receiving the points and the ID, the AS should take
three steps to get the sum of the sensed data.

Step 1 (recovering the data). The AS picks the points which
have the same ID as a group. And it recovers the data for each
group based on secret sharing. The procedure of recovering
is as follow. At first, the AS should pick 𝑚 points and select a
polynomial 𝐹(𝑥) = (𝑎

𝑚−1
𝑥
𝑚−1

+ 𝑎
𝑚−2

𝑥
𝑚−2

+ ⋅ ⋅ ⋅ + 𝐾) mod 𝑄.
Then, the AS substitutes the𝑚 points into 𝐹(𝑥). So we can get
the data of (𝑎

𝑚−1
, 𝑎
𝑚−2

, ..., 𝐾). At last, we could get the data
when setting 𝑥 = 0. In our instance, we pick three points
{(1, 4), (2, 14), (3, 9)} and substitute them into 𝐹(𝑥) for Alice.
Then, we could get that 𝑎

2
= 2, 𝑎

1
= 4, and 𝐾 = 36. So the

data is 36 for Alice. Similarly, the data is 26 for Bob.

Step 2 (computing the sum of data). After recovering the
data, we could compute the sum of data. In our instance, the
sum of data is 𝑅 = 36 + 26 = 62.

Step 3 (getting the result). As we conduct the data using
homomorphic encryption, the data after computing is not
the final result. In order to get the result, we should take the
process of decryption which is using 𝑃modulo of the data. In
our instance, the result is 𝑅%𝑃 = 62%11 = 7. As data Alice+

data Bob = 3 + 4 = 7, we know that the result is correct.
At last, the result will be sent to the server. The server can
provide data to some applications which provide guidance of
the social environment or people’s social activities.

Through the above analysis, we compute the sum of
sensed data during the procedure of aggregation. Similarly,
we could support a wide range of statistical additive and
nonadditive aggregation functions [12].

6. Evaluation

In this section, we evaluate the security and performance of
PDA.

6.1. Security Evaluation. In this part, we analyze the security
of our scheme based on the threat model discussed in
Section 3. We assume that the threats contain that (1) the
ASs could be compromised by adversaries; (2) theMNs could
be malicious; (3) the adversary could eavesdrop all of the
communications in the network; (4) the adversary could
attempt to insert some false data to the procedure of data
aggregation.

For ease of threat, we explain the security features of our
scheme.

(i) The ASs could be compromised by adversaries. In
PDA, the AS only gets the sensed data which has been
encrypted by homomorphic encryption algorithm.
As the AS cannot get the parameter 𝑟, it could not
decrypt the data. Moreover, the AS cannot get the
MNs which own the sensed data real ID as fake IDs.
Therefore, the attacker obtains no useful information
from the AS to compromise a single node’s privacy.
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Table 2: Comparing the features with other schemes.

Additive and
nonadditive
aggregation

Privacy versus
outsiders

Privacy versus
MNs

Privacy versus
AS

Node-failure and
data-loss resilience

Suitable for
people-centric sensing

system
PriSense [12] ✓ ✓ ✓ ✓ × ✓

AnonySense [11] × ✓ ✓ × × ✓

Conti et al. scheme [17] ✓ ✓ ✓ ✓ ✓ ×

Our scheme PDA ✓ ✓ ✓ ✓ ✓ ✓

(ii) TheMNs could be malicious. In PDA, the MN acts as
one of third-part in the procedure of data aggregation.
Each MN can only get one part of the other MNs’
sensed data based on secret sharing. And fewer than
𝑚 players cannot reconstruct the data. Moreover the
sensed data is encrypted by homomorphic encryption
algorithm.Therefore, we can compromise the privacy
of a non-captured node leveraging the information.

(iii) The adversary could eavesdrop all of the communi-
cations in the network. In PDA, each link between
AS and MN transfers only one part of sensed data
based on secret sharing. And fewer than 𝑚 players
cannot reconstruct the data. If the MN eavesdropped
all of the communications in the network, it can
reconstruct the sensed data. However, the sensed data
is encrypted by homomorphic encryption algorithm.
As the adversary cannot get the parameter 𝑟, it could
not decrypt the data.Therefore, the adversary obtains
no useful information to compromise a single node’s
privacy.

(iv) The adversary could attempt to insert some false data
to the procedure of data aggregation. In PDA, each
sensed data is attached with the owner’s ID. And the
ID is picked from the MN’s fake ID table randomly.
As the adversary cannot get the fake ID table, he does
not know the valid ID. The false data which was sent
by the adversary is not accepted by the AS.Therefore,
the adversary cannot damage the data integrity.

Through the above analysis, PDA is able tomeet the secu-
rity requirements of privacy-preserving data aggregation.

6.2. Performance Evaluation. In this section, we focus on the
efficiency of PDA from robustness, computational complex-
ity, and communication complexity.

6.2.1. Robustness. As the MNs could become offline or a
message could be lost before reaching the AS, we should
ensure that these problems could not affect the correctness of
the aggregate computed. In our paper, we could achieve this
goal though secret sharing. As theAS get a share from 𝑛 third-
parties, it can reconstruct the data but no group of fewer than
𝑚(𝑚 < 𝑛) can. That is, the AS can reconstruct the sensed
data when it received no less than 𝑚 parts. Therefore, if the
number of node failure or data loss is less than 𝑛−𝑚, we could
ensure the correctness of the aggregate computed.Though the
analysis, the AS can robust to node or communication failure.

6.2.2. Computational Complexity. For the people-centric
sensing system, it is assumed that there are 𝑛 MNs for
computing. In order to compute all of the MNs’ data, we
should compute each two MNs’ data. Therefore, the comput-
ing complexity of this process is𝑂(𝑛

2
). For each computation

processing, the computation complexity is mainly deter-
mined by homomorphic encryption and secret sharing. The
operations of homomorphic encryption and secret sharing
are the simple algebraic operations. So the computation
complexity is 𝑂(𝑘) that is not relevant to the size of input.
The analysis shows that computational complexity of PDA is
𝑂(𝑛
2
).

6.2.3. Communication Complexity. The primary aspect to
measure the performance of a scheme is its computational
complexity. But, for the problem of privacy-preserving robust
data aggregation, computational complexity cannot fully
describe the performance of a scheme. As the participants
and third-parties will communicate each other, the commu-
nication complexity is also an important aspect to measure
the performance of PDA.

The communication complexity contains the cost of
secret sharing and the third-party operation. It is assumed
that the number ofMNs is𝑚 and the number of third-parties
is 𝑛. As the MNs will send the secret input data to the third-
parties and the third-parties will send the result to the AS, the
communication complexity of PDA is 𝑂(𝑚 ∗ 𝑛).

6.3. Comparison. In this section, we summarize the features
of our proposal compared with other mainly relevant algo-
rithms in Table 2.

The feature additive and nonadditive aggregation indi-
cates if the scheme support a wide range of statistical additive
and nonadditive aggregation functions such as Sum, Sub-
traction, Average, Count, Max/Min, andMedian. In columns
2, 3, and 4, these features indicate if the scheme protects
privacy against outside eavesdropper, other MNs, or the
AS. The features of node failure and data loss resilience
refer to whether the AS can compute the correct aggregate
when a few MNs become offline or a few messages could
be lost. In columns 6 and 7, these features denote the
scheme’s computational and communication complexity.The
last feature indicates if the scheme is suitable for the people-
centric sensing networks.

Through the above analysis, our scheme is secure, scal-
able, and resilient to node failure and data loss.



8 International Journal of Distributed Sensor Networks

7. Conclusion

We present PDA, a novel privacy-preserving robust data
aggregation scheme in people-centric sensing system. Based
on𝐾-anonymity, homomorphic encryption, and secret shar-
ing, PDA can support a wide range of statistical additive and
nonadditive aggregation functions such as sum, subtraction,
average, count, max/min and median without leaking indi-
vidual sensed data. Moreover, PDA is robust to node failure
and data loss. We also evaluate the efficacy and efficiency
of PDA. The result shows that our scheme can achieve the
security and robust goal under a reasonable cost. We believe
a privacy-aware system will make people-centric sensing
networks more acceptable.
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A directional sensor network is different from conventional wireless sensor networks. It uses directional sensors instead of
omnidirectional ones in the network for different applications, and the effective sensing range is characterized by directionality and
size-specific sensing angle. Therefore, conditions of directional sensor networks are dissimilar to those of generic wireless sensor
networks for researches, especially on the sensing coverage. This study proposed a distributed approach to enhance the overall
field coverage by utilizing mobile and direction-rotatable sensors in a directional sensor network. The algorithm makes sensors
self-redeploy to the new location and new direction without global information by utilizing the features of geometrical Voronoi
cells. Simulations were used to evaluate and prove the effectiveness of the proposed algorithm. The results show that the approach
contributes to significant field coverage improvement in directional sensor networks.

1. Introduction

In a wireless sensor network (WSN) [1], the sensing coverage
is always one of the key factors to ensure that sensing
tasks will be well performed. The coverage ratio becomes a
fundamental index of the measurement for WSN quality of
service (QoS) [2]. Many studies related to the subject ofWSN
coverage have been successively proposed [3]. In recent years,
directional sensor networks (DSNs) have drawn the attention
of researchers. Differing from the conventional WSNs which
use omnidirectional scalar sensors such as temperature or
humidity sensors, a DSN is likely to be equipped with
directional sensors such as image or video sensors. There
are different problems and conditions regarding the coverage
issues should be considered in the researches for DSNs
due to the limited effective sensing range characterized by
directionality and size-specific sensing angle [4, 5]. In the
sensing field of a DSN, the sensing coverage depends on not
only the location but also on the sensing direction and sensing
angle of each sensor [6].

Although there are some studies concerning coverage
of DSN [7], the problems and solutions are different. For

example, several of the studies focused on the target coverage
and several focused on the overall field coverage; several
aimed at solving 𝑘-coverage problem and several aimed at
solving prioritized region coverage. For another example,
several studies considered the obstacles in a sensing field
and several considered an obstacle-free sensing environment.
This paper proposes a distributed self-redeployed algorithm
to deal with the enhancement of overall coverage ratio in
the sensing field of a DSN which consists of mobile and
rotatable directional sensors. The characteristics of geomet-
rical Voronoi diagram were utilized to determine the target
positions and sensing directions of sensors and reduce the
decision-making complexity. Using Voronoi diagram in this
study was motivated by the following advantages: (1) Voronoi
diagram exactly can be generated from a set of sensors and
each sensor is associated with only one Voronoi cell; (2) the
cell-based structure can help design a localized/distributed
algorithm without global information; (3) each sensor can
only check its own cell to examine the coverage hole; (4)
both Voronoi vertices and edges can help make the decision
of sensor position and sensing direction; (5) for a mobile
sensor, the moving distance can be confined to the cell;
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and (6) the construction of a Voronoi cell is independent of
sensing radii and angles; this helps a distributed algorithm
be applicable to those sensors which have varied radii and
angles. More detailed introduction of Voronoi diagram is
described in Section 3.2.

The rest of the paper is organized as follows. Section 2
briefs the previous works related to DSN coverage. Section 3
describes the preconditions and assumptions. In Section 4,
we provide the readers with our proposed scheme. Section 5
evaluates and analyzes the efficiency of the scheme. Finally,
we conclude this paper in Section 6.

2. Related Works

There are four major categories of research subjects in
WSNs [8]: (1) sensing coverage, (2) network connectivity, (3)
network longevity, and (4) data fidelity.These subjects are also
the fundamental requirements in DSN, but the existingWSN
solutions or results are not completely suitable for DSNs,
particularly the coverage issue. This is mainly due to that the
directional sensors are characterized by working direction,
angle of view (AOV), and line of sight (LOS) [9], and new
solutions for the dissimilar problems are required [10].

In regard to DSN coverage problems, the related studies
can be divided into two categories [11]: (1) known targets
coverage and (2) region coverage. The former determines
a subset of the sensors to attain coverage on the specific
targets or positions, and the latter makes the sensors attain
a full or certain ratio of sensing coverage in the task
region. Concerning known-targets coverage, Chow et al. [12]
proposed an algorithm to select multiple directional sensors
for providing 360∘ complete monitoring of a target while
one sensor can only cover a part of the target. Wang et
al. [13] aimed at prioritized targets and used the genetic
algorithm to obtain a minimum subset of directional sensors
for covering all of the targets. Hsu et al. [14] proposed an
algorithm to solve the problem of which the number of
covered targets is maximized whereas the rotated angle of
sensors is minimized. And concerning region coverage, Jing
and Jian-Chao [15] used the coverage overlap between the
adjacent sensors as the quantity of electric charge and then
used Coulomb’s inverse-square law to change the sensor
direction for reducing the overlapped coverage. Liang et al.
[16] aimed at DSNs with mobile sensors, so that sensors
could move to appropriate positions and obtain a good total
coverage. Guvensan and Yavuz [17] used a hybrid solution
of mixing stationary sensors, motile sensors, and mobile
sensors in a DSN to increase the sensing field coverage.
Tezcan and Wang [18] considered the condition of obstacles
within the sensing field and proposed an algorithm utilizing
rotatable sensors to reduce the influence of obstacles on
the coverage. Huang et al. [19] focused on the multimedia
image sensor networks and proposed a virtual potential field-
based method with the considerations of sensor direction
and movement for the coverage enhancement. The virtual
force causes the adjustment of angular magnitude to be
a trouble in coverage problem; therefore, linear-relation-
based algorithm (LRBA) andmechanism-based approximate

algorithm (MBAA) was proposed.These algorithms need the
process of pairing between two adjacent nodes and a defect
exists in the algorithms. That is, some nodes could not find
their respective paired partner.These isolated sensors cannot
perform the algorithms for the coverage contribution. Ma
and Liu [20] analyzed deployment strategies and proposed a
group-based strategy, namely, grouping scheduling protocol
(GSP) for satisfying given coverage probability requirement
in a directional sensor network. It needs repairing processes if
certain grouped sensors are incommunicable to the sink.This
needs the deployment of more sensors; therefore, the average
coverage ratio of the grouped sensors could be decreased.

Voronoi-based method has been utilized in WSNs, but
it has not drawn much attention of researchers on the DSN
coverage problems. Li et al. [21] proposed the Voronoi-
based distributed approximation (VDA) algorithm to make
sensors cover the Voronoi edges as more as possible. The
study approximately considers that if most Voronoi edges are
covered, then most area will be covered; however, this is not
definite and may cause more coverage overlap. This paper
proposes a new distributed approach to determine location
and direction movements of the mobile and rotational sen-
sors for obtaining significant coverage contribution in the
DSN. In addition, the geometrical features of Voronoi cells
with its vertices, edges, and included angles were utilized
in the proposed approach to assist in the determination of
sensor self-redeployment.

3. Preliminaries

3.1. Assumptions. There are several related studies [16, 21,
22] assume that all the directional sensors have the same
sensing radius and sensing angle range, which means that
the sensors are homogeneous. The algorithm proposed in
this paper doses not have this limitation. It is applicable
to sensors with different sensing radii and angles. But the
general assumptions are listed as follows:

(1) Each sensor is well aware of its coordinate by utilizing
a certain localization technology [23].

(2) Each sensor has enough communication range or
multihop transmission capacity to transmit informa-
tion to neighbor sensors.

(3) Sensors are rotatable; they can do a clockwise or
counterclockwise rotation to change the working
direction.

(4) Sensors are mobile; they can move within the sensing
field. This assumption is not unrealistic in the real
world [24, 25].

3.2. Voronoi Diagram. The Voronoi diagram is a computa-
tional geometry data structure with special characteristics
[26], which is applicable to be utilized in the proposed
algorithm to divide the sensing field into cells. The sensing
field will be divided into Voronoi cells according to the initial
positions of the deployed sensors, as shown in Figure 1. Given
a set of 𝑛 sensors 𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑛
in the sensing field, the one

and only one (unique) Voronoi diagram can be constructed
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Figure 1: Construction of the Voronoi cells.

by drawing the perpendicular bisector of line segment of each
sensor pair.Those bisector line segments form the boundaries
of Voronoi cells and are called Voronoi edges. The endpoints
of these edges are called Voronoi vertices. Finally, the sensing
field is divided into 𝑛Voronoi cells, whichmeets the following
two major properties.

(1) Each sensor 𝑠
𝑖
lies in exactly one cell.

(2) If a point𝑝 lies in the same cell as 𝑠
𝑖
, then the Euclidian

distance from 𝑝 to 𝑠
𝑖
will be shorter than the one from

𝑝 to 𝑠
𝑗
, where 𝑠

𝑗
is any other sensor.

Regarding the construction of a Voronoi Diagram, there
are several algorithms to generate the diagram from a set
of points, such as Bowyer-Watson algorithm with an O(𝑛2)
time complexity and the best known Fortune algorithm
[27] with an O(𝑛 log 𝑛) time complexity. They can used to
construct a global Voronoi diagram. In this study, we do not
need to construct a global Voronoi diagram. Our proposed
algorithm is a distributedmethod and each sensor only needs
to construct one cell of the Voronoi diagram. The Voronoi
diagram of a set of points (sensors) is unique (one and only
one) [28], which consists of Voronoi cells. In our study,
each distributed sensor broadcasts its coordinates as local
information to the neighbors. A sensor constructs a bisector
line between itself and the neighbor whenever it receives the
coordinates of the neighbor.Andfinally, the sensorwill be in a
convex polygon, in which the polygon consists of certain line
segments of those bisector lines. And the polygon is called
a Voronoi cell associated with the sensor. No other sensors
will appear in the cell. Any edge of the cell is a bisector line
between the associated sensor and its one neighbor, and this
edge is also an edge of the cell of that neighbor. It should be
noted that a Voronoi diagram consists of the Voronoi cells
associatedwith a given set of points is unique, which had been
proven in [28].

3.3. Directional Sensing Model. Figure 2 shows the direction-
rotatable sensingmodel for the directional sensors in the pro-
posed algorithm of this paper. The notations and parameters
are listed in Table 1.

s(xs, ys)

3

2
𝜋

1

2
𝜋

𝜋 𝜃

∙ p(x, y)

Working direction

(unit vector)

Fs (FoV)

𝛼 (AoV)
0

𝛿

Ŵ

r

Figure 2: Sensing model for direction-rotatable sensors.

Table 1: Notations and parameters for the directional sensing
model.

Notation/parameter Description
𝑠(𝑥
𝑠
, 𝑦
𝑠
) The directional sensor with its coordinate

𝐹
𝑠

The effective sensing field of s; the region
covered by s; field of view (FoV)

𝛼
The angular size of sensing range of 𝑠; angle
of view (AoV)

𝑟 The sensing radius of 𝑠

𝜃

The working direction of s, defined as the
angle value relative to the positive 𝑥-axis of
the sensing direction vector; 𝜃 is between 0
and ±𝜋.

𝑤 The unit vector of the working direction
𝑝(𝑥, 𝑦) A point with its coordinate covered by s
𝛿 The included angle between ⃗𝑠𝑝 and 𝑤

The effective sensing field 𝐹
𝑠
is in sector shape. A point 𝑝

is said to be covered by the sensor 𝑠 if and only if the following
two conditions are satisfied.

(1) The Euclidean distance between 𝑝(𝑥, 𝑦) and 𝑠(𝑥
𝑠
, 𝑦
𝑠
)

is less than or equal to the sensing radius (𝑟) of 𝑠.
Consider

√(𝑥 − 𝑥
𝑠
)
2

+ (𝑦 − 𝑦
𝑠
)
2

≤ 𝑟. (1)

(2) The included angle (𝛿) between ⃗𝑠𝑝 and the working
direction unit vector (𝑤) is less than or equal to the
half of the AoV (𝛼). Consider

⃗𝑠𝑝 ⋅ 𝑤 =




⃗𝑠𝑝




‖𝑤‖ cos 𝛿 (2)

⇒ (𝑥 − 𝑥
𝑠
) cos 𝜃 + (𝑦 − 𝑦

𝑠
) sin 𝜃

≥ √(𝑥 − 𝑥
𝑠
)
2

+ (𝑦 − 𝑦
𝑠
)
2 cos(𝛼

2

) .

(3)
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(a) Initial coverage (b) Enhanced coverage

Figure 3: A schematic example of results before and after execution of the algorithm.

In brief, the directional sensing model shown in Figure 2
illustrates that a point 𝑝(𝑥, 𝑦) is covered by the sensor 𝑠; that
is, to say, (𝑥, 𝑦) ∈ 𝐹

𝑠
, if and only if (1) and (3) are satisfiedwith

the given parameters 𝑟, 𝜃, 𝛼, and sensor coordinate (𝑥
𝑠
, 𝑦
𝑠
).

4. Distributed Voronoi-Based
Self-Redeployment Algorithm

4.1. Problem Description. In a sensing field on which direc-
tional sensors were numerously and randomly deployed, it
is difficult to obtain the optimal field coverage since partial
regions are not covered and some regions are overlapped.
The chief defect in using centralized algorithms to solve
this problem is that the multihop transmissions over the
network for collecting global information will be heavy on
resources. On the contrary, a distributed algorithm does not
need the global information, but only local information used
for solutions. In addition, a distributed algorithm is more
likely to make a real-time response or quick adjustment
in changes of environment. Therefore, this paper proposes
a distributed Voronoi-based self-redeployment algorithm,
“DVSA” for short, to improve the field coverage ratio for a
mobile and rotatable directional sensor network. And, it can
be applied to sensors with different sensing radii and AoVs.

Each sensor constructs its own Voronoi cell according
to the position information of their neighbor sensors after
the initial deployment. By evaluating the suitability of each
vertex with the parameters of cell structure and sensing
model, one will be selected as the new location of the sensor
(associated with the cell), and a new working direction also
will be decided. The suitability evaluation aims to reduce
the probability of coverage overlap across the cells. Figure 3
shows a schematic example of coverage comparison between
the results before and after execution of the algorithm.

4.2. Target Location of Sensor Movement. Figure 4 shows
an initially deployed directional sensor 𝑠 and its associated
Voronoi cell 𝐶

𝑠
. The sensor coordinate (𝑥

𝑠
, 𝑦
𝑠
) will be known

after initial sensor deployment and the sensing parameters 𝛼
and 𝑟 are also given. In addition, the coordinates of all vertices
of the cell will be obtained after the construction of local

�L(xL, yL)

�(x� , y�)

s (xs , ys )

�R(xR, yR)

ds�

𝛽

r

Voronoi cell, Cs

𝛼

‖
−−⇀
��R‖

‖
−−⇀
��L‖

Figure 4: Included angle of aVoronoi vertex and related parameters.

Voronoi cell. Let 𝑉 be the set of all vertices of 𝐶
𝑠
. For each

V ∈ 𝑉, V
𝐿
, and V

𝑅
means the left adjacent vertex and right

adjacent vertex of V, and their coordinates (𝑥
𝐿
, 𝑦
𝐿
) and (𝑥

𝑅
,

𝑦
𝑅
) are known.According to the geometric definition of inner

product of two vectors in linear algebra, the included angle of
⇀VV
𝐿
and ⇀VV

𝑅
, notated as 𝛽, can be derived from
⇀VV
𝐿
⋅
⇀VV
𝑅
=







⇀VV
𝐿













⇀VV
𝑅






cos𝛽

𝛽 = cos−1
⇀VV
𝐿
⋅
⇀VV
𝑅







⇀VV
𝐿













⇀VV
𝑅







= cos−1
(𝑥
𝐿
− 𝑥V) (𝑥𝑅 − 𝑥V) + (𝑦𝐿 − 𝑦V) (𝑦𝑅 − 𝑦V)

√(𝑥
𝐿
− 𝑥V)
2

+ (𝑦
𝐿
− 𝑦V)
2
√(𝑥
𝑅
− 𝑥V)
2

+ (𝑦
𝑅
− 𝑦V)
2

.

(4)

The desired choice of a target vertex for the sensor
movement is the vertex that its corresponding included angle
is larger than or equal to theAoVof the sensor and the lengths
of its two edges are larger than or equal to the sensing radius
of the sensor. If there is more than one choice in this case,
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Figure 5: Results of choosing different vertices as the target location.

the vertex with the largest included angle is selected from the
candidates, as shown as follows:

𝑇 = {V ∈ 𝑉 | 𝛽 ≥ 𝛼,






⇀VV
𝐿






≥ 𝑟,







⇀VV
𝑅






≥ 𝑟}

𝑡 = argmax
V∈𝑇
𝛽,

(5)

where 𝑇 is the set of target vertex candidates with the highest
priority, and 𝑡 is the selected target vertex. If 𝑇 is empty, the
second preferred choice of target vertex is the vertex that its
included angle is larger than or equal to theAoVof the sensor,
but only one edge is larger than or equal to the sensing radius
𝑟. Similarly, if there is more than one choice in this priority
level, the vertex with largest included angle is selected from
the new candidates. On the contrary, if there is neither vertex
has an included angle 𝛽 ≥ 𝛼 nor an edge larger than or equal
to 𝑟, the one with largest included angleis selected from these
lowest-priority candidates. Figure 5 shows an example with
the results of choosing different vertices as the target location.
The vertex V

1
will be selected as the new location of the sensor.

The moving distance of the sensor for moving to the target
vertex V is as (6), and this movement will certainly be within
the limitation of cell boundary. Consider

𝑑
𝑠V =
√(𝑥
𝑠
− 𝑥V)
2

+ (𝑦
𝑠
− 𝑦V)
2

. (6)

In this phase, each sensor in the DSN selects a suitable
vertex from its own local Voronoi cell for obtaining a higher
intracell coverage ratio. This will be beneficial to avoid
coverage overlap across the cells asmuch as possible and keep
higher overall coverage ratio of the sensing field.The detail of
the algorithm for this phase is shown as Algorithm 1.

4.3. Rotation of Working Direction. The target location of
sensor movement is selected under the criteria described
in previous section. After the directional sensor has moved
to the suitable vertex on its local Voronoi cell, the next is
to decide a working direction that the direction should be
controlled tomake sensor contribute to full intracell coverage
as much as possible. By this rule, the coverage overlaps across
the cells will be decreased, and it benefits the overall filed
coverage.

Figure 6 shows an example model to control the working
direction. The sensor is at the position of vertex V with
coordinate (𝑥V, 𝑦V). The working direction, notated as 𝜃,
should be controlled in the range limited by the angle values
𝜃
1
and 𝜃
2
, and then the sensing coverage of the sensor will not

go beyond the cell edges 𝑒
𝑅
or 𝑒
𝐿
. 𝜃
1
is the most right limit

of direction for reserving the intracell coverage, and 𝜃
2
is the

most left limit. Because the sensor is direction rotatable and
the FoV of the sensor should not go beyond the cell edges of
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get self-coordinate (𝑥
𝑠
, 𝑦
𝑠
)

broadcast (𝑥
𝑠
, 𝑦
𝑠
) to neighbor sensors

receive coordinates from neighbors
construct local Voronoi cell 𝐶

𝑠
= (𝑉, 𝐸)

𝑉 = {V
1
, V
2
, . . . , V

𝑚
} is the set of vertices of the cell

𝐸 = {𝑒
1
, 𝑒
2
, . . . , 𝑒

𝑛
} is the set of edges of the cell

𝑇
2
= 𝜙; 𝑇

1
= 𝜙; 𝑇

0
= 𝜙;

for each V(𝑥V, 𝑦V) ∈ 𝑉
{

let V
𝐿
(𝑥
𝐿
, 𝑦
𝐿
) is the left adjacent vertex of V

let V
𝑅
(𝑥
𝑅
, 𝑦
𝑅
) is the right adjacent vertex of V

𝛽V =
(𝑥
𝐿
− 𝑥V) (𝑥𝑅 − 𝑥V) + (𝑦𝐿 − 𝑦V) (𝑦𝑅 − 𝑦V)

√(𝑥
𝐿
− 𝑥V)
2

+ (𝑦
𝐿
− 𝑦V)
2
√(𝑥
𝑅
− 𝑥V)
2

+ (𝑦
𝑅
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is the included angle of ⇀VV
𝐿
and ⇀VV

𝑅

if (𝛽V ≥ 𝛼)
if (
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𝑅
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𝑇
2
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else
if (


⇀VV
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< 𝑟 and 



⇀VV
𝑅
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𝑇
0
= 𝑇
0
∪ {V}

else
𝑇
1
= 𝑇
1
∪ {V}

endif
endif

else
𝑇
0
= 𝑇
0
∪ {V}

endif
}

if (T2 ̸= 𝜙)
𝑡 = argmaxV∈𝑇2𝛽V

else
if (T1 ̸= 𝜙)
𝑡 = argmaxV∈𝑇1𝛽V

else
𝑡 = argmaxV∈𝑇0𝛽V

endif
endif

Algorithm 1: Target location selection for sensor movement.
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Figure 6: Rotation of working direction.
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𝐿

relative to the positive 𝑥-axis are calculated as the following
(7), respectively. The values of 𝜃

𝑅
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Figure 7: Two other cases of direction rotation.
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(7)

If the working direction rotates right toward the 𝜃
𝑅
and

the right sideline of the sector is lying on the cell edge 𝑒
𝑅
,

then the angle value of working direction at the moment is
𝜃
1
. Similarly, 𝜃

2
is the angle value of working direction while

the sensor rotates left toward the 𝜃
𝐿
and the left sideline of

the sector is lying on the cell edge 𝑒
𝐿
. Because the AoV of the

sensor is 𝛼, 𝜃
1
and 𝜃

2
can be calculated as (8). The values of

𝜃
1
and 𝜃
2
are between 0 and ±𝜋. Consider
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(8)

Figure 7 shows other two different cases in which 𝑒
𝐿
is

longer than 𝑒
𝑅
. However in Figure 7(a), sensing radius 𝑟 is

longer than 𝑒
𝑅
and shorter than 𝑒

𝐿
; in Figure 7(b), sensing

radius is longer than both 𝑒
𝑅
and 𝑒
𝐿
. In both of the two cases,

making the left sideline of the sector lie on 𝑒
𝐿
andmaking the

right sideline lie on 𝑒
𝑅
will obtain different intracell coverages.

In the phase of working direction rotation, the proposed
algorithm makes one of the sidelines of the sector lie on

the longer one of 𝑒
𝐿
and 𝑒
𝑅
; for example, the 𝑒

𝐿
in Figure 7.

This is mostly beneficial to reserve larger intracell coverage.
Therefore, if 𝜃

0
is the original working direction after the

sensor was initially deployed and moved to the target vertex,
the rotation range 𝜑 of the sensor is shown as (9). The sensor
will make a clockwise or counterclockwise rotation with a
range size of 𝜑. Consider

𝜑 =

{
{
{
{
{
{
{

{
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(9)

The detail of the algorithm for this phase is shown as
Algorithm 2.

4.4. Summary of the Procedures. This subsection summarizes
the procedures of the proposed algorithm. As shown in
Figure 8, there are seven major procedures in the proposed
distributed self-redeployment algorithm. The procedures are
performed in each sensor with only few local information
(the coordinates). Global information is not required. After
the procedures are finished, overall coverage of sensing field
is improved and then the sensors begin to do their sensing
works.

Regarding the time complexity, the best known Fortune
algorithm [27] can generate a Voronoi diagram from a given
set of points in O(𝑛 log 𝑛) time. However, in our proposed
DVSA algorithm, each distributed sensor only constructs a
local Voronoi cell by itself after the initial deployment accord-
ing to the coordinates of its neighbor sensors. Therefore, the
time complexity is O(𝑛) for the initialization phase. In the
decision phase, each sensor selects one of the cell vertices
as the target position of movement. The time complexity is
also O(𝑛). Finally, the sensor decides the working direction
according to the two edges connected at the target vertex.
The time complexity is O(1). Therefore, the proposed DVSA
algorithm has an overall time complexity of O(𝑛). This is
better than the centralized algorithm of O(𝑛2 log 𝑛 + 𝑛3) and
the distributed algorithm of O(𝑛 log 𝑛) proposed in [21].
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V (𝑥V, 𝑦V) is the coordinate of new sensor position
let V
𝑅
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, 𝑦
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) is the right adjacent vertex of V

let V
𝐿
(𝑥
𝐿
, 𝑦
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) is the left adjacent vertex of V

let 𝜃
0
is the initial direction of the sensor

function get edge angle value (𝑥, 𝑦)
{
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}

function get rotation range (𝜃
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if (𝑒
𝑅
≥ 𝑒
𝐿
)

𝜑 = get rotation range (𝜃
1
)

rotate the working direction from 𝜃
0
to 𝜃
1
with rotation range 𝜑

else
𝜑 = get rotation range (𝜃

2
)

rotate the working direction from 𝜃
0
to 𝜃
2
with rotation range 𝜑

endif

Algorithm 2: Working direction rotation for directional sensor.
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Figure 8: Procedures of the proposed self-redeployment algorithm.

5. Performance Evaluation

This study evaluated the performance of the proposed
distributed Voronoi-based self-redeployment algorithm
(DVSA) by simulations. Field coverage ratio is the problem
concerned in the algorithm and it is the key point of the

performance evaluation. In the simulations, mobile and
direction-rotatable sensors are randomly deployed in a
sensing field at the initial phase. The parameter of sensing
field size is fixed at 500m × 500m.The other key parameters
of the simulations comprise (1) number of sensors, (2) AoV
of the sensor, and (3) sensing radius of the sensor.
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Table 2: Notations and parameters for the directional sensing model.

Parameters Notations Default value Variational values
Size of sensing field 𝐴 500m × 500m None
Number of sensors 𝑛 150 50, 70, 90, 110, 130, 150
Sensing radius 𝑟 60m 10m, 20m, 30m, 40m, 50m, 60m
Angle of view 𝛼 180∘ (𝜋) 30∘, 60∘, 90∘, 120∘, 150∘, 180∘

(a) Case 1: Initial versus DVSA

(b) Case 2: Initial versus DVSA

Figure 9: Pictures captured from the simulation program.

There are variations in values of the parameters in the
simulations. As shown in Table 2, the number of sensors is
50∼150with an interval of 20, the sensing radius is 10m∼60m
with an interval of 10m, and the angle of view (AoV) is
30
∘
∼180
∘ with an interval of 30∘. Each case in the simulations

was repeated 100 times, and the averagewas taken as the result
data. The simulation results are described in the following
subsections. And Figure 9 illustrates a result with pictures
captured from the simulation program.

Sections 5.1, 5.2, and 5.3 show the coverage performance
of the proposed DVSA and the relationship among the
number of sensors, sensing radius, andAoV.Then Section 5.4
shows the comparison with the other algorithms so as to
prove that the proposed DVSA can improve the sensing field
coverage well. Finally, Section 5.5 shows the performance
result of sensors with different radii and AoVs; in other

words, each sensor has a random radius and a random AoV
different from the ones of the other sensors.

5.1. Coverage Ratio with Various Sensing Radii and AoVs.
Figure 10 shows the results of simulation by changing the
sensing radius (𝑟) and the AoV (𝛼), while fixing the number
of sensors of 𝑛 = 150. It illustrates the relationship among
the coverage ratio, the sensing radius, and the AoV. For each
AoV curve, the coverage ratio is increased with the increase
of sensing radius. In addition, the larger the AoV is, the larger
the slope is. In other words, this indicates that the larger the
AoV is, the larger the increment of coverage ratio is. For
instance, there is a coverage ratio increment of 43.72% from
1.52% (at 𝑟 = 10m) to 45.24% (at 𝑟 = 60m) on the curve of
𝛼 = 60

∘, but an increment of 89.17% from 8.22% (at 𝑟 = 10m)
to 97.39% (at 𝑟 = 60m) on the curve of 𝛼 = 180∘. On
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Figure 10: Coverage ratio (%) with fixed number of sensors (𝑛 =
150).
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Figure 11: Variation of effective coverage (%) with fixed number of
sensors (𝑛 = 150).

the other hand, the figure shows that the larger the AoV is,
the smaller the interval between two adjacent AoV curves
is. This indicates that the increment of coverage contribution
caused by the increment of AoV becomes smaller because the
coverage overlap becomes larger.

Figure 11 shows the variation of effective coverage, which
indicates the increments of coverage ratio relative to the
initial ratio after deployment. It can be found that when
𝑟 = 10m (one-fiftieth of the side length of the sensing field),
there is a very small (almost zero) increment of coverage.
This may means the situation of almost no coverage overlap
among sensors. In the figure, it also can be found that the peak
value of increment occurs at 𝑟 = 50m and 𝛼 = 90∘, which
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Figure 12: Coverage ratio (%) with fixed sensing radius (𝑟 = 60m).

means that these two parameter values can help obtain a best
performance under the fixed number of sensors (𝑛 = 150).
Furthermore, for the 𝛼 = 30∘ and 60∘, the larger the sensing
radius is, the larger the increment of coverage ratio is; but for
𝛼 = 120

∘, 150∘, and 180∘, the increments at 𝑟 = 60m become
smaller than the ones at 𝑟 = 50mand at 𝑟 = 40m.Thismeans
that the sensing radius larger than 60m with the AoV larger
than 120∘ will not keep raising the increment of coverage
ratio. In other words, although the increment of coverage will
become smaller under the cases, it will still be larger than
the increment of overlap and the proposed algorithmwill still
obtain an improved coverage.

5.2. Coverage Ratio with Various AoVs and Numbers of Sen-
sors. Figure 12 shows the results of simulation by changing
the AoV (𝛼) and the number of sensors (𝑛), while fixing the
sensing radius of 𝑟 = 60m. It illustrates the relationship
among the coverage ratio, the AoV, and the number of
sensors. For each curve, the coverage ratio is increased with
the increase of AoV. All of the curves have a larger slope at
the beginning of the curve and a smaller slope at the end
of the curve. This means that any curve does not keep the
increment of coverage ratio equivalent every time the AoV
is increased. For instance, there is a coverage ratio increment
of 16.77% from 17.67% (at 𝛼 = 30∘) to 34.44% (at 𝛼 = 60∘)
on the curve of 𝑛 = 50, but only an increment of 4.42%
from 63.71% (at 𝛼 = 150∘) to 68.13% (at 𝛼 = 180∘) on the
same curve. The larger the AoV is, the smaller the coverage
contribution is smaller. Also, the figure shows that the larger
the number of sensors is, the smaller the interval between
two adjacent curves is. This indicates that the increment of
coverage contribution caused by the increment of number
of sensors becomes smaller because the coverage overlap
becomes larger.

Figure 13 shows the variation of effective coverage of fixed
sensing radius (𝑟 = 60m) as AoV varies from 30∘ to 180∘
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Figure 13: Variation of effective coverage (%) with fixed sensing
radius (𝑟 = 60m).

and number of sensors varies from 50 to 150. For all of these
cases, the proposed algorithm obtained positive increments
of the coverage relative to the initial values significantly. The
peak value of increment occurs at 𝛼 = 90∘ and 𝑛 = 110,
whichmeans that these two parameter values can help obtain
a best performance under the fixed sensing radius (𝑟 = 60m).
And in the figure, it can be found that the larger increments
occur around 𝛼 = 60∘∼120∘. The AoV larger than 120∘ cannot
bring more increment. This should be caused by the increase
of coverage overlap. Furthermore, it also can be found that
at 𝛼 = 30∘ (smallest AoV), the bar of 𝑛 = 150 is the
highest; on the contrary, at 𝛼 = 180∘ (the largest AoV), the
bar of 𝑛 = 150 is the lowest. Although the largest 𝑛 with
largest 𝛼 brings considerably large coverage overlap, it still
have positive increment of coverage ratio due to the larger
coverage contribution.

5.3. Coverage Ratio with Various Numbers of Sensors and
Sensing Radii. Figure 14 shows the results of simulation by
changing the number of sensors (𝑛) and the sensing radius
(r), while fixing the AoV of 𝛼 = 180∘. It illustrates the
relationship among the coverage ratio, the number of sensors,
and the sensing radius. The coverage ratio is low while the
sensing radius is the shortest (at 𝑟 = 10m); however, the
increment of coverage ratio is significant if the sensing radius
is increased. But the slopes of the curves seem smaller than
the ones in the figures illustrated in previous subsections.The
figure looks like that the increase of sensing radius brings
more significant coverage ratio increment than the increase
of number of sensors.

Figure 15 shows the variation of effective coverage of fixed
AoV (𝛼 = 180∘) as number of sensors varies from 50 to 150
and sensing radius varies from 10m to 60m. It can be found
that in certain cases even if the sensing radius is small and
the number of sensors is not many, the increment of coverage
relative to the initial value after deployment is a negative value
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Figure 14: Coverage ratio (%) with fixed AoV (𝛼 = 180∘).
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Figure 15: Variation of effective coverage (%) with fixed AoV (𝛼 =
180
∘).

(around −0.1%∼−0.3%). This should be caused by the large
AoV (𝛼 = 180∘), and the coverage overlap is a little larger
than the coverage contribution in these cases. In addition,
the difference of the increment between different numbers of
sensors with same sensing radius is averagely not significant.
This may mean that the increment of coverage is near the
increase of overlap in these cases.

5.4. Comparison with Different Algorithms. The following
show the results of comparing our proposed DVSA with
the algorithms of VDA proposed in [21] and mentioned
in Section 2. The RND (random) method has also been
compared, which the RND means the initial value after the
random deployment of sensors (with random position and
random direction). Firstly, Figure 16 is the result by changing
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Figure 16: DVSA Compared with RND and VDA (𝑛 = 100 ∼500,
𝑟 = 50m, 𝛼 = 120∘).
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Figure 17: DVSA Compared with RND and VDA (𝑛 = 200, 𝑟 =
30m∼110m, 𝛼 = 120∘).

the number of sensors from 100 to 500, and the sensing
radius and AoV are fixed at 50m and 120∘, respectively. The
DVSA curve shows a significant improvement of coverage
performance, which is better than both VDA and RND.
At the value of 𝑛 = 100, the improvement is the largest,
but the larger the 𝑛 is, the lesser the improvement is. In
particular at 𝑛 = 500, DVSA, VDA and RND almost have the
same performance;more sensors cannot bringmore coverage
contribution. Figure 17 shows the result of setting parameters
as 𝑛 = 200, 𝑟 = 30m∼110m, and 𝛼 = 120∘. The DVSA
performs better than VDA at smaller number of sensors and
performs almost equally at larger number of sensors. They
converge on the point of 𝑟 that is larger than 70m while the
performance RND is still significantly lower. Figure 18 shows
the result of setting parameters as 𝑛 = 200, 𝑟 = 50m, and 𝛼 =
60
∘
∼ 240∘. The DVSA still performs significantly better than
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Figure 18: DVSA Compared with RND and VDA (𝑛 = 200, 𝑟 =
50m, 𝛼 = 60∘∼240∘).

VDA. The VDA performs almost the same as RND except at
the point of 𝛼 = 90∘. From these results, the proposed DVSA
is proved that it performs very well under the situations of
varied numbers of sensors, sensing radii, and angles of view.

Figure 19 shows the coverage ratio of the proposed DVSA
algorithm compared with the result presented in the related
study [19].The simulation parameters: the size of sensing field
is 500m × 500m; the number of sensors is 100; the sensing
radius is 60m; and the AoV is 60∘, which are the same with
the ones in that study. In the Figure 19, it shows that the
coverage ratio of the sensing field can be well improved by
the proposed DVSA algorithm while being compared with
the related algorithms.

Figure 20 shows the result of the proposed DVSA algo-
rithm compared with the GSP algorithm presented in the
related study [20]. This simulation uses a large number of
sensors of 𝑛 = 1000. The sensing radius is fixed at 𝑟 = 20m in
Figure 20(a), and theAoV is fixed at𝛼 = 120∘ in Figure 20(b).
The results also show that the DVSA obtained better coverage
ratios than the GSP. The DVSA algorithm can be performed
well.

In summary, the proposed DVSA method utilizes the
vertices, edges, and included angles in each Voronoi cell
to precisely compute the most suitable location and work-
ing direction for each sensor according to the algorithms
described in Sections 4.2 and 4.3. On the contrary, the
VDA approximately considers that if most Voronoi edges
are covered, then most area will be covered; this is not
definite and may cause more coverage overlap. In LRBA
and MBAA algorithms, some nodes could not find their
respective paired partner and cannot perform the algorithms
for coverage contribution. And in the GSP algorithm, it needs
the deployment of more sensors for repairing processes if
certain grouped sensors are incommunicable to the sink, and
the average coverage ratio of the grouped sensors will be
decreased. Accordingly, the above performance results show
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Figure 19: Simulation result compared with different algorithms (𝑛 = 100, 𝑟 = 60m, 𝛼 = 60∘).
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Figure 20: Simulation result compared with the GSP algorithm.

that our proposedDVSA performs better than the algorithms
of VDA, LRBA, MBAA, and GSP.

5.5. Performance of Sensors with Different Sensing Radii and
AoVs. In this subsection, the result of coverage performance
of sensors with different radii and different AoVs is shown.
In other words, the sensing radius and AoV of a sensor are
randomly generated and different from the ones of the other
sensors. Figure 21 illustrates this scenario with the pictures
captured from the screenshot of the simulation program.

The parameter of the number of sensors varies from 30
to 200. The sensing radius of a sensor is randomly generated
with a range between 𝑟min = 10m and 𝑟max = 100m, and the
AoV is randomly generated with a range between 𝛼min = 30

∘

and 𝛼max = 150
∘. Figure 22 shows the performance of DVSA

compared with RND (random deployment). DVSA performs
verywell with an improved coverage ratio, nomatter what the
number of sensors is. And the increment of coverage ratio is
kept around 5%. This result proves that our proposed DVSA

is applicable to sensors with different sensing radii and angles
(we mentioned this in the beginning of Section 3.1).

6. Conclusion and Future Work

This study utilized the geometrical features of Voronoi
diagram and the advantages of a distributed algorithm to
propose the distributed Voronoi-based self-redeployment
algorithm (DVSA), aiming to improve the overall field
coverage of directional sensor networks effectively. The per-
formance of the proposed algorithm and comparison with
the different algorithm are also presented in the paper. The
simulations prove that the DVSA method can improve the
sensing coverage performance well.

Our future work will focus on combining the algorithm
with an energy consumption model to give consideration
to both coverage and lifetime performance in mobile and
direction-rotatable directional sensor networks.
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Figure 21: Pictures captured from the simulation program (initial versus DVSA).
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Current deterministic sensor deploying methods always include the uncovered space greedily to reduce the number of deployed
sensors. Because the sensing area of each sensor is circle-like, these greedily methods often divide the region of interest to multiple
tiny and scattered regions. Therefore, many additional sensors are deployed to cover these scattered regions. This paper proposes
a Jigsaw-based sensor placement (JSP) algorithm for deploying sensors deterministically. Sensors are placed at the periphery of
the region of interest to prevent separating the region of interest to isolated regions. An enhanced mechanism is also proposed to
improve the time complexity of the proposedmethod.The scenarioswith andwithout obstacles are evaluated.The simulation results
show that the proposed method can cover the whole region of interest with fewer deployed sensors. The effective coverage ratio of
JSP method is less than 2. It is better than the maximum coverage method and the Delaunay triangulation method. The deploying
sensors have more efficient coverage area, and the distribution of the incremental covered area is close to normal distribution.

1. Introduction

Sensor networks are applied for monitoring environment.
Sensors are similar to the guard men standing at the specific
locations for scouting. Usually, sensors have the wireless
communication components to deliver their collected data
back to the sink, which is a data collector in the network.
Sensors can be deployed in the field for the environmental
habitat monitoring [1], the natural hazards monitoring [2],
the forest-fire detection [3], or the nuclear radiation detection
[4]. Sensors are also used in the medical center to quicken
the emergency response [5, 6]. Deployed sensors can also be
used for localizing the users [7] or detecting the temperature
of devices [8].

The placement of sensor nodes can be deterministic
or random. The random deployment cannot guarantee the
region of interest completely covered by the deployed sensors.
Thus,more sensors need to be deployed to include the uncov-
ered space [9, 10]. Giving the mobile ability for sensors to
adjust their initial positions is the common used solution [11,
12]. The deterministic deploying methods consider covering

the whole region of interest in the first time that sensors are
deployed [13–17]. The object is determining the locations of
sensors tominimize the number of deployed sensors. Finding
minimum number of sensors to cover the whole space is an
NP-complete problem similar to the coloring problem in a
graph. Thus, finding a polynomial time solvable problem to
approximate the optimal solution is the object of this research
problem.The existingmethods always greedily place a sensor
to the place that can cover the largest uncovered space. So,
the number of deployed sensors can be reduced.However, the
sensing area of a sensor is circle-like. Using greedy methods
to cover thewhole region of interest introducesmultiple small
isolated regions. Sensors must be deployed in these scattered
regions to achieve full coverage. Therefore, more sensors are
deployed.

This paper proposes an enhanced deterministic deploying
method named as the Jigsaw-based sensor placement (JSP)
algorithm. Sensors are deployed from the periphery of the
region of interest such as solving the jigsaw puzzle. The
proposed JSP algorithm can prevent introducing the isolated
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regions. The open-space scenario and center obstacle sce-
nario are evaluated.The JSP can use fewer numbers of sensors
to cover the region of interest. The overlapping coverage
between sensors can also be reduced.

The rest of this paper is organized as follows. The
related studies are reviewed in Section 2. Section 3 gives
the main idea of JSP and the methodology to reduce the
time complexity of JSP. The evaluation results are shown in
Section 4. Finally, the conclusion is given in Section 5.

2. Related Works

The deterministic deploying methods focus on using min-
imum numbers of sensors to cover the whole region of
interest. Dhillon et al. presented two methods, called as
MAX AVG COV and MIN AVG COV [13, 14]. The region
of interest is divided into 𝑛 × 𝑛 grids, and an 𝑛2 × 𝑛2 matrix is
used to represent the detection probability between any two
grids. Each grid 𝑔 is scored by accumulating the probabilities
of all neighbor grids covered by a sensor centered at 𝑔. The
MAX AVG COV method chooses the highest score grid as
the candidate position to place the next sensor. After a sensor
is placed, the matrix is updated. The procedure continues
until all grids are covered.

The MAX AVG COV method scans all grids and com-
putes their scores. The time complexity to determine the
deploying location is 𝑂(𝑛4). In a large deploying area, the
computation overhead on scoring the grids is enormous.
In addition, reducing the grid size also generates high
computation overhead. Greedily placing the next sensor at
the location which can include themost uncovered space will
introduce many small isolated regions as shown in Figure 1
and each isolated region needs a sensor to cover it. To
prevent placing addition sensors on the tiny isolated regions,
the MIN AVG COV method is proposed. The candidate
uncovered grid to place the next sensor is the one which
can include minimum uncovered space. MIN AVG COV
method is proposed to prevent generating the isolated region,
but the cost is to deploy more sensors. Xu and Sahnialso
proposed a greedy method as the MIN AVG COV but using
the integer linear programming formulation to find the
minimum cost position for deploying of sensors [15] with
heterogeneous sensors.

Wu et al. proposed a DT-Score algorithm [16] which
utilizes the Delaunay triangulation to determine the location
for placing sensors. The DT-Score algorithm consists of two
phases. In the first phase, the sensors are placed along the
contour of the boundary and the obstacles to eliminate the
coverage holes are generated near them. All grids in the
region of interest are scanned to identify the contours of the
obstacles. The time complexity of this phase is 𝑂(𝑛2). The
second phase is to refine the deployment. New candidate
positions to place sensors are the centers of the circumcircle
of all triangles generated through the Delaunay triangulation
algorithm. All candidate points are scored, and the next
sensor is placed at the location which gets the most coverage
gains.TheDelaunay triangulation algorithm is applied to add
vertices one by one continuously to include the uncovered

Area covered by sensor

An isolated region

Figure 1: The generated isolated regions in greedy deployed meth-
ods.

space so that the time complexity to triangulate the graph is
𝑂(𝑚
3
). The 𝑚 is the number of sensors deploying along the

contour of obstacles. After that theDT-Score algorithmneeds
𝑂(𝑛
2 log 𝑛) time complexity to obtain the candidate location

for the placing sensors. The procedure is repeated until the
predefined number of deployable sensors is reached.

At first, the DT-Score algorithm computes the cen-
ters of the circumcircles of the triangles generated by the
Delaunay triangulation algorithm as the candidate positions.
The center of the circum-circles with maximum radius is
the position to place the next sensor. It also generates
multiple scattered isolated regions as the MAX AVG COV
method. The sensors placed near the obstacles only slightly
moderated this problem. Therefore, Dhillon et al. also pro-
posed the MIN AVG COVmethod for reducing the isolated
regions. The MIN AVG COV method always places the
next sensor at the location which includes the least uncov-
ered space. The number of deployed sensors is also worse
than MAX AVG COV. However, it gives the motivation to
improve the deterministic deploying methods. If sensors can
be added one by one from the periphery of the uncovered
space, the probability to generate an isolated region will be
reduced. It is similar to the strategy of playing a Jigsaw puzzle
game. A similar method is proposed in [17] by considering a
different coverage ratio.

3. The Jigsaw-Based Sensor
Placement (JSP) Algorithm

3.1. Basic JSP Algorithm. Assume all sensors have the same
sensing radius 𝑅. 𝑉 is the set containing all uncovered grids
in the region of interest. The set 𝐵 ∈ 𝑉 includes all boundary
grids. Similar to the MAX AVG COV method, the region of
interest is divided into 𝑛 × 𝑛 grids. Each grid 𝑃

𝑖𝑗
is initially

assigned a token 𝑇 which is used for computing the score of
each grid. The value of 𝑇 is set as

𝑇 (𝑃
𝑖𝑗
) = {

0, otherwise
1, 𝑃
𝑖𝑗
∈ 𝐵,

{𝑖, 𝑗} = [1 ⋅ ⋅ ⋅ 𝑛] . (1)
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(1) 𝑉: The set of uncovered grids
(2) 𝐵: The set of the boundary grids
(3) 𝑃∗: The highest score grid
(4) 𝑇(𝑃

𝑖𝑗
): Token of a grid point

(5) 𝑅: Sensing radius of a sensor node
(6) //Initial
(7) For all 𝑃

𝑖𝑗
∈ 𝑉

(8) If 𝑃
𝑖𝑗
∉ 𝐵 then

(9) set 𝑇(𝑃
𝑖𝑗
) = 0

(10) Else
(11) set 𝑇(𝑃

𝑖𝑗
) = 1, add 𝑃

𝑖𝑗
into 𝐵

(12) End

(13) //Scoring
(14) Do while 𝑉 is not empty
(15) Use (2) to compute the score of 𝑃

𝑖𝑗
∈ 𝑉

(16) Get the highest score 𝑃∗ and place a sensor in it, remove 𝑃∗ from 𝑉

(17) For all 𝑃
𝑖𝑗
∈ 𝑉

(18) Case: 

𝑃
∗
𝑃
𝑖𝑗






< 𝑅

(19) Set 𝑇(𝑃
𝑖𝑗
) = 0

(20) Remove 𝑃
𝑖𝑗
from 𝑉

(21) Case: |𝑃∗𝑃
𝑖𝑗
| = 𝑅

(22) Set 𝑇(𝑃
𝑖𝑗
) = 1

(23) Add 𝑃
𝑖𝑗
into 𝐵

(24) End
(25) If 𝑃

𝑖𝑗
∉ 𝑉

(26) Remove 𝑃
𝑖𝑗
from 𝐵

(27) End

Algorithm 1: The scoring algorithm of the JSP.

Let𝐶
𝑖𝑗
be the set containing all grids which are covered by

the sensor centered at 𝑃
𝑖𝑗
. Thus, the grids 𝑃

𝑥𝑦
included by 𝐶

𝑖𝑗

must satisfy |𝑃
𝑥𝑦
𝑃
𝑖𝑗
| < 𝑅. The score of 𝑃

𝑖𝑗
is the accumulated

tokens of the grids in 𝐶
𝑖𝑗
. We can represent it as

𝑆 (𝑃
𝑖𝑗
) = ∑

∀𝑃𝑥𝑦∈𝐶𝑖𝑗

𝑇 (𝑃
𝑥𝑦
) , {𝑥, 𝑦} = [1 ⋅ ⋅ ⋅ 𝑛] . (2)

And the next candidate grid to place a sensor will be the one
which has the highest score:

𝑃
∗
= max {𝑆 (𝑃

𝑖𝑗
)} . (3)

After placing a sensor at the grid 𝑃∗, the grids 𝑔 ∈ 𝐶
𝑖𝑗

are removed from 𝑉. The set 𝐵 is also updated for refreshing
the boundary. The deploying procedure continues until all
elements in 𝑉 are exhausted. The scoring algorithm is given
in Algorithm 1.

The time complexity of JSP is also proportional to the
number of grids. Let the grid size be 𝑔2. All grids in 𝑉 need
to be scored. Each grid requires scanning the rectangle that
includes the sensing area of a sensor to accumulate the tokens.
The rectangle is (𝑅2/𝑔2) ∈ 𝑂(𝑅2) area. The initial number of
grids in set𝑉 is 𝑛×𝑛 and decreases after sensors are deployed.
The average grid decreasing rate in𝑉, denoted as 𝛿, is ranged
from 1 to 𝑅2/𝑔2. The time complexity can be represented as

the recursive relation, 𝑇(𝑛2).The time complexity is𝑂(𝑛4𝑅2).
Consider the following:

𝑇 (𝑛
2
) = 𝑇 (𝑛

2
− 𝛿) + 𝑛

2
(𝑅
2
)

𝑔
2

= 𝑇 (0) + (𝑛
2
− (

𝑛
2

𝛿

)𝛿)

(𝑅
2
)

𝑔
2
+ ⋅ ⋅ ⋅ + (𝑛

2
− 2𝛿)

×

(𝑅
2
)

𝑔
2
+ (𝑛
2
− 𝛿)

(𝑅
2
)

𝑔
2
+ 𝑛
2
(𝑅
2
)

𝑔
2

= (

𝑛
2

2𝛿

)(𝑛
2
(𝑅
2
)

𝑔
2
) ∈ 𝑂(𝑛

4
𝑅
2
) .

(4)
A little example is given in Figure 2 to show the operation

of the JSP algorithm. Initially, all boundary grids are set to 1
and others are set to 0 as shown in Figure 2(a). Next, each grid
is rescored according to the number of included boundary
grids if a sensor is placed in it. As the grid (4, 3) in the
Figure 2(b), it includes the boundary grids (1, 2), (1, 3), (1, 4),
(1, 5), and (1, 6). So, its score is 5 (note that a grid is counted
as included if more than two-thirds of the grids are covered
by the sensor). Figure 2(b) shows that four grids (3, 3), (6, 3),
(3, 6), and (6, 6) have the highest score 9, and the first one (3,
3) is selected as the next candidate position to place a sensor.
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Figure 2: An example of the JSP algorithm.
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Figure 3: The rescoring area after a sensor node deployed.

As a sensor is placed at (3, 3), the grids covered by sensor
is marked covered. The boundary grids covered by sensor
is removed, and the grids located on the edge of the sensor
coverage will be marked as new boundary grids as shown
in Figure 2(c). Then, all uncovered grids will be re-scored as
shown in Figure 2(d).The selected grid with the highest score

is the (3, 6). After the next sensor is placed, covered grids are
marked and new boundary grids are selected as shown in the
Figure 2(e). This procedure is performed until all grids are
covered. In this example, the final positions to place sensors
will be (3, 3), (6, 3), (3, 6), and (6, 6).

3.2. Improved JSP Algorithm. In Algorithm 1, all grids in the
set 𝑉 are scanned to update the score value after a sensor 𝑆
is deployed. However, only those grids near the deployed 𝑆
need to be rescored instead of all grids in 𝑉. As the example
in Figure 3, the sensor 𝑆 is placed at the grid 𝑋. Those grids
covered by 𝑆 set their scores to zero.The grids in the coverage
edge of 𝑆 become the new boundary. The uncovered grid
whoseminimumdistance to the boundary grids is less than𝑅
should update its score.The grids to refresh their score will be
the ones whose locations are within the circle 𝐶out centered
at grid 𝑋 with radius 2𝑅 but not in the circle 𝐶in centered
at grid 𝑋 with radius 𝑅. The area size is 3𝑅2𝜋. To simplify
the computation, the area included by the rectangle center at
𝑋 bound to the circle 𝐶out but not included in the rectangle
center at 𝑋 with edge length √2𝑅 is scanned and thus, the
scan areawill be (2𝑅)2−((√2/2)𝑅)2 = 3.5𝑅2.Therefore,𝑇(𝑛2)
can be represented as

𝑇 (𝑛
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(1) 𝑉: the set of uncovered grid points
(2) 𝐵: the set of the boundary grid points
(3) 𝑉∗: the set of uncovered grid points within the circle centered at 𝑃∗
(4) 𝑃∗: the grid with maximal score
(5) //initial
(6) For all 𝑃

𝑖𝑗
in 𝑉 {

(7) If 𝑃
𝑖𝑗
is not a boundary point then

(8) set 𝑇(𝑃
𝑖𝑗
) = 0

(9) Else
(10) set 𝑇(𝑃

𝑖𝑗
) = 1, add 𝑃

𝑖𝑗
into 𝐵

(11) }
(12)
(13) //scoring
(14) Computes the 𝑆(𝑃

𝑖𝑗
) of each 𝑃

𝑖𝑗
in 𝑉 according to (2)

(15) Use maximal heap tree to maintain sorting results of 𝑆(𝑃
𝑖𝑗
) in 𝑉

(16) Place the sensor at 𝑃∗
(17) Do While (𝑉 is not empty) {
(18) For all 𝑃

𝑖𝑗
in 𝑉∗ {

(19) Case: 

𝑃
∗
𝑃
𝑖𝑗






< 𝑅

(20) Set 𝑇(𝑃
𝑖𝑗
) = 0

(21) Remove 𝑃
𝑖𝑗
from 𝑉

(22) Case: 

𝑃
∗
𝑃
𝑖𝑗






= 𝑅

(23) Set 𝑇(𝑃
𝑖𝑗
) = 1

(24) Add 𝑃
𝑖𝑗
into 𝐵

(25) }

(26) Remove the 𝑃
𝑖𝑗
from 𝐵 if 𝑃

𝑖𝑗
is not in 𝑉

(27) Computes the 𝑆
𝑖𝑗
of each 𝑃

𝑖𝑗
in 𝑉∗ according to (2)

(28) Re-heap maximal heap tree, Place the sensor at 𝑃∗
(29) }

Algorithm 2: The enhanced JSP algorithm.

By limiting the area to update score, JSP can effectively
reduce the time complexity from 𝑂(𝑛

4
𝑅
2
) to 𝑂(𝑛2𝑅4). The

time complexity is 𝑂(𝑛2) which is better than 𝑂(𝑛2 log 𝑛)
of the DT-Score [16]. We will prove that JSP can use fewer
numbers of deployed sensors than the DT-Score method in
the simulation section. The enhanced JSP algorithm is given
in Algorithm 2.

4. Simulation Results

This section shows the simulation results. The proposed
JSP method is implemented using the C++ program. The
MAX AVG COV method [13, 14], and the Delaunay tri-
angulation method [16, 17]. The MAX and DT represent
the MAX AVG COV method and the Delaunay triangula-
tion method in the following figures. The MIN AVG COV
method is not compared because its result is worse than that
of the MAX AVG COV method. The evaluation methods
include the number of deployed sensors, effective coverage ratio
(ECR), and distribution of incremental coverage area (ICA).

The number of deployed sensors evaluates the efficiency of
a deterministic deploying method when the size of region
of interest is fixed. The method using fewer sensors to
cover the region of interest is more efficient. The effective
coverage ratio is the ratio that the maximal coverage area

generated by all deployed sensors over the area of the region
of interest.Themethod which generates less overlapping area
between sensors will have small ECR. The ECR = 1 is
the ideal case implying no overlapping on sensing area. In
the real world, the circle-like sensing area of sensor must
be overlapping with others. ECR = 1 can only be used as
the reference value to evaluate the deploying methods. The
ICA is the area which is covered for first time after S has
been placed. The results are represented as the percentage
of the sensing area of a sensor. There are ten scales to
evaluate this area size. They are 0%–10%, 10%–20%,. . ., and
so on. The distribution of ICA can evaluate the deploying
efficiency.

4.1. Environment Setup. In our simulation, the region of
interest is 400m × 400m. The grid size is 1m2. Three
scenarios are simulated as shown in Figure 4. The first
scenario is an open-space. No obstacle is in the region of
interest. The second scenario has a 200m × 200m rectangle
obstacle in the center of the region of interest, and the third
scenario has multiple obstacles irregularly placed in it. In
each scenario, sensors with sensing radius 20m, 30m, 40m,
and 50m are simulated. The sensing coverage of each sensor
is assumed to be a perfect circle. The deploying procedure
finishes when all grids in the simulation area are covered.
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Figure 4: The simulation scenarios.
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Figure 5: The number of deployed sensors in both scenarios.
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Figure 6: The effective coverage ratio.

4.2. Numerical Results. Figure 5 shows the number of sensors
deployed to cover the whole space. The OPT represents the
ideal case which simply divides the whole area size of the
region of interest by the coverage area of a sensor. Because
the sensing area of a sensor is a circle, the coverage areas of
sensors must be overlapped. Thus, no method can use the
same number of sensors to cover the whole region of interest
as the OPT method. The OPT method is used as the lower
bound of the number of deployed sensors.

In both simulated scenarios, the MAX method deploys
most numbers of sensors to cover the whole space. This
method introduces many small isolated regions when it
greedily searches the position which can cover the largest
uncovered space to place the next sensor. Thus, additional
sensors are placed to cover those isolated regions. Increasing
the sensing radius does not change the situation of the MAX

method. The MAX method still has the worst result in any
kind of sensor radius. More than 200 sensors are used to
cover the whole space when sensing radius is 20m in both
scenarios.

The number of deployed sensors in the DT method is
slightly better than the MAX method in both scenarios. The
number of sensors of the DT method is less than the MAX
method about 5% to 12% in the open-space scenario and
about 10% to 20% in the obstacle scenario. Sensors in DT
method are initially deployed along the contour of the region
of interest.TheDTmethodneeds to add sensors one by one to
cover the whole regions. The next location to add a sensor is
the center of the circum-circle of the triangulation with the
largest radius. Therefore, DT method is also similar to the
MAX method that greedily places the next sensor to cover
the maximum number of uncovered grids. However, placing
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Figure 7: Distribution of ICA in open-space scenario.

the sensors along the boundaries of the obstacles prevents
overlapping near the boundary of region and the obstacles.
Thus, the results of DT method are better than those of the
MAX method.

The JSP method exhibits better results than the MAX
and DT methods in both scenarios. The number of deployed
sensors of the JSP method is less than the MAX method
about 34%–36% in the open-space scenario and about 28%–
39% in the obstacle scenario. JSP also greedily includes the
uncovered spaces, but it prevents dividing the uncovered
space into isolated regions. In the open-space with sensing
radius 20m, JSP only needs 150 sensors to cover the whole
space. The number of deployed sensors in the JSP method is
about 1.5 times of the sensors used in the OPT method. In
the obstacle scenario, the number of deployed sensors is still
less than twice of that in OPT. The scenario with multiple
obstacles is similar to the center obstacle scenario. More

obstacles will also increase the initial deployed sensors of the
DT method. More sensors are placed in the contour of the
obstacles. As the sensing radius increases, theDTmethod still
needs deployed sensors to enclose the obstacles. Therefore,
the number of deployed sensors is close to that in the results
of the MAX method.

Figure 6 shows the results of the ECR. The ECR of the
OPT method is 1 which is the lower bound. The ECR of the
MAX method is higher than 2.2 in both scenarios. In the
obstacle scenario with sensing radius 50m, the ECR of MAX
is 3. This result implies that increasing the sensing radius
generatesmore overlapping between sensors.When the space
is divided into multiple isolated regions, large sensing radius
will worsen the ECR. The ECR of the DT method is 2 in
both scenarios. Placing sensors aside, the contour reduces
the overlapping coverage near the boundary and obstacles.
The ECR of JSP is less than 1.8. It can suppress the ECR
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Figure 8: Distribution of ICA in central obstacle scenario.

even increasing the sensing radius. In the scenario ofmultiple
obstacles, the ECR of DT method in the cases of sensing
radius 40m and 50m is worse than the MAX method. Large
radius causes the initial deployed sensors which enclosed the
obstacles to severely overlap their sensing areas with others.
Therefore, the ECR is worse than the MAX method.

The distribution of ICA in the open-space scenario is
shown in Figure 7. In theMAXmethod, the deployed sensors
with ICA less than 20% sensing area are 40%–50% and the
number of sensors with ICA more than 90% sensing area is
20%–40% as shown in Figure 7(a). The percentage of sensors
with high ICA decreases when the length of sensing radius
increases. It is related to the results in Figure 5. The MAX
method deploys many sensors to cover the isolated regions.

The DT method improves the ICA but still many sensors
are deployed to cover the small regions. The 25%–35%
deployed sensors have their ICA less than 20% sensing

area and 40%–50% sensors have their ICA more than 80%
sensing area. Greedily placing the next sensor at the center
of the circum-circle of the triangle with maximum radius
introduces isolated regions as the MAX method. Deploying
sensors near the contour of obstacles only moderates the
problem suffered by the MAX method.

For the JSP, approximating 70% deployed sensors have
their results on ICA more than 80%. The percentage of the
deployed sensors with ICA smaller than 20% is less than
10% in all simulated sensing radii. The fluctuation of the
ICA distribution is less than 10% when the sensing radius
increases. The ICA with 70%–80% dominates the major
portion of the deployed sensors. The results imply that JSP
algorithm prevents deploying a sensor for covering a tiny
uncovered space.

Figure 8 shows the ICA in the obstacle scenario. The
distribution is similar to Figure 7. In all compared methods,
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Figure 9: Distribution of ICA in multiple obstacles scenario.

the distribution of ICA has explicit fluctuations when sensing
radius is more than 40m. Large sensing radius includes more
area occupied by the obstacle.Thus, the distribution has great
variation. However, the JSP and the MAX can still retain
the distribution trend as shown in Figure 7. For the DT
method, the obstacle limits the organization of the Delaunay
triangulations. Therefore, the DT method exhibits different
ICA distribution.

Figure 9 shows the ICA of the scenario with multiple
obstacles. The MAX method and the JSP method still retain
the distributions as the Figures 7 and 8. However, the
distribution of the DT method has changed. Most of the
sensors are used to cover a tiny area.The deploying efficiency
of theDTmethod greatly decays in the scenariowithmultiple
obstacles.

5. Conclusions

This paper proposed a Jigsaw-based sensor deploying (JSP)
algorithm for wireless sensor network. Sensors are placed at
the periphery of the region of interest. The JSP method pre-
vents dividing the uncovered space into isolated regions and
uses fewer numbers of sensors to cover the whole region of
interest. The time complexity of the enhanced JSP algorithm
is 𝑂(𝑛2𝑅4) which is better than that in MAX AVG COV
and not worse than the DT-Score method. The number
of deployed sensors of the JSP method is less than the
MAX AVG COVmethod about 34%–36% in the open-space
scenario and about 28%–39% in the obstacle scenario. The
effective coverage ratio of JSP is less than 1.8 instead of
more than 2 in the DT-Score and the MAX AVG COV.
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The distribution of incremental coverage area (ICA) is close
to normal distribution. Sensors are not deployed to cover tiny
regions.
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In wireless sensor networks (WSN), sensor deployment is one of the main topics for enhancing the sensor’s coverage rate. In
this paper, by modifying updating equation of onlooker bee and scout bee of original artificial bee colony (ABC) algorithm, a
sensor deployment algorithm based on the modified ABC algorithm is proposed. Some new parameters such as forgetting and
neighbor factor for accelerating the convergence speed and probability of mutant for maximizing the coverage rate are introduced.
Simulation results showed that comparing with the deployment method based on original ABC and particle swarm optimization
(PSO) algorithm, the proposed approach can achieve a better performance in coverage rate and convergence speed while needing
a less total moving distance of sensors.

1. Introduction

Integrating with sensor technology, distributed information
process, embedded technology, wireless communication and
microelectronic technique, and so forth, wireless sensor net-
works (WSN) have become active fields of research. Because
of their advantages in low energy consumption, distributed
self-organization ability, WSN are extensively used in fields
such as target tracking, environmentmonitoring andnational
defense, and underwater detecting [1, 2].

Due to its relation with energy saving, connectivity, and
network reconfiguration, coverage is an important issue in
WSN. It mainly addresses how to deploy the sensors to
achieve sufficient coverage of the service area so that each
position in the service area is monitored at least by one
sensor. A good coverage is indispensable for the effectiveness
of WSN. An efficient deployment of sensors will reduce
the configuration and communication consumption of the
network and improve the resource management; thus sensor
deployment becomes a substantial work [3, 4].

Sensor deployment algorithms can be divided into static
or dynamic ones. In some cases such as underwater, battle-
field, and abominable environmentwhere it is hard to arrange

sensors manually, only dynamic deployment approaches can
be applied. In dynamic deployment, sensors are initially
located with random coordinates and can change their posi-
tions by using their knowledge of other’s positions and other
information collected. In order to increase the coverage rate
of the whole network, many approaches have been proposed
for dynamic node deployment, such as potential [5], virtual
force [6–8], Voronoi diagram [9], and bionic intelligence
algorithm [10–16].

In fact, the object of sensor deployment is to seek an
optimal sensor placement, which has a resemblance on the
bionic intelligence algorithm. Bionic intelligence algorithms
are inspired by the social behavior of different animals or
species and have become a research of interest in different
domains for solving complex optimization problems. In order
to ensure the effectiveness and the quality of the WSN,
bionic intelligence and swarm intelligence algorithms are
introduced in sensor deployment, for instance, the genetic
algorithm (GA) [10], the particle swarm optimization (PSO)
[11–13], the ant colony optimization (ACO), the glowworm
(GSO) [14], and so forth. Among which, ABC-based deploy-
ment algorithm has been proved to be competitive with some
conventional optimization algorithms [15, 16].



2 International Journal of Distributed Sensor Networks

Based on the foraging behavior of honey bee swarms,
ABC algorithm was proposed to optimize multivariable
and multimodal continuous functions. It is found several
applications in electrical engineering, mechanical and civil
engineering areas, electronics, software and control engi-
neering areas, image processing area, and so forth [17]. The
original ABC algorithm, however, has low convergence speed
and is easily trapped into the local optimum when solving
complex multimodal problems. Therefore, a few modified
versions were proposed by many researchers to improve it
[18–23].

In this paper, a sensor deployment algorithm based
on modified ABC algorithm called FNF, (forgetting and
neighbor factor)-BL (backward learning) ABC algorithm is
proposed. In order to have a better coverage and a faster
convergence speed, the onlooker bee phase and the scout
bee phase of the ABC algorithm have been modified. In
onlooker bee phase, a modification called FNF, which intro-
duced forgetting factor and neighbor factor into the original
equation, is adopted. The scout bee phase is all new designed
by changing the original method into the BL method.

The rest of this paper is organized as follows: original
ABC algorithm and its application in sensor deployment
algorithm are described in Section 2; our modifications of
ABC algorithm are presented in Section 3; experiment results
and analysis are shown in Section 4; some conclusions are
drawn and our future works are discussed in Section 5.

2. ABC Algorithm and Its Application in
Deployment

2.1. ABC Algorithm. In ABC algorithm, the colony of arti-
ficial bees consists of three groups of bees: employed bees,
onlooker bees, and scout bees. The food searching of bees
is collectively performed by these three kinds of bees. The
employed bees search the food around the food sources in
their memory and deliver the food information, such as the
fitness value, to the onlooker bees. The onlooker bees select
good food sources from this information and search the food
around the selections for a better one. The scout bees are
translated from a few employed bees, which abandon their
food sources and search new ones. Each cycle of the searching
consists of three phases, as describe below.

At initiation, food sources are randomly generated by:

𝑥
𝑖𝑙
= 𝑥

min
𝑙
+ (𝑥

max
𝑙
− 𝑥

min
𝑙
) × rand (0, 1) , (1)

where 𝑥max
𝑙

and 𝑥min
𝑙

are the lower and upper bounds of the
position and rand(0, 1) is the random number in the interval
(0, 1).

Then at the employed bee phase (first phase), a neighbor
of the current food source 𝑘 is randomly selected for the
employed bee and then a new solution is produced, and its
fitness value is calculated. For each employed bee, a candidate
food source solution from the previous one is generated by:

𝑉
𝑖𝑙
= 𝑥
𝑖𝑙
+ rand (−1, 1) × (𝑥

𝑖𝑙
− 𝑥
𝑘𝑙
) , (2)

where 𝑙 ∈ {1, 2, . . .𝑀},M is the number of variables (problem
dimension) to be optimized, 𝑖, 𝑘 ∈ {1, 2, . . . 𝐽}, and 𝑖 ̸= 𝑘, 𝐽 is

the number of employed bees (the number of food sources),
and rand(−1, 1) is a random number between (−1, 1).

After comparing the fitness value of the new food
source (solution) with the previous one, the employed bee
memorizes the one which has higher fitness value. After
all employed bees complete the searching procedure, they
translate the fitness values of the food sources (solutions) and
their positions information to the onlooker bees in the hive.

At the onlooker bee phase (second phase), for each
onlooker bee, a food source is inherited depending on
the probability value associated with that food source, 𝑝

𝑖
,

calculated by:

𝑝
𝑖
=

fitness (x
𝑖
)

∑
𝑆

𝑖=1
fitness (x

𝑖
)

. (3)

After an onlooker bee reaches a food source, it looks for a
new source within the neighborhood of the previous one and
memorizes the food sources according to their fitness value.
Theupdate process used in the onlooker bee phase is the same
as that in the employed bee phase, refering to (2). The main
distinction between the employed bee phase and the onlooker
phase is that every solution in the employed bee phase
involves the update process, but only the selected solutions
depending on the probability value have the opportunity to
update in the onlooker bee phase.

The selection of the scout bee is controlled by a control
parameter called “limit,” which is a predetermined number
of trials. If a solution representing a food source cannot be
improved by the number of “limit,” the source is considered
to be exhausted and then the employed bee of this food source
becomes a scout. The position of the abandoned food source
is replaced with a random search by (1). So “limit” controls
the selection of the scout bee and the qualities of solutions.
This is the final phase of the ABC algorithm.

These three phases are repeated until the value of cycle is
up to maximum cycle number (MaxCycle).

2.2. ABC Algorithm in Deployment Problem. The object of
sensor deployment algorithm is to determine an optimum
sensor distribution in an area of interest. So applying ABC
algorithm into sensor deployment problem is possible. For
each sensor in WSN there is a sensing range, which indicates
the sensing ability of the sensor, and a communication range,
which refers to the longest distance through which two
sensors can exchange information with each other.These two
ranges restraint the performance of a deployment algorithm.
In this paper, there are three assumptions: first, sensing radius
of the sensors indicating the sensing ability is same; second,
all of the sensors are interconnected; and finally, all of the
sensors can move. Table 1 shows the relationship between
the parameters in ABC algorithm and the problem of sensor
deployment. Notice that in this paper the coverage rate is
set as the reciprocal of the fitness of food source fitness. So
the optimum sensor distribution corresponds to the lowest
fitness. Simulation results in [16] have verified that the ABC
algorithm is more successful than the PSO algorithm for the
dynamic deployment problem of WSN using a probabilistic
detection model. Deployments found by ABC are better than
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Table 1: Corresponding parameters in ABC algorithm and sensor
deployment.

ABC algorithm Sensor deployment problem
Solution of a food source Sensor distribution
M dimensions in each solution M sensors’ coordinate
Fitness of the solution Coverage rate of interest area
Lowest fitness Optimum sensor distribution

those by PSO for all of the 30 independent runs which are
started with the same initial deployment in that literature.

3. Modified ABC Algorithm and Its
Application in Deployment

In sensor deployment, coverage and convergence are very
important issues. In order to achieve the higher coverage
rate and faster convergence speed, two modifications are
introduced in our FNF-BL-ABC-based approach.

3.1. Modification in Onlooker Bee Phase. The original food
source updating mechanism is calculated by (2). Because of
the neighbor food source is randomly chosen, the fitness
of the neighbor food source may be higher, which means
the sensors distribution is worse than the current one. In
addition, the updating equation remains unchanged as the
iteration processes. Thus, this original updating mechanism
cannot help bee to find the optimum food sources effectively,
which results in low speed of achieving the optimumsolution.
In order to accelerate the whole procedure, two parameters
named forgetting factor and neighbor factor [22] are intro-
duced into (2):

V
𝑖𝑙
= 𝜂 × 𝑥

𝑖𝑙
+ 𝜏 × rand (−1, 1) × (𝑥

𝑖𝑙
− 𝑥
𝑘𝑙
) , (4)

where 𝜏 is the forgetting factor and 𝜂 is the neighbor factor.
Among these two parameters, the value of 𝜂 is related to

the fitness of neighbor food source. The variation tendency
of the value of neighbor factor is increased to prevent the
global searching ability from being lost. The neighbor factor
𝜂 can strengthen or weaken the relation between present and
neighbor food source. The forgetting factor 𝜏 stands for the
intension of present food source memory when searching
for the next food source. In order to fully use the neighbor
information and find the global best, the forgetting factor is
dynamically decreased as

𝜏 = 𝜆 × 𝑤
𝜏
. (5)

The value of neighbor factor 𝜂 is related to the fitness of
neighbor food source as in

𝜂 = 𝜆 × 𝑤
𝜂
. (6)

In (5) and (6), when the fitness value of neighbor food
source is lower than the present one, 𝜆 > 1; when the fitness

value of neighbor food source is bigger than the present one,
𝜆 < 1. Consider

𝑤
𝜂
= 𝑤
4
− (

maxcycle − iter
maxcycle

)

𝛼

∗ (𝑤
4
− 𝑤
3
) , (7)

𝑤
𝜏
= 𝑤
1
+ (

maxcycle − iter
maxcycle

)

𝛽

∗ (𝑤
2
− 𝑤
1
) . (8)

In (7) and (8), 𝑤
1
, 𝑤
2
, 𝑤
3
, and 𝑤

4
are constants. The interval

of 𝛼 and 𝛽 is [0.8, 1] and [1, 1.2]. The parameter 𝑤
𝜂
becomes

larger from 𝑤
3
to 𝑤
4
, and 𝑤

𝜏
is reduced from 𝑤

2
as 𝑤
1
with

the iteration goes.

3.2. Modification in Scout Bee Phase. In original ABC algo-
rithm, the work of scout bee is to abandon the food source
remaining unchanged by the “limit” time and randomly
generating a food source for avoiding trapping into local
optimum. The scout bee transforms to employed bee. The
performance of deployment algorithm is affected by the
parameter “limit.” In order to reach a high coverage rate, the
value of “limit” is important. However, it needs numerous
experiments to find an appropriate value. Thus, a modifi-
cation called backward learning [20] is introduced into the
ABC algorithm. This approach can be described as shown in
Pseudocode 1.

The following equation can calculate the value of proba-
bility of mutant (PM):

PM = 0.01 + 0.1 × (2 − 𝑒iter∗ln 2/maxcycle
) . (9)

The backward learning strategy can be expressed as

V
𝑖𝑙
= 𝑥
𝑤𝑙
+ 𝑥
𝑏𝑙
+ rand (0, 1) × 𝑥

𝑖𝑙
, (10)

where 𝑥
𝑤
, and 𝑥

𝑏
are the worst and best quality food source.

Record V
𝑖
if it is better than 𝑥

𝑖
.

4. Simulation Results

PSO and ABC are two most popular swarm intelligence
algorithms; they both simulate the collective behavior of
decentralized, self-organized systemss and have many idea in
common, so in many research work the simulation results
of ABC algorithm are compared with those of the PSO
algorithm, which is also taken in this paper.

In this section, PSO algorithm and its parameters are
first presented in detail, followed by explanations how the
parameters in our proposed algorithm are chosen. Two sets
of simulations are made to verify the effectiveness of the
proposed approach. The first is an ideal case in a square
room; the second is in a general room with obstacles. Three
kinds of approaches, which are original ABC-based, FNF-BL-
ABC-based, and PSO-based deployment, are compared. To
guarantee the comparability between them, the experimental
circumstances are identical consisting of the initial deploy-
ment and iteration time.
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For 𝑖 = 1 : 𝑛 (𝑛 stands for the number of food source)
If rand < probability of mutant (PM)

backward learning.
end

end

Pseudocode 1: Pseudocode of backward learning method.

4.1. Parameters Selection

4.1.1. Parameters Selection for PSO Algorithm. A standard
version of PSO is applied in the sensor deployment in [24]. In
PSO algorithm, several individuals are “evolved” by learning
the experience from their own and companions through
generation. Each individual is called “particle.” Each particle
also has a l-dimension space, which is similar to the food
source in the ABC algorithm. Each particle is also randomly
generated with (1).

The updating processing of the particle in PSO algorithm
is divided into two phases.

In the first phase, the velocity is calculated as

V
𝑖𝑙
= V
𝑖𝑙
+ 𝑐
1
∗ rand1 ( ) ∗ (𝑝

𝑖𝑙
− 𝑥
𝑖𝑙
)

+ 𝑐
2
∗ rand2 ( ) ∗ (𝑝

𝑔𝑙
− 𝑥
𝑖𝑙
) .

(11)

In the second phase, the position of the particle is updated
as (12)

𝑥
𝑖𝑙
= 𝑥
𝑖𝑙
+ V
𝑖𝑙
. (12)

There are some parameters that should be explained
in these equations: rand( ), rand1( ), and rand2( ) are three
numbers independently generated by the function “rand( )”
in MATLAB. 𝑝

𝑖𝑙
is the best position of the 𝑖th particle, and

𝑝
𝑔𝑙
is the best position of the particles in the neighbor of ith

particle. 𝑥
𝑖𝑙
is the 𝑖th particle’s position and V

𝑖𝑙
is its velocity.

Based on [13, 24, 25], 𝑐
1
and 𝑐
2
are two positive numbers

which can influence the performance of the algorithm and
are calculated by

𝑐
1
= 𝑐
1 max − (𝑐1max

− 𝑐
1min
) ∗

𝑡

gen
,

𝑐
2
= 𝑐
2 max − (𝑐2max

− 𝑐
2min
) ∗

𝑡

gen
,

(13)

where 𝑐
1 max, 𝑐1 min, 𝑐2 max, 𝑐2 min are parameters set to

change the performance of the algorithm. t is the iteration
times, and gen is the maximum iteration times.

In this paper, 11 combinations of 𝑐
1 max, 𝑐1 min, 𝑐2 max,

and 𝑐
2 min have been tried to improve the performance in

the optimizer processing. In this set of experiments, both
𝑐
1 min and 𝑐

2 min are invariable, equal to 1. The threshold of
velocity (max velocity) equals 6. The experiment results are
shown in Table 2. The eighth experiment, in which 𝑐

1 max
and 𝑐
2 max equal 3.4, has the best performance among the 11

combinations. Thus, in the comparison with FNF-BL-ABC

Table 2: Experiment results with different values of parameters in
PSO algorithm.

Combination Coverage rate
𝑐
1 max = 2 𝑐

2 max = 2 0.9035
𝑐
1 max = 2.2 𝑐

2 max = 2.2 0.8972
𝑐
1 max = 2.4 𝑐

2 max = 2.4 0.9059
𝑐
1 max = 2.6 𝑐

2 max = 2.6 0.9136
𝑐
1 max = 2.8 𝑐

2 max = 2.8 0.9136
𝑐
1 max = 3 𝑐

2 max = 3 0.9253
𝑐
1 max = 3.2 𝑐

2 max = 3.2 0.9369
𝑐
1 max = 3.4 𝑐

2 max = 3.4 0.9466
𝑐
1 max = 3.6 𝑐

2 max = 3.6 0.9460
𝑐
1 max = 3.8 𝑐

2 max = 3.8 0.9253
𝑐
1 max = 4 𝑐

2 max = 4 0.8910

and original ABC algorithm, the parameters in PSO are
chosen as 𝑐

1 max = 3.4, 𝑐
1 min = 1, 𝑐

2 max = 3.4, 𝑐
2 min = 1, and

the threshold of velocity (max velocity) = 6.

4.1.2. Parameter Selection for the Proposed Algorithm. As for
the proposed algorithm, there are three different sets of
parameters:

(i) 𝑤
𝑖
(𝑖 = 1, . . . , 4),

(ii) 𝜆,

(iii) 𝛼, 𝛽.

In this paper, we set 𝛼 = 0.8 and 𝛽 = 1.2 for the reason
that has been described in [21]. So a large number of tests have
beenmade for the first two parameter sets. Among all the tests
for 𝑤
𝑖
, the best 5 combinations are (1) 𝑤

1
= 𝑤
3
= 0.2 and

𝑤
2
= 𝑤
4
= 1.2; (2) 𝑤

1
= 𝑤
3
= 0.2 & 𝑤

2
= 𝑤
4
= 1.6; (3)

𝑤
1
= 𝑤
3
= 0.2 & 𝑤

2
= 𝑤
4
= 2.0; (4) 𝑤

1
= 𝑤
3
= 0.2 & 𝑤

2
=

𝑤
4
= 2.4; (5) 𝑤

1
= 𝑤
3
= 0.2 & 𝑤

2
= 𝑤
4
= 2.8. Among which,

the simulation results of combinations 2 and 3 are better in
convergence speed than the one 𝑤

1
= 𝑤
3
= 0.2 & 𝑤

2
= 𝑤
4
=

1.2 given in [21], while combination 4 and 5 have almost the
same performance as that in [21]. So in our simulations, we set
𝑤
1
= 𝑤
3
= 0.2 & 𝑤

2
= 𝑤
4
= 1.6, and this set of parameters

is used for choosing 𝜆. As for parameter 𝜆, after numerous
experiments, the best six sets are, from the best to the worst,
(1) 1.4 or 0.6; (2) 1.3 or 0.7; (3) 1.2 or 0.8 (which is used in [21]);
(4) 1.5 or 0.5; (5) 1.6 or 0.4; (6) 1.7 or 0.3 in (6) and (7), and
we choose (1) in our simulation for a better performance in
convergence speed.



International Journal of Distributed Sensor Networks 5

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

(a)

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

(b)

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

(c)

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

(d)

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

(e)

Figure 1: Sensor distribution: (a) initial, (b) 100 iterations, (c) 500 iterations, (d) 1000 iterations, and (e) 10000 iterations.
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Figure 2: Coverage rate comparison between FNF-BL-ABC, origi-
nal ABC, and PSO for an ideal room.

4.2. Simulations in an Ideal Room. In order to make the
simulation more reliable, the parameters such as the number
of sensors and their sensing radius are the same as those in
[16]. There are 100 mobile sensors in our simulation. The
sensing radius of each sensor 𝑟 is 7. The proportion of target
area is 100 × 100. The max cycle is 10000. The colony size
is 20. The run times are 20, and we calculate the average
to make the result more reliable and a higher robustness.
In the original ABC algorithm, there is a parameter called
“limit” which needs to be set, however, since the scout bee
phase is modified, we discard this parameter and the “limit”
is dispensable.

Figure 1 shows the distribution of initial, 100 iterations,
500 iterations, 1000 iterations, and 10000 iterations. From
these figures we can find that the proposed approach can
cover the entire area effectively.

The performance of original ABC-based, FNF-BL-ABC-
based and PSO-based deployment algorithm is compared
in Figure 2. Each algorithm is based on the same initial
deployment as in Figure 1.

As can be seen in Figure 2, at iteration 10000, the coverage
rate is 99.71% for the proposed FNF-BL-ABC approach,
which is larger than the 98.63% of the original ABC-based
one and 94.31% of the PSO-based one, which showed that the
proposed approach has better coverage rate than the other
two.Meanwhile, we can also find that proposed one has faster
convergence speed than the other two in Figure 2 and Table 3
and the effectiveness of the modifications is verified.

In (2), the first part is the information of the current food
source. The second part is the different information between
the current and neighbor food source, because the neighbor
is selected randomly, which means the fitness of them is not
considered. Moreover, the iteration number of times is also
ignored by the food source updating process. These aspects

Table 3: Deployment results comparison between 3 algorithms at
some iterations.

Number of iterations 100 500 2000 5000 10000
FNF-BL-ABC 0.9095 0.9740 0.9897 0.9945 0.9971
Original ABC 0.9184 0.9713 0.9826 0.9848 0.9863
PSO 0.7993 0.8097 0.8403 0.9215 0.9431

will reduce the convergence speed. Equation (2) is replaced by
(4). In (5) and (6), the values of 𝜏 and 𝜂 are associated with the
comparison between the fitness of the neighbor and current
food source.They are also affected by the iteration number of
times in (8) and (9).

In the later stage of the whole algorithm, each food
source has a better quality than before. However, some
or all of them may be lost in the local optimum. In (9),
the probability of mutant is increased with the process of
the algorithm. The original method in (1) is altered by the
backward learning method in (10). This backward learning
method, which replaces the original solution by its relative
solution, can acquire a better evaluation than the random
solution. This conclusion has been testified in [26]. For one,
the convergence speed can be increased immensely. For
other, the local optimum can be somewhat avoided. Thus,
the modified version of ABC algorithm can achieve a better
performance in convergence.

In the practical use of WSN, power consumption must
be considered, which is mainly in two ways: transmis-
sion/receive signal and movement. The energy consumption
in moving is related to the total moving distance of all nodes.
In our implement, we introduce the concept of “virtualmove,”
which means that sensors do not move at each step, but
move to the destination position after the final iteration only
once. We record the total moving distance for each sensor
from initial to final positions; for the original ABC-based
algorithm, the total moving distance is 5216.1 while, for the
proposed approach, the value is 3541.6. As for PSO-based
algorithm, since it hasworst coverage rate, we do not compare
itsmoving distance here.Thus, we canmake a conclusion that
the energy consumption of the proposed approach is better
than that of original ABC-based algorithm.

4.3. Simulations in a Room with Obstacles. In order to verify
the effectiveness of the proposed approach in general case,
there are two obstacle areas in the 100 × 100 room, each is
30 × 20, and there are 90 sensors to be placed in this room.
The parameters for each sensor are the same as those in
Section 4.1. Figure 3 shows the sensor distribution of initial
and after 10000 iterations for both the proposed approach and
the original ABC algorithm.

Because the performance of PSO algorithm is not good
in Figure 2, only the comparison between FNF-BL version
and original-ABC algorithm is provided here and shown in
Figure 4.

From Figure 4 we can find that the proposed approach
has higher coverage rate than original ABC. For this case
with obstacles, the total moving distance of all sensors is
3817.8 for the proposed approach and 4870.4 for the original
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Figure 3: Sensor distribution: (a) initial, (b) original ABC algorithm after 10000 iterations, and (c) FNF-BL-ABC algorithm after 10000
iterations.

ABC algorithm. These again showed that, in the case with
obstacles, the proposed approach has higher coverage rate
and less energy consumption than original one.

5. Conclusion

In this paper, in order to optimize the deployment of wireless
sensors, a modified ABC algorithm introducing forgetting
and neighbor factor in the onlooker bee phase and backward
learning in the scout bee phase is proposed. Simulation results
showed that the proposed modified ABC algorithm has
higher coverage rate and fast convergence alongwith less total

moving distance for sensor deployment in an area of interest.
It has revealed a better performance in solving this kind of
problem. In our future work, virtual force-based deployment
algorithmwill be introduced before the proposed approach is
applied to make the initial distribution of sensor less random
to accelerate the processing and to make it more practical.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.



8 International Journal of Distributed Sensor Networks

0 2000 4000 6000 8000 10000
0.8

0.82

0.84

0.86

0.88

0.9

0.92

0.94

0.96

0.98

1

Iteration

C
ov

er
ag

e r
at

e

Comparison of the performance in the case with obstacle

FNF + BL-ABC
Original ABC

Figure 4: Coverage rate comparison between FNF-BL-ABC and
original ABC for the room shown in Figure 3.

Acknowledgments

This work was supported by the Foundation for Distin-
guished Young Talents in Higher Education Guangdong,
China (Grant no. LYM10011), National Natural Science Foun-
dation of China (Grant no. 61201178), Scientific Project
of Guangdong (no. 2010B010600019), and United Foun-
dation Project of Guiyang University Guizhou (Grant no.
QianKeHeJ-LKG[2013]36).

References

[1] J. Zheng and A. Jamalipour, Wireless Sensor Networks: A
Network Perspective, IEEE Press, New Jersey, NJ, USA, 2009.

[2] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci,
“Wireless sensor networks: a survey,” Computer Networks, vol.
38, no. 4, pp. 393–422, 2002.

[3] J. Chen, E. Shen, and Y. Sun, “The deployment algorithms in
wireless sensor net works: a survey,” Information Technology
Journal, vol. 8, no. 3, pp. 293–301, 2009.

[4] M. Younis and K. Akkaya, “Strategies and techniques for node
placement in wireless sensor networks: a survey,” Ad Hoc
Networks, vol. 6, no. 4, pp. 621–655, 2008.

[5] A. Howard, M. J. Mataric, and G. S. Sukhatme, “Mobile
sensor network deployment using potential fields: a distributed,
scalable solution to the area coverage problem,” in Proceedings
of the 6th International Conference on Distributed Autonomous
Robotic Systems, pp. 299–308, Fukuoka, Japan, 2002.

[6] Y. Zou and K. Chakrabarty, “Sensor deployment and target
localization based on virtual forces,” in Proceedings of the 22nd
Annual Joint Conference of the IEEE Computer and Communi-
cations Societies (INFOCOM ’03), pp. 1293–1303, New York, NY,
USA, April 2003.

[7] X. Yu, W. Huang, J. Lan, and X. Qian, “A novel virtual
force approach for node deployment in wireless sensor net-
work,” in Proceedings of IEEE International Conference on
Distributed Computing in Sensor Systems (DCOSS ’12), pp. 359–
363, Hangzhou, China, 2012.

[8] X. Yu, W. Huang, J. Lan, and X. Qian, “A van der Waals force-
like node deployment algorithm for wireless sensor network,”
in Proceedings of the 8th International Conference onMobile Ad-
Hoc and Sensor Networks, pp. 218–221, Chengdu, China, 2012.

[9] G.Wang, G. Cao, and T. F. La Porta, “Movement-assisted sensor
deployment,” IEEE Transactions on Mobile Computing, vol. 5,
no. 6, pp. 640–652, 2006.

[10] D. Jourdan and O. L. deWeck, “Layout optimization for a wire-
less sensor network using a multi-objective genetic algorithm,”
in Proceedings of the 59th IEEE Vehicular Technology Conference
(VTC ’04), vol. 5, pp. 2466–2470, May 2004.

[11] X. Wang, S. Wang, and J. J. Ma, “An improved co-evolutionary
particle swarm optimization for wireless sensor networks with
dynamic deployment,” Sensors, vol. 7, no. 3, pp. 354–370, 2007.

[12] N. Kukunuru, B. Thella, and R. Davuluri, “Sensor deployment
using particle swarm optimization,” International Journal of
Engineering Science andTechnology, vol. 2, no. 10, pp. 5395–5401,
2010.

[13] Z. Li and L. Lei, “Sensor node deployment in wireless sensor
networks based on improved particle swarm optimization,”
in Proceedings of IEEE International Conference on Applied
Superconductivity and Electromagnetic Devices (ASEMD ’09),
pp. 215–217, Chengdu, China, September 2009.

[14] W. H. Liao, Y. Kao, and Y. S. Li, “A sensor deployment approach
using glowworm swarm optimization algorithm in wireless
sensor networks,” Expert Systems with Applications, vol. 38, no.
10, pp. 12180–12188, 2011.

[15] C. Ozturk, D. Karaboga, and B. Gorkemli, “Artificial bee
colony algorithm for dynamic deployment of wireless sensor
networks,”Turkish Journal of Electrical Engineering &Computer
Sciences, vol. 20, no. 2, pp. 255–262, 2012.

[16] C. Ozturk, D. Karaboga, and B. Gorkemli, “Probabilistic
dynamic deployment of wireless sensor networks by artificial
bee colony algorithm,” Sensors, vol. 11, no. 6, pp. 6056–6065,
2011.

[17] D. Karaboga, B. Gorkemli, C. Ozturk, and N. Karaboga, “A
comprehensive survey: artificial bee colony (ABC) algorithm
and applications,” Artificial Intelligence Review, 2012.

[18] W. Gao and S. Liu, “Improved artificial bee colony algorithm for
global optimization,” Information Processing Letters, vol. 111, no.
17, pp. 871–882, 2011.

[19] W. Gao, S. Liu, and L. Huang, “A global best artificial bee colony
algorithm for global optimization,” Journal of Computational
and Applied Mathematics, vol. 236, no. 11, pp. 2741–2753, 2012.

[20] A. Rajasekhar, A. Abraham, and M. Pant, “Levy mutated
artificial bee colony algorithm for global optimization,” in
Proceedings of IEEE International Conference on Systems, Man,
and Cybernetics (SMC ’11), pp. 655–662, Anchorage, Alaska,
USA, October 2011.

[21] H.Wang, “Improve artificial bee colony,” Computer Engineering
and Design, vol. 32, no. 11, pp. 3869–3872, 2011.

[22] X. Bi and Y. Wang, “Artificial bee colony algorithm with fast
convergence,” Systems Engineering and Electronics, vol. 33, no.
12, pp. 2755–2761, 2011.

[23] X. Yu and Z. Zhu, “A modified artificial bee colony algorithm
with its applications in signal processing,” International Journal



International Journal of Distributed Sensor Networks 9

of Computer Applications in Technology, vol. 47, no. 2-3, pp. 297–
303, 2013.

[24] Y. H. Shi and R. Eberhart, “A modified particle swarm opti-
mizer,” in Proceedings of IEEEWorld Congress on Computational
Intelligence (ICEC ’98), EvolutionaryComputationProceedings,
pp. 69–73, Anchorage, Alaska, USA, May 1998.

[25] R. V. Kulkarni and G. K. Venayagamoorthy, “Particle swarm
optimization in wireless-sensor networks: a brief survey,” IEEE
Transactions on Systems, Man and Cybernetics C, vol. 41, no. 2,
pp. 262–267, 2011.

[26] S. Rahnamayan,H. R. Tizhoosh, andM.M.A. Salama, “Opposi-
tion versus randomness in soft computing techniques,” Applied
Soft Computing, vol. 8, no. 2, pp. 906–918, 2008.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 482727, 11 pages
http://dx.doi.org/10.1155/2013/482727

Research Article
The Influence of Communication Range on
Connectivity for Resilient Wireless Sensor Networks Using
a Probabilistic Approach

Yuanjiang Huang, José-Fernán Martínez, Juana Sendra, and Lourdes López

Centro de Investigación en Tecnologı́as Software y Sistemas Multimedia para la Sostenibilidad (CITSEM),
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Wireless sensor networks (WSNs) consist of thousands of nodes that need to communicate with each other. However, it is possible
that some nodes are isolated from other nodes due to limited communication range. This paper focuses on the influence of
communication range on the probability that all nodes are connected under two conditions, respectively: (1) all nodes have the same
communication range, and (2) communication range of each node is a random variable. In the former case, this work proves that,
for 0 < 𝜀 < 𝑒−1, if the probability of the network being connected is 0.36𝜀, by means of increasing communication range by constant
𝐶(𝜀), the probability of network being connected is at least 1− 𝜀. Explicit function𝐶(𝜀) is given. It turns out that, once the network is
connected, it alsomakes theWSNs resilient against nodes failure. In the latter case, this paper proposes that the network connection
probability is modeled as Cox process. The change of network connection probability with respect to distribution parameters and
resilience performance is presented. Finally, a method to decide the distribution parameters of node communication range in order
to satisfy a given network connection probability is developed.

1. Introduction

Wireless sensor networks (WSNs) [1, 2] are a promising
technology nowadays.The use ofWSNs in numerous applica-
tions, such as forest monitoring, disaster management, space
exploration, factory automation, secure installation, border
protection, and battlefield surveillance, is emerging. WSNs
technology is the basis of future network “Internet ofThings”
(IoT) [3], which offers a vision where anyone can interact
with any addressable nodes (things or objects)—such as RFID
tags, sensors, and mobile phones—anywhere and anytime.
“Anywhere” suggests that any object is reachable from any
location. From the network topology point of view, every
node in WSNs should be able to, directly or through limited
number of intermediate nodes, connect to any other nodes.
This kind of network is called “connected network.” If the
network is still connected after removing at most 𝑘−1 nodes,
it is called 𝑘-connected network, where 𝑘 = 1, 2, 3, . . .. A

𝑘-connected network guarantees that at least 𝑘 different paths
are available for transmitting signals from one node to any
other nodes.

However, 𝑘-connected network is not always possible. In
WSNs, sensor nodes are usually deployed in the areas of inter-
est either randomly or according to a predefined distribution.
In this case, it is likely that some nodes are isolated from other
nodes.Therefore, the network connection is characterized by
probability. On the other hand, the resilient problem, which
indicates fault-tolerance capability in the presence of node
failure, is also important in the probabilistic network. Our
concern in this paper is the probability that the WSNs are a
connected network and network resilience against the node
failures.

Most of earlier studies focus on the model where each
node in a network is the same and, for example, has the same
communication range. However, WSNs nodes are usually
heterogeneous.The communication range of theWSNs node
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Figure 1: Different methods to connect nodes: (a) node connects 2 nearest neighbors; (b) node connects other nodes within its
communication range; (c) node connects other nodes with same probability 𝑃.

may vary fromonenode to another, and even communication
range of the same node may change over time. For instance,
in a wireless network, the transmission power required for
a node to reach another node is proportional to 𝑅𝛼, where
𝑅 is the transmission radius and 𝛼 is the loss constant
depending on the wireless medium of which typical value is
between 2 and 4 and may vary from devices to devices [4].
According to various wireless communication technologies,
communication range may vary from tens to thousands
meters, such as IEEE 802.11 (25–600m), Bluetooth (10–
100m), ZigBee (10–75m), HomeRF (50m), UWB (10m), and
WiMAX (1–50 km). Depending on how long nodes work,
residual energy of battery powered devices decreases over
time, so a node may try to shorten communication range
in order to save energy. Environments where nodes are
deployed, for example, indoor or outdoor, with or without
obstacle, result in communication range quite different due
to the interference, shadowing, fading, and pass loss [5].

This work concentrates on WSNs connection probability
for both heterogenous and homogenous networks in terms of
communication range. AssumingWSNs nodes are randomly
and uniformly distributed, two problems are addressed in
this paper: given a network where all nodes have the same
communication range, how does the connection probability
change as communication range increases? In the case that
communication range is a random variable, what is the
network connection probability?

Through analysis, this work finds that for 0 < 𝜀 < 𝑒
−1

and the number of nodes in the network is big enough and if
the original network connection probability is 0.36𝜀, through
increasing the communication range by constant 𝐶(𝜀), the
probability of a network being connected increases from
0.36𝜀 to 1 − 𝜀. Explicit function 𝐶(𝜀) is given in this paper. It
turns out that, when a network is connected, it is also almost
sure log(𝑛) + 𝑏-connected (where 𝑛 is the total number of
nodes deployed and 𝑏 is a constant greater than 1), which
is important for the WSNs resilient against the node failure.
Afterwards, the connection probability problemwith random
communication range, which is often the real case in the
WSNs, is studied. The model is reformulated as Cox process,
and the connection probability is analyzed by simulation. A
method for determining the distribution function parameters
for a given connection probability is developed.

Our main contributions are as follows: first, this paper
employs an effective and novel approach to obtain analytical
results for homogenous WSNs connectivity, some of which
have been validated by previous studies; second, we propose
that the Cox process can be used to model heterogenous
WSNs and the simulations are performed to reveal the
relations between the network connection probability and its
distribution parameters.

The rest of this paper is organized as follows. Section 2
introduces the basic concepts of networkmodel and the prob-
lem to be addressed. In Section 3, derivation and verification
in case that the network nodes have the same communication
range are presented. In Section 4, communication range is
modeled as a random variable. A brief introduction of related
works is provided in Section 5 while Section 6 concludes our
work.

2. Network Model and Problem Statement

Usually, there are three methods to create links between
nodes, as presented in Figure 1. One is k-nearest neigh-
bor model. In this model, the network is formed by each
node connecting to k-nearest neighbors; for example, in
Figure 1(a), each node has 2 neighbors. The second is disc
model. Node is modeled as a disk with communication radius
𝑟. The node 𝑠 is linked to node 𝑢 if the Euclidean distance
between 𝑠 and 𝑢 is less than 𝑟; for example, in Figure 1(b),
node 3 cannot connect to node 2 and node 1 because they
are out of communication range of node 3. The last one is
Erdös-Rényi random graph that connects any two nodes by
the same probability which is inappropriate in the WSNs;
for example, in Figure 1(c), each node connects other nodes
with the same probability 𝑃. The k-nearest neighbor model
can be achieved by changing communication range of each
node until the number of neighbors reaches 𝑘. Disc model,
on the other hand, connects those nodes that fall into its
communication range. k-nearest neighbor model and disc
model are different. k-nearest neighbor modelmakes sure that
there is no isolated node, but disc model is characterized by
the probability that a network does not have isolated nodes.
Disc model is more plausible in the WSNs in the case that
obtaining 𝑘 neighbors is not always feasible. For instance, in
wireless environment, some nodes may be unable to connect
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Figure 2: (a) Disk communication model and (b) irregular communication model.

to a required number of neighbors due to the communication
range limitation.

The notations and basic network definitions that will be
used throughout the paper are now introduced. Additional
terminologies are referred to [6]:

𝑛: total number of nodes deployed in target field, and
𝑛 ≫ 1,
𝐴: area of node deployed,
𝜌: node density, defined as 𝑛/𝐴,
𝑡: expected number of neighbors of node.

Note that in this paper “log” means the logarithm to
nature base 𝑒. Next, main definitions are introduced.

Definition 1. Node’s communication range is defined as the
area where other nodes can receive its signal.

For a disk, the communication range is the circle with
radius 𝑟. However, communication range is not necessary
modeled as a disk. The communication range of radio is
highly probabilistic and irregular [7, 8]. Figures 2(a) and
2(b) illustrate the ideal disk communication and irregular
communication model, respectively. More importantly, the
communication range of each node may not be the same.
Note that the analysis in this section is a disk, but it can also
apply to the irregular communication model.

Definition 2. 𝑆
𝑛,𝑟

denotes a network following disc model.
More specifically, the network is formed by 𝑛 nodes randomly
and uniformly deployed in area 𝐴. The node is modeled as a
disk with radius 𝑟.

This paper focuses on the probability of network 𝑆
𝑛,𝑟

being 𝑘-connected. A 𝑘-connected network implies that there
are still 𝑘 − 1 alternative path(s) if one path failed, therefore a
higher 𝑘 indicates that the network is more resilient against
failures. In this paper, 𝑘 is used to evaluate the WSNs
resilience. This property depends on many factors, such
as communication range, node density 𝜌, node processing
capability, node energy, and deployment environment. This

paper is only interested in the impact of communication
range on the connection probability. The problem can be
stated as follows.

“Given WSNs 𝑆
𝑛,𝑟

with fixed node density 𝜌, in the
cases in which node communication range is the same and
different, how network connection probability and resilience
performance change as node communication ranges vary?”

3. Homogenous Node Deployment in WSNs

This section considers that, in the network 𝑆
𝑛,𝑟
, each node

has the same communication range. First, the mathematical
model that will be used is presented. Based on this model,
theoretical results are proved and validated by an example and
simulations. In Section 4, the situation where communica-
tion range of each node is a randomvariablewill be discussed.

3.1. Network Connection Probability Analysis. For uniformly
distributed nodes with density 𝜌, the number of nodes in
the area 𝜋𝑟2 has a Poisson distribution [9]; therefore the
probability of a node having𝑁 neighbor nodes is

𝑃 (𝑁) =

(𝜌𝜋𝑟
2
)

𝑁

𝑁!

𝑒
−𝜌𝜋𝑟
2

.
(1)

Number of node neighbor is also called the node’s degree.The
minimal degree of all nodes is called the network degree. If
the network has 𝑛 nodes, the probability of network 𝑆

𝑛,𝑟
is 𝑘-

connected given by following well-known formula [9]:

𝑃 (𝑘) = (1 −

𝑘−1

∑

𝑁=0

(𝜌𝜋𝑟
2
)

𝑁

𝑁!

𝑒
−𝜌𝜋𝑟
2

)

𝑛

. (2)

Let

𝑡 = 𝜋𝑟
2
. (3)

Note that 𝑡 indicates the communication range of a node, but,
if 𝜌 = 1, 𝑡 actually is the expected number of neighbors a node
has.
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Without loss of generality, assume that 𝜌 = 1. For a real
network the density of node 𝜌 = 1 indicates that the average
number of nodes in unit area is one. However, whether 𝜌 is
equal to 1 is irrelevant in this model, because if 𝜌 is not 1, say
𝜌
, then letting 𝑟 = 𝑟/√𝜌

 the results will be the same. In
order to simplify denotation, define

𝑊(𝑡, 𝑘) =

𝑘−1

∑

𝑁=0

(𝑡)
𝑁

𝑁!

𝑒
−𝑡
. (4)

So, (2) can be rewritten as

𝑃 (𝑡, 𝑘) = (1 −𝑊 (𝑡, 𝑘))
𝑛
, (5)

and its first derivation with respect to 𝑡 is

𝑑𝑃 (𝑡, 𝑘)

𝑑𝑡

= −𝑛(1 −𝑊 (𝑡, 𝑘))
𝑛−1 𝑑𝑊 (𝑡, 𝑘)

𝑑𝑡

= 𝑛(

𝑒
𝑡
− ∑
𝑘−1

𝑁=0
(𝑡
𝑁
/𝑁!)

𝑒
𝑡

)

𝑛−1

(𝑒
−𝑡 𝑡
𝑘−1

(𝑘 − 1)!

) .

(6)

The function 𝑃(𝑡, 𝑘) can be written as 𝑃(𝑡) = (1 − 𝑒−𝑡)𝑛 when
𝑘 = 1. In this section, the properties of 𝑃(𝑡) are analyzed,
namely, 1-connected network. Two points are found out
where 𝑃(𝑡) almost starts and stops growing in order to show
that the connection probability increases fromnear 0 to reach
1.

Proposition 3. Letting 𝑃(𝑡) = (1 − 𝑒
−𝑡
)
𝑛 and 𝑛 ≫ 1, then

following statements hold:

(1) for every 0 < 𝜀 < (1 − (1/𝑛))(𝑛−1), there exists 0 < 𝑡
1
<

𝑡
2
such that 𝑃(𝑡

1
) = 𝑃

(𝑡
2
) = 𝜀;

(2) 𝑃(𝑡) has a flex point at (log(𝑛), (1 − (1/𝑛))𝑛).

Proof. (1) First, (5) is a monotonically increasing function
for any 𝑘 ≥ 1 (note that 𝑒𝑡 = ∑

+∞

𝑁=0
(𝑡
𝑁
/𝑁!) is the Taylor

expansion of 𝑒𝑡, and 𝑡 ≥ 0); see Figure 3(a).
Now consider the first and second derivative functions of

𝑃(𝑡):

𝑃

(𝑡) = 𝑛(1 − 𝑒

−𝑡
)

𝑛−1

𝑒
−𝑡
,

𝑃

(𝑡) = 𝑛𝑒

−𝑡
(1 − 𝑒

−𝑡
)

𝑛−2

(𝑛𝑒
−𝑡
− 1) .

(7)

It is evident that 𝑃(𝑡) vanishes at 𝑡 = 0 and 𝑡 = log(𝑛).
Furthermore, 𝑃(𝑡) > 0 for 𝑡 ∈ (0, log(𝑛)) and 𝑃(𝑡) <
0 for 𝑡 ∈ (log(𝑛),∞). Therefore, 𝑃(𝑡) is an increasing
function in the interval (0, log(𝑛)) and a decreasing function
in (log(𝑛),∞). Hence, 𝑃(𝑡) reaches the maximum value
at 𝑡 = log(𝑛) (see Figure 3(a)). On the other hand, since
lim
𝑡→∞

𝑃

(𝑡) = 0, by applying Bolzano Theorem, for every

0 < 𝜀 < 𝑃

(log(𝑛)) = (1 − (1/𝑛))(𝑛−1), there exists 0 < 𝑡

1
< 𝑡
2
,

such that 𝑃(𝑡
1
) = 𝑃

(𝑡
2
) = 𝜀 (Figure 3(b)).

(2) It is derived from the proof of statement above.

Remark 4. Note that 0 < 𝜀 < (1 − (1/𝑛))(𝑛−1) < 1 since 𝑛 ≫ 1.
In Figure 3(b), 𝜀 = (1 − (1/500))(500−1) ≈ 0.368.

The proof of the previous proposition can be applied to
obtain the following result.

Theorem 5. Let 𝑃(𝑡) = (1 − 𝑒
−𝑡
)
𝑛, 𝑛 ≫ 1, 𝑏 > 1, and 𝜀 =

𝑒
−𝑏. Then there exists a constant number of neighbors, 𝐶(𝜀) =
log((1 − log 𝜀)/𝜀), for which the network becomes connected
with probability increasing from 𝑃(𝑡

1
= log(𝑛/(𝑏 + 1))) to

𝑃(𝑡
2
= log(𝑛) + 𝑏).

Proof. First, it can be observed that 𝜀 = 𝑒
−𝑏 satisfies the

hypothesis in Proposition 3(1) since 𝜀 = 𝑒−𝑏 < 𝑒−1; therefore
0 < 𝜀 < (1 − (1/𝑛))

(𝑛−1). Let 𝑥 = 𝑒−𝑡 and define 𝑓(𝑥) as

𝑓 (𝑥) = 𝑛(1 − 𝑥)
𝑛−1
𝑥 − 𝜀. (8)

Then, the goal is to find the roots of (8). For this purpose,
consider the derivative function:

𝑓

(𝑥) = 𝑛(1 − 𝑥)

𝑛−1
− 𝑛 (𝑛 − 1) (1 − 𝑥)

𝑛−2
𝑥

= 𝑛(1 − 𝑥)
𝑛−2
(1 − 𝑛𝑥) .

(9)

Note that 𝑓(𝑥) is the function 𝑃

(𝑡) − 𝜀 under the

change of variable 𝑥 = 𝑒
−𝑡, and by applying the proof of

Proposition 3 there exist only two roots 𝑥
1
and 𝑥

2
of 𝑓(𝑥) in

the interval (0, 1). Newton method can be used to find out
the approximation of roots 𝑥

1
and 𝑥

2
. However, its accuracy

depends on the initial value, which should be close enough to
the real root. Letting 𝑥

0
be the initial value, according to (8)

and (9), yields

𝑥 ≈ 𝑥
0
−

𝑓 (𝑥
0
)

𝑓

(𝑥
0
)

= 𝑥
0
−

𝑛(1 − 𝑥
0
)
𝑛−1

𝑥
0
− 𝜀

𝑛(1 − 𝑥
0
)
𝑛−2

(1 − 𝑛𝑥
0
)

= 𝑥
0
−

𝑛 (1 − 𝑥
0
) 𝑥
0
− (𝜀/(1 − 𝑥

0
)
𝑛−2

)

𝑛 (1 − 𝑛𝑥
0
)

= 𝑥
0
−

(1 − 𝑥
0
) 𝑥
0

1 − 𝑛𝑥
0

+

𝜀/(1 − 𝑥
0
)
𝑛−2

𝑛 (1 − 𝑛𝑥
0
)

.

(10)

Additionally, the inequality 0 < 𝑥
2
< (1/𝑛) < 𝑥

1
< 1 holds

from the proof of Proposition 3; then Newtonmethod can be
applied. Let 𝑥

0
= 0 as the initial value to approximate 𝑥

2
and

𝑥
0
= (𝑏/𝑛) (where 𝑏 > 1) as the initial value to find 𝑥

1
:

𝑥
2
=

𝜀

𝑛

=

𝑒
−𝑏

𝑛

,

𝑥
1
=

𝑏

𝑛

−

(1 − (𝑏/𝑛)) (𝑏/𝑛)

1 − 𝑏

+

𝜀/(1 − (𝑏/𝑛))
𝑛−2

𝑛 (1 − 𝑏)

=

1

𝑛

(

(𝑏
2
/𝑛) − 𝑏

2
+ (𝜀/(1 − (𝑏/𝑛))

𝑛−2
)

1 − 𝑏

) .

(11)
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Figure 3: Network connection probability function 𝑦 = 𝑃(𝑡) and corresponding 𝑃(𝑡) and 𝑃(𝑡) (a); values 𝑡
1
and 𝑡
2
for a given 𝜀 and 𝑛 = 500

(b).

Taking into account that we have (1 − (𝑏/𝑛))𝑛−2 → 𝑒
−𝑏 when

𝑛 → +∞ and 𝜀 = 𝑒−𝑏, therefore

(𝑏
2
/𝑛) − 𝑏

2
+ (𝜀/(1 − (𝑏/𝑛))

𝑛−2
)

1 − 𝑏

→ 1 + 𝑏.
(12)

Note that 𝑏 = − log(𝜀). Letting 𝑡
2
= − log𝑥

2
, 𝑡
1
= − log𝑥

1
,

and defining 𝐶(𝜀) = 𝑡
2
− 𝑡
1
, according to (12), we obtain

𝐶 (𝜀)

= log(𝑥1
𝑥
2

)

= log(
(1/𝑛) (((𝑏

2
/𝑛) − 𝑏

2
+ (𝜀/(1 − (𝑏/𝑛))

𝑛−2
)) / (1 − 𝑏))

𝜀/𝑛

)

→ log(
1 − log (𝜀)

𝜀

) .

(13)

Finally, taking into account that 𝑡
2
= log(𝑛) + 𝑏, we have

𝑡
1
= 𝑡
2
− 𝐶(𝜀) = log(𝑛/(𝑏 + 1)). Since 𝑃(𝑡) is an increasing

function, we conclude that the network becomes connected
with probability increasing from 𝑃(𝑡

1
= log(𝑛/(𝑏 + 1))) to

𝑃(𝑡
2
= log(𝑛) + 𝑏).

Theorem 6. Letting 𝜀 = 𝑒−𝑏 and 𝑏 > 1, if 𝜋𝑟2 = log 𝑛+ 𝑏, then
network connection probability𝑃(𝑆

𝑛,𝑟
𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑) is at least 1−

𝜀 when 𝑛 → +∞.

Proof. Consider

𝑃 (𝑆
𝑛,𝑟

connected) = (1 − 𝑒
−𝑏

𝑛

)

𝑛

≥ 1 − 𝑛

𝑒
−𝑏

𝑛

= 1 − 𝜀.

(14)

Remark 7. This theorem shows that, as 𝑏 → +∞, network
connection probability tends to 1 and leads to the network
that has degree log 𝑛 + 𝑏. The author in [10] proves that
if a network does not have any links at the beginning,
and later links are added to connect nodes, the resulting
network becomes 𝑘-connected as soon as network degree is
𝑘. Therefore, this theorem shows that once network becomes
connected, it turns out to be log 𝑛 + 𝑏-connected with high
probability. This conclusion is consistent with the result
in [11]: by increasing 𝑘 network becomes s-connected very
shortly after it becomes connected, for 𝑠 = 𝑂(log 𝑛). log 𝑛+𝑏-
connected network makes WSNs more resilient against node
failure because there are log 𝑛+𝑏distinct paths fromonenode
to any other nodes.

Theorem8. Letting 𝜀 = 𝑒−𝑏 and 𝑏 > 1, if𝜋𝑟2 = log(𝑛/(𝑏+1)),
then the network connection probability 𝑃(𝑆

𝑛,𝑟
𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑) is

about 0.36𝜀 when 𝑛 → +∞.

Proof. Consider

𝑃 (𝑆
𝑛,𝑟

connected) = (1 − 𝑏 + 1
𝑛

)

𝑛

→ 𝑒
−𝑏−1

= 0.36𝑒
−𝑏
= 0.36𝜀.

(15)

Theorem 9. Letting 𝜀 = 𝑒−𝑏 and 𝑏 > 1, if 𝜋𝑟2 = log 𝑛 + 𝑏, then
the network connection probability is 𝑒−𝑒

−𝑏

, when 𝑛 → +∞.

Proof. Consider

𝑃 (𝑆
𝑛,𝑟

connected) = (1 − 𝑒
−𝑏

𝑛

)

𝑛

→ 𝑒
−𝑒
−𝑏

. (16)

Remark 10. This conclusion is the same as [12] and has similar
form in the Erdös-Rényi random graph [13].
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Corollary 11. Letting 0 < 𝜀 < 𝑒−1, if the probability of network
being connected is 0.36𝜀 when communication range is 𝜋𝑟2,
then, by increasing node communication range by constant
𝐶(𝜀) = log ((1 − log 𝜀)/𝜀), namely, 𝜋𝑟2 +𝐶(𝜀), the probability
of network being connected is at least 1 − 𝜀.

Proof. It is obvious from the previous Theorems 5, 6, and 8.

This section addresses one question. If a node cur-
rent communication range is known, then the connection
probability can be calculated by using (2). If the network
connection probability is very low, maybe one wants to
increase the node communication range to obtain a higher
network connection probability. Equation (2) can be used
again to calculate the required communication range, but
surprisingly the corollary proved in this section shows that
the incremental of communication range to obtain a high
connection probability is a constant for any size of network.

3.2. Validation Results. This section validates the previous
results by an example and simulations. In the example, 500
nodes with equal communication range are deployed in the
field with√500 ⋅ √500𝑚2.

Example 12. Thefunction𝑃(𝑡) = (1−𝑒−𝑡)𝑛 for 𝑛 = 500 and 𝑏 =
4 is studied. According to Theorem 5, there exists a constant
number of neighbors 𝐶(𝜀) = log((4 + 1)/𝑒−4) = 5.60944,
for which the network becomes connected with probability
increasing from 𝑃(𝑡

1
) = 0.65705% to 𝑃(𝑡

2
) = 98.18507% (as

depicted in Figure 4).
First, it is observed that

𝜀 = 𝑒
−4
= 0.0183 < (1 −

1

500

)

(500−1)

= 0.3682 (17)

which satisfies the hypothesis in Proposition 3(1). In our
approach, the Newton’s method is used to approximate the
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Figure 5: Network connection probability 𝑦 = 𝑃(𝑡) when 𝑛 =

500, 1000, 10000, and 100000.

Table 1: Connection probability with different sizes of network.

𝑛 𝑡
1

𝑡
2

𝑡
2
− 𝑡
1

𝑃(𝑡
1
) 𝑃(𝑡

2
)

500 4.60517 10.21461 5.60944 0.65705% 98.18507%
1000 5.29832 10.90776 5.60944 0.66540% 98.18509%
10000 7.60090 13.21034 5.60944 0.67295% 98.18511%
100000 9.90349 15.51293 5.60944 0.67371% 98.18511%

roots of

𝑓 (𝑥) = 500(1 − 𝑥)
500−1

𝑥 − 0.0183, (18)

obtaining

𝑥
1
= 9.98 ⋅ 10

−3
, 𝑥

2
= 0.04 ⋅ 10

−3
. (19)

Observe that 0 < 𝑥
2
< 1/500 = 0.002 < 𝑥

1
. Hence,

𝑡
2
= − log (𝑥

2
) = 10.21461, 𝑡

1
= − log (𝑥

1
) = 4.60517,

(20)

which indicates 𝑃(𝑡
1
= 4.60517) = 0.65705%, 𝑃(𝑡

2
=

10.21461) = 98.18507%, and 𝐶(𝜀) = 𝑡
2
− 𝑡
1
= 5.60944.

Figure 5 shows connection probability 𝑦 = 𝑃(𝑡)when 𝑛 =
500, 1000, 10000, 100000. Table 1 demonstrates the values of
𝑥
1
, 𝑥
2
, 𝑡
1
, 𝑡
2
, and 𝐶(𝜀) and corresponding values of 𝑃(𝑡

1
)

and 𝑃(𝑡
2
), for 𝑛 = 500, 1000, 10000, 100000. For any 𝑛 in

the table, the obtained value 𝑡
2
− 𝑡
1
≈ 𝐶(𝜀) = 5.60944.

Of course, in a real network, the number of neighbors is
integer, so 6 neighbors are needed.This example implies that,
regardless of network size (number of nodes should be big
enough), if the network connection probability is 0.66%, by
increasing the communication range until each node obtains
6 more neighbors (namely, increasing communication range
by 6m2), the network connection probability reaches at least
98.17%.Meanwhile, the networkwill be at least 10-connected.

In order to validate Theorems 6 and 8, this paper calcu-
lates the error between theoretical results and approximation
values with different , 𝑛 and 𝑏, as shown in Figure 6.The error
of Theorem 6 is defined as (1 − (𝑒−𝑏/𝑛))𝑛 − (1 − 𝑒−𝑏), and the
error of Theorem 8 is defined as (1 − ((𝑏 + 1)/𝑛))𝑛 − 0.36𝑒−𝑏.
The errors for both theorems are very small, which indicate
that both have a good approximation.
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Figure 6: (a) The errors of Theorem 6; (b) the errors of Theorem 8.

4. Heterogenous Node Deployment in WSNs

In the last section, the obtained asymptotic results were
based on the assumption that each node has the same
communication range which is often not the case in practice.
This section presents the connection probability when node
communication range follows a normal distribution, that is,
𝑡 ∼ 𝑁(𝜇, 𝜎

2
).

Formally, network model is reformulated as follows: 𝑛
nodes are randomly and uniformly deployed in area 𝐴 with
density 𝜌 = 1. Communication range of node 𝑖, denoted
as 𝑡
𝑖
, is i.i.d random variable and has normal distribution

𝑡
𝑖
∼ 𝑁(𝜇, 𝜎

2
). Hence, the number of neighbors of the node,

denoted as 𝑘
𝑡
, is the Poisson random variable condition on

parameter 𝑡, where 𝑡 ∼ 𝑁(𝜇, 𝜎
2
). This model is analog

to the so-called Cox process in which random variable is
Poisson process where density itself is a stochastic process.
Cox process is widely used in economics, for example, [14].

4.1. Connection Probability for Random Communication
Range. 𝐸[𝑉] denotes the expected value of a random variable
𝑉; therefore the expected neighbors of node are

𝐸 [𝑘
𝑡
] = 𝐸 [𝐸 [𝑘

𝑡
| 𝑡]] = 𝐸 [𝑡] = 𝜇. (21)

In what follows, connection probability itself is
researched. For 𝑘 ≥ 1, probability of node 𝑖 having at
least 𝑘 neighbors is given by

𝑃
𝑖,𝑘
= 𝑔
𝑖
(𝑡
𝑖
) = 1 −

𝑘−1

∑

𝑁=0

𝑡
𝑁

𝑖

𝑁!

𝑒
−𝑡𝑖
. (22)

For 𝑘 = 1, 𝑃
𝑖,1
= 1 − (1/𝑒

𝑡𝑖
) is the probability that node 𝑖

is not isolated. 𝑒𝑡𝑖 has log normal distribution. Therefore, the
expected value 𝐸[𝑃

𝑖,1
] and variance Var[𝑃

𝑖,1
] can be obtained

via standard method:

𝐸 [𝑃
𝑖,1
] = 1 − 𝑒

−𝜇+(1/2)𝜎
2

,

Var [𝑃
𝑖,1
] = (𝑒

𝜎
2

− 1) (𝐸 [𝑃
𝑖,1
])
2

.

(23)

For 𝑘 > 1 neighbors, the distribution of 𝑃
𝑖,𝑘

does not have a
closed-form expression.

If 𝑛 is big enough, the probability of network being 𝑘-
connected is

𝑃
𝑘
=

𝑛

∏

𝑖=1

𝑃
𝑖,𝑘
. (24)

Since parameter 𝑡 is a random variable, 𝑃
𝑘
is a random

variable as well. Letting 𝑃min = min{𝑃
1,𝑘
, 𝑃
2,𝑘
, . . . , 𝑃

𝑛,𝑘
},

because 0 ≤ 𝑃
𝑖,𝑘
≤ 1, so

𝑃
𝑛

min ≤ 𝑃𝑘 ≤ 𝑃min. (25)

Therefore the obstruction of connection probability of
entire network is the node which has the minimal commu-
nication range.

𝑃
𝑘
is affected by several parameters: 𝑘, 𝑛, 𝜇, and 𝜎.

Theorem 6 is used to decide 𝜇. According to Theorem 6, the
probability of the network being connected is at least 99.33%
when 𝑏 = 5. Let 𝜌 = 1 and take log 𝑛 + 5 as average 𝜇 of
communication range; for instance, if 𝑛 = 500, then 𝜇 = 11.2.
In other words, 500 nodes with node communication range
following normal distribution 𝑡 ∼ 𝑁(11.2, 𝜎2) are deployed.

Our major concerns are the parameter 𝜎 which indicats
communication range difference and 𝑘 which shows the
resilience capability. In order to study the changes of connec-
tion probability 𝑃

𝑘
as parameters vary, the following simu-

lations are performed: (1) cumulative distribution function
(CDF) of 𝑃

𝑘
is calculated after 500 runs with various 𝜎 and

𝑘, as shown in Figures 7 and 8; (2) given 𝜇 and 𝜎, what is the
probability of network being 𝑘-connected as the number of
nodes deployed grows?This is done by computing average of
𝑃
𝑛,𝑘

after 500 runs for a given number of nodes, as illustrated
in Figures 9 and 10; (3) how to choose the parameters in order
to get the required connection probability. This is discussed
in Section 4.3.

Figures 7 and 8 show the CDF of 𝑃
𝑛,𝑘

when 𝜎 and
𝑘 change. The network probability is sensitive to standard
deviation. As mentioned earlier, a single node that has
small communication range can cause the whole network
connection probability to be low. For instance, in Figure 8
when 𝜎 = 3 and 𝑘 = 2, the probability of network being
connected is almost sure less than 40%.
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Figure 9 illustrates the connection probability as𝑁 nodes
were deployed in network when 𝜎 = 2 and 𝑘 = 1, 2, 3, 4.
Figure 10 shows the changes when 𝜎 = 1, 2, 3 and 𝑘 = 1. Both
figures show that the average of 𝑃

𝑘
is the decreasing function

of 𝑘, 𝑁, and 𝜎. Network connection probability as network
size growing is predictable. For instance, Figure 10 shows that
the network average connection probability for 𝜎 = 3 is about
73%when the network has 250 nodes, but the probability falls
to 55% if the network size is doubled. Figure 9 shows how the
resilience performance decreases when network size grows or
the probability decreases if higher resilience performance is
required. For example, for networks which have 200 nodes,
the probability that this network can tolerate 1, 2, and 3 (i.e.,
𝑘 = 2, 3, 4) nodes failure are about 83%, 50%, and 10%,
respectively.
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P

Figure 9: 𝑘-connected probability𝑃when 𝜎 = 2 and 𝑘 = 1, 2, 3, and
4.
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Figure 10: Connection probability𝑃when 𝜎 = 1, 2, and 3 and 𝑘 = 1.

4.2. Choose Distribution Parameter. The simulations in
Section 4.2 show𝑃

𝑘
with different parameters. In this section,

it is addressed which distribution parameter(s) can maintain
the given 𝑃

𝑘
.This is helpful to choose appropriate parameters

when network simulator is used to simulate real networks.
According to (6), (22) is a monotonically increasing function
of 𝑡
𝑖
∈ [0, +∞), and its inverse function is written as

𝑡
𝑖,𝑘
= 𝑔
−1

𝑖
(𝑝
𝑖,𝑘
) . (26)

Letting 𝑝(0)
𝑖,𝑘

be an instance of 𝑝
𝑖,𝑘
, thus 𝑡(0)

𝑖,𝑘
= 𝑔
−1

𝑖
(𝑝
(0)

𝑖,𝑘
). The

probability 𝑝
𝑖,𝑘
being greater than 𝑝(0)

𝑖,𝑘
is given by

∫

+∞

𝑡
(0)

𝑖,𝑘

𝑓
𝑇
(𝑡) 𝑑𝑡, (27)

where 𝑓
𝑇
(𝑡) is the probability density function of 𝑡. If

the probability of a network required to keep network 𝑘-
connected is at least 𝑃

0
, the corresponding probability for

each node is at least

𝑝min ≥ 𝑃
1/𝑛

0
. (28)

With formula (26)–(28), the required density function
parameter of communication range for given 𝑃

0
can be

calculated.
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For example, 500 nodes are deployed in√500 ⋅ √500m2;
communication area is 𝑡 ∼ 𝑁(𝜇, 𝜎

2
) with mean 𝜇 = 10. If

the desired probability of thewhole network being connected,
that is, 𝑘-connected, is at least 90%. Standard deviation of
this distribution is evaluated. For 𝑘 = 1, according to (26)
and (28), corresponding minimal range is 𝑡(0)

𝑖,1
= 8.46. In

order to make probability of 𝑡
𝑖,1

greater than 𝑡(0)
𝑖,1

is high, for
example, at least 95%, according to (27), 𝑡

𝑖,1
= 𝜇 − 1.65𝜎.

Therefore corresponding standard deviation 𝜎 should be no
more than 0.93. This is useful in the case of using network
simulator to choose appropriate parameters to design high
probability connected networks. Figure 11 shows the required
𝜎 in order tomake the network connection probability at least
90% when the number of nodes are different. Note that the
node density is always 1.

5. Related Works

Extensive studies have been done on the connection problem
of networks. Many of them focus on how many neighbors
or network density is needed so that a network connects
with high probability, such as [15]; some construct network
to satisfy connectivity [16, 17]; some works try to develop
algorithms to preserve network connectivity or coverage,
for example, [18–20], while some other works study other
aspects of network connectivity, such as [21] which evaluates
the quality of connectivity by measuring the reliability of
link; it shows that the largest eigenvalue of the probabilistic
connectivitymatrix can serve as a goodmeasure of the quality
of network connectivity. When all the nodes of a region fail,
[22] measures the number of connected components. This
paper studies the connection probability when the network
nodes are randomly deployed.

When nodes are randomly deployed, asymptotic upper
and lower bounds of connection probability for both k-
nearest neighbor and disk model have been studied [12]. For k-
nearest neighbor, [23] concludes that, as 𝑛 → ∞, if each node
is connected to less than 0.074 log 𝑛 neighbors, the network
is disconnected with probability one, while, if neighbors
are more than 5.1774 log 𝑛, the network is connected with
probability one. Reference [24] finds that if 𝑘 ≤ 0.3043 log 𝑛,
the network is not connected with high probability and if
𝑘 ≥ 0.5139 log 𝑛, then network is connected with high

probability as 𝑛 → ∞. But for the directed network the
upper and lower bounds are 0.7209 log 𝑛 and 0.9967 log 𝑛,
respectively. Reference [25] improves the upper bound to be
0.4125 log 𝑛. For disk model [26] states that 6 to 10 average
numbers of neighbors almost make sure that network will be
fully connected nomatter howmanynodes there are totally in
the network. In [27], if communication range 𝜋𝑟2 = log 𝑛+𝑏,
then the network connection probability tends to be 𝑒−𝑒

−𝑏

.
Compared with [26], Table 1 in this paper shows that, when
𝑛 = 10000, at least 13 neighbors are needed in order to make
sure that network is connected with high probability. Besides,
a result (Theorem 9) presented in our paper is the same as [27]
but uses a totally different approach.

Reference [11] shows that, in k-nearest neighbor model
by increasing 𝑘, network becomes s-connected very shortly
after it becomes connected, where 𝑠 = 𝑂(log 𝑛). Reference
[28] proves one conjecture in [24] that, in k-nearest neighbor
model for every 0 < 𝜀 < 1 and 𝑛 sufficiently large, there
exists 𝐶 = 𝐶(𝜀) such that, if the network has k-connected
probability 𝜀, then (𝑘 + 𝐶)-connected probability is bigger
than 1 − 𝜀. This paper improves the results in [11], obtaining
an explicit expression for disk model, that is, 𝑠 = log 𝑛 + 𝑏,
where 𝑏 > 1. The corollary in this paper proves that the result
for disc model has a similar form presented in [28].

Nodes having the same communication range usually
are not true in reality. In order to make the model more
accurate, [8, 29] utilize irregular radio to model real nodes.
The connectivity for heterogenous networks has been well
studied; for example, [16, 30] investigate the relay node
placement problem such that network is the 𝑘-connected.The
authors in [31] assumes that node communication radius 𝑟

𝑖

of node 𝑖 is i.i.d. random variable with normal probability
density 𝑟

𝑖
∼ 𝑁(𝜇, 𝜎

2
). Reference [32] adopts the model that

Poisson intensity is given by a normal distribution; then it
obtains the asymptotic bound of range that all nodes in this
area are connected to the origin. Reference [33] considers
nodes are placed according to a shot-noise Cox process
rather than uniform deployment. This paper employs the
stochastic methods to characterize heterogenous network. In
this paper the density is maintained constant, but the node
communication range is normal distribution.

6. Conclusion and Future Works

When deploying manyWSNs nodes, one of the key problems
is whether all nodes in the network are connected to other
nodes. Isolated nodes will be useless for applications. This
paper presents the results on how the network connection
probability changes as the communication range varies in
randomly and uniformly distributed homogenous and het-
erogenous WSNs. In case of network with all nodes having
the same communication range, through theory derivation
and validation, this paper proves that, regardless of network
size, the network connection probability increases from 0.36𝜀

to 1 − 𝜀 by increasing constant communication range of
each node. As the example shows in Section 3.2, regardless
of network size, if the network connection probability is
0.66%, by increasing the communication range until each
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node obtains 6 more neighbors, the network connection
probability reaches at least 98.17%. On the other hand, this
paper shows that, once network is connected, it also becomes
log 𝑛 + 𝑏-connected with high probability, which makes
the network resilient against node failures because there are
log 𝑛 + 𝑏 alternative paths between any two distinct nodes.

In case each node communication range is i.i.d random
variable which has normal distribution, this paper analyzes
the connection probability by simulation. This paper shows
that network connection probability is determined by the
distribution parameters and the network size, especially sen-
sitive to standard deviation 𝜎. The reason is that the network
connection probability is dependent on the node that has
minimal communication range. It implies that it needs to
take care of the node which has minimal communication
range because it is the bottleneck of the whole network.
The network will become disconnected if they fail. With the
same configuration, the resilience capability decreases when
network size grows. Besides, given the required connection
probability, this paper develops onemethod to decide the dis-
tribution parameter of communication range. This method
can be used to choose appropriate distribution parameter
of communication range for network simulators or real
deployments.

In some circumstances, a full connected network is
impractical and not necessary. One would be more interested
in the giant connected component which contains most
nodes of entire network are connected. More specifically,
the relation between the giant connected component and
the communication range distribution is what is wanted to
be learnt. It is a percolation problem with random commu-
nication range. Percolation occurs when a node belongs to
infinite component with none-zero possibility. The critical
intensity 𝜆

𝑐
is defined as the minimum intensity in which

percolation occurs. For disk model, the bound for critical
intensity is known (e.g., [34]) but for variable radius is
unknown. Therefore, studying the percolation problem with
i.i.d communication range (or radius) will be our future
work. On the other hand, the degree of the node obeys
Poisson distribution in this paper. It has been found that
many networks, such as the World Wide Web, the Internet,
airplanes connection networks, some biological systems, and
international ownership network, have power-law degree
distribution with an exponent that ranges between 2 and 3
[35]. Our future work will center on connection probability
with a more accurate model.
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In view of the traditional increment localizationmethod, only the heteroscedasticity caused by the error accumulation is considered
unilaterally a kind of incremental localization algorithm based on multivariate analysis is proposed. The algorithm combines
the feasible weighted least squares (FWLS) in the multianalysis with the canonical correlation regression (CCR) and utilizes the
FWLS to solve the heteroscedasticity caused by the error accumulation in the process of incremental localization; in the process
of estimation, the CCR is used to solve the topology problems between the original beacon nodes and new beacon nodes. The
simulation results show that the method can not only effectively restrain the influence caused by the accumulative errors but also
can adapt to the different node topological shapes, so as to improve the positioning accuracy of the nodes.

1. Introduction

In many application problems related with sensor network,
location information of nodes is of great importance to
the monitoring activity of the whole network, which plays
a critical role in many applications [1]. Monitoring data
without nodes’ location information is often of no use. 80%
of information provided by sensor nodes to users related
with the monitored area is connected with location [2]. In
the application of wireless sensor network, nodes’ location
information can be acquired by adding GPS to nodes. How-
ever, this is only applicable with outdoor and open-sided cir-
cumstances. Besides, GPS is large in volume and high in cost
and energy consumption. Moreover, GPS also needs stable
base installations. These facts have made it difficult to realize
the requirements of sensor network, which are “low price,
low cost and low energy consumption” [3]. As for this, in the
deploying area, only some of the nodes can be installed with
GPS. For the rest nodes, their location information can only
be calculated via a certain algorithm.However, inmonitoring
area, someunknownnodes notwithin communication radius
of beacon nodes cannot be estimated out though ordinary

localization algorithm concurrently at once for the reasons
that communication radiuses of sensor nodes are limited by
energy, randomness of nodes distribution, barrier between
nodes, and so on, which will cause deficient monitoring area
coverage; as a result, the quality of sensor network service
decreases rapidly and is not able to effectively monitor the
deployment area. The most frequently used solution is to
increase the coverage of nodes through mobile beacon nodes
[4], but the path, difficult reachability, and relatively larger
power consumption of mobile nodes and others limit the
application of thismethod. Incremental estimation algorithm
[5, 6] is another method to enhance nodes coverage that has
some advantages, such as, it does not need to consider path
problems, and is not limited by actions of mobile nodes, and
moreover consumes much less power compared with mobile
nodes. Incremental algorithm will estimate unknown nodes
near beacon nodes at first; these unknown nodes will act
as new beacon nodes once their locations are determined,
then locations of the rest unknown nodes will be estimated
by newly added beacon nodes together with original beacon
nodes and so on in a similar way, locations of all nodes were
estimated out.
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Incremental localization is a kind of low energy con-
sumption positioning method which can effectively solve
the coverage rate of the monitoring area; through outward
extension in turn, each node is localized successively. Due
to the successive localization, the previous estimation error
will be bound to affect the following estimated accuracy. Such
error accumulation inevitably leads to the inconsistency of
the variance between the previous error term and the follow-
ing localized error term; such phenomenon is also known as
heteroscedasticity [7, 8]. In the process of location estimation,
the heteroscedasticity appears, then the traditional ordinary
least squares (OLS) is used to estimate the location of
unknown nodes; the estimated value of the obtained node
coordinate may not be the efficient estimator, even not the
asymptotically efficient estimator. In order to correct the
adverse effect caused by the heteroscedasticity, Meesookho et
al. [9] proposed the weighted least squares (WLS); they used
the reciprocal of error variance as the weighting of weight to
restrain the error propagation. WLS is considered to be the
improved OLS method; similar to OLS, the residual sum of
squares is solved firstly byWLS and followed by theminimum
value. However, in the process of finding the residual sum
of squares, unlike OLS, WLS considers the influence of het-
eroscedasticity. In view of considering the heteroscedasticity
based on location estimation by WLS, the location accuracy
is improved through corresponding different weights with
different data. Subsequently, Xiong et al. [10] proposed a kind
of incremental node localization method with the optimal
weighted least squares on the basis of WLS; this method is
based on the obtained optimal weighted least squares when
the error variance matrix is estimated as the minimal. Ji
and Liu [5] proposed another strategic improved incremental
localization approach (IILA) with the hypothesis that pre-
vious localization accuracy is greater than next one during
incremental localization, this means that the estimation of
location nearer to original beacon nodes is more accurate;
on the basis of this assumption, with estimated distance of
previous location as a constraint condition, the localization
problem is converted into trust region sequences that can be
solved by sequential quadratic programming (SQP) method.
However, IILA did not consider sensor network as a kind
of multihop network that there are many paths to certain
node, and neglected complexity of deployment environment
but only assumed errors during localization process that
definitely increase with increasing hop counts; that is, het-
eroscedasticity of localization process is only monotonically
increasing. In complex monitoring environment, variation
tendency of heteroscedasticity is difficult to predict, is not
necessarily monotonically increasing, but also is possibly
decreasing or concurrently increasing and decreasing. For
example, as shown in Figure 1, in monitoring area, there are
many paths from node A to unknown node D, such as A→

B→C→D and A→E→D due to environment complexity
of monitoring area, barrier or interference sources exist
between node A and node E, and accuracy of measurement
from node A to Node E is far less than that of other nodes;
as a result, it is not appropriate to estimate ED distance if AE
distance acts as the constraint condition.

A

A
B

B
C

C
DD

E

E

Obstacle

Noise

Node
New beacon

Beacon

Figure 1: Localization in complex environment.

In addition, there is a problem that error of locations
through estimation has directivity, for example, in Figure 1,
errors between node A and node E could along direction of
→AE also could along←AE; similarly, errors between node E and
nodeD also have directivity; if the direction of errors between
node A and node E is in opposite direction of errors between
node E and node D, errors between node E and node D is
possibly less than those betweennodeAandnodeE therefore,
the assumption of IILA would not be valid any more.

In pervious incremental algorithms, most incremental
localization algorithms are used to adjust heteroscedasticity
during localization process and assume that heteroscedas-
ticity is only monotonically increasing but fail to take
deployment environment and networking features of sensor
network into account. Sensor network is a kind of multi-
hope networkwith relativelyworse deployment environment,
and incremental pattern of its heteroscedasticity is compli-
cated and diversified for incremental localization algorithm.
Furthermore, as same as concurrent localization algorithm,
the accuracy of incremental localization is influenced by
topology quality of beacon nodes also, and multicollinearity
problem [11, 12] caused by topological relations among
beacon nodes is not considered by previous incremental
algorithms. For these reasons, we will propose a feasible
incremental localization algorithm, (Location Estimation-
FWLS-CCR) LE-FWLS-CCR, which uses less beacon nodes
and considers multi-hops features of sensor network, error
accumulation, heteroscedasticity and multicollinearity, and
other problems.This algorithmwill resolve heteroscedasticity
problem through feasible weighted least squares (FWLS) [13]
iterative computation mode. The iterative process is more
proper for multi-hops features, while in estimation process,
we adopts Canonical Correlation Regression (CCR) [12, 14–
16] multivariate analysis to solve errors exist in newly added
beacon nodes as well as topological relations between newly
added and original beacon nodes.

2. Relevant Knowledge Review

2.1. Feasible Weighed Least Squares. In a concurrent local-
ization process, distance-coordinates formula is generally
transformed into a form of Ax = b + 𝜉 [11], in which 𝜉
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is distance-measuring error term. The hypothesis to deduce
locations of unknown nodes by distance-coordinates formula
is variance of distance-measuring errors, Var(𝜉) = 𝜎

2I
𝑛
(𝜎2

is a constant, I
𝑛
is unit matrix), and in estimation algorithm,

constant variance of errors is also known as homoscedasticity
[7, 8].While in location estimation by incremental algorithm,
distance-measuring error is not inevitable, so variance of
distance-measuring errors (Var(𝜉) = 𝜎

2
Ω ̸=𝜎

2I
𝑛
) in step-

by-step localization process would not be a constant, and
this manifestation is called as heteroscedasticity. Because
incremental localization process is complicated, there are
abundant heteroscedasticity problems in it. Due to existence
of heteroscedasticity, the results of typical location estimation
models are not accurate and effective.

In the presence of heteroscedasticity, the positions of
localization data in location estimation are different; smaller
variance of error term of data means higher confidence level
of residuals, while bigger variance of error term means lower
confidence level of residuals. Therefore, as to the estimation
of location in coordinates under the circumstance that
heteroscedasticity exists, it usually usesweighted least squares
method to discriminate different residuals [17], namely, to
pay adequate attention to data terms with relatively smaller
residuals and so assign larger weights on them and smaller
weights on data term with larger residual in order to adjust
the effect of various data items on estimation computation,
and therefore to obtain an effective estimation value in
localization process.

So, variance of error term of distance-coordinates for-
mula exhibits heteroscedasticity which is expressed as

Var (𝜉) = 𝜎
2
Ω, (1)

among which 𝜎2 represents a constant;Ω denotes the n-order
symmetric positive definite matrices. It is easy to understand
that a n-order invertible matrix must exist, so as to make the
following formula true.

Ω = DD𝑇 ⇒ D−1Ω(D𝑇)
−1

= I
𝑛
. (2)

D−1 is multiplied at both sides of the equation Ax = b + 𝜉

D−1Ax +D−1𝜉 = D−1b. (3)

Assume, b∗ = D−1b,A∗ = D−1A, 𝜉∗ = D−1𝜉, then (3) can
be converted into

b∗ + 𝜉∗ = A∗x (4)

Then the variance of the error term is

Var (𝜉∗) = 𝐸 [𝜉
∗
(𝜉
∗
)
𝑇

] = 𝐸 [D−1𝜉(D−1𝜉)
𝑇

]

= 𝐸 [D−1𝜉𝜉𝑇(D−1)
𝑇

]

= D−1𝐸 [𝜉𝜉𝑇] (D−1)
𝑇

= D−1𝜎2Ω(D−1)
𝑇

= 𝜎
2D−1Ω(D−1)

𝑇

= 𝜎
2I
𝑛
.

(5)

Then, the heteroscedasticity of the error term is elimi-
nated, and it is easy to learn that 𝐸(𝜉∗) = 0. Obviously, the
error term 𝜉

∗ in (5) meets the assumption of the least squares
model; therefore, there is the loss equation 𝑆(x):

𝑆 (x) = (𝜉
∗
)
𝑇

𝜉
∗

= (b∗ − A∗x)𝑇 (b∗ − A∗x)

= (b − Ax)𝑇Ω−1 (b − Ax) .

(6)

In order to obtain the optimal solution, we must make

min (b − Ax)𝑇Ω−1 (b − Ax) . (7)

It is assumed that x̂WLS is theminimized optimal solution.
Therefore, x̂WLS meets the minimal least squares equation
solution as follows:

(A𝑇Ω−1A) x̂WLS = A𝑇Ω−1b. (8)

Obviously, if the row vector of A is linearly independent,
then the row vector of A∗ is linearly independent. So,
(A∗)𝑇A∗ = (A∗)𝑇Ω−1A∗ is reversible; thus, the optimal
solution of (8) is expressed as

x̂WLS = (A𝑇Ω−1A)
−1

A𝑇Ω−1b. (9)

Through Schwarz inequality [17, 18], it is proved that
when the matrix Ω is the reciprocal of the variance matrix
of the range error under the condition that the ratio of
range error to the distance is independent Gaussian random
variables, the error variance byWLS isminimal. But in reality,
the variance of the error term is unknown; therefore, if WLS
is solved, the weight needs to be taken according to the actual
situation.

FWLS is a feasible method which is able to overcome
the problem that cannot be implemented by WLS due to
the unavailable weight. FWLS uses residuals attained at each
computation as weight matrix; therefore, real weight values
can be acquired in computation process, and procedure of
FWLS algorithm is shown in Algorithm 1.

It can be noted that the FWLS algorithm is in marching
iteration; the derivation of the optimal estimated value x̂

𝑖
in
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(1) Firstly, it is essential to estimate the model through OLS method and obtain the estimated value
𝑥; then substitute it into the equation, and obtain the residual
error �̂�

0
= 𝑏 − 𝐴𝑥 accordingly.

(2) Utilize the square of the residual term as theΩmatrix, for example, Ω̂
𝑖
= diag(�̂�2

𝑖,0
, �̂�
2

𝑖,1
, . . . , �̂�

2

𝑖,𝑛−1
)

(3) Obtain the next-order estimated value and residual value by WLS
𝑥
𝑖+1

= (𝐴
𝑇
Ω̂
−1

𝑖
𝐴)
−1
𝐴
𝑇
Ω̂
−1

𝑖
𝑏

�̂�
𝑖+1

= 𝑏 − 𝐴𝑥
𝑖+1

(4) Go back to Step 2, until the number of iterative times meet the number of times according to the
algorithm requirements.

Algorithm 1: FWLS algorithm.

each step is based on the assumption of nonexistent mul-
ticollinearity problem in A𝑇Ω̂−1

𝑖
A; unfortunately, by virtue

of FWLS, it is feasible to eliminate the interference of het-
eroscedasticity, but the multicollinearity interference cannot
be sure to eliminate. Therefore, in the process of iteration,
it is essential to make corresponding strategies to avoid the
algorithm insolubility caused by the multicollinearity.

2.2. Canonical Correlation Regression. In concurrent local-
ization algorithm, beacon nodes have a very large influence
on final location estimation and possibly cause significant
errors when beacon nodes relations are collinear or approxi-
mately collinear [11]. Principal component analysis (PCA) in
multivariate analysis will remove partial information through
recombination of coordinate information of beacon nodes in
order to reduce noise and effects of multicollinearity.

As to incremental localization algorithm, it can use PCA
[19]method in the first estimation of coordinates of unknown
nodes to avoid problems caused by multicollinearity in
location estimation, but in incremental algorithm,measuring
errors cannot be absolutely avoided or eliminated, which
indicates that there would be always errors in locations
of newly added beacon nodes in coordinates; therefore, it
requires processing error information in output message.
PCA only processes input variables; for incremental localiza-
tion algorithm, its output variables act as locations of newly
added beacon nodes, and errors contained in them shall be
preprocessed to a certain extent.

Canonical correlation analysis (CCA) is a kind feasible
and powerful multivariate analysis method especially appro-
priate for processing and analysis of two correlated data.
At the same time, it is a kind of descending dimension
method similar to PCA and is also able to remove some noise
information that contains collinear information through
recombination of data like PCA. CCA pays more attention
to data processing and analysis of correlated data; for this
reason, it is more proper for regression algorithm and has
higher regression accuracy than PCA.

For the equation Ax = b + 𝜉, the solution procedure of
CCA is as follows

Suppose that there are two groups of data,A and b, which
have been processed with centralization, A ∈ R𝑝, b ∈ R𝑞,
CCA is mainly used to seek linear combination of A and b,
w𝑇AA andw𝑇bb, respectively, making them correlate with each

other maximally, that is to say, to find the maximum solution
of following equation:

𝜌 =

𝐸 [w𝑇AAb
𝑇wb]

√𝐸 [w𝑇AAA𝑇wA] 𝐸 [w𝑇bbb𝑇wb]

=

w𝑇ACAbwb

√w𝑇ACAAwAw𝑇bCbbwb

,

(10)

in which CAA ∈ R𝑝×𝑝, Cbb ∈ R𝑝×𝑝 is within-set covariance
matrix of variable A and b, respectively, CAb ∈ R𝑝×𝑞 means
between-set covariance matrix, and moreover CAb = C𝑇Ab ∈

R𝑝×𝑞.
The correlation function 𝜌 is independent of scales of wA

andwb; by constraining respective within-set covarianceCAA
and Cbb of A and b, CCA can be formulated as solution of
optimization problem of the following equation:

max
wA ,wb

w𝑇ACAbwb

s.t. w𝑇ACAAwA = 1, w𝑇bCbbwb = 1.

(11)

To solve this optimization problem of (11), we can build a
Lagrange equation to obtain the optimal solution; that is,

𝐿 (wA,wb, 𝜆1, 𝜆2) = w𝑇ACAbwb

+

1

2

𝜆
1
(1 − w𝑇ACAAwA)

+

1

2

𝜆
2
(1 − w𝑇bCbbwb) .

(12)

Differentiating (12)withwA andwb, partial derivatives are
as follows:

𝜕𝐿

𝜕wA
= CAbwb − 𝜆1CAAwA (13a)

𝜕𝐿

𝜕w
𝑏

= CbAwA − 𝜆2Cbbwb. (13b)



International Journal of Distributed Sensor Networks 5

To obtain the optimal solution, let (13a), (13b), (14a),and
(14b) equal to zero, then

CAbwb = 𝜆
1
CAAwA, (14a)

CbAwA = 𝜆
2
Cbbwb. (14b)

Multiply both sides of formula (14a) and (14b) by wA and
wb from left, respectively, easily obtain 𝜆

1
= 𝜆
2
, and take 𝜆

1
=

𝜆
2
= 𝜆, then the above formula can be simplified into

CAbwb = 𝜆CAAwA, (15a)

CbAwA = 𝜆Cbbwb. (15b)

Given Cbb is reversible, from (15b), obtain wb =

(1/𝜆)C−1bbCbAwA, and then substitute it into (15a), and reor-
ganize them into

CAbC−1bbCbAwA = 𝜆
2CAAwA , (16a)

CbAC
−1

AACAbwb = 𝜆
2Cbbwb. (16b)

Here, the solution of CCAwas translated into generalized
eigenvalue-eigenvector problem of twomatrixes whose scales
are 𝑝 × 𝑝, and 𝑞 × 𝑞 respectively. And then CCA problem
is equally described as generalized eigenvalue problem of
formula (17):

(

Ab𝑇
bA𝑇 )(

wA
wb

) = 𝜆(

AA𝑇
bb𝑇)(

wA
wb

) . (17)

Formula (17) can be abridged into Xw = 𝜆Yw, in
which X, Y, respectively, correspondes to left and right
matrix of previous formula, w = [w𝑇A,w

𝑇

b ]
𝑇 therefore, wA

and wb are eigenvectors of (A𝑇A)−1A𝑇b(b𝑇b)−1b𝑇A and
(b𝑇b)−1b𝑇A(A𝑇A)−1A𝑇b, respectively.

The literature [12, 15] proposed a regression method
based on canonical correlation analysis, namely, canonical
correlation regression (CCR). CCR combines least squares
with canonical correlation analysis with the purposes of
optimizating solution of regression coefficient under most
relevant significance. CCA-based regressionmethod, to some
extent, avoids interferences of multicollinearity of samples
through utilization of components that have been features-
extracted for regression; in addition, CCA considers corre-
lation between output and input invariables and so can be
regarded as an advanced regression between two multivari-
ates, an extension of multiple linear regression (MLR), and
known as a “multi-to-multi” regression method. Regression
coefficient of canonical correlation regression can be com-
puted out by following equation:

x̂CCR = (W
𝑘
W𝑇
𝑘
) x𝑇b, (18)

in which, W
𝑘
= [w1A,w

2

A, . . . ,w
𝑘

A] is composed of first 𝑘 of
maximum eigenvector.
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Figure 2: Example and phases of LE FWLS-CCR.

3. Methodology

3.1. The LE-FWLS-CCR Algorithm. The existence of multi-
collinearity usually brings seriously adverse effects on model
estimation, testing, and prediction. During localization esti-
mation, multicollinearity not only exists in concurrent local-
ization but also exists in incremental location estimation
process. For this reason, we add canonical correlation
regression method into FWSL algorithm to acquire optimal
prediction direction through correlation analysis of input
and output variables and dimension reduction processing
then use FWLS method to resolve problems caused by
heteroscedasticity. Because the procedure of FWLS-CCR
localization algorithm is similar to that of FWLS algorithm,
its solution is carried out through iteration, and the algorithm
process is shown in Algorithm 2.

Node localization process based on FWLS-CCR is shown
in Figure 2. Assume that the monitoring area is deployed
with several sensor nodes and 𝐿

1
, 𝐿
2
, 𝐿
3
, and 𝐿

4
are original

beacon nodes, which are set to be zero-level beacon nodes.
The nodes of A, B, and C are the nodes to be localized. Node
A is directly connected with the three original beacon nodes
of 𝐿
1
, 𝐿
2
, and 𝐿

3
. Node B is connected with 𝐿

3
and 𝐿

4
, while

node C is only connected with 𝐿
1
.

Obviously, the coordinates of node A can be calculated
and estimated according to the beacon nodes of 𝐿

1
, 𝐿
2
, and

𝐿
3
. According to CCR incremental localization algorithm,

node A may be updated to a new beacon node after adopting
CCR algorithm to calculate its estimated coordinates, and the
node may be set as the first level beacon node. By calculating
the residual, matrix Ω can be obtained. Assuming that b∗ =
D−1b, A∗ = D−1A, the location calculation equation is
transformed into the form of b∗ + 𝜉∗ = A∗x. taking original
beacon nodes 𝐿

3
, 𝐿
4
, and the newly added beacon node A
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Input: Beacon nodes coordinates:
Distance from beacon nodes to unknown nodes {x

1
, x
2
, . . . , x

𝑚
} , 𝑚 ≥ 3

Output: Estimated coordinates of unknown nodes: {x̂
𝑚+1

, x̂
𝑚+2

, . . . , x̂
𝑛
}

(1) Beacon nodes deliver their location information outwards through controllable flooding, if unknown nodes
acquire more than 3 beacon nodes, it firstly uses CCR to estimate locations of unknown
nodes, and will stop if there is no rest unknown nodes, otherwise, will carry out next step.

(2) Uses estimated location to estimate residual vector by the estimation formula: û
0
= b − Ax̂CCR;

(3) Constructs covariance matrix through FWLS method residual vectors, Ω̂
𝑖
= diag (�̂�2

𝑖,0
, �̂�
2

𝑖,1
, . . . , �̂�

2

𝑖,𝑛−1
);

(4) Uses newly-constructed covariance matrix to rewrite location distance equation, Ax = b + 𝜉;
(5) According to new equation, uses CCR method to estimate locations of secondary beacon nodes.
(6) If there still are some nodes which locations have not be estimate out in deployment area, skip to Step 2.
(7) The algorithm will finish if there is no node to be estimated in deployment area, and it will output

coordinates of unknown nodes.

Algorithm 2: LE-FWLS-CCR algorithm.
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Figure 3: Localization results of regular deployment in square area.
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Figure 4: Localization results of regular deployment in C-shape area.

as the referential nodes, and then readopt CCR algorithm
to figure out the estimated coordinates of node B. After
the calculation, node B is added as a new beacon node,
with second level. Similarly, the location of node C can be
estimated based on beacon 𝐿

1
, node A, and node B. Node

C is defined to be a third level beacon node.
In incremental localization approach, localization of

nodes is implemented in batches. Owing to distance mea-
surement error, there is a certain difference between the
estimated value and the practical value of first level beacon
node. As for second level beacon nodes, their estimated
values are as well influenced by measurement error and
the intrinsic error of first level beacon nodes. In addition,
it is shown in Figure 2 that, when estimating node C, the
positions of referential nodes 𝐿

1
, A, and B are founded to

be approximately collinear, which may lead to even larger
error when estimating node C. On this basis, FWLS-CCR
method is applied to utilize CCR to reduce the dimensionality
of input and output data after the data is analyzed. The
objective is to partially eliminate error and multicollinearity.

Meanwhile, attainable residuals are adopted as the weight
value, making the algorithm even feasible and applicable
to practical environment. Thus, compared with previous
algorithms, localization algorithm based on FWLS-CCR is
more feasible, with higher adaptability.

3.2. Time Complexity Analysis. In this Section, we compare
the time complexities for localization as required by LE-
FWLS-CCR and other popular incremental location estima-
tion algorithms, namely,WLS-based location estimation (LE-
WLS) proposed in the literature [10] as well as SQP-based
location estimation (LE-IILA) proposed in the literature [5].
These algorithms will also be compared experimentally in
Section 4.

LE-FWLS-CCR: basically, the complexity of our algo-
rithm is dominated by two parts: canonical correlation
regression and feasible weighted least squares. The com-
plexity of computing CCR is mainly determined by the
core algorithm CCA, whose complexity is𝑂(𝑛3 log 𝑛). FWLS
method isOLS improvement, which uses residuals attained at



8 International Journal of Distributed Sensor Networks

0

20

40

60

80

100

120

140

160

180

A
LE

 (%
)

LE-WLS(C)
LE-IILA(C)
LE-FWLS-CCR(C)

LE-WLS(S)
LE-IILA(S)
LE-FWLS-CCR(S)

5 6 7 8 9 10 11 12 13 14 15
The number of beacon

Figure 5: Average localization error of regular deployment.

each computation as weight matrix; therefore, complexity of
FWLS is𝑂(𝑛4). Thus, the total complexity of the FWLS-CCR
is 𝑂(𝑛4).

LE-WLS: WLS-based location estimation method using
the WLS method as the core algorithm, and the complexity
of WLS is 𝑂(𝑛3); thus, the computer complexity of LE-WLS
method is 𝑂(𝑛3).

LE-IILA: the complexity of SQP method is the main
reason in LE-IILA algorithm. If the limited number of
iterations, the computational complexity of SQP is𝑂(𝑘2+𝑘𝑛),
where 𝑘 is the number of iterations. If 𝑛 ≫ 𝑘, the complexity
of computer is 𝑂(𝑘𝑛), otherwise the complexity of computer
is 𝑂(𝑘2).

The literature [20] has proved that properly increasing
the calculation amount of algorithm will not affect the
performance of sensor network. For this reason, it is worthy
to improve the localization accuracy based on FWLS-CCR by
sacrificing partial calculation volume.

4. Simulation and Experiments

This section will analyze and evaluate LE-FWLS-CCR local-
ization algorithm on Matlab platform. In simulation exper-
iment, it is supposed that nodes are deployed in a two-
dimensional monitoring area and adopt transformation of
RSSI signals to distance for matrix of distance among nodes.
In order to compare impartiality of experimental results, this
section adopts signal model proposed in the literature [21] to
simulate signal strength among nodes; that is,

𝑃
𝑖𝑗
∼ 𝑁(𝑃

𝑖𝑗
, 𝜎
2

𝑑𝐵
) ,

𝑃
𝑖𝑗
= 𝑃
0
− 10𝑛

𝑝
lg(

𝑑
𝑖𝑗

𝑑
0

) ,

(19)

among which 𝑃
𝑖𝑗
represents the transmitted signal power

which is received by node 𝑖 from the node 𝑗, and the unit is
dBm; 𝑃

0
represents the received signal power corresponding

to the point of the reference range 𝑑
0
; 𝑑
0
represents the

reference range; 𝑛
𝑝
represents the attenuation coefficient of

the wireless transmission and is related to the environment;
𝑃
𝑖𝑗
represents the received signal power corresponding to

the point of the reference range 𝑑
0
(dBm); 𝜎2

𝑑𝐵
represents

the shadow variance. 𝑛
𝑝
uses fitting data from real collection

in the literature [20]; as for 𝜎2
𝑑𝐵
, let 𝜎2

𝑑𝐵
/𝑛
𝑝

= 1.2 in this
experiment.

Due to higher coverage of incremental algorithm, the
experiment in this section mainly examines the accuracy of
localization of nodes with ALE as evaluation basis, and the
definition of ALE is as follows:

ALE =

∑
𝑛

𝑖=1
√(𝑥
𝑖
− 𝑥
𝑖
)
2

+ (𝑦
𝑖
− 𝑦
𝑖
)
2

𝑛 × 𝑅

× 100%. (20)

In the formula, (𝑥
𝑖
, 𝑦
𝑖
) represents the estimated coordi-

nate location of the ith node, (𝑥
𝑖
, 𝑦
𝑖
) represents the actual

coordinate location of the ith node 𝑛 represents the number
of the unknown nodes, and 𝑅 represents the communication
radius. It can be seen from the above formula that ALE refers
to the ratio of the average error of the Euclidean distance
from the estimation location of all nodes to the real location
in the area to the communication radius. ALE can reflect
the stability of the localization algorithm and the positioning
accuracy; when the communication radius of the node is
given, if the average localization error of the node is smaller,
then the positioning accuracy of the algorithm is higher and
vice versa.

This experiment also compares the method proposed in
this paper, the localization algorithm based on FWLS-CCR
(LE-FWLS-CCR), with WLS-based location estimation (LE-
WLS) proposed in the literature [10], as well as IILA-based
location estimation (LE-IILA) proposed in the literature [5].
In addition, the experiment carries out comparison by use of
data collected from actual scenes provided in the literature
[20].

4.1. Simulation Experiments Based on Distance-Measuring
Model. The experiments based on distance-measuring
model have set four experimental scenes: random deploy-
ment nodes in square area, regular deployment nodes
in square area, random deployment nodes in C-shape
area and regular deployment nodes in C-shape area, in
which C-shape area, is formed because of a bigger barrier,
mainly used to evaluate localization performance with lager
barrier, that is, in case of non-line-of-sight. In order to
decrease the effect of single one experiment, each group of
experiments will be repeated for 50 times in each scene,
finally the average indicators of the 50 experiments will be
reported. The experiments will examine accuracy of final
localization results of unknown nodes with incremental
quantity of beacon nodes. In these experiments, the valid
communication radius of nodes is supposed to be 60m.
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Figure 6: Localization results of random deployment in square area.

4.1.1. Rules Deployment. Regular deployment of nodes in
monitoring area principally aims to explore effects of
collineation of beacon nodes on localization accuracy, while
regular deployment in C-shape area is used to observe effects
of non-line-of-sight caused by barriers in monitoring area on
localization accuracy.

In this group of experiments, regular deployment of
nodes is within a 300m × 300m area, whose side length of
grids is 30m, there are 121 nodes in total without barrier, but a
150m×90mbarrier was placed in C-shape area, and then the
quantity of nodes becomes 106. In these experiments, select
5–15 nodes as beacon nodes, provided that their location
information is known. Figure 3 is the final localization result
of nodes of certain deployment in square area under the
circumstance that there are 10 beacon nodes, in which circle
denotes unknown node, box denotes beacon node, and the
straight line connects actual coordinates of unknown node
with its estimated coordinates. Figure 3(a) shows deployment
of nodes; Figure 3(b) shows localization results based on
weighted least squares with weights being reciprocals of

variance of error term that is optimal theoretically, and in
this figure, ALE = 70%; Figure 3(c) shows LE-IILA method
proposed by Ji, and in this figure, ALE = 43.2%; Figure 3(d)
shows LE-FWLS-CRR proposed in this paper, and in this
figure, ALE = 18.2%.

The circumstance that there is a barrier in regular deploy-
ment area was described in Figure 4(b) to Figure 4(d), and
this experimentmainly is used to study effects of non-line-of-
sight on localization results. Figure 4(a) shows deployment
of nodes; Figure 4(b) shows localization results of LE-WLS,
ALE = 46.8%; Figure 4(c) shows LE-IILA method proposed
by Ji, ALE = 42.2%; Figure 4(d) shows LE-FWLS-CRR
proposed in this paper, ALE = 16.1%.

It can be seen from Figures 3 and 4 that LE-WLS and LE-
IILA only considered heteroscedasticity but didn’t take mul-
ticollinearity into account; therefore, only nodes in partially
incremental area obtained satisfactory results in experiments,
and localization errors in some area are still large. LE-
FWLS-CCRmethod proposed in this paper comprehensively
considered heteroscedasticity, error escalation as well as
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Figure 7: Localization results of random deployment in C-shape area.

multicollinearity, and other problems, and so localization
results are more effective than those of LE-WLS and LE-IILA
methods.

Because incremental localizationmethod is used to locate
nodes through gradually increment, as shown in Figure 3,
barrier did not cause localization coverage reduction. While
because of “extrusion” of barrier, the ratio of beacon nodes in
such deployment area is higher than the same size of deploy-
ment area without barrier under the circumstance that the
quantity of beacon nodes is equivalent. Ratio of beacon nodes
increases; hence, localization accuracy in most of the area is
relatively higher as shown in Figure 4. As shown in Figures 3
and 4, LE-WLS and LE-IILA similarly did not considermulti-
collinearity between original and newly added beacon nodes;
as a result, localization errors of nodes in some areas are large
and then affect the whole performance of localization.

Figure 5 describes curve of average ALE of repeated
experiments by three localization methods varying with the
quantity of beacon nodes in regular deployment scenes. It is
easily to findALE of LE-WLS fluctuating as the strongest, and

accuracy is the lowest; LE-IILA is in second place, while LE-
FWLS-CCR proposed in this paper is most accurate. This is
because original and newly added beacon nodes are being
most possibly collinear, furthermore, LE-WLS and LE-IILA
algorithms did not consider this and noise was not removed
completely, especially LE-WLS method that only considered
heteroscedasticity but did not take noise escalation into
account; consequently ALE curve waves greatly, sometimes;
ALE is approximate to 180%; LE-IILA method only ideally
considered noise escalation but did not take multicollinearity
into account and so obtain better localization results than
LE-WLS method, but the localization results are still not
stable, and sometimes ALE is greater than 100%; therefore,
the effectiveness of localization by LE-IILA is hard to meet
actual needs; the method proposed in this paper considered
multiple factors that affect accuracy in incremental localiza-
tion process and obtained fairly stable localization results
and significantly higher accuracy than other incremental
localization methods.
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Figure 8: Average localization error of random deployment in
square area.

4.1.2. Random Deployment. Random deployment is more
close to actual situation. The experiments in this scene are
used mainly is to discuss whether this algorithm is proper for
various actual situations or not. In the sameway, experiments
about random deployment are classified into two groups, in
C-shape area with barrier and in square area without barrier.
In this group of experiments, there are 200 nodes randomly
deployed in a 300m × 300m monitoring area, similar with
regular deployment, to compare LE-FWLS-CCR with LE-
WLS and LE-IILA in order to evaluate changes of ALE with
quantity of beacon nodes by two algorithms. In the scenewith
barrier, a 150m × 90m object was placed in deployment area
to artificially lead to ineffective communication of nodes in
this area. In these experiments, select 5–15 nodes as beacon
nodes provided that their location of information is known.

Figure 6 shows final localization result of nodes of certain
deployment in square area under the circumstance that there
are 10 beacon nodes. Figure 6(b) shows localization results of
LE-WLS method, with weights being reciprocals of variance
of error term that is optimal theoretically, ALE = 41%;
Figure 6(c) shows LE-IILA method proposed by Ji, ALE =

18.5%; Figure 6(d) shows LE-FWLS-CRR proposed in this
paper, ALE = 15.2%. From this figure, localization results of
unknown nodes surrounding the area crowded with original
beacon nodes are better, but with increasing incremental
series, effectiveness of localization by LE-WLS is worse; LE-
IILA is better than LE-WLS because the former considered
error escalation, but in some areas, estimation results of
unknown nodes are still far from actual values, for the reason
that it did not consider multicollinearity between newly
added beacon nodes and original beacon nodes. The results
of LE-FWLS-CRR proposed in this paper are still stable and
have higher accuracy than the previous two methods.

Figure 7 shows localization result of certain random
deployment in C-shape area with barrier. Figure 7(a) shows

nodes distribution diagram of certain localization. Figures
(b),(c), and (d) show localization result of LE-WLS, LE-
IILA, and LE-FWLS-CCR, respectively, and final ALE of
various localization in Figure 7 is 38.6%, 15.6%, and 13.1%,
respectively.Thefigure shows very obvious trace of incremen-
tal localization, that is, anticlockwise step-by-step location
estimation. Due to existence of barrier, same quantity of
beacon nodes accounts for a higher proportion in unit area
than random deployment in square area; therefore, if the
incremental series is lower, three methods’ estimation of
accuracy for unknown nodes is high, but with incremental
series increasing, advantages and disadvantages of three
methods will appear. LE-WLS did not consider error control
and multicollinearity, so localization error for higher series
is large; although LE-IILA considered error escalation to
a certain extent, it did not consider multicollinearity, the
localization results were improved but are still poor in some
areas. The algorithm proposed in this paper obtained similar
localization results with the previous three scenes, and its
localization accuracy is still stable and excellent.

Figure 8 describes curve of average ALE of repeated
experiments by three localization methods varying with
quantity of beacon nodes in random deployment scenes.
Curves of LE-WLS and LE-IILA methods still wave ups and
downs, because randomness of random deployment is far
greater than that of regular deployment, and as a result,
maximum ALE of LE-WLS and LE-IILA methods is even
approximate to 180%; however, the method proposed in this
paper still obtains stable results. Owing to full considerations
on adverse factors in localization process, the characteristics
of random deployment did not reduce localization accuracy
greatly but improved it.

4.2. Simulation Experiment Based on ActuallyMeasured Data.
This paper uses actually measured data set provided by
Neal Patwari of Utah State University. The experiment was
arranged in a standard office area that is a 12m × 14m
rectangle. There are 44 nodes (in which 4 nodes act as
beacon nodes) deployed in it; the communications among
nodes adopt direct sequence spread spectrum (DS-SS), and
the center frequency of deployment nodes is 2.4GHz. This
paper uses these data and enlarges effective communication
radius of nodes to compare LE-WLS, LE-IILA, and LE-
FWLS-CCR methods proposed in this paper. Table 1 shows
that localization results of LE-FWLS-CCR for four different
communication radiuses are better than those of other two
localization algorithms. The details are shown in Table 1

Figure 9 shows the localization results of three algorithms
under the circumstance that communication radius is 7m,
in which Figure 9(a) shows nodes deployment; Figure 9(b)
is localization result of LE-WLS method, ALE = 81.8%;
Figure 9(c) is localization result of LE-IILA method, ALE =

39.6%; Figure 9(d) shows localization result of LE-FWLS-
CCR method proposed in this paper, ALE = 19.6%. From
Figure 9, it can be seen that only localization results of
unknown nodes near original beacon nodes are relatively
satisfactory in Figure 9(b); in Figure 9(c), localization results
of unknown nodes far from original beacon nodes are
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Table 1: Comparisons of average localization errors based on actual RSSI measurement data.

Wireless communication radius (m) LE-WLS ALE LE-IILA ALE LE-FWLS-CCR ALE
6.5 99.1% 46.6% 20.8%
7 81.8% 39.6% 19.6%
7.5 70.23% 41.3% 18.4%
8 83.51% 49.12% 15.51%
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Figure 9: Localization results of actually measured data.

better than those in Figure 9(b); while localization result in
Figure 9(d) is the best in the three.

5. Conclusion

This paper combines FWLS method and CCR method in
a localization process that uses FLWS method to solve
problems in location estimation caused by heteroscedasticity
and uses dimensionality reduction algorithm CCR in mul-
tivariate analysis to deal with topology between original and
newly added beaconnodes and error accumulation problems.
The results of many groups of experiments indicate that

the method proposed in this paper can effectively resolve
heteroscedasticity, accumulative error, and multicollinear-
ity problems, and its localization results are stable and
have higher accuracy than previous incremental localization
methods.
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