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With the advent of 5G networks in the era of Internet of
�ings (IoT), wireless and mobile networking have become
prevalent everywhere. In this scenario, security and privacy
have become the decisive factors. Mobile and wireless ecosys-
tem is an ideal playground for countless perpetrators. (i)
Handheld devices are o	en utilized for critical tasks, such
as e-commerce, bank transactions, and application purchases
as well as social interactions. (ii) �ese devices uniquely
identify their users and store sensitive and meticulous infor-
mation about them. (iii) Despite their sophistication, naive
security mechanisms have culminated in the bypassing of
the mobile operating systems. Moreover, several wireless
interfaces and protocols have been found to be vulnerable.
As the attacker has a multitude of alternate entry points to
perform penetration, the inception of assaults against the
user and underlying systems had augmented both in amount
and in matters of complexity. �erefore, it is imperative to
note that novel and advanced security and privacy-preserving
measures should be deployed.�is special issue has acknowl-
edged overwhelming responses from researchers, and it has
received many high-quality submissions from various coun-
tries around the world. All the submitted papers have been
reviewed by at least three independent experts. We expect
that this special issue focuses on cohesive information related
to the applications of security and privacy issues in wireless
and mobile networks, and it also delivers stimulations for
future research.

In the paper entitled “Multiorder Fusion Data Privacy-
Preserving Scheme for Wireless Sensor Networks” M. Xie et
al. proposemultiorder fusion data privacy-preserving (MOF-
DAP) scheme based on the idea of SMART algorithm. In
this paper, the authors have introduced interference code

protection and adopt the idea of multiorder fusion to imple-
ment a proposed scheme.�e simulation results show that the
proposed MOFDAP scheme has a better privacy protection
function under low tra
c.

�e paper of L. Wang and Q. Wang entitled “Secure-
Network-Coding-Based File Sharing via Device-to-Device
Communication” proposes a large scale �le sharing scheme
based on secure network coding via device-to-device (D2D)
communication. In the proposed scheme, when a user needs
to share data with others in the same area, the source
node and all the intermediate nodes need to perform secure
network coding operation before forwarding the received
data. �e experimental results show that secure network
coding is very feasible and suitable for such �le sharing.
Moreover, the sharing e
ciency and security outperform
traditional replication-based sharing scheme.

In the paper entitled “�e High Security Mechanisms
Algorithm of SimilarityMetrics forWireless andMobile Net-
working” X. Wang proposes an improved a priori algorithm
based on Boolean matrix and deletes the unnecessary rows
and columns of the matrix to reduce the scale of the data and
apply to agricultural datasets. Experimental results show that
the improved a priori algorithm can e
ciently discover useful
association rules for the reason that database will be scanned
for only one time and that the data to deal with is getting
smaller and smaller with the algorithm running.

A. Khan et al. present a partial permutation encryption
(PPE) algorithm in their paper entitled “Energy E
cient Par-
tial PermutationEncryption onNetworkCodedMANETs” to
propose P-Coding scheme that permuted onlyGlobal Encod-
ing Vectors which decrease the computational complexity
making it an e
cient encryption scheme in terms of energy,
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computation, and cost. To authors the security e�ectiveness
of the proposed scheme against various attacks is ensured via
proposed dynamic key generation mechanism and random
key generation.

In the paper entitled “Security Enrichment in Intrusion
Detection System Using Classi�er Ensemble” written by
U. R. Salunkhe and S. N. Mali, the aim was to enhance
detection rate of Intrusion Detection System (IDS) by using
machine learning technique. �e authors proposed a novel
classi�er ensemble based IDS using hybrid approach which
combines data level and feature level approach. Classi�er
ensembles combine the opinions of di�erent experts and
improve the intrusion detection rate. Experimental results
show the improved detection rates of the proposed system
compared to state-of-the-art technique.

�e paper entitled “Enhancing the Cloud Computing
Performance by Labeling the Free Node Services as Ready-
To-Execute Tasks,” written by R. S. Abujassar and M. Jazzar,
introduced a new technique called Cloud Computing Alarm
(CCA) mechanism. �e proposed CCA is to enhance and
increase network service performance by reducing searching
time for the node manager by updating the information
frequently. In addition, the CCA also improves the Quality
of Service (QoS) for sensitive and high priority tasks.
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Privacy-preserving in wireless sensor networks is one of the key problems to be solved in practical applications. It is of
great significance to solve the problem of data privacy protection for large-scale applications of wireless sensor networks. The
characteristics of wireless sensor networks make data privacy protection technology face serious challenges. At present, the
technology of data privacy protection in wireless sensor networks has become a hot research topic, mainly for data aggregation, data
query, and access control of data privacy protection. In this paper, multiorder fusion data privacy-preserving scheme (MOFDAP) is
proposed. Random interference code, random decomposition of function library, and cryptographic vector are introduced for our
proposed scheme. In multiple stages and multiple aspects, the difficulty of cracking and crack costs are increased. The simulation
results demonstrate that, compared with the typical Slice-Mix-AggRegaTe (SMART) algorithm, the algorithm proposed in this
paper has a better data privacy-preserving ability when the traffic load is not very heavy.

1. Introduction

Nowadays, the application of Internet of things (IoT) is
becoming more diverse. As an important part of the Internet
of things, the wireless sensor network (WSN) has been widely
used in all aspects of our lives (e.g., military surveillance,
patientmonitoring, forestmonitoring, etc.). Awireless sensor
network is a self-organizing network composed of a large
number of sensor nodes. It has the characteristics of being
resource constrained, distributed, multihop, wireless com-
munication, and so on. WSN sensor nodes are placed in the
public, untrusted, and even malicious intrusion environment
and exchange the data using wireless communication. These
make the data easy to intercept for WSN. WSN faces serious
privacy data leakage risk. Especially in medical and military
applications, data security requirements are very high. It is
necessary to study the privacy protection of WSN.

It is the main task for wireless sensor networks to collect
useful information, relying on a large number of nodes
scattered in the environment, so that people can analyze and
process the information. Data fusion technology is one of the

key technologies for WSN. Many of the existing researches
have increased the privacy protection function on the basis of
data fusion. For instance, in [1], Conti et al. design a private
data aggregation protocol that does not leak individual sensed
values during the data aggregation process. It enhances the
robustness, and the node computing complexity and data
transmission are not large.

In [2–5], Wenbo et al. proposed the privacy-preserving
algorithms based on data fusion. The SMART algorithm
is widely used in these algorithms. In SMART, the data
is divided into slices, and then the slices are sent to the
randomly selected neighbor nodes; finally, the data fusion
is carried out along the data fusion tree. In this paper,
the method of decomposing data by random function is
proposed. We make some improvements to SMART. We use
the random function to decompose the data to increase the
difficulty of cracking the data in the data aggregation point.

The purpose of privacy protection is to increase the cost
and difficulty of acquisition for eavesdropper.The generation
of interference information can greatly increase the cost and
difficulty of eavesdropping.
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Generally, the energy resources of the sampled sensors
are limited. Energy resources are related to the lifetime of the
whole WSN, so the energy consumption is usually the key
problem of data fusion in WSNs. Now most of the wireless
sensor networks take sleep strategies which randomly select
a node as a sentinel node, to achieve compressive sampling,
but now most of the compressed sampling schemes do not
provide privacy protection. In fact, interference information
can be generated by nodes randomly selected from the sleep
nodes. In this paper, we propose a method to generate
interference codes in the multiorder fusion data protection
algorithm.

In the traditional password protection work, Girao et al.
proposed a privacy-preserving solution for data fusion in
[6, 7]. They use homomorphic encryption so that nodes can
effectively fuse the data without decrypting data. In order to
increase the defeat solution difficulty, this paper puts forward
the strategy of password vector protection.

Now the eavesdropper’s crack technology is richer. It is
difficult to protect the security of wireless sensor networks
with only one method. A variety of methods need to be
organically combined so that layers of protection are formed.
For this purpose, this paper proposes a privacy-preserving
mechanism combined with active protection and passive
protection and adopts multiorder fusion protection strategy
forWSN, to increase the cost and difficulty of interception or
eavesdropping in a nonlinear way.

The rest of this paper is organized as follows. Section 2
provides some related work. Section 3 describes the model
of privacy-preserving data aggregation in WSN. Section 4
provides our multiorder fusion algorithms for private data
aggregation. Section 5 evaluates the proposed schemes for
cost and difficulty.We summarize our work and lay out future
research direction in Section 6.

2. Related Work

In typical wireless sensor networks, sensor nodes are usually
limited in resources and energy.Data aggregation is necessary
for wireless sensor networks. Based on the management
pattern of cluster structure, in [1], Conti et al. proposed a
privacy-preserving algorithm for data fusion. In particular,
neither the base station (BS) nor other nodes are able to
compromise the privacy of an individual node’s sensed value.
Bista et al. proposed a new set of data fusion privacy pro-
tection solutions. The proposed scheme applies the additive
property of complex numbers in [8, 9]. All of them have the
advantages of computational complexity and small amount of
data transmission.

In [2–5], Wenbo et al. proposed the privacy-preserving
data aggregation (PDA), which includes two algorithms,
cluster-based private data aggregation (CPDA) and Slice-
Mix-AggRegaTe (SMART). But the amount of calculation
of CPDA is great, and data traffic of SMART is very large.
SMART algorithm in [2] is the most closely related to the
algorithmproposed in this paper.The SMARTalgorithmuses
hop-by-hop data fusion mode and node-to-node encryption
and decryption mode. It can prevent the invasion of external

intruders, in the case of ensuring the accuracy of data fusion.
It can guarantee the internal trusted node to obtain privacy
data. The SMART algorithm is divided into three steps:
slicing, mixing, and aggregating.

In [10–13], some features are added on the basis of
SMART. The privacy-preserving algorithm based on fusion
is extended.The energy consumption is reduced in document
10. Reference [11] focuses on improving the accuracy of data
fusion. Reference [12] adds data integrity verification. The
authors add fault tolerance in [13].

In [6, 7], Girao et al. proposed a privacy-preserving
solution for data fusion.They adopted homomorphic encryp-
tion. This algorithm can make the nodes implement effective
fusion of data, without the need of decrypting data. In order
to increase the difficulty of crack, this paper puts forward the
strategy of using password vector to protect the data.

In [14], the authors proposed a 𝑘-anonymization cluster-
ing method (𝑘-ACM) that provides a 𝑘-anonymity frame-
work with two levels of privacy for WSNs. Zhang et al.
proposed a security privacy-preserving data aggregation
model, which adopts a mixed data aggregation structure of
tree and cluster for the wearable wireless sensors in [15]. In
[16], Cao et al. proposed a privacy-preserving and auditing-
supporting outsourcing data storage scheme by using encryp-
tion and digital watermarking. They used logistic map-based
chaotic cryptography algorithm to preserve the privacy of
outsourcing data.

Thus, it can be seen that there are many schemes about
privacy protection. How to combine a variety of privacy
protection strategies is also an urgent need to solve the
problem. We propose the multiorder fusion data privacy-
preserving (MOFDP) algorithm for wireless sensor networks
by extending the privacy protection.

3. System Model

The MOFDP algorithm is based on the cluster structure
of wireless sensor networks. It is assumed that there is a
cluster head node 𝑁0 which can be a sink node in each
cluster structure. It is a high resource node, which can
be responsible for data collection and integration. It can
also be used as a query node to perform query tasks. In
each cluster structure of WSN, other nodes can be the
subnodes which are responsible for collecting data. Suppose
that the set of subnodes is {Node1,Node2, . . . ,NodeNumNode},
where NumNode is the number of child nodes. The specific
structure of the cluster of WSNs is shown in Figure 1.

The MOFDP algorithm achieves multiorder data privacy
protection. In Figure 1, “—” denotes order-1 data privacy pro-
tection. “- ⋅ -” denotes order-2 data privacy protection. When
NumNode = 4, there are four “—” and “- ⋅ -”, respectively.
“→” represents order-3 data privacy protection.

In the privacy-preserving algorithm of this paper, 𝑁0
node is very important. In this paper, it is assumed that𝑁0 is
very difficult to be captured. In this paper, the wireless sensor
network takes the sleeping strategy. The sampling frequency
of the whole network is dynamically adjusted by𝑁0. In each
sampling process, all the subnodes are not sampled at the
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Figure 1: MOFDP model based on cluster structure.

same time, but only one random subnode is sampled. Any
node that takes the sample is determined by the 𝑁0 node
according to the algorithm to generate random values. The
fusion recovery function library and the key vector both are
in the head node𝑁0.The detailed algorithmwill be described
in the rest of this paper.

4. The Protection Mechanisms of
Multiorder Fusion Protection

In this paper, we use three order models to protect data pri-
vacy. The first step is the use of interference code protection.
In the second phase, the data is decomposed by a random
function. In the third stage, we use cryptographic vectors to
secure data.

4.1. Construction of Decomposition Function Library. In [2],
the slice-mixed aggregation (SMART) uses the segmentation

and reorganization technology to complete the privacy-
preserving data aggregation. The basic idea of SMART is
that the sensor node randomly divides the original data into
many data slices; the hop-by-hop encryption mechanism is
adopted, and the exchanged data slices are randomly selected
by the neighbor nodes; it performs the summation operation
for all the received data slices and uploads the results to the
base station; the base station can obtain all the received data
and get the accurate SUM aggregation results.

We do not simply use the fixed method to segment the
data in this paper. The decomposition function is randomly
extracted from the decomposition function library, and then
the collected data are decomposed and sent in separate time
periods. It increases the difficulty of cracking data, because
the decomposition function is random, and the decomposi-
tion function library and the fusion recovery function library
must be obtained at the same time in order to recover the
signal. Due to the implementation of transmitting data in
the interval time, the number of elements in the solution
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vector of decomposition function is not uniform. It is difficult
to determine the number of signals to be intercepted for
cracking data; thus, the difficulty of the crack is increased.

Set 𝐷𝑖(𝑡) as the data collected by the 𝑖th subnode at 𝑡
moment. We define the data decomposition function as

Dec𝑞 (𝐷𝑖 (𝑡)) = DD𝑖

= {𝑑(1,𝑖) (𝑡) , 𝑑(2,𝑖) (𝑡) , . . . , 𝑑(𝑁,𝑖) (𝑡)} , (1)

where DD𝑖 is the solution vector. 𝐷(𝑗,𝑖)(𝑡) (𝑗 = 1, 2, . . . , 𝑁)
denotes the elements of DD𝑖. The number𝑁 of components
of the solution vector is determined by the decomposition
function. The 𝑞 is the index number of the decomposition
function Dec(∗).

The data decomposition function library of subnodes is
denoted as

Decs = {𝑞 ∈ Z | Dec𝑞 (𝐷𝑖 (𝑡))} . (2)

The data fusion recovery function is interpreted as

Cec𝑝 (DD𝑖) = 𝐷𝑖 (𝑡)
= Cec𝑝 ({𝑑(1,𝑖) (𝑡) , 𝑑(2,𝑖) (𝑡) , . . . , 𝑑(𝑁,𝑖) (𝑡)})
= 𝐷𝑖 (𝑡) ,

(3)

where 𝑝 is the index number of the fusion recovery function
Cec(∗).

The fusion recovery function library of sink node is
defined as

Cecs = {𝑝 ∈ Z | Cec𝑝 (DD𝑖)} . (4)

A decomposition function corresponds to a fusion recov-
ery function. The fusion recovery function is the inverse
operation of the decomposition function. The relationship
between them is Dec𝑢(Cec𝑢(DD𝑖)) = Cec𝑢(Dec𝑢(𝐷𝑖(𝑡))) =𝐷𝑖(𝑡), 𝑢 ∈ Z. The total number of functions in the decom-
position function library corresponds to the total number of
functions in the fusion recovery function library.

4.2. End-to-End Encryption Used Key Vectors. In many prac-
tical applications, wireless sensor networks must consider
privacy protection to ensure that the data collected by each
node can only be accessed by the authorized users. Only the
authorized nodes can transmit the data to the sink node to
ensure the correctness and integrity of the data. In this paper,
the idea of encryption is end-to-end encryption.

The sensed data being passed to nonleaf aggregators are
revealed for the sake of middle-way aggregation in the hop-
by-hop aggregation protocols in [17]. Compared with the
hop-by-hop encryption mechanism, the intermediate nodes
in the end-to-end encryption mechanism can save the cost
of encryption and decryption and reduce the time delay.
The end-to-end encryption mechanism is as follows: the
sensor node and the sink node share the key encryption, and
then the sink node implements the decryption process. The
end-to-end encryptionmechanism requires data aggregation

(1) While no error
(2) TSID = Rand(1,NumNode);
(3) TFID = Rand(1,NumFunction);
(4) Send MES to Node(TSID);
(5) Endwhile;

Algorithm 1: Sink node randomly generated number.

on encrypted data. Homomorphic encryption can be used
to achieve the sum or product operation on the cipher-
text, which can effectively support data aggregation in the
encrypted data.

The 𝑖th sampling node:

cd1 = Encode (𝑑(1,𝑖) (𝑡) , 𝑘(𝑖,1),𝑀) = 𝑑(1,𝑖) (𝑡) + 𝑘(𝑖,1) ⊕𝑀;
cd2 = Encode (𝑑(2,𝑖) (𝑡) , 𝑘(𝑖,2),𝑀) = 𝑑(2,𝑖) (𝑡) + 𝑘(𝑖,2) ⊕𝑀;

...
cd𝑁 = Encode (𝑑(𝑁,𝑖) (𝑡) , 𝑘(𝑖,𝑁),𝑀) = 𝑑(𝑁,𝑖) (𝑡) + 𝑘(𝑖,𝑁) ⊕𝑀,

(5)

where⊕ is denoted as themode operation and𝑀 is the system
parameter. CD𝑖 = {cd1, cd2, . . . , cd𝑁} is ciphertext vector.The
key vector 𝐾𝑖 = {𝑘(𝑖,1), 𝑘(𝑖,2), . . . , 𝑘(𝑖,𝑁)} is shared by the 𝑖th
subnode and the head node.

DD𝑖 = {𝑑(1,𝑖)(𝑡), 𝑑(2,𝑖)(𝑡), . . . , 𝑑(𝑁,𝑖)(𝑡)} is the plaintext
vector of sampling node.. The relationship then follows as

Ciphertext fusion value of head node: CD1⋅⋅⋅𝑁 =(Cec𝑝(CD𝑖)) ⊕ 𝑀;
Decryption of head node: Decode(CD1⋅⋅⋅𝑁,Cec𝑝(𝐾𝑖),𝑀) = CD1⋅⋅⋅𝑁 − Cec𝑝(𝐾𝑖) ⊕ 𝑀.

4.3. Sink Node Randomly Generated Number. Because the
sleeping strategy is used in the wireless sensor network in this
paper, under the condition that the probability of abnormal
event is not high, all nodes are not sampled at the same
time, in each sampling process. The sink node randomly
generates the really sampling node number by the algorithm
and notifies its sampling. This truly sampled node is called a
sentinel node.

TSID is denoted as the truly sampling node number.
TFID is in terms of the number of decomposition function.
Active signal group MES = (TSID,TFID,CONDITION),
where CONDITION is the condition to activate node sam-
pling. NumNode is the total number of subnodes. NumFunc-
tion is the total number of functions in the decomposition
function library. The algorithm of randomly generating
number is Algorithm 1.

4.4. Generation of Random Interference Data. It is possible
to randomly select a node to generate interference data. In
this way, the probability that the eavesdropper intercepts
the data in the channel and the information of the source
is determined by the number of interfering data nodes.
Assuming that the number of the real sampling nodes is
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(1) While no error
(2) 𝑡 = 0;
(3) RSC = 0;
(4) IF Receive(MES);
(5) RSC = RSC + 1;
(6) 𝐷TSID(𝑡) = SAMPLE;
(7) 𝐷TSID = DecTFID(𝐷TSID(𝑡))
(8) cd1 = Encode(𝑑(1,𝑖)(𝑡), 𝑘(𝑖,1),𝑀);
(9) cd2 = Encode(𝑑(2,𝑖)(𝑡), 𝑘(𝑖,2),𝑀);
(10) . . .
(11) cd𝑁 = Encode(𝑑(𝑁,𝑖)(𝑡), 𝑘(𝑖,𝑁),𝑀);
(12) For 𝑡𝑡 = 1 to𝑁
(13) SEND(TSID, TFID, cd𝑡𝑡) to sink;
(14) 𝑡𝑡 = 𝑡𝑡 + 1;
(15) Endfor
(16) ELSE IF RSC >= 2||!SAMPLING
(17) Then NOISYFD;
(18) RSC = 0;
(19) SEND FD to sink
(20) ENDIF
(21) ENDIF
(22) 𝑡 = 𝑡 + 1
(23) Endwhile

Algorithm 2: Subnode really sample and generate interference
data.

Numdatanodes, the number of nodes generating the inter-
ference data is Numdatainter, and the probability 𝑝 of the
eavesdropper intercepting the false data is

𝑝 ≈ Numdatainter
Numdatanodes

. (6)

In case there are one node generating the interference
data and one real sampling node, the probability 𝑝 of the
eavesdropper intercepting the false data approximately equals
50%. If there are two nodes generating the interference data
and one real sampling data, the probability 𝑝 approximately
equals 33.33%.

The selection problem of nodes generating interference
data must be considered. If the head node notifies the subn-
odes to generate random interference codes, this increases
the communication cost and instability. The method of this
paper is shown in Algorithm 2. In 𝑛 − 1 nonsampling nodes,
each node’s sampling threshold is used to decide whether to
transmit random values which can be used as the interference
data. Since the real sampling nodes are random, the nodes
that generate the interference data byAlgorithm2 are random
too.

5. Data Privacy-Preserving Algorithm
Based on Multiorder Fusion Protection

In order to ensure that the wireless sensor networks can
securely collect data and secure the data collected by wireless
sensor networks (user privacy information, especially, is not
stolen), MOFDP algorithm has increased the difficulty of
cracking from three aspects to achieve the 3-order stereo

protection, based on the idea of increasing the difficulty of
hacking.

In the aspect of data decomposition and reception, the
random selection function in the function library is used
to decompose and fuse data. In data encryption, the use
of key vector for the end-to-end encryption has increased
the difficulty of breaking. In addition, data is protected by
sending interference data. Finally, multiorder data privacy
protection in wireless sensor networks is achieved.

5.1. The Algorithm of Data Sampling and Sending for Subnode.
In the process of sampling, each node is sampled once and
then accumulated once. RSC is denoted as a cumulative
variable.

The sampling time is 𝑡. SAMPLE is denoted as sam-
pling, quantization, and coding to obtain sampled data.
DecTFID(𝐷TSID(𝑡)) denotes that the decomposition function
is called by TFID from the decomposition function library.
In this algorithm the ciphertext is sent out in separate time
periods. The symbol 𝑡𝑡 is accumulator for each time period,
which is determined by decomposition function. NOISYFD
denotes that false interference data are randomly generated.
FD is in terms of false data.

5.2. The Algorithm of Data Fusion Recovering for Head Node.
See Algorithm 3.

6. Discussion and Simulation Experiment

6.1. Protection Cost. In this paper, the real sampling node
number and the interference node number are randomly gen-
erated and distributed uniformly. Thus, the energy balance
of wireless sensor networks is guaranteed, and the service
lifetime is effectively prolonged.

Most of the computational work ofMOFDP is focused on
head node. Because the head node is a high resource node,
the calculation of energy consumption and communication
energy consumption has been adequately supported and
guaranteed.

6.2. Crack Cost. Since the aim is to extract the encryption
function and the decryption function randomly from the
library function in this paper’s algorithm, it is necessary
to break all the functions to ensure the success rate of
crack function. The cost of cracking function is in terms of
costgetfun. The cost of cracking all functions in the library is
NumFuntion × costgetfun.

Because of the function decomposition, the cost of
collecting data is increased. If the eavesdropper synthesized
the data, it is needed that he has to break the communication
links between the nodes and spend a certain amount of time
gathering the data. The risk that the eavesdropper is found is
increased.The cost of collecting one piece of data is costgetdata.
Since MOFDP uses the random function extraction, the
eavesdropper has to take the maximum number of function
decomposition components in the function library as the
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(1) While no error
(2) IF Receive(TSID) == TSID and Receive(TFID) == TFID;
(3) CD1⋅⋅⋅𝑁 = (CecTFID(CDTSID))mode𝑀;
(4) Decode(CD1⋅⋅⋅𝑁,CecTFID(𝐾𝑖),𝑀);
(5) Else reject interference data and not receiving
(6) Endif
(7) End while

Algorithm 3: Data fusion recovering of head node.

number of times to collect data every time. The cost of
collecting data is

MAX (𝑁1, 𝑁2, . . . , 𝑁NumFuntion) × costgetdata. (7)

The MOFDP algorithm decomposes the data into many
components, which form a solution vector. In order to
encrypt data for each component, the key vector is intro-
duced. The number of components of the key vector is equal
to the number of decomposition components. The number
of key vectors forms a vector: {𝑁1, 𝑁2, . . . , 𝑁NumFuntion}. The
cost of breaking a key is set as costkey. In the process of
eavesdropping, the cost of cracking passwords is

MAX (𝑁1, 𝑁2, . . . , 𝑁NumFuntion) × costkey (8)

Due to the random interference data, the cost of identify-
ing the authenticity is required. MOFDP uses random nodes
to send interference data, so distinguishing the authenticity
of the data requires the existence of the characteristics of each
interference data of nodes to be analyzed. The cost of setting
up one interference data is costjarm.The cost of identifying the
authenticity is defined as NumNode × costjarm.

MOFDP preventive measures have three stages of protec-
tion. As long as the prevention of any stage cannot break, the
right real data cannot be obtained. The total cracking cost of
MOFDP is defined as

COSTMOFDP = NumFuntion × costgetfun

+MAX (𝑁1, 𝑁2, . . . , 𝑁NumFuntion)
× costgetdata +NumNode × costjarm

+MAX (𝑁1, 𝑁2, . . . , 𝑁NumFuntion)
× costkey

= MAX (𝑁1, 𝑁2, . . . , 𝑁NumFuntion)
× (costkey + costgetdata)
+NumFuntion × costgetfun

+NumNode × costjarm.

(9)

The classic SMART algorithm also uses the idea of data
segmentation. It decomposes the data into 𝐽 slices and then

encrypts and transmits (𝐽 − 1) data. The cracking cost of
SMART approximately is defined as

COSTSMART = (𝐽 − 1) × (costkey + costgetdata) . (10)

MAX(𝑁1, 𝑁2, . . . , 𝑁NumFuntion) and (𝐽 − 1) are all repre-
sentatives of the number of decomposed data into compo-
nents. They can be approximately equal.

Subtract formula (9) and formula (10):
COSTMOFDP − COSTSMART

= NumFuntion × costgetfun +NumNode

× costjarm.
(11)

The actual work found that NumNode is far greater than
NumFuntion. But the value of costgetfun and costjarm is not
small; these two cannot be ignored. It can be seen that the
crack cost of MOFDP algorithm is much larger than the cost
of the SMART algorithm, mainly because of heavy workload
of cracking the function in the library and identifying the true
and false data.

6.3. Crack Probability and Simulation Experiment. In the case
of random interference data in wireless sensor networks,
the probability of obtaining correct data changes with the
number of random interference nodes. The true sampled
node is also a random node. Set JM to indicate the correct
data when sending interference data. The probability is

𝑃 (JM) = 11 + 𝑁jarm
× 1
NumNode

, (12)

where𝑁jarm denotes the number of joining random interfer-
ence nodes. In this paper the value of 𝑁jarm is set as 1, and
NumNode is the total number of subnodes.

In this paper, we use the idea of data fragmentation
and synthesis to increase the security of true sampling
data. The decomposition function library and the fusion
recovery function library are used. The vector of numbers
of solution vector components of decomposition function
in the function library is {𝑁1, 𝑁2, . . . , 𝑁𝑞, . . . , 𝑁NumFunction},
where 𝑁𝑞 represents the number of components which is
the result that the 𝑞th decomposition function Dec𝑞(𝐷𝑖(𝑡))
decomposes the 𝐷𝑖(𝑡). Since the decomposition function
and the fusion recovery function are one-to-one reciprocal
operations, decomposition function can be cracked, but also
can break the fusion recovery function. The probability that
the decomposition function can be cracked is denoted as
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[Decs, 𝑃] = [[[
[
Dec1 (𝐷𝑖 (𝑡)) Dec2 (𝐷𝑖 (𝑡)) ⋅ ⋅ ⋅ Dec𝑞 (𝐷𝑖 (𝑡)) ⋅ ⋅ ⋅ DecNumFunction (𝐷𝑖 (𝑡))
𝑃 (FunDec1) 𝑃 (FunDec2) ⋅ ⋅ ⋅ 𝑃 (FunDec𝑞) ⋅ ⋅ ⋅ 𝑃 (FunDecNumFunction)

pcf1 pcf2 ⋅ ⋅ ⋅ pcf𝑞 ⋅ ⋅ ⋅ pcfNumFunction

]]]
]
, (13)

where Decs(𝑞) is the decomposition function library.
NumFunction is the capacity of the function library, or,
alternatively, the total number of decomposition functions.
The channel is set up between the sampling node and
the sink node to transmit the data in separate time. The
eavesdropper cannot intercept the correct data at once.
They have to intercept the component many times in the
channel. The more the components that get decomposed, the
smaller the probability of intercepting the correct data. In
case the decomposition function is cracked, the probability
in which the listener can intercept one component is𝑃(GetCom𝑖 | FunDec), where 𝑖 is denoted as the 𝑖th
component. The probability value is determined by the
technology and conditions of the eavesdropper. Here we set
it as 𝑝compon.

𝑃 (GetCom𝑖 | FunDec) = 𝑝compon. (14)

In this paper, we investigate the probability of capturing
each component as equal probability. The probability that
the eavesdropper intercepts all components after they break
down the decomposition function is 𝑃(GetComs | FunDec).
There are two steps for our method in this paper: the first
step is to extract a function from the decomposition function
library. The probability of extracting the function from the
decomposition function library obeys uniform distribution.
The probability of obtaining the function to implement
decomposition is 𝑃(Getchosfun); then

𝑃 (Getchosfun) = 1
NumFunction

. (15)

The second step is to decompose the real sampling data
with the random function. According to the full probability
formula, the probability of information exposure in the
procedure of function decomposition protection is denoted
as

𝑃 (GetComs) = 𝑃 (Getchosfun) × (𝑃 (FunDec1)

× 𝑖=𝑁1∏
𝑖=1

𝑃 (GetCom𝑖 | FunDec1) + 𝑃 (FunDec2)

× 𝑖=𝑁2∏
𝑖=1

𝑃 (GetCom𝑖 | FunDec2) + ⋅ ⋅ ⋅

+ 𝑃 (FunDec𝑞) ×
𝑖=𝑁𝑞∏
𝑖=1

𝑃 (GetCom𝑖 | FunDec𝑞)
+ ⋅ ⋅ ⋅ + 𝑃 (FunDec1)
× 𝑖=𝑁NumFunction∏

𝑖=1

𝑃 (GetCom𝑖 | FunDecNumFunction))
= 1
NumFunction

× (pcf1 × 𝑝𝑁1compon + pcf2

× 𝑝𝑁2compon + ⋅ ⋅ ⋅ + pcf𝑞 × 𝑝𝑁𝑞compon + ⋅ ⋅ ⋅
+ pcfNumFunction × 𝑝𝑁NumFunction

compon ) .
(16)

In this paper, the key vector is promoted in the algorithm.
The 𝑖th node and the sink node share the key vector 𝐾𝑖 ={𝑘(𝑖,1), 𝑘(𝑖,2), . . . , 𝑘(𝑖,𝑁)}. The probability of decryption key is

𝑃 (Getkeys) = 𝐾𝑖∑𝑗=NumFunction
𝑗=1 𝑁𝑗 ×

1𝐾𝑖
= 1
∑𝑗=NumFunction
𝑗=1 𝑁𝑗 .

(17)

The information exposure probability of our algorithm in
this paper is

𝑃 = 𝑃 (Getkeys) × 𝑃 (JM) × 𝑃 (GetComs)
= 1
∑𝑗=NumFunction
𝑗=1 𝑁𝑗 ×

11 + 𝑁jarm
× 1
NumNode

× 1
NumFunction

× (pcf1 × 𝑝𝑁1compon + pcf2

× 𝑝𝑁2compon + ⋅ ⋅ ⋅ + pcf𝑞 × 𝑝𝑁𝑞compon + ⋅ ⋅ ⋅
+ pcfNumFunction × 𝑝𝑁NumFunction

compon )
= 1
∑𝑗=NumFunction
𝑗=1 𝑁𝑗 ×

11 + 𝑁jarm
× 1
NumNode

× 1
NumFunction

× 𝑞=NumFunction∑
𝑞=1

pcf𝑞 × 𝑝𝑁𝑞compon.

(18)
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If𝑁jarm is set to be 1,𝑁jarm = 1, formula (18) can be simplified
as
𝑃
= ∑𝑞=NumFunction

𝑞=1 pcf𝑞 × 𝑝𝑁𝑞compon

2 ×NumFunction ×NumNode × ∑𝑗=NumFunction
𝑗=1 𝑁𝑗 .

(19)

The information exposure probability and the probability
of cracking the function or intercepting the data have positive
correlation.

The SMART algorithm and MOFDP algorithm both
have the idea of chip integration. At the time of each data
aggregation, SMART uses the same function to decompose
and merge, while MOFDP uses decomposition and fusion
of functions that are randomly extracted from the function
library.

In order to further analyze and compare, based on the
classical SMART algorithm, the MOFDP algorithm is imple-
mented in this paper. In this section, we set the probability
that the link level privacy is broken 𝑞 to 0.03 from 0.01.
We compare the percentage that private data is disclosed
in the case of different number of slices 𝐽, the number
of decomposition functions NumFun, and the number of
components of the vector𝑁.

For convenience of comparison, the probability of the
crack function pcf is set to a constant. In this simulation
experiment, pcf takes 0.01.

In the SMART algorithm, 𝐽 stands for data slices, but
only the 𝐽 − 1 data slices are encrypted. In the MOFDP
algorithm, 𝑁 stands for data fragmentation, and all 𝑁 data
slices are encrypted. NumFun stands for function library
capacity. Compare the data exposure rate in the 𝐽 − 1 case of
the SMART algorithm with the𝑁 of the MOFDP algorithm.

When 𝐽 takes 4 in SMART, NumFun takes 3,𝑁 takes up
to 3 in theMOFDP, and the comparison results between them
are shown in Figure 2.

When 𝐽 takes 3 in SMART, NumFun takes 2,𝑁 takes up
to 2 in theMOFDP, and the comparison results between them
are shown in Figure 3.

It is shown that the information exposure rate ofMOFDP
algorithm is obviously lower than that in the SMART algo-
rithmwhen the 𝑞 is greater than 0.022.With the increase of 𝑞,
the gap between the SMART algorithm and the algorithm of
this paper is getting bigger and bigger. With the increase of 𝑞,
the information exposure rate of SMART algorithm increases
greatly, but the information exposure rate of MOFDP algo-
rithm increases slowly. As can be seen from Figure 3, the
number of small pieces of this algorithm in this paper is very
obvious advantages. The probability of information exposure
of MOFDP is very low.The growth rate of SMART algorithm
is raising curve, but the curve about MOFDP algorithm is
very smooth.

7. Conclusions

With the rise of the Internet of things, the privacy protection
of wireless sensor networks has become more important. In
this paper, a multiorder data privacy protection algorithm
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Figure 2: Comparison results when 𝐽 = 4, NumFun = 3,𝑁 = 3.
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Figure 3: Comparison results when 𝐽 = 3, NumFun = 2,𝑁 = 2.

is proposed based on the idea of SMART algorithm. In
this paper, we introduce the interference code protection
and adopt the idea of multiorder fusion to implement our
proposed scheme. We target the difficulty and cost of crack-
ing to improve effective privacy protection. The simulation
results show that the proposed scheme has a better privacy
protection function under low traffic.
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With the development of human society and the development of Internet of things, wireless and mobile networking have been
applied to every field of scientific research and social production. In this scenario, security and privacy have become the decisive
factors.The traditional safety mechanisms give criminals an opportunity to exploit. Association rules are an important topic in data
mining, and they have a broad application prospect in wireless and mobile networking as they can discover interesting correlations
between items hidden in a large number of data. Apriori, the most influential algorithm of association rules mining, needs to scan
a database many times, and the efficiency is low when the database is huge. To solve the security mechanisms problem and improve
the efficiency, this paper proposes a new algorithm. The new algorithm scans the database only one time and the scale of data to
deal with is getting smaller and smaller with the algorithm running. Experiment results show that the new algorithm can efficiently
discover useful association rules when applied to data.

1. Introduction

With the rapid development of web technology, the number
of choices is becoming overwhelming. It takes a long time to
filter, prioritize, and efficiently deliver relevant information so
as to alleviate the problem of information overload. Recom-
mender systems [1] have grown so fast that they can meet the
needs of users’ ambiguous requirements.They utilize statistic
method and knowledge discovery technology, providing
users with personalized content and services by searching
through large volume of dynamically generated information.
Recently, various approaches for building recommender
systems have been developed, which can utilize collabo-
rative filtering, content-based filtering, or hybrid filtering
[2–4]. Among the above filtering techniques, collaborative
filtering recommendation is the most mature and the most
commonly implemented. Collaborative filtering technique
can be divided into two classifications; they are model-
based filtering andmemory-based filtering.Themodel-based
filtering learns a model from the user-item ratings which
can be computed offline. Once the model is generated, the

process of prediction will be easy and fast. Lots of model-
based filtering techniques have been proposed by researchers
such as Latent Semantic Indexing (LSI) [5], decision tree
[6], Bayesian network approach models [7], and cluster
models [8, 9]. Usually, model-based algorithm has better
scalability but lower accuracy thanmemory-based algorithm.
Although collaborative filtering technique is commonly used,
it still encounters one crucial issue remaining to be solved,
namely, data sparsity problem [10–13], thus leading to the
nonoptimal nearest neighbors because the core of the collab-
orative filtering algorithm is to find the 𝑘-nearest neighbors
[14–18]. For lack of reference rating values, this step of
searching neighbors causes big inaccuracy. In the traditional
collaborative filtering algorithm, such similarity metrics are
used to calculate the similarity between users or items as
cosine, Pearson-correlation, andmodified cosine [19–22]. All
of them present poor performance when they are applied
to big data with high sparsity. This paper proposes a new
algorithm, considering both user similarity and item ones.
Matrix prefilling, a method of preprocessing, is based on
association rules which are not proposed by others before
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when measuring similarity. Experimental results of the pro-
posed model on a real dataset: the dataset proves to generate
more accurate prediction results compared to the traditional
ones. The remainder of this paper is organized as follows.
Section 2 is a brief introduction of association rule whose
concept and algorithm will be used in Section 3 to propose
a new algorithm. Section 3 focuses on the algorithm for
wireless and mobile networking which is the highlight of
this paper. Experimental results and analyses are displayed in
Section 4. Section 5 is the final part of this paper in which
conclusion is reached.

2. Related Work

2.1. Related Concepts of Association Rules. Transaction
database 𝐷 = {𝑡1, 𝑡2, . . . , 𝑡𝑘, . . . , 𝑡𝑛} is the set of all the
transactions. 𝐼 = {𝑖1, 𝑖2, . . . , 𝑖𝑚} is the set of all the items in
𝐷 [23–25]. Every transaction contains a set of items which
is the subset of 𝐼. Item set is a collection that contains 0 or
more items. If the number of items an item set contains is
𝑘, then the item set is called 𝑘-item set. Support count is an
important property of an item set. It indicates the number of
a particular item set contained in the transactions. 𝜎(𝑋), the
support count of item set𝑋, is defined as follows:

𝜎𝑋 = {𝑡𝑖 | 𝑋 ⊆ 𝑡𝑖, 𝑡𝑖 ∈ 𝐷} . (1)

| ⋅ ⋅ ⋅ | represents the number of elements in the collection.
A rule is defined as an implication form 𝑋 → 𝑌, where

𝑋 ⊂ 𝐼, 𝑌 ⊂ 𝐼, and𝑋 ∩ 𝑌 = 𝜙. Support and confidence are two
important measures of association rules. Support indicates
the frequency of the rule in a dataset. It is defined as

𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑋 → 𝑌) = 𝜎𝑋 ∪ 𝑌
𝑁 . (2)

𝑁 is the total number of transactions.
The confidence of a rule 𝑋 → 𝑌 is the proportion of

transactions that contains 𝑋 which also contains 𝑌. It is
defined as

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑋 → 𝑌) = 𝜎𝑋 ∪ 𝑌
𝜎𝑋 . (3)

Support and confidence are two important measures to
evaluate association rules. Rules with low support may occur
only occasionally which are meaningless in most cases.
Therefore, support is often used to delete those meaningless
rules.Confidence is ameasure of accuracy of association rules.
If the confidence of the rule 𝑋 → 𝑌 is high, the possibility of
𝑌 appearing in the transactions which contain𝑋 is larger.

2.2. Apriori Algorithm. Apriori is a typical algorithm with
candidate set generated. It uses the support based pruning
method and a level-wise and breadth-first search to discover
the frequent item sets. Apriori uses two properties below to
compress search space.

Lemma 1. If the item set 𝑋 is frequent, then all nonempty
subsets are frequent too.

Lemma 2. If the item set 𝑋 is nonfrequent, then all supersets
are nonfrequent too.

Candidate item set generation is a very critical step. It
should ensure that the candidate item sets are complete while
avoiding toomany unnecessary candidates.This step consists
of two parts.

(1) In the join step, this paper joins two frequent (𝑘-1)-
item sets L1 and L2 to generate candidate 𝑘-item sets. This
paper should make sure that the first 𝑘-2 items of L1 and L2
are the same. Then, the first 𝑘-2 items and the last item of L1
as well as the last item of L2 compose the candidate 𝑘-item
set.

(2) In the pruning step, this paper uses a strategy to delete
some unnecessary candidates. According to Lemmas 1 and 2,
for each 𝑘-item set generated, this paper examines whether
all the 𝑘-1 subsets are frequent. If not, this paper removes it
from the candidate 𝑘-item sets.

Apriori algorithm effectively filters the unnecessary can-
didates. It will get a good data mining result, especially for
short pattern data. However, the weakness is that the database
needs to be scanned many times. It will produce tremendous
I/O cost. Another weakness is that a lot of candidate item
sets may be generated. It will cost a lot of time and memory
space.

2.3. FP-Growth Algorithm. FP-Growth is a classic algorithm
without candidate item sets generated. It compresses the data
into a structure called FP-tree. The frequent item sets are
discovered by doing a recursive search of the FP-tree.

The process of FP-Growth mainly consists of two steps.

(1) Constructing the FP-Tree. When the database is scanned
for the first time, this paper selects the items which satisfy
the minimum support and puts these items to a header table
with a descending sort order according to support. When the
database is scanned for the second time, the items contained
in a transaction are sorted according to their order in the
header table and are inserted in the FP-tree. Then combine
the same paths in the tree.

(2) Discovering Frequent Item Sets by Searching the FP-Tree. If
the FP-tree contains only one path, enumerate all the possible
item sets. If not, for each item in the header table, this paper
creates its conditional pattern base so as to construct the
conditional pattern tree. The recursive process will not stop
until the tree is empty.

FP-growth algorithm scans the database only two times
and avoids the generation of candidate item sets, but the
weakness is that when the database is huge, the FP-tree is too
large and even cannot be constructed in memory because all
the records in database are compressed into the FP-tree.

3. The Improved Apriori Algorithm
Based on Matrix

To avoid the weakness of apriori algorithm, this paper
proposes an improved algorithm on the basis of apriori
algorithm. This paper converts the transaction database to
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Table 1: A transaction database.

TID Items
1 𝐼2, 𝐼5
2 𝐼1, 𝐼2, 𝐼4
3 𝐼1, 𝐼3, 𝐼4
4 𝐼2, 𝐼3, 𝐼4, 𝐼5

Table 2: A Boolean matrix.

𝑅 𝐼1 𝐼2 𝐼3 𝐼4 𝐼5
𝑇1 0 1 0 0 1
𝑇2 1 1 0 1 0
𝑇3 1 0 1 1 0
𝑇4 0 1 1 1 1

a Boolean matrix and deletes the unnecessary rows and
columns of the matrix to reduce the scale of the data.

3.1. Related Concept. Association rules usually focus on
transaction databases. If this paper converts the transaction
database to a Boolean matrix, on the one hand, the database
can be scanned only one time so as to reduce the cost of
I/O and, on the other hand, it may reduce the memory
consumption when the data is in the form of 0 and 1.

Definition 3. Let 𝐼 = {𝐼1, 𝐼2, . . . , 𝐼𝑛} be an item set and 𝑇 =
{𝑇1, 𝑇2, . . . , 𝑇𝑚} be a set of transactions in the database and
each transaction in 𝑇 has a unique transaction id called
TID. The method by which transactions are converted into a
Boolean matrix is as follows: let 𝑅 be the binary relation from
𝐼 to 𝑇. 𝑟𝑖𝑗 = 𝑅(𝑇𝑖, 𝐼𝑗), 𝑅 = (𝑟𝑖𝑗)𝑚×𝑛. Then

𝑟𝑖𝑗 = {
{{
1, 𝐼𝑗 ∈ 𝑇𝑖
0, 𝐼𝑗 ∉ 𝑇𝑖

𝑖 = 1, 2, . . . , 𝑚; 𝑗 = 1, 2, . . . , 𝑛. (4)

An example of a transaction database is in Table 1. The
Boolean matrix of the database is in Table 2.

The column vector 𝐼𝑗 of the Boolean matrix is defined as
𝐼𝑗 = {𝑟1𝑗, 𝑟2𝑗, . . . , 𝑟𝑚𝑗}. The support count of 𝐼𝑗 is

𝑠𝑢𝑝𝑝𝑜𝑟𝑡 count {𝐼𝑗} = 𝑛∑
𝑖=1

(𝑟𝑖𝑗) . (5)

For 𝑘-item set {𝐼1, 𝐼2, . . . , 𝐼𝑘}, its support count is
𝑠𝑢𝑝𝑝𝑜𝑟𝑡 count {𝐼1, 𝐼2, . . . , 𝐼𝑘}

= 𝑛∑
𝑖=1

(𝑟𝑖1 ∧ 𝑟𝑖2 ∧ ⋅ ⋅ ⋅ ∧ 𝑟𝑖𝑘) .
(6)

∧ is “and” operation. When 𝐼1, 𝐼2, . . . , 𝐼𝑘 are simultane-
ously 1, the support count is incremented by 1.

Lemma 4. If the number of “1” instances contained in a row of
Boolean matrix is less than 𝑘, then when this paper counts the
support of 𝑘-item set, this row can be deleted from the matrix.

According to the definition of support count,

𝑠𝑢𝑝𝑝𝑜𝑟𝑡 count {𝐼1, 𝐼2, . . . , 𝐼𝑘}
= 𝑛∑
𝑖=1

(𝑟𝑖1 ∧ 𝑟𝑖2 ∧ ⋅ ⋅ ⋅ ∧ 𝑟𝑖𝑘) .
(7)

If the number of “1” instances contained in a row is less than
𝑘, there will exist 𝑗 which makes 𝑟𝑖𝑗 = 0; then 𝑟𝑖1 ∧ 𝑟𝑖2 ∧ ⋅ ⋅ ⋅ ∧
𝑟𝑖𝑘 = 0.Therefore this rowmakes no contribution to the support
count of 𝑘-item set.

Lemma 5. If there is an item 𝐼𝑗, the number of 𝐼𝑗 instances
that appear in frequent 𝑘-item sets 𝐿𝑘 is less than 𝑘; the column
of 𝐼𝑗 can be deleted in the process of frequent (𝑘 + 1)-item set
generation.

Let 𝑌 be a frequent (𝑘 + 1)-item set; then all its 𝑘-subsets
are frequent. For each 𝐼𝑗 ∈ 𝑌, the number of 𝐼𝑗 instances that
appear in frequent 𝑘-item sets should be 𝑘. if the number is
less than 𝑘, then 𝐼𝑗 will not be the element of the frequent
(𝑘 + 1)-item set.

3.2. The Searching of 𝑘-Nearest Neighbors. After the process
above, this paper takes user similarity into account. The
similarity of user 𝑖 and user 𝑗 is computed as (8). 𝐼 denotes
the set of all the items.

sim (𝑖, 𝑗) = ∑𝑐∈𝐼 (𝑅𝑖,𝑐 − 𝑀𝑖) (𝑅𝑗,𝑐 − 𝑅𝑗)
√∑𝑐∈𝐼 (𝑅𝑖,𝑐 − 𝑅𝑖)2√∑𝑐∈𝐼 (𝑅𝑗,𝑐 − 𝑅𝑗)2

. (8)

For each user 𝑢, the aim to find the 𝑘-nearest neighbor
is to find a user set 𝑈 = {𝑈1, 𝑈2, . . . , 𝑈𝑘}, 𝑢 ∉ 𝑈, sim(𝑢, 𝑈1)
has the highest value, and sim(𝑢, 𝑈2) has the second highest
value, and so on.

3.3. The Generation of Recommendation. After the step of
finding the 𝑘-nearest neighbors, the next step is to generate
recommendations. Let the set of 𝑘-nearest neighbors of user
𝑢 be NN𝑢 and the rating that user 𝑢 give to the item 𝑖 be 𝑅𝑢,𝑖;
the calculation is as follows:

𝑅𝑢,𝑖

= {{
{{{
𝑅𝑢 + ∑𝑛∈NN

𝑢

sim (𝑢, 𝑛) × (𝑅𝑛,𝑖 − 𝑅𝑛)
∑𝑛∈NN

𝑢

(|sim (𝑢, 𝑛)|) , if 𝑟𝑢,𝑖 ⋅ flag = 2
𝑟𝑢,𝑖, if 𝑟𝑢,𝑖 ⋅ flag = 0.

(9)

3.4. Description of the ImprovedAlgorithm. Theprocess of the
improved algorithm is descripted in Algorithm 1. First this
paper converts a database to a Boolean matrix. Then accord-
ing to Lemmas 4 and 5 the unnecessary rows and columns of
the matrix are deleted with the algorithm running.

The improved algorithm based on matrix is shown in
Algorithm 1.

3.5. Evaluation Criteria. Not all association rules are useful,
so it is necessary to select the association rules in which we
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Input: dataset𝐷, minimum support minsup
Output: all the itemsets satisfied with minsup
(1) Scan transaction database𝐷 and convert it to a Boolean matrix.
(2) Calculate the support of every 1-itemset. Item sets whose support are not less than min sup

compose frequent 1-item sets 𝐿1. Delete the columns of the infrequent items. Delete the rows
in which the number of “1” contained is less than 2.

(3) for (𝑘 = 2; 𝐿𝑘−1 ̸= 𝜙; 𝑘++) do begin
(4) Combine the items of each column and generate candidate 𝑘- item sets 𝐶𝑘.
(5) Calculate the support of 𝐶𝑘.
(6) Item sets whose support is not less than min sup compose frequent 𝑘-item sets 𝐿𝑘.
(7) Delete the columns of the Items which are contained in infrequent item sets and the number

Of which appear in 𝐿𝑘 is less than 𝑘.
(8) Delete the rows in which the number of “1” contained is less than 𝑘 + 1
(9) End

Algorithm 1: The procedure of the improved algorithm based on matrix.

are interested. Support and confidence are two basic criteria to
evaluate if an association rule is useful. However in some case
the two criteriamay give us an unexpected suggestion. So this
paper uses the criterion called lift to evaluate the association
rules in addition to support and confidence. The lift of a rule
𝑋 → 𝑌 is defined as

lif t (𝑋 → 𝑌) = 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑋 → 𝑌)
𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑌) . (10)

Lift is the radio of a rule’s confidence and the consequent’s
support. If the value of lift is 1, 𝑋 and 𝑌 are independent. If
the value is above 1, 𝑋 and 𝑌 are positively correlated. If the
value is below 1,𝑋 and 𝑌 are negatively correlated.

3.6. PerformanceAnalysis. Comparedwith apriori algorithm,
the improved algorithm scans the database only one time. It
converts the transaction database to a matrix. The remaining
steps are operated on the matrix without scanning the
database again. This will reduce the I/O cost. The other
advantage of the improved algorithm is that the scale of
data to be dealt with is getting smaller and smaller with
the algorithm running. In the process of frequent item
sets generation, the columns of items which will not be
contained in frequent item sets and the rows which make no
contribution to the support count will be deleted. Therefore
the scale of the matrix will be smaller and smaller and the
efficiency will be improved a lot. On the other hand, when a
transaction contains many items, compared with transaction
list, a Boolean matrix occupies less memory space.

4. Results and Analysis

To access the performance of the improved algorithm, this
paper uses apriori algorithm and the improved algorithm
proposed in this paper tomine frequent item sets from differ-
ent agricultural databases. The experiments were performed
on an Intel i5-2450 processor 2.5 GHz with 4G memory,
running Windows 8. This paper used R language to code the
algorithms.

Table 3: Runtime of the two algorithms on mushroom dataset.

Support 0.60 0.65 0.70 0.75 0.80
Apriori algorithm 3.25 2.12 1.95 1.85 1.72
Improved algorithm 2.72 1.73 1.63 1.54 1.42

Support
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Figure 1: Runtime of the two algorithms on mushroom dataset.

Table 3 and Figure 1 show the performance of the two
algorithms in the UCI dataset namedmushroom.The dataset
contains 7847 records and 118 items.Theminimum confidence
is set to be 0.5 and the minimum support is set, respectively,
to be 0.60, 0.65, 0.70, 0.75, and 0.80.

Table 4 and Figure 2 show the performance of the two
algorithms in the UCI dataset named soybean. The dataset
contains 5264 records and 655 items. The minimum con-
fidence is set to be 0.5 and the minimum support is set,
respectively, to be 0.75, 0.76, 0.77, 0.78, 0.79, and 0.80.

The results show that the runtime of the improved algo-
rithm is less than apriori algorithm.The improved algorithm
is more effective than apriori algorithm.

The evaluationmethod lift is used to optimize the mining
result. A subset of the mining result of mushroom dataset
is shown in Algorithm 2. Algorithm 2 shows the association
rules whose support and confidence are high but whose
lift is 1. It means that the antecedent and consequent are
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Table 4: Runtime of the two algorithms on soybean dataset.

Support 0.75 0.76 0.77 0.78 0.79 0.80
Apriori algorithm 0.29 0.20 0.17 0.12 0.10 0.07
Improved algorithm 0.21 0.135 0.082 0.075 0.065 0.05

(1) Gill-attachment = f ree → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9732382, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1
(2) Veil-color = white → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9745126, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1
(3) Ring-number = one → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9336052, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1
(4) Gill-attachment = f ree, Veil-color = white → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9722187,

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1
(5) Gill-attachment = f ree, Ring-number = one → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9091372, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1,

𝑙𝑖𝑓𝑡 = 1
(6) Veil-color = white, Ring-number = one → veil-type = partial 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9081178, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1
(7) Gill-attachment = f ree, Veil-color = white, Ring-number = one → veil-type = partial

𝑠𝑢𝑝𝑝𝑜𝑟𝑡 = 0.9081178, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 = 1, 𝑙𝑖𝑓𝑡 = 1

Algorithm 2: A subset of the mining result of mushroom dataset.
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Figure 2: Runtime of the two algorithms on soybean dataset.

independent, and these association rules are not the rules
this paper expect even though they have high support and
confidence.

5. Conclusion

To avoid the weakness of apriori algorithm, this paper pro-
poses an improved algorithm based onmatrix and applies the
improved algorithm to agricultural datasets. Experimental
results show that the improved algorithm can efficiently
discover useful association rules for the reason that database
will be scanned only one time and that the data to deal with is
getting smaller and smaller with the algorithm running. The
improved algorithm is more applicable when the database
is huge. But it is not that efficient compared with apriori
when the database is not that large due to the fact that the
scale data to deal with is small but the improved algorithm
has an extra operation to covert the database to a matrix.
Further research should be focused on the optimization of the
proposed algorithm so as to further improve the efficiency

when applied to big data. Algorithm parallelization can be
taken into account. Therefore our future work is to improve
our algorithm so as to be applicable for more kinds of
database. Besides, new evaluation criteria can be used to
optimize our mining result.
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In order to increase the efficiency and security of file sharing in the next-generation networks, this paper proposes a large scale file
sharing scheme based on secure network coding via device-to-device (D2D) communication. In our scheme, when a user needs
to share data with others in the same area, the source node and all the intermediate nodes need to perform secure network coding
operation before forwarding the received data. This process continues until all the mobile devices in the networks successfully
recover the original file.The experimental results show that secure network coding is very feasible and suitable for such file sharing.
Moreover, the sharing efficiency and security outperform traditional replication-based sharing scheme.

1. Introduction

Sharing large scale files such as high-resolution videos with
many friends through mobile devices at the same time is
becoming a popular application. Smart phones are always
used to upload and download the shared files through WiFi,
3G, or LTE, but these ways will naturally incur high expense
and security threat when large scale data needs to be shared.
Actually, it is unnecessary to share data via commercial
networks in some scenarios. If the devices are located in
the same area, the users could share the files through direct
link between devices so that the traffic fee could be saved.
The mobile devices can be strategically switched to soft AP
(Access Point) mode so that the other users could connect to
it and receive the files. However, there are two constraints in
this method. First, from the technical perspective, the num-
ber of users connecting a soft AP is often limited from four
to eight. Second, some users cannot connect to the soft AP
within one hop. Therefore, after the users close to the source
receive the files, they are supposed to share the data with
their neighbors by switching to a new soft AP. Through the
sharing of multiple hops, all the users in the network could
obtain the files.

When sharing files with many users, sharing efficiency
and security should be focused.When a large scale data needs
to be shared, it would be better to split the original file into
multiple slices before sharing because the direct link between
devices may be disconnected during the transmission. After
splitting the files intomultiple slices, as long as the other users
receive all the slices, the original file could be recovered.How-
ever, this method has a drawback which could be optimized.
When a node requires a specific block of the original file, its
neighbors may not have it either.Therefore, they have to wait
until the slice is received. In order to overcome this drawback,
network coding [1] could be introduced in such applications.
Network coding has been considered as a promising tech-
nology in big data transmission. Network coding has been
proposed for more than ten years, and it has attracted much
attention of researchers. Li et al. [2] proposed linear network
coding, and then Ho et al. [3] and Jaggi et al. [4] proposed
RLNC (RandomLinearNetwork Coding) andDLNC (Deter-
ministic LinearNetwork Coding), respectively. Network cod-
ing has been studied inmany areas, such as information secu-
rity [5], distributed storage [6], video communication [7], and
content sharing [8].

Hindawi
Journal of Electrical and Computer Engineering
Volume 2017, Article ID 4758471, 7 pages
https://doi.org/10.1155/2017/4758471

https://doi.org/10.1155/2017/4758471


2 Journal of Electrical and Computer Engineering

The main feature of network coding is that it requires
reencoding operation at the intermediate devices of the net-
work. Benefiting from the reencoding operations, the net-
work performance could be increased such as bandwidth and
energy efficiency. Moreover, the data is highly mixed at the
source node and intermediate nodes, which means that the
data transmitted in the channel is no longer the original data.
Therefore, the security is significantly increased. However, it
is very difficult to change the traditional network architecture,
which impedes the development of network coding because
traditional intermediate devices such as routers and switches
cannot perform additional computational operation. Cur-
rently, the development of mobile devices and 4G/5G net-
works makes the computational operation at the mobile
devices feasible. Therefore, network-coding-based applica-
tions are becomingmore andmore popular inmobile devices
[9, 10].

D2D communication is a key supporting technology for
the fifth-generation communication network. In D2D com-
munication, themobile devices could communicatewith oth-
ers directly via physical links without the relay of the base sta-
tion, and it is feasible to perform network coding operation at
the devices. Therefore, 5G network is a perfect place to apply
network coding. The aim of this paper is to model and ana-
lyze the sharing efficiency of large scale data in D2D commu-
nication when network coding is introduced.

The remainder of this paper is organized as follows. In
Section 2, the authors introduce some closely related studies.
In Section 3, the authors model the secure network-coding-
based file sharing scheme. In Section 4, the authors evaluate
the proposed scheme. Finally, the conclusion is made in
Section 5.

2. Related Works

There are some existing papers closely related to this study.M.
Yang and Y. Yang [11] proposed a network-coding-based file
sharing scheme for peer-to-peer networks. They encode the
original files and then deploy the encoded subfiles on a web
server. All the clients not only download the encoded subfiles
but also forward the encoded subfiles for each other. Their
scheme achieves 15%–20% higher throughput than previous
schemes, and it achieves good reliability and robustness to
link failure. Their scheme shows that network coding is
promising in the file sharing application on the Internet.
Our research is for future wireless networks. Moreover, the
network model in their study is abstracted as a combination
network. Based on the network model, they proposed a
deterministic algorithm to encode the files, while the network
model in our system is based on RLNC.

Lin et al. [12] presented a stochastic analytical framework
to study the performance of epidemic routing using network
coding in opportunistic networks.They showed that network
coding is superior when bandwidth and node buffers are
limited. The application scenario they described is similar to
ours. This paper made some modification based on the tra-
ditional epidemic model. Moreover, our scheme is designed
for the mobile devices. In order to establish the network, the
devices in our scheme have to switch between ordinarymode

and AP mode. Therefore, even if some devices are very close
to each other, they may be unable to communicate.

There are also some studies [13, 14] on the ad hoc networks
in which the nodes are mobile devices. In these studies, the
mobile devices can connect to each other through working in
ad hoc mode. BATMAN [14] is a representative protocol in
such application. However, a precondition for this protocol is
that those devices in the network have to be rooted because
there are very rare commercial released operation systems
which could work in ad hoc networking mode. Therefore,
this paper studies the file sharing scheme for mobile devices
without the support of ad hoc mode.

The contribution of this paper can be summarized as
follows. First, the authors analyze and model the secure
network-coding-based file sharing scheme for the network
with a number of mobile devices. In the scheme, the mobile
devices are not required to be rooted before sharing files,
which is more realistic. Second, the authors evaluate the
scheme and show that file sharing among mobile devices is
an ideal place to apply network coding.

3. Proposed Scheme

In order to accelerate the sharing rate, this paper proposes
a principle data sharing scheme which is based on network
coding. The source device needs to encode the original data
with network coding. When an intermediate device receives
some or all of the data slices, it could reencode the received
data with RLNC and then spread the data to its neighbors
via D2D communication. Because the data is highly mixed
during the reencoding operation, each device could receive
and decode the data as long as sufficient slices are received
with high probability.

It is feasible to implement direct communication between
devices for mobile devices via IEEE 802.11n. When a device
𝑋 receives part of the encoded slice, it could configure itself
as a soft AP and then allow other devices to connect for data
transmission.When a device𝑌 joins the network of𝑋, device
𝑋 reencodes the slices it received and then forwards the slices
after reencoding to device 𝑌. Through strategically switching
between AP mode and ordinary mode, all the devices in the
network could receive and decode the original data.

3.1. Network Model. Instead of the traditional store-and-
forward working mode of network devices, network cod-
ing technology uses the storage-coding-forwarding working
mode at intermediate devices. Through the operation at the
intermediate network devices, it can effectively improve the
file transmission rate.

Network coding could work in unicast or multicast net-
works [15]. In most cases, network coding works in multicast
networks. However, after a mobile device configures itself to
AP mode, the device could not forward multicast message.
Some authors consider that multiple devices could overhear
the data transmitting to someone at the same time via
unencrypted wireless channel [16], but that is another story.
Therefore, this paper assumes that the device sends data to its
neighbors via unicast connections.
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Figure 1: Data sharing in different schemes.

Figure 1 shows the advantages of network coding in
sharing files.

The example in Figure 1 shows the principle why network
coding helps accelerate the rate of data sharing. Nodes 𝐴–𝐸
in Figure 1 are a subset of a network. When an intermediate
device needs to forward data to its neighbors, it switches to
a soft AP. In the second stage of Figure 1(a), after node 𝐶
switches to AP mode, node 𝐵 can no longer receive data
from 𝐶 because they have the same data 𝑎. Node 𝐵 can only
receive data 𝑏 at stage 3. After using network coding, this
performance could be significantly improved. Node 𝐵 could
decode data 𝑎 and 𝑏 in stage 2. From an overall perspective,
nodes 𝐵, 𝐷, and 𝐸 could become soft APs and spread data
to their own neighbors in stage 2 of Figure 1(b), while only
node𝐷 could become the AP in stage 2 of Figure 1(a). In the
third stage of Figure 1(b), nodes𝐵,𝐷, and𝐸 couldwork as soft
APs and spread data to its own neighbors, while only node𝐷
could become a soft AP in Figure 1(a). Therefore, the sharing
rate in the network-coding-based scheme is faster than that
in traditional way.

3.2. Network Coding Strategy. Network coding scheme could
be divided into linear network coding and nonlinear network
coding. RLNC is a practical scheme, and RLNC is suitable
for the network with dynamical topology. Deterministic
algorithm has higher computation efficiency compared with
randomized algorithm, but it is heavily dependent on the
network topology. In our scheme, the mobile devices may
change their modes from ordinary mode to AP mode, which
will change the network logical topology.Therefore, we select
RLNC in our scheme. First, the device who starts the sharing
process needs to equally split the original file 𝑝 into 𝑘 slices
𝑝1, 𝑝2, . . . , 𝑝𝑘. In each transmission session, this device ran-
domly selects 𝑘 elements 𝑎𝑖1, 𝑎𝑖2, . . . ,𝑎𝑖𝑘 from the finite field
GF(256) and then obtains the encoded slice𝑋𝐼 with

Xi = ai1 × p1 + ai2 × p2 + ⋅ ⋅ ⋅ + aik × pk. (1)

The reencoding operation at the intermediate nodes could
increase the performance of network transmission, including
the throughput and security. For each intermediate device,
when it needs to transmit a slice to its neighbor, it has to
follow the same strategy. It randomly selects 𝑚 (𝑚 ≤ 𝑘)
elements to be coefficients from the field GF(256) and then
linearly reencodes the 𝑚 slices it received with the 𝑚 coeffi-
cients. After the reencoding operation, the linear dependency
of the data is reduced. Therefore, the receiver could obtain a
linearly independent slice with high probability.

As long as a device successfully accumulates 𝑘 linearly
independent slices, it could recover the original files with
Gauss-Jordan elimination method.

3.3. AnalysisModel. Through the analysis for Figures 1(a) and
1(b), we observe that both the schemes transmit data in a
complex network environment. The second scheme is more
complex because the data are linearly mixed at the source
device and intermediate devices. In order to clarify the
difference of the two schemes, we consider this kind of prob-
lem as complex-network-based epidemic model and then
model the two schemes.

3.3.1. Classical Propagation Model. There are many disease
propagationmodels proposed by previous researchers. In the
researches about complex network, the most widely used
models are SIS (Susceptible-Infected-Susceptible) model
and SIR (Susceptible-Infected-Removed) model. This paper
assumes that each device is a node in the network and then
makes analysis for both the two models.

When SIS model is used, the nodes could be divided into
two categories. One is the mobile devices that have become
softAPs, and the other is the devices which are working inAP
mode but switched to ordinary mode soon afterwards. How-
ever, after using network coding, there exists the third cate-
gory, namely, the devices that received part of encoded slice
but have not switched to AP mode. The devices of this kind
cannot be expressed in SIS mode.
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Compared with SIS model, there is one more category in
SIR model, namely, removal individual. Removal individual
is equivalent to the devices which become AP nodes, and
then its neighbors received all the data. Finally, these devices
permanently close the AP mode. In other words, the devices
leave the network permanently.

In accordance with the above analysis, both the two
schemes lack the expression for the devices that receive part
of encoded data but have not become soft AP. Therefore,
traditional SIS and SIRmodels cannot be directly used in our
network environment. We have to make some improvement
based on the SIR mode for our scheme.

3.3.2. Analysis Model for the Proposed Scheme. In our model,
the concept of hidden nodes is introduced to indicate the
devices which could switch to AP mode even if only part
of encoded slices is received. Moreover, for any device in
the network, it is not allowed to stay in suspended mode,
which means that the devices neither switch to AP mode nor
receive data from others at that state. Therefore, the switch
time of AP mode is very important during the transmission.
The transform is described in (2) in which 𝑚𝑗 refers to the
occupied cache of node 𝑗, 𝑛𝑗 refers to the cache size of node
𝑗, and 𝛼𝑗 refers to the proportion of received data

𝛼j =
𝑚𝑗
𝑛𝑗 (𝛼𝑗 ≤ 0.5) . (2)

Theoretically speaking, any intermediate node could
switch to AP mode at any time in the ad hoc network. In
order to guarantee the efficiency, when an intermediate node
is receiving data, it cannot switch to AP mode. Only when
the condition 𝛼𝑗 ≤ 0.5 is satisfied can the device be allowed to
start sharing. So the number ofmobile devices working in AP
mode in the network shows a kind of dynamic distribution.
A node in the network will experience the following states:

(1) The data is transmitted from the source node to its
neighbor.

(2) The neighbors receive part of encoded data.
(3) Some nodes receive part of data and switch to AP

mode.
(4) The nodes decode and recover the original data.

Then this paper makes the following analysis.
(a) All the 𝑁 mobile devices are divided into three

categories, in which 𝑁 is a dynamic value, and each device
is randomly distributed.

(i) For the devices that have recovered all the data and
switched to AP, we called them infected group.

(ii) For the devices that have received part of encoded
data but been switched to AP mode, we called them
hidden group.

(iii) For the devices that have not received any data, we
called them healthy group.

(b) Due to the random distribution of mobile devices,
the number of adjacent nodes of each device is different. We

assume that all the mobile devices are subject to uniform
distribution, and each device has 𝜆 neighbors. Moreover, this
paper assumes that the number of devices working in AP
mode at time 𝑡 is 𝐼(𝑡), and the number of devices working
in ordinary mode is 𝑆(𝑡).

(c) We assume that all the hidden devices could become
infected group with a probability 𝑃. 𝑃 is a variable related to
the generation depth𝐾, total resource number 𝐿, and time 𝑡.

Traditional file transmission mode is very different from
the mode of RLNC in generation depth. When we set 𝑘 to
be 1, the scheme based on linear network coding will be
degenerated to traditional scheme. Therefore, we make the
analysis in two kinds of conditions.

(1) When 𝑘 equals 1, the network-coding-based scheme is
equivalent to traditional file sharing scheme. The probability
that the hidden AP devices could recover the original file
will be influenced by the total resource number 𝐿 and the
transmission time.

This paper assumes that the received data at hidden
devices 𝑗 cannot exceed local cache capacity 𝑛𝑗. When the
generation number𝐾 is great, the hidden node has to receive
all the data so that it could recover the original data. There-
fore, the probability that the hidden AP node could recover
the original file decreases as 𝐾 increases. The relation can be
expressed by the following equation:

𝑃1 ∝ 1
𝐿. (3)

As time passed, hidden nodes receive more and more slices
it requires, and then the probability of successfully decoding
will accordingly increase:

𝑃1 ∝ 𝑡. (4)

Through the analysis above, we observe that the transform
probability 𝑃1 and time 𝑡 in traditional scheme have the
following relation:

𝑃1 = (𝐶1𝐿 × 𝑡) × 𝛼𝑖. (5)

(2) When 𝐾 does not equal 1, all the data transmitted
on the network is encoded with RLNC, and the intermediate
devices have to send the linear combinations to its neighbors.
Then the transfer probability 𝑃2 will be influenced by the
generation𝐾 and the transmission time 𝑡.

When 𝐾 becomes greater, hidden nodes have to receive
more slices to decode and recover the original file. Therefore,
the probability of recovering the original file in a specific time
will be reduced.

As time goes on, the probability that the slices required by
a node exist in its neighbor will increase.

P2 = C2
𝑘 × 𝛼𝑗 × 𝑡 × 𝐿. (6)
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We assume each soft AP could make 𝜆𝑆(𝑡) ordinary
devices become soft AP and then set up differential equations

𝑁𝑑𝐼 (𝑡)
𝑑 (𝑡) = 𝜆𝑆 × 𝐼 × 𝑁,

𝑌 = 𝑁 × 𝐼 × 𝑃,
(7)

𝑆 (𝑡) + 𝐼 (𝑡) = 1
𝑃2 = 𝐶2

𝑘 × 𝛼𝑗 × 𝐿 (𝐾 ̸= 1)

𝑃1 = (𝐶1𝐿 × 𝑡) × 𝛼𝑗 (𝐾 = 1)
𝑌0 = 1
𝛼𝑗 ≥ 1

2 .

(8)

The meaning of the parameters in (8) is listed in the
Abbreviations.

4. Evaluation Result

According to the differential equations and the constraints in
(7) and (8), the relation between the time 𝑡 and the probability
𝐼(𝑡) could be expressed in

𝐼 (𝑡) = 1
1 + (1/𝑖0 − 1) 𝑒−𝜆𝑡

. (9)

No matter what the transmission mode we used is, only
the data is different, and the transmission frameworks are
the same. We then make the simulation based on this model.
When the number of adjacent nodes 𝜆 = 2, the initial ratio
𝐼0 = 1:

𝑑𝑖
𝑑𝑡 = 𝜆𝑖 (1 − 𝑖) ,
𝐼0 = 0.1.

(10)

MATLAB is adopted to calculate the function in (10) and
(11), and then we obtain the relation between the ratio 𝑖 (the
number of soft APs/the number of all devices), time 𝑡, and
𝑑𝑖/𝑑𝑡, which are displayed in Figure 2 and Figure 3.

According to Figures 2 and 3, when sharing data in a
network with 𝑁 nodes, the number of nodes in the infected
group reaches half of the whole nodes, and the sharing rate
would reach the highest level which makes the number of
successful devices increase at the highest rate.

When 𝐾 = 1, the network-coding-based scheme degen-
erated to traditional replicate-based scheme. The relation
between time 𝑡 and the number of successful devices that
could recover all the original data is calculated for both net-
work-coding-based scheme 𝐾 > 1 and traditional replicate-
based scheme 𝐾 = 1, respectively, which is shown in

𝑌 (𝑡)

=
{{{{
{{{{
{

𝑁
1 + (1/𝑖0 − 1) 𝑒−𝜆𝑡

× [(𝐶1𝐿 × 𝑡) × 𝛼𝑗] (𝐾 = 1)
𝑁

1 + (1/𝑖0 − 1) 𝑒−𝜆𝑡
× [𝐶2𝐾 × 𝛼𝑗 × 𝑡 × 𝐿] (𝐾 ̸= 1) .

(11)
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Figure 4 is calculated with MATLAB. In the calculation,
𝑁 is set to be 10, and file size 𝐿 is set to be 4M.

As shown in Figure 4, the network-coding-based scheme
outperforms traditional replicate-based sharing scheme.

When network coding is used, the parameter 𝐾 has
influence on the data sharing efficiency.

It is clearly evident from Figure 5 that the sharing rate
increases as 𝐾 increases. However, a drawback is that the
computational overhead would increase as𝐾 increases.

5. Conclusion

In order to realize the large scale date sharing in future net-
works, this paper studies a scheme based on secure network
coding via D2D communication. Part of the mobile devices
in the system may be switched to soft AP mode, and linear
network coding operationwill be performed on theAPbefore
forwarding the file slices. Through the evaluation of analysis
model, the authors observe that the time required for file
sharing amongmultiple devices is less than that in traditional
networks. In the future, the authors will implement the
scheme in mobile devices such as smartphone networks.
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Abbreviations

𝑁: The number of nodes in the network
𝑆: The proportion of devices that have no data but

work in soft AP mode
𝐼: The proportion of mobile devices working in soft

AP mode
𝑌: The number of devices that can recover data
𝜆: The average number of neighbors for each device
𝜀: The probability of recovering data
𝐾: The generation of transmission
𝐿: The file size
𝛼: Proportion of cache occupation
𝑃: Probability of successful recovery
𝐶1, 𝐶2: Constant.
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Mobile Ad Hoc Networks (MANETs) are composed of a large number of devices that act as dynamic nodes with limited processing
capabilities that can share data among each other. Energy efficient security is the major issue in MANETs where data encryption
and decryption operations should be optimized to consume less energy. In this regard, we have focused on network coding which
is a lightweight mechanism that can also be used for data confidentiality. In this paper, we have further reduced the cost of network
coding mechanism by reducing the size of data used for permutation. The basic idea is that source permutes only global encoding
vectors (GEVs) without permuting the whole message symbols which significantly reduces the complexity and transmission cost
over the network. We have also proposed an algorithm for key generation and random permutation confusion key calculation.The
proposed scheme achieves better performance in throughput, encryption time, and energy consumption as compared to previous
schemes.

1. Introduction

MobileAdHocNetworks (MANETs) have dynamic topology,
which means, on requirement, devices act as nodes and
establish a network for communication (Figure 1). All nodes
are battery powered [1]. As MANETs do not need any
infrastructure, nodes move freely in arbitrary direction, so
nodes easily enter and leave the network at any moment.
There is a possibility when a node cannot send information
to another node directly within its communication range. To
overcome this issue some intermediate nodes are used for
routing the information fromonenode to another bymultiple
hops [2].

MANETs were thought as one of the most innovative
and challenging wireless networking paradigms [3] at its
evolution. Potentials of MANETs made ad hoc networking
a key area for building Forth-Generation (4G) wireless
networks and hence MANETs gained thrust and resulted
in remarkable innovation for mobile network paradigm
[4]. With advances in research, MANET becomes essential
communication technology in military tactical environment
to help in military deployment among soldiers, vehicles, and

operational command centers [5]. MANET applications can
also be used in law enforcement, other security sensitive envi-
ronments, emergency relief scenarios, public meetings, and
virtual class rooms.

Network encoding is used to transmit the maximum
flow of data in a message by using encoding mechanism.
It achieves transmission and reduction in communication
overhead and better throughput instead of just storing and
forwarding as in traditional routing. The traditional routing
where the routers typically store and forward the information
cannot be overlaid.Network coding, as introduced by the pio-
neers Ahlswede et al. [6], shows how information is encoded
at intermediate or source nodes for efficient transmissions.
Thebasic concept of network coding can be easily understood
by butterfly network as explored in Figure 2. In this butterfly
network topology a source (𝑙) wants to transmit information
to two nodes acting as destinations 𝑚 and 𝑛. Each edge
is represented as error-free channel which has the ability
to deliver a single bit per channel use. The source sends
two bits 𝑎 and 𝑏, but instead of routing one and blocking
the other, node 𝑥 transmits their XOR. Node 𝑚 receives 𝑎
and 𝑎 ⊕ 𝑏. Since 𝑎 ⊕ (𝑎 ⊕ 𝑏) = 𝑏, node 𝑚 can recover
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both 𝑎 and 𝑏. By using coding operation at bottleneck node
and then decoding at sink nodes, the multicast throughput
has been enhanced to 2 bits, beyond what can be done in
conventional routing. Network coding has advantages like
enhancing better throughput [7], network robustness [8],
and reducing network congestion [9]. Network coding has
applications in many areas such as Ad Hoc Network [10],
delay tolerant networks [11], P2P network [12], wireless sensor
network [13], and content distribution network [14].

The main problem in the conventional routing approach
is highlighted when a message is transmitted through a
number of intermediate nodes. At one point as depicted in the
butterfly network, the intermediate node 𝑥 is the bottleneck
as it receives multiple packets but has a single channel
to forward the packets. It results in network congestion.
Secondly nodes also receive redundant data from different
other nodes which can be removed by using network coding.

This paper presents an encryption scheme for MANETs
which fully takes advantage of the security property of
network coding. As global encoding vectors (GEVs) are
essential for decoding so reordering the components in a
GEV randomly makes significant confusion for the eaves-
dropper to get meaningful information. In the paper, we
studied energy efficient encryption by merely permuting the
components of GEVs, without manipulating the entire mes-
sages during encryption. We refer to the proposed scheme
as partial permutation based encryption scheme. A similar

idea has been considered in a scheme in [15], which randomly
permutes the whole message of length 𝑛 with 𝑛! possibilities
and uses AES for encryption. Instead of permuting the whole
message of length 𝑛, we permuted only the components in
GEVs of length ℎ which gives much lower computational
complexity as ℎ ≪ 𝑛. It reduces the complexity of the
scheme and energy consumption and is thus a more efficient
encryption scheme. To further enhance the security of the
message, we proposed an algorithm for dynamic random
permutation key generation of the key.

The paper is organized as follows: Section 2 discusses
the related work; Section 3 explores the proposed partial
permutation based encryption scheme on network coded
MANETs. Section 4 evaluates the performance and Section 5
concludes the work.

2. Related Work

The transmission energy reduction in network coding appli-
cations has received a lot of attention. We have explored
different schemes in this context to identify the network
coding mechanisms that claim to achieve efficient energy
consumption. In this regard, Wu et al. [16] explores the solu-
tion to finding minimum energy of multicast tree expressed
as linear program that is solved in polynomial time encoding
at intermediate nodes. This is in contrast to the fact that
the same problem is NP-complete in the case of traditional
routing as investigated by Čagalj et al. [17]. Fragouli et al. [18]
investigated efficient broadcasting problem in MANET and
proposed probabilistic algorithms. Energy saving is done by
lowering number of transmissions, as illustrated in Figure 3,
where nodes are allowed to do the encoding of packets.
Suppose there are six nodes where every node communicates
only with both sides of its neighbors. Every node has to
broadcast a message to other nodes.

It shows that without using network coding (NC), every
message will need four broadcasts but with NC transmissions
permessage has decreased to three. So in this way 25% energy
is saved in transmission only.The same problem is considered
by Li et al. [19], where authors proposed deterministic
approach based on PDP (Partial Dominant Pruning). The
algorithm depends on two hop neighbors and opportunistic
listening to encode packets.
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Figure 3: Reduction of transmission in MANETs.

Other than minimizing energy consumption during
transmission in MANETs, network coding also has security
properties as follows. Bhattad and Narayanan [20] intro-
duced weak security, which means that a system is secured
if adversary cannot get any meaningful information from
the adversarial attack. Authors showed that random linear
network coding is weakly secured with high probability when
coding is applied on a large finite field. Lima et al. [21], after
considering the threats of the intermediate nodes, developed
a security criterion to access intrinsic security provided by
network coding. Authors observed that security is directly
dependent on the network topology as well by deriving the
relationship between security level and field size. Based on
this weak security researchmodel,Wang et al. [22] designed a
polynomial time deterministic code to secure linear network
coding. They showed that optimal throughput between a
single source and a paired destination for multiple streams
is achieved by using this algorithm.

Many secure NC based cryptographic schemes have been
proposed. A signature based scheme proposed by Yu et
al. [23] detects and filters out the polluted messages. It
used homomorphic signature function by source to delegate
signing authorities to the forwarders thatmeans intermediate
nodes can generate signature for their output messages
without contacting the source. SPOC (Secure Practical Net-
work Coding), an end-to-end lightweight security scheme,
is proposed by Vilela et al. [24], in which source encrypts
GEVs of every message after performing random linear
coding with an additional set of GEVs for network coding.
Receiver recovers source messages by using decode-decrypt-
decode steps. Fan et al. [25] proposed another similar
scheme using HEF (Homomorphic Encryption Function) as
introduced by Benaloh [26]. In this proposed scheme, the

coding coefficients usedHEF approach for encryption. Linear
combinations can be performed directly on these encrypted
coefficients because of the homomorphic nature of HEF.This
result does not need additional coding coefficients by SPOC.

Wei et al. [27] proposed an efficient encryption scheme
that used permutation function that randomizes the message
vectors to make confusion for the adversary. Zhang et al.
[15] introduced a permutation coding scheme, called P-
Coding, which is a lightweight encryption above network
coding in MANETs. Their scheme significantly reduced
energy consumption because ofminimizing the security cost.
Their scheme also exploits intrinsic property of security in
network coding by using simple permutation encryption. In
P-Coding scheme GEVs and message symbols are permuted
together. Its complexity is significantly large as compared
to the proposed scheme which only permutes components
of GEVs. As data needs to be protected at every node in
MANETs, energy efficiency can be achieved by the more
efficient encryption anddecryption processes in the proposed
scheme. The conventional approach of encrypting the infor-
mation is to use a symmetric key algorithm. We proposed
a dynamic random permutation key that uses symmetric
parameters.

Researchers have given considerable attention towards
the energy efficient schemes. Energy efficient scheme, which
is also termed as green computing, is one of the most
important areas of research these days. Dutta and Culler
[28] proposed a mechanism to reduce the energy utilization
of mobile wireless nodes by reducing idle listening time of
the nodes. Energy efficiency has also been the focal point
of routing protocols. An OSLR based routing algorithm is
proposed by Tan et al. [29] in which during node selection
process different trust levels are used. Venkanna et al. [30]
proposed a route splitting algorithm in which a solution
to battery faults is provided by the persistent performance
adapting the nodes. Another exclusive method for power
consumption is proposed by Takeuchi et al. [31] which pro-
vides high performance in the dynamic environment based
on creating assurance network. The energy consumption has
made critical requirement to adopt effective green computing
in wireless communication. Our work contributes to green
computing from two facets: it saves energy in wireless
environment during secure data transmission and introduces
energy efficient partial permutation based encryption.

3. Preliminaries

We adopt the similar system model discussed by Zhang et
al. in [15]. Let 𝜋 be a sequence containing each element
of set (1, . . . , ℎ) once and only once as a permutation with
length ℎ. Let 𝜋(𝑖) be the 𝑖th element of 𝜋. The product of
two permutations 𝜋1 and 𝜋2, defined by 𝜋1 × 𝜋2 or 𝜋1𝜋2,
is calculated using 𝜋1𝜋2(𝑖) = 𝜋1(𝜋2(𝑖)). Denote by 𝜋−1 the
inverse of 𝜋; that is, 𝜋−1𝜋(𝑖) = 𝑖.
Definition 1. Consider a sequence a = (𝑎1, 𝑎2, . . . , 𝑎ℎ) over
a finite field F𝑞 and a permutation 𝑘 on (1, . . . , ℎ). The
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Permutation Encryption Function (PEF) using key 𝑘 on a is
defined in

𝐸𝑘 (a) = [𝑎𝑘(1), 𝑎𝑘(2), . . . , 𝑎𝑘(ℎ)] . (1)

In the same way, we define permutation decryption
function on a ciphertext 𝑐 using key 𝑘 as 𝐷𝑘(𝑐), satisfying𝐷𝑘(𝐸𝑘(a)) = a.

There is a KeyDistributionCenter (KDC), responsible for
establishing symmetric key so that source and destinations
share a PEF key at the initial stage of the scheme. For
effectiveness of PEF, the encryption key should be generated
randomly. In the existing scheme [15], the generated session
key sharing process uses AES encryption key management
technique which is not resource efficient in MANETs. Any
node, in a MANET consisting of 𝑁 nodes, can act as a
source. MANET can be modeled as an acyclic directed graph
represented by 𝐺(𝑉, 𝐸) where 𝑉 denotes the set of nodes and
𝐸 the set of links of unit capacity, that is, transmitting one
packet per link use. Let D−(V) be the set of terminating links
at Vwhereas letD+(V) be the set of originating links from V.We
assume that each link 𝑒 ∈ 𝐸 has the capacity of one packet per
unit time and y(𝑒) is the packet carried on it. Here a packet
is defined as a row vector of 𝑛 elements from finite field F𝑞. A
unique source 𝑠 sends a series of packets xi, . . . , xℎ to a set of
sinks𝑇 ⊂ 𝑉. Every source packet x𝑖 is a row vector of length 𝑛
over a finite field F𝑞 and can be divided into two parts [a𝑖 m𝑖]:
the header vector a𝑖 consists of ℎ elements and the message
vector consists of 𝑛 − ℎ elements. Initially, the header vector
a𝑖 in the packet x𝑖 is just the unit vector u𝑖 of length ℎ.

The vector matrix of source packet is defined as X =
(x𝑇𝑖 , . . . , x𝑇ℎ )𝑇, where X has all packets of the source as its
rows. Let D−(𝑠) denote the set consisting of ℎ imaginary links
�̃�1, . . . , �̃�ℎ with y(�̃�𝑖) = xi. For any 𝑒 ∈ D+(V), V ∉ 𝑇, linearly
combining the incoming packets of V, and 𝑦(𝑒) is calculated
as illustrated in

y (𝑒) = ∑
𝑒∈D−(V)

𝛽𝑒 (𝑒) 𝑦 (𝑒) = 𝛽 (𝑒) [y𝑇 (𝑒)]𝑇
𝑒∈D−(V)

. (2)

In this equation, 𝛽𝑒 are from F𝑞 and 𝛽(𝑒) = [𝛽𝑒]𝑒∈D−(V)
which is called LEV (Local Encoding Vector) of the link 𝑒.
By induction, y(𝑒) is represented as the linear combination of
source packets.

y (𝑒) =
𝑛

∑
𝑖=1

𝑔𝑖 (𝑒) 𝑥𝑖 = g (𝑒)X. (3)

Equation (3) elucidates that g(𝑒) = [𝑔1(𝑒), . . . , 𝑔𝑚(𝑒)] that
can be recursively calculated using (2).This is named as GEV
(global encoding vector) of link 𝑒.

Assume that ℎ packets y(𝑒1), . . . , y(𝑒ℎ) are received by a
sink node V from links 𝑒1, . . . , 𝑒ℎ incoming to V. Then by (3)
we have the packets Y received by V as follows:

Y =
[[[[
[

𝑦 (𝑒1)
...

𝑦 (𝑒𝑚)

]]]]
]

=
[[[[
[

𝑔 (𝑒1)
...

𝑔 (𝑒𝑚)

]]]]
]
X = GX, (4)

Table 1: Notations for PPE.

Symbol Explanation
x𝑖 Source packets
X Vector matrix of source packets
ℎ Number of messages, permutation length
y (𝑒) Coded packet carried on link 𝑒
𝛽 (𝑒) LEV of link 𝑒
g (𝑒) GEV of link 𝑒
G Global Encoding Matrix
a Sequence of GEVs
𝑘 PEF key
𝑐 Ciphertext
𝐷 Data generations
𝑓(ℎ) Function used for confusion key
𝑘 Confusion key for each data generation

where G is referred to as global encoding matrix (GEM) of
V. When G is invertible, then the source packets X can be
reconstructed by using X = G−1Y.

4. Partial Permutation Based
Encryption (PPE) Scheme

The main idea of the proposed scheme, called PPE, is that
only GEVs are permuted instead of the whole packets at
the source. This makes sufficient confusion for an adversary
to locate GEVs in order to get meaningful information. As
we are permuting only GEVs, this significantly reduces the
complexity and making the scheme more efficient. On the
other hand, as the header length may not be long enough
for permutation to achieve sufficient security, we additionally
propose using random encryption key on message to further
increase the security of the proposed scheme against adver-
sarial attacks. A list of notations to be used to introduce the
PPE scheme is provided in Table 1.

Figure 4 briefly illustrates the PPE scheme. Initially, the
source has ℎ original messages m1,m2, . . . ,mℎ of length 𝑛 −
ℎ, each of which is padded with a unit vector u𝑗 as the
header. Then, it performs linear combinations on the packets
to generate ℎ linearly independent packets. Subsequently,
the PPE scheme will conduct encryption on the ℎ packets.
First, GEVs are permuted based on some permutation key 𝑘
and then the message is encrypted using dynamic random
key encryption based on a key 𝑘, whose generation will be
discussed in detail in the following subsections.

A typical MANET scenario involves a source node,
intermediate nodes, and sink nodes. Figure 5 depicts the
data transmission in a MANET based on the proposed PPE
scheme and network coding and the PPE scheme is only
performed at the source nodes for encryption and at the sink
nodes for decryption, and the intermediate nodes perform
recoding of the message packets.

4.1. Dynamic Random Key Generating Algorithm. In a sce-
nario where source needs to transmit huge data volume
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from one node to other nodes, source should first divide
data into generations and use perturbing key on each data
generation. If a single perturbing key is used in the course
of transmission then there is a chance that this key would be
disclosed, which will result in compromising security of the
whole data volume.This is known as single generation failure.
Assume the following steps are performed by source on 𝑖th
data generation𝐷𝐺𝑖, and key 𝑘𝑖 is generated.

(a) Randomly choose ℎ positions among data generation
𝐷𝐺𝑖 which are known as perturbing key.

(b) Corresponding to data generation 𝐷𝐺𝑖, key 𝑘𝑖 is
calculated according to Algorithm 2.

(c) Encrypt 𝐷𝐺𝑖 based on 𝑘𝑖 and the encrypted data
generation is sent from source node to all participant
nodes that can update key.

Algorithm 1 explains the perturbing function for GEVs and
is also used to generate dynamic random key.

(1) 𝐴𝑟𝑟𝑎𝑦 𝐾𝑒𝑦[] /∗ size𝑚 ∗/
(2) Function Key Gen (integer 𝑚)
(3) Initialization(𝑚)
(4) For 𝑖 ← 1 to𝑚 − 1
(5) 𝜓 ← rand() /∗ between 𝑖 to𝑚 ∗/
(6) 𝐾𝑒𝑦[𝑖] ← 𝑝𝑒𝑟𝑚(𝜓)
(7) End for
(8) Function Initialization (integer 𝑞)
(9) For 𝑎 ← 1 to 𝑞
(10) 𝐾𝑒𝑦[𝑎] ← 𝑎
(11) End for

Algorithm 1: Key generation.

Step (1)–(3). Key size𝑚 is declared. Function 𝑘𝑒𝑦 𝐺𝑒𝑛 gets the
key size as its argument. Initialization function is used to call
key size𝑚.

Step (4)–(7). A random value between 𝑖 and𝑚 is stored in 𝜓.
The permutation function takes this random value as a seed
to generate a value as𝐾𝑒𝑦[𝑖]. The loop ends on𝑚 − 1.
Step (8)–(11). Initialization function has values from 𝑎 to 𝑞
where 𝑎 is stored as 𝑘𝑒𝑦[𝑎] and loop ends at q.

In Algorithm 2, we use symmetric encryption for secured
transmission of the secret key from source node to sink.
We propose partial permutation data generation key. In this
scenario, instead of using the same generation data stream,
some data elements remain at their original position. In
the proposed scheme, source randomly selects the length of
data packet and makes a generation. On the basis of shared
random value for partial permutation and confusion key,
both ends have the ability to generate common session key
on a distributed manner. In this scenario, we assume that
secret parameter has been distributed by a trusted authority
between source and sink as illustrated in Figure 6. To guard
against replay attacks, we have used dynamic random key
generation. Dynamic keys are the cryptographic keys that
are not the same for the whole network lifetime. Instead, it
is established either periodically or on demand. This helps
increase the network survivability by revoking keys of the
compromised nodes in the process of rekeying.
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(1) Set 𝑠 = rand, ℎ = 0, 𝛾 = 𝐷/𝜔, 𝑑 = (0, ℎ! − 1)
(2) 𝐷 = {𝐷𝐺1 , 𝐷𝐺2 , 𝐷𝐺3 , . . . , 𝐷𝐺𝛾 }
(3) 𝑘(𝑖) = {𝐷𝑘1 , 𝐷𝑘2 , 𝐷𝑘3 , . . . , 𝐷𝑘𝛾 }
(4) Loop from 𝑖 = 1 to 𝛾

(i) 𝑔(𝑖) = 𝑑%/(𝑖 + 1);
(ii) 𝑑 = 𝑑/(𝑖 + 1)
(iii) 𝑔 = 𝜔𝑖/ℎ

(5) 𝐶𝐾[𝑖] = Confusion Key (𝑔, 𝑑, 𝑖)
(6) 𝐶𝑖𝑝ℎ𝑒𝑟(𝐶𝑖) = 𝐸𝑛𝑐𝑟(𝐷𝐺𝑖 , 𝐶𝐾[𝑖])
(7) Send Ci
(8) 𝐸𝑛𝑑𝐿𝑜𝑜𝑝
Function Confusion Key (int 𝑟𝑛, int𝑑, int index) BEGIN
(9) 𝑏(𝑖𝑛𝑑𝑒𝑥) = 𝐷 − 𝑑 − (𝑓(𝑑/ℎ)/(𝑖𝑛𝑑𝑒𝑥 + 1))
(10) For each (𝑖𝑛𝑑𝑒𝑥 ∈ [1, ℎ])
(11) 𝑑𝑜 𝜃(𝑠 − 1 + 𝑖𝑛𝑑𝑒𝑥) ↔ 𝜃(𝑠 − 1 + 𝑏(𝑖𝑛𝑑𝑒𝑥))
(12) (𝑘(𝑖𝑛𝑑𝑒𝑥)) ← 𝜃(𝑘(𝑖𝑛𝑑𝑒𝑥))
(13) Return 𝑘(𝑖𝑛𝑑𝑒𝑥) ← (𝑘(𝑖𝑛𝑑𝑒𝑥) || 𝑟𝑛)
(14) END

Algorithm 2: Random permutation based keying.

KDC

Source Destination
D key (i) [data generation]

Figure 6: Dynamic key generation by a Key Distribution Center
(KDC).

Dynamic Source Routing (DSR) protocol is simple and
efficient routing mechanism designed typically for multihop
MANETs. It makes the network completely self-configuring
and self-organizingwithout requiring any existing infrastruc-
ture. As DSR is source initiated link state routing the nodes
dynamically discover an efficient route to send the packet by
multiple network hopping till the destination which makes
it be the loop-free packet routing. The DSR protocol consists
of two mechanisms: one is route discovery and the other is
routemaintenance. Based on this scenario, we adopt dynamic
key for each data generation (𝐷𝐺) to handle replay attack
in MANET. Based on the sharing parameters at both ends,
source generates dynamic key for each generation. Suppose
we have key (𝑘𝑖) then the𝐷𝑘𝑒𝑦(𝑖) = 𝐷𝑘𝑒𝑦(1), 𝐷𝑘𝑒𝑦(2), . . . , 𝐷𝑘𝑒𝑦(𝛾)
where (𝐷𝛾) represents the number of dynamic keys dis-
tributed for each generation and𝐷𝑘𝑒𝑦(𝑖) is dynamic key.

As discussed in [15], traditional cryptographic technique
like AES for end-to-end encryption cannot be used due
to the limited resource capabilities of MANETs. This work
contributes to generate lightweight encryption key as shown
in Algorithm 2, which introduces a random number and

updating key for each data generation to enhance security
and reduce computation and communication overheads from
source to destination in MANETs.

Steps (1)–(3). Set random number 𝑛 used to generate the
value of ℎ for permutation. In this step, 𝛾 represents the
number of generations and 𝐷 is the total data length that is
divided into generations like 𝐷𝐺1 and 𝐷𝐺2 where 𝜔 is chunk
size to produce a single generation. The value of ℎ can vary
from 4 bits to 32 bits where ℎ ≪ 𝜔 and it is used for
permutation. Moreover,𝐾(𝑖) represents the set of keys where
𝐷𝑘1 represents key for the first generation. Other parameters
are initialization factor 𝐾(ℎ), packet length (𝑛), and random
division of perturb-vectors (𝑑 = (0, ℎ! − 1)).
Steps (4)–(8). Loop for generation from 1 to 𝛾where𝑔(𝑖) is the
index of generation and calculated as chunkover permutation
length ℎ is used in Steps (5) and (6) for calculating confusion
key and ciphertext which is generated as a function of data
generation and confusion key. After the loop ends we will get
ciphertext.

Steps (9)-(10). Confusion key function 𝑏(𝑖𝑛𝑑𝑒𝑥) is calculated
by subtracting 𝑓(𝑑/ℎ)/(𝑖𝑛𝑑𝑒𝑥 + 1) from random division of
perturbed-vectors 𝑑 and again from the data length𝐷, where
indexing is from 1 to the permutation length ℎ.
Steps (11)–(14). Confusion key 𝑘(𝑖𝑛𝑑𝑒𝑥) is generated for an
end-to-end communication which consists of a perturbing
key and a random number. The perturbing function 𝜃 is
calculated by subtracting the sum of 1 and indexed confusion
function, which will continue till the end of the permutation
length.

5. Performance Analysis

We take into account typical cryptanalysis on permutation
cipher which is a case of transposition cipher and evaluate
how effectively a permutation encryption can be broken.This
is based onnonuniformoccurrences of 𝑛-𝑙𝑒𝑡𝑡𝑒𝑟 combinations
named as 𝑛-𝑔𝑟𝑎𝑚. Taking an example, the frequency of
bigram “𝑇𝐻” in English is much higher as compared to
bigram “𝑄𝑍.” The ability of guessing permutation 𝜋 is
accessed by using 𝑛-𝑔𝑟𝑎𝑚𝑠 frequency statistics: first large
cipher texts are decrypted by using inverse of permutation 𝜋
and then evaluated on the basis of how close the statistics of
𝑛-𝑔𝑟𝑎𝑚𝑠 decrypted messages are as compared to statistics of
underlying languages.Then we find the permutation of other
letters that have better ability by searching “𝑝𝑠” neighborhood
with good ability until key 𝑘 is found. Although this is
rather effective in transposition ciphers breaking, we contend
that for the case of our permutation encryption it does not
work fine. (1) First we permuted GEVs; then we introduced
dynamic random encryption key on message. This double
encryption makes it much stronger against replay attack.
So this means that, as compared with transposition cipher,
the proposed scheme requires a lot of time to access the
ability of permutation. (2) A small change of permutation,
for example, change of just two positions, will give different
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Table 2: Simulation parameters.

Simulation time 150 sec
Terrain area 2000 × 2000m2

Number of nodes 250
Node placement strategy Random
Propagation model Two-ray model
Mobility model Random
Routing protocol AODV
Traffic type Constant bit rate (CBR)
Pause time 0 s

encryption that would decode information into totally dif-
ferent messages. This resulted in the fact that permutation
has good ability so by searching in the neighborhood of the
permutationwe do not expect to get permutationswith better
ability. As dynamic random encryption key is distributed
at initial stage, permutation operation (encryption at source
and decryption at destination) will give less computational
overhead. So permutation encryption is lightweight in terms
of computation.

The performance analysis of the proposed scheme is
analyzed in built-in classes of Java. It uses managed pack-
aging for AES, DES, and Blowfish which is available in
http://java.cypto.com. The existing schemes used traditional
cryptographic methods of cipher class that provide function-
ality of different cryptographic techniques used for encrypt-
ing and decrypting of data. It forms the core of the JCE
framework. Simulation parameters are given in Table 2.

5.1. Storage Analysis. Theproposed scheme is based on secret
credentials to encrypt perturbing methods and acts as secure
shared session key between end nodes. The pseudo random
number generator (PRNG), a confusion function (𝑓), per-
muting of selective data (𝑓(𝑑/ℎ)) portion, and time stamp
(𝑇) are used as secret credentials. The memory overhead of
the confusion key depends on the selective bits of data and
other parameters. To overcome memory and computation
overhead, the proposed scheme uses 32-bit key size which has
lesser overhead from traditional cryptographic techniques
like DES, AES, 3DES, and Blowfish. The application payload
is 32 bits, which include 16 bits of session key and 16 bits of the
random challenge. The performance analysis of Algorithms 1
and 2 shows the proposed scheme is efficient from traditional
schemes and suitable for resource constrains devices. Perfor-
mance comparison of different schemes is done on the basis
of parameters like encryption time, encryption/decryption
throughput, and energy consumption as shown inTable 3.We
consideredwell known symmetric key encryption techniques
for comparison with the proposed scheme. Data encryption
standard (DES) has 128-bit key size and 64-bit block size.
3DES, which is an enhancement of DES, uses three 64-bit
keys which makes 192-bit key size and has a 64-bit block size
as well. AES has variable key lengths of 128, 192, or 256 bits
and has a data block size of 128 bits. We consider 128-bit key.
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Figure 8: Encryption/decryption throughputs in Mbytes/sec.

Finally Blowfish uses variable key lengths of 32 bits to 448 bits
and 64-bit data block size. We used 64-bit key size.

The appraisal is intended to assess the results by using
block ciphers. Consequently, the load data (plaintext) is
divided into smaller data generation size as per algorithm
settings given in Table 3. De Meulenaer et al. [32] evaluated
energy of wireless nodes in terms of communication cost,
whereas Abdul Elminaam et al. [33] evaluated various sym-
metric cryptography algorithms used in MANETs in terms
of energy cost.The energy is calculated by using the following
equation: 𝐸 = 𝑃 × 𝑡, where 𝐸 is the energy in joules, 𝑃 is the
nominal power in watts, and 𝑡 is the time duration in seconds.
Operation cost and transmission of 1 byte is 5.76 𝜇J, reception
of 1 byte is 6.48𝜇J, and AES-128 encryption of 16 bytes is
42.88 𝜇J. On the basis of these assumptionswe have computed
energy consumption at processing and transmission level of
proposed scheme. In addition, we analyzed the key size as in
Figure 7.

5.2. Throughput. As the encryption time decreases, more
data can be processed which results in larger throughput.
Encryption time has to be considered while calculating
throughput of an encryption algorithm. The throughput of
an algorithm is obtained by dividing plain text in kilobytes
by encryption time in milliseconds. From the graphical illus-
tration of encryption and decryption throughput in Figure 8,
the proposed scheme outperforms other schemes in terms of
throughput.The gap between the proposed scheme and AES,
DES, and 3DES is significantly large because of their higher

http://internetsafesearch.com/


8 Journal of Electrical and Computer Engineering

Table 3: Performance comparison of schemes.

Algorithms Key size
(Bit)

Data block
(bit)

Encryption time
(milliseconds)

Encryption throughput
Mbyte/sec

Decryption throughput
(Mbyte/sec)

AES 128 128 374 4.17 6.452
3DES 192 64 452 3.45 5.665
DES 128 64 389 4.01 6.347
Blowfish 64 64 60.3 25.8 18.7
Proposed
scheme 32 32 31 56 37
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Figure 9: Data encryption time in milliseconds.

encryption time.Data throughput on encryption and decryp-
tion is depicted in graphical presentation. The throughput
of the proposed scheme is calculated and then compared
with other schemes according to the formula throughput
= plain text size/encryption time. We have calculated the
encryption and decryption time of various algorithms as per
the throughput formula. We considered plaintext size to be
the average of plain text size and the average time taken.
So 1598.7 kbytes/374ms = 4.174Mbytes/s for AES while for
our proposed scheme it is calculated as 1598.7 kbytes/31ms =
56Mbytes/s. In the same way, the decryption throughput is
calculated via dividing the plain text size by decryption time.

5.3. Encryption Time. Encryption time is calculated as time
taken by any device in executing the encryption algorithm.
Encryption time is calculated by taking into account the
size of plain text, key size, and block size. We consider the
algorithm key sizes as given in Table 3. From Figure 9 we can
clearly see that the proposed scheme has very less encryption
time as compared with Blowfish algorithm which is a light
weight encryption scheme. From Table 3 we can clearly see
thatwhen the key size increases, time for encryption increases
as well. As for the proposed scheme the key size as well as
the block size is smaller than the other algorithms, that is,
32 bits; the encryption time comes out to be 31ms, which is
significantly lower than other schemes.

5.4. Energy Consumption. The energy consumption is cal-
culated as the average energy consumed during the process
by an algorithm. The cost of the proposed scheme is based
on energy consumption during encoding, transmitting, and
receiving cost of data at sinks. On the basis of [32] we
elaborate energy consumption of the proposed scheme and
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Figure 10: Energy consumption in 𝜇J.

compare it with the existing techniques. Less time taken for
encryption means there are few cycles which gives lower
energy consumption. As described before, the proposed
scheme has less encryption time as compared with other
encryption schemes. As shown in Figure 10, the energy
consumption of the proposed scheme comes out to be 0.2𝜇J
which is significantly lower as compared with other schemes.
The energy consumption is calculated by considering block
size in bytes, and multiplying it with energy consumption for
symmetric key comes out to be 0.8 𝜇J/bit. As described in
the scheme, confusion key plays a vital role in the proposed
scheme in which secret credentials are used for the session
key. A node has to compute 16-bit PRNG, 8-bit time stamp,
and 8-bit permuting of selective data to secure perturbing
function. On the assumption of [32] the computation cost is
0.25 𝜇J/bit and our proposed scheme needs to compute 32-bit
data for confusion key which means total energy is 32 × 0.25
= 8.0 𝜇J. In this scheme the confusion key computation cost
depends on the random amount of selective data from 𝑛-bit
data length. We assume that the proposed scheme computes
on 32-bit block generation of data.

6. Conclusion

In this paper, we proposed a partial permutation encryption
algorithm for network codedMANETs. Instead of permuting
the whole packet as in the previous P-Coding scheme, the
proposed scheme permutes only GEVs which decreases the
computational complexity, making it an efficient encryption
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scheme in terms of energy, computation, and cost. To guaran-
tee that the proposed scheme is secure against various attacks,
we proposed dynamic key generation mechanism for our
randomkey generation.We analyzed the proposed scheme by
taking into account different parameters and concluded that
our partial permutation scheme is efficient and lightweight.
The proposed scheme outperforms other analyzed schemes
in terms of efficiency and cost. The proposed scheme has
lower encryption time and greater throughput which resulted
in 117% improvement from the Blowfish algorithm for
MANETs. Blowfish algorithm has 5 times greater throughput
than DES. The proposed scheme has 16 times lesser energy
consumption than the Blowfish algorithm that makes it an
efficient encryption technique for energy constraint devices.
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The huge bandwidth and hardware capacity form a high combination together which leads to a vigorous development in the
Internet. On the other hand, different problems will come up during the use of the networks such as delay and node tasks load.
These problems lead to degrade the network performance and then affect network service for users. In cloud computing, users
are looking to be provided with a high level of services from the service provider. In addition, cloud computing service facilitates
the execution of complicated tasks that needed high-storage scale for the computation. In this paper, we have implemented a new
technique to retain the service and assign tasks to the best and free available node already labeled by the manager node.The Cloud
Computing Alarm (CCA) technique is working to provide all information about the services node andwhich one is ready to receive
the task from users. According to the simulation results, the CCA technique is making good enhancements on the QoS which will
increase the number of users to use the service. Additionally, the results showed that the CCA technique improved the services
without any degrading of network performance by completing each task in less time.

1. Introduction

In the earlier days, the online services started to be desirable
from the end users; many promotions about new productions
show a great challenge for public and private companies to
attract users. Cloud computing is starting to be used widely
according to the rapid development of the Internet with new
modern devices such as smart phones, tablets, and others.
Businesses have increasingly invested in cloud computing
services. According to InternationalDataCorporation (IDC),
cloud computing services were used up to 42 billion times
in 2012, compared with 16 billion in 2008. Public companies
such as Google, Yahoo, Microsoft, and Amazon are already
invested in cloud computing services. Hence, the network
bandwidth and developing hardware are leading to create
new technologies related to cloud computing [1–3]. Cloud
computing allows users to use more applications and soft-
ware from any place because many nodes can cooperate to
perform the request services. On the other hand, the Internet
applications keep on getting updated and developing with
high-performance multimedia and high quality devices in

the network [2, 4]. In the cloud computing environment,
players can log in and access Internet applications software.
Also, cloud computing can offer a different environment
according to the services need, and the infrastructure for
the Internet is growing more which leads to allocating the
computing system services to different places.The advantages
of cloud computing by offering access to services for users
also encourage distributed system design and application to
support user-oriented services applications. The busy and
load CPU node in cloud computing was always considered
to be a problem requiring a load balancing mechanism or
a technique that can distribute the job tasks between the
service nodes; hence, CCA technique is one of the solutions
to alleviate the impact of loads on the service nodes in the
network. Recent researchers are devoted to find out different
solutions by involving several techniques to make load
balancing on the service nodes that they need to execute the
job task which is required by the users.The aim of cloud com-
puting is to get high-performance computing power, which
is normally used by a huge number of users (e.g., in military
applications) to perform tens of trillions of computations/sec.
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The cloud computing forms large groups of servers typically
runningwith low-cost consumers.Many services are running
through cloud computing over the Internet. These services
are broadly divided into three terms: Infrastructure-as-a-
Service (IaaS), Platform-as-a-Service (PaaS), and Software-
as-a-Service (SaaS) [2, 5–7].

The Infrastructure-as-a-Service (IaaS) (e.g., https://www
.amazon.com) provides the customer with virtual server
instances and storage as well as Application Software (S/W)
Interfaces. Application Program Interface (API) allows users
to access and configure their virtual servers and storage.
The Platform-as-a-Service (PaaS) is a set of tools hosted on
the service provider’s infrastructure. Through PaaS, users
can create applications on the provider’s platform over the
Internet. Some APIs need to be installed by customers
on their Personal Computer (PC). The Google applications
(GoogleApp) are a good pattern of PaaS. On the other hand,
Software-as-a-Service (SaaS) provides hardware infrastruc-
ture by interacting with the users [8, 9]. All services can be
used through a front-end portal. SaaS is widely used and it
can be anything from web-based and database processing
and the user can access and use the services anytime. The
cloud computing is considered a distributed systembecause it
has the capabilities to provide multiple external customers by
using internal technologies. Service providers provide many
services to end customers. They have service level agreement
(SLA), according to which service providers must deliver
services with a better performance to the end users. The
service may suffer disruptions for short durations due to
the many factors that affect the network, causing economic
damage and degrading network performance. Therefore,
researchers proposed a number of different solutions for the
cloud computing services in the network. This is because
flooding and load over flow are common and varied in the
everyday operation of the cloud computing network. When
load occurs, it causes undesired behaviour such as the delay
for the completed task is increased because the preprocessors
in the service nodes cannot execute many high complexity
jobs during a short time. Therefore, the aim of this paper
is to develop and propose a potential solution for the cloud
computing network through alleviating and allocating job
task based on the service node availability. The proposed
algorithm should reduce the time to complete each task
required by the users.

The main contribution of this paper is how to make the
manager node determine and label the free service node
based on its response by running the CCA technique. The
free service node will state as ready to receive any task which
is demanded by the user to reduce execution time and make
the service faster.

The rest of the paper is organized as follows. In Section 2,
we describe the related works about incentive schemes. In
Section 3, taxonomy of cloud computing is divided into two
sections; the first is about the combination between hardware
and software in the cloud networks and the second part
of this section is about the cloud computing services. In
Section 4, we have discussed our proposed technique and its
mechanism. Section 5 shows some mathematical modeling
and theoretical analysis for the CCA technique. The results

Area 2

Area 1

Area 0

Area 3

Figure 1: Real network.

have been showed and evaluated the performance of the
proposed technique in Section 6. Finally, the conclusion and
the future work have been discovered in Section 7.

2. Related Works

The network protocols form a very important factor to
build the network information which lead to construct the
best routes between the nodes. This routing table leads to
transmitting the data from source to destination via the
best path. Some protocols such as Open Shortest Path is
widely used in the networks.TheOSPF protocol uses Dijkstra
algorithm [10] as a routing algorithm in the network. All
routers use the Dijkstra algorithm to compute the shortest
path tree (SPT). The IP packets are routed by OSPF protocol
based on the IP destination address, which is in the IP
packet header [11]. When OSPF is used in the network,
each router discovers and maintains a full picture view of
the network topology by flooding Link State Advertisements
(LSAs), which form the complete topology graph for the
routers in theirmemories, known as a link state database.This
database contains information about Autonomous System’s
topology, and each router will have an identical copy of this
information to ensure that data packets will be forwarded
over the adjacent routers interface without creating loops in
the network topology [12]. The OSPF can divide networks
into a set of groups called areas, as shown in Figure 1. The
cloud computing networks also can be divided into areas
and each area can has head nodes called also the manager
nodes. In all companies that provide the cloud services,
they are using the routing protocol which aims to make
the user executes his task with its all networks services
[13]. Many products can be offered by cloud computing
services. Each service might be required a different open
web OS, which is one of the web applications that shows
various environments. In cloud computing environments, the

https://www.amazon.com
https://www.amazon.com
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applications may be degraded by errors on virtual resources
[1, 2, 4]. This is because of the hierarchical architecture
in the cloud computing component. Cloud computing is a
part of distributed computing system wherein need to be
provided for external customers [14]. For the cloud provider,
the service should be achieved and execute large number
of tasks for the users regarding the strong infrastructure
for the cloud computing. In [9, 10], a new technique called
ZXTM was introduced that shares load balancing services
and offers a low-cost starting point. Another new tech-
nique developed by ZEUS Company has developed software
to provide every customer a dedicated application. Thus,
many frameworks were provided by ZEUS to enhance and
develop new cloud computingmethods [15]. According to the
proposed frameworks, three-level hierarchical topology are
involved to be adopted in the cloud computing. Each node
in the cloud computing system can provide full information
for the usability and load, which encouraged enhancement
of the system performance. Many different methods were
used to collect such information of each node [16]. The
agent in cloud computing is considered one of these several
methods. The agent technology has inherent navigational
autonomy and is able to send to some other nodes. In
addition, the agent does not need to be installed for each node
in the network, but it can be gather the required information
through participating in the cloud computing environment,
such as CPU utilization and remaining memory. In [8, 17],
the authors described a new algorithm called Opportunistic
Load Balancing (OLB), which attempts to keep each node
busy; hence, the algorithmdoes not consider theworkload for
each node. The advantage of the OLB algorithm is to achieve
load balancing between nodes; it distributes unexpected tasks
to different available nodes regardless of the node workload
[18, 19]. In [5], the authors proposed a Minimum Execution
Time (MET) algorithm that assigns each task to the node that
it is expected to execute in a short time. The MET algorithm
dispatches the task without checking the workload for each

node; therefore, the load balancing will not be achieved in
this case [20, 21].

3. Taxonomy of Cloud Computing

There are many taxonomies of cloud computing networks
and different companies started to offer cloud services
according to the perspective of enterprise IT. Cloud comput-
ing network has four layers for software applications:

(i) Software-as-a-Service (SaaS).
(ii) Platform-as-a-Service (PaaS).
(iii) Infrastructure-as-a-Service (IaaS) or Hardware-as-a-

Service (HaaS) which are considered similar. HaaS is
a subset of IaaS and they define a service provision
model for hardware that is defined differently in
managed services and grid computing contexts. In
managed services, HaaS is similar to licensing. In grid
computing, HaaS is a pay-as-you-go model.

Briefly, the cloud computing architecture layers are used
when needed because they are considered as on-demand
services to do or perform a specific job. The users can access
the cloud computing services from everywhere around the
world, but they need an access point with high performance
network and also a permission from the cloud computing to
access their accounts as shown in Figure 2.

3.1. Virtualization of Cloud Computing Management. The
combination between hardware and software, such as an
operating system, is the subject of virtualization manage-
ment. Cloud computing reduces the cost and enhances the
business value in order to improve agility in this regard [22].
The virtualization in cloud computing has many different
types, such as server virtualization, storage virtualization,
and network virtualization. The main idea of virtualization
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is to provide an important advantage in sharing resources,
manageability, and isolation in the network.

3.2. Cloud Computing Services. Cloud computing networks
are the applications and hardware with software. All services
are indicated through SaaS. The service provider containing
the hardware and software integrated together forms the
cloud. Any application requires a model of computation,
storage, and communication. Moreover, cloud computing
resource allocations and service provision are divided into
different layers, as mentioned above. Hereafter, the types of
service provisioning canmake need-based selections in cloud
services. The agility and availability give a great advantage
through changing resources in cloud computing quickly,
without expenditure. Agility can be measured as a rate of
changemetric [23]. If cloud computing is considered in terms
of agility, then the service provider needs to understand
whether the service is elastic and flexible [24]. Here, the
pricing for the services between the service provider and
users necessitates a service level agreement, which acts as
the interface between the data centre and the users. The SLA
leads to offer a high quality service to users based on the
QoS requirements and ensures resource availability. Security
and trust form important factors in cloud computing. Many
studies have arisen in developing SW to support the cloud
computing system, to identify the security and privacy and
then determine a suitable cloud service provider according to
the requirements, particularly relating to QoS. The author in
[25] proposed the idea of integratedQoS utility to find out the
problemof cloud service provider based onmultidimensional
QoS approach for increasing the user sanctification for the
best utilization. The authors in [26] addressed four main
issues to solve the service selection problem in the cloud
computing within sociability, flexibility, and autometric user
support. However, all these parameters such as SLA, QoS,
and security are forming important factors in the cloud
networks or networks general. When all these factors have
been achieved, then the performance of the network will be
improved by reducing delay time and increasing the network
throughput as shown in the results section. Additionally, the
users will start to trust cloud computing service, when they
will start to realize that their privacy is secured and protected
by the service provider through the SLAs.

4. Proposed Work (Cloud Computing
Alarm Techniques)

In this paper, we have proposed a new technique that will lead
to notify the node manager about the free and busy node.
In addition, the proposed technique will aid in distributing
the tasks among all nodes present on the cloud. The Cloud
Computing Alarm technique comes to improve service in
the cloud computing via providing more information about
all nodes under the node manager to distribute the required
task requested by the users. Further, this technique requires
sending a small packet to the manager node to inform it that
it can receive some tasks to execute. Once the free labeled
node will receive the task, then the CCA techniques which

Request node

Manager node

Service node

Free node
Busy node

Figure 3: Cloud computing networks manager.

are running in all nodes will send a new message to update
the information and send it back to the node manager on the
cloud computing networks. When the user starts to log in to
do some tasks, the node manager will send these tasks to the
appropriate node based on the information provided by the
CCA.

Whereas, the performance of the CCA technique is
considered to minimize the completion time of all tasks. The
biggest challenge in CCA technique is to find the free node
services, but the enhancements for the CCA techniquewill be
considering the work loading and CPU usage percentage for
each node service to assign the task to the best available node.
In Figure 3, there are three hierarchical levels for the cloud
networks. It shows the first level, which forms the request
node manager used to assign the task to a suitable manager
node service. For the second level, it contains the service
manager used to select and distribute the task to the node
service. Figure 4 illustrates the routermodel when the routing
protocol is working in the network. In this figure, we have
showed theOpen Shortest Path First (OSPF) placement in the
route processor.TheOSPF allows for the administrated router
in each area to hide the other information for all topology,
in order to decrease the traffic amount needed to forward
or travel between the routers. OSPF is used for any network
diameter, such as Router Information Protocol (RIP), due to
its advantages in handling large networks performance. In
a network, all links have numerical weights; therefore, each
router functions as a root and then computes the shortest
path tree with itself to destinations in the network. In this
figure also, we have showed the placements for the CCA
techniques and how to operate with the routing protocol
in the router processor to make the performance for the
networks better for receiving and transmission data. The
CloudComputingAlarm technique is based on eachmanager
node with its connected service nodes, as shown in Figure 3.
After each manager node connected with the service node,
then it will start to send small inquiries packets to check
which node is available to receive the demand task from
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the user. Once all service nodes received the packets, then
they will reply “yes” or “no” to indicate their availability for
taking the task. Figure 5 presents the flowchart for the CCA
techniques and how the nodes will act with the messages
once they are received. Figure 4 illustrates the router model
when a routing protocol such as OSPF is running in its
processor. OSPF in the route processor starts to receive Link
State Advertisements (LSAs) to precede them to construct
the link state database.Through link state database, the OSPF
invests the information (which is in the link state database) to
perform and compute Shortest Path First (SPF) calculations,
which leads to the creation of the Forwarding Information
Base (FIB).Through FIB, the line card can determine the next
hop used to forward the packets to the outgoing interface.
By network operator, each link will assign a weight and the
shortest path is computed by using these weights as lengths of
link. As we shown in the flowchart, we are making the CCA
techniques at the same level in the router layers to cooperate
with the routing protocols.

While many proposed solutions intend to make load
balancing between nodes using various techniques, the CCA
technique has been built to achieve robustness and fast
service within a short time by finding the available nodes.
The results show that many tasks are distributed randomly
without any planning. According to that, CCA technique is
trying to find the path for the free node via the inquiry packets
between the manager node and its service node. If there are
two nodes available, then the first inquiry packets from any
of them will be received by the manager node, which will
then assign this task to the first replying one, regardless of
the location of the node. The main goal of CCA technique

No

Yes

Start

Broadcast all
inquiry packets

All services nodes
receive packets

All nodes
check their
availability
and which
one is free

Receive the task
and start to execute it

Figure 5: CCA flowchart.

is to reduce delay time for finding the free node to execute
and complete the required task. This section illustrates that
the core principle of CCA technique is that once the network
routers receive notification of the free and available service
node, the CCA technique in turn assigns the task viamanager
node to the best available node.

Additionally, CCA technique approach avoids distribu-
tion of other tasks already executed by other service nodes.
CCA technique is invoked by the manager node, which can
determine after receiving the reply packets from the service
node which one can take the task and start to be available for
the user. The nodes must regularly update their status once
they have completed tasks.

Themechanism of CCA technique has been illustrated in
the flowchart as shown in Figure 5 to show the mechanism
of selected node.The technique selected the free nodes as the
following steps:

(i) Manager node broadcasts the enquiry packets for the
services node.

(ii) Services node checks their availability and then sends
acknowledgedmessage to themanager node (“yes” or
“no”).

(iii) Manager node according to the ACK message will
decide which node will take the coming task which
is required by the users.

(iv) The manager node will keep sending these messages
frequently to keep updating node service availability
in the network. If there is no positive answer, then the
manager node will not accept this task, although, a
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Begin{
𝑆
𝑃
← ⌀

for all s ∈ 𝑉
do for all d ∈ 𝑉
do if 𝑠 = 𝑑
then 𝑞

𝑠𝑢𝑏 ← ⌀𝑄 ← ⌀ Enqueue(𝑄, (𝑞𝑠𝑢𝑏, 𝑠))
while 𝑄 = ⌀ and 𝑃𝑎(𝑠, 𝑑) = ⌀
do (𝑞𝑠𝑢𝑏, 𝑥) ← 𝐹𝑟𝑜𝑛𝑡(𝑄) for all 𝑘 ∈ Γ(𝑥)
do 𝑒 ← (𝑥, 𝑘) if (𝑞𝑠𝑢𝑏 ∪ 𝑒) ∩ 𝑃𝑟(𝑇𝑟, 𝑠, 𝑑) = ⌀
then if 𝑃𝑟(𝑇𝑟, 𝑘, 𝑑) ∩ 𝑃𝑟(𝑇𝑟, 𝑠, 𝑑) = ⌀
then 𝑃𝑎(𝑠, 𝑑) ← 𝑞𝑠𝑢𝑏 ∪ 𝑒 ∪ 𝑃𝑟(𝑇𝑟, 𝑘, 𝑑)𝑆𝑃 ← 𝑆𝑃
}End
𝑇𝑟: The routing table
𝑉: The vertex set of graph 𝐺(𝑉, 𝐸)
Γ(V): The set of adjacent vertices to a vertex V𝑃

𝑟
(𝑇
𝑟
, 𝑠, 𝑑): The path connecting the vertex 𝑠 to 𝑑 as in 𝑇

𝑟
𝑃
𝑎
(𝑠, 𝑑):

𝑃𝑟 (𝑇𝑟, 𝑠, 𝑑) ∩ 𝑃𝑎 (𝑠, 𝑑) = ⌀
𝑆𝑃: The set of all generated alternative paths 𝑞𝑠𝑢𝑏
𝑄: A queue of couble (paths, vertex)
Enqueue: Insert an element in a queue Dequeue: Removes an element from a queue 𝐹𝑟𝑜𝑛𝑡: The element at the front of a queue

Algorithm 1: The CCA technique message inquiry.

huge number of service nodes are still available in the
cloud to complete the tasks for the users.

(v) If all answers are negative, the nodes will keep
searching until manager node finds the free service
node. The codes in Algorithm 1 represent these steps
in algorithmic codes.

5. Cloud Modeling and Theoretical Analysis

In cloud computing, the users require to execute some tasks
at the same time. The theoretical analysis by using the
mathematical method leads to showing how the technique
can improve the services even if there are extra inquiry
packets that will be sent in the network. In our analysis, we
used three equations as follows [20]:

Load link metric = traffic size
(link capacity ∗ time period)

Link Usage% = carried traffic volume ∗ 100
link capacity ∗ interval

.

(1)

Hence, if we assume that the CCA inquiry packets will be
sent every 30 minutes, then it can be considered a long time.
Therefore, we can make some more experiments to send this
inquiry packets in less time to find the optimization time
number and update the states for all node services to the node
manager withoutmaking any congestion in the network. Due
to change in time for the inquiry packets, this might produce
many problems based on the node service numbers. The
header packet for inquiry packets includes two fields:

(i) ret: defining the header for the inquiry packets which
can contain “0” or “1”: “0” known as a negative answer
and “1” as a positive answer

(ii) Time interval

The char “ret” is going to be set to “0” if the packet is on its way
from the sender to the node which is being inquired, while it
is going to be set to “1” on its way back. The double “send
time” is a time stamp that is set on the packet when it is sent
and which is later used to calculate the round-trip-time. In
the followingmodel, wewill prove that the inquiry packet will
not make any load on each link on the path between source
and destination. Assume that there are two nodes A and B;
the source will be A and B is the destination; the link capacity
is 1Mb; and the packet size = 1000 kb. We will configure the
CCA technique to work on this cloud computing topology
and the rate = 500 kb. We will compute the utilization of link
with inquiry packet, and we can see the difference between
them [17]:

Link utilization% = (databits ∗ 100)
(bandwidth ∗ interval)

. (2)

Inquiry packets size is 16 bits, and we compute first the
inquiry packet with assuming the interval time as 30min: link
utilization% = (16 ∗ 100)/(1Mb∗ 1.8𝑒 + 6ms) = 1.4𝑒 − 8 [16]
As we can see, the inquiry size is negligible even if we make
the time interval less than 30min. In case, the link utilization
= 100% that will avoid the inquiry packets to send during that
until the utilization is less than 100%. In this case, we decrease
the time interval to<30min; the utilization of linkwill be also
negligible as we showed above.

5.1. Research with Comparative Study of CCA Technique.
While CCA technique created inquiry messages to check the
nodes service availability and update the nodemanager about
each node service current state, we can compare the cloud
computing networks with and without CCA technique of
traditional cloud networks. Our study is different compared
to other related studies because it is focusing on the full
availability for the node services. Also, the inquiries packets
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that are sent periodically have proved that they do not
consume a huge amount of network bandwidth and do
not degrade the network performance regarding their small
header size as shown in Section 6. Moreover, on some other
related works as wementioned above, some researchersmade
algorithms to make load balancing and distributed the same
job tasks to many node services. It is a good idea but cannot
guarantee that the job can executed with less delay or better
time. This is because the job task should work with all node
services synchronously, and any delay from any nodewill lead
to increasing the delay time and congestion might occurr.

6. Research Environment and Results

A network simulation (NS2) was performed to evaluate
the performance of the proposed technique in the cloud
computing network. The simulation results of the CAA
techniques show the enhancements of distributed the job
tasks for the node services. The evidence gathered by the
NS2 simulation offered good support for node distribution
in cloud computing networks. In the experiments, we make
each manager node send or receive a packet to or from its
node services to check which nodes are free to receive and
start to execute the requirement task. Before evaluating the
performance issues of cloud computing network topology
with respect to the node manager and how many node
services it has, it is important to determine the network’s
parameters that could affect the QoS of other job tasks. Here,
the research focuses on two parameters, which may better
reveal the effect of video traffic techniques: Task Deliver
Time, the packet duration between sending and receiving
data inquiry packets; Average Executed Time, the average
time to complete the tasks for each node. In order to evaluate
the effect of increasing the node manager or node services, it
is necessary to recognize the high number of users that can
be joined and looking to complete more tasks.

6.1. Results. Once the CCA technique starts to work in the
networks, then the network has improved to receive and
execute the job tasks, as shown in Figure 6. The results
show that the cloud network with CCA technique executes
more tasks. This is because the distribution of the tasks from
the node manager to the node service is not random and
happens based on the checking list for the manager node and
which manager node has a free service node that can start
to execute. When the free service node starts to execute the
application task for the user and it has no other task, then
the response for the task will be faster. Figure 7 shows the
results for the cloud computing network with and without
CCA technique. It can be seen that the node manager takes
less time to distribute the jobs to the node service because the
inquiry packets aid the node manager to determine the free
node in the node manager DB’s information and leads them
to distribute all tasks to the node services in less time. On
the other hand, Figure 8 shows that broadcasting messages
will increase overheads and utilization between nodes in the
network. Moreover, the node services are consuming more
BW comparing with the node manager because each node
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manager will contain a very large number of node services. In
this figure, the utilization for the CCA technique is still in a
good situation regarding the numbers, as shown in the graph.
In this case, we focus on the node manager results because
of their responsibilities in task distributions. Figure 10 shows
the available nodes after the inquiry packets have been sent to
all service nodes. The figure shows the results with different
numbers of node managers. As in reality, when the number
of node managers is increased then it will take more time
to update their information about node services. So the
service nodes will be more active and their availability will
be increased. Ultimately, the results show a small difference,
whereby when the node manager number increases, then the
service will be better. If more users join the network and they
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require more job tasks to execute, the cloud computing with
more node managers will react with better QoS regardless of
the number of inquiry packets already sent.

Based on Figure 9, we compared the completed task with
and without CCA technique for the same cloud computing
networks. All comparisons used the same environment as
that used in the previous results. In CCA, the tasks were
completed with small enhancement time when the cloud
computing network working was without it. Additionally,
CCA performs better with less time when the nodemanagers
are increased. A better enhancement for execution and
completion of the required tasks from the user was achieved,
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as shown in this figure, because the nodes manager directed
the task directly to the available nodes without any delay,
based on the updates information.

7. Conclusions

This paper introduced a new technique called Cloud Com-
puting Alarm (CCA) mechanism. When the user logs in to
do a task through the service offered by cloud computing
networks, then this task will be directed to the free node ser-
vice according to its availability, making the CCA technique
work on all manager nodes. The CCA will thus enhance and
increase network service performance by reducing searching
time for the node manager by updating their information
frequently. In addition, the CCA also improves the QoS for
sensitive and high priority tasks. Future work for the CCA
techniques will try to enhance the mechanism by calculating
each task and how much it needs storage and time to be
executed and making some sessions for load balancing if the
task becomes very large.
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In the era of Internet and with increasing number of people as its end users, a large number of attack categories are introduced
daily. Hence, effective detection of various attacks with the help of Intrusion Detection Systems is an emerging trend in research
these days. Existing studies show effectiveness of machine learning approaches in handling Intrusion Detection Systems. In this
work, we aim to enhance detection rate of Intrusion Detection System by using machine learning technique. We propose a novel
classifier ensemble based IDS that is constructed using hybrid approach which combines data level and feature level approach.
Classifier ensembles combine the opinions of different experts and improve the intrusion detection rate. Experimental results show
the improved detection rates of our system compared to reference technique.

1. Introduction

With the wide usage of Internet, Information Security is an
important domain for research. Intrusion Detection System
(IDS) is a major concern of security. IDS is designed to
monitor the network traffic and identify the suspicious
patterns representing network intrusion that may compro-
mise the system. That is, it continuously inspects network
traffic for potential vulnerabilities [1]. Whenever IDS finds
security breach or any kind of compromise to the system,
it generates an alert to indicate the existence of intrusion.
IDS play a crucial role in enhancing security of networking
environment. Based on the approaches that are used to detect
the intrusions, IDS can be categorized into following groups
[2].

(1) Signature Based IDS. IDS monitor the network and
compare actual behavior with known suspicious patterns that
are maintained in a database of attack signatures. Matching
behavior indicates the existence of attack and generates an
alert. The database does not cover any unknown or newly
introduced threat whose signature is not available. If any
unknown attack occurs, IDS cannot detect it as its signature
does not match with those in the database.This indicates that

success of intrusion detection is limited by the availability of
the recent attack signatures in the database. These systems
have proved efficient for known attacks.

(2) Anomaly Based IDS. Signature based IDS effectively detect
known attacks but are ineffective for unknown attacks. In
order to overcome this limitation, anomaly based IDS com-
pare actual behavior with the baseline that defines the normal
state of the system, that is, parameters such as protocols,
traffic load, and typical packet size [3]. Deviation from the
baseline indicates the anomalous behavior and generates an
alert. Sometimes normal behavior can be misclassified as
attack due to incomplete description of normal behavior.

(3) Hybrid IDS. Hybrid IDSmakes combined use of signature
based and anomaly based ones in order to gain advantages of
both [4].That is, they try to increase detection rates of known
attacks and decrease false positive rates of novel attacks.

The rest of this paper is organized as follows. Section 2
presents a review of related work. Section 3 describes the
proposed IntrusionDetection System and its algorithm is dis-
cussed in Section 4. Section 5 presents the experimental setup
used. Section 6 focuses on obtained results and discussions.
Finally, conclusions are given in Section 7.
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2. Related Work

Buczak and Guven [4] reviewed machine learning meth-
ods for intrusion detection with respect to parameters like
complexity of algorithm, challenges in security enhancement,
and so forth. Authors suggested different criteria such as
accuracy, algorithm complexity, and time complexity to select
the effective technique for intrusion detection.

Khor et al. [5] proposed a cascaded classifier approach
for IDS that enhances the detection rates of the attacks which
belong to the rare category.The proposed technique first sep-
arates out the rare intrusions fromnonrare intrusion category
so that each expert can focus on fewer categories.Themethod
helps to diminish the effects of dominant intrusion category
which has shown increased detection rates for rare intrusions.
Also double filtering of network traffic improves detection
rates and computational cost of the approach is less.

Aburomman and Ibne Reaz [6] presented a novel clas-
sifier ensemble approach for Intrusion Detection System in
order to improve the accuracy. Authors have constructed an
ensemble by using proposed PSO generated weights scheme
and compared the results with that of the Weighted Majority
Algorithm (WMA) approach. LUS metaoptimization of the
set of generated weights has resulted in the performance
improvements of IDS.

Qassim et al. [7] reviewed the set of features that is
more suitable for detecting wide range of anomalies from
the network traffic. Authors introduced A-IDS, an alarm
classifier that can automatically analyze and categorize the
anomalies monitored by a packet header based anomaly
detection system. Proposed method monitors the network
traffic flow, selects appropriate features, and compares traffic
flows representing attack to existing data.

Govindarajan [8] introduced a new hybrid Intrusion
Detection System by combining radial basis function and
support vector machine. Experimentation carried out on
various data sets of intrusion detection proves effectiveness of
heterogeneousmodels compared with homogeneousmodels.
Liu et al. [9] presented a hybrid approach SmoteAdaNL that
applies resampling in order to increase number of flows in
minority class and then diversified ensemble technique to
improve the generalization of classifier. Weight assignment
to the misclassified flows helps to improve the classification
performance.

Al-Jarrah et al. [1] introduced a traffic based IDS (T-
IDS) for botnet, which includes number of compromised
machines known as bots, remotely controlled by a machine
known as botmaster. The proposed approach makes use
of a novel randomized data partitioned learning method
(RDPLM) and analyzes packet header rather than packet
payload to identify intrusion. Authors developed a novel
feature selection technique to create a subset of features
which will be helpful for correct detection of intrusions.
Approach has proved to improve detection accuracy with
lower computational cost and is scalable to large networks.

Hu et al. [10] proposed a distributed intrusion detection
framework in which each node constructs a global detection
model that combines local parametric models created using
a small set of samples. Hence a node can detect attack

signatures present in other nodes, though it does not have
representative samples of that attack. Li et al. [11] proposed
nonnegative matrix factorization (NMF) based method for
classification of networked text. Proposed algorithm puNet
initially identifies clusters with the help of NMF method
and then learning algorithm is trained with available labeled
data.

Hu et al. [12] proposed a novel intrusion detection
algorithm that has low computational complexity and high
detection rate. If any false detection of attack is made, next
iteration of AdaBoost focuses on it and improves the detec-
tion rate. The proposed approach also handles overfitting
issue where detection of attack is not very specific and new
attacks will be also detected effectively.

Yu et al. [13] presented an automatically tuning IDS
(ATIDS) that can automatically tune the detection model
based on the feedback about the false predictions. When-
ever deployed detection model encounters novel data, it
adapts to that data so that model performance is improved.
Experimental results onKDDCup’99 dataset have shown 35%
improvements in detecting the anomalous behavior.

Alrajeh et al. [14] discussed few existing IDS and research
issues relevant toWireless Network Security (WSN). Authors
briefed different categories of IDS and choosing appropriate
type of IDS for specifiedWSN.They suggested use of anomaly
based IDS for small sized WSN due to their lightweight
nature. Relatively larger WSN should prefer signature based
IDS while very large WSN should choose hybrid type of IDS.
Authors suggest not to prefer cross layer IDS for WSN with
limited resources.

Machine learning techniques have helped in correctly
identifying the intrusions in IDS which in turn helps to
improve the security of IDS. Although there is much work
on IDS, still some issues in this area need further attention of
researchers. Skewed nature of training datasets of IDS is such
an important issue that may have significant impact on the
performance of IDS. The number of instances belonging to
positive class is very low compared to that of negative class.
The classifier that is trained on skewed data may be biased
towards negative class in decisionmaking.This hasmotivated
us to address the imbalance between the classes in order to
avoid this issue. The first concern in the proposed system is
to reduce the imbalance between the classes by resampling
the dataset and then apply classifier ensemble technique to
improve the classification performance.

3. Proposed System

Basically, Intrusion Detection System involves analysis of
network traffic collected and comparison with the baseline
defined for the system that indicates the normal behavior of
the system. If a mismatch is found, it indicates that someone
has intruded the system.

Intrusion Detection System comprises the following ele-
ments.

(1) Monitoring of Network Traffic. This involves monitoring
the user and system activity in order to collect network traffic
data.
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Figure 1: Proposed system.

(2) Analysis and Detection. Figure 1 represents the analysis
and detection process of the proposed system.

This element incorporates generation of a prediction
model for intrusion detection that can correctly detect the
intrusion.

In this paper, we propose a classification-based frame-
work for the analysis and detection of intrusions. First
concern of this work is to focus on intrusions of rare
category. Such category has few representative instances and
hence detection model trained on such data may not be
efficient in detecting the intrusions of that category. In order
to avoid this, initially resampling of minority category is
done. Synthetic data is introduced to such attack category.
Also samples of category having relatively high number of
instances are reduced. Such preprocessed data is provided as
input for learning of detection models. Preprocessing also
involves identification of noisy data or data with missing
values.

Existing studies have shown improved rates of detec-
tion with the usage of classifier ensemble approach. Hence
proposed system creates a novel classifier ensemble that
combines opinions of individual experts. Two level ensembles
are constructed by using two different approaches of creating
the ensemble. That is, data level and feature level method is
used to generate two detection models.

Detection Model 1. Data subsets𝐷
1
, 𝐷
2
, . . . , 𝐷

𝑛
are created by

extracting subset of original training data and are provided
as input to the individual base classifier. Results of those
classifiers are combined to get predicted output of ensemble
named Detection Model 1.

Detection Model 2. Feature subsets 𝑆
1
, 𝑆
2
, . . . , 𝑆

𝑛
are created

by extracting subsets of features from the original training

dataset and individual classifiers are trained with those
subsets. Their results are combined to get Detection Model
2.

Outputs of Detection Model 1 and Detection Model 2 are
combined to get the final prediction of whether intrusion
exists or not.

(3) Alert Generation. If any malicious activity is detected, an
alert will be generated to inform the administrator about the
existence of intrusion.

The detailed algorithm is explained in Section 4.

4. Algorithm

Algorithm 1 (GenerateClassifier)

𝑇: Original Training data set
𝑇
1
,𝑇
2
,𝑇
3
: Training Subsets by using different datasets

𝑆
1
, 𝑆
2
, 𝑆
3
: Training Subsets by using different feature

sets
𝑇
: Modified data set after Pre-processing
𝐹: Final classifier Ensemble model
CE: Classifier Ensemble

Steps

(1) Apply pre-processing to original training data set 𝑇

𝑆
 = Over_sample (𝑇)
𝐵
 = under_sample (𝑇)

(2) For 𝑖 = 1 to 𝐾 do //create 𝑘models
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(3) Create a new training dataset𝑇
𝑖
by extracting different

data subsets 𝑇
𝑖
= 𝑆 ∪ 𝐵

(4) Train and learn a base classifier using 𝑇
𝑖

𝐵
𝑖
= BuildClassifier (𝑇

𝑖
)

(5) Create a new training dataset 𝑆
𝑖
by extracting different

feature subsets

𝑆
𝑖
= Feature subset (𝑇)

(6) Train and learn a base classifier J48 using 𝑆
𝑖

𝑀
𝑖
= BuildClassifier (𝑆

𝑖
)

(7) Construct first level classifier ensembles

𝐸
1
= CE (𝐵

1
, 𝐵
2
, 𝐵
3
)

(8) Construct first level classifier ensembles

𝐸
2
= CE (𝑀

1
,𝑀
2
,𝑀
3
)

(9) Final classifier is

𝐹 = CE (𝐸
1
, 𝐸
2
)

5. Experimental Investigation

For experimentation, we have chosen KDDCup’99 dataset
that is publicly available inUCI repository [13].Many existing
works in the area of IDS have been evaluated by using KDD-
Cup’99 data as standard dataset. Dataset includes various
intrusions simulated in a military network environment for
several weeks. The dataset consists of a training dataset with
494,021 records and a test dataset with 311,029 records [6]
described with 41 attributes.

Attacks in the KDDCup’99 dataset can be categorized
into four main categories [4]: Remote to Local (R2L), User
to Root (U2R), Probing, and Denial of Service (DOS). R2L
is a type of attack in which attacker tries to gain access
to network or machine [6]. In U2R attack, attacker has
access to victimmachine but aims to get superuser privileges.
Probing is an attack in which attacker executes scanning in
order to identify possible vulnerabilities in the victim system.
Identified weaknesses can be used to harm the system. DOS
is a kind of attack that aims tomake the resources unavailable
to authorized users. Usually this is achieved by flooding
systems or networks with excess traffic, disrupting the con-
nection or services. This will result in delayed or inefficient
services.

In this work, we have selected subset of attacks from
KDDCup’99 dataset including attacks such as the following.

(a) Teardrop. It involves sending fragmented IP packets that
are overlapping with each other to the target machine. After
receiving, targetmachine tries to reassemble them but cannot
succeed. Windows 95 and Windows NT contain one bug
related to overlapping due to which system cannot handle

Table 1: Datasets used in the experiment.

Attack name Number of records
Normal 3987
Phf 3
Teardrop 50
Loadmodule 7
Smurf 43
Total 4090

overlapping packets in an effective way. As a result, system
may crash or reboot.

(b) Smurf. It is a kind of Distributed DOS attack in which
attacker spoofs the target system and broadcasts Internet
Control Message Protocol (ICMP) packets with target sys-
tem’s IP. Most of the networked devices reply to the source IP
which generates a huge traffic and floods the target system.
Hence its services will not be available to authorized users.

For our experimentation, we have chosen subset of the
KDDCup’99 dataset. The details of the dataset used in our
experimentation are shown in Table 1.

Evaluation of the system performance is done by using
detection rate as an evaluation measure. Accuracy is a mea-
sure that represents fraction of intrusions that are correctly
identified.

6. Results and Discussion

Performance of proposed system is compared with existing
multiclass classifier ensemble. Experimentation is carried out
for different individual classifiers, namely, Logistic Regres-
sion, J48, and Naive Bayes. Table 2 summarizes the detection
rates of proposed and other reference techniques.

Figure 2 depicts performance evaluation of proposed
method in terms of detection rate. Though the performance
improvement seems smaller, correct identification of intru-
sion is extremely important and proves beneficial.

Analysis of the graphs presented in Figure 2 clearly shows
improved accuracy of detecting intrusions with the use of
proposedmethod.Themajor aim of the experimentation was
to investigate the effect on detection rates of the proposed IDS
by selecting different individual classifiers as base classifiers of
ensemble. This has helped to derive some conclusions about
the suitable classifiers for IDS. Analysis of the results leads
to some findings that can help in choosing the appropriate
base classifier to be used for ensemble designed for Intrusion
Detection System. Three classifiers, namely, J48, Logistic
Regression, and Naive Bayes, were tested as base classifiers
of proposed ensemble technique. Logistic Regression has
proved more beneficial as a base classifier in detecting the
intrusions. Usage of preprocessing helps to detect the attacks
of rare category correctly and improves the performance of
classifier. But it has overhead as it requires more time for
the learning phase of model. Overall, the proposed method
improves performance of IDS by using a simpler design and
easier approach.
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Table 2: Performance evaluation using detection rate (%).

Base classifier Logistic Regression J48 Naive Bayes
Attack Model 1 Proposed method Model 1 Proposed method Model 1 Proposed method
Phf 98.73 100 57 81.3 66.7 71
Teardrop 99.11 100 100 100 100 100
Normal 100 99.9 99.9 99.9 98.6 99
Smurf 97.7 97.7 100 100 100 100
Loadmodule 57.1 71.4 67.4 74.2 85.7 85.7
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(c) Detection rate with Naive Bayes as base classifier

Figure 2: Performance evaluation.

7. Conclusion

In this work, we proposed a novel classifier ensemble method
for intrusion detection that is diversified by using two differ-
ent approaches.That is, it uses different feature sets and train-
ing sets both.Themethodology also makes use of resampling
technique that emphasizes the attack of rare category. The

comparison of proposed approach with reference techniques
shows significant improvement in detecting the intrusions
correctly.The procedure can be further extended to adjust the
ensemble size dynamically according to the size of dataset.
That is, decision of number of base classifiers to be used
for constructing ensemble should be done dynamically. If
the size is decided statistically, it may not prove effective for
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different dataset sizes with varying imbalance ratios. Hence
adaptively changing the size by analyzing these factors will
help to improve performance with relatively less overhead.
Also performance of the approach can be tested for more
number of attack categories.
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