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Communications security is the discipline of preventing
unauthorized interceptors from accessing telecommunica-
tions in an intelligible form, while still delivering content to
the intended recipients.

This special issue collects 6 papers from 15 authors
belonging to different countries and institutions. It summa-
rizes the most recent developments and ideas on emerging
communications security, with particular focus on privacy
preserving, key distribution scheme, and digital image water-
marking.

In the paper by X. Cao et al. entitled “A Privacy-
Preserving Outsourcing Data Storage Scheme with Frag-
ile Digital Watermarking-Based Data Auditing,” a privacy-
preserving and auditing-supporting outsourcing data storage
scheme by using encryption and digital watermarking is
proposedwhich combines digital watermark technologywith
encryption method for outsourcing data storage.

In the paper by H. Zhong et al. entitled “An Efficient
Electronic English Auction System with a Secure On-Shelf
Mechanism and Privacy Preserving,” a novel electronic
English auction system is proposed which uses symmetrical
encryptions and fewer ECC operations and improves the
security and reduces the system cost.

In the paper by J. N. Luo andM.H. Yang entitled “Analysis
and Improvement of Key Distribution Scheme for Secure
Group Communication,” a scheme to enhance the security
of EGK is proposed which guarantees forward and backward
secrecy, prevents message modification and forgery during
rekeying, requires sender verification, and therefore prevents
MITM attacks in group communication.

In the paper by Y. Zolotavkin and M. Juhola entitled “A
New Scalar Quantization Method for Digital Image Water-
marking,” a new scalar QIM-based watermarking method is

proposed which provides higher robustness under AWGN
and GA compared to other quantization methods. The
advantage of the method is due to the introduced procedure
of recovery after GA as well as new distribution of quantized
samples with IDL.

In the paper by M. C. Tran and Y. Nakamura entitled
“Communication Behaviour-Based Big Data Application to
Classify and Detect HTTP Automated Software,” a new
method is proposed to detect and classify auto-ware commu-
nication behaviour based on HTTP traffic that uses minor
features in HTTP traffic and does not use any signature or
content-based feature.

In the paper by J. Wang and J. Liu entitled “The Compar-
ison of Distributed P2P Trust Models Based on Quantitative
Parameters in the File Downloading Scenarios,” a new
method is proposed to compare and evaluate the trustmodels
with quantitative parameters in P2P file downloading scene
that evaluated parameters extracted from the trust related
concepts and modelled into a hierarchical structure.
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HTTP is recognized as the most widely used protocol on the Internet when applications are being transferred more and more
by developers onto the web. Due to increasingly complex computer systems, diversity HTTP automated software (autoware)
thrives. Unfortunately, besides normal autoware, HTTP malware and greyware are also spreading rapidly in web environment.
Consequently, network communication is not just rigorously controlled by users intention. This raises the demand for analyzing
HTTP autoware communication behaviour to detect and classify malicious and normal activities via HTTP traffic. Hence, in
this paper, based on many studies and analysis of the autoware communication behaviour through access graph, a new method
to detect and classify HTTP autoware communication at network level is presented. The proposal system includes combination
of MapReduce of Hadoop and MarkLogic NoSQL database along with xQuery to deal with huge HTTP traffic generated each
day in a large network. The method is examined with real outbound HTTP traffic data collected through a proxy server of a
private network. Experimental results obtained for proposed method showed that promised outcomes are achieved since 95.1%
of suspicious autoware are classified and detected.This finding may assist network and system administrator in inspecting early the
internal threats caused by HTTP autoware.

1. Introduction

Application layer attacks pose an ever serious threat to
network security for years since it always comes after a tech-
nically legitimate connection has been established. Because of
the flexibility and interoperability of HTTP since everything
users need can be found through web services, its based
communication is always allowed in most of network. Con-
sequently, HTTP-based automated software (autoware) is
blooming in utilizing in reaching Internet users. Unfortu-
nately, besides normal autoware such as for operating system
or software updating purpose, in recent years, cyber criminals
turn to fully exploit web as a medium of communication
environment to lurk a variety of forbidden or illicit activities
through spreading HTTP malicious autoware such as fraud-
ulent adware, spyware, or bot. HTTP traffic and autoware can
be classified in some categories as in Figure 1:

(i) Human traffic is kind of traffic which is generated
by users with their intention when they use normal
software such as web browser to access their websites

to get information they needed. In this kind of traffic,
users clearly understand their accessed sites, who they
contact to, and which information they obtain.

(ii) On the other side, the graph presents nonhuman
traffic towhich users unintentionally have access; they
come from autoware. This traffic can be requested
from normal software such as antivirus updater,
mail client, browser’s toolbar, greyware encompasses
adware, spyware, joke programs, and malicious soft-
ware acting as HTTP-based botnet and trojan horses.

Normal autoware can be controlled and beneficial for
user; however, since greyware and malicious software pene-
trate into users’ network, they turn out to be internal threats,
fromwhich attackers can conduct various types of application
layer attacks through these agents, which are really difficult to
prevent such as DoS/DDoS, malware distribution, or identity
theft. The distinction between malicious and normal activ-
ities from HTTP traffic is becoming tougher because the
malicious requests merges adequately with legitimate HTTP
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Figure 1: HTTP traffic and automated software categories.

traffic. Furthermore, in a large private network, detection and
also classification between types of HTTP autoware traffic are
really great challenge when huge requests are generated each
day.

Tomaintain communication, perform updates, or receive
commands, all kinds of HTTP-based autoware have common
characteristics that they generate repetitively legal traffic and
requests to their servers/domains. However, in detail, there
are some sophisticated differences in the way of communi-
cation behaviour of autoware to their sites. In this paper,
based on the analysis and study of autoware communication
behaviour, a method in classification and detection of HTTP
autoware at network level is proposed. To overcome the issue
of handling huge of traffic each day, a big data based system
proposal is implemented. In that, a combination between
MapReduce of Hadoop [1] and MarkLogic NoSQL database
[2] with xQuery supported [3] is suggested for experiment.
The method is experimented with real traffic data generated
from a university network, and a promised result is archived
in classification and detection of malicious HTTP autoware
communication.

The remainder of the paper is organized as follows.
Related work is discussed in Section 2. In Section 3, fea-
tures extraction and terminology which included autoware
communication behaviour analysis and core terminologies
are presented. Section 4 is about detailed description of pro-
posedmethodwhich includes algorithms and all components
responsible. Section 5 presents applied big data application,
the evaluation for proposed method, and experiment results.
Finally, conclusion and future work are summarized in
Section 6.

2. Related Work

There were a considerable number of techniques which aim
to protect users against malware; however, it continues to be
a challenging problem. Traditional defense mechanisms such

as antivirus (AV) products are the most common content-
based malware detection techniques. These types of AV
software run on end-user systems and employ signature-
based detection to identify variants of known malware. As
a consequence, the signature generation and update cycle
cause an inherent delay in protecting users against new
variants ofmalware [4]. Additionally, with the aim of limiting
AV engines effectiveness, malware authors have developed
increasingly sophisticated evasion techniques such as packing
and polymorphism, aimed at circumventing detection by AV
engines [5, 6]. Oberheide et al. [7] figure many undetected
malware binaries by using signature-based techniques, and
major AV engines just detect only 30% to 70% of recent mal-
ware. As the same content, Rajab et al. [4] show that less than
40% ofmalicious binaries can be detected by four AV engines
in their experiment.

Many botnet detection methods are presented in [8–11].
Ashley [8] has suggested a method for detecting potential
HTTP C&C activity based on repeated HTTP connections
to a website. According to this, an algorithm is proposed
for detecting HTTP polling activity. Lu et al. in [9], using
signature-based techniques, propose a hierarchical frame-
work to automatically discover malicious bot on a large-scale
Wi-Fi ISP network, in which the network traffic is classified
into different application communities by using payload-
signature. These signatures were used to separate known
traffic from unknown traffic in order to decrease the false
alarm rates. Eslahi et al. [10] proposed an approach to reduce
the false alarm HTTP botnet detection; in this research, high
access rate traffic, which might be other security threats, is
filtered out. Basil AsSadhan andMoura [11] proposed a detec-
tionmethod inwhich it concentrates inC&C communication
analysis and find that it exhibits a periodic behaviour. In [11],
a method which applied discrete time series is analyzed to
examine the aggregate traffic behaviour in order to detect bot-
net C&C communication channels traffic. These researches
[8–11] focus on botnet communication to C&C server, but
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actually HTTP threats do not just come from malicious bots
but also can be from other types of automated software such
as HTTP spyware, adware, or unauthorized applications.

Shin et al. in [12] proposed a framework to detect bot
malware at host and network level. At host level, theymonitor
human-process interactions by using hook technique to cap-
ture user mouse and keyboard activities. These hook actions
might affect users PC systems. At network level, a simple way
to prevent amalware infected PC sending out the information
is to prevent all the direct TCP/IP connection from clients.
However allowingHTTPprotocol is really leaking holewhich
might be exploited by HTTP malware. In [12], to overcome
this issue, they monitored DNS queries to determine C&C
server, but actually, many botnets use hacked URL as C&C
server.Therefore, the detectionmethodmight be insufficient.

Some of approaches use lexical features or keywords
extracted fromURL andweb contents as in [13–16]. However,
many other types of malicious web pages are disguised by
domain names or URLs like normal website and can harm
users PC systems. In this case, lexical or keywords features
might be compromised. Bartlett et al. [17] proposed an
approach to identify low-rate periodic network traffic and
changes in regular communication of autoware. Their
research also focuses onmany types of autoware andmonitor
TCP flows to detect, but, in this paper, the target does not just
focus only on detecting general types of autoware but also
on particular URLs where autoware request to. In addition,
our method just collects and processes with basic features
of HTTP Traffic at application layer. This will help reduce
process cost compared with method used TCP packets fea-
tures since the number of packets to be processed increases.

3. Features Extraction and Terminology

In this paper, classification and detection method is based
on autoware communication behaviour. For that target, by
observation of HTTP traffic, autoware communication is
analyzed, from which beneficial features are extracted in
order to classify and detect various types of autoware. In this
section, background related contents and also core termi-
nologies are presented.

3.1. Features Extraction. HTTP traffic from a client consisted
of many requests from that client to outside. At application
layer, a request includes basic information: IP address of
client, full URL, and request method. Full URL’s parts con-
tain webpage/server URL and parameter path, as shown in
Figure 2. At network level, numerous features are extracted
which are made from basic client requests information as
follows:

(i) Client IP: source IP address of machine in network
which generated requests.

(ii) Request method: main methods of HTTP requests,
POST/GET.

(iii) Request date time: date and time when a client sends
request.

(iv) Webpage/server URL (shorten as URL): URL re-
quested by a client IP but without parameters’ part,

Webpage/server URL Parameter part

Start 
parameters

Separates
parameters

http://www.example.com/path/page.html?user=name&type=normal

Figure 2: Main parts of URL.

as shown in Figure 2. Some normal web servers are
hacked and some of their resource paths are exploited
as C&C servers. Additionally, parameter parts are
easily changed based on the specification of requests
content, but actually the functionality of that web-
page/server URL, such as C&C server or advertise
content update, is the same in each request.Therefore,
nonparameter URL is used instead of domain or full
URL (will be parameter part), and this matter will
help the classification of autoware access behaviour
become more detailed and accurate.

(v) UniqueURL: set of uniqueURLs requested by a client.
(vi) Request interval: break time between two consecutive

requests to the same URLs.
(vii) Request count: number of requests to URL from a

client in a period of observation data.
(viii) Access time: a period of time in seconds during which

a client accessed to URL from the fist request to the
end request.

3.2. Access Graph. Access graph presents communication
behaviour of a client to a specific URL in a duration of time.
It is formed on request interval which are extracted from
HTTP traffic. Assuming that 𝑅 = {𝑟

1
, 𝑟
2
, . . . , 𝑟

𝑁
} is set of

requests from a client to a webpage/server and all 𝑟
𝑖
have

the same webpage/server URL, as described in Figure 2, then
access graph 𝐺 is a sequence which included 𝑁 − 1 items,
𝐺 = {𝑔

1
, 𝑔
2
, . . . , 𝑔

𝑁−1
}, where 𝑔

𝑖
is a pair of (𝑡

𝑖
, 𝑑
𝑖
), where 𝑡

𝑖

is timing of request 𝑟
𝑖+1

and 𝑑
𝑖
is request interval between 𝑟

𝑖

and 𝑟
𝑖+1

. An access graph is shown as in Figure 3, in which,𝑋-
axis is timing of request (except the first request) and 𝑌-axis
shows the request interval value in second. An installed or
infected autoware client will establish a different access graph
for each URL which it sends requests to. For that, this graph
can present the behaviour in communication between an
autoware to its webpage or server URLs.

3.3. Autoware Communication Behaviour. For keeping com-
munication, update or receive command, all kinds of HTTP-
based autoware have common characteristics that they gen-
erate repetitively legal traffic and requests to their servers/
domains. However, in detail, there are some sophisticated dif-
ferences in the way of communication behaviour of autoware
to their sites.

(i) Malicious HTTP-based bots always follow the PULL
style where they connect to their command and con-
trol server periodically in order to get the commands
and updates. The number of requests from malicious
bots are not high as normal autoware (e.g., updater
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Figure 3: An access graph of a client request to URL.
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Figure 4: An access graph of HTTP malicious bot.

and downloader) which just generate requests with a
long interval than unusual malicious bots [10, 11, 18].
Because interval in communication between a mali-
cious bot to their C&C server is stable, there is almost
no variation in their access graph as can be seen in
Figure 4 showing the access graph of a bot communi-
cation.

(ii) Malicious bots often connect to one control domain
and to a specific server resource. Difference with
that, unwanted HTTP applications, or greyware, such
as annoying adware or spyware, often report back
to or request new information from many external
resources [17]. Therefore, they keep communicating
to their numerous advertising sites or URLs to update
pop-up or advertisement and commercial content
areas. Autoware will behave the same communication
pattern to its URLs if they are requested at the same
or approximately equivalent timing so access graph
of URLs from a specified autoware is looked similar.
In addition, many URLs are requested with the same
timing by a specified autoware, so the access duration
to these URLs is approximately equal. It means that
the first and the last requests timing to these URLs
are the same with others. In Figure 5, a sample of two
similar access graphs presents the communication
fromone autoware to two differentURLs, and the first
and the last requests moment of them are equal.

(iii) On the contrary with autoware, there are no interval
or periodic patterns in users’ web access; however, in

0
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700

URL 1
URL 2
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Dec 09,
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Figure 5: Access graphs from an autoware of a client IP to two
differentURLs are similar, and the access times ofURLs are the equal
since both of them are requested from Dec 08, 17:03:18, to Dec 09,
16:58:16.

recent years, many sites (e.g., shopping online site or
social media webpage) append advertisement path to
their sites and use JavaScript or Flash as autoaware
part to automatically collect the advertising content
as adware or spyware. Therefore parts of users access
sites can generate HTTP traffic which act as autoware
communication.

3.4. Access Graph Distance. As analysis in Section 3.3, even
URLs are different; if they are requested by the same autoware
then the access graphs look similar, as can be seen in Figure 5.
This part proposes a distance to measure the similarity of
autoware access behaviour in communication toURLs from a
client. The calculation method is based on Modified Haus-
dorff (MH) distance which is presented in [19].

Assume that there are two access graphs 𝐴 = (𝑎
1
, . . . , 𝑎

𝑁
)

and 𝐵 = (𝑏
1
, . . . , 𝑏

𝑀
). Define that the distance between two

points 𝑎
𝑖
and 𝑏
𝑗
is calculated as Euclidean distance 𝑑(𝑎

𝑖
, 𝑏
𝑗
) =

‖𝑎
𝑖
− 𝑏
𝑗
‖. From that, distance between point 𝑎

𝑖
and graph 𝐵 is

defined as 𝑑(𝑎
𝑖
, 𝐵) = min

𝑏𝑗∈𝐵
‖𝑎
𝑖
− 𝑏
𝑗
‖. Generalized Hausdorff

distance of 𝐴 and 𝐵 in [19, 20] is defined as follows:

𝑑 (𝐴, 𝐵) =
1

𝑁
∑

𝑎𝑖∈𝐴

𝑑 (𝑎
𝑖
, 𝐵) . (1)

Based on (1), distance between access graphs 𝐴 and 𝐵, which
follow by MH distance (MHD), is formed as follows:

MHD (𝐴, 𝐵) = max (𝑑 (𝐴, 𝐵) , 𝑑 (𝐵, 𝐴)) . (2)

The smaller the MH distance between𝐴 and 𝐵 is, the more𝐴
and 𝐵 are similar to each other.

3.5. Suspicious Score. As described in Section 3.3, malicious
bots connect to their command and control server (C&C
server) periodically in order to get the commands and
updates; therefore, almost there is no large variation in the
access graph from malicious bot to its C&C, as can be seen
in Figure 4. Based on this analysis, a score is proposed to
measure the variation of a access graph, from which it shows
suspicious of communication between client to its URL.
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3
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Figure 6: Proposed method diagram in classification and detection of HTTP automated software. Labels of 1, 2, and 3 are preprocesing,
clustering, and detection/classification phase, respectively.

Assuming that the access graph of URL 𝑆 is specified and
denoted as 𝑋 = (𝑥

1
, . . . , 𝑥

𝑁
), a suspicious score will be

defined as coefficient of variation of𝑋 as follows:

Suspicious Score (𝑋) = 𝜎
𝜇

(3)

in which 𝜎 and 𝜇 are standard deviation and mean of 𝑋,
respectively. The smaller suspicious score shows that URL is
more suspicious.

4. Proposed Method

Based on the autoware communication behaviour which is
described in Section 3 and the observation of access graphs in
Section 3.1, a classification and detection method, including
three phrases, is proposed as in Figure 6; details are as follows.

4.1. Preprocessing Phase. This preprocessing phase is objec-
tive to eliminate unnecessary processed data. For each client
IP, the one-day HTTP traffic features are extracted and
preprocessed; in order to process this phase two methods are
applied:

(i) The first one is to filter URLs requests from client
IP through a whitelist of second level domain names
(SLDN). This filter method is described in [13];
according to that, the tokens in the URLs of phishing
websites are less consistent with their content when
compared with those of legal websites. An example is
illustrated in Figure 7. In this example, the legitimate
website contains the brand names apple in the SLDN.
Even though the phishing website also contains the
brand name apple in the URL, it is not in the SLDN.
Therefore, a domain name which contains a second

Phishing URL

Legitimate URL
https://secure1.store.apple.com/au/shop/sign_in

Second level domain name

ache/include/jquery/i18n/cgisys/WebObjects/iTunesConnect.html

Phishing position Second level domain name

://secure1.store.apple.com.australia.peeie.projektenet.de/ap∗http

(∗http://phishtank.com)

Figure 7: Phishing websites are less consistent with their content
when compared with those of legitimate websites.

level domain namewhich is defined in SLDNwhitelist
is marked as benign.

(ii) The second method is based on the number of
requests to URL from a client IP. Based on the obser-
vations number of requests from autoware to URL, it
can be seen that suspicious autoware has access many
times to URL in a duration of time. Therefore, if the
number of requests toURL is too small, it seemsnot to
be requested by an autoware.

Also in this phase, URLs which are requested with extremely
fast speed in a duration time will pose a malicious autoware
communication; access speed is defined as follows:

Access Speed (URL
𝑖
) =

Request Count (URL
𝑖
)

Access Time (URL
𝑖
)
. (4)

In that access time and request count features are described
in Section 3.1.

4.2. Clustering Phase. After preprocessing phase, in this
phase, remaining URLs will be clustered into number of
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access graphs of all URLs are
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Figure 8: Autoware communication clustering algorithm.

groups based on their characteristics which are presented in
Section 3.3. Accordingly, two URLs are of the same group
(requested by the same autoware from a client) if they match
one of following conditions:

(i) The first and the last request timing to two URLs are
approximately the same.

(ii) Based on the similarity of its access graph, MH dis-
tance between two access graphs of URLs is calcu-
lated; if this distance is small enough, they will be
recognized as in the same group.

An algorithm is suggested to decide a group for any two
URLs. In order to optimize the consumption processing time
of method, the steps of algorithm are proposed in Figure 8.
By using a group label array, from this algorithm, distance
between all pair of access graphs need not to be calculated.
If URL is labeled to a group, it will not need to check group
again with other URLs.

4.3. Detection and Classification Phase. The third phase is
detection and classification. For each group, a URL (any in

the group) is chosen and its access graph is extracted. Then
the suspicious score of this URL is calculated; in order to
detectwhether it ismalicious or not a threshold is proposed as
0.04. If the suspicious score is less than or equal to the thresh-
old it is detected as malicious. Finally, remaining groups will
be detected by examining the number of unique URLs in
group. As analyzed in Section 3, difference with malicious
bots, greyware commonly access to various URLs instead of
only one server or URL.Therefore, a group having number of
unique URLs which are not less than 2 will be marked as
greyware groups.

5. Big Data Proposed Framework and
Experiment Results

5.1. Big Data Proposed Framework. In this paper, based on
above proposed method, big data application is suggested
to classify and detect autoware communication. Data for
experiment are collected fromweb proxy of a certain network
which served about 2000 clients. Collected data are divided
by day saved into logs’ file as raw data. Big data application is
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Figure 9: Big data based framework proposal.

composed by combination of MarkLogic database and
MapReduce of Hadoop.

As describled in [2, 21], MarkLogic is an enterprise
NoSQL (Not only Structured Query Language) database
which supports a very flexible and convenient XQuery when
working with structured and also unstructured data. In
addition, it also has had ACID transactions (ACID stands
for Atomicity, Consistency, Isolation, and Durability). In a
transactional application ACID’s properties are necessary so
that reads and writes are durably logged to disk and strongly
isolated from other transactions. Without this feature, users
run the risk of encountering data corruption, stale reads, and
inconsistent data. In this framework, XML and text data for-
mat are suggested to use because of easily transforming from
raw data log file into database.

Hadoop is a great tool to help database application devel-
opers and organizations to store and analyze massive
amounts of structured and unstructured data from disparate
data sources, of which data are too massive to manage
effectively with traditional relational databases. Hadoop has
become popular because it is designed to cheaply store data
in the Hadoop Distributed File System (HDFS) and run
large-scale MapReduce jobs for batch analysis. MapReduce
is a processing framework that uses a divide-and-conquer
paradigm that takes a huge task and breaks it into small parts
(Map) and then aggregates the resulting outputs from each

part (Reduce). Any large task that can be broken into smaller
pieces is a candidate for use with Hadoop [2].

The combination between MarkLogic database and
MapReduce of Hadoop in this framework is described in Fig-
ure 9, whereby a cluster of MarkLogic is set, and due to opti-
mizing performance in query to database, three XDBC appli-
cation servers, Data Collection, Clustering, and Data Analy-
sis, are configured along with a number of forests. There are
three modules working independently for each phase in
Figure 6; details are expressed as follows:

(i) Phase 1 is processed as a part in Data Manipulation
Module which will read raw log files, convert to
XML and text format, and do the preprocessing
before being stored intoMarkLogic database via Data
Collection Application Server.

(ii) Core functions of heavy Phase 2, Clustering Phase,
are implemented according to algorithm in Figure 8
and deployed in the middle part between MarkLogic
database and MapReduce of Hadoop. This module
will archive results from Phase 1, and URLs are
clustered inMapReduce by the distributed processing
paradigm. Finally, results of Phase 2 will be returned
to MarkLogic database through CLUSTERING
XDBC application server.The data exchange between
MarkLogic and MapReduce of Hadoop will be
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Table 1: Experimental data statistic.

Item Statistic Unit Note
Number of logs 95 PC Log equals HTTP traffic in a day of IP
Total of requests 13,905,165 Request All requests of 95 logs
Max requests 479,751 Request

Requests from logMin requests 22,305 Request
Average requests 146,370 Request
Max access time 24 Hour

From the first request to the last requestMin access time 6 Hour
Average requests 20 Hour

IP1 HTTP traffic

IP2 HTTP traffic

Map

Map

Map

Map

Reduce

Reduce

IP1 clustering result 

IP2 clustering result 

NoSQL
database

ResultsInput data

XML XML

IPn HTTP traffic

IPi HTTP traffic

IPn clustering result

IPi clustering result

Figure 10: Process flow of clustering phase.

undertaken by a connector. Detailed process flow of
this phase is described in Figure 10.

(iii) Classification and Detection Module is implemented
for Phase 3, Detection and Classification Phase. It will
process the result which is archived from Phase 2
andwork with database throughData Analysis Appli-
cation Server and after that give out processed results.

5.2. Experimental Analysis and Results. Experiment environ-
ment is shown in Figure 11; in that free developer licenses
of MarkLogic verion 8.0.1 and Hadoop 2.6.0 are used [22].
From this experiment model, HTTP traffic from a university
network is captured through a proxy server in separated files
which are divided by date and stored in a proxy storage.These
logs’ raw data files will import to system throughDataManip-
ulation Module as in Figure 9. Denoted log is HTTP traffic
of IP in one day, which will be stored in its own directory
in MarkLogic; 95 logs’ data of clients are extracted, analyzed,
and classified through the proposed method. Experiment
data is detailed and summarized in Table 1. In that there are
two Zeus bots [23] which are installed into a client with

difference interval in communication to C&C. All output
results are manually checked with the support of VirusTotal
online system [24] and McAfee Web Gateway which is
installed in experiment network [25].

After preprocessing phase of proposed method described
in Figure 6, a set of unique URLs (for logs of each IP) is estab-
lishedwith 5621URLs. In that, there are 14URLs requested by
numerous IPs which are generated with extreme speed over
a threshold which is set as 0.8 in this experiment. In Table 2,
details of 14 malicious URLs detected by preprocessing phase
are summarized. The request per second (access speed) is
determined by request count and access time via (4). Based
on the characters ofmalicious autoware which is infected into
client IP, the access speed and also communication behaviour
to these URLs are determined. For example, as can be seen in
Table 2, just in only 0.6 hours, URL2 is requested 80,903 times
so it owns highest access speed at 32.98 requests per second.
Vise versa, with URL12, it is requested with lowest speed at
0.82 requests per second, 71,004 times in 24 hours; however it
is still higher than access speed to otherURLs in experimental
data. Bymanually checking the support of [24, 25], all these 14
URLs from domains/web servers contain unwanted software
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Table 2: Malicious URLs detected in Phase 1 (preprocessing phase).

Number Malicious URL Requests Access time (h) Requests per second
Count Percent

1 URL1 237,291 1.71% 2.04 32.38
2 URL2 80,903 0.58% 0.68 32.98
3 URL3 80,032 0.58% 24.00 0.93
4 URL4 303,633 2.18% 10.56 7.98
5 URL5 81,256 0.58% 24.00 0.94
6 URL6 149,966 1.08% 12.53 3.32
7 URL7 496,781 3.57% 4.40 31.39
8 URL8 364,809 2.62% 11.69 8.67
9 URL9 80,761 0.58% 24.00 0.93
10 URL10 297,938 2.14% 16.65 4.97
11 URL11 80,423 0.58% 24.00 0.93
12 URL12 71,004 0.51% 24.00 0.82
13 URL13 80,549 0.58% 24.00 0.93
14 URL14 81,040 0.58% 24.00 0.94

Total 2,486,386 17.88%

Internet

Log files 
are divided 

by date

Classification and detection system

Proxy serverUsers
http://xyz.com

http://abc.com

IP1

Proxy log storage

. . .

· · ·

IPN

IP1, 20xx Dec, 10, 10:11:12, GET http://xyz.com, . . .

, GET http://abc.com, . . .xx Dec, 10, 11:12:13IPN, 20

Figure 11: Experiment environment.

and are marked as malicious by many network security com-
panies and software. These 14 URLs are requested 2,486,386
times, and they derive 17.88% of 13,905,165 total requests in
experimental data.

Remaining 5607 URLs are classified in 673 groups in
which 393 groups which contain 2 URLs above are detected
as greyware. MapReduce just needed about 30 seconds to
process all these URLs of 95 logs. As results summarized in
Table 3, beside 14maliciousURLswhich are detected in Phase
1 (preprocessing phase), 5 URLs requested are detected as
malicious in Phase 3 (classification and detection phase), 2
of them are matched with C&C servers communicated by
installed Zeus bots and other 3URLs are detected from exper-
imental captured data. All the detected greyware communi-
cation groups are confirmed when they come from shopping
sites, social media, and adverting companies. Remaining 275
URLs are unclustered; system can not detect these URLs.

Table 3: Experimental results.

Phase Malicious URLs Greyware Unknown URLs
Group URLs

Phase 1 14
Phase 3 5 393 5327 275

These constitute a false negative of 4.9% and the accuracy rate
reaches 95.1%.

6. Conclusion and Future Work

In this paper, a new method is proposed to detect and
classify autoware communication based on its behaviour via
analysis of HTTP traffic. The major advantage of the pro-
posed method is that it just used minor features in HTTP
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traffic and does not use any signature or content-based
technique. In addition, big data application framework also is
proposed by combination of two leading technologies, which
are the power of distributed processing of MapReduce of
Hadoop and the convenient in working with unstructured
data through XDBC servers of NoSQL database MarkLogic.
Experiment results are promised and methods are working
well in private network environment.

There are some reasons contributing undetected rate.
First, even autoware commonly communicates with sites by
the same behaviour, some rare cases of autowares’ requests are
different. Second, some types of autoware have less activities
in network since they just send out little requests. In other
situations, users’ Internet accessed traffic also might be auto-
mated communication since their access sites automatically
refresh its contents via HTML script such as JavaScript or
Flash. In these cases, clustering and detection of these URLs
access graphs are become tougher. Based on this result, with
the objective of reducing the undetected rate, some new
features need to be considered in the future work. For that
matter, data size sent in each request is regarded since this
feature frommalicious bot communication to its C&C server
is almost steady whist variation of adware’s data size in each
request depends on the content which they get. In addition,
unclustered URLs are also considered to be classified by
checking the matching between domain name part of them
and clustered group which is in clustering phase.
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Varied P2P trust models have been proposed recently; it is necessary to develop an effective method to evaluate these trust models
to resolve the commonalities (guiding the newly generated trust models in theory) and individuality (assisting a decision maker
in choosing an optimal trust model to implement in specific context) issues. A new method for analyzing and comparing P2P
trust models based on hierarchical parameters quantization in the file downloading scenarios is proposed in this paper. Several
parameters are extracted from the functional attributes and quality feature of trust relationship, as well as requirements from
the specific network context and the evaluators. Several distributed P2P trust models are analyzed quantitatively with extracted
parameters modeled into a hierarchical model. The fuzzy inferring method is applied to the hierarchical modeling of parameters
to fuse the evaluated values of the candidate trust models, and then the relative optimal one is selected based on the sorted overall
quantitative values. Finally, analyses and simulation are performed. The results show that the proposed method is reasonable and
effective compared with the previous algorithms.

1. Introduction

Due to the openness of distributed networks, security issue
becomes one of the most important challenges when deploy-
ing these networks into application. Traditional strategies,
such as traditional encryption and access control, because
of their poor scalability, are no longer suited for resolving
security issues of distributed P2P system. Trust management
resolves the security issues in semantic and behavioral levels
and filters malicious nodes based on their real-time behav-
iors between transactions. Trust mechanism can transfer
between heterogeneous mixed networks seamlessly, and the
researches of trust management are of considerable interest
in recent years [1, 2].

The researches of trust in computer network have
emerged several years ago. However, there are no uniform
definitions of trust related issues. First, we give our definition
of trust and trust management in this paper.

Trust. Trust has been interpreted as opinion, reputation,
probability, and so forth. In the trust management based on

trust degree, trust is defined as subjective expectations that
denote the uncertainty in collaboration between the subjects
and agents.

Trust Model. Trust model defines the method and procedure
of trust modeling and trust evaluation.

Trust Management. Trust management is a service mecha-
nism that self-organizes a set of items based on their trust
status to take an informed decision.

The core issue of trust management is constructing
reliable trustmodels, and awide range of P2P trustmodels for
distributed P2P network is proposed during the last decades
[3–14]. One problem is that there are no evaluating criteria
for comparing these varied models, making it difficult for an
interested party to decide upon an optimal trust model to
implement. We give a P2P scenario as follows.

One user (service requester) performs the file download
in P2P network, supposing that varied trust models are
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available for computing the trust values of the target service
provider. The user should ask some questions firstly:

(1) Which trust model is the most consistent to compute
and guide the trust flows?

(2) Which trust model can assist in providing more
qualified service in this application context?

(3) The diverse requirements from decisionmaker would
influence the results of choosing the optimal trust
model; what is the degree of this influence?

In order to resolve the above quandaries, it is necessary to
develop a quantitative method to analyze some trust models
and induce choosing the most proper one according to the
application context and multiple requirements of user.

In this paper, a method for comparing trust models
based on hierarchical model of parameters is proposed. The
evaluated parameters are extracted from the trust related
concepts, network context, and the requirements of users.The
evaluated values of trust models are obtained by quantitative
calculation of the parameters model with the Delphi and
fuzzy inference methods. The optimal trust model is selected
based on the sorted quantized values. Analysis and simula-
tion results show that the proposed algorithm is reasonable
and effective.

The rest of the paper is organized as follows. Section 2
presents the related works. Section 3 outlines the parameters
and gives qualitative analysis. In Section 4, hierarchical
parameter modeling and formal quantization are proposed.
Further, parameter fusion and trust model evaluation are
given in Section 5. Section 6 presents analysis and simulation,
followed by the conclusions in Section 7.

2. Related Works

Various trust models have been proposed for the P2P in the
past decade [3–14]. From the aspect of trust measurement
and modeling method, the trust models can be divided
into hybrid distributed approach [5], trust model based on
weighted average method [6, 7], trust model based on game
theory [8], multiple factors trust model [9, 10], Bayesian
trust model [11], fuzzy inferring trust model [12, 13], trust
model based evidence theory [14], and so forth. However,
there are rare sound researches on how to compare trust
models. Some researchers focus on the qualitative analysis
or guidance of the trust models; some others focus on the
quantitative evaluation.

Wojcik et al. introduced a set of criteria to analyze trust
models [15]. The criteria consist of four parts: trust establish-
ment, trust initialization, trust updating, and trust evaluation.
Each part is followed by some suggestions. It provided a
common framework for the development of a sound trust
model, though there is no concrete realization. Rodriguez-
Perez et al. discussed the main issues that a reputation frame-
work must address and analyzed the most representative
reputation systems in fully distributed peer-to-peer systems
[16].They also discussed the main advantages and drawbacks
of each proposal in relation to peer-to-peer reputation system
requirements. Mármol and Pérez described several trust

and reputation models for distributed and heterogeneous
networks and compared to provide an evaluation of the
most relevant works [17].They suggested that certain security
threats and the specific features of the distributed network
where a model is to be deployed should be considered
carefully to improve the evaluation accuracy. He and Wu
discussed the theory basics, applications, advantages, and dis-
advantages of some reputation systems [18]. They considered
that aggregation overhead, storage efficiency, and reputation
accuracy are three key issues in the design of reputation
for P2P network. Azzedin proposed a reputation assessment
process and used it to classify the existing reputation systems
[19]. He focused on the differentmethods in selecting the rec-
ommendation sources and collecting the recommendations.
These two phases can contribute significantly to the overall
performance owing to precision, recall, and communication
cost. All the abovemethods take the right direction to analyze
trust model, but there is no concrete algorithm to compare
the investigated trust models to select an optimal one to
implement.

Schlosser et al. presented a formal model for describing
reputation systems [20]. Based on the formalmodel, a generic
simulation framework was implemented. The defects of this
simulation framework are shortage of theoretical analysis
for parameter settings and that only reputation systems are
taken into account. Yang et al. proposed amethod to evaluate
the trust model by treating the trust model as a black box
and comparing the output with the input [21]. Their work
is similar to software testing in software engineering. The
evaluated results are compared with two parameters: sensi-
bility and foreseeability. However, it is difficult to model the
overall features of trust models using merely two measurable
parameters. In a word, the existing methods have some
deficiencies, and trust model evaluation remains an open
issue.

3. Parameters Extracting and Qualitative
Analysis of Trust Models

3.1. Parameters Extracting. From the user perspective, the
P2P can be considered as a service supporter and trust
management is an integral mechanism of the network system
that assists the system in providing qualified service. There
are some parameters existing in trust relationship and trust
models.

Subjectivity. From the definition of trust we can see that
trust is a subjective concept. It is provided by observers
based on their subjective judgment. Different observer, dif-
ferent period, different mood, and different scenario may
induce different judgments. Notice that reputation is not
subjective as it is based on the historical behavior. Also,
not all parameters are subjective; there are some QoS
parameters that can be perfectly quantified (delay, jitter,
etc.)

Fuzziness. Trust is a blurry concept. Three factors induce the
fuzziness: uncertainty, inaccuracy, and no clarity. A proper
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trust model should be able to express these blurry concepts
in trust establishing and measurement. However, most trust
models proposed are based on numerical computing and
the methods of quantization and inference of the fuzzy
relationship varied from one to another. How to express,
quantize, and infer fuzzy relationship also belongs to the
scope of the fuzziness.

Time Decay. Trust should decay as time passes by. For
example, trust relationship formed 3 years ago is less credible
than that formed 3 days ago. However, the decayed amplitude
and range have no unified conclusion in varied trust models.
Whether to introduce the decay factor and what decayed
range is reasonable need evaluation for the trust models.

Robustness.There are malicious attacks in distributed system,
including unintentional attacks, for example, data transmis-
sion delay and block induced denial of service, andmalicious
attacks, for example, false feedback, collusive cheating, and
malicious calumniation. An excellent trust model should be
able to resist various attacks and avoid the malicious nodes
from transactions.

Reward and Punishment. In a trust system, various nodes
have different performance according to their ability and
wish. Trust models should provide a proper mechanism to
reward nodes with high trust values to encourage them
to provide better service. Meanwhile, punish nodes with
malicious performance by reducing their trust values or
forbidding their transaction.

Sensitivity. This feature reflects the evolution speed of the
trust relationship with the disturbance of the network
behaviors. The evaluated factors of sensitivity include the
changing speed of trust value, handing speed of malicious
attack, and the speed of searching. Moreover, sensitivity is
associated with application scenario; that is, higher sen-
sitivity is suited for high precision network (i.e., military
network), while lower sensitivity is popular with tolerant
network.

Transitivity. When an entity needs to judge the globe trust
value of another entity within the domain or in the dis-
tance, the trust transitivity is necessary. Trust or reputation
transmitted mainly through recommended mechanism from
a series of middle nodes. However, this recommended rela-
tionship is not always true; if node 𝐴 trusts node B and node
𝐵 trusts node C, we cannot infer that node 𝐴 always trusts
node 𝐶. A good trust model should include recommended
mechanism as well as the reasonable disposal of asymmetric
recommendation.

Scalability. This parameter mainly depicts the relationship
between network size and network load in dealing with
the trust relationship. The calculation complexity remains
low or increases slowly with the increase of network nodes
meaning better scalability. Specifically, trustmodelwith lower
time complexity, lower space complexity, and more efficient
transmission pattern is a better model.

Other parameters could be considered in deciding the
performance of a trust model, for example, the assessment or
evolution of trust, usability, variable assignments.

3.2. Qualitative Analysis of Trust Models. In this section, we
will address the characteristics of some traditional P2P trust
models based on the extracted functions.

Rodriguez-Perez et al. [5] proposed a superpeer repu-
tation framework for P2P network. There are single peer
and sure-peer. The peers always maintain their own local
reputation database; the system is fault tolerant to sure-
peer unavailability. Surework introduces incentives in order
to promote that nodes with higher capabilities become
superpeers and assume more tasks than normal peers. Reci-
procity is also promoted by encouraging peers to provide
better services to most reputable client peers. Therefore, the
robustness and reward-punishment are obvious. Malicious
actions can be found by local reputation and clusters’ opinion
quickly, which reflects some sensibility. Reputation can be
calculated and transferred to other sure-peers and clusters.
The drawbacks of surework are increasing system complexity
and computational cost, the scalability being not very good,
and the other parameters being not mentioned.

EigenTrust [6] is a trust and reputation model for P2P
networks where each peer is assigned a global trust value
based on its transaction history.The trust value changes grad-
ually, and the trust level determines the different transaction
chance. The subjectivity, fuzziness, and time decay are not
found in this model, as it adopted objective calculation of
transaction results and did not consider the time decay factor.
An important feature of this model is the presence of some
pretrusted peers that help to break up malicious collectives,
and peers can avoid transactions with partial malicious
peers, so the robustness and punishment mechanism are
qualified, whereas the handing speed of malicious attack and
the changing speed of trust value are not obvious, which
mean lower sensitivity. The transitivity is clearly presented
though the asymmetric recommendation is not considered.
The pretrusted peers change the convergence and achieve
a significant reduction of overhead in the system, so the
performance of scalability is acceptable.

PeerTrust [7] is a reputation based trust model, where
more factors are introduced to compute trust value for
each peer. The feedback-based evaluation, satisfaction of
transaction, participating degree, community context, cred-
ibility, and so forth are considered in the trust evaluation.
The subjectivity is presented with the participation of the
peers’ judgment of satisfaction and credibility. PeerTrust
algorithm also proposed an adaptive time window-based
algorithm to reflect the most recent behaviors, so time decay
is considered. Good feedback will gain better results and bad
feedback will be found, which means the presence of reward-
punishment mechanism. The robustness and transitivity are
improved compared with EigenTrust, whereas the scalability
is decreased as complexity computation.

Harish et al. designed and analyzed a game theoretic
model for P2P trust management [8]. The trust frame-
work incorporated self-experience and reputation to calcu-
late trustworthiness of a peer. Various strategies like game
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tree strategy, dynamic strategy, and auditing strategy were
proposed for selecting peers for doing job. The method
addressed the problem of the selfish behavior; different entity
uses different strategy. The intelligent entity can update the
reputation values of other interactive nodes; and reward and
punishment are performed directly by the payoff. Therefore,
subjectivity, transitivity, and reward-punishment are obvious.
It can avoid internal malicious behaviors and the robustness
is presented, but the calculation of reputation and strategies
and their evolution induce larger overhead. Fuzziness, time
decay, and sensitivity are not mentioned.

Li et al. proposed a multidimensional trust model for
large scale P2P computing [9]. It involves many factors,
that is, assumptions, expectations, behaviors, and risks, to
reflect the complexity of trust. Moreover, the weights of
these factors are dynamically assigned by series of objective
algorithms. The subjectivity, fuzziness, and time decay are
not mentioned. This model gave a scene where malicious
feedback is changing while the accuracy and the adaptability
maintain a proper level, which means good robustness. The
reward-punishment of trust value as well as sensitivity is
not obvious, the transitivity is mentioned, and finally the
scalability is excellent with themechanism of direct trust tree.

Wang and Vassileva proposed a Bayesian trust model in
P2P networks [11], it takes trust as amultifaceted concept, and
peers need to develop differentiated trust in different aspects
of other peers’ capability. Bayesian network provides a flexible
method to combine different aspects of trust.The subjectivity
is obvious, and the calculation of differentiated trust is
rapid, though the final results are measured by the number
of transactions meaning low sensitivity. The transitivity is
considered and the scalability is excellent as the lower load of
computation. However, the fuzziness, time decay, robustness,
and reward-punishment mechanism are not mentioned in
this model.

There are other trust models proposed by different meth-
ods, for example, fuzzy trust model [13] and D-S evidence
trust model [14]. The analysis procedure is the same as that
of the above trust models and omitted here. The results of
qualitative analysis are shown in Table 1. In this table, “√”
stands for trust models having responding parameters and
“×” means not having related parameters or the merits of
related parameters are not obvious. From the analysis we can
see that the investigated trustmodels all have their advantages
and disadvantages from the aspect of the parameters. And
it can be inferred that the degree for one parameter owned
by several trust models differs from one to another; for
example, EigenTrust and PeerTrust both have robustness,
whereas the intensity of robustness is varied as adopting
different mechanism.The subjectivity between Jøsang model
and Bayesian model is varied as different number of factors is
adopted in each model.

In a word, parameter distribution and parameters degree
among trust models are unbalanced, making it difficult
for an interested party to decide upon a particular trust
model to implement. Nevertheless, we can find the relatively
optimal trust model through quantitative comparison in a
concrete scene. In the next section, a quantized evaluation is
addressed.

4. Hierarchical Parameters Modeling and
Formal Quantization

4.1. Hierarchical Modeling of Parameters. On one hand, it
is difficult to analyze trust models using more than eight
parameters directly and simultaneously. Some parameters are
conflicted; for example, complicated algorithms are used to
deal with attacks, which increase robustness but deteriorate
scalability. Some parameters are correlative; better punish-
mentmechanismswould lead to better robustness.Moreover,
different parameters concern different aspects of service,
and sometime the same parameters may concern more than
one aspect; for example, scalability is involved in network
structure, and robustness concerns the service reliability as
well as network structure.

On the other hand, there are other decision factors,
such as network scene and individual policy of observer.
According to previous definition, trust management is a
third-party auxiliary mechanism assisting the system in
providing qualified service. From the service perspective, we
can extract some factors of the quality of service with a trust
model: function conformance, reliability, the adaptability for
network context, and the specific requirement of a user, each
of which is followed by some parameters; for example, func-
tion conformance includes transitivity and flexibility which
reflect the reasonability of trust modeling. The performance
of each factor can be evaluated by some low-level parameters.

A natural method is establishing a hierarchical structure
to combine the above two aspects; the parameters and their
upper factors (criteria layer) can be considered comprehen-
sively. It can distribute conflicting parameters to different
decision criteria layer, and correlative parameters can be
laid into one layer for coordinate evaluation. Then, a fusion
method is designed to fuse these parameters and criteria layer
to obtain the overall performance of trust models. In this
paper, the decision factors in criteria layer are described as
follows.

Function Conformance. This layer mainly focuses on the
reasonability of trust representation, the conformance of trust
attributes, and the mechanism of performing the service task
properly. The most obvious functions of trust management
are measuring the uncertainty of the nodes’ behaviors and
self-organizing a set of objects to perform the task (e.g.,
routing or transmitting data). Whether the uncertainty can
be measured properly or not will be evaluated in this layer.
Subjectivity, fuzziness, time decay, and transitivity will be
used to characterize the conformance of trustmechanism and
be distributed to this layer.

Service Reliability. This layer estimates whether the service
provided by trust mechanism is reliable. Trust management
is a third-party auxiliary mechanism. The provided service
should be qualified.The robustness describes how the trusted
cooperators resist malicious attacks or shield from the mali-
cious node tomaintain the stability of service.The reward and
punishment (with more reasonable resource distribution)
and sensitivity (reflecting the reaction speed of attacks and
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Table 1: The distribution of parameters of some P2P trust models.

Trust model Parameters
Subjectivity Fuzziness Time decay Robustness Reward & punishment Sensibility Transitivity Scalability

EigenTrust × × × √ √ × √ √

PeerTrust √ × √ √ √ × √ ×

Surework × × × √ √ √ √ ×

Harish et al. [8] √ × × √ √ × √ ×

Li et al. [9] × √ × √ × × √ √

Wang and Vassileva [11] √ × × × × √ √ √

Wang et al. [12] √ √ √ × × √ × √

Tian and Yang [14] × √ √ √ × × √ ×

the sensitive degree of the changeable trust value) will be
evaluated in this layer.

Structure Adaptability. This layer mainly evaluates the
dynamic relationship between the trust model and network
environment.The structure, size, topology, and the dynamics
of the target network all will influence the execution of task.
A reasonable model should be able to adjust to the change of
network structure. The scalability should maintain excellent
state with the expansion of nodes, the transitive path is
available with the change of structure, and the reaction is
timely when important nodes change or immediate service is
needed. Therefore, scalability, transitivity, and sensitivity are
related to this layer.

Strategies Differences of Observer. The observer may have
different requirement and secure policies and even different
interest and preferences, in using the trust model for certain
context. In addition, it also includes some performance
index, such as the usage of resource (overhead or scalability),
disposal speed and quality of service of trust mechanism, the
ability of surviving (mainly robustness), and the special need
of sensitivity (i.e., higher accurate application).

Other criteria will be populated to add in criteria layers.
The detailed hierarchical structure of parameters and factors
are shown in Figure 1. Parameters act as basic layer, middle
service factors act as criteria layer, and the top layer is goal
layer.

The comprehensive assessment of the trust models for
performing a specific task in a certain context can be derived
from reasonable evaluation of the following criteria layer and
basic layer in succession.

4.2. Formal Evaluation of Trust Model. The extracted param-
eters characterize the basic functional feature of a trustmodel,
𝑃 = {𝑝

1
, 𝑝
2
, . . . , 𝑝

𝑛
} denote the set of parameters, and 𝑛 is

the number of parameters. In order to perform quantitative
analysis, we quantify the parameters and select an algorithm
to fuse these parameters; that is 𝐶 :→ (TM, 𝑃, 𝐼), where TM
is a trust model, I denote an integration algorithm, and 𝐶 is
evaluation result. A direct evaluation can be modeled into a
functional form, as shown in

𝐶 (TM) = 𝑓
𝐼
(𝑓
1
(𝑝
1
) , 𝑓
2
(𝑝
2
) , . . . , 𝑓

𝑛
(𝑝
𝑛
)) , (1)

where 𝑓
𝑖
(𝑝
𝑖
), 𝑖 ∈ [1, 𝑛], denotes the quantization of 𝑖th

parameter. In order to achieve the overall unified value, the
normalization is embedded in the quantization of 𝑓

𝑖
(𝑝
𝑖
);

in other words 𝑄(𝑃) = (𝑓
1
(𝑝
1
), 𝑓
2
(𝑝
2
), . . . , 𝑓

𝑛
(𝑝
𝑛
)) is a

dimensionless vector. 𝑓
𝐼
(⋅) denote an integrating function.

A simple integration is weighted average of 𝑄(𝑃). A more
complicate but rational method is fuzzy fusion that will be
used in this paper.

4.3. Quantization of Parameters. There exists a mapping 𝑓

between the impact factors and the quantified value of each
parameter for a given trust model. In our algorithm, the
quantitative procedure of a parameter includes extracting
the impact factors of each parameter, scoring the impact
factors, and performing normalization and fuzzy integration
of the impact factors to obtain the quantitative value of single
parameter.

For a single parameter 𝑝
𝑖
, C denotes the factor set: 𝐶 =

{𝑐
1
, 𝑐
2
, . . . , 𝑐

𝑚
}, and 𝑚 is the number of factors. The factor

is extracted based on three considerations: the definition of
parameter, evaluated points, range of parameter and some
experience of experts. For example, scalability is related to
time complexity, space complexity, transmission, and efficient
storage of data; the impact factors of sensitivity include the
changing speed of trust value and handing speed ofmalicious
attack and the speed of searching and timely reaction when
network topology changes.

For a single impact factor 𝑐
𝑗
, 𝑗 ∈ [1,𝑚], we evaluate it

with specific measure, range. A simple method is using fuzzy
theory to determine the range and level of the evaluated factor
according to the experience of observer (i.e., for the rational-
ity, irrational, default, and lowest rationality, medium ratio-
nality, favorable rationality, and highest rationality, denoted
as five intervals from 0 upper to 1, resp.; quantized step
is 0.2 that denotes the uncertainty). Considering that there
are some manufactured discrepancies for each factor, Delphi
method can be introduced to collect and filter the divergent
answers and obtain the quantified value.

The Delphi method is an interactive forecasting method
that relies on a group of experts.The experts answer questions
in two ormore rounds. It is believed that, after several rounds,
the range of the answers will decrease and the group will
converge towards the “correct” answer. Finally, the process
is stopped after a predefined stop criterion (e.g., stability). In
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Figure 1: Hierarchical structure of parameters for trust models.

this paper, several questions are defined firstly based on the
multiple factors of a particular 𝑐

𝑗
. Each question is followed by

certain options that denote the level of possible answers (i.e.,
rationality, frombeing irrational to highest rationality).These
questionnaires are provided to several experts. After several
rounds, the final correct feedback will be determined, and the
final quantized value of a factor𝑄(𝑐

𝑗
) can be obtained. Repeat

above quantization until all𝑚 factors are quantized, denoted
as 𝑄(𝐶) = {𝑄(𝑐

1
), 𝑄(𝑐
2
), . . . , 𝑄(𝑐

𝑚
)}.

Notice that 𝑚 elements in 𝑄(𝑐
𝑗
) may be measured in

different unit; take the scalability as an example; the units
of time complexity and space complexity are time (ms) and
capacity (kb). Firstly, we normalize these different units. The
popular method of normalization is max–min method:

𝑄
𝑚
(𝑐
𝑗
) =
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𝑗
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𝑗
))
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𝑗
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, 𝑗 ∈ [1,𝑚] , (2)

where max (𝑄(𝑐
𝑗
)) and min (𝑄(𝑐

𝑗
)) are the maximum quan-

tized value and the minimum value determined by the
range of jth factor. 𝑄

𝑚
(𝑐
𝑗
) is a numeric value between

0 and 1 after normalization. Repeat above disposal until
all 𝑚 factors are normalized, denoted as 𝑄

𝑚
(𝐶) =
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𝑚
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The final procedure is integrating the impact factors to
obtain the overall quantized value of single parameter. As
the impact factors are independent of each other, a simple
integration is weighted sum of the quantized value of each
factor. The integral is defined as follows:

𝑄 (𝑝
𝑖
) =
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where 𝑤
𝑐𝑗
, 𝑗 ∈ [1,𝑚], denote the weight of 𝑄

𝑚
(𝑐
𝑗
) and satisfy

𝑤
𝑐1
+ 𝑤
𝑐2
+ ⋅ ⋅ ⋅ + 𝑤

𝑐𝑚
= 1. The weights are determined by

the experience of the experts in consideration of importance
degrees of evaluation criteria.The final integration is finished
through (3), and the quantized value of parameter 𝑝

𝑖
is

obtained, denoted as Q (𝑝
𝑖
).

Repeat all the above procedures until all 𝑛 parameters are
quantized, denoted as

𝑄 (𝑃) = (𝑓
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where 𝑓
𝑖
(𝑝
𝑖
) is a quantification function with all the above

procedures and varied for different parameter.

5. Parameter Fusion and
Trust Model Evaluation

A fusion algorithm based on fuzzy inference is proposed to
combine the parameters in hierarchical structure in Figure 1.

5.1. The Weights of Distributive Parameters. In Figure 1, the
middle criteria layer and lower parameters have certain
relation. Several parameters are related to one ormore factors
in criteria layer. As the parameters are dependent on each
other, fuzzy integral in (3) is inappropriate. Without loss
of generality, we suppose that one factor in criteria layer is
related to all the parameters, and the goal layer is related to all
the factors in criteria layer. Firstly, the weights of parameters
to single factor in criteria layer and the weights of factors in
criteria layer to the goal layer are calculated. The entropy-
weight coefficient method is a quantitative objective method
and will be applied in our paper.

Entropy-weight coefficient method is a quantitative risk
evaluation method [22]. The relative importance of a risk
factor to an evaluated system can be measured by its
entropy, which is calculated by the fusion of probability
values denoting the supporting degree of risk factors to
indexes of evaluation set for the system. In this paper, the
parameters are considered as risk factors; one factor in the
criteria layer is considered as evaluated object. Set several
statuses for the evaluated object, give the probability of each
parameter at each status, and apply entropy-weight coefficient
method calculating the relative importance (weight) of each
parameter to one upper factor. The statuses can be set
based on certain evaluation set (i.e., rationality, from being
irrational to highest rationality) used in previous parameter



Journal of Electrical and Computer Engineering 7

quantitation, and the probabilities that each parameter stay
at certain status of the evaluation set can be determined by
the same experts that used the Delphi method in Section 4.3.
The detailed procedure of entropyweight coefficient method
is referred to in related book (i.e., [22]) and omitted here.

Repeat the above calculation until all the weights are
obtained. The weight of parameters of kth (𝑘 ∈ [1, 𝑠], 𝑠
being the number of factors in criteria layer) factor in middle
criteria layer is denoted as𝑊

𝑝𝑘
= {𝑤
𝑘1
, 𝑤
𝑘2
, . . . , 𝑤

𝑘𝑛
}, where

𝑛 is the number of parameters. For the sake of simplicity,
discard the weights that equaled 0 (e.g., time decay has
no relation with structure adaptability of a trust model;
the probability density function of status is always 0), and
obtain effective weights, denoted as𝑊

𝑘
= {𝑤
𝑘1
, 𝑤
𝑘2
, . . . , 𝑤

𝑘𝑏
},

where 𝑏 ∈ [1, 𝑛]. Repeat the above filtering; the weights of
parameters to one factor in criteria layer and the weights of
factors in criteria layer to the goal layer are obtained.

5.2. The Fusion of Parameters Based on Fuzzy Inference.
The evaluated values of single factor in criteria layer and
the evaluated value of goal layer will be fused by fuzzy
inference in succession. In fuzzy set theory, a variable 𝑉

𝑇
=

{V
1
, V
2
, . . . , V

𝑏
}, V
𝑘
(𝑘 = 1, 2, . . . , 𝑏) denoting the value of

object𝑇 at the point 𝑘 (k-level value) according to the defined
membership functions in a given discourse domain, and the
problem is how to obtain𝑉

𝑇
under a given tree (i.e., Figure 1).

We evaluate kth factor in the criteria layer followed by
𝑏 parameters. Set a discourse domain for the kth factor
(e.g., reliability, from the least reliable to the most reliable
and 5 levels are divided as the least reliable, little reliable,
medium reliable, favorite reliable, and the most reliable and
𝑉
𝑞

= {0, 0.2, 0.4, 0.6, 0.8, 1} stands for quantitative border
value). The membership function is a trapezoidal function;
the prototype is shown below:
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(5)

where 𝑎 is a defined threshold and t (t∈ [0, 1]) is the offset of
positive x and is set to 0.2 to form 5 curves.

The quantitative values of 𝑏 parameters have been
achieved in Section 4.3; each value can be mapped to
a membership degree according to membership function,
eventually formed into an evaluation matrix 𝑅 = (𝑟

𝑔ℎ
)
𝑏×𝑙

.
The weighted vector is𝑊

𝑘
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}, and then the

overall vector of the kth factor is denoted as
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Define the evaluated value of the kth factor: 𝑉
𝑘

=

max (𝑉
𝑇
), where max (𝑉

𝑇
) is the maximum membership

degree of 𝑉
𝑇
.

Repeat the above procedure until all the evaluated values
of the factors in the criteria layer are obtained. Based on the
evaluated value of the factors in the criteria layer and the
weights of factors in middle layer to the final goal layer, the
fuzzy comprehensive judgment is performed with the same

method as that used in calculating the evaluated value of the
kth factor𝑉

𝑘
to obtain the comprehensive analytic value for a

trust model.
Then, the observer can compare the eventual evaluated

value with the threshold to judge whether the trust model
is qualified. The threshold is set based on some factors, for
example, accuracy and fee. We can evaluate a set of trust
models, sort the evaluated values, and choose an optimal trust
model (usually the model with maximal evaluated value) for
implementation.

5.3. The Outline of the Evaluated Procedure. The main steps
of the proposed method are summarized:

(1) Based on the structure in Figure 1, apply entropy-
weight coefficient method to calculate the weights of
parameters to factors in criteria layer and the weights
of factors in criteria layer to goal layer. Meanwhile,
determine the distributive 𝑏 parameters for kth factor
in criteria layer.

(2) Parameter quantitation: for a trust model, quantize
the extracted parameters with a series of procedures
described in Section 4.3, and obtain the vector𝑄(𝑃) =
(𝑓
1
(𝑝
1
), 𝑓
2
(𝑝
2
), . . . , 𝑓

𝑛
(𝑝
𝑛
)).

(3) Parameter fusion: the evaluated value of a trust model
is calculated by the fusion of quantitative values and
weights of parameters by fuzzy inference described in
Section 5.2. And judge whether the given model sat-
isfies the request according to the defined threshold.

(4) Select a set of trust models, repeat step (2) and step
(3), calculate and sort the overall evaluated values, and
choose an optimal trust model for implementation.

6. Method Analysis and Simulation

In this section, some discussion, a concrete evaluation exper-
iment, and the effectiveness of the proposed method are
addressed in Sections 6.1, 6.2, and 6.3, respectively.

6.1. Some Discussion of the Proposed Method. Consider the
following:

(1) Notice that the hierarchical model is an open struc-
ture that other parameters and decision factors can be
integrated into this model, which reflect the flexibility
of the proposed method. Moreover, the hierarchical
model is a reference model, and more than three
layers might exist when subfactors are being linked to
the parameters or the factor in criteria layer.

(2) The weights calculated by our method are stable
under the condition that distributed scene and indi-
vidual policy are determined. And the quantized
values of parameters varied from one trust model to
another.

6.2. A Concrete Evaluation Experiment. A concrete evalua-
tion experiment is performed. Six traditional trust models
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Table 2: Sorted results of evaluated trust models.

Overall score 0.79 0.78 0.65 0.63 0.62
Sorted
models MdTrust Bayesian EigenTrust GTM PeerTrust

analyzed in Section 3.2 are selected: EigenTrust, PeerTrust,
game theory model (GTM for short) [8], multidimensional
trust (MdTrust for short) model [9], and Bayesianmodel [11].
Some conditions are set as follows:

(1) A concrete scene: one user (service requester) per-
forms the file download in P2P network. And the
service requester paysmore attention to the speed and
quality of file download.

(2) The eight parameters and four factors in the middle
layer are all considered.

(3) The number of statuses of the four factors is set
to 5 (measured by rationality, I-irrational, L-lowest
rationality, M-medium rationality, F-favorable ratio-
nality, and H-highest rationality); the probabilities
of each status for parameters are determined by the
same 7 experts in parameter quantitation with Delphi
method; the range of quantized value of parameters is
0-1, with quantized step being 0.2.

According to the procedures in Section 5.3, the evaluated
values of the 6 trust models are shown in Table 2.

From Table 2, we can see that multidimensional trust
model reaches the highest score, as it has more parameters
than others, and the robustness and scalability receive higher
score in quantitation. PeerTrust compared to EigenTrust,
although with better transitivity; worse scalability eventually
leads to a smaller overall evaluated score, as the weight of
scalability is larger than that of transitivity under the service
requester policy.

We can see that none of the candidate trust models
satisfies all the parameters. If the threshold is 0.8, then no
trust model is qualified. Nevertheless, we can select the
relatively optimal trust model (i.e., one received the highest
evaluated value) to implement for a special application.

6.3. The Effectiveness of the Method. In this section, we will
analyze the effectiveness of the proposed method.

The efficiency of the proposedmethod: for a givenmodel,
for 𝑛 parameters, suppose that there are 𝑚 factors mostly.
Seven experts carry out two rounds of consultation, each of
which needs time 𝑡

1
, and the combination of 𝑚 factors costs

𝑂(𝑚). The overall time complexity is 𝑛 × (2𝑡
1
× 𝑚 + 𝑂(𝑚)),

𝑚 being small (around 3–5 for each parameter), so the time
complexity is controlled. For the weights of parameters, it is
needed to calculate the process of the entropy-weight coeffi-
cient, time complexity being𝑂(𝑛). Moreover, the weights can
be reutilized for the same scene and task.

We further validate the effectiveness of the proposed
method by comparing it with previous methods [15, 20, 21].
For the convenience, [15] is denoted as Wojcik’s method and
[20, 21] are Schlosser’s method and Yang’s method.

Firstly, the proposed method adopts multiple parameters
to evaluate trust model; it is more comprehensive than other
works in characterizing the trust issues. Wojcik introduced
a series of factors classified into four aspects in establish-
ing a trust model, but the parameter functions were not
considered. Yang’s method judged the performance of trust
model with two parameters: sensibility and foreseeability. In
Schlosser, three parameters were used to reflect trust. These
methods had failed to reflect the comprehensive characteris-
tics of a trust model.

Secondly, in terms of accuracy, Yang proposed a black box
model and compared a set of trust history sequences in the
input with the output and then determined the performance
of the trust model with sensibility and foreseeability. Its
accuracy depends on the initialization of trust and behavioral
characteristic. Wojcik displayed entire process of establishing
trust comprehensively, but no specific assessment is per-
formed. Schlosser presented a formal model for describing
multiple reputation systems, but only reputation systems are
taken into account. In our proposal, objective disposal of
parameters as well as fuzzy inference is used to quantify the
evaluated value of a trustmodel, the results aremore objective
and with higher accuracy.

Thirdly, in terms of efficiency, the overhead for our
method is controllable and man-made evaluation in Delphi
method and the calculation ofweights and the fuzzy inference
contribute to the calculation load. Wojcik’s method does not
involve load, and the overhead varied with varied algorithms.
Yang’s method searched for the history scorings of trusted
entities according to the defined behavior characteristics;
the time complexity is about 𝑂(𝑛), where 𝑛 is the number
of behaviors collected. Schlosser simulated the reputation
system in the performance of resisting attacks with the
granularity of single node, and the consumption increases
with the increase of nodes. The analysis results are shown in
Table 3.

In Table 3, the proposed method is denoted as “new
method”; the performance is denoted as three levels: good
(high), medium, and bad (low). Table 3 explains the superi-
ority of the proposed method.

Further, we present a quantitative comparison among
Schlosser’s method and Yang’s method with simulation. The
accuracy and efficiency are compared among three methods.

Accuracy simulation: reflect the change of deviation (𝑦-
axis) of evaluated results with the increasing experiment time
(𝑥-axis).The conditions are the same as that set in Section 6.2;
the deviation is defined as 𝑑 = |𝑑

𝑒
− 𝑑
𝑡
| × 100%, where

𝑑
𝑒
is current evaluated value of the optimal trust model and

𝑑
𝑡
is the statistical average of its former values. We perform

the experiment 20 times. The number of initial nodes of P2P
network is 20, where malicious nodes are 20%. The network
nodes increase by 5, where the malicious nodes increase
with the same percentage (20%), when the experiment time
increases by 1.

Efficiency simulation: reflect the relationship between
resource consumption (i.e., time consumption) and the num-
ber of experiments. The initial number of evaluated trust
models is 1 and increases by 1 when the experiment time
increases by 1. The simulation results are shown in Figure 2.
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Figure 2: Simulation results.

Table 3: The comparison of the previous methods.

Wojcik’s method Yang’s method Schlosser’s method New method
Comprehensiveness Good Medium Medium Very good
Accuracy High Medium Low Very high
Efficiency Uncertain High Medium High

Figure 2(a) describes the accuracy of the three methods.
We can find that the deviation of the proposed method
is smaller than Yang’s method and Schlosser’s method; the
deviation is controlled within 10%. Therefore, the proposed
method is more accurate.

Figure 2(b) describes the efficiency of the three methods;
the calculation load increases with the increasing of evaluated
models. The proposed method is similar to Yang’s method,
increasing linearly, but Schlosser’s method increases rapidly.
The results are in accord with analysis in Table 3.

7. Conclusions

A new method is proposed to compare and evaluate the
trust models with quantitative parameters in P2P file down-
loading scene in this paper. The evaluated parameters are
extracted from the trust related concepts and modeled into
a hierarchical structure. The Delphi method, entropy-weight
coefficient method, and fuzzy inference are applied to obtain
a comprehensive evaluated value of a trust model. The
optimal trust model is selected according to the sorted
overall quantized values of candidate trust models. Analysis
and simulation results show that the proposed evaluation
algorithm is reasonable and effective. The proposed method
resolves the individuality issues, assisting a decision maker
in choosing an optimal trust model to implement in specific
context. Moreover, the method also can be used to guide the
newly generated trust model in theory so that it has better
performance in parameter function and adaptability.

Competing Interests

The authors declare that they have no competing interests.

References

[1] Y. Zhong, B. Bhargava, Y. Lu, and P. Angin, “A computational
dynamic trust model for user authorization,” IEEE Transactions
on Dependable and Secure Computing, vol. 12, no. 1, pp. 1–15,
2015.

[2] I.-R. Chen, J. Guo, and F. Bao, “Trust management for service
composition in SOA-based IoT systems,” in Proceedings of
the IEEE Wireless Communications and Networking Conference
(WCNC ’14), pp. 3444–3449, Istanbul, Turkey, April 2014.

[3] E. Damiani, S. De Capitani di Vimercati, S. Paraboschi, and P.
Samarati, “Managing and sharing servants’ reputations in P2P
systems,” IEEE Transactions on Knowledge and Data Engineer-
ing, vol. 15, no. 4, pp. 840–854, 2003.

[4] L. Mekouar, Y. Iraqi, and R. Boutaba, “Detecting malicious
peers in a reputation-based peer-to-peer system,” in Proceedings
of the 2nd IEEE Consumer Communications and Networking
Conference (CCNC ’05), pp. 37–42, IEEE, Las Vegas, Nev, USA,
January 2005.

[5] M. Rodriguez-Perez, O. Esparza, and J. L. Muñoz, “Surework:
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Cloud storage has been recognized as the popular solution to solve the problems of the rising storage costs of IT enterprises for
users. However, outsourcing data to the cloud service providers (CSPs) may leak some sensitive privacy information, as the data
is out of user’s control. So how to ensure the integrity and privacy of outsourced data has become a big challenge. Encryption
and data auditing provide a solution toward the challenge. In this paper, we propose a privacy-preserving and auditing-supporting
outsourcing data storage schemebyusing encryption anddigital watermarking. Logisticmap-based chaotic cryptography algorithm
is used to preserve the privacy of outsourcing data, which has a fast operation speed and a good effect of encryption. Local histogram
shifting digital watermark algorithm is used to protect the data integrity which has high payload and makes the original image
restored losslessly if the data is verified to be integrated. Experiments show that our scheme is secure and feasible.

1. Introduction

With the development of cloud computing, outsourcing data
to cloud storage servers has become a popular way for firms
and individuals. Cloud storage reduces data storage and
maintenance costs. And cloud storage can provide a flexible
and convenient way for users to access their data anywhere.
However, the cloud service providers (CSPs) may not be
honest and the data should not be disclosed to the CSPs.
So the data must be encrypted before it is uploaded to the
cloud. Encryption is a fundamental method to preserve data
confidentiality. For privacy preserving concerned, data owner
can encrypt the data before outsourcing it to CSPs. Many
problems of querying over encrypted domain are discussed
in research literatures [1–3]. In addition, data owners worry
whether the outsourcing data is modified or revealed by
the CSPs. It is necessary to add the data auditing service in
outsourcing data storage scheme.

In the existing outsourcing data storage schemes, the
data auditing methods can be classified into three categories:
message authentication code- (MAC-) based methods, RSA-
based homomorphic methods, and Boneh-Lynn-Shacham

signature- (BLS-) based homomorphic methods [4]. In these
methods, the data is calculated using MAC or digital signa-
ture and the verification information needs to be attached
to the original data. If the data is digitally signed, any
change in the data after signature invalidates the signature.
Furthermore, these methods increase the data sizes and the
time to sign, which is inconvenient in digital media (images,
video, audio, etc.). Sowe use digital watermarking technology
to offset the deficiency. Digital watermarking technology
hides watermark information in the digital media without
affecting data utilization. And it reduces the communication
and computation costs. This means digital watermarking
technology can provide a more effective auditing method
than other cryptographic protocols for auditing.

Many works on outsourcing data storage schemes with
digital watermarking are proposed. N. Singh and S. Singh
[5] point out that collaboration of digital watermarking and
cloud computing can significantly increase the robust of sys-
tem as well as security of user’s data. Boopathy and Sundare-
san [6] propose a model of data storage and access process
with digital watermarking technology in the cloud. Though
they do not give concrete realization, it shows the broad
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prospects of applying digital watermarking technology into
the cloud environment. In addition, digital watermarking
technology is used for data auditing in cloud environment.
Wang and Lian [7] focus on the application scenarios of
multiwatermarking in cloud environment by investigating
the secure media distribution models. Ren et al. [8] propose
a provable data possession scheme based on self-embedded
digital watermark for auditing service. However, they do
not provide privacy preserving with encryption methods.
It is believed that supporting privacy preserving is of vital
importance to outsourcing data storage.

In this paper, logistic map-based chaotic cryptography
algorithm is used to preserve the privacy of outsourcing
data, which has a fast operation speed and a good effect of
encryption. Traditional encryption techniques such as AES,
DES, and RSA have low speed to encrypt media data. And
they are not suitable for high real time in media data trans-
mission. Chaotic cryptography hasmany good characteristics
such as sensitivity to initial value, pseudorandom properties,
and ergodicity. Logistic map-based chaotic cryptography is a
simple nonlinear model, but it has complex dynamics, which
is widely used in image encryption. In this paper, logistic
map-based chaotic cryptography method is used to permute
the positions of the image pixels in the spatial domain. It
is suitable for embedding watermark information with local
histogram shifting digital watermark algorithm later. Local
histogram shifting digital watermark algorithm is utilized to
protect the data integrity. It has high payload and makes the
original image restored losslessly if the data is verified to be
integrated.

We propose an outsourcing data storage scheme support-
ing auditing service by using fragile digital watermarking
technology.Meanwhile, the scheme uses encryptionmethods
to preserve privacy. In this scheme, digital watermarking
technology and encryption methods are used to enhance
the integrity and privacy of outsourcing data storage. Our
contributions are as follows.

(i) We propose an outsourcing data storage scheme
supporting privacy-preserving and auditing service.
In this scheme, we use the scrambling encryption
algorithm based on logistic chaotic map, which has a
fast operation speed and a good effect of encryption.
Besides, local histogram shifting digital watermark
algorithm [9] is used to embed the watermark, which
has high payload and makes the original image
restored losslessly if the data is verified to be inte-
grated.

(ii) To reduce data owners’ overhead cost, a third-party
auditor (TPA) is used to verify the integrity of data in
cloud. And TPA verifies the data integrity in encryp-
tion domain, which ensures the data confidentiality in
the auditing process.

The rest of this paper is organized as follows. Section 2
summarizes the related work. Section 3 introduces the pro-
posed scheme. Experiment results are given in Section 4.
Section 5 concludes the paper and the future work.

2. Related Work

Many secure outsourcing data storage schemes are proposed
these years. The privacy and integrity of data in cloud are
the most concerns of data owners. Outsourcing data is often
distributed geographically in different locations. CPSs can
access the stored data if it is stored in plain format. Data
owners have lost control over their data after it is uploaded
to the cloud. So data privacy information [10] or sensitivity
information [11] causes the outsourcing data to be encrypted
in the data storage schemes.

To verify the data integrity, data auditing is considered
in outsourcing data storage schemes. Ateniese et al. [12]
first define the provable data possession (PDP) model for
auditing service in untrusted storages. Juels andKaliski Jr. [13]
describe a proof of retrievability (POR)model, which ensures
both “possession” and “retrievability” of data files. Sravan
Kumar and Saxena [14] propose a proof of data integrity
in the cloud, which could be agreed upon by both clients
and the server via the Service Level Agreement (SLA). Hao
et al. [15] propose the first protocol that provides public
verifiability without TPA. Lu et al. [16] exploit the secure
provenance model, which consists of the following modules:
system setup, key generation, anonymous authentication,
authorized access, and provenance tracking. Their scheme
is based on the bilinear pairing techniques. And it records
the ownership and the process history of data objects to
increase the trust from public users. But all these methods
have additional data to verify the data integrity and are not
suitable formultimedia file. Digital watermarking technology
can offset the deficiency, which is an effective method for
data auditing. Digital watermarking can be divided into
spatial domain and frequency domain [17]. Spatial domain
digital watermark directly embeds watermark information
into the image pixels. Frequency domain [18] algorithm
embedswatermark information into coefficients of transform
domain.

Encryption is a fundamental method to preserve data
confidentiality in outsourcing data storage schemes. Digital
watermarking technology is an effective method for data
auditing. The methods of embedding digital watermark in
encryption domain are proposed [6, 19, 20]. In medical
domain, many healthcare information systems (HISs) [21]
are proposed. Haas et al. [22] propose a privacy-protecting
information system for controlled disclosure of personal data
to third parties. This scheme uses authentic log files to check
the completeness of data. And digital watermarking is used
for tracing nonauthorized data disclosure. In the field of
information hiding, Zhang [19] uses the simple encryption
algorithm of exclusive-OR operation by a stream cipher and
embedded watermark information by flipping the 3 LSBs of
each encrypted pixel. Zhang [20] further proposes a scheme
which makes watermark extraction independent from image
decryption. That means a user can extract data from the
encrypted image directly. Yin et al. [9] propose a scheme
with themultigranularity encryption algorithm and local his-
togram shifting digital watermark algorithm, which ensures
larger embedding capacity and better embedding quality.
But chaotic-based scrambling encryption is widely used in
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Figure 1: Sketch of the proposed scheme.

image encryption. The common encryption algorithms are
one-dimensional logistic map, two-dimensional Smale and
Henonmap, and three-dimensional Lorenz map.The logistic
map-based chaotic cryptography is a simple nonlinearmodel,
but it has complex dynamics, which has good effect and fast
speed.

In our scheme, we combine encryption technology with
watermark technology. Data owner encrypts the image before
transmission. CSP embeds some additional message into
the encrypted image without knowing the original image
content. TPA is required to extract the watermark from the
encrypted image. A user can first decrypt the encrypted
image containing watermark information with the decryp-
tion key and then extract the embedded watermark from
the decrypted version with the extraction key. The trans-
mission of encryption keys is assumed to be secure and
is not discussed here. Here the logistic map-based chaotic
cryptography method is used to permute the positions of the
image pixels in the spatial domain. So the histogram of the
encryption version is the same as the original image. The
histogram statistical property makes the encryption method
suitable for embedding watermark information with local
histogram shifting digital watermark algorithm [9]. And this
is a blind fragile watermark algorithm. The extraction of the
watermark does not need the original image and original
watermark information. Its error-free decryption can be used
for military, remote sensing, and medicine data.

3. Proposed Scheme

In this section, we first analyze the framework of the system
and then give the main steps of our scheme.

3.1. System Model. We first give the sketch of the proposed
scheme in Figure 1. Then four parties in the scheme are
described as follows.

(i) Data owner encrypts an original image with an
encryption key 𝐾

𝑐
, computes a verification informa-

tion as watermark information 𝑊 for the encrypted
image, embeds 𝑊 to the encrypted image with

the embedding key 𝐾
𝑤
, and upload the encrypted

image to CSP.
(ii) CSP stores the watermark-embedded encrypted

image.
(iii) TPA extract the watermarking information 𝑊

 with
𝐾
𝑤
in the encrypted domain to verify the integrity and

reconstructed the image if it is integrated.
(iv) Data user receives the reconstructed image from TPA

and exactly decrypts the data to the original image
with the decryption key 𝐾

𝑐
.

3.2. Main Steps of Proposed Scheme. The proposed scheme
contains four modules: image encryption, watermarking
embedding, watermarking extraction, and image decryption.
Themain steps of the proposed scheme are shown as follows.

3.2.1. Image Encryption. Data owner creates an original
image 𝐼. Assume 𝐼 is a gray image sized 𝑀 × 𝑀 pixels in
uncompressed format.

The process of image encryption is as follows.

(i) Connect the 𝑗th row to the (𝑗 − 1)th row, where 𝑗 =

2, 3, . . ., 𝑀, and generate the sequence of length 𝑀 ×

𝑀.
(ii) Generate a chaotic sequence of length𝑀 × 𝑀 with

𝑥
𝑛+1

= 𝑥
𝑛
× 𝜇 × (1 − 𝑥

𝑛
) , (1)

where 𝑥
𝑛

∈ (0, 1), 𝑛 = 0, 1, 2, . . ., 𝜇 ∈ (0, 4]. 𝑥
0
is

the initial value. 𝑛 is the number of iterations. 𝜇 is
growth parameter and when 𝜇 ∈ [3.5699456, 4], the
generated sequence is in the state of pseudorandom
distribution.

(iii) Sort the chaotic sequence and record the location set.
(iv) Scramble the sequence of image with the same loca-

tion set.

The encryption key𝐾
𝑐
consists of𝑥

0
and𝜇.The encrypted

image 𝐸 is generated. This algorithm is simple and has
good performance.The algorithm keeps the image histogram
statistical properties.
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3.2.2. Watermarking Embedding. The embedded watermark-
ing information should be unpredictable and random.
Arnold transforming or chaotic-based encryption can be
used in this paper to improve the security of image
watermarking algorithm. The above-mentioned encryption
algorithm preserves the same image histogram statistical
properties. Therefore, local histogram shifting watermarking
algorithm is suitable for embedding data into the encrypted
image [6].

When data owner embeds watermarking information𝑊

into the encrypted image 𝐸, the steps are as follows.

(i) Divide the encrypted image 𝐸 into blocks {𝐵
𝑖
}
𝑁

𝑖=1
of

pixels in the size of 𝑚 × 𝑚. Two basic pixels 𝑏
𝑖,𝐿

and
𝑏
𝑖,𝑅

are randomly selected in each block 𝐵
𝑖
with the

seed of random permutation 𝑘.
(ii) Calculate the difference 𝑑

𝑖
= |𝑏
𝑖,𝐿

− 𝑏
𝑖,𝑅
| to estimate

the smoothness of each block. Blocks with smaller
𝑑
𝑖
are smoother than blocks with larger 𝑑

𝑖
. Blocks

with smaller 𝑑
𝑖
have higher priority to be chosen for

carrying data.
(iii) Determine the two peaks (𝑝

𝑖,𝐿
, 𝑝
𝑖,𝑅
) in each blockwith

𝑝
𝑖,𝐿

= min (𝑏
𝑖,𝐿
, 𝑏
𝑖,𝑅
)

𝑝
𝑖,𝑅

= max (𝑏
𝑖,𝐿
, 𝑏
𝑖,𝑅
) .

(2)

If 𝑝
𝑖,𝐿

= 𝑝
𝑖,𝑅
, 𝑝
𝑖,𝑅

= 𝑝
𝑖,𝑅

+ 1.
(iv) Saturated pixels 𝑞 (𝑞 = 0 or 𝑞 = 255) have to be

preprocessed by modifying one grayscale unit. Then
they will be recorded in a location map 𝐿 to avoid
saturated pixels from overflow or underflow during
embedding process. Scan the pixels block by block
and append bit “1” to 𝐿 when 𝑞 ∈ {1, 254}. Then
append bit “0” to 𝐿when 𝑞 ∈ {0, 255} andmodify 𝑞 to
𝑞
 using

𝑞


=

{{{{

{{{{

{

1, 𝑞 = 0

254, 𝑞 = 255

𝑞, otherwise.

(3)

The embedding capacity of each block is the number
of pixels whose values are equal to peak points in each
block.

(v) Embedded information 𝑆 consists of the locationmap
𝐿 and the histogram information𝐻 of the image. Scan
the nonbasic pixels in each block. If the scanned pixel
𝑟 is valued 𝑝

𝑖,𝐿
or 𝑝
𝑖,𝑅
, a bit 𝑠 ∈ {0, 1} from 𝑆 will be

embedded. Modify 𝑟 to 𝑟
 as

𝑟


=

{{{{{{{{{{

{{{{{{{{{{

{

𝑟 − 1, 𝑟 < 𝑝
𝑖,𝐿

𝑟 − 𝑠, 𝑟 = 𝑝
𝑖,𝐿

𝑟, 𝑝
𝑖,𝐿

< 𝑟 < 𝑝
𝑖,𝑅

𝑟 + 𝑠, 𝑟 = 𝑝
𝑖,𝑅

𝑟 + 1, 𝑟 > 𝑝
𝑖,𝑅
.

(4)

The encrypted image �̂� with embedded data is obtained.
The embedding key 𝐾

𝑤
consists of the parameter𝑚, |𝐿|, |𝐻|,

and the seed 𝑘. The data owner outsources the encrypted
image �̂� with embedded watermarking information to the
cloud. Then the watermark embedding key 𝐾

𝑤
is transferred

to TPA and the decryption key 𝐾
𝑐
is shared with the legal

users.

3.2.3. Watermarking Extraction and Data Auditing. TPA
extracts the watermarking information 𝑊

 with the extrac-
tion key 𝐾

𝑤
before the user downloads the data from the

cloud. The watermarking information can only be extracted
from the encrypted domain by TPA that ensures data privacy.

This blind extracting algorithm is shown as follows.

(i) Divide the image �̂� into blocks {𝐵
𝑖
}
𝑁

𝑖=1
of pixels in size

𝑚×𝑚. Determine the basic pixels 𝑏
𝑖,𝐿

and 𝑏


𝑖,𝑅
in each

block 𝐵


𝑖
.

(ii) The difference 𝑑
𝑖
= |𝑏


𝑖,𝐿
−𝑏


𝑖,𝑅
| is calculated to estimate

the smoothness of each block. Blocks with smaller 𝑑
𝑖

have higher priority to be chosen for extracting data.

(iii) Determine the two peaks (𝑝
𝑖,𝐿
, 𝑝


𝑖,𝑅
) in each blockwith

𝑝


𝑖,𝐿
= min (𝑏



𝑖,𝐿
, 𝑏


𝑖,𝑅
) ,

𝑝


𝑖,𝑅
= max (𝑏

𝑖,𝐿
, 𝑏


𝑖,𝑅
) .

(5)

If 𝑝
𝑖,𝐿

= 𝑝


𝑖,𝑅
, 𝑝
𝑖,𝑅

= 𝑝


𝑖,𝑅
+ 1.

(iv) Scan nonbasic pixels in each block 𝐵


𝑖
. If the scanned

pixel is 𝑟, embedding information 𝑆 will be extracted
according to

𝑠 =

{

{

{

0, 𝑟


= 𝑝


𝑖,𝐿
or 𝑟 = 𝑝



𝑖,𝑅

1, 𝑟


= 𝑝


𝑖,𝐿
− 1 or 𝑟 = 𝑝



𝑖,𝑅
+ 1.

(6)

The extracted |𝑆| bits consist of location map 𝐿 and
histogram information𝐻.

TPA verifies the data integrity after extracting the water-
mark information𝑊

.
The auditing process is as follows.

(i) Scan nonbasic pixels in each block 𝐵


𝑖
. If the scanned

pixel is 𝑟, the restored pixel 𝑟 can be computed by

𝑟 =

{{{{

{{{{

{

𝑟


− 1, 𝑟


> 𝑝
𝑖,𝑅

𝑟


, 𝑝
𝑖,𝐿

< 𝑟


< 𝑝
𝑖,𝑅

𝑟


+ 1, 𝑟


< 𝑝
𝑖,𝐿
.

(7)
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(a) (b) (c)

(d) (e)

Figure 2: (a) Original image; (b) encrypted image; (c) encrypted image containing watermark; (d) reconstructed image; (e) decrypted image.

(ii) Restore the saturated pixels 𝑞 with the location map
𝐿. If the pixel 𝑞 ∈ {1, 254}, extract a bit 𝑙 from 𝐿. 𝑞 is
computed by

𝑞 =

{{{{{{{

{{{{{{{

{

0, 𝑙 = 0, 𝑞


= 1

1, 𝑙 = 1, 𝑞


= 1

255, 𝑙 = 0, 𝑞


= 254

254, 𝑙 = 1, 𝑞


= 254.

(8)

The reconstructed encrypted image 𝐸 is generated.

(iii) Compute the histogram information𝐻
 of the image

𝐸
. Then compute the Euclidean distance by (9) and

compare the value with the preset threshold 𝜃:

𝐷(𝐻,𝐻


) = sqrt(
𝑛

∑

𝑖=1

(𝐻 [𝑖] − 𝐻


[𝑖])
2

) , (9)

where 𝐻 = (𝐻(1),𝐻(2), . . . , 𝐻(𝑁)), 𝐻 = (𝐻


(1),

𝐻


(2), . . . , 𝐻


(𝑁)).

If the value 𝐷(𝐻,𝐻


) < 𝜃, the watermark information is
correct and the data is verified to be integrated.

3.2.4. Image Decryption. The legal users can decrypt the
reconstructed encrypted image 𝐸

 using the decryption key
𝐾
𝑐
and can also obtain the original image 𝐼. The decryption

process is as follows.

(i) Generate a chaotic sequence of length𝑀×𝑀with the
decryption key 𝐾

𝑐
.

(ii) Sort the chaotic sequence and record the location set.
(iii) Scramble the sequence of image and restore a dec-

rypted image with the location set.

Then the original image 𝐼 is obtained by the legal users.

4. Experimental Results

To study the performance of the proposed scheme, MATLAB
software 7 is used. The test image Lena of 8-bit gray level
sized 512 × 512 pixels is selected as original image and it
is shown in Figure 2(a). We use logistic map-based chaotic
cryptography algorithm to generate an encrypted image (𝑥

0
=

0.5, 𝜇 = 3.7), which is shown in Figure 2(b). The encrypted
image containing watermarking information is shown in
Figure 2(c). After the watermarking information is extracted
by TPA, a reconstructed image is shown in Figure 2(d).
Then the legal user can decrypt the reconstructed image.The
decrypted image is shown in Figure 2(e).
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Figure 3: Experimental results of the proposed scheme.

Table 1: Payload bits and MSE.

Image Payload bits (dB) Payload bpp MSE
Lena 2892 0.0110 0
Bridge 8234 0.0314 0
Aerial 4252 0.0162 0
Dollar 2892 0.0110 0

The experimental results of proposed scheme are shown
in Figure 3.

The quality of encrypted image can be evaluated by Peak
Signal-to-Noise Ratio (PSNR):

PSNR = 10 × log
10

(
255
2

MSE
) ,

MSE =
1

𝑀 × 𝑀

𝑀

∑

𝑖=1

𝑀

∑

𝑗=1

(𝐼 (𝑖, 𝑗) − 𝐼


(𝑖, 𝑗))
2

,

(10)

where 𝐼 is the original image and 𝐼
 is the image with

watermark information. The size of image 𝐼 is𝑀×𝑀 pixels.
Themean square error (MSE) can evaluate the error between
the original image and decrypted image.

Table 1 lists the embedding payloads and MSEs for image
Lena, bridge, aerial, and dollar without any attacks.

From Table 1, the MSEs between the decrypted version
and the original image are 0. This means the encrypted
image will be reconstructed error-free during watermark
extraction and data auditing process if the data in cloud is not
attacked. The payload is enough for embedding verification
information.

In this paper, the watermark algorithm is fragile, which
cannot resist any attacks.This can be used in military, remote
sensing, and medicine images.

5. Conclusion and Future Work

In this paper, we propose a privacy-preserving and auditing-
supporting outsourcing data storage scheme by using encryp-
tion and digital watermarking. The proposed scheme com-
bines digital watermark technology with encryption meth-
ods for outsourcing data storage. And the scheme sup-
ports auditing service and privacy preserving. We adopt
the logistic map-based chaotic cryptography algorithm for
image encryption and local histogram shifting watermarking
algorithm [6] for embedding data integrity verification infor-
mation.This scheme has high authentication precision which
can be used in high quality images.

In the future, we will add semifragile watermark to
verify the integrity of images, which can resist some good
image operations, such as JPEG compression. We can also
apply some algorithms for the sake of supporting tamper
localization and recovery.
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With the rapid development of the Internet, electronic commerce has become more and more popular. As an important element of
e-commerce, many Internet companies such as Yahoo! and eBay have launched electronic auction systems. However, like most
electronic commerce products, safety is an important issue that should be addressed. Many researchers have proposed secure
electronic auction mechanisms, but we found that some of them do not exhibit the property of unlinkability, which leads to
the leakage of users’ privacy. Considering the importance of privacy preservation, we have designed a new auction mechanism.
Through symmetrical key establishment in the registration phase, all messages transmitted over the Internet would be protected
and,meanwhile, achieve the property of unlinkability.The security analysis and performance analysis show that our protocol fulfills
more security properties and is more efficient for implementation compared with recent works.

1. Introduction

With the development of network technology,more andmore
people are searching for information on the Internet. In 2013,
the number of Internet users of the whole world reached 2.92
billion [1]. Now, people not only read the news and search
for information on the Internet but also do business with
others. Not surprisingly, e-commerce has grown rapidly in
recent decades. As the founder and CEO of China’s most
famous e-commerce company Alibaba, Jack Ma was ranked
as the second richest man in China in 2014. Many famous
Internet companies launched electronic auction products
several years ago such as Yahoo! and eBay. On these websites,
users can play the role of not only auctioneer but also
bidder after they register their accounts successfully.They can
participate in the auction anytime and anywhere when their
devices have access to the Internet.

Auctions can be classified into many types [2]. According
to numbers of sellers and buyers, auctions can be classified
as forward auctions and reverse auctions; according to the
determinant of the winner, auctions can be classified as
single attribute auctions and multiattribute auctions; and
according to whether the bidding price is made open, we can

classify auctions as sealed-bid auctions and open auctions.
The sealed-bid auctions can be subdivided into sealed-bid
first-price auctions and sealed-bid second-price auctions. In
the first mode, all bidders submit their sealed bids to the
auctioneer of an auction at the same time, and the auctioneer
or arbiter of the auction secretly calculates the highest price.
After that, the auctioneer or arbiter announces the winner as
the owner with the highest price bid. In a sealed-bid second-
price auction (also called Vickrey auction), the highest price
bidder wins the auction but only needs to pay the second
highest price. The designer of the sealed-bid second price
auction thinks that everyone will submit their bidding price
rationally in this mode; however, this method confronts
a lot of problems in practice, such as bidder collusion.
Open auctions can be further classified into English auctions
and Dutch auctions. In an English auction, the auctioneer
changes the current price dynamically, with the bidding price
increasing.This means that, if one bidder’s bid price is higher
than the current price, then the auctioneer uses this price
as the new current price and waits for someone to offer a
higher price than the current price. If someone submits a
higher price, the current price is changed simultaneously; if
no one offers a higher price when the auction is closed, the
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owner of the current price bid wins the auction. A Dutch
auction is bidding process contrary to the English auction.
In a Dutch auction, the auctioneer decreases the current
price until one bidder can afford it and is the winner of the
auction.

A lot of problems arise when we introduce the auction
process in reality on the Internet. An important issue is the
information security of the system. As an Internet product
is connected with money and goods, users are concerned
with the safety of the online auction. Many researchers have
proposed their protocols to solve security problems in auc-
tion systems. In 1999, based onmillionaires’ problem, Cachin
[3] proposed a private bidding and auction scheme with an
oblivious third party. In 2000, Nguyen and Traoré [4] used
a group signature to protect bidders’ anonymity. However,
the huge computational cost and the special authority of
group managers still cannot be resolved. In 2001, Omote
and Miyaji [5] applied a bulletin board to overcome these
problems, but their scheme does not publish the winner’s
information at the end. In 2003, C.-C. Chang and Y.-F. Chang
[6] proposed an anonymous English auction protocol to
ensure that bidders can bid arbitrarily. In 2005, Jiang et al. [7]
considered that the scheme in [6] cannot protect againstman-
in-the-middle attacks. In 2006, Y.-F. Chang and C.-C. Chang
[8] proposed another anonymous auction scheme to resolve
the problem in [6]. In 2005, Suzuki and Yokoo proposed
safety problem in the multiattribute auction systems [9]. In
2007, Shih et al. proposed a privacy preserving multi-item
auction mechanism with a shared key chain [10]. In 2008,
Parkes et al. used a homomorphic cryptograph to achieve bid
privacy in multi-item auction [11]. In 2009, Xiong et al. [12]
proposed an anonymous auction scheme based on the ring
signature. However, like the group signature-based protocol
in [4], huge computational cost is an essential problem
that should be resolved. In 2012, Xiong et al. [13] proposed
another protocol based on revocable ring signature to solve
the problem of high computational cost in [12] and added a
dispute section.

In 2013, Chang et al. [14] pointed out that [13] is vulnerable
to denial of service attacks and designed an ECC-based
protocol which provides a secure on-shelf phase. Unfortu-
nately, we found that Chang et al.’s proposal [14] does not
provide unlinkability. In [14], users’ privacy can be leaked
by monitoring the communication of system and linking the
captured information. Although some important data such as
public key and certificate are encrypted before transmission,
unencrypted messages such as on-shelf information can link
different packets together. For example, in the on-shelf phase,
although attackers cannot calculate the true public key of the
auctioneer using an encrypted message transmitted from the
auctioneer and the published anonymous public key on web-
site, attackers still can link transmitted packets and website
information together through on-shelf information. This is
because the on-shelf information is transmitted in plaintext.
On the other hand, bidders’ privacy is in more serious danger
during the bidding phase. At the end of the bidding phase, the
agent center (AC) publishes the information with the bidder’s
true public key on its website. Attackers can link this public
key with a certain IP address and knowwhat the user bids on.

User Bidder

Auctioneer

Sell old 
clothes!

I want to buy 
new clothes!

Registration
phase

On-shelf

Bidding 
request

Receipt

I know 
what 
she 

likes!

Figure 1: Privacy problem in electronic auction system.

Then, attackers can trace this public key owner’s transaction
history.

Until now,many researchers have stressed the importance
of privacy preservation in online auctions [15–17]. Hence,
in order to overcome the privacy problem in [14], in this
paper, we provide a new English auction system with privacy
preservation.The overview of the auction system architecture
is shown in Figure 1. Using the same system mode with
Chang et al.’s proposal [14], our system has 5 phases: the
registration phase, on-shelf phase, bidding phase, product-
claim phase, and dispute phase. We utilize a trusted third
party as the AC of our system, a well-meaning role that will
not initiate attacks. However, the safety of the AC’s database
cannot be completely guaranteed. We do not consider the
case of hackers controlling the AC, but hackers may get
access to read data in the AC. The only data we consider
to be completely safe is the private key of AC. Besides this,
any leaked data cannot do serious harm to the safety of the
whole system. In addition, we built our protocol on Elliptic
Curve Cryptosystem. According to the analysis in Section 8,
our proposal has an efficiency advantage over the original
proposal. In our scheme, messages transmitted between any
two entities are encrypted with a symmetrical encryption
algorithm such as AES. By utilizing this method, monitors
cannot link different messages together. Security analysis
shows that our proposal provides more security properties
than the original one.

The rest of this paper is organized as follows. In Section 2,
we introduce the Elliptic Curve Cryptosystem and ECDLP
(elliptic curve discrete logarithm problem). Subsequently, we
briefly review Chang et al.’s auction protocol [14] in Section 3.
In Section 4, we talk about network model, adversary model,
and properties that an auction mechanism needed. We
describe our proposal in detail and use BAN logic to analyze
authentication accuracy of on-shelf phase and bidding phase
in Sections 5 and 6, respectively. In Sections 7 and 8, we
compare the security and efficiency of our protocol with
related schemes.
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2. Preliminaries

In this part, we introduce some basic ideas of Elliptic Curve
Cryptosystem including the definition of elliptic curve, basic
operations on the Elliptic Curve, and ECDLP on ECC that
can be used to construct cryptographic algorithms.

2.1. Elliptic Curve Cryptosystem. Elliptic CurveCryptosystem
(ECC) is an asymmetrical cryptosystem. Itwas independently
proposed by Miller [19] and Koblitz [20] in 1985 and 1987.
Compared to RSA, ECC can achieve the same security
requirementwith a shorter key-length [21]. Hence, it has been
widely used in many cryptographic schemes recently.

An elliptic curve [22, 23] is defined over a finite field 𝐹𝑝

by equation 𝐸𝑝(𝑎, 𝑏) : 𝑦
2
= 𝑥
3
+ 𝑎𝑥 + 𝑏, where 𝑝 is a large

prime and 4𝑎
3
+ 27𝑏

2
̸= 0 mod 𝑝. The points on this elliptic

curve form a cyclic group. Addition in this group is defined as
if points 𝑃,𝑄, 𝑅 ∈ 𝐸𝑝(𝑎, 𝑏) on one line, and then 𝑃 + 𝑄 + 𝑅 =

𝑂 (𝑂 is infinite point). Given an integer 𝑠 ∈ 𝐹
∗

𝑝
and a point

𝑃 ∈ 𝐸𝑝(𝑎, 𝑏), the multiplication operation 𝑠 ⋅ 𝑃 over 𝐸𝑝(𝑎, 𝑏)
is defined as 𝑃+𝑃+⋅ ⋅ ⋅+𝑃 in 𝑠 times. If 𝑃 is symmetrical with
𝑃
 on the 𝑥-axis, then 𝑃 + 𝑃


= 𝑂. Furthermore, point 𝑃 is a

base point with an order 𝑛 if and only if 𝑛 ⋅ 𝑃 = 𝑂.

2.2. ECDLP. Every cryptosystem has its own difficult prob-
lem, such as the integer factorization used in RSA. The
most important difficult problem in ECC is the elliptic curve
discrete logarithm problem (ECDLP) [24]. Based on ECDLP,
we can develop many other difficult problems, such as
the computational Diffie-Hellman problem (CDLP) and the
elliptic curve factorization problem (ECFP). In our scheme,
we will use ECDLP.

Definition 1 (elliptic curve discrete logarithm problem
(ECDLP)). Given two points 𝑃 and𝑄 over 𝐸𝑝(𝑎, 𝑏), it is very
hard to find an integer 𝑠 ∈ 𝐹

∗

𝑝
such that 𝑄 = 𝑠𝑃.

3. Related Work

In this part, we describe Chang et al.’s proposal [14] briefly
and analyze the security and privacy preserving in it.

Chang et al.’s protocol includes five phases: registration
phase, on-shelf phase, bidding phase, product claiming phase,
and dispute phase. A new user should register to an agent
center (AC) and AC will issue a certificate for him/her such
that he/she can play the role of both auctioneer and bidder. If
a registered user wants to initiate an auction, he/she should
send some basic information about auction (i.e., product
identity, basic price of the auction, and deadline) toAC via the
on-shelf phase. Upon checking the legality of user’s identity
and the information of the new auction, AC publishes an
advertisement on its website (BBAC) such that anyone can
read it after the auction has started. If someone wants to bid
for the product of this auction via the bidding phase, he/she
can send bidding information to AC. After AC checked the
legality of bidder’s identity and the bidding price is higher
than current price, AC should change the value of current
price to the bidding price and publish the bidder’s public key
and bidding price on BBAC; else,AC ignores this bid andwaits

for new bid. After the auction deadline, AC selects the bidder
with highest price as the winner, sends a receipt to the winner,
and publishes final result on BBAC such that anyone can read
and verify it. After getting the receipt, the winner can claim
the product from the auctioneer by showing the receipt via
the product claiming phase. Then, the auctioneer can verify
the correctness of this receipt and send the product to the
user. With regard to the dispute phase, if a user takes action
illegally, the user trading with him/her can submit dispute
information toAC and wait for the arbitration ofAC. If illegal
action existed,AC can trace the identity ofmalicious user and
punish him/her.

The notations used in Chang et al.’s protocol are as follows
and the details of their protocol are described in the following
except of the dispute phase:

𝐴𝐶: a trusted agent center.

𝐵𝑍: a Bidder 𝑍.

𝐴𝑍: an auctioneer 𝑍.

𝐼𝐷𝑍: the identity of 𝑍.

𝑆𝐾𝐴𝐶: 𝐴𝐶’s private key.

𝑃𝐾𝑍: 𝑍’s public key.

𝑃𝑊𝑍: 𝑍’s password.

𝐶𝐸𝑅𝑇𝑍: the certificate of 𝑃𝐾𝑍 signed by AC.

𝐵𝐵𝐴𝐶: the Bulletin board of AC.

𝑃: the base point of ECC group over a finite field 𝐹𝑝

with order 𝑝, where 𝑝 is a large prime.

(⋅)𝑥: an operation using 𝑥-coordinate in ECC.

(⋅)𝑦: an operation using 𝑦-coordinate in ECC.

𝐸𝑘[⋅]/𝐷𝑘[⋅]:AES-based encryption/decryption with
key 𝑘.

𝑓(⋅): a secure one-way hash function.

3.1. Registration Phase. If a user wants to play the role of an
auctioneer or a bidder in the auction, he/she should register
an account at AC by the following steps.

(1) User chooses 𝐼𝐷𝑢, 𝑃𝑊𝑢 ∈ 𝑍
∗

𝑝
and a random number

𝑟𝑢 ∈ 𝑍
∗

𝑝
, and computes his/her public key 𝑃𝐾𝑢 =

𝑃𝑊𝑢 ⋅ 𝑃 mod 𝑝. Then, the user calculates 𝑅0 = 𝑟𝑢 ⋅

𝑃 mod 𝑝, 𝑅1 = 𝐼𝐷𝑢 + (𝑟𝑢 ⋅ 𝑃𝐾𝐴𝐶)𝑥 mod 𝑝, and 𝑅2 =

𝑃𝐾𝑢 + 𝑟𝑢 ⋅ 𝑃𝐾𝐴𝐶 mod 𝑝 and sends (𝑅0, 𝑅1, 𝑅2) to AC.

(2) AC retrieves user’s identity 𝐼𝐷𝑢 = 𝑅1 − (𝑆𝐾𝐴𝐶 ⋅

𝑅0)𝑥 mod 𝑝 and public key 𝑃𝐾𝑢 = 𝑅2 − 𝑆𝐾𝐴𝐶 ⋅

𝑅0mod𝑝. Subsequently, AC chooses a random num-
ber 𝑟𝐴𝐶 ∈ 𝑍

∗

𝑞
calculates 𝑅



0
= 𝑟𝐴𝐶 ⋅ 𝑃 mod 𝑝 and

𝐶𝐸𝑅𝑇𝑢 = 𝑟𝐴𝐶 + (𝑃𝐾𝑢)𝑥 ⋅ 𝑆𝐾𝐴𝐶 ⋅ 𝐼𝐷𝑢 mod 𝑝, and
sends them to the user. User checks the correctness
of equation 𝐶𝐸𝑅𝑇𝑢 ⋅ 𝑃 − 𝑅



0
? ≡ (𝑃𝐾𝑢)𝑥 ⋅ 𝐼𝐷𝑢 ⋅ 𝑃𝐾𝐴𝐶

(mod𝑝) to verify the validation of this certificate. If
valid, then user stores it with 𝑅



0
.
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3.2. On-Shelf Phase. If a registered user wants to host an
auction, then he/she becomes an auctioneer𝐴𝑗 and performs
the following.

(1) 𝐴𝑗 chooses a random number 𝑟1 ∈ 𝑍
∗

𝑝
and a nonce

𝑛1 ∈ 𝑍
∗

𝑝
and calculates 𝑂0 = 𝑟1 ⋅ 𝑃mod𝑝, 𝑂1 =

(𝑃𝐾𝐴𝑗
+ 𝑟1 ⋅ 𝑃𝐾𝐴𝐶) mod 𝑝, 𝐾𝑎𝑎 = (𝑃𝑊𝐴𝑗

⋅ 𝑃𝐾𝐴𝐶 ⋅

𝑛1)𝑥 mod 𝑝, and𝑂2 = 𝐸𝐾𝑎𝑎
(𝑅


0
‖ 𝐶𝐸𝑅𝑇𝐴𝑗

).𝐴𝑗 gener-
ates auction information 𝐴𝐼 = (𝑝𝑖𝑑𝑘 ‖ 𝐵𝑎𝑠𝑖𝑐𝑃𝑟𝑖𝑐𝑒 ‖

𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒), that is, the identity of a product, basic
price of this auction, and the deadline of this auction.
Finally,𝐴𝑗 computes Sig = (𝑟1+𝐴𝐼⋅𝑃𝑊𝐴𝑗

⋅𝑛1) mod 𝑝

and sends (𝐼𝐷𝐴𝑗 , 𝑛1, 𝑂0, 𝑂1, 𝑂2, 𝐴𝐼, Sig) to AC.
(2) AC retrieves 𝐴𝑗’s public key 𝑃𝐾𝐴𝑗

= 𝑂1 − 𝑆𝐾𝐴𝐶 ⋅

𝑂0. Then, AC computes the symmetrical key shared
with 𝐴𝑗 : 𝐾𝑎𝑎 = (𝑆𝐾𝐴𝐶 ⋅ 𝑃𝐾𝐴𝑗

⋅ 𝑛1)𝑥 mod 𝑝. AC
can decrypt O2 with 𝐾𝑎𝑎 to extract 𝐴𝑗’s certificate.
AC should check the correctness of the certificate by
verifying if equation 𝐶𝐸𝑅𝑇𝐴𝑗

⋅ 𝑃 − 𝑅


0
≡ (𝑃𝐾𝐴𝑗

)𝑥 ⋅

𝐼𝐷𝐴𝑗
⋅ 𝑃𝐾𝐴𝐶(mod 𝑝) holds and the integrity of𝐴𝐼 by

verifying if equation Sig ⋅ 𝑃 −𝑂0 ≡ 𝑃𝐾


𝐴𝑗
⋅ 𝐴𝐼(mod 𝑝)

holds where 𝑃𝐾


𝐴𝑗
= 𝑛1 ⋅ 𝑃𝐾𝐴𝑗

mod 𝑝. If both are
valid, AC generates a unique gid for 𝐴𝑗’s product. AC
then computes a verifier 𝑉 = ℎ(gid ‖ 𝐾𝑎𝑎) and sends
(𝑉, gid) to 𝐴𝑗.

(3) After 𝐴𝑗 received message from AC, he/she com-
putes and checks if 𝑉 = ℎ(gid ‖ 𝐾𝑎𝑎). If the
equation holds, 𝐴𝑗 responds Approval message to
AC. Upon receiving Approval from 𝐴𝑗, AC publishes
(gid, 𝐼𝐷𝐴𝑗 , 𝐴𝐼, 𝑂0, 𝑃𝐾



𝐴𝑗
, Sig, 𝑁1) on 𝐵𝐵𝐴𝐶 and any-

one can verify this message by checking equation
Sig𝑃 − 𝑂0 ≡ 𝑃𝐾



𝐴𝑗
⋅ 𝐴𝐼(mod 𝑝).

3.3. Bidding Phase. If someone is interested in this auction,
he/she could play the role of a bidder 𝐵𝑖 and send bidding
message to AC by the following.

(1) 𝐵𝑖 chooses a random number 𝑟2 ∈ 𝑍
∗

𝑞
and computes

𝐷0= 𝑟2⋅𝑃mod𝑝,𝐷1 = (𝑃𝐾𝐵𝑖
+𝑟2⋅𝑃𝐾𝐴𝐶 mod 𝑝,𝐾𝑏𝑎 =

(𝑃𝑊𝐵𝑖
⋅ 𝑃𝐾𝐴𝐶 ⋅ (𝐷0)𝑦)𝑥 mod 𝑝, and 𝐷2 = 𝐸𝐾𝑏𝑎

(𝑅


0
‖

𝐶𝐸𝑅𝑇𝐵𝑖
‖ 𝐼𝐷𝐵𝑖

). 𝐵𝑖 generates bidding message 𝐵𝑀 =

(gid ‖ 𝑝𝑟𝑖𝑐𝑒) and signs it as BSigBi
= (𝑟2 + 𝐵𝑀 ⋅

𝑃𝑊𝐵𝑖
) mod 𝑝. 𝐵𝑖 sends (𝐷0, 𝐷1, 𝐷2, 𝐵𝑀, 𝐵Sig

𝐵𝑖
) to

AC.
(2) Upon receiving these messages, AC retrieves

𝐵𝑖’s public key 𝑃𝐾𝐵𝑖
= 𝐷1 − 𝐷0 ⋅ 𝑆𝐾𝐴𝐶 mod 𝑝

and computes 𝐾𝑏𝑎 = (𝑆𝐾𝐴𝐶 ⋅ 𝑃𝐾𝐵𝑖
⋅ (𝐷0)𝑦)𝑥.

Then, AC decrypts 𝐷2 using 𝐾𝑏𝑎 to extract
𝐵𝑖’s certificate. AC can verify the correctness of
𝐶𝐸𝑅𝑇𝐵𝑖

by checking equation 𝐶𝐸𝑅𝑇𝐵𝑖
⋅ 𝑃 − 𝑅



0
? ≡

(𝑃𝐾𝐵𝑖
)𝑥 ⋅ 𝐼𝐷𝐵𝑖

⋅ 𝑃𝐾𝐴𝐶(mod𝑝). If it is valid, AC
checks the correctness of BM by checking equation
BSigBi

⋅ 𝑃 − 𝐷0? ≡ 𝑃𝐾𝐵𝑖
⋅ 𝐵𝑀(mod𝑝). If it

is valid too, AC further checks Deadline and
BasicPrice of the auction by using gid to search

the corresponding information on its website. If
the auction has closed or the price is not larger
than BasicPrice, AC rejects this bid; otherwise, AC
generates a unique transaction identity tid for Bi
and chooses a random number 𝑟3 ∈ 𝑍

∗

𝑞
. AC then

computes 𝐷3 = 𝑟3 ⋅ 𝑃 mod 𝑝, 𝐵𝑀 = (𝑡𝑖𝑑 ‖ 𝐵𝑀),
𝑅𝑒𝑐 = 𝑟3 + (𝐵𝑀


⋅ 𝑆𝐾𝐴𝐶)𝑥 mod 𝑝, and 𝐷4 =

𝐸𝐾𝑏𝑎
(𝑡𝑖𝑑 ‖ 𝐷3 ‖ 𝑅𝑒𝑐). Finally, AC updates BasicPrice

= price, publishes (𝑡𝑖𝑑, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒) on 𝐵𝐵𝐴𝐶,
stores (𝑡𝑖𝑑, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒, 𝐷0, 𝐵𝑀,BSigBi

, 𝑃𝐾𝐵𝑖
, 𝐷2) in

database, and sends𝐷4 to bidder.
(3) After 𝐵𝑖 received the message from AC, 𝐵𝑖 can extract

the transaction information (𝑡𝑖𝑑 ‖ 𝐷3 ‖ 𝑅𝑒𝑐) from
𝐷4. Then, 𝐵𝑖 checks the validation of receipt 𝑅𝑒𝑐 by
verifying 𝑅𝑒𝑐 ⋅ 𝑃 − 𝐷3? ≡ (𝑡𝑖𝑑 ‖ 𝐵𝑀) ⋅ 𝑃𝐾𝐴𝐶 mod 𝑝.
If the equation holds, 𝐵𝑖 stores 𝑅𝑒𝑐 and𝐷3.

(4) After deadline, AC sets the winner as the bidder
with the highest price. AC then publishes the win-
ner’s information on BBAC including several items
(𝑡𝑖𝑑, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒, 𝐷0, 𝑏𝑖𝑑,BSigBi

, 𝑃𝐾𝐵𝑖
, 𝐷2) such that

anyone can verify its validity by checking BSigBi
⋅ 𝑃 −

𝐷0? ≡ 𝑃𝐾𝐵𝑖
⋅ 𝐵𝑀(mod𝑝).

3.4. Product Claiming Phase. After the auction deadline, the
winner can claim the product from the auctioneer by showing
his/her receipt and performing the following steps. After the
auctioneer checked the correctness of receipt, the auctioneer
should send the product to the winner.

(1) 𝐵𝑖 selects a random number 𝑟𝑐 and a nonce 𝑛2 from
𝑍
∗

𝑞
, computes 𝐶0 = 𝑟𝑐 ⋅ 𝑃 mod 𝑝, 𝐶1 = (𝑅𝑒𝑐 + 𝑟𝑐 ⋅ 𝑛2 ⋅

𝑃𝐾


𝐴𝑗
) mod 𝑝, and 𝐶2 = (𝐷3 + 𝑟𝑐 ⋅ 𝑛2 ⋅ 𝑃𝐾



𝐴𝑗
) mod 𝑝,

and sends (𝑔𝑖𝑑, 𝐶1, 𝐶2, 𝐶0, 𝑛2) to 𝐴𝑗.
(2) Once receiving 𝐵𝑖’s claiming request, 𝐴𝑗 retrieves

𝑅𝑒𝑐 = (𝐶1 − (𝐶0 ⋅ 𝑛2 ⋅ 𝑛1 ⋅ 𝑃𝑊𝐴𝑗
)𝑥) mod 𝑝 and 𝐷3 =

(𝐶2 − 𝐶0 ⋅ 𝑛2 ⋅ 𝑛1 ⋅ 𝑃𝑊𝐴𝑗
) mod 𝑝. Then, 𝐴𝑗 verifies

𝑅𝑒𝑐 ⋅ 𝑃 − 𝐷3? ≡ (𝑡𝑖𝑑 ‖ gid ‖ 𝑝𝑟𝑖𝑐𝑒) ⋅ 𝑃𝐾𝐴𝐶 mod 𝑝.
If the verification holds,𝐴𝑗 is convinced that 𝐵𝑖 is the
actual winner and sends the product to 𝐵𝑖.

3.5. Security Defect of Chang et al.’s Protocol. According to our
analysis, we found that Chang et al.’s protocol meets most
of the security requirements of an auction protocol except
for unlinkability. In Chang et al.’s protocol, although some
important data such as users’ public keys and certificates are
encrypted before being transferred, unencrypted messages
such as the on-shelf information still can be linked together
with different packets. Figures 2 and 3 show the linkage
between transferred messages and published messages on
AC’s website. The solid border represents the message trans-
ferred on the Internet, and the dotted border represents the
message published on AC’s website.

From Figures 2 and 3, we can see that these messages can
be linked together through certain parameters. For example,
in the on-shelf phase (Figure 2), although attackers cannot
calculate the public key or certificate of an auctioneer𝐴𝑗 from
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Figure 2: Linkage of messages in on-shelf phase.
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Figure 3: Linkage of messages in bidding phase.

the encrypted message (solid border) based on the definition
of ECDLP and the security assumption of underlying AES
algorithms, attackers can still find the relevance of transferred
messages (solid message) and published messages (dotted
message) to analyze the specific user’s privacy. As shown in
Figure 2, we find that 𝐼𝐷𝐴𝑗 , 𝑛1, 𝐴𝐼, 𝑂0, and 𝑆𝑖𝑔 are linkable.
Obviously, an adversary can link the captured message on
the Internet with the published message if they have the
same parameters 𝐼𝐷𝐴𝑗

, 𝑛1, 𝐴𝐼, 𝑂0, and𝑆𝑖𝑔. Furthermore,
the adversary can decide that if these messages come from
the specific IP address. If so, the adversary obtained this IP
address owner’s identity 𝐼𝐷𝐴𝑗

.
On the other hand, as mentioned previously, bidders’

privacy is in more serious danger in the bidding phase. At the
end of the bidding phase, the AC publishes the information
with the winner’s true public key on AC’s website. As shown
in Figure 3, similar to Figure 2, attackers have the ability
to determine the IP addresses of captured messages on the
Internet and to link the specific transferred encrypted bidding
information with the published message (the winner’s infor-
mation). Consequently, attackers would find the relevance of
the winner’s public key and the specific IP address. If this user
continues to anticipate other auctions, his/her transaction
history will be traced. For example, an adversary used Sniffer
(a network tool to capture the packets transferred in local
network) to capture packets transferred in the local network
of his/her office environment and found that some packets
are transferred to the auction server (AC). After analyzing the
important parts of these packets and comparing them with
the messages published on AC’s website, the adversary can
know what the specific IP address owner had bidden for or
sold out. Obviously, the adversary can easily know who uses
the IP address in this office if he/she wishes.

According to the aforementioned analyses, we can see
that themain problem that results in privacy disclosure is that
some published data is transferred in plaintext before such
that an adversary can easily link them together. Hence, in
our proposal, we establish a shared symmetrical key between
each user and the AC to encrypt the message transferred

on the Internet to avoid linkability. By using symmetrical
encryptions and fewer ECC operations, our proposal can not
only improve the security but also reduce the system cost. In
the registration phase, we connect a user’s identity and the
corresponding symmetrical key so that the AC can compute
the shared symmetrical key easily with the user’s identity.
Besides, each user’s identity is encrypted with the AC’s public
key so it cannot be revealed without the knowledge of AC’s
private key. In our proposal, we fulfill the verifiability of all
messages published on the AC’s website; however, Chang et
al.’s proposal only partially achieved this feature.

4. System and Adversary Model

In this section, we describe the definitions of our network
model, adversary model, and requirements as follows before
introducing our proposed scheme.

4.1. Network Model. We consider a network composed of
an agent center (AC) and users. The AC is a trusted third
party that undertakes most tasks of system running, such as
user registration, generation of users’ certificates, and product
on-shelf. With regard to the application of the trusted third
party, it is widespread in e-commerce systems [25–28]. The
AC is also an arbiter of an auction and has the right to
determine who the winner is or punish the illegal user’s
identity. Hence, we think that the AC has large capability of
computation and storage.TheAC shouldmaintain a database
on itsmachine to store users’ data. Herein, we do not consider
this database to be completely secure. Hackers may have
methods to access it, but such actions will not destroy the
security of the whole system. Furthermore, the AC’s private
key should be kept in a trusted place such as a bank security
box.

On the other hand, users use their devices such as
computers or mobile devices to communicate with the AC
through the Internet. When a user wants to connect with the
AC, he/she should type in a password or insert a smart card
with a password into the machine. The client in the user’s
machine erases the password after the user goes offline.

4.2. Adversary Model. In this paper, we assume that an
adversary can launch a passive attack tomonitor the commu-
nication channel of the system.The adversary has knowledge
of the format of a packet, so he/she can analyze what
content is included in the packet. We also think that the
adversary has the ability to access the database stored in
the AC and can read the AC’s website as the other users.
In addition, some registered users may attack the system
jointly.

4.3. Security Requirements. In order to provide a secure
auction scheme, the following security properties are critical
[29].

Anonymity. User’s identification should be kept secret as the
system is running. No one can obtain the user’s identification
from messages transmitted or published.
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Easy Revocation. A user’s right should be easily and correctly
revoked in the auction system by the AC.

Fairness. All bidders should have the ability to verify
whether their bids have indeed been included in the
auction.

Nonrepudiation. Users including bidders and auctioneers
cannot deny the actions that have been taken before. For
example, if an auctioneer puts a product on-shelf, he/she
cannot deny that he/she did it and off-shelf this product
arbitrarily.

Onetime Registration. Any registered user can host or partic-
ipate in any auction without reregistration at the AC.

Traceability. If some illegal actions are taken such as a non-
paying bid (NPB), the AC should have the ability to identify
and publish the dishonest user’s true identity anytime.

Unforgeability.Noone can forge a validmessage or imperson-
ate any legal users to do illegal things.

Unlinkability. No one can link different messages together to
trace a specific user’s transaction history even if he/she does
not know the true identification of the user.

Verifiability. All winning bids and product information pub-
lished on a bulletin board should be publicly verifiable
without revealing the bidders’ identities.

5. Proposed Scheme

In this section, we propose a secure English auction system
with privacy preservation. Our proposal consists of six
phases: the system setup phase, registration phase, on-shelf
phase, bidding phase, product claiming phase, and dispute
phase. There are two kinds of participants in this system: the
AC and the users. In the system setup phase, the AC inputs a
security parameter and generates a set of system parameters.
The AC then requests a certificate from an acknowledged
certificate authority and publishes these data on its website.
Anyone can get these data from the AC’s website. If a new
user wants to register an account, he/she can connect with the
AC during the registration phase. After registration, the user
can either host or participate in an auction. If he/she wants to
host an auction, he/she can on-shelf his/her products in the
on-shelf phase; if he/she wants to bid for some on-shelved
products, he/she can send the bidding information to the
AC during the bidding phase. The AC should publish every
bidder’s bidding information except for the bidder’s identity
on its website such that anyone can read it. If a bidder wins
the auction, he/she will receive a receipt and a session key
shared with the auctioneer from the AC. Then, the winning
bidder can obtain his/her product from the auctioneer during
the product claiming phase. In our proposal, the AC has the
capability of tracing the whole transaction and identifying
the participants in an auction if necessary. If a dispute has
occurred, anyone participating in an auction can submit the
dispute request to the AC in the dispute phase. The notations

used in our proposal are as follows and the details of our
proposal are described in the following subsections:

𝐵𝑖: a bidder 𝑖.
𝐴𝑗: an auctioneer 𝑗.
AC: a trusted agent center.
𝜅: the system security parameter chosen by AC.
𝐹𝑞: finite filed of order 𝑞.
𝐸/𝐹𝑞: an elliptic curve based on 𝑞 order finite field.
𝐺𝑞: a cyclic group of the elliptic curve.
𝑃: the base point of ECC group.
(⋅)𝑥: an operation using 𝑥-coordinate in ECC.
𝑆𝐾𝐴𝐶: AC’s private key.
𝑃𝐾𝐴𝐶: AC’s public key.
𝐶𝑒𝑟𝑡𝐴𝐶: the certificate of 𝑃𝐾𝐴𝐶 signed by the certifi-
cate authority.
𝑖𝑑𝑈: the identity of a user 𝑈.
𝑝𝑤𝑈: 𝑈’s password.
𝑁𝑛: a nonce.
𝑃𝑈: 𝑈’s partial key used for computing symmetrical
key shared with AC.
𝐾𝐴𝑈: the symmetrical key of AC and a user.
𝐾𝐴𝐵: the symmetrical key of AC and a bidder.
𝐾𝐴𝐴: the symmetrical key of AC and an auctioneer.
𝐸𝐾(⋅): an AES-based encryption with key 𝐾.
𝐷𝐾(⋅): an AES-based decryption with key 𝐾.
𝐻(⋅): a secure one-way hash function.
𝐵𝐵𝐴𝐶: the bulletin board of AC.

5.1. System Setup Phase. Before the system is running, the
AC chooses 𝑆𝐾𝐴𝐶∈𝑅𝑍

∗

𝑞
as the private key. The AC then

inputs a security parameter 𝜅 ∈ 𝑍
∗

𝑞
and generates a set of

system parameters Ω = {𝐹𝑞, 𝐸/𝐹𝑞, 𝐺𝑞, 𝑃, 𝑃𝐾𝐴𝐶, 𝐶𝑒𝑟𝑡𝐴𝐶, 𝐻(⋅)}

through the steps below:

(1) Choose a 𝜅-bit prime 𝑞.
(2) Determine the tuple {𝐹𝑞, 𝐸/𝐹𝑞, 𝐺𝑞, 𝑃}; 𝐹𝑞 is a finite

filed modular 𝑞, 𝐸/𝐹𝑞 is an elliptic curve defined over
𝐹𝑞, 𝐺𝑞 is a cyclic group defined over 𝐹𝑞, and 𝑃 is the
generator of 𝐺𝑞.

(3) Compute theAC’s public key𝑃𝐾𝐴𝐶 = 𝑆𝐾𝐴𝐶⋅𝑃 mod 𝑞.
(4) Choose a cryptographic hash function𝐻(⋅).
(5) Request a certificate 𝐶𝑒𝑟𝑡𝐴𝐶 of 𝑃𝐾𝐴𝐶 from the certifi-

cate authority.

Then, the 𝐴𝐶 publishes Ω on its online 𝐵𝐵𝐴𝐶 and keeps
𝑆𝐾𝐴𝐶 secret.
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5.2. Registration Phase. If a user wants to host or participate
in an auction, he/she must perform the following steps to
register an account at the 𝐴𝐶.

(1) The user obtains system parameters on 𝐵𝐵𝐴𝐶 and
checks the validation of theAC’s public key by𝐶𝑒𝑟𝑡𝐴𝐶.
If 𝑃𝐾𝐴𝐶 is invalid, he/she terminates the subsequent
operations; otherwise, he/she chooses his/her pass-
word 𝑝𝑤

𝑈
∈ 𝑍
∗

𝑞
and identity 𝑖𝑑𝑈 ∈ 𝑍

∗

𝑞
and generates

a random number 𝑟0 and a nonce 𝑁1. Afterwards,
he/she computes 𝑅0 = 𝑟0 ⋅ 𝑃 mod 𝑞, 𝑃𝑈 = 𝑝𝑤

𝑈
⋅

𝑃 mod 𝑞, 𝐶 = (𝑟0 ⋅ 𝑃𝐾𝐴𝐶 + 𝑃𝑈) mod 𝑞, and 𝐶0 =

((𝑟0 ⋅𝑃𝐾𝐴𝐶)𝑥+𝑀) mod 𝑞 and sends (𝐶, 𝐶0, 𝑅0) to𝐴𝐶,
where𝑀 = (𝑖𝑑𝑈, 𝑁1).

(2) Upon the receipt of the message sent from the user,
the AC can extract 𝑃𝑈 and 𝑀 by computing 𝑃𝑈 =

𝐶 − 𝑆𝐾𝐴𝐶 ⋅ 𝑅0 mod 𝑞 and = (𝑖𝑑𝑈, 𝑁1) = 𝐶0 −

(𝑆𝐾𝐴𝐶 ⋅𝑅0)𝑥 mod 𝑞.TheAC then checks the freshness
of 𝑁1. If 𝑁1 is valid, the 𝐴𝐶 chooses a nonce 𝑁2 and
computes 𝑅𝐸𝑆𝑃𝑂𝑁𝑆𝐸 = ((𝑠𝑢𝑐𝑐𝑒𝑠𝑠,𝑁2) + (𝑆𝐾𝐴𝐶 ⋅

𝑃𝑈)𝑥) mod 𝑞. The AC then sends RESPONSE to the
user and stores (𝑖𝑑𝑈, V𝑈) in its database, where V𝑈 =

𝑃𝑈 ⊕ 𝐻(𝑆𝐾𝐴𝐶).
(3) After receiving RESPONSE, the user retrieves

(𝑠𝑢𝑐𝑐𝑒𝑠𝑠,𝑁2) = (𝑅𝐸𝑆𝑃𝑂𝑁𝑆𝐸 − (𝑃𝐾𝐴𝐶 ⋅ 𝑝𝑤𝑈)𝑥
) mod

𝑞 and checks if success is contained in it. If so, the
user checks the freshness of 𝑁2. If both are valid, the
user ascertains that he/she has registered successfully
and then can either host or participate in an auction.

Note that each registered user has a partial key𝑃𝑈 and can
share a key 𝐾𝐴𝑈 ≡ (𝑝𝑤

𝑈
⋅ 𝑃𝐾𝐴𝐶)𝑥 ≡ (𝑆𝐾𝐴𝐶 ⋅ 𝑃𝑈)𝑥(mod𝑞)

with the AC. For convenience, in the following, we use 𝐾𝐴𝐴

to imply the key shared between the AC and a user who plays
as an auctioneer 𝐴𝑗, and 𝐴𝑗’s partial key is 𝑃𝐴𝑗

. In contrast,
the keys of a user who plays as a bidder 𝐵𝑖 are𝐾𝐴𝐵 and 𝑃𝐵𝑖

.

5.3. On-Shelf Phase. If a registered user wants to host an
auction to sell some products, he/she becomes an auctioneer
𝐴𝑗 and performs the following steps.

(1) 𝐴𝑗 generates on-shelf information 𝛾 = (𝐼𝐷product ‖

𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒 ‖ 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒) firstly, where 𝐼𝐷product refers
to the identity of a product, 𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒 indicates the
basic price of this auction (every bidder’s bidding
price should not be less than this value), andDeadline
represents the deadline of this auction. Then, 𝐴𝑗

computes 𝐾𝐴𝐴 = (𝑝𝑤𝐴𝑗
⋅ 𝑃𝐾𝐴𝐶)𝑥 mod 𝑞. After that,

𝐴𝑗 randomly chooses a nonce 𝑁3 and calculates 𝑒1 =
𝐸𝐾𝐴𝐴

(𝛾,𝑁3, 𝑖𝑑𝐴𝑗
), ℎ1 = 𝐻(𝑒1, 𝐾𝐴𝐴), 𝐶1 = (ℎ1 ⋅

𝑃𝐾𝐴𝐶)𝑥 + 𝑖𝑑𝐴𝑗
mod 𝑞, and 𝑅1 = ℎ1 ⋅ 𝑃 mod 𝑞. Then,

𝐴𝑗 sends (𝐶1, 𝑅1, 𝑒1) to the 𝐴𝐶.
(2) The 𝐴𝐶 retrieves 𝑖𝑑𝐴𝑗 from 𝐶1 by computing 𝑖𝑑𝐴𝑗

=

𝐶1 − (𝑅1 ⋅ 𝑆𝐾𝐴𝐶)𝑥 mod 𝑞. Then, the 𝐴𝐶 searches its
database to extract the corresponding 𝑃𝐴𝑗

(𝑃𝐴𝑗 =

𝐻(𝑆𝐾𝐴𝐶) ⊕ V𝐴𝑗) of 𝑖𝑑𝐴𝑗
and calculates 𝐾𝐴𝐴 =

(𝑆𝐾𝐴𝐶 ⋅ 𝑃𝐴𝑗
)𝑥 mod 𝑞. The AC extracts (𝛾,𝑁3, 𝑖𝑑𝐴𝑗

)

by decrypting operation 𝐷𝐾𝐴𝐴
(𝑒1). The AC checks

whether the identity 𝑖𝑑𝐴𝑗
in 𝑒1 is equal to that

retrieved from 𝐶1. If they are not equal, the AC may
confront a replay attack, and theAC should terminate
sequent operations immediately; otherwise, the AC
checks the freshness of 𝑁3. If both are valid, the AC
generates a unique on-shelf identity 𝐼𝐷on-shelf for 𝐴𝑗

and sends 𝐸𝐾𝐴𝐴
(𝐼𝐷on-shelf, 𝑖𝑑𝐴𝑗 , 𝑁4) to 𝐴𝑗, where 𝑁4

is a nonce.
(3) After receiving themessage from the𝐴𝐶,𝐴𝑗 retrieves

(𝐼𝐷on-shelf, 𝑖𝑑𝐴𝑗 , 𝑁4) by decryption with key 𝐾𝐴𝐴. 𝐴𝑗
checks the integrity of the message by checking if
a correct 𝑖𝑑𝐴𝑗

is in it and checks the freshness of
this message by checking 𝑁4. If both are valid, the
auctioneer then sends APPROVAL to AC.

(4) Upon receivingAPPROVAL from𝐴𝑗, theAC chooses
a random number 𝑟1∈𝑅𝑍

∗

𝑞
and computes 𝑅2 = 𝑟1 ⋅

𝑃 mod 𝑞 and 𝑆1 = 𝑟
−1

1
⋅ (𝑀1 − 𝑆𝐾𝐴𝐶 ⋅ (𝑅2)𝑥) mod 𝑞,

where 𝑀1 = (𝛾, 𝐼𝐷on-shelf, 𝑖𝑑𝐴𝑗). Waiting 𝜏 minutes
(𝜏∈𝑅(0, 𝑡)), the AC publishes (𝑀1, 𝑅2, 𝑆1) on 𝐵𝐵𝐴𝐶.
Once the AC publishes the on-shelf information, the
auction has been held, and anyone can verify the
validation of the auction information by checking the
correctness of equation 𝑆1 ⋅ 𝑅2 + (𝑅2)𝑥 ⋅ 𝑃𝐾𝐴𝐶? ≡

𝑀1 ⋅ 𝑃 mod 𝑞.

5.4. Bidding Phase. If a bidder 𝐵𝑖 wants to bid for an on-
shelved product, he/she should send the bidding information
to the AC, including the corresponding identity 𝐼𝐷on-shelf of
the product and a bidding price 𝑝𝑟𝑖𝑐𝑒. We denote (𝐼𝐷on-shelf ‖
𝑝𝑟𝑖𝑐𝑒) as 𝜂 here.

(1) 𝐵𝑖 computes 𝐾𝐴𝐵 = 𝑝𝑤𝐵𝑖
⋅ 𝑃𝐾𝐴𝐶 mod 𝑞 firstly. Then,

𝐵𝑖 computes 𝑒2 = 𝐸𝐾𝐴𝐵
(𝜂,𝑁5, 𝑖𝑑𝐵𝑖

), ℎ2 = 𝐻(𝑒2, 𝐾𝐴𝐵),
𝐶2 = ((ℎ2 ⋅ 𝑃𝐾𝐴𝐶)𝑥 + 𝑖𝑑𝐵𝑖

) mod 𝑞, and 𝑅3 =

ℎ2 ⋅ 𝑃mod 𝑞, where 𝑁5 is a nonce. Then, 𝐵𝑖 sends
(𝐶2, 𝑅3, 𝑒2) to the AC.

(2) After receiving the bid sent from 𝐵𝑖, the AC can
retrieve 𝑖𝑑𝐵𝑖

from 𝐶2 by computing 𝑖𝑑𝐵𝑖
= 𝐶2 − (𝑅3 ⋅

𝑆𝐾𝐴𝐶)𝑥 mod 𝑞. Then, the AC searches the 𝑖𝑑𝐵𝑖
in the

database. If the 𝑖𝑑𝐵𝑖
does not exist, the AC terminates

the sequent operation; otherwise, theAC retrieves the
corresponding 𝑃𝐵𝑖

by computing 𝑃𝐵𝑖
= 𝐻(𝑆𝐾𝐴𝐶)⊕V𝐵𝑖

and computes the symmetrical key shared with 𝐵𝑖 as
𝐾𝐴𝐵 = 𝑆𝐾𝐴𝐶 ⋅ 𝑃𝐵𝑖

mod 𝑞. The AC decrypts 𝑒2 with
𝐾𝐴𝐵 to extract (𝜂,𝑁5, 𝑖𝑑𝐵𝑖

). The AC can check the
integrity of this bid by seeing if 𝑖𝑑𝐵𝑖 is equal to the one
retrieved from 𝐶2. If they are not equal, the AC may
confront a replay attack, and theAC should terminate
the sequent operations; otherwise, the AC checks the
freshness of𝑁5. If both are valid, theAC uses 𝐼𝐷on-shelf
in 𝜂 to search the corresponding auction information
in 𝐵𝐵𝐴𝐶.

(3) After finding the corresponding auction, the AC
compares 𝑝𝑟𝑖𝑐𝑒 in 𝜂 with 𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒 of the auction.
If 𝑝𝑟𝑖𝑐𝑒 is not larger than 𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒, the AC ignores
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this bid and returns to the waiting state; otherwise,
the AC updates 𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒 = 𝑝𝑟𝑖𝑐𝑒 and gener-
ates a unique identity 𝐼𝐷trans for this transaction.
Then, the AC generates a nonce 𝑁6 and computes
𝑘𝑑𝑖𝑠 = 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) and 𝑑𝑖𝑠 = 𝐸𝑘𝑑𝑖𝑠

(𝐶2, 𝑅3).
Let (𝐼𝐷trans, 𝑑𝑎𝑡𝑒, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑖𝑠,𝑁6) be 𝑀2; the AC then
generates 𝑟2∈𝑅𝑍

∗

𝑞
and computes 𝑅4 = 𝑟2 ⋅ 𝑃 mod 𝑞

and 𝑆2 = 𝑟
−1

2
⋅ (𝑀2 − 𝑆𝐾𝐴𝐶 ⋅ (𝑅4)𝑥) mod 𝑞. Waiting 𝜏

minutes, 𝜏∈𝑅(0, 𝑡), the AC publishes (𝑀2, 𝑅4, 𝑆2) on
𝐵𝐵𝐴𝐶 such that anyone can verify it by checking if
equation 𝑆2 ⋅ 𝑅4 + (𝑅4)𝑥 ⋅ 𝑃𝐾𝐴𝐶 ≡ 𝑀2 ⋅ 𝑃 mod 𝑞 holds.

(4) The AC then finds out the corresponding 𝑃𝐴𝑗
of

the auctioneer’s 𝑖𝑑𝐴𝑗
of this auction in the database.

The AC computes the symmetrical key shared with
𝐴𝑗 : 𝐾𝐴𝐴 = 𝑆𝐾𝐴𝐶 ⋅ 𝑃𝐴𝑗

mod 𝑞. Then, the
AC generates a session key shared between 𝐵𝑖 and
𝐴𝑗 as 𝐾session = 𝐻(𝐼𝐷trans, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒, (𝐾𝐴𝐴)𝑥).
The AC generates a receipt for 𝐵𝑖 as 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 =

(𝐾𝐴𝐴)𝑥 + 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅ 𝑀2 and sends
𝐸𝐾𝐴𝐵

(𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑖𝑑𝐵𝑖 , 𝑁7, 𝐼𝐷trans) to𝐵𝑖, where
𝑁7 is a nonce.

(5) Upon receiving the message from the AC, 𝐵𝑖 decrypts
it with 𝐾𝐴𝐵 and checks the 𝑖𝑑𝐵𝑖

and 𝑁7 in it. If
𝑖𝑑𝐵𝑖

is correct and the nonce is fresh, 𝐵𝑖 stores
(𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝐼𝐷trans).

(6) After the DeadLine arrives, the AC closes the auction
and determines the bidder with the highest price
as the winner. The AC determines from the corre-
sponding winning bid information on 𝐵𝐵𝐴𝐶 whose
price of the bid is equal to Basic price. Let 𝑀3 =

(𝐼𝐷trans, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒,𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅ 𝑃, 𝑑𝑖𝑠,𝑁6); the
AC chooses 𝑟3∈𝑅𝑍

∗

𝑞
and computes 𝑅5 = 𝑟3 ⋅ 𝑃 mod 𝑞

and 𝑆3 = 𝑟
−1

3
⋅ (𝑀3 − 𝑆𝐾𝐴𝐶 ⋅ (𝑅5)𝑥) mod 𝑞. Then, the

AC publishes thewinning information (𝑀3, 𝑅5, 𝑆3) on
𝐵𝐵𝐴𝐶. Anyone can verify the winner’s information by
checking 𝑆3 ⋅ 𝑅5 + (𝑅5)𝑥 ⋅ 𝑃𝐾𝐴𝐶? ≡ 𝑀3 ⋅ 𝑃(mod𝑞).

5.5. Product Claiming Phase. After the AC publishes the
auction result, every bidder can check whether he/she is
a winner by checking whether his/her transaction identity
𝐼𝐷trans is equal to the winner’s 𝐼𝐷trans. If a bidder 𝐵𝑖 wins
the auction, then he/she can claim the product from the
auctioneer 𝐴𝑗 using the following.

𝐵𝑖 computes 𝐸𝐾session(𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ⋅ 𝑃 mod 𝑞,𝑁8) and sends
it to 𝐴𝑗, where 𝑁8 is a nonce. Upon receiving the claiming
request, 𝐴𝑗 computes 𝐾𝐴𝐴 = 𝑝𝑤𝐴𝑗

⋅ 𝑃𝐾𝐴𝐶 firstly. Then,
he/she browses the 𝐵𝐵𝐴𝐶 and computes the session key
𝐾session = 𝐻(𝐼𝐷trans, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒, (𝐾𝐴𝐴)𝑥) shared with the
winner and extracts (𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ⋅𝑃 mod 𝑞,𝑁8) by decrypting
the ciphertext sent from 𝐵𝑖 using 𝐾session. Then, 𝐴𝑗 checks
the freshness of 𝑁8. If 𝑁8 is fresh, 𝐴𝑗 verifies the validity of
RECEIPT by checking 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ⋅ 𝑃 − (𝐾𝐴𝐴)𝑥 ⋅ 𝑃? ≡ 𝑀2 ⋅

𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅𝑃 mod 𝑞. Note that𝑀2 and𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅𝑃

can be found in the winner’s information on 𝐵𝐵𝐴𝐶. If the
equation holds, 𝐴𝑗 is convinced that 𝐵𝑖 is the winner and
sends the product to him/her.

5.6. Dispute Phase. In our proposal, theAC has the capability
of tracing the whole transaction and identifying the partic-
ipants in an auction if necessary. If a dispute has occurred,
anyone who participates in an auction can submit a dispute
request to the AC in this phase. In the following, we consider
two situations to explain the dispute phase.

Situation 1 (auctioneer appeals toAC). If a nonpaying auction
happened,whichmeans that thewinner𝐵𝑖 did not contact the
auctioneer 𝐴𝑗 after he/she won the auction, 𝐴𝑗 can appeal to
the AC and the AC will trace the transaction to deal with this
dispute.

𝐴𝑗 browses 𝐵𝐵𝐴𝐶 and finds the winner’s 𝐼𝐷trans firstly.
Then, 𝐴𝑗 selects a nonce 𝑁9 and computes 𝐾𝐴𝐴 = 𝑝𝑤𝐴𝑗

⋅

𝑃𝐾𝐴𝐶, 𝑒3 = 𝐸𝐾𝐴𝐴
(𝐼𝐷trans, 𝑖𝑑𝐴𝑗 , 𝑁9), ℎ3 = 𝐻(𝑒3, 𝐾𝐴𝐴),

𝐶3 = (ℎ3 ⋅ 𝑃𝐾𝐴𝐶)𝑥 + 𝑖𝑑𝐴𝑗
mod 𝑞, and 𝑅6 = ℎ3 ⋅ 𝑃 mod 𝑞.

Subsequently, 𝐴𝑗 sends (𝐶3, 𝑅6, 𝑒3) to AC. Once receiving
the dispute request from 𝐴𝑗, the AC retrieves 𝑖𝑑𝐴𝑗

= 𝐶3 −

(𝑅6 ⋅ 𝑆𝐾𝐴𝐶)𝑥 mod 𝑞 and checks the validation of 𝑖𝑑𝐴𝑗
in

the database. If it is valid, then the AC computes 𝐾𝐴𝐴 =

(𝐻(𝑆𝐾𝐴𝐶) ⊕ V𝐴𝑗) ⋅ 𝑆𝐾𝐴𝐶 mod 𝑞 and decrypts 𝑒3 to extract
𝐼𝐷trans, 𝑖𝑑𝐴𝑗 , and𝑁9.TheAC checks the freshness of𝑁9. If the
nonce is fresh, the AC checks if 𝑖𝑑𝐴𝑗 in𝐶3 equals 𝑖𝑑𝐴𝑗 in 𝑒3. If
they are not equal, theAC terminates operation immediately;
otherwise, theAC searches the 𝐼𝐷trans on 𝐵𝐵𝐴𝐶 and traces the
transaction history to determine whether the problem really
exists. If the AC ascertains that the problem claimed by 𝐴𝑗

is true, the AC then finds out the corresponding dis and 𝑁6

among the winner’s information from 𝐵𝐵𝐴𝐶. Afterwards, the
AC computes 𝑘𝑑𝑖𝑠 = 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) and extracts (𝐶2, 𝑅3)
from dis. Finally, the AC can retrieve the dishonest winner’s
identity as 𝑖𝑑𝐵𝑖 = 𝐶2 − (𝑅3 ⋅ 𝑆𝐾𝐴𝐶)𝑥mod 𝑞 and publish it.

Situation 2 (bidder appeals to AC). If the auctioneer𝐴𝑗 of an
auction refuses to send the product to the winner 𝐵𝑖, 𝐵𝑖 also
can appeal to the AC.

Firstly, 𝐵𝑖 computes 𝐾𝐴𝐵 = 𝑝𝑤𝐵𝑖
⋅ 𝑃𝐾𝐴𝐶 mod 𝑞, 𝑒4 =

𝐸𝐾𝐴𝐵
(𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ‖ 𝐼𝐷trans ‖ 𝑁10 ‖ 𝑖𝑑𝐵𝑖

), ℎ4 = 𝐻(𝑒4, 𝐾𝐴𝐵),
𝐶4 = (ℎ4 ⋅ 𝑃𝐾𝐴𝐶)𝑥 + 𝑖𝑑𝐵𝑖

mod 𝑞, and 𝑅7 = ℎ4 ⋅ 𝑃 mod 𝑞,
where 𝑁10 is a nonce. 𝐵𝑖 then sends (𝐶4, 𝑅7, 𝑒4) to the AC.
Upon receiving the dispute request from 𝐵𝑖, the AC retrieves
𝑖𝑑𝐵𝑖

= 𝐶4 − (𝑅7 ⋅ 𝑆𝐾𝐴𝐶)𝑥 mod 𝑞 and checks if 𝑖𝑑𝐵𝑖
exists

in the database. If it exists, the AC then computes 𝐾𝐴𝐵 =

(𝐻(𝑆𝐾𝐴𝐶) ⊕ V𝐵𝑖) ⋅ 𝑆𝐾𝐴𝐶 mod 𝑞 and decrypts 𝑒4 to extract
𝑅𝐸𝐶𝐸𝐼𝑃𝑇, 𝐼𝐷trans,𝑁10, and 𝑖𝑑𝐵𝑖

.TheAC checks the freshness
of 𝑁10. If the nonce is fresh, the AC checks if 𝑖𝑑𝐵𝑖

in 𝐶4

equals 𝑖𝑑𝐵𝑖
in 𝑒4. If they are not equal, the AC terminates

the operation immediately; otherwise, the AC then finds
the corresponding 𝑁6 and 𝑖𝑑𝐴𝑗

of 𝐼𝐷trans on 𝐵𝐵𝐴𝐶 and the
corresponding V𝐴𝑗 of 𝑖𝑑𝐴𝑗

in the database. Then, the AC
calculates 𝑃𝐴𝑗 = 𝐻(𝑆𝐾𝐴𝐶) ⊕ V𝐴𝑗 and 𝐾𝐴𝐴 = 𝑃𝐴𝑗

⋅ 𝑆𝐾𝐴𝐶 mod
𝑞. The AC checks the validation of RECEIPT by verifying
𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ? = (𝐾𝐴𝐴)𝑥 + 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅ 𝑀2. Note that 𝑀2
and 𝑁6 can be found in the winner’s information on 𝐵𝐵𝐴𝐶.
If RECEIPT is valid, the AC traces the transaction history
to determine whether the problem really exists. If the AC
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ascertains that the problem claimed by 𝐵𝑖 is true, the AC
publishes the identity of the dishonest auctioneer 𝐴𝑗.

6. BAN Logic Analysis

In this part, we will use BAN logic to analyze the authenti-
cation accuracy. Burrows-Abadi-Needham logic (also known
as the BAN logic) is a set of rules for defining and analyzing
information exchange protocols. Specifically, BAN logic helps
its users to determine whether exchanged information is
trustworthy, secured against eavesdropping, or both [30].The
notations of BAN logic are as follows:

𝑃 |≡ 𝑋: 𝑃 believes𝑋.
𝑃 ⊲ 𝑋: 𝑃 sees𝑋.
𝑃 |∼ 𝑋: 𝑃 once said𝑋.

|
𝑃𝐾
→ 𝑃: 𝑃 has 𝑃𝐾as a public key.

#(𝑋): the formula𝑋 is fresh.
𝑃 |⇒ 𝑋: 𝑃has jurisdiction over𝑋.

𝑃
𝐾
←→ 𝑄: 𝑃 and 𝑄 have a shared key 𝐾 for

communication.
{𝑋}𝐾: the formula𝑋 encrypted under key𝐾.

We mainly focus on the proof of on-shelf phase and
bidding phase.

6.1. On-Shelf Phase. We idealized the on-shelf phase as below:

(I1) 𝐴𝑗 → 𝐴𝐶 : {𝑖𝑑𝐴𝑗
}𝑃𝐾𝐴𝐶

, {𝛾,𝑁3, 𝑖𝑑𝐴𝑗
}𝐾𝐴𝐴

.

(I2) 𝐴𝐶 → 𝐴𝑗 : {𝐼𝐷on-shelf, 𝑁4, 𝑖𝑑𝐴𝑗}𝐾𝐴𝐴 .

In this phase, we want to ensure that AC believes in
the on-shelf information 𝛾 and 𝐴𝑗 believes in the 𝐼𝐷on-shelf
transferred fromAC, so we can conclude the two goals below:

(G1) 𝐴𝐶 |≡ 𝛾.
(G2) 𝐴𝑗 |≡ 𝐼𝐷on-shelf.

We need to assume thatAC believes the nonce𝑁3 is fresh
and 𝐴𝑗 believes the nonce 𝑁4 is fresh; AC believes that 𝐴𝑗
does not send fake 𝛾 and 𝑖𝑑𝐴𝑗

, so if 𝐴𝑗 believes 𝛾 and 𝑖𝑑𝐴𝑗
are

true then AC will believe them too; KAA is computed by AC
self, so 𝐴𝑗 believes that 𝐾𝐴𝐴 is shared between him/her and
AC; and 𝐴𝑗 believes that AC does not send fake 𝐼𝐷on-shelf, so
if AC believes 𝐼𝐷on-shelf is true then 𝐴𝑗 will believe them too.
All 6 assumptions are listed as below:

(A1) 𝐴𝐶 |≡ #(𝑁3).
(A2) 𝐴𝐶 |≡ 𝐴𝑗 |⇒ 𝛾.
(A3) 𝐴𝐶 |≡ 𝐴𝑗 |⇒ 𝑖𝑑𝐴𝑗

.

(A4) 𝐴𝑗 |≡ (𝐴𝐶
𝐾𝐴𝐴
←→ 𝐴𝑗).

(A5) 𝐴𝑗 |≡ #(𝑁4).
(A6) 𝐴𝑗 |≡ 𝐴𝐶 ⇒ 𝐼𝐷on-shelf.

Proof. For goal (G1), our deduction is shown as the following
formulas:

(F1) 𝐴𝐶 ⊲ {𝑖𝑑𝐴𝑗
}𝑃𝐾𝐴𝐶

.

(F2) 𝐴𝐶 ⊲ 𝑖𝑑𝐴𝑗
(message decryption rule).

(F3) 𝐴𝐶 |≡ 𝑖𝑑𝐴𝑗
(our hypothesis, we will prove that it is

true later).

(F4) 𝐴𝐶 |≡ (𝐴𝐶

𝐾𝐴𝐴=𝑆𝐾𝐴𝐶⋅𝑃𝐴𝑗

←→ 𝐴𝑗) ((F3), the computing
property of believing in operator).

(F5) 𝐴𝐶 ⊲ {𝛾,𝑁3, 𝑖𝑑𝐴𝑗
}𝐾𝐴𝐴

.

(F6) 𝐴𝐶 |≡ 𝐴𝑗 |∼ {𝛾,𝑁3, 𝑖𝑑𝐴𝑗
} ((F4), (F5), message

meaning rule).
(F7) 𝐴𝐶 |≡ #({𝛾,𝑁3, 𝑖𝑑𝐴𝑗}) ((A1), freshness propagation

rule).
(F8) 𝐴𝐶 |≡ 𝐴𝑗 |≡ {𝛾,𝑁3, 𝑖𝑑𝐴𝑗

} ((F6), (F7), nonce
verification rule).

(F9) 𝐴𝐶 |≡ 𝐴𝑗 |≡ 𝑖𝑑𝐴𝑗
((F8), believing rule).

(F10) 𝐴𝐶 |≡ 𝑖𝑑𝐴𝑗
((F9), (A3), jurisdiction rule, our

hypothesis in (F3) is proved).
(F11) 𝐴𝐶 |≡ 𝐴𝑗 |≡ 𝛾 ((F8), believing rule).
(F12) 𝐴𝐶 |≡ 𝛾 ((F11), (A3), jurisdiction rule).

According to formula (F12), the proof of (G1) is com-
pleted.

For goal (G2), our deduction is shown as following
formulas:

(F13) 𝐴𝑗 ⊲ {𝐼𝐷on-shelf, 𝑁4, 𝑖𝑑𝐴𝑗}𝐾𝐴𝐴 .

(F14) 𝐴𝑗 |≡ 𝐴𝐶 |∼ {𝐼𝐷on-shelf, 𝑁4, 𝑖𝑑𝐴𝑗} ((F13), (A4),
message meaning rule).

(F15) 𝐴𝑗 |≡ #({𝐼𝐷on-shelf, 𝑁4, 𝑖𝑑𝐴𝑗}) ((A5), freshness propa-
gation rule).

(F16) 𝐴𝑗 |≡ 𝐴𝐶 |≡ {𝐼𝐷on-shelf, 𝑁4, 𝑖𝑑𝐴𝑗} ((F14), (F15), nonce
verification rule).

(F17) 𝐴𝑗 |≡ 𝐴𝐶 |≡ 𝐼𝐷on-shelf ((F16), believing rule).
(F18) 𝐴𝑗 |≡ 𝐼𝐷on-shelf ((F16), (A6), jurisdiction rule).

According to formula (F18), the proof of (G2) is com-
pleted.

6.2. Bidding Phase. Our bidding phase can be idealized as
below:

(I3) 𝐵𝑖 → 𝐴𝐶 : {𝑖𝑑𝐵𝑖
}𝑃𝐾𝐴𝐶

, {𝜂,𝑁5, 𝑖𝑑𝐵𝑖
}𝐾𝐵𝐴

.
(I4) 𝐴𝐶 → 𝐵𝑖 : {𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑁7, 𝑖𝑑𝐵𝑖}𝐾𝐴𝐵 .

In bidding phase, we want to ensure that AC can be
convinced that bidding information 𝜂 transferred from 𝐵𝑖 is
true; additionally, 𝐵𝑖 should be convinced that RECEIPT and
𝐾session transferred fromAC are true. So the three goals below
can be concluded:

(G3) 𝐴𝐶 |≡ 𝜂.
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(G4) 𝐵𝑖 |≡ 𝑅𝐸𝐶𝐸𝐼𝑃𝑇.
(G5) 𝐵𝑖 |≡ 𝐾session.

We need to assume that AC believes 𝑁5 is fresh and
𝐵𝑖 believes 𝑁7 is fresh; if 𝐵𝑖 believes 𝜂 and 𝑖𝑑𝐵𝑖

are true,
AC believes in them too because they are generated by 𝐵𝑖;
similarly, if AC believes in RECEIPT and 𝐾session then 𝐵𝑖

believes in them too; because 𝐾𝐴𝐵 is generated by 𝐵𝑖, 𝐵𝑖

believes that he/she shared𝐾𝐴𝐵 withAC. All assumptions are
listed as below:

(A7) 𝐴𝐶 |≡ #(𝑁5).
(A8) 𝐴𝐶 |≡ 𝐵𝑖 |⇒ 𝜂.
(A9) 𝐴𝐶 |≡ 𝐵𝑖 |⇒ 𝑖𝑑𝐵𝑖

.

(A10) 𝐵𝑖 |≡ (𝐴𝐶
𝐾𝐴𝐵
←→ 𝐵𝑖).

(A11) 𝐵𝑖 |≡ #(𝑁7).
(A12) 𝐵𝑖 |≡ 𝐴𝐶 ⇒ 𝑅𝐸𝐶𝐸𝐼𝑃𝑇.
(A13) 𝐵𝑖 |≡ 𝐴𝐶 ⇒ 𝐾session.

Proof. For goal (G3), our deduction is shown as the following
formulas:

(F19) 𝐴𝐶 ⊲ {𝑖𝑑𝐵𝑖
}𝑃𝐾𝐴𝐶

.
(F20) 𝐴𝐶 ⊲ 𝑖𝑑𝐵𝑖

(message decryption rule).
(F21) 𝐴𝐶 |≡ 𝑖𝑑𝐵𝑖

(our hypothesis, we will prove that it is
true later).

(F22) 𝐴𝐶 |≡ (𝐴𝐶

𝐾𝐴𝐵=𝑆𝐾𝐴𝐶⋅𝑃𝐵𝑖
←→ 𝐵𝑖) ((F21), operator believes

in property).
(F23) 𝐴𝐶 ⊲ {𝜂,𝑁5, 𝑖𝑑𝐵𝑖

}𝐾𝐵𝐴
.

(F24) 𝐴𝐶 |≡ 𝐵𝑖 |∼ {𝜂,𝑁5, 𝑖𝑑𝐵𝑖
} ((F22), (F23), message

meaning rule).
(F25) 𝐴𝐶 |≡ #({𝜂,𝑁5, 𝑖𝑑𝐵𝑖}) ((A7), freshness propagation

rule).
(F26) 𝐴𝐶 |≡ 𝐵𝑖 |≡ {𝜂,𝑁5, 𝑖𝑑𝐵𝑖

} ((F24), (F25), nonce
verification rule).

(F27) 𝐴𝐶 |≡ 𝐵𝑖 |≡ 𝑖𝑑𝐵𝑖
((F26), believing rule).

(F28) 𝐴𝐶 |≡ 𝑖𝑑𝐵𝑖
((F27), (A9), jurisdiction rule, our

hypothesis in (F21) is proved).
(F29) 𝐴𝐶 |≡ 𝐵𝑖 |≡ 𝜂 ((F26), believing rule).
(F30) 𝐴𝐶 |≡ 𝜂 ((F29), (A8), jurisdiction rule).

According to formula (F30), the proof of (G3) is com-
pleted.

For goal (G4), our deduction is shown as the following
formulas.

(F31) 𝐵𝑖 ⊲ {𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑁7, 𝑖𝑑𝐵𝑖}𝐾𝐴𝐵 .
(F32) 𝐵𝑖 |≡ 𝐴𝐶 |∼ {𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑁7, 𝑖𝑑𝐵𝑖} ((F31),

(A10), message meaning rule).
(F33) 𝐵𝑖 |≡ #({𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑁7, 𝑖𝑑𝐵𝑖}) ((A11), fresh-

ness propagation rule).
(F34) 𝐵𝑖 |≡ 𝐴𝐶 |≡ {𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑁7, 𝑖𝑑𝐵𝑖} ((F32),

(F33), nonce verification rule).

(F35) 𝐵𝑖 |≡ 𝐴𝐶 |≡ 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ((F34), believing rule).
(F36) 𝐵𝑖 |≡ 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ((F34), (A12), jurisdiction rule).

According to formula (F36), the proof of (G4) is com-
pleted. Finally, the goal of (G5) is deduced by the following
formulas:

(F37) 𝐵𝑖 |≡ 𝐴𝐶 |≡ 𝐾session ((F34), believing rule).
(F38) 𝐵𝑖 |≡ 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ((F37), (A13), jurisdiction rule).

The proof of (G5) is completed.

According to our proofs, we can see that our protocol
completes the mutual authentication between users and AC.
In on-shelf phase,AC can be sure that on-shelf information is
sent from legal user and auctioneer can be sure that 𝐼𝐷on-shelf
is transmitted fromAC; in bidding phase,AC can be sure that
bidding information is sent from legal user and bidder can be
sure that receipt and session key are generated and sent byAC.
As the results, our protocol achieves authentication accuracy.

7. Security Analysis

In this part, we analyze the security of our proposal. We
assume that an adversary can eavesdrop on public commu-
nications on the Internet and read the information on 𝐵𝐵𝐴𝐶;
however, he/she cannot read ciphertexts without getting the
encrypting keys.Of course, the adversary cannot calculate the
keys from ciphertexts. All roles in the system except for the
AC can conspire to do something illegally for their benefit. In
the following, we provide different scenarios to explain our
security defense.

(1) Impersonation Attack. It is impossible for an adversary
to impersonate a user. When a user wants to communicate
with the AC, he/she should send his/her identity ciphertext
(𝐶𝑛, 𝑅𝑛, 𝑒𝑛) to the AC. The AC retrieves and checks the user’s
identity from this message. We can see that the adversary
cannot generate a legal (𝐶𝑛, 𝑅𝑛, 𝑒𝑛) to pass this verification
without the knowledge of the AC’s private key 𝑆𝐾𝐴𝐶 and the
key 𝐾𝐴𝑈 shared between the AC and the user. Even if the
adversary eavesdrops on the other users’ communications
and stores their (𝐶𝑛, 𝑅𝑛, 𝑒𝑛), he/she still cannot use these to
do anything because theACwill check if the identity included
in 𝐶𝑛 equals that in 𝑒𝑛. The only method for the adversary is
to replay the whole (𝐶𝑛, 𝑅𝑛, 𝑒𝑛); however, this will not work
because the AC can check the freshness of the nonce in 𝑒𝑛.

(2) Collusion Attack. In some cases, bidders and auctioneers
may conspire to break the secret of the AC. For example,
a bidder may send RECEIPT instead of 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ⋅ 𝑃 to
an auctioneer. However, with this knowledge, they can only
compute 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) = (𝑅𝐸𝐶𝐸𝐼𝑃𝑇 − (𝐾𝐴𝐴)𝑥)/𝑀2,
where𝐾𝐴𝐴 can be computed by the auctioneer and𝑀2 can be
found in 𝐵𝐵𝐴𝐶. Even obtaining 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6), they cannot
compute 𝑆𝐾𝐴𝐶 because𝐻(⋅) is a one-way hash function.

(3) Forging Receipt. Firstly, we consider the case that a
malicious bidder wants to forge a receipt to impersonate the
winner of an auction by himself/herself. Because𝑅𝐸𝐶𝐸𝐼𝑃𝑇 =
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(𝐾𝐴𝐴)𝑥 +𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅𝑀2, the malicious bidder obviously
cannot forge a valid receipt without knowing theAC’s private
key 𝑆𝐾𝐴𝐶 and the key 𝐾𝐴𝐴 shared between the AC and the
auctioneer. Secondly, it is also impossible for the winner
and auctioneer to conspire and create the receipt of another
auction. As mentioned in the Collusion Attack, they only
can compute 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6). However, for different bidders,
𝑁6’s are different, so 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) are different in different
auctions. Obviously, they cannot create a useful receipt of the
other auction with 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) by collusion. Besides, it is
meaningless for the winner and auctioneer of an auction to
forge a receipt of the auction.

(4) Denial of Service Attack. If an adversary wants to mount a
deny of service attack on a bidder (𝐵𝑖) such that he/she cannot
claim the product in the product claiming phase when he/she
wins an auction, the adversary should generate a fake receipt
and send it to the bidder during the bidding phase. However,
the receipt transmitted to 𝐵𝑖 needs to be encrypted with 𝐵𝑖’s
identity by the symmetrical key shared between𝐵𝑖 and theAC
as 𝐸𝐾𝐴𝐵

(𝑅𝐸𝐶𝐸𝐼𝑃𝑇,𝐾session, 𝑖𝑑𝐵𝑖 , 𝑁7, 𝐼𝐷trans). After receiving
the ciphertext, the bidder should decrypt it and check if his
identity 𝑖𝑑𝐵𝑖

is correct. So it is impossible for an adversary to
deceive a bidder to accept a fake receipt.

(5) Publishing Fake Information. In our proposal, all published
information, including new auction information in the on-
shelf phase and bidding information and winner information
in the bidding phase are signed by the private key of AC, so
anyone can verify the published information withAC’s public
key. Let us consider a situation: if a bidder wants to win an
auction, he/she may try to publish a fake bidding message
with a very high bidding price on 𝐵𝐵𝐴𝐶 so that no one else
wants to compete with him/her. However, he/she cannot be
successful without knowing the private key of theAC, because
every user can check the signature of the AC on this message.

(6) Privacy Preserving. In our scheme, an adversary cannot
link any information together to analyze a user’s privacy.
Only auctioneers’ identities need to be published in 𝐵𝐵𝐴𝐶 for
enhancing users’ willingness to bid. All packets transmitted
in the public channel are encrypted, so the adversary cannot
knowwhether these packets can be linked to certain informa-
tion published on 𝐵𝐵𝐴𝐶 even if they captured these packets. It
is noteworthy that, in our schemes, we use a delay operation
in bidding and on-shelf phases for increasing difficulty of
linkage of different messages. For example, if the adversary
detects that Alice sends an on-shelf message to the AC and
the AC publishes an auction advertisement on the website
including the auctioneer’s identity immediately, the adversary
would ascertain that Alice is the auctioneer and obtain Alice’s
identity. If we delay publishing the auction message several
minutes later (i.e., the AC publishes it with other auction
information together), then the adversary cannot distinguish
a specific user from them. The larger the 𝜏 we use, the
stronger the privacy preserving function is. However, we
should balance the privacy preserving and user experience.
Moreover, in the bidding phase, a bidder’s identity can be
retrieved by 𝑖𝑑𝐵𝑖

= 𝐶2 − (𝑅3 ⋅ 𝑆𝐾𝐴𝐶)𝑥 mod 𝑞, where 𝐶2

and 𝑅3 are involved in the information published on 𝐵𝐵𝐴𝐶.
However, these parameters are protected by AC’s private key
as 𝑑𝑖𝑠 = 𝐸𝑘𝑑𝑖𝑠

(𝐶2, 𝑅3) before being published on 𝐵𝐵𝐴𝐶, where
𝑘𝑑𝑖𝑠 = 𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6), such that no one can extract 𝑖𝑑𝐵𝑖 except
for the AC. In the product claiming phase, an auctioneer
cannot know the winner’s identity from 𝑅𝐸𝐶𝐸𝐼𝑃𝑇 ⋅ 𝑃 but
can only know the validity of the receipt. As indicated in the
results, our scheme indeed achieves privacy preserving.

(7) Accessing to the Database of the AC. In the definition
of a network model (Section 4), we have mentioned
that we do not consider the database of the AC to be
completely secure in our proposal. An adversary may access
the messages stored in it by certain methods. However,
accessing the database would not destroy the security
of the whole system. Furthermore, the AC’s private key
should be kept in a trusted place, such as a bank. There
are mainly four data sets maintained in the AC: the first is
(𝑖𝑑𝑈, V𝑈) generated in the registration phase, the second is
(𝐼𝐷product, 𝐵𝑎𝑠𝑖𝑐 𝑝𝑟𝑖𝑐𝑒, 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒, 𝐼𝐷on-shelf, 𝑖𝑑𝐴𝑗 , 𝑅2, 𝑆1) gen-
erated in the on-shelf phase, and the final are (𝐼𝐷trans,
𝑑𝑎𝑡𝑒, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑖𝑠,𝑁6, 𝑅4, 𝑆2) and (𝐼𝐷trans, 𝑝𝑟𝑖𝑐𝑒, 𝑑𝑎𝑡𝑒,
𝐻(𝑆𝐾𝐴𝐶 ‖ 𝑁6) ⋅ 𝑃, 𝑑𝑖𝑠,𝑁6) generated in the bidding
phase. Only the first data set is unpublished, so we only
consider the safety of the first data set here. If a hacker
reads the content of the first data set, he/she only can
obtain all users’ identities and their partial keys (𝑃𝑈s)
which have been protected by AC’s private key as the form
V𝑈 = 𝑃𝑈 ⊕ 𝐻(𝑆𝐾𝐴𝐶). With only protected partial keys,
the hacker cannot compute the symmetrical key 𝐾𝐴𝑈

(𝐾𝐴𝑈 = 𝑝𝑤
𝑢
⋅ 𝑃𝐾𝐴𝐶 mod 𝑞 = 𝑆𝐾𝐴𝐶 ⋅ 𝑃𝑈 mod 𝑞) shared

between users and the AC, because the private key of the AC
is kept secret. Furthermore, he/she cannot retrieve a user’s
password from the partial key based on ECDLP. So we can
see that accessing the database does not destroy the safety of
the whole system.

(8) PasswordGuessingAttack. In our scheme, users’ passwords
are needed to protect system security. However, because the
user’s password is not very long and there is a certain routine
mode, attackers may try to mount the password guessing
attack to the password-based communication schemes. To
prevent this attack, in our scheme, users’ passwords will
not be transmitted or stored in plaintext. As mentioned in
the registration phase (Section 5.2), the password related
information 𝑃𝑈 is transformed to ciphertext 𝐶 = (𝑟0 ⋅ 𝑃𝐾𝐴𝐶 +

𝑃𝑈) mod 𝑞 before transferring and is stored as the format of
V𝑈 = 𝑃𝑈 ⊕ 𝐻(𝑆𝐾𝐴𝐶) in AC’s database. Obviously, even an
attacker collects ciphertext or V𝑈 by eavesdropping the whole
communication channel or intruding AC’s database; he/she
can not obtain any user’s password by password guessing
attack without the knowledge of AC’s secret key 𝑆𝐾𝐴𝐶.

Table 1 (“I” means fully achieved, “△” means partially
achieved, and “×” means not achieved) shows the security
comparison among our proposal and three other schemes:
Chang et al.’s [14], Xiong et al.’s [13], and Chung et al.’s
[18]. As shown in Table 1, our scheme fulfills the most
secure properties of an electronic auction system. In the
analysis of “privacy preserving,” our scheme can achieve the
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Table 1: Comparison in security properties of the three schemes.

Property Proposal
Our proposal Chang et al.’s proposal [14] Xiong et al.’s proposal [13] Chung et al.’s proposal [18]

Anonymity I I I I
Easy revocation I I △ △

Fairness I I I I
Nonrepudiation I I I I
Onetime registration I I I I
Traceability I I I I
Unforgeability I I I I
Unlinkability I × I I
Verifiability I △ × I
On-shelf mechanism I I × ×

Without secure channel I I × ×

Password guessing attack defending I I I I

Table 2: Comparison in computational cost of the three schemes.

Property Proposal

Our proposal Chang et al.’s proposal [14] Xiong et al.’s proposal
[13] Chung et al.’s proposal [18]

Registration phase 8PM + H 9PM 4PM + 2H 5PM + 3H
On-shelf phase 7PM + 2E + 2D + 2H 10PM + 2E + 2D + 2H × ×

Bidding phase (10𝑛 + 2)PM + 3𝑛E + 2𝑛D +
5𝑛H 12𝑛PM + 2𝑛E + 2𝑛D (4𝑛 + 1)PM + 3BM + 2H (8𝑛 + 2)PM + (3𝑛 + 1)H

Product claiming phase 2PM + E + D + 1H 6PM × ×

Dispute phase
(bidder/auctioneer)

6PM + E + 1D + 3H/6PM +
E + 2D + 3H 3PM + 2H/3PM + E + D 0.5𝑛BM/× ×

properties of anonymity and unlinkability; in the analysis of
“Publishing Fake Information,” our scheme can achieve the
properties of fairness and verifiability; and in the analyses
of “Impersonation Attack, Forging Receipt, and Denial of
Service Attack,” our scheme can achieve the property of
unforgeability. Similar to [13, 14, 18], the bidding information
should be published on an open website, so the bidder can
check if his/her bid appeared on it to ensure fairness. Based
on the digital signature, bidders cannot deny their bids so
nonrepudiation is achieved in four proposals. By providing
the dispute mechanism, our scheme achieves the properties
of easy revocation, nonrepudiation, and traceability. Further-
more, our scheme overcomes the security problem (leakage
of unlinkability) and meanwhile inherits the advantage of
without a secure channel in Chang et al.’s scheme [14]. It
is noteworthy that, compared to [14], our protocol needs
to store a little of the verification table in the server side.
However, as we analyzed before, leakage of these verification
tables will not influence system security, so we say that our
protocol achieves partial property of no verification table.

With regard to verifiability, in the bidding phase of Chang
et al.’s proposal [14], only the winner’s bidding information
will be signed by the AC and can be publicly verified, which
may lead attackers to modify any new bidding information
with a higher price such that no one else wants to bid for it
further. So verifiability is not fully achieved in [14]. As [14]
analyzed, the designed revocation function in [13, 18] only

partially achieved easy revocation.Our protocol and [14] have
a secure on-shelf phase compared to [13, 18]. Our protocol
does not need a secure channel to achieve verification in
any phase similar to [14]. However, in [13, 18], a secure
channel is needed to assist in the completion of the whole
protocol.

8. Performance Analysis

In this section, we compare the cost of our scheme with the
other three schemes [13, 14, 18] with regard to computational
cost, traffic, and communication rounds.

Table 2 shows the comparison of computational cost,
where “PM” means a point multiplication operation of ECC,
“BM” means a bilinear mapping which can be implemented
on ECC such as Weil pairing, “E” means a symmetrical
encryption, “D”means a symmetrical decryption, “H”means
a hash function, and “𝑛” means the number of bidders in an
auction.

As we know, a bilinear map is an expensive operation;
the more it is used, the more computation cost is needed.
Compared with point multiplication, the hash function only
consumes negligible computation cost. Symmetrical crypto-
graphic operation is also cheaper than point multiplication.
From the comparison in Table 2, we can see that our proposal
needs less computation cost compared with Chang et al.’s
proposal [14] in each phase, except for the dispute phase.
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Table 3: Comparison in traffic of the three schemes (B: bytes).

Property Proposal
Our proposal Chang et al.’s proposal [14] Xiong et al.’s proposal [13] Chung et al.’s proposal [18]

Registration phase 82 B 192 B 108 B 128 B
On-shelf phase 144 B 266 B × ×

Bidding phase 176𝑛B 290𝑛B (96𝑛 + 120) B (119𝑛 + 248) B
Product claiming
phase 48 B 149 B × ×

Dispute phase
(auctioneer/bidder) 112 B/128 B 37 B/85 B 48 B/× ×

Table 4: Comparison in communication rounds of the three schemes.

Property Proposal
Our proposal Chang et al.’s proposal [14] Xiong et al.’s proposal [13] Chung et al.’s proposal [18]

Registration phase 2 2 1 1
On-shelf phase 3 3 × ×

Bidding phase 2𝑛 2𝑛 1 𝑛 + 2

Product claiming phase 1 1 × ×

Dispute phase (auctioneer/bidder) 1/1 1/1 1 ×

However, in reality, the first four phases are more frequently
executed.

To make the traffic comparison, we determine the elliptic
curve operation as NistP 192 [24], hash function as SHA-
256 [31], and symmetrical encryption/decryption as AES-
256 [32]. The length of the user’s identity is 4 bytes, product
identity is 5 bytes, transaction identify is 5 bytes,GID in [14] is
5 bytes, price is 5 bytes, and Deadline is 4 bytes. Note that we
ignore the length of nonce transmitted in communications.
As shown in Table 3, we can see that our protocol has a traffic
advantage compared with related works [13, 14, 18], except for
dispute phase of Chang et al.’s scheme [14]. The main reason
for this is that our scheme finished the key establishment
in the registration phase for saving the traffic cost of public
keys and certificates. Comparing with Chang et al.’s proposal,
though our dispute phase needs more traffic, this phase is
not often used compared with the other four phases. As a
result, we believe that our proposal has traffic advantages
still. Finally, we compare the communication rounds of our
scheme and the related schemes in Table 4. As shown in this
table, our protocol needs the same communication rounds as
those in Chang et al.’s protocol [14].

9. Conclusions

In this paper, we pointed out that Chang et al.’s protocol does
not fulfill the unlinkability such that users’ privacy will be
leaked by linking different messages together. Considering
the importance of privacy preservation, we proposed a novel
electronic English auction system. By using symmetrical
encryptions and fewer ECC operations, our protocol can not
only improve the security but also reduce the system cost. In
the registration phase, we connect a user’s identity and the
corresponding symmetrical key so that the AC can compute
the shared symmetrical key easily with the user’s identity.

Furthermore, each user’s identity is encrypted with the AC’s
public key so it cannot be revealed without the knowledge
of the AC’s private key. In the bidding phase, we improve
the efficiency of generating bidding receipts. In our proposal,
we fulfill the verifiability of all messages published on the
AC’s website; however, Chang et al.’s proposal only achieved
this feature partially. We used BAN logic to prove that our
protocol indeed realizes mutual authentication. The security
analysis and performance analysis show that our protocol
fulfills more security properties and is more efficient for
implementation compared with recent works.
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In a secure group communication, messages between a group coordinator and members are protected by session keys. If a group’s
membership changes, the session keys should be updated to insure forward secrecy and backward secrecy. Zhou and Huang
proposed a key-updated scheme based on ciphertext-policy attribute encryption algorithm to improve the security of key-update
mechanism, but their scheme is vulnerable: a malicious group member may send forged key-update messages to control the group.
In this paper, we analyze the vulnerability in Zhou and Huang’s scheme and propose an enhanced scheme. In our scheme, only
the group initiator can update group keys and the verification of key-update mechanism is improved to prevent malicious insiders
from controlling the group. We also give a security and performance analysis of our scheme.

1. Introduction

In recent years, social networks such as Google+, Facebook,
and Twitter are receiving wide popularity and provide much
convenience in people’s daily life. In a social network, people
can maintain their own social circles freely, such as adding
or removing their friends and sharing messages to specific
members within a group.

Social networks are based on cloud computing technol-
ogy. In a cloud service, users’ data and documents are not
stored in their computers, but on cloud servers. Inmost cases,
users’ data is not encrypted and, therefore, is vulnerable to
system vulnerabilities, unauthorized access, and privacy leak
under government’s censorship [1–3].

The secure multicast technique can be used to enhance
users’ privacy in social networks [4]. For securemulticast, the
confidentiality of group communication is secured because
group members share a session key to de/encrypt their
communications. Once a group member leaves a group or a
newmember joins a group, their group key must be renewed.
A group coordinator has to rekey the group. He needs to
ensure that a new group key is delivered to every newmember
through a secure channel and that every old member’s key is

updated simultaneously. By this, new members are not able
to access previous messages, and those who have left a group
cannot access the group’s new messages. This guarantees
the forward and backward secrecy in group communication
and has made key updating an important issue for secure
multicast.

Chang et al. [5] propose Flat Table (FT) for key manage-
ment in a binary tree. A group coordinator only needs to
store log𝑁 keys and each member can join 𝑁−1 subgroups.
To have higher flexibility of data encryption, Attribute-Based
Encryption (ABE) [6–9] and Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) [10] are proposed. Bethencourt
et al. [11] propose CP-ABE for multicast key management.
It features complex access control on encrypted data. Zhou
and Huang [12] combine FT and CP-ABE to present Efficient
Group Keying (EGK). EGK is more efficient for a group
coordinator to rekey his group, and the size of its ciphertext
is fixed. No matter how its membership changes, the size of
its ciphertext remains the same. EGK is also able to keep
its storage within 𝑂(log𝑁), where 𝑁 denotes the maximum
members. Huang et al. also come up with secure virtual trust
routing andmulticasting, aiming to apply EGK to networking
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routing [13]. Jia et al. propose a layered EGK architecture
[14]. Huang et al. proposed a cloud solution of EGK [15]. As
each mobile device is seen as a service node, they propose
to process mobile cloud data through trust management and
private data isolation.

However, we have discovered certain security issues in the
EGK model. For example, a malicious group member may
launch the following attacks within EGK. (1) Hemay perform
Man-in-the-Middle (MITM) attacks to intercept group com-
munications and modify the group coordinator’s messages.
(2) Hemaymasquerade as the coordinator and forge the key-
update message and become the new coordinator. In Jia et
al.’s EGK-based scheme [14], we have also found the threat of
desynchronization because the groupmembers cannot verify
whether the messages are sent from the coordinator.

In this paper, we analyze the security issues in EGK and
propose a new secure key management scheme. Our scheme
resists the MITM attack and masquerade attack. The rest of
this paper is organized as follows. In Section 2, we analyze the
vulnerability of EGK. We describe our scheme in Section 3
and give a performance analysis in Section 4. A conclusion is
drawn in Section 5.

2. EGK Scheme

Zhou and Huang [12] propose an Efficient Group Keying
(EGK) method that is based on Ciphertext-Policy Attribute-
Based Encryption (CP-ABE). Following CP-ABE’s policy,
EGK takes each bit of groupmembers’ ID as an attribute.The
group key is calculated by using the combination of specific
group members.

When a newmember joins a specific group, the coordina-
tor generates a new group key and sends it to the newmember
by a secure channel and uses the old group key to encrypt
the new one and sends it to the members. When a member
leaves the group, the coordinator uses the Quine-McCluskey
algorithm [16] to update the new group key.

The notations used in EGK are listed in Notations.

2.1. Initial Stage. At this stage, a group coordinator creates
a group and the maximum membership of the group is 𝑁.
The length of an ID is designed as 𝑛 = log𝑁. The total
number of 𝐿

𝐵
’s is 2𝑛, and the total number of 𝑃

𝐵
’s is 2𝑛 too.

Consider 𝐿
𝐵
= {𝐵
0
, 𝐵
0
, 𝐵
1
, 𝐵
1
, . . . , 𝐵

𝑛−1
, 𝐵
𝑛−1

};𝐵
𝑖
denotes that

the 𝑖th bit of ID is 1; 𝐵
𝑖
denotes that the 𝑖th bit of ID is 0.

Consider 𝑃
𝐵
= {𝑝
𝐵0
, 𝑝
𝐵0
, 𝑝
𝐵1
, 𝑝
𝐵1
, . . . , 𝑝

𝐵𝑛−1
, 𝑝
𝐵𝑛−1

}; consider
𝑝
𝐵𝑖
, 𝑝
𝐵𝑖

∈ 𝑍
𝑞
; 𝑃
𝐵
maps 𝐿

𝐵
, 𝑝
𝐵0

maps 𝐵
0
, 𝑝
𝐵0

maps 𝐵
0
,

and so on. Then, the coordinator generates a master key
MK = {𝛽, 𝑔

𝛼
, 𝑔
𝛽
, 𝑒(𝑔, 𝑔)

𝛼
, 𝐿
𝐵
, 𝑃
𝐵
} and sets the parameters of

a bilinear map function, such as 𝑞,𝐺
0
,𝐺
1
, 𝑔, and 𝑒. At last, he

generates a hash function𝐻 and defines the public parameter
Params = {𝐺

0
, 𝑒, 𝑔,𝐻}.

2.2. Assign Private Key to Group Member. When a new
member joins a group, the group coordinator gives to the
member a unique ID and associates the member with an
attribute𝐴 ID. For example, there is a group whose maximum
membership is 64, and the length of the ID is log

2
64. The

coordinator assigns ID = 001011 to the new member
and accordingly associates the member with the attribute
𝐴 ID = {𝐵

5
, 𝐵
4
, 𝐵
3
, 𝐵
2
, 𝐵
1
, 𝐵
0
}. Then, he runs the algorithm

KeyGen(MK, 𝐴 ID) to generate a private key for the new
member:

(1) He generates a random value 𝛾 ∈ 𝑍∗
𝑞
.

(2) He calculates𝐷 = 𝑔
(𝛼+𝛾)/𝛽.

(3) According to 𝐴 ID, he calculates ∀𝐵𝑖 ∈ 𝐴 ID : 𝐷
𝐵
=

𝑔
𝛾𝐵
𝑖 .

(4) He performs the mapping of 𝐿
𝐵
and 𝑃

𝐵
, ∀𝐵
𝑖
∈ 𝐴 ID :

𝐷
𝐵
= 𝑔
𝛾𝑝𝐵𝑖 .

(5) He generates a private key SKID = {𝐷 = 𝑔
(𝛼+𝛾)/𝛽,

∀𝐵
𝑖
∈ 𝐴 ID : 𝐷

𝐵
= 𝑔
𝛾𝑝𝐵𝑖 } for the new member.

(6) At last, the coordinator sends ID, 𝐴 ID, SKID, and
current session key SEK to the new member through
a secure channel.

2.3. Encryption/Decryption Algorithms. When a group
coordinator is going to multicast a message, he can use a dif-
ferent bit-assignment to assign specific members to decrypt
the message. Then, he has to run the Quine-McCluskey
algorithm to minimize all group members’ IDs. The IDs
are compared in pairs and reduced until there is no pair
with only one bit different. The irreducible IDs are taken as
attributes for encryption: 𝑆

𝑖
, where 1 ≤ 𝑖 ≤ 𝑚 and𝑚 denotes

the number of irreducible IDs. After the coordinator runs
the encryption algorithm for each attribute, he generates the
encrypted messages for multicast: ENC(Params,MK, 𝑆

1
,𝑀),

ENC(Params,MK, 𝑆
2
,𝑀), . . . ,ENC(Params,MK, 𝑆

𝑚
,𝑀).

For example, a group coordinator is going to multicast
three members whose IDs are 001001, 001011, and 111000,
respectively. After minimization through Quine-McCluskey
algorithm, the IDs are reduced as 111000 and 0010x1, where
𝑥 denotes a negligible bit. Next, the coordinator maps the
reduced IDs with 𝐿

𝐵
as attributes 𝑆

1
and 𝑆

2
. Consider

𝑆
1
= {𝐵
0
, 𝐵
2
, 𝐵
3
, 𝐵
4
, 𝐵
5
} and 𝑆

2
= {𝐵
0
, 𝐵
1
, 𝐵
2
, 𝐵
3
, 𝐵
4
, 𝐵
5
}.

With the attributes, the coordinator runs the encryption
algorithm ENC(Params,MK, 𝑆

𝑖
,𝑀) in detailed steps as fol-

lows:

(1) converting 𝑆
𝑖
’s 𝐿
𝐵
into 𝑃

𝐵
,

(2) calculating Sum
𝑆𝑖
= ∑
𝐵𝑖∈𝑆𝑖

𝑝
𝐵𝑖
,

(3) generating a random value 𝑡
𝑆𝑖
∈ 𝑍
∗

𝑞
,

(4) calculating 𝐶
0𝑆𝑖

= 𝑀𝑒(𝑔, 𝑔)
𝛼𝑡𝑆𝑖

Sum𝑆𝑖 ,

(5) calculating 𝐶
1𝑆𝑖

= 𝑔
𝛽𝑡𝑆𝑖

Sum𝑆𝑖 ,

(6) calculating 𝐶
2𝑆𝑖

= 𝑔
𝑡𝑆𝑖 ,

(7) generating a ciphertext CT
𝑆𝑖
= {𝑆
𝑖
, 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, 𝐶
2𝑆𝑖
}.

After group members receive the encrypted messages,
they use their private key and the public parameter to run the
decryption algorithm, DEC(Params, SK,CT

𝑆𝑖
):

(1) The groupmember verifies whether CT
𝑆𝑖
’s 𝑆
𝑖
matches

his own attribute 𝐴 ID. If the two match, the member
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proceeds to the next step. If they do not match, the
decryption algorithm ends.

(2) He converts 𝑆
𝑖
’s𝐿
𝐵
into𝑃

𝐵
and calculates the sum:𝐹 =

∏
𝐴ID∈𝑆𝑖

𝑔
𝛾𝑝𝐵𝑖 = 𝑔

𝛾∑
𝐴ID∈𝑆𝑖 𝑝𝐵𝑖 = 𝑔

𝛾Sum𝑆𝑖 .

(3) He calculates 𝐴
1

= 𝑒(𝐶
1𝑆𝑖
, 𝐷) = 𝑒(𝑔

𝛽𝑡𝑆𝑖
Sum𝑆𝑖 ,

𝑔
(𝛼+𝛾)/𝛽

) = 𝑒(𝑔, 𝑔)
(𝛼+𝛾)𝑡𝑆𝑖

Sum𝑆𝑖 .

(4) He calculates 𝐴
2
= 𝑒(𝐶

2𝑆𝑖
, 𝐹) = 𝑒(𝑔

𝑡𝑆𝑖 , 𝑔
𝛾Sum

𝑆𝑖 ) =

𝑒(𝑔, 𝑔)
𝛾𝑡𝑆𝑖

Sum𝑆𝑖 .

(5) He calculates 𝐴
3
= 𝐴
1
/𝐴
2
= 𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 . 𝐶

0𝑆𝑖
/𝐴
3

=𝑀𝑒(𝑔, 𝑔)
𝛼𝑡𝑆𝑖

Sum𝑆𝑖 /𝑒(𝑔, 𝑔)𝛼𝑡𝑆𝑖Sum𝑆𝑖 = 𝑀.

2.4. Key-Update Stage. When a new member joins a group,
the group coordinator generates a new group key SEK and
uses the previous group key SEK to encrypt SEK to the
new member. Then, he sends ID, 𝐴 ID, SKID, and SEK to the
new member through a secure channel. If a member leaves a
group, the rekeying process will be divided into two parts: the
group coordinator and the group member.

The group coordinator has to run the following steps:

(1) Generating a random value 𝛼 ∈ 𝑍∗
𝑞
.

(2) Updating his master key MK = {𝛽, 𝑔
𝛼


, 𝑔
𝛽
, 𝑒(𝑔, 𝑔)

𝛼


,
𝐿
𝐵
, 𝑃
𝐵
}.

(3) Generating a rekeying message KU = 𝑔
(𝛼

−𝛼)/𝛽.

(4) Running Quine-McCluskey algorithm to minimize
the remaining members’ IDs until there are 𝑚 irre-
ducible IDs; these IDs are taken as attributes 𝑆

𝑖
, 1 ≤

𝑖 ≤ 𝑚.
(5) Using each attribute to run the encryption algorithm

ENC(Params,MK, 𝑆
𝑖
,𝑀).

After receiving the ciphertext, the groupmembers run the
following steps:

(1) Performing the decryption algorithm DEC(Params,
SK, CT

𝑆𝑖
) and retrieving KU = 𝑀.

(2) Multiplying KU by his private key’s 𝐷 and obtaining
𝐷
,𝐷 = KU ⋅ 𝐷 = 𝑔

(𝛼

−𝛼)/𝛽

⋅ 𝑔
(𝛼+𝛾)/𝛽

= 𝑔
(𝛼

+𝛾)/𝛽.

(3) Updating his session key SEK = 𝐻
1
(KU).

3. Security Issues in EGK

3.1. Malicious Member and Man-in-the-Middle Attack. In
EGK, a malicious member may decrypt the group coordina-
tor’s message and send the forged message to the members
who are associated with the same attributes. The victim
members may update their keys and consequently cause
desynchronization with the coordinator. Thus, the group
coordinator is replaced and the malicious member plays the
man in the middle. He takes control of the group. Detailed
steps are as follows.

A malicious member decrypts CT
𝑆𝑖
, a valid ciphertext of

earlier sessions. He calculates 𝐹, 𝐴
1
, 𝐴
2
, and 𝐴

3
:

(1) He retrieves 𝑒(𝑔, 𝑔)𝛼𝑡𝑆𝑖Sum𝑆𝑖 from CT
𝑆𝑖
as 𝐴
3
; that is,

𝐴
3
= 𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 .

(2) He generates a random value 𝑥 and requires ∃𝛼
2
∈

𝑍
∗

𝑞
, so that 𝑥 = (𝛼

2
− 𝛼)/𝛽; that is, 𝑥𝛽 = 𝛼

2
− 𝛼. He

also forges a rekeying message𝑀 = 𝑔
𝑥.

(3) He multiplies 𝑀
 by 𝐴

3
and the result is 𝐶



0
=

𝑀

𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 .

(4) He sends a forged ciphertext CT
𝑆𝑖

: {𝑆
𝑖
, 𝐶


0𝑆𝑖
, 𝐶
1𝑆𝑖
,

𝐶
2𝑆𝑖
}.

Therefore, the malicious member can bypass the encryp-
tion algorithm ENC and sends a forged ciphertext CT

𝑆𝑖

without the group coordinator’s master keyMK. After receiv-
ing CT

𝑆𝑖
, the members run the decryption algorithm DEC.

Detailed steps are as follows:

(1) Calculating 𝐹 = ∏
𝐴ID∈𝑆𝑖

𝑔
𝛾𝑃𝐵𝑖 = 𝑔

𝛾∑
𝐴ID∈𝑆𝑖 𝑃𝐵𝑖 =

𝑔
𝛾Sum𝑆𝑖 .

(2) Calculating 𝐴
1
= 𝑒(𝐶

1𝑆𝑖
, 𝐷) = 𝑒(𝑔, 𝑔)

(𝛼+𝛾)𝑡𝑆𝑖
Sum𝑆𝑖 .

(3) Calculating 𝐴
2
= 𝑒(𝐶

2𝑆𝑖
, 𝐹) = 𝑒(𝑔, 𝑔)

𝛾𝑡𝑆𝑖
Sum𝑆𝑖 .

(4) Calculating 𝐴
3
= 𝐴
1
/𝐴
2
= 𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 .

(5) Calculating 𝐶


0𝑆𝑖
/𝐴
3

= 𝑀

𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 /𝑒(𝑔,

𝑔)
𝛼𝑡𝑆𝑖

Sum𝑆𝑖 = 𝑀
.

After decryption, they retrieve the rekeying message
𝑀


= 𝑔
(𝛼2−𝛼


)/𝛽 and process to rekey themselves. They

calculate 𝐷 = 𝐷 ⋅ 𝑀

= 𝑔
(𝛼2+𝛾)/𝛽 and then calculate the

current session key SEK = 𝐻(𝑀

).

Under such MITM attacks, the compromised members’
private keys become 𝐷 = 𝑔

(𝛼2+𝛾)/𝛽, which is desynchronous
with their group coordinator’s 𝑔

𝛼


in his master key
MK. Here, we assume that the group coordinator
sends a new rekeying message KU = 𝑀 = 𝑔

(𝛼

−𝛼

)/𝛽,

uses Quine-McCluskey algorithm to minimize the
members’ IDs until there are 𝑛 irreducible IDs and
their attributes are 𝑆

𝑖
, 1 ≤ 𝑖 ≤ 𝑛, and multicasts the

ciphertext to each member ENC(Params,MK, 𝑆
1
,𝑀),

ENC(Params,MK, 𝑆
2
,𝑀), . . . ,ENC(Params,MK, 𝑆

𝑛
,𝑀).

The compromised members receive their ciphertext and run
the following steps for decryption:

(1) Calculation of 𝐹 = ∏
𝐴ID∈𝑆𝑖

𝑔
𝛾𝑝𝐵𝑖 = 𝑔

𝛾∑
𝐴ID∈𝑆𝑖 𝑝𝐵𝑖 =

𝑔
𝛾Sum𝑆𝑖 .

(2) Calculation of 𝐴
1
= 𝑒(𝐶

1𝑆𝑖
, 𝐷) = 𝑒(𝑔, 𝑔)

(𝛼2+𝛾)𝑡𝑆𝑖
Sum𝑆𝑖 .

(3) Calculation of 𝐴
2
= 𝑒(𝐶

2𝑆𝑖
, 𝐹) = 𝑒(𝑔, 𝑔)

𝛾𝑡𝑆𝑖
Sum𝑆𝑖 .

(4) Calculation of 𝐴
3
= 𝐴
1
/𝐴
2
= 𝑒(𝑔, 𝑔)

𝛼2𝑡𝑆𝑖
Sum𝑆𝑖 .

(5) Calculation of 𝐶
0𝑆𝑖
/𝐴
3

= 𝑀𝑒(𝑔, 𝑔)
𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 /𝑒(𝑔,
𝑔)
𝛼2𝑡𝑆𝑖

Sum𝑆𝑖 .

After the division in step (5), the compromised members
are unable to retrieve the key-update message 𝑀. However,
the malicious member can repeat the same rekeying process
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and successfully update the group’s private keys and session
key. Then, the malicious member is able to replace the
coordinator and take control of the group.

3.2. Full Modification of Group Coordinator’s Ciphertext. A
malicious member may modify the whole ciphertext, except
𝑆
𝑖
, in the following steps:

(1) Calculating 𝐵
1𝑆𝑖

= 𝑒(𝐶
1S𝑖 ,𝑀) = 𝑒(𝑔

𝛽𝑡S𝑖Sum𝑆𝑖 ,
𝑔
(𝛼

−𝛼)/𝛽

) = 𝑒(𝑔, 𝑔)
(𝛼

−𝛼)𝑡S𝑖SumS𝑖 .

(2) Calculating 𝐵
2𝑆𝑖

= 𝐶
0𝑆𝑖

⋅ 𝐵
1
/𝑀 = 𝑒(𝑔, 𝑔)

𝛼𝑡𝑆𝑖
Sum𝑆𝑖 ⋅

𝑒(𝑔, 𝑔)
(𝛼

−𝛼)𝑡𝑆𝑖

Sum𝑆𝑖 = 𝑒(𝑔, 𝑔)
𝛼

𝑡S𝑖Sum𝑆𝑖 .

(3) Calculating 𝐵
3𝑆𝑖

= (𝐵
2𝑆𝑖
)
𝑥

= 𝑒(𝑔,
𝑔)
𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 ⋅((𝛼2−𝛼

)/𝛽)

= 𝑒(𝑔, 𝑔)
((𝛼2−𝛼


)𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽.
(4) Multiplying 𝑀 by 𝐵

3𝑆𝑖
to forge 𝐶

0𝑆𝑖
= 𝑀

⋅ 𝐵
3𝑆𝑖

=

𝑀

𝑒(𝑔, 𝑔)

((𝛼2−𝛼

)𝛼

𝑡S𝑖SumS𝑖 )/𝛽.

(5) Calculating 𝐶


1𝑆𝑖
= (𝐶

1𝑆𝑖
)
𝑥

= (𝐶
1𝑆𝑖
)
(𝛼2−𝛼


)/𝛽

=

𝑔
(𝛼2−𝛼


)𝑡𝑆𝑖

Sum𝑆𝑖 .

(6) Calculating 𝐶


2𝑆𝑖
= (𝐶

2𝑆𝑖
)
𝑥

= (𝐶
2𝑆𝑖
)
(𝛼2−𝛼


)/𝛽

=

𝑔
((𝛼2−𝛼


)𝑡𝑆𝑖
)/𝛽.

(7) Sending the forged message CT
𝑆𝑖
: {𝑆
𝑖
, 𝐶


0𝑆𝑖
, 𝐶


1𝑆𝑖
, 𝐶


2𝑆𝑖
}.

After receiving CT
𝑆𝑖
, the group members run the decryp-

tion algorithm DEC(Params, SK,CT
𝑆𝑖
):

(1) The group members verify whether the received 𝑆
𝑖

matches their own 𝐴 ID. If the two are verified, they
proceed to the next step. Otherwise, they end the
algorithm.

(2) They convert the 𝑆
𝑖
-associated 𝐿

𝐵
into 𝑃

𝐵
and then

calculate the sum 𝐹 = ∏
𝐴ID∈S𝑖𝑔

𝛾𝑝𝐵𝑖 =𝑔
𝛾∑
𝐴ID∈S𝑖 𝑝𝐵𝑖 =

𝑔
𝛾SumS𝑖 .

(3) They calculate 𝐹 = ∏
𝐴ID∈S𝑖𝑔

𝛾𝑝𝐵𝑖 = 𝑔
𝛾∑
𝐴ID∈S𝑖 𝑝𝐵𝑖 =

𝑔
𝛾SumS𝑖 .

(4) They calculate 𝐴
1
= 𝑒(𝐶



1𝑆𝑖
, 𝐷) = 𝑒(𝑔

(𝛼2−𝛼

)𝑡𝑆𝑖

Sum𝑆𝑖 ,
𝑔
(𝛼

+𝛾)/𝛽

) = 𝑒(𝑔, 𝑔)
((𝛼2−𝛼


)(𝛼

+𝛾)𝑡S𝑖SumS𝑖 )/𝛽.

(5) They calculate 𝐴
2
= 𝑒(𝐶



2𝑆𝑖
, 𝐹) = 𝑒(𝑔

((𝛼2−𝛼

)𝑡𝑆𝑖
)/𝛽,

𝑔
𝛾Sum𝑆𝑖 ) = 𝑒(𝑔, 𝑔)

((𝛼2−𝛼

)𝛾𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽.
(6) They calculate 𝐴

3
= 𝐴

1
/𝐴
2

= 𝑒(𝑔,
𝑔)
((𝛼2−𝛼


)(𝛼

+𝛾)𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽/𝑒(𝑔, 𝑔)((𝛼2−𝛼

)𝛾𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽 = 𝑒(𝑔,
𝑔)
((𝛼2−𝛼


)(𝛼

+𝛾)𝑡𝑆𝑖
⋅Sum𝑆𝑖−(𝛼2−𝛼


)𝛾𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽 = 𝑒(𝑔,
𝑔)
((𝛼2−𝛼


)𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽.

(7) They calculate 𝐶
0S𝑖/𝐴3 =𝑀


𝑒(𝑔, 𝑔)

((𝛼2−𝛼

)𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽/
𝑒(𝑔, 𝑔)

((𝛼2−𝛼

)𝛼

𝑡𝑆𝑖

Sum𝑆𝑖 )/𝛽 =𝑀.

After the decryption procedure, they retrieve 𝑀


=

𝑔
(𝛼2−𝛼


)/𝛽, calculate𝐷 = 𝐷 ⋅𝑀


= 𝑔
(𝛼2+𝛾)/𝛽, and update their

current session key SEK = 𝐻(𝑀

).

In EGK, even though a malicious member is unable
to decrypt his group coordinator’s ciphertext, he can forge
a message and then try the steps of Sections 3.1 and 3.2.
Maybe some members are able to decrypt two ciphertexts,
for example, 𝑆

𝑖
and 𝑆

𝑗
, but they can still receive the forged

message. Since they do not verify the sender, they just retrieve
𝑀
 and update their keys and hence the desynchronization

between them and their group coordinator.

4. Secure Key Distribution Scheme for
Multicast Communication

4.1. Initial Stage. At this stage a group coordinator cre-
ates a multicast group with 𝑁 maximum members, gen-
erates system parameters 𝐺

0
, 𝐺
1
, 𝑞, 𝑔, and 𝑒, defines two

hash functions 𝐻
1
and 𝐻

2
, generates three random val-

ues 𝛼, 𝛽 and 𝑡, requires 𝛼, 𝛽, 𝑡 ∈ 𝑍
∗

𝑞
, sets the length of

ID as 𝑛 = log𝑁, creates 2log
2
𝑁 bit-assignment sets

𝐿
𝐵
= {𝐵
0
, 𝐵
0
, 𝐵
1
, 𝐵
1
, . . . , 𝐵

𝑛−1
, 𝐵
𝑛−1

}, where 𝐵
𝑖
denotes that

the 𝑖th bit of ID is 1 and 𝐵
𝑖
denotes that the 𝑖th bit of

ID is 0, and creates sets of bit-assignment secrets 𝑃
𝐵

=

{𝑝
𝐵0
, 𝑝
𝐵0
, 𝑠
𝐵1
, 𝑝
𝐵1
, . . . , 𝑝

𝐵𝑛−1
, 𝑝
𝐵𝑛−1

}, where 𝑝
𝐵𝑖
, 𝑝
𝐵𝑖

∈ 𝑍
𝑞
.

𝑃
𝐵
maps 𝐿

𝐵
. That is, 𝑝

𝐵0
maps 𝐵

0
, 𝑝
𝐵0

maps 𝐵
0
, and so

on. Further, a group coordinator generates his master key
MK = {𝛽, 𝑡, 𝑔

𝛼
, 𝑔
𝛽
, 𝑒(𝑔, 𝑔)

𝛼
, 𝐿
𝐵
, 𝑃
𝐵
} and the public parameter

Params = {𝐺
0
, 𝑒, 𝑔, 𝑃pub, 𝐻1, 𝐻2}, where 𝑃pub = 𝑔

𝑡.

4.2. Key Distribution. When a new member joins the group,
the group coordinator assigns a unique ID to the member
and associates him with an attribute 𝐴 ID. Then, the group
coordinator runs KeyGen(MK, 𝐴ID) to generate a key:

(1) He generates a random value 𝛾 ∈ 𝑍∗
𝑞
.

(2) He calculates𝐷 = 𝑔
(𝛼+𝛾)/𝛽.

(3) He uses 𝐴 ID to compute ∀𝐵
𝑖
∈ 𝐴 ID : 𝐷

𝐵
= 𝑔
𝛾𝐵
𝑖 .

(4) He maps 𝑃
𝐵
with 𝐿

𝐵
, ∀𝐵
𝑖
∈ 𝐴 ID = 𝑔

𝛾𝑝𝐵𝑖 .
(5) He generates a private key SKID = {𝐷 =

𝑔
(𝛼+𝛾)/𝛽

, ∀𝐵
𝑖
∈ 𝐴 ID : 𝐷

𝐵
= 𝑔
𝛾𝑝𝐵𝑖 }.

At last, the group coordinator multicasts ID, 𝐴 ID, SKID, and
current session key SEK to the newmember through a secure
channel.

4.3. Encryption and Decryption Algorithm. When a group
coordinator needs to multicast his group, he assigns a unique
set of bit-assignment to each group member, so that each
member is able to decrypt their ciphertext. Also, the coor-
dinator uses the Quine-McCluskey algorithm to minimize
remaining members’ IDs and then calculates attributes 𝑆

𝑖
. He

runs ENC to encrypt 𝑆
𝑖
and members run DEC to decrypt it.

The group coordinator runs ENC(Params,MK, 𝑆
𝑖
,𝑀)

that

(1) calculates ℎ = 𝐻
2
(𝑀),

(2) converts the 𝑆
𝑖
-associated 𝐿

𝐵
into 𝑃

𝐵
,

(3) calculates Sum
𝑆𝑖
= ∑
𝐵𝑖∈𝑆𝑖

𝑝
𝐵𝑖
,
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(4) calculates 𝐶
0𝑆𝑖

= 𝑀𝑒(ℎ, 𝑔)
𝛼𝑡Sum𝑆𝑖 ,

(5) calculates 𝐶
1𝑆𝑖

= ℎ
𝛽𝑡Sum𝑆𝑖 ,

(6) calculates 𝐶
2𝑆𝑖

= ℎ
𝑡,

(7) generates CT
𝑆𝑖
: {𝑆
𝑖
, 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, 𝐶
2𝑆𝑖
}.

After receiving the ciphertext, group members
verify whether their own 𝐴 ID matches 𝑆

𝑖
’s bit-

assignment. If verified, they run the decryption algorithm
DEC(Params, SK,CT

𝑆𝑖
). Besides, during decryption, they

have to check if the sender of 𝑀 is their group coordinator.
Steps are as follows:

(1) Conversion of the 𝑆
𝑖
-associated 𝐿

𝐵
into 𝑃

𝐵
.

(2) Calculating 𝐹 = ∏
𝐴ID∈𝑆𝑖

𝑔
𝛾𝑝𝐵𝑖 = 𝑔

𝛾∑
𝐴ID∈𝑆𝑖 𝑝𝐵𝑖 =

𝑔
𝛾Sum𝑆𝑖 .

(3) Calculating 𝐴
1
= 𝑒(𝐶

1𝑆𝑖
, 𝐷) = 𝑒(ℎ, 𝑔)

(𝛼+𝛾)𝑡Sum𝑆𝑖 .

(4) Calculating 𝐴
2
= 𝑒(𝐶

2𝑆𝑖
, 𝐹) = 𝑒(ℎ, 𝑔)

𝛾𝑡Sum𝑆𝑖 .

(5) Calculating 𝐴
3
= 𝐴
1
/𝐴
2
= 𝑒(ℎ, 𝑔)

𝛼𝑡Sum𝑆𝑖 .

(6) Dividing 𝐶
0𝑆𝑖

by 𝐴
3
and the result is𝑀 = 𝐶

0𝑆𝑖
/𝐴
3
.

(7) Calculating ℎ = 𝐻
2
(𝑀).

(8) Verifying if 𝑒(ℎ, 𝑃pub) = 𝑒(ℎ, 𝑔
𝑡
) = 𝑒(𝐶

2𝑆𝑖
, 𝑔).

4.4. Key-Update Stage. If a new member joins a group, the
group coordinator generates a new session key SEK and
uses the previous session key SEK to encrypt it to his group
members. Also, through a secure channel, the coordinator
multicasts ID, AID, SKID, and SEK to the members. If a
member leaves a group, the coordinator and his members
proceed to different steps.

Group coordinator performs the following:

(1) He generates a random value 𝛼 ∈ 𝑍∗
𝑞
.

(2) He updates his master keyMK = {𝛽, 𝑔
𝛼


, 𝑔
𝛽
, 𝑒(𝑔, 𝑔)

𝛼


,
𝐿
𝐵
, 𝑃
𝐵
}.

(3) He generates a rekeying message KU = 𝑔
(𝛼

−𝛼)/𝛽.

(4) He uses theQuine-McCluskey algorithm tominimize
remainingmembers’ IDs until there are𝑚 irreducible
IDs and these IDs are taken as attributes 𝑆

𝑖
, 1 ≤ 𝑖 ≤ 𝑚.

(5) He runs ENC(Params,MK, 𝑆
𝑖
,𝑀) for each attribute.

Group members perform the following:

(1) After receiving the ciphertext, each group member
runs DEC(Params, SK,CT

𝑆𝑖
) and retrieves𝑀 = KU.

(2) Theymultiply KUby𝐷 and the result is𝐷 = KU⋅𝐷 =

𝑔
(𝛼

−𝛼)/𝛽

⋅ 𝑔
(𝛼+𝛾)/𝛽

= 𝑔
(𝛼

+𝛾)/𝛽.

(3) They update their session key SEK = 𝐻
1
(KU).

5. Security Analysis

5.1. MaliciousMember andMITMAttack. We assume amali-
cious member is in a group coordinator’s communication
group.He receives the latest rekeyingmessage and then forges
a fake one to other group members. The forged message
may arrive before the group coordinator’s rekeying message
and successfully rekey the members. By this, the malicious
member can cause asynchrony between group members and
their coordinator.

After receiving group coordinator’s CT
𝑆𝑖
, the malicious

member retrieves 𝑆
𝑖
, 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, and 𝐶

2𝑆𝑖
and calculates 𝐴

1
,

𝐴
2
, and 𝐴

3
. He tries to forge a message 𝐶

0𝑆𝑖
= 𝑀

⋅ 𝐴
3
and

sends the fake ciphertext CT
𝑆𝑖
= {𝑆
𝑖
, 𝐶


0𝑆𝑖
, 𝐶
1𝑆𝑖
, 𝐶
2𝑆𝑖
} to other

members. Following the decryption algorithm, the members
decrypt the fake ciphertext CT

𝑆𝑖
and retrieve𝑀. According

to the 7th step of decryption, they calculate ℎ = 𝐻
2
(𝑀

). At

the 8th step, they calculate 𝑒(ℎ, 𝑃pub) = 𝑒(ℎ, 𝑔
𝑡
), which does

not match 𝑒(𝐶
2𝑆𝑖
, 𝑔), hence an unsuccessful attack.

5.2. Malicious Member and Asynchrony. We assume a mali-
cious member belongs to a group coordinator’s communica-
tion group.He is able to decrypt and retrieve the coordinator’s
rekeying message. He forges a rekeying message and sends it
to other groupmembers. CT

𝑆𝑖
is the previous ciphertext from

the group coordinator:

CT
𝑆𝑖
: {𝑆
𝑖
, 𝐶
0S𝑖 = 𝑀𝑒 (ℎ, 𝑔)

𝛼𝑡SumS𝑖 , 𝐶
1S𝑖 = ℎ

𝛽𝑡SumS𝑖 , 𝐶
2S𝑖

= ℎ
𝑡
} ,

𝑀 = KU = 𝑔
(𝛼

+𝛼)/𝛽

.

(1)

With CT
𝑆𝑖

and 𝑀, the group members have updated
their private keys 𝐷 = 𝑔

(𝛼

+𝛾)/𝛽. The malicious member

forges a rekeying message 𝑀
. Since he has had 𝐻

2
, he

uses it to calculate 𝐻
2
(𝑀

) and tries to generate 𝐶



0𝑆𝑖
=

𝑀

𝑒(𝐻
2
(𝑀

), 𝑔)
𝛼

𝑡Sum𝑆𝑖 . He has to use CT

𝑆𝑖
to run the

following steps:

(1) Summing up the previous attributes 𝑆
𝑖
; thus, 𝐹 =

∏
𝐴ID∈𝑆𝑖

𝑔
𝛾𝑝𝐵 = 𝑔

𝛾∑
𝐴ID∈𝑆𝑖 𝑝𝐵 = 𝑔

𝛾Sum𝑆𝑖 .

(2) Calculating 𝐴


1
= 𝑒(𝐶

1𝑆𝑖
, 𝐷) = 𝑒(𝐻

2
(𝑀),

𝑔)
(𝛼

+𝛾)𝑡Sum𝑆𝑖 .

(3) Calculating 𝐴
2
= 𝑒(𝐶

2𝑆𝑖
, 𝐹) = 𝑒(𝐻

2
(𝑀), 𝑔)

𝛾𝑡Sum𝑆𝑖 .

(4) Calculating 𝐴
3
= 𝐴


1
/𝐴
2
= 𝑒(𝐻

2
(𝑀), 𝑔)

𝛼

𝑡Sum𝑆𝑖 .

Since 𝐴


3
= 𝑒(𝐻

2
(𝑀), 𝑔)

𝛼

𝑡Sum𝑆𝑖 , it does not match

𝑒(𝐻
2
(𝑀

), 𝑔)
𝛼

𝑡Sum𝑆𝑖 .

5.3. Backward Secrecy. If a group coordinator removes a
member from the group, he updates his own master key and
runs the encryption algorithm ENC to generate a rekeying
message KU to the remaining members. After receiving KU,
the members update their private keys SK ⋅ 𝐷


= SK ⋅ 𝐷 ⋅ KU
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Table 1: Comparison of computational load.

EGK Our scheme
Encryption Decryption Encryption Decryption

Coordinator (𝑒 + 3𝐸𝑝)𝑚 0 (ℎ + 𝑒 + 3𝐸𝑝)𝑚 0
Member 0 3e 0 ℎ + 4𝑒

Table 2: Storage.

Master key Public parameter Session key
Coordinator 1 0 1

Member 0 𝑁 𝑁

Total 1 𝑁 𝑁 + 1

and calculate a new session key SEK = 𝐻
2
(KU). Because the

removed member does not have KU, he cannot calculate a
new private key and session key.

5.4. Forward Secrecy. When a newmember joins a group, the
group coordinator generates a new session key SEK and uses
the previous session key SEK to encrypt SEK to his group
members. Then, he sends SEK to the new member through
a secure channel. In doing so, the new member is unable to
access previous messages.

6. Performance Evaluation

In our secure multicast group communication protocol, a
group coordinator has to store a set of a public parameter,
a master key, and a session key, that is, {Params,MK, SEK}.
It consists of five real numbers, two hash functions, one
mapping function, and two sets of bit-assignments.

As for our computational load, a group coordinator calcu-
lates one hash function, onemapping, and three exponentials
when running the encryption algorithm. When a group
member decrypts a ciphertext, the decryption algorithm
requires four mappings and one hash. As listed in Table 1,
if there are 𝑚 attributes after the minimization, our key-
updating requires 𝑚 times of encryption, that is, 𝑚 hash
functions,𝑚mappings, and 3m exponentials.

Compared with EGK, our encryption algorithm requires
sender verification; therefore, it needs to compute one more
hash. And our decryption algorithm requires groupmembers
to verify messages, so it needs to compute one more hash and
one more mapping.

Take Facebook as an example. We assume that it uses our
scheme; its member limit is 5000 (𝑁 = 5000); each user is a
group coordinator; each user is also a member of his friends’
groups. Thus, each user has a master key, (𝑁 + 1) public
parameters, and (𝑁 + 1) session keys, as shown in Table 2.

In our scheme, a group coordinator’s communication
load is in linear increase with the minimized attributes. If
there are𝑚 attributes afterminimization, he has to generate𝑚
rekeying messages. Each message consists of one 𝑆

𝑖
and three

variables 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, and 𝐶

2𝑆𝑖
(see Table 3).

Despite having one more hash and one more pub-
lic parameter compared to EGK, our system’s storage

Table 3: Communication loads for rekeying.

EGK Our scheme
Coordinator (𝑆

𝑖
, 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, 𝐶
2𝑆𝑖
)𝑚 (𝑆

𝑖
, 𝐶
0𝑆𝑖
, 𝐶
1𝑆𝑖
, 𝐶
2𝑆𝑖
)𝑚

requirement is the same as EGK’s. And the two schemes’
communication loads are also the same.

7. Conclusion

In this paper, we analyze Zhou and Huang’s key distribution
scheme for multicast group communication and find it prone
to MITM and desynchronization attacks. These security
issues can cause a group coordinator to lose the control
over his group and fail to rekey his members. We propose
a scheme to enhance the security of EGK. Our scheme
guarantees forward and backward secrecy, prevents message
modification and forgery during rekeying, requires sender
verification, and therefore prevents MITM attacks in group
communication.

We hope our secure multicast group communication
scheme can be applied to cloud services and social network-
ing sites, so that users can enjoy these services in a secure
environment without further loads. And users’ privacy and
data integrity can also be secured.

Notations

𝑞: A large prime number
𝐺
0
: A cyclic additive group of prime order 𝑞

and generator 𝑔
𝐺
1
: A cyclic multiplicative group of prime

order 𝑞
𝑔: Generator, 𝑔 ∈ 𝐺

0

𝑒: A bilinear map 𝑒, 𝐺
0
× 𝐺
0
→ 𝐺
1

𝐻: One-way hash function
𝛼, 𝛽, 𝛾: Random values, 𝛼, 𝛽, 𝛾 ∈ 𝑍∗

𝑞

ID: Identifier of group members,
ID = 𝑏

𝑛
𝑏
𝑛−1

⋅ ⋅ ⋅ 𝑏
0

𝐿
𝐵
: A set of bit-assignments

𝐿
𝐵
= {𝐵
0
, 𝐵
0
, 𝐵
1
, 𝐵
1
, . . . , 𝐵

𝑛−1
, 𝐵
𝑛−1

}; 𝐵
𝑖
: the

𝑖th bit of ID is 1; 𝐵
𝑖
: the 𝑖th bit of ID is 0.

𝑃
𝐵
: A set of bit-assignments secrets

𝑃
𝐵
= {𝑝
𝐵0
, 𝑝
𝐵0
, 𝑝
𝐵1
, 𝑝
𝐵1
, . . . , 𝑝

𝐵𝑛−1
, 𝑝
𝐵𝑛−1

};
𝑝
𝐵𝑖
, 𝑝
𝐵𝑖
∈ 𝑍
𝑞
; 𝑃
𝐵
maps 𝐿

𝐵

Params: Public parameter Params = {𝐺
0
, 𝑒, 𝑔,𝐻}

MK: Group coordinator’s master key
MK = {𝛽, 𝑔

𝛼
, 𝑔
𝛽
, 𝑒(𝑔, 𝑔)

𝛼
, 𝐿
𝐵
, 𝑆
𝐵
}

SKID: Private keys that a group coordinator
multicasts to members of specific ID,
SKID = {𝐷 = 𝑔

(𝛼+𝛾)/𝛽
, ∀𝐵
𝑖
∈ 𝐴 ID : 𝐷

𝐵
=

𝑔
𝑟𝑠𝐵𝑖 }

SEK: Session key
𝐴 ID: An attribute that a group coordinator

gives to a member of a specific ID (each
attribute is the bit-assignment of the ID).
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A new technique utilizing Scalar Quantization is designed in this paper in order to be used for Digital ImageWatermarking (DIW).
Efficiency of the technique is measured in terms of distortions of the original image and robustness under different kinds of attacks,
with particular focus on Additive White Gaussian Noise (AWGN) and Gain Attack (GA). The proposed technique performance is
affirmed by comparing with state-of-the-art methods including Quantization Index Modulation (QIM), Distortion Compensated
QIM (DC-QIM), and Rational Dither Modulation (RDM). Considerable improvements demonstrated by the method are due
to a new form of distribution of quantized samples and a procedure that recovers a watermark after GA. In contrast to other
known quantization methods, the detailed method here stipulates asymmetric distribution of quantized samples. This creates a
distinctive feature and is expressed numerically by one of the proposed criteria. In addition, several realizations of quantization
are considered and explained using a concept of Initial Data Loss (IDL) which helps to reduce watermarking distortions. The
procedure for GA recovery exploits one of the two criteria of asymmetry. The accomplishments of the procedure are due to its
simplicity, computational lightness, and sufficient precision of estimation of unknown gain factor.

1. Introduction

In modern communications, multimedia plays significant
role. Ownership ofmultimedia data is important and needs to
be protected [1]. As a part of nowadays popular multimedia
content, digital images are an important class. A protection
of digital rights of an owner is implemented by Digital Image
Watermarking (DIW). A watermark that is inserted into an
image has to be robust [2] as well as invisible [3].

Among the popular and efficient techniques in DIW,
Quantization Index Modulation (QIM) is widely used in
blind watermarking where neither original media nor water-
mark is known to the receiver [4, 5]. One of the aspects of
robustness of QIM is evaluated by attacking a watermarked
image with AdditiveWhite Gaussian Noise (AWGN). Unfor-
tunately, all the known on practice implementations of QIM
are far from achieving the channel capacity limit that was first
derived in [6].

Several different QIM-related approaches are known.
Some state-of-the-art realizations will be outlined briefly.
According to QIM, intervals of equal length Δ are mapped

on the real number line. The oldest known approach is to
replace all the original coefficients inside every interval with
one of the two endpoints of that interval. The selection
of the endpoint depends on a bit of a watermark [7]. The
main disadvantage is that for high intensity of noise and the
capacity of the oldest QIM is much lower than the theoretical
limit. In amore advanced realization ofDC-QIM, coefficients
from every original interval are mapped into two disjoint
subintervals. The gap between the subintervals is controlled
by parameter 𝛼, 0 ≤ 𝛼 ≤ 1 [8]. Assuming that initial dis-
tribution inside original interval and target distributions in
subintervals are uniform, the mapping in accordance to DC-
QIM is optimal in terms of Mean Square Error (MSE) of
quantization. In order to maximize capacity for a given MSE
under AWGN of different intensity, parameters Δ, 𝛼 have to
be adjusted. Nevertheless, the limit defined in [6] is still well
above the one achievable by DC-QIM.

Not all the original coefficients in each interval need to
be quantized. This idea has been explored by the authors
of Forbidden Zone Data Hiding (FZDH) [9]. Another idea
was proposed by the authors of Thresholded Constellation
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Modulation (TCM) that uses two different quantization rules
to modify coefficients inside the original interval [10].

Despite sufficient robustness of QIM under AWGN,
the limitation is that synchronization is required in order
to reconstruct intervals that are necessary to extract (or
decode) a watermark. A type of distortion which scales all
the watermarked coefficients is called Gain Attack (GA).
The scaling factor might be close to 1 and cause very little
visual distortion, but it is unknown to the receiver which
causes asynchronous extraction. Retrieval of the watermark
is usually complicated by AWGN that follows GA [11].

Improvement of QIM performance under GA is the task
of numerous known approaches [12]. Most of them can be
classified into two groups where the main idea of the first
group is to estimate the unknown factor [13] while the idea of
the second is to quantize coefficients of a different kind that
are invariant to scaling of original signal.

The solution proposed in [11] contributes to robustness
enhancement in case of GA and a constant offset attack
followed by AWGN. A pilot signal is embedded for this pur-
pose. Fourier analysis is used during extraction to estimate
the gain factor and the offset. Another method of recovery
after GA and AWGN is proposed in [14]. It uses information
about dither sequence and applies Maximum Likelihood
(ML) procedure to estimate the scaling factor.

Watermarking that is invariant to GA demands more
complex transform of original signal (e.g., nonlinear) to
obtain coefficients. One of the most popular watermarking
methods in that category is Rational Dither Modulation
(RDM) [15]. For a particular coefficient, a ratio that depends
on a norm of other coefficients is being quantized instead of a
coefficient itself. In order to quantize the ratio, RDM utilizes
the simplest QIM scheme. This implies that the performance
of RDM under AWGN (without GA) is close to the simplest
QIM. Among others recent blind watermarking methods
robust to GA are, for example, detailed in [16–18].

A new scalar QIM-based watermarking method is pro-
posed in this paper. It provides high robustness under
conditions of AWGN andGA. Among the new features of the
method are IDL and a new form of distribution of quantized
samples.

The organization of the rest of the paper is as follows.
Section 2 explains the choice of the distribution of quan-
tized samples and contains description of the procedure of
recovery after GA. Concept of IDL and quantization model
are described in Section 3 using formal logic approach. The
aspects of analytic-based estimation of robustness under
AWGN are discussed in Section 4. Next, Section 5 contains
experimental results obtained under AWGN and GA. Dis-
cussion of the details of the experiment and comparison of
the performance are given in Section 6. Section 7 concludes
the paper. The list of the key variables and their meaning is
given in Nomenclature section.

2. Distribution of Quantized Samples and
Procedure for Recovery after GA

An asymmetric distribution of quantized samples is proposed
and parametrized in this section. Asymmetry is the quality

that can be easily expressed quantitatively. Under symmetric
attack, like AWGN, such quantitative index remains suffi-
ciently indicative. On the other hand, it can be affected by
GA. Such semifragility is favorable for restoration of the
right condition for decoding. The restoration is done by
the procedure for recovery after GA which uses criterion of
asymmetry. Compared to the known estimation procedures
[14], the one proposed in this section depends on a single
variable which is the unknown gain factor. This makes the
technique simple and more precise.

For encoding, in our case, asymmetric distribution re-
quires substantially more variables for description compared
to common QIM methods. Because of that, it is advisable to
refer to Nomenclature section.

2.1. Distribution of Quantized Samples. SymbolΣwill be used
to denote a random variable whose domain is the space of
original coefficients of a host. A particular realization of Σ
will be denoted as 𝜍. We will further consider manipulation
of original values 𝜍 that are in some 𝑘th interval of size Δ

and its left endpoint is 𝑙𝑘
Δ
. Such an interval is referred further

as embedding interval. For any 𝜍 ∈ [𝑙
𝑘

Δ
, 𝑙
𝑘

Δ
+ Δ] we define

𝑥 = 𝜍 − 𝑙
𝑘

Δ
and 𝑋 will be used to denote a random variable

which represents 𝑥. The value of Δ should be small enough
so that the distribution of 𝑋 can be considered uniform. A
random variable that represents quantized coefficients inside
𝑘th interval is denoted as 𝑋 and its realization is denoted as
𝑥
. Each pair of an original 𝑥 and corresponding quantized

𝑥
 belongs to the same 𝑘th embedding interval so that an

absolute shift is never larger than Δ. Correspondingly, a
random variable that represents quantized coefficients on the
whole real number line is denoted as Σ and its realization is
denoted as 𝜍.

In order to provide efficient recovery after GA, we
propose the following asymmetric distribution of quantized
samples 𝑥 inside 𝑘th embedding interval (Figure 1(a)):

𝑓 (𝑥

) =

{{{{

{{{{

{

(𝛾0 + 𝜂1) 𝑓0 (𝑥

) , if 𝑥 ∈ [0, Δ (𝛽 − 𝛼)] ,

(𝜑1 + 𝜗0) 𝑓1 (𝑥

) , if 𝑥 ∈ [Δ𝛽, Δ] ,

0, otherwise,

(1)

where 𝑓0(𝑥

) and 𝑓1(𝑥


) are two different kinds of truncated

distributions defined as

𝑓0 (𝑥

) =

{

{

{

𝑐𝑥

+ 𝜏, if 𝑥 ∈ [0, Δ (𝛽 − 𝛼)] ,

0, otherwise,
(2)

𝑓1 (𝑥

) =

{

{

{

𝑔, if 𝑥 ∈ [Δ𝛽, Δ] ,

0, otherwise.
(3)

The other parameters are constrained in the following way:
0 ≤ 𝛼 ≤ 𝛽 ≤ 1, 𝛾0 + 𝜗0 + 𝜑1 + 𝜂1 = 1 (see
Nomenclature section).Themeaning of parameters 𝛾0, 𝜗0,𝜑1,
𝜂1 will be discussed later in Section 3. In Figure 1(b) we can
see the distribution of the quantized coefficients outside 𝑘th
embedding interval as well.



Journal of Electrical and Computer Engineering 3

x

f0(x
)

f1(x
)

𝛼Δ

𝛽Δ
Δ

“1”
𝜏

lkΔ lkΔ + Δ 𝜍

“0”

(a)

𝜍

“0”“1”“0”“1”“0”“1” ThTh

k − 1 k k + 1 k + 2 k + 3

(b)

Figure 1: Distribution of the quantized coefficients: (a) Inside 𝑘th embedding interval. (b) In five consecutive intervals.

2.2. Procedure for GA Recovery. It is assumed that under GA
the original length of embedding interval Δ is altered by
unknown gain factor 𝜆 and the resulting length is Δ̃ = 𝜆Δ.
In addition to that, AWGN attack is applied. The procedure
for GA recovery is the estimator whose result is based
on a criterion having higher values for the right length Δ̃

of embedding interval. The uniqueness of the distribution
of quantized samples is exploited by two different criteria
𝐶1 and 𝐶2. The procedure itself represents a brute force
approach that substitutes guessed values Δ̃

 of the length
of embedding interval into a criterion. Guessed value of Δ̃

which maximizes it (𝐶1 or 𝐶2) should be selected:

Δ̃


= argmax
{Δ̃


}

𝐶1,2 (Δ̃


) , (4)

where Δ̃ is the final output of the procedure. Some interval
[Δ̃


min, Δ̃


max] for guessed values Δ̃
 should be defined in

advance. For instance, Δ̃min = 0.9Δ and Δ̃


max = 1.1Δ works
well in most cases because the diapason of scaling factor 𝜆 is
quite limited on practice.

For each particular value Δ̃, the index defined according
to the criterion is calculated by projecting noisy quantized
samples 𝜍

𝑛
on a single embedding interval:

𝑥


𝑛

=

{{{{

{{{{

{

𝜍


𝑛
mod Δ̃



, if
[
[
[

[

𝜍


𝑛
− 𝑙
𝑘

Δ

Δ̃


]
]
]

]

mod 2 = 0,

Δ̃


− (𝜍


𝑛
mod Δ̃



) , otherwise.

(5)

This is needed to reconstruct the distribution of quantized
samples inside embedding interval.

Two criteria are proposed for the assessment of the
distribution of random variable 𝑋



𝑛
∈ [0, Δ̃



] (subscript “𝑛”
means affected by noise):

𝐶1 (Δ̃


) =



median (𝑋


𝑛
)

Δ̃


− 0.5



,

𝐶2 (Δ̃


) =



𝜇𝑤 (𝑋


𝑛
)

(Δ̃


)

𝑤



, 𝑤 = 2𝑚 + 1, 𝑚 ∈ N.

(6)

Here, 𝜇𝑤 is the 𝑤th central moment. Odd moments
are zero for symmetric distributions, but for asymmetric
distributions their values can be sufficiently large. If the
assumption about Δ̃ is wrong, then the values of both criteria
are low. In that case the distribution of 𝑋

𝑛
is very close to

uniform (which is symmetric). This is because of the effect
caused by GA on calculation of 𝑥

𝑛
in (5). Nevertheless, the

distribution of𝑋
𝑛
demonstrates asymmetry in case Δ̃ is close

to Δ̃. The explanation is that the distribution of quantized
samples inside embedding interval (before GA is introduced)
is indeed asymmetric. In spite of utilization of brute force
optimization, the procedure is simple and the computational
demand is low. On practice, the number of brute force steps
is much smaller than the number of quantized elements.
Therefore, the complexity is 𝑂(𝑛) in that case. For instance,
for recovery with high accuracy it is enough to perform 103

brute force steps with values from the interval [Δ̃min, Δ̃


max].

3. Quantization

A quantization model is introduced in this section. In
order to represent it in a compact form, we combine all
the quantization conditions in a single logical expression.
Previously proposed distribution of quantized samples is
assured. However, additional parameter of the quantization
model implies different distribution of the samples associated
with labels “0” and “1.”

3.1. TwoApproaches for Quantization. Quantized samples are
modified according to themodel described in this subsection.
A watermark bit is denoted as 𝑏. Each sample with value 𝑥

inside 𝑘th embedding interval has index 𝑖 ∈ N according
to its order in the host sequence. During watermarking a
bit is assigned to each index 𝑖. Different frameworks might
be used for description of the quantization model. We will
use first order predicate logic to describe our approach. This
choice can be reasoned as follows. A closed-from expression
has to be defined for quantization and it is important to
show that the derived solution minimizes MSE between
initial and target distribution. The kind of proposed target
distribution is not common for QIM-based watermarking
methods. Therefore, we find it necessary to explain in detail
the process of derivation of quantization expression. Also,
samples interpreting “0” should be quantized in a different
way to samples interpreting “1.” Predicate logic is a suitable
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Figure 2: Scheme of labeling and distribution of original samples prior to quantization.

tool for description of embedding because logical construc-
tion can incorporate all the possible quantization conditions
in a compact form.

Two-place predicate 𝐸 is to denote correspondence
between some index and the value of coefficient. For example,
𝐸𝑖𝑥 is true if a coefficient with order 𝑖 has value 𝑥. We will
further use notation of the set E which contains all the pairs
(𝑥, 𝑖) that provide true value of 𝐸𝑖𝑥. One-place predicate 𝐵 is
to denote bit value assigned to a coefficient with particular
index. For instance, 𝐵𝑖 is true if watermark bit 𝑏 = 1 is
assigned to a coefficient with index 𝑖 and ∼ 𝐵𝑖 is true if 𝑏 = 0.
Two-place predicates 𝑋0 or 𝑋1 will be used to define that
some 𝑖th sample with value 𝑥 has label “0” or “1,” respectively:

(𝑋0𝑖𝑥 ≡ (𝐸𝑖𝑥& ∼ 𝐵𝑖)) , (∀𝑖) (∀𝑥) , (7)

(𝑋1𝑖𝑥 ≡ (𝐸𝑖𝑥&𝐵𝑖)) , (∀𝑖) (∀𝑥) . (8)

Sets X0 and X1 contain all the pairs (𝑥, 𝑖) that provide
true values of 𝑋0𝑖𝑥 and 𝑋1𝑖𝑥, respectively. Initial PDFs of 𝑋
inside X0, X1, and E are considered to be uniform: 𝑓X

0

(𝑥) =

𝑓X
1

(𝑥) = 𝑓E(𝑥) = 1/Δ (Figure 2).
Also, each coefficient is labeled either as IDL or non-

IDL depending on its value 𝑥 and index 𝑖. Samples labeled
as IDL are quantized in a different way which reduces
the total embedding distortion. Both types of coefficients
(IDL and non-IDL) are being modified during quantization.
However, after quantization, interpretation of a bit of each
IDL coefficient is incorrect. The purpose of quantization is
to provide that all the non-IDL samples can be extracted
correctly and the resulting distribution of all the samples
is the one depicted in Figure 1(a). Parameters 𝜂1 and 𝜗0

represent fractions of IDL for 𝑏 = 1 and 𝑏 = 0, respectively.
Parameters 𝜑1 and 𝛾0 represent fractions of non-IDL samples
for 𝑏 = 1 and 𝑏 = 0, respectively. The fraction of zeros in a
watermark data is 𝛾0 + 𝜗0 and fraction of ones is 𝜑1 + 𝜂1. It is
required that 𝛾0 + 𝜗0 + 𝜑1 + 𝜂1 = 1.

We define IDL and non-IDL samples using two-place
predicates IDL0, IDL1, NIDL0, and NIDL1 in the following
way (Figure 2):

(IDL0𝑖𝑥 ≡ (𝑋0𝑖𝑥& (𝑥 > 𝐿1))) , (∀𝑖) (∀𝑥) ,

(IDL1𝑖𝑥 ≡ (𝑋1𝑖𝑥& (𝑥 < 𝐿2))) , (∀𝑖) (∀𝑥) ,

(NIDL0𝑖𝑥 ≡ (𝑋0𝑖𝑥& (𝑥 ≤ 𝐿1))) , (∀𝑖) (∀𝑥) ,

(NIDL1𝑖𝑥 ≡ (𝑋1𝑖𝑥& (𝑥 ≥ 𝐿2))) , (∀𝑖) (∀𝑥) ,

(9)

where 𝐿1 = Δ𝛾0/(𝛾0 + 𝜗0), 𝐿2 = Δ𝜂1/(𝜑1 + 𝜂1), and 𝐿1 ≥ 𝐿2.

Sets IDL0, IDL1,NIDL0, andNIDL1 will be used in order
to specify all the coefficients that satisfy IDL0, IDL1, NIDL0,
and NIDL1, respectively. Fractions 𝛾0, 𝜗0, 𝜑1, and 𝜂1 can be
expressed in terms of cardinalities of sets IDL0, IDL1,NIDL0,
NIDL1, and E. For example, |IDL0|/|E| = 𝜗0.

In this paper, two different quantization techniques are
proposed. Since predicate logic is used to describe watermark
embedding, a suitable logical construction should be able to
distinguish between the techniques. According to our model,
each kind of quantization can be represented by setting
a corresponding logical value (“0” or “1”) for zero-place
predicateΩ. Hence,Ω is used to define one out of two possible
quantization techniques. For each kind of quantization, E is
split on two subsets E0 and E1. For two-place predicates 𝐸0
and 𝐸1 formulas 𝐸0𝑖𝑥 and 𝐸1𝑖𝑥 are defined in the following
way:

(𝐸0𝑖𝑥

≡ (NIDL0𝑖𝑥 ∨ (IDL1𝑖𝑥&Ω) ∨ (IDL0𝑖𝑥& ∼ Ω))) ,

(∀𝑖) (∀𝑥) ,

(10)

(𝐸1𝑖𝑥 ≡ (𝐸𝑖𝑥& ∼ 𝐸0𝑖𝑥)) , (∀𝑖) (∀𝑥) . (11)

Using information about distribution inside IDL0, IDL1,
NIDL0, and NIDL1 it is easy to derive distribution inside
E0 and E1. Let us introduce variable 𝜔 ∈ {0, 1} of natural
numbers domain N (not a logical variable) which satisfies
(Ω ⊃ (𝜔 = 1))& (∼ Ω ⊃ (𝜔 = 0)). Common arithmetical
operations can be performed with 𝜔 which makes it possible
to express PDF 𝑓E

0

(𝑥) in the following compact form:

𝑓E
0

(𝑥)

=

{{{{{{{{

{{{{{{{{

{

(𝛾0 + 𝜗0) 𝑓X
0

(𝑥) + 𝜔 (𝜑1 + 𝜂1) 𝑓X
1

(𝑥)

𝐷𝑁0

, if 𝑥 ≤ 𝐿2,

(𝛾0 + 𝜗0) 𝑓X
0

(𝑥)

𝐷𝑁0

, if 𝐿2 < 𝑥 ≤ 𝐿1,

(1 − 𝜔) (𝛾0 + 𝜗0) 𝑓X
0

(𝑥)

𝐷𝑁0

, otherwise,

(12)

where𝐷𝑁0 = (𝜔𝜂1 + 𝛾0 + (1 − 𝜔)𝜗0).
Therefore 𝑓E

1

(𝑥) can be expressed as (Figures 3 and 4)

𝑓E
1

(𝑥) =

𝑓E (𝑥) − 𝐷𝑁0𝑓E
0

(𝑥)

1 − 𝐷𝑁0

. (13)

Elements of sets E0 and E1 are modified during quanti-
zation so that new sets E

0
and E

1
are obtained, respectively.
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Therefore, for successful quantization, we require the follow-
ing formula 𝐹1 to be true:

𝐹1 ≡ ((𝐸0𝑖𝑥 ⊃ 𝐸


0
𝑖𝑥

)& (𝐸1𝑖𝑥 ⊃ 𝐸



1
𝑖𝑥

)) ,

(∀𝑖) (∀𝑥) (∃𝑥

) .

(14)

As a result of quantization, variables 𝑋E
0

and 𝑋E
1

are
modified in a way that the resulting 𝑋



E
0

and 𝑋


E
1

are dis-
tributed according to some desired distributions. For each
kind of quantization (depending on the value of Ω), the pair
of desired distributions is different.We propose the following
distributions that can be expressed as (Figures 3 and 4)
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𝑓E
0

(𝑥

) = 𝜔𝑓

0
(𝑥

) + (1 − 𝜔)

𝛾0𝑓0 (𝑥

) + 𝜗0𝑓1 (𝑥


)

𝛾0 + 𝜗0

,

𝑓E
1

(𝑥

) = 𝜔𝑓

1
(𝑥

) + (1 − 𝜔)

𝜂1𝑓0 (𝑥

) + 𝜑1𝑓1 (𝑥


)

𝜑1 + 𝜂1

.

(15)

It can be seen that, for any logical value ofΩ, the distribution
of𝑋 inside {E0∪E1} is the same andmatches the distribution
represented in Figure 1. It means that the efficiency of the
procedure of GA recovery (proposed in the previous section)
cannot be affected by the selection ofΩ.

In addition to the necessity of providing desired dis-
tribution of the quantized samples, we need to minimize
quantization distortions. Both requirements can be expressed
by two two-place predicates 𝑈 and 𝑉:

(𝐸


0
𝑖𝑥

≡ 𝐸0𝑖𝑥&𝑈𝑥𝑥


) , (∀𝑖) (∀𝑥) (∀𝑥


) ,

(𝐸


1
𝑖𝑥

≡ 𝐸1𝑖𝑥&𝑉𝑥𝑥


) , (∀𝑖) (∀𝑥) (∀𝑥


) .

(16)

The idea ofminimization of embedding distortions can be
explained in the following example. Assuming two samples
𝑥𝑖, 𝑥𝑗 ∈ E0, 𝑥𝑖 ≤ 𝑥𝑗, we infer that quantization in a way
in which 𝑥



𝑖
≤ 𝑥


𝑗
implies less distortion than in case when

𝑥


𝑖
> 𝑥


𝑗
. Let us sort elements in E0 and E0 in the dimension of

𝑥 and 𝑥, respectively.Then, for some 𝑥𝑖 (index 𝑖 is an order in
a host sequence) the number of elements in E0 with 𝑥 value
less than 𝑥𝑖 should be equal to the number of elements in E

0

that have 𝑥
 value less than 𝑥



𝑖
. Integration should be used

in case we switch from discrete distribution of samples in E0
and E

0
to continuous one. Further, throughout the paper we

assume that the constant of integration is zero for indefinite

integrals. Hence, the truth values for both predicates𝑈 and𝑉

are defined as

(𝑈𝑥𝑥

≡ (∫𝑓E

0

(𝑥) 𝑑𝑥 = ∫𝑓E
0

(𝑥

) 𝑑𝑥

)) ,

(∀𝑥) (∀𝑥

) ,

(17)

(𝑉𝑥𝑥

≡ (∫𝑓E

1

(𝑥) 𝑑𝑥 = ∫𝑓E
1

(𝑥

) 𝑑𝑥

)) ,

(∀𝑥) (∀𝑥

) .

(18)

Further, we introduce logical formula 𝐹2

𝐹2 ≡ ((∃𝑥

)𝑈𝑥𝑥

& (∃𝑥

)𝑉𝑥𝑥


) , (∀𝑥) (19)

and state that argument

𝐹2, (11) , (16) ⊨ 𝐹1 (20)

is valid.The task of watermark embedding is to assure that the
mentioned argument is sound. For that purpose, a procedure
that makes 𝐹2 true should be proposed.

3.2. Quantization Equations. Quantization equations and
their solutions are needed to satisfy formula 𝐹2 during
embedding. For this purpose, we will analyze conditions that
enforce qualities of predicates 𝑈 and 𝑉. Due to the large
number of variables in the text we recommend to refer to
Nomenclature section for clarity. We can rewrite elements of
(17) in the following way:

∫𝑓E
0

(𝑥) 𝑑𝑥 =

{{{

{{{

{

min (𝑥, 𝐿2) 𝜔 (𝜑1 + 𝜂1) + 𝑥 (𝛾0 + 𝜗0)

Δ𝐷𝑁0

, if 𝑥 ≤ 𝐿1;

𝜔 +
(1 − 𝜔) 𝑥 (𝛾0 + 𝜗0)

Δ𝐷𝑁0

, otherwise,

∫ 𝑓E
0

(𝑥

) 𝑑𝑥

=

{{{

{{{

{

(𝜔 + 𝛾0

1 − 𝜔

𝛾0 + 𝜗0

)∫𝑓0 (𝑥

) 𝑑𝑥

, if 𝑥 ≤ Δ𝛽;

(𝜔 + 𝛾0

1 − 𝜔

𝛾0 + 𝜗0

) + 𝜗0

1 − 𝜔

𝛾0 + 𝜗0

(∫𝑓1 (𝑥

) 𝑑𝑥

+ ∫

0

Δ𝛽

𝑓1 (𝑥

) 𝑑𝑥

) , otherwise.

(21)

From (21) it is clear that

∫

𝐿
1

0

𝑓E
0

(𝑥) 𝑑𝑥 = ∫

Δ(𝛽−𝛼)

0

𝑓E
0

(𝑥

) 𝑑𝑥


= 𝜔 + 𝛾0

1 − 𝜔

𝛾0 + 𝜗0

.

(22)

The equation above means that the following is true:

(𝑈𝑥𝑥

⊃ (((𝑥 ≤ 𝐿1)& (𝑥


≤ Δ𝛽))

∨ ((𝑥 > 𝐿1)& (𝑥

> Δ𝛽)))) , (∀𝑥) (∀𝑥


) .

(23)

We introduce two two-place predicates 𝑈1 and 𝑈
2:

(((𝑈𝑥𝑥
& (𝑥 ≤ 𝐿1)& (𝑥


≤ Δ𝛽)) ≡ 𝑈

1
𝑥𝑥

)

& ((𝑈𝑥𝑥
& (𝑥 > 𝐿1)& (𝑥


> Δ𝛽)) ≡ 𝑈

2
𝑥𝑥

)) ,

(∀𝑥) (∀𝑥

) .

(24)

According to (21) and (24) the following can be derived:

(𝑈
1
𝑥𝑥

≡ (Υ1 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) = 0.5𝑐𝑥

2
+ 𝜏𝑥

)) ,
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(∀𝑥) (∀𝑥

) ,

(𝑈
2
𝑥𝑥

≡ (Υ2 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) = 𝑔 (𝑥


− Δ𝛽))) ,

(∀𝑥) (∀𝑥

) ,

(25)

where

Υ1 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1)

= (𝛾0 + 𝜗0)
min (𝑥, 𝐿2) 𝜔 (𝜑1 + 𝜂1) + 𝑥 (𝛾0 + 𝜗0)

Δ𝐷𝑁0 (𝛾0 + 𝜔𝜗0)
,

Υ2 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) =
𝑥 (𝛾0 + 𝜗0)

2
− 𝛾0Δ𝐷𝑁0

𝜗0Δ𝐷𝑁0

.

(26)

Now, let us analyze conditions that enforce quality of predi-
cate 𝑉. Elements of (18) can be represented as

∫𝑓E
1

(𝑥) 𝑑𝑥 =

{{{{

{{{{

{

(1 − 𝜔) 𝑥 (𝜑1 + 𝜂1)

Δ (1 − 𝐷𝑁0)
, if 𝑥 ≤ 𝐿2;

max (𝑥 − 𝐿1, 0) 𝜔 (𝛾0 + 𝜗0) + (𝑥 − 𝐿2) (𝜑1 + 𝜂1)

Δ (1 − 𝐷𝑁0)
, otherwise,

∫ 𝑓E
1

(𝑥

) 𝑑𝑥

=

{{{

{{{

{

(1 − 𝜔) 𝜂1

𝜑1 + 𝜂1

∫𝑓0 (𝑥

) 𝑑𝑥

, if 𝑥 ≤ Δ𝛽;

(1 − 𝜔) 𝜂1

𝜑1 + 𝜂1

+ (𝜔 + 𝜑1

1 − 𝜔

𝜑1 + 𝜂1

)(∫𝑓1 (𝑥

) 𝑑𝑥

+ ∫

0

Δ𝛽

𝑓1 (𝑥

) 𝑑𝑥

) , otherwise.

(27)

We can see that according to (25)

∫

𝐿
2

0

𝑓E
1

(𝑥) 𝑑𝑥 = ∫

Δ(𝛽−𝛼)

0

𝑓E
1

(𝑥

) 𝑑𝑥

=

(1 − 𝜔) 𝜂1

𝜑1 + 𝜂1

. (28)

This means that the following expression is true:

(𝑉𝑥𝑥

⊃ (((𝑥 ≤ 𝐿2)& (𝑥


≤ Δ𝛽))

∨ ((𝑥 > 𝐿2)& (𝑥

> Δ𝛽)))) , (∀𝑥) (∀𝑥


) .

(29)

Next, two two-place predicates 𝑉1 and 𝑉
2 are defined as

(((𝑉𝑥𝑥
& (𝑥 ≤ 𝐿2)& (𝑥


≤ Δ𝛽)) ≡ 𝑉

1
𝑥𝑥

)

& ((𝑉𝑥𝑥
& (𝑥 > 𝐿2)& (𝑥


> Δ𝛽)) ≡ 𝑉

2
𝑥𝑥

)) ,

(∀𝑥) (∀𝑥

) .

(30)

According to (27) and (30) the following can be derived:

(𝑉
1
𝑥𝑥

≡ (Υ3 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) = 0.5𝑐𝑥

2
+ 𝜏𝑥

)) ,

(∀𝑥) (∀𝑥

) ,

(𝑉
2
𝑥𝑥

≡ (Υ4 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) = 𝑔 (𝑥


− Δ𝛽))) ,

(∀𝑥) (∀𝑥

) ,

(31)

where

Υ3 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) =
𝑥 (𝜑1 + 𝜂1)

2

𝜂1Δ (1 − 𝐷𝑁0)
,

Υ4 (𝑥, 𝜔, 𝛾0, 𝜗0, 𝜑1, 𝜂1) =
(𝜑1 + 𝜂1) (max (𝑥 − 𝐿1, 0) 𝜔 (𝛾0 + 𝜗0) + (𝑥 − 𝐿2) (𝜑1 + 𝜂1)) − Δ (1 − 𝐷𝑁0) (1 − 𝜔) 𝜂1

Δ (1 − 𝐷𝑁0) (𝜑1 + 𝜔𝜂1)
.

(32)

We can express 𝑈 using 𝑈1 and 𝑈
2 in the following way:

(𝑈𝑥𝑥


≡ (((𝑥 ≤ 𝐿1) ⊃ 𝑈
1
𝑥𝑥

)& ((𝑥 > 𝐿1) ⊃ 𝑈

2
𝑥𝑥

))) ,

(∀𝑥) (∀𝑥

) .

(33)

Also, we can express 𝑉 using 𝑉1 and 𝑉
2:

(𝑉𝑥𝑥


≡ (((𝑥 ≤ 𝐿2) ⊃ 𝑉
1
𝑥𝑥

)& ((𝑥 > 𝐿2) ⊃ 𝑉

2
𝑥𝑥

))) ,

(∀𝑥) (∀𝑥

) .

(34)
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Begin

X, b, Δ, 𝜃, 𝜔, Υ1, Υ2, Υ3, Υ4

No

NoNo

No

Yes

Yes

YesYesxi ≥ L2 xi ≤ L1

xi ←
Υ4 + gΔ𝛽

g
xi ←

Υ2 + gΔ𝛽

g

i > |X| X 
End

xi ∈ E0

i ←1

xi ←
√𝜏2 + 2Υ3c − 𝜏

c
xi ←
√𝜏2 + 2Υ1c − 𝜏

c

xi → X  ,
i ← i + 1

Figure 5: Quantization diagram for the 𝑘th embedding interval.

Further, utilizing property 𝐿2 ≤ 𝐿1 we can obtain

((𝑥 ≤ 𝐿2) ⊃ ((∃𝑥

) (𝑈
1
𝑥𝑥

)& (∃𝑥


) (𝑉
1
𝑥𝑥

))) ,

(∀𝑥) ,

((𝐿2 < 𝑥 ≤ 𝐿1)

⊃ ((∃𝑥

) (𝑈
1
𝑥𝑥

)& (∃𝑥


) (𝑉
2
𝑥𝑥

))) , (∀𝑥) ,

((𝐿1 < 𝑥) ⊃ ((∃𝑥

) (𝑈
2
𝑥𝑥

)& (∃𝑥


) (𝑉
2
𝑥𝑥

)))

⊨ 𝐹2, (∀𝑥) .

(35)

Here, each premise should be true. With the aim to provide
this, equations in (25) and (31) should be solvable. It can be
seen that the solutions are straightforward:

𝑥


𝑈1 ,𝑉1
=

√𝜏2 + 2Υ1,3𝑐 − 𝜏

𝑐
,

(36)

𝑥


𝑈2 ,𝑉2
=

Υ2,4 + 𝑔Δ𝛽

𝑔
, (37)

where, for example, in (36), 𝑥
𝑈1 ,𝑉1

denotes the values of
𝑥
 that turn either 𝑈

1
𝑥𝑥
 or 𝑉

1
𝑥𝑥
 true for Υ1(⋅) or Υ3(⋅),

respectively. The diagram of quantization is represented in

Figure 5. Each 𝑖th original sample is chosen from array X
on 𝑖th iteration. The corresponding bit of a watermark is
chosen from array b. Vector 𝜃 contains parameters of the
quantization. At the end of each iteration, quantized value of
𝑖th sample is written to array X.

4. Robustness under AWGN

In this section, we will analytically estimate the robust-
ness of the proposed watermarking scheme under AWGN.
Robustness is reflected by the term “extracted information”
which denotes mutual information between embedded and
detected messages. In contrast to channel capacity, the index
of extracted information is practical but depends on the
algorithm of detection. Also, throughout this section we
assume that the original samples are distributed uniformly
inside the quantization interval.

The derivations for extracted information are less
involved when Ω is “false.” Therefore, only that condition is
considered here. In order to estimate extracted information
we first find error rates. The rates depend on the attack
severity (represented by 𝜎), Δ, and parameter set 𝜃 = {𝛾0,

𝜑1, 𝜂1, 𝜗0, 𝛼, 𝛽}. Moreover, we derive a stronger statement
that information about Δ/𝜎 and 𝜃 is sufficient to perform
analytic estimation of error rates for our watermarking
scheme. Finally, we will demonstrate how error rates can be
expressed using WNR and 𝜃.
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4.1. Estimation of Error Rates. For our estimation, it is consid-
ered that, during watermark extraction, in each embedding
interval samples that interpret “0” are separated from samples
that interpret “1” using a threshold (e.g., hard decision region
detector). The position of the threshold in 𝑖th embedding
interval is Th+[Δ−2Th] mod (𝑖−𝑘, 2) (dashed vertical lines
in Figure 1(b)). Therefore, the whole real number line can be
seen as a union of two domains:

Z =

∞

⋃

𝑚=−∞

[2Δ𝑚 + 𝑙
𝑘

Δ
−Th, 2Δ𝑚 + 𝑙

𝑘

Δ
+Th) , (38)

O =

∞

⋃

𝑚=−∞

[2Δ𝑚 + 𝑙
𝑘

Δ
+Th, 2Δ (𝑚 + 1) + 𝑙

𝑘

Δ
−Th) . (39)

During extraction, all the elements in Z will be labeled “0”
and all the elements inO will be labeled “1.”

After noise is added, elements quantized in 𝑘th embed-
ding interval might spread over its limits and other notations
should be used. We notate sample values that are affected
by noise as 𝜍

𝑛
. Also, 𝜍

𝑛
belongs to some embedding interval

and inside this interval we use 𝑥


𝑛
= 𝜍


𝑛
− Δ⌊𝜍



𝑛
/Δ⌋. Random

variablesΣ
𝑛
and𝑋

𝑛
represent 𝜍

𝑛
and 𝑥
𝑛
, respectively (alterna-

tively we use Σ̇ and �̇�
 to save space in lower subscript part).

Therefore, two modified sets are obtained: E
0

AWGN
→ Σ̇



0
;

E
1

AWGN
→ Σ̇



1
. For noise variance 𝜎2 we might, for instance,

estimate the expected fraction for each of the noisy sets Σ̇
0

and Σ̇
1
in Z. Fractions of Σ̇

0
and Σ̇

1
that belong to O can be

found in a trivial manner. In that way we obtain error rates
for “0” and “1.”

However, instead of appealing directly to sets Σ̇
0
and

Σ̇


1
, we use an indirect but computationally lighter approach.

In case Ω is “false” we can conclude for the following
distributions of quantized samples (not affected by AWGN
yet) that

𝑓Ě
0

(𝑥

) = 𝑓Ě

1

(𝑥

) = 𝑓0 (𝑥


) , (40)

where

(�̌�


0
𝑖𝑥

≡ (𝐸


0
𝑖𝑥
& (𝑥

≤ Δ (𝛽 − 𝛼)))) , (∀𝑖) (∀𝑥


) ,

(�̌�


1
𝑖𝑥

≡ (𝐸


1
𝑖𝑥
& (𝑥

≤ Δ (𝛽 − 𝛼)))) , (∀𝑖) (∀𝑥


) .

(41)

Also, we can conclude that the following distributions are also
identical:

𝑓Ê
0

(𝑥

) = 𝑓Ê

1

(𝑥

) = 𝑓1 (𝑥


) , (42)

where

(�̂�


0
𝑖𝑥

≡ (𝐸


0
𝑖𝑥
& (𝑥

≥ Δ𝛽))) , (∀𝑖) (∀𝑥


) ,

(�̂�


1
𝑖𝑥

≡ (𝐸


1
𝑖𝑥
& (𝑥

≥ Δ𝛽))) , (∀𝑖) (∀𝑥


) .

(43)

For any 𝜎, (40) means that, for example, the fraction of
elements from Ě



0
that after AWGN appear in Z is equal to

that of Ě


1
and can be calculated using 𝑓0(𝑥


). This fraction

will be denoted as �̌�Z. The PDF of AWGNwith variance 𝜎2
𝑛
is

denoted as 𝑓N[𝜍


𝑛
−𝜍

, 0, 𝜎𝑛] using parameters 𝜍 = 𝑥


+𝑙
𝑘

Δ
and

𝜍


𝑛
. Therefore

�̌�Z

= ∫
Z
∫

Δ(𝛽−𝛼)

0

𝑓0 (𝑥

) 𝑓N [𝜍



𝑛
− 𝑥

− 𝑙
𝑘

Δ
, 0, 𝜎𝑛] 𝑑𝑥


𝑑𝜍


𝑛
.

(44)

Fraction of elements from Ê
0
that after AWGN appear in Z

will be denoted as �̂�Z:

�̂�Z = ∫
Z
∫

Δ

Δ𝛽

𝑓1 (𝑥

) 𝑓N [𝜍



𝑛
− 𝑥

− 𝑙
𝑘

Δ
, 0, 𝜎𝑛] 𝑑𝑥


𝑑𝜍


𝑛
. (45)

Error rates are calculated using �̌�Z and �̂�Z:

BER0 = (1 − �̌�Z)
𝛾0

𝛾0 + 𝜗0

+ (1 − �̂�Z)
𝜗0

𝛾0 + 𝜗0

,

BER1 = �̌�Z
𝜂1

𝜑1 + 𝜂1

+ �̂�Z
𝜑1

𝜑1 + 𝜂1

.

(46)

In order to demonstrate that error rates can be calculated
based on Δ/𝜎, 𝜃 we analyze expression for �̌�Z (expression
for �̂�Z can be analyzed in a similar way). Function 𝑓0(𝑥


)

is present in (44). According to (2) it is defined using
parameters 𝑐, 𝜏. Parameters 𝛼, 𝛽 are also present in (2) as well
as in (44). Parameters 𝛼, 𝛽 have clear constraints (the same is
true about 𝛾0, 𝜗0, 𝜑1, 𝜂1). It is possible to express 𝑐, 𝜏 using 𝛼,
𝛽, 𝛾0, 𝜗0, 𝜑1, 𝜂1. In the realization of our method parameter 𝜏
is set as

𝜏 =
𝛾0 + 𝜗0

Δ𝛾0

. (47)

Defining new parameter �́� as

�́� = 𝜏Δ, (48)

it can be seen that �́� = (𝛾0 + 𝜗0)/𝛾0 does not depend on the
choice of Δ.

Using property of PDF, the following is obtained from (2):

∫

(𝛽−𝛼)Δ

0

𝑓0 (𝑥

) 𝑑𝑥

= 𝑐

(𝛽 − 𝛼)
2
Δ
2

2
+ 𝜏Δ (𝛽 − 𝛼)

= 1.

(49)

It is easy to derive from (48) and (49) that

𝑐Δ
2
= 2

1 − �́� (𝛽 − 𝛼)

(𝛽 − 𝛼)
2

. (50)

According to (50), it is also obvious that parameter

́𝑐 = 𝑐Δ
2 (51)

is independent of Δ.
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One of the properties of PDF of AWGN is

𝑓N [𝑥, 0, 𝜎𝑛] =
1

𝜎𝑛

𝑓N [
𝑥

𝜎𝑛

, 0, 1] . (52)

Therefore, we can rewrite (44) in the following manner:

�̌�Z = ∫
Z
∫

Δ(𝛽−𝛼)

0

𝑓0 (𝑥

) 𝑓N [𝜍



𝑛
− 𝑥

− 𝑙
𝑘

Δ
, 0,

𝜎𝑛] 𝑑𝑥

𝑑𝜍


𝑛
=

Δ
2

𝜎𝑛

∫
(Z−𝑙𝑘
Δ
)/Δ

∫

(𝛽−𝛼)

0

𝑓0 (𝑥

)

⋅ 𝑓N [Δ

(𝜍


𝑛
− 𝑙
𝑘

Δ
) − 𝑥


Δ𝜎𝑛

,

0, 1] 𝑑{
𝑥


Δ
}𝑑{

(𝜍


𝑛
− 𝑙
𝑘

Δ
)

Δ
} .

(53)

Now, it can be demonstrated that domain

Ź =

(Z − 𝑙
𝑘

Δ
)

Δ
=

∞

⋃

𝑚=−∞

[2𝑚 −
Th
Δ

, 2𝑚 +
Th
Δ

) (54)

is independent of Δ if during extraction parameter

́Th =
Th
Δ

(55)

can be set without information about Δ (e.g., ́Th may be set
as ́Th = 𝛽 − 0.5𝛼). Hence, (53) can be represented in the
following way:

�̌�Z = ∫
Ź
∫

(𝛽−𝛼)

0

Δ

𝜎𝑛

( ́𝑐
𝑥


Δ
+ �́�)𝑓N [

Δ

𝜎𝑛

(𝜍


𝑛
− 𝑙
𝑘

Δ
) − 𝑥


Δ
,

0, 1] 𝑑{
𝑥


Δ
}𝑑{

(𝜍


𝑛
− 𝑙
𝑘

Δ
)

Δ
} .

(56)

Here, for integration we consider (𝜍
𝑛
− 𝑙
𝑘

Δ
)/Δ ∈ Ź and 𝑥


/Δ ∈

[0, (𝛽 − 𝛼)], where both domains Ź and [0, (𝛽 − 𝛼)] depend
only on 𝛽, 𝛼. Except the terms (𝜍



𝑛
− 𝑙
𝑘

Δ
)/Δ and 𝑥


/Δ, only

Δ/𝜎𝑛, ́𝑐, �́� appear under the integrals. Therefore, the result of
integration, �̌�Z, depends only on Δ/𝜎𝑛, 𝜃.

Further we will express Δ/𝜎𝑛 in terms of WNR and 𝜃
which confirms that BER0 and BER1 can be defined using
only WNR and 𝜃.

4.2. Estimation of Δ/𝜎𝑛. Measure WNR is widely used in
watermarking. It expresses relation between watermark and
noise energies and in AWGN case is

WNR = 10 log
10
(
𝐷

𝜎2
) , (57)

where 𝐷 is the energy of the watermark. Plot of robustness
index in respect to WNR is one of the characteristics that

are the most meaningful for practical implementation [4, 11].
Therefore it is important to be able to express error rates
using WNR and the set of embedding parameters 𝜃. For this
purpose, we first express Δ/𝜎𝑛 using WNR and 𝜃.

Parameter 𝐷 in (57) can be seen as a distortion of a host
signal, caused by the quantization. There are many different
approaches that adequately assess quality degradation for
digital images [19, 20]. Nevertheless, in this paper we are
using simple and well-known distortion measure based on
MSE between original and quantized samples [21]. We will
define 𝐷 and factor it in a form Δ

2
𝑄, where 𝑄 depends

only on 𝜃. It is assumed that original samples are distributed
uniformly inside embedding interval. Distortion𝐷 is needed
to obtain quantized sets Ě



0
, Ě


1
, Ê
0
, and Ê

1
. Therefore, further

we will consider 𝐷 as a sum of four kinds of distortion: 𝐷 =

�̌�0 + �̌�1 + �̂�0 + �̂�1. Each of the distortion components is
defined as follows:

�̌�0 = 𝛾0 ∫

Δ(𝛽−𝛼)

0
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)(𝑥
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)(𝑥

− (

Δ𝜑1
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(58)

It can be demonstrated that each of the distortion com-
ponents can be factored using Δ

2. For instance, considering
�̌�0 the next result can be obtained:

�̌�0 = Δ
2
𝛾
0
∫

(𝛽−𝛼)

0

( ́𝑐
𝑥


Δ
+ �́�)(

𝑥
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Δ
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𝑥


Δ
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2

𝑑{
𝑥


Δ
}

= Δ
2
�̌�0,

(59)
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where

�̌�0 = 𝛾0 (𝛽 − 𝛼)
3
(
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3
�̌�
2

0

24
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2
�̌�
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5�́��̌�
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− 4

20
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4
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�́� (1 − �́��̌�
0
)
2

3
) .

(60)

Here

�̌�
0
=

𝛾0

𝛾0 + 𝜗0

. (61)

The rest of the distortion components can also be factored in
a similar way, where

�̌�1 = 𝜂1 (𝛽 − 𝛼)
3
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3
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2
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24
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(62)

Factorization in the form𝐷 = Δ
2
𝑄 can be done based on

𝑄 = �̌�0 + �̌�1 + �̂�0 + �̂�1. Therefore, according to (57) Δ/𝜎 can
be expressed in the following way:

Δ

𝜎
= √

10
0.1∗WNR

�̌�0 + �̌�1 + �̂�0 + �̂�1

. (63)

5. Experimental Results

In this section, two different settings are considered for
experiments. AWGN attack is investigated assuming the first

kind of settings and GA attack is investigated assuming the
second kind of settings. For the first type, the obtained
results are compared with the results of QIM and DC-QIM.
For the second type, the performance is compared with the
results of RDM (DC-QIM was not considered here as it is
vulnerable to GA). Here, in each type of experiment, the
goal is to estimate the highest possible amount of extracted
information of the method for a given intensity of attack.
We explore optimization of embedding parameters. During
watermark embedding, parameters 𝛾0, 𝜗0, 𝜑1, 𝜂1, andΩdefine
sets E0 and E1. In addition to the mentioned parameters,
𝑐, 𝜏, and 𝑔 are needed to define E

0
and E

1
. Extracted

information is maximized over 𝛾0, 𝜗0, 𝜑1, 𝜂1,Ω, 𝑐, 𝜏, and 𝑔 by
brute force approach. With the aim to reduce computations,
parameters 𝜂1, 𝜗0, 𝜑1, and 𝛾0 are constrained according to our
considerations.

5.1. Information Extracted under AWGN. During the experi-
ment, parameters 𝜂1, 𝛾0, 𝜗0, and 𝜑1 were constrained as 𝜂1 +
𝛾0 = 0.5, 𝜗0 +𝜑1 = 0.5. It can be explained by our intention to
use a detector based on median thresholding inside embed-
ding interval.Therefore, if one detects thewatermarkmessage
right after embedding, the IDL fraction for “0” and “1” will
be 𝜗0 and 𝜂1, respectively. One of the advantages of median
thresholding is that no additional information is needed
for detection even though the distribution of quantized
samples is asymmetric and controlled by many parameters.
The parameter Th for median-based (hard decision) detector
is calculated using two steps: (a) for all 𝜍

𝑛
find 𝑥



𝑛
according

to (5); (b) calculate Th = median(𝑋
𝑛
).

For other methods that were used for comparisons, the
standard hard decision detector was used (with equal length
of decision intervals for “0” and “1”).

For the proposed watermarking method IDL occurs only
if the condition 𝛾0 + 𝜑1 < 1 holds. In that case, differ-
ent values of 𝜔 cause different robustness characteristics.
However, IDL might not be suitable for some application
in Digital Watermarking. For instance, in semifragile water-
marking a fraction of lost data can be interpreted as the
presence of an attack (which increases false positive rate).
Therefore, condition 𝛾0 + 𝜑1 = 1 has been investigated
first.

In Figure 6, amount of extracted information toward
WNR is plotted for the proposed method, DC-QIM and
QIM [8]. During watermark extraction, the value of the
normalized threshold was set to ́Th = 𝛽 − 0.5𝛼.

Error rates were calculated according to (46). However,
only the integers from [−100, 100] were used as a set for𝑚 in
(38) instead of the whole setZ. The purpose of the limitation
is to reduce computational complexity while still maintaining
high fidelity of the result. Then, the maximized amount of
extracted information 𝐶 was calculated according to

𝐶 = max
𝑝em(∼𝑏)

[𝑝 (∼ 𝑏, 𝑏) log
2
(

𝑝 (∼ 𝑏, 𝑏)

𝑝em (∼ 𝑏) 𝑝ex (𝑏)
)

+ 𝑝 (𝑏, ∼ 𝑏) log
2
(

𝑝 (𝑏, ∼ 𝑏)

𝑝em (𝑏) 𝑝ex (∼ 𝑏)
)
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Figure 6: Analytic-based estimation of information extracted under
AWGN without IDL.

+ 𝑝 (∼ 𝑏, ∼ 𝑏) log
2
(

𝑝 (∼ 𝑏, ∼ 𝑏)

𝑝em (∼ 𝑏) 𝑝ex (∼ 𝑏)
)

+ 𝑝 (𝑏, 𝑏) log
2
(

𝑝 (𝑏, 𝑏)

𝑝em (𝑏) 𝑝ex (𝑏)
)] .

(64)

Here,𝑝(∼𝑏, 𝑏)denotes joint probability of embedding symbol
∼𝑏 and extracting symbol 𝑏; 𝑝em(𝑏) and 𝑝ex(𝑏) denote prob-
abilities of symbol 𝑏 to be embedded and extracted, respec-
tively. Using joint probabilities, we calculate probabilities of
extracting a particular bit:

𝑝ex (𝑏) = 𝑝 (∼ 𝑏, 𝑏) + 𝑝 (𝑏, 𝑏) ,

𝑝ex (∼ 𝑏) = 𝑝 (𝑏, ∼ 𝑏) + 𝑝 (∼ 𝑏, ∼ 𝑏) .

(65)

Joint probabilities can be expressed using 𝑝em(⋅) and error
rates:

𝑝 (∼ 𝑏, 𝑏) = 𝑝em (∼ 𝑏)BER0,

𝑝 (𝑏, ∼ 𝑏) = 𝑝em (𝑏)BER1,

𝑝 (∼ 𝑏, ∼ 𝑏) = 𝑝em (∼ 𝑏) (1 − BER0) ,

𝑝 (𝑏, 𝑏) = 𝑝em (𝑏) (1 − BER1) .

(66)

As it was mentioned earlier, embedding probabilities are

𝑝em (∼ 𝑏) = 𝛾0 + 𝜗0,

𝑝em (𝑏) = 𝜂1 + 𝜑1.

(67)

From Figure 6 it can be seen that with no IDL the proposed
method performs better than QIM for WNR ≤ 9 dB and
better than DC-QIM for WNR values less than −2 dB.
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Figure 7: Analytic-based estimation of information extracted under
AWGN with IDL.

While comparing the designed method with DC-QIM,
explanation of a slightly better performance should be found
in the new distribution of quantized samples and threshold-
ing technique. Optimal solution for the problem of informed
data hiding has been theorized by Costa [6], and every
known practical answer, including DC-QIM, uses structured
codebook which lacks certain desirable characteristics [11].
We believe that theminor advantage of the presentedmethod
is due to larger number of variables that were adjusted for
embedding.

In case IDL is acceptable (for a particular watermarking
application), much better results are achievable for both
“true” and “false” Ω under low WNRs (Figure 7). Obviously,
the demonstrated superiority is due to IDL only. Additionally,
it can be seen that “false” logical value of Ω provides slightly
more beneficial outcome under AWGN compared to whenΩ

is “true.” As a reference, CostaTheoretical Limit (CTL) [6] is
plotted in Figure 7:

CTL =
1

2
log
2
(1 + 10

0.1∗WNR
) . (68)

5.2. Information Extracted under GA. In this subsection, we
explore performance of the proposed quantization approach
under GA. For comparison, RDM is chosen instead of DC-
QIM as it is known to be vulnerable to GA. We describe
conditions and the results of the simulations based on real
images and assuming watermark embedding followed by
GA.

For the experimental evaluation, we used 92 natural
grayscale images with resolution 512 × 512. Each image was
split on 4× 4 blocks and first singular values of Singular Value
Decomposition (SVD)were quantized to embed awatermark
[22]. The watermarking was arranged without IDL and
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(a) (b)

Figure 8: Common MRI imaging of a patient’s kidney: (a) original diagnostic image; (b) watermarked image.

𝛾0 = 𝜑1 = 0.5. Document to Watermark Ratio (DWR) was
set to 28 dB, where

DWR = 10 log
10
(
𝜎
2

𝐻

𝐷
) (69)

and 𝜎2
𝐻
is the variance of the original coefficients. An example

of original and watermarked diagnostic images is given in
Figure 8.

For some healthcare organizations, protection of personal
data is a high priority task. On the other hand, diagnostic
data might need to be shared between experts from other
organizations. For that purpose, DIW is a suitable tool [23].
However, an important additional constraint is imposed in
that case: an expert conclusion (diagnosis) should not be
affected by watermarking. According to the judgements of
collaborating group of medical imaging experts, the diag-
nostic statement for the watermarked image in Figure 8(b) is
identical to the statement for the original one in Figure 8(a).

For watermark embedding (encoding), a brute force
optimization over 𝛼 and 𝛽 was repeated for each new
value of 𝜎. Obviously, this needs to be done only once as
the optimal parameters can be stored. In addition to the
concept of optimal parameters, we investigated efficiency of a
constrained version of the proposed quantization approach,
where 𝛼 and 𝛽 were constant and equal to 0.05 and 0.35,
respectively. The common sense behind such a modification
is that actual 𝜎 of AWGN might not be known on practice
during watermark embedding (because the attack happens
after embedding).

Forwatermark extraction (hard decision decoding), these
two steps are required: (1) apply GA recovery procedure; (2)
define threshold. In accordance with the proposed procedure
for GA recovery, criterion 𝐶1 was used for the estimation
of actual Δ during the experiment. The condition of GA
was simulated by ignoring information about Δ value that
was used for embedding. Hence, the value was estimated
by the procedure of GA recovery. No information except
initial guess interval with Δ̃



min = 0.9Δ, Δ̃max = 1.1Δ was

used for watermark extraction. In contrast to that, RDMdoes
use the information about the exact value of quantization
step. For RDM, the value of a given quantized coefficient
was calculated using the information about the previous 100
coefficients.

Two types of thresholding are possible and two types
of extraction conditions exist. Under condition when 𝛼

and 𝛽 are constants, no additional information needs to be
transferred to the decoder. However, if 𝛼 and 𝛽 are optimized
on encoder’s side, information about them might need to
be sent. This is necessary if thresholding is established in
the way that ́Th = 𝛽 − 0.5𝛼 (e.g., the threshold is in the
middle of separating zone in quantization interval). Since the
requirement for additional information seems impractical,
we proposed median thresholding Th = median(𝑋

𝑛
) as well.

For each method that took part in the experiment, the
resulting amount of extracted information is plotted toward
AWGN variance (Figure 9).

As it can be seen from Figure 9, under both mentioned
conditions of embedding, the proposed approach outper-
forms RDM.The advantage is more evident for larger AWGN
variance.

6. Discussion

In the experimental section, robustness of the proposed
quantization method was estimated under AWGN and GA.
The proposed approach provides higher amount of extracted
information compared to the other state-of-the-art reference
methods, like DC-QIM and RDM. The reasons of its superi-
ority will be discussed in more detail in this section.

Asymmetric distribution of quantized samples and the
proposed procedure for GA recovery is a successful com-
bination that provides robustness under GA. Compared to
other estimations of the scaling factor from the literature,
the proposed estimation approach is light. For instance,
in order to estimate the scaling factor, a model of a host
is used in [14] which complicates estimation and reduces
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Figure 9: Information extracted under GA followed by AWGN.

its precision. On the other hand, an approach different to
estimation is exploited by RDM [15]. However, Distortion
Compensation is not present in RDM. In contrast to that, the
proposed quantizationmethod hasDistortionCompensation
and outperforms RDM because AWGN is introduced (as a
second stage of GA).

The proposed quantization approach demonstrates
higher robustness under AWGN compared to well-known
DC-QIM. The advancement that causes such superiority is
IDL. Parameter Ω was introduced in order to distinguish
between two different ways of realization for IDL. Target
distribution for all the samples in quantization interval
remains the same for any logical value ofΩ (which guarantees
equally successful recovery from GA). Distributions are
different if “ones” and “zeros” are considered separately.
This influences the resulting performance. As it has been
demonstrated by the experiment, modification of the
quantization approach with “false” Ω performs slightly
better. In general, usage of IDL is beneficial under low
WNRs. The common sense here is that predicting the loss of
some information (as a result of an attack) we might accept
the scenario when a part of information is lost initially.
Compared to DC-QIM, such quantization behavior enables
redistribution of embedding distortion from samples that are
likely to be misinterpreted to the other (non-IDL) samples
that can be more robust.

Unlike DC-QIM, the proposed quantization method has
many parameters that need to be set up for watermark
embedding. Some additional parameters might be needed
depending on the technique for watermark extraction. For
instance, the thresholding that depends on ́Th = 𝛽 −

0.5𝛼 may be applied, which requires parameters 𝛼, 𝛽 to be
communicated to the receiver.

On the other hand, no parameters are needed for extrac-
tion if the proposed median thresholding is used (absolutely

blind extraction). Parameter Δ can be estimated using pro-
cedure for GA recovery taking as input only rough interval
[Δ̃


min, Δ̃


max]. This is an advantage compared to DC-QIM that
always requires Δ to be known to the decoder.

We do not consider any case with malicious attacks (that
analyze and deliberately change the watermarked signal) as
they are not the objectives of our paper. However in case a
key is used to protect a watermark, it will also be needed for
decoding.

Lastly, we need to emphasize that the computational cost
of our scheme is low. Optimization of embedding parameters
conducted in Section 5 is computationally heavy, but it needs
to be done only once. The optimized parameters can be used
for embedding then. The computational cost of embedding
is comparable with that of DC-QIM (please, refer to the
quantization diagram). For extraction, complexity of the
proposed procedure of GA recovery is 𝑂(𝑛).

7. Conclusions

A new scalar QIM-based watermarking method has been
proposed in this paper. It provides higher robustness under
AWGN and GA compared to other quantization methods.
The benefits of the method are due to the introduced
procedure of recovery after GA as well as new distribution
of quantized samples with IDL.

For the new distribution of quantized samples there is
no symmetry inside embedding interval. The nonsymmet-
ric distribution of quantized samples is exploited by the
introduced procedure of recovery after GA. Two different
criteria are proposed to be used within the procedure. During
experiment it has been confirmed that the procedure is
computationally light and efficient.

In addition to the new kind of distribution of quantized
samples, the proposed QIM-based method benefits from
IDL. Utilization of IDL can reduce embedding distortions
introduced to a host signal. This is done by letting some
watermark bits to be interpreted incorrectly during embed-
ding and before any attack occurs. A model that describes
quantization process assumes that IDL can be implemented
in two different ways depending on the logical value of
parameterΩ.The proposed realization of IDL is beneficial for
anyΩ under highly intensive AWGN attack. However, “false”
value of Ω provides slightly higher robustness compared to
“true.”

Considerable performance improvements are due to the
abovementioned advancements. The amount of information
extracted (using hard decision decoder) under AWGN is at
the same or of a higher level compared to DC-QIM. Usage of
IDL is the most advantageous under AWGN for WNRs close
to −12 dB, where it performs up to 104 times better than DC-
QIM. Under GA, the performance of the proposed method
is up to 103 times higher than that of RDM. Finally, visual
quality degradation caused by the proposed quantization
method was also estimated in a subjective way by a group of
medical imaging experts. It was confirmed that as a result of
watermarking, important diagnostic characteristics did not
change.
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Nomenclature

𝑖: Unique integer index for each particular
sample

Σ: Random variable for the domain of
original samples

𝜍: Particular realization of Σ
Δ: The length of embedding interval
𝑙
𝑘

Δ
: The left endpoint of 𝑘th embedding

interval
𝑋: Random variable for the domain of

original samples inside embedding
interval

𝑥: Particular realization of𝑋
𝑋
: Random variable for the domain of

quantized samples inside embedding
interval

𝑥
: Particular realization of𝑋

Σ
: Random variable for the domain of

quantized samples
𝜍
: Particular realization of Σ

𝑓0(𝑥

), 𝑓1(𝑥


): Truncated distributions for quantized
samples inside embedding interval

𝛼, 𝛽,𝜏, 𝑐, 𝑔: Parameters of 𝑓0(𝑥

), 𝑓1(𝑥


)

𝛾0, 𝜗0, 𝜑1, 𝜂1: Fractions of samples that are labeled as
non-IDL0, IDL0, non-IDL1, and IDL1,
respectively

Δ̃: The length of embedding interval that is
required for watermark extraction after
GA

Δ̃
: Uniformly sampled guessed values of Δ̃

Δ̃
: Best-fit value from {Δ̃



} according to the
estimator

Σ


𝑛
(or Σ̇): Random variable for the domain of

quantized samples affected by attack/noise
𝜍


𝑛
: Particular realization of Σ

𝑛

𝑋


𝑛
(or �̇�): Random variable for the domain of noisy

quantized samples inside embedding
interval

𝑥


𝑛
: Particular realization of𝑋

𝑛

𝜔: Parameter of quantization model
E: The set of𝑋
E0, E1: Two disjoint subsets of E defined by

𝛾0 + 𝜗0 and 𝜑1 + 𝜂1, respectively
E: The set of𝑋
E
0
, E
1
: Two disjoint subsets of E

𝑋E
0

: Random variable from E0
𝑋E
1

: Random variable from E1
𝑋


E
0

: Random variable from E
0

𝑋


E
1

: Random variable from E
1

𝑓E
0

(𝑥): PDF of𝑋E
0

𝑓E
1

(𝑥): PDF of𝑋E
1

𝑓E
0

(𝑥

): PDF of𝑋E

0

𝑓E
1

(𝑥

): PDF of𝑋E

1

Th: The threshold used by the detector

́Th: The normalized threshold used by the
detector, for example, ́Th = Th/Δ

Z: Decision region “0” for the detector
O: Decision region “1” for the detector
Σ̇


0
: The set of all the elements of E

0
influenced

by an attack
Σ̇


1
: The set of all the elements of E

1
influenced

by an attack
IDL0, NIDL0: Two disjoint subsets of E0, defined by 𝜗0

and 𝛾0, respectively
IDL1, NIDL1: Two disjoint subsets of E1, defined by 𝜂1

and 𝜑1, respectively
Ě


0
, Ê
0
: Two disjoint subsets of E

0
, defined by 𝛾0

and 𝜗0, respectively
Ě


1
, Ê
1
: Two disjoint subsets of E

1
, defined by 𝜂1

and 𝜑1, respectively
�̌�0: Embedding distortion necessary to

transform NIDL0 to Ě


0

�̌�1: Embedding distortion necessary to
transform IDL1 to Ě



1

�̂�0: Embedding distortion necessary to
transform IDL0 to Ê



0

�̂�1: Embedding distortion necessary to
transform NIDL1 to Ê



1

BER0: Bit Error Rate for E
0

BER1: Bit Error Rate for E
1

𝐶: Maximized mutual information between
embedded and detected messages.
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