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It is estimated that mobile internet devices that can act as
sensors will outnumber humans this year (2013), and by 2015,
there will be about 15 billion internet-connected devices.
Related applications are thriving in commercial, civic, and
scientific operations that involve sensors, web, and services,
leading by both academic societies and industry companies.
It is commonly accepted that the next generation of internet is
becoming the “Internet ofThings (IoT)”which is a worldwide
network of interconnected objects and their virtual represen-
tations uniquely addressable based on standard communi-
cation protocols. Identified by a unique address, any object
including computers, mobile phones, RFID tagged devices,
and especially Wireless Sensor Networks (WSN) will be able
to dynamically join the network, collaborate, and cooperate
efficiently to achieve different tasks. With all these objects in
the world equipped with tiny identifying devices, daily life on
earth would undergo a big transformation.

To achieve this vision, there is a need for scalable and
interoperable networking systems to support the challenging
requirements for future internet and web: secure, reliable,
energy-efficient and cost-effective large-scale sensor net-
works, machine-to-machine communications, and informa-
tion networking architectures suitable for low end devices
through to high end consumers.

The purpose of this special issue thus is to report on the
recent and original advances on WSN and IoT that are to be
innovative to open the new era of the Internet ofThings. From
the many submissions we received, a number of exciting
manuscripts stood out for their relevance and technical
significance.These accepted papers touched upon threeWSN
and IoT areas: IoT network infrastructure, related hardware
design, and IoT protocols.

Á. Asensio et al. discussed the wireless sensor node archi-
tecture hardware design criterion based on energy analysis
according to the specific requirements of an application.

C. Liu et al. proposed a novelWSNauthentication scheme
based on the quadratic residues theory, which uses themaster
key to achieve simple symmetric cryptographic primitives
and authentication operation for aims of great resistance
against the attacks and low energy consumption.

F. T. Lin proposed a method to tackle the dying nodes as
well as the cost, specifically a holes healing scheme.

C. Xu proposes a novel Vehicular Network-based CMT
solution based on a CMT disorder analytic model which can
effectively and accurately evaluate the degree of out-of-order
data.

S. Yin proposed two digital calibration and compensation
techniques for low-power wireless multiband transceiver to
adjust the VCO’s tuning curves in the frequency synthesizer
and eliminate the DC offset voltage in the intermediate fre-
quency pathway.

J. Zhang proposed an energy-efficient distributed algo-
rithm for virtual backbone construction with cellular struc-
ture WSN, which combines optimal coverage theory based
on cellular structure and energy consumption model for
different kinds of sensor nodes to achieve the construction
and rotation of backbone in multiple rounds.

By compiling these papers we hope to enrich our readers
and researchers with latest innovative ideas with respect to
the future Wireless Sensor Network and Internet of Things.

Yingtao Jiang
Lei Zhang
Ling Wang
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The low-power wireless transceiver is the basic silicon building block of wireless sensor networks and the internet of things. In
this paper, two digital calibration and compensation techniques for low-power wireless multiband transceiver are presented to
adjust the VCO’s tuning curves in the frequency synthesizer and eliminate the DC offset voltage in the intermediate frequency
(IF) pathway. The fuzzy binary search method is applied to VCO calibration, and gain-based DC offset cancellation (DCOC) is
applied. Based on these proposed methods, a multiband transceiver is designed and fabricated in 0.18𝜇mCMOS with 1.8 V voltage
supply. Experimental results show that with 24MHz system clock, frequency synthesizer calibration can be completed within 450
without requiring any additional calibration prescaler, achieving a calibration resolution of 1MHz; DC offset voltage can be reduced
to less than 3.5mV for 0 to 60 dB gain, with each calibration process taking only 1.28ms time. The proposed techniques and
corresponding circuits are proved to be cost-efficient while maintaining high performance, which is suitable for multiband and
multimode transceiver integration.

1. Introduction

Wireless communication is currently and will still remain
as one of the most rapidly developing technologies. Over
the past few decades, various short range wireless commu-
nication protocols have been proposed, such as IEEE 802.11
and Bluetooth.Wireless transceivers based on these protocols
have been intensively studied, and many mature integrated
solutions are proposed. Most of these solutions support a
communication range of 10∼100m with relatively high data
rate, but their power dissipation generally exceeds 100mW.

In recent years, with the growing demand for universal
wireless connections, many applications that have a looser
requirement on communication range and data rate, but
are very sensitive to power and cost, become increasingly
popular, such as wireless sensor networks (WSNs), home
automation, and the internet of things (IoT). Therefore, the
low-power wireless transceiver is becoming the basic and
most important silicon-building block of these applications.
Considering the various requirements and environments of
potential applications, the wireless transceiver should have a

widely tunable frequency band and multiple working modes
to adapt to different communication conditions.

This paper addresses the design and especially cali-
bration techniques of multiband and multimode wireless
transceiver. The major objective is to ensure expected data
transmission rate while keeping its power dissipation low
and area occupation small to match the requirements of
WSN and IoT. As Figure 1 shows, the proposed transceiver
consists of numerous circuit blocks such as LNA, image filter
(which is incorporated in front-end LNA to eliminate image
frequencies that might be down converted to the low IF
band of interest), frequency synthesizer, down and up mix-
ers, filters, programmable gain amplifiers (PGAs), analog-
to-digital converters (ADCs), digital-to-analog converters
(DACs), low drop output (LDO) regulators, digital baseband,
and digital control modules. The transceiver works in the
1.5–2.1 GHz and 375–525MHz bands and employs MSK
and FSK modulation techniques at the digital baseband. To
adapt to different communication channel conditions, data
transmission rate can be configured to 50Kbps, 100Kbps, and
200Kbps.Though a homodyne structure has the advantage of
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Figure 1: The architecture of multiband multimode transceiver.

saving the cost to implement front-end RF filter, it introduces
a much higher level DC offset caused by self-mixing thus
requires hardware as well as calibration time to cancel inter-
mediate stage PGA DC offset, which is not attractive in the
application where burst mode communication demands fast
switching between RX and TX states. So, sliding intermediate
frequency is adopted in the receiving path. The two different
digitalmodulation circuits share the same analog andRFpath
for signal receiving and transmission. In such a mixed signal
system, many trade-offs must be made.

One prominent challenge is to design a widely tunable
frequency synthesizer that has fast lock time, low phase noise,
low-power consumption, small area occupation, and constant
performance across the entire tuning range. In our scenario,
the synthesizer needs to cover the frequency band from
1.5GHz to 2.1 GHz. If we use a 1.8 V supply voltage, the VCO
gain will be at least 600MHz/1.8 V = 333MHz/V, which is so
high that the phase noise will be unacceptably large. Usually
in frequency synthesizer, the wide tuning range is realized by
employing an LC-tuned VCO that has a switched capacitor
array [1]. The array can be configured to different values to
make the VCO operate on different tuning curves. Because
each tuning curve can only cover a limited width of the
entire tuning band, calibrating the VCO through hardware
before the normal working process starts is essential. As for
VCO calibration techniques, there have been some strategies
presented so far [2, 3]. The period comparison method based
on the time-to-voltage conversion [4] or the PFD-based edge
comparison [5] work very fast, but they are complicated in
structure and show speed-resolution limitations. Frequency
counter-based linear search method is easy to implement
but takes prohibitively long time, thus are not suitable for
applications requiring fast channel switching capability. Con-
ventional frequency counter-based binary search method

cannot guarantee the convergence to themost optimal tuning
curve without a redundant comparison [6]. In addition, most
of these techniques need extra calibration prescalers. In our
design, we employ a modified fuzzy binary search method to
guarantee the convergence to the most optimal tuning curve
without a redundant comparison or any extra prescalers. The
all-digital calibration block is easy to implement.

Another challenge arises from the sliding IF architecture.
It suffers from the DC offset problem. The RF, LO leakage
and process variation may both cause offset. The amplitude
of the DC offset may be small (several micro volts) at
generation, but after being amplified by the PGA chain
by at most 60 dB, it can grow large enough to saturate
poststage circuits. The distortion caused by DC offset can
even make the ADC and digital baseband circuit unable
to demodulate the received data. To solve this problem,
DC offset cancellation (DCOC) circuit is indispensable. It
is used to attenuate the differential mode DC offset and
stabilize the DC operating point of IF circuits prior to normal
receiving process.While low-power andwidebandVGAhave
been reported before [7, 8], they consume large current
and cannot provide accurate compensation because they do
not compensate DC offset according to different IF gains.
Also, conventional compensation techniques that work in
a feedback way may suffer from stability problem [9]. In
our design, a digital calibration method is adopted with a
RAM storing the DC offset information of each gain. The IF
analog circuit is divided into three stages, and the DC offset
is compensated for each stage.With such a scheme, DC offset
caused by device mismatch is effectively cancelled to below
3.5mV within 1.28ms for any gain word.

The rest of the paper is organized as follows. Section 2
describes the VCO calibration method in the frequency
synthesizer. Section 3 presents the DC offset compensation



International Journal of Distributed Sensor Networks 3

Programmable
divider

div

SDM Freq.
converter

NINFND VCO calibration

Digital part

Analog part

PFD CP LPF Calibr.
switch

VCO

div by 4

MUX

24MHz
Xtal

CBANK (7:0)

vco cal finish𝑁frac

𝑁int

𝑁target

1.5∼2.1GHz

375∼525MHz

KVCO = 15.2MHz
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scheme. The implementation of the transceiver and test
results are described in Section 4. Finally, we conclude in
Section 5.

2. VCO Calibration in the Frequency
Synthesizer

The local oscillation frequency needed by the transceiver is
synthesized by a single loop fractional-N Σ-Δ PLL, as illus-
trated by the analog part in Figure 2.The output frequency of
the VCO is tunable from 1.5GHz to 2.1 GHz. After a divide-
by-four module, a frequency tunable from 375 to 525MHz
can be obtained. In the analog part, the reference frequency
is generated with an off-chip 24MHz crystal oscillator. The
PFD examines the phase difference between the reference
frequency and the divided VCO output signal div. A charge
pump receives the output of the PFD, and a configurable low
pass filter (LPF) filters out the high frequency components
of the signal from the charge pump and feeds the filtered
output voltage to the VCO.The input voltage to the VCO has
a swing from 0.4 to 1.4 V and can cover the frequency band
from 1.475 to 2.215GHz to provide enough band margin.The
output of VCO passes through a divide-by-4 module and a
Σ-Δmodulator (SDM) controlled programmable divider and
then goes back to the PFD. To suppress the phase noise, we
adopt a low 𝐾VCO gain VCO with multiple subband tuning
curves, controlled by an 8-bit trim word CBANK (7:0) which
reduces 𝐾VCO to 15.2MHz/V at the vicinity of 0.9V.

The traditional binary search method to obtain the
CBANK value based on simple period comparison is very
likely to deviate from the most optimal trim value by 1 LSB
therefore cannot guarantee the convergence to the closest
subband tuning curve without a redundant comparison. In
our design, we use a fuzzy binary search algorithm imple-
mented by the module’s digital part to solve this problem.
Simulation of VCO’s characteristics indicates that a difference
of 1 LSB in its trim value shall cause the subband tuning
curve to move upward or downward a space not less than
2MHz, as shown in Figure 4, which means a calibration
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Figure 3: The VCO calibration block diagram.

resolution of 1MHz is sufficient. The calibration resolution
can be represented as

𝑓res =
𝑁

𝑘 ⋅ 𝑇clk
. (1)

In the above formula, N is the dividing ratio of VCO’s
output frequency to the frequency of the divided signal
fed to the calibration module. Because in our design the
programmable divider can support aminimumdividing ratio
of 16, so 𝑁 has a minimum value of 64. 𝑇clk is the period of
the system clock (24MHz). To ensure a calibration resolution
of 1MHz, we can compute that kmust at least be 1536 in our
case.

Thedigital part of the frequency synthesizer is responsible
for two tasks. One is to control the programmable divider in
the analog part when the PLL is in closed loop state; the other
is to conduct autocalibration to find VCO’s optimal tuning
curve before the frequency synthesizer is configured to work
at some certain frequency.

VCO calibration circuit is demonstrated in Figure 3. It
has two frequency counters, clocked by the reference clock
and the divided VCO signal div, respectively. There are other
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three registers high, current, and low, which are used to
store the binary search values. The values in two frequency
counters are arithmetically subtracted and feed to the fuzzy
comparator to determine how to update the values in the
three binary search registers. A finite state machine controls
the calibration process and asserts the calibration done signal
when the search process is finished.

The VCO calibration block updates CBANK according to
the following three cases.

(i) If 𝑁measure > 𝑁target + 1, we consider that the VCO
oscillates too fast, and we need to increase CBANK in
the next search round. Consider the following:

high = high,

current =
high + current
2

,

low = current.

(2)

(ii) If 𝑁measure < 𝑁target − 1, we consider that the VCO
oscillates too slow, and we need to decrease CBANK
in the next search round. Consider the following:

high = current,

current = low + current
2
,

low = low.

(3)

(iii) If𝑁target −1 < 𝑁measure < 𝑁target +1, we consider that
the optimal CBANK is found, and the search process
will be terminated.

This algorithm can guarantee the convergence to the
closest subband tuning curve. Another advantage is that it

has a smaller expected comparing times, at the cost of just
a small amount of increase in hardware. Figure 5 presents the
flowchart of the proposed fuzzy binary search algorithm.

The VCO calibration process happens when (1) the fre-
quency synthesizer is powered on to work at the default oper-
ating frequency, and (2) the division parameter is changed by
user. At the beginning of the calibration process, the PLL is
set to the open loop state, VCO is driven by a fixed voltage
of 0.9V, the trim word CBANK (7:0) is set to the middle
value of 8b01111111, and the programmable divider’s division
value is set to 𝐷constant = 16, so div, the signal fed to the
calibration module, has a frequency, that is, 1/64 of the VCO
oscillation frequency. Then, the calibration module, clocked
by the global system clock of 24MHz,measures the frequency
of div in a period of time Tclk, where k = 1536. After that, it
compares the measured result𝑁measure with𝑁target based on
the user-set frequency, which is calculated by hardware from
the formula

𝑁target = floor{(NI +
NF
2fw
) ⋅
𝑘

𝐷constant
} , (4)

where NI is the integer part of the desired programmable
division factor, NF is the fractional part of the desired
programmable division factor, and fw is the width of NF.
The floor notional is due to hardware implementation limits.
𝑁target is used to decide whether to increase or decrease
CBANK based on a modified binary search strategy. After at
most 7 searches, the optimal CBANK value must be found
and registered.Then, the PLL is set to the close loop state and
the SDM takes control of the programmable divider; then the
calibration process is finished.

The time needed to conduct one VCO autocalibration
process can be expressed as follows:

𝑇calibration = (𝑇settle + 𝑘 ⋅ 𝑇clk) ⋅ 𝑁search , (5)

where 𝑇settle is the PLL’s stabilization time in the open loop
state, which is less than 1 𝜇s and very small compared to 𝑇clk
and hence can be neglected; 𝑘 ⋅ 𝑇clk is the time consumed by
one in one search process; 𝑁search is the search times before
the optimal CBANK is found. With 24MHz system clock, in
theworst case𝑁search will be 7 and𝑇calibration is approximately
450𝜇s. Though this amount of time is not small, it does not
require extra prescalers in calibration circuits.

3. DC Offset Compensation Block

In such a low-power application, device temperature remains
relatively constant during its “awake” state and supply voltage
is regulated by an on-chip PMU which has very little or slow
variations. Therefore, a power-on DC offset calibration and
compensation is sufficient to eliminate the problem while
maintaining acceptable cost. Another characteristic found by
simulating the analog circuit is that DC offset at different
gain words can vary greatly, which requires writing the offset
compensation word for each gain word into the digital RAM
for system’s later lookup.

Figure 6 shows the diagram of the DCOC circuits. In this
design, IF analog circuits are partitioned into three stages,
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with each stage having a 6-bit DAC to adjust the DC voltage.
Each DAC has the same output step of 2.5mV and a dynamic
range of 160mV.The schematic of the comparator is shown in
Figure 8.When the comparator’s enabled signal COMP EN is
cleared, M1 is shut off, and OUT P and OUT N and forced
to be high, which means that this circuit consumes power
only during the comparison process. In order tominimize the
input offset, the size of input transistorsM2 andM3 should be
made large enough, but large size also causes large parasitic
capacitance and degrades the speed performance. Simulation
results show that the charging and discharging time of the two
head-tail connected inverters need to be not less than 6𝜇s
to give a trustworthy comparison result, so every comparing
duty is set to be 10 𝜇s to add enough time margin.

Systematic analysis indicates that calibrating offset stage
by stage needs less power and hardware than calibrating at
only the final stage. Our calibration strategy is as follows: at

the beginning of transceiver power-on, the mixer and PGA1
of I branch are enabled, initial value for the corresponding
6-bit DAC is set, and the differential output of PGA1 is
connected to the comparator. The comparator compares the
DC value of the positive and negative input signals and gives
out a binary comparison result. Based on the comparison
result, the digital control block either increases or decreases
the control bits of the corresponding DAC. The DAC adds
a correction current to PGA in the way as [10] does. After
the comparator is settled at the new DAC word, the digital
control module checks the comparison result andmakes new
adjustments. This process is continued until the comparison
result reverses, and the current DAC is recorded in RAM.The
calibration is applied to PGA1, PGA2, PGA3, I branch, and Q
branch separately, and traverses all gain words. The principle
of the DCOC calibration process is demonstrated in Figure 7.
In the figure, the DC voltage on the N input terminal of the
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PGA is generated by a DC current divided into 𝐼major and
𝐼
𝑁
. The DC voltage on the P input terminal is generated by
𝐼major and a series of 2-based-weighted current sources that
can be tuned from 0 to 2𝐼

𝑁
, so, the maximum 𝑉offset that can

be compensated is from −𝐼
𝑁
𝑅 to +𝐼

𝑁
𝑅.

It is easy to obtain the total calibration time as

𝑇dcoc = 𝑇one ⋅ 2 ⋅ 3 ⋅ 𝑁gain, (6)

where 𝑇one is the time needed in one calibration process, in
the worst case 𝑇one = 10 ⋅ 64 𝜇s = 640 𝜇s.𝑁gain is the number
of the different gain words. In our design, the IF gain can
be configured from 0 to 60 dB which means 𝑁gain = 61; so
in the worst case, it takes 10 ⋅ 64 ⋅ 2 ⋅ 3 ⋅ 61 = 0.2304 s to
get a complete DCOC LUT. Also, the LUT RAM needs to
accommodate 61 ⋅ 6 ⋅ 6 = 2196 bits.

The input-equivalent offset of the comparator is below
1mV, and the DAC gain is 2.5mV, which leads to a theoretical
3.5mV overall precision.

VDD

GND

M2 M3

M1

M5

M7 M8

M4

M6 M9
COMP EN

IN 𝑃 IN 𝑁

OUT 𝑃 OUT 𝑁

Figure 8: The comparator circuit.

4. Implementation and Test Results

Based on the proposed calibration methods, a multiband
transceiver is designed and fabricated with the 0.18𝜇m
CMOS technology with a supply voltage of 1.8 V. As shown
in Figure 9, the overall die area is4750𝜇m × 4100 𝜇m, among
which the layout area of DCOC circuit is 0.38mm2 and
autocalibrated frequency synthesizer occupies an area of
0.29mm2. Power measurement demonstrates that the fre-
quency synthesizer consumes 1.2mA and the DCOC circuit
consumes 2.1mA current.

To test the functionality of VCO calibration circuit, the
target dividing ratio of 19.1 is set. Figure 10 shows the digital
wave plot of critical signals during the VCO calibration
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Figure 10: Digital waveform of the VCO autocalibration process.

process. As illustrated, the CBANK is initially set to the
decimal value of 127, then traverses through 191, 159, 175, 183,
179, and finally locks on 181. The result proves that the fuzzy
binary search algorithm and the circuit work as expected.
Figure 11 shows the VCO output frequency change. We can
see that after 458 𝜇s the calibration is successfully done and
the VCO output is 1.842GHz.

Table 1 presents the calibration outcome when the pro-
grammable divider’s dividing ratio is set to different values.
We can see that the CBANK value decreases when the
dividing ratio increases, which is in accordance with a the-
oretical assumption that VCO oscillates faster when CBANK
is smaller.

As for the DC offset cancellation test, a DC offset of 3mV
is intentionally added to the input of PGA1, and the gains
of PGA1, PGA2, and PGA3 are set to be 26 dB, 18 dB, and
15 dB, respectively. We can see from Figure 12 that before
calibration, the offset after the 1st stage is about 60mV, the
offset after the 2nd stage is about 500mV, and the offset after
the 3rd stage exceeds the supply voltage. After calibration the
overall DC offset measured at the output of the 3rd stage is
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Figure 11: Time domain autocalibration process for the target
dividing ratio of 19.1.
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Figure 12: Time domain DC offset change during calibration.

Table 1: Frequency synthesizer performance summary and compar-
ison.

Programmable
divider’s dividing ratio

VCO output frequency
(MHz)

CBANK final
value

16.5 1584 8b10001110
16.9375 1626 8b01101001
17 1632 8b01101010
17.5 1680 8b01001011
18 1728 8b00110101
18.5 1776 8b00011000
19 1824 8b00001010
19.5 1872 8b00000011

approximately 2.6mV. Table 2 gives the calibration results for
each stage.

Tables 3 and 4 present the frequency synthesizer’s perfor-
mance summary with comparison and the DCOC circuit’s
performance summary with comparison. Though the pro-
posed calibration circuit takes longer to reach a result, no
extra prescaler is needed; thus, this structure saves power and
area. The DCOC achieves a prominent increase in accuracy
for its gain-based calibration method. The summarized data
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Table 2: Measured DC offset before and after calibration.

Measure position Before calibration
(mV) After calibration (mV)

PGA1 Input 3 N.A.
PGA1 output 60 N.A.
PGA2 output 502 N.A.
PGA3 output >1800 2.6

Table 3: Frequency synthesizer performance summary and com-
parison.

[11] This work
Technology 0.5 𝜇m SiGe CMOS 0.18𝜇m CMOS
VCO frequency range
(GHz) 1.15–1.75 1.5–2.1

Current (mA) 19.5 1.2
Calibration resolution
(Hz) 5M 1M

Phase noise

−129 dBc/Hz at
400KHz
−139 dBc/Hz at

3MHz

−126.3 dBc/Hz at
400KHz
−137 dBc/Hz at

3MHz
Calibration time (𝜇s) 150 450

Table 4: DCOC circuit performance summary and comparison.

[12] This work
Technology 0.18 𝜇m CMOS 0.18 𝜇m CMOS
Bandwidth (MHz) 11/22 2
Gain range (dB) −6∼58 0∼60
Gain step (dB) 2 1
Current consumption (mA) 6.12 2.1
DC offset after calibration (mV) 100 3.5
Gain-based calibration No Yes

reveals that the proposed calibration techniques are fully
suitable for the multiband multimode transceiver.

5. Conclusions

In this paper, we present two digital calibration and compen-
sation techniques to adjust theVCO’s tuning curves in the fre-
quency synthesizer and eliminate the DC offset voltage in the
intermediate frequency pathway. Based on these proposed
methods, a multiband transceiver is designed and fabricated
in 0.18 𝜇m CMOS with 1.8 V voltage supply. Experimental
results show that with 24MHz system clock, the frequency
synthesizer calibration can be completed within 450𝜇s to
a resolution of 1MHz; intermediate frequency pathway can
achieve a DC offset voltage of less than 3.5mV for 0 to 60 dB
gain, with each calibration process taking only 1.28ms time.
The active area of the autocalibrated frequency synthesizer
occupies an area of 0.29mm2, and the DC offset cancel-
lation circuits occupy 0.38mm2. The frequency synthesizer
calibration block consumes 1.2mA current and the DCOC

circuit consumes 2.1mA current. The proposed techniques
and corresponding circuits are proved to be costefficient
while maintaining high performance, that is, suitable for
multiband and multimode transceiver integration.
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Internet ofThings imposes demanding requirements on wireless sensor networks as key players in context awareness procurement.
Temporal and spatial ubiquities are one of the essential features that meet technology boundaries in terms of energy management.
Limited energy availability makes anywhere and anytime sensing a challenging task that forces sensor nodes to wisely use every
bit of available power. One of the earliest and most determining decisions in the electronic design stage is the choice of the silicon
building blocks that will conform hardware architecture. Designers have to choose between dual architectures (based on a low-
power microcontroller controlling a radio module) and single architectures (based on a system on chip). This decision, together
with finite state machine design and application firmware, is crucial to minimize power consumption while maintaining expected
sensor node performance.This paper provides keys for energy analysis of wireless sensor node architecture according to the specific
requirements of any application. It thoroughly analyzes pros and cons of dual and single architectures providing designers with the
basis to select the most efficient for each application. It also provides helpful considerations for optimal sensing-system design,
analyzing how different strategies for sensor measuring and data exchanging affect node energy consumption.

1. Introduction

Internet of Things (IoT) applications and scenarios are very
heterogeneous: environmental monitoring in large areas [1],
people monitoring in their own homes [2], or industrial
environments [3] are some examples. This derives different
requirements regarding network architecture and sensing
nodes design [4]. According to Merriam-Webster dictionary,
ubiquity is defined as the capacity of presence everywhere and
in many places simultaneously. Sensors are today needed in
different scenarios, and in all of them it is desirable that they
be operative everywhere and every time they are required;
for this reason, it is said that future sensors must be ubiq-
uitous. It has two faces: spatial ubiquity—which inherently
forces wireless communications and absence of wired power
sources—and temporal ubiquity—which implies availability
along functioning time (maximum energy autonomy) and
also availability at any given time.Whichever the case, it leads
to the common need of installation’s runtime maximization
and consequently minimization of energy demanded by
sensing nodes [5]. There are many options to power wireless
sensor nodes [6], but a real installation usually poses severe

limitations: there is not unlimited power source available,
energy from the environment is scarce and not enough for
continuous running (e.g., indoors), maintenance of sensors is
problematic (e.g., physically hard to reach to change batteries
or expensive), and so forth. Thus, is critical to minimize
node’s power consumption while maintaining application’s
required quality of service. It is well known that power
consumption has a high impact over quality of service offer
by aWSN and its lifetime [3–5, 7]; the paper is centered on its
analysis.

Depending on the deployment scenario, sensor duties
will vary: data sensing, processing, aggregation, forwarding,
sending, and so forth. In this paper we focus on a common
case in many IoT applications: a sensor node periodically
samples (every 𝑡SAMPLE) one or more sensors (temperature,
humidity, light, presence, chemical concentration, etc.), and
then it performs some data processing and reports the
readings to the network every 𝑡REPORT.

Standard IEEE 1451 describes a set of open, common,
network-independent communication interfaces for con-
necting transducers (sensors or actuators) to microproces-
sors, instrumentation systems, and control/field networks [8].
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Figure 1: Finite state machine that defines a sensing node attending to IEEE 1451 and ZigBee standards.

IEEE 1451 introduces the concept of a transducer interface
module (TIM) as a module that contains the interface, signal
conditioning, analog-to-digital and/or digital-to-analog con-
version, and, in many cases, the transducer. The specification
defines a generic finite state machine (FSM) in Figure 1 that
describes the operation of sensing nodes—TIMs—with three
different operational states: initialization, active, and sleep
[9].

IEEE 1451 is not restricted to any communication tech-
nology, and thus FSM definition is generic and leaves to each
standard the specification of the substates needed. There are
many WSN protocols available [10], and we select ZigBee
for the study as it is a mature wireless standard for sensor
networks, worldwide accepted, and with many hardware
manufacturers available. The methodology described could
be easily applied to any other standard. According to the
standard specification [11], FSM states are defined as follows
(Figure 1).

(1) Initialization State. Besides hardware startup (oscilla-
torwarmup, peripheral initialization, etc.), the ZigBee
node has to initialize the network which means
to check its network parameters (PANID—personal
area network identifier—and channel mask), and
if previously not joined to any network then scan
the radio channels to discover available networks,
join to a specific network, announce itself in the
network,and, if the network has security enabled,
wait to be authenticated by the Trust Center and for
successful acquisition of the network key.

(2) Active State. Minimum tasks defined are polling its
parent (to check if there are messages pending for
the node), responding to any device discovery or
service discovery operations requested, periodically
requesting the Trust Center to update its network key

(if security is enabled), processing device announce
messages from other nodes, rejoining the network if
disconnected for any reason, searching for alternative
parent in order to optimize recovery latency and
reliability, and so forth. Besides these network tasks,
the node will also manage the sensors it might has,
process and send sensor data, and so forth.

(3) Sleep State. It generically does not have any network or
sensor and process duty assigned.This state is devoted
to power electronics down to the maximum and to
wait until there is any task to do switching to active
state.

Temporal ubiquity of a wireless sensor node might
suppose that communication with node must be guaranteed
with a minimal latency time.This is commonly implemented
following two different strategies that ensure lowest power
of a wireless node: stay connected doing periodical network
polls to receive incoming messages or leave the network and
periodically reconnect. According to ZigBee specification,
this is implemented following two different strategies shown
in Figure 1.

(i) Polling configuration indicates that sensor node never
leaves the network and periodically polls its “parent”
(another node in the network that holds its messages
while it sleeps).

(ii) Rejoining configuration indicates that sensor node
leaves the network between reporting periods.

Both strategies are considered in ZigBee standard but no
one is always more convenient than the other; while the first
strategy guarantees that the node will receive messages from
the network every time it polls, the second strategy reduces
radio power consumption between reports to the minimum.
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Figure 2: Sensor node’s single and dual hardware architecture.

Energy required to retrieve and send data from the
sensor to its destination must be as small as possible and
its optimization needs from a multidisciplinary knowledge
are improved electronic stages, network management opti-
mization, cooperative tasking, or other alternatives [12]. It
should be approached from a combined perspective [13]
that merges network, (spatial distribution of network nodes
[14], medium access control [15], routing [16], etc.) and
node design considerations. Hardware [17] and firmware [18]
design of the sensing node is crucial and it is usually done in
a superficial way, just looking at the power requirements of
the different hardware blocks and optimizing firmware [19].

This paper analyses energy issues associated with the
different design alternatives. The next section shows main
hardware architectures used to build a wireless sensor: single
and dual. Then, based on the implementation of the previ-
ously described finite statemachine, amathematicalmodel of
energy consumption is defined.The energetic impact derived
from hardware architecture and runtime pattern is presented
in Section 4. Finally, several considerations about how design
strategies impact over energy consumption and performance
comparison of different WSN platforms are shown.

2. Hardware Architecture

The building blocks of a sensor node are power manage-
ment, sensor, communication, and control and/or processing.
Wireless communications are the power hungriest part in a
node [20]; nevertheless, its impact in overall energy demand
can be reduced as these systems optimize its use to the
maximum. On the contrary, power consumption of the
sensor is often lower compared to communications, but it
can have larger influence on the overall system performance
depending on how the node performs the measuring process
(sampling rate, signal conditioning, data acquisition, etc.)
[21]. As a consequence, hardware architecture of node is

critical when implementing a real application and electronic
designers must decide between two different architectures.

(1) Dual architecture is composed of a microcontroller
(uC) that runs the application and control and a
radio module (RM) that implements wireless com-
munication. Depending on the radio module, it
can just be a transceiver implementing the lowest
ISO/OSI layers of a standard (e.g., TI’s CC2420
[22], that is, IEEE 802.15.4 compliant) or imple-
menting a specific wireless standard to the applica-
tion level (e.g., Ember’s EM260 network coproces-
sor implementing ZigBee stack). Both cases share
in common the RM that is not programmed, but
is just configured or controlled through Universal
Asynchronous Receiver/Transmitter (UART), Serial
Peripheral Interface (SPI), or Inter-Integrated Circuit
(I2C) protocols [23] using a set of commands pro-
vided by the manufacturer.

(2) Single architecture is composed of a system-on-
chip (SoC) embedding a radio module and a
programmable microcontroller. In this case, the
hardware manufacturer provides wireless standard
compliance through an API and/or development
environment that the programmer uses and imple-
ments the application and downloads it to the SoC.
(e.g., Ember’s 35x with EmberZNet Pro [24] or TI’s
CC2530 [25] with Z-Stack).

As seen in Figure 2, both architectures can be used to
implement a low power consumption end node. Hardware
manufacturers are clearly pointing to single architectures
in order to maximize energy efficiency, reduce complexity,
easily design, and so forth. Nevertheless, is this always true?,
under which conditions?, is the strategy of splitting tasks
between two low power microcontrollers more convenient
in terms of energy efficiency? [26]. In order to answer
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Table 1: Power modes per silicon blocks (uC, RM, and SoC).

Power mode 0 (PM0) Power mode 1 (PM1) Power mode 2 (PM2) Power mode 3 (PM3)

Microcontroller Deep sleep (low power
timer running)

Low power (slow oscillator,
peripherals interrupts on) High power (fast oscillator) Not applicable

Radio module Deep sleep or powered off Not applicable Not applicable Radio on

System on chip Deep sleep (low power
timer running) Not applicable Internal uC high power and

radio off
Internal uC active and
radio on

these questions, in the following sections we compare both
architectures analyzing the energy consumption related to
each state first theoretically (Section 3) and thenwith two real
implementations.

3. Runtime Energy Consumption Analysis

Energy monitoring during design and commissioning of a
wireless sensor network is challenging. Real measurement
in specific nodes is possible [27]; nevertheless, WSN char-
acteristics make it difficult to set nodal energy meters all
over the network. Thus, it is common to use tools based on
nodes’ and networks’ models that simulate hardware [28],
data traffic [29], and associated energy consumption. As it is
of key importance to understand the origin of every nanoamp
in order to achieve the lowest power consumption [30] and
due to the fact that there are no models that consider the
architectures described, in the following we study in depth
the energy associated with each substate and transition of the
sensing node’s FSM described in Figure 1.

Minimization of energy consumption is a tradeoff
between strategy chosen, application times between events
(𝑡SAMPLE, 𝑡REPORT, and 𝑡POLL), and hardware architecture.
According to this, many authors propose different energy
models, most of them differentiating between four silicon
modules: microprocessor, transceiver, sensor, and power
supply [31]. In this study, as we aim to compare the hardware
architectures discussed in previous section, it is not needed to
consider sensor and power supply models because both will
equally affect the energy balance; for example, whichever sen-
sor(s) we use, they will output a digital serial communication
interface (e.g., SPI and I2C) or an analog signal that will be,
respectively, digitalized by the uC or the SoC.

The estimation of the power consumption of a sensor
node is normally based on determination of each of the
operation modes of the sensor [32]. These modes are highly
influenced by the communication protocol and system hard-
ware. In Table 1, we specify all the power modes in which a
node will work.

Table 2 specifies the power mode in which the hardware
(uC, RM, and SoC) of the sensor will be in order to work
according to poll configuration scheme in Figure 1. (We use
poll configuration as it is the most complex scenario and
rejoin configuration eliminates “poll parent” state, and the
PM
0
of the RM will be reduced, while PM

0→𝑥
will increase.)

Energy necessary to switch between power modes is not
negligible, especially when going from low power to high
power [33], thus it is also indicated in Table 2.

Energy consumed in a given state “𝑥” will be the sum of
its “𝑚” substates calculated as

𝐸
𝑥
= 𝑉 ×

𝑚

∑

𝑗=0

∫

𝑡𝑗

0

𝑖
𝑗
(𝑡) 𝑑𝑡 = 𝑉 ×

𝑚

∑

𝑗=0

𝑄
𝑗
, (1)

where 𝑉 is the voltage supply and the second term is the
integral of the current consumed 𝑖

𝑗
and during the time 𝑡

𝑗

the substate lasts.
Attending to the substates and considering the infor-

mation that can be measured and extracted from hardware
datasheets and application notes, the charge demanded by
each state is defined in Table 3, where 𝐼UC,RM,SoC0,1,2,3 is
the current consumed by uC, RM, and SoC in power
modes 0, 1, 2, and 3 respectively, 𝑄UC,RM,SoC0,1,2,3→0,1,2,3 is
the charge drained by uC, RM, and SoC in transitions
between corresponding power modes, 𝑡UC0,1→1,2,3 is the time
needed by uC to change from modes 0 and 1 to 1 and 2,
respectively,𝑄RM,SoCINIT,REPORT,POLL

is the charge drained by RM
and SoC in network initialization, data report, and parent
poll, 𝑡RM,SoCINIT,REJOIN,REPORT,POLL

is the time needed by RM and
SoC in respective network process, 𝑡SENSOR is the time needed
by the sensing entities to sensor a valid measure in their
outputs, 𝐼UC,SoCACQ

is the current needed by uC and SOC for
data acquisition from the sensing entities, for example, A/D
conversion, 𝑡UC,SoCACQ

is the time needed by uC and SOC for
data acquisition from the sensing entities, for example, A/D
conversion, 𝐼UC,RMSCI

is the current needed by uC and RM
for data communication via serial communication interface,
𝑡SCIREPORT,POLL,POLL ANSW

, is the times needed to communicate
between RM and uC via serial communication interface, and
𝑡SLEEP is the time in sleep mode.

As we aim to compare both architectures, many simplifi-
cations are possible.

(i) Terms related to network operations
(𝑄RM,SoCINIT,SEND,POLL

) and power state change
(𝑄RM,SoC0,1,2,3→0,1,2,3) are equivalent in terms of energy
consumption for RM and SoC. (This assumption
can be considered as RM and SoC from the same
manufacturer share the same radiofrequency
hardware, for example, Texas Instruments’ CC2520
transceiver and CC2530 SoC or Ember’s EM357
coprocessor and EM357 SoC.)

(ii) Charge needed for network initialization is only
consumed once and it is negligible compared to the
charge needed by other states and consequently to the
charge of the battery (below 0,05% with a 1000 mAh
battery).
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Table 2: Power modes in each substate of a normal operating cycle of a sensing node.

States Substates Dual architecture Single architecture
UC RM SoC

Init network

Scan channels PM0 PM3 PM3

Discover networks PM0 PM3 PM3

Join network PM0 PM3 PM3

Announce node in network PM0 PM3 PM3

Sense data
Change power mode PM

0→1
PM0 PM

0→2

Activate sensor and wait for data ready PM1 PM0 PM2

Acquire data PM1 PM0 PM2

Report data

Change power mode PM
0→2

PM
0→2

PM
0→2

Exchange “report data” command (RM→ uC) PM2 PM3 —
Change power mode PM

2→0
PM
2→3

PM
2→3

Rejoin network (if not polling periodically) PM0 PM3 PM3

Send data to the network PM0 PM3 PM3

Poll parent

Change power mode PM
0→2

PM
0→2

PM
0→2

Exchange Poll event (uC→RM) PM2 PM2 —
Change power mode PM

2→1
PM
2→3

PM
2→3

Poll parent in the network PM1 PM3 PM3

Change power mode PM
1→2

PM
3→2

—
Exchange “poll response” (RM→ uC) PM2 PM2 —

Sleep Change power mode PM
𝑥→0

PM
𝑥→0

PM
𝑥→0

Sleep PM0 PM0 PM0

Table 3: Consumption in each substate of a normal operating cycle of a sensing node.

States Substates Dual architecture Single architecture

Init network

Scan channels

𝐼UC0 × 𝑡INIT + 𝑄RMINIT
𝑄SoCINIT

Discover networks
Join network
Announce node in network
Change power mode 𝑄UC0→1 + 𝐼RM0 × 𝑡UC0→1 𝑄SoC0→2

Sense data Activate sensor and wait for data ready (𝐼UC1
+ 𝐼RM0
) × 𝑡SENSOR 𝐼SoC2

× 𝑡SENSOR

Acquire data (𝐼UC1
+ 𝐼UCACQ

+ 𝐼RM0
) × 𝑡UCACQ

(𝐼SoC2
+ 𝐼SoCACQ

) × 𝑡SoCACQ

Change power mode 𝑄UC1→0 𝑄SoC2→0

Change power mode 𝑄UC0→2 + 𝑄RM0→2 𝑄SoC0→2
Exchange “report data” command (RM→UC) (𝐼UC2

+ 𝐼UCSCI
+ 𝐼RM2
+ 𝐼RMSCI

) × 𝑡SCIREPORT
0

Report data Change power mode 𝑄UC2→0 + 𝑄RM2→3
𝑄SoC2→3

Send data to the network (rejoin if needed) (𝐼UC0
× 𝑡REPORT) + 𝑄RMREJOIN

+ 𝑄RMREPORT
𝑄SoCREJOIN

+ 𝑄
SoCREPORT

Change power mode 𝑄RM3→0 𝑄SoC3→0

Poll parent

Change power mode 𝑄UC0→2 + 𝑄RM0→2 𝑄SoC0→2
Exchange Poll event (UC→RM) (𝐼UC2

+ 𝐼UCSCI
+ 𝐼RM2
+ 𝐼RMSCI

) × 𝑡SCIPOLL
0

Change power mode 𝑄UC2→1 + 𝑄RM2→3
𝑄SoC2→3

Poll parent in the network (𝐼UC1
× 𝑡POLL) + 𝑄RMPOLL

𝑄SoCPOLL

Change power mode 𝑄UC1→2 + 𝑄RM3→2
𝑄SoC3→0

Exchange “poll response” (RM→UC) (𝐼UC2
+ 𝐼UCSCI

+ 𝐼RM2
+ 𝐼RMSCI

) × 𝑡SCIPOLL ANSW
0

Change power mode 𝑄UC2→0 + 𝑄RM2→0

Sleep Sleep (𝐼UC0
+ 𝐼RM0
) × 𝑡SLEEP 𝐼SoC0

× 𝑡SLEEP
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Table 4: Figures involved in the calculation of power consumption.

Dual architecture Single architecture
uCPIC RMEmber uCTI RMTI SoCEmber SoCTI

𝐼
0

0.835 𝜇A 0.4 𝜇A 0.9𝜇A 0.4𝜇A 1 𝜇A 1 𝜇A
𝐼
1

15𝜇A — 41 𝜇A — — —
𝐼
2

3.05mA 6mA 2.2mA 3.4mA 6mA 3.4mA
𝐼
3

— 27mA — 28.7mA 27mA 28.7mA
𝐼ACQ 1mA — 850 𝜇A — 1.1mA 1.2mA
𝐼SCI 0.5 𝜇A 200𝜇A 0.5𝜇A 200 𝜇A — —
𝑄
0→1

15 pC — 16 pC — — —
𝑄
0→2

0.39 𝜇C 12.4𝜇C 10 pC 51.57 𝜇C 12.4𝜇C 51.57 𝜇C
𝑄
2→3

— 9.94 𝜇C — 40.95 𝜇C 9.94 𝜇C 40.95 𝜇C
𝑄
3→0

— 3.3 𝜇C — 13.6𝜇C 3.3 𝜇C 13.6𝜇C
𝑡
0→1

1 𝜇s — 0.4 𝜇s — — —
𝑡
0→2

128𝜇s — 0.4 𝜇s — — —
𝑡ACQ 4.125 𝜇s — 2.06 𝜇s — 42.7 𝜇s 68 𝜇s
𝑡SCI POLL 16𝜇s 16 𝜇s 8𝜇s 8𝜇s — —
𝑡SCI POLL ANSW 4𝜇s 4𝜇s 2𝜇s 4𝜇s — —
𝑡SCI REPORT 34 𝜇s 34𝜇s 17𝜇s 34𝜇s — —
𝑡REPORT — 8ms — 8ms 8ms 8ms
𝑡POLL — 6ms — 6.8ms 6ms 6.8ms

(iii) Current in power mode 0 of uC, RM, and SoC is
several orders ofmagnitude lower compared to power
modes 1, 2, or 3.

(iv) Time in sleep mode is several orders of magnitude
larger than any other times.

Considering the former simplifications and application
times between events (𝑡SAMPLE, 𝑡REPORT, and 𝑡POLL), the
resulting energy balance between dual and single architecture
for a given cycle is

𝑄CYCLE𝐷−𝑆 =
𝑡REPORT
𝑡SAMPLE

× 𝑄SENSE𝐷−𝑆 +
𝑡REPORT
𝑡POLL
× 𝑄POLL𝐷−𝑆

+ 𝑄REPORT𝐷−𝑆 + 𝑡REPORT × 𝐼SLEEP𝐷−𝑆 ,

(2)

where

𝑄SENSE𝐷−𝑆 = 𝑄uC0→1 + 𝑄uC1→0 + 𝐼RM0

× (𝑡uC0→1 + 𝑡uCACQ
) + (𝐼uC1 + 𝐼uCACQ

)

× 𝑡uCACQ
− 𝑄SoC0→2 − 𝑄SoC2→0

− (𝐼SoC2 + 𝐼SoCACQ
) × 𝑡SoCACQ

+ (𝐼RM0 + 𝐼UC1 − 𝐼SoC2) × 𝑡SENSOR ,

𝑄POLL𝐷−𝑆 = 𝑄uC0→2 + 𝑄uC2→0 + 𝑄uC1→2 + 𝑄uC2→1

+ (𝐼uC2 + 𝐼uCSCI
+ 𝐼RM2 + 𝐼RMSCI

)

× (𝑡SCIPOLL
+ 𝑡SCIPOLLANSW

) + (𝐼UC1 × 𝑡POLL) ,

𝑄REPORT𝐷−𝑆 = 𝑄UC0→2 + 𝑄UC2→0

+ (𝐼UC2 + 𝐼UCSCI
+ 𝐼RM2 + 𝐼RMSCI

)

× 𝑡SCIREPORT
+ (𝐼UC0 × 𝑡REPORT) ,

𝐼SLEEP𝐷−𝑆 = 𝐼UC0 + 𝐼RM0 − 𝐼SoC0 .

(3)

Thus, when𝑄CYCLE𝐷−𝑆 < 0, the dual architecture will be more
power efficient than the single architecture and vice versa
when 𝑄CYCLE𝐷−𝑆 > 0.

4. Experimental Method and Results

As mentioned above, there are different WSN simulation
tools that focus on specific aspects of the network: latency
times, bandwidth, collisions, message integrity, and so forth.
According to the previous section analysis, we need to focus
more deeply on the architecture of the node and associated
states, than on the network characteristics. Thus, we used
MATLAB suite to model energy consumption of real sensing
nodes’ hardware and simulate FSM operation.

Comparison between architectures has been done ana-
lyzing two real implementations with devices having similar
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Table 5: Rate of consumption of each substate (considering that
𝑡report = 8 hours, 𝑡SAMPLE = 10min, 𝑡POLL = 4min, 𝑡SENSOR =

10ms).

Microchip-Ember Texas Instruments
%𝑄SENSE𝐷−𝑆 33.707% 32.094%
%𝑄POLL𝐷−𝑆 0.773% 0.315%
%𝑄REPORT𝐷−𝑆 0.007% 0.002%
%(𝐼SLEEP𝐷−𝑆 × 𝑡REPORT) 65.513% 67.589%

characteristics: both ZigBee standard chipsets andmicrocon-
trollers with 16 bit RISC architecture similar to MIPS, power
supply ranges, integration of peripherals (ADC, serial com-
munication interfaces, clocks, etc.), and memory capacity.
Table 4 shows how theoretical analysis shown in Section 3
is specified for two different implementations of ZigBee
standard (Texas Instruments and Ember, but now Silicon
Labs) and for two different families of ultralow power micro-
controllers (Microchip and Texas Instruments). (uCPIC =
PIC24F16KA102; RMEmber = SoCEmber = EM357; uCTI =
MSP430F2001; RMTI = SoCTI = CC2530. SoC manufacturers
usually allow their devices to operate as RMrunning a specific
firmware.Thus, in order to eliminate hardware dependencies
in analysis, we decided to use the same chipset operating in
different configurations in both architectures. The indicated
energy consumption corresponds to the scenarios in which
both architectures have optimized and similar performance:
similar peripheral, clocks sources, and power configuration.
It is important to remark that internal RTCC in PM

0
has been

selected.)
For a given conditions and according to the analysis

in Section 3, Table 5 shows the charge difference between
dual and single architecture (%𝑄

𝑋𝐷−𝑆
) of each substate,

expressed in percentage contribution to the normalized
total consumption per cycle. On one hand, it highlights
the importance of sleeping and sensing processes related to
total energy consumption evidencing their importance in
autonomy maximization. It also proves the slight differences
between chipsets, which together with the fact that infor-
mation available about power consumption is more profuse
for Microchip-Ember configuration leads us to choose it for
further analyses.

4.1. Sensing and Reporting. When focusing on measurement
process, there are two important tasks: data acquisition and
reporting. Figure 3 represents how the power savings ratio
(PSR) of the dual architecture versus single architecture
(defined as PSRDSvsS = QCYCLE𝐷−𝑆/QCYCLE𝑆 ≜ Δ𝑄/𝑄) varies
depending on 𝑡SAMPLE, 𝑡POLL, and 𝑡SENSOR. Values above zero
indicate better performance of the dual architecture and vice
versa when PSRDSvsS is below zero.

It is appreciated that variation in 𝑡POLL has reduced
impact on PSRDSvsS. The major effect comes from the
variation of the time between measurements (𝑡SAMPLE) and
the time needed to have valid sensor signal (𝑡SENSOR) [34];
the more time the node spends in sensing tasks, the more
effective the dual architecture becomes.This fact is evidenced
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Figure 3: Variation of PSRDvsS with 𝑡SAMPLE and 𝑡POLL (e.g.,
𝑡REPORT = 4 hours and several 𝑡sensor).
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Figure 4: PSRDSvsS versus 𝑡SAMPLE (e.g., 𝑡REPORT = 4 hours 𝑡POLL =

4min).

in Figure 4, where PSRDSvsS is represented versus 𝑡SAMPLE for
various values of 𝑡SENSOR.

We can clearly observe the impact of the measurement
process on energy savings in the following example. Consid-
ering a sensor node getting one sample each 100 seconds from
a sensor that needs 5ms to provide a valid value (point A
in Figure 3), the dual architecture would need 10% of energy
less than single architecture. This effect is mainly derived
from the higher flexibility in terms of clock sources of low
power microcontrollers that is so far not available in SoCs
(PIC24F16KA102 has five external and internal clock sources,
providing 11 different clock modes with a minimum CPU
clock speed of 31 kHz. Ember 357 has four clock sources with
aminimumCPU clock speed of 6MHz.The same happens to
TI’s hardware); that is, microcontrollers consider low power
modes with slow clocks (PM

1
) that are very convenient for

sensing tasks. On the other hand if 𝑡SENSOR is reduced to
500 us (point B in Figure 3), single architecture would be 6%
more efficient. Finally, when sampling time 𝑡SAMPLE exceeds
5 minutes (point C in Figure 3), for the conditions given
(𝑡REPORT = 4 hours; 𝑡POLL = 4min; 𝑡SENSOR ≤ 10ms), single
architecture will be always more efficient.

4.2. Rejoining and Polling Strategies. Regardless of the dual
or single architectures, if it is assumable that the node is
not connected to the network, a rejoin strategy can be more
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Figure 5: Comparison and single dual architecture with rejoining
versus polling strategies (example for 𝑡SAMPLE = 1min 𝑡SENSOR =
5ms).

optimal dependingmainly on the reporting period (𝑡REPORT).
This basically occurswhen the overconsumption due to rejoin
process compensates the accumulated energy consumptions
of the polls. Figure 5 compares PSR between rejoining and
polling strategies for single and dual architectures.

Intersection between lines with zero (points A in
Figure 4) indicates the 𝑡REPORT above which rejoining strat-
egy would be more convenient for any architecture. Inter-
section between red and blue lines (points B in Figure 4)
indicates the 𝑡REPORT above which dual architecture is more
efficient than single architecture.

As expected, the energy savings of rejoining strategy
increases with time between reports, faster at the beginning,
until reaching a final stable value. This is because increasing
time between reports decreases relative impact of 𝑄REJOIN
over the total. For this same reason, the final PSR is much
more affected by the time between polls rather than by the
value of 𝑄REJOIN.

4.3. Sleeping. As we have seen in Table 5, with any given
sampling/polling/reporting conditions, the current in sleep
mode is a relevant variable that has major impact in node
lifetime. Thus, it is evident that the primary goal of a low
power system is being in sleep mode as long as possible
[35]. Some authors propose adaptive runtime to maximize
efficiency [36]. Indeed, it is common to perform nodal power
consumption analysis according to sleeping duty cycle [37].
Given the presented FSM tasks, considering sleeping time
that is several orders of magnitude higher than the time
devoted to all other tasks, having a battery charged with
𝑄BATT and “𝑛” being the number of reports performed by the
node during its lifetime, charge will be drained as

𝑄BATT = 𝑄INIT

+ 𝑛 × (
𝑡REPORT
𝑡SAMPLE

× 𝑄SENSE +
𝑡REPORT
𝑡POLL

×𝑄POLL + 𝑄REPORT + 𝑡REPORT × 𝐼SLEEP) .

(4)

Dual architecturewith lowpowermicrocontrollers allows
greater versatility to reduce sleep current, due to additional
capabilities provided by a microcontroller: ultralow wakeup
with external capacitor and radio module’s totally powered
off. (Frequently, microcontrollers have external interrupts
based on discharged time of a capacitor. (See Microchip
AN879 Using the Microchip Ultra Low-power Wake-up
Module) or high impedance RC external circuits could be
used in an low power interrupt. Note that the consumption
for charging this capacitor is negligible.) Both architectures
can also use an external RTCC to reduce to the maximum
energy required for timing. (Low-CurrentHigh-ESRCrystals
(such as Maxim DS1341) with I2C communication and one
output used to activate an alarm interrupt of the microcon-
troller.) Table 6 shows pros and cons of different sleep mode
strategies, sleep current of hardware, and associated PSR of
dual architecture versus single architecture.

For polling (node can receive messages) and rejoining
(node cannot receive messages) configurations, we con-
sidered four sleeping strategies. Using internal or external
RTCC (additional chip necessary) provides node’s conscience
about clock and calendar and high precision in wakeup
timing. It can be useful to build time synchronized WSNs, to
accurately monitor variables or to timestamp measurements.
InternalWDT reduces current consumption and loses timing
functionalities. Finally, ultralow power wakeup has the most
inaccurate timing (that could be enough to form any applica-
tions) but greatly reduces current consumption.

Evidently, the more the silicon modules that can be
powered off, the less the power consumption in sleep mode.
Thus, due to its higher flexibility, the dual architecture can be
very convenient in case the application requirements allow it;
it is especially remarkable to note the PSR difference in the
rejoining strategy with ultralow power wakeup.

4.4. Hardware Architecture Performance Comparison. In
order to range the importance of the issues described here,
this section provides a hardware architecture performance
comparison of well-known WSN platforms [38–40]. The
methodology followed has been to model the hardware
blocks of the platforms according to chip manufacturer
specifications and calculate the expected battery lifetime
in a realistic scenario. Table 7 show the life expectancy
expressed in years and the ratio compared to the best per-
formance architecture. (Test framework considered:𝑉supply =
3V; internal oscillator, main frequency = 8mhz, secondary
frequency = 1MHz; External Oscillator, Crystal frequency
= 32.768 kHz; 𝑡SAMPLE = 120 s, 𝑡POLL = 4min, 𝑡SENSOR =
1ms; 𝑡REPORT = 60min; Battery type = LiMnO

2
, model =

2032/5004LC, capacity = 210mAh). Obviously, it is necessary
to consider that older systems are at disadvantage as chipset
performance improves every year.

According to the results in previous sections, dual archi-
tecture is more efficient than the single one for the given
conditions. Also both Texas Instruments and Microchip-
Ember provides the highest performance. As sensing duties
are not exigent in terms of microcontroller requirements, we
can observe the negative effect of oversizing them (SunSpot’s
microcontroller is very powerful) in terms of life expectancy.
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Table 6: PSRDSvsD for several configurations (𝑡SAMPLE = 120 s, 𝑡POLL = 4min, and 𝑡SENSOR = 1ms).

Sleeping strategy 𝐼SLEEP (Dual) 𝐼SLEEP (Single) PSRcycle (DSvsS) Pros and cons
uCPIC + RTCCDS RMEmber SoCEmber

Polling

Internal RTCC
wakeup 0.835 𝜇A 0.4 𝜇A 1 𝜇A 5.68% + Node can receive messages

+ High precision in wakeup timing
Internal WDT

wakeup 0.585 𝜇A 0.4 𝜇A 0.8 𝜇A 2.58% + Node can receive messages
− Low precision in wakeup timing

External RTCC
wakeup 0.035 𝜇A + 0.25 𝜇A 0.4 𝜇A 0.4 𝜇A + 0.25 𝜇A 0.78%

+ Node can receive messages
+ High precision in wakeup timing
− Additional RTCC chip necessary

Ultralow power
wakeup 0.035 𝜇A 0.4 𝜇A 0.8 𝜇A −41.63% + Node can receive messages

−The lowest precision in wakeup timing

Rejoining

Internal RTCC
wakeup 0.835 𝜇A 0 1 𝜇A −25.90% − Node cannot receive messages

+ High precision in wakeup timing
Internal WDT

wakeup 0.585 𝜇A 0 0.8 𝜇A −35.94% − Node cannot receive messages
− Low precision in wakeup timing

External RTCC
wakeup 0.035 𝜇A + 0.25 𝜇A 0 0.4 𝜇A + 0.25 𝜇A −59.47%

− Node cannot receive messages
+ High precision in wakeup timing
− Additional RTCC chip necessary

Ultra low power
wakeup 0.035 𝜇A 0 0.8 𝜇A −90.66% − Node cannot receive messages

−The lowest precision in wakeup timing

Table 7: WSN hardware platform performance comparison.

Platform Hardware architecture Life expectancy (Years) Ratio (%)
Microcontroller Transceiver

Texas Instruments MSP43F2001 CC2530 2.75 100%
Microchip-Ember PIC24F16KA102 EM357 2.45 89.12%

Iris-It (2008) ATMega 1281 AT86RF230 1.03 37.42%
Dual Libelium (2012) ATMega 1281 EM357 0.99 36.16%

TelosB, Shimmer (2005) MSP430F1611 CC2420 0.75 27.47%
MicaZ (2004) Atmega 128L CC2420 0.42 15.11%

Sun SPOT (2007) AT91SAM9G20 CC2420 0.14 5.20%

Single Texas Instruments CC2530 2.13 74.34%
Ember EM357 1.42 48.90%

Also, comparing performance of platforms sharing the same
transceiver (CC2420 and EM357), the influence of themicro-
controller chosen is obvious.

5. Conclusions

WSNs are essential in the next generation of Internet where
ubiquitous interconnected objects are available for interac-
tion. Ubiquity means everywhere and anytime availability
of sensing nodes implying wireless communication, energy
harvesting, low power, and so forth; concepts that if not
properly considered can lead to reduced systems’ autonomy
killing many real IoT applications. With these considerations
in mind, low power consumption is one of the most impor-
tant targets when designing IoT ready sensors.

This paper studies different sensor node hardware archi-
tectures, deepening in the power consumptions associated
with each state of the runtime cycle and time-relationship

between them. It compares the energy consumption involved
in the operation of a sensor node implemented using two
different architectures: dual (based on a low power micro-
controller and a radio module) and single (based on a system
on chip). The specific finite state machine that describes the
operation of sensing node is based on standard IEEE 1451 and
the specific communications substates aremodeled according
to ZigBee Pro standard.

One important conclusion is that energy required in the
sensing procedure has an important impact on this balance.
There are some tasks, such as waiting for a valid sensor
output (𝑡SENSOR) or acquiring the sensor data, which might
require relevant amount of energy depending on the sampling
rate (𝑡SAMPLE). This can turn dual architecture more efficient
than the single one. One reason is that because low power
microcontrollers in single architecture have higher flexibility
than SoC architectures in terms of low power oscillator con-
figurations, microcontrollers embedded in SoCs are usually
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not able to run with kHz oscillators. The second reason
is because low power microcontroller peripherals are more
optimized, somethingwhich can be especially relevant in case
of using analog sensors that require the use of analog-digital
converter (the same performance in terms of quality of the
conversion requires less current and time in low power
microcontroller than in SoC).

Considering temporal ubiquity requirements, if the IoT
application does not require nodal availability at any time
(for example to change sampling parameters), nodes can
disconnect from the WSN. In case of ZigBee standard, this
can be implemented using rejoining and polling strategies. In
that case, when energy needed to rejoin exceeds consumption
due to several polls, polling strategy turns to be more energy
efficient. It also shows that, above a certain reporting period,
dual architecture is more efficient because rejoining strategy
allows to totally power off the radio module when not using
it.

Power consumption in sleep mode has major impact on
node lifetime, so there is a need to design a system with
a current in sleep mode as low as possible. Again, dual
architecture might be more convenient because low power
microcontrollers are more flexible in terms of oscillator
configuration and have additional low power modules such
as ultralow-power wake-up module.

The main conclusion of the study evidences that, despite
what could be considered initially and stated in datasheets,
no architecture is always energetically more efficient than
the other; deep contextualized system analysis is mandatory
to squeeze batteries to the maximum. This paper provides
generic guidelines that would help electronic designers in
this analysis in order to decide the most energy efficient
hardware architecture of sensor nodes. We also find it useful
for firmware and even software developers in order to
provide understanding about how IoT application require-
ments (e.g., reporting time) affect WSN performance and
lifetime. Finally, a performance comparison of differentWSN
platforms attending to their hardware architecture evidences
the impact of the issues just stated.

As a final example, making clear the importance of the
analysis, if a sensor that polls for data every 4min samples
every minute a sensor that needs 5ms to set up and reports
data each 4 hours is implemented using a dual architecture, it
would need 24% less energy than implemented using a SoC.
But just changing sampling rate from 1 minute to 5 minutes
would turn the situation making the dual architecture con-
sume 6% more energy than single architecture.
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Being one of the main technologies for Internet of Things (IoT), wireless sensor network is absolutely critical and plays an
increasingly important role in the development of Internet of Things. Wireless sensor network is mobile network composed
of sensor nodes with limited resources, like computation capability, energy, memory storage, and communication capability. Its
characteristic results in that the security of wireless sensor network faces a great challenge. Hence, the security of wireless sensor
network is an important issue for the development of IoT and shall be focused on. In this paper, a novel authentication scheme is
proposed for wireless sensor networks based on theory of quadratic residues. It is making the use of master key to achieve simple
symmetric cryptographic primitives and authentication operation and reach the aims of great resistance against the attacks and
low energy consumption. Then the proposed scheme is compared with other network-wide key management schemes, obtaining
better results in the aspects of security, efficiency, and scalability.

1. Introduction

The future Internet, designed as “Internet of Things (IoT),”
is foreseen to be a wide world network of interconnected
objects which is uniquely addressable in various types of
communication networks [1]. Internet of Things will lead
to great influence and opportunities to change and improve
people’s lives and pushes the technologies in various areas
developing rapidly. Playing an important role in the future
developments of IoT, wireless sensor network can collect the
information in the surrounding environments and process
and transmit the data to the Internet. It is an important data
resource for IoT and the development of IoT cannot be lack of
wireless sensor network’s support. Such a technology endows
theWSN a new perspective and challenge.Therefore, wireless
sensor network is more and more popular and important in
technologies and applications of IoT. However, wireless sen-
sor network is composed of small, lightweight, inexpensive
sensor nodes. In the system, those sensor nodes have limited
resources, like low computation capability, limited energy,
limited memory storage, and narrow bandwidth [2, 3].
Meanwhile, it is usually deployed in untrusted and unsecure

areas where communication is needed but there are no steady
communication infrastructures or those infrastructures are
absent. Therefore, we not only pay our attention to making
wireless sensor networks useful, manageable, efficient, and
feasible, but also focus on the improvement of security.

Security plays an important role in the wireless sensor
networks’ technologies [4–8], because sensor nodes are
deployed mostly in hostile and tactical scenarios. Due to the
nature of wireless sensor networks, they must face lots of
great challenges about the security, such as limited resource
of sensors, wireless transmission nature, and low resistance
to attacks, which will result in that adversaries can easily
eavesdrop the data transmission, impersonate other users,
inject bogus data, and alter contents of legitimate messages.
So the administrators must adopt effective measures to keep
the security of WSNs, such as data confidentiality, data
integrity, privacy, and authentication.

Therefore, authentication mechanisms need to be imple-
mented to protect sensor nodes from various malicious
attacks. While the WSN is running, when a user wants to
join the WSN, it needs to be first authorized by the nodes
in the WSN so that accessing the network illegally does
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not happen. Therefore, in recent years many researchers pay
more attention to key management and authentication for
WSN and make good achievements in the research field. A
lot of novel, safe, and efficient authentication protocols are
proposed in recent years, such as C. T. Li, M. S. Hwang and
Y. P. Chu’s scheme [9, 10], Das’s schemes [11], and Dressler’s
scheme [12].

1.1. Threat Model. Due to the nature of wireless sensor
network, it is vulnerable to resource consumption attacks
and usually not resistant to those attacks, which facilitates
physical manipulation and key material stealing. Few of the
attacks are of the most concern forWSN [13] and are listed as
follows.
(1) Physic Attack. Sensor nodes are usually deployed in
hostile environment and exposed easily to physical intrusion
with the adversary. Physic attack is gaining access to nodes’
memory to extract the master key of legitimate sensor nodes
in the network [14, 15].
(2) Node Capture Attack. In a WSN, an attacker can capture
sensor nodes and extract desired information from nodes’
memories or obtain access to the network. Once a set of
sensor nodes is under the control of the attacker, this attacker
has the capability of eavesdropping private information of the
nodes and recovering cryptographic and authentication key
[16–18].
(3) Denial-of-Service Attack. In a WSN, a denial-of-service
attack (DoS attack) is an attempt to make a sensor node
unavailable to its intended users [19–22]. The attackers will
try to send external authentication requests to sensor nodes
and want them to respond to those requests, such that
it cannot respond to legitimate requests or responds so
slowly as to be rendered effectively unavailable or use up
the sensor nodes’ energy and make authenticators cannot
work normally. It prevents the sensor nodes from being
authenticated by a legitimate authenticator and makes the
authentication scheme not work.
(4) Reply Attack. An attacker can eavesdrop on the con-
versation between the claimant and the authenticator and
retransmit the message to the legitimate authenticator as
being authentic. It leads to legitimate access for the attackers
into the network and no response to the claimant so that the
authentication scheme cannot work normally.
(5) Impersonation Attack. Attackers can masquerade as legal
nodes to be authenticated or authenticate others by intercept-
ing and falsifying data and thereby gain illegal advantages.

1.2. Our Contributions. This paper aims to propose a novel
authentication scheme based on quadratic residues for wire-
less sensor networks, which is utilizing the master key
to calculate the authentication key chains. Our proposed
scheme is to achieve simple key management and to provide
an authentication operation for the user access to the net-
work. It utilizes the master key to generate pairwise keys in
initialization and key setup phase and then erases the master
key from the memory and does not need master key during

the normal operation of the network anymore. In addition,
proposed authenticationmodel has a good resistance to those
attacks which are of the most concern for WSN. Therefore, a
security analysis has been given to demonstrate that proposed
scheme can withstand the previously mentioned attacks and
have good scalability.Meanwhile, wemake a simple summary
and analysis of energy consumption and find it have better
performance compared with other schemes.

1.3. Organization of Our Paper. The rest of the paper is
organized as follows. In Section 2, we reviews and describes
exiting related works. In Section 3, an improved authen-
tication scheme is proposed based on quadratic residues.
Security analysis and performance evaluation are provided in
Section 4. Our conclusions are presented in Section 5.

2. Related Works

This section introduces two types of previously published
work: master-key-based key management protocols and
authentication schemes based on quadratic residue. Those
protocols make important contributions in this area and have
been discussed widely.

2.1. Master-Key-Based Key Management Protocols. SPINS is
a suit of security protocols optimized for wireless sensor net-
works [8, 23]. It is presented to achieve data confidentiality,
two-party data authentication, evidence of data freshness and
authenticated broadcast for severely resource-constrained
environments. In SPINS, it is assumed that there is a trusted
third party in the network and each node shares its master
key with this trusted third party. Thus, the trusted third
party has the capability of achieving the authentication and
generating pairwise keys for nodes. When two nodes want
to establish a pairwise key to make a communication with
each other, they must ask trusted third party to guarantee the
legality of each other. BROSK is an energy efficient master-
key-based key management protocol [24]. In the protocol
each node establishes a pairwise key with its neighbors
by broadcasting key negotiation messages instead of being
authenticated through the trusted third party. Once one node
receives a key negotiationmessage, it can construct the shared
pairwise key with who broadcasts this message by generating
the MAC. Both protocols are proposed based on master key
however, they do not take the security of master key into
consideration, because it is vulnerable to physical attacks in
two protocols. Once the attackers extract the master keys,
they can obtain all the information of key management to
compromise the whole network. Zhu et al. [25] proposed the
Localized Encryption and Authentication Protocol (LEAP)
which utilizes four types of keys for each sensor node. These
are used for different purposes and ranges. (1) Individual key
is shared between each node and base station. (2) Pairwise
key is shared between a node and its neighbor node. (3)
Group key is shared by all nodes in the network. (4) Cluster
key is a key between a node and its all neighbor nodes.
Among four types of keys, pairwise key is more important
and its security guarantees the security of LEAP. However,



International Journal of Distributed Sensor Networks 3

Kim et al. [26] pointed out that in LEAP, the entire network
will suffer a severe loss if the initial master key is exposed
to an attacker during key setup. So they propose a quick key
establishment to improve the security of LEAP.Our proposed
scheme will avoid this drawback and be perfectly resistant to
those attacks.

2.2. Authentication Scheme Based on Quadratic Residue.
Recently Chen et al.’s scheme [27] is proposed to achieve
mutual authentication based on hash function and quadratic
residues assumption for RFID system.The scheme is utilizing
direct indexing for each tag’s authentication and avoiding
servers’ brute search. In condition, Chen et al.’s scheme has
the capability of having good resistance to those attacks and
resolution to security problems, like TID anonymity, individ-
ual location privacy, replay attack, mutual authentication and
DOS attack. Soon after Chen et al.’s scheme is proposed, Yeh
et al. [28] demonstrate the weaknesses of that scheme in their
work and present an improved scheme to avoid those already
existing problems. According to the description of Yeh et
al.’s work, Chen et al.’s authentication scheme is vulnerable
to impersonation attack. In condition, Chen et al.’s scheme
cannot effectively resist location privacy and replay attack. So
Yeh et al.’s scheme makes an additional supplement of Chen
et al.’s scheme and utilizes the number generated by the tags
to add in the session between the tags and the server. The
solution obtains a good effect in the authentication scheme
and makes it invulnerable to impersonation attack.

Two schemes described previously are proposed based
on quadratic residue however, they are both specific to RFID
system and not suitable for WSN system. RFID system does
not take the security of master key into consideration. And
the common attacks in two systems are different so that we
need to improve the authentication scheme invulnerable to
those common attacks in WSN system. On the other hand,
the relationship between the server and the tags in RFID
system is one-to-many; in other words, the tags must be
authenticated by one server. However, that is different in
WSN system and each legal and authenticated sensor node
should have the capability of authenticating the new nodes
who want to join the network. Our proposed scheme will
consider those drawbacks in detail and solve those problems.

3. Proposed Authentication Scheme

In the system, it is assumed that there is not a trusted server
and each sensor node directly negotiates a session key with
neighboring nodes and uses the master key to authenticate
itself with its neighbors. And there are three phases in this
paper: key predistribution phase, network deployment phase,
and authentication phase. While the authentication protocol
is operating, there are authentication messages exchanged
among the nodes to be used for pairwise key generation and
new node authentication. That message packets format used
within the network is shown in Figure 1. The meanings of
those acronyms in the Figure 1 are as follows: SRC, source
address; DST, destination address; LEN, message length;
MT, message type; AM, authentication message. When a

SRC DST LEN MT Data AM MAC

Figure 1: Message packet structure of our authentication protocol.

node broadcasts its randomly selected number or begins the
authentication operation, it will send the message packet to
other neighboring nodes.

On the clarity and conveniences of this paper, the repre-
sentations are listed in the following.

(i) 𝑘
𝑀
is the network-wide master key.

(ii) ℎ(𝑀) is the hash function of message 𝑀 and ℎ
𝐾
(M)

is the hash function of message𝑀 with key K.
(iii) ℎ𝑖(𝑀) is represented as that message 𝑀 is hashed 𝑖

time without key K.
(iv) ℎ𝑖
𝐾
(𝑀) is represented as that message 𝑀 is hashed 𝑖

time with key K.
(v) 𝑘𝑗auth is the authentication key of jth cycle authentica-

tion.
(vi) 𝐶𝑗

𝑖
is 𝑖th tuple of jth cycle authenticator.

Then a detailed description for those phases is shown in
the following.

3.1. Key Predistribution Phase. Key predistribution phase is
carried out before the nodes deployed in the network, because
a network-wide symmetric master key 𝑘

𝑀
is preloaded and

stored in each node and is needed to generate a session key
for the authentication. In proposed scheme, a mechanism is
defined as the authenticators that authenticate the nodes and
make the nodes access the network legally. In fact, the authen-
ticator is essentially the especial counter, which records the
number and progress of those authenticated nodes. Each
legal node in the network has its own authenticator. It is
calculated with the value of tuple and cycle in the node. Each
authenticator is composed of a set of numbers, including 𝑙

tuples of random numbers in current cycle and the results of
hash function with authentication key over those numbers.
Once a new node has been authenticated successfully by a
legal node, the value of tuple in this legal node is incremented
and this tuple of current cycle authenticator is closed and
never used. If the authentication fails, the authenticator in this
tuple of current cycle remains open.When a node runs out of
n tuples of current cycle in this authenticator, it shall generate
a new set of 𝑙 tuples in the next cycle authenticator set.

The symbol 𝐶𝑗
𝑖
is expressed as 𝑖th tuple of jth cycle

authenticator. The authenticator is initialized in each node
as 0th cycle authenticator before network deployment and
denoted by 𝐶

0

𝑖
. Master key is assigned to the value of

authentication key in 0th cycle authenticator. Authentication
key and authenticator set in 0th cycle are calculated:

𝑘
0

auth = ℎ
0
(𝑘
𝑀
) = 𝑘
𝑀
,

𝐶
0

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
0
auth

(𝑟
𝑖
))} = {(𝑟

𝑖
, ℎ
𝑘𝑀

(𝑟
𝑖
))} , 𝑖 = 0, 1, . . . , 𝑙 − 1,

(1)
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where 𝑟
𝑖
is one of 𝑙 tuples of random numbers in current

cycle and 0th cycle authenticator is composed of 𝑟
𝑖
and hash

function of 𝑟
𝑖
with authentication key 𝑘0auth.

The authentication key is changed with the cycle increas-
ing and the authenticator set in current cycle is removed after
new authenticator set in next cycle is generated by the node.

3.2. Authenticator Update. In this section, the process to
update authentication key and authenticator set for 𝑖th tuple
of jth cycle is introduced in the following.

(1) Update current authentication key to a new one with
hash functions, getting

𝑘
𝑗+1

auth = ℎ (𝑘
𝑗

auth) = ℎ
𝑗+1

(𝑘
0

auth) = ℎ
𝑗+1

(𝑘
𝑀
) . (2)

(2) Calculate new authenticator for 𝑖th tuple of next cycle
with newly updated authentication key 𝑘𝑗+1auth:

𝐶
𝑗+1

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗+1

auth
(𝑟
𝑖
))} , 𝑖 = 0, 1, . . . , 𝑙 − 1. (3)

(3) Obtain the new key:

[𝑘
𝑗+1

auth = ℎ
𝑗+1

(𝑘
𝑀
) , 𝐶
𝑗+1

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗+1

auth
(𝑟
𝑖
))}] ,

𝑖 = 0, 1, . . . , 𝑙 − 1.

(4)

3.3. Network Deployment Phase. The nodes in the network
are deployed randomly in the environment during the begin-
ning of this phase. The network structure of WSN is shown
in Figure 2. The nodes in the WSN are divided into various
clusters. Then the nodes will find their neighboring nodes in
their cluster and exchange sessionmessages with neighboring
nodes to initialize the network after the deployment. The
details are listed in the following.

(1)Update session key: each node updates its session key
from 0th cycle to 1st cycle of authenticator and generates
the session key. Session key for each node is including
authentication key and authenticator for current cycle. The
session key shall be updated as authentication key in first
cycle authenticator after the deployment. For example, ses-
sion key of node A in 𝑖th tuple is [𝑘

𝑀
, 𝐶
0

= (𝑟
𝑖
, ℎ
𝑘𝑀
(𝑟
𝑖
))]

in initialization phase, and then it is replaced by [𝑘
1

auth =

ℎ(𝑘
𝑀
), 𝐶
1
= (𝑟
𝑖
, ℎ
𝑘
1
auth

(𝑟
𝑖
))].

(2) Generate pairwise keys: after authentication key is
updated, each node randomly selects a random number to
generate pairwise keys with neighboring nodes based on
master key. The generation is shown in Figure 3. In Figure 3,
node A has 8 neighboring nodes and broadcasts the message
𝑀
𝐴
to those neighboring nodes. Then each node broadcasts

its own random number with neighboring nodes for a short
period of time. Setting the reasonable period of time is to
keep the attackerswho listen to randomnumber broadcasting
from overhearing and intercepting in this step [29]. For
example, node A randomly selects a number 𝑟

𝐴
and broad-

casts the number to the neighboring node B. Broadcasted
message 𝑀

𝐴
is ID
𝐴
|𝑟
𝐴
|[ID
𝐴
|𝑟
𝐴
]
𝐾𝑀

, including node A’s ID,

Base
station

Figure 2: The network structure of WSN.

A

H

E

F B

D

C

G I

𝑀𝐴 = 𝐼𝐷𝐴|𝑟𝐴 |[𝐼𝐷𝐴|𝑟𝐴]𝐾𝑀

𝑀𝐴 = 𝐼𝐷𝐴|𝑟𝐴 |[𝐼𝐷𝐴|𝑟𝐴]𝐾𝑀

𝑀𝐵 = 𝐼𝐷𝐵|𝑟𝐵 |[𝐼𝐷𝐵|𝑟𝐵]𝐾𝑀

𝐾𝐴𝐵 = [𝑟𝐴|𝑟𝐵]𝐾𝑀

Figure 3: The generation of pairwise keys between nodes.

the random number 𝑟
𝐴
, and the encryption values of ID

𝐴

and 𝑟
𝐴

with master key 𝑘
𝑀
. Node B also broadcasts its

message 𝑀
𝐵

= ID
𝐵
|𝑟
𝐵
|[ID
𝐵
|𝑟
𝐵
]
𝐾𝑀

to neighboring nodes.
When node A receives the node B’s message, node A can
generate the pairwise key 𝐾

𝐴𝐵
= [𝑟
𝐴
|𝑟
𝐵
]
𝐾𝑀

with node B.
So each node utilizes received random number to generate a
list of pairwise keys of its neighboring nodes. After pairwise
keys list is established, the master key is erased frommemory
and replaced by authentication key. Authentication key is
changing with the time of hash function changing, which
could eliminate the risk of storing master key.

(3)After the deployment of the network, each node stores
a series of keys, including its own encryption key, a list of
pairwise keys of its neighboring nodes, its authentication key,
and its session key in first cycle authenticator.

Following the previously steps, each node could begin to
communicate with its neighboring nodes using pairwise key.
In addition, each node is capable of authenticating new node
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that tries to join the network and confirming whether new
node is a legal and permitted user.

3.4. Authentication Protocol Phase. During the authentica-
tion operation, node A is assumed as a new node that wants
to join the network and stores network-wide master key,
its 0th cycle authenticator. Node B is selected as a decision
maker to confirm if node A is legal user. Node A must
pass the authentication of node B, while node A shall also
judge node B not to be a compromised and hostile user. The
whole procession is a two-way authentication and they must
authenticate each other.

(1) Node A randomly selects a number 𝑟
𝐴
and sends a

message𝑀
1
including this random number to node B:

𝑀
1
= 𝑟
𝐴
. (5)

(2) Node B receives the message 𝑀
1
from node A and

makes the following calculation and operation.

Step 1. Generate a pairwise key 𝑘
𝐴𝐵

shared with node A.

Step 2. Select a random number 𝑡 and choose 𝑖th tuple
random number 𝑟

𝑖
, and obtain authentication key 𝑘𝑗auth and

jth cycle authenticator:

𝐶
𝑗

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗

auth
(𝑟
𝑖
))} . (6)

Step 3. Calculate the values of 𝑥 = ℎ(𝑘
𝑗

auth) ⊕ 𝑟
𝐴
⊕ 𝑟
𝑖
⊕ 𝑡 and

𝑦 = 𝑟
𝑖
⊕ 𝑡 with current authentication key in jth cycle.

Step 4. Compute the quadratic residue of x, 𝑟
𝑖
, and 𝑡 to hide

those numbers to guarantee the security not to be revealed
during the transmission: 𝑋 = 𝑥

2 mod 𝑛, 𝑅 = (𝑟
𝑖

2 mod 𝑛)⊕ 𝑡,
and 𝑇 = 𝑡

2 mod 𝑛.

Step 5. Send the message 𝑀
2
encrypted by pairwise key

𝑘
𝐴𝐵

to node A, including X, R, T, hash function of x, y,
t with authentication key 𝑘

𝑗

auth and the current cycle of
authenticator, j:

𝑀
2
= ℎ
𝑘
𝑗

auth
(𝑥) , ℎ

𝑘
𝑗

auth
(𝑦) , ℎ

𝑘
𝑗

auth
(𝑡) , 𝑗, 𝑋, 𝑅, 𝑇. (7)

(3) Node A receives the message 𝑀
2
from node B and

performs the following operations.

Step 1. Update current cycle authenticator with this message
and compute authentication key from current cycle to jth
cycle with hash function: 𝑘𝑗auth = ℎ

𝑗
(𝑘
𝑀
).

Step 2. Calculate 𝑥 and 𝑡 based on the parameters 𝑋 and
𝑇 in message 𝑀

2
, obtaining the group (𝑥

1
, 𝑥
2
, 𝑥
3
, 𝑥
4
) and

(𝑡
1
, 𝑡
2
, 𝑡
3
, 𝑡
4
). Then node A compares ℎ

𝑘
𝑗

auth
(𝑥
𝑝
), ℎ
𝑘
𝑗

auth
(𝑡
𝑝
) with

ℎ
𝑘
𝑗

auth
(𝑥) and ℎ

𝑘
𝑗

auth
(𝑡) in𝑀

2
, where 𝑝 = 1, 2, 3, 4. Finally, node

A obtains the values of 𝑥 and t.

Step 3. Determines the value of 𝑟
𝑖
with the values of R, t, and

𝑦. Firstly, obtain all the possible values of 𝑟
𝑖
, like the group

(𝑟
𝑖1
, 𝑟
𝑖2
, 𝑟
𝑖3
, 𝑟
𝑖4
). Next, compare ℎ

𝑘
𝑗

auth
(𝑟
𝑖𝑝

⊕𝑡)with ℎ
𝑘
𝑗

auth
(𝑦) =

ℎ(𝑟
𝑖
⊕ 𝑡), where 𝑝 = 1, 2, 3, 4, and confirm the value of 𝑟

𝑖
.

Step 4. Authenticate whether node B is a legal user. At first,
calculate the authentication key of node B: 𝑘auth = 𝑥 ⊕

𝑟
𝐴
⊕ 𝑟
𝑖
⊕ 𝑡. Then compare 𝑘



auth with 𝑘
𝑗

auth and make the
following decision for node B. (1) If 𝑘auth ̸= 𝑘

𝑗

auth, node A
will consider node B to be a comprised node and could not
authenticate node B successfully. Node A will terminate this
authentication operation with node B and wait for a certain
time period to start another authentication processwith other
nodes. (2) If 𝑘auth = 𝑘

𝑗

auth, go to next step to calculate and send
response message to node B.

Step 5. Generate a response message, showing 𝑥response =

𝑘


auth ⊕ 𝑟
𝑖
⊕ 𝑡. Then response message𝑀

3
is sent to node B:

𝑀
3
= 𝑥response . (8)

(4)NodeB receivesmessage𝑀
3
and judges whether node

A is a legal node. Calculate 𝑥 = 𝑘
𝑗

auth⊕𝑟𝑖⊕𝑡, compare𝑥response
with 𝑥

, and make the authentication. If 𝑥response ̸=𝑥
, node

A should not be authenticated unsuccessfully by node B.
Otherwise, node A is verified by node B as a legal user.
Then update the values of tuple 𝑖 and cycle 𝑗. If all 𝑙 tuple
authenticators in jth cycle run out, the value of cycle 𝑗 shall
be incremented to 𝑗 + 1; that is, a new cycle authenticator is
starting.Therefore, there are two possible conditions listed in
the following.

If all 𝑙 tuples of random number in jth cycle authenticator
run out, update 𝑗 and authentication key 𝑘

𝑗

auth to 𝑗 + 1 and
𝑘
𝑗+1

auth. The jth authenticator 𝐶𝑗
𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗

auth
(𝑟
𝑖
))} is replaced

by 𝐶
𝑗+1

𝑖
= {(𝑟
0
, ℎ
𝑘
𝑗+1

auth
(𝑟
0
))}. If there also remain other tuples

of random numbers in jth cycle authenticator, 𝑖th tuple of
random number 𝑟

𝑖
is updated to another tuple of random

number 𝑟
𝑒
, where 𝑒 ∈ {0, 1, . . . , 𝑙 − 1}. The authenticator

𝐶
𝑗

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗

auth
(𝑟
𝑖
))} is replaced by 𝐶𝑗

𝑒
= {(𝑟
𝑒
, ℎ
𝑘
𝑗

auth
(𝑟
𝑒
))}.

Then the whole authentication operation is shown in
Figure 4.

4. Security Analysis and
Performance Evaluation

In this sectionwemake the security analysis and performance
evaluation of our scheme and compare it with other schemes,
like SPINS [8, 23], BROSK [24, 30], LEAP [25], KMS [26],
and LWAS [31]. The reason why we choose those schemes
is that all the schemes are based on network-wide key. The
comparisons of various security attributes among our scheme
and other works are listed in Table 1, while the performance
comparisons are revealed clearly in Table 2.

4.1. Security Analysis. As we all know for this area, there are
a certain number of attacks [14, 15] and security issues to be
ubiquitous and inevitable in wireless sensor networks. Then
our proposed authentication scheme will be proved to be
resistant to those most common attacks in Section 4.1.
Secrecy. Due to good protection for transmitted data, the
resident data (𝑟

𝑖
, 𝑗, 𝑘
𝑗

auth, 𝐶
𝑗

𝑖
) in the nodes could not be



6 International Journal of Distributed Sensor Networks

Table 1: Security comparisons.

Scheme Node
authentication Node revocation Node capture

attack Secrecy Forward
secrecy

Replay
attack

DoS
attack

Physical
attack

Impersonation
attack

Overall
security

SPINS Yes Very difficult: revocation
of master key No Yes No Yes Yes No No Low

BROSK Yes Very difficult: revocation
of master key No Yes No Yes Yes No No Low

LEAP Yes Easy: delete the key No Yes No Yes Yes Yes No Medium
KMS Yes Easy: delete the key Yes Yes No Yes Yes Yes No Medium
LWAS Yes Easy: delete the key Yes Yes Yes Yes Yes Yes No High
Ours Yes Easy: delete the key Yes Yes Yes Yes Yes Yes Yes High

Table 2: Security comparisons.

Scheme Scalability Computation cost Communication overhead Energy consumption
SPINS No PRF 𝑛 ⋅ (2𝐿 ID + 2𝐿NONCE + 3𝐿MAC) High
BROSK Yes H + PRF 𝐿 ID + 𝐿NONCE + 𝐿MAC Low
LEAP Yes 2H + 2PRF 𝐿 ID + 𝐿NONCE + 𝐿MAC Low
KMS Yes 2H + PRF 𝐿 ID + 𝐿NONCE + 𝐿MAC Medium
LWAS Yes H +PRF 𝐿 ID + 𝐿NONCE Low
Ours Yes H + PRF 𝐿 ID + 𝐿NONCE Low

retrieved during the communication. Only the legal nodes
could get the related data x, 𝑟

𝑖
, t by using the theory of

quadratic residues. Even if the attackers get the data 𝑥, 𝑟
𝑖
,

𝑡, 𝑘𝑗auth, they could not obtain the master keys of those
nodes because of one-way property of the hash function. And
𝑥, 𝑟
𝑖
, 𝑡, 𝑘𝑗auth will be modified with beginning next round

of the authentication operation and the data retrieved by
those attackers could not make sense for next authentication.
Hence, secrecy for our authentication scheme is guaranteed.

Forward Secrecy. The data transmitted between applicant
and decision maker is well protected so as to be obtained
difficultly by the adversary from the transmission. To prove
forward secrecy of our authentication scheme,we assume that
the attacker compromises the decision maker and obtains
the data in this decision maker. Let the decision maker’s
current data be (𝑟

𝑖
, 𝑗, 𝑘
𝑗

auth, 𝐶
𝑗

𝑖
). The value of 𝑟

𝑖
is selected

randomly for each cycle by decision-maker and we could
not use current value of 𝑟

𝑖
to derive the value in previous

cycle so that the attacker is not able to track the previous
authentication. According to the value of 𝑘𝑗auth = ℎ(𝑘

𝑗−1

auth) and
𝐶
𝑗

𝑖
= {(𝑟
𝑖
, ℎ
𝑘
𝑗

auth
(𝑟
𝑖
))}, the value of 𝑘𝑗−1auth is not exposed to the

attacker, because hash function is oneway only and the values
of the hash are unique for the hashed message. Meanwhile,
the master key 𝑘

𝑀
is erased after the deployment phase and

attackers could not use the value of 𝑗 to obtain authentication
key of each cycle. Therefore, attackers will not be able to
find the previous authentication data using the current data
(𝑟
𝑖
, 𝑗, 𝑘
𝑗

auth, 𝐶
𝑗

𝑖
).

Resistance to Node Capture Attack. Sensor nodes in most
applications are mostly deployed in public or hostile envi-
ronment. Most nodes are low cost and not tamper resistant.

Therefore, the adversary may have the capability of taking
physical control of nodes undetectably and compromise the
cryptographic keys. As a result, this type of attack [16–18, 30]
is considered as the main threat and the resistance against
node capture is regarded as an important criterion to protect
the security of the network.Theperformance of the resistance
toward node capture is evaluated in the work [30] by H.
Chan, A. Perrig, and D. Song. They calculate the fraction
of total network communications that are compromised by
a capture of 𝑥 nodes not including the communications
in which the compromised nodes are directly involved. By
utilizing this method, we could get the performance of
our scheme’s resistance against node capture. This metric
shows our scheme’s resistance against this attack is pretty
good, because those nodes erase their master keys before the
authentications begin and then the capture of nodes could not
obtain any information, like mater keys and authentication
keys of next cycle, about the links that are directly involved.

Resistance to Physical Attacks. In proposed scheme, nodes’
master keys are erased after the deployment of the network.
So there are no master keys in those nodes before the
authentication phase. Sensor nodes deployed in public or
hostile environment must be exposed easily to physical
intrusion with the adversary. However, due to the erased
master keys, those nodes are vulnerable to physical attacks
[14, 15] and the information in them is unrelated to direct
linked nodes.

Resistance to Replay Attack. In proposed scheme, both the
decision-maker and applicant generate a random number
during the authentication.The random number generated by
node B is added to the session tokens 𝑥response responded by
node A. The session token of each authentication procession
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Applicant node A Decision maker node B

auth

and
randomly selects

(1) 1 obtain , ℎ
auth

auth

2
= ℎ

auth
( ) , ℎ

auth auth
( ) ,

2 mod

and auth = ℎ ) with
2

2mod
2 mod

1 2 3 4) and
1 2 3 4) according to 2 mod and 2 mod

ℎ
auth

) and ℎ
auth

) with ℎ
auth

( ) and ℎ
auth

to decide the values of and , where
( 2 mod to get )

ℎ
auth

with ℎ
auth

to decide where

auth

authwith auth.
If auth auth, go to next step.
If auth ̸ auth, node has not been successfully authenticated and the authentication is aborted

response auth .
(3) 3 response

= h( auth)
response and

response ,
A has been successfully authenticated.
If tuples in th authenticator run out update and auth, with and auth
authenticator being updated to = {(

0
, ℎ

auth
(
0
))}

Else
update to , where e ∈ { . . ., authenticator is updated to = ( , ℎ

auth
( ))

Else
A has not been successfully authenticated.

𝑖th tuple of random number,

Figure 4: The authentication protocol.

is different for the randomly selected number. If the adversary
is eavesdropping on the authentication conversation between
node B and node A, the data transmitted is intercepted by
the adversary during the procession. However, the data inter-
cepted could not be sent to answer the session token 𝑥response
in the next requested authentication and not be utilized to
impersonate the legal user to pass the authentication and join
the network.
Resistance to Denial-of-Service Attack. This type of attack,
which is described in works [19–22] in detail, is ubiquitous in
wireless sensor network andproposed schemehas an effective
resistance against this type of attack.The adversary will try to
continue to send the request messages to the authenticators
and receive the authenticators’ response. But their goal of
those actions is to use up the authenticators’ energy and
make the authenticators set cannot work normally. So those
adversaries do not respond to the reply or supply the authen-
ticators’ incorrect replies after they request the authentication

procession. If the authenticators could not have anymeasures
to protect themselves and make the resistance to DoS attack,
they will exhaust their energy and have no ability of working
normally. The attack could be resistant by utilizing a timing
controller to check the responding time. If an authenticator’s
reply has not be responded correctly in a certain time period,
it is releasing this authentication procession, becoming a
free authenticator again and available to other authentica-
tion claimants. The threshold of responding time could be
updated according to the state of the in-progress attack. If
the authenticator releases authentication procession to one
claimant for a certain number of times, the claimant will be
marked as untrusted user and could not be authenticated by
the authenticators set in a future period.
Resistance to Impersonation Attack. The applicant node A
and the decision maker B authenticate each other with the
master key and authenticators. Only the legal applicant node
A has master key and calculates the right authenticator
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and synchronizes its authenticator with node B. Meanwhile,
only node A has the value of 𝑝 and 𝑞 and is able to
obtain the correct 𝑥, 𝑟

𝑖
, 𝑡 according to Chinese Remainder

Theorem. So those guarantee node A to pass the node B’s
authentication. To avoid attackers impersonating node A to
pass the authentication of node B, node A sends a random
number 𝑟

𝐴
to node B, while node B’s response is calculated

with the random number 𝑟
𝐴
. If the attackers impersonate

node A to transmit another number to node B, node B will
find node A’s response 𝑥response in 𝑀

3
is wrong, because

𝑥response is calculated with random number and master key
and attackers do not have right master key. In addition, node
A could judge whether the response in 𝑀

2
is right or wrong

by using its master key so that node A could exclude those
attackers to impersonate node B. Thus, proposed scheme will
be of great resistance against impersonation attack.

After the analysis is discussed, the comparisons in the
security of our scheme are summarized with others in
Table 1. It is concluded in Table 1 that security levels of our
scheme and LWAS are highest, followed by LEAP and KMS.
SPINS and BROSK schemes are in lowest security in the
comparisons. In addition, our scheme has great resistance
against impersonation attack and is more secure than LWAS
scheme.

4.2. Performance Evaluation. Theperformance evaluation for
wireless sensor network is very important due to sensor
nodes’ limited resource. So the analysis of energy consump-
tion is key point in the performance evaluation for wireless
sensor network.

As we all know, energy consumption of the security in
wireless sensor network is mainly divided into two types:
communication overhead and computation cost. However,
it is concluded from previous and recent works that com-
munication overhead plays a more important role in energy
consumption than computation cost and accounts for a
significantly larger part of energy consumption. For example,
most of energy cost of adding SPINS protocol to wireless
sensor network arises from communication and transmission
overhead of extra data for security protocol rather than from
computation cost. According to the work [8, 23], transmis-
sion cost is increased for SPINS protocol by 98%, while the
MAC and encryption computation cost just only account for
2%. Thus, deceasing data transmission for security protocols
and minimizing the communication overhead as soon as
possible are one of the design goals for security protocols.

In this paper, the number of transmitted messages is
utilized to make the evaluation of energy consumption,
which is approximately equal to real energy consumption.
We set the network in a certain area of 500m × 500m and
deployed 𝑛 sensors. Let us randomly select one node for
analyzing the size of exchanged messages and estimating the
communication overhead. At first, the lengths of different
types of messages shall be defined: 𝐿 ID, 𝐿NONCE, 𝐿KEY, and
𝐿MAC are the length of node ID, nonce, symmetric keys, and
MAC, respectively. In addition, it is assumed that each node
has 𝑛 neighboring nodes in the network. Because the nodes
exchange the messages with a trusted third party during the

pairwise key establishment, the length of exchangedmessages
for those security protocols is significantly larger than others,
which is expressed as 𝑛 ⋅ (2𝐿 ID + 2𝐿NONCE + 3𝐿MAC). For
BROSK, LEAP, and KMS protocols, node ID, nonce, and
MAC need to be broadcasted to establish pairwise keys with
neighboring nodes so that the size of transmitted messages
is 𝐿 ID + 𝐿NONCE + 𝐿MAC. Compared with the protocols
previously, the establishment of pairwise keys just needs to
broadcast node ID and nonce, so that the size of transmitted
messages in LWAS and our proposal is 𝐿 ID + 𝐿NONCE. From
the analysis of the size of transmitted messages, we can
conclude that transmission cost of LWAS and our proposal
is lowest in those protocols.

Besides analyzing communication overhead of those
protocols, computation cost is also a part of estimating energy
consumption, which is listed in Table 2. From the result
in Table 2, it is concluded that computation cost of SPINS
protocol is lowest, followed by BROSK, LWAS, our proposal,
and others because the nodes in SPINS protocol are just only
needed to generate a nonce and other computations are done
by a trusted third party. Summarizing the previously analysis,
our proposal’s energy consumption that is proportional to
communication overhead is lower than others except LWAS
protocol. In addition to lower energy consumption, guaran-
tying the network scalable is also an important design goal.
In SIPINS, pairwise keys are established by exchanging the
messages with a trusted third party. Hence, the scale of the
network in SPINS is not too large, or a lot of collisions will be
generated in this network and the performance is degrading
with the network running. Nodes in other protocols are
only exchanging messages with neighboring nodes and are
independent of network size. So proposed scheme scales very
well with the size of the network and achieves good scalability
for the network.

5. Conclusion

Being an important part of IoT, the security of wireless
sensor networks should be focused on greatly. As wireless
sensor networks are generally deployed in unsecured and
untrusted areas, the transmitted data is vulnerable to all
kinds of intrusions, like eavesdropping, interception, and
modification. Those intrusions threaten the security and
privacy of the users in the whole network and propose a great
challenge for the development of wireless sensor network and
IoT.

In this paper, our scheme is proposed to utilize themaster
key to achieve key management and the authentication
operation based on quadratic residue for wireless sensor
network, which is to provide the protection of the master
key and offer the new users legal access to the network. It
has a perfect resistance against those attacks which are of
the most concern for WSN and achieves higher level of the
security. Meanwhile, its energy consumption is in a lower
position in comparison with other schemes. Therefore, it is
concluded that our scheme achieves key management and
node authentication, protects the node froma series of attacks
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which has reached a higher point in the security, and has very
little increase in energy consumption.
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Recently, vehicular sensor networks (VSNs) have emerged as a new intelligent transport networking paradigm in the Internet of
Things. By sensing, collecting, and delivering traffic-related information, VSNs can significantly improve both driving experience
and traffic flow control, especially in constrained urban environments. Latest technological advances enable vehicular devices to
be equipped with multiple wireless interfaces, which can support cooperative communications for concurrent multipath transfer
(CMT) in VSNs. However, path heterogeneity and vehicle mobilitycause CMT not to achieve the same high transport efficiency
recorded in wired nonmobile network environments. This paper proposes a novel vehicular network-based CMT solution (VN-
CMT) to address the above issues and improve data delivery efficiency. VN-CMT is based on a CMT disorder analytic model which
can effectively and accurately evaluate the degree of out-of-order data. Based on this proposed model, a series of mechanisms
are introduced as follows: (1) a packet disorder-reducing retransmission policy to reduce retransmission delay; (2) a path group
selection algorithm to find the best path set for data multipath concurrent transfer; and (3) a data scheduling mechanism to
distribute data according to each path’s capacity. Simulation results show how VN-CMT improves data delivery efficiency in
comparison with an existing state-of-the-art solution.

1. Introduction

Vehicular sensor networks (VSNs) are expected to be at
the centre of one of the major new application areas for
intelligent transport systems [1, 2] in the Internet of Things
(IoT) world. Unlike most of the nodes in other wireless
sensor networks [3, 4], in VSNs vehicles can be equipped
easily with large-capacity-storage and powerful-computing
devices.This offers the opportunity to deploy a broad range of
innovative solutions, including peer-to-peer content sharing
[5, 6], quality-oriented multimedia content delivery [7, 8],
user-personalised multimedia content delivery [9], energy-
aware traffic management solutions [10], and traffic informa-
tion dissemination applications [11]. These applications are

designed to improve safety, traffic management, navigation,
and user convenience. Additionally we are witnessing exten-
sive developments in the area of wireless access technolo-
gies in VSNs. Vehicles can carry multiple types of wireless
interfaces, and they can interact with each other and access
the Internet via several communication technologies such as
IEEE 802.11p, 3G/4G, and WiMAX [12].

Transport protocols play an increasingly important role
in IoT to comply with the emerging new devices and
applications and support efficient data transmissions. The
Stream Control Transmission Protocol (SCTP) [13] is a
new multihoming-based transport layer protocol. It has
been widely used in vehicular networks for the support
of concurrent multipath transfer (CMT) [14]. Viewed as
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support to reliable and high-throughput services by utilizing
several paths to transmit data packets concurrently, CMT can
achieve good level of bandwidth aggregation [15]. Figure 1
illustrates CMT usage in a heterogeneous VSN environment.
It shows how a vehicle can concurrently use both 3G and
802.11p (WAVE) access links to communicate with the server
through the Internet. This approach significantly improves
data transmission efficiency in VSNs.

Unfortunately, as vehicles move rapidly, intervehicle con-
nections are always broken and reestablished. This problem
leads to frequent change of network topology, which means
continual variation of round trip time (RTT) and loss rate
in the transport layer. In CMT, paths having similar and
stable bandwidth, delays, and loss rates are prerequisites for
good data delivery performance. When the conditions of
heterogeneous paths are very different and keep changing,
packet disorder at the receiver side becomes serious. Since
the receive buffer is finite, frequent disorderly arrived packets
will lead to receiving buffer-blocking issue that drastically
decreases CMT performance. Recently, some research work
[16] has been proposed to improve delivery performance by
reducing reordering. However, to the best of our knowledge,
there are no proposed CMT disorder analytic models which
can effectively and accurately investigate the characteristics
of out-of-order data and then optimize the CMT-related
algorithms.

In this paper, we introduce an efficient analytic model for
CMT disorder in intelligent transport systems. This model
derives a function of bandwidth, RTT, and loss rate, which
can accurately compute the degree of data disorder. Based
on this model, we propose novel path group selection algo-
rithm, data scheduling scheme, and retransmission policy
for concurrent multipath transfer over VSNs in order to
reduce reordering and improve data delivery performance.
These were integrated into a newly designed solution vehicle
network-CMT (VN-CMT) which was evaluated by simula-
tions in comparison with an existing state-of-the-art method.

2. Related Work

Many researchers focus on exploiting SCTP features to
support efficient CMT. Dreibholz et al. [17] investigated the
ongoing SCTP standardization progress in the IETF and gave
an overview of activities and challenges in the areas of CMT
and security. Shailendra et al. [18] proposed the MPSCTP
protocol which enhances the basic SCTP. MPSCTP changed
the SCTP header structure and introduced newly designed
algorithms to provide greater reliability during concurrent
multipath usage. Kim et al. [19] introduced a modification
of SACK handling in CMT to prevent a SCTP sender
from updating the congestion control window size when
availability of the path is ambiguous.We previously proposed
a novel realistic evaluation tool set [20–22] to analyze and
optimize the performance of multimedia distribution when
making use of a CMT-based multihoming SCTP approach.
SCTP CMT is currently in the discussion of standardization
within the IETF [15].

In recent years, increasing number of researchers are
using the promising SCTP in both vehicular networks and
wireless sensor networks. Lu and Wu [23] adopted SNMP
and SIP over SCTP as network management protocols and
evaluated their behaviors in wireless sensor networks. Kim
andLee [24] proposed aMobile StreamControl Transmission
Protocol- (MSCTP-) based handover scheme for vehicular
networks which seamlessly adapts to different delivery con-
ditions. Unfortunately, both of these works did not take into
account any of the benefits brought by CMT. Huang and
Lin [25] proposed a fast retransmission solution enabled by
the use of relay gateways for CMT (RG-CMT) in vehicular
networks. When packets are lost due to error or handoff loss
in the wireless link, RG-CMT can retransmit lost packets fast
from the relay gateway to the vehicle, which enables achieving
higher throughput than the basic CMT.

However, there is still significant ongoing work address-
ingmany challenges of the SCTPCMT.The SCTPCMT strat-
egy makes use of a round-robin scheduling to distribute data
packets via different independent network interfaces to utilize
the aggregated bandwidth. However this “blind” round-robin
scheme sends the packets to all available multiple paths
equally without considering their different communication
conditions such as bandwidth and delay. As a result, CMT
will lead to serious out-of-order data chunks for reordering.
It causes even more serious concerns in vehicular sensor net-
works, as in VSNs the asymmetric paths with different quality
characteristics are more common and sensitive to variations
than in wired networks. Consequently, CMT often suffers
from significant receiver buffer-blocking problems, which
degrades transmission efficiency and network utilization.

3. VN-CMT Disorder Analytic Model

We define the degree of data disorder as the distance between
packets’ sending order and their receiving order.The disorder
degree can be estimated through the Euclidean distance
algorithm as follows:
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The average packet gap in path 𝑖 can be estimated by

the average gap for packets transmitted on this path times
the number of packets sent on path i. We assume that the
𝑁 packets are transmitted over 𝑛 paths concurrently. The
total packet gap in the given data distribution time can be
computed by (2) and is the sum of packet gaps computed on
every path:
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Figure 1: Concurrent multipath transfer in vehicle sensor networks.
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where 𝑛 is the number of paths used in this data distribution,
𝑛𝑢𝑚𝑃𝑘𝑡𝑠

𝑖
represents the numbers of packets sent over path i,

and 𝑎V𝐺𝑎𝑝
𝑖
denotes the average gap of the num𝑃𝑘𝑡𝑠

𝑖
packets

which occurs in path i.
We consider two situations to derive 𝑎V𝐺𝑎𝑝

𝑖
. First we

calculate the average gap of the packets which are sent
successfully over path i. In this case, the gap ismainly brought
by transmission delay and is denoted as 𝑎V𝑂𝑛𝑒𝑡𝑟𝑎𝑛

𝑖
.Then, we

consider the average packet gap caused by packet loss and is
expressed as 𝑎V𝑅𝑒𝑡𝑟𝑎𝑛

𝑖
. So 𝑎V𝐺𝑎𝑝
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is the loss rate of path i. Next, 𝑎V𝑂𝑛𝑒𝑡𝑟𝑎𝑛
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As Figure 2 illustrates, we model the congestion avoidance
behavior of SCTP in terms of “rounds.” A round starts with
transmission of all the packets in current CWND. Then no
other packets are permitted to be sent until one of those
packets is ACKed. We assume that packet 4 is sent at time 𝑇

𝑖1

and gets to the ACK at time 𝑇
𝑖2
over path 𝑖, then the possible
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represents the average rounds that occurred in path 𝑗 during
a round in path i. In order to get 𝐸

𝑗
[𝐶], we can use the results

in [26] by (5), as SCTP behaves almost the same as TCP on
single path:
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where 𝑝
𝑗
is the loss rate of path j. b is the number of packets

that are acknowledged by a received ACK. As SCTP follows
the delayed acknowledgement algorithm specified in RFC
2581 in which a receiver normally sends one cumulative
ACK for two consecutive packets received [13], (5) can be
simplified to (6) with b = 2:

𝐸
𝑗
[𝐶] =

2

3
× (√

3

𝑝
𝑗

− 2 − 1) . (6)

From (4) and (6), (7) can be deduced as the following:
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Next, we start to derive 𝑎V𝑅𝑒𝑡𝑟𝑎𝑛
𝑖
. 𝑎V𝑅𝑒𝑡𝑟𝑎𝑛

𝑖
can be

deemed in principle as the average number of sent and
received packets in the paths excluding path 𝑖 during the
loss-detection period plus the average number of transferred
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packets in the paths excluding the retransmission path during
retransmission period. As packets will be ACKed in a round,
the loss of packets will be detected by fast retransmission
mechanisms in a round and retransmits in a path determined
by the retransmission policy.Wefirst introduce a novel packet
disorder-reducing retransmission policy and then continue
to discuss 𝑎V𝑅𝑒𝑡𝑟𝑎𝑛

𝑖
for modeling.

3.1. Packet Disorder-Reducing Retransmission Policy. A
preferable retransmission policy accelerates retransmissions
in order to reduce packet disorder, namely, can make
the average retransmission time shorter. In SCTP, the
recommended CMT retransmission policies are RTX-
CWND and RTX-SSTHRESH. Equation (6) shows how
the average CWND is mainly decided by loss rate. The
smaller the loss rate is, the larger the average CWND is.
As SSTHRESH always changes when packets are lost, it
is also decided by loss rate. It is obvious that preferred
packet retransmission is on the path with the lowest loss
rate. In our model, besides loss rate, RTT is also considered
as an important factor for retransmission. Smaller RTT
means smaller packet gaps on this path and smaller gaps
indicate less reordering. Considering those two factors, a
path having smaller RTT/(1 − 𝑝) is more likely to retransmit
packets quickly and successfully. However, unlike the
average loss rate, the current real-time loss rate is difficult
to get accurately in VSNs. However, current CWND is
easily obtained, and, as mentioned above, there is a direct
relationship between CWND and loss rate; we use instead
of loss rate 𝑝 current CWND, namely, 𝑝 = 1/CWND. By
making use of RTT/(1 − 𝑝), (8) shows the formula employed
for evaluating the retransmission path quality as follows:

𝑄 =
RTT

1 − (1/CWND)
. (8)

The packet disorder-reducing retransmission policy is
based on the fact that the path with the smallest 𝑄 value
is chosen as the packet retransmission path. Algorithm 1
describes the retransmission strategy.

Assuming that the retransmission path is path 𝑥, then the
𝑎V𝑅𝑒𝑡𝑟𝑎𝑛
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can be obtained according to the following:
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As the lost detection and transmitting a packet success-
fully on path i both perform in one round (10) can be
writtenas follows:
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Similarly, (7) is derived and the formula for computing
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where 𝐴
𝑥
is the average retransmission times of a packet in

path 𝑥. Assuming that a packet retransmits 𝑘 times until it
is transferred successfully, then 𝐴

𝑥
can be calculated by the

following:
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By combining (11) and (12), (13) can be deduced as follows:

𝑎V𝑅𝑒𝑡𝑟𝑎𝑛𝐺𝑎𝑝
𝑥
=

2

3

𝑛

∑

𝑗=1&&𝑗 ̸=𝑥
[ 𝑓(

RTT
𝑥

RTT
𝑗

− 1)

×(√
3

𝑝
𝑗

−2 −1) ×
1

1−𝑝
𝑥

] .

(13)

By following (3), (7), (9), (10), and (13), the total gap of a
packet sent on path i can be computed as follows:
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We have derived the average gap of a packet sent on path
𝑖. Next, we employ the path 𝑖’s bandwidth denoted as 𝐵

𝑖
to

weight it; namely, we replace 𝑛𝑢𝑚𝑃𝑘𝑡𝑠
𝑖
with 𝐵

𝑖
in (2), then

the disorderly degree (defined as D) for a path group having
𝑛 paths for CMT can be computed by (15), making use of
formulas (2) and (14) as follows:
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2

× 𝐵
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D characterizes the disorderly degree of a path group.
Large 𝐷 value will influence the throughput. This proposed
disorder analytic model captures the essence of packet disor-
der in CMT. Based on the model and taking 𝐷 into account,
we can design and optimize CMT-related algorithms, such
as the above proposed retransmission policy and also path
group selection and data scheduling algorithms to reduce
packet disorder and increase CMT throughput.

3.2. Packet Disorder-Reducing Path Group Selection Algo-
rithm. As mentioned above, in VSNs, frequent break and
reestablishment of connections lead to often changes in paths’
conditions. Making use of bad paths will cause serious out-
of-order data deliveries. So, good path group selection algo-
rithms are required to find a good path group for concurrent
data transmissions in dynamic wireless environments. We
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(1) //Let𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡 be a path set used for data concurrent transfer;
(2) //count(𝑚Pathset) returns the size (number of paths) of the set𝑚Pathset;
(3) if (a packet Pkt needs retransmission)
(4) 𝑄 = ∞;
(5) for (𝑖 = 0; 𝑖 ≤ count(𝑚Pathset); 𝑖 + +)
(6) obtain𝑚Pathset[𝑖]’s 𝑅𝑇𝑇

𝑖
and current 𝑐𝑤𝑛𝑑

𝑖
;

(7) 𝑄
𝑖
= 𝑅𝑇𝑇

𝑖
/(1 − (1/𝑐𝑤𝑛𝑑

𝑖
));

(8) if (𝑄
𝑖
< 𝑄)

(9) 𝑄 = 𝑄
𝑖
; 𝑗 = 𝑖;

(10) end if ;
(11) end for;
(12) end if ;
(13) retransmit the packet 𝑃𝑘𝑡 over the path𝑚Pathset[𝑗] as soon as possible;

Algorithm 1: Packet disorder-reducing retransmission policy.

aim to make the selected paths in the path group have
similar communication quality in order to reduce received
data reordering and alleviate receiver buffer blocking. Two
factors, namely, disorder degree 𝐷 and total bandwidth
are considered in our packet disorder-reducing path group
selection algorithm. The disorder degree is expected to be
small, while the total bandwidth is expected to be large.These
two parameters are employed to compute a new parameter 𝜎
to evaluate a path group (set) as the following:

𝜎
𝑠
= 𝐵
𝑠

total × (1 −
𝐷
𝑠

∑
𝑀

𝑗=1
𝐷
𝑗

) , (16)

where 𝐵
𝑠

total and 𝐷
𝑠
represent the total bandwidth and the

disorder degree for a path set 𝑠, respectively. We assume
that there are 𝑀 possible combinations of path sets. ∑𝑀

𝑗=1
𝐷
𝑗

computes the𝑀 path sets’ total disorder degree. 𝜎
𝑠
is used to

evaluate the throughput of the path set 𝑠; the larger 𝜎 is, the
better performance the path groupwill achieve.Theproposed
path group selection algorithms aim is to find a path set with
the largest 𝜎 for concurrent data transmissions. Algorithm 2
reveals the details of the process of a path group selection.

3.3. Packet Disorder-Reducing Data Scheduling Algorithm.
The data scheduling algorithm of standard CMT uses a
“blind” round-robin strategy. It splits SCTP packets over all
available paths in an equal-share way without considering
various path quality differences. This method is simple but
not reasonable and can cause many out-of-order data packet
deliveries. Hence, a better algorithm is required. To reduce
the disorder, the smaller a packet TSN is, the earlier the
packet should arrive successfully at receiver. Namely, the
smallest TSN packet should be sent over the path whose gap
is the smallest possible one. In formula (14), we have derived
a function to compute the average gap of a path. So, we
propose packet disorder-reducing data scheduling algorithm
as follows: any packet is sent on the path whose average
gap is the smallest and its CWND allows transmission. By
using this simple, but highly efficient, path data scheduling
algorithm, the disorder is significantly reduced and data

delivery performance is greatly improved. The above process
is detailed in Algorithm 3.

4. Application and Performance Evaluation

In this section, we first give an example application scenario
for the disorder analytic model-based CMT algorithms in
vehicular sensor networks, then we evaluate the proposed
VN-CMT strategy and compare its performance with the
basic CMT of SCTP by making use of the network simulator
(NS-2.35) [27] in a realistic application scenario.

4.1. Application Scenario. Lately, many cities around the
world have witnessed large-scale deployment of traffic-
related mobile TV broadcasting services. For example, fol-
lowing the Beijing Olympics, almost all taxis (out of the
over 700 thousand vehicles in the Chinese capital city) are
equipped with on-board equipment which supports traffic
TV broadcasting signal retrieval and multimedia playback.
Additionally, we are witnessing extensive developments in
wireless access technologies including WiFi, LTE, LTE-A,
and WiMAX and especially in vehicular wireless technolo-
gies such as Wireless Access in the Vehicular Environment
(WAVE) (IEEE 802.11p), enabling data delivery via vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and vehicle-
to-road-side-unit (V2R) communications.This paves theway
towards multihomed wireless networks, where vehicles in
vehicular networks can be equipped with multiple wireless
interfaces. Each vehicle can establish multiple connections
with other vehicles or servers across different networks
and distribute data employing concurrent multipath trans-
fer mechanism. Figure 3 illustrates the application scenario
which follows our previous work [28]. Vehicle A can down-
load the real-time traffic video, that it interests from traffic
information server through WiFi, LTE(3G/4G), and 802.11p
network concurrently. It can aggregate bandwidth and accel-
erate video downloading speed to ensure the traffic video
playback smoothly and timely.Thedriver can promptly adjust
his driving route in terms of the viewed traffic information,
which significantly improves both driving experience and
traffic flow control.
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(1) //Let𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝 be all the possible combinations of path sets;
(2) //𝑐𝑜𝑢𝑛𝑡(𝑋) returns the size of𝑋;𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡 denotes a path set;
(3) 𝐷total = 0; /∗𝐷total denotes the total disorder degree of all path groups ∗/
(4) for (𝑖 = 0; 𝑖 ≤ 𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝); 𝑖 + +)
(5) get the path set𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝[𝑖]’s disorder degree𝐷

𝑖
by (15);

(6) 𝐷total = 𝐷total + 𝐷
𝑗
;

(7) end for;
(8) 𝜎 = 0;
(9) for (𝑖 = 0; 𝑖 ≤ 𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝); 𝑖 + +)
(10) 𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡 = 𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝[𝑖];
(11) 𝐵

𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

total = 0;
(12) /∗𝐵𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡total represents the total bandwidth of all paths in𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

∗/
(13) for (𝑗 = 0; 𝑗 ≤ 𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡); 𝑗 + +)
(14) obtain the path𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑗]’s bandwidth 𝐵

𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑗]
;

(15) 𝐵
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

total = 𝐵
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

total + 𝐵
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑗]

;
(16) end for;
(17) obtain the path set𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡’s disorder degree𝐷

𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡
by (15);

(18) 𝜎
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

= 𝐵
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

total × (1 − (𝐷
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

/𝐷total));
(19) if (𝜎

𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡
> 𝜎)

(20) 𝜎 = 𝜎
𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡

; 𝑔 = 𝑖;
(21) end if ;
(22) end for;
(22) 𝑚𝑃𝑎𝑡ℎ𝐺𝑟𝑜𝑢𝑝[𝑔] is selected as the path set for data concurrent transfer;

Algorithm 2: Packet disorder-reducing path group selection algorithm.

(1) //Let𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡 be a path set used for data concurrent transfer;
(2) //𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡) returns the size of the set𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡;
(3) if (a packet 𝑃𝑘𝑡 needs transmission)
(4) for (𝑖 = 0; 𝑖 ≤ 𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡); 𝑖 + +)
(5) compute the path𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑖]’s gap 𝑎V𝐺𝑎𝑝

𝑖
by (14);

(6) end for;
(7) sort items in𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑖] in ascending order of the 𝑎V𝐺𝑎𝑝 value;
(8) for (𝑗 = 0; 𝑗 ≤ 𝑐𝑜𝑢𝑛𝑡(𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡); 𝑗 + +)
(9) if (𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑗]’s CWND allows transmission)
(10) transmit the packet 𝑃𝑘𝑡 on the path𝑚𝑃𝑎𝑡ℎ𝑠𝑒𝑡[𝑗];
(11) break;
(12) end if ;
(13) end for;
(14) end if ;

Algorithm 3: Packet disorder-reducing data scheduling algorithm.

4.2. Performance Evaluation. VN-CMT’s performance is
assessed in comparison with the basic CMT of SCTP in an
application scenario of the traffic real-time TV broadcasting
system as presented in Figure 3. We have implemented
our VN-CMT by modifying the NS2 standard CMT mod-
ule accordingly. Figure 4 illustrates the simulation network
topology which is described in terms of Figure 3 applica-
tion scenario. Two endpoints, namely, Sender and Receiver,

communicate through three paths which denote WiFi, LTE,
and 802.11p connections, respectively and having different
bandwidths.𝑅

11
, 𝑅
12
, . . . , 𝑅

32
are routers.TheRTX-CWND is

used as the default retransmission policy for standard CMT.
The default receive buffer size is set to 64 KB. The link queue
limit and type are set 50 packets and Droptail, respectively.
The RTT and loss rate of each path are varied simulating
dynamic network environments. The bandwidth, loss rate



International Journal of Distributed Sensor Networks 7

Traffic mobile TV
broadcasting server

3G/4G BS

3G/4G BS

WiFi

WiFi

AP

W
av

e

RSU

RSU

RSU

802.11pAP
Vehicle A

Traffic TV on-board
equipment

Gas station
GPS

WWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

Figure 3: A application scenario of traffic mobile TV broadcasting services.

and RTT values are set to comply with the characteristics of
WiFi, LTE, and 802.11p networks, respectively. For instance,
LTE is a cellular network and is more stable than WiFi and
802.11p, so the the loss rate variation range of LTE is set to
[0.01 0.02] which is less than the [0.01 0.1] range of WiFi
and the [0.1 0.2] range of 802.11p. Due to vehicles’ mobility,
the V2V connections in 802.11p network easily become
disconnected, so the loss rate of 802.11p is set worse than those
for WiFi and LTE. Similar to the loss rate, the bandwidth and
RTT are set to reasonable values corresponding toWiFi, LTE
and 802.11p connections, respectively (as shown in Figure 4).
The other parameters use the SCTP default values. The
simulation time is 140 s and the application traffic is sent by
the Sender with an infinite data flow.

(1) Out-of-order packets: Figure 5 shows a comparison of
out-of-order chunks among CMT and VN-CMT.The out-of-
order TSNmetric used in this experiment is measured by the
offset between the TSNs of two consecutively received data
chunks (the difference between the TSN of the current data
chunk and that of the latest received data chunk).The out-of-
order TSN metric portrays the characteristics of concurrent
data transmission over multiple paths. The figure presents
the out-of-order TSN metric variation between simulation
times 𝑡 = 20 s and 𝑡 = 21 s, which is representative for the
whole simulation results. As the figure shows, CMT generates
more out-of-order chunks and requires increased reordering
than VN-CMT. The peak out-of-order data reception at the
receiver is approximately 60 using CMT, while it is only 20
when using VN-CMT, which is proposed in this paper.

(2) Packet sending and receiving times: Figures 6 and 7
illustrate the sending and arrival times of several data packets
when CMT and VN-CMT schemes are used, respectively. In

order to better illustrate the comparison, the results between
t = 20 s and 21 s are presented only (part of the congestion
avoidance stage). The TSNs of these data packets growth
have three main slopes in CMT and two main slopes in VN-
CMT. The top slope in Figure 6 represents data flows over
path 2 in CMT. The middle one in Figure 6 and the top
one in Figure 7 denote data flows over path 3 in CMT and
VN-CMT, respectively. The lowest slopes in Figures 6 and 7
represent data flows over path 1 in both CMT and VN-CMT.
In CMT, the sender uses the round-robinmethod to transmit
data chunks over all the paths equally, without considering
the path quality differences. In contrast, the flows of path
1 and path 3 are utilized more efficiently by the VN-CMT
solution as the TSNs increase steeply, while path 2 has not
been used at all.This confirms thatVN-CMTcanfind the best
path set for data multipath concurrent transfer and distribute
data according to each path’s capacity, achieving higher data
delivery efficiency.

The packets are received out-of-order due to the dissimi-
lar path characteristics and their reordering. This is likely to
cause performance degradations. For example, when using
CMT, a packet lost in path 2 around 20.2 s is detected
and retransmitted at around 20.5 s. The path with the lost
trunk fails abruptly for about 0.3 s seconds and resumes
later. The subsequent data chunks which arrived in this
period are held in the transport layer receive buffer and
unable to be delivered to the application. This phenomenon
blocks the receiver buffer and seriously decreases the delivery
performance. With packet disorder-reducing path group
selection and retransmission policy, VN-CMT discards the
bad path and retransmits packets in the path with high
performance. In this way, VN-CMT greatly reduces disorder
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Figure 4: Simulation network topology.

60

50

40

30

20

10

0
0 2 4 6 8 10

O
ut

-o
f-o

rd
er

 T
SN

The simulation time
CMT
VN-CMT

Figure 5: Comparison of out-of-order TSN.

and data chunks are received smoothly, as shown in Figure 7.
Another important impact factor on performance is spurious
retransmission. Spurious retransmission brings additional
useless packets and decreases data transfer rate. It is mainly
caused by disorder of packets. In order to compare the
spurious retransmission between CMT and VM-CMT, we
define the rate of spurious retransmission (RSR) to be

RSR =
Num𝑅 − Num𝐷

Num𝐷
,

(17)

where Num𝑅 represents the numbers of packets which are
transmitted and Num𝐷 represents the numbers of packets
which are dropped. In Figure 8, we can see how VN-CMT
scheme can highly decrease the rate of spurious retransmis-
sions.
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Figure 6: Comparison of packet sending and receiving times in
CMT.

(3) Average throughput: Figures 9, 10, and 11 compare
average throughput when delivering content with receiver
buffer sizes of 32 KB, 64KB, and 128KB, respectively. Three
groups of simulations were run in order to study the effect
of the receiver buffer size on the throughput. It can be seen
how the throughput of both schemes increases with the
increase in the receiver buffer size. ComparedwithCMT,VN-
CMT tolerates better packet loss and utilizes more efficiently
the available aggregate bandwidth from different links. For
instance, after 140 s of simulation time with a 32KB receiver
buffer, VN-CMT throughput is 39% higher than that of CMT.
With a 64KB receiver buffer size, VN-CMT throughput is
18% higher than that of CMT. Similarly, VN-CMT performs
10% better than CMT when a 128KB receiver buffer was
employed.
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Figure 7: Comparison of packet sending and receiving times inVN-
CMT.
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Figure 8: Comparison of spurious retransmission.

It can be noted how VN-CMT performs better than
CMT in all cases. The difference is very much in favour of
VN-CMT in limited receiver buffer situations. The packet
disorder-reducing path group selection algorithm, retrans-
mission policy, and data scheduling algorithm employed
by VN-CMT mitigate the disorder of received packets
and enable VN-CMT not to need large receiver buffer
to store the out-of-order data chunks. Figures 9–11 fully
show how VN-CMT outperforms CMT in terms of the
throughput.
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Figure 9: Comparison of throughput. Rbuf = 32K.
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Figure 10: Comparison of throughput. Rbuf = 64K.

5. Conclusion

This paper addresses the packet disorder issue for SCTP
concurrent multipath transfer in future heterogeneous vehic-
ular sensor networks. A disorder analytic model is proposed
which generates useful disorder degree information for CMT.
Based on it, a novel packet disorder reducing retransmission
policy, a new path group selection algorithm, and a novel
data scheduling algorithm were proposed. The path group
selection algorithm aims to find the optimum path set for
data concurrent transfer. The data scheduling algorithm
analyses every path’s quality before considering the average
path packet gap in its decision process. The retransmission
policy combines both RTT and loss rate factors to find a
preferred retransmission path, which ensures that packets are
retransmitted quickly and successfully.The simulation results
fully show how VN-CMT alleviates out-of-data problem and
achieves large and steady throughput in comparison with the
classic CMT solution.
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“Evaluation of concurrent multipath transfer over dissimilar
paths,” in Proceedings of the 25th IEEE International Conference
on Advanced Information Networking and Applications (WAINA
’11), pp. 708–714, March 2011.

[17] T. Dreibholz, E. P. Rathgeb, I. Rüngeler, R. Seggelmann, M.
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Because of the maturation of wireless technologies, the wireless sensor network has been used in various applications, especially in
the environmental monitoring. After the nodes are deployed on the surveillance field, nodes will die due to the limited energy of the
node or accidental events, inducing the coverage holes and the break of the transference path. To tackle this problem, researchers
had proposed the rebuild network topology, such as adding Relay nodes. However, it costs a lot to build such a system. Therefore,
in this paper, we would like to propose another method to tackle the dying nodes as well as the cost. Specifically, we propose a holes
healing scheme. In order to check its feasibility, we use the analysis of mathematics to acquire the value of the parameters for the
holes healing scheme. With the parameters, we could use the simulated result to prove the effectiveness of the scheme. The result
shows that with the appropriate parameters we could confirm and extend the lifetime of WSN to infinity.

1. Introduction

Issues of the wireless sensor network (WSN) and related
technologies have been studied for many years, the related
technologies making advances such as the function and sen-
sitivity of nodes. Also with the lowering the cost, the wireless
sensor nodes are widely applied in various fields, especially
in the environmental monitoring. There are two issues most
discussed inWSN. One is the sensing coverage, and the other
is the network connectivity. Since the wireless sensors are all
battery-powered and constrained by limited energy, it is hard
to recharge them in practice. Additionally, how to prolong
the network lifetime is an important issue. This attracts a lot
of attention on the topology control as well as discussion on
how to reduce energy consumption of sensor nodes such as
balancing energy consumptions among nodes to avoid some
nodes overused result in early exhaustion of the precious
energy.

The key issue of maintaining sensor network’s topology
depends on the limited energy of sensor nodes. In practice, all
of the solutions proposed to solve the consumption problem

about limited energy of sensor nodes use cluster architecture
for data transmission route algorithm and adjust the nodes’
active and sleep ratio and so on. In the applications of WSN,
nodes are deployed in the surveillance field. This tends to
cause the disconnection of network because of the nature of
wireless and unexpected events. To keep the system in per-
petual services, the replacement method for the failure nodes
is a useful method. However, to use this method, we need
to know the location of failure node. One article proposed
the coverage holes detection algorithms [1], a self-monitoring
mechanism for detecting node failures. Another [2], the
BOND-CIP algorithm, used the bound nodes problem,
which can accurately detect the network holes. In fact, there
are other approaches to solve the disconnection problems.
For example, the healing method proposed by one researcher
used mobile nodes to recover the coverage holes [3]. Another
similar approach used the Vector-based Hole Recovery algo-
rithm to recover the holes, an approach using the overlapped
nodes to move to the neighbor holes. Still another similar
approach used the Relay nodes to rebuild the connect path
on the destroyed area [4–6]. Although the Relay node has
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more energy and stronger computation capability, the energy
consumption is still a problem, not to mention the accidental
event. Therefore, we propose a method which uses robots to
deploy a homogeneous node to replace a failure one. Specifi-
cally, we replace new nodes with proper adaptive parameters
acquired throughmathematics models and extensive simula-
tions to prolong the lifetime of WSN.

The rest of this paper is organized as follows. In Section 2,
we will discuss the related works, and in Section 3, we will
discuss the systemmodel. Then, in Section 4, we will provide
the numerical and simulation results. Finally, we will present
conclude remarks and some future research in Section 5.

2. Related Works

Coverage rate including the deployment methods is the most
fundamental requirement inWSN, which affects the integral-
ity of environmental data and network connectivity.Thenode
deployment methods are either random or deterministic. For
spacious areas where human cannot reach or full of danger,
random deployment is more suitable. However, random
deployment may result in less control on the coverage of the
surveillance region. High-density node deployment is usually
adopted to reduce the holes in the surveillance regions. On
the other hand, when the surveillance regions are reachable,
deterministic node deployment method will be adopted, and
the predictable regional coverage rate could be obtained. One
of themethods [1, 7] suggests using robot to deploy the nodes
and emphasizes the robots access algorithm to fulfill complete
coverage rate in the restricted area. Another method [8] uses
mobile nodes to solve the holes left by static nodes and to
improve the coverage on the monitored regions. Still another
method uses the bidding algorithm [9] which can arrange the
static nodes on the monitored regions to form a Voronoi cell
structure to calculate the holes information in each cell and
then determine which mobile node is responsible for healing
the system hole through broadcasting biddingmechanism. In
short, these mentioned algorithms are very effective methods
that can improve the coverage rate in the field of surveillance.

Besides coverage rate, lifetime is also another issue in
WSN. Lifetime of the nodes is related to the lifetime of the
network. The first cluster algorithm created to balance the
energy consumption of the nodes and prolong the lifetime
of the WSN was proposed in [10]. Based on the cluster
structure which consumes less energy for data processing and
transmission, articles such as [11–13] are used to prevent the
cluster head overuse, which results in energy exhausted too
early, although they may use different approaches to select
the cluster head.This as a result can help prolong the network
lifetime by balancing nodes energy dissipation.

A nodes location with Gaussian distribution was pro-
posed in [14], which prohibits the nodes staying too close
to the sink node, a mechanism from failing too early. This
is because when the nodes are close to the sink node, they
usually have heavier data loading and cause early failure due
to too much energy consumed. In [15], the grouping concept
is used to move nodes through centralized algorithm. When
nodes are grouped, centralized algorithm will calculate the
number of nodes, total energy, and limitation of minimal

number nodes and consider the coverage rate in each group.
It will then send those useless nodes to other groups. By doing
this, it should be able to balance each group’s energy and opti-
mize the network lifetime. [16] suggests a method to prolong
the network lifetime, which uses decision phase and sensing
phase to balance the connection maintenance load and
reduce energy consumption. These researchers just focus on
the current nodes energy. This as a result cannot lengthen
the network lifetime because the wireless of all devices
has limited energy. In other words, even the node energy
dissipation balance in the field, the lifetime of networkmaybe
be reduced due to the complex computers, and the lifetime of
the network cannot be prolonged infinitely.

Connectivity and coverage have a certain degree of
relation. In application, the former is a more critical issue for
application of the WSN. When the environment data cannot
be transmitted to the data center for further processing, the
application will become pointless. A multifunctional node
element called die-hard sensor network (DSN) [17], in which
when a deployednode fails, the systemadjusts its neighboring
nodes to take over its tasks and uses dynamic routing
mechanism to maintain the topology of connection, results
in waste more energy in transformation of nodes function.
Unfortunately, again it does not consider the problem of the
total energy in the field. This will limit the network lifetime.

The location of the nodes is critical forWSN applications.
If the failed nodes location in the field that is known to heal
the coverage hole and maintain the topology connection is
feasible. For example, in [18, 19], the authors proposed the
distributive algorithm to find the system holes. In short, the
replacement method can be a feasible method to prolong the
lifetime of the network.

3. System Model

3.1. Problem Description. When deploying nodes in the envi-
ronment field, we do not have toworry the deploymentmeth-
ods, either deterministic or random methods. A complete
coverage of the surveillance field is the basic requirement.The
sensing data will be directly or indirectly sent to the sink node
through the transmission path. The nodes establishing the
path are supplied by the battery power. When operating for a
long time, the nodewould run out of energy and die.Thiswill,
therefore, result in increasing the quantity of system coverage
holes and then reduce the efficiency of the environmental
monitoring.

When the system has failure nodes, we could use a
method to keep the WSN applications working by providing
redundant nodes to heal the failed ones and recover the
coverage rate in surveillance field. In this paper we use the
mechanism of holes healing method, one node at a time,
to adjust the parameters including the healing speed, node
energy, and the number of redundant nodes. Based on the
adaptively selected parameters, we can improve the coverage
rate and prolong the lifetime of the network substantially.

3.2. System Parameters and Assumptions. We adopt some
WSN applications, such as flat and no-obstacle environment;
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the nodes are deployed with a uniform distribution on the
surveillance field. It is assumed that all nodes are homoge-
neous with the same sensing range (𝑅

𝑠
) and communication

range (𝑅
𝑐
). Initially, there are a sink and a lot of nodes

evenly spread on the surveillance field and full coverage, and
the adjacent nodes communication with each other if the
Euclidean distance between the nodes is smaller or equal
to the communication range 𝑅

𝑐
. To simplify process, in this

paper we consider 𝑅
𝑐

≥ 2𝑅
𝑠
only. And we assume the

sink node has some redundant nodes and takes charge of
collecting data from the nodes and dispatching robots to heal
the coverage holes on the surveillance field.

After the sensing data of nodes in the field are collected
by sink, it would know the location of each node and the
situation of topology. In addition to sensing the neighboring
data, each node is also responsible for forwarding neighbor-
ing data to the sink.The failure of node can only be attributed
to energy depletion. The 𝑓(𝑡) is defined as the probability
density function of a node failure, which is approximated
by an exponential distribution with parameter 𝜆, and we let
the 𝑓(𝑡) distribution equate to 𝜆 exp(−𝜆𝑡), where 𝜆denotes the
node failure rate and assume the node failures are indepen-
dently. 𝑇

𝑣
is defined as the average healing time to heal one

hole; under steady state we calculate ((2/𝑁)∑𝑁
𝑖=1

𝑑
𝑖
)/𝑀
𝑣
to

represent the𝑇
𝑣
time, where𝑁 is the number of nodes on the

surveillance field (not including redundant nodes). Notation
𝑑
𝑖
denotes the Euclidean distance between node 𝑖 and the

sink node, while𝑀
𝑣
denotes the moving speed of the robot.

The notation 𝛾(𝑡) is defined as the cumulative distribution
function of one node failure probability. According to those
assumptions, the probability of one node failure in a time
duration 𝑇

𝑣
can be presented as 𝛾(𝑇

𝑣
); for the following

simple explanation, we simplify the symbol 𝛾(𝑇
𝑣
) as 𝛾, so the

𝛾(𝑇
𝑣
)may be as follows:

𝛾 = 1 − exp(−𝜆∗𝑇𝑣). (1)

Robot is assigned to work as the healing tool. It also has
furnished with a GPS and compass device and is capable of
reaching a designated location. The dispatching is executed
by sink in order unless there is no hole on the surveillance
field.

Assuming that as long as a hole appears, the sink will take
initiative to execute the dispatching healing scheme, and if a
sensor failed during the current 𝑇

𝑣
time, it can only be healed

in the next 𝑇
𝑣
time.

3.3. Model Establishing. The holes state transform model of
the system is illustrated in Figure 1, in which 𝑃

𝑖,𝑗
is used to

represent the probability of the holes state transformation. If
there are 𝑘 nodes distributions on the surveillance field, then
the largest number of states is 𝑘.Thenumber at the lower right
hand corner of 𝑆 in Figure 1 denotes the total number of failed
nodes in the system. Specifically, a node failure within the
sensing region will lead to a hole. So, the holes state 𝑖 means
that there are 𝑖 numbers of nodes failed in the field. After one
𝑇
𝑣
time elapses, the state 𝑖 can transformed to state𝑗, a state

lying between the state 𝑖 − 1 and state 𝑘 with the condition,
1 ≤ 𝑖 < 𝑘. In each holes state change can be represented with

Figure 1: The probability of the change description in the system of
the holes state.

a probability 𝑃
𝑖,𝑗
, and the probability of all node must fit the

following equation:

𝑃
𝑖,𝑖−1

+ 𝑃
𝑖,𝑖
+ ⋅ ⋅ ⋅ + 𝑃

𝑖,𝑘
= 1; 0 ≤ 𝑖 ≤ 𝑘, if 𝑖 = 0 then 𝑃

𝑖,𝑖−1
= 0.

(2)

3.4. Mathematical Analysis. Have 𝑁 nodes uniformly dis-
tributed on the surveillance field, and the coverage holes
will be produced due to the energy exhaustion of nodes;
Figure 2 illustrates the holes transformation of the state in the
proposed system. State 𝑖 means that there are 𝑖 numbers of
existing holes in system (0 ≤ 𝑖 ≤ 𝑁) and will be marked as
𝑆
𝑖
as described in Figure 1. 𝑃

𝑖,𝑗
stands for the probability of

system holes transforming from state 𝑖 to state 𝑗 (0 ≤ 𝑖, 𝑗 ≤

𝑁) after one 𝑇
𝑣
time, that is, an average dispatch time. The

𝑆
0
means that there is no hole in system; in other words, all

nodes are alive on the field (sink will not be dispatched under
this state). The 𝑆

1
means that one holes existed on the field,

and the 𝑆
𝑖
explains that there are 𝑖 numbers of holes within

the surveillance field. The relationship between the states
change is according to both the nodes failure and the pro-
posed healing scheme execution. Therefore we use the prob-
ability of mathematical methods to discuss the holes state
transformation issues in system.

With the definition given above, 𝑆
0
represents the state 0,

that is, no hole in the field, and𝑃
0.0

means that the probability
of the current state is 0, and the next state is also 0. In
other words, all nodes remain active after one 𝑇

𝑣
time, which

means none of them fails and the whole system is still in
good condition. Under the circumstance, the probability 𝑃

0.0

is shown as

𝑃
0,0

= (1 − 𝛾)
𝑁

. (3)

Active nodes in the system may fail due to the power
exhaustion; in consideration of that, if the current hole states
is 0, and there are 𝑗 nodes fail during the next one 𝑇

𝑣
time,

the probability is marked as 𝑃
0,𝑗

and displayed as follows:

𝑃
0,𝑗
= (

𝑁

𝑗
) 𝛾
𝑗
(1 − 𝛾)

𝑁−𝑗

; 0 < 𝑗 ≤ 𝑁. (4)

Some different cases will be discussed here. Based on the
healing scheme, when there are 𝑖 numbers of holes (0 < 𝑖 ≤

𝑁) in the system and no other nodes failure in the next one𝑇
𝑣

time, one hole will be healed. Thus, the holes state transform
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Figure 2: The diagram of the transformation of the system holes state.

will go from 𝑖 to 𝑖 − 1, and the probability shall be marked as
𝑃
𝑖,𝑖−1

𝑃
𝑖,𝑖−1

= (1 − 𝛾)
𝑁−𝑖

; 0 < 𝑖 ≤ 𝑁. (5)

Unlike the previous case, we have 𝑖 ( ̸= 0) numbers of holes
in the system, but there is a new failure node in the next one
𝑇
𝑣
time. Since the healing task has been dispatched by sink,

the system holes states will not change, and the probability of
the state change is marked as 𝑃

𝑖,𝑖
.

𝑃
𝑖,𝑖
= (

𝑁 − 𝑖

1
) 𝛾(1 − 𝛾)

𝑁−𝑖−1

; 0 < 𝑖 < 𝑁.

When 𝑖 = 0 or 𝑖 = 𝑁 then 𝑃
𝑖,𝑖
= {

(1 − 𝛾)
𝑁
, if 𝑖 = 0

0, if 𝑖 = 𝑁.

(6)

Here we would like to focus on the range of 𝑖. According
to the assumption, if the current state is 𝑁, then the next
state cannot be still at 𝑁 state. Similarly, if there is a new
hole appears under the state 0, according to the assumption
provided above, the new hole can only be healed at the next
𝑇
𝑣
time. Therefore the next holes state will not be state 0.
In Addition, the holes state is 𝑖 at time 𝑡, and the next

holes state is 𝑗 (𝑖 < 𝑗 < 𝑁) at time 𝑡 + 𝑇
𝑣
, due to the power

exhaustion with the 𝑗− 𝑖+1 nodes failure after one𝑇
𝑣
elapsed

time. The probability of this condition is marked as 𝑃
𝑖,𝑗
, and

the necessary condition is 1 ≤ 𝑗 − 1 < 𝑖 ≤ 𝑁, otherwise
𝑃
𝑖,𝑗
= 0, such that the probability of 𝑃

𝑖,𝑗
will be represented as

follows:

𝑃
𝑖,𝑗
= (

𝑁 − 𝑖

𝑗 − 𝑖 + 1
) 𝛾
𝑗−𝑖+1

(1 − 𝛾)
𝑁−𝑗−1

, 0 < 𝑖 < 𝑗 < 𝑁. (7)

State 𝑖 means that there are 𝑖 numbers of nodes failed
in the system. Provided that the process of the dispatching
healing scheme, one of the failed nodesmust be healed during
the next 𝑇

𝑣
time. Thus, it is impossible to transfer state from

holes state 𝑖 to the next state𝑁, where 𝑖 is constrained under

0 < 𝑖 ≤ 𝑁. The probability of transformation then can be
written as 𝑃

𝑖,𝑁
= 0.

Based on the discussion above, we can further analyze the
relationship between the probability of transformation and
the holes state change. We assumed the analysis method is at
the steady state statistically, meaning that the probability of
the holes state is steady. According to the above analysis, we
summarize the following results:

𝑆
1
× 𝑃
1,0

= 𝑆
0
×

𝑁

∑

𝑗=1

𝑃
0,𝑗
,

𝑆
𝑖+1

× 𝑃
𝑖+1,𝑖

+ 𝑆
𝑖
× 𝑃
𝑖,𝑖
+

𝑖−1

∑

𝑗=0

𝑆
𝑗
× 𝑃
𝑗,𝑖

=

𝑁−1

∑

𝑗=𝑖

𝑆
𝑖
× 𝑃
𝑖,𝑗
+ 𝑆
𝑖
𝑃
𝑖,𝑖−1

; 0 < 𝑖 < 𝑁,

𝑆
0
× 𝑃
0,𝑁

= 𝑆
𝑁
× 𝑃
𝑁,𝑁−1

.

(8)

The holes state transformation is illustrated in Figure 2,
and the description of equation is also listed above. The
probability is normalized to ensure the sum of all states
probability is 1.Thus, we can calculate the relationship among
the holes state probability through

𝑁

∑

𝑖=0

𝑆
𝑖
= 1,

𝑁

∑

𝑗=𝑖−1

𝑃
𝑖,𝑗
= 1, 0 < 𝑖 < 𝑁. (9)

By using iterative method on (8) and (9) with the proba-
bility from (3) to (7), we can get the value of 𝑆

𝑖
(𝑖 = 0 ∼ 𝑁),

which stands for the probability of steady holes state, and
we can calculate the number of the holes (𝑁

ℎ
) under the

proposed healing scheme. Thus the average number of holes
in system will be calculated as follows:

𝑁
ℎ
=

𝑁

∑

𝑖=1

𝑖 × 𝑆
𝑖
. (10)
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Table 1: The list of probability of 𝑃
𝑖,𝑗
(𝑁 = 3).

𝑃
0,0

= (1 − 𝛾)
𝑁

𝑃
0,1

= (
𝑁

𝑗
)𝛾
𝑗
(1 − 𝛾)

𝑁−𝑗

𝑃
0,2

= (
𝑁

𝑗
)𝛾
𝑗
(1 − 𝛾)

𝑁−𝑗

𝑃
0,3

= 𝛾
3

𝑃
1,0

= (1 − 𝛾)
𝑁−𝑖

𝑃
1,1

= (
𝑁 − 𝑖

1
) 𝛾(1 − 𝛾)

𝑁−𝑖−1

𝑃
1,2

= (
𝑁 − 𝑖

𝑗 − 𝑖 + 1
) 𝛾
𝑗−𝑖+1

(1 − 𝛾)
𝑁−𝑗−1

𝑃
1,3

= 0

𝑃
2,0

= 0 𝑃
2,1

= (1 − 𝛾)
𝑁−𝑖

𝑃
2,2

= (
𝑁 − 𝑖

1
) 𝛾(1 − 𝛾)

𝑁−𝑖−1

𝑃
2,3

= 0

𝑃
3,0

= 0 𝑃
3,1

= 0 𝑃
3,2

= (1 − 𝛾)
𝑁−𝑖

𝑃
3,3

= 0

4. Numerical and Simulation Results

4.1. Numerical Discussing. In this section, we execute the
mathematical analysis proposed in this paper. The range of
sensed areas assumed has been established. In order to sim-
plify the analysis, we ignore the nodes deployment methods,
but consider the initial network applicationwhichmeets both
requirements of area coverage and network connectivity. In
other words, nodes can fulfill sensing the environmental data
and then transfer it to the sink node by directly or indirectly
(multihops) methods. Therefore, all environmental data can
be collected in the sink node.

Given that there are 𝑁 numbers of nodes evenly dis-
tributed in the network, each node is equipped with 𝑄

amount of limited energy. We only consider the failure nodes
caused by the node energy exhaustion while the other uncer-
tain network failure factors are ignored. For convenience in
discussion, we only take three nodes for discussion; that is,
let𝑁 = 3, and list the 𝑃

𝑖,𝑗
probability in Table 1, the values of

which are calculated from (3) to (7).
Theprobability of each holes state from 𝑆

0
to 𝑆
3
is stated in

(8) and (9).The state probability can be obtained by Cramer’s
rule. Since it is small for 𝑁 = 3, we can use the iterative
method to simplify the equation as below:

𝑆
0
=

𝑃
10

𝑃
01
+ 𝑃
02
+ 𝑃
03

× 𝑆
1
,

𝑆
1
=

𝑃
21

𝑃
10
+ 𝑃
12
− (𝑃
10
× 𝑃
01
/ (𝑃
01
+ 𝑃
02
+ 𝑃
03
))

× 𝑆
2
,

𝑆
2
= 𝑃
32

× (𝑃
21
− (𝑃
21
× 𝑃
12
/

((𝑃
10
+𝑃
12
)−(𝑃
10
×𝑃
01
/ (𝑃
01
+𝑃
02
+𝑃
03
))))

− (𝑃
10
× 𝑃
21
× 𝑃
02
/

((𝑃
12
+𝑃
10
)×(𝑃
01
+𝑃
02
+𝑃
03
) − 𝑃
10
×𝑃
01
)))
−1

× 𝑆
3
,

𝑆
0
+ 𝑆
1
+ 𝑆
2
+ 𝑆
3
= 1.

(11)

Figure 3 shows the probability of each state 𝑆
𝑖
(𝑖 ≤ 3) with

different failure probability 𝛾 condition. The smaller the 𝛾 is,
the harder for the nodes to fail. From the aspect of system

0

0.2

0.4

0.6

0.8

1

1.2

0 0.2 0.4 0.6 0.8 1 1.2

Figure 3: Numerical result with𝑁 = 3.

features, it is obvious that when 𝑆
0
becomes bigger, 𝑆

2
will

become smaller. Therefore, the relationship between 𝑆
1
and

𝛾 can be derived out in the Figure 3. For instance, when 𝛾 is
approximately 0.4, and the maximal value of 𝑆

1
is about 0.5.

Table 2 provides the values of 𝑃
𝑖,𝑗

and 𝑆
𝑖
when 𝛾 is 0.4.

When 𝑁 becomes bigger, the contribution of this research
will be more significant. The proposed method in this paper
can provide significant discoveries in the WSN applications;
it is more helpful for the parameters adjustment and obtains
the optimum results, such as when to use more rapid robots
orwhen to replace the failure nodewith better quality devices.

Figure 4 illustrates the system holes number with varied
node failure rate, which can present the network coverage
rate under different node energy and varied robot speed
conditions according to (1). Because the distributed node
density is fixed, we assume the total number of nodes stands
for the area of the surveillance field. Furthermore, when the
distance between the hole and the sink is long, it represents
the dispatch scheme in the large area. It is obvious when the
healing time becomes longer, the efficiency of the healing
scheme will be bad and vice versa. In other words, when
the healing time is less, the healing scheme will be more
efficient, and the coverage rate and connectivity will be better.
However, there are circumstances that even if we provide the
healing time, we still cannot prolong the lifetime, as shown in
Figure 4. Specifically, too many numbers of holes will result
in poor coverage rate and reduce the network connectivity.



6 International Journal of Distributed Sensor Networks

Table 2:𝑁 = 3, 𝛾 = 0.4.

𝑃
0,0

= 0.216 𝑃
0,1

= 0.432 𝑃
0,2

= 0.288 𝑃
0,3

= 0.064 𝑆
0
= 0.2267

𝑃
1,0

= 0.360 𝑃
1,1

= 0.480 𝑃
1,2

= 0.160 𝑃
1,3

= 0 𝑆
1
= 0.4939

𝑃
2,0

= 0 𝑃
2,1

= 0.600 𝑃
2,2

= 0.400 𝑃
2,3

= 0 𝑆
2
= 0.2648

𝑃
3,0

= 0 𝑃
3,1

= 0 𝑃
3,2

= 1.0 𝑃
3,3

= 0 𝑆
3
= 0.0145
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Figure 4: Holes number versus nodes failure rate (𝛾).
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Figure 5: Grid-based topology architecture.
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Figure 6: System holes state transform diagram.

According to the proposed analysis method, the results can
offer decisions of the parameter values in WSN and achieve
what we plan. For example, when the number of nodes is 64
and the 𝛾 is 0.009, the system will lose efficiency, because
the number of holes is large (the average number of holes
is 59.52), resulting in partition the network topology. This
influences the coverage rate and network connections and
shortens the lifetime of the WSN.

4.2. Simulation Results. In this section we use simulation to
evaluate the results of the proposed healing scheme. First
we assume a square simulation area 100m ∗ 100m; in this
particular environment, all sensor nodes are homogeneous
and can fully cover the virtual Grid-based field. We let the
node sensing range 𝑅

𝑠
6m under grid distribution, and each

node has 8 connection degree exclusive the boundary nodes
as shown in Figure 5. During simulation, we use the lifetime
of node (day as the unit) to represent the node energy and
assume the nodes initial lifetime is 2 days. We will discuss
two cases, one is the sink node located at the lower left corner
position, and the others are located at the field center as in
Figure 5. Sink node is responsible for data collection and
further processing, so it knows the coverage holes position
and can carry out the dispatch healing scheme. We assume
the average time of a hole healed is one 𝑇

𝑣
time, the holes

will be healed work in order with one node at a time, and
the performance of healing scheme will be evaluated by the
average of 50 repeated time simulations.

We describe the transformation of the holes state in the
system in Figure 6, where 𝛼 represents the number of new
failure nodes during one 𝑇

𝑣
time, and 𝑢(𝑇

𝑣
) is the number of

healed hole within one 𝑇
𝑣
time. 𝑆

𝑡
denotes the system holes

state at time 𝑡, so the number of holes on the field at the next
time 𝑡 + 𝑇

𝑣
is 𝑆
𝑡
+ 𝑢(𝑇
𝑣
) + 𝛼, where 𝑢(𝑇

𝑣
) can be expressed by

𝑢 (𝑇
𝑣
) = {

0, if 𝑆
𝑡
= 0

−1, otherwise.
(12)

First, we do not consider the number of redundant nodes.
In other words, there are unlimited numbers of redundant
nodes for sink, and these nodes can execute the holes healing
scheme. Figures 7(a) and 7(b) show the relationship between
the numbers of failure nodes and diverse healing speeds in
Scenario 1 and Scenario 2, respectively. Each line in Figure 7
denotes the different mobile speeds in Figure 7(a) which
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Figure 7: (a) Healing speeds (𝑀
𝑣
) versus Scenario 1. (b) Healing

speeds (𝑀
𝑣
) versus Scenario 2.

illustrates more high speed dispatch healing scheme always
results in fewer holes. Since the robot speed is faster than
0.7m/s in Figure 7(a), the probability of number of holes
greater than 8 is closely 0, which indicates some areas may
not have been covered by nodes, but the routing path for
data transfer can still be maintained. When robot speed is
0.5m/s, the network topology cannot be maintained due to
the slower healing speed and results in increasing the system
holes number. The network connectivity may be broken by
the holes. Figure 7(b) shows the various speeds of robot in
dispatching with the number of holes always less than 5.
Therefore, the network connectivity can be maintained.

Figure 8 illustrates the fixed robot speed versus various
node lifetimes.We simulate two cases for healing scheme and
the results will be represented in Figures 8(a) and 8(b) with
speeds𝑀

𝑣
= 1m/sec and 𝑀

𝑣
= 2m/sec. From the results of
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the both conditions, when the lifetime of nodes is shorter, the
node failure is apt to happen.

In WSNs, the energy of sensor nodes is typically con-
sumed by environment sensing, data transmission, and pro-
cessing. Due to the limited power supply in sensor node,
the node will fail after long-time operation. The results of
proposed healing scheme, both analysis and simulation, indi-
cate the lifetime of the network can be extended limitlessly
if the number of redundant nodes is unlimited. In addition,
the coverage rate and network connectivity can be effectively
improved. We also simulate the fixed number of redundant
nodes added to sink for dispatching healing job and calculate
the number of holes within the field. We assume the robot
speed at 1m/s in Figure 9 illustrating the probability of
three cases under the constant healing speed and unlimited
numbers of redundant nodes. From the results shown in the
Figure 9, based on the cost efficiency, we can select adap-
tive number of redundant nodes for varied applications in
WSN.

We adopt the proposed method in [20], which constructs
a WSN with 𝑘-coverage and 𝑘

-connectivity, where a 𝑘
-

connected network is disconnected only if a minimum of 𝑘
sensor failures exist. Based on the above inferences, the results
of the proposed healing scheme are shown in Figure 10.
Under the Grid-based node deployment similar to Figure 5,
when the number of system holes is smaller than 8, the
network topology can be kept connective. In addition, as
shown in Figure 10, the faster the speed in healing process
is, the shorter the network lifetime is because the redundant
nodes will be used up soon, but the number of coverage
holes is small. This phenomenon is because the number of
redundant nodes is fixed. Although the network lifetime can
be reduced, the coverage rate in surveillance field can be
improved. From the results, the designer can make tradeoff
parameters including the robot healing speed, node lifetime,
and the number of redundant nodes.

5. Conclusion and Future Work

In this paper we propose a dispatch scheme and analyze the
healing performance inwireless sensors network applications
by using sink node dispatching the redundant node to replace
the failure nodes. With the dispatching scheme, the result
can promise the network longevity. We analyze the results
of holes state transition and calculate the relationship among
the node energy, the healing speed, and the number of
redundant nodes. When using different parameters, we get
different network lifetime. The analysis reveals that selecting
inappropriate parameters for WSN application will shorten
the lifetime of the network. Thus, the proposed adaptive
parameter selecting method can be used in supporting the
applications of WSN.

Generally speaking, the geographical and environmental
conditions in wireless sensing applications are very com-
plicated. Factors like path occlusions, channel interferences,
signal decay, and dispatch method can all influence the
efficiency of the healing scheme.Therefore, more research on
those factors in practical environment for WSN applications
and selecting adaptive parameters for sensors network will be
our further works.
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The construction of virtual backbone within wireless sensor network (WSN) is an important means to reduce the redundant
transmission and conserve limited energy resources. However, if there is not a rotation scheme for the virtual backbone, the
network lifetime is still considerably limited due to the quick exhaustion of the backbone nodes’ energy. In this paper, we
propose an Energy-efficient Distributed algorithm for virtual backbone construction with Cellular structure (EDBC) in WSN.
The algorithm combines optimal coverage theory based on cellular structure and energy consumption model for different kinds of
sensor nodes to achieve the construction and rotation of backbone in multiple rounds. The simulation results have shown that it
improves the balance of energy consumption among sensor nodes and extends the network lifetime. It also provides good network
stability as the number of backbone nodes selected in each round remains small and relatively constant.

1. Introduction

The sensor nodes in wireless sensor network (WSN) are
usually battery powered [1]. The energy resource of nodes is
severely constrained and difficult to be recharged or replaced.
It is necessary for the extension of network lifetime to
decrease the unnecessary energy consumption by reducing
the redundant transmission. The construction of virtual
backbone is one of the important means to achieve these
goals in wireless sensor networks [2, 3]. A smaller backbone
will help to set up energy-efficient routing paths and
conserve the energy of nonbackbone nodes which can switch
into the energy-saving sleep mode when no monitoring tasks
available. However, if there is not a rotation scheme for the
backbone nodes, that is they continuously operate without
being replaced by other nodes with more residual energy, the
fast energy exhaustion of backbone nodes will become the
bottleneck for the extension of network lifetime and lead to
the unbalanced energy consumption among nodes.

Recently, there are many literatures that focus on the
virtual backbone construction in wireless sensor networks
[4–7]. One class of algorithms such as the typical EMISB

[5] and OHCDS [6] algorithms utilizes the connected
dominating set (CDS) in graph theory. In EMISB, the virtual
backbone is constructed on the approximate minimum
connected dominating set which is derived from the maximal
independent set. With the rotation of backbone, the energy
consumption is balanced among sensor nodes. As EMISB
requires the two-hop neighbor knowledge, it incurs much
message exchange and rapid energy dissipation of nodes.
Meanwhile the redundancy in the number of backbone
nodes increases as the scale and density of networks increase.
In OHCDS algorithm, the CDS is derived from the minimal
forwarding set based on the one-hop neighbor knowledge.
However, the number of redundant backbone nodes of
OHCDS is quite high especially in large-scale or high
node density networks though it uses one-hop neighbor
information. This adversely affects the network performance.
Another class of algorithms uses geometric calculations to
determine the locations of backbone nodes. The represen-
tative one is the Adaptive Broadcast Protocol (ABP) [7]
which is founded on the theory that the hexagonal lattice is
the most efficient arrangement of circles to cover the plane
[8]. ABP applies the cellular structure (hexagonal lattice) to
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select the nodes which are nearest to the vertices of regular
hexagons to be the backbone nodes. The vertices are also
referred to as the strategic locations. Because the successive
hexagons in ABP are created from the last backbone nodes
as one vertex, the cellular structure is distorted and the
strategic locations are not in the optimal positions once
the nodes deviate from the locations of supposed vertices
[9]. The distortion effect may propagate and get worse as
approaching the boundary of the network. The distortion
inevitably happens in real networks even with high node
density and causes the algorithm failure.

In this paper, we propose an energy-efficient distributed
algorithm for virtual backbone construction with cellular
structure (EDBC). It uses a revised scheme to construct
the virtual backbone. Unlike ABP, the cellular structure and
each strategic location in EDBC are fixed without being
changed by the actual location of nodes to minimize the
distortion and enhance the reliability. Furthermore, the
energy factors are introduced to fulfill the selection and
rotation of backbone nodes in multiround to balance the
energy consumption and prolong the network lifetime. The
operation of EDBC is divided into rounds. Each round
begins with the backbone setup phase, when the backbone
nodes are selected, followed by the state-transition phase,
when the nodes within the network perform data gathering
and delivering functions. The simulation results show that
EDBC algorithm achieves good reliability that the number of
backbone nodes remains small and stable with different node
densities, and the lifetime and energy efficiency of network
are improved due to the balanced energy consumption.

The rest of this paper is organized as follows. Section 2
analyzes the problems and proposes the solutions. Section 3
describes the implementation of EDBC algorithm. Section 4
presents simulation results, and Section 5 concludes the
paper.

2. Problem Statements

There are two important issues to be considered in EDBC
algorithm. The first is the scheme of virtual backbone
construction based not only on the cellular structure but on
the energy level of nodes. The second is to determine the start
or stop of a round to realize the multiround running.

2.1. The Construction of Virtual Backbone. The possible
solution to combine the cellular structure with energy factors
for the virtual backbone construction is using the distance
to the strategic locations together with the energy level of
nodes as the criteria to select backbone nodes. To eliminate
the distortion effect, we use fixed cellular structure which
means that all of the strategic locations are fixed. In the fixed
cellular structure, the nearest nodes to the certain strategic
locations with higher energy level will become the candidate
for backbone nodes. The strategic location as the reference
point for the backbone node to be selected is also termed as
related strategic location to that backbone node.

As shown in Figure 1, suppose node A is the initiator of
the algorithm which is also the first backbone node and its

e

j

B a
b

D
d i

A

C h
c

f

g

Backbone node

Figure 1: The backbone nodes selection in the fixed cellular
structure.

location is the first strategic location a. Node B which is A’s
farthest 1-hop neighbor with high energy level is chosen to
be the second backbone node. Strategic location b can be
calculated by use of similar triangle theory given by:

lAB

R
= xA − xB

xA − xb
= yA − yB

yA − yb
, (1)

where (xA, yA), (xB, yB), and (xb, yb) are coordinates of
backbone nodes A, B and strategic location b respectively,
lAB is the distance between node A and B and R is the
communication range of nodes.

Once the first edge eab connecting strategic locations a
and b are determined, the entire cellular structure and all the
strategic locations are determined and fixed. For example, in
Figure 1, the vertices a, b, c, and d form a geometric unit with
three edges containing angles of 120 degrees. The coordinates
of strategic locations c and d are calculated by the law of
cosines as (2), given the coordinates of a and b:

2R2 −
[

(xb − xd)2 +
(
yb − yd

)2
]

2R2
= cos

(
2π
3

)
= −1

2
,

(xa − xd)2 +
(
ya − yd

)2 = R2.

(2)

Among the 1-hop neighbors of backbone node A, the
nodes such as nodes C and D, which are closest to their
related strategic locations c and d, respectively and having
higher energy level, become the candidate backbone nodes.
This selection criterion is represented as the minimum of
R(i) as follows:

R(i) = α∗ Eini − E(i)
Eini

+
D(i)
R

, (3)

where for node i, Eini is its initial energy level, E(i) is its
energy level at the beginning of the current round, D(i) is its
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distance to the related strategic locations, and parameter α is
used to control the weight of energy factors in the decision
on backbone nodes selection.

Similarly, we can calculate the coordinates of strategic
locations e and f and select the candidate backbone nodes
associated with e and f, respectively, from the set of 1-hop
neighbors of node B. With the known coordinates of a, c,
and d, another group of strategic locations g, h, I, and j
are obtained, and subsequently the corresponding candidate
backbone nodes are selected from 1-hop neighbor nodes of
C and D, respectively. Repeating the process outward in the
same way, all the strategic locations and associated candidate
backbone nodes can be obtained.

2.2. Energy-Driven Multiround Operation. The rotation of
backbone nodes in EDBC is implemented by multiround
selection. The key to realize such operation is to determine
the duration time of each round, which can be calculated
based on the relationship between the energy consumption
of nodes and time. This relationship can be derived by
modeling the nodes’ operation based on the theory of
discrete-time Markov chain [10–12]. Because in each round,
the energy consumption of nodes in setup phase is much
lower than that of state-transition phase and thus can
be ignored, only the energy consumption within state-
transition phase is taken into account.

Within each discrete-time interval time step, any node
is in one definite state. If the node has S operation modes,
its operation can be represented by the Markov chain with
S states. According to the roles of nodes, there are three
different types of nodes with different states in the network:
the backbone nodes, nonbackbone nodes and isolated nodes.

When the virtual backbone is constructed, the clusters
are organized. In state-transition phase, the backbone nodes
act as cluster heads and mainly transfer data from nonback-
bone nodes to the sink. Their 1-hop neighbor nodes, that
is, the nonbackbone nodes, are the cluster members and
perform the environmental monitoring and measuring tasks.
The nodes beyond 1-hop radius from backbone nodes are
isolated nodes and they do not participate in the data sensing
and transferring tasks in current round. The modeling of
these three types of nodes is presented as follows.

2.2.1. The State-Transition Model of Nonbackbone Node.
Concerning one nonbackbone node in a cluster, the cluster

head is backbone node i and the number of nonbackbone
nodes as cluster members is Ni. The nonbackbone node
has four states: sending, receiving, idle, and sleep. The
state diagram is shown in Figure 2, where p, q, and s are,
respectively, the probability of transition from the idle state
to the receiving state, from the idle state to the sending
state and from the sleep state to the idle state. Because
in the ordinary WSN, the nonbackbone nodes always send
the data that they have sensed to the backbone nodes and
seldom receive data or commands from the backbone nodes,
thus p � q and p is usually assigned a relatively small
number (≈10−3). The sleeping time of the nonbackbone
nodes is subject to the geometric distribution with parameter
s [11, 12]. The probability q is

q = g × Psuccess. (4)

For a nonbackbone node, g is the probability of gen-
erating one data packet during time step and Psuccess is the
probability of its success in contending the channel with
other nodes within the cluster. Psuccess can be calculated by
referring to CSMA/CA protocol specified by IEEE 802.15.4
[10] as:

Psuccess = ι× (1− ι)Ñi−1 × (1− γ
)
, (5)

where ι is the probability that clear channel assessment
(CCA) is started in any slot and γ is the probability that
the channel is occupied in one slot. Ñi is the number
of nonbackbone nodes which are in idle state during one
time step. As p, q � s, the probability Pidle that the
nonbackbone node is in idle state is Pidle ≈ (1− p−q)× s ≈ s

and Ñi = Ni × Pidle ≈ Ni × s.
The average number of CCA executed by a node before it

accomplishes data sending is given by

R = (
1− γ

)
+ 2γ

(
1− γ

)
+ · · · + (K − 1)γK−2(1− γ

)

+ KγK−1 =
K−1∑

k=0

γk,
(6)

where K is the number of backoff. The average time for
sending one data packet is

X =
K−1∑

k=0

γk(bk + 1) +
(

1− γK
)
L, (7)

where bk is the average time of the kth backoff and L is the
time required to send one data packet. Thus, γ and ι are
represented as

ι = R

X
=

∑K−1
k=0 γk∑K−1

k=0 γk(bk + 1) +
(
1− γK

)
L

,

γ =
L
(

1− (1− ι)Ñi

)

1 + L
(

1− (1− ι)Ñi

) .
(8)

Using (8), γ and ι can be calculated by iterative method.
Thus, Psuccess and then q can be obtained using (5) and (4)
respectively.
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2.2.2. The State Transition Model of Backbone Node. The
backbone node has three states: sending, receiving, and idle;
it never goes into sleep state. The state diagram is shown as
Figure 3. The probabilities of transition from the idle state to
the sending or the receiving state are represented by α and β.

The probability of backbone node i receiving one packet
during time step includes two parts: the probability that
one of its member nonbackbone nodes sends a packet is

Ñi × qi × (1 − qi)
Ñi−1 and the probability that one of its

neighboring backbone nodes sends a packet. We assume that
there are j neighboring backbone nodes of backbone node
i and the probabilities of sending one packet for each of
them are αi−1,1,αi−1,2, . . . ,αi−1, j , respectively. Only one node
can send packets in time step, thus the probability that one
neighboring backbone node sends a packet is

j∑

l=1

⎛
⎝αi−1,l ×

j∏

k=1,k /= l

(
1− αi−1,k

)
⎞
⎠. (9)

Because backbone node i mainly transfers the data that
it has received and seldom sends packet to its member
nonbackbone nodes, we can assume that αi = βi and βi is
consequently derived from the iteration process given as

βi = Ñi × qi ×
(
1− qi

)Ñi−1 ×
j∏

k=1

(
1− αi−1,k

)
+
(
1− qi

)Ñi

×
j∑

l=1

⎛
⎝αi−1,l ×

j∏

k=1,k /= l

(
1− αi−1,k

)
⎞
⎠ (

j /= 0
)
,

βi = Ñi × qi ×
(
1− qi

)Ñi−1 (
j = 0

)

(10)

The probability α and β of each backbone node can be
calculated using (10) starting from the leaf of the routing tree
established by all the backbone nodes.

2.2.3. The State-Transition Model of Isolated Node. Though
the isolated nodes do not participate in any operation of the
network in the current round, they may become backbone
nodes or nonbackbone nodes in next rounds. Hence the
isolated nodes should always remain in one state—idle state,
repeatedly listen to the channel until receive the initiation
message launching new round and join the process of
backbone nodes selection.

2.2.4. Duration Time of the Round. The duration of each
round can be derived from the relationship between the
energy consumption of nodes and time.

Suppose that the initial state of any node i is m. The
number that the node is in state s during T time steps
is
∑T

n=1 Pms(1,n), where Pms(1, n) is the n-step transition
probability. As the energy consumption of node i in state s
within one time step is Es = Ps × time step, where Ps is the
power value for state s, its total energy consumption during
T time steps is given as

Ei(T) =
S∑

s=1

⎛
⎝

T∑

n=1

Pms(1,n)

⎞
⎠× Es. (11)

The state-transition model of backbone nodes and
nonbackbone nodes can be proved to be time-homogenous
Markov chains as p, q, α, and β are time-independent. It
means that n-step transition matrix is the nth power of the
single-step matrix. From Figures 2 and 3, the corresponding
single-step transition matrix P and P ′ of nonbackbone node
and of backbone node can be obtained, respectively,

P =

⎡
⎢⎢⎢⎣

0 q p 1− q − p
1 0 0 0
1 0 0 0
s 0 0 1− s

⎤
⎥⎥⎥⎦

P′ =
⎡
⎢⎣

1− α− β α β
1 0 0
1 0 0

⎤
⎥⎦.

(12)

Thus using (12), the n-step transition probability
Pms(1,n) = Pms(n) for backbone nodes is the entries in
the mth row and the sth column of transition matrix P′n

and for nonbackbone nodes it is the entry of Pn. With
Pms(1,n) and (11), we can obtain the relationship between
the energy consumption and time for all the backbone nodes
and nonbackbone nodes within one round. The energy
consumption of isolated nodes which always remain in idle
state is linear with time.

For any node i, a threshold Elim(i) is defined as

Elim(i) = min(b × E(i),E(i)− Eth), (13)

where Eth is the residual energy of a node that it can be
regarded to be dead and constant parameter 0 < b < 1. If the
energy consumption of any node meets the threshold, that
is, Ei(T) ≥ Elim(i), it can broadcast a initiation message to
launch a new round. Given the threshold and relationships
of energy consumption and time for all nodes, the duration
time τ of the current round can be determined as the
minimum value of T that satisfies

∀i ∈ NODE, ∀T ∈ N+, ∃Ei(T) > Elim(i), (14)

where NODE denotes the set of all the nodes within the
network.

3. Detailed Algorithm

3.1. Network Assumptions. We assume that the target region
is a rectangular area and sensor nodes are randomly
deployed in the region. The initiator of EDBC algorithm
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locates in the middle. All the nodes are location-aware and
homogeneous in terms of initial energy, communication, and
computing capabilities. The communication range is R and
the initial energy level is Eini. All nodes learn their 1-hop
neighbor information by neighbor discovery.

3.2. Setup Phase. EDBC algorithm runs in multiple rounds.
In setup phase of each round, the backbone nodes are
selected by applying the principle presented in Section 2.1.

Step 1. Initialize the required parameters of EDBC, such as
the number of nodes, the area of target region and the values
of Eini, Eth, time step, g, s, p, α, and L.

Step 2. Determine the initial two backbone nodes and
the related strategic locations. The initiator and the first
backbone node A sets its location as the first strategic
location a. It lists its one-hop neighbor nodes in a descending
order according to (15) and then chooses the first one such
as node B, which is farthest to A and has high energy level, to
be the second backbone node:

a∗ E(i)
Eini

+
D(i)
R

. (15)

Node A calculates the second strategic location b by using
(1) and then informs backbone node B of the coordinates of a
and b to be used by B to calculate the next strategic locations.

Given the strategic locations a and b, the cellular
structure is fixed, go to Step 3 to compute the successive
strategic locations and select the corresponding backbone
nodes.

Step 3. Calculate the successive strategic locations. Among
the obtained backbone nodes, suppose BN stands for the
current backbone node which will apply the law of cosines to
calculate the next strategic location which is denoted by str s.
The related strategic location of BN and BN’s last one-hop
backbone node is represented by str and str p, respectively.
The coordinates of str s can be calculated as follows:

2R2−
[(

xstr p−xstr s

)2
+
(
ystr p−ystr s

)2
]

2R2
= cos

(
2π
3

)
= 1

2
,

(xstr − xstr s)
2 − (ystr − ystr s

)2 = R2.
(16)

Step 4. Verify that the coordinates of str s are in the
reasonable range given by

xmin − adb < xstr s < xmax + adb,

ymin − adb < ystr s < ymax + adb,
(17)

where (xmax, ymax) and (xmin, ymin) define the target region.
If true, go to Step 5 to select candidate backbone node.

Else, go to Step 3 to calculate other strategic locations.

Step 5. Select the candidate backbone node related to
strategic location str s. BN lists its one-hop neighbor nodes

in the order given by (18) and selects the smallest one
to be the candidate backbone node. If the distance of the
candidate to str s is larger than a threshold th, the candidate
is abandoned and go to Step 3. Otherwise BN informs the
candidate of the coordinates of str and str s:

a× Eini − E(i)
Eini

+
D(i)
R

. (18)

Step 6. Check for the existence of backbone nodes within
one-hop radius from the candidate. If yes, the candidate
becomes nonbackbone node. Else, the candidate becomes
backbone node.

Step 7. If no more backbone node is selected, setup phase
ends. Otherwise, go to Step 3.

The expansion of region border by adb in Step 4 intends
to increase the number of backbone nodes in the border area
because usually there are not enough nodes near the strategic
locations especially near the border.

3.3. Station-Transition Phase. After setup phase is completed,
station-transition phase starts and the normal functions of
WSN are carried out. The duration of current round is
determined to control the trigger of a new round.

Step 1. Establish the state-transition models of all the
backbone nodes, nonbackbone nodes and isolated nodes.
By applying (11) with the transition matrixes P and P′, the
quantitative relationship of every node between the energy
consumption Ei(T) and time T is obtained.

Step 2. Determine the duration time τ of the current round
by using (14).

Step 3. Update the energy value of each node after time τ,
that is, for all i∈NODE, E(i)⇐E(i)−Ei(τ) and check whether
the network is dead. If the residual energy level of any node
satisfies (19), the network dies and EDBC algorithm stops.
Else go to setup phase to start a new round:

∀i ∈ NODE, ∃E(i) < Eth. (19)

3.4. Complexity of Algorithm. In the setup phase of EDBC
algorithm, the complexity is introduced by two parts. (1)
In the process to select the backbone nodes, each backbone
node BN calculate the next strategic location str s by using
law of cosines and sorts its one-hop neighbors to select the
candidate backbone node related to str s. (2) The candidate
checks the existence of backbone nodes among its one-hop
neighbors before it can become the backbone node. Thus,
the sorting and checking operations are conducting within
the set of one-hop neighbor nodes. If we adopt Bubble Sort
method, the complexity of the algorithm in the set-up phase
is O(Δ), where Δ is the average degree of nodes in the
network.

In the state-transition phase, the algorithm only involves
the simple algebraic operations to calculate the correspond-
ing state-transition probabilities and establish the transi-
tion model for every node. For the nonbackbone nodes,
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the calculations are performed on each node independently.
For the backbone nodes, the calculations are carried out in a
recursive process along the backbone. Thus, the complexity
of state-transition phase is O(NBN), where NBN indicates the
number of backbone nodes which is considerably less than
the number of nodes in the network.

4. Simulations

We present simulation experiments to test and compare the
performance of EDBC with some other algorithms. One
experiment verifies the stability in the size of backbone
constructed by EDBC in comparison with EMISB, ABP,
and OHCDS as the network density increases. Another
experiment compares the effectiveness of backbone rotation
for the balanced energy consumption of EDBC, EMISB,
and a former version of EDBC without backbone rotation
scheme—DBC [9].

4.1. Simulation Initialization. Simulations are carried out
in 100 different topologies and the mean values are taken
as the final results. Each topology is created as follows:
nodes are randomly deployed in a 1800 m × 1800 m square
region, the number of nodes varies from 300 to 1800 with
the increment of 300, and the communication range R of
each node is 240 m. The parameters in Markov model are
initialized as follows: the initial energy of each node Eini =
0.1 J , time step = 4.8 ms, g = 0.5, s = 0.12, P = 0.001, L = 5
slots, and the values of average power in each state refer to the
specification of the prototype node we have developed [13].
Other parameters are given as follows: Eth = 0.02 J , adb = R,
th = 2R, the weight α = 3 or α = 4, and constant b = 0.1.

4.2. Results and Analysis

4.2.1. Evaluation of the Stability in the Size of Virtual
Backbone. As shown in Figure 4, the number of backbone
nodes selected by EDBC and ABP remains stable despite the
increase of network density. In comparison, the backbone
size increases fast in EMISB when the number of nodes
is more than 900. The backbone size in OHCDS increases
almost linearly with the variation of network density because
of its inherently high redundancy drawbacks. The result indi-
cates that the cellular-structure-based algorithms including
EDBC and ABP have good performance with small-sized
virtual backbone to cover the 2D plane. EDBC algorithm
surpasses ABP in decreasing the redundancy of backbone
nodes by using a revised scheme with fixed cellular structure.
The number of backbone nodes in EDBC is about 50% less
than that in ABP algorithm. Meanwhile in the network with
high density, the selected backbone nodes will be more nearer
to the strategic locations and the real hexagons formed by
the backbone nodes will be more close to the ideal ones.
Thus, the number of backbone nodes is more stable in dense
networks.

4.2.2. Evaluation of the Network Lifetime and Efficiency of
Energy Usage. The results to evaluate the effectiveness of
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Figure 4: The size of backbone versus the number of nodes in the
network.
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Figure 5: The network lifetime versus the number of nodes.

backbone rotation scheme in EDBC, compared with EMISB
and DBC in terms of network lifetime and efficiency of
energy usage, are given in Figures 5 and 6. The network
lifetime is defined as the time until the first node dies (FND).
The efficiency of energy usage is the ratio of total energy
consumption to the sum of initial energy for all nodes during
network lifetime.

From the results between EDBC and DBC, it is obvi-
ous that the rotation of backbone contributes greatly to
the improvement of energy usage efficiency and network
lifetime. If there is not a backbone rotation scheme, like
DBC algorithm, the network will die quickly when the energy
of backbone nodes is depleted. In addition, due to the fact
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Figure 6: The efficiency of energy usage versus the number of
nodes.

that there are many nonbackbone nodes still having much
residual energy at the time of network death, the efficiency of
energy usage is considerably low.

EDBC excels EMISB in the performance concerning
the impact of network density. Both of them present the
similar efficiency of energy usage and network lifetime in the
scenarios with lower network density. However, in the case
of higher density, the efficiency of energy usage and network
lifetime of EMISB decrease while those of the EDBC still
remain good. This is because that the rotation scheme of
EMISB depends on much more multihop information and it
leads to the redundancy of backbone nodes and high energy
consumption of nodes for message exchange as the number
of nodes increases.

Though the increase of the weight α in EDBC can
improve the efficiency of energy usage and network lifetime,
it also leads to more deviation of backbone nodes from the
strategic locations of the fixed cellular structure. Thus, more
isolated nodes will emerge and impairs the communication
coverage of the region. There is upper bound for the
improvement of energy efficiency by increasing the weight of
energy factors. In our simulations, the network performance
is best when α = 4.0.

5. Conclusions

In this paper, we propose the algorithm EDBC to construct
virtual backbone with a fixed cellular structure to minimize
the distortion effect. It also establishes energy consumption
model for all sensor nodes based on the theory of discrete-
time Markov chain to control the rotation of backbone
in multiple rounds. In each round, the backbone nodes
will be replaced by new ones with higher energy level for
balanced energy consumption. The simulation results show
that EDBC constructs the backbone with smaller size and

better stability than other algorithms, almost unaffected by
the increase of node densities. Meanwhile the efficiency of
energy usage is improved in EDBC and thus the network
lifetime is prolonged.
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