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1. Introduction

Rapid advances in wireless technologies (e.g., LTE, LTE-A,
WiMAX, 3G, Bluetooth, ZigBee, Z-Wave, and LoRaWAN)
have partly contributed to the proliferation of smart mobile
devices (e.g., sensors), unmanned vehicles, wearable and
embedded devices, and so on. The amount and nature
of communications and transactions on such devices and
the underpinning systems require a secure and effective
authentication mechanism to prevent unauthorized access
from illegitimate entities (including both devices and users).

Authentication has been widely deployed to prevent
unauthorized access and, in many cases, is also the primary
line of defense. A large number of authenticationmechanisms
and schemes exist for conventional systems, but they may
not be suitable for the smart mobile computing paradigm.
Firstly, smart mobile devices generally have limited compu-
tation and storage and energy capabilities (in comparison to
servers, personal computers and laptops), and thus deploying
authentication schemes that employ expensive cryptographic
primitives will not be viable. Secondly, smart mobile devices
are typically small devices with a small screen, keyboard, and
so forth, and thus existing authentication schemes may not
be sufficiently user-friendly. Thirdly, smart mobile devices
often deal with sensitive applications, activities, and data
(e.g., location, preferences, and physical condition), and thus
privacy demands are much more stringent than traditional
authentication schemes. Consequently, it is necessary to
perform a critical rethink the way we perform authentication
for smart mobile devices and promote new methods that are

both robust and easy to use, in order to minimize impact on
the user’s primary task.

This special issue aims to provide a forum for researchers
to publish and exchange their recent research ideas and
results about authentication on smart mobile devices. The
following 20 papers were selected for inclusion in this special
issue after several rounds of reviews by experts in the respec-
tive domains.The topics covered in the accepted papers range
from attacks against fingerprint sensor hardware, biometric
template protection, privacy-preserving message authentica-
tion, new lightweight cryptographic primitives (e.g., random
number generation and oblivious transfer from lattice-based
cryptography) for authentication, to various authentication
schemes (one-factor, two-factor, and three-factor) designed
for varied specific environments (such as Cloud, RFID,
Vehicular, and Wireless Sensor Networks).

2. In This Special Issue

The paper entitled “Attack Potential Evaluation in Desktop
and Smartphone Fingerprint Sensors: CanThey Be Attacked
by Anyone?” by I. Goicoechea-Telleria et al. explains how one
can hack into a fingerprint sensor using fake fingers made
of Play-Doh and other easy-to-obtain materials. The authors
also perform three evaluations in order to demonstrate the
attacks on desktop fingerprint sensors and smartphones with
embedded sensors, using 15 simulated attackers with no prior
background in biometrics.The authors also analyze the attack
potential of each of the presented case, based on ISO/IEC
30107-3.

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 7079037, 4 pages
https://doi.org/10.1155/2018/7079037

http://orcid.org/0000-0002-1667-2237
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2018/7079037


2 Wireless Communications and Mobile Computing

The paper entitled “Biometrics Based Privacy-Preserving
Authentication and Mobile Template Protection” by W. Yang
et al. presents a new cancelable fingerprint template, which
not only mitigates the negative effect of nonlinear distortion
by combining multiple feature sets, but also defeats ARM
attacks through a proposed feature decorrelation algorithm.
Experimental results on public databases and security analy-
sis show the validity of the proposed cancelable template.

The paper entitled “Muscle Activity-Driven Green-
Oriented RandomNumberGenerationMechanism to Secure
WBSN Wearable Device Communications” by Y. Cao et
al. presents a muscle activity-driven green-oriented random
number generation mechanism for wireless body sensor net-
work (WBSN). Specifically, the mechanism uses the human
muscle-activity as the green energy resource to generate ran-
dom numbers (RNs). In comparison to other methods, their
scheme could generate random numbers with comparable
performance but at a higher speed (128 bits per second).

The paper entitled “Oblivious Transfer via Lossy Encryp-
tion fromLattice-BasedCryptography” by Z. Li et al. presents
an efficient authentication protocol by improving the perfor-
mance of theUC-secureOTprotocol.The authors first design
amultibit lossy encryption under the decisional learningwith
errors (LWE) assumption and then develop a new variant of
UC-secure OT protocol for authenticated protocol via lossy
encryption scheme. Additionally, the proposed OT protocol
is shown to be secure against semihonest (static) adversaries
in the common reference string (CRS) model within the UC
framework.

The paper entitled “Efficient Message Authentication
Scheme with Conditional Privacy-Preserving and Signature
Aggregation for Vehicular Cloud Network” by Y. Xie et al.
gives an efficient message authentication in a Vehicular cloud
network (VCN) setting. The scheme is shown to be secure
and achieves conditional privacy-preserving. Comparedwith
other similar conditional privacy-preserving authentication
schemes, the proposed scheme has better performance for
both computation and communication. Simulation analysis
further demonstrates that the new scheme has reduced
verification loss rate and message delay.

The paper entitled “Secure Certificateless Authentication
and Road Message Dissemination Protocol in VANETs” by
H. Tan et al. presents a certificateless authentication and road
message dissemination protocol for a VANET environment.
In their scheme, the certificateless signature and the relevance
feedback mechanism are adapted for authentication and
group key distribution. Subsequently, a message evaluating
and ranking strategy is introduced. The security analysis
shows that the proposed protocol achieves the desirable
security properties.

The paper entitled “An Anonymous Authentication Pro-
tocol Based on Cloud for Telemedical Systems” byW. Li et al.
introduces an anonymous authentication protocol for cloud-
based telemedical systems. Compared with similar related
works, the proposed scheme allows patients to remotely
access medical services with privacy and achieves better
efficiency. A formal security proof is also presented and the
performance evaluation suggests better efficiency.

The paper entitled “A Provably Secure Anonymous
Authenticated Key Exchange Protocol Based on ECC for
Wireless Sensor Networks” by K. Zhang et al. presents an
anonymous authenticated key exchange protocol, based on
Elliptic Curves Cryptography (ECC). This protocol provides
strong user anonymity, such that even the gateway node and
the sensor nodes do not know the real identity of the user.The
security of the proposed protocol is proven in a well-defined
security model under the CDH assumption. Compared with
other related protocols, their protocol is efficient in terms of
communication and enjoys stronger security.

The paper entitled “An Enhanced User Authentication
Protocol Based on Elliptic Curve Cryptosystem in Cloud
Computing Environment” by C.Wang et al. revealed security
weaknesses in Amin et al’s protocol. Then, the authors
design a secure authentication protocol and use BAN logic
and heuristic analysis method to prove the security of the
proposed protocol.

In the paper “Cryptanalysis and Security Enhancement of
ThreeAuthentication Schemes inWireless SensorNetworks”,
W. Li et al. cryptanalyze and enhance three password-based
user authentication schemes designed for WSNs (i.e., several
security vulnerabilities loopholes are in the first protocol, the
second protocol is not able to achieve the claimed security
goal of forward secrecy and is vulnerable to user anonymity
violation and offline password guessing attacks, and the
third anonymous scheme does not provide forward secrecy
and user-friendliness). In addition, by adopting the “perfect
forward secrecy (PFS)” principle proposed by Ding Wang et
al. (IJCS, 2014), the authors provide several effective coun-
termeasures to mitigate the identified weaknesses. To test
the necessity and effectiveness of their countermeasures, the
authors conduct a comparison of 10 representative schemes
in terms of the underlying cryptographic primitives used for
realizing forward secrecy.

The paper entitled “Trusted Authority Assisted Three-
Factor Authentication and Key Agreement Protocol for the
Implantable Medical System” by D. Mao et al. proposed
an improved AKA scheme which achieves strong security
features including user anonymity and known key security.
It is provably secure under the Real-Or-Random model.
Moreover, a comprehensive heuristic security analysis shows
that their scheme can resist various attacks and satisfy
the desired requirements. Finally, the performance analysis
shows that the superiority of their protocol is suitable for the
implantable medical system.

The paper entitled “A Secure Three-Factor Multiserver
Authentication Protocol against the Honest-But-Curious
Servers” by H. Gao et al. took Chengqi Wang et al.’s protocol
(PLoS ONE, 2016) as an example, to exhibit how an honest-
but-curious server can attack their protocol. To remedy this
weakness, a novel three-factor multiserver authentication
protocol is presented. By introducing the registration cen-
tre into the authentication process, the new protocol can
resist the passive attack from the honest-but-curious servers.
Security analysis is given to demonstrate the correctness and
validity of the new protocol. Compared with related proto-
cols, the proposed protocol possesses more security features
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and practical functionalities than others at a relatively low
computation cost and communication cost.

The paper entitled “Efficient Multifactor Two-Server
Authenticated Scheme under Mobile Cloud Computing” by
Z. Han et al. proposed a Kerberos-like authenticationmethod
using two servers (adding another authentication server in
addition to the Web server) and considering multiple factors
to avoid the leakage of users’ private data stored on the
server side.The proposed scheme aims at the security issue of
fingerprint information in the mobile payment environment.
The main idea of the proposed solution is to separate
certain security-related functions from a Web server to an
independent server.

The paper entitled “The Research of Mobile Location
Privacy Protection Access Control Method Based on Game
Theory” by L. Zheng et al. develops a mobile location privacy
access control method based on game theory aiming at the
leakage of private information in the mobile location of the
Internet of Things users. It controls access behaviour of the
privacy information according to the specified location access
policy from the perspective of the service provider.The access
control can guarantee the server to make a dynamic response
to illegal access behaviour to the private information and
at the same time, according to tolerance setting, avoid the
indirect leakage of mobile location and privacy information
caused by the superposition of information.

The paper “A Data Leakage Prevention Method Based
on the Reduction of Confidential and Context Terms for
Smart Mobile Devices” by X. Yu et al. suggests a model of
Data Leakage Protection Based on Context (or CBDLP), a
data leakage prevention model based on confidential terms
and their context terms, which can detect the rephrased
confidential contents effectively. In CBDLP, a graph structure
with confidential terms and their context involved is adopted
to represent documents of the same class, and then the
confidentiality score of the document to be detected is
calculated to justify whether confidential contents is involved
or not. Based on the attribute reduction method from rough
set theory, the authors further present a pruning method.
According to the importance of the confidential terms and
their context, the graph structure of each cluster is updated
after pruning.

The paper “LIP-PA: A Logistics Information Privacy
Protection Scheme with Position and Attribute-Based Access
Control on Mobile Devices” by Q. Gao et al. constructs
a logistics information privacy protection scheme with
position and attribute-based access control on mobile
devices. First, in order to realize fine-grained access control
of encrypted logistics information, the authors adopt
ciphertext-policy attribute-based encryption (CP-ABE)
scheme, which encrypts segmented logistics information in
different access policies. Different couriers can only decrypt
different segments of the express order in accordance
with their respective attributes. Second, the authors apply
position-based key exchange, which uses the courier’s
physical position information as the credential, to realize
position-based access control on couriers. Third, the authors
utilize public key encryption to achieve the confidentiality of
personal information. Meanwhile, the authors use the digital

signature to ensure the verifiability of the parcel and the
undeniability of customers.

The paper “Multidevice Authentication with Strong Pri-
vacy Protection” by J. Hajny focuses on the card-based
physical access control systems and proposed a novel cryp-
tographic scheme based on efficient zero-knowledge proofs
and Boneh-Boyen signatures. The proposed scheme is prov-
ably secure and provides the full set of privacy-enhancing
features that is the anonymity, untraceability, and unlinka-
bility of users. Furthermore, the proposed scheme supports
distributed multidevice authentication with multiple RFID
(Radio-Frequency IDentification) user devices. This feature
is particularly important in applications for controlling access
to dangerous sites where the presence of protective equip-
ment is checked during each access control session.

The paper “Identity-Based Fast Authentication Scheme
for Smart Mobile Devices in Body Area Networks” by C.
Wang et al. proposes an identity-based fast authentication
scheme for smart mobile devices in wireless body area
networks (WBANs). The scheme can shorten the time of
device authentication in an emergency to achieve fast authen-
tication. The analysis of the scheme shows the security and
efficiency of the proposed scheme.

The paper “An SDN-Based Connectivity Control System
for Wi-Fi Devices” by T. Nguyen-Duc and T. Kim introduces
a remote connectivity control system for Wi-Fi devices
based on software-defined networking (SDN) in a wireless
environment.Themain contributions of the proposed system
are twofold: (i) it enables network owner/administrator to
manage as well as approve connection request from Wi-Fi
devices through remote services, which is essential for easy
connection management across diverse IoT devices; it also
allows fine-grained access control at the device level through
remote control. They describe the architecture of SDN-based
remote connectivity control of Wi-Fi devices.

The paper “Lightweight Cryptographic Techniques for
Automotive Cybersecurity” by A. K. Jadoon et al. presents a
survey about developments in vehicular networks from the
perspective of lightweight cryptographic protocols and pri-
vacy preserving algorithms. Meanwhile, the authors increase
awareness about the possible threats to the future automotive
industry and give an interesting overview of lightweight
cryptographic solutions to these threats. In all, the paper deals
with a very interesting and up to date subject: Cryptographic
Techniques for Automotive Cyber Security.
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In recent years, the Internet of things has developed rapidly. And the location-based service (LBS) is becoming more and more
extensive. Service providers hold a large number of users’ information. In order to improve the quality of service, service providers
increasingly use big data technology to provide more accurate services for users. At the same time, it aggravates the information
disclosure of users’ privacy. From the perspective of the service provider, a mobile location privacy access control method based on
game theory is proposed to solve the access control problem of mobile location privacy information. Firstly, the weight coefficient
is set according to the location privacy influence factors, and then the access control threshold is calculated according to the privacy
location leakage situation of the mobile location. Different visitor levels are set according to the threshold. In the process of access
control, the prejudgement of the access behaviour is performed, and then the privacy information amount of the information
requested for access is calculated according to the weights of the different information. Compare the result with the threshold and
get the access control strategy.The strategy set is selected based on strategymatrix of game theory and thresholds are adjusted based
on the calculation returns of strategy matrix. The effectiveness and practicability of the method are verified through the security
analysis.

1. Introduction

In recent years, the Internet of things (IoT) has developed
rapidly, and applications based on the IoT have gradually
emerged [1]. It involves military, industry, agriculture, power
grid and water networks, transportation, logistics, energy
conservation, environmental protection, medical care and
healthcare, smart home appliances, and so on [2]. In the
IoT, applications based on location services are also increas-
ingly widespread. Location-based services provide location
services to the user by determining the geographical location
of the mobile device, which can easily lead to leakage of user
location privacy. For example, a single point location will be
changed in real time when a user requests a location service.
An unauthorized visitor accesses an application server to
obtain user location information. After obtaining a certain

amount of information, the location privacy information
can infer the user’s track information, resulting in leakage
of user location privacy information which will also lead
to attacks against users [3]. The continuous development of
big data technology also brings greater development space
for enterprises [4]. More and more location-based service
providers can make data mining based on existing user
data to improve user experience. JP Tang et al. studied the
platform through intelligent traffic data sensing information
processing platform and used the existing traffic big data
to improve the intelligent traffic service [5]. The leakage of
private information greatly affects the user’s service experi-
ence. Solving the problem of privacy information protection
in the application process of Internet of things is one of the
necessary conditions for the wide application of the Internet
of things [6].
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The user’s mobile location privacy information is divided
into single point location privacy information and trajectory
privacy information. Single point location privacy refers to
an independent location point related to private informa-
tion. Different from single point location privacy, the track
mainly refers to the order of the position information of
a moving object in chronological order. Trajectory privacy
focuses on the temporality of location information. The
mobile location privacy contains single point location pri-
vacy and trajectory privacy, which refers to the temporality,
spatiality, and frequency characteristics of location informa-
tion.

This paper proposes a mobile location privacy access
control method based on game theory aiming at the leakage
of privacy information in the mobile location of Internet
of things users. It controls the privacy information access
behaviour according to the specified location privacy infor-
mation access policy from the perspective of the service
provider. The access control can guarantee the server to
make a dynamic response to illegal access behaviour about
privacy information. At the same time, according to tolerance
setting, avoid the indirect leakage of mobile location and
privacy information caused by the superposition of informa-
tion.

2. Research Status

IoT location privacy protection has received more and more
attention in recent years, and the related research work
has achieved a lot of results. It is mainly aimed at the
query and release of location information. Related loca-
tion privacy protection technologies include location anony-
mous technologies, among which application research of k-
anonymous technology proposed by Samarati and Sweeney
is the most widely used [7]: encryption technologies, such
as secure multiparty computing technology, homomorphic
encryption technology, fake convergence node protocol, and
RFID privacy protection technology [8]. IoT location privacy
protection technology has gradually matured, but protection
technology related to mobile location privacy is still in
its infancy. The existing methods are mostly based on the
traditional anonymization, fuzzy, and cryptography. Wang
YJ et al. proposed a real incentive mechanism based on
location privacy protection inmobile crowdsourcing systems
under the online network environment. The improved two-
stage auction algorithm based on trust degree and privacy
sensibility is proposed. The differential privacy based on
Gauss white noise is applied to k-anonymity to prevent
user location information leakage [9]. Zhang HT. et al.
proposed novel online spatial temporal k-anonymity method
for location privacy protection from sequence rules-based
inference attacks. It predicts the destination location from
the privacy-sensitive sequence rules excavated from large
scale anonymous datasets. This method extends the original
sequence database of anonymous datasets. It adopts specific
generalization and avoidance principles to gradually hide
privacy-sensitive rules and resist reasoning attacks [10].There
is also someone in conjunction with other technologies for
privacy protection research. Huguenin K. et al. use machine

learning methods to predict the user’s motivation to check-in
and quantify utility implications to protect location privacy
[11]. Based on mobile cloud computing, Gong Y. et al.
proposed a framework to protect location privacy when
assigning tasks to mobile devices, allowing mobile devices
to contribute resources to the ad hoc mobile cloud without
revealing location information [12]. Mobile location privacy
involves trajectory privacy information. There are three main
aspects of protection technology for trajectory privacy: fuzzi-
fication, release suppression, and addition of fake data. Zhao
P. et al. proposed ILLIA to solve location injection attacks.
On the basis of exploring the similarity of user mobility in
continuous LBS queries, a trust-based k-anonymity scheme
is developed. ILLIA can defend against LIA without knowing
how to manipulate false locations in advance, while still
maintaining high-quality services [13]. Suppression method
is often used in trajectory privacy protection. Al-Hussaenik
et al., based on the (K, C) L standard, used the local and
global suppressionmethods to avoid attackers obtaining track
privacy information [14].The fake data method is also widely
used in track privacy protection. Gao Sheng et al. disturb
the actual trajectory data to generate false trajectory data and
then added it to the original trajectory data [15]. SuQing et al.
proposed a hierarchical role-based access control method for
location privacy protection on mobile terminals and defined
access permissions through secondary role definitions [16].
Related researchers have introduced game theory for privacy
protection, but these methods are still in deep exploration
[17]. In addition, the access control method for the service
information provider to private information is not perfect. In
order to improve the service quality, data mining and cloud
computing technologies are used, but the privacy protection
of the user privacy data is not controlled.

Game theory is not only a new branch of modern
mathematics, but also an important discipline in operations
research. It is amathematical theory andmethod for studying
the phenomena of struggle or competition [18]. Game theory
has many applications in security, privacy, and wireless
networks. It is a new research method to solve the problem of
privacy protection based on game theory. Unlike traditional
privacy protection methods, privacy protection methods
based on game theory describe participants’ benefits and
costs, simulate their rational choice process through mech-
anism design and development strategy, and find the best
solution for each party by analysing game equilibrium. There
are many privacy protection models based on game theory
that have been proposed in succession, such as the privacy
protection model based on game theory proposed by Zhang
Yixuan [19]. A game theory analysis for location privacy
protection based on P-destination in mobile social networks
is proposed by Bidi Ying and Amiya Nayak [20]. Consider
users that collaborate with each other in the anonymous
group and choose game strategies to provide their own data
for other users so as to obtain desired services. The research
methods for mobile location privacy are not perfect, and the
issues of point location privacy and trajectory privacy are
gradually exposed, which will also be the new direction of the
research on privacy protection model based on game theory
in the future.
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3. Mobile Location Privacy Protection Scheme
Based on Game Theory

This article starts with the characteristics of mobile location
privacy and establishes a mobile location privacy access
control model based on game theory. It implements dynamic
control and protection of mobile location privacy informa-
tion through access control.

3.1. Basic Concepts. Single point location refers to sensitive
location information with frequency characteristics gener-
ated by individual activities. For example, someone whooften
appears at a certain location at a certain moment, such as
family location, work place. The position information Dmay
be represented asD= {𝑢𝑖, (xi, yi, ti)}.The privacy information
of a single point of location can easily expose a person’s fixed
position. Once the disclosure is captured by criminals, the
security threat to individuals is extremely high.Therefore, it is
necessary to prevent attackers from obtaining such sensitive
information.

Trajectory privacy refers to a series of sequential and
frequent sensitive location information generated by indi-
vidual activities, such as where persons are, where they are
during a certain period of time, and what activity area is.
The track information T can be represented as T= {𝑢𝑖, (x1,
y1, t1), (x2, y2, t2), (x3, y3, t3),..., (xn, yn, tn)}. According to the
trajectory privacy, it is easy to deduce personal habits, action
route preferences, and even infer private information such
as home address and work place. Therefore, it is necessary
to prevent malicious attackers from obtaining such sensitive
information.

In the position indication, id indicates the user identifier,
ti indicates the time of the user position information, and (xi,
yi) indicates the two-dimensional position information of the
user at time ti.

Historical access record refers to the visitor’s access record
to a user’s privacy information.

3.2. Problem Description

3.2.1. Location Privacy Leakage Caused by Information Super-
position. The location information itself contains abundant
temporal and spatial information, and the single location
information has no substantial value, but the superposition
of information canmake the information integrated to obtain
more valuable and specific information. Currently, due to
the increasing location services, a large amount of user
location information has been generated. Many enterprises
and scientific research institutions have obtained a lot of
analysis results related to user habits through the research and
analysis of a large number of location information. Many of
the location information are intrinsically related, especially
for personal location information analysis, which can easily
expose the user’s privacy.

The model calculates the maximum tolerance of privacy
information leakage by weighting the time, space, and fre-
quency factors of the user’s mobile location and restricts the
amount of access to private information of the visitor.

3.2.2. Location Server Cannot Identify Malicious Access
Behaviour and Implement Access Control. The user's location
request information and real-time location information are
stored on the location server. Malicious visitors can gain cer-
tain access rights through certain means and access the user’s
location record information. When the gained information is
gradually increased, the amount of private information is also
increasing. It is difficult for the server to detect suchmalicious
behaviour and make timely response measures.

The above two key issues can be summarized as follows:
AInformation superposition can cause indirect leakage

of mobile location privacy.
BIdentification of access behaviour and real-time

dynamic control realized by the location server.
Different levels of thresholds are set for different visitors

to solve the problem of dynamic access control.
This article focuses on privacy protection based on game

theory for mobile location privacy. It mainly studies the
characteristics of mobile location privacy and proposes a
model suitable for protecting mobile location privacy access
control using game theory in combination with current
privacy information protection methods.

3.3. Model Structure Design. There are three parts in the
model: the strategy execution part, the strategy deployment
part, and the historical visit record. And there are five
modules in total.

ARequest acquisition module: module obtains a request
for privacy information from a visitor request, and then it
extracts critical information from access.

BKey information extraction module: it integrates visi-
tor’s mobile location privacy information request.

CVisitor’s historical visit record module of mobile loca-
tion privacy information: it records each visitor’s historical
mobile location privacy information request and provides
reference for the threshold calculation module.

DThreshold calculation module: it sets the privacy loca-
tion information threshold based on the game theory by the
existing factorweight.Module performsweighted calculation
based on historical record feedback results and feeds it back
to the decision execution module.

EDecision execution module: it executes feedback made
through the game strategy.

The design composition is shown as in Figure 1.
The basic element of model is as follows.
User set: user = {𝑢1, u2,..., 𝑢𝑛}, represented as a collection

of all users who own information in the system.
The visitor set: visitors = {V1, v2,..., V𝑛}, represented as a

collection of all visitors in the system.
Access the role set: roles = {𝑟1, r2,..., 𝑟𝑛}, represented as a

hierarchical collection of visitors in the system.
The system operation set: operate = {𝑜𝑝1, op2,..., 𝑜𝑝𝑛},

represented as a collection of response actions for the system
for access requests.

3.4. Scheme Design

3.4.1. Factor Weight Setting. Firstly, it is necessary to analyse
the key factors of privacy protection in mobile location. It
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Figure 1: Access control method design composition.

performs weighted calculations and comparisons for time,
space, and frequency. Summarizing the weight of each fac-
tor and then the weight setting suitable for this model is
obtained. According to the result, the amount of information
is calculated. Whether to respond to the access behaviour
of location privacy information is decided based on the
calculation results about the amount of information. The
weight values of time, space, and frequency factor are set to
be wt, ws, wf.

3.4.2. Game Theory Strategy Implementation Plan. The
schemeuses the noncooperative game theory related technol-
ogy to control the visitors’ behaviours. The recent behaviours
of all visitors will be recorded and calculated for the degree of
privacy mastered by the visitors. The server sets a threshold
for the users’ mobile location privacy information as the
standard for that server controls visitors’ access behaviour.
Besides, the standard can also be regarded as the maximum
value for allowing the visitor to grasp user’s mobile location
privacy information. When it is exceeded, the privacy of
mobile users’ location will be disclosed.

Assuming that the weighted result of accessing private
information is ac-R, according to the single point location
information D= {𝑢1, (x1, y1, t1)} given above, the time and
space information can be known, and the frequency informa-
tion can be obtained based on the historical access records.
After integrating the three factor information, the weighted
results of visit are calculated according to the following.

𝑎𝑐 − 𝑅𝑝𝑜𝑖𝑛𝑡 = −w𝑡𝑃 (𝑥𝑡) log2𝑃 (𝑥𝑡)

− w𝑠𝑃 (𝑥𝑠) log2𝑃 (𝑥𝑠)

− w𝑓𝑃 (𝑥𝑓) log2𝑃 (𝑥𝑓)

(1)

This equation aims at the request behaviour of single
point location privacy information, calculates the amount
of request information according to different factor request
information conditions, and sums to obtain the amount of
private information of this access behaviour.

According to track information T = {𝑢1, (x1, y1, t1), (x2, y2,
t2), (x3, y3, t3),..., (xn, yn, tn)}, the weighted result of accessing
private information is obtained as follows.

𝑎𝑐 − 𝑅𝑡𝑟𝑎𝑐𝑒 = −
𝑘

∑
𝑖=1

1
𝑛
log2
1
𝑛

(2)

This equation is for access behaviour of tracking private
information. The number of single points contained in the
track information is n. The number of location points for
the request access behaviour is k, and ac-Rtrace indicates the
amount of private information that the access behaviour can
obtain.

3.4.3. Threshold Setting Scheme. This threshold is mainly
composed of three factors: time, space, and frequency.
Through analysis and summary of the impact of each factor
on the privacy of the users’ mobile location, the weights
are calculated according to the result setting factors. The
weighted result is calculated by the strategy deploymentmod-
ule for different weighted mobile location privacy informa-
tion. Once the degree of visitor’s privacy mastery exceeds the
initial threshold, privacy information is no longer provided
to the visitor.The threshold is set as ac-threshold. The formula
for calculating the threshold is shown in

𝑎𝑐 − 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 = −w𝑡𝑃1log2𝑃1 − w𝑠𝑃2log2𝑃2
− w𝑓𝑃3log2𝑃3

(3)

Suppose that the value of the access information extracted
from the historical access record is ac-V. Whether to allow
the visitors to access the privacy information of users’ mobile
location is determined by comparing ac-threshold with ac-
V+ac-R. If ac-threshold is more than ac-V+ac-R, access is
allowed; if ac-threshold is less than ac-V+ac-R, access is
denied.

3.4.4. Dynamic Access Control Scheme. Scheme sets different
access permissions for different visitors and judges whether
the visitor has malicious access intention based on the access
behaviour. Then it classifies the malicious access intentions
as single point location privacy and trajectory privacy. This
solution is designed to set access rights for the server’s
managers with different levels and applications of location
privacy access behaviours.

Combine the visitor’s recent history records and this visit
request to determine the intention of the request and suppose
the requested location information is {V1, (u1, x1, y1, t1),
(u2, x2, y2, t2)......, (un, xn, yn, tn)}. If the visitor’s visit is
successful, the recent visit record, location information (x,
y), and time information t have more than 3 records with
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Table 1: Game strategy matrix table.

System Visitors
Goodwill visit (G) Malicious visits (E)

Allow access (P) Ssin-ac, Fper-ac -Sevil-ac, Fper-ac
Access denied (R) -Ssin-ac, 0 0, -Fre-ac

Table 2: System threshold adjustment parameters table.

System threshold adjustment parameters
-Sevil-ac -Sevil-ac
-Ssin-ac Ssin-ac

similar information at a single day; then it is judged as a single
point of privacymalicious visit. If there aremore than 6 access
records at the above single point and the time t for a single-
day access record is time-series, then it is determined as
the trajectory privacy malicious access behaviour. According
to the system operation set operate= {𝑜𝑝1, op2,..., 𝑜𝑝𝑛}, in
this model, four kinds of system operations are set up, that
is, the system’s permission and denial of access operations
in the case of visitor’s goodwill access and the system’s
permission and denial of access operations in the case of
visitor’s malicious access.

The game-theoretic strategy matrix is set as Table 1. The
system revenue is divided into good-faith access revenue to
Ssin-ac and malicious access revenue to Sevil-ac. Visitors’
income is allowed access revenue toFper-ac and denied access
revenue to Fre-ac.

The system first makes early judgments on access
behaviour, executes access control through late threshold
comparisons, and then combines the previous judgment
results with the access control execution results. Referring to
the strategymatrix, the system revenue and visitor income are
summarized; then adjust the corresponding system thresh-
olds and visitor’s permission through the revenue summary
and make model access control more accurate. When the
system revenue is positive, the system threshold is not
adjusted. Instead ofwhen the system revenue is negative,
the system threshold adjustment parameters are shown in
Table 2.

4. Security Theoretical Analysis

4.1. Adversary Model. There are two types of visitor types:
goodwill visitors and malicious visitors.

Instead of visiting a single user in depth and trying to get
the user’s identity information, goodwill visitors only access
location information related to their needs.

A malicious visitor may attempt to obtain more user
privacy information, including accessing more user records
or attempting to obtain more location information for the
same user record.

Malicious visitors can have the following capabilities:

(A) Information other than identity information about
the user can be obtained.

Table 3: Privacy information transaction set table.

Transaction set number Event collection
E1 {t p f s}
E2 {p f b s}
E3 {t f b s}
E4 {t p b s}
E5 {t f s}
E6 {t p f b s}

(B) An access request can be issued regardless of the type
of access information.

(C) User partial location privacy information (less than
the system-defined threshold) can be obtained.

4.2. Factor Weight Analysis. Supposing a user’s location
information transaction set is organized and a conclusion can
be made using theories related to data mining association
rules, the results are shown in Table 3.

t represents time information (assuming t = 21:00),
p represents location information, f represents frequency
information (assuming f is the situation where frequency is
greater than 5), b represents background knowledge, and s
represents the situation of privacy leakage (assuming s is the
home address information disclosure situation).

According to Table 3, there are 6 transactions, E = {𝐸1,
E2, E3, E4, E5, 𝐸6}, the item set I = {𝑡, p, f, b, 𝑠}, and E (t, s)
represents the transaction that has both event t and event s.

According to data mining related knowledge, supportx, y
= NE(x, y)/NE, confidencex, y = NE(x, y)/NE(x), NE(x, y) represents
the number of transaction containing both events x and y, and
NE(x) represents the number of transactions containing event
x. Something can be obtained as follows:

Rule t —>s, support𝑡,𝑠 = 5/6, confidence𝑡,𝑠 = 1.
Rule p—>s, 𝑠𝑢𝑝𝑝𝑜𝑟𝑡𝑝 𝑠 = 2/3, confidence𝑝,𝑠 = 1.
Rule f —>s, support𝑓,𝑠 = 5/6, confidence𝑓,𝑠 = 1.

The proportion of time factor wt = supportt, s/ (supportt, s
+ supportt, s + supportt, s) = 0.357. Similarly, the weight
coefficient wt= 0.357, wp = 0.286, wf= 0.357.

From the above analysis and calculation results, it can be
seen that time, location, and frequency factors account for
different proportions of location privacy information. That
is, information sensitivity is different. The method of this
scheme can distinguish the weights of different influencing
factors of location privacy information and express them in
numerical form.

4.3. Access Hypothesis Analysis

4.3.1. Prior Judgment ofAccess Behaviour. First, when a visitor
accesses private information, the access control system firstly
retrieves the historical access record and guesses whether the
access behaviour is legal to the privacy of single point or
trajectory privacy according to the historical access. If there
is no history access record, the system will think of it as
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Table 4: Threshold setting table.

Visitors Single point
privacy threshold

Trajectory privacy
threshold

First level 0.654 0.764
Second level 0.818 0.955
Third Level 0.981 1.146

point location privacy access by default. According to role
set roles= {𝑟1, r2,. . ., 𝑟𝑛}, the total level of visitors is 3, and
the number of records that visitors in each level can visit
increases by levels.The first-level visitors can access 4 records.
The second-level visitors can access 5 records, and the third-
level visitors can access 6 records. If this condition is satisfied,
it will be judged as normal goodwill access behaviour. If this
condition is not satisfied, it will be judged as malicious access
behaviour.

The threshold is set for different visitors. The single point
location data contains thirty records, and the track data is
taken 24 times a day. According to the analysis of test, when
the single point location privacy disclosure is more than five
records, the sensitive information of the user is considered
to be leaked; when the trace data disclosure is more than 5
pieces, the privacy information of the user is considered to
be leaked. The threshold setting table is shown in Table 4.

4.3.2. Visit by Peer Visitors. Assume that visitors A and B are
first-level visitors. A and B visit the same single point privacy
information of a mobile user. The query information is {V𝐴,
(u1, x1, y1, t1), vB, (u1, x1, y1, t1)}, set the visitor A’s history access
record value as ac-V(A) = 0.432 and visitor B’s history access
record value as ac-V(B) = 0.537.

According to (1) we can get the following.

𝑎𝑐-𝑅𝑝𝑜𝑖𝑛𝑡 (𝐴) = 0.153

𝑎𝑐-𝑅𝑝𝑜𝑖𝑛𝑡 (𝐵) = 0.153

𝑎𝑐-𝑉 (𝐴) + 𝑎𝑐-𝑅𝑝𝑜𝑖𝑛𝑡 (𝐴) = 0.585

𝑎𝑐-𝑉 (𝐵) + 𝑎𝑐-𝑅𝑝𝑜𝑖𝑛𝑡 (𝐵) = 0.690

(4)

The first-level visitor’s access single point privacy threshold
ac-threshold1 is 0.654. According to ac-threshold1 being more
than ac-V(A) + ac-Rpoint(A), ac-threshold1 is less than ac-V(B)
+ ac-Rpoint(B). Visitor A’s privacy information access request
can be answered while visitor B’s privacy information access
request is denied.

4.3.3. Visit by Different Levels Visitor. Assuming visitor C is a
first-level visitor, visitor D is a second-level visitor. They visit
the same trajectory privacy information of a mobile user, and
the query information is {V𝐶, vD, (u2, x2, y2, t2), (u2, x3, y3,
t3)}; set the history access record value of visitor C as ac-V(C)
= 0.373 and the historical access record value of visitor D as
ac-V(D) = 0.576.

According to formula (2) we can get the following.

𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐶) = 0.382

𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐷) = 0.382

𝑎𝑐-𝑉(𝐶) + 𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐶) = 0.755

𝑎𝑐-𝑉 (𝐷) + 𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐷) = 0.958

(5)

The value of the first-level visitor’s access trajectory privacy
threshold ac-threshold1 is 0.764, and the value of the second-
level visitor’s access threshold ac-threshold2 is 0.955; then
according to condition, ac-threshold1 is more than ac-V(C)
plus ac-Rtrace(C) and ac-threshold2 is less than ac-V(D) plus
ac-Rtrace(D). Visitor C’s privacy information access request
can be answered while visitor D’s privacy information access
request is denied.

From the above calculation and analysis, we can see
that, for the same access request of the peer visitors, the
access control model can make different decisions according
to different historical access records. For the same access
request of nonpeer visitors, the access control model can also
make amore appropriate judgment based on historical access
records. There are no fixed restrictions on the visitors’ access
behaviour, but the protection of location privacy information
can still be achieved. And the information entropy theory
focuses on the calculation of information amount of the
whole information set. Applying this theory in access control
is easy to lead to missing the information of single access.
The system prejudgment method set by this model can make
up for this defect, and, as a reference condition of the game
strategy matrix, it also can help to adjust the access control
model.

5. Game Strategy Analysis

5.1. Threshold Adjustment. The adjustment parameter of the
system is Ssin-ac = Sevil-ac = 0.1.
(1)Assume that visitor E is a first-level visitor. He accesses

the track privacy information of a mobile user. The query
information is {V𝐸, (u1, x1, y1, t1), (u1, x2, y2, t2)}. Suppose
visitor E’s historical access record value is ac-V(E) = 0.472.
According to the prejudgment criteria, E can access up to four
records as a first-level visitor. So E’s access request meets the
goodwill visit standard.

𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐸) = 0.299

𝑎𝑐-𝑉(𝐸) + 𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐸) = 0.771
(6)

The first-level visitor’s access threshold is ac-threshold1 =
0.764, so ac-threshold1 <ac-V(E)+ ac-Rtrace (E). Visitor E’s
request of privacy information access can be denied. It satis-
fies the situation that the goodwill visitor be refused to access
by system in the policy matrix. At this time, the benefit of the
system is negative, which satisfies the adjustment condition of
system parameter. According to Table 2, adjust the parameter
as Ssin-ac. After adjustment, the system threshold is adjusted
to ac-threshold1+Ssin-ac = 0.774. At this point, adjust this
policy to allow the access requests of E.
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(2)Assume that visitor F is a first-level visitor. He accesses
the track privacy information of a mobile user. The query
information is {V𝐹, (u1, x1, y1, t1), (u1, x2, y2, t2), (u1, x3, y3,
t3), (u1, x4, y4, t4), (u1, x5, y5, t5)}, and suppose visitor F’s
historical access record value is ac-V(F) = 0.285. According to
the prejudgment criteria, as a first-level visitor, F can access
up to four records, so F’s access request cannot meet the
goodwill visit standard andwill be judged asmalicious access.

𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐹) = 0.471

𝑎𝑐-𝑉 (𝐹) + 𝑎𝑐-𝑅𝑡𝑟𝑎𝑐𝑒 (𝐹) = 0.756
(7)

The first-level visitor’s access threshold is ac-threshold1 =
0.764, so ac-threshold1 >ac-V(F)+ ac-Rtrace (F). Visitor F’s
request of privacy information access can be responded. It
satisfies the situation that the malicious visitor be allowed
to access by system in the policy matrix. At this time,
the benefit of the system is negative, which satisfies the
adjustment condition of system parameter. According to
Table 2, adjust the parameter as Sevil-ac. After adjustment, the
system threshold is adjusted to ac-threshold1-Sevil-ac = 0.754.
At this point, adjust this policy to deny the access requests of
F.

5.2. Game Theory Analysis. When a visitor conducts a mali-
cious visit, the gain of visitor is divided into Fre-ac and –Fre-
ac according to the system whether access is allowed. At the
same time, the system’s gain is divided into -Sevil-ac and 0.
On the contrary, when the visitor carries out a goodwill visit,
the gain of visitor is divided into Fper-ac and 0 while the gain
of the system is divided into Ssin-ac and -Ssin-ac, according
to whether the system access is allowed. This is the game of
incomplete information.

Assume that the probability of a visitor who performs
a good visit is x and a malicious visit is 1-x. Assuming that
the system can accurately identify the visitor’s access intent,
the probability of the system allowing access is also x, and
the probability of denying access is 1-x. The combination of
system and visitor strategies is S1 = (P, G), S2 = (P, E), S3 = (R,
G), S4 = (R, E). The visitor’s income value income is shown in

Income = ∑
k
incomek (Sk) pf (8)

Incomek(Sk) is the gain when selecting the Sk strategy; pf is the
probability of choosing the k strategy. According to the above
assumptions, (9) is as follows:

Income𝑓 (G) = x ∗ Fper − ac (9)

Incomef(G) is the expected value of income when the visitor
makes a good visit;

Income𝑓 (E) = x ∗ Fper − ac + (1 − x) (−Fre − ac) (10)

Incomef(E) is the expected value of income when a visitor
visits maliciously;

Income𝑠 (P) = x ∗ Ssin − ac + (1 − x) (−Sevil − ac) (11)

Incomes(P) is the expected value of the income when the
system adopts an allowed access strategy;

Incomes (R) = x (−Ssin − ac) (12)

Incomes(R) is the expected value of the income when the
system adopts the deny access policy.

Informef(G)> Incomef(E) can be derived from (9) and
(10). That is, regardless of the probability of a good-faith visit
of the visitor, the visitor’s good-faith access behaviour will
have a greater expected total return value than a malicious
visit. So the visitors should choose good-faith visits as they
wish to maximize their own interests.

In order to ensure the normal services of system location
access, the system should try its best to meet visitors’ access
needs and ensure that privacy information is not revealed,
it should satisfy the following: Incomes(P) is larger than
Incomes(R). It is shown as

x ∗ Ssin − ac + (1 − x) (−Sevil − ac) > x (−Ssin − ac) (13)

When x is more toward the value of 1, the fuller condition
is established in (13). That is to say, when the visitor adopts
a good-faith access behaviour, the system’s profit expectation
also tends to be maximum.

From this, it can be concluded that good-faith access
behaviour taken by visitors and access allowed by the systems
can be seen as the Nash equilibrium strategy. And, at this
point, both parties can get the most benefit.

From the analysis of the first two parts, we can see
that the game theory strategy matrix set by this model can
adjust the threshold parameters when the system strategy
is deviant, so that the system can make more appropriate
judgments. This makes the model access control to be better
for location privacy information and ensures the dynamic of
access control. At the same time, considering the first case,
this paper argues that the threshold cannot be adjusted every
time to avoid being used by malicious visitors to increase the
threshold and reduce the system access control conditions. It
ensures the stability of the system.

6. Comparative Analysis

Most of the existing mobile location privacy protection
methods are for location information publishing and query
operations, but these methods still cannot fully protect user
location privacy information. For example, the (K, C) L
privacy standard and its improvement methods are mainly
to protect location privacy information against location
trajectory tracking attacks. The continuous anonymity and
its related improvement methods are mainly to protect the
privacy of trajectory reconstruction attacks. The method
proposed in this paper controls the amount of information
accessed by normal visitors and attackers using the standard
of information volume, so the attacker can only obtain
limited private information and the difficulty of tracking and
reconstructing attacks is increased.

Existingmobile location privacy protectionmethods have
their own advantages, but, with the development of big data
environment, they also have many drawbacks. For example,
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Table 5: Comparative analysis table.

Considering different information factors No curing access operation is required Strategic adjustment mechanism
This model √ √ √
[9] × × √
[12] × × ×
[14] × × ×
[16] × √ ×
[20] × √ ×

anonymity is effective for single-private data, but it cannot
avoid the privacy leakage caused by the joint reconstruction
attacks of multiple data sources. At the same time, there are
many privacy protection methods for emerging technologies.
For example, the location privacy protection development
model and task allocation strategy inmobile cloud computing
of ad hoc networks are proposed in [12]. A truthful incentive
mechanism to protect location privacy in mobile crowd-
sourcing system is proposed in document [9]. And location
service providers have a lot of user privacy information. Some
service providers use existing data for data mining. However,
they did not conductmore comprehensive access control over
private data, which led to internal data leakage or external
attack access leakage. The method proposed in this paper
is mainly aimed at access control of data in the above two
kinds of privacy leakage, and a game theory strategy matrix
is introduced. It can complement the existing mobile location
privacy protection method from the perspective of a location
service provider and improve the effectiveness of location
privacy protection and data utilization.

Compared with the game analysis of location privacy
protection based on P-destination proposed in literature [20],
the game theory is applied to the defence strategy game
between the attacker and the system to maximize the system
benefits. The location privacy protection method based on
game theory proposed in literature [16] uses game theory
to embody the behaviour of user cooperation in probability.
The scheme proposed in this paper not only considers the
execution of policy and the prediction of visitor behaviour,
but also pays attention to the control of the amount of
information that the visitor grasps and the adaptability of the
scheme. Game theory strategy matrix adopted in this paper
participates in the access control parameter adjustment,
which is more conducive to the realization of dynamic and
accurate and feasible access control strategies. So the scheme
is more secure. Because this method does not identify and
control collusion attacks, it can resist simple collusion attacks
because of its restriction on the amount of information of
visitors.

In Table 5, we compare and summarize three aspects:
location privacy influencing factor, access operation, and
adjustment mechanism.

7. Concluding Remarks

This paper provides a new access control method for single
point location privacy access and trajectory privacy access

in mobile location and achieves dynamic access control
by setting visitor level and threshold for accessing privacy
information. After security analysis, this method has certain
practicality and scientificity.
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Early data leakage protection methods for smart mobile devices usually focus on confidential terms and their context, which truly
prevent some kinds of data leakage events. However, with the high dimensionality and redundancy of text data, it is difficult to
detect the documents which contain confidential contents accurately. Our approach updates cluster graph structure based on
CBDLP (Data Leakage Protection Based on Context) model by computing the importance of confidential terms and the terms
within the range of their context. By applying CBDLP with pruning procedure which has been validated, we further remove the
redundancy terms and noise terms. Actually, not only can confidential terms be accurately detected but also the sophisticated
rephrased confidential contents are detected during the experiments.

1. Introduction

With the development of Internet and information technol-
ogy, smart mobile devices appear in our daily lives, and the
problem of information leakage on smart mobile devices
will follow which has become more and more serious [1,
2]. All kinds of private or sensitive information, such as
intellectual property and financial data, might be distributed
to unauthorized entity intentionally or accidentally. And
that it is impossible to prevent from spreading once the
confidential information has leaked.

According to survey reports [3, 4], most of the threats
to information security are caused by internal data leakage.
These internal threats consist of approximate 29% private
or sensitive accidental data leakage, approximate 16% theft
of intellectual property, and approximate 15% other thefts
including customer information, and financial data. Further,
the consensus of approximate 67% organizations shows that
the damage caused from internal threats is more serious than
those form outside.

Although laws and regulations have been passed to
punish various behaviors of intentional data leakage, it is
still hard to prevent data leakage effectively. Confidential data

can be easily disguised by rephrasing confidential contents or
embedding confidential contents in nonconfidential contents
[5, 6]. In order to avoid the problems arising from data
leakage, lots of software and hardware solutions have been
developed which are discussed in the following chapter.

In this paper, we present CBDLP, a data leakage preven-
tion model based on confidential terms and their context
terms, which can detect the rephrased confidential contents
effectively. In CBDLP, a graph structure with confidential
terms and their context involved is adopted to represent
documents of the same class, and then the confidentiality
score of the document to be detected is calculated to justify
whether confidential contents is involved or not. Based on the
attribute reduction method from rough set theory, we further
propose a pruning method. According to the importance of
the confidential terms and their context, the graph structure
of each cluster is updated after pruning. The motivation
of the paper is to develop a solution which can prevent
intentional or accidental data leakage from insider effectively.
Asmixed-confidential documents are very common, it is very
important to accurately detect the documents containing
confidential contents even when most of the confidential
contents have been rephrased.

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 5823439, 11 pages
https://doi.org/10.1155/2018/5823439

http://orcid.org/0000-0002-9409-5359
http://orcid.org/0000-0003-4202-7802
http://orcid.org/0000-0001-8342-1211
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2018/5823439


2 Wireless Communications and Mobile Computing

The remainder of this paper is organized as follows. In
Section 2, we introduce previous related work on data leakage
prevention. In Section 3, we present CBDLP model together
with the corresponding clustering, decision, and calculation
algorithms. The experiments conducted to evaluate CBDLP
in all circumstance are discussed in Section 4. Finally,
Section 5 concludes this paper and discusses the directions
of our future research.

2. Related Work

In this section, we review clustering of textual documents,
attribute reduction method, and graph representation of
textual documents, respectively.

2.1. Clustering of Textual Documents. The problem of clus-
tering textual documents is similar to high dimensional
clustering. In general, each term of a textual document is
considered as an independent dimension and then each
document is considered as a vector consists of thousands
of terms. By calculating the angle cosine measure between
documents, textual documents can be classified in terms of
similarity which is reflected by the angle cosine value [7–10].

Vector space model, VSM, is one of the most widely
used text representation models [11], which is first presented
by Salton in the 1960s and successfully applied in SMART,
a system for the manipulation and retrieval of text. In
VSM model, a textual document is represented as 𝐷 =
𝐷((𝑇1,𝑊1), (𝑇2,𝑊2) . . . , (𝑇𝑛,𝑊𝑛)), where 𝑇𝑖 and 𝑊𝑖 denote
the 𝑖th term and its weight in the document, respectively, and
then the classification of a textual document is determined by
calculating the similarity between the textual document to be
classified and the textual documents whose classification are
already known.

Term frequency and inverse document frequency, TF-
IDF, is a frequently employed and effective statistics method
which is used to evaluate the importance of a term for a
documents collection [12]. As is well known, the importance
of a term is proportional to the frequency of its occurrence
in a document and is inversely proportional to the frequency
of its occurrence in the whole corpus. Till now, TF-IDF has
been widely used in various fields, such as textmining, search
engine, and information retrieval.

On the basis of VSMmodel and TF-IDFmethod, existing
textual documents clustering algorithms can be divided
into five main categories: partitioning methods, hierarchical
methods, density-based methods, grid-based methods, and
model-based methods. Partitioning methods, which are effi-
cient and insensitive to the sequence of documents, divide 𝑛
documents into 𝑘 clusters in terms of clustering criteria. The
representative partitioning methods include 𝑘-means and 𝑘-
medoids [13, 14]. Hierarchical methods disintegrate docu-
ments into different clusters or integrate different documents
together into one cluster in terms of the similarity with a top-
down or bottom-up hierarchical manner. The representative
hierarchical methods include BIRCH and CURE [15, 16].
Other than partitioning methods, density-based methods
focus on the density of a certain area. When the density

of the documents within a certain area exceeds a prede-
fined threshold, they are incorporated into the same cluster.
The representative density-based methods include DBSCAN
and OPTICS [17, 18]. Grid-based methods partition data
space into limited cells in advance and integrate adjacent
cells whose density exceed the density threshold into the
same cluster. The representative grid-based methods include
STING and CLIQUE [19, 20]. In model-based methods,
different models are bound up with each cluster respectively,
and the objective is to find all data subsets that fit each model
best. Statistics solution, such as SVM[21], and neural network
solution are adopted extensively in model-based methods
[22].The support vector clustering algorithm created byHava
Siegelmann and Vladimir Vapnik applies the statistics of
support vectors, developed in the support vector machines
algorithm, to categorize unlabeled data, and is one of themost
widely used clustering algorithms in industrial applications.

In this paper, we calculate the angle cosine value which
reflects the similarity between documents and cluster docu-
ments withDBSCAN.DBSCAN, proposed byMartin Ester in
1996, is a density-based clustering algorithm which is widely
cited in scientific literature [23], and it is awarded the test
of time award in 2014 [24]. When clustering, other than 𝑘-
means, DBSCAN does not need to specify the number of
clusters and it can find the clusters of arbitrary shape. In
addition, DBSCAN is robust to outliers as opposed to 𝑘-
means.

2.2. Graph Representation of Textual Documents. Graphs
have already been used in many text-related tasks, which
employ graph as the model for text representation instead
of the existing methods [25]. As an alternative method to
the vector space model for representing textual information,
graphs can be created fromdocuments and be further used in
the text-related tasks such as information retrieval [26], text
mining [27], and topic detection [28].

In general, graph-based model is usually employed in the
domain of information retrieval such as PageRank [29] and
HITS [30]. When determining the similarity, graph match-
ing, which is generally used to detect similar documents, is
NP in complexity [31], whereas the methods based on vector
space model perform efficiently by calculating the Euclidean
distance or Cosine measure between document vectors [32].
The main advantage of graph-based model is that it can
not only capture the contents and structure of a document
but also represent the terms together with their context. To
the best of our knowledge, graph-based model is seldom
employed in text-related tasks. Schenker presents a graph-
related algorithm with its several variants [33] in which a
graph is presented and the terms connected with edges are
considered as nodes. The differences between the variants
are related to term-based techniques. Gilad Katz presents
CoBAn, a context based model for data leakage prevention,
which enlightens us a lot [34]. However, CoBAn is partly
influenced by the limitation of 𝑘-means which is employed in
CoBAn.Moreover, there might exist some redundancy nodes
in the graph generated in CoBAn. Xiaohong Huang et al.
propose an Adaptive weighted Graph Walk model (AGW) to
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solve the problem of transformed data leakage by mapping it
to the dimension of weighted graphs [35].

In this paper, we employ a hybrid approaches which
combines graph and vector representations. When clustering
documents, we employDBSCANwith cosinemeasure.When
representing the confidential textual content and its context
of each cluster, the graph of each cluster which includes only
confidential and contextual nodes is created.

2.3. Redundancy Information Reduction. When dealing with
text-related tasks, redundancy information is generally use-
less and even worse, it might decrease the efficiency of
task execution. There exist many representative redundancy
information reduction methods such as PCA [36], SVD [37],
LSI [38], etc. The principle of PCA is to transform multiple
attributes into a few primary attributes, which can reflect
the information of original data effectively. However, the
complexity of PCA is generally high and there might be
part of original information loss. More than characteristics,
SVD has almost the same advantages and disadvantages as
PCA does. LSI represents textual data with latent topics that
consists of specific terms, but in most cases, the influence
of specific terms are ignored. In this paper, the reduction
method from rough set theory, as shown in Section 3, is
employed and partly recomposed to meet requirements.

2.4. Data Leakage Prevention. With the number of leakage
incidents and the cost they inflict continues to increase, the
threat of data leakage posed to companies and organizations
has become more and more serious [39–41]. Considering
the enormity of data leakage prevention, various models and
approaches have been developed to address the problem of
data leakage prevention. Tripwire is a more recent prototype
system proposed by Joe DeBlasio et al. in 2017; it registers
honey accounts with individual third-party websites, and
thus access to an email account provides indirect evidence
of credentials theft at the corresponding website [42]. How-
ever, Tripwire is more suitable for forensics rather than
confidential data leakage prevention. In 2018, Wenjia Xu
et al. propose a new promising image retrieval method
in ciphertext domain by block image encrypting based on
Paillier homomorphic cryptosystem which can manage and
retrieve ciphertext data effectively [43]. Nevertheless, the
method focus on data encryption rather than data detection.
Since smart devices based on ARM processor become an
attractive target of cyberattacks, Jinhua Cui et al. present
a scheme named SecDisplay for trusted display service in
2018, it protects sensitive data displayed from being stolen
or tampered surreptitiously by a compromised OS [44].
But it pays less attention to the scenarios of intentional or
accidental data leakage from insider. According to the work
of Ding Wang et al., lots of authentication schemes have been
proposed to secure data access in industrial wireless sensor
networks, however, they do not work well [45]. In addition,
Ding Wang et al. develop a series of practical experiments
to evaluate the security of four main suggested honeyword-
generation methods and further prove that they all fail to
provide the expected security [46].

Stemming and stop-words
removal

DBSCAN clustering

Training documents

……

clusters consists of confidential
and non-confidential documents

Figure 1: DBSCANmethod.

3. CBDLP Model

CBDLP consists of training phrase and detection phrase.
The training phrase can be further divided into three steps,
clustering step, graph building step, and pruning step. During
the training phrase, the training documents are first classified
into different clusters, then each cluster is represented by
graph, and finally the nodes of each graph are pruned in
terms of their importance. During the detection phrase,
documents are matched to the graphs of clusters respectively
and the confidential scores are calculated. A document
is considered as confidential only if its confidential score
exceeds a predefined threshold.The detail of CBDLP training
phrase is presented in Algorithm 1.

3.1. Clustering Documents with DBSCAN. In the first step, we
apply stemming and stop-words removal to all documents
in training set, and transform the processed documents into
vectors of weighted terms. After applying DBSCAN with
cosine measure to the vectors, which represent the training
documents, each resulting cluster represents an independent
topic of training documents and there might exist both
confidential and nonconfidential documents. As shown in
Figure 1.

The procedure of DBSCAN is described as follows:

Step 1. A data set is given with 𝑛 documents and 𝜀 as the
threshold of minimal similarity between documents of the
same cluster and𝑀𝑖𝑛𝑃𝑡𝑠 as the threshold ofminimal number
of documents in a cluster.
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Input: 𝐶 - Confidential documents set
𝑁 - Non-confidential documents set
𝑇𝑅𝑚𝑖𝑛 - The minimum similarity threshold

Output: 𝐶𝑅 - The set of clusters, each with the centroid and corresponding graph
𝐶𝑇 - The set of confidential terms in clusters
𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 - The set of context terms

(1) 𝑇 ← 𝐶 ∪𝑁
(2) 𝐶𝑅 ← 𝐷𝐵𝑆𝐶𝐴𝑁(𝑇) %The result of clustering 𝑇 is saved in 𝐶𝑅
(3) Initializing 𝐶𝑇[𝐶𝑅] %The scores of confidential terms are saved in 𝐶𝑇
(4) Initializing 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 %The context terms set of each confidential term is saved in 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇
(5) for (each 𝑐𝑟 in 𝐶𝑅)
(6) { Calculate the similarity between 𝑐𝑟 and the other clusters
(7) Create language model for 𝑐𝑟, and calculate the scores for each confidential term
(8) 𝑇𝑅 ← initial the threshold of cluster similarity
(9) while (𝑇𝑅 > 𝑇𝑅𝑚𝑖𝑛)
(10) { 𝐶𝑡𝑒𝑚𝑝 ← All clusters whose similarity to 𝑐𝑟 > 𝑇𝑅
(11) Create language model for the documents of 𝐶𝑡𝑒𝑚𝑝
(12) 𝐶𝑇[𝑐𝑟] ← Based on new language model, Update the scores of confidential terms
(13) for(each confidential term 𝑐𝑡 in 𝑐𝑟)
(14) { Detect the occurrence of ct in 𝐶 ∪ 𝑁
(15) 𝑃𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙 𝑑𝑜𝑐(𝑡𝑒𝑟𝑚, 𝑐𝑡) ← For each context term of 𝑐𝑡, calculate the probability of the appearance both 𝑐𝑡 and

the context term in confidential documents.
(16) 𝑃𝑛𝑜𝑛 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙 𝑑𝑜𝑐(𝑡𝑒𝑟𝑚, 𝑐𝑡) ← For each context term of 𝑐𝑡, calculate the probability of the appearance both 𝑐𝑡 and the

context term in non-confidential documents.
(17) 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 ← Calculate the value of 𝑃𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙 𝑑𝑜𝑐(𝑡𝑒𝑟𝑚, 𝑐𝑡)/𝑃𝑛𝑜𝑛 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙 𝑑𝑜𝑐(𝑡𝑒𝑟𝑚, 𝑐𝑡) for each confidential term 𝑐𝑡
(18) Detect all clusters whose similarity is greater than 𝑇𝑅, and detect the occurrences of all terms in the clusters.
(19) 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 ←Update the probability of the context terms that appear in the scopes of different confidential terms
(20) }
(21) Reduce the value of 𝑇𝑅
(22) }
(23) }

Algorithm 1: CBDLP.

Step 2. Start with an arbitrary document that has not been
visited and find all the documents in its 𝜀-neighborhood.
If the number of documents in the neighborhood exceeds
𝑀𝑖𝑛𝑃𝑡𝑠, incorporate the documents into the same cluster and
label them.

Step 3. If not all documents have been visited, start from
another arbitrary document which has not been visited.

Step 4. Mark the documents which are not labelled as noise.

3.2. Representing Clusters with Graph. In this step, the con-
fidential contents in all clusters, which include not only
the confidential terms but also their context, need to be
represented by graphs. The procedure of creating graph
representation for the clusters which include confidential
contents is described as follows:

(1) Detect the confidential terms provided by domain
experts or inferred from the key terms of training
documents.

(2) Analyze the context of each confidential terms.

(3) Create the graph representation for confidential terms
and their contexts on the cluster level.

3.2.1. Detect Confidential Terms. In general, a term, which
appears in confidential documents with high probability and
appears in nonconfidential documents with low probability,
is considered as confidential term. We first build language
models for the confidential and non-confidential documents
of the same cluster, which are denoted by 𝑐𝑉𝑀 (confidential
vector model) and 𝑛𝑐𝑉𝑀 (nonconfidential vector model).
Then the confidentiality score can be represented by the ratio
of its probability in confidential documents to that in non-
confidential documents as shown in as follows, where𝑃𝑐𝑉𝑀(𝑡)
and 𝑃𝑛𝑐𝑉𝑀(𝑡) denote the probability of term 𝑡 in confidential
and nonconfidential language models, respectively:

∀𝑡 ∈ 𝑐𝑉𝑀,
𝑠𝑐𝑜𝑟𝑒+ = 𝑃𝑐𝑉𝑀 (𝑡)

𝑃𝑛𝑐𝑉𝑀 (𝑡)
(1)

However, there may exist the following problem. If a
cluster includes only few nonconfidential documents or
possibly none at all, its language model cannot fully represent
the nonconfidential documents in it. The solution we pro-
posed follows an expanding manner; we first predefine the
minimal similarity threshold 𝑇𝑅𝑚𝑖𝑛 and iteratively expand
the 𝑛𝑐𝑉𝑀 to include more clusters. 𝑇𝑅 is referred to as the
similarity threshold of cosine measure of the cluster with few
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nonconfidential documents. Note that not all clusters need to
be expanded. After each iteration, we lower the value of 𝑇𝑅.
Unless 𝑇𝑅 is greater than 𝑇𝑅𝑚𝑖𝑛, the nonconfidential docu-
ments of the expanding clusters are included to recalculate
the scores of terms in original cluster.

When the adjacent clusters are included and the scores of
confidential terms are recalculated, each term whose score is
greater than 1 is considered as confidential term,whichmeans
the term is more likely to appear in confidential documents
than in non-confidential documents. After this phase, the set
of confidential terms, 𝐶𝑇, is obtained.
3.2.2. Analyze the Context of Confidential Terms. After con-
fidential terms detection, we further analyze the context of
confidential terms. Apparently, a term is more likely to be
considered as confidential if it appears in the similar contexts
in other confidential documents. Inversely, if the context of
a confidential term frequently appears in nonconfidential
documents, the probability of the confidential term being
part of confidential contents is lower.

As a predefined parameter, context span 𝜂 determines the
number of terms that precede and follow the confidential
term. Context span with high value might increase the
computational cost, inversely, and context span with low
value could not provide adequate context information of
confidential terms. Experimental results show that 𝜂 =
10 tends to be the optimal value of context span in our
experiments, which means that the context of a confidential
term consists of the five terms preceding it and the other five
following it. Apparently, only the context of the confidential
terms in confidential documents needs to be taken into
account.

The probabilities of a confidential term together with its
context appearing in confidential documents and nonconfi-
dential documents, which are denoted by 𝑃𝑐(𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡/𝑘𝑒𝑦)
and 𝑃𝑛𝑐(𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡/𝑘𝑒𝑦), are calculated separately. If the for-
mer is higher than the latter, the corresponding confidential
contents can be well represented by the confidential term
with its context. 𝑃𝑐(𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡/𝑘𝑒𝑦) is defined as the number of
confidential documents in which the confidential term with
its context appears divided by the number of confidential
documents in which only the confidential term appears. And
𝑃𝑛𝑐(𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡/𝑘𝑒𝑦) is defined as the number of nonconfi-
dential documents in which the confidential term with its
context appears divided by the number of nonconfidential
documents in which only the confidential term appears.

As mentioned above, we predefine the similarity thresh-
old of minimum cosine measure 𝑇𝑅𝑚𝑖𝑛, and iteratively
expand to include more clusters. 𝑇𝑅 is referred to as the
similarity threshold of cosine measure between the cluster
with few non-confidential documents and its expanding
cluster. After each iteration, we lower the value of 𝑇𝑅 at a
certain rate𝜇which is predefined, namely𝑇𝑅 = 𝜇∗𝑇𝑅. Unless
𝑇𝑅 is greater than 𝑇𝑅𝑚𝑖𝑛, the non-confidential documents of
the expanding cluster are included to recalculate the scores of
context terms in original cluster. By including more adjacent
clusters, we can accurately estimate which terms are most
likely to indicate the confidentiality of the document.

By subtracting the probability of the appearance of each
context term with confidential term in non-confidential
documents from the probability of the appearance of them in
confidential ones, the score of each context term is calculated,
as shown in (2).

The reason for employing subtraction rather thandivision
is to avoid large fluctuations in the values of the context
terms.When employing division, even a single document can
dramatically change the probabilities as only the documents
including confidential terms are taken into account.

𝑠𝑐𝑜𝑟𝑒+ = 𝑃𝑐 (𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡𝑘𝑒𝑦 ) − 𝑃𝑛𝑐 (𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡𝑘𝑒𝑦 ) (2)

We iteratively expand to includemore clusters. After each
iteration, we lower the value of𝑇𝑅 until 𝑇𝑅 is less than 𝑇𝑅𝑚𝑖𝑛,
and the score of each context term is calculated, as shown in
(3) in which 𝑛𝑐𝑙𝑢 denotes the number of clusters involved.

𝑠𝑐𝑜𝑟𝑒+ = 1
𝑛𝑐𝑙𝑢 (𝑃𝑐 (

𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡
𝑘𝑒𝑦 ) − 𝑃𝑛𝑐 (𝑘𝑒𝑦𝑐𝑜𝑛𝑡𝑒𝑥𝑡𝑘𝑒𝑦 )) (3)

After this phase, the set of context terms with their scores,
𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇, is obtained. For each confidential term, its context
terms whose scores are positive are more likely to appear in
confidential documents with the confidential term.

3.2.3. Create Graph Representation. After the operations
described in previous section, confidential terms and their
context can be easily represented as nodes and connected
together according to their interrelation. As shown in Fig-
ure 2, for each cluster, a set of confidential terms and a set
of its context terms are obtained after the training phase, and
confidential terms and its context terms are represented as
confidential nodes and context nodes respectively. Confiden-
tial nodes are connected together as long as there exists at
least one common context node between them.

3.3. Pruning Nodes of Graph. Due to the calculation of con-
fidential terms and their context terms are based on statistics
scores, there might exist occasional case of a nonconfidential
term with high score because of term abuse. In the pruning
phase, we employ the method of term reduction in rough set
theory to remove the redundancy nodes in graph.

With the information of confidential and nonconfidential
documents, we evaluate the importance of nodes in graph
for each cluster. A node in graph can be pruned only if
the removal of the term represented by the node does not
influence the results of identifying the confidential docu-
ments in this cluster. As shown in (4), Impt(𝑡𝑖) denotes the
importance measure of term 𝑡𝑖 which is represented as node
𝑖 in graph. And 𝑃𝑜𝑠𝐺(𝐶) denotes the portion in confidential
documents set 𝐶 can be identified correctly by graph 𝐺.
Similarly, 𝑃𝑜𝑠{𝐺−𝑛𝑖}(𝐶) denotes the portion in confidential
documents set 𝐶 can be identified correctly by graph {𝐺−𝑛𝑖},
which means node 𝑛𝑖 is removed from graph 𝐺. The detail of
the pruning procedure for graph is presented in Algorithm 2.

Impt (𝑡𝑖) = (𝑃𝑜𝑠𝐺 (𝐶) − 𝑃𝑜𝑠{𝐺−𝑛𝑖} (𝐶))
|𝐶| (4)
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Input: 𝐶 - Confidential documents set
𝑁 - Non-confidential documents set
𝐶𝑅 - Clusters set, each with the centroid and corresponding graph
𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 - The set of context terms

Output: 𝐶𝑇 - The updated set of confidential terms in clusters
𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 - The updated set of context terms

(1) 𝑖𝑟𝑟 𝑡𝑒𝑟𝑚𝑠 ← 𝐶𝑇 ∪ 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇
(2) for (each 𝑡 in 𝑖𝑟𝑟 𝑡𝑒𝑟𝑚𝑠)
(3) If (Impt(𝑡) = (|𝑃𝑜𝑠𝑇(𝐶𝑐𝑟 ∧ 𝑁𝑐𝑟)| − |𝑃𝑜𝑠𝑇−𝑡(𝐶𝑐𝑟 ∧ 𝑁𝑐𝑟)|)/|𝑐𝑟| < Impt 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑)
(4) 𝑖𝑟𝑟 𝑡𝑒𝑟𝑚𝑠 = 𝑖𝑟𝑟 𝑡𝑒𝑟𝑚𝑠 − 𝑡
(5) for (each 𝑡 in 𝑖𝑟𝑟 𝑡𝑒𝑟𝑚𝑠)
(6) { 𝐶𝑇 ← Update confidential terms in CT
(7) 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 ←Update context terms in 𝐶𝑜𝑛𝑡𝑒𝑥𝑡𝑇 }

Algorithm 2: Pruning.

Context term 1

Confidential 
term 1 

(Score: 10)

Context term 2 Context term 3

Confidential 
term 2 

(Score: 5)

Score:0.5

Score:0.4 Score:-0.2

Score:0.6 Score:-0.3

Figure 2: An example of confidential nodes connected through
their context nodes.

3.4. Detection Phrase. Obviously, a confidential document
without any modification is easy to be detected according
to confidential terms. However, the confidential documents,
which are rephrased or partitioned into portions and further
concealed in different nonconfidential documents as most
plagiarizers often do, can hardly be detected. Once the
confidential contents detection fails, it is more likely to lead
to data leakage or copyright infringement.

In the detection phase, we employ CBDLP model to deal
with three scenarios that could possibly happen. The three
different scenarios are described as follows:

(i) Each confidential document is detected as a whole.
(ii) Each confidential document is divided into portions

and embedded in nonconfidential ones.

(iii) The confidential terms in confidential documents are
rephrased completely.

The detection method we employed includes three steps
as shown in Figure 3, which are described as follows:

(1) Classify the documents to be tested to the corre-
sponding clusters.

(2) Identify the confidential terms and their context
terms according to the graphs of the corresponding
clusters.

(3) Calculate the confidentiality scores for the documents
and draw the conclusion that whether a document is
confidential or not.

Then, the security model, which combines the training
phrase and the detection phrase, is shown in Figure 4.

4. Experiments

In this section, we evaluate the performance of CBDLP
on Reuters-21578 dataset. As testing dataset, Reuters-21578
consists of 21578 pieces of news distributed by Reuters in 1987
which are saved in 22 files. Reuters-21578 dataset is manually
classified as five categories, each of which can be subdivided
into different number of subcategories. For example, the news
of economy includes the inventories subset, gold subset, and
money-supply subset.

4.1. Performance Experiments. In the experiments, we
present the data leakage prevention method based on
CBDLP model, and also present a modified model without
pruning step which is represented as CBDLP-Pr. Since
SVM has been proved to be an excellent classifier with high
accuracy and CoBAn performs well in the scenario where
confidential contents are embedded in nonconfidential
documents or rephrased, we compare the performance of
CBDLP, CBDLP-Pr, SVM, and CoBAn. We evaluate the
performance of the methods in this paper with true positive
rate (TPR) and false positive rate (FPR), and our goal is to
maximize TPR and minimize FPR concurrently.
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documents
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Figure 3: The detection of test documents.
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documents
Graph
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confidential terms
and their context

terms
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documents
Determine

confidentiality
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Detection phrase

Figure 4: The security model.

We conduct experiments on the three scenarios which are
described above. As for the first type of scenario, we select the
news of “earn” as the carrier for confidential contents andmix
them with the news from other economy subsets as training
dataset and testing dataset separately. As for the second type
of scenario, we extract the contents from the documents of
“earn” subset and embed them in the documents from other

subsets. The embedded portions are detected as confidential
contents. As for the third type of scenario, we manually
rephrase the contents in the documents of “earn” subset and
embed them in the documents from other subsets.

4.1.1. Confidential Documents as a Whole. The experimental
result of the first scenario is presented in Figure 5. As shown in
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Figure 5: Performance of detecting confidential documents as a
whole.
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Figure 6: Performance of detecting the confidential contents
embedded in nonconfidential documents.

Figure 5, when dealing with the scenario where confidential
documents are considered as a whole, the performance of
the four detection algorithms has no much difference. In
spite of that, CBDLP and CBDLP-Pr still perform slightly
better than CoBAn and SVM, which can be explained as
that the performance of CoBAn is partly influenced by the
limitation of 𝑘-means that it cannot deal with the clusters
of various shapes effectively, and SVM only focuses on the
confidential terms nevertheless ignores the context terms. In
this scenario, since the documents containing confidential
terms are explicitly detected as confidential documents, the
performance of the four methods has no much difference.

4.1.2. Confidential Portions Embedded in Nonconfidential
Documents. The result of the second scenario is presented
in Figure 6. As shown in Figure 6, when dealing with the
scenario where the confidential portions are embedded in
nonconfidential documents, CBDLP, CBDLP-Pr, and CoBAn
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Figure 7: Performance of detecting the rephrased confidential
contents embedded in nonconfidential documents.

perform better than SVM, which can be explained as that
SVM is deceived by the scenario due to its statistics nature. As
expected, the performance of CBDLP is slightly better than
CBDLP-Pr andCoBAndue to its pruning stepwhich removes
the redundancy nodes in graph that might deteriorate the
results of detection.

In this scenario, confidential portions are extracted from
the documents defined as confidential and then embedded
in the nonconfidential documents whose length are at least
ten times larger than the extracted portions. Due to the
statistical nature, most documents containing confidential
portions are incorrectly detected as nonconfidential by SVM,
which result in dramatic decline in the accuracy of SVM.
Other than SVM, CBDLP, CBDLP-Pr, and CoBAn take the
confidential terms together with their context into account,
and most nonconfidential documents containing embedded
confidential portions are detected as confidential.

4.1.3. Rephrased Confidential Contents in Nonconfidential
Documents. The result of the third scenario is presented
in Figure 7. As shown in Figure 7, when dealing with the
scenario where the confidential contents are rephrased and
embedded in nonconfidential documents, the performance
of SVM deteriorates considerably due to its statistics nature.
Since the rephrased contents do not deviate much from its
original meaning, CBDLP, CBDLP-Pr, and CoBAn perform
well. In addition, the performance of CBDLP is better than
CBDLP-Pr andCoBAndue to its pruning stepwhich removes
the redundancy nodes in graph.

In this scenario, the rephrased confidential terms are
embedded in nonconfidential documents which confuse
SVMgreatly, andmost documents containing rephrased con-
fidential contents are incorrectly detected as nonconfidential.
Other than SVM, with the context of confidential terms
taken into account, CoBAn detects most documents contain-
ing confidential contents; however, the accuracy of CoBAn
is partially influenced by the cluster’s terms graph which
depends on the quality of clusters generated by 𝑘-means. As
a result, CBDLP clusters documents with DBSCAN which
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Figure 8:The scores of confidential documents andnonconfidential
documents.

improves the quality of clusters and the cluster’s terms graph;
meanwhile, the pruning method removes the redundancy
nodes in graph and further improves the performance of
CBDLP.

4.2. Running Time Comparisons. In this experiment, we
mixed non-confidential documents together with the three
type of confidential documents, which are the whole con-
fidential documents, the confidential contents embedded in
nonconfidential documents and the rephrased confidential
contents embedded in non-confidential documents. The
experiment is conducted by using 10 fold cross validation. To
Compare the running time of CBDLP, CBDLP-Pr, CoBAn,
and SVM, we conduct the experiment on the datasets of
different size. The result is as shown in Figure 8, the running
time of training phase and testing phase are exhibited as
line graph in which the running time of CBDLP, CBDLP-Pr,
CoBan and SVM increase as more documents are added to
the dataset. Although the additional steps of CBDLP,CBDLP-
Pr, and CoBan result in more running time than SVM needs,
their running time is still an order of magnitude; more than
that, CBDLP performs much better than SVM does.

5. Conclusion and Future Work

In this paper, we present a new method for data leakage
Prevention based on CBDLPmodel, which has the following
advantages:

(1) It clusters the documents with DBSCAN and cosine
measure which have been verified to be effective.

(2) It represents confidential terms and their context
terms in graph.

(3) It presents a pruning method based on the attribute
reduction method of rough set theory.

Up to now, some designated commercial DLP solutions
can reduce the risk of most accidental leakage; however,
they cannot provide sufficient protection against intentional

leakage. And the other DLP solutions, such as firewalls, IDS,
antimalware software, and management policies, which can
provide assistance in detection intrusion or malicious soft-
ware and enforce policies to protect data, still do not prevent
intentional leaks perfectly. To the best of our knowledge,
there might be two main future research topics on DLP, data
leakage from mobile devices and accidental data leakage by
insider.

Since accidental data leakagemay be part of a larger attack
in which their role will be mainly to activate an advanced
persistent threat inside the organization, it is expected to
continue to be one of the most challenging research topics.
And our future work will focus on accidental data leakage
in two directions. First, try to improve the efficiency and
effectiveness of CBDLP on confidential contents detection.
Second, adjust the model dynamically according to the
changes of training dataset.
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With the popularity of cloud computing, information security issues in the cloud environment are becoming more and more
prominent. As the first line of defense to ensure cloud computing security, user authentication has attracted extensive attention.
Though considerable efforts have been paid for a secure andpractical authentication scheme in cloud computing environment,most
attempts ended in failure.The design of a secure and efficient user authentication scheme for cloud computing remains a challenge
on the one hand and user’s smart card or mobile devices are of limited resource; on the other hand, with the combination of cloud
computing and the Internet ofThings, applications in cloud environments often need tomeet various security requirements and are
vulnerable to more attacks. In 2018, Amin et al. proposed an enhanced user authentication scheme in cloud computing, hoping to
overcome the identified security flaws of two previous schemes. However, after a scrutinization of their scheme, we revealed that it
still suffers from the same attacks (such as no user anonymity, no forward secrecy, and being vulnerable to offline dictionary attack)
as the two schemes they compromised. Consequently, we take the scheme of Amin et al. (2018) as a study case, we discussed the
inherent reason and the corresponding solutions to authentication schemes for cloud computing environment in detail. Next, we
not only proposed an enhanced secure and efficient scheme, but also explained the design rationales for a secure cloud environment
protocol. Finally, we applied BAN logic and heuristic analysis to show the security of the protocol and compared our scheme with
related schemes. The results manifest the superiority of our scheme.

1. Introduction

With the development of IT technology, cloud computing
has become one of the hottest research directions in recent
years. As a new type of service, cloud computing is rapidly
integrated into our daily lives with its high scalability, high
service efficiency, and low-cost charge [1]. It fundamentally
changed the traditional model of service providers providing
services and consumers’ access to resources: as a service
provider (such as Google, Microsoft, Amazon) of cloud
computing, it effectively improves the utilization of resources
by centralizing the demands; consumers not only gain the
convenience of using resources, but also reduce the using cost
through paying on demand. Therefore, more and more big

firms build their own cloud platforms and provide services,
including Google App Engine, Amazon Web services, and
IBM SmartCloud [2]. Furthermore, both the individuals
and small companies enjoy the benefits of cloud services.
Generally speaking, there are three kinds of cloud services:
(1) Iaas, Infrastructure as a Service, which means providing
user with the infrastructure such as storage and networks to
use; (2) Paas, Platform as a Service, which means providing
user with the platform to develop various applications; (3)
Saas, Software as a Service, which means providing user with
software applications [3, 4].

However, with the increasing popularity of the cloud
services, the security issues have become more prominent,
how to protect user privacy and restrict data from being
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illegally accessed has become a challenging problem and
research hotspot. The first step to solve these issues is user
authenticationwhich can verify the authenticity of communi-
cation participants. A secure user authentication scheme will
firstly verify the authenticity of the user when he/she applies
to access the cloud data; then to prevent a malicious cloud
server trick users, the validity of the cloud server should be
checked; once confirming the identity of the user and the
cloud server, a session key will be established to encrypt the
communication messages.

Generally speaking, there are three ways to authenticate
a user, which are based on the following: (1) what you
know (such as the password); (2) what you have (such as
the smart card); (3) who you are (such as the biometric
characteristic: fingerprint and iris). Due to its simplicity and
practicality, passwords have been used more widely. While
a password-based authentication protocol has natural flaws,
it cannot resist against offline dictionary guessing attacks.
Consequently, as a factor to help enhance security, the smart
card gets used [5–9]. A scheme combined two factors (such
as the password and the smart card) is called two-factor user
authentication scheme. The participants of the two-factor
authentication scheme in cloud computing environment
involves a user, a cloud server and a register authority. Note
that among the three participants, only the register authority
is trusted. At first, the user and the cloud server register to
the register authority, respectively. Then the cloud server will
send the user a smart card with some sensitive information
and negotiate a shared secret parameter with the cloud server.
Later on, when the user initiates an access request to the cloud
server in login phase, the three participants will authenticate
themselves to each other. If they all are authenticated, the user
will be allowed to access the cloud server.

Motivations. In 2013, Yang et al. [10] devoted to design a
secure authentication scheme for cloud computing environ-
ment, while their scheme is vulnerable to dictionary attack.
Then Yang et al. [11] proposed a new scheme; unfortunately,
Chen et al. [12] then showed this scheme is not secure to
insider attack and impersonation attack and proposed a new
version which once again is broken byWang et al. [13]. Wang
et al. [13] pointed out that Chen et al.’s scheme [12] is subject
to offline dictionary attack and impersonation attack. Most
recently, Amin et al. [3] identified the security weaknesses
in the schemes of Xue et al. [14] and Chuang et al. [15] by
revealing the two schemes fail to provide user anonymity and
forward secrecy while being not able to resist against offline
password guessing attack and so on.Therefore, they designed
a new scheme that claims to overcome the security flaws of
the two schemes and be secure to various attacks. However,
after a scrutinization of Amin et al.’s scheme, we found their
scheme still cannot overcome their identified security threats.

In these years, considerable efforts have been paid for a
secure and practical authentication scheme in cloud com-
puting environment, some typical schemes including [16–
19], yet most of them are found having security flaws more
or less. Designing of a secure authentication scheme for
cloud computing environment is still a challenge. With the
widespread use of cloud computing, the potential security
threats will lead to greater harm.This unsatisfactory situation

motivates us to explore the inherent reasons of the failure in
those schemes, find the basic method to fix the security flaws,
and design a robust and efficient user authentication protocol
for cloud computing environment.

Our contributions. Amin et al.’s scheme [3] is a very
typical schemewhich suffers from the common attacks, while
the scheme’s structure is widely accepted. So we take Amin et
al.’s protocol as a study case to elaborate the common issues
(and its corresponding solutions) in most authentication
schemes and provide rationales for designing a secure cloud
environment protocol. In addition, based on the analysis,
we design a secure authentication protocol. In a short, our
contributions can be summarized as follows:

(1) We demonstrated that Amin et al.’s scheme [3] fails
to achieve user anonymity and forward secrecy while
being not able to resist against offline dictionary
attack.

(2) We discussed the inherent reasons of the identified
flaws and its corresponding solutions; furthermore,
we realized the way of deploying a public key algo-
rithm rightly is challenging. Therefore, we showed the
essential points for deploying public key algorithms.

(3) We improved Amin et al.’s scheme from security
and effectiveness two aspects, proved the security
of our scheme via BAN logic and heuristic analysis
and, finally, compared our scheme with other related
schemes. The results show that our scheme is more
suitable for cloud computing environment.

The remainder of this paper is organized as follows:
Section 2 sketches complexity assumptions and extends
adversary model; then, Amin et al.’s scheme is reviewed and
analyzed in Section 3; in Section 4, we propose a secure
scheme and elaborate on design rationales; Section 5 proves
the security of our scheme; in Section 6, we compare our
scheme with other related schemes; finally, the conclusion is
drawn in Section 7.

2. Preliminary

This section introduces the preliminary of the whole paper,
including complexity assumptions in designing a scheme and
some notations and abbreviations.

2.1. Computational Problems. Given two large primes 𝑝 and
𝑞, let F𝑝 be a finite field, 𝐸/F𝑝 be an elliptic curve over F𝑝, and
G be a 𝑞-order subgroup of 𝐸/F𝑝. For 𝛼, 𝛽 ∈ 𝑍

∗
𝑝 and a point 𝑃

inG, we can define the discrete logarithm problem as follows:

(1) Elliptic curve discrete logarithm (ECDL) problem:
given (𝑃, 𝛼𝑃), it is impossible to compute 𝛼 within
polynomial time.

(2) Elliptic curve computationalDiffie-Hellman (ECCDH)
problem: given (𝛼𝑃,𝛽𝑃), it is impossible to compute
𝛼𝛽𝑃 within polynomial time.

2.2. Adversary Models. Understanding the adversary models
is the most basic step to design and analyze a protocol. In
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Table 1: Notations and abbreviations.

Symbol Description
𝑈𝑖 𝑖𝑡ℎ user
𝐶𝑆𝑗 𝑗𝑡ℎ cloud server
𝑅𝐴 the register authority
A the adversary
𝑥 the long term secret key of 𝑅𝐴
𝑦 the secret key of 𝑅𝐴
𝐼𝐷𝑖 identity of 𝑈𝑖
𝑃𝑊𝑖 password of 𝑈𝑖
𝑆𝐼𝐷𝑗 identity of 𝐶𝑆𝑗
𝑆𝑘𝑒𝑦𝑗 shared key between 𝐺𝑘 and 𝐶𝑆𝑗
⊕ bitwise XOR operation
‖ concatenation operation
ℎ(⋅) one-way hash function
→ a common channel
⇒ a secure channel

2015, Wang et al. [20] proposed the capabilities of adversary
in distributed systems: (1) exhaust passwords and identities;
(2) learn 𝐼𝐷𝑖 when evaluating security strength; (3) control
of the open communication channel; (4) learn 𝑃𝑊𝑖 or extract
information in the smart card; (5) acquire previous session
keys; (6) know the long-term secret key 𝑥 when considering
forward secrecy. As both the distributed systems and the
cloud computing systems have similar network environment,
their adversary models are also similar too. Therefore, we
adopt Wang et al.’s adversary models [20] which have been
accepted by various schemes [21–23].

2.3. Notations and Abbreviations. As shown in Table 1, we
summarize the notations and abbreviations used in this
paper.

3. Cryptanalysis of Amin et al.’s Scheme

After identifying the security pitfalls in other two user
authentication schemes, Amin et al. [3] attempted to design a
new light weight protocol in cloud computing environment.
After analyzing their schemeusingAVISPA tool, they claimed
the new scheme achieves forward security while being resist-
ant to various attacks. However, this section will show that,
under the assumptions on adversary capabilities in Section
2.2, their scheme cannot provide forward securitywhile being
subject to two kinds of offline dictionary attacks [27] and so
on. Thus their scheme is not a truly two-factor scheme. To
address these issues, this section first reviews the scheme of
Amin et al. and then analyzes Amin et al.’s scheme [3].

3.1. Review of Amin et al.’s Scheme. This section briefly
reviews the scheme of Amin et al. [3]; their scheme consists
of five phases. As the password change phase and identity
update phase have little relevance, we omit them. Further-
more, we adjust some symbols of their scheme for the ease
of reading and the unity of the paper.

Registration Phase

(1) Cloud Server Registration Phase

Step 1. 𝐶𝑆𝑗 ⇒ 𝑅𝐴: {𝑆𝐼𝐷𝑗, 𝑑}. 𝑑 is a random number.

Step 2. 𝑅𝐴 ⇒ 𝐶𝑆𝑗: {𝑆𝑘𝑒𝑦𝑗}. 𝑅𝐴 computes 𝑃𝑆𝐼𝐷𝑗 = ℎ(𝑆𝐼𝐷𝑗 ‖
𝑑), 𝑆𝑘𝑒𝑦𝑗 = ℎ(𝑃𝑆𝐼𝐷𝑗 ‖ 𝑦).

Step 3. 𝐶𝑆𝑗 keeps {𝑆𝑘𝑒𝑦𝑗, 𝑑}.

(2) User Registration Phase

Step 1. 𝑈𝑖 ⇒ 𝑅𝐴: {𝐴 𝑖, 𝑃𝐼𝐷𝑖}. 𝐴 𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑏1), 𝑃𝐼𝐷𝑖 =
ℎ(𝐼𝐷𝑖 ‖ 𝑏2), 𝑏𝑏𝑖 = 𝑏2 ⊕𝐴 𝑖 where 𝑏1, 𝑏2 are two random number
chosen by 𝑈𝑖.

Step 2. 𝑅𝐴 ⇒ 𝑈𝑖: smart card {𝐶𝑖, 𝐸𝑖, 𝑏𝑏𝑖, 𝐷𝑃, ℎ(⋅)}. 𝑅𝐴
calculates 𝐶𝑖 = ℎ(𝐴 𝑖 ‖ 𝑃𝐼𝐷𝑖), 𝐷𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥), 𝐸𝑖 =𝐷𝑖 ⊕ 𝐴 𝑖.

Step 3. 𝑈𝑖 inputs 𝐷𝑃, 𝑏𝑏𝑖 into the card where 𝐷𝑃 = ℎ(𝐼𝐷𝑖 ‖
𝑃𝑊𝑖) ⊕ 𝑏1.

Login and Authentication Phase

Step 1. 𝑈𝑖 → 𝐶𝑆𝑗: {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑆𝑖}. After 𝑈𝑖 inputs 𝐼𝐷𝑖
and 𝑃𝑊𝑖, the card computes 𝑏∗1 = 𝐷𝑃 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊

∗
𝑖 ), 𝐴

∗
𝑖

= ℎ(𝑃𝑊∗𝑖 ‖ 𝑏
∗
1 ), 𝑏

∗
2 = 𝑏𝑏𝑖 ⊕ 𝐴

∗
𝑖 , 𝑃𝐼𝐷

∗
𝑖 = ℎ(𝐼𝐷

∗
𝑖 ‖ 𝑏

∗
2 ), 𝐶

∗
𝑖 =

ℎ(𝐴∗𝑖 ‖ 𝑃𝐼𝐷
∗
𝑖 ). If (𝐶

∗
𝑖 == 𝐶𝑖), the card produces a random

number𝑁𝑖 (128 bit) and computes𝐷𝑖 = 𝐸𝑖⊕𝐴 𝑖,𝐺𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖
𝑆𝐼𝐷𝑗 ‖ 𝑁𝑖 ‖ 𝑇𝑆𝑖 ‖ 𝐷𝑖), 𝐹𝑖 =𝐷𝑖 ⊕ 𝑁𝑖, 𝑍𝑖 = 𝑆𝐼𝐷𝑗 ⊕ ℎ(𝐷𝑖 ‖ 𝑁𝑖).

Step 2. 𝐶𝑆𝑗 → 𝑅𝐴: {𝐽𝑖, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑆𝑖, 𝑇𝑆𝑗}.
𝐶𝑆𝑗 first checks (𝑇𝑆𝑗 − 𝑇𝑆𝑖 < Δ𝑇), then selects a 128 bit
random number 𝑁𝑗, and computes 𝐽𝑖 = 𝑆𝑘𝑒𝑦𝑗 ⊕ 𝑁𝑗, 𝐾𝑖 =
ℎ(𝑁𝑗 ‖ 𝑆𝑘𝑒𝑦𝑗 ‖ 𝐺𝑖 ‖ 𝑇𝑆𝑗).
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Step 3. 𝑅𝐴 → 𝐶𝑆𝑗: {𝑃𝑐𝑠, 𝑅𝑐𝑠, 𝑄𝑐𝑠, 𝑉𝑐𝑠}. 𝑅𝐴 checks (𝑇𝑆𝑐𝑠 −
𝑇𝑆𝑗 < Δ𝑇

∗) and computes 𝐷𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥), 𝑁
∗
𝑖 = 𝐹𝑖 ⊕ 𝐷𝑖,

𝑆𝐼𝐷∗𝑗 = 𝑍𝑖 ⊕ ℎ(𝐷𝑖 ‖ 𝑁
∗
𝑖 ), 𝐺

∗
𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷

∗
𝑗 ‖ 𝑁

∗
𝑖 ‖ 𝐷𝑖 ‖

𝑇𝑆𝑖).
If (𝐺∗𝑖 == 𝐺𝑖), compute 𝑆𝑘𝑒𝑦∗𝑗 = ℎ(𝑃𝑆𝐼𝐷𝑗 ‖ 𝑦), 𝑁

∗
𝑗 =

𝑆𝑘𝑒𝑦∗𝑗 ⊕ 𝐽𝑖, 𝐾
∗
𝑖 = ℎ(𝑆𝑘𝑒𝑦

∗
𝑗 ‖ 𝑁

∗
𝑗 ‖ 𝐺𝑖 ‖ 𝑇𝑆𝑗).

If (𝐾∗𝑖 == 𝐾𝑖), compute 𝑃𝑐𝑠 =𝑁𝑗 ⊕ 𝑁𝑐𝑠 ⊕ ℎ(𝑁𝑖 ‖ 𝐷𝑖), 𝑅𝑐𝑠
=𝑁𝑖 ⊕ 𝑁𝑐𝑠 ⊕ ℎ(𝑆𝑘𝑒𝑦

∗
𝑗 ‖ 𝑁

∗
𝑗 ), 𝑆𝐾𝑐𝑠 = ℎ(𝑁𝑖 ⊕ 𝑁𝑗 ⊕ 𝑁𝑐𝑠), 𝑄𝑐𝑠 =

ℎ((𝑁𝑗 ⊕ 𝑁𝑐𝑠) ‖ 𝑆𝐾𝑐𝑠), 𝑉𝑐𝑠 = ℎ((𝑁𝑖 ‖ 𝑁𝑐𝑠) ‖ 𝑆𝐾𝑐𝑠)

Step 4. 𝐶𝑆𝑗 → 𝑈𝑖: {𝑃𝑐𝑠, 𝑄𝑐𝑠}. 𝐶𝑆𝑗 computes𝑊𝑗 = ℎ(𝑆𝑘𝑒𝑦𝑗 ‖
𝑁𝑗), 𝑁𝑖 ⊕ 𝑁𝑐𝑠 = 𝑅𝑐𝑠 ⊕ 𝑊𝑗, 𝑆𝐾𝑗 = ℎ(𝑁𝑖 ⊕ 𝑁𝑐𝑠 ⊕ 𝑁𝑗), 𝑉

∗
𝑐𝑠 =

ℎ((𝑁𝑖 ⊕ 𝑁𝑐𝑠) ‖ 𝑆𝐾𝑗). If (𝑉
∗
𝑐𝑠 ̸= 𝑉𝑐𝑠), send ⟨𝑃𝑐𝑠, 𝑄𝑐𝑠⟩ to 𝑈𝑖.

Step 5. 𝑈𝑖 computes 𝐿 𝑖= ℎ(𝑁𝑖 ‖ 𝐷𝑖),𝑁𝑗 ⊕ 𝑁𝑐𝑠 = 𝑃𝑐𝑠 ⊕ 𝐿 𝑖, 𝑆𝐾𝑖
= ℎ(𝑁𝑗⊕𝑁𝑐𝑠⊕𝑁𝑖),𝑄

∗
𝑐𝑠 = ℎ((𝑁𝑗⊕𝑁𝑐𝑠) ‖ 𝑆𝐾𝑖). If (𝑄

∗
𝑐𝑠 == 𝑄𝑐𝑠),

the whole authentication phase finishes successfully.

3.2. Cryptanalysis of Amin et al.’s Scheme. Amin et al.’s scheme
[3] does not point out the adversarial model, while, according
to their attack on the scheme of Xue et al. [14] and Chuang
et al. [15], we can infer their adversary model which is
included into our model (see Section 2.2). Although Amin
et al.’s scheme [3] provides many admirable features, such as
changing password locally and high efficiency, it still suffers
from various attacks like most authentication protocol in
cloud computing environment. Therefore, their scheme is a
typical case to show the security threat in cloud environment.
Through Amin et al.’s scheme, we can get insight into the
inherent reasons of the failure in other authentication pro-
tocols for cloud and, based on it, learn to design a secure one.
In brief, this section, on one hand, demonstrates that Amin
et al.’s scheme [3] is vulnerable to various attacks and, on the
other hand, indicates the failure reasons of their scheme.

Off-Line Dictionary Attack I. (i)�e adversary’s capability: it
obtains the message {𝐶𝑖, 𝐸𝑖, 𝑏𝑏𝑖, 𝐷𝑃} in 𝑈𝑖’s smart card.

(ii) �e attack steps:the steps are as follows.

Step 1. Guess 𝑃𝑊𝑖 to be 𝑃𝑊∗𝑖 , 𝐼𝐷𝑖 to be 𝐼𝐷∗𝑖 . Note that, it
is quite realistic for A to obtain the password and identity
simultaneously, because their spaces are limited [28].

Step 2. Compute 𝑏∗1 =𝐷𝑃 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊
∗
𝑖 ).

Step 3. Compute 𝐴∗𝑖 = ℎ(𝑃𝑊
∗
𝑖 ‖ 𝑏

∗
1 ).

Step 4. Compute 𝑏∗2 = 𝑏𝑏𝑖 ⊕ 𝐴
∗
𝑖 .

Step 5. Compute 𝑃𝐼𝐷∗𝑖 = ℎ(𝐼𝐷
∗
𝑖 ‖ 𝑏

∗
2 ).

Step 6. Compute 𝐶∗𝑖 = ℎ(𝐴
∗
𝑖 ‖ 𝑃𝐼𝐷

∗
𝑖 ).

Step 7. Verify the correctness of 𝑃𝑊𝑖 and 𝐼𝐷𝑖 by checking if
(𝐶∗𝑖

?
 𝐶𝑖).

Step 8. Repeat steps 1 ∼ 6 until the correct values of 𝑃𝑊𝑖 and
𝐼𝐷𝑖 are found.

(iii)�e time complexity:O(|D𝑝𝑤| ∗ |D𝑖𝑑| ∗ 4𝑇𝐻), where
𝑇𝐻 is the time of hash-function.

Remark.Generally speaking, achieving two-factor security is
the most essential requirement of a two-factor authentication
protocol; that is, any one of the factors being broken will
not trigger the security of another factor, which in turn
threatens the entire system. In recent years, many protocols
have tried to propose a secure two-factor security protocol,
but most have failed. It was not until the work of Ma et al.
[29] and Wang et al. [20, 30] did such a stagnant situation
completely changed. In 2012, Ma et al. [29] pointed out that
public key algorithm is necessary to design a secure two-
factor authentication scheme; in 2015, Wang et al. [20] found
that there is a conflict between changing password locally
and resisting against smart card loss attack under the current
technique; therefore, Wang et al. [30] put forward a way of
“honeywords”+“fuzzy-verifier” to solve the conflict; in 2016,
Wang et al. [27] further pointed out that there are two offline
dictionary attacks and then combined with the results of [29,
30] and matched the corresponding solutions for each attack.

In this paper, we follow the classification method of
Wang et al. [27] and demonstrate that Amin et al.’s scheme
[3] cannot resist against the two kinds of dictionary attack.
Looking back at the above attack process, we can find that the
key to the problem is thatA can find the verification value 𝐶𝑖
to check the correctness of the guessed result. According to
Wang et al. [30], this issue can be settled with the integration
of “fuzzy-verifier” and “honeywords”: let 𝐶𝑖 = ℎ(𝐴 𝑖 ‖ 𝑃𝐼𝐷𝑖 ‖
𝐷𝑖)mod 𝑛0 where 𝑛0 is a integer (2

4 ≤ 𝑛0 ≤ 2
8). The detailed

explanation on thismethod can be found in Section IV of [30]
or Section 5.2 of this paper.

Off-Line Dictionary Attack II. (i) �e adversary’s capabil-
ity: (1) it eavesdrops on one of 𝑈𝑖’s login requests {𝐺𝑖, 𝐹𝑖, 𝑍𝑖,
𝑃𝐼𝐷𝑖, 𝑇𝑆𝑖} and (2) obtains the message {𝐶𝑖, 𝐸𝑖, 𝑏𝑏𝑖, 𝐷𝑃} in𝑈𝑖’s
smart card.

(ii) �e attack steps:the steps are as follows.

Step 1. Guess 𝑃𝑊𝑖 to be 𝑃𝑊
∗
𝑖 , 𝐼𝐷𝑖 to be 𝐼𝐷

∗
𝑖 .

Step 2. Compute 𝑏∗1 =𝐷𝑃 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊
∗
𝑖 ).

Step 3. Compute 𝐴∗𝑖 = ℎ(𝑃𝑊
∗
𝑖 ‖ 𝑏

∗
1 ).

Step 4. Compute 𝐷∗𝑖 = 𝐸𝑖 ⊕ 𝐴
∗
𝑖 .

Step 5. Compute𝑁∗𝑖 = 𝐹𝑖 ⊕ 𝐷
∗
𝑖 .

Step 6. Compute 𝐺∗𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁
∗
𝑖 ‖ 𝑇𝑆𝑖 ‖ 𝐷

∗
𝑖 ).

Note that Amin et al. [3] view 𝑆𝐼𝐷𝑗 as a secret only known to
the legitimate user. However, it not practical: A at least can
register as a legitimate user to get 𝑆𝐼𝐷𝑗.

Step 7. Verify the correctness of 𝑃𝑊𝑖 and 𝐼𝐷𝑖 by checking if
(𝐺∗𝑖 == 𝐺𝑖).

Step 8. Repeat steps 1 ∼ 6 until the correct values of 𝑃𝑊𝑖 and
𝐼𝐷𝑖 are found.

(iii) �e time complexity:O(|D𝑝𝑤| ∗ |D𝑖𝑑| ∗ 3𝑇𝐻).
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Remark. In this attack, the pivotal parameter is 𝐺𝑖. To adver-
sary A, the only challenge in computing 𝐺𝑖 is the value of
𝐷𝑖 which can be derived from (𝐼𝐷𝑖, 𝑃𝑊𝑖), so onceA guesses
the value of (𝐼𝐷𝑖, 𝑃𝑊𝑖), he/she can check the correctness of
them via 𝐺𝑖. Now considering a situation where 𝐺𝑖 consists
of the secret shared 𝐷𝑖 and an another nonpublic dynamic
parameter which should not be derived from (𝐼𝐷𝑖, 𝑃𝑊𝑖). In
this situation, A cannot use 𝐺𝑖 to check the guessed value
anymore, since there is another uncertain parameter besides
𝐷𝑖. Consequently, constructing such a dynamic parameter
which is known to𝑈𝑖 and𝑅𝐴 is our critical step to address this
attack. Taking into account the fact that Ma et al.’s emphasizes
[29] on the necessity of lightweight public-key algorithm in
designing a secure authentication protocol, we then apply a
lightweight public-key algorithm to construct such a dynamic
parameter. In addition, our specific ideas on solving this
attack are shown in Section 4.

User anonymity: these days user anonymity has become
one of the security issues that people are widely concerned
about, especially in the case of cloud computing and the
Internet of Things that involve massive data. The adversary
can acquire people’s sensitive personal information via var-
ious ways including analyzing the session transcript in the
open channel when the services are accessed [31]. Moreover,
with the development of the technology, the adversary may
even trace users’ movement and learn the location of their
home or company, which triggers a huge potential threat
[32]. Under these circumstances, user anonymity is a piv-
otal attribute of the authentication scheme to protect user
privacy.

Generally speaking, user anonymity covers two aspects
[31]: (1) user identity protection; (2) user untraceability. The
former requires the scheme does not expose users’ identity;
and the latter prevents an adversary from linking the session
transcripts to a specific user or distinguishes the sessions
sent by different users. This definition on user anonymity is
widely applied inmost authentication schemes [8, 24, 33, 34].
Unfortunately, in Amin et al.’s scheme, the parameter 𝑃𝐼𝐷𝑖
that identifies the user identity is a static value exposed in
the insure channel, which means the adversary can trace
𝑈𝑖 via 𝑃𝐼𝐷𝑖. Consequently, Amin et al.’s scheme cannot
provide user anonymity. As we can see, one of the keys
to achieve user anonymity is concealing the real identity
with a dynamic parameter. The way to implement this is
called dynamic-ID technique [20]. According toWang et al.’s
suggestion [31], we can employ the dynamic-ID technique
to protect user anonymity via applying a lightweight public-
key algorithm to the authentication schemes as described in
Section 4.

Forward Secrecy. (i) �e adversary’s capability: (1) it eaves-
drops on {𝐹𝑖, 𝑃𝐼𝐷𝑖} and {𝑃𝑐𝑠} and (2) obtains the long-term
key 𝑥.

(ii) �e attack steps:the steps are as follows.

Step 1. Compute 𝐷∗𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥).

Step 2. Compute𝑁∗𝑖 = 𝐹𝑖 ⊕ 𝐷
∗
𝑖 .

Step 3. Compute 𝐿∗𝑖 = ℎ(𝑁
∗
𝑖 ‖ 𝐷

∗
𝑖 ).

Step 4. Compute (𝑁𝑗 ⊕ 𝑁𝑐𝑠)
∗ = 𝐿∗𝑖 ⊕ 𝑃𝑐𝑠.

Step 5. Compute 𝑆𝐾 = ℎ((𝑁𝑗 ⊕ 𝑁𝑐𝑠)
∗) ⊕ 𝑁∗𝑖 .

(iii) �e time complexity: 𝑂(|D𝑝𝑤| ∗ |D𝑖𝑑| ∗ 3𝑇𝐻).

Remark. In Amin et al.’ scheme [3], there are two secret
keys (𝑥, 𝑦) in the register authority. We have shown that the
leakage of the long-term key 𝑥 will lead to the exposure of
previous sessions key. In the following attack, we can see that
the leakage of 𝑦 leading to the same question too. As a result,
the use of two system parameters is of little significance but
consumes resource.

(i) �e adversary’s capability: (1) it eavesdrops on
{𝐽𝑖, 𝑃𝑆𝐼𝐷𝑗} and {𝑅𝑐𝑠} and (2) obtains the secret key 𝑦.

(ii) �e attack steps:the steps are as follows.

Step 1. Compute 𝑆𝑘𝑒𝑦∗𝑗 = ℎ(𝑃𝐼𝐷𝑗 ‖ 𝑦).

Step 2. Compute𝑁∗𝑗 = 𝐽𝑖 ⊕ 𝑆𝑘𝑒𝑦
∗
𝑗 .

Step 3. Compute𝑊∗𝑗 = ℎ(𝑆𝑘𝑒𝑦∗𝑗 ‖ 𝑁𝑗).

Step 4. Compute (𝑁𝑖 ⊕ 𝑁𝑐𝑠)
∗ =𝑊∗𝑗 ⊕ 𝑅𝑐𝑠.

Step 5. Compute 𝑆𝐾 = ℎ(𝑁𝑗 ⊕ (𝑁𝑖 ⊕ 𝑁𝑐𝑠)
∗).

(iii) �e time complexity: O(|D𝑝𝑤| ∗ |D𝑖𝑑| ∗ 3𝑇𝐻).

Remark. When considering the forward secrecy, the adver-
sary almost has the same capacity with 𝑅𝐴 except that A
does not know the verifier-table. As a result, if 𝑅𝐴 can
compute the session key according to the processes of the
scheme, then A is very likely to break the session key. For
the above considerations, we do not recommend that 𝑅𝐴
have the ability to calculate session keys. To achieve this,
a public-key algorithm is suggested too [29]. In addition,
the more concrete improved methods will be explained in
Section 4.

Other flaws: using timestamps to resist replay attack
is not recommended. As we all know, due to the network
congestion, network latency, or other issues, maintaining a
consistent network clock between different systems is very
difficult, which often results in the desynchronization attacks.
As a matter of fact, many papers [20, 30] in their evaluation
criteria pointed out that a protocol using timestamps can-
not resist against desynchronization attacks. Furthermore,
determining an appropriate value of Δ𝑡 always faces many
challenges in practice: if this value is too big, a replay
attack occurs; if it is too small, a valid participant may be
stopped. Therefore, in protocol design, the use of random
numbers is usually a more recommended way. Unfortu-
nately, the timestamps method was applied in Amin et al.’s
scheme.

Insecure identity update phase: similar to the process in
“offline dictionary attack II” of Section 3.2, an adversary can
carry out an offline dictionary attack via using𝐷𝐷𝑖 or𝐷𝐷𝑠 as
the verification parameter when 𝑈𝑖 tries to update his/her
identity.
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Figure 1: User registration phase.

Figure 2: Login and authentication phase.

4. The Proposed Scheme

In this section, we design a secure, simple, and efficient user
authentication scheme for cloud computing environment (as
shown in Figures 1 and 2) which overcomes all the flaws
of Amin et al.’s scheme [3] but provides more attractive
attributes, such as updating password and identity and user
reregistering with same identity. As a matter of fact, we
improve Amin et al.’s scheme from two aspects, efficiency and
security. The designing rationales are sketched as follows.

(i) Improvements in Security. According to our discus-
sion in Section 3.2, the public-key algorithm is indispensable
to a secure two-factor user authentication scheme [20, 29, 31].
As a matter of fact, this theory has been widely accepted
by massive new authentication schemes [26, 30, 35, 36],
while the main difficulty lies in deploying the public key
algorithm properly. Consequently, we will show the subtleties
of deploying a public key algorithm in detail as follows.

Note that, as its high efficiency, the elliptic curve cryp-
tosystem has been used widely in authentication schemes
[21, 37–39]. Therefore, our scheme deploys the elliptic curve
algorithm to achieve our secure authentication scheme.
Under this circumstance, compared with Amin et al.’s scheme

[3], our scheme adds a parameter initialization process to set
the parameters of elliptic curve cryptosystem.

(1) Apply public-key algorithm to resist against offline
dictionary guessing attack II. In Section 3.2, we have
shown the pivotal point in addressing such an attack
is to add a dynamic nonpublic parameter in 𝐺𝑖. Here
we show the ideas about the way of achieving that,
to 𝑈𝑖, the shared parameter 𝐷𝑖 between 𝑅𝐴 and 𝑈𝑖 is
an outcome derived by (𝐼𝐷𝑖, 𝑃𝑊𝑖). So any parameter
based on the transform of (𝐼𝐷𝑖, 𝑃𝑊𝑖) is futile, as such
an parameter is equivalent to𝐷𝑖. While, with the help
of the public-key algorithm, 𝑈𝑖 and 𝑅𝐴 can share
a new parameter in every session. More specifically,
𝑈𝑖 can choose a random number 𝑁𝑖, compute 𝑋1 =
𝑁𝑖𝑃𝑢𝑏, 𝑋2 = 𝑁𝑖𝑃 where 𝑃𝑢𝑏 = 𝑥𝑃, then let 𝑋1 be
the dynamic parameter concealed in 𝐺𝑖. Note that, to
𝑈𝑖 and 𝑅𝐴, it is easy to compute 𝑋1, yet to A, there
is another uncertain parameter in 𝐺𝑖, which stops A
carrying out the offline dictionary attack II.

(2) Apply public-key algorithm to provide user ano-
nymity. With the help of 𝑋1, we conceal the identity
related parameter 𝑃𝐼𝐷𝑖 in 𝐹𝑖 as 𝑃𝐼𝐷𝑖 ⊕ℎ(𝑋1). Since 𝐹𝑖
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is changed with𝑁𝑖, user anonymity is provided. Note
that𝑋1 is the dynamic parameter wemention in “user
anonymity” of Section 3.2.

(3) Apply public-key algorithm to achieve forward
secrecy. We set the ECCDH problem in session key
to achieve forward secrecy as follows: let 𝑆𝐾 consist
of 𝑋3/𝑌3 where 𝑋3/𝑌3 = 𝑁𝑖𝑌2 = 𝑁𝑖𝑁𝑗𝑃 = 𝑁𝑗𝑋2, 𝑌2
= 𝑁𝑗𝑃. As a result, to the one (including 𝑅𝐴) who
does not know𝑁𝑖/𝑁𝑗, computing 𝑆𝐾 is equivalent to
solve the ECCDH problem which cannot be solve in
the polynomial time. Therefore, the forward secrecy
is achieved.

(4) Following Wang et al.’s way [30] of resisting against
offline dictionary attack I, as the detailed explanation
on this method can be found in Section IV of [30],
Section 6.2.4 of [24], or Section 5.2 of this paper, we
do not repeat here.

(ii) Improvements in Efficiency. Note that Amin et al.’s
scheme [3] only involves some hash operation, while our
scheme deploys a public-key algorithm, so the performance
of our scheme is certainly not as efficient as Amin et al.’s
scheme. However, except the increased cost of the public-
key algorithm, we try to optimize other aspects of the perfor-
mance in Amin et al.’s scheme through reducing unnecessary
parameters or calculations as follows:

(1) Reduce the number of random numbers selected by
𝑈𝑖 to one during the user registration process. In
Amin et al.’ scheme, there are two random numbers
in the smart card.While they actually can derive from
each other, in addition, the “ability” of computing
them is the same, which means they are “equiv-
alent”. As a result, using one random number is
enough, which saves the storage space and computing
resources.

(2) Reduce the number of secret keys in 𝑅𝐴. As we see
in Section 3.2, the secret key 𝑦 is of little effect in
improving the security. Furthermore, it makes the
register phase of 𝐶𝑆𝑗 and the authentication of 𝐶𝑆𝑗
more complex. Therefore, we only set one system
secret parameter and simplify the register phase of
𝐶𝑆𝑗. Such changes also bring other improvements on
computing performance.

4.1. Registration. 𝑅𝐴 selects two large primes {𝑝, 𝑞} and a
medium integer 𝑛0 (2

4 ≤ 𝑛0 ≤ 2
8). Let F𝑝 be a finite field,𝐸/F𝑝

be an elliptic curve over F𝑝, and G be a 𝑞-order subgroup of
𝐸/F𝑝, then 𝑅𝐴 chooses a point 𝑃 in G and a long-term secret
key 𝑥 ∈ 𝑍∗𝑝 and computes its public key 𝑃𝑢𝑏 as 𝑥𝑃. In our
cloud computing environment, the cloud server and the user
registration phases are conducted as follows.

For the Cloud Server 𝐶𝑆𝑗

Step 1. 𝐶𝑆𝑗 ⇒ 𝑅𝐴: {𝑆𝐼𝐷𝑗}.

Step 2. 𝑅𝐴 ⇒ 𝐶𝑆𝑗: 𝑆𝑘𝑒𝑦𝑗 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝑥).

Step 3. 𝐶𝑆𝑗 stores 𝑆𝑘𝑒𝑦𝑗 as a secret key.

For the User𝑈𝑖

Step 1. 𝑈𝑖 ⇒ 𝑅𝐴: {𝐴 𝑖, 𝑃𝐼𝐷𝑖}. A new user 𝑈𝑖 firstly selects
the password 𝑃𝑊𝑖, identity 𝐼𝐷𝑖, and a random number
𝑏𝑖 as his/her personal information and then computes the
registration parameters as follows: 𝐴 𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑏𝑖), 𝑃𝐼𝐷𝑖
= ℎ(𝐼𝐷𝑖 ‖ 𝑏𝑖), and it initiates the registration phase via
submitting the request {𝐴 𝑖, 𝑃𝐼𝐷𝑖} to 𝑅𝐴.

Step 2. 𝑅𝐴 ⇒ 𝑈𝑖: a smart card with {𝐶𝑖, 𝐸𝑖, 𝑃𝑢𝑏, 𝑛0, ℎ(⋅)}.
To guarantee the uniqueness of user identity, 𝑅𝐴 will firstly
check whether the 𝑃𝐼𝐷𝑖 has been used via traverse 𝑢𝑠𝑒𝑟− 𝑙𝑖𝑠𝑡.
If it is available, 𝑅𝐴 chooses a unique random number 𝑟𝑖
for 𝑈𝑖 and computes 𝐷𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑟𝑖), 𝐶𝑖 = ℎ(𝐴 𝑖 ‖
𝑃𝐼𝐷𝑖 ‖ 𝐷𝑖) mod 𝑛0, 𝐸𝑖 = 𝐷𝑖 ⊕ 𝐴 𝑖, then inputs 𝑈𝑖 related
parameters {𝑃𝐼𝐷𝑖, 𝑟𝑖, 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡 = 0} into 𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡. Note
that 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡 will record the number of login failures.
Finally 𝑅𝐴 accepts 𝑈𝑖’s registration through issuing him/she
a smart card with {𝐶𝑖, 𝐸𝑖, 𝑃𝑢𝑏, 𝑛0, ℎ(⋅)}.

Step 3. 𝑈𝑖 inputs𝐷𝑃 into the cardwhere𝐷𝑃= ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖)⊕
𝑏𝑖.

4.2. Login phase. As shown in Figure 1, if the user wants
to access a cloud server, 𝑈𝑖 will submit the information to
prove his/her legitimacy in login phase. If the smart card
has verified 𝑈𝑖’s legality, it initiates the access request to
𝑅𝐴 for 𝑈𝑖. In short, our login phase involves two aspects:
(1) verifying the validity of 𝑈𝑖; (2) initiating the access
request.

Step 1. 𝑈𝑖 → 𝐶𝑆𝑗: login request {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2}. 𝑈𝑖 enters
{𝐼𝐷∗𝑖 , 𝑃𝑊

∗
𝑖 }, then the smart card computes 𝑏∗𝑖 =𝐷𝑃⊕ℎ(𝐼𝐷

∗
𝑖 ‖

𝑃𝑊∗𝑖 ),𝐴
∗
𝑖 = ℎ(𝑃𝑊

∗
𝑖 ‖ 𝑏

∗
𝑖 ),𝑃𝐼𝐷

∗
𝑖 = ℎ(𝐼𝐷

∗
𝑖 ‖ 𝑏

∗
𝑖 ),𝐷

∗
𝑖 =𝐸𝑖⊕𝐴

∗
𝑖 ,

𝐶∗𝑖 = ℎ(𝐴∗𝑖 ‖ 𝑃𝐼𝐷
∗
𝑖 ‖ 𝐷

∗
𝑖 ) mod 𝑛0. The card compares 𝐶∗𝑖

with the stored 𝐶𝑖 to verify the valid 𝑈𝑖. If 𝐶
∗
𝑖 ̸= 𝐶𝑖, exit the

session.

Step 2. Otherwise, the card accepts 𝑈𝑖’s legitimacy and
initiates an access request for 𝑈𝑖: select a random number
𝑁𝑖 ∈ [1, 𝑞 − 1), computes 𝑋1 = 𝑁𝑖𝑃𝑢𝑏, 𝑋2 = 𝑁𝑖𝑃, 𝐺𝑖 =
(𝑃𝐼𝐷∗𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑋1 ‖ 𝐷

∗
𝑖 ), 𝐹𝑖 = 𝑃𝐼𝐷

∗
𝑖 ⊕ ℎ(𝑋1 ‖ 𝑋2),

𝑍𝑖 = 𝑆𝐼𝐷𝑗 ⊕ ℎ(𝐷
∗
𝑖 ‖ 𝑋2), finally transmits {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2} to

𝐶𝑆𝑗.

4.3. Authentication Phase. Once getting the access request,
the 𝐶𝑆𝑗 will do some calculation to embed its unique
parameters and transmit the request to 𝑅𝐴 for it is unable to
check the authenticity of the request. Then 𝑅𝐴 will check the
validity of the user and the cloud server, respectively, and help
them to negotiate the session key. The whole authentication
steps are as follows.

Step 1. 𝐶𝑆𝑗 → 𝑅𝐴: {𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2}. 𝐶𝑆𝑗 selects
a random number𝑁𝑗, computes𝑌1 =𝑁𝑗𝑃𝑢𝑏,𝑌2 =𝑁𝑗𝑃, 𝑃𝐼𝐷𝑗
= 𝑆𝐼𝐷𝑗 ⊕ 𝑌1, 𝐾𝑖 = ℎ(𝑌1 ‖ 𝑆𝑘𝑒𝑦𝑗 ‖ 𝐺𝑖 ‖ 𝑋2 ‖ 𝑍𝑖), then it sends
{𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2} to 𝑅𝐴.
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Step 2. 𝑅𝐴 → 𝐶𝑆𝑗: {𝑉𝑐𝑠, 𝑄𝑐𝑠}. 𝑅𝐴 will firstly verify 𝑈𝑖 via
computing the predefined shared parameter𝐷𝑖 and potential
shared secret parameters𝑋1:𝑋


1 = 𝑥𝑋2,𝑃𝐼𝐷


𝑖 = 𝐹𝑖⊕ℎ(𝑋


1),𝐷


𝑖

= ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑟𝑖) where 𝑟𝑖 is retrieved from the 𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡
through 𝑃𝐼𝐷𝑖 , 𝑆𝐼𝐷


𝑗 = 𝑍𝑖 ⊕ ℎ(𝐷


𝑖 ‖ 𝑋2). If 𝑈𝑖’s 𝐻𝑜𝑒𝑛𝑦 − 𝐿𝑖𝑠𝑡

exceeds a predetermined secure value or the received 𝐺𝑖 ̸=
(𝑃𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷


𝑗 ‖ 𝑋


1 ‖ 𝐷


𝑖 ),𝑅𝐴 views𝑈𝑖 as an adversary and let

𝐻𝑜𝑒𝑛𝑦−𝐿𝑖𝑠𝑡=𝐻𝑜𝑒𝑛𝑦−𝐿𝑖𝑠𝑡+1 (if it exceeds the preset value,
𝑅𝐴 will suspend the card till 𝑈𝑖 reregisters), then rejects the
request.

Otherwise, 𝑅𝐴 will continue to verify the authenticity
of the cloud server as follows: calculate 𝑌1 = 𝑥𝑌2, 𝑆𝐼𝐷


𝑗 =

𝑃𝑆𝐼𝐷𝑗 ⊕ 𝑌1. If 𝑆𝐼𝐷

𝑗 ̸= 𝑆𝐼𝐷𝑗, exit (𝑅𝐴 thinks 𝐶𝑆𝑗 is not

the server which 𝑈𝑖 actually desires to access); otherwise,
continue to compute 𝑆𝑘𝑒𝑦𝑗 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝑥), 𝐾


𝑖 = ℎ(𝑌1 ‖

𝑆𝑘𝑒𝑦𝑗 ‖ 𝐺𝑖 ‖ 𝑋2 ‖ 𝑍𝑖). Finally, 𝑅𝐴 tests the authenticity

of 𝐶𝑆𝑗 by checking whether 𝐾

𝑖

?
 𝐾𝑖. If they are not equal,

𝐶𝑆𝑗 does not pass 𝑅𝐴’s authentication, the session will be
terminated.

Otherwise, 𝑅𝐴 authenticates 𝐶𝑆𝑗 and then help them to
establish the session key as follows: computes 𝑉𝑐𝑠 = ℎ(𝑌


1 ‖

𝑌2 ‖ 𝑆𝑘𝑒𝑦

𝑗 ‖ 𝑋2), 𝑄𝑐𝑠 = ℎ(𝑋


1 ‖ 𝑋2 ‖ 𝐷𝑖|𝑌2), then responds

{𝑉𝑐𝑠, 𝑄𝑐𝑠} to 𝐶𝑆𝑗.
Note that 𝑉𝑐𝑠 and 𝑄𝑐𝑠 are used to 𝐶𝑆𝑗 and 𝑈𝑖, respectively.

They are used to verify the authenticity of 𝑅𝐴 and then
convince 𝐶𝑆𝑗/𝑈𝑖 that 𝑋2/𝑌2 is truly generated by 𝑈𝑖/𝐶𝑆𝑗.

Step 3. 𝐶𝑆𝑗 → 𝑈𝑖: {𝑌2, 𝑄𝑐𝑠}. 𝐶𝑆𝑗 computes 𝑉∗𝑐𝑠 = ℎ(𝑌1 ‖ 𝑌2 ‖

𝑆𝑘𝑒𝑦𝑗 ‖ 𝑋2), then check whether 𝑉∗𝑐𝑠
?
 𝑉𝑐𝑠. If the equa-

tion is not satisfied, 𝐶𝑆𝑗 rejects 𝑈𝑖’s request. Otherwise, 𝐶𝑆𝑗
believes that 𝑈𝑖 is a legitimate user who generates 𝑋2, then
𝐶𝑆𝑗 computes the session key as 𝑆𝐾𝑗 = ℎ(𝑌2 ‖ 𝑋2 ‖
𝑌3) where 𝑌3 = 𝑁𝑗𝑋2. Finally, 𝐶𝑆𝑗 transmits {𝑌2, 𝑄𝑐𝑠} to
𝑈𝑖.

Step 4. On receiving this message, 𝑈𝑖 will firstly check the
valid of 𝑅𝐴 via comparing ℎ(𝑋1 ‖ 𝑋2 ‖ 𝐷

∗
𝑖 ‖ 𝑌2)

with the received 𝑄𝑐𝑠. If they are equal, 𝑈𝑖 trusts 𝑅𝐴 and
𝐶𝑆𝑗, then he/she computes their shared session key as 𝑋3
= 𝑁𝑖 ⋅ 𝑌2 (= 𝑁𝑖 ⋅ (𝑁𝑗 ⋅ 𝑃) = 𝑌3), 𝑆𝐾𝑖 = ℎ(𝑌2 ‖ 𝑋2 ‖
𝑋3). Till now, the authentication phase finishes success-
fully.

4.4. Password Change Phase. Considering the security and
user friendliness, our password change phase is conducted
locally, which guarantees the efficiency. In other words, the
user can change his/her password freely even when he/she
does not connect the Internet. All in all, our password change
phase is performed as follows.

Step 1. 𝑈𝑖 enters 𝐼𝐷𝑖, 𝑃𝑊𝑖, and new password 𝑃𝑊𝑛𝑒𝑤𝑖 .

Step 2. The smart card verified 𝑈𝑖’s authenticity as step 1 of
Section 4.2. If 𝑈𝑖 is authenticated, the card will carry out the
password change process as step 3; otherwise, the card will
reject this request.

Step 3. The smart card computes some new parameters for
new password as follows: 𝐴𝑛𝑒𝑤𝑖 = ℎ(𝑃W𝑛𝑒𝑤

𝑖 ‖ 𝑏∗𝑖 ), 𝐸
𝑛𝑒𝑤
𝑖 =

𝐸𝑖⊕𝐴
∗
𝑖 ⊕𝐴

𝑛𝑒𝑤
𝑖 ,𝐷𝑃𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊

𝑛𝑒𝑤
𝑖 )⊕𝑏∗𝑖 ,𝐶

𝑛𝑒𝑤
𝑖 = ℎ(𝐴𝑛𝑒𝑤𝑖 ‖

𝑃𝐼𝐷∗𝑖 ‖ 𝐷
∗
𝑖 ) mod 𝑛0. Note that 𝑏

∗
𝑖 , 𝐴

∗
𝑖 , 𝐷

∗
𝑖 , 𝑃𝐼𝐷

∗
𝑖 is acquired

in step 2. Finally, replace {𝐶𝑖, 𝐸𝑖, 𝐷𝑃} with {𝐶𝑛𝑒𝑤𝑖 , 𝐸
𝑛𝑒𝑤
𝑖 ,

𝐷𝑃𝑛𝑒𝑤}.

4.5. Identity Update Phase. Considering the following occa-
sions, a user sets the phone number as his/her identity, then
when the phone number is changed, the user may also want
to update the identity. Therefore, similar to password change,
the user also needs to change the identity in practice, although
it happens less often. Thus we provide the identity update
phase as follows.

Step 1. 𝑈𝑖 enters 𝐼𝐷𝑖, 𝑃𝑊𝑖, and new password 𝐼𝐷𝑛𝑒𝑤𝑖 .

Step 2. The smart card verified 𝑈𝑖’s authenticity as step
1 of Section 4.2. If 𝑈𝑖 is not authenticated, the card will
reject the request; otherwise the identity update process
proceeds.

Step 3. As the 𝑃𝐼𝐷𝑖 stored in 𝑅𝐴 is related to 𝐼𝐷𝑖, the
identity update phase involves the interaction with 𝑅𝐴. On
this occasion, the smart card submits {𝑋2, 𝐺𝑖, 𝐹𝑖, 𝑁𝑃𝐼𝐷𝑖} to
𝑅𝐴 for requesting update identity, where 𝑁𝑖 is a random
number, 𝑋1 = 𝑁𝑖𝑃𝑢𝑏, 𝑋2 = 𝑁𝑖𝑃, 𝐺𝑖 = ℎ(𝑃𝐼𝐷

∗
𝑖 ‖ 𝑋1 ‖ 𝐷

∗
𝑖 ‖

𝑃𝐼𝐷𝑛𝑒𝑤𝑖 ), 𝐹𝑖 = 𝑃𝐼𝐷
∗
𝑖 ⊕ ℎ(𝑋1 ‖ 𝑋2), 𝑃𝐼𝐷

𝑛𝑒𝑤
𝑖 = ℎ(𝐼𝐷𝑛𝑒𝑤𝑖 ‖ 𝑏∗𝑖 ),

𝑁𝑃𝐼𝐷𝑖 = 𝑃𝐼𝐷
𝑛𝑒𝑤
𝑖 ⊕ ℎ(𝑋1 ‖ 𝑋2).

Step 4. 𝑅𝐴 shall verify the valid of 𝑈𝑖 as follows: compute𝑋1
= 𝑥𝑋2, 𝑃𝐼𝐷


𝑖 = 𝐹𝑖 ⊕ ℎ(𝑋


1), 𝐷


𝑖 = ℎ(𝑃𝐼𝐷


𝑖 ‖ 𝑥 ‖ 𝑟𝑖) where 𝑟𝑖

is from 𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡, 𝑃𝐼𝐷𝑛𝑒𝑤


𝑖 = 𝑁𝑃𝐼𝐷𝑖 ⊕ ℎ(𝑋1 ‖ 𝑋2). If the
𝐻𝑜𝑒𝑛𝑦 − 𝐿𝑖𝑠𝑡 exceeds a predetermined value or the received
𝐺𝑖 ̸= (𝑃𝐼𝐷


𝑖 ‖ 𝑋


1 ‖ 𝐷

∗
𝑖 ‖ 𝑃𝐼𝐷

𝑛𝑒𝑤

𝑖 ), 𝑅𝐴 rejects the request
and sets𝐻𝑜𝑒𝑛𝑦−𝐿𝑖𝑠𝑡 =𝐻𝑜𝑒𝑛𝑦−𝐿𝑖𝑠𝑡+ 1. Once it exceeds the
preset value, suspend the card.

Otherwise, 𝑅𝐴 updates 𝑃𝐼𝐷𝑖 with 𝑃𝐼𝐷
𝑛𝑒𝑤

𝑖 in 𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡
and sends {𝑀𝑐𝑠,𝑁𝐷𝑖} to 𝑈𝑖 where𝑀𝑐𝑠 = ℎ(𝑃𝐼𝐷

𝑛𝑒𝑤

𝑖 ‖ 𝑃𝐼𝐷𝑖 ‖

𝐷𝑖 ‖ 𝑋

1), 𝐷

𝑛𝑒𝑤
𝑖 = ℎ(𝑃𝐼𝐷𝑛𝑒𝑤



𝑖 ‖ 𝑥),𝑁𝐷𝑖 =𝐷
𝑛𝑒𝑤
𝑖 ⊕ ℎ(𝑋1).

Step 5. After receiving𝑀𝑐𝑠 from 𝑅𝐴, the smart card authen-
ticates 𝑅𝐴 via testing𝑀𝑐𝑠

?
 ℎ(𝑃𝐼𝐷𝑛𝑒𝑤𝑖 ‖ 𝑃𝐼𝐷∗𝑖 ‖ 𝐷

∗
𝑖 ‖ 𝑋1). If

the equation does not hold, exit the session; otherwise, finish
the identity update process: 𝐷𝑃𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑛𝑒𝑤𝑖 ‖ 𝑃𝑊𝑖) ⊕ 𝑏

∗
𝑖 ,

𝐷𝑛𝑒𝑤


𝑖 = 𝑁𝐷𝑖 ⊕ ℎ(𝑋1), 𝐸
𝑛𝑒𝑤
𝑖 = 𝐷𝑛𝑒𝑤



𝑖 ⊕ 𝐴∗𝑖 , 𝐶
𝑛𝑒𝑤
𝑖 = ℎ(𝐴∗𝑖 ‖

𝑃𝐼𝐷𝑛𝑒𝑤𝑖 ‖ 𝐷𝑛𝑒𝑤


𝑖 ) mod 𝑛0. Finally, replace {𝐶𝑖, 𝐸𝑖, 𝐷𝑃} with
{𝐶𝑛𝑒𝑤𝑖 , 𝐸

𝑛𝑒𝑤
𝑖 , 𝐷𝑃

𝑛𝑒𝑤}.

4.6. Re-Register Phase. If 𝑈𝑖’s smart card is suspended, then
he/she shall reregister to 𝑅𝐴:

Step 1. 𝑈𝑖 ⇒ 𝑅𝐴: {𝐴 𝑖, 𝑃𝐼𝐷𝑖, 𝑟𝑒 − 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟}.

Step 2. 𝑅𝐴 firstly finds 𝑃𝐼𝐷𝑖 in𝑈𝑠𝑒𝑟−𝑙𝑖𝑠𝑡 and checks whether
𝑈𝑖’s card is suspended. If so, 𝑅𝐴 accepts the request and
performs the register phase as Section 4.1.
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5. Security Analysis

In this section, we analyze the security of our scheme via two
popular methods. The results demonstrate that our protocol
is secure and effective for the cloud computing environment.

5.1. Formal Analysis Based on BAN Logic. In this section, we
apply the BAN logic [40] which is a widely accepted way to
analyze the design logic and security of the authentication
scheme. Its particular notions to depict protocols are shown
in Table 2.

In BAN logic, the goals of our authentication scheme are
defined as follows:

(i) Goal 1: 𝑈𝑖 |≡ 𝐶𝑆𝑗 |≡ (𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗).

(ii) Goal 2:𝑈𝑖 |≡ (𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗).

(iii) Goal 3: 𝐶𝑆𝑗 |≡ 𝑈𝑖 |≡ (𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗).

(iv) Goal 4: 𝐶𝑆𝑗 |≡ (𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗).

According to the proof steps in BAN logic, we redescribe our
scheme into an idealized form:

(i) 𝑀𝑒𝑠𝑠𝑎𝑔𝑒1: 𝑈𝑖 → 𝐶𝑆𝑗: ⟨𝑋2, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑈𝑖
𝑋1
←→

𝑅𝐴⟩
𝑈𝑖
𝐷𝑖
←→𝑅𝐴

.

(ii) 𝑀𝑒𝑠𝑠𝑎𝑔𝑒2: 𝐶𝑆𝑗 → 𝑅𝐴:
⟨𝑀𝑒𝑠𝑠𝑎𝑔𝑒1 , 𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗⟩

𝐶𝑆𝑗
𝑆𝑘𝑒𝑦𝑗
←→𝑅𝐴

.

(iii) 𝑀𝑒𝑠𝑠𝑎𝑔𝑒3: 𝑅𝐴 → 𝐶𝑆𝑗: ⟨𝑋2, 𝑉𝑐𝑠, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩
𝐶𝑆𝑗
𝑆𝑘𝑒𝑦𝑗
←→𝑅𝐴

.

(iv) 𝑀𝑒𝑠𝑠𝑎𝑔𝑒4: 𝐶𝑆𝑗 → 𝑈𝑖: ⟨𝑌2, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩
𝑈𝑖
𝐷𝑖
←→𝑅𝐴

.

Then, some assumptions are defined as follows:

(i) 𝐻1: 𝑈𝑖 |≡ ♯(𝑋2).
(ii) 𝐻2: 𝐶𝑆𝑗 |≡ ♯(𝑌2).
(iii) 𝐻3: 𝑅𝐴 |≡ ♯(𝑋2).
(iv) 𝐻4: 𝑅𝐴 |≡ ♯(𝑌2).

(v) 𝐻5: 𝑅𝐴 |≡ 𝐶𝑆𝑗
𝑆𝑘𝑒𝑦𝑗
←→ 𝑅𝐴.

(vi) 𝐻6: 𝐶𝑆𝑗 |≡ 𝐶𝑆𝑗
𝑆𝑘𝑒𝑦𝑗
←→ 𝑅𝐴.

(vii) 𝐻7: 𝑅𝐴 |≡ 𝑈𝑖
𝐷𝑖
←→ 𝑅𝐴.

(viii) 𝐻8: 𝑈𝑖 |≡ 𝑈𝑖
𝐷𝑖
←→ 𝑅𝐴.

(ix) 𝐻9: 𝑈𝑖 |≡ 𝐶𝑆𝑗 |⇒ 𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗.

(x) 𝐻10: 𝐶S𝑗 |≡ 𝑈𝑖 |⇒ 𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗.

Based on the definition above, we perform the BAN logic
proof as follows:

From𝑀𝑒𝑠𝑠𝑎𝑔𝑒2 (𝑀𝑒𝑠𝑠𝑎𝑔𝑒2 includes𝑀𝑒𝑠𝑠𝑎𝑔𝑒1), it is easy
to get 𝑆1: 𝑅𝐴 ⊲ ⟨𝑀𝑒𝑠𝑠𝑎𝑔𝑒1 , 𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗⟩𝐷𝑖 .

Then according to 𝐻7, 𝑆1, 𝑅𝑈𝐿𝐸(1), we get 𝑆2: 𝑅𝐴 |≡
𝑈𝑖 |∼ ⟨𝑋2, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑈𝑖

𝑋1
←→ 𝑅𝐴⟩.

According to 𝐻3 and 𝑅𝑈𝐿𝐸(4), we get 𝑆3: 𝑅𝐴 |≡

♯⟨𝑋2, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑈𝑖
𝑋1
←→ 𝑅𝐴⟩.

And according to 𝑆2, 𝑆3 and 𝑅𝑈𝐿𝐸(2), we get 𝑆4: 𝑅𝐴 |≡
𝑈𝑖 |≡ ⟨𝑋2, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑈𝑖

𝑋1
←→ 𝑅𝐴⟩.

From the Message, we also get 𝑆5: 𝐶𝑆𝑗 ⊲ ⟨𝑌2 , 𝐾𝑖,
𝑃𝑆𝐼𝐷𝑗⟩𝑆𝑘𝑒𝑦𝑗 .

Then according to 𝐻7, 𝑆1, 𝑅𝑈𝐿𝐸(1), we get 𝑆6: 𝐶𝑆𝑗 |≡
𝑅𝐴 |∼ ⟨𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗⟩.

According to 𝐻3 and 𝑅𝑈𝐿𝐸(4), we get 𝑆7: 𝐶𝑆𝑗 |≡
♯⟨𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗⟩.

And according to 𝑆2, 𝑆3 and 𝑅𝑈𝐿𝐸(2), we get 𝑆8: 𝐶𝑆𝑗 |≡
𝑅𝐴 |≡ ⟨𝑌2, 𝐾𝑖, 𝑃𝑆𝐼𝐷𝑗⟩.

From 𝑀𝑒𝑠𝑠𝑎𝑔𝑒3, it is easy to get 𝑆9: 𝑅𝐴 ⊲ ⟨𝑋2, 𝑉𝑐𝑠,
⟨𝑄𝑐𝑠⟩𝐷𝑖⟩𝑆𝑘𝑒𝑦𝑗 .

Then according to 𝐻7, 𝑆1, 𝑅𝑈𝐿𝐸(1), we get 𝑆10: 𝑅𝐴 |≡
𝐶𝑆𝑗 |∼ ⟨𝑋2, 𝑉𝑐𝑠, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.

According to 𝐻3 and 𝑅𝑈𝐿𝐸(4), we get 𝑆11: 𝑅𝐴 |≡
♯⟨𝑋2, 𝑉𝑐𝑠, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.

And according to 𝑆2, 𝑆3 and 𝑅𝑈𝐿𝐸(2), we get 𝑆12: 𝑅𝐴 |≡
𝐶𝑆𝑗 |≡ ⟨𝑋2, 𝑉𝑐𝑠, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.

From𝑀𝑒𝑠𝑠𝑎𝑔𝑒4 , it is easy to get 𝑆13:𝑈𝑖 ⊲ ⟨𝑌2, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩𝐷𝑖 .
Then according to 𝐻7, 𝑆1, 𝑅𝑈𝐿𝐸(1), we get 𝑆14: 𝑈𝑖 |≡

𝑅𝐴 |∼ ⟨𝑌2, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.
According to 𝐻3 and 𝑅𝑈𝐿𝐸(4), we get 𝑆15: 𝑈𝑖 |≡

♯⟨𝑌2, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.
And according to 𝑆2, 𝑆3 and 𝑅𝑈𝐿𝐸(2), we get 𝑆16: 𝑈𝑖 |≡

𝑅𝐴 |≡ ⟨𝑌2, ⟨𝑄𝑐𝑠⟩𝐷𝑖⟩.
As 𝑆𝐾 = ℎ(𝑌2 ‖ 𝑋2 ‖ 𝑁𝑖 ⋅ 𝑌2), and combining 𝑆12, 𝑆16, we

get: 𝑆17: 𝑈𝑖 |≡ 𝐶𝑆𝑗 |≡ 𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗 (Goal 1).

Similarly, as 𝑆𝐾 = ℎ(𝑌2 ‖ 𝑋2 ‖ 𝑁𝑗 ⋅𝑋2), with 𝑆4, 𝑆8, we get

𝑆18: 𝐶𝑆𝑗 |≡ 𝑈𝑖 |≡ 𝑈𝑖
𝑆𝐾
←→ 𝐶𝑆𝑗 (Goal 3).

Finally, according to 𝐻2, 𝑆17, and 𝑅𝑈𝐿𝐸(3), we get 𝑆19:
𝑈𝑖 |≡ (𝑈𝑖

𝑆𝐾
←→ 𝐶𝑆𝑗) (Goal 2).

And according to 𝐻10, 𝑆18, and 𝑅𝑈𝐿𝐸(3), we get 𝑆20:
𝐶𝑆𝑗 |≡ (𝑈𝑖

𝑆𝐾
←→ 𝐶𝑆𝑗) (Goal 4).

In conclusion, our scheme achieves Goals 1∼4, which
promises (1)𝑈𝑖 and 𝐶𝑆𝑗 have got authenticated mutually and
(2) they negotiate the same session key 𝑆𝐾.

5.2. Informal Analysis. Looking at the history of protocol
designing, due to its simplicity and effectiveness, the heuristic
method “still plays an important role” in cryptanalysis of
protocols [20], though it does not have a theoretical form and
relies on human experience heavily. Therefore, this section
gives the security analysis via the heuristic method.

User Anonymity. As we mentioned in Section 3.2,
user anonymity contains two aspects, we prove our user
anonymity attribute from two points.
(1) A has no chance to acquire 𝐼𝐷𝑖. In our scheme, the

identity is transmitted in a form of𝐹𝑖 where𝐹𝑖 =𝑃𝐼𝐷𝑖⊕ℎ(𝑋1),
𝑃𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑏𝑖), it is obvious thatA has two challenges in
computing 𝐼𝐷𝑖: firstly, computing𝑃𝐼𝐷𝑖 from𝐹𝑖; then guessing
𝐼𝐷𝑖 from 𝑃𝐼𝐷𝑖. The one only with𝑁𝑖 or 𝑥 can compute ℎ(𝑋1)
successfully, while A has no way to get this two parameters.
Furthermore, even with 𝑃𝐼𝐷𝑖, A still cannot conduct a
guessing attack to compute 𝐼𝐷𝑖 forA does not know 𝑏𝑖.
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Table 2: Notations in BAN logic.

𝑃 |≡ 𝑋
𝑃 believes𝑋, i.e., the principal 𝑃 believes the statement

𝑋 is true.

𝑃 ⊲ 𝑋
𝑃 sees𝑋, i.e., the principal 𝑃 receives a message that

contains𝑋.

𝑃 |⇒ 𝑋
𝑃 has jurisdiction over𝑋, i.e., the principal 𝑃 can

generates or computes𝑋.

𝑃 |∼ 𝑋
𝑃 said 𝑋, i.e., the principal 𝑃 has sent a message

containing𝑋.

♯(𝑋)
𝑋 is fresh, i.e.,𝑋 is sent in a message only at the current

run of the protocol, it is usually a timestamp or a
random number.

𝑃
𝐾
←→ 𝑄 𝐾 is the shared key for 𝑃 and 𝑄.

𝑃
𝑌
 𝑄

𝑌 is the secret known only to 𝑃 and 𝑄 or some
principals trusted by them.

⟨𝑋⟩𝑌 𝑋 combined with 𝑌, and 𝑌 usually is a secret.
{𝑋}𝐾 𝑋 encrypted with 𝐾.
𝑃 |≡ 𝑃

𝐾
←→ 𝑄,𝑃 ⊲ {𝑋}𝐾

𝑃 |≡ 𝑄 |∼ 𝑋
or

𝑃 |≡ 𝑃
𝑌
 𝑄, 𝑃 ⊲ ⟨𝑋⟩𝑌
𝑃 |≡ 𝑄 |∼ 𝑋

𝑅𝑈𝐿𝐸(1): the message-meaning rule.
This rule will be used in the proving process.

𝑃 |≡ ♯(𝑋), 𝑃 |≡ 𝑄 |∼ 𝑋

𝑃 |≡ 𝑄 |≡ 𝑋
𝑅𝑈𝐿𝐸(2): the nonce-verification rule.

This rule will be used in the proving process.
𝑃 |≡ 𝑄 |⇒ 𝑋, 𝑃 |≡ 𝑄 |≡ 𝑋

𝑃 |≡ 𝑋
𝑅𝑈𝐿𝐸(3): the jurisdiction rule.

This rule will be used in the proving process.
𝑃 |≡ ♯(𝑋)

𝑃 |≡ ♯(𝑋, 𝑌)
𝑅𝑈𝐿𝐸(4): the freshness-conjuncatenation rule.
This rule will be used in the proving process.

(2) A cannot track the users: as we discussed above,
the user’s related unique identification is concealed in 𝐹𝑖. It
consists of a dynamic parameter 𝑋1 whose value depends on
𝑁𝑖; that is, 𝐹𝑖 changes with 𝑁𝑖 in every session. So A can
neither links the sessions to a specific user nor tells whether
the two sessions are sent by a same user.

Therefore our scheme achieves user anonymity.
Forward Secrecy. Forward secrecy requires that even the

lon- term secret key was exposed, the previous session is still
secure. In our scheme, the session key 𝑆𝐾 = ℎ(𝑌2 ‖ 𝑋2 ‖ 𝑋3)
where𝑋3 =𝑁𝑖𝑌2 =𝑁𝑗𝑋2 =𝑁𝑖𝑁𝑗𝑃.With the help of𝑥, and the
intercepted parameters 𝑋2 and 𝑌2 from the open channel, if
Awants to compute𝑋3, then he/she has to solve the ECCDH
problem which cannot be finished in the polynomial time.
As a matter of fact, once getting 𝑥, A almost has the same
capacity with 𝑅𝐴. If𝑅𝐴 cannot compute 𝑆𝐾 in the scheme,A
is probably not able to.This again confirms our previous view:
for the security consideration, we shall not let 𝑅𝐴 know 𝑆𝐾.
All in all, our enhanced scheme provides forward security.

Mutual Authentication. Mutual authentication is the
most basic requirement of a user authentication scheme. In
our scheme, 𝑅𝐴 firstly authenticates 𝑈𝑖 through 𝐺𝑖 which
contains their preset shared secret parameter 𝐷𝑖 and the
dynamic parameter𝑋1 generated by the public-key algorithm
in step 2 of Section 4.2. Then 𝑅𝐴 authenticates 𝐶𝑆𝑗 through
𝐾𝑖 with their shared secret value 𝑆𝑘𝑒𝑦𝑗. In a short, 𝑅𝐴
authenticates 𝑈𝑖 and 𝐶𝑆𝑗 after this process.

If both of 𝑈𝑖 and 𝐺𝑖 are authenticated, 𝑅𝐴 further com-
putes 𝑄𝑐𝑠 and 𝑉𝑐𝑠. Then in step 3 of Section 4.2, 𝐶𝑆𝑗 checks
the validity of𝑅𝐴 via𝑉𝑐𝑠. If𝑅𝐴 is authentic, then𝐶𝑆𝑗 believes
𝑅𝐴’s judgment on 𝑈𝑖, which means that 𝐶𝑆𝑗 also trusts the
legitimacy of 𝑈𝑖. In conclusion, 𝐶𝑆𝑗 authenticates 𝑅𝐴 and 𝑈𝑖
via this process.

On receiving 𝑄𝑐𝑠, 𝑈𝑖 verifies 𝑅𝐴 with 𝑄𝑐𝑠 in step 4 of
Section 4.2. If 𝑅𝐴 is authenticated, then 𝑈𝑖 also believes the
validity of 𝐶𝑆𝑗. Therefore,𝑈𝑖 authenticates 𝑅𝐴 and 𝐶𝑆𝑗.

In conclusion, our scheme achieves mutual authentica-
tion.

Privileged Insider Attack. To avoid privileged insider
attack, when 𝑈𝑖 registers to 𝑅𝐴, he/she does not submit
the identity or password directly, but a transform of them:
{𝐴 𝑖, 𝑃𝐼𝐷𝑖}. Thus the identity and password are protected by
𝑏𝑖. Even the administrator of 𝑅𝐴 cannot get 𝑏𝑖 to conduct an
offline dictionary attack to guess the value of 𝐼𝐷𝑖 and 𝑃𝑊𝑖.
Therefore, our scheme is secure against privileged insider
attack.

Offline Dictionary Attack. As we mentioned when ana-
lyzing Amin et al.’s scheme [3] in Section 3.2, there are two
common offline dictionary attacks. So we consider two kinds
of adversary here.

Suppose an adversary A acquires {𝐶𝑖, 𝐸𝑖, 𝐷𝑃, 𝑛0} in the
smart card, then Amay conduct an offline dictionary attack
as follows.

Step 1. Guess 𝐼𝐷𝑖 and 𝑃𝑊𝑖 to be 𝐼𝐷
∗
𝑖 and 𝑃𝑊

∗
𝑖 , respectively.
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Table 3: Performance comparison among relevant schemes in wireless sensor networks.

Computation overhead Communication cost The evaluation criteria in [24]
Login(ms) Auth.(ms) Login Auth. S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13

Maitra et al. (2016) [25] 6𝑇𝐻 ≈ 0.04 5𝑇𝑆+14𝑇𝐻 ≈ 0.12 640 bits 1280 bits √ × √ × √ × × × √ √ × √ √

Kumari et al. (2017) [26] 2𝑇𝑀+3𝑇𝐻 ≈ 2.3 6𝑇𝑀+15𝑇𝐻 ≈ 7.0 2176 bits 9088 bits √ √ √ √ × √ √ × √ √ √ √ √

Amin et al. (2018) [3] 6𝑇𝐻 ≈ 0.004 17𝑇𝐻 ≈ 0.012 640 bits 1920 bits √ × √ × × √ √ × √ √ × √ √

Our scheme 2𝑇𝐸+7𝑇𝐻 ≈ 1.0 4𝑇𝐸+12𝑇𝐻 ≈ 2.0 1408 bits 4096 bits √ √ √ √ √ √ √ √ √ √ √ √ √

𝑇𝑀 denotes the time of modular exponentiation operation, 𝑇𝐸 denotes scalar multiplication on elliptic curve, 𝑇𝐻 denotes hash computation, 𝑇𝑆 denotes
symmetric encryption/decryption, 𝑇𝑀 ≫ 𝑇𝐸 ≫ 𝑇𝐻 > 𝑇𝑆 (𝑇𝑀 ≈ 1.169𝑚𝑠, 𝑇𝐸 ≈ 0.508𝑚𝑠, 𝑇𝐻 ≈ 0.693𝜇𝑠, 𝑇𝑆 ≈ 0.541𝜇𝑠 [20]). Let 𝑛0 be 32-bit long; Let 𝐼𝐷𝑖,
𝑃𝑊𝑖 , ℎ(⋅), output of symmetric encryption, timestamp, random numbers be 128-bit long; let𝑃, 𝑥, 𝑦 be 1024-bit long.√means the property is satisfied; ×means
the property is not satisfied. Note that the evaluation criteria in [24] are also applied to cloud computing environment when regarding 𝐶𝑆𝑗 as the sensor node,
while the considerations on designing authentication scheme of this two environment are quite different due to their different network attributes.

Step 2. Compute 𝑏∗𝑖 =𝐷𝑃 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊
∗
𝑖 ) Section 4.1.

Step 3. Compute 𝐴∗𝑖 = ℎ(𝑃𝑊
∗
𝑖 ‖ 𝑏

∗
𝑖 ).

Step 4. Compute 𝑃𝐼𝐷∗𝑖 = ℎ(𝐼𝐷
∗
𝑖 ‖ 𝑏

∗
𝑖 ).

Step 5. Compute 𝐷∗𝑖 = 𝐸𝑖 ⊕ 𝐴
∗
𝑖 .

Step 6. Compute 𝐶∗𝑖 = ℎ(𝐴
∗
𝑖 ‖ 𝑃𝐼𝐷

∗
𝑖 ‖ 𝐷

∗
𝑖 )mod 𝑛0.

Step 7. Verify the correctness of 𝑃𝑊𝑖 and 𝐼𝐷𝑖 by checking if
(𝐶∗𝑖 == 𝐶𝑖).

Step 8. Repeat steps 1 ∼ 7 until the correct valued of 𝑃𝑊𝑖 and
𝐼𝐷𝑖 are found.

Now we supposeA has found such a pair of {𝐼𝐷∗𝑖 , 𝑃𝑊
∗
𝑖 }

after the above steps.While, due to the properties of equation
𝐶𝑖, even the pair satisfies the equations, it is likely that
they are not equal to {𝐼𝐷𝑖, 𝑃𝑊𝑖}, since there are |D𝑝𝑤| ∗
|D𝑖𝑑|\𝑛0 ≈ 2

32 candidates of {𝐼𝐷𝑖, 𝑃𝑊𝑖} pair when 𝑛0 =
28 and |D𝑝𝑤| = |D𝑖𝑑| = 26 [30]. Consequently, A

needs to verify {𝐼𝐷∗𝑖 , 𝑃𝑊
∗
𝑖 } online, but it will be restrained

by 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡. Once the failure numbers of user login
exceeds the preset value, the smart card will be suspended.
Accordingly, our scheme is secure against such an attack
scenario.

Suppose an adversary A not only extracts the message
in smart card, but also eavesdrops {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2} from the
open channel, thenA attempts to guess 𝑃𝑊𝑖 and 𝐼𝐷𝑖. In this
occasion, A wants to use 𝐺𝑖 as the verification parameter to
check the correctness of the guessed value of {𝑃𝑊𝑖, 𝐼𝐷𝑖}. As
𝐺𝑖 consists of 𝑃𝐼𝐷𝑖, 𝑆𝐼𝐷𝑗, 𝑋1 and 𝐷𝑖, and according to our
attack steps 1∼5 above,A can compute the value of 𝑃𝐼𝐷∗𝑖 and
𝐷∗𝑖 . ThenA computes 𝑆𝐼𝐷∗𝑗 as 𝑍𝑖 ⊕ ℎ(𝐷

∗
𝑖 ‖ 𝑋2). NowA only

needs to compute 𝑋1. While without 𝑥 or𝑁𝑖, computing 𝑋1
is equivalent to solving the ECDL problem which cannot be
finished in the polynomial time. As a result, our scheme can
prevent such an adversary.

In conclusion, the proposed scheme is secure against
dictionary attack.

Verifier-Stolen Attack. In our scheme, 𝑅𝐴 only needs to
maintain the 𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡 whose elements ({𝑃𝐼𝐷𝑖, 𝑟𝑖, 𝐻𝑜𝑒𝑛𝑦
𝐿𝑖𝑠𝑡}) are not security-related. Furthermore, even A steals
𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡, he/she will learn nothing useful information to

conduct an attack. Thus our scheme is resistant to verifier-
stolen attack.

Replay Attack. We prevent the replay attack via the
random numbers to prevent replay attack. We take one of
the message flow {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2} as an example to explain:
supposeA eavesdrops {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2}, then replays it to 𝐶𝑆𝑗.
While A does not know 𝑁𝑖, he/she cannot compute the
correct session key though the replayed message can pass the
verification of 𝑅𝐴. Consequently, A gain no benefits from
such an attack. Equally, itmakes no sense forA to replay other
message flows. Accordingly, our scheme is secure against
replay attack.

User Impersonation Attack. According to the definition
on user impersonation attack in [24],A does not acquire the
smart card (this condition is included in “offline dictionary
attack”) here. As we analyzed above, A with smart card
can neither guess 𝐼𝐷𝑖 and 𝑃W𝑖 nor replay {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑋2}
to impersonate 𝑈𝑖, let alone the adversary without smart
card. So there is only one possible method left: construct-
ing {𝐺𝑎, 𝐹𝑎, 𝑍𝑎, 𝑋2𝑎}. To construct this message, A chooses
𝑁𝑎, computes {𝑋1𝑎, 𝑋2𝑎}, forges 𝑃𝐼𝐷𝑎 and 𝐷𝑎, calculates
{𝐺𝑎, 𝐹𝑎, 𝑍𝑎, 𝑋2𝑎}, and finally sends it to 𝑅𝐴. However, after
𝑅𝐴 gets 𝐶2𝑎, and 𝑃𝐼𝐷𝑎, 𝑅𝐴 may fail to find such a 𝑃𝐼𝐷𝑎 in
𝑈𝑠𝑒𝑟 − 𝑙𝑖𝑠𝑡 or computes a 𝐷𝑎 unequal to 𝐷𝑎, both the two
conditions lead to the failure in the authentication of𝑈𝑖. As a
result, 𝑅𝐴 finds thatA is not a legitimate user, the attack fails.

Server Impersonation Attack. According to the above
analysis, A can neither conducts the replay attack to imper-
sonate 𝐶𝑆𝑗/𝑅𝐴 nor finds ways to compute 𝑆𝑘𝑒𝑦𝑗/𝑥, so A

cannot impersonate 𝐶𝑆𝑗/𝑅𝐴.

6. Performance Analysis

Some schemes like [41] which involve only two participants
is essentially indistinguishable from the traditional client-
server architecture and does not apply to cloud computing
environments with multiple servers. Some schemes like
[42] which are more concerned with authentication issues
between wearable and smart phone belong to entity authen-
tication rather than the user authentication discussed in this
article. These schemes are not comparable to ours.Therefore,
we only compare those having similar system architectures
and application scenarios including [3, 25, 26].

As shown in Table 3, our security performance is obvi-
ously superior to other protocols: the proposed scheme
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achieves all security requirements, while others have more
or less security flaws. More specifically, both the schemes of
Maitra et al. [25] and Amin et al. [3] fail to achieve user
anonymity and forward secrecy and cannot resist against
offline dictionary attack, etc. The best one is Kumari et al.’s
scheme [26] which can only provide 11 items of security
requirements. In terms of computation or communication
performance, as wementioned in Section 4, the schemes only
involving one-way hash operation are inevitable cost less
in communication and computation than those deploying
the public-key algorithm, but they certainly cannot guar-
antee the security of authentication. Therefore, among the
compared schemes, the schemes of Amin et al. [3] and
Maitra et al. [25] certainly cost less communication time and
load for they only involve some one-way hash operations.
However, sacrificing security to achieve high performance is
inadvisable in authentication protocols. As a matter of fact,
certain cost is unavoidable for security. Then compared with
Kumari et al.’s scheme [26] which is equipped with public-key
algorithm, our scheme costs 1ms in login phase and 2ms in
authentication phase, while theirs is 2.3ms and 7ms, respec-
tively, our computation overhead is better. Furthermore, our
communication cost (1408bits in login phase and 4096 bits
in authentication phase) is also lower than theirs (2176 bits
and 9088 bits). In conclusion, our scheme with all security
attributes is more suitable for cloud computing environment.

7. Conclusion

The rapid development of cloud computing makes people’s
livesmore convenient, but also brings huge security concerns.
In order to ensure user’s privacy and account security in
the cloud environment, a large number of authentication
schemes were proposed, but they were subsequently pointed
out having one or more flaws. In order to explain the
subtleties of designing an authentication protocol in the cloud
environment, this paper took Amin et al.’s protocol as a study
case to provide ideas for designing secure protocol for cloud
environment through elaborating the security weaknesses
existing in the protocol and its corresponding solutions.
In addition, based on the analysis, we designed a secure
authentication protocol, used the BAN logic and heuristic
analysis method to prove the security of the protocol. When
comparing it with related protocols, we found our scheme has
obvious advantages.
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Vehicular cloud network (VCN) is deemed as the most promising platform for providing transportation safety, road optimization,
and valued-added application services. Because VCN is of distinguishing feature with super-large scale and unstable communica-
tion, it is a challenging task to study efficient authentication scheme for VCN without losing security and conditional privacy-
preserving. To meet the challenge, a new efficient message authentication scheme is proposed in this paper. A batch message
verification and signature aggregation are included in the proposed scheme to improve the authentication efficiency and decrease
the communication cost. Compared with the similar conditional privacy-preserving authentication schemes, the proposed scheme
has superior performance in computation and communication cost. Simulation analysis further proves that the proposed scheme
has better advantages in reducing the verification loss rate and message delay in the application of VCN.

1. Introduction

As the growing demand for transportation safety, driver com-
fort, and traffic efficiency, it is crucial for vehicles to obtain
current traffic-related information accurately and timely.
To meet the goal, vehicular ad hoc networks (VANETs)
have been raised and caused heated joint researches among
researchers, car manufactures, and governments in recent
years [1]. Due to the specific features and applications of
VANETs, people expect that a vehicle can perform all the
tasks of communication, computing, sensing, and storage.
On the one hand, a vehicle has some in-car resources, such
as sensor, power, CPU, communication units, and actuator,
and it should schedule the in-car resource harmoniously
to achieve optimal efficiency. On the other hand, a vehicle
should cooperate with other units, such as other vehicles
and Roadside Units (RSUs), to make use of the unstable
external resources in an effective way [2]. Therefore, vehicle
will gradually become a complicated integrated intelligent
system with computing, mechanical, and communication
function in the near future.

Because cloud computing technology has shown many
outstanding advantages in practice application, some
researchers have proposed vehicular cloud computing,
which has been a new paradigm employed by vehicle (driver)
to leverage services as a utility and handle a mass of data
on demand at any time and anywhere [3]. Thus, to improve
efficiency of vehicle-related services to vehicles, some
interesting vehicular cloud network (VCN) architectures
over VANETs have been proposed recently [4, 5]. A general
VCN architecture consists of three tiers: the top tier includes
the trusted authority (TA) and cloud servers; the middle tier
includes intermediate units including road side units (RSUs),
3/4G base stations (BSs), and other network access units;
the bottom tier includes in-car units of vehicles including
On-Board Unit (OBU), sensors, 3/4G module, and other
modules, as shown in Figure 1. RSUs and BSs are placed
on the side of road and can communicate with TA and
cloud servers via wired communication. OBU is in charge
of communication with other vehicle’s OBUs by Vehicle-to-
Vehicle (V2V) communication technology, and it also can
communicate with RSUs by Vehicle-to-Infrastructure (V2I)
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Figure 1: A general VCN architecture.

communication technology. Ranging from transportation
safety to valued-added application services, VCN is regarded
as one of the most promising platforms for future vehicle-
centered applications [6].

Nonetheless, benefits usually come with challenges.
Because messages in VCN are usually life-critical, the fore-
most issue is security that themessages must be authenticated
and reliable [7]. Nowadays, privacy protection has become
the most urgent requirement that users are most concerned
about in the open and insecure wireless communication
environment [8, 9]. If an attacker could retrieve the private
information of a vehicle by linking the messages, the most
promising VCN will be gutted. Therefore, the second impor-
tant issue is privacy-preserving. However, privacy-preserving
is the double-edged sword of VCN: A honest vehicle is
willing to broadcast real message to its neighbor vehicles;
a malicious vehicle may send wrong messages for personal
gain by abusing the privacy protection mechanisms, where
wrong message has a valid signature and untrue content.
Because a wrong message may cause inestimable damage to
the traffic system or people’s personal safety, there must be
one and only one (usually is the TA) that should have the
ability to trace the real identity of wrong message generator.
Therefore, conditional privacy-preserving (CPP) should be
involved in VCN. It is generally known that a huge volume
of messages of VCNmay be produced in a short time and the
communication instability problems of VCN is particularly
serious. In order to improve the quality of VCN service, it
should decrease communication cost and computation cost.
Therefore, the third key issue is to improve authentication
efficiency and decrease communication cost without losing
security and cryptographic witnesses. To solve the three
challenges, industry and academia have done a lot of research
works and put forward a lot of interesting results [10].

1.1. Motivations and Contributions. In VCN, there are usually
millions of messages being produced in a very short time,
and many messages must be processed timely because they

are time sensitive and life-critical. However, it is an arduous
task for OBUs or RSUs to verify vast messages timely [11].
Thus, it is a significant challenge to design a practical message
authentication scheme for VCN under the precondition of
ensuring safety and conditional privacy-preserving.

To meet this challenge, we propose a new message
authentication scheme with CPP and signature aggregation.
In short, our main contributions can be summarized as
follows:

(i) A new efficient message authentication scheme is
proposed for VCN using elliptic curves cryptography (ECC).
Signature aggregation and batch verification are involved
to improve verification efficiency further, where the batch
verification allows verifier to verify multiple messages simul-
taneously and the signature aggregation allows verifiers to
aggregate multiple signatures into a single one before for-
warding them to its top manager (e.g., cloud servers).

(ii) A rigorous security analysis shows that the proposed
scheme could satisfy all security requirements of VCN and
provides CPP.

(iii) Performance analysis indicates that our proposed
scheme can perform much better in terms of computa-
tion cost and the communication cost than most recent
schemes proposed in [12–14]. The signature aggregation of
the proposed scheme could further decrease communication
cost. Simulations show that the proposed scheme also could
reduce verification loss rate and message delay in VCN
scenario.

1.2. Organization of the Paper. The rest of the paper is
organized as follows. Preliminaries and background are
introduced in Section 2. Section 3 shows background and
Section 4 puts forward a newmessage authentication scheme
for VCN. Section 5 demonstrates security proof and analysis.
Section 6 discusses complexity analysis and comparisons.The
last section concludes the current and future works.

2. Related Work

To achieve CPP authentication, some researchers have pro-
posed classic authentication schemes by using group sig-
nature [15–18]. Before a vehicle communicates with other
vehicles, it should join in the group to get signing key from
the group manager. After then the vehicle uses signing key
to sign messages on behalf of the group. Only the group
manager can retrieve the identity of message signer, so
this kind of authentication schemes can meet conditional
privacy-preserving requirement. But, these authentications
have much higher communication and computation cost
than traditional signatures and have inextricable problem on
member revocation [19].

To decrease communication and computation cost, Raya
et al. [20] adopted anonymous certificate based on Public
Key Infrastructure (PKI) to construct an anonymous authen-
tication scheme for vehicle network. Later, some similar
CPP authentication scheme has been proposed [16, 21, 22].
However, it is extremely difficult for these schemes using PKI
to overcome issues related to certificate management.
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To overcome certificate issues, researchers introduced
identity-based public key cryptosystem (ID-PKC) [23] to
design message authentication scheme for vehicle network,
where no certificate is needed to bind to public key pairs.
Zhang et al. [24] used bilinear pairing to construct mes-
sage authentication scheme based on IP-PKC. Zhang et al.’s
scheme [24] no longer needs any certificates. Unfortunately,
relay attack and impersonation attack can be launched easily
in their scheme. By using two shared secretes, Chim et al.
[25] put forward one identity-based authentication scheme.
Under the condition of providing anonymity, Chim et al.’s
scheme need less communication cost than Zhang et al.’s
[24]. But, Chim et al.’s scheme is demonstrated to suffer
from impersonation attack. Lee et al. [4] presented a new
message authentication scheme employing bilinear pairing.
Unfortunately, their scheme could not provide tracing and
nonrepudiation and also suffers from relay attacking. To
overcome secure issues, Bayat et al.’s [12] presented an
reformative authentication scheme over Lee et al.’s scheme
[4]. They demonstrated security analysis to show that their
scheme can resist various security attacks. However, the
aforementioned schemes based on PKC use complex bilinear
pairing operations, which is quit complex cryptographic
operation in modern cryptography and not suited for OBUs
that is limited in computational capacity. To wipe off bilinear
pairing, He et al.’s [14] proposed a new conditional preserving
scheme by using ECC. He et al. demonstrated that their
scheme takes more lower computation cost and commu-
nication cost, which makes their scheme more suited for
deployment in VCN. Xie et al. [26] proposed an identity-
based message authentication scheme for vehicle network
using ECC. Their scheme provides not only single mes-
sage verification but also batch message verification; it can
decrease much authentication costs. Unfortunately, it can
not provide aggregate authentication. Kang et al. [27] used
homomorphic encryption to allow every vehicle to generate
any number of authenticated identities to realize anonymity
in vehicle network. Recently, Liu et al. [28] proposed amutual
authentication and key agreement scheme for secure vehicle-
to-vehicle communication. But the TA should include each
authentication process in their scheme, which brings a very
large computational overhead to the TA.

Signature aggregation on cryptographic witnesses has
drawnmore attention due to its special way to improve system
performance. Zhang et al. [19] proposed an aggregate privacy-
preserving authentication scheme for VANETs. In their
scheme, aggregate signature technique is used as an impor-
tant way to decrease computation and communication over-
head during data transmission and signature authentication.
But when a vehicle joins a RSU authentication group, the RSU
must forward vehicle’s information to the root TA through a
secure channel. Wasef et al. [29] proposed aggregation proto-
cols based on PKI in vehicle ad hoc network, respectively.The
two protocols can aggregate multiple signatures into a single
one but cannot aggregate different certificates, which remains
a problem on certificate management. To eliminate problem
on certificate management, signature aggregation based on
identity-based PKC was proposed in [30]. Zhang et al. [13]
proposed a hierarchical aggregation to suit for hierarchical

management in VANETs. In their scheme, a secure channel
must be preestablished between an RSU and the KGC for
vehicle’s identity authentication.

All kinds of identity-based schemes for vehicle networks
proposed during the last decades can be divided into two
major categories. One is using traditional authentication
way without using Tamper-proof devises (TPD) [31]; the
other more efficient authentication way is by using TPDs.
Compared with non-TPD, schemes using TPD are more
efficient. Therefore, we construct the proposed scheme using
TPD to solve the very arduous message authentication tasks
in vehicular cloud network.

3. Background

3.1. System Architecture of VCN. The three-tier architecture
proposed in [32] is used in this paper. The top tier consists
of the trusted authority (TA) and cloud services, the middle
tier consists of intermediate units, the bottom tier consists of
in-car units of vehicles, as shown in Figure 1.

(i) Top Tier. The same assumption applies with [13]; the
TA is a fully trusted administrator, and it is in charge of
generating system parameters and allocating Tamper-proof
devises (TPD) to each registered role, such as RSUs, vehicles,
and cloud serves. A secure access password will be set
according to the rules proposed in [33, 34] for each TPD and
can be used when the user inputs the correct password. In
the system, only the TA is able to retrieve the real identities
from valid messages when necessary. The TA is assumed
to be never compromised by any adversaries. The cloud
services are provided cloud servers by using cloud computing
technique and are usually made up of road trafficmonitoring,
diver body monitoring, whether information, entertainment
service, and other services that can be customized by users.

(ii) Middle Tier. This tier consists of communication entities,
such as RSU, Base stations, and satellite (for connecting to
Internet), GPS module (for connecting to satellite network),
and 3/4G communicationmodule (for connecting 3/4Gwire-
less network). RSUs are a number of substance units placed
on the side of roads. A RSU communicates with vehicles’
OBUs by using DSRC protocol and with TA and cloud servers
using wired channel. A RSU must verify signatures as soon
as receiving messages from vehicles and decides whether
to process them locally or deliver them to the top server
(including cloud service). BS and satellite connect the 3/4G
module and GPS module of vehicles, respectively.

(iii) Bottom Tier. This tier consists of On-Board Unit (OBU),
TPD, GPS module, 3/4G module, sensors and reactors, and
other in-car units. TheTAwill issue a TPD for each registered
vehicle. TPD has high-level ability to withstand any security
attacks and no one can extract any data from TPDs, such as
secret key and codes [12, 16]. Any message will be signed by
TPD before being broadcasted. The OBU collects raw data
from other in-car units and then broadcasts messages about
traffic status and other service request message. In addition, it
is also responsible for communicating with other OBUs and
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RSUs under DSRC protocol. The 3/4G module is responsible
for communicating with the BS.

3.2. Security Requirements. A lot of attacks threaten the
security of VCN, such as privacy disclosure, relay attack,
man-in-the-middle attack, and modification attack. To avoid
these attacks, the following security requirements should be
provided in the authentication scheme.

(1)Message Authentication. In VCN, each verifier can authen-
ticate every message and determines whether the message
signer is a registeredmember and judgeswhether themessage
is modified by others.

(2) Conditional Privacy-Preserving (CPP) [35]. As with other
scenarios of privacy protection, the true identity of the vehicle
should be anonymous, including other vehicles, RSUs, and
attackers. But registered vehicles with malicious behavior
may abuse anonymous mechanism and broadcast wrong
messages. In order to restrict the registered vehicles to
use anonymity mechanism in rational way, the TA must
extract the signer of valid message (with valid signature). As
a consequence, authentication schemes must provide CCP
functionality [36].

(3) Resistance to Attacks. To meet the requirements of secu-
rity, authentication schemes must be able to withstand all
possible attacks, e.g., forgery attack and man-in-the-middle
attacks.

4. The Proposed Scheme

In this section, we propose a new efficient identity-based
authentication scheme for VCN, which achieves CPP func-
tionality. The proposed scheme includes four phases: initial-
ization, pseudonym generation and message signing phase,
message verification phase, and identity extraction phase. To
improve efficiency, batch message verification and signature
aggregation are involved in message verification phase.

In order to understand the phases of the proposed
schememore intuitively, themain phases of proposed scheme
are illustrated as in Figure 2. In Figure 2, PMS denotes
Pseudonym Generation and Message Signing, which is exe-
cuted by the messages signer, i.e., vehicles; SMV, BMV,
and SA denote single message verification, batch message
verification, and signature aggregation, respectively, which
are executed by low-lever verifier, such as RSUs or vehicles;
AMV denotes aggregated messages verification, which is
executed by top manager, such as cloud severs or application
servers.

Next, we will show the details of each phase as in the
following subsections.

4.1. Initialization. In this phase, the system parameter is
initialized by the TA, the detailed steps are as follows:

I1: the TA selects an elliptic curve 𝐸𝑝(𝑎, 𝑏), which is
defined by 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏mod𝑝, where 𝑝 is a large prime
number, 𝑎, 𝑏 ∈ 𝐹𝑝. Then the TA chooses a generator point𝑃 from 𝐸𝑝(𝑎, 𝑏), and generates group 𝐺 by 𝑃 with order 𝑞.

Vehicle

RSU Cloud Server

Initialization

Phase Executor

PMS

SMV/BMV

SA

AMV

Message Authentication
Follow

TA

Vehicle

Register

Figure 2:The main phases of proposed scheme.

Next, the TA chooses 𝑠 ∈ 𝑅𝑍∗𝑞 as its private key and computes
public key 𝑃𝑝𝑢𝑏 = 𝑠 ⋅ 𝑃.

I2: two hash functions, ℎ1 : 𝐺 → 𝑍𝑞, ℎ2 :{0, 1}∗ → 𝑍𝑞, are chosen as cryptographic hash function.
Now, 𝑝𝑎𝑟𝑎𝑚𝑠 = {𝐸𝑝(𝑎, 𝑏), 𝑝, 𝑞, 𝑃, ℎ1, ℎ2, 𝑃𝑝𝑢𝑏} is set as system
public parameter.

I3: when a vehicle 𝑉𝑖 registers in the system, the TA
assigns a TPD to the vehicle, where the TPDwill be preloaded
parameters {𝑅𝐼𝐷𝑖, 𝑃𝑊𝐷𝑖, 𝑠, 𝑝𝑎𝑟𝑎𝑚𝑠}.Therefore, each vehicle
will obtain unique identifier 𝑅𝐼𝐷𝑖 and password 𝑃𝑊𝐷𝑖.

I4: at last, the public parameter 𝑝𝑎𝑟𝑎𝑚𝑠 is published to
each registered vehicle, RSU and cloud server.

4.2. Pseudonym Generation and Message Signing Phase.
When a vehicle 𝑉𝑖 wants to broadcast or send a message, it
generates a pseudonym and sign messages by using its TPD
as follows.

S0: the user input the valid 𝑅𝐼𝐷𝑖 and 𝑃𝑊𝐷𝑖 to gain the
right to use the TPD. To be practical, the user can employ
the TPD to generate pseudonym for a period after he/she has
input valid 𝑅𝐼𝐷𝑖 and 𝑃𝑊𝐷𝑖; i.e., this step will not be run
during the next period, while steps S1-S3 will be run in this
phase.

S1; when amessage𝑚𝑖 is generated by theOBUor sensors,
it is transmitted to the TPD.

S2: on receiving 𝑚𝑖, the TPD chooses 𝑟𝑖 ∈ 𝑅𝑍∗𝑞 and
current timestamp 𝑇𝑖 and then calculates 𝑃𝐼𝐷𝑖,1 = 𝑟𝑖 ⋅ 𝑃,𝑃𝐼𝐷𝑖,2 = 𝑅𝐼𝐷𝑖 ⊕ℎ1(𝑟𝑖 ⋅ 𝑃𝑝𝑢𝑏). Let 𝑃𝐼𝐷𝑖 denote {𝑃𝐼𝐷𝑖,1, 𝑃𝐼𝐷𝑖,2}.
Next, the TPD computes ℎ𝑖 = ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖), 𝛿𝑖 = (𝑟𝑖+ℎ𝑖)/𝑠.
Finally, the TPD sends𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖 to the OBU.

S3: the vehicle 𝑉𝑖 broadcasts 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖.
The steps of this phase are outlined in Figure 3.

4.3. Message Verification Phase. It is a normal state in VCN
that an entity (such as a vehicle or a RSU) receives a mass of
messages in a brief period. To improve the efficiency of mes-
sage verification, there are twoways to verify that the received
messages are presented in our scheme. One is traditional
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Figure 3: The steps of pseudonym generation and message signing
phase.

singlemessage verification for onemessage.Theother is batch
verification for multiple messages simultaneously.

(i) Single Message Verification. Assume 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖 gener-
ated by the vehicle𝑉𝑖 is amessage needed to be verified.The𝑇𝑖
ofmessage𝑚𝑖will be checked firstly. If is not fresh, the verifier
discards this message. Otherwise, the verifier computes ℎ𝑖 =ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖) and then examines if thismessage satisfies the
verification equation as follows:

𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 = 𝑃𝐼𝐷𝑖,1 + ℎ𝑖 ⋅ 𝑃 (1)

If not, this message will be discarded. Or, it will be accepted.

(ii) Batch Message Verification. After 𝑛 messages {𝑚1, 𝑃𝐼𝐷1,𝑇1, 𝛿1}, {𝑚2, 𝑃𝐼𝐷2, 𝑇2, 𝛿2}, . . . , {𝑚𝑛, 𝑃𝐼𝐷𝑛, 𝑇𝑛, 𝛿𝑛} are received
by the verifier, they could be verified simultaneously as the
following steps.

B1: the 𝑇𝑖 of message 𝑚𝑖 (𝑖 = 1, 2, . . . , 𝑛) will firstly be
checked. If it is not fresh, the verifier discards𝑚𝑖.

B2: to reduce false acceptation, the small exponent test
technology [4] is included in batch verification. A vector
including small random integers is used to distinguish any
modification on multiple signatures during batch verifica-
tion. The verifier chooses 𝜆 = {𝜆1, 𝜆2, . . . , 𝜆𝑖, . . . 𝜆𝑛}, where𝜆𝑖 is randomly chosen in [1, 𝛾]; 𝛾 is a very small integer and
only causes little computational overhead [4].

B3: the verifier checks whether (2) holds or not.

( 𝑛∑
𝑖=1

𝜆𝑖𝛿𝑖) ⋅ 𝑃𝑝𝑢𝑏 = 𝑛∑
𝑖=1

(𝜆𝑖 ⋅ 𝑃𝐼𝐷𝑖,1) + ( 𝑛∑
𝑖=1

𝜆𝑖ℎ𝑖) ⋅ 𝑃 (2)

where ℎ𝑖 = ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖). If (2) holds, the 𝑛 messages will
be accepted. Or, one or more messages are invalid in the 𝑛
messages. To detect invalid message, the way proposed in [37]
is used in the proposed scheme. For more details, please see
[37].

If the 𝑛 messages are valid, the verifier accepts the 𝑛
messages and can send 𝑛 messages as 𝑀∗ = {(𝑚1, 𝑃𝐼𝐷1, 𝑇1,𝛿1), (𝑚2, 𝑃𝐼𝐷2, 𝑇2, 𝛿2), . . . , (𝑚𝑛, 𝑃𝐼𝐷𝑛, 𝑇𝑛, 𝛿𝑛)} to its top man-
ager in traditional ways. To improve efficiency and decrease

communication cost, a signature aggregation is included in
the proposed scheme.

(iii) Signature Aggregation. To decreasing communication
cost, a verifier in the lower layer of system canmake aggregate
signature on the messages that have been verified before
forwarding these messages to its top managers.

Firstly, the verifier computes 𝛿∗𝐴 = ∑𝑛𝑖=1 𝛿𝑖. Then
he/she generates the aggregated message 𝑀∗𝐴 = {(𝑚1, 𝑃𝐼𝐷1,𝑇1), (𝑚2, 𝑃𝐼𝐷2, 𝑇2), . . . , (𝑚𝑛, 𝑃𝐼𝐷𝑛, 𝑇𝑛), 𝛿∗𝐴}. At last, the veri-
fier forwards the aggregated message to its top manager.

When the top manager receives 𝑛 aggregated messages{(𝑚11, 𝑃𝐼𝐷11, 𝑇11 ), . . . , (𝑚1𝑛, 𝑃𝐼𝐷1𝑛, 𝑇1𝑛 ), 𝛿1𝐴}, . . . , {(𝑚𝑛1, 𝑃𝐼𝐷𝑛1, 𝑇𝑛1 ),. . . , (𝑚𝑛𝑛, 𝑃𝐼𝐷𝑛𝑛, 𝑚𝑛𝑛, 𝑇𝑛𝑛 ), 𝛿𝑛𝐴}, it can verify single aggregated
message by following verification equation (3):

𝛿∗𝐴 ⋅ 𝑃𝑝𝑢𝑏 = 𝑛∑
𝑖=1

𝑃𝐼𝐷𝑖,1 + ℎ∗𝐴 ⋅ 𝑃 (3)

where ℎ∗𝐴 = ∑𝑛𝑖=1 ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖). If (3) holds, the top man-
ager accepts the aggregated message. To improve efficiency,
the top manager also can verify the aggregated messages by
following verification equation (4):

( 𝑛∑
𝑗=1

𝛿𝑗𝐴) ⋅ 𝑃𝑝𝑢𝑏 = 𝑛∑
𝑗=1

𝑛∑
𝑖=1

𝑃𝐼𝐷𝑗𝑖,1 + ( 𝑛∑
𝑗=1

ℎ𝑗𝐴) ⋅ 𝑃 (4)

If (4) holds, the top manager accepts the 𝑛 aggregated
messages.

4.4. Identity Tracing Phase. To obtain profit or disrupt traffic,
a registered vehicle 𝑉𝑖 perhaps sends false message 𝑚𝑖; that
is, 𝑚𝑖 has wrong/untrue context with valid signature. There-
fore, the functionality of tracing the identity of false mes-
sages must be provided in message authentication scheme.
Assume the message 𝑚𝑖 in 𝑀∗ = {(𝑚1, 𝑃𝐼𝐷1, 𝑇1), (𝑚2,𝑃𝐼𝐷2, 𝑇2), . . . , (𝑚𝑛, 𝑃𝐼𝐷𝑛, 𝑇𝑛), 𝛿∗}. Note that the 𝑛 messages
have passed the signature verification. The TA traces the real
identity 𝑅𝐼𝐷𝑖 from 𝑚𝑖 by calculating 𝑅𝐼𝐷𝑖 = 𝑃𝐼𝐷𝑖,2 ⊕ ℎ1(𝑠 ⋅𝑃𝐼𝐷𝑖,1), where 𝑠 is its private key.
5. Security Proof and Analysis

In this section, we demonstrate that the proposed scheme
satisfies the security requirements of VCN described in
Section 3.2. In order to prove that the proposed scheme is
secure against all types of attacks, we show the nonforgery
of the proposed scheme firstly.

5.1. Security Proof. In order to prove the security of the
proposed scheme, the securitymodel is defined as a game that
is performed by an adversary and a challenger based on the
ability of the adversary and the network model.

Theorem 1. The proposed scheme is existentially unforgeable
against an adaptive chosen-message under the random oracle
model.
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Proof. Assume an ECDLP instance (𝑃, 𝑄 = 𝑥𝑃) is given,
where 𝑃,𝑄 are two points on 𝐸/𝐸𝑝 and an adversary A

could forge message {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖}. Now, we set up a game
between A and a challenger C, which is able to solve the
ECDLP by runningA as a subroutine with a probability that
cannot be ignored.

Setup. The challenger C executes system setup algorithm,
lets 𝑃𝑝𝑢𝑏 = 𝑄 = 𝑥𝑃 as system public key, and defines
system parameter params={𝐸𝑝(𝑎, 𝑏), 𝑝, 𝑞, 𝑃, ℎ1, ℎ2, 𝑃𝑝𝑢𝑏} and
then creates and preserves two lists. One is list 𝐿ℎ1 formed
by < 𝛼, 𝜏ℎ1 >, which contains the queries and answers of ℎ1-
Oracle and is empty initially. Another is list 𝐿ℎ2 formed by< 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝜏ℎ2 >, which includes the queries and answers
of ℎ2-Oracle and is empty initially. At lastC sends params to
A.

ℎ1-Oracle. WhenA queries message 𝛼,C checks whether the
tuple < 𝛼, 𝜏ℎ1 > is already in 𝐿ℎ1 or not. If so, C sends 𝜏ℎ1 =ℎ1(𝛼) to A. Otherwise, C chooses 𝜏ℎ1 ∈ 𝑍∗𝑞 at random and
then adds < 𝛼, 𝜏ℎ1 > to 𝐿ℎ1. At last,C sends 𝜏ℎ1 = ℎ1(𝛼) toA.

ℎ2-Oracle. WhenA queries message < 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝜏ℎ2 >, C
checks if the tuple < 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖 > is already in 𝐿ℎ2. If so, C
sends 𝜏ℎ2 = ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖) to A. Or, C randomly chooses𝜏ℎ2 ∈ 𝑍∗𝑞 and then adds < 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝜏ℎ2 > to 𝐿ℎ2. At last,C
sends 𝜏ℎ2 = ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖) toA.

Sign-Queries. When A makes sign-query on message 𝑚𝑖, C
randomly chooses 𝛿𝑖, ℎ𝑖 ∈ 𝑍∗𝑝, 𝑃𝐼𝐷𝑖 ∈ 𝐺, and computes𝑃𝐼𝐷𝑖,1 = 𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 − ℎ𝑖 ⋅ 𝑃. Then, C adds < 𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, ℎ𝑖 >
to 𝐿ℎ2. At last, C constructs a message {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖} and
sends it to A. According to the rules of the game, each
response to the Sign-queries is valid because {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖}
answered in the game is able to meet the following equation:

𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 = 𝑃𝐼𝐷𝑖,1 + ℎ𝑖 ⋅ 𝑃 = (𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 − ℎ𝑖 ⋅ 𝑃) + ℎ𝑖 ⋅ 𝑃
= 𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 (5)

Output. At last,A outputs {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖} as a valid message
with nonnegligible probability. C can verify the message
using

𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 = 𝑃𝐼𝐷𝑖,1 + ℎ𝑖 ⋅ 𝑃 (6)

If it does not hold,C terminates this progress.
A could output {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿∗𝑖 } as another valid mes-

sage ifA executes the progress with another ℎ2-oracle query
(let its answer be ℎ∗𝑖 ) on the basis of the forgery lemma [38].
Likewise, the message is able to satisfy

𝛿∗𝑖 ⋅ 𝑃𝑝𝑢𝑏 = 𝑃𝐼𝐷𝑖,1 + ℎ∗𝑖 ⋅ 𝑃 (7)

According to (6) and (7), we can deduce

(𝛿𝑖 − 𝛿∗𝑖 ) ⋅ 𝑥 ⋅ 𝑃 = (𝛿𝑖 − 𝛿∗𝑖 ) ⋅ 𝑃𝑝𝑢𝑏
= 𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 − 𝛿∗𝑖 ⋅ 𝑃𝑝𝑢𝑏

= 𝑃𝐼𝐷𝑖,1 + ℎ𝑖 ⋅ 𝑃 − (𝑃𝐼𝐷𝑖,1 + ℎ∗𝑖 ⋅ 𝑃)
= (ℎ𝑖 − ℎ∗𝑖 ) ⋅ 𝑃

(8)

From (8), we could obtain (9) as follows:

(𝛿𝑖 − 𝛿∗𝑖 ) ⋅ 𝑥 = (ℎ𝑖 − ℎ∗𝑖 )mod 𝑞 (9)

Now, C outputs (𝛿𝑖 − 𝛿∗𝑖 )−1 ⋅ (ℎ𝑖 − ℎ∗𝑖 ) as a solution for the
given instance of the ECDLP. However, it contradicts with the
difficulty of solving the ECDLP. So the proposed scheme can
resist forgery attack.

5.2. Security Analysis. In the subsection, we analyze how the
proposed scheme meets the security requirements of VCN.

(1) Message Authentication [39]. In the proposed scheme,
an adversary cannot forge a message with nonnegligible
probability to meet the verification equation 𝛿𝑖 ⋅ 𝑃𝑝𝑢𝑏 =𝑃𝐼𝐷𝑖,1 + ℎ𝑖 ⋅ 𝑃 according to Theorem 1. Therefore, a verifier
is able to check the validity of message by the verification
equation (1). Not that ℎ𝑖 = ℎ2(𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖) in signature can
also be used to check the integrity of message. Therefore, the
proposed scheme is able to accomplish signature and integrity
verification for VCN.

(2) Conditional Privacy-Preserving (CPP). Vehicle 𝑉𝑖 sends
message to others with form of {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖}, where𝑃𝐼𝐷𝑖,1 = 𝑟𝑖 ⋅ 𝑃, 𝑃𝐼𝐷𝑖,2 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑟𝑖 ⋅ 𝑃𝑝𝑢𝑏). The identity of
the vehicle is perfectly protected for𝑃𝐼𝐷𝑖,2 is a pseudoidentity
including a random number. To reveal 𝑉𝑖’s real identity, an
adversary needs to compute 𝑅𝐼𝐷𝑖 = 𝑃𝐼𝐷𝑖,2 ⊕ ℎ(𝑟𝑖 ⋅ 𝑃𝑝𝑢𝑏) =𝑃𝐼𝐷𝑖,2 ⊕ ℎ(𝑟𝑖𝑥𝑃). However, without knowing 𝑟𝑖 and 𝑥, the
adversary cannot reveal 𝑅𝐼𝐷𝑖 because it is an instance of
CDH problem to compute 𝑤𝑖𝑥𝑃. On the contrary, only the
TA could reveal the identity from the message by calculating𝑅𝐼𝐷𝑖 = 𝑃𝐼𝐷𝑖,2 ⊕ ℎ(𝑥 ⋅ 𝑃𝐼𝐷𝑖,1), if it is necessary. Therefore, the
proposed scheme can achieve CPP.

(3) Resistance to Attacks. The proposed scheme can resist the
main security attacks of VCN as follows.

(i) Replay Attack. When an attacker launches a replay attack
on {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖}, it should forge another 𝑇∗𝑖 to pass the
exam of time freshness. According toTheorem 1, the attacker
cannot forge another valid signature 𝛿∗𝑖 to pass message
authentication. So this scheme can resist replay attack.

(ii) Modification Attack [40]. As the design of scheme, a
valid message consists of its digital signature {𝑃𝐼𝐷𝑖, 𝛿𝑖}. If an
attacker makes any modification on the message, the verifier
can easily find the modification by verifying (1). Thus, the
proposed scheme can resist modification attack.

(iii) Impersonation Attack. An attacker launches an imper-
sonation attack; it should forge a message [41]. However, the
probability of the forged message to meet the verification
equation can be negligible according toTheorem 1.Therefore,
the proposed scheme can resist the impersonation attack.
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Table 1: The cryptographic operation and execution time.

Cryptographic operation Abbr. Time (ms)

operations related to bilinear pairing

𝑇𝑏𝑝 4.2110𝑇𝑝𝑚 1.7090𝑇𝑝𝑠 0.0535𝑇𝑝𝑎 0.0071

operations related to ECC
𝑇𝑒𝑚 0.4420𝑇𝑒𝑠 0.0138𝑇𝑒𝑎 0.0018

Map-To-Point hash function 𝑇𝐻 4.4060
One-way Hash function 𝑇ℎ 0.0001

(iv) Verifier Table Attack. As attacks on verifier table become
a more and more serious security attack, authentication
scheme should focus more attention on these attacks. In the
proposed scheme, there is no need for a verifier table in the
TA, vehicles, or RSUs. Therefore, an attacker cannot launch
any attack on verifier table. Therefore, the proposed scheme
can resist the verifier table attack.

6. Performance Analysis and Comparison

In this section, we analyze the performance of the pro-
posed scheme in terms of computation cost and commu-
nication cost. The performance comparisons are demon-
strated between the proposed scheme and several newly
proposed CPP authentication schemes for vehicle net-
work, which are Bayat et al.’s scheme [12] (BAS-CPP, for
short), Zhang et al.’s scheme [13] (ZAS-CPP, for short), and
He et al.’s scheme [14] (HAS-CPP, for short). Then, the
impact on system performance posed by signature aggrega-
tion is analyzed. At last, detailed simulations and analysis
are shown to evaluate the performance of the proposed
scheme according to verification loss rate and message
delay.

6.1. Computation Cost Analysis and Comparison. Due to
the difference in design, BAS-CPP [12] and ZAS-CPP’s [13]
cryptographic operations are built on bilinear pairings, while
HAS-CPP [14] and our proposed scheme’s cryptographic
operations are built on ECC. We construct a bilinear pairing
cryptography system and an ECC system at 80-bit security
level. Table 1 lists the cryptographic operations and cor-
responding abbreviations and execution times in the four
schemes.

Column Abbr. lists the abbreviation of cryptographic
operations. Bilinear pairing operation is abbreviated as 𝑇𝑏𝑝.
Three operations related to bilinear pairing, i.e., scale mul-
tiplication, small scale multiplication, and point addition,
are abbreviated as 𝑇𝑝𝑚, 𝑇𝑝𝑠, and 𝑇𝑝𝑎, respectively. Three
operations related to ECC, i.e., normal scale multiplication,
small scalemultiplication, and point addition, are abbreviated
as 𝑇𝑒𝑚, 𝑇𝑒𝑠, and 𝑇𝑒𝑎, respectively.

Pseudonym-generating andmessage signing phase, single
message verification phase, and batch message verification
phase are called PMS, SMV, and BMV for short.
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Figure 4: The computation cost comparison of batch verification.

In BAS-CPP [12], the PMS includes five scalar-multiplica-
tion operations, one point-addition operation, one Map-To-
Point function operation, and two one-way hash operations.
The total execution time of BAS-CCP’s PMS is 5𝑇𝑝𝑚 +1𝑇𝑝𝑎 + 1𝑇𝐻 + 2𝑇ℎ ≈ 12.9583ms. The SMV includes three
bilinear pairing operations, one point-addition operation,
one operation of Map-To-Point function, and one operation
of one-way hash function. So the total execution time of
BAS-CCP’s SMV is 3𝑇𝑏𝑝 + 1𝑇𝑝𝑎 + 1𝑇𝐻 + 1𝑇ℎ ≈ 18.7481ms.
The BMV includes three bilinear pairings, (𝑛 + 1) opera-
tions of scalar multiplication, 𝑛 small scalar-multiplication
operations, 3𝑛 − 3 point-addition operations, and 𝑛 one-way
hash function operations. So the total execution time of BAS-
CPP’s BMV is 3𝑇𝑏𝑝 + (𝑛)𝑇𝑝𝑚 + 2𝑛𝑇𝑝𝑠 + (3𝑛 − 3)𝑇𝑝𝑎 + 𝑛𝑇ℎ ≈6.1364𝑛 + 12.6117ms. We also can compute ZAS-CPP’s [13]
computation cost in the same way. For simplicity, the detailed
analysis of its computation cost is not presented here.

The PMS of the proposed scheme includes two scalar-
multiplication operations and two one-way hash function
operations. So the total execution time of PMS in the
proposed scheme is 2𝑇𝑒𝑚 +2𝑇ℎ = 0.8842ms.The SMV of the
proposed scheme includes two scalar-multiplication opera-
tions, one point-addition operation, and one one-way hash
function operation. So the total execution time of SMV in the
proposed scheme is 2𝑇𝑒𝑚+1𝑇𝑒𝑎 +1𝑇ℎ ≈ 0.8859ms.The BMV
of the proposed scheme includes two scalar-multiplication
operations, 𝑛 small-scalar-multiplication operations, 𝑛 point-
addition operations, and 𝑛 one-way hash function operations.
So the total execution time of BMV in the proposed scheme
is 2𝑇𝑒𝑚 + 𝑛𝑇𝑒𝑠 + 𝑛𝑇𝑒𝑎 + 𝑛𝑇ℎ ≈ 0.0157𝑛 + 0.8840ms. The
cryptographic construction of the HAS-CPP [14] is same as
the proposed scheme. For simplicity, the detail analysis of its
computation cost is not presented here.

Therefore, we can compute the computation cost of each
phase of the four schemes according to Table 1, as shown in
Table 2.The result indicates that the proposed scheme has the
higher superiority in the computation cost.

Figure 4 illustrates the computation costs of BMV for
the different number of messages. As shown in Figure 4, the
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Table 2: The computation cost of the four authentication schemes.

PMS SMV BMV
BAS-CPP [12] 12.9583ms 18.7481 ms 6.1364 𝑛 + 12.6117ms
ZAS-CPP [13] 9.5473ms 16.0584ms 3.4715𝑛 + 12.6330ms
HAS-CPP [14] 1.3263ms 1.3298ms 0.4752 𝑛 + 0.8822ms
The proposed scheme 0.8842ms 0.8859ms 0.0157𝑛 + 0.8840ms

The improvement of the proposed scheme over other schemes
BAS-CPP [12] 93.17% 95.27% 99.48% (𝑛 =50)
ZAS-CPP [13] 90.73% 94.48% 99.10% (𝑛 =50)
HAS-CPP [14] 33.33% 33.38% 93.23% (𝑛 =50)

Table 3: The comparison of communication cost.

The component of single message size
BAS-CPP [12] {𝑚𝑖, 𝐴𝐼𝐷1𝑖 , 𝐴𝐼𝐷2𝑖 , 𝑇𝑖, 𝛿𝑖} 280 bytes
ZAS-CPP [13] {𝑚𝑖, 𝑆𝑖,1, 𝑆𝑖,2, 𝑆𝑇𝑃𝑖,𝑗} 276 bytes
HAS-CPP [14] {𝑚𝑖, 𝐴𝐼𝐷𝑖,1, 𝐴𝐼𝐷𝑖,2, 𝑇𝑖, 𝑅𝑖, 𝛿𝑖} 144 bytes
The proposed scheme {𝑚𝑖, 𝑃𝐼𝐷𝑖,1, 𝑃𝐼𝐷𝑖,2, 𝑇𝑖, 𝛿𝑖} 84 bytes

proposed scheme is more efficient than the three others in
BMV phase regardless of the number of messages

6.2. Communication Cost Analysis and Comparison. In this
subsection, the proposed scheme is compared with BAS-CPP
[12], ZAS-CPP [13], and HAS-CPP [14] in communication
cost. According to the definition in previous section, the size
of a bilinear pairing group element is 128 bytes, and the size
of an ECC system group element is 40 bytes. Let the sizes of
a timestamp and a one-way hash output be 4 and 20 bytes.
Here we do not consider original content in message for
it is the same to all schemes. According to the component
of single message of the four schemes, Table 3 shows their
communication costs. Obviously, compared with BAS-CPP,
ZAS-CPP, and HAS-CPP, the proposed scheme requires less
communication cost.

6.3. Signature Aggregation Analysis. In this subsection, we
show the performance improvement of signature aggregation
over traditional ways, i.e., forwarding message one by one.

BAS-CPP [12] and HAS-CPP [14] do not offer signature
aggregation. Different from them, the proposed scheme
and ZAS-CPP [13] provide signature aggregation. As
shown in message verification phase in Section 4, after
the verifier has checked 𝑛 messages, the verifier forwards
the 𝑛 messages to top managers one by one. To decrease
communication and computation cost, the verifier can
aggregatemultiple signatures into a single one, i.e., the verifier
could make 𝑛 messages into an aggregated signature 𝑀∗𝐴 ={(𝑚1, 𝑃𝐼𝐷1, 𝑇1), (𝑚2, 𝑃𝐼𝐷2, 𝑇2), . . . , (𝑚𝑛, 𝑃𝐼𝐷𝑛, 𝑇𝑛), 𝛿∗𝐴},
where the size of 𝛿∗𝐴 in 𝑀∗𝐴 is identical to the size of 𝛿𝑖 in a
single message {𝑚𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝛿𝑖}, regardless of the number of
messages. During forwarding 50 messages to top managers,
the verifier in our scheme can decrease communication
cost by 1000 bytes using signature aggregation compared
to using traditional way, details shown in Figure 5. As
far as signature aggregation is concerned, ZAS-CPP [13]
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Figure 5: The communication cost comparison of signature aggre-
gation.

can decrease more communication cost, though it needs
more sign and verification cost. Therefore, our scheme and
ZAS-CPP [13] can further decrease communication cost by
signature aggregation.

From the above performance analysis and comparison, it
is easy to draw a conclusion that the proposed scheme has
more advantages. Compared with BAS-CPP and HAS-CPP,
the proposed scheme not only has less computation and
communication cost in message signing phase, single mes-
sage verification phase, and batch message verification phase,
but also decreases communications cost by signature aggre-
gation. Compared with ZAS-CPP, although the proposed
scheme is insufficient in signature aggregation, it has a
great advantage in computation and communication cost
in signing phase and verification phase. Table 4 shows the
comprehensive comparison results of the four schemes in
terms of the computation costs of PMS, SMV, and BMV, the
communication cost (C-cost for short), and the signature
aggregation functionality (SA-func for short). It obviously
shows that the proposed scheme has most advantages. There-
fore, the proposed scheme can further satisfy the require-
ments of VCN.
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Table 4: The comprehensive comparison results of the four schemes.

scheme name PMS SMV BMV C-Cost SA-func
BAS-CPP [12] High High High High No
ZAS-CPP [13] High High High High Yes
HAS-CPP [14] Middle Middle Middle Middle No
The proposed scheme Low Low Low low Yes

Figure 6: The simulation scenario.

6.4. Simulation and Analysis. In this section, we evaluate
the performance of the proposed scheme by several simula-
tions. The simulation scenarios are constructed in the Veins
framework [42] and the OMNeT++ simulation platform [43]
with the surrounding roads of Wuhan University, as shown
in Figure 6, where all roads are two-way multilane. The
main goal of this simulation is to test the advantages and
disadvantages of the proposed scheme in terms of loss rate
and message delay.

In the simulation, one RSU is deployed every 2 km along
the roads, and it can send messages to vehicles within 800m;
vehicles run along roads and communicatewith otherswithin
250m. Let each vehicle generate a traffic message every
300ms and send it to RSUs and other vehicles; then RSUs
verify and aggregate the messages to cloud sever. Let the
size of a message be 200 bytes, the wired communication
bandwidth between RSUs and cloud server is 10mb/s, and
the wireless communication bandwidth between vehicles is
200 kb/s. The vehicle density (the number of vehicles in
the scenario) in the scene is set between 200 and 800. Let
2% vehicles be malicious ones that have invalid signature
messages. The speed of vehicles is randomly generated by the
system in a normal distribution between 40 and 90 km/h.

In order to test the impact of batch authentication
time interval setting on the proposed scheme, four batch
verification simulations with different intervals are designed,
where the intervals 𝑇 are 20ms, 30ms, 40ms, and 50ms.
The verification loss rate and message delay during the
simulations are shown in Figures 7 and 8.

The 𝑇 in Figure 7 denotes the interval for batch verifica-
tion, and the verification loss rate has a certain function with
vehicle density under different 𝑇. It shows that the greater
the vehicle density, the greater the communication overhead
of the whole system. Meanwhile, the verification loss rate
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Figure 7: Verification loss rate related to vehicle density and
interval.
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Figure 8: Message delay related to vehicle density and interval.

is rising as communication overhead is rising under any 𝑇.
Of course, as T decreases, the verification loss rate of the
proposed scheme increases, but its increase is in a smaller
range.

Figure 8 shows the relationship between message delay
and vehicle density in the proposed scheme. It shows that the
greater the vehicle density is, the greater the communication
overhead is, which results in adding the instability of the
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Figure 9: The comparison of verification loss rate among three
schemes.

communication system. Therefore, message delay is rising as
vehicle density is rising under any 𝑇. However, the message
delay increases slightly as 𝑇 decreases.

Next, the comparison simulations are executed among
the proposed scheme, BAS-CPP [12], and HAS-CPP [14] in
terms of verification loss rate and message delay. In these
simulations, 𝑇 = 30ms. Figure 9 shows the comparison of
verification loss rate among three schemes in the simulations.
As can be seen from Figure 9, as the vehicle density increases,
the message loss rate of the three schemes increases. The
verification loss rate of BAS-CPP is increasing rapidly, and
the rates of HAS-CPP and the proposed scheme are rela-
tively slow, which could prove that the improved message
verification efficiency can improve the speed of receiving and
processing messages and reduce the loss rate.

Figure 10 shows the comparison of message delay among
three schemes. As the vehicle density increases, the message
delay of the proposed scheme and HAS-CPP increases,
but the delay growth rate is smaller than BAS-CPP. The
simulation results further prove that the proposed scheme
can reduce the message delay and improve the performance
of the VCN system.

7. Conclusion

A new efficient message authentication scheme for VCN is
presented in this paper, and it achieves conditional privacy-
preserving. In order to solve urgent authentication issue
for life-critical message in VCN, batch message verification
and signature aggregation are included in the proposed
scheme, which is suitable for VCN because verifiers are
limited in computation capacity and communication channel
is very strained in VCN. The security proof and analysis
show that the proposed scheme could satisfy the security
requirements of VCN. The performance analyses show that
the proposed scheme has obvious advantages in decreasing
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Figure 10: The comparison of message delay among three schemes.

communication and computation cost when compared with
recent proposed identity-based authentication schemes. A
detailed simulations and analysis are shown to evaluate
the performance of the proposed scheme according to
verification loss rate and message delay, which prove that
the proposed scheme can reduce verification loss rate and
message delay, and improve the performance of the VCN
system.

Our next research will focus on improving the signature
aggregation to decrease more communication cost while
keeping the efficiency of signature and verification.
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Three-factor multiserver authentication protocols become a prevalence in recent years. Among these protocols, almost all of them
do not involve the registration center into the authentication process. To improve the protocol’s efficiency, a common secret key
is shared among all severs, which leads to a serious weakness; i.e., we find that these protocols cannot resist the passive attack
from the honest-but-curious servers. This paper takes Wang et al.’s protocol as an example, to exhibit how an honest-but-curious
server attacks their protocol. To remedy this weakness, a novel three-factor multiserver authentication protocol is presented. By
introducing the registration center into the authentication process, the new protocol can resist the passive attack from the honest-
but-curious servers. Security analyses including formal and informal analyses are given, demonstrating the correctness and validity
of the new protocol. Compared with related protocols, the new protocol possesses more secure properties and more practical
functionalities than others at a relatively low computation cost and communication cost.

1. Introduction

Nowadays, with the rapid development of networks, remote
communication becomes increasingly prevalent and provides
highly useful services in many aspects. Consequently, com-
munication security significantly attracts public’s attention.
Cryptographic authentication allows users to submit their
credentials and acquire authorization to access the various
online services from remote networks [1–5]. Since Lamport
[6] firstly proposed a password-based remote authentication
protocol, great quantities of authentication protocols were
proposed to make up continued emerging problems and
provide authorized communication between remote entities.
However, the traditional protocols gradually cannot catch
up with the pace of increasing demand for more users
and servers in communication. Multiserver authentication

schemes became the mainstream, because most of the prac-
tical communication environments are based on several
servers to alleviate the pressure of the increasing number of
users.

Lots of authentication protocols for multiserver environ-
ments were proposed to satisfy the security requirements
and provide versatile functionalities to make the scheme
more convenient and practical to utilize in real occasions
[7–20]. In 2001, Li et al. [7] proposed a remote multiserver
authentication protocol with no verification table, which was
found insecure by Lin et al. [8]. They also presented an
improved protocol, while it was vulnerable to impersonation
attack [9]. Juang et al. [10] adopted symmetric-key cryptosys-
tem to propose a multiserver authentication protocol but it
was cracked soon. In 2004, a novel protocol was presented
by Chang and Lee [11]. However, all of them ignored user
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anonymity [12]. In 2009, a remote multiserver authentication
scheme which satisfies anonymity property was proposed
[13], but it does not have forward security [14]. Besides,
Hsiang and Shih [15] presented a new protocol to resist
various attacks; however some drawbacks on mutual authen-
tication are pointed out [16]. Recently, a big breakthrough, i.e.,
the inner relationships of evaluation criteria for anonymous
two-factor authentication protocol, is explored by Wang et
al. [17]. To improve the security of remote communication,
smart card gradually came into use in authentication, which
made it possible for more convenient authentication and
communication. Some remote authentication protocols for
multiserver environment with a smart card were proposed
but proved to be insecure in the end [21–23].

Relying on smart card and password as the authentication
method already cannot meet today’s needs. In the latest few
years, more and more authentication protocols adopt bio-
metrics messages in mutual authentication to strengthen the
security and enhance the efficiency of the existing protocols.
In 2010, Yang et al. [24] introduced a three-factor multiserver
authentication protocol. Unfortunately, the protocol has low
computation efficiency and cannot resist the insider attack. Li
et al. proposed an efficient protocol [25] which allows users to
change the password and the calculation cost is low.However,
their scheme cannot provide appropriate certification and
failed to resist man-in-the-middle attack [26]. Adopting
elliptic curve cryptography, Yoon et al. [27] in 2011 designed
a novel protocol; unfortunately Kim et al. [28] showed that
Yoon et al. [27] protocol is insecure. In 2014, Chuang et
al. [29] put forward an anonymous protocol, but Mishra
et al. [30] broke their protocol. Later, Lu et al. [31] found
that there are several weaknesses in Mishra et al.’s improved
protocol, and they also presented an improved protocol
which is broken by Reddy et al. [32]. Meanwhile, Wang et
al. [33] also found that Mishra et al.’s improved protocol
is insecure. Regrettably, some weaknesses in Wang et al.’s
protocol [33] were shown by Yang et al. [24] and Reddy et
al. [34] separately. Recently, Jiang et al. [35] and He et al.
put forwardmultiserver authenticated protocols using elliptic
curve cryptography(ECC), separately. Unfortunately, Odelu
et al. found that there are flaws in He et al.s protocol in
login and password change phases and can not resist the
impersonation attack.

All of the above three-factor multiserver authentication
protocols can be categorized into two classes, i.e., the pro-
tocols which implement the authentication independent of
the registration center and the protocols which need the
help of the registration center in the authentication phase.
After carefully examining the known three-factormultiserver
authentication protocols, we find that almost all of the first
kind of protocols cannot resist the passive attack from an
honest-but-curious server since all servers share a common
secret key. More precisely, an honest-but-curious server can
compute session keys which are shared between a user
and other servers by eavesdropping messages transmitting
between the users and other servers. In this paper, we take
Wang et al.’s protocol as an example, to show how an honest-
but-curious server obtains a session key which should be kept
secret from him. Moreover, we find some other drawbacks

in their protocol. For example, in the reregister or revocation
phase, a user can still use his original password to login and
send message even if he is revoked.

To resist the passive attack from the honest-but-curious
servers, a trivial solution is to distribute different secret
keys to different severs, which would aggravate the user’s
storage burden. Another method is introducing the regis-
tration center into the authentication phase to deal with
secret messages. As we mentioned above, such protocols are
based on either ECCor symmetric encryption cryptosystems,
which heavily affect the computation efficiency. To balance
the security problem brought by the honest-but-curious
servers and the efficiency problem brought by involving the
registration center into the authentication, we propose a novel
multiserver authentication protocol. In authentication phase
of new protocol, the involved registration center only adopts
hash and XOR operations for the computation, instead of
ECC and symmetric cryptosystem, thus greatly improving
the protocol’s computation efficiency. As far as we known, this
is the first time to consider the passive attack from honest-
but-curious servers for multiserver authentication protocols.
Moreover, the new protocol is the first protocol which only
adopts hash and XOR operations for computation when
involving the registration center into the authentication.

The remaining of the paper is organized as follows.
Section 2 reviews and analyzes the security of Wang et al.’s
protocol. In Section 3, we present the new three-factor mul-
tiserver authentication scheme in detail. Section 4 provides
the formal and informal secure analysis of the new protocol.
In Section 5, comparisons including security, functionalities,
computation cost, and communication cost are conducted.
The last section gives a conclusion.

2. Some Weakness of Wang et al.’s Scheme

We firstly give the details about Wang et al.’s protocol and
then show how an honest-but-curious server attacks their
protocol step by step.

2.1. Review of Wang et al.’s Protocol. Wang et al.’s protocol
involves five phases, i.e., registration phase, login phase,
authentication phase, password changing phase, and revoca-
tion/reregistration phase which are executed by the user 𝑈𝑖,
the server 𝑆𝑗, and the registration center𝑅𝐶.The symbols and
notations are listed in Table 1. Assume 𝑅𝐶 is a trusted third
party which is able to register for users and servers.

Registration Phase
(i) Registration phase of server

(a) 𝑆𝑗 sends a request message to 𝑅𝐶.
(b) 𝑅𝐶 authorizes 𝑆𝑗 once it receives the message

and returns 𝑃𝑆𝐾 (preshared key) to 𝑆𝑗 securely.
(c) 𝑆𝑗 uses 𝑃𝑆𝐾 to check 𝑈𝑖’s legitimacy in authen-

tication phase.

(ii) Registration phase of user

(a) The new user 𝑈𝑖 inserts 𝑆𝐶𝑖 into the card
reader, inputs 𝐼𝐷𝑖, 𝑃𝑊𝑖, and imprints 𝐵𝑖 at the
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Table 1: Symbols and notations in Wang et al.’s scheme.

𝑈𝑖 the 𝑖th user
𝑆𝑗 the 𝑗th server
𝑅𝐶 registration centre
𝐼𝐷𝑖 𝑈𝑖 ’s identity
𝐴𝐼𝐷𝑖 𝑈𝑖 ’s dynamic identity
𝑆𝐼𝐷𝑗 𝑆𝑗’s identity
𝑆𝐶𝑖 𝑈𝑖’s smart card
𝑃𝑊𝑖 𝑈𝑖 ’s password
𝐵𝐼𝑂𝑖 𝑈𝑖’s biometrics
𝑅𝑖 𝑈𝑖 ’s nearly random binary string
𝑃𝑆𝐾 pre-shared key between server and registration centre
𝑥 master secret key between user and registration centre
⊕ exclusive OR
ℎ( ̇) one-way hash function
|| concatenating operation

sensor. After that, (𝑅𝑖, 𝑃𝑖) is extracted from 𝐵𝐼𝑂𝑖
through 𝐺𝑒𝑛(𝐵𝐼𝑂𝑖) ← (𝑅𝑖, 𝑃𝑖). Finally 𝑈𝑖
calculates 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑅𝑖) and sends
{𝐼𝐷𝑖𝑅𝑃𝑊𝑖} to 𝑅𝐶 securely.

(b) 𝑅𝐶 generates < 𝐼𝐷𝑖, 𝑁𝑖 = 1 > and stores it to
the database. Note that 𝑁𝑖 indicates the state of
𝑈𝑖’s account. When 𝑈𝑖 revokes his account, 𝑅𝐶
sets 𝑁𝑖 = 0. When 𝑈𝑖 reregisters his account,
𝑅𝐶 sets 𝑁𝑖 = 𝑁𝑖 + 1. After that 𝑅𝐶 calculates
𝐴 𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑇𝑟), 𝐵𝑖 = 𝑅𝑃𝑊𝑖 ⊕ ℎ(𝐴 𝑖),
𝐶𝑖 = 𝐵𝑖 ⊕ ℎ(𝑃𝑆𝐾), 𝐷𝑖 = 𝑃𝑆𝐾 ⊕ 𝐴 𝑖 ⊕ ℎ(𝑃𝑆𝐾),
and 𝑉𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖) where 𝑇𝑟 is the time of
registration. Finally, 𝑅𝐶 sends {𝐵𝑖, 𝐶𝑖, 𝐷𝑖, 𝑉𝑖} to
𝑈𝑖 securely.

(c) 𝑈𝑖 receives {𝐵𝑖, 𝐶𝑖, 𝐷𝑖, 𝑉𝑖} from 𝑅𝐶, stores
{𝐵𝑖, 𝐶𝑖, 𝐷𝑖, 𝑉𝑖, 𝑃𝑖} into 𝑆𝐶𝑖, and stores 𝑃𝑖 in 𝑆𝐶𝑖.

Login Phase

(i) 𝑈𝑖 inputs 𝐼𝐷𝑖 and𝑃𝑊𝑖 with his/her smart card 𝑆𝐶𝑖 and
imprints 𝐵𝐼𝑂∗𝑖 at the sensor.

(ii) 𝑆𝐶𝑖 calculates 𝑅𝑖 = 𝑅𝑒𝑝(𝐵𝐼𝑂∗𝑖 , 𝑃𝑖) and 𝑅𝑃𝑊𝑖 =
ℎ(𝑃𝑊𝑖 ‖ 𝑅𝑖). After that, 𝑆𝐶𝑖 checks whether ℎ(𝐼𝐷𝑖 ‖
𝑅𝑃𝑊𝑖) = 𝑉𝑖 holds or not. If it is right, 𝑆𝐶𝑖 computes
ℎ(𝑃𝑆𝐾) = 𝐵𝑖 ⊕ 𝐶𝑖.

(iii) 𝑆𝐶𝑖 calculates 𝐴𝐼𝐷𝑖 = ℎ(𝑁1) ⊕ 𝐼𝐷𝑖 after choosing a
random number 𝑁1. After that, 𝑆𝐶𝑖 computes𝑀1 =
𝑅𝑃𝑊𝑖⊕ℎ(𝑃𝑆𝐾)⊕𝑁1 and𝑀2 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1 ‖ 𝑅𝑃𝑊𝑖 ‖
𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖) where 𝑇𝑖 is a timestamp.

(iv) 𝑆𝐶𝑖 sends {𝐵𝑖, 𝐷𝑖,𝑀1,𝑀2, 𝐴𝐼𝐷𝑖, 𝑇𝑖} to 𝑆𝑗.

Authentication Phase

(i) 𝑆𝑗 checks whether 𝑇𝑖 − 𝑇𝑗 ≤ Δ𝑇. Note that 𝑇𝑗 is the
time that 𝑆𝑗 receives the loginmessage, andΔ𝑇means
the time interval.

(ii) If the verification is valid, 𝑆𝑗 calculates 𝐴 𝑖 = 𝑃𝑆𝐾 ⊕
𝐷𝑖 ⊕ ℎ(𝑃𝑆𝐾), 𝑅𝑃𝑊𝑖 = ℎ(𝐴 𝑖) ⊕ 𝐵𝑖, and 𝑁1 = 𝑀1 ⊕

𝑅𝑃𝑊𝑖 ⊕ ℎ(𝑃𝑆𝐾) and checks whether ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1 ‖
𝑅𝑃𝑊𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖) = 𝑀2.

(iii) If this verification is valid, 𝑆𝑗 chooses a random
number 𝑁2 and calculates 𝑆𝐾𝑖𝑗 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖
𝑁1 ‖ 𝑁2) as the session secret key. Then, 𝑆𝑗 computes
𝑀3 = ℎ(𝑃𝑆𝐾)⊕ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1)⊕𝑁2 and𝑀4 = ℎ(𝑆𝐼𝐷𝑗 ‖
𝑁2 ‖ 𝐴𝐼𝐷𝑖). Finally 𝑆𝑗 returns {𝑀3𝑀4, 𝑆𝐼𝐷𝑗} to 𝑈𝑖.

(iv) 𝑆𝐶𝑖 calculates 𝑁2 = ℎ(𝑃𝑆𝐾) ⊕ ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1) ⊕ 𝑀3
and 𝑆𝐾𝑖𝑗 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁1 ‖ 𝑁2) and checks
whether ℎ(𝑆𝐼𝐷𝑗 ‖ 𝑁2 ‖ 𝐴𝐼𝐷𝑖) = 𝑀4. If it is valid, 𝑆𝐶𝑖
calculates𝑀5 = ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑁1 ‖ 𝑁2) and sends𝑀5 to
𝑆𝑗.

(v) 𝑆𝑗 checks whether the condition ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑁1 ‖ 𝑁2)
matches with 𝑀5. If holds, 𝑆𝑗 confirms the session
key 𝑆𝐾𝑖𝑗. Otherwise, 𝑆𝑗 terminates the session imme-
diately.

Password Change Phase

(i) 𝑈𝑖 inserts his/her smart card, inputs 𝐼𝐷𝑖 and𝑃𝑊𝑖, and
imprints 𝐵𝐼𝑂∗𝑖 .

(ii) 𝑆𝐶𝑖 retires 𝑅𝑖 from 𝑅𝑒𝑝(𝐵𝐼𝑂∗𝑖 , 𝑃𝑖) and computes
𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑅𝑖). Then 𝑆𝐶𝑖 checks whether
ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖) matches with 𝑉𝑖. If it holds, 𝑈𝑖 can
input the new password.

(iii) 𝑈𝑖 inputs the new password 𝑃𝑊𝑛𝑖 and 𝑆𝐶𝑖 calculates
𝑅𝑃𝑊𝑛𝑖 = ℎ(𝑃𝑊𝑛𝑖 ‖ 𝑅𝑖), 𝐵

𝑛
𝑖 = 𝐵𝑖 ⊕ 𝑅𝑃𝑊𝑖 ⊕ 𝑅𝑃𝑊

𝑛
𝑖 ,

𝐶𝑛𝑖 = 𝐶𝑖 ⊕ 𝑅𝑃𝑊𝑖 ⊕ 𝑅𝑃𝑊
𝑛
𝑖 , and 𝑉

𝑛
𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊

𝑛
𝑖 ).

(iv) 𝑆𝐶𝑖 displaces 𝐵𝑖 with 𝐵
𝑛
𝑖 , 𝐶𝑖 with 𝐶

𝑛
𝑖 , and 𝑉𝑖 with 𝑉

𝑛
𝑖 ,

respectively.

Revocation and Reregistration Phase

(i) If𝑈𝑖 is revoked, he needs to send verification message
𝑅𝑃𝑊𝑖 to 𝑅𝐶 securely.

(ii) 𝑅𝐶 checks the validity of 𝑈𝑖. If 𝑈𝑖 is a valid user, 𝑅𝐶
sets < 𝐼𝐷𝑖, 𝑁𝑖 = 0 >.
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(iii) 𝑅𝐶 follows the user registration phase and uses <
𝐼𝐷𝑖,𝑁𝑖 = 𝑁𝑖 + 1 > to replace < 𝐼𝐷𝑖,𝑁𝑖 >.

2.2. Analysis of Wang et al.’s Protocol. This subsection ana-
lyzesWang et al.’s protocol and shows how tomount a passive
attack by an honest-but-curious server.

2.2.1. Passive Attack from an Honest-But-Curious Server.
In this attack, an honest-but-curious server (say 𝑆𝑗) only
passively eavesdrops messages between the user𝑈𝑖 and other
servers, so that he can obtain the session keys shared by the
user 𝑈𝑖 and other servers which should be kept secret from
𝑆𝑗 using his secret key and eavesdropping messages. More
precisely, suppose a user 𝑈𝑖 has finished the protocol with a
server 𝑆1 and is running the protocol with the other server 𝑆2.
Now we will show how the server 𝑆1 obtains the session key
between 𝑈𝑖 and 𝑆2 step by step.

(i) Step 1. 𝑆1 finished the protocol with 𝑈𝑖 successfully.
Thus the server has knowledge of 𝑃𝑆𝐾.

(ii) Step 2. During the protocol process between 𝑈𝑖 and
𝑆2, 𝑆1 firstly intercepts {𝐵𝑖, 𝐷𝑖,𝑀1,𝑀2, 𝐴𝐼𝐷𝑖, 𝑇𝑖} sent
by 𝑈𝑖 to 𝑆2. From these messages, 𝑆1 obtains 𝑁1 by
calculating 𝐴 𝑖 = 𝐷𝑖 ⊕ 𝑃𝑆𝐾 ⊕ ℎ(𝑃𝑆𝐾), 𝑅𝑃𝑊𝑖 = 𝐵𝑖 ⊕
ℎ(𝐴 𝑖), and𝑁1 = 𝑅𝑃𝑊𝑖 ⊕𝑀1 ⊕ ℎ(𝑃𝑆𝐾).

(iii) Step 3. After that, 𝑆1 intercepts the messages
{𝑆𝐼𝐷𝑗,𝑀3𝑀4} which are sent from 𝑆2 to 𝑈𝑖. Then
the server 𝑆1 obtains 𝑁2 by calculating 𝑁2 = 𝑀3⊕
ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1) ⊕ ℎ(𝑃𝑆𝐾). In this case, the server 𝑆1
acquired𝑁1 and𝑁2 generated in this session.

(iv) Step 4. With the intercepted 𝐴𝐼𝐷𝑖 and 𝑆𝐼𝐷𝑗, 𝑆1 can
obtain the session key 𝑆𝐾𝑖𝑗 by calculating 𝑆𝐾𝑖𝑗 =
ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁1 ‖ 𝑁2) successfully which should
be kept secret from him.

2.2.2. User’s Anonymity. User’s anonymity means that user’s
𝐼𝐷𝑖 and other urgent information indicating user’s identity
directly should be protected carefully. InWang et al.’s scheme,
an honest-but-curious server 𝑆𝑗 can compute 𝑁1 by 𝑁1 =
𝑅𝑃𝑊𝑖 ⊕ 𝑀1 ⊕ ℎ(𝑃𝑆𝐾). At the same time, 𝑆𝑗 receives 𝐴𝐼𝐷𝑖
from 𝑈𝑖. 𝑆𝑗 can obtain 𝑈𝑖’s identity 𝐼𝐷𝑖 by computing 𝐼𝐷𝑖 =
𝐴𝐼𝐷𝑖 ⊕ ℎ(𝑁1). As a consequence, the server can obtain 𝐼𝐷𝑖
of the user 𝑈𝑖. This does not guarantee the anonymity of the
user’s identity.

2.2.3. User Impersonation Attack. The honest-but-curious
server 𝑆𝑗 can collect 𝐵𝑖 and 𝐷𝑖 which are sent by 𝑈𝑖 and thus
can calculate𝑅𝑃𝑊𝑖 using𝑃𝑆𝐾. After that, 𝑆𝑗 canpretend to be
𝑈𝑖 and apply authentication from other servers. Specifically,
𝑆𝑗 randomly choose a number 𝑁1 and calculates 𝐴𝐼𝐷𝑖 =
ℎ(𝑁1) ⊕ 𝐼𝐷𝑖,𝑀1 = 𝑅𝑃𝑊𝑖 ⊕𝑁1 ⊕ℎ(𝑃𝑆𝐾), and𝑀2 = ℎ(𝐴𝐼𝐷𝑖 ‖
𝑁1 ‖ 𝑅𝑃𝑊𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖). Then 𝑆𝑗 sends {𝐵𝑖, 𝐷𝑖,𝑀1,𝑀2,
𝐴𝐼𝐷𝑖, 𝑇𝑖} to other servers through a public channel. In this
way, 𝑆𝑗 can disguise as 𝑈𝑖.

2.2.4. Wrong Revocation and Reregistration. In this phase,
users are allowed to revoke or reregister when he confronts

the situation about losing the smart card or his account. In
Wang et al.’s scheme,when a userwants to revoke his account,
he has to pass the authentication. After that, 𝑅𝐶 changes 𝑁𝑖
to 0, indicating that 𝐼𝐷𝑖 is not available any more. In the
reregistration phase, 𝑅𝐶 also changes𝑁𝑖 to𝑁𝑖 + 1. However,
𝑅𝐶 is not involved in login phase and authentication phase.
As a result, there is no access for 𝑅𝐶 to check whether the
user’s account is revoked or not. Thus the user can access
the legal servers only using his former password and his
biometrics; even he already has been revoked.

2.3. Reasons for the Weakness. In Wang et al.’s protocol,
two important temporary secret values 𝑁1 and 𝑁2 are
protected by 𝑃𝑆𝐾. Unfortunately, all servers keep the same
private key 𝑃𝑆𝐾. As a result, an honest-but-curious server
𝑆𝑗 with 𝑃𝑆𝐾 can obtain all session keys which should
be kept secret from him. This attack usually exists in the
multiserver environment. In the most cases, a legitimate
server after registration is assumed to be completely trust-
worthy, without taking into account the possibility that a
particular server can act as an honest-but-curious adver-
sary.

To resist this attack, it is bound to distribute different
secret keys to different servers, which can be implemented
by involving the registration center in the authentication
process. Unfortunately, in most of this kind of protocol,
authentication process is excused between the user and the
server independent of the registration center. Therefore, to
design a secure three-factor authentication protocol against
the passive attack from an honest-but-curious server, the reg-
istration center should be introduced into the authentication
process to protect the important temporary secret values 𝑁1
and𝑁2.

3. The New Protocol

In this section, we first discuss the threat model used in
our protocol. We then give the list of notations used in our
proposed scheme. Finally, we describe the different phases
relate to our scheme.

3.1. Threat Model. In this subsection, we introduce a threat
model following the definition of [36–39].

(i) The adversary A is able to control the open commu-
nication channel completely; that is, he can intercept,
modify, delete, block, and resend the messages over
the open channel.

(ii) The adversaryA can list all pairs of 𝐼𝐷𝑖 from the space
of identities and 𝑃𝑊𝑖 from the space of passwords in
a polynomial time.

(iii) The adversary A can either intercept the password of
the user via themalicious device or extract the param-
eters from the smart card, but both methods cannot
be used together. An honest-but-curious server does
not have this ability.

(iv) WhenA acts as an honest-but-curious server, he can
just listen the messages via the open channel.
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Table 2: Notations in the new protocol.

𝑈𝑖, 𝑆𝑗 𝑖th user and 𝑗th server
𝑅𝐶 the registration centre
𝐼𝐷𝑖, 𝐴𝐼𝐷𝑖, 𝑆𝐼𝐷𝑗 𝑈𝑖 ’s identity, dynamic identity and 𝑆𝑗’s identity
𝑆𝐶𝑖, 𝑃𝑊𝑖, 𝐵𝐼𝑂𝑖 𝑈𝑖’s smart card, password and biometrics
𝑅𝑖, 𝑃𝑖 valid biometric characteristic extracted from 𝐵𝐼𝑂𝑖
𝑃𝑆𝐾 master secret key between server and registration centre
𝑋 master secret key between user and registration centre
ℎ( ̇), ⊕, || hash function, XOR operation and concatenating operation
𝑥𝑖 pre-shared key between 𝑈𝑖 and registration centre
𝑦𝑗 pre-shared key between 𝑆𝑗 and registration centre

Figure 1: Registration phase of server.

3.2.The Proposed Protocol. AsWang et al.’s protocol, the new
protocol also involves five phases. Table 2 lists the notations
used in the new protocol.

3.2.1. Registration Phase

(i) Server registration phase
During server registration, 𝑆𝑗 communicates with 𝑅𝐶
to authenticate his validity and become a legislative
server after receiving the preshared key sent from𝑅𝐶.
The whole process of the server registration phase is
shown in Figure 1.

(a) 𝑆𝑗 sends a request message to 𝑅𝐶.
(b) 𝑅𝐶 authorizes 𝑆𝑗 and adds a novel entry <

𝑆𝐼𝐷𝑗, 𝑦𝑗 > to the database where 𝑦𝑗 is a ran-
dom number. Then ℎ(𝑃𝑆𝐾), 𝑦𝑗 is sent to 𝑆𝑗 by
applying IKEv2 securely.

(c) 𝑆𝑗 adopts𝑃𝑆𝐾, 𝑦𝑗 to protect the urgentmessages
and generates the session key 𝑆𝐾𝑖𝑗.

(ii) User registration phase
A user sends his personal information to 𝑅𝐶 and gets
his own smart card by executing the process listed in
Figure 2.

(a) 𝑈𝑖 inputs 𝐵𝐼𝑂𝑖 at the sensor and can obtain
{𝑅𝑖, 𝑃𝑖} using 𝐺𝑒𝑛(𝐵𝐼𝑂𝑖) → (𝑅𝑖, 𝑃𝑖). Then 𝑈𝑖
selects 𝐼𝐷𝑖 and 𝑃𝑊𝑖 and calculates 𝑅𝑃𝑊𝑖 =
ℎ(𝑃𝑊𝑖 ‖ 𝑅𝑖). 𝑈𝑖 finally sends {𝐼𝐷𝑖𝑅𝑃𝑊𝑖} to 𝑅𝐶
securely.

(b) 𝑅𝐶 generates a novel entry < 𝐼𝐷𝑖, 𝑥𝑖 > to the
database where 𝑥𝑖 is a random number that

records the validity of 𝑈𝑖. If 𝑈𝑖 has revoked
its account or the account is not available
at present, 𝑅𝐶 generates a negative random
number 𝑥𝑖; otherwise, 𝑥𝑖 is a positive random
number. At the same time, 𝑥𝑖 is a preshared key.
After that, 𝑅𝐶 computes 𝐴 𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑋 ‖
𝑇𝑟), 𝐵𝑖 = 𝑅𝑃𝑊𝑖 ⊕ ℎ(𝐴 𝑖), 𝐶𝑖 = 𝐵𝑖 ⊕ ℎ(𝑃𝑆𝐾),
𝐷𝑖 = 𝑃𝑆𝐾 ⊕ 𝐴 𝑖 ⊕ ℎ(𝑃𝑆𝐾), 𝑉𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖),
𝐸𝑖 = 𝑅𝑃𝑊𝑖 ⊕ 𝑥𝑖, and 𝐹𝑖 = 𝑅𝑃𝑊𝑖 ⊕ ℎ(𝑋), where
𝑇𝑟 is the registration time and 𝑋 is the masker
secret key between the user and the registration
center.

(c) 𝑅𝐶 puts {𝐵𝑖, 𝐶𝑖, 𝐷𝑖, 𝑉𝑖, 𝐸𝑖, 𝐹𝑖} into 𝑆𝐶𝑖 . After that,
𝑅𝐶 issues it to 𝑈𝑖 securely.

(d) With 𝑆𝐶𝑖, 𝑈𝑖 keeps 𝑃𝑖 into 𝑆𝐶𝑖 and initials the
authentication.

3.2.2. Login Phase. A user 𝑈𝑖 tries to login to a server 𝑆𝑗 by
executing the steps shown in Figure 3.

(i) 𝑈𝑖 inputs 𝐼𝐷𝑖,𝑃𝑊𝑖, and 𝐵𝐼𝑂
∗
𝑖 , then his smart card can

recover 𝑅∗𝑖 using 𝑅𝑒𝑝(𝐵𝐼𝑂
∗
𝑖 , 𝑃𝑖) → 𝑅∗𝑖 .

(ii) 𝑆𝐶𝑖 computes 𝑅𝑃𝑊∗𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑅
∗
𝑖 ) and then checks

whether ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊
∗
𝑖 ) = 𝑉𝑖 or not. If it is true, 𝑆𝐶𝑖

calculates ℎ(𝑃𝑆𝐾) = 𝐵𝑖 ⊕ 𝐶𝑖, 𝑥𝑖 = 𝑅𝑃𝑊𝑖 ⊕ 𝐸𝑖, and
ℎ(𝑋) = 𝑅𝑃𝑊𝑖 ⊕ 𝐹𝑖. Otherwise, 𝑈𝑖 does not pass the
identity authentication.

(iii) 𝑆𝐶𝑖 generates a number𝑁1 randomly for each session
and calculatesℎ(𝐴 𝑖 ) = 𝑅𝑃𝑊𝑖⊕𝐵𝑖,𝐴𝐼𝐷𝑖 = 𝐼𝐷𝑖⊕ℎ(𝑋)⊕
ℎ(𝐴 𝑖), 𝑀1 = 𝑅𝑃𝑊𝑖 ⊕ 𝑁1 ⊕ ℎ(𝑃𝑆𝐾) ⊕ 𝑥𝑖, and 𝑀2 =
ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖) where 𝑇𝑖 is a timestamp.

(iv) 𝑆𝐶𝑖 sends {𝐴𝐼𝐷𝑖,𝑀1,𝑀2, 𝐵𝑖, 𝐷𝑖, 𝑇𝑖} to 𝑆𝑗.

3.2.3. Authentication Phase. This phase offers the details of
mutually authentication which are indicated in Figure 3.

(i) 𝑆𝑗 receives the information from 𝑈𝑖 and verifies
whether 𝑇𝑖 − 𝑇


𝑗 ≤ Δ𝑇 holds or not. If it holds, 𝑆𝑗

calculates 𝐴 𝑖 = 𝑃𝑆𝐾 ⊕ 𝐷𝑖 ⊕ ℎ(𝑃𝑆𝐾) and 𝑅𝑃𝑊𝑖 =
𝐵𝑖 ⊕ ℎ(𝐴 𝑖). Otherwise, 𝑆𝑗 will reject the login request.
Then 𝑆𝑗 checks whether 𝑀2 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖
𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖). If it fails, the protocol would be stopped.
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Figure 2: Registration phase of user.

Figure 3: Login and authentication phase.
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Otherwise, the server computes𝐴𝐼𝐷𝑖 = 𝐴𝐼𝐷𝑖⊕ℎ(𝐴 𝑖),
𝑀3 = 𝑀1 ⊕ 𝑅𝑃𝑊𝑖 ⊕ 𝑦𝑖, and𝑀4 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖

𝑦𝑗 ‖ 𝑇𝑗) and sendsmessages {𝐴𝐼𝐷𝑖 , 𝑆𝐼𝐷𝑗,𝑀3,𝑀4, 𝑇𝑗}
to 𝑅𝐶.

(ii) 𝑅𝐶 receives the messages and verifies whether 𝑇𝑗 −
𝑇𝑟𝑐 ≤ Δ𝑇 holds or not. If it holds, 𝑅𝐶 checks whether
𝑀4 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑦𝑗 ‖ 𝑇𝑗). If it fails, the
request would be stopped. Otherwise, 𝑅𝐶 computes
𝐼𝐷𝑖 = 𝐴𝐼𝐷𝑖 ⊕ ℎ(𝑋). Then 𝑅𝐶 goes through the
database < 𝐼𝐷𝑖, 𝑥𝑖 >, < 𝑆𝐼𝐷𝑗, 𝑦𝑗 > stored in 𝑅𝐶 to
get 𝑥𝑖 and 𝑦𝑖. If 𝑥𝑖 is a negative number, the request
would be stopped. After that, 𝑅𝐶 computes 𝑁1 =
𝑀3 ⊕ ℎ(𝑃𝑆𝐾) ⊕ 𝑥𝑖 ⊕ 𝑦𝑗, 𝑀5 = 𝑁1 ⊕ 𝑦𝑗 ⊕ 𝑃𝑆𝐾, and
𝑀6 = ℎ(𝑀5)⊕𝑇𝑐 where𝑇𝑐 is an additional timestamp.
Finally, 𝑅𝐶 returns {𝑀5,𝑀6, 𝑇𝑐} to 𝑆𝑗.

(iii) Once 𝑆𝑗 receives the message from 𝑅𝐶, it verifies
whether 𝑇𝑐 − 𝑇

∗
𝑗 ≤ Δ𝑇 holds or not. If it holds, 𝑆𝑗

checks whether 𝑀6 = ℎ(𝑀5) ⊕ 𝑇𝑐. If it fails, the
request will be stopped. Otherwise, 𝑆𝑗 calculates𝑁1 =
𝑀5⊕𝑦𝑗⊕𝑃𝑆𝐾. After selecting a number𝑁2 randomly,
𝑆𝑗 computes 𝑆𝐾𝑖𝑗 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁1 ‖ 𝑁2),𝑀7 =
𝑁2 ⊕ ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1) ⊕ ℎ(𝑃𝑆𝐾), and 𝑀8 = ℎ(𝑆𝐼𝐷𝑗 ‖
𝑁2 ‖ 𝐴𝐼𝐷𝑖).Then, the server sends {𝑆𝐼𝐷𝑗,𝑀7,𝑀8} to
𝑈𝑖.

(iv) 𝑈𝑖 retrieves𝑁2 and calculates 𝑆𝐾𝑖𝑗 by computing𝑁2 =
𝑀7 ⊕ ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1) ⊕ ℎ(𝑃𝑆𝐾) and 𝑆𝐾𝑖𝑗 = ℎ(𝐴𝐼𝐷𝑖 ‖
𝑆𝐼𝐷𝑗 ‖ 𝑁1 ‖ 𝑁2). After that, 𝑈𝑖 checks whether𝑀8 =
ℎ(𝑆𝐼𝐷𝑗 ‖ 𝑁2 ‖ 𝐴𝐼𝐷𝑖) holds or not. If it is valid, the
user calculates 𝑀9 = ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑁1 ‖ 𝑁2) and sends
𝑀9 to 𝑆𝑗.

(v) Finally, 𝑆𝑗 receives𝑀9 and checks whether the equa-
tion ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑁1 ‖ 𝑁2) = 𝑀9 holds or not. If so,
a secret session key is generated successfully and can
be used in the following communication. Otherwise,
𝑆𝑗 would reject the authentication.

3.2.4. Password Change Phase. Using this phase, 𝑈𝑖’s pass-
word can be changed without any exchanging message from
both 𝑅𝐶 and 𝑆𝑗.

(i) 𝑈𝑖 inputs 𝐼𝐷𝑖, the old password 𝑃𝑊𝑖, and imprints
𝐵𝐼𝑂𝑖 as well and computes 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑅𝑖)
which is used to pass the authentication.

(ii) 𝑈𝑖 inputs a new password 𝑃𝑊𝑛𝑒𝑤𝑖 . After that, 𝑈𝑖
computes 𝑅𝑃𝑊𝑛𝑒𝑤𝑖 = ℎ(𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝑅𝑖), 𝐵

𝑛𝑒𝑤
𝑖 = 𝐵𝑖 ⊕

𝑅𝑃𝑊𝑖 ⊕ 𝑅𝑃𝑊
𝑛𝑒𝑤
𝑖 , 𝐶𝑛𝑒𝑤𝑖 = 𝐵𝑛𝑒𝑤𝑖 ⊕ ℎ(𝑃𝑆𝐾), 𝑉𝑛𝑒𝑤𝑖 =

ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊
𝑛𝑒𝑤
𝑖 ), 𝐸𝑛𝑒𝑤𝑖 = 𝐸𝑖 ⊕ 𝑅P𝑊𝑖 ⊕ 𝑅𝑃𝑊

𝑛𝑒𝑤
𝑖 , and

𝐹𝑛𝑒𝑤𝑖 = 𝐹𝑖 ⊕ 𝑅𝑃𝑊𝑖 ⊕ 𝑅𝑃𝑊
𝑛𝑒𝑤
𝑖 .

(iii) 𝑆𝐶𝑖 replaces 𝐵𝑖, 𝐶𝑖, 𝐸𝑖, 𝐹𝑖, and𝑉𝑖 with 𝐵
𝑛𝑒𝑤
𝑖 , 𝐶𝑛𝑒𝑤𝑖 , 𝐸𝑛𝑒𝑤𝑖 ,

𝐹𝑛𝑒𝑤𝑖 , and 𝑉𝑛𝑒𝑤𝑖 .

3.2.5. User Revocation or Reregistration Phase. This phase is
used for revocation and reregistration when 𝑈𝑖’s smart card
𝑆𝐶𝑖 is stolen or lost.

(i) In revocation phase, 𝑈𝑖 sends revocation requests
to 𝑅𝐶. 𝑅𝐶 chooses a negative random number and

modifies the value of 𝑥𝑖 corresponding to 𝑈𝑖 as that
random number.

(ii) In reregistration phase, 𝑈𝑖 sends reregistration
requests to 𝑅𝐶. 𝑅𝐶 selects a positive random number
and sets it as 𝑥𝑖 of 𝑈𝑖.

4. Security Analysis of the New Protocol

4.1. Verifying the New Protocol with BAN Logic. Burrows-
Abadi-Needham (BAN) logic is introduced by Burrows et
al. [40] and widely used to analyze the security protocol.
In this subsection, BAN logic is used to prove that mutual
authentication can be obtained after running the new proto-
col successfully. The notations and postulates in BAN logic
are listed in Table 3.

We first define the test goals which the new protocol
should achieve using BAN logic:

(g1) 𝑆𝑗| ≡ 𝑈𝑖| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗

(g2) 𝑆𝑗| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗

(g3) 𝑈𝑖| ≡ 𝑆𝑗| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗

(g4) 𝑈𝑖| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗

Secondly, we give the idealized form of the new protocol
as follows:

(m1) 𝑈𝑖 → 𝑆𝑗 : (𝐼𝐷𝑖, 𝑅𝑃𝑊𝑖, 𝑈𝑖
𝑁1
←→ 𝑆𝑗)

𝑈𝑖

𝑥𝑖
←→𝑅𝐶

(m2) 𝑆𝑗 → 𝑅𝐶 : (𝐴𝐼𝐷𝑖 , 𝑆𝐼𝐷𝑗, 𝑅𝑃𝑊𝑖, 𝑈𝑖
𝑁1
←→

𝑆𝑗)
𝑆𝑗

𝑦𝑗

←→𝑅𝐶

(m3) 𝑅𝐶 → 𝑆𝑗 : (𝑇𝑐, 𝑈𝑖
𝑁1
←→ 𝑆𝑗)

𝑆𝑗

𝑦𝑗

←→𝑅𝐶

(m4) 𝑆𝑗 → 𝑈𝑖 : (𝑆𝐼𝐷𝑗, 𝑁1, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗)

𝑈𝑖
𝑁1
←→𝑆𝑗

(m5) 𝑈𝑖 → 𝑆𝑗 : (𝑁1, 𝑁2, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗)

𝑈𝑖
𝑁1,𝑁2
←→𝑆𝑗

Next, we list the following initiative premises of the new
protocol:

(p1) 𝑈𝑖| ≡ #𝑁1.
(p2) 𝑆𝑗| ≡ #𝑁2.

(p3)𝑈𝑖| ≡ 𝑈𝑖
𝑥𝑖
←→ 𝑅𝐶.

(p4) 𝑅𝐶| ≡ 𝑈𝑖
𝑥𝑖
←→ 𝑅𝐶.

(p5) 𝑆𝑗| ≡ 𝑆𝑗
𝑦𝑗
←→ 𝑅𝐶.

(p6) 𝑅𝐶| ≡ 𝑆𝑗
𝑦𝑗
←→ 𝑅𝐶.

(p7) 𝑆𝑗| ≡ 𝑅𝐶 ⇒ 𝑈𝑖
𝑁1
←→ 𝑆𝑗

(p8) 𝑈𝑖| ≡ 𝑆𝑗 ⇒ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗
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Table 3: BAN logic notations and postulates.

Notations and postulates Description
𝑃| ≡ 𝑋 𝑃 believes the statement𝑋 is true
𝑃 ⊲ 𝑋 𝑃 sees𝑋
𝑃| ∼ 𝑋 𝑃 once said that𝑋 or has sent a message containing𝑋
𝑃 ⇒ 𝑋 𝑃 has control over 𝑋
#𝑋 𝑋 is fresh

𝑃
𝐾
←→ 𝑄

𝑃 and 𝑄 can communicate using the shared key𝐾,
only 𝑃, 𝑄 or a trusted third party know𝐾

(𝑋)𝑘 The formula 𝑋 is combined with the formula 𝐾

𝑃| ≡ 𝑃
𝐾
←→ 𝑄,𝑃 ⊲ {𝑋}𝐾

𝑃| ≡ 𝑄| ∼ 𝑋
Rule(a): The message-meaning rule

𝑃| ≡ 𝑄 ⇒ 𝑋, 𝑃| ≡ 𝑄| ≡ 𝑋

𝑃| ≡ 𝑋
Rule(b): The jurisdiction rule

𝑃| ≡ #(𝑋), 𝑃| ≡ 𝑄| ∼ 𝑋
𝑃| ≡ 𝑄| ≡ 𝑋

Rule(c): The nonce-verification rule

𝑃| ≡ #(𝑋)
𝑃| ≡ #(𝑋, 𝑌)

Rule(d): The freshness-conjuncatenation rule

𝑃| ≡ 𝑋, 𝑃| ≡ 𝑌

𝑃| ≡ (𝑋, 𝑌)
,𝑃| ≡ 𝑄| ≡ (𝑋, 𝑌)
𝑃| ≡ 𝑄| ≡ 𝑋

Rule(e): The belief rule

(p9) 𝑆𝑗| ≡ 𝑈𝑖 ⇒ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗.

(p10)𝑈𝑖| ≡ 𝑈𝑖
𝑁1
←→ 𝑆𝑗

(p11) 𝑆𝑗| ≡ 𝑈𝑖
𝑁2
←→ 𝑆𝑗

(p12) 𝑆𝑗| ≡ #𝑇𝑐.
(p13) 𝑅𝐶| ≡ #𝑇𝑗.

Finally, we analyze the new protocol using the BAN logic
rules and the assumptions.

From message 𝑚3, we obtain

(S1) 𝑆𝑗 ⊲ (𝑇𝑐, 𝑈𝑖
𝑁1
←→ 𝑆𝑗)

𝑆𝑗

𝑦𝑗

←→𝑅𝐶
.

From (p5), (S1), and Rule(a), we get

(S2) 𝑆𝑗| ≡ 𝑅𝐶| ∼ (𝑇𝑐, 𝑈𝑖
𝑁1
←→ 𝑆𝑗).

From (p12) and Rule(d), we get

(S3) 𝑆𝑗| ≡ #(𝑇𝑐, 𝑈𝑖
𝑁1
←→ 𝑆𝑗).

From (S2), (S3), and Rule(c), we get

(S4) 𝑆𝑗| ≡ 𝑅𝐶| ≡ (𝑇𝑐, 𝑈𝑖
𝑁1
←→ 𝑆𝑗).

From (S4) and Rule(e), we get

(S5) 𝑆𝑗| ≡ 𝑅𝐶| ≡ 𝑈𝑖
𝑁1
←→ 𝑆𝑗.

From (p7), (S5), and Rule(b), we get

(S6) 𝑆𝑗| ≡ 𝑈𝑖
𝑁1
←→ 𝑆𝑗.

From message (m4), we have

(S7) 𝑈𝑖 ⊲ (𝑆𝐼𝐷𝑗, 𝑁1, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗)

𝑈𝑖
𝑁1
←→𝑆𝑗

.

From (p10), (S7), and Rule(a), we get

(S8) 𝑈𝑖| ≡ 𝑆𝑗| ∼ (𝑆𝐼𝐷𝑗, 𝑁1, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).

From (p1) and Rule(d), we get

(S9) 𝑈𝑖| ≡ #(𝑆𝐼𝐷𝑗, 𝑁1, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).

From (S8), (S9), and Rule(c), we get

(S10)𝑈𝑖| ≡ 𝑆𝑗| ≡ (𝑆𝐼𝐷𝑗, 𝑁1, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).

From (S10) and Rule(e), we get

(S11) 𝑈𝑖| ≡ 𝑆𝑗| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗(g3).

From (P8), (S11), and Rule(b), we get

(S12) 𝑈𝑖| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗(g4).

From message (m5), we have

(S13) 𝑆𝑗 ⊲ (𝑁1, 𝑁2, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗)

𝑈𝑖
𝑁1,𝑁2
←→𝑆𝑗

.

From (p11), (S6), (S13), and Rule(a), we get

(S14) 𝑆𝑗| ≡ 𝑈𝑖| ∼ (𝑁1, 𝑁2, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).
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From (p2) and Rule(d), we get

(S15) 𝑆𝑗| ≡ #(𝑁1, 𝑁2, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).

From (S14), (S15), and Rule(c), we get

(S16) 𝑆𝑗| ≡ 𝑈𝑖| ≡ (𝑁1, 𝑁2, 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗).

From (S16) and Rule(e), we get

(S17) 𝑆𝑗| ≡ 𝑈𝑖| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗(g1).

Finally, From (P9), (S17), and Rule(b), we get

(S18) 𝑆𝑗| ≡ 𝑈𝑖
𝑆𝐾𝑖𝑗
←→ 𝑆𝑗(g2).

According to (g1), (g2), (g3), and (g4), we conclude that
the new protocol provides the mutual authentication and a
shared secret key between the user and the server after a
successful running of the protocol.

4.2. Formal Security Analysis. Recent research has shown that
user-chosen passwords follow the Zipf ’s law [41], a vastly
different distribution from the uniform distribution. In this
subsection, we provide a formal security analysis of the new
protocol with the Zipf ’s law.

Theorem 1. Let 𝑙 be the length of the biometric key 𝐵𝐼𝑂𝑖, let
|𝐻𝑎𝑠ℎ| be the range space of hash function ℎ(⋅), and both𝐶 and
𝑠 are the Zipf ’s parameters [41]. Let 𝑞𝑠𝑒𝑛𝑑 be Send queries and
𝑞ℎ be Hash oracle queries. For any adversaryA in polynomial
time 𝑡 against the new protocol 𝑃 in the random oracle, the
advantage ofA breaking the 𝑆𝐾 − 𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦 of 𝑃 is

𝐴𝑑V𝑎𝑘𝑒𝑝 ≤
𝑞2ℎ

|𝐻𝑎𝑠ℎ|
+
𝐶 ⋅ 𝑞𝑠𝑠𝑒𝑛𝑑
2𝑙−1

. (1)

Proof. Let𝐸𝑖 be the event thatA guesses bit 𝑏 for𝐺𝑖 in the test
session successfully. According to the new protocol, A does
not need to guess or compute the user’s identity since there is
only one user. The games 𝐺0 to 𝐺3 are listed as follows.

Game 𝐺0. This game corresponds to the real attack in the
random oracle model. Hence

𝐴𝑑V𝑎𝑘𝑒𝑝 = 2pr [𝐸0] − 1
 . (2)

Game 𝐺1. We simulateA’s eavesdropping attack by querying
𝐸𝑥𝑒𝑐𝑢𝑡𝑒 oracles. Then, A sends the 𝑇𝑒𝑠𝑡 query and decides
whether the outcome of 𝑇𝑒𝑠𝑡 query matches with 𝑆𝐾 which
can be calculated as 𝑆𝐾𝑖𝑗 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁1 ‖ 𝑁2).
A cannot get the message about 𝑃𝑆𝐾, ℎ(𝑋). and𝐴𝐼𝐷𝑖, due to
the security of 𝑆𝑗 ’s𝑃𝑆𝐾 and𝑈𝑖’s ℎ(𝑋).ThusA cannot increase
the chance of winning game 𝐺1. Hence we have

pr [𝐸0] = pr [𝐸1] . (3)

Game 𝐺2. We simulate A’s active attack by querying 𝑆𝑒𝑛𝑑
and 𝐻𝑎𝑠ℎ oracles. A will manage to find the collisions of
𝐻𝑎𝑠ℎ in the way of make queries, but it is impossible for

him to know the message of both {𝐴𝐼𝐷𝑖,𝑀1,𝑀2, 𝐵𝑖, 𝐷𝑖, 𝑇𝑖}
and {𝑆𝐼𝐷𝑗,𝑀7,𝑀8} without the knowledge of 𝑇𝑖, 𝑁1, and
𝑁2. Hence there is no collision when querying 𝑆𝑒𝑛𝑑 oracles.
Using the birthday paradox, we obtain

pr [𝐸2] − pr [𝐸1]
 =

𝑞2ℎ
2. |𝐻𝑎𝑠ℎ|

. (4)

Game 𝐺3. This game simulates the smart card lost attack by
querying 𝐶𝑜𝑟𝑟𝑢𝑝𝑡𝑆𝐶 oracle. If A wants to obtain the secret
information of users, he tries online dictionary attack due to
the low entropy of password or other computing modes to
get 𝑃𝑖 which is used as the biometrics key with the message
from 𝑆𝐶𝑖. Unfortunately, A has to know 𝑅𝑖 ∈ {0, 1}𝑙 with
the probability approximated as 1/2𝑙, because we use fuzzy
extractor function to extract at most 𝑙 nearly random bits of
𝑅𝑖. Even if using the Zipf ’s law on passwords, we still have

pr [𝐸3] − pr [𝐸2]
 ≤

𝐶 ⋅ 𝑞𝑠𝑠𝑒𝑛𝑑
2𝑙

. (5)

Moreover, A cannot get any useful messages about the
value of 𝑐 because of the independence and randomness of
each session key. Thus, we have

pr [𝐸3] =
1

2
. (6)

Combined the above steps, we can get the result as
follows:

𝐴𝑑V𝑎𝑘𝑒𝑝 ≤
𝑞2ℎ

|𝐻𝑎𝑠ℎ|
+
𝐶 ⋅ 𝑞𝑠𝑠𝑒𝑛𝑑
2𝑙−1

(7)

4.3. Informal Security Analysis. In this subsection, informal
security analysis is conducted to show that the new protocol
can withstand various attacks.

Replay Attack. IfA replays a former piece of user’s messages
to server, he will not success since a timestamp is used in each
session to guarantee the freshness of time. If the information
in a previous session is replayed, the interval between 𝑇𝑗
and 𝑇𝑖 will not be in an endurable range. Therefore, in the
authentication phaseA cannot pass the authentication in the
first step. Hence, the new protocol can resist the replay attack.

Modification Attack. It is assumed that an adversary A
intercepts the information transmitted on the public channel
and intends tomodify the information to pass the authentica-
tion. Unfortunately, the integrity of the transmitted messages
in the new scheme is protected by using one-way hash
function. Moreover, A cannot retrieve 𝑁1 and 𝑁2 from the
intercepted messages, thus he cannot generate a legitimate
authentication message.Therefore the new protocol can resist
the modification attack.

Server Session Key Attack. In our proposed scheme, on one
hand, session key 𝑆𝐾𝑖𝑗 contains 𝑁1, 𝑁2, 𝐴𝐼𝐷𝑖, 𝑆𝐼𝐷𝑗, 𝑁1,
and 𝑁2 which are different in every session and thus cannot
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be retrieved directly by a malicious adversary A. On the
other hand, our scheme provides mutual authentication in
the authentication phase and makes an improvement, i.e.,
both of the user and the server knowwhether 𝑆𝐾𝑖𝑗 has already
been generated by each other. If the server 𝑆1 wants to obtain
the session key 𝑆𝐾𝑖𝑗 by calculation, he has to obtain 𝑦2 since
𝑁1 = 𝑀5 ⊕ 𝑦2 ⊕ 𝑃𝑆𝐾. Unfortunately, the specific value of
𝑦2 is known only to 𝑆2 and 𝑅𝐶. After receiving the messages
transmitted from the user, the server calculates𝑀9 = ℎ(𝑆𝐾𝑖𝑗 ‖
𝑁1 ‖ 𝑁2) which means that the authentication is passed
and valid session key has already be generated by each other.
Therefore our scheme holds the security of session Key.

User Impersonation Attack. If A is going to impersonate a
valid user,A has to retrieve 𝐵𝐼𝑂𝑖, 𝑃𝑊𝑖, and 𝐼𝐷𝑖 of 𝑈𝑖 to pass
the authentication in calculating ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ) = 𝑉𝑖 in
login phase. It is impossible for him to make it as a result of
our perfect user anonymity and the uniqueness of biometric
message. If the adversary wants to get access to 𝑆𝑗 as a valid
user with the messages 𝐴𝐼𝐷𝑖, 𝑇𝑖, 𝐵𝑖, 𝐷𝑖, 𝑀1, and 𝑀2, he
cannot pass the check𝑀2 = ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖) and
form a session key with the server he communicates with.

Forgery Attack. The forgery attack refers to the existence of a
legitimate but malicious user A who attempts to falsify the
identity information of another legitimate user to login and
authenticate. In the communication between the legal server
𝑆𝑗 and the user 𝑈𝑖, the real identity 𝐼𝐷𝑖 of 𝑈𝑖 is protected by
𝐴𝐼𝐷𝑖, i.e.,𝐴𝐼𝐷𝑖 = 𝐼𝐷𝑖⊕ℎ(𝑋)⊕ℎ(𝐴 𝑖). In addition, the identity
𝐴 𝑖 is different for each user. Therefore, the malicious userA
cannot obtain the real identity 𝐼𝐷𝑖 of another legitimate user.
Therefore, our scheme can prevent forgery attack.

Masquerade Attack. Under this attack, A can authenticate
with the server 𝑆𝑗 as a legal user and attempt to acquire
the session key 𝑆𝐾 using the information transmitted at
the authentication phase. In order to resist this attack, all
messages transmitted in the public channel contain the
destination or source information, such as 𝑀2 = ℎ(𝐴𝐼𝐷𝑖 ‖
𝑅𝑃𝑊𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑇𝑖) and𝑀4 = ℎ(𝐴𝐼𝐷


𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑦𝑗 ‖ 𝑇𝑗) with

𝐴𝐼𝐷 or 𝑆𝐼𝐷. So that 𝑈𝑖 and 𝑆𝑗 verify whether one wants to be
authenticated by the other. Therefore our protocol can resist
the masquerade attack.

Smart CardAttack. If the user’s smart card is stolen or lost and
all the messages stored have been divulged by the adversary,
there still no way for him to pass the authentication. At first,
after acquiring 𝐵𝑖,𝐷𝑖,𝑉𝑖, 𝐸𝑖, and 𝐹𝑖,A still cannot get 𝐼𝐷𝑖 and
𝑅𝑃𝑊𝑖. SoA is not capable of forging a valid user 𝑈𝑖. Also,A
cannot get any useful messages such as 𝑅𝑃𝑊𝑖, 𝐴 𝑖, and 𝑃𝑆𝐾
using the messages stored in a smart card.Therefore, the new
protocol is resistant to the stolen or lost smart card attack.

Offline Guessing Attack. A may get 𝐵𝑖, 𝐶𝑖, 𝐷𝑖, 𝐸𝑖, 𝐹𝑖, and 𝑉𝑖
by side channel attack such as SPA and DPA. However, he
cannot change the user’s password without 𝐵𝐼𝑂𝑖, ℎ(𝑃𝑆𝐾),𝑋,
or 𝑥𝑖 during the offline environment. In addition, one-way
hash function is adopted to protect user’s password. Since it
is impossible for different user to own the same biometric

template, offline guessing attack can be avoided in the new
protocol.

DoS Attack. DoS attack can seriously affect the efficiency of
the server, causing the server to lose availability. However, all
messages transmitted to the server and 𝑅𝐶 would be time
stamped. With the help of the timestamp, the server and
𝑅𝐶 would verify the freshness and legitimacy of the message
by checking 𝑀2, 𝑀4, and 𝑀6. In addition, login operations
require a fuzzy extractor to meet the biometric requirements.
Therefore, our scheme can resist DoS attack.

Server Spoofing Attack. IfA attempts to imitate a valid server,
he is supposed to have the preshared key, a long-term secret
key shared between 𝑅𝐶 and 𝑆𝑗. In the new protocol, ℎ(𝑃𝑆𝐾)
and 𝑦𝑗 function as the preshared key which are transmitted
through a secure channel and is unavailable to anyone other
than 𝑅𝐶 and servers. Without 𝑦𝑗, it is impossible for the
adversary to calculate 𝑁1 in the authentication phase since
𝑁1 = 𝑀5 ⊕ 𝑦𝑗. And also, without ℎ(𝑃𝑆𝐾) and 𝑁1, the
adversary cannot get 𝑁2 since 𝑁2 = 𝑀7 ⊕ ℎ(𝐴𝐼𝐷𝑖 ‖ 𝑁1) ‖
ℎ(𝑃𝑆𝐾). Thus the adversary cannot imitate a valid server.

User Anonymity. The users real identity is protected by
replacing 𝐼𝐷𝑖 with 𝐴𝐼𝐷𝑖 where 𝐴𝐼𝐷𝑖 = 𝐼𝐷𝑖 ⊕ ℎ(𝑋) ⊕ ℎ(𝐴 𝑖).
Also, due to the hash function and the secret key, either an
outside adversary A or an honest-but-curious server cannot
figure out 𝐼𝐷𝑖 through𝐴𝐼𝐷𝑖.Thus the weak anonymity of the
user is guaranteed.

Regrettably, the anonymity of the new scheme is not
perfect. For example, assuming that the server cooperates
with a malicious user, the malicious user provides ℎ(𝑋) by
calculating ℎ(𝑋) = 𝑅𝑃𝑊𝑖 ⊕ 𝐹𝑖, and the server calculates 𝐴 𝑖
through𝐴 𝑖 = 𝑃𝑆𝐾⊕𝐷𝑖⊕ℎ(𝑃𝑆𝐾), then the server can calculate
𝐼𝐷𝑖 by calculating 𝐼𝐷𝑖 = 𝐴𝐼𝐷𝑖 ⊕ ℎ(𝑋) ⊕ ℎ(𝐴 𝑖). Moreover,
an adversary A with 𝑈𝑖’s lost smart card can also compute
𝑈𝑖’s identity. Therefore, our scheme just provides the weak
anonymity.

5. Efficiency Analysis

Efficiency analysis is conducted in this section to evaluate
the new protocol. The comparisons including the resistance,
functionality, and performance are summarized. In Table 5,
let (S1) denote Chuang et al.’s protocol [29], (S2) denoteWang
et al.’s protocol [33], (S3) denote Yang et al.’s protocol [24],
(S4) denote Reddy et al.’s protocol [34], (S5) denote HE-
WANG’s protocol [42], and (S6) denote Odelu et al.’s protocol
[43]. The following notations are defined in Table 4.

Security comparison is offered by Table 5. In Table 5, “/”
denotes that the security has not been analyzed until now.
From Table 5, it is easy to see that protocols of (S1), (S2),
(S3), and (S4), which do not include the registration center
into the authentication phase, can not resist the passive attack
from an honest-but-curious server. Although (S5) is resistant
to above attack, it can not resist the user impersonate attack
and smart card attack. The new protocol, together with (S6),
achieves all resistance requirements, since they implement
the authentication with the help of the authentication center.
Thus they are more secure than the first five protocols.
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Table 4: Notations in security comparison table.

𝑅1 resistance to replay attack
𝑅2 resistance to modification attack
𝑅3 resistance to Server session key attack
𝑅4 resistance to user impersonate attack
𝑅5 resistance to forgery attack
𝑅6 resistance to masquerade attack
𝑅7 resistance to smart card attack
𝑅8 resistance to off-line guessing attack
𝑅9 resistance to Dos attack
𝑅10 resistance to server spoofing attack

Table 5: The security comparison.

S1 S2 S3 S4 S5 S6 our scheme
𝑅1 No Yes Yes Yes No Yes Yes
𝑅2 Yes Yes Yes / Yes Yes Yes
𝑅3 No No / / No Yes Yes
𝑅4 No No Yes Yes No Yes Yes
𝑅5 Yes Yes / / Yes Yes Yes
𝑅6 No No / / Yes Yes Yes
𝑅7 No No Yes Yes Yes Yes Yes
𝑅8 Yes Yes Yes Yes Yes Yes Yes
𝑅9 No Yes Yes Yes Yes Yes Yes
𝑅10 No Yes Yes / Yes Yes Yes

Table 6: Notations in functionality comparison table.

𝐹1 anonymity
𝐹2 mutual authentication
𝐹3 session key agreement
𝐹4 perfect forward secrecy
𝐹5 user revocation/re-registration

Functionalities comparison is listed in Table 7. The nota-
tions that appear in Table 7 are lists in Table 6. It can be
seen that (S1), (S2), (S3), and (S4) do not provide user
revocation/reregistration functionality, and (S5) does not
offer anonymity property. Only our new protocol and (S6)
provide all five basic functionality requirements.

Nowwe conduct the efficiency analysis including compu-
tation overhead and communication overhead. To compare
with other related works, only login and authentication phase
are considered.

Tables 9 and 10 list the computation cost comparisons
from different aspects. The notations that appear in Table 9
are listed in Table 8. For the computation efficiency, we
only calculate the number of hash functions, while ignore
Exclusive OR operation and concatenating operation since
they require little computational cost. Let 𝑇𝜔 denote the
computation time for symmetric-key encryption/decryption
which is known as about 0.005ms,𝑇ℎ denote the computation
time for one-way hash function which is known as about

0.002ms, and 𝑇𝑚 denote the computation time for elliptic
curve point multiplication which is known as about 2.226ms.

Table 9 compares the computation time according to
protocol’s different phase. From Table 9, we can find that the
new protocols, together with (S1), (S2), (S3), and (S4), spend
almost the same time since only hash function contributes to
computation cost. On the other hand, (S5) and (S6) take more
time for computation due to the expensive elliptic curve point
multiplication operations.

Table 10 compares the computation time according to
different participants. The user’s executing time in the new
protocol only needs 0.014ms, which proves that the new
protocol provides the most efficient use’s computation. In
terms of server’s executing time, the new protocol spends
almost the same time as that of the most efficient protocols,
i.e., (S1), (S2), and (S3). To resist the passive attack from the
honest-but-curious servers, (S5), (S6), and the new protocol
introduce the registration center into the authentication
phase, which would bring extra burden for the trusty regis-
tration center. As shown in Table 10, 𝑅𝐶 needs extra 4.47ms
for (S5) and extra 2.263ms for (S6). In the new protocol, 𝑅𝐶
is only used to transmit the secret information instead of
authenticating user and server. As a result, the extra executing
time for 𝑅𝐶 in the new protocol is only 0.008ms, which is
much less than that of (S5) and (S6). Therefore, the new
protocol is the most efficient one among the second kind of
multiserver authentication protocols. In conclusion, among
all of themultiserver protocols against the passive attack from
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Table 7: The functionality comparison.

S1 S2 S3 S4 S5 S6 our scheme
𝐹1 Yes Yes Yes Yes No Yes Yes
𝐹2 No Yes Yes Yes Yes Yes Yes
𝐹3 Yes Yes Yes Yes Yes Yes Yes
𝐹4 No Yes Yes Yes Yes Yes Yes
𝐹5 No No Yes Yes Yes Yes Yes

Table 8: Notations in computation comparison table.

𝐶1 computation overhead in the login phase
𝐶2 execution overhead in the login phase
𝐶3 computation overhead in the authentication phase
𝐶4 execution overhead in the authentication phase
𝐶5 total execution overhead

Table 9: Computation cost comparison in different phase.

S1 S2 S3 S4 S5 S6 our scheme
𝐶1 4𝑇ℎ 4𝑇ℎ 5𝑇ℎ 6𝑇ℎ+1𝑇𝑚 3𝑇ℎ+2𝑇𝑚 5𝑇ℎ+2𝑇𝑚+1𝑇𝜔 3𝑇ℎ
𝐶2 0.008ms 0.008ms 0.01ms 2.238ms 4.458ms 4.467ms 0.006ms
𝐶3 13𝑇ℎ 11𝑇ℎ 13𝑇ℎ 9𝑇ℎ+3𝑇𝑚 18𝑇ℎ+6𝑇𝑚 19𝑇ℎ+4𝑇𝑚+5𝑇𝜔 17𝑇ℎ
𝐶4 0.026ms 0.022ms 0.026ms 6.696ms 13.392ms 8.967ms 0.034ms
𝐶5 0.034ms 0.03ms 0.036ms 8.934ms 17.85ms 13.434ms 0.04ms

Table 10: Computation cost comparison in different participants.

S1 S2 S3 S4 S5 S6 our scheme
𝑈𝑠𝑒𝑟 𝑐𝑜𝑠𝑡 9𝑇ℎ 8𝑇ℎ 9𝑇ℎ 9𝑇ℎ+2𝑇𝑚 7𝑇ℎ+3𝑇𝑚 7𝑇ℎ+3𝑇𝑚+1𝑇𝜔 7𝑇ℎ
𝑈𝑠𝑒𝑟 𝑡𝑖𝑚𝑒 0.018ms 0.016ms 0.018ms 4.47ms 6.692ms 6.697ms 0.014ms
𝑆𝑒𝑟V𝑒𝑟 𝑐𝑜𝑠𝑡 8𝑇ℎ 7𝑇ℎ 9𝑇ℎ 6𝑇ℎ+2𝑇𝑚 5𝑇ℎ+3𝑇𝑚 6𝑇ℎ+2𝑇𝑚+2𝑇𝜔 9𝑇ℎ
𝑆𝑒𝑟V𝑒𝑟 𝑡𝑖𝑚𝑒 0.016ms 0.014ms 0.018ms 4.464ms 6.688ms 4.474ms 0.018ms
𝑅𝐶 𝑐𝑜𝑠𝑡 / / / / 9𝑇ℎ+2𝑇𝑚 11𝑇ℎ+1𝑇𝑚+3𝑇𝜔 4𝑇ℎ
𝑅𝐶 𝑡𝑖𝑚𝑒 / / / / 4.47ms 2.263ms 0.008ms
𝑇𝑜𝑡𝑎𝑙 𝑐𝑜𝑠𝑡 17𝑇ℎ 15𝑇ℎ 18𝑇ℎ 15𝑇ℎ+4𝑇𝑚 21𝑇ℎ+8𝑇𝑚 24𝑇ℎ+6𝑇𝑚+6𝑇𝜔 20𝑇ℎ
𝑇𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 0.034ms 0.03ms 0.036ms 8.934ms 17.85ms 13.434ms 0.04ms

an honest-but-curious attack, the new protocol is the most
computational efficient one.

Table 12 lists the new protocol’s communication cost
together with the other related protocols. Suppose the ran-
dom number 𝑥𝑖 is 160 bits, the length of the user identity
is 160 bits, the length of the timestamp is 16 bits, and the
output length of one-way hash function is 160 bits if SHA-1 is
adopted. Table 11 shows the notations that appear in Table 12.
In the new protocol, when 𝑈𝑖 logs in, he has to transmit𝑀1,
𝐴𝐼𝐷𝑖, 𝑀2, 𝑇𝑖, 𝐵𝑖, and 𝐷𝑖; thus the length of these messages
is (160∗5+16)/8 = 102 bytes. In the authentication phase, we
introduce the registration center, so the communication cost
is a little more than (S1), (S3), and (S4), about 180 bytes or
so. Among all of the multiserver protocols against the passive
attack from an honest-but-curious attack, the new protocol
has the high communication efficient.

Combined with the security properties and the function-
alities, we conclude that the new protocol and (S6) achieve
all basic security properties and satisfy all functionalities.
In terms of efficiency, (S6) spends much more computation
time, bandwidth, and storage space compared with the new
protocol. In conclusion, the new protocol is the most efficient
multiserver authentication protocol which satisfies all basic
security properties and functionalities.

6. Conclusion

In this paper, we found that a kind of multifactor multiserver
authentication protocols can not resist the passive attack
from an honest-but-curious servers. We took Wang et al.’s
protocol as an example, to exhibit how an honest-but-curious
server step by step obtained a session key which should
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Table 11: Notations in communication comparison table.

𝐶𝑂𝑀1 communication cost in login phase
𝐶𝑂𝑀2 communication cost in authentication and key agreement phase
𝐶𝑂𝑀3 total communication cost

Table 12: Communication cost comparison table.

S1 S2 S3 S4 S5 S6 our scheme
𝐶𝑂𝑀1 80 Bytes 102 Bytes 102 Bytes 80 Bytes 64 Bytes 108 Bytes 102 Bytes
𝐶𝑂𝑀2 80 Bytes 80 Bytes 60 Bytes 80 Bytes 376 Bytes 260 Bytes 180 Bytes
𝐶𝑂𝑀3 160 Bytes 182 Bytes 162 Bytes 160 Bytes 440 Bytes 368 Bytes 282 Bytes

be kept secret from him. Moreover, we observed that the
revocation and reregistration process in their protocol is
incorrect. To remedy these weaknesses, this paper proposed a
novel multiserver authentication protocol. The new protocol
satisfies comprehensive demands of security and provides
versatile and practical functionalities. Compared with the
related protocols in computation cost and communication
cost, the new protocol is the most efficient multiserver
authentication protocol which satisfies all basic security
properties and functionalities. Therefore, the new protocol
is secure and relatively efficient in the remote distributed
authentication networks. We have noticed that this kind of
attack may also exist in other likewise environment, such as
the multifactor multigateway authentication protocol in the
wireless sensor networks. As a future work, we would apply
the passive attack from an honest-but-curious gateway to
the multifactor multigateway authentication protocol in the
wireless sensor network and try to design secure protocols
for multigateway wireless sensor network.
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Because the authenticationmethod based on username-password has the disadvantage of easy disclosure and low reliability and the
excess password management degrades the user experience tremendously, the user is eager to get rid of the bond of the password
in order to seek a new way of authentication. Therefore, the multifactor biometrics-based user authentication wins the favor
of people with advantages of simplicity, convenience, and high reliability. Now the biometrics-based (especially the fingerprint
information) authentication technology has been extremely mature, and it is universally applied in the scenario of the mobile
payment. Unfortunately, in the existing scheme, biometric information is stored on the server side. As thus, once the server is
hacked by attackers to cause the leakage of the fingerprint information, it will take a deadly threat to the user privacy. Aiming
at the security problem due to the fingerprint information in the mobile payment environment, we propose a novel multifactor
two-server authenticated scheme under mobile cloud computing (MTSAS). In the MTSAS, it divides the authentication method
and authentication means; in the meanwhile, the user’s biometric characteristics cannot leave the user device. Thus, MTSAS
avoids the fingerprint information disclosure, protects user privacy, and improves the security of the user data. In the same time,
considering user actual requirements, different authentication factors depending on the privacy level of authentication are chosen.
Security analysis proves that MTSAS has achieved the authentication purpose and met security requirements by the BAN logic. In
comparison with other schemes, the result shows that MTSAS not only has the reasonable computational efficiency, but also keeps
the superior communication cost.

1. Introduction

With the vigorous development of the mobile Internet, the
cloud computing service based on the mobile terminal has
emerged. The mobile cloud computing is the deep fusion
of the mobile Internet and the cloud computing, which
represents the future trend in the development of the cloud
computing [1]. Compared with the traditional cloud services,
the mobile cloud service has the characteristics of mobile
interconnection, flexible terminal application, and conve-
nient data access [2]. However, the abundant mobile cloud
service applications also bring more problems of security
and privacy [3]. In the meanwhile, the mobile computing
environment also puts forward the new requirements of
security, convenience, and privacy protection.

Standing on the user’s point of view, the traditional
approach of the user authentication is based on the username
and the password. In the past, the username and the password
are selected to log in their account for the simplicity and the
facility. But in recent years, owing to the massive popularity
of the mobile terminal, people would prefer to put more and
more works in the mobile terminal. In consequence, there
exist more andmore accounts to bemanaged. Research result
shows that, on average, each person has 25 accounts and
6.5 passwords and logs in eight times one day. The complex
password is difficult to remember again, so it is inevitable
for people to use a simple and weak password and even
share the same password in different network services. In
case that the user’s password is deceived by the phishing site
or intercepted by the virus and Trojan horse, users’ personal
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information will be compromised. Thereby, it will threat
the user account and reveal the user privacy. And also, the
password itself has a lot of insurmountable defects. In the
static password way, the password leakage (offline dictionary
attack, etc.) and the overlapping library will greatly threaten
the security of the user data. In the dynamic password way,
it is low reliable for short message to authenticate users.
In order to reduce the dependence on the password, there
appears a mass of alternative strong authentication method
[4], such as the authentication method based on the USB
key [5] or the security chips [6] and the biometric-based
authentication method.These strong authentication methods
win the favor of the user for its convenience and strong
security. In particular, the unique feature of the biometric-
based authentication reinvests it with higher security [7].

In fact, in some critical systems which need the high
security level of the authentication [8], such as the mobile
financial environment which is related to the user’s property
safety, a single factor authentication method is insufficient
to guarantee the security and the reliability of the authenti-
cation. In the circumstances, these factors can be combined
together to establish a multifactor authentication method to
ensure the strong security. The authentication factors can
include the password, the token, and the biological character-
istics.Themulitifactor authentication has beenwidely used in
practice. For example, Alibaba, JDcom, and PayPal have fully
supported the payment based fingerprint. The FIDO alliance,
established in February 2013, also focuses on the multifactor
market and devotes to establish a unified multifactor mobile
authentication standard.

From the server’s side, generally, peoples employ a single
server to store user data and authenticate users previously.
The user’s passwords or the verification data of the passwords
are stored in a server [9]. In this way, once the server is
captured by an attacker, all passwords and the verification
data stored in the server will be stolen by the attacker. Hence,
this would be a serious threat to the security of the user
data and leads to the leakage of users’ privacy [10]. In order
to overcome the inherent defect of the single server, the
multiserver authentication scheme is proposed [11]. As a
result, the risks will be distributed to multiple servers. In
this way, the attacker must capture multiple servers in the
same time to acquire user data. Consequently, the multifactor
can greatly improve the security of the user data. But on
the other hand, in the existing multiserver authentication
scheme, when the cloud server verifies the user identity, they
need to collect user’s personal privacy information in the
register phase, such as a password and biometric information.
Then this personal privacy information are transferred via
the link transmission and stored in the server side to verify
the user identity. So user’s personal privacy information
is able to be stolen both in the process of transmission
and storage. And some cloud service providers may leak
even sell user’s privacy information on account of business
interests. As a result, the user increasinglymistrusts the cloud.
Although the nonrepeatability and the uniqueness of the
biometric information such as the fingerprint bring unique
safety for the user, it also means that the leakage of the
biometric information will have the disastrous consequence

for the user to threaten the user privacy seriously. As is
known to all, fortune and misfortune are neighbors. The
biometric information can uniquely mark the user identity;
unfortunately at the same time, it also brings the higher level
security risks [12]. Once the server is hacked by attackers to
cause the leakage of the biometric information, it will take a
deadly threat to the user privacy. It is in urgent need of solving
this problem.

Therefore, the user prefers to store the biometric infor-
mation in the local device rather than in the cloud server
to ensure the security of the biometric information. And
also, in the current mobile device, it is widely equipped
with the security mechanism, such as the trusted execution
environment TEE, security chips (TPM chip, SE chips,
etc.). Thus the user authentication information such as the
biometric information can be stored in the trusted zone to
ensure the security of the user privacy. Moreover, fingerprint
information has become the most widely used biological
feature [13]. And fingerprint authentication function has
become the standard practice ofmobile phonewith one thou-
sand yuan. So the fingerprint is chosen as the authentication
factor to strengthen the authentication level in the existing
biometric-based authentication schemes [7, 12, 14–16]. And
the fingerprint is stored in the server. Absolutely the leakage
of the fingerprint information in the server will bring serious
consequences.

In allusion to the serious security problem of the fin-
gerprint leakage in the mobile payment environment, we
propose a novel multifactor two-server authenticated scheme
under mobile cloud computing, shorted as MTSAS [17]. In
the MTSAS, the server authenticates the device, and the
device verifies the user. In themeanwhile, the user’s biometric
characteristics are stored locally in the user device and cannot
be stolen by attackers [18]. The server side never stores the
user’s fingerprint information. Specially, the authentication
server is deployed by the private cloud [19]. This way can
download the security threat that the authentication server
may face. Thus, MTSAS avoids the fingerprint information
disclosure, protects user privacy, and improves the security
of the user data. Moreover, the user requirements are given
the full consideration. The different authentication factors
depending on the different security levels are selected tomake
the reasonable use of the server’s resources. For the more,
MTSAS without introducing a third party is a lightweight
protocol. Therefore, MTSAS is more suitable for the mobile
payment environment.

Last but not least, the authentication server is applied in
the private cloud environment. As a result, the public key
of the authentication will not be broadcasted in the whole
Internet but just be broadcasted in the private cloud. Con-
sequently, the material’s costs will be reduced and MTSAS is
easier to be industrialized.

2. Related Work

In order to improve the security of the key exchange protocol,
Pointcheval and Zimmer [20] proposed amultifactor authen-
tication protocolwith three factors, the password, the security
device, and the biological characteristic.They also established
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a security model and proved that it is secure in the random
oracle security model. Tiwari [8] put forward a multifactor
authentication system based on the Transaction Identifica-
tion Code (TIC) and the Short Message Service (SMS) for
the wireless payment scenario. The protocol is divided into
layers so as to provide a highly secure environment, which
is easy to use and deploy, and does not need to change
any infrastructure or the protocol of the wireless network.
Layeghian [21] focused on issues of the customer privacy in
the wireless payment protocol. The identity of the customer
is hidden through a blind pseudorandom signature certificate
and an anonymous bank account. This scheme achieves the
anonymity of the customer identity.

With the emergence of the cloud environment, Khan [22]
targeted on the multifactor authentication problem in the
cloud environment. For the sake of the user’s security and
privacy, they implemented a verification system. This system
is combined with the built-in human factors (handwritten
signature biometrics) and the standard knowledge factors
(user’s specific password) to achieve a high level of security.

A remote login two-factor scheme [23] based on the
smart card was proposed in the multiserver architecture.This
scheme takes advantages of the smart card as the second
factor with the password to verify the user identity together.
Li [24] found Chang’s scheme [23] cannot resist the smart
card lost attack, the check value reveal attack and the session
key reveal attack. Specific to this a few security threats, an
improved two-factor authentication scheme [24] is further
proposed in the multiserver network.

Shen [15] pointed at the multiserver environment in the
critical system; they put forward a multifactor authentication
scheme with the authentication factors of the password, bio-
logical characteristics, and the randomnumbers.This scheme
combines the multiple factors and multiple servers. Later, Li
[16] discovered that Shen’s scheme in the [15] was vulnerable
to the denial of service attacks. The biological templates
are directly stored in the smart card with no anonymity.
Therefore, the loss of the biological templates will cause the
direct threats to the security of the user data. Regarding this
defects, an obfuscator is presented to enhance the security of
the biological templates for the multiserver environment in
the critical system. It is difficult to guarantee the security of
the biological templates. Anyway, the biological templates are
still stored in the server.

3. BAN

3.1. Basic Principle. The BAN [25] is a type of formal logic
analysis method based on knowledge and belief. BAN starts
with the initial basic beliefs of the protocol executive, accord-
ing to every participant’s issuing and receiving messages.
Then it concludes the participants’ eventual beliefs through
the formal axioms and the logic reasoning.

When BAN is selected to verify a specific protocol, first
of all, we need to idealize protocol messages and transfer
them into the formulae in the BAN. Then we carry on the
reasonable assumptions on the basis of the specific situation
and infer the idealized messages based on the inference
rules. Finally, we deduce whether the protocol can achieve

Table 1: Basic concepts of BAN.

Symbols Meaning
𝐴 The specific main body
𝑘𝑎 The specific public key of a
𝑘𝑎−1 The corresponding private key of a
𝑃, 𝑄, 𝑅 Any main body
𝑋, 𝑌 Any sentence
𝑘 Any key
P believes X P believes X
P sees X P has received X
P said X P has sent X
P controls X P has jurisdiction of X
(X,Y) X links to Y
fresh(X) X is fresh
{X}k The result of X encrypted by K
𝑃
𝑘
←→ 𝑄 P and Q communicate with each other by shared key K
𝐻(X) P and Q X is one-way hash function
𝑘
→ 𝑃 K is the pubic key of P
𝑃
𝑋
 𝑄 X is the secret value between P and Q

the expected goal. If, at the end of the protocol, we are
able to build the trust such as sharing communication key
with the other identity, it can prove that the protocol is
secure; otherwise, the protocol may suffer from security
vulnerabilities.

3.2. Basic Concept. First of all, Table 1 shows several basic
concepts of BAN.

3.3. Logic Axioms. BAN has 17 axioms in total. We list some
important axioms as follows:

(1) Message meaning rule logic axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄
𝑘
←→ 𝑃, 𝑃 𝑠𝑒𝑒𝑠 {X}𝑘

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑠𝑎𝑖𝑑 𝑋
(1)

This logic axiom means that if 𝑃 believes that𝐾 is the
shared key between 𝑃 and 𝑄 and 𝑃 has received the
result of𝑋 encrypted by𝐾, 𝑃 believes that 𝑄 has sent
𝑋.

(2) To public key, there is similar axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝑘
→ Q, 𝑃 𝑠𝑒𝑒𝑠{X}𝑘

−1

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑠𝑎𝑖𝑑 𝑋
(2)

(3) Temporary value verification rule logic axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (X) , 𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑠𝑎𝑖𝑑 𝑋
𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑋

(3)

This logic axiom means that if 𝑃 believes that 𝑋 is
fresh and 𝑃 believes that 𝑄 has sent𝑋, 𝑃 believes that
𝑄 believes 𝑋.
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(4) Jurisdiction rule logic axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑠 𝑋, 𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑄 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑋
𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑋

(4)

This logic axiom means that if 𝑃 believes that 𝑄 has
the jurisdiction of𝑋 and 𝑃 believes that𝑄 believes𝑋,
P believes 𝑋.

(5) Logic axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (X)
𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (X,Y)

(5)

This logic axiom means that if the part of the formula
is fresh, the whole formula is fresh.

(6) Logic axiom:

𝑃 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝑘
→ 𝑃, 𝑃 𝑠𝑒𝑒𝑠 {X}k
𝑃 𝑠𝑒𝑒𝑠 X

(6)

This logic axiom means that if 𝑃 receives messages
which are encrypted by the public key itself, P is able
to decrypt the received messages.

The security of MTSAS is proved from some basic beliefs
to final beliefs using above axioms. If final beliefs can meet
the security requirement, MTSAS is secure in theory. Unless,
there may exit some security loopholes in MTSAS.

4. MTSAS

4.1. Scenario. Mobile payment scenario is a high security level
authentication environment involving user’s property secu-
rity. Therefore, the authentication protocol in this scenario
should provide high efficiency and strong authentication.
The user has registered for an account in the bank by
his/her mobile terminal before.When the user wants to login
the system through the mobile terminal, there exists the
difference of the user’s behavior by means of analyzing the
user’s behavior. The user’s behavior can be divided into two
groups. One group is that the user logs in the system only to
check the account information, not to process the transaction
operation. Another group is that the user logs in the system to
perform the financial transaction exactly. Therefore, in order
to improve the user experience and the user’s efficiency, it is
essential to provide the authentication with different security
levels aiming at this two kinds of user behaviors in the mobile
payment scenario.

Because the former user’s behavior does not involve
the transaction information, this situation has low security
requirements of the user authentication. So only providing
the weak authentication, namely, the basic authentication
is enough. Therefore, the traditional username-password
authentication method is suitable to verify the user’s identity
in this situation.

For the latter type of the user’s behavior, the user conducts
the financial transaction operation indeed, so the strong
authentication must be provided to ensure the security of the

user’s property and privacy information. Therefore, on the
basis of the basic identification, by adding the authentication
factors of the Dynamic Verification Code (DVC) and the
fingerprint (fp), the security of the mobile payment process
can be strongly enhanced in the way of the multifactor
authentication way. At the same time so as to avoid the too
concentrated risk problem of the single server and the privacy
leakage problem once the single server is compromised, and
there is high security requirement in the mobile payment
scenario. As a result, it is essential to adopt the two-server
way to share risks and ensure the robustness and the stability
of the service.

Finally, the user’s fingerprint information is stored locally
(such as the trusted execution environment based on TPM,
SE, and so on), thereby to prevent the potential security
hazard on account of the fingerprint information leakage in
the server side. The scenario is shown in Figure 1.

4.2. Model Description. In our system, there are two main
participating entities, the mobile terminal and the cloud.The
user, the fingerprint module and the user agent are located in
the mobile terminal. And there are the web server and the
authentication server in the cloud. The fingerprint module
is embedded in the mobile terminal’s chips (TPM chip, SE
chip, and so on) and is protected by the trusted execution
environment (the ARMTrustZone and so on). As a result, the
security issues in the fingerprint module can be guaranteed.

The security model we assumed is as follows. On the
one hand, the web server and the user are exposed in the
open network environment. They not only should ensure
the security of the interaction, but also achieve the purpose
of authentication. On the other hand, the authentication
server is deployed in the private cloud environment. We
consider that the web server and the authentication server
have been authenticated before; the authentication problem
between them is not considered. And especially, they will not
collude. Consequently, we only focus on the security of data
transmission between the web server and the authentication
server in the MTSAS.

4.3. The Proposed Scheme. The proposed authentication
scheme is divided into two phases, the registration phase and
the authentication phase. Before we describe the MTSAS in
detail, the meanings of the symbols are presented in Table 2.
There are some details needed to be described. In the basic
authentication phase,AuthLevel is low; and AuthLevel is high
in the transaction authentication phase.

We assume that the mobile terminal has a fingerprint
module, and the fingerprint can be stored securely. In other
words, there is the secure area in the mobile terminal, such as
the trusted execution environment TEE based on the security
chip TPM, SE, TrustZone, etc. The MTSAS includes five
participants: the user, fingerprint module, the user agent,
the web server, and the authentication server. The users, the
fingerprint module, and the user agent are located in the
mobile terminal. The fingerprint module is responsible for
the fingerprint’s collection, comparison, and secure storage.
The user agent can be the APP or the browser.The web server
is in charge of the communication with the user agent, and
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Figure 1: Scenario.

Table 2: Symbols meanings.

Symbols Meaning
U User
WS Web server
AS Authentication server
u Username
pw Password
phn Phone number
fp Fingerprint
DVC Dynamic verification code
n Temporary number
hpw The hash of the password
(𝑃𝐾𝑥, 𝑆𝐾𝑥) The public/ private key pair of X
K Session key
𝐸𝐾(𝑀) Encrypt the message M by the key K
𝑆𝑖𝑔(𝑀) Signature of M
ℎ() Hash function
AuthLevel Authentication Level, can be High/ Low

BaResult Basic authentication result, can be
Success/ Failure

TranResult Transaction authentication result, can be
Success/ Failure

LocResult Local authentication result, can be
Success/ Failure

the forwarding of the authentication data. The authentication
server is deployed in the private cloud environment. The
authentication is performed by the authentication server.
During this process, the user information is stored in the
database of the authentication server.

4.3.1. Registration. In the registration phase, the user delivers
{𝑢, 𝑝𝑤, 𝑝ℎ𝑛} to the web server. The web server forwards
the message to the authentication server. The authentication

server preserves these data and makes the username 𝑢 as the
index. On the other hand, the user registers locally. That is to
say, the fingerprint module registers the user.The user enters
the fingerprint to the fingerprint module. If there exists the
fingerprint in the fingerprint module, the fingerprint only
needs to associate with the user account and stores the hash
value of the fingerprint in the trusted execution environment
TEE.

For ensuring the security of the communication environ-
ment, we assume that the two pairs, the mobile terminal and
the web server and the web server and the authentication
server both have their own authentication key pair and have
obtained the other’s public key.Thekey of themobile terminal
is {𝑃𝐾𝑢, 𝑆𝐾𝑢}.The key pair of the web server is {𝑃𝐾𝑊𝑆, 𝑆𝐾𝑊𝑆}.
The authentication server also has the key pair {𝑃𝐾𝐴𝑆, 𝑆𝐾𝐴𝑆}.
𝐾 is the session key between the mobile terminal and the web
server.

4.3.2. Authentication. In the authentication phase, we pro-
vide the authentication scheme based on the privacy level,
which is separated into the basic authentication and the
transaction authentication.

When the user just logs in their account to check the
account information, we choose the basic authentication
scheme of the username-password to provide the authen-
tication of the weak security level. For another, when the
user needs to be trade online, we select the transaction
authentication scheme by adding the authentication factors-
the fingerprint andDVC to support the strong authentication.

(A) Data Transmission. To avoid giving unnecessary details,
the data transmission of the user in the mobile terminal, the
web server, and the authentication server is abided by the
following method.

(1) User ←→ Web Server. First, the sender encrypts the
delivering data by the session key 𝐾 and signs them with its
own private key. Then the sender encrypts the session key 𝐾
by receiver’s public key.
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After the receiver accepts, the receiver verifies the sig-
nature with the sender’s public key. If the verification fails,
the authentication fails. Otherwise, the sender passes the
verification. Next, the receiver decrypts the session key 𝐾 by
its own private key and then decrypts the delivering data by
the session key. As in the following, the receiver obtains the
delivering data.

(2) Web Server ←→ Authentication Server. The sender
encrypts the delivering data by the receiver’s public key and
signs them with its own private key.

After the receiver accepts, the receiver verifies the signa-
ture with the sender’s public key. If the signature does not
pass the verification, the authentication fails. Otherwise, the
sender passes the verification. Next, the receiver decrypts the
delivering data by its own private key to obtain the delivering
data.

(B) Basic Authentication. In this phase, the user log in his
accountwith themethod of the basic authentication using the
username and his/her password only. The specific process is
represented in Figure 2.

A user 𝑈 enters the username 𝑢 and the password
𝑝𝑤 in the user agent of the mobile terminal. The mobile
terminal sets the authentication level ”AuthLevel” to low
and generates the temporary number nu and nw. And then
the mobile terminal sends 𝑢, 𝑝𝑤, the identifier of the web
server𝑊𝑆, AuthLevel, and nu, nw to WS. WS forwards these
data to 𝐴𝑆. After 𝐴𝑆 receives, 𝐴𝑆 retrieves stored hpw, and
computes the hash h(pw) of the received pw.Then 𝐴𝑆 checks
whether ℎ(𝑝𝑤) and ℎ𝑝𝑤 are equal. If so, 𝐴𝑆 sets the basic
authentication result BaResult to “success”. Otherwise, 𝐴𝑆
sets BaResult to “Failure”. Afterwards, 𝐴𝑆 sends BaResult,
nu, and nw to 𝑊𝑆. 𝑊𝑆 forwards the data to 𝑈 to feedback.
After the mobile terminal of U receives, the mobile terminal
checks the temporary number firstly. The mobile terminal
compares the received temporary number with the stored
temporary number. If they are not equal, it proves that the
data has been expired. Otherwise, the mobile terminal reads
BaResult. If BaResult is “success”, the user agent displays
“authentication success” to the user.Otherwise, the user agent
displays “authentication fail”.

(C) Transaction Authentication. When the user has passed
the basic authentication and requires the online trading. The
strong authentication is needed to verify the user identity.
In consequence, the fingerprint and DVC are added as the
authentication factors to ensure the strong security. When
user requires the online trading, the fingerprint module
triggers the local verification process and then triggers the
DVC verification process. Figure 3 shows the specific process.

Themobile terminal sets AuthLevel to high and generates
the temporary number nu1.Then the mobile terminal triggers
the local verification process; that is to say, the user agent
delivers the fingerprint verification request to the fingerprint
module. After the fingerprint receives, it verifies the user by
alerting the user to enter the fingerprint and obtain the finger-
print information 𝑓𝑝∗.Then the fingerprint module retrieves

the stored hash hfp of the fingerprint from the trusted exe-
cution environment TEE. After that the fingerprint module
checkswhether ℎ(𝑓𝑝∗) and hfp are equal. If so, the fingerprint
module sets the local verification result LocResult to “success”.
Otherwise, the fingerprint sets LocResult to “failure”. If
LocResult is “Failure”, the fingerprint module repeats the
local verification process. On the condition that the local
verification fails three times consecutively; the authentication
fails and stops the transaction authentication. Or else, the
mobile terminal transmits U, AuthLevel, LocResult, and nu1
toWS.WS forwards the data to AS.

After AS receives, AS retrieves the stored phn in the
database by the index of u. And then AS generates DVC and
stores it in the database by the index of u. After that, AS sends
DVC and to the mobile terminal by out-of-band way. After
U receives, the user agent of the mobile terminal reads nu1
and checks whether the received temporary number and the
stored temporary number are equal. If they are not equal,
it proves that the data has been expired and the transaction
authentication fails. Otherwise, the mobile terminal gener-
ates the temporary number nu2 and allows the user filling the
received dynamic verification code 𝐷𝑉𝐶∗ in the user agent.
Afterwards, the mobile terminal sends𝐷𝑉𝐶∗ and nu2 toWS.
WS forwards the data toAS. AfterAS receives,AS retrieves the
stored dynamic verification code DVC and checks whether
DVC and 𝐷𝑉𝐶∗ are equal. If so, AS sets the transaction
result TranResult to “Success”. Otherwise, AS sets TranResult
to “failure”. At last,AS shows the transaction resultTranResult
to the mobile terminal like the basic authentication phase and
returns the authentication result to the user.

5. Security Analysis

In our proposed scheme MTSAS, the security of the fin-
gerprint is guaranteed by the TEE in the mobile terminal.
And the reliability of the DVC ensured the reliability of
the out-of-band transmission. Thus, the security of MTSAS
depends on the data transmission way in the authentication
phase. In MTSAS, the data transmission the user, the web
server and the authentication server are followed by the
data transmission way in the part 3. Therefore, we prove the
security of the data transmission way by the BAN.

The security model shows that MTSAS has different
security requirements for the data transmission between the
user and the web server and the data transmission between
the web server and the authentication server. For one thing,
the data transmission between the user and theweb server not
only needs to guarantee the security of the data transmission
but also meets the authentication needs. For another, the data
transmission between the web server and the authentication
server just needs to ensure the security of the data transmis-
sion. The meanings of symbols are shown in Table 3.

5.1. Modeling. Modeling the above process, we can get the
following process. The temporary number and the key are
related to the security. Therefore, we idealize them in the
following message:

𝑈 → 𝑊𝑆 : {𝑛𝑢, 𝑛𝑤}𝐾𝑢𝑤 , {𝐾𝑢𝑤}𝐾𝑤 , {𝑛𝑢, 𝑛𝑤, 𝐾𝑢𝑤}𝐾𝑢−1 (7)
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Figure 2: Basic authentication.

Figure 3: Transaction authentication.

𝑊𝑆 → 𝐴𝑆 : {𝑛𝑢, 𝑛𝑤, 𝑛𝑎}𝐾𝐴 , {𝑛𝑢, 𝑛𝑤, 𝑛𝑎}𝐾𝑊−1 (8)

𝐴𝑆 → 𝑊𝑆 : {𝑛𝑢, 𝑛𝑤, 𝑛𝑎}𝐾𝑊 , {𝑛𝑢, 𝑛𝑤, 𝑛𝑎}𝐾𝐴−1 (9)

𝑊𝑆 → 𝑈 : {𝑛𝑢, 𝑛𝑤}𝐾𝑢𝑤 , {𝐾𝑢𝑤}𝐾𝑢 , {𝑛𝑢, 𝑛𝑤, 𝐾𝑢𝑤}𝐾𝑤−1 (10)

5.2. Protocol Analysis. The basic beliefs of MTSAS are as
follows:

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝐾𝑊
→ 𝑊𝑆 (11)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝐾𝑢
→ 𝑈 (12)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝐾𝐴
→ 𝐴𝑆 (13)

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠
𝐾𝑊
→ 𝑊𝑆 (14)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (15)

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (16)
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Table 3: The meanings of symbols.

Symbol Meaning
Ki the public key of i
𝐾𝑖
−1 the private key of i
{𝑋}𝐾 encrypts X by the key K
{X}𝐾𝑖−1 signs X with the public key of i
Kij the session key between i and j

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑢) (17)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑤) (18)

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑎) (19)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝐴𝑆 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑠 {𝑛𝑎} (20)

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑠 {𝑛𝑤} (21)

From beliefs (11), (12), (13), (14), 𝑈 believes that Kw is the
public key ofWS,WS believes that Ku is the public key of U,
WS believes that KA is the public key of AS, and AS believes
that Kw is the public key ofWS. From belief (15), the session
is sponsored by U, soWS believes that U has the jurisdiction
of the session keyKuw betweenU andWS. From belief (16),U
believes that Kuw is the session key between U andWS. From
belief (17), U believes that nu is fresh. From belief (18), WS
believes that nw is fresh. From belief (19), AS believes that na
is fresh.

First, we analyze the data transmission between U and
WS. By message (7) and the BAN logic axiom (6), we can
obtain the following formula:

𝑊𝑆 𝑠𝑒𝑒𝑠 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (22)

By message (7), the basic belief (12), and the BAN logic
axiom (2), we can receive the following formula:

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈 𝑠𝑎𝑖𝑑 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (23)

By the basic belief (18) and BAN logic axiom (6), we can
gain the following formula:

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑢, 𝑛w, 𝐾𝑢𝑤) (24)

By formula (23), formula (24), and the BAN logic axiom
(3), we can get the following formula:

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (25)

That is the formula

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (26)

By the basic belief (15), formula (26), and the BAN logic
axiom (4), we can obtain the following formula:

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (27)

By themessage (10) and the BAN logic axiom (6), formula
(28) can be received:

𝑈 𝑠𝑒𝑒𝑠 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (28)

By message (10), the basic belief (11), and the BAN logic
axiom (2), we can gain the following formula:

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑠𝑎𝑖𝑑 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (29)

By the basic belief (17) and the BAN logic axiom (5),
formula (30) can be gained:

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑢, 𝑛w, 𝐾𝑢𝑤) (30)

By formula (28), formula (29), and BAN logic axiom (3),
we can get the following formula:

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑢, 𝑛w, 𝐾𝑢𝑤} (31)

That is formula (32):

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (32)

By the basic belief (16), we can obtain the following
formula:

𝑈 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑈
𝐾𝑢𝑤
←→𝑊𝑆 (33)

Therefore, we can obtain the final beliefs: formulae (26),
(27), (32), and (33). The final beliefs (27) and (33) are the
beliefs in level 1. The final beliefs (26) and (32) are the beliefs
in the level 2. Thus, the communication between the user
and the web server not only achieves the purpose of the
authentication, but also guarantees the security of the data
transmission.

Next, we analyze the communication between WS and
AS. By message (8) and the BAN logic axiom (6), we can
receive the following formula:

𝐴𝑆 𝑠𝑒𝑒𝑠 {𝑛𝑢, 𝑛w, 𝑛a} (34)

By message (8), the basic belief (14), and the BAN logic
axiom (2), formula (35) can be obtained:

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑠𝑎𝑖𝑑 {𝑛𝑢, 𝑛w, 𝑛a} (35)

By the basic belief (19) and the BAN logic axiom (5), we
can gain the following formula:

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑓𝑟𝑒𝑠ℎ (𝑛𝑢, 𝑛w, 𝑛a) (36)

By formula (35), formula (36), and the BAN logic axiom
(3), formula (37) can be gotten:

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑢, 𝑛w, 𝑛a} (37)

That is formula (38) and formula (39):

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑤} (38)

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑎} (39)
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By the basic belief (21), formula (38), and the BAN logic
axiom (4), we can receive formula (40):

𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑤} (40)

Similar to the analysis process to message (8), we can
analyze message (9). Then, we can obtain formula (41) and
formula (42):

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 𝐴𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑤} (41)

𝑊𝑆 𝑏𝑒𝑙𝑖𝑒V𝑒𝑠 {𝑛𝑎} (42)

As a result, we can obtain the final beliefs: formulae (39),
(40), (41), and (42).

The final beliefs (40) and (42) are beliefs in level 1. The
belief (40) means that AS believes that the random number
nw is really from WS. In other words, AS believes WS. And
also, the result shows thatWS believes thatAS can be obtained
similarly in the final belief (42).

The final beliefs (39) and (41) are beliefs in level 2. The
belief (39) represents that AS believes that WS believes that
the random number na is really from AS itself. That is to say,
AS belief itself is believed byWS. And also, Belief (41) explains
thatWS belief itself is believed by AS similarly.

Therefore, the security of the data transmission between
WS and AS can be ensured; the security of the proposed
scheme MTSAS is proved.

6. Performance and Security Comparison

In this part, on the one hand, we compare the performance
of the proposed scheme MTSAS with the Shen’s scheme in
[15] and the Li’s scheme in [16] in the authentication stage.
On the other hand, the security of three schemes is also
compared. Because MTSAS has two types of authentication,
there we compare the performance of our proposed scheme
in the two aspects of MTSAS1 and MTSAS2. MTSAS1 is
the basic authentication and MTSAS2 is the transaction
authentication.

6.1. Performance Comparison. The performance of the
MTSAS is measured in three aspects, the symmetric encryp-
tion/decryption computation time 𝑡𝑠𝑦𝑚, the public key
encryption/ decryption computation time 𝑡𝑎𝑠𝑦𝑚, and the hash
computation time 𝑡ℎ𝑎𝑠ℎ.

The public key encryption/decryption computation time
involves the exponential computation, which costs the most
computational resources. Thus the number of the public
key encryption/decryption computation will have crucial
influence on the performance of a scheme. Because the
symmetric encryption/decryption computation does not
involve the exponential computation, typically it is related
to addition, subtraction, multiplication, division, or some
low order operations and costs less computational resources.
The number of the symmetric encryption/decryption com-
putation has less effect on the scheme’s performance. The
hash computation only refers to the one-way hash function
operation and consumes the least resources. Therefore the
number of the hash computation has the least impact on

Table 4: Performance comparison.

Computational Overhead (ms)
Shen in [16] 6𝑡𝑎𝑠𝑦𝑚+17𝑡ℎ𝑎𝑠ℎ=44.162
Li in [25] 6𝑡𝑎𝑠𝑦𝑚+22𝑡ℎ𝑎𝑠ℎ=44.164
MTSAS1 4𝑡𝑠𝑦𝑚+4𝑡𝑎𝑠𝑦𝑚+10𝑡ℎ𝑎𝑠ℎ=29.460
MTSAS2 6𝑡𝑠𝑦𝑚+6𝑡𝑎𝑠𝑦𝑚+16𝑡ℎ𝑎𝑠ℎ=44.284

the performance. From [26], when the public key encryp-
tion/decryption computation adopts the ECC algorithm, the
symmetric encryption/decryption computation adopts AES-
128, and the hash algorithm adopts the SHA-1 algorithm,
𝑡𝑎𝑠𝑦𝑚 ≈ 7.3592𝑚𝑠, 𝑡𝑠𝑦𝑚 ≈ 0.005𝑚𝑠, 𝑡ℎ𝑎𝑠ℎ ≈ 0.0004𝑚𝑠. The
detailed performance comparison is shown in Table 4.

Shen’s scheme [16] consists of public key encryp-
tion/decryption computations with 6 times and hash com-
putations with 17 times in the authentication phase. Li’s
scheme [25] includes public key encryption/decryption com-
putations with 6 times and hash computations with 22
times in the authentication phase. Our proposed scheme
of the basic authentication MTSAS1 consists of public key
encryption/decryption computations with 4 times, sym-
metric encryption/decryption computations with 4 times,
and hash computations with 10 times in the authentica-
tion phase. Significantly, the number of the public key
encryption/decryption computation in MTSAS1 is lower
than those schemes of Shen and Li. Therefore, MTSAS1
has lower computational overhead, outstanding perfor-
mance, and superior user experience. Last but not least,
the transaction authentication MTSAS2 concludes public
key encryption/decryption computations with 6 times, sym-
metric encryption/decryption computations with 6 times
and hash computations with 16 times in the authentication
phase. The MTSAS2 has the same number of the public key
encryption/decryption computation as Shen’s scheme and
Li’s scheme, but due to inserting the symmetric encryp-
tion/decryption computation. Therefore, the amount of com-
putational time of the MTSAS2 is basically equal and to
Shen’s scheme and Li’s scheme, just slightly higher. But the
MTSAS2 mainly pays attention to the high security demand
in the mobile payment scenario and enhances the security of
the user’s biometric characteristic. The MTSAS2 solves the
security hidden danger due to the fingerprint information
leakage and provides users with the strong authentication.
As a result, the MTSAS2 improves the security when the
user authenticates the identity. Besides, the computational
resources that the symmetric encryption/decryption compu-
tation takes are limited. Therefore, the minor performance
loss that the MTSAS2 takes can be acceptable

6.2. Security Comparison. In this part, wemainly focus on the
security of three schemes. The detailed security comparison
is presented in Table 5.

As is shown in Table 5, because these three schemes
all adopt the signature to resist forgery; they all satisfy
the forward security. So they can guarantee the message’s
confidentiality and integrity and is able to resist replay attack
and key guessing attack. Since the biometrics template is
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Table 5: Security comparison.

Shen in [16] Li in [25] MTSAS

Message confidentiality ✓ ✓ ✓

Message integrity ✓ ✓ ✓

Resist key guessing
attack

✓ ✓ ✓

Resist replay attack ✓ ✓ ✓

Forward Security ✓ ✓ ✓

User anonymity M ✓ ✓

Resist biometrics
template attack

M ✓ ✓

Resist data leakage of the
server

M M ✓

Two servers M M ✓

Divide the security level M M ✓

stored in the user’s smart card in Shen’s scheme. Therefore,
it is vulnerable to biometrics template lost attack that the
user’s biometrics template can be retrieved if the smart card
is stolen by an adversary. Of course, Shen’s scheme also
cannot meet the requirement of the user anonymity. On the
contrary, on account that Li’s schememakes anonymity of the
biological templates, it can meet user anonymity and resist
biometrics template attack. The biological characteristics are
in the trusted execution environment TEE in our proposed
scheme. The biological characteristics never leave the local
device. And when the server authenticates the user, what
the server authenticates is the user device, not the user. The
user biometric data never stored any data in the server side.
Therefore, MTSAS can also satisfy the requirements of the
user anonymity and is able to resist biometrics template
attack.

But when the data in the server leaks, the biological
characteristics of the user might be captured by the attackers
to greatly threat user privacy. Unfortunately, the server stores
the data related to the user biometric in the schemes of the
Shen and the Li.Therefore, they both cannot resist this attack.
Whereas any data related to the biological characteristics
is never stored in the server side in MTSAS. So MTSAS
is more superior to other two schemes in improving the
security of the user data and protecting the user privacy.
And compared with the former two schemes, MTSAS adopts
the two-server authentication method to disperse security
risks. So the stability and the robustness of the MTSAS are
greatly improved. At the same time, theMTSAS analyzes user
behavior in detail. According to the authentication scenario
that the user is in, the MTSAS provides the authentication
method with different security level. MTSAS provides the
weak authentication in the basic authentication scenario
and the strong authentication in the transaction scenario.
Our proposed scheme MTSAS stands on the user’s point to
perfect the user experience and improves the authentication
efficiency. Thus, the practicability and the feasibility of our
proposed scheme MTSAS are both stronger

7. Experiment

In the experiment part, we realize FREDP based on the
FIDO UAF framework. And then we test the performance of
basic authentication and transaction authentication, respect-
ively.

FIDO (Fast Identity Online) is an online authentication
alliance sponsored by PayPal, Nok Nok, validity, Infineon,
AGNITIO, and Lenovo in July 2012. And till September
2016, alliance members have amounted to 252. Specific to the
problem of “isolated island” resulting frommultiple authenti-
cation standards in the mobile identity authentication, FIDO
dedicates to unified mobile authentication standard in order
to reduce the user dependence to password. FIDO aims
to solve the problem of security, convenience, and privacy
and provides users with strong authentication. The FIDO
architecture has been widely applied in the mobile payment
area. Several companies such as Alipay, JD finance, and ICBC
have fully supported FIDO. The FIDO framework includes
standards of UAF and U2F. UAF (Universal Authentication
Framework Protocol) is able to realize without password by
binding users’ biological characteristics with mobile device.
UAF makes the authentication mode, server authenticates
device and device authenticates user, come true, which greatly
improves the convenience and the reliability of mobile iden-
tity authentication. U2F (2ndUniversal Framework Protocol)
provides the two-factor experience to users by adding the
authentication information in hardware devices (such as
U shield and mobile hardware information) as the second
factor. So FIDO can make the authentication strong.

We implement FREDP based on the FIDO UAF frame-
work. In the mobile terminal, in consideration of current
authentication status and user requirements, our proposed
scheme provides the authentication way of distinguishing
security levels. The basic authentication adopts one-factor
authentication way based on password. And the transaction
authentication way adopts multifactor authentication way
based on password, DVC, and fingerprint. In the server side,
in order to guarantee the stability of the server and the
security of authentication server, FREDP adopts the two-
server mode. The web server is deployed prior to FIDO
authentication server. This two servers are both deployed in
the cloud environment.

7.1. Experiment Environment. Our experimental environ-
ment is as follows.

The mobile terminal adopts ZUK Z2125; the hardware
is configured as CPU 2.35HZ ROM 64GB, RAM 6GB, and
android version: 6.0.1. The cloud environment is the public
cloud service, and the web server and authentication server
are deployed on two cloud hosts with the same configuration.
The cloud host is configured as Ubuntu 14.04 32-bit server
version, with 1GB kernel, 1Mbps bandwidth, and 50G hard
disk.

7.2. Experiment Process. In the concrete implementation
process, we write code in JAVA language based on FIDOUAF
framework. FREDP scheme is realized by FIDO server as
authentication server and web server writing by ourselves.
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Figure 4: Basic authentication schematic.

During the FREDP operation, in the mobileterminal, we
conduct the basic authentication with the user test 03. The
basic authentication schematic is shown in Figure 4. The
transaction authentication schematic is shown in Figure 5.

In the public cloud, the log of the web server is shown in
Figure 6, and the console log of the authentication server is
shown in Figure 7.

After the realization of FREDP, we make experiment
in four aspects. In order to ensure the reliability and the
accuracy of the data, we test three times and average them
for each class of data.

7.2.1. Experimental Target: Comparing the Total Authenti-
cation Time 𝑇𝑠𝑢𝑚 of Single Factor/Multifactor Authentica-
tion Method. We analyze the impact of increasing identity
authentication factors under the two-server architecture to
the total authentication time. In the FREDP, actually, the basic
authentication is the method of the single factor authentica-
tion, namely, the password. The transaction authentication
is the method of the multifactor authentication, namely, the

Table 6: Comparison of single factor/multifactor authentication.

Basic Authentication (ms) Transaction Authentication (ms)
Tsum1 252 364
Tsum2 277 381
Tsum3 283 406
Tsum 270.7 383.7

password, the dynamic verification code, and the fingerprint.
Thus, it is necessary to compare the authentication time
between the basic identification and the transaction authen-
tication. The test results are shown in Table 6. The timing
interval of the authentication time in Table 6 is from the
time that the mobile terminal collects all the authentication
factors to the time that the mobile terminal receives the
authentication result.

As shown in Table 6, due to the addition of dynamic
verification code and the fingerprint as authentication factors,
the authentication time of the transaction authentication
increases to a certain extent. In the transaction authentica-
tion, the comparison inside the mobile terminal would take
some time, such as the fingerprint comparison and attestation
in the trusted execution environment. And at the same time
the increase of the interaction times between the web server
and the authentication server may cause the growth of the
authentication time. But it is because of these verification and
interactive process, the FREDP possesses high the high secu-
rity that other schemes do not have. Our proposed FREDP
avoids the fingerprint information disclosure, realizes finger-
print’s local storage and local verification. But luckily, we can
see in Table 6, the transaction authentication withmultifactor
only increases 1 second. It is absolutely acceptable for the user.
So FREDP makes a good compromise between the conve-
nience and the security. Therefore, it is feasible and necessary
to adopt multifactor authentication in the key system.

7.2.2. Experiment Target: Comparing the Total Authentication
Time in the Single Server/Two-Server Environment. In this
section, we test the basic authentication and the transaction
authentication, respectively. In the single server framework,
the mobile terminal directly interacts with the authentication
server, and all the forwarding and verification work are
deployed in the authentication server side. There are the
web server and the authentication server in the two-server
framework. The web is responsible for communicating with
the mobile terminal and forwarding the information. The
authentication server is responsible for the verification and
processing of the authentication process data. The test result
of the total time Tbsum in the basic authentication under
the single server/two-server authentication is, respectively,
shown in Table 7. The test result of the total time Ttsum in
the transaction authentication under the single server/two-
server authentication is, respectively, shown in Table 8.
Similarly, the timing interval of the authentication time in
Tables 7 and 8 is, from the time that the mobile terminal
collects all the authentication factors to the time that the
mobile terminal receives the authentication result.
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Enter DVC Select FIDO UAF
authenticator

Verify fingerprint
locally Transaction success

Figure 5: Transaction authentication schematic.

Figure 6: Log of the web server.

As shown in Tables 7 and 8, whether in the basic authenti-
cation or the transaction authentication, the total authentica-
tion time in the two servers takes 1 seconds more than in the
single server. It is acceptable for the user. And the mode of
the two-server authentication shares the authentication risk,
which avoids all verification information leakage because the
server is attacked in the single server. We adds a layer of ”shel-
ter” to improve the security of the verification information

and the reliability of the authentication process. Therefore,
the design of the two servers is necessary and reasonable.

8. Conclusion

In allusion to the security problem of the fingerprint leakage
in the mobile payment environment, we propose a novel
multifactor two-server authentication scheme under mobile
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Figure 7: Console log of the web server.

Table 7: Comparison of single factor/multifactor authentication in
the basic authentication.

Single Server (ms) Two Servers (ms)
Tbsum1 191 252
Tbsum2 193 277
Tbsum3 196 283
Tbsum 193.3 270.7

Table 8: Comparison of single factor/multifactor authentication in
the basic authentication.

Single Server (ms) Two Servers (ms)
Ttsum1 288 364
Ttsum2 228 381
Ttsum3 295 306
Ttsum 270.3 383.7

computing MTSAS. In theMTSAS, the user’s biometric char-
acteristics cannot leave the user device. And the server side
never stores the user’s fingerprint information. Particularly,
the authentication server is applied by the private cloud. The
use of the two servers can obviously lower the security risk of
server attack. Moreover, we stand on the user’s shoes. MTSAS
provides the different authentication factors depending on
the privacy level of the authentication. Thus our work has
a certain degree of contribution to the mobile payment
security.

Unfortunately, the problem of the loss of the user device
still troubled us. In this conditions, apparently, it may take
the problem of data redundancy in the cloud when the
user registration again. We will pay more attention to the
authentication problem in this part.
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Telecaremedical information systems (TMIS) enable patients to access healthcare delivery services conveniently.With the explosive
development occurring in cloud computing and services, storage of personal medical and health information outsourcing to cloud
infrastructure has been a potential alternative. However, this has entailed many considerable security and privacy issues. In order
to address the security loopholes, we propose a promising solution satisfying the requirements of cloud computing scenarios for
telemedical systems. The proposed scheme could provide both data confidentiality and message authenticity while preserving
anonymity. Furthermore, the formal security proof demonstrates that the proposed scheme is resistant to various attacks. The
performance comparisons show the proposal’s workability and it is well suited to adoption in telemedical services.

1. Introduction

With the explosion of cloud computing and services, there
has been a growing trend to use the cloud for large-scale
data storage and management. It is a new style of computing
that offers dynamically scalable network services to external
customers delivered over the Internet. Cloud computing
provides a powerful underlying architecture for telemedicine,
which is an emerging treatment mode for delivering appro-
priate healthcare services remotely. It facilitates medical
practitioners and patients to establish communication over
public networks and patients can acquire themedical services
via electronic networks conveniently. This will significantly
lower the social and economic expenses, while enhancing the
medical quality and efficiency.

Cloud computing introduces a new way for medical
systems to store and manage medical data, which is complex
task. As wearable devices are becoming more and more
powerful, patients can obtain their health information timely.
They also could upload and access their medical records to
the cloud through mobile devices. This can help medical
institutions to quickly obtain patients’ physical condition in
urgent cases for proper medical diagnosis and treatment

process. Any delay in the access to medical record at the time
of emergency would cause severe errors, which profoundly
affects patient’s therapeutic process. In the cloud based
telecare medical information systems, the cloud database is
responsible for storing patients’ critical medical data and
updates it as the medical treatment availed by the patient.
However, the storage of patients’ electronic medical records
such as personal information, medical records, and phys-
iological parameters in the medical server may result in
the exposure of patients’ privacy. Cloud computing offers
expansively developing prospects of new and better models
of healthcare; it also raises some security issues due to
new potential ways for data theft. And hence, safeguard-
ing security and patients’ privacy in cloud based telecare
medical information systems are very significant. Authenti-
cation mechanism is a prerequisite to verify the legality of
all participants and tackle the illegal access in distributed
systems, such as wireless interface systems [1, 2], multiple
server architecture based systems [3], smart card based
system [4], and mobile radio systems [5, 6]. Furthermore,
the anonymous authentication could protect users anonymity
and prevent the disclosure of private information [7, 8].
Therefore, a secure authentication protocol is a proper
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Figure 1: Structure of cloud based TMIS.

solution to provide security and privacy for TMIS [9–11].
Hitherto, authentication protocol for integration telemedical
systems in cloud computing environment recently has drawn
significant attention from academia [12–20].

In 2012, Padhy et al. [12] introduced a cloud based model
for rural healthcare systems. In 2013, Banerjee et al. [13]
presented a new architecture for cloud based healthcare
application to serve patients in emergency.Nevertheless, their
scheme is unable to offer confidentiality of transmitted data.
One year later, Chen et al. [14] proposed a medical data
exchange protocol in cloud computing environment. In their
scheme, patients and doctors could be convenient to access
medical resources outsourced in the cloud. Unfortunately,
their scheme could not resist impersonation attacks or pro-
vide patient anonymity. To fix the defects, a modification
was developed in the same year [15]. In 2016, Chiou et al.
[16] showed that their scheme still lacks privacy protection
and message authentication. Then, the authors proposed a
new privacy authentication scheme based on cloud for TMIS
which provided a “real” and complete telemedicine system.
However, in 2007,Mohit et al. [17], Cheng et al. [20], and Li et
al. [18] identified Chiou et al.’s protocol that failed to preserve
patients’ privacy and forward security and suffers from
mobile device stolen attack, respectively. Meanwhile, Mohit
et al. [17] and Cheng et al. [20] both presented an improved
mechanism for cloud-assistedmedical care systems. Recently,
Li et al. [19] pointed out that Mohit et al.’s proposal also
was susceptible to health report revelation and inspection
report forgery attacks. InCheng et al.’s scheme [20], the inputs
of bilinear maps are generators in the corresponding cyclic
groups, rather than random numbers of integer field𝑍𝑞. This
will bring about errors in the authentication process.

In this paper, we design a telemedical information model
based on cloud authentication which allows patients to
remotely access medical services with privacy. Further, we

discuss its security and prove that it can withstand various
attacks. Compared with the state of the art, our scheme
provides formal security proofs and achieves better efficiency
in terms of computation cost. Performance and functionality
analysis shows that it is more secure and practical for cloud
based telemedicine system.

The remaining of this paper is organized as follows.
Section 2 describes our robust cloud based authentication
scheme for TMIS, together with formally proving its security
in Section 3. Subsequently, we compare the performance
with the previous schemes in Section 4. Finally, we draw the
conclusions in Section 5.

2. The Proposed Scheme

In this section, we present an anonymous authentication
scheme on the basis of cloud for medical environment. There
are five participants in our scheme: including patients 𝑃,
healthcare center 𝐻, doctors 𝐷, cloud 𝐶, and sensors 𝑆.
Healthcare center is trusted medical center.The cloud servers
possess the jurisdiction to store patients’ medical data which
can be accessed by patients and doctors remotely. Sensors
can collect and measure the patient’s health information
timely. In Figure 1, we depict the structure of the cloud based
authentication system for TMIS simply.

Our scheme consists of four phaseswhich are described as
follows. In order to initialize this protocol, the key generation
center (𝐾𝐺𝐶) chooses a multiplication cyclic group 𝐺 and
a generator 𝑔 ∈ 𝐺 with order 𝑝, where 𝑝 is a large prime
number. Then 𝐾𝐺𝐶 selects random numbers 𝑘𝑥 ∈ 𝑍𝑝 (𝑥 =

{𝐻,𝑃,𝐷,𝐶}) and computes 𝑃𝐾𝑥 = 𝑔𝑘𝑥 mod 𝑝. Finally, 𝐾𝐺𝐶
issues the public key and secret key pairs (𝑃𝐾𝑥, 𝑘𝑥) to the
participants.

We list the used notations of the proposal as follows.
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Figure 2: Healthcare center uploading phase.

(i) 𝐼𝐷𝑥: the identity of 𝑥
(ii) 𝑚𝑥: the health report of 𝑥
(iii) 𝐷𝑎𝑡𝑎𝑥: the health data of 𝑥
(iv) 𝑠𝑘𝑥𝑦: the session key shared between 𝑥 and 𝑦
(v) 𝑃𝐾𝑥: the public key of 𝑥
(vi) 𝑘𝑥: the secret key of 𝑥
(vii) 𝑆𝑖𝑔𝑥: signature signed by 𝑥

(viii) 𝑇𝑖𝑥: the 𝑖th timestamp generated by 𝑥
(ix) 𝐺: a multiplicative cyclic group of prime order 𝑞
(x) 𝑔: the generator of 𝐺
(xi) ℎ(⋅): a one-way hash function
(xii) ⊕: exclusive-OR operation
(xiii) ‖: string concatenation operation

(xiv) 𝐸𝑘𝑒𝑦(𝑀): encrypting 𝑀 using symmetric encryption
with 𝑘𝑒𝑦

(xv) 𝐷𝑘𝑒𝑦(𝐶): decrypting the ciphertext 𝐶 with 𝑘𝑒𝑦

(xvi) 𝑆𝑘𝑒𝑦(𝑀): signing𝑀 with secret key 𝑘𝑒𝑦

(xvii) 𝑉𝑘𝑒𝑦(𝑆𝑖𝑔𝑥): verifying the signature 𝑆𝑖𝑔𝑥

2.1. Healthcare Center Uploading Phase. As shown in steps 1.1
and 1.2 in Figure 1, patient 𝑃makes a health inspection in the
healthcare center 𝐻 and𝐻 uploads the generated inspection
record to the cloud server 𝐶. In Figure 2, we will further
describe the authentication process of the phase.

Step 1. After generating the inspection report, 𝐻 selects a
random number 𝑡𝐻 and computes 𝐾1 = 𝑔𝑡𝐻 , 𝑠1 = 𝑃𝐾

𝑡𝐻
𝐶 =

𝑔𝑡𝐻𝑘𝐶 , 𝑠2 = ℎ(𝑃𝐾
𝑘𝐻
𝐶 ‖ 𝑇1𝐻) = ℎ(𝑔𝑘𝐶𝑘𝐻 ‖ 𝑇1𝐻), 𝐶1 =
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𝐸𝑠1(𝑠2), where𝑇
1
𝐻 is the current timestamp. After that, it sends

{𝐼𝐷𝐻, 𝐶1, 𝑇
1
𝐻, 𝐾1} to the cloud 𝐶.

Step 2. On receiving {𝐼𝐷𝐻, 𝐶1, 𝑇
1
𝐻, 𝐾1} from𝐻, 𝐶 checks the

validity of 𝑇1𝐻. If it is invalid, 𝐶 aborts the received messages;
otherwise, it computes 𝑠1 = 𝐾

𝑘𝐶
1 = 𝑔𝑡𝐻𝑘𝐶 and decrypts

𝐶1 to recover the values 𝑠2. Subsequently, 𝐶 calculates 𝑠2 =
ℎ(𝑃𝐾
𝑘𝐶
𝐻 ‖ 𝑇1𝐻) and compares it with the decrypted 𝑠2. If the

equivalence holds, the legitimacy of 𝐻 is assured. Then 𝐶
generates a random number 𝑡𝐶 and acquires the timestamp
𝑇1𝐶 to compute 𝐾2 = 𝑔𝑡𝐶 , 𝑠𝑘𝐻𝐶 = 𝐾

𝑡𝐶
1 = 𝑔𝑡𝐶𝑡𝐻 , and 𝑠3 =

ℎ(𝑃𝐾
𝑘𝐶
𝐻 ‖ 𝑠𝑘𝐻𝐶 ‖ 𝑇

1
𝐶) = ℎ(𝑔𝑘𝐻𝑘𝐶 ‖ 𝑠𝑘𝐻𝐶 ‖ 𝑇

1
𝐶). Finally, 𝐶

transmits the authentication message {𝐾2, 𝑠3, 𝑇
1
𝐶} to𝐻.

Step 3. Upon receiving the reply message, 𝐻 checks the
validity of 𝑇1𝐶. If 𝑇

2
𝐻 − 𝑇1𝐶 ≥ △𝑇, 𝐻 terminates this phase;

otherwise, it computes 𝑠𝑘𝐻𝐶 = 𝐾
𝑡𝐻
2 = 𝑔𝑡𝐶𝑡𝐻 , 𝑠3 = ℎ(𝑃𝐾

𝑘𝐻
𝐶 ‖

𝑠𝑘𝐻𝐶 ‖ 𝑇1𝐶) = ℎ(𝑔𝑘𝐻𝑘𝐶 ‖ 𝑠𝑘𝐻𝐶 ‖ 𝑇1𝐶) and compares 𝑠3
with the received 𝑠3. If they are not equal, the uploading
phase is given up by 𝐻; else, 𝐻 signs 𝑃’s medical report
𝑚𝐻 = (𝐼𝐷𝑃, 𝐷𝑎𝑡𝑎𝐻, 𝑇𝐻) with its secret key: 𝑆𝑖𝑔𝐻 = 𝑆𝑘𝐻(𝑚𝐻).
Note that 𝑇𝐻 is the current timestamp when 𝑃makes health
inspection. After that, 𝐻 calculates 𝐶2 = 𝐸

𝑃𝐾
𝑘𝐻
𝑃

(𝑚𝐻, 𝑆𝑖𝑔𝐻) =

𝐸𝑔𝑘𝐻𝑘𝑃 (𝑚𝐻, 𝑆𝑖𝑔𝐻), 𝑠4 = 𝐸𝑠𝑘𝐻𝐶(𝐼𝐷𝑃, 𝐶2, 𝑠3) and uploads 𝑠4 to
the cloud.

Step 4. On receiving 𝑠4, 𝐶 decrypts it with 𝑠𝑘𝐻𝐶 to recover
𝐼𝐷𝑃, 𝐶2, 𝑠


3 and verifies whether 𝑠3 is equal to 𝑠3 or not. If it is

true, the healthcare center is authentic. After that, it verifies
whether 𝑃 is a new user or not. If 𝑃 is a new user, 𝐶 stores
(𝐼𝐷𝑃, 𝐶2) in a new storage space; else, it stores 𝐶2 in 𝑃’s
database.

2.2. Patient Uploading Phase. As shown in steps 2.1 and
2.2 in Figure 1, patient 𝑃 collects health information 𝑚𝑆
measured by body sensors 𝑆 and he could upload the health
data to the cloud. In Figure 3, we will depict the detailed
process.

Step 1. When 𝑃’s mobile phone collects the measured infor-
mation, then it generates the timestamp 𝑇1𝑃 and a random
number 𝑎𝑃 to compute 𝐾3 = 𝑔𝑎𝑃 , 𝑠5 = 𝑃𝐾

𝑎𝑃
𝐶 = 𝑔𝑎𝑃𝑘𝐶 , 𝑠6 =

ℎ(𝑃𝐾
𝑘𝑃
𝐶 ‖ 𝑇1𝑃) = ℎ(𝑔𝑘𝐶𝑘𝑃 ‖ 𝑇1𝑃), 𝐶3 = 𝐸𝑠5(𝐼𝐷𝑃, 𝑠6).

Subsequently, 𝑃 transmits {𝐶3, 𝑇
1
𝑃, 𝐾3} to 𝐶.

Step 2. After receiving the messages, 𝐶 verifies the freshness
of 𝑇1𝑃 by checking whether 𝑇2𝐶 − 𝑇1𝑃 ≤ △𝑇 or not. If it is
valid, 𝐶 decrypts 𝐶3 to obtain the values 𝐼𝐷𝑃 and 𝑠6 with
the computed 𝑠5 = 𝐾

𝑘𝐶
3 = 𝑔𝑎𝑃𝑘𝐶 . After that, 𝐶 calculates

𝑠6 = ℎ(𝑃𝐾
𝑘𝐶
𝑃 ‖ 𝑇1𝑃) and verifies whether the equation 𝑠6 = 𝑠6

holds. If it does, 𝑃 is legitimate user. Then 𝐶 selects random
numbers 𝑎𝐶 and computes 𝐾4 = 𝑔𝑎𝐶 , 𝑠𝑘𝑃𝐶 = 𝐾

𝑎𝐶
3 = 𝑔𝑎𝐶𝑎𝑃

and 𝑠7 = ℎ(𝑃𝐾
𝑘𝐶
𝑃 ‖ 𝑠𝑘𝑃𝐶 ‖ 𝑇3𝐶) = ℎ(𝑔𝑘𝑃𝑘𝐶 ‖ 𝑠𝑘𝑃𝐶 ‖ 𝑇3𝐶),

where 𝑇3𝐶 is the acquired timestamp. Finally, 𝐶 transmits the
{𝐾4, 𝑠7, 𝐶2, 𝑇

3
𝐶} to patient 𝑃.

Step 3. On receiving response, 𝑃 checks the validity of 𝑇3𝐶.
If 𝑇3𝐶 is invalid, 𝑃 terminates the procedure. If 𝑇3𝐶 is fresh, 𝑃
computes 𝑠𝑘𝑃𝐶 = 𝐾

𝑎𝑃
4 = 𝑔𝑎𝐶𝑎𝑃 , 𝑠7 = ℎ(𝑃𝐾

𝑘𝑃
𝐶 ‖ 𝑠𝑘𝑃𝐶 ‖ 𝑇

3
𝐶) =

ℎ(𝑔𝑘𝑃𝑘𝐶 ‖ 𝑠𝑘𝐻𝐶 ‖ 𝑇3𝐶) and verifies 𝑠7 is valid by checking
whether 𝑠7 = 𝑠7 holds. If so, 𝑃 decrypts𝐶2 with the computed
𝑃𝐾
𝑘𝑃
𝐻 to recover 𝑚𝐻 = (𝐼𝐷𝑃, 𝐷𝑎𝑡𝑎𝐻, 𝑇𝐻) and 𝑆𝑖𝑔𝐻. Subse-

quently, he/she verifies the validity of 𝐻’s signature 𝑆𝑖𝑔𝐻. If
𝑆𝑖𝑔𝐻 is valid, 𝑃 chooses a random number 𝑠𝑛 and computes
𝐶4 = 𝐸

𝑃𝐾
𝑠𝑛𝑘𝑃
𝐷

(𝑚𝐻, 𝑚𝑆, 𝑆𝑖𝑔𝐻) = 𝐸𝑔𝑠𝑛𝑘𝐷𝑘𝑃 (𝑚𝐻, 𝑚𝑆, 𝑆𝑖𝑔𝐻), where
𝑚𝑆 = (𝐼𝐷𝑃, 𝐷𝑎𝑡𝑎𝑆, 𝑇𝑆) is the collected measured data. Note
that 𝑇𝑆 is the current timestamp when the body sensors
𝑆 monitor 𝑃’s physical condition. Then 𝑃 calculates 𝑠8 =
𝐸𝑠𝑘𝑃𝐶(𝐼𝐷𝑃, 𝐶4, 𝑠7) and uploads 𝑠8 to the 𝐶.

Step 4. On receiving the reply message, 𝐶 decrypts 𝑠8 with
𝑠𝑘𝑃𝐶 and obtains 𝐼𝐷𝑃, 𝐶4, 𝑠


7. After that, the cloud server

verifies 𝑃’s validity by checking whether 𝑠7 equals to 𝑠7 or not.
If so, 𝐶 stores𝐶4 in 𝑃’s storage space to replace𝐶2; otherwise,
it resumes the procedure.

2.3. Treatment Phase. As shown in steps 3.1 and 3.2 in
Figure 1,𝐷 is appointed by𝑃 and obtains 𝑃’s identity 𝐼𝐷𝑃 and
appointment sequence value 𝑠𝑛. Subsequently, 𝐷 can down-
load 𝑃’s inspection report and measured health information
from 𝐶, and he/she also can upload the diagnosing records
with his/her signature to𝐶. The details of the execution steps
are further illustrated in Figure 4.

Step 1. 𝐷 selects a random number 𝑏𝐷 and computes 𝐾5 =
𝑔𝑏𝐷 , 𝑠9 = 𝑃𝐾

𝑏𝐷
𝐶 = 𝑔𝑏𝐷𝑘𝐶 , 𝑠10 = ℎ(𝑃𝐾

𝑘𝐷
𝐶 ‖ 𝑇1𝐷) =

ℎ(𝑔𝑘𝐶𝑘𝐷 ‖ 𝑇1𝐷), 𝐶5 = 𝐸𝑠9(𝑠10), where 𝑇
1
𝐷 is the acquired

current timestamp.Then𝐷 transmits {𝐼𝐷𝐷, 𝐶5, 𝑇
1
𝐷, 𝐾5} to the

cloud 𝐶.

Step 2. After receiving messages from𝐷,𝐶 checks𝑇4𝐶−𝑇
1
𝐷? ≤

△𝑇. If it is invalid, 𝐶 terminates the phase; otherwise, it
computes 𝑠9 = 𝐾

𝑘𝐶
5 = 𝑔𝑏𝐷𝑘𝐶 and decrypts 𝐶5 to obtain the

values 𝑠10. Later, 𝐶 verifies 𝑠10 = ℎ(𝑃𝐾
𝑘𝐶
𝐷 ‖ 𝑇1𝐷) with the

decrypted 𝑠10 to confirm the legitimation of 𝐷. If they are
equal, 𝐶 generates random numbers 𝑏𝐶 and the timestamp
𝑇5𝐶 and computes 𝐾6 = 𝑔𝑏𝐶 , 𝑠𝑘𝐶𝐷 = 𝐾

𝑏𝐶
5 = 𝑔𝑏𝐶𝑏𝐷 , 𝑠11 =

ℎ(𝑃𝐾
𝑘𝐶
𝐷 ‖ 𝑠𝑘𝐶𝐷 ‖ 𝑇5𝐶) = ℎ(𝑔𝑘𝐶𝑘𝐷 ‖ 𝑠𝑘𝐶𝐷 ‖ 𝑇5𝐶). Finally, 𝐶

sends {𝐾6, 𝑠11, 𝐶4, 𝑇
5
𝐶} to𝐷.

Step 3. On receiving {𝐾6, 𝑠11, 𝐶4, 𝑇
5
𝐶}, 𝐷 checks the freshness

of 𝑇5𝐶. If so,𝐷 computes 𝑠𝑘𝐶𝐷 = 𝐾
𝑏𝐷
6 = 𝑔𝑏𝐶𝑏𝐷 , 𝑠11 = ℎ(𝑃𝐾

𝑘𝐷
𝐶 ‖

𝑠𝑘𝐶𝐷 ‖ 𝑇
5
𝐶) = ℎ(𝑔𝑘𝐶𝑘𝐷 ‖ 𝑠𝑘𝐶𝐷 ‖ 𝑇

5
𝐶) and compares 𝑠11 with

the received 𝑠11 to assure𝐶’s authenticity. If they are not equal,
the phase is terminated by himself/herself; otherwise, 𝐷 uses
the appointment sequence number 𝑠𝑛 to compute𝑃𝐾𝑠𝑛𝑘𝐷𝑃 and
decrypts 𝐶4 with it to recover𝑚𝐻, 𝑚𝑆, 𝑆𝑖𝑔𝐻. Subsequently, 𝐷
verifies whether the signature 𝑆𝑖𝑔𝐻 is valid or not by checking
𝑚𝐻? = 𝑉𝑃𝐾𝐻(𝑆𝑖𝑔𝐻). If it is valid, 𝐷 diagnoses 𝑃’s symptom
on the basis of (𝑚𝐻, 𝑚𝑆) and generates the diagnostic records
𝑚𝐷 = (𝐼𝐷𝑃, 𝐷𝑎𝑡𝑎𝐷, 𝑇𝐷), where 𝑇𝐷 is the timestamp when
the doctor generates 𝑚𝐷. After that, 𝐷 uses his/her private
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Figure 3: Patient uploading phase.

key 𝑘𝐷 to sign 𝑚𝐷: 𝑆𝑖𝑔𝐷 = 𝑆𝑘𝐷(𝑚𝐷). Then, 𝐷 calculates
𝐶6 = 𝐸

𝑃𝐾
𝑠𝑛𝑘𝐷
𝑃

(𝑚𝐻, 𝑚𝑆, 𝑚𝐷, 𝑆𝑖𝑔𝐷), 𝑠12 = 𝐸𝑠𝑘𝐶𝐷(𝐼𝐷𝑃, 𝐶6, 𝑠11)

and sends 𝑠12 to the cloud.

Step 4. Upon receiving 𝑠12, 𝐶 decrypts it with 𝑠𝑘𝐶𝐷 and
obtains 𝐼𝐷𝑃, 𝐶6, 𝑠


11. Later, it checks 𝑠


11? = 𝑠11. If the equation

holds, the validity of 𝐷 is confirmed; otherwise, this phase
fails. After that, 𝐶 replaces 𝐶4 with 𝐶6 and stores it in 𝑃’s
storage space.

2.4. Checking Report Phase. As shown in step 4.1 in Figure 1,
patient𝑃 can access the cloud to obtain themedical record via
the mobile phone. In Figure 5, we depict the detailed process
of the phase.

Step 1. 𝑃 generates the timestamp 𝑇2𝑃 and a random number
V𝑃 to compute 𝐾7 = 𝑔V𝑃 , 𝑠13 = 𝑃𝐾

V𝑃
𝐶 = 𝑔V𝑃𝑘𝐶 , 𝑠14 = ℎ(𝑃𝐾

𝑘𝑃
𝐶 ‖

𝑇2𝑃) = ℎ(𝑔𝑘𝐶𝑘𝑃 ‖ 𝑇2𝑃), 𝐶7 = 𝐸𝑠13(𝐼𝐷𝑃, 𝑠14). Then, 𝑃 transmits
the request {𝐶7, 𝑇

2
𝑃, 𝐾7} to the cloud 𝐶.

Step 2. 𝐶 verifies the freshness of 𝑇2𝑃 after receiving the
request from 𝑃. If so, 𝐶 decrypts 𝐶7 with computed 𝑠13 =

𝐾
𝑘𝐶
7 = 𝑔V𝑃𝑘𝐶 and obtains the 𝐼𝐷𝑃, 𝑠


14. Subsequently, 𝐶

calculates 𝑠14 = ℎ(𝑃𝐾
𝑘𝐶
𝑃 ‖ 𝑇2𝑃) and verifies 𝑠14? = 𝑠14.

If they are equal, 𝐶 computes 𝐾8 = 𝑔V𝐶 , 𝑠𝑘𝑃𝐶 = 𝐾
V𝐶
7 =

𝑔V𝐶V𝑃 and 𝑠15 = ℎ(𝑃𝐾
𝑘𝐶
𝑃 ‖ 𝑠𝑘𝑃𝐶 ‖ 𝑇6𝐶) = ℎ(𝑔𝑘𝑃𝑘𝐶 ‖

𝑠𝑘𝑃𝐶 ‖ 𝑇6𝐶), where V𝐶 and 𝑇
6
𝐶 are generated random value

and the acquired timestamp, respectively. After that, 𝐶 sends
the {𝐾8, 𝑠15, 𝐶6, 𝑇

6
𝐶} to 𝑃.

Step 3. On receiving response {𝐾8, 𝑠15, 𝐶6, 𝑇
6
𝐶}, 𝑃 checks the

validity of 𝑇6𝐶. If 𝑇
3
𝑃 − 𝑇
6
𝐶 ≥ △𝑇, 𝑃 aborts the session; other-

wise, he/she calculates 𝑠𝑘𝑃𝐶 = 𝐾
V𝑃
8 = 𝑔V𝐶V𝑃 , 𝑠15 = ℎ(𝑃𝐾

𝑘𝑃
𝐶 ‖
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Figure 4: Treatment phase.

𝑠𝑘𝑃𝐶 ‖ 𝑇
6
𝐶) = ℎ(𝑔𝑘𝑃𝑘𝐶 ‖ 𝑠𝑘𝑃𝐶 ‖ 𝑇

6
𝐶) and verifies whether

𝑠15 = 𝑠15 holds. If yes, 𝑃 computes (𝑚𝐻, 𝑚𝑆, 𝑚𝐷, 𝑆𝑖𝑔𝐷) =
𝐷
𝑃𝐾
𝑠𝑛𝑘𝑃
𝐷

(𝐶6) and he/she verifies whether 𝑚𝐷? = 𝑉𝑃𝐾𝐷(𝑆𝑖𝑔𝐷).
If so, 𝑃 takes the diagnosis report of doctor 𝐷 for the
health information 𝑚𝐻 and 𝑚𝑆. Finally, 𝑃 calculates 𝐶8 =
𝐸𝑃𝐾𝑐𝑛𝑃 (𝑚𝐻, 𝑚𝑆, 𝑚𝐷) and 𝑠16 = 𝐸𝑠𝑘𝑃𝐶 (𝐼𝐷𝑃, 𝐶8, 𝑠15) and uploads
𝑠16 to the 𝐶, where 𝑐𝑛 is a pre-generated key to encrypt
(𝑚𝐻, 𝑚𝑆, 𝑚𝐷). Note that 𝑐𝑛 is the pre-generated key for all the
medical staff. If the patient𝑃 has an accident, they candecrypt
𝐶8 to obtain the health information and make treatment
decisions.

Step 4. Upon receiving the reply 𝑠16, 𝐶 computes (𝐼𝐷𝑃, 𝐶8,
𝑠15) = 𝐷𝑠𝑘

𝑃𝐶
(𝑠16) and verifies whether 𝑠15 equals 𝑠15 or not.

If 𝑠15 = 𝑠15, 𝐶 stores 𝐶8 in 𝑃’s storage space to replace 𝐶6;
otherwise, the phase is failed.

3. Security Proof

In this section, we will prove our scheme to be secure in
standard model.We reduce the security of our authentication
scheme to cryptography basic elements [21, 22]. At first, in
order to achieve this goal, we will introduce the definitions of
security, a structured security model, and the basic assump-
tions. Then we use all of them to prove the result.

Definition 1 (semantic security). For arbitrary security pa-
rameter 𝑁, if and only if any polynomial time adversary has
a negligible advantage against the scheme, we say the scheme
has semantic security.

The definitions are inherited and modified from the
methodology of Bellare, Pointcheval, and Rogaway [23] and
the game-based structure [24] is used to prove this scheme
achieving semantic security.
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Figure 5: Checking report phase.

Security Model. In the security model, the adversary plays a
game with an oracle. The oracle runs the real protocol and
answers the queries of adversary to simulate the real interac-
tion of participants. After a range of queries, the adversary
gets different capabilities. When the adversary finishes the
training and obtains enough messages, oracle should answer
the test query once. Finally, we judge if the adversary wins or
loses by what the adversary gets. The adversary and the oracle
are denoted byA andB, respectively.

Init: before replying to queries ofA,B generates the
system parameters including security parameter𝑁, a
multiplication cyclic group 𝐺, and a generator 𝑔 ∈ 𝐺
with order 𝑝, where 𝑝 is a large prime number related
𝑁. Then B selects random numbers 𝑘𝑥 ∈ 𝑍𝑝 and
computes 𝑃𝐾𝑥 = 𝑔𝑘𝑥 mod 𝑝 for 𝑥 ∈ {𝐻,𝑃,𝐷,𝐶}.
We notice that in a complete system 𝑃 and 𝐷 are not
unique. Then B prepares public key and secret key

pairs denoted by (𝑃𝐾𝑃𝑖 , 𝑘𝑃𝑖) and (𝑃𝐾𝐷𝑗 , 𝑘𝐷𝑗) for𝑃𝑖 and
𝐷𝑗, where 𝑖 ∈ [1, 𝑛] and 𝑗 ∈ [1,𝑚]. B marks up
all 𝑃 and 𝐷 with void state. Then it maintains a list
of 𝑆𝐼𝐷 recording simulated conversations. 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗
represents the 𝑢th conversation involved 𝑃𝑖 and 𝐷𝑗.
Noticeably, any 𝑆𝐼𝐷 has a void state before being
invoked.
After the init phase,A is allowed to make queries for
simulating the real protocol.
Corrupt(𝑃𝑖): B gives 𝑘𝑃𝑖 back toA and marks up the
state of 𝑃𝑖 with corrupted.
Corrupt(𝐷𝑗): B gives 𝑘𝐷𝑗 back to A and marks up
the state of 𝐷𝑗 with corrupted.

Reveal(𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗): this query simulates abuse of session
keys 𝑠𝑘.
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(1) If the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗 is void,B executes a real
conversation and gives 𝑠𝑘 (being used to encrypt
𝑚) to A. Then the result of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗 is changed
into revealed.

(2) Else, if the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗 is not void, B
answers A according to the conversation in the
list and adds revealed to its state.

Execute(𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗): this query simulates the passive
adversary.

(1) When one or both of 𝑃𝑖 and 𝐷𝑖 are corrupted,
B checks the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗 .

(a) If void, B executes a real conversation,
gives to A data transferred over the net-
work, and changes the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗
into executed.

(b) Else, if not void, B answers A using the
conversation in the list and adds executed

into its state.
(2) When neither of 𝑃𝑖 and 𝐷𝑖 is corrupted, B

checks the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗 .

(a) If void, B executes a real conversation,
gives to A data transferred over the net-
work, and changes the state of 𝑆𝐼𝐷𝑢𝑃𝑖,𝐷𝑗
into executed.

(b) Else, if not void, B answers A using the
conversation in the list and adds executed

into its state.

Send(𝑃𝑖, 𝐷𝑖,Message): this query simulates active
attacks.

(1) When one or both of 𝑃𝑖 and 𝐷𝑖 are corrupted,
B executes a real conversation to answer A.
(a) If message is verified successfully, B

answers A as the real protocol and adds
this conversation into list with sent state.

(b) Else,B outputs thatA is refused.
(2) When neither of 𝑃𝑖 and 𝐷𝑖 is corrupted, B

answersA as follows.
(a) If message is verified successfully, B

answers A as the real protocol and adds
this conversation into list with sent state.

(b) Else,B outputs thatA is refused.

Test(𝑚0, 𝑚1): B chooses 𝑃𝑖 and𝐷𝑗 whose both states
are void. Then it randomly chooses a coin 𝑏 and
simulates a real conversation with inputting 𝑚𝑏. A
guesses the result of 𝑏.

The complexity assumptions needed for proving security
of our scheme are reviewed as follows:

Assumption 2 (DDH). Let 𝐺 be a cyclic group with order 𝑝.
𝑔 ∈ 𝐺 is a generator and 𝑎, 𝑏 ∈ 𝑍∗𝑝. It is difficult to judge if an
element in 𝐺 equals 𝑔𝑎𝑏 by just given 𝑔𝑎 and 𝑔𝑏.

We denote upper bound of adversaries’ advantage against
DDH as 𝜖𝐷𝐷𝐻. So 𝜖𝐷𝐷𝐻 should be negligible if the assumption
is right.

Assumption 3 (hash). There exists a secure irreversible hash
function which achieves strong collision resistance.

We denote the advantage of adversaries against the
hash function as 𝜖ℎ𝑎𝑠ℎ. So 𝜖ℎ𝑎𝑠ℎ should be negligible if the
assumption is right.

Assumption 4 (signature). There exists a secure digital signa-
ture scheme.

We denote advantage of adversaries against this signature
scheme as 𝜖𝑠𝑖𝑔𝑛. So 𝜖𝑠𝑖𝑔𝑛 should be negligible if the assumption
is right.

Assumption 5 (encryption). There is a symmetry encryption
that achieves CPA security.

We denote advantage of adversaries against this encryp-
tion scheme as 𝜖𝑒𝑛𝑐. So 𝜖𝑒𝑛𝑐 should be negligible if the
assumption is right.

Proof. A PPT adversaryA is attacking the protocol. We use a
series of games to bound the advantage of A. The advantage
ofA in Game 𝑖 is defined as

𝐴𝑑V𝑖
𝑑𝑒𝑓
 |2 ⋅ 𝑃𝑟 [A 𝑠𝑢𝑐𝑐𝑒𝑒𝑑𝑠 𝑖𝑛 𝐺𝑎𝑚𝑒 𝑖] − 1| . (1)

The games used to bound the advantages ofA are listed in
the following. We analyse the advantage difference in nearly
games and bound them. In Game 0, it would be the real
protocol.

Game 0.A interacts with the initial security model.

Game 1. In this game, we modify Execute queries. When
the states of 𝑃𝑖, 𝐷𝑗, and 𝑆𝐼𝐷 are all void, B simulates a real
protocol but replaces 𝑠1, 𝑠𝑘𝐻𝐶, 𝑠5, 𝑠𝑘𝑃𝐶, 𝑠9, 𝑠𝑘𝐷𝐶, 𝑠13 and 𝑠𝑘𝑃𝐶
with random numbers in 𝐺.

Lemma 1. |𝐴𝑑V0 − 𝐴𝑑V1| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the 𝑠𝑘s of traditional DH protocol
with randomnumbers.The advantage difference between two
games is caused by DDH problem. And hence, Lemma 1 is
proved by DDH assumption right.

Game 2. This game is based on Game 1 and we also
modify Execute queries. When the states of 𝑃𝑖, 𝐷𝑗, and
𝑆𝐼𝐷 are all void, B simulates a real protocol but replaces
𝑠2, 𝑠3, 𝑠6, 𝑠7, 𝑠10, 𝑠11, 𝑠14, 𝑠15 with uniform random numbers in
the range of hash function.

Lemma 2. |𝐴𝑑V1 − 𝐴𝑑V2| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the real hash results with random
numbers. Without the knowledge of inputs, the probability
that A can distinguish the real hash results and random
numbers is less than the advantage of A that captures the
hash. Andhence, if the hash function is secure, the probability
is negligible.
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Table 1: Comparisons of properties.

Chen et al.’s [15] Chiou et al.’s [16] Cheng et al.’s [20] Ours
Resistance of impersonation attack Yes Yes Yes Yes
Prevention of replay attack Yes Yes Yes Yes
Preserving patient privacy No Yes No Yes
Complete mutual authentication No No No Yes
Perfect forward secrecy Yes Yes Yes Yes
Confidentiality Yes Yes No Yes
Perfect backward secrecy Yes Yes Yes Yes

Game 3. This game is based on Game 2 and we mod-
ify Execute queries. When the states of 𝑃𝑖, 𝐷𝑗, and 𝑆𝐼𝐷
are all void, B simulates a real protocol but replaces
𝐶1, 𝐶2, 𝑠4, 𝐶3, 𝐶4, 𝑠8, 𝐶5, 𝐶6, 𝑠12, 𝐶7, 𝐶8, 𝑠16 with uniform ran-
dom numbers in the range of encryption.

Lemma 3. |𝐴𝑑V2 − 𝐴𝑑V3| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the symmetric encryption results
with random numbers. Without knowing inputs, the prob-
ability that A can distinguish the real encryption results
and random numbers is less than the advantage of A that
captures the CPA security symmetric encryption. Thereby,
if the symmetric encryption is secure, the probability is
negligible.

Game 4. This game is based on Game 3 and we modify Send

queries. When the states of 𝑃𝑖 and𝐷𝑗 are both void,B simu-
lates a real protocol but replaces 𝑠1 , 𝑠𝑘𝐻𝐶, 𝑠5, 𝑠𝑘𝑃𝐶, 𝑠9, 𝑠𝑘𝐷𝐶, 𝑠13
and 𝑠𝑘𝑃𝐶 with random numbers in 𝐺.

Lemma 4. |𝐴𝑑V3 − 𝐴𝑑V4| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the 𝑠𝑘s of traditional DH protocol
with randomnumbers.The advantage difference between two
games is caused by DDH problem. Therefore, Lemma 4 is
proved by DDH assumption right.

Game 5. This game is based on Game 4 and we modify Send

queries. When the states of 𝑃𝑖 and 𝐷𝑗 are both void, B sim-
ulates a real protocol but replaces 𝑠2, 𝑠3, 𝑠6, 𝑠7, 𝑠10, 𝑠11, 𝑠14, 𝑠15
with uniform random numbers in the range of hash function.

Lemma 5. |𝐴𝑑V4 − 𝐴𝑑V5| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the real hash results with random
numbers.Without knowing inputs, the probability thatA can
distinguish the real hash results and random numbers is less
than the advantage of A that captures the hash. If the hash
function is secure, the probability is negligible.

Game 6. This game is based on Game 5 and we also
modify Send queries. When the states of 𝑃𝑖 and 𝐷𝑗
are both void, B simulates a real protocol but replaces
𝐶1, 𝐶2, 𝑠4, 𝐶3𝐶4, 𝑠8, 𝐶5, 𝐶6, 𝑠12, 𝐶7, 𝐶8, 𝑠16 with uniform ran-
dom numbers in the range of encryption.

Lemma 6. |𝐴𝑑V5 − 𝐴𝑑V6| ≤ 𝑛𝑒𝑔𝑙.

Proof. We just replace the encryption results by random
numbers. Without the knowledge of inputs, the probability
thatA candistinguish the real encryption results and random
numbers is less than the advantage ofA that captures theCPA
security symmetric encryption. If the symmetric encryption
is secure, the probability is negligible.

In Game 6, we notice that 𝑃𝑖 and 𝐷𝑗 of test query
neither are corrupted. For any 𝑆𝐼𝐷 without being corrupted,
the Execute and Send queries are all randomized. So in
Game 6, the advantage of A is zero. So, we can compute the
𝐴𝑑V0 as follows:

𝐴𝑑V0 =
𝐴𝑑V0 − 𝐴𝑑V6

 ≤ 𝜖𝐷𝐷𝐻 + 𝜖ℎ𝑎𝑠ℎ + 𝜖𝑒𝑛𝑐, (2)

which is a negligible value.

4. Performance and Functionality Analysis

Herein, we evaluate the performance and functionality of the
proposed scheme and compare it with three related schemes
for cloud based telemedicine systems, including Chen et al.’s
scheme [15], Chiou et al.’s scheme [16], and Cheng et al.’s
scheme [20].

The comparisons on the key security properties among
these systems are given in Table 1. It is visible that our scheme
could achieve all security properties and it is superior to
the rest three related schemes. Chen et al.’s scheme [15] fails
to provide anonymity and complete mutual authentication,
while Chiou et al.’s scheme [16] could not achieve the
complete mutual authentication. Furthermore, Cheng et al.’s
scheme [20] could not preserve users’ privacy, complete
mutual authentication, and confidentiality. Note that the
proposed scheme offers important security features and it is
better suitable for cloud based telemedicine environment.

Meanwhile, we present the comparisons of efficiency
in terms of computation loading among these schemes in
Table 2. Compared with the other three related schemes,
the proposed scheme needs not perform the bilinear pairing
and could provide more additional security features. Fur-
thermore, our scheme achieves the provably security in the
standard model.

More detailed efficiency comparisons are shown in Fig-
ures 6 and 7. We implement the cloud of authentication
schemes for cloud based telemedicine systems in Python 3.5.2
using an Intel(R) Core(TM) i5-4590 CPU @ 3.30GHZ with
3300MB RAM and Ubuntu 16.04 system. The simulations
of platform for healthcare center, patients, and doctors are
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implemented in Python 3.5.2 using an Intel(R) Core(TM) i5-
4590 CPU at 1.65GHZ with 1540MB RAM and Ubuntu 16.04
system. The one-way hash function used is SHA-256, and
the symmetric encryption/decryption algorithm is advanced
encryption standard. We use the ElGamal signature scheme
and ElGamal encryption scheme with 1024-bit security
parameter for digital signature algorithm and the asymmetric
encryption/decryption algorithm, respectively. Moreover, the
bilinear paring is simulated in two MNT asymmetric groups,
“MNT224”.

Figure 6 shows the main cost on the cloud computing of
interacting with multiple patients and doctors for authentica-
tion simultaneously. It demonstrates that our proposal costs
less time for the cloud to authenticate doctors and patients.
Figure 7 illustrates the main cost on healthcare center,
patients, doctors, and cloud for one round authentication in
healthcare center uploading phase, patient uploading phase,
treatment phase, and checking report phase, respectively.

From Figure 7 we can conclude that our scheme is the most
efficient to finish one round mutual authentication.

5. Conclusion

In this article, we proposed an anonymous authentication
scheme based on cloud for medical environment, which
provided both data confidentiality and message authentic-
ity. Subsequently, we stated that the proposed scheme was
provably secure in the standard model.The comparisons with
existing competitive protocols also observe that our scheme
is suitable for the cloud based telecare medical information
systems.
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The data used to support the findings of this study are
included within the article.
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Authentication is the first defence line to prevent malicious entities to access smart mobile devices (or SMD). Essentially, there exist
many available cryptographic primitives to design authentication protocols.Oblivious transfer (OT) protocol is one of the important
cryptographic primitives to design authentication protocols. The first lattice-based OT framework under universal composability
(UC) model was designed by dual mode encryption and promoted us to find an alternative efficient scheme. We note that “lossy
encryption” scheme is an extension of the dual mode encryption and can be used to design UC-secure OT protocol, but the
investigations of OT via lossy encryption over the lattice are absent. Hence, in order to obtain an efficient authentication protocol
by improving the performance of the UC-secure OT protocol, in this paper, we first design a multibit lossy encryption under
the decisional learning with errors (LWE) assumption and then design a new variant of UC-secure OT protocol for authenticated
protocol via lossy encryption scheme. Additionally, ourOT protocol is secure against semihonest (static) adversaries in the common
reference string (CRS) model and within the UC framework.

1. Introduction

Oblivious transfer (OT) is an important cryptographic prim-
itive which can be used for designing secure multiparty
computing and privacy-preserving schemes, such as authen-
ticated key exchange and password-based authentication
key exchange (PAKE) [1]. Apparently, authentication is the
first line of defence to prevent unauthorized access from
illegitimate entities (including both devices and users). Very
recently, the issues of privacy-preserving for smart mobile
devices (SMD), Internet of things (IoTs), wireless sensor net-
works (WSNs), and cloud storage auditing are arousing the
public attention [2–4]. In this case, it is becoming more
important to protect the private information for mobile com-
puting environments by utilizing the technique of authenti-
cation [5, 6]. However, the literature which focuses on the
problem of how to use the basic cryptographic primitive
to design authentication protocols is relatively few and the
research of improving the performance of the primitives is

fewer. Thus, to design the efficient authentication protocols
in the future, this paper focuses on how to improve the
performance of universal composable- (UC-) secure OT

protocol via lattice-based cryptography.
To our knowledge, OT protocol was originally proposed

by Rabin [7]. Since then various cryptography schemes and
protocols are designed by using OT, e.g., [1, 8]. Informally
speaking, there exist two players (the sender S and the
receiver R) in OT protocol. On the one hand, the sender can
send two (ormore) values to the receiver.However, the sender
does not know which value will be received by the receiver,
and the receiver only knows the received value and remains
oblivious to the other values. In a word, they are oblivious to
other’s true behaviour.

Importantly, Gertner et al. [9] pointed out the relation-
ship between the public key encryption (PKE) scheme and the
OT protocol at FOCS’00. In some indistinguishability against
chosen plaintext attack (IND-CPA) secure PKE schemes, if
the public key generated by the key generation algorithm is
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indistinguishable from the public key sampled from a uni-
form distribution, then we can use the PKE scheme to design
an OT protocol [9]. In this setting, Peikert-Vaikuntanathan-
Waters (PVW) [10] has constructed an efficient, universally
composability and generally realizable OT via “dual mode
encryption” under worst-case lattice assumption (LWE) at
CRYPTO’08. Loosely speaking, there are two types of public
key in “dual mode encryption”. One type is injective keys;
it is real public key and behaves normally. The other one is
“lossy” or “messy” key, it is lossy public key, and it loses some
information of the plaintext.Moreover, there exist two impor-
tant properties for the dual mode encryption. The first one is
statistically close; namely, the distributions of ciphertext for
any two plaintexts under a lossy key are statistically close.
The second one computationally indistinguishable; namely,
the injective key is computationally indistinguishable from
the lossy key. (Importantly, no efficient adversary can tell the
difference between normal keys and lossy keys.)

Along with this line, the notation of “lossy encryption”
was proposed by Bellare, Hofheinz, and Yilek (BHY) [11]
on EUROCRYPT’09. Actually, the lossy encryption is an
extension of the meaningful/meaningless encryption [12]
and dual mode encryption [10]. In a nutshell, a “lossy” (or
“messy” in [10]) cryptosystem is one which also has two
modes according to two types of public keys. Concretely,
(1) In the normal mode, the ciphertext is generated by
encrypting the plaintext under an injective key. (2) In the
lossy (or “messy”) mode, the ciphertext is independent of the
plaintext. Actually, the operability property was proposed by
[11]; they basically can open a ciphertext generated under a
lossy key for any plaintext by adopting a possibly inefficient
algorithm. Meanwhile, the injective key is computationally
indistinguishable from the lossy key. Actually, our work is
along this line and we embark on this question:

How to design a (string) OT protocol via multibit
lattice-based “lossy encryption” rather than “dual mode
encryption”?

To solve this issue, we note that, after the polynomial
time solvers in the nonclassical quantum computationmodel
was pointed out by Shor [13] for discrete logarithm and
integer factorization, most researchers seek to find the
various alternative computational assumption; thus lattice-
based (e.g., learning with errors, LWE) cryptography draws
attention. Over the last decade, lattice has emerged as a very
attractive foundation separately for cryptography. Specially,
Regev scheme [14] and Gentry-Peikert-Vaikutanathan (GPV,
a.k.a., dual Regev) scheme [15] are important lattice-based
schemes to remain secure even against quantum computer
attacks.

From the above observations and inspired by the work of
Peikert et al. [10], we still work along this line and construct a
multibit LWE-based lossy encryption scheme which has two
types of public keys.

1.1. Our Contributions and Techniques Overview. Although
many would consider OT protocol a breakthrough for mul-
tiparty computation, nowadays, OT protocols are plagued by
several well-known pain-points among which performance

(string OT) and security (postquantum attacks) are perhaps
the most visible and most often debated points. However,
most existing OT protocols adopt a variety of standard
number-theoretic assumptions; only a few works focus on
designing the protocol under worst-case lattice assumption
such as [10, 16, 17]. Here we fill in some of the missing details
in the high-level description.

(1) We use the lossy encryption scheme to replace
the dual mode encryption, then we design the OT

protocol via lossy encryption over the lattice. More
concretely, we note that, Peikert et al. [10] proposed
the framework of OT protocol by using dual mode
cryptography. Actually, the lossy encryption is an
extension of the meaningful/meaningless encryption
[12] and dual mode encryption [10] and has the
obvious property of two types of public keys.The crux
of this issue is how to obtainmultibit lossy encryption
scheme. In this paper, we construct lossy encryption
via multibit Gentry-Peikert-Vaikuntanathan (GPV,
a.k.a., dual Regev scheme), i.e., MGPV scheme. In
particular, the public key in MGPV with many
LWE instances rather than a simple matrix of LWE

instance.

(2) Moreover, we design a multibit public key encryp-
tion scheme (i.e., MGPV scheme) by following the
methodology of Li et al. [18]. Actually, the semanti-
cally securemultibit public key encryption scheme via
subset sumproblem (SSP) proposed by Lyubashevsky
et al. [16] and multiple secrets Gentry-Sahai-Waters
scheme via LWE assumption proposed by Li et al. [19]
promoted us to explore the functions of the public key
with a sequence of LWE instances. Importantly, the
public matrix A contains many LWE instances, each
one is used to protect the secret key. In this setting,
the decrypter can decrypt the plaintext in a bit-by-bit
manner.

(3) Lastly, we attempt to explore the potential application
of our UC-secure OT protocol for PAKE in SMDs.
To our knowledge, PAKE is an important tool to
design authentication protocol, which can help SMDs
to enable adequate user authentication and prevent
unauthorized use of an unattended and lost, etc.
Inspired by the OT-based PAKE [1], extending our
multibit OT protocol via lossy encryption to multibit
PAKE is a natural result. This solution is aimed at
helping us apply SMDs for authentication and other
security services.

1.2. Paper Organization. In Section 2 we formally define and
present some related notations. In Section 3 we describe
our multibit encryption scheme (hereafter MGPV) via LWE

assumption. In Section 4 we describe our lossy encryption
scheme (hereafter LE) via MGPV scheme. In Section 5 we
describe a oblivious transfer protocol via the constructed LE

scheme. In Section 6, we explore the potential application
PAKE in SMDs. Finally, we give a conclusion in Section 7.
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2. Preliminaries

Below, we introduce some necessary notations.

2.1. Notation. Throughout our paper, vectors is denoted by
bold lower-case letters, e.g., a, and matrices were denoted by
upper-case letters, e.g., A. The matrix B = {b1, ⋅ ⋅ ⋅ , b𝑛} ∈ R𝑛

contains 𝑛 linearly independent vectors. The basis B can be
used to generate the 𝑛-dimensional lattice Λ as follows:

Λ = 𝐿 (B) = {Bc = ∑
𝑖∈[𝑛]

𝑐𝑖 ⋅ b𝑖 : c ∈ Z
𝑛
𝑞} . (1)

Below we give a variant of leftover hash lemma.

Lemma 1 (see [20] Lemma 2.1). We first denote the statistical
distance between the distribution A and B by Δ(A,B). If the
parameters satisfy the following conditions, i.e., 𝜆 ∈ Z, 𝑛 ∈ N,𝑞 ∈ N, 𝑚 ≥ 𝑛 log 𝑞 + 2𝜆, A is a uniform random matrix over
Z𝑚×𝑛

𝑞 , r 𝑅← {0, 1}𝑚 and y 𝑅← Z𝑛
𝑞. Then we have that

Δ ((A,A𝑇 ⋅ r) , (A, y)) ≤ 2−𝜆 (2)

2.2. Gaussian Distribution. We denote the truncated discrete
Gaussian distribution overZ𝑚with parameter𝜎 by𝐷Z𝑚𝑞 ,𝜎

and
let𝐷Z𝑚 ,𝜎 be√𝑚 ⋅ 𝜎-bounded.
Remark 2. If define 𝐷𝜎 ← Z ⇒ 𝑒 ← 𝐷𝜎, |𝑒| ≤ 𝜎, then𝐷𝑚

𝜎 ← Z𝑚 ⇒ e ← 𝐷𝑚
𝜎 , |𝑒| ≤ √𝑚 ⋅ 𝜎. Throughout the

paper, we suppose 𝜎 ≥ 2√𝑚. Therefore, if e ← 𝐷𝑚
𝜎 then we

have, on average, that ‖e‖ ≈ √𝑚 ⋅ 𝜎.
2.3. Learning with Errors

Definition 3 (LWE distribution). The LWE distributionAs,𝜒
over Z𝑛

𝑞 × Z𝑞 is sampled by sampling a ∈ Z𝑛
𝑞 uniformly,

choosing 𝑒 ← 𝜒, and outputting (a, 𝑏 = ⟨s, a⟩ + 𝑒 (mod 𝑞))
for a secret vector s ∈ Z𝑛

𝑞.

Below we describe the decision version.

Definition 4 (decision-LWE𝑛,𝑞,𝜒,𝑚). Sampled 𝑚 samples(a𝑖, 𝑏𝑖) independently over Z𝑛
𝑞 × Z𝑞. For every sample (a𝑖, 𝑏𝑖)

the following distributions are indistinguishable (with
nonnegligible advantage). (1) (a𝑖, 𝑏𝑖) ← As,𝜒, (2) (a𝑖, 𝑏𝑖)
sampled from the uniform distribution.

2.4. Inhomogeneous Short Integer Solution. In this subsection,
we review the Inhomogeneous Short Integer Solution (ISIS)
problem as follows.

Definition 5 (ISIS). Given an integer 𝑞, a public matrix A ∈
Z𝑛×𝑚

𝑞 , a vector b ∈ Z𝑛
𝑞, and a real𝛽, then find an integer vector

e ∈ Z𝑚 such that Ae = b (mod 𝑞) and ‖e‖2 ≤ 𝛽.

2.5. Lossy Encryption

Definition 6 ((perfectly) lossy encryption [21]). An encryp-
tion scheme (KeyGen,Enc,Dec) is called “lossy” if there
exists a probabilistic polynomial time (PPT) algorithm
KeyGenlossy that takes 1𝜆 as input and outputs 𝑝𝑘lossy such
that

(i) the distribution 𝑝𝑘lossy is computationally indistin-
guishable from a public key 𝑝𝑘 generated byGen(1𝜆);

(ii) for every two equal-length messages 𝑚0 and 𝑚1,
the distributionsEnc(𝑝𝑘lossy, 𝑚0) andEnc(𝑝𝑘lossy, 𝑚1)
are identically distributed for every 𝑝𝑘lossy ←
KeyGenlossy(1𝜆).

Remark 7. If an encryption scheme is lossy then it is seman-
tically secure.

It is given by a tuple of PPT algorithms

{KeyGenreal,KeyGenlossy,Enc,Dec} . (3)

The details are as follows:

(i) KeyGenreal(1𝜆, inj) takes as input a security parameter𝜆 and outputs either the real public key along with the
secret key (𝑝𝑘real, 𝑠𝑘) or the injective key.

(ii) KeyGenlossy(1𝜆, lossy) takes as input 𝜆 and outputs a
lossy public key and ⊥ instead of 𝑠𝑘, i.e., (𝑝𝑘lossy, ⊥).

(iii) Enc(𝑝𝑘,𝑚) takes as input either 𝑝𝑘real or 𝑝𝑘lossy and
message𝑚 and outputs a ciphertext 𝐶.

(iv) Dec(𝑠𝑘, 𝐶) takes as input a secret key 𝑠𝑘 and a
ciphertext 𝐶 and outputs either a message𝑚 or ⊥.

Lemma 8 (see [15]). If consider all but a 2𝑞−𝑛 fraction of all
matrix A over Z𝑚×𝑛

𝑞 along with any 𝑠 ≥ 𝜔(√log𝑚) and𝑚 ≥ 2𝑛 log 𝑞, then the distribution of u𝑇 = e𝑇 ⋅ A (mod 𝑞)
is statistically close to uniform over Z𝑛

𝑞, where e ∼ D𝑚
Z,𝑠.

Lemma 9 (see [22]). We first denote the distribution D over
Z𝑛

𝑞 with min-entropy 𝑘. If C ← Z𝑙×𝑛
𝑞 is a uniform matrix and

s ∈ Z𝑛×𝑛
𝑞 is sampled from the distributionD for any 𝜀 > 0 and𝑙 ≤ (𝑘 − 2 log(1/𝜀) −𝑂(1))/ log 𝑞, then the joint distribution of(C,C ⋅ s) is 𝜀-close to the uniform distribution over Z𝑙×𝑛

𝑞 × Z𝑙
𝑞.

Lemma 10 (see [22]). Consider a distribution “Lossy” for
A ← 𝐿𝑜𝑠𝑠𝑦 ≈𝑐 U ← Z𝑚×𝑛

𝑞 . If given s ← Z𝑛
𝑞 and e ←

A𝑚×𝑛
Z,𝛽⋅𝑞, there exists H̃

𝜀
∞(s | A,A ⋅ s + x) ≥ 𝑛 for 𝜀 = 𝑛𝑒𝑔𝑙(𝜆).

Then the Lossy distribution is as follows:

(i) Choose D ← Z𝑚×𝑘
𝑞 , C ← Z𝑘×𝑛

𝑞 , and Z ← D𝑚×𝑛
𝛼𝑞 ,

where 𝛼/𝛽 = 𝑛𝑒𝑔𝑙(𝜆) and 𝑘 ⋅ log 𝑞 ≤ 𝑛 − 2𝜆 + 2.
(ii) Let A = DC + Z.
(iii) Output A.
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2.6. The Universal Composability (UC) Framework. The UC
framework first defines a PPT environment machine Z
and then uses the machine to oversee the execution of a
protocol in one of two worlds.The detailed description of the
executions was presented by Canetti [23], and there exist two
world ensembles EXEC𝜋,A,Z and IDEAL𝐹,S,Z for real world
and ideal world, respectively.

Definition 11 (see [10] Def.2.1). If there exists a simulator S
for any adversaryA such that for all environmentsZ

IDEAL𝐹,S,Z
𝑐≈ EXEC𝜋,A,Z, (4)

then we can say that a protocol 𝜋 is UC-realize a functionality𝐹.
3. Multibit GPV Scheme

This paper aims to obtain an efficientmultibit OTprotocol via
themultibit lossy encryption. But before designing themulti-
bit lossy encryption scheme,we first present how to obtain the
building block multibit GPV scheme of the lossy encryption
scheme. Below, we follow the multibit FHE framework of Li
et al. [22], and we first develop the multibit GPV (MGPV)
scheme. Notably, most of existing LWE-based encryption
schemes focus on how to enrich the functions of the single-bit
encryption that was originally proposed by Regev [14], such
as chosen-plaintext-attacker (CPA) secure schemes [10, 24],
chosen-ciphertext-attacker (CCA) secure schemes [25, 26],
fully homomorphic encryption (FHE) schemes [20], and
oblivious transfer [10, 17].

Notably several recent works (such as [10, 27]) have
formally shown the properties of multibit encryption. Fortu-
nately, a multibit Regev [14] scheme was provided by Peikert
et al. [10], which is called “pack ciphertext method” and was
used as a crux tool to construct multibit FHE schemes [27].
Similarly, many works extended the work of Gentry-Peikert-
Vaikutanathan (GPV) to the multibit scheme in the same way
[18]. Alongwith this line, Lindner andPeikert [24] considered
a new scheme under the multibit setting, where it is possible
to encrypt multiple bits at one-time and makes PKE even
more efficient. However, all of the mentioned schemes are
constructed by a straightforward concatenation method with
the inefficient performance. An important question is raised
naturally.

Is it possible to explore a new method to design
the multiple bits GPV encryption under the LWE

assumption instead of the method of straightforward
concatenation?

We formally explore this important question in this section
and we believe that the multibit GPV based on the public
key with a sequence of LWE instances might offer many
advantages over other approaches.Themain ideas behind our
method to design theMGPV scheme is described in following
sections.

3.1. MGPV Scheme. Below we describe the MGPV scheme
and its properties.

(i) params ← MGPV.Setup(1𝜆):
(1) Take 𝜆 as input and output the common param-

eter params = (𝑛, 𝑞, 𝜒,𝑚, 𝑡), and let 𝑙 =⌊log 𝑞⌉+1. We remark that this Setup algorithm
is identical to the GPV [15] scheme except that
we let a parameter 𝑡 be the number of secret
keys.

(ii) (𝑝𝑘, 𝑠𝑘) ← MGPV.KeyGen(params):
(1) Sample e𝑖 ← 𝜒𝑛×1, 𝑖 ∈ [𝑡] and output𝑠𝑘𝑖 fl e𝑖 ← (I𝑖, −e𝑇𝑖 )𝑇 = (0, ⋅ ⋅ ⋅ , 1, ⋅ ⋅ ⋅ , 0 |−𝑒𝑖,1, ⋅ ⋅ ⋅ , −𝑒𝑖,𝑛) ∈ 𝜒𝑛+𝑡, and the 𝑖-th position is1.
(2) Choose a matrix B ← Z𝑚×𝑛

𝑞 and compute u𝑖 =
Be𝑖 ∈ Z𝑚×1

𝑞 , then we set A = [u1 | ⋅ ⋅ ⋅ | u𝑡 | B] ∈
Z𝑚×(𝑛+𝑡)

𝑞 .
(3) Output 𝑝𝑘 ← A and 𝑠𝑘 ← {e1, ⋅ ⋅ ⋅ , e𝑡}.

(iii) c ← MGPV.Enc(params, 𝑝𝑘,m):
(1) Set m fl (𝑚1, ⋅ ⋅ ⋅ , 𝑚𝑡), 𝑚𝑖 ∈ {0, 1} and define

m fl (m | 0) ∈ Z1×(𝑛+𝑡)
𝑞 .

(2) Sample x𝑇 = (x𝑇1 | x𝑇2 ) = (𝑥1,1, ⋅ ⋅ ⋅ , 𝑥1,𝑡 |𝑥2,1, ⋅ ⋅ ⋅ , 𝑥2,𝑛) = (x𝑇1 ← 𝜒1×𝑡, x𝑇2 ← 𝜒1×𝑛) ∈𝐷Z1×(𝑛+𝑡) , then choose r ← Z𝑚×1
𝑞 .

(3) Compute c = A𝑇 ⋅ r + ⌊𝑞/2⌋ ⋅m𝑇 + x ∈ Z(𝑛+𝑡)×1
𝑞 ,

where the size of ciphertext is 𝑂((𝑛 + 𝑡)log2𝑞).
(iv) m ← MGPV.Dec(params, 𝑠𝑘, c):

(1) In order to make the reader understand
the structure of the secret ky matrix
S = (𝑠𝑘1, ⋅ ⋅ ⋅ , 𝑠𝑘𝑡) ∈ {0, 1}(𝑛+𝑡)×𝑡, the detailed
form of the matrix is as follows:

S = (e1, ⋅ ⋅ ⋅ , e𝑡) = ((((((
(

1 ⋅ ⋅ ⋅ 0... d
...0 ⋅ ⋅ ⋅ 1−𝑒1,1 ⋅ ⋅ ⋅ −𝑒𝑡,1... d
...−𝑒1,𝑛 ⋅ ⋅ ⋅ −𝑒𝑡,𝑛

))))))
)

. (5)

(2) Then compute and output

⟨c, S⟩ = ⟨A𝑇 ⋅ r + ⌊𝑞2⌋ ⋅m𝑇 + x𝑇, S⟩
= ⌊𝑞2⌋ ⋅m𝑇 ⋅ S + x𝑇 ⋅ S
= ⌊𝑞2⌋ ⋅m + (𝑥1,1 − x2e1, ⋅ ⋅ ⋅ , 𝑥1,𝑡 − x2e𝑡)(mod 𝑞) .

(6)
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We note that the magnitude of the vector (𝑥1,1 −
x2e1, ⋅ ⋅ ⋅ , x1,𝑡−x2e𝑡) can be regarded as the form
of 𝑡 ⋅ |(𝑥1,𝑖 + x𝑇2 ⋅ e𝑖)| for 𝑖 ∈ [𝑡]. If ‖⟨c, S⟩‖ ≤𝑡(𝑛 + 1)𝐵 < 𝑞/4, then set 𝑚𝑖 = 1 and otherwise
set𝑚𝑖 = 0. Outputm = (𝑚1, ⋅ ⋅ ⋅ , 𝑚𝑡).

Remark 12. We stress that the ciphertext can be decrypted in
a bit-by-bit manner. Once we have the secret keymatrix S, we
can choose the 𝑖-th column of S to recover the 𝑖-th bit of the
plaintext. In more detail,

(1) we use 𝑖-th column vector s𝑖 from S to get the 𝑖-th
position bit of message;

(2) compute and output ⟨c, s⟩ = ⟨A𝑇r+⌊𝑞/2⌋m+x𝑇, s⟩ =⌊𝑞/2⌋𝑚𝑖 + (𝑥1,𝑖 + x𝑇2 ⋅ e𝑖) (mod 𝑞).
If ‖⟨c, S⟩‖ ≤ (𝑛 + 1)𝐵 < 𝑞/4, then set 𝑚𝑖 = 1 and otherwise
set𝑚𝑖 = 0. Output𝑚.

3.2. Correctness. In this subsection, we analyze the magni-
tude of the noise.

Lemma 13 (correctness). Consider the decryption algorithm
decrypts in a bit-by-bit manner. If the ciphertext is c = A𝑇 ⋅
r + ⌊𝑞/2⌋ ⋅m𝑇 + x𝑇 (mod 𝑞) ∈ Z(𝑚+𝑡)×1

𝑞 under the 𝑖-th column
secret key 𝑠𝑘𝑖 = e𝑖 ∈ Z(𝑚+𝑡)×1

𝑞 , then we have that

⟨c, e𝑖⟩ = ⌊𝑞2⌋ ⋅ 𝑚𝑖 + (𝑥1,𝑖 + x𝑇2 ⋅ e𝑖)
= ⌊𝑞2⌋ ⋅ 𝑚𝑖 + 𝑒𝑟𝑟𝑜𝑟 (mod 𝑞) , (7)

with |𝑒𝑟𝑟𝑜𝑟| < 𝐸 ≤ ⌊𝑞/2⌋/2. Hence, for the secret key matrix𝑠𝑘 = S ∈ Z(𝑚+𝑡)×𝑡
𝑞 , we get the following result:

⟨c, S⟩ = ⌊𝑞2⌋ ⋅m + x𝑇 ⋅ S = ⌊𝑞2⌋ ⋅m + 𝑡 ⋅ 𝑒𝑟𝑟𝑜𝑟
(mod 𝑞) , (8)

with |𝑡 ⋅ 𝑒𝑟𝑟𝑜𝑟| < 𝑡 ⋅ 𝐸 ≤ ⌊𝑞/2⌋/2. Hence, there exists m ←
Dec(𝑠𝑘,m).
Proof. Consider the following parameters x𝑇 = (x𝑇1 ←𝜒1×𝑡, x𝑇2 ← 𝜒1×𝑚) and ∀𝑥𝑖 ← 𝜒, |𝑥𝑖| ≤ 𝐵 (where 𝐵 ≪ 𝑞).
Thus, we can get

⟨c, e𝑖⟩ = r𝑇 ⋅ A𝑇 ⋅ e𝑖 + ⌊𝑞2⌋m𝑇 ⋅ e𝑖 + x𝑇 ⋅ e𝑖
= 0 + ⌊𝑞2⌋ ⋅ 𝑚𝑖 + (𝑥1,𝑖 + x𝑇2 ⋅ e𝑖)
= ⌊𝑞2⌋ ⋅ 𝑚𝑖 + 𝑒𝑟𝑟𝑜𝑟𝐷 (mod 𝑞) ,

(9)

with ‖𝑒𝑟𝑟𝑜𝑟𝐷‖ ≤ ‖𝑥1,𝑖‖ + ‖x𝑇2 ⋅ e𝑖‖ ≤ 𝐵 + 𝑚𝐵 ≤ 𝐸𝐷; the norm
of 𝑥1,𝑖 + x𝑇2 ⋅ e𝑖 is bounded by (𝑚 + 1)𝐵, where 𝐸𝐷 is denoted
as the norm of error elements.

Hence, we can easily obtain the result ‖𝑡 ⋅ 𝑒𝑟𝑟𝑜𝑟𝐷‖ ≤ 𝑡 ⋅ 𝐸𝐷

for ⟨c, S⟩ = ⌊𝑞/2⌋ ⋅m + 𝑡 ⋅ 𝑒𝑟𝑟𝑜𝑟𝐷 (mod 𝑞).

3.3. Security

Theorem 14. Regarding the following two distributionsX and
Y,

(i) the distributionX is denoted as matrices [u1 | ⋅ ⋅ ⋅ | u𝑡 |
B] on𝑚× (𝑡 + 𝑛), where B ∈ Z𝑚×𝑛

𝑞 is a uniform matrix
for all 1 ≤ 𝑖 ≤ 𝑡, u𝑖 = Be𝑖 (mod 𝑞), and e𝑖 is sampled
from 𝜒𝑛.

(ii) the distribution Y is denoted as the uniform on
Z𝑚×(𝑡+𝑛)

𝑞 .

If the (𝑛, 𝑞, 𝜒,𝑚)-ISIS assumption is hard for the parameters𝑚 > 𝑛 ∈ N, 𝑞 ∈ N, 𝜒 ← Z, and 𝑡 = 𝑂(log(𝑛))
being an integer, then the distribution X is computationally
indistinguishable fromY.

The following theorem formalizes the key result used to
show the security of MGPV scheme. We show the scheme is𝐼𝑁𝐷-𝐶𝑃𝐴 secure by usingTheorem 14.

Theorem 15. If the ISIS assumption and LWE assumption
hold for the parameters params = (𝑛, 𝑞, 𝜒,𝑚, 𝑡), then the
MGPV scheme is 𝐼𝑁𝐷-𝐶𝑃𝐴-secure.
Proof. The high-level proof is as follows:

(i) Firstly, armed with the ISIS assumption, the matrix
A = [u1, ⋅ ⋅ ⋅ , u𝑡 | B] ∈ Z𝑛×(𝑚+𝑡)

𝑞 is computationally
indistinguishable from a uniform random matrix by
applying theTheorem 14.

(ii) Secondly, the matrix Ar + e is indistinguishable from
uniform under the LWE assumption and the leftover
hash lemma.

This concludes the proof of the theorem.

3.4. Oblivious Transfer via MGPV. In this subsection, we
instantiate the OT protocol under the LWE assumption
that provides security for the sender against an honest-
but-curious receiver and security for the receiver against a
cheating sender.

OT protocol contains two phases, as shown in Figure 1,
the initialization phase (i.e., Setup) and the transfer phase
(i.e., Transfer) [10].

(i) The Setup phase: the sender S owns 2 elementsm0 and
m1. The receiver samples a choice bit 𝑏 ∈ {0, 1}.

(ii) The Transfer phase:

(1) At the beginning of each transfer, the receiver
R has an input choice bit 𝑏, and he invokes
the KeyGen(⋅) algorithm and outputs a pair(𝑝𝑘𝑏, 𝑠𝑘𝑏), then he draws a vector as 𝑝𝑘1−𝑏 from
the distribution Z𝑛×(𝑛+𝑡)

𝑞 , then R sends the pair(𝑝𝑘0, 𝑝𝑘1) to the sender S.
(2) Upon receiving the pair (𝑝𝑘0, 𝑝𝑘1), the sender

S inputs 2 elements m0 and m1 and invokes
the Enc(⋅) algorithm to encrypt them under the
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Receiver R(1, b) Sender S

(pkb, skb) ← (1, b);KeyGen

Set pk1−b ← Zn×(n+t)
q

(pk0,pk1)
Draw m0,m1 ∈ {0, 1}t

c0 ← Enc(pk0,m0)

c1 ← Enc(pk1,m1)

mb ← Dec(skb, cb)

(c0,c1)

∗ ℱ 
CRS runs with parties P1, · · · , Pn . �e common reference string functionality ℱ

CRS [10]

Figure 1: FunctionFD
𝐶𝑅𝑆,

∗ [10].

𝑝𝑘0, 𝑝𝑘1, respectively, then outputs the cipher-
text c0 and c1 and sends back to the receiver R.

(3) Upon receiving the pair c0, c1, the receiver
invokes the Dec(⋅) algorithm and outputsm𝑏.

3.5. Security. The OT protocol is a simple application of
MGPV scheme.

Theorem 16 (see [16] Theorem 5.2). We say that the OT
protocol is secure for the receiver if the LWE𝑛,𝑞,𝑚,𝜒 problem is
hard.

Proof. The above security proof is simple, so we omit further
details and recommend the reader to find further details from
the proof of Theorem 5.2 in Lyubashevsky et al. at TCC’10
[16].

Theorem 17 (see [16] Theorem 5.3). We say that the above
OT protocol is secure for the sender against an honest-but-
curious receiver, if the LWE𝑛,𝑞,𝑚,𝜒 assumption is hard for the
input message length 𝑡 of the sender.
Proof. The detailed proof can be found from theTheorem 5.3
in Lyubashevsky et al. at TCC’10 [16].

4. Lossy Encryption (LE Scheme)

The notation of “lossy encryption” was proposed by Bellare-
Hofheinz-Yilek (BHY) [11]. Actually, the lossy encryption is
an extension of the meaningful/meaningless encryption [12]
and dual mode encryption [10]. At a high level, a “lossy”
(or “messy” in [10]) cryptosystem is one which also has two
modes according to two types of public keys. Concretely,
(1) in the normal mode, the ciphertext is generated by
encrypting the plaintext under an injective key. (2) In the
lossy (or “messy”) mode, the ciphertext is independent of
the plaintext. Actually, the operability property was proposed
by [11]; they basically allow a possibly inefficient algorithm
to open a ciphertext generated under a lossy key to any
plaintext. Meanwhile, the injective key is computationally
indistinguishable from the lossy key.

4.1. Multibit Lossy Encryption Scheme. Gentry et al. [15]
proposed the dual Regev scheme to design the identity-based
encryption (IBE) with the random oracle. Then, Agrawal et
al. [28] used it to design the IBE scheme in the standard
model. In this paper, we construct the LWE-based lossy

encryption from multiple bits GPV. However, the process of
encryption is different from GPV. In our construction, we
only sample the noise vector e one-time rather than twiceAS
in the GPV scheme. The concrete construction is as follows:

(i) (crs, params) ← Setup(1𝜆):
(1) Set𝑚 ≥ 2𝑛 ⋅ log 𝑞 and secure parameter 𝜆. Since

Lemma 10, we set 𝑘 ⋅ log 𝑞 ≤ 𝑛 − 2 ⋅ 𝜆 + 2,𝑙 ≤ (𝑘 − 2 log(1/𝜀) − 𝑂(1))/ log 𝑞, 𝑞 ≥ 5𝑟𝑚,𝑟 ≥ 𝜔(√log𝑚), 𝛽 ≤ 1/(𝑟√𝑚 ⋅𝜔(√log𝑚), 𝛽 ⋅ 𝑞 >𝑂(2 ⋅ √𝑛), and 𝛼/𝛽 = 𝑛𝑒𝑔𝑙(𝜆). To satisfy these
requirements, 𝑞 should be superpolynomial of
the secure parameter 𝜆, moreover, 𝑡 as described
inMGPV scheme.

(2) Output params fl (𝑚, 𝑛, 𝑞, 𝜒, 𝑘, 𝑙, 𝑡) and crs fl
B, where B ← Z𝑚×𝑛

𝑞 .

(ii) (𝑝𝑘real, 𝑠𝑘) ← KeyGenreal(params):
(1) For 𝑖 ∈ [𝑡], e𝑖 ← 𝜒𝑛×1, then we have that u𝑖 fl

Ae𝑖 ∈ Z𝑚×1
𝑞 . Compose all e𝑖 together, then we

have that E = [e1, ⋅ ⋅ ⋅ , e𝑡] ∈ D𝑛×𝑡
Z,𝑟 .

(2) Hence, 𝑝kreal fl A = [u1, ⋅ ⋅ ⋅ , u𝑡 | B] ∈
Z𝑚×(𝑛+𝑡)

𝑞 .
(3) Output 𝑠𝑘 fl S = [I | E] as described above.

(iii) (𝑝𝑘lossy, ⊥) ← KeyGenlossy(params):
(1) ChooseD ← Z𝑚×𝑘

𝑞 , C ← Z𝑘×𝑛
𝑞 , Z ← D𝑚×𝑛

Z,𝛼⋅𝑞,
and U ∈ Z𝑚×𝑡

𝑞 fl [u𝑖 , . . . , u𝑡], where u𝑖 ←
Z𝑚×1

𝑞 .
(2) Output 𝑠𝑘 fl⊥, 𝑝𝑘lossy fl (u1, ⋅ ⋅ ⋅ , u𝑡 | DC + Z).

(iv) c ← Enc(𝑝𝑘,m):
(1) Denotem = [m | 0] ∈ {0, 1}1×(𝑛+𝑡).
(2) Choose random vectors r ← Z𝑚×1

𝑞 , x ←
D

(𝑛+𝑡)×𝑙
Z,𝛽⋅𝑞

.

(3) Compute and output ciphertexts: c fl A𝑇 ⋅ r +⌊𝑞/2⌋m𝑇 + x ∈ Z(𝑛+𝑡)×1
𝑞 .

(v) m ← Dec(𝑠𝑘, c): Compute and output: ⟨c, S⟩ =⌊𝑞/2⌋m + x𝑇 ⋅ S.



Wireless Communications and Mobile Computing 7

In order to construct the oblivious transfer, we need to design
a verification algorithm Verify(⋅) for the sender S, who is
similar to the FindMessy(⋅) in [10], and will use the Verify(⋅)
to verify that the public key 𝑝𝑘𝜎 from the receiver R is 𝑝𝑘real
or 𝑝𝑘lossy, in more detail:

(i) 𝑏 ← Verify(𝑝𝑘𝜎, 𝜎): for 𝜎 ∈ {0, 1} fl {real, lossy},
the key generation takes a chosen decryptable branch𝜎 ∈ {0, 1} as a parameter, and the resulting secret key𝑠𝑘𝜎 corresponds to branch 𝜎 of public key 𝑝𝑘𝜎. Then,
we use 𝑏 ∈ {0, 1} to distinguish the two messages.
Actually, messages encrypted on branch 𝑏 = 𝜎 can be
decrypted using 𝑠𝑘𝜎, while those on the other branch
cannot.

Below, we show that this scheme fulfills the properties of
lossy encryption.

Proposition 18. Correctness on Real Keys. For all (𝑝𝑘𝑟𝑒𝑎𝑙, 𝑠𝑘)
generated by KeyGenreal(1𝜆) and all messagem,

Dec (𝑠𝑘,Enc (𝑝𝑘real,m)) = Dec (S,Enc (A,m))
= Dec(S, (A𝑇r + ⌊𝑞2⌋m𝑇 + x))
= ⌊𝑞2⌋ ⋅m + 𝑒𝑟𝑟𝑜𝑟

(10)

the algorithm Dec(⋅) will get the correct message with over-
whelming probability.

We need to remark that, considering the parameters 𝑞 ≥5𝑟𝑚 and 𝛽 ≤ 1/(𝑟√𝑚 ⋅ 𝜔(√log 𝑞)) which were denoted in
[15]. Then Dec(𝑠𝑘, c) decrypts correctly with overwhelming
probability (over the random choices of KeyGenreal(1𝜆) and
Enc(𝑝𝑘,m)).
Proposition 19. Lossiness of Encryption with Lossy Keys. In
more detail

Enc (𝑝𝑘lossy,m) = Enc ((u1, . . . , u𝑡 | DC + Z),m)
= (u1, . . . , u𝑡 | DC + Z)𝑇 ⋅ r + ⌊𝑞2⌋⋅m + x (mod 𝑞)

(11)

Parse public key A as 𝑝𝑘1 fl (u1, . . . , u𝑡) and 𝑝𝑘2 fl B,
by Lemma 10, H̃𝜀

∞(r | B,B ⋅ r + x) ≥ 𝑚 since 𝑚 ≤ (𝜆 −2 log(1/𝜀)−𝑂(1))/ log 𝑞, and by Lemma 9, given (DC+Z)⋅r+x,(u1, . . . , u𝑡)𝑇 ⋅ r is 𝜀-close to U(Z𝑡×1
𝑞 ). When 𝜀 = 𝑛𝑒𝑔𝑙(𝜆),(u1, . . . , u𝑡)𝑇 ⋅ r≈𝑠U(Z𝑡×1

𝑞 ) given (DC + Z) ⋅ r + x. Therefore,∀m ∈ M, given (DC + Z)r + x, i.e.,

(u1, . . . , u𝑡)𝑇 ⋅ r + ⌊𝑞2⌋ ⋅m≈𝑠 U (Z𝑡×1
𝑞 ) (12)

for any lossy keys 𝑝𝑘lossy generated by KeyGenlossy(1𝜆) and any
two messagesm0 ̸= m1, holds

Enc (𝑝𝑘lossy,m0) ≈𝑠 Enc (𝑝𝑘lossy,m1) (13)

Proposition 20. Indistinguishability between Real Public Key
and Lossy Public Key. 𝑝𝑘real is (u1, . . . , u𝑡 | B), and 𝑝𝑘lossy is(u1, . . . , u𝑡 | (DC + Z)). Since 𝑚 ≥ 2𝑛 log 𝑞, by Lemma 8,
sample U1 ← Z𝑚×𝑡

𝑞 and U2 ← Z𝑚×𝑛
𝑞 .

(B ⋅ e1, . . . ,B ⋅ e𝑡 | B) ≈𝑠 (U1,U2) (14)

Under the hardness of LWE, (U1,U2) ≈𝑐 (u1, . . . , u𝑡 | DC+
Z),

∴ (u1, . . . , u𝑡 | DC + Z) ≈𝑐 (B ⋅ e1, . . . ,B ⋅ e𝑡 | B) . (15)

i.e., 𝑝𝑘real and 𝑝𝑘lossy are computationally indistinguishable.

5. OT via Lossy Encryption

In this section, inspired by David et al. [21] UC-secure OT
protocol via lossy encryption using the McEliece assumption
over code-based cryptography, we present an UC-secure OT
protocol via lattice-based lossy encryption using LWE and
ISIS assumption.

5.1. Our Construction: UC-SecureOT for Ideal Functionalities.
Before describing our construction, we first denote the ideal
functionalities FD

𝐶𝑅𝑆 and FOT. In more detail, the CRS
functionalityFD

𝐶𝑅𝑆 outputs a string with a fixed distribution
as depicted in Algorithm 1.

As shown in Algorithm 2, the two-party functionalityOT
contains a sender S with input 𝑥0, 𝑥1 and receiver R with
an input 𝜎 ∈ {0, 1}. Importantly, the OT functionality FOT

captures requirement of OT specification.

5.2. Our Construction: OT from Lossy Encryption. Below we
describe our main contribution, a various OT protocol from
lossy encryption in Figure 2.

Simulating the communication with Z: the simulator
S writes every input value fromZ into the input tape of the
adversaryA.S copies every output value written byA to his
output tape. The environmentZ can read the output tap.

Simulating R is corrupted: S simulates the view of the
receiver without considering whichmode of the protocol and
does the following: running the Setup algorithm in messy
mode and letting (crs, 𝑡) ← SetupLossy(1𝜆). If the parties
query theFmode

𝐶𝑅𝑆 , then it obtains the feedback (sid, crs).
(i) Once the adversary A generates a message(sid, ssid, 𝑝𝑘real, 𝑝𝑘lossy), S extracts the choice bit𝑏 of the corrupted receiver and lets 𝑏 ← {0, 1}, then

S sends the command (sid, ssid, receiver, 1 − 𝑏) to the
FOT, thenFOT returns the output (sid, ssid,m1−𝑏) to
S, and S then stores it along with 𝑏.

(ii) Once the dummy simulator S is activated by the com-
mand (sid, ssid), S then simulates the S’s behaviour,
and looks up the corresponding bit 𝑏 form𝑏 andm1−𝑏

and then computes c𝑏 ← Enc(𝑝𝑘, 0𝑡) and c1−𝑏 ←
Enc(𝑝𝑘,m1−𝑏) and sends (sid, ssid, c0, c1) toA.
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FD
𝐶𝑅𝑆 is parameterized by an algorithmD, andFD

𝐶𝑅𝑆 can interact with parities 𝑃1, ⋅ ⋅ ⋅ , 𝑃𝑛.
(i) Upon receiving a command (sid, 𝑃𝑖, 𝑃𝑗) from the party 𝑃𝑖, first let crs ← D(1𝜆), then

send the message (sid, crs) to 𝑃𝑖 and send the message (crs, 𝑃𝑖, 𝑃𝑗) to the adversary;
(ii) Upon receiving a command (sid, 𝑃𝑖, 𝑃𝑗) from the party 𝑃𝑗 (and only 𝑃𝑗), then send 𝑃𝑗

and the adversary the message (sid, crs), and halt.

Algorithm 1: The CRS functionalityFD
𝐶𝑅𝑆 from [10].

FOT interacts with a receiver R and a sender S.
(i) Upon receiving a command (sid, sender, 𝑥0, 𝑥1) from S, store the pair (𝑥0, 𝑥1) for𝑥𝑖 ∈ {0, 1}𝑙. (Notably, the length of the string 𝑙 is fixed and all parties know);
(ii) Upon receiving a command (sid, receiver, 𝜎) from R, then check if (sid, sender, ⋅ ⋅ ⋅ ) was

previously sent and send the message (sid, 𝑥𝜎) to R, and send the adversary S the
message (sid) and halt. Otherwise, send nothing to R.

Algorithm 2: The oblivious transfer functionalityFOT.

Simulating S is corrupted:S does the following without
considering which mode of the protocol: running the real
(injective) mode KeyGen algorithm and letting (crs) ←
Setup(1𝜆). If the parties query the ideal functionalityF𝑚𝑜𝑑𝑒

𝐶𝑅𝑆 ,
thenF𝑚𝑜𝑑𝑒

𝐶𝑅𝑆 returns (sid, crs) to them.

(i) Once the dummy R is activated on by the com-
mand (sid, ssid), S then simulates the behaviour of
R and computes (𝑝𝑘real, 𝑠𝑘real) ← KeyGen(1𝜆, 𝑖𝑛𝑗)
and (𝑝𝑘lossy, 𝑠𝑘lossy) ← KeyGen(1𝜆), and then
S sends (sid, ssid, 𝑝𝑘real, 𝑝𝑘lossy) to A and stores(sid, ssid, 𝑝𝑘real, 𝑠𝑘real, 𝑠𝑘lossy).

(ii) When A replies with a message (sid, ssid, c0, c1),
the S looks up the corresponding (𝑝𝑘real, 𝑠𝑘real) and(𝑝𝑘lossy, 𝑠𝑘lossy), computes m𝑏 ← Dec(𝑠𝑘𝑏, c𝑏) for
each 𝑏 ∈ {0, 1}, and returns (sid, ssid, sender,m0,m1)
to 𝐹𝑂𝑇.

Simulating the remaining cases: once both parties are
corrupted by the adversary, then S runsA. More concretely,
S internally runs the S on input (sid, ssid,m0 = 0𝑡,m1 =
0𝑡); meanwhile, it runs the honest R on input (sid, ssid, 𝜎 =0) and honest no matter which party is corrupted. When
the corresponding dummy party is activated in the ideal
execution, S activates the appropriate algorithm and delivers
A all messages between its internal R and S.

Caim. IfA corruptsR in an execution of LElossy, i.e., S in lossy
mode, then we have

IDEALF̂OT ,S,Z
≈𝑠 EXECLElossy ,A,Z (16)

Proof. Below we give a formal proof, in more detail:

(i) The real world execution can be viewed as the proceed
of the following game.

(a) Firstly, obtain crs by invoking the algorithm
Setup

lossy

1 (1𝜆).

(b) Secondly, the environmentZ can schedule sub-
sessions arbitrarily. Notably, in each subsession,
(1) Z can choose an arbitrary message(m0,m1) for the honest sender S;
(2) the honest sender S sends the ciphertext

c𝑏 ← Enc(𝑝𝑘, 0𝑡) for each 𝑏 ∈ {0, 1} to
Z.

(ii) The ideal world execution can be viewed as the
proceed of the following game:

(a) Firstly, obtain crs by running the algorithm
Setuplossy(1𝜆).

(b) Secondly, the environmentZ schedules subses-
sions arbitrarily, in each subsession,
(1) Z can input an arbitrary 𝑝𝑘 and the

arbitrary input message (m0,m1) for the
dummy sender S;

(2) S can run the verification algorithm𝑏 ← Verify(crs, 𝑝𝑘𝜎, 𝜎) to Z and
learn m1−𝑏 from F̂OT. It then sends Z
the c𝑏 ← Enc(crs, 𝑝𝑘, 1 − 𝑏, 0𝑡) and
c1−𝑏 ← Enc(crs, 𝑝𝑘, 1 − 𝑏,m1−𝑏).

We stress that the only difference between the ideal world
execution and the real world execution is the generation
of c𝑏 in each subsession. But by lossy key generation in
Proposition 19, hence the above two games are statistically
indistinguishable.

Claim. If, in an execution of LEreal (i.e., S in real mode), A
corrupts S then we have

IDEALF̂OT ,S,Z
≈𝑠 EXECLEreal ,A,Z. (17)

Proof. Below we give a formal proof, in more detail:
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Receiver R Sender S

Input : (sid, ssid, ),  ∈ {0, 1} (sid

sid Dec

, ssid

ssid

, m0, m1)
R

R

S

S

(sid,S,R)

For  ∈ {0, 1} := {real, lossy};
Samples m0,m1 ∈ {0, 1}t

For b ∈ {0, 1}

CRSℱmode

(sid,crs) 

(sid,S,R)

(sid,crs) 

(pk, sk) ←
( , );KeyGen crs

real(sid , ssid, pk , pk )lossy

realStores ( , , sk , sk )sid ssid lossy

( , , (sk, cb))
sid ssid( , , c0, c1)

Enccb ← (pk,mb)

lossy
∗ �e protocol for realizing ℱ . Where  ∈ {0, 1} on behalf of or .realOT

Figure 2: Protocol LEmode for oblivious transfer ∗.

(i) The real world execution can be viewed as the proceed
of the following game:

(a) Firstly, crs ← Setupreal1 (1𝜆).
(b) Secondly, the environment arbitrarily schedules

some number of subsessions. In each subses-
sion,
(1) Z chooses an input 𝜎 for the honestR, who

generates (𝑝𝑘𝜎, 𝑠𝑘𝜎) ← KeyGen(crs, 𝜎),
and sends 𝑝𝑘real, 𝑝𝑘lossy toZ;

(2) then D proceeds arbitrarily (c1, c2) to the
honest R outputs Dec(crs, 𝑠𝑘𝜎, c𝜎).

(ii) The ideal world execution can be viewed as the
proceed of the following game:

(a) Firstly, (crs, 𝑡) ← SetupDec(1𝜆).
(b) Secondly, the environment arbitrarily schedules

subsessions, in each subsession,
(1) Z outputs arbitrary 𝜎 which is not known

to S;
(2) S then runs (𝑝𝑘real, 𝑠𝑘real) ←

KeyGen(crs, 𝜎) and (𝑝𝑘lossy, 𝑠𝑘lossy) ←
KeyGen(crs, 1 − 𝜎) and sends 𝑝𝑘real, 𝑝𝑘lossy
toZ;

(3) lastly, S receives the arbitrary ciphertext
tuple (c0, c1) fromZ.

Remark 21. Actually, the dummy entity R queries the value
of Dec(crs, 𝑠𝑘𝜎, c𝜎) from the ideal functionality, then the
simulator S provides the messagesm𝑏 ← Dec(crs, 𝑠𝑘𝑏, c𝑏).

The only difference between the two games is method
of the public and secret keys. The above two games are
statistically indistinguishable by the lossy key generation in
Proposition 20.

Claim.There exists the following result:

EXEC𝜋lossy,A,Z ≈𝑐 EXEC𝜋real ,A,Z (18)

for any protocol 𝜋mode in theFmode
𝐶𝑅𝑆 -hybrid model.

Proof. In the lossy encryption, the output of Flossy

𝐶𝑅𝑆 is com-
putationally indistinguishable from Freal

𝐶𝑅𝑆 since the indistin-
guishability of modes. Moreover, Z can run the protocol𝜋mode and can receive a polynomial number of samples from
either Flossy

𝐶𝑅𝑆 or Freal
𝐶𝑅𝑆. Thus, the above two executions are

indistinguishable by a standard hybrid argument.

5.3. Performance. Lattice-based cryptography has been sub-
jecting of intense research appearing recently, bringing
groundbreaking advance to the understanding of the sub-
jacent questions. One of the main characteristics of lattice-
based cryptography is worst-case to average-case reductions,
which provides stronger security against quantum computer
attacks. In this paper, we construct a lossy encryption scheme
via a variant of multibit GPV scheme, then we construct the
universal composable secure OT protocols based on LWE

assumption by utilizing the lossy encryption as the building
block. Below, a comparison of some related works with our
scheme is provided in the Table 1.

As shown in the Table 1, we can easily obtain the following
conclusion. We follow the methodology of Li et al. [18] and
design a multibit public key encryption scheme, i.e., MGPV

scheme. Importantly, the public matrix A contains many
LWE instances; each one is used to protect the secret key.
In this setting, the decrypter can decrypt the plaintext either
in a bit-by-bit manner or in a one-time manner. Meanwhile,
compared the magnitude of ciphertext of PVW scheme [10]
with ours, it is easy to see the two schemes with the same
magnitude of ciphertext𝑂(log𝑞𝑚𝑛). Although the public key
size of PVW depends on the parameter 𝑛 and our scheme’s
public key size depends on 𝑚, the bit decryption of our
scheme implies flexible decryption (i.e., multibit decryption),
which means that our scheme is more practical in reality.

6. Potential Application: Password-Based
Authenticated Key Exchange for Smart
Mobile Devices

Nowadays, SMDs, IoTs, and WSNs within the workplace are
expanding rapidly. Obliviously, these devices are becoming
important tools that offer competitive advantages for the
mobile workforce. But they also might be endangered by the
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Table 1: The comparison of some related works with our scheme.

Scheme assumption message size bit Dec one-time Dec applications
GPV [15] LWE/SIS 1 � N PKE&IBE
PVW [10] LWE 1 N � PKE&OT
LPS [16] SSP t � � PKE&OT
Our scheme LWE t � � PKE&OT

information they can access remotely. In this case, enabling
user authentication for SMDs is the first line of defence to
prevent the malicious unauthorized user.

Most of related works [5, 29] focus on how to use PAKE as
the basic tool to achieve the authentication for SMDs. In par-
ticular, Wei et al. [5] proposed a PAKE protocol for wireless
body area networks. He et al. [29] proposed an authentica-
tion protocol for mobile wireless networks with conditional
privacy preservation. However, to our knowledge, related
works of lattice-based PAKE for SMDs authentication are
limited. Hence, in this section, we explore how to implement
PAKE via our OT protocol. Because details of the design and
implementation are beyond the scope of the discussion of this
paper, thus, we just give a brief of description for the technical
line as follows. In more detail, following the technical line
of Canetti et al. [1], we first realize OT-based PKAE via
LWE assumption instead of computational Diffie-Hellman
(CDH) assumption and the hardness of factoring. Next,
we can extend the PAKE protocol for privacy-preserving
authentication schemes for SMDs.

7. Conclusion

In this paper, we have investigated one of the hot but hard
topics in authentication of SMDs, IoTs, and WSNs. As an
important building block, OT can be used for designing
privacy-preserving authentication protocols. Thus, we focus
on an important question how to design on an efficient
UC-secure OT protocol for PAKE which can be used to
achieve authentication for SMDs. However, an important
question that remain is how to implement OT-based PAKE
under the LWE assumption following our presented brief
technical line.Meanwhile, we believe that this result enriched
the postquantum OT protocols. However, it remains open
to be secure against adaptive adversaries under the lossy
encryption and its variants. We leave these topics for future
research.

Data Availability

No data were used to support this study.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

The research was supported by the National Natural Science
Foundation of China (nos. 61802214 and 11701187) and the

PhD Start-up Fund of the Natural Science Foundation of
Guangdong Province of China (no. 2017A030310522).

References

[1] R. Canetti, D. Dachman-Soled, V. Vaikuntanathan, andH.Wee,
“Efficient password authenticated key exchange via oblivious
transfer,” Lecture Notes in Computer Science (including subseries
Lecture Notes in Artificial Intelligence and Lecture Notes in
Bioinformatics): Preface, vol. 7293, pp. 449–466, 2012.

[2] D. Wang, N. Wang, P. Wang, and S. Qing, “Preserving privacy
for free: Efficient and provably secure two-factor authentication
scheme with user anonymity,” Information Sciences, vol. 321,
Article ID 11496, pp. 162–178, 2015.

[3] C. Su, B. Santoso, Y. Li, R. H. Deng, and X. Huang, “Universally
Composable RFID Mutual Authentication,” IEEE Transactions
on Dependable and Secure Computing, vol. 14, no. 1, pp. 83–94,
2017.

[4] Y. Zhang, J. Yu, R.Hao, C.Wang, andK. Ren, “Enabling Efficient
User Revocation in Identity-based Cloud Storage Auditing for
Shared Big Data,” IEEE Transactions on Dependable and Secure
Computing, pp. 1-1, 2018.

[5] F. Wei, P. Vijayakumar, J. Shen, R. Zhang, and L. Li, “A provably
secure password-based anonymous authentication scheme for
wireless body area networks,” Computers and Electrical Engi-
neering, vol. 65, pp. 322–331, 2018.

[6] L. Zhang, Z. Zhang, and X. Hu, “UC-secure two-server
password-based authentication protocol and its applications,”
in Proceedings of the 11th ACM Asia Conference on Computer
andCommunications Security, ASIACCS 2016, pp. 153–164, June
2016.

[7] M. O. Rabin, “Probabilistic algorithms in finite fields,” SIAM
Journal on Computing, vol. 9, no. 2, pp. 273–280, 1980.

[8] J. Han, W. Susilo, Y. Mu, M. H. Au, and J. Cao, “AAC-OT:
Accountable Oblivious Transfer with Access Control,” IEEE
Transactions on Information Forensics and Security, vol. 10, no.
12, pp. 2502–2514, 2015.

[9] Y. Gertner, S. Kannan, T. Malkin, O. Reingold, and
Viswanathan. M., “The relationship between public key
encryption and oblivious transfer,” in Proceedings of the FOCS
2000, pp. 325–335, IEEE Computer Society Press.

[10] C. Peikert, V. Vaikuntanathan, and B. Waters, “A framework for
efficient and composable oblivious transfer,” Cryptology ePrint
Archive 2007/348, https://eprint.iacr.org/2007/348.

[11] M. Bellare, D. Hofheinz, and S. Yilek, “Possibility and impos-
sibility results for encryption and commitment secure under
selective opening,” in Advances in cryptology EUROCRYPT
2009, vol. 5479, pp. 1–35, Springer, Berlin, Germany, 2009.

[12] G. Kol andM.Naor, “Cryptography and game theory: designing
protocols for exchanging information,” in Theory of Cryptog-
raphy: Fifth Theory of Cryptography Conference, TCC 2008,
New York, USA, March 19–21, 2008. Proceedings, vol. 4948

https://eprint.iacr.org/2007/348


Wireless Communications and Mobile Computing 11

of Lecture Notes in Computer Science, pp. 320–339, Springer,
Berlin, Germany, 2008.

[13] P. W. Shor, “Algorithms for quantum computation: discrete
logarithms and factoring,” in Proceedings of the 35th Annual
Symposium on Foundations of Computer Science (SFCS ’94), pp.
124–134, IEEE Computer Society Press, 1994.

[14] O. Regev, “On lattices, learning with errors, random linear
codes, and cryptography,” in Proceedings of the 37th Annual
ACM Symposium on Theory of Computing (STOC ’05), pp. 84–
93, ACM Press, Baltimore, Md, USA, May 2005.

[15] C. Gentry, C. Peikert, and V. Vaikuntanathan, “Trapdoors
for hard lattices and new cryptographic constructions,” in
Proceedings of the 14th Annual ACM Symposium on Theory of
Computing (STOC ’08), pp. 197–206, Victoria, Canada, May
2008.

[16] V. Lyubashevsky, A. Palacio, and G. Segev, “Public-key cryp-
tographic primitives provably as secure as subset sum,” in
Theory of cryptography, vol. 5978, pp. 382–400, Springer, Berlin,
Germany, 2010.

[17] B.David, R.Dowsley, andA.Nascimento, “Universally compos-
able oblivious transfer based on a variant of LPN,” inProceedings
of the CANS 2014, pp. 143–158, Springer.

[18] Z. Li, C. Ma, and H. Zhou, “Multi-key FHE for multi-bit
messages,” Science China Information Sciences, vol. 61, article
029101, pp. 1–3, 2018.

[19] Z. Li, S. D. Galbraith, and C. Ma, “Preventing Adaptive Key
Recovery Attacks on the Gentry-Sahai-Waters Leveled Homo-
morphic Encryption Scheme,” Cryptology ePrint Archive
2016/1146, https://eprint.iacr.org/2016/1146.

[20] Z. Brakerski and V. Vaikuntanathan, “Efficient fully homomor-
phic encryption from (standard) LWE,” in Proceedings of the
IEEE 52nd Annual Symposium on Foundations of Computer
Science (FOCS ’11), pp. 97–106, Palm Springs, CA,USA,October
2011.

[21] B. M. David, A. C. A. Nascimento, and J. Müller-Quade, “Uni-
versally composable oblivious transfer from lossy encryption
and the McEliece assumptions,” Lecture Notes in Computer
Science (including subseries LectureNotes inArtificial Intelligence
and Lecture Notes in Bioinformatics): Preface, vol. 7412, pp. 80–
99, 2012.

[22] Z. Li, C. Ma, and D. Wang, “Leakage Resilient Leveled FHE on
Multiple Bit Message,” IEEE Transactions on Big Data, pp. 1-1.

[23] R. Canetti, “Universally composable security: A new paradigm
for cryptographic protocols,” in Proceedings of the FOCS, pp.
136–145, IEEE Computer Society Press, 2001.

[24] R. Lindner and C. Peikert, “Better key sizes (and attacks) for
LWE-based encryption,” Cryptology ePrint Archive 2010/613,
https://eprint.iacr.org/2010/613.

[25] C. Peikert, “Public-key cryptosystems from the worst-case
shortest vector problem: extended abstract,” in Proceedings of
the STOC 2009, pp. 333–342, ACM Press.

[26] C. Peikert and B. Waters, “Lossy trapdoor functions and
their applications,” in Proceedings of the 40th Annual ACM
Symposium on Theory of Computing (STOC ’08), pp. 187–196,
ACM Press, 2008.

[27] R. Hiromasa, M. Abe, and T. Okamoto, “Packing messages and
optimizing bootstrapping in GSW-FHE,” IEICE Transactions
on Fundamentals of Electronics, Communications and Computer
Sciences, vol. E99A, no. 1, pp. 73–82, 2016.

[28] S. Agrawal, D. Boneh, and X. Boyen, “Efficient lattice (H)IBE in
the standard model,” in Advances in Cryptology—EUROCRYPT

2010, vol. 6110 of LectureNotes in Computer Science, pp. 553–572,
Springer, Berlin, Germany, 2010.

[29] D. He, D. Wang, Q. Xie, and K. Chen, “Anonymous handover
authentication protocol for mobile wireless networks with
conditional privacy preservation,” Science China Information
Sciences, vol. 60, no. 5, Article ID 052104, 2017.

https://eprint.iacr.org/2016/1146
https://eprint.iacr.org/2010/613


Research Article
Muscle Activity-Driven Green-Oriented Random
Number Generation Mechanism to Secure WBSN Wearable
Device Communications

Yuanlong Cao,1 Guanghe Zhang,1 Fanghua Liu,1 Ilsun You ,2 Guanglou Zheng,3

OluwarotimiWilliams Samuel ,4,5 and Shixiong Chen4,5

1 Jiangxi Normal University, Nanchang, China
2Department of Information Security Engineering, Soonchunhyang University, Asan, Republic of Korea
3Security Research Institute, Edith Cowan University, Perth WA 6027, Australia
4Chinese Academy of Sciences (CAS), Key Laboratory of Human-Machine Intelligence-Synergy Systems, Shenzhen, China
5Institutes of Advanced Technology, Chinese Academy of Sciences, Shenzhen 518055, China

Correspondence should be addressed to Ilsun You; ilsunu@gmail.com

Received 13 April 2018; Accepted 27 June 2018; Published 19 August 2018

Academic Editor: Ding Wang

Copyright © 2018 Yuanlong Cao et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Wireless body sensor networks (WBSNs) mostly consist of low-cost sensor nodes and implanted devices which generally have
extremely limited capability of computations and energy capabilities. Hence, traditional security protocols and privacy enhancing
technologies are not applicable to the WBSNs since their computations and cryptographic primitives are normally exceedingly
complicated. Nowadays, mobile wearable andwirelessmuscle-computer interfaces have been integrated with theWBSN sensors for
various applications such as rehabilitation, sports, entertainment, and healthcare. In this paper, we proposeMGRNG, a novelmuscle
activity-driven green-oriented random number generation mechanism which uses the human muscle activity as green energy
resource to generate random numbers (RNs). The RNs can be used to enhance the privacy of wearable device communications
and secure WBSNs for rehabilitation purposes. The method was tested on 10 healthy subjects as well as 5 amputee subjects with
105 segments of simultaneously recorded surface electromyography signals from their forearm muscles. The proposed MGRNG
requires only one second to generate a 128-bit RN, which is much more efficient when compared to the electrocardiography-based
RN generation algorithms. Experimental results show that the RNs generated from human muscle activity signals can pass the
entropy test and the NIST random test and thus can be used to secure the WBSN nodes.

1. Introduction

Over the last few years, the growing interest in the wireless
body sensor network (WBSN) has resulted in thousands of
peer-reviewed publications. Significant results in this area
have enabled many medicine and healthcare applications.
A WBSN interconnects tiny and wireless sensor nodes and
devices worn on or implanted in the human body that have
the capability to acquire physiological signals such as electro-
cardiography (ECG) [1, 2], electromyography (EMG) [3], and
electroencephalography (EEG) [4], as well as data about the
physical state of individuals which include walking, running,
and seating [5–7]. A wide spectrum of WBSNs applications

that include different kinds of wearable devices has been
developed and applied for, e.g., physical fitness monitoring,
and chronic diseases monitoring. Figure 1 illustrates themost
typical usage scenarios for a WBSN-based rehabilitation
systemwith wearable devices. In such a rehabilitation system,
the EMG signals can be collected by wearable WBSN devices
from an injured patient’s upper arm, processed and then used
to control an artificial limb in order to facilitate the injured or
disabled people’s daily works and lives.

Although the WBSN technologies bring obvious and
attractive benefits to facilitate people’s life activity, there are
many concerns and challenges to be addressed. The first
important concern ofWBSN is related to security and privacy
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Figure 1: A WBSN-based rehabilitation system with the EMG signals collection, processing, and artificial limb controlling.
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Figure 2: A basic structure of wireless body sensor networks.

challenges. A typical WBSN system consists of a number
of wearable biomedical sensors or wireless muscle-computer
interfaces worn on or even implanted in a single person;
it also involves a base station which can be a wearable
computer, a smart watch, or a smart phone.The base station is
responsible for collecting physiological signals from a patient
through wearable biomedical sensors placed on a human
by using of Wi-Fi, ZigBee, and/or Bluetooth networking
technologies (as shown in Figure 2). However, due to limited
bandwidth resource and computing capabilities, wearable
WBSN devices provide less security and authentication

system (in comparison to traditional personal computers,
laptops, and other computing devices). Consequently, we
have reason to believe that attacks targeting wearable WBSN
devices with the aim of malicious disruption or worse will
rise. As numerous wearable devices make their way into the
WBSNs with a much more open structure, they undoubtedly
bring a WBSN system of security and privacy challenges.

Aside from the wearable devices, there will also be a rise
in the number of targeted attacks focused on interrupting
WBSN signal transmission or even stealing personal data.
In a WBSN system, wearable devices generally have limited
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storage and computation capabilities, they require to pair
with other wearable electronic devices to perform most
functions. In other word, a WBSN system is more like a tiny
switching system [8, 9]. In such a system, a wearable WBSN
device needs to communicate with other computing devices
(e.g., a mobile phone and a wearable personal computer) via
Wi-Fi, Bluetooth, or ZigBee connections for the data to be
processed. During the communications between a wearable
device and a computing device, these personal data should be
properly protected from all forms of security threats posed by
potential attackers, since the data normally contains sensitive
health information [10–14]. The unauthorized usage of the
data will breach the users’ privacy and could be even harmful
to their life.

The second concern ofWBSN is the energy consumption
problem. In the WBSN systems, a wearable device generally
has extremely limited energy capacity and is frequently
constrained by the volume of energy resource available in
its battery. Moreover, a wearable device is not a standalone
device as it needs to send the collected biomedical data
to a computing device using Bluetooth, Wi-Fi, or ZigBee
networking technology, which means that apart from the
energy consumption of data collection an energy-constrained
wearable device needs to spend a considerable amount of
energy resource for the biomedical packet transmission. The
high power consumption of wearable devices will limit the
WBSN lifetime because if one or more wearable devices
run out of battery, the whole WBSN system may fail to
work.Therefore, a promisingWBSN-based design has to take
into consideration energy overhead and optimization policy
[15].

In this paper, we propose a novel muscle activity-
driven green-oriented random number generation mecha-
nism (MGRNG) which uses the human muscle activity as
green energy resource to generate random numbers (RNs).
The RNs can be used to enhance the privacy of wearable
device communications and secureWBSNs for rehabilitation
purposes. To this end, we study a different type of phys-
iological signal for the random number (RN) generation
purpose, that is, the EMGsignals recorded from themuscle(s)
via a surface or intramuscular electrode(s) placed on the
muscle(s) [3]. The method was tested on 10 healthy subjects
as well as 5 amputee subjects with 105 segments of simul-
taneously recorded surface electromyography signals from
their forearm muscles. The proposed MGRNG requires only
one second to generate a 128-bit RN, which is much more
efficient when compared to the electrocardiography-based
RN generation algorithms.

The remainder of this paper is organized as follows. In
Section 2, a problem statement with a clear description of the
security and privacy issue in a WBSN system is presented
in order to explain our motivation. Section 3 presents the
EMG signal-based RN generation algorithm, describes the
experimental settings and determines performance metrics
in order to evaluate the proposed EMG-based RN generation
scheme. Section 4 evaluates and analyzes the performance
of the proposed solution. Section 5 discusses the limitations
of the work and gives some interesting directions for future
work. Section 6 concludes the paper.

2. Problem Statement

Nowadays, with the widespread use of WBSNs, the shapes
and functionalities of WBSN devices are evolving dramati-
cally. Among them,wearable devices are becoming evenmore
important as sales of wearable devices continue to see year-
over-year growth [17]. Typically, wearable WBSN devices
facilitate the daily life and works. Unfortunately, wearable
WBSN devices become a vulnerable and attractive target
of most attacks because of the lack of security mechanisms
[18]. Moreover, a wearable WBSN device becomes more and
more lucrative target because it collects and shares an amount
of sensitive personal data with third-parties [19]. Therefore,
wearable WBSN devices bring much more threats to the
WBSN systems and make them face more serious security
and privacy challenges [20, 21].

In a WBSN system, data collected from the wearable
biomedical sensors or other wearable devices is often trans-
mitted to a mobile phone or other portable devices where
it is stored and processed in order to provide real-time
feedback for users in different areas of applications [22].
However, the personal data collected by wearable WBSN
devices may be illegally used by potential attackers [23].
Figure 3 presents a scenario that the health information of
individuals maliciously is manipulated by an attacker. As the
figure shows, a wearable electromyography sensor transmits
the collected personal electromyography data to a wearable
watch for data processing and artificial limb controlling.
However, the artificial limb can be out of control because of
malicious manipulation caused by an attacker.

Apart from malicious manipulation, personal data and
biomedical information collected and processed by con-
nected wearable WBSN devices are also increasingly becom-
ing a main target of attacks. A fresh survey has revealed
that there is a rise in the number of targeted attacks focused
on stealing personal data from the wearable WBSN devices
connected to the computing devices [24]. Figure 4 presents
a scenario that the health information of individuals is
intercepted by potential attackers. Although the amount of
personal data and biomedical information collected and
processed in the WBSN systems grows daily, these data and
information with extremely valuable can be easily captured
by hackers and vanished into the black market due to the lack
of security and authentication system in the WBSN systems
[25, 26].

Considering the fact that health information of individu-
als is subject to interception and manipulation by potential
attackers, the security of data at rest and in transit is a
major challenge in the abovementioned WBSN applications.
Existing traditional asymmetric security methods such as
Rivest Shamir Adleman (RSA), Elliptic Curve Cryptography
(ECC), and symmetricmethods includingAdvancedEncryp-
tion Standard (AES) and Rivest Cipher 5 (RC5) are of high
computational complexity. Hence, these algorithms cannot
be directly applied to the WBAN systems since they have
limited computing resources. To develop an efficient security
mechanism for WBSN systems, previous studies have pro-
posed the use of features extracted from physiological signals
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Figure 4: The health information of individuals is subject to interception by potential attackers: an example.

like ECG and EEG collected via wireless sensors andwearable
devices for random number generation.

Currently, most of the random numbers generated from
ECG features are based on the process of Interpulse Intervals
(IPIs) extracted from the signal [16]. In previous studies,
a method using IPIs to encode 128-bit random number
sequence with reasonable randomness performance shows
that if a single IPI is encoded into 4-bits, then at least 32
IPIs have to be extracted from the ECG signal. This implies
that the WBSN sensor nodes need to successfully detect at
least 33 consecutive heartbeats [16]. Considering that the
normal sinus rhythmof an adult lies between 60 and 100 beats
per minute (bpm), generating a 128-bit of random number
sequence would require about 20 seconds. Hence, the IPI-
based methods may not be suitable for real-time applications

of WBSN systems since it requires a considerable amount of
time.

Furthermore, recent WBSN efforts are devoted to gen-
erating random numbers for securing the data associated
with WBSN devices, by exploiting the characteristics of EEG
signals [4]. Although their research reports reveal that the
EEG-based method is comparable to the existing ECG-based
methods, it is important to note that the EEG-based random
number generation method has a number of issues which
may limit its application in real-time systems. These issues
are as follows: (a) processing acquired EEG signals requires a
relatively high computing resources because the signals have
poor signal-to-noise ratio; (b) EEG signal acquisition would
generally require precise deployment of dozens of electrodes
around the head and the use of various gels, saline solutions,
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and/or pastes to keep the electrodes in place, which would
severely affect the daily life of the individual and make the
user feel uncomfortable.

Compared to the abovementioned IPI-based methods,
EMG signals sampled at the rate of 1000Hz can be used to
generate a 128-bit random sequence with only one second.
More importantly, in comparison to the EEG, EMG signals
require less computing resources with a simplified data
collection procedure. In this paper, we propose MGRNG, a
novel random number generation algorithm which is based
on features extracted fromEMG recordings.The randomness
of the 128-bit RNs was exhaustively examined by using the
entropy metric. We believe that these EMG-based RNs can
be further used to protect both data at rest and in transit
in a WBSN system. More specifically, our solution makes
important contributions in the following aspects:

(i) It introduces a green-oriented RN generationmethod
which exploits the human muscle activities as energy
resources to generate RNs and improve on wearable
device communication by being more energy effi-
cient.

(ii) It designs a fast RN generation scheme which gener-
ates a 128-bit random sequence in a timely fashion.
Themuscle activity-based RNs can be further used to
enhance the security and privacy in WBSNs.

3. MGRNG Detail Design

This paper is devoted to exploring the possibility of resolving
a critical security issue associated with data storage and
transmission among the wearable devices and nodes in
WBSN systems. To this end, we propose a novel security
method dubbed as MGRNG. MGRN contributes to gener-
ating an EMG-based 128-bit RN for secure communication
over WBSN systems. Figure 5 presents the architecture of
MGRNG, which reveals how the EMG signals are collected

(from the upper arm of an amputee subject and the forearm
of a healthy subject), then processed, and encoded for RN
generation.

3.1. EMG-Based RN Generation. In the MGRNG solution,
there are five stages included to generate RN: (i) EMG
signal collection, (ii) EMG signal sampling, (iii) EMG signal
segmenting, (iv) feature extraction, and (v) RN genera-
tion. Figure 6 shows the technological processes of EMG
signal-based RNs generation scheme in MGRNG. A detailed
description of each of these five stages is presented as follows
in order to help the readers understand easily:

(i) EMG Signal Collection: In MGRNG, the EMG signals
are collected fromanupper armof an amputee subject
and forearm of a healthy subject through wearable
biomedical sensors placed on these subjects.

(ii) EMG signal sampling: The analog EMG signals are
converted into digital EMG signals by using an
Analog-to-Digital (A/D) converter, and every EMG
signal is sampled at the rate of 1000Hz.

(iii) EMG Signal Segmenting:These collected EMG signals
are divided into 128 segments in order to further used
for 128-bit RNs generation.

(iv) Feature Extraction: There are many methods can be
used for signal denoising and EMG signal extraction.
In this study, we choose the wavelet analysis method
for signal denoising and EMG signal extraction since
as amature technology, wavelet analysis has proven to
be invaluable in signals analysis and processing. More
details on the wavelet analysis method can be found
in [27].

(v) RN Generation: Encoding these extracted EMG fea-
tures generates a sequence of randomnumbers (a 128-
bit RN) for the purpose of secureWBSN communica-
tions.



6 Wireless Communications and Mobile Computing

EMG signal
collection

Step 2

Sampling

Step 3
Segmenting

Step 4

Extracting
features

Healthy subjects

Amputee subjects

Generating
RNs

Ste
p 5

Step 1

Figure 6: The technological processes of EMG signal-based RN generation.

Definition:𝑆𝑙𝑖𝑠𝑡: all subjects who are volunteers for EMG collection𝑊𝑆𝑙𝑖𝑠𝑡: all wearable sensor used to acquire the EMG signals𝐸𝑆
𝑙𝑖𝑠𝑡
: all the EMG signals collected from subjects

1: for (𝑖 = 1, 𝑖 ≤ count(𝑆𝑙𝑖𝑠𝑡), 𝑖 + +) do
2: for (𝑗 = 1, 𝑗 ≤ count(𝑊𝑆𝑙𝑖𝑠𝑡), 𝑗 + +) do
3: execute EMG signal acquisition;
4: end for
5: end for
6: for (𝑘 = 1, 𝑘 ≤ count(𝐸𝑆

𝑙𝑖𝑠𝑡), 𝑘 + +) do
7: take the EMG signal sample;
8: divide EMG signals into 128 segments;
9: extract EMG features using wavelet analysis method;
10: encode the EMG features to generate 128-bit RNs.
11: end for

Algorithm 1: EMG-based RN generation algorithm.

In this study, we use 256 EMG signals from each subject
to generate a number of RNs which are of different lengths.
Each EMG signal was encoded into different bits to result
in RNs of length varying from 512 bits to 2816 bits. Then
the RNs were divided into 128 bit segments. To this end, we
developed an algorithm with MATLAB programming tool
to detect and exclude the invalid data segments in the EMG
recordings. Afterwards, the features were extracted from the
preprocessed EMG signals and utilized to generate 128-bit
RNs, and a total of 105 (15 subjects including 10 healthy
subjects (HS) and 5 disabled subjects (DS), and each subject
has 7 sensors) RNs were generated. The experimental proto-
cols were approved by the Shenzhen Institutes of Advanced
Technology Institutional Review Board, Chinese Academy of
Sciences. All the subjects agreed and gave written informed
consent as well as permission for the publication of their
photographs and data for scientific and educational purposes.
The pseudo code of the EMG-based RN generation algorithm
is presented in Algorithm 1.

From Algorithm 1, it can be seen that the EMG-based
RN generation method would at least have the following
advantages: (i) an EMG is a very low-risk procedure, (ii) the
EMG signals can be easily acquired from muscle activities,

(iii) compared with most of the traditional pseudorandom
number generation solution [7], the EMG-based RN gener-
ation method neither requires a random seed nor complex
computation operations, and (iv) compared with the classic
ECG/EEG-based number generation solutions [4, 16], the
EMG-based RN generation method requires less computing
resources and shorter time to generateRNs. For these reasons,
we believe that the proposed EMG-based RN generation
methodwill become a promising technology used to generate
RNs for securing data confidentiality in WBSNs.

3.2. Performance Metric Determination. Considering the fact
that the entropy is an importantmetric tomeasure and reflect
the randomness and uncertainty of matter in a system, in
this paper, we select entropy as the performance metric to
measure and evaluate the randomness of the EMG-based
RNs. We calculate the entropy values for these generated
EMG-based RNs by using the following formula:

𝑆 = −𝐾 × 𝑁∑
𝑖=1

𝑃𝑖 ln (𝑃𝑖) , (1)

where 𝐾 is a constant, 𝑃𝑖 is the uncertainty (probability) of
the 𝑖th RN, and𝑁 is the number of RNs.
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Moreover, in order to further convince the effectiveness of
these generatedRNs, we calculate themean entropy value and
standard deviation of RNs generated from each EMG sensor
placed on every subject. Assuming the obtained entropy
values are 𝑒1, 𝑒2, 𝑒3, ⋅ ⋅ ⋅ , 𝑒𝑚, we calculate themean value of the
entropies by using the following formula:

𝐸𝑀 = 1𝑀 ×
𝑀∑
𝑖=1

𝑒𝑖, (2)

where 𝐸𝑖 is an entropy value, 𝑀 is the number of entropy
values, and 𝐸𝑀 is the mean entropy of RNs generated from
each EMG sensor.

Formula (2) is a general formula for the mean entropy
value calculation. In order to reduce the computational
complexity, we use an iterative method (see (3)) to calculate
the mean entropy value:

𝐸𝑀+1 = 𝐸𝑀 ×𝑀 + 𝑒𝑀+1𝑀+ 1 , (3)

We use the previous mean entropy 𝐸𝑀 and the new
entropy value 𝑒𝑀+1 to calculate the current mean entropy
value 𝐸𝑀+1. This means that the current mean entropy is
updated according to the newly recorded entropy values.

Similarly, the general formula for calculating the standard
deviation (SD) is presented in the following:

𝜎𝑀 = √∑𝑀𝑖=1 (𝑒𝑖 − 𝐸𝑀)
2

𝑀− 1 , (4)

Equation (4) is a general formula for calculating the
SD value. In order to reduce the computational complexity,
we also calculate the SD value utilizing an iterative method
presented in the following formula:

𝜎𝑀+1 = √𝜎2𝑀 × (𝑀 − 1)𝑀 + (𝑒𝑀+1 − 𝐸𝑀)2𝑀+ 1 , (5)

By using (5), we can calculate the new SD 𝜎𝑀+1 using
only four variables: the previous SD 𝜎𝑀, the previous mean
entropy value 𝐸𝑀, the current entropy value 𝑒𝑀+1, and the
previous records of entropy𝑀.

The mean entropy and the entropy SD values obtained
from (3) and (5) can be used as references for evaluating
the randomness and effectiveness of these generated EMG-
based RNs. Furthermore, we also use 15 tests provided by the
US National Institute of Standards and Technology (NIST)
to validate the performance of RNs [7]. Specifically, we
implement the five commonly used NIST tests (see Table 1)
as part of effort to further examine the randomness of our
proposed method. In other words, the five NIST tests have
been used in this work for evaluating the randomness of the
128 bit RNs and the pass rates have been defined as the ratio of
the numbers of 𝑝 value greater than 0.01 divided by the total
generated RNs.

It is worthy to note that the NIST suite consists of 15
different tests [3–5], and some of them require the length of

Table 1: The five most commonly used NIST tests.

Test cases Descriptions
F Test The frequency test
B Test The frequency test block
R Test The runs test
L Test The longest runs ones block test
A Test The approximate entropy test
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Figure 7: The EMG amplitudes between time 𝑡 = 0 ms and 𝑡 = 10
ms.

the RNs to be no less than 1,000,000 bits. In this study, we
only focus on evaluating an EMG-based RN with a length
of only 128 bits; thus we just utilize the five commonly used
NIST tests (namely, F Test, B Test, R Test, L Test, and A Test)
to verify the randomness of the generated RNs. Moreover,
interested readers can refer to our previouswork [16] formore
detail information on how the NIST tests are conducted for
the generated RNs.

4. Results and Analysis

In order to generate 128 bit EMG-based RNs and then
evaluate the randomness of them, we pull the EMG samples
from total 15 subjects including 10 healthy subjects (HS)
and 5 disabled subjects (DS); each subject has 7 wearable
biomedical sensors to gather the EMG signals. Figure 7
presents the EMG amplitudes collected from one of these
subjects (only EMG amplitudes between time 𝑡 = 0 ms and𝑡 = 10ms are illustrated in the figure in order to better show
the results).

After EMG feature extraction, feature encoding and
RN generation, we calculate the entropy values for these
generated RNs by using (1). From the obtained entropy values
shown in Table 2, it was observed that the entropy values of
the generated RNs varied from 0.9887 to 0.9998 among the 7
EMG sensors for a representative healthy subject.Meanwhile,
for an arbitrarily selected amputee, an entropy value that
ranged between 0.9914 and 1.0000 was recorded for the
generated RNs based on EMG recordings from the seven
sensors.
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Table 2: The entropy of RNs generated from EMG signals extracted from seven sensors (a healthy subject vs. an amputee subject).

No. A healthy subject An amputee subject
1 0.9887 0.9937
2 0.9998 1.0000
3 0.9914 0.9993
4 0.9998 0.9972
5 0.9914 0.9956
6 0.9984 0.9914
7 0.9972 0.9937

Table 3: The entropy of each sensor of health and disabled subjects.

No. MEHS VHS MEAS VAS
1 0.9967 1.88 × 10−5 0.9968 6.80 × 10−6
2 0.9861 3.02 × 10−5 0.9913 1.70 × 10−5
3 0.9959 1.51 × 10−4 0.9964 7.10 × 10−6
4 0.9948 1.03 × 10−5 0.9962 5.28 × 10−5
5 0.9996 2.80 × 10−6 0.9976 9.13 × 10−5
6 0.9952 9.40 × 10−6 0.9967 1.61 × 10−3
7 0.9973 1.74 × 10−5 0.9981 1.50 × 10−6

Table 4: The entropy of each sensor of health and disabled subjects.

Name Mean of entropy Variance of entropy
Health subjects (our Best) 0.9996 2.80 × 10−6
Amputee subjects (our Best) 0.9981 1.50 × 10−6
Subjects with myocardial infarction [6] 0.9902 2.31 × 10−6
Subjects with other CVD [6] 0.9899 2.96 × 10−6
Healthy subjects [6] 0.9893 3.46 × 10−6

Table 3 presents the average entropy of RNs generated
from each EMG sensor (i.e., from sensor 1 to sensor 7) placed
on 10 healthy and 5 amputee subjects. It shows that the mean
entropy of RNs generated from 10 healthy subjects (MEHS)
varies from 0.9861 to 0.9996. Meanwhile, the mean entropy
of RNs generated from 5 amputee subjects (MEAS) varies
from 0.9913 to 0.9981. The overall average entropy of both
categories of subjects per sensor varied from 0.9887 to 0.9986
(i.e., from sensor 1 to sensor 7).The variance of health subjects
(VHS) varied from 2.80×10−6 to 1.51×10−4, and the variance
of amputee subjects (VAS) varied from 1.50 × 10−6 to 1.61 ×10−3.Moreover, by comparisonwith themean entropy values,
we found that the mean of entropy of RNs generated from
EMG signals in our proposed approach is better than binary
previously study [6], as shown in Table 4.

Additionally, we implemented the five most commonly
used NIST tests (F Test, B Test, R Test, L Test, and A Test)
as part of effort to clarify the randomness of our proposed
method. We found out through experiment that, the pass
rates of the five NIST tests varied from 0.9857 to 1.0000 for
the healthy subjects and from0.9714 to 1.0000 for the amputee
subjects, as shown in Figures 8 and 9, respectively.

Through analyzing the results, we can observe that the
entropy values of RNs generated from the representative
healthy and amputee subjects shown in Table 2 are observed

to be close to 1.00, which reflects a perfect randomness as well
as a perfect performance. Also, similar performance can be
observedwhen the entropy of the entire 105 RNs is computed.
By comparing the RNs generated from the sensors deployed
at different positions of the body, the obtained entropy results
show that there is no distinctive difference between RNs from
any two sensors. This implies that the EMG sensor position
has no effect on the randomness of generated RNs.

Furthermore, we investigate the randomness of the
RNs generated based on the features extracted from EMG
recordings of the healthy and amputee subjects and then
compare the results obtained for both categories of subjects.
The rationale behind comparing the RNs of healthy and
amputee subjects is becauseWBSN systems have been widely
applied for both the healthcare and the sports training. In
healthcare, rehabilitation devices such as the prostheses are
now commonly available to help amputees regain their arm
functions. And the EMG signal patterns obtained from the
amputated arm have been reported to be different from that
obtained from the intact arm [28–30]. In this regard, we
compare the randomness of the RNs generated from the
healthy and amputated subjects to see if the variations in
EMG signal patterns between both categories of subjects
would be different. From the comparison, it can be observed
that there is no distinctive difference between the RNs of the
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Figure 8: The pass rates of 128-bit RNs using five NIST tests (RNs
generated from EMG of healthy subjects).

F Test B Test R Test L Test A Test
�e five NIST tests

Amputee Subjects

0.85

0.9

0.95

1

1.05

�
e p

as
s r

at
es

Figure 9: The pass rates of 128-bit RNs using five NIST tests (RNs
generated from EMG of disabled subjects).

healthy and amputee subjects.We can see from this result that
our proposed method is robust and could be used to secure
the data in WBSN systems regardless of the health status of
the user (whether the user is healthy or not).

We also compare the pass rates of the RNs generated
by the proposed EMG-based RN generation method with
those resulted from the Interpulse Intervals- (IPIs-) based
RN generation method [16] (the pass rates of the 128-bit
RNs generated from IPIs of 20 healthy subjects have been
tested). In order to make the comparison more reasonable,
the pass rates of RNs from healthy subjects generated by the
EMG-based RN generation method and the IPIs-based RN
generationmethod are illustrated only, as shown in Figure 10.
As the figure shows, the proposed EMG-based RN generation
method outperforms the IPIs-based RN generation method
in all cases in terms of RNpass rate.The subfigure in Figure 10
shows the cumulative average pass rates of the two methods.
As the subfigure shows, the EMG-based RN generation
method achieves a better pass rate in comparison with the
IPIs-based RN generation method. More specifically, the

average pass rate of the EMG-based RN generationmethod is
about 3.54% higher than that of the IPIs-based RN generation
method.

5. Discussion

In Section 4, we demonstrated how the proposed EMG-based
RNs generation method is robust, we also investigated the
randomness of the EMG-based RNs, and we believe that
the EMG-based RNs can be used to enhance the privacy
of wearable device communications and secure the data in
WBSN systems. In this section, we discuss the limitations
of the work and explore some potential directions for future
research:

(i) Despite the promising results achieved by the pro-
posed EMG-based RNs generation method, it may
not be applicable to persons with neuromuscular
disorder, who lack the ability to provide EMG signals
from which RNs could be generated.

(ii) It is unknown whether the proposed EMG-based
RNs generation method would be robust to variation
in muscle contraction level. Therefore, we plan to
investigate this issue in our future study.

(iii) It is unknown what the capabilities of the EMG-
based RNs are allowed to an attacker. Our future work
will study the existing threat models [31] and further
define a proper threat model to assess the security
capabilities of a WBSN system with the EMG-based
RNs.

(iv) It is also unknown whether the proposed EMG-
based RNs generation mechanism can be used in the
promising anonymous mutual authentication proto-
cols for wearable sensors. This is a very interesting
topic and will be carried on in our future research.

(v) As discussed in the previous section, we consider five
different NIST tests that could be used to validate the
randomness of RNs of 128-bit length. However, as a
secure RN generator, it should be better to pass all
the 15 NIST tests. We will extend our proposal and
evaluate the randomness under those test cases.

(vi) In addition, we believe that a WBSN system with the
promising collaboration computing andmultipathing
technologies [32–36] is an interesting topic worth
further investigation. In our future work, we will also
apply these promising technologies to optimize the
performance of the WBSN systems.

6. Conclusion

In this paper, we present a novel EMG-based RN gener-
ation method which uses the human muscle activity as
green energy resource to generate 128 bit RNs for securing
data communication in a WBSN system. Compared to the
previously proposed methods that used ECG features to
generate RNs for securing the data in WBSN systems [16],
our EMG-based approach could generate random numbers
with comparable performance and high speed of generation
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Figure 10: Pass rates of the EMG-based RN generation method as compare to the IPI-based RN generation method [16].

(128 bit per second). In addition, the proposed surface EMG-
based RNs generation method can be used for real-time
applications for aWBSN system since the signal from a single
EMG sensor would be sufficient to provide the required RNs
based on our experimental results. In addition, unlike the
EEG-based RNs generationmethod that is sensitive to sensor
position as placed on the scalp of a subject, our proposed
EMG-based approach is insensitive to sensor location on the
muscle, which is an advantage over the recently proposed
EEG-based approach [4]. The results from five NIST statis-
tical tests reveal that the RNs generated by our method can
potentially be used as authentication identifiers or encryption
keys for securing WBSNs.
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“Toward self-authenticable wearable devices,” IEEE Wireless
Communications Magazine, vol. 22, no. 1, pp. 36–43, 2015.

[27] MATLAB Wavelet Toolbox User’s Guide. https://www.math-
works.com/help/wavelet/examples.html.

[28] G. Zheng, G. Fang, R. Shankaran et al., “Multiple ECG Fiducial
Points-Based Random Binary Sequence Generation for Secur-
ing Wireless Body Area Networks,” IEEE Journal of Biomedical
and Health Informatics, vol. 21, no. 3, pp. 655–663, 2017.

[29] M. J. Cler and C. E. Stepp, “Discrete Versus Continuous Map-
ping of Facial Electromyography for Human-Machine Interface
Control: Performance and Training Effects,” IEEE Transactions
on Neural Systems and Rehabilitation Engineering, vol. 23, no. 4,
pp. 572–580, 2015.

[30] D. Brunelli, E. Farella, D. Giovanelli, B. Milosevic, and I.
Minakov, “Design considerations for wireless acquisition of
multichannel sEMG signals in prosthetic hand control,” IEEE
Sensors Journal, vol. 16, no. 23, pp. 8338–8347, 2016.

[31] D. Wang and P. Wang, “Two Birds with One Stone: Two-Factor
Authentication with Security Beyond Conventional Bound,”
IEEE Transactions on Dependable and Secure Computing, vol.
15, no. 4, pp. 708–722, 2018.

[32] F. Song, Y.-T. Zhou, K. Kong,Q. Zheng, I. You, andH.-K. Zhang,
“Smart collaborative connection management for identifier-
based network,” IEEE Access, vol. 5, pp. 7936–7949, 2017.

[33] Z. Ai, Y. Zhou, and F. Song, “A Smart Collaborative Routing
Protocol for Reliable Data Diffusion in IoT Scenarios,” Sensors,
vol. 18, no. 6, p. 1926, 2018.

[34] Y. Cao, F. Song, Q. Liu, M. Huang, H. Wang, and I. You, “A
LDDoS-Aware energy-efficientmultipathing scheme formobile
cloud computing systems,” IEEE Access, vol. 5, pp. 21862–21872,
2017.

[35] F. Song, Z. Ai, J. Li et al., “Smart Collaborative Caching for
Information-Centric IoT in Fog Computing,” Sensors, vol. 17,
no. 11, p. 2512, 2017.

[36] Z. Ai, Y. Liu, F. Song, and H. Zhang, “A Smart Collaborative
Charging Algorithm for Mobile Power Distribution in 5G
Networks,” IEEE Access, vol. 6, pp. 28668–28679, 2018.

https://www.mathworks.com/help/wavelet/examples.html
https://www.mathworks.com/help/wavelet/examples.html


Research Article
Identity-Based Fast Authentication Scheme for
Smart Mobile Devices in Body Area Networks

ChenWang ,1,2 Wenying Zheng ,3 Sai Ji ,4 Qi Liu,4 and Anxi Wang4

1The School of Computer and Software, Nanjing University of Information Science & Technology, Nanjing 210044, China
2Guangxi Key Laboratory of Cryptography and Information Security, Guilin, China
3The School of Applied Meteorology, Nanjing University of Information Science & Technology, Nanjing 210044, China
4The Jiangsu Engineering Center of Network Monitoring, Nanjing University of Information Science & Technology,
Nanjing 210044, China

Correspondence should be addressed to Wenying Zheng; zhengwy0501@126.com

Received 11 April 2018; Revised 31 May 2018; Accepted 20 June 2018; Published 5 August 2018

Academic Editor: Ding Wang

Copyright © 2018 Chen Wang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Smart mobile devices are one of the core components of the wireless body area networks (WBANs). These devices shoulder the
important task of collecting, integrating, and transmittingmedical data.When a personal computer collects information from these
devices, it needs to authenticate the identity of them. Some effective schemes have been put forward to the device authentication in
WBANs.However, few researchers have studied theWBANsdevice authentication in emergency situations. In this paper, we present
a novel system named emergency medical system without the assistance of doctors. Based on the system, we propose an identity-
based fast authentication scheme for smart mobile devices inWBANs.The scheme can shorten the time of device authentication in
an emergency to achieve fast authentication. The analysis of this paper proves the security and efficiency of the proposed scheme.

1. Introduction

Nowadays, people’s quality of life is improving with the
development of society and technology [1]. People’s pursuit
of happy life has a broader definition. With the continuous
improvement of medical level, the phenomenon of aging
has appeared in many developed and developing countries.
People are in urgent need of a more complete medical system
to ensure health and safety. Real time health monitoring is
needed to prevent the possibility of chronic diseases and also
for emergency treatment of sudden diseases.

Wireless body area network (WBAN) is a network com-
posed of sensor nodes, personal terminals, and medical
cloud platforms [2–6]. WBANs can be used to monitor user
signs, feed back on real-time data, provide corresponding
treatment plan, and make relevant emergency measures.
WBANs can not only monitor medical information and vital
signs such as body temperature, pulse, and blood pressure
through the attachment of sensor nodes, but also inject
drugs with the help of embedded actuators to achieve long-
term treatment, remote treatment, and emergency treatment.

Some researchers consider that WBANs consist of three
parties, including patients, doctors, and cloud servers [7–
10]. In fact, in some emergency cases, the participation of
doctorsmay not be able to participate in the treatment timely.
These emergency cases include falls, myocardial infarction,
and stroke. If all the treatments have to wait for the doctor
to confirm, the best treatment period might be missed. In
this paper, we think that WBAN is mainly composed of
three parts: smart mobile devices (SMDs), personal digital
assistants (PDAs), and remote cloud servers (RCSs) [11, 12].
An SMD is a portable sensor or actuator that has certain com-
puting power and can perceive the specific information of
the outside world. SMDs are indispensable parts of WBANs.
SMDs can be utilized not only as a channel for WBANs
to perceive external information, but also as a means for
WBANs to intervene in the outside world. PDA can be a
kind ofmobile computing terminal with personal computers,
smart phones, and so on. PDA is responsible for receiving
messages collected by SMD or issuing commands to SMD.
TheRCS is responsible for storing and analyzingmedical data
and feedback treatment recommendations [13, 14].
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Motivation of This Paper. Most of the existing schemes
for WBAN do not consider how to implement emergency
treatment without doctors’ participation, so as to alleviate
the sudden exacerbation of the patient’s disease. The existing
authentication scheme cannot be efficient and fast for such
situations.

Our Contributions. The contributions of this paper can be
concluded as the following three points. We first discuss a
special case of how to perform treatment when a patient
meets a sudden illness. The case is taken as the environment
of the proposed system and scheme. We then propose an
emergency medical system without the assistance of medical
staff. Based on the system, we present the novel scheme
to achieve fast authentication for smart mobile devices in
WBANs. The detailed contributions are listed as follows.

(i) A special case is discussed. When the monitored
object is suffering from sudden onset of myocar-
dial infarction and stroke, WBANs are needed for
emergency treatment. Under such circumstances, the
traditional three-party system of patients, doctors,
and medical cloud is no longer applicable. This paper
discusses the particularity of this case and further
studies on it.

(ii) An emergency medical system has been proposed.
Based on the discussed case, we provide a system
design that can be applied to this case. The novel
emergency medical system is mainly composed of
smart mobile devices, personal digital assistants, and
remote cloud servers.

(iii) An identity-based fast authentication scheme is
proposed. Finally, we propose an identity-based fast
authentication scheme for smart mobile devices in
WBANs. The scheme can quickly realize the identity
authentication of a device and provide a reliable
precondition for further encrypted data transmission
of the system.

Organizations. The remainder of this paper is organized as
follows. Section 2 presents some related works. Section 3
illustrates some preliminaries of this paper, including bilinear
pairing, system model, and system components. Section 4
shows the security models of the novel authentication
scheme. Section 5 presents the proposed scheme in detail.
Section 6 states the security analysis of the proposed scheme.
Section 7 presents the performance analysis of the scheme
with simulations on PBC. Finally, the conclusions are drawn
in Section 8.

2. Related Works

Many researchers have studied the authentication of smart
mobile devices in WBANs.

Wang et al. [15] present an overview of attacks, principle,
and solutions on the anonymity of two-factor authentication
schemes. To improve the current schemes from being stuck
with the security-usability tension, the scheme proposed by
Wang et al. [16] can resolve the various issues arising from
user corruption and server compromise.

Chiou et al. [17] propose a scheme which guarantees
anonymity, unlinkability, and message authentication for
uses.Theproposed scheme also allows patients to directly and
remotely consult with doctors in a safe way.

Li et al. [18] present participant authentication in mobile
emergency medical care systems for patients supervision.
They propose a secure cloud-assisted architecture for access-
ing and monitoring health in WBANs. Chaotic maps based
authentication and key agreement mechanisms are utilized
to provide data security and mutual authentication. Based on
the proposed scheme, Li et al. [19] design another dynamic
identity and chaotic maps based authentication scheme and a
secure data protection approach to prevent illegal intrusions
for medical systems. They also propose an improved secure
authentication and data encryption scheme for the smart
devices in medical systems in [20].

Li et al. [21] propose an anonymous mutual authenti-
cation for centralized two-hop WBAN. The scheme allows
sensor nodes attached to the patient’s body to authenticate
with the local server/hub node.

Das et al. [22] find that some existing schemes are still
vulnerable to privileged-insider attack. So they present a
smartcard-based anonymous user authentication scheme for
medical systems to be secure against possible known attacks.

To achieve secure and authorized communication, a
symmetric key based authentication protocol is designed for
medical system by Srinivas et al. [23]. They claimed that the
results show that their scheme reaches the level of security
requirements and has suitable cost for applications inmedical
environment.

Some researchers achieve security authentication in
WBANs with some novel technologies. For instance, Haya-
jneh et al. [24] propose a scheme based on the Rabin authen-
tication algorithm. They modify the algorithm to improve
its signature signing process for delay-sensitive applications
in WBANs. Park et al. [25] propose a selective group
authentication scheme using Shamir’s threshold technique.
They prove that their scheme can achieve efficient user
authentication and conditional access authority for devices in
medical systems.

Mohit et al. [26] achieve mutual authentication between
healthcare center, cloud server, and patients, which can
support patient anonymity and resist strong security attacks
such as nonrepudiation and confidentiality of data.

Li et al. propose a scheme to resist Denial of Service (DoS)
attack [27]. To further solve problems inWBANs, Li et al. [28]
provide three protocols for different tiers.The three protocols
allow the anonymous authentication among mobile users,
controller nodes, and the medical server.

3. Preliminaries

Here are some preliminaries provided for the proposed
scheme.

3.1. Bilinear Pairing. Let G1 and G2 be two groups of prime
order 𝑞. LetG1 be an additive group andG2 be amultiplicative
group. 𝑒 is set to be as a mapping on (G1,G2) : G21 → G2.
The cryptographic bilinear map 𝑒 satisfies the following
properties.
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Bilinearity. 𝑒(𝑎𝑃, 𝑏𝑄) = 𝑒(𝑃, 𝑄)𝑎𝑏 for all 𝑃,𝑄 ∈ G1 and𝑎, 𝑏 ∈ 𝑍∗𝑞 . This can be expressed in the following manner.
For 𝑃,𝑄, 𝑅 ∈ G1, 𝑒(𝑃 + 𝑄, 𝑅) = 𝑒(𝑃, 𝑅)𝑒(𝑄, 𝑅).
Nondegeneracy. If 𝑃 is a generator of G1, then 𝑒(𝑃, 𝑃) is a
generator of G2. In other words, 𝑒(𝑃, 𝑃) ̸= 1.
Computability. 𝑒 is efficiently computable.

3.2. System Model. In this subsection, we provide the intro-
duction of the novel system in this paper.The system is named
as emergencymedical system. Figure 1 shows a schematic dia-
gram of the system.The system is composed of sensors, actu-
ators, PDA, and the cloud. Sensor nodes are responsible for
collecting medical information in the WBAN. All data from
the sensor nodes are compiled by PDA.The cloud will receive
a summary of the information that PDA sends to it. Accord-
ing to cloud analysis of the current data and comparison of
historical data, a treatment plan is chosen.The treatment plan
will be directly sent to various actuators in a concise way, and
the whole treatment plan will be sent to PDA.

3.3. System Components. The components of the system
include smart mobile devices (SMDs), personal digital assis-
tants (PDAs), and remote cloud servers (RCSs). The three
main components are introduced as follows.

Smart Mobile Devices (SMDs). SMDs are sensors or actu-
ators with certain computing ability in WBANs. Sensors
are responsible for perceiving vital signs of patients. The
important user medical data collected is transmitted by
sensors in some specific form. The actuators are responsible
for specific treatment operations after receiving instructions,
such as injection of adrenaline and electric shock.

Personal Digital Assistants (PDAs). PDAs are personal com-
puters or smart phone taken by the patient. As a link between
smart devices and cloud servers, PDA is responsible for trans-
mitting SMD’s collected information and RCS’s instructions.

Remote Cloud Servers (RCSs). The RCS is often a group of
distributed computers with super computing power and large
storage space. For ease of interpretation, we usually think that
RCS’s computing power and storage space are infinite.

4. Security Model

In this section, the security model of this paper is provided.
Note that the key generation center (KGC) utilized in this
paper is considered as a trusted third party to generate some
system parameters [29–32].

4.1. A Forged SMD. We assume that a forged SMD may try
to send the wrong message with the legal identity of the
original SMD.Once such behavior is successful, it will be very
dangerous for patients in the medical system. For example, a
patient has no stroke, and the node passes the authentication
and sends a stroke message to PDA, which could lead to the
final error diagnosis of the patient and the treatment of the
patient with the wrong medicine.

Figure 1: A schematic diagram of the emergency medical system.

4.2. Men-in-the-Middle Attack. Men-in-the-Middle (MITM)
attack refers to the attack that the attacker intercepts the
message and attempted to tamper with the medical message.
This kind of attack will cause the original information to be
destroyed, which leads the system to be unable to pass the
authentication of SMD. We assume that an MITM attacker
have the ability to block the message and implement all
necessary calculations.

4.3. Replay Attack. Replay attack means that the attacker
collects authentication messages sent before SMD and sends
to PDA, trying to pass the authentication by PDA.This attack
uses a message that has been authenticated. If the scheme is
not well designed, the old authentication message is likely to
be used by malicious users to achieve their goals. We assume
that the attacker have the ability to obtain the historical
authentication message and resubmit it.

5. Our Proposed Authentication Scheme

The proposed scheme is introduced detailedly in this section.

5.1. Overview of the Scheme. The whole scheme consists of
threemain phases: device fast authentication, secure message
transmission, and secure instruction distribution. The whole
scheme is shown in Figure 2.The circles in Figure 2 represent
SMDs, including sensors and actuators, and the rectangle
represents a PDA. A certain amount of SMDs are deployed
on the patient. When a sudden illness occurs, one or more
SMDs will monitor the change of corresponding parameters
and integrate medical data information. Subsequently, SMDs
need to prove identities and transmit encrypted information
to the PDA. Then, the PDA needs to transmit the message
to the RCS. These steps are the device fast authentication
and secure message transmission that we mentioned earlier.
RCS analyzes the current data with its powerful computing
power and compares the data with the stored historical data.
After a corresponding treatment decision is formulated, the
RCS reaches the treatment instruction by secure instruction
distribution phase. In this paper, we focus on the method
of device fast authentication. We will provide some feasible
solutions of the other phases for reference.

5.2. Device Fast Authentication. This authentication method
is the main innovation of our paper. The detailed expo-
sition will be carried out in this subsection. The device
fast authentication consists of three algorithms: registration,
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Figure 2: Illustration of the proposed scheme.

Figure 3: The process of device fast authentication.

authentication information delivery, and identity authen-
tication. We will provide the detailed description of the
three algorithms. The authentication information delivery
and identity authentication are illustrated in Figure 3.

Registration. When every SMD enters WBAN, it needs to
register with KGC.

KGC chooses a random number 𝜆. Let a point 𝑃 onG1 be
a generator.The system public key is computed as𝑃𝑝𝑢𝑏 = 𝜆⋅𝑃.
Choose two hash functions𝐻1 and𝐻2 as𝐻1 : {0, 1}∗ → G∗1
and𝐻1 : {0, 1}∗ → {0, 1}𝑙, where 𝑙 represents a length of the
number. Suppose that the identity of a SMD is 𝐼𝐷. The public
key of the SMD is 𝑄 = 𝐻1(𝐼𝐷) and secret key 𝑆 = 𝜆 ⋅ 𝑄.

The system parameter will be written into the memory of the
SMD.

Authentication Information Delivery. If the SMD wants to
transmit message, its identity needs to be authenticated.

SMD first chooses a random number 𝑓. A current time-
stamp 𝑇1 is recorded and hashed as 𝜏 = 𝐻2(𝑇1). Authentica-
tion information 𝐹 and 𝐿 will then be calculated as follows.

𝐹 = 1
𝜏𝑃𝑝𝑢𝑏 +

𝑓
𝜏 ⋅ 𝑃,

𝐿 = 𝑃
𝑆 + 𝑓 ⋅ 𝑄 ,

(1)

where 𝜏 is the hashed timestamp, 𝑃𝑝𝑢𝑏 is the public key of
the system, 𝑓 is the random number chosen by SMD, 𝑃
represents the generator of the system,𝑄 refers to the hashed𝐼𝐷, and 𝑆 is the secret key of SMD.

The authentication information file is organized as(𝐹, 𝐿, 𝑇1), which is then sent to PDA for authentication.

Identity Authentication. After the authentication information
file is received, PDA first checks 𝑇1 to figure out whether
the message is delayed when being transmitted. Then, 𝜏 =𝐻2(𝑇1) is performed to calculate the hash value of the
timestamp. Finally, PDA determines whether the device is a
trusted one by the following formula.

𝑒 (𝑄𝐹, 𝜏𝐿) ?= 𝑒 (𝑃, 𝑃) , (2)

where 𝑄 is the hashed identity of the SMD, 𝜏 is the hashed
timestamp calculated by the PDA itself, and 𝑒(𝑃, 𝑃) can be
computed offline.

5.3. Secure Message Transmission and Secure Instruction
Distribution. The two algorithms, which are named as secure
message transmission and secure instruction distribution,
are both encryption methods. The encryption methods are
proven to be safe inWBAN and can be utilized in our system.

We consider two entities in these algorithms: sender
and receiver. The registration phase of the sender is the
same as what is introduced in the algorithm of device
fast authentication. The hashed identities of the sender and
receiver are 𝑄1 and 𝑄2. The secret keys of the sender and the
receiver are 𝑆1 and 𝑆2.

The sender first chooses random number 𝑟 and computes𝑅 = 𝑟 ⋅ 𝑃. Then, the sender calculates 𝑦 = 𝑒(1/𝑃, 1/𝑄1𝑃)𝑟.
Then the sender computes encryptedmessage file𝑀with

plaintext𝑚:

𝑀 = 𝑚 ⊕𝐻3 (𝑦) , (3)

where𝐻3 is a hash function:𝐻3 : {0, 1}∗ → {0, 1}ℎ and ℎ is
the length of the message file𝑚.

The final parameter 𝐸 is calculated as

𝐸 = 𝑆1𝑄2𝑆1𝑅 + 𝑟
𝑄2𝑆1𝑅. (4)
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The file (𝑀, 𝐸, 𝑅) will be sent to the receiver.
The receiver calculates parameter 𝐵 as

𝐵 = 𝑆2𝑄1𝑃𝑝𝑢𝑏 + 𝑅. (5)

Let 𝑦 = 𝑒(𝐵, 𝐸) and𝑚 = 𝑀 ⊕𝐻3(𝑦).
According to the above steps, the collected medical data

or the instruction data can be transmitted to the receiver
safely and acquired.

6. Security Analysis

In this section, the correctness and security against a forged
SMD, MITM attack, and replay attack of our proposal are
proved.

6.1. Correctness. The correctness of device fast authentication
is proved as follows:

𝑒 (𝑄𝐹, 𝜏𝐿)
= 𝑒 (𝑄(1𝜏𝑃𝑝𝑢𝑏 +

𝑓
𝜏 ⋅ 𝑃) , 𝜏 ( 𝑃

𝑆 + 𝑓 ⋅ 𝑄))

= 𝑒(𝑃𝑄𝜏 (𝜆 + 𝑓) , 𝜏𝑃 1
𝜆𝑄 + 𝑓𝑄)

= 𝑒(𝑄𝜏 (𝜆 + 𝑓)𝑃, 𝜏𝑄
1

𝜆 + 𝑓𝑃)
𝑖𝑓𝜏=𝜏= 𝑒 (𝑃, 𝑃)

(6)

Obviously, if 𝜏 = 𝜏, 𝑒(𝑄𝐹, 𝜏𝐿) = 𝑒(𝑃, 𝑃). In fact, 𝜏 and𝜏 are computed with the same timestamp and hash function,
so the authentication process is correct and efficient.

The correctness of the message transmission scheme for
secure message transmission and secure instruction distribu-
tion is proved as follows:

𝑦 = 𝑒 (𝐵, 𝐸) = 𝑒( 𝑆2𝑄1𝑃𝑝𝑢𝑏 + 𝑅,
𝑆1𝑄2𝑆1𝑅 + 𝑟

𝑄2𝑆1𝑅)

= 𝑒( 𝜆𝑄2(𝑄1𝜆 + 𝑟) 𝑃 ,
𝜆𝑄1 + 𝑟𝑄2𝜆𝑄1𝑟𝑃) = 𝑒( 1𝑃 ,

1
𝑄1𝑃)

𝑟

= 𝑦

(7)

It can be seen from the proof that the values of 𝑦 and 𝑦
are equal; obviously the recalculated 𝑚 by 𝑦 is the same as
the real one. So the design of the transmission scheme is also
correct.

6.2. Security against a Forged SMD. A forged SMD may
falsify the authentication information in order to pass the
authentication. He can get the current timestamp to calculate𝜏. He can also select a random number 𝑓 to calculate𝐹 = (1/𝜏)𝑃𝑝𝑢𝑏 + 𝑓/𝜏 ⋅ 𝑃. Actually, the forged SMD has no
opportunity to obtain the value of 𝑆. So he cannot calculate𝐿 = 𝑃/(𝑆+𝑓 ⋅𝑄). To sum up, our scheme can resist the attack
by a forged SMD.

Table 1: Computational cost comparison.

Phases SMD PDA
Authentication information delivery 1H+3M /
Identity authentication / 1H+1M+1P

6.3. Security againstMen-in-the-Middle Attack. MITMattack
may cause medical information to be replaced or tampered
in the middle. An adversary may calculate a fake secret key𝑆 = 𝜆𝑄 and choose a new random number 𝑓 and replace
the value 𝜏 with a new hashed timestamp 𝑇2, remarked as 𝜏2.
In fact, he still cannot pass the authentication.Thenew𝐹 and𝐿 can be calculated as follows:

𝐹 = 1
𝜏2𝑃𝑝𝑢𝑏 +

𝑓
𝜏2 ⋅ 𝑃,

𝐿 = 𝑃
𝑆 + 𝑓 ⋅ 𝑄 .

(8)

The faked file (𝐹, 𝐿, 𝑇2) will be sent to the PDA. PDA
computes 𝜏2 = 𝐻2(𝑇2). 𝑒(𝑄𝐹, 𝜏2𝐿) is computed as follows:

𝑒 (𝑄𝐹, 𝜏2𝐿)
= 𝑒(𝑄( 1

𝜏2𝑃𝑝𝑢𝑏 +
𝑓
𝜏2 ⋅ 𝑃) , 𝜏2 (

𝑃
𝑆 + 𝑓 ⋅ 𝑄))

= 𝑒(𝑃𝑄𝜏2 (𝜆 + 𝑓
) , 𝜏2𝑃 1

𝜆𝑄 + 𝑓𝑄)

= 𝑒(𝑄𝜏2 (𝜆 + 𝑓
) 𝑃, 𝜏2𝑄

1
𝜆 + 𝑓𝑃)

= 𝑒((𝜆 + 𝑓) 𝑃, 1
𝜆 + 𝑓𝑃) ̸= 𝑒 (𝑃, 𝑃)

(9)

It is not difficult to see that the new parameters of the
MITM can not be certified.

6.4. Security against Replay Attack. An attacker who imple-
ments replay attack can try to pass the authentication by
collecting files previously sent by SMD and sending an old
file to PDA. In fact, there is a timestamp in the file. If the
time difference between the timestamp and the time in which
the file is accepted by PDA is beyond the range of the delay
tolerance, the file will be identified as an invalid one. If the
attacker tampered with the timestamp, he could not calculate
the 𝐹 matched with the new timestamp because the random
number 𝑓 is unknown.

7. Performance Analysis

The performance of the proposed scheme is discussed in
this section. The computational cost of different entities in
the proposed scheme is shown in Table 1. We take into
consideration the computational costs of SMD and PDA.
We consider the cost of collision-resistant hash function,
bilinear pairing, and scalar multiplication [33]. In Table 1, M
represents scalar multiplication, P denotes bilinear pairing,
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Figure 4:The time cost of SMD and PDA in the emergencymedical
system.
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Figure 5: The time cost of an SMD in our scheme and ECQV.

and H represents collision-resistant hash function operation.
The result comes out that the SMD costs 1 scalar multipli-
cation and 1 collision-resistant hash function operation for
sending the authentication message to the PDA. The PDA
costs 1 scalarmultiplication, 1 bilinear pairing, and 1 collision-
resistant hash function operation to certificate the identity of
SMD.

The efficiency of the proposed scheme is simulated on
GNU Multiple Precision Arithmetic (GMP) library and
Pairing-Based Cryptography (PBC) library (https://crypto
.stanford.edu/pbc/). C language is utilized on a Linux system
with Ubuntu 16.04 TLS, a 2.60 GHz Intel(R) Xeon(R) CPU
E5-2650 v2, and 8 GB of RAM.The results are shown in Fig-
ure 4. Because SMDs and PDA are resources limited devices,

controlling their computing resources consumption is very
important. Our simulation reflects the time summation of
all SMDs and the time cost of PDA when multiple SMDs
send authentication requests to PDA. Because the number
of devices in WBAN is limited, the simulation results show
that our design can effectively reduce the computational cost
of PDA. Figure 5 shows the comparison between the novel
protocol andECQV [34].We can see that when the number of
SMDs increase, the computational cost of our novel scheme
is lower.

8. Conclusion

In this paper, we discuss the emergency situations inWBANs
where the participation of doctors will seriously reduce the
efficiency of treatment. In order to solve the problem of emer-
gency treatment, we propose an emergency medical system.
Based on the system, an identity-based fast authentication
scheme for smart mobile devices in WBANs is proposed. In
addition, we also provide a message transmission scheme to
improve the system. The authentication scheme is proven to
be secure and efficient in our analysis and simulation.
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The application of implantablemedical devices (IMDs), which solves the problems of geographical distance limitation and real-time
health monitoring that plague patients and doctors, has caused great repercussions in the medical community. Despite the great
potential of wide application, it also brings some security and privacy issues, such as the leakage of health data and unauthorized
access to IMDs. Although a number of authentication and key agreement (AKA) schemes have been developed, we find that some
subtle attacks still remain to be addressed. Then we propose an improved AKA scheme which achieves strong security features
including user anonymity and known key security. It is formally proved to be secure under the Real-or-Randommodel. Moreover,
a comprehensive security analysis shows that our scheme can resist various attacks and satisfy the desired requirements. Finally,
the performance analysis shows the superiority of our protocol which is suitable for the implantable medical system.

1. Introduction

With the improvement of wireless communication technolo-
gies, the implantable medical devices (IMDs), such as pace-
makers, cranial nerve stimulators, and cochlear implants,
have been widely used in the medical services field [1, 2].
All these micro devices implanted in patients’ body can
continuously monitor and collect data to reflect the patient’s
health. Through controller node (CN), implantable medical
devices are able to transmit the data to the remote attending
physician or the medical institution, which greatly simplifies
the treatment process of patients and breaks the limitation
of region. Generally speaking, the combination of these
advanced technologies improves health care practices, urgent
care, and preventive health [3].

A typical architecture of implantable medical system is
shown in Figure 1. CN and IMDs firstly register to the trusted
authority (TA) before they are deployed into the system.
Then, IMDs collect data such as body temperature, heart
beats, and blood pressure, which can be derived by CN via
wireless communication technologies, such as Bluetooth or
ZigBee [4]. After the collection process, the CN needs to be

plugged into the Internet via an access point to be accessible
by the attending physician or the medical institution. In the
meantime, cloud servers may be used for storing collected
health data to ease the storage burden on mobile devices
[5, 6].

However, it is the application of wireless communication
thatmakes the transmission ofmedical data face the potential
security risks [7–9]. According to theDolev-Yao threatmodel
[10], the implantable medical system is facing a wide range
of malicious attacks which may cause the leakage of health
data and unauthorized access to IMDs. In response to the
serious security threats, it is imperative to design a mutual
authentication and key agreement (AKA) mechanism which
can ensure the confidentiality of the transmitted sensor data
and resist malicious attacks.

1.1. Related Work. With the wireless interface enabled, IMDs
can be accessed by an authorized operator in physical
proximity via the IMDs programmer. However, the wireless
communication and networking capabilities of IMDs turn
out to be the major sources of security vulnerabilities [11,
12]. For this purpose, access control for implantable medical
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Figure 1: The network model of the implantable medical system.

system is highly desired and many schemes have also been
put forward in this field.

Initially, considering the scarce energy reserves and
limited communication capacity of IMDs, some schemes
based on symmetric key cryptography [15–19]were proposed,
they realized high encryption speed and efficiency at the
same time but showed weaknesses of resisting against certain
attacks, and the complexity of keymanagementwill introduce
large memory and communication overhead which contra-
dicts their original intentions.This means that the symmetric
key cryptography based schemes are difficult to provide a
complete security guarantee for implantable medical system.

Then, traditional public key cryptography (TPKC) based
authentication schemes [20, 21] were implemented in IMDs.
Unfortunately, the limited computing capability and battery
capacity of the mobile device hinders the application of
TPKC in implantable medical system. The concept of ECC
(Elliptic curve cryptosystem) was then put forward [22]
which provided the same security with a much smaller key
size compare to the TPKC [23] so that many ECC-based
protocols were proposed subsequently [13, 24]. In 2013, Liu
et al. [25] put forward a scheme in which they used the
bilinear pairing defined on the elliptic curve to design a
new certificateless signature scheme, but later in 2014, Xiong
[26] analyzed the Liu et al.’s authentication protocol and
concluded that their scheme was prone to a kind of attack
by a key replacement adversary [27]. In 2016, He et al.
[28] also claimed that the Liu et al.’s scheme cannot resist
the impersonation attack; meanwhile they put forward their
own improved protocol. In 2018, Li et al. [29] analyzed the
loopholes in each layer of the current implantable medical
system and put forward a complete three-layer scheme.

Aswe know, each authentication factor has its own advan-
tages and disadvantages. Passwords are prone to dictionary
attackswhile smart cardsmay be lost. A number of two-factor
protocols [30–38] have been put forward. In these schemes,
two kinds of factors, i.e., passwords and smart cards, are

combined to achieve user authentication. In 2015, He et al.
came up with a scheme [35] where the smart card is used to
store some private parameters about healthcare applications
using wireless medical sensor networks. Wei et al. proposed
an anonymous authentication scheme [33] for wireless body
area networks in 2017 as well as gave a formal security analysis
of the protocol.

To further enhance the security strength of two-factor
protocols, three-factor authentication (3FA) schemes which
consolidate all three factors (i.e., passwords, smart cards, and
biometrics) have attracted more and more attentions [14, 39–
44]. In 2017, Wei applied the fuzzy extractor scheme into
his newly proposed protocol [39] to handle the biometrics.
Meanwhile Jiang et al. presented a scheme [41] where the
biohashing is used to protect the biometrics. In 2016, Wu et
al. proposed a 3FA scheme [43] aiming at summarizing the
flaws that existed in previous typical protocols and came up
with amore complete solution. In 2017, Li et al. [40] remedied
flaws in Jiang et al.’s scheme [32] in which fuzzy commitment
is used to protect biometrics. In 2017, Wazid et al. provided
a 3FA scheme [14] for IMDs and claimed that their protocol
couldmeet the known security, butwe reveal that the protocol
cannot achieve complete security.

1.2. Motivations and Contributions. With the popularity of
the IMD, its safety and privacy protection have attracted great
attention and a large number protocols in this field have
emerged, but few of them can achieve the desired security
guarantee. In such a situation, it is imperative to sum up
the defects in previous protocols and propose new schemes
to make the implantable medical system more secure and
reliable. Among these protocols, we pickWazid et al.’s scheme
[14] as a typical case study to analyze some defects of the
scheme. Then we propose a trusted authority assisted 3FA
protocol which effectively solves the security vulnerabilities
in the original protocol. Our contributions are summarized
as follows:
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(i) First, we find out three drawbacks of the most recent
3FA protocol of Wazid et al. To be specific, we find
that the scheme cannot withstand offline password
guessing attack, the CN impersonation attack, and the
authentication phase of the protocol is problematic.

(ii) Second, we propose a trusted authority assisted 3FA
protocol. Specifically, we introduce the fuzzy verifier
[45] to effectively prevent offline password guessing
attack during local login verification phase and adopt
thewidely used fuzzy vault [46] to protect the biomet-
ric template.

(iii) Third, we analyze the security of our protocol both
formally and informally. Our protocol not only
properly solves the shortcomings in the original
scheme, but also achieves perfect forward security,
user anonymity, know key security, and so forth. At
the same time, our protocol can resist a variety of
known attacks.

1.3. Organization of the Paper. The rest of the paper is
organized as follows. In Section 2, we briefly review some
preliminaries used in this paper, including ECC and the fuzzy
vault. Section 3 depicts the details of Wazid et al.’s scheme.
Then in Section 4, we present the vulnerabilities in their
scheme. In Section 5, we propose an improved scheme. In
Section 6, we have an elaborate analysis from both formal
and informal point of view. The comparisons of efficiency
and features are listed in Section 7. In the end, this paper is
concluded in Section 8.

2. Preliminaries

2.1. Fuzzy Vault. The fuzzy vault is a constructor used
to protect biometric templates 𝐵𝐼𝑂 with various built-in
algorithms. Its security relies on the secret key 𝐾 and 𝐵𝐼𝑂.
It works in key binding mode where the biometric and the
key are monolithically bound within a binding mechanism.
Compared with fuzzy extractor [47], the Euclidean distance
measurement used in fuzzy vault has been widely accepted
in most biostatistical applications [48]. Therefore, in view of
the value in practice, we will adopt the fuzzy vault to protect
biometric features in our improved scheme.

Specifically, the user selects a polynomial 𝑃𝑜𝑙 which is
used to encode secret key 𝐾 and be evaluated on all elements
in 𝐵𝐼𝑂. Then the biometric 𝐵𝐼𝑂 which is imprinted by user
can be converted into a set of 𝐿 points which lie on the 𝑃𝑜𝑙
according to 𝐺𝑒𝑛(𝐵𝐼𝑂,𝐾, 𝑃𝑜𝑙) = 𝐿. Then, taking 𝐿 and 𝐶𝑃
which is a large set of “chaff points” as inputs of𝐸𝑛𝑐(⋅), we can
get the final vault𝑉which equals𝐶𝑃∪𝐿, that is,𝐸𝑛𝑐(𝐶𝑃, 𝐿) =
𝑉. Generally, we put the final vault 𝑉 in the mobile device.

When the user wants to recover the secret key 𝐾, she/he
can scan the biometric 𝐵𝐼𝑂∗ on terminal firstly, then taking
the vault 𝑉 and 𝐵𝐼𝑂∗ as the inputs of the algorithm 𝐷𝑒𝑐(⋅)
which will output the 𝑃𝑜𝑙 if and only if |𝐵𝐼𝑂 − 𝐵𝐼𝑂∗| < 𝜀
where 𝜀 is the fuzziness parameter. The secret key 𝐾 can be
recovered with the input 𝑃𝑜𝑙 by the algorithm Rec(⋅) finally.

2.2. Elliptic Curve Cryptosystem (ECC). Compared with the
traditional RSA algorithm, ECC achieves the same security

Table 1: Notations.

Notations Description
𝑈𝑖,𝑀𝐷𝑖 𝑖𝑡ℎ user and his/her mobile device
𝐶𝑁𝑗 𝑗𝑡ℎ controller node
𝐼𝑀𝐷𝑙 𝑙𝑡ℎ implantable medical device
𝑇𝐴 Trusted authority

𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝐼𝑂𝑖
𝑈𝑖’s identity, password and
biometric information

𝐼𝐷𝑇𝐴, 𝐼𝐷𝐶𝑁𝑗 Identities of 𝑇𝐴 and controller node

𝑅𝐼𝐷𝑖, 𝑅𝐼𝐷𝐶𝑁𝑗 , 𝑅𝑇𝑆𝐶𝑁𝑗
Pseudo identities of 𝑈𝑖 and 𝐶𝑁𝑗,
registration timestamp of 𝐶𝑁𝑗

𝑁 1024-bit secret number of 𝑇𝐴

𝑇𝑖 Current timestamp

Δ𝑇 Maximum transmission delay
associated with a message

𝑡 Error tolerance threshold used in
fuzzy extractor

𝑘 ⋅ 𝑃
Elliptic curve point multiplication,

𝑘 ∈ 𝑍∗𝑝 , 𝑃 ∈ 𝐸𝑝(𝑎, 𝑏)

ℎ(⋅) Collision-resistant cryptographic
hash function

‖ Concatenation operation
⊕ Bitwise XOR operation

strength with much smaller key size, so ECC is more efficient
than RSA. Elliptic curve equation is defined in such a form:
nonsingular elliptic curve 𝐸𝑝(𝑎, 𝑏) : 𝑦2 − 𝑥3 + 𝑎𝑥 + 𝑏(mod𝑝)
over a prime finite field𝑍𝑝, where𝑝 is a large prime and 𝑎, 𝑏 ∈

𝑍∗𝑝 satisfies 4𝑎3 + 27𝑏2 ̸= 0(mod𝑝).
Besides, there are two difficult problems in ECC,

namely, Elliptic CurveDiscrete LogarithmProblem (ECDLP)
and Elliptic Curve Computational Diffie-Hellman Problem
(ECCDHP). Specifically, the first one depicts that it is impos-
sible to find an integer 𝑥 ∈ 𝑍∗𝑝 that satisfies the formula 𝑄 =

𝑥 ⋅ 𝑃 with two given points 𝑃 and 𝑄 over 𝐸𝑝(𝑎, 𝑏). The other
one describes that it is hard to calculate the value 𝑥𝑦 ⋅ 𝑃 with
the given points 𝑃, 𝑥 ⋅ 𝑃 and 𝑦 ⋅ 𝑃, 𝑥, 𝑦 ∈ 𝑍∗𝑝. These two hard
problems guarantee the security of Elliptic Curve primitives,
and an adversary still has a great deal of difficulty in getting
the secret after obtaining the public values.

3. Review of Wazid et al.’s Scheme

In this section, we review the details of Wazid et al.’s scheme,
which consists of eight phases, i.e., predeployment, postde-
ployment, registration, login, authentication and key agree-
ment, password and biometric update, and dynamic control
node addition, as well as dynamic IMD addition.The scheme
is for the purpose of mutual authentication and key agree-
ment establishment between the mobile device and IMDs.
The notations used in this paper are listed in Table 1.

3.1. Predeployment Phase. Before deployment, a trusted
authority 𝑇𝐴 needs to complete the registration for each𝐶𝑁𝑗
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as well as 𝐼𝑀𝐷𝑙. 𝑇𝐴 first selects a secret 1024-bit number 𝑁
for𝐶𝑁𝑗 and 𝐼𝑀𝐷𝑙.Then𝑇𝐴 picks the identity 𝐼𝐷𝐶𝑁𝑗 for𝐶𝑁𝑗
and calculates 𝑅𝐼𝐷𝑇𝐴 = ℎ(𝐼𝐷𝑇𝐴 ‖ 𝑁), 𝑅𝐼𝐷𝐶𝑁𝑗 = ℎ(𝐼𝐷𝐶𝑁𝑗 ‖

𝑁), 𝑇𝐶𝐶𝑁𝑗 = ℎ(𝐼𝐷𝑇𝐴 ‖ 𝑅𝑇𝑆𝐶𝑁𝑗 ‖ 𝑁). Meanwhile, 𝑇𝐴

constructs the univariate polynomial 𝑃(𝑅𝐼𝐷𝐶𝑁𝑗 , 𝑦) accord-
ing to the polynomial-based key distribution 𝑃(𝑥, 𝑦) =

∑𝑛𝑖=0∑
𝑛
𝑗=0 𝑔𝑖,𝑗𝑥

𝑖𝑦𝑗 ∈ 𝐺𝐹(𝑝)[𝑥, 𝑦] proposed in [49] where
the prime 𝑝 is chosen as a large number and n is also
large to preserve unconditional security and n-collusion
resistant property against 𝐼𝑀𝐷 capture attack. Finally, 𝑇𝐴
stores {𝑅𝐼𝐷𝑇𝐴, 𝑅𝐼𝐷𝐶𝑁𝑗 , 𝑇𝐶𝐶𝑁𝑗 , 𝑃(𝑅𝐼𝐷𝐶𝑁𝑗 , 𝑦)} in the mem-
ory of 𝐶𝑁𝑗. Similar to the above calculations, 𝑇𝐴 gener-
ates a unique identity 𝐼𝐷𝐼𝑀𝐷𝑙 and calculates 𝑅𝐼𝐷𝐼𝑀𝐷𝑙 =
ℎ(𝐼𝐷𝐼𝑀𝐷𝑙 ‖ 𝑁), 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑦) and then stores the informa-
tion {𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑦)} in the memory of 𝐼𝐷𝐼𝑀𝐷𝑙 .

3.2. Postdeployment Phase. After the predeployment phase,
𝐶𝑁𝑗 and 𝐼𝑀𝐷𝑙 establish a shared key using the information
distributed during the predeployment phase. The details of
the process are as follows. Firstly, 𝐼𝑀𝐷𝑙 sends the message
⟨𝑅𝐼𝐷𝐼𝑀𝐷𝑙⟩ to 𝐶𝑁𝑗. Once 𝐶𝑁𝑗 receives the message, 𝐶𝑁𝑗
responds with themessage ⟨𝑅𝐼𝐷𝐶𝑁𝑗⟩.Then they calculate the
same shared secret key 𝑆𝐾𝐼𝑀𝐷𝑙 ,𝐶𝑁𝑗 = 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑅𝐼𝐷𝐶𝑁𝑗)

and 𝑆𝐾𝐶𝑁𝑗 ,𝐼𝑀𝐷𝑙 = 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑅𝐼𝐷𝐶𝑁𝑗) on each own for
future use.

3.3. Registration Phase. This phase has 4 steps.

Step 1. The user selects his/her identity 𝐼𝐷𝑖 at will and
forwards it with registration request to 𝑇𝐴 in a secure
channel.

Step 2. After accepting the request, 𝑇𝐴 computes the pseudo
identity of 𝑈𝑖 as 𝑅𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑁). Then 𝑇𝐴 continues to
compute the value 𝐴 𝑖 as 𝐴 𝑖 = ℎ(𝑅𝐼𝐷𝑇𝐴 ‖ 𝐼𝐷𝑖). 𝑇𝐴 sends the
message ⟨𝑅𝐼𝐷𝑖, 𝐴 𝑖, 𝑅𝐼𝐷𝑇𝐴⟩ to 𝑈𝑖.

Step 3. After receiving registration reply from 𝑇𝐴, 𝑈𝑖 further
selects a private key 𝑘 ∈ 𝑍∗𝑝 and computes the corresponding
public key 𝑄 = 𝑘 ⋅ 𝑃.

Step 4. 𝑈𝑖 inputs his/her password 𝑃𝑊𝑖 and imprints fin-
gerprint 𝐵𝐼𝑂𝑖 in mobile device 𝑀𝐷𝑖, then 𝑀𝐷𝑖 calculates
𝐺𝑒𝑛(𝐵𝐼𝑂𝑖) = (𝜎𝑖, 𝜏𝑖), 𝑅𝐼𝐷𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊𝑖 ‖ 𝜎𝑖), 𝑅𝑃𝑊𝑖 =

ℎ(𝑃𝑊𝑖 ‖ 𝑘), 𝐷𝑖 = 𝑘 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖 ‖ 𝜎𝑖), 𝑅𝐼𝐷𝑇𝐴 = 𝑅𝐼𝐷𝑇𝐴 ⊕

ℎ(𝐼𝐷𝑖 ‖ 𝑘 ‖ 𝜎𝑖), 𝐴

𝑖 = 𝐴 𝑖 ⊕ ℎ(𝑘 ‖ 𝜎𝑖), 𝐵𝑖 = ℎ(𝐴 𝑖 ‖ 𝑅𝑃𝑊𝑖),

and 𝐶𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝐵𝑖 ‖ 𝜎𝑖). At last, 𝑀𝐷𝑖 keeps
the data {𝑅𝐼𝐷𝑖 , 𝑅𝐼𝐷𝑇𝐴, 𝐴


𝑖, 𝐶𝑖, 𝐷𝑖, 𝜏𝑖, 𝐺𝑒𝑛(⋅), 𝑅𝑒𝑝(⋅), ℎ(⋅), 𝑡} in

its memory.

3.4. Login Phase. As depicted in Figure 2, to login to 𝐶𝑁𝑗,𝑈𝑖
executes the following steps.

Step 1. 𝑈𝑖 inputs his/her 𝐼𝐷𝑖, 𝑃𝑊𝑖 and 𝐵𝐼𝑂𝑖 , then 𝑀𝐷𝑖
retrieves the biometric key 𝜎𝑖 = 𝑅𝑒𝑝(𝐵𝐼𝑂𝑖 , 𝜏𝑖). Then 𝑀𝐷𝑖
computes 𝑘 = 𝐷𝑖 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖 ‖ 𝜎𝑖 ), 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑘),
𝐴∗𝑖 = 𝐴𝑖 ⊕ ℎ(𝑘 ‖ 𝜎𝑖 ), 𝐵∗𝑖 = ℎ(𝐴∗𝑖 ‖ 𝑅𝑃𝑊𝑖 ), 𝑅𝐼𝐷∗𝑇𝐴 =

𝑅𝐼𝐷𝑇𝐴 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑘 ‖ 𝜎𝑖 ), 𝑅𝐼𝐷∗𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊𝑖 ‖ 𝜎𝑖 ),
and 𝐶∗𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝐼𝐷∗𝑇𝐴 ‖ 𝐵∗𝐼 ‖ 𝜎𝑖 ). If 𝐶

∗
𝑖 equals the stored

𝐶𝑖, it means that 𝑈𝑖’s inputs are verified as correct; otherwise,
the login phase will be terminated immediately.

Step 2. 𝑀𝐷𝑖 picks the current timestamp 𝑇1 and a 160-bit
random nonce 𝑟𝑖. Then 𝑀𝐷𝑖 computes 𝑎𝑖 = ℎ(𝑟𝑖 ‖ 𝑇1 ‖
𝑅𝐼𝐷∗𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖ 𝜎𝑖 ), 𝑏𝑖 = ℎ(𝑅𝐼𝐷∗𝑇𝐴 ‖ 𝑇1), and 𝑀1 =

𝑎𝑖 ⋅ 𝑃 as well as the signature 𝑀2 = 𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝). At last,
𝑀𝐷𝑖 forwards the message ⟨𝑀1,𝑀2, 𝑇1⟩ to 𝐶𝑁𝑗 via a public
channel.

3.5. Authentication and Key Agreement Phase. In this phase,
𝑈𝑖 and𝐶𝑁𝑗 need to authenticate each other aswell as establish
a session key between them for future safe communications;
see Figure 2.

Step 1. After obtaining the message ⟨𝑀1,𝑀2, 𝑇1⟩, 𝐶𝑁𝑗 first
checks |𝑇1−𝑇∗1 |? < Δ𝑇, if two values are equal,𝐶𝑁𝑗 calculates
𝑏𝑖 = ℎ(𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1), and then checks 𝑀2 ⋅ 𝑃? = 𝑀1 +

𝑏𝑖 ⋅ 𝑄. Similarly, if verification matches, it indicates that 𝑈𝑖 is
considered legitimate. Then 𝐶𝑁𝑗 chooses 𝑇2 and a random
number 𝑟𝑗 and continues to compute 𝑐𝑗 = ℎ(𝑟𝑗 ‖ 𝑇2 ‖
𝑅𝐼𝐷𝐶𝑁𝑗 ‖ 𝑇𝐶𝐶𝑁𝑗),𝑀4 = 𝑐𝑗 ⋅𝑃, 𝑘𝑖𝑗 = 𝑐𝑗 ⋅𝑀1 = (𝑎𝑖𝑐𝑗) ⋅𝑃, session
key 𝑆𝐾𝑖𝑗 = ℎ(𝑘𝑖𝑗 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1 ‖ 𝑇2), and 𝑀5 = ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑇2).
Finally, 𝐶𝑁𝑗 sends the message ⟨𝑀4,𝑀5, 𝑇2⟩ to 𝑈𝑖 through
the public channel.

Step 2. After receiving the message from 𝐶𝑁𝑗, 𝑈𝑖 first judges
|𝑇2−𝑇∗2 |? < Δ𝑇, then computes 𝑘∗𝑖𝑗 = 𝑎𝑖 ⋅𝑀4 = (𝑎𝑖𝑐𝑗)⋅𝑃, 𝑆𝐾

∗
𝑖𝑗 =

ℎ(𝑘∗𝑖𝑗 ‖ 𝑅𝐼𝐷∗𝑇𝐴 ‖ 𝑇1 ‖ 𝑇2), and 𝑀6 = ℎ(𝑆𝐾∗𝑖𝑗 ‖ 𝑇2). If 𝑀6 =

𝑀5, it indicts that 𝐶𝑁𝑗 passes the verification. With that, 𝑈𝑖
calculates 𝑀7 = ℎ(𝑆𝐾∗𝑖𝑗 ‖ 𝑇3) and forwards the message
⟨𝑀7, 𝑇3⟩ to 𝐶𝑁𝑗.

Step 3. 𝐶𝑁𝑗 checks |𝑇3 − 𝑇∗3 |? < Δ𝑇, then computes 𝑀8 =
ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑇3), and judges whether 𝑀8 = 𝑀7.

Finally, both 𝐶𝑁𝑗 and 𝑈𝑖 complete the mutual authenti-
cation and agree on the same session key which will used for
the secure communications in future.

3.6. Password and Biometric Update Phase. If 𝑈𝑖 wants to
change the password, he/she can execute ensuing procedure.

Step 1. Firstly, 𝑈𝑖 inputs 𝐼𝐷𝑖, 𝑃𝑊𝑜𝑙𝑑𝑖 , and 𝐵𝐼𝑂𝑜𝑙𝑑𝑖 . 𝑀𝐷𝑖
computes 𝜎𝑜𝑙𝑑𝑖 = 𝑅𝑒𝑝(𝐵𝐼𝑂𝑜𝑙𝑑𝑖 , 𝜏𝑖), 𝑘 = 𝐷𝑖 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑜𝑙𝑑𝑖 ‖

𝜎𝑜𝑙𝑑𝑖 ), 𝑅𝑃𝑊𝑜𝑙𝑑𝑖 = ℎ(𝑃𝑊𝑜𝑙𝑑𝑖 ‖ 𝑘),𝐴𝑜𝑙𝑑𝑖 = 𝐴𝑖 ⊕ℎ(𝑘 ‖ 𝜎𝑜𝑙𝑑𝑖 ), 𝐵𝑜𝑙𝑑𝑖 =

ℎ(𝐴𝑜𝑙𝑑𝑖 ‖ 𝑅𝑃𝑊𝑜𝑙𝑑𝑖 ), and 𝑅𝐼𝐷𝑇𝐴 = 𝑅𝐼𝐷𝑇𝐴 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑘 ‖ 𝜎𝑜𝑙𝑑𝑖 )

and checks if 𝐶𝑜𝑙𝑑𝑖 equals ℎ(𝐼𝐷𝑖 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝐵𝑜𝑙𝑑𝑖 ‖ 𝜎𝑜𝑙𝑑𝑖 ). If it
holds, 𝑀𝐷𝑖 asks 𝑈𝑖 for the new password 𝑃𝑊𝑛𝑒𝑤𝑖 .

Step 2. After𝑈𝑖 inputs the 𝑃𝑊𝑛𝑒𝑤𝑖 and𝑀𝐷𝑖 calculates 𝜎𝑛𝑒𝑤𝑖 =

𝑅𝑒𝑝(𝐵𝐼𝑂𝑛𝑒𝑤𝑖 , 𝜏𝑛𝑒𝑤𝑖 ), 𝑅𝑃𝑊𝑛𝑒𝑤𝑖 = ℎ(𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝑘), 𝐴𝑛𝑒𝑤𝑖 = 𝐴𝑜𝑙𝑑𝑖 ⊕

ℎ(𝑘 ‖ 𝜎𝑛𝑒𝑤𝑖 ), 𝐵𝑛𝑒𝑤𝑖 = ℎ(𝐴𝑛𝑒𝑤𝑖 ‖ 𝑅𝑃𝑊𝑛𝑒𝑤𝑖 ), 𝑅𝐼𝐷𝑇𝐴 = 𝑅𝐼𝐷𝑇𝐴 ⊕

ℎ(𝐼𝐷𝑖 ‖ 𝑘 ‖ 𝜎𝑛𝑒𝑤𝑖 ), 𝐶𝑛𝑒𝑤𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝐵𝑛𝑒𝑤𝑖 ‖ 𝜎𝑛𝑒𝑤𝑖 ), and
𝐷𝑖 = 𝑘⊕ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝜎𝑛𝑒𝑤𝑖 ). Finally,𝑀𝐷𝑖 replaces𝑅𝐼𝐷𝑖 ,
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Figure 2: Login and authentication phase of Wazid et al.’s scheme.

𝑅𝐼𝐷𝑇𝐴,𝐴

𝑖, 𝐶𝑖,𝐷𝑖, and 𝜏𝑖 with 𝑅𝐼𝐷𝑖 , 𝑅𝐼𝐷𝑇𝐴,𝐴

𝑛𝑒𝑤
𝑖 , 𝐶𝑛𝑒𝑤𝑖 ,𝐷𝑖 ,

and 𝜏𝑛𝑒𝑤𝑖 , respectively.

3.7. Dynamic Controller Node Addition Phase. In this phase,
a new controller node 𝐶𝑁𝑛𝑒𝑤𝑗 can be deployed as follows.

First, 𝑇𝐴 determines a new identity 𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 for 𝐶𝑁𝑛𝑒𝑤𝑗
and calculates 𝑅𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 = ℎ(𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 ‖ 𝑁) and new polyno-
mial 𝑃(𝑅𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑦) as well as 𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 = ℎ(𝐼𝐷𝑇𝐴 ‖ 𝑅𝑇𝑆𝑛𝑒𝑤𝐶𝑁𝑗 ‖

𝑁) in which the 𝑅𝑇𝑆𝑛𝑒𝑤𝐶𝑁𝑗 is the newly generated reg-
istration timestamp. Finally, 𝑇𝐴 stores the parameters
{𝑅𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑅𝐼𝐷𝑇𝐴, 𝑃(𝑅𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑦)} into the memory of
𝐶𝑁𝑛𝑒𝑤𝑗 before it is deployed into the system.

3.8. Dynamic IMD Addition Phase. In this phase, we can
deploy a new 𝐼𝑀𝐷 (𝐼𝑀𝐷𝑛𝑒𝑤𝑙 ). Specifically, 𝑇𝐴 computes

𝑅𝐼𝐷𝐼𝑀𝐷𝑙 = ℎ(𝐼𝐷𝐼𝑀𝐷𝑙 ‖ 𝑁) and 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑦) and then
stores {𝑅𝐼𝐷𝑛𝑒𝑤𝐼𝑀𝐷𝑙 , 𝑃(𝑅𝐼𝐷𝑛𝑒𝑤𝐼𝑀𝐷𝑙 , 𝑦)} in the memory of 𝐼𝑀𝐷𝑛𝑒𝑤𝑙 .

4. Weakness of the Wazid et al.’s Scheme

The widely accepted Dolev-Yao threat model (DY model)
[10] demonstrates that the adversary 𝐴 can fully control
the public channel between communicators. That is, 𝐴 is
capable of eavesdropping, stealing, inserting, deleting, and
modifying the messages in the open channel. Most recently,
Wang et al. [45] have provided a complete summary of the
adversary’s capabilities and present twelve evaluation criteria
for a secure protocol, i.e., no password verifier-table, no
smart card loss attack, mutual authentication, and so forth.
According to above evaluation criteria, we make a reasonable
analysis of Wazid et al.’s scheme and find that the protocol
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Figure 3: The controller node impersonation attack in Wazid et al.’s scheme.

has the following three flaws, i.e., offline password guessing
attack, controller node impersonation attack, and Incorrect
authentication process. As a result, it cannot achieve mutual
authentication; that is, the scheme fails to meet the security
claimed by the authors.

4.1. Offline Password Guessing Attack. To achieve user friend-
liness, in registration phase, users are allowed to choose
their own identities and passwords at will; the majority of
users will choose easy-to-recall 𝐼𝐷 and 𝑃𝑊; the combination
of these low entropy 𝐼𝐷 and 𝑃𝑊 are likely to be vulner-
able to offline guessing attack. A probabilistic polynomial
time (PPT) adversary can offline enumerate all (𝐼𝐷, 𝑃𝑊)
pairs in Cartesian product 𝐷𝑖𝑑 ∗ 𝐷𝑝𝑤, where 𝐷𝑖𝑑 and 𝐷𝑝𝑤
represent 𝐼𝐷 space and 𝑃𝑊 space, respectively. In a 3FA
protocol, we should ensure that even the 𝑀𝐷𝑖 and biometric
have been corrupted, and the whole scheme can still resist
this type attack to protect the security of user’s secrets.
Based on all above assumptions, the adversary can launch
an offline password guessing attack through the following
processes.

Step 1. We assume that the adversary 𝐴 has acquired 𝑀𝐷𝑖
and biometric 𝐵𝐼𝑂𝑖 of the user and then obtains the secret
parameters {𝑅𝐼𝐷𝑖 , 𝑅𝐼𝐷𝑇𝐴, 𝐴


𝑖, 𝐶𝑖, 𝐷𝑖, 𝜏𝑖, 𝐺𝑒𝑛(⋅), 𝑅𝑒𝑝(⋅), ℎ(⋅), 𝑡}

stored in the 𝑀𝐷𝑖.

Step 2. Theadversary𝐴picks a (𝐼𝐷𝑖 , 𝑃𝑊𝑖 )pair and calculates
𝜎𝑖 = 𝑅𝑒𝑝(𝐵𝐼𝑂𝑖, 𝜏𝑖), 𝑘

∗ = 𝐷𝑖 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊∗𝑖 ‖ 𝜎𝑖), 𝑅𝑃𝑊∗𝑖 =

ℎ(𝑃𝑊∗𝑖 ‖ 𝑘∗), 𝐴∗𝑖 = 𝐴𝑖 ⊕ ℎ(𝑘∗ ‖ 𝜎𝑖), 𝐵
∗
𝑖 = ℎ(𝐴∗𝑖 ‖ 𝑅𝑃𝑊∗𝑖 ),

𝑅𝐼𝐷∗𝑇𝐴 = 𝑅𝐼𝐷𝑇𝐴⊕ℎ(𝐼𝐷∗𝑖 ‖ 𝑘∗ ‖ 𝜎𝑖),𝑅𝐼𝐷∗𝑖 = 𝑅𝐼𝐷𝑖 ⊕ℎ(𝑃𝑊∗𝑖 ‖

𝜎𝑖), and 𝐶∗𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝐵∗𝑖 ‖ 𝜎𝑖).

Step 3. Finally, 𝐴 checks whether 𝐶∗𝑖 = 𝐶𝑖, and if it holds,
we can say that the (𝐼𝐷𝑖 , 𝑃𝑊𝑖 ) selected by the adversary is a
legal one. Otherwise,𝐴 can choose another (𝐼𝐷𝑖, 𝑃𝑊𝑖) pair to
continue implementing above steps until success.

4.2. The Controller Node Impersonation Attack. In registra-
tion phase, 𝑇𝐴 picks a secret number 𝑁 and calculates 𝑇𝐴’s
pseudo identifier 𝑅𝐼𝐷𝑇𝐴 = ℎ(𝐼𝐷𝑇𝐴 ‖ 𝑁) which is a fixed
value. What is more, in predeployment phase, both 𝑀𝐷𝑖 and
𝐶𝑁𝑗 have obtained 𝑅𝐼𝐷𝑇𝐴; for a malicious 𝑀𝐷𝑖, he/she can
disguise himself/herself as𝐶𝑁𝑗 to communicate with another
𝑀𝐷𝑖 as shown in Figure 3.

Step 1. Themalicious 𝑀𝐷𝑖 intercepts the first authentication
message ⟨𝑀1,𝑀


2, 𝑇

1⟩ sent by 𝑀𝐷𝑖 which is ought to have

been received by 𝐶𝑁𝑗.

Step 2. Then 𝑀𝐷𝑖 can impersonate 𝐶𝑁𝑗 to communicate
with 𝑀𝐷𝑖 , 𝑀𝐷𝑖 selects time stamp 𝑇∗2 , random value 𝑟∗𝑗 ,



Wireless Communications and Mobile Computing 7

and 𝑐∗𝑗 , Then 𝑀𝐷𝑖 computes 𝑀∗4 = 𝑐∗𝑗 ⋅ 𝑃, 𝑘∗𝑖𝑗 = 𝑐∗𝑗 ⋅ 𝑀1,
session key 𝑆𝐾∗𝑖𝑗 = ℎ(𝑘∗𝑖𝑗 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1 ‖ 𝑇∗2 ), and 𝑀∗5 =

ℎ(𝑆𝐾∗𝑖𝑗 ‖ 𝑇∗2 ). Finally, 𝑀𝐷𝑖 forwards the constructed false
message ⟨𝑀∗4 ,𝑀

∗
5 , 𝑇
∗
2 ⟩ to 𝑀𝐷𝑖 .

Step 3. After receiving the message from 𝑀𝐷𝑖, 𝑀𝐷𝑖 will
check |𝑇2−𝑇∗2 |? < Δ𝑇 and then calculate 𝑘𝑖𝑗 = 𝑎𝑖 ⋅𝑀

∗
4 , session

key 𝑆𝐾𝑖𝑗 = ℎ(𝑘𝑖𝑗 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1 ‖ 𝑇∗2 ) and 𝑀6 = ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑇∗2 ),
and obviously 𝑀6 equals 𝑀∗5 which means that 𝑀𝐷𝑖 passes
the verification of 𝑀𝐷𝑖 . Then 𝑀𝐷𝑖 computes 𝑀7 = ℎ(𝑆𝐾𝑖𝑗 ‖

𝑇3) and sends the message ⟨𝑀7, 𝑇

3⟩ to 𝑀𝐷𝑖.

Step 4. Once 𝑀𝐷𝑖 receives the message, 𝑀𝐷𝑖 checks |𝑇3 −

𝑇∗3 |? < Δ𝑇 and computes 𝑀∗8 = ℎ(𝑆𝐾∗𝑖𝑗 ‖ 𝑇3), then he/she
will successfully verify that 𝑀∗8 equals the received message
𝑀7.

At this point, 𝑀𝐷𝑖 and 𝑀𝐷𝑖 have completed mutual
authentication and negotiated the same session key (𝑆𝐾𝑖𝑗 =

𝑆𝐾∗𝑖𝑗) used in future sessions. In real life, this situation is
manifested as the adversary (𝑀𝐷𝑖, e.g., a doctor) successfully
disguises as another patient and sends false health infor-
mation to his/her attending doctor, which is easy to cause
medical accident as well as being extremely harmful to the
patient.

4.3. Incorrect Authentication Process. In authentication
phase, 𝑈𝑖 computes 𝑀1 = 𝑎𝑖 ⋅ 𝑃 and 𝑀2 = 𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝)
and then sends the message ⟨𝑀1,𝑀2, 𝑇1⟩ to 𝐶𝑁𝑗. Normally,
after 𝐶𝑁𝑗 receiving the message, she/he computes 𝑏𝑖 =
ℎ(𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1) and then judges the legality of 𝑀2 via
checking 𝑀2 ⋅ 𝑃? = 𝑀1 + 𝑏𝑖 ⋅ 𝑄. But it is not hard to notice
that the message ⟨𝑀1,𝑀2, 𝑇1⟩ does not contain the public
key 𝑄. Without knowledge of 𝑄, 𝐶𝑁𝑗 cannot complete the
judgement of signature, so that 𝐶𝑁𝑗 fails to authenticate 𝑈𝑖.

5. The Proposed Scheme

To correct these shortcomings in Section 4, we remedy the
protocol of Wazid et al. from the following aspects. (1) In the
predeployment phase, 𝑇𝐴 chooses a random value 𝑥 ∈ 𝑍𝑝 as
the private key and computes the corresponding public key
𝑄𝑇𝐴 = 𝑥⋅𝑃. (2)We add the fuzzy verifier to prevent the offline
password guessing attack in login phase. (3) We adopt the
more widely used fuzzy vault to protect biometric templates
instead of fuzzy extractor.

There are also eight phases in our proposed scheme:
predeployment, postdeployment, registration, login, authen-
tication and key agreement, password and biometric update,
and dynamic control node addition as well as dynamic IMD
addition.

5.1. Predeployment Phase. 𝑇𝐴 first selects a secret 1024-bit
number 𝑁 and chooses the finite cyclic additional group 𝐺
generated by a point 𝑃with a large prime order 𝑛 over a finite
field 𝑍𝑝 on an elliptic curve. Then 𝑇𝐴 selects the private key

𝑥 ∈ 𝑍𝑝 only known to itself, whose corresponding public key
is 𝑄𝑇𝐴 = 𝑥 ⋅ 𝑃 which is made public.

𝑇𝐴 computes the value 𝑇𝐶𝐶𝑁𝑗 = ℎ(𝐼𝐷𝐶𝑁𝑗 ‖ 𝑅𝑇𝑆𝐶𝑁𝑗 ‖ 𝑁)

and stores {𝑇𝐶𝐶𝑁𝑗 , 𝐼𝐷𝐶𝑁𝑗} in the memory of 𝑇𝐴 as well as
𝐶𝑁𝑗 and then adds the univariate polynomial 𝑃(𝑇𝐶𝐶𝑁𝑗 , 𝑦) to
the memory of 𝐶𝑁𝑗.

The computing processes in predeployment phase of the
𝐼𝑀𝐷𝑙 is the same as that ofWazid et al.’s scheme, so the details
are omitted.

5.2. Postdeployment Phase. The specific process of this phase
is as follows.

Firstly, 𝐼𝑀𝐷𝑙 sends the message ⟨𝑅𝐼𝐷𝐼𝑀𝐷𝑙⟩ to 𝐶𝑁𝑗;
once 𝐶𝑁𝑗 receives the message, 𝐶𝑁𝑗 responds with the
message ⟨𝑇𝐶𝐶𝑁𝑗⟩. At the same time, they calculate the same
shared secret key 𝑆𝐾𝐼𝑀𝐷𝑙 ,𝐶𝑁𝑗 = 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑇𝐶𝐶𝑁𝑗) and
𝑆𝐾𝐶𝑁𝑗 ,𝐼𝑀𝐷𝑙 = 𝑃(𝑅𝐼𝐷𝐼𝑀𝐷𝑙 , 𝑇𝐶𝐶𝑁𝑗) on each own for future use.

5.3. User Registration Phase. In this phase, 𝑈𝑖 registers with
𝑇𝐴 by executing ensuing procedure as shown in Figure 4.

Step 1. 𝑈𝑖 inputs the selected 𝐼𝐷𝑖 and password 𝑃𝑊𝑖 and
imprints the biometric 𝐵𝐼𝑂𝑖 into the 𝑀𝐷𝑖. 𝑀𝐷𝑖 chooses the
private key 𝑘 ∈ 𝑍𝑝 and computes the corresponding public
key 𝑄𝑢 = 𝑘 ⋅ 𝑃, as well as keeping the both secret. Finally, 𝑈𝑖
submits the 𝐼𝐷𝑖 and 𝑄𝑢 to 𝑇𝐴 via the secure channel.

Step 2. After receiving the registration request from 𝑈𝑖, 𝑇𝐴
calculates 𝑅𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑁) and stores specific {𝐼𝐷𝑖,
𝑄𝑢} of 𝑈𝑖 in the memory. Then 𝑇𝐴 forwards the value 𝑅𝐼𝐷𝑖
to 𝑈𝑖.

Step 3. Upon receiving the message, 𝑀𝐷𝑖 chooses a ran-
dom number 𝐾 and calculates fuzzy vault parameters
𝐺𝑒𝑛(𝑃𝑜𝑙, 𝐵𝐼𝑂𝑖, 𝐾) = 𝐿 and 𝐸𝑛𝑐(𝐶𝑃, 𝐿) = 𝑉 as well as 𝑅𝑃𝑊𝑖 =
ℎ(𝑃𝑊𝑖 ‖ 𝑘) and 𝐷𝑖 = 𝑘 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖 ‖ 𝐾). Then, 𝑀𝐷𝑖
computes the verification value 𝑇𝑖 = ℎ(ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖
𝐾)mod𝑙) where 28 ≤ 𝑙 ≤ 216 is a medium integer which
represents the capacity of the pool of the ⟨𝐼𝐷𝑖, 𝑃𝑊𝑖⟩ pair
against the offline password guessing attack in the Wazid
et al.’s scheme. After the calculation of 𝑅𝐼𝐷𝑖 = 𝑅𝐼𝐷𝑖⊕

ℎ(𝑃𝑊𝑖 ‖ 𝐾 ‖ 𝑘), 𝑀𝐷𝑖 stores the parameters {𝑇𝑖, 𝐷𝑖, 𝑅𝐼𝐷𝑖 , 𝑉,
𝑄𝑢, 𝑙, ℎ(⋅), 𝐷𝑒𝑐(⋅), 𝑅𝑒𝑐(⋅), 𝐺𝑒𝑛(⋅), 𝐸𝑛𝑐(⋅)}.

5.4. Login Phase. As showed in Figure 5, in this phase, 𝑈𝑖
inputs 𝐼𝐷𝑖, 𝑃𝑊𝑖, and the biometric 𝐵𝐼𝑂𝑖 on the 𝑀𝐷𝑖. Then
𝑈𝑖 regains the fuzzy vault parameter 𝐾 by computing the
value𝐷𝑒𝑐(𝐵𝐼𝑂𝑖 , 𝑉) = 𝑃𝑜𝑙 andRec(𝑃𝑜𝑙) = 𝐾.With𝐾,𝑀𝐷𝑖
continues to calculate 𝑘 = 𝐷𝑖 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖 ‖ 𝐾) and
𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑘) and checks 𝑇𝑖? = ℎ(ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖

𝐾 )mod𝑙). If two values are not equal,𝑀𝐷𝑖 refuses the login
request; otherwise, 𝑀𝐷𝑖 believes that 𝐼𝐷𝑖, 𝑃𝑊𝑖, and 𝐵𝐼𝑂𝑖 are
legitimate and continues to compute 𝑅𝐼𝐷𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊𝑖 ‖
𝐾 ‖ 𝑘). Then, 𝑀𝐷𝑖 generates the current timestamp 𝑇1
and random numbers 𝑎𝑖 and 𝑐𝑖. With these numbers, 𝑀𝐷𝑖
continues to calculate 𝑏𝑖 = ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑇1 ‖ 𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗),
𝑀1 = 𝑎𝑖 ⋅ 𝑃, 𝑀2 = 𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝), 𝑀3 = 𝑎𝑖 ⋅ 𝑄𝑇𝐴, 𝑈𝐼𝐷𝑖 =
(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗) ⊕ ℎ(𝑀3), and 𝑃𝐾𝑆𝑖 = 𝑐𝑖 ⊕ ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑀3 ‖ 𝑇1).
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Figure 4: User registration phase of our scheme.

Finally, 𝑀𝐷𝑖 sends the message {𝑀1,𝑀2, 𝑃𝐾𝑆𝑖, 𝑇1, 𝑈𝐼𝐷𝑖} to
𝑇𝐴 via a public channel.

5.5. Authentication and Key Agreement Phase. By executing
following procedures, mutual authentication is established
among𝑈𝑖,𝑇𝐴, and𝐶𝑁𝑗, and a secure session key is negotiated
between 𝑈𝑖 and 𝐶𝑁𝑗.

Step 1. After receiving the login request {𝑀1,𝑀2, 𝑃𝐾𝑆𝑖, 𝑇1,
𝑈𝐼𝐷𝑖}, 𝑇𝐴 first judges if |𝑇1 − 𝑇2| ≤ Δ𝑇 holds, where 𝑇2 is
the current timestamp and Δ𝑇 is the maximum transmission
delay. If it is invalid, 𝑇𝐴 terminates the session; otherwise,
𝑇𝐴 computes the value 𝐼𝐷∗𝑖 ‖ 𝐼𝐷∗𝐶𝑁𝑗 = 𝑈𝐼𝐷𝑖 ⊕ ℎ(𝑥 ⋅ 𝑀1)

and retrieves 𝑄∗𝑢 (i.e., the public key of 𝑈𝑖) corresponding to
𝐼𝐷∗𝑖 . Then 𝑇𝐴 computes 𝑅𝐼𝐷∗𝑖 = ℎ(𝐼𝐷∗𝑖 ‖ 𝑥 ‖ 𝑁) and 𝑏∗𝑖 =
ℎ(𝑅𝐼𝐷∗𝑖 ‖ 𝑇1 ‖ 𝐼𝐷∗𝑖 ‖ 𝐼𝐷∗𝐶𝑁𝑗) and checks the validation of the
signature by checking if the equation 𝑀2 ⋅ 𝑃 = 𝑀1 + 𝑏∗𝑖 ⋅ 𝑄∗𝑢
holds. Specifically, the equality means that 𝑇𝐴 certifies 𝑈𝑖’s
legitimacy; otherwise, 𝑇𝐴 terminates the session. Then, 𝑇𝐴
continues to calculate 𝑐𝑖 = 𝑃𝐾𝑆𝑖 ⊕ ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑥 ⋅ 𝑀1 ‖ 𝑇1),
𝑀4 = ℎ(𝐼𝐷𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖ 𝑐𝑖),𝐷𝐼𝐷𝑇𝐴 = 𝐼𝐷𝑖 ⊕ ℎ(𝑈𝐼𝐷𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖

𝑇2), and 𝑃𝐾𝑆𝑇𝐴 = 𝑐𝑖 ⊕ ℎ(𝑇𝐶𝐶𝑁𝑗 ‖ 𝐼𝐷𝑖 ‖ 𝑇2). Finally, 𝑇𝐴

sends themessage {𝑀1, 𝐷𝐼𝐷𝑇𝐴, 𝑃𝐾𝑆𝑇𝐴, 𝑈𝐼𝐷𝑖, 𝑇2,𝑀4} to𝐶𝑁𝑗
via the public channel.

Step 2. After receiving themessage from𝑇𝐴,𝐶𝑁𝑗 first checks
the validation of the condition |𝑇2 − 𝑇3| ≤ Δ𝑇 where 𝑇3
is the current timestamp. If it does not hold, the session is
terminated here; otherwise, 𝐶𝑁𝑗 regains the value of 𝐼𝐷𝑖 and
𝑐𝑖 by computing 𝐼𝐷∗𝑖 = 𝐷𝐼𝐷𝑇𝐴 ⊕ ℎ(𝑈𝐼𝐷𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖ 𝑇2)

as well as 𝑐∗𝑖 = 𝑃𝐾𝑆𝑇𝐴 ⊕ ℎ(𝑇𝐶𝐶𝑁𝑗 ‖ 𝐼𝐷∗𝑖 ‖ 𝑇2). Then,
𝐶𝑁𝑗 checks if 𝑀4 equals the result of the computation of
ℎ(𝐼𝐷∗𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖ 𝑐∗𝑖 ). If it does not hold, 𝐶𝑁𝑗 terminates

the session; otherwise, itmeans that𝐶𝑁𝑗 verifies𝑇𝐴’s legality.
Then 𝐶𝑁𝑗 selects a random number 𝑐𝑗 and goes on with the
computation of 𝑀5 = 𝑐𝑗 ⋅ 𝑃, 𝑀6 = 𝑐𝑗 ⋅ 𝑀1, the session key
𝑆𝐾𝑗𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖ 𝑀6), and 𝑀7 = ℎ(𝑆𝐾𝑗𝑖 ‖ 𝑐𝑖 ‖

𝑇3). Finally, the massage {𝑀5, 𝑇3,𝑀7} will be sent to 𝑈𝑖 for
authentication.

Step 3. When receiving the massage {𝑀5, 𝑇3,𝑀7} from 𝐶𝑁𝑗,
𝑈𝑖 will first check the validation of condition |𝑇3 −𝑇4|? ≤ Δ𝑇;
if it holds, 𝑈𝑖 continues to calculate the session key 𝑆𝐾𝑖𝑗 =
ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑖 ⋅ 𝑀5) and judge if the value 𝑀7 equals
ℎ(𝑆𝐾𝑖𝑗 ‖ 𝑐𝑖 ‖ 𝑇3). The final verification shows that the mutual
authentication among the 𝑈𝑖, 𝑇𝐴, and 𝐶𝑁𝑗 is accomplished
and the session key 𝑆𝐾𝑖𝑗 = ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑖 ⋅𝑀5) = ℎ(𝐼𝐷𝑖 ‖

𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑗 ⋅ 𝑀1) = 𝑆𝐾𝑗𝑖 is established for future sessions.

5.6. Password and Biometric Update Phase. In this phase,
we allow 𝑈𝑖 to update the password at will by the following
process, which is executed locally without involving 𝑇𝐴 for
security reasons.

Step 1. First, 𝑈𝑖 inputs her/his 𝐼𝐷𝑖, 𝑃𝑊𝑜𝑙𝑑𝑖 , and 𝐵𝐼𝑂𝑖 on
the terminal. Then 𝑀𝐷𝑖 calculates fuzzy vault parameters
𝐷𝑒𝑐(𝐵𝐼𝑂𝑖 , 𝑉) = 𝑃𝑜𝑙 and 𝑅𝑒𝑐(𝑃𝑜𝑙) = 𝐾 and regains the
private key 𝑘 = 𝐷𝑖 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑜𝑙𝑑𝑖 ‖ 𝐾) and 𝑅𝑃𝑊𝑖 =

ℎ(𝑃𝑊𝑜𝑙𝑑𝑖 ‖ 𝑘). 𝑀𝐷𝑖 checks whether 𝑇𝑖 equals ℎ(ℎ(𝐼𝐷𝑖 ‖

𝑅𝑃𝑊𝑖 ‖ 𝐾)mod𝑙) or not. If it does not hold, 𝑀𝐷𝑖 rejects
the request; otherwise, 𝑀𝐷𝑖 claims for the new 𝑃𝑊𝑛𝑒𝑤𝑖 .

Step 2. When 𝑈𝑖 inputs the new password 𝑃𝑊𝑛𝑒𝑤𝑖 , 𝑀𝐷𝑖
computes 𝑅𝑃𝑊𝑛𝑒𝑤𝑖 = ℎ(𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝑘), 𝐷𝑛𝑒𝑤𝑖 = 𝑘 ⊕ ℎ(𝐼𝐷𝑖 ‖
𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝐾), 𝑇𝑛𝑒𝑤𝑖 = ℎ(ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝐾)mod𝑙), and
𝑅𝐼𝐷𝑛𝑒𝑤𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝐾 ‖ 𝑘) ⊕ ℎ(𝑃𝑊𝑛𝑒𝑤𝑖 ‖ 𝐾 ‖ 𝑘).
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Figure 5: Login and authentication phase of our scheme.

Step 3. After the computation, 𝑀𝐷𝑖 updates the value of
𝐷𝑛𝑒𝑤𝑖 , 𝑇𝑛𝑒𝑤𝑖 , and 𝑅𝐼𝐷𝑛𝑒𝑤𝑖 in the list. Above processes simulate
the situation that user only wants to update the password
and maintains original biometric where 𝐵𝐼𝑂𝑛𝑒𝑤𝑖 = 𝐵𝐼𝑂𝑖.
The password and biometric update phase are summarized
in Figure 6.

5.7. Dynamic Controller Node Addition Phase. In this phase,
we can deploy a new control node as follows.

Step 1. 𝑇𝐴 first picks a new identity for 𝐶𝑁𝑛𝑒𝑤𝑗 , called 𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 ,
then 𝑇𝐴 repeats the calculation 𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 = ℎ(𝐼𝐷𝑛𝑒𝑤𝐶𝑁𝑗 ‖

𝑅𝑇𝑆𝑛𝑒𝑤𝐶𝑁𝑗 ‖ 𝑁) of 𝐶𝑁𝑛𝑒𝑤𝑗 in the predeployment phase where
𝑅𝑇𝑆𝑛𝑒𝑤𝐶𝑁𝑗 is newly generated registration timestamp. Next, 𝑇𝐴

calculates the univariate polynomial 𝑃(𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑦).

Step 2. Finally, 𝑇𝐴 stores the parameters {𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 , 𝐼𝐷
𝑛𝑒𝑤
𝐶𝑁𝑗

}

into its memory and stores the credentials {𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 , 𝐼𝐷
𝑛𝑒𝑤
𝐶𝑁𝑗

,

𝑃(𝑇𝐶𝑛𝑒𝑤𝐶𝑁𝑗 , 𝑦)} into the memory of 𝐶𝑁𝑛𝑒𝑤𝑗 prior to its deploy-
ment.

5.8. Dynamic IMD Addition Phase. Depending on the real
situation, the patient needs to check the state of the
implantable device in time to ensure that accurate health data
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Figure 6: Password and biometric update phase of our scheme.

is conveyed, so we often need to replace an old IMD or add
a new IMD. In the case that we use a new 𝐼𝑀𝐷𝑛𝑒𝑤𝑙 to replace
the existing one, please refer to Wazid et al.’s scheme for the
details.

6. Security Analysis

We analyze the security of our proposed scheme in this
section; it fully proves that our scheme can solve the short-
comings ofWazid et al.’s scheme and resist all kinds of known
attacks. The security features such as user anonymity and
forward secrecy are guaranteed in our protocol.

6.1. Security Model. Our scheme involves three interacting
entities, such as 𝑈𝑖 with {𝑃𝑊𝑖, 𝐵𝐼𝑂𝑖,𝑀𝐷𝑖, 𝑘}, 𝐶𝑁𝑗 with
𝑇𝐶𝐶𝑁𝑗 , and 𝑇𝐴 which keeps his/her private key 𝑥. Each
participant can activate multiple protocol instances and run
multiple session instances in parallel.The𝑈𝑡ℎ𝑖 is defined as the
𝑖th instance of𝑈𝑖, and the same rules apply to 𝐶𝑁𝑡ℎ𝑗 and 𝑇𝐴𝑎.
All of these instances can be seen as oracles which have three
states below.

(i) Accept state: when the oracle has received the last
valid message of the protocol, we can say the oracle
accepts the message.

(ii) Reject state: when the oracle has received any incor-
rect message, the oracle will reject the received mes-
sage.

(iii) ⊥ state: when the oracle outputs no answer of the
queries, we say that the oracle is in an unresponsive
state which is defined as ⊥ state.

We give the security model of our scheme, which com-
bines the security models of [33, 45].

Definition 1 (partnering). If the instances of 𝑈𝑡ℎ𝑖 and 𝐶𝑁𝑡ℎ𝑗
satisfy the following three conditions meanwhile, we deter-
mine that they are partnered to each other. (1) One of the

instances is the target object of session for the other instances
in the protocol, that is, the partner identification of 𝑈𝑡ℎ𝑖 is
𝐶𝑁𝑡ℎ𝑗 and vice versa. (2) Both instances accept the messages
mutually and negotiate the same secure session key. (3) Both
instances share the same session identifier.

Definition 2 (freshness). An instance called fresh must meet
the following conditions. (1) Before the instance 𝑈𝑡ℎ𝑖 accepts
the protocol run and generates the session key, neither the
participants 𝑈𝑡ℎ𝑖 nor the partners of the instance 𝑈𝑡ℎ𝑖 are
completely corrupted. (2) Neither 𝑈𝑡ℎ𝑖 nor his/her partner
instances are queried of Reveal(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 ) by the adversary
or disclose the session key.

Definition 3 (correctness). When𝑈𝑡ℎ𝑖 and𝐶𝑁𝑡ℎ𝑗 are partnered
as well as accepted, they will agree on the same session key.

Definition 4 (adversary capabilities). Interaction between the
adversary 𝐴 and participants in the protocol is implemented
via oracle queries to simulate the abilities of attackers in
reality. All oracle queries are listed as follows.

(i) Execute(𝑈𝑡ℎ𝑖 , 𝐶𝑁𝑡ℎ𝑗 , 𝑇𝐴𝑎): this oracle simulates the
passive attacks (such as eavesdropping, tracking)
where the adversary can get all response messages
⟨𝑀𝑠𝑔1,𝑀𝑠𝑔2,𝑀𝑠𝑔3⟩ exchanged during the honest
execution of authentication process.

(ii) Send(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 /𝑇𝐴𝑎, 𝑚): this oracle models the
active attacks where the adversary can forward a
modified message 𝑚 to 𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 /𝑇𝐴𝑎. Then he/she
will get the response generated from 𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 /𝑇𝐴𝑎

who executes the procedure of honest protocol after
receiving 𝑚. Additionally, the query Send(𝑈𝑡ℎ𝑖 , start)
initials the protocol.

(iii) Test(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 ): this query does not model the actual
attack capabilities of adversary𝐴 but rather measures
the semantic security of the session key 𝑆𝐾. For a



Wireless Communications and Mobile Computing 11

participant instance 𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 , if the instance does
not generate the session key, an undefined symbol ⊥
will be returned.Otherwise, a uniform coin is thrown,
if the result is 1, the true session key of the instance
𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 is returned; otherwise, a random number
of the same length as the session key is returned. The
adversary needs to guess the result of the toss to see
whether he/she gets a real session key or a random
number. Notice that the Test(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 ) oracle query
can only be used for fresh instance and up to once.

(iv) Reveal(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 ): this oracle simulates the reveal of
session key 𝑆𝐾 to adversary if 𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 really holds
𝑆𝐾 and has not been queried by a Test(𝑈𝑡ℎ𝑖 /𝐶𝑁𝑡ℎ𝑗 )

before. Otherwise the ⊥ will be returned.

(v) Corrupt(𝑈𝑡ℎ𝑖 , 𝑎): this oracle query is used tomodel the
corruption ability of the adversary; we assume 𝐴 can
get any one factor of 𝑈𝑡ℎ𝑖 but not all.

If 𝑎 = 1, it responses𝐴 with the password 𝑃𝑊𝑖 of𝑈
𝑡ℎ
𝑖 .

If 𝑎 = 2, it responses 𝐴 with all the security param-
eters stored in the 𝑀𝐷𝑖 of 𝑈

𝑡ℎ
𝑖 .

If 𝑎 = 3, it responses𝐴with the biometric𝐵𝐼𝑂𝑖 of𝑈
𝑡ℎ
𝑖 .

If 𝑎 = 4, it responses 𝐴 with the private key 𝑘 of 𝑈𝑡ℎ𝑖 .

(vi) Corrupt(𝐶𝑁𝑡ℎ𝑗 /𝑇𝐴𝑎): the adversary can get the long-
term secret values of 𝐶𝑁𝑡ℎ𝑗 /𝑇𝐴𝑎, such as 𝑇𝐶𝐶𝑁𝑗of
𝐶𝑁𝑡ℎ𝑗 or the private key 𝑥 of 𝑇𝐴𝑎.

Definition 5 (random oracle). We determine the crypto-
graphic one-way hash function 𝐻 which can be accessed by
all participants including 𝐴 as a random oracle.

A 3FA protocol should guarantee the semantic security
which is defined from Test-query. In the process run of the
protocol 𝑃, 𝐴 can ask the Test-query just once while other
queries; i.e., Execute-query, Reveal-query, or Send-query can
be asked multiple times in polynomial time. Besides, 𝐴 can
only make Test-query on a fresh instance. The adversary’s
operation is to guess the result of the coin toss in the Test-
query, thenwe treat the event inwhich the adversary correctly
guesses the result as a successful attack, credited as Succ(𝐴).
Only after the participants have completed the strict mutual
authentication can a common session key be negotiated. The
advantage of an adversary𝐴 breaking the session key security
of protocol 𝑃 is defined as Adv𝑎𝑘𝑒𝑃,𝐷(𝐴) = 2Pr[Succ(𝐴)] −
1 where 𝐷 denotes the password space whose distribution
follows a Zipf ’s law [50].

Theorem 6 (semantic security). Given a 3FA protocol 𝑃,
if the advantage Adv𝑎𝑘𝑒𝑃,𝐷(𝐴) of an arbitrary PPT adversary
breaking the session key security of the protocol is at most a
negligible amount 𝑛(𝑙) larger than 𝐶 ⋅ 𝑞𝑠



𝑠𝑒𝑛𝑑, then we believe
that the𝑃 satisfies the semantic security, where the 𝑞𝑠𝑒𝑛𝑑 denotes

the number of active attacks by the PPT adversary and 𝑛(𝑙)
represents a negligible function for the security parameter 𝑙.

Adv𝑎𝑘𝑒𝑃,𝐷 (𝐴) ≤ 𝐶 ⋅ 𝑞𝑠


𝑠𝑒𝑛𝑑 + 𝑛 (𝑙) (1)

As shown above, 𝐶 = 0.062239 and 𝑠 = 0.155478
represent the Zipf parameters put forward byWang et al. [50].

6.2. Security Proof. Assuming that DDH holds in a cyclic
group, the public key encryption algorithm used in the
protocol is CCA secure, and the signature algorithm is
unforgeable for adaptively chosen messages. Here we prove
Theorem 6 by simulating several mixing games. The mixing
games start with a real attack game, and then we gradually
modify the simulation rules in each gameuntil the adversary’s
attack advantage to distinguish the correct session key from
a random key of the same length becomes zero and then the
game ends. For two adjacent mixing games, we will calculate
the upper bound of the attacker’s advantage gap and finally
calculate the upper bound of adversary’s attack on this 3FA
protocol.We useΔ 𝑖 to indicate the difference betweenmixing
games 𝐺𝑖 and 𝐺𝑖+1 and use 𝐴𝑑V𝑖(𝐴) to denote the advantage
of 𝐴 in hybrid games 𝐺𝑖.

(i) 𝐺0: this experiment is the start game which simulates
the real attack mode of the adversary we demonstrate
in Section 6. So, we can get

𝐴𝑑V𝑎𝑘𝑒𝑃,𝐷 (𝐴) = 𝐴𝑑V0 (𝐴) (2)

(ii) 𝐺1: in this game, we simulate all random oracles
𝐻 in the protocol by maintaining a hash query list
𝑙ℎ𝑎𝑠ℎ. Besides, we also simulate a private hash oracle
𝐻 by holding another list 𝑙ℎ𝑎𝑠ℎ which records the
Hash-query directly implemented by the adversary.
Obviously, the game is indistinguishable from a real
one, so we have

Δ 1 =
𝐴𝑑V1 (𝐴) − 𝐴𝑑V1 (𝐴)

 ≤ 𝑛 (𝑙) (3)

(iii) 𝐺2: we exclude some impossible collisions in the 𝐺2,
i.e., the collisions of messages ⟨𝑀𝑠𝑔1,𝑀𝑠𝑔2,𝑀𝑠𝑔3⟩
in sessions and the collisions in the outputs of Hash-
query. According to the birthday paradox, we have

Δ 2 =
𝐴𝑑V2 (𝐴) − 𝐴𝑑V1 (𝐴)

 ≤ 𝑛 (𝑙) (4)

(iv) 𝐺3: we will revise the session simulation rules for
the passive attacks that the adversary asks through
the Execute-query. We suppose that𝑈𝑖 constructs the
𝑀𝑠𝑔1 using another (𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ) pair chosen from
Cartesian product 𝐷𝑖𝑑 ∗ 𝐷𝑝𝑤 instead of the real one.
That is, parameters 𝑘∗ = 𝐷𝑖 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊∗𝑖 ‖ 𝐾),
𝑅𝐼𝐷∗𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊∗𝑖 ‖ 𝐾 ‖ 𝑘), and 𝑏𝑖 = ℎ(𝑅𝐼𝐷𝑖 ‖
𝑇1 ‖ 𝐼𝐷∗𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗) are calculated and so that the
signature can be calculated as𝑀2 = 𝑎𝑖+𝑘∗𝑏∗𝑖 (mod𝑝).
Upon receiving the message 𝑀𝑠𝑔1, 𝑇𝐴 continues
to simulate session with the false identity. If 𝑇𝐴 is
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lucky enough to guess the real (𝐼𝐷𝑖, 𝑃𝑊𝑖), the game
is terminated. The real (𝐼𝐷𝑖, 𝑃𝑊𝑖) and the pseudo
(𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ) can be seen as two challengemessages for
the encryption algorithm, so the difference between
the games 𝐺3 and 𝐺2 is at most the advantage of 𝐴
breaking the encryption algorithm’s CPA security of
the signature. And the CPA security of the signature
can be reduced to the DDH hypothesis. So, we can
conclude

Δ 3 =
𝐴𝑑V3 (𝐴) − 𝐴𝑑V2 (𝐴)

 ≤ 𝑛 (𝑙) (5)

(v) 𝐺4: in this game, we continue to revise the simulation
session rules in passive attacks. We use the private
hashing function 𝐻 to compute the session key
𝑆𝐾𝑖𝑗 without the Diffie-Hellman parameters 𝑎𝑖 and
𝑐𝑗, that is, 𝑆𝐾𝑖𝑗 = 𝐻(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗). Since we have
excluded the collisions in the previous game, only 𝐴
computes the valid Diffie-Hellman parameters 𝑎𝑖𝑐𝑗 ⋅ 𝑃
and sends the query (𝐼𝐷𝑖, 𝐼𝐷𝐶𝑁𝑗 , 𝑎𝑖𝑐𝑗 ⋅ 𝑃) to 𝐻 and
can 𝐴 distinguish the difference between 𝐺4 and the
previous one. But the capability of 𝐴 is limited by the
hardness of DDH security where given 𝑔𝑎, 𝑔𝑏, 𝑔𝑎𝑏 and
𝑔𝑎, 𝑔𝑏, 𝑔𝑐, 𝐴 cannot tell 𝑔𝑎𝑏 from 𝑔𝑐. Based on the
intractability of the DDH problem, we have

Δ 4 =
𝐴𝑑V4 (𝐴) − 𝐴𝑑V3 (𝐴)

 ≤ 𝑛 (𝑙) (6)

(vi) 𝐺5: in this game, we start to revise the simula-
tion session rules by active attacks. We take the
Send(𝑇𝐴, (𝑀𝑠𝑔1)) as the example, and if 𝑈𝑖 is not
corrupted and 𝐴 correctly constructs the signature,
then we say that 𝐴 wins the game and terminate the
simulation. Based on the unforgeability security of the
signature, then we have

Δ 5 =
𝐴𝑑V5 (𝐴) − 𝐴𝑑V4 (𝐴)

 ≤ 𝑛 (𝑙) (7)

(vii) 𝐺6: we continue to revise the simulation session rules
in active sessions. We acknowledge that 𝐴 wins the
game when 𝐴 has successfully fabricated the message
𝑀𝑠𝑔{𝑀1, 𝐷𝐼𝐷𝑇𝐴, 𝑃𝐾𝑆𝑇𝐴, 𝑈𝐼𝐷𝑇𝐴,𝑀4} and sent it to
𝑇𝐴. We use the private hash function 𝐻 to simulate
the active sessions.The authenticator𝑀4 is calculated
as 𝑀4 = 𝐻(𝐼𝐷𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖ 𝑐𝑖) where the 𝑐𝑖 is
randomly selected from a cyclic group. When the 𝑐𝑖
corresponds to a fake 𝑃𝑊∗𝑖 , the distribution of 𝑐𝑖 is
indistinguishable from the uniform distribution on a
cyclic group. Then we have

Δ 6 =
𝐴𝑑V6 (𝐴) − 𝐴𝑑V5 (𝐴)

 ≤ 𝑛 (𝑙) (8)

(viii) 𝐺7: we change the simulation rules in active sessions
for the last time in this game. If 𝐴 correctly forge the
message 𝑀𝑠𝑔3{𝑀5,𝑀7, 𝑇3}, then we say 𝐴 wins the
game and terminate the game. The authenticator 𝑀7
contains the random number 𝑐𝑖 which is unknown
to 𝐴. We have eliminated this situation in previous
game. So, we have

Δ 7 =
𝐴𝑑V7 (𝐴) − 𝐴𝑑V6 (𝐴)

 ≤ 𝑛 (𝑙) (9)

The only way to succeed in this game is to obtain the
parameters in 𝑀𝐷𝑖 and guess 𝑈𝑖’s real password. 𝐴 is unable
to get any information of 𝑃𝑊𝑖 from simulation, according to
the Zipf law, we get

𝐴𝑑V8 (𝐴) ≤ 𝑛 (𝑙) ≤ 𝐶 ⋅ 𝑞𝑠


𝑠𝑒𝑛𝑑
(10)

Therefore, Theorem 6 is proved.

6.3. Other Discussions. In this aspect, we demonstrate that
our protocol can resist various known attacks as well as
achieve security characteristics such as user anonymity,
forward security, and key security.

6.3.1. Privileged Insider Attack. In the registration phase of
our protocol, 𝑈𝑖 sends the message consisting of the identity
𝐼𝐷𝑖 and corresponding public key𝑄𝑢 without any knowledge
of the password 𝑃𝑊𝑖, so that 𝑇𝐴 has no approach to derive
𝑃𝑊𝑖. Obviously, our scheme can withstand the privileged
insider attack.

6.3.2. Stolen-Verifier Attack. In this attack mode, an attacker
can steal the verification parameters stored by 𝑇𝐴 to cheat𝑈𝑖,
while we just put 𝐼𝐷𝑖 and 𝑄𝑢 in the verification table which
contains no knowledge about password 𝑃𝑊𝑖. Therefore, our
scheme is immune to the stolen-verifier attack.

6.3.3. Offline Password Guessing Attack with Stolen Mobile
Device. For this situation, we usually suppose that the 𝐴
has gained the security parameters {𝑇𝑖, 𝐷𝑖, 𝑅𝐼𝐷𝑖 , 𝑄𝑢, 𝑉, 𝑙}
stored in the 𝑀𝐷𝑖 and the biometric 𝐵𝐼𝑂𝑖 simultaneously; 𝐴
can eavesdrop authenticationmessages ⟨𝑀𝑠𝑔1,𝑀𝑠𝑔2,𝑀𝑠𝑔3⟩
transmitted via the public channel.

𝐴 picks a candidate ⟨𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ⟩ pair in the Cartesian
product 𝐷𝑖𝑑 ∗ 𝐷𝑝𝑤 and computes 𝐷𝑒𝑐(𝐵𝐼𝑂𝑖, 𝑉) = 𝑃𝑜𝑙,
𝑅𝑒𝑐(𝑃𝑜𝑙) = 𝐾, 𝑘∗ = 𝐷𝑖 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊∗𝑖 ‖ 𝐾), and 𝑅𝑃𝑊∗𝑖 =
ℎ(𝑃𝑊∗𝑖 ‖ 𝑘) as well as the verification value 𝑇∗𝑖 = ℎ(ℎ(𝐼𝐷∗𝑖 ‖
𝑅𝑃𝑊∗𝑖 ‖ 𝐾)mod𝑙). In general, 𝐴 can determine the chosen
⟨𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ⟩ pair’s validation by checking if 𝑇∗𝑖 equals the
stored value 𝑇𝑖. If it holds, it means that 𝐴 has guessed the
correct ⟨𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ⟩ of 𝑈𝑖 successfully; otherwise, he/she can
pick another ⟨𝐼𝐷∗𝑖 , 𝑃𝑊∗𝑖 ⟩ pair continuing to attack. However,
we introduce the fuzzy-verifier 𝑇𝑖 = ℎ(ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖
𝐾)mod𝑙) which is effective in leaving adequate candidates
for 𝐴 to identify and thus making it impossible for a PPT
adversary to successfully guess the password.

Hence, the offline password guessing attack can not
damage 𝑈𝑖’s security.

6.3.4. Undetectable Online Password Guessing Attack. In the
proposed scheme, once 𝐴 tries initialing the protocol, he/she
needs to make sure that the chosen password 𝑃𝑊∗𝑖 is valid
to construct the verification signature 𝑀2 = 𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝)
which will pass authentication of 𝑇𝐴. Otherwise, the wrong
𝑃𝑊∗𝑖 will be observed easily by 𝑇𝐴. So, our scheme can
withstand the undetectable online password guessing attack.

6.3.5. Modification Attack. In our protocol, even𝐴 intercepts
the messages transmitted in the channel, it is still impossible



Wireless Communications and Mobile Computing 13

for𝐴 to construct𝑀𝑠𝑔1{𝑀1,𝑀2, 𝑃𝐾𝑆𝑖, 𝑇1, 𝑈𝐼𝐷𝑖},𝑀𝑠𝑔2{𝑀1,
𝐷𝐼𝐷𝑇𝐴, 𝑃𝐾𝑆𝑇𝐴, 𝑈𝐼𝐷𝑖, 𝑇2,𝑀4}, and 𝑀𝑠𝑔3{𝑀5, 𝑇3,𝑀7} which
are protected by the secret value, private key or hash functions
to pass the message verification. For example, in 𝑀𝑠𝑔1 𝐴 is
unable to calculate the value 𝑀2 = 𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝), since 𝑏𝑖 =
ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑇1 ‖ 𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗) where 𝑅𝐼𝐷𝑖 = 𝑅𝐼𝐷𝑖 ⊕ ℎ(𝑃𝑊𝑖 ‖

𝐾 ‖ 𝑘) = ℎ(𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑁) consists of secret values only known
to𝑈𝑖 or𝑇𝐴 such as 𝑃𝑊𝑖, private key 𝑘, and 𝑥, so that𝐴’s login
request will be rejected by 𝑇𝐴. Similarly, 𝐴 cannot construct
the valid verification parameters 𝑀4 without knowledge of
𝑇𝐶𝐶𝑁𝑗 or 𝑀7 due to the hardness of ECCDH problem
introduced in Section 2.2.Thus, all modifiedmessages will be
detected and rejected by receiver simultaneously.

In conclusion, modification attack is impossible in our
scheme.

6.3.6. User Impersonation Attack. We suppose that 𝐴 plans
to impersonate as a legitimate user 𝑈𝑖 to interact with 𝑇𝐴.
The key step is to construct a valid value 𝑀2 to pass the
verification of 𝑇𝐴. However, 𝐴 is unable to calculate 𝑀2 =
𝑎𝑖 + 𝑘𝑏𝑖(mod𝑝) without 𝑏𝑖. To get 𝑏𝑖 = ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑇1 ‖
𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗), he/she needs to know the most of long-term
values.Therefore, our proposed scheme is immune to the user
impersonation attack.

6.3.7. Control Node Impersonation Attack. We have analyzed
that the malicious 𝑀𝐷𝑖 may successfully impersonate 𝐶𝑁𝑗
to cheat another 𝑀𝐷∗𝑖 in Wazid et al.’s scheme. On the one
hand, both 𝑀𝐷𝑖 and 𝐶𝑁𝑗 hold the same parameter 𝑅𝐼𝐷𝑇𝐴
which composes the correct verification value 𝑀5 = ℎ(𝑆𝐾𝑖𝑗 ‖
𝑇2) and 𝑆𝐾𝑖𝑗 = ℎ(𝑘𝑖𝑗 ‖ 𝑅𝐼𝐷𝑇𝐴 ‖ 𝑇1 ‖ 𝑇2). On the other
hand, in Wazid et al.’s scheme, the essential parameter 𝑐𝑗 is
not verified when it is sent to 𝑀𝐷𝑖. But in our scheme, this
attack mode cannot be implemented, and the malicious𝑀𝐷𝑖
is unable to fabricate 𝑀7 without knowing 𝑐𝑖 of 𝑀𝐷∗𝑖 , so we
solve the potential pitfall in Wazid et al.’s scheme.

From another point of view, an adversary 𝐴 cannot
construct the verification value 𝑀7 due to the hardness of
ECCDH, so 𝐴 fails to impersonate a 𝐶𝑁𝑗. In a word, the
control node impersonation attack has no threat to our
protocol.

6.3.8. TA Impersonation Attack. For 𝐴, it is computationally
infeasible to get the value 𝑀4 = ℎ(𝐼𝐷𝑖 ‖ 𝑇𝐶𝐶𝑁𝑗 ‖ 𝑐𝑖) which is
protected by hash function and critical parameters 𝑇𝐶𝐶𝑁𝑗 as
well as nonce 𝑐𝑖. The 𝑐𝑖 can be derived from two functions as
𝑐𝑖 = 𝑃𝐾𝑆𝑇𝐴 ⊕ ℎ(𝑇𝐶𝐶𝑁𝑗 ‖ 𝐼𝐷𝑖 ‖ 𝑇2) = 𝑃𝐾𝑆𝑖 ⊕ ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑀5 ‖

𝑇1), but even 𝐴 has intercepted the parameters 𝑃𝐾𝑆𝑇𝐴, 𝑈𝐼𝐷𝑖,
and 𝑃𝐾𝑆𝑖; he/she still cannot calculate 𝑐𝑖 without 𝑅𝐼𝐷𝐶𝑁𝑗 ,
𝑅𝐼𝐷𝑖, or𝑀3, and then𝑀4 cannot be computed. In short, our
scheme is immune to the TA impersonation attack.

6.3.9. Denial-of-Service (DoS) Attack. Before 𝑈𝑖’s login
request is sent to 𝑇𝐴, the password 𝑃𝑊∗𝑖 , identity 𝐼𝐷∗𝑖 ,
and biometric 𝐵𝐼𝑂∗𝑖 input in the terminal by 𝑈𝑖 will be
determined locally by verifying the value of 𝑇∗𝑖 . According
to the protocol, only when 𝑇∗𝑖 = 𝑇𝑖, the process will continue.
Hence, our protocol can withstand such an attack.

6.3.10. ReplayAttack. When an adversary𝐴wants to send the
intercepted messages ⟨𝑀𝑠𝑔1,𝑀𝑠𝑔2,𝑀𝑠𝑔3⟩ to receiver again,
it will fail to pass the protection of timestamp ⟨𝑇1, 𝑇2, 𝑇3, 𝑇4⟩.
All these intercepted messages will be seen overdue. So, our
scheme can withstand this attack effectively.

6.3.11. Mutual Authentication. Mutual authentication means
that before the doctor gets health information from 𝐶𝑁𝑗, 𝑈𝑖,
𝑇𝐴, and 𝐶𝑁𝑗 have confirmed the legitimacy of the other two
parties. In our protocol, 𝑇𝐴 holds the public key 𝑄𝑢 to verify
the signature 𝑀2, and then 𝑈𝑖 is authenticated. In the same
way, we take the verification values𝑀4 and𝑀7 which consist
of some parameters only known to them just like private key
or nonce to accomplish mutual authentication. That is, when
they affirm that each other is legal, a secure session key is
negotiated between 𝑈𝑖 and 𝐶𝑁𝑗.

6.3.12. Known Key Security. Our entire protocol’s purpose is
to ensure the safety of subsequent medical information deliv-
ery after mutual authentication is completed.The session key
𝑆𝐾𝑖𝑗 = ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑖𝑐𝑗 ⋅ 𝑃) which depends on random
numbers 𝑎𝑖 and 𝑐𝑗 can be different and independent in every
key agreement phase. Even some session keys are disclosed,
in the next session, the 𝑆𝐾𝑖𝑗 will maintain secure. Hence,
our protocol guarantees the security of the session key.

6.3.13. Perfect forward Secrecy. At the final step of authentica-
tion phase,𝑈𝑖 and𝐶𝑁𝑗 negotiate a session key 𝑆𝐾𝑖𝑗 = ℎ(𝐼𝐷𝑖 ‖
𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑖𝑐𝑗 ⋅𝑃) = ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖ 𝑎𝑖 ⋅𝑀5) = ℎ(𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗 ‖

𝑐𝑗 ⋅ 𝑀1). To calculate the session key with 𝑀1 = 𝑎𝑖 ⋅ 𝑃, 𝐴 has
to solve the ECCDH problem as we showed before. It follows
that even long-term keys of 𝑈𝑖 and 𝐶𝑁𝑗 are disclosed,
the session key still maintains secure. Hence, the proposed
protocol achieves perfect forward secrecy.

6.3.14. User Anonymity. In the proposed protocol, we conceal
the identity 𝐼𝐷𝑖 in the 𝑏𝑖 = ℎ(𝑅𝐼𝐷𝑖 ‖ 𝑇1 ‖ 𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗),
𝑈𝐼𝐷𝑖 = (𝐼𝐷𝑖 ‖ 𝐼𝐷𝐶𝑁𝑗) ⊕ℎ(𝑀3), and𝐷𝐼𝐷𝑇𝐴 = 𝐼𝐷𝑖 ⊕ℎ(𝑈𝐼𝐷𝑖 ‖

𝑇𝐶𝐶𝑁𝑗 ‖ 𝑇2). It shows that 𝐼𝐷𝑖 is protected by private key 𝑥 in
𝑅𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑥 ‖ 𝑁), nonce 𝑎𝑖 in𝑀3 = 𝑎𝑖 ⋅𝑄𝑇𝐴.Thatmeans
in addition to the 𝑈𝑖, 𝑇𝐴, and 𝐶𝑁𝑗, no one knows the 𝐼𝐷𝑖.
So, our scheme achieves user anonymity.

6.3.15. User Untraceability. In the proposed protocol,
messages 𝑀𝑠𝑔1{𝑀1,𝑀2, 𝑃𝐾𝑆𝑖, 𝑇1, 𝑈𝐼𝐷𝑖}, 𝑀𝑠𝑔2{𝑀1, 𝐷𝐼𝐷𝑇𝐴,
𝑃𝐾𝑆𝑇𝐴, 𝑈𝐼𝐷𝑖, 𝑇2,𝑀4}, and 𝑀𝑠𝑔3{𝑀5, 𝑇3,𝑀7} transmitted
among 𝑈𝑖, 𝑇𝐴, and 𝐶𝑁𝑗 are dynamic and different from
before ones because the sender randomly selects a number to
compose messages. For instance, in 𝑀𝑠𝑔1, the introductions
of 𝑎𝑖 and 𝑐𝑗 make the parameters different for each login
phase to prevent 𝐴 from using static values to track user. In
short, it is impossible for 𝐴 to track 𝑈𝑖 in our scheme.

6.3.16. Biometric Template Privacy. Our scheme can effec-
tively maintain the privacy of biometric 𝐵𝐼𝑂𝑖. On the one
hand, user does not offer 𝐶𝑁𝑗 the biometric template, and
there is no knowledge about 𝑈𝑖’s biometric template in the
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Table 2: Comparison of security features.

Wang et al.’s scheme [13] Wazid et al.’s scheme [14] Our scheme
Mutual authentication × √ √

Known key security √ √ √

Perfect forward secrecy √ √ √

User anonymity √ √ √

Biometric template privacy √ √ √

Resisting modification attack √ √ √

Resisting user impersonation attack × √ √

Resisting server(CN) impersonation attack √ × √

Resisting man-in-the-middle attack √ √ √

Resisting stolen-verifier attack √ √ √

Resisting privileged insider attack √ √ √

Resisting replay attack √ √ √

Resisting modification attack √ √ √

Resisting password guessing attack √ × √

Resisting secure key agreement × × √

Table 3: Comparison of computation cost.

scheme Wang et al.’s [13] Wazid et al.’s [14] Ours
𝑈𝑖(𝑀𝐷𝑖) 𝑇𝑏𝑝 + 3𝑇𝑒𝑚 + 5𝑇𝐻 + 𝑇𝑠𝑒 3𝑇𝑒𝑚 + 12𝑇𝐻 + 𝑇𝑎𝑠 + 𝑇𝑚𝑒 3𝑇𝑒𝑚 + 10𝑇𝐻 + 𝑇𝑎𝑠 + 𝑇𝑚𝑒
𝑇𝐴 - - 4𝑇𝑒𝑚 + 7𝑇𝐻 + 𝑇𝑎𝑠
𝐶𝑁𝑗 𝑇𝑏𝑝 + 2𝑇𝑒𝑚 + 5𝑇𝐻 + 𝑇𝑠𝑒 4𝑇𝑒𝑚 + 5𝑇𝐻 + 𝑇𝑎𝑠 2𝑇𝑒𝑚 + 5𝑇𝐻
Overall 2𝑇𝑏𝑝 + 5𝑇𝑒𝑚 + 10𝑇𝐻 + 2𝑇𝑠𝑒 7𝑇𝑒𝑚 + 17𝑇𝐻 + 2𝑇𝑎𝑠 + 𝑇𝑚𝑒 9𝑇𝑒𝑚 + 22𝑇𝐻 + 2𝑇𝑎𝑠 + 𝑇𝑚𝑒

memory of 𝐶𝑁𝑗. On the other hand, we firstly use fuzzy
vault to convert the form of biometric template to 𝑉. Even
𝐴 obtains the 𝑉 form 𝑀𝐷𝑖, he/she still cannot recover the
biometric template because the algorithms of fuzzy vault are
one-way operations. Moreover, the biometric template itself
is difficult to lose or falsify. In short, our protocol guarantees
the privacy of biometric template.

7. Features and Efficiency Comparison

This section shows the comparisons of our scheme and other
two related works (Wang et al. [13], Wazid et al. [14]) in
efficiency and the advantages/disadvantages showed in Tables
3 and 2, respectively. Specifically, we analyze the computation
cost from the point of time complexity to compare the
efficiency. What needs to be explained is that we only focus
on the login and authentication phases and ignore the bit-
XOR operation due to its low computation consumption.
Besides, we use the symbols of 𝑇𝑒𝑚, 𝑇𝐻, 𝑇𝑏𝑝, 𝑇𝑠𝑒, 𝑇𝑚𝑒,
and 𝑇𝑎𝑠 to represent the time cost of elliptic curve point
multiplication, hash function, bilinear pairing, symmetric
key encryption/decryption, modular exponentiation, and
asymmetric key encryption/decryption, respectively.

From Tables 2 and 3, it could be seen that although the
calculation cost of our scheme is a little higher than the
other two solutions, we have greatly satisfied various security
standards in terms of security, which is superior to Wang
et al.’s protocol [13] in resisting impersonation attack and
achieving mutual authentication. And our scheme makes up

for the flaws we analyzed in Wazid et al.’s protocol [14]. In
general, our protocol is more suitable for use in implantable
medical system, within the acceptable computational energy
consumption of the devices.

8. Conclusion

We take the most recent scheme of Wazid et al. as a typical
example to show the subtlety of the design of 3FA for
the implantable medical system. We have found that the
scheme cannot resist three types of drawbacks, i.e., password
guessing attack, controller node impersonation attack, and
the incorrect authentication process.Then we have presented
a trusted authority assisted 3FA protocol for the implantable
medical system. Specifically, we have made the following
amendments. 𝑇𝐴 is introduced in the authentication phase
of the newly proposed solution. We have also replaced
fuzzy extractor with the more widely applied fuzzy vault to
the biometrics. The new protocol is provably secure under
DDH assumption; the efficiency comparison and features
analysis indicate that while a little efficiency is sacrificed, our
protocol satisfies all the required security features. Overall,
our newprotocol is suitable for use in the implantablemedical
system.
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Card-based physical access control systems are used by most people on a daily basis, for example, at work, in public transportation,
or at hotels. Yet these systems have often very poor cryptographic protection. User identifiers and keys can be easily eavesdropped
on and counterfeited.The privacy-preserving features are almostmissing in these systems. To improve this state, we propose a novel
cryptographic scheme based on efficient zero-knowledge proofs and Boneh-Boyen signatures. The proposed scheme is provably
secure and provides the full set of privacy-enhancing features, that is, the anonymity, untraceability, and unlinkability of users.
Furthermore, our scheme supports distributed multidevice authentication with multiple RFID (Radio-Frequency IDentification)
user devices. This feature is particularly important in applications for controlling access to dangerous sites where the presence of
protective equipment is checked during each access control session. Besides the full cryptographic specification, we also show the
results of our implementation on devices commonly used in access control applications, particularly the smart cards and embedded
verification terminals. By avoiding costly operations on user devices, such as bilinear pairings, we were able to achieve times
comparable to existing systems (around 500 ms), while providing significantly higher security, privacy protection, and features
for RFID multidevice authentication.

1. Introduction

Privacy-enhancing technologies constitute a significant part
of contemporary cryptography. Modern cryptographic pro-
tocols allow privacy-enhanced storing of sensitive data and
its processing by cloud services, private information retrieval,
or, for example, authentication based on personal attributes,
instead of user identifiers.The increasing intensity of research
into privacy is supported by national programs and strate-
gies, in particular in USA [1] and EU [2]. While most
of the novel schemes are aimed at electronic services, the
domain of physical access control is rather neglected. We
still use traditional locks, tourniquets, and classical card-
based access control mechanisms to manage physical access
to our premises. Butwith the increasing computational power
of the programmable smart cards, massive expansion of
various personal electronic devices, and the capabilities in
RFID communication of our smart phones, we can expect
penetration of privacy-enhancing technologies also to the
area of physical access control. In particular, in mass appli-
cations like public transportation, e-ticketing, e-passports,

and eIDs, the benefits of controlling physical access using
electronic devices with advanced cryptographic protocols are
very appealing.

In this paper, we propose and experimentally evaluate
a novel cryptographic scheme that particularly addresses
two phenomenons of contemporary cyberspace: lack of user
privacy and ubiquitous presence of many personal devices
(phones, smart cards, RFID tags, bluetooth dongles, smart
watch, etc.) that can be leveraged for stronger authentication
and more reliable access control.

In particular, we focus on safety applications in which
the users wear multiple safety equipment, such as helmets,
harnesses, boots, and protective suits, each with attached
programmable RFID tag capable of wireless communication.
A user is granted access to (potentially dangerous) premises
only if all his equipment is present. In existing systems,
the presence of the protective equipment is checked simply
by scanning the identifiers using RFID readers. Such an
approach is neither secure (identifiers can be counterfeited),
nor privacy friendly (identifiers can be traced, behavioral
profiles can be created, etc.).
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We propose a novel cryptographic scheme for multide-
vice authentication that is tailored for physical access control
systemswhere the usermust prove not only his own identifier,
but also many other auxiliary identifiers stored on separate
devices. In addition, the authentication sessionsmust support
all the key privacy-enhancing features; i.e., the access control
process must be anonymous (i.e., a user must prove that he
belongs to a group of authorized users, but without releasing
his concrete identity), unlinkable (all the sessions of a single
user cannot be linkable to a profile), and untraceable (system
administrators must be unable to trace honest users in the
system). On the other side, the schememust provide efficient
means for revocation and identification of malicious users.
In our cryptographic system, we provide all the required
features that are often contradictory and completely unavail-
able in existing schemes (in particular, the presence of many
identifiers versus anonymity; the untraceability and strong
cryptographic security versus efficiency on RFID tags and
stickers).

In our scheme, users can be granted access to premises
upon proving the presence of particular devices in their
proximity (e.g., the safety equipment) or personal attributes
(age, membership, citizenship, etc.). The access control pro-
cess may (the extent of privacy-enhancing features can be
initially set by the administrator; if required, identification or
user tracing may be enforced by the access control system)
proceed in a fully private manner, without disclosing user
identity or being traceable in the system.

2. Related Work

Most of the existing practical physical access control systems
are based on the following technologies: NXP’s Mifare and
DESfire; HID’s Prox and iClass; and Legic Prime and Advant.
NXP’s Mifare Classic, introduced in 1994, is a very popular
technology used in physical access control systems. Although
very old and insecure, the technology is still used in many
applications, even those security sensitive.The authentication
protocol is based on a unique 4B card identifier UID. In some
implementations, the card just reveals UID to the terminal
without any authentication protocol. In that case, UID can
be easily eavesdropped on and used by an attacker for imper-
sonation. In other implementations, a simple authentication
protocol is used but is considered insecure due to many
existing practical attacks [3–5] on the encryption algorithm
CRYPTO1. The insufficient security of the CRYPTO1 algo-
rithm used in the Mifare Classic made NXP improve the
cryptographic protection and release Mifare DESFire. The
old encryption algorithm was replaced by 3DES algorithm.
The authentication protocol was further improved in Mifare
DESFire EV1 which supports the AES encryption algorithm
[6]. The protocol itself remained without any major changes.
However, even Mifare DESFire was successfully attacked,
although the attacks [7, 8]were aimed on the implementation,
not cryptographic weaknesses. The HID Prox technology
contains no cryptographic protection. HID iClass employs
an authentication protocol based on the 3DES algorithm,
but attacks on this protocol are available [9]. Legic Prime

has weak proprietary cryptographic protection [10]. Legic
Advant is protected by symmetric block algorithms (DES [11],
3DES, and AES). None of themajor commercial technologies
provide any protection of privacy.

With the introduction of the first attribute-based cre-
dential schemes, such as the Idemix [12], U-Prove [13],
and HM12 [14], the variants for physical access control
systems also started to appear. The U-Prove scheme was
implemented on Multos smart cards [15]. The user is able to
prove his attribute in less than 1 s using this implementation.
However, the unlinkability property cannot be provided by
the cryptographic design of the protocol. The Idemix was
also implemented on the Multos smart card platform, with
cca 1 s needed to generate the attribute proof. The pilot
implementation of the HM12 scheme using Multos ML3
smart cards [16] required around 2.4 s in total to generate and
verify the proof, including the communication overhead. No
testing was done on multiple devices because the distributed
proof is not supported by these schemes.

Many types of personal and wearable devices forming
the so-called Internet ofThings (IoT) have appeared recently.
Authentication issues have been solved by different tech-
niques on these devises. Xu and Weitao propose biometric
authentication using wearables with face recognition using
smart-glass and gait recognition using smart watch. Riva
et al. [17] combine multiple sources of authentication data,
which is close to our approach. However, all these schemes
are using mainly biometric authentication factors. Cha et al.
[18] present a simple model for two-device authentication for
micropayment systems using mobile and wearable devices.
Nevertheless, their proposal lacks details and concrete cryp-
tographic functions. Butun et al. [19] address multilevel
authentication issue in cloud computing. Gonzalez-Manzano
et al. [20] present an access control mechanism for cloud-
based storage service access by using a set of devices.
However, their scheme is based on symmetric cryptography
and thus does not provide nonrepudiation. Hajny et al. [21]
use many wearable and IoT devices to do the authentication
process. However, the scheme misses privacy-enhancing
properties, because each user is uniquely represented by
his/her public key.

In summary, there are several authentication solutions
that involve IoT devices. However, there are only very few
papers focusing on multidevice authentication. Currently,
none of the proposals is provably secure and supports
the privacy-enhancing features. Furthermore, most of the
schemes remain only theoretic.

2.1. Our Contribution. The cryptographic scheme presented
in this paper takes a novel approach for the access control
based on rather the presence of multiple devices in user’s
proximity than the direct verification of user identifiers. The
novel approach has two key benefits: it significantly improves
the privacy protection of users and allows the authentication
based on the presence ofmany low-performance devices. Our
scheme is the first practical proposal with implementation
results that combines strong security, all standard privacy-
enhancing features, and efficiency.
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Figure 1: Schnorr’s proof of knowledge of discrete logarithm PK {𝑤 : 𝑐 = 𝑔𝑤} in Z∗𝑝.

(i) Provable security: all algorithms are provably secure,
based on primitives with rigorous formal proofs.

(ii) Multidevice authentication: the scheme allows user
authentication based on the presence of many per-
sonal devices.

(iii) Anonymity: the scheme allows authentication based
on anonymous proofs of knowledge of private user
and/or device identifiers.

(iv) Unlinkability: the scheme prevents creating user
behavior profiles based on the authentication sessions
linking.

(v) Untraceability: the scheme prevents any entity from
tracing users (or their devices).

(vi) Efficiency: the authentication protocol is fast on con-
strained user devices (i.e., smart cards) and embedded
verification terminals.

(vii) Revocation and identification: the proposed scheme is
compatible with major revocation and identification
schemes [22–24] for attribute-based credentials.

We not only provide the cryptographic description and
security proofs of our scheme, but also provide practi-
cal implementation results based on benchmarks on RFID
devices and an embedded hardware terminal. These results
prove that the scheme can be practically implemented on
existing off-the-shelf devices.

3. Preliminaries

3.1. Notation. We describe proof of knowledge protocols
(PK) using the efficient notation introduced by Camenisch
and Stadler [25]. The protocol for proving the knowledge of
discrete logarithm of 𝑐 with respect to 𝑔 is denoted as PK{𝛼 :
𝑐 = 𝑔𝛼}. The symbol “:” means “such that” and “|𝑥|” is the bit
length of 𝑥. We write 𝑎 $← 𝐴 when 𝑎 is sampled uniformly at
random from 𝐴. A secure hash function is denoted asH.

3.2. Proofs of Knowledge. The statements about discrete
logarithms in prime order groups can be easily proven using
the Σ-protocols [26].

A simple yet very useful protocol for proving the discrete
logarithm knowledge is based on the Schnorr signature

scheme [27]. Using this protocol, the prover proves his
knowledge of a discrete logarithm with respect to public
parameters 𝑐, 𝑔, 𝑝, 𝑞; i.e., he proves the knowledge of 𝑤 : 𝑐 =
𝑔𝑤mod𝑝, where 𝑝 is prime modulus, 𝑞 is group order, and 𝑔
is Z∗𝑝 generator. The protocol is depicted in Figure 1.

The proof of discrete logarithm knowledge is a simple 3-
way protocol where the prover commits to a random number
𝑟 in the first step, receives a challenge 𝑒 in the second step,
and responds by 𝑧 to the challenge in the third step. The
protocol is Honest Verifier Zero-Knowledge (HVZK). Note
that the verifier does not have to know the private input 𝑤
of the prover to be able to verify its knowledge. We recall the
properties of the protocol below.

Proof. Completeness: prover who knows𝑤 is always accepted:
𝑐 = 𝑔𝑧𝑐𝑒 = 𝑔𝑟−𝑒𝑤𝑔𝑒𝑤 = 𝑔𝑟𝑔−𝑒𝑤𝑔𝑒𝑤 = 𝑔𝑟 = 𝑐.

Proof. Soundness: let us assume a cheating prover is ready to
answer at least 2 random challenges 𝑒, 𝑒 after committing
to 𝑟 without knowing 𝑤. Then, his responses 𝑧, 𝑧 must be
accepted in verifier’s checks:

𝑐 = 𝑔𝑧𝑐𝑒, (1)

𝑐 = 𝑔𝑧


𝑐𝑒


, (2)

we divide (1) and (2) and get

𝑐
𝑐
=

𝑔𝑧𝑐𝑒

𝑔𝑧𝑐𝑒
⇐⇒

1 = 𝑔𝑧−𝑧


𝑐𝑒−𝑒


,

(3)

after multiplying both sides of (3) by 𝑔−(𝑧−𝑧
) and raising to

the power of (𝑒 − 𝑒)−1, we get

𝑔(𝑧
−𝑧)(𝑒−𝑒)−1 = 𝑐 (4)

and we get the discrete logarithm 𝑤 = (𝑧 − 𝑧)(𝑒 − 𝑒)−1 that
is easy to efficiently compute for the dishonest prover; thus
we reached the contradiction because the cheating prover
unaware of 𝑤 was assumed.

Proof. Honest Verifier Zero-Knowledge: the ZK property is
proven by proving the existence of the followingZK simulator
𝑀∗𝑉:
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(1) the simulator randomly chooses the response 𝑧 $←
Z𝑞.

(2) the simulator randomly chooses 𝑒 $← Z𝑞.

(3) the simulator computes 𝑐 = 𝑔𝑧


𝑐𝑒


.

The 𝑀∗𝑉’s output 𝑐, 𝑒, 𝑧 is computationally indistin-
guishable from the real protocol output 𝑐, 𝑒, 𝑧.

The protocol for proving the knowledge of a discrete
logarithm described above can be extended to the discrete
logarithm representation proof and discrete logarithm equiv-
alence proof [25]. The principles and security proofs remain
the same.

3.3. Bilinear Pairing. Let G1, G2, and G𝑇 be groups of prime
order 𝑞. A bilinear map e : G1 × G2 → G𝑇 is a map which
satisfies bilinearity, i.e., e(𝑔𝑥1 , 𝑔

𝑦
2 ) = e(𝑔1, 𝑔2)

𝑥𝑦 for all 𝑥, 𝑦 ∈
Z𝑞; nondegeneracy, i.e., for all generators 𝑔1 ∈ G1 and 𝑔2 ∈
G2, e(𝑔1, 𝑔2) generates G𝑇; and efficiency, i.e., there exists
an efficient algorithm G(1𝑘) that outputs the bilinear group
(𝑞,G1,G2,G𝑇, e, 𝑔1, 𝑔2). The pairing is a bilinear map and it
is symmetric if G1 = G2. There are many types of pairings;
however only Weil, Tate, Ate, and Eta parings are mainly
used in cryptography due to their efficient computation. Our
scheme makes use of the Tate pairing [28], since it is the
fastest among them. Most of the known parings uses Millers
algorithm [29] to do computations on elliptic curves.

3.4. Weak Boneh-Boyen Signature. The weak Boneh-Boyen
(wBB) signature scheme [30] can be used to efficiently sign
(blocks of) messages. Furthermore, the signature scheme
can be easily integrated with the zero-knowledge proofs
so that the knowledge of signed messages (and signatures
themselves) can be proven anonymously, unlinkably, and
untraceably.We recall the signing and verification algorithms
below; the efficient proofs of knowledge are described, e.g., in
[24].

Setup: On input security parameter 𝑘, generate a bilinear
group (𝑞,G1,G2,G𝑇, e, 𝑔1, 𝑔2) ← G(1𝑘). Take 𝑠𝑘 $← Z𝑞,
compute 𝑝𝑘 = 𝑔𝑠𝑘2 , and output 𝑠𝑘 as private key and 𝑝𝑘 =
(𝑞,G1,G2,G𝑇, 𝑔1, 𝑔2, e, 𝑝𝑘) as public key.

Sign: On inputmessage𝑚 ∈ Z𝑞 and secret key 𝑠𝑘, output
𝜎 = 𝑔1/(𝑠𝑘+𝑚)1 .

Verify: On input the signature 𝜎, message𝑚, and public
key 𝑝𝑘, output 1 iff e(𝜎, 𝑝𝑘) ⋅ e(𝜎𝑚, 𝑔2) = e(𝑔1, 𝑔2) holds.

Showing the constant signature 𝜎 multiple times would
make the authentication protocol linkable. All user sessions
would be linkable to a single profile, which would make the
resulting scheme very privacy unfriendly. To avoid linkability
of signatures, users can only prove the knowledge of a valid
signature by using the proof defined in [24]. In this proof,
the user chooses a random value 𝑟 $← Z𝑞 and computes
randomized auxiliary values 𝜎 = 𝜎𝑟 and 𝜎 = 𝜎−𝑚𝑔𝑟1. Then,
the knowledge of a signature is proven by constructing the

zero-knowledge proof 𝜋 = 𝑃𝐾{(𝑚, 𝑟) : 𝜎 = 𝜎−𝑚𝑔𝑟1} and
verifying e(𝜎, 𝑔2) = e(𝜎, 𝑝𝑘). The verifier is convinced that
the user indeed knows a valid signature on a knownmessage,
although the proof does not release any of these values. That
construction is perfect for our scheme, because the users
want to convince verifiers that they know (device) identifiers
signed by registrars, in an anonymous, untraceable, and
unlinkable manner.

ThewBB signatures were proven existentially unforgeable
against a weak (nonadaptive) chosen message attack under
the 𝑞-SDH assumption [30].

4. Multidevice Authentication with
Privacy Protection

First, we define the formal requirements on the authentica-
tion scheme.Next, we define the algorithms and entities in the
scheme. Finally, we present the concrete instantiation of the
privacy-enhanced multidevice authentication scheme based
on the wBB signatures described in the previous section.

4.1. Requirements. We require the scheme to be secure,
private, and efficient.

Security Requirements

Completeness: registered users must be accepted by the
Authenticate protocol.

Soundness: unregistered users must be rejected by the
Authenticate protocol.

Zero-Knowledge: the Authenticate protocol transcript
must be simulatable without the knowledge of identifiers,
thus provably releasing no sensitive information.

Privacy Requirements

Anonymity: users must be able to prove the knowledge of
their identifiers anonymously, without disclosing them.

Untraceability: user authentication sessions must be
untraceable by all system entities, including registrars.

Unlinkability: all single user’s authentication sessions
must be mutually unlinkable.

Efficiency Requirements

Readiness for RFID devices: the scheme must be fast on
constrained devices, in particular smart cards. No operations,
that are unavailable on RFID devices (such as bilinear
pairings), can be used in user’s algorithms.

4.2. Definition of Algorithms. We define the algorithms and
protocols of our scheme in this section. The communication
pattern is depicted in Figure 2 and employs the registrar (i.e.,
a central server that manages users and their equipment),
users (i.e., user devices such as smart cards or smart phones),
terminals (i.e., embedded devices with RFID readers typically
attached next to doors), and tags (i.e., devices that need to
be present during authentication and access control, typically
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Figure 2: Architecture of multidevice authentication with privacy protection.

safety equipmentwith programmable RFID sticks, such as the
helmet, respirator, or harness).

(𝑝𝑎𝑟) ← Setup(1𝑘, 𝑛): the algorithm is run by the
registrar. It inputs the security parameter 𝑘 and themaximum
number of tag classes (i.e., helmets, harnesses, boots, etc.).
The algorithm outputs the public system parameters 𝑝𝑎𝑟.

(𝑠𝑘𝑟, 𝑝𝑘𝑟) ← Keygen(𝑝𝑎𝑟): the algorithm is run by
the registrar. On the input of public system parameters
𝑝𝑎𝑟, it generates its private key 𝑠𝑘𝑟 and public key 𝑝𝑘𝑟.
The registrar distributes the public key to all other enti-
ties.

(⟨𝐼𝐷𝑖, 𝜎𝑖⟩
𝑛
𝑖=1, 𝐼𝐷𝑢, 𝜎𝑢) ← Register(𝑝𝑎𝑟, 𝑠𝑘𝑟, 𝑝𝑘𝑟): the

algorithm is run by the registrar. On the input of system
parameters and its keypair, the registrar generates the tags’
identifiers 𝐼𝐷𝑖 with corresponding signatures 𝜎𝑖 and user’s
identifier 𝐼𝐷𝑢 with a corresponding signature 𝜎𝑢. The tag
identifiers and signatures are securely delivered to tags and
the user identifier and signature are delivered securely to the
user device.

(0/1) ← Authenticate(𝑝𝑎𝑟, ⟨𝐼𝐷𝑖, 𝜎𝑖⟩
𝑛
𝑖=1, 𝐼𝐷𝑢, 𝜎𝑢,

𝑝𝑘𝑟): the cryptographic protocol is run jointly by the user
device, tags, and the terminal. It inputs system parameters,
registrar’s public key, private identifiers, and corresponding
signatures and returns 1 iff signatures and IDs are valid, or 0
otherwise.

4.3. Instantiation Using wBB Signatures. In this section, we
present the concrete instantiations of cryptographic algo-
rithms defined in Section 4.2. We use the wBB signature
scheme to certify the identifiers of tags and users in the
Register algorithm and interactive proofs of knowledge to
prove the knowledge of respective signatures and identifiers
in the Authenticate protocol. We use the Camenisch-
Stadler notation [25] to describe the proof of knowledge
protocols.

Setup. The algorithm inputs the security parameter 𝑘 and
the maximum number of tag classes 𝑛. It generates the
bilinear group with parameters 𝑝𝑎𝑟 = (𝑞,G1,G2,G𝑇,
e, 𝑔1, . . . , 𝑔𝑛, 𝑔𝑢 ∈ G1, 𝑔2 ∈ G2) satisfying |𝑞| = 𝑘.

Keygen. The algorithm inputs the public parameters 𝑝𝑎𝑟,
selects random registrar’s private keys 𝑠𝑘𝑟 = (𝑠𝑘0, 𝑠𝑘1,
. . . , 𝑠𝑘𝑛, 𝑠𝑘𝑢)

$← Z∗𝑞 , and computes the public keys 𝑝𝑘𝑟 =

(𝑝𝑘0 = 𝑔𝑠𝑘02 , 𝑝𝑘1 = 𝑔𝑠𝑘12 , . . . , 𝑝𝑘𝑛 = 𝑔𝑠𝑘𝑛2 , 𝑝𝑘𝑢 = 𝑔𝑠𝑘𝑢2 ). It
outputs the private keys as registrar’s private output and the
public key as the public output.

Register. The algorithm inputs the registrar’s keys and
public parameters, randomly selects tag and user identifiers
(𝐼𝐷1, . . . , 𝐼𝐷𝑛, 𝐼𝐷𝑢)

$← Z𝑞, and computes the wBB signatures
(𝜎1, . . . , 𝜎𝑛) on tag identifiers (𝐼𝐷1, . . . , 𝐼𝐷𝑛) and the aggre-
gated user signature 𝜎𝑢 and auxiliary values ⟨𝜎𝑢𝑖 , 𝜎

−𝐼𝐷𝑖
𝑢𝑖

⟩𝑛𝑖=1,
𝜎𝑢𝑢 , 𝜎

−𝐼𝐷𝑢
𝑢𝑢

that allow the construction of efficient proofs of
knowledge in the Authenticate protocol. The algorithm
outputs the tag identifiers and corresponding signatures as
a private output to tags. The user identifier, the aggregated
signature, and auxiliary values are outputted to the user as
a private output. Both tags and the user receive the initial
𝑠𝑒𝑒𝑑 required for the synchronization of the zero-knowledge
proofs as a private input. The algorithm is depicted in
Figure 3.

Authenticate. Authenticate is an algorithm distributed
among the user, terminal, and tags that inputs the identifiers
and respective signatures and outputs 1 iff (1) all signatures
are valid and created by the registrar and (2) all identifiers
of the user are present and signed. Otherwise it outputs
0. The protocol is a distributed proof of knowledge of
wBB signatures where the tags prove that they know their
identifiers and corresponding signatures (without actually
revealing them) and, at the same time, the user proves that
he has an aggregated signature on all his tag identifiers,
plus his own identifier. As the user does not know the
tag identifiers, all tags must be present and participate on
the proof construction. As a result, the user is able to
anonymously, untraceably, and unlinkably prove his valid
registration by the registrar and the presence of all his
tags, i.e., the safety equipment. The protocol is depicted in
abstract CS notation in Figure 4. We also provide the full
description in Figure 5 in Section 6 focused on implemen-
tation.

5. Security Analysis

The registrar issues the wBB signatures to tags and users
in the Register algorithm. Then, the user and tags prove
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Figure 3: Register protocol.

Figure 4: Authenticate protocol in CS notation.
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Figure 5: Authenticate protocol in full notation for 𝑖𝑡ℎ tag.
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Figure 6: Tested scenario.

the knowledge of such signatures to the terminal using the
distributed zero-knowledge proofs in the Authenticate
protocol.

Lemma 1. The weak Boneh-Boyen signatures are unforgeable
against a weak chosenmessage attack under the 𝑞-Static Diffie-
Hellman assumption [30].

Lemma 1 is proven in [30].

Lemma 2. The protocol presented in Figure 5 is complete,
sound, and zero-knowledge.

We construct the proof for a tag 𝑖 using the standard
proving technique for zero-knowledge protocols. For other
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devices and the user, the proof is constructed analogi-
cally.

Proof. Completeness: honest users pass the terminal’s check.

𝑡𝑖 = 𝑔𝑠𝑟𝑖𝑖 𝜎
𝑠𝐼𝐷𝑖
𝑖 𝜎𝑖
−𝑐 (5)

= 𝑔𝜌𝑟𝑖𝑖 𝑔𝑐𝑟𝑖𝑖 𝜎𝑟𝑖𝑠𝐼𝐷𝑖𝑖 𝜎𝐼𝐷𝑖𝑐𝑖 𝑔−𝑐𝑟𝑖𝑖 (6)

= 𝑔𝜌𝑟𝑖𝑖 𝑔𝑐𝑟𝑖𝑖 𝜎𝑟𝑖𝜌𝐼𝐷𝑖𝑖 𝜎−𝑟𝑖𝑐𝐼𝐷𝑖𝑖 𝜎𝑟𝑖𝐼𝐷𝑖𝑐𝑖 𝑔−𝑐𝑟𝑖𝑖 (7)

= 𝑔𝜌𝑟𝑖𝑖 𝜎𝜌𝐼𝐷𝑖𝑖 (8)

e (𝜎𝑖, 𝑔2) = e (𝜎𝑖 , 𝑝𝑘0) (9)

e (𝜎−𝐼𝐷𝑖𝑟𝑖𝑖 𝑔𝑟𝑖𝑖 , 𝑔2) = e (𝜎𝑖 , 𝑔
𝑠𝑘0
2 ) (10)

e (𝑔(−𝐼𝐷𝑖𝑟𝑖+𝑟𝑖(𝑠𝑘𝑜+𝐼𝐷𝑖))/(𝑠𝑘0+𝐼𝐷𝑖)𝑖 , 𝑔2) = e (𝜎𝑖 , 𝑔
𝑠𝑘0
2 ) (11)

e (𝑔𝑟𝑖𝑠𝑘𝑜/(𝑠𝑘0+𝐼𝐷𝑖)𝑖 , 𝑔2) = e (𝜎𝑖 , 𝑔
𝑠𝑘0
2 ) (12)

e (𝜎𝑠𝑘0𝑖 , 𝑔2) = e (𝜎𝑖 , 𝑔
𝑠𝑘0
2 ) (13)

Error Probability. If implemented correctly, the user will be
always accepted.

Proof. Soundness: only registered users pass terminal’s check.

Assume a user who is not registered (i.e., does not know
the identifier 𝐼𝐷𝑖) and passes the terminal’s check for two
different challenges 𝑐 and 𝑐 with two different responses 𝑠
and 𝑠:

𝑡𝑖 = 𝑔𝑠𝑟𝑖𝑖 𝜎
𝑠𝐼𝐷𝑖
𝑖 𝜎𝑖
−𝑐 (14)

𝑡𝑖 = 𝑔
𝑠
𝑟𝑖

𝑖 𝜎
𝑠
𝐼𝐷𝑖

𝑖 𝜎𝑖
−𝑐 (15)

and we get

𝜎𝑖
𝑐−𝑐 = 𝑔

𝑠𝑟𝑖−𝑠


𝑟𝑖

𝑖 𝜎𝑠𝐼𝐷𝑖−𝑠


𝐼𝐷𝑖

𝑖
(16)

and therefore

𝜎𝑖 = 𝑔
(𝑠𝑟𝑖−𝑠



𝑟𝑖
)/(𝑐−𝑐)

𝑖 𝜎(𝑠𝐼𝐷𝑖−𝑠


𝐼𝐷𝑖
)/(𝑐−𝑐)

𝑖
(17)

Thus the user can efficiently compute both the random-
izer 𝑟𝑖 = (𝑠𝑟𝑖 − 𝑠𝑟𝑖)/(𝑐 − 𝑐) and the identifier 𝐼𝐷𝑖 = (𝑠𝐼𝐷𝑖 −
𝑠𝐼𝐷𝑖)/(𝑐−𝑐) and we reached the contradiction to our original
assumption.

Error Probability. The attacker will pass the verification check
if he can predict the challenge 𝑐.The probability of soundness
error is thus 𝑃 = 2−|𝑐| = 2−𝑞 = 2−224, which is negligible.With
an expected rate of 100 ms per challenge, the expected time
of breach is 4 × 1058 years.

Proof. Zero-Knowledge: the protocol releases no private infor-
mation, i.e., there exists a zero-knowledge simulator 𝑀∗𝑉.
Using the public parameters and the public key (𝑔, 𝑔𝑥) (we
follow the proof presented in [24] that allows the simulator
to input an auxiliary public key (𝑔, 𝑔𝑥) : 𝑔 $← Z𝑞 from
the registrar), the simulator chooses randomly and uniformly
(𝑠𝑟𝑖 , 𝑠𝐼𝐷𝑖 , 𝑟, 𝑐)

$← Z𝑞, computes 𝜎𝑖 = 𝑔𝑟, 𝜎𝑖 = (𝑔𝑥)𝑟, 𝑡𝑖 =
𝑔𝑠𝑟𝑖𝑖 𝜎
𝑠𝐼𝐷𝑖
𝑖 𝜎𝑖
−𝑐, and outputs the proof 𝜋 = (𝜎𝑖, 𝜎𝑖 , 𝑡𝑖,H(𝑟), 𝑐,

(𝑠𝑟𝑖 , 𝑠𝐼𝐷𝑖)). The simulated transcript is computationally indis-
tinguishable from the real run of the protocol.

Error Probability. The attacker can try to guess the randomiz-
ers 𝑟𝑖, 𝜌𝑟𝑖 , 𝑟𝑢, 𝜌𝑟𝑢 and break the discrete logarithm assumption.
The probability is 𝑃 = 2−𝑞 = 2−224 for each device, which
is negligible. With an expected rate of 10 ms per computing
the guess (the exponentiation), the expected time of breach is
4 × 1057 years.

As a result of the zero-knowledge property and random-
ization of all signatures, the protocol is also anonymous,
untraceable, and unlinkable.

6. Implementation Aspects

The Authenticate protocol has been implemented as a
standard 3-way interactive zero-knowledge proof of knowl-
edge protocol described in Section 3.2. We use a parallel
composition with one challenge and one response for all tags
of a user to construct an AND proof for both tag and user
signatures. The Authenticate protocol for 𝑖𝑡ℎ tag is fully
specified in Figure 5.

To keep user devices synchronized, we use a counter
that is initialized by a seed generated by the registrar. In the
beginning of each session, the counter increments. To avoid
losing synchronization, the hashed counter is broadcasted by
the terminal so that the devices can compare it with their
actual counter value (and with, e.g., 10 next precomputed
values) and sync in case their counter is behind. The hashed
counter also serves as the session identifier and thus is present
in all three steps of the protocol.

In the first step of the protocol, the tag generates random-
izers 𝑟𝑖, 𝜌𝑟𝑖 , 𝜌𝐼𝐷𝑖 , computes randomized signatures 𝜎𝑖 , 𝜎𝑖, and
computes the commitment to randomizers 𝑡𝑖. The random-
ized signatures, commitment to randomizers, and hashed
randomizers are sent to the terminal.

In the second step, the terminal randomly selects its
challenge 𝑐 and sends it to all tags and devices, together with
the obtained hash.

In the third step, the tag computes their answers 𝑠𝑟𝑖 , 𝑠𝐼𝐷𝑖
of the zero-knowledge protocol.

After receiving the answers, the terminal is able to verify
that the tag knows a valid signature and a corresponding tag
identifier with respect to registrar’s public key 𝑝𝑘, without
actually learning any user- or tag-identifying values.

The proof construction for the user is the same with the
exception that the answers containing tag IDs are omitted,
because the terminal makes use of the values received by
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Figure 7: Dependence of the proof construction time on the number of user device.

the devices. Instead of proving tag IDs, the user proves the
knowledge of his own user ID.

6.1. Performance Analysis. The scheme was designed to be
practical and fast on constrained RFID devices, such as smart
cards and programmable RFID tags. Therefore, the bilinear
pairings, which are the most computationally complex oper-
ations in our algorithm, are only computed in the terminal
which normally has more resources than user device. The
secondmost complex operation is the exponentiation (imple-
mented as scalarmultiplication of an elliptic-curve point) and
it is reduced to a minimum. The user device needs (5 + 2𝑑)
exponentiations to construct a “user proof” with 𝑑 personal
tags. Each tag must compute 5 exponentiations to generate
a “tag proof”. However, our implementation uses only 4
exponentiations, since the value (𝜎𝑖−𝐼𝐷𝑖𝑔𝑖) is precomputed
within a Register protocol and is used for the randomized
signature 𝜎𝑖 = 𝜎−𝐼𝐷𝑖𝑖 𝑔𝑟𝑖𝑖 = (𝜎𝑖−𝐼𝐷𝑖𝑔𝑖)

𝑟𝑖 construction.The com-
plexity of the other operations (random number generation,
addition, and multiplication) are only minor, compared to
pairings and exponentiations. In order to verify the proof, the
terminal must compute (4+4𝑑) bilinear pairings and (4+3𝑑)
exponentiations.

We provide performance measurement of crucial opera-
tions on common devices, which are widely used in the access
control applications, i.e., a smart card, smart phone, smart
watch (as user devices), and a custom-built RFID terminal
with ARM or Intel CPU and programmable RFID tags (as
RFID tags attached to safety equipment). The hardware and
software specification of all the devices is presented in Table 1.

The testing scenario is depicted in Figure 6. The user
needs to hold a wearable device, such as a smart phone
(HUAWEIP9 Lite 2017), a smart card (MultosCard), or smart
watch (HUAWEI Watch 2) and some safety equipment, such
as helmets, harnesses, boots, and protective suits, each of

them with a programmable RFID tag attached. The tag is
equipped with a programmable chip SC23Z018 with Multos
4.2 operation system.The proofs are collected and verified by
a terminal. We use Raspberry Pi 3 to represent the terminal.
In another scenario, PC (Intel i7-7700 CPU, 16 GB RAM)
acts as a central authentication server representing the case
of a centralized access control system. The system uses RFID
communication between tags and a terminal, and NFC or
BLE communication between a terminal and a user device.

The performance of critical operations and the estimation
of the running time of the Authenticate protocol with one
RFID tag and one user device are presented in Table 2. In
addition, we provide measurement of the selected devices
where we consider different elliptic curves types, in particular
type A and D. Both curves satisfy the NIST key recommen-
dation for 80-bit security strength [31]. The performance is
measured in milliseconds (the measurement of clock cycles
is unavailable on the smart card platform) and the values are
an average of 10 measurements, excluding communication
overhead. For the implementation of EC operations, the PBC
library was used [32] on the terminal and jPBC [33] library on
Android devices. Native assembler code was used to perform
operations on the Multos smart card.

The proposed authentication scheme can be used inmany
types of access control scenarios and for different types of
devices. Therefore, we provide the results of each protocol
using one RFID tag. Furthermore, we present the crucial EC
operations’ benchmarks on a wide range of devices in Table 3.
The time is measured in milliseconds and the values are an
average of 10 measurements, as in the previous case. All mea-
surements were performed by using the elliptic curve d159
from the PBC library. We did not consider Android devices
as a terminal device, since the pairing operation requires too
much time and therefore it is not usable in practice.

Figure 7 depicts the time required for a proof construc-
tion on different devices (Multos smart card, Android smart
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Table 1: Specification of tested devices.

Type CPU/MCU OS RAM
Tag SC SC23Z018 Multos 4.2 2 KB
User SC SC23Z018 Multos 4.2 2 KB
User Phone Kirin 655 Android 7.0 3 GB
User Watch ARM Cortex-A7 Android 7.0 768 MB
Terminal Pi 3 ARM Cortex-A53 Raspbian 9.3 1 GB
Terminal PC Intel i7-7700 Debian 8.6 16 GB
Tag: programmable RFID stick, User: user device, Terminal: terminal, SC: smart card, Phone: HUAWEI P9 Lite 2017, Pi 3: Raspberry Pi 3 Model B, andWatch:
HUAWEI Watch 2.

Table 2: Benchmark results based on EC type.

Terminal User Device Tag
[ms] [ms] [ms]

Elliptic Curve Type A
Exponentiation 10 67 81
Pairing 15 125 -
Verification 192 - -
Tag Proof Generation - - 444
User Proof Generation - 448 -

Elliptic Curve Type D
Exponentiation 4 38 40
Pairing 31 1050 -
Verification 271 - -
Tag Proof Generation - - 277
User Proof Generation - 273 -

Table 3: Benchmark results of all tested devices.

SC Phone Watch Pi 3 PC
[ms] [ms] [ms] [ms] [ms]

Exponentiation 40 38 207 3.3 0.4
Pairing - 1050 6571 31 2.4
Tag Proof Generation 277 154 900 18 4
User Proof Generation 441 273 1502 24 5
Verification - - - 271 21

phone, and smart watch for various number of tags). These
devices act as a user device.

6.2. Revocation and Identification. Besides strong privacy-
enhancing features, there must be also mechanisms to revoke
and/or identify malicious users. All users are theoretically
identifiable and traceable by their user IDs. However, these
IDs are “hidden” in the signatures as the exponents. Due to
the discrete logarithmproblem assumption, one cannot easily
get the identifiers and do the revocation and identification.
However, our scheme is compatible with the major revo-
cation schemes that are already available for cryptographic
anonymous credential schemes [22–24]. In these revocation
schemes, the hidden exponent (the user ID) is used as a
revocation handle and can be disclosed only by designated
authorities. Additionally, valid users remain anonymous

while malicious users are identifiable and traceable by a des-
ignated authority, such as a court. Such schemes are provably
secure, efficient, and compatible without any modification;
thus we refer to their specification (e.g., the scheme designed
directly for smart cards [24]) in case revocation is needed.

7. Conclusions

We presented a cryptographic scheme that allows a novel
approach for controlling physical access. Instead of the
verification of fixed user or device identifiers, the terminals
can check only the knowledge of such identifiers in a private
manner, without explicitly exposing any personal informa-
tion or the identifiers themselves. Furthermore, the presence
of other RFID devices, possibly the safety equipment, can be
enforced. Our protocols are based on proven cryptographic
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algorithms and are very practical—the proofs can be gen-
erated in under 500 ms on constrained devices, such as
smart cards. We provided the full cryptographic description
of all algorithms, the security and efficiency analysis, and the
implementation results on constrained devices. We find the
scheme especially useful in applications where the physical
access to dangerous environment is granted upon proving the
presence of required safety equipment and where the strong
privacy-protection regulation is enforced by law.

As for the future work, we will focus on the optimization
of the verification algorithm, since the current verification
time grows linearly with the number of tags involved in the
authentication protocol. In particular, wewould like to reduce
the number of bilinear pairings which is the most time-
consuming operation in the protocol.

Data Availability

All necessary information is provided in the paper and in
cited literature.
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In recent years, the prevalence ofWi-Fi-enabled devices such as smartphones, smart appliances, and various sensors has increased.
Asmost IoT devices lack a display or a keypad owing to their tiny size, it is difficult to set connectivity information such as service set
identifier (SSID) and password without any help from external devices such as smartphones. Moreover, it is muchmore complex to
apply advanced connectivity options such as SSID hiding, MAC ID filtering, and Wi-Fi Protected Access (WPA) to these devices.
Thus, we need a new Wi-Fi network management system which not only facilitates client access operations but also provides a
high-level authentication procedure. In this paper, we introduce a remote connectivity control system for Wi-Fi devices based on
software-defined networking (SDN) in a wireless environment. The main contributions of the proposed system are twofold: (i) it
enables network owner/administrator to manage and approve connection request from Wi-Fi devices through remote services,
which is essential for easy connection management across diverse IoT devices; (ii) it also allows fine-grained access control at the
device level through remote control. We describe the architecture of SDN-based remote connectivity control of Wi-Fi devices.
While verifying the feasibility and performance of the proposed system, we discuss how the proposed system can benefit both
service providers and users.

1. Introduction

The popularity of wireless devices is increasing rapidly, and
an increasing number of end-devices connect to the Internet
through Wi-Fi—anything from home appliances to factory
facilities. It is not hard to find a Wi-Fi signal in places such
as offices, cafes, or even across entire cities. In addition, most
essential appliances such as smartphones, laptops, speakers,
and wearable gadgets support the Wi-Fi protocol.

Basically, most home or office devices need a service
set identifier (SSID), which is broadcasted by typical Wi-
Fi routers. In order to enhance wireless network security, a
number of authentication procedures such as SSID hiding,
media access control identifier (MAC ID) filtering, or Wi-
Fi Protected Access 2 (WPA2) are applied. For instance, in
the case of the SSID hiding method, only users who know
the SSID can access the Wi-Fi network. In the most popular
authenticationWi-Fi mechanism—WPA2—the router works
in a secure mode with an SSID and password pair. Anyone
who provides the correct pair is granted network access.
Besides, with MAC ID filtering, only devices with allowed

MAC addresses can join the network or use the Internet.
Moreover, with the appearance of advanced security mech-
anisms such as Extensible Authentication Protocol (EAP)
and Lightweight Extensible Authentication Protocol (LEAP),
users’ data and information can be protected more efficiently
while surfing the Internet.

Nevertheless, as a side effect of the many security advan-
tages, the complex authentication procedure could affect user
experience when connecting to the network. For instance,
when a stranger visits the user’s home and wants to use
their Wi-Fi network, they must be told the SSID and the
password. In the case of MAC-based authentication, an entry
for the guest device’s MAC address should be added to the
authentication service in advance by the network adminis-
trator for setting up a connection. This means that the
more complex the authentication setting, the more diffi-
cult it becomes to set up the authentication procedure for
adding or replacing new devices. In particular, nontechnical
elderly people who are not familiar with IT devices may
find it tedious to use complicated authentication proce-
dures.

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 9359878, 10 pages
https://doi.org/10.1155/2018/9359878

http://orcid.org/0000-0003-4426-3825
http://orcid.org/0000-0001-6246-6218
https://doi.org/10.1155/2018/9359878


2 Wireless Communications and Mobile Computing

Besides, with IoT trending, the number of smart appli-
ances using home network protocols such as ZigBee [1], Z-
WAVE [2], and Bluetooth [3] has been increasing explo-
sively. Even though these kinds of protocols are suitable
for lightweight or low-energy devices, IoT devices are still
equipped with Wi-Fi functionality for easy management.
Moreover, the “things” now being added to homes, offices,
and industrial facilities are quite small and do not have a
display or convenient data entry capability to allow users to
configure them. As a result, the devices need to be configured
by a smarter device that can transmit the necessary configu-
ration information to join the network. For example, in order
to make a smart switch join a home network, customers have
to install a separate application on their smartphone or tablet
and then the app can transmit Wi-Fi access information to
the IoT devices via near-field communication (NFC) or Blue-
tooth. Then, the gadget can connect to the current network
and perform related setup to use its features. As with the
previous examples, instructions for such a configuration can
sometimes be difficult for a novice user unfamiliar with IT.

Although a remote connectivity control scheme for Wi-
Fi-enabled equipment is essential for both customers and
network owner/administrator, it is hard to implement one
through just minor enhancements to traditional network
systems. Note that software-defined networking (SDN) pro-
vides an architecture enabling programmatic enhancements
to network management and configuration [4–9], which
form the base architecture for us to achieve our goals.

Thus, in this paper, we propose a new SDN-based mech-
anism that not only enhances the connection-establishment
process for new wireless devices but also improves network
management functionalities. More specifically, our system
comes with interesting use cases. (1) It enables automatic net-
work configuration and allows administrators or users to set
up newWi-Fi device joining their network process remotely.
These events are announced to owner/administrator through
remote notification services and displayed on a web-based
user interface. (2) Using its associated station’s information
and per-client virtual access points, the connectivity control
system supports flexible network functions (e.g., network
access rules for individual devices). To demonstrate the
feasibility and benefits of our approach, we evaluate it on a
real prototype. We believe that our system can bring innova-
tion to network features and additionally facilitate user-
network interactions.

This paper is organized as follows. Section 2 reviews
some related studies and Section 3 provides preliminaries
for the proposed system. With the use cases of our system
in Section 4, Section 5 describes the system architecture
in detail. Section 6 provides performance evaluations from
experimental testbed. And Section 7 discusses the security
enhancements for the connectivity control system. Finally, we
conclude this paper in Section 8.

2. Related Works

Connectivity control of smart devices, especially wireless-
enabled home or office devices, is one of the important
issues in the IoT paradigm. Numerousmanufacturers such as

Samsung [10], Apple [11], and Philips [12] are developing their
own smart device ecosystems, which users who buy their
equipment can benefit from. For example, customers can
configure and manage their devices through cloud services
supported by the manufacturer. However, these kinds of
services are specific to each manufacturer. This indicates that
if customers own gadgets of different brands, they have to use
different services for each device. Thus, this operation may
require complex steps, inconveniencing customers.

In order to solve these connectivity control issues, M.
Lee et al. in [13] proposed a new autoconfiguration method
of home network with SDN controller support. Using Flood-
light—SDN controller acting as a cloud-based home net-
work controller—the system enables automatic recognition
and management of home devices without requiring spe-
cific equipment. There are diverse home devices such as
notebooks, smartphones, and light sensors and their MAC
addresses as an identifier are stored in a database. Besides,
SDN enables allocating bandwidth for quality of service
(QoS) for each device. However, this system has not con-
sidered wireless environment. Thus, it lacks a number of
functionalities for WLANs such as access point, association,
and roaming. On the contrary, our paper targetsWLANs and
improves traditional access points with LVAP abstraction,
which we will explain comprehensively in the next section,
for connectivity control of home devices.

Yet another approach to IoT devicemanagement in smart
homes was proposed by Vijay in [14]. In this study, the
authors built and demonstrated the advantages of using SDN
in IoT security and network services from an Internet service
provider. Specifically, the implemented design showed the
user interface, which contains the subscribers’ household
devices and allows update or deletion of the flow rules of
access control.This alsomeans that customers have the ability
to remotely block/quarantine devices based onnetwork activ-
ity via a web-based portal. Nevertheless, the author did not
clarify the process of establishing a connection for each device
and focused on security after the successful setup of all equip-
ment. On the other hand, this paper specifies the detail proce-
dure for connection setup as well as proving feasible through
a testbed. In addition, the network owner/administrator has
the right to allow/reject network access to clients without
using MAC filtering or blocking device IPs.

The study in [15] suggests a simple mechanism that
allows small network owner/administrator to provide Inter-
net access to guests using OpenID or certificates issued by
third-party services. It has been suggested that this system
seems to be a useful approach since it reduces authentication
operations. Similar to this work, authors in [16, 17] introduced
a solution which enhances the wireless access services for
enterprise WLAN by combining SDN and an authentication
server. However, these mechanisms require display-enabled
devices, which small IoT devices such as switches, plugs,
and sensors are not. Hence, we extend this proposal in
order to apply to any type of IoT devices regardless of their
size, providing easy device configuration and management
through the remote system. More technically, as mentioned
before, our connectivity control system handles the client’s
primitive state andmoves the network decisionmodule to the
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Figure 1: SDN-based connectivity system use cases.

remote controller. Thus, customers can install and manage
their network automatically without complex steps.

3. Preliminaries

So far, a concept of SDN for wireless network was introduced
in [18–20] and built upon Odin’s architecture [21]. These
systems also inherit Light Virtual Access Point (LVAP)
abstraction,master-agent pairedmodules, and the traditional
OpenFlow controller [22]. While the OpenFlow controller
determines the best path for network traffic, the master mod-
ule makes decisions about allocation of network resources.
In addition, the client state is recorded and forwarded by the
agent module, which is integrated into the wireless access
points.

LVAPs are key components of the Odin framework.
Basically, each clientwill be attached to the image of the access
point they connect to. Specifically, in physical wireless access
points, whenever theWi-Fi card receives a valid 802.11 frame,
it immediately spawns an LVAP associated with the client.
Hence, the LVAP becomes a potential per-client virtual access
point for the client to perform association. Besides, since
this data is transmitted to the controller, the LVAP manager
module built into the controller will hold the unique virtual
access point information such as BSSID, MAC address, IP
address, and SSID as a representation of the client. For
instance, there are two particular access points which are
both managed by the same controller. A client is previously
associated with the system and attached an LVAP. When the
client moves out of the coverage area of the first access point
while entering the second areas, the handoff occurs without
requiring a reassociation and exchanging additional layer 2 or
3 messages.This mechanism effectively enhances the handoff
performance and distributed-client problems [23–25].

However, the above-mentioned architecture is imple-
mented as an “open” system; any devices can join and access
the Internet without permission. Thus, this system lacks
a controllable connectivity module that deals with device
authentication and management. In order to enable the con-
nectivity control system, we propose an approach that
involves using the SDN controller as a “decision center”
that collaborates with other business services. Through this

system, the controller holds all the information about asso-
ciated clients and shares these resources with other network
services.Thus, it can help the owners/administrators to man-
age and take control of their own network system.

Furthermore, LVAP can take advantage of the ability
to support multiple services through each virtual access
point. For example, the network administrator can control
each client individually with respect to connection time and
bandwidth limitation without affecting others. In our system,
LVAP abstractions are used to mark the appearance and
handle the connectivity process of clients. Particularly, since
our device manager module holds the data of the attached
LVAP in a physical access point, based on user actions,
it can make decisions to allow/reject spawning LVAPs or
provide network rules for each client.This also means that an
administrator who is physically away from the network has
full access to take over device connection establishment. We
will describe some of these use cases in the next section.

4. Use Cases

Our solution is based on programmable network devices in
the spirit of SDN. In this section, we discuss some use cases
for the envisioned system.

4.1. Remote Connectivity Control of a Guest’s Wi-Fi Devices.
One of the use cases our system supports is sharing Internet
connectivity with visitors in home, office, or enterprise.
Basically, a visitor should be given the WPA passphrase or
the administrator should manually add an entry of his/her
MAC address for authentication. The disadvantages of a
classic private shared key include the fact that it is impossible
to revoke the secret key when he/she leaves as well as
the fact that it is relatively easy to crack. The alternative
solution, 802.1X, requires the installation of a software client
and remote authentication server, thus making it difficult
or impossible to use on devices that do not support such
protocols. Using our system, we can innovate and simplify
authentication. For example, in Figure 1(a), when a visitor
wants to use the Internet, he/she will connect to the public
SSID broadcasted by the access point. Then, the network
ownerwill be notified of the identity of the newcomer’s device
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via the remote services working on top of the controller.
Finally, he/she will accept or deny the connection and the
corresponding rules on the access point will be set by
the controller. Thus, the guest does not have to input any
password and the network’s owner could accept the request
remotely. This can, of course, be done at a large-scale offices
and enterprises with a supervisor or a network administrator.

4.2. Remote Connectivity Control and Management of IoT
Devices. Our connectivity control system also facilitates the
connection and management of IoT devices. Note that most
IoT devices lack a display or a keypad, requiring the use of
other smart devices to establish a connection. As Figure 1(b)
illustrates, with our system, the client state will be forwarded
immediately to the controller when it interacts with the
system. Thus, this information can be used through multiple
remote or cloud services to provide network services to
customers. For example, a customer buys a smart plug that
contains default SSID information from the manufacturer. In
addition, an access point in the owner’s home also broadcasts
the same SSID. This is supported by our concept. As a result,
when the plug is powered on, it automatically associates
with our system. In addition, owners/administrators will
be informed about new devices and can control it through
several web or mobile services. Moreover, since each asso-
ciated client is attached to a virtual access point, it allows
fine-grained control of network resources according to user
demand and expected QoS level. Note that SSID information
can be updated after the IoT device successfully joins the net-
work. Detail procedure will be discussed in the next section.

5. SDN-Based Connectivity Control System

In this section, we describe an SDN-based connectivity
control system to achieve the above-mentioned use cases.

5.1. Overview of Connectivity Control System. In this subsec-
tion, we describe the procedure of the connectivity control
system as shown in Figure 2, together with its software archi-
tecture in Figure 3. Figure 2 describes the procedure of grant-
ing permission and establishing connection for newcomer.
Figure 3 shows that the proposed architecture is composed of
diverse software components such as𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒 for
each access point and 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝐻𝑎𝑛𝑑𝑙𝑒𝑟,𝐷𝑒V𝑖𝑐𝑒𝑀𝑎𝑛𝑎𝑔𝑒𝑟,
and 𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖V𝑖𝑡𝑦𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 for the controller and
remote services. Specifically, when an 802.11 management
frame is received by a 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒 module which is
implemented in the access point, it checks whether the client
is assigned an LVAP. Immediately, this process also takes
place in the 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝐻𝑎𝑛𝑑𝑙𝑒𝑟 module in the controller,
which assigns an LVAP to each client if they have not been
assigned LVAPs or have been previously removed. After that,
the client information is checked against the allowed MAC
addresses—whether one exists for the client that generated
the frame. Registered devices will appear in the 𝐴𝑙𝑙𝑜𝑤𝑒𝑑𝐿𝑖𝑠𝑡
and managed by the 𝐷𝑒V𝑖𝑐𝑒𝑀𝑎𝑛𝑎𝑔𝑒𝑟 module, used for
device identification and authentication. If so, via client-state
information saved in the LVAP, the controller sets up the
connection with the station. If there is a newcomer that has
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Figure 2: Procedure of SDN-based connectivity control system.

not interacted with the system before, the agent informs
the controller, and the 𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖V𝑖𝑡𝑦𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 on
top of the controller framework will start the authenti-
cation. Moreover, with the notification system, the net-
work owner/administrator decides to allow/deny the joining
requests from devices. Subsequently, the controller attempts
to respond to the clients accordingly. The process ends when
permission is granted to the new station or the frame is
dropped and the joining process fails if the administrator
denies the connection. Since all new device-joining events
come to the remote owner/administrator, it is possible to
achieve the first use case. In other words, it eliminates the
complex procedure of modifying configuration such as SSID
hiding and MAC filtering at the access point level. It is
also possible to make IoT devices without a display joining
the access point and then the remote controller just accepts
them. Moreover, for the second use case, since each device is
attached to an LVAP, the controller has the ability to monitor
all Wi-Fi devices status and apply individual device-level
control in the form of access control and bandwidth control.

5.2. Software Architecture

5.2.1. Access Point. In our system, an access point con-
tains both OpenFlow-enabled switch instances manag-
ing the communication over wired data paths and a
𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 holding station states as virtual access
points and 802.11 radio signals. Specifically, access points
will be equipped with the 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 module,
which communicates with the 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝐻𝑎𝑛𝑑𝑙𝑒𝑟 module
in the controller via a persistent TCP connection. Therefore,
not only can we perform the normal features of an access
point, they are also involved in gathering client states before
forwarding it to the controller. In technical detail, when a
client is associated with the access point, the access point
will hold the SSID, client MAC address, and client IP address
information (if granted). Based on this information, a unique
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Figure 3: The software architecture of an SDN-based connectivity
system.

virtual access point will be attached to the client, which
operates a number of services provided by the controller.

In a conventional wireless network, there are numerous
access points acting as a central gateway for clients. However,
due to restricted programmability levels, current access
points are limited in both enhancing network services and
simplifying setup operations for users. For example, creating
a new SSID or configuring a wireless access point is still
complex to nontechnical users. SDN brings an innovation
to traditional networks by moving the decision center to the
remote controller. Despite the potential of the OpenFlow
protocol in SDN controllers, it is still not possible to apply
it to a wireless environment effectively. Thus, besides the
OpenFlow protocol securing the connection between the
switch and controller, a TCP connection is used to transfer
the information of client states to the higher layer. Moreover,
this connection secures the wireless data path and control
path between the controller and the access point.

5.2.2. Controller. The subcomponent of our controller in
Figure 3 builds upon the Empower [26] and consists of the
following components: (1) 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝐻𝑎𝑛𝑑𝑙𝑒𝑟 stores and
manages LVAP through the LVAP manager and the device
manager, (2)𝑂𝑝𝑒𝑛𝐹𝑙𝑜𝑤𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟 is responsible for deciding
how a specific packet is handled via a wired control path, and
(3) the 𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖V𝑖𝑡𝑦𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 on top of the frame-
work. Technically, when a device joins through an access
point, its primitive states are immediately transmitted to the
𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟 through the communication protocol between
access point and controller. Based on this information, the
𝐿𝑉𝐴𝑃𝑠𝑀𝑎𝑛𝑎𝑔𝑒𝑟module can build a logical representation of
the client in the controller—an LVAP for handling another
process. Furthermore, the 𝐷𝑒V𝑖𝑐𝑒𝑀𝑎𝑛𝑎𝑔𝑒𝑟 also recognizes
whether devices are registeredwith the system in advance. If it
is registered, it decides which services or rules can be applied

to these devices. Finally, 𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖V𝑖𝑡𝑦𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛,
which is associated with the remote services via an API, will
decide whether to keep the connection alive or terminate
it based on user demand. After the network application
completes its operations, the response state will be sent to the
access point and client, and flow rules will be applied to the
𝑂𝑝𝑒𝑛𝐹𝑙𝑜𝑤𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟.

5.2.3. Remote Services. Remote services lay on top of the
application layer, which provides a wide range of services
to users such as web and cloud services. By passing data
through network applications in the controller, a number
of associated services can be delivered through the Inter-
net to users. For example, in an SDN-based connectiv-
ity control system, a remote server collaborating with the
𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖V𝑖𝑡𝑦𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 is responsible for authen-
tication services. Thus, we set up automatic notification
services that announce to users which devices are trying
to join the network. Additionally, through a RESTful web
service, owner/administrator can set up devices connection
remotely as well as monitoring the status of active devices.

6. Performance Evaluations

To demonstrate the feasibility and benefits of our approach,
we conducted experiments in a test bed. Our controller was
evaluated on a nonvirtualized machine with 8 CPU cores
supporting hyperthreading and 16 GB of RAM. The host’s
operating system was Ubuntu 16.04 and it ran modified soft-
ware named EmpowerWi-Fi, introduced by R. Riggio et al. in
[19]. We chose this particular apparatus due to the efficiency
of developing and maintaining network applications on top
of the framework with the support of the Empower software
development kit. In addition, a web service contains a graphic
user interface (GUI) providing the user with an interactive
interface via their personal computer or mobile phone.

All access points run OpenWRT [27] release Chaos
Calmer with the ath9k Linux driver, user-level Click mod-
ular router [28], and OpenvSwitch (OvS) [29] version 2.39
supporting OpenFlow (OF) [30] version 1.3 and conntrack
table management. Besides, each access point also contains
the 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 module, collecting client state and
communicating with the 𝐶𝑙𝑖𝑒𝑛𝑡𝑆𝑡𝑎𝑡𝑒𝐻𝑎𝑛𝑑𝑙𝑒𝑟 module in
the higher layer. While OpenvSwitch instances manage the
communication via a wired network topology, Clickmodular
router instances implement IEEE 802.11 data paths. Techni-
cally, Click is a framework for handling multipurpose packet
processing and is used to implement LVAP frame exchange,
while all the decision logic is built into the controller.
Other gadgets supporting our experiments are Raspberry Pi
Model 3B [31] running a FreeRADIUS [32] server and one
TP-LINK1043ND router for providing DHCP and Internet
access.

In order to support our evaluation, we defined some APIs
based on the features of notification systems. Table 1 shows
samples of the RESTful API that was used in the network
controller. Specifically, when the authentication process takes
place in devices control application at the network controller,
through this API, the system can capture the decision of
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Table 1: REST APIs in the connectivity control module.

Action API Description
Allow /api/device/allow/id Allow device {id} to join the network
Reject /api/device/reject/id Deny device {id} from joining the network
Notify /api/services/device/id/message Notify user’s device {id} trying to join the network with {message}

Figure 4: Web interface showing information of devices such as
stations, SSID, LVAP, access point, station names, and status.

owner/administrator to allow/reject a connection as returned
by the notification service. In addition, to control a smart
device using remote services, developers can create any kind
of web, mobile, or PC application and all of them can easily
work with our system.

6.1. Experiments on the SDN-Based Connectivity Control
System. Experiments were conducted to verify connectivity
control including device recognition and granting of Internet
access remotely as in Figure 1(a). Several Wi-Fi devices such
as smartphones and notebooks used in our environmental
test bed will be identified by their MAC addresses stored
in our remote service. The results of the experiment for
providing network access to guests are presented in Figure 4.
Figure 4 demonstrates the results of the real-time recognition
and configuration in our test bed using a Web UI. The
process of granting network access is done by attaching LVAP
to new devices, checking its information through remote
services, and finally notifying the network’s owner. When
the owner/administrator accepts the guest device’s joining
request, an IP address is provided by the DHCP service and
it successfully connects to the Internet.

In contrast, if the owner/administrator rejects the request,
the device will be kept in a “blocked list” and ignored by the
system. In addition, the device list is updated in real time
with the associated state of each device. The above results
demonstrate that our system is possible to use for remote
network control based on SDN abstraction, which handles
clients’ primitive states and programmable access points.
Besides, since our access points support multiple SSIDs, we
have the ability to create a virtual SSID andmultiple networks
from the same box. Therefore, each network can work inde-
pendently for our purpose but still notifies the controller
about interactive devices status.

6.2. Evaluation of Round Trip Time for Authentication. This
subsection focuses on establishing a connection process for

new devices in our system.The round trip time for user oper-
ations is measured from when he/she decided to choose an
SSID from the device’s interface until the connection between
the access point and device is established. This procedure
consists of two main phases: authentication and DHCP lease.
In traditional IEEE 802.11, when an SSID is broadcasted by an
access point, there may be a security method such as WPA2-
PSK applied to protect the network. This process makes the
network more secure but also requires more user operations
such as typing passwords. More specifically, in the case of
public Wi-Fi, users just choose an SSID and join without
typing a secret phrase and the association process starting.
But in the case of WPA2-PSK, we measure the time taken for
users to provide the password. In our system’s case, a virtual
SSIDwithout encryptionwas broadcasted by our access point
and a similar process took place as in public Wi-Fi. However,
in this case, we built a remote module in the Raspberry Pi
acting as a third-party web service containing our test device
information such as MAC address and device name. When
the authentication happens via the above-mentioned REST
API in Table 1, the controller can compare our device’s identi-
fier and grant network permission specifically.We performed
this evaluation with a Wi-Fi-enabled notebook computer
running Ubuntu 16.4 and repeated 10 times for each case.

The result is shown in Figure 5. In the case of the public
Wi-Fi, the round trip time from the moment the terminal
command for connecting to the network was executed to
the time it returned successfully is between 0.79 s to 1.9 s.
Besides, the round trip time for WPA2-PSK is from 0.83
s to 2.85 s. In our system, it takes a longer time from
2.15 s to 3.67 s for devices access. Thus, we clearly see
that using the LVAP concept in our connectivity control
system gives a slightly slower than traditional methods. We
can analyze the reason based on Algorithm 1. Instead of
immediately responding to the stationwith an assocResponse
frame as usual, our system uses the station state to identify
which BSSID belongs to the physical access point and LVAP.
After that, the 𝑠𝑒𝑛𝑑𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑇𝑜𝑅𝑒𝑚𝑜𝑡𝑒𝑆𝑒𝑟V𝑖𝑐𝑒 containing
stations’ MAC address calls to ask the system administrator
or owner whether to permit the new associated stations
or not. The wait time for owner/administrator to reply
and execute this function contributes most to latency in
authentication time. Besides, the time for OpenFlow rule-
matching process and setting up of the Internet connection
by 𝑎𝑑𝑑𝑂𝑝𝑒𝑛𝐹𝑙𝑜𝑤𝑅𝑢𝑙𝑒 added to the round trip time. Even
though it has a relatively long latency compared to traditional
methods, our scheme facilitates users operations. It also
means that the guest does not have to ask about the wireless
network password or retype it since it can be changed easily.
In addition, owners/administrators have the ability tomanage
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1 Function handleAssociationRequest (STA);
Input: Station Information, STA
Output: Handle association request frame

2 if APConnectionExists then
3 sta←getSTA(currentRequest);
4 bssid←getBSSID(STA);
5 lvap←getLVAP(STA, BSSID);
6 if lvap exists then
7 physicalAP←getPhysicalAP(lvap);
8 switchAP←getOFSwitch(physicalAP);
9 if STA exists in allowedList then
10 sendAssoResponse(STA);
11 addOpenFlowRule(switchAP, match, action);
12 else
13 if STA exists in rejectedList then
14 addOpenFlowRule(switchAP,match,action: drop);
15 else
16 //Send Authentication Request to Remote Server;
17 sendNotificationToRemoteService(STA);
18 end
19 end
20 //Updating allowed/rejected list with results returned from remote services.
21 end
22 end

Algorithm 1: Pseudo-code of handling association frame from associated station.
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Figure 5: Actual round trip time in authentication phase with note-
book.

and configure his/her network in real time remotely with
different services supported by the network provider.

Note that, for the measurements in Figure 5, LVAP needs
to traverse to the SDN controller, whereas for others it does
not need to visit beyond the access points. For a more
fair comparison, we compare our evaluation system with
IEEE 802.1x Enterprise WPA, which requires traversal to the
remote service for authentication and authorization. In order
to conduct this experiment, we built a small authentication
server running the FreeRADIUS operating system and point
to this server through WPA Enterprise security mode on
our access points. FreeRADIUS is an open source RADIUS
server used by many organizations. It performs authentica-
tion, authorization, and accounting (AAA) functions, based
on many modularized authentication protocols. Basically,

in enterprise WLAN, RADIUS authentication servers are
usually used to provide a username/password for each client
to join the network. After providing this kind of information,
clients will be issued a certificate and use it for authentication.
Because only our mobile phone supports 802.1x so we
compared two methods on the same device. In this situation,
we wrote a simple code that contains device’s authentication
information and stored it on themobile.Thus, we do not have
to input this information manually on our mobile’s screen,
which would have taken more time. The result is shown in
Figure 6. In this evaluation, while connection establishment
in our system takes between 3.82 s and 6.01 s, the IEEE
802.1X authentication time is from 5.25 s to 6.72 s. The
results indicate that the 802.1X authenticationmethod takes a
slightly longer time than our mechanism. While our method
focuses on facilitating devices’ joining the network process,
802.1X strengthens the security of the traditional WPA2-
PSK authentication mechanism. Therefore, we can conclude
that SDN-based connectivity control does not require large
latency until it allows newWi-Fi devices, even though it needs
to traverse to the SDN controller through the access point.

Since our system follows the Odin abstract architecture
and also inherits its advantages such as client mobility sup-
port, multiple logical networks on top of the physical infras-
tructure, and per-client virtual access points, our connectivity
control platform can support these functions including the
use cases in Section 4. For example, owner/administrator can
apply each device policy or time access rule independently
via our provided web GUI. Since devices connect to physical
𝐴𝑐𝑐𝑒𝑠𝑠𝑃𝑜𝑖𝑛𝑡𝑠 which are controlled by the 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟, these
network services affect the clients. In addition, extensive
researches have been conducted on efficient QoS using
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Figure 6: Actual round trip time in authentication phase with
smartphone: IEEE 802.1X versus our system.

OpenFlowmanagement in wireless networking environment
such as video streaming and VoIP [33, 34]. Other advantages
of SDN-based system are building an intelligent WLANs
based solution which help handling massive data for future
IoT network as [35, 36]. Therefore, our connectivity control
system has the potential to provide QoS for applications in
easier andmore flexibleways compared to traditionalwireless
network architectures.

7. Security Enhancements

The main goal of this paper is to enable quick and easy
connectivity control of Wi-Fi devices including guest devices
and IoT devices as discussed in previous sections. In other
words, security is not main concern of this paper, but it is
an essential requirement since the target system, Wi-Fi, of
the proposed solution is commercial. Therefore, this section
discusses how the proposed connectivity control system in
Section 5 provides security functions such as authentication
of devices as well as encryption of packets.

First of all, it is possible to doubt that the connectivity
control system is vulnerable to theMACcloning and spoofing
attack, since the MAC address of a device is a unique
identifier. Indeed, the device is registered with only MAC
address in the proposed system. However, it is interest-
ing to note that the connectivity control system requires
intervention from the network owner or administrator, who
can check the identity of device through offline directly or
indirectly. In detail, the main use cases are guest users and
IoT devices in home and office, as discussed in Section 4.
In most cases when accepting the new connection from
guests or installing new IoT devices in home, the network
owner is located in the same place with them. Even though
the network owner/administrator delegates its management
role to service provider due to any reasons such as lack of
knowledge, the owner needs to be connected to the service
provider to confirm the identity of a newly connecting device.
Therefore, we can prevent spoofing attack from malicious
device at the initial connection phase through the identity
check in offline. In addition, the proposed system allows us
to keep monitoring the status of client through LVAP. Note
that our system assigns a unique LVAP to individual client.

Moreover, as introduced in Figure 2, the 𝐷𝑒V𝑖𝑐𝑒𝑀𝑎𝑛𝑎𝑔𝑒𝑟
module not only verifies whether the connecting device’s
MACaddress is contained in theA𝑙𝑙𝑜𝑤𝑒𝑑𝐿𝑖𝑠𝑡, but also checks
whether a new spawn LVAP is bound to the current access
point or not. This indicates that when a client moves to other
locations and disconnects/reconnects to other access points,
it immediately triggers the notification systemand announces
to the system owner. Therefore, we can conclude that the
proposed connectivity control system has many options to
prevent diverse attacks based on device identification.

The next security issue is about whether the proposed
system can establish a secure connection fromWi-Fi devices
or not. Note that Section 5 describes the connectivity control
in an open network environment, whichmay result in diverse
vulnerabilities from nonencryption of packets. Therefore, we
need to discuss the feasibility to apply the existing security
protocols such as WPA and WPA2 to our system. Before
describing the security enhancement, it is important to
remind that the proposed system is designed and targeted
to IoT devices which are not equipped with any input and
output interfaces. These security protocols such as WPA and
WPA2 require a connecting Wi-Fi device to deliver its id
and password information, but it is impossible to input this
information manually. There exist contradictions between
the assumption of the proposed system and the requirement
of security enhancement. The only way to fill the gap is to
assume that the IoT devices including guest Wi-Fi devices
are equipped with preinstalled application, which is used for
the connection phase, with help from manufacturers. Since
the quick and easy connection management of increasing
number of IoT devices is one of the important issues, this is
not infeasible assumption.

The proposed security enhancement utilizes that access
point can create multiple SSIDs. As shown in Figure 7, the
client connects to the open SSID, and it reconnects to the
secure SSID after successfully being identified and granted
permission by the system. In detail, the client device connects
to the access point the same as the procedure in Figure 2.
Whereas it finishes the connection establishment once the
device is accepted by system administrator in Section 5, the
security enhancement requires additional procedures. First,
the client device, especially the preinstalled application in
the client devices, has to transfer a public key to the access
point. Second, the access point replieswith information about
secure SSID which is encrypted with public key received.
Finally, the preinstalled application in client device decrypts
the information using its private key, and it changes the
connection to the secure SSID. Note that it is highly required
to apply lightweight public key cryptography mechanism for
IoT devices due to their limited resource, but we can conclude
that the proposed security enhancement mechanism is feasi-
ble to apply to the proposed connectivity control system and
provide the similar level of security with existing solutions.

8. Conclusion

With the explosion of tiny IoT devices and diversification of
complicated security options, it becomes hard to configure
the connection information of Wi-Fi devices. In this paper,
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1. Associate request to access
point through open SSID

5. Associate response to devices

8. Transfer secure SSID info

6. Access point creates
new secure SSID

9. Re-associate with system through secure
SSID

2. Device manager
 identifies devices

3. Notify owner/administrator

4. Grant permission

7. Key exchange between
devices and access point

Figure 7: Procedure of secure connection establishment in the connectivity control system.

we have proposed an SDN-based connectivity control system
to facilitate connectivity control of Wi-Fi devices as well as
providing a high-level authentication. The proposed system
allows the network owner or administrator to manage Wi-
Fi devices through remote service, and it does not require
any configuration information setup to the devices. We have
proved the feasibility of the proposed system through the
real testbed, and we expect the proposed connectivity control
system to bewidely utilized to enhance the experience of both
users and manufacturers.
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In wireless sensor networks, users sometimes need to retrieve real-time data directly from the sensor nodes. Many authentication
protocols are proposed to address the security and privacy aspects of this scenario. However, these protocols still have security
loopholes and fail to provide strong user anonymity. In order to overcome these shortcomings, we propose an anonymous
authenticated key exchange protocol based on Elliptic Curves Cryptography (ECC). The novel protocol provides strong user
anonymity such that even the gateway node and the sensor nodes do not know the real identity of the user. The security of
the proposed protocol is conducted in a well-defined security model under the CDH assumption. Compared with other related
protocols, our protocol is efficient in terms of communication and enjoys stronger security. The only disadvantage is that our
protocol consumes more computation resources due to the usage of asymmetric cryptography mechanisms to realize strong
anonymity. Consequently, our protocol is suitable for applications which require strong anonymity and high security in wireless
sensor networks.

1. Introduction

1.1. Background. As an important part of Internet of things,
wireless sensor networks (WSNs) draw more and more
attentions from the industrial and the researchers. Typically,
a WSN is composed of numerous tiny sensor nodes. These
sensor nodes can be deployed in unattended or hostile
environments to collect valuable data of interest. For example,
a large amount of visual data such as images and videos can
be collected by visual sensor nodes [1]. These nodes have the
characteristics of easy deployment, low cost, and high mobil-
ity [2]. Due to these merits, WSNs are very useful in many
application scenarios, such as natural disaster prevention,
machine health monitoring, air temperature monitoring,
health care monitoring, and battlefield surveillance.

Usually, the data collected by the sensor nodes will be
transmitted to and aggregated by a gateway node periodically.
Whenever a user wants to get access to the aggregated data
from the gateway node, he will authenticate himself to the
gateway node. However, in some application scenarios such

as health care monitoring and battlefield surveillance, users
have great needs to access the data directly from the sensor
nodes. Under such circumstances, the user first sends a
request to the gateway node for accessing the real-time data.
The gateway will authenticate whether the user is valid or not.
If the user is valid, a common session key will be established
between the user and the sensor node with the help of the
gateway node. The session key can later be used to protect
confidentiality and integrity of the data [3].

1.2. Related Work. In order to address the security aspects
under the above-mentioned application scenario, many
authentication protocols are proposed [4–7]. In 2009, Das [8]
proposed a two-factor user authentication protocol, which
is claimed to have strong authentication and session key
establishment and achieves efficiency. Unfortunately, Khan
et al. [9] soon found that Das’s protocol is vulnerable to
the gateway node bypassing attack and the privileged-insider
attack. Besides, Das’s protocol also fails to provide password
update and mutual authentication. Khan et al. also presented
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an improved protocol to fix the susceptibilities of the original
protocol. In 2011, Yeh et al. [10] pointed out several weak-
nesses of Das’s protocol. They also design an ECC-Based
authentication protocol to meet the needs of applications
with higher security requirements. In 2013, Xue et al. [11]
proposed a temporal-credential-basedmutual authentication
scheme among the user, the gateway node, and the sensor
node. A credential is issued by the gateway node to each user
for authentication. Their protocol only involves lightweight
operations such as XOR and hash and is suitable for resource-
constrained WSNs. Nevertheless, He et al. [12] soon pointed
out that Xue et al.’s protocol is vulnerable to the offline
password guessing attack, the user impersonation attack,
the sensor node impersonation attack, and the modification
attack.They also proposed an improved temporal-credential-
based protocol to remedy the weaknesses. Yuan et al. [13]
proposed an authentication scheme for WSNs based on
pubic key mechanism and biometric characteristics of the
user to realize strong authentication. In 2014, Wang et al.
[14] analyzed two authentication schemes for WSNs and
demonstrated several loopholes. They also investigate the
underlying rationale of the security failures and put forward
three basic principles for designing secure authentication
protocols in WSNs. In 2016, Shen et al. [15] proposed an effi-
cient multilayer authentication protocol and a secure session
key generation method for WSNs. They also designed a one-
to-many group authentication protocol and a certificate-less
authentication protocol, which is of independent interest.

Recently, researchers begin to focus on user’s privacy
protection in WSNs. Wu et al. [16] proposed an anonymous
authentication scheme based on ECC for WSNs with formal
security proof. Jiang et al. [17] designed an anonymous
lightweight three-factor authentication scheme for WSNs.
The security of their protocol is conducted using ProVerif.
Wang et al. [20] put forward a new authentication which
can resist all known attacks for WSNs. Moreover, they
explore the design principle of authentication schemes.
They also designed a biometric-based authentication scheme
and proved its security using the Burrows-Abadi-Needham
(BAN) logic [18]. Li et al. [19] proposed a three-factor
anonymous authentication scheme forWSNs.They use fuzzy
commitment to deal with the user’s biometric template.

1.3. Motivation and Contribution. Until now, there are many
authentication protocols designed for protection of security
and privacy when accessing real-time data in WSNs. How-
ever, there are still some problems which are not solved.
Firstly, most of these protocols only have informal heuristic
security arguments. It is quite common such that a protocol
which is claimed to be secure is soon found to be vulnerable to
several attacks.What is worse, the improved protocol still has
many vulnerabilities. Secondly, the existing protocol pays lit-
tle attention to user’s privacy. Only few protocols provide user
anonymity and these protocols only achieve weak anonymity;
i.e., the real identity is hidden to an adversary but is known to
the gateway node and sometimes even the sensor node knows
the real identity of the user. Last but not least, the existing
protocols rely on efficient XOR, symmetric encryption, and
hash operations to provide better efficiency. Although these

protocols can meet the characteristics of constrained stor-
age, computation, and communication capabilities of sensor
nodes, they fail to provide strong security guarantee. For
security-critical applications such as battlefield surveillance,
security and privacy are more important than the computa-
tion and communication efficiency.

In this paper, we investigate the design of anonymous
and strongly secure authenticated key exchange protocol in
WSNs. We propose an efficient authenticated key exchange
protocol for the scenario in which the user wants to access
the real-time data directly from the sensor node. The novel
protocol has the following advantages. First of all, our pro-
tocol enjoys formal security proof in a well-defined security
model.The security is conducted in the random oracle model
under the CDH assumption. Second, our protocol provides
the strongest anonymity in the sense the real identity of
the user is only known to himself. Neither the gateway
node nor the sensor node can obtain any information of
the user’s identity, not to mention the adversary. Thirdly,
our protocol achieves more security attributes than other
related protocols. Consequently, it is more secure than other
related protocol and is particularly suitable for security-
critical applications in WSNs. The only disadvantage is that
it needs more computation resources. However, security and
privacy are more important than the computation efficiency
in security-critic application. So our protocol is suitable for
security-critical applications in WSNs.

The rest of the paper is organized as follows. In Section 2,
we present the security model and some preliminaries. We
describe the details of the proposed protocol in Section 3.
The security proof is given in the random oracle model in
Section 4. The performance comparison with other related
protocols is summarized in Section 5.We conclude this paper
in Section 6.

2. Security Model

In this section, we briefly recall the security model presented
in [21, 22]. The security of our protocol will be conducted in
this formal security model.

Protocol Participants. The participants of an authentication
and key exchange protocol for real-time data retrieval in
WSNs involves users 𝑈, a gateway node 𝐺𝑁, and a sensor
node 𝑆𝑖. Each user𝑈 registers with the gateway node and each
sensor node 𝑆𝑖 shares a common secret key with the gateway
node.

Protocol Execution. All the participants are modeled as a
PPT Turing machine. The i-th instance of a participant
𝑃 is denoted by 𝑃𝑖. All the communication channels are
managed by a probabilistic polynomial time adversaryA.The
adversary A can intercept, delay, modify, and even forge a
message at will. The capabilities of the adversary are captured
through oracle queries.The adversary canmake the following
oracle queries:

(i) 𝐸𝑥𝑒𝑐𝑢𝑡𝑒(𝑈𝑥, 𝐺𝑁𝑦, 𝑆𝑧𝑖 ): the execution query captures
the passive eavesdrop ability of A. In reply to
this oracle query, A will get all the transcripts of
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the authentication instance executed among a user
instance 𝑈𝑥, a gateway node instance 𝐺𝑁𝑦, and a
sensor node instance 𝑆𝑧𝑖 .

(ii) 𝑆𝑒𝑛𝑑(𝑃𝑖, 𝑚): the send query captures the active attack
ability ofA. Through the 𝑆𝑒𝑛𝑑(𝑃𝑖, 𝑚) query,A sends
a modified or forged message 𝑚 to instance 𝑃𝑖 in
the name of another participant instance. A will get
the message generated by the participant instance
𝑃𝑖 upon receiving the message 𝑚 according to the
description of the protocol. The participant 𝑃 can be
a user, a gateway node, or a sensor node.

(iii) 𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑈, 𝑃𝑊): this query captures the compromise
of the user’s password. The adversaryA only gets the
password of the victim user; it can neither control nor
compromise the credential of the user.

(iv) 𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑈, 𝑐𝑟𝑒𝑑): this query captures the compro-
mise of the user’s terminal. The adversary A can
extract the credential issued by the gateway node
and control the victim user’s terminal. However, the
password of the user is still unknown toA.

(v) 𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑆𝑖): this query captures the compromise of a
sensor node 𝑆𝑖.The adversaryAwill get the secret key
and control the sensor node through this query.

(vi) 𝑅𝑒V𝑒𝑎𝑙(𝑃𝑖): this query can only be asked to a user
instance or a sensor node instance. If the instance 𝑃𝑖
accepts the session and generates a session key,Awill
get the session key. Otherwise,A will get the symbol
⊥whichmeans the instance𝑃𝑖 does not hold a session
key.

(vii) 𝑇𝑒𝑠𝑡(𝑃𝑖): this query does not capture any real attack
ability ofA but is used to measure the security of the
session key held by instance 𝑃𝑖. Upon receiving this
query, the simulator will flip a coin 𝑏. If the result is 1,
then it returns the real session key to A. If the result
is 0, the simulator will send a random session key of
the same length with the real session key toA.A has
to distinguish if the key is real or random. In other
words,A has to guess the coin flip result.

The session identification (sid) is defined as the tran-
scripts shared between a user instance and a sensor node
instance. The partner identification (pid) of an instance is
defined to be the participant with whom the instance wants
to establish a common session key. We say a user instance𝑈𝑥
and a sensor node instance 𝑆𝑧𝑖 are partners if the following
conditions are satisfied: (1) these two instances both accept
and generate the same session key; (2) these two instances
share the same sid; (3) the pid of 𝑈𝑥 is 𝑆𝑖 and the pid of 𝑆𝑧𝑖 is
𝑈; and (4) no other instances accept the same sid with𝑈𝑥 and
𝑆𝑧𝑖 .

If the adversary A asks both 𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑈, 𝑐𝑟𝑒𝑑) and
𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑈, 𝑃𝑊), the user 𝑀𝑈 is said to be fully corrupted.
When defining the AKE security of the session key, we do not
consider the corruption of the gateway node. This is because
once the gateway node is corrupted; there is nothing we can
do to guarantee the security of the protocol. A user instance

or a sensor node instance 𝑃𝑖 is said to be fresh if (1) A does
not send 𝑅𝑒V𝑒𝑎𝑙 queries to the instance or its partner; and (2)
the user or the sensor node is not fully corrupted byA.

AKE Security. The security of the session keys is captured by
the AKE security. The adversary A is restricted to ask 𝑇𝑒𝑠𝑡
queries to fresh instances only; otherwise the adversary A
can trivially win the attack game. The adversary A is given
access to all the oracle queries; the only restriction is that A
only can ask one𝑇𝑒𝑠𝑡 query to a fresh instance.The adversary
A needs to guess the hidden bit 𝑏 used by the simulator
when answering the 𝑇𝑒𝑠𝑡 query. If A correctly guesses the
random bit, then we sayA wins the AKE security game. We
denote this event by 𝑆𝑢𝑐𝑐. With respect to the distribution of
the passwords, we use the Zipf ’s law put forward by Wang
et al. [21] instead of assuming a uniform distribution. The
adversary A’s advantage in attacking the AKE security of
a protocol P, when passwords are chosen according to the
Zipf ’s law of a dictionary𝐷, is defined as follows:

𝐴𝑑V𝑎𝑘𝑒P,D (A) = 2 ⋅ 𝑃𝑟 [𝑆𝑢𝑐𝑐] − 1 (1)

An authentication and key exchange protocol P is said
to be AKE secure if for all PPT adversary A, the advantage
𝐴𝑑V𝑎𝑘𝑒P,D(A) is only negligible larger than 𝐶 ⋅ 𝑞𝑠



𝑠𝑒𝑛𝑑, where 𝐶


and 𝑠 are Zipf parameters and 𝑞𝑠𝑒𝑛𝑑 is the number of active
attack sessions. Moreover, 𝐶 and 𝑠 are constants depending
on the password data set and can be calculated by linear
regression.

3. Description of the Protocol

In this section, we describe the proposed anonymous authen-
ticated key exchange protocol based on ECC for WSNs. The
most important benefit of ECC is that it provides the same
level of security with a smaller key size compared to other
cryptography mechanisms such as RSA. So it suits the needs
of the resource-constrained nature of theWSN. Our protocol
has three phases: the setup phase, the registration phase, the
authentication, and key exchange phase.The detailed steps of
each phase are described in the following. The symbols used
in this paper are summarized in Table 1.

3.1. The Setup Phase. Let 𝑝 be a large prime and 𝐹𝑝 be a finite
field of prime order 𝑝. Let 𝐸 be an elliptic curve cryptosystem
satisfying the equation 𝑦2 = (𝑥3 + 𝑎𝑥 + 𝑏)mod𝑝 such that
𝑎, 𝑏 ∈ 𝐹𝑝 and 4𝑎3 + 27𝑏2mod𝑝 ̸= 0. The set of rational
points in 𝐸 over finite field 𝐹𝑝 is denoted by 𝐸(𝐹𝑝). More
precisely, 𝐸(𝐹𝑝) = {(𝑥; 𝑦) : 𝑥, 𝑦 ∈ 𝐹𝑝 such that 𝑦2 =

(𝑥3 + 𝑎𝑥 + 𝑏)mod𝑝} ∪ {𝑂}, where 𝑂 is the point at infinity.
Let 𝐺 be a cyclic group generated by 𝑃, where 𝑃 ∈ 𝐸(𝐹𝑝) has
a large prime order 𝑛. These parameters (𝐹𝑝, 𝐸, 𝐸(𝐹𝑝), 𝐺, 𝑃)
are the system parameters and can be chosen by a trusted
third party or the gateway node. The gateway node (𝐺𝑁)
chooses a random number 𝑠𝐺𝑁 ∈ 𝑍∗𝑛 as his private key
and computes the corresponding public key 𝑄𝐺𝑁 = 𝑠𝐺𝑁𝑃.
The public key 𝑄𝐺𝑁 is published in the whole network.
Define six hash functions such that 𝐻1 : {0, 1}∗ → 𝑍∗𝑛 ,
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Table 1: Notations.

notation meaning notation meaning
𝐼𝐷𝐺𝑊 identity of the gateway node 𝐼𝐷𝑈 identity of the user 𝑈
𝐼𝐷𝑆𝑖 identity of the sensor node 𝑆𝑖 𝑝, 𝑛 large prime numbers
𝐹𝑝 a finite field 𝐸 an elliptic curve defined on 𝐹𝑝

𝐸(𝐹𝑝) the set of rational points in 𝐸 𝑠𝐺𝑁 secret key of the gateway node
𝑃𝑊𝑈 the password of the user 𝑈 ⊕ exclusive OR
‖ concatenation ℎ(𝑚) cryptographic hash of message𝑚
𝑠𝑖𝑔𝑛𝑠𝐺𝑁(𝑚) signature of𝑚 singed by 𝑠𝐺𝑁 𝑇𝐺𝑁/𝑆𝑖 timestamp of 𝐺𝑁/𝑆𝑖

User U Gateway Node GN

choose identity IDU

choose a random password PWU
IDU

 =
1

sGN + H1(IDU)
P

r ∈ Z∗
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Figure 1: Registration phase of mobile user.

𝐻2 : {0, 1}∗ → 𝐺∗, 𝐻0, 𝐻3, 𝐻4, 𝐻5 : {0, 1}∗ → {0, 1}𝜅,
where 𝜅 is the security parameter. All these parameters
(𝐹𝑝, 𝐸, 𝐸(𝐹𝑝), 𝐺, 𝑃, 𝑄𝐺𝑁, 𝐻𝑖(𝑖 = 0, 1, . . . , 5)) are available to all
the entities in the WSN.

3.2. The Registration Phase. If a user 𝑈 wants to access
the data collected by the sensor nodes in the WSN, 𝑈 has
to register himself to the gateway node. For a pictorial
illustration of the user registration, please refer to Figure 1.
The detailed steps are described in the following.

Step 1. The user 𝑈 randomly chooses his identity 𝐼𝐷𝑈 and
his password 𝑃𝑊𝑈 from the password dictionary. 𝑈 sends
his identity 𝐼𝐷𝑈 to the gateway node 𝐺𝑁 through a secure
channel.

Step 2. When the gateway node 𝐺𝑁 receives the registration
request from the user, 𝐺𝑁 verifies the validity of the 𝑈𝑠
identity 𝐼𝐷𝑈. If it is valid and there is no other user in its
database registers using the same identity, 𝐺𝑁 first computes
the credential 𝜎 = (1/(𝑠𝐺𝑁 + 𝐻1(𝐼𝐷𝑈)))𝑃. Then 𝐺𝑁
chooses a random number 𝑟 ∈ 𝑍∗𝑛 and computes 𝑐 =
𝐻1(𝑃, 𝑄𝐺𝑁, 𝐻1(𝐼𝐷𝑈), 𝜎, 𝑅1, 𝑅2) and 𝑠 = (𝑟 + 𝑐𝑠𝐺𝑁)mod 𝑛,
where 𝑅1 = 𝑟𝜎, 𝑅2 = 𝑟𝑃. At last, 𝐺𝑁 sends the registration
message (𝜎, 𝑐, 𝑠) to the user 𝑈 through a secure channel.

Step 3. When the user 𝑈 receives the registration message
(𝜎, 𝑐, 𝑠) from 𝐺𝑁, 𝑈 will verify the validity of the message.
𝑈 computes 𝑅∗1 = (𝑠 + 𝑐𝐻1(𝐼𝐷𝑈))𝜎 − 𝑐𝑃, 𝑅∗2 = 𝑠𝑃 − 𝑐𝑄𝐺𝑁,
and 𝑐∗ = 𝐻1(𝑔, 𝑄𝐺𝑁, 𝐻1(𝐼𝐷𝑈), 𝜎, 𝑅

∗
1 , 𝑅
∗
2 ). 𝑈 verifies whether

𝑐∗ is equal to 𝑐 or not. If the verification is successful, 𝑈 will
accept 𝜎 as a valid credential. Finally,𝑈 computes 𝑐𝑟𝑒𝑑 = 𝜎+
𝐻2(𝑃𝑊𝑈) and then stores his password-protected credential
𝑐𝑟𝑒𝑑 in his terminal.

The registration of the sensor node is rather simple
comparedwith the user registration.The sensor node 𝑆𝑖 sends
the registration request to the gateway node 𝐺𝑁 through a
secure channel. Upon receiving the request, the gateway node
𝐺𝑁will compute a symmetric key𝐾(𝐺𝑁,𝑆𝑖) = 𝐻3(𝐺𝑁, 𝑆𝑖, 𝑠𝐺𝑁)
and send the symmetric key 𝐾(𝐺𝑁,𝑆𝑖) to 𝑆𝑖 through a secure
channel.

3.3. The Authentication and Key Exchange Phase. Suppose a
user 𝑈 wants to get the real-time data from the sensor node
𝑆𝑖, 𝑈 has to execute the authentication and key exchange
phase with the gateway node 𝐺𝑁 and the sensor node 𝑆𝑖.
During this phase, the user𝑈, the gateway node 𝐺𝑁, and the
sensor node 𝑆𝑖 will authenticate each other. At the end of this
phase, a session key will be established between 𝑈 and 𝑆𝑖 to
protect the upcoming data transmission. The detailed steps
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Figure 2: Authentication and key exchange phase.

of the authentication and key exchange phase are described
as follows. For a pictorial illustration, please refer to Figure 2.

Step 1. The user 𝑈 types his password 𝑃𝑊𝑈 to his terminal.
The terminal will compute 𝐻2(𝑃𝑊𝑈) and recovers the cre-
dential 𝜎 from the stored 𝑐𝑟𝑒𝑑. 𝑈 then chooses a random
number 𝑥 ∈ 𝑍∗𝑛 and computes 𝑋 = 𝑥𝑃. 𝑈 defines the
label of this session as 𝑙𝑎𝑏𝑒𝑙 = (𝐼𝐷𝐺𝑁, 𝐼𝐷𝑆𝑖). 𝑈 chooses three
random numbers 𝑎, 𝑟𝑚, 𝑟𝑎 ∈ 𝑍∗𝑛 and computes 𝑇 = 𝑎𝜎,
𝑅3 = 𝑟a𝑃 − 𝑟𝑚𝑇, 𝑐1 = 𝐻1(𝑃, 𝑇, 𝑅3, 𝑋, 𝑙𝑎𝑏𝑒𝑙), 𝑠𝑚 = 𝑟𝑚 +
𝑐1𝐻1(𝐼𝐷𝑈)mod 𝑛, and 𝑠𝑎 = 𝑟𝑎 + 𝑐1𝑎mod 𝑛. Finally, 𝑈 sends
the message (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎) to the gateway node 𝐺𝑁.

Step 2. Upon receiving the message (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎)
from the user, 𝐺𝑁 needs to authenticate the user 𝑈. 𝐺𝑁
computes 𝑉 = 𝑠𝐺𝑁𝑇, 𝑅∗3 = 𝑠𝑎𝑃 − 𝑐1𝑉 − 𝑠𝑚𝑇, and
𝑐∗1 = 𝐻1(𝑃, 𝑇, 𝑅

∗
3 , 𝑋, 𝑙𝑎𝑏𝑒𝑙). 𝐺𝑁 checks whether 𝑐∗1 is

equal to 𝑐1 or not. If the verification is successful, 𝐺𝑁
authenticates the user 𝑈 and believes the user 𝑈 is a valid
user. 𝐺𝑁 then computes the shared key with the sensor
node 𝐾(𝐺𝑁,𝑆𝑖) = 𝐻3(𝐺𝑁, 𝑆𝑖, 𝑠𝐺𝑁) and the authenticator
𝐴𝑢𝑡ℎ𝐺𝑁 = 𝐻4(𝐾(𝐺𝑁,𝑆𝑖), 𝑋, 𝑙𝑎𝑏𝑙𝑒, 𝑇𝐺𝑁), where 𝑇𝐺𝑁 is the

current timestamp of 𝐺𝑁. Finally, 𝐺𝑁 send the message
(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇𝐺𝑁, 𝐴𝑢𝑡ℎ𝐺𝑁) to the sensor node 𝑆𝑖.

Step 3. Upon receiving the message (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇𝐺𝑁, 𝐴𝑢𝑡ℎ𝐺𝑁)
from𝐺𝑁 at time𝑇∗𝐺𝑁, the sensor node 𝑆𝑖 first checks whether
|𝑇∗𝐺𝑁−𝑇𝐺𝑁| ≤ △𝑇, where△𝑇 is the expected time interval for
the transmission delay. If this is true, 𝑆𝑖 then verifies the valid-
ity of the authenticator 𝐴𝑢𝑡ℎ𝐺𝑁 using its private key𝐾(𝐺𝑁,𝑆𝑖).
If the authenticator is valid, 𝑆𝑖 chooses a random number 𝑦 ∈
𝑍∗𝑛 and computes𝑌 = 𝑦𝑃. 𝑆𝑖 then computes the authenticator
𝐴𝑢𝑡ℎ𝑆𝑖 = 𝐻5(𝐾(𝐺𝑁,𝑆𝑖), 𝑋, 𝑌, 𝑇𝐺𝑁, 𝑇𝑆𝑖 , 𝑙𝑎𝑏𝑒𝑙), where 𝑇𝑆𝑖 is the
current timestamp of 𝑆𝑖. 𝑆𝑖 computes the Diffie-Hellman key
𝐾 = 𝑦𝑋 and the session key 𝑠𝑘 = 𝐻0(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌,𝐾). Finally,
𝑆𝑖 sends the message (𝑆𝑖, 𝑌, 𝑇𝑆𝑖 , 𝐴𝑢𝑡ℎ𝑆𝑖) to the gateway node
𝐺𝑁.

Step 4. Upon receiving themessage (𝑆𝑖, 𝑌, 𝑇𝑆𝑖 , 𝐴𝑢𝑡ℎ𝑆𝑖) from 𝑆𝑖
at time 𝑇∗𝑆𝑖 , 𝐺𝑁 first checks whether |𝑇∗𝑆𝑖 − 𝑇𝑆𝑖 | ≤ △𝑇, where
△𝑇 is the expected time interval for the transmission delay. If
this is true,𝐺𝑁 then computes the shared key with the sensor
node 𝐾(𝐺𝑁,𝑆𝑖) = 𝐻3(𝐺𝑁, 𝑆𝑖, 𝑠𝐺𝑁) and verifies the validity of
the authenticator 𝐴𝑢𝑡ℎ𝑆𝑖 . If the verification is successful, 𝐺𝑁
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computes 𝑟𝐺𝑁 = 𝐻1(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎, 𝑌) and signs the
random number 𝑟𝐺𝑁 using his private key 𝑠𝐺𝑁; the signature
is denoted by 𝜎𝐺𝑁. Finally, 𝐺𝑁 sends the message (𝑌, 𝜎𝐺𝑁) to
the user 𝑈.

Step 5. Upon receiving the message (𝑌, 𝜎𝐺𝑁) from 𝐺𝑁, 𝑈
first verifies the validity of the signature 𝜎𝐺𝑁. 𝑈 computes
the random number 𝑟∗𝐺𝑁 = 𝐻1(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎, 𝑌) and
checks if 𝜎𝐺𝑁 is a valid signature for 𝑟

∗
𝐺𝑁 singed by 𝐺𝑁. If the

verification is successful,𝑈 computes the Diffie-Hellman key
𝐾 = 𝑥𝑌 and the session key 𝑠𝑘 = 𝐻0(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌,𝐾). 𝑈 will
accept the session and wait for the upcoming communica-
tion.

4. Security Proof

In this section, we present the security proof of our protocol.
The security proof is conducted in the security model pre-
sented in Section 2.

Theorem 1. SupposeP is the anonymous authentication and
key exchange protocol for WSN described in the previous
section and A is a PPT time adversary against the AKE
security of P who runs in time 𝑡 and makes at most 𝑄𝑠𝑒𝑛𝑑
queries of Send oracle to different instances. If the signature
scheme used in our protocol is existential unforgeable against
adaptive chosen message attacks, the hash functions 𝐻𝑖(⋅)(𝑖 =
0, 2, . . . , 5) are all modeled as random oracles; then under
the CDH assumption, the advantage of the adversary A in
violating the AKE security of the protocolP is at most

𝐴𝑑V𝑎𝑘𝑒P,D (A) ≤ 𝐶 ⋅ 𝑄𝑠


𝑠𝑒𝑛𝑑 + 𝑛𝑒𝑔𝑙 (𝜅) . (2)

Proof. We use the hybrid experiments technique to prove
Theorem 1. These hybrid experiments start with the real
attack scenario. We gradually change the simulation rules in
each experiment. In the last experiment, the advantage of
the adversary in distinguishing the session key is negligible.
We also estimate the advantage difference of the adversary
between two hybrid experiments and the advantage of the
adversary in breaking the AKE security can be calculated.
We denote the adversary’s advantage in hybrid 𝐸𝑥𝑝𝑖 using
𝐴𝑑V𝑖(A).

Experiment 𝐸𝑥𝑝0. This is the real attack scenario defined in
the security model. In this experiment, the adversary has
access to all the oracles. According to the definition of A’s
advantage, we have the following result:

𝐴𝑑V𝑎𝑘𝑒P,D (A) = 𝐴𝑑V0 (A) . (3)

Experiment 𝐸𝑥𝑝1. In this experiment, we simulate all the
hash function 𝐻𝑖(⋅)(𝑖 = 0, 1, . . . , 5) by maintaining hash lists
Λ𝐻𝑖(𝑖 = 0, 1, . . . , 5) using the following rules:

(i) On a query 𝐻𝑖(𝑚), if a record (𝑖, 𝑚, 𝑟) exists in Λ𝐻𝑖 ,
then return 𝑟. Otherwise, the output 𝑟 is chosen
according to the following rule: 𝑅𝑢𝑙𝑒𝐻𝑖.
if 𝑖 = 1, choose a random element 𝑟 from 𝑧∗𝑛 . Then
add the record (1, 𝑚, 𝑟) to Λ𝐻𝑖 .

if 𝑖 = 2, choose a random element 𝑟 from𝐺. Then add
the record (2, 𝑚, 𝑟) to Λ𝐻2 .
if 𝑖 = 0, 3, 4, 5, choose a random element 𝑟 from
{0, 1}𝜅. Then add record (𝑖, 𝑚, 𝑟) to Λ𝐻𝑖 .

In addition to these lists, we also simulate six private hash
oracles 𝐻𝑖 (𝑖 = 0, 1, . . . , 5) by maintaining hash lists ∧𝐻𝑖(𝑖 =
0, 1, . . . , 5). We will use these private hash functions in the
following hybrid experiments. It is well known that a hash
function can be simulated perfectly in PPT time using the
above rules; thus, we have

𝐴𝑑V1 (A) − 𝐴𝑑V0 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (4)

Experiment 𝐸𝑥𝑝2. In this experiment, we cancel the sessions
if some unlikely collisions occur in these sessions. To bemore
specific, if some collisions occur in the simulation of the hash
functions or on the transcripts of ((𝑋, 𝑌, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎, 𝜎𝐺𝑁)),
we will terminate the session and let the adversary win. Based
on the birthday paradox, we have the following result:

𝐴𝑑V2 (A) − 𝐴𝑑V1 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (5)

Experiment 𝐸𝑥𝑝3. In this experiment, we modify the sim-
ulation rules of sessions by 𝐸𝑥𝑒𝑐𝑢𝑡𝑒 queries. Whenever we
need to compute the session key in a passive session, we
use the private hash oracle 𝐻0 instead of 𝐻0. Moreover,
the Diffie-Hellman key 𝐾 is not used as an input. In other
words, the session key of a passive session is computed as
𝑠𝑘 = 𝐻0(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌). The adversary can distinguish the
experiment 𝐸𝑥𝑝3 and the previous experiment 𝐸𝑥𝑝2 if and
only if the adversary sends a hash query (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌,𝐾) to the
hash oracle𝐻0 in which𝑋,𝑌 is generated in a passive session
and 𝐾 = 𝐶𝐷𝐻(𝑋, 𝑌). However, if the adversary can issue
such a query, we can use the ability of the adversary to solve
the CDH problem.

Given a CDH instance (𝑈, 𝑉), we can embed the instance
to all the passive session using the self-reducibility of the
CDH problem. In order to do so, we choose four random
numbers 𝑎0, 𝑏0, 𝑎1, 𝑏1 ∈ 𝑍∗𝑛 for each passive session. In
simulation the transcripts, we simply set 𝑋 = 𝑎0𝑈 + 𝑏0𝑃
and 𝑌 = 𝑎1𝑉 + 𝑏1𝑃. All other transcripts are simulated as
usual until the computation of the session key. The session
key is computed as 𝑠𝑘 = 𝐻0(𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌). If an adversary can
distinguish between this experiment and the previous one,
then a query (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌,𝐾)must be issued to the hash oracle
𝐻0. We can compute the Diffie-Hellman value of (𝑈, 𝑉) by
selecting a random record (0, (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑌,𝐾), 𝑟) in ∧𝐻0 and
computing (𝐾 − 𝑎0𝑏1𝑈 − 𝑎1𝑏0𝑉 − 𝑏0𝑏1𝑃)/𝑎0𝑎1.

Under the intractability assumption of the CDHproblem,
we have

𝐴𝑑V3 (A) − 𝐴𝑑V2 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (6)

Experiment 𝐸𝑥𝑝4. In this experiment, we begin to deal with
the active sessions. For a 𝑆𝑒𝑛𝑑(𝑈, (𝑌, 𝜎𝐺𝑁)) query, if the
signature 𝜎𝐺𝑁 is a valid signature for this active session,
we simply terminate the simulation and let the adversary
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win. Since the user 𝑈 is honest in this session, the message
(𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎) is generated by the user𝑈. Besides, we cancel
the experiment in which the collision occurs in the output
of the hash functions and the transcripts in 𝐸𝑥𝑝2, so the
signature 𝜎𝐺𝑁 is valid if it is a signature for the random
number 𝑟𝐺𝑁.The adversary wins the game in this experiment
if and only if a new signature is forged. The signature scheme
used in our protocol is existential unforgeable against the
chosen message attacks, so the advantage of the adversaryA
in forging a signature for a new random number is negligible.
It is obvious that

𝐴𝑑V4 (A) − 𝐴𝑑V3 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (7)

Experiment 𝐸𝑥𝑝5. In this experiment, we continue to deal
with the active sessions. For a 𝑆𝑒𝑛𝑑(𝐺𝑁, (𝑆𝑖, 𝑌, 𝑇𝑆𝑖 , 𝐴𝑢𝑡ℎ𝑆𝑖))
query, if the sensor node 𝑆𝑖 is uncorrupted, the timestamp
𝑇𝑆𝑖 is within the transmission delay and 𝐴𝑢𝑡ℎ𝑆𝑖 is a valid
authenticator; then we simply terminate the simulation and
let the adversary win the attack game. Since the sensor
node 𝑆𝑖 is uncorrupted, the symmetric key 𝐾(𝐺𝑁,𝑆𝑖) is
unknown to the adversary. Moreover, the timestamp 𝑇𝑆𝑖
makes the replay attack impossible. The adversary can only
produce a valid authenticator 𝐴𝑢𝑡ℎ𝑆𝑖 by issuing a query
(𝐾(𝐺𝑁,𝑆𝑖), 𝑋, 𝑌, 𝑇𝐺𝑁, 𝑇𝑆𝑖 , 𝑙𝑎𝑏𝑒𝑙) to the hash oracle 𝐻5 or the
adversary correctly guesses the output of the hash function
𝐻5 without asking the corresponding message. 𝐾(𝐺𝑁,𝑆𝑖) and
𝐴𝑢𝑡ℎ𝑆𝑖 are two randomvalues chosen from {0, 1}𝜅; the success
probability of the adversary is negligible. Consequently we
have the following equation:

𝐴𝑑V5 (A) − 𝐴𝑑V4 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (8)

Experiment 𝐸𝑥𝑝6. In this experiment, we deal with the active
sessions once again. For a 𝑆𝑒𝑛𝑑(𝑆𝑖, (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇𝐺𝑁, 𝐴𝑢𝑡ℎ𝐺𝑁))
query, if the timestamp 𝑇𝐺𝑁 is within the transmission delay
and𝐴𝑢𝑡ℎ𝐺𝑁 is a valid authenticator, thenwe simply terminate
the simulation and let the adversary win the attack game.
Since the gateway node is not allowed to be corrupted, the
symmetric key 𝐾(𝐺𝑁,𝑆𝑖) is unknown to the adversary and the
timestamp 𝑇𝐺𝑁 ensures the adversary cannot replay an old
authenticator.The adversary can only produce a valid authen-
ticator 𝐴𝑢𝑡ℎ𝐺𝑁 by issuing a query (𝐾(𝐺𝑁,𝑆𝑖), 𝑋, 𝑙𝑎𝑏𝑙𝑒, 𝑇𝐺𝑁) to
the hash oracle 𝐻4 or the adversary correctly guesses the
output of the hash function 𝐻4 without asking the corre-
spondingmessage.𝐾(𝐺𝑁,𝑆𝑖) and𝐴𝑢𝑡ℎ𝑆𝑖 are two randomvalues
chosen from {0, 1}𝜅; the success probability of the adversary
is negligible. Similarly with the previous experiment, we
have

𝐴𝑑V6 (A) − 𝐴𝑑V5 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (9)

Experiment 𝐸𝑥𝑝7. In this experiment, we change the sim-
ulation rule of 𝑆𝑒𝑛𝑑 queries for the last time. For a
𝑆𝑒𝑛𝑑(𝐺𝑁, (𝑙𝑎𝑏𝑒𝑙, 𝑋, 𝑇, 𝑐1, 𝑠𝑚, 𝑠𝑎)) query, the gateway nodewill
first check the validity of the credential proof. If the credential
proof is valid and the message is forged by the adversary, we

then terminate the simulation and the adversary is claimed
successful. However, the success probability of the adversary
in producing a fake proof is bounded by the presentation of
an algebraic MAC. With a similar analysis with [23], we get
the following result:

𝐴𝑑V7 (A) − 𝐴𝑑V6 (A)
 ≤ 𝑛𝑒𝑔𝑙 (𝜅) . (10)

In the last experiment, we can see that all the session keys
of passive sessions are chosen randomly from the domain and
all the active sessions are terminated without accepting. The
onlyway for the adversary to succeed is to steal the terminal of
the user and recover the credential by guessing the password.
The adversary has to verify the correctness of the recov-
ered credential by executing the protocol. Consequently, we
have

𝐴𝑑V7 (A)
 ≤ 𝐶 ⋅ 𝑄𝑠



𝑠𝑒𝑛𝑑. (11)

5. Performance Analysis

In this section, we evaluate the computation and communi-
cation costs and the security attributes of our protocol with
other related protocols with user anonymity [16–19]. In terms
of computation, let “𝑇𝑀” denote the time of one modular
exponentiation computation, “𝑇𝑃𝑀” denote the time cost of
one point multiplication computation on elliptic curve, ‘𝑇𝐻”
denote the time of one hash function computation, and “𝑇𝑆”
denote the time of one symmetric encryption/decryption
operation. According to [24], 𝑇𝑀 ≈ 1.169𝑚𝑠, 𝑇𝑃𝑀 ≈
0.508𝑚𝑠, 𝑇𝐻 ≈ 0.069𝑚𝑠, and 𝑇𝑆 ≈ 0.069𝑚𝑠. Moreover,
we only evaluate the computation cost of the authentication
and key exchange phase because the registration phase is a
one-time job. In terms of communication cost, we assume
the length of the identity is 32 bits, the secure parameter
𝜅 is 160 bits, the length of the timestamp is 64 bits, an
element of cyclic group of ECC can be represented with
320 bits, and an element of cyclic group of RSA can be
presented with 1024 bits. We also instantiate the signature
scheme using the famous ECDSA signature scheme [25].
The performance of communication and computation is
summarized in Table 2. We can see from Table 2 that our
protocol is inefficient in terms of computation. However, the
communication performance of the compared protocols is
more or less the same.The computation cost of our protocols
mainly arises from the strong user anonymity; i.e., no one
except the user knows his real identity in our protocol, while
the gateway node knows the user’s real identity in other
protocols.

Table 3 summarizes security properties of the proposed
protocol with related protocols. It can be seen from Table 3
that our protocol provides all the security features. More-
over, our protocol is the only one which provides strong
user anonymity and formal security proof. Considering
the computation cost, communication cost, and security
attributes as a whole, our protocol outperforms to other
protocols. Consequently, the proposed protocol is more suit-
able for security and privacy critic applications scenarios in
WSNs.
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Table 2: Comparisons of computation and communication costs.

Protocols Wu et al.’s [16] Jiang et al.’s [17] Wang et al.’s [18] Li et al.’s [19] Our protocol
Computation time
of user (ms) 2𝑇𝑃𝑀 + 𝑇𝑆 + 11𝑇𝐻 ≈ 1.04 𝑇𝑃𝑀 + 8𝑇𝐻 ≈ 1.18 2𝑇𝑃𝑀 + 8𝑇𝐻 ≈ 1.04 2𝑇𝑃𝑀 + 8𝑇𝐻 ≈ 1.05 4𝑇𝑃𝑀 + 4𝑇𝐻 ≈ 2.03

Computation time
of gateway (ms) 2𝑇𝑆 + 11𝑇𝐻 ≈ 1.04 𝑇𝑃𝑀 + 12𝑇𝐻 ≈ 1.19 2𝑇𝑃𝑀 + 𝑇𝑆 + 11𝑇𝐻 ≈ 1.05 𝑇𝑃𝑀 + 9𝑇𝐻 ≈ 0.52 4𝑇𝑃𝑀 + 5𝑇𝐻 ≈ 2.03

Computation time
of sensor (ms) 2𝑇𝑃𝑀 + 𝑇𝑆 + 4𝑇𝐻 ≈ 1.05 5𝑇𝐻 ≈ 0.04 2𝑇𝑃𝑀 + 𝑇𝑆 + 11𝑇𝐻 ≈ 1.06 4𝑇𝐻 ≈ 0.03 2𝑇𝑃𝑀 + 3𝑇𝐻 ≈ 1.02

Rounds 4 4 4 4 4
Bandwidth 3168bits 2689bits 3968bits 2912bits 2976bits

Table 3: Comparisons of security features.

Protocols Wu et al.’s [16] Jiang et al.’s [17] Wang et al.’s [18] Li et al.’s [19] Our protocol
The replay
attack secure secure secure secure secure

The privileged
insider attack secure secure secure secure secure

The GW-node
impersonation
attack

secure secure secure secure secure

The stolen
verifier attack secure secure secure secure secure

The off-line
dictionary
attack

secure secure secure secure secure

The
compromised
sensor node
attack

secure secure secure secure secure

Mutual
authentication yes yes yes yes yes

Session key
establishment yes yes yes yes yes

Key privacy yes no yes no yes
User anonymity weak weak weak weak strong
Formal security
proof yes yes yes yes yes

6. Conclusions

In this paper, we propose an anonymous authentication and
key exchange protocol for WSNs. The most attractive prop-
erty of our protocol is its strong user anonymity such that no
one except the user knows the real identity of himself. Besides
this, our protocol also enjoys formal security proof in the ran-
dom oracle model and efficient communication complexity.
The only disadvantage is that it consumes more computation
resources. In wireless communication networks, establishing
a channel usually consumes more energy than computation
does. As a result, the heavy computation cost is not a serious
problem. Due to its high security and strong anonymity,
our protocol is very suitable for security and privacy critic
application scenarios in WSNs.
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With the fast development of Logistics Internet of Things and smart devices, the security of express information processed by
mobile devices in Logistics Internet of Things has attracted much attention. However, the existing secure express schemes only
focus on privacy protection of personal information but do not consider the security of the logistics information against couriers
with malicious mobile devices. For example, a privacy-preserving delivery path should be required in order to prevent the privacy
leakage in the express delivery procedure.Therefore, besides the security of personal information, the privacy protection of logistics
information and authentication of mobile devices used in express company are important to security in Logistics Internet of
Things. In this paper, we propose a secure logistics information scheme LIP-PA to provide privacy protection of both personal
information and logistics information. First, we define the basic requirements of Logistics Internet ofThings.Then, using attribute-
based encryption and position-based key exchange, we propose a logistics information privacy protection scheme with position
and attribute-based access control for mobile devices.The analysis results show that our scheme satisfies the defined requirements.
Finally, the performance of our scheme is evaluated and the experiment results show that our scheme is efficient and feasible for
mobile devices in real parcel delivery scenario.

1. Introduction

With the rapid development of Internet ofThings technology
[1] and continuous optimization of the logistics operation
process, the Logistics Internet of Things (LIoT) has become
an indispensable pattern for modern logistics industry. Based
on many network communication technologies, such as
RFID [2], QR code [3], NFC [4], and D2D [5] technology,
LIoT has adopted lots of mobile devices to deal with the
express business.

At the same time, the fast development of modern
logistics industry has also brought a lot of security issues,
especially the security of mobile devices in LIoT [6]. Without
security protection, the customer’s private information is
expressly visible on mobile devices, so that any adversary can
see the private information. Besides, the adversary can easily
track the parcel according to the logistics information in
mobile devices and even analyze the customer’s information
such as personal hobbies, family members, and economic
conditions [7, 8]. In addition, express delivery between

different express stations can lead to data leakage and the
malicious courier can analyze the flow of express station [9].
The privacy protection of express information has attracted
widespread attention.

However, traditional privacy protection schemes of
express information all focus on customer’s personal infor-
mation [10, 11], and they are unable to achieve a secure
management of internal logistics staff. It is obvious that the
couriers, who actually move parcels between sender and
receiver, can obtain lots of express information including per-
sonal information and logistics information. Therefore, how
to guarantee the express information privacy and securely
manage the large-scale couriers based on mobile devices in
LIoT is a focus.

As far as we know, the most popular authentication
methods for couriers on mobile devices can be classified as
public key authentication [12–14], password authentication
[15, 16], and multifactors authentication [17–19]. However,
these methods are not suitable for management of large-scale
couriers on mobile devices. Group-based key exchange can
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realize efficient group-basedmanagement [20, 21], but group-
based methods could not provide fine-grained access control
on large-scale mobile devices. As a result, attribute-based
encryption with fine-grained access control can be applied to
the security solutions in LIoT.

Related Work. For privacy protection in LIoT, Wei et al. [22]
proposed a 𝐾-anonymous model to take the anonymous
process of logistics information. This method randomly
breaks the relationship between attribute values in the record
to anonymous data. However, the order still retains the
receiver’s name and phone number, and 𝐾-anonymity will
cause some loss of information. Zhang et al. [23] proposed
a logistics information system privacy protection system,
which can solve the contradiction between privacy protection
and logistics business process by the segment encryption
design. However, the disadvantage of this solution is that
the two-dimensional code needs to be constantly updated at
each logistics station; also the processes of encryption and
decryption are repeated. Qi et al. [24] proposed a new express
management system based on encrypted QR code. The real-
time logistics information of goods is automatically updated
through GPRS or Wi-Fi. The APP provides an optimal
delivery route for couriers by employing the improved genetic
algorithm.Obviously, the aboveworks lack access control and
authentication for internal logistics staff. They cannot ensure
the privacy protection of logistics information.

Li et al. [25] designed a privacy-preserving express
delivery system, i.e., PriExpress. This system introduces
the ciphertext-policy attribute-based encryption (CP-ABE)
method into the privacy protection in logistics information
system (LIS). With CP-ABE [26], the parcel sender specifies
an attribute-based access policy for enforcing fine-grained
access control to his delivery order which contains sensitive
personal information. However, the PriExpress does not
separate personal information from logistics information.
Customers in this scheme need abundant computation capa-
bility and remain online when they deal with the express
delivery procedure.

In summary, all above schemes lack a position and
attribute-based access control for both logistics information
and personal information.

Privacy Protection in LIoT. Different from IoT, the security
requirements of LIoT have the following characteristics.

First, privacy-preserving of logistics information should
be guaranteed in LIoT. For complete logistics information,
it is necessary to keep confidentiality for untrusted express
staff. In traditional privacy protection schemes, logistics
information is not separated from personal information.
Some malicious couriers may sell the logistics information
to criminals who can analyze the flow of express station
according to the delivery path. Thus, privacy-preserving of
logistics information is one of the required properties in LIoT.

Second, couriers who actually deliver parcels are very
important to the guarantee of the security of express delivery
process. But there are so large-scale couriers that it is difficult
to manage them. On one hand, for some malicious couriers,
they may sell privacy information to criminals. On the

other hand, once the hackers get the courier’s master secret,
they can impersonate a valid courier to obtain the express
information illegally. Therefore, it is necessary to guarantee
the attribute-based access control for privacy information
and ensure that the courier with specific attributes can obtain
privacy information.

Due to the high turnover of couriers, it is significant to
make sure that only the couriers that work online at delivery
station can obtain the order information. So position-based
access control is also one of the required properties of LIoT.
Besides, there may be some couriers that are curious about
the information which they cannot possess, so they maybe
collude together and share their own attributes to obtain
much more information. Therefore, it is necessary to imple-
ment the authentication of couriers. Specifically, the security
requirements on couriers should guarantee anticollusion
attack to attribute-based access control and anticollusion
attack to position-based access control.

Third, customers always are remote and offline.Therefore,
it is hard to achieve authentication of customers online [27].
A dishonest sender may deny that he (or she) has sent some
harmful parcel to someone. Besides, a dishonest receiver may
personate a legal receiver to take away the parcel which does
not belong to himself (or herself).Therefore, it is necessary to
achieve the verifiability of receiver and verifiability of parcel
[28]. Last but not least, it is necessary to keep customer’s
unlinkability for administrator and others.

Fourth, in the real delivery scene, customers always have
irregular operations such as leaving wrong addresses and
phone numbers, which leads to the fact that it is difficult
to manage or recover parcel. Therefore, the security require-
ments of LIoT should guarantee the undeniability of sender
and receiver. Specifically, a sender cannot deny a parcel sent
by himself (or herself), while a receiver cannot deny a parcel
received by himself (or herself).

Our Contributions. Although the most popular authenti-
cation methods on mobile devices are not suitable for
management of large-scale couriers [29, 30], attribute-based
encryption can achieve fine-grained access control, so we
need to use the ABE technology to realize position and
attribute-based access control of couriers based on mobile
devices in LIoT. However, this study is very challenging with
the following reasons. First, it is hard to realize both attribute-
based encryption and location-based access control. Second,
how to securely verify the validity of a courier’s claimed
position is also a problem [31].

This paper proposes a logistics information privacy pro-
tection scheme with position and attribute-based access con-
trol on mobile devices. First, in order to realize fine-grained
access control of encrypted logistics information, we adopt
ciphertext-policy attribute-based encryption (CP-ABE) [26],
which encrypts segmented logistics information in different
access policies. Different couriers can only decrypt different
segments of the express order in accordance with their
respective attributes. Second, we apply position-based key
exchange [32], which uses the courier’s physical position
information as credential, to realize position-based access
control on couriers. Third, we utilize public key encryption
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to achieve the confidentiality of personal information. At the
same time, we use digital signature to ensure the verifiability
of parcel and the undeniability of customers [33].

Our contributions in this paper are fourfold.
(1) We classify the required properties of our scheme

including attribute-based access control, position-based
access control, privacy-preserving of logistics informa-
tion, confidentiality of personal information, verifiabil-
ity of receiver, verifiability of parcel, anticollusion attack
to attribute-based access control, anticollusion attack to
position-based access control, undeniability, and unlinkabil-
ity.

(2)We propose a logistics information privacy protection
scheme LIP-PA. In the scheme, logistics information is
divided into segments and, respectively, encrypted; admin-
istrator can prebuild access tree which contains the position
attribute.

(3) We theoretically analyze the security of LIP-PA. We
show that LIP-PA satisfies the above required properties.

(4) We report experimental evaluations of our scheme.
Our results show that LIP-PA is efficient and feasible for
mobile devices in real parcel delivery scenario.

2. Preliminaries

In this paper, some basic cryptographic algorithms are
necessary. First, we will use public key encryption to protect
the personal information [34] in our scheme. Second, we also
need digital signature [35, 36] to realize the undeniability
of customers. Third, hash functions [37] are used in gen-
eration of order information. Besides the above algorithms,
ciphertext-policy attribute-based encryption and position-
based key exchange are core algorithms in our scheme.

2.1. Ciphertext-Policy Attribute-Based Encryption. A cipher-
text-policy attribute-based encryption scheme [26] consists
of four fundamental algorithms: Setup, Encrypt, KeyGen, and
Decrypt.

Setup: The setup algorithm takes no input other than the
implicit security parameter. It outputs the public parameters
𝑃𝐾 and a master key 𝑀𝐾.

Encrypt(𝑃𝐾,𝑀, 𝑇): The encryption algorithm takes as
input the public parameters 𝑃𝐾, a message 𝑀, and an
access tree 𝑇. The algorithm will encrypt 𝑀 and produce a
ciphertext 𝐶𝑇 such that only a user with a set of attributes
that satisfies the access tree 𝑇 will be able to decrypt 𝐶𝑇.

Key Generation(𝑀𝐾, 𝑆): The key generation algorithm
takes as input the master key 𝑀𝐾 and a set of attributes 𝑆. It
outputs the private key 𝑆𝐾, which is used by users to decrypt
ciphertext.

Decrypt(𝑃𝐾, 𝐶𝑇, 𝑆𝐾): The decryption algorithm takes as
input the public parameters 𝑃𝐾, a ciphertext 𝐶𝑇, and a
private key 𝑆𝐾. If the set 𝑆 satisfies the access tree 𝑇 then the
algorithm will return a message 𝑀.

2.2. Position-Based Key Exchange. Based on the bounded
storage model (BSM) and BSM pseudorandom genera-
tors (PRG), Chandran et al. construct the provable secure

position-based key exchange (PBKE)protocol against collud-
ing adversaries [32]. BSM assumes that any party including
adversary can only store a part of information with high
min-entropy. BSM PRG: {0, 1}𝑛 × {0, 1}𝑑 → {0, 1}𝑚 is an
𝜀-secure BSM PRG for storage rate 𝛽 and min-entropy rate
𝛼 if and only if, for every 𝛼𝑛-source 𝑋 on {0, 1}𝑛 and for
every function 𝐴: {0, 1}𝑛 → {0, 1}𝛽𝑛, the random variable
(𝑃𝑅𝐺(𝑋,𝐾),𝐴(𝑋), 𝐾) is 𝜀-close to (𝑈𝑚, 𝐴(𝑋),𝐾), where
𝐾
𝑅
← {0, 1}𝑑. Different from traditional key exchange, PBKE

applies the user’s physical position as the unique credential to
negotiate a shared key 𝐾 between verifiers and a prover at a
legal position 𝑃. At the end of PBKE, the shared key 𝐾 and
a random number are indistinguishable from the view of the
colluding adversaries.

However, the previous position-based key exchange pro-
tocol is not suitable for realizing the position-based access
control in ABE. Thus, an improved position-based key
exchange protocol is proposed as shown in Algorithm 4.

3. Problem Formulations

3.1. System Model. As shown in Figure 1, the system model
consists of following entities: customers including a sender
and a receiver, couriers, and administrator with attribute
authority and landmarks.

When a logistic transit process begins, as shown in Fig-
ure 1, a sender first generates an order and submits the order
information to administrator. The order information consists
of address information, i.e., customers’ address information,
and customers’ personal information including the names
and telephone numbers. If the administrator accepts this
order, the administrator will generate a logistics information
which is a delivery plan including some independent delivery
steps for couriers. During the parcel delivery, every courier
in one delivery step only distributes the express from one
station to another station. The parcel finally arrives at the last
delivery station and the receiver takes away the parcel after
authenticated. More specifically, we have the following.

Customers. Customers can be divided into a sender and a
receiver of parcel. They aim to absolutely protect personal
information against administrator and couriers and obtain
a privacy-preserving protection service for logistics infor-
mation from administrator; i.e., any courier managed by
administrator can only know a part of logistics information
but not all the logistics information.

Administrator.Administrator, as a general management insti-
tution of logistics company, provides trusted express ser-
vice for customers and completes the privacy protection
of logistics information against couriers. Specifically, the
administrator first employs an attribute authority (AA) to
realize attribute-based management for couriers. Then, the
administrator configures all the access trees for all couriers
involved by the target order according to the delivery plan and
encrypts the segmented logistics information with different
attribute policies. If a courier delivers a parcel in some one
delivery step, the courier can only decrypt the required
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Figure 1: The system model.

information segment (i.e., the next station information of the
current delivery step). At the same time, the administrator
employs some landmarks to verify the location of the courier
in order to guarantee that the courier from a legal station in
a valid time slot can get the required information segment to
perform the delivery task.

Couriers. Couriers are employed by express company. They
are the entities that actually deliver parcels between a sender
and a receiver. A courier is only responsible for delivering the
parcels from one station to another station in a delivery step.
The courier just needs to obtain the required information
segment (e.g., the next station) with position and attribute-
based access control. In this way, a parcel delivery process
consists of multiple delivery steps performed by multiple
couriers.

3.2. Threat Model

Administrator. Administrator, as a manager of an express
company, is honest but curious. On one hand, the admin-
istrator is responsible for privacy protection on customers’
address information and logistics information against couri-
ers. For such a service, the administrator is in charge of
securely encrypting the logistics information and build-
ing suitable access policy to couriers. AA and landmarks
are employed by administrator to guarantee position and
attribute-based access control. On the other hand, in order to
obtain more potential benefits, the administrator is also very
interested in customers’ personal information, such as name
and telephone number.

Customers. A customer of the parcel (i.e., sender or receiver)
may have the following dishonest behaviors. First, a dishonest

sender may deny that he (or she) has sent some harmful
parcels to someone. Second, a dishonest receiver may per-
sonate a legal receiver to take away the parcel which does not
belong to himself (or herself).

Couriers.Couriers, as the entities that actually deliver parcels,
are very important for the guarantee of the security of the
express delivery process. However, in order to obtain illegal
individual benefit, some couriers may have four dishonest
behaviors: First, couriers are curious about the customers’
address and personal information; they may sell them to
obtain economic benefit. Second, some colluding couriers
may attempt to steal the logistics information even if they
are not located at the valid delivery station at work time.
Third, some couriers with different attributes may collude
with others in order to decrypt the extra information which
they could not know originally. Fourth, couriers may modify
the order information in order to disturb the express delivery
process, such as changing the valid receiver information into
an illegal receiver.

3.3. Design Goals. According to the requirements and the
adversary model, the proposed scheme should satisfy the
following properties:

(1) Attribute-based access control (ABAC): Our scheme
should achieve a fine-grained access control of encrypted
logistics information based on the attributes of couriers. The
required part of logistics information could only be decrypted
by a valid courier whose attributes satisfy the access policy.
Apart from this, there is no way to obtain the other parts of
logistic information for valid couriers.

(2) Position-based access control (PBAC): Our scheme
should ensure that a courier that is going to obtain the
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Table 1: Comparison with related work.

LIPPS NEMS PriExpress Our scheme
ABAC × × √ √

PBAC × × × √

PPLI √ × √ √

CPI × √ × √

VR √ √ √ √

VP × × × √

ACA-A - - √ √

ACA-P - - - √

UD × × × √

UL × × √ √
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Figure 2: The LIP-PA framework.

required part of logistics information must be at a valid
delivery station at the expected work time.

(3) Privacy-preserving of logistics information (PPLI):
First and foremost, our scheme should guarantee confiden-
tiality of logistics information. For logistics company, the
whole delivery path should only be known by administrator,
so a valid courier can only decrypt the partial logistics
information which is necessary for the delivery process. The
complete logistics information keeps privacy protection to all
couriers.

(4) Confidentiality of personal information (CPI): Our
scheme should ensure the confidentiality of personal infor-
mation even to administrator. Customers’ personal informa-
tion contains sender’s and receiver’s names, phone numbers,
etc. It is only visible among the sender and the receiver.

(5) Verifiability of receiver (VR): Our scheme should
provide the verifiability of receiver. Only when the receiver of
parcel is the expected one according to the order information,
can receiver take away the parcel from the final courier.

(6) Verifiability of parcel (VP): A receiver in our scheme
should ensure that the order information of the parcel is the
correct and unforged during the express delivery process, and
then he (or she) will receive this parcel.

(7) Anticollusion attack to attribute-based access control
(ACA-A): Our scheme should ensure that the colluding
couriers with different attributes cannot obtain the additional
logistics information under the colluding attribute sets.

(8) Anticollusion attack to position-based access control
(ACA-P). Our scheme should achieve that the colluding

couriers that are not located at the valid station cannot obtain
the logistics information according to the position-based
access control policy.

(9) Undeniability (UD): A sender cannot deny a parcel
sent by himself (or herself), while a receiver cannot deny a
parcel received by himself (or herself).

(10) Unlinkability (UL): Although the same sender sends
lots of parcels to a receiver, the administrator and others
cannot distinguish whether the encrypted order information
in the many delivery processes originates from the same
sender.

3.4. Comparison with Related Work. In this section, we
compare our scheme with the related schemes including
LIPPS [23], NEMS [24], and PriExpress [25]. Table 1 shows
the comparison results, where “√”means satisfied, “×”means
dissatisfied, and “−” means uninvolved.

From the Table 1, we can see that both LIPPS and NEMS
cannot provide ABAC. It is obvious that all the related
schemes including LIPPS, NEMS, and PriExpress cannot
guarantee PBAC, VP, and UD. Meanwhile PriExpress cannot
provide totally CPI. Our scheme can satisfy all the properties
in Table 1.

4. The Proposed Scheme

4.1. Overview of Scheme LIP-PA. Thescheme LIP-PA consists
of four phase: initialization, encryption, retrieval, and recep-
tion as shown in Figure 2.
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Figure 3: Initialization of order information.

Input: plaintext of order information 𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟
Output: ciphertext of order information 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟
1: generate random number 𝐼𝐷𝑂𝑟𝑑𝑒𝑟, 𝑅𝑁
2: 𝐻𝑁 ← 𝐻𝑎𝑠ℎ(𝑅𝑁)
3: 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛 ← 𝐸(𝑃𝑅𝐼𝑆𝑒𝑛, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟])
4: 𝑆𝑒𝑐𝑡𝑖𝑜𝑛1 ← 𝐴𝑑𝑑𝑆𝑒𝑛||𝐴𝑑𝑑𝑅𝑒𝑐||𝐼𝐷𝑂r𝑑𝑒𝑟||𝐻𝑁
5: 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 ← 𝑁𝑎𝑚𝑆𝑒𝑛||𝑁𝑎𝑚𝑅𝑒𝑐||𝑃ℎ𝑜𝑆𝑒𝑛||𝑃ℎ𝑜𝑅𝑒𝑐||𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑅𝑁||𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛
6: 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 ← 𝐸(𝑃𝑈𝐵𝑅𝑒𝑐, [𝑆𝑒𝑐𝑡𝑖𝑜𝑛2])
7: 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟 ← 𝐸(𝑃𝑈𝐵𝐴𝑑𝑚 , [𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 ||𝑆𝑒𝑐𝑡𝑖𝑜𝑛1])
8: return 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟

Algorithm 1: Generation of order ciphertext.

In the initialization phase, a sender will generate an
encrypted order and launch an order request to administra-
tor. The encrypted order information consists of customers’
address information and personal information like names,
telephone numbers, etc.

Upon receiving the order request from sender, the
administrator constructs logistics information based on the
planned delivery path in the encryption phase. Then, the
administrator formulates the position and attribute-based
access control and encrypts different segments of logistics
information with different access control policies.

In the retrieval phase, a courier located at a valid station
at work time can run a position-based key exchange protocol
to obtain a secret key about position attribute. Based on
the position-based key, the courier who satisfies the desired
attribute policy can retrieve required logistics information in
order to transmit the parcel from one station to next station.

When the parcel arrives at last station, the courier will
transmit the parcel to target receiver in the reception phase.
In this phase, the courier should verify the authenticity
of receiver. The receiver would also verify the correctness
of order information on parcel. If both authentication of
receiver and validity of parcel are verified, the parcel will be
delivered to receiver successfully.

4.2. Initialization. We assume that sender, receiver, admin-
istrator, and courier must be registered and have a certified
public/private key pair, respectively, before initialization.

In our scheme, order information can be divided into
two types: logistics information and personal information.
Logistics information including sender’s address (𝐴𝑑𝑑𝑆𝑒𝑛)
and receiver’s address (𝐴𝑑𝑑𝑅𝑒𝑐) should be encrypted using
public key of administrator to provide the property of
secrecy against adversarial couriers. Personal information,
such as sender’s name (𝑁𝑎𝑚𝑆𝑒𝑛), receiver’s name (𝑁𝑎𝑚𝑅𝑒𝑐),
sender’s phone number (𝑃ℎ𝑜𝑆𝑒𝑛), and receiver’s phone num-
ber (𝑃ℎ𝑜𝑅𝑒𝑐), should be always secret during the express
delivery process considering the confidentiality. Figure 3
illustrates the structure of encrypted order information sent
from sender to administrator. Algorithm 1 shows the detailed
generation process of order ciphertext, where𝐸() is the public
key encryption algorithm, 𝑃𝑅𝐼𝑢𝑠𝑒𝑟 means the user’s private
key, and 𝑃𝑈𝐵𝑢𝑠𝑒𝑟 means the user’s public key.

As we can see, the ciphertext mainly contains two sec-
tions: 𝑆𝑒𝑐𝑡𝑖𝑜𝑛1; 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. 𝑆𝑒𝑐𝑡𝑖𝑜𝑛1 contains logistics infor-
mation and 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 contains personal information. Note
that, in line 2 of Algorithm 1, a random number 𝐼𝐷𝑂𝑟𝑑𝑒𝑟 is
unique identity of parcel. In addition, the sender generates
a random number 𝑅𝑁 in 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. At the same time, the
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Input: ciphertext of order information 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟
Output: delivery path 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ, station number 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛
1: 𝐷(𝑃𝑅𝐼𝐴𝑑𝑚, [𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟]) → 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2||𝑆𝑒𝑐𝑡𝑖𝑜𝑛1
2: if 𝐴2 = 𝐵2 then
3: 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛 = 3
4: 𝐴3𝐴2𝐵3 → 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ
5: else
6: if 𝐴1 = 𝐵1 then
7: 𝑁𝑢𝑚s𝑡𝑎𝑡𝑖𝑜𝑛 = 5
8: 𝐴3𝐴2𝐴1𝐵2𝐵3 → 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ
9: else
10: 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛 = 6
11: 𝐴3𝐴2𝐴1𝐵1𝐵2𝐵3 → 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ
12: end if
13: end if
14: return 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ, 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛

Algorithm 2: Generation of delivery path.

Input: 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ, 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛
Output: ciphertext of logistics information (𝐶𝑇1, 𝐶𝑇2, . . . , 𝐶𝑇𝑛)
1: 𝑛 = 𝑁𝑢𝑚𝑠𝑡𝑎𝑡𝑖𝑜𝑛
2: for 𝑖 = 1; 𝑖 ≤ 𝑛; 𝑖 + + do
3: 𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑖 ← 𝑑𝑒𝑙𝑖V𝑒𝑟𝑦 𝑠𝑡𝑎𝑡𝑖𝑜𝑛 𝑜𝑛 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ[𝑖]

4: picks 𝐾𝑖6
𝑅
← {0, 1}𝑚

5: S𝑖𝑆𝑝𝑎𝑡𝑖𝑎𝑙 ← {𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑖, 𝑇𝑖}
6: 𝑎𝑡𝑡𝑟(S𝑖𝑆𝑝𝑎𝑡𝑖𝑎𝑙) ← 𝐾𝑖6
7: end for
8: for 𝑖 = 1; 𝑖 ≤ 𝑛 − 1; 𝑖 + + do
9: 𝑀𝑖 ← 𝑂𝑝𝑡𝑖𝑚𝑎𝑙𝑝𝑎𝑡ℎ[𝑖]
10: end for
11: 𝑀𝑛 ← 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2||𝐻𝑁
12: Setup → (𝑃𝐾, 𝑀𝐾)
13: Key Generation(𝑃𝐾,𝑀𝐾,S) → (𝑆𝐾)
14: for 𝑗 = 1; 𝑗 ≤ 𝑛; 𝑗 + + do
15: Encrypt (𝑃𝐾, 𝑀𝑗, 𝑇𝑗)→ (𝐶𝑇𝑗)
16: end for
17: return (𝐶𝑇1, 𝐶𝑇2, . . . , 𝐶𝑇𝑛)

Algorithm 3: Encryption of logistics information.

sender computes 𝐻𝑁 = 𝐻𝑎𝑠ℎ(𝑅𝑁) in 𝑆𝑒𝑐𝑡𝑖𝑜𝑛1. In line 5 of
Algorithm 1, the sender’s digital signature is added to 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2
for the verifiability of parcel. Finally, Algorithm 1 outputs the
ciphertext of order information, which will be submitted to
administrator.

4.3. Encryption. The encryption phase contains two steps
which administrator needs to complete. First, the adminis-
trator runs the delivery path generation algorithm (i.e., Algo-
rithm 2) and generates the logistics information according
to sender’s and receiver’s addresses in 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟. Second,
based on the delivery path, the administrator formulates the
position and attribute policies (𝑇1, 𝑇2, . . . , 𝑇𝑛) and encrypts
segments of logistics information using CP-ABE with related

policies. Algorithm 3 shows the detailed encryption process
of logistics information.

In line 1 of Algorithm 2, the administrator conducts
𝐷(𝑃𝑅𝐼𝐴𝑑𝑚, [𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟]), where 𝐷() is a public key decryp-
tion algorithm, and obtains 𝐴𝑑𝑑𝑆𝑒𝑛, 𝐴𝑑𝑑𝑅𝑒𝑐, 𝐼𝐷𝑂𝑟𝑑𝑒𝑟, 𝐻𝑁,
and 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. Because address can be divided into three
sections, street, city, and state, all address structures can
be combined to form multiple tree structures. According
to sender’s and receiver’s addresses, the administrator will
generate an optimal path, as shown in Figure 4.

Obviously, the sender’s address is different from receiver’s
address. In other words, the street 𝐴3 ̸= 𝐵3. There are three
types of paths according to addresses of sender and receiver.
The parcel will be distributed according to the optimal path.
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Figure 4: Delivery path.

So the number of delivery stations can be divided into three
types:

(1) When 𝐴2 = 𝐵2, as shown in Figure 4(a), the optimal
path is 𝐴3𝐴2𝐵3, so there are three delivery stations on the
optimal path.

(2)When𝐴1 = 𝐵1 𝑎𝑛𝑑 𝐴2 ̸= 𝐵2, as shown in Figure 4(b),
the optimal path is 𝐴3𝐴2𝐴1𝐵2𝐵3, so there are five delivery
stations on the optimal path.

(3) When 𝐴1 ̸= 𝐵1, as shown in Figure 4(c), the optimal
path is 𝐴3𝐴2𝐴1𝐵1𝐵2𝐵3, so there are six delivery stations on
the optimal path.

It is worth noting that, in real parcel delivery scenario,
the numbers of delivery stations may be changed, such as
wrong delivery or route change. The alternative solutions are
as follows.

When the administrator has encrypted multiple paths
and made the ciphertext into a QR code, the courier can
decryptmultiple optional station addresses.He (or she) needs
to choose a suitable station according to actual situation.
When the existing optional paths are all unavailable, the
administrator will encrypt a new path and send the new
ciphertext to courier. If the parcel is wrongly transmitted,
the solution is different. For example, the original path is
𝐴3𝐴2𝐵3, as shown in Figure 4(a); the real path becomes
𝐴3𝐴2𝐶𝐵3. It means the courier at 𝐴2 transmits the parcel
to the wrong station 𝐶; at the same time, the courier at 𝐶
cannot decrypt the logistics information. So he (or she) will
return the parcel to station 𝐴2. The courier at𝐴2 needs to tell
the event to administrator. Then administrator will adjust the
access policy of logistics information.

In lines 2-7 of Algorithm 3, the administrator predeter-
mines the position attribute according to delivery stations on
delivery path for couriers, where 𝑎𝑡𝑡𝑟(S)means the attribute
S’s value. Our scheme guarantees that the courier needs to
arrive at the correct delivery position, so that he (or she) can
obtain a secret key about the policy of position-based access
control.

In lines 8-11 of Algorithm 3, the administrator divides
the path into segments according to delivery station nodes
and obtains segments 𝑀1,𝑀2, . . . ,𝑀𝑛. In lines 12-15 of
Algorithm 3, the administrator, respectively, encrypts the
segments𝑀1,𝑀2, . . . ,𝑀𝑛 under CP-ABE.Thismethod guar-
antees a fine-grained access control of encrypted logistics
information. Besides, the position attribute S𝑆𝑝𝑎𝑡𝑖𝑎𝑙 is added
to leaf nodes of access tree. So our scheme achieves a position-
based access control.

After completing Algorithm 3, the administrator makes
the ciphertext 𝐶𝑇1, 𝐶𝑇2, . . . , 𝐶𝑇𝑛 combined with 𝐼𝐷𝑂𝑟𝑑𝑒𝑟. At
the same time, he (or she) sends encrypted 𝑃𝐾 and 𝑆𝐾 to
couriers using his (or her) public key. When the sender drops
off the parcel at local delivery station to courier, the courier
can inquire about the ciphertext according to 𝐼𝐷𝑂𝑟𝑑𝑒𝑟. Then
he (or she) makes the ciphertext into a QR code, which will
be pasted on the parcel.

4.4. Retrieval. When the parcel arrives at the delivery station,
the courier at this station scans QR code to get ciphertext
𝐶𝑇𝑖 and decrypts logistics information 𝑀𝑖; then he (or she)
transmits the parcel to next station.

Before logistics information retrieval, the courier can
decrypt and obtain 𝑃𝐾 and 𝑆𝐾 sent by administrator. In
the retrieval phase, the courier who is located at a valid
station at work time needs to run an improved position-
based key exchange protocol to obtain the secret key about
policy of position-based access control. In Algorithm 4, the
courier performs the improved position-based key exchange
(I-PBKE) with landmarks to obtain S𝑆𝑝𝑎𝑡𝑖𝑎𝑙, where 𝐹(𝑋𝑖, 𝐾𝑗)
means the BSM PRG function.

In the previous position-based key exchange protocol
(PBKE) [32], it assumes that landmarks must store {𝑋𝑖}
in order to compute the expected response from courier.
However, this position-based key exchange protocol is not
suitable for realizing the position-based access control with
ABE in our scheme. There are two reasons. First, 𝑋𝑖 is a
long string which is drawn from the landmark’s reverse block
entropy source. Thus the landmark’s storage capacity needs
to be large enough. What is more, the landmark generates
𝑋𝑖 randomly along with the protocol execution. It means the
final exchange key 𝐾6 is determined by all landmarks after
protocol execution, so that the administrator cannot prebuild
access tree for couriers.

The improved position-based key exchange protocol is
shown in Algorithm 4.The landmarks predetermine the keys
𝐾1, 𝐾2, 𝐾3, 𝐾4, 𝐾5, 𝐾6 that are to be used at every iteration of
the application of the PRG. Now, the expected exchange key
𝐾6 is known before protocol execution to all landmarks.

Obviously, there are two advantages of the improved
position-based key exchange (I-PBKE) compared with the
previous PBKE [32]:

(1) The expected exchange key 𝐾6 is known by all land-
marks before protocol execution. In other words, the position
attribute’s value is already determined, so the administrator
can prebuild the access tree 𝑇 which contains the position
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1: Landmarks{𝐿1, 𝐿2, 𝐿3 , 𝐿4} executes:
2: pick keys 𝐾1,𝐾2,𝐾3,𝐾4,𝐾5

𝑅
← {0, 1}𝑚

3: broadcast 𝐾1,𝐾2,𝐾3,𝐾4,𝐾5 over their private channel.
4: At time 𝑇 − 𝑇1, 𝐿1 picks large string 𝑋4, computes 𝐾5 = 𝐹(𝑋4, 𝐾4) ⊕ 𝐾5, and broadcasts (𝑋4, 𝐾1, 𝐾


5)

5: At time 𝑇 − 𝑇2, 𝐿2 picks large string 𝑋1,𝑋5, computes 𝐾2 = 𝐹(𝑋1, 𝐾1) ⊕ 𝐾2, 𝐾

6 = 𝐹(𝑋5, 𝐾5) ⊕ 𝐾6, and broadcasts (𝑋1,𝑋5,𝐾


2,𝐾

6)

6: At time 𝑇 − 𝑇3, 𝐿3 picks large string 𝑋2, computes𝐾3 = 𝐹(𝑋2, 𝐾2) ⊕ 𝐾3, and broadcasts (𝑋2, 𝐾

3)

7: At time 𝑇 − 𝑇4, 𝐿4 picks large string 𝑋3, computes𝐾4 = 𝐹(𝑋3, 𝐾3) ⊕ 𝐾4, and broadcasts (𝑋3, 𝐾

4)

8: Courier executes:
9: At time 𝑇, the courier receives all of the strings
10: for 𝑖 = 1; 𝑖 < 6; 𝑖 + + do
11: compute 𝐾𝑖+1 = 𝐹(𝑋𝑖, 𝐾𝑖) ⊕ 𝐾𝑖+1
12: end for
13: return exchange key 𝐾6

Algorithm 4: Improved position-based key exchange.

Input: ciphertext 𝐶𝑇𝑖
Output: logistics information 𝑀𝑖
1: Courier executes:
2: 𝐾𝑖6 ← I-PBKE
3: 𝑎𝑡𝑡𝑟(S𝑆𝑝𝑎𝑡𝑖𝑎𝑙) ← 𝐾𝑖6
4: 𝐶𝑇𝑖 = (𝑇𝑖, 𝐶𝑖, 𝐶𝑖)
5: if S satisfies 𝑇𝑖 then
6: 𝑟 ← node of access tree 𝑇𝑖
7: 𝐴 ← 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒(𝐶𝑇𝑖, 𝑆𝐾, 𝑟)

8: 𝑀𝑖 ← 𝐶𝑖/(𝑒(𝐶𝑖, 𝑆𝐾)/𝐴)
9: end if
10: return logistics information 𝑀𝑖

Algorithm 5: Logistics information retrieval.

attribute, instead of waiting for the courier’s response when
the parcel arrives at delivery station.

(2) The landmarks need not store long strings {𝑋𝑖}.
In line 2 of Algorithm 5, the courier obtains the secret

key 𝐾6 according to Algorithm 4 (I-PBKE); thus the courier
possesses suitable attribute set S. Since the courier has got
𝑃𝐾 and 𝑆𝐾 sent by administrator and he (or she) satisfies
the desired access tree 𝑇, the courier can retrieve required
logistics information𝑀𝑖 , as shown in lines 5-9 of Algorithm5.
After decrypting the logistics information𝑀𝑖 , the courier will
transmit parcel to next station. Multiple couriers collaborate
to complete the express delivery process.

4.5. Reception. When the parcel arrives at last station, the
final courier gets ciphertext 𝐶𝑇𝑛; then he (or she) decrypts
logistics information and transmits the parcel to target
receiver.

Note that, in line 2 of Algorithm 6, the courier decrypts
𝑀𝑛 according to Algorithm 5 (LIR). Specifically, the courier
obtains the secret key about the position attribute, decrypts
the ciphertext 𝐶𝑇𝑛, and gets 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 and 𝐻𝑁.

When the receiver comes to pick up parcel, he (or she)
should verify the correctness of order information on parcel
and the courier should verify the authenticity of receiver.

After mutual verification between courier and receiver, the
receiver will get the parcel from courier successfully.

The details of reception of parcel are illustrated in Algo-
rithm 6. Firstly, the receiver can get 𝐸(𝑃𝑈𝐵𝑅𝑒𝑐, [𝑆𝑒𝑐𝑡𝑖𝑜𝑛2])
from courier and decrypt it using his (or her) pri-
vate key. Then the receiver obtains the following infor-
mation: 𝐼𝐷𝑂𝑟𝑑𝑒𝑟, 𝑅𝑁, 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛, and personal informa-
tion: 𝑁𝑎𝑚𝑆𝑒𝑛, 𝑁𝑎𝑚𝑅𝑒𝑐, 𝑃ℎ𝑜𝑆𝑒𝑛, and 𝑃ℎ𝑜𝑅𝑒𝑐. By verifying
𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛, he (or she) can confirm the integrity of parcel
information. In addition, the receiver can compute 𝐻𝑁1 =
𝐻𝑎𝑠ℎ(𝑅𝑁). By comparing the string 𝐻𝑁1 shown by receiver
with the information 𝐻𝑁 which courier possesses, the
courier can verify the validity of receiver. Then the receiver
conducts𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟|| 𝑅𝑁])] and sends it to admin-
istrator. The administrator can compute 𝐻𝑁2 = 𝐻𝑎𝑠ℎ(𝑅𝑁)
and check𝐻𝑁2 = 𝐻𝑁, in order to verify that the receiver has
received the parcel.

5. Analysis of Scheme

In this section, we demonstrate that our scheme satisfies all
the required properties.

5.1. Attribute-Based Access Control (ABAC). In our scheme,
the logistics information is encrypted under CP-ABE. With
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Input: ciphertext 𝐶𝑇𝑛
Output: delivery result
1: courier executes:
2: 𝑀𝑛 ← 𝐿𝐼𝑅(𝐶𝑇𝑛)
3: 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 ||𝐻𝑁 ← 𝑀𝑛
4: send 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 to receiver
5: send 𝐸(𝑃𝑈𝐵𝐴𝑑𝑚 , [𝐻𝑁]) to administrator
6: receiver executes:
7: 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 ← 𝐷(𝑃𝑅𝐼𝑅𝑒𝑐, [𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2])
8: 𝐻𝑁1 ← 𝐻𝑎𝑠ℎ(𝑅𝑁)
9: if 𝐷(𝑃𝑈𝐵𝑆𝑒𝑛 , [𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛]) = 𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟 then
10: 𝐶𝑖𝑝ℎ𝐹𝑆𝐶← 𝐸(𝑃𝑈𝐵𝐶𝑜𝑢, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝐻𝑁1])
11: send 𝐶𝑖𝑝ℎ𝐹𝑆𝐶 to courier
12: courier executes:
13: 𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝐻𝑁1 ← 𝐷(𝑃𝑅𝐼𝐶𝑜𝑢, [𝐶𝑖𝑝ℎ𝐹𝑆𝐶])
14: if 𝐻𝑁1 = 𝐻𝑁 then
15: receiver executes:
16: 𝐶𝑖𝑝ℎ𝐹𝑆𝐴← 𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑅𝑁])
17: send 𝐶𝑖𝑝ℎ𝐹𝑆𝐴 to administrator
18: administrator executes:
19: 𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑅𝑁 ← 𝐷(𝑃𝑅𝐼𝐴𝑑𝑚 , [𝐶𝑖𝑝ℎ𝐹𝑆𝐴])
20: 𝐻𝑁 ← 𝐷(𝑃𝑅𝐼𝐴𝑑𝑚, [𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐻𝑁])])
21: 𝐻𝑁2 ← 𝐻𝑎𝑠ℎ(𝑅𝑁)
22: if 𝐻𝑁2 = 𝐻𝑁 then
23: delivery result ← Success
24: end if
25: else
26: delivery result ← Receiver Wrong
27: end if
28: else
29: delivery result ← Parcel Wrong
30: end if
31: return delivery result

Algorithm 6: Reception of parcel.

CP-ABE, the courier is specified with an attribute-based
access policy for fine-grained access control of logistics
address.

Specifically, the administrator selects attributes S and
builds access tree 𝑇 for couriers. The required logistics
information 𝑀𝑖 can only be decrypted by the valid courier
whose attributes satisfy the access policy 𝑇𝑖. Different courier
can only decrypt different segments of logistics information
in accordance with their respective private keys, which
correspond to different attributes sets {S𝑖} satisfying the
access policy.

5.2. Position-Based Access Control (PBAC). Different from
traditional cryptography, position-based cryptography uses
the user’s spatial position information as the only credential
for user. In our scheme, the courier’s position of valid delivery
station at the expected work time is considered as one of
the indispensable attributes. Specifically, the courier needs to
obtain a secret key𝐾6 about position attributeS𝑆𝑝𝑎𝑡𝑖𝑎𝑙, so that
he can continue the decryption process.

In addition, landmarks predetermine the keys 𝐾6. It
means that the expected value of position attribute is already
known by all landmarks before protocol execution. Then the

position attributeS𝑆𝑝𝑎𝑡𝑖𝑎𝑙 will be added to leaf nodes of access
tree, so that the administrator can prebuild the access tree 𝑇.

5.3. Privacy-Preserving of Logistics Information (PPLI). In
our scheme, besides sender and receiver, the whole delivery
path is only known by administrator. The sender submits
encrypted order information 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟 to administrator;
then the administrator, respectively, encrypts the segmented
logistics information {𝑀𝑖} under CP-ABE, as shown in
Algorithm 3.

On the one hand, for general people who do not have
the correct attributes, the only information they can get is
𝐼𝐷𝑂𝑟𝑑𝑒𝑟, which is used to uniquely identify the parcel. Apart
from this, they cannot obtain anything about the plaintext of
logistics information, i.e., 𝐴𝑑𝑑𝑆𝑒𝑛 and 𝐴𝑑𝑑𝑅𝑒𝑐. On the other
hand, the courier who actually moves parcel can only decrypt
partial address information 𝑀𝑖 according to attributes. 𝑀𝑖 is
the next delivery station address, which is necessary for the
courier’s delivery process.

5.4. Confidentiality of Personal Information(CPI). In initial-
ization phase, customer’s personal information which con-
tains 𝑁𝑎𝑚𝑆𝑒𝑛, 𝑁𝑎𝑚𝑅𝑒𝑐, 𝑃ℎ𝑜𝑆𝑒𝑛, and 𝑃ℎ𝑜𝑅𝑒𝑐 is encrypted by
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receiver’s public key𝑃𝑈𝐵𝑅𝑒𝑐 . In last phase, the parcel arrives at
the final delivery station and the receiver obtains 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2
from the final courier and executes 𝐷(𝑃𝑅𝐼𝑅𝑒𝑐, [𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2]),
so that the receiver gets the personal information which is
included in 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. In the whole parcel transit process,
only the target receiver can decrypt the personal information.
For other people including administrator and couriers, the
probability of obtaining 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 is negligible even if they
have 𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 .

5.5. Verifiability of Receiver (VR). The courier can ver-
ify the correctness of receiver. In the phase of recep-
tion, the final courier can obtain 𝐻𝑁 using 𝐿𝐼𝑅(𝐶𝑇𝑛). At
the same time, the target receiver can get 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 using
𝐷(𝑃𝑅𝐼𝑅𝑒𝑐, [𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2]), where 𝑅𝑁 is included in 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2.
Then the receiver computes 𝐻𝑁1 = 𝐻𝑎𝑠ℎ(𝑅𝑁). By com-
paring the hash value 𝐻𝑁1 which receiver shows with 𝐻𝑁,
the courier can verify the correctness of receiver. For the
adversary who wants to simulate the receiver, he (or she)
must obtain 𝑅𝑁. Because hash function is noninvertible and
collision resistant and 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 cannot be decrypted without
𝑃𝑅𝐼𝑅𝑒𝑐 which is kept secretly by receiver, the adversary has a
negligible probability to obtain 𝑅𝑁 and 𝐻𝑁. Consequently,
our scheme can prevent forging identity by adversary to take
away the parcel which does not belong to himself (or herself).

5.6. Verifiability of Parcel (VP). The digital signature
guarantees the origin and integrity of parcel. The sender
generates digital signature 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛 by 𝐸(𝑃𝑅𝐼𝑆𝑒𝑛,
[𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟]) and adds it into 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. Then 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2
is encrypted using receiver’s public key 𝑃𝑢𝑏𝑅𝑒𝑐. In the
reception phase, the receiver can decrypt 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2 and
obtain 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛. He (or she) can decrypt 𝐸(𝑃𝑅𝐼𝑆𝑒𝑛,
[𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟]) using sender’s public key and get
𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟, 𝐼𝐷𝑂𝑟𝑑𝑒𝑟. 𝑃𝑙𝑎𝑖𝑂𝑟𝑑𝑒𝑟 contains receiver’s personal
information and address information, so that the receiver
can confirm that the parcel is not forged. As a result, our
scheme can prevent parcel forgery by malicious couriers
during the express delivery process.

5.7. Anticollusion Attack to Attribute-Based Access Control
(ACA-A). In the retrieval phase, the courier with appropriate
attributes can only decrypt a segment 𝑀𝑖. However, couriers
are so curious about other information that they may collude
with others in order to enlarge their privileges. Our scheme
ensures the courier only can decrypt the specific information
according to his (or her) attributes.

For example, assuming that couriers 𝐶1, 𝐶2 have the
attribute set S1,S2. Couriers 𝐶1 and 𝐶2 want to collude
together. There is a courier 𝐶3 who has the attribute set S3;
let S3 = 𝑆1 ∪ S2. So 𝐶1, 𝐶2 want to obtain 𝐶3’s secret key
and decrypt 𝐶3’s information. In our scheme,𝐶1 and𝐶2must
recover 𝑒(𝑔, 𝑔)𝛼𝑠 in order to obtain 𝐶3’s secret key. In the
phase of encryption, the string 𝑠 from different couriers is
randomized, so 𝐶1 and 𝐶2 cannot recover 𝑒(𝑔, 𝑔)𝛼𝑠. It means
𝐶3’s ciphertext cannot be decrypted even if𝐶1 and𝐶2 collude.
In other words, the collusion ofmultiple couriers is useless for
decryption of addition logistics information.

5.8. Anticollusion Attack to Position-Based Access Control
(ACA-P). The improved position-based key exchange (I-
PBKE)whichwe propose is shown inAlgorithm 4. It achieves
that the colluding courierswho are not located at the valid sta-
tion cannot obtain the logistics information. In other words,
the position attribute’s value 𝐾6 cannot be distinguished with
other random strings for colluding couriers.

Suppose there exists a set of malicious couriers. Let 𝐶𝑗
be the malicious couriers between the honest courier at
position 𝑃 and landmarks {𝐿𝑗 | (1 ≤ 𝑗 ≤ 4)}. At time
𝑇, 𝐶1 can store(𝐾1, 𝐾


5, 𝐴(𝑋4, 𝐾1, 𝐾


5)), 𝐶2 can store (𝐾2,

𝐾6, 𝐴(𝑋1, 𝑋5, 𝐾

2, 𝐾

6)), 𝐶3 can store (𝐾3, 𝐴(𝑋2, 𝐾


3)), and 𝐶4

can store (𝐾4, 𝐴(𝑋3, 𝐾

4)), where 𝐴(𝑋𝑖, 𝐾𝑗) is any arbitrary

adversarial algorithm.
After time 𝑇, the sequence of string reaching at adversary

is different. Particularly, as for 𝐶1, the string (𝑋1, 𝑋5, 𝐾2,
𝐾6) first arrives and 𝐶1 computes 𝐾2 = 𝐹(𝑋1, 𝐾1) ⊕ 𝐾2.
Later, the string (𝑋2, 𝐾


3) arrives and 𝐶1 computes 𝐾3 =

𝐹(𝑋2, 𝐾2) ⊕ 𝐾3. Finally, the string (𝑋3, 𝐾

4) arrives and 𝐶1

computes 𝐾4 = 𝐹(𝑋3, 𝐾3) ⊕ 𝐾4. Even if the malicious
couriers collude together, according to properties of the 𝜀-
secure BSM PRG, the probability of the malicious couriers
correctly guessing 𝐾5 = 𝐹(𝐴(𝑋4), 𝐾4) = 𝐹(𝑋4, 𝐾4) ⊕ 𝐾5 is
𝜀 + 2−𝜑, which is negligible in security parameter by choice
of 𝜅 and 𝑟; thus 𝑟 ≥ (2/𝜎)𝜅𝑙𝑏(𝑛). So 𝐾5 is still a random
string to adversaries; thus they cannot find anything about
𝐾6. Similarly, as for other possible reaching sequences, even
if the malicious couriers collude together, they cannot find
anything about final key 𝐾6.

5.9. Undeniability (UD). Specifically, the sender cannot deny
a parcel sent by himself (or herself), while the receiver
cannot deny a parcel received by himself (or herself). In the
step of initialization, the sender generates digital signature
𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛 which uses his (or her) private key 𝑃𝑅𝐼𝑆𝑒𝑛
and then adds the signature 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛 to 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2. So,
after decrypting 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2, the receiver can confirm that
the parcel was sent by sender. In the step of reception,
when the receiver wants to take away the parcel, he (or
she) should conduct 𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑅𝑁])] and send
it to administrator. Then the administrator can decrypt
𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐼𝐷𝑂𝑟𝑑𝑒𝑟||𝑅𝑁])] using 𝑃𝑟𝑖𝐴𝑑𝑚. At the same time,
the administrator can receive 𝐻𝑁 sent by courier. By com-
puting 𝐻𝑁2 = 𝐻𝑎𝑠ℎ(𝑅𝑁) and checking 𝐻𝑁2 = 𝐻𝑁, the
administrator can verify that the receiver has received the
parcel.

5.10. Unlinkability (UL). In the initialization phase, the
sender’s encrypted order information 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟 which con-
tains 𝑁𝑎𝑚𝑆𝑒𝑛, 𝑁𝑎𝑚𝑅𝑒𝑐, 𝑃ℎ𝑜𝑆𝑒𝑛, 𝑃ℎ𝑜𝑅𝑒𝑐, 𝐴𝑑𝑑𝑆𝑒𝑛, and 𝐴𝑑𝑑𝑅𝑒𝑐
and is transmitted to receiver. It is impossible for administra-
tor and couriers to reveal the identity of customers from the
encrypted order information.

As shown in Algorithm 1, a different random number
𝑅𝑁 is used in each generation of order ciphertext. 𝑆𝑒𝑐𝑡𝑖𝑜𝑛2
contains 𝑅𝑁 and 𝑆𝑒𝑐𝑡𝑖𝑜𝑛1 contains 𝐻𝑁(𝐻𝑁 = 𝐻𝑎𝑠ℎ(𝑅𝑁)),
so each order information is different even if it is sent by
the same sender. Since 𝑅𝑁 is random, the administrator and
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Figure 5: Computation overhead in initialization phase.

others are unable to tell whether these encrypted orders have
the same logistics information (𝐴𝑑𝑑𝑆𝑒𝑛 ,𝐴𝑑𝑑𝑅𝑒𝑐) and personal
information (𝑁𝑎𝑚𝑆𝑒𝑛,𝑁𝑎𝑚𝑅𝑒𝑐, 𝑃ℎ𝑜𝑆𝑒𝑛, and 𝑃ℎ𝑜𝑅𝑒𝑐). In other
words, except customers, other people cannot distinguish
whether the encrypted order information 𝐶𝑖𝑝ℎ𝑂𝑟𝑑𝑒𝑟 in many
delivery processes originates from the same sender.

6. Performance Evaluation

In this section, we mainly focus on evaluation of com-
putation overhead of our proposed scheme. The perfor-
mance evaluation consists of four parts according to LIP-
PA, i.e., initialization, encryption, retrieval, and reception.
The experiments are implemented on an Android phone
(Band: Samsung Galaxy S7 Edge, CPU: Quad Core 2.15GHz,
Operating System: Android 6.0, ROM:32G, RAM:4G). Our
implementation is based on Java Pairing-BasedCryptography
Library (JPBC).

Initialization. In the initialization phase, a sender wants to
submit an encrypted order to administrator. Specifically, the
sender needs to complete 𝐻𝑎𝑠ℎ(𝑅𝑁), 𝐸(𝑃𝑈𝐵𝑅𝑒𝑐, [𝑆𝑒𝑐𝑡𝑖𝑜𝑛2]),
𝐸(𝑃𝑈𝐵𝐴𝑑𝑚, [𝐶𝑖𝑝ℎ𝑆𝑒𝑐𝑡𝑖𝑜𝑛2||𝑆𝑒𝑐𝑡𝑖𝑜𝑛1]), and 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑆𝑒𝑛. In Fig-
ure 5, we adopt hash function and RSA algorithm with
different parameters to evaluate the sender’s computation
overhead. From Figure 5, we notice that the hash functions
with different parameters lead to slightly different compu-
tation overhead. RSA algorithm with different parameters
has greater impact on computational cost. When the hash
function is SHA-512 and RSA algorithm is RSA-2048, the
computation cost is still lower than 20ms. In general, the
computation overhead of initialization is low for sender.

Encryption. In this phase, the computational cost of adminis-
trator mainly reflects on encryption of logistics information.
In Figure 6, we compare the administrator’s computation
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overhead under three types of delivery paths. The adminis-
trator, respectively, encrypts the segmented logistics infor-
mation 𝑀1,𝑀2, . . . ,𝑀𝑛 (where 𝑛 = 3 if 𝐴2 = 𝐵2; 𝑛 = 5
if 𝐴2 ̸= 𝐵2 and 𝐴1 = 𝐵1; 𝑛 = 6 if 𝐴1 ̸= 𝐵1) under
CP-ABE. We set that the number of attributes in private key
is fixed to 10, the number of leaf nodes in policy is fixed
to 5, and the size of logistics information is 4kB. As shown
in Figure 6, the processing time almost is between 1.5s and
2.6s. The computation overhead of encryption is efficient for
administrator in practice.

Retrieval. In this phase, the courier and administrator col-
laborate to complete the retrieval. As shown in Figure 7, we
evaluate the calculation costs of the administrator and the
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courier, respectively. For courier, he (or she) needs to run
I-PBKE to obtain 𝐾6. Besides, the courier would decrypt
the logistics information 𝑀𝑖. As a result, the computation
overhead of courier consists of six 𝐹(𝑋𝑖, 𝐾𝑗) operations and
one CP-ABE decryption operation. For administrator, he
(or she) can employ landmarks to complete I-PBKE. At
this protocol, landmarks need to generate five random large
strings {𝑋𝑖}. From Figure 7, we can see that the courier’s
computation overhead is far less than administrator’s com-
putation overhead.

Reception. In the reception phase, the courier delivers the
parcel to receiver with the help of administrator. They use
public key encryption and hash function specifically. We
adopt SHA-256 and RSA-1024 to evaluate the computation
overhead of administrator, courier, and receiver, respectively.
As illustrated in Figure 8, the computation costs of admin-
istrator and receiver are all about 200ms. As for courier,
he (or she) needs to complete extra decryption of logistics
information. As a result, the courier’s computation overhead
is higher. In general, their computation overhead is all
acceptable for real parcel delivery process.

In general, our scheme is efficient and feasible in practice.
What is more, our scheme satisfies all the security require-
ments of LIoT. So the LIP-PA is available for mobile devices
in real parcel delivery scenario.

7. Conclusions

In this paper, we propose LIP-PA, a logistics information
privacy protection scheme with position and attribute-
based access control on mobile devices. Different from
existing schemes, our scheme provides privacy protection
for both personal information and logistics information.
In our scheme, customers could achieve verifiability and
undeniability. The administrator could encrypt the logistics

information based on the policy of position and attribute-
based access control. In order to transmit the parcel to next
station, couriers could only decrypt the required segment of
logistics information but not all the logistics information. As
a further contribution, we prove that our scheme can satisfy
all the security requirements and show that it is available for
mobile devices in practice based on the experiment results.
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Nowadays wireless sensor networks (WSNs) have drawn great attention from both industrial world and academic community.
To facilitate real-time data access for external users from the sensor nodes directly, password-based authentication has become
the prevalent authentication mechanism in the past decades. In this work, we investigate three foremost protocols in the area of
password-based user authentication scheme for WSNs. Firstly, we analyze an efficient and anonymous protocol and demonstrate
that though this protocol is equipped with a formal proof, it actually has several security loopholes been overlooked, such that it
cannot resist against smart card loss attack and violate forward secrecy. Secondly, we scrutinize a lightweight protocol and point
out that it cannot achieve the claimed security goal of forward secrecy, as well as suffering from user anonymity violation attack
and offline password guessing attack.Thirdly, we find that an anonymous scheme fails to preserve two critical properties of forward
secrecy and user friendliness. In addition, by adopting the “perfect forward secrecy (PFS)” principle, we provide several effective
countermeasures to remedy the identified weaknesses. To test the necessity and effectiveness of our suggestions, we conduct a
comparison of 10 representative schemes in terms of the underlying cryptographic primitives used for realizing forward secrecy.

1. Introduction

Currently, wireless sensor networks (WSNs) have become
one of the most standard services employed in commercial
and industrial applications and proved to be a leading area
of research [1–3]. Like many advanced technologies, the
original appliance of WSNs can be found in military and
heavy industrial applications. In the 1950s, the first modern
WSN—the Sound Surveillance System (SOSUS)—is devel-
oped by the United States Military and used for detecting
Soviet submarines [4]. Nowadays, WSNs thrive in industrial
and consumer applications, including machine health mon-
itoring, environmental sensing, natural disaster prevention,
and health care monitoring [5–7].

A wireless sensor network generally includes a central
gateway node (GWN, so-called base station), a large number
of circulating, self-directed and low powered devices named
sensor nodes, and a set of end users. The GWN acts as
a bridge between WSNs and the other networks and also

a powerful data managing and processing center. Sensor
nodes are multifunctional, energy efficient devices and are
spatially distributed over the networks for caringly collecting,
processing, and transferring data.

In many critical applications, remote users are usually
keen on real-time accessing with sensor nodes [8, 9], yet if
data queries are carried out by the gateway node, efficiency
and accuracy might not be guaranteed over the long trans-
mission path between GWN and the sensors. Accordingly,
password-based user authentication proves to be a proper
solution for this issue as its security, simplicity, and portability
[10–12].That is, users are first authenticated by remote sensor
nodes before being permitted to access data.

In 2006, Wong et al. [13] proposed the first password-
based authentication scheme for wireless sensor networks
that allows legitimate users to query sensitive information
at every sensor of the network. However, shortly after this
protocol was presented, Tseng et al. [14] and Das et al. [15]
pointed out that Wong et al.’s scheme [13] is vulnerable
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to replay attack, forgery attack, and node capture attack
separately, then an enhanced one based on smart card was
firstly proposed by Das et al. [15]. Unfortunately, Khan
and Alghathbar [16], Chen et al. [17], and Yeh et al. [18]
pointed out some weaknesses in Das et al.’s scheme, such as
suffering from impersonation attack, insider attack, and the
violation of user anonymity and key agreement. Then some
improvements are made in these works.

However, in 2013, Shi and Gong [19] found that Yeh
et al.’s scheme [18] cannot achieve mutual authentication
and user anonymity, then they proposed an efficient ECC-
based authentication scheme for WSNs. At the same time,
Khan andAlghathbar’s protocol [16] was also proven insecure
against insider attack, smart card loss attack and forgery
attack by Vaidya et al. [20] and Chen et al.’s scheme [17]
was shown as vulnerable to impersonation attack, replay
attack and GWN by passing attack in [21]. Later, Choi et
al. [22] demonstrated that Shi and Gong’s scheme [19] is
vulnerable to smart card loss attack and an enhanced scheme
was given in [22]. Meanwhile, Xue et al. [23] presented a
temporal credential-based two-factor (i.e., smart card and
password) authentication scheme for WSNs. Although their
scheme retains many admirable properties, there are some
weaknesses being found by researchers [8, 11, 24], such
as offline password guessing, insider, impersonation, and
tracking attacks.

Quite recently, Li et al. [25] analyzed the security of
Jiang et al.’s scheme [11] (an improvement based on [23])
and showed that their scheme suffers from user friendliness
issue, desynchronization problem, and is inapplicable for
WSN environments. Then a new scheme was proposed in
[25]; however, in this paper, we reveal that Li et al.’s scheme
[25] still fails to eliminate the security pitfalls of smart card
loss attack and the violation of forward secrecy. At the same
time, we find that the newly proposed schemes by Amin et al.
[8] and Wu et al. [9] are prone to the same security defects
with Li et al.’s scheme [25].

From the above analysis, it can be seen that many of
the previous protocols are not much satisfactory. On the
one hand, this is because the lack of necessary principles.
Some principles that have been proven are still ignored in
the design of the protocol, such as user anonymity principle
[7] and perfect forward secrecy principle [26]. On the
other hand, the protocol designers usually do not follow
unified evaluation criteria, and they tend to emphasize the
advantages of their new designed protocol, but ignore its
inadequacies. Besides reporting the security flaws in [8, 9, 25],
we also provide effective countermeasures and refinements to
overcome these pitfalls, accordingly, examine the necessary of
our suggestions.

Contributions. In this work, we mainly review and analyze
three state-of-the-art authentication protocols proposed by
Li et al. [25], Amin et al. [8], and Wu et al. [9]. And reveal
that all these three schemes suffer from smart card loss
issue and cannot achieve forward secrecy. Then we suggest
several possible countermeasures to overcome these pitfalls.
We also provide a comparison of 10 representative schemes
for wireless sensor networks which emphatically considered

Table 1: Notations and abbreviations.

Symbol Description
𝑈𝑖 𝑖𝑡ℎ user
𝑆𝑗 𝑗𝑡ℎ remote sensor node
GWN gateway node
A malicious attacker
𝐼𝐷𝑖, 𝑆𝐼𝐷𝑗 identity of 𝑈𝑖 and 𝑆𝑗
𝑃𝑊𝑖 password of 𝑈𝑖
𝑥,𝐾 the secret key of gateway node GWN
𝑆𝐶 a smart card
⊕ the XOR operation
‖ the concatenation operation
ℎ(⋅) one-way hash function
→ the public channel
⇒ the secure channel

how and with what technology did they realize forward
secrecy. This illustrates the necessity and effectiveness of
our suggestions and provides a better understanding of the
exiting schemes.

Organization. The remainder of this paper is organized as
follows. Section 2 reviews and demonstrates the pitfalls
of Li et al.’s scheme. Section 3 cryptanalyzes Amin et al.’s
protocol with proper countermeasures over discovered flaws.
Section 4 describes the weaknesses of Wu et al.’s protocol and
compares 10 representative schemes. The conclusion is made
in Section 5.

2. Cryptanalysis of Li et al.’s Scheme

Earlier in 2018, Li et al. [25] presented a three-factor
anonymous and efficient authentication scheme for wireless
sensor networks. Although their scheme has many attractive
properties, such as the provision of user anonymity and local
password change, it still fails to attain many of the claimed
goals. In this section, we will demonstrate that though Li et al.
try to settle the user friendliness issue of Jiang et al.’s scheme
[11], their solution leads to offline dictionary attack. And we
also observe that Li et al.’s scheme cannot preserve forward
secrecy, which is the most crucial goal for WSNs.

2.1. Review of Li et al.’s Scheme. In this subsection, we briefly
revisit Li et al.’s scheme [25]. For ease of description, some
intuitive notations and abbreviates are listed in Table 1 and
will appear throughout this paper. Their scheme includes
threemain phases: registration, login and authentication, and
password change. We will follow their presentations as close
as possible.

2.1.1. Registration Phase. Before the registration phase of Li
et al.’s [25] scheme, the gateway node defines a finite cyclic
groupG = < 𝑃 > of order a large prime number 𝑛. This group
could be an elliptic curve group, or it could be a prime order
subgroup ofZ∗𝑝.ThenGWN chooses two randomnumbers 𝑥,
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𝐾 as its master secret key and computes𝑋 = 𝑥𝑃 as its public
key. Ultimately,GWN publishes {𝐸(𝐹𝑝), 𝐺, 𝑃,𝑋} and stores 𝑥,
𝐾 securely.

Sensor Registration Phase.GWN chooses an identity 𝑆𝐼𝐷𝑗 and
computes the secret key 𝐾𝑆 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝐾) for each sensor
node. Then, GWN embeds {𝑆𝐼𝐷𝑗, 𝐾𝑆} in the memory of 𝑆𝑗
and deploys it in the particular area.

User Registration Phase. When a user 𝑈𝑖 aims to acquire the
sensitive information of remote sensor nodes, the following
procedure is carried out by 𝑈𝑖 firstly.

(1) 𝑈𝑖 chooses an identity 𝐼𝐷𝑖, a password 𝑃𝑊𝑖, and a
nonce 𝑎𝑖 and calculates 𝑅𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑎𝑖). Then 𝑈𝑖
imprints his/her biometric 𝑏𝑖 on a specific device.

(2) 𝑈𝑖 ⇒ GWN: {𝐼𝐷𝑖, 𝑅𝑃𝑊𝑖, 𝑏𝑖}.
(3) Once obtaining 𝑈𝑖’s registration request, GWN gen-

erates a random codeword 𝑐𝑖 ∈ 𝐶 and computes 𝐹(𝑐𝑖, 𝑏𝑖) =
(𝛼, 𝛿), where 𝛼 = ℎ(𝑐𝑖) and 𝛿 = 𝑐𝑖⊕𝑏𝑖.GWN further computes
𝐴 𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑅𝑃𝑊𝑖 ‖ 𝑐𝑖) and 𝐵𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝐾) ⊕ ℎ(𝑅𝑃𝑊𝑖 ‖ 𝑐𝑖)
and keeps {𝛼, 𝛿, 𝐴 𝑖, 𝐵𝑖, 𝑋, 𝑓(⋅)} into a new smart card 𝑆𝐶. At
the same time, GWN stores 𝐼𝐷𝑖 in its database.

(4) GWN ⇒ 𝑈𝑖 : {𝛼, 𝛿, 𝐴 𝑖, 𝐵𝑖, 𝑋, 𝑓(⋅)}.
(5) When receiving the smart card, 𝑈𝑖 stores 𝑎𝑖 into it.

2.1.2. Login and Authentication Phase. In this phase, the
following steps are performed by 𝑈𝑖, 𝑆𝑗, and GWN as well as
negotiating a session key.

(1) 𝑈𝑖 inserts 𝑆𝐶 into a card reader and inputs 𝑏∗𝑖 on a
specific device. Then 𝑆𝐶 computes 𝑐∗𝑖 = 𝑓(𝛿 ⊕ 𝑏∗𝑖 ) = 𝑓(𝑐𝑖 ⊕

(𝑏𝑖 ⊕ 𝑏∗𝑖 )) and checks whether ℎ(𝑐∗𝑖 )
?
= 𝛼 = ℎ(𝑐𝑖). If not, 𝑆𝐶

terminates the session.Otherwise, 𝑆𝐶 asks𝑈𝑖 to input 𝐼𝐷𝑖 and
𝑃𝑊𝑖 and computes 𝐴∗𝑖 = ℎ(𝐼𝐷𝑖 ‖ ℎ(𝑃𝑊𝑖 ‖ 𝑎𝑖) ‖ 𝑐∗𝑖 ). Then
𝑆𝐶 checks whether 𝐴∗𝑖

?
= 𝐴 𝑖. If it does not hold, 𝑆𝐶 rejects

the session. Otherwise, 𝑆𝐶 chooses two random numbers 𝑟𝑖
and 𝑠 and then calculates 𝑀1 = 𝐵𝑖 ⊕ ℎ(ℎ(𝑃𝑊𝑖 ‖ 𝑎𝑖) ‖ 𝑐∗𝑖 ),
𝑀2 = 𝑠𝑃, 𝑀3 = 𝑠𝑋 = 𝑠𝑥𝑃, 𝑀4 = 𝐼𝐷𝑖 ⊕ 𝑀3, 𝑀5 = 𝑀1 ⊕ 𝑟𝑖,
𝑀6 = ℎ(𝐼𝐷𝑖 ‖ 𝑟𝑖) ⊕ 𝑆𝐼𝐷𝑗, and𝑀7 = ℎ(𝑀1 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑀3 ‖ 𝑟𝑖).

(2) 𝑈𝑖 → GWN: {𝑀2,𝑀4,𝑀5,𝑀6,𝑀7}.
(3) Upon receiving the login request, GWN computes

𝑀3 = 𝑥𝑀2 = 𝑥𝑠𝑃 and 𝐼𝐷𝑖 = 𝑀4 ⊕ 𝑀3 and verifies if 𝐼𝐷𝑖
is in the database. If not, the request is aborted. Otherwise,
GWN computes 𝑀1 = ℎ(𝐼𝐷𝑖 ‖ 𝐾), 𝑟𝑖 = 𝑀5 ⊕ 𝑀1, 𝑆𝐼𝐷𝑗 =
𝑀6 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑟𝑖), and 𝑀∗7 = ℎ(𝑀1 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑀3 ‖ 𝑟𝑖)

and checks whether 𝑀∗7
?
= 𝑀7. If it does not hold, GWN

terminates the session. Otherwise, GWN selects a random
number 𝑟𝑔 and computes 𝐾𝑆 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝐾),𝑀8 = 𝐼𝐷𝑖 ⊕ 𝐾𝑆,
𝑀9 = 𝑟𝑔 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝐾𝑆), 𝑀10 = 𝑟𝑔 ⊕ 𝑟𝑖, and 𝑀11 = ℎ(𝐼𝐷𝑖 ‖
𝑆𝐼𝐷𝑗 ‖ 𝐾𝑆 ‖ 𝑟𝑖 ‖ 𝑟𝑔).

(4) GWN → 𝑆𝑗 : {𝑀8,𝑀9,𝑀10,𝑀11}.
(5)When receiving the message, 𝑆𝑗 computes 𝐼𝐷𝑖 = 𝑀8⊕

𝐾𝑆, 𝑟𝑔 = ℎ(𝐼𝐷𝑖 ‖ 𝐾𝑆) ⊕𝑀9, 𝑟𝑖 = 𝑟𝑔 ⊕𝑀10, and𝑀
∗
11 = ℎ(𝐼𝐷𝑖 ‖

𝑆𝐼𝐷𝑗 ‖ 𝐾𝑆 ‖ 𝑟𝑖 ‖ 𝑟𝑔) and checks whether𝑀∗11
?
= 𝑀11. If not,

the session is rejected.Otherwise, 𝑆𝑗 selects a randomnumber
𝑟𝑗 and computes 𝑀12 = 𝑟𝑗 ⊕ 𝐾𝑆, 𝑆𝐾𝑗 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑟𝑖 ‖
𝑟𝑔 ‖ 𝑟𝑗), and𝑀13 = ℎ(𝐾𝑆 ‖ 𝑆𝐾𝑗 ‖ 𝑟𝑗).

(6) 𝑆𝑗 → GWN: {𝑀12,𝑀13}.

(7) After getting the response message, GWN computes
𝑟𝑗 = 𝑀12 ⊕ 𝐾𝑆, 𝑆𝐾 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑟𝑖 ‖ 𝑟 𝑔 ‖ 𝑟𝑗), and

𝑀∗13 = ℎ(𝐾𝑆 ‖ 𝑆𝐾 ‖ 𝑟𝑗) and checks whether 𝑀∗13
?
= 𝑀13.

If not, GWN aborts the session. Otherwise, GWN calculates
𝑀14 = 𝑀1⊕𝑟𝑔,𝑀15 = 𝑟𝑖⊕𝑟𝑗, and𝑀16 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐾 ‖ 𝑟𝑔 ‖ 𝑟𝑗).

(8) GWN → 𝑈𝑖 : {𝑀14,𝑀15,𝑀16}.
(9) When 𝑈𝑖 receiving the response message, 𝑆𝐶 com-

putes 𝑟𝑔 = 𝑀14 ⊕ 𝑀1, 𝑟𝑗 = 𝑀15 ⊕ 𝑟𝑖, 𝑆𝐾𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖

𝑟𝑖 ‖ 𝑟𝑔 ‖ 𝑟𝑗), and 𝑀∗16 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐾𝑖 ‖ 𝑟𝑔 ‖ 𝑟𝑗) and checks

whether 𝑀∗16
?
= 𝑀16. If it does not hold, 𝑈𝑖 terminates the

connection. Otherwise,𝑈𝑖 and 𝑆𝑗 establish a connection with
a session key.

2.2. Cryptanalysis of Li et al.’s Scheme. A concrete and concise
adversarial model is essential for a good design of user
authentication scheme in wireless sensor networks. Though
lacking of specification in Li et al.’s scheme [25], the following
assumptions about the adversary’s capabilities are implicitly
made in [25]:

(1) Two communication channels exist: one is a secure,
or a private channel which is mainly used for registra-
tion; another is a public channel which acts on login and
authentication phases. As in the conventional authentication
protocols, the adversary A is modeled to have full control
of the public channel; i.e., A can eavesdrop, intercept, and
modify and redirect any transmitted messages between the
communication parties [3, 6].

(2) The user-memorable identities and passwords are of
low entropy and can be offline enumerated byA at the same
time within polynomial time.

(3) When considering truly multifactor authentication
(i.e., the scheme is secure even if one or more factors are
cracked [10]), it is rational to assume that A may (i) learn
a victim’s password such as phishing or shoulder surfing
attacks, (ii) extract the secret parameters in the lost smart
card by side-channel attack, or (iii) obtain a victim’s biometric
information via malicious device, but cannot achieve all.
Otherwise, it is a trivial case.

(4) To delineate the critical feature of forward secrecy,A
is allowed to corrupt any valid entities to obtain its longterm
secret key(s). In addition, previous session key(s) may be
revealed by A as a possible reason of improper erasure [10,
27].

It is worth noting that the above adversarial model,
following the existing works in [3, 6, 7, 10, 28], is one of
the few ones that apply to multifactor authentication in
WSNs. For the sake of user friendliness, many protocols
allow their users to select his/her identity 𝐼𝐷 and password
𝑃𝑊. However, the user usually chooses easy-to-remember
identity (e.g., email, phone number) and password, which
are of low entropy (|D𝑖𝑑| ≤ |D𝑝𝑤| ≤ 106 [29, 30]) and
can be offline enumerated by A within polynomial time.
Besides, assumption (3) specifies truly three-factor security
and assumption (4) is used to capture the crucial notion
of forward secrecy when GWN or any sensor node 𝑆𝑗 is
corrupted. In the following sections, our analysis will take
account of these four assumptions.
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2.2.1. Smart Card Loss Attack. In [25], Li et al. pointed
out that Jiang et al.’s scheme [11] lacks timely detection
mechanism, which means once a user inputs wrong iden-
tity or password unintentionally, the system will remain
executing the following login and authentication phases.
Undoubtedly, this interaction process will bring extra cost.
In reality, it is a common accident as users usually involve in
countless applications and manage various pairs of identity
and password [7]. To solve this problem, Li et al.’s scheme [25]
inserts a verification item 𝐴 𝑖 = ℎ(𝐼𝐷𝑖 ‖ ℎ(𝑃𝑊𝑖 ‖ 𝑎𝑖) ‖ 𝑐𝑖) in
the smart card for the purpose of providing timely detection
and performing password change without any interaction
with the GWN. However, their modification goes back to the
“security-usability” balance problem proposed by Huang et
al. [12]; that is, it realizes local password change but brings
offline dictionary attack. We illustrate this attack as below.

Step 1. A chooses a pair (𝐼𝐷∗𝑖 , 𝑃𝑊
∗
𝑖 ) fromD𝑖𝑑 ×D𝑝𝑤, where

D𝑖𝑑 represents the identity space and D𝑝𝑤 represents the
password space.

Step 2. A computes 𝐴∗𝑖 = ℎ(𝐼𝐷∗𝑖 ‖ ℎ(𝑃𝑊∗𝑖 ‖ 𝑎𝑖) ‖ 𝑐𝑖),
where 𝑎𝑖 is extracted from the victim’s smart card and 𝑐𝑖 can
be obtained by computing 𝑐𝑖 = 𝑓(𝛿 ⊕ 𝑏𝑖) with the help of
malicious device.

Step 3. A verifies the correctness of (𝐼𝐷∗𝑖 , 𝑃𝑊
∗
𝑖 ) pair by

checking whether the computed 𝐴∗𝑖 equals the extracted 𝐴 𝑖.

Step 4. A repeats the above Steps 1 ∼ 3 until the right values
are found.

Besides the previous reasonable assumption (3), it should
be pointed out that, in the registration phase of Li et
al.’s scheme [25], 𝑈𝑖 imprints his/her biometric information
𝑏𝑖 on a specific device and simply submits the plain-text
𝑏𝑖 to GWN. Then, GWN employs the fuzzy commitment
technology [31] and the generated 𝛼 to compute 𝛿. In
such situation, if a privileged insider, e.g., the adminis-
trator, has learned the user’s biometric information, she
is able to complete the above offline guessing attack. Of
course, she is able to impersonate the victim to login other
applications as biometric characteristics cannot be easily
changed.

For another, in order to realize user friendliness, most
password-based authentication schemes (e.g., [8, 9, 11]) allow
users to choose his/her own 𝐼𝐷 and𝑃𝑊, and Li et al.’s scheme
is no exception. However, users usually tend to choose
easy-to-remember and thus of low entropy identities and
passwords, so that it is reasonable to make the assumption
(2) that A can offline enumerate all the (𝐼𝐷, 𝑃𝑊) pairs
within polynomial time. The running time of the above
attack procedure is O(2𝑇𝐻 × |D𝑖𝑑| × |D𝑝𝑤|), where |D𝑖𝑑|
denotes the number of identities, |D𝑝𝑤| denotes the number
of passwords, and 𝑇𝐻 is the running time for Hash operation.
Since |D𝑖𝑑| and |D𝑝𝑤| are very limited in practice (e.g.,
|D𝑖𝑑| ≤ |D𝑝𝑤| ≤ 106 [29, 30]), our above attack is meaningful
and poses a real challenge to user authentication protocols for
wireless sensor networks.

2.2.2. The Violation of Forward Secrecy. WSNs are generally
deployed in security-critical applications, such as battle-
field surveillance and health care monitoring [7, 27, 32,
33]. The sensor nodes at risk had been driven: on one
hand, due to the unattended environments and low-cost
considerations, it is easier for an adversary A to focus on
sensors access to breakthrough success; on the other hand,
sensors often perform extremely sensitive tasks and thus,
they preserve sensitive information and exhibit greater attack
surface. Consequently, sensor nodes are more vulnerable to
serious attacks, so that an admired authentication scheme
for WSNs ought to be guaranteed against node capture
attack.

Unfortunately, Li et al.’s scheme [25] cannot resist against
this severe node capture attack. Let us consider the following
scenarios. In case a sensor node 𝑆𝑘 has been compromised by
an adversaryA and the stored secret key𝐾𝑆 can be extracted.
This assumption is sound as made in assumption (4) and it
is also implicitly described in Li et al.’s scheme [25]. With the
extracted 𝐾𝑆, A can successfully obtain the previous session
key between 𝑆𝑘 and any user 𝑈𝑖, as follows.

Step 1. Eavesdrop and intercept the message {𝑀8,𝑀9,𝑀10,
𝑀11} sending from GWN to 𝑆𝑘.

Step 2. Compute 𝐼𝐷𝑖 = 𝑀8 ⊕𝐾𝑆, 𝑟𝑔 = ℎ(𝐼𝐷𝑖 ‖ 𝐾𝑆) ⊕𝑀9, and
𝑟𝑖 = 𝑟𝑔 ⊕𝑀10.

Step 3. Intercept the message {𝑀12,𝑀13} sending from 𝑆𝑘 to
GWN.

Step 4. Compute 𝑟𝑘 = 𝑀12 ⊕ 𝐾𝑆.

Step 5. Intercept the login message {𝑀2,𝑀4,𝑀5,𝑀6,𝑀7}
sending from 𝑈𝑖 to GWN.

Step 6. Compute 𝑆𝐼𝐷𝑘 = 𝑀6 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑟𝑖).

Step 7. Compute the previous session key as 𝑆𝐾 = ℎ(𝐼𝐷𝑖 ‖
𝑆𝐼𝐷𝑘 ‖ 𝑟𝑖 ‖ 𝑟𝑔 ‖ 𝑟𝑘).

There are some points to be noted regarding the afore-
mentioned attack. Firstly, the reason why we add Steps 5 and
6 is that these two steps are conducive to check the parameters
though A has already known 𝑆𝐼𝐷𝑘. Then, it is not hard to
see that A only needs to eavesdrop over the public channel
with simple computations to complete the aforementioned
attack procedure. Consequently, the desirable security goal of
perfect forward secrecy (PFS) cannot be attained by Li et al.’s
scheme.

Despite considerable attention has been paid to forward
secrecy issue, many prior works still explicitly or implicitly
use an incorrect computation for the session key(s) (e.g.,
[8, 9, 21, 34]). This is mainly due to the violation of the
“PFS principle” suggested in [26]: (i) public-key techniques
are indispensable; (ii) at least two exponentiation operations
are conducted on server side. Though Ma et al. [26] empha-
size this principle on client-server architecture, after careful
analysis, we find this “PFS principle” is suitable for WSN
environments (i.e., three-party environment). In this cases,
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we will take GWN and sensors as server side, while keeping
users as client.

Accordingly, elliptic curves cryptosystem (ECC) is a
reasonable choice for overcoming this pitfall, whereas in
their original scheme [25] Li et al. employ this mechanism
to greatly attain user anonymity. To make a precisely mod-
ification, we assume 𝑟𝑖 to be 𝑟𝑖𝑃 and 𝑟𝑗 to be 𝑟𝑗𝑃, where
point 𝑃 is a generator mentioned before and 𝑟𝑖, 𝑟𝑗 are two
random numbers chosen by 𝑈𝑖 and 𝑆𝑗 separately. Note that
GWN has no need to be involved in negotiating the session
key. Then in this way, the session key can be recalculated
as 𝑆𝐾 = ℎ(𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑟𝑖𝑃 ‖ 𝑟𝑗𝑃 ‖ 𝑟𝑖𝑟𝑗𝑃). As it is
generated by session-variant random numbers 𝑟𝑖 and 𝑟𝑗 and
computationally infeasible to guess 𝑟𝑖𝑟𝑗𝑃 from transmitted
message due to discrete logarithm problem, Li et al.’s scheme
[25] will be secure against node capture attack and provide
forward secrecy perfectly after slight modifications.

2.2.3. Mistakes in the Proof. The emergence of BAN logic
opens up a new chapter in the proof of user authentication
protocol [35, 36]; it can not only be used to prove whether the
protocol achieves some desired goals, but also be employed
to find some defects in the protocol. However, there still are
some problems in the application of BAN logic. On the one
hand, BAN logic cannot prove whether the protocol achieves
all security goals and desirable properties. For example, it
cannot prove that the protocol resists against parallel session
attack, denial-of-service attack, node capture attack, etc. On
the other hand, the analysis of BAN logic depends on some
basic assumptions and the initial hypotheses. If the initial
hypotheses was not sound, the formal analysis will lead to
erroneous conclusions.

In the formal proof of Li et al.’s scheme [25] with BAN
logic, there are several minor problems. Firstly, Li et al. add a
new logic rule, session keys rule:

𝑃 |≡ # (𝑋) , 𝑃 |≡ 𝑄 |≡ 𝑋

𝑃 |≡ 𝑃|
𝐾
←→ 𝑄

(1)

However, it is better to explain the calculation method of
𝐾 and the key role of 𝑋 in 𝐾. Otherwise, we cannot derive
that 𝑃 believes 𝑃 and 𝑄 share 𝐾 from the upper part of the
equation.

Secondly, we suggest that the initiative premises p13 and
p14, i.e., GWN| ≡ 𝑆𝑗 ⇒ 𝑟𝑗 ⊕ 𝐾 and 𝑆𝑗| ≡GWN⇒ 𝑟𝑔 ⊕
ℎ(𝐼𝐷𝑖 ‖ 𝐾), respectively, should be derived from the trans-
lation messages, but not in the premises. Finally, they may
ignore some details in the formal proof, such as in the D5,
it is better to add GWN| ≡ #𝑟𝑖, which we cannot find in the
assumption or derive from the front. It also can be seen that
the correctness of the protocol cannot be guaranteed only by
using the formal proof.

3. Cryptanalysis of Amin et al.’s Scheme

Recently, Amin et al. [8] proposed a lightweight protocol
for IoT-enabled devices for cloud computing environments.
The private information is usually stored in distributed
cloud servers (e.g., sensors), so that distributed nodes are

confronted with the same security threats of sensors in
wireless sensor networks. After careful analysis, we find that
though equipped with a formal proof and exhibiting great
application prospects, Amin et al.’s scheme still cannot resist
against smart card loss attack and also fail to provide user
anonymity and forward secrecy.

3.1. Review of Amin et al.’s Scheme. Here we briefly review the
scheme proposed by Amin et al. [8], an enhancement over
Xue et al.’s scheme [37] and Chuang et al.’s scheme [38].

3.1.1. Registration Phase. The registration phase of Amin et
al.’s scheme can be divided into cloud server registration and
user registration.

Cloud Server Registration Phase. In this phase, any cloud
server 𝑆𝑗 sends a self-chosen identity and random number
pair {𝑆𝐼𝐷𝑗, 𝑑} to control server (CS). Then CS chooses a
random number 𝑦, computes 𝑃𝑗 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝑑), 𝐵𝑆𝑗 = ℎ(𝑃𝑗 ‖
𝑦), and responds {𝐵𝑆𝑗} to 𝑆𝑗 securely. Finally, 𝑆𝑗 stores {𝐵𝑆𝑗, 𝑑}
in the memory.

User Registration Phase. Firstly, a user 𝑈𝑖 chooses his/her
identity 𝐼𝐷𝑖, password 𝑃𝑊𝑖, and two random numbers <
𝑏1, 𝑏2 >. Then 𝑈𝑖 computes 𝐴 𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑏1), 𝑃𝐼𝐷𝑖 =
ℎ(𝐼𝐷𝑖 ‖ 𝑏2), and 𝑏𝑏𝑖 = 𝑏2 ⊕ 𝐴 𝑖 and sends {𝐴 𝑖, 𝑃𝐼𝐷𝑖} to CS
via secure channel. Upon receiving the registration request,
the CS computes 𝐶𝑖 = ℎ(𝐴 𝑖 ‖ 𝑃𝐼𝐷𝑖), 𝐷𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥),
and 𝐸𝑖 = 𝐷𝑖 ⊕ 𝐴 𝑖 with its secret key. Finally, CS replies 𝑈𝑖 a
smart card with {𝐶𝑖, 𝐸𝑖, ℎ(⋅)}. After getting the smart card 𝑆𝐶,
𝑈𝑖 computes𝐷𝑃 = ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖)⊕𝑏1 and records𝐷𝑃, 𝑏𝑏𝑖 into
it.

3.1.2. Login and Authentication Phase. In order to access
remote server resources, a legal user 𝑈𝑖 inserts his/her smart
card into a card reader and inputs 𝐼𝐷𝑖, 𝑃𝑊𝑖. Then the
following steps are performed:

(1) SC computes 𝑏1 = 𝐷𝑃 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖), 𝐴 𝑖 = ℎ(𝑃𝑊𝑖 ‖
𝑏1), 𝑏2 = 𝑏𝑏𝑖 ⊕ 𝐴 𝑖, 𝑃𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑏2), and 𝐶∗𝑖 = ℎ(𝐴 𝑖 ‖

𝑃𝐼𝐷𝑖) and verifies whether𝐶
∗
𝑖

?
= 𝐶𝑖. If so, SC selects a random

number𝑁𝑖 and computes𝐷𝑖 = 𝐸𝑖 ⊕𝐴 𝑖,𝐺𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖
𝑁𝑖 ‖ 𝑇𝑖 ‖ 𝐷𝑖), 𝐹𝑖 = 𝐷𝑖 ⊕ 𝑁𝑖, and 𝑍𝑖 = 𝑆𝐼𝐷𝑗 ⊕ ℎ(𝐷𝑖 ‖ 𝑁𝑖),
where 𝑆𝐼𝐷𝑗 is 𝑆𝑗’s identity chosen by 𝑈𝑖 and 𝑇𝑖 is the current
timestamp. Otherwise, SC terminates the session.

(2) 𝑈𝑖 → 𝑆𝑗 : {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖}.
(3) Upon receiving the login request, 𝑆𝑗 checks whether

|𝑇𝑗 − 𝑇𝑖| < Δ𝑇 holds, where 𝑇𝑗 is 𝑆𝑗’s current timestamp and
Δ𝑇 is the expected valid time interval. If it does not hold,
𝑆𝑗 rejects the connection. Otherwise, 𝑆𝑗 produces a random
number𝑁𝑗 and computes 𝐽𝑖 = 𝐵𝑆𝑗 ⊕ 𝑁𝑗, 𝐾𝑖 = ℎ(𝑁𝑗 ‖ 𝐵𝑆𝑗 ‖
𝐺𝑖 ‖ 𝑇𝑗).

(4) 𝑆𝑗 → 𝐶𝑆 : {𝐽𝑖, 𝐾𝑖, 𝑃𝑗, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖, 𝑇𝑗}.
(5) Once receiving the message from 𝑆𝑗, CS first checks

the validity of time interval |𝑇𝑐𝑠 −𝑇𝑗| < Δ𝑇. If the verification
holds, CS continues to compute 𝐷𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑥),𝑁𝑖 = 𝐹𝑖 ⊕
𝐷𝑖, 𝑆𝐼𝐷𝑗 = 𝑍𝑖 ⊕ ℎ(𝐷𝑖 ‖ 𝑁𝑖), and 𝐺

∗
𝑖 = ℎ(𝑃𝐼𝐷𝑖 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝑁𝑖 ‖

𝑇𝑖 ‖ 𝐷𝑖) and checks whether 𝐺∗𝑖
?
= 𝐺𝑖. If either of the above
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verification fails,CS terminates the procedure. Otherwise, CS
keeps on calculating 𝐵𝑆𝑗 = ℎ(𝑃𝑗 ‖ 𝑦), 𝑁𝑗 = 𝐵𝑆𝑗 ⊕ 𝐽𝑖, and
𝐾∗𝑖 = ℎ(𝑁𝑗 ‖ 𝐵𝑆𝑗 ‖ 𝐺𝑖 ‖ 𝑇𝑗) and verifies whether the
computed 𝐾∗𝑖 equals the received one. If not, CS aborts the
session. Otherwise, CS chooses a random number 𝑁𝑐𝑠 and
computes𝑃𝑐𝑠 = 𝑁𝑗⊕𝑁𝑐𝑠⊕ℎ(𝑁𝑖 ‖ 𝐷𝑖),𝑅𝑐𝑠 = 𝑁𝑖⊕𝑁𝑐𝑠⊕ℎ(𝐵𝑆𝑗 ‖
𝑁𝑗), 𝑆𝐾𝑐𝑠 = ℎ(𝑁𝑖 ⊕𝑁𝑗 ⊕𝑁𝑐𝑠),𝑄𝑐𝑠 = ℎ((𝑁𝑗 ⊕𝑁𝑐𝑠) ‖ 𝑆𝐾𝑐𝑠), and
𝑉𝑐𝑠 = ℎ((𝑁𝑖 ‖ 𝑁𝑐𝑠) ‖ 𝑆𝐾𝑐𝑠).

(6) 𝐶𝑆 → 𝑆𝑗 : {𝑃𝑐𝑠, 𝑅𝑐𝑠, 𝑄𝑐𝑠, 𝑉𝑐𝑠}.
(7) While receiving the message from CS, 𝑆𝑗 computes

𝑊𝑗 = ℎ(𝐵𝑆𝑗 ‖ 𝑁𝑗),𝑁𝑖⊕𝑁𝑐𝑠 = 𝑅𝑐𝑠⊕𝑊𝑗, 𝑆𝐾𝑗 = ℎ(𝑁𝑖⊕𝑁𝑗⊕𝑁𝑐𝑠),
and 𝑉∗𝑐𝑠 = ℎ((𝑁𝑖 ‖ 𝑁𝑐𝑠) ‖ 𝑆𝐾𝑗) and checks the condition

𝑉∗𝑐𝑠
?
= 𝑉𝑐𝑠 holds or not. If it does not hold, 𝑆𝑗 terminates

the connection. Otherwise, 𝑆𝑗 sends {𝑃𝑐𝑠, 𝑄𝑐𝑠} to𝑈𝑖 via public
channel.

(8) After receiving the response message from 𝑆𝑗, 𝑈𝑖
computes 𝐿 𝑖 = ℎ(𝑁𝑖 ‖ 𝐷𝑖), 𝑁𝑗 ⊕ 𝑁𝑐𝑠 = 𝑃𝑐𝑠 ⊕ 𝐿 𝑖, 𝑆𝐾𝑖 =
ℎ(𝑁𝑖 ⊕𝑁𝑗 ⊕𝑁𝑐𝑠), and𝑄

∗
𝑐𝑠 = ℎ((𝑁𝑗 ⊕𝑁𝑐𝑠) ‖ 𝑆𝐾𝑐𝑠) and verifies

whether 𝑄∗𝑐𝑠
?
= 𝑄𝑐𝑠. If so, 𝑈𝑖 successfully authenticates 𝑆𝑗 and

𝐶𝑆 and establish a session key 𝑆𝐾𝑖 = 𝑆𝐾𝑗 = 𝑆𝐾𝑐𝑠.

3.2. Cryptanalysis of Amin et al.’s Scheme. The four assump-
tions made in Section 2.2 are also explicitly employed in
Amin et al.’s work [8] when they analyze the security of
Xue et al.’s scheme [37] and Chuang et al.’s scheme [38] and
proof the safety of their scheme. Consequently, our following
discussions will base on these four assumptions.

3.2.1. No Provision of User Anonymity. Nowadays, privacy
concerns are attracting more and more attention among gov-
ernments, organizations, and individuals, and anonymous
privacy-preserving authentication protocols are of particular
interest. This is because the violation of user anonymity, say
the leakage of some user-specific (static) information, may
facilitate a malicious adversary to track the victim’s current
activities and login history [7, 39]. Generally, there are two
kinds of user anonymity attributes, basic and advanced [7]:
(i) user 𝐼𝐷 protection, which means A cannot obtain the
real 𝐼𝐷 of the user; (ii) user untraceability, which means A
is unable to tell who the user is and distinguish whether two
communications are coming from the same user. In wireless
sensor networks, the latter notion has been widely adopted
(e.g., [40–42]), so does Amin et al.’s scheme.

In 2014, Das et al. [43] firstly introduced a “dynamic
ID technique” to achieve user anonymity: a user’s real 𝐼𝐷
is concealed in the session-variant pseudonym identities.
Subsequently, many schemes (e.g., [25, 44, 45]) follow this
technique, which are so-called “dynamic ID” schemes, and
Amin et al.’s scheme [8] falls into this category. However,
after careful analysis, we find that Amin et al.’s scheme cannot
achieve user anonymity in practice. To be specific, in the
login phase of their scheme, Amin et al. try to compute a
pseudonym identity𝑃𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖 ‖ 𝑏2) as a dynamic identity.
On one hand, 𝑃𝐼𝐷𝑖 is specific to the legitimate user𝑈𝑖; on the
other hand, 𝑃𝐼𝐷𝑖 is kept static and transmitted in plain of all
the 𝑈𝑖’s login messages {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖}.

Accordingly, this specific value 𝑃𝐼𝐷𝑖 can be seen as 𝑈𝑖’s
“identification”, and thus A can exploit it to identify and
track 𝑈𝑖 in the whole system. To conduct the aforemen-
tioned attack, an adversary A only needs to eavesdrop the
transmission channel without other contact operations and
computations. This well serves to show the violation of user
anonymity on Amin et al.’s scheme [8], thereby contradicting
their claim.

3.2.2. Smart Card Loss Attack. Amin et al. [8] showed that,
in Xue et al.’s protocol [37], users’ passwords can be offline
guessed once A has somehow obtained (lost or stolen)
the victim’s smart card and extracted the stored secret
information. Then Amin et al. attempt to overcome this
pitfall in their new proposed scheme. However, precisely the
same deficiency still exits in Amin et al.’s enhanced version.
Let us consider the following scenario, suppose that A has
obtained the secret parameters {𝐶𝑖, 𝐸𝑖, 𝐷𝑃, 𝑏𝑏𝑖, ℎ(⋅)} stored
in 𝑈𝑖’s smart card (e.g., by side-channel attack [46–48] and
reverse engineering technique [49]), which is reasonable
under assumption (3). Then A can conduct the following
procedure to guess 𝑈𝑖’s password.

Step 1. Choose a pair of (𝐼𝐷∗𝑖 , 𝑃𝑊
∗
𝑖 ) from the identity space

D𝑖𝑑 and password spaceD𝑝𝑤.

Step 2. Compute 𝑏1 = 𝐷𝑃 ⊕ ℎ(𝐼𝐷∗𝑖 ‖ 𝑃𝑊
∗
𝑖 ), 𝐴 𝑖 = ℎ(𝑃𝑊∗𝑖 ‖

𝑏1), 𝑏2 = 𝑏𝑏𝑖⊕𝐴 𝑖,𝑃𝐼𝐷𝑖 = ℎ(𝐼𝐷∗𝑖 ‖ 𝑏2), and𝐶
∗
𝑖 = ℎ(𝐴 𝑖 ‖ 𝑃𝐼𝐷𝑖).

Step 3. Verify whether the computed 𝐶∗𝑖 equals the extracted
𝐶𝑖.

Step 4. Repeat Steps 1, 2, and 3 until finding the correct values.

Let |D𝑖𝑑| and |D𝑝𝑤| denote the size ofD𝑖𝑑 andD𝑝𝑤, and
the time complexity of the aforementioned attack is O(4𝑇𝐻 ×
|D𝑖𝑑| × |D𝑝𝑤|), which is linearly associated with the running
time of Hash operation and can be finished in a few days as
the limited size of |D𝑖𝑑| ≤ |D𝑝𝑤| ≤ 106 [29, 30].

Further, according to assumption (1), A is capable of
eavesdropping and intercepting the normal (previous suc-
cessful) login message {𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖} between 𝑈𝑖 and
𝑆𝑗 over the public channel. It is fair to assume that A has
already obtained the correct value of 𝑃𝐼𝐷𝑖, then Step 2 might
be changed to compute 𝑏1,𝐴 𝑖, 𝑏2, and𝑃𝐼𝐷

∗
𝑖 and compared the

computed 𝑃𝐼𝐷∗𝑖 with the intercepted 𝑃𝐼𝐷𝑖 in Step 3. In this
way, the time complexity of the above procedure reduces to
O(3𝑇𝐻×|D𝑖𝑑|×|D𝑝𝑤|), where the exclusive and concatenation
operations are too small to overlook.

Note that both of the above two attacks are carried
out offline without any interaction with the control server.
Hence, there is no way for CS to find abnormality and the
adversaryA can impersonate 𝑈𝑖 at anytime until CS revokes
the victim’s smart card. All in all, our analysis demonstrates
the feasibility of smart card loss attack onAmin et al.’s scheme
[8].

3.2.3. The Violation of Forward Secrecy. As mentioned in
Section 2.2.2, Amin et al.’s scheme [8] also subjects to node
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capture attack. In such cases, the captured nodes may enable
an adversary to compromise communications between other
noncaptured nodes or obtain previous session keys. We
will show this pitfall in this subsection. Assume that a
malicious adversary A has compromised a cloud server 𝑆𝑘
and extracted the secret parameters {𝐵𝑆𝑗, 𝑑} stored in its
memory,A can recover the previous session key as follows.

Step 1. Intercept the message {𝐽𝑖, 𝐾𝑖, 𝑃𝑘, 𝐺𝑖, 𝐹𝑖, 𝑍𝑖, 𝑃𝐼𝐷𝑖, 𝑇𝑖,
𝑇𝑘} sending from 𝑆𝑘 to 𝐶𝑆.

Step 2. Compute𝑁𝑘 = 𝐵𝑆𝑘 ⊕ 𝐽𝑖, where B𝑆𝑘 is extracted from
the compromised node 𝑆𝑘.

Step 3. Intercept the message {𝑃𝑐𝑠, 𝑅𝑐𝑠, 𝑄𝑐𝑠, 𝑉𝑐𝑠} sending from
𝐶𝑆 to 𝑆𝑘.

Step 4. Compute𝑁𝑖 ⊕ 𝑁𝑐𝑠 = 𝑅𝑐𝑠 ⊕ ℎ(𝐵𝑆𝑘 ‖ 𝑁𝑘).

Step 5. Compute the session key 𝑆𝐾 = ℎ(𝑁𝑘 ⊕ 𝑁𝑖 ⊕ 𝑁𝑐𝑠).

In light of𝑁𝑘 and𝑁𝑖 ⊕𝑁𝑐𝑠 which are all correct values,A
manages to find the previous session key. Hence, the desirable
property of forward secrecy can not be attained by Amin
et al.’s scheme [8]. Similar to Li et al.’s scheme [25], this
also due to the violation of “PFS principle”. Except the ECC
technique mentioned before, we suggest this issue to be well
addressed by introducing another high-efficiency technique,
i.e., Chebyshev polynomials semigroup property (so-called
chaotic maps).

For this property, given 𝑥, 𝑇𝑢(𝑥), and 𝑇V(𝑥), it is
intractable to find 𝑇𝑢𝑇V(𝑥), where 𝑥 is a variable and 𝑢, V
denote the integer degree [45]. Assume the control server
chooses and writes a variable value 𝑥 in each user’s smart
card in the registration phase. Then we slightly modify the
random numbers 𝑁𝑖 to be 𝑇𝑁𝑖(𝑥) and 𝑁𝑘 to be 𝑇𝑁𝑘(𝑥), and
thus the session key can be calculated as 𝑆𝐾 = ℎ(𝑇𝑁𝑖(𝑥) ‖
𝑇𝑁𝑘(𝑥) ‖ 𝑇𝑁𝑖𝑇𝑁𝑘(𝑥)). For higher security, it is better to involve
other secret parameters such as 𝐼𝐷𝑖, 𝑆𝐼𝐷𝑗. In this way, the
improvement of Amin et al.’s scheme [8] can achieve perfect
forward secrecy based on computational Diffie-Hellman
problem.

3.2.4. Mistakes in the Proof. Similarly, the security proof in
Amin et al.’s scheme [8] does not capture realistic security
threat. There are three main reasons: (1) The error of initial
hypothesis. In the formal proof of Amin et al.’s scheme [8],
they make an assumption A11: 𝑆𝑗| ≡ 𝑈𝑖

𝑆𝐾
←→ 𝑆𝑗, which

is the same as Goal 3. This demonstrates that the proof of
Goal 3 is not necessary. (2) The wrong usage of logic rules.
We take Step S2 as an example. This step is based on the
message meaning rule and derives that 𝑆𝑗 believes 𝑈𝑖 said
𝑁𝑖 from A11 and S1. However, according to the message
meaning rule, we cannot obtain this conclusion from A11.
Hence, A11 should be changed to 𝑆𝑗| ≡ 𝑈𝑖

𝐷𝑖
←→ 𝑆𝑗. (3)

Using undefined new rules. Amin et al. [8] also employ a new
session keys rule, but they did not give a definition of the new
rule.

4. Cryptanalysis of Wu et al.’s Scheme

In this section, we will review and analyze Wu et al.’s scheme
[9], which is a lightweight and relatively robust two-factor
authentication scheme for wireless medical sensor networks.
In [9],Wu et al. have found some security pitfalls in historical
schemes and attempted to overcome all these flaws in the new
proposed one. Besides, Wu et al. [9] use NS-3, a simulation
tool to prove the security of their proposed protocol. Note
that, the simulation process can only prove the validity of
their protocol, including the viable communication between
the sensor node and the user, the probable communication
time, system size, etc. However, it can not prove whether
their protocol resists against various known attacks. In the
following section, we find Wu et al.’s improved scheme still
fails to attain the most important goal of forward secrecy and
is prone to user friendliness issue.

4.1. Review of Wu et al.’s Scheme. This subsection briefly
reviews Wu et al.’s [9] scheme, which involves four criti-
cal phases: registration, login, authentication and password
change, and a previous initialization. We simplify initializa-
tion phase in the registration phase.

4.1.1. Registration Phase. Initially, GWN is equipped with an
identity𝐺𝐼𝐷 and its own secret key 𝐺. The registration phase
is further divided into sensor node registration and user
registration.

Sensor Node Registration Phase. Each sensor node 𝑆𝑗 chooses
an identity 𝑆𝐼𝐷𝑗 and sends to GWN via a secure channel.
Then GWN decides to deploy it in a sensor set numbered
𝑁𝑙 and computes the secret key 𝑆𝐺 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝐺 ‖ 𝑁𝑙).
Finally, {𝑆𝐼𝐷𝑗, 𝑆𝐺, 𝐺𝐼𝐷} is injected to the memory of 𝑆𝑗 and
(𝑆𝐼𝐷𝑗, 𝑁𝑙) is stored in the database of GWN.

User Registration Phase. In this phase, 𝑈𝑖 first selects an
identity 𝐼𝐷𝑖, a password 𝑃𝑊𝑖, and a nonce 𝑟0, and then

(1) 𝑈𝑖 computes𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑟0);
(2) 𝑈𝑖 ⇒ GWN: {𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖};
(3)GWN checks if 𝐼𝐷𝑖 has already existed in the database.

If so, it denies the registration request. Otherwise, GWN
chooses a pseudoidentity 𝐶𝐼𝐷𝑖 and computes 𝐴1 = ℎ(𝐶𝐼𝐷𝑖 ‖
𝐺𝐼𝐷 ‖ 𝐺) ⊕ 𝐻𝑃𝑊𝑖 and 𝐴2 = ℎ(𝐼𝐷𝑖 ‖ 𝐺) ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝐻𝑃𝑊𝑖)
and then stores 𝐼𝐷𝑖 in database;

(4) GWN ⇒ 𝑈𝑖: a smart card contains sensitive param-
eters {𝐴1, 𝐴2, 𝐶𝐼𝐷𝑖, 𝐺𝐼𝐷};

(5) after receiving themessage,𝑈𝑖 computes𝐴3 = ℎ(𝐼𝐷𝑖 ‖
𝑃𝑊𝑖) ⊕ 𝑟0 and inserts it into 𝑆𝐶.

4.1.2. Login and Authentication Phase. 𝑈𝑖 conducts the fol-
lowing procedures to access sensitive information of the
target sensor 𝑆𝑗:

(1) 𝑈𝑖 inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖 to the smart card. Then 𝑆𝐶
computes 𝑟0 = 𝐴3 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝑃𝑊𝑖) and𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ‖ 𝑟0).
𝑆𝐶 chooses a random number 𝑟𝑢 and the required sensor
node 𝑆𝐼𝐷𝑗 and further computes𝐵1 = 𝐴1⊕𝐻𝑃𝑊𝑖 = ℎ(𝐶𝐼𝐷𝑖 ‖
𝐺𝐼𝐷 ‖ 𝐺), 𝐵2 = 𝐵1 ⊕ 𝑟𝑢, 𝐵3 = 𝐼𝐷𝑖 ⊕ ℎ(𝑟𝑢 ‖ 𝐵1), and
𝐵4 = ℎ(𝐶𝐼𝐷𝑖 ‖ 𝐺𝐼𝐷 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝐵1 ‖ 𝐼𝐷𝑖 ‖ 𝑟𝑢).
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(2) 𝑈𝑖 →GWN: {𝐶𝐼𝐷𝑖, 𝐺𝐼𝐷, 𝑆𝐼𝐷𝑗, 𝐵2, 𝐵3, 𝐵4}.
(3) When receiving the message from 𝑈𝑖, GWN first

checks if𝐺𝐼𝐷 is correct. If so,GWN computes 𝐵1 = ℎ(𝐶𝐼𝐷𝑖 ‖
𝐺𝐼𝐷 ‖ 𝐺), 𝑟𝑢 = 𝐵1⊕𝐵2, and 𝐼𝐷𝑖 = 𝐵3⊕ℎ(𝑟𝑢 ‖ 𝐵1) and verifies
whether 𝐼𝐷𝑖 is in the database and 𝐵4

?
= ℎ(𝐶𝐼𝐷𝑖 ‖ 𝐺𝐼𝐷 ‖

𝑆𝐼𝐷𝑗 ‖ 𝐵1 ‖ 𝐼𝐷𝑖 ‖ 𝑟𝑢). If either of the two verifications does
not hold, GWN will terminate the session. Otherwise, GWN
searches (𝑆𝐼𝐷𝑗, 𝑁𝑙) from the database, generates a random
number 𝑟𝑔, and computes 𝑆𝐺 = ℎ(𝑆𝐼𝐷𝑗 ‖ 𝐺 ‖ 𝑁𝑙), 𝐵5 =
ℎ(𝑆𝐺 ‖ 𝐺𝐼𝐷) ⊕ 𝑟𝑢, 𝐵6 = ℎ(𝑟𝑢) ⊕ 𝑟𝑔, and 𝐵7 = ℎ(𝑆𝐺 ‖ 𝑟𝑢 ‖ 𝑟𝑔).

(4) GWN → 𝑆𝑗 : {𝑆𝐼𝐷𝑗, 𝐵5, 𝐵6, 𝐵7}.
(5) Once receiving the message, the corresponding node

𝑆𝑗 checks if 𝑆𝐼𝐷𝑗 is correct and computes 𝑟𝑢 = 𝐵5 ⊕ ℎ(𝑆𝐺 ‖

𝐺𝐼𝐷) and 𝑟𝑔 = 𝐵6 ⊕ ℎ(𝑟𝑢). Then 𝑆𝑗 verifies whether 𝐵7
?
=

ℎ(𝑆𝐺 ‖ 𝑟𝑢 ‖ 𝑟𝑔). If either is incorrect, 𝑆𝑗 rejects the session.
Otherwise, 𝑆𝑗 generates 𝑟𝑠 and computes 𝑠𝑘𝑠 = ℎ(𝑟𝑢 ‖ 𝑟𝑔 ‖ 𝑟𝑠),
𝐵8 = ℎ(𝑆𝐺 ‖ 𝑟𝑔) ⊕ 𝑟𝑠, and 𝐵9 = ℎ(𝑠𝑘𝑠 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝐺𝐼𝐷 ‖ 𝑟𝑠).

(6) 𝑆𝑗 → GWN: {𝐵8, 𝐵9}.
(7) Once received the response message, GWN computes

𝑟𝑠 = 𝐵8 ⊕ ℎ(𝑆𝐺 ‖ 𝑟𝑔), 𝑠𝑘𝑔 = ℎ(𝑟𝑢 ‖ 𝑟𝑔 ‖ 𝑟𝑠) and checks

whether 𝐵9
?
= ℎ(𝑠𝑘𝑔 ‖ 𝑆𝐼𝐷𝑗 ‖ 𝐺𝐼𝐷 ‖ 𝑟𝑠). If so, GWN

chooses a new pseudoidentity 𝐶𝐼𝐷𝑛𝑒𝑤𝑖 and calculates 𝐵10 =
ℎ(𝐶𝐼𝐷𝑛𝑒𝑤𝑖 ‖ 𝐺𝐼𝐷 ‖ 𝐺) ⊕ ℎ(𝑟𝑢 ‖ 𝐶𝐼𝐷𝑖), 𝐵11 = ℎ(𝑟𝑢 ‖ 𝐼𝐷𝑖) ⊕ 𝑟𝑔,
𝐵12 = ℎ(𝑟𝑢 ‖ 𝑟𝑔) ⊕ 𝑟𝑠, 𝐵13 = ℎ(ℎ(𝐼𝐷𝑖 ‖ 𝐺) ‖ 𝑟𝑠) ⊕ 𝐶𝐼𝐷𝑛𝑒𝑤𝑖 , and
𝐵14 = ℎ(𝑠𝑘𝑔 ‖ 𝐼𝐷𝑖 ‖ 𝐵10 ‖ 𝐶𝐼𝐷

𝑛𝑒𝑤
𝑖 ).

(8) GWN → 𝑈𝑖 : {𝐵10, 𝐵11, 𝐵12, 𝐵13, 𝐵14}.
(9) When receiving the response message, 𝑆𝐶 computes

𝑟𝑔 = 𝐵11 ⊕ ℎ(𝑟𝑢 ‖ 𝐼𝐷𝑖), 𝑟𝑠 = 𝐵12 ⊕ ℎ(𝑟𝑢 ‖ 𝑟𝑔), 𝑠𝑘𝑢 = ℎ(𝑟𝑢 ‖ 𝑟𝑔 ‖

𝑟𝑠), and 𝐶𝐼𝐷𝑛𝑒𝑤𝑖 = 𝐵13 ⊕ ℎ((𝐴2 ⊕ ℎ(𝐼𝐷𝑖 ‖ 𝐻𝑃𝑊𝑖)) ‖ 𝑟𝑠) and
verifies whether 𝐵14

?
= ℎ(𝑠𝑘𝑢 ‖ 𝐼𝐷𝑖 ‖ 𝐵10 ‖ 𝐶𝐼𝐷𝑛𝑒𝑤𝑖 ). If it is

equal, 𝑆𝐶 computes 𝐴𝑛𝑒𝑤1 = 𝐵10 ⊕ ℎ(𝑟𝑢 ‖ 𝐶𝐼𝐷𝑖) ⊕ 𝐻𝑃𝑊𝑖 and
replaces (𝐴1, 𝐶𝐼𝐷𝑖) with (𝐴

𝑛𝑒𝑤
1 , 𝐶𝐼𝐷𝑛𝑒𝑤𝑖 ).

4.2. Cryptanalysis of Wu et al.’s Scheme. Due to its simplicity
and admirable provision of user anonymity,Wu et al.’s scheme
[9] exhibits great application prospects, and yet there are still
some security pitfalls being overlooked by Wu et al. In the
following, we will demonstrate that Wu et al.’s scheme [9] has
some user friendliness issue and fails to achieve the critical
property of forward security.

4.2.1. No Provision of User Friendliness. According to the
collected data from Dashlane [56], “we are online hoarders”
that the average user maintains over 107 accounts registered
to one email address and this figure will rise to 207 by 2020.
This statistical shows that users are creating and virtually
stashing more online account information than ever, which
leads to an insanely high number of accounts to manage. In
that case, freely password change is a recommended practice,
for users have to reset a forgotten password (an average of 37
accounts [56]) and the fixed password is definitely vulnerable.
Moreover, users may make a slip in writing passwords or
identities; the rapid response and decisive action are quite
necessary for a user friendly authentication protocol.

Early in 1968, Robert Miller [57] published a classic
paper about response time in man-computer conversational

transactions, which pointed out that “response times exceed
10 seconds will completely lose the user’s attention”. In this
way, locally secure password change, i.e., providing an explicit
and secure process to verify the correctness of user-keyed
password in smart card, is essential. That is, the smart card
has no need to interact with remote server in user input and
password changing phases. However, as stated above, both
Li et al.’s scheme [25] and Amin et al.’s scheme [8] provide
local password change, but their strategies introduce new
vulnerabilities-offline dictionary attack.

Back to Wu et al.’s scheme [9], there is no verifier in
the smart card, which means their scheme even cannot pro-
vide timely detection mechanism and reasonable password
change. Fortunately, Wang et al. [10] introduced a “fuzzy
verifier” technique to effectively solve this security-usability
issue. In the following, wewill takeWu et al.’s scheme [9] as an
example to show this strategy. Firstly,𝑈𝑖 submits {𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖}
toGWN in the registration phase.ThenGWN computes𝐴 𝑖 =
ℎ((ℎ(𝐼𝐷𝑖) ⊕ 𝐻𝑃𝑊𝑖))mod 𝑛) and stores it in 𝑈𝑖’s smart card,
where 𝑛 denotes the size of (𝐼𝐷, 𝑃𝑊) pool and 26 ≤ 𝑛 ≤ 28.
Assume |D𝑖𝑑| ≈ |D𝑝𝑤| ≈ 106 and 𝑛 = 28 [29, 30], we can be
assured that there have the possibilities of (|D𝑖𝑑| × |D𝑖𝑑|)/𝑛 ≈
232 identity and password pairs to thwart the adversary from
guessing out the correct password.

The same considerations can also be applied to Li et al.’s
scheme [25] and Amin et al.’s scheme [8]. The large-scale
candidates will effectively frustrateA from random guessing
the password by a brute force method as well as providing a
timely detection of the mistyped identity or password.

4.2.2. The Violation of Forward Secrecy. Forward secrecy
is an important property, for the unattended environment
and security-critical applications in wireless sensor networks
[7, 11]. In [9], Wu et al. explicitly stated that “the sensor
nodes may be captured by the intruder”, which accords with
assumption (4) made in Section 2.2. Under this statement,
we find that Wu et al.’s scheme cannot achieve the forward
secrecy. Once a sensor node 𝑆𝑘 has been compromised, the
stored information 𝑆𝐺 might be obtained by A and the
following attacks can be launched.

Step 1. Intercept the message {𝐶𝐼𝐷𝑖, 𝐺𝐼𝐷, 𝑆𝐼𝐷𝑘, 𝐵2, 𝐵3, 𝐵4}
sending from 𝑈𝑖 to GWN and the message {𝑆𝐼𝐷𝑘, 𝐵5, 𝐵6, 𝐵7}
sending from GWN to 𝑆𝑘.

Step 2. Compute 𝑟𝑢 = 𝐵5 ⊕ ℎ(𝑆𝐺 ‖ 𝐺𝐼𝐷), 𝑟𝑔 = 𝐵6 ⊕ ℎ(𝑟𝑢),
where 𝑆𝐺 is extracted from the compromised node 𝑆𝑘.

Step 3. Intercept the message {𝐵8, 𝐵9} sending from GWN to
𝑆𝑘.

Step 4. Compute 𝑟𝑠 = 𝐵8 ⊕ ℎ(𝑆𝐺 ‖ 𝑟𝑔).

Step 5. Compute the session key = ℎ(𝑟𝑢 ‖ 𝑟𝑔 ‖ 𝑟𝑠).

The above attack demonstrates that once a sensor node 𝑆𝑘
has been captured, the previous sessions might be decoded.
This is the same failure with Li et al.’s scheme [25] and
Amin et al.’s scheme [8]. Besides the above two techniques
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Table 2: Performance and security comparison.

Related schemes Computation cost on log-auth phases PFS Key technology
Hash ECC CM∗ RSA

Li et al. (2018) [25] 21𝑇𝐻 + 3𝑇𝐸 × ✓ ✓ × ×

Amin et al. (2018) [8] 22𝑇𝐻 × ✓ × × ×

Wu et al. (2017) [9] 34𝑇𝐻 × ✓ × × ×

Roy et al. (2017) [45] 15𝑇𝐻 + 3𝑇𝐶 × ✓ × ✓ ×

Moon et al. (2017) [50] 11𝑇𝐻 + 2𝑇𝐶 × ✓ × ✓ ×

Srinivas et al. (2017) [51] 29𝑇𝐻 × ✓ × × ×

Das et al. (2016) [52] 31𝑇𝐻 + 4𝑇𝐸 ✓ ✓ ✓ × ×

Chang et al. (2016) [53] 20𝑇𝐻 × ✓ × × ×

Vaidya et al. (2016) [54] 29𝑇𝐻 × ✓ × × ×

Odelu et al. (2015) [55] 15𝑇𝐻 + 6𝑇𝑀 × ✓ × × ✓

𝑁𝑜𝑡𝑒1. 𝑇𝐻: one-time hash operation time; 𝑇𝐸: elliptic curve point multiplication computation time; 𝑇𝐶: running time of chaotic maps; 𝑇𝑀: time for modular
multiplication/division.
𝑁𝑜𝑡𝑒2. ×means the corresponding scheme fails to achieve this property; CM denotes chaotic maps; PFS denotes perfect forward secrecy.

(ECC cryptosystem and chaotic maps), we also suggest
employing some other public-key cryptography techniques,
such as Pairing [58] and RSA cryptosystem. Note that when
using RSA cryptosystem to achieve forward secrecy, a new
temporary RSA key must be generated by user side for each
session [59].

To demonstrate the necessity and effectiveness of our
suggestions, we provide a comparison of 10 recently proposed
schemes by assessing whether they achieve forward secrecy
and what main technology do they use. The result are shown
in Table 2. One can see that only Das et al.’s scheme [52]
successfully provides forward secrecy. This failure is mainly
due to the fact that half of them (i.e., [8, 9, 51, 54]) only use
Hash operation that are virtually impossible to provide for-
ward secrecy (“PFS principle” [26]), yet the other 4 schemes
(i.e., [25, 45, 50, 55]) that make use of public-key techniques
(e.g., ECC, Chaotic maps, RSA) violate the principle that the
random numbers must be generated by 𝑈𝑖 and 𝑆𝑗 separately
and cannot be transmitted over the public channel.

5. Conclusion

In this paper, we first analyze three state-of-the-art authenti-
cation schemes presented by Li et al., Amin et al., and Wu et
al., which are mainly applied to realize real-time data access
for security-critical wireless sensor networks. We demon-
strate that although their schemes are equipped with formal
proof, they still suffer from smart card loss attack and fail to
achieve some important properties of forward secrecy, user
anonymity, and user friendliness. Our cryptanalysis results
discourage the practical application of these three schemes
and reveal some challenges in designing a robust scheme for
WSNs. We then suggest several possible countermeasures on
account of their weaknesses and provide a comparison of 10
representative schemes in terms of forward secrecy and key
technology to demonstrate the necessity of our suggestions.
For the future work, a natural direction is to employ our
recommended technologies and countermeasures to design
robust and efficient schemes for WSNs.
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A new integration of wireless communication technologies into the automobile industry has instigated a momentous research
interest in the field of Vehicular Ad Hoc Network (VANET) security. Intelligent Transportation Systems (ITS) are set up, aiming
to offer promising applications for efficient and safe communication for future automotive technology. Vehicular networks are
unique in terms of characteristics, challenges, architecture, and applications. Consequently, security requirements related to
vehicular networks are more complex as compared to mobile networks and conventional wireless networks. This article presents
a survey about developments in vehicular networks from the perspective of lightweight cryptographic protocols and privacy
preserving algorithms. Unique characteristics of vehicular networks are presented which make the embedded security applications
computationally hard as well as memory constrained. The current study also deals with the fundamental security requirements,
essential for vehicular communication. Furthermore, awareness of security threats and their cryptographic solutions in terms
of future automotive industry are discussed. In addition, asymmetric, symmetric, and lightweight cryptographic solutions are
summarized. These strategies can be enhanced or incorporated all in all to meet the security perquisites of future cars security.

1. Introduction

There has been a tremendous increase in the number of vehi-
cles compared to the number of roads. This situation leads to
many challenges like heavy traffic jams, economy, pollution,
and many other issues related to efficiency and safety of
transportation systems. Many initiatives have already been
taken in response to these challenges in order to overcome the
situation. For this scenario, utilization of wireless technology
in vehicular networks makes a huge difference to overcome
the traffic issues and reduce the chances of accidents or
injuries. Intelligent transportation systems (ITS) [1] are
developed, aiming to improve the efficiency and safety of
transportation systems. This technology mainly relies on the
information sharing and authentication of vehicles. More-
over, it makes them traceable to law enforcement authorities
in case of overspeeding, crash or collection of tolls, etc. The

authentication of vehicles can be performed through radio
links, instead of conventionalmethods such as reading license
plates. Vehicles also need to be authenticated by other vehicles
and infrastructure for secure communication. Many service
providing companies exchange information with vehicles to
facilitate the use in terms of location services or other helpful
applications. All these authentications are carried out by
cryptographic algorithms to ensure the identity of sender and
receiver.

A general vehicular network consists of three types of
communications links, i.e., Vehicle to Vehicle (V2V), Vehicle
to Infrastructure (V2I), and Infrastructure to Infrastructure
(I2I) communication. All these links require being protected
in order to insure the security of network. Vehicles are
equippedwithOn-BoardUnits (OBUs) to communicate with
each other and Road Side Units (RSUs). Validation and
authentication of information exchange between the vehicles
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Figure 1: Vehicular network architecture.

are a key concern for the traffic safety. Furthermore, driver’s
privacy also needs to be considered (their detailsmust be con-
fidential from unauthorized entities) and their confidential
information can only be accessed by a legitimate authority.
The main goal is to achieve both anonymity and traceability
at the same time [2]. Privacy in a vehicular network is more
considerable as compared to mobile network, since a mobile
phone can be switched off at any time but a license plate needs
to be accessed by the law enforcement authorities all the time.

However, the protection against many malicious attacks
like message suppression, denial of services, dropping down
of packets from network, broadcast of false information,
getting control over the network, and several other attacks is
still unknown to manufacturers and suppliers. Conventional
cryptographic algorithms such as public-key infrastructure
(PKI), elliptic curve cryptography (ECC), HASH functions,
and symmetric key cryptography may not be applied directly
in vehicular networks due to their highmobility and dynamic
network topology [3–5]. Vehicular networks require real-
time response and cannot tolerate delay in communication.
Therefore, the conventional protocols that are developed for
traditional networks fail to provide high throughput perfor-
mance, low latency, and reliability for vehicular networks.
So, there is a need to implement secure lightweight crypto-
graphic algorithms (as well as lightweight PKI [6]) on small
embedded devices at acceptable execution time. Recently,
scholars focus on developing the lightweight cryptographic
algorithms and key generations schemes which may provide
security for vehicular networks with high performance effi-
ciently.

Primary target of this article is to give an overview
on advancements of vehicular systems insight into the
lightweight cryptographic conventions and security protect-
ing calculations. The public acceptance for new technology
in vehicular networks can only be ensured by optimizing
the security and privacy of users. Moreover, awareness of
security threats regarding the malicious attacks in future
automotive industry should be known by the users and
manufacturers. Security concerns for the future automotive

industry are hurdle in the way of extensive deployment of
vehicular networks commercially. Furthermore, we provide
knowledge about resource constraints and challenges during
the implementation of cryptographic algorithms for vehic-
ular networks. We also present suggestions and lightweight
cryptographic solutions to overcome the problems in future
automotive industry.

The paper is organized as follows: In Section 2, we
present the architecture of vehicular networks in sight of
characteristics and security requirements. In Section 3, we
discuss the security attacks on vehicular systems. Lightweight
cryptographic protocols for vehicular networks are charac-
terized in Section 4. Finally, Section 5 presents concluding
remarks.

2. Architecture of Vehicular Ad Hoc Network

VANETs consist of the two basic wireless terminals, namely,
On-Board Unit (OBU) and Road Side Unit (RSU) [1, 7–
9]. The OBUs are embedded wireless devices installed in
vehicles to communicate with RSUs and other OBUs. While
RSUs are located at important points alongside the road or
infrastructure and represent the wireless access points for
communication. Each terminal acts like a node that can
receive and relay messages within a wireless network. These
nodes function as a router to other nodes in the network as
shown in Figure 1.There is also interroadside communication
of these access points with each other or with other devices.
For instance, traffic lights may communicate with each
other or RSU may communicate with cellular base stations
etc. IEEE 802.11p Dedicated Short Range Communication
(DSRC) has been selected as a standard for V2V and V2I
communication in order to provide high data transfer with
low latency [9]. It works in 5.9GHz frequency band with
75MHz bandwidth and has 300-1000m range with several
vehicle velocities in different environments [9, 10].

The existing Wireless Access in Vehicular Environments
(WAVE) uses DSRC protocol to broadcast the services
provided at RSUs [3]. Basically short messages contain vital
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information about location, speed, and direction as well as
emergency information with respect to airbag deployment,
accident report, emergency brakes, etc. However, current
approach of broadcast mechanism can result in network
traffic congestion due to the insignificant usage of network
resources.This issue can be resolved by tracking the addresses
of OBUs and their connections with respective RSUs to
perform efficient mobility management. There have been
many suggestions related to mobility management inWAVE.

Chun et al. proposed two types of mobility management
schemes, i.e., location estimation-based mobility manage-
ment (LEMM) and basic mobility management (BMM) for
WAVE services [11]. In LEMM scheme, positioning systems
(e.g., GPS) are utilized to determine the location of OBUs
in a fast moving vehicle, whereas, in BMM scheme, all RSUs
are divided into different location areas which can determine
the locations of OBUs by their MAC addresses. Torrent-
Moreno et al. present a scheme for congestion mitigation
based on distributed and fair transmit power-control [12].
Tielert et al. proposed a message-rate controller which uses
disseminating congestion information over multiple hops to
achieve global fairness [13]. Most of the schemes proposed a
common feature for congestion control in the literary work
and their goal was to attain unweighted fair sharing of the
scarce channel resource to all vehicles [12–14]. Recently, Xu et
al. proposed a lightweight scheme known as Dynamic Fully
Homomorphic encryption-based Merkle Tree (FHMT) for
lightweight streaming authenticated data structures which
can be adopted in vehicular networks as a congestion mit-
igation technique. By leveraging the computing capability
of fully homomorphic encryption, FHMT shifts almost all
of the computation tasks to the server, reaching nearly no
overhead for the client [15]. These schemes are significant
to vehicular security requirements; however DSRC requires
cryptographic protocols for authentication and authorization
purposes which can result in network congestion. Therefore,
lightweight cryptographic algorithms should be the first
choice to ensure efficient security in automotive technol-
ogy.

2.1. VANET Characteristics. VANETs use ad hoc approach
to execute the wireless communication. The combination of
properties of both wireless medium and ad hoc approach is
generally defined as characteristics of VANETwhichmakes it
unique.We list some of the unique characteristics of VANETs
as follows:

(1) High mobility: Mobility in VANETs is relatively
higher as compared to MANETs. Generally, each
node moves at higher speed in VANET. Therefore,
network’s communication time is reduced due to high
mobility of the nodes [16, 17].

(2) Time critical data exchange: In VANET, the transfer
of information to legitimate nodes should be reached
within a specific time limit in order to execute rapid
actions based on decisions made by the node.

(3) Dynamic network topology: The high mobility of
vehicles makes the VANET topology irregular. Rapid

changes in topology make the vehicular network
vulnerable to attacks. Under such conditions, mali-
cious vehicles are quite hard to detect.

(4) Unbounded network density: In VANETs, the den-
sity of network mainly relies on number of vehicles
that may be high in traffic jams and low in suburban
and rural areas. There is no bound to the number of
vehicles joining the network.

(5) Frequent disconnections: Vehicles mostly use wire-
less medium to communicate in VANET, so frequent
disconnection may occur due to high density of the
vehicles or worse weather conditions.

(6) Wireless medium: Since only transmission medium
that can be used in VANETs is wireless medium,
therefore, the transmission of data should be anony-
mous. If the medium of transmission is not properly
protected, then security of whole network can be
jeopardized by using the same operating frequency
[18].

(7) Power constraints: As compared to MANETs, the
vehicular nodes do not experience power issues
because of an uninterrupted power supply which can
be arranged for OBUs by using long life battery.

(8) Limited power transmission: The architecture of
wireless access of vehicles (WAVE) supports maxi-
mum range of 0 to 28.8 dBm for transmission power
and associated coverage of distance range from 10m
to 1 km. So, coverage area distance is limited due to
limitation of transmission power [9].

(9) Wireless transmission limitations: The factors
like reflection, scattering diffraction, and refraction
present in the urban areas makes the performance of
DSRC wireless communication limited [19].

(10) Computing capacity and energy storage:Theenergy
or storage breakdown problems are not present in
VANETs. However, processing of very large amount
of information is required due to huge scaling envi-
ronment which becomes certainly a big challenge.

2.2. VANET Security Requirements. The main objective of
VANET is to provide the comfort and safety to the driver
as well as passengers. Communication between OBUs and
RSUs can be employed to realize the active safety services
like collision warnings, active navigation systems, real-time
traffic information or weather information, etc. Facilities
like multimedia or Internet connectivity are provided in the
wireless coverage of a car. VANETs also include automatic
parking payments and electronic toll collections. To ensure
the efficient working of all these applications and services, a
network needs to authenticate every message sent or received
by the nodes. A small error or attack may result in a big
damage for the safety and security of public. Certain security
requirements for the V2V and V2I communication links in a
basic vehicular network are listed as follows:

(1) Message authentication and integrity: Message
authentication is the fundamental part of vehicular
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Table 1: Attacks on VANET and their impact on security requirements.

Security Requirements Attacks Reference (Security Requirements/Attacks)
Message authentication and integrity Sybil/Impersonation/Replay attacks [20–23]/[46, 47, 53]
Availability DoS/Sybil/Bogus information/Routing attacks [24–26]/[46, 49, 50]
Confidentiality Sybil/Impersonation attacks [20]/[46–48]
Non-Repudiation Impersonation attacks [24, 25]/[48]
Privacy Impersonation/Location Trailing/Eavesdropping attacks [28, 29]/[41–45]

security. It ensures that each received message arrives
in the same condition as it was sent out by the sender.
Moreover, ID, location, and property of a sendermust
be authenticated and it is made sure that legitimate
sender transmits reliable information [20]. Integrity
check allows the receiver to verify if there has been
any kind of fabrication or modification within the
duration in which message was sent and received. We
can find related work on message authentication and
data integrity in literature [21–23].

(2) Availability: Availability of information is directly
related to the efficiency of vehicular network. It
ensures that network resources such as session key
and applications must be available to legitimate
nodes in a certain period of time without affecting
operation of the network even in the presence of
faults or malicious nodes [24, 25]. A number of
multipath algorithms have been proposed to transfer
information via multiple disjointed paths in order
to reduce the chances of transmission breaks as an
effect of a path failure. Ad hoc On-demand Distance
Vector Multipath (AODVM) [26] and Ad hoc On-
demand Multipath Distance Vector (AOMDV) [27]
are extensions to the general Ad hoc On-demand
Distance Vector (AODV) routing protocol.

(3) Confidentiality: All drivers private information has
to be confined. This security prerequisite is to ensure
that confidential information will only be read by
permitted users. Requirement of confidentiality is
needed in group communications, where only autho-
rized group members are allowed to read such data.
Confidentiality is considered a security issue when
some message contains sensitive information like
session key or toll payment data, etc. [20].

(4) Access Control:The security mechanism must guar-
antee that only authorized users can access the ad
hoc network resources and information provided by
the certificate authority. Access control provides pro-
tection against malicious vehicle to access unautho-
rized services and sensitive information of certificate
authority. These messages must be encrypted using
cryptographic encryption techniques.

(5) Nonrepudiation: Nonrepudiation is a service that
requires a vehicle sending a safety message to other
vehicles which cannot deny having sent message [24,
25]. This requirement is important as in case of any
dispute a user of the vehicle shall not deny its fault.

(6) Privacy: Unauthorized node should not be able
to access personal information of a driver. While
the information in a vehicular network is broad-
cast publicly, there is a big threat to privacy. An
adversary can collect and analyze this information
to harm the users. An eavesdropper should not have
the ability to distinguish two distinct information
messages which came from same node [5, 20]. The
fundamental concept of privacy preservation schemes
in VANET is to periodically change the pseudonyms.
There exists many schemes that have been proposed
by researchers in which the concept of changing
pseudonym is used to preserve the privacy of user
[28–36]. Data owners often suppress their data for an
untrusted trainer to train a classifier due to privacy
concerns. Li et al. proposed a privacy preserving solu-
tion for learning algorithms based on differentially
private naive Bayes learning, allowing a trainer to
build a classifier over the data from a single owner
[37]. Data privacy also becomes a central considera-
tion in vehicular networks, where outsourcing data to
the cloud server is done [38]. L-EncDB is a lightweight
framework for privacy preserving scheme for efficient
data outsourcing [39]. Recently HybridORAM [40]
scheme is proposed which provides a better solution
to securely outsource data to the cloud.

3. Cyberattacks in Automotive Technology

In this section, we present a summary of various attacks
on vehicular networks, which can be found in the literature
[41–53]. Some of these attacks are performed by the mem-
ber nodes already registered with the network and called
insider attacks. When a nonregistered node carries out an
attack, it is known as outsider attack. These attacks can also
be categorized as active and passive attacks. In an active
attack, the attacker may generate new packets to damage
the network or falsify the legitimate information, while the
passive attacker can only eavesdrop the channel and acquires
sensitive information. We categorize these attacks according
to the violation of security services provided by vehicular
networks. However, some of the attacks may violate more
than one security service as shown in Table 1. The following
are the common types of attacks which can be harmful to the
security of vehicular network.

3.1. Attacks Related to Authentication. Attacks related to au-
thentication are performed by unauthorized nodes entering
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into the network and gaining access to the network privileges
or claiming illegal authority.Themost frequent attacks related
to authentication of vehicles are summarized as follows:

(1) Sybil attack: In Sybil attack a node asserts itself as
several nodes by simulating multiple identities [46,
47]. An attacker sends several messages with multiple
identities and announces its various positions at the
same time. Multiple copies of a node create confusion
in the network and hence claim all the fake and illegal
authority. Sybil attacks are harmful to the network
topology and cause bandwidth consumption [10].

(2) Impersonation attack: In this type of attack, an
attacker characterizes itself as an authorized node
[48]. Objective of these attacks is to either gain access
to the network privileges or to disturb the network.
These attacks are potentially possible through posses-
sion of false attributes or identity theft.

(3) Bogus information: Attackers may send fake or
bogus information to the system for their own
advantage. For instance, an attacker sends bogus
information of a heavy traffic jam due to an accident
on a certain road to make its route clear. These
attacks compromise the authentication requirement
of vehicular network [20].

(4) Session hijacking: The attacker targets unique Ses-
sion Identifier (SID) allocated for each new session
and may get control over that session. An attacker
gets edge of the fact that authentication at the network
layer is done only once. No authentication is done
after generation and allocation of the SID; therefore
attackers get advantage of this feature [17].

(5) Replay attacks: The attacker impersonates itself as
a legitimate vehicle or RSU to capture information
packets and then sends out the replica of the captured
signal to another node for its ownbenefits [53]. Replay
attacks are considered threat to confidentiality and
authenticity of the system.

(6) GPS spoofing:The Global Positioning System (GPS)
Satellite stores geographical locations of vehicles and
their identities in formof a location table.The attacker
may alter these location table readings to mislead the
vehicle. Signal simulators can be used by the attacker
to generate signals stronger than the actual signals
generated by satellite.

3.2. Attacks Related to Network Efficiency. Attacker may try
to jam the network or produces delays in communication of
vehicles which severely affects the performance and efficiency
of vehicular network. Time is very critical issue in a vehicular
network as a small delay can result into accidents or severe
traffic issues.There is a need to apply antijamming techniques
for better network efficiency [54]. Some of the common
attacks related to efficiency and performance of vehicular
network are described as follows:

(1) Denial of service attacks:DoS attacks can have severe
effect on the efficiency and performance of vehicular

network. The attack is performed by sending dummy
messages to the network and making a victim node
unavailable to other legitimate users by SYNflooding,
jamming, or distributed DoS attack [49].

(2) Routing attacks:Routing attacks generally exploit the
loopholes and vulnerability in routing protocols of
a network. These attacks can be categorized as fol-
lows:

(i) Black hole attack: In this attack,malicious node
first sends false route with lower hop count to
attract the source node to send packet through
itself. After source node sends data packet to
the route, attacking node silently drops these
packets [50].

(ii) Gray hole attacks: Similar to black hole attack,
the compromised node drops packet but this
dropping is performed only on selective packets.
Selection is done according to requirement and
intensions of attacker [50].

(iii) Wormhole attack: Two or more nodes work
together to make tunnels within a network.
The malicious node receives the packets and
routes it to the other end of the tunnel.Through
this tunneling process, hop count of the route
decreases and the compromised nodes attract
packets. In this way attacker node gets strong
position than other deserving nodes in the
network and thus it can carry out DoS attacks,
replay attacks, etc.

(3) Timing attacks: In timing attack, the attacker node
creates a delay in communication by altering time
slot of the received packet. Due to this alteration,
the neighbors of malicious node might not receive
sensitive messages on time. In vehicular network,
information is time critical with respect to its sensi-
tivity and hence a small delay can result in accidents
or severe traffic issues.

(4) Intruder attack:An unregistered node or application
tries to enter the network in order to disturb the
efficiency of network or gain false attributes. Intrusion
detection systems (IDSs) are widely deployed in
various networks in order to identify cyberthreats and
possible incidents [55]. Li et al. proposed a malware
detection system based on permission usage analysis
by significant permission identification technique. 3
levels of pruning by mining the permission data are
developed to identify the most significant permis-
sions [56]. These recently proposed techniques can
be incorporated with vehicular networks to mitigate
intruder attacks.

3.3. Attacks Related to User’s Privacy. Unauthorized nodes
may attempt to access sensitive data from network and target
the privacy of a legitimate user. Some common attacks on the
user’s privacy and confidentiality requirement in a vehicular
network are given as follows:
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(1) Eavesdropping: This type of attack is a risk to
confidentiality of a network. The core objective of
this attack is to get sensitive and confidential data for
which the attacker is not authorized [24]. It is a passive
attack in which an attacker sniffs the data silently to
get the confidential information and further use it
for his own benefits. Vehicular networks consist of
relays that may be corrupted by multiple cochannel
interferers, and the information transmitted from the
relays to the destination can be overheard by the
eavesdropper. Fan et al. investigate the impact of
cochannel interference on the security performance
of multiple amplify-and-forward (AF) relaying net-
works [57, 58].

(2) Location trailing attack: Location attacks generally
target the privacy of a user in vehicular network by
continuously tracking the location of a user. In this
attack, position of the vehicle at a given moment or
path trace along certain period of time can be used to
map out the user [52, 59].

(3) Identity revealing:Attackermay try to reveal identity
of vehicle’s owner. As identity of the owner represents
the driver, it can be latter used by the attacker for its
own illegal benefits.

4. Cryptographic Techniques for
Automotive Security

Safety has a long practice in history of automotive industry.
Cryptography has played a key role in securing vehicu-
lar systems. Cryptography in vehicles was introduced in
Remote Key-less Entry (RKE) in the middle of 1990s,
which was followed by electronic immobilizers. We have
a lot of solutions in isolated systems, such as single car.
Developments in automotive technology such as connected
cars and vehicular networks set up new security challenges.
Although security in these networks depends more than just
on cryptographic algorithms, still cryptographic schemes are
the basic building blocks of security solutions in automotive
industry. The embedded security applications in vehicular
networks tend to be computationally hard and memory
constrained due to their unique characteristics as described
in Section 2.2.

We present an overview of the existing cryptographic
schemes with respect to their complexity. Firstly, asymmetric
cryptography is mainly used for digital signatures and key
distribution over unsecured channels in vehicular networks.
secondly, the symmetric algorithms are used for data encryp-
tion and message integrity checks. Recently there have been
researches done on the lightweight cryptographic algorithms
and dynamic key generation schemes are developed to secure
vehicular networks.

4.1. Asymmetric or Public-Key Algorithms. Public-key infras-
tructure (PKI) based algorithms involve complex mathemat-
ical computations with large numbers and hard theoreti-
cal problems (commonly in the range of 1024-4048 bits),

depending on the security level of selective algorithm. How-
ever, they provide advanced functions for data encryption
and integrity check. Digital signatures and key distribution
schemes are used for privacy preservation in unsecured chan-
nels. Asymmetric cryptographic techniques are projected
in order to protect transmitted messages and also support
mutual authentication between network nodes [60]. Table 2
presents some of the common asymmetric cryptographic
solutions with security requirements support and their lim-
itations.

A security protocol based on PKI was introduced by
Raya et al. in which every vehicle is equipped with several
private keys and their corresponding certificates [43]. The
above security scheme is inefficient and apparently can-
not manage to facilitate large vehicle populations due to
its computational hardness. Efficient Conditional Privacy
Preservation (ECPP) protocol is proposed by Liu et al. [61].
Instead of storing many anonymous keys and certificates,
ECPP protocol generates short-time anonymous keys and
certificates to reduce storage requirement. However, this
protocol involves complex processing to generate anonymous
keys, which results in serious computational overhead. Lin
et al., Studer et al., and Ying et al. proposed hash chains
based authentication protocol to deal with the overhead issue
[21, 62, 63].

ID-based signatures are proposed to hide real identities
of vehicles [51, 64]. Biswas et al. proposed an ID-based
proxy method by using signatures [64]. This authentica-
tion technique is effective but vulnerable to reveal private
key. Lo et al. also proposed similar authentication protocol
which is based on elliptic curve cryptography [51]. Privacy
preservation schemes also use ID-based signatures to provide
anonymity [62, 65, 66]. In above schemes, public keys are
used as vehicles’ identity, so there is no need to store cer-
tificates. However, the scheme is vulnerable to replay attack
[67]. Zhang et al. showed that the above technique is also
vulnerable to impersonation attacks [62]. In order to enhance
the security, Zhang et al. presented a privacy preservation
scheme by using improved ID-based authentication process
which generates digital signatures for vehicles’ anonymity.
However this scheme is vulnerable to themodification attacks
[68]. Moreover, the above ID-based signature techniques
lead to computational overhead because of bilinear pairing
calculations. Recently Qun et al. proposed linearly homo-
morphic signature schemes that allow performing linear
computations on authenticated data [69]. Qun et al. also
proposed a short homomorphic proxy signature scheme.
Proxy signature schemes permit an original signer to hand
over his/her signing authority to a proxy signer, so that
the proxy signer can sign on behalf of the original signer
[70].

Zhang et al. presented another asymmetric technique
based group signature method which allows RSUs to authen-
ticate messages from vehicles [41, 62]. Zhang et al. also
proposed RSU-aided authentication method using Hash
Message Authentication Codes for secure vehicular commu-
nication [71]. In the above scheme, RSUprovides a symmetric
key to each vehicle by a key agreement protocol. Jung et al.
also presented an RSU-aided privacy preservation technique



Wireless Communications and Mobile Computing 7

Ta
bl
e
2:
As

ym
m
et
ric

cr
yp
to
gr
ap
hi
cs

ol
ut
io
ns

fo
rV

A
N
ET

.

As
ym

m
et
ric

Cr
yp
to
gr
ap
hi
cs

ol
ut
io
ns

Se
cu
rit
y
Re

qu
ire

m
en
ts
su
pp

or
t

Li
m
ita
tio

ns
A
no

ny
m
ou

sk
ey
sa

nd
ce
rt
ifi
ca
te
s.

Au
th
en
tic

at
io
n/
Av

ai
la
bi
lit
y/
Pr
iv
ac
y
Pr
es
er
va
tio

n
C
om

pu
ta
tio

na
lh

ar
dn

es
s

ID
-b
as
ed

pr
ox
y
sig

na
tu
re
s

Au
th
en
tic

at
io
n/
Pr
iv
ac
y
Pr
es
er
va
tio

n/
N
on

-R
ep
ud

ia
tio

n
Vu

ln
er
ab
le
to

re
ve
al
pr
iv
at
ek

ey
El
lip

tic
Cu

rv
eC

ry
pt
og
ra
ph

y
Au

th
en
tic

at
io
n/
Av

ai
la
bi
lit
y/
Pr
iv
ac
y
Pr
es
er
va
tio

n
Vu

ln
er
ab
le
to

re
pl
ay

at
ta
ck

RS
U
-a
id
ed

Au
th
en
tic

at
io
n
M
et
ho

ds
Au

th
en
tic

at
io
n/
Pr
iv
ac
y
Pr
es
er
va
tio

n
C
om

pr
om

ise
on

an
RS

U
ca
n
re
su
lt
in

di
sc
lo
su
re

of
in
fo
rm

at
io
n

Sm
ar
tC

ar
ds

fo
ri
de
nt
ifi
ca
tio

n
M
es
sa
ge

au
th
en
tic

at
io
n/
pr
iv
ac
y
pr
es
er
vi
ng

St
or
ag
e



8 Wireless Communications and Mobile Computing

Table 3: Symmetric ciphers for vehicular network with respect to security requirements and attack mitigation.

Cryptographic Ciphers Security Requirements support Attack Mitigation
Blowfish Authentication/Availability Differential related-key attacks/Brute-force attack
PBAS Authentication/Availability/Confidentiality DoS attack, Impersonation attack
Camellia Authentication/Availability/Privacy Preservation Impersonation attack/DoS/Sybil attacks
CAST Authentication/Availability/Confidentiality Sybil/Impersonation attack/routing attacks

that assigns anonymous certificates to vehicles which helps to
minimize systemoverhead [72]. RSU-aided schemes however
become easy targets for the attackers because they are
semitrusted authorities. Compromise on an RSU can result
in disclosure of information.

Use of smart cards has also been suggested for authen-
tication and identification of vehicle under active attack
scenarios. Paruchuri et al. proposed smart cards in vehic-
ular networks for message authentication [73]. Smart cards
can store users private/public keys, real identity, and the
related certificates. However there are limitations regarding
the storage. Smart cards can only store small amount of
data whereas the data required to store private/public keys,
real identity, and the related certificates may exceed the
capacity.

4.2. Symmetric Algorithms. Symmetric algorithms often re-
quire less memory resources and tend to run comparatively
faster than asymmetric algorithms. A wealth of established
symmetric algorithms exists; among those the most promi-
nent representatives are the block ciphers: Advanced Encryp-
tion Standard (AES) and Data Encryption Standard (DES).
Other than block ciphers, there also exit several symmetric
stream ciphers, which prove to be even more efficient as
compared to block ciphers. Stream ciphers sometimes are
preferred for embedded applications; however block ciphers
are still more secure. We present the list of symmetric ciphers
that are proposed to meet the security requirements of
vehicular networks as shown in Table 3.

(1) Blowfish: Blowfish is a symmetric block cipher which
was designed by Bruce Schneier in 1993 [87]. It
provides an efficient encryption rate in software
based embedded devices. It is equipped with variable
length keys, which allows user to trade off between
security and speed. A simple encryption algorithm
makes it fast and efficient. Blowfish is a license-free
and unpatented cipher that is available for free for
almost all applications. However Blowfish cipher is
vulnerable to attacks on a class of keys known to be
weak [74]; therefore Blowfish users must select keys
carefully. Although it suffers from weak keys attacks,
there is no attack on S-boxes and subkeys generated
by cipher itself. If the private key is large enough then
brute-force key search is not possible. It is also secure
against differential related-key attack.

(2) PBAS: Proxy-based Authentication Scheme (PBAS)
allows proxy vehicles to authenticate multiple mes-
sages from other vehicles by using its computational

capacity. This scheme helps to reduce the load on
RSUs [75]. It also provides RSUs with an independent
and systematic mechanism to authenticate messages
from the proxy vehicle. In addition to this, PBAS is
also able to negotiate session key with other vehicles
to make the sensitive information confidential. PBAS
scheme continues working properly, even if few proxy
vehicles are compromised in the network, which
makes it fault tolerant. It is an effective security
scheme for efficient authentication in VANET.

(3) Camellia: Nippon Telegraph and Mitsubishi Electric
Corporation in 2000 joined together to develop a
symmetric cipher called Camellia [47, 76]. It has
the same security level and processing capacity as
compared to AES. It is compatible for both hard-
ware and software implementations on common 8-bit
processors as well as 32-bit processors, for instance,
cryptographic hardware, smart cards, and embedded
systems. Camellia provides high level security on
multiple platforms for embedded systems.

(4) CAST: Carlisle Adams and Stafford Tavares in 1996
created a symmetric cipher which was named as
CAST [77]. It is commonly a 64-bit block cipher
which also allows key sizes up to 128 bits and 256 bits.
CAST is used in applications of GPG and PGP as the
default symmetric cipher [74]. Canadian government
has approved it for the use of Secure Communication
Establishment. CAST cipher has the ability to survive
against linear and differential cryptanalysis attacks.

4.3. Lightweight Protocols. Based on asymmetric and sym-
metric cryptography, the following lightweight protocols
have been designed to enhance future automotive security
and meet the VANET security requirements as shown in
Table 4:

(1) ARAN: Authenticated Routing for Ad hoc Network
(ARAN) is based on Ad hoc On-demand Distance
Vector (AODV) routing protocol in which the third-
party CA presents signed certificate to vehicular
nodes [78]. Every new node joining the network
has to send request certificate to CA. All authorized
nodes are provided with the public-key of CA. ARAN
uses timestamps for route freshness and asymmetric
cryptographic technique for secure route discovery
authentication.

(2) SEAD: Secure and Efficient Ad hoc Distance (SEAD)
vector protocol is based on dynamic destination-
sequenced distance vector routing (DSDV) [79]. It
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Table 4: Lightweight Protocols for vehicular network with respect to security requirements and attack mitigation.

Lightweight Protocols Security Requirements Attack Mitigation
ARAN Message authentication/Integrity Impersonation/Eavesdropping/Replay
SEAD Authentication/Availability/Privacy Preservation Routing/DoS/Impersonation Attacks
Ariadne Availability/Privacy Preservation DoS/Routing/Replay attacks
SAODV/A SAODV Authentication/Availability/Privacy Preservation Impersonation/Bogus/information/Routing attack
OTC Availability Session hijacking
ECDSA Authentication Bogus information/Impersonation Attacks
RobSAD Confidentiality/Authentication/Integrity Sybil Attack
Holistic Authentication/Confidentiality Impersonation Attacks

works on one-way hash function for authentication
purpose. This protocol shields against incorrect rout-
ing. Destination-sequence number is used to avoid
long-lived route and ensure route freshness. The pro-
tocol applies intermediate node hashing to guarantee
the authenticity of each route.

(3) ARIADNE: This protocol is based on Dynamic
Source Routing (DSR) on-demand routing protocol
[80]. Ariadne works very efficiently with symmet-
ric cryptographic operations. It uses one-way hash
function and MAC authentication for secure com-
munication between nodes. Authorization is done by
using shared key. TESLA broadcast authentication
technology is source of Ariadne protocol that uses
TESLA time interval for authentication and route
discovery process.

(4) SAODV:This protocol was projected to embed secu-
rity in AODV [81]. Hash functions are used to protect
hop count and all messages are digitally signed to
ensure authenticity of routes. However, this approach
prevents the intermediate node to send any route
reply even if it knows the fresh route. This problem
can be solved by using Double Signature, but at the
cost of system complexity increase.

(5) A-SAODV: An extension of secure ad hoc on-
demand distance vector (SAODV) protocol was pro-
posed that has features of adaptive reply decisions.
Depending on the threshold conditions and queue
length, each intermediate node can make decision to
reply to source node [82].

(6) OTC: Generally, cookies are allotted per session
for session management purpose. One time cookie
(OTC) protocol is proposed to protect the system
from theft of SID and session hijacking [83].This pro-
tocol generates tokens for every request and attaches
them to the request by usingHMAC to avoid the reuse
of token.

(7) ECDSA: As the name suggests Elliptical Curve Digi-
tal Signature (ECDS) Algorithm uses digital signature
[84]. Asymmetric cryptographic operationswith hash
function provide security and authenticity to the
system.The sender and receiver both require agreeing
upon elliptical curve parameters.

(8) RobSAD:This protocol provides an efficient method
for Sybil attack detection [85]. Sybil node is identified
if two ormore nodes have similar motion trajectories.
Two different vehicles driven by different drivers
cannot hold same motion patterns, because each
person drives according to his own need and comfort.

(9) Holistic protocol: In this protocol, the authentication
of every vehicle is done by RSU [86]. Vehicles are
registered to RSU by sending a “Hello” message. In
response, the RSU sets up a registration ID (consisting
vehicle registration number and licence number) and
sends it to the vehicle. Further authentication is made
through certificate supplied by RSU. Data can only be
shared if the node is authenticated by RSU or else the
node is blocked.

4.4. Physical Layer KeyGeneration Schemes. There are certain
attacks that may attempt to extract the private key from
security devices. These types of attacks are known as side
channel attacks [88]. They are performed by observing
the electromagnetic radiations, power consumption, or the
timing behavior of an embedded device. After collecting
this information, the attacker attempts to extort the secret
key by utilizing signal processing techniques. Side chan-
nel attacks approve being severe threat in the real world
unless some extraordinary countermeasures are applied to
generate dynamic secret keys based on physical layer. The
basic advantage of generating dynamic key on physical
layer is that there is no direct key distribution process
involved. In the ideal condition, an eavesdropper cannot
obtain any information related to the secret key [89]. Secret
keys can be generated dynamically for two terminals by
using random characteristics of the communication channel
such as received signal strength (RSS), frequency phase
information, or secrecy wiretap channel codes as shown in
Figure 2. These random characteristics of channel are known
as channel state information (CSI). Recently there has been
focus on extracting similar feature from the channel which
can be used to generate dynamic secret keys on physical
layer.

The theoretical secrecy extraction characteristics from
the correlation of random source were first considered in
open literature in 1993 [90]. These schemes exploit random
characteristics of the physical layer to share secret keys. It
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Figure 2: Physical layer key generation schemes for vehicular
security.

is clearly shown that the correlated information of random
sources can be used to extract secret keys by communicating
over a shared channel, whereas the leaked information rate is
arbitrarily low to the eavesdropper.

The best attainable secret key generation rate is defined
as secret key capacity. Physical layer key generation scheme
has gained significant attention in recent years due to its
lightweight and information theoretic security features [88,
91–99].

The main challenge in physical layer key generation is
to find a proper random source for high key generation
rate. It is shown that there is a tradeoff between the public
communication rate and secret key generation rate in the key
agreement process [92, 93]. The random source is provided
by an artificial signal and secret key is generated by the quasi-
static fading channel [91]. Signals are sent if the channel
state of legitimate node has better correlation than that of
eavesdropper. However, the above approach contains certain
assumptions that are difficult to realize in practice. Recently
key generation in fast fading channels is a challenging issue
and limits the application related to vehicular communi-
cations. Physical layer based key generation schemes are
designed with the vehicle’s maximum speed up to 50mph
but their key generation rates are limited to 5 bit/s [100, 101].
Much attention is needed in this area to develop certain
schemes to improve the key generation rates. Moreover new
random characteristics of the fading channel need to be
explored in order to achieve higher key generation rates with
more security.

4.5. Comparison. In Table 5, we present a summary of asym-
metric, symmetric, and lightweight cryptographic techniques
for attack mitigation and security requirements support.
We also present the related references for the reader to
understand these security protocols that are a foundation
towards future automotive security. All protocols have their
own advantages and disadvantages. A designer may select

these protocols according to their own preferences. For
instance some protocols provide good authentication but
they are vulnerable to location based attacks; on the other
hand, some protocols provide strong privacy but they are
computationally complex. So there is a need to trade off
for the choice of best suitable algorithms for securing the
network. New standards can be developed by combining
the existing protocols or use in parallel with the tech-
niques presented in Table 5 to enhance the vehicular secu-
rity.

5. Conclusion

Information technology has achieved vital significance for
many new applications and services for automotive industry.
The majority of innovations in cars are mainly based on
software and electronic technology. Intelligent transportation
systems are developed, aiming to improve the efficiency
and safety of transportation systems. Security of these sys-
tems is a pivotal concern for next generation automotive
technology. Conventional cryptographic algorithms such as
public-key infrastructure, elliptic curve cryptography, HASH
functions, and symmetric key cryptography may not be
applied directly in vehicular networks due to their high
mobility and dynamic network topology. Vehicular networks
require real-time response and cannot tolerate delay in
communication. Therefore, the conventional protocols that
are developed for traditional networks fail to provide high
throughput performance, low latency, and reliability for
vehicular networks. So, there is a need to implement secure
lightweight cryptographic algorithms on small embedded
devices at acceptable execution time.

We argue that lightweight cryptographic protocols play
a vital role in order to tackle the upcoming security chal-
lenges in future automotive technology, especially regarding
vehicular safety and traffic efficiency. Security concerns for
the future automotive industry act as a barrier in the way
of extensive deployment of vehicular networks commercially.
There is a need for understanding security threats and
finding a solution to secure automotive technology by either
building new lightweight cryptographic protocols or even
using already existing algorithms in an efficient way. The
public acceptance for new technology in vehicular networks
can only be ensured by optimizing the security and privacy
of users.
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Smart mobile devices are playing amore andmore important role in our daily life. Cancelable biometrics is a promisingmechanism
to provide authentication to mobile devices and protect biometric templates by applying a noninvertible transformation to raw
biometric data. However, the negative effect of nonlinear distortion will usually degrade the matching performance significantly,
which is a nontrivial factor when designing a cancelable template. Moreover, the attacks via record multiplicity (ARM) present a
threat to the existing cancelable biometrics, which is still a challenging open issue. To address these problems, in this paper, we
propose a new cancelable fingerprint template which can not only mitigate the negative effect of nonlinear distortion by combining
multiple feature sets, but also defeat the ARM attack through a proposed feature decorrelation algorithm. Our work is a new
contribution to the design of cancelable biometrics with a concrete method against the ARM attack. Experimental results on public
databases and security analysis show the validity of the proposed cancelable template.

1. Introduction

Nowadays, mobile devices, e.g., smartphone, have become
one of our daily necessities. They are used to store personal
data and handle private communication. Unfortunately, there
are some privacy and security issues along with the use of
smartphones; for example, a user’s private data, e.g., photo,
contacts, and bank details, can be compromised, if his/her
smartphone without any protection is stolen or lost. Secret
knowledge-based approaches, e.g., password or PIN, are
commonly used for authentication. However, these methods
rely heavily on the user to ensure continued validity, and poor
use of password or PINmay lead to great security breaches [1].

Fingerprint recognition has been extensively used in
various applications, e.g., authentication on mobile devices.
With good recognition accuracy and high convenience,
fingerprint-based authentication systems hold more markets
than other biometrics, e.g., face, iris, and voice. Fingerprint
authentication is usually composed of two stages, the enroll-
ment stage and the verification stage [2]. In the enrollment

stage, feature data extracted from a captured fingerprint
image are considered as a template, which is stored in a
database. In the verification stage, the query feature data,
extracted in the same way as template feature data, are
comparedwith the stored template, and amatch or nonmatch
verdict will be made.

The use of fingerprint authentication systems elimi-
nates the need of remembering long passwords or PIN,
which is the disadvantages of traditional password- or PIN-
based authentication schemes. However, fingerprint-based
biometric systems have one main drawback; that is, once a
fingerprint is compromised, it will be lost forever. To address
this issue, cancelable fingerprint templates [3], among other
biometric template protection schemes, have been proposed.
Instead of storing raw fingerprint data as a template, it is
distorted through a one-way transformation function in the
enrollment stage. Such a transformation is intentional and
repeatable. One important property of cancelable fingerprint
templates is noninvertibility, which means that it should be
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computationally hard to recover the rawfingerprint data from
the transformed fingerprint template [4]. In the verification
stage, the same transformation is applied to the query data.
Matching between the transformed template and query is
conducted in the transformed domain. In this way, if the
stored template is compromised, a new version of it can be
generated by changing the transformation parameter(s) [5].

1.1. Related Work

1.1.1. Mobile Biometrics. A lot research effort has been
devoted to the design of more precise, usable, and secure
biometric authentication schemes on mobile devices. For
instance, in [16], Clarke and Furnell introduced a method
for authenticating users by getting them to input telephone
numbers or write text messages. This method is called
biometric keystroke analysis. In [17], KimandHongproposed
to use teeth together with voice to authenticate users, which is
the first research work using the teeth and voice combination.
The matching scores of each individual trait are calculated
and fused using aweighted-summation operation.The exper-
iments are conducted by using a dataset that contains one
thousand teeth images and voices collected by smartphones.
Later they proposed an enhanced multimodal authentication
system [18], which adds another biometric trait, face, on top
of teeth and voice to achieve better results.

In [19], Lee et al. designed amobilemultimodal biometric
system based on finger-vein and fingerprint. The proposed
system can obtain fingerprint and finger-vein images simul-
taneously and also is able to overcome some limitations
of unimodal biometric systems, e.g., lack of accuracy. In
[20], Tao and Veldhuis developed a face-based biometric
authentication system on mobile devices, which contained
detailed information about the process, including face detec-
tion, registration, illumination normalization, verification,
and information fusion.

In [21], Chen et al. proposed a fingerprint-based
remote authentication method using mobile devices. In their
method, both fingerprint and password are involved to
improve the security level of the system. Moreover, hashing
functions are used to implement mutual authentication. In
[22], a palmprint-based recognition system is proposed for
mobile devices. Specifically, a hand-shaped guide window
is introduced for fast image acquisition and an enhanced
competitive code is used to cope with image variation.

In [23], Rattani et al. investigated gender prediction from
ocular images acquired by smartphones so as to enhance
the accuracy of the integrated biometric authentication and
mobile healthcare system. In [24], Marsico et al. compared
the performance of several participantmethods in theMobile
Iris Challenge Evaluation-1 contest. Furthermore, some anal-
ysis is given to image covariate and interoperability.

Several survey papers, e.g., [25, 26], discussed the bio-
metric authentication methods on mobile devices, including
current development, trends, and challenges.The significance
of template protection onmobile devices is described in [26].
However, we notice that most of above-mentioned biometric
authentication methods do not protect the biometric tem-
plate on mobile devices, which potentially put important

personal information at risk.With good recognition accuracy
and high convenience offered by fingerprint, in this paper,
we propose a fingerprint-based authentication system using
the cancelable technique to provide template protection on
mobile devices.

1.1.2. Cancelable Biometrics. The concept of cancelable bio-
metrics was initiated by Ratha et al. in [27]. Later, they
constructed a practical cancelable fingerprint authentication
system [4] by using three different transformation functions,
namely, Cartesian transformation, polar transformation, and
functional transformation. The transformation functions are
able to distort the fingerprintminutiae feature into a new data
format. This method is registration-based and hence relies
on precise detection of the reference points, e.g., singular,
core, or delta points. However, fingerprint uncertainty caused
by displacement, nonlinear distortion, and rotation during
the process of fingerprint capturing is unavoidable, thus
making accurate registration hard to achieve. A match-
ing error can possibly be caused by a registration error
[28].

To relinquish the process of global registration and
also reduce the impact of nonlinear distortion [29, 30],
registration-free local structure based methods have been
proposed; see, e.g., [5–11, 13, 14, 31–40]. In [5], Yang et al.
proposed a cancelable template design based on geometric
transformation. Each local Delaunay triangle-based structure
instead of each single minutia acts as a unit to be transformed
under the guidance of two transformation matrices. In [31],
Farooq et al. presented a cancelable fingerprint template
based on a set of triangles derived from any three minutiae.
The features extracted from the set of triangles are further
converted into the binary format.Then this binary string was
randomly permuted into a different feature representation
under the conduct of a user specific key. The cancelability
of the feature representation can be achieved by applying
different keys. Lee et al. [32] proposed an approach to
calculating a rotation- and translation-invariant value from
the orientation information of neighboring local regions
around each minutia. The invariant value is then utilized
as the input of two transformation functions to generate
transformed features. The cancelable template is governed
by these two transformation functions. In [33], in order to
avoid global alignment, the authors used localized matching,
which consists of matching minutia triplets constructed by
eachminutia and its two nearest neighbors. Invariant features
extracted from these triplets are varied and secured by
the symmetric hash functions. A major drawback of this
approach is the assumption that the genuine query sample
minutiae, being described as locations in a complex plane,
are linearly transformed from the template minutia set.
However, the most challenging issue for fingerprint minutia-
based matching is the nonlinear elastic distortion of minutia
locations. Therefore, this assumption is not realistic. Ahn
et al. [6] applied geometrical properties, e.g., local relation,
from minutiae triplets to hiding the minutiae information.
Generation of these geometrical features is conducted via a
transformation function in an attempt to keep the discrimi-
nating capability.
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In [7], Yang et al. introduced the geometrically aligned
and protected minutia vicinity for template protection. The
proposed method transforms the original minutia vicinity
by adding some parameter guided offsets into each minutiae
group so as to destroy the original local topological relation-
ship among those minutiae. The original minutia vicinity is
defined by a minutia together with its𝑀 closest neighboring
minutiae. In [34], minutia pairs applying redundant combi-
nations of two minutiae points are formed to counter some
image noise. A bit-string cancelable template is derived from
the minutia pairs. Similarly to [31], the same user specific
tokens are used to guarantee that the bit-string features are
permuted in the same manner during both enrollment and
verification stages. A different local structure represented by a
3D array was proposed in [35]. In this structure, eachminutia
is chosen as the reference point andotherminutiae are rotated
and translated based on the orientation and position of the
reference point so as to map the minutiae into the 3D array.
Each minutia after transformation falls into a specific cell of
the 3D array and each cell is marked as 1 if more than one
minutia locates in it; otherwise it is marked as 0. A resultant
bit-string is then permuted by using a user specific PIN.
Yang et al. [8] proposed to use a dynamic random projection
method to protect the biometric features extracted from local
structures composed of a reference minutia and three closest
minutiae around it. Although this method can dynamically
choose a projection matrix from a set of candidate projection
matrices, it is a primitive direct biometric key generation
technique, which has poor error tolerance for low quality
fingerprint images.

Ahmad et al. [9] built a pair-polar coordinate-based
alignment-free structure. The pair-polar structure uses the
relative position of each minutia to other minutiae in a
polar coordinate space. Three local features are extracted
from any two minutiae and then a functional transformation
is applied to these local features to achieve the resultant
cancelable template. In [36], a circular region is constructed
around each minutia and the circular region can be divided
into different levels according to different radiuses. Then
the circular regions are encrypted by two transformation
functions and stored as the cancelable template. In [37],
Jin et al. generated a revocable fingerprint template via a
polar grid-based method. For each reference minutia, the
polar transform is performed first to align the remaining
minutiae. After that, a 3-tuple quantization technique is
utilized to generate the local feature in the formof a bit-string.
The user specific token based permutation technique is also
utilized for feature transformation. Das et al. [38] proposed
to use the minimum distance graphs, which involve a set
of interminutia minimum distance vectors starting from the
core point, as rotation- and translation-invariant features to
conduct hash transformation so as to protect the original
template.

In contrast to the pair-polar based structure proposed
in [9], Wang and Hu [10–12, 41] mainly considered the
noninvertible transformation functions. In [10], a densely
infinite-to-one mapping method is presented to accomplish
the transformation; in [11], a curtailed circular convolution
is used to achieve noninvertible transformation; in [41],

the identifiability condition in blind channel estimation is
deliberately violated to protect the source input—the binary
string’s frequency samples; and, in [12], the binary bio-
metric representations are securely protected by the partial
Hadamard transformation, which transforms them into com-
plex vectors. In [39],Wong et al. designed amultiline code for
generating the cancelable fingerprint template. The multiline
code is a string-based minutia descriptor extracted from a
set of minutiae surrounding a virtual line within a specified
range. Then a user specific secret key guided permutation is
performed to achieve feature transformation. In [13], Jin et al.
developed a two-dimensional random projection technique
to secure the minutiae-based fingerprint template generated
from minutia vicinities. Each minutia vicinity is formed
by a minutia and three nearest minutiae around it. The
feature matrix generated from a set of minutia vicinities is
transformed/mapped onto a random subspace determined by
an external orthogonal random matrix, which is generated
by a user specific token. In [14], Jin et al. adopted the same
local structure as [13] but incorporated a different noninvert-
ible transformationmethod named randomized graph-based
hamming embedding (RGHE) to protect the original fea-
tures. In [40], Zhang et al. presented two methods, which are
a designed combo plate and a functional transformation, to
produce cancelable templates based on theMCC code, which
associates a local structure to eachminutia [42]. Note that the
method named P-MCC in [42] is not a cancelable template as
it does not provide the property of revocability. Subsequently,
a partial permutation based scheme named 2P-MCC [15]
was proposed to add revocability to P-MCC. However, 2P-
MCC suffers from the ARM. P-MCC is not revocable, which
means that the feature vector �̂� that contains 𝑘 binary values
in P-MCC remains unchanged in different applications. The
2P-MCC scheme uses a user specific key 𝑠 as the index
and chooses 𝑐 (0 < 𝑐 ≤ 𝑘) binary values from those 𝑘
binary values of �̂� to create a new feature vector �̈�. When
unlinkability is required, at least one element of the 𝑐 binary
values from any two templates, e.g., �̈�, should be different.
By combining templates from at most (k-c+1) applications,
the feature vector �̂�can be restored. Once feature vector 𝑉
is obtained by the adversary and due to �̂� being the same in
different applications, the adversary can verify the correctness
of the inverted feature generated from template �̈� and the
user specific key s by comparing it with �̂�.

In [43], Kaur and Khanna presented a cancelable biomet-
ricmethod, named randomslop,which can reduce the feature
dimensions by up to 75%. This method has been tested on
many biometric databases, such as face, palmprint, palmvein,
and fingervein, except fingerprint, although it can be imple-
mented to fingerprint features. In order to further enhance
recognition accuracy and security of cancelable unibiometric
systems, in [44], Paul et al. developed a cancelable biometric
template creation algorithm using random biometric feature
fusion, random projection, and selection based on face and
ear. In [45], Yang et al. proposed a fingerprint and finger-
vein based cancelable multibiometric system, in which a
feature-level fusion strategy with three fusion options are
designed. In the meantime, an enhanced partial discrete
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Figure 1: A polar space centering around minutia𝑚0.

Fourier transform based noninvertible transformation is
applied.

1.2. Motivation and Contributions. From the above-men-
tioned cancelable fingerprint template systems, it is observed
that the rotation- and transformation-invariant local region
based structures are employed and the main difference
between these local structures is the region size. For example,
small-sized local structures are used in [6–8, 13, 14, 33]. In
these systems, the local structures are only composed of
one reference minutia and two or three of its neighboring
minutiae. Small-sized structures can resist nonlinear distor-
tion to some extent. However, since these local structures
only contain a moderate number of minutiae, the feature
data extracted from them are not discriminative enough. By
contrast, relatively large local structures are employed in [9–
11, 31, 34, 35, 37–40]. Large-sized structures consist of more
minutiae and tend to include relatively more information
that can be exploited for matching. However, the positional
change of minutiae for large-sized structures is likely to
occur under nonlinear distortion, especially when minutiae
are located far away from the reference point. Because of
nonlinear distortion, for example,minutiae𝑚1,𝑚2, and𝑚3 in
the template image and their correspondingminutiae𝑚1,𝑚2,
and 𝑚3 in the query image are possibly located in different
cells in a polar coordinate system, as shown in Figure 1. To
strike a balance and achieve good matching performance,
some authors [32, 36] proposed to use parameters to control
the region size. However, testing different parameter settings
in a practical authentication process would create additional
computational load and resource burden or even be infeasi-
ble.

Another issue that troubles the existing cancelable tem-
plate systems is the security concern. The methods in

[5, 31, 34, 35, 37, 39] use permutation matrices for feature
transformation. Since the permutation functions are invert-
ible [10], original fingerprint features are not secured safely
if the permutation matrices are compromised. Although the
methods in [7, 9–15, 40, 41] that use the noninvertible many-
to-onemapping strategy can avoid the above issue, they suffer
from the attacks via record multiplicity (ARM) [46, 47],
if multiple transformed templates and their corresponding
transformation parameters are acquired by an adversary.
Readers can refer to [46, 47] for more details about the ARM.

To address the above issues, in this paper, we propose a
new cancelable fingerprint template system. Not only can the
proposed system reduce the impact of nonlinear distortion on
those minutiae that are located far away from the reference
point, but it also can defend the system against the ARM
attack. In particular, the new cancelable fingerprint template
system processes both local and global structures and fuses
two different schemes at the score level, so that the overall
system achieves better recognition accuracy than a single
scheme only. The overall processing flow of the proposed
system is shown in Figure 2. Specifically, in the enrollment
stage, two feature sets, the polar coordinate-based feature
set (T1) and the Delaunay triangulation-based feature set
(T2), are extracted from the polar coordinate-based local
structure and Delaunay triangulation-based global structure,
respectively. Next, feature set T1 is processed by the pro-
posed feature decorrelation algorithm and then varied by
a random projection transformation function. Feature set
T2 is permutated under the guidance of the feature codes.
Both transformed feature sets, T1 and T2, are stored in the
database. In the verification stage, the same transformations
used in the enrollment stage are applied to the query feature
sets, Q1 and Q2. Matching between the transformed template
and query feature sets is conducted in the transformed
domain.

The main contributions of this paper are highlighted as
follows.

(1) Two schemes, polar coordinate-based scheme and
Delaunay triangulation-based scheme, are utilized and fused
on the score level. Specifically, the polar coordinate-based
scheme uses the feature set from the polar coordinate space
and acts as our basic scheme, which can provide reasonable
feature discrimination. The Delaunay triangulation-based
scheme that uses the feature set from Delaunay triangulation
serves as a complement to the basic scheme. It can effectively
reduce the negative impact of nonlinear distortion on the
minutiae that are located far away from the referenceminutia.
As a result, compared with the system that only uses the
polar coordinate-based scheme, higher recognition accuracy
is achieved.

(2) A main reason that cancelable biometrics suffer the
ARM attack is due to feature correlation which exists among
cancelable templates stored across multiple applications but
actually derived from the same biometric features. To address
the issue, we propose a feature decorrelation algorithm so
that the feature vectors, which are generated from the same
feature set, are uncorrelated in different applications.Without
feature correlation, the adversary would not have adequate
information to determine the original feature data.
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Figure 2:The overall processing flow of the proposed system (Features T1, T2, Q1, andQ2 represent the feature sets from the polar coordinate-
based structure and Delaunay triangulation-based structure of the template image and query image, respectively).

The rest of the paper is organized as follows. In Sec-
tion 2, two feature sets, polar coordinate-based feature set
and Delaunay triangle-based feature set, are introduced.
The proposed cancelable fingerprint authentication system,
which can defeat the ARM attack, is presented in Section 3.
In Section 4, experimental results and security analysis are
demonstrated and discussed. The conclusion is given in
Section 5.

2. Generation of Two Feature Sets

In this section, we introduce two feature sets that are
extracted from the polar coordinate-based and Delaunay
triangulation-based structures, respectively.These two struc-
tures are derived from the same minutiae set of a fingerprint
image. Each polar coordinate-based structure is composed of
a referenceminutia and otherminutiae in a predefined range.
The use of the polar coordinate system allows the relation-
ships between the referenceminutia and other minutiae to be
readily defined and measured. The Delaunay triangulation-
based structure formed by a set of minutiae is a triangulation
where no minutia in that set of minutiae is inside the
circumcircle of any triangle in the triangulation. Specifically,
given a set of minutiae 𝑀 = (𝑚0, 𝑚1, 𝑚2, . . . , 𝑚𝑁−1),
where 𝑁 is the number of minutiae, each minutia 𝑚𝑖∈[0,𝑁−1]
can be represented by a vector (𝑥𝑖, 𝑦𝑖, 𝜃𝑖, 𝑡𝑖), where 𝑥𝑖 and𝑦𝑖 are the 𝑥, 𝑦 coordinates in the Cartesian coordinate
system, 𝜃𝑖 is the orientation in the range of [0, 2𝜋), and
𝑡𝑖 is the minutia type. For each fingerprint image, the
following two feature sets are generated from the above two
structures.

2.1. Polar Coordinate-Based Feature Set. In the polar coordi-
nate-based structure, if the minutia, e.g.,𝑚0, is considered as
the origin of the polar coordinate and the remainingminutiae
in range of 𝑅 (=300 pixels) are rotated and translated with
respect to𝑚0 such that the orientation of𝑚0 equals 0 degree
in the polar coordinate system, then any minutia 𝑚𝑖∈[1,𝑁−1]
can be converted and expressed as a triplet (𝜌𝑖, 𝛼𝑖, 𝛽𝑖), where0 < 𝜌𝑖 ≤ 300 is the radial distance, 0 < 𝛼𝑖 ≤ 2𝜋 is the radial
angle, and 0 < 𝛽𝑖 ≤ 2𝜋 is the relative orientation of minutia
𝑚𝑖 to 𝑚0. An example of the polar space centered around
minutia 𝑚0 is shown in Figure 1. In order to tolerate small
distortion, polar grid-based quantization [35] is performed
on all the minutiae in the range of 𝑅. We assume that the
step sizes of 𝜌𝑖, 𝛼𝑖, and 𝛽𝑖 are 𝑠𝜌, 𝑠𝛼, and 𝑠𝛽, respectively
(5 ≤ 𝑠𝜌 ≤ 20 and 𝜋/12 ≤ 𝑠𝛼, 𝑠𝛽 ≤ 2𝜋/9). Then the
polar space centered around 𝑚0 can be quantized into a
3D cube containing 𝑙𝐶 = 𝐿 × 𝑆 × 𝐻 cells, where 𝐿 =
⌊𝑅/𝑠𝜌⌋, 𝑆 = ⌊2𝜋/𝑠𝛼⌋, and 𝐻 = ⌊2𝜋/𝑠𝛽⌋. The cell where the
minutia 𝑚𝑖 is located in the 3D cube is (𝜌𝑞𝑖 , 𝛼𝑞𝑖 , 𝛽𝑞𝑖 ), where𝜌𝑞𝑖 = ⌊𝜌𝑖/𝑠𝛽⌋, 𝛼𝑞𝑖 = ⌊𝛼𝑖/𝑠𝛼⌋, and 𝛽𝑞𝑖 = ⌊𝛽𝑖/𝑠𝛽⌋. By this
means, we obtain a vector 𝑃(𝑚0) of length 𝑙𝐶 containing
only ‘0’s and ‘1’s, in which ‘1’ means the appearance of one
or more minutiae in the corresponding cell. 𝑙𝐶 varies under
different parameter settings of 𝑠𝜌, 𝑠𝛼, and 𝑠𝛽. It is obvious
that when these parameter settings change, the value of 𝑙𝐶
changes accordingly. In our application, different parameter
settings are chosen for different databases in order to achieve
best performance. Within the value range of these parameter
settings, the largest value of 𝑙𝐶 that can be obtained is 34560.
Therefore, we use a fixed value of 𝑙𝐶 = 34560 for all the chosen
databases and pad ‘0’ to those feature vectors with elements
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Figure 3: An example of (a) Voronoi diagram, (b) Delaunay triangulation (bold line).

less than 34560. By applying the above approach to every
minutia in the set of minutiae 𝑀 = (𝑚0, 𝑚1, 𝑚2, . . . , 𝑚𝑁−1),
a polar coordinate-based feature set 𝐶 = {𝑃(𝑚𝑖)}𝑁−1𝑖=0 is
generated.

2.2. Delaunay Triangulation-Based Feature Set. As a comple-
ment to the polar coordinate-based feature set, we propose
the second feature set, which is extracted from the Delaunay
triangulation-based structure and takes advantage of the
desirable features [48–50] of Delaunay triangulation. In the
presence of nonlinear distortion, Delaunay triangulation has
a stable local neighborhood structure. Minutiae will keep
the same neighboring structure if the nonlinear distortion
does not move minutiae out of the tolerance region. Also,
noise in fingerprint images influences the Delaunay triangu-
lation only locally. Spurious or missing minutiae affect only
those local Delaunay structures which contain them. A brief
description about the generation of a Delaunay triangulation
is given below; readers can refer to [51] for more details.

For the set of minutiae 𝑀 = (𝑚0, 𝑚1, 𝑚2, . . . , 𝑚𝑁−1),
a Voronoi tessellation, which divides the whole fingerprint
image region into several smaller regions centering on each
minutia, is created first as shown in Figure 3(a). All the
points in the region around 𝑚𝑖 are closer to 𝑚𝑖 than to any
other minutia. The Delaunay triangulation is generated by
connecting the centers of every neighboring region as shown
in Figure 3(b).

Assume that there are 𝑁1 Delaunay triangles generated
from 𝑁 minutiae; several invariant features can be defined
from eachDelaunay triangle. Taking triangleΔ𝑚1𝑚2𝑚3 as an
example, four rotation- and translation-invariant features are
defined as follows:

(i) 𝑜𝑚1𝑚2 is the orientation differences between 𝑚1 and𝑚2.
(ii) 𝑙𝑚2𝑚3 is the length of edge𝑚2𝑚3.

(iii) 𝛼𝑚3 is the angle between edge𝑚1𝑚3 and𝑚2𝑚3.
(iv) 𝑡𝑚1𝑚2𝑚3 is the concatenation of minutia type of 𝑚1,𝑚2, and𝑚3.

0 < 𝑜𝑚1𝑚2 ≤ 2𝜋, 0 < 𝑙𝑚2𝑚3 ≤ 300, and 0 < 𝛼𝑚3 ≤ 2𝜋. A
feature data set, e.g., 𝑓𝑚1𝑚2𝑚3 = (𝑜𝑚1𝑚2 , 𝑙𝑚2𝑚3 , 𝛼𝑚3 , 𝑡𝑚1𝑚2𝑚3),
can be extracted from each Delaunay triangle. To tolerate
the variation caused by nonlinear distortion that is inherent
in fingerprint images, quantization is applied to each feature
set. The quantization step sizes are set to be 𝑠𝑜, 𝑠𝑙, and 𝑠𝛼 for𝑜𝑚1𝑚2 , 𝑙𝑚2𝑚3 , and 𝛼𝑚3 , respectively (15 ≤ 𝑠𝑙 ≤ 25, 𝜋/12 ≤
𝑠𝑜, 𝑠𝛼 ≤ 𝜋/9). Each element of𝑓𝑚1𝑚2𝑚3 , after quantization, can
be expressed as 𝑜𝑞𝑚1𝑚2 , 𝑙𝑞𝑚2𝑚3 , 𝛼𝑞𝑚3 , and 𝑡𝑚1𝑚2𝑚3 . If 𝑜𝑞𝑚1𝑚2 , 𝑙𝑞𝑚2𝑚3 ,𝛼𝑞𝑚3 , and 𝑡𝑚1𝑚2𝑚3 are represented by 𝑎1, 𝑎2, 𝑎3, and 𝑎4 bits,
respectively, then the triangle Δ𝑚1𝑚2𝑚3 can be represented
by a bit-string 𝑓𝑞𝑚1𝑚2𝑚3by putting them in sequence together.
The integer value of this bit-string falls in the range of [0, 𝑙𝐷−1], where 𝑙𝐷 = 2𝑎1+𝑎2+𝑎3+𝑎4 . With 𝑁1 Delaunay triangles
constructed from a given fingerprint image, each of them
should match a value in [0, 𝑙𝐷 − 1] and so the corresponding
bin is indexed by 1, as shown in [34]. As a result, the Delaunay
triangulation-based feature set can be represented by a binary
vector𝐷 of length 𝑙𝐷.

We now explain why we add the second feature set. In
the Delaunay triangulation-based feature set, each Delaunay
triangle rather than each minutia is treated as a feature unit
because a Delaunay triangle is more robust against nonlinear
distortion than each individual minutia. For example, as
mentioned in Section 1, minutiae 𝑚1, 𝑚2, and 𝑚3 in the
template image may not seem to match their corresponding
minutiae 𝑚1, 𝑚2, and 𝑚3 in the query image in a polar
coordinate system since they fall in different cells due to
nonlinear distortion, as shown in Figure 1. However, if we
consider the triangle Δ𝑚1𝑚2𝑚3 constituted by minutiae 𝑚1,𝑚2, and 𝑚3 as a unit, no matter where Δ𝑚1𝑚2𝑚3 is moved,
features such as the edge length and angle, extracted from it,
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Figure 4: Delaunay triangulation-based structure centering around
𝑚0.

still remain invariant. Thus, using these features, Δ𝑚1𝑚2𝑚3
and Δ𝑚1𝑚2𝑚3 can match each other.

3. Design of the Cancelable Fingerprint
Authentication System

In this section, we present the two general stages included
in the proposed cancelable fingerprint authentication
system.

3.1. Enrollment Stage. In the enrollment stage, the original
feature sets are transformed. The detail of the enrollment
stage is explained below.

Given a template image 𝐹𝑇 (letter 𝑇 means template),
the untransformed feature sets 𝐶𝑇 and 𝐷𝑇 as introduced in
Section 2 can be extracted from the polar coordinate-based
and Delaunay triangulation-based structures as shown in
Figure 4. However, feature sets 𝐶𝑇 and 𝐷𝑇 are vulnerable.
Because if the adversary acquires the vector𝐶𝑇, he/she would
be able to know the minutiae’s location in the 3D cube.
Subsequently the feature triplet (𝜌, 𝛼, 𝛽) of each minutia
can be recovered. Similarly, it is not difficult to reveal the
originalminutiae information from𝐷𝑇. Hence, it is crucial to
protect the feature sets 𝐶𝑇 and 𝐷𝑇. To achieve this, the polar
coordinate-based scheme and the Delaunay triangulation-
based scheme are utilized to protect each element of 𝐶𝑇 and𝐷𝑇, respectively.
3.1.1. The Polar Coordinate-Based Scheme. In the polar co-
ordinate-based scheme, the feature set is processed by a
feature decorrelation algorithm and then varied by a random
projection matrix M generated under the participation of a
user specific key 𝑘𝑝𝑚.The loss of key 𝑘𝑝𝑚means the loss of the
projectionmatrixM.The feature decorrelation algorithmcan

INPUT: the original feature 𝑃(𝑚𝑖)
Process:
Step 1: Each position 𝑉𝑝 of value 1 that is located in
the binary string 𝑃(𝑚𝑖), is input into a folding
function 𝑓𝑃 = mod(𝑉𝑝, 𝐿𝐶), where 𝐿𝐶 is an
application-specific parameter and set to be smaller
than 𝑙𝐶. mod(⋅) is a modulo operation, for example,
mod(7,5) = 2 and mod(12,5) = 2.
Step 2: With each value of 1 in 𝑃(𝑚𝑖) relocated to a
new position depending on 𝑓𝑃, a new binary string
P(𝑚𝑖) of length 𝐿𝐶 is generated.
Step 3: P(𝑚𝑖) is converted into a real-value vector
through the Discrete Fourier Transform (DFT) as
P(𝑚𝑖) = 𝐷𝐹𝑇(P(𝑚𝑖)).
OUTPUT: decorrelated feature P(𝑚𝑖)

Algorithm 1: Feature decorrelation algorithm.

eliminate feature correlation in different applications, thus
making it robust against the ARM attack.

For an element, e.g., 𝑃(𝑚0), of the feature set 𝐶𝑇 =
{𝑃(𝑚𝑖)}𝑁𝑇−1𝑖=0 , where 𝑁𝑇 is the number of minutiae in the
template image 𝐹𝑇, before performing random projection, it
is first processed by the feature decorrelation algorithm as
shown in Algorithm 1. This feature decorrelation algorithm
is useful because 𝑃(𝑚𝑖) only includes values of 1 and 0 and
has a sparse distribution, which might restrict the search
space if the random projection is directly implemented on
it. Furthermore, if 𝐶𝑇 is applied in multiple applications,
its feature correlation can be utilized by the adversary to
launch the ARM attack. For the above reasons, Algorithm 1
is proposed to eliminate feature correlation in different
applications.

It follows from Steps 1 and 2 in Algorithm 1 that the
new binary stringP(𝑚𝑖), generated from the original feature
𝑃(𝑚𝑖), can be varied by simply adjusting the application-
specific parameter𝐿𝐶 in different applications.Note that even
if one bit in P(𝑚𝑖) is changed, the output vector P(𝑚𝑖) will
be totally different due to the nature of the Discrete Fourier
Transform (DFT) in Step 3. Therefore, feature correlation
does not exist in the real-value vector P(𝑚𝑖) used in different
applications.

Themodulo operation in Step 1 is amany-to-onemapping
and controlled by the parameter 𝐿𝐶. Different 𝐿𝐶 values may
lead to varying matching performance, which is discussed in
Case 3 of Section 4.1. Under the assumption that the random
projection based transformation is conquered, the modulo
operation might not be strong enough to safeguard 𝑃(𝑚𝑖)
from the compromisedP(𝑚𝑖) if 𝐿𝐶 is set to be a large value.
For example, when 𝑙𝐶 = 34560 and 𝐿𝐶 is set to be 20000,
for values of ‘1’ that appear in P(𝑚𝑖) from positions 1 to
14560, e.g., 123, its original position in 𝑃(𝑚𝑖) only has three
possible locations, either 123 or 20123 or both. To increase
security, we further propose Algorithm 2 as an enhancement
of Algorithm 1.

Algorithm 2 produces a binary code based segment
permutation before carrying out the steps in Algorithm 1.
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INPUT: the original feature 𝑃(𝑚𝑖)
Process:
Step 1: 𝑃(𝑚𝑖) is divided into two parts, 𝑃1 and 𝑃2,
where 𝑃1 contains the first 𝐿𝐶 elements of 𝑃(𝑚𝑖),
while 𝑃2 contains the remaining elements.
Step 2: 𝑃1 is evenly divided into𝑁𝑆 segments, so
𝑃1 = {𝑆𝑗}𝑁𝑠𝑗∈1 and each segment 𝑆𝑗 is of length 𝐿𝑆 = 𝐿𝐶/𝑁𝑆.
Step 3: For each segment 𝑆𝑗, calculate 𝜙𝑗 = 𝑠𝑢𝑚(𝑘 ∗ 𝑆𝑗(𝑘)),
where 1 ≤ 𝑘 ≤ 𝐿𝑆. 𝜙𝑗 is a weighted sum of
position 𝑘 and its binary value for segment 𝑆𝑗. Then
all the elements in 𝑆𝑗 are circularly shifted left by 𝜙𝑗
bits to generate a permutated segment 𝑆𝑗.
Step 4: All the permutated segments {𝑆𝑗}𝑁𝑠𝑗∈1 are
concatenated into a new binary vector 𝑃1 , which is
further concatenated with 𝑃2 to create a binary vector𝑃(𝑚𝑖) = 𝑃1 ‖ 𝑃2
Step 5: Perform Steps 1 to 3 in Algorithm 1 with
input 𝑃(𝑚𝑖).
OUTPUT: decorrelated feature P(𝑚𝑖)

Algorithm 2: Enhanced feature decorrelation algorithm.

The segment permutation is guided by an on-the-fly binary
code 𝜙𝑗 = 𝑠𝑢𝑚(𝑘 ∗ 𝑆𝑗(𝑘)), which is calculated using the
elements’ positions and values instead of a user specific key, so
its security does not suffer from the lost key attack. Moreover,
the binary code 𝜙𝑗 is calculated based on just 𝐿𝑆 binary
elements in 𝑆𝑗, which is only a portion of the original feature
𝑃(𝑚𝑖). This means that the error in one 𝜙𝑗 does not affect
the permutation of other segments of 𝑃(𝑚𝑖). The parameter
𝐿𝑆 is the length of each segment, which impacts on the
matching performance and security strength. A larger value
of 𝐿𝑆 means that it would require more computational effort
to invert 𝑆𝑗 to 𝑆𝑗, but it would be more likely to cause errors
in 𝜙𝑗, thus having a negative effect on matching accuracy.
Thematching performance and security related to parameter
𝐿𝑆 are discussed in Case 3 of Section 4.1 and Section 4.4,
respectively.We remark that Algorithm 2 offers an alternative
pathway for tighter security at the expense of performance,
as shown in Section 4.1 and that when 𝐿𝑆 = 1, Algorithm 2
reverts to Algorithm 1.

The output vector P(𝑚𝑖) of Algorithm 1 or 2 is then
transformed by projecting onto a random space with the help
of the random projection matrix M of size 𝑋 × 𝑌, where
𝑋 = 𝐿𝐶. The transformation of P(𝑚𝑖) using the random
matrixM can be compactly expressed by

�̂� (𝑚𝑖) = P (𝑚𝑖) ×M, (1)

where �̂�(𝑚𝑖) is the inner product of P(𝑚𝑖) and M. The
above transformation makes the dimension of transformed
feature P(𝑚𝑖) reduced to Y so that the feature set P(𝑚𝑖) is
protected. Different values of Y affect the performance of the
proposed system, which is discussed in Section 4. Moreover,
revocability is achieved—a new template can be issued easily
by just changing the user specific key 𝑘𝑝𝑚, which is analyzed
in Section 4. By applying Algorithm 1 or 2, and random

projection to each element of 𝐶𝑇, 𝐶𝑇 can be transformed to
be 𝐶𝑇 = {�̂�(𝑚𝑖)}𝑁𝑇−1𝑖=0 .

3.1.2. The Delaunay Triangulation-Based Scheme. In the De-
launay triangulation-based scheme, the feature set𝐷𝑇, which
is a binary vector of length 𝑙𝐷, is transformed by permutation
guided by feature codes. Specifically, for each triangle, e.g.,
Δ𝑚1𝑚2𝑚3, a feature code is calculated first. Some stable local
features can be used to obtain the feature code.These features
are defined as follows:

(i) 𝑜𝑚2𝑚3 is the orientation differences between 𝑚2 and𝑚3.
(ii) 𝑙𝑚1𝑚2 is the length of edge𝑚1𝑚2.
(iii) 𝑙𝑚1𝑚3 is the length of edge𝑚1𝑚3.
(iv) 𝛼𝑚1 is the angle between edges𝑚1𝑚2 and𝑚1𝑚3.

0 < 𝑜𝑚2𝑚3 ≤ 2𝜋, 0 < 𝑙𝑚1𝑚2 , 𝑙𝑚1𝑚3 ≤ 300, and 0 < 𝛼𝑚1 ≤ 2𝜋.
Quantization is applied to each of these features to tolerate
small variation. Accordingly, a quantized four-element array
𝑓𝑞𝑚1𝑚2𝑚3 = [𝑜𝑞𝑚1𝑚2 , 𝑙𝑞𝑚1𝑚2 , 𝑙𝑞𝑚1𝑚3 , 𝛼𝑞𝑚1] can be extracted from
triangle Δ𝑚1𝑚2𝑚3 which is further input into (2), based on
[52], to generate the feature code𝑓𝑐𝑚1𝑚2𝑚3 , which corresponds
to the triangle Δ𝑚1𝑚2𝑚3, as follows:

𝑓𝑐𝑚1𝑚2𝑚3 = Υ3𝑓𝑞𝑚1𝑚2𝑚3 (4) + Υ2𝑓𝑞𝑚1𝑚2𝑚3 (3)
+ Υ1𝑓𝑞𝑚1𝑚2𝑚3 (2) + Υ0𝑓𝑞𝑚1𝑚2𝑚3 (1) ,

(2)

where Υ = 𝑓(𝑓𝑞𝑚1𝑚2𝑚3(1), . . . , 𝑓𝑞𝑚1𝑚2𝑚3(4), Φ). Υ is the
output of function 𝑓(⋅) corresponding to inputs 𝑓𝑞𝑚1𝑚2𝑚3(1)
to 𝑓𝑞𝑚1𝑚2𝑚3(4) and a random parameter Φ. Φ is set to be
different in different applications, which enables Υ to be
diverse. In this way, one set of feature codes {𝑓𝑐𝑖 }𝑁

𝑇
1

𝑖=1 are
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computed as such from 𝐹𝑇, where 𝑁𝑇1 is the number of
Delaunay triangles in the template image𝐹𝑇. After the feature
code 𝑓𝑐𝑚1𝑚2𝑚3 ∈ {𝑓𝑐𝑖 }𝑁

𝑇
1

𝑖=1 is obtained, the original bin to
which Δ𝑚1𝑚2𝑚3 is matched in 𝐷𝑇, which is decided by
its corresponding integer value 𝑓𝑖𝑡𝑚1𝑚2𝑚3 , can be permutated
under the guidance of the feature code 𝑓𝑐𝑚1𝑚2𝑚3 . So the new
bin becomes 𝑓𝑖𝑡𝑚1𝑚2𝑚3+𝑓𝑐𝑚1𝑚2𝑚3 . To increase the permutation
randomness, an extra key guided permutation could be added
on top of above permutation. By the same token, bins of
other Delaunay triangles can be shuffled to new locations
determined by their corresponding feature codes in {𝑓𝑐𝑖 }𝑁

𝑇
1

𝑖=1.
The vector array 𝐷𝑇, after permutation, is transformed into
a new version 𝐷𝑇. Since each feature code in {𝑓𝑐𝑖 }𝑁

𝑇
1

𝑖=1 is
generated from its corresponding Delaunay triangle feature
and not saved in the database or on the smart card, it is hard
to figure out the original bin location, even if the new bin
position is acquired by the adversary from𝐷𝑇.

The reason why permutation is used to protect the feature
set 𝐷𝑇 rather than random projection, as in the case of the
feature set 𝐶𝑇, is that permutation does not reduce feature
dimension, which can help minimize the impact on the
system’s matching performance. Moreover, feature code set
is not saved in the database or on the smart card, which
greatly improves the security of the original feature set 𝐷𝑇.
Most importantly, noise in fingerprint images influences the
Delaunay triangulation only locally. Spurious or missing
minutiae affect only those local Delaunay structures which
contain them. EachDelaunay triangle is formed by only three
minutiae, which means that if a feature code, e.g., 𝑓𝑐𝑚1𝑚2𝑚3 , is
incorrect, it only influences the permutated position of that
Delaunay triangle, from which the feature code is generated.
On the contrary, each polar coordinate-based structure is
composed of a reference minutia and a number of other
minutiae (usually more than tenminutiae) in a certain range.
Obviously, the chance of generating an incorrect feature
code from the polar coordinate-based structure is much
higher than that from the Delaunay triangle, which only
includes three minutiae. If we choose fewer minutiae from
the polar coordinate-based structure, say, only threeminutiae
are chosen, which is the same number as that in the Delaunay
triangle, then how to correctly determine the three minutiae
from a query image and their correspondingminutiae from a
template image is a tricky issue, especially under the presence
of biometric uncertainty, e.g., spurious or missing minutiae.
Therefore, compared with permutation, random projection is
a better option for the protection of the feature set 𝐶𝑇.
3.2. Verification Stage. In the verification stage, the same
projection matrix used in the enrollment stage is used to
transform the polar coordinate-based feature set extracted
from the query image, and the Delaunay triangulation-based
feature set can also be transformed under the guidance of the
feature codes. Finally, matching between the template image
𝐹𝑇 and query image 𝐹𝑄 is conducted using the transformed
features in the transformed domain.The detailed steps of the
verification stage are explained below.

Given a query image 𝐹𝑄 (letter𝑄means query), untrans-
formed query feature sets 𝐶𝑄 and 𝐷𝑄 together with a set
of feature codes {𝑓𝑐𝑗 }𝑁

𝑄
1

𝑗=1 are extracted first, where 𝐶𝑄 =
{𝑃(𝑚𝑖)}𝑁𝑄−1𝑖=0 , 𝑁𝑄 is number of minutiae, and 𝑁𝑄1 is the
number of Delaunay triangles in the query image 𝐹𝑄.

In the polar coordinate-based scheme, suppose that
�̂�𝑄(𝑚𝑗) denotes the 𝑗th transformed local feature of the
query and �̂�𝑇(𝑚𝑖) denotes the 𝑖th transformed local feature
of the template. Then the similarity score between them is
calculated by

𝑆𝐶 = 1 −
�̂�𝑇 (𝑚𝑖) − �̂�𝑄 (𝑚𝑗)2�̂�𝑇 (𝑚𝑖)2 + �̂�𝑄 (𝑚𝑗)2

, (3)

where ‖ ⋅ ‖2 denotes the 2-norm. Each polar coordinate-
based local feature in the query is compared with each polar
coordinate-based local feature in the template to output a
similarity score. Upon the completion of the comparison,
there will be a score matrix of size𝑁𝑇 × 𝑁𝑄. The maximum
value 𝑆𝐶max in this score matrix is considered to be the
matching score of the first feature set between the template
and query images.

In the Delaunay triangulation-based scheme, the set
𝐷𝑄 of the query is permuted under the guidance of the
feature codes to generate the transformed version 𝐷𝑄. The
permutation procedure is the same as that in the enrollment
stage. The similarity score between 𝐷𝑄 and 𝐷𝑇 can be
calculated as

𝑆𝐷 =
∑2𝑙𝐷𝑘=1 (𝐷𝑄,𝑘 − 𝐷𝑄) (𝐷𝑇,𝑘 − 𝐷𝑇)

√∑2𝑙𝐷𝑘=1 (𝐷𝑄,𝑘 − 𝐷𝑄)
2∑2𝑙𝐷𝑘=1 (𝐷𝑇,𝑘 − 𝐷𝑇)

2
, (4)

where𝐷 represents the mean value.
The final score between the template image 𝐹𝑇 and query

image𝐹𝑄 is calculated using both 𝑆𝐶max and 𝑆𝐷 from the polar
coordinate-based scheme and the Delaunay triangulation-
based scheme, respectively, that is,

𝑓𝑖𝑛𝑎𝑙 𝑠𝑐𝑜𝑟𝑒 = 𝜌𝐶 × 𝑛𝑜𝑟𝑚 (𝑆𝐶max) + (1 − 𝜌𝐶)
× 𝑛𝑜𝑟𝑚 (𝑆𝐷) ,

(5)

where 𝑛𝑜𝑟𝑚(⋅) is a score normalization function; 𝜌𝐶 is the
weight of score 𝑆𝐶max, which is set to be 0.7 in our application
so as to givemore relevance to the use of our basic scheme, the
polar coordinate-based scheme. If the final matching score
𝑓𝑖𝑛𝑎𝑙 𝑠𝑐𝑜𝑟𝑒 is larger than a predefined threshold 𝑆𝑡, then the
template image 𝐹𝑇 and query image 𝐹𝑄 are considered to be
matching.

4. Experimental Results and Security Analysis

Three databases (DB1, DB2, and DB3) of FVC2002 and
one database (DB2) of FVC2004 were used to evaluate the
proposed fingerprint cancelable template design. Detailed
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Table 1: Detailed information about the databases used in our experiments.

Parameter 2002DB1 2002DB2 2002DB3 2004DB2
Resolution 500 dpi 569 dpi 500 dpi 500 dpi
Number of fingers 100 100 100 100
Number of images per finger 8 8 8 8
Sensor Type Optical Sensor Optical Sensor Capacitive Sensor Optical Sensor
Image size 388 × 374 560 × 296 300 × 300 328 × 364
Image quality Medium Medium Low Very low

information about these four databases is listed in Table 1.
To extract minutiae from fingerprint images, a software
package called VeriFinger 4.0 from Neurotechnology [53]
was utilized.

The performance of the proposed fingerprint cancelable
template is evaluated by four performance indices, namely,
genuine acceptance rate (GAR), false acceptance rate (FAR),
false rejection rate (FRR), and equal error rate (EER). GAR
is defined as the ratio of successful genuine tests to the
total number of genuine tests. FAR is defined as the ratio
of successful imposter tests to the total number of imposter
tests, FRR (=1-GAR) is defined as the ratio of failed genuine
tests to the total number of genuine tests, and EER is defined
as the error rate when FRR and FAR are the same. For all
the databases, the 1VS1 matching protocol and standard FVC
matching protocol [42] were utilized in the experiments. In
the 1VS1matching protocol, the first two images of each finger
were chosen for testing, while, in the FVCmatching protocol,
all eight images of each finger were used.

4.1. Performance of the Proposed System under the Lost Key
Attack. The lost key attack was tested in the experiments by
allocating the same key 𝑘𝑝𝑚 to all the genuine and imposter
tests. Three different cases were evaluated as follows.

Case 1 (performance of the system under two different
instances). The performance of the system under three dif-
ferent instances is compared:

(i) Instance 1: using only the basic polar coordinate-
based scheme

(ii) Instance 2: using only the Delaunay triangulation-
based scheme

(iii) Instance 3: combining the polar coordinate-based
scheme and Delaunay triangulation-based scheme

The polar coordinate-based scheme in both instances 1
and 3 uses Algorithm 1 and the same parameter settings
𝐿𝐶 = 20000. The comparison between Instances 1, 2, and 3
is conducted over the database FVC2002 DB2 using the 1VS1
matching protocol. ROC curves are drawn in Figure 5. It can
be observed from Figure 5 that Instance 3 (EER = 0.64%)
performs better than Instance 1 (EER = 1.00%) and Instance
2 (EER = 2.00%), which only uses the single structure under
the same parameter setting (𝑌 = 300).
Case 2 (performance of the proposed system using the
untransformed feature sets and the transformed feature sets).

Figure 5: Performance of Instance 1 (the polar coordinate-based
scheme only), Instance 2 (the Delaunay triangulation-based scheme
only), and Instance 3 (both the polar coordinate-based scheme and
Delaunay triangulation-based scheme).

Performance of the proposed system that uses the untrans-
formed feature sets and the transformed feature sets was
tested to evaluate the effect of feature transformation using
Algorithm 1 and parameter settings 𝐿𝐶 = 20000.This test was
conducted on two databases, FVC2002 DB2 and DB3 with
the 1VS1 matching protocol. For database DB2, we obtained
EER = 0.62% using the untransformed feature sets and EER =
0.64% using the transformed feature sets. For database DB3,
EER = 4%was obtained using the untransformed feature sets,
while EER=4.57%was obtainedwith the transformed feature
sets. In this case, matching performance becomes worse than
that before feature transformation.

Case 3 (effect of different parameter settings on the per-
formance of the proposed system). The different parameter
settings of 𝐿𝐶 and 𝐿𝑆 in Algorithms 1 and 2 result in a
trade-off between security and matching performance [54].
Here, we investigate the effect of different parameter settings
of 𝐿𝐶 and 𝐿𝑆 on the system’s matching performance over
databases FVC2002 DB2 and DB3 using the 1VS1 matching
protocol. As shown in Table 2, choosing a smaller value of
𝐿𝐶 in Algorithm 1 makes matching performance worse. This
is because the modulo operation in Algorithm 1 is a many-
to-one mapping and smaller 𝐿𝐶 increases the possibility of
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Table 2: EER (%) of the proposed system using different parameter settings in Algorithms 1 and 2.

Using Algorithm 1
𝐿𝐶 20000 500
FVC2002 DB2 0.64 1.00
FVC2002 DB3 4.57 6.00

Using Algorithm 2 and 𝐿𝐶 = 20000
𝐿𝑆 50 5 1
FVC2002 DB2 3.37 1.00 0.64
FVC2002 DB3 14.00 8.07 4.57

multiple ‘1’s folded to the same position, leading to a decrease
in feature discriminative ability. Algorithm 2 is proposed to
increase the difficulty of obtaining the original feature vector.
Under the same setting of 𝐿𝐶 = 20000, we can see from
Table 2 that a larger value of 𝐿𝑆 reduces matching accuracy,
for example, on database FVC2002DB2, EER is 3.37% when
𝐿𝑆 = 50, as opposed to EER is 1.00% when 𝐿𝑆 = 5. Both
EERs are worse than EER = 0.64% when 𝐿𝑆 = 1 (which
is equivalent to just using Algorithm 1) because the feature-
dependent segment permutation is controlled by the binary
code 𝜙𝑗 and larger 𝐿𝑆, which represents a longer portion of
the original feature vector, ismore likely tomake𝜙𝑗 incorrect.

From the above analysis, we can see that smaller 𝐿𝐶 or
larger 𝐿𝑆 can decreasematching performance. However, such
a parameter setting makes the retrieval of the original feature
vector harder under the assumption that random projection
based transformation is conquered. Detailed security analysis
is discussed in Section 4.4.

We also evaluated the performance of the proposed
system using different values of Y over databases FVC2002
DB2 and DB3 with the 1VS1 matching protocol under the
parameter setting 𝐿𝐶 = 20000 in Algorithm 1. Security of
the first feature set is provided by the random projection
matrix M which is of size 𝑋 × 𝑌, (𝑌 ≤ 𝑋). The feature
vector 𝑃(𝑚𝑖), extracted from the polar coordinate-base d
structure, is transformed using Algorithm 1 and (1). The
smaller the value of Y is set, the more the dimensions are
reduced. A lower-dimensional transformed feature vector is
more secure as less information of the original feature vector
is kept. In the tests, we set the value of Y to be 300 and
50, respectively. The EER performance is listed in Table 3. It
can be observed that the smaller the value of Y, the higher
the EER. This is because less information about the original
features is preserved with more dimension cut (smaller Y),
leading to performance degradation. Moreover, under the
same parameter setting (𝑌 = 300), the proposed system
demonstrates better performance on database FVC2002 DB2
with EER = 0.64% than the performance on FVC2002 DB3
with EER = 4.57%. The main reason for this is the vast
difference of image quality between these two databases. The
first two images from database FVC2002 DB2 have much
better quality than the first two images of FVC2002 DB3
[10, 11].

4.2. Performance Comparison with the Similar Work. In this
section, we compare the performance of the proposed system

Table 3: EER (%) of proposed system using different values of 𝑌.
𝑌 300 50
FVC2002 DB2 0.64 1.00
FVC2002 DB3 4.57 8.00

with other similar systems. The EER comparison under the
lost key scenario is reported in Table 4. It can be observed
that the proposedmethod outperforms all the existing similar
methods under the 1VS1 matching protocol. Under the FVC
matching protocol, the performance of proposed method is
worse than that of original 2P-MCC64,64; however, 2P-MCC
suffers from the ARM, as analyzed in Section 1.1. By contrast,
the proposed scheme is resilient to this attack. In [8] trans-
formation parameters are derived directly from biometrics
via quantization, causing them rarely to be identical for the
same user when large minutia variance exists in fingerprint
images, which leads to poor performance. The structures in
[9–11] are constructed by eachminutiawith all otherminutiae
in the image, resulting in more computational complexity. By
contrast, in the proposed method structures are only formed
by each minutia and its local neighbors in the range of 𝑅.
More importantly, themethods [7, 9–14] are vulnerable to the
ARM attack [47].

4.3. Revocability and Unlinkability. Revocability is an essen-
tial property that a qualified cancelable template design
should possess. Once a template is compromised, another
transformed template should be generated and the newly
generated template should be totally different from the
compromised template and suffer no performance degra-
dation. To measure revocability of the proposed system,
we generated 50 different templates from the 1st image of
each finger by 50 different user specific keys. Then the
transformed templates were matched against the original
ones. The imposter distribution (with different keys) and
pseudo-imposter distribution on database FVC2002 DB2
are shown in Figure 6. It can be seen that the imposter
distribution and pseudo-imposter distribution are similar,
which means that even if multiple templates are generated
from the same image, they are distinct from the original
template and there is no performance degradation.Themean
and standard derivations of the imposter distribution are
0.2457 and 0.0408, respectively, while the values of these two
indicators of the pseudo-imposter distribution are 0.2419 and
0.0042, respectively.
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Table 4: EER (%) comparison between the proposed system and similar systems under the lost-key scenario.

Methods 2002 DB1 2002 DB2 2002 DB3 2004 DB2
1VS1 FVC 1VS1 FVC 1VS1 FVC 1VS1 FVC

Yang et al. [5] 5.93 - 4 - - - - -
Ahn et al. [6] - 7.18 - 3.61 - 11.80 - -
Yang and Busch [7] - - 13 - - - - -
Yang et al. [8] - - 0.85 - - - - -
Ahmad et al.[9] 9 - 6 - 27 - - -
Wang and Hu [10] 3.50 - 4 5 7.5 - - -
Wang and Hu [11] 2 - 2.30 3 6.12 - - -
Wang and Hu [12] 1 - 2 - 5.20 - 13.30 -
Jin et al. [13] 3.07 - 1.02 - - - - -
Jin et al.[14] 4.36 - 1.77 - - - 21.82 -
Ferrara et al. [15] 2P-MCC64,64 - 3.30 - 1.80 - 7.80 - -
Instance 3 (proposed system) 0.32 5.75 0.64 4.71 4.57 10.22 9.90 12.00

Figure 6: Imposter (with different keys) and pseudo-imposter
distributions on FVC2002 DB2 when 𝑌 = 300.

To protect users’ privacy, unlinkability is another essential
property of cancelable fingerprint templates. It requires that
the transformed templates generated from the same finger
using different keys should be different to one another, as
if they were transformed from different fingers. In this way,
templates from the same individual used in different appli-
cations cannot be cross-matched. To verify the unlinkability
property of the proposed method, two indicators [55], the
false cross-match rate (FCMR) and the false non-cross-match
rate (FNCMR), are used in two cases over database FVC2002
DB2. Case 1: FNCMR is the ratio of unsuccessful matching
attempts between the transformed templates of the first and
second images of each finger. Feature transformation is based
on different keys. Case 2: FCMR is the ratio of successful
matching attempts between the transformed templates of
the first image from each finger and the first image of
different fingers. The FCMR and FNCMR curves are shown
in Figure 7, from which it is clear that 𝐹𝐶𝑀𝑅 + 𝐹𝑁𝐶𝑀𝑅 ≈

Figure 7: FCMR versus FNCMR tested on FVC2002DB2when𝑌 =
300.

1, which conforms to the expected behavior of a cross-
comparator [55].

4.4. Security Analysis. Given a template image 𝐹𝑇, we obtain
feature sets 𝐶𝑇 and 𝐷𝑇 from the polar coordinate-based
and Delaunay triangulation-based structures. The polar
coordinate-based feature set 𝐶𝑇 = {𝑃(𝑚𝑖)}𝑁𝑇−1𝑖=0 is pro-
tected by algorithms included in the polar coordinate-based
scheme. Specifically, each element 𝑃(𝑚𝑖) in 𝐶𝑇 first goes
through the proposed feature decorrection algorithm, Algo-
rithm 1 or 2, which transforms it into another format P(𝑚𝑖),
making the transformed feature sets uncorrelated in different
applications, governed by application-specific parameters,𝐿𝐶
and 𝐿𝑆. Since theDFT is invertible,P(𝑚𝑖) is further protected
by random projection through the projection matrix M, as
shown in (1), which is essentially a many-to-one mapping.
M is of size 𝑋 × 𝑌 and 𝑌 is set to be smaller than X.
Hence, the transformed feature vector �̂�(𝑚𝑖) has a reduced
dimension compared with P(𝑚𝑖). The adversary can only
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Part A: Algorithm 1

Steps 1&2: folding

Steps 1&2: folding

Part B: Random
projection

Application 1 

Application 2 

Step3:DFT 

Step3:DFT 

P(mi)=

l
⏞�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠⏞

[0, 1, 1, . . . , 0, 0, 1]

1(mi)=

l1
⏞�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠⏞

[0, 0, 1, . . . , 0, 0, 1]

2(mi)=

l2
⏞�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠�㷠⏞

[1, 1, 0, . . . , 0, 1, 1]

P1(mi)

P2(mi)

×ℳ1

×ℳ2

P1(mi)

P2(mi)

Figure 8: An example of the proposed feature transformation method for the first feature set under the scenario of ARM.

launch the ARM attack by obtaining multiple transformation
matrices and transformed feature sets from the same original
feature set. Thanks to the feature decorrelation algorithm,
Algorithm 1 or 2, the ARM attack can be defended by the
proposed method, because the transformed feature setP(𝑚𝑖)
is uncorrelated in different applications, which is achieved
by varying the application-specific parameters, 𝐿𝐶 and
𝐿𝑆.

Here we give an example to demonstrate how the pro-
posed method defends the ARM. The whole transformation
process is divided into two parts: A and B, as shown in
Figure 8. Part A represents the procedure of Algorithm 1
and Part B represents the random projection based transfor-
mation. In Part A, with the original feature vector 𝑃(𝑚𝑖) of
length 𝑙𝐶, which only contains values of 0 and 1, under the
ARM scenario, we assume that the same 𝑃(𝑚𝑖) is used in
two applications.Without loss of generality, 𝐿𝐶1 is chosen for
Application 1 and 𝐿𝐶2 for Application 2, where 𝐿𝐶1 ̸= 𝐿𝐶2.
The folding function in Algorithm 1 is expected to change
the input bit stream, yielding two different binary strings
for Applications 1 and 2, respectively. The purpose of the
DFT (Step 3 in Algorithm 1) is to convert the two new
(folded) binary strings into different real-value vectors, i.e.,
P1(𝑚𝑖) for Application 1 andP2(𝑚𝑖) for Application 2. In Part
B, the feature vectors P1(𝑚𝑖) and P2(𝑚𝑖) are, respectively,
transformed into �̂�1(𝑚𝑖) and �̂�2(𝑚𝑖) by random projection.
Due to the absence of correlation between P1(𝑚𝑖) and
P2(𝑚𝑖), even if the adversary acquires the transformed feature
vectors �̂�1(𝑚𝑖) and �̂�2(𝑚𝑖) as well as the projection matrices
M1 and M2, he/she cannot launch the ARM to obtain
either P1(𝑚𝑖) or P2(𝑚𝑖), because it would be impossible
for the ARM to find sufficient number of relevant systems
equations matching the number of independent unknown
variables.

It is worth noting that the outputs, P1(𝑚𝑖) and P2(𝑚𝑖), of
Part A are the inputs to Part B as shown in the overlapped
area of Part A and Part B in Figure 8. P1(𝑚𝑖) and P2(𝑚𝑖)
are intermediate products, which are not stored in the

database or on the smart card, because only the resultant
feature vectors �̂�1(𝑚𝑖) and �̂�2(𝑚𝑖) are needed for similarity
score calculation. Therefore, the adversary does not know
P1(𝑚𝑖) and P2(𝑚𝑖) unless he/she can recover them. One may
argue that if the random projection based transformation
(or Part B) is conquered, then P(𝑚𝑖) can be retrieved.
We now show why this is computationally infeasible. The
random projection based transformation in (1) effectively
constitutes an underdetermined system of linear equations.
Since the projection matrix M is of size 𝑋 × 𝑌 with Y
being smaller than X, rank(M) is no greater than 𝑌, which
is less than the number of unknowns, namely, elements
of P(𝑚𝑖). It is a well-known result in linear algebra [56]
that when the coefficient and augmented matrices of (1)
have the same rank, (1) has an infinite number of solutions.
Clearly, P(𝑚𝑖) is just one solution among so many solutions,
making the search for P(𝑚𝑖) tremendously hard, especially
with P(𝑚𝑖) having a relatively flat spectrum due to the
DFT.

Let us analyze the security provided by Algorithms 1 and
2, under the assumption that P(𝑚𝑖) is obtained by adversary.
TheDFT inAlgorithm 1 is invertible and notmeant to protect
P(𝑚𝑖). The DFT is applied for the purpose of rendering a
dense data representation of the frequency samples ofP(𝑚𝑖)
so that the search space forP(𝑚𝑖) cannot be narrowed down
[57]. The modulo operation in Algorithm 1 can provide cer-
tain protection to the original feature vector𝑃(𝑚𝑖) depending
on parameter settings. With an element of value ‘1’ found
at position 𝑓𝑃 in P(𝑚𝑖), where 𝑓𝑃 < 𝐿𝐶, the number of
positions in 𝑃(𝑚𝑖) that could yield the value of ‘1’ at position
𝑓𝑃 in P(𝑚𝑖) is 𝑁𝑝 = ⌈𝑙𝐶/𝐿𝐶⌉. The number of possibilities
that could result in the value of ‘1’ at position 𝑓𝑃 in P(𝑚𝑖)
is ∑𝑁𝑝
𝑘=1

𝐶𝑘𝑁𝑝 in theory, where 𝐶𝑘𝑁𝑝 means choosing 𝑘 from
𝑁𝑝 positions, but, in reality, it is unlikely that a majority
of these 𝑁𝑝 positions in 𝑃(𝑚𝑖) contain ‘1’. Without loss of
generality, we assume that at most two of these𝑁𝑝 positions
are ‘1’ for the rest of our discussions unless stated otherwise;
then the computational complexity is 𝑆𝑒 = log2(𝐶1𝑁𝑝 + 𝐶2𝑁𝑝)
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bits in order to search all the possible combinations by brute
force attack. Suppose that there are𝑁𝑒 ‘1’s inP(𝑚𝑖); then the
computational complexity for brute force search will be𝑁𝑒 ×𝑆𝑒. When 𝑁𝑒 = 30, under the parameter settings 𝑙𝐶 = 34560
and 𝐿𝐶 = 500, 𝑁𝑝 = ⌈34560/500⌉ = 70, the computational
complexity is 30× log2(𝐶170+𝐶270) ≈330 bits. However, if 𝐿𝐶 is
set to be a large value, e.g., 𝐿𝐶 = 20000, for elements of value
‘1’ found in P(𝑚𝑖) from positions 1 to 14560, say for value
‘1’ found at position 123, its original position in 𝑃(𝑚𝑖) only
has three possibilities, either position 123 or position 20123
or both. In this case, the number of possibilities provided by
the modulo operation is considerably reduced. To strengthen
the security of Algorithm 1 for the case that 𝐿𝐶 is set to be
a large value, e.g., 20000, we propose Algorithm 2 on top of
Algorithm 1.

In Algorithm 2, the first part 𝑃1 of original feature vector𝑃(𝑚𝑖) is first divided into 𝑁𝑆 segments and each segment,
e.g., 𝑆𝑗, is permutated by a segment-based binary code, e.g.,
𝜙𝑗. Take the segment 𝑆𝑗 of length 𝐿𝑆 as an example. For
convenience, trivial segments containing full ‘0’s or full ‘1’s
are excluded in the following discussion as permutation does
not change the segment bit distribution. For a permuted
segment 𝑆𝑗, there exists 𝐿𝑆 − 1 number of different segments
originating from 𝑆𝑗 through the circular shift permutation.
One-bit difference in one segment implies a different entire
feature vector 𝑃1 which contains𝑁𝑆 segments. The computa-
tional effort to determine all possible 𝑃1 due to the circular
shift permutation will be (𝐿𝑆 − 1)𝑁𝑆 under the brute force
attack. Assume there are 𝑁𝑐 < 𝑁𝑆 nontrivial segments that
contain both zero and nonzero elements, then the actual
computational complexity reduces to be (𝐿𝑆 − 1)𝑁𝑐 under the
brute force attack. Take, for example, 𝐿𝑆 = 5 and 𝑁𝑐 = 60,
which has been observed in many of our experiments. In this
case, the number of security bits imposed by Algorithm 2
is log2((5 − 1)60) = 120 bits, which is a substantial amount.
Clearly, the added security fromAlgorithm 2 is at the expense
of matching performance, as shown in Section 4.1, which
reflects the fact that there is always a compromise between
security and recognition accuracy. Note that, for a given
permuted segment, it is hard to tell whether it is produced
by an actual permutation or it has not been permuted at all.
Therefore 𝐿𝑆 instead of 𝐿𝑆 − 1 can be used to account for
all possible shift combinations which can help increase the
security strength.

Regarding the security of the second feature set𝐷𝑇, since
the feature 𝐷𝑇 is obtained from 𝐷𝑇 under the guidance
of feature codes {𝑓𝑐𝑖 }𝑁

𝑇
1

𝑖=1, which are generated from their
corresponding triangle feature and not saved in the database
or on the smart card, the adversary has no idea about the
original location of a triangle feature, even if 𝐷𝑇 is hacked.
Under this situation, the adversary may try to guess the
feature code through the brute force attack. The number of
security bits for calculating one feature code, e.g., 𝑓𝑐𝑚1𝑚2𝑚3 ,
which is given by𝑓𝑞𝑚1𝑚2𝑚3 = [𝑜𝑞𝑚1𝑚2 , 𝑙𝑞𝑚1𝑚2 , 𝑙𝑞𝑚1𝑚3 , 𝛼𝑞𝑚1] through
(2), can be expressed by 𝐻(Δ) = log2((2𝜋/𝑠𝑜) × (300/𝑠𝑙)2 ×(𝜋/𝑠𝛼)) because the minutiae orientation range is [0, 2𝜋), the
edge length is (0, 300], and the range of an angle is (0, 𝜋).

In the experiments, the quantization steps for calculating the
feature code were set to be 𝑠𝑜 = 5𝜋/36, 𝑠𝑙 = 25 pixels and 𝑠𝛼 =5𝜋/36 on database FVC2002 DB2. With these quantization
settings, the number of security bits 𝐻(Δ) is about 14 bits
for one feature code. However, this feature code can only
be used to find the original location of one triangle in 𝐷𝑇
and the adversary cannot verify the correction of the original
position. To exactly restore 𝐷𝑇, the original locations of 𝑁𝑇1
triangles have to be determined at the same time, which
means that the security of 𝐷𝑇 is 𝑁𝑇1 × 14 bits. The average
value of𝑁𝑇1 is 32 on database FVC2002 DB2. Since a certain
degree of error tolerance is allowed in the matching process,
the real security is lower than𝑁𝑇1 × 14 bits, depending on the
matching score threshold 𝑆𝑡. Note that, even if𝐷𝑇 is revealed,
the original location of minutiae in the fingerprint image
remains unavailable, because 𝐷𝑇 only contains the relative
information of the three minutiae forming the Delaunay
triangle rather than the absolute coordinates on the image.
This means that compromising 𝐷𝑇 would not threaten the
security of 𝐶𝑇.

Some other issues are discussed here: (1) In our applica-
tion, polar coordinate-based local structures are employed.
Assume that 𝑚𝑖 and 𝑚𝑗 are two neighbor minutiae and
are considered as the origin of the polar coordinate of two
polar coordinate-based local structures 𝑆𝑚𝑖 and 𝑆𝑚𝑗 . Since𝑚𝑖 and 𝑚𝑗 are neighbor minutiae, some of the minutiae
points included in local structure 𝑆𝑚𝑖 are also included in 𝑆𝑚𝑗 .
The feature vectors, e.g., 𝑃(𝑚𝑖) and 𝑃(𝑚𝑗), extracted from
local structures, 𝑆𝑚𝑖 and 𝑆𝑚𝑗 , respectively, may have some
correlation; however, they are different. Here ‘correlation’
indicates the existence of some commonminutiae in different
polar coordinate-based structures, but it does not mean
that the features extracted from different polar coordinate-
based structures are the same, because the features extracted
from different polar coordinate-based structures are based
on different reference minutiae and the information of the
reference minutiae is nonpublic. For instance, according to
Section 2.1, the positions of ‘1’ in𝑃(𝑚𝑖) and𝑃(𝑚𝑗) are decided
by the triplet values (𝜌𝑖𝑗, 𝛼𝑖𝑗, 𝛽𝑖𝑗) and (𝜌𝑗𝑖, 𝛼𝑗𝑖, 𝛽𝑗𝑖). The radial
distance 𝜌𝑖𝑗 is equal to 𝜌𝑗𝑖, but 𝛼𝑖𝑗 and 𝛽𝑖𝑗 are different
from 𝛼𝑗𝑖 and 𝛽𝑗𝑖, respectively. A moderate variation on the
orientation or/and its related line angle can change the values
of (𝜌𝑖𝑗, 𝛼𝑖𝑗, 𝛽𝑖𝑗) or (𝜌𝑗𝑖, 𝛼𝑗𝑖, 𝛽𝑗𝑖). So even if minutiae 𝑚𝑖 and𝑚𝑗 are neighbor minutiae, the triplet values (𝜌𝑖𝑗, 𝛼𝑖𝑗, 𝛽𝑖𝑗) are
different from (𝜌𝑗𝑖, 𝛼𝑗𝑖, 𝛽𝑗𝑖), which leads to different feature
vectors 𝑃(𝑚𝑖) and 𝑃(𝑚𝑗). As the radial distance 𝜌𝑖𝑗 is equal to𝜌𝑗𝑖, so 𝑃(𝑚𝑖) and 𝑃(𝑚𝑗) may have some correlation that can
be utilized by the adversary. However, any correlation based
attack needs at least a compromised feature vector, e.g., 𝑃(𝑚𝑖)
or 𝑃(𝑚𝑗), as a base, which unfortunately is infeasible because𝑃(𝑚𝑖) or 𝑃(𝑚𝑗) has been decorrelated and protected by the
folding, permutation, and random projection. (2) Assume
the number of ‘1’s, in feature vector 𝑃(𝑚𝑖), is𝑁1𝑠. According
to our statistics on the databases, 𝑁1𝑠 is 34, which is much
smaller than the length 𝑙𝐶 (e.g., 𝑙𝐶 = 34560) of the feature
vector 𝑃(𝑚𝑖). If these 𝑁1𝑠‘1’s are uniformly distributed on
𝑃(𝑚𝑖), the computation complexity is about log2(𝐶3434560) =
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384 bits in order to correctly recover all the 34 ‘1’s in 𝑃(𝑚𝑖)
by brute force attack. One may claim that these binary ‘1’s are
not uniformly distributed. We give an example here. Assume
that all the 34 ‘1’s are only located in the first 1000 bins out
of a total of 34560 bins of the feature vector 𝑃(𝑚𝑖). Although
this is a highly unlikely case, computational complexity for
this example is about log2(𝐶341000) = 210 bits under the brute
force attack, which demonstrates that the proposed method
is still secure enough. Actually, it is nearly impossible if
one can generate a binary string that is absolutely uniform.
Our statistics of the probability distribution of bit ‘1’ over
unfolded raw features, e.g., 𝑃(𝑚𝑖), shows that the features
are with a good degree of uniform distribution. For example,
the maximum probability of being ‘1’ of a bin is 10−4, which
shows that dominant probability does not exist. Moreover,
even after removing bins with probability being ‘1’ that are
equal to or less than 20% of the maximum probability, the
remaining bins are still more than a thousand. The estimated
figures, e.g., 330, 120, and 384 bits, in our security analysis,
may be not tight. However, these could be the best analytical
results one can get unless an accurate distribution model can
be developed, which is far beyond the scope of this paper as
such distribution model can be a research topic by its own.
(3)There is a type of statistical attack, namedMoore-Penrose
inverse [58], to find possible solutions of the linear system
(random projection is a linear system). If the linear system
𝑏 = 𝐴𝑥 has any solutions, they are given by 𝑥 = 𝐴+𝑏,
where𝐴+ is the Moore-Penrose inverse of𝐴. It is well known
that a Moore-Penrose inverse based solution 𝑥 has the min-
imum Euclidean norm ‖𝑥‖2. There is no theoretic basis for
any deterministic relationship between the Moore-Penrose
inverse based solution 𝑥 and the ground truth 𝑥, if 𝐴 is
random. Some probabilistic relationshipmight exist for some
cases, for example, based on the values of the Moore-Penrose
inverse based solution 𝑥, onemay estimate the position of ‘1’s
in binary vector in 𝑥 by general statistical relation that large
values in 𝑥 corresponding to ‘1’s in 𝑥. However, for a specific
application, the defender can select suitable random projec-
tion matrix, e.g., 𝐴, so that this statistical relation can be
lessened. We have experimentally verified that a solution 𝑥
that is based on theMoore-Penrose inverse incorporating the
statistical relation can find only one correct position of ‘1’ in
𝑥.
4.5. Suitability/Feasibility on Mobile Devices. In this sec-
tion, the template size and computational complexity of
the proposed system are discussed. In our application, the
template consists of two parts. One is the transformed polar
coordinate-based feature set 𝐶𝑇 = {�̂�(𝑚𝑖)}𝑁𝑇−1𝑖=0 and the other
one is the transformed Delaunay triangulation-based feature
set 𝐷𝑇. The size of each element �̂�(𝑚𝑖) in 𝐶𝑇 depends on
the parameter setting Y of the transformation matrix. If Y
is set to be 300, the size of �̂�(𝑚𝑖) is 4.7 KB, and then the
size of 𝐶𝑇 is 4.7 × 𝑁𝑇 KB. The feature set 𝐷𝑇 is of size
𝑙𝐷 = 20000 bits ≈ 2.5KB. In terms of matching time, it takes
about 0.000171 seconds to match an element �̂�𝑇(𝑚𝑖) from 𝐶𝑇
against an element �̂�𝑄(𝑚𝑗) from 𝐶𝑄. Assume that there are
𝑁𝑇 elements in template feature set 𝐶𝑇 and 𝑁𝑄 elements in

query feature set 𝐶𝑄, then the matching time between 𝐶𝑇
and 𝐶𝑄 is 𝑁𝑄 × 𝑁𝑇 × 0.000171 seconds. The matching time
between𝐷𝑇 and𝐷𝑄 is about 0.00872 seconds.

Take the fingerprint image 1 1.tif and image 1 2.tif in
FVC2002 DB2 for example. Assume that image 1 1.tif is
template image and 1 2.tif is the query image. The value of
𝑁𝑇 is 31 in the template, so the template size is 148.2 (=4.7 ×
31 + 2.5) KB. The value of 𝑁𝑄 is 33 in the query, so the
matching time between the template and query is 0.18263
(=31×33×0.00017+0.00872) seconds.The above experiment
is conducted usingMATLABon a laptopwith Intel processor:
i5-2450M dual-core CPU of 2.50 GHz, 2.50 GHz, RAM
of 8GB, and Operation System of 64-bit Win 7. With the
powerful storage and computing capability of today’s mobile
devices, e.g., smartphones, the imposed storage size and
computational load are never an issue.

5. Conclusion

In this paper, a new fingerprint cancelable template system
has been proposed formobile device authentication.The new
cancelable template can mitigate the negative impact of non-
linear distortion by combiningmultiple feature sets. Since the
proposed system with two feature sets contains more feature
information thanmost existing cancelable templates with just
a single feature set, the discriminative power of the proposed
system gets increased and thus recognition performance is
enhanced. Furthermore, the proposed method can defeat the
ARM attack through eliminating the feature correlation in
different applications, which is a clear advantage over those
existing cancelable templates that are vulnerable to the ARM
attack. In the future work, the proposed scheme will be
applied to other biometrics such as cancelable palmprint [59].
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As a crucial component of Internet-of-Thing (IoT), vehicular ad hoc networks (VANETs) have attracted increasing attentions
from both academia and industry fields in recent years. With the extensive VANETs deployment in transportation systems of
more and more countries, drivers’ driving experience can be drastically improved. In this case, the real-time road information
needs to be disseminated to the correlated vehicles. However, due to inherent wireless communicating characteristics of VANETs,
authentication and group key management strategies are indispensable for security assurance. Furthermore, effective road
message dissemination mechanism is of significance. In this paper, we address the above problems by developing a certificateless
authentication and road message dissemination protocol. In our design, certificateless signature and the relevant feedback
mechanism are adopted for authentication and group key distribution. Subsequently, message evaluating and ranking strategy
is introduced. Security analysis shows that our protocol achieves desirable security properties. Additionally, performance analysis
demonstrates that the proposed protocol is efficient compared with the state of the art.

1. Introduction

Vehicular ad hoc networks (VANETs) are distributed,
self-organized wireless networks constructed by vehicles and
nearby road-side units (RSUs). The real-time dynamic com-
munication enables efficient and durative information
exchange between vehicles and RSUs. Hence, intelligent
transportation system (ITS) is achievable with the widely
implementation of VANETs [1, 2]. A variety of VANET-based
applications, which can be mainly classified into safety-
related applications and commercial-oriented applica-
tions, not only enhance the driving safety but also pro-
vide better driving experience. Typical safety-related appli-
cations include emergency vehicle warnings, traffic con-
gestion report, road accident informing, and speed moni-
toring [3, 4]. Commercial-oriented applications provide
convenience service and entertainment applications such as

weather forecast, information broadcasting of nearby petrol
stations and restaurants, navigation, and Internet access.

In general, a basic VANET consists of three important
components: the trusted authority (TA), road-side units
(RSUs), and vehicles [5–7]. Considered as both the applica-
tion provider and key server, TA is responsible for providing
various services to vehicles through RSUs. Moreover, pivotal
secret key assignment, along with the user management
for correlated vehicles, is conducted by TA. The RSUs are
deployed by the road sides one after another. Commonly,
RSUs are built aside the road in every kilometer. Thus the
effective range ofVANET system can cover each section of the
road. In this case, RSUs are considered as the communication
bridge connecting TA and vehicles, which provides timely
transmission of vital personal data. To a certain degree,
RSUs have the capability of conducting computation and
storing essential information in its memories [8]. The vehicle

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 7978027, 13 pages
https://doi.org/10.1155/2018/7978027

http://orcid.org/0000-0001-9807-7185
http://orcid.org/0000-0002-1535-646X
http://orcid.org/0000-0003-0111-5152
http://orcid.org/0000-0002-0960-5706
http://orcid.org/0000-0001-7764-4099
https://doi.org/10.1155/2018/7978027


2 Wireless Communications and Mobile Computing

performs as both terminal customer and information col-
lector. In other words, useful information including traffic
congestion and emergency road condition is forwarded to
the corresponded RSU. Each vehicle is equipped with an
onboard unit (OBU), which conducts all the computation
and communication [9, 10]. Compared with regular wireless
sensor networks [11], vehicle’s high mobility is the unique
characteristic of VANETs.

In VANETs, the data exchange between TA and RSUs
are via secure wired connection, where the adopted crypto-
graphic strategies guarantee transmission security and mes-
sage confidentiality. Meanwhile, vehicle-to-vehicle (V2V)
communication and vehicle-to-RSU (V2R) communication
are conducted through openwireless channel, which employs
the dedicated short-range communications (DSRC) [12–14].
On the one hand, themoving vehicle can carry out interactive
data exchange with specific RSU through V2R communica-
tion. On the other hand, one vehicle is capable of sharing
essential messages with other vehicles in its vicinity through
V2V communication. In this way, a VANET with high
connectivity can be built accordingly [15].

As a particular variant of wireless sensor networks, appar-
ently theVANETs suffer frommultiple charted anduncharted
security attacks [9, 14]. In V2V and V2R communications,
the transmitted messages may be eavesdropped, blocked, or
even forged by malicious devices. Hence, significant user
information is revealed to the attacker accordingly, which
compromises the whole VANET and brings severe user pri-
vacy disclosure issue [1, 13]. Under this circumstance, proper
authentication strategies are required so as to provide security
and privacy assurance. Moreover, highmobility feature of the
vehicles brings uncertainty to the communication process,
which should also be taken into consideration.

Among the aforementioned safety-related applications,
road message dissemination is one of the essential functions
for VANET [16]. With the assistance of RSUs and remote
server, the vehicles of the sameVANET could share necessary
driving-related informationwith each other. By analyzing the
acquired traffic information of current areas, the driver is able
to make better driving decisions such as choosing the best
navigation route ahead of time. Furthermore, occurrences of
road accidents and traffic jams can be drastically reduced [9].
Thus, the drivers’ driving experience is improved.

In VANETs, typical road message management strategies
are mainly composed of information collection and dissem-
ination. First, the road messages are reported by the partici-
pating vehicles through OBUs [17]. Afterwards, the acquired
messages will be processed and then disseminated to the
legitimate vehicles. In some VANETs scenarios, TA arranges
all the road messages collected from RSUs via wired trans-
mission [18].Meanwhile, in decentralizedVANETs scenarios,
most of the computation and storing are done in the RSU
side [7], while TA performs as the key generation center
(KGC). Consequently, in particular dense scenarios with
large amounts of emerging vehicles, the decentralized archi-
tecture could reduce the computation overload and storage
complexity in TA.

As described above, authentication strategies are neces-
sary during roadmessage dissemination [4, 19]. Furthermore,

the characteristic group communication between RSU and
vehicles is indispensable, which enables convenient data
exchange. In this case, the group key shared betweenRSU and
all the legitimate vehicles is required. Note that the group key
distribution should be conducted aftermutual authentication
[6, 20].

As for message dissemination in practical VANETs occa-
sions, two channels are required [21], namely, the official
channel and normal channel. Official channel is provided by
governmental agencies, where the broadcast road informa-
tion is precise and trustworthy. Note that this channel is
assumed to be based on real-time monitoring with satellites
and road cameras. Thus it is precise and trustworthy. Mean-
while, normal channel is the more ordinary way, where the
road information is gathered from normal vehicles. In this
case, some of the vehicles are assumed to be benign devices
which transmit precise messages, while the rest are negative
vehicles [22]. Note that the negative vehicles may report
trivial or even false information to the VANET system. For
this consideration, with the purpose of guaranteeing the
dissemination exactitude, impartial and effective message
evaluation mechanism is necessary [23]. For instance, in
extreme scenarios with massive road messages to be dissem-
inated, before dissemination, it is necessary for the RSUs to
aggregate and evaluate the acquired road messages before
dissemination. Hence the RSUs could broadcast in a particu-
lar sequence according to the significance and reliability of
each message. Urgent and authentic road messages can be
broadcast in the first place.

During the message dissemination of the entire VANETs,
the accuracy and efficiency of message dissemination closely
depend on the participating vehicles [15, 24]. Hence, it is vital
to deploy appropriate rewarding strategy so as to motivate
the drivers’ enthusiasm on reporting [20, 25]. For example,
coupons or discounts on certain commodities can be granted
to the trustworthy drivers with timely and precise reporting
records. In other words, the drivers are encouraged with
incentives, which is of great benefit to the entire VANET.

In this paper, we propose a secure certificateless authenti-
cation and road message dissemination protocol in vehicular
ad hoc networks. Our nontrivial efforts can be summarized
as follows:

(i) Secure Certificateless Authentication Scheme for Group Key
Distribution. With the purpose of enhancing transmission
security, we adopt the bilinear pairing based on elliptic curve
into our authentication scheme. Hence, the active vehicles
within the effective range can be identified and then allocated
with the group key. The proposed scheme yields desirable
security properties.

(ii) Road Message Priority Management and Dissemination
Mechanism.Theencrypted roadmessages are delivered to the
corresponding RSU. The received road message is evaluated
based on both the vehicle priority and the assessment. In
this way, accuracy and efficiency of the messages dissemi-
nation process are provided. Hence, the drivers can timely
arrange their routes according to the delivered road informa-
tion.
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(iii) Security and Performance Analysis. The formal security
analysis is provided, involving some necessary proofs on
resistance to the existing malicious attacks. Furthermore,
performance analysis emphasizing the transmission overload
and computation cost is hereby presented.

The remainder of this paper is organized as follows.
Section 2 provides brief description of the related research
achievements. Section 3 introduces some necessary prelim-
inary works and the designed system model in order for the
reader to obtain better understanding of this topic. Section 4
presents the proposed secure certificateless authentication
scheme in detail. Section 5 describes the proposed road
message dissemination scheme. Section 6 demonstrates the
security analysis. Section 7 displays the performance analysis.
The conclusion is drawn in Section 8.

2. Related Work

In order to provide enhanced authentication and secure
transmission in VANETs, various cryptographic techniques
have been deployed in existing researches [2, 3, 6, 16, 26–
28]. In 2009, Studer et al. [3] developed a hybrid VANET
authenticationmechanism (VAST) based on the elliptic curve
digital signature algorithm (ECDSA) [29] and TESLA [30]
with the purpose of providing fast and extensible authentica-
tion and nonrepudiation. Subsequently, emphasizing group
authentication and conditional privacy, Zhang et al. [26] pro-
posed a scalable decentralized group authentication protocol,
where certain vehicle is able to verify anonymous messages
from neighboring vehicles. Motivated by chameleon hash
signature based on elliptic curve, in 2011, Huang et al. [27]
designed pseudonymous authentication-based conditional
privacy protocol (PACP), which adopts the pseudonyms
for anonymous communication. Similarly, ABAKA [6] with
batch verification was proposed by Huang et al. After that, Lu
et al. [28] presented a dynamic privacy-preserving key man-
agement scheme (DIKE) enabling both vehicle anonymous
authentication and double-registration detection. Guo et al.
[2] designed a privacy-preserving anonymous authentication
protocol with vehicle unlinkability and authority trackability
in 2014, where high efficiency and desired security properties
can be achieved accordingly. Afterwards, multiple authenti-
cation and group keymanagement protocols inVANETs have
been designed recently [8, 31].

Specifically, identity-based encryption, which was first
presented by Shamir [33] for certificate management of KGC,
has been widely implemented in VANETs authentication
protocols. In 2007, Lin et al. [34] combined group signature
with identity-based cryptography in the proposed GSIS pro-
tocol. Hence, appropriate traceability toward specific vehicle
is achieved. After that, Zhang et al. [15] designed an identity-
based batch signature verification scheme in VANETs, where
multiple signatures can be simultaneously verified in one
RSU. Nevertheless, this scheme suffers from replay attack
[35]. Subsequently, Sun et al. [5] constructed an identity-
based security framework in order to address themisbehavior
issue in VANET system. In 2012, Shim [9] developed an
identity-based conditional privacy-preserving authentication
scheme (CPAS) supporting fast batch verification. However,

the proposed protocol is vulnerable to modification attack
[36]. Another signature scheme for VANETs, named EIBS
[37], was proposed in 2015, where the RSUs perform as the
certificate verifiers in order to decrease the computation over-
load in TA side. Moreover, the anonymity of the legitimate
vehicle is provided by using pseudo identity instead of real
identity. Hence, the vehicle privacy is preserved. Aiming
to decrease the computational complexity, He et al. [10]
designed an identity-based conditional privacy-preserving
authentication scheme in VANETs. With relatively limited
computation and communication requirements, the pro-
posed protocol is suitable for practical VANETs applications.

With the purpose of addressing the key escrow issue in
identity-based public key cryptography system (ID-PKC),
certificateless public key cryptography (CL-PKC) was first
introduced by Al-Riyami and Paterson [38] in 2003. In CL-
PKC design, the private partial keys are, respectively, gener-
ated by the semitrusted key generation center (KGC) and the
user itself. Multiple certificateless authentication protocols
were proposed afterwards [25, 39]. Thereafter, Li and Wang
[17] presented a fast certificateless authentication scheme
(RCS) employing bilinear pairing, where particular vehicles
are selected as the assistance to the relevant RSUs. In this
case, the transmission overload can be alleviated. Afterwards,
Xiong and Qin proposed a certificateless encryption scheme
and another certificateless signature scheme with efficient
revocation against short-term key exposure in [40]. In 2016,
Peng [1] designed an anonymous authentication protocol
based on certificateless signature scheme, which provides
conditional privacy and mutual authentication.

Furthermore, as the crucial and unique feature of
VANETs, message dissemination has been studied due to its
promising advantages in both safety-related and commercial-
oriented applications. Focusing on commercial advertise-
ments dissemination, Tseng et al. [7] adopted Reed-Solomon
Code in the incentive scheme through interactions between
vehicles. Similarly, a cooperative message authentication
scheme [18] is developed to alleviate the verification overload
in the RSU side, where the legitimate vehicles are responsible
for message verification in the vicinity. Thereafter, in order
to achieve high reliability and low dissemination delay at the
same time, density-aware emergency message extension pro-
tocol (DEEP) [22] is constructed. As illustrated, emergency
warning messages can be timely delivered to all the vehicles
within the operating range, which could drastically improve
driving safety. As one of the significant services offered by
VANETs, RSU-assisted navigation is studied by Chim et al.
in [20]. In the assumption, the real-time road conditions are
used to compute a better route for the requesting vehicles.The
privacy of the drivers can be protected with the advantages
of anonymous credential. In [23], Milojevic and Rakocevic
developed a location-aware data aggregation mechanism for
real-time observation and efficient message dissemination.
The communication cost is minimized with the use of in-
telligent passive clustering and adaptive broadcasting. For
improving the accuracy of the delivered message, the aggre-
gated information is arranged by real-time spatiotemporal
database refreshing. Recently, Liu et al. presented a cloud-
assisted message downlink dissemination scheme (CMDS)
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Figure 1: System Model.

under a developed VANET-cellular heterogeneous frame-
work combining cloud computing [21, 41].

3. Model Definition and Preliminaries

In this section, some necessary preliminaries are introduced
with the purpose of facilitating the readers’ understanding,
including the definition of bilinear pairing and hash func-
tion. Subsequently, the corresponding notations, the system
model, and network assumptions are illustrated.

3.1. Bilinear Pairing. Let GO and GN be two additive cyclic
groups of a large prime order P. A map function 𝑒 : GO ×
GO → GN is a bilinear pairing if it satisfies the three
properties below:

(1) Bilinear: for ∀𝑀,𝑁 ∈ GO and ∀𝑎, 𝑏 ∈ Z∗P, there is𝑒(𝑎𝑀, 𝑏𝑁) = 𝑒(𝑀,𝑁)𝑎𝑏. In addition, for ∀𝑀,𝑁, 𝑌 ∈
GO, there are 𝑒(𝑀 + 𝑁,𝑌) = 𝑒(𝑀,𝑌)𝑒(𝑁, 𝑌) and𝑒(𝑀,𝑁 + 𝑌) = 𝑒(𝑀,𝑁)𝑒(𝑀, 𝑌).

(2) Nondegeneracy: for ∃𝑀,𝑁 ∈ GO, there is 𝑒(𝑀,𝑁) ̸=1.
(3) Computability: for ∀𝑀,𝑁 ∈ GO, there is an efficient

algorithm to compute 𝑒(𝑀,𝑁).
In order to prove the security of our schemes, the follow-

ing intractable problems are briefly presented as
(1) discrete logarithm problem (DLP): for ∀𝑀,𝑁 ∈ GO,

it is difficult to find an integer 𝑎 ∈ Z∗P, such that𝑀 =𝑎𝑁 holds;
(2) computational Diffie-Hellman problem (CDHP): for∀𝑀, 𝑎𝑀, 𝑏𝑀 ∈ GO, it is difficult to compute 𝑎𝑏𝑀;
(3) decisional Diffie-Hellman problem (DDHP): for∀𝑀, 𝑎𝑀, 𝑏𝑀, 𝑐𝑀 ∈ GO and ∀𝑎, 𝑏, 𝑐 ∈ Z∗P, it is

difficult to decide whether 𝑐 = 𝑎𝑏modP holds;
(4) pairing inversion problem (PIP): for a pairing 𝑒 and∀𝑐 ∈ Z∗P, it is difficult to find𝑀,𝑁 ∈ GO, such that𝑒(𝑀,𝑁) = 𝑐 holds.

3.2. Hash Function. A one-way hash function is considered
to be secure if the following properties can be satisfied [42]:

(1) Inputting a message 𝑥 of arbitrary length, it is easy
to compute a message digest of a fixed length outputℎ(𝑥).

(2) Given 𝑦, it is difficult to compute 𝑥 = ℎ−1(𝑦).
(3) Given 𝑥, it is computationally infeasible to find 𝑥 ̸= 𝑥

such that ℎ(𝑥) = ℎ(𝑥) holds.
3.3. Notations. The notations and the brief description are
listed in Notations.

3.4. System Model. The structure of VANET system of our
design is shown in Figure 1, where the whole VANET system
is composed of three entities: the trusted authority (TA),
the road-side units (RSUs), and the vehicles. Descriptions of
these entities are, respectively, illustrated below.

Trusted Authority (TA) is a trustworthy management
center in charge of all the involving RSUs and vehicles. The
vital systemoperations, including vehicle registration, assign-
ment, and secret key generation, are all conducted by TA.
Additionally, TA stores the significant user data in its mem-
ory. Hence, TA is assumed to have adequate storage and com-
puting capability.Moreover, performing as both the trustwor-
thy verifier and key generation center, TA is infeasible to be
compromised by the adversaries.Thus various services can be
securely presented to the designated vehicles. In this case, the
group key is necessary for secure message exchange.

Road-side units (RSUs) are vital VANET infrastructure
implemented at the roadside, which perform as the sole
intermediaries between TA and vehicles. RSUs are respon-
sible for verifying the vehicles. Furthermore, the group key
issued by TA will also be delivered by RSUs. Note that RSUs
are assumed to have adequate storage in order to manage
the acquired data. Hence, in our scheme, the gathered road
messages are stored and managed in RSUs. In general, RSUs
are connected with TA in a secure wired way. However, since
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the RSUs are placed along the roadside far from TA, it is
possible that these RSUs may be physically compromised.
In this case, the stored user information may be illegally
acquired [20]. For this consideration, the RSUs are assumed
to be semitrusted devices.

Vehicles are referred to as terminal users of the VANET
system. It is designed to be both service receiver and infor-
mation collector. In other words, with the implementedOBU,
each vehicle is able to receive the broadcasting messages.
Meanwhile, the vehicle reports real-time road information to
RSU wirelessly. In this case, it is essential to adopt effective
cryptographic strategies in order to guarantee the secure
transmission. Furthermore, each vehicle is equipped with a
tamper-proof device (TPD), where the corresponding secrets
and derived group key are stored. In our system model, each
driver is relevant to certain vehicles during the registration to
TA. Every time when the driver activates the vehicles, his/her
fingerprint and the assigned certification card are verified.
This way, the driver and the correlative vehicle are closely
connected. Consequently, for better description, the driver,
the OBU, and the vehicle are considered the same entity in
this paper.

3.5. Network Assumption. As illustrated in Figure 1, TAman-
ages all the operative RSUs of the VANET system through
wired communication. Various safe strategies deployed for
TA-RSU communication guarantee the security of the key
data exchange. Therefore, the vehicle secret keys can be
securely delivered to the correlative RSUs. However, it is
possible that some RSUs are compromised physically since
they are far from the TA. In this way, the distributed vehicle
secret keys are illegally acquired by the adversaries, which
could damage both the VANET system and the user privacy.
Considered as semitrusted devices, it is not appropriate for
the RSUs to manage all the vehicle-related secret keys. As a
result, we assume in this paper the TA-RSU communication
channel is safe for data transmission, while the RSU itself may
be damaged, which results in vehicle information disclosure.

Two types of wireless communication are displayed in
the proposed system model, including the vehicle-to-vehicle
communication (V2V) and the vehicle-to-RSU communi-
cation (V2R). Due to the inherent wireless transmission
characteristics, both V2V and V2R communication suffer
from charted and uncharted attacks. In a nutshell, the V2V
communication is used for information sharing and coopera-
tive data processing between the neighboring vehicles. While
the V2R communication emphasizes longitudinal message
acquisition and feedback between vehicle and RSU. Note that
in our scheme the operative vehicles safely exchangemessages
with RSUs on road condition using the derived group key.

4. Proposed Secure Certificateless
Authentication Scheme

In a nutshell, two principal factors are taken into consid-
eration in this paper: the secure authentication and road
message management mechanism, which will be, respec-
tively, discussed in two sections. In this section, we describe
the proposed secure certificateless authentication scheme

between RSU and vehicles. The proposed scheme can be
clarified into three different phases, including initialization
phase, authentication phase, and group key distribution phase.
Accordingly, some nontrivial preparations are made in the
initialization phase. Subsequently, verification on the vehicles
is conducted in the following authentication phase. Finally,
the generated group key is allocated to the legitimate vehicle.

Our design adopts the certificateless encryption strategy
based on elliptic curve cryptography (ECC). Note that the
corresponding public keys have been previously revealed
to the devices. Meanwhile, the confidential information is
assigned to vehicle during registration. Based on this, the
adopted cryptographic techniques are available, which could
provide adequate security assurance for the VANET system.
Emphasizing the authentication between RSU and vehicle,
we describe our scheme in the scenario involving single RSU
and single vehicle. Note that the scheme for regular VANET
scenarios with multiple RSUs and vehicles is similar.

4.1. Initialization Phase. Necessary preliminary works are
conducted in the initialization phase, which can be generally
classified into user registration and key information alloca-
tion. It is desirable that each vehicle should register to TA
first. After that, TA assigns the secret information to the
corresponding vehicle. Moreover, TA stores the drivers’ per-
sonal information such as the car plate number, the contact
information, and the address. Let 𝑄H be the generator of
a cyclic additive group GH and 𝑖𝑑 be the unique identifier
for vehicle. Additionally, TA adopts secure hash functionsℎ : {0, 1}∗×GH → Z∗P, whereZ

∗
P is defined as a nonnegative

integer set less than the large prime number P. Hence, TA
generates the secret key 𝑅𝑖𝑑 for each vehicle illustrated as

𝑅𝑖𝑑 = ℎ (𝑖𝑑, 𝑄H) , (1)

which is allocated to the relevant vehicle after user registra-
tion. Note that the secret keys of all the registered vehicles are
securely stored in TA’s database. At the same time, TA chooses
a random integer 𝑠RSU ∈ Z∗P as the RSU private key. Let G1
be the cyclic additive group generated by 𝑃 with the order 𝑞.
Hence the RSU public key can be computed according to

𝑄RSU = 𝑠RSU𝑃. (2)

It is worth noting that the RSU public key𝑄RSU, the generator𝑃, the hash function ℎ, and G1 will be published to all the
devices, while the private key 𝑠RSU is kept secret during the
entire process.

Now we assume that the registered vehicle approaches
the working range of a fixed RSU. If certain vehicle wants
to receive services from the VANET system, identification
and key assignment are essential. In this assumption, the
vehicle chooses 𝑠V ∈ Z∗P as its partial private key. Then the
corresponding partial public key 𝑄V is defined as

𝑄V = 𝑠V𝑃, (3)

where 𝑃 is the system parameter as mentioned above. Subse-
quently, ⟨𝑅𝑒𝑞𝑢𝑒𝑠𝑡, 𝑄V, 𝑖𝑑⟩ are delivered to RSU.

After deriving the partial public key𝑄V, RSU requests TA
for the secret key 𝑅𝑖𝑑 of vehicle 𝑖𝑑. Let𝐻 : {0, 1}∗ ×G1 → G1
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denote the secure hash function. Related computations can
be conducted for partial key generation as follows:

𝑄𝑖𝑑 = 𝐻 (𝑖𝑑, 𝑄RSU)
𝐶 = 𝑅𝑖𝑑𝑠RSU𝑄𝑖𝑑. (4)

Thereafter, the generated 𝐶 is delivered to vehicle. Hence the
vehicle derives the partial private key 𝑠𝑢 according to

𝑠𝑢 = 𝑅−1𝑖𝑑 𝐶 = 𝑠RSU𝑄𝑖𝑑. (5)

At this point, the public key set for vehicle can be
displayed as ⟨𝑄V, 𝑖𝑑⟩. Meanwhile, the relevant private key set
is defined as ⟨𝑠V, 𝑠𝑢⟩. Note that the two partial private keys
are, respectively, decided by RSU and vehicle. In other words,
RSU has no access to 𝑠V, so that the privacy protection based
on certificateless cryptography is achieved even if RSU is
compromised by attackers.

4.2. Authentication Phase. After initialization, RSU conducts
authentication on the requesting vehicle. In certain timepoint𝑡, we assume that vehicle starts to use the road message
service. Then the following computation is conducted:

𝑄1 = 𝑡𝑄V = 𝑡𝑠V𝑃, (6)

which combines the current time with the partial public key.
In addition, let G2 be the cyclic group of prime order 𝑠 and𝑒 : G1 ×G1 → G2 be the bilinear pairing operator. Hence the
vehicle gets the intermediate value 𝑄𝑖𝑑 by

𝑄𝑖𝑑 = 𝐻 (𝑖𝑑, 𝑄RSU) , (7)

where the vehicle identity 𝑖𝑑 and RSU public key 𝑄RSU are
known to vehicle. Subsequently, two necessary parameters 𝑟
and V are generated as

𝑟 = 𝑒 (𝑄RSU, 𝑄𝑖𝑑)
V = ℎ (𝑡 ‖ 𝑟, 𝑅𝑖𝑑) , (8)

where 𝑅𝑖𝑑 is the secret key previously allocated to vehicle in
the initialization. Accordingly, the signature 𝑈 is generated
based on

𝑈 = 𝑡V𝑠V𝑄𝑖𝑑 + 𝑠𝑢. (9)

At this point, vehicle sends ⟨𝑖𝑑, 𝑡, V, 𝑈⟩ to the RSU. In the
RSU side, the validity of the received 𝑡 and V will be verified
first. Then RSU computes whether

𝑟 ?= 𝑒 (𝑃, 𝑈)𝑒 (𝑄1, 𝑄𝑖𝑑)V (10)

holds. The correctness is elaborated as follows:

𝑒 (𝑃, 𝑈)𝑒 (𝑄1, 𝑄𝑖𝑑)V =
𝑒 (𝑃, 𝑡V𝑠V𝑄𝑖𝑑 + 𝑠𝑢)𝑒 (𝑡𝑄V, 𝑄𝑖𝑑)V

= 𝑒 (𝑃, ℎ (𝑡 ‖ 𝑟, 𝑅𝑖𝑑) 𝑡𝑠V𝑄𝑖𝑑 + 𝑠RSU𝑄𝑖𝑑)𝑒 (𝑄V, 𝑡𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑)

= 𝑒 (𝑃, ℎ (𝑡 ‖ 𝑟, 𝑅𝑖𝑑) 𝑡𝑠V𝑄𝑖𝑑 + 𝑠RSU𝑄𝑖𝑑)𝑒 (𝑠V𝑃, 𝑡𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑)
= 𝑒 (𝑃, ℎ (𝑡 ‖ 𝑟, 𝑅𝑖𝑑) 𝑡𝑠V𝑄𝑖𝑑 + 𝑠RSU𝑄𝑖𝑑)𝑒 (𝑃, 𝑡𝑠V𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑)
= 𝑒 (𝑃, ℎ (𝑡 ‖ 𝑟, 𝑅𝑖𝑑) 𝑡𝑠V𝑄𝑖𝑑) 𝑒 (𝑃, 𝑠RSU𝑄𝑖𝑑)𝑒 (𝑃, 𝑡𝑠V𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑)
= 𝑒 (𝑃, 𝑡𝑠V𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑) 𝑒 (𝑃, 𝑠RSU𝑄𝑖𝑑)𝑒 (𝑃, 𝑡𝑠V𝑄𝑖𝑑)ℎ(𝑡‖𝑟,𝑅𝑖𝑑)
= 𝑒 (𝑃, 𝑠RSU𝑄𝑖𝑑) = 𝑒 (𝑠RSU𝑃,𝑄𝑖𝑑) = 𝑒 (𝑄RSU, 𝑄𝑖𝑑) .

(11)

If the delivered signature 𝑈 passes the above verification,
the validity of the requesting vehicle can be guaranteed.
Thereafter, the authentication phase is completed.

4.3. Group Key Distribution Phase. After the authentication
phase, the generated group key is distributed to the legitimate
vehicle. It is worth emphasizing that the group key is assumed
to be chosen by TA. Meanwhile, the key is delivered to RSUs
in a secure way. In this way, when a certain vehicle travels
from the effective range of one RSU to the next, the group
key is always effective and can be continuously used.

We assume that the secretK ∈ Z∗P is randomly chosen by
TA and then delivered to RSU. In certain time point 𝑇, RSU
computes

𝑊 =K𝑇𝑄V

𝐹 = ℎ (𝑊 ‖ V, 𝑠𝑢) (12)

and sends ⟨𝑊, 𝐹, 𝑇⟩ to vehicle. Note that the RSU could gen-
erate the partial private key 𝑠𝑢 using the known information.
In this way, the secretK is combinedwith current time stamp𝑇 and previously acquired intermediate value V.

Similarly, the vehicle first compares the received value 𝐹
with the stored one. If 𝐹 is valid, vehicle derives the secret by
computing

𝑁 = 𝑇−1𝑠−1V 𝑊 = 𝑇−1𝑠−1V K𝑇𝑄V = 𝑇−1𝑇𝑠−1V 𝑠VK𝑃
=K𝑃. (13)

At this point, the final group key𝑔𝑘 can be acquired according
to

𝑔𝑘 = ℎ (𝑁) = ℎ (K𝑃) . (14)

Therefore, the group key 𝑔𝑘 is successfully allocated to the
legitimate vehicle. Note that 𝑔𝑘will be used in the subsequent
communication such as road message dissemination, report-
ing, and evaluation.The delivered packet format is as follows:

⟨𝑡𝑦𝑝𝑒, 𝐸𝑔𝑘 (𝐸𝑅𝑖𝑑 (𝑚) ‖ 𝑖𝑑 ‖ 𝑇𝑆) , 𝑇𝑆⟩ , (15)

where the transmittedmessage𝑚 is symmetrically encrypted
using both 𝑅𝑖𝑑 and the group key 𝑔𝑘. Similarly, the current
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time stamp denoted as 𝑇𝑆 is adopted in the encryption. Note
that 𝐸𝑥(𝑦) represents the symmetric encryption on 𝑦 using
secret key 𝑥. Additionally, type indicates the type of 𝑚. For
security consideration, the communication between vehicle
and RSU adopts the assigned group key 𝑔𝑘 for encryption.
5. Proposed Road Message
Dissemination Scheme

In this section, we describe the corresponding road message
dissemination scheme in detail. Meanwhile, the message
evaluation and award mechanism are presented.

5.1. Road Message Reporting. We assume the scenario that a
specific vehicle with identity 𝑖𝑑 is within the effective range
of a RSU. Note that the vehicle has successfully passed the
authentication and acquired the group key 𝑔𝑘. Subsequently,
in a certain time point 𝑇𝑆, the vehicle passes through a
particular spot where road event occurs. For example, when
the vehicle passes through the road accident scene, the driver
could consider this accident as a roadmessage and report it to
the RSU. According to (15) in previous section, the RSU gets
the packet involving the encrypted message and the detailed
time point 𝑇𝑆. The decryption process is as follows.

First, the decryption with group key 𝑔𝑘 is conducted in
the RSU side according to

𝐷𝑔𝑘 (𝐸𝑔𝑘 (𝐸𝑅𝑖𝑑 (𝑚) ‖ 𝑖𝑑 ‖ 𝑇𝑆)) = 𝐸𝑅𝑖𝑑 (𝑚) ‖ 𝑖𝑑 ‖ 𝑇𝑆. (16)

Next, RSU checks the time stamp𝑇𝑆with the derived one
in order to ensure that the received message is timely and
effective. Additionally, 𝑖𝑑 of the vehicle is derived. According
to the aforementioned design, the RSU acquires the relevant
secret 𝑅𝑖𝑑 in its storage so that the transmitted road message𝑚 can be acquired according to

𝑚 = 𝐷𝑅𝑖𝑑 (𝐸𝑅𝑖𝑑 (𝑚)) . (17)

At this point, the RSU is aware of the identity information
of the reporting vehicle. Hence, according to 𝑖𝑑, RSU requests
TA for the vehicle priority parameter, which is considered
as the initial element in the message management process.
In practical scenario with multiple vehicles existing in one
RSU’s effective range, it is possible thatmore than one vehicles
report the same road message to TA. For example, two
vehicles 𝑉1 and 𝑉2 may successively pass through a certain
accident scene. Hence, both of them report this event to RSU.
In this case, the RSU stores this road message𝑚 in its storage
and assigns the broadcast priority br(𝑚) for𝑚, which can be
calculated using the priority of the two reporting vehicles as
follows:

br (𝑚) = 12 [pr (𝑖𝑑1) + pr (𝑖𝑑2)] , (18)

where the identifiers of 𝑉1 and 𝑉2 are denoted as 𝑖𝑑1 and𝑖𝑑2, respectively. Meanwhile, the priorities of the two vehicles
are pr(𝑖𝑑1) and pr(𝑖𝑑2). The calculated br(𝑚) here represents
the broadcast priority right after the two vehicles report the
message. Moreover, among all the vehicles, it is assumed that

only 𝑉1 and 𝑉2 report 𝑚 to RSU such that br(𝑚) is achieved
as the average value of all the reporting vehicles’ priority.

In a nutshell, we assume that the vehicle set 𝑉 = {𝑉𝑖 |𝑖 ∈ [1, 𝑛], 𝑛 ∈ N∗} denotes the 𝑛 legitimate vehicles that have
already passed the authentication process conducted by the
effective RSU. Among these 𝑛 vehicles, the vehicle subset𝑅𝑃𝑚 = {𝑉𝑗 | 𝑗 ∈ [1, 𝑔], 𝑔 ∈ N∗ ∧ 𝑔 ≤ 𝑛} consists of all the 𝑔
vehicles that report road message𝑚. Note that the identity of𝑉𝑗 is denoted as 𝑖𝑑𝑗. Hence, the broadcast priority is pr(𝑖𝑑𝑗)
and 𝑅𝑃𝑚 ⊆ 𝑉 holds. It is assumed that the 𝑔 vehicles report
message following the sequence of 𝑉1, . . . , 𝑉𝑔. Moreover, the
road event 𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 is denoted as follows:

𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 = {𝑙𝑜𝑐, 𝑡𝑦𝑝𝑒, 𝑐𝑜𝑛𝑡} , (19)

which indicates that 𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 happened in location 𝑙𝑜𝑐 and
the detailed information is showed in 𝑐𝑜𝑛𝑡. Moreover, the
event type is defined as 𝑡𝑦𝑝𝑒. In this way, the road message𝑚 contains the essential elements of 𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 .

In our assumption, after𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 occurred, within certain
time interval 𝑔 vehicles will report the event to the RSU.
Hence, after RSU receives the road report from𝑉1 for the first
time, the broadcast priority is computed as br(𝑚) = pr(𝑖𝑑1).
Similarly, the broadcast priority after RSU receives the road
report for 𝑘 (1 ≤ 𝑘 ≤ 𝑔) times, and br(𝑚) can be computed as

br (𝑚) = 1𝑘
𝑘∑
𝑖=1

pr (𝑖𝑑𝑖) , (20)

which is defined as the average vehicle priorities of all the
reporting vehicles. Hence after Δ𝑡, the broadcast priority for𝑚 is

br (𝑚) = 1𝑔
𝑔∑
𝑖=1

pr (𝑖𝑑𝑖) . (21)

Practically, one RSUhandlesmultiple different roadmessages
simultaneously. Therefore, each message will be assigned a
broadcast priority and then stored in the storage. In our
design, the creditability and accuracy of the road message
are highly related to the reporter’s previous records. And
the vehicle priority is able to reflect this property properly.
Consequently, RSU sorts all thesemessages so that the reliable
messages will be broadcast first.

5.2. Road Message Dissemination. As illustrated in the above
section, the RSU manages all the road information within
its effective range. Periodically, RSU broadcasts the messages
in certain sequence. Note that all the road messages are
encrypted using the distributed group key 𝑔𝑘. Hence, only
the registered vehicles can get access to this service. The
aforementioned broadcast priority br(𝑚) is roughly decided
by reliability of the reporting vehicles. In this way, a prede-
fined parameter W is set as the minimum requirement for
message dissemination. That is to say, the messages𝑚 will be
broadcast only if br(𝑚) ≥W. Otherwise it will be considered
as unreliable information and then temporarily disabled from
the broadcast list. In this case, in future, if other vehicles
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report the same message, br(𝑚) will be compared with W
again. After a predefined time interval, if br(𝑚) < W, RSU
permanently deletes the message in its storage. Following the
above procedure, vehicles could acquire road messages in an
accurate way.Thus the driving security can be improved with
this service.

5.3. Evaluation and Priority Management. For practical con-
sideration, an appropriate evaluationmechanism towards the
roadmessages is necessary. In this subsection, we describe the
proposed evaluation and priority management scheme. The
value of the stored road message is decided by not only the
reputation of the reporter but also the message itself. In order
to achieve this, we assume that the vehicles have the capability
of evaluating the received roadmessages. Following the above
assumptions, the vehicle subset 𝑅𝑉𝑚 = {𝑉𝑙 | 𝑙 ∈ [1, 𝑓], 𝑓 ∈
N∗} denotes 𝑓 vehicles who receive the road message 𝑚
within time interval Δ𝑡𝑅𝐶. After 𝑉𝑙 ∈ 𝑅𝑉𝑚 approaches the
location 𝑙𝑜𝑐where the road event 𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 happened,𝑉𝑙 could
evaluate whether the received road information is correct,
which helps improve the road report accuracy. The format of
the evaluation message is as follows:

⟨𝑡𝑦𝑝𝑒, 𝐸𝑔𝑘 (𝐸𝑠𝑢 (𝑖𝑓𝑁𝑂 ‖ 𝑎𝑠𝑠𝑒𝑠𝑠) ‖ 𝑖𝑑 ‖ 𝑇𝑆𝑒V) , 𝑇𝑆𝑒V⟩ , (22)

where the message type denoted as 𝑡𝑦𝑝𝑒 here indicates that
it is an evaluation message. 𝑖𝑓𝑁𝑂 denotes the assigned
information number for message 𝑚. In addition, 𝑇𝑆𝑒V is the
current time stamp.Note that this evaluationwill be sent back
to RSU. According to

𝐷𝑔𝑘 (𝐸𝑔𝑘 (𝐸𝑠𝑢 (𝑖𝑓𝑁𝑂 ‖ 𝑎𝑠𝑠𝑒𝑠𝑠) ‖ 𝑖𝑑 ‖ 𝑇𝑆𝑒V))
= 𝐸𝑠𝑢 (𝑖𝑓𝑁𝑂 ‖ 𝑎𝑠𝑠𝑒𝑠𝑠) ‖ 𝑖𝑑 ‖ 𝑇𝑆𝑒V, (23)

RSU checks the time stamp𝑇𝑆𝑒V with the derived one in order
to ensure that the message is timely and effective. Addition-
ally, 𝑖𝑑 of the vehicle is derived. RSU acquires the relevant
secret 𝑠𝑢 in its storage so that the transmitted evaluation on
message𝑚 can be acquired according to

𝐷𝑠𝑢 (𝐸𝑠𝑢 (𝑖𝑓𝑁𝑂 ‖ 𝑎𝑠𝑠𝑒𝑠𝑠)) = 𝑖𝑓𝑁𝑂 ‖ 𝑎𝑠𝑠𝑒𝑠𝑠. (24)

In this way, the evaluation can be combined to 𝑚
according to 𝑖𝑓𝑁𝑂. As a result, for road message 𝑚, the
RSU could receive ℎ𝑚 evaluation messages where ℎ𝑚 ≤ 𝑓.
For practical consideration, the 𝑎𝑠𝑠𝑒𝑠𝑠 can be analyzed using
different state parameters such as 𝑠𝑝 ∈ {−2, −1, 0, 1, 2}, where𝑠𝑝 = 2 means that 𝑎𝑠𝑠𝑒𝑠𝑠 is totally accurate and helpful,
while 𝑠𝑝 = −2 means that 𝑎𝑠𝑠𝑒𝑠𝑠 is of no help and thus is
considered as the fake message. The ℎ𝑚 state parameters are{𝑠𝑝𝑢 | 𝑢 ∈ [1, ℎ𝑚], 𝑢 ∈ N∗}. During every certain periodΔ𝑡𝑅𝐷, RSU analyzes all the received evaluation messages and
updates the broadcast priority following the steps below:

(i) Screening: firstly, RSU checks whether

𝑅𝑎𝑡𝑒Δ𝑡𝑅𝐷𝑚 [𝑠𝑝𝑢 > 0] ≥V (25)

holds, where 𝑅𝑎𝑡𝑒Δ𝑡𝑅𝐷𝑚 [𝑠𝑝𝑢 > 0] denotes the propor-
tion of the received 𝑎𝑠𝑠𝑒𝑠𝑠 whose 𝑠𝑝𝑢 > 0 among
all the ℎ𝑚 evaluation on 𝑚. Furthermore, V is the
predefined system parameter according to different
practical scenarios. In this case, if most of the users
give negative assessments, 𝑚 is considered as invalid
information and must be discarded from the storage
immediately.

(ii) Updating: secondly, the updating on broadcast prior-
ity is conducted as

br (𝑚) = br (𝑚) + ∑ℎ𝑚𝑢=1 [pr (𝑖𝑑𝑢) × 𝑠𝑝𝑢]ℎ𝑚
= ∑𝑔𝑖=1 pr (𝑖𝑑𝑖)𝑔 + ∑ℎ𝑚𝑢=1 [pr (𝑖𝑑𝑢) × 𝑠𝑝𝑢]ℎ𝑚 ,

(26)

where [pr(𝑖𝑑𝑢)]𝑢∈[1,ℎ𝑚] denotes the priority of ℎ𝑚
vehicles.

At this point, the updating process for Δ𝑡𝑅𝐷 is completed.
Similarly, after 𝑛 time periods 𝑛Δ𝑡𝑅𝐷, the broadcast priority
for𝑚 is

br𝑛Δ𝑡𝑅𝐷 (𝑚) = ∑𝑔𝑖=1 pr (𝑖𝑑𝑖)𝑔
+ 𝑛∑
𝑖=1

(∑ℎ
𝑖

𝑚

𝑢=1 [pr (𝑖𝑑𝑖𝑢) × 𝑠𝑝𝑖𝑢]ℎ𝑖𝑚 ) ,
(27)

where ℎ𝑖𝑚, pr(𝑖𝑑𝑖𝑢), and 𝑠𝑝𝑖𝑢 are the parameters in 𝑖th time peri-
ods 𝑖Δ𝑡𝑅𝐷. Note that the above process should be conducted
for each stored road message in RSU. Hence, the broadcast
sequence is updated. In future, after 𝑥Δ𝑡𝑅𝐷,𝑚 will be deleted
if 𝑏𝑟𝑥Δ𝑡𝑅𝐷(𝑚) <N, whereN is the preset system parameter.

5.4. Vehicle Priority Management. As illustrated above, the
vehicle priority on vehicle 𝑖𝑑 is pr(𝑖𝑑), which is a significant
user property in both the broadcast priority computing
and updating processes. As a matter of fact, the reporting
vehicle plays a crucial role in the message dissemination
scheme. Hence, appropriate rewarding strategy is essential to
motivate drivers’ enthusiasm on road situation reporting.The
incentives will be given according to the vehicle priority. To
achieve this, pr(𝑖𝑑) will be updated according to the value of
his reporting road message.

We assume that road message 𝑚 is reported by several
vehicles in 𝐵 = {V𝑝𝑖 | 1 ≤ 𝑖 ≤ 𝑛, 𝑖 ∈ N∗}. After a
sufficient time period, for example, twenty-four hours, one
road message 𝑚 has been evaluated by multiple vehicles.
According to (25) in the previous section,𝑚 is valid if

𝑅𝑎𝑡𝑒Δ𝑡𝑅𝐷𝑚 [𝑠𝑝𝑢 > 0] ≥V (28)

holds. In this way, pr(V𝑝𝑖) of all V𝑝𝑖 ∈ 𝐵 are updated as

pr (V𝑝𝑖) = pr (V𝑝𝑖) + 1. (29)
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In contrast, if 𝑚 is evaluated to be invalid and discarded by
RSU, pr(V𝑝𝑖) of all V𝑝𝑖 ∈ 𝐵 are updated as

pr (V𝑝𝑖) = pr (V𝑝𝑖) − 1. (30)

Note that the driver could change it into incentives such as
coupons of cooperative stores or scorecard in the road service
area.

6. Security Analysis

In this section, we analyze the security properties of the pro-
posed authentication scheme. The security theorems as well
as the corresponding proofs are given below.

6.1. Unforgeability against Chosen Message Attack. We ana-
lyze the unforgeability against chosen message attack in the
proposed protocol.

Theorem 1. Theproposed certificateless authentication scheme
is existentially unforgeable against adaptive chosen message
attack under the assumption of random oracle model if and
only if the CDHP is hard.

Proof. The security of unforgeability is formally defined
through gameG1. LetA1 be a probabilistic polynomial time
adversary.C1 denotes the challenger; ℎ and𝐻 denote the ran-
dom oracles. In order to solve CDHP problem, it is assumed
that C1 is able to simulate all the related oracles. In G1, A1
can conduct the following corresponding queries toC1.

h Query. We assume that the adversary A1 itself does not
have the ability to directly compute the hash function ℎ(⋅).
Hence, the response to h Query is simulated by maintaining
a list 𝐿𝑖𝑠𝑡ℎ initialized to be empty. That is to say, when the
oracle is queried with the input values ⟨𝑡, 𝑟, 𝑅𝑖𝑑⟩, if the query⟨𝑡, 𝑟, 𝑅𝑖𝑑⟩ already exists in 𝐿𝑖𝑠𝑡ℎ, C1 outputs V = ℎ(𝑡 ‖ 𝑟, 𝑅𝑖𝑑)
toA1. Otherwise,C1 chooses a random number V ∈ Z∗ and
forwards it toA1. After that, ⟨𝑡, 𝑟, 𝑅𝑖𝑑, V⟩will be subsequently
added to 𝐿𝑖𝑠𝑡ℎ.
Extract Query. The adversary A1 is able to query the partial
private key of any given key set ⟨𝑄V, 𝑖𝑑⟩. According to 𝑖𝑑,C1
outputs the partial private key 𝑠𝑢 toA1.
HQuery.A1 can query the random oracle𝐻 at any time.The
response toHQuery is simulated by maintaining a list 𝐿𝑖𝑠𝑡𝐻.
Note that 𝐿𝑖𝑠𝑡𝐻 is initialized to be empty. When the oracle𝐻
is queriedwith input values ⟨𝑖𝑑, 𝑄RSU⟩, if the query ⟨𝑖𝑑, 𝑄RSU⟩
already exists in 𝐿𝑖𝑠𝑡𝐻, C1 outputs 𝑄𝑖𝑑 = 𝐻(𝑖𝑑, 𝑄RSU) to
A1. Otherwise, C1 chooses a random number 𝑄𝑖𝑑 ∈ Z∗

and forwards it to A1. After that, ⟨𝑖𝑑, 𝑄RSU, 𝑄𝑖𝑑⟩ will be
subsequently added to 𝐿𝑖𝑠𝑡𝐻.
Authenticating Query.C1 simulates the authenticating oracle
by responding to the authenticating query as follows:

(i) C1 randomly chooses 𝑈 ∈ G1 as the certificate and
V ∈ Z∗ as the intermediate parameter.

(ii) C1 computes 𝑟 = 𝑒(𝑃, 𝑈)/𝑒(𝑄1, 𝑄𝑖𝑑)V. If ⟨𝑡, 𝑟, 𝑅𝑖𝑑, V⟩
already exists in 𝐿𝑖𝑠𝑡ℎ, C1 chooses other values and
tries again.

(iii) C1 adds the above ⟨𝑡, 𝑟, 𝑅𝑖𝑑, V⟩ to 𝐿𝑖𝑠𝑡ℎ.
(iv) C1 outputs ⟨𝑖𝑑, 𝑡, V, 𝑈⟩ as the certificate.
According to the Forking Lemma [43], A1 produces two

valid certificates ⟨𝑖𝑑, 𝑡, V, 𝑈⟩ and ⟨𝑖𝑑, 𝑡, V, 𝑈⟩ (V ̸= V). In this
case,

𝑈 = 𝑡V𝑠V𝑄𝑖𝑑 + 𝑠𝑢
𝑈 = 𝑡V𝑠V𝑄𝑖𝑑 + 𝑠𝑢, (31)

hold. Hence we can get

𝑠V𝑄𝑖𝑑 = (V − V)−1 (𝑈 − 𝑈)𝑡 . (32)

In this way, we show that the CDHP problem can be
solved. In other words, the attacker needs to solve the CDHP
problem in order to forge the certificate. However, this
contradicts the hardness of the CDHP problem [44, 45]. In
conclusion, an attacker cannot forge the certificate in the
authentication process [46, 47].

6.2. Resistance to Replay Attack. The replay attack is achieved
by reusing the previous generatedmessage to pass the current
authentication process. The security property against replay
attack is discussed in this section.

Theorem 2. During the certificateless authentication process,
replay attack can be prevented. That is, the previous messages
of the past authentication sessions cannot pass the current
authentication process in RSU side.

Proof. We discuss the resistance to replay attack through
game G2. Similarly, let A2 be a probabilistic polynomial
time adversary. It is assumed that, in time point T1, A2
has access to all the published system parameters as well
as the transmitted messages from T0 to T1 (T0 < T1).
Randomly,A2 chooses themessage ⟨𝑖𝑑,T𝑟, VT𝑟 , 𝑈T𝑟⟩ at time
T𝑟 ∈ [T0,T1]. At T1, A2 sends ⟨𝑖𝑑,T1, VT𝑟 , 𝑈T𝑟⟩ as the
replaying message. Note that 𝑈T𝑟 = T𝑟V

T𝑟𝑠V𝑄𝑖𝑑 + 𝑠𝑢. In this
way, 𝑟 ̸= 𝑒(𝑄RSU, 𝑄𝑖𝑑). Hence, the previous message cannot
pass the current authentication.

6.3. Forward Security. In this section, we analyze the forward
security property of the proposed protocol.

Theorem 3. The proposed authentication scheme provides
forward security against adversary. That is, the adversary
cannot pass the authentication with the acquired vehicle secret
key from the compromised RSU.

Proof. We assume that the RSU has already been compro-
mised by brute-force attack and all the stored key information
is leaked to the adversary A3. The secret key set {𝑠𝑖𝑢 | 𝑖 ∈[1, 𝑛]} denotes the private keys of all the 𝑛 vehicles. In this
case, A3 is able to use the derived partial private key 𝑠𝑢 for
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Table 1: Comparison of storage overhead.

Protocol ICPA [10] DAKM [4] ABAP [8] SAAP [32] Our protocol
Storage (Vehicle) 2112 bits 2712 bits 3432 bits 2904 bits 2520 bits
Storage (RSU) 1440𝑛 + 1056 bits 1676𝑛 + 1144 bits 1936𝑛 + 1048 bits 2008𝑛 + 2392 bits 1592𝑛 + 768 bits
certificate generation. However, the private key contains both𝑠𝑢 and 𝑠V, while 𝑠V is chosen by the vehicle itself. Due to the
hardness of the aforementionedDLPproblem, the probability
that𝑈 = 𝑡V𝑠V𝑄𝑖𝑑 + 𝑠𝑢 can be correctly computed is illustrated
as 1/2𝜛, where𝜛 is the size of 𝑠V. In general, the certificateless
authentication property guarantees the forward security of
the proposed scheme.

6.4. Session Key Establishment. In the system model of this
paper, it is necessary to generate a shared session key between
theRSUand vehicle so as to guarantee the data confidentiality
and transmission security, which is analyzed as follows.

Theorem 4. In the proposed protocol, the shared session key is
established after successfully authentication between RSU and
vehicle.

Proof. According to the protocol design, K, along with the
current time stamp and the previously acquired intermediate
value V, is transmitted to the vehicle. In the vehicle side, the
below derivation of K is conducted as 𝑁 = 𝑇−1𝑠−1V 𝑊 =
K𝑃, where 𝑠V is stored in vehicle already. Note that the
security assurance of the message transmission is based on
the hardness ofDLPproblem.Thefinal group key is generated
and adopted to the following message transmission.

6.5. Mutual Authentication. In this section, we analyze the
mutual authentication property in the proposed authentica-
tion protocol.

Theorem 5. The proposed protocol can provide mutual
authentication between RSU and vehicle if the DLP problem
is intractable.

Proof. During the authentication process, the RSU-to-vehicle
security is preserved by the aforementioned certificate⟨𝑖𝑑, 𝑡, V, 𝑈⟩, which has been discussed in the proof of
Theorem 1. On the other hand, the vehicle-to-RSU security
is based on the hardness of DLP problem. Specifically, 𝐹 =ℎ(𝑊 ‖ V, 𝑠𝑢) is contained in the delivered ⟨𝑊, 𝐹, 𝑇⟩ and
will be verified by the RSU with the known key information.
Therefore, we could conclude that the proposed authentica-
tion scheme provides mutual authentication property.

7. Performance Analysis

In this section, we present the performance analysis towards
the proposed protocol. Our analysis on the performance
mainly emphasizes the storage overhead, the computation
cost, and the communication cost, which are the dominant
factors in the proposed protocol.

7.1. StorageOverhead. In the proposed protocol, storage over-
head is a crucial parameter for VANETs, especially for

vehicles. Due to the inherent resource restriction, it is
impractical for the vehicle to store massive key messages
and communication data in its own memory. Moreover, the
RSU is designed to handle both the key distribution and
road message management simultaneously. As a result, the
storage overhead in both the vehicle and RSU sides should
be considered.

As for the vehicle in the proposed protocol, some essential
key information is previously stored during the registration
including ⟨𝑖𝑑, 𝑅𝑖𝑑, 𝑄V, 𝑠V, 𝑠𝑢⟩. The published public key of
RSU, namely,𝑄RSU, as well as the intermediate value ⟨𝑄𝑖𝑑, 𝐶⟩,
is also stored in vehicle. Moreover, the transmitted message⟨𝑟, V, 𝑈⟩, and the necessary group key distribution value
are stored, respectively, in the group key distribution phase.
According to [48], we assume that the length of elements in
GH and G1 is 256 bits. The lengths of relevant vehicle secret
keys such as 𝑠V, 𝑠𝑢, and𝑔𝑘 are 160 bits.Moreover, it is assumed
than the lengths of the adopted time stamps and the identity
of vehicle 𝑖𝑑 are 32 bits and 24 bits each. In this way, the
storage overhead for each vehicle is 24 + 256 × 5 + 160 × 7 +32 × 3 = 2520 bits. Similarly, we assume that the number
of vehicles in the RSU range is 𝑛. Consequently, the storage
overhead in RSU side includes key information of RSU itself
and secret messages of all the 𝑛 vehicles. In this way, the
storage overhead for the RSU is 256+160×3+32+𝑛(24+256×4+160×3+32×2) = 1592𝑛+768 bits.The comparisonwith the
state-of-the-art VANETs authentication protocols ICPA [10],
DAKM [4], ABAP [8], and SAAP [32] is illustrated in Table 1.

7.2. Computation Cost. In this section, we analyze the com-
putation cost of the proposed protocol. The computation
cost is defined as the time consumption for the group
key distribution process. The comparison result with ICPA,
DAKM, ABAP, and SAAP is given in Table 2. We denote
modulo operation as mod, exponential operation as 𝐸𝑥,
and bilinear pairing as 𝑒. 𝐸𝑛𝑐 and 𝐷𝑒𝑐 refer to encryption
and decryption. Additionally, 𝐻, 𝑀, 𝐷, and 𝐴 represent
one-way hash function, multiplication operation, division
operation, and addition operation, respectively. Finally, the
point multiplication operation is dented as 𝑝.
7.3. Communication Cost. The communication cost refers
to the time consumption for message transmission. In this
subsection, we consider the required communication passes
for RSU to successfully authenticate vehicles.The comparison
result on communication cost is given in Table 3.

8. Conclusion

Emphasizing the secure authentication and roadmessage dis-
semination inVANETs, a secure certificateless authentication
and road message dissemination protocol is proposed in this
paper. In our design, certificateless cryptographic technique
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Table 2: Comparison of computation cost.

Protocol ICPA [10] DAKM [4] ABAP [8] SAAP [32] Our protocol
Computation
cost (vehicle)

3𝑝 + 3𝐻 + 2𝐴 +2𝑀 + 2mod
1𝐷𝑒𝑐 +mod +1𝐸𝑛𝑐 1𝐷𝑒𝑐 + 4𝑝 +2𝐻 + 2𝐴 + 𝐷 10𝑝 + 5𝐻 +4𝐴 +𝑀 4𝑝 + 3𝐻 + 𝑒 +𝐴 + 3𝑀

Computation
cost (RSU)

3𝑛𝑀 + (2𝑛 +2)𝑝 + 2𝐴 3𝐸𝑛𝑐 + 2𝑛𝑀 +𝑛𝐷 + (𝑛 − 1)𝐴 2𝑛𝐻 + 2𝑛𝑝 +2𝑛𝑀 + 3𝑛𝑒 + 𝑛𝐴 4𝑛𝐻 + (8𝑛 +1)𝑝 + 𝑛𝑀 + 3𝑛𝐴 2𝑛𝐻 + 2𝑛𝑝 +2𝑛𝑀+2𝑛𝑒+𝑛𝐸𝑥
Table 3: Comparison of communication cost.

Protocol ICPA [10] DAKM [4] ABAP [8] SAAP [32] Our protocol
Computation rounds 4𝑛 + 2 4𝑛 + 1 4𝑛 + 1 4𝑛 + 4 4𝑛
is employed for authentication and key distribution. Subse-
quently, an appropriate road message dissemination mech-
anism is designed. The security analysis and performance
evaluation are given accordingly. The proposed protocol is
suitable for practical VANET scenarios and is capable of
providing timely road information services, which improves
both the user safety and the driving experience.

Notations

TA, RSU: Trustworthy authority, road-side units
GH: Cyclic additive group𝑄H: Generator of GH𝑖𝑑: Unique identifier of vehicleℎ: Secure hash function,ℎ : {0, 1}∗ × GH → Z∗P𝑅𝑖𝑑: Secret key for vehicle𝑠RSU: RSU private key𝑃: Generator of cyclic additive group G1𝑄RSU: RSU public key𝑠V: Vehicle partial private key𝑄V: Vehicle partial public key𝐻: Secure hash function,𝐻 : {0, 1}∗ × G1 → G1𝑠𝑢: Vehicle partial private key𝑄𝑖𝑑: Intermediate authenticating value
K: Secret key generated by TA𝑔𝑘: Group key𝐸𝑥(𝑦),𝐷𝑥(𝑦): Symmetric encryption and decryption on𝑦 with 𝑥𝑚: The disseminated message
br(𝑚): Broadcast priority of𝑚
pr(𝑖𝑑): Vehicle priority𝐸V𝑒𝑛𝑡𝑙𝑜𝑐𝑚 : Road event𝑔: Number of reporting vehicles
W,V,N: Predefined system parameters.
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The use of biometrics keeps growing. Every day, we use biometric recognition to unlock our phones or to have access to places such
as the gym or the office, so we rely on the security manufacturers offer when protecting our privileges and private life. It is well
known that it is possible to hack into a fingerprint sensor using fake fingers made of Play-Doh and other easy-to-obtain materials
but to what extent? Is this true for all users or only for specialists with a deep knowledge on biometrics? Are smartphone fingerprint
sensors as reliable as desktop sensors? To answer these questions, we performed 3 separate evaluations. First, we evaluated 4 desktop
fingerprint sensors of different technologies by attacking them with 7 different fake finger materials. All of them were successfully
attacked by an experienced attacker. Secondly, we carried out a similar test on 5 smartphones with embedded sensors using themost
successful materials, which also hacked the 5 sensors. Lastly, we gathered 15 simulated attackers with no background in biometrics
to create fake fingers of several materials, and they had one week to attack the fingerprint sensors of the same 5 smartphones,
with the starting point of a short video with the techniques to create them. All 5 smartphones were successfully attacked by an
inexperienced attacker. This paper will provide the results achieved, as well as an analysis on the attack potential of every case. All
results are given following the metrics of the standard ISO/IEC 30107-3.

1. Introduction

Biometric recognition has become a commonplace technol-
ogy in our everyday lives. We use it to unlock our phones,
to get in the gym or to enter the office due to its comfort
of use [1] and freeing us from remembering passwords
[2, 3]. Nevertheless, when sensitive data (personal pictures,
documents) or privileges (gym membership, food coupons)
are at stake, we need to make sure that we know how secure
these systems are.

There have been many tests of many fingerprint sensors’
ability to detect attacks in the last decades [4–12]. For that
end, different materials were used to create fake fingers and
use them on sensors, to check if an attacker would be able
to bypass the security. When the first smartphones with
embeddedfingerprint sensorswere released, fake fingerswere
created to try to attack the system and succeeded [13]. It was
rapidly spread on the media that biometric recognition was
not secure and that people should not trust it. Soon after, it

was proven that an attacker can steal a person’s fingerprint by
taking a picture of it from a distance [14].

The simulated attackers that performed these tests were,
to the best of our knowledge, researchers or proficient in
biometrics. Moreover, the released videos only show one
attempt, which showed to be successful. However, how many
attempts did they need until it worked? How long had they
beenworking on biometrics?Whatwas their expertise?These
questions were left unanswered.

To answer them, it is necessary to follow a common
standard to have comparable security evaluations and to
give a complete understanding of how the systems behave
against attacks. This is what was achieved with this work. To
fulfill the need of comparable security evaluations, there are
several tools like Common Criteria [15] and its evaluation
methodology, CEM (CommonMethodology for Information
Technology Security Evaluation) [16]. These are focused on
Information Technology security in general and need some
adaptation for the case of biometrics, and more particularly
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for the attacks at the sensor capture level, the so-called
presentation attacks. Hence, a new ISO standard was created,
ISO/IEC 30107 [17], to address this need for Presentation
Attack Detection (PAD) evaluation standardization. Also,
some works have been done on methodologies and best
practices to evaluate security [18, 19] and to evaluate the
performance of sensors embedded in smartphones [20]. A
methodology unifying both was proposed in [21]. This work
gathers 3 studies following thoroughly the said standards, in
order to give a complete answer to the attack resistance ability
of these systems.

First, an experiment was made with 4 desktop fingerprint
sensors: 1 thermal, 2 capacitive, and 1 optical. In total, 4,672
attacks were attempted using 7 different artefact species (fake
finger material) [22]. Both cooperative and noncooperative
tests were made. Cooperative attacks require the collabora-
tion of the capture subject to get their biometric characteristic
on amold, while, for noncooperative attacks, the attacker gets
the fingerprint from a surface without the collaboration of the
capture subject.

For the second study, the 3 most interesting artefact
species (according to ease of production, success on attacks,
or level of resemblance to real finger) from the first studywere
chosen to attempt attacks on 5 smartphones that have embed-
ded fingerprint sensors, summing a total of 2,669 attacks
[21]. This experiment was performed by the same evaluator
of the first experiment, thus having gathered knowledge on
how to perform attacks. All the artefacts were created in a
collaborative manner in this case.

Finally, for the third study, we gave 15 simulated attackers
with no background in biometrics one week to attack one
smartphone’s fingerprint sensor (5 smartphones in total, same
ones than in the second study). Each had to, at least, use
3 bona fide capture subjects (but they could use more for
extra credit) and use each material at least 120 times on the
smartphone sensor, making a total of 5,841 attempts. Asmore
than oneweekwould be needed to create noncooperative fake
fingers, the study was focused only on cooperative attacks.

With these 3 studies following the same standard
(ISO/IEC 30107) and methodology, it is possible to make
a comparison of the attack potential for each case and get
results and thus answer if attacking fingerprint sensors is a
matter of expertise and how many attempts are needed to
successfully attack a sensor, in average.

This paper is divided into 6 sections. Section 1 includes an
introduction and Section 2 gives an overviewon relatedwork.
Section 3 is focused on the methodology carried out during
the evaluations and Section 4 analyzes Common Criteria’s
attack potential for each case. Results are reported and
discussed in Section 5 and Section 6 describes the conclusions
that were obtained during this work, as well as future work.

2. Related Work

There can be many vulnerable points in a biometric system:
at presentation level, identity claim, data transfer, quality
and feature extraction, decision thresholds, and so on [23];
and this also applies to mobile devices. For instance, some

vulnerabilities were found creating a malicious application
that steals the temporary fingerprint image by accessing
its memory space or extracting a stored template from the
nonvolatile memory and recreating the feature points of the
fingerprint [24]. In [25, 26], privacy issues are addressed
for biometric user authentication, and they propose some
countermeasures for a properly designed secure and privacy-
preserving system.

In addition, several security analyses have been made
using altered fingerprints [27, 28] and one was performed
specifically on mobile devices [29]. Nevertheless, it differs
slightly from the topic of this paper, as it is focused only
on alterations to fingerprint sample images, feeding them
directly to the system, and not on creating artefacts and
molds.

Many studies and evaluations have been performed
regarding presentation attacks on fingerprint sensors.
Already in 1990, several sensors started being tested using
artefacts, and the system failed to reject them even from
the first attempt [4, p. 15]. On 2000, an evaluation was
performed on [10, p. 9] by calculating the acceptance rate
of 1 user’s finger made with gelatin on 11 sensors, where
the artefacts were accepted by the systems in a very high
percentage (the lowest being 67% fake finger acceptance
rate). On 2002, several more attacks were demonstrated
by using latent fingerprint reactivation on 6 capacitive, 2
optical, and 1 thermal scanners [30]. For the case of [7], 10
subjects were used to create gelatin fingers and use them on
3 sensors, getting success rates from 44.6% to 76% success
rates. In all experiments, only index fingers were used. In
general, nevertheless, these studies do not follow a thorough
evaluation procedure nor standard and merely prove when a
certain material or technique is effective on specific sensors
at least once.

In 2009 [31], Liveness Detection (LivDet) competitions
started and continued in 2011 [32], 2013 [33], and 2015
[34]. Their goal was to compare different liveness detection
(Presentation Attack Detection) mechanisms by using them
on a very large database of fake fingers (made of gelatin,
latex, ecoflex, Play-Doh, silicone, wood glue, and modasil).
Different academic institutions or industries could try their
algorithms on the database. Four different sensors were used
to acquire the images and the evaluations were done using a
common testing protocol.

To the authors’ knowledge, there have not been evalua-
tions specifically focused on attacking mobile devices with
fake fingers, but there have been reports on found vulnerabil-
ities. In 2013, when the first iPhone with an integrated finger-
print sensor came out, the Chaos Computer Club [13] proved
that it was possible to break into the sensor using a white glue
fake finger covered with graphite, and the fingerprint could
be stolen from the phone screen using a scanner and doing
some image processing. Nonetheless, this was only reported
once in a video, not in a complete evaluation. In 2016, fake
fingers were printed using conductive ink (having a sample
of the fingerprint image beforehand), so they could be used
directly on the mobile phone sensor without having to create
molds previously [35]. This was a technical report to inform
about the vulnerability and not an evaluation.
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There are several ways to overcome these attacks, divided
into two main groups: software and hardware PAD mech-
anisms [5]. Software PAD mechanisms take the sample
captured by the sensor and apply image processing and
classification techniques to tell whether the finger is real
or not. On the other hand, hardware PAD adds additional
sensors (temperature sensor,multispectral cameras, etc. [36])
to make this distinction. Hardware solutions have lower
error rates than the software ones [37] but are usually more
expensive or bulky due to the additional equipment needed
[36, p. 10]. Thus, hardware solutions are usually not included
in mobile devices that should be cheaper and smaller.

3. Materials and Methods

The methodology was as homogeneous as possible across
all studies, following evaluation methods from Common
Criteria’s CEM [16] and ISO/IEC 30107 [17], which were
unified as a methodology on [21]. As for every biometrics
evaluation, three steps are needed: planning, execution, and
results reporting. In this case, the results will be given later in
Section 5.

3.1. Planning the Evaluation. In the case of the desktop
fingerprint sensors, an expert performed an evaluation on
1 thermal, 2 capacitive, and 1 optical sensors. The process
used to create the artefacts was the usual one seen in
many evaluations and research on PAD [10, pp. 5–8], both
cooperative (capture subject cooperates in the creation of
the mold) and noncooperative (attacker steals biometric
characteristic with no help from capture subject). For this
study, it was important to try many artefact species (i.e., Play-
Doh, gelatin, latex, silicone, white glue, latex with graphite,
and silicone with graphite) to check which ones were more
threatening to the systems.

For the second study, an expert performed an evaluation
on 5 mobile devices with an embedded fingerprint sensor.
The artefact species (materials) that turned out to be most
threatening for the previous evaluationwere used for this one:
Play-Doh, gelatin, and latex with graphite.

Lastly, for the case of the third study, we gathered 15
simulated attackers with no background in attacking bio-
metric systems. We prepared a process or “recipe” they had
to follow to create the artefacts and we gave it to them on
writing and video. They had to create artefacts with Play-
Doh and gelatin but could get extra points for using more
artefact species. Again, therewere 5 smartphones available for
the evaluation (same ones as in study 1) and each simulated
attackerwas given one at random.Also, thosewho owned one
of these cell phones could use them for the attack.Thus, some
smartphones were usedmore than others.They had one week
to perform at least 120 attack attempts per artefact species. To
make sure that they were performing the evaluation correctly,
attackers had to record themselves on video using the fake
fingers on the sensors. Moreover, they had to take pictures of
all molds and artefacts and finally had to hand over a boxwith
all of them.

Table 1: Characteristics of desktop fingerprint sensors according to
sensor interaction type and sensing technology.

Fingerprint sensor Sensor type Technology
THER Touch Thermal
CAP1 Touch Capacitive
CAP2 Touch Capacitive
OPT Touch Optical

Table 2: Characteristics of the mobile device sensors used for the
evaluation, according to sensor type, shape, and location on the
device.

Mobile device
(MD) Sensor type Sensor shape Sensor location

MD1 Swipe Rectangular Front
MD2 Touch Circular Front
MD3 Touch Rectangular Front
MD4 Touch Rectangular Side
MD5 Touch Circular Back

MD1 MD2 MD3 MD4 MD5

Figure 1: Fingerprint sensor placement on smartphones.

On the following subsections, the TOE (Target of Evalu-
ation) and target application will be described for each study
and, with these inmind, the penetration test will be specified.

3.1.1. Description of the TOE (Target of Evaluation). Four
fingerprint sensors with different sensing technologies were
used for the first study. All of them were a gray box,
because the only intermediate result that could be obtained
was the quality score, measured by NIST’s NFIQ quality
algorithm [38]. The brands cannot be disclosed, but their
main characteristics can be seen in Table 1.

Both PAD evaluations onmobile devices were performed
on 5 smartphones with different embedded fingerprint sen-
sors. Their main characteristics (sensor type, shape, and
location) can be seen in Table 2 and Figure 1.

As the biometric systems evaluated on these 2 studies are
full systems embedded inmobile devices, they are a black box
that only reveals whether the verification with the artefact
passed or failed.

3.1.2. Description of Target Application. APADevaluation has
no meaning unless the target evaluation and the conditions
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under which it is performed are specified. These differ in the
case of desktop sensors and smartphones.

(a) Desktop Fingerprint Sensors. In the case of desktop
fingerprint sensors, there are many possible applications, for
example, entering an office, spending food coupons at work,
or entering critical infrastructures (factories and nuclear
plants). Thus, the consequences of an attacker hacking those
sensors would be having an unauthorized person enter a
certain building, which could be more or less critical, or
having access to privileges that do not belong to the person.

The implemented functions for the systems are enrolment
and verification, being their policies in detail:

(i) Enrolment: all images of the artefacts were captured
in an acquisition process.There were 2 transactions to
obtain imageswith anNFIQ (NISTFingerprint Image
Quality) value equal or lower than 3 (good quality),
and 3 attempts were made for each transaction until
both images were successfully compared. If after all
the attempts, no successful comparisons could be
done between the two samples, the enrolment for this
particular finger could not be completed.

(ii) Verification: the verification was done offline. The
artefactswere captured in the same enrolment process
as the real fingers, so they could be discarded by
NFIQ higher than 3 (low quality). Then, in an offline
process, the artefact samples were compared with the
NBIS algorithm to the real fingers.

(b) Mobile Phones. The target application in the case of
smartphones is to unlock the user’s mobile phone. From
there, all apps can be accessed (as only a few require
additional security, like a PIN), including bank accounts,
password managers, or personal pictures. Moreover, some
apps have implemented fingerprint logging-in by using the
system’s fingerprint manager. For the case of smartphones,
there is never any surveillance by a guard (as it is used solely
by the owner). The implemented functions in this case are
also enrolment and verification,with the particularity that the
evaluator cannot decide on the policies.

(i) Enrolment: it is crucial for the evaluation, as it can
influence the performance, and each mobile device
has a different enrolment policy. As it is a black box,
the evaluator cannot decide on the enrolment and
verification policies, as can be seen in Table 3.

(ii) MD5’s policymust be noted, as it only needs 6 samples
to do the enrolment and that could influence the final
performance of the fingerprint sensor.

(iii) Verification: the artefacts are used in a verification
process, that is, the artefact attempts to be verified as
the real finger that has been previously enrolled. The
number of allowed attempts for each smartphone is
detailed on Table 4.

As it can be seen, devices MD1, MD3, MD4, and MD5
accept an unlimited number of attempts to attack them, as
when 5 attempts have failed, they just wait for 30 seconds and

Table 3: Enrolment policy for eachmobile device. Policies are given
by the manufacturer and cannot be changed by the evaluator.

Mobile device Attempt policy for enrolment

MD1
Around 10 attempts needed (can be extended 10
more times if the user wants). Asks the user to
move finger to get different samples and checks it.

MD2
Around 15 attempts needed (10 for center part of
the finger and 5 for corners). Asks the user to
move finger to get different samples and checks it.

MD3 Around 20 attempts needed. Asks the user to
move finger to get different samples and checks it.

MD4 Around 20 attempts needed. Asks the user to
move finger to get different samples and checks it.

MD5
Around 6 attempts needed. It just asks the user to
move the finger to get different samples, but does
not check it.

Table 4: Transaction policies for verification for eachmobile device.
Policies are given by themanufacturer and cannot be changed by the
evaluator.

Mobile
device

Allowed failed
attempts Policy

MD1 5 Waits for 30 seconds, can do attack again
MD2 3 Asks for PIN
MD3 5 Waits for 30 seconds, can do attack again
MD4 5 Waits for 30 seconds, can do attack again
MD5 5 Waits for 30 seconds, can do attack again

the attacker can try again, with no more restrictions (as far as
the author’s knowledge). MD2 asks for a PIN after 3 attempts.

Also, for all cases, if the phone is turned off and the
attacker wants to turn it on and access its data, he or she will
need additional information apart from the bona fide user’s
fingerprint, like a PIN or a password. So, if the phone is found
turned off or without power and the attacker does not know
the user’s additional information, he or she will not be able to
gain access.

3.1.3. Specification of Penetration Test. Once the systems
under test have been analyzed and described, it is necessary
to specify the penetration test and how it will be performed.
In Table 5, the characteristics of the test are shown, as well as
the final amount of attempts for clarity purposes.

For the experiment of the desktop sensors, an app was
developed for the capture process. As it can be seen in
Figure 2, the program showed which finger to capture, the
amount of attempts, and samples left and an image of the
captured fingerprint. It allowed an enrolment and verification
process.

For the experiment of the smartphones, a mobile app was
made for iOS and Android (Figure 3). For acquiring the data,
the visit screen is filled in by the evaluator (genuine user’s ID,
attacker’s ID, device, finger ID, type of attack, and artefact
species) and the app logs whether the attack succeeded or
not. The enrolment was performed using the phone’s native
settings procedure.
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Table 5: PAD evaluation characteristics for each study: desktop sensors, mobile devices (1 expert), and mobile devices (15 laymen). Details
are given according to ISO/IEC 30107-3 requirements.

Desktop sensors Mobile devices (1 expert) Mobile devices (15 laymen)
Capture subjects 6 7 (3 female + 4 male) 3 (more for extra points) 53

Sources for artefacts
36 fingers, 6 capture

subjects (index, middle and
thumb, both hands)

42 fingers, 6 capture
subjects (index, middle and

thumb, both hands)

4 per capture subject (both
thumbs, indexes) 212

Number of attempts
3 per transaction, 2

transactions per finger, 4
sensors (4672 in total)

10 per finger, 5 mobile
devices (2669 in total) 10 per finger 5,481

Evaluator’s access Gray box (pass/fail result +
NFIQ quality).

Black box (only pass/fail result).
Very slight quality feedback on some devices (MD1 and MD3) (“finger too wet”).

Artefact species

7 (Play-Doh, gelatin, latex,
silicone, white glue, latex
with graphite, silicone with

graphite)

3 (Play-Doh, gelatin, latex
with graphite)

2 (Play-Doh and gelatin),
more for extra credit

10 (Play-Doh, gelatin, gelatin
with glycerin, silicone, TAC
adhesive, wax, clay, wood
glue, conductive ink, latex)

Attack type Cooperative and
non-cooperative Cooperative

Figure 2: Example display of the desktop capture program.

3.2. Executing the Evaluation. After the careful planning of
the evaluation, it was finally executed with the specified pen-
etration test. The 3 steps needed for the execution according
to CEM [16] are detection, capture, and processing.

3.2.1. Detection. Before the actual execution, the different
artefact species were put to the test. If the sensor could detect
the fingerprint, then it could be selected for the evaluation.
Moreover, for the third study, simulated attackers tried more
materials apart from Play-Doh and gelatin but found that not
all of them were suitable.

3.2.2. Capture. As checking the quality is not always possible
for the evaluator, some artefacts with different qualities
(examined by the evaluator) can be used to check which ones
are obtained successfully by the sensor and continue with
that technique [39]. For desktop sensors, the quality of the
sample could be measured with NFIQ and an image of the
sample could be seen at the moment of capture. Thus, it was

Figure 3: Smartphone app (Android and iOS) for logging the PAD
evaluation. A pass/fail result is logged for each attempt.

possible for the evaluator to improve the attack during the
evaluation. In the case of mobile devices, some of them give a
slight feedback on quality by telling the user that, for example,
the finger is too wet. If an attacker is using a gelatin artefact
and the smartphone prompts “finger too wet,” the attacker
will make another artefact with less proportion of water and
try again.

Lastly, it must be noted that each mobile device will have
different algorithms, sensor technologies, and quality and
decision thresholds.

3.2.3. Processing. In the case of desktop fingerprint sensors,
all images were stored for an offline verification with the
database of subjects’ real fingers by using the NBIS algorithm
by NIST [40]. The most significant values from the analysis
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were the proportion of times that an artefact was verified as a
normal presentation and the proportion of images that were
rejected by the system due to low quality (NFIQ > 4).

In the case of smartphones, no quality or similarity scores
can be obtained, just pass/fail results. Thus, the data used for
the posterior analysis was based solely on this.

4. Analysis of Attack Potential

The attack potential is a standardizedmeasure given by Com-
mon Criteria. According to Common Criteria methodology
[16], the attack potential is a measure of the effort to be
expended in attacking a TOE (Target of Evaluation) with a
PAI (Presentation Attack Instrument), expressed in terms of an
attacker’s expertise, resources, and motivation, which can be
divided into more specific parameters. Thus, TOEs are given
a rating to assess their resistance to specific attacks.

4.1. Threats and Attacks. Every threat has a corresponding
possible attack [18] and they are analyzed before calculating
the attack potential.

4.1.1. Desktop Fingerprint Sensors

(i) Possible Threats. Although fingerprint sensor systems can
have vulnerabilities at many points, this study only focuses
on the presentation attack side, that is, using an artefact
generated from a user’s real finger on the sensor.The intended
operation of the system depends on the target application, for
example, opening a door to an office or to a gym or getting
privileges like food coupons.

(ii) Possible Attacks. The attack that can exploit the threat
explained in the previous point is the presentation attack.
The biometric characteristic can be obtained in two ways:
with or without cooperation from the capture subject. In this
case, both cooperative and noncooperative attackswere done.
The level of expertise of the evaluator is proficient, although
the materials needed for the evaluation can be found at any
supermarket.

4.1.2. Mobile Phones

(i) Possible Threats. Fingerprint sensors embedded in mobile
devices can have vulnerabilities at many points, too. The
intended operation of the system is to unlock a smartphone,
thus accessing private data. As it was said above, the only
vulnerable point used for the scope of this paper is the capture
process.

(ii) Possible Attacks.The attack that can exploit the threat from
the first point is the presentation attack. In this case, only
cooperative attacks were done. The level of expertise of the
simulated attackers is low: they had no prior knowledge on
how to attack fingerprint sensors.

4.2. Attack Potential Calculation. This calculation is used by
the evaluator to determinewhether or not theTOE is resistant
to attacks assuming a specific attack potential of an attacker

[16, pp. 422–432]. If the evaluator determines that a potential
vulnerability is exploitable in the fingerprint sensor, they
must confirm that it is exploitable by doing penetration tests
(as specified on Section 3.1.3).

With this in mind, the evaluator determines the mini-
mum attack potential required by an attacker to successfully
carry on an attack and arrives at some conclusion about
the TOE’s resistance to attacks. This attack potential is
confirmed on the penetration tests performed in this work
on Section 5.2.

A score can be assigned to each of the attack potential
parameters following Common Criteria’s CEM (Common
EvaluationMethodology) [16, p. 429]. By adding all the values
from the different parameters, the attack potential of an
artefact species is rated as basic, enhanced-basic, moderate,
high, or beyond high.

4.2.1. Desktop Fingerprint Sensors. Following CEM specifi-
cations, a score was given to every parameter of the attack
potential to calculate its total rating (each score is given
according to the table on [16, p. 429]). The attack potential
will be different for cooperative and noncooperative attacks,
being the expertise and the elapsed time the most differenti-
ating factors.

(a) Cooperative Attacks. See Table 6.

(b) Noncooperative Attacks. See Table 7.

4.2.2. Mobile Phones. In this case, only cooperative attacks
were made, and the attack potential will be the same for both
mobile device studies.

As it was calculated in Tables 6, 7, and 8, the rating
for cooperative attacks on desktop fingerprint sensors is
6.5 (basic) and 10 (enhanced-basic) for the noncooperative.
For the case of mobile phones, the rating is 4.5 (basic).
These scores are specified on CEM. Thus, the attacks would
have to be considered in penetration testing for all evalua-
tions assuming, respectively, minimum, basic, andminimum
attack potentials (or higher). If penetration tests show that
the attack is successful, the TOE would fail to resist against
that attack potential. Further details on how to calculate the
attack potential are given onCommonCriteria’s CEM [16, pp.
422–432].

5. Results and Discussion

Lastly, after executing the 3 separate evaluations, the obtained
results are analyzed and compared in this section.

5.1. Metrics. The standard ISO/IEC JTC1 30107-3 requires
specific metrics for PAD evaluation reporting. As the access
to the system differs in desktop sensors and smartphones,
Figure 4 shows which metrics are suitable for each case. The
possible metrics are as follows:

(i) APNRR (attack presentation nonresponse rate): pro-
portion of attack presentations using the same PAI
species that cause no response at the PAD subsystem
or data capture subsystem
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Table 6: Attack potential calculation for cooperative attacks on desktop fingerprint sensors. Scores assigned according to the classification
from Common Criteria [16, p. 429].

Preparation phase PAI construction +
exercising phase

Attack execution
phase Total factor rating Score

Elapsed time <1 day (capture
subject is cooperative)

<1 day or <1 week
(different material

difficulty)

Few seconds (perform
attack) <1 week or <2 weeks 1.5

Expertise
Layman (materials
can be obtained at
normal stores)

Layman (easy to
create)

Layman (not much
expertise needed) Layman 0

Knowledge of
TOE

Public (well known
on the internet that it

works)

Public (manuals can
be found on the

internet)

Public (no knowledge
needed) Public 0

Window of
opportunity

Unnecessary (no
access to TOE

needed)

Easy (access to TOE
for practicing)

Easy (high chance the
PAI will work) Easy 1

Equipment Standard (no
equipment needed)

Specialized (some
sensors might be hard

to obtain)

Standard (no
equipment needed) Specialized 4

Overall attack
rating 6.5 (Basic)

Attack
resistance Minimum

Table 7: Attack potential calculation for noncooperative attacks on desktop fingerprint sensors. Scores assigned according to the classification
from Common Criteria [16, p. 429].

Preparation phase PAI construction +
exercising phase

Attack execution
phase Total factor rating Score

Elapsed time
<1 week (capture

subject is
noncooperative)

1 week (creating PAIs) Few seconds (perform
attack) <2 weeks 2

Expertise
Layman (materials
can be obtained at
normal stores)

Proficient (process
needs many steps)

Layman (not much
expertise needed) Proficient 3

Knowledge of
TOE

Public (well known
on the internet that it

works)

Public (manuals can
be found on the

internet)

Public (no knowledge
needed) Public 0

Window of
opportunity

Unnecessary (no
access to TOE

needed)

Easy (access to TOE
for practicing)

Easy (high chance the
PAI will work) Easy 1

Equipment Standard (no
equipment needed)

Specialized (some
sensors might be hard

to obtain)

Standard (no
equipment needed) Specialized 4

Overall attack
rating 10 (Enhanced-basic)

Attack
resistance Basic

(ii) APAR (attack presentation acquisition rate): propor-
tion of attack presentations using the same PAI
species from which the data capture subsystem
acquires a biometric sample of sufficient quality

(iii) IAPMR (impostor attack presentation match rate):
proportion of impostor attack presentations using the
same PAI species in which the target reference is

matched. When it is not matched, IAPNMR is used
(Impostor Attack Presentation Nonmatch Rate).

5.2. Penetration Test Results. With the metrics described on
the last subsection and the schema from Figure 4, we built
the graphs for the error rates of desktop and smartphone
fingerprint sensors.
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Table 8: Attack potential calculation for cooperative attacks on smartphone fingerprint sensors. Scores assigned according to the classification
from Common Criteria [16, p. 429].

Preparation phase PAI construction +
exercising phase

Attack execution
phase Total factor rating Score

Elapsed time <1 day (capture
subject is cooperative)

<1 day or <1 week
(different material

difficulty)

Few seconds (perform
attack) <1 week or <2 weeks 1.5

Expertise
Layman (materials
can be obtained at
normal stores)

Layman (easy to
create)

Layman (not much
expertise needed) Layman 0

Knowledge of
TOE

Public (well known
on the internet that it

works)

Public (manuals can
be found on the

internet)

Public (no knowledge
needed) Public 0

Window of
opportunity

Unnecessary (no
access to TOE

needed)

Easy (access to TOE
for practicing)

Easy (high chance the
PAI will work) Easy 1

Equipment Standard (no
equipment needed)

Standard (but it is
necessary to buy the
TOE, which can be

expensive)

Standard (no
equipment needed) Standard 2

Overall attack
rating 4.5 (Basic)

Attack
resistance Minimum

Rejected
artefacts

Accepted
artefacts

APNRR

1 − APAR

IAPNMR

Desktop sensors 
AP (100%)

IAPMR

(No response)

(Poor quality)

(No match)

(Match)

Smartphone sensors 
AP (100%)

IAPNMR

IAPMR

Figure 4: Metrics used for each case. Desktop fingerprint sensors
give us more intermediate decisions than mobile devices.

5.2.1. Desktop Fingerprint Sensors. As these systems gave us
feedback on IAPMR, APAR, and APNRR, they are repre-
sented in Figures 5 and 6.

The most meaningful value is IAPMR, as it shows the
proportion of presentation attacks that defeat a comparison
system. This metric exposes that the only material that can
successfully attack all systems is Play-Doh, especially for the
case of the optical sensor.The highest IAPMRs were obtained
with silicone mixed with graphite, Play-Doh, and white glue.

For noncooperative attacks, the only vulnerable sensor
was the thermal one for the case of silicone, latex, and Play-
Doh, in very few times. It must be noted that very few attacks
were performed in this manner, as it was decided to use the
PCB molds that were created on the first try, with no room

for improvement, to see the results of a first-time attacker for
this case.

In addition, the greater the APNRR is, the better the sys-
tem is at rejecting fake samples (by not responding when they
are placed on the sensor), so in thismatter, the thermal sensor
responds to the highest number of artefacts, although those
captured samples ended up not being successful. Systems can
also reject artefacts due to their low quality, and this ability
is represented by APAR. In this case, the capacitive sensors
were more capable of rejecting nonconductive samples, even
when breathing on them to create a conductive layer on the
surface.

5.2.2. Mobile Phones (Studies 2 and 3). In this case, only
IAPMR was known, so the graphs are simplified by only
showing this metric and omitting IAPNMR (its contrary).

First, the overall IAPMR results are shown in Figure 7.
This first graph is shown inside the corresponding smart-
phone shape for clarification. The rest will be shown as usual
for the sake of space. The figure compares the outcome
obtained in study 2 (1 expert) with the average outcome
obtained in study 3 (15 laymen attackers).

As it can be seen, the experienced attacker successfully
attacked the smartphones more often than the inexperienced
attackers, in average. The results for MD3 are quite similar.
Nevertheless, the IAPMR for MD4 is higher for the inexpe-
rienced attackers than for the experienced one.This outcome
will be explained later in this section.

The common materials for both studies were Play-Doh
and gelatin, as they were tried on every smartphone by
every attacker. Thus, Figure 8 shows a comparison of IAPMR
results by an experienced attacker versus the average of 15
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Figure 5: Cooperative attack results for desktop fingerprint sensors, separated by device and artefact species (material).
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Figure 6: Noncooperative attack results for desktop fingerprint sensors, separated by device and artefact species (material).

unexperienced attackers. It can be clearly seen that the most
vulnerable device is MD5, for both Play-Doh and gelatin.
The experienced attacker hadmore successful attacks inmost
cases.

A break-down of the IAPMR results by attacker can be
seen in Figure 9. The experienced attacker could hack into
MD1 19% of the times, while the inexperienced had an almost

negligible number of successful attempts. MD2 was tricky to
hack for all attackers, althoughAtt 1 did a slightly better job. It
can be observed that, for the case ofMD3, IAPMRvaries quite
a bit depending on the inexperienced attacker, although the
average is similar to the experienced one.On the case ofMD4,
the smartphone was hard to hack for most attackers (even for
Att 1), but the inexperienced attacker Att 14 could break into
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Table 9: Results on the vulnerabilities of each device to different artefact species. Not all materials were used in all sensors. A tick means that
the device was successfully attacked with that species at least once. A cross indicates that the device could not be attacked with that material
even once. An interrogation was used when the experiment was not tried.

Vulnerable devices
Artefact species Ther Cap1 Cap2 Opt MD1 MD2 MD3 MD4 MD5
Play-Doh ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Gelatin ✓ x ✓ ✓ x ✓ ✓ ✓ ✓

Clay ? ? ? ? ? ? x ? ?
Wood glue ✓ x x x ? ? ✓ ✓ ?
Conductive ink ? ? ? ? ? ? x ? ?
Latex ✓ x x x ? ? ✓ ? ✓

Latex + graph ✓ x x ✓ ? ✓ ✓ ? ?
Silicone ✓ x x ✓ ? ? x ? ✓

Silicone + graph ✓ x x ✓ ? ? ? ? ?

MD2 MD3 MD4 MD5MD1

Att 1 Att 1 Att 1Rest Rest Rest Att 1 Rest Att 1 Rest

18,6%

0,2%
8,2%

2,6%
9,6%

6,0%
1,7%

10,1%

40,2%

18,9%

Figure 7: Overall IAPMR comparison per smartphone. Att 1 refers
to the expert that performed the 2nd experiment, while Rest refers
to the 15 simulated attackers.

it 19% of the times. Lastly, MD5 was the one with the most
uneven results: Att 1 attacked the system successfully 40% of
the times, while Att 15 did 25% of the times and Att 16, none.

The 15 simulated attackers had a chance to get additional
credit for the assignment if they used additional artefact
species and reported them.The results are shown in Figure 10,
showing that it was discovered that white glue was the most
successful material on MD3. Moreover, latex and silicone
were found to be more successful than Play-Doh and gelatin
on MD5.

In [21], it was said that attacking fingerprint sensors with
fake fingers depends on expertise, but that luck also has
a great impact. Sometimes, after trying to attack a sensor
many times, the tester moves the finger slightly differently,
or adds more water to the mix, or heats the artefact more and
suddenly the fake finger works. This could also happen the
first time a fake finger is used. Once the trick is known, the
rest of the attempts will be much easier.

5.2.3. All Experiments. The only common metric for all
experiments is IAPMR, which is the most significant one, as
it shows the proportion of times that an artefact was verified
as the real finger. It is shown for all devices across the 3 studies
on Figure 11.

It can be observed that the highest IAPMR was obtained
by the expert attacker on average on study 2, reaching a
value of 40,2% for MD5. The lowest IAPMR on average
happened on study 1 with the desktop sensors, as the policies
for capturewere stricter than those of themobile devices. Our
feeling when performing the evaluation on mobile devices
after having done the same on desktop sensors was that it was
much easier to bypass their security in comparison,which can
be clearly noticed on the results.

5.3. Vulnerability Test Results. Although not all materials
were tried on all devices, some vulnerabilities can be reported
from the results obtained in the previous section (Table 9). A
device being vulnerablemeans that it was hacked at least once
with that artefact species. It can be observed that Play-Doh
could successfully attack all devices at least once.

The consequences thatmay derive from these vulnerabili-
ties are that an attacker could enter an unauthorized building,
have access to privileges that do not belong to him/her, or
for the case of the smartphones, unlock the phone, and have
access to all the apps that do not require additional security.

5.4. Artefacts, Molds, and Captured Images. As it happens
with cooking, every evaluator has different abilities to gener-
ate artefacts and it is very difficult to compare one’s expertise
to another.Therefore, the results of the security evaluation are
dependent on who the attacker is. Thus, for a report, the best
we can do is showwhichmolds and artefacts were used in the
evaluation.

5.4.1. Molds. Even inside the same evaluation, there are
factors that condition the quality of the generated molds, and
this influences highly the results. For example, some people
tend to sweat a lot if their finger is surrounded by silicone
paste for a few minutes, so the molds turn out with bubbles
and with a very low quality (Figure 12).

5.4.2. Artefacts. As with the molds, it is important to include
examples of the artefacts that were created of each artefact
species. Figure 13 gives examples of the artefacts used for this
experiment.
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Figure 8: Comparison of IAPMR results by an experienced attacker (PLA1 for Play-Doh andGEL1 for gelatin) and 15 laymen attackers (PLA2
and GEL2).
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Figure 10: IAPMR results for the 15 inexperienced attackers, divided by all the artefact species used. PLA = Play-Doh; GEL = gelatin; CLA =
clay; GLU = wood glue; LTX = latex; SIL = silicone.
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Figure 11: Overall IAPMR for all devices across 3 experiments. Desktop sensors in this case only cover cooperative attacks, for the sake of
fair comparison.

5.4.3. Captured Images. The only images that we could get
access to were the ones from the desktop sensors evaluation.
The examples on Figures 14 and 15 are from the thermal
sensor.

The cooperative artefact has a notably better quality
than the noncooperative one, due to its acquisition process.
Cooperative molds capture quite accurately the shape of the
capture subject’s fingerprint, while getting an accurate sample
from a latent print on a glass can be trickier, as many features
can be lost on the process.

It must also be noted that even, within the same evalua-
tion, the evaluator’s ability can improve. For instance, making
a good quality gelatin artefact consists of having the right
proportion of water and gelatin leaves, and some trials might

need to be done before reaching that appropriate proportion.
A clear example of this can be seen in Figure 15.

6. Conclusions

During the process of performing 3 separate PAD evaluations
on fingerprint sensors, some lessons were learnt, the basic
one being that standards and methodologies are necessary to
compare PAD evaluations made by researchers and certifica-
tion bodies. Studies are only comparable if the same metrics
and procedures are used.

Enrolment and verification policies are very important
for the performance and security of a system, and, with
smartphones, these policies are out of hand for independent
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(a) Bad quality mold (b) Good quality mold

Figure 12: Molds of different qualities. The mold on (a) has bubbles and is blurry due to the capture subject’s finger characteristics.

(a) Latex with graphite artefact (b) Gelatin artefact (c) Play-Doh artefact

Figure 13: Examples of 3 artefact species: latex with graphite, gelatin, and Play-Doh.

researchers and they must adapt to the ones given by the
manufacturer. For instance, for the enrolment of mobile
device MD5, only 6 captures are needed (while other devices
use more than 15), and this poor enrolment policy could
be a reason why it is noticeably more vulnerable to attacks
than the others. Also, some devices allow an unlimited
amount of attempts to present a sample, giving the attacker
unlimited chances. This can be fixed by asking for additional
information (PIN, password, or an additional biometric
modality).

Attack potential is an adequate tool to measure the
effort needed to attack a system. Nevertheless, in the case of

biometrics, it is difficult to calculate. Even within the same
evaluation, the evaluator gets better at attacking the system
in each attempt. Also, at any point of the process, anyone can
get the trick to hacking a specific sensor (out of expertise and,
mostly, out of luck) and the evaluation results can vary highly
from that point on. To soften this variability, one solution
is reporting examples of the molds, artefacts, and captured
images of the evaluation.

Expertise was evaluated on this work. It was proved
that all 5 smartphone sensors were hacked at some point
by unexperienced attackers. The only prior knowledge they
had was a short video of an expert creating fake fingers, so
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(a) Cooperative (b) Noncooperative

Figure 14: Examples of captured images of cooperative and noncooperative artefacts from the desktop sensors evaluation.

(a) Bad quality artefact (b) Good quality artefact

Figure 15: Examples of a bad quality gelatin artefact versus a good quality gelatin artefact. Images from the desktop sensors evaluation.

this is especially preoccupying because similar videos can
be obtained from the Internet easily. Fortunately, this was
the case only for cooperative attacks, and their results were
notably worse than the ones from the expert, in average. On
the other hand, noncooperative attacks aremore complex and
need more expertise to be carried out. It was also noticed
that it is easier to hack smartphone sensors than desktop
sensors.

In the future, the database of inexperienced attackers
will be increased, and further analyses will be made based
on this. Moreover, more insights can be obtained in future
evaluations: how long it takes for an inexperienced attacker
to successfully attack a sensor for the first time, dependence

on finger used (index, middle, and thumb), dependence on
left or right hand, and so on.
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experiments. It shows thewhole process from creating amold
from a real finger, to creating an artefact and using it on the
smartphone sensor. (Supplementary Materials)

References

[1] R. Blanco-Gonzalo, R. Sanchez-Reillo, J. Liu-Jimenez, and C.
Sanchez-Redondo, “How to assess user interaction effects in
biometric performance,” in Proceedings of the IEEE Interna-
tional Conference on Identity, Security and Behavior Analysis
(ISBA ’17), February 2017.

[2] D. He and D. Wang, “Robust biometrics-based authentication
scheme for multiserver environment,” IEEE Systems Journal,
vol. 9, no. 3, pp. 816–823, 2015.

[3] L. O’Gorman, “Comparing passwords, tokens, and biometrics
for user authentication,” Proceedings of the IEEE, vol. 91, no. 12,
pp. 2021–2040, 2003.

[4] T. van der Putte and J. Keuning, “Biometrical fingerprint
recognition: do not get your fingers burned,” in Proceedings of
4th Working Conference on Smart Card Research and Advanced
Applications, IFIP TC8/WG8, vol. 31, p. 16, Bristol, UK, Septem-
ber 2000.

[5] S. A. C. Schuckers, “Spoofing and anti-spoofing measures,”
Information Security Technical Report, vol. 7, no. 4, pp. 56–62,
2002.

[6] A. Choiniere and T. Lubysheva, Novetta—Protecting against
Fingerprint Vulnerabilities whenDeploying Biometric Systems,
2015.
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