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José A. Sanz-Herrera, Spain
Nickolas S. Sapidis, Greece
E. J. Sapountzakis, Greece
Themistoklis P. Sapsis, USA
Andrey V. Savkin, Australia
Valery Sbitnev, Russia
Thomas Schuster, Germany
Mohammed Seaid, UK
Lotfi Senhadji, France
Joan Serra-Sagrista, Spain
Leonid Shaikhet, Ukraine
Hassan M. Shanechi, USA
Sanjay K. Sharma, India
Bo Shen, Germany
Babak Shotorban, USA
Zhan Shu, UK
Dan Simon, USA
Luciano Simoni, Italy
Christos H. Skiadas, Greece

Michael Small, Australia
Francesco Soldovieri, Italy
Raffaele Solimene, Italy
Ruben Specogna, Italy
Sri Sridharan, USA
Ivanka Stamova, USA
Yakov Strelniker, Israel
Sergey A. Suslov, Australia
Thomas Svensson, Sweden
Andrzej Swierniak, Poland
Yang Tang, Germany
Sergio Teggi, Italy
Roger Temam, USA
Alexander Timokha, Norway
Rafael Toledo, Spain
Gisella Tomasini, Italy
Francesco Tornabene, Italy
Antonio Tornambe, Italy
Fernando Torres, Spain
Fabio Tramontana, Italy
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The challenge in advanced engineering applications based on
efficient mathematical models for propagation and transition
phenomena can be noticed nowadays in many research
fields. Fractal theory and special mathematical functions
are used not only for the design of nanostructures but
also for studying propagation in complex artificial networks.
Differential geometry is adapted for solving nonlinear partial
differential equations with great number of variables for
modelling propagation and transitions for different type of
electromagnetic, acoustic, and optic waves. Commutative
and/or additive consequences of quantum physics are used
extensively in the design of long range transmission systems.
Advanced mathematical tools connected to wavelets are
recommended for biological phenomena. All these advanced
engineering subjects require efficient mathematical models
adapted for nonlinear propagation phenomena and for com-
plex systems, when specific limitations are involved (very
long distance propagation, fractal aspects and transitions
in nanostructures, complex systems with great number of
variables, and infinite spatiotemporal extension of material
media). Using advanced mathematical tools for modeling
propagation and transition phenomena, this special issue
presents high qualitative and innovative developments for
efficient mathematical approaches of propagation phenom-
ena and transitions in complex systems. Significant results
were obtained for propagation ofwaves in advancedmaterials
dynamics of complex systems, efficient signal and image
analysis based on fundamental mathematical and physical
laws, and transitions in complex networks.

This special issue involves 12 original papers selected by
the editors so as to present the most significant results in
the above mentioned topics. These papers are organized as
follows.

Three papers on analytical methods based on swarm
intelligence and data mining are as follows: (i) “A New
Approach for Flexible Molecular Docking Based on Swarm
Intelligence,” by Y. Fu et al.; (ii) “A Parallel Community
Structure Mining Method in Big Social Networks,” by S. Jin
et al.; and (iii) “Prevention and Trust Evaluation Scheme
Based on Interpersonal Relationships for Large-Scale Peer-
to-Peer Networks,” by L. Li et al.

Three papers on watermarking, feature embedding, and
data integrity checking are as follows: (i) “A Secure and
Effective Anonymous Integrity Checking Protocol for Data
Storage in Multicloud,” by L. Song et al.; (ii) “Cryptanalysis
and Improvement of the Robust and Blind Watermarking
Scheme for Dual Color Image,” by H. Nan et al.; and (iii)
“Topological Embedding Feature Based Resource Allocation
in Network Virtualization,” by H. Cui et al.

Three papers on coherence, mapping, and similarity
modeling are as follows: (i) “Obtaining Cross Modal Sim-
ilarity Metric with Deep Neural Architecture,” by R. Li et
al.; (ii) “Alternating Coordinate-Momentum Representation
for Quantum States Based on Bopp Operators for Modelling
Long-Distance Coherence Aspects,” by E. G. Bakhoum and
C. Toma; and (iii) “Topology Identification of Coupling Map
Lattice under Sparsity Condition,” by J. Yu et al.
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Two papers on aspects of wave propagation are as follows:
(i) “On the Propagation of Longitudinal Stress Waves in
Solids and Fluids by Unifying the Navier-Lame and Navier-
Stokes Equations,” by A. Barzkar and H. Adibi, and (ii)
“Stochastic Fractional Heat Equations Driven by Fractional
Noises,” by X. Sun and M. Li.

One paper on error correction schemes is as follows:
(i) “An Effective Error Correction Scheme for Arithmetic
Coding,” by Q. Lin et al.

Ezzat G. Bakhoum
Haipeng Peng

Florin Pop
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Qiuzhen Lin,1,2 Kwok-Wo Wong,2 Ming Li,3,4 and Jianyong Chen1

1College of Computer Science and Software Engineering, Shenzhen University, Shenzhen 518060, China
2Department of Electronic Engineering, City University of Hong Kong, 83 Tat Chee Avenue, Kowloon Tong 999077, Hong Kong
3Shanghai Key Laboratory of Multidimensional Information Processing, East China Normal University, Shanghai 200241, China
4School of Information Science and Technology, East China Normal University, Shanghai 200241, China

Correspondence should be addressed to Jianyong Chen; cjyok2000@hotmail.com

Received 9 September 2014; Accepted 28 November 2014

Academic Editor: Ezzat G. Bakhoum

Copyright © 2015 Qiuzhen Lin et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Wepropose an effective error correction technique for arithmetic codingwith forbidden symbol. By predicting the occurrence of the
subsequent forbidden symbols, the forbidden region is actually expanded and theoretically, a better error correction performance
can be achieved. Moreover, a generalized stack algorithm is exploited to detect the forbidden symbol beforehand. The proposed
approach is combined with the maximum a posteriori (MAP) metric to keep the highly probable decoding paths in the stack.
Simulation results justify that our scheme performs better than the existing MAP methods on the error correction performance,
especially at a low coding rate.

1. Introduction

Traditionally, channel coding is performed after source cod-
ing to protect the compressed bit stream sent over a noisy
channel. For example, an image file is first compressed by
using Discrete Cosine Transformation or arithmetic coding
[1–3] with high coding efficiency. Then, the compressed
sequence is further protected by Turbo code [4] or Hamming
code [5] against channel noise. This traditional separate
scheme lacks the cooperation between source and channel
coding processes and may not result in the optimal perfor-
mance. Recent studies have revealed that the joint operation
of them leads to some advantages when compared with the
traditional separately operated approach [6–9]. As certain
implicit redundancy still exists in the bit streams when the
encoder cannot ideally decorrelate the source symbols, it
can be utilized in the joint scheme to improve the overall
error correcting performance.Thus, it is possible for the joint
scheme to outperform the separate approach [10].

Early works on joint source-channel coding were devoted
to the study of error resilience in variable length codes (VLC).
In particular, most of which were focused on the resynchro-
nization ability of Huffman code [7–9]. The corresponding

hard and soft decoding schemes based on maximum like-
lihood (ML) or MAP metrics are well-studied for a binary
symmetric channel (BSC) with additive white Gaussian noise
(AWGN). As arithmetic coding (AC) represents a source
symbol using a fractional number of bits, it leads to a better
compression efficiency and achieves the optimal entropy
coding. However, the high compression ratio makes the
codeword more sensitive to channel noise and is difficult to
be resynchronized. Therefore, there is a growing interest in
improving the robustness of AC against channel noise.

In [11], a forbidden symbol introduced by a reduction
in the coding interval is adopted to detect the transmission
error continuously. These errors can be detected when the
forbidden region is visited. This continuous nature in error
detection is exploited to improve the overall performance
of the communication system [12]. It provides a tradeoff
between the extra redundancy and the delay in detecting an
error since its occurrence. Instead of the forbidden symbol,
the insertion of markers in some particular positions of the
input sequence plays the role of synchronization between the
encoder and the decoder [13]. The markers which do not
appear in the expected positions indicate transmission errors.
Three strategies for the selection of the markers were studied

Hindawi Publishing Corporation
Mathematical Problems in Engineering
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in [13]. A better compression ratio can be achieved using an
adaptive [14] or an artificial marker scheme [15].The adaptive
marker scheme selects the most frequent source symbol as
the marker symbol while the artificial marker scheme creates
an artificial marker with an arbitrary probability. Making
use of the error detection capacity of AC, error correction
is performed by sequential decoding, which successively
removes the erroneous decoding paths. In [16], depth-first
and breadth-first decoding algorithms were proposed with
binary branching based on a null zone. The decoding paths
are discarded due to the error detection capacity of the
forbidden symbol. All the decoding paths with the lowest
Hamming distance from the received sequence are preserved
in a list.

In [17], a MAP criterion based on the context-based AC
was proposed with the insertion of synchronization markers,
where the symbol clock and the bit clock models were
analyzed. The iterative decoding of error resilient AC con-
catenated with a convolutional code is adopted and its error
correcting capability is validated with the transmission of
images over an AWGN channel. A novel MAP decoding
approach based on the forbidden symbol was proposed
in [10], with a high flexibility in adjusting the coding
rate. Sequential decoding algorithms, such as stack algorithm
and 𝑀-algorithm, are adopted and the proposed system
outperforms the separate approach based on convolutional
codes in terms of error correcting capability. It is serially
concatenated with channel codes and iterative decoding is
employed to further improve the overall performance [18,
19]. Chaos phenomenon, which generally exists in complex
systems [20, 21], is also observed during the iterative decoding
procedures.Thus, chaos control techniques can be adopted to
further enhance the error correction performance [22–24]. A
sequential MAP estimation for CABAC coder was proposed
in [25], which employs an improved sequential decoding
technique to determine the tradeoff between complexity and
efficiency. In [26], a look-ahead technique for AC decoder
was proposed to allow quick error detection. Considering
the improvement in the implementation efficiency, AC can
be modeled as a finite-state machine corresponding to a
variable-length trellis code. The trellis code based on AC
was proposed in [27, 28], where a list Viterbi decoding
algorithm is applied on the corresponding trellis code and
a cyclic redundancy check code is employed for detecting
small Hamming-distance errors. The free distance of the
corresponding AC-based VLC and its theoretical error cor-
rection performance were investigated in [29, 30]. Besides
that, the practical implementations on this joint source-
channel coding scheme were studied in [31, 32] for high
coding speed.

The error detecting capability of AC was analyzed in our
previous paper [15]. Here we extend our previous work to
tackle the problem of error correction in AC. An effective
error correction technique utilizing the forbidden symbol is
proposed, which predicts the occurrence of the subsequent
forbidden symbols. With our approach, the forbidden region
is theoretically expanded and so a better error correction
performance is achieved. Furthermore, a generalized stack
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Figure 1: The arithmetic coding steps for encoding the sequence
“01000.”

algorithm (SA) extending 2𝑘 branches from the best node
is also studied for the detection of the forbidden symbol
beforehand. The MAP metric [10] is integrated with our
approach to preserve the most probable decoding paths
in the stack. The idea of our approach was briefly pre-
sented in [33], which mainly focuses on the forecasting of
the forbidden symbols. Here, the procedures of AC with
forecasted forbidden symbols are described in detail. More
analyses and simulation results are provided to justify that the
proposed scheme outperforms the look-ahead scheme [26]
and the original MAP scheme [10] on the error correction
performance, especially at a low coding rate.

The rest of this paper is organized as follows. The back-
ground of AC is reviewed in Section 2. The proposed
scheme is described in Section 3, where the estimation of the
subsequent forbidden symbols and the generalized SA are
introduced. Simulation results are presented in Section 4 to
show the improvement of our scheme. Finally, conclusions
are drawn in Section 5.

2. Background of Arithmetic Coding

Arithmetic coding is an iterative operation, which recursively
assigns the coding interval to a sequence of source symbols.
In general, a prior source model is required, which initializes
the coding interval according to the occurrence probabilities
of the source symbols. Considering the binary case that the
occurrence probabilities of “0” and “1” are correspondingly
0.8 and 0.2, the coding units [0, 0.8) and [0.8, 1) are then
assigned to the symbols “0” and “1,” respectively. The arith-
metic coding steps for encoding the source sequence “01000”
are illustrated in Figure 1.

At last, the final coding unit [0.64, 0.72192) is obtained,
within which any real value can be selected and exported
as the compressed bits. Theoretically, it is guaranteed to
obtain a compressed sequence with the shortest length using
⌈− log(0.72192 − 0.64)⌉ = 4 bits (1011) in this example. In
the decoding process, the received codeword sequence (1011)
is firstly put after the decimal point to make it 0.1011 which
is within the range [0, 1). Then the representation 0.1011
is converted to the decimal value 0.6875. As it falls into
the intervals [0, 0.8], [0.64, 0.8], [0.64, 0.768], [0.64, 0.7424],
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Function AC Encoder
Input: 𝑠

𝑘
, c, 𝑙
𝑘
, 𝑢
𝑘

Output: b
Set 𝑙𝑘+1 = 𝑙𝑘 + (𝑢𝑘 − 𝑙𝑘 + 1)𝑐(𝑠𝑘) and 𝑢𝑘+1 = 𝑙𝑘 + (𝑢𝑘 − 𝑙𝑘 + 1)𝑐(𝑠𝑘 + 1) − 1
While(True)
If 𝑢𝑘+1 < Half

Set 𝑙𝑘+1 = 2 × 𝑙𝑘+1 and 𝑢𝑘+1 = 2 × 𝑢𝑘+1 + 1
Emit a bit 0 and 𝑓𝑘+1 bits 1 to b
Set 𝑓𝑘+1 = 0

Else If 𝑙𝑘+1 ≥ Half
Set 𝑙𝑘+1 = 2 × (𝑙𝑘+1 − 𝐻𝑎𝑙𝑓) and 𝑢𝑘+1 = 2 × (𝑢𝑘+1 − 𝐻𝑎𝑙𝑓) + 1
Emit a bit 1 and 𝑓𝑘+1 bits 0 to b
Set 𝑓𝑘+1 = 0

Else If 𝑙𝑘+1 ≥ First quarter and 𝑢𝑘+1 <Third quarter
Set 𝑙
𝑘+1
= 2 × (𝑙

𝑘+1
− 𝐹𝑖𝑟𝑠𝑡 𝑞𝑢𝑎𝑟𝑡𝑒𝑟) and 𝑢

𝑘+1
= 2 × (𝑢

𝑘+1
− 𝐹𝑖𝑟𝑠𝑡 𝑞𝑢𝑎𝑟𝑡𝑒𝑟) + 1

Set 𝑓𝑘+1 = 𝑓𝑘 + 1
Else

Break;

Algorithm 1: Pseudocode of the encoder.

Function AC Decoder
Input: 𝑏𝑘, 𝑐, 𝑙𝑘, 𝑢𝑘, V 𝑙𝑘, V 𝑢𝑘
Output: s
If 𝑏𝑘 == 0

Set V 𝑙𝑘+1 = V 𝑙𝑘 and V 𝑢𝑘+1 = ((V 𝑢𝑘 − V 𝑙𝑘 + 1)/2) − 1
Else

Set V 𝑙𝑘+1 = (V 𝑢𝑘 − V 𝑙𝑘 + 1)/2 and V 𝑢𝑘+1 = V 𝑢𝑘
Set 𝑉 = 𝑙𝑘 + (𝑢𝑘 − 𝑙𝑘 + 1) × 𝑐(1)
While(True)

If 𝑉 > V 𝑢𝑘+1
Emit source symbol “0” to s
Set 𝑙𝑘+1 = 𝑙𝑘 and 𝑢𝑘+1 = 𝑉 − 1
Scale the intervals [V 𝑙𝑘+1, V 𝑢𝑘+1] and [𝑙𝑘+1, 𝑢𝑘+1] as done in AC Enocder

Else If 𝑉 ≤ V 𝑙𝑘+1
Emit source symbol “1” to s
Set 𝑙
𝑘+1
= 𝑉 and 𝑢

𝑘+1
= 𝑢
𝑘

Scale the intervals [V 𝑙𝑘+1, V 𝑢𝑘+1] and [𝑙𝑘+1, 𝑢𝑘+1] as done in AC Enocder
Else
Break;

Algorithm 2: Pseudocode of the decoder.

and [0.64, 0.72192], the decoder will sequentially export
the symbols “0,” “1,” “0,” “0,” and “0.”The decoded sequence is
exactly the same as the source sequence since AC is a lossless
source coding scheme.

A practical problem encountered in the implementation
of AC is that the interval will continue to shrink in the
iterative encoding steps. Thus, a high precision is needed to
represent the very small real numbers encountered in the
coding process. A solution to this problem is to use integer
representation, where the coding interval can be rescaled
when the most significant bits in the representation of the
lower andupper bounds are the same. Suppose that the binary
source sequence represented by s = {𝑠1, 𝑠2, . . . , 𝑠𝑁}with 𝑝(𝑠 =
0) = 𝑝0 and𝑝(𝑠 = 1) = 𝑝1, where (𝑝0+𝑝1 = 1), is encoded as a

variable-length codeword b = {𝑏1, 𝑏2, . . . , 𝑏𝐿}. In Algorithm 1,
the pseudocode of the encoder is given, where 𝑙𝑘 and 𝑢𝑘
are, respectively, the lower and upper bounds for encoding
the source symbol 𝑠𝑘. The vector c represents the cumulative
probabilities of the source model with 𝑐(0) = 0, 𝑐(1) = 𝑝0
and 𝑐(2) = 1. The initial lower and upper bounds are set to 0
and 2𝑃 − 1, respectively, where 𝑃 is the length of the register
for storing the value of the bounds. The number of bits not
emitted in the interval rescaling operations is recorded by 𝑓𝑘.
The values of First quarter, Half and Third quarter are fixed
and are set to 2𝑃−2, 2𝑃−1, and 3 × 2𝑃−2, respectively.

In Algorithm 2, the pseudocode of the corresponding
sequential decoder is listed, which avoids the decoding delay.
Once both the bounds, 𝑑 𝑙𝑘+1 and 𝑑 𝑢𝑘+1, of the decoding
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Figure 2: A block diagram of the transmission system.

interval for the compressed bit 𝑏𝑘 are located in the encoding
interval of a particular source symbol, the symbol can be
decoded out. The encoding and decoding intervals are then
rescaled as performed in the encoder. The lower and upper
bounds of the decoding interval are also initialized to 0 and
2
𝑃
− 1, respectively. The details of this kind of AC encoding

and decoding can be found in [1, 34].

3. The Proposed Algorithm

Assume that the variable-length codeword b = {𝑏1, 𝑏2, . . . , 𝑏𝐿}
is transmitted over a channel with transition probability 𝑃(r |
b). The receiver obtains the demodulated sequence r =
{𝑟1, 𝑟2, . . . , 𝑟𝐿}, with which the recovered message ŝ is found
using the generalized stack algorithm.Ablock diagramof this
transmission system is depicted in Figure 2.

3.1. MAP Metric. In our scheme, the MAP metric [10] is
employed for finding the most probable message ŝ from all
possible sequences 𝑠, by maximizing the likelihood 𝑃(s | r),
as expressed by

ŝ = argmax
𝑠
𝑃 (s = 𝑠 | r) . (1)

The Bayesian relationship states that

𝑃 (s | r) = 𝑃 (r | s) 𝑃 (s)
𝑃 (r)

=
𝑃 (r | b) 𝑃 (s)
𝑃 (r)

. (2)

In the case of memoryless channels, it is straightforward to
represent (2) in an additive form

𝑚 = log𝑃 (s | r) = log𝑃 (r | b) + log𝑃 (s) − log𝑃 (r) . (3)

For each bit of r,

𝑚𝑘 = log𝑃 (𝑟𝑘 | 𝑏𝑘) + log𝑃 (s𝑘) − log𝑃 (𝑟𝑘) , 𝑘 ∈ [1, 𝐿] ,
(4)

where the vector s𝑘 contains the decoded source symbols
when the compressed bit 𝑏𝑘 is shifted into the decoder. It
should be noticed that s𝑘 can be empty when no source
symbol is outputted from the decoder. There are three terms
at the right-hand-side of (4). The first term log𝑃(𝑟𝑘 | 𝑏𝑘)
is the channel transition probability while the second term
log𝑃(s𝑘) represents the a priori probabilities of the source
symbols. The first two terms can be evaluated based on
the channel and source models, respectively. The last term
log𝑃(r) is complicated, which needs to sum up all the
log𝑃(r | b)𝑃(b) terms, as follows:

log𝑃 (r) = log∑
b
𝑃 (r | b) 𝑃 (b) . (5)

As the full knowledge on the codeword b with length 𝐿 is
required, it is impractical to evaluate (5) exactly. However,
assuming that the codeword b has equal probabilities of
occurrence of “0” and “1,” this term can be approximated by

𝑃 (𝑟𝑘) = 𝑃 (𝑟𝑘 | 𝑏𝑘 = 0) 𝑃 (𝑏𝑘 = 0) + 𝑃 (𝑟𝑘 | 𝑏𝑘 = 1) 𝑃 (𝑏𝑘 = 1)

=
𝑃 (𝑟𝑘 | 𝑏𝑘 = 0) + 𝑃 (𝑟𝑘 | 𝑏𝑘 = 1)

2
.

(6)

When hard decoding is adopted in an AWGN channel
using binary phase-shift keying (BPSK) modulation with a
signal-to-noise ratio (SNR) 𝐸𝑏/𝑁0, the channel transition
probability is

𝑃 (𝑟𝑘 | 𝑏𝑘) = {
1 − 𝑝, if 𝑟𝑘 = 𝑏𝑘
𝑝, if 𝑟𝑘 ̸= 𝑏𝑘,

(7)

where 𝑝 = (1/2) erfc√𝐸𝑏/𝑁0. By (6), 𝑃(𝑟𝑘) = (𝑝+1−𝑝)/2 =
1/2 in this case. Therefore,

𝑚𝑘 = {
log (1 − 𝑝) + log𝑃 (s𝑘) + log 2, if 𝑟𝑘 = 𝑏𝑘
log𝑝 + log𝑃 (s𝑘) + log 2, if 𝑟𝑘 ̸= 𝑏𝑘.

(8)

In the soft decoding process, each bit in b is mapped to
t by 𝑡𝑘 = √𝐸𝑏(2𝑏𝑘 − 1) before transmitted over the AWGN
channel. The decoder receives the noisy signal 𝑟𝑘 = 𝑡𝑘 + 𝑛𝑘,
where 𝑛𝑘 is the additive white noise with standard deviation
𝛿. Given the input sequence b, the conditional probability of
the received signal r is

𝑃 (𝑟𝑘𝑏𝑘) =
1

√2𝜋𝛿2
exp(−

(𝑟𝑘 − 𝑡𝑘)
2

2𝛿2
)

=

{{{{{

{{{{{

{

1

√2𝜋𝛿2
exp(−

(𝑟𝑘 + √𝐸𝑏)
2

2𝛿2
) , if 𝑏𝑘 = 0

1

√2𝜋𝛿2
exp(−

(𝑟𝑘 − √𝐸𝑏)
2

2𝛿2
) , if 𝑏𝑘 = 1.

(9)

Making use of (6), we have

𝑃 (𝑟𝑘) = (
1

√2𝜋𝛿2
exp(−

(𝑟𝑘 + √𝐸𝑏)
2

2𝛿2
)

+
1

√2𝜋𝛿2
exp(−

(𝑟𝑘 − √𝐸𝑏)
2

2𝛿2
)) ⋅ 2

−1
.

(10)
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Figure 3: Source symbol model with forbidden symbol.

Thus,

log𝑃 (𝑟𝑘) = log( 1

√2𝜋𝛿2
exp(−

(𝑟𝑘 + √𝐸𝑏)
2

2𝛿2
)

⋅ (1 +

exp (− (𝑟𝑘 − √𝐸𝑏)
2
/2𝛿
2
)

exp (− (𝑟𝑘 + √𝐸𝑏)
2
/2𝛿2)

))

− log 2

= −
(𝑟𝑘 + √𝐸𝑏)

2

2𝛿2
− log√2𝜋𝛿2

+ log(1 + exp(
2√𝐸𝑏𝑟𝑘

𝛿2
)) − log 2,

(11)

𝑚𝑘 =

{{{{{{{{{{{{

{{{{{{{{{{{{

{

log𝑃 (s𝑘) + log 2

− log[1 + exp(
2√𝐸𝑏𝑟𝑘

𝜎2
)] , if 𝑏𝑘 = 0

log𝑃 (s𝑘) + log 2 +
2√𝐸𝑏𝑟𝑘

𝜎2

− log[1 + exp(
2√𝐸𝑏𝑟𝑘

𝜎2
)] , if 𝑏𝑘 = 1.

(12)

3.2. Forecasted Forbidden Symbols. In order to embed error
detecting capacity into AC, a forbidden symbol 𝜇 with
probability of occurrence 𝜀 is inserted in the source model,
as shown in Figure 3. The probabilities of “0” and “1” are
changed to 𝑝0(1− 𝜀) and 𝑝1(1− 𝜀), respectively.The overhead
of this approach is a lower coding rate as the available coding
space for AC shrinks. This accounts for 𝑅𝜇 = −log2(1 − 𝜀)
additional bits for each source symbol. The expected length
of the compressed sequence is 𝐿 = 𝑁(𝐻 + 𝑅𝜇) when the
forbidden symbol is adopted, where 𝐻 = −𝑝0 log𝑝0 −
𝑝1 log𝑝1 is the memoryless source entropy rate. As the
forbidden symbol is never encoded, the decoder can assure
that some estimated bits are erroneous once it observes
the forbidden symbol in the decoding process. Thus, the
erroneous decoding path can be pruned. Theoretically, the
number of symbols decoded before an error is detected is
greater than 𝑛 at a probability of (1 − 𝜀)𝑛. Therefore, as more
source symbols after the erroneous bits are decoded, the error
can be detected with a higher probability. Moreover, a large
value of 𝜀 enables short error detection delay at the expense
of compression efficiency.

Thanks to the iterative nature of the AC encoding process,
the forbidden symbols after the currently encoded source
symbol can actually be estimated beforehand. This is useful
in detecting the errors at an earlier stage, so as to prune

the erroneous decoding tree quickly and to increase the
chance for the correct decoding tree to remain in the stack.
As shown in Figure 4(a), the second forbidden symbols in
the original coding regions for “0” and “1” are forecasted, the
lengths of which are 𝑝0(1 − 𝜀)𝜀 and 𝑝1(1 − 𝜀)𝜀, respectively.
Similarly, the third forbidden symbols shown in Figure 4(b)
are predicted with the corresponding lengths 𝑝0𝑝1(1 − 𝜀)

2
𝜀

and𝑝1
2
(1−𝜀)

2
𝜀.Theoretically, the lengths of all the successive

forecasted forbidden symbols can be summed up as 𝑝0(1 −
𝜀)𝜀∑
𝑛−1

𝑖=0
𝑝1
𝑖
(1 − 𝜀)

𝑖 and 𝜀∑𝑛
𝑖=0
𝑝1
𝑖
(1 − 𝜀)

𝑖 in the two coding
units, where 𝑛 is the number of the forecasted forbidden
symbols.When 𝑛 tends to∞, we have the length of forecasted
forbidden regions 𝑓𝑠(1) and 𝑓𝑠(2) as follows:

𝑓𝑠 (1) = 𝑝0 (1 − 𝜀) 𝜀

∞

∑

𝑖=0

𝑝1
𝑖
(1 − 𝜀)

𝑖
=
𝑝0 (1 − 𝜀) 𝜀

1 − 𝑝1 (1 − 𝜀)
,

𝑓𝑠 (2) = 𝜀

∞

∑

𝑖=0

𝑝1
𝑖
(1 − 𝜀)

𝑖
=

𝜀

1 − 𝑝1 (1 − 𝜀)
.

(13)

They are the theoretical limit for the length of successive
forbidden symbols. As shown in Figure 4(c), the forecasted
forbidden region is much larger than that in Figure 3, which
obviously improves the error correcting capability.

On the other hand, the look-ahead technique [26] usually
employed in AC decoders can detect forbidden symbol
quickly by decoding the source symbol even when the
decoding interval bounds 𝑑 𝑙𝑘+1 and 𝑑 𝑢𝑘+1 are located in
the encoding intervals for a particular source symbol and the
forbidden region by assuming that it is error-free. An example
of which is given in Figure 5, where the source symbol “1”
is decoded in Figure 5(a) and then the forbidden symbol
can be detected in Figure 5(b). Compared with the look-
ahead technique in AC decoders, our forecasted forbidden
regions can effectively detect the possible errors that may
be found by the look-ahead technique. For example, the
forbidden symbol in Figure 5(b) can also be detected with
our forecasted forbidden regions without the need to decode
source symbol “1” in advance. Besides that, the forecasted
forbidden regions in the middle of the source symbols “0”
and “1” enable the adoption of generalized stack algorithm
introduced in Section 3.3. The look-ahead technique can be
adopted in our scheme to further enhance the overall correc-
tion performance. An example of this scenario is depicted in
Figure 5(c) that the source symbol “1” is decoded in advance.
The improvement of our scheme is further validated by the
simulation results to be reported in Section 4.

With the look-ahead technique adopted in our scheme,
it is possible that 𝑑 𝑙𝑘+1 < 0 and 𝑑 𝑢𝑘+1 > 2

𝑃
− 1 in

the implementation of AC. The pseudocode of the modified
decoder for error detection can be found in Algorithm 3.

3.3. Generalized Stack Algorithm. The generalized SA is a
variation of SA, which is a metric first search algorithm. In
the original SA, all the explored decoding paths with better
metric are stored in an ordered stack with size 𝑀. The best
decoding path, which has the maximum value given by (8) or



6 Mathematical Problems in Engineering

0 1
p0(1 − 𝜀)𝜀 p1(1 − 𝜀)𝜀

(a)

p0p1(1 − 𝜀)2𝜀 p2
1 (1 − 𝜀)2𝜀

0 1

(b)

p0(1 − 𝜀)𝜀

1 − p1(1 − 𝜀)

𝜀

1 − p1(1 − 𝜀)

0 1

(c)

Figure 4: (a) The second forecasted forbidden symbol; (b) the third forecasted forbidden symbol; (c) theoretical length of all the successive
forecasted forbidden symbols.
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Figure 5: (a) Decode source symbol “1” using look-ahead technique; (b) detect forbidden symbol using look-ahead technique; (c) the use of
look-ahead technique in our scheme.

(12), is usually stored at the top of the stack. It is extended to
two branches after the current decoding node by estimating
the subsequent decoding bits as “0” and “1,” respectively.Then
the top node is removed and the two child nodes are inserted
into the stack. Once the stack is full, the one with the worst
metric will be discarded. In the generalized SA, 2𝑘 branches
instead of 2 branches are extended from the top node. As the
coding region assigned to the forbidden symbol is small, it
usually needs more bits to make sure that the decoder will
visit the forbidden region or not. Thus, 2𝑘 branches from the
best node are able to result in a fast detection and the removal
of erroneous decoding paths. This in turn means a higher
probability to preserve the correct path in the stack. It is noted
that the generalized SA is not applicable in the original MAP
algorithm and the look-ahead technique as the underflow
problem may happen when 2𝑘 branches are extended from
the very small decoding interval. However, as the forbidden
regions in the middle of source symbols “0” and “1” are
forecasted in our scheme, it guarantees that the decoding
interval is not smaller than the length of the intermediate
forbidden region. Therefore, the underflow problem can be
avoided.

There are three conditions for discarding decoding paths
in the generalized SA.The first condition is that the forbidden
symbol is encountered. The second corresponds to the situ-
ation that the number of decoded symbols is equal to 𝑁 but
the number of decoded bits is smaller than 𝐿.The third case is
that the number of decoded bits is equal to 𝐿 but the number
of decoded symbol is smaller than 𝑁. The generalized SA
stops when the 𝐿 decoded bits can exactly recover 𝑁 source
symbols or the stack is empty. A diagram illustrating the
generalized SA is shown in Figure 6, with 𝑘 = 2. Therefore,
four child nodes are extended from the best nodes that are

identified with gray color. The one marked with X is deleted
as it visits the forbidden region.

4. Simulations

In this section, the proposed scheme is compared with the
original MAP scheme [10] and the look-ahead scheme [26].
Binary source symbols with 𝑝0 = 0.8667 are randomly
generated, which correspond to the memoryless source
entropy 𝐻 = 0.567. This entropy is the same as that of the
simulation data used in [10]. Each packet consists of 2304
binary symbols. It is then encoded by arithmetic coding with
forbidden symbol to generate the variable-length compressed
sequence b. The packet length and the priori bit probability
𝑝0 are sent to the decoder as side information. They are
protected by a high-redundant channel code to guarantee
their correctness. Each packet is terminated with an EOS
(End of Sequence) symbol having probability 10−5, which
protects the last few bits of b. The stack size 𝑀 is chosen
as 256 for all the algorithms. The value of 𝑘 is set to 8
in the generalized SA. All the simulations are run for 105
times over an AWGN channel with BPSK modulation. The
number of forecasted forbidden symbols is selected as 4. As
the originalMAP scheme [10] has already been shown to have
a better error correction performance than the traditional
separated source and channel coding scheme, a comparison
with the latter scheme is not repeated here. As the placement
of the forbidden symbol can affect the error correction
performance [26, 29], two placements are considered in our
simulations, which are identified with source models A and
B in Figures 7(a) and 7(c). The corresponding forecasted
forbidden symbols in source models A and B are illustrated
in Figures 7(b) and 7(d). Note that the performance of
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Function AC FS Decoder
Input: 𝑏

𝑘
, 𝑐, 𝑙
𝑘
, 𝑢
𝑘
, 𝑑 𝑙
𝑘
, 𝑑 𝑢
𝑘

Output: s
If 𝑏𝑘 == 0

Set 𝑑 𝑙𝑘+1 = 𝑑 𝑙𝑘 and 𝑑 𝑢𝑘+1 = ((𝑑 𝑢𝑘 − 𝑑 𝑙𝑘 + 1)/2) − 1
Else

Set 𝑑 𝑙𝑘+1 = (𝑑 𝑢𝑘 − 𝑑 𝑙𝑘 + 1)/2 and 𝑑 𝑢𝑘+1 = 𝑑 𝑢𝑘
While(True)

Find two estimated forbidden regions in the encoding interval;
If 𝑑 𝑙𝑘+1 and 𝑑 𝑢𝑘+1 are completely located in the forecasted forbidden regions
or out of the encoding interval
Then delete the decoding path and break;
Set 𝑉 = 𝑙𝑘 + (𝑢𝑘 − 𝑙𝑘 + 1) × 𝑐(1) and 𝑉𝑓𝑠 = 𝑙𝑘 + (𝑢𝑘 − 𝑙𝑘 + 1) × (𝑐(1) − 𝑓𝑠(1))
If 𝑉 > 𝑑 𝑢𝑘+1

Emit source symbol “0” to s
Set 𝑙𝑘+1 = 𝑙𝑘 and 𝑢𝑘+1 = 𝑉 − 1
Rescale the intervals [𝑑 𝑙𝑘+1, 𝑑 𝑢𝑘+1] and [𝑙𝑘+1, 𝑢𝑘+1] as done in AC Enocder

Else If 𝑉
𝑓𝑠
≤ 𝑑 𝑙
𝑘+1

and 𝑑 𝑢
𝑘+1
≤ 𝑢
𝑘

Emit source symbol “1” to s
Set 𝑙𝑘+1 = 𝑉 and 𝑢𝑘+1 = 𝑢𝑘
Rescale the intervals [𝑑 𝑙

𝑘+1
, 𝑑 𝑢
𝑘+1
] and [𝑙

𝑘+1
, 𝑢
𝑘+1
] as done in AC Enocder

Else
Break;

Algorithm 3: Pseudocode of the modified decoder for error detection using forecasted forbidden symbols.
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Figure 6: A diagram illustrating the generalized SA.

the compared schemes is evaluated by the packet error rate
(PER).

The PERs of the proposed, the look-ahead, and the
originalMAP schemes with sourcemodels A and B at various
channel SNRs are plotted in Figure 8. The value of 𝜀 is set
to 0.185 in Figure 8, which corresponds to the coding rate of
2/3. Considering source model A, in which many forbidden
symbols can be forecasted as indicated by Figure 7(b), it

contributes to the major improvement of our scheme and the
look-ahead scheme when compared with the original MAP
scheme. The simulation results plotted in Figure 8 validate
that the look-ahead scheme performs much better than the
original MAP scheme while ours achieves the best results.
However, the results obtained with source model B are better
than that with source model A in all algorithms. These
observations show that the error correcting capacity of source
model B is better than that of source model A. Although
many forbidden symbols can be forecasted in source model
A, it will cause a lot of forbidden symbols assigned in the
upper bound of the coding interval and leads to weak error
detection in the errors occurring in the lower bound of the
coding interval. In summary, our scheme performs much
better than the look-ahead scheme and the original MAP
scheme at all SNRs for the two source models. Of course,
the best results in soft and hard decoding are found by using
our scheme with source model B, which achieves a coding
gain of around 0.5 dB for hard decoding and 0.25 dB for soft
decoding, when compared with the original MAP scheme.
Moreover, the values of 𝜀 at 0.097 and 0.05 are also selected
for source model B, which correspond to the coding rate of
4/5 and 8/9, respectively. The PERs of our, the look-ahead,
and the original MAP schemes are plotted in Figures 9-10. As
indicated in these twofigures, the coding gain decreaseswhen
the value of 𝜀 becomes small. The graphs reveal that, for large
𝜀, our scheme has a much better performance than the look-
ahead and the original MAP schemes. In other words, it is
especially effective at a low coding rate.

Figure 11 shows the error correction performance with
source model B at various 𝜀 using soft and hard decoding.
In this figure, soft decoding is applied in our, the look-ahead,
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Figure 7: (a) Sourcemodel A; (b) sourcemodel Awith forecasted forbidden symbols; (c) source symbol B; (d) sourcemodel Bwith forecasted
forbidden symbols.
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Figure 8: Error correction performance of our, the look-ahead, and
the original MAP schemes at 𝜀 = 0.185.

and the original MAP schemes with the channel SNR fixed at
3.5 dB. The PERs are plotted against the 𝜀 value ranging from
0.04 to 0.16. With the increase of 𝜀, the PERs of all schemes
drop accordingly.This is reasonable as a large value of 𝜀 leads
to more redundant bits for error detection, which are helpful
in removing the erroneous decoding paths. When 𝜀 is large,
the gain of our scheme over the look-ahead scheme and the
originalMAP schemebecomes apparent, which also indicates
that our scheme performs much better at a low coding rate.
Considering hard decoding in a channel with SNR 5.5 dB, the
PERs of our, the look-ahead, and the original MAP schemes
are also depicted in Figure 11 with various 𝜀 between 0.04 and
0.16. Results similar to those obtained using soft decoding
are observed and they further confirm the superiority of our
scheme at a low coding rate.

2 2.5 3 3.5 4 4.5 5 5.5 6 6.5
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Lookahead-hard
Improved-hard

Eb/N0
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10−2

10−3

10−4

Figure 9: Error correction performance of our, the look-ahead, and
the original MAP schemes at 𝜀 = 0.097.

5. Conclusions

We have proposed an effective error detection technique
based on the forecasting of forbidden symbols, which widens
the forbidden region by estimating the occurrence of the
subsequent forbidden symbols. A generalized SA is also
adopted to detect the forbidden symbol beforehand and to
remove the erroneous decoding paths earlier. As a result, the
chance of preserving the correct decoding path increases and
the error correction performance is improved. Simulation
results validate the superiority of our approach over the look-
ahead and the original MAP schemes, especially at a low
coding rate.
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Couplingmap lattice is an efficientmathematicalmodel for studying complex systems.This paper studies the topology identification
of coupled map lattice (CML) under the sparsity condition. We convert the identification problem into the problem of solving the
underdetermined linear equations. The ℓ1 norm method is used to solve the underdetermined equations. The requirement of data
characters and sampling times are discussed in detail. We find that the high entropy and small coupling coefficient data are suitable
for the identification. When the measurement time is more than 2.86 times sparsity, the accuracy of identification can reach an
acceptable level. And when the measurement time reaches 4 times sparsity, we can receive a fairly good accuracy.

1. Introduction

The coupled map lattice with nonlocally coupling chaotic
characteristic is widely observed and highly involved inmany
fields, which ranges from complex network [1–3] to neural
network, from biological system to ecological system, and
from physics to computer science [4–6]. Driven by some
practical applications which benefit from the better control-
ling of CML, a great deal of current research of CML has
focused on dynamical analysis, control, and modeling. How-
ever, the behavior of CML is largely influenced by the topol-
ogy of the network which generally is invisible to us.Thus, its
identification usually becomes the promise of application.

Up to now, various researches focus on identifying the
patterns of coupled map lattice models [7, 8], such as the
study of the formation and evolution of spatiotemporal
patterns based on a referencemodel [7], and the identification
of CML based on the wavelet [8]. However, few researches
have discussed the topology identification of CML. There
are two problems of topology identification: how we should
get the result with less measurement time (𝑀) and what
precondition the measured data need.

In this paper, as CML is discrete, for the facilitation of
identification, we transform the CML equation so that the
identification problem can be converted into a problem of
solving the linear equation 𝑦 = Φ𝑥. The ℓ1 method is
introduced to solve the topology identification of CML. In
the process of identification, the relationship between the
measurement time (𝑀) and the sparsity (𝑆) of 𝑥 is taken
into consideration. In the experiment, through the analysis
of entropy, we discuss the coupling coefficient and the
solvability of the equation 𝑦 = Φ𝑥. We find that smaller cou-
pling coefficient benefits the identification. Through further
research, we study the influence of the measurement time on
the identification precision; that is, when the measurement
time𝑀 ≥ 2.86𝑆, we can achieve a decent identification result,
and when𝑀 ≥ 4𝑆, the identification result is very good.

2. Analysis of Identification Process

Considering a CML with𝑁 elements is as follows:

𝑧𝑡+1 (𝑖) = (1 − 𝜀) 𝑓 (𝑧𝑡 (𝑖)) +
𝜀

2𝑊

𝑊

∑

𝑗=1

𝑐𝑖𝑗𝐹𝑖 (𝑡, 𝑗) , (1)
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Figure 1: Periodic boundary condition of element 𝑖 = 2 when
neighbors𝑊 = 3.

where 𝑧𝑡(𝑖) is the state of each node, 𝑖 = 1, 2, . . . , 𝑁, and 𝑡 is
the discrete time step. 𝜀 ∈ (0, 1) is the strength of the coupling.
𝑓(𝑧) = 4𝑧(1 − 𝑧) is the standard form of logistic nonlinear
function. Also 𝐹𝑖(𝑡, 𝑗) = 𝑓(𝑧𝑡(𝑖 − 𝑗)) + 𝑓(𝑧𝑡(𝑖 + 𝑗)), where
𝑗 = 1, 2, . . . ,𝑊. 𝑐𝑖𝑗 ∈ R𝑁×(2×𝑊+1) is the weighted topology
connection from element 𝑖 to its neighbor elements 𝑖 − 𝑗 and
𝑖+𝑗, and theweighted topology connection obeys the periodic
boundary condition. The schematic diagram is shown as in
Figure 1.

Normally, the weighted topology connections are com-
posed by the known part 𝐾 and the unknown part 𝑋. Our
purpose is to identify this unknown part. In order to identify
these unknown connections, the dynamical equation (1) can
be transformed as the following equation:

2𝑊

𝜀
(𝑧𝑡+1 (𝑖) − (1 − 𝜀) 𝑓 (𝑧𝑡 (𝑖))) =

𝑊

∑

𝑗=1

𝑐𝑖𝑗𝐹𝑖 (𝑡, 𝑗) . (2)

Now, we expand the matrix 𝑐 ∈ R𝑁×(2×𝑊+1) to𝐶 ∈ R𝑁×𝑁.
In the expanded matrix 𝐶, if 𝑗 > 𝑊, 𝐶𝑖𝑗 = 0; if 𝑗 ≤ 𝑊, 𝐶𝑖𝑗 =
𝑐𝑖𝑗. Under these circumstances, (2) can be expressed as

2𝑊

𝜀
(𝑧𝑡+1 (𝑖) − (1 − 𝜀) 𝑓 (𝑧𝑡 (𝑖))) =

𝑁

∑

𝑗=1

𝐶𝑖𝑗 ⋅ 𝑓 (𝑧𝑡 (𝑗)) . (3)

We set 𝑅(𝑡, 𝑖) = (𝑁/𝜀)(𝑥𝑡+1(𝑖) − (1 − 𝜀)𝑓(𝑥𝑡(𝑖))). If we
put 𝑡 = 1, 2, . . . ,𝑀 iterations together, then we get𝑀 meas-
urements. Its formula can be expressed as

(

𝑅 (1, 1) ⋅ ⋅ ⋅ 𝑅 (1,𝑁)

⋅ ⋅ ⋅

𝑅 (𝑀, 1) ⋅ ⋅ ⋅ 𝑅 (𝑀,𝑁)

)

= (

𝑓1 (1) ⋅ ⋅ ⋅ 𝑓1 (𝑁)

⋅ ⋅ ⋅

𝑓𝑀 (1) ⋅ ⋅ ⋅ 𝑓𝑀 (𝑁)

) ∗ (

𝐶11 ⋅ ⋅ ⋅ 𝐶𝑁1

⋅ ⋅ ⋅

𝐶1𝑁 ⋅ ⋅ ⋅ 𝐶𝑁𝑁

) .

(4)

Here, 𝐶 can be divided into two parts, that is, the known
part 𝐾 and unknown part 𝑋, which is 𝐶 = 𝐾 + 𝑋. Thus, to
get the solution𝑋, we have

(

𝑅1 (1) ⋅ ⋅ ⋅ 𝑅1 (𝑁)

⋅ ⋅ ⋅

𝑅𝑀 (1) ⋅ ⋅ ⋅ 𝑅𝑀 (𝑁)

) − (

𝑓1 (1) ⋅ ⋅ ⋅ 𝑓1 (𝑁)

⋅ ⋅ ⋅

𝑓𝑀 (1) ⋅ ⋅ ⋅ 𝑓𝑀 (𝑁)

) ∗ 𝐾

= (

𝑓1 (1) ⋅ ⋅ ⋅ 𝑓1 (𝑁)

⋅ ⋅ ⋅

𝑓𝑀 (1) ⋅ ⋅ ⋅ 𝑓𝑀 (𝑁)

) ∗ 𝑋.

(5)

To simplify, the above equation set can be represented as

𝑌 = Φ ∗ 𝑋, (6)

where 𝑌 implies the left side of (5) and Φ implies the left
matrix of the right side.

Obviously, the elements in 𝑌 and Φ are decided by 𝜀,𝑊,
and the sampled value 𝑧. The size of 𝑌 and Φ are decided by
𝑀 and𝑁. Thus, (6) can be expressed as

(𝑦1, . . . , 𝑦𝑁) = Φ ∗ (𝑥1, . . . , 𝑥𝑁) , (7)

where 𝑥𝑖 ∈ R𝑁×1 and 𝑦𝑖 ∈ R𝑀×1 are the columns of 𝑋 and
𝑌, respectively. Without loss of generality, we use 𝑥 ∈ R𝑁×1

instead of 𝑥𝑖 and use 𝑦 ∈ R𝑀×1 instead of 𝑦𝑖.The equation set
finally can be described as

𝑦 = Φ ∗ 𝑥. (8)

Eventually, we transform the topology identification
problem into a problem of solving the equation set. The
vectors 𝑦 and Φ can be computed by the sampled value 𝑧𝑡(𝑖)
(which is the state value of each element in the 𝑡th iteration).
The character of solutions 𝑥 depends on the matrix Φ ∈

R𝑀×𝑁. When there are at most 𝑆 unknown connections of
each element, which means the nonzero value of 𝑥 will be
less than 𝑆, in this case we defined 𝑥 as S-sparse. In the
following section, the influences ofΦ and 𝑆will be taken into
consideration in the identification problem.

3. The Analysis of Φ and 𝑈

Normally, when Φ is full rank, which means Φ is reversible,
(5) has a unique solution, which implies that the mea-
surement time 𝑀 should be larger than the element 𝑁.
However, when𝑀 is smaller than𝑁, the identification of the
unknown connections is an interesting problem. On account
of the partial unknown connection, namely, 𝑥 is S-sparse, the
solution can be worked out by an underdetermined equation
𝑦 = Φ𝑥 when𝑀 < 𝑁. The solving of 𝑦 = Φ𝑥 is related to
two aspects: the construction of Φ and the method to work
out the solution 𝑥.

3.1. The Solving Condition for Φ. According to [9], the nec-
essary and sufficient condition for the solution of the under-
determined problem is that, for any vector 𝑥 sharing the same
sparsity 𝑠, there exists a 𝛿𝑠 ∈ (0, 1) such that

(1 − 𝛿𝑠) ‖𝑥‖
2

2
≤ ‖Φ𝑥‖

2

2
≤ (1 + 𝛿𝑠) ‖𝑥‖

2

2
, (9)

where 𝛿𝑠 ∈ (0, 1) implies that the columns of Φ should
be linearly independent. The property is generally satisfying
the law of random matrix such as i.i.d Gauss and Bernoulli.
Recently, owning to the pseudorandom property of chaotic
system, the chaos sequence is used for the construction of
Φ. It was proved in [10] that when the sampling distance
guarantees a certain value, the logistic system satisfies the RIP
condition. In [11], a series of chaos systems, such as Lorenz
system and Chuan’s circuit, are used to produce Φ. Thus,
in the model of this paper, it was promising to identify the
unknown connections.
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Figure 2: The state trajectory of CML.

3.2. The Solving Process of 𝑥. As illustrated above, the
unknown vector is S-sparse; then the resolution problem
can be transformed into an optimization problem which is
to find the most sparse solution of (8). Thus the ℓ0 norm
optimization is taken into consideration. However, to find a
𝑥 = argmin‖𝑥‖0 to satisfy 𝑦 = Φ𝑥 is a NP hard problem that
requires an exhaustive enumeration of all 𝐶(𝑆,𝑁) possible
combinations for the locations of the nonzero entries in 𝑥.
Then the application of ℓ2 norm optimization is tried, which
is to find a 𝑥 = argmin‖𝑥‖2 to satisfy 𝑦 = Φ𝑥. It is also denied
for the lack of precision. After that, ℓ1 norm is considered;
it is more efficient than ℓ0 and more precise than ℓ2. The
optimization method is expressed as follows:

𝑥 = argmin ‖𝑥‖1 s.t. 𝑦 = Φ𝑥. (10)

The ℓ1 optimization problem can be transformed to a
linear programming known as basis pursuit (BP). As [12]
illustrated, the matrixΦ can be shown to have the RIP, when
the measurement time satisfies the condition as follows:

𝑀 > 𝑐𝑆 × log(𝑁
𝑆
) , (11)

where 𝑐 is a constant; we can exactly reconstruct S-sparse
vector 𝑥 via the BP method. Plenty of experimental results
show that most of S-sparse signals can be worked out when
𝑀 ≥ 4𝑆 [13]. In this paper, we will discuss the relation
between 𝑀 and 𝑆 in this identification circumstance by
experimental analyses.

4. Experiments and Discussions

In the simulation, we set 𝑁 = 100, 𝑊 = 40, 𝑧0(𝑖) ∈ [0, 1],

𝑖 = 1, 2, . . . , 𝑁, 𝜀 = 0.01. The chaotic state trajectory of (1) by
100 iterations is shown in Figure 2.

The character of random likeness and boundedness of
chaotic system can be observed fromFigure 2, and for a better
perceptual intuition the state of the 50th element is shown in
Figure 3.
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Figure 3: The state trajectory of the 50th element of CML.
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Figure 4: The diagram of entropy influenced by𝑀 and 𝜀.

4.1.The Influence of 𝜀 on the Identification. Thechaotic behav-
ior is obvious when 𝜀 is low, while the system may exist in
many states, such as chaos, periodicity, and synchronization.
To observe the changing of the network state, we use the
information entropy to describe the state as illustrated in
[14], by which higher value of entropy implies better chaos
character of each node and vice versa. The state of CML is
influenced by the parameters 𝜀 and𝑊. With the changing of
these factors, the information entropy is shown as Figure 4.

Figure 4 shows the entropy with different 𝜀 and 𝑊; it is
obvious that the value of 𝜀 is the main influence factor to the
entropy.

(i) When 𝜀 < 0.2, the degree of coupling is low. It
shows a high value of entropy, which means the high
randomness of the network. CML system is under
a nonsynchronous state, and the sampled sequence
benefits the identification.

(ii) When 0.2 < 𝜀 < 0.4, it shows a low value of entropy,
and theCML system is under a complex state between
the nonsynchronous state and the synchronous one.
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Figure 5: The identification result of unknown connections of the
50th element.

Some behavior such as periodicity, which indicates
the randomness is weaker, may lead to a low entropy
of the sequence.Thus, it is not the favorable condition
for identification.

(iii) When 0.4 < 𝜀, it arrives at a high value of entropy as
chaos because of the synchronization of CML. Con-
sidering the synchronization of elements, the correla-
tion between the columns of Φ is high and does not
conform to the RIP condition. Therefore, despite the
high entropy, it is not suitable for identification.

Thus, for the requirement of identification, smaller 𝜀 is
better for the identification.

4.2. Identification Result of Unknown Connections. Here we
set 𝜀 = 0.01, 𝑁 = 100, 𝑆 = 20, 𝑀 = 60, 𝑊 = 50. Figure 5
shows the connections of an element to the others achieve a
successful identification with accuracy ‖𝑥 − 𝑥‖ = 1.8153𝑒 −

007.
The optimization process is shown in Figure 6.
From Figure 6, the estimated value 𝑥 converges to the

stable state, and the result is correct when ‖𝑥 − 𝑥‖ is closed
to zero. The experiment is implemented in Matlab 2013 on
Windows 8 Service Pack 1 64-bit operation system. We use
a desktop which has a 4-core Intel(R) Core (TM) i3-2120
processor running at 3.30GHz and 2GB of RAM. It can be
observed that with 4 iterations the result can be almost accu-
rate, and it only takes 0.073322 seconds in our experimental
simulation.

According to the above experiments, the identification
process works perfectly when 𝜀 = 0.01. But does the algo-
rithm work besides this value? As illustrated in Figure 4,
higher coupling coefficient leads to a low entropy or a
synchronized state as b and c.The algorithmworks well when
𝜀 < 0.1; thus the premise for completing the identification

progress smoothly depends on the coupling coefficient of the
network.The result just corresponds with the conclusion that
smaller 𝜀 benefits the identification.

4.3. The Influence of Measurement Time and Sparsity. As we
discussed above, to solve the underdetermined equation, the
measurement time and the solution sparsity should fulfill a
certain condition. For amore detailed understanding of these
correlations, the three-dimensional diagram was drawn and
is shown in Figure 7.

From Figure 7 we discover that with smaller measure-
ment time and bigger sparsity the solution turns bad and
vice versa. To be more detailed, we showed the aerial view
in Figure 8.

For Figure 8, we can divide the areas into four parts a, b,
c, and d by the distribution of solution effect. The red line
𝑦 = 0.35 means the ratio 𝑀/𝑆 = 2.86 and the green line
𝑦 = 0.25means the ratio𝑀/𝑆 = 4.

(i) For area a, when𝑀 < 𝑆, it does not meet the solution
conditions.

(ii) For area b, when 𝑆 < 𝑀 < 2.86𝑆, 𝑥 almost cannot be
calculated by Φ accurately.

(iii) For area c, when 2.86𝑆 < 𝑀 < 4𝑆, 𝑥 can be calculated
out with acceptable accuracy.

(iv) For area d, when 𝑀 > 4𝑆, 𝑥 can be calculated out
exactly.

The area d corresponds with the traditional condition
𝑀 > 4𝑆 discussed above. However, from the experiment we
learn that the area c is regarded as the acceptable one. Such
result may have a guiding significance in the identification
process.

5. Conclusion and Future Work

In this paper, we propose a new approach for the identi-
fication of CML. We work out the unknown connections
vector through the ℓ1 method. The requirement of sampling
time and data characters are discussed in detail in this paper,
and the identification result meets the precision of the exper-
iment. Moreover, also some possibility of further researches
exists.

On one side, assuming there is an undirected network,
besides all the values of the nodes’ state, we only know the
total sparsity of all the connections (some nodes may have
sparse connections, while some nodes’ connections may be
not sparse); how can we get the correct identification result?
This problemmay be solved by the following steps. Firstly, we
should find the connections between two nodes with sparse
unknown connections and estimate them. Secondly, owning
to the symmetry characteristic of undirected network, with
more andmore unknown connections being identified, some
of the connections of nodes which were not sparse become
sparse; thus we should find these nodes and estimate the
connections.Thirdly, continue the second step until we know
that remaining nodes’ connections cannot be estimated.

On the other side, comparing with traditional method
of topology identification, ℓ1 method can finish the process
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of identification with lesser sampling time, but it requires
knowing the whole states of the network. Its applicationsmay
be limited in the network which are able to know all the
states of the nodes. Thus, in the future work, the topology
identification with the deficiency of a part of nodes’ state
value may be discussed.
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Withmore color images being widely used on the Internet, the research on embedding color watermark image into color host image
has been receiving more attention. Recently, Su et al. have proposed a robust and blind watermarking scheme for dual color image,
in which the main innovation is the using of two-level DCT. However, it has been demonstrated in this paper that the original
scheme in Su’s study is not secure and can be attacked by our proposed method. In addition, some errors in the original scheme
have been pointed out. Also, an improvement measure is presented to enhance the security of the original watermarking scheme.
The proposed method has been confirmed by both theoretical analysis and experimental results.

1. Introduction

With the rapid development of the Internet, a great deal
of digital data can be easily accessed, and the copyright of
digital content against privacy and malicious manipulation
becomes increasingly important. A variety of theories can
be used for the security applications [1–3]. Watermarking
[4–6] is a widely used technology for ensuring authenticity,
copyright violation detection, and proof of ownership or
distributorship of the content. The existing watermarking
technologies always equip one of the two distinct properties:
robustness and fragility. Robustness means that the embed-
ded watermark in the host media cannot be easily modified
or removed. Thus the robust watermarking can be used to
protect ownership of the digital content [7]. Contrarily, the
fragile watermarking is sensitive to any modification of the
host media and can be used to authenticate the integrality of
the protected content [8].

Watermarking technologies can be classified into two
categories: blind detection watermarking technologies and
nonblind detection watermarking technologies [9] according
to whether it requires the original data when extracting

watermark. The blind detection means to extract watermark
without the help of the original host image and the original
watermark [10, 11], while the nonblind detection requires
the original host image or the original watermark [12, 13].
Generally, the blind detection watermarking technologies are
less robust than the nonblind detection ones, but they are
more realistic in many applications and have been recently
receiving more attention.

Su et al. [14] recently proposed a new robust and blind
digital watermarking algorithm for dual color images based
on the two-level DCT, which aimed to protect the copyright
under JPEG compression attack effectively. In the original
scheme, the authors embed extra information into the host
image by modifying the selected AC coefficients of the
result obtained by two-level DCT. The method is effective;
nevertheless, it is not secure due to the fact that the embedded
watermark can be replaced while the modification of the host
image is imperceptible, and therefore the purpose of copy-
right protection cannot be achieved. In this paper, we propose
a novel attack method to replace the watermark embedded in
the protected image. Moreover, an improvement measure is
presented to enhance the security of the original scheme.
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The rest of the paper is organized as follows. Section 2
presents a brief introduction of Su et al.’s scheme. By cor-
recting the errors and analyzing the weakness of the original
scheme, the attack method is proposed in Section 3. The
improvement measure is described in Section 4. Section 5
concludes this paper.

2. Review of Su et al.’s Scheme

In Su et al.’s scheme [14], the two-level DCT technology is
used to achieve higher concentration of energy; therefore
the watermark information can be embedded easily. Before
watermark embedding, the color watermark should be first
preprocessed to change into the binary sequence form.
That is, three components red (R), green (G), and blue
(B) of the original watermark are separated out and then
are DCT transformed, respectively. After compress coding
and random permutation, the final binary sequence to be
embedded is obtained.

2.1. Watermark Embedding. The host RGB image should be
first transformed into YIQ mode using

[

[

𝑌

𝐼

𝑄

]

]

= [

[

0.299 0.587 0.114

0.596 −0.275 −0.322

0.211 −0.523 0.312

]

]

× [

[

𝑅

𝐺

𝐵

]

]

. (1)

Then, the luminance component𝑌 of the block sized 8×8
is processed by two-level DCT.The obtained 4×4 embedding
blocks (upper-left corner) are shown in Figure 1, where the
bold characters, that is, nine AC coefficients (C3,C4,C7,C8,
C11, C12, C14, C15, and C16), denote the selected positions
for watermark embedding.

To embed the obtained binary sequence, that is, the
preprocessed colorwatermark, into the selected positions, the
selected coefficients should be modified according to

𝐶
∗
= {

𝐴𝑘, if 𝑥 = 0, argmin 𝐴𝑘 − 𝐶
 ,

𝐵𝑘, if 𝑥 = 1, argmin 𝐵𝑘 − 𝐶
 ,

(2)

where 𝑥 denotes the watermark bit, 𝐶∗ is the modified
coefficient after embedding 𝑥 in coefficient 𝐶, 𝑘 is the bit
number of the watermark, 𝐴𝑘 = ⌊|𝐶|/𝑇⌋ × 𝑘 + 𝑇/4, 𝐵𝑘 =
⌊|𝐶|/𝑇⌋×𝑘+3×𝑇/4, ⌊⋅⌋ denotes the least nearest integer, and
| ⋅ | is the absolute value operation. 𝑇 is chosen to determine
the embedding strength and the difference between 𝐶

∗ and
𝐶, in the worst condition, is 𝑇/2.

After modifying the coefficients, the inverse two-level
DCT transform and inverse YIQ color transform should be
performed to restore the original state of the host image.Thus,
the watermark bits are embedded into the frequency domain
of the host image based on two-level DCT.

2.2. Watermark Extraction. To extract the watermark from
a watermarked host image, one should first acquire the
luminance information through YIQ color transform and,
then, use two-level DCT to get the modified coefficients 𝐶∗∗.

C1 C2

C5 C6

C9 C10

C13

C3 C4

C7 C8

C11 C12

C14 C15 C16

Figure 1: The selected positions for embedding watermark in each
image block.

Three segments watermarks 𝑥𝑖,𝑘, 𝑖 = 1, 2, 3, of the original
watermark can be extracted using

𝑥𝑖,𝑘 =

{{{

{{{

{

0, if mod (𝐶
∗∗
, 𝑇) ≤

𝑇

2

1, if mod (𝐶
∗∗
, 𝑇) >

𝑇

2
.

(3)

Then, according to the majority principle, the watermark
bit 𝑥𝑘 can be obtained from 𝑥𝑖,𝑘. By inverse random permuta-
tion, decompression technology, and the inverse coding, the
color watermark can be recovered.

3. The Cryptanalysis and Attack

3.1. Mistake in the Original Scheme. In the embedding pro-
cess of the original scheme, there are some mistakes in (2);
for example, suppose 𝐶 = 9 and 𝑇 = 4; then 𝐴𝑘 = 2 × 𝑘 + 1

and 𝐵𝑘 = 2 × 𝑘 + 3; according to (2), if the embedded 𝑥 is 0,
thenmin|𝐴𝑘−𝐶| is 0; here 𝑘 = 4 and𝐶∗ = 𝐴𝑘 = 𝐶. Similarly,
if 1 is embedded, 𝑘 = 3 and 𝐶

∗
= 𝐵𝑘 = 𝐶. Thus, no matter

which value is embedded, the modified coefficient 𝐶∗ is not
affected, and the watermark cannot be extracted exactly.

The appropriate approach is to change 𝐴𝑘 and 𝐵𝑘 to

𝐴𝑘 = 𝑘 × 𝑇 +
𝑇

4
, 𝐵𝑘 = 𝑘 × 𝑇 +

3 × 𝑇

4
, (4)

where 𝑘 is an integer. Then, the modified coefficient 𝐶∗ is
obtained from (2). The following steps demonstrate that the
largest difference between 𝐶 and 𝐶∗ is 𝑇/2.

Suppose the embedded 𝑥 = 0.
Let 𝑞 = ⌊(𝐶 − 𝑇/4)/𝑇⌋; then

𝐶 −
𝑇

4
= 𝑞 × 𝑇 + 𝑟, where 𝑟 ∈ [0, 𝑇) . (5)

According to the range of 𝑟, it can be divided into two
cases.

Case 1 (𝑟 ∈ [0, 𝑇/2)). Let 𝑘 = 𝑞; we obtain

(𝑘 − 𝑞) × 𝑇 − 𝑟
 ∈ [0,

𝑇

2
) ; (6)



Mathematical Problems in Engineering 3

that is,

𝑘 × 𝑇 − (𝑞 × 𝑇 + 𝑟)
 ∈ [0,

𝑇

2
) . (7)

According to (5),



𝑘 × 𝑇 − (𝐶 −
𝑇

4
)



∈ [0,
𝑇

2
) ,



(𝑘 × 𝑇 +
𝑇

4
) − 𝐶



∈ [0,
𝑇

2
) ;

(8)

then

𝐴𝑘 − 𝐶
 ∈ [0,

𝑇

2
) . (9)

Case 2 (𝑟 ∈ [𝑇/2, 𝑇)). Let 𝑘 = 𝑞 + 1; we obtain

(𝑘 − 𝑞) × 𝑇 − 𝑟
 = |𝑇 − 𝑟| ∈ (0,

𝑇

2
] . (10)

According to (6)–(9),

𝐴𝑘 − 𝐶
 ∈ (0,

𝑇

2
] . (11)

Based on the above two cases, we deduce |𝐴𝑘 −𝐶| ≤ 𝑇/2.
Suppose the embedded 𝑥 = 1; similarly, we obtain |𝐵𝑘 −

𝐶| ≤ 𝑇/2.

3.2. Weakness of the Original Scheme. According to Kerck-
hoffs’ principle [17], when analyzing an encryption algorithm,
an assumption is that the cryptanalyst knows exactly the
design and working of the cryptosystem. Namely, cryptana-
lyst knows everything about the cryptosystem except for the
secret keys.

In the original scheme, according to (3) and the known
coefficient 𝑇, the scrambled watermark bits 𝑥𝑘 can be
extracted from watermarked image. At the same time,
according to (2) and the known coefficient 𝑇, any arbitrary
bits can be embedded into the watermarked image. So, we
can erase or change the original watermark embedded in the
image; thus the copyright protection would fail.The details of
the attack scheme are introduced in the next section.

3.3. Method to Modify the Watermark. Suppose 𝐼𝑂 is the
original image and 𝐼𝐴 is the watermarked image carrying the
watermark 𝑊𝐴. The attacker has a different image, called 𝐼𝐵,
carrying another watermark𝑊𝐵. The attacker aims to replace
𝑊𝐴 of 𝐼𝐴 with 𝑊𝐵 to change the copyright of 𝐼𝑂. The two
attack steps are as follows.

Step 1. Follow the watermark extraction process proposed in
Section 2 and obtain the permuted watermark bits 𝑥𝑘 from
image 𝐼𝐵 with known 𝑇 in (3).

Step 2. Embed the permuted watermark bits 𝑥𝑘 into image 𝐼𝐴
using (2).

Then, the watermark𝑊𝐴 embedded in the original image
is replaced with𝑊𝐵, which is possessed by the attacker.

The fidelity of the attacked image is analyzed below.
Let 𝐶 denote the two-level DCT coefficient of 𝐼𝑂 and 𝐶

∗

𝐴

and 𝐶
∗

𝐵
denote the corresponding coefficients of 𝐼𝐴 and 𝐼𝐵,

respectively. Based on the statements in Section 3.1, |𝐶∗
𝐴
−

𝐶| ≤ 𝑇/2, |𝐶∗
𝐵
− 𝐶
∗

𝐴
| ≤ 𝑇/2, and then |𝐶

∗

𝐵
− 𝐶| ≤ 𝑇,

which means the difference of the coefficients between the
original image and the attacked image increases, and, in
the worst condition, the difference will be double. Since the
modification occurred in the high-frequency coefficients of
the two-level DCT, the PSNR (peak signal-to-noise ratio)
value of the modified image is acceptable, and the invisibility
of the watermark can be ensured.The experiments in the next
section also verify this proposal.

3.4. Experiments. PSNR is defined in (12), whichmay be used
to evaluate perceptual distortion of the proposed scheme:

PSNR =
∑
3

𝑖=1
PSNR𝑖
3

, (12)

where 𝑖 = {1, 2, 3}, respectively, denotes the R, G, B compo-
nents, and PSNR𝑖 presents the PSNR value of 𝑖 component:

PSNR𝑖 = 10lg
𝑀×𝑁 ×max {[𝐻 (𝑥, 𝑦, 𝑖)]

2
}

∑
𝑀

𝑥=1
∑
𝑁

𝑦=1
[𝐻 (𝑥, 𝑦, 𝑖) − 𝐻 (𝑥, 𝑦, 𝑖)]

2
, (13)

where 𝐻(𝑥, 𝑦, 𝑖) and 𝐻

(𝑥, 𝑦, 𝑖) are the pixel values location

at (𝑥, 𝑦) of 𝑖 component of the original host image and the
watermarked image. Generally, the larger the PSNR value is,
the more invisible the watermark is.

Figure 2(a) shows the original watermarked image of size
512 × 512. The original watermark of size 64 × 64 embedded
in Figure 2(a) is given in Figure 2(b). The attacker’s image
whose size is the same as that of the original image is
shown in Figure 2(c). Figure 2(d) displays the watermark
embedded in the attacker’s image using the original scheme
with different secret key, the size of which is also 64 ∗ 64.
Figure 2(e) which seems to be the same as Figure 2(a) is the
attacked image using the proposed method, and the PSNR
value is near to that of Figure 2(a). Figure 2(f) shows the
extracted watermark from Figure 2(e). Since Figure 2(f) is
totally different from the original watermark that is shown
in Figure 2(b), the copyright protection of the original image
is invalid.

4. Improvement Measure

The main drawback of Su et al.’s scheme [14] is that one
can easily obtain and replace the scrambled watermark from
the host image by the known 𝑇. Moreover, the scheme is
not dependent on the plain image, which would increase
the possibility of attacks. In order to overcome the above
drawbacks and to improve security, a secret key must be
introduced into the coefficients modification step. We pro-
pose the improvement measure here.



4 Mathematical Problems in Engineering

(a) PSNR: 46.3667 (b)

(c) PSNR: 46.5436 (d)

(e) PSNR: 44.9439 (f)

Figure 2: Attack of the original scheme. (a) The original watermarked image and (b) original watermark; (c) the attacker’s watermarked
image and (d) the watermark in (c); (e) the attacked image of (a); (f) the extracted watermark from (e).
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(a) PSNR: 46.2967 (b)

(c) PSNR: 46.5384 (d)

(e) PSNR: 42.7352 (f)

Figure 3: Attack of the improved scheme. (a) The original watermarked image and (b) original watermark; (c) the attacker’s watermarked
image and (d) the watermark in (c); (e) the attacked image of (a); (f) the extracted watermark from (e).
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Table 1: Performance comparison between the different methods in terms of JPEG compression (CR, compression ratio).

CR (%) 10 20 30 40 50 60

Reference [15] PSNR (dB) 35.4 34.8 NA NA NA NA
NC 1.00 0.29 NA NA NA NA

Reference [16] PSNR (dB) 35.4 34.8 32.6 31.1 NA NA
NC 0.99 0.50 0.12 0.07 NA NA

Original PSNR (dB) 33.6428 32.2108 31.8814 31.2290 30.8597 30.4745
NC 1.0000 1.0000 1.0000 0.9996 0.9792 0.9769

Improved PSNR (dB) 33.6429 32.2107 31.8816 31.2288 30.8597 30.4744
NC 1.0000 1.0000 1.0000 0.9995 0.9792 0.9768

4.1. Watermark Embedding

Step 1. The host RGB image should be transformed into YIQ
mode using (1) in Section 2.

Step 2. The luminance component𝑌 of the block sized 8×8 is
processed by two-level DCT. The obtained 4 × 4 embedding
blocks (upper-left corner) are shown in Figure 1, where the
bold characters, that is, nine AC coefficients (C3,C4,C7,C8,
C11, C12, C14, C15, and C16), denote the selected positions
for watermark embedding.

Step 3. Set the initial parameter 𝛼 and initial value 𝑞0, which
can be considered as the watermarking key, to iterate the
chaotic system (14) 𝑁𝑊 times, where 𝑁𝑊 is the size of
scrambled watermark bits:

𝑞𝑖+1 = 𝛼𝑞𝑖 (1 − 𝑞𝑖) ,

𝑖 = 0, 1, . . . , 𝑁𝑊 − 1, 𝑞𝑖 ∈ (0, 1) .

(14)

With parameter 𝛼 ∈ (3.5699456, 4], the system (14) is in
chaotic state [18].

Step 4. Let 𝑥 be thewatermark bit and 𝑞 be the corresponding
pseudorandom numbers obtained from (14). For every 𝑥,
obtain the integral number 𝑍 according to

𝑍 = floor (𝑞 × 10
14
) mod 7 + 1, (15)

where floor(𝑎) returns the largest integer smaller than 𝑎 and
𝑍 is a series of integers ranging from 1 to 7.Then, the remnant
AC coefficients (𝐶1, 𝐶2, 𝐶5, 𝐶6, 𝐶9, 𝐶10, and 𝐶13) in each
block based on two-level DCT are selected according to the
values of 𝑍 to obtain the 𝐶.

The selected coefficient 𝐶 is dependent on the plain host
image, so different host image generates different coefficient
𝐶
, and any modification on the watermarked image will

affect the coefficient 𝐶 and then will affect the watermark
consequently (the explanations are given below), even if the
watermark is obtained before.

Step 5. Obtain a bit 𝑥 from the selected AC coefficient 𝐶
using

𝑥

=

{{{

{{{

{

0, if mod (𝐶

, 𝑇) ≤

𝑇

2
,

1, if mod (𝐶

, 𝑇) >

𝑇

2
.

(16)

Step 6. The coefficient𝐶∗ after watermark embedding can be
obtained by the rule stated in

𝐶
∗
= {

𝐴𝑘, if 𝑥 ⊕ 𝑥

= 0, argmin 𝐴𝑘 − 𝐶



𝐵𝑘, if 𝑥 ⊕ 𝑥

= 1, argmin 𝐵𝑘 − 𝐶

 ,
(17)

where𝐴𝑘 = 𝑘×𝑇+𝑇/4, 𝐵𝑘 = 𝑘×𝑇+ 3×𝑇/4, 𝑘 is an integer,
and |𝑎| is the absolute value of 𝑎. Based on (7),𝐶∗ can be easily
computed and the difference between 𝐶∗ and𝐶 is very small.
In the worst condition, the largest difference between 𝐶 and
𝐶
∗ is 𝑇/2.

Step 7. After modifying the coefficients, the inverse two-level
DCT transform and inverse YIQ color transform should be
performed to restore the original state of the host image.Thus,
the watermark bits are embedded into the frequency domain
of the host image based on two-level DCT.

4.2. Watermark Extraction

Step 1. Process the watermarked image 𝐼𝑊 by the way of Steps
1–5 in the watermark embedding process to get a series of 𝑥
using (16).

Step 2. Extract the watermark according to the DCT coeffi-
cients based on the following rules. In (18), 𝐶∗∗ is the DCT
coefficient at the low-frequency position of watermarked
image and 𝑥𝑖,𝑘, 𝑖 = 1, 2, 3, are three segments watermarks of
the original watermark:

𝑥𝑖,𝑘 =

{{{

{{{

{

𝑥

, if mod (𝐶

∗∗
, 𝑇) ≤

𝑇

2

𝑥, if mod (𝐶
∗∗
, 𝑇) >

𝑇

2
,

(18)

where 𝑥 is the flipped 𝑥.



Mathematical Problems in Engineering 7

Table 2: Evaluation of the robustness of the watermarking scheme.

Attacks Improved scheme Original scheme

Attacked image PSNR (dB) Extracted
watermark NC PSNR (dB) NC

Brightness + 2 33.1662 0.9999 33.1664 1.0000

Sharpening 33.4241 0.983 33.424 0.9831

Mosaic 3 ∗ 3 30.2472 0.9518 30.247 0.9519

Median filtering 28.8052 0.9093 28.8053 0.9095

Cropping 1 11.5489 0.9999 11.5491 0.9999

Cropping 2 14.0279 0.937 14.0276 0.9369
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Table 2: Continued.

Attacks Improved scheme Original scheme

Attacked image PSNR (dB) Extracted
watermark NC PSNR (dB) NC

Rotating + 5∘ 14.683 0.7691 14.681 0.7687

Low pass
filtering 28.4824 0.9991 28.4825 0.9991

Adding noise
4% 28.083 0.9971 28.0835 0.9971

JPEG 50% 30.8597 0.9791 30.8597 0.9792

Then, according to the majority principle, the watermark
bit 𝑥𝑘 can be obtained from 𝑥𝑖,𝑘. By inverse random permuta-
tion, decompression technology, and the inverse coding, the
color watermark can be recovered.

4.3. Experiments. Since the selected coefficient from the
seven remnant AC coefficients (𝐶1, 𝐶2, 𝐶5, 𝐶6, 𝐶9, 𝐶10, and
𝐶13) in each block based on two-level DCT is uncertain, the
attacker cannot deduce 𝑥 without the secret key mentioned
in the above section; therefore the embedded watermark
cannot be replaced using the proposed attack method.

In addition, the modifications of the host image dur-
ing the watermark embedding procedure of the improved
scheme are essentially the same as those of the original
scheme; that is, only nine AC coefficients (C3, C4, C7, C8,

C11, C12, C14, C15, and C16) in each block are selected to
embed the watermark, and the largest difference between the
coefficients before and after modification is 𝑇/2. Therefore,
the performance of the improved scheme is unchanged.
Figure 3 shows an example of the attack to the improved
scheme. It can be seen that the PSNRs of Figures 3(a)–3(d) are
similar to those of Figures 2(a)–2(d), respectively. Figure 3(e)
is the attacked image using the improvedmethod. Figure 3(f)
shows the extracted watermark from Figure 3(e). Since the
two keys, that is, the initial value 𝑞0 and 𝛼 of the chaotic
map (14), are different between the original watermarked
image and the attacker’s watermarked image, the extracted
watermark from the attacked image is confused, and the
copyright protection of the original image will be successful.

In order to measure the robustness of the watermark, we
use the normalized correlation (NC) between the original



Mathematical Problems in Engineering 9

watermark 𝑊 and the extracted watermark 𝑊
, which is

shown as follows:

NC =

3

∑

𝑖=1

𝑃

∑

𝑥=1

𝑄

∑

𝑦=1

(𝑊 (𝑥, 𝑦, 𝑖) × 𝑊

(𝑥, 𝑦, 𝑖))

× (√

3

∑

𝑖=1

𝑃

∑

𝑥=1

𝑄

∑

𝑦=1

[𝑊 (𝑥, 𝑦, 𝑖)]
2

×√

3

∑

𝑖=1

𝑃

∑

𝑥=1

𝑄

∑

𝑦=1

[𝑊 (𝑥, 𝑦, 𝑖)]
2
)

−1

.

(19)

JPEG compression attack is one of the common attacks
that must be verified in watermarking algorithm. In this
experiment, the different watermarked images are lossy-
compressed with different compression factors ranging from
10 to 100. To prove the robustness of the improved scheme
in terms of JPEG compression, we compare our scheme with
the earlier works [15, 16] that are based on one-level DCT and
also with the original scheme of Su et al. The performance
comparison is given in Table 1. Note that “NA” means the
corresponding experimental datum is unavailable. As shown
in Table 1, the watermark embedded by the proposed scheme
can be almost fully extracted from the watermarked image
when the compression ratio is 60%. However, under the same
conditions, the watermarks embedded by [15, 16] cannot sur-
vive after attacked by JPEG compression with compression
ratios 20% and 30%, respectively. It demonstrates that the
improved and the original scheme have almost the same
strong robustness against JPEG compression.

In addition to quantitative measurement, Table 2 gives
the evaluation of the robustness of the watermarking scheme
in terms of NC [19], in which the watermark is extracted
from the watermarked image (as shown in Figure 3(a))
which is under different attacks such as JPEG compression,
filtering, and noise addition. The experimental results show
that the robustness of the improved watermark scheme keeps
consistent with that of the original scheme.

5. Conclusions

This paper attacks Su et al.’s scheme applied for protecting the
copyright of digital images. The watermark embedded in the
protected image using the original scheme can be replaced
by the attacker with another watermark for the purpose of
copyright changing, while the modification of the original
image is imperceptible. To overcome this defect, the chaotic
map is introduced, and the performance of the improvement
measure is the same as before. Analysis and experiment show
that the proposed method is secure and effective.
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This study presents an alternating coordinate-momentum representation for propagation and transition of associated wave
function, based on Bopp operators and on a certain symbolic determinant corresponding to a set of two linear equations with
null free terms. It is shown that this alternating representation can justify in a good manner the patterns created through
reflection/refraction of waves on nonperfectly smooth interfaces and phase correspondence of diffracted beams without the need
of supplementary support functions. Correlations with Lorentz transformation of wave functions by interaction with a certain
material medium (the space-time origin of a wave-train being adjusted) are also presented, and supplementary aspects regarding
the use of electromagnetic scalar and vector potentials for modelling evolution within this alternating representation are added.

1. Introduction

As it was shown in [1], the study of light wave propa-
gation phenomena at the interface between two different
media (reflection/refraction) based on wavefronts generated
by multiple centers of reflection/refraction situated on this
interface requires an explanation regarding further prop-
agation along directions normal to these wavefronts. For
an oblique incidence of a plane wave, a certain center of
reflection/refractionwill be the first onewhich emits wavelets
with the of speed of light specific to that material medium.
Until it interacts with the wavefront generated by another
center of reflection/refraction, we should consider that parts
of the incident wave are radiated along all spatial directions.
The procedure can continue by analyzing the interaction
of each newly created wavefront with subsequent wavelets,
implying that each time a supplementary part of the received
wave will be transmitted on spatial directions which differ to
the main axis of reflection/refraction.

Moreover, the assumption regarding the constant phase
shift (𝜋 for electric field E, e.g.) for reflected/refracted wave
in any surface point is also questionable, since the interface

is far from being perfectly smooth and perfectly conductive.
A certain transient time interval for creating the electrostatic
equilibrium is always required, so as the electric field E to
vanish on this surface. As a consequence, local phase shifts for
reflected/refracted wave can not be avoided within this local
mathematical model. According to the linear wave equation
(with constant coefficients), these could generate multiple in-
phase local waves propagating along spatial directions which
differ for the main reflection/refraction axis. Thus parts of
reflected/refracted wave would be transmitted in a large solid
angle and directionality would be lost within a very short
length interval.

According to solid state theory, a very good argument
regarding the perfectly smooth approximation for reflec-
tion/refraction theory and for the constant phase shift
consists in the fact that photons usually interact with col-
lectivised electrons of the solid crystalline lattice before
being reemitted. These electrons could be considered as
moving tangent to the interface since sudden changes of
trajectory could generate significant electromagnetic field
(accelerations being involved). This picture is supported also
by quantum physics, since the associated-wave function for
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the collectivised electrons is represented in position for large
space intervals, the influence of local nonuniformities being
decreased. Thus can be drawn a tangent line with a great
radius of curvature, resulting in a better directionality for
reflected/refracted beams and the same phase shift for them.

However, this possible explanation does not take into
account the constant phase shift between the incident and
the reemitted beams from points situated far apart from each
other, when the associated-wave function for collectivised
electrons can not be considered as being the same anymore.
There is no perfect crystal lattice, so the quantum functions
corresponding to collectivised electrons or to vibrations
(phonons) are spatially limited. Moreover, when supple-
mentary diffraction phenomena are involved; some points
becoming secondary wave-sources (reemitting light beams)
are situated on nonadjacent surfaces (see the edges of a
diffraction grating) and they can not be correlated by any
surface quantum wave functions.

In [1], an internal report published later in scientific
journals in 2013 suggested that a kind of support waves is gen-
erated on this interface. They act upon reflecting/refracting
points and correlate the phase of reemitted waves by interface
points situated at great distance. These support waves could
also correlate nonadjacent space intervals wherefrom sec-
ondary light beams are emitted through diffraction. So as to
be effective, this possible intuitive and computational model
requires a high speed for these propagating support waves in
order to regroup the wavefronts into light beams with certain
directionality within an extremely short time interval. The
use of momentum space representation for the light wave
is also recommended for describing phase correlation and
coherence phenomena.

The wave-vector (momentum) values generated through
these support functions represent the base for wave propaga-
tion on next time intervals. Based on wave equation

𝜕
2
𝜙

𝜕𝑥2
+
𝜕
2
𝜙

𝜕𝑦2
+
𝜕
2
𝜙

𝜕𝑧2
=
1

V2
𝜕
2
𝜙

𝜕𝑡2
(1)

a set of possible high speed propagating functions as

𝜙 (𝑥, 𝑦, 𝑧, 𝑡) = 𝑎𝑥 + 𝑏𝑦 + 𝑐𝑥 + 𝑑𝑡 + 𝑒, (2)

where quantities 𝑎, 𝑏, 𝑐, 𝑑, 𝑒 are constant values, were pro-
posed as support functions. This corresponds with a time-
dependent plane equation, a plane which moves in the three-
dimensional space.The value of 𝜙 at space-time origin (when
𝑥 = 𝑦 = 𝑧 = 𝑡 = 0) can be encountered for 𝑡 > 0 on a set of
planes situated at distance

𝐷 =



0𝑎 + 0𝑏 + 0𝑐 + (𝑑𝑡)

√𝑎2 + 𝑏2 + 𝑐2



=



𝑑𝑡

√𝑎2 + 𝑏2 + 𝑐2



(3)

considered from space origin (according to basic analytical
geometry). As a consequence, the plane on which 𝜙 equals 𝑒
(passing through origin at zero timemoment)moves in space
with velocity

𝑤 =
𝐷

𝑡
=



𝑑

√𝑎2 + 𝑏2 + 𝑐2



. (4)

There being no restriction regarding the choice for the set
constant values 𝑎, 𝑏, 𝑐, and 𝑑 results in that (unlike standard
solutions of wave equation) these plane equations can be
represented as constant values propagating in space-time
with any velocity (the speed𝑤 is not correlated with the wave
equation anymore).

However, the arbitrary choice of these constants is not
consistent with basic laws and principles of both classical and
quantum theory of light waves (being similar to the attempt
of defining some hidden variables). An attempt for justifying
different actions connected to coordinate and momentum
representations by presenting coordinate and momentum
operators as acting in different spaces (reciprocal Fourier
spaces) has been first performed in [2], with the requirement
of considering light speed 𝑐 as limit speed for transmitting
interaction at quantum level, for variables corresponding
with the same quantum wave function (later this attempt was
defined as the Sterian realistic approach, being connected to
Schwinger principle in extended studies published in 2013).
Yet this implies the use of a supplementary inner wave for
transmitting information inside a certainwave (the lightwave
which is analysed).This is the same as using hidden variables
(in this case hidden waves).

However, in [3] (an internal report published later in
2013) it was shown that uncertainty principle in quan-
tum physics allows a kind of instantaneous propagation of
interaction. The analysis is based on creation/annihilation
phenomena. The annihilation of the particle implies the
instant annihilation of all parts of this wave-train, irrespective
to the distance to this interaction point. It is true that this
seems to contradict the relativity postulates (no speed can
surpass the light speed) but in fact any speed can be noticed
just by an emmission and a reception of a certain signal or
particle (not just by a single emission or a single annihilation).
Since the particle ceases to exist, its final momentum is zero.
There being no uncertainty, it results that

Δ𝑝𝑥 = Δ𝑝𝑦 = Δ𝑝𝑧 = 0 (5)

and, according to uncertainty principle,

Δ𝑥 ≥
ℏ

Δ𝑝𝑥

→ ∞,

Δ𝑦 ≥
ℏ

Δ𝑝𝑦

→ ∞,

Δ𝑧 ≥
ℏ

Δ𝑝𝑧

→ ∞.

(6)

Thus this kind of annihilation phenomenon could be con-
sidered as being infinitely extended. The uncertainty for
momentum determines the uncertainty for space intervals.
However, in [3] it was also shown that this aspect can not
be automatically extended for transmitting fast information
necessary for phase correlation or possible regrouping of light
beams. Usually deflections (including any possible reflec-
tions/refractions or diffractions) are considered to alter just
the wave-vector (the momentum) for parts of the spatially
extended wave function, without any change regarding the
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coherence (phase) of these beams. These phenomena can
not be put in correspondence with any creation/annihilation
of particles (despite the fact that the wave-vector is altered
for parts of the associated wave); otherwise any reflec-
tion/refraction or diffraction of a part of the incident wave
would generate an annihilation of the entire associated wave-
function in any other point of space.

As a consequence, an improved intutive and compu-
tational model able to include quantum aspects generated
by uncertainty principle regarding a high speed for trans-
mitting interaction and spatial-temporal coherence achieved
for deflected parts of the same wave function still has to
be determined. For this purpose, this study will show that
a certain alternating representation for the wave function
can justify in a good manner the patterns created through
reflection/refraction of waves on nonperfectly smooth inter-
faces and phase correspondence of diffracted beams without
the need of supplementary support functions. Moreover,
this alternating coordinate-momentum representation is sug-
gested by Lorentz transformation of wave trains within
special relativity, since the space-time origin for this trans-
formation can not be considered as corresponding to the
first interaction with the observer’s material medium (as
presented in [4]). A very low value for the received signal
at zero moment could easily correspond to a noise from the
environment, so parts of the received wave-train around this
moment could be considered to belong to different wave-
functions, not being transformed as a whole (the synchro-
nization moment would differ).

The problem of a superposition of different light (elec-
tromagnetic) signals is also connected to the case when
a charged particle (an electron for example) moves in an
electrostatic field. According to auantum mechanics, within
Schrodinger’s equation some supplementary terms should be
added for momentum ⃗𝑝 and energy 𝐸 as

⃗𝑝 → ⃗𝑝 − 𝑞 ⃗𝐴,

𝐸 → 𝐸 − 𝑞𝑉

(7)

in scaled measurement units (the light speed 𝑐 at the denom-
inator of second term in previous equation was set to unity
for simplicity).

However, if aspects from quantum field theory are added
(second quantization implying creation/annihilation of par-
ticles), then problems regarding a phase-loss phenomena
are generated. Any local computed probability of interac-
tion with virtual photons (resulted from electrostatic field
decomposition) requires a previous transient time (so as
physical quantities as wavelength and angular fequency to be
defined on a certain time interval) and thus the timelength
of the wave-train associated with the final electron tends
to zero, a vanishing phenomenon for the initial electron in
contradiction with experimental facts. As a consequence, the
electromagnetic field (characterized by electric and magnetic
fields ⃗𝐸 and ⃗𝐵 or by scalar and vector potentials 𝑉 and ⃗𝐴)
should be preliminary determined in a certain area before the
suggested alternating coordinate-momentum representation
to be taken into consideration.

2. Long-Distance Coherence Phenomena Based
on Bopp Operators

Starting from standard coordinate andmomentum represen-
tations in quantum mechanics, it was shown that there is
not a unique way to represent a quantum state as a wave
functionΨ = Ψ(Γ), where Γ represents a point in the classical
phase space 𝑞, 𝑝 (position andmomentum). Using an integral
transformation as

Ψ (Γ) = ∫𝐾(Γ; 𝑞

)Ψ (𝑞


) 𝑑𝑞

, (8)

where 𝐾(Γ; 𝑞) corresponds to an integral kernel, another
representation can be obtained from the standard coordinate
representation Ψ(𝑞). An example is the kernel

𝐾CS = (𝜆
2
𝜋)
−1/4

exp(−
(𝑞 − 𝑞


)
2

2𝜆2
−
𝑖𝑝

ℏ
(𝑞

− 𝑞)) (9)

(𝜆 being the natural length scale defined by the mass and
frequency of the oscillator) able to generate the Glauber
coherent states (eigenstates of the annihilation operator).The
Gaussian factor is required by normalization. This kernel
𝐾CS was used for constructing phase space representation of
quantummechanics of Torres-Vega and Frederick [5, 6].They
have shown that if Ψ(𝑞, 𝑡) satisfies the standard Schrodinger
equation

𝑖ℏ
𝜕

𝜕𝑡
Ψ (𝑞, 𝑡) = [−

ℏ
2

2𝑚

𝜕
2

𝜕𝑞2
+ 𝑈 (𝑞)]Ψ (𝑞, 𝑡) (10)

then Ψ(Γ) obtained through the integral transformation
based on𝐾CS satisfies a kind of Scrodinger’s equation in phase
space as

𝑖ℏ
𝜕

𝜕𝑡
Ψ (Γ, 𝑡) = [−

ℏ
2

2𝑚

𝜕
2

𝜕𝑞2
+ 𝑈(𝑞 + 𝑖ℏ

𝜕

𝜕𝑝
)]Ψ (Γ, 𝑡) . (11)

Moreover, if a gauge transformation as

Ψ

(𝑞, 𝑝) = exp(

−𝑖𝑝𝑞

2ℏ
)Ψ (𝑞, 𝑝) (12)

is performed, the symmetric formula

𝑖ℏ
𝜕

𝜕𝑡
Ψ

(Γ, 𝑡) = [

1

2𝑚
�̂�
2
+ 𝑈 (𝑄)]Ψ


(Γ, 𝑡) , (13)

where

𝑄 =
𝑞

2
+ 𝑖ℏ

𝜕

𝜕𝑝
,

�̂� =
𝑝

2
− 𝑖ℏ

𝜕

𝜕𝑞

(14)

satisfying [𝑄, �̂�] = 𝑖ℏ according to canonical commutation
relations.
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Being convenient to scale phase space variables (𝑞, 𝑝) →
(2𝑞, 2𝑝), it results in

𝑄 = 𝑞 +
𝑖ℏ

2

𝜕

𝜕𝑝
,

�̂� = 𝑝 −
𝑖ℏ

2

𝜕

𝜕𝑞
.

(15)

These are the so-called Bopp operators. Their utility is con-
nected to quantum jumps, due to the additional term added
to standard quantum operators 𝑞 and 𝑝. However, we must
point the fact that these Bopp operators are very useful for
presenting fast long-range coherence phenomena suggested
by operators 𝑞 (position) and 𝑝 (momentum) in quantum
phyiscs without any creation/annihilation phenomena to be
involved (as considered in [3]). For space areas with the
same energy (connected to frequency) and/or momentum
(connected to wave-vector) it results in the possiblity of
fast long-range phenomena for transmitting information for
parts of the same wave function.

This aspect can be proved by the action of operator 𝑄
upon a certain function 𝜙 with the same wave vector in
an extended spatial area. According to previous relations, it
results in

𝑑𝑝 → 0 ⇒
𝜕

𝜕𝑝
𝜙 → ∞ ⇒ 𝑄𝜙 → ∞. (16)

Thus the action of operator 𝑄 (used instead of coordinate
operator 𝑞 in standard quantum relations) is extended to
long-range distances (theoretically to infinite) within the
equations for the same wave function (possibly extended
to nonadjacent space areas due to deflecting phenomena
previouslymentioned).This allows fast-speed correlations for
parts of the same wave function.

For example, the wave front of a certain monochromatic
planar light beam propagating along 𝑥𝑖 axis presents a null
variation of the wave vector along the 𝑥𝑗 axis normal to 𝑥𝑖.
This corresponds to the same wave vector 𝑘𝑗, implying the
same momentum 𝑝𝑗 along 𝑗 axis also. It results in Δ𝑝𝑗 =

0, which means that 𝑄𝑗 → ∞ when a change in the
quantum function Ψ occurs along 𝑖 axis due to a possible
reflection/deflection (in the limit case, a nonzero difference
ΔΨ is divided by an approximately zero difference Δ𝑝𝑗 = 0).
Thus a fast long-range interaction can be noticed between
all points situated on the planar wave front when a sudden
change occurs for one of them, the long-distance phase
correlations being justified. For the case of electromagnetic
interaction, these changes are connected to the influence of
electromagnetic fields (usually represented by scalar potential
𝑉 and vector potential ⃗𝐴) in a certain area. This local action
is long-distance transmitted by means of this Bopp operator
𝑄.

In a similar manner, Bopp operators can be used for
justifying regrouping aspects within the same wave packet
corresponding to an associated wave-function. Within quan-
tum physics, themotion of a particle is described as an almost
monochromatic wave function, these means as a superposi-
tion of waves with angular frequency 𝜔 and wave vector 𝑘

situated within some limited intervals. The maximum ampli-
tude for these sets of waves corresponds with a dominant
component of angular frequency 𝜔0 and wave vector 𝑘0. The
other components are considered to possess lower amplitudes
symmetrically disposed as decreasing functions around these
central values in this energy-momentum space.

The motion of this wave packet is described by the so-
called group velocity, defined as

V𝑔 =
𝑑𝜔

𝑑𝑘
(17)

and (according to correspondence angular frequency-energy
and wave vector-momentum) as

V𝑔 =
𝑑𝐸

𝑑𝑝
. (18)

The derivatives with respect to 𝑘 or 𝑝 are considered for the
central values of angular frequency𝜔0 ↔ energy𝐸0 and wave
vector 𝑘0 ↔momentum 𝑝0.

Since the function amplitude versus momentum presents
a maximum value for 𝑝 = 𝑝0, it results that 𝑑𝑝 equals zero
around this central value. As a consequence, the term 𝜕Ψ/𝜕𝑝

within Bopp operator𝑄 (corresponding to spatial coordinate
𝑞) tends to infinite as in the previous case, for any nonzero
change of quantum wave function Ψ (a quantum jump). A
long-distance action of this dominant component upon the
other lower amplitude components within this superposition
can be considered, with possible effects upon regrouping
aspects of quantum wave functions (spatial dispersion due to
different velocities being not allowed).

This aspect is also consistent with Lorentz transformation
of wave trains within special relativity, since the space-time
origin for this transformation can not be considered as corre-
sponding to the first interaction with the observer’s material
medium (as presented in [4]). It can be easily considered
that a very low value for the received signal at an initial
time moment represents a noise from the environment.Thus
parts of the received wave-train around this initial moment
could be considered to belong to different wave functions at
the very beginning, not being transformed as a whole (the
synchronization moment would differ). As a consequence,
a further interaction between these already transformed
low-amplitude parts and the central high-amplitude part
of the same wave function is required, so as the space-
time coordinates to be transformed as a whole for the
entirewave-function.The synchronization moment (the zero
moment for the Lorentz transformation) should be the same
for all these parts (considered along time axis) and it is
most convenient to define this time origin as the moment
when this high-amplitude central part (where momentum
𝑝 is almost constant and thus Δ𝑝 is approximately equal
to zero on an extended time interval) interacts with the
observer’s material medium. An extended temporal interval
with almost constant momentum 𝑝 could generate later
regrouping phenomena based on the same Bopp operator 𝑄
which tends to infinity when Δ𝑝 is almost zero for a wave
function altered through interaction in a very short time
interval.
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It is true that this aspect would have been suggested by
the Heisenberg uncertainty principle also, according to

Δ𝑞Δ𝑝 ≥
ℏ

2
. (19)

However, in the most general case this principle is connected
to measurement aspects and does not imply inner dynamics
for the quantum wave function. On the contrary, the use of
these Bopp operators is related to certain inner dynamics of
the wave function, aspects regarding the range of internal
interaction corresponding to it being covered. Moreover, the
operators generated by variables 𝑞 and 𝑝 are mixed together
in an almost symmetrical form.

It can be noticed that 𝑝 and 𝑞 operators can be encoun-
tered both under: (i) multiplicative form—the operator
written at the numerator of a multiplicative factor acting
to the right/left upon a ket or bra state vector, and (ii)
differential form—the operator written at the denominator
of a differential expression acting to the right/left upon a
ket or bra state vector (according to Dirac notations). Unlike
multiplicative operators, the differential operators can not be
considered as acting almost instantaneously in any intuitive
or computational (discretized) model. A kind of memory for
certain variables on previous time intervals is required. This
aspect of any discretized computational model intending to
solve a differential equation can be easily extended to quan-
tum models based on Bopp operators, where discontinuities
(quantum jumps) could be involved.

Moreover, the symmetrical form of Bopp operators as
related to 𝑞, 𝑝 operators suggests that these coordinate-
momentumoperators 𝑞 and𝑝 should be used at the same time
in a quantumequation of evolution. Yet this could correspond
to an increased number of variables/operators used in the
same equation. So a method for analyzing equations based
on Bopp operators is required. As will be shown in next
paragraph, a possible choice is represented by the use of
symbolic determinants for solving a set of linear equations
for the case when the free terms tend to zero (the limit being
an undetermined set of equations with possible nontrivial
solutions). As the source of these quantum jumps, terms
corresponding to external electromagnetic fields should be
inserted.

3. A Symbolic Determinant for Alternating
Coordinate-Momentum Representation

Let us consider that two real functions should satisfy (in the
limit case) a homogenous linear system of equations with null
free terms as

𝑎𝜙 + �̂�𝜂 = 0,

−�̂�𝜙 + 𝑎𝜂 = 0,

(20)

where 𝑎 and �̂� are not constant coefficients, but linear
operators. Trying to solve this system by reduction method,
the first step consists in amplifying first equation by operator

�̂� to the left and the second equation by operator 𝑎 also to the
left. It results in

�̂�𝑎𝜙 + �̂�
2
𝜂 = 0,

−𝑎�̂�𝜙 + 𝑎
2
𝜂 = 0.

(21)

Next step consists in performing the sum of these two
equations. It results in

[�̂�𝑎 − 𝑎�̂�] 𝜙 + [�̂�
2
+ 𝑎
2
] 𝜂 = 0. (22)

From now on, this equation will be referred to as Complete
Equation. If 𝑎 and �̂� are commutative operators, then first
term vanishes in this complete equation, so the second term
will be

[�̂�
2
+ 𝑎
2
] 𝜂 = 0. (23)

This equation is similar to the wave equation written in
the cuadridimensional space, where operators �̂� and 𝑎 cor-
respond to partial differentiation with respect to a certain
space coordinate (𝑥 for example) and to 𝑖𝑐𝑡, respectively
(𝑡 representing time and 𝑐 corresponding to light speed
in vacuum). It should be noticed that these differentiation
operators satisfy the commutative relation �̂�𝑎 − 𝑎�̂� = 0

and so the complete equation will correspond to a simple
propagation equation.

However, if �̂� and 𝑎 are noncommutative operators, this
means

�̂�𝑎 − 𝑎�̂� = 1 (24)

in scaled measurement units; then the first term in complete
equation previously presented does not vanish. Moreover,
this first term in complete equation can be moved to right-
hand side (with opposite sign) and becomes a kind of source
(a free term) for the second term, as

[�̂�
2
+ 𝑎
2
] 𝜂 = [𝑎�̂� − �̂�𝑎] 𝜙. (25)

The left-hand side operator acting upon function 𝜂 is the
symbolic determinant 𝑆 for the linear set of equations.

A similar equation (with a similar left-hand side quadratic
expression and a right-hand side nonzero value) can be
encountered for the hamiltonian function of the quantum
harmonic oscillator. For this case operators �̂� and 𝑎 corre-
spond usually to a coordinate operator and to differentiation
with respect to this coordinate (the quantum momentum
operator), so this hamiltonian �̂� equals

�̂�𝜂 = (
𝜕
2

𝜕𝑥2
+ 𝑥
2
)𝜙 (26)

in scaled measurement units (the constants in front of partial
differentiation operators and in front of coordinate operators
were set to unity for simplicity).

At first sight this seems to be pure algebra or at least
symbolic algebra for representing the action of operators in
quantum mechanics. No inner dynamics for a wave function
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could be noticed. However, a decomposition of operators 𝑎
and �̂� according to

𝑎 = 𝑎𝑖 − 𝑎𝑓,

�̂� = �̂�𝑖 − �̂�𝑓

(27)

can be performed (the minus sign and the indices will be
justified later). By substitution, it results in

(𝑎𝑖 − 𝑎𝑓) 𝜙 + (�̂�𝑖 − �̂�𝑓) 𝜂 = 0,

(−�̂�𝑖 + �̂�𝑓) 𝜙 + (𝑎𝑖 − 𝑎𝑓) 𝜂 = 0

(28)

which can be written also as

𝑎𝑖𝜙 + �̂�𝑖𝜂 = 𝑎𝑓𝜙 + �̂�𝑓𝜂,

−�̂�𝑖𝜙 + 𝑎𝑖𝜂 = −�̂�𝑓𝜙 + 𝑎𝑓𝜂.

(29)

The right-hand side of these two previous equations (where
index 𝑓 can be encountered for 𝑎 and �̂� operators) could be
considered as being determined by the left-hand side of them.
It looks like the operators 𝑎𝑖 and �̂�𝑖 act upon a pair of functions
𝜙 and 𝜂 so as to determine the right-hand side of these two
previous equations. Since this right-hand side depends upon
the action of operators 𝑎𝑓 and �̂�𝑓 upon the same functions
𝜙 and 𝜂 considered at a bit later time moment, the value of
the two functions 𝜙 and 𝜂 at the later time can be further
determined.

Certain inner dynamics of the wave function work so as
to obtain a minimum difference between functions 𝜙 and 𝜂
at the initial time moment and the same functions 𝜙 and 𝜂
considered at this later time moment. If the time difference
between the initial moment of time (considered in left-hand
side) and the final moment of time (the later moment of time,
considered in right-hand side) is extremely small (orders of
magnitude less than the infinite small time intervals required
by the use of differential operators as 𝜕/𝜕𝑞 or 𝜕/𝜕𝑝 for
quantum states), it will be not necessary to use different
notations or supplementary indices for functions 𝜙 and 𝜂 in
left- and right-hand sides of these two previous equations
(indices 𝑖 and 𝑓, with the meaning of initial and final,
respectively, being kept just for operator decomposition).

By moving right-hand side terms to the left in both
previous equations the set of linear equations with null free
term presented at the beginning of this paragraph will be
obtained. This shows that the symbolic determinant similar
to cuadridimensional propagation equation (the second part
of the complete equation) and the commutative or noncom-
mutative rules (the first part of the complete equation) could
be generated by an inner dynamics of quantum functions, a
quick path from some initial functions 𝜙𝑖, 𝜂𝑖 to certain final
functions 𝜙𝑓, 𝜂𝑓 being involved.

For determining the operators 𝑎𝑖, 𝑎𝑓 and �̂�𝑖, �̂�𝑓 to be
placed hand and right-hand side on the previous set of equa-
tions the standard decomposition of hamiltonian operator in
a sum of the kinetic energy operator (usually a differential

operator) and the potential energy operator (usually a mul-
tiplicative operator) could be used. This suggests the use of
operators as

𝑎𝑖 =
𝜕

𝜕𝑥
, �̂�𝑖 =

𝜕

𝜕 (𝑖𝑐𝑡)
,

𝑎𝑓 = −
𝑞

ℏ𝑐
𝑉, �̂�𝑓 =

𝑖𝑞

ℏ𝑐

⃗𝐴

(30)

for the case of a particle with charge 𝑞 situated within a
macroscopic electromagnetic field represented by the scalar
potential𝑉 and vector potential ⃗𝐴.Moving all terms left-hand
side (so as to obtain the pair of linear equations with null free
terms), the symbolic determinant 𝑆 previously mentioned
(acting upon function 𝜂 within second term of complete
equation) will be

𝑆 = �̂�
2
+ 𝑎
2
= [

𝜕

𝜕𝑥
−
𝑖𝑞 ⃗𝐴

ℏ𝑐
]

2

+ [
𝜕

𝜕 (𝑖𝑐𝑡)
+
𝑞𝑉

ℏ𝑐
]

2

. (31)

According to Klein-Gordon equation for the relativistic
wave-function of an electron in an external electromagnetic
field, the result for the action of this symbolic determiant 𝑆
upon 𝜂 function should be equal to

𝑆𝜂 =
(𝑚𝑐)
2

ℏ2
𝜂, (32)

where 𝜂 is the associated wave function for the electron. it
can be noticed that the action of the symbolic determinant 𝑆
upon this wave function equals the wave function multiplied
by a constant. Thus the use of scalar and vector potentials
as operators acting upon the wave functions at a later
time moment within this alternating coordinate-momentum
representation is justified.

As a consequence, the electromagnetic field (charac-
terized by scalar and vector potentials 𝑉 and ⃗𝐴) should
be preliminary determined in a certain area before the
suggested alternating coordinate-momentum representation
to be taken into consideration. No more virtual photons
are necessary for computing trajectories of charged particles
within an external electromagnetic field, and phase-loss
phenomena (see [5]) are avoided.

4. Conclusions

This study has presented an alternating coordinate-
momentum representation for quantum states recommended
for modelling propagation and transition of associated wave
functions, based on Bopp operators and on a certain
symbolic determinant corresponding to a set of two linear
equations with null free terms for deriving basic equations
in quantum mechanics. Unlike computational aspects (see
[7] where just encoding aspects are involved for a certain
data set), it tries to extend input-output data correlations at
possible inner dynamics of wave function. Thus a certain
background dynamics could be added to the theory of
light deflection based on conformal fields (see [8]). The
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long-distance interaction suggested by this dynamics based
on Bopp operators is not frequency limited (as standard
gaussian noise, see [9]).

It is shown that this alternating representation can justify
in a good manner the patterns created through reflec-
tion/refraction of waves on nonperfectly smooth interfaces
and phase correspondence of diffracted beams without the
need of supplementary support functions. Correlations with
Lorentz transformation of wave functions by interaction with
a certain material medium (the space-time origin of a wave-
train being adjusted) are also presented, and supplementary
aspects regarding the use of electromagnetic scalar and vector
potentials for modelling evolution within this alternating
representation are added.

Computational aspects regarding decaying modes (as
presented in [10]) or a greater number of particles involved
will be analysed in further studies, based on scheduling pro-
cesses (as in [11]) and distributing environment techniques
(as in [12]).
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Community structure plays a key role in analyzing network features and helping people to dig out valuable hidden information.
However, how to discover the hidden community structures is one of the biggest challenges in social network analysis, especially
when the network size swells to a high level. Infomap is a top-class algorithm in nonoverlapping community structure detection.
However, it is designed for single processor. When tackling large networks, its limited scalability makes it less effective in fully
utilizing server resources. In this paper, based on infomap, we develop a scalable parallel nonoverlapping community detection
method, Pinfomr (parallel Infomap with MapReduce), which utilizes the MapReduce framework to solve the two problems.
Experiments on artificial networks and real datasets show that our parallel method has satisfying performance and scalability.

1. Introduction

A few common properties in many complex networks have
been discovered: small-world property, scale-free feature, and
community structure pattern [1–4]. Community structure is
playing a key role in the formation and function of these
networks [5]. However, it is one grave challenge in complex
systems [6].

Current social networks have jumped to millions even
billions of nodes [7]. Take Facebook for example, its monthly
active user has reached 1.16 billion [8]. However, due to com-
putational costs, traditional community discovery algorithms
are willing, but unable to tackle such huge complex networks.
So, it is necessary to implement a fast and scalable approach
to detect communities in big social networks.

Network partitioning is NP-complete [9]. Partitioning a
network into approximately equal sized components while
minimizing the number of edges between different com-
ponents is extremely important in parallel computing [10].
For example, parallelizing many applications involves the
problem of assigning data or processes evenly to processors,
while minimizing the communication traffic. However, when
the network size reaches a certain level, direct segmentation

on the original networks is not realistic, and there exist
deficiencies of convergence rate of traditional algorithms.

Nowadays, mainstream servers are configured with high
performance hardware. Empirical studies [11] have showed
that infomap [12] is a top-class standalone algorithm for
nonoverlapping community detection. However, due to the
limitations of technological level, processing capability of
single core has encountered a bottleneck and the scalability of
infomap is suffered as a consequence, that is, because it only
utilizes one core or processor of the server. Besides, comput-
ing resource waste is an additional product of infomap run-
ning onmultiprocessor server. How to improve the scalability
of infomap andmake full use of servers is an awkward subject.

Information science is shifting from computing-intensive
to data-intensive [13] with the advent of the era of big data.
Some novel parallel computing frameworks shine, in which
MapReduce [14] is one of the best. In this paper, based on
our previous work [15], we present a new scalable parallel
community detection method coalescing several existing
excellent techniques, such as infomap, 𝑘-shell decomposition,
multilevel network partitioning, and MapReduce. A high-
level description of our approach is as follows. First, we
divide the whole network into a number of partitions and
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the number of partitions is far less than that of community
structures. To speed up the process, we develop an enhanced
multilevel partitioning method. Next, with MapReduce, we
run parallel method to mine the community structures
simultaneously within the partitions. Finally, we collect the
community structures together to form a final result.

Main contributions of this paper are as follows: (1)

we propose a new model to mine community structure in
big social networks. (2) We integrate 𝑘-shell decomposition
theory with multilevel 𝑘-way partitioning algorithm to deal
with peripheral nodes. (3) We implement a scalable and
parallel infomap to uncover community structures and to
improve resource utilization rate.

The rest of this paper is organized as follows. Section 2
briefly reviews some concepts and background informa-
tion. Section 3 provides problem statement and detailed
description of the parallel community detection method. In
Section 4, we conduct a couple of experiments to evaluate the
performance of the method proposed in this paper. Finally,
Section 5 provides some concluding remarks and outlines
future research directions.

2. Preliminary Knowledge

2.1. Relevant Concepts. In this paper, we only study undi-
rected networks, which can be mathematically described as
𝐺, consisting of node set 𝑉 and edge set 𝐸; 𝑛 represents the
number of nodes, V𝑖 ∈ 𝑉 represents a node, and 𝑑(V𝑖)means
its degree; 𝑚 represents the number of edges and 𝑒𝑖,𝑗 is the
edge between V𝑖 and V𝑗, where 0 < 𝑖 ̸= 𝑗 ≤ 𝑛.

Infomap is based on information-theory. So some
information-theoretic concepts are briefly reviewed here. In
information theory, the information contained in a distri-
bution is called entropy. For a discrete random variable
𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛} with a probability distribution 𝑃(𝑋), its
entropy is

𝐻(𝑋) = −∑

𝑥∈𝑋

𝑝 (𝑥) log𝑝 (𝑥) . (1)

Mutual information calibrates the shared information
between two distributions, 𝑋 and 𝑌. We define 𝑃(𝑋, 𝑌) as
the joint probability of𝑋 and 𝑌. 𝑃𝑥(𝑋) and 𝑃𝑦(𝑌) are defined
as marginal probability distribution of𝑋 and 𝑌, respectively.
Then, mutual information of𝑋 and 𝑌 is

𝐼 (𝑋; 𝑌) = ∑

𝑦∈𝑌

∑

𝑥∈𝑋

𝑝 (𝑥, 𝑦) log
𝑝 (𝑥, 𝑦)

𝑝𝑥 (𝑥) 𝑝𝑦 (𝑦)
. (2)

Normalized mutual information (NMI) is often used for
evaluating clustering result, information retrieval, feature
selection, and so forth. Value range of NMI is [0, 1] and when
𝑋 and 𝑌 are the same, NMI(𝑋; 𝑌) equals 1.0. Consider

NMI (𝑋; 𝑌) = 𝐼 (𝑋; 𝑌)

√𝐻 (𝑋)𝐻 (𝑌)

. (3)

P3

P2
P1

Figure 1: A network with 5 communities and 3 partitions.

2.2.𝐾-Shell DecompositionTheory. 𝐾-shell decomposition is
awell-establishedmethod for analyzing the structure of large-
scale networks [16–18]. In particular, it provides a method
for identifying hierarchies in a network. It is assumed that
importance of a node is not related to its degree but its
location. The process assigns an integer index, 𝑘𝑠, to each
node, representing its locationwithin the successive layers (𝑘-
shells) in the network. The 𝑘𝑠 index is a robust measure and
the node ranking is not significantly influenced in the case
of incomplete information. The 𝑘-core of a network 𝐺 is the
maximum subnetwork of 𝐺 whose degree is no less than 𝑘.
The 𝑘-shell of 𝐺 is the set of all nodes belonging to the 𝑘-core
of 𝐺 but not to the (𝑘 + 1)-core.

Nodes are assigned to 𝑘-shells based on their remaining
degree, which is obtained by successive pruning of nodes
with degree smaller than the 𝑘𝑠 value of the current layer.
The decomposition process starts by removing all nodes with
degree𝑑 = 1. After that, somenodesmay be leftwith one link.
We then prune the system iteratively until there is no node left
with𝑑 = 1 in the network.The removed nodes, alongwith the
corresponding links, form a 𝑘 shell with index 𝑘𝑠 = 1. In a
similar fashion, we iteratively remove the next 𝑘-shell, where
𝑘𝑠 = 2, and continue to remove higher 𝑘 shells until all nodes
are removed. As a result, each node is associated with one 𝑘𝑠
index, and the network can be viewed as the collection of all 𝑘
shells. 𝑘𝑠 value of a node can be very different from its degree.
In Figure 2, we can see that V9 has 7neighborswith 𝑘𝑠(V9) = 1.
Figure 5 is the result of Figure 2 of which peripheral nodes are
processed.

2.3. Multilevel 𝑘-Way Partitioning Method. Partitioning the
node set 𝑉 of a network 𝐺 into 𝑘 disjoint subsets {𝑉1, 𝑉2, . . . ,
𝑉𝑘} is called a 𝑘-way partitioning of 𝑉. Each subset and the
edges within the subset constitute a partition of 𝐺. Figure 1
shows a simple network with 5 communities surrounded by
the dotted circles and 3 partitions.

Definition 1 (effective edge lost ratio). An edge whose end-
points are in the same community, that is, intracommunity
edge, is called an effective edge. If the endpoints of an effective
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Figure 2: Schematic representation of 𝑘-shell decomposition.

edge are divided into different partitions, then we call it an
effective edge lost. The effective edge lost ratio is the percent-
age of the effective edge lost divided by the total number of
edges in the network.

In Figure 1, 𝑒3,4 is an effective lost, whereas 𝑒1,2 is not. It
is apparent that effective edge lost plays a more important
role in the community detection than the edges connecting
nodes in different communities and being cut off by partition
boundaries.

A number of high-quality and computationally efficient
graph partitioning methods have been proposed and mul-
tilevel graph partitioning algorithms [9, 19, 20] are cur-
rently considered to be a start-of-the-art method and being
extensively used. Here, we optimize the multilevel 𝑘-way
partitioning method proposed by Abou-Rjeili and Karypis
[21] to partition the power law networks.

FromFigure 3, we can see thatmultilevel 𝑘-way partition-
ing method consists of coarsening phase, initial partitioning
phase, and uncoarsening and refinement phase. Instead
of trying to partition directly on the original graph 𝐺0,
multilevel partitioning algorithms first obtain a sequence of
successive approximations, such as 𝐺1, 𝐺2, and 𝐺3 in the
coarsening phase, of the original graph. Each of these approx-
imations represents smaller than the size of the original
graph. This process continues until a level of approximation
is reached where the graph contains only a few hundreds
of nodes. At this point, partitioning algorithms begin to
compute partitions of that graph, corresponding to the five
small partitions of 𝐺3 in the initial partitioning phase, and
since the graph is quite small, even simple algorithms are able
to take it over and get reasonably good results, such as K-L
[22]. And there is a parameter used to control the balance of
partitions.Thefinal step, uncoarsening and refinement phase,
is to map the partitions of the smallest graph 𝐺3 onto the
original graph 𝐺0 and to derive final partitions.

U
nc

oa
rs

en
in

g 
an

d 
re

fin
em

en
t p

ha
se

C
oa

rs
en

in
g 

ph
as

e

Output networkInput networkG0 G0

G1 G1

Gt−1 Gt−1

Gt

Initial partitioning phase

⋱ · ·
·

Figure 3: A schematic diagram of multilevel 𝑘-way partitioning
method.

2.4. Infomap. In this paper, we continue our work on the
information theoretic community detection model-infomap.
First, we briefly review the model. It utilizes the duality
between compressing a data set and detecting and extracting
significant patterns or structures within the data, which is
a statistical concept known as minimum description length
statistics [23]. A random walk, represented as a Markov
process, is used as a proxy for information flow. For a com-
munity-structured network, when a random walker enters
a community, it tends to stay in it for a long time and the
possibility of moving out into another community is low.

In an undirected network, the random walk has a state
𝑥(𝑡) ∈ 𝑉 at time 𝑡, indicating where it is. Then in next step,
𝑡 + 1, the walker will move to V𝑗 chosen at random from
neighbors of V𝑖. To describe the state of random walker, a
2-level description model with Huffman coding is proposed.
The first level encodes the communities and the second level
encodes the nodes within the communities. Then we can use
“community ID + node ID” to uniquely describe a particular
node in the network. Huffman codes are prefix-free coding
scheme and are optimally efficient for symbol-by-symbol
encoding. It saves space by assigning short codewords to
common events or objects and long codewords to rare ones,
just as Morse code uses short codes for common letters and
longer codes for rare ones. So, the path of the random walker
can be described as a coding sequence.

Figure 4 is an example for illustrating the 2-level descrip-
tion method. Assuming there are 2 communities divided
like Figure 4(b), then the code sequence for the random
walk in Figure 4(a) is “0 111 00 10 111 010 10 011 110 00 10
110 1011 1 00 01 10 00 11 10 01 1.” The underlined word “0”
in bold format means random walk starting from C1. The
underlined word “1011 1” in bold format means random walk
leaving from C1 and entering C2. The description length of
the sequence will be 50 bits and about 2.63 bits per step.
But, in Figure 4(c), we will need 57 bits and 3.0 bits per
step. Community division is obviously more reasonable in
Figure 4(b) than in Figure 4(c), and the average description
length in the former one is shorter than in the latter one. From
the perspective of information theory, we know that smaller
entropy corresponds to smaller uncertainty. Corresponding
to the community detection, smaller entropy means smaller
indistinctness or clearer community structure.
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Figure 4: Random walk and 2-level Huffman coding on a network with two communities.
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Figure 5: The result of Figure 2 without peripheral nodes. Integers
indicate node weights.

3. Parallel Community Detection Method

3.1. Problem Statement. Assuming there is an optimal com-
munity division,𝑀∗, in a community-structured network 𝐺.
With𝑀

∗, the network 𝐺 is divided into num∗ communities,
and the lower limit of average description code length is
𝐿(𝑀
∗
). According to the Shannon source coding theorem

[24] and the Kraft’s inequality [25], we know that, for any
division pattern 𝑀, the average codeword length per source
symbol, 𝐿(𝑀), for an optimal prefix-free code satisfies

𝐻(𝑋) ≤ 𝐿 (𝑀
∗
) ≤ 𝐿 (𝑀) ≤ 𝐻 (𝑋) + 1. (4)

Obviously, calculating an endless random walk on a
network to get 𝐿(𝑀) is not realistic. Fortunately, when ran-
domly walking on a network endlessly, we will get a steady

visit frequency for each node, and we can calculate that easily
with many methods, such as PageRank. With the steady visit
frequency distribution, we will be able to describe the state of
the randomwalker easily. For 𝑥(𝑡+1) ∈ {neighbor(𝑥(𝑡))}, the
probability of𝑥(𝑡+1) and𝑥(𝑡) being in the same community is
𝑝within and the probability of being in different communities is
𝑞𝑘,out, where 𝑥(𝑡+1) belongs to community 𝑘. Then the 𝐿(𝑀)

can be described as

𝐿 (𝑀) = 𝑞out𝐻(𝑄) +

num
∑

𝑖=1

𝑝
𝑖

within𝐻(𝑃
𝑖
) , (5)

where 𝑞out means the probability of moving out from
the current community and 𝑞out = ∑

num
𝑖=1

𝑞𝑖,out. 𝐻(𝑄) is the
average description length of nodes in all communities, and
it can be expressed as

𝐻(𝑄) =

num
∑

𝑖=1

𝐻𝑖 (𝑄)

= −

num
∑

𝑖=1

𝑞𝑖,out

∑
num
𝑗=1

𝑞𝑗,out
log

𝑞𝑖,out

∑
num
𝑗=1

𝑞𝑗,out
.

(6)

With the probability 𝑝𝑎 or 𝑝(𝑎) to visit the node V𝑎, 𝑝
𝑖

within
represents the probability of staying in the current commu-
nity during the next step, and𝑝𝑖within = ∑V

𝑎
∈𝐶
𝑖

𝑝𝑎+𝑞𝑖,out.𝐻(𝑃
𝑖
)
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(1)method 𝑀𝑎𝑝(nid 𝑛, node V)
(2) 𝑝 ← 𝑝V/

V.𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑐𝑦𝐿𝑖𝑠𝑡
 //(8)

(3) emit(nid 𝑛, V) //pass along network structure
(4) for all nodeid𝑚 ∈ V.𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑐𝑦𝐿𝑖𝑠𝑡 do
(5) emit(nid𝑚, 𝑝) //pass pagerank contribution to neighbors
(6) endfor
(7)method 𝑅𝑒𝑑𝑢𝑐𝑒(nid𝑚,[𝑝1, 𝑝2, . . .])
(8) V ← 𝜙

(9) for all 𝑝 ∈ 𝑐𝑜𝑢𝑛𝑡𝑠[𝑝1, 𝑝2, . . .] do
(10) if 𝑖𝑠𝑁𝑜𝑑𝑒(𝑝) then
(11) V ← 𝑝 //recover local network structure
(12) else
(13) 𝑠 ← 𝑠 + 𝑝 //sums pagerank contributions
(14) endif
(15) endfor
(16) 𝑝V ← 𝑠

(17) emit(nid𝑚, V)

Algorithm 1: Steady visiting probability vector calculation on MapReduce (VPC).

expresses the infor mation entropy of the visiting probability
of the nodes in the community 𝐶𝑖, which can be written as

𝐻(𝑃
𝑖
) = −

𝑞𝑖,out

𝑞𝑖,out + ∑V(𝑏)∈𝐶
𝑖

𝑝 (𝑏)

× log
𝑞𝑖,𝑜𝑢𝑡

𝑞𝑖,out + ∑V(𝑏)∈𝐶
𝑖

𝑝 (𝑏)

− ∑

V(𝑎)∈𝐶
𝑖

𝑝 (𝑎)

𝑞𝑖,out + ∑V(𝑏)∈𝐶
𝑖

𝑝 (𝑏)

× log
𝑝 (𝑎)

𝑞𝑖,out + ∑V(𝑏)∈𝐶
𝑖

𝑝 (𝑏)
.

(7)

For the NP-complete challenge, we cannot achieve the
global optimal division pattern 𝑀

∗ by direct computing
on a big social network. However, we can archive a set
of local optima to approximate 𝑀

∗ by partitioning the
network into small subnetworks (partitions) and tackling
them independently with MapReduce. Then, the issue will
become how to discover optimal division pattern 𝑀

∗

𝑖
in

partition 𝑃𝑖 and get final 𝑀∗ = ⋃
𝑘

𝑖=1
{𝑀
∗

𝑖
}. For 𝑃𝑖, it would

be sufficient to calculate the 𝐿(𝑀𝑖) for different𝑀𝑖s and pick
up the one with shortest description length as 𝑀∗

𝑖
. Finally,

we get a community set 𝐶 = {𝐶1, 𝐶2, . . . , 𝐶𝑘}, where 𝐶𝑖 =

{𝑐𝑖,1, 𝑐𝑖,2, . . . , 𝑐𝑖,𝑘1} corresponds to 𝑃𝑖, ∪
𝑘
𝑖

𝑖=1
𝐶𝑖 = 𝑉 and 𝐶𝑖 ∩𝐶𝑗 =

0, where 0 < 𝑖 ̸= 𝑗 ≤ 𝑛 and |𝑃| ≪ |𝐶|.

3.2. Procedure of the Parallel Community Detection. For the
convenience of illustration, we adopt Figure 1 to start this
section and assume that the amount of partitions is far less
than that of communities in big social networks. There are 3
stages in the parallel community detecting process.

In the first stage, we calculate the steady visiting proba-
bility of all nodes (shown in Algorithm 1). Here, we modify
the traditional PageRank, which is used to deal with directed
networks and run a iterativeMapReduce-based version to get
the global steady visit probability vector. In each iteration,
visit probability of V𝑎 is (since there is no teleport and link
sink in undirected networks, we set 𝜏 = 0)

𝑝𝑎 = 𝜏 ×
1

𝑛
+ (1 − 𝜏) × ∑

V
𝑖
∈{neighbor(V

𝑎
)}

𝑝𝑖

𝑑𝑖

. (8)

Second, we use multilevel 𝑘-way partitioning method
enhanced by 𝑘-shell decomposition method to divide a big
social network into 𝑘 approximately equal sized disjoint
partitions (𝑃1, 𝑃2, and 𝑃3 in Figure 1). Edges cut off by
partition boundaries will be discarded. As networks studied
here are sparse and with community structure, edge cut (lost)
ratiowill be low. However, partitioningmethod has a decisive
influence on the final community detection effectiveness
which will be explained with experiments in Section 4. A
matching of a network is a set of edges and no two edges in it
share a same node. To coarsen a network, a commonly used
method is to collapse the node pairs forming the matching,
such as random matching, heavy-edge matching, and maxi-
mum weighted matching. However, it shrinks at a slow rate
and does not consider the relative importance of nodes in
different locations. We all know that there is a large number
of low-degree and low 𝑘𝑠 value nodes in power law networks,
so we can turn this characteristic into revenue. Here, we
use the 𝑘-shell decomposition to merge the peripheral nodes
with high speed and more accurate performance during the
coarsening phase (shown in Algorithm 2).

In the last stage, parallel community detection method
is carried out on all partitions (such as the 3 partitions
in Figure 1) and all partitions are tackled independently.
When the parallel process finished, each partition generates
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(1) set int 𝑖𝑑[𝑛 + 1] = {0, 1, 2, . . . , 𝑛}

(2) while 𝑡𝑟𝑢𝑒, do
(3) for all node V𝑖 ∈ 𝑉, do
(4) if 𝑑[𝑖] == 1, then
(5) 𝑡𝑚𝑝𝑉.𝑎𝑑𝑑(V𝑖) //a list to store nodes with 𝑘𝑠 = 1

(6) endif
(7) endfor
(8) if 𝑡𝑚𝑝𝑉.𝑖𝑠𝐸𝑚𝑝𝑡𝑦(), then
(9) 𝑏𝑟𝑒𝑎𝑘 //process finished
(10) endif
(11) for all node V𝑗 ∈ 𝑡𝑚𝑝𝑉, do
(12) if𝑓𝑙𝑎𝑔[𝑗]! = 𝑡𝑟𝑢𝑒, then //V(𝑗) hasn’t been annexed
(13) 𝑘 = 𝑔𝑒𝑡𝐼𝐷(V𝑗.𝑔𝑒𝑡𝐷𝑖𝑓𝑓𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟()) //get rid off V(𝑗) itself
(14) 𝑖𝑑[𝑗] = 𝑘 //assign new id to V(𝑗) annexed by V(𝑘)
(15) 𝑤𝑘 = 𝑤𝑘 + 1

(16) 𝑢𝑝𝑑𝑎𝑡𝑒𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟(V𝑘, 𝑗) //replace V(𝑗) with V(𝑘) in V(𝑘)’s neighbor
(17) 𝑑[𝑘] = 𝑑[𝑘] − 1

(18) 𝑑[𝑗] = 𝑑[𝑗] − 1 = 0

(19) 𝑓𝑙𝑎𝑔[𝑗] = 𝑓𝑙𝑎𝑔[𝑘] = 𝑡𝑟𝑢𝑒

(20) endif
(21) endfor
(22) endwhile

Algorithm 2: Amalgamation of peripheral nodes in coarsening phase.

G1 = (V1, E1)

G2 = (V2, E2)

Gk = (Vk, Ek)

{c1,1, c1,2, . . . , c1,t1}

{c2,1, c2,2, . . . , c2,t2}

{ck,1, ck,2, . . . , ck,tk}

{C1, C2, . . . , Ck}

...
...

Figure 6: A schematic diagram of MapReduce process for commu-
nity detection.

a community set (such as the 2 communities in 𝑃1 in
Figure 1). Combining all the community sets together will be
the final result. Figure 6 gives a straightforward statement of
this process and more detail is shown in Algorithm 3. At the
beginning of this stage, we treat each node as a community
and then use a bottom-up approach with greedy scheme to
(1) find out community pairs that can minimize Δ𝐿(𝑀) and
(2)merge them to form new communities.

4. Experiments and Analysis

In this section, we conduct several experiments and analyze
the results. All experiments are running on the Hadoop-
1.1.1 cluster of Antivision Software Ltd. The cluster consists

of 20 PowerEdge R320 servers (Intel Xeon CPU E5-1410
@2.80GHz, memory 8GB) with 64-bit NeoKylin Linux OS,
and servers are connected by a Cisco 3750G-48TS-S switch.
Data sets are shown in Table 1, including artificial networks
and real networks.

All artificial networks used here are generated by LFR
benchmark. In LFR, some parameters give us a direct control
on network properties: network size (𝑛), degree distribution
(𝛾, 𝑑max, avg(𝑑)), and community structure (𝛽, mix) [26]. 𝛾
and 𝛽 are exponents for degree and community size distri-
butions, which range between [2, 3] and [1, 2], respectively.
Mix is the ratio of edges connecting nodes from different
communities divided by collective edges of all communities.
For the average and balance, we set 𝛾 = 2.5 and 𝛽 = 1.5 for
artificial networks.

4.1. Accuracy Experiments. In accuracy experiments, we
compare our method, Pinfomr, with two top-class methods,
Louvain algorithm [27] and OSLOM algorithm [28], on
different data sets and with different partition numbers. The
data sets used are 𝐷0, 𝐷1, and 𝐷2, and result is shown in
Figure 7, where |𝑃| means partition number. The situation
when 𝐶 = 1 or |𝐶| = 𝑛 is defined by us as no community
structure and NMI in this case is set to 0, but the case when
|𝐶| is close to 𝑛 is discarded. Taking for instance Louvain in
Figure 7(a), whenmix = 0.75, |𝐶|/𝑛 = 0.373 andwe conclude
that a community just contains 3 nodes averagely. From the
design of LFR, we know that when mix value is too high,
such as higher than 0.75, there will be no obvious community
structures, and the network will not be a power law network
but more like a random network which is not the focus here.
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(1) Initialization-global variables
(2) 𝑛𝑐 = |𝑉

𝑡
| //number of communities

(3) 𝐿0 = 0

(4) for 𝑖 from 1 to |𝑉𝑡|, do
(5) 𝑐𝑖𝑑[𝑖] = 𝑖 //community ID of V𝑖
(6) 𝐿0 = 𝐿0 + 𝐻(V𝑖)
(7) endfor
(8)methodMap(node V,𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑐𝑦𝐿𝑖𝑠𝑡)
(9) while 𝛿 < 0, do
(10) for 𝑖 ∈ [1, |𝑉𝑡|], do
(11) 𝑙𝑜𝑐𝑘[𝑖] = 𝑓𝑎𝑙𝑠𝑒 //able to merge in current iteration
(12) endfor
(13) for 𝑖 ∈ [1, |𝑉𝑡|], do
(14) 𝑗 = 𝑐𝑖𝑑[𝑟𝑎𝑛𝑑𝑜𝑚(|𝑉𝑡|) + 1] //randomly select a node(community)
(15) 𝑐𝑢𝑟𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟[ ] = 𝑔𝑒𝑡𝐴𝑑𝑗𝑎𝑐𝑒𝑛𝑐𝑦𝐿𝑖𝑠𝑡(𝑐

𝑗
)

(16) 𝛿 = 0 //decrease of 𝐿
(17) 𝑚𝑎𝑥𝐶𝐼𝐷 = 0 //community id which leads to minimum 𝛿

(18) for 𝑐
𝑠
in 𝑐𝑢𝑟𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟[ ], do

(19) if 𝐿 𝑠,𝑘 − 𝐿0 < 𝛿 //if merge 𝑐𝑠 and 𝑐𝑘

(20) 𝑚𝑎𝑥𝐶𝐼𝐷 = 𝑠

(21) 𝛿 = 𝐿 𝑠,𝑘 − 𝐿0

(22) endif
(23) endfor
(24) if 𝑚𝑎𝑥𝐼𝐷 ̸= 0 & 𝛿 ̸= 0, then
(25) 𝑙𝑜𝑐𝑘[𝑠] = 𝑙𝑜𝑐𝑘[𝑘] = 𝑡𝑟𝑢𝑒

(26) 𝑛𝑐 = 𝑛𝑐 − 1

(27) 𝐿0 = 𝐿0 − 𝛿

(28) 𝑝𝑖𝑑[𝑠] = 𝑗

(29) endif
(30) endfor
(31) endwhile
(32) for 𝑖 ∈ [1, 𝑛𝑐], do
(33) 𝑒𝑚𝑖𝑡(𝑖, 𝑔𝑒𝑡𝐴𝑑𝑗𝑎𝑐𝑒𝑛𝑐𝑦𝐿𝑖𝑠𝑡(𝑐𝑖))

(34) endfor

Algorithm 3: The map procedure of community detection on a subnetwork 𝐺𝑡.

Table 1: Data sets used in experiments (increment of mix is set to 0.05.𝑀 = 10
6).

Data set 𝑛 𝑚 avg(𝑑) 𝛾 𝛽 Size(𝐶) mix
LiveJournal 3,997,962 34,681,189 / / / / /
Youtube 1,134,890 2,987,624 / / / / /
Orkut 3,072,441 117,185,083 / / / / /
D0 0.1M / 45 2.5 1.5 [25, 120] [0.1, 0.75]

D1 0.2M / 40 2.5 1.5 [25, 100] [0.1, 0.75]

D2 0.4M / 40 2.5 1.5 [25, 100] [0.1, 0.75]

D3 80,000 / 45 2.5 1.5 [25, 120] [0.1, 0.75]

D4 0.2M, 0.4M, / 45 2.5 1.5 [25, 100] 0.45
0.8M, 1.6M

D5 3.2M, 6.4M, / 45 2.5 1.5 [25, 100] 0.45
10M

Figure 7 indicates that Pinfomr is more stable and accurate
than the others in uncovering community structures in power
law networks. For running time, we can see that for the same
data set, Louvain consumes the longest time and Pinfomr
needs the shortest time. OSLOM requires a little more time
than Pinfomr when mix parameter is not too big.

From Figure 7(c), we know that the NMI decrease as
partition numbers increase, but the performance is excellent
and stable when mix is less than 0.75, and NMI will maintain
at about 1.0. Our results show that Pinfomr is able to
achieve better results in a shorter period of time, although
accompanied by some loss of performance.
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Figure 7: Accuracy and running time tests on different data sets.

4.2. Partitioning Experiment. In previous section, we have
mentioned that the quality of partition will play a vital role
in the final performance of parallel community detection.
Therefore, we conduct experiment in this section to test the
impact and effectiveness of different partitioningmethods on
Pinfomr.

We use two simple partitioningmethods to compare with
the improved multilevel 𝑘-way partitioning method. One
is a sequential partitioning method dividing the network
according to the storage order of the nodes and edges on
the HDFS. The other one is a random matching partitioning
method by randomly choosing nodes to generate a matching.
For example, assuming that we bisect 𝐺 = (𝑉, 𝐸) with 𝑛 =

20, 000 and 𝑚 = 300, 000 into 𝐺1 = (𝑉1, 𝐸1) and 𝐺2 = (𝑉2,

𝐸2), (1) when using sequential partitioning method, the first
10,000 nodes will be collected to form 𝑉1 and links within 𝑉1

will form 𝐸1. The other nodes are left for 𝑉2 and links within
𝑉2 form 𝐸2. (2) If we use the random matching method, we
will randomly select 5,000 node pairs into 𝑉1 and all links

within𝑉1 will form𝐸1, and the process for𝐺2 is similar to𝐺1.
Dividing a connected network into subnetworks or partitions
will cause edge loss. Excellent partitioning methods will
always try towalk through the slits between communities and
avoid cutting off the effective edges. Here, we use the data set
𝐷1 to test performance of different partitioningmethodswith
|𝑃| = 2 and |𝑃| = 4. In Figures 8(a) and 8(b), we can see that
multilevel 𝑘-way partitioning method is stable and results of
Pinfomr on it are very close to the results of infomap and also
very close to the real results. From Figures 8(c) and 8(d), we
get that, for multilevel 𝑘-way partitioning method, total edge
loss ratio increases linearly along with the increase of mix
parameter. It is easy to understand that, from the meaning
of the mix parameter, effective edge loss ratio always remains
at low level before mix rising up to 0.70. Manifestations
of sequential partitioning method and random partitioning
method are also easy to explain. Distribution of edges of
LFR generated networks is random and uniform, regardless
of storage order. As a result, the total edge loss ratio will
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Figure 8: Performance and edge loss ratio of different partition methods on data set D3.
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Figure 9: Degree distribution test on LiveJournal data set.
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Figure 10: Scalability tests on data sets D4 and D5.

remain at about (|𝑃| − 1)/|𝑃|. Effective edge loss decreases
linearly with the increase of mix for the same reason when
total edge loss ratio increases linearly with the increase ofmix
of multilevel partitioning method in Figures 8(a) and 8(b).

In addition, we conduct a degree distribution test on
a real network-LiveJournal to verify performance of the
improved multilevel partitioning method. The network is
divided into 4 partitions by the improved multilevel 𝑘-way
partitioning method, and the degree distributions corre-
sponding to the original network and the 4 subnetworks
are shown in Figure 9. Comparative observation indicates
that the subnetworks got from the improved multilevel 𝑘-
way partitioning method are able to maintain the degree
distribution characteristics of the original network.

4.3. Scalability and Performance Experiment. Our study aims
to uncover community structures in big social networks and
improve resource utilization as much as possible. Here, we
unify the two problems together by means of MapReduce.
With a small portion of expense of performance, we will
achieve the goal. In this section, we will test the scala-
bility and performance of the parallel community detec-
tion method, and data sets used are D4, D5, LiveJournal
(http://snap.stanford.edu/data/com-LiveJournal.html), Yout-
ube (http://snap.stanford.edu/data/as-skitter.html), and Ork-
ut (http://snap.stanford.edu/data/com-Orkut.html).

For a certain network in Figures 10(a) and 10(b), when |𝑃|
increases, the speedup ratio will increase but the acceleration
will become slow, since MapReduce needs some time to
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Figure 11: Scalability tests on real networks.

initiate before map tasks start to run and transmit data from
map phase to reduce phase. For a certain |𝑃|, as network size
grows, the speedup ratio will become higher. For Figure 10(c),
we just present the running time of parallel community
detection method on MapReduce because the capacity of the
servers cannot deal with such large networks on one server or
with |𝑃| = 1.

Finally, we apply the same process onto the real networks.
Experiments on real networks shown in Figure 11 also
confirm that our parallel community detection method has
excellent scalability. From the results, we can conclude that,
when |𝑃| increases, the subnetwork size assigned to eachmap
task will be smaller, and the total edge lost ratio will increase,
which will further reduce the subnetwork size. From Figures
10 and 11, we can get the following: in the case of constant
data size, the running time and |𝑃| are linear approxi-
mation when |𝑃| is small. When partition number is small,
the running time is affected by the number of partitions

significantly. When the partition number |𝑃| reaches the
“critical point” (Figure 11(c) Orkut, |𝑃| = 72 and Figure 11(b)
Youtube, |𝑃| = 20), running time is less affected by the
changes of partition number and shows “long tail effect” to
some extent. The reason is that the cost of MapReduce is
basically fixed. For a larger social network with the same
number of map tasks, Mapreduces initial time accounts for a
smaller proportion of the total running time.When partition
number increases and the total running time decreases, the
proportion of the initial time is not negligible. It makes our
method exhibiting “long tail effect” in different data sets.

5. Conclusion

Community detection has become an important research
topic in social networks. Traditional algorithms on commu-
nity mining cannot effectively adapt to the current big social
network scenarios [29, 30]. Infomap is excellent standalone
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community detection method and, by means of multilevel 𝑘-
way partitioning method enhanced by 𝑘-shell deposition, we
are able to develop a parallel community discovery method
on MapReduce framework. Related experiments verified the
validity of the proposed work in this paper, and it may
possess some reference meaning for social network analysis
and social community mining with the big data techniques.
Next, well try to use some overlapping partitioning methods
to further improve the community detection accuracy.
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Propagation of mechanical waves’ phenomenon is the result of infinitely small displacements of integrated individual particles in
the materials. These displacements are governed by Navier-Lame and Navier-Stokes equations in solids and fluids, respectively. In
the present work, a generalized Kelvin-Voigt model of viscoelasticity has been proposed with the aim of bridging the gap between
solids and fluids leading to a new concept of viscoelasticity which unifies the Navier-Lame and the Navier-Stokes equations. On
solving this equation in one dimension, propagation of stress disturbance in the so-called “Kelvin-Voigt materials” will be studied.
The model of these materials involves all the elastic and viscoelastic solids, as well as fluids and soft materials.

1. Introduction

The subject matter of mechanics is the study of motion,
in how a physical object changes position with time and
why [1]. In continuum mechanics we are concerned with
the mechanical behavior and shape of materials under load.
The physical reasons for this behavior can be quite different
for different materials. Solid media will deform when forces
are applied on them. These materials are called elastic, if
the object will return to its initial shape and size when
these forces are removed. Hence elasticity is the tendency
of solid materials to return to their original shape after
being deformed [2]. In continuum mechanics we consider
the basic equations describing the physical effects created by
external forces acting upon solids and fluids. In addition to
the basic equations that are applicable to all continua, there
are other equations, called constitutive equations which are
constructed to take into account material characteristics. In
the study of solids the constitutive equations for a linear
elastic material are a set of relations between stress and
strain.Hook’s law represents thematerial behavior and relates
the Cauchy stress tensor 𝑇 = (𝜎𝑖𝑗) and infinitesimal strain

tensor 𝑒 = (𝑒𝑖𝑗). The general form of Hook’s law in compo-
nents is

𝜎𝑖𝑗 = 𝐶𝑖𝑗𝑙𝑘𝑒𝑙𝑘, (1)

where𝐶𝑖𝑗𝑙𝑘 is the fourth-order stiffness tensor [3]. If the body
is isotropic and homogenous, then this law is simply written
as [3]

𝑇 = 𝜆𝜃𝐼 + 2𝜇𝑒 (2)

in which 𝜃 is the trace of 𝑒, 𝐼 is the unit tensor, and 𝜆 and 𝜇
are the Lame constants. Perfect elasticity is an approximation
of the real world and few materials remain purely elastic
even after very small deformations. When an elastic material
is not stressed in tension or compression beyond its elastic
limit, its individual particles perform elastic movement. The
displacement of the particles mass center, denoted by vector
field 𝑢 = (𝑢1, 𝑢2, 𝑢3), is related to the strain tensor by the
relation [4]

𝑒 =
1

2
[grad𝑢 + (grad𝑢)𝑇]. (3)
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Newton’s second law of motion is based on the conservation
of momentum and expressed as [5]

div𝑇 = 𝜌𝜕
2
𝑢

𝜕𝑡2
(4)

in which 𝜌 is the mass density of the body. Now, in an iso-
tropic, homogenous elastic solid, by combining (2), (3), and
(4) we have

𝑢𝑡𝑡 =
𝜆 + 𝜇

𝜌
grad div 𝑢 +

𝜇

𝜌
∇
2
𝑢 (5)

which is the vector form of the Navier-Lame equations and
governs the infinitesimal movements of the body’s integrated
individual particles [5].

Viscousmaterials resist shear flow and strain linearly with
time, when stress is applied [6]. If a material exhibits a linear
response, it is categorized as a Newtonianmaterial [6]. In this
case the stress is linearly proportional to the strain rate. If the
material exhibits a nonlinear response to the strain rate, it
is categorized as non-Newtonian fluid. To get the equation
that governs the small movement of integrated particles of
fluids, let us first consider the continuity equation, governing
the continuity of the integrated individual particles which are
derived from the principle of conservation of mass and is
given as

𝜕𝜌

𝜕𝑡
+ div(𝜌𝑉) = 0, (6)

where the vector field𝑉 represents the velocity of the particles
and 𝜌 is the mass density of the fluid [7]. In the absence of
body forces, conservation of momentum, on which Newton’s
second law is based, is expressed as [7]

div𝑇 = 𝜌𝜕𝑉
𝜕𝑡
. (7)

In the study of fluids, the constitutive equations consist of a set
of relations between stress and rate of strain; these equations
in tensor form are given as [8]

𝑇 = −𝑝𝐼 + 𝜆 tr(𝐷)𝐼 + 2𝜇𝐷, (8)

where the pressure 𝑝 is induced by tension, that is, the
difference between the dynamical and thermodynamical
pressures, 𝜆 and𝜇 are independent parameters characterizing
viscosity, 𝐼 is the unit tensor, and𝐷 is the rate of strain which
is a symmetric tensor of order two.

Finally the kinematical relation of fluids describing the
relation between tensor𝐷 and velocity vector field 𝑉 is given
as

𝐷 =
1

2
[grad𝑉 + (grad𝑉)𝑇]. (9)

Moreover, the pressure can be written as [8]

𝑝 = −(𝜆 +
2

3
𝜇) tr(𝐷). (10)

It can be deduced from (7), (8), (9), and (10) that

𝜕𝑉

𝜕𝑡
=
𝜆 + 𝜇

𝜌
grad(div𝑉) +

𝜇

𝜌
∇
2
𝑉. (11)

However, in terms of displacement vector field 𝑢,

𝑢𝑡𝑡 =
𝜆 + 𝜇

𝜌
grad div ̇𝑢 +

𝜇

𝜌
∇
2
̇𝑢 (12)

which is the set of Navier-Stokes equations.
In fluid continuum, themotion of substances is described

by the Navier-Stokes equations. These equations are strictly
the statement of conservation of momentum and are based
on the assumption that the fluid, at the scale of interest, is
a continuum. In other words, it is not made up of discrete
particles but rather a continuous substance. Another neces-
sary assumption is that all the fields of interest like pressure,
velocity, density, and temperature are differentiable weakly at
least [9].

There are materials for which a suddenly applied and
maintained state of uniform stress induces an instantaneous
deformation followed by a flowprocesswhichmay ormay not
be limited in magnitude as time grows [10]. These materials
exhibit both solid and fluid characteristics. Behavior of these
materials clearly cannot be described by either elasticity or
viscosity theories alone, as it combines features of each and
is called viscoelastic. Viscoelasticity is a generalization of
elasticity and viscosity [11].

All materials exhibit some viscoelastic response. In com-
mon metals such as steel or aluminum, as well as in quartz,
at room temperature, and at small strain, the behavior does
not deviate much from linear elasticity, which is the simplest
response of a viscoelasticmaterial. Synthetic polymers, wood,
and human tissue as well as metals at high temperature
display significant viscoelastic effects. Some phenomena in
viscoelastic materials are as follows.

(i) If the stress is held constant, the strain increases with
time (creep).

(ii) If the strain is held constant, the stress decreases with
time (relaxation).

(iii) Acoustic waves experience attenuation.

The material creeps, that gives the prefix visco-, and the
material fully recovers, which gives the suffix-elasticity [12].
The viscoelastic materials play an important role in many
engineering structures. Those materials such as polymers are
being used, for example, to dissipate and to insulate vibration
caused by rotating or reciprocal movements [13]. They also
have potential application in a new Hopkinson pressure bar
testing apparatus [14–18].Therefore, having the knowledge of
the behavior of these materials, particularly related to their
mechanical parameters, is essential. The theory which illus-
trates this behavior is the viscoelasticity theory. This theory
is used in many fields, such as solid mechanics, seismology,
exploration geophysics, acoustics, and engineering [19].

Modeling and model parameter estimation are of great
importance for a correct prediction of the foundation behav-
ior [19]. In many cases, elastic constitutive models work well
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when time dependent effects can be neglected. However in
those cases when time dependent effects cannot be neglected,
we will need to utilize different constitutivemodels. Basically,
time dependent effects indicate that the stress-strain behavior
of material will change with time. The elastic material model
for time dependent effects is viscoelasticity. Many researchers
as Alfrey [20], Barberán and Herrera [21], Achenbach and
Reddy [22], Bhattacharya and Sengupta [23], and Acharya et
al. [24] formulated and developed this theory [19]. Further,
Bert and Egle [25], Abd-Alla and Ahmed [26], and Batra
[27] successfully applied this theory to wave propagation
in homogenous, elastic media [19]. Murayama and Shibata
[28] and Schiffman et al. [29] have proposed higher order
viscoelastic models of five and seven parameters to represent
the soil behavior. Jankowski et al. [30] discussed the linear
viscoelastic model and the nonlinear viscoelastic model [19].

One of the most important classic models which is
focused on, in this paper is Kelvin-Voigt model.The constitu-
tive relation of this model is expressed as a linear first-order
differential equation, which can be derived as below.

The most simple one-dimensional stress and strain ten-
sors are of the form

𝑇 = [

[

𝜎 0 0

0 0 0

0 0 0

]

]

, 𝑒 = [

[

𝑒1 0 0

0 𝑒2 0

0 0 𝑒3

]

]

(13)

which, according to the generalized Hook’s law, are related by

𝜎 = 𝐸𝑒1, (14)

where 𝐸 is Young’s modulus of elasticity [3]. In the Kelvin-
Voigt model for viscoelastic materials, (14) is augmented to
include viscosity, leading to the generalized equation

𝜎 = 𝐸𝑒1 + 𝜂
𝜕𝑒1

𝜕𝑡
, (15)

where 𝜂 is the constant of viscosity [31, 32].
This model represents a solid undergoing reversible,

viscoelastic strain and is extremely goodwithmodeling creep
in materials, but with regard to relaxation the model is much
less accurate [33].

All material substances are comprised of particles. When
a material is not stressed in tension or compression beyond
its elastic limit, its individual particles may be forced into
vibrational motion about their equilibrium positions. Thus,
these particles perform elastic oscillations. Elastic waves are
focused on particles that move in unison to produce a
mechanical wave. In solids, elastic waves can propagate in
four principle modes that are based on the way the particles
oscillate. These waves can propagate as longitudinal, shear,
and surface waves and in the thin materials as plate waves.

In longitudinal waves, the oscillations occur in the lon-
gitudinal direction or the direction of wave propagation.
Since compressional and dilatational forces are active in
these waves, they are also called pressure or compressional
waves. They are also sometimes called density waves because
their particle density fluctuates as they move. Compression
waves can be generated in liquids, as well as solids, because

the energy travels through the atomic structure by a series
of compressions and expansion movements [34]. In the
transverse or shear wave, the particles oscillate at a right
angle or perpendicular to the direction of propagation. Shear
waves require a solid material for effective propagation and
therefore are not effectively propagated in materials such as
liquids or gasses [34]. Waves in an isotropic elastic solid are
governed by the vector Navier-Lame equations.

2. New Mathematical Model

2.1. Generalization of Kelvin-Voigt Model. In Kelvin-Voigt
model for viscoelastic materials, the viscosity term is aug-
mented to (14), leading to the generalized equation (15). But
thismodel is a generalization of one-dimensional constitutive
equation (14). In order to obtain a model for viscoelastic
materials in most general form, the constitutive equation (2)
should be extended. In this paper this equation is rewritten as

𝑇 = 𝜆𝜃𝐼 + 2𝜇𝑒 + 𝜆𝑓
̇𝜃𝐼 (16)

in which 𝜆𝑓 is called the first constant of viscosity. Also by
symmetric of (16) this equation can be written as

𝑇 = 𝜆𝜃𝐼 + 2𝜇𝑒 + 𝜆𝑓
̇𝜃𝐼 + 2𝜇𝑓 ̇𝑒 (17)

in which 𝜇𝑓 is the second constant of viscosity. In the simple
case (13), (16) is reduced as

𝜎 = 𝐸𝑒1 +

𝜇𝜆𝑓

𝜆 + 𝜇
̇𝑒1 −

𝜇𝛼

𝜆 + 𝜇
exp(−

𝜆 + 𝜇

𝜆𝑓

𝑡) (18)

in which 𝛼 is a positive constant. By comparing (18) and (15),
it can be easily inferred that

𝜂 =

𝜇𝜆𝑓

𝜆 + 𝜇
. (19)

In the next sections, it has been shown that (16) and (17) can
justify the physics.

2.2. Generalization of Navier-Lame Equation. In the first sec-
tion, the Navier-Lame equation was deduced by combining
(2), (3), and (4). Now (2) is replaced by (16); therefore,
by combining (16), (3), and (4), a generalized Navier-Lame
equation is obtained as follows:

𝑢𝑡𝑡 =
𝜆 + 𝜇

𝜌
grad div 𝑢 +

𝜇

𝜌
∇
2
𝑢 +

𝜆𝑓

𝜌
grad div ̇𝑢, (20)

where ̇𝑢 = 𝜕𝑢/𝜕𝑡. Also if (2) is replaced by (17), then, by
combining (17), (3), and (4), another generalization ofNavier-
Lame equation can be deduced as follows:

𝑢𝑡𝑡 = (
𝜆 + 𝜇

𝜌
grad div 𝑢 +

𝜇

𝜌
∇
2
𝑢)

+ (

𝜆𝑓 + 𝜇𝑓

𝜌
grad div ̇𝑢 +

𝜇𝑓

𝜌
∇
2
̇𝑢),

(21)

where 𝜆𝑓 and 𝜇𝑓 resemble the form of equations for 𝜆 and 𝜇,
respectively.
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2.3. Unifying Navier-Lame and Navier-Stokes Equations. At
this point, by comparing (21) and (12), it is apparent that (21)
can be written in two parts. The first and second parts are
concerned with the solid and fluid properties of the body,
respectively. In fact, (21) governs the displacements of the
particles in both solids and fluids and in bodies with both
solid and fluid properties, but not in materials involving
two or more different phases. Equation (21) is a unification
of Navier-Lame and Navier-Stokes equations; therefore, (16)
and (17) can be used as constitutive equation to all viscoelastic
materials.

3. Longitudinal Waves in Materials

Equation (21) governs displacement of integrated individual
particles of any continuum body. To study the propagation of
longitudinal stress waves in a body, we note that (21) can be
written in one dimension as follows:

𝑢𝑡𝑡 = 𝑐
2
𝑢𝑥𝑥 + 𝑑

2
𝑢𝑡𝑥𝑥, ∞ < 𝑥 < +∞, 𝑡 ≥ 0 (22)

in which

𝑐
2
=
𝜆𝑠 + 2𝜇𝑠

𝜌
, 𝑑

2
=

𝜆𝑓 + 2𝜇𝑓

𝜌
, (23)

where the only initial condition is 𝑢(0, 0) = 0. This equation
can be solved by separation of variables method, so 𝑢(𝑥, 𝑡) =
𝑋(𝑥)𝑇(𝑡). Using this in (22) leads to

𝑋

𝑋
= 𝑐
2 𝑇

𝑇
+ 𝑑
2 𝑇


𝑇
= 𝛾 (24)

in which 𝛾 is constant. Now, the following five cases are
considered.

Case 1 (𝛾 is positive). In this case one can assume 𝛾 = 1/𝑘2,
𝑘 ̸= 0; hence, (24) becomes

{
𝑋

− 𝑘
2
𝑋 = 0

𝑇

− 𝑘
2
𝑑
2
𝑇

− 𝑘
2
𝑐
2
𝑇 = 0

yields
→ {

𝑋(𝑥) = 𝑐1𝑒
𝑘𝑥
+ 𝑐2𝑒
−𝑘𝑥

𝑇(𝑡) = 𝑑1𝑒
𝑟
1
𝑡
+ 𝑑2𝑒
𝑟
2
𝑡

(25)

in which

𝑟1 =
1

2
(𝑘
2
𝑑
2
+ 𝑘√𝑘2𝑑4 + 4𝑐2),

𝑟2 =
1

2
(𝑘
2
𝑑
2
− 𝑘√𝑘2𝑑4 + 4𝑐2).

(26)

The solution, therefore, can be written as

𝑢(𝑥, 𝑡) = (𝑐1𝑒
𝑘𝑥
+ 𝑐2𝑒
−𝑘𝑥
)(𝑑1𝑒

𝑟
1
𝑡
+ 𝑑2𝑒
𝑟
2
𝑡
). (27)

By applying the initial condition, one arrives at

𝑢(0, 0)

= (𝑐1 + 𝑐2)(𝑑1 + 𝑑2) = 0 → 𝑐2 = −𝑐1 or 𝑑2 = −𝑑1.

(28)

If 𝑐2 = −𝑐1, then the velocity of the particle, placed at the
origin, is zero, since

𝑢𝑡(0, 𝑡) = (𝑐1 + 𝑐2)(𝑑1𝑟1𝑒
𝑟
1
𝑡
+ 𝑑2𝑟2𝑒

𝑟
2
𝑡
). (29)

Therefore, in this case, there is no motion in the medium.

On the other hand, since the medium is assumed to be
elastic, the movement of the particle, located at the origin,
stops after a while. Hence, if 𝑑2 = −𝑑1, at time 𝑇, then (29)
can be written as

𝑢𝑡(0, 𝑇) = 𝑑1(𝑐1 + 𝑐2)(𝑟1𝑒
𝑟
1
𝑇
− 𝑟2𝑒
𝑟
2
𝑇
) = 0. (30)

Since 𝑟1 is positive and 𝑟2 is negative, the second part of (30)
is not zero and so 𝑐2 = −𝑐1. This means that there is no
motion in the medium. Therefore, in this case, the equation
does not have a nontrivial solution.

Case 2. If 𝛾 = 0, then the solution is trivial.

Case 3. If 𝛾 is negative and 𝑘2𝑑4 − 4𝑐2 is positive, then one
can assume 𝛾 = −1/𝑘2, 𝑘 ̸= 0, so

{
𝑋

+ 𝑘
2
𝑋 = 0

𝑇

+ 𝑘
2
𝑑
2
𝑇

+ 𝑘
2
𝑐
2
𝑇 = 0

yields
→ {

𝑋(𝑥) = 𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥
𝑇(𝑡) = 𝑑1𝑒

𝑟
1
𝑡
+ 𝑑2𝑒
𝑟
2
𝑡

(31)

in which

𝑟1 =
1

2
(−𝑘
2
𝑑
2
+ 𝑘√𝑘2𝑑4 − 4𝑐2),

𝑟2 =
1

2
(−𝑘
2
𝑑
2
− 𝑘√𝑘2𝑑4 − 4𝑐2).

(32)

Thus the solution is as follows:

𝑢(𝑥, 𝑡) = (𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥)(𝑑1𝑒
𝑟
1
𝑡
+ 𝑑2𝑒
𝑟
2
𝑡
). (33)

Also, the velocity is

𝑢𝑡(𝑥, 𝑡) = (𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥)(𝑟1𝑑1𝑒
𝑟
1
𝑡
+ 𝑟2𝑑2𝑒

𝑟
2
𝑡
).

(34)

Now, from the initial condition, one obtains

𝑢(0, 0) = 𝑐1(𝑑1 + 𝑑2) = 0
yields
→ 𝑐1 = 0, or 𝑑2 = −𝑑1.

(35)

If 𝑐1 = 0, then 𝑢𝑡(0, 𝑡) = 0, which means that there is no
motion and the solution is trivial. Otherwise, 𝑑2 = −𝑑1,
which yields

𝑢𝑡(0, 𝑡) = 𝑐1𝑑1(𝑟1𝑒
𝑟
1
𝑡
− 𝑟2𝑒
𝑟
2
𝑡
). (36)

Since after a time𝑇 the particle that is at the origin stops, then

𝑟1𝑒
𝑟
1
𝑇
− 𝑟2𝑒
𝑟
2
𝑇
= 0

yields
→ 𝑇 =

1

𝑟1 − 𝑟2

ln(𝑟2
𝑟1

). (37)
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Consequently, the solution can be written as

𝑢(𝑥, 𝑡) = 𝑑1(𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥)(𝑒
𝑟
1
𝑡
− 𝑒
𝑟
2
𝑡
). (38)

On the other hand, it can be written as follows:

𝑢(𝑥, 𝑡) = (𝛼1 cos 𝑘𝑥 + 𝛼2 sin 𝑘𝑥)(𝑒
𝑟
1
𝑡
− 𝑒
𝑟
2
𝑡
). (39)

Case 4 (𝛾 is negative and 𝑘2𝑑4 − 4𝑐2 = 0). In this case the
solution is trivial.

Case 5 (𝛾 is negative and 𝑘2𝑑4 −4𝑐2 < 0). In this case one can
assume 𝛾 = −1/𝑘2, 𝑘 ̸= 0, so that

{
𝑋

+ 𝑘
2
𝑋 = 0

𝑇

+ 𝑘
2
𝑑
2
𝑇

+ 𝑘
2
𝑐
2
𝑇 = 0

yields
→ {

𝑋(𝑥) = 𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥
𝑇(𝑡) = 𝑒

−(𝑘
2

𝑑
2

𝑡)/2
(𝑑1 cos 𝑟𝑡 + 𝑑2 sin 𝑟𝑡)

(40)

in which

𝑟 =
1

2
𝑘√4𝑐2 − 𝑘2𝑑4. (41)

Hence, the solution is

𝑢(𝑥, 𝑡) = 𝑒
−(𝑘
2

𝑑
2

𝑡)/2
(𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥)

× (𝑑1 cos 𝑟𝑡 + 𝑑2 sin 𝑟𝑡).
(42)

Also, the velocity is given as

𝑢𝑡(𝑥, 𝑡) = 𝑒
−(𝑘
2

𝑑
2

𝑡)/2
(𝑐1 cos 𝑘𝑥 + 𝑐2 sin 𝑘𝑥)

× [(𝑟𝑑2 −
1

2
𝑘
2
𝑑
2
𝑑1) cos 𝑟𝑡

− (𝑟𝑑1 +
1

2
𝑘
2
𝑑
2
𝑑2) sin 𝑟𝑡].

(43)

From the initial condition one obtains

𝑢(0, 0) = 𝑐1𝑑1 = 0
yields
→ 𝑐1 = 0, or 𝑑1 = 0.

(44)

If 𝑐1 = 0, then 𝑢𝑡(0, 𝑡) = 0, and hence there is no motion in
the medium and the solution is trivial. Therefore, 𝑐1 ̸= 0, and
𝑑1 must be zero, so that

𝑢𝑡(0, 𝑡) = 𝑒
−(𝑘
2

𝑑
2

𝑡)/2
𝑐1𝑑2[𝑟 cos 𝑟𝑡 −

1

2
𝑘
2
𝑑
2 sin 𝑟𝑡]. (45)

Since after a time 𝑇 the particle which is at the origin stops,
then

𝑟 cos 𝑟𝑇 − 1
2
𝑘
2
𝑑
2 sin 𝑟𝑇 = 0

→ 𝑇𝑛 =
1

𝑟
(tan−1( 2𝑟

𝑘2𝑑2
) + 𝑛𝜋).

(46)

Consequently the solution can be written as

𝑢(𝑥, 𝑡) = 2𝑐1𝑑2
√𝑐1
2 + 𝑐2
2

× 𝑒
−(𝑘
2

𝑑
2

𝑡)/2 cos(𝑘𝑥 − 𝜑) sin(𝑟𝑡)
(47)

in which

𝜑 = cos−1( 𝑐1

√𝑐1
2 + 𝑐2
2

). (48)

Therefore, the solution can be written as

𝑢(𝑥, 𝑡) = 𝛽𝑒
−(𝑘
2

𝑑
2

𝑡)/2 cos(𝑘𝑥 − 𝜑) sin(𝑟𝑡). (49)

4. Results

4.1. Longitudinal Waves in a Perfectly Elastic Solid. In a metal
like aluminum, whose characteristics are listed in Table 1, the
wave that propagates in the medium is of the form (49).

If one considers 𝑘 = 2, 𝛽 = 0.003, and 𝜑 = 1, the
depiction of the longitudinal wave that propagates from the
origin is shown in Figure 1. It is clear that it is a wave with no
attenuation.

4.2. LongitudinalWaves inViscoelastic Solids. If the viscoelas-
tic properties are characterized as in Table 2, the depiction of
the longitudinal stress wave is shown in Figure 2. It is also
clear that this wave is attenuated.

4.3. Longitudinal Waves in a Viscoelastic Newtonian Fluid.
In a liquid with parameters shown in Table 3, the wave
propagating in the medium is of the form (39). So then
the wave characteristics are discussed in the following for
material with properties as mentioned in Table 3.

If one assumes 𝑘 = 2, 𝛼 = 0.01, and 𝛽 = 0.003, then the
displacement graph of particles in this medium is as shown
in Figure 3. In Figure 3(a) the displacement of particles at
the origin without returning to their initial position and in
Figure 3(b) the displacement of a particle in each position 𝑥
without returning to its initial position are seen.

4.4. Longitudinal Waves in an Ideal Newtonian Fluid. If a
liquid is viscoelastic with viscosity coefficients shown in
Table 4, the graph of longitudinal stress wave in this medium
is as shown in Figure 4. In Figure 4(a), the distance between
the particle originally located in the origin and the same
particle moved away from the origin in time 𝑇 is seen. This
distance starts to decrease with the particles returning to the
origin. In Figure 4(b), the distance between the particle at
the time 𝑇 and the same particle approaching its equilibrium
position at the origin is shown; in Figure 4(c) the distance
between the particles located in their respective equilibrium
position and the same particles moved away from the equi-
librium position in time 𝑇 is shown.This distance then starts
to decrease with the particles returning to their respective
equilibrium position.
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Figure 1: The vibration of particles.
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Figure 2: Vibration of a particle with attenuation.

Table 1: Parameters of aluminum that is considered to be perfectly
elastic.

𝜆𝑠 𝜆𝑓 𝜇𝑠 𝜇𝑓 𝜌

50.6 × 10
6 KN/m2 0 27.6 × 10

6 KN/m2 0 56000Kg/m3

Table 2: Parameters of aluminum with fluid properties pertaining
to viscoelasticity.

𝜆𝑠 𝜆𝑓 𝜇𝑠 𝜇𝑓 𝜌

50.6 × 106 KN/m2 3016 27.6 × 106 KN/m2 2130 56000Kg/m3

Table 3: Parameters of a Newtonian liquid like water which is
perfectly fluid with no solid parameters.

𝜆𝑠 𝜆𝑓 𝜇𝑠 𝜇𝑓 𝜌

0 30.12 × 102 0 21.3 × 102 996.3 Kg/m3

Table 4: Parameters of a liquid like water which is not perfectly fluid
and has solid parameters.

𝜆𝑠 𝜆𝑓 𝜇𝑠 𝜇𝑓 𝜌

50.6 30.12 × 102 27.6 21.3 × 102 996.3 Kg/m3
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5. Conclusions

When a material is subjected to an impulsive force, there
occur infinitesimal displacements of the integrated parti-
cles of that body. In solids and in fluids the Navier-Lame
and the Navier-Stokes equations govern these displace-
ments, respectively. In the present work it was shown that
through the use of a generalized form of Kelvin-Voigt model
of viscoelasticity the unification of these two equations is
possible and one obtains an equation that can represent solid
materials, fluids, and soft materials. A new concept of vis-
coelasticity was defined in which every material has some
degree of both solid and fluid properties depending on
the particular parameters of viscosity. This is of particular
importance in relation to the soft materials. Using this gen-
eralized equation, propagation of stress disturbance, pulse,
and waves in solids as well as fluids can be studied in one
single frame.
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How to verify the integrity of outsourced data is an important problem in cloud storage. Most of previous work focuses on three
aspects, which are providing data dynamics, public verifiability, and privacy against verifiers with the help of a third party auditor.
In this paper, we propose an identity-based data storage and integrity verification protocol on untrusted cloud. And the proposed
protocol can guarantee fair results without any third verifying auditor.The theoretical analysis and simulation results show that our
protocols are secure and efficient.

1. Introduction

With the growing popularity of clouds, the tools and tech-
nologies for hybrid clouds have been emerging recently;
cloud storage has become a hot research topic that aims
to provide a comparably low cost, scalable, position-
independent platform for data owners data [1]. However, this
new paradigm of data hosting service also introduces new
security challenges [2]. A list of security threats to cloud
computing is presented in [3]. These issues range from the
required trust in the cloud server for storage and attacks on
cloud interfaces to misusing the cloud services for attacks in
the complex systems. When considering using the complex
cloud service, the data ownermust be aware of the fact that all
data given to the cloud server leave the owner control protec-
tion sphere [4]. Huge measurement data, huge environment
monitoring data, hydrological data, marine biological data,
andGIS information are provided by the complexmulticloud.
In this situation, it is a strong demand that the data owners
can check the data integrity confidentially, dynamically, and
publicly; besides, the anonymous is also demanded for smart
phone users.

In the past few years, some work has been done on
insuring remote data integrity checking, which allows data

integrity to be checked without completely downloading the
data. Prior studies were based on two-party storage checking
protocols that the data owner can check the data integrity
[4–12]. Deswarte et al. [5] and Filho and Barreto [9] intro-
duced RSA-based methods for solving remote data integrity
checking. After that Shah et al. [12] proposed a remote
storage auditing method based on precomputed challenge-
response pairs. In practical application, to guarantee fair
results, neither the cloud service provider nor the data owner
should be the auditor in a cloud storage system. In this case,
the protocols [13–15] employed the third party audit (TPA)
performing the verification. However, none of them provided
privacy against third party verifiers under the condition of
introducing TPA. Wang et al. [14, 16] recognized the need
of privacy against third party verifiers and proposed a ran-
dom masking technique to cope with this problem. Scheme
[17–21] required an additional trusted organizer to send a
commitment to the auditor to ensure data privacy during
auditing. The auditing protocol may make a performance
bottleneck for the auditor. On some cases, without requiring
any trusted organizer during the batch auditing for multiple
clouds the client may delegate the remote data integrity
checking task to the third party. It results in the untrusted
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third party auditing in cloud computing [22, 23]. Yang and
Jia [22] introduced an index table (ITable) to record the
abstract information of the data; they proposed that the
cloud server could be dishonest and may launch attacks
just like replay attack, forge attack, and replace attack but
only used ITable with time stamps to solve the problems.
Wang [23] introduced identity-based distributed provable
data possession in multicloud storage to check the certificate
when it checks the remote data integrity. Chen et al. [24] also
propose a new secure outsourcing algorithm for (variable-
exponent, variable-base) exponentiation modulo a prime in
the two untrusted program models.

However, one of benefits of cloud storage is to enable uni-
versal data access with independent geographical locations.
This implies that the end devices may be mobile and limited
in computation and storage. Efficient integrity checking
protocols are more suitable for cloud clients equipped with
mobile end devices. Meanwhile, when a mobile user remotes
into a foreign network, mutual authentication must first be
solved to prevent illegal use from accessing services and to
ensure that mobile users are connected to trusted networks
[25]. Both Zhao and Liu used smart-card to resolve the
authentication. To compensate for these shortcomings, our
construction can be observed as an adaptation of the protocol
of [20, 22, 23, 25, 26].

This paper aims to fill the gap on a secure and effective
anonymous authentication protocol for remote verification
protocol in multicloud storage based on complex system.
To the best of our knowledge, our scheme is the first
to provide the authentication and establishment of remote
verification scheme when mobile user is located in his/her
home network; therefore it is more practical and universal
for complex multicloud storage system. The scheme does
not use timestamp; thus it avoids the clock synchronization
problem.Additionally, the performance and cost analysis also
show that our scheme is more suitable for low-power and
resource-limited mobile devices and thus availability for real
implementation.

The rest of the paper is organized as follows. The layered
security architecture and definitions are present in Section 2.
In Section 3, a novel anonymous authentication protocol for
remote verification user authentication scheme is proposed
in multicloud storage. In Section 4, we analyze the security of
our proposed scheme. Next, we analyze the functionality and
performance of our proposed scheme andmake comparisons
with other related schemes in Section 5. Finally, Section 6
gives the concluding remark of the whole paper.

2. Definitions and Preliminiaries

In this section, we present our system model and briefly
introduce the elliptic curve cryptosystem and some related
mathematical assumptions.

2.1. Definitions of System Model. A representative network
architecture for a secure and effective anonymous dynamics
integrity checking protocol for data storage in multicloud
(SA-DVCP) in global mobility networks is illustrated in

Computer

MCS

Data flow ChallengeProof
Data tag
Data tagDO

HV

CS1

CS2

CSi

CSn

Figure 1: The system model of SA-DVCP.

Figure 1. Three different network entities can be identified as
follows.

(1) The data owner, that has massive data to be stored
on the multicloud for maintenance and computation,
can be either individual consumer or corporation
who has large amount of data files to be stored in
the cloud. DO has the ability to check the storage
integrity of their outsourced data, while hoping to
keep their data private from any entity which is
untrusted. The checking devices may be mobile and
limited in computation and storage, which need a
secure and effective anonymous integrity checking
protocol.

(2) The data user/client/requested (DU), who accesses
theCSor downloads the data fromCS, has capabilities
to check the integrity of data.

(3) Data stakeholder (DS): we define both DO and DU as
data stakeholder.

(4) The multicloud server (MCS), which has significant
storage space and computation resources to store the
owners data and provides the data access to data users
(data client/requesters), stores its whole data on the
different cloud servers according to their importance
and sensitivity.

(5) The HV (Home Verifier) is a home third party that
has expertise and capabilities to provide data storage
auditing service for both the DS and DU.TheHV can
provide unbiased result for both the DO and the CS.

2.2. Notation and Preliminaries. Let 𝑓 be a pseudorandom
function and let𝜋 be a pseudorandompermutation.They can
be described in detail as follows:

𝑓 : 𝑍
∗

𝑃
× {1, 2, . . . , 𝑛} → 𝑍

∗

𝑃
,

𝜋 : 𝑍
∗

𝑃
× {1, 2, . . . , 𝑛} → {1, 2, . . . , 𝑛},
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in which 𝑘 and 𝑑 are two security parameters. Further-
more, denote the length of 𝑛 in bits by |𝑃|. We now introduce
some necessary cryptographic background for our proposed
scheme.

Bilinear Map. Let 𝐺1 be a cyclic additive group generated by
𝑃 and let 𝐺2 be a cyclic multiplicative group generated by 𝑃

with a bilinear map 𝑒 : 𝐺1 × 𝐺2 → 𝐺𝑇.

(a) ∀𝑃 ∈ 𝐺1, ∀𝑄 ∈ 𝐺2, 𝑒(𝑎𝑃, 𝑏𝑄) = 𝑒(𝑃, 𝑄)
𝑎𝑏.

(b) Nondegenerate: there exists 𝑃,𝑄 ∈ 𝐺1, such that
𝑒(𝑃, 𝑄) ̸= 𝐼𝐺, where denotes the identity element of
the group 𝐺2.

(c) Computational discrete logarithm (CDL) problem:
given 𝑅 = 𝑎𝑃, where 𝑃, 𝑅 ∈ 𝐺1. It is easy to calculate
𝑅 given 𝑎 and 𝑃, but it is hard to determine 𝑎 given 𝑃

and 𝑅.

(d) Computational co-Diffie-Hellman: given 𝑃, 𝑎𝑃 ∈ 𝐺1,
and 𝑎𝑄 ∈ 𝐺1, compute 𝑎𝑄 ∈ 𝐺2.

For providing high insecurity level of the proposed
scheme, some important mathematical assumptions are
introduced for bilinear pairings defined on elliptic curves.

(e) Define 𝐴 = 𝑎𝑃, 𝐵 = 𝑏𝑃, and 𝐶 = 𝑐𝑃;
the computational bilinear Diffie-Hellman (CBDH)
problem is computing the value bdh(𝐴, 𝐵, 𝐶) given
randomly. The CBDH assumption asserts that the
CBDH problem is hard that is for all PPT algorithms
𝐴.

(f) Decision co-Diffie-Hellman: given 𝑃, 𝑎𝑃 ∈ 𝐺1, and
𝑄, 𝑏𝑄 ∈ 𝐺2, output is yes if 𝑎 = 𝑏 and no otherwise.
When the answer is yes we say that it is a co-Diffie-
Hellman tuple.

3. The Proposed Schemes

In this section, we propose a novel anonymous dynamics
integrity checking protocol for data storage in multicloud
(SA-DVCP), using elliptic curve cryptosystem to not only
protect the scheme from security breaches but also emphasize
the efficient features. Before describing the auditing protocol
definition, some notations are defined as in Notations and
Descriptions section.

Suppose a file 𝐹 has 𝑚 data components as 𝑀 =

(𝑚1, . . . , 𝑚𝑛). Each data component has its physical meanings
and can be updated dynamically by the data owners. For
public data components, the data owner does not need to
encrypt it, but for private data component, the DO needs to
encrypt it with its corresponding key.

For simplicity, we only consider one data component in
our construction and constant number of sectors for each
data block. Suppose there is a data component 𝑀, which is
divided into 𝑛 data blocks, and each data block is further split
into 𝑠 sectors. For data blocks with different sector number.

Then for 1 ≤ 𝑖 ≤ 𝑛, each block𝑀𝑖 is split into 𝑠 sectors; that is,
𝑀𝑖 = {𝑀𝑖1, . . . ,𝑀𝑖𝑠}. Our storage auditing protocol consists
of the following algorithms.

Setup (1
𝑘
) → (𝑝𝑘, 𝑠𝑘). Input the security parameter 𝑘 and

the bilinear map 𝑒 : 𝐺𝑃 ×𝐺𝑄 → 𝐺𝑇. Let𝐺𝑇 be multiplicative
cyclic groups of prime order 𝑝, 𝐺𝑃 = ⟨𝑃⟩, 𝐺𝑄 = ⟨𝑄⟩, and
𝑔 = 𝑒(𝑃, 𝑄). Let 𝑒(𝑃, 𝑄) ̸= 𝐼𝐺

𝑇

, pk = (𝑃, 𝑄, 𝑔), and sk =

(PWDS, IDDS); pk is the public key and sk is the private key.
Let ℎ : {0, 1}

∗
→ 𝐺𝑃 be a keyed secure hash function that

maps the𝑀𝑖𝑗 to a point in 𝐺𝑃.

TagGen (𝑝𝑘, 𝑠𝑘,𝑀𝐶𝑆,𝑀) → 𝐷𝑖. The tag generation algo-
rithm takes as inputs each data component 𝑀 and a set of
CSP = {CS𝑗}, the private key sk. For each data block 𝐹𝑖, it
computes a data tag𝐷𝑖 as𝐷𝑖 = ℎ(𝑤𝑖,CS𝑖) ⋅ ∏

𝑠

𝑗=1
𝑀𝑖𝑗 ⋅ 𝑃.

Where 𝑤𝑖 = name ‖ 𝑖 and name is chosen by the
DO uniformly at random from 𝑍𝑝 as the identifier of file
𝑀 and 𝑖 represents the block number of 𝑚𝑖𝑗. It outputs the
set of data tags 𝐷𝑚 = {𝐷1, 𝐷2, 𝐷3, . . . , 𝐷𝑛}. Without loss of
generality, we suppose that every block has its uniqueness.
After finishing computing all the block tags, the DO sends
the file 𝑀 to MCS and releases 𝐷𝑚 to be publicly known to
everyone.

Proof (P, C (MCS), V (HomeVerifier)). SA-DVCP is a protocol
among 𝑃, 𝐶, and 𝑉. At the end of the interactive protocol,
HV outputs the auditing result as 0 or 1. If DS delegates the
verification task to HV, it needs to register himself/herself to
his/her HV.

(1) Registration.Thedetails ofDS registration phase are shown
in Figure 2.

The interaction protocol can be given in detail as follows.

Step R1. DS freely chooses his/her identity IDDS and password
PWDS and generates a random number 𝑁DS. Then DS
submits {IDDS, ℎ(PWDS ‖ 𝑁DS)} to HV for registration via
a secure channel.

Step R2. When receiving the message {IDDS, ℎ(PWDS ‖ 𝑁DS)}

HV computes 𝑄 = ℎ(IDDS ‖ 𝑦) ⊕ ℎ(PWDS ‖ 𝑁DS) and
𝐻 = ℎ(IDDS ‖ ℎ(PWDS ‖ 𝑁DS)), 𝐶 = 𝑐𝑃, where 𝑦 is a secret
number of HV, and picks the challenge chal = (𝑐, 𝑘1, 𝑘2), 1 ≤

𝑐 ≤ 𝑛, 𝑘1, 𝑘2 ∈ 𝑍
∗

𝑃
. Then HV submits {𝑄,𝐻, IDHV, 𝐶, chal} to

DS through a secure channel.

(2) The Authentication and Proof. The details of the authenti-
cation and proof DS registration phase are shown in Figure 3.
When roaming into a foreign network MCS, DS needs to
verify the validity of MCS and proves to DS that he is a
legitimate user. The authentication and proof phase used to
solve the above issue in our proposed scheme is described as
follows.

Step P1. DS generates a random number 𝑎 and computes
𝐴 = 𝑎𝑃, 𝑅𝐴𝐶 = 𝑎𝑐𝑃, 𝑁 = 𝑄 ⊕ ℎ(PWDS ‖ 𝑁DS), DIDDS =

ID ⊕ ℎ(𝑅𝐴𝐶), and 𝑉1 = ℎ(𝑁 ‖ IDDS ‖ 𝐴 ‖ 𝐶 ‖ 𝐴𝐶) and
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DS

Computer

HV

Generate random number NDS, i, c
Compute h(PWDS‖NDS)

‖

Generate y, c
Compute
C = cP

Store {Q, H, , }

{IDDS, h(PWDS‖NDS ({

{Q, H, IDHV,

IDHV

C, chal}

, NDS, C, chal

Q = h(IDDS‖y) ⊕ h(PWDS N

N

DS)

‖H = h(IDDS‖h(PWDS DS ((

Figure 2: Registration phase of SA-DVCP.

HV
MCS

DS

If they are equal, DS is authenticated

Generate random number a

Generate random number b

Compute A = aP, RAC = acP

W1 = EBC[A, B, CertMCS, V1, DIDDS, R]

Compute RBC = cB,
DRBC[W1] → A, B, CertMCS , V1, DIDDS, R

Compute RAC = cA

If V2 is valid, MCS is authenticated
Verify signature V2

output r = 1; otherwise it outputs 0
If they are equal, MCS and HV are authenticated

{W3, W2}

Compare H with H = h(IDDS‖h(PWDS DS ((

DIDDS = ID ⊕ h(RAC)

V1 = h(N‖IDDS‖A‖C‖AC)

N = Q⊕ h(PWDS‖NDS)

‖N

{A, C, DIDDS, IDHV, V1, chal}

D = ∑
CS𝑖

D(i) , M̂l = ∑
CS𝑖

M̂
(i)

l

R = e(A, ∑
CS𝑖

D(i)B (

({V2 = ESMCS{h(A, B, CertMCS, V1, DIDDS

?

?Check e )B,∑
CS𝑖

M̂
(i)
l hiC)

a

= Rc

W2 = h(h(IDDS‖y)‖A‖IDMCS‖IDHV)

W3 = ERAC[IDFA, IDHA, T, r, W2]

DRAC [W3] → IDMCS, IDHV, T, r, W2

Compare W2 with W∗
2 = h(N‖RAC‖IDMCS‖A‖C‖IDHV)

IDDS = DIDDS ⊕ h(RAC)

V∗
1 = h(h(IDDS‖y)‖RAC‖IDMCS‖A‖C)

If the above verification equation holds,

Compute B = bPRBC = bC

{B, W1, V2, R, M̂l}

Check V∗
1 = V1

Figure 3: Proof phase of SA-DVCP.
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DS sends the requestmessage {𝐴, 𝐶,DIDDS, IDHA, 𝑉1, chal} to
MCS over a public channel.

Step P2. After receiving the message {𝐴, 𝐶,DIDDS, IDHA, 𝑉1,
chal}, MCS generates a random number 𝑏 and computes
𝐵 = 𝑏𝑃 and 𝑅𝐵𝐶 = 𝑏𝐶 and 𝑉2 = 𝐸𝑆MCS

{ℎ(𝐴, 𝐵,CertMCS, 𝑉1,
DIDDS)} and 𝑊1 = 𝐸𝐵𝐶[𝐴, 𝐵, CertMCS, 𝑉1,DIDDS, 𝑅]. Here,
𝑆MCS is the private key of MCS, and CertMCS is MCSs
certificate. Next, the MCS calculates V𝑖 = 𝜋𝑘

1

(𝑖), 1 ≤ 𝑖 ≤ 𝑐

and looks up the table 𝑇𝑜 to get the records that correspond
to {V1, V2, . . . , V𝑐} = 𝐹1 ∪ 𝐹2 ∪ ⋅ ⋅ ⋅ ∪ 𝐹_

𝑛
denoting the index set

where the corresponding block-tag pair is stored inCS𝑖.Then,
𝐶 sends (𝐹𝑖, 𝑘2) to CS𝑖 ∈ 𝑃.

Response 1 (𝑃 ← 𝐶). For CS𝑖 ∈ 𝑃, it performs the following
procedures.

(a) For V𝑙 ∈ 𝑀𝑖, CS𝑖 splits𝑀V𝑙 into 𝑠 sectors𝑀V𝑙 = {�̃�V𝑙1,

�̃�V𝑙2, . . . , �̃�V𝑙𝑠} and 1 ≤ 𝑗 ≤ 𝑠.

(b) CS𝑖 calculates 𝑎𝑙 = 𝑓𝑘
2

(𝑙), V𝑙 ∈ 𝑀𝑖, and 𝐷
(𝑖)

=

∑V
𝑙
∈𝑀
𝑖

𝐷V𝑙𝑎𝑙.

(c) For 1 ≤ 𝑗 ≤ 𝑠, CS𝑖 calculates �̂�
(𝑖)

𝑗
= ∑V

𝑙
∈𝐹
𝑖

𝑎𝑙𝑀V
𝑙
𝑗

denoting𝑀𝑖 = (�̂�
(𝑖)

1
, . . . , �̂�

(𝑖)

𝑠
).

(d) CS𝑖 sends 𝜌𝑖 = (�̂�
(𝑖)
, 𝐷
(𝑖)
) to 𝐶.

Response 2 (𝐶 → 𝑉). After receiving all the responses from
CS𝑖 ∈ 𝑃, the combiner aggregates {𝜌𝑖}CS

𝑖
∈𝑃 into the final

response as 𝐷 = ∑CS
𝑖

𝐷
(𝑖)
, �̂�𝑙 = ∑CS

𝑖

�̂�
(𝑖)

𝑙
denote �̂� =

(�̂�1, �̂�2, . . . , �̂�𝑆). The MCS generates the data proof 𝑅 as
𝑅 = 𝑒(𝐴,𝐷𝑏). Then MCS sends {𝐵,𝑊2, 𝑉2, 𝑅, �̂�𝑙} to HV.

Step P3. When receiving {𝐵,𝑊2, 𝑉2, 𝑅}, HV first computes
𝑅𝐵𝐶 = 𝑐𝐵 and decrypts 𝐷𝑅

𝐵𝐶

[𝑊1] to reveal 𝐴, 𝐵,CertMCS, 𝑉1
and DIDDS. Then, HV verifies the MCSs signature 𝑉2 by
using the MCSs certificate CertMCS. If they are valid, MCS is
authenticated. After that, HV computes the following:

𝑅𝐴𝐶 = 𝑐𝐴, IDDS = DIDDS ⊕ ℎ(𝑅𝐴𝐶),
𝑉
∗

1
= ℎ(ℎ(IDDS ‖ 𝑦) ‖ 𝑅𝐴𝐶 ‖ IDMCS ‖ 𝐴 ‖ 𝐶).

Then HV checks whether 𝑉∗
1

?
= 𝑉1. If they are equal, DS

is authenticated by HV. Next, HV calculates

V𝑖 = 𝜋𝑘
1

(𝑖),
ℎ𝑖 = ℎ(𝑁V

𝑖

,CS𝑙V
𝑖

, V𝑖),

𝑎𝑖 = 𝑓𝑘
2

(𝑖).

Then, it verifies whether the following formula holds:
𝑒(𝐵, ∑CS

𝑖

�̂�
(𝑖)

𝑙
ℎ𝑖𝐶)
𝑎
= 𝑅
𝑐.

If the formula holds, then the verifier outputs 𝑟 = 1.
Otherwise, the verifier outputs 𝑟 = 0. Next compute

𝑊2 = ℎ(ℎ(IDDS ‖ 𝑦) ‖ 𝐴 ‖ IDMCS ‖ IDHV)

𝑊3 = 𝐸𝑅
𝐴𝐶

[IDMCS, IDHV, 𝑇, 𝑟,𝑊2]; at last, HV sends
{𝑊3,𝑊2} to DS.

Step P4. DS decrypts𝐷𝑅
𝐴𝐶

[𝑊3] to reveal𝐷MCS, IDHA, 𝑇, 𝑟,𝑊2.
Then, the MU compare 𝑊2 with 𝑊

∗

2
= ℎ(𝑁 ‖ 𝑅𝐴𝐶 ‖

IDMCS ‖ 𝐴 ‖ 𝐶 ‖ IDHV). If it is valid, HV and MCS are all
authenticated by DS.

4. Security Analysis of the Proposed Scheme

In this section, we show that the proposed scheme can
withstand all possible security attacks.

4.1. Storage Correctness Guarantee

Theorem 1. A SA-DVCP protocol must be workable and
correct. That is, if the DS, MCS, and HV are honest and follow
the specified procedures, the response {𝑅, �̂�𝑙} can pass HV’s
checking. The correctness follows from

𝑒(𝐵,∑

𝐶𝑆
𝑖

�̂�
(𝑖)

𝑙
ℎ𝑖𝐶)

𝑎

= 𝑒(𝑏𝑃,∑

𝐶𝑆
𝑖

�̂�
(𝑖)

𝑙
ℎ𝑖𝑐𝑃)

𝑎

= 𝑒(𝑃,∑

𝐶𝑆
𝑖

∑

V𝑙∈𝑀
𝑖

ℎ𝑖

𝑠

∑

𝑗=1

𝑎𝑙𝑀V𝑙𝑗𝑐𝑃)

𝑎𝑏

= 𝑒(𝑎𝑃,∑

𝐶𝑆
𝑖

𝐷
(𝑖)
𝑃)

𝑏𝑐

= 𝑒 (𝐴,𝐷𝑏)
𝑐
= 𝑅
𝑐
.

(1)

This completes the proof.

4.2. Privacy-Preserving Guarantee

Theorem 2. The proposed protocol can provide users privacy-
preserving.

Proof. In our proposed scheme, the DS sends the login
request message {𝐴, 𝐶,DIDDS, IDHA, 𝑉1, chal} toMCS, where
DIDDS = ID ⊕ ℎ(𝑅𝐴𝐶) is used to protect the real identity
DIDDS ofDS. Based on theCDLproblem, any attacker cannot
obtain the randomnumber a from𝐴 and thus cannot retrieve
IDDS fromDIDDS.At the same time, the attacker cannot trace
the moving history and current location of DS according
to the login request message since 𝐴, DIDDS, and 𝑉1 are
dynamically changed in different login request messages of
DS. Therefore, the proposed scheme can provide privacy-
preserving of DS.

4.3. Resist Impersonation Attack. Our proposed protocol can
efficiently prevent impersonation attacks by considering the
following scenarios.

Proof. Our proposed scheme can efficiently prevent imper-
sonation attacks by considering the following scenarios.

(1) Any attacker cannot impersonate DS to cheat MCS
and HV. In the proposed scheme, whether DS is
located in a foreign network or in his/her home
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Table 1: Comparison of cost.

TagGen Verify 𝑃 + 𝐶

Zhu et al. [17] (𝑠 + 𝑛(𝑠 + 2))𝐶exp + 𝑛𝑠𝐶mul 3𝐶
𝑒
+ (𝑐 + 𝑠)𝐶exp + (𝑐 + 𝑠 − 2)𝐶mul 𝑛𝑠𝐶

𝑒
+ (3𝑛 + 𝑐 + 2)𝐶exp + (2𝑛 + 𝑐 − 1)𝐶mul

Zhu et al. [20] (𝑠 + 2𝑛)𝐶exp + 𝑛𝐶mul 3𝐶𝑒 + (𝑐 + 𝑠)𝐶exp + (𝑐 + 𝑠 − 2)𝐶mul 𝑐𝐶exp + (𝑐 − 1)𝐶mul

Wang [23] 𝑛(𝑠 + 1)𝐶exp + 𝑛𝑠𝐶mul + 𝑛𝑠𝐶ℎ
1

2𝐶𝑒 + (𝑐 + 𝑠 + 1)𝐶exp + (𝑐 + 𝑠)𝐶mul 𝑐𝐶exp + (𝑐 − 1)𝐶mul + 𝑐𝑠𝐶ℎ
1

Our protocol 𝑛𝑠𝐶mul + 𝑛𝑠𝐶ℎ
1

𝐶𝑒 + (𝑐 + 𝑠)𝐶mul 𝐶𝑒 + (𝑐 + 1)𝐶mul + 2𝐶exp + 𝑐𝑠𝐶ℎ
1

network, the HV authenticates DS by verifying the
computed 𝑉

∗

1
= ℎ(ℎ(IDDS ‖ 𝑦) ‖ 𝑅𝐴𝐶 ‖ IDMCS ‖

𝐴 ‖ 𝐶) with the received 𝑉1 = ℎ(𝑁 ‖ IDDS ‖ 𝐴 ‖

𝐶 ‖ 𝐴𝐶). Since the attacker does not possess DSs
password PWDS, he/she cannot compute the correct
𝑁 = 𝑄 ⊕ ℎ(PWDS ‖ 𝑁DS) and thus cannot cheat
HV by forging a login request message. At the same
time, since a is a one-time random number and
only possessed by DS, 𝑉1 is dynamically changed in
each login request message. Therefore, the attacker
cannot cheat the HV by replaying a previous login
request message. Besides, when DS is located in a
foreign network, the authentication of MCS to DS is
completely dependent on the authentication of HV
to DS. If an attacker cannot successfully cheat HV
by masquerading as DS, he/she cannot cheat MCS
successfully.

(2) Any attacker cannot impersonate MCS to cheat HV
and DS. In the proposed scheme, the HV authen-
ticates MCS by checking whether 𝐷𝑃MCS

{𝑉2} equals
ℎ(𝐴, 𝐵,CertMCS, 𝑉1,DIDDS), where𝑉2 is MCSs digital
signature. Obviously, the attacker cannot compute
the correct MCSs digital signature without knowing
MCSs private key §MCS.Therefore, the attacker cannot
cheat HV successfully by masquerading as MCS. At
the same time, the authentication of DS to MCS is
completely dependent on the authentication of HV
to MCS. If an attacker cannot successfully cheat HV
by masquerading as MCS, he/she cannot cheat DS
successfully.

(3) Any attacker cannot impersonate HV to cheat DS. In
the proposed scheme, the DS authenticates HV by
verifying 𝑊

∗

2
= ℎ(𝑁 ‖ 𝑅𝐴𝐶 ‖ IDMCS ‖ 𝐴 ‖ 𝐶 ‖

IDHV) with the received W2 = ℎ(ℎ(IDDS ‖ 𝑦)𝑅 ‖

𝐴 ‖ IDMCS ‖ IDHV). Obviously, any attacker cannot
compute the correct𝑊2 without knowing IDDS and 𝑦,
and the attacker cannot cheat DS successfully.

4.4. Forward Secerecy

Theorem 3. The proposed protocol meets the security require-
ment for perfect forward secrecy.

Proof. Perfect forward secrecy means that even if an attacker
compromises all the passwords of the entities of the system,
he/she still cannot compromise the session key. In the
proposed scheme, these three one-time randomnumbers 𝑎, 𝑏,

and 𝑐 are only held by the DS,MCS, andHV, respectively, and
cannot be retrieved from 𝐴 = 𝑎𝑃, 𝐵 = 𝑏𝑃, 𝑅𝐴𝐶 = 𝑎𝐶 = 𝑐𝐴,
and 𝑅𝐵𝐶 = 𝑏𝐶 = 𝑐𝐵 based on the security of CDL and
CDH problem. Thus, even if an adversary obtains all the
passwords of the entities, previous session keys, and all the
transmitted messages, he/she still cannot compromise other
session keys. Hence, the proposed scheme achieves perfect
forward secrecy.

5. Performance Comparison and
Functionality Analysis

It is well known that most of the mobile devices have limited
energy resources and computing capability. Hence, one of
the most important issues in wireless networks is power
consumption caused by communication and computation. In
fact, the communication cost in the GLOMONET is higher
than computation cost in terms of power consumption. In
Table 1, we list the numbers of the TagGen, Verify and the 𝑃+

𝐶 phases of our scheme and some related previous schemes.

Computation. Suppose there are 𝑛message blocks which will
be stored in 𝑛 cloud servers. The blocks sector number is
𝑠 and the challenged block number is 𝑐. We will consider
the computation overhead in the different phases. On group
𝐺𝑃, bilinear pairings, exponentiation, multiplication, and
the hash function ℎ1 contribute most computation cost.
Compared with them, the hash function ℎ and the operations
on 𝑍𝑃 and 𝐺𝑄 are faster; the hash function 𝐻 can be done
once for all. On the DS, the computation cost mainly comes
from the procedures of TagGen and verification (i.e., phase
5 in the protocol proof (𝑃, 𝐶, 𝑉)). In the phase TagGen, the
client performs ns multiplication on𝐺𝑃, 𝑛, and hash function
ℎ1. At the same time, for every file, the corresponding
record 𝜌𝑖 is stored by DS and CS. This stored metadata is
small. In the phase proof, in order to respond the challenge
chal = (𝑐, 𝑘1, 𝑘2) and generate the response 𝜌 and the
MCS perform 𝑐 + 1 multiplication on the group 𝐺𝑃, 𝑐𝑠 hash
function ℎ1. In the verification of the response, HV performs
2 exponentiations, 2 pairings, and 𝑐 + 𝑠multiplication on the
group 𝐺𝑃 and 𝑐 hash function ℎ. On the other hand, in 2012,
Zhu et al. proposed the cooperative provable data possession
for integrity in multicloud storage [17]. Almost at the same
time, Zhu et al. proposed the dynamic audit services for
outsourced storage in clouds [20]. Compared with them, our
proposed scheme is more efficient in the computation cost.
The computation comparison can be summarized in Table 1.

In Table 1, 𝐶exp denotes the time cost of exponentiation
on the group𝐺𝑃;𝐶mul denotes the time cost of multiplication
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Table 2: Comparison of communication cost.

Protocols Chal Response Communication (rounds)
Zhu et al. [17] 𝑜(𝑘𝑐(log

2
𝑛 + log

2
𝑞) 1𝐺

𝑃
+ 1𝐺
𝑄
+ 𝑠log

2
𝑞 5

Zhu et al. [20] 𝑐(log
2
𝑛 + log

2
𝑞) 1𝐺𝑃 + 𝑠log

2
𝑞 5

Wang [23] log
2
𝑛 + 2 log

2
𝑞 𝐺𝑃 + 𝑠log

2
𝑞 5

Our protocol log
2
𝑛 + 2 log

2
𝑞 𝑠log

2
𝑞 5

on the group𝐺𝑃; Ce denotes the time cost of bilinear pairing;
𝑐ℎ
1

denotes the time cost of the hash function ℎ1. In other
schemes, the sector must be in𝑍𝑃. Our scheme only requires
the hash function h1s value which lies in 𝑍𝑃. Thus, the hash
function ℎ1 can be used to generate less block-tag pairs for
the same file. Less block-tag pairs only incur less computation
cost. This shows that our protocol can be implemented in
mobile devices which have limited computation power.

Communication. In the phase proof, the communication
overheadmainly comes from the challenge chal and response.
The block-tag pairs are uploaded once and for all. After
that, the phase proof will be performed periodically. Thus,
the communication overheads mainly come from the Chal
and responses. Suppose there are 𝑛 message blocks stored
in the CS. 𝐺𝑃 and 𝐺𝑄 have the same order 𝑞. In chal,
the verifier sends the challenge chal = (𝑐, 𝑘1, 𝑘2) to MCS.
That is, the communication overhead is log

2
𝑛 + 2log

2
𝑞.

On the other hand, Zhu et al. [17], Zhu et al. [20], and
Wang [23] proposed three different provable data possession
schemes. We do the comparison under the same probability
of detection. Our scheme andWang’s ID-PDP have the same
total communication cost during the challenge phase. During
the proof phase, the communication cost of the proof incurs
less communication cost than Wang’s ID-PDP. Compared
with these three schemes, our scheme is more efficient in the
communication cost.The communication comparison can be
summarized in Table 2. In Table 2, 1𝐺1 denotes one element
of 𝐺𝑃 and 1𝐺1 denotes one element of 𝐺𝑄.

6. Conclusion

In this paper, we propose a novel anonymous authentication
scheme for roaming service in global mobility networks.
Security and performance analysis show that the proposed
scheme is more suitable for the low-power and resource-
limited mobile devices and is secure against various attacks
and has many excellent features.

Notations and Descriptions

𝐺𝑝: Cyclic multiplicative group
with generator 𝑞

𝐺𝑄: Cyclic multiplicative group
with generator 𝑄

𝑍
∗

𝑃
: {1, 2, . . . , 𝑃 − 1}

ℎ, ℎ1: Three cryptographic hash
functions

𝑓: Pseudorandom function

𝜋: Pseudorandom permutation
𝑛: The block number
𝑠: The sector number
𝑀 = (𝑀1, . . . ,𝑀𝑛): The stored file 𝑀 is split into

𝑛 blocks
𝑀𝑖 = (�̃�𝑖1, . . . , �̃�𝑖𝑛): The block 𝑀𝑖 is split into 𝑠

blocks
𝑛: The cloud server number
𝑙𝑖: The index of the CS which

stores the 𝑖th block-tag pair
CS𝑙
𝑖

: The CS which stores the 𝑖th
block

𝐷𝑖 = ℎ(𝑤𝑖,CS𝑖) ⋅ ∏
𝑠

𝑗=1
𝑀𝑖𝑗 ⋅ 𝑃: The record where 𝑖 denotes

the 𝑖th block
𝐶exp: The computation of exponen-

tiation
𝐶ℎ
1

: The computation of hash
function

𝐶mul: The computation of multipli-
cations in group 𝐺

𝐶𝑒: The computation of bilinear
pairings

DO: Data owner
DU: The data user/client/

requested
DS: Data stakeholder used to

define both DO and DU
MCS: The multicloud server
HV: Home Verifier
V𝑖: The permutated index of V𝑖 =

𝜋𝑘
1

(𝑖).
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This paper is concerned with the following stochastically fractional heat equation on (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑 driven by fractional
noise: 𝜕𝑢(𝑡, 𝑥)/𝜕𝑡 = D𝛼

𝛿
𝑢(𝑡, 𝑥) + 𝑊

𝐻
(𝑡, 𝑥) ⬦ 𝑢(𝑡, 𝑥), where the Hurst parameter𝐻 = (ℎ0, ℎ1, . . . , ℎ𝑑) and ⬦ denotes the Skorokhod

integral. A unique solution of that equation in an appropriate Hilbert space is constructed. Moreover, the Lyapunov exponent of
the solution is estimated, and the Hölder continuity of the solution on both space and time parameters is discussed. On the other
hand, the absolute continuity of the solution is also obtained.

1. Introduction

Recently, there has been intense interest (see, e.g., Podlubny
[1], Samko et al. [2], Heydari et al. [3, 4], Cattani et al. [5, 6],
Liao [7], and Hu [8]) in fractional calculus and its applica-
tions. Many mathematical problems in physics and engineer-
ing with respect to systems and processes are represented by a
kind of equations, more precisely fractional order differential
equations driven by fractional order noise. One of the
emerging branches of this study is the theory and applications
of fractional (partial) differential equations. The increasing
interest in this class of equations is motivated both by their
applications to fluid dynamic traffic model, viscoelasticity,
heat conduction in materials with memory, electrodynamics
with memory and also because they can be employed to
approach nonlinear conservation laws (see [9] and references
therein). For instance, the research discussed by Gurtin and
Pipkin [10] and Nunziato [11] provides a description of heat
conduction in materials with fading memory. Besides, noise
or stochastic perturbation is unavoidable and omnipresent
in nature as well as in man-made systems. Therefore, it is
of great significance to import the stochastic effects into the
investigation of fractional (partial) differential systems.

As known, publications treating stochastic partial differ-
ential equation (SPDE) involving fractional derivatives gain

interests. In fact, these kinds of equations may be widely
used in physics, fractal medium, quantum fields, risk man-
agement, statistical mechanics, and other areas (see Droniou
and Imbert [12], Uchaikin and Zolotarev [13], Toma [14],
Bakhoum and Toma [15], and Li et al. [16, 17]). Most of them
investigate evolution type equations driven by a fractional
power of the Laplacian. Mueller [18] and Wu [19] proved the
existence of a solution of stochastically fractional heat and
Burgers equation perturbed by a stable noise, respectively.
Boulanba et al. [20] studied the existence, uniqueness, Hölder
regularity, and absolute continuity of the solution for a class
of fractional stochastic partial differential equations driven
by spatially correlated noise. Other related references include
Chang and Lee [21], Debbi and Dozzi [22], Sun et al. [23],
Truman and Wu [24], Liu et al. [25], and Wu [26].

On the other hand, there has been an increasing interest
in studying SPDEs driven by fractional noise. Recall that a
fractional Brownian motion (fBm) is a centered Gaussian
process (𝐵𝑡)𝑡≥0 with the covariance given by

𝐸 (𝐵𝑡𝐵𝑠) = 𝑅𝐻 (𝑡, 𝑠) :=
1

2
(𝑡

2𝐻
+ 𝑠

2𝐻
− |𝑡 − 𝑠|

2𝐻
) , (1)

with 𝐻 ∈ (0, 1), referring Biagini et al. [27], Mishura [28],
and Nualart [29] for a comprehensive account on the fBm.
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The fBm has some interesting properties, such as self-
similarity, Hölder continuity, and long-range dependence. It
has been applied in various scientific areas including telecom-
munications, turbulence, image processing, and finance engi-
neering. Moreover, there have been many papers about
SPDEs driven by fractional noise. Hu [30] showed the exis-
tence and uniqueness of the solutions for a class of second-
order stochastic heat equations, via chaos expansion. Nualart
and Ouknine [31] explored the existence and uniqueness of
mild solution to a class of second-order heat equations with
additive fractional noise (fractional in time and white in
space) when the Hurst parameter 𝐻 > 1/2. In a successive
paper, Tindel et al. [32] studied a linear stochastic evolution
equation driven by an infinite-dimensional fBm in the cases
of the Hurst parameter above and below 1/2, respectively. Hu
and Nualart [33] studied the 𝑑-dimensional stochastic heat
equation with a multiplicative Gaussian noise which is white
in space and has the covariance of an fBm with 𝐻 ∈ (0, 1)

in time. More works for the fields can be found in Balan [34],
Balan and Tudor [35, 36], Bo et al. [37, 38], Jiang et al. [39–41],
and the references therein.

Let 𝐵
𝐻
(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑, be the canonical

fractional Brownian fields (FBF) with the Hurst parameter
𝐻 on the canonical probability space (Ω,F, 𝑃), where 𝐻 =

(ℎ0, ℎ1, . . . , ℎ𝑑) with 1/2 < ℎ𝑖 < 1, 0 ≤ 𝑖 ≤ 𝑑. The
fractional white noise is denoted by𝑊𝐻

(𝑡, 𝑥); that is, formally
𝑊

𝐻
(𝑡, 𝑥) = (𝜕

𝑑+1
/𝜕𝑡𝜕𝑥1𝜕𝑥2 ⋅ ⋅ ⋅ 𝜕𝑥𝑑)𝐵

𝐻
(𝑡, 𝑥). In this paper,

we focus on the following stochastically fractional partial
differential equation (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑 driven by fractional
noise:

𝜕𝑢 (𝑡, 𝑥)

𝜕𝑡
= D

𝛼

𝛿
𝑢 (𝑡, 𝑥) + 𝑊

𝐻
(𝑡, 𝑥) ⬦ 𝑢 (𝑡, 𝑥) , (2)

where “⬦” denotes the Skorokhod integral, (𝑡, 𝑥) ∈ [0, 𝑇] ×

R𝑑, 𝑑 ≥ 1, 𝛼 = (𝛼1, . . . , 𝛼𝑑), 𝛿 = (𝛿1, . . . , 𝛿𝑑), andD𝛼

𝛿
denotes

a nonlocal fractional differential operator defined by

D
𝛼

𝛿
=

𝑑

∑

𝑖=1

𝐷
𝛼
𝑖

𝛿
𝑖

, (3)

where 𝐷
𝛼
𝑖

𝛿
𝑖

denotes the fractional differential derivative with
respect to the 𝑖th coordinate defined via its Fourier transform
F by

F (𝐷
𝛼

𝛿
𝜑) (𝜉) = −

𝜉


𝛼 exp(−𝑖𝛿
𝜋

2
sgn (𝜉))F (𝜑) (𝜉) , (4)

where 𝑖
2
+ 1 = 0. The precise meaning of the solution of (2)

will be stated in Section 2.
The structure of this paper is as follows. In Section 2,

we briefly present some basic notations and preliminaries.
Section 3 consists of the existence and the Lyapunov exponent
estimate of the solution to (2). In Section 4, we check the
Hölder continuity of the solution {𝑢(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇]×R𝑑

}

with both space and time parameters. In Section 5, we prove
that the lawof the solution of (2) is absolutely continuouswith
respect to the Lebesgue measure on R𝑑. Finally, Section 6
concludes the paper.

2. Preliminaries

In this section, we will first introduce multiple stochastic
integrals with respect to fractional Brownian fields and define
a solution of (2) in 𝑆𝜌 sense after proposing the fractional
differential operator D𝛼

𝛿
and introducing some properties.

Then, we will recall the Malliavin calculus with respect to
fractional noises.

2.1. Skorokhod Integral with respect to Fractional
Brownian Fields

Definition 1. A multiparameter fractional Brownian field
𝐵
𝐻

= {𝐵
𝐻
(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑

} with multiparameter
𝐻 = (ℎ0, ℎ1, . . . , ℎ𝑑) for ℎ𝑖 ∈ (0, 1) and 𝑖 ∈ {0, 1, 2, . . . , 𝑑} is
a centered Gaussian field defined on some probability space
(Ω,F, 𝑃) with the covariance as follows:

𝐸 [𝐵
𝐻
(𝑡, 𝑥) 𝐵

𝐻
(𝑠, 𝑦)]

=
1

2𝑑+1
(𝑡

2ℎ
0 + 𝑠

2ℎ
0 − |𝑡 − 𝑠|

2ℎ
0)

×

𝑑

∏

𝑖=1

(𝑥
2ℎ
𝑖

𝑖
+ 𝑦

2ℎ
𝑖

𝑖
−
𝑥𝑖 − 𝑦𝑖



2ℎ
𝑖

)

(5)

for all 𝑡, 𝑠 ∈ [0, 𝑇], 𝑥 = (𝑥1, . . . , 𝑥𝑑), and 𝑦 = (𝑦1, . . . , 𝑦𝑑) ∈

R𝑑.

Throughout the paper, we restrict our consideration
on the multiparameter fractional Brownian field with the
parameter𝐻 = (ℎ0, ℎ1, . . . , ℎ𝑑) for ℎ𝑖 ∈ (1/2, 1).

Firstly, we briefly introduce the stochastic integral with
respect to the fractional Brownian field 𝐵

𝐻
(𝑡, 𝑥).

For any 𝑥 = (𝑥1, 𝑥2, . . . , 𝑥𝑛) and 𝑦 = (𝑦1, 𝑦2, . . . , 𝑦𝑛), we
write 𝜑𝐻(𝑥, 𝑦) := Π

𝑑

𝑖=1
𝜑ℎ
𝑖

(𝑥𝑖, 𝑦𝑖), where 𝜑ℎ := ℎ(2ℎ − 1)|𝑥 −

𝑦|
2ℎ−2. Introduce the following Hilbert space:

H1 := {𝑓 : [0, 𝑇] ×R
𝑑
→ R;

𝑓


2

𝐻
= ∫

[0,𝑇]
2

∫
R2𝑑

𝜑ℎ
0

(𝑠 − 𝑟) 𝜑𝐻 (𝑥, 𝑦) 𝑓 (𝑠, 𝑥)

× 𝑓 (𝑟, 𝑦) 𝑑𝑥 𝑑𝑦 𝑑𝑠 𝑑𝑟 < ∞} ,

(6)

where 𝑑𝑥 = 𝑑𝑥1𝑑𝑥2 ⋅ ⋅ ⋅ 𝑑𝑥𝑑 and 𝑑𝑦 = 𝑑𝑦1𝑑𝑦2 ⋅ ⋅ ⋅ 𝑑𝑦𝑑. Let 𝑓 ∈

H1; one can define the following stochastic integral:

{∫

𝑡

0

∫
R𝑑

𝑓 (𝑠, 𝑥) 𝑑𝐵
𝐻
(𝑡, 𝑥) ; 𝑡 ∈ [0, 𝑇]} (7)

(see, e.g., Hu [30]).

Proposition 2. Let 𝑓, 𝑔 ∈ H1. Then,

(1) 𝐸[∫𝑇

0
∫
R𝑑

𝑓(𝑠, 𝑥)𝑑𝐵
𝐻
(𝑠, 𝑥)] = 0.

(2) 𝐸[∫𝑇

0
∫
R𝑑

𝑓(𝑠, 𝑥)𝑑𝐵
𝐻
(𝑠, 𝑥) ∫

𝑇

0
∫
R𝑑

𝑔(𝑠, 𝑥)𝑑𝐵
𝐻
(𝑠, 𝑥)] =

⟨𝑓, 𝑔⟩H
1

.
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Denote by⊗ the symmetric tensor product. Let {𝑒1, 𝑒2, . . .}
be an orthonormal basis of H1. Then, {𝑒𝑖

1

⊗ 𝑒𝑖
2

⋅ ⋅ ⋅ ⊗ 𝑒𝑖
𝑛

, 1 ≤

𝑖1, 𝑖2, . . . , 𝑖𝑛 < ∞} is an orthonormal basis ofH𝑛 := H⊗𝑛

1
. It

is easy to see that

H𝑛 := {𝑓 : [0, 𝑇]
𝑛
×R

𝑛𝑑
→ R;

∫
[0,𝑇]
2𝑛

∫
R2𝑛𝑑

𝑛

∏

𝑖=1

𝜑ℎ
0

(𝑠𝑖 − 𝑟𝑖) 𝜑𝐻 (𝑢𝑖, V𝑖) 𝑓 (𝑠, 𝑢)

× 𝑓 (𝑟, V) 𝑑𝑠 𝑑𝑟 𝑑𝑢1 𝑑V1 ⋅ ⋅ ⋅ 𝑑𝑢𝑛 𝑑V𝑛

< ∞} ,

(8)

where we denote

𝑢 = (𝑢1, 𝑢2, . . . , 𝑢𝑛) , V = (V1, V2, . . . , V𝑛) . (9)

Define

H𝑛 := {𝑓 ∈ H𝑛; 𝑓 ((𝑠1, 𝑢1) , . . . , (𝑠𝑛, 𝑢𝑛))

= 𝑓 ((𝑠𝜎(1), 𝑢𝜎(1)) , . . . , (𝑠𝜎(𝑛), 𝑢𝜎(𝑛)))

for all permutations

𝜎 = {𝜎 (1) , . . . , 𝜎 (𝑛)} of {1, 2, . . . , 𝑛} } .

(10)

We call 𝑓 ∈ H𝑛 symmetric to 𝑛 ((𝑑 + 1)-dimensional)
variables (𝑠1, 𝑢1), . . . , (𝑠𝑛, 𝑢𝑛). Now, define

D𝑛 := {𝑓 ∈ H𝑛; 𝑓 = Σ𝑎𝑖
1
,...,𝑖
𝑛

𝑒𝑖
1

⊗ 𝑒𝑖
2

⋅ ⋅ ⋅ ⊗ 𝑒𝑖
𝑛

, 𝑎𝑖
1
,...,𝑖
𝑛

∈ R} .

(11)

Denote by ⊗ the symmetric tensor product. Let𝐻𝑛(𝑥) be the
Hermite polynomial of degree 𝑛 ≥ 0. It is defined by

𝐻𝑛 (𝑥) = (−1)
𝑛
𝑒
𝑥
2

/2 𝑑
𝑛

𝑑𝑥𝑛
𝑒
−𝑥
2

/2
, 𝑥 ∈ R. (12)

For 𝑒 ∈ H1 and ‖𝑒‖H
1

= 1, define the multiple integral of Itö
type of the function 𝑒

⊗𝑛 by

∫
[0,𝑇]
𝑛

∫
R𝑛𝑑

𝑒
⊗𝑛

(𝑠1, . . . , 𝑠𝑛, 𝑢1, . . . , 𝑢𝑛)

⋅ 𝑑𝐵
𝐻
(𝑠1, 𝑢1) ⋅ ⋅ ⋅ 𝑑𝐵

𝐻
(𝑠𝑛, 𝑢𝑛)

= 𝐻𝑛 (∫
[0,𝑇]

∫
R𝑑

𝑒 (𝑠, 𝑢) 𝑑𝐵
𝐻
(𝑠, 𝑢)) .

(13)

Then,

𝐼𝑛 (𝑒𝑖
1

⊗ 𝑒𝑖
2

⋅ ⋅ ⋅ ⊗ 𝑒𝑖
𝑛

) = ∫
[0,𝑇]
𝑛

∫
R𝑛𝑑

𝑒
⊗𝑛

(𝑠1, . . . , 𝑠𝑛, 𝑢1, . . . , 𝑢𝑛)

⋅ 𝑑𝐵
𝐻
(𝑠1, 𝑢1) ⋅ ⋅ ⋅ 𝑑𝐵

𝐻
(𝑠𝑛, 𝑢𝑛) ,

(14)

by the polarization argument.

For each 𝑓 ∈ D𝑛, we write

𝐼𝑛 (𝑓) = ∑𝑎𝑖
1
,...,𝑖
𝑛

𝐼𝑛 (𝑒𝑖
1

⊗ 𝑒𝑖
2

⋅ ⋅ ⋅ ⊗ 𝑒𝑖
𝑛

) . (15)

Then, the following isometry holds:

𝐸
𝐼𝑛 (𝑓)



2
= 𝑛!

𝑓


2

H
𝑛

. (16)

Note that, for 𝑓 ∈ H𝑛, there exists a sequence {𝑓𝑘}𝑘∈N ⊂ D𝑛

such that 𝑓𝑛 → 𝑓 inD𝑛. It follows from (15) that {𝐼𝑛(𝑓𝑘)}𝑘∈N
is Cauchy in 𝐿

2
(Ω), and the limit point of 𝐼𝑛(𝑓𝑘) (as 𝑘 → ∞)

is independent of the choice of 𝑓 ∈ H𝑛. We call the limit
point the multiple integral of Itö type and denote it by

𝐼𝑛 (𝑓) := ∫
[0,𝑇]
𝑛

∫
R𝑛𝑑

𝑓 (𝑠, 𝑢) 𝑑𝐵
𝐻
(𝑠1, 𝑢1) ⋅ ⋅ ⋅ 𝑑𝐵

𝐻
(𝑠𝑛, 𝑢𝑛)

= lim
𝑘→∞

𝐼𝑛 (𝑓𝑘) , in 𝐿
2
(Ω) sense.

(17)

It is easy to see that, for 𝑓, 𝑔 ∈ H𝑛,

𝐸 [𝐼𝑛 (𝑓) 𝐼𝑛 (𝑔)] = 𝑛! ⟨𝑓, 𝑔⟩
H
𝑛

. (18)

Let 𝐹 = ⨁
∞

𝑛=0
𝐹𝑛, where 𝐹𝑛 is the 𝑛th chaos of 𝐹 (see,

e.g., Hu [42]). For each 𝜌 ∈ R, we introduce a Hilbert space
denoted by

𝑆𝜌 = {𝐹 =

∞

⨁

𝑛=0

𝐹𝑛;

∞

∑

𝑛=0

[𝑛!]
𝜌
𝐸
𝐹𝑛



2
< ∞} (19)

and define

|𝐹|𝜌 := √

∞

∑

𝑛=0

[𝑛!]
𝜌
𝐸
𝐹𝑛



2
. (20)

In particular, if 𝜌 = 0, one has 𝑆𝜌 = 𝐿
2
(Ω).

2.2. Definition of the Solution. In order to define the solution
of (2), we will introduce the nonlocal fractional differential
operator defined by

D
𝛼

𝛿
=

𝑑

∑

𝑖=1

𝐷
𝛼
𝑖

𝛿
𝑖

, (21)

where 𝛼 = (𝛼1, . . . , 𝛼𝑑), 𝛿 = (𝛿1, . . . , 𝛿𝑑), and 𝐷
𝛼
𝑖

𝛿
𝑖

denotes
the fractional differential derivative with respect to the 𝑖th
coordinate defined via its Fourier transformF by

F (𝐷
𝛼

𝛿
𝜑) (𝜉) = −

𝜉


𝛼 exp (−𝑖𝛿
𝜋

2
sgn (𝜉))F (𝜑) (𝜉) . (22)

In this paper, we will assume that |𝛿𝑖| ≤ min{𝛼𝑖 − [𝛼𝑖]2, 2 +

[𝛼𝑖]2 −𝛼𝑖}, 𝑖 = 1, . . . , 𝑑, [𝛼𝑖]2, is the largest even integer less or
equal to 𝛼𝑖 (even part of 𝛼𝑖), and 𝛿𝑖 ∈ 2N + 1.

In one space dimension, the operator 𝐷
𝛼

𝛿
is a closed,

densely defined operator on 𝐿
2
(R). It is the infinitesimal

generator of a semigroup which is in general not symmetric
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and not a contraction. This operator is a generalization of
various well-known operators, such as the Laplacian operator
when 𝛼 = 2, the inverse of the generalized Riesz-Feller
potential if 𝛼 > 2, and the Riemann-Liouville differential
operator when |𝛿| = 2 + [𝛼]2 or |𝛿| = 𝛼 − [𝛼]. It is self-
adjoint only when 𝛿 = 0 and, in this case, it coincides with the
fractional power of the Laplacian, citing Debbi [43], Debbi
and Dozzi [22], and Komatsu [44] for more details about this
operator.

According to Komatsu [44], 𝐷𝛼

𝛿
can be represented for

1 < 𝛼 < 2 by

𝐷
𝛼

𝛿
𝜑 (𝑥) = ∫

R

𝜑 (𝑥 + 𝑦) − 𝜑 (𝑥) − 𝑦𝜑

(𝑥)

𝑦


1+𝛼

× (𝜅
𝛿

−
1(−∞,0) (𝑦) + 𝜅

𝛿

+
1(−0,+∞) (𝑦)) 𝑑𝑦

(23)

and for 0 < 𝛼 < 1 by

𝐷
𝛼

𝛿
𝜑 (𝑥) = ∫

R

𝜑 (𝑥 + 𝑦) − 𝜑 (𝑥)

𝑦


1+𝛼

× (𝜅
𝛿

−
1(−∞,0) (𝑦) + 𝜅

𝛿

+
1(−0,+∞) (𝑦)) 𝑑𝑦,

(24)

where 𝜅𝛿
−
and 𝜅

𝛿

+
are two nonnegative constants satisfying 𝜅𝛿

−
+

𝜅
𝛿

+
> 0 and 𝜑 is a smooth function for which the integral

exists and 𝜑
 is its derivative. This representation identifies

it as the infinitesimal generator for a nonsymmetric 𝛼-stable
Lévy process.

Let𝐺𝛼,𝛿(𝑡, 𝑥) be the fundamental solution of the following
Cauchy problem:

𝜕𝑢

𝜕𝑡
(𝑡, 𝑥) = 𝐷

𝛼

𝛿
(𝑡, 𝑥) ,

𝑢 (0, 𝑥) = 𝛿0 (𝑥) , 𝑡 > 0, 𝑥 ∈ R,

(25)

where 𝛿0(⋅) is the Dirac distribution. By the Fourier trans-
form, we see that𝐷𝛼,𝛿(𝑡, 𝑥) is given by F as follows:

𝐺𝛼,𝛿 (𝑡, 𝑥)

=
1

2𝜋
∫
R

exp(−𝑖𝑧𝑥 − 𝑡 |𝑧|
𝛼 exp(−𝑖𝛿

𝜋

2
sgn (𝑧))) 𝑑𝑧.

(26)

The relevant parameters 𝛼 called the index of stability and
𝛿 (related to the asymmetry) improperly referred to as the
skewness are real numbers satisfying |𝛿| ≤ min{𝛼 − [𝛼]2, 2 +

[𝛼]2 − 𝛼}, and 𝛿 = 0 when 𝛿 ∈ 2N + 1.
Let us list some known results on 𝐺𝛼,𝛿(𝑡, 𝑥) that will be

used later on (see, e.g., Debbi [43] andDebbi andDozzi [22]).

Lemma 3. Let 𝛼 ∈ (1,∞)/{N}; we have the following.

(1) The function 𝐺𝛼,𝛿(𝑡, ⋅) is not in general symmetric
relatively to 𝑥 and it is not everywhere positive.

(2) For any 𝑠, 𝑡 ∈ (0,∞) and 𝑥 ∈ R,

𝜕
𝑛

𝜕𝑥𝑛
𝐺𝛼,𝛿 (𝑡, 𝑥) = (𝑠)

−((𝑛+1)/𝛼)
𝐺𝛼,𝛿 (𝑠

−1
𝑡, 𝑠

−(1/𝛼)
𝑥) (27)

or equivalently

𝜕
𝑛

𝜕𝑥𝑛
𝐺𝛼,𝛿 (𝑡, 𝑥) = (𝑡)

−((𝑛+1)/𝛼)
𝐺𝛼,𝛿 (1, (𝑡)

−(1/𝛼)
𝑥) . (28)

(3) 𝐺𝛼(𝑠, ⋅) ∗ 𝐺𝛼,𝛿(𝑡, ⋅) = 𝐺𝛼,𝛿(𝑠 + 𝑡, ⋅) for any 𝑠, 𝑡 ∈ (0,∞).
(4) For 𝑛 ≥ 1, there exist some constants 𝐶 and 𝐶𝑛 > 0

such that, for all 𝑥 ∈ R,

𝐺𝛼,𝛿 (1, 𝑥)
 ≤ 𝐶

1

1 + |𝑥|
1+𝛼

,



𝜕
𝑛

𝜕𝑥𝑛
𝐺𝛼,𝛿 (1, 𝑥)



≤ 𝐶𝑛

|𝑥|
𝛼+𝑛−1

(1 + |𝑥|
𝛼+𝑛

)
2
.

(29)

(5) ∫𝑇

0
∫
R
|𝐺𝛼,𝛿(𝑡, 𝑥)|

𝜆
𝑑𝑡 𝑑𝑥 < ∞ if and only if 1/𝛼 < 𝜆 <

𝛼.

For 𝑑 ≥ 1 and any multi-index 𝛼 = (𝛼1, . . . , 𝛼𝑑) and
𝛿 = (𝛿1, . . . , 𝛿𝑑), denote by G𝛼,𝛿(𝑡, 𝑥) the Green function of
the deterministic equation as follows:

𝜕𝑢

𝜕𝑡
(𝑡, 𝑥) = D

𝛼

𝛿
(𝑡, 𝑥) ,

𝑢 (0, 𝑥) = 𝛿0 (𝑥) , 𝑡 > 0, 𝑥 ∈ R
𝑑
.

(30)

Clearly,

G𝛼,𝛿 (𝑡, 𝑥) =

𝑑

∏

𝑖=1

𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡, 𝑥𝑖)

=
1

(2𝜋)
𝑑
∫
R𝑑

exp(− 𝑖 ⟨𝜉, 𝑥⟩ − 𝑡

𝑑

∑

𝑖=1

𝜉𝑖


𝛼
𝑖

× exp (−𝑖𝛿
𝜋

2
sgn (𝜉𝑖)))𝑑𝜉.

(31)

Now, we describe a solution of (2) in 𝑆𝜌 sense.

Definition 4. We say that a stochastic field {𝑢(𝑡, 𝑥), (𝑡, 𝑥) ∈

[0, 𝑇] ×R𝑑
} is a solution of (2) in 𝑆𝜌 sense, if

(1) 𝑢 : 𝑅+ ×R × Ω is jointly measurable;

(2) ∫𝑡

0
∫
R𝑑

G𝛼,𝛿(𝑡 − 𝑠, 𝑥 − 𝑧)𝑢(𝑠, 𝑧)𝑑𝐵
𝐻
(𝑠, 𝑧) is well defined

for all 𝑡 ∈ R+ and 𝑥 ∈ R𝑑 as an element of S𝜌 for
certain 𝜌 ∈ R;

(3) the following equation holds in S𝜌:

𝑢 (𝑡, 𝑥) = G𝛼,𝛿 (𝑡) ∗ 𝑢 (0, 𝑥)

+ ∫

𝑡

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑧) 𝑢 (𝑠, 𝑧) 𝑑𝐵
𝐻
(𝑠, 𝑧) .

(32)

The following embedding proposition given by Mémin
et al. [45] is useful for our derivations below.
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Lemma 5. If ℎ ∈ (1/2, 1) and 𝑓, 𝑔 ∈ 𝐿
1/ℎ

([𝑎, 𝑏]), one has

∫

𝑏

𝑎

∫

𝑏

𝑎

𝑓 (𝑢)𝑔 (V) |𝑢 − V|2ℎ−2 𝑑𝑢 𝑑V ≤𝐶ℎ

𝑓
𝐿1/ℎ([𝑎,𝑏])

𝑔
𝐿1/ℎ([𝑎,𝑏])

,

(33)

where 𝐶ℎ > 0 is a constant depending only on ℎ.

2.3. Malliavin Calculus. In this subsection, let us brief the
basic elements of the Malliavin calculus (see, e.g., Nualart
[29]).

Since 𝐵𝐻
(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇] ×R𝑑, is Gaussian, we might

develop the Malliavin calculus with respect to fractional
noises in order to prove the existence of the laws of the
solutions of SPDE driven by fractional noises.

Let 𝐵𝐻
(𝜑) = ∫

𝑇

0
∫
R𝑑

𝜑(𝑡, 𝑥)𝐵
𝐻
(𝑑𝑡, 𝑑𝑥) for 𝜑 ∈ H1 and

S = {𝐹 = 𝑓 (𝐵
𝐻
(𝜑1) , . . . , 𝐵

𝐻
(𝜑𝑛)) ;

𝑓 ∈ 𝐶
∞

𝑏
(R

𝑛
) , 𝜑𝑖 ∈ H1, 𝑛 ≥ 1}

(34)

be the space of all “smooth cylindrical” random variables,
where 𝐶

∞

𝑏
(R𝑛

) denotes the class of all bounded infinitely
differentiable functions on R𝑛, whose partial derivatives are
also bounded. The Malliavin derivative of an element 𝐹 =

𝑓(𝐵
𝐻
(𝜑1), . . . , 𝐵

𝐻
(𝜑𝑛)), with respect to 𝐵

𝐻, is defined by

𝐷𝑡,𝑥𝐹 :=

𝑛

∑

𝑖=1

𝜕𝑓

𝜕𝑥𝑖

(𝐵
𝐻
(𝜑1) , . . . , 𝐵

𝐻
(𝜑𝑛)) 𝜑𝑖 (𝑡, 𝑥) . (35)

LetD1,2 be the completion of S under the norm

‖𝐹‖
2

1,2
:= 𝐸 |𝐹|

2
+ 𝐸 ‖𝐷𝐹‖

2

H
1

. (36)

Then, D1,2 is the domain of the closed operator 𝐷. For each
ℎ ∈ H1 and 𝐹 ∈ S, define

𝐷ℎ𝐹 := lim
𝜀→0

𝑑

𝑑ℎ
𝑓 (𝐵

𝐻
(ℎ1) + 𝜀 ⟨ℎ1, ℎ⟩H

1

, . . . , 𝐵
𝐻
(ℎ𝑛)

+𝜀 ⟨ℎ𝑛, ℎ⟩H
1

) ,

(37)

which might be extended as a closed operator on 𝐿
2
(Ω) with

the domainDℎ being the closure of S under the norm

‖𝐹‖
2

ℎ
= E [|𝐹|

2
+
𝐷ℎ𝐹



2
] . (38)

Let {ℎ𝑛, 𝑛 ≥ 1} be an orthonormal basis ofH1.Then,𝐹 ∈ D1,2

if and only if 𝐹 ∈ Dℎ
𝑛

for each 𝑛 ∈ N and

∞

∑

𝑛=1

E

𝐷ℎ
𝑛

𝐹


2

< ∞. (39)

In this case,

𝐷ℎ𝐹 = ⟨𝐷𝐹, ℎ⟩H
1

. (40)

On the other hand, the divergence operator 𝛿 : Dom 𝛿 ⊂

𝐿
2
(Ω;H1) → 𝐿

2
(Ω) is the adjoint of the operator 𝐷 and is

uniquely defined by the following duality relationship: 𝑢 ∈

Dom 𝛿 if and only if

𝐸 (𝐹𝛿 (𝑢)) = 𝐸 ⟨𝐷𝐹, 𝑢⟩H
1

, ∀𝐹 ∈ S. (41)

Note that 𝑢 ∈ Dom 𝛿 if and only if 𝑢 is integrable with respect
to𝐵𝐻. In the literature, 𝛿 is called the Skorokhod integral with
respect to 𝐵

𝐻.
The following propositions (see Wei [46] for the case

of fractional noises), which are the Malliavin calculus with
respect to fractional-colored noises, can deduce the laws for
solutions to the corresponding stochastic partial differential
equations.

Proposition 6. Let𝐴 ∈ F. If 𝐹 is a square integrable random
variable that ismeasurablewith respect to the𝜎-fieldF𝐴𝑐 , then

𝐷𝐹1𝐴 = 0, 𝑎.𝑠. (42)

Remark 7. Let {𝑢(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑
} be an {F𝑡, 𝑡 ∈

[0, 𝑇]}-adapted random field. By Proposition 6, we have
𝐷𝑠,𝑦𝑢(𝑡, 𝑥) = 0, a.s., for any 0 ≤ 𝑡 < 𝑠 ≤ 𝑇 and 𝑥, 𝑦 ∈ R𝑑.

Proposition 8. Suppose 𝐹 ∈ D1,2; if ‖𝐷𝐹‖
2

H
1

> 0, a.s.,
then the distribution of the random variable 𝐹 is absolutely
continuous with respect to Lebesgue measure.

Remark 9. Propositions 6 and 8 can be proved similarly to
those in Nualart [29].

3. Lyapunov Exponent Estimate of
the Solution

In this section, we will establish the existence and uniqueness
of the solution of (2) and give the Lyapunov exponent
estimate of the solution. We denote 𝑇𝑛 = {0 < 𝑠1 < 𝑠2 <

⋅ ⋅ ⋅ < 𝑠𝑛 < 𝑡} and 𝑑𝑠 = 𝑑𝑠1𝑑𝑠2 ⋅ ⋅ ⋅ 𝑑𝑠𝑛. In fact, iterating (32)
yields formally that

𝑢 (𝑡, 𝑥) = G𝛼,𝛿 (𝑡) ∗ 𝑢 (0, 𝑥) +

∞

∑

𝑛=1

𝐼𝑛 (𝑓𝑛 (𝑡, 𝑥)) , (43)

where
𝑓𝑛 (𝑡, 𝑥; 𝑠1, 𝑥1, 𝑠2, 𝑥2, . . . , 𝑠𝑛, 𝑥𝑛)

Sym {∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠𝑛, 𝑥 − 𝑥𝑛) ⋅ ⋅ ⋅G𝛼,𝛿 (𝑠2 − 𝑠1, 𝑥2 − 𝑥1)

× G𝛼,𝛿 (𝑠1, 𝑥1 − 𝑦) 𝑢 (0, 𝑦) 𝑑𝑦} ,

(44)

where Sym is the symmetrization with respect to 𝑛 ((𝑑 + 1)-
dimensional) variables (𝑠1, 𝑥1), . . . , (𝑠𝑛, 𝑥𝑛) and

𝐼𝑛 (𝑓𝑛 (𝑡, 𝑥)) = ∫
([0,𝑇]×R𝑑)𝑛

𝑓𝑛 (𝑡, 𝑥; 𝑠1, 𝑥1, 𝑠2, 𝑥2, . . . , 𝑠𝑛, 𝑥𝑛)

⋅ 𝑑𝐵
𝐻
(𝑠1, 𝑥1) 𝑑𝐵

𝐻
(𝑠2, 𝑥2) ⋅ ⋅ ⋅ 𝑑𝐵

𝐻
(𝑠𝑛, 𝑥𝑛) .

(45)
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We compute theL2 norm of each chaos; that is,
Θ𝑛 (𝑡, 𝑥) = 𝐸 (𝐼𝑛 (𝑓𝑛 (𝑡, 𝑥)))

2
. (46)

Assume that |𝑢(0, 𝑥)| ≤ 𝐶 < ∞, where, in what follows,
inessential constants will be denoted generically by 𝐶, even
if they vary from line to line. By the isometric equality (18),
we obtain

Θ𝑛 (𝑡, 𝑥) = 𝑛! ∫
𝑇2
𝑛

∫
R2𝑛(𝑑+1)

𝑛

∏

𝑖=1

𝜑ℎ
0

(𝑠𝑖 − 𝑟𝑖) 𝜑𝐻 (𝜉𝑖 − 𝜂𝑖)

×G𝛼,𝛿 (𝑡 − 𝑠𝑛, 𝑥 − 𝜉𝑛)

⋅ ⋅ ⋅G𝛼,𝛿 (𝑠2 − 𝑠1, 𝜉2 − 𝜉1)

×G𝛼,𝛿 (𝑠1, 𝜉1 − 𝑦) 𝑢0 (𝑦)

×G𝛼,𝛿 (𝑡 − 𝑟𝑛, 𝑥 − 𝜂𝑛)

⋅ ⋅ ⋅G𝛼,𝛿 (𝑟2 − 𝑟1, 𝜂2 − 𝜂1)

×G𝛼,𝛿 (𝑟1, 𝜂1 − 𝑦)

× 𝑢0 (𝑦) 𝑑𝑦 𝑑𝑦𝑑𝜉 𝑑𝜂 𝑑𝑠 𝑑𝑟

≤ 𝐶𝑛! ∫
𝑇2
𝑛

∫
R2𝑛𝑑

𝑛

∏

𝑖=1

𝜑ℎ
0

(𝑠𝑖 − 𝑟𝑖) 𝜑𝐻 (𝜉𝑖 − 𝜂𝑖)

×G𝛼,𝛿 (𝑡 − 𝑠𝑛, 𝑥 − 𝜉𝑛)

⋅ ⋅ ⋅G𝛼,𝛿 (𝑠2 − 𝑠1, 𝜉2 − 𝜉1)

×G𝛼,𝛿 (𝑡 − 𝑟𝑛, 𝑥 − 𝜂𝑛) ⋅ ⋅ ⋅G𝛼,𝛿

× (𝑟2 − 𝑟1, 𝜂2 − 𝜂1) 𝑑𝜉 𝑑𝜂 𝑑𝑠 𝑑𝑟.

(47)

Let
𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡, 𝑥)

=
1

2𝜋
∫
R

exp( − 𝑖𝑧𝑥 − 𝑡 |𝑧|
𝛼
𝑖

× exp (−𝑖𝛿𝑖

𝜋

2
sgn (𝑧))) 𝑑𝑧,

1 ≤ 𝑖 ≤ 𝑑.

(48)

Thus,

Θ𝑛 (𝑡, 𝑥) = 𝐶𝑛! ∫
𝑇2
𝑛

𝑛

∏

𝑖=1

𝜑ℎ
0

(𝑠𝑖 − 𝑟𝑖)

𝑑

∏

𝑖=1

Θ𝑖,𝑛 (𝑡, 𝑥𝑖, 𝑠, 𝑟) 𝑑𝑠 𝑑𝑟,

(49)
where
Θ𝑖,𝑛 (𝑡, 𝑥𝑖, 𝑠, 𝑟)

= ∫
R2𝑛

𝑛

∏

𝑘=1

𝜑ℎ
𝑖

(𝜌𝑘 − 𝜏𝑘) 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑠𝑛, 𝑥𝑖 − 𝜌𝑛)

⋅ ⋅ ⋅ 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − 𝜌1) ⋅ 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟𝑛, 𝑥𝑖 − 𝜏𝑛)

⋅ ⋅ ⋅ 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑟2 − 𝑟1, 𝜏2 − 𝜏1)

× 𝑑𝜌1 𝑑𝜌2 ⋅ ⋅ ⋅ 𝑑𝜌𝑛 𝑑𝜏1 𝑑𝜏2 ⋅ ⋅ ⋅ 𝑑𝜏𝑛.

(50)
Now, we estimate Θ𝑖,𝑛(𝑡, 𝑥𝑖, 𝑠, 𝑟).

Lemma 10. There is a constant 𝐶ℎ
𝑖

such that

Θ𝑖,𝑛 (𝑡, 𝑥𝑖, 𝑠, 𝑟)

≤ 𝐶
𝑛

ℎ
𝑖

𝑛

∏

𝑘=1

(𝑠𝑘+1 − 𝑠𝑘)
(ℎ
𝑖
−1)/𝛼

𝑖

(𝑟𝑘+1 − 𝑟𝑘)
(ℎ
𝑖
−1)/𝛼

𝑖

,

(51)

where 𝑠𝑛+1 = 𝑟𝑛+1 = 𝑡.

Proof. Applying Lemma 5, we have

Θ̃𝑖,𝑛 (𝑡, 𝑥𝑖, 𝑠1, 𝑟1)

= ∫
R2

𝜑ℎ
𝑖

(𝜌1 − 𝜏1) 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − 𝜌1)

× 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑟2 − 𝑟1, 𝜏2 − 𝜏1) 𝑑𝜌1 𝑑𝜏1

= ℎ𝑖 (2ℎ𝑖 − 1)∫
R2

𝜌1 − 𝜏1


2ℎ
𝑖
−2

× 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − 𝜌1)

× 𝐺𝛼
𝑖
,𝛿
𝑖

(𝑟2 − 𝑟1, 𝜏2 − 𝜏1) 𝑑𝜌1 𝑑𝜏1

≤ 𝐶

𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − ⋅)
𝐿1/ℎ𝑖 (R)

×

𝐺𝛼
𝑖
,𝛿
𝑖

(𝑟2 − 𝑟1, 𝜏2 − ⋅)
𝐿1/ℎ𝑖 (R)

.

(52)

Note that


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − ⋅)
𝐿1/ℎ𝑖 (R)

= (∫
R


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑠2 − 𝑠1, 𝜌2 − 𝜌1)


1/ℎ
𝑖

𝑑𝜌1)

ℎ
𝑖

= (∫
R

(𝑠2 − 𝑠1)
−(1/ℎ

𝑖
𝛼
𝑖
) 
𝐺𝛼
𝑖
,𝛿
𝑖

(1, (𝑠2 − 𝑠1)
−(1/𝛼

𝑖
)
(𝜌2 − 𝜌1))



1/ℎ
𝑖

× 𝑑𝜌1)

ℎ
𝑖

= (∫
R

(𝑠2 − 𝑠1)
(1/𝛼
𝑖
)−(1/ℎ

𝑖
𝛼
𝑖
) 
𝐺𝛼
𝑖
,𝛿
𝑖

(1, 𝜌1)


1/ℎ
𝑖

𝑑𝜌1)

ℎ
𝑖

≤ (𝑠2 − 𝑠1)
(1/𝛼
𝑖
)(ℎ
𝑖
−1)

∫
R

(
𝑐

1 +
𝜌1



2
)

1/ℎ
𝑖

𝑑𝜌1

≤ 𝐶ℎ
𝑖

(𝑠2 − 𝑠1)
(1/𝛼
𝑖
)(ℎ
𝑖
−1)

.

(53)

Therefore,

Θ̃𝑖,𝑛 (𝑡, 𝑥𝑖, 𝑠1, 𝑟1) ≤ 𝐶ℎ
𝑖
,𝛼
𝑖
,𝛿
𝑖

[(𝑠2 − 𝑠1) (𝑟2 − 𝑟1)]
(1/𝛼
𝑖
)(ℎ
𝑖
−1)

.

(54)

Thus, we show that (51) is truewhen 𝑛 = 1.The lemma follows
from iteration.



Mathematical Problems in Engineering 7

Lemma 11. Let 2ℎ0 −∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖) > 1 and 𝑝 ∈ (1/(2ℎ0 −

1), 1/∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖)). Then, 𝑢(𝑡, 𝑥) ∈ S𝜌 if 𝜌 < 2/𝑝 −

2∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 − 1). Moreover,

lim sup
𝑡→∞

log sup
𝑥∈R𝑑 ‖𝑢(𝑡, 𝑥)‖

2

𝜌

𝑡𝑘
< ∞, (55)

for 𝑘 = 2(ℎ0 − ∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖))/(2/𝑝 − 2∑

𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 −

1 − 𝜌)).

Proof. Let 𝛾 = 2(∑
𝑑

𝑖=1
((1−ℎ𝑖)/𝛼𝑖)),𝑝, 𝑞 > 1, and 1/𝑝+1/𝑞 = 1.

Then, by the Hölder inequality, one gets
Θ𝑛 (𝑡, 𝑥)

≤ 𝑛!𝐶
𝑛

𝐻,𝛼,𝛿
∫
𝑇2
𝑛

𝑛

∏

𝑘=1

𝑠𝑘 − 𝑟𝑘


2ℎ
0
−2

× [(𝑠𝑘+1 − 𝑠𝑘) (𝑟𝑘+1 − 𝑟𝑘)]
−(𝛾/2)

𝑑𝑠 𝑑𝑟

≤ 𝑛!𝐶
𝑛

𝐻,𝛼,𝛿
{∫

𝑇2
𝑛

𝑛

∏

𝑘=1

[(𝑠𝑘+1 − 𝑠𝑘) (𝑟𝑘+1 − 𝑟𝑘)]
−(𝑝𝛾/2)

𝑑𝑠 𝑑𝑟}

1/𝑝

⋅ {∫
𝑇2
𝑛

𝑛

∏

𝑘=1

𝑠𝑘 − 𝑟𝑘


(2ℎ
0
−2)𝑞

𝑑𝑠 𝑑𝑟}

1/𝑞

= 𝑛!𝐶
𝑛

𝐻,𝛼,𝛿
{∫

𝑇
𝑛

𝑛

∏

𝑘=1

(𝑠𝑘+1 − 𝑠𝑘)
−(𝑝𝛾/2)

𝑑𝑠}

2/𝑝

⋅ {∫
𝑇2
𝑛

𝑛

∏

𝑘=1

𝑠𝑘 − 𝑟𝑘


(2ℎ
0
−2)𝑞

𝑑𝑠 𝑑𝑟}

1/𝑞

.

(56)
Following Hu [30], one can get a constant 𝐶𝑝,ℎ

0

such that, for
any value 𝑞 such that 1 < 𝑞 < 1/(2−2ℎ0) (i.e, 𝑝 > 1/(2ℎ0−1)),

{∫
𝑇
𝑛

𝑛

∏

𝑘=1

𝑠𝑘 − 𝑟𝑘


(2ℎ
0
−2)𝑞

𝑑𝑠 𝑑𝑟}

1/𝑞

≤ 𝐶
𝑛

𝑝,ℎ
0

𝑡
((2+(2ℎ

0
−2)𝑞)𝑛)/𝑞

.

(57)

Set 𝜃 = 𝑝𝛾/2 ∈ (0, 1) (i.e, 𝑝 < 1/∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖)); similar to

the proof of (3.6) in Bo et al. [37], we get

∫
𝑇
𝑛

𝑛

∏

𝑘=1

(𝑠𝑘+1 − 𝑠𝑘)
−𝜃

𝑑𝑠 ≤ 𝐶
𝑛

𝐻

𝑡
(1−𝜃)𝑛

Γ (𝑛 (1 − 𝜃) + 1)
, (58)

where Γ(𝑥) = ∫
∞

0
𝑒
−𝑡
𝑡
𝑥−1 is the Gamma function. Thus, we

obtain
Θ𝑛 (𝑡, 𝑥)

≤ 𝐶
𝑛

𝐻,𝛼,𝛿
𝑛!

𝑡
(2𝑛/𝑝)(1−𝑝∑

𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))

[Γ (𝑛 (1 − 𝑝∑
𝑑

𝑖=1
((1 − ℎ𝑖) /𝛼𝑖)) + 1)]

2/𝑝

⋅ 𝑡
(2+(2ℎ

0
−2)𝑞)𝑛/𝑞

= 𝐶
𝑛

𝐻,𝛼,𝛿
𝑛!

𝑡
2𝑛(ℎ
0
−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))

[Γ (𝑛 (1 − 𝑝∑
𝑑

𝑖=1
((1 − ℎ𝑖) /𝛼𝑖)) + 1)]

2/𝑝
.

(59)

We continue to use the notation introduced previously. The
Stirling formula yields that, for 𝑥 > −1,

Γ (𝑥 + 1) = 𝐾 (𝑥) 𝑥
𝑥
𝑒
−𝑥
, (60)

where the function 𝐾(𝑥) satisfies 𝜆−𝑥 ≤ 𝐾(𝑥) ≤ 𝜆
𝑥. Hence,

for 𝛽 = 1 − 𝑝∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖), by the definition of S𝜌,

‖𝑢 (𝑡, 𝑥)‖
2

𝜌

≤

∞

∑

𝑛=0

(𝑛!)
𝜌
Θ𝑛 (𝑡, 𝑥)

≤

∞

∑

𝑛=0

(𝑛!)
𝜌
𝑛!𝐶

𝑛

𝐻,𝛼,𝛿

𝑡
2𝑛(ℎ
0
−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))

[Γ (𝑛𝛽 + 1)]
2/𝑝

≤

∞

∑

𝑛=0

𝐶
𝑛

𝐻,𝛼,𝛿
(𝜆

4𝛽/𝑝
)
𝑛

[
(2𝛽/𝑝 − (𝜌 + 1))

2𝛽/𝑝−(𝜌+1)

𝛽2𝛽/𝑝
]

𝑛

×
𝑡
2𝑛(ℎ
0
−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))

Γ (𝑘 (2𝛽/𝑝 − (𝜌 + 1)) + 1)

≤ 𝐸2𝛽/𝑝−(𝜌+1) (𝐶𝑡
2(ℎ
0
−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))
) ,

(61)

where𝐶 = 𝐶𝐻,𝛼,𝛿𝜆
4𝛽/𝑝

(2𝛽/𝑝−(𝜌+1))
2𝛽/𝑝−(𝜌+1)

/𝛽
2𝛽/𝑝

> 0 and
𝐸𝑟(𝑧) is the Mittag-Leffler function with the parameter 𝑟 > 0.
Note that 2𝛽/𝑝−𝜌−1 > 0; then, by the asymptotic property of
the Mittag-Leffler function (see, e.g., Podlubny [1]), one has

‖𝑢 (𝑡, 𝑥)‖
2

𝜌
≤

𝐶

2𝛽/𝑝 − (𝜌 + 1)

× exp (𝐶𝑡
2(ℎ
0
−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))/(2𝛽/𝑝−(𝜌+1))

)

< ∞,

(62)

if 𝜌 < 2/𝑝 − 2∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 − 1). This completes the proof

of the lemma.

Lemma 12. 𝑢(𝑡, 𝑥) defined by (43) is the solution of (2) in the
sense of Definition 4.

Proof. Let 𝑢(𝑡, 𝑥) be given by (43). It suffices to verify (32). By
the Fubini lemma and the definition of the integral and the
definition of 𝑓𝑛(𝑡, 𝑥), we have

∫

𝑡

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑧) 𝐼𝑛 (𝑓𝑛 (𝑠, 𝑧)) 𝑑𝐵
𝐻
(𝑠, 𝑧)

= 𝐼𝑛+1 (𝑓𝑛+1 (𝑡, 𝑥)) .

(63)

Thus, the Lemma follows.

From the above lemmas, we get the following.

Theorem 13 (existence, uniqueness, and Lyapunov exponent
estimate). Let 2ℎ0 − ∑

𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖) > 1 and 𝑝 ∈ (1/(2ℎ0 −

1), 1/∑
𝑑

𝑖=1
((1−ℎ𝑖)/𝛼𝑖)). If 𝑢0 ∈ 𝐿

∞
(R𝑑

), then (2) has a unique
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solution 𝑢(𝑡, 𝑥) ∈ S𝜌 when 𝜌 < 2/𝑝 − 2∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 − 1).

Moreover,

lim sup
𝑡→∞

log sup
𝑥∈R𝑑 ‖𝑢(𝑡, 𝑥)‖

2

𝜌

𝑡𝑘
< ∞, (64)

for 𝑘 = 2𝑛(ℎ0 − ∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖))/(2/𝑝 − 2∑

𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 −

1 − 𝜌)).

4. Hölder Regularity

Theorem 14. Assume that 2ℎ0 −∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖) > 1. If there

exists some 𝛾 ∈ (0, 1) such that, for all 𝑧 ∈ 𝐾 (compact subset
of R𝑑),

sup
𝑥∈R𝑑

E (
𝑢0 (𝑥 + 𝑧) − 𝑢0 (𝑥)



𝑃
) < 𝑐 |𝑧|

𝛾𝑝
0 (65)

for some𝑝0 large enough in [2, 𝛼0/𝛾), where𝛼0 = min1≤𝑖≤𝑑{𝛼𝑖},
then the solution {𝑢(𝑡, 𝑥), (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑

} is 𝜃 Hölder
continuous in 𝑡 and 𝜇 Hölder continuous in 𝑥, where 𝜃 ∈

(0,min1≤𝑖≤𝑑{1, ∑
𝑑

𝑗=1
(𝛾/𝛼𝑗), ℎ0𝛼𝑖(1+∑

𝑑

𝑗=1
((ℎ𝑗−1)/ℎ0𝛼𝑗))}) and

𝜇 ∈ (0,min{𝛾, (ℎ0 − ∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖))(1 + ∑

𝑑

𝑖=1
(1/𝛼𝑖))

−1
}).

Proof. It follows from the proof of Lemma 11. If 𝑝 ∈ (1/(2ℎ0−

1), 2(1 + 2∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖))

−1
), then 𝑢(𝑡, 𝑥) ∈ S𝜌 when 𝜌 <

2/𝑝−2∑
𝑑

𝑖=1
((1−ℎ𝑖)/𝛼𝑖−1). In particular,𝑢(𝑡, 𝑥) ∈ S0 = 𝐿

2
(Ω)

since 2/𝑝 − 2∑
𝑑

𝑖=1
((1 − ℎ𝑖)/𝛼𝑖 − 1) > 0. On the other hand,

from (43), it follows that

𝑢 (𝑡, 𝑥) = G𝛼,𝛿 (𝑡) ∗ 𝑢 (0, 𝑥) +

∞

∑

𝑛=1

𝐼𝑛 (𝑓𝑛 (𝑡, 𝑥))

= G𝛼,𝛿 (𝑡) ∗ 𝑢 (0, 𝑥)

+ ∫

𝑡

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) 𝑢 (𝑠, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧) .

(66)

Thus, for 𝑠, 𝑡 ∈ [0, 𝑇] and 𝑥, 𝑦 ∈ R𝑑, we have

𝐸
𝑢 (𝑡, 𝑥) − 𝑢 (𝑠, 𝑦)



2

≤ 𝐸
G𝛼,𝛿 (𝑡) ∗ 𝑢 (0, 𝑥) −G𝛼,𝛿 (𝑠) ∗ 𝑢 (0, 𝑦)



2

+ 𝐸



∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) 𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧)



2

+ 𝐸



∫

𝑠

0

∫
R𝑑

(G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) −G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧))

× 𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧)



2

:= I + II + III.

(67)

Now, we will estimate 𝐴, 𝐵, and 𝐶, respectively. Following
Boulanba et al. [20], one gets

I ≤ 𝐶𝑇 (
𝑥 − 𝑦



2𝛾
1

+ |𝑡 − 𝑠|
2𝛾
2) , (68)

where 0 < 𝛾1 < 𝜌 and 0 < 𝛾2 < min{∑𝑑

𝑖=1
(𝛾/𝛼𝑖), 1}.

By Lemma 5 and (62) with 𝜌 = 0, one can get

II = ∫
[𝑠,𝑡]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



× 𝐸 (|𝑢 (𝑟, 𝑧) 𝑢 (𝑟, 𝑧)|) 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

≤ ∫
[𝑠,𝑡]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

 ‖𝑢 (𝑟, 𝑧)‖0

× ‖𝑢 (𝑟, 𝑧)‖0 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

≤ 𝐶𝑇∫
[𝑠,𝑡]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

= 𝐶𝑇∫
[𝑠,𝑡]
2

𝜑ℎ
0

(𝑟 − 𝑟) 𝑑𝑟 𝑑𝑟

× ∫
R2𝑑

𝜑𝐻 (𝑧 − 𝑧)
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

 𝑑𝑧 𝑑𝑧

≤(∫

𝑡

𝑠

(∫
R

(∫
R

⋅ ⋅ ⋅ (∫
R

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)


1/ℎ
𝑑

𝑑𝑧𝑑)

ℎ
𝑑
/ℎ
𝑑−1

⋅ ⋅ ⋅ 𝑑𝑧2)

ℎ
2
/ℎ
1

𝑑𝑧1)

ℎ
1
/ℎ
0

𝑑𝑟)

2ℎ
0

=: 𝐶𝑇

G𝛼,𝛿(𝑡 − ⋅, 𝑥 − ⋅)


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
) .

(69)

By the definition of the Green function G𝛼,𝛿 and Lemma 3,
one gets

∫
R

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)


1/ℎ
𝑑

𝑑𝑧𝑑

=

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× ∫
R

(𝑡 − 𝑟)
−(1/𝛼

𝑑
ℎ
𝑑
)

×

𝐺𝛼
𝑖
,𝛿
𝑖

(1, (𝑡 − 𝑟)
−(1/𝛼

𝑑
ℎ
𝑑
)
(𝑥𝑖 − 𝑧𝑖))



1/ℎ
𝑑

𝑑𝑧𝑑

=

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× ∫
R

(𝑡 − 𝑟)
−(1/𝛼

𝑑
ℎ
𝑑
)+1/𝛼

𝑑


𝐺𝛼
𝑖
,𝛿
𝑖

(1, 𝑧𝑑)


1/ℎ
𝑑

𝑑𝑧𝑑

≤

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× (𝑡 − 𝑟)
−(1/𝛼

𝑑
ℎ
𝑑
)+1/𝛼

𝑑

× ∫
R

(
𝐶

1 +
𝑧𝑑



2
)

1/ℎ
𝑑

𝑑𝑧𝑑

≤ 𝐶

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

(𝑡 − 𝑟)
−(1/𝛼

𝑑
ℎ
𝑑
)+1/𝛼

𝑑 .

(70)
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Using induction, one can get
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

= (∫

𝑡

𝑠

(∫
R

(∫
R

⋅ ⋅ ⋅ (∫
R

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)


1/ℎ
𝑑

𝑑𝑧𝑑)

ℎ
𝑑
/ℎ
𝑑−1

⋅ ⋅ ⋅ 𝑑𝑧2)

ℎ
2
/ℎ
1

𝑑𝑧1)

ℎ
1
/ℎ
0

𝑑𝑟)

2ℎ
0

≤ 𝐶𝑇,𝐻,𝛼,𝛿 (∫

𝑡

𝑠

(𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/ℎ

0
𝛼
𝑖
)
𝑑𝑟)

2ℎ
0

≤ 𝐶𝑇,𝐻,𝛼,𝛿 (𝑡 − 𝑠)
2ℎ
0
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/ℎ

0
𝛼
𝑖
+1)

.

(71)

Therefore,

II ≤ 𝐶𝑇,𝐻,𝛼,𝛿 (𝑡 − 𝑠)
2ℎ
0
(∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/ℎ

0
𝛼
𝑖
+1))

. (72)

As for III, we have

III ≤ 2 [𝐸



∫

𝑠

0

∫
R𝑑

(G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

−G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧))

× 𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧)



2

+ 𝐸



∫

𝑠

0

∫
R𝑑

(G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)

−G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧) )

× 𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧)



2

]

=: III1 + III2.

(73)

Let 𝜃 ∈ (0, 1). Then,

III1 = ∫
[0,𝑠]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) −G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) −G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



× 𝐸 (|𝑢 (𝑟, 𝑧) 𝑢 (𝑟, 𝑧)|) 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

≤ 𝐶𝑇∫
[0,𝑇]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

−G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)


×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

−G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)
 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

= 𝐶𝑇∫
[0,𝑇]
2

𝜑ℎ
0

(𝑟 − 𝑟) 𝑑𝑟 𝑑𝑟

× ∫
R2𝑑

𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) −G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

−G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)
 𝑑𝑧 𝑑𝑧

=𝐶𝑇

(G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅) −G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅))


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

≤ 𝐶𝑇 (


G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅) −G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)


𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃

2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

+


G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅) −G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)


𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)



1−𝜃

2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

)

:= 𝐶𝑇 (III1,1 + III1,2) .
(74)

Using the mean-value theorem, it holds that

III1,1 ≤


𝑥 − 𝑦


𝜃 ∇G𝛼,𝛿 (𝑡 − ⋅, 𝜉 − ⋅)


𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃

2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

=
𝑥 − 𝑦



2𝜃



(

𝑑

∑

𝑖=1



𝜕

𝜕𝑥𝑖

G𝛼,𝛿 (𝑡 − ⋅, 𝜉 − ⋅)



)

𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

≤
𝑥 − 𝑦



2𝜃



𝑑

∑

𝑖=1



𝜕

𝜕𝑥𝑖

G𝛼,𝛿 (𝑡 − ⋅, 𝜉 − ⋅)



𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

≤ 𝐶𝑇,𝐻,𝜃

𝑥 − 𝑦


2𝜃

×

𝑑

∑

𝑖=1





𝜕

𝜕𝑥𝑖

G𝛼,𝛿 (𝑡 − ⋅, 𝜉 − ⋅)



𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

.

(75)
Using Lemma 3, one has

∫
R



𝜕

𝜕𝑥𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝜉 − 𝑧)



𝜃/ℎ
𝑑

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



(1−𝜃)/ℎ
𝑑

𝑑𝑧𝑑
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=

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝜉𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× ∫
R

(𝑡 − 𝑟)
−(2𝜃/𝛼

𝑑
ℎ
𝑑
)−(1−𝜃)/𝛼

𝑑
ℎ
𝑑

×



𝜕

𝜕𝑥𝑑

𝐺𝛼
𝑑
,𝛿
𝑑

(1, (𝑡 − 𝑟)
−(1/𝛼

𝑑
)
(𝜉𝑑 − 𝑧𝑑))



𝜃/ℎ
𝑑

×

𝐺𝛼
𝑑
,𝛿
𝑑

(1, (𝑡 − 𝑟)
−(1/𝛼

𝑑
)
(𝜉𝑑 − 𝑧𝑑))



(1−𝜃)/ℎ
𝑑

𝑑𝑧𝑑

=

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× ∫
R

(𝑡 − 𝑟)
−((1−𝜃)/𝛼

𝑑
ℎ
𝑑
)+1/𝛼

𝑑

×



𝜕

𝜕𝑥𝑑

𝐺𝛼
𝑑
,𝛿
𝑑

(1, 𝜉𝑑 − 𝑧𝑑)



𝜃/ℎ
𝑑

×

𝐺𝛼
𝑑
,𝛿
𝑑

(1, 𝑧𝑑)


(1−𝜃)/ℎ
𝑑

𝑑𝑧𝑑

=

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× (𝑡 − 𝑟)
−(2𝜃/𝛼

𝑑
ℎ
𝑑
)−(1−𝜃)/𝛼

𝑑
ℎ
𝑑
+1/𝛼
𝑑

× ∫
R



𝜕

𝜕𝑥𝑑

𝐺𝛼
𝑑
,𝛿
𝑑

(1, 𝜉𝑑 − 𝑧𝑑)



𝜃/ℎ
𝑑

×

𝐺𝛼
𝑑
,𝛿
𝑑

(1, 𝑧𝑑)


(1−𝜃)/ℎ
𝑑

𝑑𝑧𝑑

≤ 𝐶

𝑑−1

∏

𝑖=1


𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


1/ℎ
𝑑

× (𝑡 − 𝑟)
−(2𝜃/𝛼

𝑑
ℎ
𝑑
)−(1−𝜃)/𝛼

𝑑
ℎ
𝑑
+1/𝛼
𝑑 .

(76)
Using induction, one can get




𝜕

𝜕𝑥𝑖

G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)



𝜃

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑥 − ⋅)



1−𝜃



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

= (∫

𝑇

0

(∫
R

(∫
R

⋅ ⋅ ⋅ (∫
R



𝜕

𝜕𝑥𝑖

G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



𝜃/ℎ
𝑑

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



(1−𝜃)/ℎ
𝑑

𝑑𝑧𝑑)

ℎ
𝑑
/ℎ
𝑑−1

⋅ ⋅ ⋅ 𝑑𝑧2)

ℎ
2
/ℎ
1

𝑑𝑧1)

ℎ
1
/ℎ
0

𝑑𝑟)

2ℎ
0

≤ 𝐶𝑇,𝐻,𝛼,𝛿 (∫

𝑇

0

(𝑡 − 𝑟)
∑
𝑑

𝑗=1
((ℎ
𝑗
−1)/ℎ

0
𝛼
𝑗
−𝜃/𝛼
𝑖
ℎ
0
)
𝑑𝑟)

2ℎ
0

.

(77)

Therefore, if ∑𝑑

𝑗=1
((ℎ𝑗 − 1)/ℎ0𝛼𝑗 − 𝜃/𝛼𝑖ℎ0 + 1) > 0, that is,

𝜃 < ℎ0𝛼𝑖(1 + ∑
𝑑

𝑗=1
((ℎ𝑗 − 1)/ℎ0𝛼𝑗)), 𝑖 = 1, 2, . . . , 𝑑, we have

III1,1 ≤ 𝐶𝑇,𝐻,𝜃,𝛼,𝛿

𝑥 − 𝑦


2𝜃
. (78)

Similarly,

III1,2 ≤ 𝐶𝑇,𝐻,𝜃,𝛼,𝛿

𝑥 − 𝑦


2𝜃
. (79)

Together with (78)-(79), one gets

III1 ≤ 𝐶𝑇,𝐻,𝜃,𝛼,𝛿

𝑥 − 𝑦


2𝜃
. (80)

As for III2, by letting 𝜇 ∈ (0, 1), we have

III2 = 𝐸[



∫

𝑠

0

∫
R𝑑

(G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧) −G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧))

× 𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻
(𝑟, 𝑧)



2

]

= ∫
[0,𝑠]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧) −G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧) −G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧)



× 𝐸 (|𝑢 (𝑟, 𝑧) 𝑢 (𝑟, 𝑧)|) 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟

≤ 𝐶𝑇∫
[0,𝑇]
2

𝜑ℎ
0

(𝑟 − 𝑟) 𝑑𝑟 𝑑𝑟

× ∫
R2𝑑

𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧) −G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)

−G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧)
 𝑑𝑧 𝑑𝑧

= 𝐶𝑇

G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)

−G𝛼,𝛿 (𝑠 − ⋅, 𝑦 − ⋅)


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

≤ 𝐶𝑇 (


G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅) −G𝛼,𝛿 (𝑠 − ⋅, 𝑦 − ⋅)


𝜇

×
G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)



1−𝜇

2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

+


G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅) −G𝛼,𝛿 (𝑠 − ⋅, 𝑦 − ⋅)


𝜇

×
G𝛼,𝛿 (𝑠 − ⋅, 𝑦 − ⋅)



1−𝜇

2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)
)

:= 𝐶𝑇 (III2,1 + III2,2) .
(81)
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By the mean-value theorem, it holds that

III2,1 =



|𝑡 − 𝑠|
𝜇


𝜕

𝜕𝑡
G𝛼,𝛿 (𝜌 − ⋅, 𝑦 − ⋅)



𝜇

⋅
G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)



1−𝜇


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

.

(82)

Note that

G𝛼,𝛿 (𝑡, 𝑦) = 𝑡
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
G𝛼,𝛿 (1, 𝑡

−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
𝑦) . (83)

Hence, one can attain

𝜕

𝜕𝑡
G𝛼,𝛿 (𝑡, 𝑦) = (−

𝑑

∑

𝑖=1

1

𝛼𝑖

) 𝑡
−1−∑

𝑑

𝑖=1
(1/𝛼
𝑖
)
G𝛼,𝛿 (1, 𝑡

−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
𝑦)

+ (−

𝑑

∑

𝑖=1

1

𝛼𝑖

) 𝑡
−1−2∑

𝑑

𝑖=1
(1/𝛼
𝑖
)

× [

𝑑

∑

𝑖=1

𝑦𝑖

𝜕

𝜕𝑦𝑖

G𝛼,𝛿 (1, 𝑡
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
𝑦)] .

(84)

After induction, therefore, one has





𝜕

𝜕𝑡
G𝛼,𝛿 (𝜌 − ⋅, 𝑦 − ⋅)



𝜇

⋅
G𝛼,𝛿 (𝑡 − ⋅, 𝑦 − ⋅)



1−𝜇


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

≤ 𝐶𝑇(





(𝑡 − 𝑟)
−1−∑

𝑑

𝑖=1
(1/𝛼
𝑖
)

× G𝛼,𝛿 (1, (𝜌 − 𝑟)
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
(𝑦 − 𝑧))



𝜇

⋅
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



1−𝜇


2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

+





(𝑡 − 𝑟)
−1−2∑

𝑑

𝑖=1
(1/𝛼
𝑖
)

× [

𝑑

∑

𝑖=1

(𝑦𝑖 − 𝑧𝑖)
𝜕

𝜕𝑦𝑖

× G𝛼,𝛿 (1, (𝜌 − 𝑟)
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
(𝑦 − 𝑧))]



𝜇

⋅
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



1−𝜇



2

𝐿
1/ℎ
𝑑
⋅⋅⋅(1/ℎ
1
)(1/ℎ
0
)

)

=𝐶𝑇(∫

𝑇

0

(∫
R

(∫
R

⋅ ⋅ ⋅ (∫
R


(𝑡 − 𝑟)

−1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)

×G𝛼,𝛿(1,(𝜌 − 𝑟)
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
(𝑦 − 𝑧))



𝜇/ℎ
𝑑

⋅
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



(1−𝜇)/ℎ
𝑑

𝑑𝑧𝑑)

ℎ
𝑑
/ℎ
𝑑−1

⋅ ⋅ ⋅ 𝑑𝑧2)

ℎ
2
/ℎ
1

𝑑𝑧1)

ℎ
1
/ℎ
0

𝑑𝑟)

2ℎ
0

+𝐶𝑇(∫

𝑇

0

(∫
R

(∫
R

⋅ ⋅ ⋅ (∫
R



(𝑡 − 𝑟)
−1−2−∑

𝑑

𝑖=1
(1/𝛼
𝑖
)

×[

𝑑

∑

𝑖=1

(𝑦𝑖 − 𝑧𝑖)
𝜕

𝜕𝑦𝑖

G𝛼,𝛿

×(1,(𝜌−𝑟)
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
(𝑦−𝑧))]



𝜇/ℎ
𝑑

⋅
G𝛼,𝛿(𝑡 − 𝑟,𝑦 − 𝑧)



(1−𝜇)/ℎ
𝑑

𝑑𝑧𝑑)

ℎ
𝑑
/ℎ
𝑑−1

⋅ ⋅ ⋅ 𝑑𝑧2)

ℎ
2
/ℎ
1

𝑑𝑧1)

ℎ
1
/ℎ
0

𝑑𝑟)

2ℎ
0

≤ 𝐶𝑇,𝐻,𝛼,𝛿 (∫

𝑇

0

(𝑡 − 𝑟)
(−𝜇−∑

𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
))(1/ℎ

0
)
𝑑𝑟)

2ℎ
0

+ 𝐶𝑇,𝐻,𝛼,𝛿 (∫

𝑇

0

(𝑡 − 𝑟)
[−𝜇(1+∑

𝑑

𝑖=1
(1/𝛼
𝑖
))−∑
𝑑

𝑖=1
((1−ℎ

𝑖
)/𝛼
𝑖
)](1/ℎ

0
)
𝑑𝑟)

2ℎ
0

.

(85)

Thus, if

[−𝜇(1 +

𝑑

∑

𝑖=1

1

𝛼𝑖

) −

𝑑

∑

𝑖=1

1 − ℎ𝑖

𝛼𝑖

]
1

ℎ0

+ 1 > 0, (86)

that is,

𝜇 <
ℎ0 − ∑

𝑑

𝑖=1
((1 − ℎ𝑖) /𝛼𝑖)

1 + ∑
𝑑

𝑖=1
(1/𝛼𝑖)

, (87)

then

III2,1 ≤ 𝐶𝛼,𝛿,𝐻,𝑇,𝜇 |𝑡 − 𝑠|
2𝜇

. (88)
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Similarly, we can check

III2,2 ≤ 𝐶𝛼,𝛿,𝐻,𝑇,𝜇 |𝑡 − 𝑠|
2𝜇

. (89)

From the estimates (78)-(79), it follows that

III2 ≤ 𝐶𝛼,𝛿,𝐻,𝑇,𝜇 |𝑡 − 𝑠|
2𝜇

. (90)

This completes the proof of the theorem.

5. Absolute Continuity of the Solution

In this section, we will prove that the law of the solution for
(2) is absolutely continuouswith respect to Lebesguemeasure
on R𝑑.

Theorem 15. Assume that 2ℎ0 + ∑
𝑑

𝑖=1
((ℎ𝑖 − 1)/𝛼𝑖) > 1 and

∑
𝑑

𝑖=1
(1/𝛼𝑖) < 1. Then, for (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑, the law of the

solution 𝑢(𝑡, 𝑥) of (2) is absolutely continuous with respect to
the Lebesgue measure on R𝑑.

Let us start with two lemmas for the proof of our main
result.

Lemma 16. Assume 2ℎ0 + ∑
𝑑

𝑖=1
((ℎ𝑖 − 1)/𝛼𝑖) > 1. For (𝑡, 𝑥) ∈

[0.𝑇]×R𝑑, the solution 𝑢(𝑡, 𝑥) ∈ D1,2. Its Malliavin derivative
satisfies, if 𝑠 ≤ 𝑡,

𝐷𝑠,𝑦𝑢 (𝑡, 𝑥) = G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢 (𝑠, 𝑦)

+ ∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)𝐷𝑠,𝑦𝑢 (𝑟, 𝑧) 𝑑𝐵
𝐻

× (𝑟, 𝑧) .

(91)

And if 𝑠 > 𝑡,𝐷𝑠,𝑦𝑢(𝑡, 𝑥) = 0.

Proof. For each 𝑛 ≥ 1, let {𝑢𝑛(𝑡, 𝑥), 𝑛 ≥ 1} be the Picard
iteration defined as

𝑢
0
(𝑡, 𝑥) = ∫

R𝑑
G𝛼,𝛿 (𝑡, 𝑥 − 𝑦) 𝑢 (0, 𝑦) 𝑑𝑦, (92)

𝑢
𝑛+1

(𝑡, 𝑥) = 𝑢
0
(𝑡, 𝑥)

+ ∫

𝑡

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢
𝑛
(𝑠, 𝑦) 𝑑𝐵

𝐻

× (𝑠, 𝑦) .

(93)

Now, we will prove 𝑢
𝑛
(𝑡, 𝑥) ∈ D1,2 by induction. Suppose

that, for 𝑛 ≥ 0 and (𝑡, 𝑥) ∈ [0, 𝑇] × R𝑑, 𝑢𝑛(𝑡, 𝑥) ∈ D1,2 and
satisfies

sup
(𝑡,𝑥)∈[0,𝑇]×R𝑑

E(∫

𝑇

0

∫
R𝑑


𝐷𝑠,𝑦𝑢

𝑛
(𝑡, 𝑥)



2

𝑑𝑦𝑑𝑠) < ∞. (94)

We take the Malliavin derivative at both sides of (93). Then,
for 𝑠 ≤ 𝑡,

𝐷𝑠,𝑦𝑢
𝑛+1

(𝑡, 𝑥) = G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢
𝑛
(𝑠, 𝑦)

+ ∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)𝐷𝑠,𝑦

× 𝑢
𝑛
(𝑟, 𝑧) 𝑑𝐵

𝐻
(𝑟, 𝑧)

(95)

and, for 𝑠 > 𝑡,𝐷𝑠,𝑦𝑢
𝑛+1

(𝑡, 𝑥) = 0. Note that

E(∫

𝑡

0

∫
R𝑑


𝐷𝑠,𝑦𝑢

𝑛+1
(𝑡, 𝑥)



2

𝑑𝑦𝑑𝑠)

= E(∫

𝑡

0

∫
R𝑑



G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢
𝑛
(𝑠, 𝑦)

+ ∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

×𝐷𝑠,𝑦𝑢
𝑛
(𝑟, 𝑧) 𝑑𝐵

𝐻
(𝑟, 𝑧)



2

𝑑𝑦𝑑𝑠)

≤ 2 [𝐸(∫

𝑡

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢
𝑛
(𝑠, 𝑦)



2
𝑑𝑦𝑑𝑠)

+ E(∫

𝑡

0

∫
R𝑑



∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

×𝐷𝑠,𝑦𝑢
𝑛
(𝑟, 𝑧) 𝑑𝐵

𝐻
(𝑟, 𝑧)



2

𝑑𝑦𝑑𝑠)]

:= 2 (𝐵
1

𝑛
(𝑡, 𝑥) + 𝐵

2

𝑛
(𝑡, 𝑥)) .

(96)

Recall that 𝑢𝑛(𝑡, 𝑥) ∈ S0; that is, 𝑢
𝑛
(𝑡, 𝑥) ∈ 𝐿

2
(Ω). Thus, we

have

𝐵
1

𝑛
(𝑡, 𝑥)

= ∫

𝑡

0

∫
R𝑑

𝐸
G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦) 𝑢

𝑛
(𝑠, 𝑦)



2
𝑑𝑦𝑑𝑠

≤ ∫

𝑇

0

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑠, 𝑥 − 𝑦)


2
𝑑𝑦𝑑𝑠

< ∞.

(97)

By the Fubini theorem, one gets

𝐵
2

𝑛
(𝑡, 𝑥)

= E(∫

𝑡

0

∫
R𝑑



∫

𝑡

𝑠

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)𝐷𝑠,𝑦

×𝑢
𝑛
(𝑟, 𝑧) 𝑑𝐵

𝐻
(𝑟, 𝑧)



2

𝑑𝑦𝑑𝑠)
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= ∫

𝑡

0

∫
R𝑑

[∫
[𝑠,𝑡]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



× 𝐸 (

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)


)

× 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟] 𝑑𝑦 𝑑𝑠

≤ 𝐶∫

𝑡

0

∫
R𝑑

[∫
[𝑠,𝑡]
2

∫
R2𝑑

𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



× 𝐸 (

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟]𝑑𝑦 𝑑𝑠

≤ 𝐶∫
[𝑠,𝑡]
2

∫
R2𝑑

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× 𝜑ℎ
0

(𝑟 − 𝑟) 𝜑𝐻 (𝑧 − 𝑧)

×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)

 𝑑𝑧 𝑑𝑧 𝑑𝑟 𝑑𝑟.

(98)

Note that

∫
R2𝑑

𝜑𝐻 (𝑧 − 𝑧)
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)



×
G𝛼,𝛿 (𝑡 − 𝑟, 𝑦 − 𝑧)

 𝑑𝑧 𝑑𝑧

= ∫
R2(𝑑−1)

𝑑−1

∏

𝑖=1

𝜑ℎ
𝑖

(𝑧𝑖 − 𝑧𝑖)

𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)


×

𝐺𝛼
𝑖
,𝛿
𝑖

(𝑡 − 𝑟, 𝑥𝑖 − 𝑧𝑖)

𝑑𝑧1 𝑑𝑧1 ⋅ ⋅ ⋅ 𝑑𝑧𝑑−1 𝑑𝑧𝑑−1

× ∫
R2

𝜑ℎ
𝑑

(𝑧𝑑 − 𝑧𝑑)

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − 𝑧𝑑)


×

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − 𝑧𝑑)

𝑑𝑧𝑑 𝑑𝑧𝑑,

∫
R2

𝜑ℎ
𝑑

(𝑧𝑑 − 𝑧𝑑)

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − 𝑧𝑑)


×

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − 𝑧𝑑)

𝑑𝑧𝑑 𝑑𝑧𝑑

≤ 𝐶

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − ⋅)
𝐿1/ℎ𝑑

×

𝐺𝛼
𝑑
,𝛿
𝑑

(𝑡 − 𝑟, 𝑥𝑑 − ⋅)
𝐿1/ℎ𝑑

= 𝐶(𝑡 − 𝑟)
(ℎ
𝑑
−1)/𝛼

𝑑(𝑡 − 𝑟)
(ℎ
𝑑
−1)/𝛼

𝑑 .

(99)

So by induction, if 2ℎ0 + ∑
𝑑

𝑖=1
((ℎ𝑖 − 1)/𝛼𝑖) > 1, we have

𝐵
2

𝑛
(𝑡, 𝑥)

≤ 𝐶∫
[𝑠,𝑡]
2

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× 𝜑ℎ
0

(𝑟 − 𝑟) × (𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)

× (𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
𝑑𝑟 𝑑𝑟

≤ 𝐶∫

𝑡

0

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× (𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)

× (∫

𝑟

0

(𝑟 − 𝑟)
2ℎ
0
−2

(𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
𝑑𝑟) 𝑑𝑟

≤ 𝐶∫

𝑡

0

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× (𝑡 − 𝑟)
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
𝑑𝑟

= 𝐶∫

𝑡

0

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× 𝑔1 (𝑡 − 𝑟) 𝑑𝑟,

(100)

where ∫𝑇

0
𝑡
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
𝑑𝑡 < +∞, since∑𝑑

𝑖=1
((ℎ𝑖 − 1)/𝛼𝑖 + 1) >

1 + (1 − 2ℎ0) > 0. Together with (96)–(100), one gets

sup
𝑧∈R𝑑

E(∫

𝑡

0

∫
R𝑑


𝐷𝑠,𝑦𝑢

𝑛+1
(𝑡, 𝑥)



2

𝑑𝑦𝑑𝑠)

≤ 𝐶 + 𝐶∫

𝑡

0

sup
𝑧∈R𝑑

(∫

𝑡

0

∫
R𝑑

𝐸(

𝐷𝑠,𝑦𝑢

𝑛
(𝑟, 𝑧)



2

) 𝑑𝑦 𝑑𝑠)

× 𝑔1 (𝑡 − 𝑟) 𝑑𝑟.

(101)

By the version of Gronwall’s lemma given byDalang [47], one
has

sup
𝑛≥0

sup
(𝑡,𝑥)∈[0,𝑇]×R𝑑

E(∫

𝑇

0

∫
R𝑑


𝐷𝑠,𝑦𝑢

𝑛
(𝑡, 𝑥)



2

𝑑𝑦𝑑𝑠) < ∞.

(102)

Note that 𝐸‖𝐷𝑢
𝑛
(𝑡, 𝑥)‖H

1

> 0, if and only if 𝐸‖𝐷𝑢
𝑛
(𝑡,

𝑥)‖𝐿2([0,𝑇]×R𝑑) > 0. Equation (102) implies 𝐸‖𝐷𝑢
𝑛
(𝑡, 𝑥)‖H

1

>

0. On the other hand, we note that 𝑢𝑛(𝑡, 𝑥) ∈ S0; that is,
𝑢
𝑛
(𝑡, 𝑥) ∈ 𝐿

2
(Ω). Thus, we have proved 𝑢

𝑛
(𝑡, 𝑥) ∈ D1,2.

By Lemma 1.2.3 in Nualart [29], we get 𝑢(𝑡, 𝑥) ∈ D1,2 and
the sequence 𝐷𝑢

𝑛
(𝑡, 𝑥) converges to 𝐷𝑢(𝑡, 𝑥) in the weak

topology of 𝐿
2
([0, 𝑇] × R𝑑

). This concludes the proof of
Lemma 16.
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Lemma 17. Let ∑𝑑

𝑖=1
(1/𝛼𝑖) < 1. Then, there exists some con-

stant 𝐶 > 0 such that, for 0 < 𝜀 < 𝑡,

sup
(𝑠,𝑦)∈[𝑡−𝜀,𝑡]×R

𝑑

E(∫

𝑡

𝑡−𝜀

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑠, 𝑦)


2
𝑑𝑧 𝑑𝑟)

< 𝐶𝜀
1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
.

(103)

Proof. For 𝑠 ∈ [𝑡 − 𝜀, 𝑡], set 𝐼𝜀(𝑠, 𝑦) = E(∫
𝑠

𝑡−𝜀
∫
R𝑑

|𝐷𝑟,𝑧𝑢(𝑠,

𝑦)|
2
𝑑𝑧 𝑑𝑟). By (102), we have

sup
(𝑠,𝑦)∈[0,𝑇]×R𝑑

𝐼
𝜀
(𝑠, 𝑦) < ∞. (104)

Recall (91). Then,

𝐼
𝜀
(𝑠, 𝑦) ≤ 2 [(𝐸∫

𝑠

𝑡−𝜀

∫
R𝑑

G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧) 𝑢 (𝑠, 𝑦)


2
𝑑𝑧 𝑑𝑟)

+ E(∫

𝑠

𝑡−𝜀

∫
R𝑑



∫

𝑠

𝑟

∫
R𝑑

G𝛼,𝛿 (𝑠 − 𝑟1, 𝑦 − 𝑥1)

× 𝐷𝑟,𝑧𝑢 (𝑟1, 𝑥1) 𝑑𝐵
𝐻

× (𝑟1, 𝑧1)



2

𝑑𝑧 𝑑𝑟)]

:≡ 2 (𝐼
𝜀,1

(𝑠, 𝑦) + 𝐼
𝜀,2

(𝑠, 𝑦)) .

(105)

Note that

𝐼
𝜀,1

(𝑠, 𝑦) = ∫

𝑠

𝑡−𝜀

∫
R𝑑

𝐸
G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧) 𝑢 (𝑠, 𝑦)



2
𝑑𝑧 𝑑𝑟

≤ ∫

𝑡

𝑡−𝜀

∫
R𝑑

G𝛼,𝛿 (𝑠 − 𝑟, 𝑦 − 𝑧)


2
𝑑𝑧 𝑑𝑟

≤ 𝐶∫

𝑡

𝑡−𝜀

(𝑠 − 𝑟)
−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
𝑑𝑟

< 𝐶𝜀
1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
,

(106)

𝐼
𝜀,2

(𝑠, 𝑦) ≤ 𝐶𝜀
1−∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
∫

𝑠

𝑡−𝜀

sup
𝑥
1
∈R𝑑

𝐼
𝜀
(𝑟1, 𝑥1) 𝑑𝑟1. (107)

Together with (105)–(107), one gets

sup
𝑦∈R𝑑

𝐼
𝜀
(𝑠, 𝑦) ≤ 𝜀

1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
+ 𝐶𝜀

1−∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)

× ∫

𝑠

𝑡−𝜀

sup
𝑥
1
∈R𝑑

𝐼
𝜀
(𝑟1, 𝑥1) 𝑑𝑟1.

(108)

Then by the Gronwall’s lemma, we get (103).

Proof of Theorem 15. In order to prove Theorem 15, by Theo-
rem 2.1.3 in Nualart [29], we only need to check that

‖𝐷𝑢(𝑡, 𝑥)‖H
1

> 0, a.s. (109)

Note that ‖𝐷𝑢(𝑡, 𝑥)‖H
1

> 0, a.s., if and only if ‖𝐷𝑢(𝑡,

𝑥)‖𝐿2([0,𝑇]×R𝑑) > 0. Hence, we only need to prove that

∫

𝑡

0

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑡, 𝑥)


2
𝑑𝑧 𝑑𝑟 > 0, a.s. (110)

In (91), we note that

∫

𝑡

0

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑡, 𝑥)


2
𝑑𝑧 𝑑𝑟 ≥ ∫

𝑡

𝑡−𝜀

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑡, 𝑥)


2
𝑑𝑧 𝑑𝑟

≥ 𝐶 (𝐽
𝜀,1

(𝑡, 𝑥) − 𝐽
𝜀,2

(𝑡, 𝑥)) ,

(111)

where

𝐽
𝜀,1

(𝑡, 𝑥) = ∫

𝑡

𝑡−𝜀

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧) 𝑢 (𝑟, 𝑧)


2
𝑑𝑧 𝑑𝑟,

𝐽
𝜀,2

(𝑡, 𝑥)

:= ∫

𝑡

𝑡−𝜀

∫
R𝑑



∫

𝑡

𝑟

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟1, 𝑥 − 𝑧1)

× 𝐷𝑟,𝑧𝑢 (𝑟1, 𝑧1) 𝑑𝐵
𝐻
(𝑟1, 𝑧1)



2

𝑑𝑧 𝑑𝑟.

(112)

Similar to the proof of (106), there exists some constant𝐶 > 0

such that

𝐸 (𝐽
𝜀,1

(𝑡, 𝑥)) ≤ 𝐶∫

𝑡

𝑡−𝜀

∫
R𝑑

G𝛼,𝛿 (𝑡 − 𝑟, 𝑥 − 𝑧)


2
𝑑𝑧 𝑑𝑟

< 𝐶𝜀
1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
.

(113)

By Lemma 17,

E (𝐽
𝜀,2

(𝑡, 𝑥))

≤ 𝐶∫

𝑡

𝑡−𝜀

𝜀
∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)

× E(∫

𝑡

𝑡−𝜀

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑟1, 𝑧1)


2
𝑑𝑧1𝑑𝑟1)𝑑𝑟

≤ 𝐶𝜀
2−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)+∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
.

(114)

Therefore, for each fixed 𝜀0 > 0,

𝑃(∫

𝑇

0

∫
R𝑑

𝐷𝑟,𝑧𝑢 (𝑡, 𝑥)


2
𝑑𝑧 𝑑𝑟 > 0)

≥ sup
𝜀∈(0,𝜀

0
)

𝑃 (𝐶 (𝐽
𝜀,1

(𝑡, 𝑥) − 𝐽
𝜀,2

(𝑡, 𝑥)) > 0)

≥ sup
𝜀∈(0,𝜀

0
)

𝑃(𝐽
𝜀,2

(𝑡, 𝑥) < 𝐶𝜀
1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
)

≥ 1 − inf
𝜀∈(0,𝜀0)

{
1

𝐶𝜀1−∑
𝑑

𝑖=1
(1/𝛼
𝑖
)
E (𝐽

𝜀,2
(𝑡, 𝑥))}

≥ 1 − inf
𝜀∈(0,𝜀

0
)

1

𝐶
𝜀
1+∑
𝑑

𝑖=1
((ℎ
𝑖
−1)/𝛼

𝑖
)
= 1.

(115)

This completes the proof of the theorem.
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6. Conclusions and Discussions

We have obtained a unique solution of the stochastic frac-
tional heat equation driven by fractional noise.The Lyapunov
exponent of the solution has been estimated. In addition, we
have discussed the Hölder continuity of the solution on both
space and time parameters.Moreover, the absolute continuity
of the solution has been obtained. Our future work will
consider its application issues in computer networks, such
as network traffic of fractional noise type passing through
network servers.
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Molecular docking methods play an important role in the field of computer-aided drug design. In the work, on the basis of the
molecular docking program AutoDock, we present QLDock as a tool for flexible molecular docking. For the energy evaluation, the
algorithm uses the binding free energy function that is provided by the AutoDock 4.2 tool. The new search algorithm combines
the features of a quantum-behaved particle swarm optimization (QPSO) algorithm and local search method of Solis and Wets
for solving the highly flexible protein-ligand docking problem. We compute the interaction of 23 protein-ligand complexes and
compare the results with those of the QDock and AutoDock programs. The experimental results show that our approach leads
to substantially lower docking energy and higher docking precision in comparison to Lamarckian genetic algorithm and QPSO
algorithm alone. QPSO-ls algorithm was able to identify the correct binding mode of 74% of the complexes. In comparison, the
accuracy of QPSO and LGA is 52% and 61%, respectively. This difference in performance rises with increasing complexity of the
ligand. Thus, the novel algorithm QPSO-ls may be used to dock ligand with many rotatable bonds with high accuracy.

1. Introduction

Computer-aided tools have wide applications in various
fields, such as biotechnology engineering, medical engineer-
ing, mathematical modeling, and electronic information [1–
4]. In the drug design field, molecular docking is a useful
tool in drug discovery and rational drug design. New drugs
can be designed efficiently by using computer-aided docking
algorithm simulations to find highly affine components that
bind well to the targeted protein [5, 6]. By doing so, the
biochemical reaction that the targetmolecule catalyzes can be
altered or prevented. In the past, drug discovery process was
very expensive and time consuming by in vitro experiments.
Now, structure-based in silico approach allows for a faster
and cheaper identification of promising drug candidates by
the virtual screening of compound databases [7].

Molecular docking has been developed with primarily
two parts varying: scoring function and searchingmethod [8,
9]. Docking methods typically use an energy-based scoring
function to identify the energetically most favorable ligand

conformation when bound to the target.The general hypoth-
esis is that lower energy scores represent better protein-
ligand bindings compared to higher energy values.Therefore,
molecular docking can be viewed as a complex combinatorial
optimization problem. The aim of combinatorial optimiza-
tion is to find the ligand-bindingmodewith the lowest energy
[10].

During the last decade, many different tools have been
used for the docking problem, such as DOCK [11], GOLD
[12], FlexX [13], and AutoDock [14]. Among these programs,
AutoDock is a well-known example of flexible docking tech-
nique. Simulated annealing [15] was originally used within
AutoDock. Later, a genetic algorithm (GA) [14] and a Lamar-
ckian genetic algorithm (LGA) [16], which incorporates a
local search, have been added. Recently, also particle swarm
optimization (PSO) [17–20] and ant colony optimization
(ACO) [21] have been proposed as search methods in the
AutoDock program. Although there exist many different
algorithms and programs, the problem is far from being
solved [22, 23]. None as of now can be viewed as offering
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a robust and accurate solution to the docking problem, even
in the context of a rigid protein receptor. In general, the
complexity of the task rises with increasing flexibility of
the molecules. For flexible docking, the number of rotatable
bonds of the side chains increases the dimension of the
search space excessively. And if parts of the receptor are
also considered to be flexible, the number of rotatable bonds
of the system will be the sum of the rotatable bonds of
ligand and receptor region; this situation should become
more complicated.

In this study, we propose a novel search method called
QPSO-ls for solving highly flexible docking problem, which
is a hybrid of quantum-behaved particle swarm optimization
(QPSO) and a local search method. In 2004, inspired by
quantummechanics and trajectory analysis of PSO [24], Sun
et al. [25] used a strategy based on a quantum delta potential
well model to sample around the previous best points and
later introduced the mean best position into the algorithm
and proposed a new version of PSO, quantum-behaved
particle swarm optimization. QPSO is a kind of probabilistic
algorithm [26]; it needs no velocity vectors for particles and
has fewer parameters to adjust. It has been proved that this
iterative equation leads QPSO to be globally convergent [27].
It has been shown to successfully solve a wide range of
continuous optimization problems. For example, it has been
used to tackle the problems of multiobjective optimization
[28], neural network training [29], bioinformatics [30], and
so on. In addition to the applications,many efficient strategies
have been proposed to improve the performance of QPSO
[31, 32]. In the study, to improve search performance, an
efficient variant of the Solis and Wets local search technique
[33] is incorporated into QPSO algorithm such that both
techniques cooperate fully with each other. Simulation results
reveal that QPSO-ls has a better convergence and a lower
docked energy thanQPSO algorithm alone.The environment
and scoring function that are used by the algorithm are
provided by AutoDock version 4.2.

The remaining part of the paper is arranged as follows.
First in Section 2 we describe the algorithms and scoring
function employed by the program for the docking problem.
Next in Section 3 we describe input data preparation and
docking protocols. The docking experimental results are
discussed in Section 4. Finally, conclusions are given in
Section 5.

2. Algorithm and Scoring Function

2.1. Quantum-Behaved Particle Swarm Optimization (QPSO)
Scheme. Quantum-behaved particle swarm optimization
(QPSO)wasmotivated by concepts fromquantummechanics
and particle swarm optimization (PSO); it is a probabilistic
optimization algorithm. In QPSO, the state of a particle is
depicted by wavefunction 𝜓( ⃗𝑥, 𝑡) instead of ⃗𝑥 and ⃗V. The
dynamic behavior of the particle is widely divergent from
that of the particle in traditional PSO systems in that the
exact values of ⃗𝑥 and ⃗V cannot be determined simultaneously.
We can only learn the probability of the particle’s appearing
in position ⃗𝑥 from probability density function |𝜓( ⃗𝑥, 𝑡)|

2,

the form of which depends on the potential field the particle
lies in. And then the probability distribution function of the
particle’s position can be calculated through the probability
density function. By employing the Monte Carlo method,
the particle’s position is updated according to the following
equation:

𝑥 (𝑡) = 𝑝 ±
𝐿

2
ln(

1

𝑢
) 𝑢 ∼ 𝑈 (0, 1) . (1)

In [25], parameter 𝐿 is evaluated by

𝐿 (𝑡 + 1) = 2 ⋅ 𝛽 ⋅
𝑝 − 𝑥 (𝑡)

 , (2)

where parameter 𝛽 is called the contraction-expansion coef-
ficient, which can be tuned to control the convergence speed
of the algorithms. Then we get the position update equation
as

𝑥 (𝑡 + 1) = 𝑝 ± 𝛽 ⋅
𝑝 − 𝑥 (𝑡)

 ⋅ ln(
1

𝑢
) . (3)

Parameter 𝐿 is the only parameter in QPSO algorithm.
The control method of 𝐿 is vital to convergence rate and
performance of the algorithm. Therefore, in the later work
[34], Sun et al. proposed a mainstream thought point to eval-
uate parameter 𝐿, the creativity of a particle. The mainstream
thought point or mean best position (mbest) is defined as the
center of gravity gbest position of the particle swarm.That is,

𝑚𝑏𝑒𝑠𝑡 =
1

𝑀

𝑀

∑

𝑖=1

𝑃𝑖

= (
1

𝑀

𝑀

∑

𝑖=1

𝑃𝑖1,
1

𝑀

𝑀

∑

𝑖=1

𝑃𝑖2, . . . ,
1

𝑀

𝑀

∑

𝑖=1

𝑃𝑖𝑑) ,

(4)

where 𝑀 is the population size and 𝑃𝑖 is the gbest position of
particle 𝑖. The value of 𝐿 is given by

𝐿 (𝑡 + 1) = 2 ⋅ 𝛽 ⋅ |𝑚𝑏𝑒𝑠𝑡 − 𝑥 (𝑡)| . (5)

Hence, the particle’s position is updated according to the
following equation:

𝑋 (𝑡 + 1) = 𝑃 ± 𝛽 × |𝑚𝑏𝑒𝑠𝑡 − 𝑋 (𝑡)| × ln(
1

𝜇
) . (6)

This equation is iterative equation of position in quan-
tum-behaved particle swarm optimization (QPSO) algo-
rithm.

The procedure for implementing the QPSO is given by
Algorithm 1.

2.2. Local Search. The local search method of Solis and Wets
was employed in this study. The method of Solis and Wets
is a stochastic heuristic for continuous parameter spaces,
which introduces a probabilistic element. Its primal purpose
is the local optimization of functions that do not provide
gradient information. Basically, the local optimization starts
by exploring a randomdirection in search space and generally
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Initialize population: random 𝑋𝑖

do
for 𝑖 = 1 to population size 𝑀

If 𝑓(𝑋
𝑖
) < 𝑓(𝑃

𝑖
) then 𝑃

𝑖
= 𝑋
𝑖
;

𝑃𝑔 = min(𝑃𝑖);
find out 𝑚𝑏𝑒𝑠𝑡 using (4);
for 𝑑 = 𝑙 to dimension 𝐷

𝑓𝑖1 = rand(0, 𝑙); 𝑓𝑖2 = rand(0, 1);
𝑝 = (𝑓𝑖1 ∗ 𝑝𝑖𝑑 + 𝑓𝑖2 ∗ 𝑝𝑔𝑑)/(𝑓𝑖𝑙 + 𝑓𝑖2);

𝑢 = rand(0, 1);
if (rand(0, 1) > 0.5)

𝑥𝑖𝑑 = 𝑝 − 𝛽 ∗ abs(𝑚𝑏𝑒𝑠𝑡𝑑 − 𝑥𝑖𝑑) ∗ (ln(1/𝑢));
else

𝑥𝑖𝑑 = 𝑝 + 𝛽 ∗ abs(𝑚𝑏𝑒𝑠𝑡𝑑 − 𝑥𝑖𝑑) ∗ (ln(1/𝑢));
endif

endfor
endfor

Until termination criterion is met.

Algorithm 1

follows this direction with random movements as long as
the objective function keeps improving. Continued improve-
ments lead to an expansion of the random search steps,
whereas continued failing narrows the search. AutoDock
adopts a LGA which is a hybrid of GA and a variant of Solis
andWets local search, and the algorithm is illustrated in detail
in [19, 33].

2.3. Hybrid Algorithm of QLDock. The landscape of energy
function contains many local minima for flexible docking,
so the performance of using only individual global search or
local searchmay be not satisfactory. By analogy to combining
GAwith LS, we combinedQPSOwith LS and applied a hybrid
algorithm to solve high flexible docking problem by proper
design to enhance advantages of both algorithms as well as
reducing their disadvantages to solve specific optimization
problem.

In the hybrid search, QPSO can globally explore promis-
ing regions with low energy; the local search modifies the
position parameters of a particle without referring to other
particles and also maintains the diversity among particles.
The local search may be applied to the particle according
to a predefined probability. Hence, the algorithm QPSO-ls
is beneficial to maintain diversity of particles and in turn
prevent premature convergence. The global search method
of QPSO and the Solis and Wets local search technique can
efficiently compensate with each other in the new QPSO-ls
hybrid algorithm. Simulation results show also that QPSO
with local search is more efficient than QPSO without local
search. A general structure of the QPSO-ls hybrid is as shown
in Algorithm 2.

2.4. Scoring Function. Search algorithms are able to quickly
generate large number of possible conformations. The pur-
pose of a scoring function is to compare the “quality” of
these possible solutions and then select best binding modes.

Initialize the population;
Random 𝑋𝑖(𝑡);
Evaluate docking energy 𝑓(𝑋𝑖);
𝑃
𝑖
(𝑡) = 𝑋

𝑖
(𝑡);

𝑃𝑔 = min𝑃𝑖;
do

for 𝑖 = 1 to population size 𝑀

Evaluate docking energy of 𝑋𝑖(𝑡 + 1) using (6);
Endfor;
Apply the Solis and Wets local search algorithm;
For 𝑖 = 1 to population size 𝑀

update 𝑃𝑖 and 𝑃𝑔;
endfor;
𝑡 = 𝑡 + 1;

Until termination criterion is met;
Return the best position 𝑃𝑔.

Algorithm 2

The scoring functions in commonuse attempt to approximate
the binding free energy for the ligand binding to the receptor;
a low energy indicates stable systemand thus a likely receptor-
ligand binding interaction.

AutoDock 4.2 [35–37] adopts a semiempirical free energy
scoring function to evaluate a docked conformation.The total
docked energy is expressed as the sum of the intramolecular
energy and the intermolecular energy of the ligand and
protein. First, the intramolecular energetics are estimated for
the transition from the unbound states to the conformation
of the ligand and protein in the bound state.Then, the second
step evaluates the intermolecular energetics of combining the
ligand and protein in their bound conformation.

The force field includes six pairwise evaluations (𝑉) and
an estimate of the conformational entropy lost upon binding
(Δ𝑆conf):

Δ𝐺 = (𝑉
𝐿−𝐿

bound − 𝑉
𝐿−𝐿

unbound) + (𝑉
𝑃−𝑃

bound − 𝑉
𝑃−𝑃

unbound)

+ (𝑉
𝑃−𝐿

bound − 𝑉
𝑃−𝐿

unbound + Δ𝑆conf) ,

(7)

where 𝑃 refers to the “protein” and 𝐿 refers to the “ligand” in
a protein-ligand docking calculation.

Each of the pairwise energetic terms is defined by the
following energy:

𝑉 = 𝑊vdw ∑

𝑖,𝑗

(

𝐴 𝑖𝑗

𝑟
12

𝑖𝑗

−

𝐵𝑖𝑗

𝑟
6

𝑖𝑗

) + 𝑊hbond ∑

𝑖,𝑗

𝐸 (𝑡) (
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12
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−
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10
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)
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𝑞𝑖𝑞𝑗

𝜀 (𝑟𝑖𝑗) 𝑟𝑖𝑗

+ 𝑊sol ∑
𝑖,𝑗

(𝑆𝑖𝑉𝑗 + 𝑆𝑗𝑉𝑖) 𝑒
(−𝑟
2

𝑖𝑗
/2𝜎
2

)
.

(8)

The first term is a typical Lennard-Jones 12-6 dispersion
repulsion interaction. The second term is a directional 12-
10 hydrogen bond potential. The third term is a screened
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Table 1: Protein-ligand complexes used for the experiments.

PDB Ligand Torsions Dimension PDB Ligand Torsions Dimension
1aaq psi 20 27 1hvr Xk2 10 17
1apt iva 19 26 1nnb dan 9 16
1epo mor 17 24 1nsd dan 9 16
1apu iva 16 23 3tmn val 7 14
1icn ola 15 22 2mcp pc 4 11
4phv vac 15 22 1abf fca 4 11
1hpv 478 14 21 1tnk pra 4 11
2ifb plm 14 21 1tnj pea 3 10
1htf g26 13 20 1gsp sgp 3 10
1phg hem 12 19 1tng amc 2 9
1cdg mal 12 19 1tnl tpa 2 9
1nsc sia 10 17 / / / /

Table 2: Comparison of docking energy and RMSD values of QLDock, QDock, and AutoDock.

PDB QLDock QDock AutoDock
𝐸inter 𝐸intra RMSD 𝐸inter 𝐸intra RMSD 𝐸inter 𝐸intra RMSD

1aaq −13.18 −3.96 1.64 −7.88 −2.75 3.90 −5.98 −2.84 2.96
1apt −11.35 −2.43 1.73 −3.72 −2.21 1.38 −7.74 −0.79 1.92
1epo −10.67 −1.54 2.64 −6.27 −4.34 3.11 −5.97 −0.21 5.13
1apu −10.25 −2.53 2.11 −6.79 −2.66 1.89 −3.03 −3.19 1.54
1icn −10.57 −0.82 1.40 −7.78 −0.48 1.94 −5.47 −0.26 3.49
4phv −15.17 −2.86 1.37 −11.67 −1.65 2.88 −10.15 −1.88 2.17
1hpv −11.25 −3.53 1.60 −5.9 −2.48 2.16 −6.03 −2.87 2.51
2ifb −9.70 −0.55 1.06 −6.87 −0.41 1.61 −10.91 −0.49 1.40
1htf −9.4 −5.09 1.64 −10.25 −2.40 3.87 −4.87 −4.04 3.09
1phg −19.23 −3.53 0.62 −16.26 −1.94 2.30 −13.5 −3.57 0.91
1cdg −7.04 −2.82 3.67 −6.1 −2.28 3.63 −9.40 1.19 3.33
1nsc −2.54 −5.49 1.58 −4.5 −2.95 2.49 −1.04 −3.83 1.65
1hvr −14.79 −3.64 0.95 −8.18 −2.72 1.81 −10.7 −4.28 0.78
1nnb −3.68 −3.72 1.96 −3.66 −1.67 1.12 −3.82 −1.98 1.03
1nsd −6.14 −2.97 1.75 −3.68 −2.82 1.16 −4.24 −2.28 2.21
3tmn −7.69 −1.86 4.15 −2.40 −2.50 4.20 −6.52 −1.03 6.47
2mcp −4.08 −1.00 2.38 −3.17 −1.04 1.50 −2.39 −0.74 1.92
1abf −6.91 −0.96 0.78 −5.62 −0.89 0.36 −6.85 −1.20 0.61
1tnk −7.09 −0.09 0.63 −5.57 0.05 1.93 −7.38 −0.12 0.82
1tnj −6.51 −0.06 1.10 −6.10 −0.09 1.31 −6.34 −0.08 0.91
1gsp −6.99 −1.10 1.69 −3.52 −0.65 4.01 −7.35 −0.51 1.79
1tng −6.95 0.04 0.96 −5.85 0.01 0.98 −6.62 0.02 0.99
1tnl −6.90 −0.12 0.59 −4.14 −0.12 2.25 −6.95 −0.12 0.72

Coulombic electrostatic potential. The final term is a des-
olvation potential based on the volume of atoms (𝑉) that
surround a given atom and shelter it from solvent.

3. Data Preparation and Parameter Setting

3.1. Data Preparation. Theprepared protein and ligand struc-
tureswere saved in the PDBQTfile formatwith theAutoDock
version 4.2. All the following procedures were performed

using AutoDock Tools. First, the protein input files were
obtained according to the AutoDock manual: (1) remove
water molecules and metal ions not belonging to the binding
site first; (2) repair residues with missing atoms; (3) add
hydrogen atoms, assign partial charges, and merge nonpolar
hydrogen atoms; and (4) assign solvent parameters. Then,
the ligand input files also follow the AutoDock manual: (1)

extract the coordinates of ligand atoms from the PDB file;
(2) add hydrogen to all atoms and assign partial charges; and
(3) define rigid root and torsions of the ligand. The program
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Figure 1: Convergence performance of the lowest docking energy for 1aaq, 1icn, 1hvr, and 1abf during the optimization process.

AutoGrid was used to calculate energy grid maps. A default
grid size of 60 × 60 × 60 points with a spacing of 0.375 Å was
applied, which corresponds to a cube with an edge length of
22.5 Å.

3.2. Experiment Parameter Setting. The 23 protein-ligand
complexes that are used for the computational experiments
are listed in Table 1. In AutoDock, the solution representation
consists of a vector specifying the position and orientation
of the ligand and the arrangement of its rotatable bonds. For
describing the orientation of a ligand, a quaternion (defined

by a unit vector and a rotation around that vector) is used.
Hence, a solution of docking needs to optimize 7 + ntor
parameters: 3 for the position, 4 for the orientation, and ntor
for the number of rotatable bonds in the ligand.

The docking experiments were performed on the same
computer. All methods use the same protein coordinate and
start with exactly the same initial location, conformation,
and orientation of the ligand. Each docking experiment has
been repeated 30 times. The initial population was set to
50 individuals; maximum number of energy evaluations was
2.5 × 105; maximum number of generations was 27,000. The
local search was based on the Solis and Wets local search.
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Figure 2: Comparison of the RMSD values with respect to three various algorithms for all instances.

The probability of performing local search on individual was
0.06; the iterations of Solis and Wets local search were 300.
The other parameters provided by the default setting were the
same as in AutoDock.

4. Results

To compare the performance of the docking problem, we
applied the same parameter settings for all algorithms. For the
evaluation of each complex, we recorded the docking energy,
root mean square deviation (RMSD), running time, and the
total number of scoring function evaluations in all docking
runs. We rewrote the AutoDock program using C++ under
Linux. The docking tests run on an Intel Pentium dual core
3.0GHz PC with 2G memory. The OS is Red Hat Enterprise
Linux.

4.1. Evaluation of Docking Energy. To investigate the effi-
ciency of the hybrid algorithm of QPSO-ls, 30 independent
docking experiments were performed for QLDock, QDock,
and AutoDock. Optimization algorithms are guided only
by energy function; their search ability can be evaluated in
terms of docked energy. Table 2 shows the results of the best
docking energy and RMSD value of 30 docking runs using
three algorithms. We chose 23 protein-ligand complexes to
cover a wide range of ligands differing in their flexibility;
the dimension of the search space ranges from 7 (2 rotatable
bonds) to 27 (20 rotatable bonds). Since molecular docking
simulation methods rely on the assumption that a lower
binding energy of the predicted complex is closer to the
native state, as can be seen in Table 2, QPSO-ls obtained the
lowest energies for 19 out of 23 complexes. For highly flexible
ligands with torsions >10, the energies obtained by QPSO-ls
are much lower than those of LGA, except for the complex

2ifb with plm. The RMSD values obtained by QPSO-ls were
also smaller than those of the LGAs, except for 1apu. For
the complexes with less flexible ligands, the differences of
both docked energy and RMSD between the three methods
are not significant. The docking energy and RMSD obtained
by QPSO-ls are considerably better than those returned by
QPSO and LGA, for instance, especially for highly flexible
docking. Also, it has been shown that the QPSO-ls performs
very well compared to the common algorithm of QPSO.

In Figure 1, the docking energy of the best solution of 30
docking runs is shown for three algorithms. In the case of the
structure 1aaq, the ligand psi has 20 rotatable bonds resulting
in a dimension search space of 27 and represents a challenge
for flexible docking. In QPSO-ls algorithm, the application
of the local search strategy is advantageous resulting in a
pose with binding energy = −17.14 kcal/mol and an RMSD
value of 1.64 Å. In comparison, the value of QPSO’s binding
energy =−10.63 kcal/mol andRMSD=3.90 Å and the value of
LGA’s binding energy = −8.82 kcal/mol and RMSD = 2.96 Å,
respectively.

Moreover, QPSO-ls finds this ligand complex with lower
binding energy after approximately 140,000 computing steps
in comparison to 150,000 computing steps found by the LGA.
It shows that QPSO-ls had better convergence performance
than LGA, which also employs a local search strategy. The
average execution time of QPSO-ls per independent run was
27.53 s, while that of LGA was 25.69 s. The execution time of
QPSO-ls was slightly greater than that of LGA using the same
number 250,000 of function evaluations.

For the complexes with less flexible ligands, the evolu-
tion of the lowest energy among the individuals through
generations displays a similar behavior for three algorithms,
and the algorithm converges very rapidly to lower energies.
In most of the cases, the lowest energy is reached almost
after 70000 computing steps and remains stable after that for
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Figure 3: The docked ligand conformation with the lowest energies for 1aaq, 1hvr, and 1abf (from top to bottom). The native conformations
(shown in green) and the predicted conformations (shown inmagenta) are represented by sticks and balls. (a) QPSO-ls of QLDock. (b) QPSO
of QDock. (c) LGA of AutoDock.
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the 1abf/fca complexes. Similar results are obtained also for
other less flexible ligands.

For the complexes with more than 15 rotatable bonds,
the algorithm QPSO-ls is able to find conformations with
much lower binding energies than QPSO and LGA. In this
situation, QPSO and LGA lose the diversity in the population
quickly and converge in some local optima. Moreover, the
results show that the good performance of QPSO-ls with
respect to QPSO is due to the concept of local search during
the optimization, which can help to escape local minima.
Although the local search procedure of QPSO-ls algorithm
is computationally more demanding, the chance to find the
optimum is higher. Consequently, this algorithm should be
well suited for docking of ligands with many rotatable bonds.

4.2. Comparison of Docking Accuracy. To assess the docking
accuracy of three programs, the root mean square deviation
(RMSD) value with respect to the reference structure was
chosen as a measure for the quality of the prediction. RMSD
can be calculated using the following formula:

RMSD = √
1

𝑁

𝑁

∑

𝑖=1

𝛿
2

𝑖
, (9)

where 𝑁 is the total number of atoms in the molecule and 𝛿

is a distance between each pair of corresponding atoms. The
RMSD value of 2 Å is used as a cutoff value. Poses closer to
the experimentally determined structure (with RMSD lower
than 2 Å) are considered sound.

Figure 2 presents the plots of the RMSD values derived
by QLDock and two other docking programs versus cor-
responding protein-ligand complexes. A prediction of a
binding mode is considered successful if the RMSD is below
2 Å. As can be seen from Figure 2, the QPSO-ls algorithm
of QLDOCK predicts the protein-ligand complexes correctly
in 74% of the cases, which is the highest percentage of all
docking programs applied. The QPSO algorithm of QDOCK
was successful in 52% of the cases and AutoDock in 61%.
In 12 of 23 cases, QLDock provides also the lowest RMSD
value of all docking programs investigated with an RMSD
below 2.0 Å, as three programs employ the same docking
function, which indicates the superior sampling efficiency of
the QPSO-ls algorithm.

Comparing the performance of algorithm with respect to
the flexibility of a ligand, we divided the investigated com-
plexes into two classes depending on the number of rotatable
bonds of the ligand: when the rotatable bond is more than
five, ligand is regarded as highly flexiblemolecule. As listed in
Table 1,QLDockpredicts highly flexible ligands verywell with
an average RMSD value of 1.65 Å. The average RMSD values
are 2.25 Å and 2.10 Å for QPSO and LGA docking programs,
respectively. We can observe that better results are obtained
for mean RMSD in the case of rotatable bond >10. On the
contrary, this confirms again the applicability of the QPSO-
ls algorithm for an efficient sampling in high-dimensional
search spaces.

In Figure 3(a)1aaq, we present results for the 1aaq/psi pro-
tein-ligand complex which show that the QLDock method

gives very useful insights into possible docking paths. The
3D visualization of the docking state as computed by QPSO
and LGA for the 1aaq/psi suggests that the ligand could be
undocked in suitable position; the aromatic ring of psi is
misplaced as demonstrated in Figures 3(b)1aaq and 3(c)1aaq.
Only QPSO-ls did find its suitable binding pose; its RMSD is
1.64 Å. In Figure 3 bottom fca was docked into the active site
of 1abf by three algorithms, and the resultant binding poses
were superposed with their binding poses in the X-ray crystal
structures of fca complexes. For instance, the three results are
all docked into the 1hvr active site in an acceptable accuracy;
the values of RMSDwere 0.95 Å, 1.81 Å, and 0.78 Å for QPSO-
ls, QPSO, and LGA, respectively. This demonstrates that the
QPSO-ls results are much better than that of other docking
programs in handling complex docking problems.

5. Conclusion

A QPSO-ls algorithm for the molecular docking problem
was presented in this paper. We evaluated its performance
by a series of experiments using 23 complexes. The proposed
algorithm uses the energy evaluation function of the well-
known tool AutoDock 4.2. To ensure the preservation of
diversities of the particles and prevent the convergence
procedure from prematurity, a local search strategy has
been implemented. Although the number of computing
steps needed to reach convergence increases, the QPSO-ls
algorithm clearly outperforms the QPSO algorithm and the
default LGA in terms of docked energy, convergence per-
formance, robustness, and accuracy of the high-dimensional
molecular docking problem. As demonstrated above, these
results indicate also that successful identification of binding
modes might be further improved by combining the results
frommultiple programs, and theQPSObased program seems
to be excellent approach and alternative to solve the flexible
docking problem in molecular docking.
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Analyzing complex system with multimodal data, such as image and text, has recently received tremendous attention. Modeling
the relationship between different modalities is the key to address this problem. Motivated by recent successful applications
of deep neural learning in unimodal data, in this paper, we propose a computational deep neural architecture, bimodal deep
architecture (BDA) for measuring the similarity between different modalities. Our proposed BDA architecture has three closely
related consecutive components. For image and text modalities, the first component can be constructed using some popular feature
extraction methods in their individual modalities.The second component has two types of stacked restricted Boltzmannmachines
(RBMs). Specifically, for image modality a binary-binary RBM is stacked over a Gaussian-binary RBM; for text modality a binary-
binary RBM is stacked over a replicated softmax RBM. In the third component, we come up with a variant autoencoder with a
predefined loss function for discriminatively learning the regularity between different modalities. We show experimentally the
effectiveness of our approach to the task of classifying image tags on public available datasets.

1. Introduction

Recently, there is a growing demand for analyzing the
complex systems with great number of variables [1, 2], such as
multimodal data with image and text, due to the availability
of computational power and massive storage. For one thing,
information often naturally comes in multiple modalities of
a large number of variables. For example, a travel photo
shared on the website is usually tagged with somemeaningful
words. For another, analyzing those heterogeneous data of
great number of variables frommultiple sources could benefit
different modalities. For instance, speaker’s articulation and
muscle movement can often aid in disambiguating between
speeches with similar phones.

During the past few years, motivated by the biological
propagation phenomena in distributed structure of human
brain, deep neural learning has received considerable atten-
tion from the year of 2006. These deep neural learning
methods are proposed to learn hierarchical and effective
representations to facilitate various tasks with respect to
recognizing and analyzing in complex artificial system. Even

with only a very short development, deep neural learning has
achieved great success in some tasks of modeling the single
modal data, such as speech recognition systems [3–6] and
computer vision systems [7–12], to name a few.

Motivated by the progress in deep neural learning, in
this paper, we endeavor to construct a computational deep
architecture for measuring the similarity between modalities
in complex multimodal system with a large number of
variables. Our proposed framework, bimodal deep archi-
tecture (BDA), has three closely consecutive components.
For images and text modalities, the first component can be
constructed by some popular feature extraction methods in
each individual modality. The second component has two
types of stacked restricted Boltzmann machines (RBMs).
Specifically, for image modality a Bernoulli-Bernoulli RBM
(BB-RBM) is stacked over an RBM; for text modality a BB-
RBM is stacked over a replicated softmax RBM (RS-RBM). In
the third component, we come up with a variant autoencoder
with a predefined loss function for discriminatively learning
the regularity hidden within modalities.
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It is worthwhile to highlight several aspects of the BDA
proposed in this paper.

(i) In the first component of the BDA, for image modal-
ity, threemethods are utilized in our setting.However,
we could explore more feature extraction methods.

(ii) In the second component of the BDA, we stack two
RBMs for each modality. In theory, we could stack
more RBMs to make a more effective representation.

(iii) In the third component of the BDA, motivated by
the deep neural architecture, we come up with a
loss function to keep small distance for semantically
similar bimodal data and to generate large distance for
semantically dissimilar ones.

(iv) Thework in this paper primarily focuses on the image
and text bimodal data. However, the BDA presented
here can be naturally extended to other different
bimodal data.

The remainder of this paper is organized as follows.
Section 2 describes and discusses the related work. Section 3
presents our deep architecture and its learning algorithm.
Section 4 introduces the datasets, describes the other two
methods for comparisons, and reports the experimental
results. Finally Section 5 draws the conclusion and discusses
the future work.

2. Related Work

There have been several approaches to learning from cross
modal datawithmany variables. In particular, Blei and Jordan
[13] extend latent Dirichlet allocation (LDA) by mining the
topic-level relationship between images and text annotations.
Xing et al. [14] build a joint model to integrate images and
text, which can be viewed as an undirected extension to
LDA. Jia et al. [15] proposes a combination of the undirected
Markov random field and the directed LDA. However, this
type of models with a single hidden layer is unable to obtain
efficient representations because of the complexity of images
and text.

Recently, motivated by deep neural learning, Chopra et
al. [16] propose to learn a function such that the norm in the
embedded space approximates the semantic distance. This
learned network, however, keeps only half of the structure
and only fits for unimodal data. Ngiam et al. [17] use a deep
autoencoder for vision and speech fusion. Srivastava and
Salakhutdinov [18] develop a deep Boltzmann machine as a
generative model for images and text. However, these two
works focus on cross modal retrieval but not the similarity
metric.

Another line of research focuses on bimodal semantic
hashing, which tries to represent data as binary codes.
Subsequently, Hamming metric is applied for the learned
codes as the measure of similarity. McFee and Lanckriet [19]
propose a framework based on multimodal kernel learning
approaches. However, this framework is limited to linear
projections. Most similar to our work, Masci et al. [20]
propose a framework based on the neural autoencoder

to merge multiple modalities into a single representation
space. However, this framework can only be used for labeled
bimodal data.

3. BDA for Cross Modal Similarity

The main idea of our deep framework is to construct hier-
archical representations of bimodal data. This framework,
as shown in Figure 1, has three closely consecutive compo-
nents. In the first component, the low-level representations
by classical single-modal methods for these two types of
data are obtained, respectively. For images, the features are
extracted by four descriptors in MPEG-7, and gist features
are combined to form the low-level representations. For tag
words, the typical bag-of-words (BOW) model is used for
low-level representations.

In the second component, the low-level representations
usually with different dimensions for image and tag words
are distilled to form the mid-level representations using two
stacked restricted Boltzmannmachines (RBMs), respectively.
The first layer RBMs, a Gaussian RBM for low-level represen-
tation of the images and a replicated softmax for those of text,
are adopted mainly for normalizing these bimodal data with
the same output units. The second layer RBMs, two binary
RBMs, are used for expecting more abstract representations.

In the third component, we propose a variant of autoen-
coder for learning the high-level semantic similar/dissimilar
representations of these bimodal data. The details of this
network are described in Section 3.3. All numbers in the
boxes are the number of neurons used in each layer. The
detailed description of each component is presented in the
following sections.

In the training stage, a collection of pairs of image and
text is presented to the system. As a result, by our learning
algorithm the system could learn the neural connection
weights. In the test stage, a new pair of bimodal data is
shown to the learned system such that we can obtain the
similarity/dissimilarity between the pair of unseen data.

3.1. Obtaining Basic Representations. Different unimodal
data, such as images or text, usually have different methods
to extract the representative features. We use these extracted
features as our basic representations. For image modality
some popularmethods, such asMPEG-7 and gist descriptors,
can be used. Gist represents the dominant spatial structure of
a scene by a set of perceptual dimensions, including natural-
ness, openness, roughness, expansion, and ruggedness.These
perceptual dimensions can be estimated using spectral and
coarsely localized information.

One part of MPEG-7 is a standard for visual descriptors.
We use four different visual descriptors defined in MPEG-7
for image representations: color layout (CL), color structure
(CS), edge histogram (EH), and scalable color (SC). CL is
based on spatial distribution of colors and is obtained by
applying the DCT transformation. CS is based on color
distribution and local spatial structure of the color. EH is
based on spatial distribution of edges. SC is based on the



Mathematical Problems in Engineering 3

Code layer

Advanced level

1024 1024

1024 1024

1024 1024

1024 1024

BB-RBM BB-RBM

1704

1704

4000

4000
Decoder Decoder

BoWMPEG-7
gist 512 512

Bus red bus

RS-RBM
Double two-
story decker Encoder Encoder
Windows
Windshield

GB-RBM

Wet ground

Basic level Intermediate level

Figure 1: A deep framework is used for measuring the similarity of cross modal data such as images and text. From left to right, first, the
classical methods for each modality could be used to extract basic modality-specific features. For example, we use MPEG-7, Gist, and some
known features descriptors for images; we use bag-of-words model for tags. Second, for each modality two RBMs are stacked for extracting
intermediate modality-specific features. For images, we stack a binary RBM over a Gaussian RBM; for text, we stack a binary RBM over a
replicated softmax. Third, an autoencoder with similar constraint is used for extracting similar presentations. The number in each box is the
neurons adopted in this layer.

color histogram in HSV color space encoded by a Haar
transformation.

For text modality, we use the classical bag-of-words
model for its basic representations. A dictionary of 𝐾 high-
frequency words is built from all the words in the database.
Then, each tag can be represented as a multinomial variable.
Conveniently, 1-of-𝐾 coding scheme is adopted. Thus, the
tags of an image could be represented as a vector with 𝐾

one/zero elements, in which each element stands for whether
the tag is in the dictionary or not. For tags in the dictionary,
they are encoded as 1s, and vice versa.

3.2. Learning Intermediate Representations

3.2.1. Modeling Binary Data. For binary data, as in the second
layer of the second component in our framework, we use
RBMs for modeling them. An RBM [21] is an undirected
graphical model with stochastic binary units in the visible
layer and the hidden layer but without connections between
units within these two layers. Given that there are 𝑛 visible
units k and 𝑚 hidden units h, and each unit is distributed
by Bernoulli distribution with logistic activation function
𝜎(𝑥) = 1/(1 + exp(−𝑥)), we then define a joint probabilistic
distribution 𝑝 over the visible units k and hidden units h

𝑝 (k, h) = 1

𝑍
exp (−𝐸 (k, h)) , (1)

in which 𝑍 is the normalization constant and 𝐸(k, h) is the
energy function defined by the configurations of all the units
as

𝐸 (k, h) = −

𝑛

∑

𝑖=1

𝑚

∑

𝑗=1

𝑤𝑖𝑗V𝑖ℎ𝑗 −
𝑛

∑

𝑖=1

𝑏𝑖V𝑖 −
𝑚

∑

𝑗=1

𝑐𝑗ℎ𝑗. (2)

Here,𝑤𝑖𝑗 is the connection weight between the 𝑖th visible unit
with state V𝑖 and the 𝑗th hidden unit ℎ𝑗 with state V𝑗. And the

two parameters, 𝑏𝑖 and 𝑐𝑗, are biases for the 𝑖th visible unit and
the 𝑗th hidden unit, respectively.

3.2.2. Modeling Real-Valued Data. We model the image
features with real-valued data, as in the first layer of the
second component in our framework, using Gaussian RBM.
It is an extension of the binary RBM replacing the Bernoulli
distribution with Gaussian distribution for the visible data
[22].The energy function of different configurations of visible
units and hidden ones is

𝐸 (k, h) = −

𝑛

∑

𝑖=1

𝑚

∑

𝑗=1

𝑤𝑖𝑗

V𝑖
𝜎𝑖

ℎ𝑗 +

𝑛

∑

𝑖=1

(V𝑖 − 𝑏𝑖)
2

2𝜎
2

𝑖

−

𝑚

∑

𝑗=1

𝑐𝑗ℎ𝑗, (3)

in which 𝜎𝑖 is the variance of the Gaussian distribution of
𝑖th visible unit. And we usually set the variances 𝜎𝑖 equal
to one for all visible units. Except the variance 𝜎𝑖, the other
parameters in the above equation have the same meanings as
those in (2).

3.2.3. Modeling Count Data. For the text features with count
data, as in the first layer of the second component in
our framework, we use replicated softmax model [23] for
modeling these sparse vectors. The energy function of the
date configurations is defined as follows:

𝐸 (k, h) = −

𝑛

∑

𝑖=1

𝑚

∑

𝑗=1

𝑤𝑖𝑗V𝑖ℎ𝑗 −
𝑛

∑

𝑖=1

𝑏𝑖V𝑖 −𝑀
𝑚

∑

𝑗=1

𝑐𝑗ℎ𝑗, (4)

where 𝑀 is the total number of words in a document. And
the other parameters in the above equation have the same
meanings as those in (2). Note that this replicated softmax
model can be interpreted as an RBM model that uses a
single visible multinomial unit with support 1, . . . , 𝐾 which
is sampled𝑀 times.
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In the second component of our framework, for each
modality we stack two RBMs to learn the intermediate repre-
sentations. These two-layer stacked RBMs can be trained by
the greedy layer-wise training method [24, 25]. And we can
efficiently learn all the above three kinds of RBMs by using
the contrastive divergence (CD) approximation [26].

3.3. Learning Advanced Representations. In the third compo-
nent of our framework, we propose a special type of autoen-
coder for bimodal representations to learn the similarity. As
shown in the rightmost of Figure 1, this autoencoder consists
of two subnets, in which each subnet is fully connected
perceptron. And these two networks are connected by some
predefined similaritymeasure on the code layer. By designing
a proper loss function from energy-based learning paradigm
[27], we could learn the similar representations of these two
bimodalities.

Formally, we denote the mapping from the inputs of
two subnets to the code layers as 𝑓(𝑝;W𝑓) and 𝑔(𝑞;W𝑔),
in which 𝑓(⋅) is for the image modality and 𝑔(⋅) is for
the text modality. Here, 𝑝 and 𝑞 denote one intermediate
representation for image and one intermediate representation
for a given tag. AndWdenotes theweight parameters in these
two subnets. The subscripts 𝑓 and 𝑔 of the weightW denote
the corresponding twomodalities, respectively.We define the
compatibility measure between 𝑖th pair of image 𝑝𝑖 and its
given tags 𝑞𝑖 as

𝐶 (𝑝𝑖, 𝑞𝑖;W𝑓,W𝑔) =

𝑓 (𝑝𝑖;W𝑓) − 𝑔 (𝑞𝑖;W𝑔)

2
, (5)

where ‖ ⋅ ‖2 is theL2 norm.
To learn the similar representations of these two modal-

ities for one object, we come up with a loss function given
input𝑝𝑖, 𝑞𝑖, and a binary indicator𝛿with respect to the inputs.
In our settings, the indictor variable 𝛿 equals one if the tag
words 𝑞𝑖 correspond to the image 𝑞𝑖, and the indictor variable
𝛿 equals zero otherwise. To simplify the notationwe group the
network parametersW𝑓 andW𝑔 into one parameterΘ. As a
result, we define the loss function ℓ on any pair of inputs 𝑝𝑖
and 𝑞𝑖 as

ℓ (𝑝𝑖, 𝑞𝑖, 𝛿; Θ) = 𝛼 (ℓ𝑓 (𝑝𝑖;W𝑓) + ℓ𝑔 (𝑞𝑖;W𝑔))

+ (1 − 𝛼) ℓ𝑐 (𝑝𝑖, 𝑞𝑖, 𝛿; Θ) ,

(6)

where

ℓ𝑓 (𝑝𝑖;W𝑓) =
𝑝𝑖 − 𝑝𝑖



2

2
, (7a)

ℓ𝑔 (𝑞𝑖;W𝑔) =
𝑞𝑖 − 𝑞𝑖



2

2
, (7b)

ℓ𝑐 (𝑝𝑖, 𝑞𝑖, 𝛿; Θ) = 𝛿𝐶
2
+ (1 − 𝛿) exp(−𝜆𝐶). (7c)

Here, the total loss comprises of three parts. The first two
losses ℓ𝑓 and ℓ𝑔 are caused by data reconstruction errors
for the given inputs (an image and its tags) of two subnets,
while the third loss ℓ𝑐(𝑝𝑖, 𝑞𝑖, 𝛿; Θ), called the contrastive loss,
is incurred by whether the image and tags are compatibility
or not in two different situations indicated by 𝛿. And ‖ ⋅ ‖2

in (7a) and (7b) denotes the L2 norm. The 𝑝𝑖 in (7a) is the
construction representation of the input image 𝑝𝑖, and the 𝑞𝑖
in (7b) is the construction representation of the input text 𝑞𝑖.
𝜆 in (7c) is a constant, which depends on the upper bound of
𝐶(𝑝𝑖, 𝑞𝑖; Θ) on all training data. The constant 𝛼 (0 < 𝛼 < 1)

in the total loss function (6) is a parameter used to trade off
between two groups of losses, the reconstruction losses, and
the compatibility loss.

By the standard backpropagation algorithm [28] we
can learn the connections weights among neurons in this
autoencoder. During learning, the two subnets are coupled
at their code layer with the similarity measure. After being
learned, the two subnetworks will have different parameters
even if they have the same architecture. As a result, the codes
for new inputs can be obtained using the learned network
parameters.

To summarize, by the above three consecutive compo-
nents we can learn the similarity metric for bimodal data.

4. Experiments and Results

We evaluate our proposed method for the task of image
annotation selection compared with multilayer perceptron
(MLP) with two hidden layers and canonical correlation
analysis (CCA) with RBMs as a benchmark method on two
publicly available datasets.

In the following sections, wewill describe the two datasets
used, our experimental settings, and the evaluation criteria.
Moreover, we report and discuss our experimental results.

4.1. Datasets and Preprocessing. The two datasets used in
our experiments are the Small ESP Game dataset [29] and
the multimodal learning challenge 2013 (MLC-2013) dataset
[10]. The ESP dataset, briefly known as ESP, was created by
Luis von Ahn using crowdsourcing efforts of ESP online
players from different locations. Specifically, the ESP consists
of 100,000 labeled images with the corresponding labeled
tags. The images in the ESP have a variety of sizes; the tags
are influenced by the game format. Note that each image in
the ESP only has the correct tag words. Some examples from
the ESP are shown in Figure 2. The ESP dataset is available at
http://www.cs.cmu.edu/∼biglou/resources/.

The MLC-2013 dataset, briefly known as MLC, was cre-
ated by Ian J. Goodfellow for the workshop on representation
learning at International Conference on Machine Learning,
ICML 2013. Specifically, the MLC consists of 1,000 manually
labeled images, which were obtained by Google image search
queries for some of the most commonly used words in the
ESP. And for each image, two labels are given; one fits better
than the other. The labels were intended to resemble those
in the EPS. For example, they include incorrect spellings
that were common in the EPS. Some examples from the
MLC are shown in Figure 3. The MLC dataset is available at
http://www-etud.iro.umontreal.ca/∼goodfeli/mlc2013.html.

In all our experiments, we use the ESP as the training
set and the MLC as the test set. In addition, we note that
each image in the ESP involves a unique group of tags; we
must firstly construct the counterpart group of tags for each
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Figure 2: Examples from the ESP dataset. The top is images and the bottom is their corresponding group of tag words. See text for more
details.
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Figure 3: Two examples from theMLC dataset. Each one shows the
image and its two tags.Thewords in sky blue box are from its original
tag, and the words in carnation box are from the generated one.

image in the ESP. Therefore, in order to train our system, we
automatically generate an incorrect counterpart for word tags
of each image in the ESP. This can be achieved by randomly
choosing one from all the correct tag words of the rest of the
images, while ensuring that each of the tag words occurs only
one time. That is our preprocessing procedure.

4.2. Settings of Our BDAMethod. In this section, we describe
the settings in our experiments, including the details of
feature extraction methods in the first component and the
neurons configurations in the second and third components.

In the first component, for image modality, three popular
methods are adopted. The first group of features is obtained
by the following steps: (1) preprocess images using local
contrast normalization [30]; (2) train a 𝐾-means dictionary
on patches of ESP; (3) extract soft threshold features [31]
from all image patches and then downsample using local
max pooling; (4) train a 𝐾-means dictionary on patches of
these𝐾-means feature maps; (5) extract a second layer of soft
threshold features, using global max pooling to make a “bag
of visual words” (BOVW) feature vector for each image.

The second group of features is obtained by MPEG-7
visual descriptors. We use 192 coefficients of DCT transfor-
mation for Cl, 256 coefficients form for CS, fixed 80 coeffi-
cients for EH, and 256 coefficients form for CS. The software
module based on the MPEG-7 Reference Software (available
at http://www.cs.bilkent.edu.tr/∼bilmdg/bilvideo-7/Software
.html) permits obtaining all four different descriptors. Thus,
we obtain the features of MPEG-7 descriptors with the size of
784.

The third group of features is obtained by gist descriptor.
The package used in our paper is available at http://people
.csail.mit.edu/torralba/code/spatialenvelope/ for download-
ing. Through all the three groups of features, each image is
represented as a vector of 1704 dimensions. More specifically,
this image representation is composed of the leading 408
dimensions from BOVW, the middle 784 dimensions from
MPEG-7, and the last 512 dimensions from gist features.

For text representation we use bag-of-words model. In
our experiments, a dictionary of 4000 high-frequency words
is built from all the tag words of ESP. Thus, each tag is
represented as a vector with 4000 one/zero elements.

In the second component, we use the neurons configu-
ration of 1704-1024-1024 for image modality and of 4000-
1024-1024 for text modality.That is, Gaussian-Bernoulli RBM
has the 1704 visible neurons and 1024 hidden neurons. The
replicated softmax has 4000 visible neurons and 1024 hidden
neurons. And the two Bernoulli RBMs in the above layers
in the intermediate representations have 1024 visible neurons
and 1024 hidden neurons.

In the third component, we use the neurons configuration
of 1024-512 both for image modality and text modality. That
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is, the autoencoders in the advanced representations for both
modalities have 1024 visible neurons and 512 hidden neurons.

As for the parameters, we illustrate the method for
setting the parameter 𝛼 in the following section. We have
mentioned that the parameter 𝜆 depends on the upper bound
of 𝐶(𝑝𝑖, 𝑞𝑖; Θ) on all training data in the previous section.
Practically, we repeated several experiments with different
values for choosing this parameter. Then, the value of 0.1 is
set for this parameter.

4.3. Settings of Benchmark Methods. For comparison of two
benchmark methods, MLP with two hidden layers and CCA
with RBMs are used in our experiments. Next, we describe
the details of these two methods.

The MLP is a popular supervised learning model in
artificial neural networks system [32]. In our experiments,
we use the neural structure proposed in [10]. This network
has the following structure. The input layer of this network is
the basic representation for the image modality. Two hidden
layers with the same number of neurons are utilized. The top
layer is the basic representation for the text modality. To be
specific, we set the input layer of the MLP system to have
1704 neurons and the output layer to have 4000 neurons.
And each of two hidden layers has 1024 neurons. And all the
neurons in this MLP have logistic activation function. This
MLP system is graphically depicted in Figure 4. To test an
unseen image, we first use the preprocessingmodules outside
the dashed box to obtain the bimodal representations. Then,
using the learned system,we can obtain the output as the basis
for judging the better fitting tag words. The idea behind this
design is to model the nonlinear mapping directly from the
image modality to the text modality. Note that, unlike the
traditional MLP, the MLP used in our experiments has two
hidden layers. And this MLP with multiple hidden layers can
be seen as a kind of deep neural architecture, which would
benefit the nonlinearly semantic mapping from onemodality
to the other.

The CCA [33, 34] is a multivariate statistical model that
facilitates the study of linear interrelationships between two
groups of variables. More specifically, given a pair of data
𝑝 and 𝑞, the CCA attempts to discover matrices 𝑈 and
𝑉 such that 𝑈𝑝 and 𝑉𝑞 have maximum correlations. The
first 𝑑 canonical components of 𝑈 and 𝑉 could be used
for projecting an unseen pair of data into a 𝑑-dimensional
space. The CCA-based system for modeling the relationship
between multimodal data achieves the state-of-art perfor-
mance in analyzing numerous cross modal tasks. To name
a few, recent work [17, 35, 36] shows the strength of CCA
system. Therefore, we adopt a CCA system as one of our
benchmark systems.

In the CCA system, the two groups of variables are modal
representations. One group of input of the CCA system is the
basic representation for the image modality. The other is the
replicated softmax RBM representation based on the BOW
model. Then, the CCA is applied for these two quantities.
To be specific, we set the image representation to have 1,704
neurons. And a replicated softmax RBM is used with an input
of 4,000 neurons and output of 1,024 neurons. The canonical

1024

1024

1024

1704

4000

BoW

MPEG-7
gist

Bus red bus
Double two-
story decker
Windows
Windshield
Wet ground

RS-RBM

Figure 4: The MLP system used in our experiments. In the lower
right corner, an image is represented using MPEG-7 and gist
descriptors forming a vector with 1,704 neurons. And in the upper
right corner, the corresponding tag words are first represented using
the BOWmodel. Furthermore, a replicated softmaxRBMwith 4,000
visible neurons and hidden 1,024 neurons is adopted to learn a text
representation. Finally, in the dashed box, from the bottom to the
top, anMLPwith two hidden layers is designed to learn themapping
from image modality to text modality.

components 𝑑 in CCA is set as 1,024. This CCA system is
graphically depicted in Figure 5. To test an unseen image,
we first use the preprocessing modules outside the dashed
box to obtain the bimodal representations. Then, using the
learned mapping, we can obtain the output as the basis for
judging the better fitting tagwords.TheCCA code is available
at http://davidroihardoon.com/Professional/Code.html.

4.4. Evaluation Criteria. The performance of predictions
of a classifier is evaluated based on the accuracy. Here,
the accuracy is, for simplicity, defined as the area under
the receiving operating curve (ROC). The adoption of this
accuracy is motivated by two facts. One is its successful
application on evaluating binary classifiers [37]. The other is
the encouragement by the builder of the MLC dataset [10].
Next, we will describe the definition and its computation of
the accuracy used for evaluating these models.

Often used for evaluating binary classifiers, the ROC is a
plot of false positive rate𝑈1(𝑡) at a decision threshold 𝑡 on the
𝑥-axis against true positive rate 𝑈0(𝑡) at 𝑡 on the 𝑦-axis. And
the subscript for 𝑈 denotes the corresponding class. Given
the score output of a classifier, an instance is classified as the
positive class if the score is greater than the decision threshold
𝑡 or as the negative otherwise. Note that these two quantities
𝑈1(𝑡) and 𝑈0(𝑡) will be monotonically nondecreasing with
increasing 𝑡. We then define the accuracy as follows:

Accuracy ≜ ∫

1

0

𝑈0 (𝑠) 𝑑𝑈1 (𝑠) = ∫

+∞

−∞

𝑈0 (𝑠) 𝑢1 (𝑠) 𝑑𝑠, (8)
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Figure 5:TheCCA system used in our experiments. From the lower
left corner, the image modality is represented using MPEG-7 and
gist descriptors forming a vector with size 1,704. Then, a Gaussian
RBMwith 1,704 visible neurons and 1,024 hidden neurons is used to
learn the image representation. From the lower right corner, the text
modality is represented using BoWmodel forming a vector with size
4000. Then, a replicated softmax RBM with 4,000 visible neurons
and hidden 1,024 neurons is adopted to learn a text representation.
Finally, a CCA model with 1,024 twin inputs and 1,024 twin outputs
is built using these bimodal representations.

in which 𝑢1(⋅) is the density function for class 1.Thus,𝑈1(𝑡) =
∫
𝑡

−∞
𝑢1(𝑠)𝑑𝑠 = 𝑃 (𝑠 ≤ 𝑡 | 1) is the false positive rate at

threshold 𝑡. When dealing with empirical distributions the
integral is replaced by the sum. In [37], an efficient algorithm
is proposed for calculating the accuracy.

In order to fulfill the computation, the threemodels in our
experiments should be able to produce a continuous valued
output that can be used for ranking its predictions.Therefore,
we define the continuous valued output 𝑃(𝑝𝑖) for the positive
class as the ratio of the squared compatibility metric of an
image 𝑝𝑖 with its true tag words 𝑞𝑖 to the sum of the squared
compatibility metrics of an image 𝑝𝑖 with its two tag words 𝑞𝑖
and 𝑞𝑖. To be specific, the value 𝑃(𝑝𝑖) is defined as follows:

𝑃 (𝑝𝑖) ≜
𝐶
2
(𝑝𝑖, 𝑞𝑖)

𝐶2 (𝑝𝑖, 𝑞𝑖) + 𝐶
2 (𝑝𝑖, 𝑞𝑖)

. (9)

4.5. Results. We compare our deep neural architecture with
an MLP-based system with two hidden layers and a CCA-
based system with two RBMs used. The experimental results
of different methods are shown in Table 1. Our BDA achieves
the highest accuracy of 88.96% among the three models. And
the CCA-based system gains better performance than that of
the MLP-based system.

Besides, we investigate the effect of hyperparameter 𝛼 in
loss function (6). Figure 6 shows the accuracies achieved of
different values of 𝛼, by setting 𝛼 from 0.0 to 1.0 with 0.1 as
the step size. As shown in this figure, the best performance

Table 1: Accuracies achieved by BDA and benchmark methods.

Method Accuracy (%)
BDA 88.96
CCA [17] 85.54
MLP [10] 81.54
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Figure 6: The effect of hyperparameter 𝛼 on our system.

is achieved when the value of 𝛼 is equal to 0.4. Note that,
when the value of 𝛼 is set to 1, the BDA degenerates to two
autoencoders resulting in an accuracy with random guess;
when the value of 𝛼 is set to 0, the BDA degenerates to an
only one autoencoder, with a higher accuracy than that of a
random guess.

4.6. Discussion. In this section we will make a discussion on
the three methods and the experimental results. The models
used in our experiments have something in common. Firstly,
for image modality, some popular descriptors are adopted.
And for the text modality, we adopt the classical BOW
model. These low-level modal specific representations are
substantially built for further more abstract representations.
Secondly, all the three models obtain a cross modal metric
enabling these heterogeneous data from different sources to
be comparable.

Note that the experimental results are largely affected
by the differences among these models. In the MLP-based
system, the nonlinear mapping function is obtained directly
from the low-level representation of image modality to that
of text modality. The assumption behind the MLP-based
system is that the text representation is abstract whilst the
image representation is concrete, relatively. In contrast, the
other two systems, the CCA-based and our BDA-based
system, treat the bimodal data as the same starting point.
The assumption behind these systems is that there exists a
common representation space for bimodal data of one object.
Recent neurobiological research [38] has a strong support for
the latter. Therefore, the BDA-based and CCA-based systems
outperform the MLP-based system. Furthermore, note that
the CCA only considers the linear coefficient, whilst our
BDA uses the nonlinear reconstruction and compatibility
constraints. Some important information related to these two
modalities cannot be captured by the CCA method. Overall,
the accuracies achieved by the three models are expected.
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The experiments on the hyperparameter 𝛼 show that the
BDA relates to the unimodal autoencoder, as already shown
in the above experimental results. And also it is interesting
to note that the highest accuracy is not achieved at the
medium value of 0.5. It means that the bimodal autoencoder
in the BDA system primarily keeps the reconstructions of
modality-specific data and secondly considers the compati-
bility between modalities. This could be used as a guideline
for heuristically setting the hyperparameter 𝛼.

5. Conclusion

To conclude, we propose a computational deep neural archi-
tecture formeasuring the similarity between differentmodal-
ities in complex system with image and text. Our proposed
framework closely combines feature extraction methods for
individual modality and deep neural networks using stacked
RBMs and a variant of neural autoencoder architecture. We
show experimentally the effectiveness of our approach to the
task of classifying image tags on public available datasets.

Our computational framework is flexible and could be
extended in several ways. For example, we could explore
more feature extraction methods in the first component.
As another example, complex neural based representation
could be exploited.Moreover, this architecture presented here
can be naturally extended to other different modalities. In
our future work we will investigate this flexibility in other
complex systems.
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In recent years, the complex network as the frontier of complex system has received more and more attention. Peer-to-peer (P2P)
networks with openness, anonymity, and dynamic nature are vulnerable and are easily attacked by peers with malicious behaviors.
Building trusted relationships among peers in a large-scale distributed P2P system is a fundamental and challenging research topic.
Based on interpersonal relationships among peers of large-scale P2P networks, we present prevention and trust evaluation scheme,
called IRTrust.The framework incorporates a strategy of identity authentication and a global trust of peers to improve the ability of
resisting the malicious behaviors. It uses the quality of service (QoS), quality of recommendation (QoR), and comprehensive risk
factor to evaluate the trustworthiness of a peer, which is applicable for large-scale unstructured P2P networks.The proposed IRTrust
can defend against several kinds of malicious attacks, such as simple malicious attacks, collusive attacks, strategic attacks, and sybil
attacks. Our simulation results show that the proposed scheme provides greater accuracy and stronger resistance compared with
existing global trust schemes. The proposed scheme has potential application in secure P2P network coding.

1. Introduction

In P2P networks, due to their characteristics of openness,
anonymity, and dynamic nature of P2P networks without
verifications, peers can freely join in and leave the systems,
which leads to a P2P system being vulnerable and easily
attacked bymalicious peers [1–16]. In P2P systems about 50%
of the network peers perform malicious behaviors, which
are providing false services, spreading malicious codes or
viruses, and so forth [1, 4, 5, 10, 11]. In order to encourage
and stimulate peers to participate in the system, it is very
important to ensure the authenticity of shared resources and
to resist malicious peers. One approach is building trust
and reputation management to promote a good collaborative
relationship among peers in the P2P systems. In these trust
and reputation systems, the twomatters of prime importance

are ensuring the highly accurate trustworthiness of calcu-
lating trust and being robust to malicious peers. Currently,
most trust and reputation systems focus on evaluating the
credibility of resource providers [1–16], but in the absence
of any central authority, repository, and global information
there is no silver bullet for securing P2P networks [5, 10, 11].

In this paper, we present a prevention and trust evaluation
scheme based on interpersonal relationships for large-scale
P2P networks. The major contributions of this paper are as
follows.

First, although some existing schemes consider the
weights of peers, they believe that the weights of those peers
with high credibility are greater than those of the peers with
low credibility in the trust computing. From the point of
view of interpersonal relationships, this view may not be
completely reasonable. We put forward that the weights of
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the peers who are familiar with the request peer are greater
than those of the peers who are not. We also believe that the
early experiences have a small impact on the trust evaluation,
whereas the recent experiences contribute more.

Second, when it comes to the trust of peers, the existing
schemes take it for granted that theQoS is equal to credibility.
As a consequence, a request peer evaluates only theQoS of the
provider. Considering the recommendation of other peers,
the request peer merely considers the credibility of these
peers, and how to calculate the credibility is very complex.
In response to this problem, we distinguish QoS and QoR
among peers. For one specific transaction, we propose that
the request peer evaluates the QoS of the service provider
and the QoR of the recommenders as well, which can easily
improve the ability of resisting malicious behaviors.

Third, in order to prevent and describe the unpredictable
and uncertain behaviors from malicious peers, we take all
risk factors into consideration such as peer’s trust value,
context, transactions, and the accumulated speed of trust
included. The risk value is used to prevent and measure
variousmalicious behaviors, such as fluctuating behavior and
misusage of trust. In our design, the weights of the risk
factor are adjustable so that they can be effectively applied to
different environments with different requirements.

2. Related Works

The main problem of reputation systems is how to deal with
trust networks [13]. A trust network is a virtual network
on top of a P2P system as shown in Figure 1, in which the
bottom layer is the physical entities composed of the terminal
machines, the middle layer is the logic layer of P2P systems,
and the top layer is the trust layer composed of the trust
ratings after peers’ transactions.

The EigenTrust scheme [1] computes a global trust value
for a peer by performing a distributed algorithm approaching
the eigenvector of the trust matrix over the peers.The scheme
relies on a reliable selection of some pretrust peers, who are
supposed to be trusted by all peers and have higher trust.
This assumption may not always be matched in a distributed
computing environment. Because the pretrust peers may not
exist lastly, and once they behave any malicious actions and
score badly after some transactions, the systemmay not work
reliably.

In a PeerTrust scheme [2], Xiong and Liu proposed three
basic trust parameters and two adaptive factors to compute
the trustworthiness of peers. They incorporated the concepts
of a trust value and similaritywith itself to compute credibility
and satisfaction. The trustworthiness of a peer is considered
to be a mean value of the evaluation of peers’ behaviors,
while the evaluation is given by the nearby peers. However,
the limitation of this approach is that the computation
convergence rate in large-scale P2P systems is not provided.
The five factors used in their trust scheme may be retrieved
with a heavy overhead.

In a R2Trust scheme [10], peers’ trust values are evaluated
from direct interactions and peers referrals. The scheme

The broken line denotes the trust ratings.
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Figure 1: Trust overlay networks for a P2P system (color online).

distinguishes the credibility of peers. As a result, the aggre-
gated trust value will filter out the noises and provide more
accurate trust values. It can defend against several malicious
attacks, such as simple malicious attacks, collusive attacks,
and strategic attacks. But it has not taken measures to
restrain fake and sybil attacks [17–19]. Li et al. [11] proposed
multiple factors to be incorporated to reflect the complexity
of trust. The weighted moving average and ordered weighted
averaging combination algorithms can dynamically assign
the properties (weights) of the multiple factors and calculate
a more accurate trust value. But they did not give detailed
analysis about resisting against peers’ malicious behaviors of
the scheme.

The above P2P trust and reputation systems are based on
the assumption that the better the peer’s QoS is, the higher the
reputation of the peer is. These schemes only use a one-sided
trust factor to quantify and predict trustworthiness among
peers, which leads to lower resistance to malicious behaviors.
In this paper, considering the interpersonal relationships
among peers, the reputation of the peer is divided into service
trust and recommendation trust. In addition, we put forward
the comprehensive risk factors to prevent the malicious
behaviors and propose a robust and efficient P2P reputation
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Figure 2: System structure of the prevention and trust evaluation
scheme (color online).

system. We construct a mathematic scheme to discuss the
capacity of resisting against malicious behaviors. Finally, we
conduct simulations to illustrate them.

3. The Prevention and Trust
Evaluation Scheme

In this section, we will present the basic framework of the
prevention and trust evaluation scheme in detail.

3.1. Basic Framework. The behaviors of the network peers are
determined by the operators and the peers should reflect the
characteristics of operators. Based on the various roles in P2P
systems, peers can be divided into three types: service node
(SN), request node (RN), and recommendation node (RC).
SN represents the peers who provide services for others in
the networks, RN is the peers who request services, and RC
denotes the peers who had transactions with SN in the past
and recommend feedback to others. The detailed framework
is shown in Figure 2.

Before a request node deals with a service node, the
request node needs to consider three factors: the history
records, the recommendation information, and the compre-
hensive risk factor. The decision information formed by the
three factors through a trust evaluation function is sent to the
request node.Then the request node determines whether the
transaction is with the service node or not.

A peer enters the system with a unique identity, and it
needs to be authenticated to communicate with other peers.
When a new peer joins the P2P system, it cannot gain all
the authority. It can only provide services to other peers, and
when the number of the services is greater than the initial
threshold (𝜙), the new peer can enter into the normal trust
accumulation. With an the increase of the trust, the peer
will have more authority. The accumulation of the trust is
very slow, and once the peer has malicious behaviors, the
accumulated trust is quickly reduced. Once a peer turns into
a malicious one, it will lose all privileges.

Table 1: The transaction ratings of quality of service and quality of
recommendation.

QoS QoR Description Value
Good Good The peer is good. (0.5, 1]
Common Common The peer is correct. (0, 0.5]
Dishonest Dishonest The peer is dishonest. [−0.5, 0)
Malicious Malicious The peer is malicious. [−1, −0.5)

3.2. Trust Evaluation. Peers’ trust evaluation consists of three
parts: QoS trust value, QoR trust value, and risk factor value.
All these three parts are calculated based on the history
records of transaction ratings.We first classify the transaction
ratings based on the quality of the provided by the SN and
the RC, as shown in Table 1. We define the quality set QS =
{Good, Common, Dishonest, Malicious}. The rating Good
represents the good and honest peers, Common represents
the peers who cause some damage, Dishonest represents the
peers who provide false services or false recommendation,
andMalicious represents the peers who spread the viruses or
malicious codes. Note that the classification is flexible, and
more classes or subclasses can be introduced if it is necessary
[11, 13].

How to calculate these three parts’ trust values will be
discussed in Sections 4.1–4.3 in detail. The overall trust value
of a peer is themaximumvalue of the three parts, and let TV𝑖,𝑗
denote the overall trust evaluation of the service provider 𝑗
from the view point of the request peer 𝑖. Let TS𝑖,𝑗 denote the
QoS trust value of peer 𝑗, TR𝑖,𝑗 is the QoR trust value of these
peers having transactions with peer 𝑗 in the past, and 𝑅𝑖,𝑗 is
the risk factor value of the service provider 𝑗. Therefore, the
overall trust value for the service provider 𝑗 at request peer 𝑖
is defined as

TV𝑖,𝑗 = max (𝛼TS𝑖,𝑗, 𝛽TR𝑖,𝑗, 𝛾𝑅𝑖,𝑗) , (0 ≤ 𝛼, 𝛽, 𝛾 ≤ 1) , (1)

where 𝛼, 𝛽, 𝛾 are the weights of the related trust value and
𝛼 + 𝛽 + 𝛾 = 1.

4. Trust Calculation and Analysis of the
Resistance to Malicious Behaviors

In this section, we will present the trust calculation of our
IRTrust scheme and analyze how to resist peers’ malicious
behaviors.

4.1. Service Trust Value. Let us assume that the request peer
𝑖 finds the resource located in the peer 𝑗. The peer 𝑖 has 𝑘

transactions with peer 𝑗 in the current time cycle 𝑚. The
ratings that peer 𝑗 got from peer 𝑖 is the rating sequence
{𝑟1, 𝑟2, . . . , 𝑟𝑘}. Peer 𝑗’ accumulated a service trust value of the
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𝑘th transaction in the current time cycle 𝑚 which is defined
as

𝑉𝑖,𝑗 (𝑘) =

{{{{{{{{{{

{{{{{{{{{{

{

𝑉𝑖,𝑗 (𝑘 − 1) + 𝑒
−𝑎
1
∗|𝑟
𝑘
−0.5|

, 𝑟𝑘 ∈ (0.5, 1] ,

𝑉𝑖,𝑗 (𝑘 − 1) + 𝑒
−𝑎
2
∗|𝑟
𝑘
+0.5|

, 𝑟𝑘 ∈ (0, 0.5] ,

𝑉𝑖,𝑗 (𝑘 − 1) − 𝑒
−𝑎
3
∗|𝑟
𝑘
−0.5|

, 𝑟𝑘 ∈ [−0.5, 0) ,

𝑉𝑖,𝑗 (𝑘 − 1) − 𝑒
−𝑎
4
∗|𝑟
𝑘
+0.5|

, 𝑟𝑘 ∈ [−1, −0.5) ,

(2)

where 𝑎1, 𝑎2, 𝑎3, 𝑎4 are the adjustment factor of the accu-
mulated reputation. The function 𝑒

−𝑥 decreases with the
increasing of 𝑥, the accumulated reputation of Good rating
should be better than that of Common rating, and the lost
reputation of Dishonest rating should be less than that of
Malicious rating. Thus, the adjustment factor should meet
the following conditions 𝑎1 < 𝑎2, 𝑎3 > 𝑎4, which merge
the accumulation function and the penalty function. The
accumulated service trust value of the current time cycle 𝑚

is defined as

AS𝑖,𝑗 (𝑚) =

∑
𝑘

𝑖0=1
𝑉𝑖,𝑗 (𝑘)

𝑘
. (3)

If there are 𝑛 time cycles {𝑡1, 𝑡2, . . . , 𝑡𝑛} from the beginning
𝑇start to the end𝑇end and peer 𝑖 has the number of transactions
with peer 𝑗 in each time cycle, the direct service trust value
TS𝑖,𝑗 is computed directly from peer 𝑖’s historical ratings for
peer 𝑗. We define TS𝑖,𝑗 as follows:

TS𝑖,𝑗 =
{

{

{

∑
𝑛

𝑖1=1
AS𝑖,𝑗 (𝑖1)
𝑛

, AS𝑖,𝑗 (𝑖1) > 0,

0, AS𝑖,𝑗 (𝑖1) = 0.

(4)

4.2. Recommendation Trust Value. In a fully distributed P2P
system involving numerous nodes, it is often not possible
for a request peer to directly connect the service peer and
to assess the trust value of the service provider. Instead,
the request peer needs to resort to other peers in the P2P
system and rely on the collective opinions to assess the trust.
Although some trust schemes based on recommendation
have already been proposed [2, 4, 5, 8, 9], they also lead to
new challenges, such as how to determine the accuracy of
collected opinions and how to efficiently aggregate referrals
from diverse recommenders with different trustworthiness.

The recommenders’ reputations are different from each
other.The referrals from peers with high reputation are more
trustworthy than those from peers with low reputation [2].
However, the referrals are treated equally and their credibility
are not considered. In order to neutralize different reputation
reports, Tian and Yang [10] proposed the credibility to
weigh the feedback of the referrals. The recommenders from
peers with high credibility are more trustworthy than those
from low credibility peers. In this paper, we consider the
peers in the P2P system as reflecting the characteristics of
the interpersonal relationships. Due to that the peers with
high reputation or credibility may not be willing to give
recommendations to new peers. For example, a respected
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Figure 3: Computing the jumps of referrals (color online).

famous personmay probably not write a recommendation for
a stranger whom he (she) never knows.Therefore, the weight
of the peers with high reputation or credibility may not be
the greatest for the request peer.We deem that the acquainted
peers of the request peer should have higher recommending
weights.

In IRTrust scheme, we use the jumps among peers of
the logical layer to describe the relationships. When the
jumps value is 1, the neighbors are the most acquainted
ones to the request peer. The more the jumps are, the more
remoter the relationships between the request peer and the
recommenders are. For example, as shown in Figure 3, the
service provider is peer 𝐼, the request peer is 𝐵, and the
referral peers {A, C, G, J} have transactions with the service
provider in the trust layer. In the logical layer, the jumps with
peer 𝐵 are {1, 2, 4, 6}. Maybe the reputation or credibility of
the peer 𝐽 is the highest, but the recommendingweight of peer
𝐴 is the highest.

Suppose that the peer 𝑖 has had 𝑘 transactions with peer
𝑗 in the current time cycle 𝑚. The referral peer 𝑃 got the
recommended rating sequence {𝑐1, 𝑐2, . . . , 𝑐𝑘} from peer 𝑖.
In the current time cycle 𝑚, we define the 𝑃 accumulated
recommendation trust value of the 𝑘th transaction as

𝐶𝑖,𝑗 (𝑘) =

{{{{
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{
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(5)

where 𝐶𝑖,𝑗 is the recommended rating sequence from 𝑖 to 𝑗,
and 𝑏1, 𝑏2, 𝑏3, 𝑏4 are the adjustment factors of the accumulated
recommendation trust and they should meet 𝑏1 < 𝑏2, 𝑏3 > 𝑏4.
The accumulated recommendation trust value of peer 𝑃 in
the current time cycle𝑚 is defined as

AR𝑖,𝑗 (𝑃,𝑚) =

∑
𝑘

𝑖0=1
𝐶𝑖,𝑗 (𝑘)

𝑘
. (6)

If there are 𝑛 time cycle {𝑡1, 𝑡2, . . . , 𝑡𝑛} from the beginning
𝑇start to the end𝑇end and the peer 𝑖 has the number of transac-
tions with the peer 𝑗 in each time cycle, the recommendation
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trust value AR𝑖,𝑗(𝑃) is computed from the peer 𝑖’s historical
ratings for the peer 𝑃. We define AR𝑖,𝑗(𝑃) as follows:

AR𝑖,𝑗 (𝑃) =
∑
𝑛

𝑖2=1
AR𝑖,𝑗 (𝑃, 𝑖2)

𝑛
. (7)

Assume that peers {𝑃1, 𝑃2, . . . , 𝑃𝑛} are referrals to request
peer 𝑖 and that the relationship distances with peer 𝑖 are
{ℎ1, ℎ2, . . . , ℎ𝑛}. The inverse of ℎ is the weight of referrals.
If the ℎ value is too large, it means that the request node
needs to traverse the whole network, which will very strongly
increase the computational effort. Here, we use the flooding
algorithmwith TTL to search the referrals. (Themaximumof
TTL value is 7 [20–22].) If ℎ > 7 or the referral peer has left
the network, we conform its ℎ value to 10. Thus, the indirect
recommendation trust value TR𝑖,𝑗 is defined as

TR𝑖,𝑗 =
∑
𝑛

𝑖3=1
(1/ℎ𝑖3)AR𝑖,𝑗 (𝑃𝑖3)

𝑛
. (8)

4.3. Risk Factor Value. The risk factor is used to describe
the probability of the service provider’s being a malicious
peer. The reputation of service trust is an accumulative value
for the past behaviors and reflects the overall evaluation
got from the responding peers. However, it is not sensitive
enough to perceive suddenly malicious behaviors of peers,
because the value is posterior, and it will be decreased after
the peer is spoiled. Thus, the risk factor is used to portray
the unpredictable and uncertain behaviors of those potential
malicious peers.

Li et al. [11] proposed the risk window to calculate the
risk. The smaller of risk window size, the more accurate the
risk assessment. But this will decrease the availability of the
resources, because less risk for cooperation is requested and
less peers are qualified to be cooperative. In R2Trust, the risk
value is computed by applying the concept of information
entropy which has been proven to be applicable in dealing
with uncertain problems [10]. In this paper, the risk factor
includes three parts: the rating risk factor (rr), the context risk
factor (rt), and the cumulative speed factor (rs).

The rating risk factor rr can be used to restrain the
simple and collusive malicious attacks. The rating risk factor
is defined as

rr =
𝑁0

𝑁
, (9)

where 𝑁 is the number of ratings and 𝑁0 is the number of
ratings which are less than zero.

The contexts are complete transaction records including
size, category, and time stamp.Here, we uniform the turnover
of transactions. The context risk factor is used to restrain the
strategic attack of peers. We define it as

rt =
turnover𝑐

∑past turnover
, (10)

where turnover𝑐 is the current transaction turnover.

The cumulative speed factor is the increased speed of trust
of a service provider. It is also used to restrain the strategic
attack which is defined as

rs (𝑚,𝑚 − 1) =
AS (𝑚) − AS (𝑚 − 1)

𝑇
, (11)

where𝑚 is the current time cycle,𝑚 − 1 is the pretime cycle,
and 𝑇 is the length of time cycle. If there are 𝑛 time cycles
{𝑡1, 𝑡2, . . . , 𝑡𝑛} from the beginning 𝑇start to the end 𝑇end,

rs =
∑
𝑛

𝑖4=1
rs𝑖4

𝑛
. (12)

The risk factor value is the overall value of the three parts
and is defined as

𝑅𝑖,𝑗 = max (rr, rt, rs) . (13)

The larger the risk factor value, the higher the probability
that the service provider is the malicious peer.

4.4. Simple Attack Analysis. When this kind of malicious
peers attacks, the vicious behaviors are isolated. They always
provide the inauthentic services, maliciously slander the QoS
of good peers, exaggerate the QoS of malicious peers, or fake
the peers with high reputation [1–16]. For this kind of mali-
cious peers attack, some literatures have already proposed
corresponding measures. In PeerTrust, the feedback of a peer
and the credibility factor for the feedback are used to resist
the exaggerating and slandering [2]. In R2Trust, a reputation
evaluation factor is proposed to resist themalicious behaviors
[10]. In [23], digital signature is used to restrain the fake
behaviors. In this paper, we described our measures which
can restrain these malicious behaviors.

If a peer provides inauthentic services, such as false files,
malicious code, and Trojan virus, the penalty function as
is given in (2) will reduce its service reputation quickly,
and this will seriously weaken the role of the peer in the
network. When its service reputation is low enough, the
peer will lose its effectiveness, that is, downloading and
recommending. If a peer maliciously slanders the QoS of
good peers or exaggerates the service quality of malicious
peers, its corresponding reputation will be reduced when
one of the others is communicated with the peer which
is maliciously slandered or exaggerated. Then the peer will
lose the corresponding effectiveness. To avoid a peer faking
other peers with high reputation, we adopt the authentication
technology based on identification in the process of peers’
communication.

4.5. Collusion Attack Analysis. Collusion attack is broadly
defined as any malicious coordinated behavior of a group of
users aimed at gaining undeserved benefits or at damaging
well behaved users. Thus, this kind of attack behavior is a
kind of joint attack of a group of peers. In the group, each
peer is well behaved and never provides inauthentic services
or defames the reputation of other members. But this type
of malicious peers can form a malicious cycle by assigning
a high trust value to other malicious peers in the network.
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Collusive peers provide inauthentic services to outsiders
when selected as download sources and provide denigrated
ratings for those noncollusive peers [2, 7, 24–30].

The collusive peers can hide their malicious intentions
in an unstructured P2P system by assigning high trust
value to each other. To solve this problem, Xiong and Liu
assumed that there is no similarity in the evaluation to
peers mutually, when a collusive peer does a good rating
to the target peer [2]. The tolerance to the collusive attack
has been improved to put weight on the evaluation value
by using this similarity. Sato proposed the trust estimation
method to give a defense against the collusive attack: the
maximum likelihood estimationmethod [7]. Some literatures
use encryption algorithms, game theory, and economics to
resist a collusion attack [27–30].

In this paper, being different with previous literatures,
the reputation of peers is divided into service reputation and
recommendation reputation. When peers communicate or
trade with each other, the request peer needs to evaluate the
QoS of the service peer, and at the same time, it is required
to evaluate the QoR of the peers who have connections with
the service peer. This measure can effectively resist collusion
attack. Once one of the collusion peers maliciously attacks
the request peer, not only the service reputation of the peer
but also all its neighbors’ recommendation reputation will be
punished by the penalty function as is given in (5). Namely, if
a peer maliciously attacks, the whole group will be punished.

4.6. Strategy Attack Analysis. This kind of malicious attack
behavior has a clear purpose. In the beginning, the malicious
peers are well behaved and accumulated the reputation by
honest services. Once these peers build good reputation, then
they will start to abuse their credibility to mislead other peers
[1]. They always adopt low cost to increase their reputation
when they do a strategy attack. Taking the overdraft of credit
card as an example, one person wants to overdraw the credit
cardmaliciously. First, he/she needs to increase his/her credit
in order to get more amounts. The strategy is to pay the
small overdraft back promptly. The credit is accumulated
by the frequent consumption-repayment process. When the
credit reaches to a certain degree, the person will own more
overdraft amounts. Eventually the person can overdraw all
the amounts and does not pay the debts again.

Strategy attack is also called onCoff attack in some litera-
tures. To address such potential dynamic behaviors of peers,
Xiong and Liu proposed a simple adaptive time window-
based algorithm to better react to the above behaviors [2].
Tian and Yang introduced a risk factor value and information
entropy to the trust computation in order to portray the
unpredictable and uncertain behaviors of these malicious
peers [10]. In this paper, we retain the parameter of the
context risk factor, and at the same time, we define the
reputation accumulative speed as is given in (10) and (12).

4.7. Sybil Attack Analysis. A sybil attack is the one in which
a malicious attacker subverts the reputation system of P2P
network by creating a large number of pseudonymous entities
and uses them to gain a disproportionately large influence.

The reputation system’s vulnerability to a sybil attack depends
on (i) how cheaply identities can be generated, (ii) the degree
to which the reputation system accepts inputs from entities
that do not have a chain of trust linking them to a trusted
entity, and (iii) whether the reputation system treats all
entities identically.

A sybil attack is a powerful threat faced by any decen-
tralized distributed P2P system that has no central, trusted
authority to vouch for a one-to-one correspondence between
users and identities [1]. Generally, the users only have a rating
describing how well the user behaves in a reputation system.
For example, eBay ratings are based on users’ previous
transactions with other users. Buyers and sellers in eBay rate
each other after every transaction, and the overall reputation
is the sum of these ratings over the last six months. Sybil
attacks can create a large number of sybil nodes that collude
to artificially increase a user’s rating.

The existing literatures have done some researches on
this type attack. Cheng and Friedman [17] surveyed and
found that many existing reputation mechanisms were not
resistant to this type of attack behavior. They used a static
graph formulation of reputation and formalized the notion of
sybilproofness. Yu et al. [18] proposed a detectionmechanism
(called SybilGuard) that relies on social networks of P2P users
to limit the corruptive influences of sybil attacks. Quercia
and Hailes [19] proposed an effective way of identifying sybil
attackers for in-range portable devices (MobID) to reduce the
number of interactions with sybil attackers and consequently
enable collaborative applications.

In this paper, identity-based authentication techniques
are used to prevent sybil attacks and dismiss masquerading
hostile entities. When a peer joins the reputation system,
it can only be one identity, and it is not allowed to create
multiple identities. We use the SHA-1 hash function to realize
the uniqueness and the anonymity. In addition, we set the
transaction threshold 𝜙 (such as 50) to limit the permission
of the new intrant peers. Namely, the new peers only provide
service and have no permission to other operations. Once the
number of service is more than the threshold, the peers may
enter into the normal trust assessment. These measures can
effectively resist sybil attacks.

5. Experiments and Comparisons

In this section, we will present results of our experiments
which will show the effectiveness of our trust scheme. Firstly,
we repeat the EigenTrust [1], the PeerTrust [2], and the
R2Trust [10] simulator experiments using the Query Cycle
Simulator and Matlab 2008. In our evaluation, we assess the
performance of our scheme and compare it with the Eigen-
Trust [1], the PeerTrust [2], and the R2Trust [10] schemes.We
study their performance under a variety of malicious threat
behaviors (discussed in Sections 4.2–4.7). We perform 100
query cycles in our simulations and the simulation results are
the average expectations.

5.1. Simulation Environment. Considering the characteristics
of P2P networks, such as the node degree distribution with
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Figure 4: Performances of IRTrust, EigenTrust, PeerTrust, and R2Trust in simple attack (color online).

a power-law distribution, we construct the P2P network
based on a BA scale-free network to approach to real-
world networks. There are two types of peers: honest and
malicious ones. The honest peers always give the correct
service and feedback, but the malicious peers always give the
opposite opinion to others when they own the corresponding
power. In our experiments, we use the flooding algorithm
to compute the interpersonal distance between peers; the
detailed algorithm is given in the literature [20].

In the simulation we assume that there are 5000 peers
in the network. Among them, there are 500–2500 malicious
peers and the query message is flooded with TTL = 7. In the
experiment, the peer’s changing is in the uptime stage and
is uniformly distributed over [0, 1]. The change of issuing
queries in the uptime is uniformly distributed over [0, 0.5]. In
addition, different types of peers also vary in their behaviors
when responding to queries and providing files. For good
peers, the probability of providing authentic files is 100%.
Simple malicious peers will respond to all queries when they
have received and provide inauthentic files with a probability
of 100%. Collusive peers provide with a probability of 100%
malicious files to other peers. Other parameters in the
experiments are given in Table 2.

We compare the successful transaction rate and the
prevention accuracy rate of our scheme with the EigenTrust,
the PeerTrust, and the R2Trust under the conditions of
simple, collusive, strategic, and sybil attacks. The metrics,
successful transaction rate, is the ratio of the number of the
successful transactions over the total number of transactions.
It is typically used to evaluate the efficiency of a trust scheme
[2, 10].Theprevention accuracy rate is the ratio of the number
of successful transactions with forecasting the peer’s status
correctly over the total number of transactions.

5.2. Simple Attack. Figure 4 depicts our simulations under
the condition of simple malicious peers. In Figure 4(a),

Table 2: The parameters and their values in the simulations.

Parameters Description Value

(𝛼, 𝛽, 𝛾)
Weight of direct trust value,
indirect recommendation
value, and peer’s risk value

(0.3, 0.2, 0.5)

(𝑎1, 𝑎2, 𝑎3, 𝑎4) Adjustment factors (3, 6, 4, 8)
(𝑏1, 𝑏2, 𝑏3, 𝑏4) Adjustment factors (3, 6, 4, 8)
𝜂 The ratio of malicious peers (0.1–0.5)

𝜙
Threshold of the number of

services 50

𝑁 The size of P2P networks 5000

when the ratio of malicious peers is low in the system,
all the four schemes perform high successful transaction
rates. With the fraction of malicious peers increasing, the
successful transaction ratio of all the schemes decreases, but it
decreases most intensely in the EigenTrust scheme. However
as a whole, the four schemes keep high efficiency, because
they punish the malicious peers. The successful transaction
ratio of EigenTrust scheme dropsmore quickly than the other
schemes because the EigenTrust schemedoes not differentiate
the reliability of all the referrals. In comparison with the
PeerTrust scheme and the R2Trust scheme, the proposed
IRTrust scheme retains a very high successful transaction
rate, and it even retains about 90% when the fraction of
malicious peers is 50%.

Figure 4(b) depicts the prevention accuracy rate of these
four schemes. Compared to all the four schemes, the rate
of the EigenTrust scheme is the least and decreases with the
increasing of the fraction of malicious peers. Although the
experimental results show some fluctuations, the rate of the
IRTrust scheme is the best and can reach 96%. But as a whole,
the four schemes keep high efficiency, because they have
punishment measures to malicious peers. In addition, the
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Figure 5: Performances of IRTrust, EigenTrust, PeerTrust, and R2Trust in collusion attack (color online).
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Figure 6: Performances of IRTrust, EigenTrust, PeerTrust, and R2Trust in strategy attack (color online).

R2Trust scheme and the IRTrust scheme have risk assessment
measures.

5.3. Collusion Attack. Figure 5 shows the simulations under
the condition of collusive malicious peers. Each peer in
the colluding group provides inauthentic services to the
peers outward, boosts the trust value of their accomplices
regardless of their behaviors, and downplays the trust value of
good providers. In Figure 5(a), we can see that the successful
transaction rate of the EigenTrust scheme descends obviously
when the number of malicious peers increases. Because it
does not give clear differentiations about the reliability of
all the referrals, namely, more malicious peers will lead to
more computations. Although the PeerTrust scheme owns
high efficiency, it has no risk factor of peer, and it is inferior

to the two other schemes. Compared to the R2Trust scheme,
the IRTrust scheme is designed to tackle collusive attacks
with differentiating the service and recommendation, and
therefore it is proved more robust against collusive attacks.

In Figure 5(b), we can see that the prevention accuracy
rate of the EigenTrust scheme descends evidently when the
number of malicious peers increases. Since the scheme can
not differentiate the reliability of the referrals, the more
malicious peers, the more transactions with the malicious
peers. In the PeerTrust scheme, it has community factor to
resist the collusive attack, and the R2Trust scheme uses the
relative reputation difference to identify the collusive attack.
Therefore, they can maintain a higher prevention accuracy
rate to this type of malicious attack. Compared to the rest
schemes, the IRTrust scheme is designed to tackle collusive
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Figure 7: Performances of IRTrust, EigenTrust, PeerTrust, and R2Trust in sybil attack (color online).
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attacks with differentiating the service and recommendation,
and the efficiency is stable and the highest.

5.4. Strategy Attack. Figure 6 depicts the simulations under
the condition of strategic malicious peers. Figure 6(a) depicts
the transaction rate of these four schemes. Although the
EigenTrust scheme uses the global trust value to resist this
type of attack, the demand of close cooperation of peers and
time synchronization is higher. The more peers and more
malicious ratio, the lower successful transaction ratio. The
PeerTrust can effectively restrain the strategic attack, but the
trust accuracy of PSM algorithm is affected by the width
of the sliding window. Its performance is inferior to the
R2Trust scheme and IRTrust scheme. Compared to PeerTrust
scheme and R2Trust scheme, the proposed IRTrust scheme
retains higher successful transaction rates. Even the fraction
of malicious peers is 50% and the successful transaction rate
maintains about 86%.

Figure 6(b) depicts the prevention accuracy rate of them.
To this type of malicious attack, a good idea is to keep all
the transaction records and the contexts. The EigenTrust
scheme needs to keep closer cooperation of peers and higher
time synchronization, which defends against this kind of
attack. Thus, its prevention accuracy ratio is the least which
decreases quickly with the malicious peers increasing. The
PeerTrust scheme can effectively restrain the strategic attack
by adopting the PSM algorithm, but the performance of PSM
algorithm seriously relies on the width of the sliding window.
As a result, this scheme is inferior to the R2Trust scheme
and IRTrust scheme. Compared to PeerTrust scheme and
R2Trust scheme, the proposed IRTrust scheme keeps higher
and more stable prevention accuracy rates. Even the fraction
of malicious peers is 50% and the prevention accuracy rate is
about 90%.

5.5. Sybil Attack. Figure 7 shows the simulations under the
condition of sybil malicious peers. In Figures 7(a)–7(e),
these simulations are the successful transaction ratios in
the different size of malicious peers. When the ratio of
malicious nodes is small, at the initial stage, the transaction
success rate is relatively high, but as the increase of time
period, the malicious node will attack scope which will be
larger and larger and the transaction success rate will rapidly
decline. Because these three models (EigenTrust, PeerTrust,
and R2Trust) can not distinguish sybil attacks, the more the
malicious nodes, the lower the transaction success rate. The
successful transaction ratio of the IRTrust scheme decreases
with the increasing of the fraction of malicious peers, and it
is about 85% when the fraction of malicious peers is 50%.

Figure 7(f) depicts the prevention accuracy ratio of these
four schemes. A peer joins the systemwithmultiple identities,
and it provides inauthentic services or malicious attack to
the others using one of the identities. When its reputation
is reduced by the system, the peer can exit the system and
rejoin the system with a new identity again. Although the
EigenTrust, PeerTrust, and R2Trust schemes adopt the global
trust value to restrain the malicious attack of peers, they can
not address the problemof sybil attack. In IRTrust scheme, we

use identity-based authentication techniques, set the service
threshold, and restrict the reputation accumulative ratio to
put off and restrain the sybil attack. Therefore, our trust
scheme can effectively prevent the peers’ malicious behaviors,
and the prevention accuracy ratio is stable and can keep about
90% in the simulations.

6. Conclusion

To encourage resource sharing among peers and resist mali-
cious behaviors, trust management is essential for peers to
assess the trustworthiness of others and to interact selectively
with more reputable ones. In this paper, we fully consider
the interpersonal relationships among peers and present an
IRTrust scheme. To improve the resistance ofmalicious peers,
the proposed scheme adopts the identity authentication,
distinguishes the service and recommendation, and uses the
comprehensive risk factor to prevent malicious attack and
evaluate the trustworthiness of a peer. The IRTrust scheme
is highly resistant to the malicious behavior attacks of peers,
such as simple attacks, collusive attacks, strategic attacks,
and sybil attacks. The simulation results prove that our trust
scheme performs well even when the fraction of malicious
peers in the system reaches 50%.

The study of secure network coding scheme suitable for
P2P networks is a hot topic, and the scheme and analysis
method of different attacks in this paper have potential
application in designing secure P2P network coding.
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Virtualization provides a powerful way to run multiple virtual networks on a shared substrate network, which needs accurate and
efficient mathematical models. Virtual network embedding is a challenge in network virtualization. In this paper, considering the
degree of convergence when mapping a virtual network onto substrate network, we propose a new embedding algorithm based on
topology mapping convergence-degree. Convergence-degree means the adjacent degree of virtual network’s nodes when they are
mapped onto a substrate network. The contributions of our method are as below. Firstly, we map virtual nodes onto the substrate
nodes with the maximum convergence-degree. The simulation results show that our proposed algorithm largely enhances the
network utilization efficiency and decreases the complexity of the embedding problem. Secondly, we define the load balance rate to
reflect the load balance of substrate links.The simulation results show our proposed algorithm achieves better load balance. Finally,
based on the feature of star topology, we further improve our embedding algorithm and make it suitable for application in the star
topology. The test result shows it gets better performance than previous works.

1. Introduction

The concept of network virtualization is put forward for
the first time by Anderson et al. [1]. Researches in network
virtualization involve many aspects [2–5]. Because of topo-
logical diversity of virtual networks, node and link resource
constraints, online request, and access control, the embed-
ding problem becomes the core problem of the network
virtualization. In this paper, we mainly study the virtual
network embedding problem.

In the environment of network virtualization, infras-
tructure providers (InPs) and service providers (SPs) play
important roles [6, 7], which correspond to the substrate net-
work (SN) and virtual network requests (VNs), respectively.
Infrastructure providers focus on physical network construc-
tion and maintenance, while service providers concentrate
on receiving users’ virtual network requests and providing
services. The main goal of virtual network embedding is

how to assign virtual network requests to a shared substrate
network optimally with node and link resource constraints
being satisfied.

Previous work does not consider the adjacent degree
when the virtual nodes connecting directly to each other
are mapped onto the substrate network. The result is that
the virtual nodes connecting directly to each other may be
mapped on the substrate network far away from (multiple
hops) each other; thus, one virtual link occupies many sub-
strate links, and the utilization efficiency of substrate resource
is extremely low. In this paper, considering the degree of
convergence when mapping virtual networks to the substrate
network, we propose a new algorithm based on maximum
topology mapping convergence-degree. Convergence-degree
means the adjacent degree of virtual network’s nodes when
they are mapped onto the substrate network. The maxi-
mum convergence-degree not only ensures virtual nodes are
mapped onto the substrate nodes with abundant resources,
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but also ensures the virtual nodes connecting directly to
each other are mapped onto the substrate nodes nearby, so
the topology of a virtual network gathers together when the
virtual network ismapped onto the substrate network.There-
fore, the cost and complexity of link embedding reduced
and the efficiency increases significantly; especially, the load
balance of substrate links is improved.

The paper’s main contributions are as follows.

(1) Defining topology mapping convergence-degree, we
realize a new algorithm. The algorithm largely
decreases the complexity of embedding problem and
improves the network utilization efficiency.

(2) The proposed algorithm defines the balance rate of
link load to reflect the load balance of substrate links
and improves it largely. To the best of our knowledge,
there are few articles researching it.

(3) Based on the feature of star topology, we further
propose a star topology embedding algorithm.

The remainder of this paper is organized as follows. In
Section 2, we present the related work. Section 3 introduces
the model and objective descriptions. Section 4 presents
the proposed algorithm. In Section 5, we describe the per-
formance simulation and analysis. Section 6 discusses star
topology embedding algorithm. Section 7 gives conclusion.

2. Related Work

Because the virtual network embedding is an NP-hard
problem [8], researchers have proposed many virtual net-
work embedding algorithms through limiting problem space,
which are mostly heuristic algorithms, such as ant swarm
algorithm [9]. According to different controlmodes of virtual
network embedding, virtual network embedding algorithms
can be divided into centralized embedding algorithms and
distributed embedding algorithms. Centralized embedding
algorithms allocate resources by the central decision-making
body, such as [10–14]. Distributed embedding algorithms are
usually performed by the substrate nodes coordinately, such
as [15]. According to the different embedding sequences of
virtual nodes and virtual links, algorithms can be divided
into first-order embedding algorithms and second-order
embedding algorithms. In first-order embedding algorithms,
node embedding and link embedding are completed at the
same stage, such as [12–14], while node embedding and
link embedding in second-order embedding algorithms are
completed at the different stage, such as [10, 11, 15–18].

Yu et al. [11] present a second-order embedding algorithm
supporting path splitting and migration. The algorithm can
be divided into node embedding and link embedding
stage. Firstly, authors use greedy way to embed all virtual
nodes. Then, authors embed virtual links using K-shortest
paths algorithm. Further, authors introduce path splitting
and migration features and employ multicommodity flow
algorithm in link embedding stage to improve algorithm’s
performance. Chowdhury et al. [10] propose an embedding
algorithm with coordinated node and link mapping. The
authors introduce the concept of metanode and transform

the node and link resource constraints problem into mixed
integer programming problem. Each virtual node belongs
to one metanode. Each metanode contains a subset of
physical nodes. Then, virtual link embedding problem with
bandwidth constraints can be regarded as commodity flow
problem between metanodes. At last, the authors propose
two kinds of algorithms: D-ViNE and R-ViNE, while a
generalized window-based embedding algorithm (WiNE) is
further discussed. Inspired by Markov random walk model,
Cheng et al. [13] propose a measurement of node resource.

NodeRank. The node’s NodeRank value not only reflects the
resource of the node itself but also reflects other nodes’
resources in substrate network topology. Based on the idea,
the authors put forward two kinds of virtual network embed-
ding algorithms: RW-MaxMatch and RW-BFS.

Although there have been a large number of previous
researches, the problem of virtual network embedding still
has a lot of research space; especially there are few references
in the load balancing of substrate links and algorithm’s
efficiency. So in this paper, we take into account the load
balancing of substrate links and algorithm’s efficiency while
considering the network utilization efficiency.

3. Embedding Model and
Objective Descriptions

In this part, we will give the model and objective descriptions
of virtual network embedding.

3.1. Substrate Network. The substrate network which InPs
provide will be expressed as an undirected graph 𝐺𝑠 =
(𝑁
𝑠
, 𝐿
𝑠
, 𝐴
𝑠

𝑁
, 𝐴
𝑠

𝐿
), where𝑁𝑠 and 𝐿𝑠 are sets of substrate node

and link, respectively, and 𝐴𝑠
𝑁
and 𝐴𝑠

𝐿
are attribute sets of

substrate node and link, respectively.The typical attributes of
the node and link are the node’s CPU capacity and the link’s
bandwidth.

3.2. Virtual Network Requests. The virtual network users,
such as service providers and researchers, may need different
virtual network requests. Similarly, each virtual network
request will also be expressed as an undirected graph 𝐺V

=

(𝑁
V
, 𝐿

V
, 𝐴

V
𝑁
, 𝐴

V
𝐿
), where 𝑁V and 𝐿V are sets of request node

and link, respectively, and 𝐴V
𝑁
and 𝐴V

𝐿
are attribute sets of

request node and link, respectively. Here, we also only con-
sider the node’s CPU requirement and the link’s bandwidth
requirement, which is estimated as long-range dependent
traffic [19].

3.3. Embedding Model. The process of virtual network em-
bedding 𝑀 can be defined as finding a subgraph in undi-
rected graph 𝐺𝑠 for 𝐺V satisfying the nodes’ and links’
attributes constraints (𝐴V

𝑁
, 𝐴

V
𝐿
). This process is expressed as

follows:

𝑀 : 𝐺
V
(𝑁

V
, 𝐿

V
, 𝐴

V
𝑁
, 𝐴

V
𝐿
) → 𝐺

𝑠
(𝑁
𝑠
, 𝐿
𝑠
, 𝐴
𝑠

𝑁
, 𝐴
𝑠

𝐿
) . (1)
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The process can be further divided into node embedding
process𝑀𝑁 and link embedding process𝑀𝐿:

𝑀𝑁 : 𝐺
V
(𝑁

V
, 𝐴

V
𝑁
) → 𝐺

𝑠
(𝑁
𝑠
, 𝐴
𝑠

𝑁
) ,

𝑀𝐿 : 𝐺
V
(𝐿

V
, 𝐴

V
𝐿
) → 𝐺

𝑠
(𝐿
𝑠
, 𝐴
𝑠

𝐿
) .

(2)

In the process of embedding, the substrate resources
have to meet request’s node and link resources requirements,
namely,

𝑁
V
(𝑖)

𝑀
𝑁

→𝑁𝑠(𝑗)

∑

𝑖∈𝑁V

𝐴
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(𝑖) ≤ 𝐴

𝑠

𝑁
(𝑗) , 𝑗 ∈ 𝑁

𝑠
,

𝐿
V
(𝑖)

𝑀
𝐿

→𝐿𝑠(𝑗)

∑

𝑖∈𝐿V

𝐴
V
𝐿
(𝑖) ≤ 𝐴

𝑠

𝐿
(𝑗) , 𝑗 ∈ 𝐿

𝑠
,

(3)

where 𝑁V
(𝑖) and 𝑁𝑠(𝑗) represent the ith node of the virtual

network request and the jth node of substrate network,
respectively,𝐿V(𝑖) and𝐿𝑠(𝑗) represent the ith link of the virtual
network request and the jth link of substrate network, respec-
tively, 𝐴V

𝑁
(𝑖) and 𝐴𝑠

𝑁
(𝑗) represent the required resource of

the ith virtual node and the available resource of the jth
substrate node, respectively, and 𝐴V

𝐿
(𝑖) and 𝐴𝑠

𝐿
(𝑗) represent

the required resource of the ith virtual link and the available
resource of the jth substrate link, respectively.

In order to make our work more practical, we adopt
the time window model in Figure 1. We assume that virtual
network requests arrive in a Poisson process and each
request’s lifetime obeys the exponential distribution. In one
time window, the requests will be mapped according to their
revenues. If one virtual network is embedded unsuccess-
fully, the request will be postponed into the waiting queue
temporarily for subsequent embedding, while the virtual
networks which lifetimes come to an end will release their
resources in the time window.

3.4. Objective Descriptions

3.4.1. R/C Ratio. The revenue is the reward when virtual
networks are being embedded successfully. For a virtual
networkwhich has been embedded successfully, we define the
revenue 𝑅(𝐺V

) as follows:

𝑅 (𝐺
V
) = ∑

𝑙V∈𝐿V

BW (𝑙
V
) + 𝛼 ∑

𝑛V∈𝑁V

CPU (𝑛V) , (4)

where BW is the required bandwidth of virtual link, the
CPU is the required CPU of virtual node 𝑛V, and 𝛼 is a
weight coefficient balancing the influence of CPU and BW
to revenue.

Cost is the consumption of substrate network resources
for finishing virtual network embedding. We define the cost
𝐶(𝐺

V
) as follows:

𝐶 (𝐺
V
) = ∑

𝑙V∈𝐿V

∑

𝑙𝑠∈𝐿𝑠

BW (𝐹
𝑙
V

𝑙𝑠
, 𝑙
V
) + 𝛽 ∑

𝑛V∈𝑁V

CPU (𝑛V) , (5)

where 𝐹𝑙
V

𝑙𝑠
∈ {0, 1} and 𝐹𝑙

V

𝑙𝑠
= 1 if substrate link 𝑙𝑠 allocates

bandwidth to virtual link 𝑙V; otherwise 𝐹𝑙
V

𝑙𝑠
= 0. BW(𝐹𝑙

V

𝑙𝑠
, 𝑙
V
)

is the bandwidth which the substrate link 𝑙𝑠 allocates to the
virtual link 𝑙V. Similarly, 𝛽 is a weight coefficient balancing
the influence of CPU and BW to cost.

When we have defined 𝑅(𝐺V
) and 𝐶(𝐺V

), revenue/cost
ratio (R/C) can be defined as follows:

𝑅

𝐶
=
𝑅 (𝐺

V
)

𝐶 (𝐺
V
)

=
∑
𝑙V∈𝐿V BW (𝑙

V
) + 𝛼∑

𝑛V∈𝑁V CPU (𝑛V)
∑
𝑙V∈𝐿V ∑𝑙𝑠∈𝐿𝑠 BW (𝐹

𝑙V

𝑙𝑠
, 𝑙V) + 𝛽∑

𝑛V∈𝑁V CPU (𝐹𝑛V
𝑛𝑠
)
.

(6)

R/C is directly related to net profit of InPs and reflects the
resource utilization of substrate network. In this paper, we set
𝛼 = 𝛽 = 1 but do not break generality.

3.4.2. The Balance Rate of Link Load. The usage of substrate
links may overuse partly, while other parts are idle. Former
researches rarely evaluate whether the usage of substrate links
is balanced or not. In this paper, we define the standard
deviation of link load as load balance rate to reflect the load
balance of substrate links. The balance rate of link load has
important practical significance for improving the reliability
of the substrate network.

First, we define link load 𝐿 𝑙(𝑡, 𝑙
𝑠
) as the stress of substrate

link 𝑙𝑠 in time 𝑡:

𝐿 𝑙 (𝑡, 𝑙
𝑠
) =

∑
∀𝑙V↑𝑙𝑠 BW (𝑙

V
)

BW (𝑙
𝑠
)

, (7)

where ∑
∀𝑙V↑𝑙𝑠 BW(𝑙

V
) means the occupied bandwidth by the

virtual links which are mapped onto the substrate link 𝑙𝑠.
Then, we define the standard deviation of link load as

balance rate of link load LinkLoadRate:

𝐿𝑖𝑛𝑘𝐿𝑜𝑎𝑑𝑅𝑎𝑡𝑒 = √
1

|𝐿
𝑠
|
∑

𝑙𝑠∈𝐿𝑠

[𝐿 𝑙 (𝑡, 𝑙
𝑠
) − 𝐿𝑎 (𝑡)]

2
, (8)

where |𝐿𝑠| is the number of links in the set of 𝐿𝑠. 𝐿𝑎(𝑡) =
∑
𝑙𝑠∈𝐿𝑠

𝐿 𝑙(𝑡, 𝑙
𝑠
)/|𝐿
𝑠
| is the average stress of links 𝐿𝑠 in time 𝑡.

3.4.3. RunTime. The average running time consumed by a
time window can reflect the efficiency of an algorithm. We
define RunTime as follows:

𝑅𝑢𝑛𝑇𝑖𝑚𝑒 =
Total run time

Number of time windows
. (9)

4. The Maximum Convergence-Degree
Algorithm

In this section, we will give the motivation of our proposed
algorithm. Then we present the algorithm in detail. Finally,
the complexity of the algorithm is discussed briefly.

4.1. Motivation. In previous research work, such as [10, 11],
each virtual node is mapped in isolation in node embedding
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Figure 1: Model of time window.

stage. Although paper [13, 16] considers the connection
relationship of substrate nodes, paper [16] only considers
the substrate nodes which directly connect to the occupied
substrate nodes, while the treatment for other substrate nodes
is the same as paper [11]. Paper [13] defines the transfer
probability matrix for all the virtual and substrate nodes, so
the algorithm is fairly complex.

In order to overcome the above problems, we propose
a new algorithm based on the maximum topology mapping
convergence-degree. The proposed algorithm considers the
topologies for both virtual network and substrate network.
Themaximum convergence-degree ensures the virtual nodes
connecting directly to each other in a virtual network are
embedded onto the substrate nodes nearby. The following
example presents our algorithm’s superiority.

As shown in Figure 2, (a) is the substrate network.
Request1 and request2 represent two virtual network
requests. The embedding result of the algorithm in paper
[11] is (b). (c) is the embedding result by the algorithm
proposed in paper [16]. The embedding result of our
proposed algorithm is (d). For our proposed algorithm based
on maximum topology mapping convergence-degree, when
embedding request1, we choose the substrate node (5) to
map the virtual node (c) after virtual nodes (a) and (b) being
mapped onto the substrate nodes (1) and (6), because node
(5) not only has the abundant resource (node’s CPU capacity
and link’s bandwidth), but also the sum of the shortest paths
between node (5) and nodes (1) ans (6) is minimum (the
sum of shortest paths is 2). The reason we consider the sum
of the shortest paths between node (5) and nodes (1) and
(6) is that node (c) connects directly to nodes (a) and (b)
in the virtual network (if node (c) only connects directly to
node (a), we will only consider the shortest path between the
candidate substrate node and node (1)). This mapping way
ensures that the virtual nodes connecting directly to each
other in a virtual network are mapped onto the substrate
nodes nearby, so the topology of a virtual network gathers
together when the virtual network is mapped onto the
substrate network. From the results (a) and (b), we can see
the substrate resource is used inefficiently since one virtual
link occupies many substrate links, while some substrate
nodes and links are overloaded. From the intuitional view,

we can see the embedding result of our algorithm is more
reasonable. We will prove the superiority of our proposed
algorithm in Section 5.

4.2. Details of Maximum-Convergence-Degree Algorithm. In
this part, we will introduce our algorithm in detail. Our
proposed algorithm belongs to the second-order embedding
algorithm, which can be divided into node embedding stage
and link embedding stage. We employ the time window
model described in Figure 1.

In node embedding stage, the virtual networks will be
sorted according to their revenues in a time window. We
select a virtual network with the maximum revenue to map.
Then, we sort the nodes of the virtual network in descending
order according to their required resources VR. VR is defined
as follows:

VR (𝑛V) = CPU (𝑛V) ∑

𝑙V∈Neib(𝑛V)
BW (𝑙

V
) , (10)

where Neib(𝑛V) is the link set connecting directly to the
virtual node 𝑛V. Then we select a virtual node with the
largest VR in this virtual network and embed it onto the
substrate node. Considering the degree of convergence when
embedding virtual networks onto the substrate network, the
substrate node 𝑛𝑠 we choose not only meets virtual node’s
CPU requirement, but also has the maximum convergence-
degree CSR. CSR is defined as follows:

CSR (𝑛𝑠) =
CPU (𝑛𝑠)∑

𝑙𝑠∈Neib(𝑛𝑠) BW (𝑙
𝑠
)

𝑁path + 𝜀
, (11)

where Neib(𝑛𝑠) is the link set connecting directly to the
substrate node 𝑛𝑠. CPU(𝑛𝑠) is the residual resource of node
𝑛
𝑠. BW(𝑙𝑠) is the residual bandwidth of link 𝑙𝑠. 𝑁path is the

sum of the shortest paths between the candidate substrate
node 𝑛𝑠 and substrate nodes 𝑛𝑖 (𝑖 = 1, 2, . . . , 𝑘, 𝑘 ̸= 𝑠), where
𝑛
𝑖
(𝑖 = 1, 2, . . . , 𝑘, 𝑘 ̸= 𝑠) are substrate nodes which have been

assigned to the virtual network’s nodes connecting directly to
the node 𝑛V. 𝜀 is an infinitesimal number in order to avoid the
condition that𝑁path is equal to 0. CPU(𝑛

𝑠
) ∑
𝑙𝑠∈Neib(𝑛𝑠) BW(𝑙

𝑠
)

reflects the abundant degree of the node resource including
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Figure 2: (a) Substrate network. (b) Embedding result of baseline algorithm proposed in paper [9, equation (11)]. (c) Embedding result of
proximity algorithm proposed in paper [11, equation (16)]. (d) Embedding result of our proposed algorithm.

CPU and link resources.𝑁path reflects the adjacent degree of
virtual nodes connecting directly to each other when they are
mapped onto the substrate network; thus, CSR reflects the
degree of convergence when mapping virtual nodes onto the
substrate network.The bigger the value of CSR, the higher the
degree of convergence.

The procedure of node embedding stage is executed in
Algorithm 1. When all virtual nodes in this virtual network
are embedded successfully according to Algorithm 1, we
conduct link embedding. We use K-shortest paths algorithm
when substrate links do not support path splitting, while we
employmulticommodity flow algorithmwhen substrate links
support path splitting. The link embedding stage is executed
in Algorithm 2.

4.3. Discussion of Complexity. Compared with algorithms
proposed in paper [11, 13, 16], our algorithm defines the
topology mapping convergence-degree and just adds calcu-
lation factor 𝑁path + 𝜀 in node embedding stage. Therefore,
the increased complexity in node embedding stage can be
ignored.

Because our algorithm considers the degree of conver-
gence when mapping virtual network onto the substrate
network, this mapping way ensures that the topology of
a virtual network gathers together in substrate network
when it is embedded successfully. So the complexity of link
embedding stage is greatly reduced, while the running time
of our proposed algorithm also reduced significantly. In
Section 5, the simulation result will prove our algorithm’s
superiority.

5. Performance Evaluation

In this section, we will present simulation settings and com-
pare our algorithm (maximum-convergence-degree algo-
rithm) with baseline algorithm proposed in paper [11], prox-
imity algorithm proposed in paper [16], and RW-MaxMatch
algorithm proposed in paper [13] in the performance of rev-
enue/cost ratio (R/C), balance rate of link load LinkLoadRate,
and algorithm’s running timeRunTime. Finally we present the
simulation results and analysis.
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(1) Sort the virtual networks in descending order
according to their revenues 𝑅(𝐺V

) in a time
window.
(2) for each virtual network with maximum revenue
do
sort the virtual nodes according to their required
resources VR in descending order
(3) for each node with the largest VR do
assign the node onto the substrate node which not
only meets its’ CPU requirement, but also has the
maximum convergence-degree CSR
(4) end for
(5) if all nodes are embedded successfully then
return NODE MAPPING SUCCESS
(6) else
postpone the virtual network into the waiting
Queue
return NODE MAPPING FAILED
(7) end if
(8) end for

Algorithm 1: Maximum-convergence-degree algorithm node embedding stage.

(1) sort the virtual networks mapped successfully
in the node stage according to their revenues
𝑅(𝐺

V
) in descending order

(2) for each virtual network with maximum revenue
do
(3) for each virtual link of the request do
(4) if substrate network does not support
path splitting then
map virtual link using the 𝑘-shortest paths
algorithm
(5) else
map virtual link using the multi-commodity flow
algorithm
(6) end if
(7) end for
(8) if all links are embedded successfully then
return LINK MAPPING SUCCESS
(9) else
postpone the virtual network into the waiting
queue

return LINK MAPPING FAILED
(10) end if
(11) end for

Algorithm 2: Maximum-convergence-degree algorithm link embedding stage.

5.1. Simulation Environment. We generate substrate network
topology adopting the GT-IMT tool [20]. The substrate
network is set to have 100 nodes and about 570 links. The
computing resources of nodes’ CPU and the bandwidth of
links are configured to real numbers uniformly distributed
between 50 and 100.

We set 100 time units as one time window. The virtual
networks arrive in a Poisson process with an average arrival
rate 𝜆 per time window. Each virtual network’s lifetime obeys

exponential distribution with an average of 10 time windows.
For each virtual network, the number of virtual nodes follows
a uniform distribution between 2 and 10. The connection
probability among virtual nodes is 0.5.The required resources
of virtual link’s bandwidth BW and virtual node’s CPU are
uniform distribution between 0 and Max (10 ≤ Max ≤ 100);
namely,E(BW)=E(CPU) is increased from5 to 50,where𝐸( )
is themean.TheDELAYwhich each virtual network waits for
subsequent mapping is set to 2 time windows. For reaching a
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Figure 3: Performance comparison under increasing arrival rate 𝜆. 𝐸(BW) = 𝐸(CPU) = 25. DELAY = 2. Splitting ratio is 0.

steady state, we simulate 500 timewindows, corresponding to
about 2500 virtual networks.

5.2. Simulation Results and Analysis

5.2.1. Maximum-Convergence-Degree Algorithm Produces
Higher R/C Ratio. From Figures 3(a) and 4(a), we can see
our proposed algorithm produces higher R/C under different
VNs arrival rate and VNs required resources. Because we
consider the topology mapping convergence-degree in
the node embedding stage, it ensures the topology of a
virtual network gathers together when the virtual network
is mapped onto the substrate network. Each virtual link
is mapped onto the substrate links with fewer hops; thus,
the consumption of substrate bandwidth resources reduces
greatly in link embedding stage, and R/C is improved greatly.

5.2.2. Maximum-Convergence-Degree AlgorithmMakes Use of
the Substrate Links More Balanced. From Figures 3(b) and
4(b), we can see that the load balance of substrate links in our
proposed algorithm is always better than baseline algorithm,
RW-MaxMatch algorithm, and proximity algorithm under
different VNs arrival rate and VNs required resources. This
indicates that our proposed algorithm uses the substrate
more evenly and reasonably, and it will not show that parts
of substrate links are idle, while other parts of substrate
links are overused. The reason is when virtual nodes in a
virtual network connecting directly to each other aremapped
onto the substrate nodes nearby, the probabilities which one
virtual link is mapped onto multiple substrate links and
one substrate link is occupied by several virtual links will
decrease, so it will not show the loads of some substrate links
are lighter, while some parts are heavier. The load balance

of substrate links has important practical significance for
improving the reliability of the substrate network.

5.2.3. Maximum-Convergence-Degree Algorithm Reduces the
Running TimeGreatly. FromFigures 3(c) and 4(c), we can see
our proposed algorithm reduces the running time greatly and
improves the algorithm efficiency under different VNs arrival
rate and VNs required resources. As stated above, because we
consider the topology mapping convergence-degree in node
embedding stage, it ensures the virtual nodes in a virtual
network connecting directly to each other are mapped onto
the substrate nodes nearby; thus, each virtual link is mapped
onto the substrate links with fewer hops. On one hand, the
running time of searching shortest paths for virtual links
decreases, and on the other hand, with a higher success ratio
in the link embedding stage, the running time is saved by
avoiding backtracking. So the running time of the algorithm
is reduced greatly, and the efficiency is improved greatly.

5.2.4. The Effect of Path Splitting Feature. Path splitting is
a subsidiary feature of substrate network brought up by
previous work [11]. It splits one virtual link into small pieces
to assign more virtual networks to the substrate network.
In order to demonstrate the superiority of our algorithm in
different path splitting ratios, we also compare the algorithms
performance with the splitting ratio increasing from 0 to
100%, while other parameters are set as follows: 𝐸(BW) =
𝐸(CPU) = 25. Arrival rate = 5. DELAY = 2.

As shown in Figure 5, our proposed algorithm is always
better than baseline algorithm, proximity algorithm, andRW-
MaxMatch algorithm in the performances of revenue/cost
(R/C), balance rate of link load LinkLoadRate, and running
time RunTime. Therefore, we can conclude that our proposed
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Figure 4: Performance comparison under increasing 𝐸(BW) = 𝐸(CPU). Arrival rate = 5. DELAY = 2. Splitting ratio is 0.

algorithm is also suitable for the substrate network support-
ing any link splitting ratio.

6. The Star Topology Embedding Algorithm

There are many different kinds of network topologies, and
common topological types are star, ring, tree, and mesh, and
so forth. Different topologies are suitable for different types
of applications. Among them, the star topology is the most
commonly used, because it is easy to extend and convenient
for management, such as Ethernet and CDN (content dis-
tribution network). We have proposed the embedding algo-
rithm based on topologymapping convergence-degree in the
above without considering topology feature. Of course, the
proposed algorithm also applies to specific topology types.
However, we believe there are more efficient embedding
algorithms for specific topology types.Therefore, considering
the importance of star topology, we further discuss star
topology embedding algorithm on the basis of our previous
work.

We know the feature of star topology type is that all
nodes in the topology connect directly to a central node. Data
transmission and exchange are controlled by the central node.
The central node in the star topology is the most important
node, so we think the central node should be mapped firstly
in the process of mapping a star topology. Due to the fact
that other nodes in star topology connect directly to the
central node, if the central node is mapped onto a substrate
node 𝑛𝑠 with a large degree 𝑑(𝑛𝑠), the probability of the
star topology being mapped successfully will increase, and
the cost of link embedding stage will be reduced. Thus, the
substrate node 𝑛𝑠 we choose to map the central node not only

has enough available resources, but also has the maximum
DSR(𝑛𝑠). DSR(𝑛𝑠) is defined as follows:

DSR (𝑛𝑠) = CPU (𝑛𝑠) 𝑑 (𝑛𝑠) ∑

𝑙𝑠∈Neib(𝑛𝑠)
BW (𝑙

𝑠
) , (12)

where 𝑑(𝑛𝑠) represents node’s degree, namely, the number
of links associated to the node 𝑛𝑠. After the central node
is mapped successfully, the mapping methods of other vir-
tual nodes and virtual links are the same as maximum-
convergence-degree algorithm we have proposed.

In order to verify the effect of our improved star topology
embedding algorithm, we compare the simulation results
with previous works in the simulation environment of split-
ting ratio as 0, 𝐸(BW) = 𝐸(CPU) = 25, Arrival rate = 5,
DELAY = 2, while other simulation parameters are the same
as Section 5. The result is shown in Figure 6, where we can
see the performances of star topology embedding algorithm
are further improved. The result confirms that there are
more efficient embedding algorithms for specific topology
types, and we will research specific embedding algorithms
according to the features of other different topology types in
the future.

7. Conclusions

In this paper, we propose a new algorithm based on maxi-
mum topology mapping convergence-degree. The proposed
algorithm ensures the virtual nodes connecting directly to
each other in a virtual network are embedded onto the sub-
strate nodes nearby; thus, the topology of a virtual network
gathers together when the virtual network is mapped onto
the substrate network, and the efficiency of link embedding
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Figure 5: Performance comparison under different splitting ratios. 𝐸(BW) = 𝐸(CPU) = 25. Arrival rate = 5. DELAY = 2.
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Figure 6: Performance comparison under 𝐸(BW) = 𝐸(CPU) = 25. Arrival rate = 5. DELAY = 2. Splitting ratio is 0.

increases significantly. The simulation results show, under
a wide range of virtual networks and substrate network
conditions, our proposed algorithm largely enhances the
network utilization efficiency and decreases the complexity of
the embedding problem; especially, the proposed algorithm
improves the load balance of substrate links. Furthermore,
based on the feature of star topology and its importance,
we propose star topology embedding algorithm, and the
performances of star topology embedding algorithm are
further improved.

In our future research, we will further discuss how to
realize the algorithm based on software defined network
and how to optimize the method according to the actual
restrictions such as networks node’s position, reliability, and
so forth.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.



10 Mathematical Problems in Engineering

Acknowledgments

This work was supported by the National Natural Science
Foundation of China (61201153), the National 973 Program
of China under Grant (2012CB315805), the Prospective Re-
search Project on Future Networks in the Jiangsu Future Net-
works Innovation Institute (BY2013095-2-16), the National
Basic Research Program 973 of China (2012CB315801), and
the Fundamental Research Funds for the Central Universities
(2013RC0113).

References

[1] T. Anderson, L. Peterson, S. Shenker, and J. Turner, “Over-
coming the internet impasse through virtualization,” IEEE
Computer Magazine, vol. 38, no. 4, pp. 34–41, 2005.

[2] W.Yeow,C.Westphal, andU.Kozat, “Designing and embedding
reliable virtual infrastructures,” ACM SIGCOMM Computer
Communication Review, vol. 41, no. 2, 2011.

[3] Y. Zhou, Y. Li, G. Sun, D. Jin, L. Su, and L. Zeng, “Game theory
based bandwidth allocation scheme for network virtualization,”
in Proceedings of the 53rd IEEE Global Communications Confer-
ence (GLOBECOM ’10), pp. 1–5, December 2010.

[4] I. Houidi, W. Louati, D. Zeghlache, and S. Baucke, “Virtual
resource description and clustering for virtual network dis-
covery,” in Proceedings of the IEEE International Conference
on Communications Workshops (ICC '09), pp. 1–6, Dresden,
Germany, June 2009.

[5] A. Belbekkouche, M. M. Hasan, and A. Karmouch, “Resource
discovery and allocation in network virtualization,” IEEE Com-
munications Surveys and Tutorials, vol. 14, no. 4, pp. 1114–1128,
2012.

[6] N. M. Mosharaf Kabir Chowdhury and R. Boutaba, “Network
virtualization: state of the art and research challenges,” IEEE
Communications Magazine, vol. 47, no. 7, pp. 20–26, 2009.

[7] N. M. M. K. Chowdhury and R. Boutaba, “A survey of network
virtualization,” Computer Networks, vol. 54, no. 5, pp. 862–876,
2010.

[8] D. Andersen, “Theoretical approaches to node assignment,”
Working Paper, 2002.

[9] L. Li, J. Kurths, H. Peng, Y. Yang, and Q. Luo, “Exponentially
asymptotic synchronization of uncertain complex time-delay
dynamical networks,”The European Physical Journal B, vol. 86,
no. 4, article 125, 9 pages, 2013.

[10] M. Chowdhury, M. R. Rahman, and R. Boutaba, “ViNEYard:
virtual network embedding algorithms with coordinated node
and linkmapping,” IEEE/ACMTransactions on Networking, vol.
20, no. 1, pp. 206–219, 2012.

[11] M. Yu, Y. Yi, J. Rexford et al., “Rethinking virtual network
embedding: substrate support for path splitting andmigration,”
ACMSIGCOMMComputer Communication Review, vol. 38, no.
2, pp. 17–29, 2008.

[12] J. Lischka and H. Karl, “A virtual network mapping algorithm
based on subgraph isomorphism detection,” in Proceedings of
the 1st ACMWorkshop on Virtualized Infrastructure Systems and
Architectures (VISA ’09), pp. 81–88, 2009.

[13] X. Cheng, S. Su, Z. Zhang et al., “Virtual network embedding
through topology-aware node ranking,”ACMSIGCOMMCom-
puter Communication Review, vol. 41, no. 2, 2011.

[14] J. Shamsi and M. Brockmeyer, “QoSMap: QoS aware mapping
of virtual networks for resiliency and efficiency,” in Proceedings

of the IEEE GLOBECOM Workshop, pp. 1–6, Washington, DC,
USA, November 2007.

[15] I. Houidi, W. Louati, and D. Zeghlache, “A distributed virtual
networkmapping algorithm,” in Proceeding of the IEEE Interna-
tional Conference on Communications (ICC '08), pp. 5634–5640,
Beijing, China, May 2008.

[16] J. Liu, T. Huang, J. Chen, and Y. Liu, “A new algorithm based
on the proximity principle for the virtual network embedding
problem,” Journal of Zhejiang University: Science C, vol. 12, no.
11, pp. 910–918, 2011.

[17] H. Cui, W. Gao, Y. Liu et al., “A virtual network embedding
alogrithm based on virtual topology connection feature,” in
Proceedings of the IEEE 16th International Symposium on Wire-
less Personal Multimedia Communications (WPMC ’13), pp. 1–5,
2013.

[18] X. Chen, Y. Luo, and J.Wang, “Virtual network embedding with
border matching,” in Proceedings of the 4th International Con-
ference on Communication Systems and Networks (COMSNETS
’12), pp. 1–8, January 2012.

[19] M. Li, W. Chen, and L. Han, “Correlation matching method
for the weak stationarity test of LRD traffic,” Telecommunication
Systems, vol. 43, no. 3-4, pp. 181–195, 2010.

[20] E. W. Zegura, K. L. Calvert, and S. Bhattacharjee, “How to
model an internetwork,” in Proceedings of the 15th Annual Joint
Conference of the IEEE Computer Societies (INFOCOM ’96), vol.
2, pp. 594–602, San Francisco, Calif, USA, March 1996.




