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Introduction. In recent years, the smartphone boom has
made social media monitoring of news, blogs, Twitter, and
Facebook a social phenomenon. Twitter is an online social
networking andmicroblogging service that has gainedworld-
wide popularity with over 500 million active users as of 2012.
Even though one tweet may contain at most 140 characters,
the number of tweets that are generated daily is enormous and
hence they, collectively, could give important clues to several
issues such as public opinions, current trends, and burst
keywords. If detecting the information could be successfully
done, various services related to the information, such as
multimedia contents recommendation and trend contents
visualization, can be provided. So far, many studies have
been carried out for this goal. Therefore, we are looking
for efficient and effective meaningful information such as
topic and trend detecting/tracking algorithms in SNS (social
network services) big data.

Each submitted manuscript was blindly reviewed by at
least three reviewers consisting of guest editors and external
reviewers. After two review processes, nine manuscripts
were selected to be included in this special issue. In Sum-
maries of Selected Manuscripts, we briefly summarize these
manuscripts.

Summaries of SelectedManuscripts.The article entitled “Study
on Strengthening Plan of Safety Network CCTV Monitoring
by Steganography and User Authentication” by J. O. Park
and S. Kim proposes an image checking technique through
steganography to ensure the security of the image transfer

process and user authentication protocol to block malicious
users in network CCTV environments.

In the paper entitled “Supporting Image Search with Tag
Clouds: A Preliminary Approach,” F. Guerra et al. introduce
a novel tag-based system supporting the search of images
published with some textual information. For two particular
use cases, they also implement MediaPresenter which is a
system for (i) the creation of multimedia presentations and
(ii) an image search engine for Twitter.

In the paper entitled “Performance Comparison of
OpenMP, MPI, and MapReduce in Practical Problems,” S.
J. Kang et al. review existing parallel computing models
and present performance studies of three widely recog-
nized parallel programming frameworks: OpenMP,MPI, and
MapReduce. The comparative study was conducted for two
problem sets: the all-pair shortest path problem and a joint
problem for large data sets.

The paper entitled “Security Requirements for Multime-
dia Archives” by S. B. Park presents security issues related
to digital archive systems. The author discusses security
problems of cryptographic primitives and lifetime of crypto-
graphic keys for long term preservation. For long term secu-
rity, the author suggests periodic updates of cryptographic
messages and keys. The study is not to solve those problems
but rather to enumerate the requirements which must be
considered for secure digital archiving systems.

In the paper entitled “Coevolution of Artificial Agents
using Evolutionary Computation in Bargaining Game,” S.
Lee investigates the interaction and coevolutionary process
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among heterogeneous artificial agents using evolutionary
computation (EC) in the bargaining game. The three kinds
of EC based agents are compared in the bargaining game:
genetic algorithm, particle swarm optimization, and differ-
ential evolution.The game performance with regard to payoff
through the interaction and coevolution of agents is studied.
The study demonstrates that the particle swarm optimization
approach is superior to the other algorithms in the bargaining
game.

In the paper entitled “PreprocessingTechniques forHigh-
Efficiency Data Compression in Wireless Multimedia Sensor
Networks,” J. Park and J. Yoo propose novel preprocessing
techniques for high-efficiency data compression in wire-
less multimedia sensor networks. The proposed techniques
consider the characteristics of sensed multimedia data to
perform the first stage preprocessing by deleting the low
priority bits that do not affect the image quality. The second
stage preprocessing is also performed for the undeleted high
priority bits. These preprocessing techniques significantly
reduce the size of multimedia data to be compressed. To
show the superiority of the proposed techniques, an existing
multimedia data compression scheme with and without our
preprocessing techniques was implemented. The experimen-
tal results have shown that the proposed techniques increase
the compression ratio while reducing the number of com-
pression operations compared to the existing compression
scheme without the preprocessing techniques.

The paper entitled “Discovering Congested Routes Using
Vehicle Trajectories in Road Networks” by K. S. Bok et
al. proposes a new discovering scheme of congested routes
through the analysis of vehicle trajectories in a road network.
The proposed scheme computes the complexity value of each
road segment according to different directions and detects
congested routes of a road network by clustering congested
road segments within each time interval. To show the supe-
riority of the proposed scheme, a performance evaluation
was performed by comparing the proposed scheme with the
existing scheme NETSCAN. The experimental results show
that the proposed scheme can efficiently discover congested
routes in different directions better than the existing scheme.

In the paper entitled “An Empirical Analysis of Tech-
nology Transfer of National R&D Projects in South Korea,”
M.-S. Kim et al. examine the outcomes of national R&D
projects by the types of R&D organizations and by the types
of R&D and analyze the factors influencing the outcomes.
Their analysis indicates that there were significant differences
between government funded institutions and universities and
between basic and applied R&D. The study has found that
government funded institutions did not necessarily perform
better than universities in terms of the quantity of technology
transfer.

In the paper entitled “Development of Ontology and 3D
Software for the Diseases of Spine,” S. Lee et al. introduce
an e-Spine project carried out by the Korea Institute of
Science and Technology Information (KISTI) that deals with
spinal diseases to prepare for an ageing society. They built
an ontology of the spine with links to the causes, symp-
toms, and methods of treatment of frequently encountered
spinal diseases among Koreans and anatomical information.

The completed spinal ontology expresses anatomical connec-
tions of the parts of the spine and their vertical relationships
as well as information on spinal diseases. It is easy to under-
stand the spinal structure and diseases by conceptualizing
the anatomical structure of the spine and showing it in 3D
images.
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Algorithms and techniques for searching in collections of data address a challenging task, since they have to bridge the gap between
the ways in which users express their interests, through natural language expressions or keywords, and the ways in which data is
represented and indexed. When the collections of data include images, the task becomes harder, mainly for two reasons. From one
side the user expresses his needs through one medium (text) and he will obtain results via another medium (some images). From
the other side, it can be difficult for a user to understand the results retrieved; that is why a particular image is part of the result
set. In this case, some techniques for analyzing the query results and giving to the users some insight into the content retrieved are
needed. In this paper, we propose to address this problem by coupling the image result set with a tag cloud of words describing it.
Some techniques for building the tag cloud are introduced and two application scenarios are discussed.

1. Introduction

Thenumbers aroundTwitter are impressive: the official statis-
tics (https://about.twitter.com/company, August 2014) state
that 500 million messages are sent per day by 271 million
monthly active users. Tweets are now considered as an impor-
tant medium adopted by governments and enterprises for
their direct communications.Therefore, Twitter constitutes a
large and authoritative information repository: to be able to
gain any insight into it is of paramount importance.

In this field, we are not at step zero. Finding tweets con-
taining related information, discovering trends, and analyz-
ing impacts/influences of users and messages are still hot,
open, and challenging research topics, although effective and
efficient solutions have been developed and implemented in
commercial tools. Applications, platforms, and appliances
performing analytics on tweets are now commercialized and
adopted in real business scenarios. These tools represent the
outcomes achieved by the application of big data analysis
(BDA) techniques to tweets. In this area, the academic and
enterprise research communities have jointly put a large effort
in the development of techniques for discovering unknown
correlations and hidden patterns from huge amounts of data.

These software applications are typically oriented to the
analysis of text and metadata which constitute a tweet.
Nevertheless, tweets can include also images that can convey
interesting information for the users too. Techniques and
tools for the analysis of images associated with tweets are
less advanced and some research work is still needed. If
we consider, for example, three of the most used appli-
cations for searching images published in Twitter, that is,
the search engine available in the official website, TwiPho
(http://twipho.net/), and Topsy (http://topsy.com/), users can
formulate query through a simple user interface which
allows them to express their interests by means of keywords.
The tools return a list of images which are related to the
keyword queries according to some algorithm. Nevertheless,
to understand why an image has been included in the result
list for a specific query is often a mystery to the user. Let
us suppose, for example, that a user is querying the Twitter
interface looking for images about Modena and expecting
as a result photos about this Italian city. It is not easy for a
user to understand why some of the top images retrieved and
shown in Figure 1 are connected to the Modena city. We can
justify the presence of vinegar bottles and Ferrari cars in the
results since Modena is the city where they are produced, but
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Figure 1:The top images resulting by the query “Modena” inTwitter.

the connection with Modena and the beach (last image in
the first row) is hard to justify, since Modena is not close to
the sea. The absence of effective techniques for analyzing the
images in Twitter constitutes a tremendous gap since it has
been estimated that around 36% tweets include images.

Therefore, we think that providing users with some
techniques for analyzing the images retrieved by a user query
is needed. Informal user studies at Yahoo!, as reported in [1],
indicate that augmenting related suggestions with concrete
explanations would significantly increase the relevance of
the suggestions and increase user engagement. According to
these studies, we claim that users would have a great benefit
if they are able to couple the image result set with some
justification concerning its relevance to the user query. In
this paper, we discuss the abstract problem of generating tag
clouds describing result sets and we propose techniques for
generating tag clouds of words summarizing and explaining
the images retrieved by a query. A tag cloud is a visual
representation of text data associated with the images where
the importance of each tag is shown with font size or color.
The use of tag clouds for summarizing the results of a user
query has been studied in the literature even if not frequently
adopted in the image search, where we devise a two-step
process for (1) tokenizing—the goal of this step is to associate
images with some representative words—and (2) tag cloud
generation—this step provides an effective tag cloud by using
the words identified by the first step.

In some cases, the first step can be trivial: the words
associatedwith the images aremanually provided by the users
publishing the image.This is the case of Flickr, one of themost
used websites for hosting and sharing images and videos,
which allows users to include several tags for each shared
image and provides a system for searching images related to
some specific user-provided tag.When you perform this kind
of search in Flickr (https://www.flickr.com/photos/tags), the
images returned to the users are shown alongwith some other
tags which represent elements “related” to the tags searched.
Even if a tag cloud is shown, this kind of information does
not provide any insight into the images included in the result

set. Also Twitter allows users to tagmessages and these words
(or, in case of their absence, some representative words in the
message can be extracted by means of some NLP technique)
can be used as input for a tag cloud generator system.

The second step needs to address two main issues: the
development of techniques for the selection of which words
to visualize in the tag cloud (typically a tag cloud is composed
of around 40 words and the union of the tags associated
with the images belonging to a result set can have a higher
cardinality) and the definition of the shape (e.g., size, font,
and color) to assign to each word. We claim that the process
for generating tag clouds is the result of the application of
three fundamental operations: (a) the selection; that is, we
need functions that can reduce the total number of tags
which are associated with a result set; (b) the ranking; that is,
we need techniques able to order tags with respect to some
metrics; and (c) the partition, that is, techniques for grouping
tags. We conceive these operations as “abstract procedures”:
obviously there are several possible implementations for each
operation, each one addressing a specific goal. For example,
ranking can take into account the publication time or the
frequency of a tag for ordering.

In this paper, we introduce a novel tag-based system
supporting the search of images published with some textual
information. Two particular use cases where the system has
been implemented will be shown: MediaPresenter, a system
for the creation of multimedia presentations, and an image
search engine for Twitter. Our goal is to provide a tool for
analyzing an image result set: for this reason our proposal
can be conceived as an add-on to be coupled with the image
search engine. For the sake of simplicity, we consider only
images having some descriptive hashtag in the tweet.Thiswill
be used by our system to generate the tag cloud. Nevertheless,
NLP techniques for extracting the most representative words
of a tweet can be used for this purpose. Our idea, which
extends our previous proposal [2], is to model hashtags as
a network, where two tags are linked if they are associated
with the same image, and to provide users with specific
implementations of the fundamental operations. Our system
will allow users to select and combine these operations and
their specific implementations to generate a tag cloud (or
a set of tag clouds) representing the images of interests.
With reference to the previous example, the user can apply
a partition function to the hashtags associated with the
images of Modena and discover that images are related to 3
main topics: cars, vinegar, andmonuments. Moreover, he can
apply a ranking function and creating a tag cloud where the
elements are ordered on the basis of their frequency.

The rest of the paper is structured as follows. The next
section introduces some related work. Section 3 describes the
model underlying the proposal and Section 4 introduces the
functional architecture of the system and two use cases where
the application has been implemented. Finally, Section 5
introduces some conclusions and future work.

2. Related Work

The problem of selecting a limited number of tags represent-
ing a result set has been studied in the literature and in [3]
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amodel and somemetrics for generating tag clouds from a set
of labels have been proposed. Tag clouds generated according
to the proposed techniques were implemented as part of
CourseRank [4]: a social tool to access official university
information and statistics.

Other interesting approaches include PubCloud [5], a
project that uses tag clouds for summarizing query result of
PubMed biomedical literature database. The tag clouds are
generated from words extracted from the paper abstracts of
the query results. The font size of the words in the cloud is
calculated just using terms frequency, and the set of visualized
tags are obtained by using the tags having frequency higher
than 10% of the best frequency: both the score and the
visualized set computation are very simple with respect to
other approaches, such as our technique. In [6] three different
approaches to determine word cloud generation from web
search results are used: full-text, query biased, and anchor
text based clouds. They define a specific model to score the
terms and a greedy algorithm to select best tags: preliminary
results are obtained by using 2009 TREC Web Track as
documents set evaluation. Moreover, the Rex system [1] is
somewhat related to the motivation of our research. In the
paper the need of providing explanation for keyword queries
result is highlighted. We think that tag cloud can provide
this information. Finally, concerning keyword search over
tags, the proposed technique takes some inspiration from our
previous work on keyword search over relational databases
where two prototypes have been proposed [7, 8].

3. The Model

In this section we describe the data representation model
enabling the generation of tag clouds through the primitive
operations. We consider a set of images 𝐶 and the set of
tags 𝑇 associated with it. In our model, tags associated with
images are represented as a graph, where the nodes are the
tags and an edge exists in tags cooccurring in the same image.
Inspired by [3], we propose and model some measures to be
applied to our graph model for the generation of effective
tag clouds. Our goal is to provide a technique, based on the
selection, ranking, and partitioning operations, to generate
and evaluate tag clouds that summarize the results retrieved
by the image search engine.We are not interested in how these
results are generated or ranked by the search application: our
work is independent of the way the result set is computed. In
this way our proposal is applicable to any system for image
search. Moreover, in this section we intend to describe a
general model and the operations that can be performed
exploiting it. The actual implementation of the system is
based on this model and it employs only a subset of the
proposed measures.

Let us assume that a query 𝑞 is a subset of 𝑇: this is a
reasonable assumption since, typically, from a query 𝑞, an
image search engine returns a collection of images 𝐶𝑞 ⊆ 𝐶

and the set of tags𝑇𝑞 associatedwith at least one image 𝑐 ∈ 𝐶𝑞.
We denote by 𝐴(𝑡) the association set of the images that are
tagged with a tag 𝑡 and belong to 𝐶.

Definition 1 (association set of 𝑡 under 𝑞). One defines the
association set 𝐴𝑞(𝑡) of a query 𝑞 as 𝐴𝑞(𝑡) = 𝐴(𝑡)⋂𝐶𝑞.

In order to provide a flexiblemodel to generate tag clouds,
we consider the general definition of a scoring function:

𝑠:𝐶𝑞 → [0, 1]. (1)

A straightforward scoring function is the frequency of an
image in 𝑐 ∈ 𝐶𝑞. Employing it, all images have the same score
equal to 1/|𝐶𝑞|, where |𝐶𝑞| is the cardinality of𝐶𝑞.We call this
function frequency function 𝑓(⋅). Other scoring functions
can be exploited in order to give more importance to some
images rather than others, for instance, assigning a higher
score on the basis of the timestamp of the image: the more
a photo is recent the more it is relevant, while older photos
could also be not considered under a certain threshold. Other
scoring functions can be taken into account: spatial proximity
(with respect to the user’s position) and the “social level”
of the results (measured, e.g., by the number of retweets in
Twitter).

Given a scoring function 𝑠(⋅), we want the space of tags
𝑇𝑞 as a graph of tags 𝐺𝑞(𝑉, 𝐸, Π, Γ)|𝑠 where 𝑉 represents the
vertices and each vertex is a tag 𝑡𝑖 ∈ 𝑇𝑞; 𝐸 is an edge between
two tags 𝑡𝑖, 𝑡𝑗 ∈ 𝑇𝑞 with 𝑖 ̸= 𝑗 that cooccurs in an image 𝑐 ∈ 𝐶𝑞;
Π and Γ are, respectively, the set of weights of the vertices and
the set of weights of the edges.Theweight of a node is defined
as follows:

𝑤𝑡𝑖
= ∑

𝑐𝑖∈𝐴𝑞(𝑡)

𝑠(𝑐𝑖). (2)

Intuitively, if 𝑠(⋅) = 𝑓(⋅), the weight of a node 𝑡𝑖 represents
the fraction of images that belong to 𝐶𝑞 and are tagged with
𝑡𝑖. Then, we define the weight𝑤 of a pair of tags and use it to
define afterwards the weighs of the edges:

𝑤


𝑡𝑖 ,𝑡𝑗
= ∑

𝑐𝑘∈𝐴𝑞(𝑡𝑖)⋂𝐴𝑞(𝑡𝑗)

𝑠(𝑐𝑘). (3)

Once again, if 𝑠(⋅) = 𝑓(⋅), then 𝑤


𝑡𝑖 ,𝑡𝑗
represents the cooc-

currence of the two tags 𝑡𝑖 and 𝑡𝑗, normalised for the total
number of images |𝐶𝑞|. The 𝑤



𝑡𝑖 ,𝑡𝑗
can be directly used as

weight𝑤𝑡𝑖 ,𝑡𝑗 of the edge between two tags in 𝐺𝑞; alternatively,
it allows computing othermeasures to be exploited as weights
of edges in 𝐺𝑞. In fact, the computation of Dice, Jaccard, and
Cosine coefficients becomes straightforward:

Dice𝑡𝑖 ,𝑡𝑗 = 2 ∗

𝑤


𝑡𝑖 ,𝑡𝑗

𝑤𝑡𝑖
+ 𝑤𝑡𝑗

Jaccard𝑡𝑖 ,𝑡𝑗 =
𝑤


𝑡𝑖 ,𝑡𝑗

𝑤𝑡𝑖
+ 𝑤𝑡𝑗

− 𝑤

𝑡𝑖 ,𝑡𝑗

Cosine𝑡𝑖 ,𝑡𝑗 =
𝑤


𝑡𝑖 ,𝑡𝑗

√𝑤𝑡𝑖
∗ 𝑤𝑡𝑗

.

(4)

Formally, a tag cloud 𝑆 is a subset of𝑇𝑞, represented in our
model as a subgraph𝐺𝑆 of the graph𝐺𝑞 of tags under a query
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𝑞 that summarizes the query results and aims to help the users
in the navigation of them. In order to quantitatively evaluate
the goodness of a tag cloud we define below two measures:
the coverage and the overlap of 𝑆.

3.1. Evaluation. The coverage cov(𝑆) of a tag cloud 𝑆 is a
measure of the fraction of images belonging to 𝐶𝑞 that are
associated with tags of 𝑆:

cov(𝑆) =
𝑊𝑆 − 𝐼𝑆

𝑊𝐶𝑞
− 𝐼𝐶𝑞

, (5)

where 𝐼𝑃 and 𝑊𝑃 are, respectively, the weight of the inner
edges and the weight of the inner nodes of a set of vertices
𝑃:

𝐼𝑃 = ∑

𝑡𝑖 ,𝑡𝑗∈𝑃

𝑡𝑖 ̸=𝑡𝑗

𝑤𝑡𝑖 ,𝑡𝑗
, 𝑊𝑃 = ∑

𝑡𝑖∈𝑃

𝑤𝑡𝑖
.

(6)

The coverage of a tag cloud 𝑆 depends on the number of
images 𝑐𝑖 ∈ 𝐶𝑞 that are associatedwith tags belonging to 𝑆 and
their score 𝑠(𝑐𝑖). If 𝑠(⋅) = 𝑓(⋅) and 𝑤 = 𝑤

, then the coverage
of 𝑆 represents the exact fraction of images of 𝐶𝑞 associated
with at least one tag of 𝑆.

Another measure we take into account evaluating a tag
cloud is the overlap overlap(𝑆) of 𝑆 that can be seen as a
measure of redundancy, that is, how many images associated
with a tag 𝑡𝑖 ∈ 𝑆 are associated also with another tag 𝑡𝑗 ∈ 𝑆:

overlap(𝑆) =
𝐼𝑆

𝑊𝑆

. (7)

Generally, a desirable tag cloud should have a low overlap
and a high coverage. Below we define and discuss about some
metrics useful to perform the selection and ranking of 𝑇𝑞 in
order to build 𝑆.

3.2. Ranking and Selection. To perform the ranking and
the selection of nodes belonging to the graph of tags
𝐺𝑞(𝑉, 𝐸, Π, Γ)|𝑠, we need to determine the importance of a
node within the network. If the importance can bemeasured,
both selection and ranking of nodes can be performed basing
on it.

We can consider nodes with a high number of connec-
tions (also considering the weight of those connections) to be
important. A measure that captures this idea is the centrality
degree 𝐷𝑐(𝑡𝑖) = ∑

𝑡𝑗∈𝑇𝑞
𝑤𝑡𝑖 ,𝑡𝑗

that can be normalised by the
maximum degree 𝑑𝑗 in the network, or by the degree sum 𝐼𝑐.

Another possible approach is to compute the PageRank of
the nodes in the graph, relying on the idea that if an important
node is connected to another node, the latter should be
important too.

All these measures lack one aspect: they tend to consider
all nodes belonging to a unique cluster that have to be
summarized. This is a quite contrived assumption that rarely
fits for real cases. In fact, generally the results can be classified
in different clusters due to the intrinsic ambiguity of the tags.
Hence, besides allowing a partitioning and a ranking task, we
need a further step: the partitioning.

3.3. Partitioning. Many algorithms can be employed to par-
tition a graph [9]. The goal of this task is to minimise
the overlap among different clusters and at the same time
maximise the strength of the association of the members
inside a cluster. To give a quantitative measure, according
to the previous notation, we define the group clustering
coefficient as

cluster(𝑆) =
𝐼𝑆 − 𝛽𝐵𝑆

𝑊𝑆

, (8)

where 𝐵𝑆 = 𝐼𝐶 − 𝐼𝑆 is the sum of the weights of the edges that
link a node inside to one outside the cluster.

Similarly, our model allows to exploit community detec-
tion algorithms, in particular [10] that proposes a technique
to identify automatically the optimal number of communi-
ties, as well generating hierarchical or overlapping ones.

4. The System

Our application is conceived as two separate components that
work coupled: a search engine retrieving images and related
tags and a cloud generator that analyzes the results provided
by the first tool to generate a summarized view in the form of
a tag cloud of the contents. The components are independent
of each other: the generation of the tag clouds does not rely
on the technique adopted for retrieving the images, but it
only takes into account the images and tags retrieved and,
vice versa, the image searching is not influenced by the tag
cloud generation process. Moreover, working with images
and related tags is not a limitation, since there are applications
working in real scenarios managing and retrieving images
and related words.

Figure 2 shows the functional architecture of the searcher
and the tag cloud generator components. In our preliminary
prototype, the searcher component actually returns images
on the basis of the associated descriptions. As shown in the
figure, the first operation performed by the component is the
collection of images and related descriptions.The goal of this
step is to generate tags which are representative of the images
starting from their descriptions. The component implements
a simple information retrieval technique, based in particular
on vector spaces [11], for retrieving and ranking images on
the basis of their descriptions with respect to user keyword
queries.

The input of the second component is the result of the
user keyword query computed by the searcher, with the aim
of generating its representation in the form of tag cloud. The
technique proposed models the result set as a graph where
nodes are the tags and edges exist between tags associated
with the same image. Moreover, the nodes in the graph are
weighted on the basis of their frequency. Starting from this
graph representation of the result a tag cloud is generated
by the application of the three fundamental operations of
selection (to reduce the number of tags), ranking (to discover
the most important ones and to visualize them accordingly),
and partition (to cluster tags which are in some way related).
There are a number of possible implementations of these
operations, which are based on and try to maximize different
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Figure 2: The functional architecture of our application.

measures. In the following, we will propose some proposals
as they have been implemented in our prototypes. Moreover,
we think that it is a responsibility of the user to choose which
operation to apply (only one operation or a series of them),
the order of their execution, and the specific implementation.

A first implementation of our idea has been proposed
and tested in MediaPresenter, a tool developed through a
join collaboration between the DBGroup at University of
Modena and Reggio Emilia and Addiction Creation Media
Lab, an Italian SME. Part of the activity has been funded
by Italian Emilia Romagna region, within the LISEA labo-
ratory (http://spring.bologna.enea.it/lisealab/). As described
in Section 4.1, the tag cloud generated in this project is
obtained as the result of a selection process only and by using
a measure. In Section 4.2, we show our ideas implemented in
MediaPresenter can be extended for dealingwith the retrieval
of images in Twitter.

4.1. MediaPresenter. MediaPresenter is an online cross-
platform application, which offers a large number of services
for sharing and managing digital archives. The main goal
of MediaPresenter is to produce multimedia presentations
and this could be done by combining multimedia resources
available in a repository calledMediaBank.We experimented
our ideas for supporting image search with tag cloud in
MediaPresenter by implementing a service supporting users
in retrieving interesting contents from theMediaBank repos-
itory. Other services are offered by MediaPresenter and they
include the concurrent access to data by multiple users with
different roles, the possibility of importing multiple types of
digital resources (3D representations, videos, images, etc.)
and exporting them in various formats (swf, pptx, png,
and pdf), and a keyword-based search engine for retrieving
digital contents fromMediaBank. The process for generating
presentations consists of four steps, namely, selection, assem-
bling, transformation, and presentation.

The Selection Step. In this step, the multimedia resources
contained in the MediaBank are retrieved using a infor-
mation retrieval technique based on vector space. Each
multimedia resource in the repository is identified by a
unique code (typically the name of the file) and has associated
a series ofmetadata which specify contents and the properties
that characterize such element. The metadata constitute

the search space where the IR technique looks for the
keywords provided by the user as an input.

The Assembling Step. In this step, the user assembles the final
presentation starting from the single resources retrieved in
the previous step. Users can also assemble different types of
elements depending on their role. For instance, one user can
be a slide-maker and therefore he can assemble just slides;
meanwhile a presentation-maker can assemble only complete
presentations.

The Transformation Step. Once the user has repeated itera-
tively the previous steps and the complete presentation has
been created, the transformation step allows him to save the
final product in different formats according to the user needs.

The Presentation Step. MediaPresenter client has been devel-
oped as a Flex application running inside a browser; hence
a presentation can be potentially shown on whatever device
having a browser and an Internet connection. Nevertheless,
a presentation can be published in different formats, and
consequently it can be shown through other applications.

4.1.1.TheMediaPresenter TagCloud. Themain goal ofMedia-
Presenter is to support users in publishing multimedia
presentations. To reach this goal, the system provides the
user with all the available information about the topic which
can be briefly summarized in presentations, unpacked slides,
or series of slides and digital resources already used in the
past or available as digital content of the enterprise. During
the creation process, the typical action performed by users is
searching resources stored into the MediaBank using name,
dimension, type, and date of creation as search criteria.
The results from these searches are often unsatisfactory,
mainly due to the lack of database structure knowledge and
experience of the user. Furthermore, database search results
are often considered as database tuples, whereas nontechnical
people think in terms of entities, not tuples. To overcome this
issue, we devised a particular search method which allows
users to perform a keyword search over the MediaBank
database using terms that can be found in different fields
(name, title, description, etc.) and in multiple relations,
hiding the data structure to the user. In order to make this
approach even more effective, the system enables users to
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Figure 3: The MediaPresenter GUI.

associate words to each digital resource: these tags that can
be manually specified by the users choosing the correct ones
among a predefined set of proposals or creating new tags
ex novo at run-time. The action of organizing resources
by adding metadata is called “tagging” and it is gaining
popularity on the web in these years [12]. Using tags to
annotate resources allows the system not only to specify the
keyword search over the stored assets, but also to create tag
clouds and to consider each term in the cloud as a hyperlink
that can be used to refine the search results, dynamically
guiding users in the hidden relationship among contents and
eventually leading to serendipitous discoveries of interesting
results.

Figure 3 shows the MediaPresenter interface used for
keyword searching supported by tag clouds. In this case the
user was looking for all the multimedia resources containing
the term “people.” The user can select the preferred resource
on the left, and the tag cloud at the bottom right of the image
supports the user in browsing all the related resources.

4.1.2. Keyword Search over the MediaBank and Tag Cloud
Generation. In this section, the process adopted in Media-
Presenter for keyword search and tag cloud generation is
introduced. Let us denote by 𝐷 the MediaBank database
part where the search process is applied and by 𝑅𝑖 the 𝑖th
relation stored in 𝐷. Each relation contains a set 𝐶 of col-
umns. We consider 𝑅𝑖 ⋅ 𝐶𝑗 as the 𝑗th column of the 𝑖th rela-
tion. By 𝑡 we denote a generic tuple in 𝐷. Given 𝑅𝑖 and 𝑅𝑗

and a primary-foreign key relationship between 𝑅𝑖 and 𝑅𝑗,
we consider 𝑇𝐷 as the tuple graph of the database 𝐷, where
for nodes we consider each tuple in 𝐷 and given two
tuples 𝑡𝑖 ∈ 𝑅𝑖 and 𝑡𝑗 ∈ 𝑅𝑗, an edge exists among them if
(𝑡𝑖 ⋈ 𝑡𝑗) ∈ (𝑅𝑖 ⋈ 𝑅𝑗). 𝐷 can be modeled as a collection 𝑉

of search entities. In our case 𝑉 corresponds to the set
of digital assets that can be returned by the search method,
providing, thus, a sort of unit of representation for returned
entities. For each entity V ∈ 𝑉 we consider 𝐶𝑖 as the 𝑖th
attribute describing the entity. 𝐶𝑖 can be seen both as a
one-to-one mapping to a particular column in the database

Table 1:TheMediaBank fragment containing data searchable by the
users.

(a) DAM object

Asset ID Asset name Folder name Asset file name
DA001 asset 001 Products box front.jpg
DA639 opening 3 Packages B03240.jpg
DA640 opening 4 Packages ustraws.jpg

(b) tag

Tag ID Term
T45 Yellow
T10 Box machine
T55 Products
T2 Umbrella
T19 Aseptic
T31 Juice
T50 Square
T87 Operator

(c) serie slide

Slide ID Title Source
S33 Overview <mx:Application> . . .

S101 Special box <mx:Application> . . .

S6 Conclusions <mx:Application> . . .

S869 Updates <mx:Application> . . .

(d) presentation serie template

Object ID Name Description
P50 The new box machine In this presentation. . .
P13 About MediaPresenter MediaPresenter is a. . .

(e.g., the resource name) and also as amany-to-onemapping,
therefore grouping several information in one search entity
attribute (e.g., the set of tags specified for a digital asset
can be thought as an attribute of the asset entity). In
particular, we consider 𝐶0 as the identifier of each specific
search entity. An entity ID, hence, is a mapping to the
primary key of the relation 𝑅0, where 𝑅0 is called primary
entity relation. In our context, we recognize as primary
entity relation the table DAM object, which provides all
the digital resource IDs. On the other hand, we call all
the other relations that join directly or indirectly with 𝑅0

and provide additional information to V secondary entity
relation.We identify tag, presentation serie template,
and serie slide tables as secondary entity relations.
Table 1 depicts the database relations we took into account
for the keyword search.

Summarizing, the keyword search engine we developed
returns digital resources identified by the ID stored in
the DAM object primary relation. Each resource contains
attributes directly related to the primary relation (name, file
name, folder name) but also attributes grouping informa-
tion belonging to secondary relations. Each entity gets infor-
mation about the slide(s) it belongs to, thanks to the join
with the serie slide relation. In addition, information
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about the presentation (series, template) is added joining the
relation serie slide with presentation serie tem
plate. At the end the relation tag provides information
about the set of assets tags as well as information about
the set of tags related to the presentation (series, template)
containing the asset entity.

The input of our search function is a query 𝑞, and we
assume that 𝑞 is composed of a certain number of keyword
terms. We assume that given a keyword term 𝑘 and a search
entity V identified by the ID stored in the tuple 𝑡 of the primary
relation𝑅0 and V contains 𝑘 if one of the following statements
holds: (a) one of the attributes values of 𝑡 contains 𝑘; (b)
𝑇𝐷 contains a tuple 𝑡𝑖 stored in the relation 𝑅𝑖 that contains
an attribute value equal to 𝑘, and a path in the tuple graph
connecting the tuple 𝑡𝑖 to 𝑡 exists. Given a query 𝑞, the set
of resulting entities is denoted by 𝑉𝑞 ⊆ 𝑉, and it contains
the set of search entities related at least to a keyword term 𝑘

contained in 𝑞.
In this application, we proposed the selection operation

for generating the cloud from the tags associated with the
multimedia resources. For this purpose, let us consider the set
𝐿 of all tags. These tags are textual labels (words) assigned to
a resource; thus each resource V ∈ 𝑉 is associated with a set of
tags, denoted by 𝐿V. We denote by 𝐿𝑞 the set of tags related to
the entities contained in 𝑉𝑞; similarly we consider 𝑉𝑞(𝑙) ⊆ 𝑉𝑞

as the set of objects associated with the tag 𝑙 ∈ 𝐿𝑞. Following
the coveragemeasure introduced in [3] we implemented a tag
selection algorithm to maximize the number of entities in 𝑉𝑞

that are covered by the set of tags 𝑆 ⊆ 𝐿𝑞 resulting as output.
In addition, since the user creates tags in a context of a group
and each group has a label identifying its generic topic, we can
consider that given a certain search result, the sum of all the
groups’ labels is itself a tag cloud summarizing all the topics
of the results. In order to sumup the tag clouds resulting from
the tags and the one resulting from the group labels, we use
colors to identify for each tag the group it belongs to and an
index showing all the groups related to the search. In this way
the user is able to perform a refinement over the results using
two different levels of granularity: by generic topic, selecting
the group of interest on the index, and one more detailed
using the tags from the cloud.

4.2. Searching for Images in Twitter. Twitter offers a second
use case of where to apply our ideas for supporting search
for images by means of tag clouds. Our work in this scenario
is still preliminary: for the moment we have developed
a software prototype and we are now evaluating the user
experience in using our techniques.

Twitter already provides a search engine; nevertheless, as
observed in the introduction, in some cases it is not clear in
whichway images are related to the user keyword queries.We
claim that a tag cloud can support the user in this process,
by providing some insight into the contents of the image
result sets. This knowledge can furthermore be exploited
for refining the keyword queries, by adding terms better
reflecting the intended meaning of the user and improving
the quality of the results. Our idea is to implement our
technique as an add-ons application that analyzes the result

obtained by the Twitter search engine. With reference to the
functional architecture in Figure 2, the first component is
already implemented by Twitter and we have focused our
effort on the second component. There are two main issues
that have been addressed for the development of the system:
(1) the definition of the “candidate tags” for a tweet and (2) the
development of a GUI for managing the user interaction and
some implementation of the three fundamental operations to
be used in this context.

Concerning the first point, the issue is to define which
tags are associated with an image. Twitter allows users to
define specific tags, called “hashtags”; nevertheless in our
experience the use of only this metadata is limiting since
it is not adopted by users. In our testing dataset (obtained
by a random selection by real posts published on Twitter),
only 23% of tweets with an associated image have also some
hashtags. For this reason, our choice was to consider as tags
all the words part of the tweet, after the removal of stop words
and a stemming process. In this way, the number of tags
associated with each image increased. If needed (this was not
the case for our experiment), to reduce the noise generated by
irrelevant words, it is possible to reduce the number of tags by
considering, in the graph generations, only terms that appear
as more than a specified threshold.

Figure 4 shows the GUI supporting users in the tag
cloud generation. The interface is divided into two parts.
In the main part the images retrieved by the Twitter search
engine, as an answer to the user keyword query formulated
through the input text box at the top, are shown along with
their tag cloud. A simple dashboard allows users to select
which operations, which implementation of them, and in
which order they are to be executed for the generation of
the cloud. In the right part of the GUI, the system shows
what happens, in terms of images retrieved and tag cloud,
with a number of automatic computed refinements of the
user query.The suggestion of new possible keywords directly
derives the process for generating tag clouds, where the best
results (according to the metrics selected by the user) can be
added to the original ones. In this case the application shows
three refinements, but the number can be specified by the
user. In this way, we devise an iterative process, where the
user can manually refine his queries or be supported by the
application in finding what he is looking for.

There are some possible metrics that can be used for
the implementations of the selection, ranking, and parti-
tion operations. Table 2 shows some metrics that we have
exploited to develop techniques dealing with Twitter images.
In particular, techniques based on the analysis of space and
time proximity can be exploited for implementing versions
of all the operations. By using techniques based on these
measures we can select, rank, and group tags on the basis
of their spatial/temporal proximity. According to these mea-
sures, for example, we can assign high priority to the most
recent tags. Techniques based on frequency can be used
for selecting and ranking tags. For example, we can exploit
the coverage degree (i.e., the amount of images which are
associatedwith a subset of the tags [3]) and the overlap degree
(see Section 3) for selecting the tags which better summarize
the images to be inserted in the tag cloud. Since tags are



8 Advances in Multimedia

SearchModena

Selected tags

Relevant tags

Agriculture Autos Food Cities Italy Football Ghirlandina

Match ModenaFC healthy_food Aceto Dome

Historic_Center Team People Places Balsamico Landscape

Sports Ferrari Countryside World

Newest Nearest Popular Following Retweeted
Advanced

Historic_Center

ModenaFC

Food

#Modena

#Modena

#Modena

Figure 4: The GUI of the tag cloud generator adapted for Twitter.

Table 2: Some possible implementation of the fundamental opera-
tions.

Metrics Selection Ranking Partition
Space/time proximity X X X
Frequency X X
Link analysis X X X
Semantic analysis X X

modeled as a graph, we can exploit metrics which have been
developed in the field of link analysis for all the operations.
In Section 3, the centrality degree and PageRank have been
proposed for analyzing the graph representation. Techniques
based on these values can be exploited for the selection,
ranking, and partitioning of the tags. Finally, semantics-
based technique can be used for identifying tags which are
similar, or representingmore/less generic concepts than other
ones.

4.2.1. Motivating Example. As a motivating example, we
address the keyword query “Modena” to our system, and we
show how the tag cloud associated with the results can be
generated exploiting the proposed operations of selection,
ranking, and partitioning. First of all the system retrieves all
the images that are associated with the tag “Modena” and
collects all the tags associated with them.

Starting from the list of tags, the system computes the
cooccurrence and similarity metrics and builds the graph
of tags. Finally, a selection operation is performed trying
to minimize the overlap of the tags while selecting those
with higher degree centrality. Table 3 shows the selected tags.

Table 3: Selected tags associated with the query “Modena.”

Selected tags
Agriculture, vehicles, autos, race, food, Italian, cities, Italy,
football, match, ModenaFC, healthy food, aceto, dome,
Historic Center, Maranello, team, grapes, people, university,
places, Balsamico, sports, Sassuolo, pasta, restaurants, winery,
wine, Ferrari, Ghirlandina, square, ham, stadium, landscape,
Enzo Ferrari, museum, countryside, world

All these tags are then ranked, on the basis of their impor-
tance, measured with the PageRank. Visually the notion of
importance is expressed by means of the font size of tags
shown to the user. To better summarize the content of the tag
cloud, the set of tags are partitioned exploiting a community
detection algorithm. This allows the tool to manage the
intrinsic ambiguity of a query, since the retrieved images
are about different topics. In our example, the community
detection algorithm identifies four main topics: the food,
the Modena football team, the Ferrari cars, and the city of
Modena and its historical center (see Table 4).

The analysis of the search task highlighted by this
motivating example shows that the combination of selec-
tion, ranking, and partitioning procedures provided by our
proposal can really support users in effective and efficient
keyword search in Twitter images.

To the best of our knowledge, the procedures provided
by our approach and the support that it can provide in the
search process are not available in any other tool. A qualitative
comparison of our proposal with some of the available
commercial keyword search systems for images is shown in
Table 5. In particular, we formulated the same keyword query
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Figure 5: The six tools under evaluation.

Table 4: Partitions of the tag cloud.

Partitions Tags

City
Italian, cities, Italy, dome,
Historic Center, people, university,
Sassuolo, Ghirlandina, square, landscape,
countryside, world places

Car Vehicles, autos, race, Maranello, Ferrari,
museum, Enzo Ferrari

Football Football, match, ModenaFC, team,
stadium, sports

Food
Agriculture, healthy food, aceto, grapes,
Balsamico, pasta, restaurants, winery,
wine, ham, food

Table 5: Qualitative comparison of well known tools.

Website Images Tags Tags—images Tag expl.
Topsy 2 n.a. n.a. n.a.
TwiPho 1 n.a. n.a. n.a.
Picsearch 2 1 2 2
Flickr 2 1 1 3
Spezify 3 2 2 n.a.
oSkope 1 n.a. n.a. n.a.
Our proposal 2 1 1 1

(“Modena”) to the tools: Topsy (http://topsy.com/), TwiPho
(http://twipho.net/), Spezify (http://www.spezify.com/), Pic-
search (http://www.picsearch.co.uk/), Flickr (https://www
.flickr.com/photos/tags), and oSkope (http://www.oskope
.com/). The results provided by the tools and shown in
Figure 5 have been analyzed and compared with the ones
obtained by our proposal according to four perspectives:
quality of the images retrieved (i.e., we evaluated if the images
provided as a result can be easily associated in some way
with the subject of the query), quality of the tags retrieved
(i.e., we evaluated if some tags are provided as a result and
if they can be easily associated in some way with the images
and the subject of the query), relationships between tags and

images (i.e., we evaluated if images and tags retrieved are in
some way related), tag explorations (i.e., we evaluated if and
in which way the system supports search for related tags). For
each perspective and each system, a rating (1—strongest, 3—
weakest) is provided if the feature is implemented.

Topsy, oSkope and TwiPho are tools oriented only to
image retrieval: they do not provide any tag or justification
for the answers returned to the user. The evaluation reported
in Table 5 represents the accuracy obtained by analyzing the
relevance of the images in the result set. In our experiments,
TwiPho and oSkope performed better than Topsy. Picsearch,
Flickr, and Spezify associate tags with the images. In our
experiments, Spezify was not able to retrieve accurate results
both in terms of images and in terms of tags. Moreover,
the tags proposed are lowly related to the query (i.e., the
systemgenerated the tags “Modena,” “stamp,” “Ferrari,” “stati,”
and “1852.” Among these tags, only Modena and Ferrari are
related to the query). Flickr and Picsearch are the tools which
performed better in our experiments; nevertheless, in both
the tools, searching for tags produces new queries which are
only poorly related to the initial user’s request.

5. Conclusion and Future Work

In this paper, we have presented our approach for coupling
result sets with tag clouds. We think that the knowledge
conveyed by the tag cloud can be extremely useful to provide
to the user a better insight into the relevance of the result
set. This knowledge is really helpful when users are looking
for images, where typically there is a mismatch between the
way the users formulate queries (by text) and the results
obtained (images). In this scenario, finding a connection
between query and answer can be hard. We have introduced
our preliminary ideas and we have shown how these ideas
have been implemented in two systems. The next steps of
our research are mainly two: (1) to develop new techniques
for implementing the selection, ranking, and partition oper-
ations for the tag cloud generation and (2) to evaluate the user
experience in using our approach, with particular reference to
the Twitter scenario.
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This study is aimed at seeking policy implications for the policy makers of South Korean government and finding a direction to
support R&D institutions in performing R&D activities more efficiently, by analyzing the factors influencing technology transfer
of the national R&D projects. The data retrieved from NTIS (National Science & Technology Information Service) was used in
analyzing the results of 575 projects with 1,903 cases of technology transfer, performed by the Ministry of Science, ICT and Future
Planning, between 2002 and 2012. We found that there were significant differences between the government funded institutions
and the universities and between basic R&D and applied ones. We also discovered that the government funded institutions did not
necessarily take a better position than the universities in terms of the quantity of technology transfer. Lastly, the applied R&D of
the universities was very vulnerable in terms of technology transfer.

1. Introduction

The interest in the technology transfer has increased, as the
R&D scopes have been wider and the territories among the
industries have been loosened. Technology transfer is defined
as the flow of the technology from an entity to another one
[1, 2], and it is also defined as the transfer of the physical
assets, know-how, and the technical knowledge [3]. Other
definitions look at technology transfer as a proactive process,
in which the obtained knowledge, experiences, or the out-
comes are diffused into the society [4]. In addition,Mittelman
and Pasha [5] explained the technology transfer as the flow
from the creation of knowledge, skills, organizations, values,
or capital to their stabilized applications through its intro-
duction. To facilitate the flow of technology, several countries
set up a legal framework.With regards to technology transfer
related laws, Stevenson-Wydler’s Technology Innovation Act
in 1980 and Federal Technology Transfer Act in 1986, in
America, set up the framework to connect the producers of
the knowledge and its users. The regulations allowed setting
CUFT, The Center for the Utilization of Federal Technology,
inside NTIS (National Technical Information Service) to
facilitate efficient technology transfer and have enforced that

at least more than 0.5% of the R&D budget has to be spent on
technology transfer.They set technology transfer as one of the
important government duties and have strived to facilitate it
by reflecting it in the evaluation of the government [6]. In the
case of Korea, a movement to increase efforts in facilitating
the technology transfer was initiated in 2000, along with the
technology transfer promotion act. Many studies were con-
ducted to encourage technology transfer: however, the most
of these studies have only focused on the system and were
not able to boost technology transfer, although the related
infrastructures were built up, thanks to them [7]. In order to
resolve this problem, in 2014, Korean government announced
to invest approximately 9 hundred billion KRW (approx.
900 million USD) to provide support for technology transfer
by 2017, which meant increasing up to 4.0% of the total
R&D investment amount [8]. The purposes of this budget
increase are to facilitate the circulation of research outcomes
and to strengthen the relationship between research and
its applications. The values of the R&D projects depend
on creating and utilizing R&D outcomes, through which
national R&Dprojects aimed to aid the national development
[9]. Although science and technology is often not able to
produce outcomes quickly, the failure in R&D should be
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accepted as necessary, and there would be various ways to
utilize the results. However, the final goal of R&D should
be to make a contribution to national development through
creating and utilizing the fruits of the successful R&D.

In 2014, we should now contemplate on the utilization
of the technologies, as Korea has heavily invested on science
and technology, which almost has the highest investment
rate on R&D against GDP [10], and has been able to achieve
high growth rate in a short period, thanks to science and
technology. Therefore, this study was aimed at empirically
analyzing the results of the technology transfer of national
R&D projects in Korea. We believe that the outcomes of
this study would be useful in drawing attention to policy
implications for the policies to efficiently support andmanage
the creation and utilization of the R&D outcomes. We will
review the technology transfer of national R&D projects,
supported by Korean government, by the types of R&D
organizations, and by the types of R&D. Then, we will
propose the policy implications in which the national R&D
supporting policies are efficiently applied, respectively, by the
types of R&D organizations and by the types of R&D.We will
also review how the lead-time from the completion of R&D to
the technology transfer affects the royalties, the benefits of the
technology. Lastly, we propose the direction of the policies for
the technology transfer by tracing the results of national R&D
projects with the same purpose to diffuse R&D outcomes.

2. Concepts and Global Trends

There is a growing trend in the investment amounts in R&D
all over the world. The investment in R&D is increasing not
only in industrial sector but also in national R&D projects.
Figure 1 shows the gross domestic expenditure on R&D
(GERD) of several major countries in the world. Approxi-
mately 41% of the total GERD in OECD countries was spent
by America, and main 7 countries, that is, America, Japan,
Germany, Korea, France, UK, and Italy, invested about 80% of
the GERD of the total 34 OECD countries, in R&D. Among
non-OECD countries, China, Russia, and Taiwan were also
shown to heavily invest in R&D, almost at a comparable level
with that in the above 7 countries.

Figure 2 shows GERD against the economic scales of
each country. It presents the R&D investment amount against
GDP, based on the data given by OECD in July 2014. When
the average ofOECDwas taken as “1,” Korea invested 1.8 times
more than the average of OECD and comparatively small
countries, such as Israel, Finland, Sweden, andKorea, showed
high percentages of R&D investment against their GDPs.

Then, do they make enough direct gains from the tech-
nologies or indirect ones by creating, such as a new tech-
nology market by utilizing them, as they heavily invested on
R&D? According to the report of the Korean Ministry of
Commerce, Industry and Energy, Korea has only a half of the
technology transfer, compared to the main technologically
advanced countries, America or European ones [7]. It could
be explained by closed culture of Korea in which people do
not take advantage of existent technologies for their research.
Also we suspect the lack of efficient tracking system on
national R&Dprojects and excessive administrativework that
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Figure 1: Gross domestic expenditure on the R&Ds (reedition of
OECD’s data in 2014).

may lead to weak outcomes and become a hindrance for
efficient research. There are several reasons why technology
transfer is difficult to achieve; these include the following: (1)
there are differences between the universities and the indus-
tries in R&D methods and (2) there are again discrepancies
between them in terms of the R&D goals or objectives [11]. In
addition, national R&D projects in Korea have continuously
increased in number and in size, except for the types of
supporting organizations. They increased from 108 in 1998
to 408 in 2012, and the related budget also rose sharply from
1,942,500,000,000 won (billion and 950million USD) in 1998
to 10,744,500,000,000 won (10 billion and 750 million USD)
in 2012 [12]. We need to pay attention to the efficiency of the
investments and the structure of the projects, as the scales
of the national R&D projects are bigger. With regards to the
above mentioned trend, Kwon et al. [13] analyzed the factors
influencing the 21th century frontier R&D project, one of
the national R&D projects. Whether the types of the R&D
organizations, the types of R&D, the lead-time of R&D, or
the field of the R&D projects showed the differences in the
outcomes was analyzed and it was found that the universities
had the high research paper outcomes, the industries had
the high rate of patent applications and registrations, and the
long-term researches with 6 years and more had the high
rate of patent applications. However, Kwon et al. [13] had
a limitation in that it counted only the technology transfer
related contracts, which failed to consider the qualitative
outcomes of the technology transfers. So far, the studies on
the project unit have been frequently conducted. However,
this study will review the relation between the types of
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the R&D organizations, the types of R&D and the lead-time
from the completion of R&D to technology transfer, and
the transfer, with the overall outcomes of the national R&D
projects by the Ministry of Science and Technology in Korea
[14].

3. Hypotheses

The study sets up hypotheses as shown below to analyze the
factors influencing the technology transfer of the national
R&D projects in Korea.

Hypothesis (1): There Is a Significant Difference in Technology
Transfer by the Types of the R&D Organizations. Depend-
ing on who conducts R&D, that is, the universities, the
government-funded research institutes, or the industries,
the purposes of the activities and the characteristics of the
participants are different. When applying the same criteria to
the all R&D organizations, having different R&D directions
and purposes, it is equivalent to a molding with an already
fixed frame regardless of differences. In the study by Cohen
et al., he emphasized on the fact that there was a clear
difference between the universities’ innovation and that of the
industries [15–18]. In this regard, Rosenberg and Nelson [11]
addressed that the difficulty in bringing the R&D outcomes
to the market was the difference in R&D between universities
and industries, and the transfer of the outcomes between
them was difficult to achieve, as their R&D activities had
different focuses and goals. In addition, when [13] analyzed
the outcomes of the 21th century frontier R&D project, one of
the national R&D projects, he addressed that the universities
had the high research paper outcomes and the industries
had the high rate of patent applications and registrations
and interpreted the analysis results were due to the fact that

Table 1: The R&D development stages.

R&D development
stage Criteria

Basic R&D

Originally conducted, a theoretical or
experimental R&D to obtain a new
knowledge on the observable objects or the
natural phenomena, without any purpose of
a special application or industrialization

Applied R&D

An R&D initiative to obtain new scientific
knowledge mainly with a practical purpose
or goal, utilizing the knowledge given by
basic R&D

Development R&D

A systematic research to substantially
improve the products, which are already
produced or set, or to produce a new
product or equipment by utilizing the
knowledge obtained from basic, applied
R&D or actual experience

Others Other R&D activities, which do not belong
to any of the above categories

the universities and the industries had the different view-
points from each other in their R&D activities.

Hypothesis (2): According to the Types of R&D, There is a
Significant Difference in the Outcomes of Technology Transfer.
OECD divides R&D types into the basic, the applied, and
the development types [19]. NTIS in Korea also collects the
related basic, applied, development, and other research data,
in accordance with the criteria of OECD, shown in Table 1.

Grimaldi and von Tunzelmann [20] proved that the
applied R&D had clear success factors, compared to the basic
R&D, by analyzing LINK program, which was a big scaled



4 Advances in Multimedia

31

2952

9103

13113

University

Government

Industry

Research organizations

761

1381

4675

16661

Basic research

Applied research

Development research

R&D type

0

2000

4000

6000

8000

10000

1 2 3 4 5 6 7 8 9 10 11 12

TT lead-time
[Year of TT-year of R&D completion]

Others Others

Figure 3: The outcomes of the technology transfer (TT) of the overall national R&D projects.

R&D project in UK. Although the study was only limited
to the big scaled R&D project, we believe that it will be
applicable in the overall technologies, and according to the
characteristics of the each R&D type, the outcomes of R&D
may be different. Therefore, it is applicable in analyzing the
differences in the technology transfer by the types of R&D.

Hypothesis (3): According to the Lead-Time from the Com-
pletion of R&D to Technology Transfer, There is a Signifi-
cant Difference in the Outcomes of the Transfer. From the
study result that the long-term R&D had more domestic
patent applications than the short-term R&D [12], the above
hypothesis is set up to analyze the influence of the lead-time
from the completion of R&D to the technology transfer. Also
this hypothesis aimed to look at data pattern related to the
time elapsed between the research and the utilization of the
technology. The lead-time is defined from the starting year
of the research to the year of the transferred technology.
Consequently this study could give stakeholders a basis for a
suitable policy to evaluate the project period and the expected
outcomes.

4. Research Methodology and Data

4.1. Basic Statistics Data. This study utilized the data of NTIS
(National Science & Technology Information Service), which
collected the information and data, including the goals, the
participants, the facilities, and the outcomes, of the national
R&D projects run by 17 ministries and administration (16
representative specialists) of South Korea, and data analysis
was performed with R package. The data was collected from
2002 as the starting year of the projects and from 2006 as
transferred year, on the basis of 23,478 cases opened to the
public by 2012. From the analysis of the data, we found
that small or medium sized businesses which is industry
in Figure 3 dominated in the technology transfer covering
about 51% of the total transfer and the development research
transfer covered 71% of the total transfer, as shown in

Figure 3, TT refer to technology transfer. We decided to
only focus on the technology transfer done by the Ministry
of Technology, ICT and Future Planning, the technology
related government organization, to avoid the study biasing
towards the outcomes produced by the small ormedium sized
businesses.

Figure 4 shows the technology transfer done by the
Ministry of Technology, ICT and Future Planning, on the
basis of analyzing 575 projects with 1,903 cases of technology
transfer from 2002 to 2012. The transfer by the ministry
through their projects was 56.38% to the universities, 40.25%
to the government-funded research institutes, and 2.9% to
the industries and mainly concentrated on applied R&D. In
cases of the industries, mostly the transfer was done from
the projects by small and medium business administration
to small or medium sized businesses, and it was unique that
the transfer was approximately 73% in the same years of the
projects.

4.2. Variables and the Summary of the Statistics. In analyzing
the outcomes of the technology transfer of the national R&D
projects, this study sets the number of the transfer and the
royalties with the transfer as the dependent variables of R&D
outcomes and sets the types of R&D organizations, the R&D
types, and the lead-time of the technology transfer as the
independent variables. The details of the variables in this
study are shown in Table 2.

In Table 2, the lead-time from the completion of R&D
to the technology transfer was calculated by deducing from
the year of the technology transfer to the completion year
of R&D. The summary statistics on each variant is shown
in Table 3; in the types of R&D organizations, G refers to the
government, I to the industries, and U to the universities;
in the R&D types, B refers to basic R&D, A to applied
R&D, and D to development R&D, and Time means the
lead-time from the completion year of R&D to the year of
technology transfer. The coefficient variables (CV) show that
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Table 2: The categories of the variables and the details.

Independent variable

Type of research organization (a) Government-funded research institutes
(1), industry (2), and universities (3)

R&D type (b) Basic research (1), applied research (2),
and development research (3)

Lead-time from the completion of R&D
to technology transfer (c) 0 years to 8 years

Dependent variable
Number of technology transfer cases (A) The contracts for the technology transfers

during the above mentioned period

Royalties (B) The technology transfer related royalties,
set with sections

the variation of each independent variable is getting bigger
with the number of the transfer than with the royalties.

4.3. The Analysis Methodology. This study was aimed at
finding a direction to improve the policies related technology
transfer and facilitating efficient R&D activities and transfer,
by analyzing the outcomes of the transfer of the national
R&D projects, by the types of R&D organizations, by the
R&D types, and by the lead-time of the technology transfer.
The normality should be verified to analyze the influences of
the types of the R&D organizations, that is, the government-
funded research institutes, the industries, and the universities
on the number of the technology transfer (TT) and the
royalties. As the normality was not valid, Kruskal-Wallis test,
as nonparametric one, was applied for the further analysis. It
was the same for the analysis of the R&D types. If a significant
difference was found through Kruskal-Wallis test, the data
was analyzed with Kruskalmc to find which independent
variable particularly influenced the specific dependent ones
[21]. The lead-time from the completion of R&D and to the
technology transfer was analyzed with regression analysis, as
the lead-time was continuous.

5. The Analysis Results

The study results validated the above addressed 3 hypotheses.
In Section 5.1, the 1st hypothesis, which was about the case
if the types of the R&D organizations brought a significant
difference in the outcomes of technology transfer, and the
2nd hypothesis, which was about the case if the types of
R&D caused a significant difference in the outcomes of the
transfer, were tested with 5% significance level. In Section 5.2,
the 3rd hypothesis, which was about the case if the lead-time
of the technology transfer had a significant difference, was
reviewed.

5.1. The Analysis of the Outcomes by the Types of R&D
Organizations and the Types of R&D. The results of the
normality test with 5% significance level are shown in Table 4.
Table 5 shows Kruskal-Wallis test results and the test was
applied, as there was no normality in all conditions, that is,
between A-a, A-b, B-a, and B-b.

As shown in Table 5, the number of the technology
transfer (TT) (A) shows a significant difference with the
types of the organizations (a) and the types of R&D (b) in
Kruskal-Wallis test. However, royalties (B) does not show a
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Table 3: The summary of basic statistics.

(a)

Dependent
variable Type of organization 𝑁 Mean S.D. CV

Number of
TT
(A)

G(a1) 301 1.3986 1.324 0.9467
I(a2) 37 1.2162 0.479 0.3938
U(a3) 237 2.194 2.932 1.3364

(b)

Dependent
variable Type of organization 𝑁 Mean S.D. CV

Royalties (B)
G(a1) 301 7.847 5.844 0.7447
I(a2) 37 10.000 6.868 0.6868
U(a3) 237 8.068 6.028 0.7471

(c)

Dependent
variable R&D type 𝑁 Mean S.D. CV

Number of
TT
(A)

B(b1) 159 2.235 2.954 1.3217
A(b2) 264 1.189 0.597 0.5021
D(b3) 152 1.362 1.064 0.7812

(d)

Dependent
variable R&D type 𝑁 Mean S.D. CV

Royalties (B)
B(b1) 159 8.458 5.941 0.7024
A(b2) 264 7.057 5.842 0.8278
D(b3) 152 8.480 6.165 0.7270

(e)

Dependent
variable Taken time 𝑁 Mean S.D. CV

Royalty (B) Time (c) 575 1.318 1.864 1.4143

Table 4: Normality test.

Dependent
variable

Independent
variable Result

Number of
TT (A)

Organization
(a) 𝑃 value < 2.2𝑒 − 16

R&D type (b) 𝑃 value < 2.2𝑒 − 16

Royalties (B)
Organization

(a) 𝑃 value = 5.041𝑒 − 16

R&D type (b) 𝑃 value = 1.669𝑒 − 15

significant differencewith 5% significance level with the types
of the organizations (a), and types of R&D (b) is close to
the significant level 𝛼 = 0.05, which means that it is just
statistically significant.

The results of postmortem analysis of Kruskalmc, to
compare which type of the organizations shows the differ-
ence with the technology transfer, are shown in Table 6.
The table also shows the multiple analysis results on the
relation between the 3 different types of the organizations
and the technology transfer and the royalties. First, the 1st

hypothesis, which was about the case if the types of the
R&D organizations, that is, the government-funded research
institutes, the industries, and the universities, brought a
significant difference in the outcomes of the technology
transfer, was partially proved. The reason why it was only
partially proved is that the significant difference was only
shown with the number of the transfer but not with the
royalties. Particularly, the number of the transfer clearly
shows the significant outcomes between the universities and
the government-funded research institutes, while it does not
show any significant outcomes between the government-
funded research institutes and the industries or the uni-
versities and the industries. The industries belong to the 2
results without statistical significances; it can be interpreted
as they conduct the related R&D activities from the initial
stages, according to their own purposes, and therefore, they
have very strong purposes to utilize the technologies by
themselves rather than transfer, which is obviously different
from the universities and the government-funded research
institutes. Second, the 2nd hypothesis, where the types of
R&D, that is, the basic, the applied, and the development
R&D, brought a significant difference in the outcomes of
the transfer, was proved. Particularly, the observed values
between the basic R&D and the applied R&D and the number
of the technology transfer and the royalties were greater
than the verification threshold, which were all statistically
significant. However, the development research group was
not significantly different from the basic research group and
the applied research one.

Through the above analysis, this study found that there
were significant differences between the number of the
technology transfer and the universities and the government-
funded research institutes and between the number of the
transfer and the basic R&D and the applied R&D. Therefore,
4 groups, that is, the government-funded basic R&D, the
government-funded applied R&D, the universities with the
basic R&D, and the universities with the applied R&D, were
compared through multiple comparison analysis and the
following are the results. The results of analysis are shown in
Table 7.

If the types of R&D were additionally considered with
the types of the R&D organizations, (1) government-funded
basic R&D had the higher numbers of the transfer than the
universities with the applied R&D. However, the result could
not be considered significant when it was compared with that
of the universities regarding basic R&D. (2) Government-
funded applied R&D showed the higher numbers in the
transfer than the one of the universitieswith the appliedR&D.
However, again it could not be considered as significant when
it was comparedwith the one of the universities with the basic
R&D.

5.2. The Analysis of the Outcomes by the Lead-Time of the
Technology Transfer and the Types of R&D. The results of the
analysis on the lead-time of the technical transfer applied
regression analysis are shown in Table 8. The 3rd hypothesis
is accepted as royalties according to the fact that the lead-
time was statistically significant. However, the persuasiveness
was very weak with 1%, as it was difficult to generalize
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Table 5: Kruskal-Wallis test.

Dependent variable Independent variable Result

Number of TT (A) Organization (a) 𝑋
2 = 19.3439, df = 2 𝑃 value = 6.303𝑒 − 05∗∗∗

R&D type (b) 𝑋
2 = 25.885, df = 2 𝑃 value = 2.394𝑒 − 06∗∗∗

Royalties (B) Organization (a) 𝑋
2 = 3.4139, df = 2 𝑃 value = 0.1814

R&D type (b) 𝑋
2 = 6.9971, df = 2 𝑃 value = 0.03024∗

Signif. codes: ∗∗∗𝑃 < 0.001, ∗∗𝑃 < 0.01, and ∗𝑃 < 0.05.

Table 6: Multiple comparison.

Dependent variable Independent variable Obs. dif. Critical dif. Difference

Number of TT (A)

Organization (a)
G I 0.97543 69.28660 False
G U 46.01721 34.53892 True
I U 45.04138 70.30323 False

R&D type (b)
B A 60.56925 39.92498 True
B D 21.71808 45.11644 False
A D 38.85118 40.49468 False

Royalties (B) R&D type (b)
B A 41.63243 39.92498 True
B D 39.42918 45.11644 False
A D 2.20325 40.49468 False

Table 7: Multiple comparisons considering the types of R&D.

Dependent variable Independent variable Obs. dif. Critical dif. Difference

Number of TT (A)

GB UA 103.35820 78.13171 True
GB UB 7.91700 85.77833 False
GA UB 20.39063 75.24104 False
GA UA 75.05057 66.39168 True

Table 8: Simple linear regression test.

Dependent variable Independent variable 𝑦-Intercept Gradient 𝑅
2 Ra2 𝐹(df) 𝑃 value

Royalties (B) Lead-time (c) 7.6086 0.3549 0.01217 0.01045 7.061 0.0081
∗∗

Signif. codes: ∗∗∗𝑃 < 0.001, ∗∗𝑃 < 0.01, and ∗𝑃 < 0.05.

it with the weak persuasiveness. The results signified that
responding to the flow of the markets and the technologies
with flexibility, rather than forecasting the lead-time of the
technology transfer in advance before starting R&D, would
increase the efficiency of the transfer in both quantity and
quality. However, it will be worth comparing it with the
results with the bigger parameter. The study significantly
showed that long-term projects brought positive economical
results rather than an adventure in the end. At the same time,
the study showed that too much speculated technologies and
R&D periods would not be necessarily positive in generating
revenue.

6. Conclusion

Thestudy reviewed the outcomes of national R&Dprojects by
the types of R&D organizations and by the types of R&D and
analyzed the factors influencing the outcomes. The purpose
of the study was to propose the direction of the policies
for the technology transfer by tracing the results of the
national R&D projects with the same purpose.Therefore, this

study analyzed how the outcomes of the technology transfer
influenced the number of the transfer and the royalties, by
the types of R&D organizations and by the types of R&D, and
what the relation between the lead-time from the completion
of R&D to the technology transfer and the royalties was. As
the analysis result, we found there were significant differences
between the government-funded R&D institutions and the
universities and the basic R&D and the applied R&D. The
4 groups, that is, the government-funded basic R&D, the
government-funded applied R&D, the universities with the
basic R&D, and the universities with the applied R&D,
were compared through multiple comparison analysis. The
results of the analysis showed that the government-funded
basic R&D had the higher numbers of the transfer than the
universities with the applied R&D. However, the result could
not be considered significant, when it was compared with the
one of the universities with the basic R&D.The government-
funded applied R&D showed the higher numbers in the
transfer than the one of the universitieswith the appliedR&D.
However, again it could not be considered significant when it
was compared with the one of the universities with the basic
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R&D. It signified that the government-funded institutions
and the universities had the open possibility of the technology
transfer as they had relatively the character of public interest
or influence. They showed statistically significant difference
in royalties. However, the persuasiveness was very weak
which implied that they considered the technology transfer as
the public assets rather than their own economic benefits. On
the other hand, it was interpreted as their R&Dpurposes were
about the technology transfer itself, rather than generating
the economic values through the transfer. The analysis result
of the types of R&D organizations with the consideration of
the types of R&D showed that the government-funded R&D
institutions may not always have a better position over the
universities in terms of quantity of the technology transfer
and also demonstrated that the universities with the applied
R&Dprojects were very weak in terms of technology transfer.
Further study is required to check a trigger to facilitate the
technology transfer by the universities with the applied R&D
and also validate the qualitative relation with R&D budget.
With regard to the qualitative relation, Ok and Kim [22]
analyzed that R&D budgets clearly influenced the number
of the technology transfer, the royalties, and the number of
the new technologies, and the individual R&D capacity (the
number of the SCI articles per head) was also statistically
significant in raising the efficiency of the transfer of the
universities. Although the study was about the outcomes
of the universities, it would be also very interesting if it is
compared with the economic values with input and output
on the national R&D projects.
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KISTI is carrying out an e-Spine project for spinal diseases to prepare for the aged society, so-called NAP.The purpose of the study
is to build a spine ontology that represents the anatomical structure and disease information which is compatible with simulation
model of KISTI. The final use of the ontology includes diagnosis of diseases and setting treatment directions by the clinicians. The
ontologywas represented using 3D software. Twenty diseaseswere selected to be represented after discussionswith a spine specialist.
Several ontology studies were reviewed, reference books were selected for each disease and were organized in MS Excel. All the
contents were then reviewed by the specialists. Altova SemanticWorks and Protégé were used to code spine ontology withOWLFull
model. Links to the images from KISTI and sample images of diseases were included in the ontology. The OWL ontology was also
reviewed by the specialists againwith Protégé.We represented unidirectional ontology fromanatomical structure to disease, images,
and treatment. The ontology was human understandable. It would be useful for the education of medical students or residents
studying diseases of spine. But in order for the computer to understand the ontology, a newmodel with OWLDL or Lite is needed.

1. Introduction

KISTI (Korean Institute of Science and Technology Informa-
tion) has been studying a National Agenda Project (NAP)
for developing elderly human body model for treatment and
rehabilitation of age-related spinal disorders. The purpose of
the study is to build a virtual human spine as a simulation
model through mathematical modeling to use in virtual
experiment instead of real human spine. Accurate diagnosis
and treatment of spinal diseases were expected from the
project. We tried to develop the spinal ontology which
contains information on spine and the related diseases for the
success of the main project.

Ontology is systemized process accomplished by using
computers for building a model which present the recog-
nizable concepts and the relations between them [1]. Neches
et al. (1991) defined ontology as “basic terms and relations
comprising the vocabulary of a topic area as well as the rules
for combining terms and relations to define extensions to the

vocabulary” [2] and Gruber (1993) defined it as “an explicit
specification of a conceptualization” [3].

This study focused on developing spinal ontology with
frequently occurring spinal diseases in Koreans. It contains
anatomy of spine, method of treatment, cause, and classifica-
tion information related with spine. Further, the spinal ontol-
ogy can be linked to the simulation model for education of
medical students and for the physicians and biomedical engi-
neers by offering the necessary information in their fields.

2. Method

The authors are composed of a wide range of professional
researchers, medical informatics, computer professionals,
and clinical experts such as nurses, a neurosurgeon, and 2
imaging specialists. The research was conducted in 5 phases
(Figure 1): (1) review related to existing ontology for the
construction of the model, (2) selecting the spine related
diseases and the subject of the research at the same time,
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Review of the existing
ontology

Selecting spinal disease

Development/review of
the information

Development/review of the
OWL ontology

ontology in 3D software
Representation of OWL

Figure 1: Process of building spine ontology.

(3) developing/reviewing spinal ontology, (4) creating OWL
ontology in accordance with the clinician’s feedback, and (5)
Reviewing the OWL ontology by the specialists. In addition,
the ontology was represented by 3D image software for the
easy understanding.

2.1. Review of the Existing Ontology. We reviewed results of
ontology project using Protégé which were led in 1987 as a
public project at StanfordUniversity [4]. Among their results,
we gathered information that is necessary for spine ontology
after analyzing the ontology of rat anatomy and classification
of diseases.

2.2. Selecting Spinal Diseases. The spinal diseases were
selected based on the following three criteria. First, the
disease has to be one of the highly occurring spinal diseases
among Koreans. Second, the disease must occur in a specific
area of the spine rather than throughout the whole spine.This
makes it possible for the ontology to provide information
that is suitable to the characteristics of the diseases among
Koreans. Also, it is much easier to link with the simulation
model of KISTI which is made according to Korean human
being. Last, theOWLontology of the disease should be able to
be expressed on the computer so that it can be used in clinics
or medical schools for education.

2.3. Development/Review of the Information. The developed
ontology was organized according to the diseases with Mic-
rosoftExcel.The anatomic definitions that consist of ontology
were referenced from a medical dictionary [5] and the
disease related information was extracted from publications
recommended by clinicians [6]. We classified anatomical
information into two categories; anatomical location and
anatomic properties were represented in OWL ontology
(Table 1).

Disease related information was classified into five cate-
gories as shown in Table 2; anatomical location, property of
the disease, symptom/sign, method of treatment, and image
were represented in OWL ontology.

The spinal ontology was reviewed by a neurosurgeon and
two imaging specialists. Sample images of diseases, CT or

Table 1: Anatomical information represented in the ontology.

Entry Ontology OWL expression
Location Anatomical location spine: isPartOf

Properties

Part name rdfs: label
Anatomical classification rdfs: subClassOf
Standard code for the
structure spine: KOSTOM

Definition and
description of the
structure

spine: definition
spine: description

M.R.I, were collected during the study period in Seoul St.
Mary’s Hospital and linked to the diseases in the ontology.

2.4. Development/Review of the OWL Ontology. Spinal OWL
ontology was built based on OWL Full model which is a
standard ontology language developed byW3C (WorldWide
Web Consortium). Both Altova SemanticWorks and Protégé
were used to build and review the OWL ontology.

In the process of OWL representation, we tried to deter-
mine the level of expression in classes (resource object) or
individuals (literal object). For example, if the disease related
information is “herniated nucleus pulposus”, ⟨herniated
nucleus pulposus⟩ is identified as superclass and ⟨cervical
intervertebral disc herniation⟩, ⟨lumbar intervertebral disc
herniation⟩, and ⟨thoracic intervertebral disc herniation⟩
which are classified under herniated nucleus pulposus are
identified as subclass according to their location. Each class
contains additional information related to their occurring
region.

2.5. Representation of OWL Ontology in 3D Software. The
contents of OWL ontology on spine were represented by
using 3D image S/W. The software has three modules: 3D
rendering module, OWL query module, and the module for
showing disease information that comes from the ontology.
The users may select a part of spine image of question. Then
a list of the diseases from the OWL spine ontology file
will appear through OWL query operation. When a disease
among the list is selected, the query module searches the
disease related information such as causes, symptoms, diag-
noses, treatment, complication, and image of the disease.

3. Result

3.1. Selected Spinal Diseases. The list of 20 selected diseases is
presented in Table 3. If scientific papers were referred in addi-
tion to text book, they were added as references in the table.

3.2. Development of the Ontology. Figure 2 presents Protégé
OWL ontology graph created from the spinal ontology of
the twenty selected diseases. The anatomical class represents
the entire structure that composes the spine. There are 50
classes; 1 vertebral column, 5 vertebrae, 33 vertebrae, and
other 11 materials of spine. Each class has 6 properties. To
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Table 2: Diseases related information represented in ontology.

Entry Ontology OWL expression
Location Anatomical disease location spine: hasSite

Disease properties

Name of disease rdfs: label
Classification of diseases rdfs: subClassOf
Apply the standard code spine: KOSTOM

Definition of disease spine: definition
spine: description

Clinical diagnosis spine: diagnosis
Cause spine: hasCause

Concomitant diseases spine: hasConcomitantDisease
Complication spine: hasComplication

Symptom/sign
Symptom spine: hasSymptom

spine: causeOfSymptom
Sign spine: hasSign

Treatment
Surgical treatment spine: hasSurgicalTreatment

Nonsurgical treatment spine: hasNonSurgicalTreatment
Conservative treatment spine: hasTreatmentConservative

Image Preoperative image spine: hasImageBeforeTx
Postoperative image spine: hasImageAfterTx

Table 3: The twenty selected diseases.

Atlas fracture
Degenerative marrow change (Modic type change)
Grading of lumbar disc degeneration [7]
Hangman’s fracture
HNP (herniation of nucleus pulposus) [8]
Infectious spondylitis
Kyphosis
Meningocele [9]
Odontoid process fracture
OPLL (ossification of posterior longitudinal ligament)

Ossification of ligament flavum
Osteoarthritis in facet joint (Pfirman grade) [10, 11]
Osteoporosis
Osteoporotic compression fracture
Scoliosis
Spinal stenosis
Spondyloarthropathy
Spondylolisthesis
Subaxial fracture (fractures in C3∼C7) [12]
Thoracolumbar spine fracture

express a sentence “C1 cervical is part of cervical vertebra”
in OWL Full model, we defined anatomical structures “C1”
and “cervical vertebra” as a class and ⟨is a part of⟩ as a prop-
erty representing a predicate. ⟨Disease⟩ was defined as a
superclass and the 20 selected diseases were treated as classes.
As a result, 21 classes were formed for the concept of diseases
and each class has 18 properties.

More than 100 images that were collected were linked to
20 diseases, one per each. The predicates that link images to
the other part of ontology include ⟨hasImageBeforeTx⟩ and
⟨hasImageAfterTx⟩.

3.3. Representation of Spine Ontology in 3D Software. The
user interface is composed of three parts (Figure 3). (1) 3D
rendering part: the users can rotate,move, zoom in, and zoom
out the whole spine on the left upper part of the window
and the detail of the selected anatomical structure in a large
scale is displayed on the bottom left window with its textual
relationships. (2) The list of diseases: the diseases that are
related with the anatomic site on the 3D rendering part are
displayed on the right upper part of the window following the
ontological relationship between anatomic sites to diseases.

(3) The details of the disease specific information: when a
disease is selected in the upper right window, the information
of the disease is listed on the bottom right window, which
includes disease properties, treatments, and the related diag-
nostic images. If there are textual descriptions on the proper-
ties, they are also displayed on the bottom right window.

4. Conclusions

We built the ontology of spine with links to the cause, symp-
toms, method of treatment of highly occurring spinal disease
among Koreans, and anatomical information.

The completed spinal ontology expresses anatomical con-
nection of the parts of spine and their vertical relationships
as well as information on the diseases in the spine. It is
easy to understand the structure and the diseases of spine by
conceptualizing the anatomical structure of spine and show
them in 3D images.

This study was completed by the use of literal object of
OWL Full model by expressing the contents of the main
reference dictionary and publications about spine literally.
But in order for the computer to interpret the ontology, a new
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Figure 2: List of the spinal diseases shown in Protégé.

Figure 3: User interface of the proposed system.

model with OWL DL or Lite is needed. Further studies need
to include the process of the transformation of literal object
into resource object through the structuralization process
of items completed by literal object, further systematizing
the concept. In addition, the review of class and property
is necessary to show the anatomical information of spine
and information of diseases specifically. Also, the studies
about methods which offer visual information are related to
simulation model of KISTI.
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With problem size and complexity increasing, several parallel and distributed programming models and frameworks have been
developed to efficiently handle such problems.This paper briefly reviews the parallel computing models and describes three widely
recognized parallel programming frameworks: OpenMP, MPI, and MapReduce. OpenMP is the de facto standard for parallel
programming on shared memory systems. MPI is the de facto industry standard for distributed memory systems. MapReduce
framework has become the de facto standard for large scale data-intensive applications.Qualitative pros and cons of each framework
are known, but quantitative performance indexes help get a good picture of which framework to use for the applications. As
benchmark problems to compare those frameworks, two problems are chosen: all-pairs-shortest-path problem and data join
problem. This paper presents the parallel programs for the problems implemented on the three frameworks, respectively. It shows
the experiment results on a cluster of computers. It also discusses which is the right tool for the jobs by analyzing the characteristics
and performance of the paradigms.

1. Introduction

We often happen to meet problems requiring heavy com-
putations or data-intensive processing. Hence, on one hand,
we try to develop efficient algorithms for the problems. On
the other hand, with the advances of hardware and parallel
and distributed computing technology, we are interested in
exploiting high performance computing resources to handle
them.

Parallel and distributed computing technology has been
focused on how to maximize inherent parallelism using
multicore/many-core processors and networked computing
resources [1–6]. Various computing architectures and hard-
ware techniques have been developed such as symmetric
multiprocessor (SMP) architecture, nonuniform memory
access (NUMA) architecture, simultaneous multithreading
(SMT) architecture, single instruction multiple data (SIMD)
architecture, graphics processing unit (GPU), general pur-
pose graphics processing unit (GPGPU), and superscalar
processor [1, 7].

A variety of software technology has been developed
to take advantage of hardware capability and to effectively

develop parallel and distributed applications [2, 8]. With the
plentiful frameworks of parallel and distributed computing,
it would be of great help to have performance comparison
studies for the frameworks we may consider.

This paper is concerned with performance studies of
three parallel programming frameworks: OpenMP, MPI, and
MapReduce. The comparative studies have been conducted
for two problem sets: the all-pairs-shortest-path problem
and a join problem for large data sets. OpenMP [9] is
the de facto standard model from shared memory systems,
MPI [10] is the de facto standard for distributed memory
systems, and MapReduce [11] is recognized as the de facto
standard framework intended for big data processing. For
each problem, the parallel programs have been developed in
terms of the three models, and their performance has been
observed.

The remainder of the paper is organized as follows:
Section 2 briefly reviews the parallel computing models and
Section 3 presents the selected programming frameworks
in more detail. Section 4 explains the developed parallel
programs for the problems with the three frameworks.
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Section 5 shows the experiment results and finally Section 6
draws conclusions.

2. Parallel Computing Models

In parallel computingmemory architectures, there are shared
memory, distributed memory, and hybrid shared-distributed
memory [12]. Shared memory architectures allow all pro-
cessors to access all memories as global memory space.
They have usually been classified as uniform memory access
(UMA) and NUMA. UMAmachines are commonly referred
to as SMP and assume all processors to be identical. NUMA
machines are often organized by physically linking two or
more SMPs in which not all processors have equal access time
to all memories.

In distributed memory architectures, processors have
their own memory, but there is no global address space
across all processors. They have a communication network
to connect processors’ memories.

Hybrid shared-distributed memory employs both shared
and distributed memory architectures. In clusters of mul-
ticore or many-core processors, cores in a processor share
their memory and multiple shared memory machines are
networked to move data from one machine to another.

There are several parallel programming models which
allow users to specify concurrency and locality at a high level:
thread, message passing, data parallel, and single program
multiple data (SPMD) and multiple program multiple data
(MPMD) models [12].

Thread model organizes a heavy weight process with
multiple light weight threads that are executed concurrently.
POSIX threads library (a.k.a. pthreads) [13] and OpenMP [9]
are typical implementation of this model.

In the message passing model, an application consists of
a set of tasks which use their own local memory that can
be located in the same machine or across a certain number
of machines. Tasks exchange data by sending and receiving
messages to conduct the mission. MPI [10] is the de facto
industry standard for message passing.

Data parallel model, also referred to as partitioned global
address space (PGAS) model [14], provides each process
with a view of the global memory even though memory is
distributed across themachines. Itmakes distinction between
local and global memory reference under the control of
programmer.The compiler and runtime take care of convert-
ing remote memory access into message passing operations
between processes [7]. There are several implementations of
the data parallel model: Coarray Fortran, Unified Parallel C,
X10, and Chapel [12].

SPMD model is a high level programming paradigm
that executes the same program with different data multiple
times. It is probably the most commonly used parallel
programmingmodel for clusters of nodes [12].MPMDmodel
is a high level programming paradigm that allows multiple
programs to run on different data. With the advent of general
purpose graphical processing unit (GPGPU), hybrid parallel
computing models have been developed to utilize the many-
core GPU to perform heavy computation under the control
of the host thread running on the host CPU [15].

When data volume is large, demanding memory capacity
may hinder its manipulation and processing. To deal with
such situations, big data processing frameworks such as
Hadoop andDryad have been developedwhich exploitmulti-
ple distributed machines. Hadoop MapReduce is a program-
ming model that abstracts an application into two phases of
Map and Reduce [16]. Dryad structures the computation as
a directed graph in which vertices correspond to a task and
edges are the channels of data transmissions [17].

3. OpenMP, MPI, and MapReduce

3.1. OpenMP. OpenMP is a shared-memorymultiprocessing
application program inference (API) for easy development
of shared memory parallel programs [9]. It provides a set of
compiler directives to create threads, synchronize the opera-
tions, andmanage the sharedmemory on top of pthreads.The
programs using OpenMP are compiled into multithreaded
programs, in which threads share the same memory address
space and hence the communications between threads can be
very efficient.

Compared to using pthreads andworkingwithmutex and
condition variables, OpenMP is much easier to use because
the compiler takes care of transforming the sequential code
into parallel code according to the directives [12]. Hence
the programmers can write multithreaded programs without
serious understanding of multithreading mechanism. Its
runtime maintains the thread pool and provides a set of
libraries [7].

It uses a block-structured approach to switch between
sequential and parallel sections, which follows the fork/join
model. At the entry of a parallel block, a single thread of
control is split into some number of threads, and a new
sequential thread is started when all the split threads have
finished. Its directives allow the fine-grained control over
the threads. It is supported on various platforms like UNIX,
LINUX, and Windows and various languages like C, C++,
and Fortran [12].

3.2. MPI. MPI is a message passing library specification
which defines an extended message passing model for paral-
lel, distributed programming on distributed computing envi-
ronment [10]. It is not actually a specific implementation of
the parallel programming environment, and its several imple-
mentations have been made such as OpenMPI, MPICH, and
GridMPI [7]. InMPImodel, each process has its own address
space and communicates other processes to access others’
address space. Programmers take charge of partitioning
workload and mapping tasks about which tasks are to be
computed by each process.

MPI provides point-to-point, collective, one-sided, and
parallel I/O communication models [10]. Point-to-point
communications enable exchanging data between two
matched processes. Collective communication is a broadcast
of message from a process to all the others. One-sided com-
munications facilitate remote memory access without
matched process on the remote node. Three one-sided
libraries are available for remote read, remote write, and
remote update [9]. MPI provides various library functions to
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coordinate message passing in various modes like blocked
and unblocked message passing. It can send messages of
gigabytes size between processes.

MPI has been implemented on various platforms like
Linux, OS X, Solaris, and Windows. Most MPI implemen-
tations use some kind of network file storage. As network
file storage, network file system (NFS) and Hadoop HDFS
can be used. Because MPI is a high level abstraction for
parallel programming, programmers can easily construct
parallel and distributed processing applications without deep
understanding of the underlying mechanism of process cre-
ation and synchronization. To order to exploit the multicore
of processors, the MPI processes can be organized to have
multiple threads in themselves. MPI-based programs can be
executed on a single computer or a cluster of computers [18].

3.3. MapReduce. MapReduce is a programming paradigm
to use Hadoop which is recognized as a representative big
data processing framework [11]. Hadoop clusters consist of
up to thousands of commodity computers and provide a
distributed file system called HDFS which can accommodate
big volume of data in a fault-tolerant way [19]. The clusters
become the computing resource to facilitate big data process-
ing [20, 21].

MapReduce organizes an application into a pair (or a
sequence of pairs) of Map and Reduce functions. It assumes
that input for the functions comes from HDFS file(s) and
output is saved into HDFS files. Data files consist of records,
each of which can be treated as a key-value pair. Input data
is partitioned and processed by Map processes, and their
processing results are shaped into key-value pairs and shuf-
fled into Reduce tasks according to key. Map processes are
independent of each other and thus they can be executed in
parallel without collaboration among them. Reduce processes
play role of aggregating the values with the same key.

MapReduce runtime launchesMap and Reduce processes
with consideration of data locality. The programmers do
not have to consider data partitioning, process creation, and
synchronization. The same Map and Reduce functions are
executed across machines. Hence, MapReduce paradigm can
be regarded as a kind of SPMDmodel.

MapReduce paradigm is a good choice for big data pro-
cessing because MapReduce handles data record by record
without loading whole data into memory and in addition
the program is executed in parallel over a cluster [20]. It is
very convenient to develop big data handling programs using
MapReduce because Hadoop provides everything needed for
distributed and parallel processing behind the scene which
program does not need to know.

4. Parallel Programs for the All-Pairs-
Shortest-Path Problem and a Join Problem

This paper is concerned with comparative performance
studies ofOpenMP,MPI, andMapReduce.OpenMPandMPI
have been compared earlier in [3, 22], but they have not been
usually comparedwithMapReduce becauseMapReduce does
not assume any specialmemory architecture.With increasing

𝑛 ← size of rows
𝐷
(0)
← input distance matrix

Π
(0)
← calculate precedence matrix

for 𝑘 ← 1 to 𝑛
do for 𝑖 ← 1 to 𝑛

do for 𝑗 ← 1 to 𝑛
do 𝑑(𝑘)
𝑖𝑗
← min (𝑑(𝑘−1)

𝑖𝑗
, 𝑑
(𝑘−1)

𝑖𝑘
+ 𝑑
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𝑘𝑗
)

𝜋
(𝑘)
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= {
𝜋
(𝑘−1)

𝑖𝑗
if 𝑑(𝑘−1)
𝑖𝑗
≤ 𝑑
(𝑘−1)

𝑖𝑘
+ 𝑑
(𝑘−1)

𝑘𝑗

𝜋
(𝑘−1)

𝑘𝑗
if 𝑑(𝑘−1)
𝑖𝑗
> 𝑑
(𝑘−1)

𝑖𝑘
+ 𝑑
(𝑘−1)

𝑘𝑗

return 𝐷(𝑛) and Π(𝑛)

Algorithm 1: Floyd-Warshall algorithm for the all-pairs-shortest-
path problem.

interest in big data, many practitioners are interested in using
MapReduce to handle big volume of data and sometimes
computation-intensive problems [20].

Once you understand their design principle and under-
lying mechanism of the frameworks, you might guess which
seems to be better in which situation. This study is intended
to get quantitative figures about their performance. Here we
choose as benchmark problems two problems: the all-pairs-
shortest-path problem as a computation-intensive one and a
join problem as a data-intensive one.

4.1. Benchmark Problems. The all-pairs-shortest-path prob-
lem is to find the shortest path between all pairs of nodes in
a graph. The problem occurs in domains of communication
networking, logistics planning, layout design, navigation, and
so on. Floyd-Warshall algorithm is one of the best known
algorithms to this problem, which iteratively searches the
shortest paths by considering the intermediate nodes one
by one [23]. Algorithm 1 shows Floyd-Warshall algorithm,
where 𝐷 = (𝑑𝑖𝑗) denotes the matrix containing the distance
𝑑𝑖𝑗 between nodes 𝑖 and 𝑗, Π = (𝜋𝑖𝑗) is the precedence matrix
containing the information about the shortest paths between
nodes, 𝑑(𝑘)

𝑖𝑗
is the distance found which is obtained by using

the node set {1, 2, . . . , 𝑘} as intermediate nodes, and 𝜋(𝑘)
𝑖𝑗

is the
predecessor of node 𝑗 on the shortest path from node 𝑖 to 𝑗
obtained by using the node set {1, 2, . . . , 𝑘} as intermediate
nodes.

As the second benchmark problem, we choose the task
to find associated English Wikipedia pages with English
keywords appearing in Korean Wikipedia pages and then
place the hyperlinks from the English words of Korean
Wikipedia pages to the found English Wikipedia pages.
Wikipedia is a free-access Internet encyclopedia which has
287 language editions (as of August 2014). Figure 1(a) shows
the KoreanWikipedia page for the word “parallel computing”
of which content is mostly written in Korean and some
notable terms like “parallel computing” are put into the
parenthesis in English. Figure 1(b) shows the corresponding
EnglishWikipedia page for the term “parallel computing.”We
want to place a hyperlink from the word “parallel computing”
of the page of Figure 1(a) to the page of Figure 1(b).
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(a)

(b)

Figure 1: A join problem to insert a hyperlink from English words
“parallel computing” of KoreanWikipedia pages to the correspond-
ing page of EnglishWikipedia. (a) KoreanWikipedia (http://ko.wik-
ipedia.com/) and (b) EnglishWikipedia (http://en.wikipedia.com/).

The hyperlink construction problem can be regarded as
a join problem: Korean Wikipedia pages are reviewed as a
table of the pairs of English word(s) and the corresponding
page contents, and English pages are also reviewed as a table
of the pairs of their title and their URL. The inner join
between two tables gives all needed information for hyperlink
construction. In the benchmark problem, we have an English
Wikipedia XML archive with 4,664,819 articles of size 4.04
gigabytes and a KoreanWikipedia XML archive with 529,997
articles of size 1.35 gigabytes. Hence the problem is data-
intensive one to deal with large volume of data.

4.2. Distributed Programs for the All-Pairs-Shortest-Path Prob-
lem. To compare the performance of OpenMP, MPI, and
MapReduce models for the all-pairs-shortest-path problem,
the distributed programs are developed based on each model
as follows. All the programs in fact implement the Floyd-
Warshall algorithm in parallel executing codes.

Algorithm 2 shows the pseudocode for solving the all-
pairs-shortest-path problem which is based on the OpenMP.
In the code, “parallel start” indicates the parallel execution
directive which spawns a team of threads as needed to take
care of the loop in a partitioned manner. “Parallel end” indi-
cates the place at which all threads join together into a single
thread.

Algorithm 3 shows the MPI-based pseudocode for the
all-pairs-shortest-path problem. In the code, “MPI Init”
indicates the place to load and initialize the MPI library, and
“MPI Finalize” is the part to wrap up the MPI processing.
According to the process ID “pid,” each process takes care
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tN← number of threads
for 𝑘 ← 1 to 𝑛
parallel start

tid← id of thread
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− 1
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> 𝑑
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+ 𝑑
(𝑘−1)
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parallel end
return 𝐷(𝑛) Π(𝑛)

Algorithm 2: OpenMP pseudocode for the all-pairs-shortest-path
problem.

MPI Init
𝑛 ← size of rows
pid← id of process
pN← number of processes
𝐷
(0)
← input distance matrix

Π
(0)
← calculate precedence matrix

for 𝑘 ← 1 to 𝑛

do for 𝑖 ← pid ∗ 𝑛
pN

to 𝑛

do for 𝑗 ← 1 to 𝑛
do 𝑑(𝑘)
𝑖𝑗
← min (𝑑(𝑘−1)
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if 𝑑(𝑘−1)
𝑖𝑗
> 𝑑
(𝑘−1)

𝑖𝑘
+ 𝑑
(𝑘−1)

𝑘𝑗

send 𝑖’st row to another processes
receive updated rows from another processes

return𝐷(𝑛) Π(𝑛)
MPI Finalize

Algorithm 3: MPI pseudocode for the all-pairs-shortest-path
problem.

of the assigned part and sends and receives the intermediate
results to and from other processes.

Algorithm 4 shows the pseudocode based onMapReduce
model. MapReduce model abstracts the job with Map and
Reduce functions. Map function is applied to each record of
the input file where a line contains a record. Reduce function
takes the whole outputs ofMap function and aggregates them
into final results. The implemented application iteratively
repeats these MapReduce phases as many as the number of
nodes in the input graph. In the code, “Driver( )” plays the
role of a coordinate to invoke MapReduce cycles iteratively.
An input record [key = (𝑖 𝑗), val = (𝑑(𝑘−1)

𝑖𝑗
𝜋
(𝑘−1)

𝑖𝑗
)] of Map

function means that the so far shortest distance from node 𝑖
to 𝑗 is 𝑑(𝑘−1)

𝑖𝑗
and the preceding node of node 𝑗 in the shortest

path is 𝜋(𝑘−1)
𝑖𝑗

, and “write(𝑖 𝑗, 𝑖 𝑗 𝑑(𝑘−1)
𝑖𝑗
𝜋
(𝑘−1)

𝑖𝑗
)” indicates
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input: [𝑖 𝑗 𝑑(𝑘−1)
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Driver( )
𝑛 ← size of rows
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Map((𝑖 𝑗) , (𝑑(𝑘−1)
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𝜋
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𝜋
(𝑘−1)
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Algorithm 4: MapReduce pseudocode for the all-pairs-shortest-path problem.

the operation to write out a record with key (𝑖 𝑗) and value
(𝑖 𝑗 𝑑

(𝑘−1)

𝑖𝑗
𝜋
(𝑘−1)

𝑖𝑗
) to a HDFS file.

4.3. Distributed Programs for the Join Problem. In the join
problem, there are two XML files: a Korean Wikipedia XML
file and an English Wikipedia file. First, we need to extract
the English terms from Korean Wikipedia file and create a
table of records, each of which consists of English term(s)
and the original page content for the later use. The English
Wikipedia file is transformed into a table of records consisting
of the page title and the page URL. After that, the two tables
are joined to obtain the information about hyperlinks to be
added.

Algorithm 5 shows the pseudocode for the join problem
to obtain the hyperlink information by using the OpenMP
construct. The two files are too large to be fit into the main
memory. Hence, they are partitioned and the larger file (i.e.,
English Wikipedia file) is sequentially read into the memory
one by one just once, and the partitions of the smaller file are
read sequentially as many as the number of partitions of the
larger files.

Algorithm 6 shows the MPI pseudocode for the join
problem. In the code, “send” and “receive” denote the MPI
communication APIs for data exchange. Each process takes
care of the partitioned job and files are read line by line which
is supported for large volume of data by the operating system
like Linux.

Algorithm 7 shows the MapReduce codes of two Map
functions for both Korean Wikipedia articles and English
Wikipedia articles and a Reduce function. The Korean
Wikipedia Map function extracts English word(s) from each
Korean page and produces records of word(s) and the entire
article.The EnglishWikipediaMap function extracts the title
andURLof anEnglish page and generates a recordwith them.

The Reduce function receives the outputs of both Maps and
finds matched pairs to build the information of hyperlinks
from words in Korean pages to English pages. Figure 2 shows
the configuration ofMap and Reduce functions to extract the
hyperlink information from the two files.

5. Experiments

For the two benchmark problems, the parallel programs have
been implemented using OpenMP, MPI, and MapReduce,
respectively. In the experiments, a cluster of 5 PCs was used,
each of which has Intel Core i7-4770 3.40GHz CPU and
16GB RAM, and was installed with CentOS-6.4 LINUX
64 bits. For MapReduce applications, Hadoop HDFS and
YARN were installed over the cluster where HDFS is the
distributed file system inHadoop andYARN is a resource and
application manager. MPICH, which is an implementation
of MPI, was installed at each machine on YARN and HDFS.
OpenMP was installed on a single node because it supports
only shared memory model but not distributed memory
model.

For the all-pairs-shortest-path problem, three sample
graphs were randomly generated of which the numbers of
nodes were 10, 100, and 1000, respectively. When they were
generated, each node was set to be linked to half of the
other nodes. When final results are written, there can exist a
bottleneck if a single file is used as the output. Hence, for the
fair comparisons, each process or thread is allowed to write
its output into its own out-file.

Table 1 shows the execution time obtained in the all-pairs-
shortest-path problem experiments. For this computation-
intensive problem, the OpenMP program gave the best
performance where 10 threads were used. The MPI program
was executed on a single machine and on the cluster of 5
machines with total of 10 processes. Due to the computational
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OMP JOIN PAGE(char∗ koFile, char∗ enFile, char∗ outFile)
tN← number of threads
eS← block size of English Wikipedia file to be read at a time
eN← number of blocks in English Wikipedia file, enFile
kS← block size of Korean Wikipedia file to be read at a time
kN← number of blocks in Korean Wikipedia file, koFile
for 𝑖 ← 1 to eN
eBlock← 𝑖th block of enFile
for 𝑘 ← 1 to kN
kBlock← 𝑘th block of koFile
parallel-start
tid← id of thread

for 𝑗 ← tid ∗ eS
tN

to (tid + 1) ∗ eS
tN

− 1

text← eBlock.nextLine()
title← searchTitle(text)
url← searchUrl(text)
foreach text ∈ kBlock
content← searchContent(text)
koUrl← searchUrl(text)
wordList[] ← extractEngKeyword(content)
foreach word ∈ wordList[] do
if isMatched(word, title) then
enUrl← url

else
enUrl← 𝜙

if enUrl ̸= 𝜙
write(title, koUrl, word, enUrl)

parallel-end

Algorithm 5: OpenMP pseudocode for the join problem.

Table 1: Execution times for the all-pairs-shortest-path problem.

Node size
Framework

MapReduce MPI OpenMP
Cluster Single machine

10 2m 26 s 0.32 s 0.34 s 0.1 s
100 16m 52 s 0.44 s 0.41 s 0.25 s
1000 4 h 4m 39 s 4m 48 s 24.14 s 8.03 s

overhead, the cluster showed poor performance for the MPI
program. In the experiment setting, the communication bot-
tleneck was severe even though themachines were connected
with a 1 Gbps switching hub. The performance of MPI on
a single machine is not comparable to OpenMP, because
OpenMP threads share the global address space but MPI
processes communicate using the message passing protocol.
If some application can be run on a high-end single machine,
OpenMP is preferred to MPI. MapReduce is not a choice for
computational-intensive and iterative computation problems
like the all-pairs-shortest-path problem.

Table 2 shows the experiment results for the join prob-
lem. The execution time varies depending on the execution
context like network bandwidth and resource management

Table 2: Execution time for the join problem.

Problem Framework
MapReduce MPI OpenMP

The join problem 24m 15 s 135 h 34m 93 h 14m

of operating systems, hence the same experiments have been
conducted three times for each setting. For fair comparisons,
no special indexing structures like B+ tree [23] were used in
implementing the join operations. However, the same logic
was implemented on each framework.TheMapReduce-based
program was the best one among the three models. In the
join operation, we need only the title and URL of English
Wikipedia pages and hence the implementations of MPI and
OpenMP just scan the English pages as a stream and keep
the whole set of the pairs of the title and the URL in the
memory. Then, Korean Wikipedia pages are read one by one
in order to examine which English terms appear. OpenMP
gave better performance than MPI for the join problem
because the curated information for English pages was loaded
into the memory in a whole, and OpenMP threads have no
communication overhead to access the memory. From these
observations, we see that MapReduce is the best choice for
data-intensive processing of big volume of data.
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MPI JOIN PAGES(char∗ koFile, char∗ enFile, char∗ outFile)
koFileLineSize← getFileLines(koFile)
MPI-Init
nRank← process ID number within communicator
divLine← the number of each process’s allocated lines
line←move file pointer to the first of allocated lines
if nRank = 0 then
while true do

send (NULL, NULL, NULL, NULL, true)
to another processes

receive (title, koUrl, word, enUrl, isLast)
from another processes

out.Write(title, koUrl, word, enUrl)
if isLast(ALL) then break

else
for 𝑖 = 0 to divLine do

text← enFile.nextLine(line + 𝑖)
title← searchTitle(text)
content← searchContent(text)
koUrl← searchUrl(text)
wordList[] ← extractEngKeyword(content)
foreach word ∈ wordList[] do
if isExist(word, enFile) then
enUrl← getUrl(word, enFile)

else
enUrl← 𝜙

send (title, koUrl, word, enUrl, isLast)
to another processes

receive (title, koUrl, word, enUrl, isLast)
from another processes

if isLast(ALL) then break
MPI-Finalize

Algorithm 6: MPI pseudocode for the join problem.

Korean 
Wikipedia 

map

English 
Wikipedia 

map

Join Reduce 

Korean Wikipedia 
articles 

English Wikipedia
articles 

Hyperlinks 

Figure 2: MapReduce pseudocode for the join problem.

6. Conclusions

OpenMP, MPI, and MapReduce are the most widely recog-
nized parallel or distributed programming frameworks. Each
one is said to be the de facto standard on its computing
model. To evaluate their performance, we implemented the
programs for both the all-pairs-shortest-path problem and
the join problem for hyperlink extraction from two files using
the three frameworks, respectively. The performance of each
model was measured in terms of the execution time.

From the experiment results, we observed the following
things. If a problem is small enough to be accommodated
and the computing resources such as cores and memory

are sufficient, OpenMP is a good choice. When data size is
moderate and the problem is computation-intensive,MPI can
be considered the framework.When data size is large and the
tasks do not require iterative processing, MapReduce can be
an excellent framework. OpenMP is the easiest to use because
there is no special attention needed to be paid because we
just need to place some directives in the sequential code.
MapReduce is relatively easy to use once we can abstract an
application into Map and Reduce steps. The programmers
do not have to consider workload partitioning and synchro-
nization. MapReduce programs, however, take considerable
time for the problems requiringmuch iteration, like all-pairs-
shortest-path problem. MPI allows more flexible control
structures than MapReduce; hence MPI is a good choice
when a program is needed to be executed in parallel and
distributed manner with complicated coordination among
processes.

This study did not consider the CUDA (compute unified
device architecture) model which is a parallel computing
platform and programmingmodel for GPUs [24]. It would be
interesting to compare CUDA with the discussed program-
ming models for some additional practical problem sets.
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MAP for Korean Wikipedia:
Input Korean Wikipedia XML File
MAP(Object key = null, Page input = Korean Wikipedia file)
line← input.readLine()
title← searchTitle(line)
content← searchContent(line)
wordList[] ← extractEngKeyword(content)
for all word ∈ wordList[] do
write(word, input)

MAP for English Wikipedia File
Input: English Wikipedia XML File
MAP(Object key = null, Page input = English Wikipedia file)
line← input.readLine()
title← searchTitle(line)
url← searchUrl(line)
Page out(title:title, url:url)
write(title, out)

REDUCE(Text key, Page [𝑝1, 𝑝2, . . .])
word← 0
url← 0
list← new List<Page>
for all 𝑝 ∈ [𝑝1, 𝑝2, . . .] do
if IsEnglish(𝑝) then
word← 𝑝.getTitle()
url← 𝑝.getUrl()

else
list.add(𝑝)

for all koreanPage ∈ list do
koreanPage.setWord(word)
koreanPage.setUrl(url)
write(key, koreanPage)

Algorithm 7: MapReduce pseudocode for the join problem.
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[7] J. Diaz, C. Muñoz-Caro, and A. Niño, “A survey of parallel pro-
gramming models and tools in the multi and many-core era,”
IEEE Transactions on Parallel and Distributed Systems, vol. 23,
no. 8, pp. 1369–1386, 2012.

[8] S. C. Ravela, “Comparison of sharedmemory based parallel pro-
grammingmodels,” Tech. Rep. MSC-2010-01, Blekinge Institute
of Technology, 2010.

[9] OpenMP Architecture Review Board, “OpenMP Application
Program Interface,” 2008, http://www.openmp.org/mp-docu-
ments/spec30.pdf.

[10] W. Gropp, S. Huss-Lederman, A. Lumsdaine et al., MPI: The
Complete Reference, theMPI-2 Extensions, vol. 2,TheMITPress,
1998.



Advances in Multimedia 9

[11] J. Dean and S.Ghemawat, “MapReduce: simplified data process-
ing on large clusters,” Communications of the ACM, vol. 51, no.
1, pp. 107–113, 2008.

[12] B. Barney, Introduction to Parallel Computing, Lawrence Liv-
ermore National Laboratory, 2007, https://computing.llnl.gov/
tutorials/parallel comp/.

[13] POSIX-IEEE Standards Association, 2014, http://standards.
ieee.org/develop/wg/POSIX.html.

[14] C. Coarfa, Y. Dotsenko, J. Mellor-Crummey et al., “An evalu-
ation of global address space languages: co-array fortran and
Unified Parallel C,” in Proceedings of the 10th ACM SIGPLAN
Symposium on Principles and Practise of Parallel Programming,
pp. 36–47, June 2005.

[15] M. Macedonia, “The GPU enters computing’s mainstream,”
Computer, vol. 36, no. 10, pp. 106–108, 2003.

[16] A. Alexandrov, S. Ewen, M. Heimel et al., “MapReduce and
PACT—comparing data parallel programming models,” in Pro-
ceedings of the 14th Conference on Database Systems for Business,
Technology, and Web (BTW ’11), pp. 25–44, 2011.

[17] M. Isard, M. Budiu, Y. Yu, A. Birrell, and D. Feterly, “Dryad:
distributed data-parallel programs from sequential building
blocks,” ACM SIGOPS Operating Systems Review, vol. 41, no. 3,
pp. 59–72, 2007.

[18] G. Jost, H. Jin, D. Mey, and F. Hatay, “Comparing the OpenMP,
MPI, and hybrid programming paradigm on an SMP cluster,” in
Proceedings of the 5th Europeanworkshop onOpenMP (EWOMP
’03), 2003.

[19] S. Ghemawat, H. Gobioff, and S.-T. Leung, “The google file sys-
tem,” in Proceedings of the 19th ACM Symposium on Operating
Systems Principles (SOSP ’03), pp. 29–43, October 2003.

[20] C. Ranger, R. Raghuraman, A. Penmetsa, G. Bradski, and C.
Kozyrakis, “Evaluating MapReduce for multi-core and multi-
processor systems,” in Proceedings of the 13th IEEE International
Symposium onHigh Performance Computer Architecture (HPCA
’07), pp. 13–24, Scottsdale, Ariz, USA, February 2007.

[21] S. J. Plimpton and K. D. Devine, “MapReduce in MPI for large-
scale graph algorithms,” Parallel Computing, vol. 37, no. 9, pp.
610–632, 2011.

[22] M. Resch, B. Sander, and I. Loebich, “A comparison of OpenMP
and MPI for the parallel CFD test case,” in Proceedings of the 1st
European Workshop on OpenMP, pp. 71–75, 1999.

[23] T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein, Intro-
duction to Algorithms, MIT Press, 2009.

[24] J. Nickolls, I. Buck, M. Garland, and K. Skadron, “Scalable
parallel programmingwith CUDA,”Queue, vol. 6, no. 2, pp. 40–
53, 2008.



Research Article
Coevolution of Artificial Agents Using Evolutionary
Computation in Bargaining Game

Sangwook Lee

School of Information & Communication Convergence Engineering, College of Engineering, Mokwon University,
Room D506, 88 Doanbuk-ro, Seo-gu, Daejeon 302-318, Republic of Korea

Correspondence should be addressed to Sangwook Lee; slee@mokwon.ac.kr

Received 29 August 2014; Accepted 23 October 2014

Academic Editor: Seungmin Rho

Copyright © 2015 Sangwook Lee.This is an open access article distributed under theCreative CommonsAttribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Analysis of bargaining game using evolutionary computation is essential issue in the field of game theory. This paper investigates
the interaction and coevolutionary process among heterogeneous artificial agents using evolutionary computation (EC) in the
bargaining game. In particular, the game performance with regard to payoff through the interaction and coevolution of agents
is studied. We present three kinds of EC based agents (EC-agent) participating in the bargaining game: genetic algorithm (GA),
particle swarm optimization (PSO), and differential evolution (DE). The agents’ performance with regard to changing condition is
compared. From the simulation results it is found that the PSO-agent is superior to the other agents.

1. Introduction

The current bargaining game research is based on the estab-
lished theoreticalmodel of Ståhl [1] and Rubinstein [2]. Game
theorists, economists, psychologists, and computer scientists
have already started analyzing the underlying bargaining
phenomenon which can be applied in e-commerce applica-
tion [3], negotiation problem [4], and dispute resolution [5],
to name a few. The game appears to be very simple but the
results are fuzzy and controversial.

Over the past few years, a considerable number of studies
have been conducted onmodeling the bargaining game using
artificial agents on the interaction among the homogeneous
population. However, very few attempts have been made
at the study on the interaction among the heterogeneous
population. Matwin et al. designed a negotiation support
system (NSS) which addresses multiple issues through pop-
ulations of rules (classifier) which are learned by means of
GA thereby supporting a two-party bargaining game [6].
Meanwhile, using evolution strategy, Page et al. proposed
a generalized adaptive dynamic framework that can deal
with games in which the payoff is not differentiable [7]. van
Bragt and La Poutrè formulated bargaining strategies as finite
automata coevolved by genetic algorithm to discriminate

different opponents without any information about the iden-
tity or preferences of their counterparts [8]. Takadama et al.
suggested three learning bargaining models which are based
on evolution strategy (ES), learning classifier system (LCS),
and reinforcement learning (RL) strategy. They evaluated
heterogeneous-population interactions in their study [9].
Zhong et al. have tried to show that artificial agents with
RL strategy can evolve against fixed rules and rotating rules
with better performance [10]. Cooper et al. further utilized
the RL strategy in terms of observing the relative speeds
of learning by proponents and respondents [11]. Grosskopf
studied the combined effect of RL and directional learn-
ing (DL) strategy in order to compare the result of the
one-shot bargaining game with a proponent and varying
respondents and showed that the strategies can coevolve
[12].

The above studies have focused on the validity of
the artificial agent models and compared the results of
homogeneous-population interactions. However, these stud-
ies on the homogeneous-population interactions are con-
servative approaches due to the reason that the real-world
bargaining game aims at the analysis of the deal in which
there exist many behaviors with diversified propensities and
tendencies, characterizing many kinds of agents.
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In this paper we proceed to study interactions of agents
in the heterogeneous population.We conducted experiments
with three kinds of evolutionary computation based agents
to play the bargaining game. From the experiments we
identify what are the principal parameters and how much
they affect the results of the bargaining game. Also patterns
of action of artificial agents are analyzed according to their
strategy. In particular, a bargaining game among EC-agents
was conducted to observe the interaction and coevolution.

This paper is organized as follows: Section 2 briefly
reviews the sequential bargaining game. The next section
outlines the design consideration of artificial agents. In
Section 4, coevolution model among EC-agents is described.
The simulation results are demonstrated in Section 5. Finally,
the paper concludes with some remarks in Section 6.

2. Sequential Bargaining Game

The sequential bargaining game is a division game of a fixed
sum between two players. There exist infinite number of
Nash equilibriums in the bargaining game according to the
game theory and the subgame perfect equilibrium is that
the last proponent makes a proposal as the 𝜀, the lowest
nonzero quantity, to the counterpart and the respondent
always accepts the minimal proposal since any 𝜀 is better
than a null demand. But experimental evidence is in contrast
with this strategy due to the fact that the proponents tend
to offer the counterpart more than the noncooperative game
theory predicts, and the respondents reject the small offers.
The rejection of a low offer by the respondent can be seen
as punishment. Page et al. surveyed that “some 60∼80% of
proponents offer fractions between 0.4 and 0.5, and only 3%
offer less than 0.2. They are well advised to do this—indeed,
some 50% of respondents reject any split offering them less
than one-third of the sum” [7, 13–15]. It seems discrepancy
between game theory and experimental data results from the
notion of fairness and the absence of common knowledge
of rationality [16–18]. Recently, extensive studies have been
carried out on the analysis of the bargaining game through
the use of artificial agents [19–21].

A brief review, in this respect, follows. However, before
that we prefer to review the following terms for clarity.

(i) Payoff: reward which agent receives from the game.
(ii) Control parameter: EC-agents factor which can affect

the performance of agent in game.
(iii) Sequential game: the game composed of multiple

rounds.

3. Artificial Agent Models

In this section, we discuss the underlying bargaining game
phenomenon vis-à-vis simulationmodels.The game kicks off
by virtue of randomly, that is, with equal probability, deciding
a proponent and a respondent. The proponent chooses a
proposal 𝑝𝑘, a real number between 0 and 10, which is
the amount the proponent is able to pay at round 𝑘. The
respondent chooses a minimal acceptable demand 𝑑𝑘, which

2.4 3.8 7.3 5.1 0.8

p1 d2 p3 d4 p5

(a) 1st proponent

d5

9.2 2.3 5.2 1.7 7.2

d1 p2 d3 p4

(b) 1st respondent

Figure 1: Representation of solution.

is also a real number between 0 and 10 at round 𝑘. If the
proposal is more than the demand, that is, if 𝑝𝑘 ≥ 𝑑𝑘, then
the proponent earns 10 − 𝑝𝑘, and the respondent earns 𝑝𝑡. If
the proposal is not accepted, that is, if 𝑝𝑘 < 𝑑𝑘, then the status
of two players is exchanged and set at round 𝑘 = 𝑘+1. Finally
if the deal between the two players is failed in the last round,
that is, 𝑘 = 5 in our experiment, then each player earns null.

We introduce three kinds of the artificial agents for
evolving strategies using genetic algorithms (GA), particle
swarm optimization (PSO), and differential evolution (DE).
These ECs are based on an arbitrarily initialized population of
trial solution which evolves toward better solution by means
of each EC operators.

Figure 1 shows an EC-agent which is called solution,
strategy, vector, and position. In a bargaining game, it is
important whether the gamer begins the first transaction
as a proponent or a respondent, and thus each strategy is
composed of two vectors.Thefirst vector represents a strategy
to put an EC-agent in the first proponent position and the
second in the first respondent position.When the agent is the
first proponent, the first row is used as its strategy, otherwise,
the second row.

3.1. GA-Agent Model. Genetic algorithm (GA) is a search
algorithm based on the mechanics of natural system, that
is, the law of the survival of the fittest [22]. GA operators
consist of selection, crossover, and mutation. Fitness value
of individual solutions is measured by a payoff which a GA-
agent earns in the bargaining game.

In GA-agent, we use a tournament selection, arithmetic
crossover, and mutation as GA operators. The tournament
selection is a selectionmethod that one picks up two solutions
randomly from current population and chooses a winner
between them [23]. The arithmetic crossover is a crossover
method that each gene of offspring is averaged value of
two parents’ genes. As for mutation, we use the method to
initialize genes. Figure 2 shows an evolution process of GA-
agent.

3.2. PSO-Agent Model. Particle swarm optimization (PSO)
is a metaheuristic method that optimizes a problem by
iteratively trying to improve a candidate solution by moving
particles, which are candidate solutions, around in the search
space according to simple mathematical formulae which are
concerned with particle’s position update and velocity update
[24]. Each particle’s movement is influenced by its local best
known position but is also guided toward the best known
positions in the search space, which are updated as better
positions found by other particles.

The PSO algorithm is initialized with the population of
individuals being placed randomly on the search space and
searching for an optimal solution by updating individual
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Figure 2: Evolution process of a GA-agent.

generations. In each iteration, the velocity and the position
of each particle are updated according to its previous best
position (𝑝best,𝑖,𝑗) and the best position found by neighbors
of the particle (𝑔best,𝑖,𝑗). The formula of particle’s velocity and
position update is as follows:

V𝑖,𝑗 (𝑡 + 1) = 𝑤V𝑖,𝑗 (𝑡) + 𝑐1𝑅1 (𝑝best,𝑖,𝑗 − 𝑥𝑖,𝑗 (𝑡))

+ 𝑐2𝑅2 (𝑔best,𝑖,𝑗 − 𝑥𝑖,𝑗 (𝑡)) ,

𝑥𝑖,𝑗 (𝑡 + 1) = 𝑥𝑖,𝑗 (𝑡) + V𝑖,𝑗 (𝑡 + 1) ,

(1)

where 𝑖 is the index of particles in the swarm, 𝑗 is the
index of positions in the particle, 𝑡 represents the iteration
number, V𝑖,𝑗(𝑡) is the velocity vector of the 𝑖th particle,
and 𝑥𝑖,𝑗(𝑡) is the position vector. Note that 𝑐1 and 𝑐2 are
the positive acceleration constants, 𝑅1 and 𝑅2 are random
numbers uniformly distributed between 0 and 1, and 𝑤 is the
inertia weight.

In [25], it was shown that a good convergence can be
ensured by making two constants which are an acceleration
and inertia. This can be demonstrated from the relation
between them using an intermediate parameter 𝜑. Consider
the following:

𝑤 =
1

𝜑 − 1 + √𝜑2 − 2𝜑

,

𝑐1 = 𝑐2 = 𝜑𝑤.

(2)

In PSO-agent, we use an original version of PSO with inter-
mediate parameter 𝜑. Figure 3 shows an evolution process of
PSO-agent.

3.3. DE-Agent Model. Differential evolution (DE) is a meta-
heuristic method that optimizes a problem by iteratively
trying to improve a candidate solution with regard to a given
measure of quality. In the DE, at first, the initial solution
vector group should be generated randomly. The generated
solution vectors are updated by performing three processes
which are replacement, making a trial vector, and crossover.

PSO-agent
operations
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Velocity update

Start

Initialization

Evaluation

Is termination

End
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PSO-agent operations

No
condition?

pbest , gbest update

Figure 3: Evolution process of a PSO-agent.
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Figure 4: Evolution process of a DE-agent.

The replacement is a process that if a candidate solution
made by crossover is better than a present solution, a present
solution is updated by a candidate solution. The trial vector
is a vector made by the following formulae to combine
the existing vectors from the population [26]. Consider the
following:

𝑉𝐺+1 = 𝑋𝑟1,𝐺 + 𝐹 ⋅ (𝑋𝑟2,𝐺 − 𝑋𝑟3,𝐺) , (3)

where𝑋𝑟1,𝐺,𝑋𝑟2,𝐺, and𝑋𝑟3,𝐺 are randomly selected solutions
in current population and 𝐹 is a real positive coefficient.

In DE-agent, we use a standard version of DE with a
uniform crossover. Figure 4 shows an evolution process of
PSO-agent. A candidate vector𝑈𝑖,𝐺+1 is generated by uniform
crossover operation with randomly selected solution 𝑋𝑖,𝐺 in
current population and the trial vector 𝑉𝑖,𝐺+1 as follows:

𝑈𝑖,𝐺+1 = {
𝑉𝑖,𝐺+1 for rand ( ) < CR
𝑋𝑖,𝐺 for others,

(4)

where the rand( ) means a random number between 0 and 1
and CR is probability of crossover.
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4. Coevolution Model

The co-evolution model between two EC-agents in bargain-
ing game is presented in Figure 5. After the solution groups of
two kinds of EC-agents are randomly generated, each group
is evaluated and evolved step by step. When one group of
solutions is evaluated, entire solutions of another group are
used for the counterparts in the bargaining game. And the
player begin the bargaining game twice as a proponent or
a respondent against each counterpart. Finally, the fitness
value of solution is calculated by averaging all earns of total
games. For example, when the number of entire solution is
30, two rounds of the bargaining game were conducted for
each counterpart (beginning as a proponent, beginning as
a respondent) to gain 60 different earns in total. The values
were divided by 60 to determine the fitness of the solution.

5. Experimental Results

This section shows experimental results based on adaptive
EC-agents. EC-agents have inter alia parameters which have
effects on the performance. In a GA-agent, the parameters
are a probability of crossover and mutation; in a PSO-agent,

they are an intermediate parameter and maximum velocity;
in a DE-agent, they are a coefficient 𝐹 and probability of
crossover. We examined the impact of variations of the above
parameters on the experimental results.

In order to observe the coevolution among EC-agents in
a bargaining game, three experiments on GA-agent versus
PSO-agent, GA-agent versus DE-agent, and PSO-agent ver-
sus DE-agent were conducted.

5.1. Experimental Environment. In order to create an exper-
imental environment, we set the simulation parameters as
follows:

(i) population size: 30;
(ii) maximum iteration: 10,000;
(iii) maximum round in bargaining game: 5;
(iv) number of counterparts: 30 (entire population).

5.2. Experiment of Single EC-Agent. In this experiment, each
EC-agent is tested on bargaining gamewith the fixed group of
the counterpart’s solutions in order to determine the optimal
control parameter of each EC-agent.

5.2.1. GA-Agent. The control parameters of GA-agent are
a crossover rate and mutation rate. As shown in Figure 6,
the best performance of GA-agent in bargaining game was
observed under the crossover rate of 0.9 and mutation rate of
0.05.

5.2.2. PSO-Agent. The control parameters of PSO-agent are
an intermediate parameter 𝜑 and maximum velocity Vmax.
As shown in Figure 7, the best performance of PSO-agent in
bargaining game was observed under 𝜑 = 0.9 and Vmax =
search space/5. Here, search space (SS) is 10; thus, Vmax = 2.

5.2.3. DE-Agent. The control parameters of DE-agent are a
coefficient 𝐹 and crossover rate CF. As shown in Figure 8,
there is very little difference in the performance of DE-agent
in bargaining game with regard to two control parameters.
Thus, we adopt that 𝐹 = 0.7 and CF = 0.5which are generally
used.

5.3. Experiment of Coevolution between Two EC-Agents

5.3.1. GA-Agent versus PSO-Agent. The result of the bargain-
ing game bymeans of coevolution between the GA-agent and
PSO-agent is shown in Figure 9. The GA-agent was set to
the optimal environment determined in Section 5.2.1 and the
PSO-agent to that in Section 5.2.2. As you can see, the PSO-
agent is superior to the GA-agent in the coevolution-based
bargaining game.

5.3.2. GA-Agent versusDE-Agent. Theresult of the bargaining
game by means of coevolution between the GA-agent and
DE-agent is shown in Figure 10. The GA-agent was set to
the optimal environment determined in Section 5.2.1 and the
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DE-agent to that in Section 5.2.3. As you can see, the GA-
agent is superior to the DE-agent in the coevolution-based
bargaining game.

5.3.3. PSO-Agent versus DE-Agent. The result of the bargain-
ing game by means of coevolution between the PSO-agent
and DE-agent is shown in Figure 11. The PSO-agent was set
to the optimal environment determined in Section 5.2.2 and
theDE-agent to that in Section 5.2.3. As you can see, the PSO-
agent is superior to the DE-agent in the coevolution-based
bargaining game.

5.4. Discussion. Firstly, performancemeasure among the EC-
agents with respect to payoff is observed by changing the
control parameters.The simulation results show the following

implications.The control parameters of a GA-agent and PSO-
agent have more influence on the performance than those of
a DE: the probabilities of crossover and mutation of a GA-
agent and the value of intermediate parameter andmaximum
velocity of a PSO-agent have effects on the performance but
the probabilities of crossover and coefficient of a DE-agent
have little effects on the performance.

Secondly, the coevolutionary process among three kinds
of EC-agents which are GA-agent, PSO-agent, and DE-
agent is tested to observe which EC-agent shows the best
performance in the bargaining game. The simulation results
show that a PSO-agent is better than a GA-agent and a DE-
agent and that a GA-agent is better than a DE-agent with
respect to coevolution in bargaining game.

In order to understand why a PSO-agent is the best
among three kinds of EC-agents in the bargaining game,
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we observed the strategies of EC-agents after completion
of game. Figure 12 shows the strategies of a GA-agent
and a PSO-agent after completion of game. When the
PSO-agent is a proponent, he suggests a small quantity of
properties to the opponent, but when he is a respondent, he
desired a large quantity. In contrast, when the GA-agent is
a proponent, he suggests a large quantity to the opponent,
but when he is a respondent, he desired a small quantity.
In case of bargaining game between a PSO-agent and a DE-
agent, the strategy of a DE-agent is similar to GA-agent
of the figure. This indicated that the PSO-agent evolves in
direction of the strategy to gain as much as possible at the
risk of gaining no property upon failure of the transaction,
while the GA-agent and the DE-agent evolve in direction of
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Figure 10: GA-agent versus DE-agent.

the strategy to accomplish the transaction regardless of the
quantity.

6. Conclusion

The interaction and coevolutionary process among the het-
erogeneous EC-agents are studied to observe the perfor-
mance of the bargaining game. This paper investigates the
nature of interaction and coevolutionary process in order to
understand the pattern of action of three kinds of EC-agents
and also identifies the principal parameters that influence
the performance of agents. The simulation results show that
the control parameters of a GA-agent and PSO-agent have
more influence on the performance than those of a DE.
Furthermore, the simulation results also show that a PSO-
agent is better than a GA-agent and a DE-agent with respect
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Figure 12: Comparison of strategies after completion of game.

to coevolution in bargaining game.We expect the analysis on
the characteristics of artificial agents to help the researchers
who study the game theory using artificial agents.
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We have proposed preprocessing techniques for high-efficiency data compression in wireless multimedia sensor networks. To
do this, we analyzed the characteristics of multimedia data under the environment of wireless multimedia sensor networks. The
proposed preprocessing techniques consider the characteristics of sensed multimedia data to perform the first stage preprocessing
by deleting the low priority bits that do not affect the image quality. The second stage preprocessing is also performed for the
undeleted high priority bits. By performing these two-stage preprocessing techniques, it is possible to reduce the multimedia
data size in large. To show the superiority of our techniques, we simulated the existing multimedia data compression scheme
with/without our preprocessing techniques. Our experimental results show that our proposed techniques increase compression
ratio while reducing compression operations compared to the existing compression scheme without preprocessing techniques.

1. Introduction

In recent, with the development of hardware technologies
and monitoring schemes, the applications for gathering
multimedia data such as sound and image using multimedia
sensors have been increased [1, 2]. As the multimedia data
are very large over simple data in traditional sensor networks,
the network lifetime of the sensor network is significantly
reduced due to excessive energy consumption in particular
nodes for transmitting the multimedia data [3]. In addition,
the multimedia data increase the data transmission time and
decline the data reception ratio. Consequently, the existing
schemes based on the traditional sensor networks are not
suitable for the environments to collect the multimedia data
[3, 4].

It is necessary to use compression schemes to alleviate
such problems. However, most of the existing compression
schemes for sensor data are based on signal compression such
as wavelet and variable quantization and code compression
[5].These studies are not suitable for the environments based
on wireless sensor networks. The compression schemes for

wireless multimedia sensor networks are at an early stage.
Considering this, a novel compression scheme based on the
Chinese remainder theorem for themultimedia data has been
proposed in [6]. The compression scheme based on the Chi-
nese remainder theorem considered the characteristics and
limitation of wireless multimedia sensor networks. However,
the existing compression scheme still suffers from energy
consumption in the wireless multimedia sensor network with
the limited energy.

In this paper, we propose preprocessing techniques for
high-efficiency data compression in wireless multimedia
sensor networks. The proposed techniques consider the
characteristics of sensed multimedia data to perform the first
stage preprocessing by deleting the low priority bits that do
not affect the image quality. The second stage preprocessing
is also performed for the undeleted high priority bits. By
performing these two-stage preprocessing techniques, it is
possible to reduce the multimedia data size in large.

The remainder of this paper is organized as follows.
Section 2 overviews and analyzes the existing compres-
sion schemes. In Section 3, we present our preprocessing
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techniques for high-efficiency data compression in wireless
multimedia sensor networks. Section 4 shows the simulated
experiments and compares the existing scheme with the
proposed scheme. Finally, we present concluding remarks in
Section 5.

2. Related Works

The existing compression schemes for multimedia data can
be categorized under 1st and 2nd generation schemes [7].The
1st generation schemes such as DCT based compression [8],
EZW [9], SPIHT [10], and EBCOT [11] emphasize more on
how well the information contained in a transformed multi-
media data is efficiently encoded whereas the 2nd generation
schemes such as Pyramidal [12], Directional Decomposition
[13], Segmentation [14], and Vector Quantization [15] place
more importance on how we can exploit and extract useful
information from themultimedia data. However, the existing
compression schemes require the high-computational power
and largememory to process the compression. Because of the
constrained hardware of a wireless sensor node, these studies
are not suitable for the environments based onwireless sensor
networks. Considering this, a compression scheme based on
the Chinese remainder theorem for the multimedia data was
proposed [6]. However, the existing compression scheme
suffers from energy consumption in the wireless multimedia
sensor network with the limited energy. Therefore, it is
necessary to study a preprocessing technique considering the
characteristics of the wireless multimedia sensor networks to
improve the efficiency of compression scheme.

3. The Preprocessing Techniques for
High-Efficiency Data Compression

In this paper, for the maximization of compression effi-
ciency, we propose the preprocessing techniques that consist
of dynamic area extraction and bit plane deletion before
conducting compression scheme. By doing so, the proposed
scheme reduces data compression operation, improves com-
pression ratio, andminimizes energy consumption generated
from data transmission by transmitting the remaining data
instead of original multimedia sensor data.

3.1. Preprocessing Technique (1): Extracting the Dynamic Area.
In general, the wireless multimedia sensor networks require
the installation costs and distribute the few multimedia
sensor nodes and many general sensor nodes together. As
shown in Figure 1, the first detection is done through general
scalar sensor nodes. When an abnormal signal (event) is
detected, the near multimedia sensor nodes perform the
second detection for the detailed monitoring. The position
of a sensor node distributed to the network is fixed. As the
multimedia sensor node is designed for the unidirectional
shooting, it continuously shoots the image data of the space so
that the abnormal signal is detected by adjusting the shooting
angle and transmits the sensed data to the base station.

Figure 2 shows the characteristics of sensed images
in the wireless multimedia sensor networks. As shown in

Scalar sensor nodes

Multimedia sensor nodes

Base station

Sensing fields

Figure 1: Deployment of wireless multimedia sensor networks.

the Figure 2, the wireless multimedia sensor node contin-
uously shoots the image of space that the abnormal signal
is detected so that a dynamic area and a static area with a
considerable size occur according to the time. By considering
the characteristics, the transmission of the whole sensed
data causes the unnecessary communication cost. It also
reduces network lifetime. In order to solve such problems, the
proposed scheme extracts and compresses the high efficient
dynamic area.

First of all, it is important to detect the dynamic area
in the sensed data. As it needs a high arithmetic operation
cost to compare all pixels in the detection stage of the
dynamic area, it is not efficient. Therefore, the proposed
scheme generates the virtual comparison block through the
pixel clustering and the detection of the image change and
uses it as the transmission unit as shown in Figure 3. As
the virtual comparison block is utilized as a transmission
unit, there should be no effect on the compression based on
the Chinese remainder theorem [3]. The conditions of the
virtual comparison block are as follows by the definition
of compression scheme based on the Chinese remainder
theorem.

Condition 1. As the continuous decimal numbers to utilize
the Chinese remainder theorem are at least two or more, it
must be possible to express the comparison block data with
two continuous decimal numbers.

Condition 2. As the actual transmission data to the base
station is the remainder, the remainder is below the
maximum expression range of a specific variable type for the
maximum efficiency.

Condition 3. For the easy restoration of original data and
block data, it is a structure of square which is applicable for
the QCIF format.

By the conditions above, the maximum block size for
possible utilization is 3 × 3 pixels (the proof is omitted due
to the space limit).
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(a) 𝑡0

Static area

Dynamic area

(b) 𝑡1

Figure 2: Characteristic of sensed images in the wireless multimedia sensor networks.

0 1 2

3 4 5

6 7 8

(a) Virtual comparison
block #n

(b) Average value of vir-
tual comparison block #n

Figure 3: Virtual comparison block and clustering operation.

The virtual comparison block with a grid shape is gen-
erated to the sensed image. As in (1), the proposed scheme
clusters the colors of all pixels inside the corresponding
virtual comparison block and computes their average values.
At this time, if the average values of the colors in the virtual
comparison blocks of the initially sensed images and the
currently sensed images are above the threshold value, they
should be recognized as the dynamic areas as follows:
firstImgBlock #n.avrValue − curImgBlock #n.avrValue
> 𝛼.

(1)

Figure 4 shows the detection of the dynamic area and the
extraction of the transmission area.Through the comparison
of average values of colors in the virtual comparison block,
the dynamic area that must be transmitted is recognized.
The corresponding dynamic area is compressed based on
the Chinese remainder theorem to transmit it to the base
station. At this time, when the packets are transmitted in
the virtual comparison block unit, unnecessary data trans-
mission occurs due to header and trailer. To solve such a
problem, the proposed scheme transmits the dynamic area in
a single packet through the establishment and extraction of
the maximum transmission area. Through this process, the
proposed scheme minimizes the energy consumption by the
partial compression and transmission of the dynamic area.

3.2. Preprocessing Technique (2): Deleting Bit Plane Data.
The sensor node is driven based on the limited energy
and computing performance so that it needs an additional

compressionmodule to perform the data compression. How-
ever, it requires a lot of installation costs. Considering this,
transmitting the original data was common in the existing
scheme. Figure 5 shows the structure of multimedia sensor
data in wireless multimedia sensor networks. The image data
sensed from the wireless multimedia sensor network has a
data bit structure of the pixel unit, and each pixel has eight
bits (0∼255) per color channel (R, G, B) as shown in Figure 5.
The same bits are bound together to compose a bit plane.
As a result, the color image is composed of 24 bit planes in
total. While the data sizes of the bit plane are equivalent, the
amount of their expressible information and the importance
are different. For example, each bit of themost significant 7 bit
plane can express 128, but each bit of the lowest significant
0 bit plane can express only 1. In other words, the most
significant bit plane shows a big color change and the lowest
bit plane shows the small color change.

Based on this analysis, Figure 6 shows the changes in
image quality according to the bit plane deletion. When the
most significant bit plane is deleted, serious damages to the
quality of the original data occur. However, when the low
significant bit plane data is deleted, it does not largely affect
the quality of the original data. From the result, when all bit
plane data cannot be transmitted, the high quality image can
be maintained by deleting data near the lowest bit plane. In
the proposed scheme, the preprocessing (2) is performed for
the image data based on this fact.

According to the result from the preprocessing (2), few
bit plane data are selected as transmission data. As a result,
the proposed schememinimizes the energy consumption and
increases the lifetime of awhole network by utilizing this kind
of preprocessing techniques.

4. Performance Evaluation

We have developed a simulator based on JAVA to evalu-
ate the existing multimedia data compression scheme [6]
with/without our preprocessing techniques. This simulation
was carried out by constructing the performance evaluation
environment shown in Table 1.

In order to carry out performance evaluation, we utilized
the uncompressed MPEG-4 standard image provided by
Xiph.org [16]. Figure 7 shows the sample images of uncom-
pressed MPEG-4 standard images. This simulation was done
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(a) 𝑡0

First pixel of
dynamic area

Dynamic area

Last pixel of
dynamic area

(b) 𝑡1

Figure 4: Detection of the dynamic area and extraction of the transmission area.
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Figure 5: Structure of multimedia sensor data in wireless multimedia sensor networks.

Table 1: Simulation parameters.

Parameters Values

Multimedia data
Uncompressed MPEG-4

standard images provided by
Xiph.org and CCTV image

Length of multimedia data
(frames) 50

Format of multimedia data
(px × px)

CIF (352 × 288)
QCIF (176 × 144)

targeting the image having CIF (full CIF) and QCIF (quarter
CIF) resolutionwhich are generally gathered bywirelessmul-
timedia sensor networks. In Table 2, the image classification
indicates spatial complexity andmotion amount, in which “A”
is the image expressing a tiny level of spatial complexity and
movement while “B” signifies the image expressing a mid-
level of spatial complexity and movement [17]. In addition,
the wireless multimedia sensor networks have a distribution
characteristic andmonitoring characteristic similar to that of
closed circuit TV (CCTV). Therefore, in this simulation, the
performance evaluation was conducted by collecting images
of actual CCTV.The relevant images are CCTV images [18] of
the fire occurrence at Busan Metro Daeti Station in Korea on

Table 2: Characteristics of uncompressedMPEG-4 standard images
[16].

Resolution
(px × px)

Size of images
(Mbytes) Frames Class

(a) Akiyo
CIF

(352×288) CIF (44)
300 A

QCIF
(176×144) QCIF (11)

(b) News
CIF

(352×288) CIF (44)
300 B

QCIF
(176×144) QCIF (11)

August 27, 2012, and for simulation we converted the format
to CIF andQCIF. Figure 8 shows the sample images of CCTV
images.

Figure 9 shows the compression ratio per frame to
standard image and CCTV image of the proposed scheme
with preprocessing techniques. Performance evaluation was
carried out by grafting preprocessing technique (1) and
preprocessing technique (2) onto the existing scheme. Pre-
processing technique (1) indicates dynamic area extraction
and preprocessing technique (2) #2, #4, and #6 indicate
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00011111 00001111 00000111
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(a) Deletion of the most significant bit plane data

11111111 11111110 11111100

11111000 11110000 11100000
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(b) Deletion of the least significant bit plane data

Figure 6: Changes in image quality according to the bit plane deletion.

(a) Akiyo (b) News

Figure 7: Sample images of uncompressed MPEG-4 standard images.

Figure 8: Sample images of CCTV image.

the number deleting the bit plane, respectively. According
to the experimental result, in case preprocessing technique
(1) is applied, the compression ratio improves as the area
for compression is reduced by extracting dynamic area while
transmitting the relevant area by compressing the area only.
In addition, in case preprocessing technique (2) is applied,
the compression ratio also improves since the number of bit
planes for compression is reduced by adjusting the quality
of multimedia sensor data through the deletion of bit planes
according to applications. In case 1 bit plane is deleted,
preprocessing technique (2) improves compression efficiency
by 12.5% on the basis of grayscale image but, as much,
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Figure 9: Compression ratio per frame with preprocessing techniques.

image information is lost; therefore, proper setup should
be done according to application. In addition, in the event
of grafting preprocessing technique (1) onto CCTV image,
image change severely comes up, which causes dynamic area
to be wide extracted relatively, and consequently it does not
serve to improve compression efficiency to a larger extent
than optimized image. Nonetheless, preprocessing technique
(2) belongs to arithmetic operation deleting bit plane, caus-
ing no big impact. As a result, the existing scheme with
preprocessing technique (1) and the existing scheme with
preprocessing technique (2) improve the data compression
ratio by about 25% and 42.9%, respectively, over the existing
scheme without preprocessing techniques. In addition, when
preprocessing technique (1) and preprocessing technique (2)
were simultaneously grafted, the existing scheme improves
the data compression ratio by about 49.2% over the existing
scheme without preprocessing techniques.

Figure 10 shows the compression arithmetic operation
quantity in the existing scheme with preprocessing tech-
niques. Preprocessing technique (1) requires per-pixel com-
parison operation with the previous image in order to extract
the dynamic area, making it inevitable to carry out large-
scale arithmetic operation. In order to reduce this, per-
block data comparison is performed, but it also requires
large-scale arithmetic operations. In the event of grafting
preprocessing technique (2), the compression operation
quantity is decreased, which can be explained by the fact
that compression operations decrease as much because the
bit plane deleted by virtue of simple deletion operation does
not require compression operations. Preprocessing technique
(2) gets improved in compression efficiency by 12.5% on the
basis of grayscale image when 1 bit plane is deleted. However,
since the loss of image information can occur, it is important
to properly set up according to applications.
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Figure 10: Compression operation quantity with preprocessing
techniques.

5. Conclusion

In this paper, we have proposed preprocessing techniques
for high-efficiency data compression in wireless multimedia
sensor networks. To do this, we analyzed the characteris-
tics of multimedia data under the environment of wireless
multimedia sensor networks.Theproposed scheme considers
the characteristics of sensed multimedia data to perform the
first compression by deleting the low priority bits that do not
affect the image quality.The second stage compression is also
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performed based on the Chinese remainder theorem for the
undeleted high priority bits. By performing this two-stage
compression, it is possible to reduce the multimedia data
size in large. To show the superiority of our techniques, we
simulated the existing multimedia data compression scheme
with/without our preprocessing techniques. As a result, it was
shown through performance evaluation that the proposed
preprocessing scheme significantly increased compression
ratio while reducing compression operation comparing to
the existing compression schemes without preprocessing
techniques. In the future work, we plan to study the effective
transmission scheme considering the characteristics of com-
pression data.
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With the explosive growth of various multimedia contents, digital archives are used to store those contents accordingly. In contrast
to the traditional storage systems in which data lifetime is measured in months or years, data lifetime in the archive is measured in
decades. This longevity of contents causes new security issues that threat the archive systems. In this paper, we discuss these new
security issues in perspective. And we suggest some security requirements for digital archives.

1. Introduction

Now digital archives are increasingly being used to store digi-
tal contents that need to be preserved for a long time. Various
kinds of multimedia contents, for example, cultural contents,
academic journal, news, and so forth, are increasing very
rapidly.Moreover,many existing contents are transferred into
a digital multimedia format for availability and long-term
preservation. Some digital contents should be preserved for
a period of time. For example, the medical center has to store
the patient’s treatment for 10 years in republic of Korea. By
the copyright law, copyright is effective for 70 years after the
author’s death. These kinds of contents should be carefully
managed.

In order for the contents in such archives to be useful,
there are some properties such as availability, integrity, and
authenticity that should be protected. Generally, current
storage systems adopt many security mechanisms, including
access control, authentication, and encryption [1–3]. In con-
trast to traditional storage systems inwhich contents lifetimes
are measured in months or possibly years, contents lifetimes
in archive systems aremeasured in decades. For this longevity
of contents, the security mechanisms for traditional storage
system have some limitations. Primitives including block
ciphers and hash functions do not guarantee robustness in
the long term, it is a big challenge how to achieve long-term
security [4–6].

In this paper, we discuss some security issues in digital
archive systems and the plan for long-term preservations.

Since a single cryptographic primitive cannot guarantee
long-term security, we should consider additional physical
protection methods and proper security policy. For example,
write-once media can reduce the burden for authentication
and integrity of stored contents. If we implement a hybrid-
storage systemwith general storage andwrite-oncemedia, we
can store content in general storage and store log information
in write-once media.

This paper is organized as follows. In Section 2, we
briefly introduce a cryptographic background in information
security. In Section 3, we discuss the long-term security
issues, including the lifespan of cryptographic primitives,
cryptographic keys, and other issues related to digital archive
systems. In Section 4, we deal with required services for dig-
ital archives and update procedure for contents in archives.

2. Cryptographic Background

In this chapter, we briefly introduce some concepts and tech-
niques for information security. For information security, we
consider the following properties. Confidentiality guarantees
that only authorized user can access the information. Authen-
tication is for proving the originality. Integrity guarantees that
there is no alteration. For satisfying these properties, we use
physical protection, technical protection, and security policy.
Cryptography is the technical approach for information
security. Basic cryptographic primitives are symmetric key
encryption, asymmetric key encryption, digital signature,
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hash function, and PRNG (pseudo random number gener-
ator) [7].

Symmetric key encryption is for confidentiality.There are
block ciphers and stream ciphers. Encryption makes plain
text into cipher text with encryption key and decryption is
its reverse process. Since encryption key and decryption key
are the same, we call this function symmetric key encryption.
For example, DES, AES, and RC4 are famous and are widely
adopted [8, 9]. Symmetric key encryption is fast and efficient,
but there is a problem how to share the key between message
sender and receiver.

Asymmetric key encryption is also for confidentiality.
Users make a pair of keys, public key and private key. The
public key is used for encryption and the private key is
for decryption. Since the public key is open to all users,
key management for encryption is more convenient than
symmetric key encryption. The most famous algorithm is
RSA [10].

Hash function produces a fixed length random sequence
for any input. This is for checking the integrity. MD4, MD5,
and SHA-1 are famous hash functions [11–13]. Particularly,
keyed hash function is called MAC (message authentication
code).

A digital signature is an application of symmetric key
encryption. Signer makes a hash value of the given message
into a digital signature with the signer’s private key. The
verifier can check the authentication with the signer’s public
key. There are RSA and DSA [10, 14].

PRNG is used for making a random number. Unpre-
dictability is most important for secure cryptographic pro-
tocols. Most cryptographic protocols including key manage-
ment start from selecting random numbers.

Using these cryptographic primitives, people make cryp-
tographic protocols for specific purposes. For confidence
of the user’s public key, we construct a TTP (trusted third
party), the so-called CA (certificate authority). CA issues
a digital signature for user’s public key. People can check
whether the user’s public key is valid or not. This signature,
including user’s public key, is called a certificate. The PKI
(public key infrastructure) includes CA and its service for
secure application of asymmetric key cryptography.

Data enveloping is a practical approach for a content
encryption. The sender makes a random session key and
encrypts the session key with the receiver’s public key.
Then the sender encrypts main contents with the session
key by symmetric key encryption. This approach has some
advantages. At first, using symmetric key encryption for bulk
data is efficient.Then the receiver can easily recover thewhole
message without a sharing process.

Another TTP service is a timestamp. This service is
issuing a signature at that point of time. If the signer includes
a timestamp in its signature, the verifier can check when the
signature is generated.

For general storage service, there are some protocols.
Since the size of stored data is growing more and more,
transfer time became expensive. Proof of retrievability is
for lessening this problem [15]. This protocol is that storage
provider shows that user’s data is really in the storage without
transferring the whole data. Another protocol for storage

service is a zero remnant protocol [16]. This protocol is
verifying that there is no remnant after user’s data deletion
request.

3. Long-Term Security Issues

In this chapter, we discuss some security issues arising in
digital archive systems. We consider the security of crypto-
graphic primitives and related security protocols, lifetime of
cryptographic keys, and other issues for long-term security.

3.1. Security of Cryptographic Primitives. Cryptographic
primitives are basic tools for information security. Generally,
we consider that cryptographic primitives are always secure.
Though cryptographic primitives are secure now, these could
be insecure in the future. There have been many researchers
who try to find a newway to exploit cryptographic primitives’
weakness.

In 1976, US government published the standard block
cipher DES. DES had been used widely in many areas. At
that time, 56-bit encryption key is sufficient. Because there
was lack of computing power for 2∧56 brute force, DES was
considered secure. But, by the late 1990s, computers were so
cheap and powerful that a 2∧56 brute force search for the
key became a feasible task. Moreover, dedicated cryptanalysis
has been developed. Differential cryptanalysis and linear
cryptanalysis are successful methods finding the key less than
exhaustive search [17, 18].

Like block ciphers, hash functions are also mortal. The
most famous hash functions MD-series, MD4, MD5, and
MD5, are considered insecure, after Wang and Yu published
collision for those hash functions that is a pair of different
messages producing the same hash value [19].

The collisions of hash function cause a serious problem
for digital signature using that hash function. Figure 1 shows
how tomake a fakemessage for a given digital signature. Col-
lisions of hash functions nullify the authenticity of the digital
signature. But there are still many private CAs adoptingMD5
hash function. Certificates from those CA could be forged at
a tolerable cost.

The security of cryptographic primitives determines the
security of cryptographic protocols and services that consist
of cryptographic primitives. For example, cipher suite of web
security protocol SSL/TLS includes a cipher RC4 and hash
functions MD4, MD5.The careless choosing of a cipher suite
can cause the whole transaction insecure.

Table 1 shows a part of the known cryptanalysis for
ciphers and hash functions.

Single cryptographic primitivemight not guarantee long-
term security. So we should continuously monitor the secu-
rity of cryptographic primitives and we make a plan for
algorithm change and contents update.

3.2. Lifetime of Cryptographic Keys. Cryptographic keys are
most important in information security. There are two
kinds of cryptographic keys. One is for a symmetric key
cryptography, and the other is for an asymmetric key cryp-
tography. Symmetric key cryptography includes symmetric
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Table 1: Known attacks for cryptographic primitives.

Class Algorithm Known attack Complexity
Block cipher DES Differential cryptanalysis 2∧49
Block cipher DES Linear cryptanalysis 2∧43
Stream cipher RC4 Royal Holloway attack 2∧24
Hash function MD4 Differential cryptanalysis 2∧8
Hash function MD5 Differential cryptanalysis 2∧19
Hash function RIPEMD Differential cryptanalysis 2∧16

key encryption and MAC. Asymmetric key cryptography
includes public key encryption and digital signature. Similar
to cryptographic primitives, lifetime of cryptographic keys is
shorter than preserved period. In this chapter, we discuss the
lifetime of cryptographic keys and cryptographic outputs.

Symmetric keys are securely managed while the contents
are preserved. For example, session keys for communications
are used in just that session. But the encryption key for
contents in storage should be managed for longer time.
For long-term confidentiality, we should periodically update
encrypted contents as the lifetime of cryptographic keys
expires.

Asymmetric keys are usually included inX.509 certificate.
There are two kinds of certificate even though the user
adopts the same algorithmRSA for encryption and signature.
Usually the valid period of the certificate is one year. For
example, the valid period of certificates for internet banking
is one year in republic of Korea. But the valid period of
digital signature does not match that of the certificate. Since
digital contents might be preserved in many decades, it is
hard to guarantee the authenticity of the digital signature
after decades. Moreover, we should manage private keys
responding to certificates that have already expired because
output contents live longer than certificates.

We also consider public security services dependent on
cryptographic keys. Timestamp is a kind of digital signature
applications. A single timestamp does not provide long-term
security because it relies on a cryptographic hash function, a
digital signature, or wide-visible media, which all are subject
to security deterioration over time.We have to determine the

Table 2: Lifetime of cryptographic key and contents.

Class Lifetime
Symmetric key
Session key Period of that session
Key for stored contents Usually in years

Asymmetric key
Certificate 1 or 3 years
Digital signature Usually 5 years

Archives Longer than decades

lifespan of cryptographic key, signature, and archiving data
very carefully. Table 2 shows the lifetime of cryptographic key
and contents.

3.3. Other Issues for Long-Term Security. We need to consider
other issues related to digital archiving systems such as the
login system and the access control system. We examine
not only the security of them but also how to delegate
one’s access right to others. Most login systems are based
on cryptographic primitives. The password is stored in the
system as encrypted form or its hash value. When underly-
ing cryptographic primitives are broken, the administrator
should change the whole login systems. Access control might
be reinvestigated. Access right verification could be altered to
be more sophisticated. For example, one rich man makes his
will and stores it in the archive. After his demise, a bereaved
family might access his will without revealing that to others.

We have to consider the content format too. There are
continuously reports related to weakness of file format. We
consider not only security but also backward compatibility
for long-term availability. DRM (digital rights management)
system is also very sensitive. Most DRM systems depend on
system calls provided by the operating system. How long
do we expect the backward compatibility of the operating
system? We should consider a DRM system based on online
cryptographic protocols.

Digital archives are designed for an outsourced storage
service model which enables users to outsource the storage
of their contents to remote storage service provider at a low
cost. Since the management of storage is performed by a
service provider, we should consider the balance between
privacy and efficiency. For more privacy, we determine that
the main actor for content protection is the user. But this may
cause the security leakage by the individual’s carelessness and
inconsistency of the whole system security policy.

4. Requirements for Digital Archives

In this chapter, we discuss requirements for digital archive
systems with issues in the previous chapter. For long-
term confidentiality, there should be a process for updating
encrypted data. The reencryption of large amounts of data
must be done in a timely manner, especially if required
for a key compromise or cryptographic primitives exploit.
So we need robust high-speed encryption algorithm and
reencryption procedure. For example, if a system chooses to
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save time by encrypting over the old algorithm, it must have
a way of dealing with key histories and key distribution. In
contrast, if the system chooses to decrypt the data before
applying the new algorithm, then it must have access to
the user’s key. In this case, the system should prevent a
malicious user from the user’s key and decrypted contents.
For encryption update, we consider the following security
requirements.

(i) Reencrypt encrypted datawithout revealing plain text
to unauthorized users.

(ii) Make high-speed encryption for a large amount of
data.

In Section 3, long-term authentication and integrity can-
not be achieved by a single protection mechanism. Similar
to confidentiality, we should consider a process for updating
digital signatures. The digital signature update has to include
some update history information. In that system, there are the
following requirements.

(i) Make a signature update chain that cannot be
reversed.

(ii) Secure delegation mechanism for signing keys.

We might consider the storage implementing with write-
once media. This might be very expensive but easy for
integrity. For more cost effective way, we can consider the
following TTP service.Wemake another TTP called the third
party auditor. Then digital archives stored sensitive log and
audit in the third party auditor and the user verifies the log
data with this TTP service. Figure 2 is a conceptual design of
the third party audit.

For long-term security, we should carefully design an
update procedure and period. There might be two kinds of
update. One is a periodic update precautiously. The other is
an emergency responding update for a key compromise or
cryptographic primitives exploit.This emergency responding

update is similar to disaster recovery. In this update proce-
dure, the following should be included:

(i) policy for determining the update period;
(ii) monitoring plan;
(iii) update history management;
(iv) sealing process.

5. Conclusion

In this paper, we present some security issues related to digital
archiving systems. Since digital archives preserve digital
contents in very long term, we should consider the update of
stored contents. These security issues should be considered
before system design. And there should be the development
cycle including design, implementation, monitoring and
threat assessment, and periodic or emergency update. The
focus of this paper was not to solve those problems which
arise in long-term preservation but rather enumerate the
requirements. We hope that by listing the security issues
and requirements future efforts to build secure archives
will be more focused. Moreover, we should consider that
cryptographic approach cannot be a perfect solution without
physical protection and well-established policy.
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The popular route recommendation and traffic monitoring over the road networks have become important in the location-based
services. The schemes to find out the congested routes were proposed by considering the number of vehicles in a road segment.
However, the existing schemes do not consider the features of each road segment such as width, length, and direction in a road
network. Furthermore, the existing schemes fail to consider the average moving speed of vehicles. Therefore, they can detect the
incorrect density routes. To overcome suchproblems,we propose a newdiscovering schemeof congested routes through the analysis
of vehicle trajectories in a road network.The proposed scheme divides each road into segments with different width and length in a
road network. And then, the congested road segment is detected through the saturation degree of the road segment and the average
moving speed of vehicles in the road segment. Finally, we compute the final congested routes by using a clustering scheme. The
experimental results have shown that the proposed scheme can efficiently discover the congested routes in the different directions
of the roads.

1. Introduction

Recently, with the increase of the use of mobile devices, the
location-based services are becoming increasingly popular.
Since the rapidly increased satellites andGPS (global position
system) technologies have developed, it is possible to collect
a large amount of trajectory data of moving objects such as
the vehicle position data, hurricane track data, and animal
movement data [1–4]. The analysis over these trajectory
data is becoming important for many applications, such
as meteorological observation and forecast, animal habits
observation, road traffic situation analysis, and navigation in
transportations [5–9]. According to the recorded trajectory
data and road networks, the moving pattern, traffic situation,
and road recommendation services can be supported [1, 2, 10–
12].

Recently, with the continuously increasing vehicles, the
route recommendation service is becoming more and more
important [1, 4, 7, 8, 13–15]. For road network based applica-
tions, the mobility of the vehicle is road network constrained.

Most of the existing schemes try to monitor and forecast
the traffic by using the recorded history trajectory data
of vehicles equipped with GPS devices. The index based
schemes construct an index by adopting the trajectory data
of the vehicles [5, 6]. And then the routes are recommended
according to the history trajectory data of the related vehicles.
The clustering based schemes generate the density routes of
the road networks by analyzing the trajectory data of vehicles
[9, 13, 16, 17]. Reference [1] proposed the MPR scheme
for discovering the popular route between two locations by
observing the traveling behaviors of many previous users.
Reference [18] studied the problem of finding reasonable
alternative routes in road networks. In NETSCAN scheme
[13], the density routes of the road networks are evaluated by
considering both the location and time of the vehicles.

According to the trajectory data, the number of the
vehicles within a specific road segment and time period can
be used to identify the density routes of a road. However,
the existing schemes are not suitable for real road networks.
There are three major problems of the existing schemes:
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(1) the directions of the roads in the road networks are not
considered; (2) the widths and lengths of the road segments
are not considered; and (3) the average moving speed of
vehicles within a road segment is not considered. In the
real road network environments, each road is divided into
two directions: positive direction and negative direction.The
vehicles in the road toward different directions do not affect
each other. Therefore, the congested routes are inaccurate if
the directions of the road are not considered. The width and
length of each road segment are different in a road network,
which will also affect the accuracy of the congested routes.
Furthermore, the average moving speed of vehicles within a
road segment can identify the congestion of the road.

To overcome these problems, we propose a congested
routes discovering scheme, in which the directions, width,
and length of roads are considered for congested route dis-
covering in real road network environments. The proposed
scheme divides the roads into segments with different widths
and lengths. And then, the congested road segments are
extracted by considering the average moving speed of the
vehicles and the saturation degree of each road segment in
the road networks. Finally, we perform clustering schemes
to compute the final congested routes in the whole road
networks.

The remainder of the paper is organized as follows. We
will discuss related work in Section 2. Section 3 presents the
details of the proposed scheme. Section 4 contains experi-
mental evaluation that demonstrates the superiority of our
proposed scheme. Finally, Section 5 concludes this paper.

2. Related Work

Discovering hot routes or popular routes is a very important
technique to support location-based service in road network.
Reference [1] studied the discovering scheme of the most
popular route (MPR) between two locations by observing
the traveling behaviors of many previous users. Reference
[1] presented an algorithm to establish the transfer network
model for a collection of historical trajectories and utilized
the absorbing Markov chain model to derive the transfer
probability for transfer nodes. Maximum probability product
algorithm is used for discovering the MPR from a transfer
network based on the popularity indicators in a breadth-
first scheme. Reference [16] defined a hot route which is a
general path in the road network containing heavy traffic and
studied the discovering scheme of hot routes. Reference [16]
proposed a new density-based algorithm called FlowScan.
It is a robust algorithm that can handle the complexities in
the data and was verified through extensive experiments.
Instead of clustering the moving objects, road segments are
clustered based on the density of common traffic they share.
Reference [15] studied the problem of vehicular traffic density
estimation, utilizing the information cues present in the
cumulative acoustic signal acquired from a roadside-installed
single microphone.

Vehicles which are located in a congested area try to
move to a noncongested area. Reference [10] proposed a
route discovery method for alleviating traffic congestions to

provide a driving route whose trip time becomes short. The
proposed method does not need global traffic information
but regional traffic information for each vehicle. The vehicle
calculates a route for a destination where a summation of
evaluation values for roadway segments in the route becomes
minimal. Given a spatial range and a user preference of
depth/breadth specified by a user, [11] processed a pattern-
aware trajectory search (PATS) to retrieve the top K tra-
jectories passing through popular ROIs. PATS support trip
planning without requiring prior knowledge of ROIs in the
specified spatial range. PATS used a user movement graph to
capture travel patterns hidden in trajectories and develop an
algorithm to determine the attractive scores of the ROIs and
proposed an algorithm BTS for efficiently retrieving the top
K trajectories.

Reference [19] proposed a fast path algorithm of finding
the best shortest paths in the road network to solve the
path planning problem in route guidance systems in terms
of accuracy and speed. Reference [20] proposed an adaptive
fastest path algorithm capable of efficiently accounting for
important driving and speed patterns mined from a large set
of traffic data. Reference [20] presented a routing algorithm
which uses the road hierarchy and precomputed areas to
limit the search space. This improves trip duration by using
upgraded roads whenever beneficial and finds routes that
take into consideration both speed and driving patterns.

Reference [13] proposed a scheme for discovering dense
routes by clustering similar road sections according to both
traffic and location in each time period. Reference [13]
presented NETSCAN which carries out the clustering of
dense sections and incorporates them by forming dense
routes. NETSCAN cluster the road sections based upon the
network density statistics. This clustering takes into account
the orientation of the trajectory. Besides, this method utilizes
the network topology to create relevant clusters. To propose
a model to assess the evolution for dense route pairs at
two consecutive time intervals, DENSITYLINK algorithm
is presented. DENSITYLINK allows the characterization of
the evolution of the dense road network. Reference [17]
proposed a time-based clustering algorithm called Tk-means
that adapts the k-means algorithm for trajectory data. Tk-
means cluster the objects based on the time intervals of
different trajectory’s motions. If an object spans different
time intervals, it will eventually belong to different clusters.
Tk-means used two approaches, an exact method and an
approximate method. The exact method computes the actual
clusters visited by the object throughout its life time and the
approximate method exactly computes some of the actual
visited clusters and, based on those computed clusters along
with the clusters generated from the remaining data set, it
predicts the future motion pattern of the query object.

3. The Proposed Scheme

3.1. Data Model. We assume that the road network is repre-
sented by a graph 𝐺(𝑁, 𝐸), where𝑁 denotes the node which
is the intersection between different road segments and 𝐸
denotes the edge which is used to connect two adjacent nodes
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Figure 1: The data model of road network.

in the road network.The trajectory of a vehicle is represented
by Tr. Each node 𝑁𝑖 in the road network is represented by
a point {𝑥𝑖, 𝑦𝑖}. 𝐸𝑖 denotes a segment of the road network.
“+” and “−” are used to represent the different directions of
vehicles in a road network. Moreover, since the length and
the number of lane of each road are different, the length and
width of each road segment are stored. Therefore, each road
segment is represented by 𝑆𝑖(±) = {𝑁𝑖, 𝑁𝑗, length, width},
where length is the length of a road segment and width is the
number of traffic lanes. As shown in Figure 1, 𝑆2 and 𝑆3 are
the neighbor segments of 𝑆1 in a road network 𝐺.

In a road network 𝐺, each road segment 𝑆𝑖 stores the
information of its directly connected road segments. This
information is used for the following clustering evaluations.
Since the vehicles may move continuously or stay in a
position, it is necessary to have the location knowledge of
each vehicle according to the timestamps. Suppose that the
trajectory Tr of each vehicle is as follows:

Tr𝑛 = ⟨(𝑆1 (±) , 𝑇1) , (𝑆2 (±) , 𝑇2) , . . . , (𝑆𝑘 (±) , 𝑇𝑘)⟩ , (1)

where 𝑆𝑖 denotes the segment 𝐼𝐷 and 𝑇𝑖 is the timestamp.
According to 𝑇𝑖, the location of each vehicle can be retrieved
easily.

3.2. Congested Road Segment. The initial road information
and trajectory data can be used to determine the existence
of vehicles in each road segment of different directions.
The complexity value of each road segment is evaluated.
The road segment is considered as congested region if
the evaluated complexity value is higher than the prede-
fined threshold value. The clustering algorithm is performed
among congested road segments.The road segments with low
moving speed and high number of vehicles are determined
as congested road segments. Figure 2 shows the procedure of
computing congested routes.

In this paper, the congested road segments are computed
according to the different directions of the roads.The location
and direction of each vehicle can be retrieved from the
recorded trajectory data. The complexity value of each road
segment is computed by considering the average speed of
the vehicles in the road segment and the saturation degree
of the road segment. The fast moving speed indicates that
the congestion of the road segment is low. In contrast, the
low moving speed indicates that the congestion of the road

Start

Trajectory
data

Extracting vehicles according to the
direction of road segment

Evaluating complexity value of each
road segment

Complexity
value > threshold

Performing clustering
algorithm

End

Road information

NoYes

Figure 2: The procedure of computing congested routes.

N1 N2

S1

Figure 3: The road segment between nodes 𝑁
1
and 𝑁

2
in a road

network.

segment is high. The saturation degree is computed based on
the number of the vehicles within a road segment and the
length and width of a road segment, which are indicated in
Figure 3. We define that the congested road segments within
a road network are the road segments with high complexity
values.

The average moving speed (Av) of the vehicles in a road
segment according to different directions is computed by the
following equation (2), where 𝑉(𝑂𝑏𝑖) denotes the moving
speed of a vehicle 𝑂𝑏𝑖. The saturation (Sat) according to
the width (𝑆width) and length (𝑆length) of a road segment
is computed in (3), where 𝑂𝑏𝑛 denotes the number of the
vehicles in a road segment. As a result, the complexity value
of a road segment is computed by (4) which combines (2) and
(3); 𝛼 denotes the weight value between the average moving
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Congested routes detection algorithm
Input:
Set of road segment list 𝑆 = {𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑛+1
}

Set of trajectory Tr = {Tr1,Tr2, . . . ,Tr𝑛}
Set of time interval 𝑇 = {𝑇

1
, 𝑇
2
, . . . , 𝑇

𝑛
}

Threshold 𝛽—trajectory velocity and road weight
Output:
Threshold 𝛼—road density
Set of cluster groups CH = {CH1, CH2, . . ., CHn}

CH← Initialization
for every time interval 𝑡
while there exist Tr in segment list 𝑆
for each satisfied 𝛼 in 𝑆
segment 𝑆 = create candidate 𝑐
end for
if exist neighbor segment𝑁 in candidate 𝑐
create CH← extend from 𝑐 to𝑁
else if
create CH← candidate 𝑐
end if
end while
end for

Algorithm 1: The algorithm of the proposed scheme.

speed of vehicles and the saturation of a road segment.
Consider

Av𝑖 (±) =
∑
𝑛

𝑖=1
𝑉 (𝑂𝑏𝑖)

𝑂𝑏𝑛 (±) × 𝑉max
, (2)

Sat𝑖 (±) = 1 −
𝑂𝑏𝑛 (±)

𝑆width × 𝑆length
, (3)

𝑅𝑖𝑖 (±) = 𝛼 × Av𝑖 (±) + (1 − 𝛼) × Sat𝑖 (±) . (4)

3.3. Congested Routes Detection. In this section, we present
the algorithm of congested routes detection. The algorithm
operates in two phases. In the first phase, the complexity
value of each road segment in the road network according
to different directions is computed. In the second phase, the
congested routes of a road network are evaluated by clustering
the congested road segments with each time interval. When
the complexity value of a road segment is larger than the
predefined threshold value, the road segment is considered
as a congested road segment. Finally, the congested road seg-
mentswith same direction are clustered together. Algorithm 1
shows the congested routes detection algorithm.

Since the complexity values of road segments are changed
according to different timestamps, they have to be computed
periodically. The congested routes of a road network are
computed according to the complexity values. Figure 4 shows
the congested routes (the dotted areas) of a road network in
different timestamp 𝑇. According to the recorded trajectory
data of vehicles at time𝑇 = 0, the congested routes of the road
network of different directions are generated, such as 𝑆2(+)
and 𝑆5(−) in Figure 4(a). As shown in Figure 4(b), when time
𝑇 = 1, 𝑆1(+), 𝑆5(−), and 𝑆6(−) are evaluated as congested road
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(a) 𝑇 = 0

S2

S3

S4

S7

S8

S9

S10

S11
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S6(−)

S5(−)

(b) 𝑇 = 1

Figure 4: The clusters according to different timestamps.

segments. Since 𝑆5(−) and 𝑆6(−) are neighbor road segments
and have the same direction in the road network, they are
clustered together.

4. Performance Evaluation

In this section, we introduce the performance evaluation by
comparing the proposed scheme with the existing scheme
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Figure 5: The congested route of Oldenburg city.
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Figure 6:The number of congested routes according to the number
of vehicles.

NETSCAN [13]. The vehicles are generated by the network-
based generator [21]. The complexity values and clusters are
generated according to the number of vehicles in each time
interval. All of the experiments are coded in Java and the
experiments are performed in Intel i3 3.0GHz CPU and
4G memory. Table 1 summarizes the parameters for this
performance evaluation.

In the first experiment, we show the congested routes
road networks of Oldenburg city by using our proposed
scheme. In this experiment, the total number of vehicles in
the road network is set to 50,000 and the saturation of the
road is set to 30%. As shown in Figure 5, the results indicated
that the congested routes of the road network are different
according to the different directions of the roadnetworks.The
blue and red regions represent the congested routes of the
road networks in positive direction and negative direction,
respectively.

In Figure 6, we compare the NETSCAN scheme with our
proposed scheme. The number of the congested routes of
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Figure 7:The number of congested routes according to the different
timestamps.

Table 1: The values of parameters.

Parameter Value
Road network Oldenburg city
The number of segments 7,035
The number of nodes 6,105
The number of vehicles 10,000∼100,000
Velocity 0∼120

NETSCANand the proposed scheme are evaluated according
to the number of the vehicles. For the proposed scheme,
the congested routes are evaluated in different directions
(positive direction and negative direction) and same direc-
tion, respectively. PROPOSED (Positive) and PROPOSED
(Negative) mean the number of congested routes of each
direction of road segments, and PROPOSED (Whole) means
the number of congested routes of bidirectional road seg-
ments according to the number of vehicles. The results show
that the number of the congested routes is increased when
the number of the vehicles increases. The number of the
congested routes of the proposed scheme is similar when the
number of the vehicles is between 20,000 and 30,000. This is
because the saturation of each road segment is considered in
the proposed scheme. When the width and length of a road
segment are large, 20,000 and 30,000 vehicles are not large
for the road. Therefore, most of the road segments are not
identified as congested routes at first. For NETSCAN scheme,
the number of congested routes is increased proportionally
with the increase of the number of vehicles.

Figure 7 shows the number of congested routes according
to the various timestamps when the time interval is set
to 1 hour. The congested routes are evaluated in different
directions (positive direction and negative direction) and
same direction, respectively. Cluster (Positive) and Cluster
(Negative) mean the number of congested routes of each
direction of road segments according to the different times-
tamps. We can see that the number of the congested routes
of the positive direction is larger than that of the negative
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direction. And the number of the congested routes of the
proposed scheme that does not consider the direction of the
road segment is larger than that of the congested routes of
the proposed scheme considering the direction of the road
segment.

5. Conclusion

In this paper, we have proposed a congested routes discov-
ering scheme in real road networks. The proposed scheme
divides the road into segments with different widths and
lengths. It extracts the congested road segments based on the
average speed of the vehicles and the saturation degree of a
road segment. The final congested routes are computed by
performing clustering scheme.The experimental results have
shown that the proposed scheme can discover the congested
routes in different directions over the existing schemes. In the
future, we will show the superiority of our approach by using
the real trajectory data of vehicles.
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Recently, as the utilization of CCTV (closed circuit television) is emerging as an issue, the studies on CCTV are receiving much
attention. Accordingly, due to the development of CCTV, CCTV has IP addresses and is connected to network; it is exposed
to many threats on the existing web environment. In this paper, steganography is utilized to confirm the Data Masquerading
and Data Modification and, in addition, to strengthen the security; the user information is protected based on PKI (public key
infrastructure), SN (serial number), and R value (random number) attributed at the time of login and the user authentication
protocol to block nonauthorized access of malicious user in network CCTV environment was proposed. This paper should be
appropriate for utilization of user infringement-related CCTVwhere user information protection-related technology is not applied
for CCTV in the future.

1. Introduction

Due to networking of CCTVand openness of the internet, the
necessity to protect privacy video data and information safety,
trust, protection, and concealment is in demand, and as the
according application technique, the study on steganography
methodwhich inserts confidential information to the transfer
media is actively in progress.

The existing web has much vulnerability, and as CCTV
was involved with networking, it became a problem that
CCTV is exposed to such vulnerability of web. Also, CCTV
videos are related to privacy, and if such videos are exposed
to unspecified public, it would be a sufficiently sensitive issue.

Recently, there are many problems related to CCTV; the
manager does not frequently change the public IP or dynamic
IP of network camera, rendering it easy to be exposed outside,
and once IP address is leaked, the crack program breaking
the password is used to access the administrator account and
have the monitoring video leaked at any time. Network mon-
itoring camera, however, has a large data size and sends data
through streaming unlike other IT resources; thus it is hard

to change the IP address and is easily exposed outside. Due to
such issues, it is only amatter of time for themonitoring video
to be leaked. Other than that, there is possibility of leakage of
CCTV videos due to several threats, and data security must
be provided accordingly. Existing studies [1–17] on CCTV
security concentrated on security structure of CCTVnetwork
infrastructure, security policy, and utilization under specific
environment (crime prevention, etc.). This paper shifts from
such general topics to propose a user authentication protocol
under network CCTV environment which reinforces CCTV
monitoring with steganography and prevents malicious user
access. International trends of CCTV security are given in
Table 1.

2. Related Studies

2.1. Network CCTV System. By inserting IP to the existing
CCTV, CCTV can be managed individually, and as long
as internet is available, remote management and remote
monitoring are available. Such network CCTV system is as
in Figure 1.
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Table 1: International trends of CCTV security (purpose and characteristics).

Country Purpose Location Characteristics

Korea Theft prevention, traffic and parking,
and disaster prevention All regions of Korea

Operating integrated CCTV control
centers by local governments
around the nation

UK Theft prevention and prevention of
riot, protest, and terrorism All regions of UK

Converted from analog to HD
CCTV, installing large number of
CCTV compared to population

Germany Building security such as alert on theft,
fire, intrusion, and robbery Major buildings Video equipment related to theft

and intrusion combined as one

UAE Prevention of terrorism and various
crimes

Facilities such as schools, hospitals, and
parks

Entirely relies on importation with
high ratio of CCTV used to prevent
auto theft

United States Public security such as homeland
security and disaster prevention All regions of the United States

Has largest market size and quickly
applies latest technological trends
(intelligent CCTV)

Switzerland Homeland security, public security,
and corporations Major public institutions High ratio of CCTV used to

maintain public order

China Crime prevention and public security Major public institutions, automobiles,
and households

Low ratio of HD CCTV and low
availability

Router

Camera Internet

Reception software or web browser

Mobile monitoring
Reception software or web browser

Figure 1: Network CCTV system.

2.2. Problems of Network CCTV Systems. As CCTV gets
involved with networking, there are many emerging issues.
The number of police protecting the safety of the citi-
zens is increasing every year, but due to the increase in
social violent crime occurrences and public order issues,
the installation/operation of network-based CCTV systems
are expanding nationwide for the purpose of citizen pro-
tection and personal security. Particularly, thanks to the
advancement of internet technologies, the utilization scope
became more diverse from illegal trash dumping to pub-
lic order/crime prevention to illegal parking/stop, and so
forth.

On the other hand, despite the expansion of installa-
tion/expansion of CCTV system, relative absence of clear

governmental guidelines and reckless introductionwith stan-
dards are emerging as security issues [18, 19].

The purpose of CCTV in different nations is prevention
of major crimes and promotion of public security. Existing
analog CCTV devices are changing into network-based
digital CCTV with HD screen. The market for network-
based CCTV system is growing for operation of integrated
control centers. Examples [20–22] of security scenarios that
can occur in network-based CCTV systems are as follows.

A Collection of information by CCTV system that uses
public IP: as the system is linked to various paths,
exposure of IP address as problem that information
on the operating system and application used by
CCTV system server can be collected with ease.
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Hackers can use this as a starting point tomake differ-
ent hacking attempts based on information collected
from each server.

B Sniffing and spoofing of sectionswith security vulner-
abilities: since all IP-based CCTV systems commu-
nicate via different network devices and servers in a
public network, information can be exposed when a
section without security infrastructure is hacked.

C Lack of data safety fromnonapplication of encryption
on video data: existing analog CCTV and network
CDTV with relatively low hardware specifications
have a problem in which real-time data cannot be
encrypted.This results in easy exposure of data stored
in servers.

D Security vulnerabilities of CCTV control centers:
as control centers are always connected to network
because they need to manage and control CCTV on a
real-time basis, security vulnerabilities of server and
control PC can expose ID and password of important
administrator accounts. Hacked CCTV systems can
be used as a means to attack internal infrastructure
and attack route.

As shown in the hacking scenarios described above, hacking
of important information and exposure of CCTV informa-
tion have reached a dangerous level of security alert for
network CCTV systems resulting in leakage of confidential
information of public institutions and corporations, deletion
or alteration of important information such as major theft
crimes, and unauthorized release of private CCTV informa-
tion.

3. Video Steganography Application Plan for
Network CCTV Monitoring Security

As in Figure 2, the overall system structure diagram shows
that when sending the video from the CCTV, the steganogra-
phy is inserted realtime before being sent to the server, and
then the server extracts the steganography from the video
again.

This report proposes a method to protect the system
by inserting steganography to the real-time video of CCTV
monitoring system provided in open source. Figure 3 is the
overall data flowchart of this report. This structure is in
three different work processes of generation, conversion,
and extraction. The generation part generates the video data
from CCTV and converts the video data into bits. The
conversion part is the LSB process for the bit-converted video
data and proposed steganography insertion application. The
extraction part is the process of reverse-quantization of
data extract by LSB method and generating video data. The
proposed steganography input method is as in Figure 4.

Figure 5 shows the application of shift to the correspond-
ing data line by the same rule as in Table 2. For example, the
data in Figure 4 shall have the time value of image filmedwith
CCTV, user name, key value of CCTV, and so forth.

4. User Authentication Protocol to Block
Malicious User

Figure 6 is the overall outline diagram of the proposed
protocol. In the proposed user registration process, along
with the user authentication, the user and related CCTV are
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Figure 6: Overall composition diagram.

Table 2: Steganography data shift rules.

Line Shift
1 None
2 ≫1
3 ≫3
4 ≫6
5 ≫10
.
.
.

.

.

.

𝑛 ≫𝑛(𝑛 − 1)/2

synchronized at the same time providing the SN of CCTV,
and in user authentication process, this SN and random
number attributed to the user are used to strengthen identity
authentication, and it is rendered impossible to leak CCTV
video by password unlock crack or simple CCTV IP access.

4.1. User Registration Protocol. Figure 7 is the user registra-
tion process of the proposed protocol. The proposed user
registration protocol is achieved by executing the following
procedure.

A The user sends the network CCTV video service
request message to the operation PC of VMS.

B The operation PC of VMS requests the user informa-
tion necessary for member subscription.

C The user requests the user information for member
subscription.

Response {User Data(Name, Num)}.

The corresponding information is, respectively, user’s
name and user’s resident registration number.

D The operation PC of VMS sends the received user
information to the identity confirmation agency and
requests authentication.

Verify User Data confirm {User(Name, Num)}.

VMS does not feature an agency to identify the
information for the user. Therefore, the operation
PC of VMS sends the data received from the user
to the identity confirmation agency to request the
confirmation of the information for the user.

E The identity confirmation agency checks the user’s
personal information, and if the information is cor-
rect, it sends an approval message to the operation PC
of VMS, and if not, it sends a rejection message.

F Theoperation PC ofVMS sends the responsemessage
received from the identity confirmation agency to the
authentication server.

G The operation PC of VMS checks the user informa-
tion with the received message.

H The authentication server sends the approval message
for the user information to the operation PC.

0 The operation PC sends the approval message
received from the authentication server to the user.

1 The user encrypts the ID and password to be used
with the public key of VMS and sends it to the
operation PC of VMS.
Send {EVMSPu(ID ‖ PW)}.
The user sends the ID and password encrypted with
the public key of VMS so that the user ID and
password can only be decrypted by VMS and it is safe
from external attacks such as password speculation
attack.

2 The operation PC decrypts the data received from the
user with the personal key of VMS to extract ID and
password.
Transaction {DVMSPri(ID ‖ PW)}.

3 The operation PC sends the value hashed to prevent
the exposure of user’s ID and password to the authen-
tication server.
Send {ID ‖ h(PW)}.
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Figure 7: Proposed user registration protocol.

4 The authentication server registers the received user
information.

5 The authentication server sends the result for the
completion of member subscription to the operation
PC.

6 The operation PC encrypts the SN value of CCTV
necessary for the authentication process with the
public key of the user and sends it.
Send {EUserPu(SN)}.

The objective of this user registration protocol is to check
the user information and obtain SN which is the information
neededwhen requesting service from the networkCCTV that
the user wants to see.

4.2. User Authentication Protocol. Figure 8 is the proposed
user authentication protocol process.

The proposed user authentication protocol is achieved by
executing the following procedure.

A The user makes a service request to the operation PC
of VMS.

B The operation PC checks the member subscription of
the user before providing the service, and if the user is
amember, it requests the user information andCCTV
SN distributed at the time of member subscription.

C After encrypting the hashed data of user ID, pass-
word, and CCTV SN value with the public key of
VMS, it is sent to the operation PC.
Response {EVMSPu(ID ‖ PW ‖ h(SN))}.

D The operation PC decrypts the received data with
the personal key of VMS to check the SN value of
CCTV and hashes to prevent exposure of user ID and
password and sends it to the authentication server.
Send {ID ‖ h(PW)}.

E The authentication server checks the received ID and
password and generates a single-use 𝑅 value for the
corresponding user.

F Theauthentication server sends the generated𝑅 value
to the operation PC.

G The operation PC encrypts the corresponding port
number of IP information of CCTV for the SN value
and 𝑅 value received from the authentication server
together with the public key of the user and sends it
to the user.
Send {EUserPu(𝑅 ‖CCTV IP ‖P Num)}.

H The user decrypts the received data with the personal
key of the user to access CCTV. The user connects
the data where SN of CCTV is encrypted with the
public key of CCTV to the data where the user ID,
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Figure 8: Proposed user authentication protocol.

password, and random number (𝑅) are encrypted
with the public key of VMS and sends it to CCTV.
Send {ECCTVPu

(SN) ‖EVMSPu(ID ‖ PW ‖ 𝑅)}.
0 CCTV decrypts the received data with the personal

key of CCTV, and if the SN value matches that of
the CCTV itself, it sends the data encrypted with the
public key of VMS to VMS.
Send {EVMSPu(ID ‖ PW ‖ 𝑅)}.

1 VMS operation PC decrypts the received data with
the personal key of VMS and extracts ID, password,
and 𝑅 value.
Transaction {DVMSPri (ID ‖ PW ‖ 𝑅)}.

2 The operation PC transfers the hash value and ran-
dom number 𝑅 to the authentication server in order
to prevent exposure of ID and password.
Send {ID ‖ h(PW) ‖ 𝑅}.

3 Theauthentication server verifies that the received ID,
password, and 𝑅 value are the same as those provided
by VMS.
Verify ID, h(PW), and 𝑅.

4 Send user authentication message to the operation
PC.

5 Operation PC encrypts the user authentication mes-
sage with the public key of CCTV and sends it to
CCTV.

Send {ECCTVPu
(Authentication data)}.

5. Implementation and
Performance Evaluation

Figure 9 shows theVMSClient access of the proposed system.
It shows the insertion of SN value and𝑅 value attributed from
the server and the port number, and the server IP is also
showing.

The proposed user authentication protocol is used to
authenticate the SN acquired by the user when registering
the user. In the authentication process, checking SN and
comparing information such as 𝑅 value, ID, and password of
the corresponding session render it safe from many threats,
and by using the PKI-based encryption mechanism, data
confidentiality is guaranteed, and by applying hash algorithm
to user’s personal information, the personal information is
also guaranteed integrity.

Figure 10 shows the photo before and after the insertion
of steganography. Through this Figure, it can be shown that
there is no visual difference in the video despite the insertion
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Figure 9: VMS Client implementation.
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Figure 10: Before (a) and after (b) the insertion of steganography.
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Figure 11: Comparison of frequency before (a) and after (b) the insertion of steganography.

of steganography, and through Figure 11, it is shown that the
increase of complexity in data leads to the increase in the
strength of encryption.

The safety of the existing network CCTV system environ-
ment and the proposed system is as in Table 3.

6. Conclusion and Future Research

In this report, the image checking technique through steg-
anography for security of image transfer process and user
authentication protocol to block malicious users in network
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Table 3: Comparative analysis of safety.

No
authentication

Existing
system

Proposed
system

Password speculation
attack Weak Weak Safe

User impersonation
attack Weak Weak Safe

Replay attack Weak Weak Safe
Omnidirectional safety Weak Weak Safe
Website hacking Weak Weak Safe
Input contents
falsification, keyboard
hacking

Weak Weak Safe

CCTV environment was proposed. In future, it would be
necessary to continue to complement weakness for greater
safety against attacks of malicious users and search for amore
efficient algorithm and authentication method.
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