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Fast, reliable, and efficient data dissemination in VANET is a key of success for intelligent transportation system. This requires a
broadcasting protocol which has efficient forwarder nodes and an efficient broadcasting mechanism. In this paper, we propose a
self-decision algorithm that allows a node to know that it belongs to a member of connected dominating set or not. The algorithm
is a combination of density based algorithm and topology based algorithm, called “DTA.” The algorithm does not require any
geographical knowledge. Therefore, it can avoid violating a privacy issue. Moreover, the algorithm can resist inaccurate data than
position-base algorithms that need high frequent beaconing for accurate data. The simulation results show that our algorithm
provides the highest coverage results compared to existing solutions. We also propose a new broadcasting protocol, called “NoG.”
NoG consists of a broadcasting mechanism, a waiting timeout mechanism, and a beaconing mechanism. The proposed protocol
operates without any geographical knowledge and provides reliable and efficient data dissemination.The performance is evaluated
with a realistic network simulator (NS-3). Simulation results show that NoG with DTA outperforms other existing protocols in
terms of reliability and data dissemination speed.

1. Introduction

Vehicular ad hoc network (VANET) is one of mobile ad hoc
networks (MANET). Vehicles in the network are equipped
with wireless communication devices. Therefore, they can
directly communicate to each other without infrastructure
and without centralized control. The data can be quickly
delivered to applications.This can support some applications
of intelligent transportation system (ITS) such as driver
assistant or safety transport applications. These applications
need a fast and reliable solution for data dissemination to
provide accurate and reliable services [1]. So the efficient
data dissemination is one of the key successes for such
applications. To achieve this, the unique characteristic of
vehicle environment should be considered. Vehicle’s move-
ment changes frequently and rapidly. The speed of vehicles
also affects wireless signal that leads to high intermittent con-
nectivity occurrences between vehicles. Moreover, vehicles
may be very densely packed in urban areas but are very sparse
on highway roads or in rural areas.

A traditional approach for data dissemination or broad-
casting for wireless ad hoc networks is simple flooding.

Simple flooding does not require any information from envi-
ronment or nodes. A packet is rebroadcasted once by every
received node. This approach can provide very high data
dissemination speed.However, simple floodingmay cause the
contention and collision [2] due to its redundant transmission
in dense areas and it may cause useless broadcasting as there
is no neighbor to receive data in sparse area [3]. Epidemic
protocol [4] was proposed to improve the performance in
sparse areas by using store and forward technique. So upon
receiving of a broadcasting packet, nodes will store the packet
and forward it later when nodes meet a new neighbor. Then
this technique has been employed to most of broadcasting
protocols in VANET because it can handle the intermittent
connectivity issue. As a result, reliability or delivery ratio is
increased.

In VANET, several reliable broadcasting protocols have
been proposed.We can categorize these reliable broadcasting
protocols into 2 groups by their main algorithm. In the
first group, the protocols make their decision based on
node position such as EAEP [5], APBSM [6], POCA [7],
and DV-Cast [8]. These protocols prefer nodes at the edge
of broadcasting circular to rebroadcast the packets. All of
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 CDS

Figure 1: An example of connected dominating set (CDS).

protocols in this group rely on geographical knowledge.They
use position or direction of nodes to make decision. In
the second group, the protocols make their decision based
on node’s properties such as DECA [9]. The properties of
nodes that are used in these protocols are number of one-
hop neighbors (density) or relation between nodes and their
neighbors (topology). So these protocols do not require any
geographical information to make decision.

However, every algorithm in every protocol has the same
goal. The goal is to minimize the number of rebroadcast
nodes that can cover all of their neighbors in each group.
This can minimize number of retransmissions for delivering
a packet to most of nodes in networks. This problem can
be solved by minimum connected dominating set (CDS).
This algorithm can construct graph and select the minimum
number of nodes to cover 100% of their neighbor nodes
in each group as shown in Figure 1, but the algorithm
requires global knowledge and the CDS computation is
an NP-complete problem [10]. Therefore, an approximation
algorithm is a practical solution that can construct CDS.
Some previous works have been proposed for general mobile
ad hoc networks such as [11–14]. These algorithms are self-
decision algorithm.Thismeans each nodewill decide by itself
whether it is in CDS or not. Most of them make decision
based on topology properties. However, these algorithms
have high complexities and they are not specifically designed
for vehicular environment.

In this paper, we focus on a nongeographical knowledge
basedCDS forming algorithms.Thesemethods can avoid pri-
vacy issue that most of users are concerned with. Moreover,
the nongeographical knowledge based algorithms can resist
inaccurate data than position-base algorithms that need high
frequent beaconing for accurate position data. We propose
a hybrid algorithm, that is, a combination of density based
algorithm and topology based algorithm (DTA). DTA has
advantage points from both density based algorithm and
topology based algorithm. The density based algorithm is
a simple algorithm that works well in simple connection
scenarios. On the other hand, a topology based algorithm
is a complex algorithm that efficiently works in complex
connection scenarios. So DTA is an appropriate algorithm
for vehicular environment that has such a dynamic topology.
We evaluate our algorithm by simulations. The evaluation

is focused on coverage results and the ratio between CDS
members to total nodes. DTA can provide the highest
coverage results than other algorithms.

We also propose a nongeographical broadcasting proto-
col (NoG). It is designed to provide the fast, reliable, and
efficient data dissemination in VANET. The broadcasting
protocol consists of a broadcasting mechanism, a waiting
timeout mechanism, and a beaconing mechanism. NoG is
implemented with our proposed DTA algorithm in NS-3.
The simulation results show that NoGwithDTA outperforms
other previous protocols in terms of reliability and data
dissemination speed. NoG also operates well with other
algorithms.

The rest of this paper is organized as follows. In Section 2,
the related works are discussed. Section 3 describes the
overview and details of density and topology based CDS
forming algorithm (DTA). Section 4 describes the overview
and details of nongeographical Broadcasting Protocol (NoG).
The performance evaluation is reported in Section 5. Finally,
this paper is concluded in Section 6.

2. Related Work

We discuss more details on the previously mentioned pro-
tocols in Section 2.1 and the nongeographical knowledge
algorithm is discussed in Section 2.2.

2.1. Broadcasting Protocol in VANET. Simple flooding is a
traditional approach for broadcasting. It provides very high
data dissemination speed, but all nodes will participate in
rebroadcasting packets. This causes the broadcast storm
problem due to redundant retransmissions. Epidemic proto-
col [4] is the most simple store and forward protocol. It can
handle an intermittent connectivity in VANET, but all nodes
still rebroadcast packets the same as simple flooding. So the
broadcast storm problem is still found in epidemic protocol.

There are many previous broadcasting protocols for
VANET that we have found in the works of the literature.
These protocols use store and forward technique to handle
intermittent connectivity that frequently occurs in vehicular
environment. All protocols reduce the number of redundant
retransmissions by self-decision algorithm.We can categorize
these protocols into two groups based on their self-decision
algorithm.The first groupmakes a decision based on position
of node. These protocols prefer nodes at the edge of broad-
casting circular to rebroadcast the packets. All of protocols
in this group rely on geographical knowledge (GPS). The
protocols use position or direction of nodes tomake decision.
This can cause privacy issue [15–17] because nodes need
to broadcast their location to the others to exchange the
geographical knowledge. Amalicious node can track the past
and current positions of these nodes.The treats that are from
position tracking are discussed in [18]. The protocols in this
group include PGB [19], POCA [7], EAEP [5], POCA [7],DV-
Cast [8], and APBSM [6].

PGB [20] (preferred group broadcast) is a broadcasting
mechanism in CAR protocol. When nodes receive a packet,
they calculate the waiting timeout. A node with the shortest
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timeout will rebroadcast the packet. Nodes at the edge
of broadcasting circular have shorter waiting timeout than
nodes that are closer to the source. However, PGB is used
for routing information broadcasting, so it does not concern
about a reliability issue.

EAEP [5] (edge-aware epidemic protocol) uses both
the waiting timeout and probabilistic function. The waiting
timeout is calculated by distance between nodes and source
nodes. While the waiting timeout does not expire, nodes will
count number of redundant retransmissions. The number of
redundant retransmissions is used to calculate rebroadcast
probabilistic value. Nodes at the edge of broadcasting circular
have higher probability value than other nodes.

POCA [7] (position-aware broadcasting protocol) uses
the geographical knowledge to select the next rebroadcast
node. A node, that is, the furthest node to source node,
will be selected by source node. The source node piggybacks
the selected node’s identifier to the broadcasting packet. The
selected node will immediately rebroadcast once it receives
the packet. This mechanism avoids the delay from waiting
timeout.

DV-Cast [8] (distributed vehicular broadcast protocol)
uses the broadcast suppression mechanism. A node, that is,
the furthest node to source node, has the shortest waiting
timeout, but if a node meets another node in the same direc-
tion of broadcasting packets, it will immediately rebroadcast
the packets. This is because a node in the same direction of
packets can help source node to forward the packets while it
is running.

APBSM [6] (acknowledged parameterless broadcasting
in static to highly mobile wireless ad hoc) is an extended
version of PBSM. Nodes in APBSM use position of their
neighbors to construct CDS. The CDS is calculated by
Stojmenovic’s algorithm [14], which is a combination of self-
decision CDS forming from Wu and Li’s algorithm and
rebroadcast node elimination in scalable broadcast algorithm
(SBA). Both of Wu and Li’s algorithm and SBA will be
discussed later in Section 2.2. Stojmenovic’s algorithm uses
geographical knowledge to select CDS members. In the case
that a node is a CDS member, it will set shorter waiting
timeout than other nodes.While timeout does not expire, the
algorithm uses the rebroadcast node elimination the same as
in SBA.

The other group of protocols makes a decision by node
properties. The decision relies on comparison of node prop-
erties, so the protocols in this group can avoid using the
geographical knowledge. These protocols use the density
information (number of 1-hop neighbors) or the topology
information, such as a list of 2-hopneighbors and relationship
between neighbor nodes. The interesting protocol in this
group is DECA [9].

DECA [9] (density-aware broadcasting protocol) relies
on only the density information. A source node makes a
decision by selecting its neighbor with the highest number
of 1-hop neighbor nodes. Upon receiving the packet, the
selected node will immediately rebroadcast it to avoid delay
fromwaiting timeout. DECA also uses an adaptive beaconing
mechanism to reduce overhead in dense areas.

However, most of nongeographical knowledge protocols
are designed for general mobile ad hoc networks. But the
CDS forming algorithms for these protocols are interesting
because they can operate without any geographical knowl-
edge.

2.2. Nongeographical Knowledge CDS Forming Algorithm.
These CDS forming algorithms efficiently select CDS mem-
bers and they also eliminate unnecessary retransmissions
without any geographical knowledge.

Wu and Li’s algorithm [11] proposed a self-decision algo-
rithm to determine nodes in CDS, called gateway node. To be
a CDS member, a node has to pass all three conditions. The
first condition is an intermediate node condition. A node has
to have at least two neighbors that are not directly connected
to each other. The second condition is an intergateway node
condition. A node has to have at least one neighbor, that is,
not covered by its other neighbors. Let𝑁

𝐴
be a set of nodeA’s

neighbors and𝑁NB a set of neighbor nodes ofA’s neighbors. If
𝑁
𝐴
⊆ 𝑁NB, node 𝐴 will be eliminated from CDS because all

of A’s neighbors can be covered by its other neighbors. The
final condition is a gateway condition. A gateway node has
at least a neighbor, that is, not covered by a pair of gateway
node’s neighbors and these two neighbors also are neighbors
of each other. For example, let node𝐴be a node that considers
its gateway condition. A needs to have at least a neighbor
(D), that is, not covered by a pair of A’s connected neighbors
(B and C). If 𝐴 is a gateway node, the neighbor (D) is not
covered by 𝐵 or 𝐶. Therefore,𝑁

𝐴
is not a neighbor of 𝐵 or 𝐶.

Let 𝑁
𝐴
be a set of node A’s neighbors, 𝑁

𝐵
a set of node B’s

neighbors, and N
𝐶
a set of node C’s neighbors. B and 𝐶 are

neighbors of node 𝐴. If {𝐵, 𝐶} ∈ 𝑁
𝐴
, {𝐶} ∈ 𝑁

𝐵
, {𝐵} ∈ 𝑁

𝐶

and 𝑁
𝐴
⊆ 𝑁
𝐵
∪ 𝑁
𝐶
, node 𝐴 will be eliminated from CDS.

Therefore, nodes in CDS are only the necessary nodes for
covering the other nodes in the group.

LENWB [12] (lightweight and efficient network-wide
broadcast) uses a set of 1-hop neighbors to eliminate unnec-
essary rebroadcast nodes. When nodes receive a packet, they
will estimate the neighbor list of source node by number of
their 1-hop neighbors. If a source node has higher number
of 1-hop neighbors than the received nodes, this means
that the source node may cover all neighbors of received
nodes so the received nodes will not rebroadcast the packets.
Otherwise the received nodes will randomly set backoff delay
and rebroadcast the packet. If nodes have the same number
of 1-hop neighbors, the algorithmwill compare with values of
node identifiers.

SBA [13] (scalable broadcast algorithm) has the similar
elimination algorithm as found in LENWB. Upon receiving
the broadcasting packet, nodes calculate the waiting timeout.
While the waiting timeout does not expire, nodes will remove
the rebroadcast nodes’ neighbors from their neighbor list. If
the neighbor list does not empty after waiting timeout, they
will immediately rebroadcast the packet.

These algorithms are based on topology properties. They
use 1-hop neighbor list or 2-hop neighbor list to select the
CDSmembers.The advantage is that these algorithms do not
require any geographical knowledge, but they are designed
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Figure 2: An example of gateway condition.

for general mobile ad hoc networks that may not be efficient
in vehicular environment.

3. New Density and Topology Based CDS
Forming Algorithm

Section 3.1 presents the motivation and the new density and
topology based algorithm overview. Section 3.2 describes the
details of the proposed algorithm.

3.1. Motivation and Overview. The unique characteristic of
vehicular environment is the speed of nodes. Node’s move-
ment changes frequently and rapidly. So beacon messages
have to be frequently broadcasted to provide the accu-
rate geographical knowledge to position based protocols.
This can cause the broadcast storm problem from beacon
transmission. The information from equipment like GPS
device also does not provide accurate data due to GPS drift.
Moreover, broadcasting location data that can be tracked by
unknown people may be concerned as privacy violation [15–
17]. Therefore, we propose a new algorithm for CDS forming
that does not require any geographical knowledge. It uses
only density information (number of 1-hop neighbors) and 2-
hop neighbor list that can be exchanged by beacon message.

Another interesting characteristic of vehicle environment
is that vehicles always form groups. The vehicle environment
is a nonuniform distribution and the topologies are mixed
with very dynamic density environment; for example, the
density is very sparse in highway scenarios, but nodes are very
densely packed at the middle of intersection in urban areas.
The algorithms need to be adaptable to each environment.
So the algorithm should consider a node with the highest
number of 1-hop neighbors to rebroadcast a packet because it
can maximize a number of received nodes while minimizing
a number of rebroadcast nodes. This algorithm works well
for all sizes of group in every scenario. Therefore, DTA
uses the number of 1-hop neighbors as a primary condition
for algorithm. A node with the highest number of 1-hop
neighbors is a CDS member.

However, only nodes with the highest density cannot
cover all nodes in high density and complex scenarios, so
DTA uses a topology based decision to increase the coverage
results. In the case that nodes do not satisfy the density

condition, they will use a topology based condition for their
decision. Our topology based decision is a simplified version
of Wu and Li’s algorithm. DTA employs only the gateway
condition, that is, the most important condition especially
on vehicular environment because the vehicular environment
(a road) consists of narrow and long distance topology. The
standard width of a road in US is 3.4 meters in each lane
[18], but the maximum transmission range of 802.11p is up
to 1000 meters [20]. Therefore, the width of the road is much
less than the width of transmission range. For example, a pair
of connected neighbors (A and B) can cover the red area
behind node 𝐶 as shown in Figure 2. If node 𝐷 does not
exist in this scenario, C will be at the edge of the group, so
𝐶 is unnecessary to rebroadcast the message. Otherwise, if
𝐷 exists, C is a connector between A, B (red area) and D
(yellow area). In this case, C is considered as a gateway node
because 𝐶 has a neighbor (D), that is, not covered by a pair
of C’s connected neighbors (A and B). This scenario shows
that the gateway condition is an important condition for CDS
member selection.

3.2. Algorithm Detail. Upon receiving of a new beacon, a
node always updates its CDS state. There are two conditions
for checking CDS state. First, a node has to check a density
based condition. If a node has the highest number of neigh-
bors compared to its neighbors, it will be a CDS member.
The other nodes that do not have the highest density will use
a topology based condition. If they complete the condition,
they will be CDS members. Otherwise they are not the CDS
members. The procedure of DTA can be described as shown
in Procedure 1.

4. New Nongeographical Knowledge
Broadcasting Protocol for VANET

Nongeographical Knowledge Broadcasting Protocol (NoG)
consists of three main modules: (1) broadcast mechanism
that uses our DTA for CDS forming, (2) waiting timeout
mechanism that is used for collision avoidance, and (3)
beacon mechanism that helps nodes to exchange their local
information and it helps nodes to detect the missing packet.
Section 4.1 describes the protocol mechanism overview
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Figure 3: A normal broadcasting scenario.

and Section 4.2 explains the details of each module in our
protocol.

4.1. Protocol Overview. Our proposed broadcasting protocol
is a store and forward protocolwith adaptive beacon intervals.
A node uses beacon to exchange its information between its
neighbors.The beacon includes a number of 1-hop neighbors,
a 1-hop neighbor list, and a received packet identifier list.
A node in protocol makes a decision by itself from this
informationwhether to be aCDSmember or not. If it is aCDS
member, upon receiving the broadcasting packet, it randomly
sets very short backoff delay (<10ms.). After the delay expires,
it immediately rebroadcasts the packet.Thenodes that are not
CDS members set their waiting timeout with longer period
than CDS members. While waiting timeout does not expire,
they are listening to rebroadcasting from the other nodes.
If they hear any rebroadcasting of the same packet in their
waiting list, they will remove this packet from their waiting
list to avoid redundant retransmissions.

For intermittent connectivity scenarios, NoG can detect a
missing packet via an acknowledgement from the beacon. If
there are some missing packets, a node will set their waiting
timeout. If other nodes do not rebroadcast the packet before
its waiting timeout expires, it will retransmit this packet to its
neighbors.

Let us show the examples of protocol behaviors in a
normal broadcasting scenario and in an intermittent connec-
tivity scenario.

Figure 3 shows a normal broadcasting scenario. S is a
source node. Let 𝐶 be a node that has the highest local
density, so 𝐶 will be a CDS member. When 𝑆 broadcasts a
packet, A, B, and 𝐶 receive the broadcasting packet. A and
𝐵 calculate their waiting timeout and wait for rebroadcasting
fromCDSmembers.C, that is, a CDSmember, will randomly
set very short backoff delay before it rebroadcasts the packet.
In the case that 𝐶 correctly rebroadcasts the packet, A
and 𝐵 will cancel their waiting timeout to avoid redundant
retransmissions. On the other hand, if𝐶 does not rebroadcast
the packet, one of 𝐴 and 𝐵 that has the shortest waiting
timeout will rebroadcast the packet. Let 𝐵 have the shortest
waiting timeout, so 𝐵 rebroadcasts the packet instead of
C. A will cancel its waiting timeout not causing redundant
retransmission. This mechanism will occur until all nodes in
the group receive the packet or until the packet is expired.

In another case, there is an intermittent connectivity sce-
nario. A node needs to retransmit the packet between groups
of nodes. The scenario is illustrated in Figure 4. Nodes A, B,
and𝐶 already received the broadcasting packet from 𝑆.When

A B B

C D

E

FS

Figure 4: An intermittent connectivity scenario.

𝐵 overtakes other vehicles, it leaves from the old group and
joins a new group. Nodes in a new group areD, E, and𝐹.They
never receive the broadcasting packet from S. B can detect
the missing packet via acknowledgement from D, E, and F’s
beacon. B will set its waiting timeout and it will rebroadcast
the packet to other nodes. When D, E, and 𝐹 receive the
packet, then they act as the normal broadcasting scenario.
The members of CDS almost immediately rebroadcast the
packet and others set the longer waiting timeout than CDS
members. The mechanism occurs until all of nodes receive
the packet or until the packet is expired.

4.2. Protocol Detail. Each node inNoGhas two lists: neighbor
list and broadcast list. Neighbor List maintains identifiers
of all 1-hop neighbors and their neighbor information (a
number of 1-hop neighbors and a 1-hop neighbor identifier
list). When nodes receive a new beacon, they will update
their Neighbor List and they also update their CDS state. The
neighbor entry will be removed if nodes do not receive an
updated beacon from their neighbors within the next beacon
intervals so nodes can avoid using stale information from
the neighbors that currently stay out of their transmission
range.Broadcast Listmaintains the identifiers of broadcasting
packets and their waiting timeouts. Broadcast List is a list
of packets that are waiting to be rebroadcasted. An entry
of Broadcast List will be removed by two events. The first
one is that nodes rebroadcast the packet when waiting
timeout expires. The other one is when nodes receive the
redundant retransmission from their neighbors. The entry
will be removed although the waiting timeout still does
not expire. Pseudocode 1 describes the pseudocode of the
protocol.The details of mainmodules are explained as shown
in Pseudocode 1.

4.2.1. Waiting Timeout Mechanism. Waiting timeout is a
solution to avoid broadcasting collision in distributed system.
Nodes will randomly set their waiting timeout as backoff
delay for rebroadcasting. There are two events that use
waiting timeout. The first event is when nodes receive the
broadcasting packet, but they are not members of CDS.
They will add the packet to Broadcast List and set waiting
timeout. These nodes have to listen to the rebroadcasting by
their neighbors that are CDS members. If waiting timeout is
expired and no CDSmembers rebroadcast the packet, a node
with the shortest waiting timeout will rebroadcast the packet.
The second event is when nodes detect the missing packet
from their neighbors. They add the packet to Broadcast List
and set waiting timeout the same as the first case. As a result,
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Procedure cds-state(𝑎);
cds(𝑎) = true;
//density based condition
for each neighbor 𝑏 of 𝑎 do{

if noNeighbor(𝑏) > noNeighbor (𝑎) then
cds(𝑎) = false;

}

//topology based condition
if cds(𝑎) = false then{

cds(𝑎) = true;
for each neighbor 𝑏 of a do{

for each neighbor 𝑐 of 𝑎, 𝑏 ̸= 𝑐 do{
if 𝑏 and 𝑐 are neighbor to each other then

cover =true;
for each neighbor 𝑑 of 𝑎, 𝑑 ̸= 𝑏, 𝑑 ̸= 𝑐 do{

if 𝑑 is not neighbor of 𝑏 and 𝑐 then
cover = false;

}

if cover = true then cds(𝑎) = false;
}}}

Procedure 1: DTA procedure.

Initialize (node a)
P: received packets buffer, N: neighbor list
B: broadcast list

Event receiving a broadcasting packet p
If {p} ∉ P then{

add 𝑝 to 𝑃;
if cds(a) = true then

rebroadcast p with randomly delay (<10ms.);
else

add p and waiting timeout to B;
}else{

remove p and cancel waiting timeout from B;
}

Event receiving a beacon from neighbor 𝑛
if {n} ∉ N then{

add n and beacon expire time to N;
}else{

update n and beacon expire time to N;
}

//update CDS state of node a
cds-state(a);
for each packet p in P

if id(p) does not contain in list of pkt. of n then
add p and waiting timeout to B;

missPacket = false;
for each packet identifier id(q) in list of pkt. of n

if id(q) does not contain in P then
missPacket = true;

if (missPacket) then
if a never send beacon within this interval then

send beacon(a);

Pseudocode 1: NoG pseudocode.
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Figure 5: Waiting timeout function. (a) Reversed function. (b) Directed function.

a node with the shortest waiting timeout will rebroadcast
the missing packet to its neighbors. These two events are
explained in Pseudocode 1.

The disadvantage of waiting timeout is that it increases
delay to overall system. Most of previous works calculate
their waiting timeout as a reversed function to number
of 1-hop neighbors. The purpose is to maximize number
of received nodes in each retransmission by a node with
the highest number of 1-hop neighbors, but this leads
to a contention problem. It also increases extremely high
redundant retransmissions in high density scenarios. The
reason is that when nodes are in the dense areas, the reverse
function calculates very short range of delay. For this reason,
most of nodes in the same area will have the same waiting
timeout. Then they simultaneously rebroadcast the packet
causing collision. In order to prevent such situation, protocols
should use the number of 1-hop neighbors to be directed
variation of waiting timeout function. As reported in [21],
the directed function can prevent collision in extremely high
density scenarios.This newwaiting timeout also increases the
data dissemination speed in sparse areas. Since the directed
function provides much shorter waiting timeout period than
the inversed function in sparse area, the data dissemination
speed can be increased.

The waiting timeout can be calculated by (1). 𝜏 represents
the network delay since a packet is sent by source until it is
delivered to receivers. n is a number of 1-hop neighbors. 𝛽 is
a constant value used for expanding the range between min-
imum waiting timeout and maximum waiting timeout. The
best 𝛽 value can significantly reduce collision occurrences in
dense areas while increasing only a little delay.Theminimum
term of waiting timeout represents the possibility delay from
a beacon queuing in MAC layer. So the minimum term will
be equal to total delay of all neighbors’ beacon sending time.
Themaximum term of waiting timeout consists of two terms.
The first term, 2𝜏, is equal to two times of network delay.
This is because in the case that nodes have one neighbor, they
have possibility to wait for one beacon from the neighbor
and another network delay from rebroadcasting. The second

term, n𝛽𝜏, is the possibility delay from a beacon queuing in
MAC layer, that is, multiplied by the expanding value (𝛽).
𝛽 is used for expanding the range between minimum term
and maximum term. The configuration of 𝛽 is discussed in
Section 5.2. The waiting timeout value can be illustrated in
Figure 5

𝑊(𝑛) = Random [𝑛𝜏, (2 + 𝑛𝛽) 𝜏] . (1)

4.2.2. Beacon Mechanism

(a) Beacon Structure. Nodes in NoG use beacon messages
for discovering 1-hop neighbors and exchanging their local
information.The beacon message header consists of a source
identifier, a number of 1-hop neighbors, a list of 1-hop
neighbor identifiers, and a list of received packets that still do
not expire. The list of received packet contains an identifier
of source and an identifier of the packet. This list is used
for missing message detection. The beacon size will be at
least 5 bytes in case there is no 1-hop neighbor and received
packet. The beacon size will increase 4 bytes for each 1-hop
neighbor and 5 bytes for each received packet. In order to
reduce the number of beacons, nodes piggyback the beacon
header with the broadcasting packet when they have a packet
to rebroadcast, as shown in Figure 6. Then the next beacon
will be postponed until the next beacon interval.

(b) Beacon Interval Calculation.The accuracy of 1-hop neigh-
bors’ position depends on the frequency rate of beacon. In
fact, this can cause a broadcast storm problem in dense areas.
In this paper, the nongeographical knowledge algorithms are
focused. These algorithms do not require very high accurate
data from beacon information. Moreover, density of vehicles
has related to speed of vehicles [22], so the vehicles in dense
area are moving slower than the vehicles in sparse area.
Consequently, a short beacon interval is needed in sparse
areas, but it is unnecessary in dense areas. NoG uses an
adaptive beacon interval algorithm to appropriately calculate
the beacon interval in each density environment.
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Figure 6: Beacon structure.

The algorithm linearly increases the beacon interval
based on network density, called Linear Adaptive Interval or
LIA [23].The algorithm can reduce beacon overhead without
decreasing the protocol performance.

As mentioned, the beacon interval is linear increased
depending on the network density. The network density
(netDensity) is calculated by a number of 1-hop neighbors
(n) and a number of broadcasting packets (p) that do not
expire. This can be represented by (2). The beacon interval
(beaconInv) calculation is represented by (3). minInv is a
minimum beacon interval. c is a constant value. maxInv is
the longest interval that does not affect the performance of
protocol.Theparameter setting of beacon interval calculation
is explained in Section 5.2:

netDensity = 𝑛 + 𝑝, (2)

beaconInv = min [minInv + (𝑐 × netDensity) ,maxInv] .
(3)

(c) Missing Packet Mechanism. In VANET, an intermittent
connection always occurs. In order to provide reliable broad-
casting, protocols need an ability to detect missing packets.
The packets can be lost due to channel error. The missing
packet mechanism has two parts for its operation. The first
part is that a node checks for neighbor’s missing packets
from incoming beacon. A node can check themissing packets
by the list of received packets in the beacon. If a node
detects that its neighbor has the missing packets, it will set
waiting timeout and add the missing packets to Broadcast
List. Another part is that a node checks whether there are any
packets that it never receives from the incoming beacon. If
it finds that it has the missing packets, it will immediately
broadcast a beacon to let its neighbors know and detect
its missing packets. However, this mechanism can flood
many beacons to the networks, so the beaconing for missing
packets will be restricted to broadcast only once within a
beacon interval. This means that a node cannot rebroadcast
its beacon until the next beacon schedule.

5. Performance Evaluation

5.1. Performance Evaluation of CDS Forming Algorithm

5.1.1. Simulation Setup. In order to evaluate performance of
our algorithm, we implement a Java simulator. The simulator

Table 1: Parameters setting.

Simulation setup
Message lifetime 10 seconds
Number of broadcast sources 5
Size of broadcast packet 512 bytes
Simulation time 200 seconds
Number of simulation runs 20
Max. vehicle speed (km/h) 50, 80
Vehicle density (veh/km) 2, 6, 10, 20, 30, 40, 60, 80

DECA

Beacon interval LIA 1.5–7 seconds
𝑐 = 0.2

Beacon size 5 bytes
+ 5 bytes for each pkt.

APBSM
Beacon interval Constant 1 seconds

Beacon size 21 bytes
+ 5 bytes for each pkt.

NoG

Beacon interval LIA 1.5–7 seconds
𝑐 = 0.2

Beacon size

5 bytes
+ 4 bytes for each 1-
hop neighbor
+ 5 bytes for each pkt.

usesmobility traces fromNS-2 [24].The trace is generated via
simulation of urbanmobility (SUMO) [25].The vehicle traces
obtained from SUMO are in XML format.They are converted
to NS-2 traces format by traffic simulation environment
(TraNS) [26]. There are two traffic scenarios: (1) a highway
scenario is a straight 4-kilometer road with two lanes per
direction; (2) an urban scenario is 2×2 kilometersManhattan
grid. Nodes are equipped with 250meters transmission range
wireless device.

The simulator samples groups of nodes every 10 seconds
and then it analyses the CDS forming algorithm in terms of a
coverage result and a ratio of CDS members to total nodes in
groups. There are more than 2000 groups of nodes that are
sampled. No real broadcasting is employed in this simula-
tion. The real broadcasting performance evaluation is done



International Journal of Distributed Sensor Networks 9

0 50 100 150 200 250 300
0

50

100

Size of group (nodes)

Highway at density 6 veh/km

G
ro

up
oc

cu
rr

en
ce

 (%
)

(a)

0 50 100 150200 250 300
0

50

100

Size of group (nodes)

Highway at density 20 veh/km

G
ro

up
oc

cu
rr

en
ce

 (%
)

(b)

0 50 100 150 200 250 300
0

50

100

Size of group (nodes)

Highway at density 40 veh/km

G
ro

up
oc

cu
rr

en
ce

 (%
)

(c)

0 50 100 150 200 250 300
0

50

100

Size of group (nodes)

Highway at density 80 veh/km

G
ro

up
oc

cu
rr

en
ce

 (%
)

(d)

Figure 7: Occurrence of each size of group in highway scenarios.

on well-known network simulator 3 (NS-3) [27] in Section
5.2. The other parameters setting are shown in Table 2.

We have implemented all of following CDS forming
algorithm in the simulator.

(i) Density based (DEN): only nodes with the highest
number of 1-hop neighbors aremembers of CDS.This
algorithm represents the density based algorithm.

(ii) Density and topology based with internode condition
(DEN+IN): members of CDS consist of nodes with
the highest number of 1-hop neighbors and nodes that
can pass the intermediate condition of Wu and Li’s
algorithm.

(iii) Density and topology based with intergateway condi-
tion (DEN+IG): members of CDS consist of nodes
with the highest number of 1-hop neighbors and
nodes that can pass the intergateway condition ofWu
and Li’s algorithm.

(iv) DTA: the algorithm that we proposed. DTA is a
density and topology based with gateway condition
(DEN+G). Members of CDS consist of nodes with
the highest number of 1-hop neighbors and nodes
that can pass the gateway condition of Wu and Li’s
algorithm.

(v) Wu and Li’s algorithm (WLA): members of CDS are
nodes that can complete all of three conditions of Wu
and Li’s Algorithm. This represents the most efficient
topology based algorithm in our literature review.

5.1.2. Metrics. There two metrics considered. All simulation
results are averaged from 100 of runs with 95% confidence
interval. A group of nodes, that is, a complete graph connec-
tion, is not included in the results. The reason is that nodes
can directly communicate to each other in this type of group.
Note that an overhead result from exchanged beacon is not
considered in this evaluation. However, the overhead results
are discussed in Section 5.2.

(i) Coverage node is measured as a percentage of the
number of nodes that are covered bymembers of CDS
to total nodes in the group.

(ii) Ratio of CDS members is measured as a ratio of the
number of nodes that are members of CDS to a
number of total nodes in the group.

5.1.3. Simulation Results. Figures 7 and 8 show the occur-
rences of node groups in each size for highway scenarios and
those for urban scenarios, respectively. For highway scenar-
ios, vehicles are uniformly distributed although vehicles are
randomly released and vehicles have the different maximum
speed. This is because the highway scenario is a simple
straight road with nonstructure the same as the realistic
long distance highway road. On the other hand, vehicles
are nonuniform distributed in urban scenarios. There are
many several sizes of group in each scenario. Therefore,
both scenarios and mobility traces can represent the realistic
environment of vehicles in both highway areas and urban
areas.

Coverage Results.All coverage results in both highway scenar-
ios and urban scenarios are shown in Figure 9.

DEN that considers only the number of 1-hop neighbors
provides well coverage results on low density scenarios. The
coverage results decrease in high density scenarios because
there aremore nodes andmore complex connections in dense
scenarios than in sparse scenarios. The reason is that the
number ofmembers inCDS fromDEN is not enough to cover
all nodes in the groups.

On the other hand, WLA, that is, Wu and Li’s algorithm
that forms CDS by using topology information, does not
operate well in sparse scenarios because the algorithm prunes
too much nodes so it decreases a number of covered nodes
in sparse scenarios. The advantage of Wu and Li’s algorithm
is it can construct the efficient members of CDS that can
cover all nodes in groups in dense scenarios. WLA works
well with complex connections in high density scenarios.
These scenarios are similar to generalmobile ad hoc scenarios
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Figure 8: Occurrence of each size of group in urban scenarios.
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Figure 9: Coverage result. (a) Highway scenarios. (b) Urban scenarios.

that the algorithm is designed for. Therefore, we combine the
advantages from both density based algorithm and topology
based algorithm.We use the density based algorithm that can
provide high coverage results in low density scenarios with
a simple concept. Then we combine it with topology based
algorithm that provides the efficient CDS members that can
cover all nodes in groups in dense scenarios.

The combination algorithms are DEN + IN, DEN + IG,
and DTA (DEN + G). These algorithms are a combination of
density based algorithm and topology based algorithm. All of
them provide the highest coverage results in the simulation.
The algorithms can construct CDS members with almost
100% coverage results.

Ratio of CDSMember.The results are shown in Figure 10.The
ratio results represent the efficiency of algorithm. A number
of CDSmembers should be as low as possible, while the CDS
members can cover all nodes in the group.

DEN has the least ratio results because it considers only
nodes with the highest number of 1-hop neighbors. The
number of CDS members converges to about 0.07 of total
nodes.

WLA is the second least ratio results. It provides almost
constant ratio results in every density scenario.The algorithm

is very efficient, but this leads to low coverage results in sparse
areas. There are many small groups of vehicles in the sparse
scenarios and the distance between nodes is longer than in
dense scenarios, so the ratio of CDS members should be
higher.

DEN+IN has extremely high ratio results. The results are
almost 1. This means that the internode condition of Wu
and Li’s algorithm cannot efficiently prune nodes in vehicular
environment. As a result, almost all nodes in the scenarios are
CDS members.

DEN+IG also provides the efficient CDS members. It has
very low ratio results, but the ratio results are higher than
DTA. This is because the gateway condition can significantly
prune more the unnecessary nodes than the intergateway
condition as described in Section 3.1.

DTA is themost efficient algorithmbecause it can provide
very low ratio of CDS members to total nodes. The ratio
results converge to about 0.2 of total nodes. In low density
scenarios, DTA has the high ratio results which are close to
the results from DEN. DTA also has the ratio results that
almost are the same as the results fromWLA in high density.
The reason is that DTA has the advantages from both density
based algorithm and topology based algorithm so DTA will
appropriately keep a number of CDS members depending
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Figure 10: Ratio of CDS members. (a) Highway scenarios. (b) Urban scenarios.

Table 2: Simulation setting.

Simulation time 200 seconds
Number of simulation runs 100
Maximum vehicle speed (km/h) 50, 80
Vehicle density (veh/km) 2, 6, 10, 20, 30, 40, 60, 80

on scenarios. This can maximize the coverage results while
minimizing a number of CDS members.

5.2. Performance Evaluation of Broadcasting Protocol

5.2.1. Simulation Setup. All broadcasting protocols evaluated
their performance with the same road scenarios and vehicle
mobility traces the same as in Section 5.1.1.

There are 5 source nodes in each simulation. After the
simulation has run for 100 seconds, source nodes randomly
start to broadcast their packet every 10 seconds until simu-
lation ends at 200 seconds. The last packet will be expired
at 200 seconds of simulation. All protocols use IEEE802.11b
with contention for MAC. We cannot use IEEE802.11p [22]
because it is under development phase in NS-3. All nodes
are equipped with a wireless module with Rayleigh fading.
The transmission success rate is 80% at distance 250 meters.
Unless stated otherwise, parameters setting for simulations is
configured as indicated in Table 1.

We have implemented all of the following protocols in the
well-known network simulator NS-3.16 [27]. All of previous
works are configured following their publications.

(i) DECA [9]: DECA represents a protocol that uses only
density information to select the next rebroadcast
node. It provides very high data dissemination speed
by avoiding waiting timeout.

(ii) APBSM [6]: APBSM represents a protocol that uses
both density and geographical knowledge to con-
struct members of CDS by extending Wu and Li’s
algorithm.

(iii) NoG+DEN: our proposed protocol with the simplest
algorithm: This algorithm uses only density infor-
mation to construct CDS members. It represents a
density based protocol.

(iv) NoG+WLA: our proposed protocol with the original
Wu and Li’s CDS forming algorithm: it represents a
topology based protocol.

(v) NoG+DTA: our proposed protocol with our pro-
posed algorithm: DTA is a combination of density
and topology based algorithm for constructing CDS
members.

5.2.2. Parameter Setting in NoG. The parameter setting for
waiting timeout asmentioned in Section 4.2.1 and the param-
eter setting for beacon interval as mentioned in Section
4.2.2 are discussed. These parameter settings are used in our
simulation.

Waiting Timeout. As mentioned in Section 4.2, the efficient 𝛽
value can significantly reduce collision occurrences in dense
areas while increasing only a little delay. In order to select
the 𝛽, we performed a simulation.The simulation setup is the
same setup as in Section 5.2. (Table 1). The highway scenario
is used in this simulation. We evaluated the performance of
NoG using the directed function with varied 𝛽 (1–5). From
the results, 3 is the best value that provides low overhead
and it introduces the lowest additional delay. According to (1)
in Section 4.2.1, the maximum waiting timeout depends on
𝛽 value.

Beacon Interval. The efficient beacon interval should help
the protocol to provide the fastest data dissemination speed,
while it increases the least additional overhead to each net-
work density. In order to select the efficient beacon interval,
we performed a simulation. We used the highway scenario
in this simulation. The beacon interval is varied from 0.1
to 9 seconds in different density scenarios (2–80 veh/km).
The other parameters such as communication setup and
packet setup are set the same as those in Section 5.2 (Table 1).
From simulation results, we observed that 1.5 seconds are the
beacon interval that provides the fastest data dissemination
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Figure 11: Reliability results. (a) Highway scenarios. (b) Urban scenarios.

speed with the lowest overhead in low density scenarios and
7 seconds are the longest beacon interval that provides the
fastest data dissemination speed with the lowest overhead
in dense scenarios. Therefore, the suitable beacon interval
for NoG is between 1.5 seconds and 7 seconds. According
to (3) in Section 4.2.2, (c) is equal to 0.2, minInv is 1.5, and
maxInv is 7.

5.2.3. Metrics. Five metrics are considered. All simulation
results are averaged from 20 of runs with 95% confidence
interval.

(i) Reliability is measured as a percentage of nodes that
received the packets at the end of simulation.

(ii) Retransmission overhead ismeasured frombandwidth
consumption, that is, from packet retransmission.

(iii) Beacon overhead is measured from bandwidth con-
sumption that is from beacon transmission.

(iv) Source of retransmission is measured as percentages of
three sources of packet retransmission that consist of
retransmission by CDS members, retransmission by
waiting timeout mechanism, and retransmission by
neighbor’s missing packet mechanism.

(v) Speed of data dissemination is measured as (4), where
𝑟
𝑖
represent number of nodes that received the packet

for the first time at the time 𝑖 and 𝑛 is total number of
vehicles in the scenario:

𝑦 (𝑡)
∑
𝑡

𝑖=0
𝑟
𝑖

𝑛
× 100. (4)

5.2.4. Simulation Results

Reliability. The reliability results in highway scenarios are
shown in Figure 11(a). All protocols provide the same reliabil-
ity in every scenario because these protocols arewell designed
to operate in vehicular environment. All of them employ
store and forward technique that can handle the intermittent
connectivity. The difference of CDS forming algorithm does
not affect the reliability due to simple scenarios.

On the other hand, the difference of algorithms
affects reliability results in urban scenarios as shown in

Figure 11(b). NoG+DTA provides the highest reliability
results in every scenario because the rebroadcast nodes are
efficiently selected to cover all of nodes in the scenarios.
NoG+WLA that operates well in urban scenarios provides
reliability slightly less than NoG+DTA. This is because the
coverage ability of WLA is less than DTA as mentioned
in Section 5.1. APBSM that uses the extended version of
WLA provides reliability less than NoG with the original
WLA about 1–5%. The reason is from its broadcasting
mechanism and its waiting timeout mechanism. A node in
APBSM has to wait for waiting timeout expiration before
each rebroadcasting. Moreover, when a node detects the
missing message from its neighbors, it has to wait for more
than one beacon interval before each retransmission. This
reduces the opportunity to increase the reliability. DECA
and NoG + DEN have the lowest reliability result due to its
only density based algorithm that does not perform well in
high density and complex scenarios.

Retransmission Overhead. The retransmission overhead
results are illustrated in Figure 12.

For highway scenarios, all of protocols have the same
retransmission overhead except APBSM. This is because
APBSM uses the inversed function to calculate their waiting
timeout, so the redundant retransmissions increase in dense
area. Although DECA also uses the inversed function, it
avoids using waiting timeout by selecting the next rebroad-
cast node from source. All of algorithms onNoGprotocol can
efficiently operate in every highway scenario.

For urban scenarios, APBSM still has the highest retrans-
mission overhead due to its waiting timeout calculation.
Although its CDS algorithm is extended from Wu and
Li’s algorithm, but Wu and Li’s can work better on NoG
(NoG+WLA). NoG+WLA can decrease up to 35% of redun-
dant retransmission from APBSM. For density based algo-
rithm, DECA and NoG+DEN have the same retransmis-
sion overhead, but the results are worse than NoG+WLA
and NoG+DTA by about 23%. The reason is that density
based algorithm cannot work well on complex scenarios.
NoG+DTA has the most efficient operation. NoG+DTA can
provide the lowest overhead in every urban scenario. DTA
has the advantage fromdensity based algorithm and topology
based algorithm so it is only a protocol that has the least
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Figure 12: Retransmission overhead results. (a) Highway scenarios. (b) Urban scenarios.
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Figure 13: Beacon overhead results. (a) Highway scenarios. (b) Urban scenarios.

number of retransmissions in normal density scenarios that
consist of many sizes of groups of vehicles.

Beacon Overhead.The beacon overhead results are illustrated
in Figure 13.

For highway scenarios, DECA and NoG+DEN have
the lowest beacon overhead results in the simulation. The
overhead of DECA and NoG+DEN is very low because
DECA and NoG+DEN use only density information so they
require only a number of 1-hop neighbors. For NoG+DTA
and NoG+WLA, their beacon messages need to contain 1-
hop neighbor list. For APBSM, its beacon needs to contain
position knowledge of neighbors and it has to use the constant
beacon interval for accurate neighbors’ position. So APBSM
has the highest overhead results.

For urban scenarios, all of results are in the same
trend with highway scenarios. APBSM has the highest
overhead due to its constant beacon interval. DECA and
NoG+DEN have the lowest beacon overhead. NoG+WLA
andNoG+DTAhave 55%more beacon overhead than density
based algorithm. However, the difference of overhead results
between density based algorithm and topology based algo-
rithm in urban scenarios is less than the difference of results
in highway scenarios. This is because the average beacon
sizes in urban scenarios are larger than highway scenarios.
Note that the protocol has to maintain 2-hop neighbor list
for topology based algorithm.The size of beacon depends on

the size of scenario.The adaptive beacon interval significantly
reduces overhead in the following case. When a node is in
the dense area, the size of beacon is larger, while the beacon
interval is also longer, so the large beacon will be reduced.

Source of Retransmission. The source of retransmission repre-
sents the efficiency of protocols and algorithms.Theprotocols
and algorithms that have the higher retransmissions from
their preferred nodes are better because these nodes are
working as designed. This affects the performance in terms
of data dissemination speed. The reason is that the preferred
nodes can immediately rebroadcast or have the shorter
waiting timeout than other nodes. The preferred node of
DECA is selected by source node and the preferred node of
APBSM, NoG+DEN, NoG+DTA, and NoG+WLA is a CDS
member.

The results are shown in Figure 14. For density based
algorithms, DECA and NoG+DEN have the best results in
highway scenarios because the algorithms can operate well
in simple scenarios. Both of the protocols have very close
percentages of preferred node retransmissions, but DECA
has better results than NoG+DEN in highway scenarios.
The reason is that DECA selects the next rebroadcast node
from source’s perspective. The selected node is a node with
the highest density of source’s neighbors, so a number of
selected nodes are higher than a number of CDS members
from NoG+DEN. However, in urban scenarios, a number of
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Figure 14: Source of retransmission. (a) Highway scenarios. (b) Urban scenarios.
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Figure 15: Speed of data dissemination in highway scenarios at 6 veh/km (a), 30 veh/km (b), and 80 veh/km (c).
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Figure 16: Speed of data disseminatrion in urban scenarios at 6 veh/km (a), 30 veh/km (b), and 80 veh/km (c).

rebroadcast nodes from both algorithms are not enough to
cover all nodes in scenarios.

For topology based algorithms, the results of APBSM
and NoG+WLA are the same trend with coverage results in
Section 5.1. The topology based algorithm is appropriate to
complex scenarios, so in higher density these algorithms have
higher percentages of preferred node rebroadcasting.

NoG+DTA has the highest percentage of preferred nodes
retransmission in every scenario because NOG+DTA is the
combination of density-based algorithm that works well in
simple scenarios and topology-based algorithm that works
well in complex scenarios.

Speed of Data Dissemination.The speed of data dissemination
results in the highway scenarios and the urban scenarios
are, respectively, shown in Figures 15 and 16. The results at
density 6 veh/km represent sparse scenarios (2–10 veh/km).
The results at density 30 veh/km represent normal den-
sity scenarios (20–40 veh/km) and the results at density
80 veh/km represent high density scenarios.

For highway scenarios, NoG+DEN is the fastest protocol
in low density scenarios, but it is the slowest one in high
density scenarios due to its density based algorithm.Nodes in
DECA have the results the same as NoG+DEN. NoG+DTA
is the fastest protocol from simulation results. APBSM and
NoG+WLA are slightly slower than NoG+DTA for all sce-
narios, but the difference is less than 0.1 milliseconds.

For urban scenarios, DECA and NoG+DEN are slower
than topology based algorithm due to complexity of connec-
tion. APBSM is a bit slower than NoG+DTA and NoG+WLA
in sparse areas and medium density areas. The reason is that
rebroadcast nodes inAPBSMhave towait for waiting timeout
before each rebroadcasting. On the other hand, APBSM
provides the fastest data dissemination in high density sce-
narios due to a lot of redundant retransmissions discussed in
retransmission overhead results. NoG+DTA andNoG+WLA
provide almost the same speed of data dissemination.

6. Conclusion

In this paper, we propose an approximation algorithm for
constructing CDS members. It is a density and topology
based algorithm, called DTA. DTA combines the advantages
from density based algorithm and topology based algorithm.
The density based algorithm can construct the efficient CDS
members in simple connections or low density scenario.
On the other hand, the topology-based algorithm can con-
struct the efficient CDS members in complex connections
or high density scenario. The simulation results show that
DTA outperforms other algorithms in terms of coverage
results and ratio of CDS members to total nodes. DTA has
the coverage results better than other previous algorithms’
results up to 50%. We also proposed a nongeographical
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knowledge broadcasting protocol, called NoG. The protocol
consists of a broadcast mechanism, a waiting timeout mecha-
nism, and a beaconmechanism. It is designed to operate with
high data dissemination speed and consume the least network
resource as possible. The simulation results show that NoG
provides the fastest data dissemination speed and the highest
reliability. Currently, the beacon size of NoG depends on
the size of 2-hop neighbor list which can be significantly
increased in dense area. Most of broadcasting protocols in
VANET uses beacon with variable size. Therefore, our future
work is to reduce the beacon overhead by using fixed size
beacon. The solution may be applied to other broadcasting
protocols in VANET.
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Mobile traces, collected by vehicular sensor networks (VSNs), facilitate various business applications and services. However, the
traces can be used to trace and identify drivers or passengers, which raise significant privacy concerns. Existing privacy protecting
techniques may not be suitable, due to their inadequate considerations for the data accuracy requirements of different applications
and the adversary’s knowledge and strategies. In this paper, we analyze data privacy issues in VSNs with a game theoretic model,
where a defender uses the privacy protecting techniques against the attack strategies implemented by an adversary. We study both
the passive and active attack scenarios, and in each scenario we consider the effect of different data accuracy requirements on the
performance of defense measures. Through the analysis results on real-world traffic data, we show that more inserted bogus traces
or deleted recorded samples show a better performance when the cost of defensemeasures is small, whereas doing nothing becomes
the best strategy when the cost of defense measures is very large. In addition, we present the optimal defense strategy that provides
the defender with the maximum utility when the adversary implements the optimal attack strategy.

1. Introduction

With the advances and wide adoption of wireless commu-
nication technologies, vehicles are now often equipped with
wireless devices that allow them to communicate with each
other (V2V) as well as with roadside infrastructures (V2I).
The V2V and V2I communications make driving more safe
and improve a driver’s driving experiences. Such commu-
nication networks are called Vehicular Ad Hoc Networks
(VANETs). However, with the increasing needs for sensing
and data acquisition in cities, VANETs have turned into
Vehicular Sensor Networks (VSNs) [1]. VSNs exploit vehicles
and passengers to capture the occurrence of events, such
as traffic volume, road surface condition, chemical, and
radiation.The location traces in the traffic-related data create
various fresh new business applications and services, such
as map drawing [2], traffic prediction [3], city planning, and
mobile network analysis [4].

However, the places in these location traces that a driver
or passenger has visited may reveal his/her sensitive infor-
mation, such as traffic law violations, political affiliations,
and medical conditions [5, 6]. Although the information
about vehicular mobility traces are often collected in an
anonymous way, an adversary can reidentify the true owner
of a trace. Because the location information of drivers and
passengers can be openly observed in public places, and also
can be disclosed voluntarily or inadvertently by themselves,
such as a casual conversation, or published media such
as news articles or web blogs [4]. The adversary who has
partial knowledge of thewhereabouts of drivers or passengers
(which are called victims), can infer the traces’ true owners
with high probability by using vehicular mobility constraints
and spatiotemporal correlation [4, 7].

To reduce spatiotemporal correlation, some frequently
proposed privacy protecting techniques suggest reducing
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the resolution of the recorded data [8, 9] or introducing
noise in the data [10–12]. However, these techniques may
not be suitable for privacy preserving in VSNs due to their
inadequate consideration for the adversary’s knowledge and
its attack strategies. On the other hand, these techniques can
notmeet the different data accuracy requirements of different
applications and services [13]. To address these challenges,
we must first analyze the effect of the knowledge and attack
strategies and the different accuracy requirements on the
performance of defense strategies.

In this paper, we use a game-theoretic model to study
the effect of the adversary’s knowledge and strategies and the
data accuracy requirements on the performance of defense
measures. More specifically, we first present location privacy
issues in VSNs, including the ability and goal of the adversary
and defender. Then, we define a game theoretic model the
attack and defense game which models the strategy selection
decision behavior of the adversary and defender. In this
game, the adversary implements its attack strategies in both
the passive and active attack scenarios; the defender uses
the frequently proposed privacy protecting approaches to
increase the hardness of the adversary to reidentify the
victims. Finally, through analysis results on real-world traffic
data, we show that attack strategies in different scenarios
show different performance. More inserted bogus traces or
deleted recorded samples show a better performance when
the cost of defense measures is small, whereas doing nothing
becomes the best strategy when the cost of defense measures
is very large. We also present the optimal defense strategy for
each attack strategy.The main contributions of this paper are
as follows.

(i) We define an attack and defense game model to
capture the strategy selection decision behavior of the
adversary and defender, andwe show the effectiveness
of defense strategies.

(ii) We establish the attack and defense game based on
real world traffic data. In particular, for different
attack scenarios, we study both the complete informa-
tion game (the defender knows the adversary’s knowl-
edge on whereabouts of victims) and the incomplete
information game (the defender does not know the
adversary’s knowledge).

(iii) Through the Nash equilibriums in these games, we
show that the defender can balance the data accuracy
and victims’ location privacy to obtain the maximum
utility when an adversary implements the optimal
attack strategy.

The rest of the paper is organized as follows. In Section 2,
we discuss related work. Section 3 presents the network
model of VSNs and the location privacy issues in VSNs
including the ability and goal of the adversary and defender.
In Section 4, we define the attack and defense game model
and present the attack in different scenarios and defense
strategies. In Section 5,we present ourmain analysis results in
the complete and incomplete information game for different
attack strategies. We conclude the paper in Section 6.

2. Related Work

Several recent studies [4, 7] have analyzed the privacy risk of
mobile traces and found that omitting identifiers frommobile
traces does not guarantee anonymity due to the spatio-
temporal correlation. Ma et al. [4] show that an adversary
who have a relatively small amount of drivers’ location
snapshots, could infer the true owners of anonymous traces
with high probability. Montjoye et al. [7] study fifteenmonths
of humanmobility data for one and a half million individuals
and find that four spatio temporal points are enough to
uniquely identify 95% of the individuals. Therefore, there is
an raising need for stronger privacy protection mechanisms.

In general, the existing solutions can be divided into two
categories: reducing the resolution of the recorded data [8, 14]
and introducing noise in the data. Hoh et al. [8] propose a
disclosure control algorithm called uncertainty-aware path
cloaking algorithm that selectively reveals GPS samples to
limit the maximum time-to-confusion for all vehicles. Nergiz
et al. [14] adopt the notion of k-anonymity to trajectories.
They find a representative trajectory in 𝑘 trajectories so
that every trajectory is indistinguishable from other 𝑘 − 1

trajectories.
These approaches of introducing noise have also been

extensively studied in [10, 12]. Lu et al. [10] create a mix area
in social spots to achieve the provable location privacy in
VANETs. Huang et al. [12] proposed a solution called silent
period to provide user with location privacy preserving in
wireless networks. However, these techniques may be not
suitable for privacy preserving in VSNs for two reasons. First,
these techniques rarely consider the effect of the adversary’s
knowledge and its attack strategies on the performance of
defense strategies. Second, they cannot meet the different
data accuracy requirements of different applications and
services [13]. These issues are what we want to address in this
paper.

Game theory provides the many needed mathematical
frameworks for analysis, modeling, and decision processes
for network security and privacy issues [15–17], so we adopt
game theory to study the data privacy issues in VSNs.
There are many works on using game theory in security
aspects of VANETs. Raya et al. [18] model the revocation
problem using a finite dynamic game with mobile nodes
as players, who can detect misbehavior with a certain
probability. Reidt et al. [19] design a distributed detection
error tolerant revocation scheme called karmic-suicide by
using a game theoretic approach. In [20], zerosum game,
fuzzy game and fictitious play are applied to model the
interaction of the attacker and defender. In [10], the authors
use game theoretic techniques to prove the feasibility of
their pseudonym changing strategy. Freudiger et al. [21]
analyze the noncooperative behavior of mobile nodes by
using a game theoretic model, where each player aims at
maximizing its location privacy at a minimum cost. In this
paper, we study a new aspect of privacy by evaluating the
effect of the knowledge and attack strategies and the differ-
ent accuracy requirements on the performance of defense
strategies.
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Table 1: List of symbols.

Symbol Definition
𝐿
𝑖

Trace of user 𝑖
Tr Set of anonymous traces
𝑅 Side information
𝑡
𝑘

Time instances
𝜏
𝑘

Sampled times
𝑢
𝑖
(𝑠
𝑖
, 𝑠
−𝑖
) Payoff function

𝑠
𝑖

Pure-strategy of user 𝑖
𝑠
−𝑖

Pure-strategy of other users besides 𝑖
𝜃
𝑖

Type of user
𝑓(𝜃
𝑖
) Probability density function of type

𝛼, 𝛽 System parameters

3. Preliminaries

In this section, we explain our network model, as well as
our assumptions and the location privacy issues in VSNs.
We conclude by sketching the problem this work aims at
solving. In Table 1, we summarize the notations introduced
throughout this paper.

3.1. Network Model. In VSNs, vehicles and passengers act as
sensors to capture the occurrence of events, such as traffic
accidents, traffic distribution, and road weather informa-
tion [22]. VSNs can perceive the traffic distribution in a
city with efficiency and high accuracy, and thus they have
been envisioned to have a great potential to revolutionize
human’s driving experiences and metropolitan-area traffic
flow control. Figure 1 illustrates the network model of VSNs.
Vehicles useDedicated Short RangeCommunication (DSRC)
[23] technology to transmit the traffic related information,
that is, ⟨time, position⟩ pairs, to Roadside Unit (RSU) via
single-hop or multihop communications.Then, RSUs upload
the information to a traffic control center through wired
networks, so the center can predict the traffic distribution
with very low cost and high accuracy.

We assumed that a set of traces, each of which recording
intermittently the time and corresponding location of a
mobile node, are used by various applications, such as traffic
prediction, city planning, and mobile network evaluation.
These traces are anonymous in that the true identity of a
vehicle has been replaced by a random identifier, but one
same true identity is always mapped to a same identifier. In
the following, we will elaborate the privacy threat on these
anonymous traces.

3.2.ThreatModel. An adversary tries to identify the complete
path histories of one or more victims (drivers or passengers)
from the anonymous traces. We assume that the adversary
can collect certain side information about one or more
victims. Each piece of side information gives the location of
a victim at a time instant, although the information may not
be exact. In practice, the side information may be obtained
through the following means. First, nodes are open to obser-
vations in public spaces. Hence, the adversary may obtain

Traffic control center

Publisher
Internet

RSU

DSRC
Wired communication

RSU

Figure 1: Network model of VSN.

the side information directly through meeting the victim by
chance or engineered encounters.This case is called an active
attack scenario. Second, nodes may disclose information on
their whereabouts either voluntarily or inadvertently [11],
which is called passive attack scenario. For example, a casual
conversation betweenAlice and Bobmay involve where Alice
was around 8 am, or it may involve another person’s location.

We set the trace of node 𝑖 to be 𝐿
𝑖
, the set of all nodes’

traces is Tr = {𝐿
𝑖
}, the side information 𝑅 of a victim as a

map, 𝑅 : {𝑡
𝑘
} → Θ, where 𝑡

𝑘
is the time instant at which

some side information about the victim’s locations is revealed,
andΘ is the set of all cell location IDs.Then, the ability of the
adversary to reveal the victim’s trace can be given in the form
of conditional entropy as follows:

𝐻(𝐿
𝑇
| 𝑅) = −

|Tr |
∑

𝑖=1

∑

𝑘

Pr (𝐿
𝑖
, 𝑅 (𝑡
𝑘
)) log
2
Pr (𝐿
𝑖
| 𝑅 (𝑡
𝑘
)) ,

(1)

where Pr(𝐿
𝑖
| 𝑅(𝑡
𝑘
)) is the conditional probability that the

victim’s trace 𝐿
𝑖
corresponds to the side information 𝑅(𝑡

𝑘
)

known by the attacker, and Pr(𝐿
𝑖
, 𝑅(𝑡
𝑘
)) is the joint proba-

bility of the trace 𝐿
𝑖
and the side information 𝑅(𝑡

𝑘
).

The ability of the attacker is determined by side informa-
tion 𝑅(𝑡

𝑘
) and conditional entropy 𝐻(𝐿

𝑇
| 𝑅(𝑡
𝑘
)) because

𝐻(𝐿
𝑇
| 𝑅) = ∑

𝑘
Pr(𝑅(𝑡

𝑘
))𝐻(𝐿

𝑇
| 𝑅(𝑡
𝑘
)). When Pr(𝑅(𝑡

𝑘
)) is

fixed, the smaller the entropy 𝐻(𝐿
𝑇
| 𝑅(𝑡
𝑘
)), the smaller the

conditional entropy𝐻(𝐿
𝑇
| 𝑅), the stronger the attack power.

When 𝐻(𝐿
𝑇

| 𝑅) = 0, the victim’s trace can be uniquely
determined.

3.3. DefenseMeasures. Adefender tries to protect the privacy
of victims, which is defined by the uncertainty of a node’s
trace. The trace uncertainty is referred to as the entropy of
the probability distribution of a node’s trace [9, 12]. Let 𝑝

𝑖
=

Pr(𝐿
𝑇

= 𝐿
𝑖
), ∀𝐿
𝑖

∈ Tr, denotes the probability that 𝐿
𝑖
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corresponds to the victim’s trace 𝐿
𝑇
, so the entropy of the

probability distribution of 𝐿
𝑇
can be defined as

𝐻(𝐿
𝑇
) = −

|Tr |
∑

𝑖=1

𝑝
𝑖
log
2
𝑝
𝑖
. (2)

The larger the entropy 𝐻(𝐿
𝑇
) is, the more uncertainty the

victim’s trace 𝐿
𝑇
is. The smaller the entropy 𝐻(𝐿

𝑇
), the less

uncertainty the victim’s trace 𝐿
𝑇
, when 𝐻(𝐿

𝑇
) = 0, the

victim’s trace can be uniquely determined.
Defense objectives for protecting trace privacy can be

measured by k-anonymity. An anonymity set is denoted as
𝑉
𝐴
that includes the nodes with their traces indistinguishable

from that of the victim𝑇.The k-anonymitymodel for privacy
protection as used in [24] essentially refers to an anonymity
set𝑉
𝐴
with aminimum size 𝑘, where the victim is guaranteed

to be not distinguishable from at least 𝑘 − 1 nodes with
respect to information related to the victim (such as location
information). However, not all the nodes in the anonymity set
are equally likely to be the victim since an adversary may be
able to obtain side information on the nodes.

We use entropy to improve this model here. Let the
defender want to provide an anonymity set with a minimum
size 𝑘; then, the entropy of the distribution of the anonymity
set is given by 𝐻(𝑉

𝐴
) = −∑

𝑘
(1/𝑘)log

2
(1/𝑘) = log

2
𝑘. Hence,

the mechanisms for trace privacy protection should meet as
follows:

𝐻(𝐿
𝑇
| Ω) ≥ 𝐻 (𝑉

𝐴
) , (3)

whereΩ is the side information that the defender believes the
attacker has known, and 𝐻(𝐿

𝑇
| Ω) is the uncertainty of the

victim’s trace in the case ofΩ.
Since privacy is a context-specific property and is socially

and/or culturally defined [6, 25], the trace privacy needs of
individual users may vary, and further different users may
require different k-anonymity entropy 𝐻(𝑉

𝐴
). But here, we

only consider the average of k-anonymity entropy for all
users.

3.4. Problem Statement. Given the attacker’s strategies and
the defender’s strategies, the problem is to find the rela-
tionship between the attack strategies and the performance
of defense strategies, and the relationship between the data
accuracy requirements and the performance of defense strat-
egies.Then, based on these anlysis results, we find the optimal
defense strategies for different attack scenarios.

In order to address these problems, we must consider (i)
how to model the strategy selection decision behavior of the
adversary and defender, and (ii) that the defender may not
know the adversary’s knowledge.

4. Attack and Defense Game

In this section, we introduce the attack and defense game
model to capture the strategy selection decision behavior of
the adversary and defender. We first define the game model
and the concept of Nash Equilibrium (NE) throughout the
paper, and then we present different attack strategies and
defense strategies.

4.1. Game Model. The game 𝐺 is defined as a triplet (𝑃, 𝑆, 𝑈),
where 𝑃 is the set of players, 𝑆 is the set of strategies, and𝑈 is
the set of payoff functions [26].

Players. The set of players 𝑃 = {𝑃
𝑖
| 0 < 𝑖 ≤ 𝐼}, here

𝐼 = 2, corresponds to the adversary and defender. There are
two types of adversaries: Global Passive Adversary (GPA) and
Local Active Adversary (LAA) [4].

Strategy. The set of strategies in the games is 𝑆 = {𝑆
𝑖
| 0 <

𝑖 ≤ 𝐼}, where 𝑆
1
, 𝑆
2
are the set of strategies of the adversary

and defender, respectively. We will describe them in detail in
Sections 4.3 and 4.4.

Payoff Function. When the defender knows the side infor-
mation that the adversary has collected, we use complete
information games. In a complete information game, the
payoff function of the adversary is 𝑢

1
(𝑠
1
, 𝑠
2
) = 𝐻(𝐿

𝑇
| 𝑅)−𝛾

1
,

and the payoff function of the defender is 𝑢
2
(𝑠
1
, 𝑠
2
) = 𝐻(𝐿

𝑇
|

Ω) − 𝛾
2
, where 𝛾

1
, 𝛾
2
are the cost of attack and defense,

respectively. In order to maximize attack power, 𝛾
1
is set to

0.The defense cost 𝛾
2
includes both the cost of implementing

defensive strategies and the damage to data accuracy.
Typically, the defender does not know all the side infor-

mation that the adversary has collected. Hence, we consider
the suggestions proposed by Harsanyi [27]. We introduce
a new player named Nature, which assigns a type 𝜃 to
the adversary according to a prior distribution 𝑝. 𝜃 can
be considered as the side information that the adversary
has collected. Then, the payoff functions are expressed as
𝑢
𝑖
(𝑠
1
, 𝑠
2
(𝜃)).

4.2. Equilibrium Concepts. In complete information games,
Nash equilibrium (NE) can be defined as follows.

Definition 1. A strategy profile 𝑠
∗

= (𝑠
∗

𝑖
, 𝑠
∗

−𝑖
) is a Nash

equilibrium if, for each player 𝑖,

𝑢
𝑖
(𝑠
∗

𝑖
, 𝑠
∗

−𝑖
) ≥ 𝑢
𝑖
(𝑠
𝑖
, 𝑠
∗

−𝑖
) , ∀𝑠

𝑖
∈ 𝑆
𝑖
. (4)

In other words, in a NE, none of the players can unilater-
ally change his strategy to increase his payoff. A player can
also play each of his pure strategies with some probability
using mixed strategies. A mixed strategy 𝜎

𝑖
of player 𝑖 is a

probability distribution defined over the pure strategies 𝑠
𝑖
.

In incomplete information games, we adopt the concept
of Bayesian Nash equilibrium [21].

Definition 2. Astrategy profile 𝑠∗ = (𝑠
∗

𝑖
(𝜃
𝑖
), 𝑠
∗

−𝑖
(𝜃
−𝑖
)) is a pure-

strategy Bayesian Nash equilibrium (BNE) if, for each player
𝑖,

𝑠
∗
∈ argmax
𝑠𝑖∈𝑆𝑖

∑

𝜃−𝑖

𝑝 (𝜃
−𝑖
) ⋅ 𝑢
𝑖
(𝑠
𝑖
, 𝑠
∗

−𝑖
(𝜃
−𝑖
)) , ∀𝜃

𝑖
,

(5)

where 𝜃
−𝑖
is the type of player 𝑖’s opponents, and 𝑝(𝜃

𝑖
) is the

prior distribution of 𝜃
𝑖
.
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4.3. Attack Strategies

4.3.1. Attack Scenarios. According to the two types of adver-
saries, an attack can be classified as two scenarios: passive
attack and active attack.

Scenario A: Passive Attack. In this setting, the adversary is
given the complete (anonymized) traces.The adversary’s goal
is, given some pieces of side information about a victim, to
identify in some optimal fashion the complete path history of
the chosen victim. The key assumptions are (i) the adversary
is passive that it does not actively go out to seek encounters
with potential victims and (ii) the side information given to
the adversary contains noise. If sampled times {𝜏

𝑘
}, at which

the actual node locations are published, are equally spaced,
and {𝑡

𝑘
} is the time instants at which some side information

about the victim’s locations are revealed, passive attack can be
divided into the two following attacks.

Attack 1 (A1). The side information references time instants
that coincide with sampled times in the trace only, we have
{𝑡
𝑘
| 𝑘 = 1, 2, . . .} ⊂ {𝜏

𝑘
| 𝑘 = 1, 2, . . .}.

Attack 2 (A2). The side information references time instants
between two consecutive sampled times in the set of traces,
we have {𝑡

𝑘
| 𝑘 = 1, 2, . . .} ̸⊂ {𝜏

𝑘
| 𝑘 = 1, 2, . . .}, and for each

𝑡
𝑘
, there exists �̃� such that,

𝑡
𝑘
= 𝜆
𝑘
𝜏
𝑘
+ (1 − 𝜆

𝑘
) 𝜏
𝑘+1

, 0 ≤ 𝜆
𝑘
< 1. (6)

A2 is the more general attack. To some extent, A1 can be
considered as a special case of A2, that is, for each 𝑘, 𝜆

𝑘
= 0.

We assume that the adversary will attempt to use all known
information in its inference strategy, by employing some form
of Bayesian inference. In applying the Bayesian inference, the
adversary can make use of some general knowledge, includ-
ing constraints on nodal movements imposed by geography
of the roads, and general movement preferences of the nodes.

Scenario B: Active Attack. The adversary is active in this
scenario that it obtains side information about victims by
encountering the victims. The adversary can obtain traces in
a real time and gradual fashion, that is, as time progresses,
the adversary is provided with the trace information together
with the information acquired up to the real time instants.
The goal here is to identify as many traces as possible. If 𝐿

𝑀

is the trace of the adversary 𝑀, active attack can be divided
into the following attacks.

Attack 1 (B1).The adversary stays at one fixed location, that is,
for any 𝑗 and 𝑘, 𝐿

𝑀
(𝜏
𝑗
) = 𝐿
𝑀
(𝜏
𝑘
).

Attack 2 (B2). The adversary moves to maximize the amount
of useful side information, that is, there exists at least one pair
of 𝑖 and 𝑗 such that 𝐿

𝑀
(𝜏
𝑗
) ̸= 𝐿
𝑀
(𝜏
𝑘
).

We assume that after encountering a victim, the adversary
will not attempt to follow the victim. Because the objective
of the adversary is to identify as many trace identities as
possible.

4.3.2. Strategies for A1 and A2. As noted before, the side
information often contains noise.The adversary thus needs to
perform Bayesian inference or use the maximum likelihood
estimator to make the best guess. The goal is, given 𝑅, to find
the 𝐿

𝑖
that gives the best match. The formulation of such

a procedure is described below. Given 𝑅 = {𝑅(𝑡
𝑘
) | 𝑘 =

1, 2, . . .}, compute

Pr (𝐿
𝑖
| 𝑅) =

Pr (𝐿
𝑖
, 𝑅 (𝑡
𝑘
))

Pr (𝑅 (𝑡
𝑘
))

=
Pr (𝑅 (𝑡

𝑘
) | 𝐿
𝑖
)Pr (𝐿

𝑖
)

∑
𝑁

𝑗=1
Pr (𝑅 (𝑡

𝑘
) | 𝐿
𝑗
)Pr (𝐿

𝑗
)

, 𝑘 = 1, 2, . . . .

(7)

The goal of the maximum likelihood estimator is to find 𝑖

which maximizes the expression (7). Note that the denomi-
nator is a constant. In addition, without any knowledge about
how the victim is chosen, we set the priori distribution of
the victim to be uniform: as follows, 𝑃(𝐿

𝑖
) = 1/𝑁, 𝑖 =

1, 2, . . . , 𝑁. Hence the solution of the maximum likelihood
estimator is given by

max
𝑖=1,2,...,𝑁

Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
) , 𝑘 = 1, 2, . . . . (8)

For A1 and A2, the expression (8) can be given in the
following form.

Scenario A1. If the noise in the side information 𝑍
𝑘
is

independent and identically distributed, and obey some given
distribution Pr

𝑍
, the expression (8) can be written as

Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
) = ∏

𝑘

Pr
𝑍
(𝑅 (𝑡
𝑘
) − 𝐿
𝑖
(𝑡
𝑘
)) , (9)

where𝑅(𝑡
𝑘
)−𝐿
𝑖
(𝑡
𝑘
) = 𝑍
𝑘
, this location difference is computed

using the Cartesian distance between the two cells [4].

Scenario A2. If node mobility obeys the Markov model, (8)
can be given by

Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
)

= Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
({𝜏
𝑘
| 𝑘 = 1, 2 . . .}))

=
∏
𝑘
[Pr (𝐿

𝑖
(𝜏
𝑘+1

) | 𝑅 (𝑡
𝑘
)) × Pr (𝑅 (𝑡

𝑘
) | 𝐿
𝑖
(𝜏
𝑘
))]

∏
𝑘
Pr (𝐿
𝑖
(𝜏
𝑘+1

) | 𝐿 (𝜏
𝑘
))

,

(10)

where 𝑡
𝑘
= 𝜆
𝑘
𝜏
𝑘
+(1−𝜆

𝑘
)𝜏
𝑘+1

, and when 𝜆
𝑘
is a constant, the

Markov process of node mobility is steady.
The expression (9) can be greatly simplified if the noise

𝑍
𝑘
obeys specific forms, such as normal distribution or

uniform distribution. Therefore, the adversary can use some
heuristic approaches [4] to identify the victim’s trace. In the
following we consider four strategies used by the adversary
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Figure 2: Optimal defense strategies at different values of 𝛼, 𝛽.

to identify the victim’s trace from the published trace set. We
first describe them for scenario A1 as follows.

(i) Maximum likelihood estimation approach (MLE).
This is the same as formulation (9), that is, the simi-
larity value of trace 𝑖 is given by

∏

𝑘

Pr
𝑍
(𝑅 (𝑡
𝑘
) − 𝐿
𝑖
(𝑡
𝑘
)) , (11)

where the trace with the maximum similarity value is
declared to be the victim’s.

(ii) Minimum square approach (MSQ). When the 𝑍
𝑘
’s

takes normal distribution𝑁(0, 𝜎
2
), that is, Pr(𝑅(𝑡

𝑘
) |

𝐿
𝑖
) = 𝐶 exp{−(∑

𝑘
|𝑅(𝑡
𝑘
) − 𝐿
𝑖
(𝑡
𝑘
)|
2
)/(2𝜎
2
)}, 𝑘 = 1,

2, . . ., for some constant 𝐶. Hence, the maximum
likelihood estimator is essentially the same as the
following minimum square approach:

min
𝑖

∑

𝑘

𝑅 (𝑡
𝑘
) − 𝐿
𝑖
(𝑡
𝑘
)


2
, (12)

where the trace with the least similarity value is
declared to be the victim’s.

(iii) Basic approach (BAS). The adversary assumes that
the noise is zero-mean and has a specific standard
deviation (𝜎), but makes no assumption about its
exact distribution. The adversary then computes the
similarity value of trace 𝑖 with the side information as
follows:

𝑀

∑

𝑘=1

𝐼
2𝜎

(𝐿
𝑖
(𝑡
𝑘
) , 𝑅 (𝑡

𝑘
)) , (13)

where 𝐼
2𝜎
(𝑥, 𝑦) = 1 if |𝑥 − 𝑦| ≤ 2𝜎 and 0 otherwise.

Hence, the adversary accepts a trace as a potential
candidate if the trace owner appears in a radius of 2×𝜎
of the revealed location.The trace with the maximum
similarity value is declared to be the victim’s.

(iv) Weighted exponential approach (EXP). In this
approach, which is proposed and analyzed in [11],
the adversary does not know the type of noise or its
magnitude. Similar to BAS, the adversary maximizes
the similarity value of trace 𝑖 as follows:
𝑀

∑

𝑘=1

1

𝑤 (𝑅 (𝑡
𝑘
))

exp {− 1

𝐶

𝐿 𝑖 (𝑡𝑘) − 𝑅 (𝑡
𝑘
)
} , (14)

where 𝑤(𝑅(𝑡
𝑘
)) is some weight assigned to the

revealed cell 𝑅(𝑡
𝑘
) and 𝐶 is a constant.

The above formula can be easilymodified for scenario A2.
For convenience, the probability that the vehicle is on the cell
𝑙 at time 𝑡

𝑘
for trace 𝑗 is defined as the function 𝑃

𝑗
: Θ ×

{𝑡
𝑘
| 𝑘 = 1, 2, . . .} → 𝑅

+
as follows:

𝑃
𝑗
(𝑙, 𝑡
𝑘
) =

Pr (𝐿
𝑗
(𝜏
𝑘+1

) | 𝑅 (𝑡
𝑘
)) × Pr (𝑅 (𝑡

𝑘
) | 𝐿
𝑗
(𝜏
𝑘
))

Pr (𝐿
𝑗
(𝜏
𝑘+1

) | 𝐿
𝑗
(𝜏
𝑘
))

,

(15)
where 𝑙 = 𝜆

𝑘
𝐿
𝑗
(𝜏
𝑘
) + (1 − 𝜆

𝑘
)𝐿
𝑗
(𝜏
𝑘+1

), 𝜏
𝑘
< 𝑡
𝑘
< 𝜏
𝑘+1

. Then
we have

MLE
2

∏

𝑘

(∑

𝑙∈Θ

𝑃
𝑗
(𝑙, 𝑡
𝑘
)Pr
𝑍
(𝑅 (𝑡
𝑘
) − 𝑙)) , (16)
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Figure 3: Optimal defense strategies at different values of 𝛼, 𝛽.

MSQ
2

∑

𝑘

(∑

𝑙∈Θ

𝑃
𝑗
(𝑙, 𝑡
𝑘
)
𝑅 (𝑡
𝑘
) − 𝑙



2
) , (17)

BAS
2

∑

𝑘

(∑

𝑙∈Θ

𝑃
𝑗
(𝑙, 𝑡
𝑘
) × 𝐼
2𝜎

(𝑙, 𝑅 (𝑡
𝑘
))) , (18)

EXP
2

∑

𝑘

(∑

𝑙∈Θ

𝑃
𝑗
(𝑙, 𝑡
𝑘
)

𝑤 (𝑅 (𝑡
𝑘
))

exp {− 1

𝐶

𝑙 − 𝑅 (𝑡
𝑘
)
}) . (19)

The four strategies have the same computational com-
plexity, which is linear in the number of pieces of side
information and the number of nodes. Notice that we assume
attack strategies that only collect the side information about
one victim. However, the strategies can be easily extended to
the case in which the adversary collects the side information
about several victims. In particular, theMLE approach can be
used directly without modification, while a properly picked
threshold can be used for the other attack strategies to remove
traces from consideration if their similarity to the victim’s
trace is lower than the threshold.

4.3.3. Strategies for B1 and B2. In the active attack scenario,
the adversary observes the participants directly. The pub-
lished traces are revealed in a real-time and synchronizedway

with respect to the information collected by the adversary. As
there is no noise when additional information is acquired, the
adversary does not need to use any inference strategy. Based
on the idea of excluding the unmatched traces [4], attack
algorithm can be described as follows.

Illustrated in Algorithm 1, the attack algorithm takes
as input the traces that are published progressively. The
algorithm first assumes that all the traces are candidate
traces for each victim. A trace is said to be a candidate
trace of a victim if it appears at the same set of times and
locations as when/where the adversary meets the victim.
As time evolves, the adversary removes candidate traces
which do not agree with the observed information about
each victim from the set for that victim. When a victim’s
trace is identified, the identified trace is removed from the
candidate set of other victims. Notice that the adversary may
not identify a participant at times they meet each other,
but the identification can occur at a later time when all but
one candidate traces are identified and removed. Hence, the
adversary identifies a participantmore efficientlywhen it tries
to identify as many participants as possible.

In the scenario B1, 𝑟 is fixed, because the adversary
always stays at one position.While 𝑟 changes as the adversary
moves in the scenario B2. B2 has experimentally a better
performance than B1. The reason is because mobile nodes
typically obtainmore side information than stationary nodes.

4.4. Defense Strategies. There are two types of defense
strategies: anonymous and cloaking techniques. Anonymous
techniques which hide the true identities of users can be
implemented by several ways. For example, one user uses
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Figure 4: Optimal defense strategies at different values of 𝛼, 𝛽 for different preformed time.

Input: {𝐿
𝑖
| 𝑖 = 1, 2, . . . , |Tr |}

Output: Identified traces
(1) for 𝑚 = 0 to |Tr | do
(2) Candidate

𝑚
= {𝐿
𝑖
| 𝑖 = 1, 2, . . . , |Tr |};

(3) end for
(4) while 𝑠

𝑘
not ended do

(5) for each node 𝑖met at 𝜏
𝑘
and 𝑗 ∈ Candidate

𝑖

(6) if met node 𝑖 at location 𝑟 at 𝜏
𝑘
and 𝐿

𝑗
(𝜏
𝑘
)! = 𝑟 then

(7) remove trace 𝑗 from Candidate
𝑖
;

(8) if |Candidate
𝑖
| = 1 then

(9) 𝐿
𝑗
in Candidate

𝑖
is the identified trace and

remove it from other candidate set;
(10) end if
(11) 𝑘 + +;
(12) end if
(13) end while

Algorithm 1: Attack algorithm for B1 and B2.

one or more pseudonyms [28–31], or a group of users share
the same ID [32]. However, the true identity of each vehicle
is only replaced by a random identifier in VSNs, so we will
not discuss the anonymous techniques. Cloaking techniques,
such as introducing noise data or reducing the recorded
data, also can be used to protect users’ privacy. But using
cloaking techniques will impact on the truth of the published
information, so we should balance the users’ privacy and the
data accuracy required by different applications.

In VSNs, the defender’s (i.e., the traffic control center or
other authorities) objective is to increase the hardness for
the adversary to identify a trace in the anonymous published
traces. The defender can insert some bogus traces or delete
the recorded data at some sampled times to achieve its
objective. If {𝜏

1
, 𝜏
2
, . . . , 𝜏

𝑘
, . . .} is the set of the sampled times

in the set of the published traces Tr, the defense strategies can
be expressed as follows.

Defense 1 (D1). 𝑚 bogus traces are inserted into Tr to form a
new set of trace Tr, such that Tr ⊃ Tr and |Tr| = |Tr | + 𝑚.

Defense 2 (D2). 𝑛 sampled times are deleted in {𝜏
1
, 𝜏
2
, . . .,

𝜏
𝑘
, . . .} to form a new sequence {𝜏



1
, 𝜏


2
, . . . , 𝜏



𝑘
, . . .}, such that

{𝜏
1
, 𝜏
2
, . . . , 𝜏

𝑘
, . . .} ⊃ {𝜏



1
, 𝜏


2
, . . . , 𝜏



𝑘
, . . .}.

Theorem 3. D1 can provide nodes with a higher trace privacy
level.

Proof. Before the execution of D1, the trace privacy levels of
nodes meet as follows:

𝐻(𝐿
𝑇
) = −

|Tr |
∑

𝑖=1

𝑝
𝑖
log
2
𝑝
𝑖

≤

|Tr |
∑

𝑖=1

1

|Tr|
log
2
|Tr|

= log
2
|Tr| .

(20)
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After the execution of D1, the trace privacy levels of nodes
meet as follows:

𝐻(𝐿
𝑇
) = −

|Tr|
∑

𝑖=1

𝑝
𝑖
log
2
𝑝
𝑖

≤

|Tr|
∑

𝑖=1

1

Tr


log
2


Tr

= log
2


Tr

= log
2
|Tr+𝑚| .

(21)

Since log
2
|Tr+𝑚| > log

2
|Tr |, D1 provides nodes with a

higher trace privacy level.

Lemma 4. If 𝑓 is a concave function and𝑋 is a random vari-
able,

𝐸𝑓 (𝑋) ≤ 𝑓 (𝐸𝑋) . (22)

Proof. For a two-mass-point distribution, the inequality
becomes

𝑝
1
𝑓 (𝑥
1
) + 𝑝
2
𝑓 (𝑥
2
) ≤ 𝑓 (𝑝

1
𝑥
1
+ 𝑝
2
𝑥
2
) , (23)

which follows directly from the definition of concave func-
tions. Suppose that the lemma is true for distributions with
𝑘 − 1 mass points. Then, writing 𝑝



𝑖
= 𝑝
𝑖
/(1 − 𝑝

𝑘
), 𝑖 =

1, 2, . . . , 𝑘 − 1, we have

𝑘

∑

𝑖=1

𝑝
𝑖
𝑓 (𝑥
𝑖
) = 𝑝
𝑘
𝑓 (𝑥
𝑘
) + (1 − 𝑝

𝑘
)

𝑘−1

∑

𝑖=1

𝑝


𝑖
𝑓 (𝑥
𝑖
)

≤ 𝑝
𝑘
𝑓 (𝑥
𝑘
) + (1 − 𝑝

𝑘
) 𝑓(

𝑘−1

∑

𝑖=1

𝑝


𝑖
𝑥
𝑖
)

≤ 𝑓(𝑝
𝑘
𝑥
𝑘
+ (1 − 𝑝

𝑘
)

𝑘−1

∑

𝑖=1

𝑝


𝑖
𝑥
𝑖
)

= 𝑓(

𝑘

∑

𝑖=1

𝑝
𝑖
𝑥
𝑖
) ,

(24)

where the first inequality follows from the induction hypoth-
esis and the second follows from the definition of concav-
ity.

Theorem 5. If the probability density function of 𝑙 is concave
over the interval [𝑅(𝑡

𝑘
)−𝜀, 𝑅(𝑡

𝑘
)+𝜀], D2 reduces the probability

that the victim’s trace is identified by the adversary.

Proof. Let 𝜏
𝑘
be the deleted sampled time. When there exists

𝑡
𝑘
such that 𝜏

𝑘
= 𝑡
𝑘
, A1 turns into A2. Since the probability

density function of 𝑙 is concave over [𝑅(𝑡
𝑘
) − 𝜀, 𝑅(𝑡

𝑘
) + 𝜀],

Pr
𝑍
(𝑅(𝑡
𝑘
) − 𝑙) is concave over [𝑅(𝑡

𝑘
) − 𝜀, 𝑅(𝑡

𝑘
) + 𝜀]. Then, we

have

Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
) = ∏

𝑘

Pr
𝑍
(𝑅 (𝑡
𝑘
) − 𝐿
𝑖
(𝑡
𝑘
))

≥ ∏

𝑘

(∑

𝑙∈Θ

𝑃
𝑖
(𝑙, 𝑡
𝑘
)Pr
𝑍
(𝑅 (𝑡
𝑘
) − 𝑙))

= ∏

𝑘

(
Pr (𝐿
𝑖
(𝜏
𝑘+1

) | 𝑅 (𝑡
𝑘
))Pr (𝑅 (𝑡

𝑘
) |)

Pr (𝐿
𝑖
(𝜏
𝑘+1

) | 𝐿
𝑖
(𝜏
𝑘−1

))
)

= Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
({𝜏


𝑘
| 𝑘 = 1, 2, . . .}))

= Pr (𝑅 (𝑡
𝑘
) | 𝐿


𝑖
) .

(25)

When there is no such 𝑡
𝑘
, the adversary is always in A2.

Then, we have

Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
) = Pr (𝑅 (𝑡

𝑘
) | 𝐿
𝑖
({𝜏
1
, 𝜏
2
, . . . , 𝜏

𝑘
, . . .}))

≥ Pr (𝑅 (𝑡
𝑘
) | 𝐿
𝑖
({𝜏


1
, 𝜏


2
, . . . , 𝜏



𝑘
, . . .}))

= Pr (𝑅 (𝑡
𝑘
) | 𝐿


𝑖
) ,

(26)

where {𝜏
1
, 𝜏
2
, . . . , 𝜏

𝑘
, . . .} ⊃ {𝜏



1
, 𝜏


2
, . . . , 𝜏



𝑘
, . . .}.

So, in both cases, the probability that the victim’s trace is
identified by the adversary will be reduced.

Notice that it is reasonable to assume that the probability
density function of 𝑙 is concave over the interval [𝑅(𝑡

𝑘
) −

𝜀, 𝑅(𝑡
𝑘
) + 𝜀], because the collected side information 𝑅(𝑡

𝑘
)

about 𝑙 appears more frequently in the vicinity of 𝑙.
However, these defense strategies will bring some loss in

data accuracy. The more the inserted bogus traces and the
deleted sampled times, the more unreal the data. Hence, we
assume that the defense cost 𝛾 is proportional to the inserted
bogus traces and the deleted sampled times. We take into
account the application requirements involved in the defense
cost in a parameter 𝛾. Then for A1, 𝛾 can be expressed as,

𝛾 = 𝛼
𝑚

|Trace|
, (27)

where 𝛼 is a system parameter that indicates the requirement
of an application, |Trace| is the number of all the traces, 𝑚 is
the number of the inserted bogus traces.

Similarly to A1, 𝛾 for A2 can be expressed as:

𝛾 = 𝛽
𝑛

𝑁
, (28)

where 𝛽 is a system parameter, 𝑁 is the number of all the
sampled times, and 𝑛 is the number of the deleted sampled
times in the𝑁 sampled times.

5. Analysis of Attack and Defense Game

In this section, we study both the passive and active attack
scenarios. In the passive attack scenarios (A1 and A2),
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Table 2: Complete information game for A1.

(a) The defender chooses D1

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE 0.35, 0.35 0.41, 0.41 − 𝛾

1
0.56, 0.56 − 𝛾

2
0.77, 0.77 − 𝛾

3

MSQ 0.34, 0.34 0.40, 0.40 − 𝛾
1

0.54, 0.54 − 𝛾
2

0.76, 0.76 − 𝛾
3

BAS 1.30, 1.30 1.49, 1.49 − 𝛾
1

1.69, 1.69 − 𝛾
2

2.06, 2.06 − 𝛾
3

EXP 0.67, 0.67 0.77, 0.77 − 𝛾
1

0.92, 0.92 − 𝛾
2

1.18, 1.18 − 𝛾
3

(b) The defender chooses D2

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE 0.35, 0.35 1.13, 1.13 − 𝛾
4

2.31, 2.31 − 𝛾
5

3.75, 3.75 − 𝛾
6

MSQ 0.34, 0.34 1.12, 1.12 − 𝛾
4

2.30, 2.30 − 𝛾
5

3.74, 3.74 − 𝛾
6

BAS 1.30, 1.30 2.69, 2.69 − 𝛾
4

4.47, 4.47 − 𝛾
5

5.64, 5.64 − 𝛾
6

EXP 0.67, 0.67 1.56, 1.56 − 𝛾
4

2.72, 2.72 − 𝛾
5

4.06, 4.06 − 𝛾
6

we consider games of complete and incomplete information.
As the adversary can obtain the victims’ positions accurately
in the active attack scenarios (B1 and B2), the defender does
not need to infer the side information the adversary obtained.
Therefore, we only establish the complete information game
in scenario B1 and B2.

The traffic data used in the experiments containsmobility
traces of taxis in Beijing, China. It contains GPS coordinates
of approximately 28,000 taxis collected in a month in Beijing
[33]. The location updates are quite fine-grained the average
time interval between two consecutive location updates is
less than 30 sec. In the experiments, the adversary tries to
identify the trace of one participant (randomly picked from
all the participants) by gathering side information.The noisy
randomly sampled ⟨time, location⟩ pairs from the trace are
revealed to the adversary as side information, which the
adversary utilizes to identify the complete movement history
of the victim from the anonymous traces. The defender
inserts some bogus traces (D1) or deletes the recorded data
at some sampled times (D2) against the attack strategies
implemented by the adversary.

5.1. Games for Scenario A1. The adversary has four attack
strategies: MLE, MSQ, BAS, and EXP. The defender has
two defense strategies: D1, and D2. In strategy D1, we set
𝑚 = 0, |Trace|/8, |Trace|/4, |Trace|/2, where |Trace| is the
total number of the published traces. In strategy D2, we set
𝑛 = 0,𝑁/2, 3𝑁/4, 7𝑁/8, where 𝑁 is the total number of the
sampled times.

5.1.1. Analysis of Complete Information Game. Strategic form
for complete information game in A1 is depicted as matrices,
as in Table 2. Each player chooses a strategy simultaneously,
and has common knowledge about the side information. We
assumed that the side information contains 18 pairs of ⟨time,
location⟩. In particular, since the adversary is still in scenario
A1 when the defender uses strategy D2, the side information
which is not at sampled times is not involved in calculating
the payoff.

Table 3: Incomplete information game for Al.

(a) D1 and 10 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE 0.99, 0.99 1.04, 1.04 − 𝛾

1
1.12, 1.12 − 𝛾

2
1.59, 1.59 − 𝛾

3

MSQ 0.97, 0.97 1.01, 1.01 − 𝛾
1

1.10, 1.10 − 𝛾
2

1.57, 1.57 − 𝛾
3

BAS 2.47, 2.47 2.59, 2.59 − 𝛾
1

2.79, 2.79 − 𝛾
2

3.47, 3.47 − 𝛾
3

EXP 1.43, 1.43 1.51, 1.51 − 𝛾
1

1.60, 1.60 − 𝛾
2

2.05, 2.05 − 𝛾
3

(b) D2 and 10 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE 0.99, 0.99 2.08, 2.08 − 𝛾
4

3.32, 3.32 − 𝛾
5

4.64, 4.64 − 𝛾
6

MSQ 0.97, 0.97 2.07, 2.07 − 𝛾
4

3.30, 3.30 − 𝛾
5

4.62, 4.62 − 𝛾
6

BAS 2.47, 2.47 4.05, 4.05 − 𝛾
4

5.64, 5.64 − 𝛾
5

6.64, 6.64 − 𝛾
6

EXP 1.43, 1.43 2.51, 2.51 − 𝛾
4

3.74, 3.74 − 𝛾
5

4.92, 4.92 − 𝛾
6

(c) D1 and 15 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE 0.47, 0.47 0.62, 0.62 − 𝛾

1
0.79, 0.79 − 𝛾

2
0.99, 0.99 − 𝛾

3

MSQ 0.46, 0.46 0.61, 0.61 − 𝛾
1

0.77, 0.77 − 𝛾
2

0.96, 0.96 − 𝛾
3

BAS 1.60, 1.60 1.83, 1.83 − 𝛾
1

2.06, 2.06 − 𝛾
2

2.47, 2.47 − 𝛾
3

EXP 0.83, 0.83 1.03, 1.03 − 𝛾
1

1.18, 1.18 − 𝛾
2

1.43, 1.43 − 𝛾
3

(d) D2 and 15 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE 0.47, 0.47 1.36, 1.36 − 𝛾
4

2.64, 2.64 − 𝛾
5

4.03, 4.03 − 𝛾
6

MSQ 0.46, 0.46 1.35, 1.35 − 𝛾
4

2.63, 2.63 − 𝛾
5

4.02, 4.02 − 𝛾
6

BAS 1.60, 1.60 3.05, 3.05 − 𝛾
4

4.92, 4.92 − 𝛾
5

6.27, 6.27 − 𝛾
6

EXP 0.83, 0.83 1.86, 1.86 − 𝛾
4

3.06, 3.06 − 𝛾
5

4.27, 4.27 − 𝛾
6

(e) D1 and 20 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE 0.26, 0.26 0.36, 0.36 − 𝛾

1
0.44, 0.44 − 𝛾

2
0.63, 0.63 − 𝛾

3

MSQ 0.25, 0.25 0.34, 0.34 − 𝛾
1

0.42, 0.42 − 𝛾
2

0.62, 0.62 − 𝛾
3

BAS 1.12, 1.12 1.32, 1.32 − 𝛾
1

1.45, 1.45 − 𝛾
2

1.84, 1.84 − 𝛾
3

EXP 0.57, 0.57 0.67, 0.67 − 𝛾
1

0.78, 0.78 − 𝛾
2

1.04, 1.04 − 𝛾
3

(f) D2 and 20 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE 0.26, 0.26 1.00, 1.00 − 𝛾
4

2.10, 2.10 − 𝛾
5

3.33, 3.33 − 𝛾
6

MSQ 0.25, 0.25 0.99, 0.99 − 𝛾
4

2.08, 2.08 − 𝛾
5

3.32, 3.32 − 𝛾
6

BAS 1.12, 1.12 2.47, 2.47 − 𝛾
4

4.05, 4.05 − 𝛾
5

5.64, 5.64 − 𝛾
6

EXP 0.57, 0.57 1.43, 1.43 − 𝛾
4

2.51, 2.51 − 𝛾
5

3.74, 3.74 − 𝛾
6

We observe that Nash equilibriums depend on the value
of the defense cost 𝛾 in this game. when the defense cost
is zero, that is, 𝛾 = 0, (MSQ, 𝑚 = |Trace|/2) is a pure-
strategy Nash equilibrium in the left strategic form. And
(MSQ, 𝑛 = 7𝑁/8) is a pure-strategy Nash equilibrium in the
right strategic form. when 𝛾 ̸= 0, from (27) and (28), we have
𝛾
1
= 𝛼/8, 𝛾

2
= 𝛼/4, 𝛾

3
= 𝛼/2, 𝛾4 = 𝛽/2, 𝛾

5
= 3𝛽/4, 𝛾

6
=

7𝛽/8. For the left strategic form, the Nash equilibrium is
(MSQ, 𝑚 = |Trace|/2) if 0 < 𝛼 ≤ 0.84 and (MSQ, 𝑚 = 0)

if 𝛼 > 0.84. For the right strategic form, the Nash equilibrium
is (MSQ, 𝑛 = 7𝑁/8) if 0 < 𝛽 ≤ 3.89 and (MSQ, 𝑛 = 0)
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Table 4: Complete information game for A2.

(a) The defender chooses D1

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE2 0.37, 0.37 0.43, 0.43 − 𝛾

1
0.57, 0.57 − 𝛾

2
0.78, 0.78 − 𝛾

3

MSQ2 0.38, 0.38 0.44, 0.44 − 𝛾
1

0.59, 0.59 − 𝛾
2

0.79, 0.79 − 𝛾
3

BAS2 0.80, 0.80 0.97, 0.97 − 𝛾
1

1.10, 1.10 − 𝛾
2

1.35, 1.35 − 𝛾
3

EXP2 0.67, 0.67 0.80, 0.80 − 𝛾
1

0.96, 0.96 − 𝛾
2

1.18, 1.18 − 𝛾
3

(b) The defender chooses D2

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE2 0.37, 0.37 0.50, 0.50 − 𝛾
4

0.84, 0.84 − 𝛾
5

1.43, 1.43 − 𝛾
6

MSQ2 0.38, 0.38 0.58, 0.58 − 𝛾
4

1.11, 1.11 − 𝛾
5

2.37, 2.37 − 𝛾
6

BAS2 0.80, 0.80 1.04, 1.04 − 𝛾
4

1.58, 1.58 − 𝛾
5

2.78, 2.78 − 𝛾
6

EXP2 0.76, 0.76 0.92, 0.92 − 𝛾
4

1.43, 1.43 − 𝛾
5

2.44, 2.44 − 𝛾
6

if 𝛽 > 3.89. In other words, 𝑛 = 7𝑁/8 or 𝑚 = |Trace|/2 is
the optimal defense strategy when 𝛾 is small, whereas 𝑛 = 0

or 𝑚 = 0 becomes the optimal strategy when 𝛾 is very
large. Because a larger 𝛾means a higher data accuracy, which
restricts the defense measures.

5.1.2. Analysis of Incomplete Information Game. Generally,
the defender does not know how much side information
obtained by the adversary. To solve the problem, Harsanyi
[27] introduce a new player named Nature that turns an
incomplete information game into a game with complete but
imperfect information. We assume that Nature chooses the
probability that side information contains 10 pairs of ⟨time,
location⟩ is 𝑝

1
, the probability that side information contains

15 pairs of ⟨time, location⟩ is 𝑝
2
, and the probability that side

information contains 20 pairs of ⟨time, location⟩ is 1 − 𝑝
1
−

𝑝
2
, as shown in Table 3. We observe that MSQ is a strictly

dominated strategy for the adversary. Nash equilibriums are
(MSQ, 𝑚 = |Trace|/2), (MSQ, 𝑛 = 7𝑁/8) if 𝛾 = 0.

When 𝛾 ̸= 0, we study which are the optimal defense
strategies at different values of 𝛼, 𝛽. As shown in Figure 2,
the maximum point of each line corresponds to the optimal
defense strategy. For example, In Table 3(c), the optimal
defense strategy is 𝑚 = |Trace|/2 if 0 < 𝛼 ≤ 0.76, 𝑚 =

|Trace|/4 if 0.76 < 𝛼 ≤ 1.24 and 𝑚 = 0 if 𝛼 > 1.24. in
Table 3(d), 𝑛 = 7𝑁/8 if 0 < 𝛽 ≤ 4.07 and 𝑛 = 0 if 𝛽 > 4.07. In
other words, when 𝛾 is small, more inserted bogus traces or
deleted recorded samples show a better performance. When
𝛾 is very large, doing nothing becomes the optimal strategy.

5.1.3. Discussion. In the complete information game, the
adversary prefers the strategyMSQ.When the cost of defense
measures is 0 or very low, we observe that the defense
measures are more effective if there are more inserted bogus
traces or deleted sampled times. The method of deleting
sampled times is more effective than the method of inserting
bogus traces. When the cost of defense cost is high, the
defender prefers to do nothing.

In the incomplete information game, the adversary also
prefers the strategyMSQ, while the optimal defense strategies

Table 5: Incomplete information game for A2.

(a) D1 and 10 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE2 1.01, 1.01 1.09, 1.09 − 𝛾

1
1.26, 1.26 − 𝛾

2
1.59, 1.59 − 𝛾

3

MSQ2 1.02, 1.02 1.11, 1.11 − 𝛾
1

1.27, 1.27 − 𝛾
2

1.61, 1.61 − 𝛾
3

BAS2 1.56, 1.56 1.69, 1.69 − 𝛾
1

1.89, 1.89 − 𝛾
2

2.18, 2.18 − 𝛾
3

EXP2 1.45, 1.45 1.56, 1.56 − 𝛾
1

1.78, 1.78 − 𝛾
2

2.05, 2.05 − 𝛾
3

(b) D2 and 10 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE2 1.01, 1.01 1.15, 1.15 − 𝛾
4

1.61, 1.61 − 𝛾
5

2.50, 2.50 − 𝛾
6

MSQ2 1.02, 1.02 1.26, 1.26 − 𝛾
4

1.84, 1.84 − 𝛾
5

3.17, 3.17 − 𝛾
6

BAS2 1.56, 1.56 1.86, 1.86 − 𝛾
4

2.45, 2.45 − 𝛾
5

3.65, 3.65 − 𝛾
6

EXP2 1.45, 1.45 1.75, 1.75 − 𝛾
4

2.30, 2.30 − 𝛾
5

3.25, 3.25 − 𝛾
6

(c) D1 and 15 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE2 0.51, 0.51 0.64, 0.64 − 𝛾

1
0.79, 0.79 − 𝛾

2
1.01, 1.01 − 𝛾

3

MSQ2 0.53, 0.53 0.65, 0.65 − 𝛾
1

0.81, 0.81 − 𝛾
2

1.03, 1.03 − 𝛾
3

BAS2 1.03, 1.03 1.18, 1.18 − 𝛾
1

1.36, 1.36 − 𝛾
2

1.56, 1.56 − 𝛾
3

EXP2 0.89, 0.89 1.03, 1.03 − 𝛾
1

1.20, 1.20 − 𝛾
2

1.45, 1.45 − 𝛾
3

(d) D2 and 15 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE2 0.51, 0.51 0.67, 0.67 − 𝛾
4

1.04, 1.04 − 𝛾
5

1.85, 1.85 − 𝛾
6

MSQ2 0.53, 0.53 0.74, 0.74 − 𝛾
4

1.29, 1.29 − 𝛾
5

2.58, 2.58 − 𝛾
6

BAS2 1.03, 1.03 1.27, 1.27 − 𝛾
4

1.80, 1.80 − 𝛾
5

2.97, 2.97 − 𝛾
6

EXP2 0.89, 0.89 1.16, 1.16 − 𝛾
4

1.67, 1.67 − 𝛾
5

2.68, 2.68 − 𝛾
6

(e) D1 and 20 ⟨time, location⟩ pairs

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
MLE2 0.27, 0.27 0.36, 0.36 − 𝛾

1
0.43, 0.43 − 𝛾

2
0.64, 0.64 − 𝛾

3

MSQ2 0.28, 0.28 0.37, 0.37 − 𝛾
1

0.45, 0.45 − 𝛾
2

0.67, 0.67 − 𝛾
3

BAS2 0.69, 0.69 0.82, 0.82 − 𝛾
1

0.96, 0.96 − 𝛾
2

1.18, 1.18 − 𝛾
3

EXP2 0.56, 0.56 0.69, 0.69 − 𝛾
1

0.81, 0.81 − 𝛾
2

1.03, 1.03 − 𝛾
3

(f) D2 and 20 ⟨time, location⟩ pairs

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

MLE2 0.27, 0.27 0.39, 0.39 − 𝛾
4

0.70, 0.70 − 𝛾
5

1.45, 1.45 − 𝛾
6

MSQ2 0.28, 0.28 0.46, 0.46 − 𝛾
4

0.95, 0.95 − 𝛾
5

2.18, 2.18 − 𝛾
6

BAS2 0.69, 0.69 0.92, 0.92 − 𝛾
4

1.43, 1.43 − 𝛾
5

2.56, 2.56 − 𝛾
6

EXP2 0.56, 0.56 0.80, 0.80 − 𝛾
4

1.28, 1.28 − 𝛾
5

2.29, 2.29 − 𝛾
6

depend on the values of 𝛼, 𝛽. If the defense cost 𝛾 is small,
that is, when 0 < 𝛼 ≤ 1.20, the optimal defense strategy is
𝑚 = |Trace|/2, and when 0 < 𝛽 ≤ 3.51, the optimal defense
strategy is 𝑛 = 7𝑁/8. If the defense cost 𝛾 is high, that is,
when 𝛼 > 1.24, the optimal defense strategy is 𝑚 = 0, and
when 𝛽 > 4.17, the optimal defense strategy is 𝑛 = 0.

5.2. Games for Scenario A2. In scenario A2, the adversary
has four attack strategies: MLE

2
, MSQ

2
, BAS

2
, and EXP

2
,

and the defender has two defense strategies. In addition,
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Table 6: Complete information game for B1 and B2.

(a) D1 and 60 minutes

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
Bl 2.27, 2.27 2.43, 2.43 − 𝛾

1
2.59, 2.59 − 𝛾

2
2.85, 2.85 − 𝛾

3

B2 1.37, 1.37 1.54, 1.54 − 𝛾
1

1.69, 1.69 − 𝛾
2

1.96, 1.96 − 𝛾
3

(b) D2 and 60 minutes

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

Bl 2.27, 2.27 3.27, 3.27 − 𝛾
4

4.26, 4.26 − 𝛾
5

5.28, 5.28 − 𝛾
6

B2 1.37, 1.37 2.37, 2.37 − 𝛾
4

3.38, 3.28 − 𝛾
5

4.37, 4.37 − 𝛾
6

(c) D1 and 100 minutes

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
Bl 1.68, 1.68 1.85, 1.85 − 𝛾

1
2.01, 2.01 − 𝛾

2
2.27, 2.27 − 𝛾

3

B2 1.27, 1.27 1.44, 1.44 − 𝛾
1

1.59, 1.59 − 𝛾
2

1.85, 1.85 − 𝛾
3

(d) D2 and 100 minutes

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

Bl 1.68, 1.68 2.68, 2.68 − 𝛾
4

3.68, 3.68 − 𝛾
5

4.68, 4.68 − 𝛾
6

B2 1.27, 1.27 2.26, 2.26 − 𝛾
4

3.27, 3.27 − 𝛾
5

4.27, 4.27 − 𝛾
6

(e) D1 and 400 minutes

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
Bl 0.37, 0.37 0.54, 0.54 − 𝛾

1
0.69, 0.69 − 𝛾

2
0.96, 0.96 − 𝛾

3

B2 0.35, 0.35 0.52, 0.52 − 𝛾
1

0.67, 0.67 − 𝛾
2

0.94, 0.94 − 𝛾
3

(f) D2 and 400 minutes

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

Bl 0.37, 0.37 1.37, 1.37 − 𝛾
4

2.38, 2.38 − 𝛾
5

3.37, 3.37 − 𝛾
6

B2 0.35, 0.35 1.31, 1.34 − 𝛾
4

2.35, 2.35 − 𝛾
5

3.35, 3.35 − 𝛾
6

(g) D1 and 600 minutes

𝑚 = 0 𝑚 = |Trace|/8 𝑚 = |Trace|/4 𝑚 = |Trace|/2
Bl 0.14, 0.14 0.31, 0.31 − 𝛾

1
0.46, 0.46 − 𝛾

2
0.73, 0.73 − 𝛾

3

B2 0.19, 0.19 0.36, 0.36 − 𝛾
1

0.51, 0.51 − 𝛾
2

0.77, 0.77 − 𝛾
3

(h) D2 and 600 minutes

𝑛 = 0 𝑛 = 𝑁/2 𝑛 = 3𝑁/4 𝑛 = 7𝑁/8

Bl 0.14, 0.14 1.14, 1.14 − 𝛾
4

2.15, 2.15 − 𝛾
5

3.14, 3.14 − 𝛾
6

B2 0.19, 0.19 1.19, 1.19 − 𝛾
4

2.18, 2.18 − 𝛾
5

3.19, 3.19 − 𝛾
6

we assume that 𝑚 = 0, |Trace|/8, |Trace|/4, |Trace|/2, and
𝑛 = 0,𝑁/2, 3𝑁/4, 7𝑁/8.

5.2.1. Analysis of Complete Information Game. Strategic form
for complete information game in A2 is depicted as shown
in Table 4. The defender has the knowledge about the side
information obtained by the adversary. The side information
contains 18 pairs of ⟨time, location⟩. We observe that Nash
equilibriums also depend on the value of the defense cost 𝛾.
When 𝛾 = 0, the pure-strategy Nash equilibrium is (MLE

2
,

𝑚 = |Trace|/2) in Table 4(a), and (MLE
2
, 𝑛 = 7𝑁/8) in

Table 4(b). When 𝛾 ̸= 0, the Nash equilibrium is (MLE
2
, 𝑚 =

|Trace|/2) if 0 < 𝛼 ≤ 0.82 and (MLE
2
, 𝑚 = 0) if 𝛼 > 0.82 in

Table 4(a). In Table 4(b), the Nash equilibrium is (MLE
2
, 𝑛 =

7𝑁/8) if 0 < 𝛽 ≤ 1.21 and (MLE
2
, 𝑛 = 0) if 𝛽 > 1.21. From

Table 2 and Table 4, we observe that the attacks in A2 have a
better performance than that inA1, because the adversary can
use the side information between two consecutive sampled
times.

5.2.2. Analysis of Incomplete Information Game. Table 5
depicts the incomplete information game in scenario A2.
MLE
2
is a strictly dominated strategy for the adversary.

(MLE
2
, 𝑚 = |Trace|/2) and (MLE

2
, 𝑛 = 7𝑁/8) are Nash

equilibriums when 𝛾 = 0.
Figure 3 depicts the optimal defense strategies at different

values of 𝛼, 𝛽. The maximum point of each line corresponds
to the optimal defense strategy. In Figure 3(a), the optimal
defense strategy is 𝑚 = |Trace|/2 if 0 < 𝛼 ≤ 1.16 and 𝑚 = 0

if 𝛼 > 1.16, and 𝑛 = 7𝑁/8 if 0 < 𝛽 ≤ 1.70 and 𝑛 = 0 if
𝛽 > 1.70 in Figure 3(b). In Figure 3(c), the optimal defense
strategy is 𝑚 = |Trace|/2 if 0 < 𝛼 ≤ 0.88, 𝑚 = |Trace|/4
if 0.88 < 𝛼 ≤ 1.12 and 𝑚 = 0 if 𝛼 > 1.12, and 𝑛 = 7𝑁/8

if 0 < 𝛽 ≤ 1.53 and 𝑛 = 0 if 𝛽 > 1.53 in Figure 3(d). In
Figure 3(e), the optimal defense strategy is 𝑚 = |Trace|/2 if
0 < 𝛼 ≤ 0.74 and 𝑚 = 0 if 𝛼 > 0.74, and 𝑛 = 7𝑁/8 if
0 < 𝛽 ≤ 1.35 and 𝑛 = 0 if 𝛽 > 1.35 in Figure 3(f). From
Figure 2 and Figure 3, we also observe that the attacks in A2
have a better performance than that in A1.

5.2.3. Discussion. In the A2 complete information game,
the adversary prefers the strategy MLE

2
. When the cost of

defense measures is 0 or very low, the defense measures are
more effective if there are more inserted bogus traces or
deleted sampled times. Compared with A1, the method of
deleting sampled times in A2 has a lower performance, but
still better than the method of inserting bogus trace. When
the cost of defense cost is high, the defender also prefers to
do nothing.

In the A2 incomplete information game, the adversary
also prefers the strategy MLE

2
, while the optimal defense

strategies depend on the values of 𝛼, 𝛽. If the defense cost 𝛾 is
small, that is, when 0 < 𝛼 ≤ 0.74, the optimal defense strategy
is𝑚 = |Trace|/2, and when 0 < 𝛽 ≤ 1.35, the optimal defense
strategy is 𝑛 = 7𝑁/8. If the defense cost 𝛾 is high, that is,
when 𝛼 > 1.16, the optimal defense strategy is 𝑚 = 0, and
when 𝛽 > 1.70, the optimal defense strategy is 𝑛 = 0.

5.3. Games for Scenario B1 and B2. Because the goal of the
adversary is to identify as many traces as possible, the
adversary does not need to use any inference strategy. We
assume that the attack strategies are B1 and B2. The defender
has two defense strategies, we set𝑚 = 0, |Trace|/8, |Trace|/4,
|Trace|/2 in D1, and 𝑛 = 0,𝑁/2, 3𝑁/4, 7𝑁/8 in D2. Table 6
depicts the strategic form for complete information game
in A2, where attack algorithm preformed 60, 100, 400, and
600 minutes. When 𝛾 = 0, the Nash equilibriums are (B2,
𝑚 = |Trace|/2) and (B2, 𝑛 = 7𝑁/8) if the attack algorithm
preformed 60, 100, and 400minutes, and (B1, 𝑚 = |Trace|/2)
and (B1, 𝑛 = 7𝑁/8) if the attack algorithm preformed 600
minutes.

When 𝛾 ̸= 0, the optimal defense strategies at different
values of 𝛼, 𝛽 for different preformed time are depicted
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as shown in Figure 4. The maximum point of each line
corresponds to the optimal defense strategy. From Figures
4(a)–4(h), we observe that the optimal defense strategy is
𝑚 = |Trace|/2 when 0 < 𝛼 ≤ 1.04, 𝑚 = |Trace|/4 when
1.08 < 𝛼 ≤ 1.20,𝑚 = |Trace|/8 when 1.20 < 𝛼 ≤ 1.36,𝑚 = 0

when 𝛼 > 1.36, and 𝑛 = 7𝑁/8 when 0 < 𝛽 ≤ 3.43, 𝑛 = 0

when 𝛽 > 3.43.
In the complete information game, the adversary prefers

B2 if the time that the attack algorithm performs is short, B1
if the time that the attack algorithm performs is long. It is
because that when time is long, the adversary at one position
can also meet other victims with a high probability. When
𝛾 = 0, the defense measures are more effective if there are
more inserted bogus traces or deleted sampled times. When
𝛾 ̸= 0, the optimal defense strategies depend on the value of
𝛼, 𝛽.

6. Conclusion

In this paper, we analyze data privacy aspects of VSNs by
using a game-theoretic model. We first quantify attack power
and defense objectives for recording and comparing to the
performance. Then, we define an attack and defense game
model which can capture the strategy selection decision
behavior of the adversary and defender. We also show the
effectiveness of defense strategies. Finally, we establish and
analyze the complete information and incomplete informa-
tion games for passive and active attack scenarios based
on real world traffic data. Through the analysis results,
we show that attack strategies in different scenarios show
different performances.More inserted bogus traces or deleted
recorded samples show a better performancewhen the cost of
defense measures is small, whereas doing nothing becomes
the best strategy when the cost of defense measures is very
large. We also present the optimal defense strategy that
provides the defender with the maximum utility when the
adversary implements the optimal attack strategy. Therefore,
our analysis results are useful for designing appropriate
privacy protection mechanisms.
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With the substantial increase of vehicles on road, driving safety and transportation efficiency have become increasingly concerned
focus from drivers, passengers, and governments. Wireless networks constructed by vehicles and infrastructures provide abundant
information to share for the sake of both enhanced safety and network efficiency. This paper presents the systematic research to
enhance the vehicle safety by wireless communication, in the aspects of information acquisition through vehicle sensing, vehicle-
to-vehicle (V2V) routing protocol for the highly dynamic vehicle network, vehicle-to-infrastructure (V2I) routing protocol for a
tradeoff in real-time performance and load balance, and hardware implementation of V2V system with on-road test. Simulations
and experimental result validate the feasibility of the algorithms and communication system.

1. Introduction

Safety-on-road is an important concern by all the drivers
and passengers. With the sharp increase of vehicles on road,
this has become increasingly important and challenging due
to the higher probability of accidents. There are two aspects
which can help prevent the occurrence or the deterioration
of an accident. (1) Notify the immediately following vehicles
to prevent chained accidents. However, bad weathers, such
as fog, will prevent the drivers from obtaining the accident
occurrence on time if merely from vision. (2) Notify other
vehicles which may take the path encountering the accident
spot, so as to avoid traffic jam. However, the current radio-
based broadcasting approach requires human interaction for
both accident detection and broadcasting and thus cannot
achieve satisfying real-time performance. Therefore, a real-
time vehicle safety enhancement system is needed for col-
lision detection and vehicle status information sharing with
nearby vehicles.

Two subsystems are necessary in the vehicle safety
enhancement system. One subsystem, vehicular information
acquisition subsystem (VIAS), takes charge of vehicular
status sensing, so as to detect the accident information (e.g.,
position, etc.), classify the severity level (e.g., slight bumping,
rolling over, etc.), as well as to detect some hazardous driving
behaviors (e.g., sudden slow down, S-shape driving, etc.).
Current additive sensor technologies, (e.g., GPS, accelerom-
eter, angular sensors, etc.), as well as the onboard vehicular
signals (e.g., airbag deploying signal, brake pedal signal,
vehicle speed signal, etc.), make possible the implementation
of this subsystem.

The other subsystem, intervehicle wireless communica-
tion subsystem (IVWCS), is in charge of the intervehicular
information sharing. Recent advances in wireless technolo-
gies have made vehicle-to-vehicle (V2V) communications
and vehicle-to-infrastructure (V2I) communication possible
by means of mobile ad hoc networks (MANETs) for intelli-
gent transportation system (ITS). Vehicle ad hoc networks
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(VANETs), considering the special features of vehicular
environment, have clear benefits; that is, VANETs not only
improve the overall safety for vehicular system, but also
smooth the traffic flow.

Furthermore, in order to disseminate the vehicle status
information to the traffic center, communication channels
should be established. The current approaches utilize mobile
phone channels, such as GSM, GPRS, or 3G, and so forth.
However, the numerous vehicles on road will lay a tremen-
dous burden on the mobile phone network. Hence, there
have been proposals to establish a series of infrastructures
along the road as information sinking ports and finally form
the V2I network [1]. Nevertheless, before this giant scope of
constructions, the robotic concept of mobile nodes can serve
as sinking ports for establishing the overall car safety network
framework, as a transitional and testing step.

Governments and prominent industrial corporations are
involved in this field over the past ten years, such as GM,
BMW, and Toyota. Several important projects were held to
promote development of such VANETs system. Advanced
Driver Assistance Systems (ADASE2) [2] and Crash Avoid-
ance Metrics Partnership (CAMP) [3] were launched in
the US. The project “FleetNet—Internet on the road” was
set up in German [4]. “FleetNet” uses FleetNet network
layer (FNL) to realize a vehicular ad hoc network. It is
an adaptive protocol, and position information are used
for routing and forward strategy. Taleb et al. proposed a
scheme called ROMSGP to enhance the stability of the IVC
and RVC communications in VANETs; the key idea is to
group vehicles according to their moving directions [5].
Moreover, the Federal Communications Commission has
allocated spectrum and new standards for VANETs, more
recently called IEEE 802.11p. IEEE 802.11p is an approved
amendment to the IEEE 802.11 standard to addwireless access
in vehicular environments (WAVE). It defines enhancements
to 802.11 required to support intelligent ITS applications.

Although the need for V2V communication is evident
and many studies for VANETs have been done, so far few
intervehicle communication systems for information sharing
between vehicles have been put into operation.OnStar system
is designed for vehicle safety byGeneralMotors [6]. It is based
on wireless cellular communications, such as GSM, GPRS, or
3G. This system works well but it limits the simple service
between the driver and the OnStar Center when the crash
accident happens. In addition, the service is available only for
all vehicles that have the factory-installed OnStar hardware,
like GM vehicles.

This paper proposes a vehicle safety enhancement system
based on wireless communication. It takes into consideration
the vehicular information acquisition, communication issues
for V2V and V2I, and finally the hardware implementation.
This paper is organized as below. Section 2 introduces the
vehicular information acquisition subsystem, which collects
signals for vehicle accident detection and classification, so as
to share with the whole vehicle networks. In Section 3, we
selected the benchmark routing protocol for V2V network
by comparison of three classical protocols, that is, DSDV,
DSR, and AODV. In Section 4, we consider the unique
features of vehicle networks, that is, with availability of

position and velocity, and modify the adopted AODV into
GPS based AODV (GBAODV), which has been verified for
better performance through simulation. Section 5 addresses
the problem of vehicle-to-infrastructure (V2I) information
sinking, in which we consider the optimization of time-delay
and network load. In Section 6, we describe the real-time
experiment. Section 7 concludes the paper.

2. Vehicular Information Acquisition [7]

Traffic collisions are serious threats to human lives. It is
estimated that 1.2 million people were killed in motor-vehicle
accidents globally [8]. There are various factors, such as
road and traffic environment, vehicle states, and drivers’
behaviors. Vehicular information, if obtained and shared
among surrounding vehicles, can reduce the risk of accidents.

2.1. Collision and Potentially Hazardous State Classification.
We classify and define the accidents or potential hazardous
actions into 4 severity levels, as listed below.

(1) Level 1 (potentially hazardous): sudden slow down
[9].

(2) Level 2 (minor accident): slight bumping [10].

(3) Level 3 (major accident): airbag deployed [11].

(4) Level 4 (serious accident): rolling over [12].

Different severity levels should be processed differently. If
sudden slowdownoccurs, the immediately following vehicles
ought to be notified, so as to prevent collision. For a minor
accident, a flexible traffic police, for example, motorcycle
police, will be adequate, and the most urgent need is to
recover the traffic. If the airbag is activated or there is
rolling over, ambulance should be connected automatically
and promptly to save the injured. Even more, for the rolling
over case, a crane may also be needed to remove the vehicle
in accident.

2.2. Sensors for Collision Detection. During the driving, some
real-time status signals are available inside the vehicle, such as
airbag deployment signal. Aside of those, additional sensors
are required to classify the signals into more delicate levels.
These signals and sensors are listed in Table 1.

2.3. Sensor Data Fusion and Collision Estimation. We adopt
the Freescale9s12XEP100 as the coreMCU controller for data
gathering and analysis. It is configured with 16 bit HCS12X
CPU, 512 Kbyte Flash EEPROM, and 32Kbyte RAM for
digital signal processing.

According to the sensor information obtained from
vehicle, the real-time estimation of collision is conducted, as
shown in Figure 1.

Figure 2 illustrates the overall processing action flowchart
for collision detection and dissemination.
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Table 1: Sensors for vehicular information acquistion.

Sensor Function
Airbag deployment LED
(on dashboard) Airbag deployment detection

Vehicle wheel sensor Detect vehicle speed
GPS/SiRF starIII Vehicle localization
6G one-axis accelerometer Sudden slow down detection
500G one-axis
accelerometer Slight bumping detection

1.5 G three-axis
accelerometer Rolling over

Steering wheel angular
sensor S-shape steering detection

Slight bumping
2

1.5G accelerometer

reading abnormal?
500G accelerometer

reading abnormal?
6G accelerometer

reading abnormal?

Airbag deployed?

Sudden slowdown
1

Airbag deployed
3

Level =

Level =

Level =

Level =

Airbag deployed
4

Level = 0

Yes

Yes

Yes

Yes

No

No

No

No

Figure 1: Flowchart for collision estimation.

3. Evaluation of Classical Routing
Protocols in MANET [13]

The speed of vehicle moving on a freeway is fairly fast, at
approximately 80 km/h in general. When the accident occurs
on a freeway, the warning message must be instantly sent
to other vehicles nearby via the VANET, so that the drivers
nearby have enough time to avoid collision. In order to
achieve reliable real-time communication, the performance
of routing protocol used by the VANET is important [5, 14].
Different routing protocols have different network charac-
teristics [15–17]. VANET on the freeway is a fast and highly
dynamicmobile ad hocwireless networkwithout fixed router,
hosts, or wireless based stations. A significant challenge in the
freeway VANET is how to select an efficient routing protocol
among numerous protocols. Thus, three classical routing

Real-time vehicle state
monitoring

Real-time estimation of
collision

Is vehicle
condition safe?

Severity level = 1?

Report to traffic center
and forward to nearby

vehicles

Forward waning to
nearby vehicles

through VANET

Yes

Yes

No

No

Figure 2: Algorithm flowchart of the collision evaluation.

protocols are evaluated and compared. A proper routing
protocol will be selected, based on which modification can
be made to bear the unique features for VANET.

3.1. Classical Routing Protocols for MANET. Numerous ad
hoc routing protocols have been proposed by the Internet
Engineering Task Force (IETF) Mobile Ad hoc Networks
(MANET) Working Group [18]. These routing protocols are
divided into two major classes based on the underlying
routing information update mechanism employed, reactive
(on-demand) or proactive (table-driven). For performance
evaluation, we have compared three typical routing protocols
in MANET for V2V application. Destination sequenced
distance vector protocol (DSDV) is selected as an example for
table-driven protocols, while both dynamic source routing
(DSR) and ad hoc on-demand distance vector (AODV)
protocols are selected as examples for on-demand protocols
[19–21].

(1) DSDV. DSDV is based on the Bellman-Ford algorithm
which can effectively solve routing loop problem [19]. Each
node has a routing table, which contains the shortest path to
every other node in the network. Each entry in the routing
table contains a sequence number. The number is generated
by the destination. If a node receives new information,
it consults the routing table and uses the latest sequence
number to forward . If the sequence number is the same as
the one existing in the table, the route with the bettermetric is
used. Stale entries are deleted by regular update of its routing
tables. DSDV is suitable for creating a small-scale ad hoc
network.

(2) DSR. DSR uses source routing instead of hop-by-hop
packet routing in comparison with DSDV and has two major
phases, which are route discovery and route maintenance
[20]. Route discovery is used to set up a route from source
node to destination by sending RouteRequest packet in
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Figure 3: Simulation scenario of vehicles moving on a freeway.

the source node. If a node in the path moves away and breaks
wireless communication, route maintenance will rebuild
a route from source node to destination one by sending
RouteError packet to the node adjacent to broken link. Each
data packet carries corresponding routing information.Thus,
it eliminates the need to periodically flood the network with
table update messages which are required in a table-driven
approach. However, DSR does not locally repair a broken
link. The connection setup delay is higher than that of table-
driven protocols.

(3) AODV. AODV is very similar to DSR [21]. It sets up a
route to the destination by sending a RouteRequest message.
The source node and the intermediate nodes store the next
hop information corresponding to each flow for data packet
transmission. The major difference between AODV and
other reactive routing protocols is that it uses a destination
sequence number (DesSeqNum) to find the latest route to
the destination. A node updates its path destination only if
the DesSeqNum of the current packet received is greater than
the last DesSeqNum stored at the node. However, AODV
requires more time to set up a connection than some other
approaches [15, 17, 21].

3.2. Simulation Environment and Performance Evaluation.
The simulator for evaluating three routing protocols is the
Network Simulator (NS2, version 2.33). NS2 provides sub-
stantial support for simulation of wireless networks using
discrete-event mode.

(1) Basic Scenario. The simulation scenario is designed
according to the normal state of car running on a freeway
shown in Figure 3. Assume that the freeway is 30meters wide
and 500 meters long. 40 vehicles are randomly distributed
to the four bidirectional lanes of the freeway. Each vehicle
is regarded as a mobile node moving forward in a random
fashion. The maximum velocity of nodes is 35m/s with
simulation period of 200 seconds. The channel capacity is

Table 2: Packet loss rate of three routing protocols.

Time (second) DSDV (%) DSR (%) AODV (%)
100 12.72 0.68 1.07
200 7.62 0.48 0.48

2Mb/s. The MAC type is IEEE 802.11. The CBR traffic model
is used with data packet size 512 bytes and sending rate
160Kbps.
(2) Performance Evaluation. The performance evaluation
of routing protocols is based on the measurement of the
following parameters [16].
Packet Loss Rate (%). Packet loss occurs when one or more
packets of data traveling across a VANET fail to reach their
destinations. The packet loss rate is calculated as

𝑝 = (1 −
𝑁
𝑟

𝑁
𝑠

) × 100%, (1)

where 𝑁
𝑟
and 𝑁

𝑠
represent the number of data packet

received and sent, respectively.
End-to-End Delay (ms). End-to-end delay is defined as the
time taken for a data packet to be transmitted across the
network from the source to the destination.
Packet Jitter (ms). Packet jitter is defined as the delay variation
between two consecutively received packets belonging to the
same stream. In general, it is expressed as an absolute value
of delay variation.
Throughput (Kilobits per Second). System throughput is the
sum of the data rates that are delivered to all nodes in the
network.
Protocol Overhead. Protocol overhead refers to the number of
routingmessages requestedwhen a data packet is successfully
delivered to the destination.

3.3. Simulation Results and Discussion. Throughout the sim-
ulation, we discuss the results as below.

(1) Packet Loss Rate. Table 2 shows the packet loss rate
incurred by DSDV, AODV, and DSR. Both DSR and AODV
on-demand routing schemes have considerably less packet
loss rate than DSDV. Because each node is fast mobile in a
random fashion, the network topology often changes. These
packets sent may be lost once the routing table is not timely
updated in DSDV. This results in a higher packet loss rate of
DSDV.

(2) End-to-End Delay. Figure 4 shows the end-to-end delay
of data packets. The statistical values of them are (7.440 ±

4.157)ms (DSDV, confidence level 𝛼 = 0.95), (8.167 ±

9.210)ms (DSR, 𝛼 = 0.95), and (8.107 ± 5.026)ms (AODV,
𝛼 = 0.95), respectively. They have no significant difference
in the mean values. However, as a whole, the margin of delay
fluctuation in DSR is the highest among the three protocols.
In DSR, a neighbor displacement is noticed only after a
packet is sent explicitly to that node. The network reacts
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Figure 4: Packet delay of three routing protocols.

if an acknowledgement is not received. Consequently, this
increases packet delay since the packet must wait until a new
route is established.
(3) Packet Jitter. Figure 5 shows the jitter of data packets
using three different routing protocols. The statistical values
of them are (2.356 ± 4.199)ms (DSDV, 𝛼 = 0.95), (3.254 ±

10.630)ms (DSR, 𝛼 = 0.95), and (4.498 ± 4.498)ms (AODV,
𝛼 = 0.95), respectively. DSDV shows the most superiority
than others. The average jitter of AODV is the biggest among
the three protocols. Moreover, the standard deviation of jitter
in AODV is larger than that in DSDV. Although the average
jitter of DSR is not the largest among the three protocols,
DSR has the largest jitter fluctuation among them.Thismeans
violent variation exists in the delay of a few data packets sent
in DSR.The rapid change of jitter is attributed to the frequent
change of network topology and the mechanism of inherent
routing update.
(4) Throughput. Figure 6 shows the throughput compari-
son of DSDV, DSR, and AODV. All throughputs are ever-
increasing with the time in general. This can be attributed

to more active nodes to join network communication with
time extension.The graph also reveals that AODV has higher
throughput than DSR. In DSR, a route is chosen based
on the short delay at the instance of route establishment.
Although this path may be the best route at that instant,
it may be also a route that lacks routing stability or has
unacceptably high load. In contrast, AODVhas amore robust
update mechanism to avoid bottleneck and congestion and
eventually improve throughput. In DSDV, high packet loss
rate causes throughput to drop.

(5) Protocol Overhead. Table 3 shows the overhead compar-
ison of DSDV, AODV, and DSR. AODV has the highest
overhead among three routing protocols due to three main
reasons. Firstly, AODV allows broadcast. Although the dis-
covery packets are broadcasted only when necessary, such
as establishing a new route, link breakage, or route error,
the broadcast instances will often appear for a fast mobile
VANET. Secondly, AODV allows mobile nodes to respond
to link breakages and changes in network topology in a
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Figure 5: Packet jitter of three routing protocols.

timely manner.Thus, numerous routingmessages are used to
maintain an active route in AODV.Thirdly, AODV is derived
from DSDV. It still has similar features of proactive routing
protocols. When the network topology is often changed
because of the fast mobility of nodes, proactive protocols
must send more messages to maintain a valid routing table.
The experimental results are shown in Table 3. DSR has
the best protocol overhead performance among the three
protocols. The DSR protocol is composed of the two main
mechanisms of “route discovery” and “route maintenance,”
which work together to allow nodes to discover andmaintain
routes to arbitrary destinations in the ad hoc network. Some
measures reducing overhead are adopted in the process of
“Route Discovery” and “Route Maintenance” of DSR [21].

3.4. Conclusion. Based on the simulation results, we discov-
ered that DSDV achieves marginal better packet delay and
packet jitter than AODV and DSR. However, it has signif-
icantly higher packet loss rate and the smallest throughout
among them. Although DSR has the best protocol overhead

Table 3: Overhead of three routing protocols.

Type DSDV AODV DSR
Number of received data packets 5579 5999 5993
Number of sent message packets 25607 39488 1615
Protocol overhead 4.59 6.58 0.27

performance among three routing protocols, it has poorer
jitter and throughput thanAODV. As a whole, AODV ismore
appropriate for the freeway VANET according to the quality
of service and the real time of packet delivery. The inherent
reason producing this result is the effect of node mobility on
the performance of the routing protocol.

4. GPS Based AODV Protocol for
V2V Communication [22]

As we can find through the previous protocol evaluation,
AODV is appropriate for the dynamic structure with mobile
vehicles. The source node will find a route to destination
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for data transmission. To find a route to the destination, the
source broadcasts a route request packet (RREQ). The node
receiving RREQ will reply a route reply packet (RREP) to the
reverse path that RREQ went through if it is the destination
of RREQ or if it has a recent route to the destination.
Otherwise, the node will broadcast RREQ until either of
the two situations above occurs. As RREP traverses back
to the source, the nodes along the path enter the forward
route into their routing tables. If a node leaves the network,
the node that discovers this broken link will send a link
failure notification (RERR) to the precursors.The RERR goes
upstreamuntil it reaches the source.The sourcewill thereafter
restart route discovery process if needed [23].

However, AODV is dedicated forMANET, andmodifica-
tion is necessary for VANET applications [24]. Since nodes in
VANET are fast moving vehicles, the topology of the network
changes all the time, making the position and velocity of
the node critical factors while finding the routes. Therefore,
besides conventional topology-based routing protocol (such
as AODV), position-based routing protocol, which primarily
uses the position information obtained byGPS to find a route,
is applied in VANET [25].

In recent years, many researchers have tried to combine
two types of routing together. In [26], Kim et al. pro-
posed AODV-RRS which restricts the number of forward-
ing RREQs according to the concepts of stable zone and
caution zone. PAODV [27] restricts the number of flooding
RREQs based on the distance between current node and
its neighbors. Both of them have similar mechanism and
reduce the number of broken links. DAODV [28] establishes
a route depending on the direction and position of source,
intermediate, and destination node. Although it also reduces
the number of broken links, DAODV assumes that source
node knows the direction and position of all the nodes in
the network. Actually this is impossible with the current GPS

devices. We should find some mechanisms to get the geo-
graphic information of all the nodes.Thereby, in [29], Asenov
and Hnatyshin proposed GeoAODV routing protocol. Each
node will maintain an additional table, geotable, to keep track
of the geographic information of all the nodes. RREQs are
restricted flooding in the region determined by the geotable.
However, it costs more resources to maintain two tables.

We go a step further in this section by proposing a
GPS based AODV (GBAODV), which enhances the overall
performance of AODV in VANET. In order to be attainable
in physical implementation, GBAODV assumes that each
node only knows its own position and velocity. Without
maintaining a geotable [29], GBAODV is muchmore concise
than GeoAODV.

4.1. Overview of GBAODV. With current GPS device, we
can obtain the longitude (𝑥 coordinate) and latitude (𝑦
coordinate) of current node, and calculate the speed in each
direction with two successive sets of coordinates. Without
maintaining a geotable, we add geographic information into
routing table to make the algorithm concise.

There are two main features in GBAODV. First is to
reduce the number of RREQs. The node receiving an RREQ
packet will check the distance and motion trend between
the precursor and itself, so as to decide if this RREQ should
be broadcasted. By restricting these flooding RREQs, it will
avoid lots of packet collisions in the network. As a result,
the packet delivery ratio and throughput of the network
can be raised. Second is to mark the route according to the
positions and velocities of source, intermediate, and desti-
nation. Higher mark means higher stability. Consequently,
every node will choose a route with higher mark.

These two features require specifying flooding rules and
marking standards, as well as some modifications in the
routing table and routing packets.

4.2. Modified Structure of Routing Table, RREQ, and RREP

(1) Modified Routing Table. Original routing table contains
the IP addresses of next hop and destination, sequence
number of destination, and total hops. The routing table will
update if the sequence number of destination is larger or
total hops is less. We added the position and velocity of the
destination node and the mark of this route into the routing
table. Besides the two conditions above, the routing table will
update when the mark is larger, which means that the route
path is more stable.

(2) Modified Frame Structure of RREQ. We inserted position
(𝑥, 𝑦 coordinates) and velocity (𝑥, 𝑦 direction) of the source
and current node into RREQ packet. We also applied a
reserved segment to record the mark of the route link from
source to precursor.

(3) Modified Frame Structure of RREP. RREP is modified
similar to RREQ. We inserted position and velocity of the
destination and current node into RREP packet. We also
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Figure 7: B, C, and D will broadcast RREQ received from P.

applied a reserved segment to record the mark of the route
from destination to current node.

4.3. Flooding Rules and Marking Standards

(1) Flooding Rules. Let 𝑑 stand for the distance between the
precursor and current node and 𝑅 stand for the maximum
transmission distance of the wireless card.The flooding rules
are as follows.

If (𝑑 < 0.4 𝑅 ‖ (𝑑 > 0.8𝑅&&𝑑 is increasing))

discard RREQ;

Else,

broadcast RREQ.

The coefficients 0.4 and 0.8 are chosen empirically.
We conducted simulations with the combinations of these
coefficients to study numbers of RREQs and RERRs, packet
loss ratio, and average end-to-end delay. Results show that the
combination of 0.4 and 0.8 is the best among all.

In Figure 7, B, C, andDwill broadcast the RREQ received
from P, while A and E will discard it.

(2) Marking Standards. As illustrated in Figure 8, let 𝐿𝐷
𝑐

stand for the current distance between node 𝐿 and node 𝐼,
𝐿𝐷
𝑙
stand for this distance a moment later, 𝑅𝐷

𝑐
stand for the

current distance between node 𝐼 and node 𝑅, and 𝑅𝐷
𝑙
stand

for this distance a moment later. We specify the marking
standards as follows:

mark = 2 sgn (𝐿𝐷
𝑐
− 𝐿𝐷
𝑙
) + 2 sgn (𝑅𝐷

𝑐
− 𝑅𝐷
𝑙
) + 𝐶, (2)

where sgn() is a signum function.
𝐶 is a constant:

𝐶 = {
0 if 𝐼 is in the dashed rectangle
−3 if 𝐼 is out of this rectangle.

(3)

−3 is chosen experimentally according to simulations.
Since the transmission distance of wireless LAN card is

limited, geographic distance of each hop is the key factor that
affects the quality of communication. If the distance stays

L

R

I1

I2

Figure 8: Different mark for different regions.

unchanged, then the route is really stable so that the source
and destination can communicate steadily. If the distance is
increasing, it is possible that one node in this routewill exceed
the transmission distance soon. If the distance is decreasing,
then after some time, the two nodes may cross over and start
to depart. It is better than increasing distance, but not as
good as unchanged distance. So we set two values for each
changed distance: 0 for each decreasing distance and −2 for
each increasing distance, as shown in (2).

To find a path to the destination, the source broadcasts
an RREQ containing the position and velocity of source and
preset a standard mark value.

As illustrated in Figure 9, when a node receives an RREQ
the following will occur.

(i) If it does not have a route to the source node, it will
insert the route RREQ into its routing table.

(ii) If it has a route in routing table but the route needs to
be updated, it will update routing table.

(iii) If it is the destination or has a route to destination, it
will create an RREP in which the mark is a standard
value (if it is the destination) or is obtained from
routing table (if it has a route to destination).

(iv) If it is a node besides (3) and satisfies the broadcasting
conditions (refer to flooding rules), it will add the
mark of source→ precursor→ current to the present
mark in RREQ. It will also update the position and
velocity of current node in RREQ.

As illustrated in Figure 10, when a node receives an RREP
the following will occur.

(i) If it does not have a route to the destination, it will
insert the route, which RREP goes through, into its
routing table.

(ii) If it has a route in routing table but the route needs to
be updated, it will update routing table.

(iii) If it is the destination of RREP (i.e., the source of
RREQ), it will insert the route into routing table.

(iv) If it is a forwarding node, before unicasting RREQ,
it will add the mark of source→ precursor→ current
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Figure 9: Flowchart of processing RREQ.

to the present mark in RREP. It will also update the
position and velocity of current node in RREQ.

4.4. Simulation Setup

(1) Simulation Tools. We chose VanetMobiSim 1.1 [30] for
traffic simulation. This software can generate a traffic flow in
the format suitable forNS2 [31], which can loadGBAODV for
network simulation.

With VanetMobiSim, we import maps from the US
Census Bureau TIGER/Line database [32], which includes
complete coverage of the United States, Puerto Rico, and so
forth.Moreover,VanetMobiSim supports formultilane roads,
differentiated speed constraints, and traffic light signals at
intersections. All the vehicles can be set to Intelligent Driver
Model with Lane Changing (IDM LC) [33, 34]. For these
reasons, the scenario in traffic layer is quite authentic, which
makes the simulation in network layer reliable.

(2) Parameter Settings. In our simulation, we observed two
types of traffic models: downtown and highway. TGR11001
[32] (district of Columbia, WA) is chosen as downtown
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Figure 10: Flowchart of processing RREP.

Table 4: Parameter settings of traffic.

Traffic layer Downtown Highway
Area (m2) 1000 × 1000 1000 × 1000

Number of lanes 3 3
Maximum number of traffic lights 10 None
Speed (km/h) 20∼80 60∼120
Simulation time (s) 250 1000

Table 5: Parameter settings of network.

Network layer Downtown Highway
Maximum transmission distance (m) 250 250
Number of sources 35 17
Number of connections 56 26
CBR packet size (bytes) 256 512
Transmission rate (pkt/s) 1 2
Simulation time (s) 250 1000

map and TGR36001 [32] (Albany county, NY) is chosen as
highway map. Multilanes and traffic lights are involved. All
the vehicles follow the IDM LC driving model. Tables 4 and
5 are the parameter settings of traffic and network simulation.
Traffic flow and CBR (constant bitrate) data flow are both
generated randomly.
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Figure 12: Number of RERRs sent in downtown scenario per
connection per second.

4.5. Simulation Results

(1) Downtown Model. Figure 11 illustrates that the number of
RREQs received per node per second is reduced by about
50%. This is caused by the application of flooding rules. In
addition, we can notice that although it is normalized by the
number of nodes, the number of RREQs still increases with
the number of nodes. This means larger number of nodes
induces larger amount of RREQs broadcasted in the whole
network.Therefore, it is significant to reduce the broadcasted
RREQs especially in high density traffic.

Figure 12 illustrates the number of RERRs sent per con-
nection. The number of RERRs is also reduced a lot which
means broken links have decreased a lot. This is an attribute
to the application ofmarking standards sincewe choose every
connection with high stability.

Figures 13 and 14 illustrate the packet loss ratio and
average end-to-end delay. Compared with Figures 11 and
12, they show that packet loss ratio and average end-to-end
delay are positive correlated to the numbers of RREQs and
RERRs, because reducing the number of RREQs contributes
to avoiding large amount of packet collisions in the network.
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Figure 13: Packet loss ratio in downtown scenario.
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Figure 14: Average end-to-end delay in downtown scenario.

Meanwhile, reducing the number of RERRs (i.e., broken
links) could smooth communication.

(2) Highway Model. The number of RREQs received per
node per second is reduced by more than 50% (illustrated
in Figure 15). Figure 16 shows that the number of RERRs
sent per connection is also reduced. We also note that with
the increase of number of nodes, the reduction of RERRs
(i.e., broken links) increases. This means GBAODV is more
efficient in high density traffic scenario. The conclusion is
verified by Figure 17 (packet loss ratio) and Figure 18 (average
end-to-end delay). Compared with Figures 13 and 14, the
improvement of network performance is not as sharp as that
which we obtained in downtown model.

The main reason is that the node density in highway
model is relatively low. Firstly, lower node density leads to
less number of RREQs flooding in the network (referring
to Figures 11 and 15). The number of RREQs received per
node per second in highway model is about 80% of that
in downtown model. Therefore, packet collision in highway
is slighter than in downtown. Although GBAODV weakens
packet collision, it achieves no big improvement. Secondly,
lower node density provides fewer choices of stable routes.
If we restrict the number of RREQs, the effect caused by
skipping some stable routes is larger than that in downtown
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Figure 15: Number of RREQs sent in highway scenario per node per
second.
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Figure 16: Number of RERRs sent in highway scenario per connec-
tion per second.

model. That is the reason why the reduction of the number
of RERRs in highway model is less than that in downtown
model (referring to Figures 12 and 16).

To conclude, GBAODV is much better than AODV in
both models. It releases the load of the network (less number
of RREQs), reduces broken links and packet loss ratio, and
shortens average end-to-end delay.

5. Vehicle Information Sinking Network
Based on Mobile Nodes [35]

Aside of the mobile V2V network, the information from the
vehicles should also be sent to the sink node, which will be
normally performed by the roadside infrastructure. However,
the construction of these infrastructure networks is expensive
in both funding and time. Hence, mobile node acted by vehi-
cles can firstly serve as the sinking port. This section elabo-
rates a data gathering algorithm based on swarm intelligence.
Although the computational resource and energy source
of the on-board computer in vehicles, compared to field
wireless sensor nodes, is abundant, applications may need
to be extended to bicycle riders, with limited energy source.
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Figure 18: Average end-to-end delay in highway scenario.

The transmitted information in the future will be extended as
there will be applications aside of accident reporting, such as
cloud computation,media access, and entertainment through
the V2V and V2I network. Hence, in order to maximize
the overall network efficiency, communication load of each
vehicle node ought to be balanced.

Much reference can bemade from the current research on
hand-held devices such as 3Gmobile phone and PDA, which
play role as mobile sink of wireless sensor network (WSN)
node in applications [36, 37]. Thus the algorithm for the data
gathering application should support the sink node mobility.
It is a challenge in WSN algorithm design.

Based on the application of the sensor network, the data
delivery model to the sink node can be categorized into
three types: query-driven, event-driven, and continuous. In
query-driven model, the sink node generates a query, and
then a temporary route is built. The node which is checked
receives query and returns result, for instance, DD [38] and
ACQUIRE [39]. In event-driven model, because the event
rate is much lower without temporal and spacial information,
the event node triggers the data transmission and temporary
route building, such as Rumor routing [40] and TTDD [41].
Focusing on these two types of data transmission model, the
routes are temporary, so the sink node mobility has little
influence on data transmission. In the continuous delivery
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model, each sensor collects data periodically and sends data
to the sink node for gathering. In data gathering application,
the sink node builds the route usually; for instance, it has been
concluded in TEEN [42], APTEEN [43], and MINA [44].
However, movement of the sink node often results in broken
links. If the route is rebuilt frequently, not only the network
energy consumption will be large, but also the regular data
transmissionwill be blocked by the network storm,whichwill
result in massive broadcasting messages.

Sink mobility brings new challenges in data gathering
application, although some protocols and mechanisms have
been proposed in recent years, such as TDD, SEAD [45],
CODE [46], and others in [47, 48]. TTDD uses a grid
structure so that only sensor located at the grid points needs
to acquire the forwarding information. The route path for
the moving sink node is maintained and refreshed by agent
nodes. When there are several data sources in the network,
the overhead is large.Meanwhile, the route needs to be rebuilt
when the sink node moves out of the grid. SEAD protocol
designs a dormancy mechanism for the nodes in grid to
reduce energy consumption. The current route extends and
recovers by itself while the sink node moves, but time delay
remains a problem. CODE does not need to rebuild global
path, but it needs other routing protocols to support, so
the protocol is more complex. A local routing restoring
mechanism is proposed in [47] that the sink node sends
Sink Claim message periodically. This message is used for
the sink node detection. The sensor node would change
its status according to this message. The main problem of
this method is the large consumption caused in sending
the Sink Claim message in high frequency. Meanwhile, the
throughput becomes smaller. As described in above, TTDD,
SEAD, CODE, and others in [47, 48], they are all designed for
query-driven or event-driven transmission model, so these
methods are notmuch suitable for data gathering application.

For data gathering application in V2I, this section studies
the equilibriummechanism andproposes a swam intelligence
data gathering algorithm for mobile sink (SIDGMS). The
idea of SIDGMS algorithm is derived from swarm intelli-
gence such as ants. In this algorithm, each vehicle node is
a smart individual but with limited knowledge. SIDGMS
defines two simple rules to describe the data forwarding.The
problem how to choose next hop becomes multiobjective
programming, which considers both the delay and load of the
network. To solve link-break problem, amethod of the power
control for the Sink beacon message is proposed.

5.1. SIDGMS Algorithm. The idea of SIDGMS algorithm is
derived from swarm intelligence. The preying behavior, as a
typical behavior of swarm intelligence, has simple rules. If
an individual discovers food, others will observe and study
local behavior from the individuals in the region. As a result,
everyone in group can find food.

Each node in a wireless sensor network (WSN) system
has limited computational ability, memory space, energy, and
wireless transmission range, so the nodes can only exchange
information with neighbor nodes within the wireless com-
munication range.

Sink

Figure 19:The structural relationship between the sink and vehicles.

Sink node can be regarded as food source, and the process
of data gathering can be regarded as swarm foraging action.
The sink node and other nodes are mapped on Figure 19.

The principle of data gathering works as below.

(i) The sink node broadcasts beacon periodically, which
contains its current location information.

(ii) The internal nodes discover the sink node directly and
start the data transmission with the sink node.

(iii) Meanwhile, the external nodes detect the data trans-
mission between the internal nodes and the sink
node, which helps the external nodes discover the
sink indirectly and triggers the data transmission
between them if needed.

(1) SIDGMS Algorithm Mechanism. In this algorithm, the
nodes in WSN system can be separated into two types, the
sink node with mobility and the sensor nodes. Two messages
are defined as below.

Message 1. SINK BEACON (sinkInfo), which is sent by the
sink node to inform sensor nodes. sinkInfo includes the
location component (𝑥, 𝑦) and sequence number seq, which
is incremental.

Message 2. SENSOR DATA (nextAddr, data, sinkInfo, load-
Info), which is sent by sensor node. The sensor node collects
its vehicular information (data) and then forwards it to next-
hop node (nextAddr). The latest sink location component
(sinkInfo) and load information component (loadInfo) are
included in this message.

During the data transmission period, the sensor node
saves location component of the sink node and refreshes
this component once it receives a new one, which could be
identified by the sequence number component (seq). At the
same time, the sensor node changes its status according to the
SINK BEACONmessage.The status of sensor node is defined
as follows
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Definition 1. If sensor node receives the SINK BEACON
message at a interval time 𝑇 (𝑇 is the periodic time of
SINK BEACON), the sensor node marks its status as Sink
Adjacent (SA). Otherwise, it marks its status as Nonsink
Adjacent (NSA).

According to different status of the sensor node, the
algorithmhas different data forwarding rules, which are listed
as follows.

Rule 1. If the sensor node status is SA, the data is forwarded
to the sink node directly.

Rule 2. For any sensor node in NSA status, it has two criteria
to choose next hop.The first criterion is for less delay, and the
other is for load balance of the network.

Generally, the sensor node which is closer to the sink
node has less jumping hops, so its delay is smaller.

For any sensor node 𝑖, the distance from the sink node is
calculated according to (4) as below:

𝑑 (𝑖) = √(𝑥
𝑖
− 𝑥sink)

2
+ (𝑦
𝑖
− 𝑦sink)

2
. (4)

For any sensor node 𝑖 which is in NSA status, the best
sensor node for next hop considering the fast transmission
is solved according to (5):

𝐽 = arg min
𝑗∈𝑁(𝑖)

𝑑 (𝑗) , (5)

where𝑁(𝑖) denotes the neighbor nodes of the node 𝑖.
It is a complicated problem to calculate the loading of

each sensor node. However, it can be estimated in two ways.
In one hand, the key to maximize the WSN lifetime is to
reduce energy consumption in each sensor node. We assume
that each sensor node has the same hardware equipment.
Thus the remaining battery energy in each node should be
considered.

On the other hand, the time to forward messages in a
WSN system is closely related to the network performance,
such as the packet loss rate, time delay, and network conges-
tion. Therefore, the total time of forwarding action could be
used as indicator of the network loading. It could be denoted
by the number of package buffer queue.

This mathematical model is elaborated as below.

Definition 2. The loading of sensor node in WSN system is

𝑙 (𝑖) = 𝑘
1 + 𝑞 (𝑖)

𝑒 (𝑖)
, (6)

where 𝑙(𝑖) denotes the loading of the sensor node 𝑖, 𝑒(𝑖) is the
battery dump energy, 𝑞(𝑖) is themean number of the packages
in the buffer queue, and 𝑘 is scale factor.

For any sensor node 𝑖 which is in NSA status, the best
sensor node for next hop considering the load balance is
calculated by

𝐽 = arg min
𝑗∈𝑁(𝑖)

𝑙 (𝑗) . (7)

Sink
J

Figure 20: Same covering radius.

Definition 3. For the criterions of Rule 2, 𝜆
𝑑
is defined as

the distance weight coefficient with the sink node, and 𝜆
𝑙
is

defined as the loading weight coefficient for the sensor node.
𝜆
𝑑
≥ 0, 𝜆

𝑙
≥ 0, and 𝜆

𝑑
+ 𝜆
𝑙
= 1.

The final optimization considers both the aspects of faster
transmission and power balance, as below:

min
𝑗∈𝑁(𝑖)

(𝜆
𝑑


𝑑 (𝑗) − 𝑑

0
+ 𝜆
𝑙


𝑙 (𝑗) − 𝑙

0
)

s.t. 𝑑 (𝑗) < 𝑑 (𝑖) , 𝜆
𝑑
≥ 0,

𝜆
𝑙
≥ 0, 𝜆

𝑑
+ 𝜆
𝑙
= 1,

(8)

where 𝑑
0 is the minimum distance and 𝑙

0 is minimum
loading. The distance weight coefficient 𝜆

𝑑
and the loading

weight coefficient 𝜆
𝑙
are interrelated with application. For

some applications which require high real-time response, 𝜆
𝑑

would be increased. For some applications which focus on
the energy equilibrium, 𝜆

𝑙
will be increased. 𝑑(𝑗) < 𝑑(𝑖) to

prevent looping back.

5.2. Power Control Strategy

(1) Node Coverage Radius. The sink node broadcasts
SINK BEACON periodically. However, no matter how fre-
quently the sink node broadcasts the SINK BEACON mes-
sage, packet loss would happen. That is because the linkage
between the sink node and a sensor node in boundary area
is fragile, due to the movement of the sink node. This case is
shown in Figure 20, in which all the sensor nodes and sink
node have the same transmission radii.

In order to solve this problem, we propose a new strategy
to avoid link breaking, as shown in Figure 21. The transmis-
sion radius of the sink node is smaller than that of the sensor
nodes. At present, most of the microcontrollers for WSN can
support this by power control, such as CC2430, CC1100, and
MC132x.

How to determine the transmission radius of the
SINK BEACON? As proposed in [49], with assumptions that
the density of nodes is uniform and all nodes inWSNdomain
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Figure 21: Different covering radius.
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Figure 22: Partial address routing.

are subject to the Poisson distribution, the probability that𝑚
nodes exist in area 𝑆 is

𝑃 (𝑋 = 𝑚) =
(𝜌𝑆)
𝑚

̇𝑒
−𝜌𝑆

𝑚!
. (9)

Therefore, the problemof radius 𝑟 could be translated into
(10) as follows:

𝑃 (𝑋 > 0) = 1 − 𝑃 (𝑋 = 0) ≥ 𝛼, (10)

where 𝛼 is the confidence, which denotes the probability that
SA node appears.

Finally, the radius 𝑟 can be determined as

𝑟 ≥ √
ln (1 − 𝛼)

𝜋𝜌
. (11)

(2) Cycle Time of SINK BEACON. It is shown in Figure 22. In
this case, we assume the movement velocity of the sink node
is 𝑉, the transmission radius of SENSOR DATA message is
𝑅, and the transmission radius of SINK BEACONmessage is
𝑟 (𝑟 < 𝑅). Hence, cycle time of the SINK BEACON message
should satisfy this condition: 𝑉𝑇 ≤ 𝑅 − 𝑟.

Therefore, the cycle time of the SINK BEACON is calcu-
lated as follows:

𝑇 ≤
𝑅 − 𝑟

𝑉
. (12)

timerStart(𝑇, PERIOD TYPE)
while (haveEnergy)

if (timerFired)
sendMsg(SINK BEACON, sinkInfo)

else if (receivedMsg)
renderMsg()

end
end

Pseudocode 1: The sink node pseudocode of SIDG-MS.

status:= NSA
while (haveEnergy)

switch (receivedMsg)
case: SINK BEACON

status:= SA
recordSinkInfo()
timerStart(𝑇, SINGLE TYPE)
break

case: SENSOR DATA
if (toSelf)
computeNextHop()
forward()

else
recordInfo()

end
break

end
if (timerFired)
status:= NSA

end
if (sensorDataReady)
computeNextHop()
sendData()

end
end

Pseudocode 2: The sensor node pseudocode of SIDGMS.

For example, if the transmission radius of SEN-
SOR DATA is 100m, the transmission radius of SINK BEA-
CON is 50m, and the moving velocity of the Sink node is
10m/s, representing that the sinking vehicle moves slowly on
the road; the max cycle time of SINK BEACON is 5 s.

5.3. Experiment and Analysis. The simulation for evaluating
SIDG-MS algorithm is implemented with NS2.

(1) Implementation of SIDG-MS Algorithm. The sink node
takes charge of sending SINK BEACON and data gathering.
The pseudocode is listed in Pseudocode 1.

The sensor node collects vehicular data and forwards to
the sink. It runs in distributed mode and the pseudocode in
every node listed in Pseudocode 2.

(2) Test Scenario.The simulation scenario is designed accord-
ing to a plane area, which is 800 meters wide and 800
meters long. There are totally 401 nodes in this WSN system,
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Table 6: Simulation parameters.

Parameter Value
Scene size 800 × 800 (m)
Node number 400 node + 1 sink
Mac 802.11
Application CBR
Packet size 1024
Queue length 10
Channel model Two-ray ground
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Figure 23: Network lifetime comparison.

including 1 sink node and 400 sensor nodes. The sink node
moves randomly in the network with a constant speed 10m/s.
The sensor node collects the sensor data at a time interval
every 10 s and its initialization energy is 50 J.Other simulation
parameters are listed in Table 6.

We assume the energy consumption for collecting data
is 1 × 10

−5 J, the energy consumption for receiving data is
5 × 10

−5 J, and the energy consumption for transmitting
data is 1 × 10

−4 J. The value of SINK BEACON transmitting
radius calculated according to (11) is larger than 50 meters
(𝑟 ≥ 50m); in this simulation 𝑟 it is initialized as 80
meter. The transmission radius of the sensor node for SEN-
SOR DATAmessage is initialized as 150m.Theperiodic time
of SINK BEACON calculated according to (12) is smaller
than 7 s (𝑇 ≤ 7 s), so 𝑇 is initialized as 5 seconds.

(3) Simulation Result and Analysis. The more incoming
and outgoing message in MAC layer, the larger energy
consumption will be. Therefore, we calculate the network
energy consumption of every interval by counting the com-
municationmessage inMAC layer is.The simulation result is
shown in Figure 24, which illustrates the energy consumption
character of SIDGMS, Huang et al. [47], and Lee et al. [48]
algorithms. When the sink node is in motion, the energy
consumption in literature [47] increases because the route
path increases. In the algorithm of literature [48], the route
path to the sink node is checked during each message packet
transmission, so the energy consumption runs at a constantly
high level. In SIDGMS algorithm, the location of the sink
node could be refreshed during themotion.Thus this strategy
has less energy consumption.
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Figure 24: The energy consumption comparison between three
methods.
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Figure 25: Time delay comparison.

The network lifetime is defined as the time period until
one of the nodes dies. The simulation result with different
methods is shown in Figure 23. The lifetime in literature [48]
is the shortest due to the large energy consumption, such
as many refreshing actions for route path. The lifetime in
literature [47] is shorter than SIDGMS algorithm because
there is no optimization for load balance. Some node’s
loadings are too heavy to support long lifetime.

Time delay is an important factor ofWSN system,we ana-
lyze it bymonitoring the CBR stream.The simulation result is
shown in Figure 25. Time delay with the SIDGMS algorithm
is significantly lower than the other two algorithms.

6. System Integration and Experiments [7]

To test the communication system, we developed a series of
hardware as experimental platforms.

6.1. Platform Integration Architecture. Figure 26 shows
the system architecture including two major components:
onboard integration subsystem and V2V portable subsystem.
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Figure 26: Platform integration architecture.
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Figure 27: Onboard integration subsystem.

6.2. Integration for Onboard Subsystem. Onboard subsystem
is full version for collision detection and classification, so all
sensors as shown in Table 1 are installed onboard. Somemain
sensors are shown in Figure 27.

6.3. Integration for V2V Portable Subsystem. In order to
design low cost platform for V2V application, we also need
to develop a portable system to be installed on others test car.
A series of portableV2Vnodes have been developed and used
for real road test, as shown in Figure 28.

Currently, we implement GBAODV based on AODV-UU
[50]. Two threads are running under one main process. One

is for routing in the network and the other is for reading GPS
data through serial port directly.

Environment and devices for network test include
(i) Linux Fedora 7,
(ii) PC104 consortium [51],
(iii) Ralink RT2500 series wireless LAN card,
(iv) SiRF StarIII GPS module,
(v) touch screen and keyboard.

6.4. Road Test Scene. In this section, different experiments
are conducted to demonstrate the functions and performance
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Figure 28: V2V portable subsystem.

Figure 29: The scene of experiments: Science Park, Hong Kong.

Table 7: Average packet loss ratio.

Number of nodes AODV GBAODV
4 45.5% 61.7%
5 63% 59%
6 73% 59%
7 56% 54.3%
8 51.5% 41%

of the integrated system. In these experiments, the key vehicle
is a Toyota Corolla, equipped with the full version system,
includingWLAN-based component, GPS component, GPRS
component, hazardous driving behavior detection subsys-
tem, and collision detection and analysis subsystem. Aside
of that, we prepared eight sets of portable systems. These
portable systems include WLAN-based component and GPS
component. The scene of experiments is the road near Hong
Kong Science Park and the corresponding driving path is
marked as a blue path in Figure 29.

6.5. V2V Communication Test. In this experiment (Figures
30 and 31), all vehicles are driven along a line with 30 km/hr.
Different alarm signals are triggered manually by each of the
vehicles randomly. The source sends 100 PING messages to
destination continuously.The V2V communication system is
then evaluated by checking whether the other vehicles can
receive the PINGmessage caused by status changing.The test
result is shown in Table 7.

GBAODV performs better than AODV in general.
Although the packet loss ratio is large, this is acceptable.
Since there are barriers, such as buildings, in the experiment

Figure 30: Vehicle experiment.

1
2

3

4
5

Figure 31: GUI for vehicle experiment.

environment, the signal attenuates rapidly. The packet loss
ratio after one hop is approximately 20%. PING is round
trip message. If source and destination cannot communicate
directly, PING message traverses at least 4 hops. Therefore,
the packet loss ratio is at least

1 − (1 − 0.2)
4
= 0.5904. (13)

This is close to the experiment results. If the environment
is clear enough, the results should be better.

7. Conclusion

In this paper, we presented a vehicle safety enhancement
system based on wireless communication. The system can
obtain vehicular signals, classify hazardous information, and
make decision to trigger different actions to prevent the
accident from occurrence or deterioration. To enhance the
network performance, we evaluated DSDV, DSR, and AODV
protocols and adopted AODV as the benchmark protocol.
Thereafter, GPS information is integrated into AODV to
further upgrade to GBAODV, which reduces packet loss rate
and end-to-end delay, especially for downtown application in
VANET.This paper also addresses V2I routing, by proposing
the SIDGMS, which balances delay and network load. Sim-
ulation validates the V2I algorithm. Finally, we evaluate the
V2V system by on-road test.
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A vehicular ad hoc network (VANET) is a wireless network that provides communications between nearby vehicles. Among
the different types of information that can be made available to vehicles through VANETs, road traffic information is the most
important one.Thiswork is part of an experimental development of awireless communication platformoriented to applications that
allow improving road efficiency and safety, managing and monitoring road traffic, encouraging cooperative driving, and offering
pedestrian services and other added-value uses. The proposed system consists of smartphones, sensors, and Wi-Fi hotspots 2.0, as
well as complementary functionalities including access to network infrastructure via 3G, GPRS, and 4G. The developed wireless
network prototype allows taking advantage of the potential benefits of VANETs. At the same time, the use of smartphones does not
require large money investments either in public or restricted areas. The first implementations with smartphones have been useful
to test the behaviour of the proposal in a real environment. We have also implemented a large-scale simulation by using NS-2
simulator. From the obtained data, we have estimated the minimum requirements necessary for the correct working of a VANET
and the problems that can happen in case of possible attacks or communication overhead.

1. Introduction

There is an urgent need to improve traffic management
throughout the world, particularly in large urban areas.
The growing congestions, gradual increase of pollution, and
concern for improving vehicle safety have prompted govern-
ments and automobile industry to explore the potential of
intelligent transportation systems (ITS). However, the devel-
opment of the theoretical standard IEEE802.11p for Vehicular
Ad-Hoc Networks, which will offer many environmental,
economic, and mobility advantages, has been physically
impossible due to the enormous cost that would imply for
users and institutions to adapt vehicles and roads. On the one
hand, roads would require including road side units (RSUs),
and on the other hand, users’ vehicles would have to include
on board units (OBUs).

In this paper, we propose a new approach for the
deployment of VANETs using current Information and
Communications Technologies (ICTs).Thewide deployment
of ICTs involves that different pieces of technology, such
as mobile phones, sensors, and wireless technology, have

become ubiquitous mainly due to the significant reduction
in their prices. This type of technology has a potential that
has not yet been explored for the implementation of ITS
applications without any deployment of RSUs and OBUs.

In order to address the development and implementation
of new vehicular applications by combining these devices, it
is critical to have an overview of all the involved technologies.
The field of vehicular communications can offer huge advan-
tages for drivers, pedestrians, trafficmanagers, transportation
service providers, traders, and so forth. However, it can
suffer many types of attacks that can endanger human lives
or decrease transport efficiency in strategic times and/or
locations. For this reason, the design and development of
the proposed application are to be run on current devices,
taking into account safety and security systems, in both
communications and relayed information.

This paper describes a set of tools for the implementation
of the proposal in the Android platform. It consists of a
set of applications forming a secure communication system
for spontaneous and self-organizing networks based on
smartphones, which does not require any infrastructure in
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vehicles or on roads because its operatingmode is completely
distributed and decentralized. In particular, our proposal is
based on Wi-Fi Direct in order to reduce the costs to zero,
because today existing smartphones all over the world offers
such connectivity and its use has no cost at all. Besides,
other communication techniques such as 3G/4G can provide
higher transmission speed, longer transmission distance, and
larger network throughput. By combining Wi-Fi Direct and
3G/4G technology, we ensure communications everywhere
and at every moment.

Here, we present the design of a secure communications
system in a spontaneous and self-organized vehicular ad hoc
network, without any infrastructure either on roadside or in
vehicles, using only mobile devices. In particular, we present
a hybrid software platform that integrates different types of
wireless technologies, such as Wi-Fi Direct, Bluetooth, and
3G/4G, and focussed on different ITS applications:

(1) safety applications to avoid crashes, announce road
hazards and serious traffic infringement, report about
approximation of emergency vehicles, and so forth,

(2) applications for traffic management and monitoring,
which allow warning and/or avoiding traffic jams,

(3) value-added applications for management of parking
lots, geolocated advertising platform, weather infor-
mation, optimized public transport, and so forth.

The rest of the paper has been organized as follows.
Section 2 covers related research on security and applications
of VANETs.The technology required by the system specifica-
tions is presented in Section 3. Section 4 contains a detailed
description of VAiPho structure, including explanations of
its main applications. Security issues related to information
content and user anonymity are analysed in Section 5 con-
sidering different possible attacks, while Section 6 provides
some details on simulation a real implementation of the
proposal. Finally, conclusions are presented in Section 7.

2. State of the Art

The first prerequisite to be considered when designing a tool
to create a self-organizing vehicular network for increasing
road safety and passenger comfort is the accuracy and
reliability of transmitted information. Thus, security is one
of the most important topics to be taken into account when
a communication system is designed for VANETs [1]. In the
bibliography we can find several proposed schemes for self-
organizing VANETs [2–4] and MANETs [5–7], which try to
solve all or part of the security problems existing in these
types of networks. However, a different approach is presented
in this paper, where a practical and secure way to deploy
VANETs nowadays is proposed. The work [8] has the same
objective as this work, but it does not address the main aspect
of connection security.

User privacy is an important issue that needs to be
addressed for the development of vehicular networks. Our
proposal uses a random pseudonym generator to guarantee
with a high probability that it is not possible to track a vehicle
either from other vehicles or from road infrastructures, and

that coincidences between two generated pseudonyms could
exist but are unlikely. In [9] a pseudonym-based scheme is
proposed where the authors try to solve the privacy problem
caused when GPS coordinates and speeds of vehicles are sent
in the beacons. In our proposal, none of those data are sent
in beacons.Themore recent work [10] proposes a distributed
traceable pseudonym management scheme based on a blind
signature.

Nowadays, many centralized GPS software navigators
offer traffic services based on information provided by local
road authorities, police departments, and systems that track
traffic flow. However, neither of them are real-time data as
they do not reflect the events that have just produced, nor
respect users’ privacy, so people are reluctant to use them.
Regarding the congestion detection problem, Google Traffic
[11], TomTom [12], Sygic [13], and Waze [14] are solutions to
detect traffic congestions. The main difference with our pro-
posal is that all of them need a data connection (LTE, 3G,
or GPRS) to work. Another disadvantage is that users com-
pletely lose their privacy because they have to provide infor-
mation on their locations to the companies that support
the service. Furthermore, sometimes user privacy is violated
because those data are stolen from the servers of the compa-
nies.

With respect to the search for free parking spaces, recently
other authors have proposed different solutions. However,
unlike this paper, most of them are related to paid parking.
References [15, 16] are proposals involving that a device is
installed in the passenger door, and when an empty parking
space is found, this information is reported to a centralized
server through 3G or GPRS. In [17], the authors propose a
solution where users can find empty parking spaces managed
by RSUs. Reference [18] presents another system for the
management of parking spaces in a radius, but its goal is not
on how the information is obtained and transmitted through
the network but on how it is managed.

Since the solution to find a parked car is quite easy to
implement, several applications for it can be found in the
different mobile platformmarkets [19, 20]. However, we want
to clarify that such an application is simply an added value of
the proposal, and not its main goal.

The main starting point of this paper is the idea that
the introduction of a complete model of VANETs would
be extremely expensive both for users, who would have to
buy and install some devices in their vehicles, and for the
state, which would have to deploy RSU on the roads to sup-
port VANET services. Therefore, this work proposes a self-
organizing VANET based only on communications between
vehicles, with no infrastructure. The idea is that this model
can serve as a quick introduction to a more complex and
complete VANET, all this with good levels of reliability and
security.

Our main goal is to define a simple and scalable model
for VANETs, where users can cooperate through their mobile
devices to obtain updated information of interest about the
traffic area in order to choose the best updated route to
their destinations. Our proposal takes into account that
the integration of VANETs will be gradual, so that at the
beginning there will not be any kind of RSU, and the VANET
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Figure 1: Minimum system specifications.

will start from a few vehicles, to grow to a larger number
of vehicles. This growth will be faster or slower depending
on the usability and offer of added-value services that the
software for VANETs provides to the users. Thus, in this
paper we focus on the first phase of VANET deployment. As
soon as the VANET infrastructures are fully deployed, the
proposed solution should be checked to avoid unnecessary
communications so that the high number of communications
does not degrade the network.

3. Used Technology

The system here proposed, called VANET in Phones
(VAiPho), has been fully developed and tested for Windows
Mobile. We know that this technology is obsolete so here
we present a partially development for Android. Mobile
application development has gonemultiplatform, sowe know
that VAiPho will have to be developed for iOS and Windows
Phone platform too. However, none of both platforms allow
creating direct communications with other OS smartphones,
so the implementation in these platforms will depend on the
required opening of the native libraries.

The following technology (see Figure 1) is necessary for
the optimal use of VAiPho.

Bluetooth/Bluetooth Low Energy. To connect the device with
the vehicle, providing automatic activation of VAiPho ser-
vices without requiring the user’s attention.

Wi-Fi Direct. IEEE 802.11 b/g/n. For the direct exchange of
information about possible events between different wireless
devices.

Location Services. They include information from mobile
phone towers, GPS antenna, and nearby Wi-Fi nodes to
obtain the geographic coordinates where the different events
happen as well as the speed and direction of the involved
vehicle.

Storage Space. With the required capacity for storing the
necessary apps, maps and data about users, and information.

Battery. To run the application and communicate with other
nodes.

As we can see, VAiPho uses the powerful application
platform capabilities of today’s mobile devices. Thus, it is not
expensive at all for users. Furthermore, people are used to
working with mobile devices, so the user interface of VAiPho
is not strange for users, which avoids the usual difficulties of
learning to use new devices.

Most of the VAiPho information exchanges are per-
formed using the Wi-Fi Direct standard. This standard is
highly suitable for this type of communication because
devices can connect directly to each other quickly and conve-
niently in order to do different tasks such as synchronization
and sharing of data. The IEEE 802.11p standard of wire-
less communications [21] was specifically designed for the
deployment of VANETs and therefore it is more appropriate
for this type of communications. However, nowadays there
are no devices capable of broadcasting in the frequency range
that IEEE 802.11p uses. For this reason, VAiPho uses Wi-Fi
Direct, which is based on the IEEE 802.11 family of standards
for wireless local area network operation and has the ability
to communicate under the IEEE 802.11b/g/n standard.

4. Application Structure

VAiPho structure consists of three main parts that have
been implemented in different applications in order to test
each one separately to find problems individually before
integrating them into VAiPho implementation, as shown in
Figure 2.

Bluetooth Launcher. It runs several services to detect available
connections in the smartphone. It is a light program in charge
of detecting Bluetooth, NFC, or charger connection to launch
other services when the user is inside the car. It is especially
useful if the device is connected with the Bluetooth hands-
free car kit.

Smart Navigator. It launches the automatic application that
is responsible for detecting and forwarding the events that
happen on the road.
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Figure 2: VAiPho structure.

Car Locator. It is designed to show the information saved by
the Bluetooth Launcher about the car’s position.

Geolocated Advertising. It is the source of VAiPho commercial
profit.

This section presents these modules so that their internal
structure is fully detailed.

4.1. Bluetooth Launcher. Bluetooth Launcher allows the
automatic starting of the application via Bluetooth when
the mobile phone connects to the hands-free car kit. This
application is one of themost important parts ofVAiPho from
the point of view of road safety because it ensures that users
keep the focus on driving, as distraction is a major cause
of deaths on the road. For this reason, Bluetooth Launcher,
which is a very light application, is a service that listens for
the smartphone connections, so that when the smartphone
connects with the hands-free car kit through Bluetooth, NFC,
or charger, it automatically launches a navigation application
(see Figure 3). In this way, it does not require the driver
attention, which prevents possible distractions if the driver
forgets to turn it up.

Bluetooth Launcher automatically launches the listening
services when the user powers on the smartphone and, from
then, it runs in background. It hardly consumes any resources
because its unique function is to listen to a registry and
to launch other applications like the Smart Navigator, if
the device connects to the car through Bluetooth, NFC, or
charger.

Another important characteristic of Bluetooth Launcher
is that it reads the notifications aloud. Thereby, the user can
listen to the notifications from chat apps likeWhatsApp, Line,
Viber, and so forth, or from SMS. It also shows these notifica-
tions in the smartphone screenwith large fonts. Furthermore,
it allows easily answering those messages without the need of
using hands with the smartphone.

We are aware that the priority of mobile phones is to
make phone calls and high battery consumption would cause
discomfort to users. This fact has been taken into account
when implementing Bluetooth Launcher, so it has very low
battery consumption and it is not a drawback for VAiPho.

Figure 3: Interface of Bluetooth Launcher.

4.2. Smart Navigator. Smart Navigator is the main applica-
tion of VAiPho. It is also the most complex one because it
involves many different tasks. VAiPho requires both con-
nectivity with other phones via Wi-Fi Direct and GPS.
Thus, connectivity using standard interfaces is necessary.
Besides, VAiPho uses GPS information, like maximum lane
speed, vehicle speed, and geographic coordinates, in order
to detect possible congestions or empty parking spaces. This
information has to be processed, stored, and sent to other
vehicles. For that purpose, the Smart Navigator implements
the following functionalities: starting the wireless interface,
creating an ad hoc network or connecting to other devices,
loading data from the database and password file, loading and
starting the client beaconing and the server, starting themaps
app, and starting the incident detector.

The process followed when the Smart Navigator launched
involves the following steps. First, the Wi-Fi Direct interface
is launched and begins receiving and sending beacons from
and to the network. If the interface finds a node, it connects
with it via Wi-Fi Direct. Then, it creates and fills the
databasewith user data like private/public key pair, secret key,
pseudonym, and so forth. These security issues are detailed
in Section 5. Then, the system is ready to communicate and
exchange information about events with other devices in the
range of transmission. This entire process is automatic and
transparent to the user, and just a voice message indicates to
the driver that VAiPho has begun.

Once the communication system is set, theGPS navigator
is started and an incident detector system is launched. The
main goal of Smart Navigator is to detect an abnormal sit-
uation automatically in order to produce the corresponding
event warning and alert the driver and other users about that
situation. This process uses GPS software to obtain data such
as speed and location. Specifically for the real device imple-
mentation of this work we have used the Google Maps API.

Smart Navigator has the target of detecting possible
congestions on the roads automatically, so it uses the function
of the SDK that allows retrieving the actual location and
speed as well as the speed limit of the current road. With
this information, the event detector of VAiPho finds out
whether the vehicle is travelling at an unusually low speed
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and, in such a case, it concludes that the vehicle is stuck in a
traffic jam. Once detected the incident, the process generates
an event warning including the road name, direction of car
movement, and geographic location in which the incident is
located. This event is stored in the database and relayed to
other vehicles. Thanks to these automatic event detections
and the cooperation among devices, it is possible to know
more about road conditions. This information is relayed to
other vehicle, which can play different roles depending on
their situation regarding the detected event. On the one hand,
if the vehicle that receives the warning can confirm it because
it is travelling on the same road andhas also detected the same
event, nodes use the data aggregation scheme described in
Section 5, in order to avoid network overload. On the other
hand, if a vehicle receives the warning but it cannot detect the
event because it is not circulating on the same road where the
event has been detected, or it is on the same road but far away
from the incident, there are two possibilities.

(a) The road is not part of the receiver vehicle route:
in this case, the vehicle acts as a simple packet
transmitter and relays the packet to all the vehicles
within its range of transmission.

(b) The road is part of the receiver vehicle route: this case
takes more processing time because first the vehicle
has to determine whether the busy road is in its route,
and if so, it has to compute whether it is better to
choose an alternative route or to keep the same one.
If the system determines that it is better to use an
alternative route, the new route is calculated.

Many security issues have been taken into account to
implement all these processes because any attacker could try
to generate false events, or to modify the contents of real
packets, or even to deny relaying packets in order to attack
the network operation. Therefore, communications among
vehicles and information about detected events relayed in
the network should provide evidence of being truthful. For
this purpose, a security module presented in Section 5 has
been created and added to VAiPho. In this section we explain
possible attacks and how VAiPho resists each of them.

There is another important task of Smart Navigator,
which is the detection of parking space availability. In this
application, the procedure is simple. When a driver turns on
the car, the mobile device synchronizes to the GPS signal
and obtains the geographic coordinates where the vehicle
is parked before it leaves the space. Then, Smart Navigator
broadcasts these geographic coordinates as a potential empty
parking space. Received events of parking spaces have a short
expiration time that is configurable by the user. The default
value is set to 1 minute in the implementation. Frauds and
errors cannot be controlled for parking events because there
are several situations where a vehicle can leave a certain
location that is not a valid public parking space, such as a
private outdoor parking space or a prohibited parking space.
For this reason, when the tool announces a parking space, it
indicates that it is a potential empty parking space, but there
is no guarantee that the space continues to be available when
the receiver reaches it. In order to use this tool, it is necessary

Figure 4: Driver Interface of Smart Navigator.

to launch the search for an empty parking space. When an
empty parking space is detected, it is shown on the map and
a voice message is then launched.

Figure 4 shows the interface that is displayed when the
user is driving. It is very similar to that used by conventional
GPS navigation applications. In order to prevent distracted
driving, this interface not only uses icons on themaps but also
voice messages. Therefore, when it detects traffic congestion
or a possible empty parking space, an icon on the screen is
shown and a voicemessage indicating congestion on the route
or available parking is heard.

4.3. Car Locator. This application has a simple interface,
which is shown when the user is not driving (see Figure 5).
When the user turns off the car, the geographic coordinates
where the vehicle is parked are stored in the database in order
to help the user to find the parked vehicle. Often, it is difficult
for users to find the places where they parked their cars,
especially in large and unknown cities. In these cases, Car
Locator uses the geographic coordinates of the parked vehicle
stored in the database in order to draw a walking route to the
car on the map.

Additionally, the users can check the events that are
updated and stored in their mobile phones. In particular, Car
Locator module provides a tool to locate where the vehicle
is parked, if both Bluetooth Launcher was active when the
car was parked and the parking space had location service
coverage. For this purpose, Car Locator module provides a
parking remainder button, marked with word find, which
the users have to click on to locate their cars. This module
launches the GPS navigator on walking mode to show the
place where the vehicle is located and the route on the map
between the user current location and the car. Figure 5 shows
the case when the application indicates that the information
on the vehicle location is available.

4.4. Geolocated Advertising. Companies or users that are
interested in advertising through this tool may contact the
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Figure 5: Pedestrian Interface of Car Locator.

administrators because VAiPho allows providing geolocated
advertising as source for commercial profit. In particular,
all registered users or companies can contract geolocated
advertising.

Advertising data include name of the company, message,
𝑋 coordinate, 𝑌 coordinate, area of interest, expiration date,
and commercial logo. The message is limited to a short
number of characters in order to be easily showed and read
by the application.This information is processed and checked
and, after the payment, the user receives a packet containing
the advertising information and its certificate. The user then
has to download the Geolocated Advertising application and
store it in a predetermined path in its device. Afterwards,
its device will broadcast the advertising information to all
nearby VAiPho users, who will receive it if it is so defined in
their advertising filters.

5. Security Mechanisms

An important challenge in VANETs is security, not only
regarding the users that take part in the network but also the
involved communications. Moreover, the relay information
can affect driver decisions because they can reduce their
speed and/or choose alternative routes based on a received
report. Thus, a security scheme is necessary to determine
whether the available road traffic information to the driver
is trustful or not. Besides, the quality of communications in
VANETs can be degraded if the number of noncooperative
vehicles is very large. For this reason, VAiPho includes several
security mechanisms to prevent possible attacks against data
integrity and user privacy.

5.1. Reliability. The definition of trust relationships between
users to define which devices are reliable inside the network
is an important issue. In order to reach this purpose, a trust
graph according to which key certificates are distributed is
proposed. For this goal, people interested in VAiPho must
register in the application, which allows generating a file
of signatures and certificates that are required to use the
application.

VAiPho is a self-management tool based on the trust
between users defined through key certificates signed by the
users who trust the corresponding key and owner. The more
signatures a key certificate has received, the greater the trust
from other nodes that can be used during its life in the
network. Therefore, we can find a similarity between our
network and social networking sites like Facebook, Twitter,
and so forth. In this way, VAiPho operates according to what
is called viral marketing; that is to say, it uses techniques
based on preexisting social networks. In order to facilitate the
registration process, VAiPho will use the APIs of the social
networks (Facebook, Twitter, Google+) to enable the registry
of the user in VAiPho services.

Furthermore, VAiPho allows users not involved in any
social network to use their email account for trust goal. They
can log in the application and register to get their pair of
public and private keys in order to start using VAiPho. Once
the users register their email credentials, the tool imports
their contacts from their email accounts and searches in this
list other users registered in the system. The resulting list is
then displayed to the new users so that they can confirm who
of these users will be used to sign their certificates. During
the signing process, VAiPho website exchanges the generated
certificates so that each user holds the signature generated
by itself and the signatures produced by its friends. Each
time a new mutual authentication is done, the application
may download an updated file containing the certificates
generated by the users and its friends, which is needed to
generate the certificate graph of the trust network to allow
secure communications within the network.

Users can download the application from Google Play.
Once the application is installed on their devices, it generates
the files containing the cryptographic information and stores
them in a protected path.

5.2. Privacy and Legitimacy. Privacy and legitimacy are the
most important issues regarding VANET security.

On the one hand, in VANETs it is completely undesirable
that, through the communications, any attacker can track a
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user. In centralized systems using long reach communica-
tions the situation could be even worse because an attacker
could track all the vehicles at the same time from a single
site. VAiPho mechanism does not use long reach commu-
nications so this centralized attack is not possible. However,
the particular Wi-Fi Direct signal that VAiPho uses for
communication could be tracked. In order to protect user
privacy, the application uses variable pseudonyms associated
with the phone MAC address as identifiers. In particular,
VAiPho application changes its pseudonym in random time
periods and warns about these changes through the beacons
only to those nodes with which it is authenticated.

On the other hand, it is necessary to ensure that the device
corresponds to a legitimate user of the VAiPho network.
Checking this in a fully distributed network, where there is
no central infrastructure to control identities, is complex. In
this work, the mechanism to verify the authenticity of users
is based on a zero-knowledge proof, which is an interactive
method for one user to prove to another that it knows a
secret, without revealing anything about it. Specifically, in
VAiPho the secret is the public key of a third user that both
communicating parties know according to their certificate
graph. Hence, public keys are specially selected to fulfil the
requirements of the used zero-knowledge proof. In this way,
it is necessary that both users share a friend’s public key to
make authentication possible. Thus, it is important that users
maintain their certificate repositories updated. According to
the so-called rule of 6 degrees of separation [22], nodes
in this type of network have in their local repository at
least one node in common with a high probability. VAiPho
automatically revokes certificates of users who repeatedly
show bad behaviour, and information about revocations is
exchanged between authenticated users.

5.3. Integrity. One of the most important issues in security is
to be able to ensure that information relayed in the network
is trusted. An attacker could simulate a nonexistent traffic
congestion in order to convince other users not to choose a
route and in this way to have the road free of vehicles. VAiPho
uses a data aggregation mechanism to avoid this type of pos-
sible fraud.The procedure is as follows.When the application
installed in a device detects an abnormal situation such as
a speed much lower than expected for a long time, it sends
a traffic congestion warning to its neighbouring devices. If
neighbour applications detect that their speed is abnormal
too, they sign the received information, corroborating it.
When the promoter application receives a minimum number
of signatures, it adds them to an aggregated packet with the
information and sends it to all neighbours, who widespread
the data [23].

Therefore, traffic congestions must be detected by dif-
ferent VAiPho users, which must sign the traffic event with
their private key in order to allow the aggregation of these
signatures in a single packet. Thus, we ensure that not only a
vehicle has detected an incident but also that several vehicles
have corroborated it.This security mechanism eliminates the
possibility of spreading false traffic congestions created by
a single attacker and avoids possible confusion generated
by the system when a vehicle stops on the side of the road

due to different reasons such as a flat tire or a vehicle fail-
ure.

The minimum number of required signatures depends
on the deployment level of the VAiPho application, that is
to say, the higher the number of vehicles with VAiPho, the
greater the number of required signatures.Thiswill alsomean
that the larger the number of VAiPho devices in the network,
the lower the possibility of attack. In order to calculate the
threshold number of required signatures, VAiPho checks the
time since its first authentication in the current journey and
computes the average number of users per minute. In the
current VAiPho implementation, this average is lower than
one perminute, so the number of required signatures is two. If
the number is between one and four per minute, the number
of required signatures is four, and if the average is higher than
four per minute, the number of required signatures is five.

5.4. Availability. Since in VAiPho the packets are exchanged
among vehicles using others as relaying nodes, an attacker
could try to make that communications fail. This could cause
a VANET to be broken into pieces so that the network cannot
provide services such as packet forwarding.Thus, an attacker
could launch a passive denial-of-service with the goal that the
wireless network does not work properly.

In this sense, VAiPho includes a specific mechanism
against these attacks, which uses encrypted exchange of data
as a method to strengthen cooperation in relaying packets as
it prevents passive nodes that do not cooperate in relaying
packets to get benefit from encrypted information.

In this way, VAiPho application ensures that only those
vehicles that belong to the network and help in its opera-
tion benefit from information relayed in it. The encrypted
exchange of data prevents users who want to benefit from the
VANET without helping in forwarding information because
such a passive attack would degrade the functionality of tool
and compromise the connectivity of the network.

6. Experimental Analysis

Simulation data and real implementation settings are briefly
presented in this section to demonstrate that VAiPho is suc-
cessful in accomplishing the goals of automatically detecting
and warning about traffic congestions and helping people
to find empty parking spaces. Furthermore, through the
experimental analysis we have checked that the goal is
accomplished in a safe way, both regarding data integrity and
user privacy.

These proof-of-concept tests were intended to evaluate
whether deploying VANETs throughmobile phones can fulfil
specific characteristics of VANETs such as hybrid architec-
ture, high mobility, dynamic topology, scalability problems,
and intermittent and unpredictable communications.

The first test consisted in checking that communications
between smartphones with Wi-Fi Direct by using the IEEE
802.11b/g/n standard are feasible by using a simple client-
server application between devices, when circulating with
vehicles in urban environments or motorways at different
speeds, using different numbers of devices. These tests were
successful. After this, we created several simulations of the
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Figure 6: VAiPho simulation with SUMO and NS-2.

proposal by using SUMO and NS-2 in order to estimate the
minimum number of vehicles that are required to deploy the
network. Finally, we implemented and are now improving the
complete set of applications that form VAiPho for Android
smartphones.

6.1. Simulation. The main target of the simulations was to
determine the minimum density of cars necessary to ensure
the appropriate deployment of VANETs.

From the obtained results, we concluded that VAiPho is
feasible in urban environments with a minimum percentage
of vehicles that allow disseminating the information over the
network. Under these conditions, both the feasibility and
effectiveness of the approach were shown through the results.

In the first part of the simulation with NS-2 [24] and
SUMO [25] (see Figure 6), the most relevant options selected
for the demonstration were total number of vehicles: 600–
15000, number of vehicles with OBUs: 1%–100%, simulation
time: 100–216000 seconds, authentication period: 20 seconds,
and distance between relay nodes: 75 meters.

The implemented simulations of VAiPho were studied
in three different development levels: vehicle mobility, node
energy, and Peer-TO-Peer (P2P) communication.

(i) The vehicle mobility level manages the node move-
ment according to the movement pattern, which
defines roads, lanes, different speed limits for each
lane, traffic congestions, and so forth.

(ii) The node energy level is used to distinguish between
vehicles with and without OBUs because vehicles
without OBUs are on the road but do not make any
contribution to the communications.

(iii) The P2P communication level is responsible for the
definition of which nodes are in the transmission
range of the retransmitting node at any time.

The simulations allowed us to know the number of con-
nections in the network related to the percentage of vehicles
with OBUs. From this information, the minimum number of
vehicles with OBUs that is necessary to exchange information
can be extracted. On the other hand, the percentage of
vehicles with OBU necessary to avoid a drop in the quality
of communications can be also estimated.
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Figure 7: Numbers of packets in VAiPho simulation.

The simulations were run for different percentages of
nodes with the same topology in order to illustrate the
vehicular P2P network evaluation. Within the information
obtained from the simulations (see Figure 7), we have the
number of packets that have been generated, sent, broadcast,
received, lost, and so forth by each node. Also, other com-
puted information is the number of generated or lost packets
in the whole network, which types of nodes generate packets
and forward them, and so forth. In addition to all this
information, another interesting aspect of simulations is that
it provides a detailed image of what happens in each moment
in the VANET thanks to the use of the NS-2 display. The
traffic model was shown through the SUMO tool while the
information was represented using the TraceGraph tool.

6.2. Real Implementation. Many communication tests have
been made using the IEEE802.11b/g/n standard with VAiPho
in mobile phones inside cars in urban environments.

The first conclusions of these tests are twofold. On the one
hand, vehicles with VAiPho traveling in opposite directions
do not have enough time to establish communications. On
the other hand, vehicles in the same direction or inside cities,
where the speed is lower, have enough time to establish
communications and to exchange the data required by the
proposal. Thus, the described system can be seen as a first
approach to the real deployment of some interesting VANET
applications with currents devices, which could be analysed
as a proof of concept of the futureWAVE-basedVANETs [26].

For the evaluation,we built a set ofVAiPho applications in
different smartphones with Android using Java. Some videos
showing how this tools works in real devices, vehicles, and
roads can be found on the website [27].

The application has shown to be effective for traffic con-
gestion recognition, parking detection, and parked vehicle
finding. It also works well regarding authentication of users,
protection of user privacy, and exchange of secret information
with other devices. Devices running VAiPho that receive
some information, display and forward such information
correctly.

In particular tests showed good performance in:

Automatic Recognition and Warning of Traffic Congestions.
The scenery is as follows. A vehicle is stuck in a traffic
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jam. VAiPho application running on a device inside the car
automatically detects it and broadcasts a warning message.
Another device inside a car on the same route and direction
detects the same traffic congestion and signs the received
message, and the signed message is broadcast so that a third
device displays the traffic congestion both on the screen and
through voice messages.

Automatic Detection and Announcement of Empty Parking
Spaces. The scenery is as follows. A vehicle leaves a parking
space and broadcasts the announcement of an empty parking
space. Nearby vehicles receiving this information forward it
to other vehicles, and if they are looking for empty parking
spaces, they show this information to the drivers on the map
and through prompt messages.

Route to Parked Vehicle. The scenery is as follows. A vehicle
is parked in a parking space and then the user leaves it.
Afterwards, the user presses the parking reminder button and
the tool shows the route on foot to the vehicle.

Geolocated Advertising.Advertisements are broadcast in their
area of validity.

Systems for traffic congestion detection andwarningwere
tested through several devices playing different roles. In
this way, real traffic congestion situations were simulated.
Different devices inside vehicles were in charge of detecting,
signing, and aggregating the events, receiving those packets
and checking the corresponding signatures in them before
warning the driver and relaying the information. Figure 7
shows the number of packets that were sent and lost during
the test. In order to check the parking detection tool, one of
the cars was parked and turned off. After that, the car was
started and when the device synchronized with GPS, it stored
and broadcast the geographic coordinates to other devices in
its range of emission. Those vehicles receiving this informa-
tion, which had previously launched the Car Locator applica-
tion, show the empty parking space on the map.

7. Conclusion

This paper presents an advanced implementation of a tool for
deploying VANETs with current devices, called VAiPho.This
application encourages the fast development of vehicular net-
works, which so far have not been possible to implement. It
solves the problemof starting and deployingVANETs, involv-
ing, at the same time, maximum efficiency policies, informa-
tion and user security, and minimum cost. Therefore, its
development can act as an engine for other innovative pro-
jects in ITS.

In order to provide several VANET facilities, VAiPho
involves several algorithms and corresponding software that
can be run on current devices like smartphones, phablets,
or tablets equipped with Wi-Fi Direct and location services.
In particular, the main target of VAiPho is the development
of both security applications and information services to
prevent traffic accidents, enhance traffic management and
mobility, improve transport efficiency, and so forth.

According to the experimental analysis, the proposed
application can be effectively deployed in urban situations
for specific applications using nowadays smartphones. The
obtained results show that VAiPho guarantees efficiency
and security of communications and is a powerful tool for
several VANET applications. This is still a work in progress,
so many aspects like the addition of new features and the
implementation in other mobile platforms such as iOS and
Windows Phone are being now developed.
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The primary motivation for developing vehicular safety applications is to provide information and assistance required to avoid
collisions. Such applications depend on performance of vehicular communications which have critical requirements for various
operating scenarios. However, there is still a lack of practical performance measurement data in the open literature that can be used
to design robust and reliable applications for vehicle safety. This paper provides an overview of the current standards for vehicular
communications and requirements for vehicular applications and analyzes ad hoc performance of commercial off-the-shelf
DSRC and Wi-Fi radios in real vehicular environments. Also, it identifies important effects of messages size, message frequency,
weather condition, and vehicle mobility on vehicular communications. For example, rainy weather significantly diminishes the
communication range and vehiclemobility causes temporal variations in communication throughput.With a better comprehensive
understanding of these effects on performance and reliability, quality of vehicular applications can be significantly improved.

1. Introduction

Dedicated short-range communication (DSRC) is designed
to support a variety of applications based on vehicular com-
munications. It is already in trial use and its products are
out on the market. As vehicular communications rely on
standards to ensure interoperability between vehicular equip-
ments, there have been several international and regional
standardization efforts, particularly the United States and
Europe. In the US, for example, DSRC adopts IEEE 802.11p
standard [1] for wireless access for vehicular environments
(WAVE). IEEE 802.11p is based on IEEE 802.11 standard [2]
for the physical (PHY) and medium access (MAC) protocol
layers [3]. DSRC also employs a suite of IEEE 1609 standards
[4–6]: 1609.2 (security services), 1609.3 (network services),
and 1609.4 (multichannel operation) for the upper protocol
layers. Most of these standards are recently published.

One important reason for the use of IEEE 802.11p, an
amendment to the IEEE 802.11 standard, is that itmay encour-
age IEEE 802.11 (Wi-Fi) manufacturers to support DSRC,
which would spur rapid penetration of DSRC and efficiently
lowering deployment costs. For instance, the majority of

the commercial off-the-shelf DSRC radios currently have an
embedded IEEE 802.11a Wi-Fi chipset. Since IEEE 802.11p
employs the orthogonal frequency-division multiplexing
(OFDM) technique for the PHY layer, which is originally
adopted by IEEE 802.11a [7], DSRC radios using IEEE 802.11a
Wi-Fi chipsets can support IEEE 802.11p to achieve fast and
robust connections tomoving vehicles bymodifying the PHY
andMAC layers of the IEEE 802.11 standard. However, DSRC
radios are still not expected to penetrate the market with
affordable prices until the deployment of DSRC equipment in
vehicles is regulated, which will result in a demand for high-
volume production.

Many current wireless network deployments are based on
Wi-Fi technology that uses IEEE 802.11 standards, specifically
802.11a/b/g/n, to provide a high-speed network connection
in wireless environments. The IEEE 802.11 standards were
originally developed for extending wireless communication
links between indoor local area network (LAN) equipments,
but the use of Wi-Fi in outdoor environments has expanded
quickly due to its high capacity and reliable coverage. For
vehicular communications, the existing and emerging Wi-Fi
technologies provide high throughput, predictable range,
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and a variety of physical diversity mechanisms, thus ensuring
network performance and reliability while lowering deploy-
ment costs. For this reason, DSRC radios are already employ-
ing Wi-Fi chipsets and IEEE 802.11p standard. Hence, the
Wi-Fi technology can be investigated for vehicular networks
to provide better usability and interoperability using existing
pervasive Wi-Fi-based smart devices and infrastructures.

Vehicular networks have generated considerable research
interests, where many researchers have proposed various
solutions. However, it is difficult to determine if the solutions
can be implemented in practice and if they are really reliable
in practical implementation. This difficulty arises because
most of prior research was developed and evaluated in typical
network simulators based on limited scenarios and physical
models including vehicle mobility and channel character-
istics [8]. As the costs of real implementation and field
experiments are extremely high, extensive measurements in
vehicular environments are difficult. Most of the previous
field experiments [9, 10] have focused only on measuring
channel characteristics due to vehicle mobility in order to
develop vehicular simulation models, for example, vehicle-
to-vehicle (V2V) propagation channel model.

For vehicular application design, application require-
ments are derived from implementations that depend on
the performance of vehicular communications, particularly
DSRC. However, little attention has been paid to the per-
formance of practical communication links in vehicular
environments, such as effective single-hop communication
range, available bandwidth (or sending rate), data loss, and
latency time (or variation of delays). For example, road
safety applications, for example, collision avoidance, need to
transmit safety messages at 10Hz, which should be received
within aminimum range of 100ms to track others’ movement
and take action to prevent potential collisions [11]. As each
vehicular application has critical performance requirements,
an approach that focuses on how to reliably satisfy the
minimum performance requirements is necessary. Although
some performance measurements have been reported, most
of them are related to channel fading statistics. There still
remains a need for pragmatic measurements of performance
in real operating environments.

The goal of this study is to investigate the ad hoc
performance of the promising technologies, DSRC and its
base Wi-Fi standard, for vehicular communications, which
can be a critical baseline for vehicular application design.
In this work, there are three major discoveries from our
experiments, which are the main contributions of this paper.

(1) We report performance measurements of ad hoc
links using off-the-shelf DSRC and Wi-Fi radios at
adjacent 5.860GHz (DSRC) and 5.825GHz (Wi-Fi)
in real vehicular environments including a parking
lot, test track, and highway. Our results show that
performance of User Datagram Protocol (UDP) and
broadcast, twomost popular transport layer protocols
in vehicular applications, is significantly affected by
the size and rate of transmitting messages, which
has an important impact on bandwidth efficiency in
safety application design.

(2) We conducted field experiments under both sunny
and rainy weather conditions to examine the effects
of weather changes. Prior work provides just good
results in clear weather conditions, many of which
are based on nonrepresentative and nonreproducible
measurements, but we present measurements show-
ing that rainy weather substantially diminishes the
radio communication coverage. The performance
degradation from the varying weather condition has
an important impact on reliability of vehicular safety
applications.

(3) Our measurements indicate that ad hoc performance
within desired communication coverage areas is quite
stable even if the communicating vehicles aremoving,
whereas the performance shows a significant drop
in throughput and substantial increase in data loss
at longer ranges or varying distances. This suggests
that the use of half channel bandwidth (10MHz) has
advantages (e.g., sustainability with channel fading
and interference) and disadvantages (e.g., small com-
munication capability) in performance and reliability.

The rest of this paper is organized as follows. We first
introduce the background and work related to our study in
Section 2. We then describe the details of our experimental
setup including hardware setting, network configuration, and
performancemeasurement procedures in Section 3.Then, we
present and discuss our experimental results in Section 4 and
conclude our investigation in Section 5.

2. Background and Related Work

In this section, we give an introduction to existing and
emerging standards for vehicular communications and per-
formance requirements for vehicular safety applications.
Also, we present an overview of critical characteristics of
vehicular communication environments.

2.1. Standardization of Vehicular Communications. Vehicular
communications rely fundamentally on standards to ensure
interoperability among devices from different manufactures,
which is also crucial for cost-efficient deployment. Kenney [3]
and Ström [12] introduce in detail the current standardization
efforts primarily conducted by the United States and Europe.
Most of vehicle communication standards are recently pub-
lished.

In the US, DSRC uses IEEE 802.11p [1] for wireless
access for vehicular environments (WAVE) based on IEEE
802.11 standard at the PHY and MAC layers. In upper
protocol layers, DSRC utilizes a suite of IEEE 1609 standards:
1609.2 [4] for security service, 1609.3 [5] for network ser-
vices, and 1609.4 [6] for multichannel operation. DSRC also
supports prevalent Internet Protocols for the network and
transport layer, such as Internet Protocol version 6 (IPv6),
User Datagram Protocol (UDP), and Transmission Control
Protocol (TCP). IEEE 1609.3 defines the bandwidth-efficient
WAVE Short Message Protocol (WSMP) for vehicular safety
messages. In cooperation with IEEE 1609 standards, the
Society of Automotive Engineers (SAE) International has
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Table 1: Major parameters of the OFDM PHY layer.

Parameters IEEE 802.11p (DSRC) IEEE 802.11a (Wi-Fi)
USA frequency 5.850–5.925GHz 5.180–5.825GHz
Channel spacing 10MHz 20MHz
Data rate (Mbps) 3, 4.5, 6, 9, 12, 18, 24, 27 6, 9, 12, 18, 24, 36, 48, 54
Subcarriers 52
Modulation BPSK, QPSK, 16-QAM, 64-QAM
FEC rate 1/2, 2/3, 3/4
Subcarrier spacing 0.15625MHz 0.3125MHz
Guard interval 1.6 𝜇s 0.8 𝜇s
Symbol interval 8 𝜇s 4𝜇s
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Figure 1: Protocol stack for vehicular communications.

been standardizing SAE J2735 [11] forMessage Set Dictionary
used by the WSMP and SAE J2945.1 draft [13] for minimum
performance requirements. Figure 1 illustrates the protocol
stack for vehicular communications in the US.

In Europe, the European Telecommunications Standard
Institution (ETSI) and European Committee for Standard-
ization (CEN) have been developing the European Intelligent
Transport System (ITS) architecture.TheEuropean standards
are generally different from those of the US, mainly in
higher network layers. For example, European DSRC radios
simultaneously listen to two separate channels, the control
and service channel, for traffic safety applications, whereas
US DSRC radios utilize only one channel, the control or
service channel, with time-division based channel switching
operation as defined in IEEE 1609.4. However, both sides are
adopting IEEE 802.11p as physical and MAC layer protocols,
which probably allows cost-efficient high-volume production
and compatible standardization.

IEEE 802.11p, which is the foundation of standardized
vehicular communications (DSRC), is an amendment to
the IEEE 802.11 standard [2] that employs Orthogonal Fre-
quency Division Multiplexing (OFDM) in the PHY layer
and a Quality-Of-Service (QoS) extension in the MAC layer.

OFDM was originally added to the IEEE 802.11a amendment
[7]. IEEE 802.11p is designed to provide the minimum set
of specifications required to ensure interoperability between
wireless devices attempting to communicate in potentially
rapidly changing communication environments where trans-
actions must be completed in much shorter time frames
compared to ad hoc and infrastructure IEEE 802.11 networks.
Hence, IEEE 802.11p describes the functions and services to
operate in a rapidly varying environment and to exchange
messages without joining a Basic Service Set (BSS), and
defines the signaling techniques and interface functions
controlled by the IEEE 802.11 MAC.

The main variation of IEEE 802.11p from the IEEE 802.11
standard (specifically referred to as 802.11a when focusing on
the OFDM technique in the 5GHz band as Wi-Fi still uses
this term to group its products) is the half-clocked OFDM
PHY operation using 10MHz channel spacing; OFDM is
widely adopted by recent wireless technologies (e.g., WiMAX
and LTE).The half clock operation has data payload commu-
nication capabilities of 3, 4.5, 6, 9, 12, 18, 24, and 27Mbps,
using 52 subcarriers that are modulated by BPSK, QPSK,
and 16-QAM with Forward Error Correction (FEC) coding
rate of 1/2, 2/3, or 3/4. Compared to the OFDM operation
with 20MHz channel spacing, this operation doubles sym-
bol times and clear channel assessment (CCA) times and
increases the length of the guard interval (GI) to guard
against longer delay spreads. It also halves the subcarrier
spacing, which allows for greater frequency selectivity. Uti-
lizing the OFDM technique of IEEE 802.11 standard allows
IEEE 802.11 manufacturers to easily support the IEEE 802.11p
amendment, which would result in the rapid penetration of
vehicular radios with reasonable deployment costs. Table 1
lists the major parameters of the OFDM PHY layer in the
IEEE 802.11 standard.

2.2. Requirements for Vehicular Applications. Geographic
standardization for vehicular applications, which reflects
regional regulatory constraints and emphasizes the distinct
characteristics of operating environments, makes interoper-
ability difficult. Karagiannis et al. [14] give a good intro-
duction to vehicular applications and their requirements in
the US, Europe, and Japan, summarizing the current and
past major ITS projects in those countries. To provide a
brief overview, this section focuses on the requirements of
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vehicular applications, based on the WAVE Short Message
Protocol (WSMP) of IEEE 1609.3 and Basic Safety Message
(BSM) of SAE J2735 in the US.

At the top of the IEEE 802.11p and IEEE 1609 protocol
suite as illustrated in Figure 1, the SAE J2735 specifies a
set of message formats that support a variety of vehicular
applications. The most critical of these is the BSM that is
used in multiple safety applications: Emergency Electronic
Brake Lights (or Intelligent Brake LightWarning), Blind Spot
Warning, Cooperative Adaptive Cruise Control, Cooperative
CollisionWarning, Cooperative Forward CollisionWarning,
EmergencyVehicle at SceneWarning, LaneChangeWarning,
Precrash Sensing, and so forth. In order to detect potential
danger and take appropriate actions, the BSM provides
situational awareness that includes the position, speed, and
heading of all vehicles within range.

For instance, the Emergency Electronic Brake Lights
(EEBL) application exchanges messages with other vehicles
using the frequent BSMs that enable each vehicle to keep
track of nearby vehicles and automatically apply brakes to
prevent a collision between vehicles. As defined in the SAE
J2735 standard, each moving vehicle updates and broadcasts
its own BSM one way (i.e., message direction requirement)
every 100ms (i.e., message rate requirement) over theWSMP
(i.e., priority requirement). Other nearby vehicles within
a minimum range of 100m (i.e., communication range
requirement) detect this broadcast and process it. There is no
handshaking or acknowledgment between the devices; there
is no association or join process (i.e., priority requirement).

Although the SAE J2735 standard defines extensible
messages sets including basic safety message, roadside alert
message, and probe vehicle message for future vehicular
applications, it is not sufficient to embrace all system capa-
bility requirements derived from a wide range of the use
cases. Hence, emerging SAE J2945.1 standard is a work in
progress to specify the minimum communication perfor-
mance requirements of the DSRC message sets, associated
data frames, and data elements defined in the SAE J2735
standard. SAE J2945.1 is expected to address optimal data
rate, transmission power, data accuracy, security, QoS, and
other specific performance requirements.

2.3. Characteristics of Vehicular Communications. Several
measurement studies in typical vehicular environments have
already been carried out by different researchers, for example,
Cheng and Henty [9] and Alexander et al. [10], focusing
on characterizing the 5.9GHz DSRC channel in terms of
path loss, fading, and propagation patterns. There have also
been significant efforts towards developing statistical channel
models for realistic simulations. Recent well-written reviews
can be found inMolisch et al. [15] andMecklenbraüker et al.’s
work [16]. The characteristics of vehicular communications
significantly differ from those of other mobile communi-
cations. These differences arise from the following specific
features of vehicular environments.

(i) In vehicular communications, the transmitter and
receiver are mostly at the same height as the vehicles;
for example, the height of most mid-size vehicles

is 4 to 5 ft. Consequently, the propagation patterns
are different from other mobile wireless links, where
radios are placed high above the road level. The radio
propagation of vehicular links is largely affected by
horizontal obstacles at the same level, especially other
obstructing vehicles such as trucks.

(ii) Vehicular radios operate at high frequency (5.9GHz
band) which has high signal attenuation (or path
loss). Moreover, channel fading is faster than any
other mobile communications because both the
transmitter and receiver are simultaneously moving
in most cases. Therefore, the maximal range for
effective communications is much shorter and com-
munication performance is usually degraded with a
large variation over a short period of time.

(iii) The propagation patterns in vehicular communica-
tions are significantly affected by vehicle geometry
and antenna placement. A transmitter does not pro-
vide uniform coverage in a circular pattern, which
actually creates coverage in intricate 3D patterns.
Although rooftop mounting is intuitively considered
as the best placement for vehicular antennas, there
is still a need to empirically investigate the impact
of vehicular antenna mounting on communication
performance.

(iv) Vehicular radios operate at a high frequency under
various weather conditions, where signal attenuation
easily occurs as a result of absorption and scattering
by such hydrometeors as rain, snow, cloud, and fog
[17, 18]. In particular, wet snow may cause significant
attenuation. Since examining the weather effects on
the propagation and path loss in vehicular environ-
ments requires high expenses in cost and time, very
few measurement experiments have been conducted
to study weather-related effects on vehicular commu-
nications.

Although there have been standardization and charac-
terization efforts to analyze vehicular communications as
introduced in this section, there is still a lack of practicalmea-
surement data required for developing vehicular applications
in the open literature. It should include communication per-
formance between vehicles in real operating environments.
Motivated by this fact, we carried out extensive measure-
ments to gain a better understanding of the limitations and
requirements for vehicular communications by comparing
communication performance of DSRC and its base, Wi-Fi
radios.

3. Experimental Setup

In our field experiments, we measured single-hop ad hoc
performance of vehicular communications using two com-
mercial off-the-shelf DSRC and small form-factor Wi-Fi
platforms. The measurements were performed using two
mid-size vehicles equipped with both DSRC and Wi-Fi
platforms in typical vehicular environments.
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Table 2: Experimental conditions of measurement sets.

Conditions Set I Set II Set III Set IV Set V
Place Laboratory Parking lot Parking lot Parking lot Parking lot Test track Highway
Weather N/A Sunny Rainy Sunny Rainy Sunny Sunny
Temperature N/A 85

∘F 65
∘F 70

∘F 65
∘F 68

∘F 70
∘F

Humidity N/A 50% 90% 70% 83% 31% 70%
Pressure N/A 29.94 in 29.85 in 30.28 in 30.26 in 30.11 in 30.28 in
Wind speed N/A 4mph 10mph 5mph 6mph 10mph 5mph

DSRC antenna Wi-Fi antennas

Figure 2: Antenna placement for experimental platforms.

The DSRC platform (MCNU R1500S) developed by
Kapsch is compliant with the US 5.9GHz DSRC standards
such as IEEE 802.11p and IEEE 1609.2-4; in our experiments,
only IEEE 802.11p was employed for the basic ad hoc
configuration. The platform running Linux kernel 2.6.14 is
equipped with an Atheros IEEE 802.11a chipset controlled by
MadWifi Linux driver [19]. A 4 dB rugged vehicle MIMO
antenna that provides omnidirectional coverage was selected
and magnetically mounted on the roof of each vehicle; see
Figure 2. The transmission power was set to 18 dBm and the
operating frequency was set to 5.860GHz that is the lowest
DSRC frequency, channel 172.

The Wi-Fi platform (MS-9A19) manufactured by MSI is
a compact industrial system providing a mini-PCIe interface
for thewireless adapter, which is suitable for vehicular use. An
Atheros IEEE 802.11a/b/g/n chipset-based wireless adapter
(Ubiquiti SR71-E) was used with two 7 dB omni-directional
dipole antennas, which were mounted on the roof of each
vehicle; see Figure 2. The transmission power is varied with
the data rate (15–25 dBm). The platform runs Linux kernel
2.6.38 with the compat-wireless Linux wireless package
[20] for the wireless adapter operation. For ad hoc configu-
ration, we chose the highest channel 165 at 5.825GHz that is
the closest to the DSRC band and probably has very similar
characteristics to DSRC frequencies.

Each set of DSRC andWi-Fi experimental platforms was
installed on the two mid-size vehicles; that is, each vehicle
is equipped with both DSRC and Wi-Fi platforms, powered
by the vehicle batteries. One in each set was configured
as a transmitter and the other as a receiver. To investigate
communication performance, we utilized Iperf [21], a
commonly used network performance measurement tool,

500ft

100ft

Figure 3: Test track and vehicle movement.

to generate UDP and broadcast traffic. We developed scripts
to control continuous Iperf test runs and collect perfor-
mance measurements (e.g., throughput, data loss, and jitter)
by configuring the Iperf test parameters according to each
experimental scenario. The script also collected wireless link
statistics (e.g., data rate, received signal level, retransmission,
and transmission failure) from the Linux wireless driver. We
recorded link statistics only using the Wi-Fi platform that
provided more accurate and reliable data.

We carried out UDP and broadcast performance tests
because they are the most common transport layer protocols
in vehicular communications. These tests provide measure-
ments that are suitable for evaluating communication perfor-
mance including efficient single-hop communication range,
available bandwidth (or data rate), data loss, and latency (or
variation of delays). As the performance of a wireless link is
usually affected by the surrounding channel conditions, the
experimental results may exhibit variations. To eliminate this
effect, we first measured the communication performance at
100 ft range with an unobstructed line-of-sight before each
experiment and conducted our experiments only when all
measurements reported negligible differences.

The vehicular ad hoc communications were evaluated in
three different environments: open parking lot, test track, and
highway. The parking lot with no interfering obstacle and
people was used to explore the variation of performance at
different communication ranges in different weather condi-
tions. The test track, which is an oval-shaped track 1200 ft
long, was selected to examine the change of performance
due to vehicle maneuvers; see Figure 3. Finally, one of the
major interstate highways in the US, I-85, was chosen to
observe the communication performance at high speed in a
practical traffic condition. Details of the experimental param-
eters, including experiment place and weather condition
(e.g., temperature, humidity pressure, and wind speed), are
summarized in Table 2.
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Figure 4: Measurement set I: laboratory.

4. Experimental Results

This section presents our experimental measurements of
ad hoc communication performance of DSRC and Wi-Fi
radios in real operating environments and discusses practical
considerations for designing and implementing vehicular
applications based on the experimental observations.

4.1. Baseline Measurements of DSRC and Wi-Fi Performance.
We performed preliminary experiments in our indoor lab-
oratory with the experimental setup to present baseline
measurements.These experiments are also intended to verify
how the payload size (i.e., message length) affects the com-
munication performance and what the maximum achievable
performance (i.e., message rate) is. We measured the UDP
and broadcast performance of each set of DSRC and Wi-Fi
ad hoc links at 10 ft range, repeatedly running Iperf tests and
gradually increasing the datagram size at intervals of 64 bytes
every 10 seconds. Two experiments using DSRC and Wi-Fi
radios are separately conducted.

Figure 4 shows results of the DSRC and Wi-Fi exper-
iment. The maximum UDP throughput of 12.4Mbps for
DSRC and 22.0Mbps for Wi-Fi was achieved with the data-
gram size of 1472 bytes. The maximum broadcast throughput
of 2.5Mbps for DSRC and 5.1Mbps for Wi-Fi was rela-
tively lower compared with the UDP throughput. The best
datagram size of 1472 bytes was used in all the follow-
ing experiments. According to our expectations, the Wi-
Fi communication performs much better in this stationary
configuration due to the use of full channel spacing (20MHz).
No data loss and a little variance of delay were observed
during the experiments.

As we can see from the measurements for DSRC andWi-
Fi in the preliminary experiment, packet size (i.e., message
length) is a significant performance factor, which means that
frequent short-message transmission may degrade overall
performance of vehicular communication, especially when
using UDP protocol. In the case of broadcast, moreover, the
transmitter is not able to determine successful reception and
retransmit unsuccessful packets due to the lack of acknowl-
edgments for broadcast packets, which leads to network
collisions and degradation in performance and reliability.

The design of vehicular applications has raised two key
questions: (1) what is the most efficient message size? (2) how
often should messages be sent? It is generally accepted that
large messages increase processing overheads for modulation
and coding, and frequent small messages easily saturate the
radio channel. Thus, the sizes and sending rates (i.e., fre-
quency) of messages for critical vehicular safety applications
need to be carefully determined based on accurate mea-
surements in specific operating environments to efficiently
provide safety information in a timely manner.

4.2. Performance Comparison in Different Weather Con-
ditions. To investigate how the performance of vehicular
links varies over the communication range in vehicular
environments, we conducted our experiments using two
vehicles equipped with our experimental platforms in the
parking lot; see sets II and III in Table 2 for details. We
measured the UDP performance of each DSRC andWi-Fi ad
hoc communication link between the stationary vehicles at
ranges of 150, 300, 450, and 750 ft in two different weather
conditions, continuously running Iperf tests and gradually
increasing the test bandwidth at intervals of 1Mbps every 10



International Journal of Distributed Sensor Networks 7

0

5

10

15

20

0 5 10 15 20

Th
ro

ug
hp

ut
 (M

bp
s)

0
20
40
60
80

100

0 5 10 15 20D
at

a l
os

s (
%

)

0
20
40
60
80

100

0 5 10 15 20

Jit
te

r (
m

s)

150ft
300ft
450ft

600ft
750ft

Iperf UDP bandwidth (Mbps)

(a) DSRC performance (sunny)

0

5

10

15

20

0 5 10 15 20

Th
ro

ug
hp

ut
 (M

bp
s)

0
20
40
60
80

100

0 5 10 15 20D
at

a l
os

s (
%

)

0
20
40
60
80

100

0 5 10 15 20

Jit
te

r (
m

s)

150ft
300ft
450ft

Iperf UDP bandwidth (Mbps)

(b) DSRC performance (rainy)

0

5

10

15

20

0 5 10 15 20

Th
ro

ug
hp

ut
 (M

bp
s)

0
20
40
60
80

100

0 5 10 15 20D
at

a l
os

s (
%

)

0
20
40
60
80

100

0 5 10 15 20

Jit
te

r (
m

s)

150ft
300ft
450ft

600ft
750ft

Iperf UDP bandwidth (Mbps)

(c) Wi-Fi performance (sunny)

0

5

10

15

20

0 5 10 15 20

Th
ro

ug
hp

ut
 (M

bp
s)

0
20
40
60
80

100

0 5 10 15 20D
at

a l
os

s (
%

)

0
20
40
60
80

100

0 5 10 15 20

Jit
te

r (
m

s)

150ft
300ft
450ft

Iperf UDP bandwidth (Mbps)

(d) Wi-Fi performance (rainy)

Figure 5: Measurement set II: parking lot.

seconds. We conducted the measurements at the maximum
range of 750 ft because our DSRC platformsmaintain reliable
connection only within the distance even in good weather
conditions.

Figure 5 displays two sets of DSRC and Wi-Fi mea-
surements in typical weather conditions, sunny and rainy
weather. The performance degrades as the communication
range increases in both DSRC and Wi-Fi case, probably due

to distance-dependant path loss. Compared to the prelimi-
nary measurements, the maximum achievable performance
diminished greatly and the overall outdoor performance
was not stable over the whole distance; especially, DSRC
measurements at longer ranges (e.g., 600 and 750 ft) con-
tain considerable data loss and jitter that may be caused
by unreliable connectivity with small channel capacity. In
addition, the rainy weather substantially reduces the effective
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Figure 6: Measurement set III: parking lot.

communication range because signal attenuation at high
frequencies easily occurs in rainy weather as described in
the previous section. An interesting effect was observed at
the range of 150 ft in rainy weather, where the performance
was much better compared with the measurements in sunny
weather. It could be speculated that rain also attenuated inter-
fering signals, which led to clear channel at the short range.
We also measured broadcast performance with the same
experimental setup in all field experiments observing similar
patterns to UDP performance, but those measurements are
not presented in this paper for lack of space.

Figure 6 contains another set of measurements at range
of 150 ft in different weather conditions. In this experiment,
to examine temporal variations in communication perfor-
mance, we measured the UDP performance by continuously
transmitting asmany datagrams as possible and recording the
measurements per second; this Iperf test setup was used in
the following experiments. The measurements indicate that
the DSRC communication at a desired distance is quite stable
in comparison with the Wi-Fi performance in both sunny
and rainy weather because the Wi-Fi with 20MHz channel
bandwidth has more noise and interference for a given
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Figure 7: Measurement set IV: test track.

background spectral density. Figure 6 also includes the Wi-
Fi link statistics that demonstrate how the Wi-Fi protocol
reacted to the environmental change.

Although a quantitative comparison between DSRC and
Wi-Fi could not be made due to the differences in transmis-
sion power and antenna pattern, we were able to get some
measurements that illustrate how DSRC and Wi-Fi behave
within the communication range under different weather
conditions.Unfortunately, very fewmeasurement studies that
account for weather-related effects on vehicular communi-
cations, for example, propagation and path loss, have been
conducted in any prior work.Thus, we believe that additional
measurement studies on various weather conditions includ-
ing severe weather such as storms are needed in order to
design robust and reliable applications for dynamic vehicular
environments.

4.3. Performance Comparison in Vehicle Mobility. We carried
out our road experiments on the test track and highway
to examine how the DSRC and Wi-Fi ad hoc performance
between the two vehicles is affected by the vehicle maneuver
andmovement in sunny weather; see sets IV and V in Table 2
for the detail of experimental condition.

For the measurements on the test track, two vehicles
on the opposite sides of the track started to move at the
same time and went around the track continuously while
keeping the speed of 10 mph with an unobstructed line-of-
sight as illustrated in Figure 3. One vehicle was configured as
a transmitter and the other as a receiver. We ran the Iperf
UDP tests with the same parameters as previous tests to
accurately measure temporal variations on throughput, data
loss, and jitter. During the tests, we also collected wireless
link statistics such as received signal level, transmission
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Figure 8: Measurement set V: highway.

rate, retransmission, and transmission failure on the Wi-Fi
platforms.

Figure 7 presents our measurements on the test track.
The results of both DSRC and Wi-Fi communication link
show wide fluctuations in performance. The communica-
tion range varied from 100 ft to 500 ft in a regular pattern
that corresponds to the track shape and vehicle mobility,
which made signal strength (quality) oscillate as illustrated
in Figure 7(c). Apparently, the change of signal strength
influenced the variations on performance and link statistics
with similar pattern. Furthermore, the DSRC ad hoc link
was frequently disconnected when DSRC antennas of the

transmitter and receiver were facing each other horizontally.
We experimentally found that our vehicular antennas for
DSRCplatforms do not have a uniform circular coverage; that
is, there are horizontal blind spots. Thus, antenna pattern in
vehicular communications has a major impact on reliability.

In the experiments on the highway, two vehicles moved
at a speed of 60 mph while maintaining a distance of 150 ft
between the vehicles with an unobstructed line-of-sight. The
leading vehicle was configured as a receiver and the follower
as a transmitter. We also measured the performance using
Iperf and collected link statistics provided by the Linux
wireless drivers. Before each road test, a stationary test was
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conducted on the parking lot with the same distance for the
purpose of comparative analysis.

Figure 8 provides performance measurements with link
statistics on the highway. By and large, the Wi-Fi result was
unstable compared to the DSRC performance. This indicates
that Wi-Fi protocols are more sensitive to the operating
channel condition due to use of thewider channel bandwidth,
and the rate adaptation algorithm, Minstrel [22], for the
Wi-Fi radio does not properly adapt to the fast varying chan-
nel, which result in the overall unreliable performance; see
Figures 8(b) and 8(d). Although the DSRC radio employed
a similar type of rate adaptation algorithm, SampleRate
[23], that selects a higher or lower rate unsophisticatedly
based just on the probability of packet reception or loss,
DSRC reported small variations on performance due to the
small gaps between adjacent rates as listed in Table 1. During
the experiments, we also found that large trucks passing
right by our experimental vehicles caused transient drops in
performance, which can be observed evidently in the DSRC
results; see Figure 8(a).

As observed in the field experiments, the temporal varia-
tions on communication performance arising from dynamic
vehicle maneuver and movement in practical environments
may have a significant impact on the reliability of critical
vehicular applications.

5. Conclusion

As vehicular communications rely on standards to ensure
interoperability between vehicular equipment, there have
been great efforts for international and regional standardiza-
tion. In the US, DSRC utilizes a combination of standards:
IEEE 802.11p (an amendment to the IEEE 802.11 standard)
for PHY andMAC protocol layer, a suite of IEEE 1609.x stan-
dards for upper protocol layers, and the SAE J2735, J2945-1
standards for vehicular application. Although there are sev-
eral measurement studies in typical vehicular environments
to characterize the 5.9GHz DSRC channel, there is still a lack
of practicalmeasurements necessary for designing robust and
reliable applications for dynamic vehicular environments.

For the purpose of providing practical measurements for
developing vehicular applications, this paper first discussed
the characteristics of vehicular communications and then
reported ad hoc performance measurements with commer-
cial off-the-shelf DSRC and Wi-Fi radios in real operating
configurations. The experimental results indicate the effects
of messages size, message frequency, weather condition,
vehicle maneuver, and vehicle movement on communication
performance in vehicular environments. As reported, (1)
performance of two most popular transport layer protocols,
UDP and broadcast, is significantly affected by the size and
rate of transmitting data (e.g., the UDP goodput of 12.4Mbps
for DSRC was achieved with the data size of 1472 bytes),
(2) signal attenuation (i.e., performance degradation) often
occurs in rainy weather as vehicular radios operate at a
high frequency under various weather conditions (e.g., the
maximum communication range of DSRC was shortened
from 750 to 450 ft), and (3) ad hoc performance within
desired communication coverage is quite stable, whereas the

performance shows a significant drop in throughput and
substantial increase in data loss at longer ranges or varying
distances (e.g., the difference between the maximum and
minimum throughput of DSRC increased up to 8Mbps).

Since having a better comprehensive understanding of
these effects on performance and reliability enables improve-
ments in development quality of vehicular applications, it
is clear that continuous measurement studies in realistic
application-specific scenarios are still required to provide
the accurate foundation for robust, efficient, and practical
vehicular applications.
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A new cross-layer design combining adaptive modulation and coding (AMC) with Hybrid Automatic Repeat Qequest (HARQ)
based on rate-compatible LDPC codes is proposed for IEEE Std. 802.11p in DSRC systems. Instead of considering AMC at the
physical layer andARQat the data link layer separately, we propose a cross-layer design that combines these two layers judiciously to
maximize either spectral efficiency or throughput.With ARQ correcting occasional packet errors at the data link layer, the stringent
error control requirement is alleviated for the AMC at the physical layer. Numerical results demonstrate that the proposed AMC-
HARQ design outperforms either application of AMC only at the physical layer or incorporation of ARQ with fixed modulation
and coding scheme.

1. Introduction

Vehicular ad hoc networks (VANETs) are a type of mobile
ad hoc networks where each vehicle serves as a node
interconnected by wireless links. One of the most important
features in VANETs is that each vehicle can only move in
a predictable manner but at much higher speeds compared
with the traditional mobile ad hoc networks (MANETs). The
Dedicated Short Range Communication (DSRC) standard
[1], which is currently under extensive development by the
IEEE 802.11p [2] standardization committee, defines two
types of communication in VANETs: vehicle to vehicle (V2V)
and vehicle to infrastructure (V2I). An excellent overview
on DSRC technology is also given in [3], which first gives
a general description of the architecture by introducing the
concepts, applications, and characteristics of the technology
to be used for V2V and V2I communications. DSRC is
committed to support a suite of safety applications such as
collision warning, up-to-date traffic information, and active
navigation and infotainment. With DSRC, each vehicle on
the road is broadcasting routine traffic related messages with

the information of position, current time instance, driving
direction, speed, acceleration/deceleration, and possible traf-
fic conditions. The frequency spectrum between 5.850 and
5.925GHz is allocated for DSRC, which will enable vehicles
to communicate with the road infrastructure and allows for
a large number of ITS applications. This provides an oppor-
tunity for automakers, government agencies, and related
commercial entities to improve highway safety. However,
intervehicle communications must operate effectively within
transmit power limits andunder received signal strength fluc-
tuations and Doppler spread. DSRC for intervehicle wireless
communications can provide numerous safety applications,
but these require reliable communications at a reasonable
cost.

The DSRC standard employs convolutional codes for
Forward Error Correction (FEC). The performance analysis
of them has been extensively studied in the literature such
as [4–9]. For instance, a feasibility study of delay-critical
safety applications over vehicular ad hoc networks based on
the emerging DSRC standard is conducted in [4]. Under
the current static backoff schemes, the infrastructure data
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collection mode of IEEE 802.11p standard does not perform
well [5]. The performance of the DSRC system is evaluated
under three different channels with convolutional codes,
regular LDPC codes, and quasi-cyclic (QC) LDPC codes
[6, 7]. It has shown that LDPC codes provide an attractive
tradeoff between performance and complexity and should be
considered as alternative error correction codes for DSRC
systems. Similarly, Amditis and Uzunoglu [8] simulated the
physical layer (PHY) of the upcoming vehicular communi-
cation standard IEEE 802.11p in V2V situation through two
different scenarios under different modulation schemes. In
[9], the results of evaluation of the performance of IEEE
802.11p PHY employing turbo coding are presented. In all
these results, the LDPC codes are considered the better
candidates due to their good performance and low encoding
and decoding complexity, which is important to the real time
communications in the VANETs.

In wireless communication networks, the demand for
high data rates and quality of service (QoS) is growing at
a rapid pace. The cross-layer design approaches are likely
to provide much better results in practice. The study of
[10] tries to achieve links scheduling and power assignment
while meeting the data rate and peak power level constraints
such that the resulting throughput is maximized. In [11], a
cross-layer design along with an optimal resource allocation
framework is formulated for wireless fading networks by
employing the network coding. However, these cross-layer
design methods are notoriously complicated and difficult to
translate into practice.

The adaptive modulation and coding (AMC) [12] have
been studied extensively and advocated at the physical
layer, which can enhance throughput in future wireless data
communication system.The automatic repeat request (ARQ)
protocol at the data link layer that requests retransmissions
for those received packers with error is also very important
to throughput enhancement. It has proved that joint AMC-
ARQ [13] design outperforms either application of AMC
only at physical layer or ARQ only with a fixed modulation
and coding scheme. In this paper, we consider the cross-
layer design combining AMC and Incremental Redundancy
HARQ (IR HARQ), which is the most efficient ARQ scheme.
In physical layer the AMC adjusts the data rates roughly
according to the Channel State Information (CSI) by choos-
ing different modulation modes while the data rates are
accurately adjusted by HARQ according to the CSI with
changing the maximum retransmission number in data link
layer. One of the key problems for realizing AMC IR HARQ
is rate-compatible (RC) codes, which consist of a low-rate
mother code and several higher rates achieved through
compatible puncturing.Hence, the decoder for the lowest rate
code is compatible with that for the higher rate codes and no
additional complexity is needed. In this work we will employ
RC-LDPC codes as the FEC codes for DSRC systems. By
taking advantage of the cross-layer design combining AMC
and IR HARQ, the throughput is enhanced with low system
complexity.

The rest of the paper is organized as follows. An overview
of DSRC system is discussed in Section 2. Section 3 describes
the proposed cross-layer design combiningmethods of AMC

Table 1: DSRC physical layer parameters.

Modulation BPSK, QPSK, 16 QAM, 64 QAM
Data rate 3, 4.5, 6, 9, 12, 18, 27Mbps
Coding rate 1/2, 2/3, 3/4
Number of subcarriers 52
Subcarrier spacing 156.25 KHz
Number of pilot tones 4
Guard interval 1.6𝜇sec
OFDM symbol duration 8 𝜇sec
Signal bandwidth 10MHz

Bit stream Scrambler FEC coder Block
interleaver

Pilot
insertion

Cyclic prefix
insertion IFFT Symbol

mapping

Figure 1: The DSRC transmitter model.

and IR HARQ. The simulation results are presented and
discussed in Section 4. Section 5 concludes our work.

2. Overview of DSRC System

DSRC physical layer has the same frame structure, modula-
tion, and training sequences as specified in the IEEE 802.11a
standard, and its signal bandwidth is 10MHz (half the IEEE
802.11a bandwidth). The basic DSRC parameters are shown
in Table 1.

The block diagrams of the DSRC transmitter and receiver
are shown in Figures 1 and 2, respectively [6, 7]. The
input bit stream is first scrambled and then encoded with
a convolution code, for which the constraint length is 7
and code rate is 1/2. The interleaving redistributes the bits
before transmission, which reduces the effects of burst errors
caused by the fading channel. Perfect timing and frequency
synchronization is also assumed, and the received signal is
transformed to the frequency domain using a Fast Fourier
Transform (FFT). The resulting signal is then mapped to bits
and deinterleaved. Finally, the soft information is input to
channel decoder, and the output bits descrambled.Theoutput
of the scrambler is encoded using code rates 𝑅 = 1/2, 2/3,
or 3/4, depending on the desired data rate. The convolution
encoder has rate 𝑅 = 1/2 and constraint length 7 (memory
length𝑚 = 6), as shown in Figure 3.Higher rates are obtained
by puncturing the output bit stream.

3. The Cross-Layer Design Combining AMC
and IR_HARQ

3.1. AMC Method Based on LDPC Codes. In this section, we
provide the AMCmethod based on LDPC codes, which have
demonstrated impressive error-correcting qualities under
BPSK modulation and are also good codes to use in com-
bination with higher-order modulations. Figure 4 shows
a rate-adaptive coded modulation communication system.
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Packet 
detection estimation

Cyclic prefix
removal FFT

De-
scrambler

FEC
decoder

Block de-
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Channel
estimation

Symbol
demappingBit sink

T and F

Figure 2: The DSRC receiver model.

Input data

Output data A

Output data B

Tb Tb Tb Tb Tb Tb

Figure 3: The convolutional encoder for a DSRC system based on
the IEEE 802.11p standard.

The encoded bits are mapped into M-QAM constellations
according to Gray code mappings. For each M-QAM con-
stellation we construct an LDPC code such that the lengths
of all codes are integer multiple of M-QAM symbols in the
corresponding constellation.

Here our objective is to maximize the data rate, while
maintaining the required performance. Let 𝑁 denote the
total available number of transmission modes. We assume
constant power transmission and separate the total SNR
range into 𝑁 + 1, with no overlapping consecutive intervals,
with boundary points denoted as {𝛾

𝑖
}
𝑁

𝑖=0
. If the channel

estimated SNR is 𝛾, we have

𝛾 ∈ [𝛾
𝑖
, 𝛾
𝑖+1

) , mode 𝑖 is chosen. (1)

The boundary point 𝛾
𝑖
is determined for that the instan-

taneous block error rate (BLER) or bit error rate (BER) is
guaranteed to be not greater than target BER

0
or BLER

0
. So

the value of 𝛾
𝑖
is obtained by solving the following equation

for each mode:

BER (𝛾
𝑖
) = BER

0 (2)

or

BLER (𝛾
𝑖
) = BLER

0 (3)

as the functions of the estimated SNR 𝛾, BER(𝛾
𝑖
), and

BLER(𝛾
𝑖
) are the BER and BLER for mode 𝑖, respectively.

3.2. AMC-HARQ Design. In this section, we develop a cross-
layer design, which combines AMC at physical layer with
HARQ at data link layer in order to maximize system
throughput under performance requirements.

Encoding

Channel
analyzer

DemodulateDecoding

CSI

Data

Data

z

a
M-QAM

Figure 4: The ACM system based on LDPC codes.

Since only finite delays and buffer sizes can be afforded
in practice, the maximum number of ARQ retransmissions
has to be bounded. We denote the maximum number of
retransmissions allowed per block by𝑁

max. Note that a block
is dropped if it is received incorrectly after a maximum
number of 𝑁

max
+ 1 transmissions, that is, after 𝑁

max

retransmissions. Let BLERdenote the average block error rate
and BLER = 𝑝. The average number of transmissions per
block is computed as

𝑁(𝑝,𝑁
max

) = 1 + 𝑝 + 𝑝
2
+ ⋅ ⋅ ⋅ + 𝑝

𝑁
max

. (4)

When mode 𝑖 is used, each transmitted symbol will carry
𝑅
𝑖
= 𝑅
𝑐
log
2
𝑀
𝑖
information bits for mode adhering to a 𝑀

𝑖
-

QAM constellation and a code with rate 𝑅
𝑐
. Define 𝑃

𝑟
(𝑖) as

the probability that the mode 𝑖 will be chosen. Therefore, the
average spectral efficiency achieved at physical layer without
considering possible retransmission is

𝑆
𝑒,phy =

𝑁

∑

𝑖=1

𝑅
𝑖
𝑃
𝑟 (𝑖) . (5)

When HARQ is implemented, each block, and thus each
information bit, is equivalently transmitted 𝑁(𝑝,𝑁

max
)

times. Hence, the overall average spectral efficiency, as a
function of 𝑁max, is given by

𝑆
𝑒,link =

𝑆
𝑒,phy

𝑁(𝑝,𝑁max)
=

1

𝑁 (𝑝,𝑁max)

𝑁

∑

𝑖=1

𝑅
𝑖
𝑃
𝑟 (𝑖) . (6)

For a certain channel and modulation mode, the average
spectral efficiency 𝑆

𝑒,phy is a constant. So from (6) we can opti-
mize the overall average spectral efficiency 𝑆

𝑒,link at data link
layer by changing the maximum number of retransmissions
𝑁

max. The system model and layer structure of our cross-
layer design are shown in Figures 5 and 6, respectively. Let
𝐼 denote the total number of AMC available modes. For each
mode we define themaximumnumber of retransmissions for
IR HARQ as 𝑁

max. If 𝑁max is 𝐽
𝑖
under 𝑖th AMC mode, the

total available number of transmissionmodes of this system is
𝑁

= 𝐽
1
+𝐽
2
+⋅ ⋅ ⋅+𝐽

𝑖
+⋅ ⋅ ⋅+𝐽

𝐼
.We assume that the instantaneous

BLER is guaranteed to be not greater than target BLER
0
at
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Figure 5: Cross-layer combining AMC with HARQ transmission
system.
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Figure 6: Cross-layer structure combining AMC with HARQ.

physical layer. The BLER is not greater than BLER𝑁
max
+1

0
at

data link layer. So we obtain

BLER𝑁
max
+1

0
≤ BLERlink. (7)

From (7), we have

BLER
0
≤ BLER(1/(𝑁

max
+1))

link . (8)

The whole SNR range is divided into 𝑁 + 1 intervals,
with thresholds 𝛾

𝑖
, 𝑖 = 0, 1, . . . , 𝑁.The instantaneous channel

signal to noise ratio SNR is 𝛾. When 𝛾 ∈ [𝛾
𝑖
, 𝛾
𝑖+1

), mode 𝑖 is
chosen.The threshold 𝛾

𝑖
is determined according to (3). In (3)

the target BLER
0
at physical layer is determined according to

(8).
By always selecting the acceptable code producing the

highest spectral efficiency for a given channel estimated
SNR value, we will maximize the spectral efficiency of the
overall system, while the BER or BLER requirement is still
maintained.

4. Performances

4.1. Extraction of the LLR of QAM Modulation. In LDPC
coded QAM system, the calculation of the Log-Likelihood
Ratio (LLR) on the coded bits is an important function of
practical wireless receivers. In this section, the exact bit LLR
for the M-QAM signal is presented [14].

As an example let us consider a 16-QAM transmitted
symbol sequence 𝑠

𝑘
= 𝑠
𝐼𝑘

+ 𝑗𝑠
𝑄𝑘
, with 𝑠

𝐼𝑘
, 𝑠
𝑄𝑘

∈ {±1, ±3}.

1010111001100010

0011 0111 1111 1011

1001

10001100

11010101

01000000

0001

1

3

1 3−3 −1

−3

−1

Figure 7: 16-QAM bit to symbol mapping.

According to the mapping rule 𝑠
𝑘

= 𝑀(𝑢
𝑘1
, 𝑢
𝑘2
, 𝑢
𝑘3
, 𝑢
𝑘4
),

each modulation symbol is obtained from the information
bits 𝑢

𝑘,𝑖
, 𝑖 = 1, . . . , 4. Without loss of generality, we assume

𝑠
𝐼𝑘

= 𝑀
𝐼
(𝑢
𝑘1
, 𝑢
𝑘3
) and 𝑠

𝑄𝑘
= 𝑀
𝑄
(𝑢
𝑘2
, 𝑢
𝑘4
). An example of

Gray code mapping is given in Figure 7.
Let 𝑋

𝑘
denote the baseband received signal sample

corresponding to symbol 𝑠
𝑘
:

𝑋
𝑘
= 𝑥
𝐼𝑘

+ 𝑗𝑥
𝑄𝑘

= 𝑎√𝐸
𝑠
𝑠
𝑘
+ 𝑛
𝑘
. (9)

In (9), 𝑎 ∈ 𝑅
+, 𝐸
𝑠
represents the received signal symbol

energy and 𝑛
𝑘
= 𝑛
𝐼𝑘

+ 𝑗𝑛
𝑄𝑘

is additive white complex noise,
with 𝑛

𝐼𝑘
and 𝑛
𝑄𝑘

being independent Gaussian processes with
zero mean and variance 𝜎

2
= 𝑁
0
/2.

Let Λ(𝑢
𝑘𝑖
) indicate the LLR of bit 𝑢

𝑘𝑖
given𝑋

𝑘
, and in the

case of equiprobable symbols

Λ (𝑢
𝑘1
) = log

𝑃 {𝑢
𝑘𝑖

= 1 | 𝑋
𝑘
}

𝑃 {𝑢
𝑘𝑖

= 0 | 𝑋
𝑘
}

= log
𝑃 {𝑋
𝑘
| 𝑢
𝑘𝑖

= 1}

𝑃 {𝑋
𝑘
| 𝑢
𝑘𝑖

= 0}
. (10)

Define by 𝑆(𝑢
𝑘𝑖

= 1) = {𝑞 : 𝑠
(𝑞)

= 𝑀(. . . , 𝑢
𝑘𝑖

= 1, . . .)} and
𝑆(𝑢
𝑘𝑖

= 0) = {𝑞 : 𝑠
(𝑞)

= 𝑀(. . . , 𝑢
𝑘𝑖

= 0, . . .)} the subsets
of symbol indexes corresponding to 𝑢

𝑘𝑖
= 1 and 𝑢

𝑘𝑖
= 0

respectively, then

𝑃 {𝑋
𝑘
| 𝑢
𝑘𝑖

= 1} = ∑

𝑞∈𝑆(𝑢𝑘𝑖=1)

𝑝 (𝑋
𝑘
| 𝑠
(𝑞)

) ,

𝑃 {𝑋
𝑘
| 𝑢
𝑘𝑖

= 0} = ∑

𝑞∈𝑆(𝑢𝑘𝑖=0)

𝑝 (𝑋
𝑘
| 𝑠
(𝑞)

) .

(11)
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Figure 8: Symbol set partitioning for bit 𝑢
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Figure 9: Symbol set partitioning for bit 𝑢
𝑘,3

and 𝑢
𝑘,4
.

Figures 8 and 9 show the symbol set partitioning for the bits
𝑢
𝑘,𝑖
, 𝑖 = 1, . . . , 4, respectively. From the assumption on the

noise 𝑛
𝑘
, we have

𝑝 (𝑋
𝑘
| 𝑠
(𝑞)

) =
1

𝜋𝑁
0

exp(−


𝑋
𝑘
− 𝑎√𝐸

𝑠
𝑠
(𝑞)

2

𝑁
0

) . (12)

Therefore, straightforward calculation gives

Λ (𝑢
𝑘1
) = log 𝑒

−(𝑋𝑘−𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒
−(𝑋𝑘−𝑎𝑘 ⋅3⋅√𝐸𝑠)

2

/2𝜎
2

𝑒−(𝑋𝑘+𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒−(𝑋𝑘+𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

,

Λ (𝑢
𝑘2
) = log 𝑒

−(𝑥𝑘−𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒
−(𝑥𝑘+𝑎𝑘 ⋅1⋅√𝐸𝑠)

2

/2𝜎
2

𝑒−(𝑥𝑘−𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒−(𝑥𝑘+𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

,
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Table 2: Transmission modes in the AMC system under AWGN channel.

Model MCS1 MCS2 MCS3 MCS4 MCS5 MCS6
Modulation 4QAM 4QAM 16QAM 16QAM 64QAM 64QAM
Coding rate 1/2 2/3 2/3 3/4 3/4 5/6
Spectral efficiency 1.00 1.33 2.67 3.00 4.50 5.00
SNR thresholds 1.8 3.4 9.4 10.6 15.6 16.7

Table 3: Transmission modes cross-layer combining AMC with HARQ (the maximum number of retransmissions𝑁max is fixed).

Model MCS1 MCS2 MCS3
Modulation 4QAM 16QAM 64QAM
Coding rate 5/6∼1/2 5/6∼1/2 5/6∼1/2
Spectral efficiency 1.6667∼1.00 3.333∼2 5∼3
Thresholds SNR under AWGN channel 4.8 10.9 16

Table 4: Transmission modes cross-layer combining AMC with HARQ under AWGN channel (the maximum number of retransmissions
𝑁

max is changeable).

Model MCS1 MCS2 MCS3
Modulation 4QAM 16QAM 64QAM
Coding rate 5/6∼1/2 5/6∼1/2 5/6∼1/2
Spectral efficiency 1.6667∼1.00 3.333∼2 5∼3
Maximum number of retransmissions 4 3 2 4 3 2 4 3 2
SNR thresholds 3.6 4.9 5.95 10 11 12.5 15.1 16.1 17.4

Λ (𝑢
𝑘3
) = log 𝑒

−(𝑌𝑘−𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒
−(𝑌𝑘−𝑎𝑘 ⋅3⋅√𝐸𝑠)

2

/2𝜎
2

𝑒−(𝑌𝑘+𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒−(𝑌𝑘+𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

,

Λ (𝑢
𝑘4
) = log 𝑒

−(𝑌𝑘−𝑎𝑘 ⋅1⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒
−(𝑌𝑘+𝑎𝑘 ⋅1⋅√𝐸𝑠)

2

/2𝜎
2

𝑒−(𝑌𝑘−𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

+ 𝑒−(𝑌𝑘+𝑎𝑘 ⋅3⋅√𝐸𝑠)
2

/2𝜎
2

.

(13)
The similar conclusion can be obtained for any otherMQAM
schemes in DSRC standard.

4.2. Simulation Results. To evaluate the performance of our
algorithm, we have performed the simulations under AWGN
channel. The transmission modes of AMC system are listed
in Table 2 in ascending order of rate. The (2304, 1920) LDPC
code with rate 5/6 is employed as a mother code, from
which (2304, 1728) code with 3/4 rate, (2304, 1536) code
with 2/3 rate, and (2304, 1152) code with 1/2 rate [15] can
be obtained by puncturing. Decoded with Belief Propagation
(BP) algorithm [16], is set to be the maximum number
of iterations equal to 50. BER and BLER performances of
modulation modes in Table 2 under AWGN channel and
Rayleigh channel are shown in Figure 10. Let the constrained
performance in physical layer be BER

0
= 10
−3, from which

we can determine the thresholds 𝛾
𝑖
with (2).

The transmission modes of AMC-HARQ system with
fixed maximum number of retransmissions based on RC-
LDPC codes are listed in Table 3.We still use (2304, 1920) RC-
LDPC codes with 5/6 rate as FEC, from which LDPC codes
with 1/2, 2/3, 3/4, and 4/5 rate can be obtained by puncturing.
Therefore, the maximum number of retransmissions of ARQ
is 4.The BLER for 5/6 rate LDPC code as well as its punctured
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Figure 10: BER performance of modulationmodes in Table 2 under
AWGN channel.

codes under AWGN channel is shown in Figure 11. Let the
constrained performance in data link layer be BLER

0
= 10
−2.

From (8) the performance target BLER in physical layer is
BLER

0
≤ 0.001

1/5
= 0.2512. Let 4/5 rate punctured code as

criterion thresholds 𝛾
𝑖
can be determined according to (3),

which is shown in Table 3.
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Figure 12: Average spectral efficiency versus average SNR for three
different transmission systems under AWGN channel.

The transmission modes of AMC-HARQ system with
changeable maximum number of retransmissions based on
RC-LDPC codes are listed in Table 4. RC-LDPC codes (2304,
1920) [15] with 5/6 rate also are employed as FEC. The total
number of modulation modes is MCS1, MCS2, and MCS3.
We consider three values for the maximum numbers of
retransmissions 𝑁

max
= 2, 3, and 4 for each modulation

mode. Given the performance constraint at the data link layer
is BLER

0
= 10
−2, we can get the performance target BLER

in physical layer for each mode and the thresholds 𝛾
𝑖
can

be obtained according to (3), which are shown in Table 4.
The simulations are performed for comparing the throughput
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Figure 13: Average spectral efficiency versus average SNR under
three channel coding methods.

of three systems under AWGN channel. We assume perfect
channel estimation so that the receiver can obtain the exact
channel quality SNR, and the feedback channel is error-
free. The stopping-waiting IR HARQ protocols are adopted.
The maximum iterative decoding numbers of LDPC codes
are 50. The results are shown in Figure 12, from which
we can know that AMC-HARQ system with changeable
maximum number of retransmissions outperforms the other
two systems. We replace the LDPC codes by rate compatible
convolutional codes (CC) and turbo codes (TC) in [2] and
the simulation results are shown in Figure 13. The proposed
AMC-HARQ system based on LDPC codes illustrates the
best performance.

5. Conclusions

In this paper, we developed a cross-layer design, which com-
bines adaptive modulation and coding at the physical layer
with IR HARQ at the data link layer in order to maximize
system spectral efficiency under prescribed performance
constraints. In physical layer the AMC adjusts the data rates
roughly according to the CSI by choosing different modula-
tion modes. In data link layer HARQ adjusts the data rate
accurately according to the CSI by changing the maximum
retransmission number. Numerical results demonstrated the
rate improvement of our cross-layer design over AMC alone,
as well as AMC-HARQ with fixed maximum number of
retransmissions. In our proposed scheme, we employed RC-
LDPC as channel codes due to their decoder for the lowest
code rate being compatible with the ones for higher code
rates. Our new method can improve the performance and
no additional complexity is needed. All of our simulations
are conducted under AWGN channel, and in the future,
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we intend to perform further experiments under a more
realistic channel model for the DSRC system.
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[3] R. A. Uzcátegui and G. Acosta-Marum, “Wave: a tutorial,” IEEE
Communications Magazine, vol. 47, no. 5, pp. 126–133, 2009.

[4] J. Yin, T. Elbatt, G. Yeung et al., “Performance evaluation of
safety applications over DSRC vehicular ad hoc networks,” in
Proceedings of the 1st ACM International Workshop on Vehicular
AdHoc Networks, pp. 1–9, Philadelphia, Pa, USA, October 2004.

[5] Y. Wang, A. Ahmed, B. Krishnamachari, and K. Psounis, “IEEE
802.11p performance evaluation and protocol enhancement,” in
Proceedings of the IEEE International Conference on Vehicular
Electronics and Safety (ICVES ’08), pp. 22–24, Columbus, Ohio,
USA, September 2008.

[6] N. Khosroshahi and T. A. Gulliver, “Low density parity check
codes for dedicated short range communication (DSRC) sys-
tems,” in Proceedings of the IEEE Pacific Rim Conference on
Communications, Computers and Signal Processing (PACRIM
’09), pp. 802–807, August 2009.

[7] N. Khosroshahi and T. A. Gulliver, “Quasi-cyclic low density
parity check (LDPC) codes for dedicated short range commu-
nication (DSRC) systems,” in Proceedings of the 23rd Canadian
Conference on Electrical and Computer Engineering (CCECE
’10), pp. 1–5, May 2010.

[8] A. Amditis and N. K. Uzunoglu, “Simulation-based perfor-
mance analysis and improvement of orthogonal frequency
division multiplexing—802.11p system for vehicular communi-
cations,” IET Intelligent Transport Systems, vol. 3, no. 4, pp. 429–
436, 2009.

[9] G. C. Kiokes, G. Economakos, A. Amditis, and N. K.
Uzunoglu, “Recursive systematic convolutional code simulation
for Ofdm—802.11p system and FPGA implementation using
an ESL methodology,” in Proceedings of the 12th Euromicro
Conference onDigital SystemDesign, Architectures,Methods and
Tools (DSD ’09), pp. 791–798, August 2009.

[10] G. Kulkarni, V. Raghunathan, and M. Srivastava, “Joint end-
to-end scheduling, power control and rate control in multi-
hop wireless networks,” in Proceedings of the IEEE Global
Telecommunications Conference (GLOBECOM ’04), vol. 5, pp.
3357–3362, December 2004.

[11] K. Rajawat, N. Gatsis, and G. B. Giannakis, “Cross-layer designs
in coded wireless fading networks with multicast,” IEEE/ACM
Transactions on Networking, vol. 19, no. 5, pp. 1276–1289, 2011.

[12] M.-S. Alouini and A. J. Goldsmith, “Adaptive modulation over
Nakagami fading channels,”Wireless Personal Communications,
vol. 13, no. 1, pp. 119–143, 2000.

[13] Y. Z. Bang, F. Pin, and C. Z. Gang, “Cross layer design for
service diferentiation in mobile ad hoc networks,” in Proceeding
ofIEEEInternational Symposium on Personal, Indoor andMobile
Radio Communication, vol. 1, pp. 778–782, 2003.

[14] S. Allpress, C. Luschi, and S. Felix, “Exact and approximated
expressions of the log-likelihood ratio for 16-QAM signals,”
in Proceedings of the Conference Record of the 38th Asilomar
Conference on Signals, Systems and Computers, pp. 794–798,
Pacific Grove, Calif, USA, November 2004.

[15] Draft IEEE Standard for Local andmetropolitan area networks-
Part 16, “Air Interface for Fixed andMobile BroadbandWireless
Access Systems,” IEEE P802.16e/D12, 2005.

[16] D. J. C. MacKay, “Good codes based on very sparse matrices,”
IEEE Transactions on Information Theory, vol. 45, no. 2, pp.
1645–1646, 1999.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 586193, 14 pages
http://dx.doi.org/10.1155/2013/586193

Research Article
VCAST: Scalable Dissemination of Vehicular Information with
Distance-Sensitive Precision

V. Kulathumani, R. A. Moparthi, and Y. P. Fallah

Department of Computer Science and Electrical Engineering, West Virginia University, Morgantown, WV 26506, USA

Correspondence should be addressed to V. Kulathumani; vinod.kulathumani@mail.wvu.edu

Received 12 April 2013; Revised 31 July 2013; Accepted 13 September 2013

Academic Editor: Chunming Qiao

Copyright © 2013 V. Kulathumani et al.This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Real-time information about the state (location, speed, and direction) of other vehicles in the system is critical for both safety and
navigation applications in future intelligent transportation systems.However, reliably obtaining this information overmultiple hops
in a capacity constrained, contention-prone wireless network poses a significant challenge. In this paper, we describe an algorithm
VCAST that addresses this challenge by exploiting a notion of distance sensitivity in information propagation, in which information
is forwarded at a rate that decreases linearly with distance from the source. By doing so, the required communication overhead
per node can be significantly reduced, thereby reducing channel contention, allowing higher information supply rates, and scaling
to larger network sizes. VCAST can be used to improve safety against collisions and to enable dynamic routing and navigation
techniques by providing aggregate traffic information in an extended neighborhood.The performance ofVCAST is validated using
extensive ns-3 simulations under different network sizes and densities with an IEEE 802.11b transmissionmodel and the advantages
of VCAST in comparison to non-distance-sensitive approaches are highlighted.

1. Introduction

Infrastructureless, vehicle-to-vehicle (V2V)wireless commu-
nication is expected to be the basis for both safety and
navigation applications in future intelligent transportation
systems [1, 2]. Examples of safety applications in transporta-
tion scenarios include collision warnings, guidance on lane
change and lane merge, and stopped vehicle alert. Examples
of intelligent navigation applications include dynamic travel-
time computations and rerouting based on real-time traffic
information. A building block for all these applications
is a real-time vehicular traffic mapping system on board
every vehicle, which portrays information about current
position of other vehicles in its vicinity and provides guidance
about accidents, approaching emergency vehicles and traffic
congestion over an extended neighborhood. In this paper,
we designVCAST, a scalable, infrastructureless, peer-to-peer
wireless network service for computing such a real-time
traffic map over a given region surrounding each vehicle
(This paper is a significant extension of a shorter version
that appeared in IEEE VTC 2012 [3]. The specific additions
are as follows. (1) Simulations are carried out in ns-3 using

an IEEE 802.11 b transmission model to quantify the impact
of network size, vehicular density, vehicular mobility, and
time-varying intervehicular separations on the achievable
staleness. (2) The average communication cost incurred by
each vehicle is quantified. (3) The performance is compared
analytically and using simulations with schemes that do not
incorporate distance sensitivity, and the significant impact on
scalability using VCAST is highlighted. (4) Complete proofs
are included for all lemmas and theorems).

We assume that vehicles are equipped with a differential
GPS that can estimate its location to an accuracy of about
1-2m. As a result, by advertising this information, vehicles
can learn about traffic within a one hop communication
range. However, estimating traffic maps over a large area
using multihop wireless communication is a much more
challenging task. (1) Firstly, we note that forwarding each
vehicle’s information over multiple hops at a constant rate
is unlikely to be scalable as it will cause the amount of
communication required at each vehicle to grow with the
number of vehicles in the region over which traffic infor-
mation is required. As a result, both the allowable broadcast
rate and the accuracy of the traffic map obtained at each
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vehicle will decrease as vehicular density and size of the
region increase. Hence effective forwarding algorithms need
to be designed to ensure that the system remains scalable
with vehicular density, information supply rate, and region
size. (2) Secondly, there exist tradeoffs in choosing the rate
and communication range of each broadcast. While higher
broadcast rates and range promise greater tracking accuracy,
in reality wireless channel contention can cause an adverse
effect in tracking accuracy as these levels exceed a certain
limit. Existing broadcast techniques for vehicular safety
systems have primarily focused on balancing transmission
rate and communication range to maximize the reliability
of single hop wireless communication. However, in such an
approach information about other vehicles is available only
when intervehicular distance is too small which may not be
enough to avert a collision [4] or to provide a timely re-
route in the presence of traffic congestion. On the other hand,
increasing the single-hop communication range or moving
to multihop forwarding techniques to learn about vehicles
in a larger area quickly decreases the achievable information
supply rate from each vehicle (even those at smaller dis-
tances). Hence, there remains a need formultihop broadcasting
techniques that are able to supply timely information over large
distances without compromising on data supply rates at smaller
distances.

Contributions. To address the above challenges and to ensure
scalability when providing traffic maps over large regions
in real time, we exploit a notion of distance sensitivity
in propagating individual vehicle information: information
about each vehicle is propagated at a rate that decreases
linearlywith the distance from the vehicle [5, 6].The rationale
behind exploiting distance sensitivity is that the reaction
time available to a vehicle for taking safety actions or for
computing new routes towards the destination is lesser with
respect to the state of nearby vehicles than that of farther
vehicles. VCASTmaps this distance-dependent reaction time
into delivery of information with quality that progressively
decays as a function of distance.

We use staleness in vehicular state information as ametric
for information quality as it reflects how old the current
information about a particular vehicle is and show that traffic
information in VCAST can be obtained with a worst-case
staleness that is bounded by 𝑂(𝑑

2
) where 𝑑 is the distance

from the source of the information. Thus, VCAST provides
traffic information with distance-sensitive precision in which
the error does not grow with the number of vehicles in the
region and is independent of traffic density and network
size. At the same time, the average communication cost (the
required transmission rate at each node) also is only bounded
by 𝑂(𝑝√𝑁), where 𝑝 is the broadcast rate at the source.
Lower communication overhead per node ensures lower
channel contention and higher source broadcast rates, thus
benefiting information supply at smaller distances. VCAST
can be used to propagate actual vehicle location as well as
to propagate aggregate traffic information such as average
speed and density of vehicles over individual traffic cells
inside a region. One possible scenario is to propagate actual
vehicle location up to a distance of 500–1000m and aggregate

C

A

D

Figure 1: Utilization of multihop vehicular information for
safety applications. The arrows indicate multihop information flow
towards car C. Knowledge of states of A and D will guarantee safe
lane change to left and right, respectively. Knowledge of congestion
will allow safe, timely reaction.

traffic information up to several miles. When propagating
only aggregate cell information, we note that the required
communication rate per node decreases further by a factor
𝑟
𝑐
, where 𝑟

𝑐
is the radius of each aggregation cell.

The performance of VCAST is validated using extensive
simulations in ns-3, a discrete event simulator for wireless
networks, under different network sizes, network densities,
source broadcast rates, and communication ranges. The
results of our evaluation show that, by using distance-
sensitive forwarding, VCAST is able to scale to larger
network sizes as well as support much higher broadcast
rates compared to non-distance-sensitive techniques. The
reason for scalability was shown to be the significantly lower
message overhead which reduces the channel contention in
the network. We have also characterized the performance of
VCAST under severe random mobility and studied informa-
tion staleness when aggregated data is transmitted as opposed
to individual vehicle information.
Impact. By forwarding traffic information over multiple
communication hops, we expect several advantages: (1)
vehicle location over a vicinity will be available even if
the communication range is extremely low because of high
density, thus improving vehicular safety, (2) information
about approaching emergency vehicles will be available, (3)
information about lane changing and merging vehicles will
be available even if they are outside a single communication
range, and (4) information about road blocks, accidents,
and impending congestion will be available from several
miles ahead, thus permitting higher level applications that
dynamically re-route based on this information. Some of
these scenarios, from a vehicular safety perspective, are
illustrated in Figure 1. To achieve scalability,VCAST provides
traffic information with an accuracy that degrades with
distance, but we expect this to be a reasonable condition
that is still sufficient for both vehicular safety and intelligent
navigation. Finally, we note that VCAST does not require any
special hardware or modification to vehicular transmission
standards; instead, it can simply piggyback on the proposed
Here I am communication [1, 2] for vehicular networks.
Outline of the Paper. In Section 2, we describe related work.
In Section 3, we describe our system model, the VCAST
algorithm, and provide an analysis for the expected accuracy
and communication cost. In Section 4, we evaluate the
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performance of our system in simulations. In Section 5, we
present conclusions and state future work.

2. Related Work

Thedesign of routing protocols for vehicular ad hoc networks
and more generally in mobile ad hoc networks is a well-
researched topic and a good survey of these techniques can
be found in [7–9]. Many of these protocols have focused on
delivering aperiodic, low bandwidth data such as emergency
vehicle information to either a single vehicle (unicast) or a
group of vehicles in a geographic region (geocast) with low
latency [10–17]. On the other hand, the focus in this paper is
on broadcasting information from each vehicle at high rates
to support the design of safety and navigation applications.

The design of wireless broadcast protocols has also
received a lot of research attention lately [1, 18–22] in the
context of vehicular safety applications. There have been
several recent papers that have focused on the problem of
balancing broadcast range and reliability so as to maximize
the number of successful receptions in close proximity of
the sender [18–21]. A common foundation in these papers
to handle the tradeoff is to reduce the communication range
in regions of high density so as to improve the reliability of
reception. However, these papers mainly focus on reliable
one-hop message reception and not on multihop propaga-
tion. As a result, the information about vehicles outside the
communication range is not available even when the range
has to be very low because of high density. The trade-off in
single-hop broadcast schemes is that a higher communica-
tion range causes larger staleness even for nearby vehicles,
while a lower communication range prevents information
availability from beyond that range. On the other hand, the
algorithm developed in this paper can be used to propagate
both individual vehicle information and aggregate traffic
information over several communication hops and yet retain
high data supply rates at smaller distances.

We also note that rate and power control algorithms
[1, 18–21] developed for a single hop vehicular broadcast are
complementary and can be used in conjunction with the
distance-sensitive multihop forwarding algorithm designed
in this paper. Thus decisions on source broadcast rate and
range can be made commensurate with traffic density using
the techniques proposed in [1, 18–21], and VCAST can be
used to aggregate and forward this information over multiple
hops.

Multihop broadcast algorithms [23–29] for vehicular
networks have mainly focused on the choice of optimal
forwarding vehicles and on the reduction of redundant
forwarding vehicles using one of several heuristics proposed
in [30]. A good survey of multihop broadcast techniques
in mobile ad hoc networks is presented in [31]. The idea
of distance-sensitive broadcasting rates developed in this
paper for ensuring scalable all-all information broadcast has
thus far not been explored in the context of mobile ad-hoc
and vehicular networks.The improvement in communication
overhead gained by exploiting distance sensitivity is charac-
terized in Section 3.3.

The concept of distance sensitivity has previously found
applications in several other networking fields in different
forms. For example, route aggregation in the Internet utilizes
this concept for efficiently distributing routing information
[32]. Fisheye routing [33] uses this idea to propagate routing
tables in mobile ad hoc networks. Fractionally cascaded
information [34] is a form of distance-sensitive key sharing
that iswidely used for speeding up traversal of data structures.
Distance sensitivity has also been used in wireless sensor
network based querying and tracking applications to model
communication latency and information quality as functions
of distance [35–38]. In the context of network-wide con-
tinuous broadcast of system states, an algorithm has been
designed in [39] for supplying global state information to
all nodes in a static sensor network with distance-sensitive
latency and error. In this paper, we show that distance sensi-
tivity is a valuable tool for efficient and scalable propagation of
state information even for networks of mobile nodes (vehicles).
Unlike the algorithm in [39], we design VCAST without
assuming an underlying clustering or routing structure, thus
avoiding the need for maintenance related communication.

3. System Description

In this section, we first state the system model and objective.
We then describe VCAST and analytically characterize its
accuracy and required communication rate.

3.1. System Model and Problem Statement. We model the
vehicular network as a large geographic area with multiple
traffic flows, each with potentially different traffic densities at
different places. Let 𝜌 denote the maximum density, that is,
the maximum number of vehicles per unit area at any time in
the whole region. Note that the geographic area will consist of
regions with no traffic flows (i.e., no roads), as well as regions
with high density traffic flows. When analyzing the impact
of aggregation, we assume that the region is partitioned into
geographic cells which allow representation of aggregated
traffic information for that cell. The cells need not be of the
same size, but for ease of explanation we assume that the
area of each cell is constant and equal to 𝐴

𝐶
with a radius

of 𝑟
𝑐
. In a realistic environment, these cells could be used

to model critical traffic links such as the traffic in a region
between two highway exits or traffic between two urban
streets. Let 𝑟

ℎ
denote the single hop communication range

for a vehicle. The objective of our system is to provide each
vehicle with information about all vehicles and all cells within
a radius 𝑅 around itself where 𝑟

ℎ
≪ 𝑅. We call this area of

radius 𝑅 around each vehicle the tracking zone (We note that
our system can also be specialized to propagate individual
vehicle information within a smaller radius than aggregate
cell information).

Let 𝑁 denote the maximum number of vehicles within
the tracking zone of each vehicle. Thus 𝑁 = 𝜌𝜋𝑅

2. Let 𝐿
denote the maximum number of cells in a radius of 𝑅 around
each vehicle. Thus 𝐿 = 𝑂(𝑅

2
/𝐴
𝑐
). Note that by using a two

dimensional model for the vehicular network, the bounds
on communication cost in our analysis are expected to hold
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for dense urban traffic scenarios as well as highway traffic
scenarios in which the number of vehicles is expected to be
lower.

Let 𝑝 denote the frequency at which each vehicle broad-
casts its own information. Let 𝑑(𝑖, 𝑗) denote the geographic
distance between vehicles 𝑖 and 𝑗. Let 𝑑

𝑐
(𝑖, 𝑗) denote the

distance between vehicle 𝑖 and cell 𝑗 in terms of the smallest
number of cells traversed to reach cell 𝑗 from 𝑖. In the
following subsections, we first describe VCAST assuming
that only vehicle location is propagated up to a distance
𝑅. Then we describe the required changes when aggregate
cell information is propagated. The communication cost and
accuracy for both these cases are characterized in Section 3.3.

3.2. Distance-Sensitive Broadcast Algorithm. A naive tech-
nique would be to require each vehicle to obtain information
about all vehicles in its tracking zone at a constant interval of
1/𝑝 seconds. However, in such a scenario each vehicle would
have to broadcast information about at most𝑁 vehicles at 𝑝
Hz, making the required communication rate at each node
per unit time 𝑂(𝑁𝑝). Note that the required communication
rate grows with the number of vehicles in the region and is
therefore directly proportional to the vehicle density and the
area of the region. Also if 𝐶 denotes the allowable wireless
channel transmission capacity at a node in bits per second,
we observe that the allowable broadcast rate 𝑝 is limited by
𝑝 < 𝐶/𝑁, that is, inversely proportional to the number of
vehicles. This in turn has an adverse effect on the latency
with which traffic information is obtained and as a result the
accuracy of the obtained traffic map information decreases
with increasing vehicular density, which is not desirable.

To address these drawbacks, we propose to forward
information about a vehicle at a rate that is proportional to
the distance from that vehicle. Also, in VCAST, a vehicle
suppresses forwarding of information about a vehicle in
an interval, if some other vehicle has already forwarded
information about the respective vehicle in that interval.
By doing so, we show that the communication cost can be
significantly reduced, leading to scalability. A more formal
description of VCAST is presented below. A pseudocode in
guarded command notation [40] is provided in Algorithm 1,
which shows the program at each vehicle in the form of
⟨𝑒V𝑒𝑛𝑡 → 𝑎𝑐𝑡𝑖𝑜𝑛⟩ pairs.

In VCAST, each vehicle 𝑗maintains a list 𝑗 ⋅ 𝑉 of vehicles
that are within a distance 𝑅 from itself. Associated with each
vehicle 𝑖 ∈ 𝑗 ⋅ 𝑉 is the location 𝑗 ⋅ 𝑋

𝑖
of 𝑖 as most recently

heard by 𝑗, a timestamp 𝑗 ⋅𝑇
𝑖
associated with the location and

𝑗 ⋅ ]
𝑖
which is the number of times information about 𝑖 has

been heard since the last broadcast interval. A timer is fired at
each vehicle every 1/𝑝 seconds for broadcasting information
and a randomness is introduced in this interval because of
CSMA based transmission. Let 𝜆 = 1, 2, . . . denote the timer
sequence at vehicle 𝑗. Let 𝑗⋅𝑉

𝜆
denote the set of vehicles whose

information is forwarded in the interval number 𝜆 at vehicle
𝑗. 𝑗 ⋅ 𝑉

𝜆
is initially set to be equal to {𝑗}. Thus information

about itself is broadcasted by a vehicle in every interval along
with the current time which serves as the timestamp for
this record. Node 𝑖 is added into the set 𝑗 ⋅ 𝑉

𝜆
only if 𝜆

mod 𝑑
ℎ
(𝑖, 𝑗) = 0 and if information about 𝑖 has not been

broadcasted by any other vehicle within 𝑗’s range in the last
𝑑
ℎ
(𝑖, 𝑗) intervals. This ensures that information about nodes

at a distance of 𝑘 communication hops is broadcasted at most
once every 𝑘 interval in each communication neighborhood.
In the presence of channel interference, we note that nodes
may occasionally duplicate the transmission of information
of a vehicle within a neighborhood. But we expect this to
cause a much smaller overhead when compared with all
nodes transmitting. Finally, whenever information about a
vehicle 𝑖 is heard by a node 𝑗, it is added to the list 𝑗 ⋅ 𝑉 if the
timestamp of the incoming record is more recent than 𝑗 ⋅ 𝑇

𝑖
.

For the case where aggregate traffic information is to
be propagated, each vehicle computes summary information
such as density and average speed for the cell in which it
resides based on the information it possesses about vehicles
within its communication range.This summary is then prop-
agated in a distance-sensitive manner: information about a
cell at distance 𝑑

𝑐
is forwarded at a rate of 𝑝/𝑑

𝑐
Hz.

3.3. Analysis

Theorem 1. The average amount of data communicated per
unit time by each node in VCAST to obtain information about
all vehicles within a distance of 𝑅 from itself is bounded by
𝑂(𝑅𝑝/𝑟

ℎ
).

Proof. Let 𝐵 denote the average amount of data communi-
cated per unit time, by each node in VCAST. We discretize
distance in intervals of 𝑟

ℎ
(the communication range), as

information forwarding rate decreases linearly after each time
a vehicle’s information is forwarded. The number of vehicles
at a distance of at most ℎ𝑟

ℎ
away from a vehicle is bounded

by 𝑂(𝜌ℎ2𝑟2
ℎ
). The number of vehicles at a distance of at most

(ℎ − 1)𝑟
ℎ
away from a vehicle is bounded by 𝑂(𝜌ℎ

2
𝑟
2

ℎ
). As

a result, the number of vehicles between a distance of ℎ𝑟
ℎ

and (ℎ − 1)𝑟
ℎ
away from a vehicle is bounded by 𝑂(𝜌ℎ𝑟

2

ℎ
).

Let us denote this as the distance interval ℎ from the vehicle
in terms of the communication range. Note that information
about vehicles between a distance of ℎ𝑟

ℎ
and (ℎ − 1)𝑟

ℎ
is

broadcasted only at 𝑝/ℎ Hz. Thus the total amount of data
to be communicated about vehicles in the distance interval
of ℎ is 𝑂(𝜌𝑝𝑟2

ℎ
). Note that this information is broadcasted by

at most one vehicle in every area 𝜋𝑟2
ℎ
. Hence, on average each

node is responsible for communicating only𝑂(𝜌𝑝𝑟2
ℎ
/𝜌𝑟
2

ℎ
) bits

about vehicles at distance interval ℎ from itself. Summing up
over all distance intervals and by noting that each vehicle
broadcasts its own state at 𝑝Hz, we get

𝐵 = 𝑂(𝑝 +

(𝑅/𝑟ℎ)

∑

𝑖=1

𝜌𝑝𝑟
2

ℎ

𝜌𝑟
2

ℎ

) = 𝑂(
𝑅𝑝

𝑟
ℎ

) . (1)

Note that this result makes an assumption that informa-
tion about nodes at a distance of 𝑘 communication hops is
broadcasted at most once every 𝑘 intervals in each communi-
cation neighborhood. In the presence of channel contention
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Protocol: VCAST
Vehicle: 𝑗
Var:

𝑗 ⋅ 𝑉: List of vehicles within radius 𝑅
𝑗 ⋅ 𝑋
𝑖
∀𝑖 ∈ 𝑉: Location of 𝑖

𝑗 ⋅ 𝑇
𝑖
∀𝑖 ∈ 𝑉: Timestamp of 𝑖’s record

𝑗 ⋅ ]
𝑖
∀𝑖 ∈ 𝑉: Counter for 𝑖’s information

𝑗 ⋅ 𝜆: Sequence number of current interval
𝑗 ⋅ 𝑉
𝜆
: Forwarding list for 𝑗 ⋅ 𝜆

Actions:
⟨𝐴
1
⟩:: Initialization:→
𝑗 ⋅ 𝑉 = 𝑗; 𝑗 ⋅ ]

𝑖
= 0; 𝑗 ⋅ 𝜆 = 0;

Timer.start ( 1

𝑝
)

⟨𝐴
2
⟩:: Timer fired:→
𝑗 ⋅ 𝜆 = 𝑗 ⋅ 𝜆 + 1;
𝑗 ⋅ 𝑉
𝜆
= 𝑗;

∀𝑖 ∈ 𝑗 ⋅ 𝑉

if (𝜆mod 𝑑
ℎ
(𝑖, 𝑗) == 0)

if 𝑗 ⋅ ]
𝑖
< 2

Add 𝑖 to 𝑗 ⋅ 𝑉
𝜆

fi
𝑗 ⋅ ]
𝑖
= 0;

fi
∀𝑖 ∈ 𝑗 ⋅ 𝑉

𝜆

Send 𝑗 ⋅ 𝑋
𝑖
, 𝑗 ⋅ 𝑇
𝑖

⟨𝐴
3
⟩:: recv

𝑖
(𝑉) →

∀𝑘 ∈ 𝑖 ⋅ 𝑉

if ((𝑗 ⋅ 𝑇
𝑘
< 𝑖 ⋅ 𝑇

𝑘
) ∨ (𝑘 ∉ 𝑗 ⋅ 𝑉))

𝑗 ⋅ 𝑋
𝑘
= 𝑖 ⋅ 𝑋

𝑘
; 𝑗 ⋅ 𝑇
𝑘
= 𝑖 ⋅ 𝑇

𝑘
; 𝑗 ⋅ ]
𝑘
= 1;

fi
elseif (𝑗 ⋅ 𝑇

𝑘
== 𝑖 ⋅ 𝑇

𝑘
)

𝑗 ⋅ ]
𝑘
= 𝑗 ⋅ ]

𝑘
+ 1

fi

Algorithm 1: VCAST: protocol actions at vehicle 𝑗.

and hidden terminals, the assumption may be violated caus-
ing duplicate transmissions of vehicular information within a
communication neighborhood and an increase in the amount
of communication per node. The results of our simulation
will include the impact of channel contention and duplicate
transmissions.

Under a uniform distribution of vehicles in a 2d region, it
can be inferred from the results of the previous theorem that
the communication cost per node only grows as𝑂(𝑝√𝑁). In
contrast, without distance-sensitive forwarding the average
communication incurred per node is 𝑂(𝑁), as discussed
below.
Comparison with Multihop Broadcast Protocols without Dis-
tance Sensitivity. In order to analytically compare the bound
on communication cost with multihop broadcast algorithms
that do not incorporate distance sensitivity in message for-
warding, first consider an algorithm in which information is
simply flooded without suppression of redundant messages.
In this case, each node broadcasts information about all
nodes in the region at a rate of 𝑝 times every second
yielding a communication cost per node that is bounded

by 𝑂(𝜌𝑝𝑅
2
). This is clearly not scalable with the size of

the network, and such an approach is likely to yield severe
channel contention thus reducing the achievable broadcast
rate 𝑝. Several heuristics have been proposed to address this
broadcast storm problem so that redundant broadcasts of
the same message can be eliminated; that is, information
about every vehicle is broadcasted exactly once in every
communication neighborhood per interval. In this case,
the average communication cost reduces by a factor of
𝜌𝜋𝑟
2

ℎ
over a naive flooding approach, yielding an average

communication cost per node of𝑂(𝑝(𝑅/𝑟
ℎ
)
2
), that is,𝑂(𝑝𝑁).

Thus, by comparisonwithTheorem 1, we see that the effective
communication cost per node by applying distance-sensitive
forwarding rules reduces by a factor of √𝑁. Reducing the
amount of communication incurred by each node results in
smaller channel contention and allows a higher broadcast
rate at smaller distances. This is especially crucial when
forwarding information over large areas because it ensures
that information supply rates at smaller distances are not
penalized for having to forward information over multiple
hops.
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We now obtain a bound on how outdated the state
information possessed by a vehicle is because of distance-
sensitive forwarding. We refer to this as staleness in the
information possessed by a vehicle.

Definition 2 (staleness (j,i)). The staleness 𝑆(𝑗, 𝑖, 𝑡) in the state
of vehicle 𝑖 as possessed by vehicle 𝑗 at time 𝑡 is the time
elapsed since the timestamp of the state of 𝑖(𝑗 ⋅ 𝑇

𝑖
). Thus

𝑆(𝑗, 𝑖, 𝑡) = 𝑡 − 𝑗 ⋅ 𝑇
𝑖
.

Note that the staleness with respect to a vehicle is
initially equal to the message latency from the source when
information about the vehicle is received but continues to
rise until the next update from the vehicle is received. The
maximum staleness with respect to a vehicle thus occurs
just before fresh information about the vehicle is received.
Maximum staleness thus depends on the message latency as
well as on the update interval. Staleness can further increase
when messages containing information about a vehicle are
lost. The effect of message losses will be quantified using
simulations in Section 4.5.

Theorem 3. Themaximum staleness in the state of vehicle 𝑖 at
vehicle 𝑗 in VCAST is bounded by 𝑂(𝑑(𝑖, 𝑗)2/𝑝𝑟2

ℎ
).

Proof. Consider a vehicle 𝑗 at a distance between ℎ𝑟
ℎ
and

(ℎ−1)𝑟
ℎ
away froma vehicle 𝑖. Let us denote this by a distance-

interval ℎ from vehicle 𝑖 in terms of the communication range
𝑟
ℎ
. Thus ℎ = ⌈𝑑(𝑖, 𝑗)/𝑟

ℎ
⌉. Note that at a distance interval of

ℎ−1 from a vehicle 𝑖, information about 𝑖 is updated only once
every ℎ−1 broadcast interval. As a result, the maximum time
before which 𝑗 hears fresher information about 𝑖 from some
vehicle at distance interval ℎ−1 away from 𝑖 is bounded by (ℎ−
1)/𝑝 seconds. Likewise, the maximum time elapsed between
a vehicle at distance-interval ℎ − 2 receiving information
about 𝑖 and a vehicle at distance-interval ℎ − 1 obtaining the
same information is bounded by (ℎ−2)/𝑝 seconds. Summing
from a distance interval of 1 to ℎ, we get that the maximum
latency in communicating the state of vehicle 𝑖 to a vehicle 𝑗
is bounded by 𝑂(𝑑(𝑖, 𝑗)2/𝑝𝑟2

ℎ
).

FromTheorem 3, we note that the staleness at a distance
𝑑 from a vehicle does not depend on the vehicular density or
the region size, but only on the communication hop distance
and the initial broadcast rate at the source. Hence, we expect
that as the communication range increases the staleness
should decrease. However, as the communication range
increases, the interference within the vehicular transmission
also increases and this can adversely affect the network
reliability and system accuracy. In Section 4.5, we analyze the
performance of our algorithm in large scale simulation and
point out the impact of 𝑝 and 𝑟

ℎ
on the staleness at different

distances.
We now state the average communication rate and stale-

ness when aggregate cell information is propagated instead of
actual vehicle location information.

Theorem 4. The amount of data communicated by each node
in VCAST per unit time, when aggregate cell information is

propagated, to obtain information about each cell at distance
up to 𝑅 from itself is bounded by 𝑂(𝑅𝑝/𝜌𝑟

𝑐
𝑟
2

ℎ
).

Proof. Let 𝐵
𝐶
denote the average amount of data communi-

cated per unit time, by each node in VCAST when aggregate
cell information is propagated. Recall that 𝑑

𝑐
(𝑖, 𝑗) denotes the

cell distance between vehicle 𝑖 and cell 𝑗, that is, the smallest
number of cells traversed to reach cell 𝑗 from 𝑖. The number
of cells at a cell distance of at most 𝑑

𝑐
from a vehicle is

bounded by 𝑂(𝜌𝑑
2

𝑐
𝑟
2

𝑐
/𝜌𝑟
2

𝑐
), that is, 𝑂(𝑑2

𝑐
). As a result, the

number of cells at exactly distance 𝑑
𝑐
away from a vehicle

is bounded by 𝑂(𝑑
𝑐
). Information about cells at distance 𝑑

𝑐

away is broadcasted at 𝑝/𝑑
𝑐
Hz. Thus the total amount of

data to be communicated about cells at distance 𝑑
𝑐
away is

𝑂(𝑝). Note that this information is broadcasted by at most
one vehicle in every area 𝜋𝑟2

ℎ
. Hence, on average each node

is responsible for communicating only 𝑂(𝑝/𝜌𝑟
2

ℎ
) bits about

cells at distance 𝑑
𝑐
away from itself. Summing up over all cell

distances from 𝑑
𝑐
= 1 to 𝑑

𝑐
= 𝑅/𝑟

𝑐
, we get

𝐵
𝑐
= 𝑂(

𝑅/𝑟𝑐

∑

𝑖=1

𝑝

𝜌𝑟
2

ℎ

) = 𝑂(
𝑅𝑝

𝜌𝑟
𝑐
𝑟
2

ℎ

) . (2)

In comparison with the result from Theorem 1, we note
that the average communication rate reduces by a factor
equal to the number of vehicles in each cell (𝜌𝑟

𝑐
𝑟
ℎ
) because

only aggregate information about the cell is propagated with
distance-sensitive rate as opposed to propagating informa-
tion about each vehicle in the cell.

Theorem 5. The staleness in the state of cell 𝑧 at vehicle 𝑗

in VCAST, when aggregate cell information is propagated, is
bounded by 𝑂(𝑑

𝑐
(𝑗, 𝑧)𝑑

ℎ
(𝑗, 𝑧)/𝑝), where 𝑑

ℎ
(𝑗, 𝑧) denotes the

communication hop distance between 𝑗 and the closest vehicle
to 𝑗 in cell 𝑧.

Proof. Consider a vehicle 𝑗 and cell 𝑧. The lowest broadcast
rate about cell 𝑧 that is available for vehicle 𝑗 is𝑑

𝑐
(𝑗, 𝑧)/𝑝. Also

the number of communication hops between 𝑗 and the closest
vehicle in 𝑧 is 𝑑

ℎ
(𝑗, 𝑧). Hence, latency in forwarding informa-

tion about cell 𝑧 to vehicle 𝑗 is bounded by 𝑑
𝑐
(𝑗, 𝑧)𝑑

ℎ
(𝑗, 𝑧)/𝑝.

Also note that the subsequent update about cell 𝑧 will be
available within 𝑑

𝑐
(𝑗, 𝑧)/𝑝 seconds. The result follows.

4. Performance

We evaluate the performance of VCAST using simulations in
ns-3, a discrete event simulator for wireless, and mobile ad
hoc networks.
Network Models. We use an IEEE 802.11 b physical layer
communication model with a DSSS rate of 11Mbps at each
node. We first model vehicular traffic by considering vehicles
to be in grids of different sizes (28×28, 25×25, 20×20, and 15×
15) with uniform separation between the vehicles at all times
(i.e., travelingwith uniform speed). For the case of aggregated
data forwarding, we have also simulated a network size of



International Journal of Distributed Sensor Networks 7

3600 nodes which allows us to test over larger intervehicular
distances. We consider intervehicular separations of 60m,
50m, 40m, and 30m, thus simulating different densities.
Note that a uniform separation of 45m would correspond
to a headway time of 1.5 s at a speed of 70mph (and a pro-
portionately lower headway time at lower speed), which are
typically observed separations on roadways. We have chosen
densities that create vehicular separation around this range.
We also consider source broadcast rates of 1Hz, 5Hz, and
10Hz, and communication ranges of 75m, 100m, 125m, and
150m, which are within the range of expected transmission
rate and range values of Here I am messages for intelligent
transportation systems [1, 2]. These simulations characterize
the performance of VCAST when it is used to disseminate
vehicular state information to a network of the corresponding
size. The grid model allows us to emulate 2d network traffic
of different densities in a region and by simulating uniform
velocity, the relative distance between vehicles is maintained
during the course of the simulation allowing the clear
characterization of distance versus information staleness.
We use this model to compare VCAST with non-distance-
sensitive approaches and to systematically study the impact
of density, source broadcast rates, and communication range
on the performance. Next, we consider a 2dmodel of vehicles
with nonuniform mobility incorporated—the goal here is
to study if time varying densities impact the performance
and therefore we use a random waypoint model to simulate
mobility which generalizes possible vehicular traffic patterns.

Measurement Strategy. Each vehicle’s state information is
assumed to be 10 bytes long. In any given slot, a vehicle
may transmit a variable number of such records. At each
vehicle, we measure the maximum staleness with respect
to every other vehicle by measuring the time elapsed since
the information originated at the source, just before fresh
information about a vehicle is received. For information
aggregation, we consider the cell size to be equal to the com-
munication range of each vehicle, propagate only aggregate
cell information instead of individual vehicle information,
andmeasure themaximumstalenesswith respect to every cell
in the region. All simulations are run for 20 seconds except
simulations at 1Hz which are run for 40 second due to higher
staleness values.We then group themaximumstaleness based
on pairwise distances between vehicle-vehicle and vehicle-
cell, respectively. The average of these measurements over
multiple experiments is used in our evaluations.

4.1. Impact of Distance Sensitivity. The objective of this
section is to quantify the performance gains achieved by
using distance-sensitive forwarding as opposed to forwarding
information about all vehicles at the same rate.
Scaling in Number of Nodes. In Figure 2(a), we show the
maximum staleness as a function of intervehicular distance
for 𝑝 = 10Hz at a network size of 225 nodes for both
VCAST as well as non-distance-sensitive forwarding; that
is, information about all vehicles is forwarded at the source

broadcast rate by every node. Here, we observe that the non-
distance-sensitive scheme is able to keep staleness low at all
distances and the growth is linear with distance. On the other
hand, VCAST has low staleness at small distances while the
staleness is observed to grow as 𝑂(𝑑2) at higher distances, as
expected. However, at a network size of 625 (see Figure 2(b)),
the non-distance-sensitive approaches show much higher
staleness even at smaller distances. However, VCAST is
able to maintain low staleness at small distances while the
staleness is observed to grow as 𝑂(𝑑2) at higher distances.
Information within 400m is obtained in under 300ms using
VCAST while it takes about 3 seconds in the case of a non-
distance-sensitive approach.The reason is that as the number
of nodes increases, the channel contention increases at a
much higher rate in the non-distance-sensitive forwarding
causingmessage losses and consequently increase in staleness
(i.e., quantified in our analysis on message complexity).
By reducing channel contention, VCAST is able to achieve
scalability in number of nodes. In Figure 3, we show the
maximum staleness as a function of intervehicular distance
for𝑝 = 10Hzat a network size of 225, 400, 625, and 784nodes
for VCAST. We observe that staleness values are preserved at
corresponding intervehicular distances, irrespective of network
size.

Scaling in Source Broadcast Rate. In Figures 4(a) and 4(b),
we fix the network size to 784 nodes and vary the source
broadcast rate. In Figure 4(a), we observe that, at s source
broadcast rate of 1Hz, the-non-distance-sensitive scheme is
able to scale to large distances and has lower latencies at
larger distances compared with VCAST since there is no
staggered forwarding. However, when attempting to reduce
the staleness at smaller distances, by increasing the source
broadcast rate, non-distance-sensitive forwarding fails.This is
shown in Figure 4(b) for broadcast rates of 10Hz. The non-
distance-sensitive approaches show much higher staleness
even at smaller distances. On the other hand, VCAST is
able to deliver lower staleness at smaller distances even
at a network size of 784 nodes by increasing the source
broadcast rate and progressively increasing the staleness at
larger distances. This allows the network bandwidth to be
utilized where it is needed and to achieve scalability.

Message Complexity: The Reason Behind Successful Scaling in
VCAST. In Figures 5(a) and 5(b), we show the number of
vehicular records transmitted per second by every node for
varying network sizes and varying source broadcast rates,
respectively. These figures highlight the significantly lower
message complexity inVCAST which reduces the contention
even as network size and broadcast rates grow.

4.2. Impact of Communication Range, Source Broadcast Rate,
and Density. In this subsection, we evaluate the performance
of VCAST under different communication ranges, source
broadcast rate, and network densities. The aim is to highlight
the scalability of VCAST and identify the tipping point in
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Figure 2: Impact of network size: VCAST versus non-distance-sensitive forwarding. (a) Maximum staleness versus pairwise vehicular
distance: 𝑝 = 10Hz at 225 nodes. (b) Maximum staleness versus pairwise vehicular distance: 𝑝 = 10Hz at 625 nodes.
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Figure 3:Maximum staleness versus pairwise vehicular distance for
VCAST: 𝑝 = 10Hz, network sizes of 225, 400, 625 and 784 vehicles,
communication range 100m, separation 50m. Staleness values are
preserved at corresponding intervehicular distances, irrespective of
network size.

terms of each of these parameters forVCAST, that is, the point
at which channel capacity is exceeded.
Communication Range. In Figure 6, we plot the maximum
staleness in vehicle information against the intervehicular
distance for a 784 node network with 𝑝 = 10Hz at different
communication ranges. As range increases from 75m to
125m, we observe that staleness at larger distances decrease
(due to fewer number of hops), while the staleness at smaller

distances increase slightly due to increased contention. How-
ever, starting from a range of 150m, we observe that the
channel contention within a single hop starts increasing and
at a range of 200m, we observe a tipping point leading to
higher message losses and much higher staleness at smaller
distances (the corresponding plot is shown in red).
Source Broadcast Rate. In Figure 7(a), we plot the maximum
staleness in vehicle information against the intervehicular
distance for a 784 node network with a communication
range of 100m for different source broadcast rates. As rate
increases from 5Hz to 10Hz, we observe that staleness
decreases as expected. However, with a rate of 20Hz, we
observe that the channel contention starts increasing, leading
to disproportionate staleness values at smaller distances.
Figure 7(b) shows a zoomed-in version of Figure 7(a) at
smaller distances. Here, we observe that staleness values for
20Hz are higher than those at 10Hz due to higher channel
contention.

Network Density. In Figure 8(a), we plot the maximum
staleness in vehicle information against the intervehicular
distance for a 784 node network with a communication
range of 100m and rate of 10Hz for different intervehicular
separations.Note that, in Figure 8(a), the plots for separations
of 50m, 40m, and 30m only extend to 2, 1.7, and 1.2Km,
respectively, because these are the possible maximum inter-
vehicular distances at the corresponding densities for a given
network size of 784 vehicles. We observe that going from a
separation of 60m to 40m, the staleness at larger distances
decreases. This is because of fewer number of hops required
to reach a given distance. However, with a separation of 30m,
we observe that channel capacity is exceeded causing mes-
sage losses and higher staleness values (the corresponding
plot is shown in red). In Figure 8(b), we have shown the
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Figure 4: Impact of source broadcast rate: VCAST versus non-distance-sensitive forwarding. (a) Maximum staleness versus pairwise
vehicular distance: 𝑝 = 1Hz at 784 nodes. (b) Maximum staleness versus pairwise vehicular distance: 𝑝 = 10Hz at 784 nodes.
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Figure 5: Comparison ofmessage complexity:VCAST versus non-distance-sensitive forwarding. (a)Number of vehicular records transmitted
per second per node at different network sizes for 𝑝 = 10Hz and range 100m. (b) Number of vehicular records transmitted per second per
node at different source broadcast rates for 784 nodes and range 100m.

correspondingmessage complexity at different intervehicular
separations. Here we observe a drastic increase in messages
per second, at a separation of 30m which explains the
corresponding increase in message losses and information
staleness.

4.3. Impact of Time Varying Intervehicular Separations. The
aim of this subsection is to characterize the performance
of VCAST in the presence of time varying intervehicular
separations caused by nonuniformmobility patterns.Wenote

that there are potentially several traffic mobility patterns that
can arise in a real vehicular network scenario. Our goal
here is to analyze the scalability of VCAST and one of the
important underlying factors that can impact performance
in the context of these mobility patterns is the time varying
density. There could be instants when a vehicle has a lot of
neighbors within communication range and also instances
when there are no neighbors.Therefore, in this simulation, we
have chosen the random 2d walk mobility pattern with time
varying speeds in the range of 20m/s to 40m/s, a potentially
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Figure 7: Impact of source broadcast rate onVCAST: (a) maximum staleness versus pairwise vehicular distance with 784 vehicles, separation
50m, communication range 100m, source broadcast rates of 5Hz, 10Hz, and 20Hz. (b) Zoomed-in version at smaller distances.

severe form of mobility that captures the essence of time
varying separations and interference zone, caused in a traffic
scenario.

In Figures 9(a) and 9(b), we compare the information
staleness graphs for the random and uniform mobility
patterns at 5Hz and 10Hz source broadcast rates with
784 nodes. As seen from these figures, the graphs are
quite similar, highlighting that random mobility does not

significantly impact the performance. Staleness values at
larger distances are observed to be slightly higher for the
case of random mobility. However, the reason for this is
not higher communication cost but rather the fact that the
severe random mobility scenario often creates sparse and
disconnected regions within the network, thereby increasing
the number of hops traversed between two vehicles at a given
distance. This effect is more pronounced at larger distances.
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Figure 9: Impact of time varying randommobility pattern onVCAST: (a) maximum staleness versus pairwise vehicular distance for uniform
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In Figure 10, we compare the average communication cost
for the random and uniform mobility scenarios. This graph
highlights the fact that communication costs do not increase
in the random mobility scenario—in fact a small decrease
is observed in the average communication cost over several
random patterns.

4.4. Impact of Aggregation. In this section, we evalu-
ateVCAST when aggregate information about a cell is trans-
mitted over multiple hops as opposed to individual vehicle
information. The region being simulated is divided into
square cells of equal size. The width of each cell is assumed
to be equal to the single hop communication range. In
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this evaluation, we have increased the network size to 3600

nodes, thereby allowing us to evaluate staleness over larger
distances. Figure 11 shows the information staleness graphs
with a communication range of 100m ad 150m, both with
a source broadcast rate of 10Hz. As seen in these graphs,
information up to 4Km can be obtained in less than 5

seconds, without the need for any infrastructure—while
still maintaining extremely low staleness values at smaller
distances.

4.5. Summary of Results. Our experimental results show
that by using distance-sensitive forwarding, VCAST is able
to scale to larger network size as well as support much
higher broadcast rates compared to non-distance-sensitive
techniques.The reason for scalability is the significantly lower
message overhead which reduces the channel contention
in the network. We also characterized the performance
ofVCAST under severe mobility and studied information
staleness when aggregated data is transmitted as opposed to
individual vehicle information.

From all of the above experimental evaluations, we
note that an ideal parameterization for VCAST is to set
communication range to a small value and increase the source
broadcast rate. By doing so, information at smaller distances
can be obtained at high rates with low contention due to the
small communication range. At the same time, information
to larger distances can be transmitted with progressively
increasing staleness. Moreover, by limiting the propagation
of individual vehicular information up to distances of about
500–1000m (for utilization by safety applications) and only
propagating aggregate information beyond that, we observe
that information from several miles ahead can be obtained
within a few seconds without the need for any communica-
tion infrastructure.

5. Conclusions

We have presented an algorithm,VCAST, for obtaining indi-
vidual vehicle location and aggregate traffic information over
a multihop wireless vehicular network without the need for
expensive roadside infrastructure, any special hardware, or
modification to vehicular transmission standards. To ensure
scalability in forwarding information over multiple hops,
traffic information is propagated at a rate that decreases
linearly with distance from the source. By doing so, the
required communication rate per node can be reduced when
comparedwith schemes that donot utilize distance sensitivity
in information forwarding. This results in lower channel
contention, thereby enabling higher source broadcast rates
and better information quality at smaller distances while
still being able to propagate information to large distances.
Despite staggered forwarding, traffic information can be
obtained with a staleness, which is a measure of error in
the traffic information that is bounded by 𝑂(𝑑

2
) where 𝑑

is the communication hop distance from the source of the
information.

The performance of VCAST was validated using exten-
sive ns-3 simulation under different network sizes, network
densities, source broadcast rates, and communication ranges.
The results of our evaluation showed that by using distance-
sensitive forwarding, VCAST is able to scale to larger net-
work sizes as well as support much higher broadcast rates
compared to non-distance-sensitive techniques. The reason
for scalability was shown to be the significantly lower mes-
sage overhead which reduces the channel contention in the
network. We also characterized the performance of VCAST
under severe mobility and studied information staleness
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when aggregated data is transmitted as opposed to individual
vehicle information.

In future work, we would like to integrate VCAST
with control algorithms for vehicular safety and navigation
that utilize information with distance-sensitive quality. We
would like to design optimal control laws for vehicular
acceleration under models of distance-sensitive information
availability that ensures the safety of the integrated control-
communication system. We would also like to integrate our
vehicular traffic mapping service with a navigation front end
for dynamic computation of alternate routes and evaluate the
impact of distance sensitivity on the quality of navigation
performance.
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Nowadays, more and more APs are deployed for the wireless access. The roadside APs are able to improve the bandwidth of
VANETs. In this paper, we design aMulticast Network Coding (MCNC)method to aggregate and disseminate data in VANETs. It is
appropriate for the areas where APs have been deployed but cannot cover the all range of vehicles movement. Data transmission is
divided into 3 stages inMCNC. Network coding, multicast aggregating, and decoding are implemented in the 3 stages, respectively.
Simulation results show that MCNC is able to cut down 2/3 overhead messages of Epidemic when the cover area of the APs is only
1/5. Its loss rate and delay are lower than the other methods. We also discuss its benefit for the deployment of VANETs.

1. Introduction

Vehicular networks are usually regarded as a class of ad-
hoc networks, where mobile nodes are vehicles exchanging
data with each other. Vehicle can communicate with nearby
vehicles when their distance is less than the communica-
tion range. Data are delivered among vehicles via Vehicle-
to-Vehicle (V2V) protocol. Vehicular Ad hoc Networks
(VANETs) will diverse applications associated with traffic
safety [1], traffic efficiency [2], entertainment, file sharing
[3, 4], and so on [5]. However, vehicles move at different
speeds and form dynamic networks over time. VANET
changes so fast; it is often difficult to find a path between
a pair of vehicles using ordinary ad hoc routing protocol.
Epidemic is the high reliability protocol, but it will waste
too much bandwidth and reduce the scalability of networks
[6].

Deploying infrastructures is a method to improve the
reliability of data delivery. Intelligent VANET is a way of
integrating on multiple wirelesses such as IEEE 802.11, 3G
cellular systems, and IEEE 802.16e in vehicular networks
[7]. Vehicles communicate with roadside infrastructures via
Vehicle-to-Infrastructure (V2I) protocol. The infrastructures
are connected via the wired networks and are able to buffer
more data than vehicles.The experiments in [8] show that the

deployment of infrastructures can bring up to the improve-
ment of performance in delivery ratio. With the increasing
use of smart phones, 3G cellular systems become a popular
infrastructure, but the research in [9] suggests that cellular
data bandwidth is likely to remain limited and expensive.
With the recent development of the IEEE 802.11p [10] 5.9G
DSRC/WAVE radios,Wi-Fi based Access Points (APs) on the
side of road will be more as the infrastructures of VANETs.

Most applications of VANETs focus on planning vehicle
paths, such as detecting remote road conditions [11]; sens-
ing traffic lights [12]; avoiding rear collisions [10]. These
applications require disseminating data to part of vehicles
in some regions. The receivers are dynamic and cannot be
identified by senders because of vehicles constant move-
ment. It is impossible that infrastructures signal covers all
of regions reached by vehicles. Multihop communications
among vehicles are necessary to destinations or infrastruc-
tures. So routing packet remains to be a challenge in such
network architecture which integrates V2V communication
with V2I communication. However, vehicle movements are
constrained to roads. Even though lots of vehicles are
equipped with GPS receivers or smart phones to define their
routes, their movements are probably constrained to preset
paths. It is another characteristic of VANETs that it is possible
to predict the vehicle movement [13].
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In this paper, we present a Multicast Network Coding
(MCNC) method to aggregate and disseminate data in
VANETs. Data are divided into short fixed-size blocks in
source vehicle and disseminated to the other vehicles. The
vehicles nearby APs implement network coding and send
the coding blocks to APs. The blocks are aggregated and
recoded among APs multicast tree. Finally, the blocks are
sent out in APs that the destinations are predicted to close.
The experiments show thatMCNC is able to reduce overhead
messages and enhance the reliability of transmission. MCNC
is designed according to the former characteristic of VANETs
and appropriate for the areas thatWi-Fi based APs have been
set up but cannot cover entirely.

The remainder of this paper is organized as follows.
In the next section, we discuss the related work. Section 3
presents the description and implementation of the MCNC.
The evaluation and analysis of the MCNC are showed in
Section 4. The paper is concluded in Section 5.

2. Related Works

In recent years, many studies focus on deploying infras-
tructures in VANETs. It is proved [8] to bring up the
improvement of data delivery. Cabernet [14] proposes one-
hop Internet access schemes using open Wi-Fi based APs in
VANETs. In [15], Bychkovsk et al. analyze the feasibility that
vehicles can access openWi-Fi basedAPs providing thewired
network connections in VANETs. They define the prime
method of data delivery from APs to vehicles. Throwboxes
[16] as infrastructures can hold packets and later forward
the packets to other nodes. It helps relay messages between
mobile clients in a Delay Tolerant Network (DTN) and saves
power in scheduling sleep. MAR [17] as an infrastructure is
a commuter router that exploits wireless diversity to provide
improved data for users. It can be placed in moving vehicles
to enable high-speed data access. DP [18] on the roadside
is proposed to address the data dissemination in VANETs.
Data poured from the source are buffered and rebroadcast
at the intersections. It focuses on data dissemination, and no
buffer allocation scheme is proposed. MobTorrent [19] is a
framework designed for vehicles accessing to roadside Wi-
Fi APs. Vehicles inform the selected APs to fetch data. The
scheduling algorithm in MobTorrent replicates the data on
mobile helpers.

A few studies have been attracted on utilizing vehicle tra-
jectory information for VANETs of deploying APs. More and
more vehicles are equipped with satellite navigation systems.
With increasing usage of smart phones like Apple iPhone or
Android phones, navigation systems based on smart phones
are popular. Vehicle trajectory information has become a
valuable input for data forwarding. In [20], a protocol is
proposed to enable efficient multihop routing capabilities.
It fully supports two-way communications between mobile
vehicles and APs. Vehicular mobility is predicted on the
information offered by the navigation system in terms of
final destination and path. TSF [21] considers a reliable,
efficient APs-to-vehicles data delivery by minimizing the
packet delivery delay. Data delivery is performed through

the computation of a target point based on the destination
vehicle’s trajectory information. RoadsideAPs can be selected
as relays where destination vehicle is expected to pass by.
Selecting AP optimally minimizes the packet delivery delay.
TBD [22] utilizes vehicle trajectory information to improve
communication delay and delivery probability for vehicles-
to-APs destination communications. A delay model of pack-
ets routing along roads is set up. The path with minimum
delay can be found with the help of the real-time traffic
condition information.

There is also some research leveraging roadside parking
to distribute data in VANETs. ParkCast [23, 24] assumes that
the parked vehicles are grouped into a line cluster at roadside.
It defines the communication between moving vehicles and
parked ones. The wireless device on vehicles has a battery for
supporting the communication in parking. APs are replaced
by parked vehicles to delivery data in VANETs. PASS [2] is a
parking-lot-assisted carpool method. It optimizes transport
utilization by sharing ride among drivers. A user can get
vehicles information from the drivers in PASS. The drivers
decide whether to provide carpooling services or not. In fact,
many V2V protocols are also able to be used as vehicles-to-
APs communications. Epidemic Routing [25] is the first pro-
posed to reliably delivermessages in intermittently connected
networks. It is not optimized for the VANETs. PRoPHET [26]
was proposed to select the next hops using the history of
encounters. Both of them are used as the typical protocols of
VANETs and will be analyzed in our simulation.

Network coding has been proven to be a promising
approach that can improve the reliability of communication.
A few studies focus on using network coding in VANETs.
CodeTorrent [27] is a file swarming protocol based on
network coding for VANETs. It deals with typical mobile
network issues such as dynamic topology and intermittent
connectivity. CodeOn [28] is a push-based scheme for
popular content distribution in VANETs. Data are actively
broadcasted to vehicles from APs and further distributed
among vehicles. It uses network coding to reduce the lossy
of data. In [29], M. Sathiamoorthy et al. analyze the benefits
of distributed storage using erasure codes for file sharing
in VANETs. Distributed storage codes not only offer the
reduction of bandwidth occupied by large file copy but also
provide significant reduction of cost in VANETs. In [30],
Palma et al. propose a data dissemination technique based
on Fountain codes. Its goal is provide the real-time service
in a lossy vehicular network. It achieves an improvement
on arrival times of packets towards destination vehicles. The
works adopt network coding to handle content distribution
in VANETs and are referred for coding and transmission of
this paper.

3. MCNC and Its Implementation

The process of information delivery is similar in the network
architectures which integrate V2V with V2I communication.
The sources firstly forward data to infrastructures in multi-
hop communications among vehicles. Data are transmitted in
wired networks formed by infrastructures and then are sent
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from a few infrastructures to the destinations in multihop
wireless communications. In our MCNC method, we define
the 3 stages as ToInfra, BeInfra, and ToVehic.

In this section, we present, respectively, the method
of data transmission on the 3 stages of MCNC. It firstly
composes network coding and multicast to aggregate data in
VANET.

3.1. ToInfra Stage. Data dissemination is unreliable when
information is announced by the source far away from infra-
structures. Before the vehicle is able to contact with infras-
tructures, the generic routing algorithm for VANETs is used
among vehicles. We select the epidemic routing in this
moment to describe ourmethod.When vehicles sense a route
to infrastructures, they will aggregate and send out data in the
way of network coding. If data meet part of destinations in
epidemic routing [26], they will be received directly by these
nodes.

The communication between vehicles and infrastructures
needs to be completed in a very short time when vehicles are
moving fast. In order to transmit data integrally and realize
the network coding operation, the source data are divided
into a number of blocks that are the same as maximum
length. Every data block contains a vehicle ID and a block
ID. 𝐵(𝑝, 𝑞, 𝑡) is denoted as the block 𝑞 sent by vehicular 𝑝. t is
the time to the block timeout discarded. Every block has the
live time to avoid heavy network load. The current value of 𝑡
is taken to next hop to continue reducing over time. Block is
discarded while 𝑡 = 0.

The live time 𝑇max is the maximum values of t. t is
counted down at 𝑇max while the block is generated from the
source. 𝑇max can be computed by (1)

𝑇max =
𝑤
0
∗ 𝐶

int (Flow (𝑡) + 1)
, (1)

where 𝐶 is the class of the packet QoS and 𝑤
0
is the constant

adjusting 𝑇max to proper value. Int() is the integral function.
Flow(𝑡) is the current vehicle flow and given by

Flow (𝑡) = 𝛼 ∗ Sum (𝑡) + (1 − 𝛼) ∗ Flow (𝑡 − 1) . (2)

Sum(𝑡) is the sum of vehicles that communicate with this
vehicle in time 𝑡.The coefficient 𝛼 is a constant value between
0 and 1, representing the degree of Flow(𝑡) decreases. The
greater the value, the faster the older affects are depreciated.

Infrastructures send active messages periodically. 𝑙 is the
TTL of active message. 𝑙 = 𝑙 − 1 when the message is
forwarded by a vehicle. Vehicles send the active message

immediately after receiving it and then do not send the same
message. The active message will not be forwarded any more
while 𝑙 = 0. 𝐿max is the TTL of the active message sent by
infrastructures. 𝐿max can be computed by (3) as follows:

𝐿max = int(𝐸 × (𝑤
1
∗ ln(1 +

∑
Sum(𝑡)
𝑖=1

V
𝑖

Sum (𝑡)
)

+ 𝑤
2
∗ Sum (𝑡) + 𝑤3)

−1

) ,

(3)
where 𝐸 is the signal intensity sent by infrastructures. The
higher the power of infrastructures, the more the TTL of
active message will be. Sum(𝑡) is the sum of vehicles that
communicate with this infrastructure in time t. V is the
velocity of these vehicles.Themore the vehicles are connected
by the infrastructure and the faster the vehicles move, the
less the TTL of active message will be. 𝑤

1
, 𝑤
2
, and 𝑤

3
are

the weights of the former parameters, respectively. 𝐿max = 1
while the value obtained by (3) is less than 0. 𝐿max = 15while
the value obtained by (3) is more than 15. In other words,
1 ⩽ 𝐿max ⩽ 15.

Linear network coding begins immediately when the
vehicle receives the active message of infrastructures. The
blocks 𝐵(𝑝, 𝑞, 𝑡) where 𝑡 > 0 will be encoded and sent to
infrastructures. In order to reduce the complexity of decoding
operation, the dimension of encoding vector is taken a fixed
value 𝜔. A row vector contains 𝜔 consecutive blocks sent by
the same vehicle. The blocks IDs in the vector 𝑖 are from
(𝑖 − 1) ∗ 𝜔 + 1 to 𝑖 ∗ 𝜔, where 𝑖 = 1, 2, 3, . . .. If the blocks
of ID within this range are not received, their values will be
set to 0.

The blocks sent by the vehicle 𝑝 are divided into block
vectors in sequence of 𝑞.𝐵(𝑝, 𝑞, 𝑡) should equal to the element
𝑗 of the vector 𝑖, 𝑖 and 𝑗 are given by

𝑖 = int(
𝑞

𝜔
) + 1,

𝑗 = 𝑞 − 𝜔 ∗ 𝑖.

(4)

𝑥(𝑝)
𝑖𝑗
is denoted as the element 𝑗 of block vector 𝑖 sent by

vehicle 𝑝. 𝑥(𝑝)
𝑖𝑗
can be given by

𝑥(𝑝)
𝑖𝑗
= 𝐵 (𝑝, (𝑖 − 1) ∗ 𝜔 + 𝑗, 𝑡) . (5)

𝑋(𝑝) is the matrix consisting of all block vectors sent by
vehicle 𝑝.𝑋(𝑝) is denoted as

𝑋(𝑝) =

[
[
[
[

[

𝑋(𝑝)
1

𝑋(𝑝)
2

...
𝑋(𝑝)
𝜐

]
]
]
]

]

=

[
[
[
[

[

𝐵 (𝑝, 1, 𝑡) 𝐵 (𝑝, 2, 𝑡) ⋅ ⋅ ⋅ 𝐵 (𝑝, 𝜔, 𝑡)

𝐵 (𝑝, 𝜔 + 1, 𝑡) 𝐵 (𝑝, 𝜔 + 2, 𝑡) ⋅ ⋅ ⋅ 𝐵 (𝑝, 2𝜔, 𝑡)

...
...

...
...

𝐵 (𝑝, (𝜐 − 1) ∗ 𝜔 + 1, 𝑡) 𝐵 (𝑝, (𝜐 − 1) ∗ 𝜔 + 1, 𝑡) ⋅ ⋅ ⋅ 𝐵 (𝑝, 𝜐 ∗ 𝜔, 𝑡)

]
]
]
]

]

. (6)

𝐾 is the local encoding matrix of the vehicle receiving the
active message. All of elements in the matrix originate a

pseudorandom sequence produced according to the vehicle
ID. We reform the Fibonacci Algorithm [31] to generate the
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Figure 1: Data dissemination among vehicles on ToInfra stage.

sequence. Seq k denotes the pseudorandom sequence and is
given by

Seq 𝑘
𝑎
=
𝑆𝑛
𝑎

𝜛
, 𝑎 = 1, 2, 3, . . . ,

𝜛 = max (𝜔, 𝜐) ,

𝑆𝑛
𝑎
= (𝑆𝑛
𝑎−2

+ 𝑆𝑛
𝑎−1
) mod 𝜛,

𝑆𝑛
−1
= VIDsource mod 𝜛, 𝑆𝑛

0
= VID

0
mod 𝜛,

(7)

where VIDsource is the unique identification of the source
vehicle and VID

0
is the unique identification of the vehicle

executing network coding. The element 𝑘
𝑖𝑗
in the matrix𝐾 is

gotten from Seq k and given by

𝑘
𝑖𝑗
= Seq 𝑘

𝑖∗𝜔+𝑗
. (8)

𝐾 is the global coding matrix with 𝜆 × 𝜔 dimension and can
be denoted as follows:

𝐾 =

[
[
[
[

[

𝑘
11

𝑘
12
. . . 𝑘
1𝜔

𝑘
21

𝑘
22
. . . 𝑘
2𝜔

...
...

...
...

𝑘
𝜆1

𝑘
𝜆2

. . . 𝑘
𝜆𝜔

]
]
]
]

]

=

[
[
[
[

[

Seq 𝑘
1

Seq 𝑘
2

. . . Seq 𝑘
𝜔

Seq 𝑘
𝜔+1

Seq 𝑘
𝜔+2

. . . Seq 𝑘
2∗𝜔

...
...

...
...

Seq 𝑘
(𝜆−1)∗𝜔+1

Seq 𝑘
(𝜆−1)∗𝜔+2

. . . Seq 𝑘
𝜆∗𝜔

]
]
]
]

]

.

(9)

Implementing linear network coding on the blocks from
the vehicle 𝑝 is formalized as computing the product of two
matrixes. It is denoted as

𝑌 (𝑝) = 𝐾 ⋅ 𝑋(𝑝)
𝑇
. (10)

The dimension of matrix 𝑌(𝑝) is 𝜆 × 𝜐, and its element 𝑦(𝑝)
𝑖𝑗

can be computed by

𝑦(𝑝)
𝑖𝑗
=

𝜔

∑

𝑚=1

𝑘
𝑖𝑚
∗ 𝑥(𝑝)

𝑗𝑚

=

𝜔

∑

𝑚=1

Seq 𝑘
𝑖∗𝜔+𝑚

∗ 𝐵 (𝑝, (𝑗 − 1) ∗ 𝜔 + 𝑚, 𝑡) .

(11)

The blocks sourced from the different vehicles have the
different opportunity if they send the whole matrix 𝑌(𝑝)
successively. It is possible that the blocks sent later are not
able to reach infrastructures. The movements of vehicles
make the path unreachable. In order to make the equal
opportunity for every vehicles transmitting information, the
vehicles receiving active message only send an element of
𝑌(𝑝), then send an element of 𝑌(𝑝 + 1), and so on.

An infrastructure can receivemultiple network codes that
source from the same 𝜔 consecutive blocks but are computed
by local encoding matrix of different vehicles (see Figure 1).
Receiver can decode the 𝜔 blocks of row 𝑖 completely when
𝑆𝑐(𝑝, 𝑖) ≥ 𝜔. 𝑆𝑐(𝑝, 𝑖) denotes the number of nonlinear codes
received by the infrastructure and encoded by the 𝑖 rowblocks
of the vehicle 𝑝. The element of 𝑌(𝑝) in the same row is
the nonlinear codes of the same 𝜔 blocks. The other vehicles
also encode the 𝜔 blocks and send to the infrastructure. So
the receiver maybe decodes the 𝜔 blocks completely when
a vehicle only sends a few front elements of a row. The
vehicle will send elements of coding matrix by columns. The
infrastructurewill sendBreakmessages to the coding vehicles
when 𝑆𝑐(𝑝, 𝑖) ≥ 𝜔. The vehicle breaks off network coding
process when receiving Break messages.

When the vehicle on ToInfra stage receives a message, its
process is formally shown in Figure 2.

Network coding algorithm on Figure 2 is described in
Algorithm 1.

3.2. BeInfra Stage. Infrastructures are connected by wired
media. They consist of wireless APs, network nodes, servers,
and so on. It is able to guarantee the reliability and
the real-time of data transmission among infrastructures.
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Figure 2: The process flowchart of vehicle on ToInfra stage.

The destinations of most blocks are not all of vehicles in
VANET. We use multicast as the way of communication to
aggregate data on BeInfra stage. Unicast and broadcast are
regarded as two especial types of multicast in the method.
Their group members are all or one node.

When wireless AP receives the coding blocks from
vehicles, it will send these blocks to another node according to
their destinations. The node is the root of multicast tree. The
root aggregates and recodes these blocks according to their
destinations and then sends them to egress APs following the
tree. Creating tree for every multicast group will make more
forward states on middle node and cause more delay in data
transmission. We aggregate all of multicast groups in a few
share trees to resolve the former problem on BeInfra stage.

3.2.1. Constructing Multicast Shared Tree. The multicast
group means the set of the APs leading to members rather
than the set of the members themselves. The domain of
infrastructures contains at least oneNetworkManager Server
(NMS). It controls the computation of all shared trees. NMS
maintains a link-state database describing the topology of
infrastructures.

There are one ingress router and multiple egress routers
in a shared tree. The shared tree is rooted as a network node
and leafing as egress APs. NMS selects routers as the root and
leaves and computes the topology of shared tree.We partition
all APs into subsets and cluster the members of all multicast
group in the subsets in here then select the leaves and root of
the shared tree.Themethod includes the detailed steps as the
following.

(1) Partitioning Aps. All APs are partitioned according to the
topology of infrastructure networks. Clustering algorithms
are required in here. We use fuzzy clustering algorithm to

partition APs into subsets. First, 𝑟
𝑖𝑗
denotes the relation

strength between AP 𝑖 and j and is given by

𝑟
𝑖𝑗
= {

1 𝑖 = 𝑗;

[min (𝐷
𝑖𝑗
∗ (𝐻
𝑖𝑗
)
𝛾

)]
−1

𝑖 ̸= 𝑗.
(12)

𝛾 is a constant to adjust the weight of 𝐷
𝑖𝑗
and𝐻

𝑖𝑗
, and 𝛾 ≥ 0.

𝐷
𝑖𝑗
is the minimum delay (or the shortest path length) from

AP 𝑖 to 𝑗, and 𝐻
𝑖𝑗
is the hop count of the path. The value of

𝑟
𝑖𝑗
is concerned with the shortest distance between two APs.

The less the distance is, themore the 𝑟
𝑖𝑗
value is.The relational

matrix 𝑅 is defined as the following equation:

𝑅

= (𝑟
𝑖𝑗
)
𝑛×𝑛
, (13)

where 𝑛 is the total number of APs in VANETs.
In order to prove a fuzzy equivalence relation, we must

demonstrate that 𝑅 is reflexive symmetrical and transitive
[32]. 𝑅 is reflexive because all its diagonal elements are equal
to 1. Suppose all links are dull-duplex in here, and their
shortest path sourced either extremities is the same between
AP 𝑖 and 𝑗, and so 𝑟

𝑖𝑗
= 𝑟
𝑗𝑖
, 𝑅 = (𝑅)−1, 𝑅 is symmetrical. All

of the other elements are less than diagonal elements, and so
the inner product of 𝑅 is computed by

(𝑅

)
2

= 𝑅

∘ 𝑅

= (
𝑛

∨
𝑘=1

(𝑟
𝑖𝑘
∧ 𝑟
𝑘𝑗
))
𝑛×𝑛

= (𝑟
𝑖𝑗
)
𝑛×𝑛

= 𝑅

.

(14)

𝑅
 is transitive because (𝑅)2 ⊆ 𝑅

. Therefore 𝑅 is a fuzzy
equivalence relation.

The partition of APs set can be got from 𝜆-cut sets of the
fuzzy equivalence relation 𝑅. The cut set is denoted as (𝑅)𝜆,
and the value of its elements 𝑟𝜆

𝑖𝑗
is obtained by the following

equation:

𝑟
𝜆

𝑖𝑗
= {

0 𝑟
𝑖𝑗
< 𝜆

1 𝑟
𝑖𝑗
≥ 𝜆.

(15)

The set of All LERs are partitioned into many subsets. The
𝜆 belongs to [0, 1]; the less the value of 𝜆 is, the more the
number of subsets is.

(2) Aggregating Members. NMS gives an identifier to every
sub-set in the infrastructures domain and finds members
of every multicast group according to the route-state tables
of APs. Multicast member is replaced with the ID of
sub-set including the member, and the multicast group G
(member

1
,. . ., member

𝑁
) is transferred to 𝐺(ID

1
,. . ., ID

𝑀
),

which is defined as Class Group. The same IDs are merged
into one element in 𝐺. All multicast groups are indexed in
𝐺
 and saved as their registration in NMS.
NMS contrasts the 𝐺 in term of sub-set ID. The number

of 𝐺 with the same ID is denoted as the compression
parameter 𝐶. If 𝐶 is more than a specific threshold 𝛼 (𝛼 ⩾ 2),
those groups are aggregated to use a Class Group.

(3) Selecting Leaves.There is only one leaf for a shared tree in
every sub-set. The leaf is an AP in or out the sub-set. NMS
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𝑆𝑛
−1
= VIDsource mod 𝜛, 𝑆𝑛

0
= VID

0
mod 𝜛

For 𝑖 = 1 to 𝜆
For 𝑗 = 1 to 𝜔
𝑆𝑛 = (𝑆𝑛

−1
+ 𝑆𝑛
0
)mod 𝜛;

𝑆𝑛
−1
= 𝑆𝑛
0
; 𝑆𝑛
0
= 𝑆𝑛;

𝑘[𝑖, 𝑗] = 𝑆𝑛/𝜛;
For 𝑗 = 1 to 𝜐

For every vehicle 𝑝
For 𝑖 = 1 to 𝜆

sum = 0;
For𝑚 = 1 to 𝜔

sum = sum + 𝑘[𝑖, 𝑚] ∗ 𝐵[𝑝, (𝑗 − 1) ∗ 𝜔 + 𝑚];
𝑌[𝑝, 𝑖, 𝑗] = sum;
Send 𝑌[𝑝, 𝑖, 𝑗] to next hop
If receiving Break Message exit.

Algorithm 1: Formal description of network coding on ToInfra stage.

finds the multicast groups, which are aggregated to one Class
Group 𝐺. Then NMS divides all members of those multicast
groups into Vertex set according to sub-set ID.The members
in same 𝐺 and sub-set are placed a Vertex set. The Vertex set
is linked into a sub-graph of the infrastructures domain. The
nodes of the sub-graph consist of all APs in the Vertex set and
the routers as intermediate nodes.

We select the median point of the sub-graph as the leaf of
shared tunnel. The parameter 𝐷

𝑖
, which denotes the sum of

distances from a node 𝑖 in the sub-graph to all members of
Vertex set, is computed by

𝐷
𝑖
=

𝑚

∑

𝑗=1

(𝑑min (𝑖, 𝑗) ∗ (
𝐶

∑

𝑘=1

𝑏 (𝑗, 𝑘))) , (16)

where 𝑑min(𝑖, 𝑗) is the length of shortest path between node 𝑖
andmember j and𝑚 is the number of members in the Vertex
set. The parameter 𝑡(𝑗, 𝑘) is the bandwidth that multicast
group 𝑘 sparesmember 𝑗.The compression parameter𝐶 is the
number of multicast groups aggregated into the shared tree.
𝑏(𝑗, 𝑘) = 0 when multicast group 𝑘 does not include member
𝑗. NMS selects the node with the minimum parameter 𝐷 as
the leaf of shared tree in the sub-set.

(4) Selecting Multicast Root. The root of shared tunnel is
selected by the method similar to the selecting leaves. It can
be any node in the infrastructures domain. The parameter
𝑃
𝑖
, which denotes the sum of distances from a node 𝑖 to all

sources of multicast group aggregated into the tree, is defined
by the following equation:

𝑃
𝑖
=

𝐶

∑

𝑗=1

(𝑑min (𝑖, 𝑗) ∗ 𝑇𝑗) , (17)

where 𝑑min(𝑖, 𝑗) is the length of shortest path between node 𝑖
and source j and 𝑇

𝑗
is the bandwidth occupied by multicast

flow from source 𝑗. NMS selects the node with the minimum

parameter 𝑃 as the root of the shared tree. So the 𝑃 of root 𝑃
𝑟

must satisfy the following condition:

𝑃
𝑟
= min
1 ≤ 𝑖 ≤𝑁

(

𝐶

∑

𝑗=1

(𝑑min (𝑖, 𝑗) ∗ 𝑇𝑗)) . (18)

N is the number of nodes in the infrastructures domain.

(5) Computing Multicast Shared Tree. NMS computes the
shared tunnel tree for the Class Group which connects the
selected root and leaves. It can use any existing multicast
tree algorithm [22] (e.g. the Dijkstra’s algorithm, Steiner
tree-based heuristic routing algorithm with the objective
of minimizing the cost on multi-QoS constraint). How the
multicast tree is computed in the algorithms is outside the
scope of this paper.

3.2.2. Recoding on Root. APs send coding blocks to the
roots of multicast shared tree according to their destinations.
The root discards the same coding blocks and send Break
messages to the coding vehicles when 𝑆𝑐(𝑝, 𝑖) ≥ 𝜔. Then
the root will recode to the coding blocks with the same
destinations and sources.The recoding blocks are transferred
to the APs along the multicast shared tree. The APs in the
tree cover the area where destinations vehicles arrive at or will
arrive at.

𝜔 nonlinear codes of blocks in the same row are selected
to recode with the global coding matrix, which is denoted as
𝐹. The matrix 𝐹 is unique and constant to the infrastructures
and need not be transferred on VANETs. All vehicles have
the duplicate copy of 𝐹 and decode the recoding blocks using
𝐹. All of elements in 𝐹 originate a pseudorandom sequence.
Seq f denotes the pseudorandom sequence and is given by

Seq𝑓
𝑎
=
(arc sin 𝑆𝑚

𝑎
)

𝜋
+ 0.5, 𝑎 = 1, 2, 3, . . . ,

𝑆𝑚
𝑎
= 1 − 2 ∗ 𝑆𝑚

2

𝑎−1
, 𝑆𝑚

𝑎−1
∈ (−1, 0.5) ∪ (0.5, 1) .

(19)

𝑆𝑚
𝑎
is an intermediate variable to produce the sequence.

Sm
0
can be designated by the VANET administrator, and its
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𝑆𝑚 = 0.3;
For 𝑖 = 1 to 𝜉

For 𝑗 = 1 to 𝜔
𝑆𝑚 = 1 − 2 ∗ 𝑆𝑚

2;
𝑓[𝑖, 𝑗] = arcsin(𝑆𝑚)/𝜋 + 0.5;

Select 𝜔 received rows from 𝑌 to 𝑌𝑠;
For 𝑗 = 1 to 𝜐

For every vehicle 𝑝
For 𝑖 = 1 to 𝜉

sum = 0;
For𝑚 = 1 to 𝜔

sum = sum + 𝑓[𝑖, 𝑚] ∗ 𝑌[𝑝,𝑚, 𝑗]
𝑠;

𝑍[𝑝, 𝑖, 𝑗] = sum;
Send 𝑍[𝑝, 𝑖, 𝑗] to leafs of multicast shared tree;
If receiving ACKMessages of all leaves exit.

Algorithm 2: Formal description of recoding on root.

default value is equal to 0.3.The element 𝑓
𝑖𝑗
in the matrix 𝐹 is

gotten from Seq f and given by

𝑓
𝑖𝑗
= Seq𝑓

𝑖∗𝜔+𝑗
. (20)

The dimension of matrix 𝐹 is 𝜉 × 𝜔, and its row sum 𝜉 can be
computed by

𝜉 = 𝛽 ∗
𝜔

Pr (𝑡)
, Pr (𝑡) ≤ 1, (21)

where Pr(𝑡) is the probability that blocks arrive at destination
from the infrastructure in time t; it can be designated by the
VANET administrator according to the APs density. 𝛽 is a
guaranteed factor, where 𝛽 ≥ 2.

Implementing recoding on the coding blocks is formal-
ized as computing the product of matrixes. It is denoted as

𝑍 (𝑝) = 𝐹 ⋅ 𝑌(𝑝)
𝑠
= 𝐹 ⋅ (𝐾 ⋅ 𝑋(𝑝)

𝑇
)
𝑠

. (22)

𝑌(𝑝)
𝑠 is the 𝜔 nonlinear rows in matrix 𝑌(𝑝), and they are

received and selected by root. The dimension of matrix 𝑍(𝑝)
is 𝜉 × 𝜐, and its element 𝑧(𝑝)

𝑖𝑗
can be computed by

𝑧(𝑝)
𝑖𝑗
=

𝜔

∑

𝑚=1

𝑓
𝑖𝑚
∗ 𝑦(𝑝)

𝑠

𝑚𝑗
=

𝜔

∑

𝑚=1

Seq𝑓
𝑖∗𝜔+𝑚

∗ 𝑦(𝑝)
𝑠

𝑚𝑗
. (23)

The process of recoding on root is described in
Algorithm 2.

3.3. ToVehic Stage. The leaves on multicast tree are the APs
that may send blocks to destination vehicles within the
designated time 𝑇max. Their communication ranges cover
the location where vehicles are passing or will pass. The
blocks are immediately sent out fromAPs after being recoded
completely. Their live time 𝑡 = 𝑇max. The function and
computation of live time are the same as the ToInfra stage.
AP stops sending the recoded blocks of the same row when it
receives the ACKmessage from vehicles and then returns the
message to the root of multicast tree. AP also stops sending

when the 𝜉 recoded blocks are sent completely but does not
return the ACK message.

The vehicles buffer and send the blocks which 𝑡 ̸= 0. The
destination vehicle will return the ACK message when it
receives the 𝜔 nonlinear recoded blocks of the same row
and then begins decoding. The method of reducing packet
includes the detailed steps as the following.

(1) Computing Coefficient Matrix. Coefficient matrix consists
of the factors which the 𝜔 blocks multiply. It is denoted as G.
(𝑍(𝑝)

𝑠
)
𝜔 is the received 𝜔 local encoding vectors and can be

given by

(𝑍(𝑝)
𝑠
)
𝜔

= 𝐺 ⋅ 𝑋 (𝑝) = (𝐹
𝑠
)
𝜔
⋅ (𝐾
𝑠
)
𝜔
⋅ 𝑋 (𝑝) . (24)

(𝐹
𝑠
)
𝜔 is the 𝜔 rows of local encoding matrix in root. (𝐾𝑠)𝜔 is

the 𝜔 rows of local encoding matrix in vehicles. The number
of rows is sent with the blocks. Their elements are generated
from the designated pseudorandom sequence. Destination
vehicle can generate the sequence in the same rule. The
element 𝑔

𝑖𝑗
in 𝐺 can be computed by

𝑔
𝑖𝑗
=

𝜔

∑

𝑚=1

𝑘
𝑠

𝑖𝑚
∗ 𝑓
𝑠

𝑚𝑗

=

𝜔

∑

𝑚=1

seq 𝑘
(𝑖+𝑎)∗𝜔+𝑚

∗ seq𝑓
(𝑚+𝑏)∗𝜔+𝑗

.

(25)

𝑎 and 𝑏 are the values that the received number of rows
subtract the number of row in (𝐹𝑠)𝜔 and (𝐾𝑠)𝜔, respectively.

(2)Decoding the Recoding Blocks.Thedesignated row of (𝐹𝑠)𝜔
is constant to a VANET. The row of (𝐾𝑠)𝜔 is variable because
it changes with the vehicle IDs of source and coding. We
do not decode the 𝑍(𝑝) to 𝑋(𝑝) directly but decode two
blocks successively, because the constant matrix (𝐹𝑠)𝜔 is easy
to preprocess. The recoding blocks can be decoded by the
below equation:

(𝑌(𝑝)
𝑠
)
𝜔

= ((𝐹
𝑠
)
𝜔
)
−1

⋅ (𝑍(𝑝)
𝑠
)
𝜔

. (26)
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Matrix inverse is not usually used in the decoding
process because it is complex and can exhaust the computing
resource. In our case, (𝐹𝑠)𝜔 is the subset of constantmatrix𝐹.
All subsets of𝐹 inverse can be precalculated in themainframe
computer. Their inverse matrixes are stored in vehicles as
the table. The space occupied by the tables is 𝐶𝜔

𝜉
∗ 𝜔
2. This

is storable to the vehicle. In this step, vehicles need not
compute the inverse matrix, and they can find quickly the
inverse matrix in the table according its rows sequence. So
the decoding of the recoding blocks can be finished rapidly
in (26).

(3) Decoding the Coding Blocks. Destination vehicles can
decode 𝑌(𝑝) to X(p) in any decoding algorithm on the
step. We improve the step in preprocessing (𝐾𝑠)𝜔 matrix. To
obtain 𝑋(𝑝) matrix, a variant of the Gaussian elimination is
used. A typical Gaussian elimination or LU decomposition
restricts us to wait until we decoded the recoding block
and 𝜔 had the 𝜔 × 𝜔 coefficient matrix [33]. However,
decoding operation is started early in our case, and (𝐾𝑠)𝜔 is
preprocessed as the first block arrives.

𝑌(𝑝) is confirmed of the sequences of the rows and the
IDs of coding vehicles on the root. The first block can carry
this information to the destination vehicle. Destination com-
putes the (𝐾𝑠)𝜔 matrix in advance. It preprocesses the (𝐾𝑠)𝜔
in Gaussian elimination while receiving𝑍(𝑝) and records the
processing steps. These steps contain the processing order of
rows and themultiplying coefficients of every row. After𝑍(𝑝)
is decoded to 𝑌(𝑝), the vehicle decodes 𝑌(𝑝) in the steps of
preprocessing (𝐾𝑠)𝜔. Processing objects are only the elements
of 𝑌(𝑝), and decoding 𝑌(𝑝) is speed-up.

(4) Reducing the Packets. Destination composes the blocks of
𝑋(𝑝) into the packets. The packets are reduced completely.

The steps are formally shown in Figure 3.

4. Evaluation

In this section, we generate the movement of vehicles on
the ONE simulator [34] and evaluate the performance of

our MCNC method in contrast with Epidemic, PRoPHET
routing, and generic Wi-Fi.

4.1. Simulation Setup. The ONE simulator uses the Helsinki
city map and generates node movement and routing [35]. We
extract the area with the range of 4000m × 3000m from the
map and configure two types of network nodes. Vehicle node
moves on themap at the speed of 10 to 50 km/h andwaits time
of 10 to 120 seconds to stop communication after arriving to
the destination. The vehicles choose random destinations on
themap andmove there following the shortest path. AP node
is static and communicates with other APs in wired links.The
radio range is configured as 200m, and the MAC protocol is
IEEE 802.11.

Epidemic replicates messages to all encountered nodes
that do not have them yet. PRoPHET only sends messages
to the nodes that have the highest chances to deliver the
messages to the destination. They are two typical routing
protocols for ad hoc networks and have been implemented
by the users of the ONE simulator as add-ons. In generic Wi-
Fi, vehicles data must be delivered by APs in the radio range,
and the routing capability of vehicles is disabled.

Two scenarios are generated in the evaluation. A sparse
network with 30 vehicles simulates the rural area. A dense
network with 150 vehicles simulates the urban area.

The other parameters of MCNC method are listed as
follows. The TTL of the active message 𝐿max = 2 or 5. The
live time of blocks among vehicles 𝑇max = 300 seconds. The
dimension of encoding vector 𝜔 = 10. The number of APs is
variable.

4.2. Performance Analysis. The measured parameters on the
simulator are the block loss rate, transmission delay, and
overhead messages. Block loss rate [13] is the ratio of lost
blocks to the sending blocks from sources. Transmission
delay is the time of a block delivered from the source to
all destinations. Overhead ratio [13] is the effective blocks
as the percentage of all forwarding blocks among vehicles.
They synthetically reflect the performance of MCNC. The
simulation lasts for 30 minutes. The 10 sources in 2 scenarios
are selected to generate flows for the evaluation. The average
values of the 3 parameters are presented as the basis for
analyzing their performance.

Figure 4 shows the average blocks loss rate in the sparse
scenario. It is easy to see that as the number of APs increases,
blocks loss rate decreases in the five data plots. When the
number of APs is 80, the radios of APs cover the whole
area and blocks loss rate is 0 for all the method. Epidemic
has the less loss rate than the others, since it sends copies
to all encountered vehicles and transmits successively in the
greatest probability. Generic Wi-Fi is the most loss rate and
cannot be used while APs only cover part of area. PRoPHET
also cannot delivery many blocks to the destinations in the
sparse scenario. MCNC is close to Epidemic in blocks loss
rate. When the cover area of APs is 1/5 (the number of APs is
16 in Figure 4), the blocks loss rate of MCNC is less than 0.2,
and it can reach the target of transmission reliability. 𝐿max has
some influence on the parameter.The values of the parameter
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Figure 4: Blocks loss rate in the sparse scenario.
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Figure 5: Blocks loss rate in the dense scenario.

will increase weakly while 𝐿max is changed from 2 to 5. With
the increase of hops after network coding and aggregating,
the block loss rate only increases 0.04 when the number of
APs is 16.

Figure 5 is similar to Figure 4. Generic Wi-Fi is
unchangeable in different scenarios. Figure 5 only shows a
part plot of generic Wi-Fi. The other methods all decrease
their blocks loss rate in dense scenario. MCNC in the
scenario is closer to Epidemic than the sparse scenario.
When the cover area of APs is 1/5, the blocks loss rate of
MCNC decreases to less than 0.08. The changes of 𝐿max do
not have strong influence on the transmission reliability of
MCNC.
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Figure 6: Transmission delay in the sparse scenario.

Figure 6 shows the average delay of blocks that are trans-
mitted successively to destinations in the sparse scenario.
Generic Wi-Fi only deliver few blocks to destinations while
the number of APs is less than 20. Its delay changes randomly
and does not associate with the number of APs and vehicles.
The other methods all decrease the transmission delay with
the increase ofAPs. PRoPHETonly takes one of encountering
vehicles as the next hop. Although the vehicle has the highest
chance to destinations, it maybe moves more time to send
block. So the delay of PRoPHET is more than the other
methods. MCNC is also near to Epidemic in delay. Their
delays are same in no AP setting. MCNC use APs to delivery
blocks, but increase in little delay.When the cover area of APs
is 1/5, the delay of MCNC is more 8% than Epidemic, and it
can reach the target of transmission real-time.The changes of
𝐿max have some influence on the delay of MCNC. The delay
increases less than 10% when 𝐿max is changed from 2 to 5.

Thedelays of fourmethods in dense scenario are shown in
Figure 7, which is similar to Figure 6. They all decrease their
delays in the dense scenario. Their delays are closer than the
sparse scenario. When the number of APs is 16, the delay of
MCNC is more than 6% Epidemic, PRoPHET is more than
22% Epidemic, and the delay increases less than 3% with the
change of 𝐿max from 2 to 5.

Figure 8 shows the average overhead radios, which are
the same in all test scenarios. Generic Wi-Fi does not
generate overhead messages on any conditions, and its values
are always least in four methods. Epidemic generates most
overheadmessages, which rise with the increase of APs, since
AP also sends Epidemicmessage to the other vehicles. For this
reason, PRoPHET also generates more overhead messages
while setting more APs. MCNC has the same overhead ratio
with Epidemic in no AP setting. With the increase of the
number of APs, the overhead messages begin to decrease
rapidly in MCNC. The rate of decrease is diminished after
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Figure 7: Transmission delay in the dense scenario.
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Figure 8: Overhead ratio of the four methods.

the cover area of the APs is more than 1/4 (the number of APs
is 16). MCNC reduces the overhead message after network
coding and aggregates the flows in multicast share trees on
infrastructures. So its aggregating ability is obvious.

The changes of 𝐿max have huge influence on the overhead
ratio ofMCNC.Thegreater𝐿max is, the less the overhead ratio
is and themore the aggregating ability is.With 𝐿max changing
from 2 to 5, the overhead ratio cuts down more than 1/2 after
the cover area of the APs is more than 1/4. If 𝐿max and the
number of APs satisfy the requirements, blocks can be coded
and sent to APs after leaving the sources. The overhead ratio
of MCNC (𝐿max = 5) is 1200% when the cover area of the
APs is 1/5.This value is the 1/3 of Epidemic and even less than

PRoPHET. So the 2/3 overhead messages are cut down, and
the scalability of VANETs is improved.

Given all that, MCNC is able to achieve lower overhead
ratios than both Epidemic and PRoPHET. Its blocks loss
ratio and delay are tiny higher than Epidemic but lower than
the other methods. It aggregates greater part of overhead
messages using multicast and network coding. Installing APs
in part of area can improve the performance ofMCNC in any
scenario. MCNC is appropriate for the areas that APs have
been deployed but cannot cover entirely.

5. Conclusion

VANET can use APs as the infrastructures to improve its
performance. Our works aggregate messages in multicast
trees on infrastructures networks mainly consisted of APs
and implement network coding on the vehicles that the hop
to APs is less than 𝐿max. We divide data transmission into
3 stages: ToInfra, BeInfra, and ToVehic. Network coding,
multicast aggregating, and decoding are implemented in the
3 stages, respectively. Data dissemination uses the generic
routing algorithm for VANETs before network coding.

The experiments show that our MCNC is able to cut
down 2/3 overhead messages of Epidemic when the cover
area of the APs is 1/5. The costs of aggregations are a tiny
improvement of delay.The blocks loss ratio and transmission
delay of MCNC are also lower than the other methods. The
performance ofMCNC is similar in sparse scenario anddense
scenario. In many places, Wi-Fi based APs can be deployed,
but their radios cannot cover the whole area of vehicles
movement, andMCNCwill exert the promoting affluence on
the development of VANETs.
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For the purpose of balancing node energy consumption in Wireless Sensor Networks and in the premise of considering network
coverage, a kind of node broadcasting scheme at fixed intervals under variational acceleration straight-line movement model is
proposed in this paper. Simulation results illustrate that the approach proposed in this paper has a superior performance on balance
of energy consumption compared to IEA method and uniform broadcasting as well as random broadcasting methods. And the
energy saving effect is close to that of the theoretical deployment model of data fusion and nondata fusion.

1. Introduction

Energy balance is a key metric impacting the performance
of Wireless Sensor Networks (WSNs) [1, 2]. One of the most
efficient methods to achieve energy balance is to optimize the
deployment and configuration of WSNs [3–9]. However, it is
well known that designing a Wireless Sensor Network is a
difficult task, especially the sensor node deployment which
has an impact on the coverage, the network connectivity, and
the network lifetime as well as the cost of the WSNs [10].

For practical applications, deterministic deployments can
be time-consuming and error-prone, since they have the
utmost challenge of guaranteeing connectivity and proper
area coverage upon deployment. The deployment problem
has been the topic of much research work. However, the
majority of the work focuses on theoretical lab-appropriate
approaches for carefully positioning nodes to meet research
requirements [11–13].

On the other hand, currently, random broadcasting and
uniform clustering methods are adopted in most multihop
WSNs [14]. By communicating among nodes and sleep
scheduling, it could save more energy to extend network
lifetime. However, it is difficult to achieve an energy balance
[15–17]. In the multihop communication network of WSNs,
the closer to the base station, the energy of the node will be

consumed faster. If a large number of nodes nearby the base
station are dead, there will be an isolated subnet with the
base station, and then the data will not be able to reach the
base station anymore.This is also known as hot spot problem
of the multihop network [18]. Therefore, how to design a
flexible deployment and broadcasting model for nodes is a
chief problem in WSNs [3].

2. Related Works

There is considerable literature addressing various aspects
of energy balancing deployment. Fan et al. [19] propose
a type of deployment strategy with relay nodes to ensure
energy balance. By computing the most proper transmission
distance, several relay nodes are set between source nodes
and the base station to achieve balance between the energy
consumption of sensor nodes and relaying nodes. However,
this strategy takes a considerable cost in time and cannot
be applied in large-scale networks; Fei [20] proposes a grid
based network deployment algorithm. In this algorithm, each
grid defines an inner node, which has the least distance
from the grid center as its cluster. Besides, it utilizes the
gateway to gather the information in a cluster then deliver
it to the nearest cluster head. This deployment strategy owns
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the advantages for the convenience of information manage-
ment and data fusion. But it should be noted that energy
unbalance is also a key problem in this network. In addition,
Liu [21] proposes a new method of deployment using ant
colony iteration in grid models which reaches the goal of
coverage with minimum nodes.

Besides optimizing deployment schemes, heterogeneous
initial energy allocation andmodulationmodes are proposed
by some literatures as well to achieve energy balance. Ren
et al. [22] provide amethod called IEA. In thismethod, initial
energy of each node is allocated according to its distance from
the base station. Then, the initial energy difference between
neighboring nodes is simplified as a constant value. However,
the error in IEA cannot be neglected, and in real networks
it is usually impossible to prior allocate initial energy. Soltan
et al. [23] propose anothermethod to achieve energy balance.
In a circular network, they choose noncoherent BFSK with
low complexity and high SNR for the nodes near the base
station, and coherent BPSKwith high complexity and relative
low SNR for the nodes far from the base station. But, like
IEA, this method cannot achieve self-adaptation in a varied
network. In addition, heterogeneous modulation causes low
transmission efficiency.

By computing network lifetime after deployment, Hou
et al. [24] adjust the location of relay nodes to maximize
the network lifetime. But this method takes a heavy cost for
the process of iteration and cannot adapt itself with varied
networks. Ren et al. [25] propose a distance-based energy
efficient placement in circular networks. Though coverage
has been taken into consideration in this deployment, it fails
to analyze the energy consumption on the condition of data
fusion. In addition, [26–28] provide a similar method in
which circular networks are to be divided into several rings
with different radii. By utilizing this method to figure out the
minimum value of the objective function, it is easy to get the
optimum radius for each ring. However, it also ignores the
network coverage problem.

Based on the above researches and taking real physi-
cal environment into account, this paper proposes a new
broadcasting method, in which the thrower is undergoing a
straight-line motion with varied acceleration and broadcasts
at a fixed rate. Section 3 of this paper provides a detailed
realization process, and the simulation of this method is
shown in Section 4. The conclusion is provided in Section 5.

3. Method Description

3.1. Energy Balance Oriented Theoretical Deployment Model
of WSNs. The major properties of WSNs are random broad-
casting and multihop transmission [3–6]. As a result, it is
wise to firstly analyze the energy balance of a linear multihop
network model. As Figure 1 shows, a network has 𝑁 nodes:
𝑆
1
, 𝑆
2
, . . . , 𝑆

𝑁
and a base station 𝐵. 𝑆

1
is the source and 𝐵 is

the destination node. Node 𝑆
𝑘
is the forerunner of node 𝑆

𝑘+1

which is the successor of 𝑆
𝑘
.The hop distance between 𝑆

𝑘
and

𝑆
𝑘+1

is 𝑑
𝑘
. 𝑃
𝑖
(𝑖 = 1, 2, . . . , 𝑁) is the size of packet needed

to be gathered and delivered by node 𝑆
𝑖
(𝑖 = 1, 2, . . . , 𝑁).

Without the consideration of data fusion, except the first

· · ·· · ·

d1 dNd2 d3 dk

S1 S2 Sk
SNS3 S4 Sk+1 B

P1 = m

P2 = 2m P3 = 3m PN = Nm

Figure 1: Linear multihop network model.

node 𝑆
1
, every node will receive the data package from its

forerunner, combine them with its own data, then deliver to
its successor until reaching the base station.According to [15],
the following equation is valid:

𝐸
𝑘
= 𝑚 [(𝑘 − 1) 𝐸elec + 𝑘𝐸elec + 𝑘𝜀amp𝑑

2

𝑘
] ,

𝐸
𝑘+1
= 𝑚 [𝑘𝐸elec + (𝑘 + 1) 𝐸elec + (𝑘 + 1) 𝜀amp𝑑

2

𝑘+1
] ,

(1)

where 𝐸
𝑘
and 𝐸

𝑘+1
are the energy consumption during a

single-time data transmission by node 𝑆
𝑘
and 𝑆

𝑘+1
, respec-

tively. 𝑚 is defined as number of bits of single-time data
gathered by one node. 𝐸elec is the unit energy consumption
of a transceiver, while 𝜀amp is the unit energy consumption
of an amplifier. Moreover, it is generally recognized that the
energy of sink node is sufficient. As a result, to achieve energy
balance, 𝐸

𝑘
should be equal to 𝐸

𝑘+1
(𝑘 = 1, 2, . . . , 𝑁 − 1),

which is shown as the following:

(𝑘 − 1) × 𝐸elec + 𝑘𝐸elec + 𝑘𝜀amp𝑑
2

𝑘

= 𝑘𝐸elec + (𝑘 + 1) 𝐸elec + (𝑘 + 1) 𝜀amp𝑑
2

𝑘+1
.

(2)

Based on this equation, the relation of different hop
distances in this linear structure should meet

𝑑
𝑘+1
= √

𝑘 × 𝑑
2

𝑘

𝑘 + 1
−

2𝐸elec
𝜀amp × (𝑘 + 1)

. (3)

It is obvious to find that 𝑑
𝑘+1

is always smaller than 𝑑
𝑘
,

but their difference is approaching zero with the increase of
𝑘.

This linear model is similar to the models in literature
[26–28] and can be generalized into circular networks, as
Figure 2 shows. The network region is made up of a solid
circle with radius 𝐿 and the base station is located on the
center of the circle. So, several multihop transmissionmodels
of the linear structures compose an energy balancing circular
network model. The hop distance of every node in the linear
structure should meet

𝑁

∑

𝑖=1

𝑑
𝑖
= 𝐿. (4)

From Figure 2, it should be noted that nodes in the
network will form several concentric circles with different
radii, and the difference between radiuses is not uniform (as
the dotted lines in Figure 2 show). It is also easy to find that
given the network size, the angle of two neighboring linear
structures (as angle 𝜃 in Figure 2) determines the number
of nodes required to be deployed as well as the network
coverage.
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Figure 3: Deployment model based on variable acceleration
straight-line movement.

3.2. Deployment Model Based on Variable Acceleration
Straight-Line Movement. Though energy balance can be
achieved in both the linear deployment model and the
concentric circular deployment model, it is difficult to locate
nodes accurately. As a result, based on (3) which describes the
relation between neighboring hop distances, a new deploy-
ment strategy is proposed here to simulate and substitute for
the energy balance oriented theoretical deploymentmodel. In
this strategy, the thrower is undergoing a straight-linemotion
with an acceleration which is varying at a constant rate and
deploying nodes during a fixed time interval. As Figure 3
demonstrates, an object 𝑃 undergoes a decelerated straight-
line motion with a decreasing acceleration. Its motion starts
with the initial speed V

1
and an initial acceleration 𝑎

0
, which

decreases at a rate 𝑟. Let 𝑎(𝑡), V(𝑡), and 𝑆(𝑡) denote the
instantaneous acceleration and instantaneous velocity and
displacement; then we know

𝑎 (𝑡) = 𝑎0 − 𝑟𝑡,

V (𝑡) = V
1
− ∫

𝑡

0

𝑎 (𝑡) 𝑑𝑡 = V
1
− 𝑎
0
𝑡 +
1

2
𝑟𝑡
2
,

𝑆 (𝑡) = ∫

𝑡

0

V (𝑡) 𝑑𝑡 = V
1
𝑡 −
1

2
𝑎
0
𝑡
2
+
1

6
𝑟𝑡
3
.

(5)

Let 𝑃 deploy a node at its instantaneous position with
a fixed time 𝑇 interval. According to the rule of straight-
line motion with variable acceleration, the distance between
two neighboring nodes will be smaller, which is similar to

the energy balance oriented deployment scheme demon-
strated in Section 3.1. Figure 3 points out the deployment
positions 𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑁
(V
1
, V
2
, . . . , V

𝑁
are the instantaneous

velocity of 𝑃 at this deployment position), where the nodes
should be deployed. So, we get

𝑑


1
= V
1
𝑇 −

1

2
𝑎
0
𝑇
2
+
1

6
𝑟𝑇
3
,

𝑑


2
= V
1
𝑇 −

3

2
𝑎
0
𝑇
2
+
7

6
𝑟𝑇
3
,

𝑑


3
= V
1
𝑇 −

5

2
𝑎
0
𝑇
2
+
19

6
𝑟𝑇
3
.

(6)

By mathematical induction

𝑑


𝑘
= V
1
𝑇 −

1

2
(2𝑘 − 1) 𝑎0𝑇

2
+
1

6
(3𝑘
2
− 3𝑘 + 1) 𝑟𝑇

3
,

𝑑


𝑘+1
= V
1
𝑇 −

1

2
(2𝑘 + 1) 𝑎0𝑇

2
+
1

6
(3𝑘
2
+ 3𝑘 + 1) 𝑟𝑇

3
.

(7)

Then we get

𝑑


𝑘+1
= 𝑑


𝑘
− 𝑎
0
𝑇
2
+ 𝑘𝑟𝑇

3
. (8)

Equation (3) shows that we should ensure𝑑
𝑘
is larger than

𝑑
𝑘+1

for all 𝑘, in order to achieve an energy balance. So, (8) can
be transformed to

𝑘𝑟𝑇
3
− 𝑎
0
𝑇
2
< 0, (9)

so

𝑘 <
𝑎
0

𝑟𝑡
. (10)

Equation (8) illustrates, similar to (3), with the increase
of 𝑘, 𝑑

𝑘+1
is approaching 𝑑

𝑘
indefinitely, proving that the

tendencies of these two equations are the same. So, it is fea-
sible to adopt straight-line motion with variable acceleration
to simulate energy balance oriented deployment scheme in
WSNs.

However, in most practical cases, broadcasting by air is
used as a major deployment way. As a result, it needs to
take some improvement, as shown in Figure 4. Similar to
Figure 3, 𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑁
are broadcasting points for an aircraft

undergoing a straight-line motion with a decreasing accel-
eration, while 𝑆

1
, 𝑆


2
, . . . , 𝑆



𝑁
are the points where the nodes

have landed. Let ℎ denote the height of the aircraft, and 𝑇
denote the broadcasting interval. It is obvious that, after being
broadcasted, the nodes undergo free fall motion in vertical
direction and uniform motion with velocity V

1
, V
2
, . . . , V

𝑁
in

horizontal direction.
FromFigure 4, it can be inferred that the relation between

𝑑


𝑘
, the distance between twoneighboring broadcasted points,

and 𝑑
𝑘
, the distance between two neighboring real landed

points, is shown as

𝑑


𝑘
= 𝑑


𝑘
− 𝑉 ((𝑘 − 1) 𝑇) × √

2ℎ

𝑔
+ 𝑉 (𝑘𝑇) × √

2ℎ

𝑔
. (11)
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Figure 4: Broadcasting by air based dispersal model.

Similarly,

𝑑


𝑘+1
= 𝑑


𝑘+1
− 𝑉 (𝑘𝑇) × √

2ℎ

𝑔
+ 𝑉 ((𝑘 + 1) 𝑇) × √

2ℎ

𝑔
. (12)

So, from (8), (11), and (12), it can be inferred that

𝑑


𝑘+1
= 𝑑


𝑘
− 𝑎
0
𝑇
2
+ 𝑘𝑟𝑇

3
+ 𝑟𝑇
2
√
2ℎ

𝑔
, (13)

𝑘 <
1

𝑇
(
𝑎
0

𝑟
− √

2ℎ

𝑔
) . (14)

From (13), if the thrower undergoes a straight-linemotion
with a variable acceleration and is broadcasting nodes with
a fixed time interval 𝑇, the real linear structures formed by
landed nodes in network region are similar to the structure
under the energy balance oriented linear network deploy-
ment. In addition, on the condition of air broadcasting,
the difference between neighboring hop distances is much
smaller than that in other deployments.

From what has been discussed above, we assume that the
thrower undergoes a decelerated motion with a decreasing
acceleration first and then an accelerated motion with an
increasing acceleration along a diameter of the network
region.Thus, the deployment of nodes in the linear structure
along that diameter can be accomplished.

The initial velocity is V
1
, initial acceleration is 𝑎

0
, and its

decreasing rate is 𝑟. The broadcasting interval is also 𝑇. Once
the thrower reaches the base station located at the center of
the network, its motion changes to be an accelerated motion
with an increasing acceleration. The new initial velocity is
V
𝑁+1

, new initial acceleration is 𝑎(𝑁 × 𝑇), and its increasing
rate is 𝑟. This process is shown in Figure 5.

From Figure 2, in order to ensure energy balancing, the
location of deployed nodes will form several concentric cir-
cles and the difference of radii of neighboring circulars obeys
(3). Similarly, after several air broadcastings, the deployed
nodes will form several concentric circles, whose radius are
different and their difference is not uniform. The difference
between radiuses of neighboring circles meets (13).

3.3. Coverage Guaranteed Air Broadcasting Deployment
Scheme. By the model of air broadcasting under variable
acceleration straight-line movement, a linear network can
be well deployed. Then, how many times should a thrower
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Figure 5: Result of single air broadcastingwith straight-linemotion.

move and broadcast to guarantee to cover the whole network
region? The key is up to the angle 𝜃 shown in Figure 2. From
the discussion above, 𝜃 determines the number of nodes
which are needed to be deployed. In this sense, 𝜃 relates with
not only the whole energy consumption, but also the network
coverage rate.

In [25], in a concentric circle deployed network, the
author finds that the whole circular region could be ensured
covered if and only if the circumference composed of the out-
ermost nodes satisfies the requirement of network coverage
rate. Assume node sensing radius is 𝑅. Let 𝑑

1
= 𝑅 and make

sure the sensing circles of two outermost nodes, which are
deployed in neighboring broadcastings, are tangent. Figure 6
proves that when the broadcasting angle is 𝜃, except in several
small regions at the fringe of the network (demonstrated as
the shaded parts in Figure 6), a casual point in the network is
covered by at least one node. Consider

sin 𝜃 =
2𝑅√(∑

𝑁

𝑖=1
𝑑


𝑖
)
2

− 𝑅2

(∑
𝑁

𝑖=1
𝑑


𝑖
)
2

,

𝑅 +

𝑁

∑

𝑖=1

𝑑


𝑖
= 𝐿.

(15)

So

𝜃 = arcsin
2𝑅√(∑

𝑁

𝑖=1
𝑑


𝑖
)
2

− 𝑅2

(∑
𝑁

𝑖=1
𝑑


𝑖
)
2

.
(16)

To the whole network, the number of times of straight-
line broadcastings is ⌈𝜋/𝜃⌉, while the number of deployed
nodes is 2𝑁⌈𝜋/𝜃⌉. In addition, V

1
should meet the following

equation:

V
1
× √

2ℎ

𝑔
= 𝑅. (17)
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scheme.
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3.4. Energy Balancing Deployment Scheme with Data Fusion.
In a previous energy balance oriented deployment strategy
and fixed interval air broadcasting with a variable accelera-
tion motion, it is assumed that the schemes ignore the data
fusion. However, in realWSNs, as the sensing regions overlap
and the redundancy cannot be neglected, it is necessary to do
data fusion in relaying nodes.

Here, we analyze the deployment method for linear
structures as Figure 7 shows. Given that the data fusion ratio
is 𝜂 and the bit number of data one-time gathered by a node
is 𝑚, then it is easy to figure out that the bit numbers of
transmitted data are 𝑃

1
= 𝑚, 𝑃

2
= 2𝑚𝜂 ⋅ ⋅ ⋅ 𝑃



𝑁
= 𝑚𝜂

𝑘−1
+

𝑚∑
𝑘−1

𝑗=1
𝜂
𝑗. Then we can infer

𝐸
2
= 𝑚𝐸elec + 2𝑚𝜂𝐸elec + 2𝑚𝜂𝜀amp𝑑

2

2
+ 2𝑚𝑒,

𝐸
3
= 2𝑚𝜂𝐸elec + (2𝑚𝜂 + 𝑚) 𝜂𝐸elec

+ (2𝑚𝜂 + 𝑚) 𝜂𝜀amp𝑑
2

3
+ (2𝑚𝜂 + 𝑚) 𝑒

...

(18)

Denote 𝑒 as the energy expenditure for fusion of unit number
bit of data. Use mathematical induction and then get

𝐸
𝑘
= (𝑚𝜂

𝑘−2
+ 𝑚𝜂

𝑘−1
+ 𝑚

𝑘−2

∑

𝑗=1

𝜂
𝑗
+ 𝑚

𝑘−1

∑

𝑗=1

𝜂
𝑗
)𝐸elec

+ (𝑚𝜂
𝑘−1
+ 𝑚

𝑘−1

∑

𝑗=1

𝜂
𝑗
)𝜀amp𝑑

2

𝑘

+ (𝑚𝜂
𝑘−2
+ 𝑚

𝑘−2

∑

𝑗=0

𝜂
𝑗
)𝑒 (𝑘 ≥ 2) .

(19)

As 𝜂 is a number less than one, 𝜂𝑘 is approaching zero. So,
𝐸
𝑘
can be expressed approximately as

𝐸
𝑘
≈ (𝑚

𝑘−2

∑

𝑗=1

𝜂
𝑗
+ 𝑚

𝑘−1

∑

𝑗=1

𝜂
𝑗
)𝐸elec

+ 𝜀amp𝑑
2

𝑘
𝑚

𝑘−1

∑

𝑗=1

𝜂
𝑗
+ 𝑒𝑚

𝑘−2

∑

𝑗=0

𝜂
𝑗
.

(20)

In the same way, we get

𝐸
𝑘+1
≈ (𝑚

𝑘−1

∑

𝑗=1

𝜂
𝑗
+ 𝑚

𝑘

∑

𝑗=1

𝜂
𝑗
)𝐸elec

+ 𝜀amp𝑑
2

𝑘+1
𝑚

𝑘

∑

𝑗=1

𝜂
𝑗
+ 𝑒𝑚

𝑘−1

∑

𝑗=0

𝜂
𝑗
,

(21)

then we can infer

𝑑
𝑘+1
= √(

1 − 𝜂
𝑘−1

1 − 𝜂𝑘
)𝑑
2

𝑘
− [

[

(𝜂
𝑘+1
+ 𝜂
𝑘
) 𝐸elec + 𝜂

𝑘−1
𝑒

𝜀amp∑
𝑘

𝑗=1
𝜂𝑗

]

]

,

(22)

for (1−𝜂𝑘−1)/(1−𝜂𝑘) is always less than one and is approaching
one while the value of ((𝜂𝑘+1 + 𝜂𝑘)𝐸elec + 𝜂

𝑘−1
𝑒)/𝜀amp∑

𝑘

𝑗=1
𝜂
𝑗

is approaching zero with the increase of 𝑘; 𝑑
𝑘+1

is always
smaller than 𝑑

𝑘
and will approach 𝑑

𝑘
with the increase of 𝑘 as

well. It is similar to the energy balancing deployment and air
broadcasting method with a variable accelerationmovement,
which is not considering data fusion. Therefore, the new
strategy in this paper can be simulated as the deploymentwith
data fusion.

4. Simulation Results

4.1. Simulation Environment. To testify the properties of
the deployment of broadcasting nodes with a variable
acceleration movement, the simulation is operated under
Omnet++3.2 and Matlab7.0. The values of the deployment
under test are deployment effect, network residual energy,
and its standard deviation.Then we compare the result of the
test with that of IEA method and the uniform and random
broadcasting methods. Set the network as a circle with 900
meters radius and the major parameters are shown in Table 1.

4.2. Simulation Result. Figures 8 and 9 show the simulation
results of broadcasting with variable acceleration straight-
line movement and energy balancing deployment without
data fusion. From the simulation, the effects of the two
deployments are nearly the same, and the density of nodes
increases as the distance from the base station decreases. In
the method proposed in this paper, the hop distance between
twonodes far away from the base station is a little less than the
hop distance in energy balancing deployment model, while
the density of nodes near the base station is a little less than
that in energy balancing deployment model.
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Table 1: The major parameters of simulation.

Simulation parameters Symbol Value Unit
Network size 𝑆 900

2
× 𝜋 m2

Maximum node sensing radius 𝑅 100 m
Node initial energy 𝐸init 10 J
Height of broadcasting ℎ 125 m
Initial velocity of thrower V

1
20 m/s

Initial acceleration of thrower 𝑎
0

0.3 m/s2

Acceleration changing rate 𝑟 0.003 m/s3

Unit energy consumption of transceiver 𝐸elec 50 nJ/bit
Unit energy consumption of amplifier 𝜀amp 100 pJ/bit/m2

Broadcasting interval 𝑇 12 s
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Figure 8: Effect of broadcasting with variable acceleration straight-
line movement.

Figures 10 and 11 show the average residual energy of
nodes and their standard deviation. As the broadcasting
result of our method is similar to the result of energy
balancing linear deployment model, the residual energy will
reach its maximum and its standard derivation will reach its
minimum, which means it has the best energy balance. In a
nascent condition of the network, IEA method can achieve a
good energy balance as well, and it is nearly the same with
the air broadcasting with variable acceleration movement.
However, its initial energy setting is just based on the distance
from that node to the base station, and the difference of initial
energy of neighboring nodes is constant, so after the network
operates for a long time, the energy balance will be broken
and the result of IEA is close to uniform broadcasting. It is
also easy to find that the residual energy of a node is least
and the property of energy balancing is worst under random
broadcasting deployment.

It should be noted that after the network operates for
1800 turns, the standard derivations of node residual energy
in uniform and random broadcasting undergo a significant
decrease. It is because there appear a lot of dead nodes, and
the number of living nodes reduces rapidly. Therefore, the
difference of each node’s residual energy is not significant.
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Figure 9: Effect of energy balancing deployment.

Figures 12 and 13 demonstrate a comparison between our
method and the two energy balancing ensured theoretical
deployment models. It can be concluded that whether or
not to execute data fusion, our method shows no difference
in residual energy and its standard derivation. So, it is
proved that the deployment of air broadcasting with variable
acceleration movement is able to, in some sense, achieve an
energy balance. In addition, the deployment on the condition
of data fusion should pay attention to the energy balance for
data transmission and fusion; its property of energy balancing
is a little worse compared with the condition of not adopting
data fusion operation, and their property difference will be
enhanced as the network operates.

To testify the effects of the variation of parameters in the
simulation, we set 𝑇 to 10 s, 12 s, and 14 s, respectively, and
then observe and compare the effect of the deployment and
energy consumption. The comparison is shown in Figures 14
and 15.

From the figures, we note that a too large or short
interval 𝑇 will make the effect of deployment depart from
the promised prospect, causing an unbalance of energy
consumption. If 𝑇 is set to a feasible value, after an air broad-
casting with a variable acceleration movement, the hop
distance between neighboring nodes in the network will
correspond with the energy balancing deployment model,
showing a good energy balance.

Figures 16 and 17 show the energy balancing analysis on
the condition of different data fusion ratio. If the ratio of data
fusion is low (𝜂 = 0.9), the data transmission pressure of
nodes is not significantly decreased. In such circumstance,
the effect of network deployment is like that of the energy
balance oriented deployment which makes a good energy
balance. However, if the ratio of data fusion is relatively high
(𝜂 = 0.7), the quantity of transmission data is significantly
decreased, especially for the nodes near the base station. In
this circumstance, the standard derivation of residual energy
comes to increase but, however, is still far less than the
derivation in uniform and random broadcasting.
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Figure 10: Average node residual energy in different deployments.
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Figure 11: Standard derivation of residual energy in different
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5. Conclusion

This paper utilizes a variable acceleration movement model
to propose a broadcasting scheme to simulate the energy
balance oriented deployment model. Based on the consid-
eration of coverage rate, a practical implementation process
is provided. The analysis of its simulation result proves this
new deployment approaches the theoretical deployment and
achieves a good energy balance.
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Intervehicle communication gives vehicles opportunities to exchange packets within limited transmission ranges and self-organize
with ad hoc manner into VANETs (vehicular ad hoc networks). However, due to shared spectrum and present collisions’ resolution
mechanismwhich reject new admissionswhenwirelessmedium is busy, communications between vehicles have experienced severe
throughput degradation and been restrained for concurrent transmissions. In this paper, a PCM (proximity-based concurrent
transmissionMAC) protocol has been proposed to permit concurrent access in shared channel for improving goodput in VANETs.
By introducing game theory to the concurrent transmission opportunities determination process, PCM could provide extra access
chances between active nodes or vehicles based on our defined proximity. To make PCM practical, we further give a detailed
implementation method on NS2 to evaluate its performance. Numerical results show that PCM is not only feasible and reasonable
in theory, but also has great improvement on average transmission delay, delivery ratio, and throughput performance in test.

1. Introduction

1.1. Introduction of VANET. Vehicular ad hoc networks [1–
3] (VANETs) are distributed, self-organizing communication
networks built up by moving vehicles and RSUs (roadside
units), and are thus characterized by very high node mobility
and limited degrees of freedom in the mobility patterns. The
discussed IEEE 1609 Wireless Access in Vehicular Environ-
ments [4] (WAVE) draft is being developed for VANETs
applications including mainly safety-related scenarios, such
as cooperative forward collision warning [5] (CCW), traffic
signal violation warning [6], lane change warning [7], and
some information applications [8]. The success of these
critical applications all greatly depend on the effective
information exchange between different vehicles or vehicles
and RSUs. Unfortunately, current standard or draft does
not well support the rigor requirements for these applica-
tions and has some drawbacks on throughput improvement
strategies.

1.2. Motivation. In VANETs, applications, especially those
safety-related, extremely rely on the successful receiving of
packets on road. For instance, an emergent broadcasting
for accident notification should be reliably delivered to
destinations to avoid crash. In bad weather, detected sloppy
or frozen road surface condition needs to be rapidly notified
to following vehicles by wireless signals. In highway ramp
merge case, wireless packets should be received by the
possible collided vehicles to prompt the mutual existence
accurately. Even in non-safety-related scenarios, effective
information receiving also impacts greatly on experience for
trip comfortableness and convenience. When the traffic light
is red, vehicles are assembling around intersections, and it
is a good chance for them to exchange their local collected
information within limited time. When intervehicle media
sharing or video game has been established, high packets
throughput means fluent playback and few frames skipping.
In general, effective information exchange is curial to services
in VANETs.
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However, the present popular protocol stacks, such as
IEEE 802.11p which has been referenced as a de facto
standard for next generation vehicular networks, is suffering
a great throughput degradation which may severely decrease
information exchanging efficiency. In MAC layer description
in IEEE 802.11p, EDCA (enhanced distribution coordinate
access) still serves as the mechanism for multiuser access.
Although differentiated service is introduced, the through-
put could not be greatly increased due to the CSMA/CA-
based collision resolution strategy. For instance, when using
RTS/CTS handshakes as contention resolve solution, all
neighbors should be silent during the period indicated by
the network allocation vector (NAV) in RTS or CTS packets.
In other words, an ongoing transmitting under CSMA/CA
mechanism inevitably affects others due to the shared spec-
trum. In fact, even small wireless devices can cause strong
interferences for others, thus severely decreasing the overall
throughput. Thereupon, a well designed strategy should be
presented to overcome this inborn drawback of CSMA/CA
and increase the achievable network throughput by per-
mitting concurrent ongoing transmissions. In our work, to
increase the precious access opportunity, we designed a
new MAC layer protocol which permits concurrent ongoing
transmissions existence based on IEEE 802.11p draft. We
proposed a metric “proximity” to help to determine the
requirement for concurrent transmission and also gave the
implementation details to carry out our protocol in VANETs.

The rest of this paper is organized as follows. In Section 2,
we outline previous related works. In Section 3, the proposed
proximity-based concurrent transmission game is intro-
duced. The implementation details are issued in Section 4.
Numerical results and discussions are given in Section 4
followed by conclusion in Section 5 and acknowledgment
section.

2. Related Works

In VANETs, which in general lack fixed communication
infrastructure, a wise and intelligent decision is hard to be
made in a distributed manner. However, RSUs, which are
introduced to enhance network performance, can make this
work easy. After enough information is collected on RSUs, an
intelligent decision could be made with fairness and effec-
tiveness. However, although RSUs can act as the decision-
making center, they also readily become the bottleneck of its
covered area especially when multiple packets are possibly
transmitted to it simultaneously.Therefore, how to handle the
concurrent transmitting and make full use of the provided
broad bandwidth is very crucial to the up-to-datedness of
information and driving safety.

To reach this goal, a distributed algorithm on each node is
necessary tomake its own decisionwhether to transmit to the
RSUs or not. If choosing to send, the concurrent transmitted
signals on the fly could together output a feasible SINR
for each participated node and not make the network load
saturation. For this distributed decisionmaking problem, one
of the best candidates is the game theory which has been
largely applied to the wireless resource allocation scenarios

[9–12]. The main advantage of a game-theory-based scheme
is that, by turning nodes into selfish players for pursing
high payoff, an otherwise complex system can reach efficient
outcomes in a lightweight and distributed manner. To apply
game theory to our discussed problem, the difficulty lies
in obtaining complete information of nodes under dynamic
network state variation and highmobility, where information
broadcasting is also useless to reflect the exact and real-
time distributed global situations. Although there were some
topics on wireless resource allocation [13], attacks classifi-
cation [14], transmission selection [15], and others in ad
hoc network based on incomplete information game, to our
best knowledge, for our later described “proximity”-based
concurrent transmission strategy which relies on incomplete
information game, there are few related works.

For concurrent transmission strategy research, there
mainly exist two categories of schemes: game-theory-based
and TPC-(transmission power control-) based concurrent
transmission proposals. The former can be further classified
into three classes: NE-based backoff time adaptation [9], NE-
based power control [16, 17], and NE-based transmission
schemes depending on channel conditions [18]. For NE-
based determination scheme used in wireless networks espe-
cially in ad hoc networks, most works have been done around
wireless resources allocation such as radio frequency, avail-
able bandwidth, and transmitting power. Generally speaking,
any resource-limited allocation or assignment problems are
candidates for NE determination. Usually, since concurrent
transmission opportunity is decided by SINR, the most
relevant resources for this determination problem are NE-
based power control. Saraydar et al. [19] proposed a game-
theory-based power control algorithm for data transmissions
in cellular networks to increase capacity and extend lifecycle.
Although the paper was not putting focus on concurrent
transmission, the work has been recognized as the base of
followed concurrent transmission research papers because
capacity growing is common to concurrent transmission
opportunities increasing. Wang et al. [20] proposed G-
MAC with adaptive power control to make nodes plan
their transmissions simultaneously in an ad hoc manner.
Their works frame the concurrent transmission problem
as a complete information noncooperative power control
game to find the transmitting power threshold meeting SINR
need. Adlakha et al. [21] proposed a Bayesian game with
incomplete interference information about opponents. The
game is static, say simultaneous move between nodes, for
selecting a power profile over the entire available bandwidth
to maximize Shannon’s capacity. Lee et al. [17] developed
a channel access game, which considered concurrent trans-
missions with different access points, under the influence
of intercluster interferences. After successfully finding the
Bayesian Nash equilibrium, they further presented a simple
dynamic implementation procedure for nodes to efficiently
find aNash Equilibriumwithout knowing the number of total
active nodes.

For TPC-based concurrent transmission schemes, their
objectives mainly focus on either energy conservation [22,
23] or throughput improvement [24–26]. In PCMA [26],
a flexible “variable bounded power” collision suppression
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model was introduced. Each receiver advertises its calculated
interference margin by sending busy tone pulses over a
separate control channel. The PCDC protocol [25] uses two
channels for data and control packets, respectively. They do
not use the RTS/CTS exchange to silence the neighboring
nodes. Instead, collision avoidance information is inserted
into the CTS packets and is sent over the control channel.The
information is used to dynamically bound the transmitting
power of potentially interfering nodes in the vicinity of a
receiver to allow for interference-limited simultaneous trans-
missions. Being different from the above two multichannel
concurrent transmission schemes, POWMAC [24] uses a
single channel for both data and control packets. The scheme
adjusts the transmitting power of data packets to allow for
some interference margin at the receiver. Therefore, multiple
interference-limited transmissions near a receiver are allowed
to overlap in time, provided their multiaccess interference
(MAI) effects do not lead to collisions at nearby receivers.
Although there were some works focusing on concurrent
transmission solutions in VANETs, such as those of Sun et al.
[27] and Nittel et al. [28], there are design schemes under
multi-channel or enabling cognitive radio, which is much
different from our work only requiring single channel.

In summary, our work has mainly two contributions as
follows. First, we have given a simple but efficient way to
determine the concurrent transmission occasion in our dis-
cussed scenario in VANETs; second, we implemented this
scheme on NS2 platform and evaluated the output perfor-
mance.

3. Model Description

3.1. Discussed Scenario and Assumptions. The discussed sce-
nario is demonstrated in Figure 1.

There are two kinds of vehicles, that is, high-speed cars
numbered from 1 to 𝑁 and the low-speed buses which have
access points installed with large radio coverage. The buses
here serve for the packets exchange between different cars
or cars and internet. For information exchange between cars,
the buses act as store-carry-forward nodes to provide indirect
connections between sources and destinations. In this way,
the packets or bursts can be stored temporarily when target is
not reachable and forwarded later with movement. Another
important capability of buses is serving as the mobile RSUs,
which are necessary equipments in VANETs to provide broad
access bandwidth and large communication range.

Before giving our proposed model, we first present the
definition of “proximity” and some assumptions.

Definition 1. Proximity is defined as the intimacy level
between cars and buses and expressed by

𝑒
𝑖
=
1

𝑑
𝑖

(1)

for car 𝑖, where 𝑑
𝑖
is the distance between 𝑖 and its affiliated

bus.

The affiliate relation indicates whether the given car is
within the radio range of the investigated bus. If there is more

Bus’s radio
coverage

BS BS
Dissemination 
area

Bus
1 2

3 N· · · N–1

Figure 1: Discussed scenario.

than one bus covering the same car, the affiliated bus is the
one with the maximum proximity to 𝑖. To make our model
practical, the following assumptions are given.

Assumption 2. The total amount of active nodes can be
obtained by some estimation methods [29, 30].

Assumption 3. Transmission power is fixed to 1 for simplicity
and adaptive power control (APC) is disabled considering
hardware complexity.

Assumption 4. The packets to be sent are delay tolerant and
could be buffered for future transmission.This assumption is
reasonable for the low-duty cycle periodical applications such
as road condition report and congestion notification.

Assumption 5. The distances between sources and destina-
tions can be readily obtained by the receive signal strength
indicator (RSSI) under LOS (line of sight) environment or
hybrid TOA/AOA [31] algorithms under NLOS (non-line-of-
sight) circumstance.

3.2. Transmission Model. Now we describe the proposed
transmission model and propagation model. We discuss the
scenario in which all vehicles communicate on the same
channel. Thus, for a given transmitter, any other signal at
the intended receiver is regarded as the interference to this
transmission. We assume that packets from a particular
vehicle can be transmitted to its intended receiver at a rate
not exceeding 𝐶 bps, provided that the SINR at the receiver
does not fall below a threshold SINRth. In general, SINRth
depends on the modulation technique, the desired bit error
rate, the required transmission rate, and the coding strategy
employed. Here, according to Figure 1, we define the SINR for
the successful transmission of any given vehicle 𝑖 as

𝛾
𝑖
=

ℎ
𝑖
𝑃
𝑖

𝛼∑
𝑗∈𝜒𝑖
ℎ
𝑗
𝑃
𝑗
+ 𝜎2
≥ SINRth, (2)

where 𝑃
𝑖
is the power of vehicle 𝑖 and ℎ

𝑖
is the channel gain

between 𝑖 and its receiver. 𝛼 is the crosstalk interference ratio
to adjust the influence from signal interferences. 𝜒

𝑖
is the

set of all interfering nodes for 𝑖 and 𝜎2 is the variance of
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AWGN with mean 0. Then, for any given propagation model
in wireless communications, we have the following equation:

𝑃
𝑟 (𝑡) = 𝑃 (𝑡) ℎ (𝑑 (𝑡)) , (3)

where 𝑃(𝑡), 𝑃
𝑟
(𝑡) indicate the transmitting power at sender

and the signal strength at receiver, respectively, at moment 𝑡.
ℎ(𝑑) denotes the channel gain as a function of the distances
between sources and destinations. In most of the previous
studies [32, 33], ℎ(𝑑) is expressed as (𝑑)−𝛽, where 𝛽 is the
path loss factor with an empirical value of 𝛽 = 1.6 ∼ 6.
Nevertheless, this relation becomes invalid when the distance
𝑑 between transmitter and receiver drops below 1, where𝑃

𝑟
(𝑡)

will exceed 𝑃(𝑡) based on (3) and 𝑃
𝑟
(𝑡) will have arbitrarily

large value as 𝑑 becomes sufficiently small. This problem was
also noticed in aforementioned works [26, 27], and some
measurements have been given to handle it. In our work, to
obtain reasonable results when 𝑑 is less than 1 and at the same
time keep the relationship when 𝑑 is greater than or equal to
1, the following channel gain expression was presented:

ℎ (𝑑) = (1 + 𝑑)
−𝛽
, 𝑑 > 0. (4)

Now, with (1) and (4), we have

ℎ
𝑖
= (1 +

1

𝑒
𝑖

)

−𝛽

. (5)

3.3. Proposed Proximity-Based Concurrent Transmission
Game (PCM). Based on the above transmission model and
the proximity concept, we could define a channel access
strategy by introducing incomplete information game theory.
The definitions of utility function for reflecting award and
price are expressed as follows.

Definition 6 (static channel access game). We formulate an
interference-aware channel access game as follows.

(i) Players: there are a bus and𝑁players, with each player
𝑖 ∈ {1, 2, . . . , 𝑁} having a distance 𝑑

𝑖
from the bus,

where 𝑑
𝑖
⩾ 0.

(ii) Actions: 𝑎
𝑖
∈ {𝑇,𝑊}; that is, transmit or wait for all

players.
(iii) Payoff function:

𝑢
𝑖
(𝑎
𝑖
, a
−i; 𝑒𝑖) =

{{{{

{{{{

{

𝑛

∏

𝑖=1

(𝑊, a
−i) = 0, 𝑎

𝑖
= 𝑊,

𝑛

∏

𝑖=1

(𝑇, a
−i) = 𝑅𝑖 (𝑎−𝑖) − 𝑐 (𝑃𝑖) , 𝑎𝑖 = 𝑇.

(6)

𝑅
𝑖
(a
−i) is the network throughput, which is expressed by

𝑅
𝑖
(a
−i) = {

log (1 + 𝛾
𝑖
) 𝛾
𝑖
≥ SINRth,

0 else,

𝛾
𝑖
=

(1 + (1/𝑒
𝑖
))
−𝛽

𝛼∑
𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2
, 𝜒

𝑖
= {𝑗 ̸= 𝑖 : 𝑎

𝑗
= 𝑇} .

(7)

𝑐(𝑃
𝑖
) = 𝜇(𝑃

𝑖
/ℎ
𝑖
) = 𝜇/(1 + (1/𝑒

𝑖
))
−𝛽 is the price formula

denoting the cost for transmission. The definition for price
function has twofold meanings: one for pricing each trans-
mitting attempt indicated by 𝜇 and the other for denoting
the relation that channel gain is in inverse proportion to the
transmitting cost or price. That is, the larger the channel
gain is, the less the cost is needed for nodes to transmit.
The definition also presents the potential meaning for the
proximity variable, that is, 𝑒

𝑖
. That is, a bigger 𝑒

𝑖
will make

node 𝑖 more intimate with the bus, thus paying less effort to
contact with the bus. In other words, a larger proximity or a
shorter distance between a given node and the bus indicates
the smaller probability for severe channel fading or gain
degradation.

Definition 7. 𝑎∗
𝑖
(𝑒
𝑖
) is a BayesianNash equilibrium if and only

if

𝑎
∗

𝑖
(𝑒
𝑖
) ∈ argmax

𝑎𝑖

∑

𝑒−i

𝑝
𝑖
(𝑒
−i | 𝑒𝑖) ⋅ 𝑢𝑖 (𝑎𝑖, a

∗

−i (𝑒−i) ; 𝑒𝑖, 𝑒−i)

= argmax
𝑎𝑖

𝐸[

𝑛

∏

𝑖=1

(𝑎
𝑖
, a∗
−i (𝑒−i) | 𝑒𝑖)] .

(8)

Definition 8. In a Bayesian Nash equilibrium, player 𝑖 will
play Transmit if and only if

𝐸[

𝑛

∏

𝑖=1

(𝑇, a∗
−i (𝑒−i) | 𝑒𝑖)] ≥ 𝐸[

𝑛

∏

𝑖=1

(𝑊, a∗
−i (𝑒−i) | 𝑒𝑖)] .

(9)

3.4. Proof for the Existence and Uniqueness of NE

Lemma 9. The NE for our proposed game is existent. To
prove this proposition, the nonemptiness of strategy space and
convex/quasiconvex property of utility function is needed to be
verified.

Proof. (a) Obviously, the strategy space of our game is
nonempty.

(b)The payment function is continuous and quasiconvex
due to

𝜕
2
𝑢
𝑖

𝜕𝑒
𝑖
2
= −

1

((1 + (1/𝑒
𝑖
))
−𝛽
+ 𝛼∑

𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2)

2

−
2𝜇

(1 + (1/𝑒
𝑖
))
−3𝛽
< 0.

(10)

Lemma 10. TheNE for our proposed game is unique. To prove
this proposition, the positive definiteness and monotonicity of
our game are needed to be verified.

(a) Positive definiteness: that is, prove

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖)] > 0. (11)
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Proof.

𝜕𝐸 [∏
𝑛

𝑖=1
(𝑇, a
−i (𝑒−i) | 𝑒𝑖)]

𝜕𝑒
𝑖

> 0. (12)

The BNE about 𝑒 satisfies

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒th)] = 0. (13)

So, with (12) and (13), one has

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖)] > 0 (𝑒𝑖 > 𝑒th) . (14)

(b) Monotonicity: that is, prove that for all𝜀 > 0,

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖 + 𝜀)] ≥ 𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖)] .

(15)

Proof.

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖)]

= ∑

𝜒𝑖∪𝜒𝑖={1,...,𝑛}−{𝑖}

∫
𝜓

(log(1 +
(1 + (1/𝑒

𝑖
))
−𝛽

𝛼∑
𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2
)

−
𝜇

(1 + (1/𝑒
𝑖
))
−𝛽
) ⋅ 𝑝 (𝑒

−i) 𝑑𝑒−i,

(16)

where

𝜓 =
{

{

{

𝑒
−i | ∑
𝑗∈𝜒𝑖

(1 +
1

𝑒
𝑗

)

−𝛽

≤
1

𝛼
(
(1 + (1/𝑒

𝑖
))
−𝛽

SINRth
− 𝜎
2
) ,

𝑎
𝑖
(𝑒
𝑖
) = 𝑇, ∀𝑗 ∈ 𝜒

𝑖
; 𝑎
𝑗
(𝑒
𝑗
) = 𝑊, ∀𝑗 ∈ 𝜒

𝑖
;
}

}

}

⊂

𝜓 =
{

{

{

𝑒
−i | ∑
𝑗∈𝜒𝑖

(1 +
1

𝑒
𝑗

)

−𝛽

≤
1

𝛼
(
(1 + (1/ (𝑒

𝑖
+ 𝜀)))

−𝛽

SINRth
− 𝜎
2
) ,

𝑎
𝑖
(𝑒
𝑖
) = 𝑇, ∀𝑗 ∈ 𝜒

𝑖
; 𝑎
𝑗
(𝑒
𝑗
) = 𝑊, ∀𝑗 ∈ 𝜒

𝑖
;
}

}

}

.

(17)

Because

∫
𝜓

(log(1 +
(1 + (1/ (𝑒

𝑖
+ 𝜀)))

−𝛽

𝛼∑
𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2
)

−
𝜇

(1 + (1/ (𝑒
𝑖
+ 𝜀)))

−𝛽
)𝑝 (𝑒

−i) 𝑑𝑒−i

≥ ∫
𝜓

(log(1 +
(1 + (1/ (𝑒

𝑖
+ 𝜀)))

−𝛽

𝛼∑
𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2
)

−
𝜇

(1 + (1/𝑒
𝑖
+ 𝜀))
−𝛽
)𝑝 (𝑒

−i) 𝑑𝑒−i

≥ ∫
𝜓

( log(1 +
(1 + (1/𝑒

𝑖
))
−𝛽

𝛼∑
𝑗∈𝜒𝑖
(1 + (1/𝑒

𝑗
))
−𝛽

+ 𝜎2
)

−
𝜇

(1 + (1/𝑒
𝑖
))
−𝛽
)𝑝 (𝑒

−i) 𝑑𝑒−i,

(18)

thus, we have

𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖 + 𝜀)] ≥ 𝐸[

𝑛

∏

𝑖=1

(𝑇, a
−i (𝑒−i) | 𝑒𝑖)] .

(19)

So, conditions (a) and (b) are both satisfied.

3.5. NE Analysis. Section 3.2 verifies the existence and
uniqueness of NE for our proposed game. To further explain
the working mechanism of our proximity-based access
model, we then give a detailed illustration to our scheme
under different number of active vehicles.

To verify the feasibility of our game by instance, we first
introduce 2 vehicles and then extend this case to more nodes
(𝑛 > 2) later.

(1) 𝑛 = 2. It means that both vehicles 𝑖, 𝑗 are considered as
interferences for each other.We then calculate the BNE about
proximity 𝑒 as the concurrent transmission threshold for both
vehicles. If action 𝑎

𝑖
= 𝑇, there are two cases.

(i) While 𝑒
𝑗
< 𝑒th, 𝑎𝑗 = 𝑊, this means that only node 𝑖

could transmit. In addition, if 𝛾
1
= (𝑒
𝑖
/(𝑒
𝑖
+1))
𝛽
/𝜎
2
≥ SINRth,

the sent packets from node 𝑖 will be received successfully. As
a result, the payoff function is

𝑢
𝑡𝑠1
= log(1 +

(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

𝜎2
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

. (20)

(ii) While 𝑒
𝑗
≥ 𝑒th, there are also two cases. One case is

that node 𝑖 transmitted and is received successfully; that is,
𝛾
2
= (𝑒
𝑖
/(𝑒
𝑖
+ 1))
𝛽
/((𝑒
𝑗
/(𝑒
𝑗
+ 1))
𝛽
+ 𝜎
2
) ≥ SINRth. We define
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(𝑒


th/(𝑒


th + 1))
𝛽
= ((𝑒
𝑖
/(𝑒
𝑖
+ 1))
𝛽
/SINRth) − 𝜎

2; it means that
the payoff function is

𝑢
𝑡𝑠2
= log(1 +

(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

(𝑒
𝑗
/ (𝑒
𝑗
+ 1))
𝛽

+ 𝜎2
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

,

(21)

while 𝑒
𝑗
≥ 𝑒


th = 1/((((1 + 𝑑𝑖)
−𝛽
/SINRth) − 𝜎

2
)
−(1/𝛽)
− 1). The

other case is that node 𝑖 transmitted but collided with 𝑗 due
to 𝛾
2
= (𝑒
𝑖
/(𝑒
𝑖
+ 1))
𝛽
/((𝑒
𝑗
/(𝑒
𝑗
+ 1))
𝛽
+𝜎
2
) < SINRth.Thus, the

payoff function is

𝑢
𝑡𝑓
= 0 − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

, (22)

while 𝑒
𝑗
> 𝑒


th.
With (21)–(25), we have the following.

When 𝑒
𝑗
< 𝑒th,

𝑢
𝑡𝑠1
= log(1 +

(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

𝜎2
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

. (23)

When 𝑒
𝑗
≥ 𝑒th, if 𝑒𝑗 ≤ 𝑒



th,

𝑢
𝑡𝑠2
= log(1 +

(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

(𝑒
𝑗
/ (𝑒
𝑗
+ 1))
𝛽

+ 𝜎2
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

.

Or 𝑒
𝑗
> 𝑒


th, 𝑢
𝑡𝑓
= 0 − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

.

(24)

We define the cumulative distribution function of ran-
dom variable 𝑥 as 𝐹

𝑒
(𝑥), and 𝐹

𝑒
(𝑥) = 1 − 𝐹

𝑒
(𝑥). With

the aforementioned discussion, both nodes could optimally
response to maximize their expected utilities. For instance, if
node 𝑖 transmits, there exists

𝐸 (∏(𝑇, 𝑎
𝑗
(𝑒
𝑗
)) | 𝑒
𝑖
)

= 𝑝 (𝑒
𝑗
< 𝑒th) [log (1 + 𝛾1) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

]

+ 𝑝 (𝑒
𝑗
≥ 𝑒th)

× [𝑝 (𝛾
2
≥ SINRth | 𝑒𝑗 ≥ 𝑒th)

⋅ 𝐸(log (1 + 𝛾
1
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

| 𝑒th ≤ 𝑒𝑗 ≤ 𝑒


th)

+𝑃 (𝛾
2
< SINRth | 𝑒𝑗 ≥ 𝑒th)(0 − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

)]

= 𝐹
𝑒
(𝑒th) [log (1 + 𝛾1) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

] + 𝐹
𝑒
(𝑒th)

× [𝐹
𝑒
(𝑒


th − 𝑒th)

⋅ 𝐸(log (1 + 𝛾
2
) − 𝜇 × (

𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

| 𝑒th ≤ 𝑒𝑗 ≤ 𝑒


th)

−𝜇 × (
𝑒
𝑖
+ 1

𝑒
𝑖

)

𝛽

] .

(25)

If node 𝑖 chooses to wait, it has 𝐸(∏(𝑊, 𝑎
𝑗
(𝑒
𝑗
)) | 𝑒

𝑖
) =

0. Therefore, node 𝑖 will choose to send if and only if
𝐸(∏(𝑇, 𝑎

𝑗
(𝑒
𝑗
)) | 𝑒

𝑖
) ≥ 𝐸(∏(𝑊, 𝑎

𝑗
(𝑒
𝑗
)) | 𝑒

𝑖
). The bigger the

𝑒
𝑖
is, the greater the expected utility of node 𝑖 will be.

(2) 𝑛 > 2. With the aforementioned discussion based on two
vehicles, we could readily extend the analysis to more nodes.
First, we define a random variable expressing the channel
gain for each link between the given vehicles and bus. The
random variable is independent identically distributed and is
expressed as

𝐷
𝑘
=

𝑘

∑

𝑖=1

(
𝑒
𝑖

𝑒
𝑖
+ 1
)

𝛽

. (26)

Then, denoting the cumulative distribution function of
𝐷
𝑘
as 𝐹
𝑔,𝑘
(𝑥), and the conditional cumulative distribution

function as 𝐹
𝑔,𝑘
(𝑥 | G), we have

𝐸(∏

𝑖

(𝑇, a
−i (𝑒−i)) | 𝑒𝑖)

=

𝑛−1

∑

𝑘=0

(
𝑛 − 1

𝑘
)𝐹
𝑒
(𝑒th)
𝑘
𝐹
𝑒
(𝑒th)
𝑛−1−𝑘

⋅ [𝐹
𝑔,𝑘
(𝐸


th | Γ𝑘) ⋅ 𝐸 (log (1 + 𝛾𝑖) | 𝐴𝑘, 𝐸𝑘 ≤ 𝐸


th)

−𝑢 × (
𝑒
𝑖

𝑒
𝑖
+ 1
)

𝛽

] ,

(27)

where

𝛾
𝑖
=
(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

𝛼𝐷
𝑘
+ 𝜎2

,

(1 + 𝐷


th)
−𝛽

=
1

𝛼
(
(𝑒
𝑖
/ (𝑒
𝑖
+ 1))
𝛽

SINRth
− 𝜎
2
) ,

Γ
𝑘
= {𝑒
𝑗1
≥ 𝑒th, 𝑒𝑗2 ≥ 𝑒th, . . . , 𝑒𝑗𝑘 ≥ 𝑒th,

𝑒
𝑗𝑘+1
< 𝑒th, 𝑒𝑗𝑘+2 < 𝑒th, . . . , 𝑒𝑗𝑁−1 < 𝑒th} .

(28)

If node 𝑖 chooses to wait, it has 𝐸(∏(𝑊, 𝑎
𝑗
(𝑒
𝑗
)) | 𝑒
𝑖
) = 0.

So, node 𝑖 chooses to send if and only if

𝐸 (∏(𝑇, 𝑎
𝑗
(𝑒
𝑗
)) | 𝑒
𝑖
) ≥ 𝐸 (∏(𝑊, 𝑎

𝑗
(𝑒
𝑗
)) | 𝑒
𝑖
) . (29)
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Finally, we could calculate the Bayesian Nash equilibrium
regarding the distance as the transmission threshold between
vehicles, that is,

𝐸(∏

𝑖

(𝑇, a
−i (𝑒−i)) | 𝑒th) = 0. (30)

4. Model Implementation and
Performance Evaluation

In this section, we will first give the PCM implementation
details on NS2 and then evaluate its performance with
different parameters settings.

4.1. PCM Implementation on NS2. For typical IEEE802.11x
CSMA scheme, the packets will be collided and dropped
when they arrive at the physical interface of the receiver at
the same time. The reason is that there are lots of hidden
nodes which cannot sense the sender’s ongoing transmission
and at last result in collisions. Although there are some
venders implementing the “capture effect” on hardware, this
mechanism actually works with very strict limitation. For
instance, on NS2 platform, the “capture effect” will only
be triggered when the strength difference between received
signals from various senders is larger than 10 times. Even
though the “capture effect” could work well, it only per-
mits the successful reception of the most powerful packets
which has captured the channel. In other words, concurrent
reception is still not permitted. Besides, in IEEE802.11x
protocols, the “duration” field in MAC header, as shown in
Figure 2, sets a NAV (network allocation vector) value to
restrain the transmitting attempts from neighboring nodes of
transmitters, whichwill further reduce the channel utilization
ratio especially when concurrent transmissions are possible.
Our proposed PCM scheme tries to explore the simultaneous
transmission opportunities between nodes and made the
following revisions to the original CSMA mechanism.

(a) First, we set the higher priority for concurrent trans-
mission when it is available than for NAV indication.
In other words, if concurrent transmission is available
currently, the NAV field will be useless.

(b) Second, we revised the collision processing module
in IEEE802.11x CSMA protocol to allow the interfer-
ences computing for all incoming packets whereby
the successfully decoded packets can be queued in
the physical interface buffer. In this way, because the
delimiter in the preamble could certainly distinguish
the incoming packets, a dropped packet will only
occur when physical decoding fails.

We also revised the standard IEEE 802.11 module in NS2
and coded our PCM model on it. The reason is that NS2
focuses on protocol simulation and optimizationwhich is not
expert in iteration computation. Therefore, we implemented
the game-theory-based NE searching withMATLAB toolkits
on Linux platform. In this way, by releasing our MATLAB
codes in Linux executable binary format, NS2 could readily
invoke the complex computation part and concentrate on

Frame Duration RA TA FCS

Octets: 2 2 6 6 4

control

Figure 2: IEEE802.11x MAC common header.

Table 1: Algorithm simulation parameters settings.

Parameters Values Parameters Values

Channel model Rayleigh
Distribution of
received signal

power
Exp (1)

𝛼 0.05 SINRth 10 dB
𝜎 0.1 𝜇 2.5

Table 2: Relationship between proximity 𝑒 and the number of active
nodes.

Numbers 𝑒 𝑑

1 0 No sense
2 0.009381 106.6
3 0.010027 99.7
4 0.010443 95.7
5 0.010817 92.4
6 0.01119 89.4
7 0.011407 87.6
8 0.011604 86.1
9 0.011804 84.7
10 0.011953 83.6
11 0.012095 82.6
12 0.01219 82
13 0.012387 80.7
14 0.012509 79.9
15 0.012501 80
16 0.012682 78.8
17 0.012815 78
18 0.012871 77.7
19 0.012932 77.3
20 0.013089 76.4
21 0.013125 76.2

protocol performance evaluation. The numerical analyses
of our proposed proximity-based concurrent transmission
strategy involve two parts: one for algorithm correctness ver-
ification and the other for network performance inspection
in VANETs simulation environment with real settings.

4.2. Algorithm Correctness Verification. The simulation
parameters for algorithm correctness evaluation are listed
in Table 1. The relationship between calculated proximity 𝑒
and number of active nodes is depicted in Table 2, and the
corresponding curve is plotted in Figure 3.

The proximity, which indicates the affinity between
normal vehicles and buses, increases dramatically with the
growing of the number of active vehicles as shown in Figure 3.
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Figure 3: The corresponding curve for Table 2.

From the approximately linear relationship, we could con-
clude that our proposed scheme is also fair among vehicles
where more active vehicles need more “loves” from buses.
On the other hand, larger proximity corresponds to lower
distance between normal vehicles and buses, for instance,
106.6 meters for 2 active vehicles and 76.2 meters for 21 active
vehicles. It means that for a given transmitting power for
all vehicles, a larger number of active vehicles require short
distances from buses which may make successful concurrent
receptions at buses possible due to bigger SINR and less
frequent channel gain changing. The word “possible” here
denotes the possibility of reception failure due to channel gain
changing during the process of concurrent transmission.

In Figure 4, the performance evaluations by the other
possible influences are simulated involving mutual interfer-
ence ratio, SINRth, variance of AWGN, and coefficient of
transmitting cost. The proximity increases as the mutual
interference ratio and the number of active vehicles grow as
shown in Figure 4(a). The reason is that larger mutual inter-
ference ratio introduces more interference among vehicles
resulting in more needs for proximity from buses to anti-
interferences. Figure 4(b) shows that the growing of SINRth
also makes the proximity increase due to lower interferences
bearing capability. Figure 4(c) indicates that the rise of
variance of noise also causes the increase of final proximity
with the number of active vehicles augmenting. The reason
is almost the same with the impact of SINRth on proximity
performance.The effect of the coefficient of transmitting cost
on proximity is plotted in Figure 4(d), where the resulted
proximity is increasing with the growing of the coefficient,
which expresses the price brought by transmitting attempts.
It could be observed that the more the vehicles need to pay
for the transmitting, the less the proximity will be.

4.3. Network Performance Inspection. In this section, we
will evaluate the performance of our proposed scheme on
NS2. The used parameters of our PCM model are the
same as listed in Table 1. The general parameters for our

Table 3: Scenario settings.

Parameters values
Lane number 4
Lane distance (m) 5
Max. velocity (m/s) 30
Direction 2
Min. velocity (m/s) 20
Rate (packets/s) 10

network performance evaluation are listed in Table 3. The
Queue model used in our simulation is just DropTail strat-
egy due to the simplified setting for routing scheme, that
is, DumbAgent, which implies that no routing is actually
required. The simulation topology, which is a snapshot of
the NS2 NAM (Network Animator), is plotted in Figure 5
in a 1000m∗1000m circular field where 50 vehicles are
uniformly distributed in 4 lanes and move following the
freeway [34]mobilitymodel.Theother parameters of freeway
model are listed in Table 4. The acceleration speed is set as
Acceleration speed = 10% ∗Maximum velocity according to
[34].There are 8 buses circled by red color taken as themobile
access points/gateways, which are placed to approximately
cover all the vehicles within their radio ranges. Other vehicles
choose to access the nearest mobile bus to finish messages
exchanging. The following simulation scenarios will increase
the number of vehicles according to the uniform distribution
on the simulation area, but the number of buses will never
change.

Figure 6 has shown the performance comparisons
between IEEE802.11x CSMA scheme and PCM. Note that
although the simulation period is set to 300 seconds, the tests
will be actually ended before it due to queues overflow, too
many packets drops, or out-of-radio range. By Figures 6(a)
and 6(c), we could notice that the average transmission delay
has clear relation with the number of active nodes and data
rate. However, for average speed, which follows a uniform
(min. velocity, max. velocity) distribution, it shows uncertain
relevance with average transmission delay as shown in
Figure 6(e). The reason is that a higher average driving speed
make the topologymore dynamic thereby lots of sent packets
could not be received due to mobility, which will trigger the
retransmission procedure to retry to the limit. Therefore, the
average transmission delay will become larger and jittering.

As shown in Figure 6(a), where 1Mbps data rate is
configured, our PCM mechanism always has better average
transmission delay performance than IEEE802.11x CSMA.
The number of active nodes is the total number of vehicles
attempting to transmit to buses within our measurement
period, that is, 0.1 s in our simulation. However, the con-
current transmission proximity for each bus is computed
based on the number of active nodes around it. The average
transmission delay is an arithmetical average of delays for all
received packets at all buses. It can be noticed that when the
number of active nodes is less than 80, PCM shows better
performance than CSMAbecause there are lots of concurrent
transmission opportunities for vehicles around each bus.
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Figure 4:Numerical results of our PCMscheme. (a)The effect ofmutual interference ratio on proximity. (b)The effect of SINRth on proximity.
(c) The effect of variance of AWGN on proximity. (d) The effect of the coefficient of transmitting cost on proximity.

In fact, for a given calculated concurrent transmission prox-
imity 𝑒, any node or vehicle with proximity larger than 𝑒
could attempt to transmit. In Figure 6(c), we increase the data
rate, which indicate the provided bandwidth by physical layer,
to investigate the output performance. The number of active
nodes for Figure 6(c) is 100 involving the buses. Note that the
average transmission delay decreases dramatically for CSMA
when data rate increases, whereas our PCMscheme, although
still has lower average delay than CSMA before 5Mbps,
shows a relatively slow falling compared with CSMA and
finally has a higher average transmission delay than CSMA

at 6Mbps. The reason is that, for a large data rate, CSMA
could greatly reduce the collision possibility due to smaller air
flying time for packets. However, for our PCM mechanism,
although increase of data rate could further reduce the
needed period for either concurrent/nonconcurrent trans-
missions, the concurrent transmission opportunities are still
the samewith cases under lower data rate. Figure 6(e) denotes
that there is no apparent relationship between average
vehicles’ speed and average transmission delay where the
number of deployed vehicles is still 100 with 1Mbps data
rate.
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Figure 5: Simulation topology.

Table 4: Network simulation parameters settings.

Parameters values
Propagation model Two-ray ground
Queue length/packets 50
Routing DumbAgent
Default number of vehicles 100
Packet size/b 250
Simulation field/m ∗m 1000 × 1000
SINRth/dBm −90
Max. radio range/m 300
Queue model DropTail
Mac 802.11 extent
Default data rate/Mbps 1
Packets generation period/s 20
Simulation period/s 300
Path loss factor 2.2
𝑃
𝑡
/mW 0.3754

Frequency/Hz 5.9𝑒 + 9

Figures 6(b), 6(d), and 6(f) show the delivery ratio
performance under different number of active nodes, data
rate, and average speed. The parameters are the same with
the simulations for Figures 6(a), 6(c), and 6(e). As shown in
Figure 6(b), with the increase of the number of active nodes,
the delivery ratio of CSMA mechanism greatly decreases.
The reason is that there are lots of collisions and failed
retransmissions resulting in a lower delivery ratio. In our
simulation, when the number of active nodes is 200, there
are 20051 sent packets but just 6765 have been success-
fully received with CSMA protocol. However, for our PCM
scheme, the number of received packets rises to 15640. As
for the influence of data rate on the final delivery ratio, the
effect from larger data rate is clearer on CSMA than on
our PCM. The conclusion is consistent with Figure 6(c) that
the concurrent transmission opportunities are not changing

with various data rates. The relation between delivery ratio
and average speed is also obscure as shown in Figure 6(f).
However, we can conclude from Figure 6(f) that our PCM is
not suitable for high dynamic vehicular networks.

Figures 6(g), 6(h), and 6(i) show the throughput perfor-
mance comparisons between our PCM and CSMA. Here,
(𝑥𝑁), (𝑥𝑆), and (𝑥𝑅) in these figures indicate the number
of active nodes, the average speed, and the data rate, respec-
tively.The other unspecific parameters are the same as shown
in Tables 3 and 4. In Figure 6(g), we can conclude that our
PCM always has better throughput performance than CSMA
in lower dynamic network when the number of vehicles
changes. However, when the average speed is continuously
increasing, PCM begins to show poorer performance than
CSMA especially when average speed is beyond 25m/s as
shown in Figure 6(h). As for throughput performance under
different data rate, the results from Figure 6(i) are consistent
with Figure 6(d), where more data rate has little effect on
final throughput for our PCM scheme due to no more
concurrent transmission opportunities increasing. However,
for CSMA mechanism, growing of data rate has greatly
improved the final throughput regarding less collisions and
retransmissions.

To verify PCM in real application scenario, we also
implemented it on our vehicular communication testbed
composed of 8 cars as shown in Figure 7. The red circled
car here is taken as the BUS node, and the other cars try
to access the bus. The small car is equipped with a wireless
radio device which consists of an ATMEL Atmega128LMCU
(microprogrammed control unit), a Chipcon 2420 SmartRF,
a Maxim IC MAX3232 transceiver, and some other chips
for storage and debug. The PCM protocol is coded on the
embedded Linux platform on this device. Our cars can
move autonomously with predefined routes or be controlled
through infrared.The size of the car is 20 cm (length)× 7.5 cm
(width) and the area of the test field is 100m (length) ×
3.5m (width). The speeds of the 8 cars are uniformly chosen
from [100 cm, 3m] per second and the radio range of the
transceiver is 8 meters. We run an 80 seconds test and repeat
it 20 times to output the arithmetic average.The other settings
like SINR threshold, packet size, data rate, packets generation
period, and so forth are the same as in Table 4. Here, we
just show the throughput performance compared with the
typical IEEE 802.11a protocol. Due to the different PHY and
MAC layer mechanisms, we use a USB WLAN adapter for
testing which can be connected to the peripheral board of the
wireless communication device.

The throughput results are plotted in Figure 8. Note that
the throughput performance in real environment is more
fluctuant than in simulation. The reason is that the wireless
signal is much susceptible to interferences and influences in
practice such as unstable transmitting power, other wireless
devices’ disturbance, nonideal propagation channel, and sta-
tistical errors. But for all this, the trend in Figure 8 is still clear
and shows that our proposed PCM always outperforms IEEE
802.11a on throughput. The reason is simple and the same as
previous simulation results; say there are lots of concurrent
transmission opportunities for vehicles running with our
PCM.However, with typicalWLANprotocol, the throughput
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Figure 6: Continued.
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Figure 6: PCM performance evaluation results. (a) Average transmission delay versus number of active nodes. (b) Delivery ratio versus
number of active nodes. (c) Average transmission delay versus data rate. (d) Delivery ratio versus data rate. (e) Average transmission
delay versus average speed. (f) Delivery ratio versus average speed. (g) Throughput performance under different number of active nodes.
(h) Throughput performance under different average speed. (i) Throughput performance under different data rate.

will degrade due to CSMA/CA-based collision release mech-
anism.

5. Conclusion

In this paper, we have proposed a proximity-based incom-
plete information game to solve the concurrent transmission
problem between vehicles and mobile RSUs. By detailed

analysis and simulations, the correctness and effectiveness
have been proofed for our proposed PCM scheme. Besides,
we also give the implementation procedure of our PCM on
NS2 simulation platform to verify its practicality. Although
PCM could better work under lower dynamic networks, it
shows poor performance when topology changes frequently.
Our future work will focus on reducing the computation and
time complexity of PCM and increasing its scalability and
adaptability in high mobility networks.
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Figure 7: Testbed with programmable autonomous cars.
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Figure 8: Throughput performance on real testbed.
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We identify some challenges in RSU access problem. There are two main problems in V2R communication. (1) It is difficult
to maintain the end-to-end connection between vehicles and RSU due to the high mobility of vehicles. (2) The limited RSU
bandwidth resources lead to the vehicles’ disorderly competition behavior, which will give rise tomultiple RSUs having overlap area
environment where RSU access becomes crucial for increasing vehicles’ throughput. Focusing on the problems mentioned above,
the RSU access question in the paper is formulated as a dynamic evolutionary game for studying the competition of vehicles in the
single community and among multiple communities to share the limited bandwidth in the available RSUs, and the evolutionary
equilibrium evolutionary stable strategy (ESS) is considered to be the solution to this game. Simulation results based on a realistic
vehicular traffic model demonstrate the evolution process of the game and how the ESS can affect the network performance.

1. Introduction

Vehicle ad hoc network (VANET) is a special case of mobile
ad hoc network. The motions of vehicles are restricted to a
geographical pattern. Further, the communication patterns of
VANET include vehicle to vehicle (V2V) and vehicle to road
side unit (V2R). RSU is referred to as road side unit, which
is a wireless transceivers and receivers and has the characters
of data storage, computing power, and router. In recent years,
V2R communication has received considerable attentions [1–
4]. In this paper, we mainly research the RSU access problem.

When vehicles drive through RSU, it will ask the RSU for
service requirements. However in VANET, (1) it is difficult
to maintain the end-to-end connection between vehicles and
RSU due to the high mobility of vehicles; (2) the limited RSU
bandwidth resources lead to the vehicles’ disorderly compe-
tition behavior, which may reduce the network throughput;
(3) due to the uneven distribution of vehicles, RSU’s load
may become diversification, which will lead to the load
imbalance of RSU. In order to solve the problems above and

achieve good network throughput, one question needs to be
addressed: in the highly dynamic network, when and which
RSU should be accessed. Focusing on the problem, the paper
puts forward evolutionary game theory.

Game theory provides a mathematical modeling for the
study of competition strategies in a game where players
have conflicting benefits or goals and consider the rivals’
strategy to make their own strategy [5, 6]. Evolutionary game
theory describes game models in which players choose their
strategies through a trial-and-error process in which they
learn over time that some strategies work better than others
[7, 8]. In this paper, we analyze the RSU access problem
under the framework of game theory as the vehicles are
noncooperative and competitive and need to consider the
strategy of other vehicles to make their own strategy. In
addition, vehicles are controlled by bounded rational entities,
such as human or organization [9], and the traditional game
theory assumed that the players are perfectly rational, so we
adopt the evolutionary game theory to analyze the access
problem.
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The research scene includes multiple vehicles versus
two RSUs and multiple vehicles versus multiple RSUs. We
divide the vehicles into different populations according to
the strategies. The two RSU’s scene belongs to a single-
community evolutionary game as all vehicles’ strategy set is
the same, while the multiple RSU’s scene belongs to multiple
communities evolutionary game as vehicles in different pop-
ulations have different strategies. The payoff function of our
model is the difference of the throughput and the cost. In our
paper, the cost contains two aspects: bandwidth occupation
cost and handoff cost.The Nash equilibrium is evolutionarily
stable strategy (ESS), that is, the probability of vehicles access
to RSU. In order to ensure the accuracy and reliability of
research results, the paper adopted the traffic flow simulator
VanetMobiSim to generate the real vehicle moving track.The
simulation results demonstrate the evolution process of the
game and how the ESS can affect the network performance.

The main contributions of this paper can be summarized
as follows.

(1) An evolutionary game-theoretic approach is pre-
sented to solve the RSU access problem in VANET.
In particular, the replicator dynamics is quoted to
investigate the dynamics of vehicle behavior and
solution.

(2) Under two RSU’s scene and multiple RSU’s scene,
the paper sets up single-community and multiple-
community evolutionary game models to analyze
the dynamic evolutionary process and the effect on
network performance.

The rest of this paper is organized as the following.
Section 2 reviewed problem description. In Section 3, we
introduced the related work. Section 4 formalized the sys-
tem model, which includes single-community and multiple-
community evolutionary gamemodels.The numerical exper-
iments were performed in Section 5. Finally, we draw our
conclusions in Section 6.

In the paper, we also use the terms “population” and
“species” to refer to the VANET community.

2. Problem Definition

In VANET, vehicles have no Internet access and arrive
randomly in VANET; vehicles have to access to RSU if they
want to obtain the Internet services.

RSU broadcasts the beacon messages to vehicles period-
ically when the vehicle lies in the coverage area of an RSU,
from which the vehicle can get the current state information
of the RSU and the network. For simplicity, we assume that
RSU’s transmission range is equal, and we divide the road
into different areas according to the RSUs’ coverage area,
which is defined as 𝑆 = {𝑆

1
, 𝑆
2
, . . . , 𝑆

𝐾
}. As shown in Figure 1,

the road is divided into four areas 𝑆 = {𝑆
1
, 𝑆
2
, 𝑆
3
, 𝑆
4
}. In

different areas, vehicles can access different RSUs. Vehicle
requests services from RSU when driving through RSU, and
it can get the service profit from RSUs, while it also incurs a
cost in requesting for RSU, where the cost can be the price
that vehicles spend on RSUs’ bandwidth, buffer size, and
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Figure 1: The RSU’s access scene.

other resource. Besides, when vehicles drive from an RSU to
another, the vehicles have to pay for the handoff cost. The
payoff function of vehicles is

𝐹 = 𝑄
𝑗

𝑖
− 𝑃
𝑗

𝑖
− ℎ
𝑗

𝑖
, (1)

where 𝑄𝑗
𝑖
is the achievable throughput of vehicle 𝑖 got from

RSU 𝑗

𝑄
𝑗

𝑖
= 𝛿 ∗ (𝑇

𝑗

𝑖
− 𝑡
𝑗
) ∗ 𝑐
𝑗

𝑖
∗ 𝑁
𝑗 (2)

𝑇
𝑗

𝑖
is the time when vehicle 𝑖 is driving in the coverage area

of RSU 𝑗

𝑇
𝑗

𝑖
=
𝑅
𝑗

V
𝑖

. (3)

𝑡
𝑗 represents the communicate delay when vehicles commu-
nication with RSU 𝑗

𝑡
𝑗
=
𝑁
𝑗

𝑓
𝑠

. (4)

𝑃
𝑗

𝑖
stands for the resource cost

𝑃
𝑗

𝑖
= 𝛽 ∗ 𝑁

𝑗
∗ 𝛼
𝑖
∗

𝑙
𝑖

𝑐
𝑗

𝑖

, (5)

where 𝑙
𝑖
/𝑐
𝑗

𝑖
is the time that vehicle 𝑖 should communicate with

RSU 𝑗 if it wants to finish its request. 𝛼
𝑖
is the importance

index of vehicle 𝑖’s request file. If 𝛼
𝑖
> 2, the request file is

urgent, such as emergency information, 1 < 𝛼
𝑖
< 2 means

that the request is less important, such as road information,
and the request is video and audio streams if 𝛼

𝑖
< 1.

𝑐
𝑗

𝑖
is the transmission rate of vehicle 𝑖

𝑐
𝑗

𝑖
= 𝑤
𝑗
∗ log
2
(1 +

𝑆/𝑁

𝑁𝑗 ∗ (𝑑
𝑗

𝑖
)
𝑟
) . (6)

ℎ
𝑗

𝑖
is the handoff cost

ℎ
𝑗

𝑖
= 𝜑 ∗ 𝑡left ∗ 𝑇left, (7)

where 𝑡left is the request files that have finished and𝑇left is the
distance that vehicles have driven in RSU’s coverage. Detailed
parameters are listed in Table 1.
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Table 1: The parameters.

Symbol Semantics
𝑁
𝑗 The total number of vehicles in the coverage area of RSU j

𝑅
𝑗 The transmission radius of RSU j

V
𝑖

The speed of vehicle i
𝑙
𝑖

The request file length of vehicle i
𝑆/𝑁 The signal-to-noise ratio
𝑑
𝑗

𝑖
The distance between vehicle i and RSU j

𝑤
𝑗 The link bandwidth of RSU j

𝑓
𝑗

𝑠
The communication frequency of RSU j

𝛾 The path loss exponent
Φ, 𝛽, 𝛿 The weighting coefficient

3. Related Work

A number of previous results have been reported on the RSU
access problems. In [10], a distributed association algorithm
according to the number of mobile users (MUs) associated
with APs was introduced. Besides, reference [11] built a game
model according to the potential link rate and the number
of WSs access to RSU, which can ensure that each WS
gets achievable throughput. Reference [12] presented a new
load balancing technique by controlling the size of WLANs
(i.e., APs’ coverage range) to ensure the load balancing
among APs. As we know, vehicles in VANET are highly
mobile and the network typology changes dynamically, which
demonstrated that the approaches ignore VANET’s mobile
properties. Besides, these approaches only consider the profit
of RSU but vehicles and the papers above all assumed that the
players are perfectly rational, which did not fit the realities
that human and organizations and other players are bounded
rationality. In a word, these methods were not applicable for
VANET.

In recent years, evolutionary game theory has been
used in wireless network in many fields. Reference [13] that
showed the evolutionary game is used to obtain the forward
probability of nodes in two-hop DTN and analyze the
stability of ESS. In [14], the authors presented two algorithms,
namely, population evolution and reinforcement-learning
algorithms, for network selection and formulated the game
to model the competition among populations of users in the
different service areas in heterogeneous wireless networks.
Reference [15] presented amodel based on evolutionary game
theory (EGT) in which it demonstrated that the model was
able to encourage selfish nodes to cooperate and forward
packets from others with only one period of punishment if
nodes are sufficiently patient. As we know, the traditional
game theory has been used in VANET for some applications
[16–18]; however, the evolutionary game theory’s applications
in VANET are growing due to the following reasons. (1)The
evolutionary equilibrium of evolutionary game is a refined
solution, which ensures stability (i.e., population of players
will not change their chosen strategies over time). (2) An
evolutionary game changes their strategies slowly to achieve
the solution eventually, and the traditional game makes
decisions immediately. (3) The replicator dynamics is useful

S2 S3S1

R R

RR

RSU1

RSU2

Figure 2: The two RSUs’ scene.

for investigating the trajectory of the players’ strategies [14].
In our paper, we solve the RSU access problem in VANET by
using evolutionary game.

4. Evolutionary Game Model

The evolutionary game for our paper can be described as
follows.

(i) Players: the vehicle in the coverage area of RSU is a
player of the game.

(ii) Population: the vehicles that have the same strategy
set are a population. In different populations, the
number of vehicles is defined separately as 𝑁 =

{𝑁
1
, 𝑁
2
, . . . , 𝑁

𝑗
, . . .}.

(iii) Strategy: the strategy set is 𝑋𝑗 = {𝑥
𝑗

0
, 𝑥
𝑗

1
, . . . , 𝑥

𝑗

𝑖
, . . . ,

𝑥
𝑗

𝑁
}, 𝑖 = 1, 2 . . . , 𝑁, where 𝑥

𝑗

𝑖
means the access

probability that player 𝑖 chooses RSU 𝑗.

(iv) Payoff: the payoff function is𝐹 = 𝑄
𝑗

𝑖
−𝑃
𝑗

𝑖
−ℎ
𝑗

𝑖
, which is

the difference of the throughput of that strategy and
the cost. In multiple communities, the payoff of the
vehicle depends on not only the strategy played by the
number of vehicles from the same population but also
other populations that participate to the game.

In this section, we present the evolutionary game model
in two RSU’s scene and multiple RSU’s scene, respectively.

4.1. Two RSUs’ Scene. As shown in Figure 2, in two RSU’s
scene, there is a set of vehicles who want to request services
from RSU1 and RSU2. Vehicles can only access RSU2 when
they enter S1 andmay change its selectionwhen they enter S2.
We assume that the vehicle needs to pay for the handover cost
if it does not finish its service request while it performs the
handoff operation. On the contrary, If the vehicles’ requested
services have been finished, the handoff cost is zero and
vehicles get their strategy based on their location, the file size,
service type, and so on. The vehicles in RSU1 and RSU2’s
coverage area are a single-community evolutionary game, in
which all vehicles’ strategy set is the same. The payoff matrix
is as described in Table 2.

In the game, we let𝑋 := {(𝑥, 𝑥−) | 𝑥+𝑥− = 1} be the set of
probabilities distributions of population i. x and y represent
the probabilities of vehicles in population i accessing RSU1
and RSU2, respectively, 1 − 𝑥 − 𝑦 means vehicles do not
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Table 2: Two RSUs’ payoff matrix.

RSU1 RSU2 None
RSU1 𝜃

1
− 𝜑(𝑃

1
+ ℎ
1
) 𝜃

1
− (𝑃
1
+ ℎ
1
) 𝜃

1
− (𝑃
1
+ ℎ
1
)

RSU2 𝜃
2
− (𝑃
2
+ ℎ
2
) 𝜃

2
− 𝜑(𝑃

2
+ ℎ
2
) 𝜃

2
− (𝑃
2
+ ℎ
2
)

None 0 0 0

access any RSUs’ probability, and 𝜑 is the congestion index.
The payoff function is as follows.

The profit of vehicles accessing RSU1 is

𝐹 (𝑥, 1) = 𝑥 ∗ (𝜃
1
− 𝜑 ∗ (𝑃

1
+ ℎ
1
)) + 𝑦 (𝜃

1
− (𝑃
1
+ ℎ
1
))

+ (1 − 𝑥 − 𝑦) ∗ (𝜃
1
− (𝑃
1
+ ℎ
1
)) .

(8)

The profit of vehicles accessing RSU2 is

𝐹 (𝑦, 2) = 𝑥 ∗ (𝜃
2
− (𝑃
2
+ ℎ
2
)) + 𝑦 ∗ (𝜃

2
− 𝜑 ∗ (𝑃

2
+ ℎ
2
))

+ (1 − 𝑥 − 𝑦) ∗ (𝜃
2
− (𝑃
2
+ ℎ
2
)) .

(9)

The payoff of vehicles in population 1 and population
2 which do not choose any RSU is 0.

The average payoff of populations is

𝐹 = 𝑥 ∗ 𝐹 (𝑥, 1) + 𝑦 ∗ 𝐹 (𝑦, 2) + (1 − 𝑥 − 𝑦) ∗ 0. (10)

In a dynamic evolutionary game, an individual from a
population, who is able to replicate itself through the process
of mutation and selection, is called replicator. In this case, a
replicator with a higher payoff can reproduce itself faster.The
game is a repeated game, and in each period, a player observes
the payoff of other players in the same community. Then, in
the next period, the player adopts a strategy that gives a higher
payoff.The speed of the vehicle in observing and adapting the
RSU access is controlled by the parameter 𝜇.

In the case of single community, the replicator dynamics
is:

𝑑𝑥

𝑑𝑡
= 𝜇 [𝐹 (𝑥, 1) − 𝐹] ∗ 𝑥,

𝑑𝑦

𝑑𝑡
= 𝜇 [𝐹 (𝑦, 2) − 𝐹] ∗ 𝑦.

(11)

4.2. Multiple RSUs’ Scene. Figure 3 depicts themultiple RSUs’
scene, in which vehicles in different populations have dif-
ferent strategies. So it is a multiple-community evolutionary
game. As shown in Figure 3, area 1 is the overlap area of
RSU1 and RSU2, and area 2 is the overlap area of RSU1,
RSU2, and RSU3. The set of strategies for the players in
area 1 is {RSU1,RSU2}, while that for the players in area
2 is {RSU1 RSU2,RSU3}. Area 1 and area 2 depict a two
community evolutionary game. The vehicles in multiple-
community evolutionary game will compete with each other

RSU1
RSU2

RSU3

1

2

Figure 3: Multiple RSUs’ scene.

within population and also carry on the competition among
the populations. During the evolutionary process, the vehi-
cles adjust their strategies according to their payoff until all
the vehicle’s strategies maintain stable, and the strategy is ESS
at this time.

The payoff function of vehicles in population 𝑖 accessing
RSU 𝑗 is

𝐹
𝑗

𝑖
= 𝜃
𝑗

𝑖
− 𝑃
𝑗

𝑖
− ℎ
𝑗

𝑖
. (12)

The payoff of vehicles in population 𝑖which do not access any
RSU is 0.

The average payoff of all populations is

𝐹𝑖 =

𝑀

∑

𝑗=1

𝑥
𝑖

𝑗
∗ 𝐹
𝑖

𝑗
. (13)

The replicator dynamics of population i is

𝑑𝑥
𝑖

𝑗

𝑑𝑡
= 𝜇 [𝐹

𝑗

𝑗
− 𝐹𝑖] ∗ 𝑥

𝑖

𝑗
. (14)

5. Simulations and Evaluations

VANET is a special network, it has a highly dynamic typology,
vehicles are highly mobile, and the motions of vehicles
are restricted to a geographical pattern. In order to make
the simulation results more realistic, we use VanetMobiSim
and Google Earth map tools to simulate traffic track. As
shown in Figure 4, the paper chooses Zhongshan district,
Dalian, as the simulation area, and the area size is 2.0 km
by 2.0 km. VanetMobiSim is a simulation tool which can
generate vehicle trajectory. In our simulation, we need to use
theVanetMobiSim to get themovement trajectory of vehicles.

We study the access problem through the following two
aspects: the evolutionary process of the ESS and the effect of
resource cost parameters on network performance.We set the
simulation parameters as described in Table 3.

In Figures 4 and 5, the horizontal axis stands for the
number of evolution, while the vertical axis stands for the
ESS.

Figure 4 demonstrates the influence on ESS along with
the vehicle speed, package size changing. In the simulationwe
set the number of vehicles as 150, the vehicles speed as 15m/s
for Figure 4(a), and the package size as 20 for Figure 4(b).
With size increment, the probability that vehicles finish their
service within RSU’s coverage area decreases, leading to the
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Figure 4: (a) The effect on ESS of packet size. (b) The effect on ESS of vehicle speed.
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Figure 5: (a) The number of vehicles in community is 100. (b) The number of vehicles in community is 70.

decrease in the probability that vehicles access RSU. Similarly,
the probability of vehicles accessing to RSU increases if the
speed decreases or the number of vehicles having accessed
RSU decreases.

Figure 5 shows the influence of 𝑁𝑗, 𝑗 = 1, 2, on ESS
in two-community evolutionary game. Figure 5(a) shows the
ESS when 𝑁

𝑗
= 100 while Figure 5(a) shows the ESS when

𝑁
𝑗
= 70. As the simulation result demonstrates that the traffic

load and the cost of RSU1, RSU2, and RSU3 in population
2 decrease when 𝑁

2 reduces, which makes the vehicles in

population 2 would like to access RSU1, RSU2, and RSU3,
vehicles in population 1 are also more inclined to access RSU1
and RSU2 as they thought the number of vehicles accessing
RSU1 and RSU2 decreases. As shown in Figure 5, the ESS
𝑥 = (0.14, 0.06, 0.23, 0.14, 0.06) in Figure 5(a) increases to
Figure 5(b) 𝑥 = (0.68, 0.3, 0.22, 0.33, 0.42) if𝑁2 decreases.

Figure 6 shows the service types’ effect on average
throughput.TheRSU’s price increases alongwith the increase
of the request file importance index (a), which makes the
number of vehicles accessing RSU decreases. Meanwhile,
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Table 3: Simulation parameter values.

Parameter Value
RSU’s transmission radius 𝑅 1000m
𝑆/𝑁 30 dB
Bandwidth𝑊 20MHz
Path loss exponent 𝛾 2
The congestion index 𝜑 1.2
Weight coefficient 𝛽 0.15
Weight coefficient 𝛿 0.1
Weight coefficient Φ 0.1
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Figure 6: The request service type on throughput.

the average bandwidth which the RSU assigned to vehicles
increases as the population did not change, which makes the
average throughput increase.

Figure 7 represents the load balancing of RSUs. RSU’s
pricing and the average bandwidth maintain stable when the
number of vehicles in communities is the same, which makes
the traffic load balancing; RSU’s traffic load retained around
0.99. The number changing leads to the changing of RSU’s
pricing and the probability of accessing RSU, so the RSU’s
balance index decreased to 0.92.

6. Conclusions

In this paper, we have set up an evolutionary game model to
formulate the competition among vehicles in the same com-
munity and different communities with bounded rationality
in VANET for RSU access problem. We have investigated
the dynamic evolutionary process of ESS when vehicles
drive through RSU. A vehicle accesses RSU based on its
payoff, which is a function of throughput and cost. The
dynamics of RSU access has been mathematically modeled
by the replicator dynamics that describes the adaptation in
proportions of vehicles accessing different RSUs.The ESS has
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Figure 7: The effect on balance index of the number of vehicles in
community.

been considered to be the stable solution for which all vehi-
cles receive identical payoff from difference RSUs. Detailed
analyses have shown the evolutionary process. Besides, in the
simulation result we can know that the package size, vehicle
speed, and the number of vehicles in community have effects
on the ESS, which then affect the network throughput and
load balancing.

Due to the limited communication time between vehicles
and RSU, in the future work, we can use cooperative down-
load method to improve the network throughput.
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Communication architectures integrating vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communications will be
the key of success for the next generation of cars. Nevertheless, the integration of these communication partners in the same
platform is a challenging issue because most of the literature is focused on individual parts, such as V2V routing protocols or
specific safety services.TheWalkie-Talkie project was proposed to fill this gap, focusing on the integration of V2V and V2I systems
to equip vehicles with a set of intelligent services addressing safer, smarter, and sustainable driving. This paper describes the
developed communications platform. The network design is based on IPv6 to support middleware and applications executed on
both the vehicle and infrastructure sides. Whereas V2I is focused on the usage of IPv6 network mobility, V2V is provided by
means of a hybrid solution based on intelligent delivery and delay tolerant networks. On top of the networking protocols, a service
access middleware exploiting concepts from next generation networks is proposed, together with a proper on-board application
management based on the open service gateway initiative. A prototype of the network and real evaluations are also presented as a
proof of concept of our platform.

1. Introduction

It is increasingly apparent that, with the support of wireless
communication, intelligent transportation systems (ITSs)
will play a leading role in our society, where each automotive
vehicle will be, in the future, a unique node in a global and
ubiquitous vehicular communications network. These intel-
ligent communication systems will support scenarios where
the interactions within the vehicle, with the surrounding
environment, and directly with nearby vehicles, will offer
real-time communication among the thousands of cars daily
crossing our cities and highways and opening new opportu-
nities to many challenging applications dealing with security,
management, and entertainment on the road. The Walkie-
Talkie project (http://www.grc.upv.es/walkietalkie/) looks at
the emerging intelligent transportation system environments
and is aimed at analyzing challenges and offering solutions to

enable safer, smarter, and greener transportation for the next
generation of smart cars.

In the same way that communication between vehicles
and infrastructure has been crucial for the success of current
applications used in vehicular scenarios, where the best
example has been the widespread adoption of the GPS tech-
nology, communication architectures integrating vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and infra-
structure-to-vehicle (I2V) communications will be the key
to success for the next generation of smart cars. In fact,
major automobilemanufacturers, aswell as public and private
entities dealing with traffic management, are currently con-
sidering applications that require a high level of connectivity,
including (a) active safety, accident detection, and traffic
management applications, (b) smart route planning applica-
tions that will improve traffic efficiency, (c) fleet management
and vehicle monitoring applications, (d) entertainment and
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comfort applications, and, more recently, (e) new services
aimed at reducing the effects of CO

2
emissions, thereby

improving greener transportation.
These new applications depend on efficient vehicle-to-

vehicle and vehicle-to-infrastructure cooperative communi-
cations, an area that so far is only evidenced in traditional
radio data systems and traffic message channel (RDS/TMC)
networks, as well as in the new e-call system. It is therefore
mandatory to promote research in the field of vehicular
networks based on technologies such as vehicular ad hoc
networks (VANETs) in order to provide intelligent trans-
portation systems integrated into “on-board” units, thus
providing intelligent cooperative communication interfaces
on the road. Towards this direction, theWalkie-Talkie project
focuses on the integration of V2V, V2I, and I2V communica-
tion systems to equip vehicles with a set of intelligent services
addressing safer, smarter, and sustainable driving.

The proposal presented in this paper covers two key
points: (1) the integration of technologies and protocols for
V2V and V2I communications in a common networking
platform, and (2) the provision of a vehicular service frame-
work ready to deploy new-age infotainment applications in
the road domain. In order to cope with the previously men-
tioned aims, a comprehensive vehicular platform has been
conceived in Walkie-Talkie, and the main findings are pre-
sented here, detailing innovative proposals in the areas of the
following:

(i) V2V communication, presenting a hybrid solution
based on intelligent broadcast delivery and delay tol-
erant networks (DTNs).

(ii) Infrastructure-based vehicular networks, on the basis
of secure IPv6 network mobility.

(iii) Service provision andmanagement, through a remote
service access middleware based on next generation
networks and a proposal for local application man-
agement that uses the open service gateway initiative
(OSGi).

(iv) Experimental evaluation, by testing essentialmodules
of the platform using a proper prototype.

This way, the paper is organized as follows: Section 2
overviews the most important previous works in the area;
Section 3 presents the overall network architecture of the
proposal; Section 4 details the vehicle-to-infrastructure com-
munication subsystem, while Section 5 presents the V2V
subsystem; Section 6 presents the developed service-access
framework; Section 7 presents the developed network testbed
and shows experimental results; and, finally, Section 8 con-
cludes the paper.

2. State of the Art

Practical proposals for vehicular communications similar
to the one developed in the Walkie-Talkie project are not
frequent in the literature, due to the tough design and
development efforts needed. For example, the work presented
in [1] proposes an on-board solution for providing vehicular

communications through an entity called “Car Gateway”
acting as a mobile router. However, this solution is highly
coupled with the vehicular platform, and it does not develop
a generic communication stack to be instantiated on the
different elements of an ITS network, as encouraged by
the ISO/ETSI guidelines for the development of cooperative
vehicular systems.

More related solutions can be found on recent proposals
from field operational tests (FOTs) projects, since they offer
the needed framework for implementing integral communi-
cationmodules. In this sense, authors in [2] present the Drive
C2X ITS station proposal, which integrates an OSGi-based
software platform for applications andwhere communication
issues are addressed at the network level. However, what
is noticeable in this work is that IP networking has been
left out, being UMTS-based communications only used for
management and testing purposes. A similar contribution
can be found in [3] where authors present some investigations
developed in the context of the simTDproject.More precisely,
this work introduces a novel communication architecture
providing enhanced security and privacy communications
thanks to the use of a public key infrastructure. Nevertheless,
this solution does not integrate IP communications.

Researchers have identified IPv6 communications as the
key to ITS cooperative systems deployment [4]. Conse-
quently, a combined solution for IPv6-based network mobil-
ity and security for noncritical vehicular services is necessary.
The work presented in [5] follows this research line, pre-
senting a solution based on V2I and V2V communications.
Nevertheless, unlike the solution proposed by the Walkie-
Talkie project, this contribution employs a constrained and
nonautonomous communications stack that is used for
experimental evaluation of specific routing and flowmanage-
ment subsystems.

In the particular case of V2V communications, also
known as vehicular ad hoc networks (VANETs), extensive
research has taken place in recent years [6]. These technolo-
gies, based on short-range communication radios such as
IEEE 802.11p, support many different services and active
applications between vehicles. Although many different uni-
cast routing approaches have been proposed for VANETs [7],
theWalkie-Talkie project does not forecast services and appli-
cations under pure unicast routing approaches. In contrast,
due to rapid topology changes and frequent disconnection,
we envision services taking advantage of routing approaches
based on intelligent broadcast delivery for emergency and
delay sensitive services and unicast routing approaches based
on the concepts of delay tolerant networks to support non-
critical services.

Regarding intelligent broadcast delivery, over the years
several schemes have been proposed. In [8] we can find some
of the most interesting schemes: counter-based, distance-
based, and location-based. Note that all of these are based
on inhibiting certain vehicles from rebroadcasting, reducing
message redundancy, channel contention, and message colli-
sions. In particular, they inhibit vehicles from rebroadcasting
when the additional coverage area is very low. Additional
efforts to find efficient broadcast delivery schemes can be
found in [9–13].
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Figure 1: Overall architecture of the Walkie-Talkie communication platform.

When DTN proposals are considered, schemes can be
divided in flooding and forwarding strategies. In the flooding
family, each node delivers multiple copies of each message to
other nodes, which act as relays, without using prior infor-
mation about the network structure. Some examples of these
protocols are presented in [14], such as Direct Contact (data
transmitted in one hop), Two-Hop Relay, and Tree-Based
Flooding. In epidemic routing [15], all nodes will eventually
receive all messages, obtaining a maximum delivery ratio at
the cost of consuming network resources heavily (channel,
buffer, etc.). Algorithms in the forwarding family require
adding some knowledge about the network that is used to
select the best path from the source to the destination. The
simplest approach is using a distance metric to estimate the
cost of delivering messages between nodes (Location-Based
Routing). Other more sophisticated schemes such as the Per-
Hop Routing, where the forwarding decision is made by the
intermediary node which determines the next hop, and the
Per-Contact Routing, where the routing table is recomputed
each time a contact is available, are presented in [16].

3. System Architecture

In the following we describe the Walkie-Talkie communi-
cations system architecture. First, the ITS network design
is presented, identifying both types of ITS station nodes
and communication patterns among them. Next, the general
communication stack is presented, detailing the particular-
ities that arise when it is instantiated on the different ITS
station nodes.

3.1. Overall Network Design. The communication network
envisaged in the Walkie-Talkie project covers V2V and V2I
communications, aswell as the interconnection between both

subsystems. For this purpose, it takes into account three
fundamental parts of networked ITS architectures: the on-
board equipment of the vehicle, roadside units, and the
remote service centre.The architecture follows the guidelines
marked by ISO TC 204 and ETSI TC ITS, with the recent
European Communication Architecture [17]. Figure 1 shows
an overview picture of the developed communication net-
work. Cars communicate among them using a V2V routing
protocol or with infrastructure units using common Internet
protocols over IPv6.

Vehicles are provided with three key functions: gateway
(GW), mobile router (MR), and host, as can be seen in
Figure 1. The MR is in charge of performing routing tasks
for V2I and V2V connectivity, so that the rest of hosts in
the vehicle are not aware of the network complexity. A host
could be a common IP-based smartphone or a tablet, which
uses the vehicle MR to connect with the ITS network and
the Internet. Finally, a GW entity is provided to connect
with the various sensors available in the vehicles using the
adequate protocols. In theWalkie-Talkie project, for instance,
this entity is in charge of providing access to vehicle status
information provided through the controller area network
(CAN) bus. Similar to the communication architecture pro-
posed by standardization bodies like ISO and ETSI [18, 19],
there exists an in-vehicle network through which GW, MR,
and in-vehicle hosts are connected, usually in the form of a
WiFi access provided by the MR.

At the roadside, a set of roadside units (RSUs) are provided
with a communications stack able to communicate using IPv6
and acting as an attachment point for vehicles using wireless
local area networks (WLANs) based on technologies such as
802.11b/g (commonWiFi) or 802.11p (ETSI G5).

The networking tasks of the RSU entity are performed by
the access router (AR), whereas host functionalities allow the
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Figure 2: Walkie-Talkie vehicular communications stack.

execution of any necessary application. Nevertheless, the host
load of the RSU is expected to be much less relevant than
in the vehicle and central sides, and this is the reason why
these functionalities are expected to be integrated together
with the AR. Additionally, since some RSUs can be connected
with former road devices such as semaphores or variable
message signs, a GW entity is also needed. In this case, a
communications channel is also provided by using wireless
sensor networks (WSNs). In particular, the Walkie-Talkie
project envisages the use of IPv6 over low power wireless
personal area networks (6LowPAN) to connect with special
RSUs embedded in the pavement, road signs, and gantries.

The last key element depicted in Figure 1 is the central
station, where services are hosted. Other important functions
assigned to the central station are themaintenance of the IPv6
addressing of the vehicle and interfacing with the Internet
offering IPv6 to IPv4 transition solutions, as it is explained
in Section 4.

3.2. Communications Stack. According to the reference
ISO/ETSI ITS communications architecture [18, 19], a ref-
erence OSI-based stack with four horizontal layers (access
technologies, network and transport, facilities and applica-
tions) and two vertical layers (management and security)
should be instantiated in the form of ITS station (ITS-S)
nodes in vehicles, nomadic devices (mobile hosts), roadside
units, and central systems. In the following we present such

instantiation for the case of the vehicle, roadside equipment,
and the road operator control centre. Figure 2 shows themain
modules of the communication stack included in the three
vehicles nodes, roadside AR and central station. Some nodes
could instantiate the stack using more than one physical
machine. This is true, for instance, in the case of the central
station, as explained later on.

The design shown on the top of Figure 2 shows the
instantiation of the Walkie-Talkie communications stack in
the vehicle, where the whole stack functionality is split in
three nodes: host,MR, andGW, as introduced in the previous
section.TheMR includes the required functionalities to hide
networking tasks to in-vehicle hosts. An unlimited number
of hosts could connect with the ITS network by means of the
access router through a common WiFi (e.g., 802.11a/b/g) or
Ethernet connection. To maintain external communication
with roadside equipment, control centre, and the rest of
vehicles, the Walkie-Talkie platform currently supports the
use of the following communication technologies: 3G/UMTS,
common WiFi, 802.11p (ETSI G5), and 6LowPAN. Never-
theless, 802.11p is the most appropriate technology for V2V
communications. IPv6 is used as a common network-level
protocol for all nodes in the architecture, and the connectivity
with the infrastructure is supported by the set of elements
included within the networking and transport layer of the
MR. V2V communication is enabled through another mod-
ule which implements a hybrid solution based on intelligent
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broadcast delivery and DTN. As can be seen, IPv6 packets
can be encapsulated in the V2V network using the proper
VANET protocol. Finally, apart from the modules in charge
of network operations, the MR is equipped with the elements
required to secure communications. More details about the
networkmodules forV2I andV2Vcommunications are given
in Sections 4 and 5, respectively.

The stack just on the left of the MR belongs to the vehicle
host, which is in charge of executing user-level applications
that could access remote services. This stack includes a com-
mon networking middleware based on the transport control
protocol (TCP) and the user datagram protocol (UDP). An
essential part of the host protocol stack is the facilities layer.
A Java virtual machine (JVM) is used as the basis for the open
service gateway initiative (OSGi) framework.OSGi acts as the
lifecycle manager of both middleware parts and applications,
simplifying the communication among software modules
installed in the host. Above OSGi, another relevant facility is
the IMS (IP Multimedia Subsystem) client, which is directly
used by applications to access remote services in a normalized
way, as explained in Section 6.

The GW communications stack is shown on the top right
corner of Figure 2. Apart from the minimal functionality
necessary to communicate with the rest of modules of the
vehicles, it performs access and adaptation tasks for com-
municating with other vehicles subsystems, like the global
navigation satellite system (GNSS), radio-frequency identi-
fication (RFID), inertial navigation system (INS), CAN bus,
and odometry.

The communications stack instantiated in the roadside
access router (lower right part of Figure 2) acts as a net-
work attachment point for vehicles using short/medium-
range communication technologies. Similarly to the MR, the
available wireless technologies to communicate with vehicles
are commonWiFi, 802.11p (ETSIG5), and 6LowPAN.TheAR
could communicate with the central station using either an
UMTS link or a common wired connection.

The last stack of Figure 2 is the one developed for the cen-
tral station, on the lower left corner. Without loss of general-
ity, we assume that this entity brings together the functional-
ities that are necessary at the road operator’s control centre to
maintain vehicle connectivity and support the infrastructure-
basedWalkie-Talkie services.The facilities layer now includes
the necessary software to provide the IMS server-side capa-
bilities for accessing services and hosting applications. These
functionalities could be provided in a distributed way, using
independent servers.

4. Infrastructure-Based
Vehicular Communications

The network stack conceived by Walkie-Talkie includes a
set of features enabling efficient communication between
vehicle and infrastructure. In fact, this kind of vehicular
communication is of paramount importance since it is in
the V2I/I2V segment where novel traffic efficiency, comfort
services, and relaxed safety applications can be initially tested
and deployed due to the penetration issues associated to V2V
communications. Furthermore, as has been acknowledged by

the research community [4], communications based on the
Internet protocol (IP)will be the key for successfully deploying
future ITS applications, since it is a widely adopted protocol
whose operation has been deeply verified. In particular, IP
version 6 (IPv6) has enough addressing capabilities for being
used in vehicular environments where potentially millions
of entities (passengers, traffic lights, road sensors, etc.) will
coordinate and exchange information.

For this reason, as depicted in Figure 2, the presented
vehicular platform integrates the functionality necessary for
establishing IPv6 communications. The following common
IPv6 functionalities are supported by the communication
stack regardless of the type of ITS node where it is instan-
tiated:

(i) IPv6 address autoconfiguration. One of the first tasks
to be developed by ITS nodes when they connect
to the IPv6 network relies on the acquisition of a
valid IPv6 address. This process is supported by our
communications stack using either stateless [20] or
dynamic auto-configuration based on the DHCPv6
protocol [21].

(ii) IPv6 signaling. The basic operation of IPv6 requires
nodes to support basic functionalities necessary dur-
ing the establishment of IPv6 communications with
other nodes.This is supported by the communication
stack using the Neighbour Discovery protocol [22]
and the Internet ControlMessage Protocol (ICMPv6)
[23].

According to the ITS station reference architecture jointly
standardized by ISO and ETSI, the Walkie-Talkie vehicular
communications architecture is conceived to allow vehicle
hosts to connect to the IPv6 network through the MR in
a transparent manner. Therefore, apart from the aforemen-
tioned basic functionalities, MRs include additional features
to support IPv6 reachability and session continuity of the in-
vehicle network. More precisely, this feature is carried out by
usingnetworkmobility basic support (NEMO) [24], a protocol
that allows maintaining global reachability of the in-vehicle
network while hiding the mobility tasks to vehicle hosts.

In NEMO, mobility capabilities are distributed between
the MR and a new entity called home agent (HA), in order
to maintain the IPv6 addressing for the mobile network. An
unchangeable IPv6mobile network prefix (MNP) is delegated
by the home network to theMR for assigning addresses to the
mobile network nodes (MNNs) that in our case are the vehicle
hosts. Following the NEMO model, upon the reception of a
router advertisement (RA) message from a roadside access
router, the MR is aware of the existence of a new network.
In this case, the MR, which already has a fixed IPv6 address
within its home network (Home Address or HoA), generates
a new autoconfigured IPv6 address within the new visited
network. This address is called care-of address (CoA), and
it is immediately notified to the HA. This notification is
performed by the MR through a binding update message,
which is acknowledged with a binding ACK sent by the HA.
Only the MR and the HA are aware of the network change,
since MNNs remain connected with the MR using the same
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address. Hence, when any node outside the home network
(correspondent node or CN) communicates with any of the
hosts connected in the vehicle, it uses the home address as
destination, and, hence, packets follow the route towards the
home network. Then, HA redirects these IPv6 packets to the
current IPv6 CoA of the MR, which finally distributes the
packets within the mobile network. In the same way, when
packets are sent from any MNN to a CN, they are routed
by the MR towards the HA, which forwards them to the
destination. Hence, the HA and theMR perform an IPv6 into
IPv6 encapsulation to create a mobility tunnel.

As described in Section 3.1,MRs are expected tomaintain
multiple network interfaces (802.11a/b/g, UMTS, etc.). In this
scenario, themobility experience offered byNEMO to vehicle
hosts can be improved by enabling the MR to maintain
network mobility across multiple interfaces. This feature is
integrated in our communications stack by using themultiple
care-of addresses registration (MCoA) [25] extensions, thanks
to which the HA is aware that the MR is reachable through a
set of CoAs.

The proposed vehicular communications platform not
only supports the basicmobilitymanagement functionalities,
but it also includes different elements to secure mobility-
related traffic.More precisely, the provision of a securemobile
experience is achieved by means of the IP Security (IPsec)
protocol [26], which is an enhancement to the basic IP
protocol that defines a set of security services for protecting
IP traffic. Since it is defined at IP level, the security protection
is transparent to other protocols carried over IP like, in our
case, NEMO andMCoA. Mobility traffic exchanged between
MR and the HA is protected thanks to the establishment
of an IPsec tunnel, thus providing both confidentiality and
integrity. A mandatory step prior to the tunnel establishment
consists in the negotiation of the so-called security associa-
tions (SAs) where both mobile router and HA agree on the
set of security parameters (e.g., cryptographic algorithms or
key material) to be used for protecting the mobility traffic.
The Internet key exchange version 2 (IKEv2) protocol [27] is
used for this purpose since it has been specially conceived to
provide such functionality.

5. Vehicle-to-Vehicle
Communications Approach

As anticipated earlier on, the Walkie-Talkie project bets
on intelligent broadcast delivery for emergency and delay
sensitive services and DTN unicast routing for noncritical
services. In our scheme, vehicles operate in either warning or
normal mode. Normal mode represents a default behavior;
however, when a vehicle detects a dangerous condition, it
will start operating in warningmode.Warningmode vehicles
inform other vehicles about abnormal situations by dis-
seminating warning messages periodically using the highest
priority in the 802.11p MAC layer. We consider abnormal
situations as any condition that could affect the traffic security
and probably cause an accident, for example, slippery road, a
previous accident where the involved vehicles are an obstacle
for the normal traffic flow, works on the road, and so forth.

Only messages representing these situations will be dissemi-
nated using the highest priority, while messages for comfort,
entertainment, and, in general, noncritical applications, will
be sent using lower priorities. Hence, normal vehicles use
the DTN protocol, while warning vehicles use the smart dis-
semination delivery approach. Next, we briefly describe both
communication approaches.

5.1. V2V Based on Smart Dissemination. In VANETs, inter-
mediate vehicles act as message relays to support end-to-
end vehicular communications. For applications such as
route planning, traffic congestion control, and traffic safety,
the flooding of broadcast messages might be considered a
straightforward approach to achieve a widespread dissemina-
tion. However, if flooding is done blindly, broadcast storms
may arise, with several disadvantages to the dissemination
process [8]. For this reason, we propose the use of the
enhanced message dissemination based on roadmaps scheme
eMDR [28] to efficiently disseminate critical information in
VANETs. Our novel proposal takes into account the effect
that buildings have over the signal propagation to improve
message dissemination in real urban scenarios. At the fre-
quency of 5.9GHz (i.e., the frequency band adopted by the
802.11p standard), radio signals are highly directional andwill
experience a low depth of penetration in urban scenarios.
Hence, in most cases, buildings will absorb radio waves at
this frequency, making communication only possible when
vehicles are in line-of-sight.

In eMDR, when a vehicle starts the broadcast of a mes-
sage 𝑚, it sends 𝑚 to all of its neighbors. When any
nearby vehicle receives 𝑚 for the first time, it rebroadcasts
it by further relaying 𝑚 to its neighbors. To this end, every
vehicle rebroadcasts𝑚 to the surrounding vehicles only when
the distance between sender and receiver is higher than a
distance threshold, or when the receiver is in a different
street than the sender. We consider that two vehicles are in
a different street when (i) both are indeed in different roads,
or (ii) the receiver, in spite of being in the same street, is near
to an intersection. This navigation information is obtained
through a navigation system facility installed on the vehicle
host, which is consulted based on the position calculated
by the GPS receiver and accessed through the vehicle GW.
Hence, warnings can be rebroadcasted to vehicles which are
traveling on other close by streets, thus overcoming the radio
signal interference due to the presence of buildings.

A formal description of our approach can be found in
[28], where we demonstrate the offered benefits with respect
to several previously existing proposals [8, 29, 30], when eval-
uating the performance of disseminating critical information
in VANETs under realistic city maps.

An example of critical applications is the case of a service
in charge of disseminating information about accidents.
Figure 3 shows the information that our eMDR protocol will
disseminate just after an accident takes place. This packet is
encapsulated in IPv6 datagrams and then forwarded using
our protocol. It includes the following information: (a) the
time when the accident has occurred, (b) the location of the
vehicle to determine the location of the incidence, (c) the
characteristics of the vehicle and the profile of the occupants
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Figure 3: Essential information elements to be transmitted in case
of accident detection.

(for supporting emergency services in the assistance), and
(d) accident details, such as the speed and acceleration of
the vehicle when the impact occurred, along with the impact
details. All these data help in determining the severity of the
impact, making it possible to save lives, manage resources
efficiently, and enable crashed vehicles to be removed from
the site, restoring traffic flow quickly.

5.2. VANETs as Delay-Tolerant Networks. Our previous
approach based on broadcasting techniques is able to rapidly
inform as many vehicles as possible, but it also imposes a
heavy load on the channel. A delay tolerant scheme could
be a solution for this, apart from being appropriate for those
applications and services where notification delays are not
critical.

Vehicles in a VANET are, typically, sparsely spread across
the roadmap, creating time-varying clusters of nodes due
to the distance between vehicles and the signal blockage
due to buildings. This environment is subject to disruption,
disconnection, and long delays. Hence, a complete source to
destination forwarding path is not always available. Under
these conditions, where only intermittent connectivity and
opportunistic contact take place, we propose, for noncritical
services, the use of DTNs to deliver data packets. DTNs allow
sharing information even in the presence of high delays, and,
when a route to the destination of a message does not exist,
the message is stored and carried until a route becomes avail-
able (this is known as the “store-carry-forward” paradigm).
Moreover, by having location information, the packet for-
warding can be enhanced.

In the Walkie-Talkie project we propose the map-based
sensor-data delivery protocol (MSDP), a DTN routing pro-
tocol that, using the digital cartography facility integrated in
the MR stack, searches for the best next forwarding node.
The novelty of our proposal is that, with the aim of efficiently
delivering data packets, it bases its routing decisions not only
on distance or directions but also on the programmed route
of the node, the amount of data stored in the mobile router’s
buffer, and the trustworthiness of the data source. This way,
it is mandatory that all vehicles maintain a certain degree of
knowledge about their travel plan. The basis of the MSDP
protocol is a utility index (UI). This index is used to make

Figure 4: Typical situation for MSDP: dashed lines represent the
movement of the nodes, while solid lines represent wireless trans-
missions.

routing decisions, and it is based on several factors, such
as the trustworthiness of the location, the time to reach the
next node, and the transmission availability. In other words,
a higher UI value indicates that the node is a better candidate
to reach the destination. In fact, this destination tends to be
an RSU, since one of themain goals ofMSDP is the collection
of information gathered from the road side in the RSUs.

Figure 4 presents a typical situation for MSDP, where
dashed lines represent themovement of the nodes, while solid
lines represent wireless transmissions. In this example, the
sender node is 𝑚

1
. Our protocol can be shortly explained

as follows: information messages are generated by bundling
information from different sensors of the vehicle using the
GW. Large messages are split into packets that are stored in
the MR’s buffer. In MSDP, those nodes which have packets
in their buffers are called custodians. Initially the sender
node 𝑚

1
is a custodian. Custodians periodically broadcast

messages announcing their presence and their UI. Nodes
which receive those announcements are called candidates.
Candidates will respond to these announcements by broad-
casting their presence and their UI. If the candidate UI is
higher than the custodian UI, it can transmit the packets to
this candidate. The candidate confirms the reception of the
packets through an ACK message. It is important to remark
that a custodianwill never remove amessage until a candidate
confirms itself as the new custodian. For example, in Figure 4,
the custodian node𝑚

1
has contacted with the candidate node

𝑚
2
, which has a higher UI. Hence, it decides to transmit its

packets to𝑚
2
using the 802.11p interface. So, fromnowon,𝑚

2

is the new custodian node. Finally, when a custodian reaches
an RSU, it will try to use this communication opportunity to
deliver as many packets as possible. This is the final hop of
our example, when custodian node𝑚

2
transmits the packet to

the RSU, nowusing 802.11n instead in this particular example.
This information is then handled by a facility installed in the
AR, which processes the data and sends a notification to the
proper service in the central station. Evaluations performed
showed that MSDP has a reasonable delivery time with
a reduced overhead compared to other previous solutions
[31].
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6. Service Provision in Walkie-Talkie

The open services gateway initiative (OSGi) is a framework
intended to facilitate the software management in Java
environments. OSGi provides important advantages when
deploying new applications, achieving software modularity
and solving intermodule dependencies. In this framework,
each application is implemented as one or more OSGi mod-
ules, called bundles, which are deployed together with extra
meta-information attached in a manifest file. Among other
data, this metainformation lists the exported packages (pack-
ages visible by other bundles) and the imported ones (pack-
ages needed for the current bundle). With this information,
the OSGi framework manages the dependencies automati-
cally. Thanks to this feature, it is possible to build a module
hierarchy, from the most basic middleware to user applica-
tions.

Due to its numerous benefits, the OSGi framework has
been integrated within the proposed communications stack
to facilitate the management of ITS applications. In the fol-
lowing, we describe two relevant software modules that have
been implemented above OSGi: the IP multimedia subsystem
(IMS) and the human-machine interface (HMI).

6.1. IMS-Based Service Access Middleware. Nowadays differ-
ent services coexist in the field of ITS, from a simple video
call to an advanced service for traffic monitoring. Therefore,
a common framework for the provision and access to these
services is needed. IMS can be an efficient solution in this
frame and existingworks demonstrate its potential on the ITS
field [1, 32]. For this reason, the Walkie-Talkie communica-
tions stack includes a service access middleware based on the
3GPP IMS, which is placed at the facilities layer. IMS is a next
generation network proposal that provides mechanisms for
session establishment and negotiation of capabilities between
client applications and services. Although IMS provides a
mobility solution at the service level, this capability has not
been used since the communications stack already includes
network mobility support for the in-vehicle network (see
Section 4). Thanks to the NEMO protocol operation, each
IMS terminal equipment (TE), included in the vehicle host,
will have a permanent IPv6 address independently of the IMS
domain in which the user is registered.

The process of host registration in the IMS domain and
the subscription to a service is carried out by using the SIP
protocol, which is the basis technology to support IMS. First,
the TE needs to register in the IMS domain. This is carried
out by an initial SIP exchange with the IMS core, located in
the central station, indicating the identity of the subscriber,
the authentication method, and the user credentials. Once
the subscriber is registered, the TE is able to subscribe
to IMS services by means of a new SIP transaction using
the desired service parameters, for example, the quality of
service (QoS) or the session lifetime. The IMS core entities
forward this request to the corresponding SIP application
server (SIP-AS), which decides whether it is able to accept
these parameters. In this way, a negotiation is maintained
between TE and the service edge. If the negotiation is
successful, the service session is established and the data flow

between the TE and the service edge executed in the SIP-AS
starts.

6.2. Human-Machine Interface. When a graphical interface
is used, as in the case of the vehicle host, another important
resource to deal with is the screen and how applications can
gain access to it in a homogeneous manner. For this purpose,
and because of the several requirements that an HMI must
accomplish [33], the Walkie-Talkie communications stack
integrates a modular HMI service.This OSGi bundle shows a
main interface in which all applications installed in the vehi-
cle host are integrated. This service has three fundamental
aims.

(i) It is in charge of drawing interface objects for all the
installed applications. Each application must define
an XML description of its interface, which is provided
to theHMI service as an argument to paint the graph-
ical elements (buttons, labels, etc.).

(ii) The HMI module provides the unique input/output
channel with the user, and it is in charge of distribut-
ing interface information among all applications.

(iii) The developed HMI provides accessibility tools to
host applications, such as on-screen keyboard, speech
synthesizer/recognition, and map capabilities. The
map OSGi service integrated in the platform is pow-
ered by openstreetmap.org, whereas the speech syn-
thesizer and recognition is based on the Loquendo
API. This is used to give spoken alerts from applica-
tions, such as incoming incidences or asynchronous
events, and recognize voice interface commands, in
order to avoid distractions.

As observed in Figure 5(a), the main window of the HMI
interface is divided into three key areas. First, the upper bar
includes general functions, such as the name of the active
application, the status of the voice synthesizer and recogni-
tion, or basic functions for controlling the host. The second
main part on the interface contains the icons of the installed
applications. In this case a couple of tools for the user are
showed, although other applications are installed for speed
limit, router planning, or incidence notifications. The on-
screen keyboard is also available in a button placed on the
lower right part of the window.

Figure 5(b) shows the HMI interface when the applica-
tion called “Integrated Services” is active. This application
integrates a unique map view with information coming from
incidence-based services that are subscribed. As can be seen,
the HMI capabilities enable the integration of applications in
a friendly and nondistractive way, showing a map with all
notifications that are notified by the voice synthesizer facility.

7. Evaluation Experience

Although the usefulness of the vehicular networking platform
has been validated at service level through a proper HMI and
several reference applications, which have been presented in
previous Section 6, an analysis of the low-level operation of
the network is also necessary to test the correct operation of



International Journal of Distributed Sensor Networks 9

(a) Main view (b) Service operating in the map view

Figure 5: Screenshots of the HMI and applications running on the top of the communications stack.

the essential platform modules. For this reason, a reference
network testbed has been developed inWalkie-Talkie follow-
ing the scheme provided in Figure 1 and using an implemen-
tation of the communication stack shown in Figure 2. For the
moment, only V2I communications have been experimen-
tally tested, since this type of communications is essential
for accessing infrastructure services (like Internet), and,
consequently, it is found to be of paramount importance in
the short-term deployment of vehicular networks on real
roads. Nevertheless, as explained in the conclusion section,
the experimental evaluation of the V2V communication
model proposed in this paper (described in Section 5) is an
important future work item in Walkie-Talkie.

7.1. Testbed Setup. The set-up scenario consists of one vehicle
(integrated by a host and an MR), one roadside station (AR),
and the home central ITS station for the vehicle (divided
into an HA and an IMS server). The hardware equipment
and associated software used for each node can be found in
Table 1. The testbed has been deployed at the University of
Murcia, near the Faculty of Computer Engineering and tak-
ing advantage of the ring road that surrounds the campus.The
MR is provided with three different types of communication
interfaces. On the one hand, the MR can communicate with
roadside units using 802.11b/g/n or 802.11p technologies. On
the other hand, the MR can directly communicate with the
central ITS through the 3G/UMTS network.

During the implementation and setup of the testbed
we faced some technical problems. The first problem we
encountered was caused by the use of IPv6 communications.
Since the network infrastructure available at the University of
Murcia natively supports IPv6, we could easily support IPv6
communications with roadside units through the 802.11b/g/n
and 802.11p communication interfaces. Nevertheless, most of
the 3G providers (including the used one) still offer IPv4
Internet. Therefore, to enable an IPv6 access to the central
station through the 3G interface, we need to employ an
IPv4 to IPv6 transition solution. In particular, we used the
OpenVPN tool between the MR and the node acting as HA
within the central ITS station.

Another notorious challenge is related to the securitiza-
tion of the network mobility operation. The IPsec security
associations (SAs) to protect mobility traffic (e.g., Binding
Update and Binding Ack messages) should be established

using the address assigned within the home domain, that is,
the home address (HoA). This is necessary to allow these
associations to survive upon a possible change of the locally
assigned care-of address (CoA) when the MR performs a
handoff. However, the IKEv2 SAs, which are used internally
by the IKEv2 protocol to protect the IPsec association estab-
lishments, are created using CoAs as endpoint. Therefore,
each time a handover occurs, IKEv2 SAs need to be re-
established with the new CoA. To avoid this inefficiency,
NEMO and IKEv2 need to cooperate to allow IKEv2 SAs to
be simply updated with the new configured CoAs [25] and
avoid the costly SA renegotiation process. Given that current
software implementations lack such interoperation, we have
developed an interprocess communication between NEMO
and IKEv2 daemons to allow the former to keep the latter
informed about new configured CoAs.

Finally, regarding the configuration of 802.11p equipment,
we experimented the restrictive line-of-sight requirements of
this communication technology that operates in the 5GHz
frequency band. In fact, this requirement provoked us to
install the AR on edge of the building roof and opted by using
a two-storey building in order to improve the communication
when vehicles circulate under the AR coverage area.

7.2. Analysis of Results. The developed testbed has been
used to evaluate the network operation using 3G (UMTS)
and 802.11p wireless technologies. Global reachability of
the in-vehicle network is achieved by using NEMO, whose
operations are protected using IPsec and IKEv2 protocols. It is
worth mentioning that MCoA extensions have been disabled
in order to better appreciate the performance degradation
caused by the handover. The roadside unit is connected on
the top of the Faculty of Computer Science, and it has been
installed to only give 802.11p coverage to a small stretch
of a near road. A common vehicle mounting the on-board
equipment is driven around the building at an urban-like
speed between 20 and 40 km/h. When the vehicle is under
the coverage area of the roadside unit, the MR automatically
performs a handoff from 3G to 802.11p. In these tests the
network bandwidth (measured in Mbps) through a TCP
flow maintained at the maximum allowable speed from the
vehicle host to a CN connected within the central ITS station
network. This traffic flow has been generated with the Iperf
utility (http://sourceforge.net/projects/iperf/) (version 2.0.4).
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Table 1: List of hardware equipment.

Networked nodes
Node Model Features
Vehicle host PC Viliv X70 Atom 1.3Ghz/1 GB, Windows 7
Mobile router Laguna ARM11/128MB, Linux OpenWrt
Access router Laguna ARM11/128MB, Linux OpenWrt
Home agent mini-ITX PC Via 532Mhz/476MB, Ubuntu 10.4
IMS server × 4 Xen VM P-4 D 2Ghz/256MB, Ubuntu 10.4

Network interfaces
Technology Hardware
3G/UMTS Ovation MC950D modem
802.11p Unex DCMA-86P2 mini-PCI (AR and MR)

Relevant software
Node Description
Mobile router NEMO (UMIP 0.4), IKEv2 (OpenIKEv2 0.96)
Home agent NEMO (UMIP 0.4) and IKEv2 (OpenIKEv2 0.96)
IMS server Fraunhofer Open IMS and Kamailio 3.1.2

The period of RA notifications from the AR is set to a random
time between three and four seconds (to avoid RA collisions
with possible nearby ARs). Additionally, the expiration time
of the pair CoA-HoA used is set to 30 seconds in both theMR
and the HA.

The results obtained are shown in Figure 6. As can be
seen, the slow-start algorithm of TCP tries to adapt to
the wireless medium during the whole test, affected by the
mobility of the vehicle. The first handoff from 3G to 802.11p
occurs at time 310 s (see Figure 6(b)) and the second one,
from 802.11p to 3G, at time 445 s (see Figure 6(c)). At these
moments the data rate is null for a while, due to the time
needed to change the CoA used against theHA.Nevertheless,
the connectivity gap is more evident in the second handoff,
because 802.11p technology is preferred when both 3G and
802.11p technologies are present. The handover mechanism
waits for a Router Advertisement received through the
802.11p interface, but, if it is not received, the CoA-HoA asso-
ciation timeout indicates that the 802.11p connectivity is over
and the handoff to the 3G technology must be performed.
Moreover, we can appreciate the quite better performance
obtained while the 802.11p link is maintained, with peaks
near to 6Mbps. Between times around 100 and 200 s the high
speed packet access (HSPA) channel allocation algorithm
adapts better, since the vehicle moves near the UMTS base
station. It can be noted that the performance of the 3G link is
similar at the beginning and the end of each test because the
circuit is circular.

Considering the final results, we can confirm that net-
work mobility and security modules perform efficiently
under a real intertechnology handoff, the most difficult to
accomplish. The communication stack operates correctly,
maintaining the in-vehicle network connectivity and showing
good performance results. Unless high-quality multimedia
transmissions are required, the bandwidth results indicate

that the data rate required bymost of the traffic efficiency and
comfort cooperative services can be covered.

8. Conclusion

This paper proposes a complete vehicular network frame-
work where all the essential nodes in the vehicle, roadside,
and central infrastructure have been designed, both in terms
of the network architecture and the communications stack for
each node type. Notice that both V2I and V2V communi-
cations are considered, maintaining IPv6 networking as the
lowest common denominator. While V2I communications
are based on IPv6 network mobility through NEMO/MCoA
protocols to maintain the connectivity upon the change of
network attachment point by the vehicle mobile router, V2V
communications are achieved through a hybrid approach
based on intelligent broadcast delivery and delay tolerant
networks.

The whole network architecture is complemented with
the necessary framework for offering infrastructure-based
services to vehicles and deploying in-vehicle applications.
IMS and OSGi are used for hosting remote services and
managing the lifecycle of local applications on vehicles and
roadside units, respectively. The middleware integrated in
the facilities layer of the vehicle host and the central station
include these capabilities, as well as other applications sup-
porting software, such as a flexible on-board humanmachine
interface for the case of the vehicle host. Moreover, essential
modules of the networking platform have been prototyped
and tested in a real environment. According to our tests,
good performances are achievable in the V2I segment when
using multiple communication technologies during vehicle
handoffs across roadside access routers.

This work is framed within the Walkie-Talkie project,
whose current tasks are now focused on extending the per-
formance assessment of the whole architecture through a set
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Figure 6: Maximum bandwidth using TCP.

of testing scenarios covering both V2I and V2V. To this aim,
the collaborations with the current European projects ITSSv6
(http://www.itssv6.eu/) and FOTsis (http://www.fotsis.com/)
are essential. In the short term, the immediate steps of the
consortium include the extension of the experimental tested
to support the V2V communication proposal. Additionally,
further tests are also planned to analyze the network stability
in terms of packet losses and the latency of uplink and
downlink communication directions. In the long term, future
work lines are focused on the contextualization of vehicles
and infrastructure nodes for providing extended pervasive
services to users and the extension of the platform to cover
smart city environments, where additional infrastructure
entities will be networked. Here, the synergy among vehicles,
road infrastructure, individuals, and buildings will become
the key of our future research.
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The key for cooperative collision avoidance (CCA) systems is the real-time and reliable delivery of safety-related messages among
vehicles, which include periodical beacons and risk-triggered warningmessages. In this paper, we first design a risk-aware dynamic
medium-access control (R-MAC) protocol tailored for vehicular CCA applications. In this protocol, each frame is divided into
two parts: TDMA segment for transferring beacons and CSMA segment for delivering warning messages. Then, we propose a
stochastic model to predict the average total number of potential collisions in a platoon of vehicles, which determines the size of
CSMA segment in the R-MAC protocol meticulously. Monte Carlo simulations validate that our model is reliable and practical.
The performance of the R-MAC protocol is verified through theoretical analysis and extensive simulations under different traffic
scenes. Simulation results show that R-MAC outperforms the traditional IEEE 802.11p protocol in terms of packets delivery rate
and transmission delay, as well as the Jain’s fairness index of the medium access between beacons and warning messages.

1. Introduction

As a potential technology for intelligent transportation
system, vehicular ad hoc network (VANET) has received
considerable attention by academic communities and major
car manufactures around the world. The Federal Communi-
cations Commission (FCC) has allocated a dedicated 75MHz
spectrum for vehicular applications in 1999 [1], and some
important projects (e.g., AdvancedDriver Assistance Systems
(ADASE2) [2], CarTALK2000 [3]) have been launched sub-
sequently. Through wireless vehicle-to-vehicle and vehicle-
to-roadside communications, VANET can provide various
safety-related services. As a typical representation, coopera-
tive collision avoidance (CCA) systems have greatly evolved
in the past years [4, 5], which helps to reduce the probability
of vehicular collisions and the corresponding damage signif-
icantly. Within a CCA system, when a vehicle in the platoon
encounters an obstacle or collision, a warning message will
be broadcast backwards to the following vehicles. Upon
receiving a warning message, the following drivers will
promptly brake instead of reacting to the brake light ahead

immediately in tradition, which saves a lot of time before the
following drivers are aware of the accidents in the front [6].

In this paper, we study efficient and fair delivery of
different messages in the considered scenario of CCA sys-
tems, where many vehicles form a platoon (or a chain)
moving along the same road toward the same direction.
Within this system, there are mainly two kinds of messages:
beacons and warning messages. Beacons are disseminated
among vehicles periodically to inform neighbors about their
movement states, such as speed, acceleration, and direction.
Warning messages are triggered by a specific vehicle which
experiences a hazard or collisions and are propagated from
the source to following vehicles as far as possible to inform
them of the accidental situation. As a result, such messages
have a higher priority [7] comparedwith beacons.One key for
aCCA system is the real-time and reliable delivery of warning
messages as well as beacons. In traditional CCA applications
[4, 5], some simple approaches are employed to deliver mes-
sages, which may lead to several problems in an emergent
situation. First, message collisions are more likely to occur
with the increasing number of vehicles in the platoon due to
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a large number of redundant warning messages pertaining to
the same emergent event, which results in a serious message-
delivery latency and packets loss. Then, the overemphasis
on the higher delivery priority of warning messages makes
the beacons lose the chance of medium access, especially
in the IEEE 802.11p protocol which is based CSMA/CA
mechanism. In addition, vehicles will become blind to others
without knowledge of their latest movement states, which,
in turn, may cause more accidental collisions among the
platoon. To overcome these shortcomings, we design a risk-
aware dynamic medium access control (R-MAC) protocol
tailored for vehicular CCA systems, which makes a good
tradeoff between efficient delivery and fairness of messages
with different priorities.

To this end, our protocol is based on traditional TDMA
mechanism, in which time is divided into periods called
frames and each frame can be subdivided into tiny time
slots uniformly. However, each frame in R-MAC includes
two parts: CSMA segment for sending warningmessages and
TDMA segment for beacon transmission. In order to ensure
the higher transfer priority of warning messages, we allocate
slots to CSMA segment prior to TDMA segment in each
frame. The number of slots reserved for CSMA segment is
determined by the average total number of potential vehicle
collisions among the platoon in the next few frames, which
can be computed though a stochastic collision prediction
model. After allocation for CSMA segment, the left slots
fall into the TDMA segment. In this way, both efficiency
and fairness of the medium access between the above two
kinds of messages can be achieved in R-MAC. In addition,
with the rapid spread of 3G and WIFI in recent years,
the V2I communications has been feasible. In this paper,
the prediction process of average total number of potential
collisions operates on a roadside unit (RSU), such as 3G
stations, WIFI hot spots.

The main contributions of the paper are listed below.

(1) Considering the efficiency and fairness of deliver-
ing beacons and warning messages on the medium
access, we design a risk-aware dynamic (R-MAC)
protocol tailored for vehicular CCA systems, which
is based on a dynamic TDMAmechanism.

(2) Since the size of CSMA segment in each frame is
determined by the average total number of potential
collisions among the platoon in the next few frames,
a stochastic collision prediction model is presented,
which is based on minimum safety distance and a
homogeneous Markov chain.

(3) Moreover, extensive simulations under various traffic
loads show that R-MAC outperforms the traditional
IEEE 802.11p protocol in terms of packet delivery rate
and transmission delay, as well as the Jain’s fairness
index of the medium access between beacons and
warning messages.

The remainder of this paper is organized as follows.
In Section 2, we briefly review the related work on MAC
protocols and vehicle collision models in VANET. Section 3
delineates the operation of the R-MAC protocol in detail.

In order to compute the average total number of potential
collisions used in R-MAC, the derivation of a stochastic
collisions prediction model is introduced in Section 4. The
performance of R-MAC is evaluated in different setups in
Section 5, which also provides an in-depth analysis of the
simulation results. We conclude the paper in Section 6.

2. Related Work

In recent years, various MAC protocols have been proposed
to guarantee the real-time and reliable communications in
VANET.These protocols aremainly based on two approaches:
Carrier Sense Multiple Access (CSMA) and time division
multiple access (TDMA). However, most of them cannot be
applicable well to the vehicular scenarios with high mobility
and fast changing topology.

The TDMA approach operates in a time slotted structure,
where time slots are grouped into frames. Due to the
collision-free nature of TDMA, it has been widely adopted
and become the foundation of several TDMAbased protocols
[8, 9] in vehicular network. R-ALOHA [10] is the earliest
dynamic channel reservation scheme, which enables nodes
to reserve a time slot for transmission in a fixed period.
RR-ALOHA [11] and ADHOC-MAC [12] are completely
distributed TDMA schemes, but both of them are based
on the assumption that the network topology stays static.
Simulation results show that the throughput reduction of
ADHOC MAC protocol can reach up to 30% for an average
vehicle speed of 50 km/h [13]. Lam and Kumar designed a
DCR protocol with the help of GPS in [14]. However, his
work is not suitable for heavy traffic situations. Omar et al.
[15] proposed a TDMA-based MAC protocol for reliable
broadcast in VANET. This scheme reduces transmission
collisions caused by vehiclemobility, but it assumed that there
were two transceivers on each vehicle, one used for control
channel and the other for service channel.

In CSMA-like random schemes, the prime example is
IEEE 802.11 [16], which is a simple, flexible, and contention-
based medium access control protocol. In the protocol, when
a vehicle wants to transmit messages, it first listens to the
desired channel. If the channel is free (not occupied by other
vehicles), the vehicle is allowed to transmit. Otherwise, the
vehicle has to defer its transmission to the next contention
period. Although the approach is simple and flexible, the data
delivery delay will increase significantly if the vehicles density
is high, especially when an exponential back-off mechanism
is employed to resolve the robust contention issues among
different vehicles [16]. In order to be delivered timely, warning
(emergency) message is assigned a higher priority to contend
for the wireless channel with a small contention window
size in the IEEE 802.11 p EDCA [17]. Although the small
contention window size allows the warning message to be
transmitted with a small delay, it introduces the unfairness
between warning messages and beacons (with a lower pri-
ority than warning message) on the medium access and
the delivery delay of beacons is increased greatly. Another
limitation for CSMA schemes is that no RTS/CTS exchange is
used, which results in a serious hidden terminal problem and
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reduces packets delivery rate. Consequently, the effectiveness
of CCA applications decreases substantially.

However, to the best of our knowledge, little effort
has been devoted to design risk-aware MAC protocol by
exploiting reliable and practical vehicle collision models.
Detailed models of vehicle motion and collision dynamics
were given in [18, 19], but they are completely based on deter-
ministic equations for the occurrence of collisions, whereas
in fact, randomness is always present introduced by high
mobility and driver behavior. In [20], the authors explored
the necessary conditions for chain collisions. However, it is
assumed that all the vehicles have the same initial speeds
and intervehicle distance. A more recent work [21] derived a
stochasticmodel for the number of accidents in the platoon of
vehicles equipped with a warning messages communication
system. Nevertheless, all the parameters in the model were
described by random variables, which cannot give a reliable
collision prediction for the real-time traffic scenario. Thus,
based on the analysismethod in [21], we derive amore reliable
and practical stochastic collision prediction model, which
takes full advantage of the beacons and warning messages.

In this paper, by combing vehicle collisions model
with TDMA-based mechanism, we design a risk-aware and
dynamic MAC protocol for the considered CCA application.
Besides the reliable and real-time delivery of messages, the
fairness between beacons and warning messages on the
wireless medium access are also achieved.

3. Details of Risk-Aware Dynamic
MAC Protocol

This section mainly presents the detailed description of the
dynamic and risk-aware MAC protocol, including the con-
sidered traffic scenario, specification of frame structure, and
slots allocation algorithm for CSMA and TDMA segments.
The number of slots in the CSMA segment is determined by
the average total number of potential collisions among the
platoon and the corresponding computing method based on
a stochastic collision prediction model is given in Section 4.

3.1. The Traffic Scenario. Prior to the detailed description
of the proposed protocol, it is essential to give an overview
of the considered traffic scenario in which our R-MAC
operates. As shown in Figure 1, each RSU and all vehicles
under its coverage form a vehicular Ad hoc subnet, which
is similar to the model proposed in our previous work [22].
For sake of simplicity, we only consider a platoon of vehicles
on highway, which travel along the same road towards the
similar direction. However, with vehicles moving on roads at
high speeds, the number of vehicles𝑁 and the corresponding
vehicle density 𝜌

𝑟
in a particular subnet are always varying.

In this paper, the vehicle density 𝜌
𝑟
is defined as the average

number of vehicles per meter, which can be computed by

𝜌
𝑟
=
𝑁

𝑅
, (1)

where 𝑅 refers to the coverage range of an RSU. As surround-
ing conditions of an RSU might affect its practical wireless

transmission range, an RSU updates its current transmission
range 𝑡

𝑟
in the following manner [16]:

𝑡
𝑟
= 𝑇max ⋅ (1 − 𝜀) , 0 < 𝜀 ≤ 1, (2)

where 𝑇max and 𝜀 indicate the maximum wireless trans-
mission range of an RSU and the wireless channel fading
conditions at the current position, respectively. If there are
many high-rise buildings or the weather is rainy, 𝜀 is set as a
larger value, vice versa. GPS and sensors deployed on an RSU
are used to obtain terrain and meteorological information
so that the parameter 𝜀 can be appropriately estimated.
For simplicity of illustration, 𝑅 is set as 2𝑡

𝑟
approximately.

In addition, we assume that every RSU can dynamically
compute the corresponding vehicle density in its coverage by
communications between the vehicles and RSU in a subnet.

3.2. R-MAC Frame Structure. Now, we give the detailed
specification of frame in R-MAC, which is a dynamic TDMA
protocol. In R-MAC, we divide the time into periods called
frames and then each of them is subdivided into tiny time
slots uniformly. Every frame is divided into RSU segment and
vehicle segment (see Figure 2). The RSU segment is reserved
for RSU to disseminate control message and the latter is used
for vehicles to transmit beacons andwarningmessages. In our
protocol, the RSU segment always begins from the head of a
frame and its size is a constant denoted by 𝛼, which means
that the length of the vehicle segment is also determined.
Based on the different priorities between beacons and warn-
ing messages, the vehicle segment is divided into two parts:
CSMA segment which is responsible for transmitting warn-
ing message in emergency situations and TDMA segment
which is in charge of delivering beacons. Without any loss of
generality, we introduce𝛽 and 𝛾 to indicate the corresponding
size of CSMA and TDMA segment, respectively.

Based on the above description, we define three sets 𝑆
0
,

𝑆
1
, and 𝑆

2
as (3), which refer to the slots falling into the RSU,

CSMA, and TDMA segments, respectively:

𝑆
0
= {𝑅
𝑖
| 1 ≤ 𝑖 ≤ 𝛼} ,

𝑆
1
= {𝐶
𝑖
| 1 ≤ 𝑖 ≤ 𝛽} ,

𝑆
2
= {𝑇
𝑖
| 1 ≤ 𝑖 ≤ 𝛾} ,

𝑆
0
∪ 𝑆
1
∪ 𝑆
2
= 𝑄,

𝑆
𝑖
∩ 𝑆
𝑗
= ⌀, ∀𝑖, 𝑗 ∈ {0, 1, 2} , 𝑖 ̸= 𝑗.

(3)

𝑄 means the set of all slots in a whole frame. As illustrated
in Figure 2, 𝑅

𝑖
indicates the yellow slots in RSU segment,

𝐶
𝑖
refers to the blue slots reserved for CSMA segment, and

the white slots allocated to TDMA segment are denoted by
𝑇
𝑖
. It is worth noting that the corresponding slots of CSMA

and TDMA segments are dynamic, which are determined by
an RSU according to the real-time collisions situation in the
platoon frame by frame. In order to describe the division of a
frame into the above three sets intuitively, we introduce “slot



4 International Journal of Distributed Sensor Networks

RSU

Moving direction
Inter-vehicle

space
RSU coverage 𝑅

Figure 1: Traffic scenario under consideration.

A single slot is 0.5 ms.
The sum of slots in a frame is 200.
𝛼 yellow slots are used for RSU.
𝛽 blue slots are reserved for CSMA.
𝛾 white slots are allocated to TDMA.
𝛼 + 𝛽 + 𝛾 = 200.
𝛼 = 20.
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𝛾
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Figure 2: R-MAC frame structure.

assignment map” denoted by a vector state, which marks a
slot 𝑠 as the following rules:

State [𝑠 ⋅ id] =
{{

{{

{

0, if 𝑠 ∈ 𝑆
0
,

−1, if 𝑠 ∈ 𝑆
1
,

ID, if 𝑠 ∈ 𝑆
2
,

(4)

where ID indicates the id of a particular vehicle, which is a
positive integer between 1 and𝑁. With the control messages
of an RSU, the slot assignment map is broadcast to vehicles
every frame.

Then, we define the time duration parameters according
to the US standards within IEEE. The update frequency is
𝑓
𝑝
= 10Hz. Therefore, the total frame size is 100ms. The slot

time is given by

𝑇slot =
𝑃

𝑀
+ 𝑇guard , (5)

where the packet size of message in VANET is 𝑃 = 300 bytes,
the data transmission rate is 6Mbits/s, and the guard time
𝑇guard is 100 𝜇s between two adjacent slots [23]. So a single
slot reserved for a vehicle is 0.5ms and the total number 𝜑 of
available slots in each frame can be given as

𝛼 + 𝛽 + 𝛾 = 𝜑 = 200. (6)

In the following, we give more detailed specifications for
RSU and vehicle segments, separately.

3.2.1. Specification of RSU Segment. As shown in Figure 2, the
number of slots reserved for an RSU is fixed and the size of set
𝑆
0
is 20. Moreover, twenty consecutive slots at the beginning

of a frame are allocated to an RSU, and the total time 𝑇rsu
reaches up to 10ms. According to slot assignment map, we
set the variable State[𝑖] = 0, 1 ≤ 𝑖 ≤ 20. Similar to (5), the
maximumpacket size of anRSU controlmessage can be given
by

𝑆control =
1

8
(𝑇rsu − 𝛼 ⋅ 𝑇guard) ⋅ 𝑀, (7)

where 𝛼 is the size of the set 𝑆
0
. Obviously, the size of an

RSU control packet 𝑆control can reach up to 6Mbytes which
are enough to transmit the control message for a whole frame
[23]. In our R-MAC, the control message mainly consists of
the slot allocation map in every frame.

3.2.2. Specification of Vehicle Segment. In contrast to the
RSU segment, the vehicle segment of a frame is further
divided into CSMA segment and TDMA segment. For the
TDMA segment, a vehicle with a chosen slot will send beacon
which contains safety-related information to vehicles around
it and the corresponding RSU. However, for the CSMA slots,
only delivery of warning (emergency) messages is allowed
to contend the medium access in CSMA mode. When a
vehicle desires to send a warning message, it first listens to
the channel and waits for the CSMA slots. If the medium
is idle, the vehicle is allowed to transmit. If the medium
is busy, the vehicle will defer its transmission to the next
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CSMA slot, which is different from the exponential back-off
mechanism executed in IEEE 802.11 MAC protocol [16]. In
order to ensure sufficient slots for vehicles to sendingwarning
messages, the size of CSMA segment is set as the average
total number of potential collisions among the platoon in
the next several frames. In our protocol, TDMA and CSMA
segments coexist in each frame dynamically, which helps to
achieve the delivery fairness between beacons and warning
messages. In the worst case, all the slots of a frame are
allocated forCSMAsegment to transmit themassive amounts
of warning messages and no slots are left for beacons, in
which our protocol operates as a traditional CSMA-based
MAC protocol just like IEEE 802.11p. Indeed, once the case
above appears, the traffic accident must be disastrous and the
whole network has to be flooded by massive of emergency
messages. However, the probability of this case is little and
both of beacons and warning messages have corresponding
slots reserved to be transmitted for most case.

3.3. Slot Allocation Algorithm for CSMA and TDMA (SACT).
In this section, we describe how to allocate slots for CSMA
and TDMA segments. The whole slot allocation algorithm
abbreviated as SACT includes three steps: slot allocation
for CSMA, slot reservation for TDMA and slot allocation
map broadcast. In consideration of the higher priority of
delivering warning messages triggered by vehicle collisions,
we allocate slots to CSMA segment prior to TDMA segment.
For ease of description, we assume that each slot in a frame
will be labeled with a number from 1 for the first slot to 𝜑 for
the last one consecutively, which is called the id of each slot.

3.3.1. Slot Allocation for CSMA. The slot set of CAMS seg-
ment 𝑆

1
is determined by the following two steps. (i)TheRSU

analyzes the risk of collision and computes the average total
number of potential collision NUMacc among the vehicles
under its coverage. The detailed computation for NUMacc
will be given in Section 4, which is another important
contribution of this paper. (ii) The RSU selects NUMacc
appropriate slots from the vehicle segment for delivering
warning messages in the mode of CSM A, whose ids are
between 𝛼+1 and 𝜑. Obviously, there are ( NUMacc

𝜑−𝛼 ) selections
for the set 𝑆

1
. Since the generation of warning messages is

random absolutely, it is hard to make the optimal selection
for 𝑆
1
. For simplicity, we assure that the ids of NUMacc slots

are uniformly distributed between 𝛼+1 and 𝜑. Once NUMacc
available slots are determined, all of them are marked as
occupied by CSMA segment and pushed into the set 𝑆

1
.

Moreover, the slots are denoted by 𝐶
𝑖
, where the value of 𝑖 is

from 1 to 𝛼 consecutively. According (4), we set the variable
State[𝐶

𝑖
⋅ id] = −1, 1 ≤ 𝑖 ≤ 𝛽. So the slot allocation map of

CSMA segment is finished here.

3.3.2. Slot Allocation for TDMA. Once the slot set 𝑆
1
has been

determined, the left slots in vehicle segment will be used for
TDMA, all of which fall into the corresponding slot set 𝑆

2

uniquely. For ease of description, the size of set 𝑆
2
is denoted

by 𝛾.𝑇
𝑖
indicates the slots in the set 𝑆

2
, where 1 ≤ 𝑖 ≤ 𝛾.Then,

a RSU allocates a particular slot 𝑇
𝑖
to a vehicle in its coverage,

SACT Algorithm:
Begin: 𝑆

1
= 𝑆
2
= ⌀

Step 1: Slot Allocation for CSMA
Compute the average total number NUMacc of potential
collisions among the vehicles platoon by Algorithm 2;
Select NUMacc integers from [𝛾 + 1, 𝜑] uniformly.
Push the slots whose id equals to the above selected
NUMacc integers into set 𝑆1, denoted by 𝐶

1
, 𝐶
2
, . . . , 𝐶

𝛼
,

𝛼 = NUMacc;
For 𝑖 = 1 to 𝛼
State[𝐶

𝑖
⋅ id] = −1

Step 2: Slot Reservation for TDMA
𝑆
2
= 𝑄 − 𝑆

0
− 𝑆
1
, 𝑆
2
= ⌀,

For each vehicle in the coverage of a RSU
If the RSU received a beacon in the last three Frame
Then select a slot 𝑠 from set 𝑆

2
randomly,

remove 𝑠 from 𝑆
2
and add it to 𝑆

2
,

State[𝑠 ⋅ id] = vehicle.ID;
Else remove the vehicle from the vehicle list under its
coverage;

Step 3: Broadcasting the slot allocation map
The RSU broadcast the vector State[𝑖], 1 ≤ 𝑖 ≤ 𝜑 to all the
vehicles

Algorithm 1: Formal description of the SACT Algorithm.

as the following steps. (i) If there are beacons received from a
vehicle in the last frame, the RSU will select a available slot 𝑠
randomly from set 𝑆

2
for the vehicle and attach the vehicle

ID to it, namely, State[𝑠 ⋅ id] = vehicle ⋅ ID, which marks
𝑠 as occupied by a particular vehicle. Moreover, once 𝑇

𝑖
has

been occupied by a vehicle, it will be removed from 𝑆
2
to the

set 𝑆
2
. Obviously, the sizes of the two sets meet the following

equation:

𝑆2
 +


𝑆
2


= 𝛾. (8)

(ii) In a case of an anomaly, in which a vehicle fails to send
its beacons in the last consecutive three frames, the RSU will
believe the vehicle has moved out of its coverage and no
slots will be allocated to it in the next frame. According to
these rules, RSU is able to complete the corresponding slot
allocation map of TDMA segment.

In fact, the slot allocation procedure, including CSMA
segment selection andTDMA slot allocation, is conducted on
a particular RSU.Then, the RSU broadcasts the final slot allo-
cation map to all vehicles moving under its coverage. Based
on the above description, the integrated SACT algorithm is
formally described in Algorithm 1.

4. Computation of the Size of CSMA Segment

As described in the SACT algorithm in Section 3, the cor-
responding size of CSMA segment in a frame is determined
by the average total number of potential collisions NUMacc
among the platoon in the following several frames, which
is the focus of R-MAC. Therefore, in this section, we give
a novel computation method of total average number of
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potential accidents among the platoon (CMAA) as follows.
First, a stochastic collision prediction model is introduced
to compute the parameter NUMacc in the platoon, and
then the probability of collision between adjacent vehicles is
derived, which is an input parameter in the predictionmodel.
Moreover, extensive Monte Carlo simulations are conducted
to verify the performance of the stochastic model in the end.

4.1. Stochastic Collision Prediction Model. Prior to a detailed
description of the envisioned stochastic collision prediction
model, we point out a number of assumptions regarding the
considered traffic scenario in this paper, which are listed as
follows.

(i) The distance between two neighboring vehicles,
named intervehicle space, is a randomvariable.More-
over, it is an exponentially distributed random vari-
able with parameter 𝜆, which represents the density
of vehicles on the road and equals to 𝜌

𝑟
computed by

(1).
(ii) Each vehicle is capable of estimating its motion state

accurately, including velocity, regular acceleration.

The first assumption is based on the fact that inter-
space calculated by real-time coordinates on map benefit
from GPS and GIS is not accurate and reliable, because the
positioning precision of GPS hardly meets the need of the
considered scenario. In the worse case, a vehicle is evolving
into more critical areas; there may be certain undesired
problems in the availability of GPS in certain scenarios where
GPS signals may not be detected (e.g., such as inside tunnels
and underground parking). Moreover, it has been shown
that exponential distribution describes well the intervehicles
space when traffic densities are small [24]. In addition, it is
easy to get accurate velocity and acceleration of a vehicle, via
adequately deployed sensor monitoring the motion state of a
vehicle in real-time.

The collision scenario considered in our paper is a platoon
(or a chain) of 𝑁 vehicles traveling along the same road
toward the same direction. As a vehicle𝑉

𝑎
among the vehicle

platoon collides with an obstacle or the preceding vehicle on
the road, at time 𝑡

0
= 0, it immediately sends a warning

message to the following vehicle 𝑉
𝑗
, 𝑗 ∈ 𝑎 + 1, . . . , 𝑁. Upon

receiving the warningmessage, all the following vehicles start
to brake at the maximum deceleration. That is, after a time
lapse 𝑡res. Let us remark here that the time lapse 𝑡res is mainly
determined by the reception delay of the warning message
generated by the communication system and the reaction
time of the driver, denoted by 𝑇

𝑑
and 𝑇

𝑟
, which will be

used again is next section. Each warned driver will decelerate
immediately, even if the preceding vehicle has not started
to decelerate (see Figure 3). For simplicity, we assume every
vehicle has the same maximum deceleration 𝑎max.

Within this model, the accidental vehicle 𝑉
𝑎
, 𝑎 ∈

1, . . . , 𝑁, may collide with an obstacle and stop suddenly,
which only increases the likelihood of a crash for the
following vehicles behind the accident spot. Moreover, the
final outcome (collision or stop successfully) of a following
vehicle depends on the outcome of the preceding vehicles.

Therefore, the collision model is based on the construction
of the probability graph depicted in Figure 4, the length of
which is𝑁 − 𝑎 + 1 [21]. We consider an initial state in which
no vehicle has collided. Once the danger of collision has been
detected at vehicle 𝑉

𝑎
, the first vehicle in the following chain

𝑉
𝑎+1

(immediately after the accidental one) may collide or
stop successfully. Similarly, for each vehicle behind𝑉

𝑎+1
, there

are two possible cases: collision with its preceding vehicle or
successful stop. As a result, at the right-most of the probability
graph, there are 𝑁 − 𝑎 + 1 possible final outcomes which
represent the number of collided vehicles between 0 and
𝑁 − 𝑎. And 𝑐

𝑚,𝑛
represents the state with 𝑚 collided vehicles

and 𝑛 successfully stopped vehicles (see Figure 4).
The transition probability between two nodes in the

graph is the corresponding collision probability between
adjacent vehicles in the chain 𝑝

𝑗
, 𝑗 ∈ 𝑎 + 1, . . . , 𝑁 (or the

complementary: 1 − 𝑝
𝑗
), which will be used in the model.

The detailed computationmethod is described in Section 4.2.
Next, we should note that every path in the graph from the left
source node 𝑐

0,0
to the right-most nodes leads to a possible

outcome involving all the following vehicles behind 𝑉
𝑎
. The

probability of the particular path is determined by all the
transition probabilities of nodes which belong to the whole
path. Noting that there are multiple paths which may lead to
the same final outcome (different paths may end at the same
node) referring to a right-most node in the probability graph,
the probability of a final outcome is the sum of the resulting
probabilities of all possible paths ending at it.

To compute the probabilities of the final outcomes, we can
construct a Markov chain whose state diagram is based on
the previously discussed probability graph. If the following
accidental collisions are caused by the vehicle 𝑉

𝑎
, there are

(𝑁 − 𝑎 + 1)(𝑁 − 𝑎 + 2)/2 vertices in the probability graph.
And a homogeneous Markov chain can be established with
a state set 𝐶 = (𝑐

0,0
, 𝑐
1,0
, 𝑐
0,1
, . . ., 𝑐

𝑁−𝑎,0
, 𝑐
𝑁−𝑎−1,1

, 𝑐
𝑁−𝑎−2,2

,
. . . , 𝑐
1,𝑁−𝑎−1

, 𝑐
0,𝑁−𝑎

), whose size equals to (𝑁 − 𝑎 + 1)(𝑁 − 𝑎 +

2)/2. In addition, the transitionmatrixPof the corresponding
Markov chain is a squarematrix of dimension (𝑁−𝑎+1)(𝑁−

𝑎 + 2)/2. It’s worth noting that there are at most two other
states to reach each state in the state set 𝐶, which ensures the
matrix P is sparse. For ease description, a brief example is
illustrated in Figure 5, where only two vehicles 𝑉

𝑁−1
and 𝑉

𝑁

follow with the leading accidental vehicle 𝑉
𝑁−2

.
Then, we compute the probabilities of paths which start

from state node 𝑐
0,0

to each of the 𝑁 − 𝑎 + 1 final states by
computing P𝑁−𝑎. In fact, the final outcome probabilities are
the last𝑁 − 𝑎 + 1 entries of the first row of the matrix P𝑁−𝑎.
Let ∑𝑘 be the probability sum of all the paths reaching the
final outcome states with 𝑘 collided vehicles in the following
vehicles behind 𝑉

𝑎
, namely, state 𝑐

𝑘,𝑁−𝑎−𝑘
. Therefore, ∑𝑘

equals to the ((𝑁−𝑎+1)(𝑁−𝑎+2)/2)−𝑘th entry of the first
row in matrix P𝑁−𝑎, which can be given as follows:

∑𝑘 = P𝑁−𝑎 [1, (𝑁 − 𝑎 + 1) (𝑁 − 𝑎 + 2)

2
− 𝑘] ,

𝑎 ∈ 1, . . . , 𝑁.

(9)
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Figure 3: Collision model under consideration.
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Figure 4: Probability graph defined in the collision model.

Then, the average total number of collisions caused by a
particular accidental vehicle 𝑉

𝑎
in the chain is obtained by

the weighted sum as (10):

𝑁acc =
𝑁−𝑎

∑

𝑘=1

𝑘 ⋅ ∑𝑘, 𝑎 ∈ 1, . . . , 𝑁. (10)

In order to facilitate statistics, we assume that each vehicle in
the platoon has the same probability 1/𝑁 to be the accidental
vehicle. In other words, for the vehicle 𝑉

𝑎
, the parameter 𝑎 is

a uniformly distributed variable between 1 and𝑁. Therefore,
from the perspective of a RSU in theCCA system as described

in Section 3, the average total potential collisions NUMacc in
the whole platoon can be computed by (11) as follows:

NUMacc =
1

𝑁

𝑁

∑

𝑎=1

𝑁−𝑎

∑

𝑘=1

𝑘 ⋅ ∑𝑘, 𝑎 = 1, 2, 3, . . . , 𝑁. (11)

4.2. Compution of the Adjacent Vehicles Collison Probability.
In this section, we come to the problem of computing the col-
lision probabilities 𝑝

𝑗
, 𝑗 ∈ 𝑎 + 1, . . . , 𝑁 for adjacent vehicles,

which is an important variable used in our stochastic collision
prediction model. To the end and for ease of description,
we first explore the movement features of vehicles especially
when braking, and then a novel method based on minimum
safety distance (MSD) is introduced, which takes into full
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Figure 5: Probability graph and corresponding transition matrix for scenario where the collision is caused by vehicle 𝑉
𝑁−2
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Figure 6: A complete vehicle braking process.

account of different movement states of adjacent vehicles, to
compute collision probabilities 𝑝

𝑗
.

Based on the analysis of the vehicular moving procedure
for vehicle in [20, 25], a complete braking procedure is
divided into three different stages where acceleration 𝑎 of
a vehicle varies along with time as shown in Figure 6. As
mentioned above in the collision prediction model, we still
let 𝑉
𝑎
denote the accidental vehicle which encounters an

obstacle and stops suddenly in the platoon. 𝑡res indicates the
braking response time from the instant 𝑉

𝑎
sends warning

messages to the instant when the following drivers are aware
of the collision ahead. In fact, it is mainly determined by the
reception delay of the emergency message generated by the
communication system and the reaction time of the driver,
denoted by 𝑇

𝑑
and 𝑇

𝑟
, respectively. To consider a worse

communication system and without loss of generality, we

𝑇

𝑡
1

𝑡
0

𝑉
𝑗−1

𝑠
0 𝑉

𝑗

𝑉
𝑗−1 MSD

𝑗
𝑉
𝑗

𝑠
𝑗

𝑠
𝑗−1

𝑋

Figure 7: MSD model for vehicles 𝑉
𝑗
and 𝑉

𝑗−1
.

set 𝑇
𝑑
as 0.1ms, which is the maximum delay for warning

messages that vehicular communication standards specify
[26]. Generally, the average reaction time of drivers is set as
𝑇
𝑟
= 0.9 s [6]. As shown in Figure 6, the value of deceleration

speed is still rising during the process 𝑡ris, which is about
0.1-0.2 s and is overlooked for easy of calculation. During
the period of 𝑡bra, a vehicle keep its maximum deceleration
𝑎max until collision with the preceding vehicle occurs or
stops successfully. Here, for simplicity, we assume that all
the following vehicles behind the accidental vehicle 𝑉

𝑎
has

the same braking response time 𝑡res = 𝑇
𝑑
+ 𝑇
𝑟
= 0.1 +

0.9 = 1 s, which is the sum of reception delay of warning
messages 𝑇

𝑑
and the reaction time of drivers 𝑇

𝑟
. During

the period of 𝑡res, we assume that a particular vehicle 𝑉
𝑗

still keeps its original movement state. After 𝑡res, its speed
will linearly decrease due to the braking operation with the
maximum deceleration speed. Then, V

0,𝑗
and 𝑎

𝑗
denote the

initial velocity and acceleration of a vehicle 𝑉
𝑗
during the

period of 𝑡res, respectively. From [4], the movement state
during time (0, 𝑡res) can be expressed as

V
𝑗 (𝑡) = V

0,𝑗
+ 𝑎
𝑗
⋅ 𝑡, 𝑡 < 𝑡res. (12)
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After the period 𝑡res, the vehicle speed is linearly decreasing
with the maximum deceleration 𝑎max as following:

V
𝑗 (𝑡) = V

0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res − 𝑎max (𝑡 − 𝑡res) , 𝑡 > 𝑡res. (13)

In order to compute the collision probabilities 𝑝
𝑗
, we

introduce a Minimum Safety Distance (MSD) model for
the vehicles in a platoon. Based on this model, an RSU
can compute the accurate minimum safety distance MSD

𝑗

for each vehicle 𝑉
𝑗
in the platoon according to the current

movement state, which mainly includes velocity V
𝑗
and accel-

eration 𝑎
𝑗
. We let 𝑑

𝑗
denote the distance between a particular

vehicle 𝑉
𝑗
and its preceding vehicle 𝑉

𝑗−1
in the platoon,

which is an exponentially distributed random variable with
parameter 𝜆 as mentioned in assumption (i). It is obvious
that if intervehicle distance 𝑑

𝑗
is greater than or equals to

corresponding minimum safety distance MSD
𝑗
, the vehicle

𝑉
𝑗
can stops successfully without collision with its preceding

vehicle 𝑉
𝑗−1

. Otherwise, there will be a collision between
vehicle 𝑉

𝑗
and 𝑉

𝑗−1
. So for any vehicle 𝑉

𝑗
, 𝑎 + 1 ≤ 𝑗 ≤ 𝑁,

the collision probability 𝑝
𝑗
will be computed as follows:

𝜆 = 𝜌
𝑟
=
𝑁

𝑅
,

𝑝
𝑗
= 𝑃 (𝑑

𝑗
< MSD

𝑗
)

= 1 − 𝑒
1−𝜆⋅MSD𝑗 , 𝑎 + 1 ≤ 𝑗 ≤ 𝑁.

(14)

Based on the aforementioned analysis, we give the MSD
computation model as Definition 1.

Definition 1. Minimum safety distance in our work is defined
as the needed minimum distance between two adjacent
vehicles to avoid collision based on V2V communications,
both of which receive a warning message and start to brake
hard at the same time.

For simplicity, we assume that all the vehicles have
the same mechanical brake performance with a common
maximum deceleration value 𝑎max. However, the velocity and
regular acceleration of vehicles before the time are different
with each other, denoted by V

𝑗
and 𝑎
𝑗
, respectively. Without

loss of generality, we select a particular vehicle 𝑉
𝑗
and

its preceding vehicle 𝑉
𝑗−1

to describe the minimum safety
distanceMSD

𝑗
(see Figure 7), both of which receive the same

warning messages from the front of the platoon at the same
time. 𝑡

0
indicates the instant a warning message is triggered

by a accidental vehicle 𝑉
𝑎
in the front of the platoon and

sent backwards, while 𝑡
1
denotes the instant when collision

between 𝑉
𝑗
and 𝑉

𝑗−1
has been successfully avoided. The

displacements of 𝑉
𝑗
and 𝑉

𝑗−1
are denoted by 𝑠

𝑗
and 𝑠

𝑗−1

during the period between 𝑡
0
and 𝑡
1
, respectively. 𝑠

0
refers

to the permitted minimum distance between 𝑉
𝑗
and 𝑉

𝑗−1
at

𝑡
1
[4], which can be set an appropriate constant according to

different safety requirements in CCA systems. Based on the
above analysis, the MSD for vehicle 𝑉

𝑗
is given as follows:

MSD
𝑗
= 𝑠
𝑗
− 𝑠
𝑗−1

+ 𝑠
0
, 𝑗 = 𝑎 + 1, . . . , 𝑁. (15)

According to the different movement states, we further
divide the computation of MSD into three cases as follows.
In case 1, the vehicle 𝑉

𝑗
follows the accidental vehicle 𝑉

𝑎

immediately, where 𝑗 equals to 𝑎 + 1. Whereas in case 2,
𝑗 doesn’t equal to 𝑎 + 1 and the velocity of 𝑉

𝑗
is greater

than that of 𝑉
𝑗−1

before the time 𝑡bra. In contrast to case
2, 𝑗 doesn’t equal to 𝑖 + 1 either while the velocity of 𝑉

𝑗

is less than or equals to that of 𝑉
𝑗−1

. Here, we continue to
adopt the notations as above: let V

0,𝑗−1
and V

0,𝑗
indicate the

initial speed of 𝑉
𝑗−1

and 𝑉
𝑗
, while 𝑎

𝑗−1
and 𝑎

𝑗
denote the

corresponding acceleration/deceleration during the period of
𝑡res, respectively.

Corollary 2. If the vehicle 𝑉
𝑗
follows the accidental vehicle 𝑉

𝑎

immediately, the MSD for 𝑉
𝑗
is

MSD
𝑗
= signal (V

0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)

⋅ (V
0,𝑗
⋅ 𝑡res +

1

2
𝑎
𝑗
⋅ 𝑡
2

res +
(V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)
2

2𝑎max
)

+ signal (− (V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)) ⋅

V2
0,𝑗

2𝑎
𝑖+1

+ 𝑠
0
, 𝑗 = 𝑎 + 1,

(16)

where the signal function signal(𝑥) is defined as follows:

signal (𝑥) =
{{{

{{{

{

0, if 𝑥 < 0,
1

2
, if 𝑥 = 0,

1, if 𝑥 > 0.
(17)

Proof. Noting that the accidental vehicle 𝑉
𝑎
encounters an

obstacle and stops immediately, its displacement is over-
looked (𝑠

𝑖
= 0). Obviously, the MSD of 𝑉

𝑎+1
is the dis-

placement 𝑠
𝑖+1

of the vehicle 𝑉
𝑎+1

before it stops successfully
without collision with its preceding vehicle 𝑉

𝑎
. Based on the

description of braking procedure, there are two parts gener-
ally: the reaction time of braking operation and the linearly
decreasing stage. During the period of braking reaction stage,
the 𝑉
𝑗
keeps its initial velocity and acceleration/deceleration

speed.
If V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res > 0, the distance of 𝑉𝑎+1 traveling during

(0, 𝑡res) is:

𝑠


𝑎+1
= V
0,𝑗
⋅ 𝑡res +

1

2
𝑎
𝑗
⋅ 𝑡
2

res. (18)

The displacement of the vehicle𝑉
𝑎+1

during the period of 𝑡bra
until it stops safely is

𝑠


𝑎+1
=

(V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)
2

2𝑎max
. (19)

So the total displacement 𝑠
𝑎+1

for 𝑉
𝑎+1

is

𝑠
𝑎+1

= 𝑠


𝑎+1
+ 𝑠


𝑎+1
. (20)
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Else if V
0,𝑗
+𝑎
𝑗
⋅ 𝑡res < 0, it means that vehicle𝑉

𝑎+1
has stopped

regularly before the stage of linearly decreasing stage. Then
the total distance for 𝑉

𝑎+1
to stop successfully is

𝑠
𝑎+1

=

V2
0,𝑗

2𝑎
𝑎+1

. (21)

In conclusion, with (20), (21) and (15), we obtain (16).

Corollary 3. If the vehicle 𝑉
𝑗
doesn’t follow the accidental

vehicle 𝑉
𝑎
immediately and the velocity of 𝑉

𝑗
is greater than

that of 𝑉
𝑗−1

before linearly decreasing procedure, the MSD for
𝑉
𝑗
can be given by (22):

MSD
𝑗
=

(V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)
2

− (V
0,𝑗−1

+ 𝑎
𝑗−1

⋅ 𝑡res)
2

2𝑎max
+ 𝑠
0
,

𝑗 = 𝑎 + 2, . . . , 𝑁.

(22)

Proof. Based on the assumption that 𝑉
𝑗
and 𝑉

𝑗−1
have the

same maximum braking deceleration 𝑎max, the distance
between 𝑉

𝑗
and 𝑉

𝑗−1
becomes smaller and smaller if the

velocity of 𝑉
𝑗
is greater than that of 𝑉

𝑗−1
before linearly

decreasing stage. Two vehicles are safe only when both of
them have stopped without collision.

Obviously, the displacement for vehicle 𝑉
𝑗
to stop safely

is

𝑠
𝑗
=

(V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res)
2

2𝑎max
. (23)

Similar to 𝑉
𝑗
, the displacement 𝑠

𝑗−1
of 𝑉
𝑗−1

is

𝑠
𝑗−1

=

(V
0,𝑗−1

+ 𝑎
𝑗−1

⋅ 𝑡res)
2

2𝑎max
. (24)

So, with (23), (24), and (15), (22) is derived.

Corollary 4. In this situation, the velocity of 𝑉
𝑗
is less than or

equal to that of 𝑉
𝑗−1

before linearly decreasing procedure, the
MSD for 𝑉

𝑗
is expressed as follow:

MSD
𝑗
= 𝑠
0
. (25)

Proof. In contrary to case 2, the distance between 𝑉
𝑗
and

its preceding vehicle 𝑉
𝑗−1

is always increasing until both of
them have stopped one after another. So in this situation,
it’s always safe for the two consecutive vehicles. We set
the minimum safety distance MSD

𝑗
as the initial permitted

minimum distance 𝑠
0
.

4.3. Validation of Stochastic Collision PredictionModel. Based
on the above detailed description in Sections 4.1 and 4.2, the
integrated computation method of the total average number
of potential accidents in the platoon (CMAA) is formally
described in Algorithm 2. In order to verify the effectiveness
of stochastic collision prediction model, we conduct a Monte
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Figure 8: Average total number of collisions in the platoon versus
average intervehicle distance.

Carlo simulation and compare the simulation results with
that of CMAA algorithm. In the simulation, the initial speed
V
𝑖
and regular acceleration 𝑎

𝑖
of vehicles before emergency

brake are uniformly distributed variables from [15, 32]m/s
and [4, 8]m/s2. The maximum deceleration value 𝑎max is set
as 8m/s2. The above parameters are the same with that listed
in Table 1. However, for simplicity, the number of vehicles in
the platoon is 𝑁 = 40, 𝑡res = 𝑇

𝑑
+ 𝑇
𝑟
= 0.1 + 0.9 = 1 s and

the minimum distance between vehicles 𝑠
0
= 1.3m, which

has been described in Section 4.2. Without loss of generality,
all the Monte Carlo simulations have been performed many
times per simulation point. Two dotted lines in Figure 8
denote the 95% confidence intervals of the simulation results.
Figure 8 shows that the mean error between the results of our
model and the Monte Carlo simulation does not exceed 6%.
So the stochastic collision model is correct and reliable.

5. Performance Evaluation

In this section, we describe the simulation results to demon-
strate the efficiency of the proposed R-MAC protocol. In our
simulation, we implement our R-MAC protocol on the NS-2
simulator and evaluate its performance fairly against the IEEE
802.11p, which is the standardizedMAC protocol for VANET.
The objective is two-fold: (1) evaluate the fairness of the
medium access between beacons and warning message and
(2) compare the performance of R-MAC and IEEE 802.11p on
the packet loss rate and transmission delay.

5.1. Simulation Settings. The R-MAC protocol is imple-
mented on the network simulator (NS-2.33). In order to con-
form to the realistic traffic scenario, a 1000m × 300m rect-
angle road network with a straight 4-lane highway is created,
where a 3G station is introduced to act as a RSU. Different
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CMAA Algorithm:
Begin: NUMacc = 𝑁acc = 0

For vehicle 𝑉
𝑎
𝑎 = 1 𝑡𝑜 𝑁

Step; 1: Computation of Minimum Safety Distance MSD
𝑗

of 𝑉
𝑗

For 𝑗 = 𝑎 + 1 𝑡𝑜 𝑁
If 𝑗 = 𝑎 + 1
ThenMSD

𝑗
is computed through (16)

Else if V
0,𝑗
+ 𝑎
𝑗
⋅ 𝑡res > V

0,𝑗−1
+ 𝑎
𝑗−1

⋅ 𝑡res
Then MSD

𝑗
is computed through (22)

Else MSD
𝑗
= 𝑠
0

End for
Step; 2: Computation of collision probabilities of 𝑝

𝑗

For 𝑗 = 𝑎 + 1 𝑡𝑜 𝑁
𝑝
𝑗
= 𝑃(𝑑

𝑗
< MSD

𝑗
) = 1 − 𝑒

1−𝜆⋅MSD𝑗

End for
Step; 3: Construction of Matrix P
Compute the matrix P𝑁−𝑎
For 𝑘 = 1 𝑡𝑜 𝑁 − 𝑎

∑𝑘 = P𝑁−𝑎[1, (((𝑁 − 𝑎 + 1)(𝑁 − 𝑎 + 2))/2) − 𝑘],
𝑁acc = 𝑁acc + 𝑘 ⋅ ∑ 𝑘,
End for

End for
NUMacc = 𝑁acc/𝑁

Algorithm 2: Formal description of the CMAA Algorithm.

traffic loads of the road are considered by setting various
vehicle numbers. All the traffic scenario and vehicle mobility
patters are generated from the VanetMobiSim engine [27].
For each traffic loads, the simulation are conducted ten times
to take the average result.

During our simulation, each vehicle broadcasts a beacon
packet of 300 bytes every 100ms. When a vehicle encounters
an obstacle or collision with its preceding vehicle, a packet
of 300 bytes is sent immediately backwards to simulate a
warning message. For simplicity, we assume that a collision
will happen when the intervehicle space is less than the per-
mitted minimum distance 𝑠

0
, which is set as 1.3m.The initial

velocities and regular accelerations of vehicles are uniformly
distributed variables from [15, 32]m/s and [4, 8]m/s2, which
are selected randomly but constant in a simulation case.
Detailed parameters are listed in Table 1.

5.2. Evaluation Metrics. The performance of the R-MAC
protocol is evaluated in terms of average packet delivery
rate, delay and fairness. The particular evaluation metrics are
defined as follows.

5.2.1. Packet Delivery Rate. Packet delivery rate is defined
as the rate of the total number of data packets transmitted
successfully to the total number of data packets sent from
source vehicles to the destination vehicles in the whole
simulation.

5.2.2. Delay Metric. In our simulations, we just consider the
delay caused in the MAC layer, which is defined as the total

Table 1: Parameters used in simulations.

Parameters Values
Number of lanes 4

Number of vehicles,𝑁 [20, 160]

Bandwidth for channel,𝑀 (Mbps) 6

Beacon interval (ms) 100

Speed of vehicles, V
𝑖
(m/s) [15, 32]

Regular acceleration/deceleration, 𝑎
𝑖
( m/s2) [4, 8]

Maximum brake deceleration, 𝑎max ( m/s2) 8

Packets size (byte) 300

Delay time in MSD model, 𝑡res (s) 1.0

Transmission range of vehicle (m) 180

Simulation time (s) 60

The permitted minimum distance, 𝑠
0

1.3

time elapsed since the message’s (beacon or warning) gener-
ation till it accesses the medium and is sent out successfully
by a vehicle. And we count the average delays of beacons and
warning messages together.

5.2.3. Fairness of the Medium Access. In order to quantita-
tively evaluate the fairness of the medium access between
beacons and warning messages, we adopt the Jain’s fairness
index in [28]. Prior to the particular definition of Jain’s
fairness index in this paper, we first introduce the medium
utilization for both beacons and warning messages, denoted
by 𝑢
𝑏
and 𝑢
𝑤
, respectively.Themedium utilization of beacons

is defined as the rate of all the slots reserved for beacons to
the total number of beacons. And the medium utilization
of warning messages 𝑢

𝑤
is similar to 𝑢

𝑏
. Without loss of

generality, let 𝑏𝑠
𝑖
denote the number of slotsassigned to a

vehicle for beacon transmission and 𝑏𝑛
𝑖
denote the number

of all the beacons to be broadcasted in the simulation. So 𝑢
𝑏

can be expressed as

𝑢
𝑏
=
∑
𝑁

1
𝑏𝑠
𝑖

∑
𝑁

1
𝑏𝑛
𝑖

. (26)

Similarly, themediumutilization of warningmessages 𝑢
𝑤
can

be computed by

𝑢
𝑤
=
∑
𝑁

1
𝑤𝑠
𝑖

∑
𝑁

1
𝑤𝑛
𝑖

. (27)

Based on the above description, the Jain’s fairness index is
defined as (𝑢

𝑏
+ 𝑢
𝑤
)
2
/2 ⋅ (𝑢

2

𝑏
+ 𝑢
2

𝑤
) [17]. It indicates how well

the medium utilizations are distributed between beacons and
warning messages. If Jain’s fairness index equals to 0.5, it
means that the warning messages preempt all the resource
of the medium access. While Jain’s fairness index is 1, the
beacons and warning messages share the medium access
fairly.

5.3. Simulation Results. The first set of experiment mainly
investigates the performance of R-MAC on the average
packets delivery rate, where beacons and warning messages
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Figure 9: The packets delivery versus number of vehicles.

are counted together.We vary the number of vehicles from 20
to 160 with an interval of 20 to simulate various traffic loads.
As the number of vehicles increases, more packet collisions
will occur, which leads to the decrease of the average packets
delivery rate. Figure 9 shows that the average packet delivery
of 802.11p experiences an abrupt fall from 75% to 60%.While
in our R-MAC protocol, the average packets delivery rate is
kept above 85% before the number of vehicles reaches 100.
Even in a heavy traffic scenario where the number of vehicles
is up to 160, the average packet delivery rate is still around
75%, which guarantees the Qos in safety-related applications
greatly.

The second experimentmainly observes the performance
of the R-MAC protocol on the average delay of the medium
access. Similar with the first experiment, we count the delay
of beacons and warning messages together. Figure 10 shows
that the average delay of the medium access increases with
the increase of the vehicle number. In addition, the delay
gap between R-MAC and 802.11p becomes larger and larger
(better) with the increase of the vehicle number, which
verifies a good performance of average delay in our R-
MAC. Nevertheless, as seen from Figure 10, R-MAC and
802.11p reach nearly the same delay performance (reaching
up to 115ms) when the number of vehicles increases to 140.
Obviously, neither the R-MAC nor 802.11p protocol can work
well in the heavy traffic situations. So, we will study the traffic
overload tolerant R-MAC in the future.

In the third set of experiments, we mainly investigate the
performance of R-MAC on the medium utilizations between
beacons and warning messages. Various traffic loads are
configured the same as the first experiment. As seen from
Figure 11, when the number of vehicles on the road is small
(less than 40), the medium utilizations of warning messages
approach 100% in both R-MAC and 802.11p. That is because
there are few warning messages generated when the traffic
is light, and there are enough slots and chance for them to
be transmitted. With the increase of vehicles, particularly
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Figure 10: Average delay of the medium access versus number of
vehicles.
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from 60, the medium utilizations of warning messages and
beacons decrease dramatically in 802.11p, which is caused
by the more and more collisions among messages. However,
even in a heavy traffic (number of vehicles more than 140),
Figure 11 shows that the medium utilizations of beacons and
warning messages are greater than 82% and 40% in our R-
MAC, respectively.

In order to demonstrate the fairness of themedium access
between beacons andwarningmessages, the final experiment
is conducted with the same settings as the third one.The Jain’s
fairness index is computed and plotted in Figure 12. As shown
in Figure 12, the Jain’s fairness index decreases dramatically
with the increase of vehicles in 802.11p, which is caused by
inherent attribute of contest in CSMA and different priorities
of messages. When the number of vehicles reaches up to 140,
the Jain’s fairness index in 802.11p even drops to 0.65, which
almost indicates the worst case. However, the Jain’s fairness
index in R-MAC always floats between 0.9 and 1.0, which
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means that a good fairness between beacons and warning
messages is achieved. Compared with 802.11p, our proposed
R-MAC protocol can improve the Jain’s fairness index by
about 39% even in heavy traffic scenarios.

6. Conclusions

This paper has studied the dynamic MAC protocol problem
to satisfy real-time and reliable delivery of messages while
achieving the fairness of the medium access between dif-
ferent kinds of messages in cooperative collision avoidance
(CCA) systems. We have designed a risk-aware dynamic
medium-access control (R-MAC) protocol for this problem.
In order to ensure the accuracy of risk-aware in R-MAC,
a stochastic prediction model of the average total number
of potential collisions in the platoon is presented. Extensive
Monte Carlo simulations verify that our model is reliable
and practical enough. Efficiency and fairness of R-MAC
are verified by simulations against the standardized MAC
802.11p protocol of VANET. The simulation results show
that R-MAC can improve the Jain’s fairness index by about
39% compared with 802.11p. Even in heavy traffic scenarios,
the packet delivery rate is still above 80% in R-MAC and
the average delay is reduced significantly, which meets the
communication requirements in CCA systems adequately in
general scenarios. From the simulations, we have found that
the transmission delay is relatively lager in overload traffic
scenario. As a future work, we will study the traffic overload
tolerant R-MAC protocol for CCA applications.
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