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We are pleased to announce the publication of the special
issue focusing on privacy issues in big datamining infrastruc-
ture, platforms, and applications.The integration of extensive
parallel computation power, scalable platforms, and advanced
communications has profoundly unleashed the potentials of
big data mining in recent years. A large number of cloud data
centers have been established around the globe and provide
necessary tools and infrastructure to utilize economical, on-
demand, rapid-elasticity computation and storage services.
With these, an increasingly huge amount of data of various
types and formats has been collected from many different
sources such as online social media, Internet ofThings (IoT),
mobile devices, and genome projects via both wired and
wireless communication channels. Unlocking the value of
big data through analytics and mining has been regarded as
the key enabler of many innovation and marketing strategies
which, in turn, has pushed more efforts and support to
the big data related R&D. As an evidence, for example,
Gartner has recently reported that most of the world’s largest
200 companies have plans to invest in the development of
intelligent apps as well as utilizing the full toolkit of big
data and analytics tools by 2018. New founding from these
investments then is to be incorporated to refine the services
offered by companies and improve customer experience.
This illustrates that an extensive research is expected to be
more actively supported for big data mining infrastructure,
platforms, and applications that runs both on wired and
on wireless communication channels in order to conduct

more efficient knowledge discovery and smart decision
support.

One of the major concerns in big data mining approach
is with security and privacy. With big data applications
such as online social media, mobile services, and smart IoT
widely adopted in our daily life, an enormous amount of
data has been generated based on various aspects of the
individuals.Without a proper security and privacy protection
in all aspects of computing environment including com-
munication environment, this can be disclosed intentionally
or unintentionally, posing severe threats on the individuals.
Moreover, as the storage, delivery, management, processing,
and mining of such massive data sets are often outsourced
to cloud data centers, traditional security solutions confined
within a well-defined security perimeter fail to be applied
in such open and sharing environments. These security and
privacy issues pose tremendous barriers to taking advantages
from the full use of our huge data assets. As such, it is high
time to investigate the security and privacy issues in big data
mining by examining big data infrastructure, platforms, and
applications in detail. This special issue gained substantial
interests of researchers from all over the world, and our
editorial team consisting of five researchers in this field has
selected twelve articles for publication. The research topics
include privacy-preserving outsourced auditing, privacy-
preserving data sharing, privacy-aware data placement, pri-
vacy of location-based services, privacy-preserving recom-
mendation, key management, watermarking, misbehavior
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detection, and trust management in cloud platforms, wireless
sensor networks, delay-tolerant networks, and big data ana-
lytics platforms.

In the paper entitled “Privacy-Preserving Outsourced
Auditing Scheme for Dynamic Data Storage in Cloud,” T.
Tu et al. studied the data privacy problems when enabling
third-party auditors (TPA) to have read access right over
users’ outsourced data and introduced the notion of User
Focus for outsourced auditing which emphasizes the users’
dominance over their own data. Accordingly, the authors
proposed scheme without depending on data encryption
that not only can prevent users’ data from leaking to TPA,
but also avoid the practically challenging issue of using of
additional independent random source. Dynamic updating
is also supported by this scheme.

In the paper entitled “Protecting Privacy in Shared Photos
via Adversarial Examples Based Stealth,” Y. Liu et al. explored
the privacy disclosure problems in the online image sharing
scenario and proposed a novel Stealth algorithm that can
make the automatic detector blind to the existence of object
in an image by crafting adversarial examples.The results have
shown that the scheme has a higher success rate than the
state-of-the-art methods like Mosaic, Blur, and Noise, while
guaranteeing privacy and having the smallest impact on the
image visual quality.

In the paper entitled “Data Placement for Privacy-Aware
Applications over Big Data in Hybrid Clouds”, X. Xu et al.
investigated the privacy-aware data placement in the hybrid
cloud context where both private and public cloud services
are employed and proposed a cost- and energy-aware data
placement method named CEDP for privacy-aware big data
applications deployed in a hybrid cloud mode. Both formal-
ized analysis and empirical evaluation have demonstrated the
efficiency and effectiveness of the proposed method.

In the paper entitled “An Improved Privacy-Preserving
Framework for Location-Based Services Based on Double
Cloaking Regions with Supplementary Information Con-
straints”, C. Li et al. studied the problem of privacy disclosure
in location-based services, especially caused through the
supplementary information held by attackers. Accordingly,
they proposed an improved privacy-preserving framework
for location-based services based on double cloaking regions
with supplementary information constraints. Empirical stud-
ies have shown that the approach can prevent users against
strong privacy attacks with supplementary information and
reduce the computational overheads of generating dummy
positions.

In the paper entitled “A Heuristic Model for Supporting
Users’ Decision-Making in Privacy Disclosure for Recom-
mendation,” H. Wu et al. investigated management of users’
information disclosure decisions in the context of high-
quality experiences from social media and IoT and formu-
lated the analysis of why the heuristics from crowds can influ-
ence the decision and how to optimize the user experience.
Specifically, the authors proposed a novel heuristicmodel that
defines the data structures of requested items andparticipants
in social media and uses a modified decision tree classifier
to predict participants’ next disclosures. Empirical evalua-
tion demonstrates that the heuristics model can “persuade”

participants to change their disclosure behaviors and reveals
that users’ answers to the mildly sensitive items tend to be
more variable and less predictable.

In the paper entitled “LEPA: A Lightweight and Efficient
Public Auditing Scheme for Cloud-Assisted Wireless Body
Sensor Networks,” S. Li et al. examined the integrity issues
of the health related data collected from wireless body
sensor networks (WBSNs) and stored in cloud services and
proposed a lightweight and efficient public auditing scheme
named LEPA to address the conflict between the high data
density and weak processing capacity in WBSNs. Compared
with similar schemes, the WBSNs’ client only needs to do
one symmetrical encryption with low computational cost in
LEPA. Security proof shows that LEPA can resist two types of
adversaries in random oracle model.

In the paper entitled “Efficient Anonymous Authenti-
cated Key Agreement Scheme for Wireless Body Area Net-
works,” T. Li et al. investigated the authentication protocols
for wireless body area networks (WBANs) which is widely
used in telemedicine but prone to many security threats
on clients’ personal information and proposed an efficient
authenticated key agreement scheme forWBANswith adding
a key update phase to enhance the security. Session keys are
generated during the registration phase and kept secretly,
thus reducing computation cost in the authentication phase.
The performance analysis demonstrates that the scheme is
more efficient than the existing schemes.

In the paper entitled “Parameterization of LSB in Self-
Recovery Speech Watermarking Framework in Big Data
Mining,” S. Li et al. proposed a novel self-recovery speech
watermarking framework with taking trustable communi-
cation in big data mining into account. The watermark is
a compressed version of the original speech and embedded
into the least significant bit (LSB) layers, which can be used
to detect and recover tampered speech at a later stage. The
relationship between LSB and other parameters are explicitly
formulated in a mathematical manner, in order to facilitate
the selection of parameters for the framework. Experimental
results show that when the number of LSB layers varies
from six to three, the imperceptibility of watermark increases,
while the quality of the recovered signal decreases.

In the paper entitled “A Security and Efficient Routing
Scheme with Misbehavior Detection in Delay-Tolerant Net-
works,” F. Li et al. studied the security and efficiency issues of
delay-tolerant networks (DTNs) and designed a secure and
efficient routing scheme named SER by integrating a routing
decision mechanism and an attack detection mechanism.
The global trust status can be derived from the nodes where
the local trust degrees on other nodes and contact sum-
mary information are locally maintained. The mechanism
of detecting malicious or selfish nodes exploits the global
summary information, and the routing decision mechanism
makes use of the trust degree of forwarding messages among
nodes.

In the paper entitled “Trusted Service Scheduling and
Optimization Strategy Design of Service Recommendation,”
X. Xia et al. explored the problem of personalized service
recommendation based on trust relationships and proposed
a service recommendation and scheduling approach based
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on user preference derived from social trust relationships.
Specifically, social topology and service demand information
are analysed to infer the social trust relationships. A fusion
model of the historical service preferences and the potential
preferences is constructed for service recommendation.

In the paper entitled “A Multidomain Survivable Virtual
Network Mapping Algorithm”, X. Xiao et al. investigated the
mapping problem in the multidomain virtual networks and
proposed a survivable virtual network mapping algorithm
(IntD-GRC-SVNE) to dress the issue that physical networks
fail to ensure the normal provision of network services due
to external reasons like network interruption during trans-
mission. Specifically, the proposed algorithm maps virtual
communication networks onto different domain networks
and provides backup resources to virtual links for improving
the survivability of the special networks.

In the paper entitled “Service Composition Optimiza-
tion Method Based on Parallel Particle Swarm Algorithm
on Spark,” X. Guo et al. explored the large-scale service
composition problem in the cloud computing environment
and proposed a parallel optimization approach named Spark
Particle Swarm Optimization (SPSO) based on the Apache
Spark distributed environment. A parallel covering algorithm
is designed to cluster similar web services. Then, the cluster
centers as the starting point of particles are fed to the swarm
optimization algorithm to improve the diversity of the initial
population. Finally, the particle elite selection strategy is
used to remove the inert particles in order to optimize the
performance of the combination of service selection.

We strongly believe that this special issue will advance the
understanding and research of various privacy issues in big
data mining infrastructure, platforms, and applications. We
hope that you will enjoy reading these novel contributions!
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Privacy issues have become a major concern in the web of resource sharing, and users often have difficulty managing their
information disclosure in the context of high-quality experiences from social media and Internet of Things. Recent studies have
shown that users’ disclosure decisions may be influenced by heuristics from the crowds, leading to inconsistency in the disclosure
volumes and reduction of the prediction accuracy.Therefore, an analysis of why this influence occurs and how to optimize the user
experience is highly important. We propose a novel heuristic model that defines the data structures of items and participants in
social media, utilizes a modified decision-tree classifier that can predict participants’ disclosures, and puts forward a correlation
analysis for detecting disclosure inconsistences.The heuristicmodel is applied to real-time dataset to evaluate the behavioral effects.
Decision-tree classifier and correlation analysis indeed prove that some participants’ behaviors in information disclosures became
decreasingly correlated during item requesting. Participants can be “persuaded” to change their disclosure behaviors, and the users’
answers to the mildly sensitive items tend to be more variable and less predictable. Using this approach, recommender systems in
social media can thus know the users better and provide service with higher prediction accuracy.

1. Introduction

In the era of Big Data, the proliferation of social media and
Internet of Things (IoT) has foreseen the interconnection of
countless number of items and smart devices, uniquely
identifiable everyday with the storage and communication
of information about the online users [1]. Recommender
systems are important tools to help individuals find relevant
items by providing suggestions for contents to be of use [2],
but they collect user preferences in ways that are analogous to
statistical database queries and could raise privacy problems
[3–5]. For example, recommender systems can help people
find a vacant taxi [6], offer a particular user a set of venues [7],
and support real-time decision-making through the pro-
vision of travel tour recommendations [8]. However, the
information collected for recommendation could be used in
conjunction with other data sources to uncover identities and
reveal personal details about a particular user [9]. Further-
more, to give accurate recommendations to support users, it

is necessary to be as familiar with users as possible so that the
recommender system can understand what type of item they
want to buy [10, 11], what movie they want to watch [12], or
to what music they want to listen [13]. In general, the more
information that recommender systems have about individ-
uals, such as personal feelings, idea, and comments, the better
they will be able to evaluate them. This issue has raised user
privacy concerns [14, 15], as people may not want their habits
or views to be known to the recommender systems.

Interestingly, however, users’ actions sometimes indicate
otherwise, and in the web of resource sharing, there remains
an interesting paradox in the privacy problem and recom-
mender system literature. An important benefit offered by the
recommender system is the opportunity to personalize offer-
ings to users according to others’ feelings [16]. Theories of
self-disclosure suggest that users’ willingness to disclose per-
sonal information is based on their assessments of the costs
and benefits [17]. Thus, website managers that interact with
users use several approaches to alter this cost-benefit tradeoff
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and encourage self-disclosure. Some managers increase the
subjective benefits of self-disclosure by offering rewards (e.g.,
coupons or gifts) in exchange for personal information and
personal feelings. Other managers reduce the subjective costs
of self-disclosure by posting extensive privacy policies that
claim to protect user privacy [18]. However, users are hesitant
to disclose personal information due to worries that their
personal information could be inappropriately collected,
maintained, accessed, or used by online merchants without
their consent [19]. Xia et al. had utilized a scheme which sup-
ports content-based image retrieval before storing sensitive
image on the cloud server [20]. Fu et al. proposed an efficient
multikeyword fuzzy ranked search scheme over encrypted
data with practically efficient and high accuracy [21] and built
a user interest model with a searchable encryption scheme
supporting personalized search and privacy preserve in
cloud computing [22]. A secure multikeyword ranked search
scheme was presented by Xia et al. with a “Greedy Depth-
first Search” algorithm, which can be applied on encrypted
data before outsourcing for privacy purpose [23]. In [24], a
content-based scheme was designed to solve the problems
of semantic search based on conceptual graphs over the en-
crypted data. Fu et al. also proposed an applicable and
extensible search scheme,which could supportmultikeyword
ranked search in parallel computing with privacy-preserving
approach [25]. Liu et al. presented an adaptivemethod aiming
at spatial-temporal efficiency in a heterogeneous cloud envi-
ronment on sensitive data [26]. Several recent experiments
have shown that users’ privacy decision-making often cannot
fully explained by logic or statistical models in terms of
the perceived benefits and risks. Rather, their disclosure
behaviors may be affected by various heuristics, such as
the disclosure of information that other users have already
disclosed, the withholding of information when items are
requested in an unexpected order, or the default settings of
the privacy policy applied in social media websites.

As a result, privacy has become a hot topic enablers of
the social media and IoT vision.. Despite considerable contri-
butions from previous scholarly works, little address possible
impacts on consistency of users’ disclosure. This paper dem-
onstrates that users may express different disclosure behav-
iors from their previous disclosures due to our proposed
heuristics approach, and we detect this inconsistency phe-
nomenon with correlation analysis and decision-tree clas-
sifier; if the consecutive requests are less correlated, the
prediction accuracy of whether they will disclose the sub-
sequent requested information item is lower as well. This
is an important phenomenon to study, because unexpected
information requests can reduce user satisfaction and raise
privacy concerns. Correlation analysis was used to detect
the strength of dependence among users’ disclosures, and
the inconsistency was reported if the decision-tree classifier
further showed that the prediction accuracy of users’ next
disclosures was very low when the model was informed from
their previous actions.The obtained results are important for
the current debate in the recommender system and privacy
literature.

The paper is organized as follows. In Section 2, the
relatedwork is provided. Section 3 proposes thematerials and

methods, including several hypotheses and the decision-tree
methods and correlation analysis in the heuristic approach.
The experiment and its manipulation are described in Sec-
tion 4. We present our conclusions in Section 5.

2. Related Works

This paper makes its scholarly contributions on the basis
of previous literature on recommender systems and privacy,
and it addresses a number of theoretical and practical gaps
that have not been covered. We first introduce the related
works on users’ disclosure behaviors in recommendation
environments. Furthermore, we present the heuristic model
for detecting behavioral inconsistency by discussing how
request types and orders may influence people’s disclosure
tendencies with correlation analysis and decision-tree clas-
sifier and whether users’ features moderate these differential
effects. Several possible explanations as to why people change
their disclosure behaviors, as well as the basic estimation
elements that we employ in this paper, are also presented
in the next section. The findings of this paper could benefit
researchers and recommender system developers who focus
on user-centric aspects and, particularly, who aim to predict
or prime users’ disclosure behaviors in the system-preferred
direction, for example, towards disclosing more personal
information.

Users’ privacy preferences are context-dependent and
multidimensional [27]. Many users experience difficulties
in managing their privacy settings, and some even avoid
the hassle of changing their privacy settings altogether [28].
Acquisti andGrossklags showed that it is unrealistic to expect
user rationality in privacy decisions, which may explain why
users who may genuinely want to protect their privacy might
fall prey to psychological distortions that are well docu-
mented in the behavioral literature [29]. Privacy has become
a major issue among users who browse the Internet and
receive benefits in exchange for their personal information. A
recommender system can be applied formutual benefit: users
receive good suggestions on what to buy, which suit their
needs and save time; managers can, in turn, apply user feed-
back, which can be used to place the most popular products
in a more prominent place. In general, there is a tradeoff
between the benefits and the potential privacy risks and
trustworthiness threats in the crowdsourcing environment.
For example, in recent years, several companies have been
caught invading users’ privacy [30], which increases user
concerns regarding privacy protection. Unfortunately, users
also have difficulties in deciding what information to disclose
when making decisions [31]. Gross and Acquisti [32] and
Baden et al. [33], who address privacy and rationality in indi-
vidual decision-making, suggest that users should be able to
manage their privacy. Empirical and theoretical research
suggests that users often lack sufficient information to make
privacy-sensitive decisions. Even with sufficient information,
users are likely to trade long-term privacy for short-term
benefits. Users have different individual privacy disclosure
tendencies, and there is no single strategy that works for all
of them; in other words, each user has his/her own privacy
tendencies on specific items. Recent experiments and sur-
veys have illustrated an obvious dichotomy between privacy
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attitudes and actual behavior: users were willing to trade
privacy for convenience and release personal information
in exchange for relatively small rewards, but users were
seldom willing to adopt privacy protective technologies [34].
Kobsa proposed a strategy of privacy protection that bal-
ances personalization and minimal use of users’ personal
data. Knijnenburg proposed a new approach by analyzing
users’ satisfaction, disclosure tendencies, and other charac-
teristics and used justifications to help users make better dis-
closure decisions and increase users’ willingness to disclose
demographic and contextual information [35]. In [36], they
adapted this justification-based approach to users’ genders
and disclosure tendencies. The researchers demonstrated
there is no one-size-fits-all strategy in user disclosure per-
sonalization. Recently, scholars have proposed privacy per-
sonalization or adaptation as a highly dynamic, user-tailored,
and context-aware approach to privacy decision support at
an individual level [37]. A decentralized belief propagation-
based method, PD-LBP, was proposed for multiagent task
allocation in open and dynamic grid and cloud environments
[38]. Chen et al. proposed a coverless information hiding
method using Chinese character technology with high effi-
ciency [39]. Reference [40] proposed a self-adaptive artificial
bee colony algorithm based on the global best candidate
for global optimization to a real privacy clustering problem
based on the K-means technique. Yuan et al. proposed a
coverless image steganography scheme based on scale invari-
ant feature of secret communication [41]. In the broadest
sense, a “privacy adaptation procedure” entails predicting
users’ privacy behaviors through decision-tree classifier [42],
fuzzy clustering [43], correlation analysis [44, 45], or mod-
ified dimensionality reduction algorithm [46]. Our study is
designed to give users privacy decision support and provide
user-adaptive design, and we believe that good user privacy
decision support can maintain high user satisfaction with
the recommender system, gain trust regarding the items
suggested, and lower the awareness of threats. Users in these
conditions would probably disclose more personal informa-
tion and thus help the recommender systemget to know them
better and create more accurate service. This study could be
very useful for any online systems that apply user-adaptive
interactions and user-centric-based strategies.

Many recent experiments have shown that users’ privacy
decision-making often cannot be well explained by assum-
ing that a tradeoff between perceived benefits and risks is
made in an entirely rational manner. Rather, their disclosure
intentions and actual disclosures of personal information
are impacted by various heuristics, which mainly include
two aspects. First, research from a variety of literature has
suggested that users’ privacy decision-making can be affected
by others’ willingness, which is called the herding effect. In
its most general form, herding can be defined as behavioral
patterns that are correlated across users that share opinions
towards the same items. In this circumstance, some users
would probably release the item of information if their close
friends do. In the crowdsourcing literature, personalization
providers and website managers use personal information
to tailor messages to individual users, but most users can
elicit reactance when information techniques are deemed too

intrusive, which counters the benefits while amplifying the
cons of these tools. Users were more likely to disclose their
information when they were warmed up with introductory
questions, relative to other users that had answered the same
questions without first answering the introductory questions.
Applied to self-disclosure, research about herding suggests
that if a large group of users are revealing several kinds of
information, probably there is not great risk in doing so
oneself. These findings imply that if users are surrounded
by others who are revealing intimate details of their lives,
they more easily conform to the prevailing norms of divul-
gence.Observing other users’ willingness to disclose intrusive
information, especially to admit to sensitive behaviors, may
lead the users to be less concerned about request disapproval,
which, in turn, increases disclosure. As a result, users’
decision-making and judgment are inherently comparative
in the herding effect, and sometimes they follow others’
decisions without conscious awareness. Second, the order of
sensitivity or type in which items are being asked influences
users’ privacy concern; for example, users from whom items
of low sensitivity are requested first disclose more than users
from whom highly sensitive items are requested first. On
social media websites that are equipped with recommender
systems, the so-called ordering effect could potentially be
universal. It was found in the literature that based on the
sequence of question intrusiveness, the disclosure is indeed
affected by comparisons to previous disclosures. A user’s
likelihood of answering an intrusive question is affected by
the contrast between the current and the previous questions
in the information-requesting sequences [47].The admission
rates in a sensitivity-decreasing survey could be lower than
those of a randomly ordered survey, although both are
requesting same content from users [48]. From the perspec-
tive of personalization providers and website managers, a
well-designed order may help them collect more useful
knowledge of their users without raising too much privacy
concern and thereby predict users’ favorite products with
higher accuracy. According to the above literature, we shall
argue that users’ disclosure behaviors are indeed affected by a
variety of heuristics. It is very important to predict and make
sense of users’ reactions to website information-requesting
strategies and determine how they respond to the continual
stream of requests for personal information, which is an
unavoidable feature of the personalization providers for the
next-generation web.

However, each user has his/her favorable request-behav-
ior information and withholds private information at an
individual level, which indicates users may not obey the
heuristics. Research on this is still rare and, currently, most
websites still apply a one-size-fits-all information-requesting
strategy for anyone who signs into the account.This, to some
extent, may help the website owner more easily set the strat-
egy of privacy collection, but some users may feel invaded
by obligatorily signing the agreement without any alternative
option. Our previous study had showed that users’ behaviors
towards personal information request could change due to
unknown reason [49]. We believe that the level of users’
knowledge to support their decision-making will determine
how much they will be affected by the heuristics, which
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further affect their resource-sharing willingness as well as
the level of privacy concern and overall satisfaction. In the
following, we propose the aspects that may impact users’
disclosure decision-making in the form of several hypotheses
and further set up our heuristic model.

3. Materials and Methods

3.1. Hypothesis Development. Based on current literature of
privacy and heuristic shown above, we are forwarding several
possible hypotheses and explanation under our heuristic
model. As shown in Figure 1, the heuristic model intro-
duces a workflow with several methods for detecting users’
behavioral inconsistency in three aspects: request type and
sensitivity, others’ disclosure willingness, and crowdsourcing
experience. Disclosure changes in users express changes
in volume and variability, represented in hypotheses H1
and H2. The methods for detecting the inconsistencies are
correlation analysis and decision-tree classifier, which are
used to detect low correlation among users’ answers and low
prediction accuracy, demonstrated by hypotheses H3 to H6,
respectively. Finally, the inconsistency and errors are visu-
alized by determining the difference between younger users
and older users, as well as between professional users and
nonprofessional users.

The requested items vary in two categories: context and
demographic, where the context category contains requests
that are mainly related to a person’s online experience, for
example, “Would you mind letting us know how much time
you spend using your phone browser?” and “Would youmind
letting us know what is your homepage in your browser?”,
while the demographic category includes requests that are
close to participants’ daily lives, for example, “Howmany cars
do you own?” and “Would you mind letting us know your
kids’ names?” Furthermore, some requests are sensitive (most
participants would prefer not to disclose that information
to us), whereas others are not sensitive (most participants
would disclose that information to us more readily). If the
participants agree to share an item, they must provide real
answers for our confirmation. The requested items consist of
12 context items and 19 demographic items, which were used
in a previous study [50]. We invited online users, including
50 students (27 males and 23 females, all below the age of 30)
and 50 facultymembers (24males and 26 females, all over age
30) to volunteer for a pilot study in which all 31 items were
classified into different degrees of sensitivity: high-sensitivity
items (admission rate < 60%), low-sensitivity items (60% <
admission rate < 80%), and nonsensitive items (admission
rate > 80%). Specifically, the hypothesized effects on the type
and sensitivity of requested items are listed as follows.

(H1) Requesting Demographic Items First Will Increase the
Users’ Subsequent Disclosures versus Requesting Context Items
First. Users are more likely to share their demographic
information than their online information because most of
the users have difficulties managing their online profiles and
can hardly evaluate the potential risks and benefits, but they
may be more familiar with information about themselves.
This hypothesis will be supported if the disclosure rates of

subsequent items are higher when the demographic items are
requested first thanwhen the context items are requested first.

(H2) Requesting Sensitive Items First Will Lower Users’
Subsequent Disclosures. Acquisti proposed that divulgence
is affected by the order in which inquiries of varying
intrusiveness are made and suggested that divulgence is
anchored by the initial questions: users are particularly
likely to divulge when questions are presented in decreasing
order of intrusiveness and less likely when questions are
presented in increasing order. We believe that requesting
high-sensitivity items would raise users’ privacy awareness
and may even upset them, which would further lower their
system satisfaction and reduce the amount of later-requested
information that they are willing to disclose. We will reject
this hypothesis if the results donot indicate that the disclosure
rates of subsequent items are higher when the nonsensitive
items are requested first than when the sensitive items are
requested first.

Each user should have his/her own disclosure pattern,
and this pattern will vary because of different individual
intentions based on a risk-benefit analysis. Some users may
disclose everything, while others may withhold everything;
some users may always disclose information related to their
work, but never share family information; some may like
to connect their Facebook accounts with game apps to
obtain a game bonus. Our previous study has indicated that
users demonstrate fewer disclosures and less predictability in
sharing behaviors when they lack knowledge for supporting
the decisions. This paper extends this argument one step
further by supposing that some users may change their
privacy disclosure patterns in some heuristics, for example,
after several personal information requests, and users may
disclose more personal information.

The Spearman’s rho test is a rank-based nonparametric
statistical significance test that can be used to detect mono-
tonic trends in a time series. It is a numerical measure of the
strength of the connection between two random variables,
and its value ranges from negative values (one value’s increase
or decrease is related to another value’s decrease or increase)
to positive values (one value’s increase or decrease is related to
another value’s increase or decrease). A correlation coefficient
is suggested as a technique for summarizing and objectively
evaluating and assessing the goodness of fit of a hypothesized
distribution and can be applied to assess the significance of
trend in practice and calculate the strength of association
between two random variances or the load for ranking data,
such as analyzing the degree of dependence among items that
were answered by participants in our experiment. Our data
are binary (“0” represents “NO” and “1” represents “YES”)
and are very suitable for computing the Spearman’s rho. For
a sample of size 𝑛, the 𝑛 raw scores𝑋𝑖 and 𝑌𝑖 are converted to
ranks 𝑥𝑖 and 𝑦𝑖, and the correlation of the two variances 𝜌 is
computed from

𝜌 = 1 − 6∑𝑑2𝑖
𝑛 (𝑛2 − 1) , (1)

where𝑑𝑖 =𝑥𝑖−𝑦𝑖 is the difference between ranks.Wehypothe-
size that age plays an important role in participants’ decisions
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Figure 1: Hypothesized effects on inconsistency in users’ behavioral disclosure by the heuristic model.

on disclosure behaviors, and we will mainly compare the
results between participants who are below 30 and over 30.
𝑥𝑖 is the rank of requested item 𝑖 in ascending order of “No”
answers from the younger participants, and 𝑦𝑖 is the rank of
requested item 𝑖 in ascending order of “No” answers from the
older participants. We can hypothesize the following.

(H3) The Spearman’s Rho among the Requested Items
Answered by Experienced Participants Should Be Less Vari-
able Than That of the Requested Items Answered by Less-
Experienced Participants.The older participants are expected
to be more experienced people and are not expected to
change their disclosure decisions because they know some
disclosures would result in serious consequences; thus, their
disclosures are more conservative. In contrast, the younger
participants tend to disclose more information and change
their minds on disclosures more easily because of their
lack of social experiences. From the perspective of data
quantity, younger participants have less valuable information
compared with older participants. For one request such as
“Could you tell us your house location?” a freshman would
possibly disclose his apartment number at a university cam-
pus, while an older womanmay not provide that information
because her 5-year-old granddaughter may still live there.
This hypothesis will be supported if we discover that the
values of the Spearman’s rho among older participants are
more stable than those among younger participants.

(H4) The Spearman’s Rho Values between Two Closely Related
Items and between Two Remote Items among Experienced
Participants Should Be Less Variable Than among Less-
Experienced Participants.Although the 31 items are presented
in random order, we still posit that the closer ranking of items
was mostly presented to participants that are closer to each

other versus other remote items according to our data. We
hypothesize that older participants will rarely change their
mind on information disclosure, so no matter the order in
which the items are presented to older participants, the values
of the Spearman’s rho between items should not change enor-
mously. For example, a mother who has given birth to four
childrenwould not disclose this information on her Facebook
account, regardless of whether she had already been asked to
disclose some nonsensitive information. However, a college
freshman may connect his Facebook account with an online
game account when he knows that a free bonus game would
be provided.This hypothesis will be supported if we discover
that the value of the Spearman’s rho among older participants
is less variable than among younger participants, even if the
correlation was calculated between remote items or close
items.

Decision tree has the powerful and effective ability to
find a logical connection between the predicted item and
the previous items by learning users’ previous disclosures.
In detail, each very last item was predicted by training a
model on participants’ answers to the previous items and
then tested on their answers to the final item.The knowledge
learned from this strategy can be represented as a tree model
that contains the logical connections among their responses
to requests. The precision is the rate of correctly classified
samples, which is calculated as

precision

= (number of users who were accurately predicted)
(total number of users) .

(2)

We run our decision-tree algorithm on the 31 disclosures
of each individual item in the old dataset, which indicated
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that the request order has an effect on the prediction accuracy.
The request order also influences the variability of users’ dis-
closure behaviors and further affects the prediction accuracy.
We will also confirm participants’ inconsistent disclosure
behaviors when the correlation of answers to two requested
items is low for the decision-tree analysis, andwe hypothesize
the following.

(H5) The Request Type Will Influence the Prediction of Par-
ticipants’ Next Disclosures. Users should be more likely to
disclose demographic items than context items, so their dis-
closure behaviors should be less variable and thusmore stable
and predictable for the demographic items. This hypothesis
will be supported if the prediction accuracy of the users’
next disclosures is higher when the demographic items are
requested first.

(H6) Requesting Sensitive Items Will Affect the Prediction
Accuracy of the Users’ Next Disclosures. Requesting high-
sensitivity itemswill raise users’ privacy concerns and thereby
influence the knowledge learned from their previous behav-
iors, which may not be applicable to predicting their next
disclosures.Wewill not reject this hypothesis if the prediction
accuracy of the participants’ next disclosure is higher when
nonsensitive items are requested first.

3.2. Heuristic Model. As our heuristic model and its analysis
rely on users answering a sequence of personal information
requests, it is necessary to show the basic data structure used
in the heuristic model.

Requests(charRequestedItem1[Coin], charRequestedItem2[Coin],
. . ., char RequestedItemN[Coin]). RequestedItemN mainly
consists of two categories: context and demographic, and
there is an indicator that shows whether this request’s sensi-
tivity is high or low, which we call Coin. Coin = 1 indicates
a highly sensitive context request or demographic request,
which means most users would prefer not to disclose that
information to us; otherwise, it is a low-sensitivity request,
where most users would probably disclose that personal
information to us more easily.

Participant (bool Answer1, bool Answer2,. . ., bool AnswerN).
This data structure for participants only exists after they have
finished answering the request sheet. The answer is marked
“Yes” if this participant agrees to share the information;
otherwise, it is marked “No.” For easy recording, Answerx
(𝑥 = 1, 2, . . . , 𝑛) is denoted as “0” (“No, I would rather not
disclose my information in response to this request”) or
“1” (“Yes, I will disclose my information in response to
this request”). Additionally, the number of answers that
each participant provided has to be the same number as
the requests on the survey sheet that he/she had viewed;
otherwise, we remove his/her answers due to incompleteness
and disqualify his/her eligibility for payment. Furthermore,
the total number of “0”s and “1”s from all participants in
response to a request will determine itsCoin value, which will
be discussed at the end of Section 4.1.

3.3. Prediction with Decision-Tree Analysis. The experiment
implements an orthogonal 2 × 3 × 2 × 2 between-subject

design. Each participant is randomly assigned to one of
the 24 conditions. Decision-tree analysis is used to predict
users’ next disclosure behaviors by learning their previous
disclosures, due to its powerful and effective capability in
finding logical connections between the predicted item and
previous items. For example, suppose we predict request
d530 based on previous requests d𝑥𝑦𝑥 (𝑥𝑦𝑧 range from
100 to 520 and d𝑥𝑦𝑥 are all (0,1) values) by a decision-tree
classifier, such as decision-tree algorithm, and we conduct a
testing set confirmation with a supplied test set of the very
last request with default parameters. The implementation of
indicator prediction with decision-tree analysis is shown in
Algorithm 1.

3.4. Correlation Coefficient in Detecting Disclosure Changes.
Themain study requires 12 items in each category (Cs,Cn,Ds,
Dn).These were selected from a set of 96 candidate items that
were developed in a collaborative effort by the researchers
and their colleagues. In an assay or instrument validation
process, the reproducibility of the measurement from trial to
trial is of interest. Unlike other validation processes, which
are evaluated by using the Pearson correlation coefficient,
the correlation coefficient of the paired t-test is a numerical
measure of the strength of the connection between two
random variables, and its value ranges from negative values
(one value’s increase or decrease instantly leads to another
value’s decrease or increase) to positive values (one value’s
increase or decrease instantly leads to another value’s increase
or decrease). The main drawback of the paired t-test is that
it is more likely to reject a valuable conjuncture or a highly
reproducible assay. The correlation coefficient is suggested as
a technique for summarizing and objectively evaluating the
information contained in probability plots and assessing the
goodness of fit of a hypothesized distribution, and it will be
very useful for ranking data, such as analyzing the degree
of linear dependence among requests that were answered by
participants in our experiment.

The dataset of participants’ answer vectors is represented
as V (answer1, answer2, answer3,. . .,answern), where 𝑛 is
the number of requests that we made to participants. For
easier calculation, we use ax to represent each answerx (𝑥 =
1, 2, 3, . . . , 𝑛). Correlation coefficient matrix (CCM) is

CCM

=

[[[[[[[[[[[
[

𝐶(1,2) 𝐶(1,3) 𝐶(1,4)
−
−

𝐶(2,3) 𝐶(2,4)
− 𝐶(3,4)

⋅ ⋅ ⋅
𝐶(1,𝑛−1) 𝐶(1,𝑛)
𝐶(2,𝑛−1)
𝐶(3,𝑛−1)

𝐶(2,𝑛)
𝐶(3,𝑛)... d

...
−
−

−
− ⋅ ⋅ ⋅ 𝐶(𝑛−2,𝑛−1) 𝐶(𝑛−2,𝑛)

− 𝐶(𝑛−1,𝑛)

]]]]]]]]]]]
]

,
(3)

where 𝐶(𝑥𝑖, 𝑦𝑗) stands for the correlation coefficient between
participants’ answers to request the number 𝑥𝑖 and answers
to the request number 𝑦𝑗. The implementation of correlation
coefficient in our experiment is given in Algorithm 2.



Security and Communication Networks 7

Input: ParticipantSensitiveness data from G00, G01, G10, G11
Output: Build indicators’ record T with decision tree model
(1) for each group Gxy do // classify each user group
(2) train dataset Answers[] by 10-folds-validation
(3) to predict indicators (Ic, Id) //train the data by turns
(4) Create a point Root //start to build the tree
(5) if all the participants in Gxy belong to one class C
(6) return Root as a single leaf, label as C //all users are same
(7) Else find best splits of subclasses C{𝑐1, 𝑐2, . . . , 𝑐𝑛}
(8) with highest prediction accuracy P //find the best splits
(9) repeat find further splits for each subclass cx
(10) if find higher prediction accuracy 𝑃 > 𝑃
(11) return to step (9) //for more specified splits
(12) else return the value record of (Ic, Id)
(13) T = T + (Ic, Id) // add leaf to the tree model
(14) if Answers[] ̸= 0 //add all leaves to the tree
(15) Answers[] = Answers[] – RequestedItemX
(16) where RequestedItemX is the last column of Answers[]
(17) return to step (2) // the tree model is built
(18) until Answers[] = 0

Algorithm 1: Indicator prediction with decision-tree analysis.

Input: Dataset of participants’ answer vectors
Output: Correlation coefficient matrix (CCM)
(1) for all vectors (𝑎1𝑖, 𝑎2𝑖, 𝑎3𝑖, . . . , 𝑎𝑚𝑖), where 𝑖 = 1, 2, . . . , 𝑛
(2) m ← number of participants // store the population
(3) if some values of ai are missing // make sure no values miss
(4) 𝐶𝑎𝑖 = 𝑁 × V𝑎𝑟𝑖𝑎𝑛𝑐𝑒(𝑎𝑖) // calculate by approximating
(5) 𝐶𝑎𝑖 = ∑(𝑎𝑖 − 𝑎)2 = ∑𝑎2 − 2𝑛𝑎2 + 𝑛𝑎2 = ∑𝑎2 − 𝑛𝑎2
(6) {𝐶} ← all values of Cai and plot // ready for coefficient calculation
(7) for each two points (i, Ca,i) and (j, Ca,j):
(8) calculate the tilt angle 𝑇𝐴𝑖,𝑗 = |𝐶𝑎𝑗 − 𝐶𝑎𝑖|/|𝑗 − 𝑖|
(9) Set{𝑇𝐴

̂
} = 0 // results for low correlation

(10) Set {𝑇𝐴} = 0 // results for high correlation
(11) for all the values TAi,j// all results should be calculated
(12) if 𝑇𝐴𝑖−1,𝑗 < 𝑇𝐴 𝑖,𝑗
(13) {𝑇𝐴

̂
} ← 𝑇𝐴𝑖,𝑗 // adding low correlation results

(14) else if 𝑇𝐴𝑖−1,𝑗 > 𝑇𝐴 𝑖,𝑗
(15) {𝑇𝐴} ← 𝑇𝐴𝑖,𝑗 adding high correlation results

Algorithm 2: Calculation of correlation coefficient.

Dataset of participants’ answer vectors = V (anwer1,
answer2, answer3,. . ., answern), where 𝑛 is the number of
requests that we posted to participants. For easier calculation,
we use ax to represent each answerx (𝑥 = 1, 2, 3, . . . , 𝑛).
All values retained in {𝑇𝐴

̂
} are candidate changes that may

indicate participants would like to disclose less information
comparedwith themoment before seeing the request number
i; in contrast, the values stored in {𝑇𝐴} represent the can-
didate changes in which participants tend to disclose more
information before finishing the request number i. Now, with
the data structure and algorithm ready, we can perform our
experiment.

4. Experiment and Discussion

4.1. Data Preparation. The experiment recruited 860 par-
ticipants with unique IP addresses from a crowdsourcing
Internet marketplace that enables workers and requestors to
coordinate the use of human intelligence to perform tasks
that computers are currently unable to perform. A total of
774 of the participants were qualified for further analysis, and
the rest did not pass the cheating test. This dataset contains
only the answers given by Chinese citizens from age 18 to
65, and the requested items were comprehensive, including
30 information disclosure decisions on 11 pieces of context
data (e.g., homepage on the phone, online purchasing history,
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etc.) and 19 pieces of demographic data (e.g., homing route,
favorite music, etc.). In this dataset, the requested items are
the most commonly requested items in daily life and can also
be classified as sensitive, mild, and nonsensitive items, which
are evenly distributed in descending order of sensitivity.

Three counters, Fa𝑋SP,Fr
𝑋
SP, and St

𝑋
SP, were initially set to 0.

If one user agrees to share an item 𝑥with his familymembers,
x’s family sharing point counter Fa𝑋SP will be increased by
1. If one user agrees to share an item 𝑥 with his friends,
x’s friends sharing point counter Fr𝑋SP will be increased by
1. If one user agrees to share an item 𝑥 with strangers, x’s
stranger sharing point counter St𝑋SP will be increased by 1.The
values of these three counterswill determine the general value
Item𝑋SP for item 𝑥. One of our previous studies confirmed that
participants’ willingness to share an item is highest when the
recipient is a family member and decreases for friends and
strangers, in this order. We invited an additional 300 online
users to answer the 30 requested items, and the values of the
three counters were 451 : 220 : 63 ≈ 6 : 3 : 1. We determine the
sensitivity of an item by adding all of its sharing points for all
item recipients:

Item𝑋SP = Fa𝑋SP × 0.1 + Fr𝑋SP × 0.3 + St𝑋SP × 0.6. (4)

Then, the items were ranked in ascending order; the top
10 items were regarded as nonsensitive items {𝑁01,𝑁02, . . . ,
𝑁10}; the bottom 10 items were regarded as sensitive items
{𝑆21, 𝑆22, . . . , 𝑆30}; the remaining 10 items were regarded
as mild items {𝑀11,𝑀12, . . . ,𝑀20}. {𝑀11,𝑀12, . . . ,𝑀17},
{𝑆21, 𝑆22, . . . , 𝑆26}, and {𝑁01,𝑁02, . . . , 𝑁06} are all demo-
graphic items, and the remaining items are all context items.
When a participant is asked to disclose his information about
the item, he can either deny the item request or share the
information and reply with a [REASON]; we will check the
authenticity later (the fake answers will be disqualified).

4.2. Main Experiment. In the main experimental section, we
conduct an experiment to determine whether heuristics may
lead to the inconsistency of participants’ sharing behaviors.
A total of 774 participants were randomly assigned to
two situations (approximately half and half), where one is
equipped with heuristics and the other is performed without
the heuristics approach. In the heuristic-provided situation,
each participant was given a chance to modify the sharing
decision after either of the following heuristics was provided
after the participant had denied an item request:

(1) If you disclose the information, your browsing experi-
ence and recommender quality could be optimized by [XX]
percent.

(2) [YY] percent of the participants accept the item
request, because . . .[REASON].

Participants were randomly assigned to the following
conditions, where the orders in terms of sensitivity and item
type were different, and binary indicators 𝑆 = {0, 1}, 𝑇 =
{0, 1}, and 𝐻 = {0, 1} were set to show which condition the
participant had been assigned to. When 𝑆 = 0 (𝑆 = 1),
the participants were required to respond to the items in
sensitivity-ascending (sensitivity-descending) order. When
𝑇 = 0 (𝑇 = 1), the requested items were presented to the

participants with the context (demographic) items requested
first. When𝐻 = 1 (𝐻 = 0), the heuristics were (not) provid-
ed after a participant had denied a request. For example,
the participants who had been assigned to the condition
{0, 0, 1} would be presented with the items in sensitivity-
increasing and context-first order, for example, {𝑁07∼𝑁10},
{𝑁01∼𝑁06}, {𝑀18∼𝑀20}, {𝑀11∼𝑀17}, {𝑆27∼𝑆30}, and
{𝑆21∼𝑆26}, with the support of the heuristics.

This experiment could help us find the most variable
conditions that each participant may face and could be used
to analyze their information disclosure and discover common
knowledge. Items from the same category (such as N08 and
N10; both are nonsensitive context items) were presented
closer to each other than items from different categories
(such as N01 and N08; context versus demographic). If we
could use the Spearman’s rho to determine that the strength
of correlation among the items from the same category is
higher than the correlation among the items from different
categories, we could possibly say that participants’ disclosure
behaviors are less consistent with their previous disclosure
behaviors. Furthermore, if the inconsistency only occurs in
the heuristics-provided situation, we shall conclude that the
heuristics have successfully “persuaded” the participants to
disclose more personal information.

We separate the data of participants’ answers according
to 2 × 2 × 2 = 8 different conditions with varying values of
{𝑆, 𝑇,𝐻} and collect the number of denials for the 30 requests
as an 8-dimensional vector ItemID {|condition{0, 0, 0}|,
|condition{0, 0, 1}|,. . ., |condition{1, 1, 1}|}, where |condition{𝑆,
𝑇,𝐻}| represents the number of denials this item has received
from the participants in Condition{𝑆, 𝑇,𝐻}. The Spearman’s
rho was calculated among the items by loading the vectors,
and we use it to detect any weakening inconsistencies be-
tween users’ past behaviors and following behaviors.

The sign of the Spearman correlation coefficient indicates
the direction of association between two measured items, x
(observed item) and y (testing item); the Spearman correla-
tion coefficient is positive if the number of denial answers for
𝑥 tends to increase when the number of “No” answers for 𝑦
also increases, and the coefficient is negative if the number of
“No” answers for 𝑥 tends to increase as the number of “No”
answers for 𝑦 decreases. A Spearman’s correlation coefficient
of zero indicates that there is no tendency.The closer 𝑥 and 𝑦
are to being monotone functions of each other, the closer the
Spearman’s correlation coefficient is 1 or −1.We categorize the
strength of the correlation between those items according to
the following standards.

(1) 𝜌 > 0.6 or 𝜌 < −0.6. In this situation, the strengths of the
two items are very highly correlated, and the answers to the
two items are highly consistent. The closer the absolute value
of the Spearman’s rho is to one, the more the number of
“No” answers exceeds the number of “Yes” answers, or the
more the number of “Yes” answers exceeds the number of
“No” answers. In these circumstances, each participant was
expected to strictly maintain his or her privacy calculus,
such as never disclosing very sensitive items or disclosing
everything. Thus, there will be more rejections if the testing
item is more sensitive than the observed item. We call those
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participants who keep only one privacy calculus or herding
effect as consistent as possible.

(2) 0.3 < 𝜌 < 0.6 or −0.6 < 𝜌 < −0.3. In this situation, the
correlation of the answers to the two items is not as strong as
in the previous situation. Although the absolute value of the
Spearman’s rho becomes lower, the number of participants
who maintain their privacy calculus still exceeds the number
of participants who change their disclosure pattern (e.g.,
someone who rejects the disclosure request from an item that
has a denial rate of 45%, but agrees to share his information
for an item that is rejected by 70% of the participants).
These inconsistent phenomena probably indicate that several
participants changed their privacy calculus.

(3) −0.3 < 𝜌 < 0.3. In this situation, it is very difficult to deter-
mine participants’ disclosure tendencies, and the strength of
the correlation between the observed item and the testing
item is considerably lower compared to the other situations.
Thus, we cannot conclude that most of the participants hold
only one privacy calculus, especially when the Spearman’s
rho is close to zero. If we look at the data, the number of
inconsistent phenomena should exceed the number of con-
sistent phenomena when the absolute value of the Spearman’s
correlation coefficient is close to 0.3 or less.Wewill determine
these inconsistent phenomena and determine what may lead
participants to disclose more information.

4.3. Results and Discussion. We first look at the denial rates
of the 30 requests in all conditions. The denial rate is
the percentage of participants who respond “No” to each
request and is shown in Figure 2(a) (heuristic model applied)
and Figure 2(b) (without heuristic model). It is interesting
to note that some participants have indeed demonstrated
inconsistent sharing behaviors.

Item 1∼item 11 are all context items and are ordered
according to increasing sensitivity, but the participants act
similarly regardless of whether they answered the items with
or without the support of heuristics. However, for demo-
graphic items (item 12∼item 30, in sensitivity-ascending
order), the participants tend to behave differently in the
heuristic and nonheuristic environments; their behavior is
highly variable for the mild items. The heuristics successfully
persuaded some participants to disclose more information, and
Figures 3(a) and 3(b) show that those participants who lack
related background knowledge for supporting their decision-
making (called amateur participants, APs) demonstrate more
varied behaviors than those participants with sufficient back-
ground knowledge (called expert participants, EPs), who
present consistent sharing behaviors, especially to the mild
items 26∼28.

We rank the variances and select the top 20%–40% of
participants (𝑁 = 152) as APs and the bottom 60%–80% of
participants (𝑁 = 155) as EPs. Generally, the context items
(item 1∼item 11) received considerably higher denial rates
than the demographic items (item 12∼item 30) in Figure 3.
After checking the disclosed information and profiles, it is
concluded that EPs are capable of utilizing more fruitful
knowledge relating to the requested item. For example,

an EP replied, “a senior website programmer” to the job-
information request, while an AP responded, “a university
freshman.” Furthermore, EPs behave similarly on general
disclosures, and most of the requested items have low denial-
rate variances. Specifically, all the context items, regardless of
whether they are requested before or after the demographic
items, have denial-rate variances < 0.0076. Most of the
demographic items have low variance (less than 0.0141),
but there are three mild-demographic items that receive
higher variances (higher than 2.1451). If we look at the APs’
denial behaviors in Figure 3(a), these three items received
considerably more information with the support of heuristics
but were rejected in the circumstances without heuristics.
This interesting fact demonstrates that heuristics can help
“persuade” participants who lack related knowledge to disclose
more information only when the requests are not too sensitive.
However, in Figure 3(b), although EPs’ sharing behaviors for
the three mild-demographic items are more variable, their
denials tend to be consistent.

Will presenting the requests to the participants in differ-
ent orders of type affect disclosure? The results of four com-
parisons in Figure 2 of the two lines for condition {|𝑆|, 0, |𝐻|}
versus condition {|𝑆|, 1, |𝐻|} have suggested that participants
act similarly regardless of whether the context items are
requested before or after the demographic items. As a result,
we conclude that hypothesis 1 is not supported. However,
comparing condition {0, |𝑇|, |𝐻|} and condition {1, |𝑇|, |𝐻|},
participants will disclose more information for mild items
when the nonsensitive items are requested beforehand (only
60 denials) than when the sensitive items are requested
beforehand (as many as 109 denials). Therefore, we conclude
that presenting the requests to the participants in sensitivity-
ascending order is a better plan, and hypothesis 2 is definitely
supported.The request order in terms of sensitivity does have
an effect on the numbers of denials of subsequent nonsensi-
tive items. Very highly sensitive items increased participants’
privacy awareness and, thus, the participants were probably
more at ease when nonsensitive items were requested.

Examining only denials of the items is not sufficient
because we want to determine whether the correlations
among participants’ tendencies towards items change due to
the provided heuristics. As mentioned before, the 30 requests
are presented to the participants in eight conditions with
different values of S, T, and 𝐻. All 30 items were presented
only once to the 774 participants, andwe recorded the denials
of the items for each condition in vectors of length 2 × 2 × 2 =
8. The correlation between each pair of items was calculated
with their vectors accordingly.

Generally, the absolute value of Spearman’s correlation
coefficient ranges from [0.3, 0.6] (397 samples for APs, M =
62.07%, SD = 7.25%; 310 samples for EPs, M = 53.33%, SD =
4.76%) to [0.6, 1] (192 samples for APs, M = 77.13%, SD =
3.05%; 352 samples for EPs, M = 59.02%, SD = 1.05%). In
these situations, participants all behave consistently; that is,
their previous and subsequent disclosures were consistent
even with the support of the heuristics. Specifically, for EPs,
we observed that most of the correlations fall into the range
of [0.6, 1] (46.10% of the samples when the observed item
and the testing item are in the same category, 49.27% of the
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Figure 2: The numbers of denials from the participants for each requested item across eight different conditions.
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Figure 3: Numbers of denials of each requested item in all conditions for amateur APs (a) and EPs (b). Red (black) squares and lines show
that this condition is (not) applied with heuristics model, and green squares and lines represent the variance of disclosure.

samples when the two items are in different categories), and
only less than 5% of the samples belong to [0, 0.3]. For APs,
37.26% of the correlations fall in the range from 0.6 to 1
when the observed item and testing item belong to the same
category, and 42.51% of the correlations fall in the range from
0.3 to 0.6 when the observed item and testing item belong to
different categories. As a result, we conclude thatmost of EPs
maintain their information-sharing tendencies more seriously
than the APs do, and hypothesis 3 that the correlations among
the requested items answered by experienced participants are
less variable than those among the requested items answered
by less-experienced participants is supported. The possible

reason is that EPs would like to make their own conservative
decisions on what to disclose and are hardly influenced by
the heuristics. However, APs were more easily influenced by
the heuristics, and they may have felt delighted that some
suggestions of what to disclose were provided.

We did not expect a substantial difference in the variance
of the correlations between the EPs and the APs. Thus, we
conclude that hypothesis 4 is not supported. According to
the results on the denials, participants are only primed by
those items that they are more familiar with, such as low-
sensitivity demographic items, and they may change their
disclosure tendency slightly according to the heuristicsmodel
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Figure 4: In AP users’ dataset the prediction accuracy decreases when the correlation is very low, while in EP users’ dataset the prediction
accuracy increases when more items were loaded and no decreasing fact was found.

for high-sensitivity context items. H5 and H6 are partially
supported. One possible reason behind this phenomenon is
that APs lack social experiences and are unaware of the risks
and benefits of information disclosure. They probably lack
sufficient knowledge to consider the benefits and risks at the
beginning of the request process but are then primed with a
new disclosure tendency with the support of the heuristics
model and may answer subsequent requests more carefully.

If the APs were primed with a new disclosure tendency
after the heuristics, the accuracy of predictions for the next
disclosures for APs should be lower than the accuracy of
predictions for EPs, especially for those items with low
correlations. We predict the participants’ subsequent disclo-
sures based on their previous disclosures and record the
errors of the predicted disclosures with respect to the real
disclosures. The accuracy of prediction for each item is the
number of errors from the predictions for this itemmultiplied
by the total number of predictions for this item. Three
machine learning methods, namely, decision-tree classifier,
naı̈ve Bayes classifier, and KNN classifier, were applied to the
dataset, where the value of correlation is within the range of
[0, 0.3]. The prediction accuracy was shown in Figure 4.

A general fact is that more loaded items in the training
set will guarantee higher prediction accuracy of the machine
learning methods. Figure 4(a) has shown the correlation and
the prediction accuracy in the AP users’ dataset. As found
before, AP users behaved less consistently towards the mild-
demographic items so that the correlation becomes very low,
and the prediction accuracy decreases along with the lowered
correlation. However, EP users disclose their information
with stronger correlation and the prediction accuracy was
increasing as always. The strength of correlation between
the observed item and testing item is indeed monotonous
with the accuracy of predictions for the participants’ next
disclosures on the testing items learned by the observed

item. Specifically, the heuristic model leads AP users to behave
less consistently in their disclosures, which further reduces the
prediction accuracy to the mild-demographic items, while EP
users change their disclosure tendency much less and maintain
the prediction accuracy stable.

5. Conclusions

This paper demonstrates that some users can be persuaded
to alter their disclosure tendencies in a system-preferred
direction, for exmple, to disclose more information, so that
the recommender system can know the users better and
provide service with higher prediction accuracy. In detail,
users with sufficient background knowledge will maintain
a stable decision-making calculus in the information dis-
closures, while others who lack knowledge to support their
decision-making could be persuaded by the heuristic model
to disclose more information. In this paper, we conclude that
users disclosemore information for themild itemswhen they
lack background knowledge. This is an interesting discovery
for researchers or web owners who want to obtain more
information from their participants or customers. Without
the knowledge that supports their decision-making, users
may disclose information with less consideration of the
potential risks and benefits. However, if the order in which
the information is requested is not well designed, the user
relies on a privacy calculus and divulges less personal infor-
mation. Generally, users with knowledge enough to support
their decisions are considered separately from experienced
users. The behaviors of experienced users were found to
be less varied according to the correlation analysis and
machine learning results. Lower correlation could indicate
low prediction accuracy of users’ next disclosure behaviors.
We believe some participants are more cognitive in nature,
and knowledge obtained from their previous disclosures
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could not be applied to predict their subsequent disclosures.
Privacy awareness can be increased or inhibited using subtle
interactive primers such as a low-quality request order; this
increased awareness may make participants more likely to
rely on a privacy calculus (i.e., reasoned decision behavior).
Once these amateur users are primed with this privacy cal-
culus, which is inconsistent with their previous disclosures,
they are more likely to rely on it in when faced with future
requests, making it difficult to predict the responses to the
next requests.

The heuristic model could be applied to dataset which
possibly involving time-related inconsistency, such as disclo-
sure, emotion, and willingness. For example, if the model
trained by the mentioned decision-tree classifier is no longer
applicable to the overtime dataset, such as lower prediction
accuracy, there should be an inconsistency occurred. That
could be indicating users would like to disclose less amount
of privacy, would no longer viewing their favorite movies,
or would like to try a new music they had not yet listen to.
With the success of detecting user changes in information
disclosure decision-making by the heuristic model, we are
convinced that user disclosure behaviors can be steered in
a desired and preferred direction, thereby causing the rec-
ommender system to get to know its users better and faster;
thus, in a social media environment, the cold-start period
could be shortened, and more accurate and personalized
suggestions could be given. In our futurework,wewill further
categorize the requests into temporary requests, for example,
those items for which the participants may have more varied
answers, and permanent requests, for example, those items
for which participants make strict decisions on disclosing the
information and rarely give ambiguous answers. Hopefully,
more interesting phenomena will be found.
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Web service composition is one of the core technologies of realizing service-oriented computing.Web service composition satisfies
the requirements of users to form new value-added services by composing existing services. As Cloud Computing develops, the
emergence of Web services with different quality yet similar functionality has brought new challenges to service composition
optimization problem. How to solve large-scale service composition in the Cloud Computing environment has become an urgent
problem. To tackle this issue, this paper proposes a parallel optimization approach based on Spark distributed environment. Firstly,
the parallel covering algorithm is used to cluster the Web services. Next, the multiple clustering centers obtained are used as the
starting point of the particles to improve the diversity of the initial population. Then, according to the parallel data coding rules
of resilient distributed dataset (RDD), the large-scale combination service is generated with the proposed algorithm named Spark
Particle Swarm Optimization Algorithm (SPSO). Finally, the usage of particle elite selection strategy removes the inert particles to
optimize the performance of the combination of service selection. This paper adopts real data set WS-Dream to prove the validity
of the proposed method with a large number of experimental results.

1. Introduction

As big data develops, more and more users publish their
resources in the form of Web services to promote the use
of service. As a distributed computing model, which is
self-contained, modular, and loosely coupled, Web services
are characterized by being similar in functional attribute
rather than nonfunctional attribute. Quality of Service (QoS)
represents nonfunctional attribute in Web services, such
as Availability, Price, and Reputation. With an ever-larger
number of cloud services, selecting the optimal cloud service
composition solution which satisfies user’s requirement has
become a matter of great interest in the field of service
composition [1]. The existing service selection methods
which obtain best service composition solution are based
on their QoS information. In [2], the service composition
model is studied under Cloud Computing. In [3], a service
composition for service level agreement (SLA) is proposed,
in which a vague semantic preference is used as per user
preference to select optimal services with the help of a new
method. Work [4] presents a service selection method based
on fuzzy logic, in which intelligent cloud storage is used

and a lot of theoretical proof is given. In [5], a variety of
hybrid services in heterogeneous clouds are used to perform
service discovery and combination by Skyline operations.
Work [6] presents a new approach, that is, to find a reliable
dynamic service composition in two phases. Work [7] uses
the weighted principal component analysis method to select
the multimedia service.

These methods explore potential problems in the service
composition and put forward solutions accordingly, though
there are problems that need to be addressed like inefficiency
in large-scale service composition selection when conducted
in a Cloud Computing environment. Therefore, we propose
a novel large-scale service selection method based on dis-
tributed computing environment, Spark [8], using the parallel
particle swarm method to solve the service composition
problem.

The contributions of this paper are summarized as fol-
lows.

(1) Based on the service selection characteristics of big
service, we propose SPSO service selection method.
This method uses the combined potentials of Spark,
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covering algorithm and particle swarm algorithm.
Spark is used for parallelization, covering algorithm
for reducing the initial search space, and particle
swarm algorithm for optimization of service selec-
tion.These three techniques are combined to solve the
problem of large-scale service selection.

(2) In the service selection, SPSO is mainly divided into
three phases; in the first an efficient parallel algorithm
is proposed to cluster the Web candidate service
set, combined with the covering algorithm in neural
network, to reduce the search space of candidate
service set. Then, based on RDD parallel computing
strategy, we realized the storage and parallel search
for large-scale composite service. Finally, we use the
new elite selection strategy to optimize the service
selection capacity of population particles.

(3) In order to reflect the effectiveness of the proposed
method, we have implemented the parallelization of
the contrast algorithm. A large number of simulation
experiments have been conducted on real data set
WS-Dream to verify the feasibility of solving large-
scale service composition.

The rest of this paper is organized as follows: Section 2
introduces related work; Section 3 presents Web service
composition model; Section 4 introduces the improved
particle swarm method; Section 5 verifies the effectiveness
of our approaches through simulating experiments. Finally,
summary and future work are presented.

2. Related Work

Service composition, mainly used in service-oriented archi-
tecture (SOA) and grid manufacturing, is a typical NP opti-
mization problem. In literature previously mentioned, many
scholars put forward various solutions to select appropriate
services composition, such as improving the efficiency and
quality of the service composition and reducing the size
of the candidate service set. There are three ways to opt
for a service composition: by local search, global search, or
intelligent optimization algorithm.The local optimal method
is to choose the best service in each candidate service set and
then combine them [9]. However, the combination service
may not be optimal. As for global search method, literature
[10, 11] uses integer coding to solve the problem of service
composition search, which is of great efficiency when the
problem is small. In the cloud environment, however, the
effectiveness of global search is weakened due to its poor
scalability as the service composition business flow model
becomes complex. To tackle scalability issue, the swarm
intelligent optimization algorithm with high efficiency and
fast speed is widely used in the service composition problem
field. In literature [1], the bee colony algorithm is applied.
The introduction of time enhancement function establishes a
trusted service compositionmodel, thus transforming service
composition problem into a nonlinear integer coding prob-
lem. In [12], the correlation-aware servicemodel is given, and
the genetic algorithm is used to find the service composition
in cloud manufacturing. In [13], a new gene coding as

well as the differential evolution algorithm is used to find
the service composition, which improves the convergence
of the algorithm. Work [14] combines the advantages of
FOA algorithm and genetic algorithm to find the combined
service. In [15], the particle swarm algorithm is applied to the
service composition in the cloud manufacturing.

However, in the Cloud Computing environment, previ-
ous methods of service selection may not be effective. Many
scholars have proposed parallel service selection method
to deal with large-scale service composition. In [16], from
the perspective of Pareto optimality, partial selection strat-
egy is used to precede QoS awareness service composition
selection. The Pareto set model proposed in this paper has
been theoretically proved effective first and then evaluated
by a large number of experiments. In [17], a new large-scale
service composition selection method, that is, the Hadoop
distributed computing platform, is introduced. The discrete
particle swarm optimization algorithm is combined with the
Hadoop platform to select the service composition. In [18],
parallel 𝐾-means algorithm and particle swarm algorithm
are used to select the service composition on the Hadoop
platform. Despite the full use of its computational advantage,
Hadoop parallel computing platform features inefficiency
in reading data. As a memory-based cluster computing
platform, Spark, widely used in distributed data processing,
has the characteristic of Hadoop and optimizes it to abstract
the distributed data into a flexible distributed data set RDD
[19].

3. Model of Service Composition

These three important components of cloud service calcula-
tion, namely, Cloud Service Providers (CSPs), Cloud Broker
(CB), and Cloud Consumers, serve different purposes. The
process of combining service is mainly divided into the
following steps:

(1) Cloud Consumer publishes the requirements to CB,
and CB receives the preference weight of QoS
attribute 𝑊 = (𝑊1,𝑊2, . . . ,𝑊𝑖, . . . ,𝑊𝑟), where 𝑟
represents the number of QoS properties.

(2) CB divided task into multiple subtasks 𝑇 = (𝑇1, 𝑇2,
. . . , 𝑇𝑖, . . . , 𝑇𝑛).

(3) To fulfill subtask, CB selects a service from candidate
services 𝑊𝑆𝑖 = (WS𝑖1,WS𝑖2, . . . ,WS𝑖𝑗, . . . ,WS𝑖𝑚), in
which 𝑗 ∈ {1, 2, . . . , 𝑚}. The services which ad-
dress the same atomic task are classified as a set of
candidate service. Services selected from each can-
didate service set constitute a composite service
CS = (WS1,WS2, . . . ,WS𝑖, . . . ,WS𝑛). The nonfunc-
tional attribute of Web service can be represented as
𝑄𝑘WS𝑖𝑗
= {𝑞1, 𝑞2, . . . , 𝑞𝑘}.

(4) The service quality 𝑄𝑖cs = {𝑞1, 𝑞2, . . . , 𝑞𝑘} of the
selected service is calculated based on workflow
model.

(5) Calculate the fitness of the composite service. Select
the optimal service and give feedback to Cloud
Consumer.
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4. SPSO

The standard particle swarm algorithm, proposed by Eber-
hart and Kennedy in 1995, is a kind of evolutionary com-
putation which originated from the study of bird predation
[20]. In the process of searching, we start from a set of
random solution, finding and updating the optimum solution
in each iteration. In the search space, each particle represents
a solution.The population migrates in parallel when moving.
It is, therefore, viable to solve large-scale service composition
problems by the parallelization of particle in distributed
computing environment. The specific method is shown as in
Figure 1.

When the population position is initialized, parallel
covering algorithm is used to obtain multiple clustering
centers as the starting point. Then, subpopulation migration
is completed in Spark distributed computing environment;
inert particles are removed through particle elite selection
strategy. In the end, relatively optimal service composition is
selected.

4.1. Coding Scheme. Firstly, the parallel particle swarm in
the Spark cluster is encoded. The population in the RDD
is encoded as shown in Figure 2, where the population is
𝑃 = (𝑃1, 𝑃2, . . . , 𝑃𝑚) and 𝑚 is the number of particles.
Each particle has recorded its information including current
position, velocity, and historical optimum position. The task
is divided into subtask 𝑇 = (𝑇1, 𝑇2, . . . , 𝑇𝑖, . . . , 𝑇𝑛), where
𝑛 represents the number of divided abstract subtasks and
also indicates that the search space of the particles has 𝑛
dimensions. The specific coding mode is shown in Figure 2.

4.2. Initialization. The initial location of the population
particles is a critical factor when it comes to population
diversity. To randomly initialize the position of the particle,
the use of particle swarm algorithm is highly apt to generate
search inefficiency. This paper, therefore, uses the parallel
covering algorithm [21] to cluster multiple candidate services
based on their QoS properties and ensure that the population
particles are randomly distributed in these initial starting
points.

As a kind of clustering algorithm, covering algorithm,
proposed by L. Zhang and B. Zhang on the basis of the neural
network model, is developed from the idea that separates
samples with less similarities for a set of fields. The QoS
properties set of the Web service is 𝑄𝑘WS𝑖𝑗

= {𝑞1, 𝑞2, . . . , 𝑞𝑘},
where 𝑘 is the number of properties. Each candidate service
set is seen as a 𝑘-dimensional point set. The main steps are as
follows:

(1) The center of gravity of all points unclustered is
calculated by Euclidean distances. Select the nearest
point from the center of gravity as the initial center.

(2) Calculate the distance between the remaining points
and the center. The average distance is applied as a
radius, and distances which are less than the radius
of the service clustered as a cover.

(3) Calculate the distance between all unclustered points
with the center. Select the farthest point as the new

center and then recalculate the distance and take the
average distance as the radius.

(4) For the remaining unclustered points, the points
whose distance with the center distance is less than
the radius are screened as a new cover.

(5) If there is any unclustered point left, repeat steps (3)-
(4).

As shown in Figure 3, 𝑆𝑖 = (𝑆𝑖1, 𝑆
𝑖
2, 𝑆
𝑖
3, 𝑆
𝑖
4, 𝑆
𝑖
5) is the circular

coverage after being clustered, where the red dot is the cluster
center. The size of each circular coverage is proportional to
the number of services which it contains. Clustering centers
𝐶𝑖 = (𝐶𝑖1, 𝐶

𝑖
2, 𝐶
𝑖
3, 𝐶
𝑖
4, 𝐶
𝑖
5) of candidate service set can be

obtained by applying covering algorithm.
Based on the Spark distributed computing environment,

this paper uses the parallel covering algorithm to cluster the
services in each candidate service set (Algorithm 1).

The candidate service to be selected is seen as an RDD.
After covering the clustering of the Web service WS𝑖 =
(WS𝑖1,WS𝑖2, , . . . ,WS𝑖𝑗, . . . ,WS𝑖𝑚) in each candidate service
set, there will be 𝑛-dimensional coverage 𝑆𝑖 = (𝑆𝑖1, 𝑆

𝑖
2, . . . ,

𝑆𝑖𝑗, . . . , 𝑆
𝑖
𝑘), where 𝑘 is the number of spherical coverage and

𝑛 is the number of QoS properties. Each 𝑛-dimensional
covering will have multiple clustering centers, and cluster-
ing centers 𝐶𝑖 = (𝐶𝑖1, 𝐶

𝑖
2, . . . , 𝐶

𝑖
𝑗, . . . , 𝐶

𝑖
𝑘). After clustering

analysis, we can obtain multidimensional circular covering
𝑆 = (𝑆1, 𝑆2, . . . , 𝑆𝑖, . . . , 𝑆𝑛) and clustering center.

4.3. Fitness Evaluation. The fitness value of each composite
service has to be calculated. In the selection of Web services,
the overall QoS of the composite service has a great impact
on the service evaluation.The fitness is used as the evaluation
of the Web combination service. The smaller the fitness, the
better. The fitness function applied in this paper is

fitness =
𝑛

∑
𝑟=1

𝑤𝑟 ∗ 𝑄
𝑟
cs. (1)

𝑤𝑟 represents the preference of Cloud Consumer for the
𝑟th QoS attribute of the composite service; 𝑛 is the total
number of service QoS attributes;𝑄𝑟cs represents the 𝑟th QoS
attribute value of the composite service.

4.4. Parallel Particle Migration. After initialization, the clus-
ter particles are encapsulated into an RDD. Suppose that
there are𝑁 particles in the population, and the search space
is 𝐷 dimension which indicates that there are 𝐷 subtasks
divided; the position of the 𝑖th (𝑖 < 𝑁) particles can be
expressed as 𝑋𝑡𝑖 = (𝑋

𝑡
𝑖1, 𝑋
𝑡
𝑖2, . . . , 𝑋

𝑡
𝑖𝑗, . . . , 𝑋

𝑡
𝑖𝐷), in the 𝑡th

generation, and each dimension of the position represents
the selected Web service. 𝑉𝑡𝑖 = (𝑉

𝑡
𝑖1, 𝑉
𝑡
𝑖2, . . . , 𝑉

𝑡
𝑖𝑗, . . . , 𝑉

𝑡
𝑖𝐷) is

the flying speed of the particle. In the 𝑡th generation, the
individual recorded optimal position of the 𝑖th particle search
is 𝑃𝑡𝑖 = (𝑃𝑖1, 𝑃𝑖2, . . . , 𝑃𝑖𝑗, 𝑃𝑖𝐷); the current optimal position of
population is𝑃𝑔 = (𝑃𝑔1, 𝑃𝑔2, , . . . , 𝑃𝑔𝑗, . . . , 𝑃𝑔𝐷). In the (𝑡+1)th
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Cluster candidate service
for all subtasks in parallel
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for all candidate service
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Figure 1: The flow chart of SPSO algorithm.
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Input: WS
Output: 𝑆 = (𝑆1, 𝑆2, . . . , 𝑆𝑖, . . . , 𝑆𝑛)
(1) 𝑖 = 𝑗 = 1
(2) For 𝑖 < 𝑛 do
(3) While exist unclustered points
(4) If (without clustered center)
(5) Compute distance and generate center
(6) Compute Euclidean distance
(7) Generate 𝑆𝑖1
(8) End if
(9) If (exist clustered center)
(10) 𝑗 = 𝑗 + 1
(11) Compute distance
(12) Take remote point as new center
(13) Compute Euclidean distance
(14) Generate 𝑆𝑖𝑗
(15) End if
(16) End while
(17) End for

Algorithm 1: Particle initialization based on parallel covering algorithm.

RDD

Position Speed

P1

P2

Pm

T1 T2 Tn−1 Tn

Figure 2: Encoding of composition service.

generation, the update formula for the 𝑗th dimension and
position of particle is shown as follows:

𝑉𝑡+1𝑖𝑗 = 𝑊 ∗ 𝑉
𝑡
𝑖𝑗 + 𝑐1 ∗ 𝑟1 ∗ (𝑃

𝑡
𝑖𝑗 − 𝑋

𝑡
𝑖𝑗) + 𝑐2 ∗ 𝑟2

∗ (𝑃𝑡𝑔𝑗 − 𝑋
𝑡
𝑖𝑗)

(2)

𝑋𝑡+1𝑖𝑗 = 𝑋
𝑡
𝑖𝑗 + 𝑉
𝑡
𝑖𝑗, (3)

where 𝑐1 and 𝑐2 are learning factors. 𝑟1 and 𝑟2 are random
variables evenly distributed over the interval [0, 1].𝑊 is the
inertia weight which measures the effect of the velocity of the
migration on the next movement. The formula is

𝑊 = 𝑊min + (𝑊max −𝑊min) ∗
𝑡
𝑇
, (4)

where𝑊max is the maximum inertia weight value and𝑊min
is the minimum inertia weight value. 𝑡 is the current evolu-
tionary generation and𝑇 is the total evolutionary generation.
Generally, take𝑊max = 0.9,𝑊min = 0.3.

Particle population migration can be seen as the trans-
formation of RDD, and the operation of selecting global

S
i

1

S
i

2

S
i

3

S
i

4

S
i

5

Figure 3: Covering clustering in candidate service set.

optimal particle as the action during each iteration. The
fitness of the best particle is broadcasted to population, and
the population particles migrate to the next subpopulation
until the migration ends.

4.5. Elite Selection Strategy. When using the Spark cluster to
search the service composition, the diversity of the particles
has a great influence on finding the optimal particle. After
several searches, according to the search strategy, if the
particle activity range is small, the optimization effect has
limited effect on the whole population.This paper introduces
the mechanism of particle elite selection, increasing the
diversity of the population by removing the inert particles.

The specific idea of themechanism is that when encoding
particles, add parameters of the historical optimal position
without changing the number of each particle. If the particle
is not the optimal, and the historical optimal position of the
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Input: 𝑆 = (𝑆1, 𝑆2, . . . , 𝑆𝑖, . . . , 𝑆𝑛),𝑁,𝑚, 𝑇, 𝐿
Output: 𝑃𝑔
(1) Initiate particle swarm and compute fitness
(2) 𝑡 = 0
(3) For 𝑖 < 𝑁 do
(4) Update position and speed
(5) Compute fitness
(6) Update history information
(7) If (𝑃𝑙 < 𝐿)
(8) Elite selection strategy
(9) End if
(10) End for
(11) 𝑇 = 𝑡 + 1
(12) Generate the best particle

Algorithm 2: SPSO.

particle is not updated to a certain threshold value 𝐿, and
the particle migration range is small, then the particle can
be considered an inert particle. The historical best solution
during the multiple migration process remains the same.

4.6. Algorithm Procedure. Based on the above analysis and
design, the service composition optimization algorithm can
be demonstrated as in Algorithm 2.

In Algorithm 2, 𝑆 = (𝑆1, 𝑆2, . . . , 𝑆𝑖, . . . , 𝑆𝑛) is the covering
ofmultiple candidate service set includingmultiple clustering
centers in each candidate service set. The population selects
the random initial starting point according to these clustering
centers. When the particles are reinitialized, the particle
initialization is performed through the particle elite selection
strategy.

5. Experiments

In this paper, we evaluated the efficiency of the improved par-
ticle swarm algorithm by comparing with the PSO algorithm
[15]. The experimental value is the average of the 20 times of
experiment.

5.1. Parameter Setting of Algorithm. Our experiments are
initiated by a real-world service quality set WS-Dream [22],
where more than 30millionWeb services data as well as their
quality values are collected. We chose the two properties as
the QoS evaluation index, namely, response time (RT) and
throughput (T). QoS preference weight is (0.5, 0.5).

Experimental Environment. Spark cluster consists of 9 nodes.
We adopted Spark 1.4. The number of cores that can be used
in the cluster is 72.

5.2. Effects of Spark Parameter. This experiment was carried
out to test the effect of parallelism and core on algorithm in
Spark cluster.

Firstly, by setting different parallelism, the effect of
parallelism on the time consumption of two algorithms is
investigated. In this paper, five subtasks under the service
selection scenarios were taken as an example. Each subtask
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Figure 4: The runtime for the different parallelism.

corresponding to the candidate service set entails 100000
services. The number of particles is 5000, and that of
iterations is 500, and the total number of cores is 30. The
results are shown in Figure 4.

In Figure 4, as the degree of parallelism increases, the
time consumption of the two algorithms for service selection
increases. When the degree of parallelism is set between 10
and 30, the time consumption is significantly less than that
of between 40 and 60. The reason is that the parallelization
of population particles is related to the idle cluster resources.
When the degree of parallelism is 10–30, the population of
particles is divided into 10–30 subpopulations, and the parti-
cles are migrated in parallel. When the degree of parallelism
is 40–60, the particle migration can not be carried out in
parallel because of the lack of available auditing resources,
resulting in more time consumption.

Then, we examine the effect of the total number of cores
on the consumption of the two algorithms. The candidate
service has 100000 services, the number of iterations is 500,
the degree of parallelism is 30, the number of particles is 5000,
and the different number of cores is set.The results are shown
in Figure 5.

As shown in Figure 5, it can be seen that, with the
increase in the number of cores, the time for service selection
is gradually reduced and stabilized. In the 10–30 stages
of core, as the number of cores increases, the number of
subpopulations that can migrate simultaneously increases
while the time consumed decreases. When the core is 30–60,
the cluster resources are sufficient; the time consumption
tends to be stable.

5.3. Effectiveness. We tested the effect of the number of
particles on the fitness value. This set of experiments tested
20 subtasks, in which candidate services are all set as 100000.
In the Spark cluster environment, the parallelism is set to 20,
the number of iterations is 500, and the total number of cores
is 20. The results are shown in Figure 6.
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Figure 5: The runtime for the different number of cores.
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Figure 6: The fitness value for the different number of particles.

From Figure 6, with the number of particles increasing,
the selected combination of service improves while the fitness
value of the overall trend was declining.

This experiment is investigated to evaluate the effect of
the iteration number on the fitness value. The group of
experiments tested 20 subtasks. The number of candidate
services is set to 200000, the number of parallelism is 30, the
number of particles is 5000, and the total number of cores is
30. The experimental results are shown in Figure 7.

It can be seen that, from Figure 7, SPSO is superior to
PSO in terms of the ability of finding optimal solutions. The
average fitness generally declined with the increase in the
number of iterations.

5.4. Efficiency. In this experiment, we examine the efficiency
of the SPSO algorithm. We tested the effect of the number
of particles on the time consumption of the SPSO algorithm
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Figure 7: The fitness values for different number of iterations.
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under different subtask. The number of different particles
is selected in the experiment, and the number of candidate
service sets is 100,000. Set the parallel number to 20 and the
iterations number to 500.The experimental results are shown
as in Figure 8.

Figure 8 shows that, as the number of particles increases,
the more time it takes to complete the parallelization of
the particles and the more time it takes for the service
selection. Meanwhile, for the same number of population
particles, time consumption increases as the number of
subtasks increases.

6. Conclusion

In this paper, we proposed an improved particle swarm
optimization algorithm in Spark cluster to solve the problem
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of Web service composition optimization in a big data
environment. In the simulation experiment, we have studied
the effects of Spark parameter and effectiveness of the
improved algorithm. Experimental results show that the
improved particle swarm optimization algorithm proposed
in this paper outperforms other algorithms in Web service
composition. For future works, we will examine the impact
of service reliability on service selection issue in the context
of large-scale service composition optimization.
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More and more Web services raise the demands of personalized service recommendation; there exist some recommendation
technologies, which improve the qualities of service recommendation by using service ranking and collaborative filtering. However,
privacy and security are also important issues in service scheduling process; social relationships have been the key factors of
interpersonal communication; service selection based on user preferences has become an inevitable trend. Starting from user
demand preferences, this paper analyzes social topology and service demand information and obtains trusted social relationships;
thenwe construct the fusionmodel of service historical preferences and potential ones; according to social service recommendation
demands, TSRSR algorithmhas completed designing.Through experiments, TSRSR algorithm ismuchbetter than the others, which
can effectively improve potential preferences’ learning. Furthermore, the research results of this paper have more significance to
study the security and privacy of service recommendation.

1. Introduction

Web service recommendation is an important research topic
in today’s world with more and more Internet resources.
In recent years, social networking platform and electronic
transaction process have made new breakthroughs; in par-
ticular, cloud computing and big data applications are more
deeply and fully implemented, which blooms the diversified
demands of service recommendation process [1–3]. From
the mass services, we choose the suitable candidate services
and find the potential demand preferences so as to meet
the functional and nonfunctional requirements. In many
cases, the users do not know in advance the potential
preferences of their own and do not know the multisources
to recommend services.Therefore, it is very important to find
and recommend effective services [4].

At present, the recommendation system is applied in var-
ious fields, and the system performances are mainly affected
by recommendation algorithms [5]. There are two kinds of
traditional recommendation algorithms: influence ranking
and collaborative filtering. With recommended technology
based on the influence ranking recommended services with
more audiences to the demanded users [6], they were

needed to survey and analyze the relevant influences, such
as reputation, HITS (Hyperlink-induced Topic Search) [7],
and PageRank [8]. Collaborative filtering was widely used
in service recommendation and helped the demand users
to find similar users. Secondly, similar users recommended
services with better evaluation parameters to demand users
that considered two aspects, user-based and item-based [9].
Although the recommendation technology has not been
fully applied, it achieved good results, while there are still
some problems about its research and demonstration: (1)
the existing recommendation technology does not take into
account the trusted user social relationships; (2) cold start
problem still exists.

This paper pays attention to seeking the effective trusted
friend relationships and builds service demand conditions
to drive effective service scheduling and strategy optimizing.
So our work is as follows. The first part of this paper is an
introduction, the second part is the related work, the third
defines the trusted service location and incentive rules, the
fourth argues trust relationships based calling mechanism,
the fifth designs the corresponding novel algorithms, the
sixth part expends the experiment implementation and sim-
ulation evaluation, and the last summarizes the whole paper.
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In the process, wewill analyze the histories of services and
capture the potential demands of users. Secondly, normally
users will tend to consider the recommendation of his trusted
users, based on the demand characteristics; the recommen-
dation process could calculate trusted friend relationships
and recommended conditions. The user feature vector is
constructed to calculate the similarities between users and
other users. Meanwhile, we will select Top-𝐾 users for the
current demands, calculate the ranking of candidate services,
and recommend the ranking of Top-𝑁 service. In the exper-
iments, we decide to select WSDream-QoS Dataset, which
consists of 98701 users, 74012 potential credible demand
preference relationships, 105199 use evaluation or feedback
remarks, and a total of 352048 services. We will find that the
proposed schemes are better than other algorithms and get
better performances with accuracy and reliability.

2. Related Work

There are more and more service resources on the network;
how to find suitable Web services for the users is becoming
more and more difficult. The traditional service discovery
and selection methods rely heavily on explicit user demand
description; this approach for large specification of services
and the increasing demands is inefficient, which is not useful
for potential demands. Therefore, service recommendation
strategies and algorithm optimization have great influences
on the accuracy and reliability of service recommendation.
There have been a lot of research results related to service
recommendation [10, 11].

Since Rich proposed collaborative filtering (CF), a large
number of scholars and industrial applications have been
fully focusing on its effectiveness [12]. Shao et al. proposed
a user-based CF algorithm; Pearson correlation coefficient
was used to calculate the similarities between users [13].
Users with similar historical services have the same potential
demand preferences. For a demand user, by considering the
characteristics of the similar demand preferences, we can
add or inspire the current incomplete demand preferences.
According to the prediction of Web services, [14] designed
a hybrid collaborative filtering algorithm, which realized
the combination of Pearson correlation coefficient and user
parameters [14]. However, the design and improvement of
these algorithms cannot solve the cold start problem. If a user
does not have the experience of services, these methods are
inefficient for the service recommendation of new users.

To improve the accuracy of service recommendation, a lot
of improved algorithms are constructed. In [10], probability
decomposition achieved social service demands of classified
features. To find similar users for one user, it was no longer
necessary to consider all the users; we can mine initial
similar users. But this approach did not take into account
the geographical location. Reference [15] considered the
influences of personalized services. Reference [16] suggested
learning the overall experiences in recommending services,
environmental factors, and user input data. Reference [17]
designed an efficient public auditing protocol with novel
dynamic structure for cloud data that could effectively
improve the qualities of cloud service recommendation.

Table 1: The analytical data of Figure 1.

Users
invoking time Service 1 Service 2 Service 3 Service 4 Service 5

𝑈1 6 3 7𝑈2 2 4𝑈3 3 7𝑈4 10𝑈5 4 5

Reference [18] proposed a self-adaptive ABC algorithm based
on the global best candidate, which would have a good
reference significance for global demands. With the help
of semantic ontology WordNet, [19] built a user interest
model for individual user by analyzing the demand histories.
Reference [20] proposed a novel K+-isomorphismmethod to
achieve K-anonymization state among subgraphs or detected
communities in a given social network. Reference [21]
designed a recommended method of social network service
based on the consideration of the user’s historical service
trigger behavior, user preferences, and trusted relationship.

But the user’s trusted relationship is based on the existing
relationships [4, 5]; starting from the social attributes of
users, the cold start problem is not solved; for users and
services with not many historical data, adaptive recommen-
dation is still difficult [7, 22]. In this paper, the trusted service
relationship is settled on the basic situation of services;
self-organization of trusted relationships is captured and
measured for the service users.

3. Trusted Service Location and
Incentive Rules

To illustrate the trusted relationship between services and
demand preferences, to calculate the influences of service
recommendation, we give an example, in Figure 1; there are 5
services, as well as their historical record information trigger.

Table 1 shows statistics of the call records of Figure 1.
Service 1 is called, respectively, by 𝑈1 and 𝑈5 for 6 times
and 4 times, 𝑈2 and 𝑈3 have called Service 2, and 𝑈1 and𝑈3 call service 3. 𝑈4 and 𝑈2 call service 4, 𝑈1 and 𝑈5 call
service 5, and the historical information is as shown inTable 1.
For example, it is necessary to recommend potential services
to 𝑈2, which need to calculate the service calling similarity
between 𝑈2 and other four users. 𝑈3 and 𝑈4 have service
calling similarity with 𝑈2; 𝑈4 has only called Service 4; in
addition to Service 2, 𝑈3 also calls service 3; the potential
service for 𝑈2 is firstly to consider Service 3. Furthermore,𝑈3 and 𝑈1 have the service calling similarity; the historical
records of 𝑈1 include Service 1, Service 3, and Service 5; the
calling frequencies were, respectively, 6, 3, and 7; the potential
service recommendation for 𝑈2 would consider Service 5,
Service 1, and Service 3. Based on the similarity of service
calling, we can capture similar users and then select the
candidate services by the user’s service calling records.
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Service 1
Func: hospital

Freq: 9600

GoodRev: 980

BadFbk: 24

Invok1: 6

CorUsr: U1

Invok5: 4

CorUsr: U5

Service 2
Func: cook

Freq: 2339

GoodRev: 560

Feedback: 10

Invok2: 2

CorUsr: U2

Invok3: 3

CorUsr: U3

Service 3

Service 4 Service 5

Func: market

Freq: 56300

GoodRev: 7347

BadFbk: 6

Invok5: 5

CorUsr: U5

Invok1: 7

CorUsr: U1

Func: traffic 

Freq: 92511

GoodRev: 8703

Feedback: 190

Invok3: 7

CorUsr: U3

Invok1: 3

CorUsr: U1

Func: hotel

Freq: 14009

GoodRev: 2967

BadFbk: 26

Invok4: 10

CorUsr: U4

Invok2: 4

CorUsr: U2

Figure 1: Example of service call.

New users are needed to refer two indicators, one is the
recommended service calling ranking, and the other is user
ranking; select the Top-𝐾 users and services of candidate
users; then complete sorting. For new services, we consider
three indicators (one is user ranking about the overall fre-
quency of service calling) and complete Top-𝑀 user ranking
(another is service calling frequency), through the service
calling condition of users; we achieve the candidate users’
Top-𝑁 ranking.

According to the internal relationship of the trusted
service calling, it is not sufficient to establish the service
relationships among users. In the above example, this is more
important for the relevance of the services and the evaluation
of service users. In the popularity of social networks, people
like sharing their social experiences. Based on the users’
social relationships, we will define the calling and optimizing
strategies of candidate services, not only from the users’
social relationships while taking into account the user history
service calling behaviors and user relationships.

4. Trust Relationships Based
Calling Mechanism

About the service recommendation framework based on
social relationships, the whole business flow is shown in
Figure 2. First of all, according to the histories of service
calling and the trust relationships among users, the service
preferences of current active users would be learned. Second,
the similarities between the current users and other users
are calculated, and other users with similar preferences are
selected to serve the neighboring users. Third, according
to the service calling of neighboring users, the ranking of
the candidate services could be calculated. Finally, higher
ranking services are recommended to the current active
users.

4.1. Related Definitions. Before starting the work of this
paper, here we show several related definitions.
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Capture current possible 
user’s preferences

Service-invoked 
history records

Trust 
relationships 
among users

Calculate and 
get similar users

Calculate candidate services from 
history records of similar users

Calculate rank values of candidate 
services and pick out Top-k

Recommending services to the 
current active user

Recommending services to the 
current active user

Record the current active user’s
service-invoked information

Figure 2: Service recommendation based on user social relationship.

Definition 1 (service history record). In one service recom-
mendation system, there are 𝑚 users and 𝑛 services, which
are represented as 𝑈 = 𝑢1, 𝑢2, . . . , 𝑢𝑚 and 𝑆 = 𝑠1, 𝑠2, . . . , 𝑠𝑚.
When one user is calling a service, according to the demand
target, he completes the classification of services, so 𝑢𝑖 about
a service calling historical records can be represented as ℎ𝑠𝑖 =(𝑠𝑖1, category𝑗, rate𝑖1); the user’s service historical records are
shown as𝐻𝑆𝑖 = (𝑙𝑠𝑖1, 𝑙𝑠𝑖2, . . . , 𝑙𝑠𝑖𝑘). 𝑠𝑖1means that 𝑢𝑖 has called𝑠1; category𝑗 represents the functional category of service;
rate𝑖1 represents the evaluation rate of 𝑢𝑖 about 𝑠1.
Definition 2 (trusted relationship of users). There are two
types of trust relationships between users: explicit and
implicit. Explicit trusted relationships mean that the user
can clearly recognize the trusted relationship between users,
because stable cooperative relationships in a certain period of
time and social relationships could be trusted and expressed
as 𝑢1 ∝ 𝑢2, which means 𝑢1 trusts 𝑢2; there is mutual
trust between 𝑢1 and 𝑢2, expressed as 𝑢1∞𝑢2. For the
implicit trusted relationships, through mining service calling
similarities or the historical calling records, we determine
that 𝑢1 provides a good reference for 𝑢2. The combination of
implicit trust and explicit trust can be used to characterize the
trusted relationships among users.

Definition 3 (user service preference vector). The service
preference vector of 𝑢𝑖 is used to represent the user’s pref-
erence classification for service calling, which is represented

as 𝑝𝑉𝑖 = ⟨category1, category2, . . . , category𝑝⟩, and 𝑝 is the
number of classification.

4.2. Construct Service Preference Vector. Based on the above,
we can initialize the service preference vector, that is, to
initialize the classification of services. Given 𝑢𝑖, modeling 𝑝𝑉𝑖
includes the following steps: first, search all historical calling
services, obtain the historical calling records 𝑙𝑠𝑞 of 𝑠𝑞, learn𝑙𝑠𝑞, and get category of 𝑠𝑞, until realizing all category of 𝐿𝑆𝑖.
Second, category of 𝑝𝑉𝑖 is increased by 1, iteratively. Third,
if there is no user calling information, but trusted service
preference vector and 𝑝𝑉𝑖 are needed to merge together, the
calculation formula is expressed as

𝑝𝑉𝑖 = 𝑝𝑉𝑖 + 𝜇 ∑
𝑘∈𝑈𝑖

𝑝𝑉𝑘. (1)

𝜇 (0 < 𝜇 ≤ 1) is a balancing factor used to balance the
influences of the user’s service preference vector; 𝑈𝑖 is a
collection of other users trusted by 𝑢𝑖.
4.3. Similarity between Users. About the key step to calculate
the demand preferences between users, we use Euclidean
distance to measure the similarity; the calculation formula is

sim (𝑢𝑖, 𝑢𝑗) = √ 𝑝∑
𝑘=1

(𝑝𝑉𝑖𝑘 − 𝑝𝑉𝑗𝑘)2. (2)
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Euclidean distance is a common distance definition function
that can approach the real distance between points in 𝑛-
dimensional space. 𝑢𝑖 represents the current demand user, 𝑢𝑗
are the other trusted users of 𝑢𝑖, 𝑢𝑗 ∈ 𝑈𝑖.
4.4. Ranking of Candidate Services. After the calculation of
the similarity of the demand preferences between the current
user and other users, it is necessary to calculate the ranking
of the candidate services; the corresponding services’ scores
are needed for calculating In order to calculate the similarity
of demand preferences, we first retrieve the history service
calling records of each similar user and select the services that
the current user has not yet called. Second, using formula (3)
calculates the ranking:

𝑟𝑠𝑠𝑘 = ∑
𝑗∈set𝑠𝑘

(sim (𝑢𝑖, 𝑢𝑗) × rate𝑢𝑗→𝑠𝑘) . (3)

𝑠𝑘 ∈ ((⋃𝑗∈𝑇𝑢𝑖 𝐻𝑆𝑗) − 𝐻𝑆𝑖), 𝑇𝑢𝑖 is the trusted friend set of the
current user, set𝑠𝑘 is the user set that calls 𝑠𝑘, and rate𝑢𝑗→𝑠𝑘
is the evaluation rate of 𝑠𝑘 by 𝑢𝑗. Third, the classification of
the candidate services is completed according to the demand
preference category of services, and the service with high
ranking is recommended to the current user.

5. Recommended Optimization Algorithm

By learning the history records of services, we can obtain
the trusted user social relationships and establish sensitive
service preferences. Because different users have different
preferences, which have different tolerance, we need to
consider the social relationship intensity of users.

In this part, we integrate the trusted social relationships
and the service recommendation algorithm by introducing
the trusted social relationships into the recommendation
process. To verify the effectiveness of the proposed algo-
rithm, recall, precision, 𝐹-Measure, and ranking are as the
evaluation parameters, and we select UserCF, ItemCF, Hits,
Reputation, and PageRank as the compared algorithms.

We select WSDream-WSDL Dataset that comes from
a famous business platform and could provide reliable
consumer goods records, valuable user opinions, sugges-
tions, and profound product evaluation and personalized
recommendation. In the experiment, we capture the relevant
records of the data set, including the users’ trusted social
relationships, user comments, and feedback.

Trusted social relationships of other users are constructed
based on the trusted records of the active users, including
service reviews and rankings, which are captured through
the continuous search and demonstration. According to the
trusted social network, the service platform predicts which
records are useful.Therefore, users can easily find the services
they need on the service platform. About WSDream-WSDL
Dataset, we crawled 100809 services and 788904 relation-
ships, in the establishment of the topological relationships,
service is corresponding nodes, and the relationships are
corresponding edges.

Users review services that are purchased and used, so
the users can provide more valuable service records that are

Table 2: Two types of service resources.

Recommended Unrecommended
Comment Correct Hits (CH) inCorrect unHits (iCuH)
Uncomment inCorrect Hits (iCH) Correct unHits (CuH)

generally divided into four types: very useful, useful, and
basically useful, useless, given four grades: 3, 2, 1, and 0.

5.1.Metrics. Service recommendation is to produce a ranking
list of Top-𝑘; recommendation results are based on service hit
rate and the ranking; themetrics include recall rate, precision,𝐹-Measure, and ranking.

(1) Recall Rate. Service recommendation involves two types
of service resources: commented and not commented; these
two types are also involved in the activities of the recom-
mendation of the two categories: recommended and not
recommended (that is shown in Table 2). Recall rate (RR)
means that the correct hit ratio of services is commended by
users and expressed as

RR = value (CH)
value (CH) + value (iCuH) . (4)

(2) Precision. Precision is the percentage of correct hit
service and all predictable candidate services, including
new candidate services and services that had the historical
comments that cannot care whether or not the services are
recommended. Precision rate (PR) is expressed as

PR = value (CH)
value (CH) + value (iCH) . (5)

(3) 𝐹-Measure. 𝐹-Measure is the measure accuracy of data
statistics. It considers recall rate and precision rate; that is to
say, it is the weight average of recall rate and precision, the
best value is 1, and the worst is 0. Its formula is shown as

𝐹-Measure = 2 × RR × PR
RR + PR

. (6)

Recall that precision and 𝐹-Measure are used to measure
the correlation and coverage of recommending services to
potential users; recall and precision are indicators of potential
competition, 𝐹-Measure is the harmonic mean of recall and
precision and can provide the performance of a single index
measure to balance the defects of recall and precision.

(4) Ranking. There are a number of ways to evaluate the
ranking of service recommendation, which is used to evaluate
the recommended weight of the candidate services. For
one service demand user, there are two service lists that
have similar recommended set and the same recommended
performances (such as recall, precision, and 𝐹-Measure); if
the subscript of recommended service is smaller than others
in another list, we will recommend the service with smaller
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subscript, because smaller subscript means the high ranking.
The ranking is calculated by the following formula:

Rank

= 100
× ∑𝑐 Rank𝑐∫
𝑐
Rankmax
𝑐

(Rank = ∑
𝑗

𝑞𝑐𝑗2 (𝑗 − 1) / (ℎ − 1)) .
(7)

𝑗 is the subscript of ranking, ℎ is a balance coefficient, 𝑐
is the service demand user, 𝑞𝑐𝑗 = {1, If 𝑗 is in candidate
service set; 0,Otherwise}, and 𝑅𝑆max

𝑐 is the max ranking of
the recommended services list for 𝑐.
6. Experiment Implementation and
Simulation Evaluation

In the experiment, user comments and feedback of service
set are divided into training set and validation set according
to time stamp. The time stamp is based on the rule that the
training set scale is equal to the scale of the validation set. So
two data sets are tested, respectively. The balance coefficient
is introduced into the calculation process of recall, precision,𝐹-Measure, and ranking, in order to test the effect of service
calling. We define this balance coefficient for arithmetic
distance which is 0.2; if Top-𝐾 of service recommendation is
set to 10, the number of users with similar services is 50; the
experimental result is shown in Figure 3; the abscissa stands
for 𝜇; we can see that the four algorithm performancemetrics
will increase with the balance coefficient increased, when
the 𝜇 reaches 1, four performance parameters basically reach
the maximum, and the historical service calling will affect
the parameters, the more the historical service calling is, the
better the parameters will be. Our service recommendation
optimization algorithm is based on the historical preferences
and potential preferences, so in the following experiments, 𝜇
will be set as 1.

6.1. Trusted Service Recommendation Algorithm. Based on
trusted service calling, adaptive recommendation is effec-
tively realized. Here we give the relevant definitions and
algorithm process; our algorithm is named TSRSR (trusted
service relationship based service recommendation). First,
the parameters of the algorithm are given, as shown in
Notations.

Through several iterations, TSRSR algorithm gets the
recommendation results, TSRSR gets a target user 𝑢0 in the
first iteration, the 𝑘th iteration, and implementation process
will arrive at a node 𝑢. If 𝑢 has the ranking of 𝑠, the ranking of𝑠 for 𝑢 is final result; in other cases, the iterative process has
the following characteristics.(1) TSRSR algorithm will end at 𝑢 whose probability is𝜑𝑢,𝑠,𝑘, based on 𝐹𝑢(𝑠𝑖); it selects 𝑠𝑖 from 𝑅𝑆𝑢. The ranking of 𝑠𝑖
for 𝑢 is the iterative result. 𝜑𝑢,𝑠,𝑘 is calculated by

𝜑𝑢,𝑠,𝑘 = max
𝑠𝑖∈𝑅𝑆𝑢

sim 𝑆 (𝑠𝑖, 𝑠) × 11 + 𝑒−𝑘/2 . (8)
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Figure 3: Effect of 𝜇 on performance parameters.

sim 𝑆(𝑠𝑖, 𝑠) is the similarity formula of 𝑠𝑖 and 𝑠. The Sigmoid
function of 𝑘 can provide values between 0 and 1. The
similarity of two services is calculated as

sim 𝑆 (𝑠𝑖, 𝑠𝑗) = 𝑠𝑖 ⋅ 𝑠𝑗𝑠𝑖 ⋅ 𝑠𝑗 . (9)

The probability formula that 𝑠𝑖 is selected and recommended
to 𝑢 is represented as

𝐹𝑢 (𝑠𝑖) = sim 𝑆 (𝑠, 𝑠𝑖)∑𝑠𝑗∈𝑅𝑆𝑢 sim 𝑆 (𝑠, 𝑠𝑗) . (10)

(2)On the contrary, based on the probability of 1 − 𝜑𝑢,𝑠,𝑘,
TSRSR algorithm will carry on the corresponding iterations.
A user is selected from the user set as the target node V
for the next iteration, and the user is directly trusted by the
current user 𝑢. In a trusted relationship, whether or not V is
selected, similar demand users can be calculated according to
the formula

𝐸𝑢 (V) = tr (𝑢, V)∑𝑥∈𝑇𝑈𝑢 tr (𝑢, 𝑥) . (11)

Among them, tr(𝑢, V) is the trust correlation degree between
users [8]; the trust correlation degree ensures that each
iteration of the algorithm can select other trusted users whose
demands are similar to the current user.

The implementation process segment of TSRSR algo-
rithm is described as Algorithm 1.

Figure 4 is an implementation result of TSRSR algorithm;
there are seven user nodes in the graph; the weight of each
edge represents 𝐸𝑢(V). Assume 𝑠3 is recommended to 𝑢1. In
the first step, if 𝐸𝑢(𝑢3) is relatively large, 𝑢3 may be selected
as the target user node. If the ranking of 𝑠3 is 𝑟 for 𝑢3, 𝑟 is the
result of the algorithm implementation. Otherwise, as long
as the conditions of the algorithm are not satisfied, it would
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Input: 𝑈 //User set𝑆 //Service set𝑅𝑀 //Rating Matrix𝑤𝑈𝑆𝑁 //weighted User Social Network𝑢0 //Target User𝑡𝑠 // to be recommended target service
Output: 𝑝𝑅 // predicted Rating(1) Set 𝑘 = 1; // Number of iterations for service selection(2) Set 𝑢 = 𝑢0 //𝑢0 as the initial node(3) Set max − iteration = 7 //The maximum number of iterations is set 7(4) Set 𝑝𝑅 = 0(5)While (𝑘 ≤ max − iteration){(6) V = selectUser(𝑢) //According to 𝐸𝑢(V), V in 𝑇𝑈𝑢 is selected as the next the next iterative target(7) If (V has rated 𝑠){(8) 𝑟 = 𝑟𝑢,𝑠(9) Return 𝑟(10) }(11) Else {(12) If (random(0, 1) < 𝜑𝑢,𝑠,𝑘 ‖ 𝑘 == max − iteration)(13) // Stop at current node(14) {(15) 𝑠𝑖 = selectService(𝑢) //According to 𝐹𝑢(𝑠𝑖), 𝑠𝑖 is selected from 𝑅𝑆𝑢(16) 𝑟 = 𝑟𝑢,𝑠𝑖(17) Return 𝑟(18) }(19) Else 𝑘 + +(20) }(21) }(22) Return 𝑟

Algorithm 1: TSRSR (trusted service relationship based service recommendation).
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Figure 4: Example of TSRSR algorithm implementation.

continue to iterate. In the second step, 𝑢5 is selected; the
process of selection will retrieve whether or not the ranking
of 𝑠3 is denoted by 𝑢5. If the iterations end, but 𝑢5 has no
complete ranking of 𝑠3, highest similar services are selected
from the service ranking top of 𝑢5. The probability of each
service is obtained according to 𝐹𝑢(𝑠𝑖), and the ranking of the
selected service will be the output of TSRSR.

6.2. AlgorithmPerformance Comparison. In order tomeasure
the performances of TSRSR, in this section, we will select five
compared approximate service recommendation algorithms,

respectively, UserCF, ItemCF, Hits, Reputation, and PageR-
ank, and the scale of Top-𝐾 is set to 5, 10, 15, and 30. Figure 5
shows the experimental simulation results; we can see that
the TSRSR is superior to other algorithms, and the ranking
verification shows that the TSRSR is more conducive to the
current demand users to trigger the recommended services.

Figures 5–8 show the results of the five algorithms on
the performances, from which we can get the performances
of TSRSR. At the same time, Figure 8 indicates that the
social trust model can be triggered and invoked earlier by the
current demand users.
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Figure 6: 𝐹-Measure.

7. Conclusion

This paper proposes a recommendation algorithm TSRSR;
before algorithm is constructed, the trusted service relation-
ships are modeled and calling rules were designed, which
realized the integration of historical preferences and potential
preferences that is used in WSDream-QoS Dataset with a
large scale; then we complete the comparison of approximate
algorithms. Through a series of experiments, TSRSR in ser-
vice recommendation achieved good performances and had
obvious advantages in the recall rate, precision, 𝐹-Measure,
and ranking.

In the following work, we will focus on the following
questions: (1) integration of explicit and implicit trust social
relationship model; (2) construction of the autonomous
learning model of service user preferences and application.
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Notations

𝑟𝑢,𝑠: Ranking of 𝑠 for 𝑢𝑝𝑢,𝑠: Potential recommended ranking of 𝑠 for 𝑢𝜑𝑢,𝑠,𝑘: Probability of 𝑠 in Top-𝐾 of recommended
list for 𝑢𝑇𝑈𝑢: Other user sets trusted by 𝑢𝐸𝑢(V): Probability of V as the candidate
approximate user in 𝑇𝑈𝑢 for 𝑢

sim 𝑆(𝑠𝑖, 𝑠𝑗): Similarity between 𝑠𝑖 and 𝑠𝑗𝑅𝑆𝑢: Historical service set recommended to 𝑢𝐹𝑢(𝑠𝑖): Recommended probability of 𝑠𝑖 in 𝑅𝑆𝑢.
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As information technology develops, cloud storage has been widely accepted for keeping volumes of data. Remote data auditing
scheme enables cloud user to confirm the integrity of her outsourced file via the auditing against cloud storage, without downloading
the file from cloud. In view of the significant computational cost caused by the auditing process, outsourced auditing model is
proposed to make user outsource the heavy auditing task to third party auditor (TPA). Although the first outsourced auditing
scheme can protect against the malicious TPA, this scheme enables TPA to have read access right over user’s outsourced data,
which is a potential risk for user data privacy. In this paper, we introduce the notion of User Focus for outsourced auditing, which
emphasizes the idea that lets user dominate her own data. Based on User Focus, our proposed scheme not only can prevent user’s
data from leaking to TPA without depending on data encryption but also can avoid the use of additional independent random
source that is very difficult to meet in practice. We also describe how to make our scheme support dynamic updates. According to
the security analysis and experimental evaluations, our proposed scheme is provably secure and significantly efficient.

1. Introduction

In recent years, cloud computing has triggered profound
technology changes in the field of information industry,
promoting the rapid development of IoT (Internet of things)
and big data that have gained so much attention in our daily
social and economic activities [1]. As one of the vital services
of cloud computing, cloud storage offers many attractive
advantages, including the location-independent resources,
ubiquitous network access, and on-demand storage space [2],
motivating more and more enterprises and individuals to
outsource their own data to cloud. Benefiting from the big
data that is gathered together into the cloud, all kinds of data-
driven techniques, such as data mining [3, 4] and data signal
processing [5, 6], can be deployed upon the cloud storage
environment to play their effective roles for creating more
information wealth.

Despite that fact that many potential gains can be
achieved based on the cloud storage, there also exists new
threats from the cloud user’s point of view. After user uploads
all of her own data to cloud, one of the most pressing issues

for user is how to verify the integrity of outsourced data
stored at remote cloud side. Note that user loses the physical
possession over her data in the context of data outsourcing,
so it is clearly not feasible to directly apply traditional local
data verification techniques that require access to the entire
data, since both user and cloud servers cannot afford the
heavy communication cost of frequently transferring all
the outsourced data across a network to perform the data
integrity verification. In this case, a variety of remote data
auditing schemes [7–23] are designed, which can support
the periodic integrity verifications upon outsourced data
and simultaneously avoid transferring all these data for
the minimum communication overhead. In addition, as an
important feature to further reduce the burden on the user,
public auditing is first proposed by Ateniese et al. [7] and
has been adopted extensively by the subsequent improved
schemes [13–22], which enables a third party auditor (TPA)
to audit cloud servers on behalf of user for ensuring the
outsourced data integrity. Nonetheless, happiness will not
come so easily. When TPA is introduced, the following
security risk arises.
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Malicious TPA. TPA is considered as a trusted (or semit-
rusted, i.e., honest but curious) entity who cannot violate the
auditing protocols in existing public auditing schemes [13–
22]. But actually TPA might be untrusted [23]. Obviously, if
the irresponsible TPA is lazy and does nothing, there is no
difference between entrusting a malicious TPA and casting
away all prior public auditing schemes for user.

In order to protect against the above malicious TPA,
Armknecht et al. [23] first presented the outsourced auditing
scheme Fortress to achieve this goal. Meanwhile, Fortress
can protect the honest TPA from a malicious user, which is
also a potential security issue that has not been considered
in existing public auditing models. However, during the data
preprocessing step, Fortress enables TPA to have read access
right over the whole user’s outsourced data in cloud, which
is a significant limitation for practical applications. On the
one hand, since Fortress exposes all outsourced data to TPA,
in Fortress the only way for data privacy protection against
curious TPA is to encrypt user’s files before outsourcing.
Nevertheless, as shown in [13, 14], although data encryption
alone is an approach to relieve the privacy concern in cloud
storage, encryption itself is often not enough to prevent user’s
data from leaking to TPA during the auditing process. On the
other hand, in the era of big data, user’s outsourced data is
one kind of core business assets of CSP [15], which means the
wealth and the future for CSP.Thus, CSP is selfish and has no
incentives to reveal user’s outsourced data to TPA under any
circumstance. Besides, user is also often reluctant to expose
her data to a third party [24]. In this case, for the various
online cloud storage applications (e.g., online videos) where
user cannot encrypt her data prior to outsourcing and only
resorts to CSP to protect against outsourced data leakage, it is
clearly that the direct extension of Fortress upon these online
applications is impractical, since the design of revealing
outsourced data to TPA is inevitable in Fortress. Therefore, it
is necessary for an outsourced auditing scheme to include the
privacy-preserving mechanism that is independent of data
encryption to defend against curious TPA.

Furthermore, Fortress argues that the challenges for
auditing cannot depend on any of the involved three entities
since they might be malicious. So Fortress requires the aid
of additional independent random source to produce the
secure challenges for protecting against any malicious entity.
However, as shown in [25], under the environment of cloud
storage, the requirement of additional independent servers
is already a strong assumption that is very difficult to meet
in commercial contexts, and thus the similar assumption of
requiring additional independent random source in Fortress
is the same situation.

To address the above problems, in this paper, we intro-
duce for outsourced auditing model a novel notion User
Focus, which emphasizes the idea of restoring user’s data
autonomy lost in cloud storage setting. As shown in Sections
2.2 and 2.3, User Focusmeans to let user control all challenges
throughout the process of outsourced auditing, avoiding
the limitation of introducing the additional bitcoin pseudo-
random source for generating challenges as in existing
Fortress scheme. Furthermore, the user’s autonomy enabled
by User Focus is also reflected in that the data only needs

to be preprocessed by user herself, avoiding the unfavorable
situation in Fortress that TPA must fetch all user’s data from
cloud for initialization. With introducing User Focus, we
propose an efficient and secure outsourced auditing scheme,
which not only can defend against any malicious entity
but also can protect user’s outsourced data from curious
TPA without depending on data encryption. In general, the
contributions of this paper can be summarized as follows.(1) By empowering user to play the leading role, we
propose a formal User Focus outsourced auditing model
along with the security definitions, which do not depend on
any additional pseudo-random source. Our model extends
the model of Fortress and takes into account the problem of
preserving user’s data privacy when introducing TPA, which
is not covered in Fortress.(2) Based on our proposed model, we design a concrete
User Focus outsourced auditing scheme, the security ofwhich
is analyzed. Although the notion of User Focus empowers
user to generate the challenges, it does not mean that a
malicious user can do whatever she wants to do, since
our scheme can also defend against the malicious user. In
addition, under the environment of outsourced auditing, our
scheme can enable user to predefine enough challenges for
avoiding keeping user online all the time and also support the
dynamic data updates by relying on the MHT authenticated
data structure.(3) Our scheme applies the RSA public key cryptogra-
phy rather than the symmetric cryptography technology as
utilized in Fortress and thus enables TPA to complete his
preparatory work for auditing without requiring access to
user’s outsourced data at cloud side, which solves the signifi-
cant performance problem faced by Fortress. We evaluate the
run time of our scheme through concrete implementation
when compared to Fortress. The evaluation results show
that our solution is promising according to the improved
performance.

The rest of this paper is organized as follows: Section 2
introduces the notion of User Focus and extends the out-
sourced auditing model along with the security definitions.
In Section 3, we propose the User Focus outsourced auditing
scheme, followed by the security analysis. In Section 4, the
concrete algorithms for supporting dynamic updates are
described. Section 5 gives the implementation results with
the performance evaluation. Section 6 overviews the related
work. Finally, Section 7 gives the concluding remark of this
paper.

2. Problem Statement

In this section, we introduce the notion of User Focus, which
should be an important requirement for user in the setting
of storage outsourcing.Then we propose a formal User Focus
outsourced auditing model and the corresponding security
definitions.

2.1. Outsourced Auditing for Cloud Storage. Various remote
data auditing schemes [7–23] provide a cloud user the ability
of confirming that her outsourced data is intact at the cloud,
with the advantage that it is no need to fetch the data from
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cloud. The private auditing schemes [8, 12] only include
two entities: a user and CSP, where user has to audit CSP
regularly by herself to ascertain that CSP holds the stored
data all the time. In view of user’s limited resources and
the expensive computation cost incurred by the frequent
audits, the public auditing schemes are proposed [13–22],
which introduce a trusted TPA to perform the above auditing
task. By employing TPA, user is alleviated from the auditing
burden. However, trusted TPA is just an ideal hypothesis in
real world.

Based on the prior auditing solutions, the first outsourced
auditing scheme [23] is proposed to defend against the
malicious TPA. Compared with the public auditing model,
although there are also three entities included in outsourced
auditing setting, the major difference is that anyone of the
three entities might be dishonest, as described as follows:

(i) User might be a dishonest entity, who uploads her
data to the cloud servers. User needs to remotely
update outsourced data as necessary. And user might
maliciously deny the fact that the auditing work
performed by TPA against CSP is correct for claiming
compensations from TPA.

(ii) CSP might be a dishonest entity, who is the owner of
cloud servers (so CSP and the cloud servers are not
distinguished in our paper), holding a large amount
of resources to store and maintain outsourced data.
CSP might try to cheat on auditor when data loss or
data corruption occurs in cloud.

(iii) TPA might be a dishonest entity, who has capabilities
and expertise, on behalf of user, to regularly audit
CSP for confirming the intactness of user’s data in
cloud. But TPA might be lazy and fail to perform the
auditing task required by user. In addition, TPAmight
be curious and try to deduce user’s outsourced data
during performing his auditing task against CSP.

2.2. User Focus. “Customer Focus” is a marketing term that
means keeping customer in mind and bringing customer
the good experience of services. Clearly, “The customer is
a God” is not only the truth in business, but also a similar
situation in our cloud storage environment, where the user
is the targeted customer of CSP and all kinds of auditing
solutions. User experience is a determining factor signifying
whether an auditing scheme is accepted or not in practice.
If user experience of a scheme is poor, no matter whatever
sophisticated technology is adopted, it is impossible for this
scheme to get a practical application widely.

In spite of various auditing schemes that are proposed to
cover many critical issues, but user experience is ignored. On
the one hand, whichever of the private auditing schemes is
based on the design that the auditing protocol needs to be
frequently executed by user, resulting in the nonnegligible
computation overhead at user side.Obviously, this is a terrible
experience for user who just holds limited resources, such
as smartphone. On the other hand, within public auditing
schemes, the assumption of a “trusted” TPA is also a bad
experience for user, since it is impractical for every ordinary
user to find an idealistic “trusted” TPA.

Note that the purpose of remote data auditing is to
provide user with amechanism for confirming the security of
her outsourced data. Here, user is regarded as the demander.
Therefore, user ought to be put at the center when designing
the auditing scheme, and her experience should not be
ignored. For this reason, we introduce the notion of User
Focus, which is defined as follows:

User is the initiator of the auditing protocols and
controls all the challenges, who can timely receive
the exception message of her outsourced data
without frequently working, since both CSP and
TPA have to frequently provide all proofs around
user’s needs.

We stress that User Focus does not mean a malicious
user can do whatever she wants. As shown in Section 3.2.5,
although user controls all the challenges, our scheme can
still ensure the security for honest TPA to defend against the
malicious user.

Actually, the essential concept of cloud services is the
centralized management of user’s data in cloud, which casts
a psychological shadow on user. To save the storage space or
availably access data without restriction of time and location,
user is required to outsource her data to cloud, which means
that user is no longer able to physically possess all her data.
In other words, data outsourcingmakes user lose the physical
ownership and autonomy of her data, which is one of the
main obstacles for the application and promotion of cloud
storage.

When outsourcing data to cloud is inevitable, the notion
of User Focus can make user step out of the psychological
shadow brought by cloud storage, enabling user to enjoy
cloud services more confidently. User Focus expresses the
idea that let user dominate her own data, which is realized
in our model by the way that “the gain offsets the loss.” By
empowering user to gain the control right of challenges, user
gets back the autonomy that is lost after data outsourcing and
is able to proactively check the intactness of the specific data
just by adjusting challenges, which can bring user the feeling
that there is really no difference for intactness assurance
between her data stored in local disks and outsourced in
cloud, since everything is under control from the user’s
perspective. Apparently, User Focus will be an attractive
property for user. Especially when our proposed scheme is
implemented as a cloud service and CSP hopes that this
service can be broadly accepted by potential customers, User
Focuswill be a fascinating feature to persuade every customer
to try this cloud service.

2.3. User Focus Outsourced Auditing Model. Now, we begin
with the description of User Focus outsourced auditing
model, as shown in Figure 1. To avoid the considerable
user online direct interactions during the frequent TPA’s
auditing against CSP, user will pregenerate enough challenges
which can support running the auditing protocol for ages.
Since the size of a challenge can be very small (e.g., only
88 bytes for a challenge as shown in Section 5), all these
pregenerated challenges can be stored in user’s email box
(e.g., only 8.5MB email box memory is required for storing
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Figure 1: User Focus outsourced auditing architecture.

100,000 pregenerated challenges). In this case, after user
uploads her data to cloud and delegates the auditing work
to TPA, based on the built-in timer of email box, each
challenge will be periodically issued from user’s email box
to automatically trigger TPA’s auditing against CSP without
involving user herself. Furthermore, TPA must produce the
corresponding log when he finishes each auditing against
CSP. Based on the contract established by three entities, TPA
has to immediately inform user (e.g., gives user a phone call)
as soon as any exceptional situation about user’s outsourced
data is detected. If TPA is lazy and hence does not find
out the data corruption happening upon the challenged data
blocks, once user launches her auditing to TPA by checking
TPA’s logs, the lazy TPA will be identified with deterministic
evidence. Finally, when all the pregenerated challenges are
exhausted, user will add the new challenges to her email box.
However, note that such operation for adding challenges and
the auditing against TPA’s logs are only rarely executed by
user, so user can go offline most of the time throughout our
model.

In contrast to existing outsourced auditing model of [23],
one major difference in our model is that the notion of User
Focus is introduced, enabling user to play the leading role
on her outsourced data with minimal effort. So user is the
only one who can possess the additional secret key, besides a
signing key pair, to preprocess the data. Based on themodern
legal society with the spirit of contract, ourmodel can achieve
that not any honest entity will be wronged and that any
malicious entity can be captured. More specifically, User
Focus outsourced auditing model consists of five protocols
Setup, Preproccess, AuditCSP, AuditTPA, and IdentifyMalice,
which are described as follows.

(1) The Setup Protocol. For each involved entity, this ran-
domized protocol produces a public-private key pair used
for signing subsequently. For simplicity, we always imply that
every entity uses as inputs its own private key and the public

keys of the other entities. Moreover, user randomly generates
the secret key 𝑆𝐾𝑇𝑎𝑔, whichwill be used to preprocess the data
before uploading it to cloud servers.

(2) The Preproccess Protocol. This randomized protocol,
launched by user, takes as input user’s secret key 𝑆𝐾𝑇𝑎𝑔 and
a file F owned by user. The output F̃ := {F, (Ψ, 𝜏)} marks the
outsourced data that will be uploaded to CSP. Observe that
F̃ should include not only the file F, but also some metadata(Ψ, 𝜏).The role of metadata is reflected in three aspects which
(i) enables TPA to frequently verify the response from CSP,
(ii) prevents TPA from deducing any data information of
the file F for privacy-preserving, and (iii) enables user to
effectively audit the log files produced by TPA about his past
auditing work. Formally, the following holds:

𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑐𝑒𝑠𝑠: [𝑈𝑠𝑒𝑟 : 𝑆𝐾𝑇𝑎𝑔, F] → [𝑈𝑠𝑒𝑟 : F̃] . (1)

Furthermore, three entities need to agree on the financial
contract that defines their respective liabilities and liqui-
dated damage, as well as the system parameters set Γ that
will be used throughout the outsourced auditing scheme.
Let 𝐴𝑔𝑟𝑒𝑒[E1,E2, [𝐷]] denote that both entities E1 and E2

establish agreement on the data𝐷.Then the contract consists
of three agreements as follows. Formally,

𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑐𝑒𝑠𝑠: 𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡 [𝑈𝑠𝑒𝑟, 𝐶𝑆𝑃, 𝑇𝑃𝐴]
→ [𝐴𝑔𝑟𝑒𝑒 [𝑈𝑠𝑒𝑟, 𝐶𝑆𝑃, [F̃, Γ]] ;
𝐴𝑔𝑟𝑒𝑒 [𝐶𝑆𝑃, 𝑇𝑃𝐴, [Ψ, Γ]] ;
𝐴𝑔𝑟𝑒𝑒 [𝑈𝑠𝑒𝑟, 𝑇𝑃𝐴, [Ψ, Γ]]] .

(2)

If all the above agreements succeed, the Preproccess
protocol runs to completion, meaning that F̃ is outsourced
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and the contract is established by three entities. At last, user
deletes F̃ from local.

(3) The AuditCSP Protocol. This protocol is launched by a
challenge C, which is generated from user and sent to both
CSP and TPA with user’s signature. After receiving C, CSP
takes F̃ as input and TPA takes (Ψ, Γ) as input, running this
protocol, respectively. At the end, TPAmust produce a binary
valueD𝑇𝑃𝐴 that expresses whether CSP’s running results pass
his audit or not. If D𝑇𝑃𝐴 = 𝑁𝑂, TPA must immediately
report this exception to user. In addition, the auditing logΘ
corresponding to D𝑇𝑃𝐴 must be generated by TPA for each
challenge. Formally, the following holds:

𝐴𝑢𝑑𝑖𝑡𝐶𝑆𝑃: [𝑈𝑠𝑒𝑟 : C; 𝐶𝑆𝑃 : F̃; 𝑇𝑃𝐴:Ψ, Γ]
→ [𝑇𝑃𝐴 : D𝑇𝑃𝐴,Θ] . (3)

If D𝑇𝑃𝐴 = 𝑌𝐸𝑆, indicating that CSP passes TPA’s audit for
the current challenge, so user will not receive the emergency
report from TPA. Then after a certain time interval, this
AuditCSP protocol will be repeated again by a new challenge.

(4) The AuditTPA Protocol. As long as user wants to check
if TPA correctly executes AuditCSP protocol for all past
challenges, the AuditTPA protocol can be launched by user.
This protocol is a deterministic algorithm with one-time
process, which takes as input user’s secret key 𝑆𝐾𝑇𝑎𝑔, the
metadata Ψ, and the log files Θ stored by TPA. The output
for user is a binary value D𝑈𝑠𝑒𝑟 that is either 𝑌𝐸𝑆 or 𝑁𝑂.
D𝑈𝑠𝑒𝑟 = 𝑌𝐸𝑆 indicates that TPA is honest. Otherwise, TPA
is malicious. Formally,

𝐴𝑢𝑑𝑖𝑡𝑇𝑃𝐴: [𝑈𝑠𝑒𝑟 : 𝑆𝐾𝑇𝑎𝑔; 𝑇𝑃𝐴 : Ψ,Θ] → D𝑈𝑠𝑒𝑟. (4)

In practice, AuditTPA will be executed much less fre-
quently. If TPA is lazy when data loss occurs, once user
executes AuditTPA, the outputD𝑈𝑠𝑒𝑟 must be𝑁𝑂, which can
be taken as evidence for user to claim compensations from
TPA based on their financial contract. Since AuditTPA can
be launched without requiring the real-time output, user has
enough time to execute this protocol. To avoid the breach of
contract and financial penalties, TPA has to be honest all the
time.

(5) The IdentifyMalice Protocol. If all entities are honest,
this protocol is not necessary. This protocol will not be
invoked until any dishonest entity exists. IdentifyMalice is a
deterministic algorithm that models the scenario of “forensic
debate.” Various proofs about all the malicious activities can
be produced during the operations of previous protocols
in our model. As a way for the honest entity to claim
compensations or prove its innocence, all the proofs will be
presented with nonrepudiation and taken as input by the last
IdentifyMalice.

𝐼𝑑𝑒𝑛𝑡𝑖𝑓𝑦𝑀𝑎𝑙𝑖𝑐𝑒: [𝑒𝑛𝑡𝑖𝑡𝑦 : 𝑝𝑟𝑜𝑜𝑓𝑠] → D𝑒𝑛𝑡. (5)

The output D𝑒𝑛𝑡 is a binary value either 𝑌𝐸𝑆 or𝑁𝑂, indi-
cating whether the entity is honest or malicious. Obviously,

the existing of IdentifyMalice will provide deterrence against
all the possible misconducts. Since any malicious activity is
bound to be identified, to avoid the financial penalties or even
the legal liability, every involved entity has to be honest.

2.4. Security Definitions. For security, a User Focus out-
sourced auditing scheme should be correct and sound, simul-
taneously, supporting privacy protection against a curious
TPA. The definitions are explained as below.

Definition 1. The correctness of User Focus outsourced audit-
ing scheme requires that if all the involved entities are
honest, for all keys output by Setup protocol and for all files
F ∈ {0, 1}∗ and the corresponding F̃ output by Preproccess
protocol, TPA always accepts probability 1 at the end of each
AuditCSP protocol run and likewise the user at the end of
each AuditTPA protocol. In addition, the correctness can be
defined from another aspect that IdentifyMalice protocol will
never (i.e., with probability 0) be invoked, since if everything
goes well then none of the entities will abort for invoking the
last protocol.

To define the soundness of our model, we start by the
notion of liability in [23]. In contrast to the traditional
public auditing security models, providing security to TPA
is also an important aspect that should not be ignored in
outsourced auditing setting. Especially in situations where
some problems occur (e.g., the outsourced data has been lost
in CSP), TPA must not be blamed as long as he can prove
that he has fulfilled the auditing obligation according to the
protocols. Namely, by providing his log files, if TPA convinces
user with a high probability that he is taking over guarantees
about the service quality of user’s outsourced data, then TPA
is actually honest to finish his auditing task for each past
challenge against CSP. This is the definition of liability which
is formalized in [23]. Although the security model of [23]
splits the definition of soundness into two parts, extractability
and liability, we stress that the soundness of our User Focus
outsourced auditing model can be defined as a whole, since
liability becomes an intrinsic property and implicitly exists in
ourmodel without having to be proved for each instantiation.

More precisely, as shown in Section 2.3, throughout the
AuditCSP protocol, TPA does not use any secret key when he
performs his auditing work, which means that all operations
conducted by TPA are deterministic in AuditCSP protocol.
Firstly, the metadata Ψ and the public parameters set Γ
are confirmed by the contract after Preproccess protocol is
over. Secondly, the challenge C is individually generated
by user, which is incontestable for user because of her
signature.Therefore, TPA has no influence on all the involved
parameters that are applied to complete his auditing work.
The IdentifyMalice protocol can reconstruct the results that
should have occurred for TPA during each execution of
AuditCSP protocol and compare these results with TPA’s
logs to judge if TPA is lazy or not. Clearly, these results are
destined to be the objective and incontestable proofs once
the AuditCSP protocol is executed. For this reason, no matter
whether any malicious entity exists, a User Focus outsourced
auditing scheme is bound to produce the objective proofs



6 Security and Communication Networks

to protect a honest TPA who correctly performs his work,
while guaranteeing that any lazy TPA can be identified as
long as TPA’s logs do not conform to the objective proofs as
above.

In conclusion, ourmodel is naturally sound forTPA in the
case that TPA is honest, since honest TPA has been implicitly
protected from the malicious user. So in the following
we can define the soundness for User Focus outsourced
auditing scheme by excluding the situation that user is
corrupted.

Now, we start by using the similar game employed in
[23]. Firstly, given an adversary A who corrupts any entity
E ∈ {𝐶𝑆𝑃, 𝑇𝑃𝐴}. Subsequently, the adversaryA takes over the
role of corrupted entityE and plays the training gamewith an
environment as follows:

(1) By running the Setup protocol, the environment
generates all the public-private keys for the involved
entities and the secret key for user. The adversary A
obtains all the keys of the corrupted entity E.

(2) For learning the knowledge of various outputs pro-
vided to the corrupted entity E, adversary A adap-
tively interacts with the environment, which plays the
role of the honest entity. Given any file F, A can
request the execution of Preproccess protocol which
outputs the outsourced data F̃. Afterwards, A can
request the executions of AuditCSP and AuditTPA
protocols upon any above F̃ stored in cloud. All these
protocol executions can be arbitrarily interleavedwith
each other.

(3) Finally, after finishing all the learning, adversary A
outputs a challenge file F that should be stored and the
description of a cheating prover CP corresponding
to this file 𝐹.

The cheating proverCP is 𝜀-𝑎𝑑𝑚𝑖𝑠𝑠𝑖𝑏𝑙𝑒 if the probability
that the honest entity interacts withCPwithout aborting the
protocols is at least 𝜀. Here, the probability is over the coins of
the honest and malicious entities. To formalize the definition
of soundness, we adopt the notion of extractor algorithm
EA(⋅), which takes as inputs all the information provided to
the honest entity, and the description of the cheating prover
CP. The output of EA(⋅) is the file F. In particular, EA(⋅) is
given non-black-box access to the cheating prover CP and
can rewind it. Formally we have the following.

Definition 2. A User Focus outsourced auditing scheme is 𝜀-𝑠𝑜𝑢𝑛𝑑 with respect to any corrupted entity E ∈ {𝐶𝑆𝑃, 𝑇𝑃𝐴}
if there exists an extractor algorithm EA(⋅) such that, for any
honest entity establishing the contract on a file F̃ = {F, (Ψ, 𝜏)}
and interacting with the 𝜀-𝑎𝑑𝑚𝑖𝑠𝑠𝑖𝑏𝑙𝑒 cheating prover CP,
if the whole system remains running without being aborted
by honest entity, the extractor can recover F from CP with
overwhelming probability.

Based on the above definition, we can informally say that
if the 𝜀-𝑎𝑑𝑚𝑖𝑠𝑠𝑖𝑏𝑙𝑒 prover CP convinces the honest entity
with a sufficient level of probability, then the challenged data
is actually intact and extractable.

Moreover, since the user is often reluctant to reveal her
outsourced data to TPA, privacy protection is necessary, as
defined in the following.

Definition 3. A User Focus outsourced auditing scheme with
privacy-preserving requires that no matter what running
results are obtained by TPA during the operation of this
scheme, TPA cannot deduce any privacy information of user’s
outsourced file F—except possibly with negligible probabil-
ity.

3. The Proposed Scheme

In this section, based on the proposed model, we present a
concreteUser Focus outsourced auditing scheme, the security
of which is analyzed according to our security definitions.

3.1. Preliminaries. Given that the user wants to outsource her
file F to CSP. The file F can be seen as a set of n blocks:
F = {b1,b2, . . . , bn}. We first introduce several necessary
techniques, which are important under the environment of
remote data auditing.

Blockless Verification and Homomorphic Tags [7]. Blockless
verification technique enables verifier to audit if the cloud
servers possess certain file blocks, without having to retrieve
these actual file blocks from the cloud. Blockless verification
is essential since it is expensive and impracticable to retrieve
all specified file blocks for frequent audits. Homomorphic
tags canmeet the requirement of blockless verification. Given
two file blocks 𝑏𝑖 and 𝑏𝑗, along with their corresponding
homomorphic tags 𝜏𝑖 and 𝜏𝑗, then the combination of 𝜏𝑖 and𝜏𝑗 into a value 𝜏𝑖+𝑗 will correspond to the tag of the sum of
blocks 𝑏𝑖 and 𝑏𝑗.
Merkle Hash Tree (MHT) [26]. It is a kind of authenticated
data structure, which can be used to efficiently and securely
prove that, in a given set of elements, the value of each element
and the order of all elements are both undamaged. Based on
a collision-resistant cryptographic hash function H(⋅), MHT
can be constructed as a binary tree, by the rule that the
value of each parent node is defined as H(𝑙𝑒𝑓𝑡 𝑐ℎ𝑖𝑙𝑑 V𝑎𝑙𝑢𝑒 ‖𝑟𝑖𝑔ℎ𝑡 𝑐ℎ𝑖𝑙𝑑 V𝑎𝑙𝑢𝑒), where the leaf nodes are the hash values
of authentic file blocks. In order to realize the authentication
of each leaf node in MHT, Leaves Auxiliary Authentication
Information (LAAI) is defined as the siblings of the nodes on
the path from the leaf nodes to the MHT 𝑟𝑜𝑜𝑡. An example
of MHT is shown in Figure 2. Assume that auditor possesses
the 𝑟𝑜𝑜𝑡 and wants to authenticate the appointed leaf nodes
LN = {ℎ3, ℎ6} provided by the adversary. According to
the given 𝐿𝐴𝐴𝐼LN from adversary, auditor can computeℎ𝑏, ℎ𝑐, ℎ𝑒, ℎ𝑓 in order and finally computes 𝑟𝑜𝑜𝑡∗ = H(ℎ𝑒 ‖ℎ𝑓). If 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡, auditor accepts all the leaf nodes ofLN;
otherwise, it rejects them. In our paper, the order of leaf nodes
in MHT is treated from left to right. By following the given
order, any leaf node can be located and authenticated by the𝑟𝑜𝑜𝑡with its corresponding 𝐿𝐴𝐴𝐼. Obviously, all the leaves of
MHT can be authenticated just by the 𝑟𝑜𝑜𝑡.
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b1 b2 b3 b4 b5 b6 b7 b8

ℎ1

ℎa
ℎb ℎc ℎd

ℎfℎe

Root

ℎ2 ℎ3 ℎ4 ℎ5 ℎ6 ℎ7 ℎ8

H(b1) H(b2) H(b3) H(b4) H(b5) H(b6) H(b7) H(b8)

H(ℎ1 ‖ ℎ2) H(ℎ3 ‖ ℎ4) H(ℎ5 ‖ ℎ6) H(ℎ7 ‖ ℎ8)

H(ℎc ‖ ℎd)H(ℎa ‖ ℎb)

H(ℎe ‖ ℎf)

Figure 2: The MHT based on 8 file blocks. For the appointed leaf nodes setLN = {ℎ3, ℎ6}, the corresponding 𝐿𝐴𝐴𝐼LN = {ℎ4, ℎ5, ℎ𝑎, ℎ𝑑}.

3.2. Scheme Construction. Now, we detail the specifications
of User Focus outsourced auditing scheme, comprising five
protocols Setup, Preproccess, AuditCSP, AuditTPA, and Iden-
tifyMalice.

3.2.1. Design of Setup. For each entityE ∈ {𝑈𝑠𝑒𝑟, 𝐶𝑆𝑃, 𝑇𝑃𝐴}, a
corresponding public-private key pair (𝑝𝑘E, 𝑠𝑘E) is generated
for signature by executing the signature key generation
algorithm Sign Key(1𝑘). Based on these key pairs, the
secure communication links between any two entities can be
established and authenticated in terms of the Transport Layer
Security protocols.

In order to construct the homomorphic tags, the user
relies on the RSA algorithm to output the public key 𝑃𝐾𝑇𝑎𝑔 =(𝑁, 𝑒), where 𝑁 = 𝑝𝑞 is the product of two large primes 𝑝
and 𝑞; 𝑒 is a random large prime chosen by user. Let 𝑑 =𝑒−1 mod 𝜙(𝑁); then user obtains the private key 𝑆𝐾𝑇𝑎𝑔 =(𝑁, 𝑑). The 𝑃𝐾𝑇𝑎𝑔 will be sent to TPA, and 𝑆𝐾𝑇𝑎𝑔 is kept by
user as her secret.

3.2.2. Design of Preproccess. This protocol, comprising the
following four phases, is initiated and dominated by user who
holds the file F.

(1) GeneratingMetadata (Ψ, 𝜏).LetH : {0, 1}∗ → Z∗
𝑁 be a full-

domain hash. For each block {𝑏𝑖}1≤𝑖≤𝑛, user calculates ℎ𝑖 ←
H(𝑏𝑖) as the corresponding leaf node of MHT. When the leaf
nodes of all the blocks are generated, user can compute the𝑟𝑜𝑜𝑡 ofMHTΨ by iteratively hashing as shown in Section 3.1.
Note that user just needs to compute the 𝑟𝑜𝑜𝑡, so it is not
necessary for user to construct and store the whole MHT Ψ.

Then user randomly chooses a public element 𝑢 𝑅← Z∗
𝑁

and a secret element 𝑥 𝑅← Z∗
𝜙(𝑁) and computes 𝜔 ← 𝑢𝑥 mod𝑁. In terms of her secret key 𝑆𝐾𝑇𝑎𝑔 = (𝑁, 𝑑), for each block𝑏𝑖, user computes the corresponding tags 𝜏𝑖 ← (𝑢ℎ𝑖 ⋅𝜔𝑏𝑖)𝑑 mod𝑁. Let F̃ denote the processed file, described as follows:

F̃ fl {F = {𝑏𝑖} , 𝑙𝑒𝑎V𝑒𝑠 = {ℎ𝑖} , 𝜏 = {𝜏𝑖} | 1 ≤ 𝑖 ≤ 𝑛} . (6)

(2) Uploading F̃ to CSP. After receiving F̃ from user, for each𝑏𝑖 ∈ F, CSP recomputes ℎ∗𝑖 ← H(𝑏𝑖) and compares ℎ∗𝑖 with
the corresponding ℎ𝑖 ∈ 𝑙𝑒𝑎V𝑒𝑠. If ℎ𝑖∗ ̸= ℎ𝑖, which signifies that
there exists inconsistent data within F̃, thus F̃ will be rejected
by CSP at once. If F̃ passes CSP’s verification, based on all theℎ𝑖 ∈ 𝑙𝑒𝑎V𝑒𝑠, CSP can reconstruct the whole MHT, denoted byΨ𝐶𝑆𝑃 with 𝑟𝑜𝑜𝑡𝐶𝑆𝑃. After this, CSP uses its signature 𝑠𝑖𝑔𝑛𝐶𝑆𝑃
to respond to user as follows:

𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝐶𝑆𝑃 fl {(𝑟𝑜𝑜𝑡𝐶𝑆𝑃, 𝑛) ‖ 𝑠𝑖𝑔𝑛𝐶𝑆𝑃} . (7)

Upon receiving 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝐶𝑆𝑃, user verifies CSP’s signature
and then checks whether 𝑟𝑜𝑜𝑡𝐶𝑆𝑃 is equal to 𝑟𝑜𝑜𝑡 stored in her
local. If 𝑟𝑜𝑜𝑡𝐶𝑆𝑃 = 𝑟𝑜𝑜𝑡, indicating that the same MHT has
been constructed at CSP side, then user stores 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝐶𝑆𝑃
and sends out her acceptance to CSP. Otherwise, user aborts
the protocol.

(3) Authorizing TPA’s Auditing. When receiving the accep-
tance from user, CSP immediately sends all leaf nodes{ℎ𝑖}1≤𝑖≤𝑛 to TPA. Similarly, TPA also reconstructs the whole
MHT, denoted by Ψ𝑇𝑃𝐴 with the 𝑟𝑜𝑜𝑡𝑇𝑃𝐴 and sends his
response to user:

𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑃𝐴 fl {(𝑟𝑜𝑜𝑡𝑇𝑃𝐴, 𝑛) ‖ 𝑠𝑖𝑔𝑛𝑇𝑃𝐴} . (8)

User executes the same verification process for𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑃𝐴 as the way for 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝐶𝑆𝑃. If 𝑟𝑜𝑜𝑡𝑇𝑃𝐴 = 𝑟𝑜𝑜𝑡,𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑃𝐴 is accepted and stored in local by user. At last,
user sends the public key 𝑃𝐾𝑇𝑎𝑔 = (𝑁, 𝑒) to TPA, meaning
that the authorization of auditing CSP is provided to TPA.

It is worth mentioning that we make CSP, on behalf of
user, to transfer all leaf nodes of MHT to TPA in above
process. This is in order to reduce bandwidth cost of user,
who might have the limited bandwidth resource. We stress
that user does not have to be worried about any security issue
by this way. If malicious CSP tries to provide any false leaf
node to TPA, as long as the hash function H(⋅) preserves
the collision-resistant property, then 𝑟𝑜𝑜𝑡𝑇𝑃𝐴 will not be
equal to the 𝑟𝑜𝑜𝑡 at user side with overwhelming probability.
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Obviously, such unusual condition will be detected by user,
who will terminate the auditing authorization immediately.

(4) Agreeing on the Contract. A constant number 𝑙C needs
to be assigned by user for denoting the amount of chal-
lenged blocks during each TPA’s auditing to CSP. Let Γ :={𝑟𝑜𝑜𝑡, 𝑙C, 𝑛, 𝑢, 𝜔} denote the set of system parameters, which
is signed by user and sent to both CSP and TPA. Afterwards,
CSP and TPAmust respond to user with their own signatures
upon Γ, respectively, which means that all entities sign the
contract for reaching an agreement. Note that CSP and
TPA will store user’s signature 𝑠𝑖𝑔𝑛𝑈𝑠𝑒𝑟(Γ) in their locals,
respectively, to protect themselves from a dishonest user.

At last F̃ will be deleted from user side to complete this
protocol. Different from the corresponding Store protocol of
[23] that enables TPA to access the whole user’s outsourced
data in cloud, throughout our Preproccess protocol TPA can
only obtain from CSP the hash values of file blocks, which
contributes to protecting user’s data privacy from the curious
TPA in the context of no encryption upon the outsourced
data.

3.2.3. Design of AuditCSP. When each pregenerated chal-
lenge is released from user’s email box, this protocol will be
launched, described as follows.

(1) User’s Challenge. Given a specific point-in-time t, the
form of corresponding challenge Ct is defined as Ct fl t ‖(𝑃𝑅𝐹t, 𝑃𝑅𝑃t, 𝑠𝑖𝑔𝑛𝑢𝑠𝑒𝑟), where 𝑃𝑅𝐹t is the key for public
pseudo-random function F , 𝑃𝑅𝑃t is the key for public
pseudo-random permutation P, and 𝑠𝑖𝑔𝑛𝑈𝑠𝑒𝑟 is user’s signa-
ture.

(i) F : 𝑃𝑅𝐹t × {0, 1}log2(𝑛) → Z∗
𝑁.

(ii) P: 𝑃𝑅𝑃t × {0, 1}log2(𝑛) → {0, 1}log2(𝑛).
Both 𝑃𝑅𝐹t and 𝑃𝑅𝑃t can be randomly or selectively

generated by user. The meaning of selectively lies in that
user can cover any specific block in a challenge by selectively
generating the particular 𝑃𝑅𝑃t.

Let F(𝑃𝑅𝐹t, 𝑗) denote F keyed with key 𝑃𝑅𝐹t applied
on the input 𝑗. According to public F and P, after receiving
the challenge Ct and checking user’s signature, for each𝑗 ∈ [1, 𝑙C], CSP can calculate the locations 𝑖𝑗,t of challenged
blocks by 𝑖𝑗,t ← P(𝑃𝑅𝑃t, 𝑗) ∈ [1, 𝑛] and the associated values
v𝑗,t such as v𝑗,t ← F(𝑃𝑅𝐹t, 𝑗) ∈ Z∗

𝑁. Here, we use St

to denote the 𝑙C-elements set {(𝑖𝑗,t,v𝑗,t)}1≤𝑗≤𝑙C , which can be
generated based on Ct at time t.

(2) CSP’s Proof. After computing St, by randomly choosing
a secret interfering element 𝜉t 𝑅← Z∗

𝑁 corresponding to
the challenge Ct, CSP computes and signs its proof Pt fl(Bt, 𝜏t, 𝜔t, 𝑢t) ‖ 𝑠𝑖𝑔𝑛𝐶𝑆𝑃 as below, where both 𝑢 and 𝜔 are
the public parameters:

Bt ← ( ∑
(𝑖𝑗,t ,v𝑗,t)∈St

v𝑗,t ⋅ 𝑏𝑖𝑗,t) + 𝜉t ∈ Z,

𝜏t ← ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝜏𝑖𝑗,tv𝑗,t mod 𝑁,
𝜔t ← 𝜔𝜉t mod 𝑁,
𝑢t ← 𝑢𝜉t mod 𝑁.

(9)

Then CSP transfers Pt to TPA. Since the size of the
combined blockBt withinPt is roughly the size of a single
file block, so CSP has a much smaller communication cost
than for transferring 𝑙C challenged blocks. The key attribute
ofPt is that there is no data privacy that can be deduced from
Pt and leaked to TPA, as will be analyzed in Section 3.3.

(3) TPA’s Verification. Upon receiving challenge Ct from
user’s email box, TPA can compute St by the same way as
CSP.Then TPA calculates his auditing parameter 𝜂t as below,
where all the hash values ℎ𝑖𝑗,t can be found from the leaf nodes
of the MHT Ψ𝑇𝑃𝐴 stored at TPA side.

𝜂t ← ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝑢v𝑗,t ⋅ℎ𝑖𝑗,t mod 𝑁. (10)

Subsequently, TPA parses CSP’s proof Pt to obtain
Bt, 𝜏t, and 𝜔t. Now TPA can use user’s public key 𝑃𝐾𝑇𝑎𝑔 =(𝑁, 𝑒) to check whether

𝜂t ⋅ 𝜔Bt

𝜔t

t 𝜏t𝑒 mod 𝑁. (11)

If so, TPA outputs 𝑌𝐸𝑆. Otherwise, according to the
signed contract, TPA must report to user that CSP does
not pass the integrity auditing upon the challenged blocks.
It is clear that the interfering element 𝜉t, generated and
kept secretly by CSP, has no influence on the correctness of
TPA’s verification. But 𝜉t plays an important effect on the
privacy protection of outsourced data, as will be discussed in
Section 3.3.

In addition, to prove that the auditing work related to
the challenge Ct has been performed correctly, TPA must
generate the corresponding logΘt fl (Ct,Pt, 𝜂t), which
records the necessary information for the auditing against
TPA launched by user.

3.2.4. Design of AuditTPA. In our scheme, we stress that
TPA has to inform user as soon as anything has gone wrong
during his auditing. If TPA is lazy and does nothing, then
he cannot detect the outsourced data corruption in time, and
user will find out such TPA’s misbehavior when executing the
AuditTPA protocol upon a batch of TPA’s past logs.

Specifically, user randomly selects a 𝑘-elements point-in-
time setT = {t𝑖}1≤𝑖≤𝑘, where each t𝑖 indicates the time when
a past challenge is issued from user’s email box. User sendsT
to TPA. According to T, TPA parses his local logs to obtain
the {Pt = (Bt, 𝜏t, 𝜔t, 𝑢t), 𝜂t}t∈T and accumulates these
values into the corresponding single value, respectively:

BT ← ∑
t∈T

Bt,
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𝜏T ← ∏
t∈T

𝜏t mod 𝑁,
𝜔T ← ∏

t∈T

𝜔t mod 𝑁,
𝑢T ← ∏

t∈T

𝑢t mod 𝑁,
𝜂T ← ∏

t∈T

𝜂t mod 𝑁.
(12)

Note that, for eacht ∈ T, TPA can also read the key𝑃𝑅𝑃t

from Ct within local logΘt and then compute the locations
of all challenged blocks related to the time set T by using
the pseudo-random permutation P(𝑃𝑅𝑃t, 𝑗), 1 ≤ 𝑗 ≤ 𝑙C.
Let 𝑙𝑜𝑐𝑎𝑡 fl {𝑖𝑗,t}t∈T denote the set of all specified locations.
Since some blocks might be challenged more than once, the
repetitive locations will be taken away to ensure that every
location in 𝑙𝑜𝑐𝑎𝑡 is unique.

For each 𝑖𝑗,t ∈ 𝑙𝑜𝑐𝑎𝑡, TPA reads from his local MHT
all the corresponding leaf nodes ℎ𝑖𝑗,t that constitute the set
LNT fl {ℎ𝑖𝑗,t}. In addition, according to LNT, TPA
generates the corresponding Leaves Auxiliary Authentication
Information, 𝐿𝐴𝐴𝐼LNT

(as shown in Section 3.1). Now, TPA
constructs and signs his proof 𝛽T fl (BT, 𝜏T, 𝜔T, 𝑢T, 𝜂T,
LNT, 𝐿𝐴𝐴𝐼LNT

), which is sent to user as TPA’s response.
Upon receiving 𝛽T and checking TPA’s signature, user

first usesLNT and 𝐿𝐴𝐴𝐼LNT
to compute the new 𝑟𝑜𝑜𝑡∗ of

MHT and then compares 𝑟𝑜𝑜𝑡∗ with the 𝑟𝑜𝑜𝑡 held by herself.
User acceptsLNT only when 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡, which indicates
that all values of LNT pass user’s verification. If 𝑟𝑜𝑜𝑡∗ ̸=𝑟𝑜𝑜𝑡, a malicious TPA can be identified immediately.

For each t ∈ T, by accessing all the challenges Ct stored
in her email box, user can use the same approach as CSP/TPA
to regenerate each St = {(𝑖𝑗,t,v𝑗,t)}1≤𝑗≤𝑙C by herself. Then
user computes the following parameter 𝜁T in terms of all hash
values ℎ𝑖𝑗,t within the acceptedLNT:

𝜁T ← ∏
t∈T

∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝑢v𝑗,t ⋅ℎ𝑖𝑗,t mod 𝑁. (13)

By comparing 𝜁T with 𝜂T given by TPA within the proof𝛽T, if 𝜁T ̸= 𝜂T, there is no doubt that TPA is indolent and
thus user outputs𝑁𝑂. If 𝜁T = 𝜂T, with her secret element 𝑥,
user further checks whether

(𝑢T)𝑥 t𝜔T mod 𝑁. (14)

If this check fails, user outputs𝑁𝑂, confirming that CSP
tries to misconduct by submitting the incompatible proof to
TPA.Otherwise, based on her secret key 𝑆𝐾𝑇𝑎𝑔 = (𝑁, 𝑑), user
finally checks whether

(𝜔T)𝑑 ⋅ 𝜏T t (𝜁T ⋅ 𝜔BT)𝑑 mod 𝑁. (15)

If the last check fails, user will learn that (i) TPA is
feckless for his past auditing work and (ii) the outsourced

data has been damaged at cloud side. Note that if there is
something wrong with the challenged file blocks stored in
CSP, the corresponding TPA’s auditing is bound to fail and
therefore TPA should report to user immediately according
to the AuditCSP protocol. So the execution of AuditTPA
protocol launched by user means that TPA implicitly makes a
commitment to user about his conscientiousness for all the
past auditing against CSP. In this context, once user’s last
check fails, TPA is malicious without any doubt. So user can
take actions such as claiming compensations from TPA and
CSP in terms of their signed contract.

In practice, as long as user’s check upon (15) passes,
user can delete all past challenges Ct from her email box.
Meanwhile, the authorization of allowing TPA to delete all
corresponding logsΘt, signed by user herself, is generated
and sent to TPA. In this case, both user and TPA just only
need a constant storage space for storing the pregenerated
challenges and the corresponding logs, respectively. And
by this way the AuditTPA protocol will gain a significant
performance improvement since the total number of point-
in-timewithin the setT can be controlled under a reasonable
upper limit.

3.2.5. Design of IdentifyMalice. Obviously, the process of the
AuditCSP protocol has produced enough proofs to identify
the malicious CSP who tries to conceal the fact of outsourced
data corruption, and the process of the AuditTPA protocol
also produces the undeniable proofs to identify the malicious
TPA who tries to be lazy or does not perform the required
auditing tasks correctly. Now, we show that how our scheme
can defend against the malicious user, who wants to put the
honest TPA in the wrong by purposely denying TPA’s correct
auditing work.

As shown in the AuditCSP protocol, firstly, the validity of
TPA’s auditing parameter 𝜂t is undeniable for the malicious
user. Since all the elements used for computing 𝜂t are incon-
testable from the user’s perspective, such as all the (𝑖𝑗,t,v𝑗,t)
derived from the challenge Ct signed by user herself, all the
hash values {ℎ𝑖𝑗,t} can be authenticated based on the public
MHT 𝑟𝑜𝑜𝑡, and the element 𝑢 is public. Secondly, the required
auditing work for TPA is to use 𝜂t and CSP’s proof Pt to
check (11), where the authenticity of Pt can be verified by
verifying CSP’s signature, and the other two elements 𝜔 and𝑒 within (11) are also public. Therefore, in case of dispute or
litigation, honest TPA can reveal his ownMHTΨ𝑇𝑃𝐴 and the
logsΘt = (Ct,Pt, 𝜂t) (or the corresponding authorization
of allowing TPA to delete the past logs, signed by user, as
described in the AuditTPA protocol). In this case, provided
that TPA always performs his auditing work correctly, then
the malicious user has no chance to frame TPA up, since
after authenticating Ψ𝑇𝑃𝐴 by the public 𝑟𝑜𝑜𝑡, anyone can
use the open logsΘt to reconstruct 𝜂t and check (11) again
to prove that honest TPA has actually fulfilled his auditing
responsibility.

3.3. Security Analysis. According to the definitions in Sec-
tion 2.4, we analyze the security of the proposed scheme
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in this section. The correctness of (11) within the AuditCSP
protocol can be elaborated as follows:

𝜏t𝑒 = ( ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝜏𝑖𝑗,tv𝑗,t)
𝑒

mod 𝑁

= ( ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝑢v𝑗,t ⋅ℎ𝑖𝑗,t ⋅ 𝜔v𝑗,t ⋅𝑏𝑖𝑗,t)
𝑒𝑑

mod 𝑁
= 𝜂t ⋅ ∏

(𝑖𝑗,t ,v𝑗,t)∈St

𝜔v𝑗,t ⋅𝑏𝑖𝑗,t mod 𝑁

= 𝜂t ⋅ 𝜔Bt−𝜉t mod 𝑁 = 𝜂t ⋅ 𝜔Bt

𝜔t

mod 𝑁.

(16)

Furthermore, the correctness of (15) within theAuditTPA
protocol is elaborated as follows:

(𝜔T)𝑑 ⋅ 𝜏T
= ∏

t∈T

(𝜔𝜉t ⋅ ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝑢v𝑗,t ⋅ℎ𝑖𝑗,t ⋅ 𝜔v𝑗,t ⋅𝑏𝑖𝑗,t)
𝑑

mod 𝑁

= (𝜁T)𝑑 ⋅ ∏
t∈T

(𝜔𝜉t ⋅ ∏
(𝑖𝑗,t ,v𝑗,t)∈St

𝜔v𝑗,t ⋅𝑏𝑖𝑗,t)
𝑑

mod 𝑁

= (𝜁T)𝑑 ⋅ (∏
t∈T

𝜔Bt)𝑑

mod 𝑁
= (𝜁T)𝑑 ⋅ (𝜔BT)𝑑 mod 𝑁 = (𝜁T ⋅ 𝜔BT)𝑑 mod 𝑁.

(17)

𝜀-𝑆𝑜𝑢𝑛𝑑. As shown in Section 2.4, our scheme is naturally
sound for honest TPA because of the implicit protection.
Now, we prove the soundness for the other two cases where
either user or CSP is honest. The soundness of our scheme
for honest user is based on the Knowledge of Exponent
Assumption (KEA), which was introduced by Damgård [27],
formalized by Bellare and Palacio [28], and proved to be
secure in the generic group model by Abe and Fehr [29].
Formally, KEA is described with an extractor as follows.

KEA. For any adversary A that takes input 𝑁, 𝑢, 𝑢𝑥 and
returns (𝑃, 𝑄) with 𝑃 = 𝑄𝑥, there exists an “extractor” EA(⋅),
given the same inputs asA returns B̃ such that 𝑄 = 𝑢B̃.

Case 1. Honest user interacts with adversary A without
aborting the protocol run. In this case, note that 𝑢 and𝜔 = 𝑢𝑥 are the public parameters taken as input by
adversary A, who cannot deduce any information about
user’s secret element 𝑥 since the discrete logarithm problem
is hard. We define B̃ as B̃ fl ∑t∈T(∑𝑙C

𝑗=1 v𝑗,t ⋅ 𝑏𝑖𝑗,t). As
described in the AuditTPA protocol, user will receive the
returnedBT, 𝜔T, 𝑢T fromadversaryA. So the following two

elements 𝑃 and 𝑄 satisfying that 𝑃 = 𝑄𝑥 are the implicit
output of adversaryA:

𝑃 = 𝜔BT

𝜔T

= 𝜔B̃ = (𝑢B̃)𝑥 ;

𝑄 = 𝑢BT

𝑢T = 𝑢B̃.
(18)

Based on the KEA, the extractor EA(⋅) is able to extract
B̃. Assume that the time set T has 𝑘 elements; then B̃ =∑t∈T(∑𝑙C

𝑗=1 v𝑗,t ⋅ 𝑏𝑖𝑗,t) is a linear equation built upon 𝑘 × 𝑙C
blocks set M fl {𝑏𝑖𝑗,t}1≤𝑗≤𝑙C ,t∈T, since user can control the
challenge Ct, which means that {(𝑖𝑗,t,v𝑗,t)}1≤𝑗≤𝑙C ,t∈T can be
selectively determined by user. By depending on the honest
user to generate independent coefficients {v𝑗,t}1≤𝑗≤𝑙C ,t∈T for
the repetitive executions ofAuditTPA protocol upon the same
file blocks setM, extractor EA(⋅) can obtain a system of 𝑘×𝑙C
independent linear equations forM. At last, extractor EA(⋅)
can recover each file block ofM just by solving the system of
these linear equations. In terms of Definition 2 in Section 2.4,
our scheme is 𝜀-sound.
Case 2.Honest CSP interacts with adversaryA.At this point,
the same security argument as in [23] can be adopted here.
Throughout our scheme, as long as user’s outsourced data F̃ ={F, 𝑙𝑒𝑎V𝑒𝑠, 𝜏} can pass CSP’s verification during the execution
of the Preproccess protocol, then honest CSP must correctly
possess F̃ and follow the subsequent protocols. So it is clear
that the extractor EA(⋅) can always rely on the honest CSP to
extract the file F from F̃ for defending against any adversary
A. This completes the proof for soundness.

Privacy-Preserving against Curious TPA. Throughout our
scheme, all the running results obtained by TPA are MHTΨ and CSP’s proof Pt = (Bt, 𝜏t, 𝜔t, 𝑢t), which are derived
from the executions of Preproccess and AuditCSP protocols,
respectively, with respect to MHT Ψ, where every leaf node
is hash value such as ℎ𝑖 ← H(𝑏𝑖). So based on the preimage
resistance attribute of the cryptographic hash function H(⋅),
none of privacy about the outsourced data block 𝑏𝑖 can be
deduced from the leaf nodes of MHT Ψ.

Now, we argue that TPA cannot deduce user’s data
information from the proof Pt output by CSP. Due to the
intractability of discrete logarithm, for each t ∈ T, all the
secret random interfering elements 𝜉t, generated and stored
individually by CSP for the corresponding challenges Ct,
cannot be derived by TPA from 𝜔t = 𝜔𝜉t and 𝑢t = 𝑢𝜉t even
though 𝜔 and 𝑢 are the public parameters. As a consequence,
for any specified blocks set {𝑏𝑖𝑗,t}1≤𝑗≤𝑙C , although TPA, via
a number of challenges, might gather a system of linear
equations such asBt = 𝜉t +∑𝑙C

𝑗=1 v𝑗,t ⋅ 𝑏𝑖𝑗,t with the different
values of Bt and the independent coefficient {v𝑗,t}1≤𝑗≤𝑙C , it
is impossible for TPA to solve the system and deduce any
data block 𝑏𝑖𝑗,t since 𝜉t is unknown and will randomly change
within each linear equation of the system.
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With regard to 𝜏t∈ Pt, which can be expressed as

𝜏t = (𝑢∑𝑙C𝑗=1 v𝑗,t ⋅ℎ𝑖𝑗,t)𝑑 ⋅ (𝜔∑
𝑙C
𝑗=1 v𝑗,t ⋅𝑏𝑖𝑗,t)𝑑 , (19)

obviously, to deduce the privacy of data block 𝑏𝑖𝑗,t , TPA
has to compute the exponentiation value ∑𝑙C

𝑗=1 v𝑗,t ⋅ 𝑏𝑖𝑗,t
from 𝜏t, which is the same as the intractability of discrete
logarithm, let alone 𝑑 which is the secret key stored by user
and is unknown for TPA. Summing up, no matter how many
running results collected by TPA, our scheme can always
protect user’s data privacy from the curious TPA.

4. Dynamic Updates

Different from the outsourced auditing scheme of [23], our
scheme constructs for each block 𝑏𝑖 the corresponding homo-
morphic tag 𝜏𝑖 without involving the block location 𝑖. In this
way, the dynamic operations such as modification, insertion,
and deletion can be realized by merely updating the targeted
file blockwithout affecting any others. For ease of description,
we define the function of 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(𝑛𝑜𝑑𝑒, 𝐿𝐴𝐴𝐼𝑛𝑜𝑑𝑒) that is
to calculate the hash value of MHT root by applying the𝑛𝑜𝑑𝑒 and its corresponding 𝐿𝐴𝐴𝐼𝑛𝑜𝑑𝑒, the example of which
is described as shown in Section 3.1. As for the insertion
operation, by default the new block 𝑏∗𝑖 will be inserted behind
the appointed block location 𝑖.

Now we can present Algorithm 1 for modifying or insert-
ing a newblock 𝑏∗𝑖 , andAlgorithm 2 for deleting an appointed
block at cloud server side. The main idea of these two
algorithms is to let user control the update of MHT root
throughout the process of data dynamics, since both CSP
and TPA cannot output the expected root hash value unless
they have correctly performed the dynamic operations as
required by user. Both of these two algorithms are launched
by user, who first transmits to CSP the necessary update
command including the appointed location 𝑖. After receiving
user’s command, CSP must respond with the corresponding(ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖). Note that user holds the original MHT 𝑟𝑜𝑜𝑡,
which enables user to verify the authenticity of (ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖)
from CSP by checking if the 𝑟𝑜𝑜𝑡 hash value is equal to
the output of running 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖). Once this user’s
verification passes, by calling 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(⋅) again based on the𝐿𝐴𝐴𝐼ℎ𝑖 and above update command, user can compute by
herself what the new 𝑟𝑜𝑜𝑡∗ would be after performing her
update command upon the MHT stored at CSP side. In this
case, to obtain user’s authorization for actually executing the
dynamic operations upon user’s outsourced file F̃, CSP has to
update its MHT in terms of user’s command and output to
user the same new 𝑟𝑜𝑜𝑡∗. Similarly, user will send the update
command to TPA, and the same situation of updating MHT
applies to the TPA side. Obviously, both CSP and TPA have
to be well-behaving all the time; otherwise, theirmisconducts
will be detected when the AuditCSP and AuditTPA protocols
of our proposed outsourced auditing scheme are launched.
Finally, user will update her local MHT 𝑟𝑜𝑜𝑡 with the new𝑟𝑜𝑜𝑡∗, meaning that the dynamic operations are executed
successfully.

5. Experimental Evaluation

In this section, we simulate the computations of our proposed
User Focus scheme and the Fortress scheme of [23] on the
Inspur NF5270M4 servers with Intel Xeon CPU E5-2620 at
2.10GHz, 16GB RAM, and 7200RPM 1TB Serial ATA drive
with a 32MB buffer. Our experiments are implemented by
using python language, and all the cryptographic functions
are derived from the python cryptography toolkit [30]. We
employ SHA1 to produce the 160 bit hash value, and the size
of RSA module𝑁 is 1024 bit for security. As for the Fortress
scheme, we also utilize the tools of bitcoin block explorer
[31] to access bitcoin resource for obtaining the random
challenges, and we typically set the sector size to be 1 KB (e.g.,
each 64KB file block consists of 64 sectors in Fortress).

Note that the typical block size for cloud storage is
64KB–256KB, as shown in [32]. Since outsourced auditing
scheme runs above the cloud storage, the reasonable lower
limit of block size should be no less than 64KB. In our
evaluation, user’s outsourced file is chosen to 1 GB.We do not
measure the time of uploading the outsourced file from user
to CSP, since this overhead is common to the two investigated
schemes. Our statistical results are an average of 20 rounds.

Firstly, user’s file must be preprocessed before out-
sourcing. Figure 3 shows the required total time for the
corresponding preprocessing phases of the two schemes.
Furthermore, we also evaluate the computing time consumed
by user for our scheme and Fortress, respectively. It turned
out that for both schemes the computational overhead
incurred at user side accounts for most of thetotal time when
preprocessing the outsourced data, and the preprocessing
performance of our scheme is orders ofmagnitude faster than
of Fortress. As shown in [23], TPA needs to download the
whole user’s file F from cloud and convince the user that he
correctly preprocessed F. In this case Fortress requires user
to carry out a time-consuming zero-knowledge-proof (ZKP)
with TPA, resulting in the heavy computational overhead
for user. Compared to Fortress, our User Focus scheme
can effectively avoid such ZKP operation since TPA is not
involved in preprocessing F and thus gain the performance
enhancement.

Secondly, in Figure 4, with respect to the different block
sizes, we measure the latency incurred by performing TPA’s
auditing against CSPonce in our scheme and in Fortress,
respectively. In this experiment, we employ the same param-
eters as in [23]. During each outsourced auditing executed
by TPA, the number of challenged blocks, denoted by 𝑙C,
is set to 10% of the whole file blocks for both schemes. In
addition, since Fortress involves the condition of parallel
user-challenge, we also set the number of user-challenged
blocks to be 10% of the TPA-challenged blocks as in [23]
(i.e., 1% of the whole file blocks). The results show that
during TPA’s auditing phase the performance of our scheme
is slightly better than Fortress at 64KB block level, and the
latency of our scheme declines faster than that of Fortress as
the block size increases.

Finally, we focus on evaluating the time incurred on the
user when she audits a batch of TPA’s logs all at once. For
a fair comparison, in this experiment we set the number of
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Algorithm: 𝑟𝑜𝑜𝑡∗ =Modify or Insert Block (𝑖, 𝑏∗𝑖 ).
Input: the appointed block location 𝑖, and the new block 𝑏∗𝑖 .
Output: the new 𝑟𝑜𝑜𝑡∗ of the updated MHT.
(1)User: compute ℎ∗𝑖 ← H(𝑏∗𝑖 ); 𝜏∗𝑖 ← (𝑢ℎ∗𝑖 ⋅ 𝜔𝑏∗𝑖 )𝑑 mod𝑁;(2) transmit (𝑚𝑎𝑟𝑘, 𝑖, 𝑏∗𝑖 , ℎ∗𝑖 , 𝜏∗𝑖 ) to CSP;(3) CSP: compute ℎ̃∗𝑖 ← H(𝑏∗𝑖 )(4) if ℎ̃∗𝑖 = ℎ∗𝑖 then(5) if mark = modify then(6) 𝑆 ← ℎ∗𝑖 ;(7) else {𝑚𝑎𝑟𝑘 = 𝑖𝑛𝑠𝑒𝑟𝑡}(8) 𝑆 ← H(ℎ𝑖 ‖ ℎ∗𝑖 );(9) end if(10) compute 𝑟𝑜𝑜𝑡∗ ← 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(𝑆, 𝐿𝐴𝐴𝐼ℎ𝑖 );(11) send {(ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖 ), 𝑟𝑜𝑜𝑡∗} to user;(12) end if(13)User: compute 𝑟𝑜𝑜𝑡𝑇 ← 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖 );(14) if 𝑟𝑜𝑜𝑡𝑇 = 𝑟𝑜𝑜𝑡 then(15) compute 𝑟𝑜𝑜𝑡∗ ← 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(𝑆, 𝐿𝐴𝐴𝐼ℎ𝑖 );(16) if 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗then(17) authorize CSP to execute update operation;(18) end if(19) end if(20) CSP: if mark = modify then {note that 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗}(21) 𝑏𝑖, ℎ𝑖, 𝜏𝑖 are replaced by 𝑏∗𝑖 , ℎ∗𝑖 , 𝜏∗𝑖 in the outsourced file F̃;(22) update the MHT Ψ stored in cloud by recalculating all the nodes on the path from

the 𝑖th leaf node ℎ∗𝑖 to the 𝑟𝑜𝑜𝑡∗;(23) else {𝑚𝑎𝑟𝑘 = insert, note that 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗}(24) insert 𝑏∗𝑖 , 𝜏∗𝑖 into F̃ after 𝑏𝑖, 𝜏𝑖, respectively;(25) update the MHT Ψ by replacing withH(ℎ𝑖 ‖ ℎ∗𝑖 ) the 𝑖th primordial leaf node that is transformed into
a parent node having the left-child leaf ℎ𝑖 and the right-child leaf ℎ∗𝑖 , and then recalculating all the
nodes on the path fromH(ℎ𝑖 ‖ ℎ∗𝑖 ) to the 𝑟𝑜𝑜𝑡∗;(26) end if(27)User: transmit (𝑚𝑎𝑟𝑘, 𝑖, ℎ∗𝑖 ) to TPA;(28) TPA: according to themark, update the MHT Ψ stored at TPA side by the same way as CSP;(29) send to user the root of the updated MHT Ψ, denoted by 𝑟𝑜𝑜𝑡∗;(30)User: if 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗then(31) update the 𝑟𝑜𝑜𝑡, stored in her local, with 𝑟𝑜𝑜𝑡∗;(32) end if(33) return 𝑟𝑜𝑜𝑡∗;

Algorithm 1: Algorithm for modifying or inserting a block.

user-challenged blocks in Fortress to be the same as our User
Focus scheme (i.e., each log refers to 10% of the whole blocks
for user). As shown in Figure 5, although the latency increases
linearly in two schemes, the performance of our User Focus
scheme is almost 5 times faster than that of Fortress. Recall
that Fortress relies on bitcoin hash values to determine the
challenges, so for reproducing each past challenge, user has to
repeatedly interact with bitcoin random resource by sending
the HTTP requests and receiving the responses to obtain all
past bitcoin hash values, which incurs the noticeable delay
as the number of accumulated logs increases since a TPA’s
log is related to a past challenge. In our scheme, based on
the property of User Focus, user can directly retrieve past

challenges from her email box, which saves considerable time
for reconstructing challenges when compared to Fortress.
Note that each challenge of our scheme is only 88 bytes
(8 bytes for the point-in-time t, 40 bytes for the two keys𝑃𝑅𝐹t and 𝑃𝑅𝑃t, and 40 bytes for user’s signature), and user
can delete all past accumulated challenges once her auditing
against TPA is passed (as shown in Section 3.2.4); thus the
storage and I/O costs of past challenges are extremely low for
user in practice.

Summing up, for the phases of preprocessingand user’s
auditing against TPA that involve the user, the experimen-
tal results present that our scheme greatly improves the
performance of user side, so our scheme will provide a
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Algorithm: 𝑟𝑜𝑜𝑡∗ = Delete Block (𝑖).
Input: the location 𝑖 of the appointed block that will be deleted.
Output: the new 𝑟𝑜𝑜𝑡∗ of the updated MHT.(1)User: transmit (delete, 𝑖) to CSP;(2) CSP: based on 𝑖, read ℎ𝑖 and 𝐿𝐴𝐴𝐼ℎ𝑖 from its MHT Ψ;(3) send (ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖 ) to user;(4)User: compute 𝑟𝑜𝑜𝑡𝑇 ← 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(ℎ𝑖, 𝐿𝐴𝐴𝐼ℎ𝑖 );(5) if 𝑟𝑜𝑜𝑡𝑇 = 𝑟𝑜𝑜𝑡 then(6) authorize CSP to execute delete operation;(7) end if(8) CSP: if the sibling node of ℎ𝑖, denoted byS, is a leaf node then(9) replace withS the parent node of ℎ𝑖 which is transformed into a leaf node, and then delete ℎ𝑖 from MHT Ψ;(10) else {S is a parent node}(11) {let ΨS denote the subtree with the root is S}

replace with ΨS the parent node of ℎ𝑖, and delete ℎ𝑖 from MHT Ψ;(12) end if(13) update the MHT Ψ stored in cloud by recalculating all the nodes on the path from
S to the new root of MHT Ψ, denoted by 𝑟𝑜𝑜𝑡∗;(14) delete 𝑏𝑖, 𝜏𝑖 from the outsourced file F̃, and send 𝑟𝑜𝑜𝑡∗ to user;(15)User: set 𝐿𝐴𝐴𝐼S ← 𝐿𝐴𝐴𝐼ℎ𝑖 − {S}; {notice S ∈ 𝐿𝐴𝐴𝐼ℎ𝑖 }(16) compute 𝑟𝑜𝑜𝑡∗ ← 𝐶𝑎𝑙𝑅𝑜𝑜𝑡(S, 𝐿𝐴𝐴𝐼S );(17) if 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗ then(18) transmit (delete, 𝑖) to TPA;(19) end if(20) TPA: update the MHT Ψ stored at TPA side by the same way as CSP;(21) send to user the root of the updated MHT Ψ, denoted by 𝑟𝑜𝑜𝑡∗;(22)User: if 𝑟𝑜𝑜𝑡∗ = 𝑟𝑜𝑜𝑡∗ then(23) update the 𝑟𝑜𝑜𝑡, stored in her local, with 𝑟𝑜𝑜𝑡∗;(24) end if(25) return 𝑟𝑜𝑜𝑡∗;

Algorithm 2: Algorithm for deleting a block.
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Figure 3: Comparison of time spent for preprocessing user’s outsourced file.

more pleasant user experience when compared to Fortress.
In addition, our User Focus scheme achieves the same
performance as Fortress for TPA’s auditing phases at the level
of 64KB block, or even better performance advantage at the
bigger block level.

6. Related Work

With the popularization of storage outsourcing, the problem
of remote data integrity auditing has attracted increasing
attentions. All kinds of provable data possession (PDP) and
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Figure 5: Time spent by user for auditing TPA once with respect to the number of accumulated TPA’s logs. Here, block size is set to 64KB
that yields the most balanced performance over the two schemes when generating each log, as shown in Figure 4.

proof of retrievability (POR) schemes [7–23] are proposed
to defend against the untrusted remote server. Ateniese
et al. provided a series of PDP schemes for the storage
security of outsourced data. In [7], they first described the
formalized definition of PDP and proposed the original PDP
schemes by utilizing the homomorphic verifiable tags that are
constructed based on the public key cryptological technique.
Simultaneously, to allow anyone, not just the data owner, to
audit the untrusted server for data possession, the concept
of public auditing is first introduced in [7]. Whereafter, in
terms of the symmetric key cryptological technique, Ateniese
et al. [10] proposed another provably secure PDP scheme for
considering the problems of scalability and data dynamics
that are not covered in the original PDP method. Besides,
in [11], they also presented two more efficient PDP schemes
that go one step further than the original schemes of [7]. To
support the fully dynamic operations in the context of remote
auditing, Erway et al. [12] extended the PDPmodel of [7] and
presented the first dynamic PDP scheme by using the rank-
based authenticated skip list. In addition,Wang et al. [16] and

Zhu et al. [19] also proposed other efficient dynamic schemes
for public auditing, which are based on the data structures
of Merkle Hash Tree (MHT) and Index-Hash Table (IHT),
respectively.

Juels and Kaliski Jr. [8] first proposed a formal POR
model along with the corresponding security definitions.
According to the model of [8], Shacham and Waters [9]
constructed two POR schemes upon the static data storage
but supporting the unlimited number of challenges. The first
scheme is built from the pseudorandom functions to enable
private auditing, and the second scheme with public auditing
is built from the BLS signature [33]. Given that TPAmight be
curious during the process of public auditing,Wang et al. [13]
integrated the random mask technique with the BLS-based
public auditing scheme to prevent user’s outsourced data
from leaking to TPA, and the scheme of [13] has been further
improved to support data dynamics in [15]. Moreover, under
the environment of public auditing, many other schemes are
also designed to meet the demands of different scenarios,
such as fast data error localization [17], the auditing against
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shared data [18], batch auditing for multiple clouds [20], fine-
grained data updates [21], and the lightweight computations
for low performance end devices [22].

Recently a variety of cloud storage application schemes
have been proposed, such as keyword-based data retrieval
and image copy detection at cloud side. Xia et al. [34]
constructed a special tree-based index structure and pro-
posed a secure multikeyword ranked search scheme enabling
dynamic updates upon outsourced encrypted data. Fu et al.
[35] designed the parallel search algorithm and proposed
another flexible searchable encryption scheme supporting
both multikeyword ranked search and parallel search. In
the setting of multikeyword fuzzy search, to solve the out-
of-order problems during the ranking process, Fu et al.
[36] also developed a new keyword transformation method
and presented the corresponding efficient search scheme.
In view of that traditional keyword-based search schemes
that cannot completely match users’ search intention, the
innovative semantic search scheme based on the concept
hierarchy is proposed in [37], making the personalized search
more effective and context-aware. And the content-based
search scheme of [38] has further solved the problems of
semantic search by utilizing the conceptual graphs and the
efficient measure of “sentence scoring.” On the other hand, to
protect the images stored in cloud, Xia et al. [39] proposed a
privacy-preserving and copy-deterrence CBIR scheme using
encryption and watermarking techniques, which can pre-
vent the image user from illegally distributing the retrieved
images. Li et al. [40] presented a solution to detect the
copy-move forgery in an image, by first segmenting the
targeted image into semantically independent patches prior
to keypoint extraction and comparison. For detecting the
image copies of a given original image generated by arbitrary
rotation, Zhou et al. [41] proposed a novel copy detection
method based on two global features extracted from rotation
invariant partitions. In addition, Zhou et al. [42] designed
a global context verification scheme to filter false matches
for copy detection, which further addresses the problems of
limited discriminability and quantization errors that exist in
the bag-of-visual-words (BOW) model adopted by previous
detection methods. However, since all application schemes
mentioned above are designed upon the outsourced data of
cloud storage, so it is obviously important for us to firstly
focus on how to audit and confirm the integrity of remote
outsourced data. But the existing public auditing schemes
cannot protect against the malicious TPA. As shown in [23],
malicious TPA is a potential security risk for outsourced
data integrity and thus should not be ignored, which is the
motivation of this paper.

7. Conclusion

Any public auditing/verification scheme can be transformed
into a private scheme, just by making user perform the
auditingwork that should be delegated toTPA.Clearly, public
auditing schemesmight bemore easily large-scale adopted by
cloud users in practice, since user’s heavy burden incurred by
frequently auditing can be transferred to TPA. Nevertheless,
how to protect user from a malicious TPA is a key problem

that is never considered by various existing public auditing
schemes. The first outsourced auditing scheme Fortress is
proposed to defend against the malicious TPA, but Fortress
enables TPA to download all outsourced data and thus only
relies on data encryption to protect user’s data privacy. A
secure outsourced auditing scheme against malicious TPA
should be designed to deprive TPA of the access rights over
user’s outsourced data in cloud, which is achieved in this
paper. Although our proposed scheme is designed without
relying on additional independent random source, it also
achieves the security of protecting against any malicious
entity. In addition, based on the MHT data structure, we
extend the outsourced auditing scheme to support dynamic
updates. With the analysis and evaluations, our scheme is
provably secure and significantly efficient.
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Due to the unique network characteristics, the security and efficient routing in DTNs are considered as two great challenges. In this
paper, we design a security and efficient routing scheme, called SER, which integrates the routing decision and the attacks detection
mechanisms. In SER scheme, eachDTNs node locallymaintains a one-dimensional vector table to record the summary information
about the contact with other nodes and the trust degree of other nodes. To obtain the global status and the contact relationship
among all nodes, the trusted routing table consisting of vectors of all nodes is built in each DTNs node. The method for detecting
malicious nodes and selfish nodes is proposed, which exploits the global summary information to analyze the history forwarding
behavior of node and judge whether it is a malicious node or selfish node. The routing decision method is proposed based on trust
degree of forwarding messages between nodes, which adopts trust degree as relay node selection strategy. Simulation results show
that compared with existing schemes SER scheme could detect the attacks behavior of malicious nodes and selfish nodes, at the
same time, with higher delivery rate and lower average delivery delay.

1. Introduction

Delay-tolerant networks (DTNs) refer to a new form of self-
organizing networks that is envisioned to support commu-
nication in case of failure or no preexisting infrastructure,
such as interplanetary communication networks in space
areas, high-speed vehicular networks that disseminate the
city traffic information, and sensor networks in extreme
environment [1, 2]. Different from the traditional wireless
networks, DTNs are the challenging networks characterized
by open medium, long delay and frequent disruption, and
lack of fixed and guaranteed end-to-end communication
links [3]. DTNs make use of the store-carry-and-forward
strategy to forward the message packets (also named bundle)
when two nodes appear with contact opportunity. This rout-
ing strategy requires that each node in DTNs can cooperate
with other nodes and is willing to help with forwarding.

However, DTNs are threatened by various attacks,
because some nodes will behave selfishly and may not be
willing to help others forward messages in order to conserve

their limited resources (e.g., power and buffer), and even
some nodes controlled by adversary will behave maliciously
and may launch black hole, grey hole, or DoS attacks
against the networks by dropping all or part of the received
message packets, maliciously tampering message packets, or
producing an enormous number of fake message packets [4–
7]. The recent researches show that these selfish or malicious
nodes would significantly degrade the routing performance
of DTNs, resulting in low delivery rate and poor forwarding
efficiency of messages and high average delivery delay. Due
to the lack of continuous path and centralized management
in DTNs, the detection of these attacks is more difficult.
Therefore, how to effectively resolve the selfishness problem
and defense against attacks ofmalicious nodes, improving the
routing performance, has become a very challenging issue to
design security and efficient routing protocol that combines
defense technique.

To achieve the better routing performance ofDTNs,many
routing protocols in DTNs have been proposed in [8–12].
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The purpose of routing in DTNs is to select the proper
relay nodes to forward messages and improve the routing
performance. Most of the existing routing protocols use
historical encounter information or social relations as the
decision of predicting relay nodes, which can effectively
forward the message to the destination node. However, these
routing schemes are inefficient in the DTNs environment
with malicious or selfish nodes. To mitigate the impact
of selfish or malicious nodes on DTNs, some detection
attacks schemes are proposed in [3, 6, 7], which make use
of the history forwarding evidences and encounter records
of each node to analyze its forwarding behavior. However,
these detection schemes are independent of specific routing
protocols and require more computing capability, network
bandwidth, and storage resources to work well. Due to the
limited resources (e.g., power, buffer, and bandwidth) and
intermittent connectivity in DTNs, we need an efficient
routing scheme with misbehavior detection, which could
not only improve the routing performance, but also detect
malicious nodes and selfish nodes effectively.

In this paper, we propose a security and efficient routing
scheme (SER) to improve message forwarding performance
and detect malicious attacks. Different from existing routing
schemes and malicious attacks detection schemes that work
independently, respectively, we integrate the routing decision
and attacks detection mechanisms into the trusted routing
table. In SER scheme, each DTNs node maintains a one-
dimensional vector to record the summary information about
the contact with other nodes. The summary information
includes the encounter history evidences with other nodes,
the evidences of messages of sending to or receiving from
other nodes, and trust degree that represents the ability of
other nodes to forward messages to it. To form a global view
and obtain the contact relationship among all nodes, SER
introduces the trusted routing table that consists of vector
of each node. In the initial phase, the trusted routing table
of each node has only its own vector; when the two nodes
meet, theywould exchange the trusted routing tablewith each
other and update it by comparing with the received trusted
routing table. Therefore, each node could obtain a global
view of the previous network connectivity from its trusted
routing table. Based on the trusted routing table, we design
the routing decision method and malicious attacks detection
mechanisms. The main contributions of this paper include
the following three parts.

First, we introduce in detail the method of generating
and updating the trusted routing table.The proposedmethod
could not only ensure the security and reliability of trusted
routing table, but alsomake the trusted routing table converge
quickly to global consistency.

Second, to accurately evaluate the trust degree of the
node, we propose amethod of forwarding evidence collection
based on layered coin model and digital signature mecha-
nism. The forwarding evidences signed by nodes are bound
dynamically on message during the relay processes, and the
message carries evidences chain to the destination node. The
proposed forwarding evidences collection method greatly
improves the timeliness and reliability of the evidences
collection and effectively reduces the network overhead.

Third, we propose a routing decision method based on
trust degree, which could deliver messages to the destination
node along the direction of trust gradient increment and
improve effectively routing performance of DTNs. Moreover,
the malicious attacks detection method is proposed based on
the history evidences of trusted routing table, which could
detect selfish nodes and malicious nodes effectively.

The remainder of this paper is organized as follows: In
Section 2, we present the system model and design goals and
some attacker models. In Section 3, we explained in detail
the implementation of SER scheme. In Section 4, simulation
results and analysis of SER are introduced. Section 5 high-
lights related work. Finally, we summarize the conclusions of
our works in Section 6.

2. System Model and Design Goals

2.1. System Model. In this paper, we adopt the system model
similar to the literature [13, 14]. We consider DTN with no
trusted authorization center, which is different from [7] in
that it exists with a periodically available TA (trusted author-
ity). Each node is equipped with a wireless communication
device to communicate with its one-hop neighbor nodewhen
the two nodes contact with each other. Each node has a
unique ID identifier𝑁𝑖 and the corresponding public/private
key pair 𝑠𝑘𝑖/𝑝𝑘𝑖 that is allocated when it first joins the DTNs.
When two nodes first encounter, they would exchange their
public key certificate. After a period of time, each node in
DTNs may obtain public key certificates of the other nodes.
We assume that each node is equipped with an independent
capacity-limited buffer 𝐵𝑚 to store message packets to be
forwarded. Each message consists of message header and
message content; message header contains a unique message
ID 𝑚𝑖, source node ID, destination node ID, and timestamp𝑡 that indicates the time of message generation, finite time to
live (TTL), maximum number of copies nc, and the signature
information to verify the validity of themessage, andmessage
content is encrypted by the public key of the destination node.
We assume that all nodes in DTNs are loosely synchronized
on the local clock.

We adopt themulticopymessage forwarding strategy that
allows a message to be copied many times; each time only a
copy of the message is forwarded to the next relay node, the
max number of messages allowed to be copied is set in the
header field of the message.The source node sends a message
to the destination node via a sequence of intermediate nodes
in a multihop manner. When two nodes contact each other,
we would detect the behavior of the encounter node and
select the most proper next-hop node as a relay node for
each message according to the process of Figure 1. If any
one copy of the message is delivered to the destination node,
the destination node sends an ACK message packet to the
network to indicate that the message has been received. The
relay node automatically deletes the message from the buffer
when the time to live (TTL) of message is in the end or when
it received anACKmessage from the destination node.When
the node generates a newmessage or receives a message copy
from last hop nodes, it first detects whether the remaining
buffer space meets the storage requirements. If the remaining
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Figure 1: A flowchart for SER scheme execution.

buffer space is too small, it will sort the messages according
to their TTL and delete the message that its TTL is longest.

2.2. Attacker Model. According to the damage degree of the
malicious nodes to the networks, we define two types of
attackers as follows.

Definition 1 (selfish attacker). A selfish attacker is a node that
often arbitrarily refuses the forwardingmessage request of the
well-behaving nodes, to save the energy, buffer, or computing
resources. But selfish attackers may decide to forward the
message if they have a good relationshipwith the source node,
the destination node, or last hop relay node. This type of
attack is launched by selfish users that onlywant to profit from
network and are not willing to help other users to forward
messages.

Definition 2 (malicious attacker). A malicious attacker is a
node that often uses the vulnerability of routing scheme
to disguise as a relay node to receive a large number of
messages from its encounter nodes, then maliciously drops
these messages from its buffer, and does not forward these
messages to the next-hop node.This type of attack is launched
by adversary that wants to degrade or destroy the routing of
DTNs.

2.3. Design Goals. Our goals are to design a secure and
reliable opportunistic routing protocol that can not only
improve the performance of the network, but also effectively
restrain the malicious behavior of selfish or malicious node.
The specific objectives are as follows.

(1) Improving the Routing Performance of DTNs.The proposed
routing scheme should be able to improve the network
performance effectively compared with the existing message
forwarding methods, that is, higher delivery rate and lower
average delivery delay.

(2) Resistance to Malicious and Selfish Attacks. The proposed
detection scheme should be able to resist the attacks of
malicious and selfish nodes in DTNs. In the process of
message delivery, the relay nodes using this scheme could
distinguish themalicious nodes andwell-behaving nodes and
select well-behaving node as the next-hop relay node.

(3) Robustness. The proposed routing scheme should be
secure and robust. The formation and evaluation method
of node trust degree should be able to resist the attack of
malicious nodes. The trusted routing table should not be
deleted and modified by malicious nodes.

3. Security and Efficient Routing Scheme
Based on Trusted Routing Table

3.1. Basic Idea of Our Scheme. In DTNs, most messages need
to be forwarded through multiple intermediate nodes. For
example, as shown in Figure 2, the source node 𝑁0 delivers
a message to the destination node 𝑁𝑘 along the path 𝑁0 →𝑁1 → 𝑁2 → 𝑁3 → 𝑁𝑘. Due to those intermediate nodes𝑁0, 𝑁1, 𝑁2, 𝑁3 successfully participated in forwarding mes-
sage; according to the regular pattern of periodic movement
of nodes, those nodesmay delivermessages to the destination
node 𝑁𝑘 again at some time in the future. If the nodes
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Figure 2: Data transmission path.

𝑁0, 𝑁1, 𝑁2, 𝑁3 often forward messages to node 𝑁𝑘, those
nodes would be the best relay nodes when a node delivers
a message to node 𝑁𝑘. Moreover, due to the intermittent
connectivity of DTNs, only the destination node could know
which nodes have successfully participated in delivering
message to it. Therefore, the destination node could reward
and evaluate these nodes by using trust mechanisms. This
means that the more trusted nodes have higher probability
of delivering the message to the destination node.

Based on the above observation, we design a security
and efficient routing scheme based on trust mechanism. In
our scheme, each DTNs node maintains a trusted routing
table (TRT), TRT is 𝑛 × 𝑛 two-dimensional matrix, as
shown in (1), and 𝑛 denotes the number of nodes in DTNs.
The tuple 𝑇𝑟𝑖𝑗 = ⟨𝐸∗𝑖𝑗, 𝑇𝑖𝑗⟩ generated by node 𝑁𝑖 records
the summary information about node 𝑁𝑗 based on the
encounter histories and message forwarding histories, where𝐸∗𝑖𝑗 = 𝐸𝑖𝑗, 𝑅𝑖𝑗, 𝑆𝑖𝑗, sig𝑖, sig𝑗 refers to the encounter evidences,
receiving and sending messages evidences between node 𝑁𝑖
and node𝑁𝑗, 𝐸𝑖𝑗 denotes the number of encounters between
node 𝑁𝑖 and node 𝑁𝑗, 𝑅𝑖𝑗 and 𝑆𝑖𝑗 denote the number of
messages that node 𝑁𝑖 receives from and sends to node 𝑁𝑗
respectively, and sig𝑖, sig𝑗 refer to the signature generated by
node 𝑁𝑖 and node 𝑁𝑗 respectively. We will use 𝐸𝑖𝑗, 𝑅𝑖𝑗, 𝑆𝑖𝑗
to detect malicious nodes and selfish nodes. 𝑇𝑖𝑗 denotes the
trust value of node𝑁𝑗 evaluated by node𝑁𝑖 based on history
message forwarding evidences, which is a real number in the
range of [0, 1]; the value of 𝑇𝑖𝑗 denotes the ability of node𝑁𝑗
to deliver the message to node 𝑁𝑖. The larger the trust value𝑇𝑖𝑗, the stronger the ability to deliver message to node𝑁𝑖. We
will use 𝑇𝑖𝑗 as routing strategy to determine the proper next-
hop relay node.

The row vector of matrix 𝑆𝑅𝑖 = (𝑇𝑟𝑖1, 𝑇𝑟𝑖2, 𝑇𝑟𝑖3, . . . , 𝑇𝑟𝑖𝑛)
represents the summary information that the node𝑁𝑖 reports
about other nodes. The node 𝑁𝑖 is responsible for maintain-
ing and updating the vector 𝑆𝑅𝑖 and periodically updates
the latest 𝑆𝑅𝑖 in trusted routing table. The column vector𝑆𝐶∗𝑖 = (𝑇𝑟1𝑖, 𝑇𝑟2𝑖, 𝑇𝑟3𝑖, . . . , 𝑇𝑟𝑛𝑖)𝑇 represents the summary
information that the other nodes report about node 𝑁𝑖. We

can obtain the belief of whether the node 𝑁𝑖 is malicious or
selfish from the column vector 𝑆𝐶∗𝑖.

TRT =

[[[[[[[[[[[[[
[

𝑇𝑟11 𝑇𝑟12 𝑇𝑟13 ⋅ ⋅ ⋅ 𝑇𝑟1𝑛𝑇𝑟21 𝑇𝑟22 𝑇𝑟23 ⋅ ⋅ ⋅ 𝑇𝑟2𝑛...
𝑇𝑟𝑖1 𝑇𝑟𝑖2 𝑇𝑟𝑖3 ⋅ ⋅ ⋅ 𝑇𝑟𝑖𝑛...
𝑇𝑟𝑛1 𝑇𝑟𝑛2 𝑇𝑟𝑛3 ⋅ ⋅ ⋅ 𝑇𝑟𝑛𝑛

]]]]]]]]]]]]]
]

. (1)

Therefore, in the routing scheme based on TRT, the relay
nodes can determine whether the encountered node is the
proper next-hop relay node of the message by using row
vector of destination node in the trusted routing table (TRT).
The node can determine whether the encounter node is a
malicious node or selfish node by using the column vector
of encounter node in the trusted routing table.

In Figure 3, we illustrate the message forwarding process
based on TRT. Suppose that the node𝑁1 carries the message𝑚 to the destination node 𝑁6, when node 𝑁1 meets node𝑁2, it first looks up the row vector of node 𝑁2 from TRT
to get 𝑇61, 𝑇62; if 𝑇62 > 𝑇61 indicates that the ability of
node 𝑁2 to carry messages 𝑚 to destination node 𝑁6 is
greater than that of node 𝑁1, node 𝑁2 is more proper next-
hop relay node; therefore node 𝑁1 forwards message 𝑚 to
node𝑁2. Otherwise, node𝑁1 continues to carry message 𝑚
until the destination node is encountered or the next-hop is
more reliable. In our scheme, the trust degree of node that
it meets is greater than itself as the next-hop relay node. So,
the message can be delivered to the destination along the
direction of trust gradient increment.

3.2. Collecting Forwarding Evidences. To obtain timely and
reliably the forwarding evidences of intermediate nodes,
we adopt Captive-Carry mechanism to collect forwarding
evidence information. In the message forwarding process,
some forwarding evidences information that can provewhich
nodes have participated in forwarding message is bound
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Figure 3: Message forwarding process based on trust.

dynamically into message body, carried to the destination
node together with the message. After receiving the message,
the destination node can obtain a list of intermediate nodes
from the forwarding evidence information of message body
and validate their authenticity and then reward these inter-
mediate nodes according to the defined evaluation strategy.

To guarantee the security and authenticity of the forward-
ing evidences and prevent malicious nodes from tampering
message and adding fake forwarding evidences, in the imple-
mentation, we adopt the layered coin model in the literature
[15] to achieveCaptive-Carrymechanismandmessage packet
format. A typical layered coin model usually consists of a
base layer formed by the source node and multiple endorsed
layers formed by the intermediate nodes. If an intermediate
node forwards the message to the next-hop relay node, it
fists forms an endorsed layer on message and then adds
signature information as evidence to the endorsed layer.
Figure 3 shows an example of message architecture based on
layered coin model; the base layer of message is composed
of message header, message content, and endorsed layer 0
formed by the source node, and message header contains
six fields: mid, 𝑁0, 𝑁𝑘, 𝑡,TTL, nc refer to the identifier of the
message, the identifier of the source node, the identifier of the
destination node, the timestamp of message created, the time
to live, and the max copy number of message, respectively.
The message content is only composed of encrypted data;
when the source node 𝑁0 wants to send a message to the
destination node 𝑁𝑘 with the public key pk𝑘, node 𝑁0 uses
the public key pk𝑘 to encrypt the real network data into

𝐸pk𝑘(𝐻(𝑁0 | 𝑡 | 𝑁𝑘 | 𝐶)) to achieve confidentiality, where𝐶 denotes real network data and 𝐻(∗) is a hash function of
message properties 𝑁0, 𝑡, 𝑁𝑘 and network data 𝐶 to validate
message content.

The endorsed layer is formed dynamically by the inter-
mediate node when it wants to forward the message to the
next-hop relay node. In Figure 4, for example, when the
source node 𝑁0 encounters node 𝑁1 at timestamp ts0 and
has determined that node 𝑁1 is a proper next-hop relay
node, node𝑁0 creates an endorsed layer 0 that contains four
fields: sig0, 𝑁1, ts0, sig1, where sig0 = SIGsk0(𝑁0 | mid) is its
signature over the message identifier mid and node identifier𝑁0 using its corresponding private key sk0,𝑁1 is the identifier
of the next-hop relay node, ts0 is a timestamp indicating
the time of message forwarding, sig1 = SIGsk1(𝐻(𝑁0 |
ts0 | 𝑁1)) is the signature of node 𝑁1 over the content𝐻(𝑁0 | ts0 | 𝑁1) using its corresponding private key sk1,
and𝐻(∗) is a hash function for generating summary of𝑁0 |
ts0 | 𝑁1. These four fields used as the forwarding evidence
proved that node𝑁0 has forwarded a message to node𝑁1 at
timestamp ts0, and the signature sig1 can prove that node𝑁1
is willing to receive the message from node𝑁0 at timestamp
ts0. Other endorsed layers created by relay nodes only include
the identifier of the forwarding nodes, timestamp of message
forwarding, the identifier of the receiving node, and the
signature of the receiving node; for example, in Figure 4,
endorsed layer 1 contains 𝑁1, ts1, 𝑁2, sig2. The above infor-
mation is used as forwarding evidence which proved that
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the message is forwarded to the next-hop relay node. The
signature sig1, sig2, . . . canwitness these nodes that arewilling
to receive the message.

Overhead of the message is based on layered coin mode.
Because the message is added multilayer of evidences infor-
mation in the forwarding process, the message length is
slightly larger than the basic message. Except the signature
fields, we assume each field is 2-byte length; then the message
header with six fields is 12 bytes, the length of endorsed layer
0 is around 4 + 2 ⋅ |sig| bytes, another each endorsed layer is
around 6 + |sig| bytes, and then the overhead of a 𝑘 layered
message Length𝑘(𝑚) is calculated as follows.

Length𝑘 (𝑚) = 12 + 𝐸pk𝑘 (𝐻 (𝑁0 | 𝑡 | 𝑁𝑘 | 𝐶)) + 4
+ 2 ⋅ sig + (𝑘 − 1) ⋅ (6 + sig) bytes

= 10 + 𝐸pk𝑘 (𝐻 (𝑁0 | 𝑡 | 𝑁𝑘 | 𝐶)) + 6
⋅ 𝑘 + (𝑘 + 1) ⋅ sig bytes,

(2)

where |𝐸pk𝑘(𝐻(𝑁0 | 𝑡 | 𝑁𝑘 | 𝐶))| denotes the length of
encrypted message content; |sig| denotes the length of signa-
ture. Thus, the overhead of a message is mainly composed
of message content and additional evidence information.
We assume the |sig| is 20-byte length; then the length of
additional evidence is around 𝐿 = 26𝑘 + 18 bytes, when𝑘 = 10, 𝐿 ≈ 0.25 kb. Therefore, the additional evidence
information is very small, relative to the message content; the
overhead of bandwidth and storage is only a little more than
the traditional methods.

3.3. Building and Updating Trusted Routing Table. The tuple𝑇𝑟𝑖𝑗 = ⟨𝐸∗𝑖𝑗, 𝑇𝑖𝑗⟩ is generated and updated by two pro-
cesses: encounter process and message receiving process. In
encounter process, suppose that node 𝑁𝑖 and node 𝑁𝑗 meet
each other at time 𝑡𝑠; the number of encounters between
the two nodes 𝐸𝑖𝑗, 𝐸𝑗𝑖 will be incremented by 1, respectively.
Without loss of generality, we assume that node𝑁𝑖 is carrying
message that needs to be forwarded to the next-hop nodes.
If node 𝑁𝑗 is chosen as the next-hop relay of message, node𝑁𝑖 will follow SER routing protocol to forward a message
copy to node 𝑁𝑗. After the message copy is successfully

forwarded, 𝑆𝑖𝑗 will be incremented by 1 to record the number
of messages that have been sent to node𝑁𝑗. In addition, after
the node 𝑁𝑗 received a message from the node 𝑁𝑖, 𝑅𝑗𝑖 will
also be incremented by 1 to record the number of messages
received from node 𝑁𝑖. Similarly, if the node 𝑁𝑖 received a
message from the node 𝑁𝑗, 𝑅𝑖𝑗 will be incremented by 1 to
record the number of messages received from node 𝑁𝑗, and𝑆𝑗𝑖 will also be incremented by 1 to record the number of
messages that have been sent to node𝑁𝑖. The initial value of𝐸𝑖𝑗, 𝑆𝑖𝑗, 𝑅𝑖𝑗, 𝐸𝑗𝑖, 𝑆𝑗𝑖, 𝑅𝑗𝑖 is set to 0. To prevent malicious nodes
from forging𝐸𝑖𝑗, 𝑆𝑖𝑗, 𝑅𝑖𝑗, 𝐸𝑗𝑖, 𝑆𝑗𝑖, 𝑅𝑗𝑖 and ensure𝐸𝑖𝑗 = 𝐸𝑗𝑖, 𝑆𝑖𝑗 =𝑅𝑗𝑖,𝑅𝑖𝑗 = 𝑆𝑗𝑖, the new evidences𝐸∗𝑖𝑗 = 𝐸𝑖𝑗, 𝑅𝑖𝑗, 𝑆𝑖𝑗, sig𝑖, sig𝑗 and𝐸∗𝑗𝑖 = 𝐸𝑗𝑖, 𝑅𝑗𝑖, 𝑆𝑗𝑖, sig𝑖, sig𝑗 will be generated by node 𝑁𝑖 and
node 𝑁𝑗 respectively, where sig𝑖 = SIGsk𝑖(𝐻(𝐸𝑖𝑗 | 𝑅𝑖𝑗 | 𝑆𝑖𝑗 |𝑡𝑠)) and sig𝑗 = SIGsk𝑗(𝐻(𝐸𝑗𝑖 | 𝑅𝑗𝑖 | 𝑆𝑗𝑖 | 𝑡𝑠)) refer to the
signatures generated by node𝑁𝑖 and node𝑁𝑗, respectively, to
show that node𝑁𝑖 andnode𝑁𝑗 have accepted these evidences𝐸𝑖𝑗, 𝑆𝑖𝑗, 𝑅𝑖𝑗, 𝐸𝑗𝑖, 𝑆𝑗𝑖, 𝑅𝑗𝑖. Node 𝑁𝑖 and node 𝑁𝑗 can judge
whether𝐸𝑖𝑗 = 𝐸𝑗𝑖, 𝑆𝑖𝑗 = 𝑅𝑗𝑖,𝑅𝑖𝑗 = 𝑆𝑗𝑖 are established by verify-
ing the signature of the other party. Consequently, malicious
nodes have difficulty forging the encounter and forwarding
evidences unilaterally.

In message receiving process, if node 𝑁𝑖 has received a
message𝑚 and is the destination node of𝑚, node𝑁𝑖 extracts
the forwarding evidences from the multiple endorsed layer
of the message𝑚 and obtains the intermediate nodes and the
message forwarding path as an evidence chain path: 𝑁0 ts0→
𝑁1 ts1→ 𝑁2 ts2→ ⋅ ⋅ ⋅ → 𝑁𝑗 ts𝑗→ ⋅ ⋅ ⋅ ts𝑖→ 𝑁𝑖. For each
node in the evidence chain, the destination node 𝑁𝑖 verifies
the validity of their signature sig0, sig1, sig2, . . . , sig𝑗, . . ., and
if signature verification for all nodes is correct and valid,
those that successfully helped forwarding will be rewarded
and trusted. The design of trust reward calculation is the
pivot of an efficient routing scheme, which should reflect
the ability of the intermediate nodes to forward message to
the destination node and the fairness and incentive of trust
evaluation. Therefore, we will calculate the trust reward of
intermediate nodes based on the principles of reliability and
delay.
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(1) Reliability Principle. The position of intermediate node in
the evidence chain path(𝑁𝑗) is closer to the destination node𝑁𝑖, and the trust reward of this intermediate node should be
higher. This is because the larger path(𝑁𝑗), the higher the
reliability of node 𝑁𝑗 to carry a message to the destination
node𝑁𝑖.
(2) Delay Principle. For themessage of same link length, if the
message delay time Δ𝑡 = 𝑡𝑠𝑖 − 𝑡 is smaller, the intermediate
node should get the higher trust reward from the destination
node 𝑁𝑖. This is because the smaller Δ𝑡 is, the quicker those
intermediate nodes can deliver themessage to the destination
node𝑁𝑖.

Assume that𝑇(𝑚)𝑖𝑗 is the trust reward of node𝑁𝑗 evaluated
by the destination node𝑁𝑖 based on the received message𝑚.
Based on the above principle, we define 𝑇(𝑚)𝑖𝑗 as

𝑇(𝑚)𝑖𝑗 = 12 (𝜌( Δ𝑡
TTL

) + 𝑓(path (𝑁𝑗)path (𝑚))) , (3)

where |path(𝑚)| denotes the length of message𝑚 forwarding
path in evidence chain; 𝜌(𝑥) = 𝑒−𝜆𝑥, 0 < 𝑥 ≤ 1, is the delay
reward function of evidence chain, which has monotonic
decreasing character with delay time Δ𝑡 of the message. The
value range of function is 𝑒−𝜆 ≤ 𝜌(𝑥) < 1, 𝜆 > 0 is regulatory
factor for the minimum value of the delayed reward, and
the larger the parameter 𝜆, the smaller the minimum value
of the delayed reward. path(𝑁𝑗) denotes the position of
intermediate node 𝑁𝑗 in the evidence chain, the range is1 ≤ path(𝑁𝑗) ≤ |path(𝑚)|, and 𝑓(𝑦) = 𝜙 + (1 + 𝜙)𝑦2, 0 <𝑦 ≤ 1, is a reliability reward function for intermediate node,
which hasmonotone increasing character with the parameter
value path(𝑁𝑗). The value range of function is 𝑓(𝑦) ∈ (𝜙, 1],0 ≤ 𝜙 < 1 is a regulatory factor for the minimum value of the
reliability reward, and the larger the parameter 𝜙, the larger
the minimum value of the reliability reward. Therefore, the
range of 𝑇(𝑚)𝑖𝑗 is (𝑒−𝜆 + 𝜙)/2 < 𝑇(𝑚)𝑖𝑗 < 1.

The trust degree 𝑇𝑖𝑗 of node 𝑁𝑖 toward node 𝑁𝑗 is
calculated based on all the messages forwarding evidences in
history. The following trust degree calculation is exercised: if
no new trust reward is gained in time window Tw, then 𝑇𝑖𝑗
will decrease with the time; otherwise, 𝑇𝑖𝑗 will increase based
on trust reward 𝑇(𝑚)𝑖𝑗 ; that is,

𝑇𝑖𝑗
= {{{

𝑇𝑖𝑗 × 𝜁 (𝑡𝑛, 𝑡𝑜) if 𝑡𝑛 − 𝑡𝑜 > Tw & 𝑁𝑗 ∉ R

𝑇𝑖𝑗 + (1 − 𝑇𝑖𝑗) × 𝑇(𝑚)𝑖𝑗 otherwise,
(4)

where𝑇𝑖𝑗 denotes the old trust degree of node𝑁𝑖 toward node𝑁𝑗, Tw represents the length of trust update window, and 𝑅
is the set of nodes that deliver successfully messages to node𝑁𝑖 within the current window, that is, the collection of nodes
in the evidence chain received in the current time window.𝜁 ∈ (1 − 𝛾, 1) is a time decay function, where 𝑡𝑛, 𝑡0 denote the
current time and the latest trust update time, respectively; as

Table 1: Trusted routing table TRT𝑖 of node𝑁𝑖 before update.
Destination node Vector table TwID Signature information𝑁1 𝑆𝑅1 1 Sig1𝑁2 𝑆𝑅2 1 Sig2𝑁𝑖 𝑆𝑅𝑖 1 Sig𝑖

Table 2: Trusted routing table TRT𝑗 of node𝑁𝑗 before update.
Destination node Vector table TwID Signature information𝑁1 𝑆𝑅1 2 Sig1𝑁3 𝑆𝑅3 1 Sig3𝑁𝑗 𝑆𝑅𝑗 1 Sig𝑗

shown in (5), 0 < 𝛾 ≤ 1 is a factor of decay rate andminimum;
the larger the parameter 𝛾 is, the quicker the trust degree
value decreases. Therefore, if a node can keep good trust
degree continuously, it will have a strong ability to forward
message to the node𝑁𝑖.

𝜁 (𝑡𝑛, 𝑡𝑜) = 1 − (𝑡𝑛 − 𝑡𝑜) 𝛾𝑡𝑛 . (5)

When the encounter process and message receiving
process are performed, node 𝑁𝑖 will generate or update the
tuple 𝑇𝑟𝑖𝑗 = ⟨𝐸∗𝑖𝑗, 𝑇𝑖𝑗⟩ to record summary information about
node 𝑁𝑗. Without loss of generality, node 𝑁𝑖 generates the
tuple 𝑇𝑟 for each DTNs node after multiple cycles of the
network operation. Therefore, we adopt vector table 𝑆𝑅𝑖 =(𝑇𝑟𝑖1, 𝑇𝑟𝑖2, 𝑇𝑟𝑖3, . . . , 𝑇𝑟𝑖𝑛) to store the summary information
that the node 𝑁𝑖 reports about other nodes. The trusted
routing table (TRT) consists of vector table of each node,
but in initial phase, each node’s trusted routing table has
only its own row vector. To quickly build and update trusted
routing table in each DTNs node, when the two nodes meet,
they first exchange trusted routing table with each other.
When a node received the encounter node’s trusted routing
table, it compares the received trusted routing table to itself
trusted routing table. If there is a new row vector in the
received trusted routing table, this nodewill update its trusted
routing table. To prevent malicious nodes from tampering
row vector of trusted routing tables, node 𝑁𝑖 generates the
record information of the row vector 𝑆𝑅∗𝑖 = 𝑆𝑅𝑖,TwID, Sig𝑖
periodically to update and verify the trusted routing table,
where Sig𝑖 = SIGsk𝑖(𝐻(𝑆𝑅𝑖 | TwID)) refers to the signature
generated by node 𝑁𝑖 on vector table 𝑆𝑅𝑖, 𝐻(∗) is a hash
function for generating summary of 𝑆𝑅𝑖 | TwID, and TwID
denotes the latest update window of record information 𝑆𝑅∗𝑖 .

We use an example to illustrate the update process of
the trusted routing table. As shown in Tables 1 and 2, the
trusted routing table TRT𝑖 of node 𝑁𝑖 contains three row
vectors 𝑆𝑅1, 𝑆𝑅2, 𝑆𝑅𝑖, and the trusted routing table TRT𝑗
of node 𝑁𝑗 contains three row vectors 𝑆𝑅1, 𝑆𝑅3, 𝑆𝑅𝑗, and
when node𝑁𝑖 and node𝑁𝑗 meet, they exchange the trusted
routing tables TRT𝑖, TRT𝑗 with each other. After the update
operation, as shown in Table 3, the trusted routing tables
TRT𝑖, TRT𝑗 of node𝑁𝑖 and node𝑁𝑗 contain five row vectors𝑆𝑅1, 𝑆𝑅2, 𝑆𝑅3, 𝑆𝑅𝑖, 𝑆𝑅𝑗, and 𝑆𝑅1 is the latest vector table in
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Table 3: Trusted routing table of node𝑁𝑖 and node𝑁𝑗 after update.
destination node Vector table TwID Signature information𝑁1 𝑆𝑅1 2 Sig1𝑁2 𝑆𝑅2 1 Sig2𝑁3 𝑆𝑅3 1 Sig3𝑁𝑖 𝑆𝑅𝑖 1 Sig𝑖𝑁𝑗 𝑆𝑅𝑗 1 Sig𝑗

Input: node𝑁𝑖 maintains the vector table𝑆𝑅𝑖 = (𝑇𝑟𝑖1, 𝑇𝑟𝑖2, 𝑇𝑟𝑖3, ⋅ ⋅ ⋅ , 𝑇𝑟𝑖𝑛); The initial
value of trusted routing table TRT𝑖 contains
only row vectors 𝑆𝑅𝑖;

(1) if node𝑁𝑖 updated the vector table 𝑆𝑅𝑖 then
(2) generate the new row vector𝑆𝑅∗𝑖 = {𝑆𝑅𝑖,TwID, Sig𝑖};
(3) update row vector 𝑆𝑅𝑖 in trusted routing table;
(4) TwID + +;
(5) end
(6) if node𝑁𝑖 and node𝑁𝑗 meet each other then
(7) send trusted routing table TRT𝑖 to node𝑁𝑗;
(8) receive trusted routing table TRT𝑗 from node𝑁𝑗;
(9) end
(10) while ∀𝑆𝑅𝑘 ∈ TRT𝑖 ∩ TRT𝑗 do
(11) if TRT𝑗 ⋅ 𝑆𝑅𝑘 ⋅ TwID > TRT𝑖 ⋅ 𝑆𝑅𝑘 ⋅ TwID then
(12) verify the validity of the signature Sig𝑘;
(13) if Sig𝑘 is valid then
(14) update row vector 𝑆𝑅𝑘 in trusted routing

table TRT𝑖;
(15) TRT𝑖 ⋅ 𝑆𝑅𝑘 = TRT𝑗 ⋅ 𝑆𝑅𝑘;
(16) TRT𝑖 ⋅ 𝑆𝑅𝑘 ⋅ TwID = TRT𝑗 ⋅ 𝑆𝑅𝑘 ⋅ TwID;
(17) TRT𝑖 ⋅ Sig𝑘 = TRT𝑗 ⋅ Sig𝑘;
(18) end
(19) end
(20) end
(21) while ∀𝑆𝑅𝑘 ∈ TRT𝑗 and 𝑆𝑅𝑘 ∉ TRT𝑗 do
(22) verify the validity of the signature Sig𝑘;
(23) if Sig𝑘 is valid then
(24) insert𝑁𝑘, 𝑆𝑅𝑘,TwID, Sig𝑘 into trusted routing

table TRT𝑖;
(25) end
(26) end

Algorithm 1: Building and updating TRT.

node𝑁𝑗. The detailed update process of trusted routing table
is shown in Algorithm 1.

Robustness Analysis. In the building and updating process of
the trusted routing table, the malicious node may modify the
trusted routing table to forge high trust value and message
forwarding ratio. However, this attack can be thwarted in
our scheme, since the number of encounters and forwarding
message number of malicious node can be verified by well-
behaving nodes that encountered malicious node in the past,
so themalicious node cannot forgemessage forwarding ratio.
Because each row vector in the trusted routing table has the
signature of the corresponding node, if the malicious node

forged high trust value in row vector, then this forged row
vector cannot be updated to the trusted routing table of other
nodes, because the signature of the node in this forged row
vector is incorrect. As a result, the proposed trusted routing
table has robustness and nonrepudiation.

3.4. Detecting Malicious Nodes and Selfish Nodes. By ana-
lyzing and observing the characteristics of the attacker in
Section 2.2, we have the strong belief that can distinguish
between well-behaving nodes and malicious nodes through
their historical forwarding behavior and trust value, because
if a well-behaving node has a high number of encounters with
other nodes, it might receive a lot of messages and forward a
larger portion of themor all of them; that is, it has higher ratio
between forwarded messages and received messages. How-
ever, malicious nodes often have high number of encounters
and receive a lot of messages from other nodes but only
forward a small portion of them or even do not forward any
of them, so malicious nodes have lower ratio of forwarded
messages over received messages. Different from malicious
nodes, selfish nodes receive only a few of messages even if
they have high number of encounters with other nodes, but
they forward a lot of messages generated by themselves, so
selfish nodes have abnormal high ratio between forwarded
messages and receivedmessages. Based on the above analysis,
we use the column vector in the trusted routing table to define
themetrics namedmalicious behavior ratio,MBR, and selfish
behavior ratio, SBR, that can effectively detect malicious
nodes and selfish nodes. Suppose the column vector of node𝑁𝑗 is 𝑆𝐶∗𝑗 = (𝑇𝑟1𝑗, 𝑇𝑟2𝑗, 𝑇𝑟3𝑗, . . . , 𝑇𝑟𝑛𝑗)𝑇, malicious behavior
ratio MBR of node𝑁𝑗 can be formulated as

MBR = (∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑅𝑖𝑗)2∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑆𝑖𝑗 × ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝐸𝑖𝑗 , (6)

where ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑅𝑖𝑗 is the total number of messages that all
DTNs nodes received from node𝑁𝑗, that is, the total number
of messages forwarded by node 𝑁𝑗. ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑆𝑖𝑗 is the total
number of messages that all DTNs nodes send to node 𝑁𝑗,
that is, the total number of messages received by node 𝑁𝑗.∑𝑛𝑖=1 𝑇𝑟𝑖𝑗⋅𝐸𝑖𝑗 is the total number of encounterswhere all DTNs
nodes meet node 𝑁𝑗. MBR can potentially reveal malicious
behavior of malicious nodes dropping packets frequently,
because ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑅𝑖𝑗 is far less than ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑆𝑖𝑗 and∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝐸𝑖𝑗, so malicious nodes have lower MBR than the
well-behaving nodes.

To effectively detect selfish nodes, selfish behavior ratio
SBR can be formulated as

SBR = ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑅𝑖𝑗 × ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝐸𝑖𝑗
(∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑆𝑖𝑗)2 , (7)

where themeaning of each value and expression is the same as
(6), and SBR can potentially reveal behavior of selfish nodes
that frequently refuse the request of forwarding message
packets, because ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑅𝑖𝑗 and ∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝐸𝑖𝑗 are greater
than∑𝑛𝑖=1 𝑇𝑟𝑖𝑗 ⋅ 𝑆𝑖𝑗, so selfish nodes have abnormal higher SBR
than the well-behaving nodes.
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Input: Detection node𝑁𝑗, ThMBR, ThSBR
Output: detection result of node𝑁𝑗

(1) get the column vector𝑆𝐶∗𝑖 = (𝑇𝑟1𝑖, 𝑇𝑟2𝑖, 𝑇𝑟3𝑖, . . . , 𝑇𝑟𝑛𝑖)𝑇 of node𝑁𝑗 from
trusted routing table;

(2) calculate malicious behavior ratio MBR of node𝑁𝑗
using Eq. (6);

(3) calculate selfish behavior ratio SBR of node𝑁𝑗 using
Eq. (7);

(4) if MBR < ThMBR then
(5) return node𝑁𝑗 is a malicious node;
(6) else
(7) if SBR > ThSBR then
(8) return node𝑁𝑗 is a selfish node;
(9) else
(10) return node𝑁𝑗 is a well-behaving node;
(11) end
(12) end

Algorithm 2: Detecting malicious and selfish nodes.

Therefore, after obtaining MBR and SBR of node 𝑁𝑗, we
compare them with predefined thresholds to judge whether
the node 𝑁𝑗 is malicious node or not. ThMBR and ThSBR
denote threshold of malicious behavior ratio and selfish
behavior ratio, respectively, and their value is chosen empir-
ically using simulation. The detailed detection process of
malicious and selfish nodes is shown in Algorithm 2.

3.5. Security and Efficient Routing Based on TRT. When
node 𝑁𝐼 meets node 𝑁𝑗, it triggers Algorithm 3 to perform
the following routing steps. Step (1): node 𝑁𝐼 first uses
Algorithm 2 to judge whether node 𝑁𝑗 is a well-behaving
node or not; if node 𝑁𝑗 is a well-behaving node, it runs to
next step. Step (2): node𝑁𝑖 queries messages in its buffer 𝐵𝑚;
if there are messages that need to be forwarded, it stores the
messages in a temporary set 𝑀 and then goes to next step.
Step (3): for each message 𝑚 ∈ 𝑀, node 𝑁𝑖 gets the identity𝑁𝑑 of the destination node from head field of message𝑚 and
obtains row vector 𝑆𝑅𝑑 = (𝑇𝑟𝑑1, 𝑇𝑟𝑑2, 𝑇𝑟𝑑3, . . . , 𝑇𝑟𝑑𝑛) of node𝑁𝑑 in trusted routing table TRT, then queries the trust value𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖, 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗, of node 𝑁𝑖 and node 𝑁𝑗 evaluated by
node𝑁𝑑, and goes to next step. Step (4): node𝑁𝑖 forwards the
message𝑚 to node𝑁𝑗 according to the following strategies.(1) If 𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖 > 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗, node 𝑁𝑖 will forward a
copy of message 𝑚 with copy number nc𝑗 to node 𝑁𝑗 and
then updates copy number nc𝑖 ← nc𝑖 − nc𝑗; otherwise node𝑁𝑖 continues to carry message 𝑚 until it meets a node with
greater trust degree. The copy number of message is divided
according to the proportion of trust value, as shown in (8). If
the node has higher trust value, it has larger copy number of
message.

nc𝑗 ← ⌈ 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖 + 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗 ⋅ nc𝑖⌉ . (8)

(1) if node𝑁𝑖 meets node 𝑁𝑗 then
(2) node𝑁𝑖 triggers Algorithm 2 and detects behavior of

node𝑁𝑗;
(3) get detection result of node𝑁𝑗 from Algorithm 2;
(4) end
(5) if node𝑁𝑗 is a well-behavior node and 𝐵𝑚 ̸= 𝜙 then
(6) sorts messages by the remaining TTL;
(7) for each message 𝑚 ∈ 𝐵𝑚 do
(8) get destination node𝑁𝑑 from head field of𝑚;
(9) get 𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖, 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗 of node𝑁𝑖 and node𝑁𝑗

from 𝑆𝑅𝑑 = (𝑇𝑟𝑑1, 𝑇𝑟𝑑2, 𝑇𝑟𝑑3, . . . , 𝑇𝑟𝑑𝑛);
(10) if 𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖 > 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗 then
(11) get copy number nc𝑖 from head field of𝑚;
(12) calculate nc𝑗 using Eq. (8);
(13) forwards a copy of𝑚 with copy number nc𝑗

to node𝑁𝑗;
(14) updates nc𝑖 ← nc𝑖 − nc𝑗;
(15) else
(16) if 𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖 == 0 and 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗 == 0 then
(17) calculate 𝑇𝑖, 𝑇𝑗 of node𝑁𝑖 and node𝑁𝑗;
(18) if 𝑇𝑖 == 0 and 𝑇𝑗 == 0 then
(19) forwards a copy of𝑚 to node𝑁𝑗;
(20) else
(21) if 𝑇𝑗 > 𝑇𝑖 then
(22) get copy number nc𝑖 from head

field of𝑚;
(23) calculate nc𝑗 using Eq. (9);
(24) forwards a copy of𝑚 with copy

number nc𝑗 to node𝑁𝑗;
(25) updates nc𝑖 ← nc𝑖 − nc𝑗;
(26) end
(27) end
(28) else
(29) end
(30) end
(31) end

Algorithm 3: Security and efficient routing algorithm.

(2) In the initial phase, if𝑇𝑟𝑑𝑖⋅𝑇𝑑𝑖 and𝑇𝑟𝑑𝑗⋅𝑇𝑑𝑗 are null val-
ues, we use average trust values𝑇𝑖, 𝑇𝑗 of node𝑁𝑖 and node𝑁𝑗
as the decision for message forwarding, 𝑇𝑖 = (1/𝑛)∑𝑛𝑥=1 𝑇𝑟𝑥𝑖 ⋅𝑇𝑥𝑖 and 𝑇𝑗 = (1/𝑛)∑𝑛𝑥=1 𝑇𝑟𝑥𝑗 ⋅ 𝑇𝑥𝑗. If 𝑇𝑗 = 𝑇𝑖 = 0, it shows
that the network is in the cold start phase.Therefore, node𝑁𝑖
adopts epidemic algorithm to forward the copy of message𝑚
to node𝑁𝑗 and does not divide the copy number of message𝑚. (3) If 𝑇𝑗 > 𝑇𝑖, node 𝑁𝑖 will forward a copy of message𝑚 with copy number nc𝑗 to node 𝑁𝑗 and then updates copy
number nc𝑖 ← nc𝑖−nc𝑗; otherwise node𝑁𝑖 continues to carry
message𝑚 until it meets a node with greater trust degree. In
this case, the copy number of message is divided as shown in

nc𝑗 ← ⌈ 𝑇𝑗
𝑇𝑖 + 𝑇𝑗 ⋅ nc𝑖⌉ . (9)
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The proposed routing algorithmonly uses the row vectors
and column vectors in the local trusted routing table to
judge the behavior of encounterednode andmake forwarding
decision.The overhead of the algorithm is low; themaximum
time complexity is equal to 𝑂(|𝑀| × 𝑛). The algorithm of
detecting malicious nodes and selfish nodes can detect the
behavior of the encountered node and effectively resist the
attacks of malicious and selfish nodes in DTNs. Therefore,
the proposed scheme improves the security and reliability of
DTNs effectively and achieves the design goal 2 in Section 2.3.
In the proposed scheme, a message is delivered to the desti-
nation node along the direction of trust gradient increment;
only when the condition 𝑇𝑟𝑑𝑖 ⋅ 𝑇𝑑𝑖 > 𝑇𝑟𝑑𝑗 ⋅ 𝑇𝑑𝑗 is met, the
relay nodes forward the message to the next-hop relay nodes.
This scheme makes the probability of the message reaching
the destination node get higher and higher and significantly
improves the network routing performance, that is, higher
delivery ratio and lower average delivery delay and achieves
design goal 1 in Section 2.3.

4. Performance Evaluation

4.1. Simulation Setup. We set up the experiment environ-
ment with the ONE (opportunistic network environment)
simulator, in which we implement our proposed routing
algorithm. ONE simulator is designed for evaluating and
verifying DTNs routing protocols and includes a variety of
movement models, map of Helsinki city, and some typical
routing algorithms such as Epidemic, Spray andWait (SAW),
Prophet, andMaxProp. In our experiment, we adopt the map
of Helsinki city as the experiment environment and deploy
200 nodes on the map with size of 4500m to 3400m. The
well-behaving nodes and selfish nodes use shortest path map
based movement model to simulate the movement at speed
of 0.5m/s to 1.5m/s, and malicious nodes move at speed
of 2.7m/s to 13.9m/s. Messages are generated at the rate of
one per 25 to 35 seconds. The simulation time is set to 24
hours, during which 2900 messages are generated. The size
of message is 512 kB. Time to live (TTL) is in the range of 30
to 240 minutes. The buffer 𝐵𝑚 of each node is in the range of
5M to 60M. Delay of reward regulation factor 𝜆 is set to 10.
Reliability reward regulation factor 𝜙 is set to 0.3. Time decay
factor 𝛾 is set to 0.2. The maximum copy number of message
nc is set to 10.

We evaluate our scheme in two aspects: effectiveness
of malicious attack detection and routing performance. The
performance metrics used in the evaluation are (i) detected
accuracy, which is the percentage of malicious nodes and
selfish nodes that can be detected; (ii) false positive rate,
which is the percentage ofwell-behaving nodes that are falsely
judged as malicious nodes and selfish nodes; (iii) delivery
rate, which is the percentage of generated messages that are
successfully delivered to destinationnodeswithin time to live;
(iv) average delivery delay, which is the average time taken
for the messages to be delivered from the source nodes to the
destination nodes; (v) overhead rate, which is the proportion
between the number of relayed messages (excluding the suc-
cessfully delivered messages) and the number of successfully
deliveredmessages. Both detected accuracy and false positive

rate are used to measure effectiveness of malicious attack
detection. Delivery rate, average delivery delay, and overhead
rate are used to measure routing performance.

4.2. Simulation Results and Analysis

4.2.1. The Impact of Choosing Different Threshold. First, we
evaluate the impact of choosing different threshold ThMBR
onmalicious behavior detection of SER.The number of mali-
cious nodes is set to 40.The dropping probability of messages
is varied from 0.1 to 0.8, which indicates the level of malicious
nodes. The threshold of malicious behavior ratio ThMBR is
varied from 0.05 to 0.4. Time to live (TTL) of each message
is fixed to 30 minutes. The buffer 𝐵𝑚 of each node is fixed
to 5M.

Figure 5 presents the detected accuracy and false positive
rate of SERwith varying thresholds and dropping probability.
Figure 5(a) shows that six curves have similar trends, which
indicate that the malicious nodes are more likely to be
detected when their dropping probability increases. When
the dropping probability of messages increases to 0.3, the
detected accuracy of SER reaches to 100 percent using four
varying thresholds. Even though the dropping probability of
messages is lower than 0.1, the detected accuracy of SER is
still higher than 70 percent when the threshold is greater
than 0.15.This shows that SER could achieve a better detected
accuracy. Furthermore, Figure 5(a) also shows that the greater
the threshold, the higher the detected accuracy of SER. How-
ever, from Figure 5(b), we can obviously find that the greater
the threshold, the higher the false positive rate of SER. When
the threshold is equal to 0.4, the false positive rate of SER
exceeds 14 percent, which is obviously unacceptable evenwith
higher detected accuracy. Therefore, we need to set a thresh-
old tradeoff between detected accuracy and false positive rate.
As seen in Figures 5(a) and 5(b), if the threshold is set to 0.1 or
0.15, SER not only has higher detection accuracy, but also has
lower false positive rate. That means SER has little effect on
well-behaving nodes when we choose the appropriate thresh-
old.

Similarly, we evaluate the impact of choosing different
threshold ThSBR on selfish behavior detection of SER. The
total number of selfish nodes is varied from 10 to 50. The
threshold ThSBR is varied from 1.3 to 3. Figure 6(a) shows that
the detected accuracy of SER reaches to 100 percent under
all thresholds, when the total number of selfish nodes is less
than 20, which implies that the less selfish nodes are easier to
be detected. When the number of selfish nodes exceeds 30,
the detected accuracy of SER has the drop trends, and the
greater the threshold, the more obvious the drop trends. But
correspondingly, as shown in Figure 6(b), the false positive
rate of SER also has more significant drop trends, when the
number of selfish nodes increases. This is because the selfish
nodes have more friends and receive more messages from
their friends. The result is that some selfish nodes have lower
SBR and do not violate the large thresholds. Even though
the number of selfish nodes is increased to 50, the detected
accuracy of SER is still higher than 94 percent, but the
false positive rate of SER is lower than 2 percent when the
threshold is equal to 1.3. This means that SER could detect
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Figure 5: SER’s malicious behavior detection results under varying thresholds ThMBR.
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Figure 6: SER’s selfish behavior detection results under varying thresholds ThSBR.

selfish behavior effectively and has a little effect on well-
behaving nodes. Therefore, we conclude that if the number
of selfish nodes is less than 30, we use the large threshold
to detect false positive rate; on the contrary, we use a small
threshold.

4.2.2. The Impact of TTL on the Routing Performance. In this
section, we compare SER with three classic routing schemes
Epidemic, Prophet, and SAWin the routing performance.The
buffer 𝐵𝑚 of each node is fixed to 5M. Time to live (TTL) of
message is varied from 30 minutes to 240 minutes. Suppose
there are no malicious nodes and selfish nodes in DTNs.

Figure 7 shows the performance of four routing schemes
under varying TTL. As seen in Figures 7(a) and 7(b), our
scheme SER has obvious advantages in delivery rate and
average delivery delay compared with other three schemes.
From the figure, TTL has little effect on SER. Even though

the TTL is equal to 30 minutes, the delivery rate of SER still
reached to 70 percent.When TTL is greater than 120minutes,
the delivery rate of SER reached to 88.5 percent and tends to a
steady state.This is because SER adopts the followingmessage
forwarding strategy: (1) selecting the more trusted nodes
as the next-hop relay nodes and (2) each message having
multiple finite copies that are forwarded concurrently along
different paths. However, the delivery rates of Epidemic and
Prophet have the drop trends when the TTL increases.This is
because these two schemes adopt the infinite message copies
forwarding strategy; there are many messages that are not
forwarded in time, which are deleted by nodes due to buffer
capacity limitation and receiving the newmessages. Although
the delivery rate of SAW approaches SER when the TTL is
increased to 240 minutes, SER has greater advantage in
the average delivery delay; the other schemes have obvious
growth trendwith TTL increased.When the TTL is increased
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Figure 7: Routing performance under varying TTL.

to 240 minutes, the average delivery delay of SAW exceeds
3000 seconds while SER is only about 1800 seconds. This
means that our SER scheme could find a trusted forwarding
path with a short delay when the trust mechanism is adopted
to forward the message. Figure 7(c) shows that SAW has the
most obvious advantage in the overhead rate; this is because
SAWadopts the single copymessage forwarding strategy.The
overheat rate of SER is a little higher than other schemeswhen
TTL is less than 110 minutes.

4.2.3. The Impact of Buffer Capacity on the Routing Per-
formance. Time to live (TTL) of message is fixed to 90
minutes. The buffer 𝐵𝑚 of node is varied from 5M to 60M.
Figure 8 shows the performance of four routing schemes
under varying buffer capacity. As seen in Figures 8(a) and
8(b), SER achieves the better performance in the delivery rate
and average delivery delay by requiring small buffer. When
the buffer capacity is greater than 10M, the delivery rate of
SER exceeds 96 percent and tends to have a steady state,

but, correspondingly, the average delivery delay of SER is
less than 1300 seconds. This result indicates that SER has low
requirements of the buffer capacity and is suitable for buffer
limited DTNs.The delivery rate of Epidemic and Prophet has
obvious increasing trends, but, correspondingly, the average
delivery delay of Epidemic and Prophet has the dropping
trends when the buffer capacity increases. This is because
Epidemic and Prophet have enough space to receive the new
message and store the messages for long time. This means
that Epidemic and Prophet have strong dependence on the
buffer capacity and have lower efficiency in buffer limited
DTNs. SAW has lower dependency on the buffer capacity
than the other three schemes, but the routing performance
of SAW is less efficient than SER. Figure 8(c) shows that the
overhead rate of SER has the dropping trends with buffer
capacity increases. When the buffer capacity is equal to 10M,
the overhead rate of SER is lower than 100 and tends to be in
stable state, which indicates that SER could achieve the stable
routing performance with varying buffer capacity.
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Figure 8: Routing performance under varying buffer capacity.

4.2.4. The Impact of the Number of Malicious Nodes on
the Routing Performance. In this experiment, we assume
that there are malicious nodes in DTNs. The number of
malicious nodes is varied from 0 to 40.The droppingmessage
probability of malicious nodes is fixed to 0.3. The threshold
ThMBR on malicious behavior detection of SER is set to 0.15.
The buffer 𝐵𝑚 of each node is fixed to 10M. Time to live
(TTL) of message is fixed to 60 minutes. We evaluate the
routing performance of four schemes under varying number
of malicious nodes.

Figure 9(a) shows that the delivery rate of SER has
the slight dropping trends, but the delivery rate of other
schemes has the obvious dropping trends, when the number
of malicious nodes increases. Even though the number of
malicious nodes is increased to 40, the delivery rate of SER
still exceeds 84 percent that is obviously higher than other
schemes. This result indicates that SER has better effect

of resisting malicious behavior by using malicious nodes
detection mechanism and the trusted forwarding strategy.
However, the average delivery delay of four schemes has
obvious rising trends in Figure 9(b); this is because the
total number of nodes in the experiment is fixed to 200;
if the number of malicious nodes increases, the number of
well-behaving nodes would decrease to lead to the increase
of average delivery delay. The delivery rate of SAW has
the obvious linear dropping trend, which indicates that the
malicious nodes have big effect on the single copy strategy.
As seen in Figure 9(c), the overhead rate of SER is lower than
100 and close to SAW, which indicates that SER could not
only detect themalicious nodes, but also forward themessage
to the most proper next-hop relay node. The overhead rate
of Epidemic and Prophet has the dropping trends, when the
number of malicious nodes increases; this is because the total
number of copies of the message in DTNs is decreased. As
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Figure 9: Routing performance under varying of the number of malicious nodes.

a result of the two-hop routing strategy, the overhead rate of
SAW is very small; this is because fewer copies of messages
are generated in DTNs.

5. Related Work

In recent years, many research works on misbehavior detec-
tion and routing in DTNs have been proposed, which are
closely related to our SER scheme. In Prophet [11], Lindgren
et al. first propose a probabilistic routing protocol for DTNs,
which calculates the probability of a node contacting the des-
tination node as the next-hop relay node selection strategies.
A node will forward a message to the next-hop node only
when the next-hop node has a higher probability of contact-
ing the destination node. MaxProp [8] exploits priority of the
transmitted path to schedule the messages to be forwarded
and the messages to be dropped and stores a list of previous
intermediaries to prevent message from forwarding twice to

the same node. In ERB [12], to minimize overhead in terms
of both extra traffic injected into the network and control
overhead, ERB adopts historical encounter-based metric for
optimization of message forwarding, where each node is only
responsible formaintaining the past rate of encounter average
to predict future encounter rates. SMART [16], SSAR [10],
Bubble Rap [9], and SGBR [17] exploit the various social
metrics to select the appropriate next-hop relay node, such
as history of interaction, betweenness centrality, and com-
munity. Although the routing schemes mentioned above are
very effective for improving route performance, they cannot
address the security problems in DTNs.

To detect colluding blackhole and greyhole attacks, Pham
and Yeo [6] designs a statistical-based detection scheme
(SDBG) in which each node locally maintains the encounter
records and the meeting summary with other nodes. When
the nodes meet each other, they are required to exchange
their encounter record histories, based on which other nodes
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can evaluate their forwarding behaviors. Alajeely et al. [3]
present the detection attack and trace back mechanisms
based on the Merkle tree, where the legitimate nodes can
detect attack based on the received packets and then trace
back and identify the malicious nodes. Zhu et al. [7] exploit
a trusted authority (TA) to judge the forwarding behavior
of nodes based on the collected delegation task evidence,
forwarding history evidence, and contact history evidence.
Chen et al. [13], Lu et al. [15], Ayday and Fekri [18], Li and
Cao [14], Zhao et al. [19], and Chen and Chan [20] adopt
the incentivemechanism tomotivate selfish nodes to forward
messages, which use reputation or credit to represent the
forwarding behavior of nodes.

Different from existing routing protocols and misbehav-
ior detection schemes, our proposed SER scheme introduces
a trusted routing table (TRT) that contains the behavior
history information of each node and the trust degree of
forwarding the message to other nodes. We use the trusted
routing table not only to analyze the behavior of nodes, but
also to make effective routing decisions. Therefore, SER can
achieve both the routing performance and the misbehavior
detection and only cost the extra resource overhead that
maintains the trusted routing table.

6. Conclusions

In this paper, we proposed a security and efficient routing
scheme (SER), which has the dual functions of routing deci-
sion and malicious attacks detection. Based on the layered
coin model and digital signature mechanism, the proposed
forwarding evidences collection mechanism can effectively
guarantee the security and authenticity of the forwarding
evidence. Exploiting the forwarding evidence and historical
contact information, we described in detail the build and
update process of trusted routing table. By adopting the
trusted routing table, the proposed SER scheme can obtain
the global view about the contact relationship among all
nodes in DTNs. The detailed analysis has shown that the
trusted routing table not only is secure and reliable, but
also quickly converges to global consistency. The simulation
results show that SER could accurately detect the attacks
behavior of malicious nodes or selfish nodes by analyzing the
history forwarding behavior of node from the global view. In
addition, the simulation results also demonstrate that SERhas
better routing performance compared with the existing algo-
rithms, such as higher delivery rate and lower average deliv-
ery delay. For our future work, we will design the hierarchical
trusted routing table and further reduce the network resource
overhead.
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Wireless body area networks (WBANs) are widely used in telemedicine, which can be utilized for real-time patientsmonitoring and
home health-care.The sensor nodes inWBANs collect the client’s physiological data and transmit it to themedical center. However,
the clients’ personal information is sensitive and there are many security threats in the extra-body communication. Therefore,
the security and privacy of client’s physiological data need to be ensured. Many authentication protocols for WBANs have been
proposed in recent years. However, the existing protocols fail to consider the key update phase. In this paper, we propose an efficient
authenticated key agreement scheme for WBANs and add the key update phase to enhance the security of the proposed scheme.
In addition, session keys are generated during the registration phase and kept secretly, thus reducing computation cost in the
authentication phase. The performance analysis demonstrates that our scheme is more efficient than the currently popular related
schemes.

1. Introduction

With the progress of society and the development of sci-
ence and technology, people’s health-care requirements are
improved continuously. In the area of health-care, people are
no longer satisfied with the traditional pattern of posttreat-
ment, and hope that there is a new model achieving preven-
tive early diagnosis and early treatment. As the population
aging process accelerates and the number of older people
increases, the need for surveillance of chronic diseases is
increasing. The elderly can detect their own health anytime
and anywhere, without having to go to the hospital. This
can not only make a diagnosis and give treatment timely
according to the patient’s condition, but also reduce the cost
of medical treatment and hospital burden. On the other
hand, with the rapid development of wireless communication
technology, the integration of physiological sensors and
embedded computing technology, the health-care as the
main application purpose of wireless body area networks
(WBANs) has appeared correspondingly. WBANs act as an
important branch of wireless sensor networks that provide

a convenient and low-cost method for health monitoring of
chronic patients.

WBANs can long-termmonitor and record human health
signals. WBANs mainly consist of wearable or implanted
biomedical sensors and portable personal device, which
can collect relevant physiological parameters such as heart
rate, blood pressure, and blood sugar. WBANs achieve real-
time or long-term monitoring of the relevant physiological
parameters to provide timely and accurate data for doctors’
diagnosis. The concept of WBANs was first introduced by
Zimmerman in 1996 [1]. Later, several variations of WBANs
were presented in the literature. The papers [2, 3] present
a wireless EEG/ECG system using noncontact sensors to
monitor human EEG and ECG data. The relevant sensors
[4, 5] can provide patients with timely warning of the disease
and remind the patient to be treated early. In addition, blood
glucose in diabetic patients is monitored by micro blood
glucose sensors. When the blood glucose value is lower than
a certain value, the miniature syringe placed on the patient
will inject insulin to control the level of the blood glucose in
time.
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Figure 1: A typical wireless body area networks.

The working mechanism of WBANs is using sensors and
networks to acquire user’s data as well as doing operation of
the data like sensing, storing, processing, and transmitting
[6]. As is shown in Figure 1, the overall architecture of
WBANs can be divided into two tiers. The first tier is the
intrabody communication, which refers to the communica-
tion between sensor nodes and the smart portable device
(SPD) held by the patient. The other is the extra-body
communication, which refers to the whole network of the
server.This tier enables SPD to communicate with the remote
application provider (AP) such as the hospital, remote doctor,
and medical institutions [7]. Our concern in this paper is to
enhance the security of the extra-body communication.

The data collected or transmitted in WBANs are very
sensitive and important because these data are the basis
of clinical diagnostics. Besides, the open wireless network
environment makes the application of WBANs face many
security risks and threats. Therefore, the protection of client’s
privacy is the most concerned about the client. Such as in
telemedicine applications, the client may need anonymous
access to medical services. Doctors only need to know the
physiological information related to the patient’s condition
and cannot acquire the client’s privacy information, such as
the user’s name and ID number. Therefore, in the WBANs
medical applications, we should use the relevant crypto-
graphic algorithms to encrypt the user’s privacy information
to achieve users andmedical institutions anonymous authen-
tication and to ensure that the privacy information is not
disclosed when the user is receiving medical services.

Key agreement andmutual authentication are two funda-
mental building blocks for meeting the security and privacy
requirements [8, 9]. More specifically, key agreement is
needed to establish a session key between AP and the client
for ensuring the confidentiality and integrity of the informa-
tion in transmission [10]. Mutual authentication requires that
only the authorized WBANs client and AP are authenticated
at the same time. Taking into account the importance of
privacy security and resource constraint, we design an effi-
cient and anonymous authenticated key agreement scheme

for WBANs. Our contributions can be summarized as fol-
lows:

(i) By analyzing the existing authenticated key agree-
ment scheme, we propose a novel certificateless au-
thenticated key agreement scheme for WBANs,
which is cost-effective and achieves many security
requirements. The proposed scheme is based on an
efficient and provably secure signature scheme from
bilinear pairings [11, 12] and an identity-based authen-
ticated key agreement protocol [13].

(ii) Most of the authentication protocols for WBANs
generate the session key during the authentication
phase, and our scheme generates the session key in
the registration phase and stores it secretly.Therefore,
when theWBANs client authenticates himself/herself
to a requested AP, they do not need to establish the
session key; thus, this design reduces the computation
cost.

(iii) The proposed scheme implements the function of
key update, which avoids the repeated use of the
same session key.TheWBANs client can update their
session key freely.

This paper is organized as follows. We discuss related
works in Section 2. Section 3 briefly describes the basic
definition of the bilinear pairing and BDH assumption.
Section 4 introduces the system model of our authenticated
key agreement scheme for WBANs and lists several security
requirements that need to be met. We describe the proposed
scheme for WBANs in Section 5. We perform the security
analysis for the proposed scheme in Section 6. Section 7 dis-
cusses computation cost of the proposed scheme. We make
concluding remarks in Section 8.

2. Related Works

Because the patient health data is sensitive and face many
security threats in open wireless network environment, thus
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the protection of patient’s privacy is an important issue. Over
the last few years, many authentication schemes for WBANs
have been proposed for practical applications.

In 2012, Liu et al. presented a remote anonymous authen-
tication protocol to enable client terminals and application to
securely accessWBANs services [14]. Liu et al. also presented
a pair of efficient and light-weight authentication protocols to
enable remote WBANs clients to anonymously enjoy health-
care service in 2013 [15]. However, Xiong demonstrated that
their signature schemes fail to resist the public key replace-
ment attack. Moreover, Liu et al. authentication protocols
cannot offer forward security and scalability [16].

Zhao [17] discovered that the protocols of Liu et al. are
insecure when the verifier table is disclosed. To improve secu-
rity and efficiency, Zhao proposed an identity-based efficient
anonymous authentication scheme for WBANs. However,
Zhao’s scheme cannot provide real anonymity because the
users’ pseudo identities are constant value and the adversary
could tract the users; then Wang and Zhang proposed a new
anonymous authentication scheme forWBANs [18]. Security
analysis shows that the proposed scheme could overcome
weakness in previous scheme.

He reviewed the Liu et al. scheme [15] and pointed out
that it is not secure for medical applications by proposing
an impersonation attack. Afterwards, they proposed a new
anonymous authentication scheme for WBANs and proved
that is provably secure [19]. In 2017, Xiao et al. proposed a
novel certificateless anonymous remote authentication proto-
col featured with efficient revocation [7], and this is the first
time considering the revocation functionality of anonymous
remote authentication for the WBANs. In 2015, Shen et al.
proposed an enhanced secure sensor association and key
management protocol based on elliptic curve cryptography
and hash chains for WBANs [20]. Their protocol achieves
mutual authentication and secure communication between
sensor nodes, the patient controller, and health-care worker.
Because the computation ability of medical sensors and
controller nodes in WBANs is very limited, we proposed an
efficient certificateless authenticated key agreement scheme
for WBANs.

3. Preliminaries

In this section, the basic definition and properties of the
bilinear pairing and the Bilinear Diffie-Hellman (BDH)
assumption [21] are briefly introduced.

3.1. Bilinear Pairing. Let G1 be a cyclic additive group with a
prime order 𝑞, and letG2 be a cyclic multiplicative groupwith
the same order 𝑞. 𝑃 is an arbitrary generator of G1.

Suppose that the discrete logarithm problem (DLP) is
hard in G1 and G2. A bilinear pairing is a map ê: G1 × G1 →
G2 which satisfies the following properties:

3.1.1. Bilinear. For all 𝑃,𝑄, 𝑅 ∈ G1 and 𝑎, 𝑏 ∈ Z∗𝑞 , we have
ê(𝑎𝑃, 𝑏𝑄) = ê(𝑃, 𝑄)𝑎𝑏,
ê(𝑃 + 𝑅,𝑄) = ê(𝑃, 𝑄)ê(𝑅, 𝑄),
ê(𝑃, 𝑅 + 𝑄) = ê(𝑃, 𝑅)ê(𝑃, 𝑄).

3.1.2. Nondegenerate. If 𝑃 ∈ G1 and𝑄 ∈ G1, then ê(𝑃, 𝑄) is a
generator of G2, which also implies ê(𝑃, 𝑄) ̸= 1.
3.1.3. Computability. There is a computable algorithm to get
ê(𝑃, 𝑄) for all 𝑃,𝑄 ∈ G1.

As is shown in [22], the modified Tate pairing on a
supersingular elliptic curve is such a bilinear pairing.

3.2. The Bilinear Diffie-Hellman (BDH) Assumption. Let G1,
G2 be two groups of prime order 𝑞. Let ê: G1 × G1 → G2 be
an admissible bilinear map. We have {𝑃, 𝑎𝑃, 𝑏𝑃, 𝑐𝑃} ∈ G1 and
compute ê(𝑃, 𝑄)𝑎𝑏𝑐, where 𝑎, 𝑏, 𝑐 are randomly chosen from
Z∗𝑞 . An algorithm is said to solve the BDH problem with an
advantage of 𝜀 if

Pr [A (𝑃, a𝑃, b𝑃, c𝑃) = ê (𝑃, 𝑃)𝑎𝑏𝑐] ≥ 𝜀. (1)

We assume that the BDHproblem is hard, whichmeans there
is no polynomial time algorithm to solve BDH problem with
nonnegligible probability.

4. Problem Statement

In this section, some security requirements that should
be reached in the proposed scheme are stated. Then, the
system model of our authenticated key agreement scheme is
introduced.

4.1. Security Requirements. There are some security require-
ments which need to bemet in the design of the certificateless
authenticated key agreement scheme for WBANs [23].

4.1.1. Anonymity. This requirement ensures that an adversary
does not get the identities of legal users in authentication
process. Sensor nodes detection, collection, and transmission
of data are closely related to the user in WBANs. These data
refer to the user’s private information, so users want to enjoy
their ownwirelessmedical services, and at the same time their
privacy will not be disclosed to the unauthorized illegal third
party. Therefore, the purpose of anonymity is to protect the
user from being compromised when enjoying the service.

4.1.2. Forward Secrecy. In case that the private key of users
or AP is compromised, the attacker could not effectively gen-
erate the forward session key, the confidentiality of previous
session keys is still fulfilled, and we called this condition
forward secrecy.

4.1.3. Unlinkability. It indicates that any third party except
the client and AP is unable to learn whether two different
protocol sessions are initiated by the same user. In other
words, the adversary cannot distinguish whether he has seen
the same WBANs client twice.

4.1.4. Mutual Authentication. This requirement is used to
confirm the legitimacy of the user’s and AP’s identity in
WBANs, so as to achieve the purpose of identifying and
preventing illegal third parties from participating in com-
munications. For example, in medical WBANs applications,
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Figure 2: Working flow of the proposed authenticated key agreement protocol.

the authentication scheme enables AP to identify illegal third
parties and ensures that only an authorized user accesses
services from AP.

4.1.5. Session Key Establishment. Upon a successful mutual
authentication process, a session key is established between
theWBANsusers and the application provider for secure sub-
sequent communication. This session key is used to encrypt
physiological data while requesting and accessing services
from an AP.

4.1.6. Nonrepudiation. The user cannot deny that he/she
enjoys the service provided by application providers, while
service providers cannot deny that they provide a certain
service for the user.Theuser computes the signature informa-
tionwith the application provider for authentication; once the
authentication is successful, the user cannot deny that he/she
has accessed the medical service.

4.2. System Model. The proposed system consists of three
types of entities.Theworking flow between them is illustrated
in Figure 2, which has the following process [24].

(i) Server: the server is similar to a completely trusted
third party and responsible for system initialization.
Moreover, it is in charge of the registration ofWBANs
clients and application providers (APs). Specifically,
the server acts as a key generating center, whose
responsibility is to generate system parameters and
the secret keys for the client and AP.

(ii) WBANs client: the WBANs client is monitored by
the server and enjoys medical services though smart
portable devices or a smart phone. Before accessing
some services offered by AP, the client should be reg-
istered with the server and preloaded with the public
parameters.

(iii) Application provider (AP): application providers may
be hospitals, clinics, or any other medical institu-
tions. It also should be registered with the server
and preloaded with public parameters before they
offer some health-care monitoring and treatments
remotely to WBANs clients.

5. Proposed Scheme

In this section, an efficient certificateless authenticated key
agreement scheme for WBANs is proposed, and our scheme
involves three entities; they are theWBANs client, the server,
and the application provider, respectively. In addition, this
scheme consists of the initialization, registration, authenti-
cation, and key update phases. In the registration phase, the
client submits some personal information to the server; then
the server generates partial private key for user and some
related parameters. After that, the server sends them to the
client in a secure channel. This phase is carried out only
once, unless the client reregisters. Upon accomplishment of
the registration phase, the client is able to access the server
in the authentication phase. This phase can be performed as
many times as needed. In the key update phase, the client
can update his session key and change his pseudonym by
interacting with the server.

5.1. Initialization. The server performs the following opera-
tions firstly. Given a security parameter 𝑙, the server chooses
two groups G1 and G2 of the same prime order 𝑞 > 2𝑙 and a
modified Weil pairing map ê: G1 × G1 → G2. G1 is a cyclic
additive group, and G2 is a cyclic multiplicative group. 𝑃 is a
generator of groups G1.

(a) Let 𝑔 = ê(𝑃, 𝑃); then the server selects two distinct
cryptographic hash functions 𝐻1: {0, 1}∗ → Z∗𝑞 and 𝐻2:{0, 1}∗ × G1 → Z∗𝑞 .

(b) The server generates a random number 𝑠 ∈ Z∗𝑞 as its
master key and computes its public key 𝑃pub = 𝑠𝑃 ∈ G1.
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Figure 3: Working flow of the registration phase.

Afterwards, the server picks a message authentication code
MAC(⋅)(⋅).

(c) The server publishes the system parameter
listparams = {𝑙,G1,G2, ê, 𝑞, 𝑃, 𝑔, 𝑃pub, 𝐻1, 𝐻2,MAC(⋅)(⋅)} to
the WBANs clients and APs; however, 𝑠 is kept in secret.

5.2. Registration. Each client needs to perform the following
operations (shown as Figure 3) with the server once before
he or she can access the AP for medical services. Likewise, an
application provider should first perform this phase with the
server once before it can provide services to the clients.

(a) The client generates a pseudonym id = {0, 1}∗ as his
identity when he needs to authenticate with AP and picks
a random number 𝑎 ∈ Z∗𝑞 secretly. After that, this client
computes 𝐼𝐶 = 𝑎𝑃 and sends the message {ID𝐶, 𝐼𝐶, id} to the
server in a secure channel. Note that ID𝐶 is the real identity
of the client.

(b) AP associated with identity IDAP selects a secret value𝑏 ∈ Z∗𝑞 and computes 𝐼AP = 𝑏𝑃 and then sends its identity
IDAP and 𝐼AP to the server in a secure channel.

(c) Once the server receives this client’s message{ID𝐶, 𝐼𝐶, id} and the message {IDAP, 𝐼AP} from AP, it first
verifies that their identities are valid or not and defines
the client’s right and then computes 𝑄𝐶 = 𝐻1(ID𝐶),𝑅𝐶 = 𝑄𝐶𝑃, 𝑆𝐶 = 𝑠𝑅𝐶, and 𝑑𝐶 = (1/(𝑠 + 𝑄𝐶))𝑃. Among them,𝑑𝐶 is the partial private key of the client. Likewise, the
server also computes 𝑄AP = 𝐻1(IDAP), 𝑅AP = 𝑄AP𝑃,𝑆AP = 𝑠𝑅AP, and 𝑑AP = (1/(𝑠 + 𝑄AP))𝑃. Afterwards, the
server sends the message {𝑑𝐶, 𝑅AP, 𝐼AP, 𝑆𝐶, right} and the
message {𝑑AP, 𝑅𝐶, 𝐼𝐶, 𝑆AP, id} to the client and AP in secret,
respectively.

(d) After receiving the message {𝑑𝐶, 𝑅AP, 𝐼AP, 𝑆𝐶, right}
from the server, the client first computes 𝑇𝐶 = 𝑃pub + 𝑅𝐶
and verifies the message’s validity by checking whether the
formula ê(𝑑𝐶, 𝑇𝐶) = 𝑔. If it holds, the client generates the
session key 𝐾𝐶 = ê(𝑎𝑅AP, 𝑃pub)ê(𝑆𝐶, 𝐼AP). Now the client
stores 𝐾𝐶, 𝑑𝐶, right, and 𝑇𝐶 in a registration table secretly.

(e) Likewise, upon receiving the server’s message{𝑑AP, 𝑅𝐶, 𝐼𝐶, 𝑆AP, id}, AP first computes𝑇AP = 𝑃pub+𝑅AP and
checks its correctness by checking whether ê(𝑑AP, 𝑇AP) = 𝑔.

Client AP
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q
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Figure 4: Working flow of the authentication phase.

If the formula holds, AP generates the session key 𝐾AP =
ê(𝑏𝑅𝐶, 𝑃pub)ê(𝑆AP, 𝐼𝐶). Therefore, the common session key
is𝐾 = 𝐾𝐶 = 𝐾AP = ê(𝑎𝑅AP + 𝑏𝑅𝐶, 𝑠𝑃)ê(𝑆AP, 𝐼𝐶)Afterwards,
AP stores the common session key𝐾 and 𝑅𝐶 secretly.
5.3. Authentication. In this phase, as shown in Figure 4, the
client and AP can authenticate each other by performing the
below process.

(a)The client chooses a randomnumber 𝑟 ∈ 𝑍∗𝑞 and sets 𝑟
as his secret value and then outputs a pair (𝑑𝐶, 𝑟) as the client’s
private key.That is, the client’s private key sk𝐶 = (𝑑𝐶, 𝑟) is the
pair consisting of the partial private key and the secret value.
Afterwards, the client generates his public key pk𝐶 = 𝑟𝑇𝐶
and computes ℎ = 𝐻2(𝑡𝐶, pk𝐶), 𝜎 = (1/(𝑟 + ℎ))𝑑𝐶, where 𝑡𝐶
denotes the current timestamp. The client encrypts id, right,
and 𝑡𝐶 with the session key generated during the registration
phase; this process denotes𝑊 = 𝐸𝐾(id, right, 𝑡𝐶). The client
sends the message {pk𝑐, 𝜎,𝑊} to AP.

(b) Upon receiving {pk𝑐, 𝜎,𝑊}, AP gets (id, right, 𝑡𝐶) by
using the session key 𝐾 to decrypt 𝑊. AP calculates ℎ =𝐻2(𝑡𝐶, pk𝐶) and checks whether the equation 𝑒(𝜎, pk𝐶 +ℎ𝑇𝐶) = 𝑔 holds. If it does not hold, AP rejects the client’s
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request. Otherwise, AP computes the authentication code
MAC𝐾(ℎ) and sends the code to the client. In addition, the
session key has been generated during the registration phase
and kept secretly in the database.

The correctness of the verification algorithm 𝑒(𝜎, pk𝐶 +ℎ𝑇𝐶) = 𝑔 is proved as follows:

𝑒 (𝜎, pk𝐶 + ℎ𝑇𝐶) = 𝑒 (𝜎, 𝑟𝑇𝐶 + ℎ𝑇𝐶)
= 𝑒 (𝜎, 𝑟 (𝑃pub + 𝑅𝐶) + ℎ (𝑃pub + 𝑅𝐶))
= 𝑒( 1

(𝑟 + ℎ) (𝑠 + 𝑄𝐶)𝑃, (𝑟 + ℎ) (𝑠 + 𝑄𝐶) 𝑃)
= 𝑒 (𝑃, 𝑃) = 𝑔.

(2)

(c) Once receiving the response message MAC𝐾(ℎ), the
client checks the integrity of the authentication code. If
the result is negative, the user quits the current session.
Otherwise, the client will authenticate AP and regard 𝐾 as
the session key in the later communication.

5.4. Key Update. The key update phase is provided to allow
the client and AP to change their session key freely.When the
client wants to update his/her session key, he/she first needs
to go through the authentication phase to make sure that the
past session key is valid and then updates the session key
by reregistering with the server. More specifically, the client
selects a new randomnumber 𝑎∗ and computes 𝐼∗𝐶 = 𝑎∗𝑃 and
then sends 𝐼∗𝐶 to the server. Likewise, AP updates the session
keywith the same steps. Afterwards, the client andAP replace𝐾 with𝐾∗ and store 𝐾∗ secretly.
6. Security Analysis

In this section, the security analysis of the proposed scheme
is presented. The security properties of the proposed scheme
can be listed as follows.

6.1. Client Anonymity. The real identity of the requesting
client cannot be revealed by any third party, including the
application provider [25, 26]. As specified in Section 5, in the
registration phase, the client sends his/her pseudonym to the
server. Afterwards, the server sends this pseudonym id to AP
in a secure channel; thenAP stores id as the client identity. AP
does not know the client real identity. In the authentication
phase, the client encrypts his pseudonym id using the session
key 𝐾 and sends it to AP. Only AP can decrypt it with 𝐾.
On the other hand, even if the adversary gets the client’s
pseudonym, he/she still cannot know the client’s real identity
ID𝑐. Moreover, the client pseudonym id is dynamic; the user
can update the pseudonym by reregistering. Therefore, the
proposed protocol achieves client anonymity.

6.2. Forward Secrecy. Forward secrecy indicates that the
session keys agreed upon in previous sessions remain undis-
closed even when the long-term secret key of the participants
is disclosed [27]. In the proposed scheme, the long-term
secret keys of the client and AP are 𝑆𝐶 and 𝑆AP, respectively.

Even if 𝑆𝐶 and 𝑆AP are disclosed, the adversary cannot com-
promise the session key in the past. Because the adversary
cannot get the secret values 𝑎, 𝑏 and the server’s master keys.

6.3. Unlinkability. In each run of our authenticated key agree-
ment protocol, the message {pk𝑐, 𝜎,𝑊} that the client sends
to AP is different. More specifically, in each authentication
phase, 𝑟 is a secret random number and the public key pk𝐶
and the signature 𝜎 are different. 𝑡𝐶 is a current timestamp,
so MAC𝐾(ℎ) is also unique in each session. Therefore, the
adversary cannot learn whether two authentication sessions
involve the same client.

6.4. Mutual Authentication. In the registration phase of the
proposed scheme, the client and the server perform mutual
authentication through the formula 𝑒(𝑑𝐶, 𝑇𝐶) = 𝑔 and
the identity of the client ID𝐶. Because the message in the
registration phase is transmitted over a secure channel, only
the legitimate client has the knowledge of 𝑄𝐶 and computes𝑇𝐶 = 𝑃Pub + 𝑄𝐶𝑃. AP and the server are authenticated
in the same way to prevent the adversary from sending
junk information to AP constantly. In authentication phase,
only the requested AP can authenticate the accessing user
by checking user’s signature 𝜎, and AP verifies whether the
formula 𝑒(𝜎, pk𝐶 + ℎ𝑇𝐶) = 𝑔 holds. Among them, 𝜎 is
generated by the secret value 𝑟 and the hash value ℎ. In
addition, ℎ is related to 𝑡𝐶, which can only be recovered by
AP. The client authenticates AP by the authentication code
MAC𝐾(ℎ), because ℎ = 𝐻2(𝑡𝐶, pk𝐶) is related to 𝑡𝐶, and the
session key 𝐾 is kept secret by the client and AP. Overall,
the proposed scheme accomplishes mutual authentication
between the client and AP.

6.5. SessionKey Establishment. Besidemutual authentication,
another critical task is to establish the session key to protect
the health information in transit. In registration phase, we
used the smart key agreement scheme which uses the Weil
pairing to generate the session key; 𝐾 can only be shared
by AP and the client. The session key 𝐾 = 𝑒(𝑎𝑅AP +𝑏𝑅𝐶, 𝑠𝑃) between the AP and the user is generated by the
secret random values 𝑎 and 𝑏 from the client and AP.
More specifically, the common session key depends on the
identities 𝑄𝐶, 𝑄𝐴 of the client and AP, the master key 𝑠 of
the server, and two ephemeral keys 𝑎, 𝑏. So that the adversary
cannot get 𝐾. Therefore, the proposed scheme for WBANs
could provide session key establishment.

6.6. Nonrepudiation. When the client requests a service from
the server, then he/she sends his signature 𝜎 to the server.
In the certificateless cryptographic mechanism, the user’s
private key sk𝐶 consists of two parts. The first part is the
secret value 𝑟 selected by the client randomly, and the other
part is the partial private key 𝑑𝐶 provided by the server. The
adversary cannot forge this signature without knowing the
user’s private key.Therefore, once the authentication between
the client and AP is successful, AP will provide services for
the client and this client cannot deny that he had requested
services from the AP and enjoyed services. Similarly, when
AP receives the client’s request message, pk𝑐, 𝜎, and𝑊, then
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Table 1: Comparison of computation cost in the registration phase.

Scheme Client AP
Xiong’s 1𝑇mul 1𝑇mul

Jiang et al.’s 1𝑇mul + 1𝑇ℎ 1𝑇mul + 1𝑇ℎ
Our 2𝑇mul + 1𝑇add + 2𝑇𝑏 2𝑇mul + 1𝑇add + 2𝑇𝑏

it uses the session key to decrypt𝑊. Afterwards, the server
can get 𝑡𝐶 and computes ℎ = 𝐻2(𝑡𝐶, pk𝐶) and then sends
MAC𝐾(ℎ) to the client to complete the authentication. Since
any third party cannot get the session key, so AP cannot deny
that he has provided services to the user.

7. Performance Analysis

On account of the resource limited system for WBANs, we
analyze the computational cost of the proposed scheme in
this section.We also give comparison of the proposed scheme
with He and Jiang’s schemes in terms of computational com-
plexity.

For convenience, we give the definition of the notations
used in this section as follows:

(1) 𝑇mul: the execution time of a elliptic curve point
multiplication operation

(2) 𝑇𝐾: the execution time of a symmetric key encryp-
tion/decryption operation

(3) 𝑇ℎ: the execution time of a hash function operation
(4) 𝑇add: the execution time of a point addition operation
(5) 𝑇𝑏: the execution time of a bilinear map operation

The comparison of computation cost among related
schemes is summarized as the following two tables. In Table 1,
we compare our scheme with Xiong [16] and Jiang et al.’s
[27] schemes in the registration phase. In the authentication
phase, the comparison results in terms of computational cost
are summarized in Table 2. Although the computational cost
of Xiong and Jiang et al.’s schemes is lower than our scheme
in the registration phase. However, the registration phase is
carried out only once, unless the client reregisters. In the
authentication phase, our scheme is more efficient than the
other two schemes and this phase can be performed as many
times as needed. In addition, Jiang et al.’s and Xiong’s schemes
do not have the key update phase. If the session keys of their
protocols are compromised, then their protocols are insecure.
In order to improve the shortcomings of Jiang et al.’s and
Xiong’s schemes, the proposed scheme add the key update
phase. The client and AP can update their session keys freely
to enhance the security of the communication between the
client and AP.

8. Conclusion

Due to the limited computing capability and storage resource
of sensor nodes in WBANs, we propose an efficient anony-
mous authenticated key agreement scheme for WBANs in
this paper. The proposed scheme can reduce the computa-
tional cost at the client side in the authentication phase. In

Table 2: Comparison of computation cost in the authentication
phase.

Scheme Client AP
Xiong’s 5𝑇mul + 2𝑇add + 5𝑇ℎ 3𝑇mul + 4𝑇add + 3𝑇ℎ
Jiang et al.’s 3𝑇mul + 4𝑇ℎ + 1𝑇𝑘 + 1𝑇𝑏 3𝑇mul + 4𝑇ℎ + 1𝑇𝑘 + 1𝑇𝑏
Our 2𝑇mul + 1𝑇ℎ + 1𝑇𝑘 1𝑇ℎ + 1𝑇𝑘 + 1𝑇𝑏

addition, we add the key update phase in the scheme to guar-
antee the security of the session key. In order to provide the
real anonymity of clients, we use the pseudonym to replace
the user’s real identity when the user requests the service from
AP. The client can update the pseudonym by reregistering,
so that the client pseudonym is dynamic. Moreover, the
proposed scheme satisfies a set of security properties, such
as forward secrecy, unlinkability, and nonrepudiation. The
performance analysis shows that our scheme is more efficient
than Xiong’s scheme [16] and Jiang et al.’s scheme [27] in the
authentication phase. It can be concluded that the proposed
scheme can be well utilized in practical WBANs application
scenarios.
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Online image sharing in social platforms can lead to undesired privacy disclosure. For example, some enterprises may detect these
large volumes of uploaded images to do users’ in-depth preference analysis for commercial purposes. And their technology might
be today’s most powerful learning model, deep neural network (DNN). To just elude these automatic DNN detectors without
affecting visual quality of human eyes, we design and implement a novel Stealth algorithm, which makes the automatic detector
blind to the existence of objects in an image, by crafting a kind of adversarial examples. It is just like all objects disappear after
wearing an “invisible cloak” from the view of the detector.Then we evaluate the effectiveness of Stealth algorithm through our newly
defined measurement, named privacy insurance. The results indicate that our scheme has considerable success rate to guarantee
privacy compared with other methods, such as mosaic, blur, and noise. Better still, Stealth algorithm has the smallest impact on
image visual quality. Meanwhile, we set a user adjustable parameter called cloak thickness for regulating the perturbation intensity.
Furthermore, we find that the processed images have transferability property; that is, the adversarial images generated for one
particular DNN will influence the others as well.

1. Introduction

With the pervasiveness of cameras, especially smartphone
cameras, coupled with the almost ubiquitous availability of
Internet connectivity, it is extremely easy for people to capture
photos and share them on social networks. For example,
according to the statistics, around 300 million photos are
uploaded onto Facebook every day [1]. Unfortunately, when
users are eager to share photos online, they also hand over
their privacy inadvertently [2]. Many companies are adept at
analyzing the information fromphotos which users upload to
social networks [3].They collect massive amounts of data and
use advanced algorithms to explore users’ preferences and
then perform more accurate advertising [4]. The owner’s life
behind each photo is like being peeped.

Recently, we may shudder at a news report about fin-
gerprint information leakage from the popular two-fingered
pose in photos [5]. The researchers are able to copy finger-
prints according to photos taken by a digital camera as far as
three metres away from the subject. Another shocking news
is that a new crop of digital marketing firms emerge. They

aim at searching, scanning, storing, and repurposing images
uploaded to popular photo-sharing sites, to facilitate mar-
keters to send targeted ads [6, 7] or conduct market research
[8].These behaviors of large-scale continuous accessing users’
private information will, no doubt, make the photo owners
very disturbed.

Moreover, shared photos may contain information about
location, events, and relationships, such as family members
or friends [9, 10]. This will inadvertently bring security
threats to others. After analyzing more than one million
online photos collected from 9987 randomly selected users
on Twitter, we find that people are fairly fond of sharing
photos containing people’s portrait on social platforms, as
shown in Table 1. We test on 9987 users and take 108.7
images on average from each person. The result shows that
about 53.4% of the photos contain people’s portrait and
97.9% of the users have shared one or more photos con-
taining people’s portrait, which shows great risks of privacy
disclosure. In addition to portrait, photos containing other
objects may reveal privacy as well, such as road signs and air
tickets.
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Table 1: Some statistics on photos from Twitter.

Number of randomly collected users 9987
Number of collected photos per user 108.7
Photos containing people’s portrait 53.4%
Users sharing photos containing portrait 97.9%

Traditional methods of protecting personal information
in images aremosaic, blur, partial occlusion, and so on [11, 12].
These approaches are usually very violent and destructive.
A more elegant way is to use a fine-grained access control
mechanism, which enforces the visibility of each part of an
image, according to the access control list for every access-
ing user [13]. More flexibly, a portrait privacy preserving
photo capturing and sharing system can give users, who are
photographed, the selection to choose appearing (select the
“tagged” item) in the photo or not (select the “invisible” item)
[14].

These processing methods can be good ways to shield
people’s access. But for many companies which push large-
scale advertising, they usually use automated systems rather
than manual work to detect user uploaded images. For
instance, Figure 1 shows the general process of obtaining
privacy through online photos. First, a user shares a photo on
the social network unguardedly. Then this photo is collected
by astute companies and put into their own automatic
detection system. Based on the detection results from a
simple photo, the user’s privacy informationmight be at their
fingertips. The traditional processing methods (mosaic, blur,
etc.) will not only greatly reduce image quality undesirably,
but also not work well to the automatic detection system
based on DNN, as shown in the later experimental results
(Figure 6). Users’ purpose of sharing photos is to show their
life to other people, but not to give detection machine any
opportunity to pry into their privacy. Therefore, we need a
technique to deal with images, so that the automatic detection
system is unable to work well, but humans cannot be aware of
the subtle changes in images.

From Figure 1, we can see, whether for commercial
or wicked purposes, the basic model of infringing image
privacy follows the same patterns: first, the system gives
object proposals, that is, to find where objects may exist
in the picture and outline bounding boxes of all possible
objects; then the system identifies the specific category of each
proposal.

With regard to the detection process, the most advanced
algorithm is based on deep neural networks.The unparalleled
accuracy turns them into the darling of artificial intelligence
(AI). DNNs are able to reach near-human-level performance
in language processing [15], speech recognition [16], and
some vision tasks [17–19], such as classification, detection,
and segmentation.

Although they dominate the AI field, recent studies have
shown thatDNNs are vulnerable to adversarial examples [20],
which are well designed tomisleadDNNs to give an incorrect
classification result. But, for humans, the processed images
still remain visually indistinguishable with the original ones.
Since adversarial examples have a great deal of resistance on

the classification task, then for the more complex detection
task, can we produce adversarial examples with a similar
effect? Even if the classification result is incorrect, knowing
the existence of an object (not knowing its specific category)
is a kind of privacy leakage to some extent. So disenabling
the detectionmachine to see anything is bothmeaningful and
challenging.

As we mentioned above, the detection process is divided
into two steps, region proposal and proposal box clas-
sification. If we can successfully break through either of
these two and visual quality of the original image does
not deteriorate, then we are able to produce a new kind
of adversarial examples specifically for detection task. A
successful resistance involves two cases. One is failing in
object proposal, that is, proposing nothing for the next step;
and the other is going wrong in recognition on the given right
proposal boxes. Our work focuses on the first case. It makes
DNNs turn a blind eye to the objects in images; in other
words, DNNs will fail to give any boxes of possible objects.
Intuitively, our approach is implemented as if objects in an
image are wearing an “invisible cloak.” Therefore, we call it
Stealth algorithm. Furthermore, we define cloak thickness to
evaluate the strength of perturbation and privacy insurance
to measure the capacity of privacy preservation, and their
interconnections are also discussed. In addition, we find the
cloak can be shared; that is, adversarial examples which we
make specially for one DNN can also resist other DNN
detectors.

In previous work, adversarial examples were usually used
to attack various detection systems, such as face recognition
[21, 22], malicious code detection [23], and spam filtering
[24], all of which are aggressive behaviors out of malice. But,
in our work, adversarial examples are made to protect users’
privacy. It is an unusually positive and helpful use. Overall,
this paper makes the following contributions:

(i) We realize the privacy protection for image content by
means of resisting automatic detectionmachine based
on deep neural networks.

(ii) We propose the Stealth algorithm of manufacturing
adversarial examples for detection task. And this
algorithm makes the DNN detection system unable
to give object bounding boxes.

(iii) We put forward two new definitions, cloak thickness
and privacy insurance. Measured by them, our exper-
iment shows that Stealth algorithm far outdoes several
common methods of disturbing image, no matter in
effectiveness or in image visual quality.

(iv) We conduct some experiments to show that adver-
sarial examples produced by Stealth algorithm have
satisfactory transferability property.

The rest of the paper is organized as follows. In Section 2,
we review the related work. In Section 3, we introduce
several DNN-based detectors and highlight the Faster RCNN
detection framework, which we use in our algorithm. In
Section 4, we illustrate the approach we design to process an
image into an adversarial one for eluding a DNN detector.
Then, in Section 5, we evaluate our approach in multiple



Security and Communication Networks 3

User uploaded photo Object proposal result

Result
Consequences

Object
proposal Recognition

Person
Dog

Sunglasses: Ray-Ban
Necklace: Gorjana

Bag: Zac Posen
Jeans: Blank NYC 

Shoes: Adidas

Push notifications for shopping
Surveillance

Theft
Other evil attempts

Privacy leakage

Figure 1: The general process of obtaining privacy through online photos.

aspects. Finally, in Section 6, we make conclusions and
discuss the future work.

2. Related Work

Over the past few years, many researchers are committed
to studying the limitation of deep learning and it is found
to be quite vulnerable to some well-designed inputs. Many
algorithms spring up in classification tasks to generate this
kind of adversarial input. Christian et al. [25] first discovered
that there is a huge difference between DNN and human
vision. Adding an almost imperceptible interference into the
original image (e.g., a dog seen in human eyes) would cause
DNN to misclassify it into a completely unrelated category
(maybe an ostrich). Then the fast gradient sign method was
presented by Ian Goodfellow et al. [20], which can be very
efficient in calculating the interference to an image for a
particular DNN model. An iterative algorithm of generating
adversarial perturbation by Papernot et al. [26] followed
it, which is based on a precise understanding of the map-
ping between inputs and outputs of DNNs by constructing
adversarial saliency maps, and the algorithm can choose any
category as the target to mislead the classifier. Nguyen et al.
[27], along the opposite line of thinking, synthesized a kind of
“fooling images.” They are totally unrecognizable to human
eyes, but DNNs classify them into a specified category with
high confidence. More interestingly, Moosavi-Dezfooli et al.
[28] found that there exists a universal perturbation vector
that can fool a DNN on all the natural images. Adversarial
examples have also been found by Ian Goodfellow et al. [20]
to have the transferability property. It means an adversarial
image designed tomislead onemodel is very likely tomislead
another as well. That is to say, it might be possible for
us to craft adversarial perturbation in circumstance of not
having access to the underlying DNN model. Papernot et al.

[29, 30] then put forward such a black-box attack based on
cross-model transfer phenomenon. Attackers do not need to
know the network architecture, parameters, or training data.
Kurakin et al. [31] have also shown that, even in the physical
world scenarios, DNNs are vulnerable to adversarial exam-
ples. Followed by an ingenious face recognition deceiving
system by Sharif et al. [32], it enables the subjects to dodge
face recognitionwhen they justwear printed paper eye glasses
frame.

It can be seen that most of the previous studies on the
confrontation againstDNNs are usually for classification task.
Our work is about the detection task, which is another basic
task in computer vision. It is quite distinct from classification,
since the returned values of detection are usually both
several bounding boxes indicating object positions and labels
for categories. Also, its implementation framework is more
complicated than classification. Higher dimensions of the
result, continuity of the bounding box coordinates, and
more complex algorithmmake deceiving DNNs on detection
become more challenging work.

Viewed from another aspect, Ilia et al. [13] proposed
an approach that can prevent unwanted individuals from
recognizing users in a photo. When another user attempts to
access a photo, the designed system determines which faces
the user does not have permission to view and presents the
photo with the restricted faces blurred out. Zhang et al. [14]
presented a portrait privacy preserving photo capturing and
sharing system. People who do not want to be captured in
a photo will be automatically erased from the photo by the
technique of image inpainting or blurring.

Previous work is to protect the privacy on the level
of human vision, whereas these methods have proven less
effective for computer vision. In this article, we attempt to
design a privacy protection method for computer vision, and
meanwhile it ensures human visual quality. This method can
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Figure 2: Faster RCNN detection architecture.

be applied in conjunction with the above-mentioned photo-
sharing system by Zhang et al. [14] in the future work. And
it will allow users to choose whether their purpose of privacy
protection is against computer vision or human vision.

3. Object Detectors Based on DNNs

Object detection frameworks based on DNNs have been
emerging in recent years, such as RCNN [33], Fast RCNN
[34], Faster RCNN [18], Multibox [35], R-FCN [36], SSD
[37], and YOLO [38]. These methods generally have excel-
lent performance, many of which have even been put into
practical applications. In order to avoid the practitioners
hesitating to choose detection frameworks, some researchers
have made some detailed test and evaluation on the speed
and accuracy of Faster RCNN, R-FCN, and SSD, which are
prominent on detection task [39]. Results reflect, in general,
that Faster RCNNexhibits optimal performance on the trade-
off between speed and accuracy. So we choose to resist the
detection system employing the Faster RCNN framework, as
shown in Figure 2.

Technically, it integrates RPN (region proposal network)
and Fast RCNN together. The proposal obtained by RPN is
directly connected to the ROI (region of interest) pooling
layer [34], which is an end-to-end object detection frame-
work implemented with DNNs. First of all, images are pro-
cessed to extract features by one kind of DNN (ZF-net, VGG-
net, ResNet, etc.). And then the detection happens in the
following two stages: region proposal and box classification.
At the stage of region proposal, the features are used for
predicting class-agnostic bounding box proposals (object or
not object). At the second stage, which is box classification,
the same features and corresponding box proposals are used
to predict a specific class and bounding box refinement.

Here, we do some explanation of the notations. X ∈
R𝑚 is an input image composed of 𝑚 pixels, and 𝜅 is the
number of classes that can be detected. The trained models

of the two processes in detection, region proposal, and box
classification are 𝑓rp and𝑓cl, respectively. And of course there
is a feature extraction process 𝑓feat before both of them at the
very beginning.

In the process of feature extraction, some translation-
invariant reference boxes, called anchors, are generated based
on the extracted features, denoted by

𝑓feat (X) =(𝑥𝑎1 𝑦𝑎1 𝑤𝑎1 ℎ𝑎1𝑥𝑎2 𝑦𝑎2 𝑤𝑎2 ℎ𝑎2... ... ... ...𝑥𝑎𝑟 𝑦𝑎𝑟 𝑤𝑎𝑟 ℎ𝑎𝑟)= A (X) . (1)

The value 𝑟 represents the number of anchors. 𝑥𝑎𝑖, 𝑦𝑎𝑖, 𝑤𝑎𝑖, ℎ𝑎𝑖
(𝑖 = 1, 2, . . . , 𝑟) are, respectively, the vertical and horizontal
coordinates of the upper left corner of the anchors and its
width and height. Each anchor corresponds to a nearby
ground truth box, which can be denoted by

𝑏gt (X) =((
𝑥gt1 𝑦gt1 𝑤gt1 ℎgt1𝑥gt2 𝑦gt2 𝑤gt2 ℎgt2... ... ... ...𝑥gt𝑟 𝑦gt𝑟 𝑤gt𝑟 ℎgt𝑟

)
)

. (2)

Then, in the region proposal stage, 𝑓rp predict 𝑟 region
proposals, which are parameterized relative to 𝑟 anchors.

𝑓rp (X) =( 𝑥1 𝑦1 𝑤1 ℎ1 𝑝1𝑥2 𝑦2 𝑤2 ℎ2 𝑝2... ... ... ... ...𝑥𝑟 𝑦𝑟 𝑤𝑟 ℎ𝑟 𝑝𝑟)= ( B (X) P (X) ) .
(3)



Security and Communication Networks 5𝑥𝑖, 𝑦𝑖, 𝑤𝑖, ℎ𝑖 (𝑖 = 1, 2, . . . , 𝑟) are, respectively, the vertical
and horizontal coordinates of the upper left corner of the
region proposal and its width and height. The value 𝑝𝑖
is the probability of it being an object (only two classes:
object versus background). For convenience, we let B(X) be
the first four columns, which contain the location and size
information of all the bounding boxes and let P(X) be the last
column containing their probability information.

The region proposal function is followed by a function for
box classification 𝑓cl:R𝑚 ×R𝑟×5 → R𝑛×(4+𝜅). Here, except the
imageX, the above partial result B(X) is also as one of inputs.

𝑓cl (X,B (X))
=(
(

𝑥1 𝑦1 𝑤1 ℎ̃1 𝑝11 𝑝12 ⋅ ⋅ ⋅ 𝑝1𝜅𝑥2 𝑦2 𝑤2 ℎ̃2 𝑝21 𝑝22 ⋅ ⋅ ⋅ 𝑝2𝜅... ... ... ... ... ... d
...𝑥𝑛 𝑦𝑛 𝑤𝑛 ℎ̃𝑛 𝑝𝑛1 𝑝𝑛2 ⋅ ⋅ ⋅ 𝑝𝑛𝜅
)
)= ( B̃ (X,B (X)) P̃ (X,B (X)) ) .

(4)

The value 𝑛 is the number of final bounding boxes results
(𝑛 ≤ 𝑟). And similarly, 𝑥𝑖, 𝑦𝑖, 𝑤𝑖, ℎ̃𝑖 (𝑖 = 1, 2, . . . , 𝑛)
represent their location and size information. 𝑝𝑖1, 𝑝𝑖2, . . . , 𝑝𝑖𝜅
are, respectively, the probability of each box result belonging
to each class (𝜅 classes in total). We also let B̃(X,B(X))
and P̃(X,B(X)) be the two parts of the result matrix. In

short, Faster RCNN framework is the combination of region
proposal and box classification.

4. Stealth Algorithm for Privacy

4.1. Motivation and Loss Function. Our Stealth algorithm is
aimed at the first stage, region proposal. The processing
method which directs at the first stage could be the simplest
and most effective, because if the detector does not give any
proposal boxes, the next stage (box classification) will be even
more impossible to succeed. In a word, we deceive a DNN
detector from the source.

Our aim is to find a small perturbation 𝛿X,Xst = X+𝛿X,
s.t.

Pr [P (Xst) < (thrp)𝑟 | P (X) ≥ (thrp)𝑟 , 𝛿X < 𝜀] > 𝜂rp
where, (thrp)𝑟 = thrp ×(11...1)

𝑟×1

. (5)

Here thrp is a threshold, according to which the detection
machine decides each box to be retained or not. Formula (5)
expresses that we want to add some small perturbations, so
that in region proposal stage any object proposals cannot be
detected with considerable probability 𝜂rp. In other words, at
this stage, all the boxes with low scores (probability of being
an object) will be discarded by the system.

Likewise, we can also interfere with the subsequent box
classification stage, which can be expressed as

Pr [max (P̃ (Xst,B (Xst))) < (thcl)𝑛 | max (P̃ (X,B (X))) ≥ (thcl)𝑛 , 𝛿X < 𝜀] > 𝜂cl,
where, (thcl)𝑛 = thcl ×(11...1)

𝑛×1

, max (P̃ (X,B (X))) ≜(max {𝑝11, 𝑝12, . . . , 𝑝1𝜅}
max {𝑝21, 𝑝22, . . . , 𝑝1𝜅}...
max {𝑝𝑛1, 𝑝𝑛2, . . . , 𝑝𝑛𝜅}) . (6)

Some other bounding boxes will be discarded, because the
probability that they belong to any class among the 𝜅 classes
is less than the threshold thcl with great probability.

On the surface, formula (5) and formula (6) are two
modificationmethods. But in the detection framework Faster
RCNN, its two tasks (region proposal and box classification)
share the convolution layers; that is, the two functions (𝑓rp
and 𝑓cl) regard the same deep features as their input. We
modify the image for purpose of resisting either of the two
stages, which may mislead the other function inadvertently.
Therefore, we just choose to deal with the image as formula
(5). This operation will obviously defeat the region proposal
stage, and it will be even very likely to defeat the following box
classification process in formula (6). A more straightforward

explanation is that, in the view of the detection machine, our
algorithmmakes the objects in the image no longer resemble
an object, let alone an object of a certain class.The image seems
to be wearing an invisible cloak. So, in the machine’s eyes,
an image including a lot of content looks completely empty,
which lives up to our expectation.

We are more concerned about the region proposal stage,
and its loss function in Faster RCNN framework is

L (T (A (Xi) ,B (Xi)) ,T (A (Xi) , 𝑏gt (Xi)) ,P (Xi) ,𝜙 (Xi) ; 𝜃) = 𝜆 ⋅ P (Xi) ℓbox (T (A (Xi) ,B (Xi)) ,
T (A (Xi) , 𝑏gt (Xi))) + 𝜇 ⋅ ℓprb (P (Xi) , 𝜙 (Xi)) . (7)
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A(X)

B(X)

T(A(X), B(X))

bgt(X)

T(A(X), bgt(X))

(a) In training phase

A(X)
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T(A(X), B(X))

−T(A(X), B(X))

(b) In our algorithm

Figure 3: Region proposal process in the training phase and in our algorithm.

Here T(A(Xi),B(Xi)) represents a certain distance between
anchors and the predicted region proposals, and T(A(Xi),𝑏gt(Xi)) is that between anchors and ground truth boxes (in
Figure 3, we represent it as a vector). In training phase,
the goal of the neural network is to make T(A(Xi),B(Xi))
closer to T(A(Xi), 𝑏gt(Xi)), as shown in Figure 3(a). More
specifically,

T (A (X) ,B (X))
=((((((
(

(𝑥1 − 𝑥𝑎1)𝑤𝑎1 (𝑦1 − 𝑦𝑎1)ℎ𝑎1 log( 𝑤1𝑤𝑎1) log( ℎ1ℎ𝑎1)(𝑥2 − 𝑥𝑎2)𝑤𝑎2 (𝑦2 − 𝑦𝑎2)ℎ𝑎2 log( 𝑤2𝑤𝑎2) log( ℎ2ℎ𝑎2)... ... ... ...(𝑥𝑟 − 𝑥𝑎𝑟)𝑤𝑎𝑟 (𝑦𝑟 − 𝑦𝑎𝑟)ℎ𝑎𝑟 log( 𝑤𝑟𝑤𝑎𝑟) log( ℎ𝑟ℎ𝑎𝑟)
))))))
)≜ ((x − x𝑎)

w𝑎
(y − y𝑎)

h𝑎
log( w

w𝑎
) log( h

h𝑎
)) .

(8)

Similarly,

T (A (X) , 𝑏gt (X))≜ ((xgt − x𝑎)
w𝑎

(ygt − y𝑎)
h𝑎

log(wgt

w𝑎
) log(hgt

h𝑎
)) . (9)

And 𝜙(Xi) in the loss function is the probability of the ground
truth object labels (𝜙(Xi) ∈ {0, 1}: 1 represents the box is
an object and 0 represents not). 𝜃 is the parameter of the
trained model. At the region proposal stage, the total lossL
is composed of two parts, box regression loss ℓbox (smooth 𝐿1
loss) and binary classification loss ℓprb (log loss). 𝜆 and 𝜇 are
the weights balancing the two losses.

4.2. Algorithm Details. Here we elaborate on our Stealth
algorithm of generating adversarial examples in our experi-
ment. Algorithm 1 shows our Stealth idea. It takes a benign
image X, a trained feature extraction and detection model

𝑓feat and 𝑓rp, iteration number Γ, and a user-defined cloak
thickness 𝜏 as input. Users can control how much privacy to
protect as needed, by adjusting the parameter 𝜏 to change
the interference intensity added to an image. It outputs a
new adversarial exampleXst against detection. In general, the
algorithm employs two basic steps over multiple iterations:
(1) Get the anchors A(Xi) on the basis of the features
extracted from DNN. Xi is the temporary image in the 𝑖th
iteration. (2) Compute the forward prediction 𝑓rp(Xi). This
indicates the position of the prediction boxes. (3) Get the
adversarial perturbation 𝛿Xi based on backpropagation of the
loss. The loss functionL is the same as that of Faster RCNN,
but we change one of its independent variables. In other
words, we replaceT(A(Xi), 𝑏gt(Xi))with−T(A(Xi),B(Xi)), as
shown in Figure 3(b).We compute the backpropagation value
of the total loss function:∇Xi

L (T (A (Xi) ,B (Xi)) ,− T (A (Xi) ,B (Xi)) ,P (Xi) , 𝜙 (Xi) ; 𝜃) (10)

as the perturbation 𝛿Xi in one iteration.The role of backprop-
agation and loss function in the training process is to adjust
the network so that the current output moves closer to the
ground truth. Here we substitute the reverse of the direction
towardswhich the box should be adjusted (−T(A(Xi),B(Xi)))
for the ground truth 𝑏gt. An intuitive understanding is that
we try to track the adjustment on region proposal by DNN
detector. If it is found that the DNN wants to move the
proposals in a certain direction, then we add some small
and well-designed perturbations onto the original image.
These perturbations may cause the proposals to move in
the opposite direction and consequently counteract their
generation.

The original image and that processed by the Stealth
algorithm will have totally different results through the DNN
detector, as shown in Figure 4. The original image can be
detected and labeled correctly, while as for the processed
image no objects are detected by theDNNdetector; that is, no
information has been perceived at all. Even better, in human
eyes, there is little difference between the adversarial image
and the original image.
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Input: Image X, model 𝑓feat, 𝑓rp, iteration number Γ, invisible cloak thickness 𝜏.
Output: Adversarial image Xst.
Initialize: X0 ⇐ X, 𝑖 ⇐ 0.
while 𝑖 < 𝑛 do

A(Xi) ⇐ 𝑓feat(Xi),(B(Xi),P(Xi)) ⇐ 𝑓rp(Xi),𝛿Xi ⇐ −𝜏𝑛 ⋅ (∇Xi
L(T(A(Xi),B(Xi)), −T(A(Xi),B(Xi)),P(Xi), 𝜙(Xi); 𝜃)),

Xi+1 ⇐ Xi + 𝛿Xi,𝑖 ⇐ 𝑖 + 1,
end while
Xst ⇐ Xi,
return Xst.

Algorithm 1: Stealth algorithm for detection system.
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Figure 4: The original and processed image through a DNN detector.

4.3. Privacy Metric. Tomeasure the effectiveness of our algo-
rithm quantitatively, we define a variable PI, named privacy
insurance. It can be interpreted as how much privacy the
algorithm can protect. We let 𝑂𝑘 be the total number of
bounding boxes of the 𝑘th class (1 ≤ 𝑘 ≤ 𝜅), which are
detection results based on all original images, including both
correct and wrong results. And we let 𝑉𝑘 be the number of
just correct boxes of each class detected on adversarial ones
and PI be the average of all PI𝑘 values.

PI𝑘 = {{{1 − 𝑉𝑘𝑂𝑘 𝑂𝑘 ̸= 00 𝑂𝑘 = 0, 1 ≤ 𝑘 ≤ 𝜅
PI = ∑𝜅𝑘=1 PI𝑘∑𝜅𝑘=1 𝛿 (𝑂𝑘, 0) ,

where, 𝛿 (𝑂𝑘, 0) = {{{1 𝑂𝑘 ̸= 00 𝑂𝑘 = 0, 1 ≤ 𝑘 ≤ 𝜅.
(11)

We can observe from the above definition that PI means the
success rate of our detection resistance actually, and it also
indicates howmuch privacy owned by users can be preserved.

Normally, mAP (mean average precision) is usually used
to measure the validity of a detector. But here our PI value

is a more appropriate evaluation index. Suppose there are𝜅 classes in the dataset, each with an independent privacy
insurance value PI𝑘 (𝑘 = 1, 2, . . . , 𝜅), because the model itself
has some errors when detecting original images; that is, the
accuracy is not 100%. And the major concern of our algo-
rithm is to resist the detection model. Consider such a case:
the machine’s judgment itself on the original image is wrong.
And after dealing with it by the algorithm, the judgment is
still wrong, but it has two different wrong forms. Then this
processing of resisting detection is successful theoretically.
But calculating the difference of mAP value between pre- and
postprocessing cannot reflect that this case is a successful one.
On the contrary, PI can evaluate the validity of our work at all
cases, of course including the above one.

5. Experiment and Evaluation

In order to illustrate the effectiveness of our Stealth algorithm,
we will evaluate it from four aspects: (i) We clarify whether
the processed images by our algorithm can resist DNNs
effectively. We show the result of performing on nearly 5000
images in PASCAL VOC 2007 test dataset to confirm that.
(ii) We compare our algorithm with other ten methods of
modifying images for resisting detection. Results indicate
that our method works best and has minimal impact on
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Figure 5: (a) Original images; (b) original results; (c) adversarial perturbations (×20 to show more clearly); (d) processed images; (e) new
results.

image visual quality. (iii) We explore the relations among
cloak thickness, visual quality, and privacy insurance in the
algorithm. (iv) We illustrate the transferability of our Stealth
algorithm on different DNNs.

5.1. Some Experimental Setups. We test our algorithm on the
PASCALVOC2007 dataset [40].This dataset consists of 9963
images and is equally split into the trainval (training and val-
idation) set and test set. And it contains 20 categories, which
are common objects in life, including people, several kinds
of animals, vehicles, and indoor items. Each image contains
one or more objects, and the objects vary considerably in
scale. As for DNNs, we use two nets trained by Faster RCNN
on the deep learning framework Caffe [41]. One is the fast
version of ZF-net [42] with 5 convolution layers and 3 fully
connected layers, and the other is thewidely usedVGG-16 net
[43] with 13 convolution layers and 3 fully connected layers.
In addition, our implementation is completed on a machine
with 64GB RAM, Intel Core i7-5960X CPU, and two Nvidia
GeForce GTX 1080 GPU cards.

5.2. Effectiveness and Comparison. Here we first illustrate the
effectiveness through several samples and comparewith other
trivialmethods. In the next subsection,wewill then introduce
the results of larger-scale experiments. As shown in Figure 5,
one can observe that images processed by our algorithm
can dodge detection successfully. And humans can hardly
notice the slight changes. Consequently, we have generated a
kind of machine-harm but human-friendly images. For most
images in our experimental dataset, the machine cannot see
where objects are (the first two rows in Figure 5), let alone
identifying what specific category they belong to. For a small
number of images, even if the machine is really aware that

there may be some objects in the image, it cannot locate them
exactly or classify them correctly (the last row in Figure 5). In
short, in the vast majority of cases, the machine will give the
wrong answer. To give a quantitative analysis, we introduce a
newmeasurement, cloak thickness, which will be explained in
detail in Section 5.3.

In addition, we show the other ten trivial but interest-
ing ways of modifying images to interfere with detection
machines in Figure 6. We use PSNR (Peak Signal to Noise
Ratio) to evaluate the visual quality of the processed images.
These methods include both global and local modification.
Local processing here is on the location of objects, rather than
a random location.

(i) Whether global mosaic in Figure 6(b), local mosaic
in Figure 6(c), global blur (Gaussian blur here) in
Figure 6(d), or local blur in Figure 6(e), compared
to other ways, their PSNR value is a bit larger.
This indicates that although the perturbation is not
very considerable, the image gets disgustingly murky.
People usually cannot endure viewing such images
on the Web. Sadly, although people cannot bear it,
the machine can still detect most objects correctly.
Thus some smoothing filters (like mosaic or Gaussian
blur) are unable to resist DNN-based detector. We
think DNNs could compensate for the homogeneous
loss of information; that is, once a certain pixel is
determined, a small number of surrounding pixels are
not very critical.

(ii) As shown in Figures 6(f) and 6(g), an image with
large Gaussian noise has poor quality judged by its
low PSNR value. But the machine is also able to
draw an almost correct conclusion. This shows that
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Figure 6: Images processed by diverse methods of disturbing are detected by the detection framework based on Faster RCNN. Each two
horizontal images compose a pair, respectively, representing processed images and the results from the detector.
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adding Gaussian noise is not a good way to deceive
the detector, either.

(iii) As for a large area of occlusion on key objects,
whether black occlusion in Figure 6(h) or white
occlusion in Figure 6(i), they both make the quality
deteriorate drastically. In spite of a large amount of
information loss, the detection result is still almost
accurate surprisingly.

(iv) From Figure 6(j), we can see that adjusting the image
brightness to a fairly low level cannot resist the
detector, either. It causes the greatest damage to the
image simultaneously so that human eyes cannot see
anything in the image at all. But the detector gives
rather accurate results.

(v) In order to make the machine unaware of the exis-
tence of objects in the image, another natural idea is
to make objects become transparent in front of the
machine. So we try to change its transparency and
hide it in another image, as shown in Figure 6(k). And
yet it still does not work.

(vi) On the contrary, from Figure 6(l), we can see that
our Stealth algorithm substantially has the smallest
damage to image quality and it is also resistant to
detection effectively. In order to better illustrate its
effectiveness, we have carried out other larger-scale
experiments which will be described next.

5.3. Privacy Insurance. In order to depict the degree of
privacy protection in our algorithm, we define a parameter,
cloak thickness 𝜏, to weight the trap-door between privacy and
visual quality. Users can tune this parameter to determine the
adversarial disturbance intensity on each pixel. For a specific𝜏, the modification to each pixel is obviously uneven. What
we need to do is multiplying 𝜏 by the gradient value of DNN
backpropagation.This is equivalent to expanding the gradient
of each pixel by 𝜏 times simultaneously, and it is considered
as the final modification added to the image. Greater gradient
value of pixel means further distance away from our target, so
we need to add more adversarial interference on this pixel.
Certainly, different 𝜏 values also influence the results. The
added interference is proportional to 𝜏 value. The greater 𝜏,
the thicker the cloak the image is wearing, and the machine
will be more blind to it. But, of course, the visual quality will
go down.

We test on nearly 5000 images and calculate the PI using
ZF-net and VGG-net, and the results can be found in Table 2.
The 20 classes include airplane, bicycle, bird, boat, bottle,
bus, car, cat, chair, cow, dining table, dog, horse, motorbike,
person, potted plant, sheep, sofa, train, and tvmonitor. Except
for very few classes, the PI values of the vastmajority are fairly
high.This roughly means that we have successfully protected
the users’ most information in images.

Assume that a user shares many pictures and then tries to
protect his privacy by using different methods of perturbing
images. We test the PI values of all these methods, as shown
in Figure 7. We can see from it that our Stealth algorithm
can protect most privacy, and mosaic comes second, but it

nevertheless has destructive effects on image. Other methods
not only fail to protect privacy, but also cause terrible visual
quality of images that users cannot put up with. Of course,
users can get more insurance for their privacy by increasing
the cloak thickness 𝜏, but they may have to face the risk of
image quality deteriorating, as shown in Figure 8. From this
figure, we can find 𝜏 = 0.3×103 could be an appropriate value,
at which we can not only get a satisfactory privacy insurance
but also ensure the visual effects. Even if the value of cloak
thickness is fairly large (e.g., 𝜏 = 1.2 × 103), the PSNR is
still greater than any other methods. The Stealth algorithm’s
modification to a pixel is related to the current value of the
pixel, so it does not seem so abrupt after the processing.

From the above experimental results, we can see our
algorithm works well, but the fact that there exist classes with
low PI value (e.g., Class 8 “cat,” Class 12 “dog,” and Class 14
“motorbike”) is worth thinking about. Here we present some
illustrations and thoughts on this question. The extracted
feature of each region proposal corresponds to a point in
a high dimensional space. The correctness of the judgment
is related to the classification boundary. Our work is to
change positions of these corresponding points by adding
perturbation to an image, so that the points can cross the
boundary and jump to another class (from be-object class to
not-object class).

Our algorithm is independent of the specific class of the
object. That is to say, to offset the generation of region pro-
posal, we use the same number of iterations (Γ) and multiple
times (𝜏) when we superimpose the gradient disturbance for
all classes. In the abstract high dimensional space, features
of different classes occupy different subspaces, which are
large or small. So perturbations with the same iterations and
multiple times are bound to cause a problem where features
of some classes are successfully counteracted, while some
few other classes may fail. The reason for failure may be
that the number of iterations is insufficient or the magnitude
of modification is not enough for these classes. For each
region proposal feature in the detector, Figure 9 gives a vivid
illustration of the following four cases.

Case 1. The region proposal features of some classes are
successfully counteracted after the image is processed. In
other words, the corresponding feature point jumps from
be-object subspace to not-object subspace. In this case, our
algorithm can be deemed a success.

Case 2. Region proposal features of some classes are coun-
teracted partly. So the feature point jumps to a be-object
subspace, but features in this subspace are not strong enough
to belong to any specific class. That is to say, these proposals
will be discarded in the following classification stage for their
scores of each class are lower than our set threshold. In this
case, the final result is that objects cannot be detected, so it is
an indirect success.

Case 3. The feature point jumps from one object class to
another. Result is that the detector will give a bounding box
approximately, but its label might be incorrect. This case is
just a weak success.
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Figure 7: Different ways of fooling detection machine. Assume that the user shares many pictures and then tries to protect their privacy by
differentmethods of image scrambling. Obviously our veil algorithm can protect themost privacy.Mosaic comes second, but it has destructive
effects on image itself.
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Figure 8: Privacy insurance versus PSNR with different cloak thickness.

Case 4. The feature point only jumps within an object
class subspace. Its range might be larger than others or its
position is farther away from the boundary of not-object
class subspace. It is kind of equivalent to saying that the
trained detector has better robustness for this specific class.
An adversarial algorithm may fail when encountering this
case.

The classes with low PI value after our Stealth algorithm
may fall into Case 4. The iteration and multiple times which
we set are not enough to make the proposal feature jump out
of its original subspace. However, in order to ensure a good
vision quality, we should not set them very high. It is a trade-
off between human vision and machine vision.

5.4. Transferability of Cloak. The Stealth interference gener-
ated for one particular DNN also has an impact on another
DNN, even if their network architectures are quite different.
We call it the transferability of different cloaks. When we put

the adversarial images generated for ZF-net, which is with a
slightly larger cloak thickness, onto theVGG-net for detection,
we can calculate that its privacy insurance, PI, is 0.66. And, at
this time, the visual quality is still satisfactory.Theremay exist
some subtle regular pattern only when seeing it from a very
close distance, but it is much better than mosaic, blur, and
other methods for human eyes. Likewise, we detect the VGG
adversarial images on ZF-net, and the PI value is 0.69.

So far we have been focusing on the white-box scenario:
the user knows the internals, including network architecture
and parameters of the system. To some extent, the trans-
ferability here leads to the implementation of a black-box
system. We do not need to know the details of network.
What we only need to know is that the detection system we
try to deceive is based on some kind of DNN. Then we can
generate an adversarial example for the image to be uploaded
against our local DNN. According to the above experimental
results, the generated images on local machine are very likely
to deceive the detection system of online social network.
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Case 1

Cases 2, 3, 4

(a)

Case 2

Case 3

Case 4

(b)

Figure 9: An intuitive understanding of adversarial images for detection task in the high dimensional space. (a) Different cases that feature
point moves between the be-object class and not-object class in the high dimensional feature space. (b) Different cases that feature point
moves among different specific classes. Each subspace with a color represents a specific class. The subspace in the be-object region but not
belonging to any specific class represents its score of belonging to any class which is lower than our set threshold.

6. Conclusion and Future Work

In this paper, we propose the Stealth algorithm of elaborating
adversarial examples to resist the automatic detection system
based on the Faster RCNN framework. Similar to misleading
the classification task in previous work, we also add some
interference to cheat the computer vision of ignoring the
existence of objects contained in images. Users can process
images to be uploaded onto social networks through our
algorithm, thus avoiding the tracking of online detection
system, so as to meet the goal of minimizing privacy dis-
closure. In effect, it is like objects in images wearing an
invisibility cloak and everything disappearing in machine’s

view. As a comparison, we conduct experiments ofmodifying
images with several other trivial but intriguingmethods (e.g.,
mosaic, blur, noise, low brightness, and transparency). The
result shows our Stealth scheme is the most effective and has
minimal impact on image visual quality. It can guarantee both
high image fidelity to human and invisibility to machine with
high probability. We define a user adjustable parameter to
determine the adversarial disturbance intensity on each pixel,
that is, cloak thickness, and a measurement to indicate how
much privacy can be protected, that is, privacy insurance.
And we have further explored the relation between them.
In addition, we find the adversarial examples crafted by our
Stealth algorithm have transferability property; that is, the
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interference generated for one particular DNN also has an
impact on another DNN.

One of our further researches will be a theoretical analysis
about the transferability property between different network
models. And, according to it, we will try to find a method
of crafting adversarial examples with good generalization
performance on many different DNNs. Even if its fooling
performance on any one of DNN models will not be as
good as the specific adversarial example, it can maximize
the average performance on all models. Furthermore, it is
evident that our algorithm is a global processing on images.
So another ongoing study should be conducted to only add
partial adversarial perturbation to achieve the same deceiving
effect. That is to say, we try to modify only part of pixels,
instead of processing the image globally. But this requirement
may lead to significant changes on a few pixels, which will
cause an uncomfortable visual effect. So we should try to
find out some ways to make the processed image look more
natural.
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Although the existing networks are more often deployed in the multidomain environment, most of existing researches focus on
single-domain networks and there are no appropriate solutions for the multidomain virtual network mapping problem. In fact,
most studies assume that the underlying network can operate without any interruption. However, physical networks cannot ensure
the normal provision of network services for external reasons and traditional single-domain networks have difficulties to meet user
needs, especially for the high security requirements of the network transmission. In order to solve the above problems, this paper
proposes a survivable virtual network mapping algorithm (IntD-GRC-SVNE) that implements multidomain mapping in network
virtualization. IntD-GRC-SVNE maps the virtual communication networks onto different domain networks and provides backup
resources for virtual links which improve the survivability of the special networks. Simulation results show that IntD-GRC-SVNE
can not only improve the survivability of multidomain communications network but also render the network load more balanced
and greatly improve the network acceptance rate due to employment of GRC (global resource capacity).

1. Introduction

Network virtualization enables multiple virtual networks
(VNs) to coexist on the same physical network dynamically,
so that virtual network users can share the underlying
physical network [1]. At the same time, network virtualization
technology as a new technology means to provide a solution
to cloud computing diverse services [2, 3]. In order to relieve
the interdependence between network control and data plane
[4, 5], network service operators are generally divided into
two roles: the underlying infrastructure provider (InP) and
the service provider (SP); their tasks are to deploy the under-
lying network resources and lease a number of underlying
infrastructure providers to provide the underlying network
resources to meet the custom scalability of virtual network
services [6, 7].

This paper refers to the relevant algorithms in the
literature [8–12] and combines the multidomain mapping
problem with the network survivability. We classify process
as two stages, the resource classification process and the
network mapping process, and the resource classification
process is further divided into two parts, the primary flow

and the backup flow resource, which can, respectively, form
a complete underlying physical network topology. The char-
acteristic of this paper is that we protect the security of
node data by mapping the virtual nodes to different domains
of the physical network. Simultaneously, in order to ensure
the balance of network load, we choose a new measure,
global resource capacity (GRC) [13], which can measure
the potential mapping capability of nodes in the process of
node mapping. IntD-GRC-SVNE is applied in a multido-
main environment and when compared with the traditional
algorithm of IntD-GREEDY-SVNE and random algorithm
IntD-RANDOM-SVNE, the acceptance rate, network load
balancing, andnetwork revenue of IntD-GRC-SVNEall show
better performance. In addition, the non-cross-allocation of
the primary flow and backup flow resources in this paper can
greatly improve the survivability of the network.

This paper is organized as follows: we review related work
in Section 2. We introduce problem description in Section 3
and provide survivable virtual network mapping model in
Section 4. The details of virtual network mapping algorithm
are given in Section 5. Finally, we analyze experiments and
provide discussion in Section 6.
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2. Related Work

As the core of network virtualization technology, the goal
of virtual network mapping is to provide node and link
resources for dynamic virtual requests to meet their mapping
service requirements. However, with the number of network
users climbing, the user requirements for the stability of the
network are getting higher and higher. In order to improve
the survivability of the network, many researchers have done
some researches and most of the current researches focused
on both protection and backup [14].

Physical failure is generally divided into node failure
and link failure. In order to deal with physical link failure,
Rahman et al. [15] designed a SVNE method for passive
allocation of backup resources, which is essentially a virtual
link remapping method after a failure. However, because the
node failure will inevitably lead to its adjacent link failure,
it is necessary to rebuild the virtual nodes affected by the
virtual node and the virtual nodes affected by the virtual link,
so the recovery of node failure is relatively complex. Guo et
al. [16] proposed a SVNE method for proactively allocating
backup resources for virtual links in the initial mapping of
VNs which can be timely recovery network failure. By this
way, the economic losses caused by network failures can be
minimized in the case of efficient use of resources.

In order to guarantee the survivability of VN under the
influence of physical node failure, Yu et al. [17] designed
method of reliable VN two-stage SVNE method; they firstly
extended VN to a reliable network that backs up important
virtual nodes by adding redundant nodes and corresponding
redundant links to the original VN and secondly mapped
the reliable VN to the physical network with the goal of
maximizing shared backup link resources. Qiao et al. [18]
used another two-stage SVNE method to further reduce
the backup overhead, but, after a node failure, the method
may need to migrate a large number of working virtual
nodes in addition to migrating affected virtual nodes. Hu
et al. [14] defined and solved the SVNE problem of the
constraint position, emphasizing that the backup node used
for remapping must satisfy the position constraint specified
by Yeow et al. [19] who used the SVNE method of ORP
(opportunistic redundancy pooling) to dynamically create
and pool backup virtual nodes and made different VNs
share backup virtual nodes for better fault tolerance and cost
performance.

The number of researches in the literature on the pro-
tection of node data is still relatively small, especially in
the event of a major natural disaster such as earthquakes
and tsunamis which may lead to domain network failure
and serious loss of node data in a moment [20–22]. In this
situation, the existing node protection mechanism will lose
its role. Therefore, implementing multidomain mapping can
not only protect the independence of the various data sets
but also avoid domain data loss caused by the failure. At
this stage, there are a few studies; Papagianni et al. [9] used
the advantages and related principles of cloud computing to
achieve the distribution of files betweenmultiple geographies
and the process of document distribution for the cloud
computing in this paper is actually the realization of a
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multiarea information exchange. Mijumbi et al. [8] also put
forward using multidomain advantages to achieve resource
allocation in the virtual network environment. Nonetheless,
there are few existing literatures that really solve the problem
of network mapping.

3. Problem Description

In this section, we first give a multidomain underlying
physical network, virtual request network model, and their
formal descriptions. Then we give a description of survivable
virtual network mapping algorithm that supports multido-
main mapping.

3.1. Physical Network. The underlying network topology is
marked as a weighted undirected graph𝐺𝑠 = (𝑁𝑆, 𝐿𝑆, 𝐶𝑛𝑠 , 𝐶𝑙𝑠),
where 𝑁𝑠 represents a collection of underlying network
nodes, 𝐿𝑆 represents a collection of underlying network links,𝐶𝑛𝑠 represents the computational power of the physical node,
and 𝐶𝑙𝑆 indicates the link bandwidth corresponding to the
physical path. Figure 1 depicts an example of an under-
lying physical network which includes two subnetworks
in different domains. Tables 1 and 2 show the geographical
coordinates of the physical nodes in the two sub-networks,
respectively represents the relative position between the phys-
ical network nodes and the available computing resources
of the nodes CPU. Table 3 shows the available bandwidth
resources of physical links.

As shown in Figure 1, circles filled with different English
alphabets such as A, B, and C and so on represent different
physical nodes. The physical node is a physical, active elec-
tronic device attached to the substrate network and can send,
receive, or forward information via communication channel.

There are two types of physical links: the interdomain link
which is used to complete the interdomain communication
and the intradomain link in a single-domain network which
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Table 1: Subnetwork 1 node information.

Physical node Coordinate
position (𝑥, 𝑦)

Computing
resources, CPU

A (57, 54) 57
B (36, 46) 39
C (47, 60) 34
D (40, 11) 24
E (37, 33) 25

Table 2: Subnetwork 2 node information.

Physical node Coordinate
position (𝑥, 𝑦)

Computing
resources, CPU

F (67, 74) 57
G (76, 66) 39
H (65, 60) 34
I (70, 81) 24
J (77, 63) 25

is used to complete intradomain communication. No matter
what kinds of underlying links are there and how many
virtual links can be mapped, the substrate connection is
a physical communication channel between two substrates
nodes.

3.2. Virtual Network. The undirected graph of the virtual
network request is similar to the undirected graph of the
underlying network.The network topology map is marked as
a weighted undirected graph 𝐺𝑉 = (𝑁𝑉, 𝐿𝑉, 𝑅𝑛𝑉, 𝑅𝑙𝑉), where𝑁𝑉 represents a collection of virtual network nodes, 𝐿𝑉
represents a collection of virtual network links,𝑅𝑛𝑉 represents
the computing power requirements of the virtual node, and
𝑅𝑙𝑉 indicates the bandwidth resource requirements of the
virtual link. Figure 2 depicts an example of a virtual request
with node constraints and link constraints. Table 4 shows
the relative geographical coordinates of the virtual nodes,
node computing resource, CPU, and maximum mapping
distance which is defined as formula (1), and Table 5 shows
the bandwidth resource requirement of the virtual links in a
virtual request.

Lim Dis(Lim Dis = √(𝑥1 − 𝑥2)2 + (𝑦1 − 𝑦2)2) . (1)

As shown in Figure 2, hexagons filled with different
English alphabets a, b, and c represent different virtual nodes.
A virtual node is a software component that has a host or
routing function, such as an operating system encapsulated
in a virtual machine. Virtual nodes form a virtual network
topology through the virtual link interconnection.

The lines identified as 1 and 2 are virtual links which are
logical interconnections between virtual nodes. For a viutual
network, the function of virtual link is to connect directly
with the physical network and dynamically display the user’s
resource requirements.

a

cb

1

2

Virtual link

y (y = a, b, c) Virtual node

Figure 2: Virtual request.

3.3. Global Resource Capacity. In the node mapping phase,
the corresponding mapping nodes need to be found on the
underlying physical network for each virtual node. In general,
all physical nodes with more resources than the resources
required by the virtual node can be used as candidate
nodes for virtual nodes. In this paper, we obtain the unit
of measurement GRC(𝑁𝑖) which is used to measure the
potential mapping ability of all the physical nodes through
the global resource calculationmethod in the process of node
selection. The calculation method is defined as follows:

GRC (𝑁𝑖)
= (1 − 𝑑) 𝐶𝑟 (𝑁𝑖)

+ 𝑑 ∑
V∈Neb(𝑁𝑖)

bw (𝑖, 𝑗)
∑𝑘∈Neb(𝑁𝑗) bw (𝑘, 𝑗)

GRC (𝑁𝑗) .
(2)

In (2), 𝑑 is set to a constant representation of the decreas-
ing factor, bw(𝑖, 𝑗), (𝑖, 𝑗) ∈ 𝐸, represents link resources, and
Neb(𝑁𝑖) represents a set of physical nodes adjacent to the
node𝑁𝑖. In addition, 𝐶𝑟(𝑁𝑖) represents the proportion of the
node computing resources that occupy the entire network
computing resource. The calculation formula is defined as
follows:

𝐶𝑟 (𝑁𝑖) = CPU (𝑁𝑖)
∑𝑁V∈𝑉CPU (𝑁V) , ∀𝑁𝑖 ∈ 𝑉. (3)

The calculation of GRC𝑆 for all nodes using the vector
format can be defined as follows:

GRC = (1 − 𝑑) 𝐶𝑅 + 𝑑𝑀𝑅GRC, (4)

where GRC = (GRC(𝑁1), GRC(𝑁2), GRC(𝑁3), . . .,
GRC(𝑁|V|))𝑇 𝐶𝑅 = (𝐶𝑟1 , 𝐶𝑟2 , 𝐶𝑟3 , . . ., 𝐶𝑟|V|)𝑇, and MR is
a matrix of |𝑉| ∗ |𝑉| dimensions. Each dimension data
corresponds to two adjacent contacts 𝑚(𝑢, V) value which is
defined as follows:

𝑚(𝑢, V) =
{{
{{
{

bw (𝑢, V)
∑𝑥∈Neb(V), bw (𝑥, V) (𝑢, V) ∈ 𝐸
0, other.

(5)
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Table 3: Link resource information.

Link serial number Link available bandwidth resources (bw) Interdomain communication link (Y: 1, N: 0)
1 74.827859 0
2 83.370701 0
3 77.140495 0
4 95.433926 0
5 66.452354 0
7 69.448338 0
8 56.235293 1
9 57.188120 0
10 77.287520 1
11 54.428015 0
12 96.737798 0
13 88.669225 0
14 81.164182 0
15 60.910143 1
16 51.048862 1
17 79.065118 0

Table 4: Virtual network node information.

Virtual node Coordinate
position (𝑥, 𝑦)

Resources
required, CPU

Distance limit
(Lim Dis)

a (55, 50) 10 75
b (37, 40) 35 60
c (80, 96) 20 40

Table 5: Resource requirements of virtual links.

Link serial number Link bandwidth resources required (bw)
1 74.827859
2 83.370701
3 77.140495

3.4. Evaluation Indices. The primary evaluation index of the
network is defined as follows:

(1) Network Acceptance Rate

lim𝑇→∞∑𝑇𝑡=0 VNR
∑𝑇𝑡=0 VNR𝑆

. (6)

In (6), ∑𝑇𝑡=0 VNR represents the number of virtual net-
works successfully mapped from 𝑡 = 0 to 𝑇 and ∑𝑇𝑡=0 VNR𝑆
represents the total number of virtual network requests from
𝑡 = 0 to 𝑇.
(2) Average Cost of the Network

lim𝑇→∞∑𝑇𝑡=0 Cost (𝐺𝑉, 𝑡)
∑𝑇𝑡=0 VNR𝑆

. (7)

In (7),∑𝑇𝑡=0 Cost(𝐺𝑉, 𝑡) represents the resources required
to successfully map the virtual network from 𝑡 = 0 to 𝑇.
(3) Node Pressure

Node Load (𝑛𝑠) = ∑
V∈𝐸V

Map𝑛𝑠 (𝐶V
𝑛)

𝐶𝑠𝑛
. (8)

In (8), 𝐶𝑠𝑛 indicates the node resources of the physical
node 𝑛𝑠 and Map𝑛𝑠(𝐶V

𝑛) represents the sum of the resources
including all virtual nodes mapped on physical node 𝑛𝑠.
(4) Link Pressure

Link Load (𝑙𝑠)

= ∑
V∈𝐸V ,𝑝∈(𝑝,V)

Map𝑙𝑠 [𝐶V
𝑙1
(𝑝, V) + 𝐶V

𝑙2
(𝑝, V)]

𝐶𝑠
𝑙

.
(9)

Link pressure is divided into two parts, the primary flow
link pressure and backup flow link pressure. As the former is
used to provide link resources under the normal service of the
network, the latter is used to provide backup link resources
for network failure. In (9), 𝐶𝑠𝑙 indicates a physical link 𝑙
and Map𝑙𝑠[𝐶V

𝑙1
(𝑝, V) + 𝐶V

𝑙2
(𝑝, V)] represents the total resources

consumption including primary and backup resources.

(5) Long-Term Network Revenue

lim
𝑇→∞

∑𝑇𝑡=0 Rev (𝐺𝑉, 𝑡)
𝑇 . (10)

In (10), ∑𝑇𝑡=0 Rev(𝐺𝑉, 𝑡) represents the total revenue
obtained from the virtual network that is successfullymapped
from 𝑡 = 0 to 𝑇.
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Figure 3: Network mapping.

4. Survivable VN Mapping Model
for Multidomain Network

4.1. Mapping Problem Description. Virtual network map-
ping problems are generally defined as mapping: 𝑀 ∈
𝐺V(𝑁V, 𝐿V) → 𝐺𝑆(𝑁𝑆, 𝐿𝑆) which usually include node
mapping and link mapping.The number of physical network
resources is deemed to be shown in Figure 1. When the
virtual request arrives, in the node mapping phase, the
candidate physical node satisfies two conditions: (1) the
number of available computing resources is greater than the
amount of CPU resources required by the virtual node and
(2) the physical coordinates of the physical node meet the
requirements of the virtual node.

As shown in Figure 3, the virtual nodes 𝑎 and 𝑏 are,
respectively, mapped on the physical nodes B and C in
subnetwork 1 according to themapping requirements and the
node selection method GRC. But the virtual node 𝑐 cannot
find the mapping node in subnetwork 1 under the limit of
the maximum mapping distance. Based on previous studies,
under the single-domain network provider environment, the
virtual request in this paper will fail to map.

In order tominimize the geographical coordinates caused
by the failed mapping and improve the acceptance rate of
the network, the proposed IntD-GRC-SVNE in this paper
supports multidomain network mapping, so we can find a
feasible physical node in the network outside subnetwork 1.
For example, as shown in Figure 3, the physical node H is
found as the mapping node in subnetwork 2.

4.2. Data Security. As the nodes are mapped in different
domain subnetworks, when a major accident happened in
a subnetwork, such as earthquakes, floods, or other large
natural disasters, mapping in different domain subnetworks
can effectively avoid the loss of data and improve the security
of the data.

As shown in Figure 3, for example, when a major natural
disaster occurred at the location of the domain, subnetwork 2

will result in paralyzed service process and large loss of data.
In accordance with the previous mapping, the virtual request
mapped to subnetwork 2will be interrupted. In this paper, the
virtual request is mapped to different domain subnetworks;
in the case of the paralyzed network, the mapping method of
IntD-GRC-SVNE can not only ensure that some nodes and
links work properly but also improve the node data security
to a certain degree.

At the same time, in order to prevent the impact of
link failure, IntD-GRC-SVNE sets the primary resources and
backup resources and the proportion of the former is 𝛼(𝑠)𝑏(𝑠)
and the proportion of the latter is 𝛽(𝑠)𝑏(𝑠).These two types of
resources cannot be crossed in order to ensure the effective
use of resources; that is, 𝛼(𝑠) + 𝛽(𝑠) = 1.

The network mapping process is shown in Figure 3,
virtual link 1 is mapped to the primary flow path which is
identified as (𝑎, 𝑏) → (𝐶, 𝐵), and the backup flow path is
defined as (𝑎, 𝑏) → (𝐶, 𝐴, 𝐵). Virtual link 2 is mapped to
the primary flow path which is identified as (𝑏, 𝑐) → (𝐵,𝐻)
and the backup flow path is defined as (𝑏, 𝑐) → (𝐵, 𝐸, 𝐹,𝐻).
Once the virtual request is accepted, the resources on the
primary flow resource path are always used until the virtual
request service ends, so the primary flow resource does not
support resource sharing. The backup flow path is used to
ensure that the network can quickly reroute and make the
network reprovide normal service in the event of a failure.

4.3. Business Utility Model for Multidomain Mapping. Based
on the description of the network mapping problem in
Section 4.1, we give the function model of the problem in
this section. During the virtual networkmapping process, the
cost of the network mainly includes two parts, the node cost
and the link cost, and the latter includes intradomain link
cost and interdomain link cost. The two costs are defined in
different ways: the intradomain link cost is defined as (11) and
interdomain link cost is defined as (12):

Inter Cost (𝐺V)
= ∑

V∈𝐸V
CPU (𝑛V)

+ ∑
V∈𝐸V ,𝑝∈𝑝(V)

𝜔 [𝑏1 (𝑝, V) + 𝑏2 (𝑝, V)] ,
(11)

Dom Cost (𝐺V)
= ∑

V∈𝐸V ,𝑝∈𝑝(V)
𝐷𝑜𝑚 𝑏1 (𝑝, V) + 𝐷𝑜𝑚 𝑏2 (𝑝, V) . (12)

In (11), 𝑛V represents any virtual node in a virtual
request and CPU(𝑛V) represents the computing resource
occupied by the virtual node 𝑛V. In (11) and (12), 𝑏1(𝑝, V)
and Dom 𝑏1(𝑝, V), respectively, represent the primary flow
path within the intradomain and interdomain resource
consumption, while 𝑏2(𝑝, V) and Dom 𝑏1(𝑝, V), respectively,
represent the backup flow path within the intradomain
and interdomain resource consumption. As 𝜔 represents
the balance parameter between the node cost and the link
cost, ∑V∈𝐸V CPU(𝑛V) represents the consumption of node
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resources. While ∑V∈𝐸V ,𝑝∈𝑝(V) 𝜔[𝑏1(𝑝, V) + 𝑏2(𝑝, V)] repre-
sents primary flow of interdomain resource consumption,
Dom 𝑏1(𝑝, V)+Dom 𝑏2(𝑝, V) represents backup flow of inter-
domain resource consumption. So the total cost is defined as
follows:

TCO (𝐺V) = Inter Cost + 𝜑Dom Cost. (13)

Thegoal of the algorithm in this paper is to achieve greater
revenue by improving the acceptance rate of the network as
much as possible in the case of satisfying the requirement of
users.The relevant constraints of this algorithm are as follows
(see (14)∼(19)).

Resource capacity limits of primary flows and backup
flows of intradomain physical link and interdomain physical
link are as follows:

∑
V∈𝐸V ,𝑝∈𝑝(V)

𝜗𝑠 (𝑝) {𝑏1 (𝑝, V) , 𝐷𝑜𝑚 𝑏1 (𝑝, V)} ≤ R𝛼 (𝑠) ,

∀𝑠 ∈ 𝐸𝑠,
∑

V∈𝐸V ,𝑝∈𝑝(V)
𝜗𝑠 (𝑝) {𝑏2 (𝑝, V) , 𝐷𝑜𝑚 𝑏2 (𝑝, V)} ≤ R𝛽 (𝑠) ,

∀𝑠 ∈ 𝐸𝑠.

(14)

Resource capacity limits of primary flow and backup flow
of virtual network link are as follows:

𝑏 (V) = ∑
𝑝∈𝑝(V)

{𝑏1 (𝑝, V) , 𝐷𝑜𝑚𝑏1(𝑝,V)} , ∀V ∈ 𝐸V, (15)

𝑏 (V) ≤ ∑
𝑝∈𝑝(V)

{𝑏2 (𝑝, V) , 𝐷𝑜𝑚𝑏2(𝑝,V)} , ∀V ∈ 𝐸V. (16)

In (16), as the remaining resources of the primary flow are
marked asR𝛼(𝑠), the remaining resources of the backup flow
are marked as R𝛽(𝑠) and 𝜗s(𝑝) is a flag variable indicating
whether the link is occupied; when the value is 1, 𝑠 ∈ 𝑝;
otherwise 𝑠 ∉ 𝑝.

The primary and backup flow resource cannot be crossed:

𝜗𝑠 (𝑝) 𝜗𝑠 (𝑞) [𝛿1 (𝑝, V) + 𝛿2 (𝑝, V)] ≤ 1, ∀𝑠 ∈ 𝐸𝑆

{b1 (𝑝, V) , 𝐷𝑜𝑚 b1 (𝑝, V)} ≤ 𝑏 (V) 𝛿1 (𝑝, V) ,
∀𝑝 ∈ 𝑝 (V)

{b2 (𝑝, V) , 𝐷𝑜𝑚 b1 (𝑝, V)} ≤ 𝑏 (V) 𝛿2 (𝑝, V) ,
∀𝑝 ∈ 𝑝 (V) .

(17)

Range of variables is as follows:

𝛿1 (𝑝, V) ∈ {0, 1} , ∀V ∈ 𝐸V, ∀𝑝 ∈ 𝑃 (V) , (18)

𝛿2 (𝑝, V) ∈ {0, 1} , ∀V ∈ 𝐸V, ∀𝑝 ∈ 𝑃 (V) . (19)

In (18)∼(19), 𝛿𝑖 is a flag used to represent whether the
primary resource and backup resource are cross-occupied.
The initial value of 𝛿𝑖 is set to 0; once the resources are
occupied during the mapping process, 𝛿𝑖 will be set to 1.

5. Virtual Network Mapping
Algorithm (IntD-GRC-SVNE)

5.1. Flow Chart of IntD-GRC-SVNE. The implementation of
this algorithm is in accordance with the order of arrival of the
events. At different time points, the algorithm will deal with
different events which include two types of virtual network
requests: the new virtual request waits for service and the
virtual request leaves after service has been completed. The
algorithm flow will not be completed until all the events have
been processed.

In Figure 4, the core part of this algorithm is to find
the mapping scheme in the multidomain environment and
the key is to find the physical mapping nodes distributed in
different domain subnetworks for virtual nodes on one link.
Through the above mapping method, we can improve the
node data security and avoid data loss due to domain failures
and the process of finding a mapping scheme is illustrated in
Figure 5.

5.2. Algorithmic Description of IntD-GRC-SVNE. The surviv-
able virtual network mapping algorithm (GRC-SVNE) is
described in Algorithm 1.

6. Experiments and Discussions

6.1. Experimental Settings. In this paper, the topology and
location information of the network are randomly generated
by the GT-ITM tools. The underlying network topology
which consists of six domain subnetworks includes 100 nodes
and 570 links. The node CPU resource and bandwidth
resource in each domain subnetwork obey a uniform dis-
tribution of 50–100. The rest of the parameters involved in
the paper are shown in Table 6. The numbers of nodes and
intradomain links are shown in Table 7, while the number of
interdomain links is shown in Table 8.

We assume that the number of virtual network requests
arriving in 100 time-units obeys the Poisson process with
an average of 5 and the lifetime of each virtual network is
also exponentially distributed with an average lifetime of
500 time-units. For any virtual network request, the number
of network nodes is uniformly distributed between 2 and
20, and any two virtual network nodes are connected with
a probability of 0.8. The numbers of virtual network node
resources and link bandwidth resource requirements are
uniformly distributed between 0 and 50. The coordinates of
the nodes 𝑥 and 𝑦 variables are uniformly distributed from 0
to 100, assuming that the location constraints D of all virtual
network mapping requests are constants. Each simulation
experiment runs about 10,000 time-units and contains 100
virtual network requests.

6.2. Results and Discussions. As IntD-GRC-SVNE supports
multidomain virtual network mapping, in order to improve
the network load balancing, the algorithm uses the existing
metric GRC that measures the potential mapping capability
of physical nodes to select the more reasonable nodes as
the mapping nodes in node mapping phase. In addition,
in order to demonstrate the performance of the algorithms
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Table 6: Simulation parameters.

Node number of the substrate network 100
Link number of the substrate network 570
Initial available computing resources on substrate nodes 50–100 units
Initial available bandwidth resources on substrate links 50–100 units
Average lifetime of the VNRs 500 time-units
Bandwidth demand of a virtual link 0–50 units
Computing resource demand of a virtual node 0–50 units
Node number in a VNR 10–25
𝛼(𝑠) 0.5
𝛽(𝑠) 0.5
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As shown in Figure 5, look for mapping
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Begin

End

Receive the failure information to
find the mapping scheme?

Figure 4: Flow chart of network mapping.

in multidomain networks, this paper applies the traditional
random algorithm (named as IntD-RANDOM-SVNE in
experimental results) and greedy algorithm (named as IntD-
GREEDY-SVNE in experimental results) to multidomain
network environment. The acceptance rate, average cost, and
long-term revenue of the experimental comparison results
between the three algorithms are shown in Figures 6–8.

As shown in Figure 6, IntD-GRAND-SVNE and IntD-
GREEDY-SVNE are applied in the multidomain environ-
ment and then compared with the algorithm proposed

in this paper. Contrast simulation experiments show that
IntD-GRC-SVNE reflects obvious advantages in the aspect
of acceptance rate. IntD-RANDOM-SVNE, IntD-GREEDY-
SVNE, and IntD-GRC-SVNE are all applied in the mul-
tidomain environment in this paper, and when compared
with the traditional algorithm, IntD-GRC-SVNE proposed
in this paper is more survivable. In addition, because IntD-
GRC-SVNE uses a new node selection scheme (using a new
metric GRC to measure the potential mapping capabilities
of physical nodes), the process of selecting nodes is more
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Figure 5: Flow chart of searching a mapping scheme in multidomain environment.

Table 7: Resource information for each domain subnetwork.

Domain network
serial number

Number of
nodes Number of links

0 19 38
1 16 34
2 15 27
3 17 32
4 18 38
5 15 26

reasonable, which further makes the utilization of node
resources more efficient and reduces node mapping failure
rate.Therefore, themapping success rate of IntD-GRC-SVNE

is significantly higher than the other two traditional algo-
rithms IntD-RANDOM-SVNE and IntD-GREEDY-SVNE.

In addition, the algorithms used in this paper prefer-
entially look for mapping nodes in different network
domains. So IntD-RANDOM-SVNE, IntD-GREEDY-SVNE,
and IntD-GRC-SVNE have higher data security guarantees
than those algorithms previously mapped in a single-domain
network environment.

As shown in Figure 7, at the beginning of the run-
time, the cost of IntD-GREEDY-SVNE is much lower than
IntD-RANDOM-SVNE and the IntD-GRC-SVNE proposed
in this paper. With the passage of service time, due to the
unreasonable use of resources, the available resource in IntD-
GREEDY-SVNE is not enough and further causes network
costs to rise.
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(1) Create a number of virtual network request events
(2) The physical link resources are divided into the primary and backup flow resources, and set the ratio as 1 : 1.
(3)WHILE (Virtual network events are not fully processed)
(4) IF (The event type is a new virtual network request)
(5) Calculate the GRC value of the physical node according to formula (1)
(6) FOR (The number of virtual nodes)
(7) FOR (The number of virtual links connected to the node)
(8) The two nodes on the same virtual link are mapped in two different domain sub-networks.
(9) IF (Cannot find a different sub-network)
(10) Randomly select a domain network as a mapping network and put the candidate physical node

number found in the candidate [𝑖].
(11) ELSE
(12) Find the candidate physical node within the selected sub-network and place the serial number in

the candidate [𝑖].
(13) ENFIF
(14) ENDFOR
(15) IF (!candidate [𝑖])
(16) Return Node mapping failed.
(17) ELSE
(18) Select the eligible physical node in the candidate [𝑖] as the mapping node according to the value of

GRC from large to small;
(19) ENDIF
(20) ENDFOR
(21) Form a virtual request node mapping scheme;
(22) ENDFOR
(23) FOR (The number of virtual links)
(24) Use the Dijkstra method to find the primary flow path and the backup flow path between Node From

and Node To;
(25) IF (!Primary flow path ‖ !Backup flow path)
(26) WHILE (Candidate [𝑖].size > 0)
(27) Randomly re-select the physical node in Candidate [𝑖] as the mapping node for the virtual node;
(28) Delete the mapping node number in Candidate [𝑖];
(29) Use the Dijkstramethod to find the primary flow path and the backup flow path for the new

node scheme;
(30) IF (Candidate [𝑖].size ==−1)
(31) Return Link mapping failed;
(32) ENDWHILE
(33) ENIF
(34) ENDFOR
(35) Form a new link mapping scheme;
(36) ENIF
(37) ELSE (The event type is the virtual network request to leave)
(38) Update the virtual network request information;
(39) Update physical network resources (including node resources, primary flow resources, and backup link

flow resources);
(40) ENDWHILE

Algorithm 1

In general, the network cost consists of two parts: the
node resource and the link resource. In the context of this
experiment, the link resource includes the primary flow
resource and the backup flow resource. In the case of its high-
est acceptance rate, the network cost of IntD-GRC-SVNE is
still lower compared with the other two algorithms; this can
fully show the rationality of the mapping scheme. As IntD-
GRC-SVNE can not only realize themultidomainmapping to
meet the data security requirements but also make network
costs lower when compared to the traditional algorithms
IntD-GREEDY-SVNE and IntD-RANDOM-SVNE in the

same multidomain network environment, the above exper-
imental results and analysis demonstrate the practicality of
IntD-GRC-SVNE proposed in this paper.

Figure 8 shows the degree of node load balancing.
In order to show the network load gap between different
algorithms, this paper uses the common variance solution
method to get the pressure distribution characteristics of the
node. As shown in Figure 8, IntD-GRC-SVNE is more bal-
anced than the IntD-RANDOM-SVNE and IntD-GREEDY-
SVNE nodes. Since IntD-GRC-SVNE not only supports
the security of the multidomain mapping to protect the
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Table 8: Interdomain link number information.

Domain
subnetworks 𝑖

Domain
subnetworks 𝑗

Number of
communication

links
0 1 24
0 2 34
0 3 22
0 4 21
0 5 9
1 2 23
1 3 29
1 4 8
1 5 18
2 3 28
2 4 42
2 5 28
3 4 22
3 5 37
4 5 30
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Figure 6: Acceptance rate.

node data but also applies the existing measurement metric
GRC to the survivability network environment to make the
network load more balanced, in this paper, all the required
resources need to be found in a multidomain environment.
The different amounts of resources in subnetwork can easily
lead to network load imbalance, as GRC which is used in the
paper indicates that the node mapping capabilities in whole
network; this can just solve network balance problem. IntD-
GRC-SVNE proposed in this paper shows the improvement
effect of load balancing compared to IntD-RANDOM-SVNE
and IntD-GREEDY-SVNE.

Similar to the node pressure variance, Figure 9 shows the
link pressure variance which is calculated by the traditional
mathematical method. As shown in Figure 9, compared with
IntD-RANDOM-SVNE and IntD-GREEDY-SVNE, the link
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Figure 7: Network costs.
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Figure 8: Node pressure variance.

load of IntD-GRC-SVNE is obviously more balanced which
can also explain why the algorithm cost is low. In IntD-GRC-
SVNE, the use of link resources is relatively balanced, so
there are sufficient resources to receive more virtual requests.
In IntD-GRC-SVNE, the GRC metric is applied to select
the appropriate mapping node in the node selection process
as the GRC value is determined by two kinds of resources:
resources of the node itself and the number of link resources
directly connected and indirectly connected to the node.
The node selection process will affect the subsequent link
mapping process to a certain extent. So IntD-GRC-SVNE
selects the physical node which has better potential mapping
capability as themapping node. At the same time, it chooses a
physical node with better potential mapping capability as the
mapping node will reduce the difficulty of finding mapping
links. Through the mapping, most of the selected mapping
links can be better connected with other physical nodes,
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Figure 9: Link pressure variance.

which not only improve the success rate of mapping but also
improve the efficiency of the link and further make the link
load more balanced.

There is also something that is worth emphasizing:
because virtual requests are mapped across different domain
networks, single-domain communication congestion is
avoided. This also improves the load balancing of the
network compared to the previous single-domain network
mapping algorithm.

As shown in Figure 10, IntD-GRC-SVNE shows higher
revenue when compared with the other two traditional algo-
rithms, IntD-GREEDY-SVNE and IntD-RANDOM-SVNE.
The average revenue from the network is derived from the
associated costs of providing services for virtual requests.
Therefore, to a certain extent, the amount of receiving virtual
requests and the length of service time jointly determine the
network provider revenue. As shown in Figure 6, IntD-GRC-
SVNE has a higher receiving rate compared to the other
algorithms and its corresponding network average revenue is
also higher as shown in Figure 10.

In general, the mapping of virtual requests in different
subnetworks can avoid the sudden termination of service
due to domain disastrous paralysis of the network. Although
the experimental results cannot directly reflect the algorithm
to improve the security of the data as the three algorithms
support multidomain networkmapping to ensure the consis-
tency of mapping conditions, in practical applications, there
is no doubt that the virtual request mapping in multidomain
network environment will improve data security.

7. Conclusion and Future Work

After summarizing the existing research on network sur-
vivability and node data security, this paper proposes a
survivable virtual network mapping algorithm (IntD-GRC-
SVNE) that supports multidomain network mapping. A new
metric, GRC, is used to represent the potential mapping
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Figure 10: Average network revenue.

capability of the node in the node selection phase. In order
to facilitate the comparison of the experimental results,
this paper has applied the existing greedy algorithm and
random algorithm to the multidomain network environ-
ment, which are called IntD-RANDOM-SVNE and IntD-
GREEDY-SVNE, respectively, in experimental results. The
simulation results show that IntD-GRC-SVNE proposed
in this paper not only realizes the multidomain mapping
but also improves the survivability of the network. When
comparedwith the two traditional algorithms, the acceptance
rate, the network load, and the network revenue of IntD-
GRC-SVNE embody the obvious advantages.

Further work mainly focuses on the following two
aspects: (1) studying IntD-GRC-SVNE’s adaptability in differ-
ent physical network environments and the impact of physi-
cal resources on algorithm performance and (2) studying the
multidomain network problem and attempting to reduce the
impact of network services failure.
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The privacy is a major concern in big data mining approach. In this paper, we propose a novel self-recovery speech watermarking
framework with consideration of trustable communication in big data mining. In the framework, the watermark is the compressed
version of the original speech. The watermark is embedded into the least significant bit (LSB) layers. At the receiver end, the
watermark is used to detect the tampered area and recover the tampered speech. To fit the complexity of the scenes in big data
infrastructures, the LSB is treated as a parameter. This work discusses the relationship between LSB and other parameters in terms
of explicit mathematical formulations. Once the LSB layer has been chosen, the best choices of other parameters are then deduced
using the exclusive method. Additionally, we observed that six LSB layers are the limit for watermark embedding when the total bit
layers equaled sixteen. Experimental results indicated that when the LSB layers changed from six to three, the imperceptibility of
watermark increased, while the quality of the recovered signal decreased accordingly. This result was a trade-off and different LSB
layers should be chosen according to different application conditions in big data infrastructures.

1. Introduction

In recent years, the rapid development of Internet andmobile
phones has resulted in thousands of exploded data. Even
though it is convenient to get information, it is possible for
digital data to be replaced with fake information, potentially
by an adversary, or even lost as a result of poor commu-
nication conditions. Therefore, the question of how to best
guarantee data integrity and recover the tampered data has
become an important problem in big data mining infras-
tructures [1–3]. Watermarks, defined as the art of embedding
secret message into the original signal, are effective ways to
solve this problem [4, 5].

The self-recovery watermarking techniques are firstly
popular in the image domain [6–8] and the pioneer study on
image watermarks dates back to the last century [9]. There
are a variety of different methods for watermark embedding
and data recovery, such as discrete cosine transform [10, 11],
multiple watermarks [12], and source-channel coding [13].

With an increasing amount of audio and speech data, the
security and privacy of speech become an urgent problem.
While the self-recovery methods are less explored in the
speech domain, because human audio systems are more
sensitive than human visual systems, it is necessary to design
more accurate schemes to recover tampered speech data. Tra-
ditional research has focused on detecting the tampered area
but not further recovering the tampered speech [14], which
limits the application. A fragile segment-based watermarking
scheme for speech detection and recovery is proposed in [15].
The algorithm can both detect the tampered area and recover
the lost data, but there are two shortcomings: the tampering
coincidence problem and the watermark data waste problem.
To solve the two shortcomings at the same time, a novel
method using reference-sharing mechanism [16] is proposed
in [17]. Moreover, Reed-Solomon codes are fully utilized
to design an effective speech self-recovery scheme [18]. In
addition, many works focus on the various approaches to the
watermark embedding based on its intrinsic characteristics,
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such as synthesized echoes [19, 20], spread spectrum tech-
niques [21, 22], and patchwork watermarking methods [23,
24].

To conform the complicated scenes in big data mining
infrastructures, this paper discusses the influence of the LSB
layers used for watermark embedding. Ourwork is based on a
speech self-recovery framework proposed in [17]. In [17], six
LSB layers are used for watermark embedding by experience.
In this paper, the LSB layer is treated as a parameter and the
relationship with other parameters is discussed. By exploring
the quantitative relationship between LSB layers, the maxi-
mum quantized bits, and the hash bits, the best choices of
other parameters are then deduced by the exclusive method
when the LSB layers change.We also observed that three to six
LSB layers should be chosen for watermark embedding when
the total bit layers equal sixteen. When fewer than six LSB
layers are used, the imperceptibility of the watermark and the
quality of the recovered signal change in opposite directions.
Different LSB layers should be chosen according to different
big data infrastructures. Moreover, when we enhance the
tampered rate, fewer reserved areas could provide efficient
reference bits, whichmay causeworse quality of the recovered
signal.

There are three contributions in this paper: First, once
LSB layer is fixed, the best choices of other parameters
are deduced using the exclusive method. Second, there is a
finding that six LSB layers are the limit for watermark embed-
ding, which has been verified through experiments.Third, in
conclusion, the trade-off between the imperceptibility of the
watermarked speech signal and the quality of the recovered
speech signal is discussed; different LSB layers should be
chosen to balance it in different big data infrastructures.

The remainder of the paper is organized as follows.
The framework for the speech watermark embedding and
tampered speech recovery is introduced in Section 2, which
also covers the parameterization of LSB and the relationship
with other parameters. Experimental results are presented
in Section 3. Section 4 discusses how to choose LSB layers
according to different big data infrastructures and introduces
various aspects of the proposed scheme. Section 5 includes
concluding remarks.

2. The Speech Self-Recovery Framework

This entire speech watermarking scheme can be divided into
two sections: the watermark embedding procedure and the
tampered area recovery procedure. The parameterization of
LSB is also mentioned in the section. The details are as
follows.

2.1. Watermark Embedding Procedure. Assume an original
16-bit 8 kHz speech signal has𝑁 samples. In the algorithm, a
frame consisted of 64 neighbor samples, so there are totally
⌈𝑁/64⌉ frames. If 𝑁 is not the multiple of 64, add several
zeros at the end of the signal until 𝑁 can be divided by 64.
These frames are then permuted randomly according to a
secret key, which is known to both sides with consideration
of privacy. A frame group consists of 16 neighbor frames in
the random permutation. The total number of frame groups

is ⌈𝑁/1024⌉. The embedding and the recovery procedure are
both carried out in one frame group.

Out of 16 bits, 𝑥 LSB layers are dedicated to watermark
embedding, while the remaining 16 − 𝑥 most significant bit
(MSB) layers are unchanged during the entire procedure.The
watermark consists of two parts: reference bits and hash bits,
which will be introduced below.

In each frame of a frame group, the amplitude of the
original signal is divided by 16 to obtain the compressed
information, which is a 64-dimensional vector:

V𝑗 = [𝐶𝑗1 , 𝐶𝑗2 , . . . , 𝐶𝑗64] , 𝑗 = 1, 2, . . . , 16, (1)

where 𝐶𝑗𝑖 (𝑖 = 1, 2, . . . , 64, 𝑗 = 1, 2, . . . , 16) is the com-
pressed information and 𝑗 is the index of each frame. The
vectors are then randomly permuted according to a secret key
to form a vector whose dimension is 1024:

𝑉 = [V𝑘1 , V𝑘2 , . . . , V𝑘16] , (2)

where different subscripts are used to indicate the random
permutation of frames. Next, calculate 368 reference values
in each frame group in the following linear manner:

[𝑟 (1) , 𝑟 (2) , . . . , 𝑟 (368)]𝑇 = 𝐴 ⋅ 𝑉, (3)

where 𝐴 is a random matrix sized 368 × 1024 and the
Euclidean norm of each row is 1. To generate 𝐴, the first step
is to produce amatrix𝐴0 sized 368× 1024whose elements are
derived from an independent identical distributed Gaussian
distribution with zero mean. Then the elements of matrix 𝐴
can be obtained as follows:

𝐴 (𝑖, 𝑗) = 𝐴0 (𝑖, 𝑗)
√∑1024𝑡=1 [𝐴0 (𝑖, 𝑡)]2

,

1 ≤ 𝑖 ≤ 368, 1 ≤ 𝑗 ≤ 1024,
(4)

where 𝐴(𝑖, 𝑗) and 𝐴0(𝑖, 𝑗) are the elements of 𝐴 and 𝐴0,
respectively. According to the central limit theorem, the
reference values approximately follow Gaussian distributions
with zero mean.There are 368 reference values and 16 frames
in each frame group, so each frame carries 23 reference values
randomly. The reference-sharing mechanism is used here to
avoid both the coincidence problem and the watermark data
waste problem effectively. As long as the 16 frames in a group
have not been all tampered, it is possible to achieve high
recovered quality.

To meet the storage constraint, the float reference values
should be changed into integers. So the next step is to quantize
the reference values:

𝑟 =

{{{{{{{
{{{{{{{
{

𝑅max − 1, if 𝑟 ≥ 𝑓𝑅max

𝑡, if 𝑓𝑡 ≤ 𝑟 ≤ 𝑓𝑡+1
−𝑡 − 1, if −𝑓𝑡+1 ≤ 𝑟 ≤ −𝑓𝑡,
−𝑅max, if 𝑟 ≤ −𝑓𝑅max

,
𝑡 = 0, 1, 2, . . . , 𝑅max,

(5)
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where

𝑓𝑡 = 1500 × 𝑡
𝑅max

, 𝑡 = 0, 1, 2, . . . , 𝑅max. (6)

Each reference value is converted into an integer within
[−𝑅max, 𝑅max] and can be represented by 𝑎 bits (themaximum
quantized bits):

2 × 𝑅max = 2𝑎. (7)

Thus, there are totally 23×𝑎 reference bits in one frame group.
For each frame, the index of the frame is represented by

64 bits, which are called position bits. There are 64 × (16 − 𝑥)
bits inMSB layers in a frame, which are calledMSB bits.Then
64 position bits, 64 × (16 − 𝑥)MSB bits, and 23 × 𝑎 reference
bits are put into a hash function to produce 𝑦 hash bits. To
guarantee the privacy,𝑦 label bits are randomly generated and
the exclusive-or results between hash bits and label bits are
calculated as check bits:

𝑐𝑖 (𝑗) = ℎ𝑖 (𝑗) ⊕ 𝑙 (𝑗) ,

𝑖 = 1, 2, . . . , ⌈𝑁64⌉ , 𝑗 = 1, 2, . . . , 𝑦,
(8)

where ℎ𝑖(1), ℎ𝑖(2), . . . , ℎ𝑖(𝑦) are hash bits of the 𝑖th frame,
𝑙(1), 𝑙(2), . . . , 𝑙(𝑦) are label bits which are the same in each
frame, and 𝑐𝑖(1), 𝑐𝑖(2), . . . , 𝑐𝑖(𝑦) are check bits of the 𝑖th frame,
respectively.

In each frame, 23 × 𝑎 reference bits and 𝑦 check bits are
embedded into𝑥 LSB layers of the frame aswatermark, which
are used for detecting and recovering the tampered speech at
the receiver end.The 16−𝑥MSB layers remain unchanged to
ensure the invisibility. The watermark embedding procedure
is shown in Figure 1.

2.2. Tampered Area Recovery Procedure. After receiving a
speech signal that may have been tampered, the first step is
to divide the received signal into several frames and frame
groups according to the secret key, which is known to both
sides.

For each frame, the 64×(16−𝑥)MSB bits, the 64 position
bits, and the 23 × 𝑎 reference bits are extracted from the
received speech. They are put into the same hash function to
obtain𝑦 hash bits.The label bits are calculated by exclusive-or
operator:

𝑙𝑖 (𝑗) = ℎ𝑖 (𝑗) ⊕ 𝑐𝑖 (𝑗) ,

𝑖 = 1, 2, . . . , ⌈𝑁64⌉ , 𝑗 = 1, 2, . . . , 𝑦,
(9)

where ℎ𝑖(1), ℎ𝑖(2), . . . , ℎ𝑖(𝑦) are hash bits that are calculated
at the receiver end, 𝑐𝑖(1), 𝑐𝑖(2), . . . , 𝑐𝑖(𝑦) are check bits which
are extracted from the received signal, and 𝑙i(1), 𝑙𝑖(2), . . . , 𝑙𝑖(𝑦)
are label bits of the 𝑖th frame, respectively.

Due to the property of the exclusive-or operator, the label
bits of each frame should be the same if there has been no
tampering at all. If a frame has been tampered, the label
bits of the frame are different. Even though the receiver

does not know the label bits specifically, the tampered area
can also be detected by comparing the label bits of each
frame. In addition, based on the property of hash function,
the probability of a tampered frame being falsely judged
as reserved is 2−𝑦, which is extremely low when 𝑦 is large
enough. This means that it is virtually impossible for false
detection to occur. The reference values can be correctly
extracted to recover the tampered speech.

After detecting which frames have been tampered, the
next step is to recover the tampered content. In a frame
group, if 16 frames are all reserved, the speech recovery is
needless. If 16 frames have all been tampered, the recovery
fails. Otherwise, assuming that there are 𝑧 (1 ≤ 𝑧 ≤ 15)
tampered frames in a frame group, only the reference values
in 16 − 𝑧 reserved frames can be used:

[𝑟 (𝛼1) , 𝑟 (𝛼2) , . . . , 𝑟 (𝛼𝑀)]𝑇 = 𝐴(𝑀) ⋅ 𝑉, (10)

where 𝑟(𝛼1), 𝑟(𝛼2), . . . , 𝑟(𝛼𝑀) are the reference values embed-
ded into the reserved frames and 𝐴(𝑀) is a matrix with rows
taken from 𝐴 corresponding to reserved frames. So (10) can
also be rewritten as

[𝑟 (𝛼1) , 𝑟 (𝛼2) , . . . , 𝑟 (𝛼𝑀)]𝑇

= 𝐴(𝑀,𝑅) ⋅ 𝑉𝑅 + 𝐴(𝑀,𝑇) ⋅ 𝑉𝑇,
(11)

where𝑉𝑅 and𝑉𝑇 are compressed information of the reserved
frames and the tampered frames, respectively, and 𝐴(𝑀,𝑅)
and 𝐴(𝑀,𝑇) are matrices whose columns are those in 𝐴(𝑀)
corresponding to 𝑉𝑅 and 𝑉𝑇, respectively.

Note that the reference values extracted from LSB layers
are quantized, which could not be directly used for recovery.
The reference values that have not been quantized can be
estimated by

𝑟 ∈

{{{{{{{
{{{{{{{
{

[𝑓𝑅max
, +∞) , if 𝑟 = 𝑅max − 1

[𝑓𝑟, 𝑓𝑟+1) , if 0 ≤ 𝑟 ≤ 𝑅max − 2
[−𝑓−𝑟, −𝑓−𝑟−1) , if − (𝑅max − 1) ≤ 𝑟 ≤ −1
(−∞, −𝑓𝑅max

) , if 𝑟 = −Rmax.

(12)

Let

𝑟 =
{{{
{{{
{

(𝑓𝑟 + 𝑓𝑟+1)
2 , 0 ≤ 𝑟 ≤ 𝑅max − 1

(−𝑓−𝑟 − 𝑓−𝑟−1)
2 , −𝑅max ≤ 𝑟 ≤ −1,

(13)

where 𝑅max and 𝑓 are the same as that in the embedding
procedure. In otherwords, 𝑟 is the estimate of 𝑟 at the receiver
end, which is a median value of the corresponding interval.
The estimate results in errors are related to the choices of
𝑅max. The larger the value of 𝑅max is, the thinner the interval
is, resulting in fewer errors. So (11) can be rewritten as

[𝑟 (𝛼1) , 𝑟 (𝛼2) , . . . , 𝑟 (𝛼𝑀)]𝑇 − 𝐴(𝑀,𝑅) ⋅ 𝑉𝑅
= 𝐴(𝑀,𝑇) ⋅ 𝑉𝑇.

(14)
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In (14), 𝐴(𝑀,𝑅) and 𝐴(𝑀,𝑇) are already known to the receiver
according to the secret key, which is known to both sides;
𝑉𝑅 can be calculated in the reserved frames. Moreover,
𝑟(𝛼1), 𝑟(𝛼2), . . . , 𝑟(𝛼𝑀) can be estimated according to (13).
In other words, only 𝑉𝑇 is unknown and can be obtained by
solving (14) at the receiver end. The compressed sensing and
compositive reconstruction can be used to solve (14).

Next,𝑉𝑇 and𝑉𝑅 are combined to obtain a vector𝑉whose
dimension is 1024, which is the recovered compressed infor-
mation of the original speech signal. Finally, the amplitude
of the original signal can be obtained by multiplying 16. The
entire procedure of recovery is showed in Figure 2.

2.3. Parameterization of LSB in the Framework. The best
choices of parameters corresponding to different LSB layers
are deduced in this subsection. From the perspective of
quantity, the watermark consists of reference bits and hash
bits, so the total bits of LSB are equivalent to the sum of
reference bits and hash bits:

23 × 𝑎 + 𝑦 = 64 × 𝑥. (15)

To ensure the imperceptibility of the watermark, the LSB
layers 𝑥 should be less than 8, which is the half of all the bit
layers. There are three variables in (15) and all their choices

are shown in Table 1, in which the values before and after “/”
stand for the corresponding values of each variable.

The exclusive method is used to detect the best choices of
each parameter.

Firstly, at the receiver end, the reference values are
estimated using (13), which generally causes errors that relate
to the values of 𝑅max: the larger the value of 𝑅max is, the
thinner the segmentation is, which indicates a better estimate.
In addition, the relationship between 𝑅max and 𝑎 follows (7).
Thus, the larger the value of 𝑎 is, the larger the value of 𝑅max
is, which indicates fewer errors. In other words, the value
of 𝑎 should be large enough to ensure small error, so the
conditions of 𝑎 = 1, 2, 3, 4, 5 are exclusive.

Secondly, the hash bits are used for detecting the tam-
pered area. Because of the property of the hash function,
the probability of a tampered frame being falsely judged as
reserved is 2−𝑦 when 𝑦 hash bits are used.Thus, the value of 𝑦
should be large enough to reduce the false judged probability.
In conclusion, the conditions of 𝑦 =3, 6, 8, 11, 13 are exclusive;
the corresponding falsely judged probability is too high for
our framework.

Finally, when the LSB layer is fixed, the larger the value
of 𝑎 is, the larger the value of 𝑅max is, which indicates fewer
errors. So smaller values of 𝑎 should be exclusive in this step.
Consequently, the conditions of 𝑎 = 6, 9, 12, 14, 15, 17, 20 are
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Table 1: All choices of parameters.

LSB layer Total bits Reference bits Hash bits
𝑥 64 × 𝑥 𝑎 𝑦
8 512 22/21/20 6/29/52
7 448 19/18/17 11/34/57
6 384 16/15/14 16/39/62
5 320 13/12 21/44
4 256 11/10/9 3/26/49
3 192 8/7/6 8/31/54
2 128 5/4/3 13/36/59
1 64 2/1 18/41

Table 2: Best choices of parameter.

LSB layer Total bits Reference bits Quantized result Hash bits
𝑥 64 × 𝑥 𝑎 [−𝑅max, 𝑅max − 1] 𝑦
8 512 21 [−1048576, 1048575] 29
7 448 18 [−131072, 131071] 34
6 384 16 [−32768, 32767] 16
5 320 13 [−4096, 4095] 21
4 256 10 [−512, −511] 26
3 192 7 [−64, 63] 31

exclusive. The remaining choices of 𝑎 are the best choices
when the LSB layers are 8, 7, 6, 5, 4, 3, respectively.

The theoretical results of choosing the parameters are
shown in Table 2. Once the LSB layers are chosen, the other
parameters can be obtained by looking up this table.

3. Experimental Results

Both objective and subjective experiments were carried out
in this section. In the experiments, the above theoretical
conclusions of the best choices of parameters were used. The
values of the signal to noise ratio (SNR) of the watermarked
speech signal and the recovered speech signal were calculated
to deduce several useful conclusions. Moreover, the wave-
form of the original signal, the watermarked signal, and the
recovered signal was shown in this section. In the subjective
experiments, the listening tests were carried out to effectively
verify the invisibility of the watermarked speech signal.

3.1. Objective Experimental Results. A 16-bit 8 kHz [17, 18]
sampled speech signal with the length of 5 seconds was
chosen as a sample in our experiments.The above theoretical
results regarding the choices of maximum quantized bits and
hash bits were used in the corresponding experiments. When
the LSB layer was 8, 7, 6, 5, 4, 3, the values of SNR of the
watermarked signal and the recovered signal were calculated,
respectively. Due to the randomness of the algorithm, all
experiments were carried out ten times and the means of the
results were shown in Table 3. Additionally, the SNR of the
watermarked signal and the recovered signal was shown in
Figure 3.

The SNR of watermarked signal and recovered signal

SNR of watermarked signal
SNR of recovered signal (tampered rate = 5%)
SNR of recovered signal (tampered rate = 10%)
SNR of recovered signal (tampered rate = 15%)
SNR of recovered signal (tampered rate = 20%)
SNR of recovered signal (tampered rate = 25%)
SNR of recovered signal (tampered rate = 30%)
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Figure 3: SNR of watermarked and recovered signal.

Several conclusions can be observed from Table 3 and
Figure 3. If more LSB layers are dedicated for watermark
embedding, the values of SNR of the watermarked speech
signal decrease because of more changes in the original one.
Moreover, as more LSB layers are used, the values of SNR of
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Table 3: The SNR of watermarked and recovered signal.

SNR (dB) LSB = 8 LSB = 7 LSB = 6 LSB = 5 LSB = 4 LSB = 3
Watermark 29.9407 35.6731 43.4935 48.1025 53.6022 59.9497
Tampered
rate (%)

5 27.9201 29.3410 33.7328 32.1921 22.5146 10.6607
10 20.9200 21.8606 24.6679 23.6509 19.6991 9.6582
15 14.6268 19.1903 17.9543 15.5811 13.6571 8.0125
20 10.9552 11.5015 13.1581 12.0458 13.2171 6.4483
25 8.6504 8.4837 8.6717 7.8364 8.0430 5.1675
30 7.6440 6.7256 7.0462 6.9904 7.1732 4.6055
35 4.4040 4.5564 4.5645 5.0154 4.4516 3.4517
40 3.2233 3.1574 3.0861 3.1238 3.2030 2.5935
45 2.4254 2.6394 2.4341 2.4978 2.5310 2.0356
50 2.1907 2.2027 2.3016 2.2885 2.2553 1.9224

recovered speech signal are not monotonous. If fewer than
six LSB layers are used, the values of SNR of the recovered
speech signal increase when the number of the LSB layers
increases. This is because more bits are used for expressing
the reference values, which leads to less error in estimate (13).
If more than six LSB layers are used, the values of SNR of
the recovered speech signal decrease when the number of
LSB layers increases.This is because fewerMSB layers remain
unchanged in the procedure, which leads to larger changes
in the original signal. If more than six LSB layers are used,
both the values of SNR of the watermarked and the recovered
speech decrease as the number of LSB layers increases. In
summary, the highest value of SNR of the recovered speech
signal is achieved at six. According to this conclusion, fewer
than six LSB layers should be chosen.

Our results are compared with that in [17], in which the
six LSB layers are used. This condition is included in our
framework. The comparison is shown in Figure 4. Though
when the five to three LSB layers are used for watermark
embedding the values of SNR of the recovered speech are
a little lower than that in [17], the values of SNR of the
watermarked speech are much higher. In other words, we
extend the results in [17] by using different LSB layers for
watermark embedding.

In addition, when the tampered rate increases, the values
of SNR of the recovered speech decrease. This is because
fewer reference values in the reserved area can be used for
recovery. Through listening tests, when the value of SNR
is larger than 7.2, the recovered signal is understandable,
though there are big differences in naturalness. When the
value of SNR is smaller than 7.2, the recovered speech signal
is incomprehensible; these conditions are treated as failures.
In other words, when the tampered rate is smaller than 30%,
our framework could recover the tampered speech signal
successfully.

To further verify the above discussion regarding the
quality of the watermarked speech and the recovered speech,
the first 20% of the signal was set as mute. The waveform of

The SNR of watermarked and recovered signal
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Figure 4: SNR of watermarked and recovered signal versus tam-
pered area with different LSB layers.

the original signal is shown in Figure 5(a), and the waveform
of the watermarked signal and the recovered signal with LSB
layers of 8, 7, 6, 5, 4, and 3 is shown in Figures 5(b), 5(c), 5(d),
5(e), 5(f), and 5(g), respectively. Moreover, the spectrograms
of the corresponding waveform are shown in the Appendix.
Figure 5 indicates that when the LSB layers change from eight
to three, the watermarked speech signal is more similar to the
original one. Furthermore, the quality of the recovered speech
signal firstly improved and then reduced. If six LSB layers are
used, the quality of the recovered speech is highest.

3.2. Subjective Experimental Results. Subjective listening
texts were carried out in order to test the perception of
the watermarked speech signal. In these subjective listening
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Figure 5: Continued.
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Figure 5: The waveform of the original, watermarked, and recovered signal. (a) The original signal. (b) The watermarked and recovered
signal when LSB = 8. (c) The watermarked and recovered signal when LSB = 7. (d) The watermarked and recovered signal when LSB = 6. (e)
The watermarked and recovered signal when LSB = 5. (f) The watermarked and recovered signal when LSB = 4. (g) The watermarked and
recovered signal when LSB = 3.

tests, five sentences were randomly chosen from the CASIA-
863 speech synthesis database. Ten 22- to 25-year-old par-
ticipants, all with normal hearing ability, were trained to
effectively evaluate the watermarked speech quality.

The subjective difference grade (SDG) is one of the most
widely used subjective methods for evaluating the quality
of a watermarked speech signal. The SDG ranges from 5.0
to 1.0 (from imperceptible to very annoying, as shown in

Table 4). In subjective listening tests, the original and the
watermarked speech signals were given to ten participants;
they could classify the differences according to Table 4. The
average SDG scores of five sentences and ten participants for
watermarked speech signals were shown in Table 5. From
the test results, we observed that the mean opinion score
(MOS) ranged from 4.9 to 5.0 for all watermarked signals,
indicating that all watermarked speech signals were almost
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Table 4: The standard of subjective evaluation.

SDG Description Quality
5.0 Imperceptible Excellent
4.0 Imperceptible but not annoying Good
3.0 Slightly annoying Fair
2.0 Annoying Poor
1.0 Very annoying Bad

Table 5: The evaluation of watermarked signal.

Watermark embedding SNR (dB) MOS ABX (%)
LSB = 8 29.9407 4.91 53.7
LSB = 7 35.6731 4.93 46.2
LSB = 6 43.4935 4.97 54.8
LSB = 5 48.1025 4.95 51.5
LSB = 4 53.6022 4.99 50.4
LSB = 3 59.9497 5.00 49.8

imperceptible. As fewer LSB layers were used, the MOS is
enhanced.This indicated that the fewer numbers of LSB layers
resulted in higher quality of the watermarked speech signal.

We also employed the ABX method, another subjective
quality assessment technique, to evaluate the quality of the
watermarked speech signals. In tests, the original speech
signal A and the watermarked signal B were presented to
ten participants. A third speech signal X, which was either
A or B, was presented to the participants in random order.
The participants were asked to identify what X was. The
correction percentage was used to evaluate whether the
watermarked speech signal was perceptible or not. If the
result is 50%, which was the probability of the random guess,
it is suggested that the differences between the original signal
and the watermarked one were imperceptible.The evaluation
results were shown in Table 5. The results showed that the
correct percentage ranged from 46% to 55%. This indicated
that the watermarked speech was almost imperceptible.
With fewer LSB layers, the ABX test result approached 50%
generally, indicating that fewer LSB layers resulted in higher
quality of the watermarked speech signal.

4. Discussion

If fewer than six LSB layers are used, when the number of
LSB layers increases, the imperceptibility of the watermark
and the quality of the recovered signal change in opposite
directions. For thewatermarked signal, usingmore LSB layers
results in worse watermarked signal quality. Though there
is no obvious difference in the MOS and ABX subjective
listening results, the values of SNR of different watermarked
signals are obvious. For the recovered signal, more LSB layers
result in improved recovered quality. This can be seen in
higher values of SNR and the waveform of the recovered
speech signal.

Once the number of LSB layers reaches six, both the
imperceptibility of the watermark and the quality of the

recovered signal decline as more LSB layers are used.
Consequently using more than six LSB layers is not recom-
mended for watermark embedding in the framework when
the framework is used in big data scenes.

In conclusion, six to three LSB layers are recommended
in big data mining infrastructures. The specific choices of
parameters depend on the requirement in real applications.
Because of the complexity in big data applications, it is impor-
tant to choose different LSB layers for watermark embedding
and tune the trade-off between the imperceptibility of the
watermark and the quality of the recovered speech. Con-
cretely, if the watermark’s imperceptibility is highly required,
while the recovered speech’s quality is less required, fewer
LSB layers are recommended; otherwise, more LSB layers
should be chosen. Additionally, while the tampered rate
increases, less reserved areas could provide efficient reference
bits, causing lower values of SNR of the recovered speech
signal. Therefore, when tampering may not occur or when
the tampered rate is estimated as low, such as in a stable com-
municating environment, fewer LSB layers are suitable.When
the communicating environment is terrible and the tampered
rate is estimated as high, a larger number of LSB layers should
be chosen. Once the LSB layers are chosen, other parameters
are also determined as shown in Table 2. In other words,
choosing different LSB layers makes it possible to extend the
applications of the self-recovery speech watermarking frame-
work to fit the complicated scenes in big data infrastructures.

Asmentioned before, only the erasure of thewatermarked
speech was carried out in our experiments. In fact, our
proposed framework is suitable for any other falsifications.
This is because hash bits are used for detecting the tampered
areas. Once a frame is treated as a tampered one, its label
bits are different from others. Then the reference values of
the tampered frame are useless in the following steps of the
recovery procedure.

In the above experiments, continuous tampering was
carried out. It should be noted that discrete tampering is
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Figure 6: Continued.
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Figure 6: The spectrograms of the original, watermarked, and recovered signal. (a) The original signal. (b) The watermarked and recovered
signal when LSB = 8. (c) The watermarked and recovered signal when LSB = 7. (d) The watermarked and recovered signal when LSB = 6. (e)
The watermarked and recovered signal when LSB = 5. (f) The watermarked and recovered signal when LSB = 4. (g) The watermarked and
recovered signal when LSB = 3.

equivalent to continuous tampering, as long as the total
lengths of isolated tampering are equal to the single length of
continuous tampering.This is because random permutations
and hash bits are used in the algorithm. In other words,
continuous tampering is an assumption closer to the real big
data applications.

Moreover, the sampled rate in above experiments is
8 KHz, but it can be fully proved through extended experi-
ments that our results are not sensitive to the sampled rate.
In other words, we can arbitrarily change the sampled rate to
meet the requirement.

5. Conclusions

In this paper, based on the speech self-recovery framework,
the LSB layer is treated as a parameter; the relationship
between the LSB layer and other parameters is expressed
through an explicit mathematical equation; the best choices
of parameters are given using the exclusive method. The
proposedmethod can conform the complexity of the big data
infrastructures.The six to three LSB layers are recommended
for different real applications; the specific choices depend on
the requirement and the communicating environment. The
trade-off between the imperceptibility of the watermark and
the quality of the recovered signal is also discussed in this
paper; different LSB layers are chosen to balance this. In the
future, we will exploremore effectivemethods to enhance the
imperceptibility of the watermarked speech and the quality of
the recovered signal at the same time.

Appendix

The spectrograms of the corresponding waveform are shown
here to further verify the conclusions drawn in this paper.
When the LSB layers changed from eight to three, the
spectrograms of watermarked speech signal were increas-
ingly imperceptible to the original signal, indicating that
the watermark was more imperceptible. In addition, the
quality of the spectrograms for the recovered speech signal
first improved and then declined. When six LSB layers were
dedicated for watermark embedding in the procedure, the
spectrogram of the recovered signal was most similar to the
original signal. The theoretical results in our paper were fully
verified through Figure 6.
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Nowadays, a large number of groups choose to deploy their applications to cloud platforms, especially for the big data era. Currently,
the hybrid cloud is one of the most popular computing paradigms for holding the privacy-aware applications driven by the
requirements of privacy protection and cost saving. However, it is still a challenge to realize data placement considering both
the energy consumption in private cloud and the cost for renting the public cloud services. In view of this challenge, a cost and
energy aware data placement method, named CEDP, for privacy-aware applications over big data in hybrid cloud is proposed.
Technically, formalized analysis of cost, access time, and energy consumption is conducted in the hybrid cloud environment. Then
a corresponding data placement method is designed to accomplish the cost saving for renting the public cloud services and energy
savings for task execution within the private cloud platforms. Experimental evaluations validate the efficiency and effectiveness of
our proposed method.

1. Introduction

The rapid development of science and technology makes
the network information increase exponentially, and the
continuous accumulation of network data brings opportu-
nities and challenges for big data. Big data gives plenty
of benefits to humanity in many fields including network,
health care, transportation, finance, military, and politics.
Recommendation service, prediction service, and computing
service can be realized through big data storage and analysis
[1–3]. As huge amount of data could lead to system crash
with the traditional data storage techniques, it is essential to
realize the big data storage [4, 5]. Distributed file systems and
databases are beneficial to big data storage. The emergence
and development of cloud computing contributes to the big
data storage, access, and processing, as cloud computing

provides ubiquitous and various resources, to respond the
explosive growth of data accumulation.

Cloud computing is a powerful technology that can
provide humorous cloud services for the customers every-
where through the Internet, which aggregates geodistributed
resources, to accomplish higher throughput and computing
ability [6].The customers could benefit from the public cloud
services, as they are not necessary to build the infrastructure
andmanage the data center [7]. Currently, data privacy issues
have received a lot of attention due to the increasing concern
of the privacy and the data value protections, since the
individuals often suffer heavy blows from privacy leaks [8, 9].
How to protect data and improve the security level of private
data has become a hot topic of cloud computing [10]. Gener-
ally, it is an effective way to place these datasets in the private
cloud; thus hybrid cloud for big data storage should be taken
into consideration for privacy-aware applications [11, 12].
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Table 1: Key terms and descriptions for cost, access time, and energy analysis in hybrid cloud.

Notation Description
𝑉 All the available VM instances 𝑉 = {V1, V2, . . . , V𝑀}
V𝑚 mth (1 ≤ 𝑤 ≤ 𝑊) VM in 𝑉
𝐷 The dataset need to be placed𝐷 = {𝑑1, 𝑑2, . . . , 𝑑𝑊}
𝑑𝑤 𝑤th (1 ≤ 𝑤 ≤ 𝑊) dataset in D
𝑙𝑚𝑤 The binary variable to judge whether 𝑑𝑤 is placed on V𝑚
𝑟𝑚 ,𝑤 The data access time for V𝑚 (1 ≤ 𝑚 ≤ 𝑀) extracting the 𝑑𝑤
𝑇 The tasks need to be performed, 𝑇 = {𝑡1, 𝑡2, . . . , 𝑡𝑁}
𝑡𝑛 nth (1 ≤ 𝑛 ≤ 𝑁) task in T
𝐼𝑚𝑛 The binary variable to judge whether 𝑡𝑛 is place on V𝑚
𝑐𝑛,𝑤 The time cost for the task 𝑡𝑛 to extract the dataset 𝑑𝑤
𝐹𝑚 The binary variable to judge whether V𝑚 is on public cloud
𝑂 The total access time of public datasets
𝑂 The access time for obtaining the datasets in private cloud
PE The baseline power consumed by the active PMs
VE The power consumed by the active VMs is calculated by
IE The power consumed by the VMs in the idle mode
TE The power consumed by the switches due to data access
𝐸 The total power consumption to perform the tasks

Nowadays, an increasing number of applications, especially
for the scientific workflows, for example, weather forecasting
flows, are deployed in the hybrid cloud.

Data placement has a direct impact on the data access
efficiency and the cost for data storage, as the locations of
big data could affect the overhead for the service renting
and the access time for data extraction.Therefore, reasonable
and efficient data placement methods are essential to the
performance of big data processing [13–15]. For the data
placement in hybrid clouds, the payment of public cloud
services and the energy consumption generated in the private
cloud are key factors to determine the locations of the datasets
for the execution of the privacy-aware applications.

With the above observations, it is still a challenge to
realize data placement for privacy-aware applications over
big data in the hybrid cloud, considering the cost saving
in the public cloud and the energy saving in the private
cloud. In view of this challenge, we design an efficient data
placement method to deal with the above challenge. Our
main contributions are threefold. Firstly, we undergo cost,
access time, and energy analysis over big data in hybrid
cloud. Secondly, a corresponding cost and energy aware data
placement method, named CEDP, is designed to address
the resource provisioning problem for the privacy-aware
applications over big data in the hybrid cloud. Finally, a
sequence of experimental analysis is conducted to validate the
efficiency and the effectiveness of our proposed method.

The rest of this paper is organized as follows. In Section 2,
formalized concepts are presented for cost, access time, and
energy analysis over big data in hybrid cloud. Section 3
specifies our proposed method.The comparison analysis and
performance evaluation are described in Section 4. Section 5
presents the related work, and Section 6 concludes the paper
and gives outlook for the future work.

2. Cost, Access Time, and Energy Analysis over
Big Data in Hybrid Cloud

In this section, cost and access time for data placement
in the public cloud are analyzed. Besides, the access time
and the energy consumption analysis for data placement in
the private cloud are also presented. Table 1 specifies the
key terms and description for cost, access time, and energy
analysis over big data in the hybrid cloud.

2.1. Cost and Access Time Analysis in Public Cloud. In the
cloud environment, the datasets and the tasks both need to
be hosted in the form of VMs. Suppose there are 𝑀 VM
instances that are available for hosting tasks and datasets
across the public clouds and the private cloud data centers,
denoted as𝑉 = {V1, V2, . . . , V𝑀}. Suppose there are𝑊 datasets
that need to be stored in the hybrid cloud platforms, denoted
as𝐷 = {𝑑1, 𝑑2, . . . , 𝑑𝑊}.

Let 𝑙𝑚𝑤 be a binary variable to judge whether 𝑑𝑤 (1 ≤ 𝑤 ≤
𝑊) is placed on V𝑚 (1 ≤ 𝑚 ≤ 𝑀), which is measured by

𝑙𝑚𝑤 =
{
{
{

1, 𝑑𝑤 is placed on V𝑚

0, Otherwise.
(1)

The reserved datasets need to be extracted from one VM
to another. When the VM V𝑚 (1 ≤ 𝑚 ≤ 𝑀) needs to
extract 𝑑𝑤, the data access time is denoted as 𝑟𝑚 ,𝑤, which is
calculated by

𝑟𝑚 ,𝑤 =
{{
{{
{

𝑙𝑚𝑤 ⋅
𝑑𝑤


∑𝜅𝑚,𝑚𝑖=1 𝑏𝑤𝑖
, 𝑖 > 0

0, 𝑖 = 0,
(2)
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where 𝜅𝑚,𝑚 is the number of links between V𝑚 and V𝑚 , |𝑑𝑤|
represents the data size of 𝑑𝑤, and 𝑏𝑤𝑖 (0 ≤ 𝑖 ≤ 𝜅𝑚,𝑚) is the
bandwidth of the 𝑖th link.

Suppose there are 𝑁 tasks that need to be performed in
the hybrid cloud environment, denoted as𝑇 = {𝑡1, 𝑡2, . . . , 𝑡𝑁}.
The tasks are executed on the VMs whether in the public
cloud or in the private cloud.Thus, these tasks have placement
relationships with the VM instances. Let 𝐼𝑚𝑛 be the binary
variable to judge whether 𝑡𝑛 (1 ≤ 𝑛 ≤ 𝑁) is placed on V𝑚,
which is measured by

𝐼𝑚𝑛 =
{
{
{

1, 𝑡𝑛 is placed on V𝑚
0, Otherwise.

(3)

Thus, the time cost for the 𝑛th (1 ≤ 𝑛 ≤ 𝑁) task 𝑡𝑛 to
extract the dataset 𝑑𝑤, denoted as 𝑐𝑛,𝑤, is calculated by

𝑐𝑛,𝑤 =
𝑀

∑
𝑚=1

𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤. (4)

As big data is now expanding explosively in both
academia and industry, the execution of one task may need
several datasets for supporting. For the data extraction in the
public cloud, we mainly focus on the bandwidth cost for the
data transferring.

Let 𝐹𝑚 be the binary variable to judge whether V𝑚 is
placed on the public cloud, which is measured by

𝐹𝑚 =
{
{
{

1, V𝑚 is placed on public cloud

0, Otherwise.
(5)

The datasets could be extracted by the tasks in both public
cloud and private cloud. The access time by the tasks in the
public cloud is calculated by

𝑂pub =
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ 𝐹𝑚 ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛 , (6)

where𝐺𝑤𝑛 is a binary variable to judgewhether𝑑𝑤 is necessary
for the execution of 𝑡𝑛.

𝐺𝑤𝑛 =
{
{
{

1, 𝑡𝑛 requires 𝑑𝑤 for execution
0, Otherwise.

(7)

The access time for the datasets in the public cloud by the
tasks in the private cloud is calculated by

𝑂pri =
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ (1 − 𝐹𝑚) ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛 . (8)

Then the total access time for extracting the datasets from
the public cloud is calculated by

𝑂 = 𝑂pub + 𝑂pri

=
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ 𝐹𝑚 ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛

+
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ (1 − 𝐹𝑚) ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛

=
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛 .

(9)

The bandwidth cost for the data transferring in the public
cloud is calculated by

𝐶 =
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

𝐹𝑚 ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤 ⋅ 𝐺𝑤𝑛 ⋅ 𝜃𝑚, (10)

where 𝜃𝑚 is the expenditure of V𝑚 for data transferring per
unit time.

2.2. Access Time and Energy Consumption Analysis in Private
Cloud. For a private cloud data center, the cloud providers
need to take into account the time cost and the power
consumption while allocating the datasets. The access time
for obtaining the datasets in private cloud is calculated by

𝑂 =
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

𝑀

∑
𝑚=1

(1 − 𝐹𝑚) ⋅ (1 − 𝐹𝑚) ⋅ 𝐼𝑚𝑛 ⋅ 𝑟𝑚 ,𝑤

⋅ 𝐺𝑤𝑛 .
(11)

Suppose there are𝑄 PMs denoted as 𝑃 = {𝑝1, 𝑝2, . . . , 𝑝𝑄} that
are available to host the private datasets. And the tasks in the
private clouds are also deployed on the PMs in P.

The energy consumption in the private cloud for the
execution of the privacy-aware applications mainly refers to
the energy consumed by the PM base power, active VMs,
and the unused VMs, and the energy consumption due to
data transferring. The PMs in the sleep mode also consume
a certain amount of power, but it is far less than the energy
consumed by the active PMs in the order of magnitude, that
could be neglected [16, 17].

The baseline power consumed by the active PMs is
calculated by

PE =
𝑄

∑
𝑞=1

𝛼𝑞 ⋅ 𝜂𝑞, (12)

where 𝛼𝑞 (1 ≤ 𝑞 ≤ 𝑄) and 𝜂𝑞 are the baseline power
consumption rate and the total running time for 𝑝𝑞.

The power consumed by the active VMs is calculated by

VE =
𝑀

∑
𝑚=1

(1 − 𝐹𝑚) ⋅ 𝛽𝑚 ⋅ 𝛿𝑚, (13)
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Figure 1: Specification of our proposed method.

where 𝛽𝑚, 𝛿𝑚 are the power consumption rate and the
running time for V𝑚, respectively.

The power consumed by the VMs in the idle mode is
calculated by

IE =
𝑀

∑
𝑚=1

(1 − 𝐹𝑚) ⋅ 𝛽𝑚 ⋅ 𝛿𝑚, (14)

where 𝛽𝑚 and 𝛿𝑚 are the power rate and the idle time of V𝑚,
respectively.

The power consumed by the switches due to data access
is calculated by

TE =
𝑁

∑
𝑛=1

𝑊

∑
𝑤=1

𝑀

∑
𝑚=1

(1 − 𝐹𝑚) ⋅ 𝑐𝑛,𝑤 ⋅ 𝐺𝑤𝑛 ⋅ 𝜃𝑛,𝑤 ⋅ 𝛾, (15)

where 𝜃𝑚 is the number of switches between 𝑡𝑛 and 𝑑𝑤, and 𝛾
is the active power rate for each switch.

Then the total power consumption to perform the tasks
with data extraction processes is calculated by

𝐸 = PE + VE + IE + TE. (16)

Then the objectives for data placement over big data in
the hybrid cloud are min 𝐸 and min 𝐶.

3. Cost and Energy Aware Data Placement
Method for Privacy-Aware Applications

In this section, a cost and energy aware data placement
method is proposed for privacy-aware applications over big
data in the hybrid environment. In this method, we aim to
reduce the cost for renting cloud services and achieve energy
savings in the private cloud.

3.1. Method Overview. In this paper, a cost and energy aware
data placement method is proposed to address the challenges
of data placement problem for the privacy-aware applications
in the hybrid cloud environment.

Figure 1 shows the specification of our proposed method.
The input of our method is the privacy-aware applications
with task distribution in the hybrid cloud, and the datasets
that need to be placed in the hybrid cloud. Our method
consists of four main steps, i.e., VM identification for data
placement, VM selection for data placement in public cloud,
cost aware data placement in public cloud, and energy aware
data placement in private cloud.

For each dataset, the VMs that need to access it are
identified in Step 1. Then in the public cloud, we choose
available VMs to host the datasets, which need to be placed
in the public cloud, through Step 2. For the VMs obtained by
Step 2, we conduct cost aware data placement through Step 3,
so that the optimal data placement strategies with minimum
cost are designed for the datasets that need to be placed in
the public cloud. For the datasets with privacy preservation
requirements, they are necessary to place in the private cloud.
Energy aware data placement are designed in Step 4 to achieve
energy savings while allocating VMs to store these datasets.
The ultimate output of our method is the data placement
strategies.

3.2. VM Identification for Data Placement. In the hybrid
cloud, both the datasets and the tasks combined in the
privacy-aware applications physical resources from cloud
platforms for hosting, which could be responded by the VMs.
Generally, the resource capacity of PMs and the resource
requirements from tasks and datasets are specified by the
amount of the resource units, that is, the VM instances
[16]. For many public cloud vendors, such as Amazon,
they provide many types of VM instances, including CPU-
intensive instances and I/O optimized instances.
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Figure 2: An example of special VM identification with tasks (𝑡1∼𝑡4) and datasets (𝑑1∼𝑑3) deployed on VMs (V1∼V6) in the hybrid cloud.

Input:The dataset𝐷
Output:The special VM set VS
(1) for 𝑖 = 1 to |𝐷| do
(2) for𝑗 = 1 to𝑁 do
(3) if 𝑡𝑗 requires V𝑖 for execution then
(4) Add 𝑡𝑗 to 𝑟𝑖
(5) flag = 1, 𝑘 = 1
(6) while flag == 1&& 𝑘 ≤ 𝑀 do
(7) if 𝐼𝑘𝑛 == 1 then
(8) Add V𝑘 to V𝑠𝑖
(9) flag = 0
(10) else 𝑘 = 𝑘 + 1
(11) end if
(12) end while
(13) end if
(14) end for
(15) Classify the VMs in V𝑠𝑖 as several special VMs
(16) end for
(17) Return SV

Algorithm 1: Special VM identification for data access.

Definition 1 (resource requirement of 𝑡𝑛). The resource
requirement of 𝑡𝑛 mainly refers to the VM instance type
and the number of VM instances, which is denoted as 𝑟𝑛 =
{V𝑡𝑛, 𝑐𝑜𝑢𝑛}, where V𝑡𝑛 and 𝑐𝑜𝑢𝑛 are the VM instance type and
the required total amount of VM instances of 𝑡𝑛, respectively.

To satisfy the requirements of a dataset that needs to be
stored, one ormore VM instances with the same specification
are requested, and these instances could be regarded as a
special VM.

Definition 2 (special VM). For the VM instances that
deployed to perform the same task or store the same dataset,
it could be treated as a special VM.

Currently, in the big data era, large-scale datasets could
be shared for multiple tasks, and one task may need several
different datasets for execution. To place the dataset effi-
ciently, the special VMs that rented for hosting the tasks,
which require the datasets for execution, should be identified.
For the dataset 𝑑𝑤 in 𝐷, the special VM set is denoted
as 𝑠V𝑤; then 𝐷 has a corresponding special VM set 𝑆𝑉 =
{𝑠V1, 𝑠V2, . . . , 𝑠V𝑊}.

Figure 2 shows an example of special VM identification.
In this example, there are three datasets (i.e., 𝑑1, 𝑑2, and 𝑑3)
that need to be stored in the hybrid cloud. 𝑑1 needs to be
accessed by tasks 𝑡1 and 𝑡3, 𝑑2 needs to be accessed by 𝑡2,
and 𝑑3 needs to be accessed by 𝑡4. 𝑡1 requires V1 and V2 for
execution, 𝑡2 requires V3 for execution, 𝑡4 requires V5 and V6
for execution. In this example, the twoVM instances V1 and V2
occupied by 𝑡1 could treated as a special VM 𝑠V1, V3 is treated
as 𝑠V2, V4 is treated as special VM 𝑠V3, and V5 and V6 are treated
as special VM 𝑠V4.

TheVMs identified according to the task distribution and
the dataset access requirements should be specified as the
special VMs. For the dataset 𝑑𝑤, the corresponding special
VMs are put in the VM set 𝑠V𝑤. Then all special VM sets for
all datasets are recorded as 𝑆𝑉 = {𝑠V1, 𝑠V2, . . . , 𝑠V𝑊}.

Algorithm 1 specifies the key idea of special VM iden-
tification for data access. The input is the dataset 𝐷. This
algorithm should traverse all the datasets (Line (1)) and all
the tasks (Line (2)). For each dataset, we find the VMs of the
tasks that need to access the dataset (Lines (3) to (12)). Finally,
the output is the special VM set SV.

3.3. VM Selection for Data Placement in Public Cloud. The
datasets should be placed on the VMs, thus the available
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Figure 3: An example of VM distribution in a FatTree-based data center network with core switch𝑁1, aggregation switches𝑁2 and𝑁3, and
edge switches𝑁4∼𝑁7.

VMs on the cloud should be identified to store the datasets.
For the PMs and VMs in the private cloud, the resource
scheduler could be aware of the map relationship between
PMs and VMs. However, in the public cloud, the resource
scheduler can only select the available VMs that cloud
vendors provided.

In the public cloud platforms, when renting VMs for
storing the datasets. We would like to choose the VM
instances with lowest cost. Generally, the more the renting
time of bandwidth is, the more cost the users need to pay.
Thus, the access time for tasks extracting the datasets should
be taken into consideration. FatTree is a typical network
topology for cloud datacenters. For most VMs connected to
different switches, the data access time is almost the same.
In this section, we conduct VM selection process, to select
the VMs that could store the datasets in the public cloud.
And these VMs should be sorted by the distances between
the selected VMs and the VM for holding tasks, identified in
Algorithm 1.

Figure 3 shows an example of VM distribution in a
FatTree-based data center network. There are seven switches
(i.e.,𝑁1∼𝑁7), distributed as a tree network. In these switches,
𝑁1 is the core switch,𝑁2 and𝑁3 are the aggregation switches,
and the switches 𝑁4∼𝑁7 are edge switches. There are three
PMs (i.e., PM1∼PM3) connected to the edge switches. In this
example, there are five running VMs distributed on these
PMs, where V1 and V2 are placed on PM1, V3 is placed on PM2,
V4 is placed on PM3, and V5 is placed on PM4.

The data access time is a key objective that users take
into consideration, which is closely relevant to the distances
between the VMs where the task hosts and the datasets
locates. The distance calculation relies on the locations on
the FatTree network. The distance between two VMs on the
same PM is 0. For example, as shown in Figure 3, V1 and
V2 are placed on the same PM; the distance between V1 and
V2 is 0. The distance between two VMs on different PMs
depends on the number of links between these two VMs. For
example, the distance between V1 and V3 is 2. Furthermore,
if the PMs are connected to two different edge switches, but
they have the same aggregation switch, the distance is double
than the distance between two VMs connected to the same
edge switch. For example, the distance between V4 and V5 is 4.

Besides, if the VMs are connected to the different aggression
switch, the distance of them is triple than the distance of VMs
connected to the same edge switch. For example, the distance
between V1 and V4 is 6, and the distance between V3 and V4 is
also 6.

Based on the process of distance calculation, the identi-
fied VMs, which are available for hosting the datasets, could
be sorted by the increasing order of the distance values. The
datasets placed in the public cloud also be accessed by the
tasks deployed in the private cloud. In the private cloud
datacenter, the network is also built based on FatTree; thus
the data access between VMs in these two kinds of cloud
platforms needs to access the core switch, the aggregation
switch, and the core switch in both public and private cloud,
which is an edge-to-edge communication across clouds and
platforms. So, in this section, we mainly focus on the access
time within the public cloud platform.

For the dataset 𝑑𝑤, which is arranged to store in the public
cloud, there are several tasks in the public cloud should access
𝑑𝑤; the special VMs in 𝑠V𝑤 should be updated by removing
the special VMs in private clouds. The corresponding VMs
are selected to hold 𝑑𝑤, which are put in the VM set 𝑐V𝑤.
For all the datasets, the VM set list is denoted as 𝐶𝑉 =
{𝑐V1, 𝑐V2, . . . , 𝑐V𝑊}.

Algorithm 2 specifies the key process of VM selection
for data placement. The input is the VM node set SV. This
algorithm traverses all the VM set in SV (Line (1)), and, for
each VM set, the VMs in the private cloud removed (Line
(2)). For each VM in the VM set, we select the VMs in the
public cloud and calculate the distances between the selected
VM and the VM in the VM set (Lines (3) to (12)). Then the
selected VMs are put in the VM set CV, and it is sorted in
the increasing order of distance (Line (13)). The final output
is the identified VM set CV.

3.4. Cost Aware Data Placement in Public Cloud. After the
processing of VM selection in Algorithm 2, the VMs that
could be allocated to store the datasets in public cloud are
obtained. As, in the public cloud, the cost and the access
time are closely relevant, especially, in the FatTree network, in
this section, we mainly focus on the cost for the public cloud
services.
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Input:The VM set VS
Output:The identified VM set CV
(1) for 𝑖 = 1 to |𝑉𝑆| do
(2) Remove the VMs in private cloud from V𝑠𝑖
(3) for 𝑗 = 1 to V𝑠𝑖 do
(4) for 𝑘 = 1 to𝑀 do
(5) if V𝑘 is in the public cloud then
(6) if V𝑘 is not in 𝑐V𝑖 then
(7) Add V𝑘 to 𝑐V𝑖
(8) Calculate the distance between V𝑘 to V𝑠𝑖,𝑗
(9) end if
(10) end if
(11) end for
(12) end for
(13) Sort the VMs in 𝑐V𝑖 in the increasing order of distance
(14) end for
(15) Return CV

Algorithm 2: VM selection for data placement.

The cost mainly depends on the service time and the
unit payment fee for VM renting. As we know there are
different VM instances provided by the cloud vendors, and
the cost for these VM instances are various; thus, to achieve
cost efficiency, we should select the optimal data placement
strategy with minimum cost for the datasets that need to be
placed in the public cloud.

Definition 3 (data placement strategy of 𝑑𝑤). The dataset
placement strategy of 𝑑𝑤 consists of the VM instances that
need to rent for storing 𝑑𝑤, denoted as 𝑠𝑤.

For all the datasets in D, the relevant data placement
strategy set is denoted as 𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑊}. After the
processing by Algorithm 1, we get the special VMs for each
dataset access, which are used to hold the tasks that need
to access the dataset. Although the datasets in the public
cloud could be accessed by the tasks both running in the
public cloud and the private cloud, the datasets only can
use the public cloud services for storing, due to the resource
limit in the private cloud. The VMs that could be employed
to respond the resource requirements could be achieved by
Algorithm 2.

Then for each dataset in the public cloud, we try to
select the suitable data placement policy, to save the cost
expenditure for cloud service renting. As there are multiple
data placement policies for each dataset, the placement policy
with theminimumcost, calculated by formula (10), is selected
as the final data placement strategy.

Algorithm 3 specifies the key idea of cost aware data
placement. The input for this algorithm is the dataset 𝐷 that
need to be placed in the hybrid cloud. The special VMs
for each dataset are identified by Algorithm 1 (Line (1)).
Then we traverse all the datasets (Line (2)) and select the
datasets that need to be placed in the public cloud (Line (3)).
The VM instances are selected to respond to the resource
requirements of each dataset in public cloud (Line (5)). Then
multiple iterations are undergoing to find the data placement

policy with lowest cost (Lines (7) to (16)). The output of this
algorithm is the data placement strategy S.

3.5. Energy Aware Data Placement in Private Cloud. After
the data placement in Section 3.4, the data placement strate-
gies for the datasets that need to be placed in the public
cloud are all designed. For the privacy-aware applications of
users, some tasks contained in them are deployed in their
own datacenter, that is, the private cloud constructed by
themselves. In this scenario, the resource scheduler could
know the specification of the task distribution and the map
relationship between VMs and PMs. Similar to the network
topology of the public cloud, the private cloud data center
also constructed based on the FatTree network. Thus, when
allocating VMs to store the datasets in the private cloud, the
access time is not a key issue to take care of. In the private
cloud, we mainly focus on reducing the energy consumption
due to data access and task execution.

In Section 2, the energy consumption is specified as the
energy consumed by the running PMs, the active VMs, the
idle VMs, and the switches due to data transferring. The
energy consumed due to data access could be specified as the
following three scenarios:

(1) The datasets could be placed on the PMs that the
tasks located which need to access the datasets. In
this case, the energy consumption of switches due to
data transferrin could be neglected. For example, the
VMs V1 and V2 in Figure 4 share the data storage of
PM1; thus there are no data transferring through any
switch.

(2) The datasets also could be placed on the VMs which
are connected to the same edge switches with the
tasks which need to access the datasets. Then the
data access only across one switch, and the energy
for data transferring only occurs in this switch. For
example, the VMs V1 and V3 are placed on PM1 and
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Input:The dataset D
Output:The dataset placement strategy 𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑊}
(1) Algorithm 1 Special VM identification for data access
(2) for 𝑖 = 1 to |𝐷| do
(3) if 𝑑𝑖 needs to be placed in public cloud then
(4) Update V𝑠𝑖 and 𝑟𝑖
(5) Get the VM instances by Algorithm 2
(6) Classify CV as special VMs, denoted as 𝑠V𝑖
(7) 𝐶 = MAX𝐶𝑉, 𝑗 = 1
(8) while 𝑗 ≤ |𝑠V𝑖| do
(9) if 𝑠V𝑖,𝑗 can hold 𝑑𝑖 then
(10) Calculate the total cost TC by (10)
(11) if TC < 𝐶 then
(12) 𝐶 = TC
(13) else 𝑗 = 𝑗 + 1
(14) end if
(15) end if
(16) end while
(17) Update 𝑠𝑖 with cost C
(18) end if
(19) end for
(20) Return 𝑆

Algorithm 3: Cost aware data placement.

PM2 separately, and the data transferring between
these two VMs only employs the switch𝑁4.

(3) The datasets also cloud be placed on the PMs with
the different switches to the PMs that hosted the
tasks need to access the datasets. In this situation,
whether the datasets placed on which PM, the energy
consumed due to data transferring is same, as the data
access use five switches, that is, two edge switches,
two aggregation switches, and one core switch. For
example, in Figure 4, the energy consumption due to
data access between V1 and V4, will use the edge switch
𝑁4, the aggregation switch𝑁2, the core switch𝑁1, the
aggregation switch𝑁3, and the edge switch𝑁6.

From the above analysis, the occupation of the VMs
which are near to theVMs the task hosts, whichneed to access
the dataset, will cause fewer energy consumption. Besides,
for the energy consumption for PM running, the main idea
to save the energy consumption is to make full use of the
running PMs and try best to reduce the number of running
PMs. If the VMs are placed on the PMs with the tasks,
it can achieve energy saving from the perspective of both
data access and PM running. Thus, the PMs are sorted in
the decreasing order of the distances between the VM to
host the tasks and the VM identified for hosting the dataset.
Then, we select the PM through multiple iterations; at last we
select the PM to host the dataset with the minimum energy
consumption, calculated by formula (16).

The data placement strategy for the datasets in the private
cloud could be improved as 𝑠𝑤 = {𝑛𝑚𝑤, 𝑝𝑚𝑤}, where 𝑛𝑚𝑤
and 𝑝𝑚𝑤 are the amount of VM instances and the VM
location of 𝑑𝑤, respectively.

Algorithm 4 shows the key idea of energy aware data
placement in private cloud. In this algorithm; the input is
the dataset 𝐷. The special VMs for hosting the tasks in the
private cloud are identified by Algorithm 1 (Line (1)). Then
all the datasets are traversed to check whether the dataset
needs to place in the private cloud (Line (2) and Line (3)).
For each dataset, we traverse the PM list, to select the PMs
that can hold it (Lines (4) to (8)). The PM list is sorted in the
decreasing order of VM distance between the VMs selected
by Algorithm 1 and the PMs (9). We find the PM with energy
consumption for data placement through multiple iterations
(Lines (10) to (20)). The final output of this algorithm is the
updated data placement strategy set S.

4. Experimental Evaluation

In this section, we use the cloud simulator CloudSim to sim-
ulate the hybrid cloud environment and the data placement
method CEDP.

4.1. Experimental Context. In this paper, 4 different scales
datasets with VM distributions and task distributions are
generated to validate our proposed method. Besides, the bid
datasets are also provided with 4 different scales. The above
datasets are stored in the Google disk (https://drive.google
.com/open?id=0B0T819XffFKrQVFoOHM2TU1zZHM).Our
method is validated on the physical node, equipped with
the processor (Intel Core i5-5300U CPU @2.30GHz) and
8.00GB memory.

The parameters used in our simulation are specified in
Table 2.We use 4 types of PMs (150 PMs for each type) to con-
struct our private cloud platform. And the energy consump-
tion rate settings are similar to our previous work in [16–18].

https://drive.google.com/open?id=0B0T819XffFKrQVFoOHM2TU1zZHM
https://drive.google.com/open?id=0B0T819XffFKrQVFoOHM2TU1zZHM
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Figure 4: Comparison of the number of employed PMs by CEDP, DP-RU, and DP-DIS with 4 different scales of datasets placed in private
cloud.

Table 2: Parameter Settings.

Parameter Domain
Number of hosts in private cloud 600
PM type 4
PM baseline energy consumption (W) {86, 93.7, 192, 342}
Number of VMs for each type of PM {6, 8, 18, 34}
VM type in public cloud 4
Cost for each type of VM (cents/h) {2, 2.5, 3, 3.5}
Number of datasets {500, 1000, 1500, 2000}
Unit cost for data access (cents/GB⋅time) 1.5
Bandwidth (MB) 80
Switch power (W) 300
Data size for each dataset (GB) [1, 50]



10 Security and Communication Networks

Input:The dataset𝐷
Output:The dataset placement strategy 𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑊}
(1) Algorithm 1 Special VM identification for data access
(2) for 𝑖 = 1 to |𝐷| do
(3) if 𝑑𝑖 needs to be placed in private cloud then
(4) for 𝑗 = 1 to 𝑄 do
(5) if 𝑝𝑗 can hold 𝑑𝑖 then
(6) Add 𝑝𝑗 to 𝑐𝑝𝑖
(7) end if
(8) end for
(9) Sort 𝑐𝑝𝑖 in the decreasing order of VM distance

between the VM in svi and the VM in 𝑐𝑝𝑖
(10) Calculate the energy consumption ec1 after

allocating 𝑑𝑖 to 𝑐𝑝𝑖,1 by (16)
(11) 𝑀𝐶 = ec1, num = 2
(12) while num ≤ |𝑐𝑝𝑖| do
(13) Calculate the energy consumption ecnum after

allocating 𝑑𝑖 to 𝑐𝑝𝑖,num by Eq. (16)
(14) if ecnum < 𝑀𝐶 then
(15) 𝑀𝐶 = ecnum
(16) end if
(17) num = num + 1
(18) end while
(19) Update 𝑠𝑖 according toMC and the relevant PM
(20) end if
(21) end for
(22) Return 𝑆

Algorithm 4: Energy aware data placement in private cloud.

We use 4 datasets with different scale of datasets that need to
be placed in the hybrid cloud. And 20% of them are privacy-
aware data, which should be placed in the private cloud. For
the public cloud, there are 4 types of VMs that are presented
for data placement.

4.2. Performance Evaluation. The performance evaluation is
conducted from two aspects, that is, the public cloud and the
private cloud. For the private cloud, we mainly focus on the
energy consumption and the access time. However, for the
public cloud, we mainly validate the method performance
through the comparison analysis on cost for VMs renting.
As our work is the first to privatize a data placement
policy for privacy-aware applications over big data in hybrid
cloud, two benchmarkmethods are employed for comparison
analysis. On is a resource utilization aware data placement
method, named DP RU, which aims to optimize the resource
utilization for the cloud datacenters. The other is a distance-
aware data placementmethod, namedDP DIS, which aims to
place the datasets near the tasks which needs to access them.

(1) Evaluation on Energy Consumption in Private Cloud.
The energy consumption is closely relevant to the number
of the employed PMs. Figure 4 shows the comparison of
the employed PMs by CEDP, DP RU, and DP DIS with 4
different scales of datasets for data placement in private cloud.
In Figure 4, it is intuitive that our proposed method employs
the same number of PMs with DP DIS. It is because that our

method considers the data access time, which also depends
on the distance between the tasks and the datasets. From
Figure 4, we can find that, inmost cases, DP RU applies fewer
PMs than CEDP and DP DIS, because DP RU is a greedy
algorithm to achieve high resource usage, regardless of the
data access time.

Although we employ more PMs than DP RU, it does not
mean DP DIS is more energy efficient than CEDP, as the data
access processes also consume a certain amount of energy.

Figure 5 shows the comparison of the total energy
consumption with different scale of datasets by using CEDP,
DP RU, and DP DIS. As shown in Figure 5, CEDP and
DP DIS achieve the same energy consumption after data
placement in the private cloud. And these two methods
achieve better energy efficiency than DP RU, although
DP RU employs fewer PMs than CEDP. We can detect that
there is more energy consumed by the switches due to data
access.

(2) Evaluation on Access Time in Private Cloud. As the
applications need big data for processing, the tasks need to
access the placed data frequently. The access time is a key
attribute to measure the quality of cloud service. Figure 6
(including 4 subfigures) shows the comparison of the access
time by CEDP, DP RU, and DP DIS with different scale of
datasets placed in private cloud. For these 4 datasets, there are
100, 200, 300, and 400 privacy-aware datasets, separately. To
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Figure 5: Comparison of total energy consumption with different scale of datasets by using CEDP, DP-RU, and DP-DIS.
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Figure 6: Comparison of access time by CEDP, DP-RU, and DP-DIS with different scale of datasets placed in private cloud.
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Figure 7: Comparison of total access time with different scale of datasets by using CEDP, DP-RU, and DP-DIS.

better show the comparison analysis, we sort the experimen-
tal results in the decreasing order of access time, achieved by
DR RU. From Figure 6, we can find that our method CEDP
obtains optimal access time than DP RU, in most cases. For
example, in Figure 6(c), when the total number of datasets
is 1500, there are 300 privacy-aware datasets that should be
placed in the private cloud, where there are 296 datasets that
could obtain better access time by CEDP among 300 datasets
than DP RU. Obsoletely, there are still some accidental cases
that DP RU achieves better access time than CEDP. As there
aremultiple datasets that could be provided for the same task,
a dataset has been placed in advance, and there are no spare
PMs that connected to the same edge switch or the aggression
switch. Our proposed method CEDP is a global optimization
method that can achieve better time efficiency than DP RU
from a global perspective.Therefore, for some of the datasets,
it is reasonable that there are some accidental cases. Overall,
CEDP could obtain time efficiency than DP RU.

Figure 7 shows the comparison of total overall access
time with different scale of datasets by using CEDP, DP RU,
and DP DIS. It is intuitive from Figure 7 that CEDP could
get the same access time as DP DIS, and both of them are
superior compared toDP RU. For example, when the number
of datasets is 2000 andCEDP andDP DIS get the overall time
near 8 × 105 seconds, whereas DP RU achieves near 9.5 ×
105 seconds overall access time. CEDP and DP DIS are both
distance-aware data methods; thus they are time-sensitive.

(3) Evaluation on Cost in Public Cloud. For the performance
evaluation in the public cloud, the cost for VMs renting
is one of the most key metrics. The renting fee is closely
relevant to the VM instance type. Thus, we analyze the
number of employedVMs for data placement in public cloud.
Four figures in Figure 8 show the comparison analysis of
the number of employed VMs by CEDP, DP-RU, and DP-
DIS with different scale of datasets placed in public cloud.
From Figure 8, we can find that CEDP employs cheaper VM
instances (i.e., type 1 and type 2) than DP RU and DP DIS.
Besides, CEDP employs fewer expensive VM instances (i.e.,

type 3 and type 4) than DP RU and DP DIS. For example, in
Figure 8(a), CEDP employs over 100 VM instances with type
1 and type 2, whereas DP RU and DP DIS both employ less
than 50. But CEDP employs fewer VMs with respect to type
3 and type 4 VMs.

Then we conduct the statistics of total cost for these 3
methods. Figure 9 shows the comparison of total cost with
different scale of datasets by using CEDP, DP-RU, and DP-
DIS. In Figure 9, we can find that our method could achieve
cost savings compared to DP RU and DP DIS, as we present
a cost-sensitive method for data placement in public cloud.

5. Related Work

Big data needs a huge mass of computing resources and
storage resources, to promote the development of cloud
technology [19–21]. Data placement in cloud environment
has been widely concerned to improve the quality of cloud
services.

Data Placement over Cloud. Due to the necessity and impor-
tance of data placement, there exist multiple methods to
place users’ data over multiple clouds [13–15, 22–24]. Fan
et al. [13] constructed a tripartite graph in GBDP (genetic
based data placement) scheme and demonstrated validation
of the scheme. Jiao et al. [14] proposed an optimization
approach leveraging graph cuts to optimize multiobjective
data placement in multicloud for socially aware services.
Yu and Pan [15] showed a location-aware associated data
placement scheme to improve the associated data location
and the localized data serving and at the same time ensure
the balance between nodes. Agarwal et al. [22] presented
a system named Volley which can analyze the logs of data
center requests and output migration recommendations to
address data placement problem. Yu and Pan [23] proposed
the sketch-based data placement (SDP) to lower the overhead
and keep the benefits of the data placement. Su et al. [24]
proposes that better features can be provided by multicloud
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Figure 8: Comparison of the number of employed VMs by CEDP, DP-RU, and DP-DIS with different scale of datasets placed in public cloud.
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storage and presented a systematic model Triones to for-
mulate data placement in multiple clouds storage by using
erasure coding.

Although cloud computing can provide rich resources
of computing and storage and data placement can also
maximize the efficiency of cloud usage and expenditure
reduction, the data privacy problems become the greatest
concern for more and more people [25]. Hybrid cloud that
combine public cloud and private cloud can protect user
privacy by placing private data on private cloud [26].

Hybrid Cloud. The study of hybrid cloud is also increas-
ing. Mixed cloud on the task scheduling, virtual machine
scheduling, privacy, and other related work have made some
progress. Some were discussed about separating private data
from public data and placing them in trusted private cloud
and untrusted public cloud, respectively [27–30]. Zhou et
al. [27] presented a set of techniques for privacy-aware data
retrieval by splitting data and storing on hybrid cloud. Huang
and Du [28] proposed a scheme to achieve image data
privacy over hybrid cloud efficiently and proposed a one-
to-one mapping function for image encryption. Wang and
Jia [29] described several methods about protecting data
security in hybrid cloud and discussed an authentication
intercloud model. Abrishami et al. [30] presented a schedul-
ing algorithm to protect data privacy while minimizing the
cost and satisfying the users’ limitation. Tasks, datasets, and
virtual machines scheduling in hybrid cloud to maximize
the benefits and minimize the cost were studied in [31–34].
Zhou et al. [31] produced a three-stage framework to explore
the benefits of uploading applications to hybrid cloud. Qiu
et al. [32] described a model for heterogeneous workloads
scheduling and an online algorithm for tasks preemptive
scheduling. Zinnen and Engel [33] used HGP to estimate
task execution times and proved that the former result is the
same as optimizationwith unknowngenerating distributions.
Bakshi [34] introduced a secure hybrid cloud approach and
the virtual switching technologies. Although these papers
take improving the overall efficiency of the hybrid cloud by
scheduling into account, it does not consider the effect of the
storage location of the data on overall efficiency when the
task has been properly allocated in public and private cloud.
Our work considers the impact of data placement in a hybrid
cloud environment, paying attention to the energy loss on the
private cloud and the rental price on the public cloud.

To the best of our knowledge, there are few works which
focus on the data placement problem in the hybrid cloud for
privacy-aware applications over big data, considering both
the cost in public cloud and the energy consumption in
private cloud.

6. Conclusion and Future Work

In the big data era, data placement becomes increasingly
important for data accessing and analysis, as the datasets
are often too large to host with the computing task. Cloud
platforms are proved to be powerful to host the data-intensive
tasks. Besides, the data privacy is also a key concern for both

academia and industry; thus it is necessary to undergo data
placement in the hybrid cloud. In this paper, we propose an
energy and cost aware data placement method driven by the
requirements of the privacy-aware applications in the hybrid
cloud. Our method aims to reduce the energy consumption
in the private cloud and save cost for renting the VMs in the
public cloud.

For future work, we will try to realize our method
for the real-world workflow applications, such as weather
forecasting, where the rawdata should be stored in the private
cloud, and the intermediate data could be stored in the public
cloud.
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With the rapid development of location-based services in the field of mobile network applications, users enjoy the convenience of
location-based services on one side, while being exposed to the risk of disclosure of privacy on the other side. Attacker will make
a fierce attack based on the probability of inquiry, map data, point of interest (POI), and other supplementary information. The
existing location privacy protection techniques seldom consider the supplementary information held by attackers and usually only
generate single cloaking region according to the protected location point, and the query efficiency is relatively low. In this paper,
we improve the existing LBSs system framework, in which we generate double cloaking regions by constraining the supplementary
information, and then k-anonymous task is achieved by the cooperation of the double cloaking regions; specifically speaking, k
dummy points of fixed dummy positions in the double cloaking regions are generated and the LBSs query is then performed.
Finally, the effectiveness of the proposed method is verified by the experiments on real datasets.

1. Introduction

In recent years, with the rapid development of cellular
network and GPS (Global Positioning System) positioning
technology, the use of LBSs (location-based services) devices
(such as phone, PAD) became more and more popular, while
driving the rapid growth of LBSs applications. The typical
LBSs applications include retrieval of POI (such asMeiTuan),
map (such as GoogleMaps), GPS navigation (such as Amap),
and location-aware social networks (such as Wechat). It can
be said that LBSs have penetrated into many aspects of
life, and the invocation of LBSs undoubtedly brings great
convenience to people’s life.

At the same time, LBSs privacy risks also attract the
attention of the society, because when the user requests LBSs,
specific location information is needed to submit, and the
locations which are involved in a large number of user’s
query data [1, 2] may reveal user’s privacy, such as home
address, living habits, and social relations. In the era of big

data security, the emphasis is put on the problem of security
of data being sent, data at rest, and data being processed
and deleted from the system [3]. If such information is
leaked to malicious attackers, the user will be exposed to a
serious threat. In practice, there is no server that is absolutely
secure; LBSP (location-based services providers) itself may
also be an attacker, and even anonymizer on third parties
cannot be trusted absolutely. In addition, the client receives
a large number of results returned by anonymizer, which will
increase the cost of computation, and they may wait for the
service due to too many dummy positions; therefore the user
may be not satisfied by the application usage experience.

The existing LBSs framework is shown as Figure 1. The
client sends user’s request 𝑄𝑈 to the anonymizer. The 𝑄𝑈
includes the UID (User ID), the specific location 𝑙𝑢, the
privacy protection requirement k, and the query content con,
The anonymizer then sends the processed request 𝑄𝐴 to
the LBSPs. 𝑄𝐴 includes randomly generated query requests
for 𝑘 dummies locations. Location information is different
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Client Anonymizer LBSPs

QA(qA1, qA2, qA3, . . . , qAk)

CR CR

QU = (UID, k, lu, con)

Figure 1: A centralized framework of LBSs.

from user’s location in each 𝑞𝐴𝑖, while the remaining request
information is the same. LBSP then returns the candidate
results CR of the request 𝑄𝐴 to the anonymizer, and the
anonymizer passes CR to the client, and finally the client
filters the best result from the returned CR as the final result
of the request.

The traditional LBSs privacy protection algorithms sel-
dom consider that the anonymizer is not credible, so that
the user’s specific location information is sent directly to the
anonymizer. If the data in anonymizer is leaked and used
by the attackers, the user’s location data will be disclosed
directly. In addition, the attacker may make a fierce attack
based on the probability of inquiry, map data, POI, and
other supplementary information. For example, if a region
is covered by a very low query number of locations such as
lakes andmountains, the attacker can exclude the region with
a large probability, so that the risk of user’s exposure in the
remaining region will be increased.

In this paper, we propose improving the existing LBSs
framework and design several related algorithms within the
framework. First, user’s actual location which is contained
in the query request is generalized into grid id, and the
user’s grid region is matched to another region by a dynamic
matching algorithm, so that double cloaking regions are
formed by considering that the attacker has a background
of the number of historical queries; second, k fixed dummy
positions are generated in double cloaking regions to achieve
k-anonymous requirements by the proposed dummies gen-
eration algorithm; and, finally, the queries in dummy posi-
tions of double cloaking regions are sent to LBSPs and the
candidate results are filtered and sent back to the user. Our
proposed framework as well as the algorithms can solve the
contradiction between service quality, privacy and resource
overhead effectively.

The remainder of the paper is organized as follows.
Related work is discussed in Section 2. The preliminaries of
this paper are given in Section 3. The proposed approach
is illustrated in Section 4. The experimental results are
presented in Section 5. And finally, the conclusions and future
work are given in Section 6.

2. Related Work

At present, researchers have put forward a lot of privacy
protection methods for LBSs, and k-anonymous [4–16] is

the core idea of many methods. Gruteser and Grunwald [4]
propose the concept of location k-anonymity. K-anonymity
requires that when a user sends a location request data
to a LBSPs, the cloaking region in which a query user is
located must contain at least the other 𝑘 − 1 users, so that
the probability that the location query user is identified
does not exceed 1/k. Yiu et al. [5] propose a Space Twist
solution which introduces a trusted third party; after the
user sends their real location information to the trusted third
party, it will send a dummy coordinate to LBS service rather
than user’s real coordinate. Mokbel et al. [6] propose a k-
anonymity protectionmethod,which introduces a third party
anonymous server; when the user sends a request to the
LBSPs, the location information is sent to the anonymous
server first. The anonymous server generalizes the user’s
location into a region of k-anonymity nature, and then the
anonymous server sends the request to the LBSPs and returns
the candidate result set to the user; finally, the user selects the
best one.

Spatial cloaking [17–25] is a fairly popular mechanism.
Chow et al. [17] propose Casper cloak algorithm, which uses
a quad-tree data structure and allows users to determine the
size of 𝑘 and the minimum anonymous area, but the privacy
can be guaranteed only when users’ positions are distributed
evenly. Jin and Papadimitratos [18] allow P2P responses to
be validated with very low fraction of queries affected even
if a significant fraction of nodes are compromised. Chen
and Pang [21] propose that the cloaking region is randomly
chosen from the ones with top-k largest position entropy.

Dummy position [26–30] generation is also a common
method for location privacy protection. Kido et al. [26, 27]
first propose a dummy position generation mechanism. Guo
et al. [28] combine the dynamic pseudonym transformation
mechanism with the user’s personalized features to protect
user’s location privacy. Palanisamy and Liu [29] propose a
Mix-zone approach for protecting user’s privacy.

Encryption-based methods [12, 31–37] make user’s loca-
tion completely invisible to the server by encrypting LBSS
query. Although encryption-based methods have high pri-
vacy and high quality of service, the calculation and com-
munication costs are large, the deployment is complex, and
the optimization algorithm is needed. Khoshgozaran et al.
[12, 34] propose an encryption method based on the Hilbert
curve to transfer user’s position as well as his POI from
two-dimensional coordinates to one-dimensional encryption
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space; the one-dimensional encryption space transformed
by two different parameters of Hilbert curve still maintains
the proximity in two-dimensional space, so that 𝑘-nearest
neighbor query and range query can also be performed in
one-dimensional encrypted space. PIR (Private Information
Retrieval) [35] method is used to protect user’s query privacy,
and it has the advantages of high privacy protection and
good service quality. Lu et al. [36] propose the PLAM privacy
protection framework, which uses homomorphic encryption
to protect user privacy, but with much time overhead. Fu et
al. [37] use the powerful computing power of the server to
propose a retrieval encryption scheme to meet the privacy
requirements of different threat models.

In summary, the existing location privacy protection
mechanisms and methods still have the following problems:(1) the existing methods often do not consider the supple-
mentary information when generating cloaking region; if
the attacker has supplementary information, the success rate
of the attack will be increased and the privacy security of
the user will be challenged. (2) In the existing framework,
the candidate results that anonymizer returns to the user
often include a large number of useless dummy positions,
which not only increase the computational overhead, but also
reduce users’ experience. (3) Dummy position coordinates
are often generated randomly without considering whether
it will affect the quality of final service.

The differences of this paper include the following: (1) we
propose generating double cloaking regions while assuming
that the attacker has a background of supplementary infor-
mation, so the privacy protection can be greatly improved;(2) the proposed anonymizer in the LBSs framework will
not return all candidate results but merely returns a half to
the client, so that the computation overhead is reduced and
user’s waiting time is reduced; (3)wepropose generating fixed
dummy positions according to the value of 𝑘 and uniform
distribution rule, which can solve the contradiction between
service quality, privacy, and resource overhead effectively.

3. Preliminaries

3.1. Strong Attack and Its Illustrating Examples. In this paper,
we assume that the attacker is a strong attacker. LBSPs
can be seen as strong attackers, since LBSPs not only have
supplementary information, such as the number of historical
queries, but also know the privacy protection mechanism.
A strong attacker usually infers the region where the user is
located and then combines the supplementary information to
filter the user’s region and even makes reverse attack based
on the privacy protection mechanism, so that the attacker
can uniquely identify the user’s region, then infer the user’s
real location from the region, and finally access the user’s
privacy.

For example, as shown in Figure 3(a), if the user’s region
randomly matches a cloaking region with history query
number of 1, obviously, it is a region with very low number
of historical queries, while if the user’s real location is in the
region with history query number of 20, there will be a great
possibility of determining the user’s real region.

The strong attacker may not only have the supplementary
information, but also know the privacy protection mech-
anism. Suppose that we simply use the region which is
the closest to the user’s history query as the generation
mechanismof double cloaking region, and the attacker knows
the mechanism. As shown in Figure 3(b), the query time in
user’s region is 20, and the region with query times 22 will
form the double cloaking regions. If the attacker is the LBSP
itself, it will analyze the two regions; if the user’s real region
is that with query times 22, the closest one is the region
with 23. To form a double cloaking region, the region with
query times 22 will select that with 23 instead of 20, so it
can be determined that the user’s real region is that with 20.
Therefore, if attackers have supplementary information and
know the privacy protection mechanisms, it will increase the
risk of users to disclose the specific location.

3.2. Problem Definition and Related Concepts

Definition 1 (space division based on quad-tree). As shown
in Figure 4, this paper uses the quad-tree data structure [8].
The space is divided layer by layer from top to bottom, and
each layer is divided into 4ℎ grids; especially speaking, the
0th layer of the entire space is divided into 1 grid, the 1st layer
contains 4 grids, the 2nd layer contains 16 grids, and so on,
until the side length of each grid reaches the threshold L, and
the space will be divided into 𝐻 layers. The total number
of the history query times on each layer is the same, but
the entire spatial area is subdivided so that the length 𝐿 of
each grid is gradually reduced. The smaller the L, the lower
the level of privacy protection and the higher the quality of
service; on the contrary, the bigger the L, the higher the level
of privacy protection and the lower the quality of service.The
information in each grid is contained in the hash table, where
theGID is the number of the grid andNoU is the user’s history
query times in each grid.

Definition 2 (query request from user 𝑄𝑈 (𝑈𝐼𝐷, 𝑘, ℎ, 𝐺𝐼𝐷,𝑐𝑜𝑛)). As shown in Figure 2, the query request submitted by
the user to the anonymizer is denoted as 𝑄𝑈 (UID, k, h, GID,
con), where UID is the user’s identification information; k is
user’s requirement on k-anonymous protection mechanism,
which determines the number of dummies to generate; h
is user’s requirements on the generalization level of space,
which is required to be larger than 2, since the query would
be too poor if ℎ is less than or equal to 2. Both the user and
the anonymizer use the quad-tree data structure to store the
spatial information.TheGID is the grid IDwhich is generated
according to the user’s specific location; con is the query
content, which is not the focus of this study.

Definition 3 (query request from anonymizer 𝑄𝐴 (𝑞𝐴1, 𝑞𝐴2,𝑞𝐴3, . . . , 𝑞𝐴𝑘)). The query request passed by the anonymizer
to LBSPs is denoted as 𝑄𝐴(𝑞𝐴1, 𝑞𝐴2, 𝑞𝐴3, . . . , 𝑞𝐴𝑘), where𝑞𝐴𝑖(𝐷𝐼𝐷, 𝑙𝑑𝑖, 𝑐𝑜𝑛) is a request for each dummy and DID
(Dummies ID) is the identification information of the 𝑘
dummies generated by the anonymizer; 𝑙𝑑𝑖 is the location
information of 𝑘 dummies; con is the query content.
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Figure 2: Improved framework of LBSs system.
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Figure 3: Two mechanisms of generating cloaking region.

CID NoU
The entire system area (level 0) Hash table

2 × 2 grid structure (level 1)

4 × 4 grid structure (level 2)

...

...

· · ·

· · ·

· · ·

· · ·

· · ·

· · ·

· · ·

· · ·

· · ·

Figure 4: Data storage structure.

Definition 4 (candidate results to anonymizer 𝐶𝑅𝐴). The
LBSPs return the candidate results to the anonymizer as𝐶𝑅𝐴,
which is the results of the request for 𝑘 dummies in the double
cloaking region. Each request result corresponds to the DID
of the query request.

Definition 5 (candidate results to user𝐶𝑅𝑈). The anonymizer
returns candidate results to the user as 𝐶𝑅𝑈, which only
includes the query results of the dummies in the RCR.

Definition 6 (quality of service). The quality of service
obtained by the user is measured by the Euclidean distance
between the dummy and the user. If the user is closer
to the dummy position, the location of request and the
result are more similar; therefore the service quality would
be higher. Assume that the user’s specific position is 𝑙𝑢,
its latitude and longitude coordinate is (𝑙𝑜𝑛𝑢, 𝑙𝑎𝑡𝑢), and𝑙𝑑𝑖 (𝑖 = 1, 2, 3, . . . , 𝑘) is the 𝑖th dummy position; its latitude
and longitude coordinate is (𝑙𝑜𝑛𝑑𝑖, 𝑙𝑎𝑡𝑑𝑖). 𝑟 is the radius of the
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earth, generally taken as 6371 km. The distance between user
and dummy is calculated as formula (1):

dis𝑖 (𝑙𝑢, 𝑙𝑑𝑖) = 2𝑟 ∗ arcsin (√sin(𝑑𝑙𝑎𝑡𝑖2 )2 + cos (𝑙𝑎𝑡𝑑𝑖) ∗ cos (𝑙𝑎𝑡𝑢) ∗ sin(𝑑𝑙𝑜𝑛𝑖2 )2) , (1)

where

𝑑𝑙𝑜𝑛𝑖 = 𝜋 𝑙𝑜𝑛𝑑𝑖 − 𝑙𝑜𝑛𝑢180 ,
𝑑𝑙𝑎𝑡𝑖 = 𝜋 𝑙𝑎𝑡𝑑𝑖 − 𝑙𝑎𝑡𝑢180 .

(2)

The smaller the value of dis𝑖(𝑙𝑢, 𝑙𝑑𝑖), the better the quality of
service of 𝑖th dummy, and we can take the query result of the𝑖th dummy as the final query result.

Problem Definition. We know that the user, the anonymous
server, and LBSPs share the space division based on quad-tree.
And we also know that the user submits 𝑄𝑈 to anonymizer,
and the anonymizer passes 𝑄𝐴 to LBSPs, the LBSPs return𝐶𝑅𝐴 to anonymizer, and the anonymizer returns 𝐶𝑅𝑈 to
client. In this process, it is assumed that the anonymizer and
LBSPs are not fully credible, so the strong attacker is most
likely to guess the specific location of the user according to the
background knowledge which includes the number of histor-
ical queries and privacy protection mechanism, thus causing
the user’s privacy to be disclosed. The problem that we want
to solve is improving the quality of service experienced by the
user and reducing the computing overhead of the user, when
he accesses the LBSs, while ensuring his location security.

3.3. Symbolic Correspondence. For simplicity, we list the
notations used in this paper as Notation section shows.

4. Privacy-Preserving Framework and
Algorithms for LBSs

4.1. Approach Overview. In order to protect the user’s real
location which is contained in the query request, we employ
the double cloaking region mechanism. The double cloaking
region includes real cloaking region (RCR) and fake cloaking
region (FCR). The RCR is the user’s grid, and the anonymizer
generates FCR by dynamic clustering method. FRC has three
main functions: (1) FCR andRCR together generate 𝑘 dummy
positions to reach 𝑘-anonymous requirements; (2) FCR and
RCR form a double cloaking region against strong-attacks;(3) when the anonymizer returns the candidate results to the
client, the candidate results of the request for the dummies
in the FCR are filtered directly. The dummies in the double
cloaking region are sent to the LBSPs to request the service.

The whole process of our proposed solution is shown
as Figure 5 (the system execution order is demonstrated by
the numbers): (1) a RCR is generated according to the user’s

specific location; (2) the query request 𝑄𝑈 is submitted to
the anonymizer; (3) Dynamic Matching Algorithm (DMA)
is employed by the anonymizer to generate a FCR according
to the GID in 𝑄𝑈, so that a double cloaking region with
similar query times is formed; (4) k/2 dummy positions
are generated in the two regions, respectively, by using the
dummies generation algorithm (DGA), and the two dummy
sets are denoted DSs1 and DSs2; (5) the query request 𝑄𝐴
from the dummy positions in DSs1 and DSs2 is submitted
to LBSPs together; (6) LBSP answers 𝐶𝑅𝐴 according to 𝑄𝐴;(7) 𝐶𝑅𝐴 are replied to the anonymizer; (8) the anonymizer
forms 𝐶𝑅𝑈 according to the DIDs (Dummy IDs) in 𝐶𝑅𝐴 to
filter out the query results inDSs1; (9) 𝐶𝑅𝑈 is returned to the
client, and the client selects the query result 𝑞𝐴𝑖 of the dummy
whose dis𝑖(𝑙𝑢, 𝑙𝑑𝑖) is minimum as the query result according
to formula (1).

In our improved framework, there are two important
algorithms, which are dynamic matching algorithm (DMA)
and dummies generation algorithm (DGA), and we will
illustrate the two algorithms in the following subsections.

4.2. DynamicMatching Algorithm. Themain idea of dynamic
matching algorithm (DMA for short) is to separate the
regionswith relatively large, relatively small, and zero number
of queries, so that the two regions with obviously different
number of queries will not be matched together to form a
double cloaking region. As shown in Figure 6(a), the points
represent the positions where users make historical requests.
The position coordinates are projected into a 2D map, and
the whole region is divided into 4ℎ grids according to the
generalization level of space h. RCR where the user located
is represented by the region with black solid line. The region
is divided into 9 × 9 grids in Figure 6(a) as an example.

As shown in Figure 6(b), first, a 4 × 4 grid region which
containsRCR is allocated randomly, and FCRwill bematched
in this region as well; second, the number of historical queries
in each grid is counted and stored in a matrix represented
by 𝐺4×4. An example of 𝐺4×4 is shown in Figure 7, where the
number of queries in RCR is 25, and the number of historical
queries in each grid of the 4 × 4 region with black line in
Figure 6(b) is also shown.

And then the numbers of queries in the 4 × 4 region
are divided into three categories, relatively large, relatively
small, and zero, which are realized by the classical dynamic
clustering algorithm [38]. To form a double cloaking region,
we remove the region with zero number of queries firstly, and
then FCR is only selected randomly from the regions with the
number in the same category as RCR.
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Figure 5: The improved framework.

(a) The positions where users make historical requests (b) Users are allocated randomly into the 4 × 4 grid region

Figure 6: Historical requests on the map.

Take the data in Figure 7 as an example,DMA first divides
the number of queries into three categories, {14, 16, 22, 25,25, 27}, {1, 1, 1, 6, 6, 8, 9}, and {0, 0, 0}, respectively. Assume
that the query number of the user’s region is 25; the FCRmay
be the grid with the query number 22, and the two regions
will form a double cloaking region.

The pseudocode of DMA is shown as Algorithm 1.

4.3. Dummies Generation Algorithm. The core idea of dum-
mies generation algorithm (DGA) is to generate 𝑘 fixed
dummy positions to approximate the user’s real position,
and it tries to distribute the fixed dummy positions over
the region as evenly as possible, and then the answer to
the query request by the user will be approximated by that
from the best dummy location. It is common to generate
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Figure 7: Number of historical queries in 4 × 4 region.

Input: Privacy protection level h, User’s grid ID GID
Output: Double Cloaking Region (RCR and FCR)(1) Anonymizer selects the spatial hierarchy according to the privacy protection level h(2) Randomly match the user’s grid into a grid region G4×4(3) for query count in G4×4(4) if query count ̸=0 then(5) add query count to Sets(6) end if(7) end for(8) �e Sets are randomly divided into set1 and set2 equally(9) Do(10) akg1 = average(set1); akg2 = average(set2);(11) for 𝑠 in Sets(12) if (s − akg1)2 < (s − akg2)2 then(13) s belong to c1(14) else(15) s belong to c2(16) end if(17) end for(18) while there are changes on the elements in c1 and c2(19) if the number of GID belongs to c1 then(20) FCR isselected randomly from the regions with the number in c1 except RCR(21) else FCR is selected randomly from the regions with the number in c2 except RCR(22) end if(23) return FCR and RCR

Algorithm 1: DMA (dynamic matching algorithm).

dummy positions randomly in the double cloaking regions;
however, we propose defining two rules to generate fixed
dummy positions according to 𝑘. In Figure 8, the red solid
circle represents the user’s real position and the solid circles
represent the fixed dummy positions according to our rules,
while the dotted circles represent the dummy positions
generated randomly. As shown in Figure 8(a), when 𝑑1 > 𝑑2,
that is, the shortest distance between the user and the fixed
dummy is shorter than that between the user and the random
dummy, we say that the quality of service of the fixed dummy
positions is higher than that of the random dummy positions
according to Definition 6. On the contrary, as shown in
Figure 8(b), when 𝑑1 < 𝑑2, we say that the quality of service of
the fixed dummy positions is lower than that of the random

dummy positions. We verify that the service quality of DGA
is higher than that of random way in Section 5.2.

The coordinate systemof the two-dimensional coordinate
origin is established at the lower left vertex of the grid. In the
anonymizer, there is data of each grid length 𝐿 in each spatial
hierarchy. 𝑘1 and 𝑘2 both equal to k/2, and they represent the
number of dummypositions to be generated inRCR andFCR,
respectively. There are two core rules in DGA.

Base Rule R1. When 𝑘1 (or 𝑘2) ≤ 5, the fixed dummy positions
when 𝑘1 (or 𝑘2) = 1, 2, 3, 4, 5 are shown as Figures 9(a)–9(e),
respectively.

(1) When 𝑘1 (or 𝑘2) = 1, the dummy position is set at
(𝐿/2, 𝐿/2), as shown in Figure 9(a);
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(a) 𝑑1 > 𝑑2

d1
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(b) 𝑑1 < 𝑑2

Figure 8: The shortest distance between the user and the random dummy 𝑑1 compared to that between the user and the fixed dummy 𝑑2.

(a) 𝑘1 = 1 (b) 𝑘1 = 2 (c) 𝑘1 = 3

(d) 𝑘1 = 4 (e) 𝑘1 = 5

Figure 9: Base rule 𝑅1.

(2) When 𝑘1 (or 𝑘2) = 2, the dummy positions are
(𝐿/2, 𝐿/4), (𝐿/2, 3𝐿/4), as shown in Figure 9(b);

(3) When 𝑘1 (or 𝑘2) = 3, the dummy positions are
(𝐿/4, 𝐿/4), (𝐿/2, 3𝐿/4), (3𝐿/4, 𝐿/4), as shown in Fig-
ure 9(c);

(4) When 𝑘1 (or 𝑘2) = 4, the dummy positions are
(𝐿/4, 𝐿/4), (3𝐿/4, 𝐿/4), (𝐿/4, 3𝐿/4), (3𝐿/4, 3𝐿/4), as
shown in Figure 9(d);

(5) When 𝑘1 (or 𝑘2) = 5, the dummy positions are
(𝐿/4, 𝐿/4), (3𝐿/4, 𝐿/4), (𝐿/4, 3𝐿/4), (3𝐿/4, 3𝐿/4),
(𝐿/2, 𝐿/2), as shown in Figure 9(e).

Generalization Rule R2. When 𝑘1 (or 𝑘2) = 𝑛 and 𝑛 > 5, we
have the following:

First, divide the whole region into 4 grids, and each value
in the 4 grids is as follows:

(1) If 𝑛% 4 = 0, 𝑛/4 dummy positions are assigned in
each of the 4 grids;

(2) If 𝑛% 4 = 1, (𝑛/4) + 1, 𝑛/4, 𝑛/4, 𝑛/4 dummy positions
are assigned in the 4 grids, respectively, starting from
the left upper corner, continuing in the clockwise
direction;

(3) If 𝑛% 4 = 2, (𝑛/4) + 1, (𝑛/4) + 1, 𝑛/4, 𝑛/4 dummy
positions are assigned in the 4 grids, respectively;
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Figure 10: An illustrating example of DGA.

Input:�e value of k in the k-anonymity, RCR, FCR
Output: k1 dummies in RCR and k2 dummies in FCR, ID at each DummyDID(1) Generate 4⌈log4⌈k1/5⌉⌉, 4⌈log4⌈k2/5⌉⌉ small grids in RCR and FCR(2) Generate fixed dummies in RCR and FCR based on R1, R2(3) Add ID for each dummy(4) return k1, k2 dummies, ID at each Dummy DID

Algorithm 2: DGA (dummies generation algorithm).

(4) If 𝑛% 4 = 3, (𝑛/4)+1, (𝑛/4)+1, (𝑛/4)+1, 𝑛/4 dummy
positions are assigned in the 4 grids, respectively.

Second, if (𝑛/4) + 1 or 𝑛/4 is still larger than 5, repeat the
first step; otherwise, follow the base rule 𝑅1 to distribute the
dummy positions.

In total, 4⌈log4⌈n/5⌉⌉ small grids will be generated in the
region.

Take 𝑘1 = 302 as an example, as shown in Figure 10,(1) in the first level of division; the region will be divided
into 4 grids, and dummy positions in each grid are 76, 76,
75, and 75, respectively; (2) since 76 or 75 is larger than 5,
in the second level of division, the 4 grids will be divided
into 4 grids further; for example, the left upper grid with 76
will be divided into 4 grids with 19, 19, 19, and 19 dummy
positions, respectively; and the other three grids follow the
same way; (3) since 19 is larger than 5, in the third level of
division, the grid with 19 will be divided into 4 grids with
5, 5, 5, and 4 dummy positions, respectively; and the other
three grids follow the same way; (4) since 5 or 4 is not larger
than 5, the division stops and in total 4⌈log4⌈k1/5⌉⌉ = 64 grids
are generated, and the generation of fixed positions in the 64
small grids follows rule 𝑅1.

According to DGA, anonymizer can store DD (Dummies
data) that satisfies various 𝑘 values in the database, so that the
query requests for services can be responded to quickly. The
pseudocode of DGA is shown as Algorithm 2.

5. Experiment and Analysis

5.1. Experiment Setting. In this paper, we use the historical
GPS sampling point data within the range of 5.5 km × 3.5 km
inHefei city as historical inquiry points, which includesmore
than 60,000 sampling points produced by more than 30,000
people. The data consists of ID, latitude, and longitude, in

which “ID” is the user’s unique identifier; “longitude” and
“latitude” together tell the location where the user submits
a query. For convenience, the experiment selects an area of
3.2 km × 3.2 km and sets the threshold of edge length 𝐿 to
50m. The space is divided into 64 × 64 grids, and the spatial
region is divided into 7 layers, from 0th to 6th layer.

We will compare the dummy algorithm (DA) and naive
algorithm (NA) with our proposed Double Cloaking Algo-
rithm (DCA for short, which consists of DMA and DGA).
As shown in Figure 11, the DA is similar to the DCA
process, except the red box in Figure 11. Specially speaking,
DCA generates fixed dummy positions according to DGA,
while DA generates random dummy positions in the double
cloaking regions.We aim to compare the quality of service for
DA and DCA.

As shown in Figure 12, NA is similar to the DCA process,
except the red boxes in Figure 12. NA does not generate
double cloaking regions; the anonymizer generates 𝑘 dummy
positions directly in the user’s region and sends the queries in
dummies to LBSPs, then receives the candidate results from
LBSPs, and passes to the user without filtration. We aim to
compare the time cost of NA, DA, and DCA.

The coding language is Python and the experiment runs
with the 64 bit Windows 10 operating system configured as
Intel (R), Core (TM), i5-4590, CPU, and 8GB.

5.2. Experimental Result and Analysis

5.2.1. The Time Cost of Generating Dummies. As shown in
Figure 13, when 𝑘 changeswithin (2, 50), the time cost ofDCA
for generating dummy positions is steady, always 0.17ms.
Because DCA can be divided into two steps, DMA and then
DGA, the time cost of DMA is not affected by k; moreover,
the k-anonymous fixed dummy positions have already been
set and stored, so it only needs to choose the fixed positions
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according to k; therefore, the time cost of DCA is relatively
fixed and remains a constant value.

DA can also be divided into two steps; the first step is
the same as DCA, and the second step is to generate random
dummy positions, which should be computed in real time,

so it will take more time than DCA to generate each dummy
position, and the bigger the value of k, the more time it takes.

While NA only takes time to generate the 𝑘 dummy
positions randomly, when 𝑘 is less than 28,NA takes less time
than DCA; when 𝑘 is equal to 28, DCA and NA spend the
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Figure 13: Comparison on time cost of generating dummies.
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Figure 14: Comparison on time cost of result processing on client
side.

same time; with the continuous increase of k, NA begins to
take more time than DCA.

5.2.2. The Time Cost of Result Processing. As shown in
Figure 14, the time cost of NA for result processing on the
client side is almost twice as that in DCA and DA. Because
when the anonymizer sends 𝐶𝑅𝑈 to the client, DCA and
DA generate the double cloaking regions, the 𝑘 dummy
positions are equally distributed into two regions, and only
the candidate results in RCR are returned to the client by
the anonymizer; NA generates 𝑘 dummy positions in one
cloaking region; the anonymizer returns a set of candidate
results for 𝑘 dummy positions to the client. The number of
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Figure 15: Comparison on total time consumption.

candidate results in NA is twice of that in DCA and DA; in
order to select the optimal dummy position, the client needs
to calculate the dis𝑖(𝑙𝑢, 𝑙𝑑𝑖) between all dummy positions in
the candidate results and the user’s specific position. So there
is an obvious difference amongNA andDCA/DA on the time
cost of result processing on the client.

Please note the experiment is simulated on computer, and
the unit of the experimental result is microsecond (us), but
in actual environment, when the results are processed by
client on smart phones, the unit of time cost will fall into
millisecond (ms) level.

5.2.3. Total Time Consumption. In this section, we will
compare the total time cost of the three algorithms, taking
into account the device performance of the anonymizer and
the client. In general, the computing power of our PC ismuch
better than that of phones used by the client. Theoretically
the floating-point computing power of 1.3 GHz frequency
quad-core ARM processor is about 10MFLOPs/s, and that
of 2.5 GHz frequency Intel quad-core Q8300 is 25GFLOPs/s;
the two differ 2500 times. Due to the different computing
power of different devices, we deem conservatively that the
computing power of PC is 500 times as much as the client
device, while the computing power of anonymizer is the same
as PC; therefore the total time consumption is

Total Time = Time of Generating Dummies + 500
× Time of Result Processing. (3)

According to formula (3), it can be known that the
time cost on the client side is much larger than that on
the anonymizer, and the result processing accounts for the
majority percentage of the total time consumption. As shown
in Figure 15, the total time consumed by NA is about twice
as much as DCA and DA when 𝑘 is given. In terms of time
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Figure 16: Comparison on the probability of getting better quality of service.

efficiency, DCA and DA are better than NA. Since NA does
not generate double cloaking regions, its privacy protection
capability is weaker than DCA and DA, and in the next
experiment we only compare DCA and DA.

5.2.4. Comparison onQuality of Service betweenDCAandDA.
In order to compareDCA andDA on the quality of service, we
first conduct 10,000 times of experiments on different values
of ℎ and k and count the times when 𝑑1 > 𝑑2and 𝑑1 < 𝑑2, as
shown in Figures 8(a) and 8(b). As shown in Figure 16, given𝑘 and h, for the 10000 experiment, if 𝑑1 > 𝑑2, the count of
DCA adds 1, if 𝑑1 < 𝑑2, the count of DA adds 1.

When ℎ is specific while 𝑘 varies between (1, 25), the
count of DGA ranges between 6000 and 7200, and the count
of DA ranges between 2,800 and 4000; when ℎ varies, the
count range of DGA and DA does not change much, because
although ℎ becomes larger and 𝐿 becomes smaller in the
cloaking region, the ratio of the fixed dummy positions to𝐿 stays the same, and the position of the random dummy
positions is also independent of L.

In summary, DCA has a greater probability of getting
better quality of service than DA.

We further compare the average quality of service ofDCA
andDA.We conduct 10,000 times of experiments on different
values of ℎ and k and compute the average quality of service.
In the experiment, k ranges from 1 to 25 and ℎ ranges from
3 to 6. According to Definition 6, we can see that the smaller
the distance from the user, the better the quality of service. In
Figures 17(a)–17(d), with the decrease of h, the average quality
of service of DCA and DA is decreasing, but the average
quality of service of DCA is always better than DA. With
the increase of k, the average quality of service of DCA and
DA is increasing, and when 𝑘 is larger than 15, the trend
of increasing becomes slow. In summary, DCA has a better
average quality of service than DA.

6. Conclusion

In this paper, we propose an improved privacy-preserving
framework for location-based services based on double
cloaking regions with supplementary information con-
straints. Compared to previous work, our method is effective
in solving the strong attack with supplementary information,
and, comparing to generating random dummy positions,
generating fixed ones improves the service quality but reduces
the computational overhead for the client. However, when the
distribution of the information data is extremely nonuniform,
the dynamic matching algorithm is difficult to match the
region of similar information and forms double cloaking
regions with the user’s region. In the future, we plan to
improve the dynamic matching algorithm; in addition, we
will consider the continuous query requests of the mobile
user.

Notations

LBSPs: Location-Based Services Providers
GID: Grid ID
DIDs: Dummies IDs
UID: User ID𝑄𝑈: A set of query requests submitted by the

user to the Anonymizer𝑄𝐴: A set of query requests passed by the
Anonymizer to LBSPs𝐶𝑅𝐴: The set of candidate results sent by LBSPs
to Anonymizer𝐶𝑅𝑈: The set of candidate results sent by
Anonymizer to Client𝐺4×4: RCR randomly matches into the grid of4 × 4ℎ: Spatial hierarchy

LS: Level saturated
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Figure 17: Comparison on the average quality of service.

dis𝑖(𝑙𝑢, 𝑙𝑑𝑖): Euclidean distance between user and
dummy

DD: Dummies Data.
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From smart watch to remote healthcare system, wireless body sensor networks (WBSNs) play an important role in modern
healthcare system. However, the weak capacity of devices has limited WBSNs development. Considering the huge processing
and storage capacity of the cloud, it can be merged with WBSNs to make up for the deficiencies of weak capacity. Based on this
consideration, the concept of cloud-assisted WBSNs has been proposed recently. In contrast to generic data, the data in cloud-
assisted WBSNs will be used for providing medical diagnosis, so the integrity of data is very important because any modification
will result in severe consequences such as misdiagnosis. The public auditing scheme could provide an efficient solution to check
the data integrity remotely without downloading them. However, the traditional public auditing scheme for cloud cannot be used
directly due to the high data density and weak processing capacity in WBSNs. So, in this paper, we proposed a lightweight and
efficient public auditing scheme, LEPA, for cloud-assisted WBSNs. Compared with similar schemes, the WBSNs’ client only needs
to do one symmetrical encryption with low computational cost in LEPA. Security proof shows that LEPA can resist two types of
adversaries in random oracle model. The efficiency evaluation also shows that LEPA outperforms previous proposals.

1. Introduction

With the technological advances in various fields, the people’s
life expectancy increased all over the world. In Unites States,
the life expectancy has increased to 78.2 years from 69.8
years over the last 50 years [1]. It is expected that the
number of people aged 60 years and older will reach about
81 million in 2050. The aging population brings many social
and economic challenges. For example, the healthcare of
elderly with chronic diseases caused the huge burden on
society. To solve these problems, the modern medical system
with function of the remote medical clinical diagnostics
and real-time health monitoring has gained more and more
attention, while the WBSNs (wireless body sensor networks)
technique plays a fundamental role in intelligent modern
medical system.

The body sensor networks (BSNs) were initially proposed
by Zimmerman [2]. Due to the use of wireless commu-
nication technique, they are also known as wireless body sen-
sor networks (WBSNs). WBSNs are body-centric networks

within of 3–5m. In general, the WBSNs devices can be
classified as wearable devices and implantable devices. The
wearable devices can be deployed on clothing or body surface
and implantable devices can be implanted into human body
to collect the Personal Health Information (PHI) such as
electrocardiogram and blood pressure. After being collected,
the PHI will be sent to the controller (mobile phone) via
wireless technique such asWiFi or Bluetooth.Then controller
can process/store the received PHI locally or send it to
remote medical service provider which can analyze the user’s
PHI to give health suggestion. In some emergency situations
such as sudden infant death syndrome (SIDS) which was
not preventable in the past, the SP can react, process PHI
immediately, and inform the medical staff to take emergency
measures immediately (Figure 1 shows the typical architec-
ture of WBSNs application for remote medical diagnosis).
In addition, WBSNs also can provide other entertainment
applications such as motion sensing game or social network.

Considering the eager demand of WBSNs in reality, a
number of research institutions have conducted researches on
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Figure 1: The system model of WBSNs application for remote medical treatment.

theWBSNs system [3–8]. In 2004, [6], theHarvardUniversity
launched a system called CodeBlue for emergency care. In
2004 [7], the French CENS Research Institute launched the
MARSIAN project. MARSIAN is a wrist ambulatory moni-
toring and recording system with a smart glove embedded
with physiology sensors for the detection of the activity of the
autonomic nervous system. In 2005 [8], NASA and Stanford
University jointly developed the LifeGuard system for space
and terrestrial applications. Recently, some WBSNs based
healthcare monitoring and diagnosis architecture also have
been proposed [9, 10]. In [9], Wannenburg and Malekian
proposed a health monitoring scheme which is capable of
measuring the vital physiological parameters and sending
biofeedback to user. When an emergency is detected, the
medical notification will be sent to medical team. To connect
the conventional electromagnetic-based Internet to the bio-
chemical signaling-based bionanonetwork,Chude-Okonkwo
et al. proposed an illustrative scenario and system model of
an IoBNT for application in an advanced healthcare delivery
system in literature [10]. In 2012 [11], to generalize the
applications based on WBSNs, the Institute of Electrical and
Electronics Engineers (IEEE) released the 802.15.6 standard
to support for low energy consumption, short distance, and
reliable wireless network communication surrounding the
human body area.

For the reason that theWBSNs applications are related to
people’s life security, the security problem is a very important
issue. On the Black Hat conference in 2012, a McAfee expert
has proved that, by remotely controlling the insulin pump
implanted in the body, hacker can inject an overdose of
insulin causing patient death. Besides, the data collected

and transmitted in WBSNs are very sensitive because they
are used for clinical diagnostics. Therefore, authentication,
data confidentiality, integrity, access control, and privacy
preserving should be guaranteed while using the WBSNs.
In HIPAA (Health Insurance Portability and Accountability
Act), there are strict requirements for the patient’s identity
and data privacy. The standard 802.15.6 also emphasises the
security issues in WBSNs. In 802.15.6, the communication is
divided into three security levels.

Level 0. It is unsecured level without authentication or
encryption.This is the lowest level of security in 802.15.6; the
data is transmitted in plaintext and no authentication steps
are executed at all.

Level 1 (Only Authentication). Some measures are involved to
validate the data, but the data is still transmitted in plaintext
without encryption.

Level 2 (Authentication and Encryption). This is the highest
level of security in 802.15.6, where the data is transmitted in
ciphertext form and authentication is provided.

However, some recent works show that 802.15.6 has
security defects [12, 13]. Therefore, the 802.15.6 is not secure
enough for reality practice.

With the maturity of the cloud computing technology,
WBSNs and cloud computing technique have been merged
closely. Compared with WBSNs device, cloud server has
more powerful computing and storage capacity which is
nicely complementary with WBSNs devices. Based on this
consideration, the concept of cloud-assisted WBSNs has
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been proposed. Cloud-assisted WBSNs can provide the user
with richer experience than traditional WBSNs: user can
upload the PHI to cloud storage server to reduce the local
storage burden; user also can outsource the large amount of
collected PHI to cloud computing server to conduct medical
big data analysis. Recently, many cloud-assisted WBSNs
systems have been proposed [14–17]. It is noteworthy that
the data stored in cloud-assisted WBSNs are the basis of
all clinical diagnoses, so the integrity of storing data is a
very important issue because any modification on data will
result in severe consequences such as misdiagnosis. To solve
this problem, the public auditing technique is proposed. The
public auditing scheme could provide an efficient solution to
check the data integrity remotely without downloading them.
Many public auditing schemes for cloud have been proposed
[18–28] recently. However, these schemes cannot be used
directly in cloud-assistedWBSNs due to the high data density
in WBSNs and weak processing capacity of WBSNs devices.

To resolve the drawbacks in the existing schemes, we
proposed a lightweight and efficient public auditing scheme
for cloud-assistedWBSNs—LEPA in this paper. Based on the
lightweight designing concept, we reduced the cryptographic
operation of client in our protocol; besides, by transferring
the authenticator generation work to service provider, the
client (WBSNs devices) in our scheme only needs to do one
symmetric encryption.

Based on our scheme, LEPA, a large number of user’s
physiological data can be uploaded to the remote cloud server
to build the user’s historical health record. Besides, the user
can check the integrity of the data stored in the cloud at any
time. Our scheme can be used in the environment below:
if a hospital is reluctant to purchase equipment or build its
own data center, the hospital can upload patients’ data to
the remote cloud service provider. However, considering the
requirement for the accuracy of medical data, hospital needs
to audit the data integrity stored in the cloud at any time.The
contributions in this paper can be summarized as follows.

(1) We analyzed the differences between cloud envi-
ronment and cloud-assisted WBSNs including the traffic
characteristic, the capacity of the equipment, and the privacy
requirements. Based on these discussions, we think that the
existing public auditing schemes are not suitable for the data
integrity checking task in cloud-assisted WBSNs.

(2) We proposed a new public auditing scheme LEPA for
cloud-assisted WBSNs. Based on the designing concept of
lightweight cryptographic protocols, we reduced the oper-
ations with expensive time cost such as bilinear mapping
and hash to point and improved the efficiency of the system;
besides, we translated the tag generation work from client to
service provider so as to reduce the computational burden on
client kind.

The rest of paper is organized as follows: in Section 2,
we introduce some related works including the security
researches in WBSNs and storage auditing scheme for cloud
environment; in Section 3, some preliminaries are pre-
sented; the security requirements and system model are also
presented in Section 3; in Section 4, we describe our proposed
scheme LEPA in detail; in Section 5, we prove that our scheme
is secure under random oracle model and can defend two

types of adversaries; performance analysis is presented in
Section 6. At last, we conclude our paper in Section 7.

2. Related Works

2.1. The Security Researches in WBSNs. There are many pro-
posals that have been proposed to secure the communication
in WBSNs. Generally speaking, these proposals are mainly
focused on authentication between sensors or authentication
between service provider (SP) and client. Basically, these
schemes can be classified as physiological parameter based
schemes and cryptography based schemes. Physiological
parameter based schemes use the similar biological charac-
teristics (electrocardiogram, blood pressure, etc.) collected
from the same individuals to identity the legal devices. These
schemes are mainly used to solve the problem of authentica-
tion or key agreement between sensorswhich is also known as
intrabody communication. In [29, 30], the authors proposed
to use the interpulse interval of electrocardiogram (ECG) and
photoplethysmogram (PPG) to generate key for encryption
and authentication. In [31, 32], the frequency coefficients
of ECG and PPG are proposed to generate key. In [33],
Juels and Sudan put forward a method called “fuzzy vault”
for biometric authentication. In [34], Venkatasubramanian
et al. proposed a fuzzy vault based physiological signal
key agreement scheme (PSKA); however, the “fuzzy vault”
based scheme needs to add confusion data (chaff point)
to achieve the security so the computational cost becomes
higher with the increasing of extra chaff points. In [35, 36],
two modified fuzzy vault methods were proposed to improve
the performance. In [37], Zhang et al. proposed to use a
time variation ECG features based scheme to achieve the
key extracting. In [38], Mohana and Bai proposed a method
to generate 128-bit key from the dynamic behavior of ECG.
However, the methods based on the physiological parameter
have the problem of poor accuracy because, even in the same
individual, the collected signals still have small differences in
different body parts. In addition, the physiological signal is
time-variant so strict clock synchronization is needed, but the
strict clock synchronization is difficult to achieve. Further-
more, it is limited to use between different types of sensors
(e.g., between the blood pressure sensor and accelerometer).
So the physiological parameter based schemes are difficult to
be applied in practical applications.

In contrast to the physiological parameter based schemes,
the cryptography based schemes aremoremature and flexible
which can be applied in both intrabody communication
and external-body communication (authentication between
service provider and controller). The cryptography based
schemes can be divided into three types in general: symmetric
cryptography based schemes [39–44], traditional public key
infrastructure (PKI) based schemes [45–50], and some spe-
cial cryptographic methods based schemes such as identity
cryptography [51] and certificateless cryptography [52]. Com-
pared with the latter two methods, symmetric cryptography
based schemes need relatively low computational cost but
support limited security functions and create key distribution
problem; PKI based scheme needs relatively higher compu-
tational cost compared with symmetric cryptography based
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schemes; the special cryptographic methods support richer
security service but need the highest computational cost.

In [39–44], the symmetrical cryptography based WBSNs
security schemes have been proposed; however, the distribu-
tion of secret keys is not efficient. In [45–50], some public key
cryptography based schemes are proposed; however, com-
pared with the proposal [39–44], not only is higher compu-
tational cost needed, but also the certificate management and
storage are not efficient in resource-constraint WBSNs envi-
ronment. Compared with symmetrical cryptography based
schemes [39–44] and PKI based schemes [45–50], certificate-
less cryptography based schemes [53–58] eliminate both the
key distribution problem in symmetrical key based schemes
and certificate management in PKI based schemes, so it is
more suitable for the application of WBSNs. Liu et al. pro-
posed two certificateless authentication schemes for WBSNs
firstly [53]; however, their schemes have been observed to
have security defect [54, 55]. In [54], Zhao found that Liu
et al.’s scheme [53] cannot withstand the stolen verifier table
attack and proposed a new scheme, but, in Zhao’s scheme
[54], a large number of pseudoidentities should be stored. In
[55], Zhao’s scheme [54] has proven that the user’s pseudo-
identities could be traced. In [56], He et al.’s pointed out the
security defect of signature forging attack in Liu et al.’s scheme
[53] and proposed an improved scheme with proven security.
Xiong [57] pointed out that Liu et al.’s scheme [53] cannot
resist the attack mounted by the key replacement adversary.
They proposed a lightweight and certificateless anonymous
authentication scheme for extrabody communication. How-
ever, their scheme cannot support revocation of illegal users.
To solve this problem, Xiong and Qin [58] proposed another
scheme with user revocation based on KUNODE revocation
tree, but the high computational and storage cost is needed in
their scheme.

The schemes introduced above are mainly focused on the
authentication between sensors or authentication between
SP and controller. Some other security researches in WBSNs
have been presented recently. In [59], Lu et al. proposed
a secure and privacy preserving opportunistic computing
framework for mobile health emergency based on attribute
access control. Once the execution of a task exceeds the
energy and computing power available on a single node,
other opportunistically contacted nodes can contribute to the
execution of the original task by running a subset of task.
However, in [60], Lee et al. found that Lu et al.’s scheme [57]
has some security flaws such as user anonymity, and they
proposed an improvedmobile-healthcare emergency scheme
based on extended chaotic maps. In [61], Yi et al. proposed
medical data analysis scheme with homomorphic encryption
to achieve the privacy preserving; however, the security of
their scheme is based on the assumption that the distributing
servers cannot collude.

The security problems in cloud-assisted WBSNs are also
being studied by more and more researchers [62–66]. In
[62], Zhou et al. proposed a key management scheme for
cloud-assisted WBSNs based on the Blom’s symmetrical key.
Their schemes could resist two types of adversaries: the time-
based adversaries and location-based adversaries. In [63],
Han et al. proposed amultivalued and ambiguous encryption

scheme to ensure data confidentiality. In [64], Wan et al.
proposed a cloud-assisted WBSNs architecture to solve
the problems including energy-efficient routing and cloud
resource allocation; however, security properties were not
achieved in their schemes. In [65], Xie et al. proposed a secure
roaming authentication protocol for cloud-assisted WBSNs
to achieve the devices authentication in different access point.
In [66], Zhu et al. proposed a secure outsourced computing
scheme for cloud-assisted WBSNs with 2DNF cryptosystem.
However, their scheme could not simultaneously achieve
the satisfying security goals and low computation cost. In
[67], Gupta et al. proposed a secure IoT based cloud centric
architecture to perform predictive analysis of user’s activities
in sustainable health centers with RSA and DES encryption
algorithms.

2.2. Storage Auditing for Cloud Environment. As can be seen
from the schemes above, the study of data integrity checking
for cloud-assisted WBSNs is relatively limited. However,
data integrity checking for cloud-assisted WBSNs is very
important because any modification on data will result in
severe consequences such as misdiagnosis. In cloud-assisted
WBSNs, user’s data is stored in remote cloud server instead of
storing it locally. Therefore, it is not efficient to download all
the data from cloud server to check the integrity. To address
this problem, the concept of public auditing was proposed
by Shacham and Waters firstly [18]. With public auditing
technique, user can check the data integrity remotely without
downloading all the stored data. Based on this consideration,
many public auditing schemes have been proposed later [19–
22]. However, these schemes [18–22] are based on traditional
public key based cryptograph (TPKC). In TPKC, a certificate-
manager-certified certificate is needed to be bound with
user’s public key and identity. With the increasing number of
users, the certificate management becomes difficult. Besides,
the certificate transmitting is not suitable for bandwidth-
constrained applications. Considering the large number of
users and limited bandwidth/storage resource in WBSNs
devices, the TPKC-based schemes are not suitable for cloud-
assisted WBSNs.

To address the certificate management problem in TPKC,
the identity-based public key cryptography (ID-based PKC)
has been proposed by Shamir [51]. In ID-based PKC, the pub-
lic key is user’s identity and the private key is extracted by key
generate center (KGC) based on user’s public key (identity).
Based on the identity-based public key cryptography (ID-
based PKC) [51], several ID-based public auditing schemes
have been proposed [23–25]. Wang et al. [23] presented the
first ID-based public auditing protocol proven to be secure
assuming the hardness of the computational Diffie-Hellman
problem. Later, Tan and Jia [24] proposed an ID-based public
verification scheme with aggregate signature. In [25], Wang
proposed an ID-based public auditing scheme for multicloud
environment. Though these schemes eliminate the certificate
management drawback in TPKC-based schemes [18–22],
these schemes suffer from the drawback of key escrow (KGC
can get user’s private key) which is inherited from ID-based
PKC. So these schemes are also not suitable for cloud-assisted
WBSNs.
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In 2003, Al-Riyami and Paterson [52] presented the
concept of certificateless public key cryptography (CLPKC) to
resolve the key escrow problem in ID-based PKC. In CLPKC,
the key is generally divided into two parts that are gener-
ated by the user and KGC, respectively. Therefore, CLPKC
technique could resolve the key escrow problem in ID-
based PKC and the key management in TPKC. Some CLPKC
based authentication schemes have been proposed [26, 27].
Wang et al. presented certificateless public auditing scheme
(CLPA) [26] with blockless verifiability and homomorphic
authentication firstly. Their scheme could resolve the key
escrow problem in ID-based public auditing schemes [23–
25] and certificate management problem in TPKC. However,
their scheme has proved that it cannot withstand the public
key replacement attack which is defined as type I by He et al.
[27]. Considering that the CLPA based scheme is suitable for
resource-constraintWBSNs environment, He et al. presented
another CLPA scheme which can withstand the public key
replacement attack in Wang et al.’s scheme [26]. However,
we found that He et al.’s scheme [27] has some defects
below.

(1) The scheme in [27] is based on the public auditing
scheme in [26]. The scheme in [26] is a public auditing
scheme for cloud environment. The authenticator generating
phase is conducted in client side, considering that theWBSNs
client has weak processing capacity; this part of computa-
tional work will cause high energy loss and storage burden
forWBSNs client. So it is not suitable to transplant the public
auditing scheme for cloud to WBSNs environment directly.

(2) Secondly, the public auditing scheme in [27] is used
for personal file. File uploading is a discrete event that may
happen only once in a few days. However, when the WBSNs
user requests medical service, the physiological information
is constantly collected (several times in one second) and
lasts for a long period of time. Similar to IoT, the density of
collected data by sensors is extremely large. Based on (1) and
(2), it is better to design a lightweight public auditing scheme
to reduce the burden of authenticator generation in user
sides.

(3) At last, we know that the cloud server can be divided
into public cloud, private cloud, and hybrid cloud. Private
cloud is a cloud server for individuals or company; the privacy
of data can be guaranteed. But public cloud or hybrid cloud
is a cloud service provider with untrusted third party, so
if the confidentiality of the data is not protected, the user’s
sensitive medical information will be disclosed to the cloud
service provider. However, in [27], the user’s data is uploaded
to cloud server directly without encryption. Considering that
the cloud server is untrusted, the confidentiality cannot be
protected in their scheme.

Based on the discussions above, we can see that, so far,
there is still no public auditing scheme suitable for the low-
capacity, high data density and privacy preserving require-
ments in cloud-assisted WBSNs. However, this kind of
scheme is necessary in reality before the cloud-assisted
WBSNs healthcare systems are widely applied. So this
induced the motivation behind proposing our scheme LEPA
in this paper.

3. Preliminaries and Formulation

In this section, we introduce the cryptographic technique
used to construct LEPA and give a formal definition of cloud-
assisted WBSNs public auditing scheme. Besides, the system
model and security requirements are also introduced in this
section.

3.1. Cryptographic Techniques

Definition 1 (bilinear Pairing). Given an additive group 𝐺1
and amultiplicative group𝐺2with the same order 𝑞, a bilinear
paring refers to a map 𝑒 : 𝐺1 ×𝐺2 → 𝐺2 if the following three
conditions hold:

(1) Bilinearity: ∀𝑃,𝑄 ∈ 𝐺1 and ∀𝑎, 𝑏 ∈ 𝑍∗𝑞 , 𝑒(𝑎 ⋅𝑃, 𝑏 ⋅𝑄) =
𝑒(𝑃, 𝑄)𝑎𝑏.

(2) Nondegeneracy: ∃𝑃,𝑄 ∈ 𝐺1 such that 𝑒(𝑎 ⋅ 𝑃, 𝑏 ⋅ 𝑄) ̸=1𝐺2 .
(3) Computability: ∀𝑃,𝑄 ∈ 𝐺1 and ∀𝑎, 𝑏 ∈ 𝑍∗𝑞 , these

exists an algorithm to compute 𝑒(𝑎⋅𝑃, 𝑏⋅𝑄) efficiently.

Definition 2 (ECDLP). ∀𝑃, 𝑠 ⋅ 𝑃 ∈ 𝐺1, 𝑠 ∈ 𝑍∗𝑞 , it is difficult to
find out an algorithm 𝐴 to compute 𝑠 with input (𝑃, 𝑠 ⋅ 𝑃).
Definition 3 (CDLP). ∀𝑃, 𝑠⋅𝑃, 𝑡⋅𝑃 ∈ 𝐺1, 𝑠, 𝑡 ∈ 𝑍∗𝑞 , it is difficult
to find out an algorithm 𝐴 to compute 𝑠 ⋅ 𝑡 ⋅ 𝑃 with input(𝑃, 𝑠 ⋅ 𝑃, 𝑡 ⋅ 𝑃).
3.2. System Model. There are five entities in our scheme:
key generating center (KGC), cloud server (CS), client,
service provider (SP), and third-party auditor (TPA). The
relationship among them is shown in Figure 2.

(1) CS.TheCS in our scheme is a semitrusted entity with large
computing power and storage capacity; the client can upload
medical data to the CS for storage. If user wants to check
the data integrity stored in CS, the CS can execute interactive
protocols (LEPA) with TPA to check if the stored data is well-
kept.

(2) KGC. The KGC is also a semitrusted entity, responsible
for generating system parameters and extracting key for the
other entities.

(3) TPA. The TPA is a semitrusted third party. If the client
wants to check the integrity of stored data in CS, he/she can
request the service to TPA and then TPA runs an interactive
algorithm with CS to achieve the goal of integrity checking.
In this process, TPA should not get any information about
stored sensitivemedical data.The reason of using TPA is that,
for a task of data integrity checking, the checking result will
be unfair no matter whether it is generated by client or CS:
reluctant to take the responsibility of data corruption, the CS
may give out an incorrect result; similarly, client also wants to
shirk the responsibility of the data corruption to CS.

(4) Client. Client is a cloud-assisted WBSNs service user.
He/she uses sensor devices to obtain PHI, uploads PHI to the
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Figure 2: The system model of our public auditing scheme.

CS, and forms historical archives.The client has limited com-
puting and storage capacity compared with CS and SP. The
client does not want any part to get his/her PHI except for SP.

(5) SP. SP is a trusted part which can provide medical service
for client. The SP has stronger capacity of computing and
storage than client. The SP is responsible for generating
authenticator and uploading the real-time collected PHI to
CS. The SP also needs to analyze PHI and give a diagnostic
result to client.

3.3. The Definition of Cloud-Assisted WBSNs Public Auditing
Scheme. Here, we give a formal definition of cloud-assisted
WBSNs public auditing scheme.

Definition 4 (cloud-assistedWBSNs public auditing scheme).
A cloud-assistedWBSNs public auditing scheme is composed
of algorithms below.

(1) 𝑆𝑦𝑠𝑆𝑒𝑡𝑢𝑝(1𝑙) → (𝑞, 𝐺1, 𝐺2, 𝑃,𝐻, ℎ, 𝑒,PKKGC). The Sys-
Setup is a probabilistic algorithm which takes a security
parameter 𝑙 as input and generate the published system
parameters (𝑞, 𝐺1, 𝐺2, 𝑃,𝐻, ℎ, 𝑒,PKKGC). This algorithm is
run by KGC.

(2) ParKeyGen(IDSP,PKSP,1) → (PKSP,1,PKSP,2). The
ParKeyGen is a probabilistic algorithm which takes the SP’s
identity IDSP and SP’s partial public key PKSP,1 as inputs, and
then KGC generates another partial key PKSP,2 and returns(PKSP,1,PKSP,2) to SP. This algorithm is run by KGC.

(3) PriKeyGen(𝑁𝑈𝐿𝐿) → (SKSP). The PriKeyGen algorithm
is a probabilistic algorithm which takes NULL as input

and generates private key for SP. This algorithm is run by
SP.

(4) PubKeyGen(SKSP) → (PKSP,1). The PubKeyGen algo-
rithm is a probabilistic algorithm which takes SKSP as input
and generates partial public key PKSP,1 for SP.This algorithm
is run by SP.

(5) Encryption(𝑚𝑖) → (𝑐𝑖). The Encryption algorithm is a
probabilistic algorithm which takes the plaintext of medical
data𝑚𝑖 as input and generates the ciphertext of medical data𝑐𝑖 as output. This algorithm is run by client.

(6) 𝐴𝑢𝑡ℎ𝐺𝑒𝑛(SKSP, id𝑖,PKKGC,PKSP,1,PKSP,2, IDSP, 𝑐𝑖) →(auth𝑖). The 𝐴𝑢𝑡ℎ𝐺𝑒𝑛 algorithm is a probabilistic algorithm
which takes SP’s private key SKSP, the identity id𝑖 of 𝑐𝑖, the SP’s
public key (PKSP,1,PKSP,2), and KGC’s public key PKKGC as
inputs and generates the authenticator auth𝑖 for 𝑐𝑖. This algo-
rithm is run by SP.

(7) 𝑃𝑟𝑜𝑜𝑓𝐺𝑒𝑛(Chal, auth𝑖) → (Pro, 𝐶). The 𝑃𝑟𝑜𝑜𝑓𝐺𝑒𝑛 algo-
rithm is a probabilistic algorithm which takes Chal as the
challenge and the generator auth𝑖 as input and generates a
proof (Pro, 𝐶). This algorithm is run by CS.

(8) 𝑃𝑟𝑜𝑜𝑓𝑉𝑒𝑟𝑖𝑓𝑦(Pro, 𝐶) → (“TRUE” or “FALSE”). The𝑃𝑟𝑜𝑜𝑓𝑉𝑒𝑟𝑖𝑓𝑦 algorithm is a deterministic algorithm which
takes (Pro, 𝐶) as input and returns “TRUE” or “FALSE.” This
algorithm is run by TPA.

3.4. Security Requirements. Here, we give some security
requirements for cloud-assisted WBSNs public auditing
scheme [27].
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Input: a security parameter 𝑙
Output: system parameters (𝑞, 𝐺1, 𝐺2, 𝑃,𝐻, ℎ, 𝑒,PKKGC).(1)The KGC chooses a large prime number 𝑞 > 2𝑙.(2)The KGC chooses an additive group ⟨𝐺1, +⟩, a multiplicative group ⟨𝐺2, ⋅⟩, a generator 𝑃 of 𝐺1;

Then KGC chooses a bilinear paring 𝐺1 × 𝐺1 → 𝐺2.(3)The KGC chooses three hash functions𝐻 : {(0, 1)∗, 𝐺1} → 𝐺1, ℎ : {(0, 1)∗, 𝐺1, 𝐺1, 𝐺1} → 𝑍∗𝑞 .(4)The KGC choose a random number SKKGC ∈ 𝑍∗𝑞 as secret key and generates PKKGC = SKKGC ⋅ 𝑃.(5) Returns (𝑞, 𝐺1, 𝐺2, 𝑃,𝐻, ℎ, 𝑒,PKKGC).
Algorithm 1: SysSetup.

(1) Publicly Verifiability. TPA should verify the data integrity
stored inCSwithout downloading the entire data and causing
additional computational burden on user.

(2) Privacy Preserving. The uploaded data should not be
accessed by the CS or TPA even while uploading or auditing.

(3) Storage Correctness. Only the server keeping the user’s
data can accomplish the publicly verifiability with TPA.

(4) Confidentiality.The data transfer between any two parties
should be encrypted.

(5) Batch Auditing. To improve the efficiency, the TPA
should execute multiple auditing tasks simultaneously when
receiving several requests.

4. Our Proposed Scheme: LEPA

There are eight polynomial-time algorithms in our proposed
scheme, LEPA, that is, SysSetup, PriKeyGen, PubKeyGen,
ParKeyGen, Encryption,AuthGen, ProofGen, and ProofVerify.
Notations shows the notation list of our scheme.

Our designed protocol’s general work flow is as follows: in
the SysSetup phase, KGC generates a set of system parameters
and publishes them; next, SP needs to generate its private key
and public key in PriKeyGen and PubKeyGen, respectively;
after these two steps, the SP sends the partial public key
generated by himself/herself to KGC and KGC will generate
another partial public key for SP in ParKeyGen phase; in
Encryption phase, client encrypts the collected PHI with
shared secret key and sends the ciphertext to SP (we assume
that a shared secret key has been established, and this part
of the work is not considered in this paper because there
exist many authentication and key establishment schemes
for SP and client in WBSNs [53–58]); after SP receives the
PHI, the SP generates an authenticator for the encrypted data
(AuthGen phase) and uploads the PHI with authenticator
to CS; uploaded PHI forms a user’s medical history files;
client/SP can apply for data from the CS; when the client/SP
wants to check the integrity of stored data (whether the data
has been lost or damaged for the reason of CS), client/SP
requests service to TPA (third-party auditing is to ensure
fairness). After TPA receives the request, TPA will send a
challenge to the CS, and then CS will respond with a proof
to TPA (ProofGen phase). TPA can check the data integrity

ParKeyGen

PriKeyGen

PubKeyGen

SysSetup

ProofVerify

AuthGen

ProofGen

(Pro, C)

Result (TRUE or FALSE)

(Pro, C)

(）＄３０, ０＋３０,1)
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Figure 3: The flow chart of our public auditing scheme.

with proof (ProofVerify) and then send the auditing result to
the client/SP. The work process of our scheme is shown in
Figure 3.

4.1. The Details of LEPA

SysSetup Phase. The KGC inputs a security parameter𝑙 into Algorithm 1 and outputs the system parameters(𝑞, 𝐺1, 𝐺2, 𝑃,𝐻, ℎ, 𝑒,PKKGC). KGC publishes these parame-
ters and the other entities including CS, TPA, client, and SP
can get them.

PriKeyGen Phase. The SP generated Algorithm 2 to generate
private key for himself/herself.

PubKeyGen Phase. The SP executes Algorithm 3 to gen-
erate partial public key for himself/herself. Then SP sends(IDSP,PKSP,1) to KGC, where IDSP is SP’s identity.

ParKeyGen Phase. Upon receiving the request (IDSP,PKSP,1)
from SP, the KGC generates another partial public key for
SP with Algorithm 4. Then KGC sends PKSP,2 to SP. After
receiving PKSP,2, the SP takes (PKSP,1,PKSP,2) as his/her
public key.
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Input:𝑁𝑈𝐿𝐿
Output: SKSP(1)The SP chooses a random number SKSP ∈ 𝑍∗𝑞 as SP’s secret key.(2) Returns SKSP

Algorithm 2: PriKeyGen.

Input: SKSP
Output: PKSP,1(1)The SP computes PKSP,1 = SKSP ⋅ 𝑃 as partial public key.(2) Returns PKSP,1

Algorithm 3: PubKeyGen.

Input: (IDSP,PKSP,1)
Output: PKSP,2(1) KGC computes 𝑄 = 𝐻(IDSP,PKSP,1) ∈ 𝐺1.(2) KGC computes PKSP,2 = SKKGC ⋅ 𝑄.(3) Returns PKSP,2

Algorithm 4: ParKeyGen.

Encryption Phase. In this phase, the client generates the
ciphertext of collected data𝑚𝑖 (we assume that the established
key is KEY). The client computes ciphertext 𝑐𝑖 with KEY (any
symmetrical cryptosystem can be taken such as AES). The
client sends 𝑐𝑖 to SP.
AuthGen Phase. The SP executes Algorithm 5 to generate the
authenticator for 𝑐𝑖. After that, the SP sends (auth𝑖, 𝑐𝑖) to CS.
The CS stores the collected data block 𝑐𝑖 and its authenticator
auth𝑖.

ProofGen Phase. If SP/client wants to check the integrity of
stored data in CS. He/she can send the auditing request to
TPA.ThenTPA executes Algorithm6withCS to get the proof(Pro, 𝐶) from CS. The proof will be used for auditing in the
next phase.

ProofVerify Phase. Upon receiving the proof (Pro, 𝐶) from
CS, the TPA executes Algorithm 7 to check the integrity of 𝑐𝑖.
4.2. Correctness Proof. The correctness of TPA can check the
integrity of data block {(𝑖, 𝑟𝑖)}𝑖∈𝐼 with proof (Pro, 𝐶) that can
be proved by the formula derivation below:

𝑒 (Pro, 𝑃) = 𝑒( 𝑘∑
𝑖=1

𝑟𝑖 ⋅ auth𝑖, 𝑃) = 𝑒( 𝑘∑
𝑖=1

𝑟𝑖 ⋅ (SKSP

⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) ⋅ 𝐻 (IDSP,PKSP,1)
+ PKSP,2 ⋅ 𝑐𝑖) , 𝑃) = 𝑒( 𝑘∑

𝑖=1

𝑟𝑖 ⋅ (SKSP

⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) ⋅ 𝐻 (IDSP,PKSP,1)
+ SKKGC ⋅ 𝐻 (IDSP,PKSP,1) ⋅ 𝑐𝑖) , 𝑃) = 𝑒( 𝑘∑

𝑖=1

𝑟𝑖
⋅ (SKSP ⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) + SKKGC ⋅ 𝑐𝑖)
⋅ 𝐻 (IDSP,PKSP,1) , 𝑃) = 𝑒(𝐻(IDSP,PKSP,1) , 𝑘∑

𝑖=1

𝑟𝑖
⋅ (SKSP ⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) + SKKGC ⋅ 𝑐𝑖)
⋅ 𝑃) = 𝑒(𝐻(IDSP,PKSP,1) , 𝑘∑

𝑖=1

𝑟𝑖 ⋅ SKSP

⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) ⋅ 𝑃 + 𝑘∑
𝑖=1

𝑟𝑖 ⋅ SKKGC

⋅ 𝑐𝑖 ⋅ 𝑃) = 𝑒(𝐻(IDSP,PKSP,1) , 𝑘∑
𝑖=1

𝑟𝑖

⋅ ℎ (id𝑖,PKKGC,PKSP,1,PKSP,2) ⋅ (SKSP ⋅ 𝑃) + 𝑘∑
𝑖=1

𝑟𝑖

⋅ 𝑐𝑖 ⋅ (SKKGC ⋅ 𝑃)) = 𝑒(𝐻 (IDSP,PKSP,1) , 𝑅

⋅ PKSP,1 + 𝑘∑
𝑖=1

𝑟𝑖 ⋅ 𝑐𝑖 ⋅ PKKGC) = 𝑒 (𝐻 (IDSP,PKSP,1) ,
𝑅 ⋅ PKSP,1 + 𝐶 ⋅ PKKGC) = 𝑒 (ℎ0, 𝑅 ⋅ PKSP,1 + 𝐶
⋅ PKKGC) = 𝑒 (𝐶 ⋅ PKKGC + 𝑅 ⋅ PKSP,1, ℎ0) .

(1)

5. Security Analysis

In this part, we analyze the security of our certificateless
public auditing scheme LEPA in the random oracle model;
we analyze and prove that the two types of attackers in certifi-
cateless cryptography will not succeed. We first introduce the
security model in Section 5.1; in Section 5.2, we give proofs of
two security lemmas.

5.1. Adversary Model. There are two types of adversaries in
certificateless based schemes [24]: type I adversary 𝐴1 and
type II adversary 𝐴2. The type I adversary 𝐴1 can access
private key of KGC but cannot replace the SP’s public key; the
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Input: (SKSP, id𝑖,PKKGC,PKSP,1,PKSP,2, IDSP, 𝑐𝑖)
Output: auth𝑖(1)The SP computes auth𝑖 = SKSP ⋅ ℎ(id𝑖,PKKGC,PKSP,1,PKSP,2) ⋅ 𝐻(IDSP,PKSP,1) + 𝑐𝑖 ⋅ PKSP,2.(2) Returns auth𝑖

Algorithm 5: AuthGen.

Input: NULL
Output: (Pro, 𝐶)(1) TPA generates a challenge Chal = {(𝑖, 𝑟𝑖)}𝑖∈𝐼 where 𝐼 is a 𝑘-element subset of set [1, 𝑛] and 𝑟𝑖 ∈ 𝑍∗𝑞 and

sends Chal to CS.(2)The CS computes Pro = ∑𝑘𝑖=1 𝑟𝑖 ⋅ auth𝑖 and 𝐶 = ∑𝑘𝑖=1 𝑟𝑖 ⋅ 𝑐𝑖.(3) Returns (Pro, 𝐶)
Algorithm 6: ProofGen.

Input: (Pro, 𝐶)
Output: “TRUE” or “FALSE”(1)The TPA computes ℎ0 = 𝐻(IDSP,PKSP,1) and ℎ𝑖 = ℎ(id𝑖,PKKGC,PKSP,1,PKSP,2) and 𝑅 = ∑𝑘𝑖−1 𝑟𝑖 ⋅ ℎ𝑖.(2)The TPA checks whether equation 𝑒(Pro, 𝑃) = 𝑒(𝐶 ⋅ PKKGC + 𝑅 ⋅ PKSP,1, ℎ0) holds.(3) Returns result

Algorithm 7: ProofVerify.

type II 𝐴2 can replace the SP’s public key but cannot access
KGC’s private key. Our proof is based on this model and
two games are set up between the challenger 𝐶 and {𝐴1, 𝐴2}.
The adversary {𝐴1, 𝐴2} cloud accesses the following oracle
controlled by 𝐶.
Create-User. Upon receiving a request with ID𝑋, 𝐶 computes{PKSP,1,PKSP,2} and SKSP with algorithms PriKeyGen, Pub-
KeyGen, and ParKeyGen; finally, 𝐶 returns {PKSP,1,PKSP,2} to𝐴1/𝐴2.
Public Key Replacement. Upon receiving the query with{IDSP,PKSP,1,PKSP,2}, 𝐶 replaces {PKSP,1,PKSP,2} with{PKSP,1,PKSP,2}.
Tag-Gen. Upon receiving the query with {𝑐𝑖, 𝑖𝑑𝑖}, 𝐶 computes
auth𝑖 with algorithm AuthGen and returns {𝑐𝑖, id𝑖, auth𝑖} to𝐴1/𝐴2.
5.2. Security Analysis. In this section, we prove that our
scheme is secure against two types of adversaries {𝐴1, 𝐴2} in
random oracle model.

Lemma 5. The proposed scheme is secure against type I
adversary 𝐴1 if CDH problem is hard in 𝐺1.
Proof. Suppose 𝐴1 could win the authenticator forging
game; then 𝐶 can construct a polynomial-algorithm to solve

the CDH problem with nonnegligible probability 𝜀: given
an instance (𝑃, 𝑄1 = 𝑎 ⋅ 𝑃, 𝑄2 = 𝑏 ⋅ 𝑃), we set PKSP,1 = 𝑄1
here.

ℎ-Query. 𝐶 maintains a list 𝐿ℎ of tuples {id𝑖,PKKGC,
PKSP,1,PKSP,2, 𝑢1} and sets them as empty initially. Upon
receiving a request with {id𝑖,PKKGC,PKSP,1,PKSP,2}, 𝐶
checks whether tuple {id𝑖,PKKGC,PKSP,1,PKSP,2} exists. If
so, 𝐶 returns 𝑢1 to 𝐴1; else, 𝐶 generates a random number𝑢1 ∈ 𝑍∗𝑞 and returns 𝑢1 to 𝐴1.
𝐻-Query. 𝐶 maintains a list 𝐿𝐻 of tuples {IDSP,PKSP,1, 𝑢2}
and sets them as empty initially. Upon receiving a request
with {IDSP,PKSP,1}, 𝐶 checks whether tuple {IDSP,PKSP,1}
exists. If so, 𝐶 returns 𝑢2 to 𝐴1; else, 𝐶 generates a random
number 𝑧1 ∈ 𝑍∗𝑞 and returns 𝑢2 = 𝑧1 ⋅ 𝑄2 to 𝐴1.
Create-User. 𝐶 maintains a list 𝐿𝑈 of tuples {IDSP, SKSP,
PKSP,1,PKSP,2} and sets them as empty initially. Upon receiv-
ing a request with ID𝑋, 𝐶 checks whether tuple {IDSP, SKSP,
PKSP,1,PKSP,2} exists. If so, 𝐶 returns {PKSP,1,PKSP,2} to 𝐴1;
else, if ID𝑋 = IDSP,𝐶 generates a randomnumber SKSP ∈ 𝑍∗𝑞 ,
requesting 𝐻-query with {IDSP,PKSP,1}; then 𝐶 computes
PKSP,2 = SKKGC ⋅𝐻(IDSP,PKSP,1) and returns {PKSP,1,PKSP,2}
to 𝐴1; if ID𝑋 ̸= IDSP, 𝐶 chooses a random number 𝑤 and
computes PKSP,2 = 𝑤 ⋅ SKKGC ⋅ 𝐻(IDSP,PKSP,1) and returns{PKSP,1,PKSP,2} to 𝐴1.
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Public Key Replacement. Upon receiving the query with{IDSP,PKSP,1,PKSP,2}, PKSP,1 and PKSP,2 are replaced keys
generated by 𝐴1. 𝐶 looks up 𝐿𝑈 and replaces {PKSP,1,PKSP,2}
with {PKSP,1,PKSP,2}.
Tag-Gen. Upon receiving the query with {𝑐𝑖, id𝑖}, 𝐶 makesℎ-query with {id𝑖,PKKGC,PKSP,1,PKSP,2} andmakes𝐻-query
with {IDSP,PKSP,1}. Then auth𝑖 = SKSP ⋅ 𝑢1 ⋅ 𝑢2 + 𝑐𝑖 ⋅ PKSP,2
is computed. At last, 𝐶 returns {𝑐𝑖, id𝑖, auth𝑖} to 𝐴1.

Eventually 𝐴1 outputs a forgery proof (Pro, 𝐶) with
challenge Chal = {(𝑖, 𝑟𝑖)}𝑖∈𝐼 from TPA; 𝐶 looks up 𝐿ℎ and𝐿𝐻, respectively; at last 𝐶 could get the following equation:

𝑒 (Pro, 𝑃) = 𝑒 (𝐶 ⋅ PKKGC + 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝐶 ⋅ PKKGC, ℎ0) ⋅ 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0) . (2)

𝐶 also can get another equation.

𝑒 (Pro, 𝑃) = 𝑒 (𝐶 ⋅ PKKGC + 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝐶 ⋅ PKKGC, ℎ0) ⋅ 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0) . (3)

Based on (2) and (3), we could get

𝑒 (Pro − Pro, 𝑃)
= 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1 − 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ PKSP,1, ℎ0)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑄1 ⋅ 𝑅, 𝑧𝑖 ⋅ 𝑄2)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑎 ⋅ 𝑅 ⋅ 𝑃, 𝑧𝑖 ⋅ 𝑏 ⋅ 𝑃)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑎 ⋅ 𝑏 ⋅ 𝑅 ⋅ 𝑃, 𝑃) .

(4)

Then we could get Pro−Pro = 𝑅 ⋅ (ℎ1 −ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑎 ⋅ 𝑏 ⋅ 𝑅 ⋅ 𝑃
and output (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑅 ⋅ 𝑎 ⋅ 𝑏)−1 ⋅ (Pro − Pro) as the
solution of CDH instance (𝑃, 𝑄1 = 𝑎 ⋅ 𝑃, 𝑄2 = 𝑏 ⋅ 𝑃).
Lemma 6. The proposed scheme is secure against type II
adversary 𝐴2 if CDH problem is hard in 𝐺1.
Proof. Suppose𝐴2 could win the authenticator forging game;
then 𝐶 can construct a polynomial-algorithm to solve the
CDH problem with nonnegligible probability 𝜀: given an
instance (𝑃, 𝑄1 = 𝑎 ⋅ 𝑃, 𝑄2 = 𝑏 ⋅ 𝑃).
Create-User. 𝐶 maintains a list 𝐿𝑈 of tuples {IDSP, SKSP,
PKSP,1,PKSP,2} and sets them as empty initially. Upon receiv-
ing a request with ID𝑋, 𝐶 checks whether tuple {IDSP,
SKSP,PKSP,1,PKSP,2} exists. If so,𝐶 returns {PKSP,1,PKSP,2} to𝐴1; else, if ID𝑋 = IDSP,𝐶 generates a randomnumber SKSP ∈𝑍∗𝑞 , sets PKSP,1 = 𝑄1, requests 𝐻-query with {IDSP,PKSP,1},
and computes PKSP,2 = SKKGC ⋅ 𝐻(IDSP,PKSP,1); then 𝐶
returns {PKSP,1,PKSP,2} to 𝐴1; if ID𝑋 ̸= IDSP, 𝐶 chooses a
random number 𝑤 and computes PKSP,1 = 𝑤 ⋅ 𝑃,PKSP,2 =
SKKGC ⋅ 𝐻(IDSP,PKSP,1) and returns {PKSP,1,PKSP,2} to 𝐴1.

The other queries are the same as Lemma 5.

Eventually 𝐴2 outputs a forgery proof (Pro, 𝐶) with
challenge Chal = {(𝑖, 𝑟𝑖)}𝑖∈𝐼 from TPA;𝐶 looks up 𝐿ℎ and 𝐿𝐻,
respectively; at last 𝐶 could get the following equation:

𝑒 (Pro, 𝑃) = 𝑒 (𝐶 ⋅ PKKGC + 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝐶 ⋅ PKKGC, ℎ0) ⋅ 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0) . (5)

𝐶 also can get another equation:

𝑒 (Pro, 𝑃) = 𝑒 (𝐶 ⋅ PKKGC + 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝐶 ⋅ PKKGC, ℎ0) ⋅ 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0) . (6)

Based on (5) and (6), we could get

𝑒 (Pro − Pro, 𝑃)
= 𝑒 (𝑅 ⋅ ℎ1 ⋅ PKSP,1 − 𝑅 ⋅ ℎ1 ⋅ PKSP,1, ℎ0)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ PKSP,1, ℎ0)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑄1 ⋅ 𝑅, 𝑧𝑖 ⋅ 𝑄2)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑎 ⋅ 𝑅 ⋅ 𝑃, 𝑧𝑖 ⋅ 𝑏 ⋅ 𝑃)
= 𝑒 (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑎 ⋅ 𝑏 ⋅ 𝑅 ⋅ 𝑃, 𝑃) .

(7)

Then we could get Pro−Pro = 𝑅 ⋅ (ℎ1 −ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑎 ⋅ 𝑏 ⋅ 𝑅 ⋅ 𝑃
and output (𝑅 ⋅ (ℎ1 − ℎ1) ⋅ 𝑧𝑖 ⋅ 𝑅 ⋅ 𝑎 ⋅ 𝑏)−1 ⋅ (Pro − Pro) as the
solution of CDH instance (𝑃, 𝑄1 = 𝑎 ⋅ 𝑃, 𝑄2 = 𝑏 ⋅ 𝑃).

Through Lemmas 5 and 6, we have proved that our
scheme could defend two types of attackers in certificateless
public auditing scheme.

5.3. Security Requirements Discussions

(1) Publicly Verifiability. From the equation of correctness
analysis, we can see that, through the ProofGen and ProofVer-
ify, TPA only needs to verify the proof generated by CS
when the user requests public auditing service.Therefore, our
scheme satisfies the publicly verifiability requirement.

(2) Privacy Preserving. We can see that our scheme achieves
privacy preserving from two aspects: firstly, the medical
data storing on CS is encrypted, so CS cannot get any
information about the client’s PHI; the TPA also cannot get
any information with proof generated from CS. So, we can
see that our scheme achieves the goal of protecting the client’s
privacy.

(3) Storage Correctness. When the stored data in CS has been
modified, deleted, or corrupted, the TPA can check the result
with the algorithm ProofVerify. Besides, we can see that any
adversaries cannot forge the proof without secret key through
Lemmas 5 and 6. So we see that the storage correctness has
been achieved in our scheme.

(4) Confidentiality. The data has been encrypted with session
key established between client and SP. So the monitor cannot
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Table 1: The cryptographic operation in client side.

LEPA He et al.’s scheme [27] Yu et al.’s scheme [28]
1Enc (2PM + 2𝐻 + 1ℎ) (3Exp + 1𝐻)
Enc: symmetrical encryption; PM: point multiplication;𝐻: hash to element;
ℎ: hash; Exp: exponentiation.

get any information of client’s collected medical data. So we
see that the confidentiality has been achieved in our scheme.

(5) Batch Auditing. Through the algorithm of ProofVerify, we
can see that several blocks of data can be checked in one
phase.Therefore, our scheme achieves batch auditing require-
ment.

6. Performance Analysis

6.1. Computational Cost. We evaluate the performance of
our proposed scheme through several experiments with the
help of Java Pairing-Based Cryptography (JPBC) library [68].
These experiments are carried out on a machine with Intel
Core i5-3337U CPU (1.8 GHz clock speed), 4GB RAM, and
running the Win 8 Operating System. The selected elliptic
curve is a supersingular curve, 𝑦2 = 𝑥3 + 𝑥, with the order
of 160 bits, and elements in 𝐺1 is 128 bytes. We compared
our scheme with the other two schemes [27, 28] for the
reason that these two schemes are similar to our proposed
schemes. The comparison is mainly focused on ProofVerify
and AuthGen phase for the reason that these two phases are
the two most time-consuming phases.

In Figure 4(a), we can see that, in AuthGen phase,
our scheme needs less time compared with the other two
schemes. We tested [0, 1000] blocks of data. The time cost
of the authenticator generating time is linearly increasing.
Besides, considering that, in our scheme, the AuthGen phase
is conducted in SP side (in [27, 28], the AuthGen phase is
generated by client), the time cost of authenticator generation
for client is 0. The client only needs to do one symmetrical
encryption such as AES (computational cost in client side is
shown in Table 1). For the reason that, in pairing-based cryp-
tographic schemes, the point multiplication operation, hash
to point, and bilinear pairing are the main computational
expansive operations, the time cost of each algorithmmainly
depends on the number of point multiplication operations.
However, the symmetrical encryption only needs almost the
same computational cost with hash function which is negligi-
ble compared with point multiplication and exponentiation.
So from Table 1 we can see that the computational cost of our
scheme LEPA with 1Enc greatly reduces the computational
cost in client side compared with He et al.’s scheme (2PM +2𝐻 + 1ℎ) and Yu et al.’s scheme (3Exp + 1𝐻).

In Figures 4(b) and 5, we tested the ProofVerify efficiency
of the three schemes. In Yu et al.’s scheme [28], the proof
verifying time will be affected with the changing of time
period for the reason that the proof verifying parameters
are changed in different time period. In Yu et al.’s scheme,
each time period corresponds to a tree node and, with the
variation of the node depth in tree, the time cost is different.

Table 2: The communication cost comparison.

LEPA He et al.’s scheme [27] Yu et al.’s scheme [28]

1 group element
and 1 integer

1 group element and 1
integer

(𝑑 + 2) group
elements and 2

integers
𝑑 is the parameter numbers ofΩ𝑗 in Yu et al.’s scheme [28].

We tested the results in different depth of the node: 𝑑 = 1,
10, and 15. We can see that, in the three conditions (Figures
4(b), 5(a), and 5(b)), our scheme needs the least computation
cost. The reason is that, with the increase of data blocks in
the verification step, only several integer arithmetic and hash
operations are conducted; however, integer multiplication
and hash operations are relatively of low computation cost. In
scheme [28], one more bilinear pairing operation is needed;
the bilinear pairing operation is computation-expensive soYu
et al.’s scheme needs the highest time cost. In scheme [27],
with increasing of verifying data blocks, themapping to point
operations and point multiplications are increasing, but the
time cost of these two operations is relatively high, so, with
the increasing amount of data blocks, the time cost of scheme
is growing quickly.

Yu et al.’s scheme needs relatively more bilinear maps (3
bilinear maps) and this part of computational cost makes up
a large proportion when verified blocks are few.Therefore, in
the initial stage, Yu et al.’s scheme costs more time compared
with other two schemes. However, the computational cost of
He et al.’s scheme will gradually increase and transcend Yu et
al.’s scheme, due to the mapping to point operation and point
multiplication operations. The time point of transcending
changes with the depth of time node in Yu et al.’s scheme:
in Figure 4(b) (𝑑 = 1), He et al.’s scheme transcend Yu et
al.’s scheme in earlier time point; with the increase of the
time node depth, the time point of transcending will be
delayed: the transcending time was delayed in Figure 5(a)
(𝑑 = 10) compared with Figure 4(b) (𝑑 = 1). When 𝑑 = 15
(Figure 5(b)), the time of transcending time disappeared (but
it will certainly appear at a certain moment in future).

6.2. Communication Cost. The communication cost of
scheme is generated in Algorithm 5 AuthGen, Algorithm 6
ProofGen, and Algorithm 7 ProofVerify. The communication
cost of Chal is the same in three schemes with the form
Chal = {(𝑖, 𝑟𝑖)}𝑖∈𝐼; the elements 𝑖 and 𝑟𝑖 are two integers and
the size of Chal depends on the number of (𝑖, 𝑟𝑖) in Chal. The
number of (𝑖, 𝑟𝑖) in Chal will depend on the number of data
blocks to be checked in the cloud server which was decided
by the auditor.

However, the communication cost of Proof is different in
three schemes (a detailed comparison is shown in Table 2):
from Table 2, we can see that our scheme has the same
communication cost as He et al.’s scheme [27]; in He et al.’s
scheme, the form of proof is (𝑚, 𝑆) and, in our scheme, the
form of proof is (Pro, 𝐶), where Pro = ∑𝑘𝑖=1 𝑟𝑖 ⋅ auth𝑖 and𝐶 = ∑𝑘𝑖=1 𝑟𝑖 ⋅𝑐𝑖. For the reason that auth𝑖 = SKSP ⋅ℎ(id𝑖,PKKGC,
PKSP,1,PKSP,2)⋅𝐻(IDSP,PKSP,1)+𝑐𝑖 ⋅PKSP,2 is a group element,
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Figure 4: (a) The time cost of authenticator generating phase with regard to the number of blocks in seconds; (b) the time cost of proof
verifying phase with regard to the number of blocks in seconds (𝑑 = 1).
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Figure 5: (a) The time cost of proof verifying phase with regard to the number of blocks in seconds (𝑑 = 10); (b) the time cost of proof
verifying phase with regard to the number of blocks in seconds (𝑑 = 15).
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Pro = ∑𝑘𝑖=1 𝑟𝑖 ⋅ auth𝑖 is also a group element. So we can com-
pute that the communication cost in our scheme is 1 group
element and 1 integer. In He et al.’s scheme, 𝑆 = ∑𝑐𝑗=1 𝑤𝑖 ⋅𝑆𝑖𝑗 and 𝑚 = ∑𝑐𝑗=1 𝑤𝑖 ⋅ 𝑚𝑖𝑗 ; with the same method we can
get that the communication cost in their scheme is 1 group
element and 1 integer. For the reason that the communica-
tion and computational cost in Yu et al.’ scheme [28] are time-
varying, the proof in Yu et al.’s schemewill be changing in dif-
ferent time period.The proof in their scheme is (𝑗, 𝑈, 𝜎, 𝜇, Ω𝑗)
about (𝑑 + 2) group elements and 2 integers where 𝑑 is the
parameter numbers inΩ𝑗 (the depth of time node). So, from
Table 2, we can see that our scheme needs the same commu-
nication cost as He al.’s scheme and less communication cost
than Yu et al.’s scheme.

7. Conclusion

Considering that there has been no good solution for public
auditing in cloud-assisted WBSNs, we propose a lightweight
and efficient public auditing scheme, LEPA, for cloud-assisted
WBSNs in this paper. With our proposed scheme LEPA,
in some healthcare applications of cloud-assisted WBSNs
(such as the hospital without private data center that needs
to outsource the important medical data into cloud service
provider), the sensitive data used for diagnosis could be
checked whether it is well-kept in remote cloud server.
Through the lightweight designing concepts, we reduce the
computational expensive operations such as hash to point or
point multiplication in user side. In addition, the authenti-
cator generation is outsourced to service provider and user
only needs to do one symmetrical encryption. Compared to
related works, the client in our scheme has the least security
computational burden. Besides, we give the formal security
proof of that our scheme can resist two kinds of adversaries
in the randomoraclemodel including public key replacement
attacker and master key accessing attacker. Furthermore, we
use Java language to implement our scheme. The experi-
mental result shows that our scheme outperforms other sim-
ilar schemes in both the verification phase and authenticator
generating phase. To the best of our knowledge and using the
analysis above, we think that the proposed scheme LEPA is
the most suitable public auditing scheme for cloud-assisted
WBSNs.

Although our proposed scheme LEPA achieves better
security properties and efficiency compared with similar
works, however, we think that our scheme still has the defects
below.

(1) The application model is relatively simple and not
suitable for complicated model such as multiuser model. In
some application scenarios such as community hospital, the
users may be organized as a group to share the data stored in
cloud. So it is meaningful to propose amultiusermodel based
cloud-assisted WBSNs auditing scheme.

(2) Considering that, with the physiological sensors in
WBSNs, the physiological information can be collected and
these data can be used to achieve biometric authentication,
the two-factor based auditing schemes will support stronger
security goals.

So, in the future, we plan to extend our scheme, LEPA,
to different application scenarios such as mobile WBSN
based healthcare system or the multiuser model of cloud-
assisted WBSNs environment. Besides, the two-factor based
authentication technology with physiological information
and modern cryptographic technology will be used together
in our future works to enhance the security of cloud-assisted
WBSN applications.

Notations

𝑙: A security parameter𝑞: A large prime number 𝑞 > 2𝑙𝑒: A bilinear pairing 𝑒 : 𝐺1 × 𝐺2 → 𝐺2
SKKGC: The KGC’s secret key
PKKGC: The public key of KGC
IDSP: The identity of SP
PKSP,1: The partial public key generated by oneself
PKSP,2: The partial public key generated by KGC
SKSP: The secret key of SP
auth𝑖: The authenticator of𝑚𝑖(Pro, 𝐶): The proof of medical data 𝑐1, 𝑐2, . . . , 𝑐𝑖

generated by SP
Chal: The integrity checking challenge generated

by TPA: Chal = {(𝑖, 𝑟𝑖)}𝑖∈𝐼𝑐𝑖/𝑚𝑖: The medical data𝑚𝑖 and corresponding
ciphertext 𝑐𝑖 encrypted by clientℎ: A hash function:{(0, 1)∗, 𝐺1, 𝐺1, 𝐺1} → 𝑍∗𝑞𝐻: A hash to point function:{(0, 1)∗, 𝐺1} → 𝐺1.
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[5] E. Jovanov, A. Milenković, C. Otto et al., “A WBAN system for
ambulatory monitoring of physical activity and health status:
applications and challenges,” in Proceedings of the 27th Annual
International Conference of the Engineering in Medicine and
Biology Society (IEEE-EMBS ’05), pp. 3810–3813, September
2005.

[6] K. Lorincz, D. J. Malan, T. R. F. Fulford-Jones et al., “Sensor net-
works for emergency response: challenges and opportunities,”
IEEE Pervasive Computing, vol. 3, no. 4, pp. 16–23, 2004.

[7] F. Axisa, C. Gehin, G. Delhomme, C. Collet, O. Robin, and A.
Dittmar, “Wrist ambulatorymonitoring system and smart glove
for real time emotional, sensorial and physiological analysis,” in
Proceedings of the 26th Annual International Conference of the
IEEE Engineering in Medicine and Biology Society (EMBC ’04),
pp. 2161–2164, September 2004.

[8] C. Mundt W, K. Montgomery N, and U. Udoh E, “A multi para-
meter wearable physiologic monitoring system for space and
terrestrial applications,” IEEETransactions on Information Tech-
nology in Biomedicine, vol. 9, no. 3, pp. 382–391, 2005.

[9] J. Wannenburg and R. Malekian, “Body sensor network for
mobile healthmonitoring, a diagnosis and anticipating system,”
IEEE Sensors Journal, vol. 15, no. 12, pp. 6839–6852, 2015.

[10] U.A.K. Chude-Okonkwo, R.Malekian, andB. T.Maharaj, “Bio-
logically inspired bio-cyber interface architecture andmodel for
internet of bio-Nanothings applications,” IEEE Transactions on
Communications, vol. 64, no. 8, pp. 3444–3455, 2016.

[11] K. S. Kwak, S. Ullah, and N. Ullah, “An overview of IEEE
802.15.6 standard,” in Proceedings of the 3rd International Sym-
posium on Applied Sciences in Biomedical and Communication
Technologies (ISABEL ’10), pp. 1–6, IEEE, November 2010.

[12] M. Toorani, “On vulnerabilities of the security association in
the IEEE802.15.6 standard,” inFinancial Cryptography andData
Security, vol. 8976 ofLectureNotes inComputer Science, pp. 245–
260, Springer, Berlin, Heidelberg, 2015.

[13] M. Toorani, “Cryptanalysis of two PAKE protocols for body
area networks and smart environments,” International Journal
of Network Security, vol. 17, no. 5, pp. 629–636, 2015.

[14] G. Fortino andM. Pathan, “Integration of cloud computing and
body sensor networks,” Future Generation Computer Systems,
vol. 35, no. 5, pp. 57–61, 2014.

[15] M. Chen, “NDNC-BAN: supporting rich media healthcare ser-
vices via nameddata networking in cloud-assistedwireless body
area networks,” Information Sciences, vol. 284, no. 10, pp. 142–
156, 2014.

[16] O. Diallo, J. J. P. C. Rodrigues, M. Sene, and J. Niu, “Real-time
query processing optimization for cloud-based wireless body
area networks,” Information Sciences, vol. 284, pp. 84–94, 2014.

[17] G. Fortino, G. Di Fatta, M. Pathan, and A. V. Vasilakos,
“Cloud-assisted body area networks: state-of-the-art and future
challenges,”WirelessNetworks, vol. 20, no. 7, pp. 1925–1938, 2014.

[18] H. Shacham and B. Waters, “Compact proofs of retrievability,”
in Advances in Cryptology—ASIACRYPT 2008: Proceedings of
the 14th International Conference on the Theory and Application
of Cryptology and Information Security, Melbourne, Australia,
December 2008, vol. 5350 of Lecture Notes in Computer Science,
pp. 90–107, Springer, Berlin, Germany, 2008.

[19] Z. Hao, S. Zhong, and N. Yu, “A privacy-preserving remote data
integrity checking protocol with data dynamics and public veri-
fiability,” IEEE Transactions on Knowledge and Data Engineer-
ing, vol. 23, no. 9, pp. 1432–1437, 2011.

[20] C.Wang, Q.Wang, K. Ren, N. Cao, andW. Lou, “Toward secure
and dependable storage services in cloud computing,” IEEE
Transactions on Services Computing, vol. 5, no. 2, pp. 220–232,
2012.

[21] C. Wang, S. S. Chow, Q. Wang, K. Ren, and W. Lou, “Privacy-
preserving public auditing for secure cloud storage,” Institute of
Electrical and Electronics Engineers. Transactions on Computers,
vol. 62, no. 2, pp. 362–375, 2013.

[22] K. Huang,M. Xian, S. Fu, and J. Liu, “Securing the cloud storage
audit service: defending against frame and collude attacks of
third party auditor,” IET Communications, vol. 8, no. 12, pp.
2106–2113, 2014.

[23] H. Wang, J. Domingo-Ferrer, Q. Wu, and B. Qin, “Identity-
based remote data possession checking in public clouds,” IET
Information Security, vol. 8, no. 2, pp. 114–121, 2014.

[24] S. Tan and Y. Jia, “NaEPASC: a novel and efficient public audit-
ing scheme for cloud data,” Frontiers of Information Technology
& Electronic Engineering, vol. 15, no. 9, pp. 794–804, 2014.

[25] H. Wang, “Identity-based distributed provable data possession
in multi-cloud storage,” IEEE Transactions on Services Comput-
ing, vol. 8, no. 2, pp. 328–340, 2015.

[26] B. Wang, B. Li, H. Li, and F. Li, “Certificateless public auditing
for data integrity in the cloud,” in Proceedings of the 1st
IEEE International Conference onCommunications andNetwork
Security (CNS ’13), pp. 136–144, National Harbo, Md, USA,
October 2013.

[27] D. He, S. Zeadally, and L. Wu, “Certificateless public auditing
scheme for cloud-assisted wireless body area networks,” IEEE
Systems Journal, no. 99, pp. 1–10, 2015.

[28] J. Yu, K. Ren, and C. Wang, “Enabling cloud storage auditing
with verifiable outsourcing of key updates,” IEEE Transactions
on Information Forensics and Security, vol. 11, no. 6, pp. 1362–
1375, 2016.

[29] C. C. Y. Poon, Y.-T. Zhang, and S.-D. Bao, “A novel biometrics
method to secure wireless body area sensor networks for
telemedicine and M-health,” IEEE Communications Magazine,
vol. 44, no. 4, pp. 73–81, 2006.

[30] S.-D. Bao, Y.-T. Zhang, and L.-F. Shen, “Physiological signal
based entity authentication for body area sensor networks and
mobile healthcare systems,” in Proceedings of the 2005 27th
Annual International Conference of the Engineering in Medicine
and Biology Society (IEEE-EMBS ’05), pp. 2455–2458, Septem-
ber 2005.

[31] K. K. Venkatasubramanian, A. Banerjee, and S. K. S. Gupta,
“EKG-based key agreement in body sensor networks,” in Pro-
ceedings of the 2008 IEEE INFOCOMWorkshops, pp. 1–6, IEEE
Xplore, April 2008.

[32] S. Cherukuri, K. K. Venkatasubramanian, and S. K. S. Gupta,
“Biosec: a biometric based approach for securing communica-
tion in wireless networks of biosensors implanted in the human
body,” in Proceedings of the 32nd International Conference on
Parallel Processing (ICPP ’03), pp. 432–439, October 2003.

[33] A. Juels andM. Sudan, “A fuzzy vault scheme,” in Proceedings of
the IEEE International Symposium on Information Theory, pp.
408–415, July 2002.

[34] K. K. Venkatasubramanian, A. Banerjee, and S. K. Gupta, “SKA:
usable and secure key agreement scheme for body area net-
works,” IEEE Transactions on Information Technology in Bio-
medicine, vol. 14, no. 1, pp. 60–68, 2010.



Security and Communication Networks 15

[35] F. Miao, S.-D. Bao, and Y. Li, “A modified fuzzy vault scheme
for biometrics-based body sensor networks security,” in Pro-
ceedings of the 53rd IEEE Global Communications Conference
(GLOBECOM ’10), pp. 1–5, December 2010.

[36] H. Liu, D. Sun, K. Xiong, and Z. Qiu, “A new fuzzy vault
method using cubic spline interpolation,” in Proceedings of
the 2010 International Conference on Artificial Intelligence and
Computational Intelligence (AICI ’10), pp. 103–106, October
2010.

[37] Z. Zhang, H.Wang, A. V. Vasilakos, andH. Fang, “ECG-crypto-
graphy and authentication in body area networks,” IEEE Trans-
actions on Information Technology in Biomedicine, vol. 16, no. 6,
pp. 1070–1078, 2012.

[38] J. Mohana and V. T. Bai, “128 bit key generations from the
dynamic behavior of ECG for securing wireless body area net-
work,” ARPN Journal of Engineering and Applied Sciences, vol.
10, no. 18, pp. 8048–8051, 2015.

[39] F. Hu, M. Jiang, M.Wagner, and D.-C. Dong, “Privacy-preserv-
ing telecardiology sensor networks: Toward a low-cost portable
wireless hardware/software codesign,” IEEE Transactions on
Information Technology in Biomedicine, vol. 11, no. 6, pp. 619–
627, 2007.

[40] P. Kumar, Y. Lee D, and D. Lee Y, “Secure health monitoring
using medical wireless sensor networks,” in Proceedings of the
Sixth International Conference on Networked Computing and
Advanced Information Management, pp. 491–494, 2010.

[41] S. Raazi, H. Lee, S. Lee, and Y.-K. Lee, “BARI+: a biometric
based distributed key management approach for wireless body
area networks,” Sensors, vol. 10, no. 4, pp. 3911–3933, 2010.

[42] A. B.Waluyo, I. Pek, X. Chen, andW. S. Yeoh, “Design and eval-
uation of lightweight middleware for personal wireless body
area network,” Personal and Ubiquitous Computing, vol. 13, no.
7, pp. 509–525, 2009.

[43] X. Yi, J. Willemson, and F. Nait-Abdesselam, “Privacy-preserv-
ing wireless medical sensor network,” in Proceedings of the 12th
IEEE International Conference on Trust, Security and Privacy in
Computing and Communications (TrustCom ’13), pp. 118–125,
July 2013.

[44] H. Zhao, J. Qin, and J. Hu, “An energy efficient keymanagement
scheme for body sensor networks,” IEEE Transactions on Paral-
lel and Distributed Systems, vol. 24, no. 11, pp. 2202–2210, 2013.

[45] D. He, S. Chan, and S. Tang, “A novel and lightweight system to
secure wireless medical sensor networks,” IEEE Journal of Bio-
medical and Health Informatics, vol. 18, no. 1, pp. 316–326, 2014.

[46] Y. M. Huang, M. Y. Hsieh, H. C. Chao, S. H. Hung, and J. H.
Park, “Pervasive, secure access to a hierarchical sensor-based
healthcare monitoring architecture in wireless heterogeneous
networks,” IEEE Journal on Selected Areas in Communications,
vol. 27, no. 4, pp. 400–411, 2009.

[47] X. H. Le, M. Khalid, R. Sankar, and S. Lee, “An efficient mutual
authentication and access control scheme for wireless sensor
networks in healthcare,” Journal of Networks, vol. 6, no. 3, pp.
355–364, 2011.

[48] X. Lin, R. Lu, X. Shen, Y. Nemoto, and N. Kato, “Sage: a strong
privacy-preserving scheme against global eavesdropping for
ehealth systems,” IEEE Journal on Selected Areas in Communi-
cations, vol. 27, no. 4, pp. 365–378, 2009.

[49] K. Malasri and L. Wang, “Design and implementation of a
secure wireless mote-based medical sensor network,” Sensors,
vol. 9, no. 8, pp. 6273–6297, 2009.

[50] J. Misic and V. Misic, “Enforcing patient privacy in healthcare
WSNs through key distribution algorithms,” Security & Com-
munication Networks, vol. 1, no. 5, pp. 417–429, 2008.

[51] A. Shamir, “Identity-based cryptosystems and signature
schemes,” in Advances in Cryptology: Proceedings of (CRYPTO
’84), vol. 196 of Lecture Notes in Computer Science, pp. 47–53,
Springer, Berlin, Germany, 1985.

[52] S. S. Al-Riyami and K. G. Paterson, “Certificateless public
key cryptography,” in Advances in Cryptology-ASIACRYPT,
vol. 2894 of Lecture Notes in Computer Science, pp. 452–473,
Springer, 2003.

[53] J. Liu, Z. Zhang, X.Chen, andK. S. Kwak, “Certificateless remote
anonymous authentication schemes for wireless body area
networks,” IEEE Transactions on Parallel and Distributed Sys-
tems, vol. 25, no. 2, pp. 332–342, 2014.

[54] Z. Zhao, “An efficient anonymous authentication scheme for
wireless body area networks using elliptic curve cryptosystem,”
Journal of Medical Systems, vol. 38, no. 2, pp. 1–7, 2014.

[55] C.Wang andY. Zhang, “New authentication scheme forwireless
body area networks using the bilinear pairing,” Journal of
Medical Systems, vol. 39, no. 11, article 136, 2015.

[56] D. He, S. Zeadally, N. Kumar, and J.-H. Lee, “Anonymous
authentication for wireless body area networks with provable
security,” IEEE Systems Journal, vol. 99, pp. 1–12, 2016.

[57] H. Xiong, “Cost-effective scalable and anonymous certificate-
less remote authentication protocol,” IEEE Transactions on
Information Forensics & Security, vol. 9, no. 12, pp. 2327–2339,
2014.

[58] H. Xiong and Z. Qin, “Revocable and scalable certificateless
remote authentication protocol with anonymity for wireless
body area networks,” IEEE Transactions on Information Foren-
sics and Security, vol. 10, no. 7, pp. 1442–1455, 2015.

[59] R. Lu, X. Lin, and X. Shen, “SPOC: a secure and privacy-pre-
serving opportunistic computing framework formobile-health-
care emergency,” IEEE Transactions on Parallel and Distributed
Systems, vol. 24, no. 3, pp. 614–624, 2013.

[60] C.-C. Lee, C.-W. Hsu, Y.-M. Lai, and A. Vasilakos, “An
enhanced mobile-healthcare emergency system based on
extended chaotic maps,” Journal of Medical Systems, vol. 37, no.
5, article 9973, pp. 1–12, 2013.

[61] X. Yi, A. Bouguettaya, D. Georgakopoulos, A. Song, and J.
Willemson, “Privacy protection for wireless medical sensor
data,” IEEE Transactions on Dependable and Secure Computing,
vol. 13, no. 3, pp. 369–380, 2016.

[62] J. Zhou, Z. Cao, X. Dong, N. Xiong, and A. V. Vasilakos,
“4S: a secure and privacy-preserving key management scheme
for cloud-assisted wireless body area network in m-healthcare
social networks,” Information Sciences, vol. 314, pp. 255–276,
2015.

[63] N. D. Han, L. Han, D. M. Tuan, H. P. In, and M. Jo, “A scheme
for data confidentiality in cloud-assisted wireless body area
networks,” Information Sciences, vol. 284, no. 5, pp. 157–166,
2014.

[64] J. Wan, C. Zou, S. Ullah, C.-F. Lai, M. Zhou, and X. Wang,
“Cloud-Enabled wireless body area networks for pervasive
healthcare,” IEEE Network, vol. 27, no. 5, pp. 56–61, 2013.

[65] Q.-Q. Xie, S.-R. Jiang, L.-M. Wang, and C.-C. Chang, “Com-
posable secure roaming authentication protocol for cloud-
assisted body sensor networks,” International Journal ofNetwork
Security, vol. 18, no. 5, pp. 816–831, 2016.



16 Security and Communication Networks

[66] H. Zhu, L. Gao, andH. Li, “Secure and privacy-preserving body
sensor data collection and query scheme,” Sensors, vol. 16, no. 2,
article 179, 2016.

[67] P. K. Gupta, B. T.Maharaj, and R.Malekian, “A novel and secure
IoT based cloud centric architecture to perform predictive anal-
ysis of users activities in sustainable health centres,”Multimedia
Tools and Applications, pp. 1–24, 2016.

[68] A. de Caro and V. Iovino, “jPBC: Java pairing based cryptogra-
phy,” in Proceedings of the 16th IEEE Symposium on Computers
and Communications (ISCC ’11), pp. 850–855, July 2011.


